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X, EETLAIA AR IS L ICFERINET,

Installing...Feature:XxXX—XXX-XXX. .

.Skipped:Duplicate

\}

G FABVRIZHET IR EDRROND L AT N FANAL AT 2R 7—FLET,

FIEDHE
1. PAK ZAFLET,
2. enable
3. show license udi
4. Cisco Product License Registration 78— % /L http://www.cisco.com/go/license |\Z PAK & UDI %
AJJLT, PAK 2T A B RAZEB L ET,
5. license install stored-location-url
6. configure terminal
7. license boot level {metroaggrservices}
8. write memory
9. reload
F g ¥4
ARV RFERETIVa Y E]:3)
ATYT1|PAKZAFLET, PAK /%, FFEDT T v b7+ —LHDT7 4 —F %
Ty NOMAMEZIELB LOWAT L L& IS
NET,
« PAKIIZEEONRDV IR DHDT, T4V
ZOBFET rE AD—HF L LTHEM S E T,
AT 72 |enable ¥t EXEC £ — R& A X —7 /LI LET,
i - e NAU— R AN LET ERENTHE) .

Device> enable

ATvT3

show license udi

1 -

Device# show license udi

VAT ATRHRAECE 5T X TOUDMENFERINE
—é‘o

e TITA BV AEFESET AT e AD—RE LT,
F A 2D UDI WLE T,
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B o977 795"~ 30 ARV FEBRLES ALV RDA VR b—LET YT L—F

ARV RFERETIVa Y

B8

ATvT4

Cisco Product License Registration 78— % /L
http://www.cisco.com/go/license {2 PAK & UDI % A7)
LT, PAKZT7A B AICEBL £,

WO REREATITDHE, T4V ADA VA F—
MERT D74 B AEREGDE T A —NLER
LT,

» Cisco Product License Registration 78— & /L)y 552
BLEIFABL AT 7 A NET AL ZDWE] 72
T7AN VAT A —LET,

F72iX

* Web X— @ [Install] "% %27 U v LE
7T

ATvTh

license install stored-location-url

1

Device# license install
tftp://infra-sun/<user>/license/5400/38a.lic

S4B AEA A =)L LET,

s FurF IR ENES, v Ra—F I 4%
VAFREICFRE LET,

ATvT6

configure terminal

1 -

Device# configure terminal

Ja— ) a7 4 X al— gy ET— ReBls
L/ij—o

ATy T17

license boot level {metroaggrservices}

1 -

Device (config)# license boot level
metroaggrservices

WAl U v — RIFIZT 731 A T metroaggrservices 7
A AL ET,

ATvT8

write memory

1

Device# write memory

NVRAM [ZEf7ar 7 4 Fal—La v 2RFELE
K

ATvT9

reload

1

Device# reload

(FER) oA AZHEELT, LT 1 —F %

Yty A F—TNIZLET,

(GE) U o— RjX, ASR903/L—& FTHMT A
TUANGRERIUTA B A LAYULOTEA
FA BRI I DG AEIIARETT,
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| CiscoloS VT Y7 77U T4 R—2 3 UHEDRE
YIRYIF FOTF4R—vavavy REALES ko zEE [

JYIEIYTTFT FPHTF4R— 30 a9 REFRALESAEVURE
IH
SAtEUR T7AILADOAAT FDEM

FIEDHE
1. enable
2. license comment add feature-name comment [ switch switch-num]|
3. show license file [ switch switch-num]
F gD F¥H
AR RFEREET7TIVa Y =LY
ATy 71 |enable Kb EXEC E— R& A X —7 MICLE T,
il - e NAT—REANLET ERINTHE) .

Device> enable

A Fw 7 2 | license comment add feature-name comment [ switch BEODITA v ACETABRAEZBEMLEZY . Yl

switch-num] L= LET,

K + (CiscoCatalyst3750-E AA v F 7' Z v b7 +—

evioos 1 o | aTOR) A T ESBEESA TV

evice icense comment a smamrnb-codec-pac . e P

“Use this permanent lj.cense”g F /El\\ Zpavr }\Li*gﬂiéﬂfix/l) ‘Y%’(“S‘%TT
SNFET,

c TAVUARTA BV AARL—=VIZHY, #
BDOTA B ADITPRIESNTNDEA, T
AL AITERIRT D70 7 M RFREINE
T, TA B AZEINT HI21E, Select Index to
AddComment 7’1 > 7 N CEHEEEZ AN LET,

R v 7 3 | show license file [ switch switch-num] YAA YT RN T FAEBUR T 7 A MBS
1 - nlea ks MFRERET,
‘ ‘ ‘ c TNAARAL v FOHE, ZOavw L RT
Device# show license file lj:\ ?Eﬁiﬂbflx/]) /?ﬁ)%@%?r‘f%ﬁﬁ%ﬂiﬁb

i—g—o

BESNIERA FL—S TUTADTRTOT A U RADRERE

FIRDOEE

1. enable
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B 7 ReBmEdentS1 202 FLF UL v LEBROEER FL—3 TUT7~DRHE

2. license save file-sys://lic-location [ switch switch-num)

F a0 &
ARV RFEERTIVa Y =LY
AT 71 |enable FFHE EXEC £ — R& A 2 —7 LT LET,
i e NMAT—REANLET (FREINTHE) .

Device> enable

ATy T2

license save file-sys://lic-location [ switch switch-num)
fi -

Device# license save flash:all licenses.lic

TFNRAADTRTDTA B ADAE—%RIFL,
BELERESFTOa~y RICnERETREL
9, BRIFELZT7 A L AL, license install =~ >~
REFEHLCELTEET,

s lic-location : 7 A & ADOBREGFHIE. 774

VAT NERETT 4 V2 MY EZILURL T
T, T ATHR— b ENTWDRIFESTT &
MeRTAI21E. 2 a~r REEHALET,

o (fEE) switch switch-num : AA v F AH 7
WORFEDAA v FIZZ DEREHEFELET,

TINA RIZEEMFOENE=ESA R I LT UIRILBERODEBEA L— T YT A

DR

FIEDEE

48O SRS

VARANEIZT v AOFEGEEHGET DRI, T ADT LT v VISKETY, &
2a VT T 2T FABLATIE, YAADNANY I T R4V R VAT ANRTF AL ZH
ELTERTDEIA BV AT 7 AN, BETCHRERETZLIOBREINTND Z RN
ATT, EXa U T AT SILENTZTA B A7 LT Uy v LTI B AZFRIFT5H
2HODLEDTT, 1 DDFNAAMNLBIDT AL ZNCTA v AREEETHZE (FBARAR)
DEIRG B IR T 7 v EBRETT, HRT 7y NEAEKT S, Y Aaoy sz
RIARA VAT LT NAAD T LT ¥ ¥ UVERPBLEIZ/2 D £7,

1. enable

2. license save credential file-sys://lic-location | switch switch-num]
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FRA2L0FATD5 1 2ng% |

F gD FEH
ARV KRFERRETI a3 Y B#J
AT 71 |enable KiHE EXEC ©— R& A 2 — 7L LET,
£l e NMAT—REANLET (ERINTEHE) .

Device> enable

R T 7 2 |license save credential file-sys.//lic-location [ switch BE X URL IZT A A CEhER T -7 b

switch-num] 7 MERE R LET,

Bl e lic-location : 7 A 2 ADORELTIE. 774
ok 1 demtinl flachsered. L VAT BERETT 4 V7 Y ETILURL T

Device# icense save credentia asn:cred..llcC ‘g“o »7‘:\/\‘/]) X’(‘—]j—/—\]f}b_‘ }\ éﬂ(b\éf%ﬁ%ﬁ)f%

BT DI, ?a~r R LE T,

o (&) switch switch-num : AA vF AH 7
WORFEDAA v FIZZ DEREHEFELET,

TNNAREDTRTDS A2V ADEKTR

FlEDHE
1. enable
2. show license all
FED M
aAv Y RFEEET7TI 3 Y B8
AT w71 |enable ¥t EXEC E— RZA R —7 M LET,
1 - s NRATU—REANLET (FEREINEHE)

Device> enable

Z 5+ 7 2| show license all FALRALOTARTOTA L AT DA%
15“ : ZT—\‘L/SE—g—o

Device# show license all

T4 ARROEREDFRFRORT
FIEOHE

1. enable
2. show license detail [feature-name]
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F IR D

S ARERDHEEEE Y FDEZRRT
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ARV RFEEETIVa Y

=)

X w71 |enable

1

Device> enable

Ri#E EXEC £ — R& A x—7 /LT LET,
e NRATU—KREANLET (TEREINEHE)

ATw T2

show license detail [feature-name]
fil

Device# show license detail

FTRTDOTA B AREOMREE LITREINIZT
A & A ROKREICE T D iEME Rz F£on L%
R

FEATRELES At AXNERDO#EEL Y FDERER T

FIRDEE

F IR D

1. enable

2. show license feature

ARV RFERETIVa Y

=)

&

enable
1

Device> enable

¥i#E EXEC E— R& A 3x—7 M LFET,
e NRATU—KRKEANLET (ERENEHE)

ATvT2

show license feature
1 -

Device# show license feature

MMFTREZR 7 A & > ARG O — K2 Wig THIR
L/ij‘o
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YIRS T FoT4~R—vavavy reALES 1o zEE ]

YIRYTT7 7HOTF4R—230 a0 REFERALIEESA O XH
(23

BASAEC R IT7AILDLDTAERA T M) DHIR
A

GE) e license clear =~ FiX, T X COTIA L A% 7 VT LETH, lBIABRT A L AR
EJ VT TERWIAELZAEHY ET,

« HIBRTE 2 DI, licenseinstall =~ > RAMFEH L GBS T A & AT TH, 7
TA B RTHIBRENEE A,

« TA B APEDITWRNEA license clear =~ 2 R728 Z OREREICE #4534 _CTDZ
A AEZFRRL, BRVESNET, XA ATHEHTE D748 AN 1 O EEN
ko TRRLZTu T IRERENET, BIRLTZTA B AL, T3 ANGHIERE
nE9,

«c TABUAMEH STV DA, licenseclear =~ > RIFKET D AlgEMEN H Y £,
L, ARV AERERT AT ) r—var R v—itkoT, ZUTT&5I74%
VALBHY FET,

s AA v T HIEET D L. licenseclear 2~ RBZFDAA v TF EIZRITINET, RAEA
B Ty N7+ —bEEATLHE 774~ AL v FIZTEIFY AL vFO
TA v REHOYR— MILBELRRARROAET At A& A VA b—/L L TEL LHE
DHVEST, ZOavwr KR TI7A4v ) AL v TFnoFITSNLE, AT EOTA &
VAL VT T HINIAA v FHFSNMEL 2D T,

FIEDHE
1. enable
2. license clear feature-name [ switch switch-num]
3. show license detail
FED FF
ARV FERET7TIVa Y B
AT 71 |enable FFHE EXEC E— R& A X — 7 /LIC LET,
fi e RAT—KREANLET (FEEREhEHE) .
Device> enable
R w 7 2 |license clear feature-name [ switch switch-num] FA B ADITRAR T, HRBICA VA F—/L X
Bl - N2 ZMR LG, 4BV AXA RN L—UN0
FA A U N BHIBRENE T,
Device# license clear gsmamrnb-codec-pack
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ARV RFERETIVa Y

B8

o 7 g D switch switch-num ¥ —U — K & 5|
HIZAA v F 2ZAE T DEBEDAAL FITZD
EREZEELET,

CHIRTATA B ADA VT v 7 ABKTEIER

THMENDH Y £9°, Select Index to Clear 7' 12
VT MNA T v I AFZFEATILET,

ATvT3

show license detail

1

Device# show license detail

TAB U ADBHIBRSNTZZ L 2R LET,

SAEVADYRR b (BYHLEL VBT

FIEDOHE

F IR D 8

1R BRI

[CiscolOS Y 7 " =T TV T 4 _—2a VOARRE | Ta— I LOTF A AFD T
A ADEEEOW S E A, WRZEHMAEL TLEE0,

VAAVT M 2T TARVVATIE, VAIADNRY I T R ITAL VA TVAT EANT A A
HELTERTLIIA B AT 7 A NN, BETRERERLZG L OIOBEINTND I EN
VETT, BX 2 VT A BIIR SIS ne I B A7 LT oy LV TTA4 B R ERRET
57200 HDTT, VARANMIIMET 7y NAKETT, VAIDNNy 7T RUVATAD
TA A, HRT 7y NEERT DD, T ADT LT oy VIERELEL LE
T, MESINTZT 7 AN VAT AT N, AT LT vy MUERERITFET 5121 license save
credential =~ > RZfEH L £,

1. enable

2. license revoke revoke permission-file-url output-rehost-ticket-url

ARV KRFERERETY VY

B8

ATy T

enable

1

Device> enable

Y¥itE EXEC E— F& A 2—7 /W2 LET,
e NRATU—REANLET (FEERENEHE) .

ATvT2

license revoke revoke permission-file-url
output-rehost-ticket-url

1 -

SRARADNRNy TR TR AT AR
TOHHERT 7 AL TCIA B AZIVIEL
THXELET, T4 AN, TOKATA A
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YIRIIT FUTFAR—L a0 AU REBRALE RS TLva—F 107 51t 20ER [

AU RFERETIVa Y

B8

Device# license revoke
tftp://infra-sun/ramanp/pt.lic flash:rt.lic

ZHIBRL., FILWT NS AT Ao ARt L E
ﬁ—o

ey Ra—W 5 A& ZAKIEITITHEIRTF 7 v
FOTRTOMTIAMM & T A B ANRFRE
hij—o

s BREEFHAUTHRIELTLZEN, T4 A
PN LA L U B2 OBIERE L L E
‘a‘o

YIEYTTFT7HOT4R—= 30T FREFERALENS IS a—

T4 T4 RADER

FIEDEE

enable

show license statistics

oaprwbd

F IR D

show license file [ switch switch-num]

show license status [ switch switch-num]|

debug license {all | core | errors | events}
no debug license {all | core | errors | events}

ARV RFERETIVa Y

B

X w 71 |enable
1

Device> enable

Ki#E EXEC £— R& A x—7 /LI LET,
. /\f’}( ]75_‘ Fid‘.))\jj LjET (gﬁéﬂfl%/ﬁ\) o

X 7 2 | show license file [ switch switch-num)

1

Device# show license file

VAA VTN 2T FTABUVA T 7 A IVITRIES
NTWBEI7A4 A MY LFEMAEFRRLET,
FRA AMAA v FOEE. Zoa<wr RTIE., 15
ELICAAL v F b OREHEMA G L E T,

R F v 7 3 |show license statistics

1 -

Device# show license statistics

MatEREFR R LET, Rz T —5IcBET 55
HIERNEENTEY, 74 AEEORED ~
STV a—F 4 v TIERH T,
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ARV RFERETIVa Y

B8

ATvT4

show license status [ switch switch-num]

1

Device# show license status

VAT ADTA U ADREEERLET, T
AMAA v FTHNIE, Z0a~vwr FTE, FBEL
T-AA O FMNEDAT—F AR LET,

ATvTh

debug license {all | core | errors | events}

1

Device# debug license errors

FRA ZADHHENTZY T "o =T FA4 B ADT
N T TITA4ET /MM LET,

ATvT6

no debug license {all | core | errors | events}

1 -

Device# no debug license errors

TNRAADTAV AT T TITAET 4 %
MR LET,

VI b+b0x7 41207 DEEH

Bl : SAEADA AR M= ILETYTHIL—F

KIZ. licenseinstall 2~ > K& > TF /A4 2 LD TFTP IR FENT-TFTA B A% RBETH
FEOB E R LET, BRITHARLT VL I ICEE SN TWVET,

Device# license install tftp://infra-sun/<user>/license/5400/38a.lic
Installing licenses from "tftp://infra-sun/<user>/license/5400/38a.lic"
Loading <user>/license/5400/38a.lic from 172.19.211.47 (via GigabitEthernet0/0): !

[OK - 1192 bytes]

Extension licenses are being installed in the device with UDI "AS54XM-AC-RPS:JAEQ0948QXKD"
for the following features:
Feature Name: gsmamrnb-codec-pack
PLEASE READ THE FOLLOWING TERMS CAREFULLY. . .
ACCEPT? [yes/no]: yes
Issue 'license feature gsmamrnb-codec-pack' command to enable the license
Installing...Feature:gsmamrnb-codec-pack...Successful:Supported

Bl : 4R T7AILADI AT FDEN

WORFNE, FFED T A &2 AT 215 M A BN E 72 1XHIFRT % license comment =~ > KD
BERHFECOWTHB LET, Zoa~vy R, fiESNHRICEET L 7 e ANRnT A
TUARA M=V HL LB LET, A v TFESERET L. Z0avy FifEE
SINTAAL v FTHEITINET,

BHIRT LI, FARVADBGFIEL, HEOTA B ZAITMRESNTVWDLEE T AU A
TEBRT L7 7 IRFRENET, ZOBECEID, F4 8 2A0ELER D Z LN
T& %9, Select Index to Add Comment D7’ 227 MIFEZFE AL LET,
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Bl EELER =Y TUFADTATDS 1o 20EE [

Device# license comment add gsmamrnb-codec-pack “Use this permanent license”
Feature: gsmamrnb-codec-pack
1 License Type: Evaluation
License State: Inactive
Evaluation total period: 20 hours 0 minute
Evaluation period left: 20 hours 0 minute
License Addition: Additive
Comment:
Store Index: O
Store Name: Primary License Storage
2 License Type: Permanent
License State: Active, Not in Use
License Addition: Exclusive
Comment:
Store Index: 1
Store Name: Primary License Storage
Select Index to Add Comment [1-2]: 2
% Success: Adding comment "Use this permanent license" succeeded
Device# show license file
License Store: Primary License Storage
Store Index: O
License: 11 gsmamrnb-codec-pack 1.0 LONG TRIAL DISABLED 20 DISABLED STANDA
LONE ADD INFINITE KEYS INFINITE KEYS NEVER NEVER NilL SLM CODE CL
ND LCK NiL *1YCHJRBMWKZAED2400 NiL NiL NiL 5 MINS <UDI><PID>AS54X
M-AC-RPS</PID><SN>JAE0948QXKD</SN></UDI> ,Jx8gaVf:iXWaH9PsXjkVnmz
7gWh:cxdf9nUkzY608fRuQbu, 7wITUz237Cz6g9V]frCk, 0a2Pdo, OwW6LWxcCRFL : x
cTxwnffn9i, 4, aUWv8rL500pDUJASFNxLsvOFRkCAfmS<WLC>AQEBIQAB//9NA+1m
Uwfs/1D0dmdF9kyX8wDrualTZhnnAy6MxsldTboIcRaahKxJJdj40ilw3wscqvPiA
mWSaEmUT56rstk6gvmi+EQKREDIAOIimelczrdKxfILT0LaXT41l6nwmfp92Tya6vIQ
4Fnl1BdqJlsMzXeSg8PmVcTU9A409hi19vKur8N9F885D9GVFObJHCiT5M=</WLC>
Comment: Use this permanent license.
Hash: E1WjIQo4gsl9g8cpnpoogP/0DeY=
Device#

Bl . qEELIAML—D ZYTADITATDITA U ADRE

KIZ, licensesave 2~ REFHL T, 77 v a2 77 A NVATAIZTRTOTA LA
DA —zR/FT 502~ LET,

Device# license save flash:all licenses.lic
license lines saved ..... to flash:all licenses.lic

Bl 54t XDHIBR

KIZ. license clear 2~ > R&EE-TTF A By A{THRAL THRINIRESILTNS Z L3 K
EENTHLEIA BV A AN L—Unb T4 B 20 N ZHIRT 5 HFiEOH 2R LE
TO

HIBRT D294 ADA 0T v I ABREEZERTIHILERH Y F9, HlIZ"T L D SelectIndex
toClear 7’ 7 MZHZEZEZATILFET,

Device# license clear standard
Feature: standard
1 License Type: Evaluation
License State: Inactive
Evaluation total period: 20 hours 0 minute
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B 5 s tozouRzt @MysLELUBD

Evaluation period left: 20 hours 0 minute
License Addition: Additive
Comment:
Store Index: 0
Store Name: Primary License Storage
2 License Type: Permanent
License State: Active, Not in Use
License Addition: Exclusive
Comment:
Store Index: 1
Store Name: Primary License Storage
Select Index to Clear [1-2]: 1

Are you sure you want to clear? (yes/[nol): yes

Device# show license detail

Feature: premium Period left: 1 hour 0 minute

Index: 1 Feature: premium Version: 1.0

License Type: Evaluation

License State: Active, Not in Use, EULA not accepted
Evaluation total period: 1 hour 0 minute
Evaluation period left: 1 hour 0 minute

License Count: Non-Counted

License Priority: None

Store Index: 0

Store Name: Evaluation License Storage

Bl: A4 ADYHRA M (RYBLEIVBIT)

KIZ. licenserevoke =~ R&{#i > T TFTPIIRGFEINTZTA B AEZWVE LTI T via
AEVIRESNTZTA B RIBITT 2 HEONEZRLET, BITEND T A ADOFEE
OFABRZFiAr, RRTILERHDILGERH D T3, ROHBIE, AT VE DA S
nTunEd,

Device# license revoke tftp://infra-sun/ramanp/pt.lic flash:rt.lic
Following Permanent license(s) will be revoked from this device
Feature Name: gsmamrnb-codec-pack
Following Extension license(s) will be installed in this device
Feature Name: gsmamrnb-codec-pack
PLEASE READ THE FOLLOWING TERMS CAREFULLY.
ACCEPT? [yes/no]: yes
Issue 'license feature gsmamrnb-codec-pack' command to enable the license
Rehost ticket saved ..... to flash:rt.lic

Bl : 24 RAFHRTRIESN S —MLGEITUF

reload

WD T g THRAT Lo~y Rit, 4B A FRIC L > TifbESn x4,

reload 2~ RZfEHATLE, HIBUNOT Ao A0EY OBMBB IO THRETY— &
NOWRT IR D TFA4 B2 L FRENET,

Device# reload

The following license(s) are expiring or have expired.
Features with expired licenses may not work after Reload.
Feature: uc,Status: expiring, Period Left: 7 wks 5 days
Proceed with reload? [confirm]
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show running-config .

show running-config

show tech-support

show running-config =~ > KiX, 7 /31 A ® Unique Device Identifier (UDI) #Z/RrLFE3, =
Y7 A4FX 2l —a T ANARIDT AL ZANE a bt —ENEEA, U o — REpZEERN
TorINET, BEREZ 7 A /LI UDI 7T v b7 4+ —Ah & 135225 UDI 28T UDI O

—HOHELER Y g— Nz ERINET,

Device# show running-config
Building configuration...

Current configuration : 4772 bytes

I

version 12.4

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service internal

I

hostname csl-xfr-enhance-2951
|

license udi pid CISC02951 sn FHH1211P037
license boot module c2951 technology-package securityk9 disable
license boot module c2951 technology-package uc
license boot module c2951 technology-package data
license call-home url https://tools-stage.cisco.com/SWIFT/Licensing
license agent listener http plaintext /lic-agent authenticate none
I
!
archive

log config

hidekeys

show tech-support =~ > K CiZ, show license udi, show license file, show license detail,
license status, 35 U\ show license statistics =~ > KO IRFRENFE T,

Device# show tech-support
—————————————————— show license udi ----------------—--

Device# PID SN UDI

*0 CISC02951 FHH1211P037 CISCO2951:FHH1211P037
—————————————————— show license feature ----------------——-

Feature name Enforcement Evaluation Subscription Enabled
ipbasek9 no no no no
securityk9 yes yes no no
uc yes yes no yes
data yes yes no no
gatekeeper yes yes no no
LT yes no no no
SSL_VPN yes yes no no
ios-ips-update yes yes yes no
SNASw yes yes no no

—————————————————— show license file --------------——-—-

show
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. show version

License Store: Primary License Storage
License Store: Evaluation License Storage
Store Index: 0
License: 11 securityk9 1.0 LONG TRIAL DISABLED 1440 DISABLED STANDALONE AD

D INFINITE_KEYS INFINITE KEYS NEVER NEVER NiL SLM_CODE DEMO NiL N
il Ni NiL NiL 5_MINS NiL GT5YVbrMAdtONY50UcKGfvLTjQ1l7P2039g84hE8Tq
sOfu3XphON: 2AmMdpMNxxKXSVGS<WLC>AQEBIQAB//+FugzZggFJdn/XhIxoyelg63
YJID++160Qx6vVpOMVqrX2EinbufbTfGzc7/GHNZaDZgRgqwInXo3s+nsLU7rOtdOxol
xYZAo3LYmUJ+MFzsgqlhKoJV1PyEvQ8H21MNUjVbhoNOgyIWsyiJaM8AQIkVBQFzhr
10GYolVzdzfJfEPQIx6tZ++/Vtc/g3SF/5Ko8XCY=</WLC>

Hash: CLWUVZgY84BMRTO3JI1lYmIqwAQA=
—————————————————— show license detail ---—-----—--—--——-
Index: 1 Feature: SNASw Version: 1.0
License Type: Evaluation
License State: Active, Not in Use, EULA not accepted
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days
Lock type: Non Node locked
Vendor info:
License Addition: Additive
License Generation version: 0x8100000
License Count: Non-Counted
License Priority: None
Store Index: 5
Store Name: Evaluation License Storage
—————————————————— show license status —---—--—------—---——-
License Type Supported

permanent Non-expiring node locked license
extension Expiring node locked license

evaluation Expiring non node locked license

paid subscription Expiring node locked subscription license

with valid end date
extension subscription Expiring node locked subscription license
evaluation subscription Expiring node locked subscription license

—————————————————— show license statistics ---—-----------———-
Administrative statistics
Install success count: 0
Install failure count:
Install duplicate count:
Comment add count:
Comment delete count:
Clear count:
Save count:
Save cred count:
Client statistics
Request success count:
Request failure count:
Release count:
Global Notify count:

P O OO OO Oo

SO W

show version

show version =~ > R ClX, 74t A UDIE®WMBFRINET,

Device> show version
Cisco IOS Software, C2951 Software (C2951-UNIVERSALK9-M), Experimental Version
12.4(20090326:052343)
[rifu-xformers_3 25 130]
Copyright (c) 1986-2009 by Cisco Systems, Inc.
Compiled Thu 26-Mar-09 21:49 by rifu
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ROM: System Bootstrap, Version 12.4(20090303:092436)
[BLD-xformers dev.XFR 20090303-20090303 0101-53

107], DEVELOPMENT SOFTWARE
csl-xfr-enhance-2951 uptime is 3 days, 4 hours, 28 minutes
System returned to ROM by reload at 18:48:45 PST Mon Nov 26 1956
System image file is "flash0O:c2951-universalk9-mz.SSA"
Last reload reason: Reload Command

Cisco C2951 (revision 1.0) with 1005568K/43008K bytes of memory.
Processor board ID FHH1211P037

3 Gigabit Ethernet interfaces

1 terminal line

1 cisco Special Services Engine(s)

DRAM configuration is 72 bits wide with parity enabled.

255K bytes of non-volatile configuration memory.

250880K bytes of ATA System CompactFlash 0 (Read/Write)

License Info:

License UDI:

*0 CISC02951 FHH1211P037
Technology Package License Information for Module:'c2951'

Technology Technology-package Technology-package
Current Type Next reboot

ipbase ipbasek9 None ipbasek9

security disable None disable

uc uc Evaluation uc

data None None None

Configuration register is 0x0

ZTDDNSEER

ESPER=
BEEIEE T=aTFILERAL ML

Cisco License Manager 7 7° U &/ —3 3 > [ User Guide for Cisco License Manager

VTN 2T DT T 4 _X—2 3 Of& | [CiscolOS Y 7 b T =T 77T 4_X—2 3D

(2B DA SR 'Y a—L

V7 NU =T TIT 4_— gy a<wy | [Software Activation Command Reference]]

K

CiscoIOS =2~ K [ Master Commands List, All Releases]

Integrated Services Routers 7 A & > & ['Software Activation on Cisco Integrated Services

Routers]]
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Ciscol0S VI R 17 7U T4 _"—aUiiens®E |
B ciscoios o ruz7 7T R— 3 voReES

MIB MB®D') Y

CISCO-LICENSE-MGMT-MIB | @R L7277 » k74—, Cisco Y 7 bV =7 UV —2R
FOT7 4 —F vy Yy FOMIBEZHRELTEF T a— R4 55
A%, RD URL 123 5 Cisco MIB Locator Z#i il L £,

http://www.cisco.com/go/mibs

SRADTIZANLHYR—F

s BA Link

HEOURLIZCTZ7EALT, YA2adT 7 = |http://www.cisco.com/cisco/web/support/index.html
FNPR— N2 RRBIIEH LT 7EE 0,
INBLDYY—=AE, Y7 NU=T ALK
F—VLTHRELRLY, Y R2AaDRELT 7
Ja Y —ICBT DA RE A R L 72 0
HIDIERA LT ZEN, 2O Web¥ A b
toy—nicT7 7 v AT BB, Cisco.com D
a7 A4 IDEBLPNAT — RPRLKETT,

Ciscol0OS Y T b D7 7O T4 RX—2 3 VDOBEEEHR

ROFNZ, ZOFY 22— /LTt LIEHEEEICET 2 ) UV — A F@ME R LEd, ZoRIiT. V7
Fo=27 UU—A FLA U THEEREOYR— R EASRILEDY 7 =T VY =R
FERLTWET, ZOERRIL. Rk 872 0RY  ZhUUEO—EDY 7 vy =7 VY —
AThbHAR—FShET,

TT Y R — DY ER—FBLOVRT YT MU =T A A—=VOHR— MIET L HE®REY
FREE9 % 1Z1%, Cisco Feature Navigator Zffi ] L £ 9, Cisco Feature Navigator |27 27 & 2§ 5T
L. www.cisco.com/go/ctn [ZFE) L £ 4, Cisco.com D7 72 MIMEH Y £H A,
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Ciscol0S VT k517 7471 ~A—> a3 voisietEs ]

%+ 2:Ciscol0S) 7 b9 T7 U T4 R—2 3 DHEEER

Hees 1)1)—R | #EEIEER
CiscoI0S Y 7 k  [124(15XZ | CiscolOS VY 7 N7 =7 7275 4 _—3i 9 EXEC 2~
VT T7T 4 |1240Q0)T | T EARNRT A LA TR AEY R - LET,
— g v - .
T 150()M | = OMEEIZ T T o F 7 4 — MTIKTE LTV £ A,
154D)S | ZOfEREIC KD, kDo~ RPN EAEIFEFEINE L
debug license. license clear, license comment, license install,
license revoke. license save, license save credential, show
license all, show license detail, show license feature, show
license file. show license statistics. show license status, show
license udi
Cisco IOS Release 15.4(1)S T, Cisco ASR 9018 > — X jL—
A DOV R— FBEMENE L,
CISL-SNMP support [ 12.4(20)T | CISCO-LICENSE-MGMT-MIB @ SNMP 78— k Z B/,
(MIB) -
IS0M | = ofigelc L0, ko< RBEAFIETSNE LT

snmp-server enable traps, snmp-server host
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Cisco [ FRHS A RADETE

ZOHA FTIE, HEHZ AR (RTU) Zffi- 7z Cisco® ASR1000 Y =X 7 7' ) 7= =
V=B R NL—FDFREICONT, WL A FERLET,
« Cisco /0T A o 2 DOMEERB#H (39 <—2)
« RTU OHI#RESEM: (39 ~—)
» Cisco RTU Licensing DfF#H (40 ~=X—)
FHM T A B AT T 4= T HH] (43 =)
show 2~ RO HH (48 ~—)
* Cisco ONE A4 — k(51 _—7)
s ZDMDOBEEE (53 _X—)
» Call Home |2 B3 2 HRETEH (54 ~X—7)

Cisco RS 1 72 X DEEEIE R

WORIZ, ZOFY 2 — /L THILIEREICET DU U —AFREZRLET, ZORET, V7
Fo=7 VU =R bbA THEREOY R — FREASNLEEDY 7 hy=T VY=
FERLTWEY, TOERIT. FITH 3720 RY . 2O —EDOY 7 by =7 VY —
ATHHIR—FENET,

TT7 Yy R T A=AV R —FBLOV AT YT hU =T A A—VOHR— MIET L HEHREY
FREET 5 1Z1%, Cisco Feature Navigator il L 9, Cisco Feature Navigator |27 7 & A 5 (Z
X, www.cisco.com/go/ctn IZHEE) L £ 7, Ciscocom DT B 7Y MILEDH Y EH A,

RTU Drilte &4

e A VAN O REBETAFNC, YAIDITA B AL TIFTARNT I F D
T, AGEAEEZ TG T 2 0ERH D 77,
eCiscox—H a4y ThHUy NBUHETT,
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. Cisco RTU Licensing D&%k

Cisco RTU Licensing &k

\}

VA TGABUA A=A LOE

VAADTA B ADAI AN, AT I I a T — Ry =T LYLTT NS AR
ITT DAL L E 9, ZOMEIL. 77/ 00— o r—Y T4 A LT, 2
SR—Y LTI )= RNy = R=ZADFTA LA VY a—a Y EFHLES, 7
TOLNADY T RN 2T Ny —VhEL ==L f A=V RNT L A Zr— RRE
F9, BEENWFIZ, T AT, TA BV ADERG V-V EREL, ®nd25 Y7 bo = 7R
FrFY T xTAEr— R LET,

Cisco ASR 1001 35 X O} Cisco ASR 1002-X /b —Z 2, B w7 ENT-/ — KR RWTF 7 o Pd—
R F—DIWIHASNTZTA B AZYR—FLET, 77 /00— RN r—U LT B
ANIHAAENTWDFHN T A B AEFEH L TT 77 ¢ 712720 7, 7HMli7 A &2 A1360
AFAZN R HIMIRED 7 A £ A T3, BERARKE L CRHET 1 & v AnNHIRYINIC 2D &
FA L AERTU TA B AICHBICT v 77 L—RLET, §XTORIU 74 £ AN
TIT AT DE, T4 ADEDHIRN 2720 | KEEHNTHEDNZ R £,

MTA L R F—T T BITINE. T a—R LTy Ra—F T4 2 28K (EULA)
PIRBTHLENRDH Y 97,

RTUYR— I RE Y T T =T T4 UK
COHETIE, SEIERRIUMNRY 7 b 2T T4 AZOWTIHAL £,

GE)

KANTFG AL AL CiscolOSXE VU —RA T v T L— ROEELZITER A,

T A B AL, TA B ABBEET 7T 4 TIWCT BT DICMETT, —FRar T g
X2l —TarE—REEETALE, SAB LU AEZHRTATEDIZTF = v I RETEINET,
FEREDRLEIL, A2 T A B AMEHATRER G ARV FFAISNET, KATA B ANRTE
LR WEE . EULA 2% &3R5 L CiscolOS IZRTU S4B 2% T 75 ¢ 72 L. sfh&
4% Cisco I0S BEREAMEH AIREIC /2 W £9°, RTU A4 B AL, ROV 7 b7 = THSREAR D
A—FLTWET,

U —VHOTLENME

« AVEREE

« VT NY =T RN

* [PSec

o« Z)L—T v k

ST DHEREE AT DIT1E, BEULAZEARLET, Y7 =T A A=V DAA—=V 3
MBDKATA B ZADBITIZY — L L ATY, EULA OEBOFEMHOWTIE, ] : 7
7 —/3L EULA O7&ER]  (10-6 2—3) #ZM L TL7EEW,
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Cisco RTU Licensing D&%k .

Cisco ASR 1000 ¥ U — X b— & THEMATREZRFHI T A 2 A &L RTU 7 A £ %

MBS A RERTU | FHES A £V RERTU| 54U RE 54 2 AT S
A4t R A4t R 4tV R
FLS-ASR1001-5G FLS-ASR1001-5G Cisco ASR1001 /b— % | &7t
D25GH1E 56 T A&
YANDT T T L—
e
FLSASRI-IOSRED | Cisco ASR1000 + U — | %fJis it
AT TV =gy
P RN—HHY T
N =T IRET A
v A
FLSASRI-IPSECIPSEC | Cisco ASR1000 >V — | %this IR
AT TV =g
=2 N—FHTA
A
FLSASRI-FW FW Cisco ASR1000 > U — | it %
AT TV F—=var
=2 N—FHTA
%
FLSASRI-FPI Cisco ASR1000 2 U — | %fJi3 NS
AT TV —=var
PR J—&f
Flex. Pack. Insp 7 1 &
oA
FLSASRI-FWNAT-R |77 A 7 o4 —L b | % FINS
NAT 27— h 7 )b
Uy —URITLRMET A
NEAV7S
FLSASRI-LI Cisco ASR1000 ¥ U — | i S
AT TV =gy
Y— R — 2 A
=7 A & A
FLSASR1-BB Cisco ASR1000 ¥ U — | %I K
ATV r—=vay
HY—r 2 J—FHT
A
A
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Cisco FAS A RADHEE |

FHMES A X ERTU
Z4t2R

FHMES A >R ERTU
Z4t2R

T4 & 2 AFFMEHE S
12X

FLSASRI-BB-4K

Cisco ASR1000 > U — | %

ATTVF—vay
Y=t R N—FHT
I— RN N 4K v
va Y

FIIIN

FLSASRI1-BB-16K

Cisco ASR1000 ' U —
AT TN F—a v

=R IL—FHT

o— KN K16K & v
vay

X his

X his

FLSASR1-BB-32K

Cisco ASR1000 >V —
AT TV =g
P—r 2 I—FHT
72— KN R32KtE v
vay

X his

X his

FLSASR1-CS-250P

Cisco ASR1000 >V —
AT TV F—vayr
YP—b 2 —2H
CUBE (SP) 250 & v
vary g4k RA

X his

XFhis

FLSASRI1-CS-2KP

Cisco ASR1000 >V —
AT TN F—a v
P—r R —HH
CUBE (SP) 2K &
var g4k A

X his

X his

FLSASR1-CS-4KP

Cisco ASR1000 >V —
AT TN =g
PR J—&f
CUBE (SP) 4K & v
vary A4k R

PIIIN

PIIIN

FLSASR1-CS-16KP

Cisco ASR1000 /U —
AT TV =g
YP—b 2 —2H
CUBE (SP) 16K & v
var g4k A

X his

XFhis
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ETPPE S L PRSI |

PSR ERTU(FHES A 22 RERTU| S £V RE 54 1 L REMEFHES
A4t R A4 R A EUR
FLSASRI-CS-32KP | Cisco ASR1000 * U — | f}i% i
AT TV —var
P—r 2 L—FH
CUBE (SP) 32K & v
vary g4k A
FLSASRI-CS-LAB | Cisco ASR1000 * U — | fii% SN
ATV r—=vay
P—E R JL—&f
CUBE (SP) 77REiH
T4 A
FLSASRI-CS-TPEX | Video/B2BTP Ex ® | %fis U
ASR1000 ® CUBE
(SP) 74 &> %
SLASRI-AIS Cisco ASR 1000 D& £ | %hi% xH
RIPY—ER T A%
VA
SLASRI-AES Cisco ASR 1000 O [ | %}/ it
Y —E X It
VA
SLASRI-IPB Cisco ASR 1000 © IP
BASE 7 A XA
FLS-ASR1001-5G ASR1001 @ 2.5G 7> 5 | %t S
56 74 B A~D A
N—T FRT =~
YADT T T L— R

AMm>A o RET7 T4 N— T BB

N

GE)

FEfh RTU 7 A B A%, 60 BREIOFHEHIEIZIZ RTU 74 B ACEHBIZEFE I NE T,

il 7 A 2 > A%, license boot level {adventerprise | advipservices |ipbase} =~ > RZHH L TT

FIRDEE

774 7MbShET,

1. enable

2. configure terminal

CiscolOSXE16.10x VYV I D x 7 7O T4 R—>3 >

BV |
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Cisco FAS A RADHEE |

3. license boot level {adventerprise | advipservices |ipbase}
4. exit
5. copy running-config startup-config
6. reload
FlgD 4
AU RFEREET7TIVa Y B8
AT w71 |enable ¥t EXEC £ — R& A XA —7/LICLE T,
fl NAT—=RuE AN LET (ERINESEE) .
Router> enable
A 7 2 | configure terminal Ja—R_) a7 4 F¥alb— gy EF— ReBts
f5l LET
Router#configure terminal
AT = 3 |license boot level {adventerprise | advipservices |ipbase} |2 T A o A &2 A R —T I LET,
Bl G¥) 2?2 =~ % technology-package =~ o N
Router (config) #license boot level adventerprise LEHIERAL, V—F T R—FENT
WDV 7 Ry =T Ny lr—U L BRRE & il
ABLET,
25w 74 | exit Ja—r )b a7 4 Fal—ary ET— REKT
f5l - LET,
Router (config) #exit
AT 75 | copy running-config startup-config HEXRFELET,
f5l
Router#copy running-config startup-config
AT 76 |reload N—4%Va—RKLET, Y7 =T RNyr—v
Bl &7 T 4R P BHITEY B— FRSETT,
Router#reload

1
KIZ,

Router>enable
Router#configure terminal

W7 A v 22T 7T 4 = b ohlem L ET,

Router (config) #license boot level adventerprise

'write'
Router (config) #exit

% use

command to make license boot config take effect on next boot

Router#copy running-config startup-config

Router#reload
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-7y roszE ]

AI—T v FDETE

1

1

IPSec

Cisco ASR 1001 /V— & D ZA)V—"T" F DR EDFEMIZ- DOV TIEL,  [Cisco ASR 1001 Router Quick
Start Guide] #Z M L T 72 &V, Cisco ASR 1002 b—F D A)L—"" ~ OFRTEDFEIZ DU
TiE, [Cisco ASR 1001 Router Quick Start Guidel] & ZHE L T 72 &\,

EULAZ N H—F DA, v X —T 2 A~y TEEEI MRV ERTELET, BDEIZSLT
DT 7 arw2FITLET,

stepl:

Device#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) #crypto isakmp policy 1

Device (config-isakmp) #encryption aes

Device (config-isakmp) #hash md5

Device (config-isakmp) #group 2

Device (config-isakmp)#lifetime 86400

Device (config-isakmp) #authentication pre-share

Device (config-isakmp) #exit

step2:
Device (config) #crypto isakmp key cisco address 10.10.0.0

step3:

Device (config) #crypto ipsec transform-set trans esp-aes esp-md5-hmac
Device (cfg-crypto-trans) #mode transport

Device (cfg-crypto-trans) #exit

stepéd:

Device (config) #crypto map mapl 10 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

Device (config-crypto-map) #set transform-set trans
Device (config-crypto-map) #set peer 10.10.0.0
Device (config-crypto-map) #match address 101
Device (config-crypto-map) #exit

stepb:

Device (config) #access-1list 101 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
Device (config) #access-1list 102 permit ip 100.100.100.0 0.0.0.255 100.100.100.0 0.0.0.255
Device (config) #exit

step6:

Device#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) #int GigabitEthernet0/0/1

Device (config-if) #crypto map mapl

Device (config-if) #end

YVIrDTT7REES A 2 XAD EULA DEER

WOBNL, V7 h =T UEMHERED EULA OFGREZRLET,

Router (config) #redundancy
Router (config-red) #mode
Router (config-red) #mode sso

CiscolOSXE16.10x YV I b7 7O T4 R—La VEREHA K .
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PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR LICENSE KEY
PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH PRODUCT FEATURE CONSTITUTES
YOUR FULL ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU

ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco, together with
an additional payment. You may use this product feature on an evaluation basis, without
payment to Cisco, for 60 days. Your use of the product, including during the 60 day

evaluation period, 1is subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EULIKEN .html If you use the
product feature beyond the 60 day evaluation period, you must submit the appropriate
payment to Cisco for the license. After the 60 day evaluation period, vyour use of
the product feature will be governed solely by the Cisco end user license agreement
(link above), together with any supplements relating to such product feature. The
above applies even if the evaluation 1license 1is not automatically terminated and
you do not receive any notice of the expiration of the evaluation period. It is your

responsibility to determine when the evaluation period is complete and you are
required to make payment to Cisco for your use of the product feature beyond the
evaluation period.

Your acceptance of this agreement for the software features on one product shall

be deemed your acceptance with respect to all such software on all Cisco products
you purchase which includes the same software. (The foregoing notwithstanding, you
must purchase a license for each software feature you use past the 60 days evaluation
period, so that 1if you enable a software feature on 1000 devices, you must purchase
1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of your acceptance
of this agreement.

ACCEPT? (yes/[nol): yes

Router (config) #

Bl ov—BTRES A 2 XD EULA D AR
WoHNE, 77V r—a UILEMEEED EULA O&GEZ R L E T,

Router (config-red) #application redundancy

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR LICENSE KEY
PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH PRODUCT FEATURE CONSTITUTES
YOUR FULL ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU

ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco, together with
an additional payment. You may use this product feature on an evaluation basis, without
payment to Cisco, for 60 days. Your use of the product, including during the 60 day

evaluation period, 1is subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EULKEN .html If you use the
product feature beyond the 60 day evaluation period, you must submit the appropriate
payment to Cisco for the license. After the 60 day evaluation period, your use of
the product feature will be governed solely by the Cisco end user license agreement
(link above), together with any supplements relating to such product feature. The
above applies even if the evaluation 1license 1is not automatically terminated and
you do not receive any notice of the expiration of the evaluation period. It is your

responsibility to determine when the evaluation period is complete and you are
required to make payment to Cisco for your use of the product feature beyond the
evaluation period.

Your acceptance of this agreement for the software features on one product shall
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51 : IPSec .

be deemed your acceptance with respect to all such software on all Cisco products
you purchase which includes the same software. (The foregoing notwithstanding, you
must purchase a license for each software feature you use past the 60 days evaluation
period, so that 1f you enable a software feature on 1000 devices, you must purchase
1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of your acceptance
of this agreement.
ACCEPT? (yes/[nol): yes

EULAZ N =3B, v X =T 2 A~y TERIEZ MRV ERTELET, LEIZLCT
WDOT 7 arwEFTLET,

stepl:

Device#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) #crypto isakmp policy 1

Device (config-isakmp) #encryption aes

Device (config-isakmp) #hash md5

Device (config-isakmp) #group 2

Device (config-isakmp) #lifetime 86400

Device (config-isakmp) #authentication pre-share

Device (config-isakmp) #exit

step2:
Device (config) #crypto isakmp key cisco address 10.10.0.0

step3:

Device (config) #crypto ipsec transform-set trans esp-aes esp-md5-hmac
Device (cfg-crypto-trans) #mode transport

Device (cfg-crypto-trans) #exit

step4d:

Device (config) #crypto map mapl 10 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.
config-crypto-map) #set transform-set trans
config-crypto-map) #set peer 10.10.0.0
config-crypto-map) #match address 101
)

config-crypto-map) #exit

Device
Device
Device
Device

stepb5:

Device (config) #access-1ist 101 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
Device (config) #access-1ist 102 permit ip 100.100.100.0 0.0.0.255 100.100.100.0 0.0.0.255
Device (config) ffexit

step6:

Device#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) #int GigabitEthernet0/0/1

Device (config-if) #crypto map mapl

Device (config-if) #end

Bl . BEMEZDZ A4t ZAD EULA DR

WOBNL, AIEREZHEEED EULA ORRAZ R~ LET, DEMESEEEL T 7T 4 72T 51
IZ. RO MIB 25 LB T,
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« snmp-server view INTERCEPT VIEW ciscolpTapMIB
 snmp-server view INTERCEPT VIEW cisco802TapMIB
+ snmp-server view INTERCEPT_ VIEW ciscoTap2MIB

Router (config-red) #snmp-server view INTERCEPT VIEW ciscoIpTapMIB included

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR LICENSE KEY
PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH PRODUCT FEATURE CONSTITUTES
YOUR FULL ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU

ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco, together with
an additional payment. You may use this product feature on an evaluation basis, without
payment to Cisco, for 60 days. Your use of the product, including during the 60 day

evaluation period, 1is subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EUIKEN .html If you use the
product feature beyond the 60 day evaluation period, you must submit the appropriate
payment to Cisco for the license. After the 60 day evaluation period, vyour use of
the product feature will be governed solely by the Cisco end user license agreement
(link above), together with any supplements relating to such product feature. The
above applies even if the evaluation 1license 1is not automatically terminated and
you do not receive any notice of the expiration of the evaluation period. It is your

responsibility to determine when the evaluation period is complete and you are
required to make payment to Cisco for your use of the product feature beyond the
evaluation period.

Your acceptance of this agreement for the software features on one product shall

be deemed vyour acceptance with respect to all such software on all Cisco products
you purchase which includes the same software. (The foregoing notwithstanding, you
must purchase a license for each software feature you use past the 60 days evaluation
period, so that if you enable a software feature on 1000 devices, you must purchase
1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of your acceptance
of this agreement.
ACCEPT? (yes/[no]): yes

show 37> KD H A5

show license EULA < > KD H A5

Router#show license EULA

Feature name EULA Accepted
adventerprise yes
advipservices no
ipbase n/a
avc n/a
broadband n/a
broadband 4k n/a
cube 250 n/a
cube 250 red n/a
cube ent 100 n/a
cube ent 100 red n/a
cube lab n/a
cube video b2btp n/a
cube video b2btp red n/a
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show license all 1< > KD H A4l .

firewall n/a
fpi n/a
fwnat_red no
gtp_addon_aic n/a
internal service n/a
ipsec no
lawful intr no
lisp n/a
nat64 stateful 2m n/a
otv n/a
sgt_fw n/a
sw_redundancy yes
throughput 10g no
throughput 20g no
throughput 36g no
vpls n/a

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH
PRODUCT FEATURE CONSTITUTES YOUR FULL ACCEPTANCE OF THE FOLLOWING
TERMS. YOU MUST NOT PROCEED FURTHER IF YOU ARE NOT WILLING TO BE BOUND
BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco,
together with an additional payment. You may use this product feature
on an evaluation basis, without payment to Cisco, for 60 days. Your use
of the product, including during the 60 day evaluation period, is
subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EULIKEN .html
If you use the product feature beyond the 60 day evaluation period, you
must submit the appropriate payment to Cisco for the license. After the
60 day evaluation period, vyour wuse of the product feature will be
governed solely by the Cisco end user license agreement (link above),
together with any supplements relating to such product feature. The
above applies even if the evaluation license 1s not automatically
terminated and you do not receive any notice of the expiration of the
evaluation period. It is your responsibility to determine when the
evaluation period is complete and you are required to make payment to
Cisco for your use of the product feature beyond the evaluation period.

Your acceptance of this agreement for the software features on one
product shall be deemed your acceptance with respect to all such
software on all Cisco products vyou purchase which includes the same
software. (The foregoing notwithstanding, you must purchase a license
for each software feature you use past the 60 days evaluation period,
so that 1if you enable a software feature on 1000 devices, you must
purchase 1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of
your acceptance of this agreement.

show license all A< > FDOE A4

Router#show license all
License Store: Primary License Storage
License Store: Built-In License Storage
StoreIndex: 0 Feature: adventerprise Version: 1.0
License Type: EvalRightToUse
License State: Active, In Use
Evaluation total period: 8 weeks 4 days
Evaluation period left: 6 weeks 2 days
Period used: 2 weeks 1 day
Transition date: Aug 24 2012 05:14:39
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. show license all 3= > KD A4

License Count: Non-Counted
License Priority: Low
StoreIndex: 1 Feature: advipservices

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 2 Feature: fwnat red

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 3 Feature: ipsec

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 4 Feature: lawful intr

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 5 Feature: sw_redundancy
License Type: RightToUse
License State: Active, In Use
License Count: Non-Counted
License Priority: Low
StoreIndex: 6 Feature: throughput 10g
License Type: EvalRightToUse
License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License
License

Count: Non-Counted
Priority: None

StoreIndex: 7 Feature: throughput 20g
License Type: EvalRightToUse
License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 8 Feature: throughput 36g

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License
License

Count: Non-Counted
Priority: None
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Version: 1.0
not accepted
days
days
Version: 1.0
not accepted
days
days
Version: 1.0
not accepted
days
days
Version: 1.0
not accepted
days
days
Version: 1.0
Version: 1.0
not accepted
days
days
Version: 1.0
not accepted
days
days
Version: 1.0

not accepted
days
days
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ARy NI =27 BOBERO TV AcE b sz, flERERET VAR L E3,

Aw—hK T4 RAIZE ST, ASRI000 7 7V F—vay ) —X —F T Av—F 7T
A AD CiscoONE A —h L_XADT AU A, [PX—Z JLIEIP —E X (AIS) |
EERT X —T T4 X —E R (AES) | ET A BV AR EDA AV T4 VA B
FOAN—T > b RT =< A B LAL—T > b, BEOR— DT A AR R—

FERET,

Cisco ONE A A — MZDOWTD

Cisco ONE X 1 — | .

[Cisco ONE Suite] &ML T 720,

CiscoONEX A/ —k SAEBVADT7 VT4 R— 3 UK

FIRDEE

F IR D 48

1. enable

2. configure terminal

3. license boot suite suite-name
4. exit

5. reload

ARV KRFERERETY VY

=)

ATy 71 |enable FiHE EXEC E— R&A X —7 /T LET,
fi NAT—REANLET (FERESNEZEH)
Router> enable

Z w2 | configure terminal Ja—R) a7 4 ¥ alb— gy EF— REG
fl LET
Router#configure terminal

R 7 3 | license boot suite suite-name ZA—F T4 AEZEILLET,
K GE) oo~y FiE, b, EHRT A 2R
Router (config)# license boot suite DM ET 7T 4 7T HDICHET
FoundationSuiteK9 4+

ATy 74 | exit Jua—)Lar7 4 Xal—ay ET— RERKRT
15“ : Liﬁ—o
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ARV RFERETIVa Yy =)

Router (config) ffexit

ATy 75 |reload N—2%kJa—RKLEST, Y7 TxT AL — %
Bl - TITAN= BT v— FPRLETT,

Router# reload

151
W, AA—F FGA B AEZT 72T 4 _X— T B2 RLET,

Router>enable
Router#configure terminal
Router (config) #license boot suite FoundationSuiteK9

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH
PRODUCT FEATURE CONSTITUTES YOUR FULL ACCEPTANCE OF THE FOLLOWING
TERMS. YOU MUST NOT PROCEED FURTHER IF YOU ARE NOT WILLING TO BE BOUND
BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco,
together with an additional payment. You may use this product feature
on an evaluation basis, without payment to Cisco, for 60 days. Your use
of the product, including during the 60 day evaluation period, is
subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EULKEN .html
If you use the product feature beyond the 60 day evaluation period, you
must submit the appropriate payment to Cisco for the license. After the
60 day evaluation period, your use of the product feature will be
governed solely by the Cisco end user license agreement (link above),
together with any supplements relating to such product feature. The
above applies even if the evaluation license is not automatically
terminated and you do not receive any notice of the expiration of the
evaluation period. It is your responsibility to determine when the
evaluation period is complete and you are required to make payment to
Cisco for your use of the product feature beyond the evaluation period.

Your acceptance of this agreement for the software features on one
product shall be deemed your acceptance with respect to all such
software on all Cisco products you purchase which includes the same
software. (The foregoing notwithstanding, you must purchase a license
for each software feature you use past the 60 days evaluation period,
so that if you enable a software feature on 1000 devices, you must
purchase 1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of
your acceptance of this agreement.

ACCEPT? [yes/nol: yes

)

% use 'write' command to make license boot config take effect on next boot

Router (config) #

*Nov 6 01:48:34.023: SLICENSE-6-EULA ACCEPTED: EULA for feature FoundationSuiteK9 1.0
has been accepted. UDI=C3900-SPE100/K9:FOC14440KXB; StoreIndex=3:Built-In License Storage
Router (config) #exit

Router#write

Router#reload
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FIEDHE

F IR D ¥

®E (B—av 2 k)

12D a<y RTTTO Call Home DEARREE A X—T7 W T DI, ROFINEEZFEITL

£,

1. configure terminal

2. call-home reporting {anonymous | contact-email-addr email-address} [http-proxy {ipv4-address
| ipv6-address | name} port port number]

ARV RFERFTIaY

=)

X v 71 | configure terminal Ja—) a7 4 ¥ alb— gy F— ReBts
{5 LETS
Device# configure terminal

R 7 2 | call-home reporting {anonymous | contact-email-addr | | > =< > F&fHH L T3 T® Call Home D3

email-address} [http-proxy {ipv4-address | ipv6-address
| name} port port number)

1

Device (config)# call-home reporting
contact-email-addr email@company.com

KRExEA =T M LET,

« anonymous : Call Home TAC 7'&2 7 7 A L3 7
Tyva, AP BRXOT AN Ay
TV EREL, EATA Yy E—VERE
TEDHLHICLET,

« contact-email-addr : Smart Call Home %— E A D
T UAR— MEREEZ A X—T ML, T A
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| call Home D3 E

Smart Call Home D& E & BHXHE .

AU RFERETIVa Y

B8

R Y A wE—% Call Home TAC 7' &
7 7 A JL)35 Smart Call Home ¥ — NT#EE L
TINKET o A &BELET,

* http-proxy {ipv4-address | ipv6-address | name :
IPv4 £7213 IPv6 7 RL A E I3 — %, %
KEIT 64 X5 TY,

* port portnumber : N— N5, AMEOFFHIL
1 ~ 65535 T3,

GE) HTTPZuXxv 47 a Tk, Ny 77
Vo 73 5700MADT axy H—n
BLOT A AnE DR 2 7 B4 FH
TEET,

(G¥)  call-home reporting =~ > K% L CTE
4 F 1213 7 VB $kE — K T Call Home % 1E
WA F—T M LT, A XU R
A o —U0RE S ET, Call Home 23
EA4TE— R TA RX—T M5 TN D
B BLADAL R B Ay —U0k
f§ &£, Call Home 23 7 VEGEE— K
TA F—T 72> TV DA, 7V
ET—FRDOTN AR R A yB—URN
EEEINET, b0 A -V TEE
SINDIEROFFMZONWTIE, 77—+
TN—TDEEA X hEav K] &Y
arESBLTIESN,

Smart Call Home @

FIEDOHE

©ENDGORWN A

BRE EAME

configure terminal

call-home

profile CiscoTAC-1

destination transport-method http
active

exit

contact-email-addr email-address
exit

service call-home
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B smertcall Home D &AM

10. exit
11.  copy running-config startup-config

Call Home O |

FED FHHH
ARV EEREET7IVa Y B

ATFvI1 configure terminal Ja—) a7 4 X alb—grE— NeBlG
1§| : szj«o
Device# configure terminal

AT wF2 |call-home CallHome 1> 7 4 X2 b — 3 o F— REZBMB L
1 £7
Device (config) # call-home

AT7w 73 |profile CiscoTAC-1 CiscoTAC-1 5857 11 7 7 A /L ? Call Home %6%% 7
Bl - Oy AN AT 4 X2 lb—g B — NEHG

LET,

Device (config-call-home)# profile CiscoTAC-1

R w 74 |destination transport-method http (HTTPS i I L CW DA D HNZE) hitp D A
- T RS ERE LE T
Device (cfg-call-home-profile)# destination
transport-method http

AT 7S5 |active TR T A NEAR—T M LET,
1 :
Device (cfg-call-home-profile) # active

ATwv 76 |exit CallHomesise 7 a7y A )L a7 4 Fal— g
Bl - VE—REKTLT, CallHme 27 4 =2 L—

Tary E'T—RNIREY £T,

Device (cfg-call-home-profile) # exit

ATFw 77 |contact-email-addr email-address JEDE A —)L T RLRAZE|DYTET, EXA—

1 -

Device (cfg-call-home) # contact-email-addr
username@example.com

VT RUVAR 74—y MIUIAR—=R L THRKA
200 LFETANTEETS,
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| call Home D&

Call Home DA %— It & 71— it [

ARV FFEREETIVa Yy

E:)

ATv T8 |exit CallHome 2> 7 4 X al—3 gy B— REKT

Bl - L., Ze—n)bary74X¥alb—vary E—RIZ
RO ET,

Device (cfg-call-home) # exit

AT w79 |service call-home Call Home #pe% A #—7 M2 L E T,
1 -
Device (config) # service call-home

AT w710 |exit Jua—)ar7 4 FXal—ary B—REKT
i - L. F# EXEC £— FIZRED £7,
Device (config)# exit

AT w711 |copy running-config startup-config T OFHEE NVRAM IZH1F L E 1,

1 :

Device# copy running-config
startup-config

CallHome D1 %*—JJ)LikE T4+ —TIL1E

Call Home #§6E% A 21— T NV E 72137 4 B—T7 /T 2121E, WO FINEIZHENFE T,

FIEDHE

F IR D

1. configure terminal
2. service call-home
3. no service call-home

ARV RFERFTIVaY

=)

ATy 1

configure terminal

1

Router# configure terminal

Ja—\) a7 4 ¥alb— gy ®— KNEEith
Li‘a—o

ATy T2

service call-home

1

Router (config)# service call-home

Call Home #§8E % 1 2 —7 W L E T,

CiscolOSXE16.10x V7 kv 7 7o 74— avEEA(1F ||



B =ccmmoz:

Call Home OB |

ARV RFERETIVa Y

B8

ATvT3

no service call-home

1

Router (config) # no service call-home

Call Home #48E% 7 4 B—7 M L7,

B IFHMDERTE

BN — I THEEHDE LA —NLT RLAREGSENLTWVALERH Y 3, L5, &S
FHE. FT. ZHID, W AZ~—1ID, VA FIDEE VY CTHZ ENTEET,

ERSEF R E D HTDHITE, ROFIEZFITLET,

FIRDEE

F IR D

configure terminal

call-home

contact-email-addr email-address
phone-number +phone-number
street-address street-address
customer-id zext

site-id zext

NSO A WN A

contract-id rext

AV RFEEETIVa Y

=)

&M

configure terminal

1

Router> configure terminal

sua—N)L ary7 44X alb— gy B— REB
L\i—g_qo

ATvT2

call-home

1

Router (config) # call-home

CallHome 2> 7 4 X2 L —3 3> B— N&EBBL
F9,

ATvT3

contact-email-addr email-address

1 -

Router (cfg-call-home) # contact-email-addr
username@example.com

BEDE ANV T RLAZEDYTET, &
A=V T RV A T x—=<y MIE, AN—RARL
THKR 200 LTFETANTEET,
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| call Home D3 E

ARV RFEEETIIa Y B8
AT 7 4 | phone-number +phone-number (EE) BEOEMEFEZHI Y TET,
1 - GCE) FREIHSTTIA (H) FLFTHED,
Hyva () ERTFREINREEND LD
Router (cfg-call-home) # phone-number LTSN, BR16 CFETANT
+1-222-333-4444 XET, AN—REGOLHE. ANNE
 EBIHAMG (<) THLLERHD F
7,
2w 75 | street-address street-address ({EE) RMA BEZROREIEIETH DR DOEFT 2 E
i - DETET, RKR200XTETANTEES, X

N2 T 5%E. NINEZ B HAF (<)
Router (cfg-call-home) # street-address “1234 THTDBERH Y T,
Any Street, Any city, Any state, 12345”

X T v 7 6 | customer-id text ER) W AX~—IDEHEELET, K64 LT
i - FCANTEET, ZAX—2525D5EE5. AHN
RaE _ESIAM () THOXLERH Y £,

Router (cfg-call-home) # customer-id

Customerl234
ATy J 7| site-id rext (LR WAZ~—O% A NIDEBELET, &
il - K200 LFETANTEET, AN—RETq0 LY
By AWEZ “ESI /G (¢7) THDBERH Y
Router (cfg-call-home) # site-id £
SitelManhattanNY
ATy 7 8| contract-id rext (EE) V=2 IZEEORKID Z4EE LT, &
Bl K64 LFECANTEET, A_—REEDHY
&y AREZ “HEG A/ (¢7) THDRBERH Y
Router (cfg-call-home) # contract-id ES
Companyl234
1
WA, EAS G ROREG 2R L ET,
Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # call-home

Device (cfg-call-home) # contact-email-addr username@example.com
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B sixo0orose

Call Home OB |

Device (cfg-call-home) # phone-number +1-222-333-4444

Device (cfg-call-home) # street-address “1234 Any Street, Any city, Any state,
12345”

Device (cfg-call-home) # customer-id Customerl234
Device (cfg-call-home) # site-id SitelManhattanNY
Device (cfg-call-home) # contract-id Companyl234

Device (cfg-call-home) # exit

BHLETAT7AILDERTE

AT T A NI, T T — MRS REMEE RN A TWET, 1 DEITEE DX
AT OEE O T e T s A N EFRETEET,

FLEE T 7 7 A NVEERLTERE LY, w7 n 77 A v aa— L THEATHZ &
HLTEXET, LV ET R 7 7 A VEERT HHAIL. 707 7 AN EE D Y THLER
HVET, HLWEET e 77 A VEERTDHHEIE. 7o 77 A NVL4 580 Y THLERD
D E9,

Cisco Smart Call Home $—E A #3255, 7 m 7 7 A VI XML A vbE—Y 74—
< v MTRITFIERD £H A,

GE)

CallHome #§6E(1X. T 7 4 /L N TIHET 7 7 1 772 CiscoTAC-1 L WD LEIDOFFIIER I N
077 ANERMELFET, CiscoTAC-1 72 7 7 A /LZ. Smart Call Home —E X T HT %
TEEAMELTEBY, ZOY—E A% Call Home FEAE TA R — 7 WM T 5 72D DFFE DB
BRIEFIANMETYT, 207177 A VIZET HFEMICONTIL, EFRKFEHD CiscoTAC-1 41
T 7 ANOHERESRL TS,

KON EBIET e 7 7 A VI ETEET,

e Ty AN AP EROL T BT 7 AN —BIZHRT 5T, e A
231 LFFETTRIEFENLTFIEERENTERA, o774 04 E L CalliZfEHT
TEH AL

MR T T — NERETHEODEIIEA N =X L (E A—/LE 72T HTTP (HTTPS%
=) ) .

s —YERDIEHT T 7 ANDYE, EA—NANT 74/ KT, ELL0EITHE
FOHEEA N AL A F—T NI TEET, MO HEET 4 8—T7MZT DL,
E A =LA F—T T2 0 F7,

e HOMUDEFREINTZCiscoTAC T 7 7 A LDPFE . WTNNDIREA T =R L%
ARX—=T T TEETN, FRIZIEA R—T T TEEE A,
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| call Home D3 E
Lok To7 7o ]

BT RLA . 77— b5 2L HFIEICEELZEREOT KL X,
Call Home D/ 3—< 5 > 3 TlX, CiscoTAC-1 727 7 A LD EEE TEFE T,

A=A T I FORBIHERATEIA vV, 2=V ERBE T T 7 A
NOWXA T a i, e THRAN, Ya— b TFA M, £REXMLTY, T 74
U RMI XML T, ERFADIATITAC 707 7 A LDOHA, XML LAMEH T £4
Aus Cisco Smart Call Home — E 22T 54556, 567 v 7 7 A /WL XML A »E—
V7 —<y NTRITFNERY ' A,

Av—=U A X SR =T ORI A X, B HEHIL, 50 ~ 3,145,728 /31 b
T, T 74V 3,145,728 /34 h T,

LR—hHE: 70877 A NVDEDT —H % LiR— T 200 %% T& £7, Smart Call
Home M7 — 4 X° Smart Licensing 7 —# %702 7 7 A MLV AKR— N T&FEF, Av— K 7
AT TF—EDOLR— NI, 1EC1ODT VT 4 777 a7 7 A DN TDI
FFRAl S ET,

* Anonymous Reporting : B ID #EADEFIZTHLIBRTEET, Zickb, #&5l
HMBEESINET A,

cBHLDOBHDLT T — K TN—T~DOXk  FAORALEEERTT 7 — I — TRk
THIENTEET,

Z TR, ROEEIZOWTHAL 9,

2 LUNSELRTO T 7 A ILDIERL
BLSEE T B 7 7 A L RER L. BET D10, REFTLET,

{1

FIEDOEE

configure terminal

call-home

profile name

destination transport-method email

destination address email email-address

destination preferred-msg-format {long-text | short-text | xml}
destination message-size bytes

active

©WeNOAAEWN=

exit

-
©

end

F IR D EFH

ATV RFEREETIVaY B#
ATy 1 configure terminal Ja—nR) a7 4 Xal— gy EF— R2HlG
15'] : L/i_a—o
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B s vscinoroonm

Call Home D%

ARV FFEREETIVa Yy

S

Devicet configure terminal

ATwJ2 |call-home CallHome 2> 7 4 X2 b —v 3 v T — F&2BBL
i £75
Device (config) # call-home

ATw 73 |profile name REESNZ5EE T v 7 7 A V4 O CallHome 5655 7
Bl - Q77 AN ar7 4 Xal—3ary T— NG

LET, fEINE T 7 7 A VBMFEL R

Device (config-call-home) # profile profilel Y. fERCSIVET,

AT w74 |destination transport-method email EE) BFA—NLDOA Yy E—lint A2 RE
Bl - Y. ZHUIT T AL BT
Device (cfg-call-home-profile)# destination
transport-method email

R w75 |destination address email email-address (W78) CallHome A v B— T % K(ET A5058ET
i A= T FLRAZRELET,
Device (cfg-call-home-profile)# destination
address email myaddress@example.com

X w6 |destination preferred-msg-format {long-text | UEE) T A A v E—ERAERELET, T
short-text | xml} 7 4V MiE XML T3,
11
Device (cfg-call-home-profile)# destination
preferred-msg-format xml

X w 7 |destination message-size bytes (ER) 5777 A NVORRBTA vE—
i - HA X (50 ~ 3145728 /34 b)) ERELET, 7

7 AV ML 3145728 /31 BT

Device (cfg-call-home-profile)# destination
message-size 3145728

RFwv T8 |active (EE) 57 n 77 A N X =TI LET,
Bl - T 74N FTIR, 2= PERT 07 7 A /IR

Device (cfg-call-home-profile) # active

WA R—=T IR £,
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| call Home D&

o774 r0EEE—FoiE [

ARV FFEREETIVa Yy

E:)

ATwv 79 | exit CallHome%ic 7w 7 7 A/ a 7 4 Falb— 3
il - Y E—RFZH&T LT, CallHme 27 4 F = L—
vary E—RIZRY ET,
Device (cfg-call-home-profile)# exit
ATv 710 |end ¥ EXEC £— RIZREDY £,
1

Device (cfg-call-home) # end

JOJ7AILDEZE—FD

=1

a3 JE

BMFEOTa 77 A Ve at— L TH LG T 0 7 7 A VEVERRT 5120E, ROFNEIZHENE

-gAO
FIEDHE
1. configure terminal
2. call-home
3. copy profile source-profile target-profile
FIED FEH
ARV REREETIVa Y =LY
23w 71| configure terminal JH—L DT 4 Fa L— gy B REE
15“ : L/i—g—o
Device# configure terminal
ATy 72 |call-home CallHome 2> 7 4 ¥a L — a3 T— FZIAL
i) : ERE
Device (config) # call-home
ATy 7 3| copy profile source-profile target-profile BEFEDSEE T 1 7 7 AV L [A URRE T LWsude
i - R7 7 ANVEERLET, ENTROBRINIRO &
YT,
Device (cfg-call-home) # copy profile profilel
profile2
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B 5-+r—F~0m5

Call Home OB |

75—k TIL—T~DEER

\}

TI— M ITNN—TF, TRTONL—FZ THR—FENTWB CalHome 77— FE2H LN LEH
EFRLIEY 7y FTF, CallHome 77— MIF A 7T LICHOT 77—k T —TFI2 70—
TeEET, ROT T — b Z—T70MERFRE T,

* Configuration

* Environment

* Inventory

* Syslog

* Crash

KT T — b ITN—TDRENA X NI [T7T7— 8 =70 (X heavwy K] R
LCWET, 79— 7NV —F Ao E—2ONRFIL 1A v E—0ONE] ISR L TWVET,

ST T AN EICZET LT 7— N I —T % | DEITEERIRTE £,

GE)

CallHome 77— MiZ., £® CallHome 77— R EFENTWNWDET T — k Z—T1T&EEI N
TWASHET a7 7 A MILDEEEINEREAL, BT, TI9— M I NN—T %A F—T T
DHYVENH D F 9,

Configuration % 721 Inventory 77— k /L —7 255707 7 A VEBEFETHE, FEELZ
RN EMRNC E 73RN T 7 —h I —TF A v —VaZETHLIBRTEET,
EEHEIT, koVPhoriccE£7,
* Daily : 24 FFH OR¢R]: 53 TZZ0 hhemm (1] © 14:30) TEETHRLAZfREL £,
* Weekly : day hhomm & W H BN THRER LRI ZFEE L E T, T 2T, day [FHEH 2 A ~L
77 hLEF (B : monday) .
* Monthly : date hhmm & WO BT 1 ~31 OH LEELEZHELET,

Ayt—UERELEME

$E4c 7 1 7 7 A /L%, Environment, F721% Syslog 77—k ZN—FIC&GETHE, AvE—
COBREIZESNCT I—F IV —7 Ay —V&EETILEVEZRECTEET, 4
HTa 77 ANMIRHRESNTZLEVEL Y BIEVWERED A vE—1F, 5EICERFEINEYE
A/O

GE)

syslogs L'~/L73 10S CLI 41 L CEE L7256, B LUVMEN 10S LSt 7 mERicd 7'a
SNE—RER, ZRLDOT Y A0S IC & o THEEE DK syslog A v — U % %15 L7<
720, 10S D@ CPU YA 7 V% ThER] LET,

RIZ., [catastrophic] (L1 9, B L ~ULA ) 75 [Debugging] (L~L 0, BEL~L
DEAR) OERELZZRET LH-DICHEHENLIF—V— M2 -ERRLET, ERXRELEVVE
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| call Home D&
2+v7vavkavrkyzrost |

vy

NERESNTORWEES, T 7 4/ Middebugging (L~UL0) T, 7272L. U H—&h5b
A=V OBEHBIC, T 74N MIHRINEEA,

\}

GE)  CallHome DEKREIL, VAT AL Avb—Y aX U JOEKRE L ITRERY £4,

RA:FEKREEL syslog LRILDIVEVY

LA | F£—7—F |Syslog L)L |E2BR
12

9 catastrophic | 32472 L Ry U — 7 EERICERR R EENEE L THET,

8 disaster e L P NI — T\ CHEKRREENREONE T,

7 fatal A (0) VAT LOMERAATRE IR TE,

6 critical TI—h 7 VT 4 AVIIREE, T2 BICHEE D LS,
(1)

5 major BHIE (2) RN RE,

4 |minor |:F— (3) | ERICRIE,
3 warning B (4) st
2 notification | ;@40 (5) FLAH AT L O A v — T, & B LA

W, BEEOKWEE T,

1 normal i (6) IRHERIBICR D 2 L 2R TR X R T,

0 debugging | /X 7/ FRy T RAy—,

(7

AFyToayvbav R YR MDEE
AFwFrvay havry R URARNERETDICNE. ROFIEEZFEITLET,

FIRDHE

configure terminal

call-home

[no | default ] alert-group-config snapshot
[no | default | add-command command string
end

aprwN =
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| I R DEPVE

F IR D

Call Home OB |

ARV RFEEETIVa Y

=)

ATy T

configure terminal

1

Device# configure terminal

Ja—r )L ar7 4 Xal— gy T— REBith
L/i—a—o

ATw T2

call-home

1 -

Device (config) # call-home

CallHome = > 7 f{ Fal—3 g2 F— RZFMEL
F9,

ATvT3

[no | default | alert-group-config snapshot

1

Device (cfg-call-home) # alert-group-config
snapshot

AF v TFvayharz7o¥Fal—ygrET—FR
ML FT,

no ¥7-1f default =~ KN, A F v 7 av bz
< REHIBRLET,

ATV

[no | default | add-command command string

1

Device (cfg-call-home-snapshot) # add-command
"show version"

Snapshot 77—k v —|za~<w> REBMLE
T, no 721X default 2~ > KX, xhisd 53~y
RZHIBRL £,

s command string : Cisco I0S 2~ > KN, HKEIX
128 L5 T,

ATy Th

end

1 -

Device (cfg-call-home-snapshot) # exit

T L, REZRFLET,

— IR EFA—IL AT a3V DETE

A—IL H—I\DHFE

BT A= A=Yk BT 5123, Y7 A= LRk T e 2L (SMTP) &
A=) =R T R RAED72 L 1 ORETIHLENRHY £T, HKTEFHS DDA —L
= NERIZKIL, HK4DON 7T o TELA =N P —NERETEET,

A=) =RERET DHEIE, ROTA RTA 2B E LTSN,

Ny T TEF AN =L, BRD7TA4FY T 4 FFEMHL T, mail-server
aAvy REf)RTLERTEET,

* mail-server priority number /X7 A —% 31~ 100 IZREAHETT, 7I7A4 4V T 4 P& b
W (FITAF VT 4 F PR BED) b—"E RN L XTI,
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| call Home D&

A= 4—noEE |

—RIZREF A =N AT a CERET DR, IROFIEICHENE T,

FIEDHE
1. configure terminal
2. call-home
3. mail-server {ipv4-address | name} priority number
4. sender from email-address
5. sender reply-to email-address
6. source-interface interface-name
7. source-ip-address ipv4/ipv6 address
8. vrfvrf-name
Flgn 4
ARV KRFERERETYVa Y =[]
X v 71 | configure terminal Ja—) a7 4 X2l — gy EF— ReBtG
fi LET
Device# configure terminal
AT 72 |call-home CallHome 2> 7 4 ¥ =2 L— 3 T— FZBAL
15“ : iTo
Device (config) # call-home
R Fw 7 3 | mail-server {ipv4-address | name} priority number FBET A= —NT R REEY YT BEFRS
1 - DEF A=V P = SNOMKHR T TA TV T 4 &
FOHTET,
Device (cfg-call-home) # mail-server TKONWTNIEREELET,
stmp.example.com priority 1
cEF AN Y —=OIPT RLAERIT
T AL SOFERAER A A 4
(FQDN) (64 L5 % T)
1 REDOTTAFXVT 4) 5100 RIEDOTZ A
FVT4) OTFAF VT 4 HBZEZHYHTETS,
Z 5w 7 4 | sender from email-address (f£&) Call Home &1 A —/L A v E&—T® [from]

1

Device (cfg-call-home) # sender from
username@example.com

T 4=V RIZRRENDEF A=V T RLAZED
WCTET, T RUVAEEBELRD- AT, #
FDBAA—N T RLAMER SN ET,
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B 5 —smwnszs—nrroay

Call Home OB |

ARV RFERETIVa Y

B8

X 7w 75 | sender reply-to email-address
Bl

Device (cfg-call-home) # sender reply-to
username@example.com

({£E) CallHome 1 A —/L A v t&— D [reply-to]
ANV RICERSNDESA—NVT RLAZED
WVTET,

AT 7 6 | source-interface interface-name

1 -

Device (cfg-call-home) # source-interface
loopbackl

Call-Home X v &t —T % EET A0 DORIE LA >
B =T A AL EED B TET,

interface-name : F{50A HZ —7 = A 24, KK
1364 37T,

GE)  HTTP A v &—Y DA, BETA LV H—
T x A AR ERET DHITIE, Tr—L
a7 4Fa2b— 3 FE— KTiphttp
client source-interface interface-name =~ >~
FEFEALET, Zoa<wr Rk, 57
INAADTXTOHTTPZ 747 MDA
URETLA v H—T oA AEfEHTEH X
PR NA = 3 BN

R v 7 7 | source-ip-address ipv4/ipv6 address
E

Device (cfg-call-home)# ip-address
209.165.200.226

Call-Home A vt —VZEETDHZOOREILIP T
NLR2Z2HD B TETS,
« ipvd/ipv6 address : &I 1P (IPv4 £ 721% IPv6)
T RUR, HRET 64 07T,

R 7 8 | vrivrf-name
i -

Device (cfg-call-home) # vrf vpnil

(f£&) CallHomeE A —/L A v —V %2 KET D
VRF A v AHX v A%FEE LET, VRFZFE L2V
L. Ta—r NV —TFT 4 T T NABNMER S
£

(X)) HTTP A v bE—Y T, BExLA ¥ —
7 = A A7 VRF IZBEAS T 65T\ 55
fG./a— L ar7 4 XFalb—ay
E— R T ip http client source-interface
interface-name 2~ > FEFEHLET, =
Da<wy N, T34 ADFTTOHHTTP
74T MR LTRSS VRF A
VARG AERELE T,

B — R BT A= AT g

WO TIE, — IR BETFA—NL A a B RrLTOET,
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e 7ox s v—roE ]

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config)# call-home

Device (cfg-call-home) # mail-server smtp.example.com priority 1
Device (cfg-call-home)# mail-server 192.168.0.1 priority 2

Device (cfg-call-home) # exit

HTTP 7O —/\DEE

%5561 CallHome HTTP (S) A v —Y 2B ETHOICHITP 7Y —RE2FRTET HIZ
X, ROFNEEFITLET,

FIEDEE
1. configure terminal
2. call-home
3. http-proxy {ipv4-address | ipv6-address name} name
FIEDEEH
ARVKRFERERETY VY =[]
X v 71 | configure terminal Ja—nR_) a7 4 F¥alb— gy F— ReBtG
fil LET
Device# configure terminal
AT 72 |call-home CallHome 2> 7 4 ¥ a L —a v E— REBL

15“ : i j_o

Device (config) # call-home

R T w 7 3 | http-proxy {ipv4-address | ipv6-address name} name HTTP RO —"ZELET,
f5l -

Device (config) # http-proxy 1.1.1.1 port 1

Call Home »* v t—2® Ciscol0S a7 > FEEITT 51=D AAABEED 1 +— T L1k

AAA FBFEA A F—7 AT LT Call Home A » & — YDA DISEE A F—7 12T % Cisco
10S 2= NEFATT DT, ROMEEEFITLET,
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. syslog ROy ~ ) VT DEETE

Call Home OB |

FlaD#EE
1. configure terminal
2. call-home
3. aaa-authorization
4. aaa-authorization [username username]
FIED
ARV RFEREET7TIVa Y B8
X T 71 | configure terminal Ta—\)ar7 4 Xal—3 gy T— NERE

1

Device# configure terminal

LET,

ATvT2

call-home

1

Device (config) # call-home

CallHome = > 7 4 ¥ =2l —>a v F— REHIEL
ij‘o

ATvT3

aaa-authorization

1 -

Device (cfg-call-home) # aaa—authorization

AAA FBEEE A 2 —T VI LET,

GE) T 7 /)b hTiE, AAA 23FIX Call Home
TF 4 B—T LT,

ATvT4

aaa-authorization [username username]

1

Device (cfg-call-home) # aaa—authorization
username username

RO DA —YF R/ ELET,

o username user : 7 7 + /L~ Da—F4 %
callhome T, IKFEIT 64 LFTT,

syslog ROy R VT DERTE

FIRDEE

CallHomesyslog 2 v E—Y DAy N U T h A RX—T)VEIET 4 B—7 /1L, CallHome
syslog A v E—U R YIRLEESINRNEDIZT 50T, ROFIEEZETLET,

1. configure terminal
2. call-home
3. [no] syslog-throttling

. CiscolOSXE16.10x YV 7 bz 7 7O TAR—2a VEREHA K



| call Home D&

CallHome T—% TS5 4 N\ —DEE .

FIEDEEH
ARV RFEREETIVa Y =LY

R 5w 71| configure terminal Ja—s L ar7 4 Xal—yary E— Reh
15“ : L/i—a—o
Device# configure terminal

AT 72 |call-home CallHome 2> 7 4 ¥ 2L — g v — &KL
i) ERE
Device (config) # call-home

AT 7 3 |[no] syslog-throttling Call Home syslog A v &—Y D A1y Y > 7 & A

1

Device (cfg-call-home)# syslog-throttling

X —TNEIET 4 E—7 I L, CallHomesyslog
A=V IRLEESNRNE I LET,
T 74V F T, syslog A vE—Y 2y N7
A 2=V TT,

Call Home 7—% TS 4 /N —DEHRE
data-privacy =~ > N, BED T TA N —ZliiT 272012, IPT FLAREDT =4 D
AT THEEITWET, data-privacy 2~ K& A X—TWZTH L, REODT—XD
AU T ey TR T oo L EIT CPU MM RICH B L RIFT 2 03H Y £9, FIE, show

running-config all & show startup-config data DFXE A v E— T ZFRVT, show =~ RO

FERIIA T TSN TV ER A,

FIEDHE
1. configure terminal
2. call-home
3. data-privacy {level {normal | high} | hostname}
FIEDEEH
ARV KRFERERETY Va3 Y =[]
X v 71 | configure terminal Ja—R) a7 4 F¥alb— gy EF— ReBtG
fil LET
Device# configure terminal
ATy 72| call-home CallHome 2> 7 4 X a L —a v £— REMIBL
il - =75

Device (config) # call-home
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Call Home OB |

ARV RFERETIVa Y

B8

R 7 3 | data-privacy {level {normal | high} | hostname}
f5l

Device (cfg-call-home) # data-privacy level
high

2—YPDTTA N —ZRET DI, EfTar
TA4X a2l —vary I rANDT—L AT T
JHEL L F9, 7 7 4L hO data-privacy LLIE
normal T9°,

(G¥)  data-privacy 2~ R&A X —T7MIZT D
L. REOT =2 DRI Z e %
iTo7- & 2 CPU EHRITEEL KITT
ZENHY ET,

enormal : TR COEHEL )L o< REAT T
BB L ET,

e high : FEHEL~L 3= RIZMA T, IP RAA
VHREIPT RLADa~<Y ROAZ T ThL
HAEITWET,

« hostname : 5L~ 2= RIZHZTHRA R
DA<y ROAYT T T EITWNET,

GE) —HEOTT v b T F—ATHE, FEA
=V DORANLERAT T TUET S
& . Smart Call Home ZLEEN R 25 = &
N0 ET,

SEETAT 7 A ILDIRE

ZDIETIE, 8707 7 A NVTEITTEDLNL DD Z AT IZHOWTIHLET,

ETOIT7AINDT I T4 TLELVFETI T4 T4k

TEFEWH CiscoTAC-1 71 7 7 A V&R E . 3T o Call Home 5655 7' 1 7 7 A /L INMERERIC
HEWICT 77 40 7120 ET, Tr7 74 v ETIEALRWEAIL. 207e 7741
BIET 7T 4 T TEFET, CiscoTAC-1 7277 AL, T IANVNTIHET VT4 T Lo
TR, HATAHZET 7T 7T HAHERDHY 97,

ST Ty ANGET T 4 TEINIIET 7T 4 TICT DR, ROFNEEZFEITLET,

FIEDHE
1. configure terminal
2. call-home
3. profile name
4. active
5. no active
6. end
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sxTnornozizsE ]

FIED M
= I N3 il S = By
Z 5w 7 1| configure terminal oL a4 R Lt v B REB
1 LET.
Router# configure terminal
AT 72 |call-home CallHome 2> 7 4 ¥ =2 L—3 3 F— RZBBL
{5 ER
Router (config) # call-home
AT v 7 3| profile name e S5~ 1 7 7 A /L ® Call Home %5557 &
451 - TrANar7 4 ¥al—var v— RKERBL
T4, HBESNSEILE T 0T 7 A VBNFEE LRV
Router (config-call-home) # profile test A ER S E T,
AT 7 4 |active ST Ty A NEAR—TMILET, T 7 AL
Bl - FTiE, Lo m 7 7 A WIERIFIZA 2 —7 1
2720 £9,
Router (cfg-call-home-profile) # active
AT 75 noactive WETR T ANET 4 =T VI LET,
1 -
Router (cfg-call-home-profile) # no active
X5 w76 |end CallHome 357027 7 A )V 237 4 Fa2b— 37
il - v = RERT LT, 54 EXEC T— NICR Y £
7
Router (cfg-call-home) # end
BAETOT7AILDLERER
BEfFro7 a7 7 A VORI ZERT HI1201%, WOFIEEZFETLET,
FIEDHE

1. configure terminal
2. call-home

3. rename profile source-profile target-profile
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B =750 ciscotac1 58 077 4 LOER

F IR D

Call Home OB |

ARV RFEEETIVa Y

=)

25+ 71 |configure terminal

1

Router# configure terminal

Ja—r )L ar7 4 Xal— gy T— REBith
L/i—a—o

R 7 2 | call-home
f5il

Router (config) # call-home

CallHome = > 7 f{ Fal—3 g2 F— RZFMEL
F9,

X v 7 3 | rename profile source-profile target-profile
i -

Router (cfg-call-home) # rename profile2
testprofile

BEFEDOY —A 77 A NVDL&HIEER LET, #0F
NOFTIIIRD & B0 T,

* source-profile : BEfFD 7 1 7 7 A VDL R & T

ELET,
s target-profile : BEFD 7' 00 7 7 A LD LA HI
ZHEELET,

EEEHD CiscoTAC-1585% 7O T 74 ILDFER

CiscoTAC 1 7’17 7 A VX, Cisco Smart Call Home %—E A T3 572912, Call Home 1%
RECHEMNICHRESNTWEY, ZO7a 7 7 A /WiE, 5aEE A —/LT L A% HTTPS

URL e EOREDOFEHR, BIX O SmartCallHome v —E A L BETH720DF 74V FDT T —

NN —TRNEENTWET, 508" T A—/1LT FL A, HTTPSURL, A vt—I R L,

—HORMEIIAFE TE EE A,

B A —/VETIT HTTP #5254 /5 1 L T, Smart Call Home % —E AD/Ny 7 = R H—s3 &
WETEET, 7740 T Gwﬂ%lﬁﬂ774WM#77?47T%@\?7%»
FOWREFEE LTEFA—AMIHINET, EFA—NVIRELMHBHT LI, Zo7'=
T ANEALRT—=T T BET T, L. HTTPS 24 L 0) ClsCOSmartCallHome
P—bEREXaT =TT Ty ANEHEHTLEEIL. P77 A VEAR—T )L

2T 5723 T, ROBFINTRT LI

Router# configure terminal
Router (config) # call-home

. ERETEAE HTTP AR5 Z & M ETY,

Router (config-call-home) # profile CiscoTAC-1
Router (cfg-call-home-profile)# destination transport-method http
(

Router (cfg-call-home-profile) # active

Smart Call Home ¥— B R 2 5% ET 5 72D OB INEMIZ B 5 32>V Cid, Smart Call Home
Y= R &V R— 95 L 9HIC Call Home iR ET D HIEEZSM LT ZEV,

CallHome 707 7 1 L DR TEDHER

CallHome D711 7 7 A Vi iE % i3 5 121X, show call-home profile =~ > NZfiH L £,

SEAE X O iz-ou T, Call Home &

HHROFRESZRLTIIZSNY,

. CiscolOSXE16.10x YV 7 bz 7 7O TAR—2a VEREHA K



| call Home D35
call Home =0T w2 [

Call Home B{E D FEE1E

$FEFE O Call Home W18 % FE) TE(E TX £9, Call Home #B{E 2 E(ETHI121F. ZOHEDE
EEFTLET, Z2TE. WORNFIZOWTHRBALET,

CallHome 7 X + X vt — T DFEIE(E

call-home test =~ > RZFEHL T, =2—FEFKD CallHome 7 A b A vt —T % RETEE

B
FIEDHE
1. call-home test [“fest-message”] profile name
=3[k 2t
ARV RFERERTIVa Y =LY
R 71 | call-home test [“fest-message”] profile name EEANFSET O T A NMITF AR A v —T%
i EELET, 2V ERBOT AN A vE—VDT*

A MIMEERETT N, AN—ZARZTENDLEAI
Router# call-home test profile profilel I SIURRE () THTSBERH YD £, 2—PE
BOA v E—URBRESNTWRWEE, 7741
FAyE—UNEEINET,

CallHome 75—k J)L—7 A vt —LDFENEE

call-homesend =~ RZHEH LT, HEDT I7—F I N—T A vt —U2FHCTHRETEE

D
CallHome 77—k Z—7 A v =2 FHTHET 2HEIE, ROEBEFHIIWE-> T
SV,

caL 7 4 Xalb—rar, Fioid Inventory 77— h Z—T (X TFETEETEET,

cFETT I— M IIN—T Ay b—V&EHL, WET 077 ANAETRETDLE, Ay
=V, TaTFANDT VT 4T AT =R A BEEARAT —H A ETATEKEOHRE
WZBRZR L T m 7 v A MICEEENE T,

« Configuration £ 72X Inventory 7 7 — k Z/L—7 X vt —U 2 FHCTREEIL, 5686727 7
AN ZFRE LW E | normal FIITFRESNTZT 77— b T —T ~DOEHH IR
RESNZT 7T 47707 7 A NVTRTUA v = REFEINET,

* Diagnostic 77—k Z/V—7 A vt =2 FEITREIL, sk 0 7 7 A NVAETEE LR
WE L Ave—UlE BBESNTEAR Yy FED LBEIHEER LD b EKREREDNMRNT T
DRSNS T v 7 7 A VITERF SNET,

CallHome 77— h Z)—7 A vyt —VZFEHT ) =T 220, ROFINEIZENET,
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B catttome S5 S ULK— FERDRIE

FIRDEE

F IR D

Call Home OB |

1. call-home send alert-group configuration [profile name]

2.

call-home send alert-group inventory [profile name]

ARV RFERETOVa Y

E:)

R+ 71 | call-home send alert-group configuration [profile name] | 55570 7 v A LD 1> FEESINLTWBELEL) £
il - TLIFBER SN TVD T XTDLR T m 7 7 A /i
Configuration 77— k 7 b—7" A v —U%EE L
Device# call-home send alert-group £
configuration profile CiscoTAC-1
R F w7 2 | call-home send alert-group inventory [profile name] |55 077 4 LD 15> FEEEINTWBHES) F

1

Device# call-home send alert-group
inventory

TIIBE SN TV DT RTOIET 7 7 A LI
Inventory 77—k Zbv—7 A vk —T & FELE
R

Call Home D& K W LR— FERDE(E

call-home request =~ > RZ{liHT 5 &
ME. AT LEAOFERINTE L OERE R L ET, X2 U7 0 0%,

VAT MMERE VA IGEEFETEET, ZOLFR—
BEFn DX

7R, av o PV 77 Lo RARE SESERLVA-FEERTE T,

Call Home 73#H7T B L OV AR — FER &2 FE CIEET 2HA.

ROWEEFHIE-> T IZE0N,

e profile name Z45ET 5 &, BERITT v 77 A VIEESINE T, 07 7 A APEES
ALTWRWEE | 2RI Cisco TAC 7' 7 7 A JUIZE(E S E T, Call-home E R T,
AR=T Mo TWRWREE T 7 7 A VEATE LT, ZEHET 77 AL T
X, BES— PV oA DPRESNTWVDIEF AN T RLAZELET, ZEHF 0
TrANEMHTSE, BERA v E—U % Cisco TAC (DA CTX |, Smart Call Home % — &
ANBINEEZITRD Z ENTEET,

* ccoid user-id 1%, Smart Call Home = — DGk ID T9, wuser-id ZIHET 5 &, AT
R —VDEFA—IL T RLARIZEEINET, user-id 4 TE LT UE, BT TA

A ADEKLEFA—L T LR

EESIhET,

cERTDHVR—FDIATEHIFET H2F —V— FIZESN T, KOFERPIBESNET,

= =

* config-sanity : BI/ED LT

a2 74X ab—3a L OHEIREEICET A G,

* bugs-list : FATH DO NN—T 2 B L OBUE#EH STV S HEREDREFI DN 7,

« command-reference : E{T2 L 7 4 X2l —I a NG FENLHTRTOa~v R~D

SR 7,
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w

» product-advisory : Product Security Incident Response Team (PSIRT) #:75, PSIRT (Z

X, Xy U= NOEBEICEEL 5 2 5 a[ReMENH 5 FE1E (EOL) £713FRHRT
(EOS) 4 % AV T Field Notice (FN) 235 FH E

Cisco Output Interpreter > — /L7 5588 KON AR — MEROER 2 LG 5121E. RO TFEIC

TEWET,
FIEDHE
1. call-home request output-analysis “show-command”
2. call-home request {config-sanity | bugs-list | command-reference | product-advisory}
F D 48
ARV KRFEREETY Va3 Y =[]
R T 71 | call-home request output-analysis “show-command” | S5#7/H & L THIE L7 show 2~ FOH 1 %%E(E
Bl - LE7, show =~ R, slIHFF (") THTesE
BV ET,
[profile name] [ccoid user-id]
fl
Device# call-home request output-analysis
“show diag” profile TG
AT 7 2 | call-home request {config-sanity | bugs-list | YHTH & LC. show running-config all 33 X 1" show
command-reference | product-advisory} version =2~ R DB EDa~y Ry O
15 - J%FELET, F£72. call home request
product-advisory 7 2~ > RT3 THA
[profile name] [ccoid user-id] VU T TI—=hK I N—F av s RREGEENRTWVE
1 J, call-home request =~ > KOZITIRET ¥ —
' U— NX, RERVKR— DXL THRLET,
Device# call-home request config-sanity
profile TG
!l

WIZ, 2—PHRED show 2~ 2 ROSHPEROFIZ R L ET,
Router# call-home request output-analysis "show diag" profile TG

120X RFEHEIFATIUR YA MNEOOAT Y FHAA v E—DFENEE

callkhome send =~ > REZEHA LT, CLILa~> R&ETL, a~vr FHEhE 2 a4
EDEFA—N T FLARZEETEET,

vy MHAZEETLHEE, ROEEFHITHE > TIZ S0,
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Call Home OB |
B ooo~ rErEavs R UR MEOITY AL v E—SOFEIAE

cJI0OSa~v Yy REFIFIOSaZ~v U FUAMELT, I RXTCOEVa2—VHDOa<w L REED
T, FEDOFE{Ta~r REfETEEd, a~r FiL, 5[ () THDXLERHD £
j—o

o lemail] ¥—TU— R&ZSoTEFA—IN AT aEZBRL, EFA—ILV T FLALZE
ET DL, avr FHEAEZOT7 FLRZKREENE S, B A=/ A7 a6 HTTP
F7va B RRELRWGAE, IR EDO — v ABERE S LILIr 77X X MBI
C Cisco TAC (attach@cisco.com) (268 SNE T,

o lemail] ¥—7— K% Thitp] ¥F—TU— RFLHELRWGAE, =7 7F X MEAE XML
A v —UEROM G TH—ERAERFEV/LEL SN, B A —VOHLHITICH—E R
HEREFFVDRINET,

HTTP A7 a U &HEE L TWAHEA. CiscoTac-1 711 7 7 A )L D%a 4 HTTP % 721X HTTPS
URL 3565t & LTl & E9, Smart Call Home 7 HHEF A —/L 7T L AICA v E—
PEETDHE Y, SEDETFA—NLT FLAZRETEEd, 2—HL, 5iED0BE T A —
NT RUVAETLESREZONVTN O EAIRET DLERHY £T (MAZHEETLIZ LD
TEEY) .

avy FeRTL, a3~y FHAZEET 2123, ROFIEELFIATLET,

FIEDHE
1. call-home send {cli command | cli list} [email email msg-format {long-text | xml} | http
{destination-email-addressemail} ][tac-service-request SR#
FIROR
ARV KRFERERETY VY =[]

A 71 |call-home send {cli command | cli list} [email email |CLIF7IZCLIVAXAFNEFEITL, BFA—INFIT
msg-format {long-text | xml} | http HTTP &M CH 2 %E L £,
{destination-email-addressemail} |[tac-service-request
SR# s {cli command | clilist} : 1 DD 10S 2~ &=
Bl i (1) TKEI-7) 10S=~> KU R F&if

EFLET, TRTCOEY 2 — Ik THavy
Router# call-home send “show version; show Fedi, Hows n‘m 2 FERETS &
running-config show inventory” To IbOaVY FEGIAR () THIr
emailsupport@example.com msg-format xml i Y £95

* email email msg-format {long-text | xml : Z O
email 77> g UNRIRS N TW DA, FRIED
BFA—/LT FLAZAT TR TF X R
R EIL XML B Ta~ > FHARERE S
. =B RBEREF SN EOMHLICEENE

T BT A—T FLAL - AZRE S,
EIZEOWMGZRET HLERHY £3, &
TA=NT RUAPEESNRWIGEIR, ¥—
ERY T A NESPMLETT (F74/V T
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ARV RFERFTIVaY =)

X, a7 72 MEROBEIX
attach@cisco.com, XML ED LA 1
callhome@cisco.com) ,

http {destination-email-addressemail : Z O http
FT v a UPRBREN TV AEA, 22 R
771 XML #3C Smart Call Home /X v 7 = K
P—% (TAC 71 7 7 A )L THE S 72 URL)
WCEESNET,

Ny 72 RH—=NpnbEFA—/NVT FLA
WZA =V ZELETED LT,
destination-email-addressemail % 5 E T £,
BIA—NT FLVA, =B RERFS, £
IXEDOWM G EIBET HHLENRHD £,
tac-service-request SR# : V" — B AT RFE 5 & 4R

ELET, EBEFA—ILT FLABEFESINZN
PEIZ, P—ER Y X NBEEVRVLETT,

1

WIZ, CLLa~y RO E2—FHEDE A=V 7 RLRIZHET DB &R LET,
Device# call-home send "show diag" email support@example.com

WIZ, SRESDIRE S, 77 7% A MEAT attach@cisco.com [ZiE(F S D a2~ 2 N
TR LET,

Device# call-home send "show version"; ""'show run tac-service-request 123456
WIZ, XML A vt — AT callhome@cisco.com (255 SvH a2~ RH1oOBZ R LET,

Device# call-home send "show diag" email callhome@example.com msg-format xml

Call Home D& FE

CallHome #45ElX. 7 VT A INTRI AT A ARV FEEA—/LEBIX U Web ETilEILET,
Rry bV —E R BEOETA—/L, I XMLRX—2AO ST 7V r—a >
L OB EHMEDOT-DIC, SEXERA v =V OBKMEATE 9, Z OHEED Y
EERFECIE, Ry NU—7 R— NIRRT OEE—V 7 Xy NT—7 FXL—T 3
YU —~DE A=V, PAHR—F Web A b ~D XML OEF, Y AaDT 7 =H)v
PR — Tk (TAC) TOEBEOFEFIARK D72 D Cisco Smart Call Home V— B 2D 72 3 H
nET,
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B smertcall Home 4 — £ X &4 7K— b4 5 & 512 Call Home R ET 5 75%

Smart Call Home 4 —E X #H7HR— 9 % & 512 Call Home %X E T 5 5%

ATiR S

ZZTiE, A3 T3 AT Call Home #4822 5% L. HTTPS %l L C Smart Call Home
P — VR ELEITIBET DI OICNERZTOMDXIEREEZLT D 12O LB 2/ NREOFENED
WA L E9,

Smart CallHome ¥— B 2 Z5% @& L CTHHT AENIT. IROBMHESREZEZ L TWDH I L 2R L
TL7E&E:

WET DT NA ANFN 2 —ERZBKIORNR L5 TND I L 2R L E T,

* Cisco HTTPS H— & IPHi C& 5 2 L A8 L £ 7

DAY — N X2 T ¢ FEBHELZRG L EF, CiscolOS XE Release 2.6.0 Tl
LR 73 Cisco Systems DY —/N X 2 U T 4 GEAEOHRHFHOTFA MR RLET,

MIIDAJjCCAmsSCEH3Z/gfPgB63EHIN+6eIJNMYWDQYJKOZIhvcNAQEFBQAWGCEXCZAJ
BgNVBAYTAIVTMRcWEFQYDVQQKEWSWZXJIJpU21nbiwgSW5jLjE8MDOGAIUECxMzQ2xh
c3MgMyBQdWJIsaWMgUHJIpbWFyeSBDZXJ0aWZpY2F0aWSuIEF1dGhveml 0eSAtIECyY
MTowOAYDVQQLEzEoYykgMTk50CBWZXIJpU21lnbiwgSW5jLiAtIEZvciBhdXRob3Jp
emVkIHVzZSBvbmx5MR8WHQYDVQQLEXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMB4X
DTk4MDUxODAWMDAWMEFOXDTI4MDgwMTIzNTk10VowgcExCzAJBgNVBAYTALIVTMRCwW
FQYDVQQKEWSWZXJpU21nbiwgSW5jLjESMDoGALUECxXMzQ2xhc3MgMyBQdWIsaWMg
UHJpbWFyeSBDZXJ0aWZpY2F0aWOuIEF1dGhvecml0eSAtIECcyMTowOAYDVQQLEZEO
YykgMTk50CBWZXJpU21lnbiwgSW5)LiAt IEZvciBhdXRob3JpemVkIHVZZSBvbmx5
MR8WHQYDVQQLExXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMIGEMAOGCSgGSIb3DQER
AQUAA4GNADCBiQKBgQDMX tERXVXpOKvTUWpMmR9ZmDCOFOUgRmM1IHPISFIIThbbP4
POOMBRcPO/mn+SXXwc+EY/J8Y8+1R/LGWzOOZEAEAMGAUWQCRXfH2G711Sk8U0Og0
13gfgLptQ5GV]j0VXXn7F+8gkBOvgl zdUMG+7AUcyM83cV5tkaWH4mx0ciU9cZwID
AQABMAOGCSgGSIb3DQEBBQUAA4GBAFFNzb5cy5gZnBWyAT14Lk0PZ3BwmcYQWpSk
U01lUbSuvDV1Ai2TT1+7eVmGSX6bEHRBhNtMsJzzoKQmS5EWR0zLVznxxIgbxhAe71
F6YM40ATIOW/n60RzKprxaZLvcRTDOaxxp5EJb+RxBrO6WVcmeQD2+A2iMzA01KpY
oJ2dazZH9

CALSRIRAVFDEELS L UVEEE

FIRDOHE

Smart Call Home ¥— & 2 HIZ Cisco HTTPS $—/ N & O@E ML T HITIE. v A 2D P —N
X2 VT 4EAEELZES L, BT 50ERNHD 97,

configure terminal

crypto pki trustpoint name

enrollment terminal

exit

crypto pki authenticate name

TurF T kX2 U T AGEAEDOT XA MRV AT ET,
quit

yes

©END O HAWN

end

=y
©

copy running-config startup-config
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I Call Home D%
ca b5z hxs v rosassvRE W

FE D
aAv U RFEREEFET7TIVaY B

ATFvT1 configure terminal JTa—r)ar7 4 ¥l —3 gy B— RS
1 - LET.
Router# configure terminal

AT wF2 |crypto pki trustpoint name N—HDCANIARMKA L EESL, CA T
i - ARMRA a7 X2l — a3y T—R&EH

BLET,

Router (config) # crypto pki trustpoint cisco

ATFvT3 enrollment terminal SERAERERIC, FERITOD Y R TV R—2 M
15'] . %*E‘E I/i‘a‘o
Router (ca-trustpoint) # enrollment terminal

RATvT4 |exit CAFIAMRA LV hary 7 4 ¥al—gr®—
- RE&TL, Zu—Lary 74 X¥al—3 g2

E—RICRD 7,

Router (ca-trustpoint) # exit

R w75 |crypto pki authenticate name LI CA ZFEELE T,
i GE)  CA O4FRIIE, crypto pki trustpoint =~

v RTHE SN name & —E3 2 LIEHN

Router (config) # crypto pki authenticate HYET,
cisco

ATFYT6 | e 7T, X2V T 4HHAEOT X ALY | X2V T4 HHEOTF XA NEIREELET,
HE O £,

1 -

Enter the base 64 encoded CA certificate.

1 -

End with a blank line or the word "quit" on a
line by itself

51

<Paste certificate text here>

ATy 71 |quit X2 VT 4 EOT XX FOKDY ZEELE
1 - kK
quit
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B 5 oxav—nter1y7 amE0EE L@

Call Home O |

ARV FFEREETIVa Yy

S

ATw T8 |yes X2 U T AREAEDOANOZT AN ZHERE L E
1§| : j"o
% Do you accept this certificate?
[yes/no]: yes

ZATFwvS9 end Ja—\) a7 4 Fal—varyET—RakT
i - L. F# EXEC £— FIZRED £7,
Router# end

AT 710 |copy running-config startup-config Z DF%E%E NVRAM ICIRTF L £,

1 -

Router# copy running-config
startup-config

Bl v RxaP—NtXxa )T 4 AHEOTS LRE

WIZ, YAIOY =" tF 2 T 4R EDOES LREEHEA SN D

Router# configure terminal
Router (config) # crypto pki trustpoint cisco
Router (ca-trustpoint) # enrollment terminal
Router (ca-trustpoint) # exit
Router (config) # crypto pki authenticate cisco
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself
MIIDAJjCCAmsSCEH3Z/gfPgB63EHINn+6eJNMYwWDQYJKoZIhveNAQEFBQAWgCEXCzZAJ
BgNVBAYTALVTMRcWEQYDVQOKEWSWZXJpU21lnbiwgSW5]jLjE8MDoGAIUECxKMzQ2xh
c3MgMyBQdWJIsaWMgUHJIpbWFyeSBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0eSAtIECyY
MTowOAYDVQQLEzE0YykgMTk50CBWZXJpU21nbiwgSW5jLiAtIEZvciBhdXRob3Jp
emVkIHVzZSBvbmx 5MR8WHQYDVQQLEXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMB4Xquit
Certificate has the following attributes:

Fingerprint MD5: A2339B4C 747873D4 6CE7C1F3 8DCB5CE9

e

Ax A&

Fingerprint SHAl: 85371CA6 E550143D CE280347 1BDE3A09 E8F8770F

)

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

Router (config) # end

Router# copy running-config startup-config
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| call Home D3 E

Smart Call Home )& £ BA1A

Smart Call Home D&} D FALA .

Smart Call Home DX g% 7" 1 & 2 & f#r9 5 121, CiscoTAC-1 7' 12 7 7 A JLIZ [Inventory] 7 7 —
N IN—T Aob—VEFEHTERFELET,

FIEDHEE
1. call-home send alert-group inventory profile CiscoTAC-1
F gD
ARV FFERET7TIVa Y B
X 71 | call-home send alert-group inventory profile [Inventory] 7 — b TN—T Ay t—%
CiscoTAC-1 CiscoTAC-1565E 7" 1 7 7 A W FE T L E T,
f

inventory profile CiscoTAC-1

Device# call-home send alert-group

WOVESE

- A —/ L% Cisco Systems 7> 5525 L. $5/RIZ{€-> T Smart Call Home Web 7 7' r—3 5
DT A 2w 5w T LET,

« /RO URL 7>5 ., Smart Call Home Web 7 7V 77— 3 &2 fE#) L1,

https://tools.cisco.com/sch/

o IR EEZ T ANE T,
o BEEMB IR T o 72 Call Home T /31 ADT 3 A ABGkAEMER L E7,

Smart Call Home Web 7 7' U 77— 2 > OfEFH OFERIZ DWW TIX,  [Smart Call Home User Guide

AL TLLTEEN, ZO2—% HA R, T3 AnLEE:, 38k — by oA
(TG) KA A > M %4 LT Smart CallHome A vt — V% EETH0OFREH b EENT
WET, BEDOT AR, A2V R— T IXLEOHILIGEC. EFXF2 VT 4B -TT A
ANA A —F oy MIEBEERSNARWZ ERVATHHHEE1T. TG EHRA v F&2HEHAT

TET

Call Home X EIFHMD KR

S F 72 showcall-home =~ F&fEH LT, Call Home DR TEIHEHRE TR TE E T,
X EW A D Call Home [ A KR T 5121, RO~ RO 1 OEI3EHEFEHLET,

FIRDEE

show call-home
show call-home detail

pPwbN-=

show call-home alert-group
show call-home mail-server status
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. CallHome D> 7 4 XaL— 3 U4l

5. show call-home profile {all | name}
6. show call-home statistics

Call Home OB |

F B0
AU REREETI 3 Y B
AT 71 |show call-home Call Home % & D E A KR L ET,
1
Device# show call-home
AT 7 2 | show call-home detail Call Home R EDFEMAFE R L E T,
f
Device# show call-home detail
AT 7 3 |show call-home alert-group FEHARERT T — N T N—TLENEDAT—H R
15“ : %i%i_\‘ L/jzj«o
Device# show call-home alert-group
X T v 7 4 | show call-home mail-server status BEBRHDE XA —)L b —_"OT ATV T 4%
1 Fxv /7 LTERRLET,
Device# show call-home mail-server status
Z 5+ 7 5 | show call-home profile {all | name} EESNISE TR T 7 A VOREEFRLET,
i - all ¥ — U — FZ2fif] LTI ~Tosk7n 7 7 A v
DRELETR T LET,
Device# show call-home profile all
AT 7 6 | show call-home statistics Call Home { X h OfEFHEREZF R L £,

1

Device# show call-home statistics

CallHome D> 7 4 XalL—< 3 4
&IZ. show call-home 21~ ROEQRLHAT L g AR LESREOE I EZ R LET,

%5l : Call Home {&3h D EHY

Device# show call-home
Current call home settings:
call home feature : disable
call home message's from address:

username@example.com
call home message's reply-to address:

username@example.com
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| call Home D&
- &EF A0 call Home HE0EM ]

vrf for call-home messages: Mgmt-intf
contact person's email address: username@example.com
contact person's phone number: +14085551234
street address: 1234 Any Street Any city Any state 12345
customer ID: customer@example.com
contract ID: 123456789
site ID: example.com
Mail-server[1l]: Address: smtp.example.com Priority: 1
Mail-server[2]: Address: 192.168.0.1 Priority: 2
Rate-limit: 20 message(s) per minute

Available alert groups:

Keyword State Description

configuration Enable configuration info

diagnostic Enable diagnostic info

environment Enable environmental info

inventory Enable inventory info

syslog Enable syslog info
Profiles:

Profile Name: campus-noc
Profile Name: CiscoTAC-1

Bl - BRIE W7D Call Home 15 7R DA

Device# show call-home detail
Current call home settings:
call home feature: enable
call home message's from address: router@example.com
call home message's reply-to address: support@example.com
vrf for call-home messages: Not yet set up
contact person's email address: technical@example.com
contact person's phone number: +1-408-555-1234
street address: 1234 Picaboo Street, Any city, Any state, 12345
customer ID: ExampleCorp
contract ID: X123456789
site ID: SantaClara
source ip address: Not yet set up
source interface: GigabitEthernetl
Mail-server[l]: Address: 192.168.2.1 Priority: 1
Mail-server[2]: Address: 223.255.254.254 Priority: 2
http proxy: 192.168.1.1:80
aaa—authorization: disable
aaa-authorization username: callhome (default)
data-privacy: normal
syslog throttling: enable
Rate-limit: 20 message(s) per minute
Snapshot command[0]: show version
Snapshot command[1l]: show clock
Available alert groups:
Keyword State Description
configuration Enable configuration info
crash Enable crash and traceback info
inventory Enable inventory info
snapshot Enable snapshot info
syslog Enable syslog info
Profiles:
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
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Call Home O |
B 5 smaes callHome 75—+ s L—F

Email address(es): noc@example.com
HTTP address(es): Not yet set up
Alert-group Severity

configuration normal
crash normal
inventory normal
Syslog-Pattern Severity

. *CALL_LOOP.* debug
Profile Name: CiscoTAC-1
Profile status: INACTIVE
Profile mode: Full Reporting
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Periodic configuration info message is scheduled every 14 day of the month at 11:12
Periodic inventory info message is scheduled every 14 day of the month at 10:57
Alert-group Severity

crash normal
Syslog-Pattern Severity
.*CALL_LOOP.* debug

%l . {FEATBEZR Call Home 75— N J—7F

Device# show call-home alert-group
Available alert groups:
Keyword State Description
configuration Enable configuration info
crash Enable crash and traceback info
inventory Enable inventory info
snapshot Enable snapshot info
syslog Enable syslog info

Bl B A= P —RD AT —H AEFHR

Device# show call-home mail-server status

Please wait. Checking for mail server status
Mail-server[l]: Address: 192.168.2.1 Priority: 1 [Not Available]
Mail-server[2]: Address: 223.255.254.254 Priority: 2 [Available]

Bl FRTORET 1 7 7 A L DIF#

Device# show call-home profile all
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up
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B a—vesonrTosrLons ]

Alert-group Severity

configuration normal
crash normal
inventory normal
Syslog-Pattern Severity

. *CALL_LOOP.* debug
Profile Name: CiscoTAC-1
Profile status: INACTIVE
Profile mode: Full Reporting
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity
crash normal
Syslog-Pattern Severity
. *CALL_LOOP.* debug

Bl . 22—V BRI T v 7 7 A VOEH

Device# show call-home profile campus-noc
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email

Email address(es): noc@example.com
HTTP address(es): Not yet set up
Alert-group Severity
configuration normal
crash normal
inventory normal
Syslog-Pattern Severity
.*CALL LOOP.* debug

5 : Call Home O#EE1E

Device# show call-home statistics

Message Types Total Email HTTP

Total Success 3 3 0
Config 3 3 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 2 2 0
SysLog 0 0 0
Test 0 0 0
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B o1z

FI4I bk

1 —]

X JE

Request 0 0 0
Send-CLI 0 0 0
Total In-Queue O 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Failed 0 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Ratelimit
—-dropped O 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Last call-home message sent time: 2010-01-11 18:32:32 GMT+00:00

Call Home OF 7 )V NRED—E TT,

Call Home O |

INT A=A TIAIE
Call Home f&RED AT — & A Fa4—TN
A—PERTRT 7 ANDAT —H A Active
ERBFADYAATAC 707 7 A VD AT —H A Inactive
HRIE 71k WA A—IL
Av—VDT7r—~<v N XA XML
a7 TEAN, va—hTHA N, FREIXMLERXTEEFESND A »+— 3,145,728
COREA =T DY A X
TN ITN—TDAT—H A A RX—=T )
CallHome A v —DOENRE L& \VVE 0 (F\y
)
1 FENCEET H A v =Y O L — MR 20
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| call Home D&

To3— b TIL—TDREEBARNY FEOATUFR

=K 5:CallHome 75—k TIL—F, AR+, BLUVEME

75—t sn—JoEss~vteazor |

NFA—4 TIHIE
AAA Authorization T 4=
Call Home O syslog A vt—Y Amy fJ 7 A FX—T I
T—2 TTANY— L TR

CallHome 28h A X0 MIT T — s =T V—TbE N, £7 77— b T —7120F A X
VNDOFERFIZETTHL I CLIa~y RARE DM THNET, CLIa~y FHATEE S
HAwE—IICEENET, £5:CallHome 77— b Z—7 A X2 b, BLOEHE (95

Re)

3 K7 7= F INA=TICEENLEE AR P AR LET, ZAUTE, FARY

FNOBEBREELETENDETTI— K ZL—FDOCLIa~r RbaEh £,

75— Y
=77

CallHome #2&h 1

Vb

Syslog 1 X

~

~

~

ot

SBALERITESNAHCUOTU R

Crash

SYSTEM_CRASH

VAT ATy BT A ANV R,
FTdHavr K.

show version show logging show region show stack

TRACEBACK

VTR 2TDRL—A RNy 7 AV e LET,
ETdHavr R

show version show logging show region show stack

Configuration

Z—PMER L2 EER (TAC ITEE) .
EITENACLI < R

show platform show inventory show running-config all show
startup-config show version

Environmental

B, 77, BETI—A0 X5 BB T 5
A X2 b (TACIZE(E) &

EITENACLla<w R

show platform show environment show inventory show logging
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Call Home OB |
B oot—cons

To5—rY CallHome #2&j 4 |Syslog 1 N\ | EX |FRBALETSASHCLUITU R

n—7 AU bk vk E

Inventory — — — Inventory A7 —# AL, ==y ha—/L F7—ShlHa
. FRU BRAE IO A SNIEEAICHES LD, Zh
I, BRTHAWAR b RS, FRIIAT—F A LH
BREICHE M SN D (TACIZER) .
FATSNDH CLl=2~v > K
show diag all eeprom detail | include MAC show license all show
platform show platform hardware qfp active infrastructure chipset
0 capabilities show platform software vnic-if interface-mapping
show version

Syslog — — — syslog (21 VREER S DA N b
FATSNDH CLl=2~v o K
show logging

AYytE—TDAB

WORIZ, TIT7— K ITN—T Xvt—VONFOEREZRLET,
sShortText A v &—2 T—TILDIT+—I v bITa— b TFAN AvE—VDars
Y DT 44— RIZOWTE L ET,
e T RTOIILTFHFREBLU XML Message T— T ILAHDOILED 7 4 — /L RIZTXTH 7
NTHRARBIOXML A vy =il 2207007 4 —/L RIZOW T L E
T, FFEDT T — K ZNV—F Ao —ICElAEDT 4 —v Rk, @7 4 —/v FORIZ
FASNET, HARA Y MIRITRLTOET,
c MM FEIEFHHARD P AV E—DITBAIND T4 —IL FORIZ, WA > & —
Y (TAC 7 —REME LT HU AT AEE) L PHA Y E—Y (VAT LA NRT 4 —<
VADIKTESI SR ZTREEOH D) ITHASNDOINE T 4 — L RERLET,
ARV KN)DAR M Ay = TF—TIVIHEBASINZT A=V RiFA o _ b Xy
T—VOFHAINIZa T YD T 4 — L RIZOW T LET,

OBV a I, VTR v E—UEERLIEROY TS v a b EENTOET,

R6:3a—FTHFAF AvE—DORA

T—ARIEH ShBA
T34 A ID WESNTZT A A4
HEER & EENA N DEA D RAR T

TR = | BB X F ORI FRA (3EEE

T T — L DERASE VAT A A=V EIND L) T — L
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R7:OVT THRERAR AV E—DEXMLA Y E—CFTRTITHBED T 4 —IL K

rvt—vonz ||

A +EBELTXML)

T—41EE (FL—rTF%

BB (TL—r THERRARELU
XML)

MML% 5 (XML 7=
+)

BAINARZ T

ISO MA@ CTOA X2 h D A/
ANART

YYYY-MM-DD HH:MM:SS
GMT+HH:MM

CallHome/EventTime

A =%

A=V D4, FEDA R B
X T7S5— TN —TDiEEA N
vhEATRUER] B v a L TREE
ERNTVWET,

Ya—hrTHRAL
A=V O8RS
DI

A= AT

[Call Home] % ¥57E,

CallHome/Event/Type

Message subtype

HrED A v®— X A7 full,
delta, test

CallHome/Event'Sub Type

Ayt — IT—7F

lreactive| ZF5E, 7 74 /v MiZ

72 L., Long-text

A @ Unique Device Identifier

(UDD . AvE—=YnR777 1y
7 Ay FIEATRNES,
74—V RiFZEA, BRI,
type@Sid@serial T,

ctpeld. Ny 7T L—r
IDPROM 7> & OHLEL oI

@ XYY CF T,

e SidlXCT, YUT/NID %
V— V) TIEESE LT
TELET,

e serial 1%, Sid 7 4 —/V Nz k-
TBl &N 5% =5 TT,

% : ASR1006@C@FOX105101DH

lreactive] TH D=0, L&, A —HA
HRE A —TDE N Body/Block/Severity
X570 1D JU—77a—xr YU NLREIEE | Long-text A v & —
TORGME AT, I 7 | U
V4T,
F A A ID A=V EAERT LT KT 31 | CllHome/CustomerData/
ContractData/Deviceld
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T—41EE (FL—rTF%

G (TL—r THRRARBLU

MML#% 5 (XML 7=

MBERENTWDEHE. ZhUTA
A v FOEAF DT /N4 A 1D
(UDD) .

i, ype@Sid@serial T,

ctpeld, Ny 7 TFL—r
IDPROM 7> 5 D 8L L D B

c@ XY CFT

¢ SidlZC T, YUTNAID%®
V= U TNAEEE LT
}H:E’L/i‘é—o

eseriallX. Sid 7 4 —/V Rz ko
TRl EN %5 TT,

f : ASR1006@C@FOX105101DH

R FH KU XML) XML) (1)

53 A%< — 1D PAR— N — R L o T EH | CallHome/CustomerData/
RLZOMDID I X% A~ L o | ContracData/Customerd
v DAY REER T 4 — VB

BESE ID PR =k P— R L o T | CallHome/CustomerData/
RZOMOIDIEH S5 47y g | ContractData/Contractid
YO —WERIEFRER T 4 — /LN

#A - ID Cisco Systems 7323 % 4 k ID | CallHome/CustomerDeata/
F 73 K — R — b 2|z L » | ContractData/Siteld
TEWNH D DMoT— 2 IfEH
ShAHF T g rDa—FRERE
74—V K

Server ID AVE—VRT 7TV 9 AL v F (BT THA R

A=V DOEE
DI

A= O T T — %l DRV ICE, CGalHomeMessageDescptin
F A AL AR RRFEAET D — K, Zh | CallHomeCusomeDat/
X, T ADKA NMTT, Systemino/NameName
Y E 4 ARy R FEEF O 7 — RIZBIT 2 i | CallHome/CustomerData/
BEDRNES B DS E 4, SystemInfo/Contact
BAEIEE A —/L ZDa=y O TH D Ao | CallHome/CustomerData/
ETA—IL T FL A, Systtmlnfo’ContadEmaﬂ
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| call Home D3 E

T—41EEB (FL—rTF%

G (TL—r THRRARBELU

MML% 5 (XML 7=

A RB LU XML) XML) (1)
AR SR Zoz=y FOEEIETH D Ao | CalHomeCustomerData/
EEEE R SsminbCortadPhonaNunber
Epr T = MIBE L7 RMA 54, | CalHome/CustomerDat/
DE T 2R LT p 4> | SyseminfolStectAddress
varydDT 44—V R,
I N—E DET N4, 2t 7 | ClHomeDevieCio Cres
JVAO—HThrEEETF AT |Model
R
VYT 2=y OV —2 DY T | Gl e
SerialNumber
X — YO E VX —vDi TR EKS ClHoneDevieCio Cessf
AddordntinsnAD@aTe=
“PartNumber”
System object ID AT N —EIZERT B Y A7 A | ClHoreDevieCio (ess'
+7 =7 kD, AddordnbmdnAD@ ae=
“sysObjectID”
VAT LFLaR BHRIRT S 2Dy AT K], | ClHomeDevieCio Chesy/
AddordfimenAD@rae=
“sysDescr”

YEDT 7— K I —7
AyE—VOEGDT £ —
VR, Z I ASRE
R

ZDT T— kI —FITH LT
DCLIa~y RBETEIND &, K
DT 4 —IV KPR IRENDGED
HoEJ,

Command output name

FITE 35 CLI =
< ROEME4
Hilo

rvt—vonz ||

/aml/Attachments/Attachment/Name

INR

TEYIFALRD
247, BEX

“inline”,

/aml/Attachments/Attachment@type

MIME % A 7

ik

L\j:‘ "text"\ "p].aj.rl"\
FATFF LS A
FARIAN I W/ER

/aml/Attachments/Attachment/
Data@encoding

mv Y RHT 2 b

HEIRIZFEIT SN
Hawr RO

/mml/attachments/attachment/atdata
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R 8 RHMHEZFHHANU b Ay t—

DIZEAINBE T —ILE

Call Home OB |

T—4EE (FL—VTFXXE
K U XML)

BB (TL—r TR B LT XML)

MML 24 (XML =11)

V=Y DON— R =T N—V g
Ve

VX —TDN— R T R—T g,

CallHome/Device/Cisco_Chassis/
HardwareVersion

A= R= AP 22— LDV T
hy =T RN—=T g

B ELXVLDOY T Ry X—=T g

CallHome/Device/Cisco_Chassis/
Additionallnformation/AD@name=
“SoftwareVersion”

5 9

e

D&% FRU D4 T

ARV Ao —T54RKT S,
D5 FRU D4 |,

EZ 38
s

CallHome/Device/Cisco_Chassis/
Cisco_Card/Model

2EDH S FRU DY TILEE

EEDEHAFRUDY Y T ILER,

CallHome/Device/Cisco_Chassis/
Cisco_Card/SerialNumber

AN

e

D& 5 FRU OHLGLZ =

AN

e

D& 5 FRU ORLGLFEE

CallHome/Device/Cisco_Chassis/
Cisco_Card/PartNumber

FRU 21z v k

AN Ay E=VZAERLTND
FRU D Z 1 v b &5,

CallHome/Device/Cisco_Chassis/
Cisco_Card/LocationWithinContainer

FRU/NN— R =7 N— g

D H D FRU DN— R 7 =7 _—

vay,

CallHome/Device/Cisco_Chassis/
Cisco_Card/HardwareVersion

FRUYZ7 hU =7 N—T g

=7 RN—=T g,

EEDH 5 FRU ETEIELTWE Y 7

CallHome/Device/Cisco_Chassis/
Cisco_Card/Softwareldentity/ VersionString

RIAVR—FRV P ARV AYE—SODEAT ALK

FT—ARIEH (FL—YFFX
H LUV XML)

BB (TL—rTHRXMELUVXML)

MML 245 (XML =17)

VX —VDN— Ry T N—
vayv

Y= DN— R T R—=T g

CallHome/Device/Cisco_Chassis/
HardwareVersion

A== RA P T 2 — DY
TR T RN—=T g

KELVDY T Ry T N—T g
N

CallHome/Device/Cisco_Chassis/
Additionallnformation/AD@name=
“SoftwareVersion”

FRU name AR AvE—V%FRT %, & | CallHome/Device/Cisco_Chassis/
B B % FRU D4 I, Cisco_Card/Model
FRU s/n FRU OV 7 VEE, CallHome/Device/Cisco_Chassis/
Cisco_Card/SerialNumber
FRU # L 3&= FRU D852 5 CallHome/Device/Cisco_Chassis/

Cisco_Card/PartNumber
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XML 22t <0 syslog 75— FiEsa sl ]

HELUXML)

T—2EE (FL—r THRL (5B (FL—rTFXFEEUXML) [MML4Z 5 (XML 72(+)

FRU 2@ v |k

FRU Dz ua v F&EE- CallHome/Device/Cisco_Chassis/
Cisco_Card/LocationWithinContainer

FRUN— R =7 "—Y 3> |[FRUDODN— R =7 R"—T g, CallHome/Device/Cisco_Chassis/

CiscoCard/Hardware Version

FRU Y7 h =7 R—Y a3 |FRU ETEELC\W5 Y 7 h =7 |CallHome/Device/Cisco_Chassis/

N—T g, Cisco_Card/Softwareldentity/ VersionString

XML 2= T®D syslog 7 5 — F B DI

WIZ, XML T syslog 7 7 — M#EEIOH Z R L E T,

<?xml version="1.0" encoding="UTF-8"?>

<soap-env:Envelope xmlns:soap-env="http://www.w3.0rg/2003/05/soap-envelope">
<soap-env:Header>

<aml-session:Session xmlns:aml-session="http://www.cisco.com/2004/01/aml-session"
soap-env:mustUnderstand="true"
soap-env:role="http://www.w3.0rg/2003/05/soap-envelope/role/next">
<aml-session:To>http://tools.cisco.com/neddce/services/DDCEService</aml-session:To>
<aml-session:Path>
<aml-session:Via>http://www.cisco.com/appliance/uri</aml-session:Via>
</aml-session:Path>
<aml-session:From>http://www.cisco.com/appliance/uri</aml-session:From>
<aml-session:MessageId>M8:9SINMSF22DW:51AEAC68</aml-session:Messageld>
</aml-session:Session>

</soap-env:Header>

<soap-env:Body>

<aml-block:Block xmlns:aml-block="http://www.cisco.com/2004/01/aml-block">
<aml-block:Header>
<aml-block:Type>http://www.cisco.com/2005/05/callhome/syslog</aml-block:Type>
<aml-block:CreationDate>2013-06-05 03:11:36 GMT+00:00</aml-block:CreationDate>
<aml-block:Builder>

<aml-block:Name>CSR1000v</aml-block:Name>
<aml-block:Version>2.0</aml-block:Version>

</aml-block:Builder>

<aml-block:BlockGroup>
<aml-block:GroupId>G9:9SINMSF22DW:51AEAC68</aml-block:GroupId>
<aml-block:Number>0</aml-block:Number>
<aml-block:IsLast>true</aml-block:IsLast>
<aml-block:IsPrimary>true</aml-block:IsPrimary>
<aml-block:WaitForPrimary>false</aml-block:WaitForPrimary>
</aml-block:BlockGroup>

<aml-block:Severity>2</aml-block:Severity>

</aml-block:Header>

<aml-block:Content>

<ch:CallHome xmlns:ch="http://www.cisco.com/2005/05/callhome" version="1.0">
<ch:EventTime>2013-06-05 03:11:36 GMT+00:00</ch:EventTime> <ch:MessageDescription>*Jun
5

03:11:36.041: $CLEAR-5-COUNTERS: Clear counter on all interfaces by
console</ch:MessageDescription> <ch:Event> <ch:Type>syslog</ch:Type>
<ch:SubType></ch:SubType> <ch:Brand>Cisco Systems</ch:Brand> <ch:Series>CSR1000v Cloud
Services Router</ch:Series> </ch:Event> <ch:CustomerData> <ch:UserData>
<ch:Email>weijuhual@cisco.com</ch:Email>

</ch:UserData>

<ch:ContractbData>
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<ch:CustomerId></ch:CustomerId>

<ch:SiteId></ch:SiteId>

<ch:ContractId></ch:ContractId>

<ch:DeviceId>CSR1000V@C@ISINMSF22DW</ch:DeviceId>

</ch:ContractData>

<ch:SystemInfo>

<ch:Name>giang-vm</ch:Name>

<ch:Contact></ch:Contact>

<ch:ContactEmail>weijuhua@cisco.com</ch:ContactEmail>

<ch:ContactPhoneNumber></ch:ContactPhoneNumber>

<ch:StreetAddress></ch:StreetAddress>

</ch:SystemInfo>

<ch:CCOID></ch:CCOID>

<ch:IdToken></ch:IdToken>

</ch:CustomerData>

<ch:Device>

<rme:Chassis xmlns:rme="http://www.cisco.com/rme/4.0">

<rme:Model>CSR1000V</rme:Model>

<rme:HardwareVersion></rme:HardwareVersion>

<rme:SerialNumber>9SINMSF22DW</rme:SerialNumber>

<rme:AdditionalInformation>

<rme:AD name="PartNumber" value="" />

<rme:AD name="SoftwareVersion" value="15.4(20130604:093915)" /> <rme:AD

name="SystemObjectId" value="1.3.6.1.4.1.9.1.1537" /> <rme:AD name="SystemDescription"

value="Cisco IOS Software, CSR1000V Software (X86_ 64 LINUX IOSD-ADVENTERPRISEK9-M),

Experimental Version 15.4(20130604:093915) [mcp_dev-giazhou-ultra ut 100] Copyright (c)
1986-2013 by Cisco Systems, Inc. Compiled Tue 04-Jun-13 02:39 by jsmith" /> <rme:AD

name="ServiceNumber" value="" />

<rme:AD name="ForwardAddress" value="" /> </rme:AdditionallInformation> </rme:Chassis>

</ch:Device> </ch:CallHome> </aml-block:Content> <aml-block:Attachments>

<aml-block:Attachment type="inline"> <aml-block:Name>show logging</aml-block:Name>

<aml-block:Data encoding="plain"> <![CDATA[show logging Syslog logging: enabled (0

messages dropped, 1 messages rate-limited, 0 flushes, 0 overruns, xml disabled, filtering

disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: level debugging, 391 messages logged, xml disabled,

filtering disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,

filtering disabled

Buffer logging: level debugging, 391 messages logged, xml disabled,

filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 56 message lines logged

Logging Source-Interface: VRF Name:

Log Buffer (4096 bytes):

*Jun 5 03:11:18.295: %SYS-5-CONFIG I: Configured from console by console

giang-vm#]]></aml-block:Data> </aml-block:Attachment> </aml-block:Attachments>

</aml-block:Block> </soap-env:Body> </soap-env:Envelope>

ZTDDSEER

Z DFETIX, Call Home HEREIZBIE T 25 EB &R 2A L £,
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BAEIRH 24 ML
CiscoIOSXE 2~ K [Cisco I0S Master Commands List,

All Releases.]

Smart Call Home ¥ —E AN BIR L7= A 2 531 X2 | [Smart Call Home User GuideJ
Web 7 7 B 23 2%k, EIoTHIZKI 2170,
VINEA LT 77— etk Txry NU—T 7]
AtEEm E L TESORMEX D HEETALET,

T RTCOEEBLOBFRICT 7 B 295 7= Cisco.com| [Cisco Smart Call Home site]
@ Smart Call Home O A b _X—3,

CiscolOSXE Y 7 b7 = 7 DABF— A 7 F A ~Z 7 | [CiscolOS XE Security Configuration

Fx (PKD) ERFERORIE Guide: Secure Connectivity,]
RE
T 24k
L

ZOWRETY R — P INOHHOBEEE T IIETINTEREIH Y A, Fo, |—
BEFEOEEOY R— FIEEISN T ER A,

MIB MB®')>Y

CISCO-CALLHOMEMIB | j#4R L /=77 » |7 5 — 4, CiscolOSXE V7 k¥ =7 U U =%,
BEOTZ 4 —F % £y hOMIB OBFHIERRZ LYV u— 15
IZ1%. k®D URL IZ& % Cisco MIB Locator Z i/ L &7,

http://www.cisco.com/go/mibs

RFC

RFC B4k
1%

Z OMERRIZ L VAR — b N2 RFC £7/2138ET RFCIEH Y £ A, F1220 |—
HEREIC L ABEME RFC OV R — MIEEIIH VY 5 A,
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BTLL] Link

2DV R— N Web A FTlE., & =ao |http://www.cisco.com/cisco/web/support/index.html
BT 7 /Il N T Ty a—
T U TICBENLTWEETH L1, v==a
TRV —=NZFLO LT HEERATA
)Y =AML TWET,

BHEWORGEOEX 2 U7 ¢ [HFHRSOHEMTE R
 ANFT 5722, Cisco Notification Service
(Field Notice 7> 7 7 2 &) | Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 7 4 — K72 EOKFEY — B A ITINA
TEET,

VAIADYR— s Web A FOY—NITT T
T 2T 5%, Cisco.com D—H ID BL
INA T — R SLEETT,

Call Home 289 5 #4RETR R

TIT R TdF =DV R—=FBIRNY 7 b 2T A A=V DOV R— MIETAERERRT D
21X, Cisco Feature Navigator Zf# ] L £, Cisco Feature Navigator Zfff3 25 &, ¥sED Y 7
N7 VY—R, TZ4—F ¥ By b EHETT7y b7+ —2% PR — 325 Cisco I0S
XEDY 7 b7 A A—V&EHBTXET, Cisco Feature Navigator (213,
http://www.cisco.com/go/ctn 7257 7 E A LE7, Ciscocom DT A7 MNILEH Y £/ A,

Y

GE)  TOMBEBHORIZIE, BED CiscolOSXE V7 My =T U U —RBECHEEDOEE L AR —
;42 CiscolOSXE Y 7 b7 =7 VU =R RmENTWET, FICHIZINTWARWER
D, CiscolOSXEY 7 b =7 U U —ABOHKEDY JV—RATH I OWEEL Y HR—FLET,

5% 10: Call Home |ZF89 #4815

HRe |V U—X PERETEHR
Call CiscoIOS XE Release | Call Home #FEI1Z. 7 VT A HNIRI AT A AR NEE A—
Home  |3.138 NEBLOWeb ETEAILET, A7y bV —E R JEH

DET A=/, ETIEXMLA— RO HBITT 7Y 41— 3
v E DB EREDT-DIC, SESERA vE—VOEK
PETEET,
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Cisco License Call Home #fEI%, S AaDIA B AL LT TARNT I F ¥ LBETHM A%
avy Rty Magfiid 22 LT, #iil T —XBEEITWV, YT hU 2T T4V AREA
VANV LUTHERFT D DICENDA VX2 T 0T 4 7 Ty T R LET, ZOEVa—
JLCIL, Cisco License Call Home g, 71 & A ¥ —_ I LW Cisco EXEC 2+ R H]
LCY 7 MO =T %2777 47T 570DEEL avy RIZOWTHHLET, v Aa 75
ARINDY T NI 2T 2T 7T 47T HE, ZOMOT IV r—ar V7 b7 ZffH
BPIC, VT b 2T EBEATEET,

o HEEtE O (105 ~—2)

» Cisco License Call Home DO RITESA (106 ~=—)

« Cisco License Call Home DO#lIFIEIE (106 ~<X—3)

» Cisco License Call Home O fF# (106 ~<—3°)

» Cisco License Call Home D% E 55 (107 ~<—2)

» Cisco License Call Home D% EH| (110 ~=2—3)

« TOMOBEEE (112 X—)

« Cisco License Call Home OERETSF#H (113 ~_X—°)

L | =
PEETREER D FERE
CHROY 7 2T VU —RATiE, ZOEFEYa— A THIENDET X TOBRENR Y R— K &
TS EIFRY £H A, ORI L OEEIZOWTIL,  [Bug Search Tool) 35X
CHHOT T b7 A —LBLOYY T 2T VI —ZADY J—R )= EBRLTLLES
VW, ZOFEYa— /LTl SN OHEREICET 1 #R. BLOKERELYR—FEhd) U —X
D—RIZHONWTIE, HREFHROELEZSZRL TIZE0,

TTy b7 A= LD R PRI RAT VT b 2T A A=V OV AR— MIET LW E
5% 51213, Cisco Feature Navigator Zfi § L £ 9", Cisco Feature Navigator |27 7 £ 23 % |Z
X, www.cisco.com/go/cin IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y FH A,
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Cisco License Call Home D |
. Cisco License Call Home D AR &4

Cisco License Call Home O FijiE &4

BT 2HNIC, Y RAADTA B AL LT TANT I F v NDT A AGEHELZRGT S
VENRDHY £,

cCCOz—YDusl Ay ThHT Ly NBLETT,

Cisco License Call Home D 4&l|#9E18

« TNA RFA U F—Fy MIHERETE, HTTPS 2 L C Cisco DT A B A A 75
ANTTF IR TEDMENDH Y ¥, X a7 HTTP Efiz v b7 v 7451
i%. [ Cisco I0S Network Management Configuration Guide) \Z% % THTTP 1.1 Web Server and
Client] DEZZH L TILEEV,

« Cisco License Call Home f§f % R — b+ 2D1%,. BHEDT T v b7+ —LbDHTT, =
NHDOTSA AL, CiscolOS crypto K9 4 A=V 2 FITL TV DAMERH D FT, 7T v
N7 #—2 PR — MZDOWTIE, [Cisco License Call Home O#EFETE R DEAEZSH L T
<TEEW,

Cisco License Call Home D&k

Cisco License CallHome 1 >3 —7 x4 X

Cisco License Call Home #REZ i LT, 223 FA 2T TF7 4 B ADAER, B, BLO
YR—=RNEITOITAIDTIA R AL VT TARNTI 7T X LWBETESL LT 7, Cisco
License Call Home #§8E(%, PRFESNT-A ¥ —F vy MERZHEH LTI A4 2 AFRETIS L
F9, ZOERETITRRa vy Ry NfHT5Z LT, BoML, 7T — Xk, BX
YT K NyxT T4 A%A VANV LU THERFT DDIZENADA L E T 7T 47 Ty
7 N DM AZITUVE T, Product Authorization Key (PAK) % A7 % & Cisco License Call
Home =~ > RAMEH U CRIEICIROIEEZITH) 2N TEET,

e TABAERA VAN NVERITT v T T L= T 5,

« TA U REEET D,

« TA B ADHIEEEZERT D,
T DK%, CiscoLicense Call Home BEREN ED L H IV A2 T4 BV ARy V2 K VAT A
WA E =T 2 A AT 50 2R L TVEYT, TORIIRESNTWLET =% 77 F¥I2XD,

License Call Home EXEC i< RZFEHA LTV R S4BV A AL VT TANT I F ¥ LilE
L. 94 B AEHEMELITZ ET,
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Cisco License Call Home D% E 55k .

7: Cisco License Call Home 1 >3 —2J =4 R

i
i

. :
License Call Home ; :
commands : i
i i

i

i

i

1

Licenze Call Home = |_alanss full] bnig _|tHTTPS |

R R T transpaort for XML
(TS ke requests and to create

SWIFT zezsions !

SWIFT tranzport to
Licen=ze Call Home

A

licenzing cperations |""

|

Lizcense administrative

operations — install,

revoke, provide DI

and device credential Davice

13ANHALNI

+ Licensing
: ¢ infrastructure

M E3

Cisco License Call Home #fEiZ. 7 7 A4 7 v MY =R EF LD I HITHEEL., KT 87
valiFvAan I AL AL LT TANT T v ~OMBI O E L TEITSILET, Cisco
License Call Home #§6E(X., Yoo 7 F 2 F R L CHLERFREZIEL TMDL, Y Aa0T714 k&
VAR T R LTI RAaDIA LA AL LT TARNT I F ¥ LktEELE T, Cisco
License Call Home EXEC =2~ > RIZFERZBAEL, v AaDTIA B AL LT TANT I F %
IS 21 U4, Cisco License Call Home 77— 7 7 F ¥ NIZHERRL SNz 7 rt X2 k-
T AVE =%y FEN LTI RaDIA B AL LT TARN T I F ¥ ICHEREL, By gy
EAERLT D 72O B /e URL Z 1T 2 WM OIENE I E T,

Cisco License Call Home D& E /5%

CiscolicenseCallHome #{EFRA L =51 ADA VA F—=ILEITZY
TJrh9xz707vTTL—F

FIEDOHEE
PAK Z AFL £,

enable
show license call-home pak pak-id
license call-home install pak pak-id

apwbd-=

show license feature
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F IR D

Cisco License Call Home D |

ARV RFEEETIVa Y

=)

ATYT1|PAK ZAFLET, PAK I, FfEDT T v v 74 —LHDT7 4 —F %
Yy NOMAEZEXRBIOBATS & XICfHE X
NET, PAKITZHEEORDVIZRDLBDT, 74
U ADRE T AD—#E LCERAESET,
AT 72 |enable ¥iME EXEC E— K& A x—7 Mz LE T,
f e NMATU—REANLET (FERINEHH) .
Device> enable
A7 7 3 | show license call-home pak pak-id fEfit 7z PAK THIJH AT HEZ: Stock Keeping Unit
Bl - (SKU) U A b LiffexzZon LET,
Device# show license call-home pak 3XPXR9E7D30
Z T 7 4 |license call-home install pak pak-id Cisco License Call Home &2 H L T A &L A
Bl EA VAR LET,
cavw Ko7 e o7 MOSELE T,
Device# license call-home install pak 3XPXR9E7D30
Z 5w 75 | show license feature FTAB A EHEDOY A NEFRRLET,

1

Device# show license feature

Cisco License Call Home Z#FRA L7514 ADBEHRX k

FIEDOHE

F IR D EFH

enable

show license detail

PwWDN=

license install stored-location-url

license call-home revoke udi target-udi output-of-rehosted-license-url

ARV RFERERTIVa Y

=)

ATy T

enable

1 -

Device> enable

¥i#E EXEC T— F& A 32— 7 M LFET,
e NRAU—KREANLET (FEREINEHE)

. CiscolOSXE16.10x YV 7 bz 7 7O TAR—2a VEREHA K



| Cisco License Call Home D&

Cisco License Call Home # M L =B ESh=51 L ADER .

AU RFERETIVa Y

B8

Z 5w = 2 |license call-home revoke udi target-udi V—=ABLIOHF =47y NUDIZERA LTI A& A
output-of-rehosted-license-url FROML. B LET, ¥—4y FOBEFF A
fil AR (UDD) #EHL T RAani 4y A A
YITARNT I FXITHAA N Ty hEEEL,
Device# license call-home revoke udi FNEITABLA T AIVIZERL T, IBEL-
AS54XM-AC-RPS:JAE0948QT6R -
flash:licensetargetudi.xml URL h-ﬁ%f?ijiﬁAo
cTurF IR EREZS, HARA NHOEKD
SKUZHER LT, HEIE U THE#RE AL
i—a—o
ATy 7 3 |show license detail TA VU ANIREINTZZ L AR L ET,
1
Device# show license detail
AT 7 4 | license install stored-location-url (B B LEIA B AR A A =L L E

7,
cTABUADERELT v 7T L— ROFEMIZD
WTIX, TCiscolOS Y 7 N =T T 7T 4 _—
Ta HREDORE] TV a—AEBRLTLE
S,

Cisco License Call Home Z{#FRH L -BEX{ESN=-5731 > ADER

FIRDOHE

F IR D

1. enable

2. license call-home resend dest-lic-location

3. license install stored-location-url

ARV RFEEETIVa Y

S]]

&M

enable

1

Device> enable

¥i#E EXEC £— R& A x—7 /I LET,
. /\OX ]75_‘ F%]\jj L/SET (gﬁéﬂfz%/ﬁ\) o

ATvT2

license call-home resend dest-lic-location

1

DT NAAVRHETLHTXTOTA o ATt
L. HELESGITCEN S ZRFLET,
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ARV RFERETIVa Y

B8

Device# license call-home resend
flash:licenseresend.lic

ATvT3

license install stored-location-url

B BMYELEIFA B RAEAL A M—LLE
KR
s TAVADEEELET v 7T L— ROFEMIZD
WTIX, TCiscolOS Y 7 N =T T 7T 4 _—
g VEBREDERE] BV a— L EABRL TS
W,

Cisco License Call Home 0% &5l

5] : CiscolicenseCallHome = L =514t ADA VX F—ILFET=
XV bz T7OT7YvITIL—FK

KRIZ, Cisco License Call Home #8E% 5 H L T, license license call-home install pak =~ > R C
TARAZA VA N=NTDHHEEZRLET, Z0Oa~vy NIZLoT, BAFHRO AT ZK
WH7a T MHFRRINET, show license feature 2~ > NiL, £ > A b — /L ORI

SNET,

Device# license call-home install pak 3XPXR9E7D30

CCO User name: Userl
CCO password :
Pak Number
Pak Fulfillment type:
1. SKU Name
SKU Type
Description
Ordered Qty
Available Qty
Feature List

Feature name:
Platform Supported :

e e ke ke ke ke ke ok
: 3XPXROE7D30

: Gatekeeper
: Product

: Gatekeeper
1

1

gatekeeper Count: Uncounted
N/A
5400
5350
2800
3800

Do you want to install the above listed SKU(s)? [yes/no]l: yes
Please enter the user's detail:

First Name
Last Name
Title :
Company Name
Addressl
Address2 [Optional]:
City : Milpitas

State : CA
Province

: Last-name

[Optionall]:

: First-name

Software Engineer
: Cisco Systems
: 510 McCarthy Blvd.
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95134
UsAa
408 526-4000
Fax [Optionall]:
Email Userl@cisco.com
Installing...Feature:gatekeeper..

Zipcode
Country
Phone

Device# show license feature
Feature name
gsmamrnb-codec-pack
Device#

yes

Enforcement Evaluation

{5l : Cisco License Call Home ZFA L5141 > RDHBHRX b .

.Successful

Enabled
no

Subscription

yes no

{51 : Cisco License Call Home Z#FRA L =51 > XADBHRRX k

Wiz, Y—ABIONZ—% v k@ UDI Zf#fi i L T license call-home revoke udi =~ > K T7 A
TUADRYH LB L OEEEZITY HiEEZRLET, Z0a~vy Rick-T, HAEFHRO AT
BROLHTa T ML FERENET, showlicensedetail =~ > NiX, 714 B ANEEINT-

L EMERT DIDIERINET,

Device# license call-home revoke udi AS54XM-AC-RPS:JAE0948QT6R flash:licensetargetudi.xml

Userl
*hkkkkkkkkkkkx

CCO User name:
CCO password
Retrieving the sku from swift

1. SKU Name Gatekeeper
SKU Type Product
Description :
Ordered Qty : 1
Available Qty : 1
Feature List
Feature name: gatekeeper Count: Uncounted
Platform Supported N/A
5400
5350
2800
3800
3. SKU Name Gatekeeper
SKU Type Product
Description :
Ordered Qty : 1
Available Qty : 1
Feature List
Feature name: gatekeeper Count: Uncounted
Platform Supported N/A
5400
5350
2800
3800
4. SKU Name GSMAMRNB
SKU Type Product
Description Transfer this feature set
Ordered Qty : 1
Available Qty : 1
Feature List
Feature name: gsmamrnb-codec-pac Count: Uncounted
Platform Supported 5400
5350
5. All of the above
Please select the sku number you want to revoke : 4

Retrieving the permission ticket from swift
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. f3 : Cisco License Call Home Z{EA L -BREEIN51 LV ADEK

Installing permission ticket and retrieving rehost ticket........ Done

Device# show license detail
Index: 1 Feature: gsmamrnb-codec-pack Version: 1.0
License Type: Evaluation
License State: Active, Not in Use, EULA accepted
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days
Lock type: Non Node locked
Vendor info
License Addition: Additive
License Generation version 135266304
License Priority: Low
Store Index: O
Store Name: Evaluation License Storage

5] : CiscolicenseCallHome Z{#FH L -BEEIN=-Z1 o ADEXK

&IZ. license call-homeresend =~ REHEH LT, ZDT A ADRFFATLHTITDTA &
VAR L, BELEGINICENS BRFET D HEERLET,

Device# license call-home resend flash:licenseresend.lic
CCO User name: Userl

CCcO password : kkkkkkkkkkkk

Email Address: Userl@cisco.com

Getting Licenses from SWIFT ..........

Saving it to flash:licenseresend.lic..... Done
SEEE
DMDZS
BEhERE T=aTFILEA L
Cisco License Manager 7 7'V 7r—3 a3 [ User Guide for Cisco License Manager

VT NI =T DT IT 4 — =3 OEE | [Cisco I0S Software Activation Conceptual
B AR Overviewl] £ = —/L

VT KNI =T TIT 4= 7 a~v K| [Sofiware Activation Command Reference]

CiscoI0OS =< K [ Master Commands List, All Releases]
Integrated Services Routers 7 4 & >/ A ['Software Activation on Cisco Integrated Services
Routers]
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

| Cisco License Call Home D&

SRADTY ZAHI YR—F

Cisco License Call Home D #%#E1E$R .

A

Link

HFEDODURLIZTZEBALT, YAaDT7 7=
FNHR— N2 HRBIIEH LT 7EE 0,
INHEDYY—R L, YT MU =T AR
F—LLCRRELEZD, Y AaDf LT 7
Ja Y —IlET A EMNREEE R L2 7
H7DIEH LT EEN, 2O Web A b
FoYy =T 7 AT BRI, Cisco.com D

http://www.cisco.com/cisco/web/support/index.html

274 IDBLORNAT — RRLETT,

Cisco License Call Home O #48E1E 3R

WDOFRIZ, ZOFY2— /LTt B LIEEICBET 2 ) U —XEHRE R LET, ZOFKIT, V7
o7 VU —RA LA U TEEREOYR—FREAINTZLEEDOY T T VY —R7Z
TERLTWET, ZOMEERIT. £l BARWEY . ZRLIBEO—EDOY 7 h =7 J Y —

ATbHAR—FShET,

TT Y R — DY R —FBLOVRT VT U =T A A—=VOHR— MIETLHE®REY
57 511X, Cisco Feature Navigator Z{# ] L £, Cisco Feature Navigator |27 7 £ 2§ 5|2
1L, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 772 MILEH Y EH A,

5= 11: Cisco License Call Home D14 EETE%R

Release 3.3SG

Haes J1)—=x BERETRR
Cisco 12.4(15)XZ Cisco License Call Home #§8E(1%X, v A2 T4 A A7
License Call 12.4(20)T TANTZ 7 Fy L@Edomha~r Ky ot
Home S 11)SG B LT, Bt L T —HEEEEIT, YT R =T TA
A L AEA YA R LT B OIS A 2 X T T 4
Cisco IOS XE

7 77 M EEELET,

12.4(15) XZ TlE, = OFEREIL. Cisco AS5300, AS5350,
AS5400, AS5400HPX. AS5350XM 35 L UYAS5400XM, 2800,
2851, 2821, 2811, 3800, 3825, F:3LUN3845 7T & k74—
LATEHASINE LT,

ZOBBRICEYD, ROavr RPREAFEIIEEINEL
72, license call-home install, license call-home resend. license
call-home revoke, license call-home url, show license
call-home,
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5 2

AI— b+ S RDRE

VAA A= VTR T TABUVAZ, BILWEKRTIA B AGAT, 20Tk
AEMHATHZET, YRAapy 7 by =T EEA, A B, BLOEHTEET, A
~—hIA B RAEFEHTDH L, ERDT A & o 2 FRUITHELE LT HERR AT B D FERE 4 B Y [ <
ZENTEET, Av—h T4 BRI, VA0 - HRIEIZMITIEEERAT v 7 THH Y
FT, AL, TOMEEIZE Y PAK R—ADTA B A ETFANLRATXA7-DTT,

A= TA RV RAEFERTDE, TARERE, 777 4716, BLOBEETEET, 2
DL E. Web¥ A FMIBEI L., PAK (RLZEIES—) A L TR 2L 108417 9 LB T
HVFEFA, PAKETFIZTABL A 77 AN EHHTARDVIZ, Av— K YT YT 5
A AT, FHPOAEL SN HFIETSHAEERTHEATE LY 7 b =T 7482 F
TIx= 2 A MA LV NDOT =NV ERELET, 74V A =L, BHFFA (RMA) T
FRIMERI T, 2L, 77— 2o T, T4 BV AEZHARRA NTALENRLSBRD7OHT
7

VAARAT— K VT T A ARBEEBAEILT v T L— KT A5E. BRAIC
Aw—NT AUy NeERTAMERHY £, ZHEFTHITIE, Cisco Smart Software Manager
(CSSM) R—HFN~DT 7 2 AMEERGT HLERHY £3, CSSM =M LT, (KETH
T REMEIND IN—T (TA B AL A LV AZ U ADERIK) TTA B AEEHE
FOFRLET, T IO MEERTH L, SHAERICBHIN TV 71 B R & fHH
MOREICETE T,

EHIT, BEK BEKOBBRLI A= — BLOY 223, "—Fv=7, Y7 U=
T = HA VAN BEUOY—E R % Cisco Smart Software Manager f > 7 —7 = A A%
AL THERE TE £,

KDY X T, CSSM AR—Z VA L THEITTE 2 EREE2 R LE T,
AT T b AER BB ETIEFERRT D,
c BT A U RE U ADRGR N — 7 RS LOE T S,
cN—F X THY L NAEFLILTRERTIA B AR TIA B AZERIET D,
UG A U AZ L AZE, HIBR, F2EIRTAT D,
HET I MIBET S VAR — FEFETT D,

BT A—NVIEHOREZEET D,
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Z¥—k 51t 20HEE |

T DY MERERERTT D,
Aw—h T4 B AIZKY, EERN LB T 7—, EBERRTIA R AT Ty N T4 — A,
BIXOFH LB AERILS N, 22— =7 2 =203\ ELET,
HiR—brEhBdTS5y b+ —L
CiscoIOSXE 16.10.1alX. T X TCON—FT 4 7 T NI+ —LTAY— K T B ADH
YR—=FTDEIDV ) —ATT, LFIE, 2OV —ATAY—F T B AEZYHR— T
HTTy NI F—D—ETT,

+ T TOD ASRI000 vV —AFEELB I PNEY 2T I v b7+ —A4

¢ T _TOISR4000 > U — X jL—~&

« CSR1000v 36 L TN ISR /L—#

A=~ TA B RAZFEL L OEHT 5 HIEICOWTIL,  [Smart Licensing Quick Start Guide
for Access and Edge Routers]] 74 FZZHL T 7Z 30,
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