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L. AV F—Tx2AADIPT RVA, = UxA, RALY RX—L VAT (DNS) ¥—
NOIPT RLVAET—FA Ty 7 LT, FAR VL2 LET, RIZT A A

HTTP/TFTP % — 3D IP 7 R L A &£ 721X URL ZHifF L, HTTP/TFTP H— 3057 /34 A &4
%9 % Python A7 U b e X orm—RLET,

FA N = UE, Python 227 U 7 NEFETTLHIODOREARIELES, S AN = id,
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JLT, ary74¥alb—aryZ7yAza—RNLET, FHMICOVWTIL,  [Using Autolnstall

and Setup] ZZML T 7Z3 0,

TRy FITAEDIZUT DD DHCP H—/\DERTE

YrnZyF7reya=r /T, Va7 ENSH LT A ALRLR Y FU—
27 CDHCP h—RZFETTHMERHVET, Ern Xy F Treva=r i, BHAR—
MeA N RAR— RO G THR—FSNET,

BLWT AL ZREF AT B E ZTOF /31 AL, Python A7 U 7 k™ E(ET S HTTP/TFTP
P—= RO IP 7 N L A{f#H & Python 227 V7 SO 7 4 )V /X2 % DHCP — "0 L HUG L &
9, Python A7 U 7 F OFEMIZOWTIL,  [Python APl 3 X O [Python CLI € ¥ =—/L| @
KEESBRLTITZS N,

DHCP H— %, kDA 7> 3 > TDHCP HithA X MIS&E L £,

AT ar 150 ((EE) BHry hU—2 LD, FETENDHPython A7 V7 hEKRA K
LTCW5 HTTP/TFTP —_Z4ETIP 7 RL AO—ENEGENET,

« F7 267 HTTP/TFTP #— X LD Python A7 ) F v D7 7 A L NARGENET,
INHDODHCP A7 a v &a%ZETHE. 773 AiX, HTTP/TFTP % — /M ZHEE L T Python

A7 VT b yra—RLET, ZORRT, 73 AXHTTP/TFTP Y — NZEIE#ET 51—
h&Fi=72\ =, DHCP r— N Lo TIREEEN AT 740 oL — b EERA L E T,

DHCPv6 O HK— k

Cisco I0S XE Fuji 16.9.1 CiZ. Dynamic Host Control Protocol /N\—3" = > 6 (DHCPv6) DY R—

EMRErZ v F TRy a = JHEREICEMEILE Lz, DHCPV6IXT 7 4V h THMIZ /2>
TEY, AF—= Ty ar74Xalb—vayRLTT— 23T _RTOT /A XA THRE
£,

)

((3£)  DHCPv6 I Catalyst 9300 33 £ 189500 2 U — R A A v FCTOLPHE— SR ET,

DHCPv6 (X, Python A7 U 7~ ® TFTP & HTTP Ol DX 7 — RiZ L > THHR—F&h
TWEJ, Python 227 V7 h®HTTP £721Z TFTP DX 7 v — RBNKK LIZHA, T340 A
IEBAAAEE . GRER LOAREE) 2K Y 9, DHCPv4 & DHCPv6 D[fj J5 BAERE T 2 7= D121,
IELVWHTTP 7 7 A /L 7S A723 DHCP R ECTHEHTZ 20 E R H Y 7,

FIUA v E—TxARTIPV4 & IPV6 D FDT RLABHAH), 713 Ry NU—ZHIZ2
ODDEIGBDBA =T 2 A ANBDHZENEZONET, DFED, —FHIEXIPvE v T 7 4 v
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to4y7 7aeva=viotEs [

EZETE, MAFILIPV6 b T 7 4 v 7 B TE£9, BABREE CIXDHCPv4 % 7213 DHCPv6
F T arONITNOEFEHATLHIZEEBEOLET,

&IZ. DHCPv4: /etc/dhep/dhepd.conf DF % 7~ L &7,

host <hostname> {
hardware ethernet XX :xXX:XX:!XX:!XX:XX;
option dhcp-client-identifier "xXXXXXXXXXXXXXX";
option host-name "<hostname>".
option log-servers X.X.X.X;
fixed-address x.x.x.x;
if option vendor-class-identifier = "..." {

" "

option vendor-class-identifier "...";

if exists user-class and option user-class = "iPXE" ({
filename "http://x.x.x.x/../<image>";
} else {

filename "http://x.x.x.x/../<script-name>";

}
}
%Iz, ISC DHCPv6 ¥ — DR EF &~ LE T,

option dhcp6.bootfile-url "http://[2001:DB8::21]/sample day0 script.py";

TR yF TOEYa=2 T OERY

TFIP aE—ZFEAL TOEER— FZHIT5 DHCP H—/\F&RE DA

WIT, TNA ZADBEPR— MEE TR SN TWAEAIZ TETP 2 v —2{# H L T4T 9 DHCP
P NEREDOHIERLET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp excluded-address vrf Mgmt-vrf 10.1.1.1 10.1.1.10
Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python dir/python_script.py
Device (config-dhcp) # exit

Device (config)# interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address

Device (config-if)# end

HTTP S E—ZFA L TOEER— MZHIT 5 DHCP H—/\EZE D1l

D/t I, TN ZAOFEHAR— MEH TEHR SN TWAEAICHTTP 2 B —% A L TfT
9 DHCP % — "G EDH &R L E T,
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Device> enable

Device# configure terminal

Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://198.51.100.1:8000/sample_python 2.py
Device (config-dhcp) # end

TFIPOE—Z2EALEA I\ KAR— FTOY > TILDHCP H—/\#E

54

HTTPOE—Z#ERALz4 2/ Y FR— FTOY > T)LDHCP H—/\18

53

KIZRT DL, T ADA N RR— MERTERSNTODHE D, TFTP 2 & — 2 fff
i L7297 /L DHCP ¥ — ik T4,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python_dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address
Device (config-if)# end

WIZRT DX, T ADA 30 R AR— MR TR SN TWDHE5E50, HTTP =
v — & L7 7L DHCP Y — R T,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://192.0.2.1:8000/sample python 2.py
Device (config-dhcp) # end
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Linux Ubuntu /34 X L TDH > 7 JL DHCP H—/\DERK

@ DHCP % — SRR, F— BTN, ZOEBR— FERIFA N R FE—FDEL
SRS TWD Z & & Python A7 U7 KA TFTP h— "\ babt—3hb Z &R L
TWET,

root@ubuntu-server:/etc/dhcp# more dhcpd.conf

subnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.2 10.1.1.255;

host 3850 {
fixed-address 10.1.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name !<opt 67> " /python dir/python script.py";

option tftp-server-name !<opt 150> "203.0.113.254";

WROY 7V DHCP#RKIL, Python 227 U 7 RAWHTTP — b7 34 XZabv—3hb 2
EERLTVET,

Day0 with mgmt port http
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.2 192.168.1.255;

host C2-3850 {

fixed-address 192.168.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name "http://192.168.1.46/sample python 2.py";

DHCPH— SPRFEITIRREIZ A~ 726, BHR Y NI 8T A A& EELET, ik
DRERR DO OERS T BB EI TSN E T,

TFIP O E—%#{E A9 5 EER— kT DHCPv6 H—/\E5%5E D5l

WIZ, T8 ZADEHR— MEHE TR SN TWAEAIZ TFTP 2 ¥ —%#H L TfT
9 DHCPv6 H— \EREDHIZ R L ET,

Device> enable

Device# configure terminal

Device (config)# ipvé dhcp pool ztp

Device (config-dhcpv6) # address prefix 2001:DB8::1/64

Device (config-dhcpv6) # domain-name cisco.com

Device (config-dhcpvé) # bootfile-url tftp://[2001:db8::46]/sample_day0_script.py
Device (config-dhcpv6) # exit

Device (config) # interface vlan 20

Device (config-if)# ipvé dhcp server ztp

Device (config-if)# end
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SO Python 7OES 3 =Z2H X9 )Tk

WIRT DX, HTTP — NE 721X TFTP H— "W N B T & 54 > 7 /L Python A
7 )7 hTY,

print "\n\n *** Sample ZTP DayO Python Script *** \n\n"

# Importing cli module
import cli

print "\n\n *** Executing show platform *** \n\n"
cli command = "show platform"
cli.executep(cli command)

print "\n\n *** Executing show version *** \n\n"
cli command = "show version"
cli.executep(cli command)

print "\n\n *** Configuring a Loopback Interface *** \n\n"
cli.configurep(["interface loop 100", "ip address 10.10.10.10 255.255.255.255", "end"])

print "\n\n *** Executing show ip interface brief *** \n\n"
cli_command = "sh ip int brief"
cli.executep(cli command)

print "\n\n *** ZTP Day0 Python Script Execution Complete *** \n\n"

Cisco 4000 > ') — X H—ER#HEEIL—42DEFHOY

RO ZyF Frbya=rr7O7—hk v rTiE, FA N Yz VREFRIZAEZI .,
Python A7 V7 "N F Ak =Ll T ran— K&, AN vz AnFyran—RLT-
Python A7 V7 b2 FITLTTNA AT A ERICHELTWNDZ EARINTHNET,

% failed to initialize nvram

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero work flow is
going to start.>

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.
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cisco ISR4451-X/K9 (2RU) processor with 7941237K/6147K bytes of memory.
Processor board ID FJC1950D091

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

16777216K bytes of physical memory.

7341807K bytes of flash memory at bootflash:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

--—- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/nol: %
!1<DO NOT TOUCH. This is Zero-Touch Provisioning>>

Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***
*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief ***

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 unassigned YES unset down down
GigabitEthernet0/0/3 192.168.1.246 YES DHCP up up
GigabitEthernetO 192.168.1.246 YES DHCP up up
Loopbackl00 10.10.10.10 YES TFTP up up

**% ZTP Day0O Python Script Execution Complete ***

Press RETURN to get started!

TA e Fueva=mr R TTLHE, 10S TR SR 7B ARRRICRD £7,
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WDOE7 v a TR, ¥uXyFroneya=rr7oE#n /oY 7reiorLEd, 20
Eou 7 ik, ANV ABRIEFBIZHEDNI SN, Python A7 U7 ERF A Ny = WZH D
rva— RS, FAMYzARE 7 — R L7z Python A7 U7 haFITLTT NN, A%T
ABRICEELTWVD Z LRI TWVET,

o

Checking backup nvram
No config present. Using default config

o

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero
work flow is

going to start.>

Cisco 10S XE Everest 16.6.x A 5 Cisco 10S XE Fuji 16.8.x ~
ZOkvrvar TR py A7 VT N EFATT LHEIOEE 2 7OV I ERRLET,

Press RETURN to get started!

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*** Sample ZTP DayO Python Script ***

**x 7ZTP DayO Python Script Execution Complete ***

Ok varTiE, TAEBrT oY a = THICT AN, RERET HHEE R LET,
Initializing Hardware...

System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Compiled Thu 02/20/2020 23:47:51.50 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48UXM platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 0

boot: attempting to boot from [flash:cat9k iosxe.16.06.05.SPA.bin]

boot: reading file cat9k iosxe.16.06.05.SPA.bin

FEH A R R R
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Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.6.5, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

Checking backup nvram
No config present. Using default config

3
g
3
g

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
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11264000K bytes of Flash at flash:.
OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM
System Serial Number : FCW2144L045

$INIT: waited 0 seconds for NVRAM to be available

SETUP: new interface Vlanl placed in "shutdown" state

Press RETURN to get started!

*Sep 4 20:35:07.330: %SMART_LIC-6-AGENT READY: Smart Agent for Licensing is initialized
*Sep 4 20:35:07.493: %IOSXE_RP _NV-3-NV_ACCESS_FAIL: Initial read of NVRAM contents
failed

*Sep 4 20:35:07.551: %IOSXE_RP_NV-3-BACKUP_NV_ACCESS FAIL: Initial read of backup NVRAM
contents failed

*Sep 4 20:35:10.932: dev_pluggable optics_selftest attribute table internally inconsistent

@ 0x1D4

*Sep 4 20:35:13.406: SCRYPTO-4-AUDITWARN: Encryption audit check could not be performed
*Sep 4 20:35:13.480: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Sep 4 20:35:13.715: $LINK-3-UPDOWN: Interface Lsmpil8/3, changed state to up

*Sep 4 20:35:13.724: SLINK-3-UPDOWN: Interface EOBC18/1, changed state to up

*Sep 4 20:35:13.724: SLINEPROTO-5-UPDOWN: Line protocol on Interface LI-NullO, changed

state to up
*Sep 4 20:35:13.724: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to

down

*Sep 4 20:35:13.725: SLINK-3-UPDOWN: Interface LIIN18/2, changed state to up

*Sep 4 20:35:13.749: WCM-PKI-SHIM: buffer allocation failed for SUDI support check
*Sep 4 20:35:13.749: PKI/SSL unable to send Sudi support to WCM

*Sep 4 20:35:14.622: $IOSXE_MGMTVRF-6-CREATE SUCCESS INFO: Management vrf Mgmt-vrf

created with ID 1,
ipv4 table-id 0x1l, ipv6 table-id 0x1E000001
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 1 on Switch 1 is nocable
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 2 on Switch 1 is down
*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack
port 2 on Switch 1 is nocable
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0O/0: stack mgr: Switch 1 has
been added to the stack.
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 RO/0: stack mgr: Switch 1 has
been added to the stack.
*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 RO/0: stack mgr: Switch 1 has
been added to the stack.
*Sep 4 20:34:42.022: $STACKMGR-6-ACTIVE ELECTED: Switch 1 R0/0: stack mgr: Switch 1
has been elected ACTIVE.
*Sep 4 20:35:14.728: SLINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpil8/3, changed
state to up
*Sep 4 20:35:14.728: SLINEPROTO-5-UPDOWN: Line protocol on Interface EOBC18/1, changed
state to up
*Sep 4 20:35:15.506: %HMANRP-6-HMAN TOS CHANNEL INFO: HMAN-IOS channel event for switch
1: EMP_RELAY: Channel UP!
*Sep 4 20:35:15.510: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to down
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*Sep 4 20:35:34.501: SLINK-5-CHANGED: Interface Vlanl, changed state to administratively
down

*Sep 4 20:35:34.717: $SYS-5-RESTART: System restarted --

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

*Sep 4 20:35:34.796: $LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to up
*Sep 4 20:35:35.266: $SYS-6-BOOTTIME: Time taken to reboot after reload = 283 seconds
*Sep 4 20:35:35.796: $SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/1, changed state to

down

*Sep 4 20:35:36.607: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/2, changed state to

down

*Sep 4 20:35:36.607: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/3, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/4, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/3, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/4, changed state
to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/5, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/6, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/7, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/8, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:37.607: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/1,
changed state to down

*Sep 4 20:35:37.608: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/2,
changed state to down

*Sep 4 20:35:37.608: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/3,
changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/4,
changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/1, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/2, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/3, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/4, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/5, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/6, changed state to down

*Sep 4 20:35:43.511: AUTOINSTALL: Obtain tftp server address (opt 150) 159.14.27.2
*Sep 4 20:35:43.511: PNPA: Setting autoinstall complete to true for 159.14.27.2

*Sep 4 20:35:57.673: SPLATFORM PM-6-FRULINK INSERTED: 8x10G uplink module inserted in
the switch 1 slot 1
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*Sep 4 20:36:19.562: [IOX DEBUG] Guestshell start API is being invoked

*Sep 4 20:36:19.562: [IOX DEBUG] provided idb is mgmt interface

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up guestshell to use mgmt-intf

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up chasfs for iox related activity

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up for iox pre-clean activity if needed
*Sep 4 20:36:19.562: [IOX DEBUG] Waiting for iox pre-clean setup to take affect

*Sep 4 20:36:19.562: [IOX DEBUG] Waited for 1 sec(s) for iox pre-clean setup to take
affect

*Sep 4 20:36:19.562: [IOX DEBUG] Auto-configuring iox feature
*Sep 4 20:36:19.563: [IOX DEBUG] Waiting for CAF and ioxman to be up, in that order

*Sep 4 20:36:20.076: $SUICFGEXP-6-SERVER NOTIFIED START: Switch 1 R0/0: psd: Server iox
has been notified to start
*Sep 4 20:36:23.564: [IOX DEBUG] Waiting for another 5 secs

*Sep 4 20:36:28.564: [IOX DEBUG] Waiting for another 5 secs
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:33.564: [IOX DEBUG] Waiting for another 5 secs
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:34.564: [IOX DEBUG] Waited for 16 sec(s) for CAF and ioxman to come up

*Sep 4 20:36:34.564: [IOX DEBUG] Validating if CAF and ioxman are running

*Sep 4 20:36:34.564: [IOX DEBUG] CAF and ioxman are up and running

*Sep 4 20:36:34.564: [IOX DEBUG] Building the simple mgmt-intf enable command string

*Sep 4 20:36:34.564: [IOX DEBUG] Enable command is: request platform software iox-manager
app-hosting guestshell enable

*Sep 4 20:36:34.564: [IOX DEBUG] Issuing guestshell enable command and waiting for it
to be up

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:38.578: [IOX DEBUG] Waiting for another 5 secs
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:39.416: SLINK-3-UPDOWN: Interface TenGigabitEthernetl/0/48, changed state
to up

*Sep 4 20:36:40.416: SLINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl1/0/48,

changed state to upThe process for the command is not responding or is otherwise

unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:43.586: [IOX DEBUG] Waiting for another 5 secs
Guestshell enabled successfully

*Sep 4 20:37:45.321: [IOX DEBUG] Checking for guestshell mount path
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*Sep 4 20:37:45.321: [IOX DEBUG] Validating if guestshell is ready for use

*Se 4 20:37:45.321: [IOX DEBUG] Guestshell enabled successfull
P y

*** Sample ZTP Day0O Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.
1 62 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.6.5

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State
*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.06.05

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 4 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.06.05.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
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export@cisco.com.
Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Permanent network-advantage

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.
Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06

Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM

System Serial Number : FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 62 C9300-48UXM 16.6.5 CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset administratively down down
GigabitEthernet0/0 10.127.128.3 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
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Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
Tel/0/37 unassigned YES unset down down
Tel/0/38 unassigned YES unset down down
Tel/0/39 unassigned YES unset down down
Tel/0/40 unassigned YES unset down down
Tel/0/41 unassigned YES unset down down
Tel/0/42 unassigned YES unset down down
Tel/0/43 unassigned YES unset down down
Tel/0/44 unassigned YES unset down down
Tel/0/45 unassigned YES unset down down
Tel/0/46 unassigned YES unset down down
Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up

GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down
Tel/1l/2 unassigned YES unset down down
Tel/1/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Tel/1/5 unassigned YES unset down down
Tel/1l/6 unassigned YES unset down down
Tel/1/7 unassigned YES unset down down
Tel/1/8 unassigned YES unset down down
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco
Line 2 SUCCESS: ip domain name domain

Line 3 SUCCESS: line vty 0 15

Line 4 SUCCESS: login local

Line 5 SUCCESS: transport input all

Line 6 SUCCESS: end

*** ZTP DayO Python Script Execution Complete ***
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--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: The process for the
command is not

responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

ZOEBIZIarTiE, TAPeu e a = STHICTF AL ARBRET A HEARLET,

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE") , AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement

(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.
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You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration

of the applicable license term

(e.g.,

90-day trial period).

Cisco reserves

the right to terminate any such Software feature electronically or by any

other means available. While Cisco may provide alerts,

it is your sole

responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the

Software feature.

Checking backup nvram
No config present.

o0 oo

FIPS:
cisco C9300-48UXM

Flash Key Check :
(X86)

Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

Key Not Found,

8388608K bytes of physical memory.
1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

Using default config

FIPS Mode Not Enabled
processor with 1419044K/6147K bytes of memory.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM
System Serial Number : FCW2144L045
SINIT: waited 0 seconds for NVRAM to be available

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog?

command is not

responding or is otherwise
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or
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or
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otherwise
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otherwise
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otherwise
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otherwise
otherwise
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otherwise
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[yes/no]:

unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
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command
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command
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guestshell installed successfully

Current state is:

DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED
guestshell started successfully
Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total:

0

responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding

*** Sample ZTP DayO Python Script ***

*** Executing show platform

Switch Ports

1 64

Model

C9300-48UXM

Switch/Stack Mac Address :

* Kk Kk

ecld.8b0a.6800

or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or

Serial No.

FCW2144L045

is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is

otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise
otherwise

ecld.8b0a.6800

- Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready
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*** Executing show version ***

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2019 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 5 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.09.04.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1419044K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
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Motherboard Revision Number : A0

Model Number C9300-48UXM

System Serial Number FCW2144L045

Switch Ports Model SW Version SW Image

* 1 64 C9300-48UXM 16.9.4 CAT9K_IOSXE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255

Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Jaeva=vy |

Mode

BUNDLE

Any interface listed with OK? value "NO" does not have a valid configuration

Interface
Vlanl
GigabitEthernet0/0
Twl/0/1
Twl/0/2
Twl/0/3
Twl/0/4
Twl/0/5
Twl/0/6
Twl/0/7
Twl/0/8
Twl/0/9
Twl/0/10
Twl/0/11
Twl/0/12
Twl/0/13
Twl/0/14
Twl/0/15
Twl/0/16
Twl/0/17
Twl/0/18
Twl/0/19
Twl/0/20
Twl/0/21
Twl/0/22
Twl/0/23
Twl/0/24
Twl/0/25
Twl/0/26
Twl/0/27
Twl/0/28
Twl/0/29
Twl/0/30
Twl/0/31
Twl/0/32
Twl/0/33
Twl/0/34
Twl/0/35
Twl/0/36
Tel/0/37
Tel/0/38
Tel/0/39
Tel/0/40

IP-Address OK? Method Status
unassigned NO unset up
10.127.128.5 YES DHCP up
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
unassigned YES unset down
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down
down
down
down
down
down
down
down
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Tel/0/41 unassigned YES unset down down
Tel/0/42 unassigned YES unset down down
Tel/0/43 unassigned YES unset down down
Tel/0/44 unassigned YES unset down down
Tel/0/45 unassigned YES unset down down
Tel/0/46 unassigned YES unset down down
Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up

GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down
Tel/1l/2 unassigned YES unset down down
Tel/1/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Tel/1/5 unassigned YES unset down down
Tel/1l/6 unassigned YES unset down down
Tel/1/7 unassigned YES unset down down
Tel/1/8 unassigned YES unset down down
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
TwentyFiveGigEl/1/1 unassigned YES unset down down
TwentyFiveGigEl/1/2 unassigned YES unset down down
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco
**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password
type
Line SUCCESS: ip domain name domain

2
Line 3 SUCCESS: line vty 0 15
Line 4 SUCCESS: login local
Line 5 SUCCESS: transport input all
Line 6 SUCCESS: end

*** ZTP DayO Python Script Execution Complete ***

Press RETURN to get started!

oAy F JAED 3= DHEEFR

WORIZ, ZOFY 2 — /LT LTZBERICET 2V Y —AN#®ERLET, ZOoRIX, V7
=7 VU—Z P A U TEHEEEOTR— MR EAINZEZOY T =T VY —RX7
FERLTWET, ZOMEEIT, FFICKo BNR20WRY , ZRLUEO—#HOY 7 by =7 U Y —
ATHYR—FEInET,
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TTy R T A —LADOYR—FBLN A YT T x2T A A=YV R— MIBET 2 ERE B
&9 % IZ1%, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 & 23 2|2
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H U 2 MIMLEH D £ A,
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| Foega=vy
tosyF Foeva=vrouiEs ]

£2: €04y F TOET 3= oI OsEER

Hees J1)—= BERETE IR
Yu &#wvF Fu g = |Cisco I0S XE Everest
" 16.5.1a

Cisco IOS XE Everest

16.5.1b

Cisco IOS XE Fuji 16.7.1
Cisco IOS XE Fuji 16.8.2
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)1)—2R

HEEER

Xy NT—r FuvrVa = OiRE
s T 5770, YAz, Fu v
F et Vam BT EREALE
L7z,

Cisco I0S XE Everest 16.5.1a TiX, Z D
HEREIZIR DT T~ b7 4 — LT FELE
TWE LT,

» Cisco Catalyst 3650 ' U — X A A v
%

» Cisco Catalyst 3850 +' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
.a:.

* Cisco Catalyst 9500 > U — X A A v
.a:_

Cisco IOS XE Everest 16.5.1b TiZ, Z®
REIIR DT T v N7 —AICHEES
TWE LT,

e ANz NVEYHR— T B0
O, % 8 GB ® RAM A& L 7=
Cisco 4000 2 J — R H— b 2H A
BL—2 5,

Cisco I0S XE Fuji 16.7.1 Ti&, Z O#%#E
IROT T v M7+ —HIZEEENT
1/\32 L/f\__o

* Cisco ASR 1000 7 7'V //'— 3
H—E R L—%& (ASRI1001-X,
ASR1001-HX, ASR1002-X.
ASR1002-HX)

Cisco I0S XE Fuji 16.8.2 TlE., Z DH&HE
WIRDT T b7+ —AIZFEEENT
WE LT,

e Cisco ASR 1000 > —X 771
F—rayP—ER —H
(ASR1004, ASR1006,
ASR1006-X, ASR1009-X.
ASR1013)
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HaE

iy

IJ IJ—X

HEEER

Yooy F Iuneyg=

YV CHTTPH D vmr— R

Cisco IOS XE Fuji 16.8.1
Cisco IOS XE Fuji 16.8.1a

Yoy F el a=7F, HTTP
BXRTFTPO 77 A4V XAy a— R
YV AR—FLET,

Cisco 10S XE Everest 16.8.1 Tl&, Z®
KRB DT T v N7+ — AICFEX
NTWE LR,

¢ Cisco 4000 >V — X H— b 2E
B —

» Cisco Catalyst 3650 ' U — X A A
?

* Cisco Catalyst 3850 > U — X A A v
a;

» Cisco Catalyst 9300 >V — X XA v
a:.

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Fuji 16.8.1a Tix, Z D
AEIX Cisco Catalyst 9500 /A /X7 4 —~
VAV =X ALy FIZFEI TN
F L7,

Yoy F o da=
> 7 D= DHCPv6 D
PR — b

Cisco 10S XE Fuji 16.9.1

Cisco I0S XE Fuji 16.9.1 Tix, Z DOF%HE
FRDT T v b7 F—AIZFEEINT
WE LTz

* Cisco Catalyst 9300 ' U — X A A v
a;

» Cisco Catalyst 9500 >V — & XA v
a:.
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5.
IPXE

iPXElX, Xy NI~V T—FT 4 T DA —T 1 AZ 2 H— KT 5 Pre-boot eXecution
Environment (PXE) O¥LIERNK T1, ZDOFY =2—/LClE. iPXE e L R E T IEICHOWT
B LET,

¢ iPXE [Z2OWT (49 =—)

« iPXE O EHE (59 ~—2)

« iPXE OFEER] (61 ~—2)

s iPXEDNT TN a—T 47D~ (63—)

« iPXE (2R3 2B MfEHR (65 ~—)

« iPXE OERETHF#H (65 ~—2)

IPXE [ZDUVT

iPXE [CTDULNT

iPXEiLZ, Xy hU—0 T—T 4 T DA —T 2 AKX — K ThD Pre-boot eXecution
Environment (PXE) DOYLIEM T,

iPXE ® v b7 — ME, kERELET,
«IPv4 BLOIPV6 712 b =L
« FTP/HTTP/TFTP 7 — h £ A=Y DX 7 m— K
c A A=V ~DHDIAB A7 VT K

* Dynamic Host Configuration Protocol /3—3" 3 >4 (DHCPv4) <°DHCPv6 Zfif L7z AT —
FABIRAT— 707 FLUZAA#ERE (SLAAC) . 7 — K URL, BLVIPv6 /L—
KT RNREA XA NS U2 DHCPV6 72 3 v DRT A—H

v b I— FEH
Py b T=T 4 T OFEREMIL, RO EBY T,
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B rcom=

« JE BN R E S 4172 DHCP Hh—/3,

« FTP/HTTP/TFTP % — S T2 7 — kA A — 3,

s Ry FT—7 R=2D Y —ANLRET S & ICHESNEZT A A,
iPXE D&

Ty U= T—bra—FE, XY FT—7 R=Z2AD IV —=AN5DT — MU Z P HR— KL
¥4, 77— he—&L, HITP. FTP. F /2L TFIPH— NIZH DA A =B LET, R
rND—27 77— h V=L, iPXEDO L RV YV a—a v L CHBME S E T,

iPXEIZLVD, 75740 DTFNRXALADFRy NI —7 T—"WNA[fEIZHRVEd, 77— E—F
IR 3 EEIHY £,

«iPXE # A4 A7 D K :iPXE v hU—27 7— h& LCiEEh L 9, IPXE TIMEOUT
ROMmon Z# &AL C, iPXExRy NU—27 7T — DX A LT 7 N FHN CTHRE L E
9, iPXE ¥ A L7 U b Z&ET 5I21E boot ipxetimeout =~ > REHFERALET, ¥ A &
TN AR TS E, TAA R T = INRT I T 4 T 0 ET,

« iPXE #ifR72 L : iPXE *r > hT—2 7 — & L CilZE L £9, boot ipxeforever =2~

RBRE SN TWDEYA, 7734 AL DHCP Zk A HIfR72 L CTi¥fE LE 9, ZAULPXE
DHEEH 7T —FTT (DFY, 7—ba—FL, A2/ DHCPLE % 51T B D & TDHCP
BRAMRR L THEET DD, T4 AT —hERFa~vr R 7oy 7 MI7+—b
Ny lFTHZEEEHY EFA)

e TNRA R T REINTWVDE =BV T/NNA ADBOOT T2 HE-~TT—rLET, T34
A7 — MBRREINTZHEE, BRE I TV A IPXE_TIMEOUT ROMmon 240 X MR X 41 &
T WOLIHBELTT A AT = NeT 77 4 7L TEET,

« BOOTMODE=ipxe-forever D55 1%, = —HF DI AN/ IFAUXT SA XA 77— MR T 7
T 4 7170 £ A (ENABLE BREAK=yes DEFHIZ DB AHE)

+ BOOTMODE=ipxe-timeout ™54 1%, IPXE TIMEOUT 4% CHE L 7= ki35
ETNAR T MT 7T 4727320 F7,

*« BOOTMODE=device D&, T/ A T—="NT 77 4 720 £9, ZhidT
TNV DT T 4T ®— KT,

cTNAAT—=MICLIZMEMLTTY 774 7b T2 &b TEET,

N

G FART—=MI 774NV IEOT—F E—FTT,
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| FeEva=>y
irxe oz i

\)

GE) IO~=aT7 VT, FEIT—-FEW) HRELEDODNCWET, FHET— ML, ROMmon @
Va—REITOIMEIMDERET DT T 7 TT, T3 A5 ROMmon E— ROEEX, T
Thoot 2> REETTHLERH Y 7,

FH 7 — & YESIZHRTE L7ZHAIL. ROMmon £7213F A A a7 "R T 7T 4 7T
DEd, FEI7— h%E NOITEE L7ZHAIE. autoboot BH N EITENET, 2% V. BOOT
B CRE SHIEICE N £ T,

ZZTCliL, iPXE 7 — b e —F OEHEIZOWTEHA L £,

1:iPXEJ—rO—4Z0OT—9 70—

Wb Seaven

i

41

Here's my LID! Give me an P,
Whal imape can | boolt How
Fower ON GD o | reach fh femole server?

[HACE discoser

DHCP olles

our (client) 1P addness: 104 46 248
Mt server I address. 1000441

Hoad file masme- hlp 00 44 1 iplatlcem
ool 5/ Timean 162,200 Tow- -tacdlbo.bin

DHGP ragues]
HCP Al
HTEP “Gel” - Denalil 6 3218 Pooe-lhac e b
| Sch downiads
1] 12 and ' i
, mm‘:ﬁ_ _‘ HTTE2040 O Haes 1 [1age.

TGP Transhes

1. 7—broe—XEDHCP A v =T EEL, V—"DBRETDHE, 77— —FX
DHCP EXR#%EL 7,

2. DHCPISZEIZIE, IPT RLREDT— b Z7 A NVENEENTHWET, 7—F 77 AL
A%, 7 — b A A—=T N TFTP H—/N (tftp://server/filename) , FTP #—/3
(ftp://userid:password@server/filename) . F£ 72X HTTP ¥— 3 (http://server/filename) 7> 5
BfEsnsZEE2RLTVET,

3. T—brr—FNRy NU—0 V—=ANbA A=V E X n— L TEHLET,

4. DHCPJEENZESNLWES, 7—ha—Z 37—k — FOREIZESWT, DHCP
FURAZMIRZ2 LT, FlidfBE SN MBOMXERGE LT ET, A4 L5707 MR AET D
L, T —HEF TR, AR—ZADT — MNIED 7, REINTZ7— bk T— KR
ipxe-forever DIGAE DI, T /34 AX DHCP ERZHfR7e L C4F L9, ipxetimeout
T—hE—Ravy RBRRESNTWDEE, DHCP ZRITHEE S VRl b 7e o Tk
fEE3. XALTURNBIRIBTDE, TARAT—KNEB—RFRBT 7T 472780 FT,
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Jnevazyy |
B rcom=

\)

GE)  HAED iPXE £33 FHR — ~  (GigabitEthernet0/0) DA% #&H L CEIET 572, i/ %
U R—F &2 L TEE SN D DHCP EsRIZV R — b SR T EF A,

Xy U= T— MR L T#HNRR Yy N — 7 REZMEHT 554 ROMmon (XK D BEES
ERAEMERLEST (TITRHATY) .

«BOOT: EIanry (;) TRUILNEB)TLD URL,

« IP_ADDRESS : #IZEI D 4 THNZT A ZADIP 7 KL A,
« DEFAULT GATEWAY : 7N ADT 74/~ F— K 7 = A,
« IP_SUBNET MASK : IPv4 721X IPv6 7' L 7 1 v 7 A1,

IPv4d : WWW.XXXYYY.ZZZ L WO FERDT A ADH TRy b~ A7 (255.255.255.0 73
E) .

IPv6 : NNN L WO FERDT NRA ADY T3y b L7 4 v 7 ARK (64, 11272 5)

FEH 7 — FBREHI o> TV DBEE, 7 — br—& X, &E S 72 ROMmon iPXE 2 OfElz
HAONT, TNXART—= b EFTTELRY NT—F T— b aFTT50ERELET, T
7 — N BEDES b 5T, 7 — hr—Z1ZBOOTMODE £ & i L C, 7 /31
AT —=heRxy NI—7 T— b OELLEETTHNERELET, FEI7— ML, =—W
12 & o T boot manual switch =< > RRREFRATHDH I EaEWLET, FEIT— FEY)
W TVWAERIZT A A2 n— RT3 L, BB ARHERICEHBSVET,

iPXE NEZNIZ 72 > TV DAL, 735 ADERB FIEOWREIZ, BEFO BOOT ZEONEN
FRINET, BOOTEHITIX., * > b U —2 ~X— A2 Uniform Resource Identifier (URI) (7=
& ZIEL httpy//, fipi/f, thtp) WEENTODHARHY . Xy hU—2 7T— RS E
T, LML, Xy NI =27 A A=Y NZAOFAFHIDHCP I SN EH A, #Hlery hT—
7 %X, IP_ADDRESS Z%%. DEFAULT GATEWAY %, 3 X OV IP_SUBNET MASK ZE%k
NOEAESHET, BOOT ZBHIZIE, TAADT 7 A1 VAT b R—=ZADNRNANEGENT
WHEELHY ., ZOHERIE, TAAADT 7 A IV VAT AX—ADOT — MRS E T,

FLENZ M S5 DHCP — 3%, 5 ID (PID)  (DHCP A4 7' 3 > 60 THIBIFTHE) |
=DV TNES (DHCPA ' 3 v 61 THIBIAHE) . £7/21XF7 314 ADMACT KL
AEMERA LT, T3, A &25kBT& 9, showinventory 35 X 08 show switch =~ > R CTH T
NRAATINLDEEFRRLET,

iz, show inventory =t~ > RO 2R L £,

Device# show inventory

NAME:“c38xx Stack”, DESCR:“c38xx Stack”
PID:WS-3850-12X-48U-L, VID:VOl , SN: FOC1911V01A

NAME:“Switch 1”, DESCR:“WS-C3850-12X48U-L"
PID:WS-C3850-12X48U-L, VID:V0l , SN:FOC1911VOlA

NAME:”Switchl -Power Supply B”, DESCR:“Switchl -Power Supply B”
PID:PWR-C1-1100WAC, VID:V01l, SN:LIT18471460Q

. Cisco 10S XE Gibraltar 16.11x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K



I JoE 3=y

IPv6iPXE 2y k7—2 T—+ |

Wiz, show switch =< > RO AOFIEZ R LET,

Device# show switch

Switch/Stack Mac Address : 046c¢.9d01.7d80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current

Switch# Role Mac Address Priority Version State
1 Member 046c¢c.9dle.1a00 1 Ready
2 Standby 046¢.9d01.7d80 1 Ready

*3 Active f8b7.e24e.9a00 1 P2B Ready

R ROMmon Z# 7% iPXE IZRE SN TV D BENDH D £,
* BOOTMODE = ipxe-forever | ipxe-timeout | device
* [PXE TIMEOUT = seconds

IPVv6iPXE *y kD —4 J—
WO L, Cisco T /3 A LD IPV6iPXE v hU—27 77— FOEMEEFR L ET,

IPv& Baoting Supporting DHCP Server Web Server
Device Device .

= = -

FUwerGNQ(L}%
Default Router
ﬁl‘l:ddSLMC Routar Solicitation . )
e > Here is my DUID, give
me an IP. what image
Router Advertisement can | boot?
-
DHCPwE Salicit _\\
[+ DHePve
e OHGPvE Advertise Message lype: Advertise (2)
Transachon |0 OxBdac3d
DHECPYE Request ¥ Identity Association for Mon-temparary Address
> b Client Identifier
k Server Identifier
DHCPVE Reply b NS recursive name server
¥ Domain Search List

4

HTTP GET

HTTP 200 OK
-

TCP image transter E

[ 8

Wiz, FBORO 4 >OEHFEE2HHALET,
¢IPv6 7 — bk T34 A 1 iPXE 7 — MZ ko TRENIT L7 /31 A,
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B reipxexyro—5 -+

s PIR—KFTNA X IPV6T RLVAT, —F T KRAFX AL XA F (RA) AvE—U%4
T D K DIZERIE S LT= Cisco T 731 A,

\}

GE)  ZOMTIE, IPv6 77—k 7L R BAR—F TAL 2 BRI

DHCP V— N, RT3y b EIZHY £3, 72720, iFR—
kT34 AL DHCP — "B ERAp 5373y b LIZH D545,
2y NT—7 NIV L—x—Vxy NERITFALERHY 9,

¢ DHCP ¥— % : {£& ® DHCP ¥ —/%,

e Web ¥— 3 {EE D Web P —3,

ZOWE T, IPV6iPXE 7 — b Yot A &Z#HB L E9,

1

T NA AL, V—H FEFETH B Internet Control Message Protocol IPv6 (ICMPv6) % 1 7133
Ny Nea— 73y b EOIPv6 73514 RTEFELET,

n—hVH T Xy N EDIPV6T/NA R F, V=X T KRAF AL XA N (RA) AvkE—Y
THDHICMPV6 ¥ A 7 134 3 v FCTIRAELET, W—FTEHEA v —TEEE LT
A AF, AT — MLV AT RLAHBEYE (SLAAC) 7 RLAZZREIE L7280, RA X
Ty NI T TN N A—R LT T v 7 ADBEREBELET,

T3 A%, DHCPv6 B A v —TV %, X CTODHCP =— = MIDOWT, w/LF
XY AN TN—7 T FLR 02012 ICEELET,

wIZ, iPXE 7 — F DFED DHCPv6 TiE /X7 bD 7 4 —)V ROBIZRLET,

DHCPv6

Message type: Solicit (1)

Transaction ID: O0x36f5fl

Client Identifier

Vendor Class

Identity Association for Non-Temporary Address
Option Request

User Class

Vendor-specific Information

DHCPv6 E5E A v —VI2iE, ROERNEETNTWET,

« DHCP [ &7#58+ (DUID) : 7 A4 7 v FZ&iAl L %9, iPXE CiZ. DUID-EN % ¥
AR—HFLTWET, EN i T B —7F A X5 (Enterprise Number) OIS TY, Z
@ DUID 1, X & —{ZE) 4T HnzlA O E S TnET,

* DHCP 33 X O DHCPv6 DAL 3

DHCPV6 " — SR HEESNTNEEE, TOV—F, 1288y FIPv6 7 KL A, 77—k
7 7 A JL® Uniform Resource Identlﬁer (URD) . RAALY 2—2 > Z2F A (DNS) H—
BLORAA VBB AR, 5NN Z T4 T > &V =D ID & DHCPv6 7 R\
BARNRTy FCIRELET, 277947 FIDIZFZ 9472 F (ZOKTILIPVG 7 —
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ROMmon €—

ROMmon E— KT IPv6 7 KLZDEY 4T [

k534 Z) @ DUID 23, #— 31D I21% DHCPv6 H— 3@ DUID 23, ZNFNEEN T
b\\i‘g_c

5, #FNEZF, 794 T ME, ~VFFy AN FA—TF T KL A f02::1:2 12 DHCPv6 %
RNy FEEEL, T RIS XENTZNRTA—FEERLET,

6. —NX, 74T bV r—AL (FES0:) D IPv6 7 RL A |Za =%y A |
DHCPV6 J&5& %K L4, RIZ, DHCPV6 )& 7y hD 7 44— FOFZR L £,

DHCPV6

Message type: Reply (7)
Transaction ID: 0x790950
Identity Association for Non-Temporary Address
Client Identifier
Server Identifier
DNS recursive name server
Boot File URL
Domain Search List

7. WRIZ. T8 AL, Web — I HTTP GET EXR 2 #E L £,

8. HRINTAA—VUNREINT/NATHEHEE/ LS. Web —/ X, HTTP GET Z3Kk
IZOK iR L £,

9. TCP A A—UHEEICE VA A=V abr—Sh, TS ABEELET,

> > (=] LY

FTODOIPv6 7 FLADEIY HT

DHCP 7 A 7 > M. ROBEINEN ZEH LT, ROMmon &— K TEHT 5 IPv6 7 KL &
FRELET,

1. DHCP V—RZL->TEVYTHNET KL R

2. A7 —hFL AT RLAE#HHEE (SLAAC) 7 KL &

3. Uy Zu—HhL T RLA

4. YA ba—HNV T KL A

FTNRAANI, A A=V % T — T EDICDHCP Y —NIZ L > CEID Y THNET RLUAZEFEH
L %4, DHCPv6 — 3037 KL ZADE Y YTITRMLTIZEE. T/351 A1, SLAACT R
Z0EAERITLEYT, DHCP V— N2 Lo TEY YU THN/ZT KL AL SLAACT RLAD
WAMERTERWGE, TAM2F, Vo ru—n 7 RUAEHALES, 72720, A

A=V Davr—FIEFIZIT X, UE— b FIP/HTTP/TFTIP " — "B F AL AL FE L a—2h
N T2y hECHAILENDY £,

BUID3ODT RUABNEHTERWES, T3 AL, HEIMIZEKR SN YA be—bL
T RUVAEMHLET,
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B 7+ =nzRoMmon 2%

HR— b & % ROMmon Z%§

Cisco 10S XE Fuji 16.8.1 TlZ, %&® ROMmon AN R — F I TWET,

*BAUD : F3f A0 ay Y —L Rh— L— T ZAaDERER— L— (1200, 2400,
4800, 9600, 19200, 38400, 57600, 115200 72 &) DOWFHNNICEFE L9, ML 7EHIT
TRTEREINET, BAUD BENRE STV RWEAIE, 77 4/0 T900 12720

¥, ®hind D CLI =<2 ik

« ENABLE BREAK : ROMmon O 7 L —727 #HHZLET, 7 7 4 /L MEIZNO TH,

« MANUAL _BOOT : F#)7 — F 2 LIZRE SN TV DHEE. ROMmon £72137 /34 A 7'
YIRBT T4 TIRYET, FET— FBOICHRESNTWDOES, 731 ALY
n— RENETA, ROMmon E— RNIT7 77 1 7272 A,

« SWITCH_IGNORE STARTUP CFG : i3 1 DAL, T/AA A TRE— T v F a7 4
Fal—arNERINET, HERREINTWARWESIE, ATt dnE
T, TAUTFEAIY FEHAEETH Y, 10S @Jﬁ)ﬂfﬁfé&i%

iPXE DN HR— 3 BDHCP A T 3>

iPXE 7 — k%, ROMmon &— KT, ® DHCPv4 3 L UXDHCPv6 47 3 VR — kLT
\iﬁqo

\}

(GF)  Catalyst 9000 >V — R ZA v F L, DHCP 47+ 3 60, A7 2 77, DHCPv6 A7 =
Y1, AT a5, BEIOA T ar 16 2R —FLTWET, DHCP 47 3 > 61 I,
Catalyst 9300 33 LTV 9500 'V — R A4 v F TOILYHR—FEZNTNET,

*DHCP A7 3 60 : XU & — 7 F A#HIT, ZOF 7 3 121F, ROMmon BREEA %K
MODEL_NUM DfE3 & E SAVE T,

*DHCP 47> a6l: 7747 bk, ZDOA 7L a2k, ROMmon EREEA %L
SYSTEM_SERIAL NUM DfENFEE S E T,

\}

GE) oA 7T =3 idCatalyst9400 Y — R AA » FTIEHHR— &
NTWER A,

*DHCP A7 v arv 77 :a—V 7T A4+Fary, ZOF 7Y g%, DHCP B 7 v
MZBIMENSH DT, iPXE & W) LFINCELVWVEEEATHET, 2047 a v
1Z. DHCP — 57— b 570D A A—T %I iPXEDHCP 7 7 A 7 > b %4y Bf
THRIEHSNET,
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iPXE 549 K— k3B DHCP A T3> [

WIZ, ISC DHCP H— 35 D DHCPv4 X E T, A7 > a > 77 DA R I TV 54
PRLET, ZOFNIBITAISEMEIT. A7 a v 7T REFEELTEY ., UFSiPXE I2%
LWEBAIE, A A—VDT— K 77 ANVDURIBT RRAZ A RXINBZ LR LET,

host Switch2 {
fixed-address 192.168.1.20 ;
hardware ethernet CC:D8:C1:85:6F:11 ;
#user-class = length of string + ASCII code for iPXE
if exists user-class and option user-class = 04:68:50:58:45 {
filename "http://192.168.1.146/test-image.bin"

}

*DHCPv6 A7 > ar1: 7747y "Bl T4V ar, ZoOF7T aZid, RFC3315
THE STV 5 ROMmon EEEA % SYSTEM SERIAL NUM OfEAHE S £,
ROMmon Bg 522548 THELE S 11 5 220X MAC_ADDR T,

eDHCPV6 A > a 15 : a—Y I TR F 7T gy, ZOF 7 3%, DHCPv6EE:RE X v
T—VHDOIPV6 22—V 7T A 4T a0 ThY, SUFEHIPXERRESNET, KT,
ISCDHCP — NTEZINTWEA T 3 15 DB ERLET,

option dhcp6.user-class code 15 = string ;

WIZ, DHCPv6 A7 2 > 15 DMEH 4T 5 DHCP — \EREDHI 2R L E7,

#Client-specific parameters
host switchl {

fassigning a fixed IPv6 address

fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal format contains: DUID-type"2" + "EN=9" + "Chassis
serial number"

host-identifier option dhcpé6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

#User class 00:04:69:50:58:45 is len 4 + "iPXE"

if option dhcp6.user-class = 00:04:69:50:58:45 {

option dhcp6.bootfile-url

"http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

}

*DHCPv6 A7 a v 16: X H— T AL Tvar, T ARG ID (PID) NEF
NUTWET, PID IE, showinventory =~ > KO /)% 721X MODEL _NUM ROMmon Z 44
MORETEET, A7 a3 161X ISCDHCP — DT 7 4 )V hOA T L a Tl
<V ROEIITERTDHIENTEET,

option dhcp6.vendor-class-data code 16 = string;
KRIZ, DHCPv6 A7 a > 16 MEM SN TV HRER 2R L £,

# Source: dhcpd6ConfigPD
host hostl-ipxe6-auto-hostl {

fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:
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B oucreEamAT

43:31:38:33:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:53:2D:
43:33:38:35:30:2D:32:34:50:2D:4D {
option dhcp6.bootfile-url
"http://[2001:DB8::46] /platform-pxe/hostl/17jan-polaris.bin";

WDFET, ZOHNIEREINDIEERT7 4 —V REHALET,

RIYUOTIVHEAT 1 —ILFDEHRBA

14—k BLE
dhcpé.client-id 7747 v MRl T % DHCP EA 70+
(DUID)
dhcp6.user-class DHCPv6 47> 5 15, 22— 7 T2 47
vay,
dhcp6.vendor-class-data DHCPv6 47> a3 16, AA v F O ID
(PID) &L H— T FAFT v a,
dhcp6.bootfile-url 7 — bk 7 7 AL URI % %K 9 5 DHCPv6 %
7a 6,

DHCPv6 [& & 55l F

RFC 3315 12 L » CTEFZEIN TV 5 DHCPvG6 #%5+ (DUID) 1ZiE, RO 3 FEELH Y £,

« DUID-LLT : DUID V > 7 Jg§7 R L A L%, DHCP 7 /31 AZHEEL T DRy b T —
TAHE =T AAAD) I ET RLRZ, EREINTZBELNOH A DAX T HBIMS L
=4 DT,

« DUID-EN : ENE, =% —7"7 A X% (Enterprise Number) DOW&ETd, Z @ DUID I,
R —ZENY B THNEA D ID 2SN TV ET,

*DUID-LL : DHCP (7 A4 7 ¥ hY—23) TS RZHKABNIERINTHWD Ry b T —
T AVEBE—=T A ADY BT RLAZMH L B S5 DUID TF,

COMREE YR — R L TWH A3 T34 AL, DHCPZ 74 7~ (DHCPv6 #5537 » K
WDT A A) ZiBI7 5 DIZDUID-EN (DUID % A 7'2) %M L3, Catalyst9000 >V —
A ZA »Fi%. DUID-EN 7213 T72< DUID-LL (DUID % A 7 3) & ¥R — KL TWET,
DUID-EN (I SN ARITY, 72720, A v F NI OREERTE 241X, DUID-LL
DERR S TER S ET,
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ipxepxerE [

iPXE DEXTE A

iPXE D% E

FIEDOHE
1. enable
configureterminal
3. * boot ipxe forever [switch number]
* boot ipxe timeout seconds [switch number]
4. boot system {switch switch-number | all} {flash: | ftp: | http: | usbflashO | tftp:}
5. end
FIEDEEHM
ARV RFEEETIIa Y B8
AT 71 |enable FitE EXEC E— K2 LET,
1 - e NAT— REANLET (EERINEELE) .
Device> enable
R 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REBLG
1 LET.
Device# configure terminal
RTw 73| - bootipxeforever [switch number] BOOTMODE ROMmon ¥ % % & L £,
* boot ipxe timeout seconds [switch number] .
s forever % —U — R{Z. BOOTMODE ROMmon
il %% IPXE-FOREVER & L Ci%E L £,
Device (config) # boot ipxe forever switch 2
e timeout ¥ —7 — Ki{Z, BOOTMODE ROMmon
Ik 2% % IPXE-TIMEOUT & L Ca%E L %7,
Device (config) # boot ipxe timeout 30 switch 2
R T 7 4 |boot system {switch switch-number | all} {flash: [ftp: | |f§E L7-BFN b A A —U A REI L E T,

http: | usbflashO | tftp:}
| e U— M@ FTP/HTTP/TFTP #—/ ({23, IPv4

Bl FIXIPv6 7 KL AZATE £,

Device (config) # boot system switch 1

http://192.0.2.42/image-filename . ﬁi))’) ZHIZIPV6 T KL A %7\7‘7@—6%‘%75)3@
S D EJ (RFC27321ZH-T) o £ L7

B T ATEE L EE A

Device (config) # boot system switch 1
http://[2001:db8::1]/image-filename
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ARV RFERETIVa Y

B8

ATy TH

end
1 -

Device (config)# end

Jua—rb a7 4 Fal—iary T— REKT
L. M EXEC E— RIZREY £,

FINA R T— FOBE

T 3A A 7— X, noboot ipxe F 721% default boot ipxe =2~ > KOWTFnZH L Ci%iE

T&EET,
FleDHE
1. enable
configure terminal
3. * no boot ipxe
» default boot ipxe
4. end
FE D
ARV FERET7IVa Y By
AT 71 |enable FiME EXEC E— R&EANIC L ET,
f e RAT—KREANLET (FERSNWEHE) &
Device> enable
2+ 2 | configure terminal Ju—r )L ary 74 X¥alb—gy B— RE2Blk
i - LET,
Device# configure terminal
RFwF3| +nobootipxe FNRART = ERELET, T 741 DT —h
« default boot ipxe F— RIEF A A T — T,
i - TNAATT 75V hEREEZANILET,
Device (config) # no boot ipxe
1 -
Device (config) # default boot ipxe
AT w7 4|end Ja—ar7 4 ¥al—vay T— RERT
i - L. HHE EXEC £— RIZRY £,

Device (config) # end
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ipxe ozxEh |

iPXE O 2% %E 5
{51 - iPXE #& R

TR, T8 ARA A= TlEEI§T 5 E T, DHCP ZRA MR L TEET L LD
(2 iPXE 2@ ET 202" L TWVET,
Device# configure terminal

Device (config) # boot ipxe forever switch 2
Device (config) # end

LRI, 7— b B— N % ipxe-timeout (2% iET 2 HIEDOHIZ R LET, FEINL T
DA LT T MEZ200 T, RESNTND XA LT U MRIEHZIZ IPXE 7 — h
[EENEETDHE, WESNTWDIT A AT = RT 7T 4 7RV EST, Z0
BT, BEFHDT /3A A 7 — M http://[2001:db8::1]/image-filename T3,

Device# configure terminal

Device (config) # boot ipxe timeout 200 switch 2

Device (config) # boot system http://[2001:db8::1]/image-filename
Device (config) # end

B TILDIPXET—F 04

KITRTDOIE, ROMmon E— ROF AL ANSDY ) 7 —h a4, 22T
%, ipxetimeout =~ > REZFEH LI FE 7 — FARESNE T,

switch: boot

pxemode: (ipxe-timeout) 60s timeout
00267.887 ipxe get booturl: Get URL from DHCP; timeout 60s
00267.953 ipxe get booturl: trying DHCPv6 (#1) for 10s

IPvé4:
ip addr 192.168.1.246
netmask 255.255.255.0
gateway 192.168.1.46
IPvV6:

link-local addr fe80::ced8:clff:£fe85:6£00
site-local addr fecO::ced8:clff:£fe85:6£00
DHCP addr 2001:db8::cafe
router addr fe80::f29e:63ff:fed42:4756
SLAAC addr 2001:db8::ced8:clff:fe85:6f00 /64
Common:
macaddr cc:d8:cl:85:6£:00
dns 2001:db8::46
bootfile
http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb28--13-54-50
domain cisco.com
00269.321 ipxe get booturl: got URL
(http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb-28--13-54-50)
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B iPxe mov > 7L DHCPus H—/ iR

Reading full image INTO MEMOTY otuu it e e et e e e et et s e e et et s e s et e s e s e e o
Bundle Image

Kernel Address : 0x5377a7e4

Kernel Size : 0x365e3c/3563068
Initramfs Address : 0x53ae0620
Initramfs Size : 0x13a76£0/20608752

Compression Format: mzip

iPXE FD 4> 7)1 DHCPv6 H—/ \#& Rk

WIZRT DX, 55 D 7= 9|2 Internet Systems Consortium  (ISC) @ DHCP H— 37> 5 H
5 L7z DHCPv6 H—/SE DRI T, SEHAIC S # 230 24713, < MRk it LT
WHAAL T,

Default-least-time 600;
max-lease-time-7200;
log-facility local7;

#Global configuration

#domain search list

option dhcp6.domain-search "cisco.com" ;

#User-defined options:new-name code new-code = definition ;
option dhcp6.user-class code 15 = string ;

option dhcp6.vendor-class-data code 16 = string;

subnet6 2001:db8::/64 {
#subnet range for clients requiring an address
range6 2001:db8:0000:0000::/64;

#DNS server options
option dhcp6.name-servers 2001:db8::46;

}

#Client-specific parameters

host switchl {
#assigning a fixed IPv6 address
fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal that contains: DUID-type "2" + "EN=9" + "Chassis serial

number"
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

DHCP #— " 2= ROZEMITOW T, ISCDHCP H— X D Web 14 N2 HB LT
<TZEV,

Z OFERITIL, dhepb.client-id 47T a NFARAL v TFEHHIL, X —FTF A4 X
FA T FDUID & £9, 7747 > hDUID L, 16 #E D 00:02+00:00:00:09
+ DV X =Y VY TNEGEBERT LI TEEST, 22 T2ldn =TT
AR FAT > hDUIDZA 7, 9FL Rapx ¥ —7FF A4 XDUID DT HIF 21—
FEZFNENEBRL, 16 EERXTOL vy —3 2 U T AFESD ASCIH 21— RNk & £
To TOVTNDAAL v FDY v —3 U T IIESIL, FOCI831X1AS T,
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| Foeva=vy
PED RS T a—F4vvoEk [

T— kK 77 A4V URLIZ. $EEESNT-DUD ZHEH L TOHRAAL v FITT RAAZ AL XK
nEJ,

DHCPv6 X ¥ — 7 5 A+ a2 16 H, DHCP — LD AA v F ZiHBIT57=
OIFERTEET, 7 arl6era—TERAL T a L L LTEERTDHITE. KD
EIIERELET,

option dhcp6.vendor-class-data code 16 = string;

WIRT DI, A v FRIEID 26 L TR S 72 DHCPv6 RN & — 7 T A F7
v a 16 [ ZHESWTAL v T Z#HAIT 5, DHCP B — OB T,

# Source: dhcp6ConfigPID

host edi-46-ipxe6-auto-edid6
fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:
46:4F:43:31:38:33:31:58:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:
53:2D:43:33:38:35:30:2D:32:34:50:2D:4C {
option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin";

}

Z ORERICIE, dhep6.vendor-class-data 4" = > 1%, DHCPv6 47> = > 16 &
L ¥£79, dhepb.vendor-class-data T, 00:00:00:09 (X3 XA 2D x> ¥ —7 7 A X DUID,
OE /X PID »E X, BLU¥EY X 16 X PID T3, PID X, showinventory =~
¥ RE 721X CFG_MODEL NUMROMmon ZEH DM NN OHFETHZ b TEET, 2
DY > T AR T &5 PID 1L, WS-C3850-24P-L T,

H— R D DHCPv6 A7 3 B L O'DUID %, ISCDHCP V— XDHA KT A
I~ T, 16 R TIRETHILENDHY £9°,

iPXED S TILoa—TFa2oDED F
CDHETIEH, NI TNV a—T 4D EBRBELET,

s BB ARFIZ iPXE 7 — AL IS5 & 7351 A, A2 DHCPv6 Eig A v & —
COREEFRITL, FO% T, DHCPVAMRILA v E—YOEEEZRITLET, 77— E—
K723 ipxe-forever DA, T3 AlX, 202 2E MR L CKIE L £7,

s BE)E— R IPXE ¥ A A7 U NOYH. T3 AL, PIZ DHCPv6 g A v tE—
Z. IRIZDHCPVA RN A v B — V% EE LIk, XA L7 U NGRS L, 734
AT =M MIT =N 7 LET,

¢ iPXE 7' — FZHMr+ A1, v Y —IV I T T A7 E2EELET,

UNIX Telnet 7 74 7 & F & H L TWAHGATT, Cul F—Z2 M L72RET] F—%2 7
L. TUAIREREENET, FOMDTelnet 7 A4 7> FEMEHLTWAHEEA, £7-0%
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B rxcorsiea—5o50e0r

VU TINR— MIEESEG L TV DA, 7L 7 0XED Y T—1E, Blof—R k
n— 7 F-ka~vr ROBESRHY 1,

¢ DHCP — I A A= TIET 5 H DD DNS H— 37K 2 M 2R T X R0 A
DNS 5w 72/ LE9,

\}

() ISC ® DHCP +— DOl HZBEiD LEJ, 10S @ DHCP TiLZ
OREREITEIMAES N TV ER A,

« HTTP Y — RO 27 A b4 5121%, HTTPa v —%2F/H L T, HTTP Y — 15080
P TN T ANET A A |Za—LET, 72L& 21E ROMmon 7' 7 KT, copy
http://192.168.1.1test null: (7 7 v ¥ 2Nl IER v 7 S TEY . 7 A MINull 731
AZfERT 20N H HYA) £ 7213 http://[2001:db8::99/test & A1 L £,

s FE) T — FEAERMELENTEY, 77— FEF— KRB PXEZA LT T N THIEE., T4
ADNEIRFEARFIC BEIICEE T2 2 LiddH Y £ A, ROMmon E— K Thoot =<2 K
EEITLET, 77— M o AREREARICAB CRAT 2 LT 2120k, FE7—
[ L) | Al = S

e ROMmon E— K D IPv6 7 RL ARF 7 4L f L —F B ELHULED IPv6 /3T A — X k3
KT AHIZIE, nete-show =~ > R&EFHLET,

N

GE)  Catalyst 9000 > U — R ZA »F TlE, net-show show 2> F%
EHLET,

REIZHSN T, net-dhep F 7213 net6-dhep =~ > R&MH L £, net-dhcp =~ K
/X DHCPv4 HHD7 X k =2+ R, neté-dhcp =~ > NiE DHCPv6 HHD7 A F a<w > N T

—’9‘«0

\)

GE)  Catalyst 9000 2 U — X A A » FClL, DHCPv6 IZ net-dhcp -6 =2~
YREEALET,

« BRTEMRT HI2IE, diga~> REHEHLE9,

\}

(GE)  Catalyst 9000 > U — X A A »F Tl dnslookup ==~ > K% H
L CAHTA R L £,

s Web %— 3050 HTTP & a2 — R&FR/RTHI121E, HTTP T3y 7 0 7 &2 G0
K
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ipxe (<7 pemiEs ]

¢ AT — ML AT FLZAHERE (SLAAC) 7 RLARAERKEINRVEE. IPV6RA A v
=V EREREMT IV NHY EHA, ZOYE, IPv6 TOIPXE 77— MNE, V7 m—
HNVEFITHA Fa—h DT RLUATORMEHTEX 4,

iPXE [ZR89 5 BENEHR

ESPERE]S T=aT7ILBA L
TurI=we Vs 4 av R ['Programmability Command Reference, Cisco 10S XE
Everest 16.6.1]
BES LU RFC
=4 /RFC 24 kL
RFC 3315 ['Dynamic Host Configuration Protocol for 1Pv6 (DHCPV6).J
RFC 3986 ['Uniform Resource Identifier (URI): Generic Syntax/]

SRADTY ZHI YR—F

FiEA s

CAaDYR— K WebH A FTiE, R EL5 7 2 12— | http://www.cisco.com/support
T2 N7 TNy a—T 4 U ZIZBENL T T 5 X912,
oA T ARV =L EIILDETLEERA TS Y — Rk
et L CunET,
BHEVORGLOEX 2 U T 4 FRSBAINEREAFT 52012,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— N EDOKFEY — R TIMATE LT,

VAaDPR—F Web B A FDY—)UIIT 7 AT HEIE.
Cisco.com D —HF ID BLONRA T — RBNE T,

iPXE 0D #£5E1E

RORIZ, ZOFY2—/)LTH LIZREICE T2 Y U —2 R s LET, ZoXRT, V7
Fo=7 UU—A FLA U THEEREOYR— R EASRILEDY 7 =T VY =R
FERLTWET, ZOERRIL. FHCTEr 872 0RY  ZhUEO—EDY 7 vy =27 VY —
AZATHHR—FSNET,
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B rxeonems

Jaeva=vy |

TTY R T ADYR—-FBIO AT YT hT 2T A A—=VOHFR— MCET B HEHREZ R
&9 % IZ1%, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 & 23 2|2

I¥. www.cisco.com/go/cfn |

+ 4:iPXE DH%REER

IHEN L £9, Ciscocom DT BT MIMLEH Y FHA,

taE

iy

-2

HREETRHR

iPXE

Cisco IOS XE Denali 16.5.1a

Fv hU—27 7 —hua—X, IPv4/IPv6
TNAAR—=RFE T Xy NU—7
NR—=ZDEEFETNE DT — NLEL A W
AR—=FLET, Xy hU—27 T—}
V—RX, iIPXED LI RV 2— 3
VEMERA L CEBMICHRE S D KNE
N E9,

ZOMEEIX, RDOT T v M7 F— AT
LI TWE LT,

* Catalyst 3650 > J — X A A v F

* Catalyst 3850 > U — X A A v F

Cisco IOS XE Denali 16.6.1

Cisco 10S XE Denali 16.6.1 Tlx, Z D%
BRIZIRDT T v b7 +—AIZEEIN
Twibto

* Catalyst 9300 >V — & A A v F

* Catalyst 9500 ' U — X A A v F

Cisco IOS XE Everest 16.6.2

Z DOFEREIE. CiscolOS XE Everest 16.6.2
T, Cisco Catalyst 9400 > U — X XA v
FIFEEINE LT,

Cisco IOS XE Fuji 16.9.2

Cisco IOS XE Fuji 16.9.2 TliE, Z OERE

TRDOT T b7 +—AIZFEEINT
WE LT,
» Cisco Catalyst 9200 > — X A A v
\a:-

* Cisco Catalyst 9300L SKU

Cisco I0S XE Gibraltar 16.11.1

Cisco I0S XE Gibraltar 16.11.1 Ti, Z
DIEBEIZ Cisco Catalyst 9600 > U — X A
A v FICEEINTWE LT,
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iPXE DH#ERETE R .

HaE

iy

)=

HAETRR

IPXE IPv6 D H 7R —
K

Cisco IOS XE 16.8.1a

IPXE (X IPv6 7’0 h /b ¥ AR— LT
b\i‘@—‘o

ZOMEREIL, RDT Ty T +— AT
BEINTWELE,

s Catalyst 9300 ' U — X A A v F
* Catalyst 9400 > U — X XA v F

* Catalyst 9500 > J — X A A v F
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i L =t
A S M T T L o ] e S T B 5 |

s 1 o

I )ERY ) T HME

e AN v (71 =)

* Python APl (95 ~X—72)

¢ CLI Python € ¥ = —/L (101 ~X—72)
* EEM Python <& ¥V = —/L (109 ~—7)






!

i

AT

FA N ¥z VB L 472 Linux _X— A DEREE T, Python 2 ED H AKX A Linux 77V r—
v a v wFEITLT Cisco 7 31 2% HEy CHIfHI LOEHRT 5 72DIC&KFF I TnET, v X
TLAOHB v a =7 (T4 €Rr) bEERET, ZOarTF v E, AANT
NAANL SN RERBREA R LEST, =2—VFF2Z T, A7V NERIFEY 7 b
T T RNy —TERA VAR L, EFTHIENTEET,
ZOEVa—ATEH, YA v ENERNTT D HIECONTHALET,

e FARN T ZHONT (71 _—3)

« FAN v VEAIICT L HE 81 X—)

« FAR VxVORER (88 ~X—)

« FAN v VAT HEOMDOSZEEE (92 X—)

« FA N VL ORERERFHR (92 ~—)

XK T)LIZDNT

AT )LOBME

FA N v E, RABL S 472 Linux _X— 2 DEEETH Y . Cisco 7734 A D HENHIH & &8
DD Python 7 7V r—avkaEte, WAXALinuk 7 7V r—var2E7975591
EEFEnTTWET, FA vz EFERALC, = FK—F 4 B8 Linx 7 SV r—varEA
VA= BH BIOEMETAZ LB TEET, FAN V= VEVAT AL AV EL
HIZNY RLENTEY | CiscolOS =+ R guestshell enable #ffi i L TA A h—/LTXx &
7

AN VBB, Xy hT—F 7 Tlided, Y=/, Linnx2—7 4 V7 1, BIOE
HEEZBEX LD TT,

AN vz, AA B (Cisco A vy FBIOVINL—F) VAT AEI—FEHHFLFET,
a—P—X, FA R =D Linux V= VIZT 7 EAL, 2T T Drootfs IZHDH AT U T |
BIOYT7 o7 Rubr—VUEFHTLENTEEST, 27L, YA vz LNO2—
P—lF, TARDT 7 AN VAT LABIOT v RAEERT L5 LT TEERA,
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YINERYYTHE |

B 7xroznerzr ozt

ANz a7, IOx #EA L TEBEINE T, I0xiE, CiscolOSXE 7 /31 2D 7z
OO AADT IV r—a RAT 4T AT TFTANTZF v TY, I0x1E, VA3,

N hF—, BEIOY— R AA—F f OBFREIC L > THEINET ) r—3 g B IO —
EREZXY N —07 Ty TR, AT =LV RICKRAT A T TH L%, HREOLER
N=RU T TT7y N7 A —AZBWTHEEIZLE T,

AR TILETR R )L Lite

FANzarTFEfATLE 2—PE VAT AETARORAZ VT hT 7Y r—
arEFTTEHIIICRVET, Intelx86 7'F v 7+ —L EDT AN =)L 2T
X, CentOS 7.0 Di/IRD rootfs ZFFDO Linux 27+ (LXC) 220 £9, T4 A LHIZ,
CentOS 7.0 T Yum =—7 ¢ U 7 ¢ Zffi ] L T, Python /N—3 = 7 3.0 72 £ DL Python 7 A
TIVEALARN—NTDHIENTEET, £/, PIPZHEM L TPython Xy 7r—T% A A
P AVELTEHT LI TEET,

Catalyst 3650 X° Catalyst 3850 'V —X AA v F 7R EDOMIPS 77 v h 7+ —L EOT A K ¥ =
)V Lite 2 >7 721X, Carrier Grade Edition (CGE) 7.0 D rootfs 3% 0 £7°, 7 A K I =/ Lite
TlE, AZ VT ROA VAN VETXFETOHARETT, ZNHDT /A AT, YumDA
VAP VET R = FENTHERA,

KE5:Cisco T A TILET AN T Lite

TRA KL x)illite (BREMGIXCO (R~ z)L (IXCaVTH)

VT F)

Cisco IOS XE Cisco IOS XE

ARV —=T T VA
7 A

A BN SN « Cisco Catalyst 3650 U — & & |+ _THIOSXE 77 v b

A vF (&BETN) 7 d— A
* Cisco Catalyst 3850 ' U — & A
AvF (BETI)
AN v VERER Montavista CGE7 CentOS 7

Python 2.7

HAR— b5 (Python V2.7.11)

PR — bxtE& (Python V2.7.5)

HANCA v A F—IL &
7= 71 A 5 2D Python
FA47FY

e Cisco HLIAL Ry b =% —D ¥
* Cisco IOS XE CLI

* Ncclient

o Cisco fIAA X0 |k =R —
« Cisco I0S XE CLI

PR — K D rootfs

Busybox, SSH. I J T Python PIP
DA VA F—J

SSH, Yum®A A h—/L B
L W Python PIP DA > A F—)L

GNUC 2 /3A Z

PR — SR

PR — g

RPM O A A b —/b

PR — PRI

PAR— bt
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| vznexvUTHiEE
parvirnt®ayrs ]

TA LY zilite REMGIXCD | XMz (IXC32TF)
VT F)

Ty F MIPS x86

ANz )IOEXa) T4
AE, FAR V2 VNO—FFEIT SV A — g Lo THRA N VAT LN
INDHZERBWEY, EX a2V T4 2BELTWEST, FA N v bE, RA M I—%L
MOSBESH, EEa T LTEMEL £,

R STILOIN—FYTT7EHR

ZOETIE, AIEAEIMERERO, YR—MEOT Ty b7+ — BT LN~ T =T
RSB T DiEm eIt L Ed,

REHTRAMIILDYY—REH

TS5y b TH—L4A wINAEY

CSR 1000v 4 GB

Cisco ISRv 4 GB

Cisco ISR 4000 > U — X 8 GB DRAM (I0S XE 16.8.1 X ¥ #ij)
4 GB DRAM (IOS XE 16.8.1L[¢)

MOFTRTOT Ty 7+ —AE, FA Mz V&P R— T30 +07) Y — A% HA T
RIECT LS 26 M S ET,

)

CE) (REV—EABA VAP ENTWET IV r— g AR N v x)b arTFa2RFRIC
AT LT TEERA,

AR IILODRNL—DFEHR

Catalyst 3650 33 J. (X Catalyst 3850 > U — X A A v FTlE, YA M v =ViE, 7979 aD7 7
AN VAT HZDIHA A RN—/LTEET, Catalyst3850 >V —RX AL v F DT — 7T v
YaTiE, FARN VA EEFICA A N=ATHITILTSMB OF 4 A7 2 EFEPLET
D

Cisco4000 'V — XA — A V—H TlE, YA M v=z/Vd, Xy NI —2T A ¥ —T =
ARXEY2—/L (NIM) O —E R &y MNBIT (SSID) (N—KT 1 R7) B3bHDHGHE.
ZIIWCA VAPV ENET, N—RT 4 AT RTATHPERATRERSGE, 7A R Y= /LO
A VA RN T = "7 Ty aZiBIRTDHZ LT TEFER AL Ciscod000 > Y — X P —E R
HAETN—2TIE, TA N Yz VEEFIZA VA M=V T 521X 1100 MB D/ x— K 7 1 A
(NIM SSID) ZE K &ENMLE T,
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vLERYYTHE |
B 7 xcorztvr~n7sez

Cisco 4000 ¥ J — XA — R L—Z B LWASR 1000 /L —% (A7 arDn—FK 5 4
AT WEON—HIZBMENTNWEEE) TlE, FAM Yz VEN—RT 4 ATIZL VA h—
NMLTEY, TON—KT 4 AT PL—FHEASNNTVDIHEEIZORY) V—ADH A AEHE
BFERITTEET,

\}

CE) 77— bhr7993 2% N LTA VAN LEFARN 2 VTIR, TV r—3 3 RAT 4
VIUBEaAT Y REERHLEY Y — 2O A AEFEIITEIERA,

TAR V2V DA YA = VHPIIN= R T4 AT ERPAR LG, =7 — A vE—UR
FRSINET,

wIZ, ISR4000 > Y — R —HF THOTT— A v —T0FZERLET,

% Error:guestshell setup.sh returned error:255, message:
Not enough storage for installing guestshell. Need 1100 MB free space.

T—=hT7 Ty vaFidNn—R T4 A7 OREXHEEIT, FA KN o ARBINT — & Z R
HIeOIEAIND Z ENBH Y £, Cisco Catalyst 3850 U — X AA »FTlL, Ak v=
WMERT&E DA L —Y FEIL 18 MB T, Cisco 4000 ¥ U — X H— R FEAH/L— & T
X, FAP Y= UMEATE DA ML —VARIZ8O0MB T, YA v =/WE7T—h7 T v
VAT VB RTEHIS, TOREEEMOSAEHEHTE £,

RIFTANDIUBEVFR Vo) lite MERATESY Y—R

1)y —=x TIAIE =/IMNEREK
CPU 1% 1/100 %
GE) 1% I ZIFEERE, 800

CPU = h/

A7 I CPU =

=v hOAIK
AFE 256 MB 256/256 MB

512 MB (Cisco CSR 1000v) 512/512 MB (Cisco CSR
1000v)

FINARATDHFAR DT ILADTIER

Fy N —ZEBEIL, I0Sa~ 2 FEHEHALT, AR 2L NO 77 A LB LR2—F 4
V7r 4 8T N TEET,

FAR DA A R—=LHIZ, SSHT 7 B ANF— R—2ADOFFETEy b T v 7anE
To TARN Tz A~OT 77 AIX, 10S Db EWEHE (15) 2o —PICHIR S E T,

Z Oz —WX, sudo DIFE{TH T 5 guestshell Linux = —H & LT Linux 2> 7 F~D7 7 & &
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EHAISN, TRTOA— MMEEZFEITTEET, YA Mz bFETEIND a~< R,
—BPNRI0SHRIZE A v LIm e X LRI USETEITENE T,

AN vz a7 T, R Linux a2 REFETTEET,

EER—FZ2NLTOFRAR DT ILADT IR

FARY 2 )UI, TIANVEIT, TV —2a AN LAy N =T ~DT 7 & A%
ALET, 2a—FiL, FRAF V2 LANSEBEVREO R Yy N —F L IREXZLEFTLH L
ITEEEA,

\}

GE)  FEHA— MBI Ty b7+ —LOHA, VirtualPortGroup % 10S FXEND 7 A Kk = /LT
AT 5 2 &N TEET, FFMICOVWTIE,  [VirtualPortGroup D% ER]] DHEAZRL T
<TIEEWY,

FAMSTILTOREYFXUY

TFARNSZVNRA VA R—=LVENTWDEE, 7793277 ANV AT AX, T4 L7
NUBNBEIICER S NE T, ZOT 4 L7 FUIE, AZ v 7 AUAN—[{TR#IESNET, Ul
DEZFRHZIE, 20T 4 V7 NUDORNEDOHRN, TXTOARAL v 7 AU R—RTRIS N E
T, A TRXATEVT 4 TOUYBXOBRICT —Z 2RFT 512X, 207 417 RUIC
TR ML ET,

NATRXAZEVT 4 TOUDEZOBRIZIE. BiLWT 72T 40 753 A%, FNENRDF R
Foa A VA N—VEER L, A R oV ERINREBICETLLET, TV T 7 AL 2T
LAIFHEFF S NET A, T A Mz VORIEIX, T XTORE v 7 A S —RITHNEICHES S
nE4,

10x DHEE

I0x (I0s+1linuX) X AaBEB Lo RY—xo U R T7 7YV r— g0 JL—ATU—7
ThY, VAaADOFXy NIT—I T Ty N7 4 —L ElHDHIEIERIATOT TV r— 3
VK LTT Y r—a VIR AT ¢ T Re A RAE L £, Cisco 7 A b T VT HRRR R 2
VTFREATHY ., VAT LAOBBBIMERICESI ST Y r—a D1 DT,

I0x 1%, WEFAT TV r—varwzvr—Ifb L, TNHEX =7y T34 A EIZKRA
N OB EDIEEL KT 5 —HOV— A ZRMT 52 LIk, TV =T a DT
ATHAITNVERLET =M ERBIIZLET, IOxDOTA 7H A4 7 )VERIZIZ, 77V r—
varBIOT =X O, B, SAT 47, Blth, Bk (FH) [ BIOE=XVY T
NEENET, I0x P —ERUIT 7V r—2a VORABIOEHRY - L EENTEY,
2—PRT V=g U ERRLTIOx 7 L—AU— 7 [ZREBAT 5 DICHLH £,
TIVr—vay RAT 470, ROBREZRHE L £,

o« 2w b U — 7 OGO,
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B »or—zenxosoms

¢ TNRAALIZHRANINTWAT IV r—2arDIFA4 7V A7 )vE ) E— N TEHT S
IOx 77V —Yary 7ualoI 7 A0 2—7x214A (APD .

=R T TN = ay TATHA I NVER,
« 77U K N—ZOR%E,

I0OxD rL—REOXTVTDME

I0Ox DL —RL X FOBEAFENTLE. "X TFAALATHFANT IV r—a
ZEBNCETTEET, ZNIZEY, RAM~DTF—ZOuFX 7L L —X% LAR— 5%
DI HET, FL—R F—Z|T10x hL—Ra ZICBESH, BX¥ L7 F—Z TR A k
T34 A D 108 syslog [ZHR7F S FET,

N—RAFT—=HERAN TNAALEOBEE/RA L= TARALRAZVEA LT NTDHE, 7
AN TV r—aOF Ny TITESNLET,

IOXMAN #&5& (£

TFANT TV —vay, VAT ALXC, £IEKVM A U AZ 2 AXZE VR E O syslog
BLOa T 77 A NVEEH L TRESNET, ZRHDT7 7 A VIERRAER T 7 A VAT
ANIAEGFE SN, RA R FAL ZANBET /7 EATEEHA, 10Ssyslog ~DF—F D ¥
FJEHRARNEDIOX hL—RA BT ~DT—HD hL—ZA%&VR— T 5720, RORIIRT
Eolc, RAMIT—EE2RETH0D2oDL U TILF 34 A ([devittyS2 & /devittyS3)
WFANT TV r—yary TRESNTWET,
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[ 2: IOXMAN #&5& (A

KVM APP LXC APP

syslogd Logger syslogd Logger

fdev/ttyS3  y Idev/ttyS2 v

‘ Libwirt J
socket::unix socket::unix fdeviptsly /dev/pts/x

/devittyS3  y fdevittyS2

|OXMAN

Logging data Tracing data

r Y

errmsg |OX Tracelog

AEGETE

IOXMAN |E, "L —A A VT TFRANT I F &L TrX 7 h—EXFET ML —2A
P—E R (YT TN, A% ab— T 5 Libvert <) Z#RET 27282 TT,
IOXMAN X, AR TV r—va D4 7 A T NZESNT, hL—RA P —ERAEH
NEIIEHICL, vX¥ 2 T —H % 10Ssyslog IZE[FL, hL—AT—H%10x hL—A
a ZJIREFE L, KX ANT T r—2arDI0x hb—2u FEHMEFFLET,

AFX 5 ERL—RDURTL 78—

ZITIE, I0x e XL T L ML —ZADOHHFEIAZOWTEHA LE T,

IXChoxo4
L FARNOSH, FAKNTFUr—aTldevittyS2 ZHZ LET,
2. FARNTZVr—arn, devittyS2 17— % 2 EEALET,
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Libvert 28, 75 A b T /dev/pts/x ~® [devittyS2 = 3 = L — ks L £,

IOXMAN 728, =3 2L — hEN7/=T U T T34 Z [devipts/x % XML 7 7 A /L) 5 B
LET,

IOXMAN 28, i A[RE/RT — & % [deviptdx 225 Y v AL LTt . A vt—Y0HE
KEZBZRELT, Ave—T% 7 4 VFMBL, T L CHFa—IZHBMHLET,

errmsg ZfEH L CHA A RO [devllog 7 /31 A2 A v E—TEEETDHX A ~—NHIG S
£9

7 — % 3 108 syslog ([ZfR{F S ET,

KWMpox>4y

1.

o 0 &~ »w

FAROSW, AN T7Vr— a3 TldevittyS2 Z#HhNZ LET,

AR T TV =g R, devittyS2 (27— X & EX AR ET,

Libvert 2%, 7" A b T /devipts/x ~?D [dev/ttyS2 =3I = L — h LE7,
IOXMAN 738, =3 2L — h&N7/TCP /82 % XML 7 7 A A B G L £,
IOXMAN 73, UNIX Y7 > b&Bi&E, VUE—F Y7y MR LET,

IOXMAN /3, EAFRERT — X &2 Y ry B HARD, AvbE—VOBERELZHRTL
T, Ave—U BT 4 VHMBL, T LT, Fa2—ITEMHLET,

errmsg ZfEH L CAR A Fd [devllog 7 /31 AZA v E—VEFET LA ~—NHBI
£,

T — % 3 108 syslog \ZER1FESALE T,

LXC®D ~L—R

1.

2.

3.

FAKRNOSH, FAKN T 7Y r—v a3 TldevittyS3 #HMC LET,
A vt —T% [devittyS3 122 B —9 % L 92 sydogd # 7% E L £7,
FARNT TV r—ya i, devittyS3 127 —Z & EX AL E T,
Libvert 2%, 7" A kT /deviptsly ~® /dev/ttyS3 Z=I = L— s L £,

IOXMAN 28, =3 2L — hEN/F=T U TV T34 Z [deviptsly %2 XML 7 7 A /L 5 B
LT,

IOXMAN 78, i AJREZR T — # % [deviptsly 725 ) v A L Catr ) . 7 ¢ L &2 JLpt
L. fBIrLC, Avt—U%10x hb—2Aa JIZRELET,

[0x b L—20 7N OEEIEL. IOXMANZS b L—2 1 2 7 7 A /L% [bootflash/tracelogs
e —r—v g LET,
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KVM O k L—Z

1. ZAROSH, YA TFVr— 3 TldevittyS3 AN LT,

2. AvbB—T% [devittyS3 (22 B —9 5 L 5T syslogd % E L E T,

3. FANTTUr—vari, devttyS3 27 — % & EX AL ET,

4. Libvert 25, AR A hTTCP /SA~D [devittyS3 %3 = L— h LE7,

5. IOXMAN 3, =X =L — M &7z TCP /XA % XML 7 7 A L HEGF L £ 7,
6. IOXMAN 73, UNIX Y7 > bZBi&, VUE—F Y7y MR LET,

7. IOXMAN 2, FHARERT — 4 %V ry "I bR, A v —VOEKREEZETEL
T, Avbe—VET7 VML, T LT, I0x b L —2 ZIZHEMLET,

8. I0x kL —Au ZFNlHOLEIE, IOXMAN S hL—2A 12 7 7 A )L % [bootflash/tr acelogs
ica—7—varLET,

Ayt—ooAFxrTERL—R

Z ZTlE, 10Ssyslog ~D A wv—yOuaX 7L FL—RIZOW T L E9,

I0Ssyslog TO A v tE—oDOXUS

TARNT IV r—varhbZELiEonX 7 Avye—UThH, IOXMAN ZA vE—Y
DEKFEZT 7 4/ h TNOTICE |23 E L THh 5 10S syslog (2355 L 77, 10Sd T%1E 3
oA yE—ViFar Yy —IFREN, RO A v E—VERTIOS syslog (ICRIFSNVET,

*Apr 7 00:48:21.911: %IM-5-10X_INST_NOTICE:ioxman: |0X SERVICE guestshell LOG:
Guestshell test

10S syslog IZHEHL T 57212, IOXMAN (Zn X0/ XA v —YO@EKELEZFR—FLTWE
T, BEREOHLZOX 7 Avt—V2WETLHICE, AN TV r—2arTAyiE—
TOIIIASy X —E BT AN ERH Y T,

[al23b234,version, severity]

al23b234 is magic number.
Version: severity support version. Current version is 1.
Severity: CRIT is 2

ERR 1is 3

WARN is 4

NOTICE is 5

INFO is 6

DEBUG 1is 7

RIZ, Avt—y rr7oflzRrLET,

echo “[al23b234,1,2]Guestshell failed” > /dev/ttyS2

FARN T TV =g b I0S syslog (Za X207 F— X b4 51203, RO TFIEEFAT
LET,
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CTulI7I 7R MRLTWAEAIE. write)ZEA L CaX 7/ F—X &R A NIk
BFLET.
#define SYSLOG TEST “syslog test”

int £fd;

fd = open("/dev/ttyS2", O_WRONLY) ;

write(fd, SYSLOG TEST, strlen(SYSLOG TEST)) ;
close (fd) ;

Y aryY—)LEFERALTWE5EIE. echo 2L CaX o/ F—XZRA MIE
fELET,

echo “syslog test” > /dev/ttyS2

I0x kL—Z2ATADAYyE—UDFL—R

FANT TV r—2arnbI0x hb—R2Aa Il hb—R A v —52RETHI20E, RO
FlEZEFITLET,

1

CT7ur I ML THWDL5EIE, write) 2L TRL—2 Ay =V 2B A
WCEfRLETS
#define SYSLOG TEST “tracelog test”

int fd;

fd = open("/dev/ttyS3", O WRONLY) ;

write (fd, SYSLOG TEST, strlen(SYSLOG TEST));
close (fd);

CTul I 7HMERALTWDEAIE, sydog) AL THRL—R XA vE—T kKA
MIEFELET,
#define SYSLOG TEST “tracelog test”

syslog (LOG_INFO, “%s\n”, SYSLOG TEST);

v ary—VEERALTWSEAIE, echo AL TR —R F—X &K R Mk
FELET,
echo “tracelog test” > /dev/ttyS3

or
logger “tracelog test”

Bl: AL IILDRY NIT—F D TETE

AN V= ADFy T =% 7T, IROBEPLETT,

e ALY —2L A5 2 (DNS) DORE
« X TOHRE

s X VDOREXRFHTH-5HD YUM £7213 PIP DR E
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TFAM D ILZBMTT BHE

I0x DEE

1R BRI

IOx IFBAE CTRE T2 E4, A Mo VEIEFICENTT AI12iZ. CAF. I0Xman,
B L O Libirtd Y —EANEITLTWALENRH D 9,

FIEDHE
1. enable
2. configureterminal
3. iox
4. exit
5. show iox-service
6. show app-hosting list
FIEDEFH
AU RFEREETIV 3 Y B
AT 71 |enable Rt EXEC E— R AT L FE T,
1 - e NAT— REANLET (FERINEELE) .
Device> enable
AT w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : Li‘g‘o
Device# configure terminal
ATy F3|iox I0x y—EAZHFHELET,
{5
Device (config)# iox
ATy 74| exit Jua—sLar 74 Xalb—vay B RERT
Bl - L. ¥ EXEC E— FICRY £,
Device (config) # exit
R T 75| show iox-service I0Ox Y —EADAT—H A% XK LET,
1
Device# show iox-service
AT v 7 6 | show app-hosting list T NA ANZHKF L THINIZ 72 5 T % app-hosting H—
B - EADY A MEFRRLET,
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ARV RFERFTIVaY =)

Device# show app-hosting list

RDZRY

&Iz, ISR 4000 > U — X JL—& TP show iox-service =~ > RO Al Z2 R L E T,

Device# show iox-service

Virtual Service Global State and Virtualization Limits:

Infrastructure version : 1.7

Total virtual services installed : 0

Total virtual services activated : 0

Machine types supported : KVM, LXC

Machine types disabled : none

Maximum VCPUs per virtual service : 6

Resource virtualization limits:

Name Quota Committed Available
system CPU (%) 75 0
memory (MB) 10240 0
bootflash (MB) 1000 0
harddisk (MB) 20000 0
volume-group (MB) 190768 0

IOx Infrastructure Summary:

IOx service (CAF) : Running
IOx service (HA) : Not Running
IOx service (IOxman) : Running
Libvirtd : Running

Iz, showiox-service 2~ RSN -HmE2 R LET,

Device# show iox-service

IOx Infrastructure Summary:

I0Ox service (CAF) : Running
IOx service (HA) : Running
I0x service (IOxman) : Running
Libvirtd : Running

Wiz, show app-hosting list =2~ > RO HHIZR L £,
Device# show app-hosting list

guestshell RUNNING
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FIRDOHE

F IR D

N\
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(GE)  VirtualPortGroups |3/V—7 4 7 77 v 74— LA TOHRYR— I TWVET,

JR 8O HHEIIZ

FAN VDT 7 AT A2, I0Ox DR ESNTEITLTWALERH Y F1,
I0x MERL STV WIEAIE, 10x DR ERD D A v —UnFoRrEnE T, 10x & HIkR
THE, TAN vz MIHET 7B ATERL D FET, 72721 rootfs 1THEELZITEH A,

FAN 2 VEAIZ L TEET S L9, 77V —2 g VERIIERA V4 —T 24 A Y
RETHDVENRHYVET, YA 2 VDA B —T =2 A ZABFNTT B IFEOZEZ DN T

(=N

lConfiguring the AppGigabitEthernet Interface for Guest Shell] 33 ' [Enabling Guest Shell

on the Management Interface| D& 7 v a2 V&S L TS0,

©oaprwDd=

enable

guestshell enable

guestshell run linux-executable
guestshell run bash

guestshell disable

guestshell destroy

ARV RFERETIVa Y =)

ATy T

enable
1 -

Device> enable

¥itE EXEC E— FE A LET,
e NRATU—FRKEANLET (ERENEHE)

ATvT2

guestshell enable
fil

FA N vz —ERADE ML,
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ARV RFERETIVa Y

B8

Device# guestshell enable

G * guestshell enable =~ > Fi%, * v
kU —% > 7|2 B Virtual Routing
and Forwarding (VRF) A A%
Az LET,

A= VA VIS SR NS V4
\Z VirtualPortGroups (VPG) % 1{#
LTWDHAIEL, 3 VPG 2 AR
TLOMENRDY 7,

e FARNIPT RLAELF—F T A
IP7 RLAIRE U7 %y FNIZH
HULERHY F9,

Z 5w 7 3 | guestshell run linux-executable
1 -

Device# guestshell run python
Et e

Device# guestshell run python3

AR 2V TLinuk 7277 L5EETLET,

(G¥) Cisco IOS XE Amsterdam 17.3.1 LLfED Y
Y —ATiX, Python/N— 3 > 3 DA
PAR—FENET,

R 7 4 |guestshell run bash
1

Device# guestshell run bash

Bash > = VZBHIEL T, A K = VIZT 7 & A
L%,

R w 75 | guestshell disable
1

Device# guestshell disable

FAN v —EREEYL L ET,

AT w 76 | guestshell destroy
fi

Device# guestshell destroy

AN 2V Y= REIET T 4 T LT, T
VAU A =L LET,

TAR T ILOEMEEET

guestshell enable =~ > RiZ, ¥ A h =& A A b=/ LET, ZDavr R, EHL
ENTWBETAN v VERT 77 4 7T 5B b S E T,

TARN V= PEIMESNIERETI AT 22V n—R95&, FA M vz /MdfAdkah

TEEFITRYET,

\}

(G£)  guestshell enable =~ > AT HAMNT, [0x ZRE L THB LERH Y 7,
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guestshell runbash =~ > Rk, Ak =D bash 77 Fa2fl&afd, Zoa~vr R
ESEDIZIE, 7 A b Yz ARFEFIICHI LS TND Z &N EETT,

\)

(B WOAvE—URary—WIFREINDIGE, IOxDEMEENTWOEH A, showiox-service
a<w RO AHEF =7 LT, 1I0x DREZHERB LT FEW,

The process for the command is not responding or is otherwise unavailable

TA N 2 )VEBENCT DIEOFMIZOWTIX,  [Configuring the AppGigabitEthernet Interface
for Guest Shell| 35 X O [Enabling Guest Shell on the Management Interface] D& 27 > 3 > & &M
LTLEENY,

FZ b2z LOEMIL & WE

guestshell disable 2~ > F&fEHT 52 LT, YA v =&k T LTEYLTEET, X
b Lz VB ENTREE T AT ARV n— R 5L SR N VS S o E
FITRD ET,

guestshell destroy =~ > KX, 77 v 2D 7 7 A )V AT LD rootfs ZHIBRL 9, 93
TOTZ7AN, T—H, A VAL ENTWALInx 77V r—rary, BIOHRAZ LD
Python ¥ —/L L a—7 4 UT 4 RHIERS ., BHETE 220 97,

FIVr—2a3 0 RRATA VT #FERLES AR ZIILDERE
A\

GE)  ZOHE, vAINVN—T 4T T Ty N7+ — LA I E T, VirtualPortGroups (X, Cisco
Catalyst A1 v F 27 7T v b7+ —ALATEHVFR— SN THERA,

FAZR VDT 7 AT I, I0Ox RSN TEITLTWALERH Y 17,
[0x MERL SN TWZRWEAIE. 10x DR EZRD D A v —UnFoREnE T, 10x 2 HIkR
TAHE TARN 2 VMZET 7 BARATERL D ET, 72721 rootfs 1T EAZITEHA,

Y

G ZoFE (TF7Vr—arhAT 4 7R LS A RV OBH) i LT, Cisco
I0S XE Fuji 16.7.1 LIBED U V—ZADFA s ¥ = )L EFH N L E T, Cisco I0S XE Everest 16.6.x
LIRTCIZ, A b /L& 83 X—2) OFEAFEHLET,

Device (config)# interface GigabitEthernetl
Device (config-if)# ip address dhcp

Device (config-if)# ip nat outside
Device (config-if)# exit

Device (config-if)# interface VirtualPortGroupO

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Cisco 10S XE Gibraltar 16.11x 704 S<EY T4 av 74 FXal—2av HAF .



YINERYYTHE |
B rtonss—Tus075£2

Device (config-if)# exit

Device (config)# ip nat inside source list GS_NAT ACL interface GigabitEthernetl overload
Device (config)# ip access-list standard GS_NAT ACL
Device (config)# permit 192.168.0.0 0.0.255.255

config)# app-hosting appid guestshell

config-app-hosting) # app-vnic gatewayl virtualportgroup O guest-interface 0
config-app-hosting-gateway) # guest-ipaddress 192.168.35.2 netmask 255.255.255.0
config-app-hosting-gateway) # exit

config-app-hosting) # app-default-gateway 192.168.35.1 guest-interface 0
config-app-hosting) # end

Device
Device
Device
Device
Device
Device

Device# guestshell enable
Device# guestshell run python

3: 7TV —2a RRATA VT EFERALEZS AL S ILOER

3 N

10S XE Guest Shell Container

ethO

Internet 192.168.35.2

192.168.35.1

Cisco device
N J

366962

BIE SRV D%y U —F% 2 7Tl GigabitEthernet f % — 7 = A A & VirtualPortGroup - >/
2 —Tx A X% LEOKNITRT EOICRET DMERH Y £7, 7 A F ¥ = /LI Virtualportgroup
ERETA L H—T A AL LTHEAL, NATZBU TR Y N —7 128 L £,

WHEE NAT OFEICIEL, kOa~vy REMHALES, AR, FRA S Y=g 2 —
Fy MTEREL, 7223 Linx Y 7 MY =T HEHF TR 7T ARG TE L L0120 £,
ip nat inside source list

ip access-list standard
permit

L DflD guestshell run == > R Python FEITHREY 7 A L& FAT L £ T, F£7-. guestshell
run 22 R LT Linux EITAREY 7 A LV EFITTHZ b TEET, =& 2.
guestshell run bash ==~ > Fid bash = /L Z @) L, guestshell disable =~ > FZ7 A F¥ =
Naerxy NI LTENZLET, B TCUAT LY —RLTH, AR V=L 3R
DEFIZRY FT,

Python 1 2 —T Y ADT7I A

Python |34 %7 77 4 ZITfEM TE LA, Python A7 V F v &7 Ak ¥ = /L TFEITT D
ZEHTEET, guestshelrunpython =2~ > K& LTS A b &= /L"CPython A > ¥ —
U % % LE) L, Python iK% Bl & £,
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\)

() CiscolOS XE Amsterdam 17.3.1 K W gij® U U — A CTlL, Python V237 7 4/ kT3, CiscolOS
XE Amsterdam 17.1.1 35 X OF Cisco 10S XE Amsterdam 17.2.1 Ti, Python V3 2847 — K &1 T
WE 9, Cisco I0S XE Amsterdam 17.3.1 LAFED U U — X Ci&, Python V3 237 7 # /L h CT9,

Cisco IOSXE Amsterdam 17.3.1 K YRTID Y 1) —X

guestshell run =~ > Fi%, Linux EITAE~Y 7 A /LD EITITHY TS Cisco IOS TH Y ., Cisco
10S 725 @D Python A7 U 7 s O FATRFICHERH S A ZHRE L £7, ROFIIX, =~ ROHEx N
AHIEET D HEZRLTVET,

Guestshell run python /flash/guest-share/sample script.py parameterl parameter?2

RIZ, Cisco Catalyst 3650 2 U — X AA »F E72Id Cisco Catalyst 3850 ' J — X XA v F T
Python ZH T P&~ L £

Device# guestshell run python

Python 2.7.11 (default, March 16 2017, 16:50:55)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

ROFL, CiscoISR4000 2V — X H— 1 Ak GH)L— % T Python Z G2 T D HiEx R~ LT
b\i‘j—o

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Cisco |IOS XE Amsterdam 17.3.1 LAED Y 1) —R

W OB, Cisco Catalyst 9000 > U — & A A »F LT Python ZHMNIT D HiEERLTNE
D

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>
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FX kT )LDFREH
Bl : AT ILOEE

ROBNT, TA ST = Ve BN 2HEEZRLTHWET,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python

Python 2.7.11 (default, Feb 21 2017, 03:39:40)

[GCC 5.3.0] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

VirtualPortGroup %3 M5

N

(GE)  VirtualPortGroups 1% Cisco L—T 4 > 7 7 Z7 v N7 4 — A TOHYHR— F I TWE
R

AR Vb Ry B U—F 2 72 VirtualPortGroup A > ¥ — 7 = A A& AT 5545
VirtualPortGroup A &~ % —7 = A ATITREFRHADHAIIP 7 FLANKETT, 71
VIR AE =T oA RFA Ry MTERHR STV DRERHY . Ry b
U —27 7 R L A% (NAT) 1F VirtualPortGroup & 7 2 > h /X3)L iR— h D TR IE
SNTVWARERDH Y £7,

WIZ/RT O, VirtualPortGroup D% EH| T,
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Device> enable

Device# configure terminal

Device (config) # interface VirtualPortGroup 0

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if) # no mop enabled

Device (config-if)# no mop sysid

Device (config-if)# exit

Device (config) # interface GigabitEthernet 0/0/3

Device (config-if)# ip address 10.0.12.19 255.255.0.0
Device (config-if)# ip nat outside

Device (config-if)# negotiation auto

Device (config-if)# exit

Device (config) # ip route 0.0.0.0 0.0.0.0 10.0.0.1

Device (config)# ip route 10.0.0.0 255.0.0.0 10.0.0.1
!'Port forwarding to use ports for SSH and so on.

Device (config)# ip nat inside source static tcp 192.168.35.2 7023 10.0.12.19 7023
extendable

Device (config) # ip nat outside source list NAT ACL interface GigabitEthernet 0/0/3
overload

Device (config) # ip access-list standard NAT ACL

Device (config-std-nacl) # permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit

! App-hosting configuration

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
Device (config-app-hosting-gateway) # guest-ipaddress 192.168.35.2 netmask 255.255.255.0
Device (config-app-hosting-gateway) # exit

Device (config-app-hosting) # app-resource profile custom

Device (config-app-resource-profile-custom)# cpu 1500

Device (config-app-resource-profile-custom) # memory 512

Device (config-app-resource-profile-custom) # end

Device# guestshell enable
Device# guestshell run python

Bl AN STILOER

FAN vz Far 7RG Linuk O3~y REETTEET, ROFIE, —HO
Linux =< > ROMEMEEZRLTOWET,

[guestshell@guestshell~]$ pwd
/home/guestshell

[guestshell@guestshell~]$ whoami
guestshell

[guestshell@guestshell~]$ uname -a

Linux guestshell 3.10.101.cge-rtl110 #1 SMP Sat Feb 11 00:33:02
PST 2017 mips64 GNU/Linux
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Catalyst 3650 35 & TF Catalyst 3850 2 U — X ZA » FI21%. BusyBox 2MEftd 2 EH S
7= —# D Linux EITAREY 7 A L3 Y . Cisco 4000 > U — X H— b AR —

AZ1Zi%, CentOS Linux V U —R& 7.1.1503 DMEttT 2 <2 RB3H D £9,

WOFIL, Catalyst3850 > U — X XA v F L TH dohost =2~ FOEHEZRL TWE

D

[guestshell@guestshell ~]$ dohost "show version"

Cisco IOS Software [Everest], Catalyst L3 Switch Software
Experimental Version 16.5.2017200014[v165 throttle-BLD-
BLD V165 THROTTLE LATEST 20170531 192849 132]

\)

[CAT3K CAA-UNIVERSALK9-M),

GE)

2T,

dohost =~ KiZiL, iphttpserver =< > KRBT /34 2 LT

SNTNDZ &N

TR ZILDARY FIT—F 2V TEKTF

AR T2 NDOFy hT—F 7 TiE, ROFEDLETT,
e RAA Y F—2 ¥ ZF 5 (DNS) DORE
« IR XTORE

« FUXLVDORELMEHT 572D YUM £721X PIP ORE

77X & 2z )L®D DNS EZTE Dl

FAZ K OV T L DNS HERRIZR D & B Y T,

[guestshell@guestshell ~]$ cat/etc/resolv.conf
nameserver 192.0.2.1

Other Options:
[guestshell@guestshell ~]$ cat/etc/resolv.conf
domain cisco.com

search cisco.com
nameserver 192.0.2.1
search cisco.com
nameserver 198.51.100.1
nameserver 172.16.0.6
domain cisco.com
nameserver 192.0.2.1
nameserver 172.16.0.6
nameserver 192.168.255.254
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Bl TOXFVREEROD

JL ==
X e

on

Fv NT—=I N7 aXxrOBERICHIHEF, Linx T/ v BREHRELET, &
EREAE, BEICINOOEHAZBNL £,

WROBNE, T ux o BBERET D HEEZRLTWET,

[guestshell@guestshell ~]S$cat /bootflash/proxy vars.sh
export http proxy=http://proxy.example.com:80/

export https proxy=http://proxy.example.com:80/

export ftp proxy=http://proxy.example.com:80/

export no proxy=example.com

export HTTP PROXY=http://proxy.example.com:80/

export HTTPS PROXY=http://proxy.example.com:80/

export FTP PROXY=http://proxy.example.com:80/
guestshell ~] source /bootflash/proxy vars.sh

FA®D Yum & & U PIP D8R

ROBNT, 70 VERBEARORE Yum 2T 5 H5EER L TWET,

cat /etc/yum.conf | grep proxy
[guestshell@guestshell~]$ cat/bootflash/yum.conf | grep proxy
proxy=http://proxy.example.com: 80/

PIPOA A h—)LTlL, 7B X UREICHH SN DEREAHENEIRINET, PIPA
VARM=VZIX-EA T a v EABE L sudo A LET, BRESHNPRESINT
WARWIEES T, OB TRT I HICPIP a2~y RTENS ZBRMIICER L ET,

sudo pip —--proxy http://proxy.example.com:80/install requests
sudo pip install --trusted-bost pypi.example.com --index-url
http://pypi.example.com/simple requests

WOHITIE, Python O PIP A > A h— /L& H$ 2 HEERLET,

Sudo -E pip install requests

[guestshell@guestshell ~]$ python

Python 2.17.11 (default, Feb 3 2017, 19:43:44)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information
>>>import requests

zz I}
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AR VIIIVZET A ZEDMDSEER

FAEIE H I=aTILEA kL

Python & ¥ = — /L [CLI Python & = —/L ]

Yo ¥yF Foeva=7 [ta %vF Iovya=r7]
MIB

M MB®! >y

BIRLT Ty b7+ —24, CiscolOSV V—2A, BLO7 4 —F v &> MZBT 5 MIB
FPELTHF 7 a— R4 5121%, RO URL IZ3H % Cisco MIB Locator 2 L £9,

http://www.cisco.com/go/mibs

SRADTY ZHI YR—F

e s

AV R— N WebH A F T, Y AOBIELECT 7 2 v ¥— | http://www.cisco.com/support
WETD RN T TN a—TFT 4 U TITBESLTWEET 5 X 91,
Yo aT ARV =L EIILDETLEERA T )Y — Rk
Rt L TnET,

BHEVORGEOEX 2 U T 4 FRSBAINEREAFT 52012,
Cisco Notification Service (Field Notice 757 7 &= A) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOREY —ERITIMATE £,

TAADYIR— K Web A DY — LT 72T HERIL,
Cisco.com D —H ID B LA T — RNMECTY,

TR DT ILOBRERER

ROFIZ, ZOFY2—/L Tl LIREICE T2 Y U —2 e s LET, ZoRT, V7
Fo=27 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, TOKREIZ. FITW 23720 RY . ZRUEO —EDOY 7 by =7 VY —
ATHIR—FENET,

TIy N7 =LY R=FBIOV R YT FU =T A A=V OHFR— MNIBT HHERE MR
9 %5IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 % |Z
I, www.cisco.com/go/ctn IZFE) L E 7, Ciscocom DT 7> MILEH Y EH A,
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Cisco IOS XE Everest 16.5.1a
Cisco IOS XE Everest 16.5.1b

AR VT, BERN Y
A3 AA v FOHBEHIE X
WEBFLD =D T A H I
Python 7 7'V r— a &%
1T Tx %, H&IAL Linux B
BThrtxar 27T
I, VAT LAOHBMEE T
Fubrla=r b8 EENE
I, ZOarrF Ui,
BRA N TARA ANLSEES R
PN/ AN 3 i 71y L D= S I
2—WIFZT, A7 VT b
FAXY T =T RNy r—
A A M=V L, FETT
HBILENTEET,

Cisco IOS XE Everest 16.5.1a T
X, ZOMEEIZIRD T Z v b

TA—LIEEINTWHEL

776

* Cisco Catalyst 3650 3/ U —
A AL v F

* Cisco Catalyst 3850 > U —
A AL v F

« Cisco Catalyst 9300 > U —
R AA v F

* Cisco Catalyst 9500 2 U —
R AA v F

Cisco IOS Everest 16.5.1b TlZ.
Z OBEEIIR DT T » b

T —LITEEINTHEL
77

* Cisco 4000 >V — X H—
v AR —H

Cisco IOS XE Everest 16.6.2

Z O#AEIL, Cisco I0S XE
Everest 16.6.2 C, Cisco Catalyst
9400 > Y =X AA v FITHE
ShE LT
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J1y—2x HRETEER

Cisco 10S XE Fuji 16.7.1 Cisco I0S XE Fuji 16.7.1 TIZ,
ZOBEREITIR DT T v b
T —LICEEINTHEL
7‘;0

* Cisco ASR 1000 ' — X
TV =gy —E
A J—H

« Cisco Cloud Services Router
1000V >~ ) —X

Cisco IOS XE Fuji 16.7.1 T,

TFARN vz UBREDS G, B

XL ML= PR—

k%3 Cisco ASR 1000 7 7" VU

Fe—a P —E R N—H |
EInNE LR,

Cisco I0S XE Fuji 16.8.1 Cisco I0S XE Fuji 16.8.1 T,
Z OFEEEIT Cisco Catalyst 9500
INANRT =AY —X
Ay FICFEESNTHEL
7o

Cisco I0S XE Fuji 16.9.1 Cisco I0S XE Fuji 16.9.1 T,
Z OKEREIX Cisco 1000 2V —
R = REERIL— H 25
I ThE LK,

Cisco I0S XE Gibraltar 16.11.1b | Cisco IOS XE Gibraltar 16.11.1b
TiE., ZOHERRIZIRD T v
7 A —AIZFERESNTNE
L7,

« Cisco Catalyst 9800-40 7 A
YL RrRarte—7

* Cisco Catalyst 9800-80 7 A
YL xarte—7
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Python API

Python 7’1 77~ ' U 7 ¢ %, Python APl Z¥%7HR— KL TWET,
« Python OfEH (95 ~—2)

Python O {& FH

Cisco Python E> 1 —)JL

VA APIEMET D Python €V = — /L Tld, EXECB LR E I~ REFETTHT 7 B AN
ek ET, hdp() 2~ RE AT 5 &, CiscoPython &Y = — VOGN TR SIVET,
help() =~ Ki& CiscoCLI £ = — /D7 a7 4 ZFKRLET,

WOFL, Cisco Python £ ¥ 2 — /W 5 1EHR A2 R LET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> >>> from cli import cli,clip,configure,configurep, execute, executep

>>> help (configure)
Help on function configure in module cli:

configure (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and return a list of results.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
try:

results = cli.configure (configuration)
print "Success!"

except CLIConfigurationError as e:
print "Failed configurations:"

for failure in e.failed:

print failure
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Args:
configuration (str or iterable): Configuration commands, separated by newlines.

Returns:
list (ConfigResult): A list of results, one for each line.

Raises:
CLISyntaxError: If there is a syntax error in the configuration.

>>> help (configurep)

Help on function configurep in module cli:

configurep (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and prints the result.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
configurep (configuration)

Args:

configuration (str or iterable): Configuration commands, separated by newlines.
>>> help (execute)

Help on function execute in module cli:

execute (command)
Execute Cisco IOS CLI exec-mode command and return the result.

command output = execute ("show version")
Args:

command (str): The exec-mode command to run.
Returns:

str: The output of the command.

Raises:
CLISyntaxError: If there is a syntax error in the command.

>>> help (executep)
Help on function executep in module cli:

executep (command)
Execute Cisco IOS CLI exec-mode command and print the result.

executep ("show version")
Args:

command (str): The exec-mode command to run.

>>> help(cli)

Help on function cli in module cli:

cli (command)
Execute Cisco IOS CLI command(s) and return the result.

A single command or a delimited batch of commands may be run. The

delimiter is a space and a semicolon, " ;". Configuration commands must be
in fully qualified form.
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10S CLl 2% > FEEAT 5760 CiscoPython T2 —1L [

output = cli("show version")

output = cli("show version ; show ip interface brief")

output = cli("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

Returns:

string: CLI output for show commands and an empty string for
configuration commands.

Raises:
errors.cli syntax error: if the command is not valid.
errors.cli exec_error: if the execution of command is not successful.

>>> help(clip)

Help on function clip in module cli:

clip (command)

Execute Cisco IOS CLI command(s) and print the result.
A single command or a delimited batch of commands may be run. The
delimiter is a space and a semicolon, " ;". Configuration commands must be

in fully qualified form.

clip ("show version")

clip("show version ; show ip interface brief")
clip("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

I0SCLI a7 > F%EETT 516D Cisco Python EL 2 —JL

)

GE)

Python # FEITT HI121%, VAN V= ARFTHLUENH Y 7, FHMICONTIL,

AN v OFEEZRLTIEIN,

rr

Python 710 77 IV VEREILCLI 2~ REFATTE L6 DORAKEEHALET, b0
#E. Python CLI EY =2 —AnbRIHTEET, ZhoDEEAEMT 5I2IE, importcli =
< REFATLET, 2O OB EET DL, iphttpserver =2~ RBFHIZ/ > T
HMENH Y T,

ZH OO CLI 2~ > ROLFHITY, Python f ¥ —7 U X fRETCLI 2~

RZ2FITT DI, RO 6 OO NT O35 CFSE LTCLL a2~y REAILE
7,

e cli.clilcommand) : Z OBREHITIOS 2~ F&5[HE LTHERY, I0S/X—H—hba<w R
ZFITL, EROTHRAMERLET, Z0a<wy FOERNIELL RWEBA. Python D

FIA I FEA L Ed, W2, di.clilcommand) Ba% o H il Z 7~ LE9,

>>> import cli

>>> c¢li.clip('configure terminal; interface loopback 10; ip address
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B roscus< kEEFT 2100 Cisco Python U2 —)L

10.10.10.10 255.255.255.255")
*Mar 13 18:39:48.518: SLINEPROTO-5-UPDOWN: Line protocol on Interface LoopbacklO,
changed state to up
>>> cli.clip('show clock')
'\n*18:11:53.989 UTC Mon Mar 13 2017\n’'
>>> output=cli.cli ('show clock')
>>> print (output)
*18:12:04.705 UTC Mon Mar 13 2017

cli.clip(command) : Z ®OBI%%I cli.cli(command) B% L #EIZ E -~ 7= <R TT, 727201
FEROTFA M (BT OTIEARL) stdout (IZH 1T 28088720 9, KIiZ,
cli.clip(command) B H /1%~ LET,

>>> ¢li

>>> c¢li.clip('configure terminal; interface loopback 11; ip address
10.11.11.11 255.255.255.255")

*Mar 13 18:42:35.954: SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackll,

changed state to up
*Mar 13 18:42:35.954: SLINK-3-UPDOWN: Interface Loopbackll, changed state to up

>>> c¢li.clip('show clock')
*18:13:35.313 UTC Mon Mar 13 2017

>>> output=cli.clip('show clock')
*18:19:26.824 UTC Mon Mar 13 2017

>>> print (output)

None

cli.execute(command) : Z OBFUIH —? EXEC 2~ > REFITLTHAZKRLET, -
PLEROT XA MIHAOLERA, ZOa<wr FO—E LTI anr £2E38TE
T Z LIFFF T SN EE A, ZOBRRAERINETT 5I12IE, for-loop MEE S 172
Python U X hZfEM L £9, KIZ, cli.execute(command)

Ol R LET,

>>> cli.execute ("show clock")
"15:11:20.816 UTC Thu Jun 8 2017'
>>>
>>> cli.execute ('show clock'; 'show ip interface brief')
File "<stdin>", line 1
cli.execute('show clock'; 'show ip interface brief')

A~

SyntaxError: invalid syntax
>>>

cli.executep(command) : Z OMEBITIHE—D A~ FEFETL T, EROTHF A & (KT
DT <) stdout IZH S L E 9, W&IZ, cli.executep(command) BI%L O HI 161l & 7k L &
¥

>>> cli.executep('show clock')
*18:46:28.796 UTC Mon Mar 13 2017

>>> output=cli.executep ('show clock')
*18:46:36.399 UTC Mon Mar 13 2017

>>> print (output)
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None

cli.configure(command) : Z OBkIE, 2~ RCHEHATEZIREICLD T AL RAEZHEL
F9, THUIKICRT LI, avr REZORENEENLARMGEHZ T VDY A N
ELET,

[Think: result = (bool (success), original command, error_ information)]

AU R RT A= ZTEEATICATIT 5 2 L3 TE . show running-config =~ > RO
TZFRENTWDEDO LRI CHERICT HZ LN TE T, KIZ, di.configure(command)
BRI E R~ L ET,

>>>cli.confiqure (["interface GigabitEthernetl/0/7", "no shutdown",

" end" ] )

[ConfigResult (success=True, command='interface GigabitEthernetl/0/7"',

line=1, output='"', notes=None), ConfigResult (success=True, command='no shutdown',
line=2, output='"', notes=None), ConfigResult (success=True, command='end',

line=3, output='"', notes=None) ]

cli.configurep(command) : = D EI%E cli.configure(command) B%k & HEBEIZ £~ 72 <[ L
TY, HELHEREOT XA M KT OTEARL) stdout (ZH 1T 28038720 F97, &
2., dli.configurep(command) BA& > HHilzR L £7,

>>> cli.configurep(["interface GigabitEthernetl/0/7", "no shutdown",

"end" ] )
Line 1 SUCCESS: interface GigabitEthernetl/0/7
Line 2 SUCCESS: no shut
Line 3 SUCCESS: end
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CLI Python 3 2 —JL

Python 7’1 77~ U 7 ¢ Tld, CLI ZfH L TIOS &xf56CX % Python & ¥ = —/L & $fit
LCTWEd,

* Python CLI & ¥ = —/L{Z2W T (101 ~X—)

* CLI Python & ¥ = —/VIZBT 5 2 DMOZEEE (105 ~—)

« CLI Python & ¥ = — /L OHEFENS H (106 ~2—3)

Python CLI < 2 —)LIZDLNVT

Python [ZDUL\T

CiscolOSXET A AE, FA RNV AVNTA U E T T4 TBIOHRA 2777 47 (R
7 )7 N) O DE— K TPython/S— 3 227 %R — k LE 9, Python A7 U 7 MERE
WLV, TAADOCLHUC T n VT L EERLTT 7 EA LT, SESERX AT BLOE
0 ¥ vJ Fuvya =7 %7% Embedded Event Manager (EEM) 7 7 3 v &2 FI{T3 5 Z
EIWTEET,

Python X ') 7 F D E

Python %, AL SN 72 Linux X—ADEEFE TH L7 A b = /L TEITINE T, FEMIZON
T, FA2bN vz OFEEZ2Z2RLTESV, Y A2Aadg4t4 5 Python € = — /LT,
2 —H D Python A2 U7 EMWHEA K 7/314 A ETIOSCLI 2~ R&FEITT5H 2 & & A[REIC
LET,

XEERZ XD Python 7O Tk

7 /3A A [T guestshell run python =~ > NZ2E1795 &, A~ = /LINT, *EEEXD
Python 7' 7 R 3B & £ 97, Python OXf&5E— R TIX, Cisco Python CLI E ¥ = —/L b
Python #§REZ FAT L CT A RAZRETH I ENTEET,

WOFNL, *FERRD Python 71 o 7 F AT D Hika R L TWET,
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Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)
[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>
Device#

Python A7 U 7 N4 % 5#& LT Python 2~ > RTHEHT 5 Z & T, Python A7 U 7~ &3
AVHETIT 47 = RTEITTEET, Python 27 V7 ME, YA v VANLT 7%
AAEETHHINENRH Y 3, F AN =05 Python A7 U7 MZT 7 ®ATHIZIE, 7
ARz VNI FENTWDE T =TTy v afizlid7 T vy allAZ U7 M ERFL
e

\)

() Python Timport cli 2SEEET 2 L 91T, iphttpserver 2~ REFRETLIMENH D 7,

WD Python A7 V7 FOflix, SF I F74 CLIBEAZMH L Tshow 2~ > REHER I OH
JILET,

Device# more flash:sample_script.py

import sys
import cli

intf= sys.argv[l:]
intf = ''.join(intf[0])

print "\n\n *** Configuring interface %s with 'configurep' function *** \n\n" %intf
cli.configurep(["interface loopback55","ip address 10.55.55.55 255.255.255.0", "no
shut", "end"])

print "\n\n *** Configuring interface %s with 'configure' function *** \n\n"
°

cmd='interface %s,logging event link-status ,end' % intf
cli.configure(cmd.split(',"'))

print "\n\n *** Printing show cmd with 'executep' function *** \n\n"
cli.executep('show ip interface brief')

print "\n\n *** Printing show cmd with 'execute' function *** \n\n"
output= cli.execute ('show run interface %s' %intf)
print (output)

print "\n\n *** Configuring interface %s with 'cli' function *** \n\n"
cli.cli('config terminal; interface %s; spanning-tree portfast edge default' %intf)

print "\n\n *** Printing show cmd with 'clip' function *** \n\n"
cli.clip('show run interface %s' %intf)

To run a Python script from the Guest Shell, execute the guestshell run python
/flash/script.py command
at the device prompt.
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The following example shows how to run a Python script from the Guest Shell:

WOBNX, 7 AR =/l Python A7 V7 M &FEITT 5 HiEE R L T0ET,

Device# guestshell run python /flash/sample script.py loop55
*** Configuring interface loop55 with 'configurep' function ***
Line 1 SUCCESS: interface loopback55
Line 2 SUCCESS: ip address 10.55.55.55 255.255.255.0
Line 3 SUCCESS: no shut
Line 4 SUCCESS: end

*** Configuring interface %s with 'configure' function ***

*** Printing show cmd with 'executep' function ***

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 192.0.2.1 YES NVRAM up up
GigabitEthernetl1/0/1 unassigned YES unset down down
GigabitEthernetl1/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
Tel/1/4 unassigned YES unset down down
Loopback55 10.55.55.55 YES TFTP up up
Loopback66 unassigned YES manual up up

*** Printing show cmd with 'execute' function ***

Building configuration...

Current configuration : 93 bytes
|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end

***x Configuring interface %s with 'cli' function ***
*** Printing show cmd with 'clip' function ***

Building configuration...

Current configuration : 93 bytes
|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status
end

HR— k&t B Python D/N\—P 3 >

FA N VL, Python 3= 27 % T VAV A R—=LLTWET, AL =/l
AL &7z Linux X—ADEREETH Y |, Cisco 7734 A D HEfi|fH & & ELD 72 D Python 7
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YINERYYTHE |

TV —varikEie, WAZLLinux 77V r—2a b EFATT LRI SN TN E
7, Montavista CGE7 281 > A h—/L I/ 7T v b 74— A% Python /N— = > 2.7.11 &
A—HRL., CentOS 7 A VA b=V SNT=T7T v b7 4 —2AE Python N— 3 > 2.7.5 &

A—hLET,

WDFEIL, Python DFEN—T 5 VEBI OV R— RO T T v b7 4 — LT HERERL

TWET,

% 9:Python 1"— > 3 ¥ HiR— K

Python D/\—2 3 >

TS5y b TH—L

Python /N\—" =2 2 2.7.5

Cisco Catalyst 3650 > U — R ZA v FHB LW
Cisco Catalyst 3850 ' U — X XA v F &R T
RTCOYR—MRIRT T v N T — 24,

Python /N\—7 7 > 2.7.11

» Cisco Catalyst 3650 > U — X A A » T

» Cisco Catalyst 3850 ' U — X A A v F

Python /N—" =2 > 3.6

Cisco IOS XE Amsterdam 17.1.1 LABED U J — 2
THR—bFSNTHET,

Cisco IOS XE Amsterdam 17.1.1 3 & T Cisco IOS
XE Amsterdam 17.2.1 Ci%. Python V27235 7 #
)V FT9, 7272 L. CiscolOS XE Amsterdam
17.3.1 LIFED U U — A TlE, Python V3 237
7 4V hTY,

GE) Cisco Catalyst9200 > U — X A A v
Fi&. Cisco IOS XE Amsterdam
17.1.1 I X U Cisco I0S XE
Amsterdam 17.2.1 7T Python Version
36 5 AR—FLTWERA,
Cisco Catalyst9200 3/ — X 2 A v
FiZ. Cisco I0S XE Amsterdam
17.3.1 LAFE® U U — A T Python V3
Y R—=FLTWET,

Gx) Cisco Catalyst3650 2 ) — X A A v
73 X W' Cisco Catalyst 3850 2 ) —
AAA w»FTREYPFR— I TWH
F A,

CentOS73A Y A M=V SN T Ty N7 —nlE, =7 V=R VKRY VU H 5D Redhat
Package Manager (RPM) DA > A h— /L& VAR — K LET,
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Cisco CLI Python £ 1 —LDEH .

Cisco CLI Python €~ 1 — )LD EHH

Cisco CLI Python £ = — /LB L EEM & 2 — /L, T35 RZA VA h—/LFERTT, 7=
720, Yum LT FANC Ay = b ST 581 F U oW T iun a2 L T Python D73 —
VarEEHTA5EE. YAaRRET S CLIEY 2 — A b EHTALENRDH Y 7,

)

GE)  Python X—T 2 2 BN TTIZH DT /34 AT Python N—T a3 > 3 ~OFEFEITH &, T34
A B S D /8= 5 @ Python FAET 5 K 912720 £¥°, Python ZFET9 HI2IE, &K
DI0S 2~y ROWTIaEHEHALET,

« guestshell run python2 =< > KX, Python X—Y = 2 2L £7,
« guestshell run python3 =~ > Ri, Python N— =3 > 3 2 HMb L £,
+ guestshell run python =~ > Ki, Python N\— =2 > 2 Z#H ML L 7,

Python D/3— a Y EHHTHITIL, ROFEONTALEFEHLET,
« AKX K7 1 tarball DA A Fh—)L

eCLIEY 2—/LDT=DDPIP DA A ~—)b

CLI Python £ 1 —LIZEET 2 2 DHDSEEH

BEEE R

REIEE T=aT7ILEA L
FA R Vv FARN Vv

EEM Python & ¥ = — /L EEM O Python 22 U 7
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SRADTY ZHIL YR—F

A s

S AaDYR— FWebH A LT, AT 7 2 1 P— | hitp://www.cisco.com/support
TN T TNy a—T 4 U TITBESLTWEET 5 X 91,
N2 T ARV =L EBF LD LT LRERF S TA ) =A%
Rt L TnET,

BENOWGEOEF 2 U 7 4 [FHRSCEHFRE AT T D201,
Cisco Notification Service (Field Notice 7> 7 27 £ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)

T 4= R LB —ERITIMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

CLI Python £ ¥ 1 — )L D#EETHER

WORIZ, ZOFEY 22—V T LI-MEEICET 2 ) VU —2FHRERLET, ZoRIT, V7
F7 =27 VDU —RX ML A U TEEEOYR—INPEAINTZLEEOY T =T U Y —X72
FERLTWET, ZOMEEITZ, BTk BNRWRY . ZRLUEO—#HOY 7 k=7 U Y —
ATHYR—FINET,

TTy R T —LADOYR—FBLRN A YT T =27 A A—VOWR— MIET 2 EHRE B
9 51Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5 (Z
X, www.cisco.com/go/ctn IZE) L £9, Ciscocom DT AT MILEDLYD FHA,
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% 10: CLI Python & ¥ 1. — L DAEREIESR

CLI Python & & 1 — )L DH#ERETEER .

HaE

iy

)1)—A

HEEER

CLI Python &3 = — /b

Cisco IOS XE Everest
16.5.1a

Python 7’ m 77~ E U 7 ¢ TiX, =—
PR CLI 2 H L TIOS LxfaficE %
X 9129 3 Python & ¥ = — /L3R E
NET,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
REIIR DT T v N 7 4 —AICFEX
TWE LT,

* Cisco Catalyst 3650 > U — X A A v
a;

» Cisco Catalyst 3850 > U — X A A v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

» Cisco Catalyst 9500 3 U — X A A v
%

Cisco IOS XE Everest 16.5.1b Ti&, Z®
EEIIR DT T v N 7 4 —AICFEX
NTCWE LT,

¢ Cisco 4000 >V — X H— b 2E
B —

Cisco IOS XE Everest
16.6.2

Z OF%BEIL. Cisco Catalyst 9400 > U —
R AL wFIFEINE LT,

Cisco IOS XE Fuji 16.7.1

ZOEEIL, RODT T v b7+ —5IT
FEiEINTWE LA,

* Cisco ASR 1000 7 7'V //'— 3
P—tE R J—F

¢ CiscoCSR1000v > U —X 7 57 K
H—b 2 L—F
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5 2

EEM Python £ 21— /L

FHAIATA N N 32—V % (EEM) AU ¥ —I%, Python A7 U 7 h&H AR — K LET,
Python A7 U 7 hZ, EEM 77 L v hCEEM 77 v a v O—#L L TFEITTEET,

« EEM Python £ ¥ = —/LORFESM: (109 ~<—2)

« EEM Python & = —/L{ZHOW T (109 ~<X—2)

« EEM Python 7N U > — D% EJ#E (112 4—)

« EEM Python & ¥ =2 —/WZHT 2 Z DO SEEE (118 X—2)

« EEM Python & 2 = — /L OFEREIEH (118 2—2)

EEM Python €~ 1 — JLDREE M

AN v, arT TN THEETAILERHY 3, YA b v=WE, T7 40 KT
BRI TWER A, OV TE, A b V= /VIBREOFHAZ S L T30,

EEM Python £ 1 —JLIZDWT

EEM @ Python X9 ') 7 k

FLAIAIIA X b 3=V % (EEM) KR VU > —%, Python 227 U 7 h &V KR—FLET,
Python A2 V7 FZ EEM AR U > —& LTRER L, ST DA bR AELT L X2, Bk
WD Python A2 ) 7' b &FAT9 % Z L3 TEEF, EEMPython 27 Y 7 MZid, EEM TCL
RY =LA ANy MR H D £,

WEFBHADEEM AR Y >—F, AR V= VNTEITLET, A b v=id, (Kb
Linux N"—AZADERETH Y . Cisco T /314 2D BENE & EE D=9 D Python 77 Y r—3/ =
VEGT, WAZ ALinux 7 SV —va rEFTTHL OISR SN TWET, YAV
v a7 L, Python A VX —7 U X B4R L ET,
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B evpython <o r—o

EEM Python /Sy or —

EEM Python /¥ 77— % Python A7 U 7 MZA AR — 95 & EEM IZ[EA OILEKRE % 5
TCEET,

)

(G})  EEMPython/Nv -7 —1%, EEMPython 27 U 7 NN TORBEHTE EF (v —IXEEM
ICEGETE, A7 V7 NOBRAYIOITIZ EEM A X MEEES TR SN ET) . EHER 72 Python
A7 U7 K (Python A7 V7 " EFEH L TEITSND) CTIHEHTEEEA,

Python /S v 77— Iix, ROT 7V r—yar7ualI3 0740 F—T7x4 A (AP) N5

FNTVET,
«7273aYAPL:EEM 77> a U EFTTHHDT, T 74/ EDONRTA—=ERNHD F
R
«CLIFE{TAPL: 10S =~v > F&FETL, HAZIKRLE T, KIT, CLIFITAPIO U A %
ALET,

* eem_cli_open()
e cem_cli_exec()
e cem_cli_read()
* eem_cli_read line()
* eem_cli_run()
e eem_cli_run_interactive()
* eem_cli_read pattern()
e ecem_cli_write()
e eem_cli_close()
c REABICT 78 AT 5 APL: MiAABE T2 — VP EROELD ) A b E TG LET,
I, BREEERICT 78295 APL 2R LET,
« eem_event_reqinfo () : #lAABEE DY XA M &R L ET,
* eem_user_variables() : BIEDBIIEDEA IR L 7,

Python " R— F9F HEEM 7O 2 a3 Y

Python /X %7 —3 (EEM A7 U 7 NN TOLfERH AIEE T, HEHERYZR Python A 7 U 7° [ CldfiE
HART) TiX, ROEEM 77 ¥ a v &R —hLTWET,

s Syslog A v &— OHI

«SNMP k7 v 7 DEE
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eemz [

s ARy 7 ADYr— K
« ZAB UL TR A~DY) Y B
« R —DFEFT
s NI ATV NOFHIY
s "o ATV MY B
«Cisco Rty NI —F 7 $—ERADA X bDAERK
EEM Python /X v 77—k, EEM 7 7 ¥ a V2 F(T7T D710, A v X4 —T7 A AN LE

T THHDOT 73 I Python A7 U7 M &EH L TREOH T Z &3 T&, Cisco Plug N
Play (PnP) #%H1°C Python /Ny 7 —U BT 7 v a v Ny RIIZHEEINET,

EEM Z %
EEM AV v —id, ROFBEOERZF O LN TEET,

o A XY NEAOMBIARER : R —% b U H— LI A X N OFEHIDERE S5 FHil
EFHOEH DY~ , eem event reqinfo () API (X, FHAAAEE DOV A M2 LET, =
NOOEZIT, vn— N~ ARF LT —INVERE L TERTAZ N TEET,
0 — VBRI A AR IL, MHAIABEEIT S IV EE A,

s 2—PEZBOLEE  ERXRBLORY O —TCTOMHNRERES, b DEBOMEIT,
Python 27 U 7 NNTEHRTE E7, A7 V7 MEFEITT DRI, BROEH OEIMEH
FRECTH D Z L &2l L T £ &V, eem user variables() API |Z, API CAJ) S/l
DOBAEDEZ K L E T,

EEMCLI 54 75 1ma~< Yy kR
EEM WNCiX, Python A7 U 7 N ZEMESE 5720, RO CLIZA 7 7Y a~vr REfflTx
\i—gqo
seem cli close() : EXEC 7 rEA%& 70 —XL, avy RIERINZ, VIY BIOHEE
SINTETF XN N RT7H2Y Y —ALET,
s eem cli exec : FREINTZTF ¥ XA Ny RZIZav s REBRL, a2~ REFATLET,
wIZ, Fyxrmnbavzy RO hEHARY . HAOZRLET,
«eem cli open : VTY Z%|0 2T, EXECCLIt v a v &{ER L. VIY2F ¥ R/ K
ST LET, Fr iy RIE2ECRRAEZIRLET,

e« eem cli read() : A ONTWVWAINETT A AT BT MONRE—VNRETHET,
BESNIECLIOF ¥R Ny RInbavy R EHERRY 9, —&T5FE T,
AR O NI TR TORNEZELET,

e eem_cli_read line() : $§7E SN CLIOF ¥ F/L N> RI0h b, a<r RO 147425
A £, mARONTATERLET,
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« eem _cli_read pattern() : FtAAH SV TNDART/NZ — 358495 £ T, f5E 7z CLI
DF X XN RIpba~vy R NEHARY £, —HT2E T, HARNTZT~
TONEEZERLET,

eeem cli run() : clist IZHDHHEAMV KL, ZNENN, 4 FX—T N E— RTETIND
av U R ThHhHZ EauHRE LET, EFICETIND L, EfTslcdXToav R
DO HZERLET, KT HE, =7 —2KRLET,

« eem_cli_run_interactive() : 3 DDOHHANH S clist DV 7 U XA MEHELET, EFICIAT
SNd e, FTENET_XToOavr POl hERLET, KT 2L, =7 —Z2ikLZE
T WTHEARGAITIE, BB LES, TRIEISEEZN 2 IRFFT L2128~ T, &
OIHEICH THiAls Z N TEET,

« eem_cli_write() : ¥5E SI72 CLI F ¥ R/ N RZIZH L TEITEN D a~v L REEZA
HET, CLIF¥FNV N RTICk-T, a~vr RRETERET,

EEM Python 7/R!) > — DR EFH %

Python 27 U 7 " REMWETE 5 L HICT DL, T A N v o v EAMET 208N H Y £,
FEHMZOWTIE, FR vz OBEEZSBBELTIES D,

Python R!') & — D& Ek

FIEDHE
1. enable
2. configure terminal
3. event manager directory user policy path
4. event manager policy policy-filename
5. exit
6. show event manager policy registered
7. show event manager history events
FIED FEH
ARV FFEREET7IVa Y B#
AT w1 |enable KikE EXEC E— RE AR LE T,
{5 e NAU—REANLET (FERINTHH) .
Device> enable
R w 72 |configure terminal Jua—N)Lar7 4 Xal—3iay T— REBLG
15“ : L/iﬁ—o
Device# configure terminal
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Python 7K1) & — D&k .

AU RFERETIVa Y

B8

ATvT3

event manager directory user policy path

1

Device (config)# event manager directory user
policy flash:/user library

2= IA T TV Ty A NVEIF2—YEE EEM
R —ORFEERT DT L7 M) EREELE
7,

GH) FEE SIS RTR Y =TT,
7o z1E. ZTOFNETIX, eem_script.py
AU 2 —73 flash:/user_library 7 4 /L & —

FEIFIANATHATE £,

ATvT4

event manager policy policy-filename

1

Device (config) # event manager policy eem script.py]|

EEM "RV > —% EEM [Z&&k L £,

o IR —lE, T 7 A NIRRT IS W TRT &
nNEJ, 77 ANVIEEFIT py T, AU v—i%
Python 78 U 2 —& L TBERISNE T,

CEEMIE, HU L—Z0bDICEENBA AL b
HEEIC SN TR o —% AV a—
L. FITLEJ, event manager policy =2~ K
MIEOH &5 & EEMIZRY v — %8 L,
SESNTIA Ry PARAE LEBAICETSh
AHEHICEEELET,

ATvT5

exit
51 -

Device (config) # exit

Jsa—\ )L a7 4 Xal—aryE— RNEKT
L. B EXEC E— FIZREY £,

ATvT6

show event manager policy registered

1

Device# show event manager policy registered

R EEM AR Y > —%2 &R LE T,

ATy T17

show event manager history events

1 -

Device# show event manager history events

Y H—ENTZEEM A X hEERLET,

1

KIZ, show event manager policy registered =~ > FOM B EZR L E T,

Device# show event manager policy registered

No. Class Type Event Type Trap Time Registered Name
1 script user multiple Off Tue Aug 2 22:12:15 2016 multi 1.py
1: syslog: pattern {COUNTER}

2: none: policyname {multi 1l.py} sync {yes}
trigger delay 10.000

correlate event 1 or event 2

attribute tag 1 occurs 1
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nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

2 script user multiple Off Tue Aug 2 22:12:20 2016 multi 2.py
1: syslog: pattern {COUNTER}
2: none: policyname {multi 2.py} sync {yes}
trigger
correlate event 1 or event 2
nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

3 script user multiple Off Tue Aug 2 22:13:31 2016 multi.tcl
1: syslog: pattern {COUNTER}

2: none: policyname {multi.tcl} sync {yes}

trigger
correlate event 1 or event 2
attribute tag 1 occurs 1

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

EEM7 Ly k7902 3>O—EELTOPython X9 ) 7 FDEFT

Python X% 1) 7~ : eem_script.py

T vary avwy REMEATAHZ LT, EEM 7 7Ly MI Python A7 U7 R &2E&D
LHZEmTEET, ZopTIE, —VIIEHE Python A7 VS N & EEM 7 7 v 3 v
D—HELTHEITLEY ELTWET, 7272 L, EEMPython/\ v & — V3% #E Python
A7 VYT M TIHMEHTE £ A, 10S DIEAE Python A7 U 7 MIIZ from cli import
cliclip EWHIARIDO/ N r—T 30 ZDOyr—UF10S a2~ REFETT 57
DI TEET,

import sys
from cli import cli,clip,execute,executep,configure,configurep

intf= sys.argv[l:]

intf = '"'.join(intf[O0]

print ('This script is going to unshut interface %s and then print show ip interface
brief'%$intf)

if intf == 'loopback55':
configurep (["interface loopback55","no shutdown","end"])
else

)

cmd='int %s,no shut ,end' % intf
configurep (cmd.split (', "))

executep ('show ip interface brief')

&Iz, guestshell run python =2~ ROHIFIZ R LET,
Device# guestshell run python /flash/eem script.py loop55
This script is going to unshut interface loop55 and then print show ip interface brief

Line 1 SUCCESS: int loop55
Line 2 SUCCESS: no shut
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Line 3 SUCCESS: end

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 5.30.15.37 YES NVRAM up up
GigabitEthernetl/0/1 unassigned YES unset down down
GigabitEthernetl/0/2 unassigned YES unset down down
GigabitEthernetl/0/3 unassigned YES unset down down
GigabitEthernetl/0/4 unassigned YES unset up up
GigabitEthernetl/0/5 unassigned YES unset down down
GigabitEthernetl/0/6 unassigned YES unset down down
GigabitEthernetl/0/7 unassigned YES unset down down
GigabitEthernetl/0/8 unassigned YES unset down down
GigabitEthernetl/0/9 unassigned YES unset down down
GigabitEthernetl1/0/10 unassigned YES unset down down
GigabitEthernetl1/0/11 unassigned YES unset down down
GigabitEthernetl1/0/12 unassigned YES unset down down
GigabitEthernetl1/0/13 unassigned YES unset down down
GigabitEthernetl1/0/14 unassigned YES unset down down
GigabitEthernetl/0/15 unassigned YES unset down down
GigabitEthernetl1/0/16 unassigned YES unset down down
GigabitEthernetl1/0/17 unassigned YES unset down down
GigabitEthernetl1/0/18 unassigned YES unset down down
GigabitEthernetl1/0/19 unassigned YES unset down down
GigabitEthernetl1/0/20 unassigned YES unset down down
GigabitEthernetl1/0/21 unassigned YES unset down down
GigabitEthernetl/0/22 unassigned YES unset down down
GigabitEthernetl/0/23 unassigned YES unset up up
GigabitEthernetl/0/24 unassigned YES unset down down
GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down

Tel/1/2 unassigned YES unset down down

Tel/1/3 unassigned YES unset down down

Tel/1/4 unassigned YES unset down down

Loopback55 10.55.55.55 YES manual up up

Device#
Jun 7 12:51:20.549: $LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,

changed state to up
Jun 7 12:51:20.549: SLINK-3-UPDOWN: Interface Loopbackb5, changed state to up

WITRT DX, syslog ~D A vY—VHIOY TNV A7 VT NTT, ZOART VT
ME, 77 A VICHRTEESN, TAALEDT7 7 AV VAT AZabe—Sh, A2 b
IRV YDRY = T A NVEHEH L TRESNDOBENRDH Y £T,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200

import eem
import time

eem.action syslog("SAMPLE SYSLOG MESSAGE","6","TEST")

WITRTOIE, EEM BREEKEH T2V A7 YT, ZOATZ YTk
X, 77 ANV EEN, TA AL T 7 ANV AT AIZa—=8, /X b=
F—=Vx DRI — T A NVEFH L TREINDILERDD 7,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200
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EEM 7 T L v

import eem
import time

c = eem.env_reqginfo ()

print "EEM Environment Variables"
for k,v in c.iteritems () :

YINERYYTHE |

print "KEY : " + k + str(" ---> ") + v
print "Built in Variables"
for i,j in a.iteritems()

print "KEY : " + i + str(" ---> ") + j

kTO Python X ') 7 DB

FIEDHE
1. enable
2. configureterminal
3. event manager applet applet-name
4. event [tag event-tag] syslog pattern regular-expression
5. action label cli command cli-string
6. action label cli command cli-string [ pattern pattern-string |
7. end
8. show event manager policy active
9. show event manager history events
=3 k2t
ARV RFEREET7TIVa Y B#J
AT w71 |enable FiHE EXEC T— N2 AT L E T,
i) e NAU—REZANLET (FERENTZHE)

Device> enable

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 ¥ alb— gy ®— KNEEith
L‘ij‘o

ATvT3

event manager applet applet-name

1

Device (config) # event manager applet
interface Shutdown

Embedded Event Manager (EEM) (27 7L k%%
gL, 77y harz o ¥al—yar E—R
BB L £,

ATvT4

event [tag event-tag] syslog pattern regular-expression

1

syslog A v =V DK —0 —FEFITT 5 EHE
BEEELET,
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EEM7 Tl k<o Python 24 Y 7 rosem [

AU RFERETIVa Y

B8

Device (config-applet)# event syslog pattern
"Interface Loopback55,
changed state to administratively down"

A 75 |action label cli command cli-string EEMT7 7Ly hR MU H—Sni & cFIT78h5
i - 0S 2~ REFRELET,
Device (config-applet) # action 0.0 cli command "en"
R 7w 76 |action [abel cli command cli-string [ pattern pattern ¥ — 7V — R THREINDHT 7 v a VEIEEL
pattern-string | F4
I CROTHT 1T M ET D EREE Y —
Device (config-applet)# action 1.0 cli command ;/jE§2§”%f*§iE[J§£vT
"guestshell run python3 /bootflash/eem script.py °
loop55"
A7v71|end TFlUy harzZ Xalb—var ®—RaekT
Bl - L. ¥ EXEC E— FICRY £7,
Device (config-applet)# end
R v 7 8 |show event manager policy active FITLTWAEEM R Y v —42F R LET,
f
Device# show event manager policy active
R Ty 79 |show event manager history events MU= EEM A X b EFRRLET,

1

Device# show event manager history events

RDBERY

WOHITIE, X AZICERESN TS Python A7 U 7 ha b B —3 25 5EE2RLTHET,

Device (config) # interface loopback 55
Device (config-if)# shutdown

Device (config-if)# end

Device#

Mar 13 10:53:22.358 EDT: %SYS-5-CONFIG_I: Configured from console by console

Mar 13 10:53:24.156 EDT:
state to down
Mar 13 10:53:27.319 EDT:
administratively down
Enter configuration commands,
Mar 13 10:53:35.38 EDT:
changed state to up
*Mar 13 10:53:35.39 EDT
+++ 10:54:33 edi37 (default)
show ip interface br

exec +++

Interface IP-Address
GigabitEthernet0/0/0 unassigned
GigabitEthernet0/0/1 unassigned
GigabitEthernet0/0/2 10.1.1.31

SLINK-5-CHANGED:
SLINK-3-UPDOWN:

one per line.
SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,

SLINK-3-UPDOWN:

Line protocol on Interface Loopback55, changed
Interface Loopback55, changed state to

End with CNTL/Z.

Interface Loopback55, changed state to up

OK? Method Status Protocol
YES unset down down

YES unset down down

YES DHCP up up
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vLERYYTHE |
B eveython 02— sy 2 z0tosEER

GigabitEthernet0/0/3 unassigned YES unset down down
GigabitEthernetO 192.0.2.1 YES manual up up
Loopback55 198.51.100.1 YES manual up up
Loopback66 172.16.0.1 YES manual up up
Loopback77 192.168.0.1 YES manual up up
Loopback88 203.0.113.1 YES manual up up

EEM Python E> 2 —/LIZEAT 5 ZDMDOSEEF

EEEH

HEEE T=aT7ILAEA L

EEM #&7E ['Embedded Event Manager Configuration
Guide]

EEM =2~ R [ Embedded Event Manager Command
Reference]

FA N v VERTE N EY

SRADTIZ AL HYR—F

5 EA oy

S AADHPFE— b WebH A FTIE, ¥ RIOBERT 7 v P — | hitp://www.cisco.com/support
BT D N T TNy a—T 4 U TIZRBERL TV A X 91T,
Vo2 T AR =L EII LD ETLEERLF S TA ) Y — R
BEEL TV ET,

BHEWORGEOEX 2V T 4 FHRSOBEINEHREZAFT L7201,
Cisco Notification Service (Field Notice 7>5 7 7 & &) . Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— Rig LB —EAITMATE T,

VAADYHIR—F Web A FDOY— T 7 AT HERIT,
Cisco.com D —HF ID BLUOVXA T — RBAMLIE T,

EEM Python € ¥ 1 — )L D EETR R

WORIZ, ZOFY 2a— /LTl LIRSV UV —AE#EZ R LET, ZORIEL, V7
o7 VU—RZ P A U TEHEEEOTR— MR EAINZEZOY T =T VY —RX72
FERLTWET, ZOMEEITL, FFICKo N2V RY , ZRUUEO—#HOY 7 by =7 U Y —
ATHYR—FEnET,
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-3s/eem-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-3s/eem-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/166/b_166_programmability_cg/guest_shell.html
http://www.cisco.com/support

| vzrezsuTrie
EEM Python E ¥ 1 — JL DH4RETESR .

Ty R T A —LADOYR—FBLRN A YT T =27 A A—VOWR— MIBET 2 EREBR
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,

5 11: EEM Python & < 1 — )L D4 EETE R

taE

iy

J1y—= FERETRER

EEM Python €3 = —/L | Cisco 10S XE Everest COBEREIL. EEM AU o—& LT
165.1a Python A7 V7 h &K — M LET,
Cisco IOSXEEverest | spjnson =i av s Fidd ) E4A,

16.5.1b

Cisco IOS XE Everest 16.5.1a TiZ, Z D
BEBRIZIRD T Z v b7 4 — LIZFEES
NTWE L,

* Cisco Catalyst 3650 > U — X A A v
.a:_

» Cisco Catalyst 3850 > U — X A A v
a’_

» Cisco Catalyst 9300 > U — & A A v
%

Cisco I0S XE Everest 16.5.1b Ti&, Z®
FEREIZIR DT T v b 7 4 — ATEEX
NTCWE LT,

* Cisco ISR 4000 >V — X H— " 2 i
BRV— &

Cisco I0S XE Everest Z OR%REIX. CiscolOS XE Everest 16.6.2
16.6.2 G, Cisco Catalyst 9400 > V) — X A A v
FIZEEINE LT,

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Ti, Z O
HEIZ Cisco Catalyst 9500 /~A /X7 4 —=
VAV =R AL yFICEEI T
F L7,
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ETFILEFHE TOFSTEY F 4

+«NETCONF 7' k=L (123 ~4—2)

«RESTCONF 711 k=)L (143 ~<—3)

« NETCONF 5 £ T RESTCONF O H—t 2 L~UL ACL (159 ~2—7)
«gNMI 712 k)b (167 X—)

e BT LN—ZD AAA (191 ~—)

« ETVBRENRT LA R U (201 ~X—)

* In-Service Model Update (237 ~X—73)






, 8

i

NETCONF 7O k)L

« NETCONF 7' k /LS (123 ~<—)

« NETCONF 7' 2 h 2V DFRETHE (129 ~<—)

*NETCONF 7’1 hajdar7 4 F 2 b—3a Ofas (134 <X—2)
« NETCONF 7' 1 h 2L OEEE R (136 ~=—)

« NETCONF 711 k =t /L ORERERE ) (137 ~<—3)

NETCONF 70 kO JLDEE

—

TF—

L7=

R E
ET—

ax ;&

ILOBE . 05 S LICKEERTE ERTFEOIZERIGIZER

Xy NI =7 TS ZREERTHHEROTFIEZ, BT —4% FEa~vr ) BLOEH
T7—4% (show v F) floavr NI A2 —7=A A (CLD) #fEM$25Z&TT,
Xy NU—UEROLGE, FRCIEISERR Y NT—7 T R CERERE WA 5720
IZ, Simple Network Management Protocol (SNMP) 73 A<fEH S TWET, BHEICHEH SN
TUW%CLL & SNMP T2, ZHUTIFIN < O DfilfFED B Y £97, CLUFIER BT
HY ., THRADR=ZOMREEF L, FIRT DITIIAF O ADKLETY, SNMP L, FEE
7 —2 LEAT —Z 2K L EE A,

INEMIT A%, FEETREFEEZITOOTIIARL, Ful I 0Z2EHLEY ., £/
FEVEHIASICHEIL L TRy b U — 7 T3 ZOF%EZ LIk LE 7, CiscolOSXE TEIET 21 »
NT—2 TNRARL, T—F FETNAVEFERAT LRy T =7 EOBEOT A ADFREDH

kAR — L TWET, 77— F7 /ML, ERTERSINTAZHEN L SFECHRIE SN,
Xy hT =T DOFREEAT —H AEREEHZTE E7,
Cisco I0S XE 1. Yet Another Next Generation (YANG) ¥ —#% 5 U LV /E#EEYR—FL T
WEJT, YANG ZX v hT—Z7f% €7 o k=)L (NETCONF) T+ 2 &, HEfbanh/i=~
07 I IV ARy MU= HEORFE LW Y 22— 3 UV EB L E4, NETCONF
(RFC6241) 1X. 7 I9A T v v TV Ir—a VInT AL ADEOREREER L TT A A
WCRELEFEEZMZ AT DIEHT A XMLX—20O 71 k2L CF, YANGIZEIZ, NETCONF
BIECHRHESNDIBREEAT— N T—FE2ET /LT D720 I NET,
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EFLEHETOSS5TEY T4 |
Il netconF

Cisco IOS XE TliL, ET /I RX—ADA U H—T = A AL, BEFOT /34 A CLI, Syslog, ¥} X
O'SNMP A ¥ —7 = A ALFHAEEH L ET, RBEIIGLUT, IO ¥ —7 = A R,
Xy NT—=7 TN ANG ) —ARNT o RIZARSIVE T, YANG IE, RFC 6020 (233 T
K7v harzer kT 5O I ET,

N\

GE)  BEIRFITHD D 2T W HTET Cisco YANG EF VST 7B 24 5121%, GitHub VAT MU 24
L. vendor/cisco 7T 4 L7 MUICBEIL £, ZZ TiE, IOSXE, I0S-XR. L UNX-0S
I NI F—LDEESERT IV —RADOETFTLEHHTE T,

NETCONF

NETCONF (X, X hU—27 T4 ZDFREEA VA b—/b, BIE, BT 520D A =X
LT,

ar74FXal—vary—%Lt7n ka) A vyE—IZ Extensible Markup Language (XML)
N—=2ADT =2 b2 L £,

NETCONF (Zv > 7NV E—h 7ri—Y % 23—/ (RPC) X—ADAH=ALZFEHLT
I7IA T REY—HOBEEEELET, 774 T MIxy hT—7 32—V ¥ D—
ELTHEITENTWERZ UL RRT XU r— a0 TF, i, =3y hU—27 F
AR (AL v FERIFV—F) T, = NE, Ry bT—7 T, ZABEKD F T AKR— |
gL LTEFx=27 o=/ (SSH) #fHLET, SSHAR— FEF80ET 7+ /L hDOAR— k&
LTHEHALET, A— bEBIL, REWRESRA T 3 TT,

NETCONF /%, #EEORHBIOET VDX v ra— Ry AR — L TnET, AR — bxtg
DET VL, ietf-netconf-monitoring &7 /LA L TRIHINET, FET KT H80EH
fiZ, BREDINEITRENTWET, T—X TFT/LIE, get-schemaRPC ZfFfH LT, T34 A
MWoFTarOFyra—RELTAFRTEET, TUOHLDOYANGET LV EFHL T, 7—
2T NEBRLIZD 7 AR — K L7z T& £9, NETCONF OFEAMIZ DOV TiX, RFC6241
LTS EEN,

Cisco IOS XE Fuji 16.8.1 £V HRIDO U YV —A T, #EHT—% v 13—V % (K—=V o 7IHS
<) MPEBNZAHNIZ /2> TuvE L7z, CiscoIOS XE Fuji 16.8.1 LDV U —ATiX, EHT —
21X, NETCONFZFEITLTWDH 7T v N7+ —ATEMEL GXET — & OfLHA & FIER) |
T 74NV ETHMN o TWET, BEHT—FO7 =) E1FA N —I U 7Tk 5 3
R—=F 2 FDOFEHNZ OV TIE, GitHub VAR Y b U TR HAID *-oper ZBM L T IZEW,

NETCONF RESTCONF IPv6 O H-7R— +

F—H ETTNV A H—Tx=AA (DMI) 1ZIPv6 71 b 2L %Z R — L TET,
DMIIZ L B IPv6 DYV R— KX, 77947 T 7V —2a R, IPv6 7 RVAZMEHT S
P —ERELBETLIHEICKICLEE T, MTA % —7 = A A%, IPv4 & IPv6 Dl )7
IZOWTCT aTIVAK v 7 B R—FLET,
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https://github.com/YangModels/yang
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| EFLBBHRITOTIS<EY T4
NETCONF 7 E—/3L £y avaayy [

DMIiL, *y NU—JVERZOEBEEZRHZTH—#HDHP—E A TT, NETCONFX°RESTCONF
REOT IV r—varvBEra balit, Xy b2 L TCINEODMLIZT 7 EBAL
BETO

IPV6 7 RUARRE SN TWARWEETYH, MG T 7Y r—2a iZIPv6e Yoy b a U v
AV UERITETN, oDV 7y MIBERGEIZR D £97,

NETCONF / O—/N)L £y 3>nawvyy

NETCONF 711 b /UL, T A AREEBHE L, T3 ADREFREBEGET 5700 —H#
OEMEZIRME L ¥4, NETCONF |/ n— Lo v 7 &P R— b LTHY, NETCONF Tl
Bl oty a kil TARENEAISNLTWET,

BEORKRE v > a v ORERICO> T—EBMZEER L, REOBRAZTOIZ, By a
YDA —F—|INETCONF £ v a > %nr > 7 CT&%79, NETCONF lock RPC |, =27 ¢

X2l —vgr RNR—HP—=LFETar7 4 ¥al—arF—F_X—R%kuay 7 LET, D
DO X TONETCONFt v ¥ a > (1 y 27 ZFfA LTV (3, fERIEZFEITTEEE
Ao 7272 L, BEATDEIETSEITCEET, INoon v 7 I3GFREFERNENZ EE2EXRLT
BO. A—F—I%. o> NETCONF 27 7 A 7 k. NETCONE LIS 2 5 A 7>+ (SNMP,

CLLAZ U7’ l) | BEOAMOZ—F LV 28 FTICEEEMZADZ ENTEE

R

TIT 47 yvarilkoTREIN WA n—0b v 7k, BEffTohizty v
VIS kill SN L FITEICRVET, vy ZIlioT, ryJERFELTCWAEY VA v
2, REICK L CHM e B EIALT 7B AEIT25 L5120 Ed, ZFa— ey 7k
DREDEENEE SNTZHAIF. =7 — Ay E—VI2L > T, NETCONF 72—/ 3L & v
I MR CHREDELENIER SN2 ENRENET,

<lock> {EIZMA T A —F <target> ZZ Y £9, Zhig, my s LEd>ed5av 74
X2l — a3 FT—XARNTOLEITYT, v BT 7T 4 THREA. <edit-config> F:{F &
<copy-config> #{EIZFF Al SN EH A,

NETCONF @7 v —/ 3L v v 7 OfRFHIZ clear configuration lock =~ > RAMEE SN -85HE
X, REDOTERFEMN AV a— S, EBEDsyslog A v E—UNERESNET, 2=
< R, =Y —ar 74 Xal—aruv DL 7V T LET,

KIZ, <lock> #E% K79 RPC OHF| &R L 7,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>
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EFLEHETOSS5TEY T4 |
B nerconrkin v s

NETCONFKill v < 3>

byl a OBAERE, £ FA4 T NMILATa— v my 7 ORRANEUT & X,
show netconf-yang sessions =~ > RZ{# ] L CNETCONF £ > v a U &2 E=X T ET, &
7z. clear netconf-yang session =~ > RZMEH L TINE L2 RoTlckya vz 07795
Z L TEFE9, clear netconf-yangsesson =< > RiZ, NETCONFr v 7 L a7 ¥ oL —
varwyZowmhas VT LET,

<kill-session> 3R (L, NETCONF & v v 3 > Z5#ifiliic# T LE 9, NETCONF => 7 17 «
X, =72 v a rd <kill-session> BREZZET DL, Tt ARNOT X TOBRELZE
IEL, By ya BT O TWDT_RCor vy 7 &Y Y —2 %Mk LT, BEMT SN
e TR CHLET,

<kill-session> ERIZIX, T T AHNETCONFE® Yy a Dy a  IDRKETT, ETvia
YIDDERBAEDE v 2 a ID LR UHAETEL. B E4 R T =7 =R EE T, NETCONF
tyiard TP s g UNERETTICNETCONF v g s T LA, 75—
BETFNALTIFTANTIFHIZEoTH— ANy I RERESN, Ry T —7 EHE|Zn—
ANy 7 REAINT, §3TO YANG ET AVORMN MY H—EhET,

Ty arOkill NRKRL, Za— b oy BEFREINTWDLEEE, 2 Y —LERIX
vty Zfifi § L C clear configurationlock =< > R&ZAJJLET, ZORET, T—% T /L%
Bk L CHIE T 2 LA TEET,

FHEaIJ4¥al—2aryHhR—Fk

iz 74 Fab—ay R—MEREFEHATDIE, Vo N Raly N AT va v
LT RFC 6241 2 FEHEFT B - LIk > T, BEMEL P R—FTXFE 1,

BT — 2 A NTIE, A AQFETary 74 Fab—arOabt—aRFT 5 RN E
MR E 2 ET, FTar 74 ¥alb—varid7 A R2aIy bTDHENC, FTar
TA4F¥ 2= a B L TAE S S 2 LA TEET, FMikeEIX. NETCONF #hE
urn:ietf:params:netconf:capability:candidate:1.0 {Z XV ;R &3 E 9, 2 O NETCONF H¥REIX, T
A APMERHT —Z AR T 2P R—FLTNWDHZEE2RLET, a—HFFZ0FF—F 2 7
ZHEALT, TRAADFEITaAL T 4 Xab—a NIEBEEZ 52, T, ADa
V74X 2 b—ra UEER BN, Ik, ZETEET, 2 Iy MEETIE, T A0
V74X 2L —a N MER S (3T a7 4 Fal—va il yiadnE
I, MR T—F A RNTREDIR->T0D E, [HEfT) OF—% A F 721X NETCONF
Ty a AN L TEEZIADIENTET, T RXTOary7 X2 b— g J3EME2ECT
DHaIy hSNET, DF Y, BEFOREZEHEZL R TX 2 NETCONFHEREIX, EM T
B2 0 £8 A,

\}

GE) T — XA RNTIEHET X AT THLHZ LITHEL T E SV, D NETCONF & »
a UHBNEEFRFICEET L EER S0 £7, LeRn-T, NEEEFETLHRICT —F A
FTrZzmy 7 LT, aiy BRBEAELRVEIICL, REMNICa 7 Fab— g VOER
DRDONWDAREMZE 2 ENEEIZRY £7,
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o netconr 246 ]

{&#% > NETCONF #£/F
BT —5 A N7 TRKOBIEE FATTE £,

\)

G  ZOHEOEHIZRFC6241 ©834THAESHE | L CWET, #HMl & EMEZ2 RPC IZOWTIL, RFC
L TLTIEE0,

awyy

<lock>RPCl%, #—47 v " DT —X A T % oy 7] $27-0CMHLET, Zhizky,
hoa—F—iT vy 7 &8Niz] T—FARTOaALy 7 4F¥al—arZ2BRETERIARDY
FI, vy VJEMETIIEMT — % LFEITT XDl En v 7 TEET,

)

G¥) oy 7| OFEFHT—FARTIE, CiscolOS DA 7 4 X al—arouy 7RFETa
VAKXl —Tarouy JIZEBYEZ A, WHREEETT,

aXy b

<commit>RPC I, iz 7 4 F 2l —a 2T A ADFEfTary7 4 F¥al— g2
abr—LFET, a3y b #EL Bz 74 ¥l —2a 2B HLTary 74X
L—2a &7 R AT v a LEBICFEITTALERH Y £,

[4T) F7201% MEM) OF—2 A T OWT UM BIONETCONFE v v g itk -oTHr vy
7 I TWHEA . commit RPC (X RPC =7 —5& CHRILL £7°, <error-tag> |3 <in-use> & 7¢
D . <error-info> (213 v 7 R L TCWANETCONF vy ard [y aID] BNRE
NFEF, Teconftlock] T— RIZBITLC [Fu— vy uy&2ERAL, TEfT 2074
Fal—varzay /352 TEETHN, 21y MEEIZRPC =7 —JRETRIK L,
error-tag DAL <in-use>, > 3 > IDIE [0) (2720 £,

aAVvIqsF¥alL—aviEsE

iz 74 Fal—vaid, ar74Xalb—ral2ERTH200 ledit-config (=
V74X ab—valmE) | BEOXY =7y FELTHERTEEY, 2k, TAR
DEITAL T 4 X2 b —a NIEBLEEZ L2, BRNOa 7 4 X2l —2 a0
ERAMEFTEDH LI £97,

BRE

oy 74 X2 —a N2 bNEEEAZHIBRT 5120, discard (BE3E) BEAZEITL
Tz 74 FX¥alb—varvzFE fTar7 s Xalb—ra R LET,

72L& 21E, NETCONFE > ¥ a VALK > TETTIEHT —Z A R TORNEREFEINTND
LA, tyvarBiMEMiEny s LES 5L ey 73U EJ, NETCONFt& v =
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B %0 netconr 26

ETFLBHEIOSS5IEY T4 |

VBTCIEMAE T v 7T AHRENC, MO NETCONFE v a v b DORMERO I T 4 X o b—
g UEHIERT A 70T <discard> BEEZ FEITTAHAMLERH Y T,

(YRR

o7 editconfig (7 4 Falb—TalimE) . aIv MR ETEMia 7 X2 b—
va rEEELT=%. UnlockRPC TH# —/% > k& LT lcandidate] #fET 22 LI2L - T,
T—H AT & vy 7] T&FEd, 2T, oty ar TOTRTOREICEME
fEFHTES L0122 9,

BT — 2 A N TICHT DRI OEFE TCREENBE LGS, a0 74 X2 —v a0
FEENEREE /2D oty a CRIENELCDARRENRH D F3, BIEEZRERET 5720,
RIFFROZETEX, INETCONF & v a »OfEE] THEMNICe v 7 RS- L&, £
X TUnlock] #ETHRANIC T v 7 DMEBRENT- & S ITRESNE T,

aAVI4Xal—YavRB, avIqsF¥al—arvab—, avI4X¥al—a iR

AL, get-config (227 4 Fa L — 3 VHHS) | copy-config (o7 4 Fal—ara
B—) . £/idvalidate (27 4 Fa2lb—TalMEE) OEOERETH, V—RAEEiITF—
Fo b LTHERATEET, BHOLEEZT A AZ2 Iy bEFIZ, a7 4 Falb—T3
¥ DIRFED %17 9 A%, <validate> RPC D212 [discard) ZfH1F 5 Z & TEITTEET,

EROERAAE

WORNT, T —H A RNTEN LTT AL Ay 7 4 Xab—a B ERET AEAICHESE
SNDHRAN ST T 4 AERLTWNET,

4:BET—E2RAFTOEEFIE

67511

1 77 —F2ANTEuYy 7 LET,
2. T —2 AT ER Yy 7 LET,

3. edit-config RPC & % —7% > FOBEMEHEHL T, iz 7 4 Fab—va U EEHLE
j‘o

4, o 74Xl —a vk [ET) a3y FLET,
5 fEMiEEITE Ty VR L T,
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I R— bD

grrr—rozz |

RTE

T — 2 A b 7 REREIL. netconf-yangfeaturecandidate-datastore ==~ > K& ffi [l L THIC
THZENTEET, T—FARTOREDN LT 5 MEMH) . 320 HIEDS
b BEEEGNTT H72DIT netconf-yang F 7215 restconf O FFAZE A TOND Z & &2 — W —
AT 2BER v —UNRRRINET, EHPAEDICRoTnD L, ETOT—F AT
\ZIINETCONFtE v ¥ a2 U Z N L TEZALIENTET, IXToar7s¥alb—ar
EEZEC CORaIy hENET, DF 0, BETOREE EHEEE CTE 5 Netconf HfE
. EMTIEAINCRY EE A

netconf-yang ¥ 7213 restconf confd 7' & & A DBRIAFFIEM £ 7213 FITOT — X X b7 OIS
AT 4 X2 L=y a UV THRESNTWAEEIE, RO K REERFRRINET,
Device (config) # netconf-yang feature candidate-datastore

netconf-yang initialization in progress - datastore transition not allowed, please try
again after 30 seconds

netconf-yang F 7213 restconf confd 7° = & A DBHAAE T Bl £ 721X FAT ORI TN 256
E, RO XD IC#EH SN ET,

» netconf-yang feature candidate-datastore =~ > RN E SN TWAEHEEIL, =<2 RiZ
KoT M) 7—F A RNTHEMRY) ROEENRHISHET,
“netconf-yang and/or restconf is transitioning from running to candidate netconf-yang

and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

« netconf-yang feature candidate-datastore =~ > R23IFR SN2 1L, 2~ Rk > T
Moty 7— 2 2 M7 BB TET) T—F A FT AR ROEEDH
NENET,

netconf-yang and/or restconf is transitioning from candidate to running netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

« netconf-yang ¥ 7213 restconf 2SN FHEEN T 5 &, EITHO® v g LTKbIVET,

GE)

AT —% A NTIEFET—F% A N7 TF, DF V., HED NETCONF £ v g THEX
FIRFICAR CEET, Lo T, NEEEETHRNC—FNT—H A T H2ry 7 LT,
Iy MAEAELAEVESICL, BRI ar 7 Xal—a v OEERKDbILS (DOF
D, thoa—HFZkoTar74Xal—arPEHEIN, 23y FBARITEINT, =
TA4FXalb—rvarPEEZIND) TRERELESIENEEIZRY £7,

NETCONF 70 O JLDETEAE

NETCONF-YANG /&, 7 ADT T4~V FTFA MRS bEEALES, T X FRA
¥ FDMEIE L2V IC NETCONF-YANG 3iRE SN D &, BHOESA M T A MRA & RME
RENET, FEMIZ OV TIL,  [Public Key Infrastructure Configuration Guide, Cisco 10S XE
Gibraltar 16.10.xJ] & L T 72 &0,
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-10/sec-pki-xe-16-10-book/sec-pki-overview.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-10/sec-pki-xe-16-10-book/sec-pki-overview.html?bookSearch=true

EFLEHETOSS5TEY T4 |
B netconr AT B0 0ERT £ RO

NETCONF Z{EAJ 2 1=-ODH#RT 7 t ADiEH

NETCONF API Of#i 2Bt 9 5121k, RV~ 15 2Ff 52— THAIVENRH Y £9°,

FIEDHE
1. enable
2. configureterminal
3. username name privilege level password password
4. aaanew-model
5. aaaauthentication login default local
6. aaaauthorization exec default local
7. end
FIED %
OV RFERET7TIV3 Y B
AT w71 |enable FiME EXEC E— RAAICLET,
i NAT—=REANLET (BERENTEEGE)
Device# enable
AT 72 |configureterminal ra—r ) ary7 4 X¥alb—3iay T— REBlh
15“ . L/i—a—o

Device# configure terminal

R T w 73 |username name privilege level password password| o — 4 % _— 2 L UZRIES AT A EHEN. LE

- F. ROF—T— FEELET,

Device (config) # username example-name privilege * privilegelevel : a—H DR 1//\/1/% XE LE

15 password example password j— NETCONF 7 o b :l}l/@ia{:,\ _ﬁﬂé
VERH Y F,

e password password : CLI ¥ = —(Z7 7 & X9 5%
TODNAT— RERELET,

R T 7 4 | aaa new-model LE) FFvl, EE, THU T 17 (AAA) %
15“ : ﬁ;‘j‘”: L/i‘g—o
Device (config) # aaa new-model aaanew-modd =~ REZRET 2HE1L. AAA R

AR KO A LE T,

R 7§ | aaa authentication login default local O—H ) a—HPLTF —AR—2A5FHT AR A
15“ : uu HE% ﬁ?biﬁ‘
Device (config) # aaa authentication login default| (G¥) NETCONF 71 h 2 /)LTlX, =74/ k
tocal D AAA FBFET 7 A ¥ RO B —

hEET,
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NeTconr-YaNG o I}

AU RFERETIVa Y

B8

¢ UE— K AAA — D5 1E, local 2 AAA

P NCEEHXET,

default F¥— 7 — RNtk , e—hla—HF5r—
HR— ZFHFENT X TOR— MIEH I FE
ﬂqo

25w 7 6 | aaa authorization exec default local A=V O AAAFFRIZBEL, B—H LT —H_—
i - AEMER LT, £D2—PIZEXEC v = LVOFATZ
Device (config)# aaa authorization exec default E@qu/ﬁf7fo
tocal e JE— k AAA —ROHAIE. local & AAA
P NICEXHZET,
sdefault ¥ —vU—RKick vy, ve—hra—45—
HR— RN T X TOR— MIEHINFE
R
25w 77 |end Ja—)Lar7 4 Xal—ary ET— REKT
i - L. FH EXEC £— FIZREY £7,

Device (config) # end

NETCONF-YANG )% 5E

L H— NETCONF 71 s 2 L3 F A A THEINZ 2 - TV AHEE . RFC ¥l NETCONF
7'a k3L IEEE L £ ¥ A, nonetconflegacy =~ R L CL % — NETCONF & |

FIEOHE

F IR D

NV EHENZ L TLTEE Y,

enable
configure terminal
netconf-yang

apwDbdR

exit

netconf-yang feature candidate-datastore

ARV RFERETIVa Y

=)

&

enable
1 -

Device> enable

¥ ME EXEC T— R&ANz L £,
e NRATU—KRKEANLET (ERENEHE)
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B nerconF AT 3 omE

EFLEBBEIOIS5TEY T4 |

ARV REEEFET7IVa Y B8
Z 5w 2 | configureterminal Ta—)ar7 4 Xal— gy T— N2
1 LET
Device# configure terminal
AT 7 3 | netconf-yang Xy N —27 F 34 ZTNETCONF A > & —7 = A
i - AERMLET,
Device (config)# netconf-yang GE) CLIIC LA MDA R —T NMALDtk,
Xy NT—7 TN RAEET )L RX—R
DAVH =T 2 A AW L CTEHTE D
ol Ed, TNV RN—ADA v
B—T 2 A AT avADTEERT 7T 4
N—=a AE RO nD &
N EF,
Z 5w 7 4 | netconf-yang feature candidate-datastore BT — 2 A N T ZH I LET,
1 -
Device (config) # netconf-yang feature
candidate-datastore
AT w75 |exit Jra—r\ L ar7 4 Xal—ay T— REKT
15“ : L/i‘g—o

Device (config)# exit

NETCONF #+ 7> 3 > DHTFE

SNMP D% E
SNMPMIB 5 —Z |27 7 ALY,
BMZLFET,
WROEMEZELIT > TLTZE VY,
FIEDHEE

NETCONF Z# A LT, AR—FINTWD MIB 22 b4 SN2 YANG £ L2 LT

I0S THHR—FENTWSHSNMP b7 v 72/ L

T, PR—FENTWD T v 75 NETCONF A 232159 5 121X, 10S TSNMP H— %

1. IOS T SNMP #rEE= AN L £,

2. NETCONF-YANG 23E2#) L721%, ¥ ® RPC <edit-config> A v £ —"% NETCONF-YANG
A—MIFELT, SNMP 7 v 7OV R—FEHAhICLET,

3. R®RPC A v¥E—% NETCONF-YANG "— MIXFL T, Efrar7 4 Fal—v 3
VEAL—KNT T arZ 4 Xal—va UIBREFELET,
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F IR D

2T w71 10S T SNMP ¥REZ AN L £,

1 :

configure terminal

logging
logging
logging
logging
logging
logging
logging
logging

logging
|

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server

exit

history debugging

snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap

emergencies
alerts
critical
errors
warnings
notifications
informational
debugging

community public RW
trap link ietf
enable traps snmp authentication linkdown linkup
enable traps syslog
manager

snwp oz [

AT w72 NETCONF-YANG H#2#E) L7-% . % RPC <edit-config> # » — % NETCONF-YANG ~R— MZ24E L

ATvT3

CT. SNMP 7 v 7 DHR— AN LET,

51

<?xml version="1.0" encoding="utf-8"?>

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">

<edit-

config>

<target>
<running/>
</target>
<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">
<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>

</rpc>

KD RPC A & —3% NETCONF-YANG 28— k2351
Far 74 X2 l—a VIR ELET,

1 -

<?xml version="1.0" encoding="utf-8"7?>

<trap-

list>

<trap-0id>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>

<trap-

list>

<trap-o0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>

<trap-

list>

<trap-0id>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>
</snmp-trap-control>
</cisco-ia>
</netconf-yang>
</config>
</edit-config>

LT, FTar74¥al—al2A4—KT v

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
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B necone o raoar TR L—vavomR

<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>
</rpc>

NETCONF O Fa)LDa> 74 F¥aLb— 3 DHESR

NETCONF 27 4 X2 bL—T a U EMRT A RO a~y REfEHLET,

FIEDHE

1. show netconf-yang datastores

2. show netconf-yang sessions

3. show netconf-yang sessions detail

4. show netconf-yang statistics

5. show platform software yang-management process
FIED ¥

AT w71 show netconf-yang datastores
NETCONF-YANG 7 —# A h 7 IZBHT B iR E R R L ET,
11

Device# show netconf-yang datastores

Device# show netconf-yang datastores

Datastore Name : running

Globally Locked By Session : 42

Globally Locked Time : 2018-01-15T14:25:14-05:00

AT w72 show netconf-yang sessions
NETCONF-YANG t v 3 VBT A REFRLE T,
1 -

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore
Number of sessions : 10

session-id transport username source-host global-lock
40 netconf-ssh admin 10.85.70.224 None
42 netconf-ssh admin 10.85.70.224 None
44 netconf-ssh admin 10.85.70.224 None
46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
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NETCONF 700 b0 > 7« ¥aL—vavomR i}

58 netconf-ssh admin 10.85.70.224 None

AT w73 show netconf-yang sessions detail
NETCONF-YANG & v 3 a VB4 5 3@z £r LEJ,
1

Device# show netconf-yang sessions detail
R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs H
in-bad-rpcs H
out-rpc-errors : 0
out-notifications : 0
global-lock : None

AT 74 show netconf-yang statistics
NETCONF-YANG #tiHZ BT 2 A2 R LE T,
1 -

Device# show netconf-yang statistics

netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0O

in-bad-rpcs : 0

out-rpc-errors : 0O

out-notifications : 0

in-sessions : 10

dropped-sessions : 0

in-bad-hellos : 0

AT 75 show platform softwar e yang-management process

NETCONF-YANG D% 7R — MIMBERY 7 =27 OBV ADAT—X AR RLET,
5 -

Device# show platform software yang-management process

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
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Bl nercons To koomEE

ndbmand : Running

GE) 7’1 & A nginx I%, ip http secure-server 7213 ip http server 237 /34 A THE I N TV DEHH
WCETINET, 207 a3 T37] JRETAR < TH NETCONF [ZIEFICHEREEL 3, 7=
72 L. RESTCONF (2} nginx 7' 2 & AN METT,

5 12: show platform software yang-management process O 7 4 — )L K M55 BA

TJ4—ILF BLl

confd a7 4 X alb—Yay F—F

nesd Fy NT—JHER I F A TF—F

syncfd T 5O EH

ncsshd NETCONF &% =7 v =/ (SSH) T —F>

dmiauthd TN REEA L F—T 24 2 (DMI) RiET—F
v

vtyserverutild VIY =N 2—F 4 U5 4 F—F

opdatamgrd EHT =% v 32—V y T—F

nginx NGINX Web #—/3

ndbmand NETCONF 7 —# X— A <3 —

NETCONF 7 0O kO )LDOREE$

EEEH

BEEIE B TZaTFILEA KL

I0S-XE, I0S-XR, 35X ONNX-08 7 | BHZEE 12437 R°F W 575 T Cisco YANG E 7 /U2 T 7
Ty R 7 —bOIFEIERV Y — | AT HIZIE, GitHub VAP b Y 28R L, vendor/cisco
AD YANG 7 —H# T )V V7T 4Ly FUICBEILET, 22 Clk, I0S XE,
I0S-XR, BLUONX-0S7 T v N7+ —LDXEIFE R
V) —2DEFNEHEHATEET,
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https://github.com/YangModels/yang
https://github.com/YangModels/yang/tree/master/vendor/cisco

| EFLBBHRITOTIS<EY T4
NETCONF 700 b T /)L D#EHEEIESR .

BRES I URFC

=4 /RFC 24 kL

RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
2 E®TY TSGR

RFC 6241 Fy hT—27FES e =L (NETCONF)

RFC 6536 Fv NU—7F&EZ 1 b (NETCONF) 7 7 & A€ T
v

RFC 8040 RESTCONF 7 17 | =)L

SRADTYZAILYR—F

BTLL] )y

AaADYR— N WebH A FTIE, A apiiR5 2 2 | http://www.cisco.com/support
RY—ICET L R T TN a—T o IR TV
FT2E0, v=aT ARy —AzZ L e T 88T
YIA VY= AERMELTVET,

BEWORGDOE X 2 V7 ¢ FHROCEINERE AFT D72
®\Z, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — K72 EOFFEY—E R IZIMAT
TET,

AIDYR— K Web A hDY— T 7B AT DHES
1Z. Cisco.com D —HID B L U/IAT — RRMLE T,

NETCONF 'O k O /L D#EREEER

WDOFRIZ, ZOFY 2— /LTt LI-HEEICET Y YV —XERERLET, ZOFRIZ, V7
=7 VU= ML A U TCEEREOYFR—IREAINZEEOY 7 My =T VU —RT
JERLTWET, TOEEIX, FRCH 3720 RY . ZhBEO—#EDOY 7 by =7 VY —
ATHYR—FENET,

TT7y R T A —LADOYR—FBLN A YT T x2T A A—VOWR— MIBET 2 EREBR
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT HV v MIMLEH D £ A,
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B nerconr 7o ko omeetEs

£ 13: NETCONF 7’00 + O )L D EETESR

EFLEHETOSS5TEY T4 |

HaE

iy

)1)—x

HEEE®

NETCONF 7 u k=21 Cisco IOS XE Denali 16.3.1

NETCONF 7' |k 2 LgElc L » T, 7
a7 T BT K DA FEOZEEI R I HEHL
L= HET, REOTLRR Xy hU—
T TNA ANEDIEMT — X DRt AL
DIMEZITID 9,
WDa<y RKNEAINELE :
netconf-yang
ZOMEBEIL. KD T T v N T — AT
FIEXNTWE LT,
« Cisco 4000 U — X H— b 2HEAS
R — %

* Cisco ASR 1000 > —X 7 7'
=g P—ER JL—H

« Cisco Cloud Services Router 1000V >/
J—x

Cisco IOS XE Everest
16.5.1a

ZOEEIX, ROT T v 7+ —AIC
EEINTWE LR,
* Cisco Catalyst 3650 ' U — X A A v
a’_

+ Cisco Catalyst 3850 /' J — & A A v
%

Cisco IOS XE Everest
16.6.2

ZOBREIL. ROT T > F 7 r— Al
FHEINTHELE,
» Cisco Catalyst 9300 > J — X A A v
?
» Cisco Catalyst 9400 >V — X 2 A v
ﬁ;

» Cisco Catalyst 9500 >V — X 2 A v
a:.

Cisco 10S XE Fuji 16.8.1a
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NETCONF 70 b O /L D#EEEIEER .

3
b
R

J1)y—=x HRETHRER

cmaHOSXEFmimslaf . T Dk
BRIIROT T v b7 —AZFEESR
u\il,ﬁw

« Cisco 1000 > U — X ¥ — b 2 HHEE
Rl — &

* CiscoASR900 >V — X 7 7' V) /F—
varyP—rvR J—XF

¢ CiscoASR920 > J — X T 7' 4 —
vay —rvR )—XF

« Cisco Catalyst 9500 /A /N7 —~
VAN —X AL vF

* CiscoCBR-8 ) —X )L—#

* Cisco Network Convergence System
4200 > U — X

Cisco IOS XE Fuji 16.9.2 | = oI, kDT T v F 7 +— AT

FEiEINTWE LA,

« Cisco Catalyst 9200 33 & TF 9200L
=X AA vF

* Cisco Catalyst 9300L SKU

Cisco IOS XE Gibraltar

Cisco IOS XE Gibraltar 16.10.1 TlZ,
16.10.1

OHHEITIRD T T > N7+ — N5
SnTWE L,

* Cisco Catalyst9800-40 U 1 ¥ L A =
v hr—7

* Cisco Catalyst 9800-80 U 1 ¥ L A =
N =

* Cisco Network Convergence System
520 U —X

Cisco IOS XE Gibraltar

Cisco IOS XE Gibraltar 16.11.1 Ti%., Z
16.11.1

N —

DH%AEIX Cisco Catalyst 9600 3 U — & A
Ay FICFEINTWELE,
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B nerconr 7o ko omeetEs

HEES Jy—= B EETEER
NETCONF ¥ L Ot Cisco I0S XE Fuji 16.8.1a | NETCONF 3 X IOXRESTCONF 7' 12 | =
RESTCONF IPv6 D 7R — LD IPv6 DV HR— b, Z OHEREIL, &
~ DTy N7+ —AEEINTNE
L7,
« Cisco 4000 2 U — X #— bt 2 HEAS
L — &

« Cisco ASR 1000 >V — X 7 7'
F—g v —E R J—H

* CiscoASR900 > U —X 7 7' U &'—
vary Y—ER L—H

« Cisco Catalyst 3650 > U — X XA v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
\a:-

* Cisco Catalyst 9400 > U — X XA v
.a:.

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
Y —=x

Cisco I0S XE Gibraltar Cisco I0S XE Gibraltar 16.11.1 TiX, =
16.11.1 DIHEIT Cisco Catalyst 9500 /> /X

T A=A =R AL TR
SNTWELT,
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NETCONF 70 b O /L D#EEEIEER .

HaE

iy

IJ IJ—X

HEEER

NETCONF 7 1 — )L
oy /B0ty g
?D kill

Cisco 10S XE Fuji 16.8.1a

NETCONF 7’1 k a/ujx, 7 a— 31
0y I RBIONE LR ozt yia
U kill TAREA AR — N LTV E
T, ZOMRRIL, ROT Ty M7 +—
LNCEREINTNET,
« Cisco 1100 'V — X H—E ZH#H
B p— %

« Cisco 4000 2 U — X H— b 2 HEAS
Bl — A

« Cisco ASR 1000 >V — X 7 7'
F—g v —E R J—H

* CiscoASR900 > U —X 7 7' U &'—
vary HY—ER L—X

« Cisco Catalyst 3650 > U — X A A v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
\a:-

* Cisco Catalyst 9400 > U — X XA v
.a:.

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
Y —=x
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EFLEHETOSS5TEY T4 |

IJ IJ—X

HEEER

NETCONF : fEffi= > 7 4
Fal—vgrPR—F

Cisco IOS XE Fuji 16.9.1

fEfia 7 4 X2l — gy R— b
eI, oV aly
N A7 a EFEH L CRFC6241 %5
B2 Lk o T, EiERE A VR —
hoxEd,
ORI, ROT Ty R T F— AT
FEEINTWE L,

« Cisco 4000 2 U — X H— b R A

B — %

* Cisco ASR 1000 >V —X 771
F—g v =R JL—H

¢ CiscoASR900 > ) — X 7 7' U ' —
va v Y—ER L—H

» Cisco Catalyst 3650 ' U — X A A v
a;

» Cisco Catalyst 3850 >V — & XA v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

* Cisco Catalyst 9400 > U — & A A v
%

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#
« Cisco Cloud Services Router 1000V >/

Jy—x

RDOa~vy RPEASNELE
netconf-yang feature candidate-datastore
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RESTCONF 7O k)L

Z OETIL, HTTP ~X— A D Representational State Transfer 2> 7 4 ¥ = L — 3 > 7u k3L
(RESTCONF) Zf%Ed 5 Hik%#B LE 9, RESTCONF L, %ET —#., KT —%, 7—

2 ETVCEADOY E—F 7r—Y % a—/b (RPC) #fE, BLXOYANG ET /L CTERES
NTWVWABARY NMIT 78R T A0, [EHER R A= ZALTHESL, T a5 I 7nm
B X —T7 oA A%t LET,

« RESTCONF 7' & |k 2L ORHESSE (143 ~2—2)

« RESTCONF 7’12 h 2 L O HEIE (143 ~=—)

*RESTCONF 70 7/ F<T ) A4 L H—T = A AZONT (144 X—7)

«RESTCONF 71 /' T~ T ) A L H—T = A ADORETE (147 2—)

«RESTCONF 711 7T~ T ) A U H—T = A ZADREH (152 ~<—)

« RESTCONF 7’11 k 2 /L DBIEERE (155 ~=—3)

« RESTCONF 7’11 k =t /L DEFENS . (156 ~2—3)

RESTCONF 7’0 + O JLDRIESEE

« RESTCONF 2% L T Cisco IOS-HTTP #— b 2 &ZH LET, FEMHICOWVTIE,
TRESTCONF RPC O] &ML T 7Z&W,

RESTCONF 7’0 kO JLD#I#E1E

RESTCONF 7' & b 2/LiZiE, WROFFIFEIEH SN ET,
cHABIORA NN AU —L4
* YANG /3 v F
« T A VH | BHEARE, IEIERE, B4, T a Rl T a0 RTA—H

« RESTCONF#REILZ. T 2T /VIOSAdREFE 1LY 7 b =T HEHEZFEITL TWVWBET /A
ATIEYAR—FEINTHERA,
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EFLEHETOSS5TEY T4 |
B restcone TosS5<IL A0 s—TzaRIzO0T

RESTCONF 7RSI I A B —TJ x4 RIZDUNT

RESTCONF MO #1 2

OB va TR, BRERY NU—7 TS RIIT0 7 705 AL TEXIADDL LI
TA5, 7 balBlOET ) VI EEEICOWTEHALET,

« RESTCONF : & ks —4# (XML %£721% JSON) B XL YANG #f#H LT REST 71 7
AP ML LFET, Tk S FEEERRXy N~ TARALRIZT 0T T 252 R
LTT7 7 BAT& %%, RESTCONF API |Z HTTPs * YV v R&fEH L £,

* YANG : ET MERB SO EREIZE R S DT —% 5 U 7 E5E, YANG 1%,
NETCONF 5 J O RESTCONF APL IZ & » TEIT T 2B OAh#M & EAZ R E LE
7,

Cisco IOS XE Fuji 16.8.1 £V HLTDO VU V—ATiE, #EHAT—F v 3=V % (K—VU 72 HS
<) MEBNZHNZ 72> CWE L=, Cisco I0S XE Fuji 16.8.1 LIED U V — ATk, #EHT—
21X, NETCONFZFEITLTCWA 7T v h 7+ —ALTEMEL GRET —¥ DA & FER) |
T 74 N THMI > TWET, EHT =207 ) 723 A M) = ke 53
R—F 2 FOFEIZ DWW T, GitHub VAR b U Ta&BHRIO *-oper 5L T 7230,

HTTPs A Vv

ZF— kLA 7a k3T b HTTPS ~— 2@ RESTCONF 7’1 k =/L (RFC 8040) 1%, &
F2T7RHTTP A Y v RZHEH LT, YANGERT — B EHENH8ET —% A b7 (NETCONF
T—HANT wEET L — N BN SH D) T CREATE, READ, UPDATE, LW
DELETE (CRUD) #{FA 2L 7,

W DFTrL. RESTCONF ##/EIZ NETCONF 7' &1 bk = )V A BEAT 1T 5 )71k R L TV ET,

73y YHR—brEIhTWEAYY K

GET LAY

PATCH R

PUT VERL F 7o 1L 2

POST TERCE 72 138E (Y m— R, T 741 1)
DELETE B —2Fy b U —ZADOHIBR

HEAD Ny B — AET—H (BRI L)
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https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1681

| EFLBBHRITOTIS<EY T4
ResTCONF L— + U v—2 [

RESTCONF JL— K 1)V —X

+ RESTCONF 5734 A%, RESTCONF @& & teY) 7 HHE T 5 /.well-known/host-meta
YV —2(2k b, RESTCONF API D)L — FZHELET,

* RESTCONF 7 /31 A, Z3R URI D/ N ADHFHOFE Sy & LC RESTCONF API L— kU
V—AEFEHLET,

Bl

Example returning /restconf:

The client might send the following:
GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml

The server might respond as follows:
HTTP/1.1 200 OK
Content-Type: application/xrd+xml
Content-Length: nnn
<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">

<Link rel='restconf' href='/restconf'/>
</XRD>

URI O :

* GigabitEthernet0/0/2 :
https://10.104.50.97 restconf/data/Cisco-IOS-X E-native:native/interface/GigabitEthemet=0%62F0%2F2

* fields=name :
hitps:/10.104.50.97 frestconf/data/Cisco-IOS-XE-native:native/interface/GigabitFthemet=0%a2F0%2F2 fields=name

* depth=1 :
https://10.85.116.59/restconf/data/Cisco-10S-X E-native:native/interface/GigabitEthernet?depth=1

e Name & IP :
https/10.85.116.59restoonf/data/Cisco-IOS-XEnativenative/interface?fields=GigabitFthemet/ip/address/primary;name

*MTU (7 4 —/L F)
https://10.104.50.97 /restconf/data/Cisco-10S-XE-native:native/interface?fields=GigabitEthernet(mtu)

* MTU :
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/GigabitEthernet=3/mtu

R R F v R
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/Port-channel

« [Char] 7°5 [Hex] ~OZH#iF v — K : http://www.columbia.edu/kermit/ascii.html
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EFLEBBEIOIS5TEY T4 |
B restconrar -2

RESTCONF API ') ) —X

API U YV — AL, +restconflCfIET 2 FATY YV —RATT, ZHITKDAT 4 T XA T ZPR—
]\ Lib@AO

)

GE)  AF 4 71X, RESTCONF ¥ —/% (XML F 721X JSON) [ZEE SN D YANGEXRPC DX A 7
<7,

« application/yang-data+xml ¥ 7213 application/yang-data+json

« API U YV —Z{Zi%, RESTCONF DATASTORE ¥ J U) OPERATION V Y —Z ® RESTCONF
N—hF VY =ARGENET, RIHZRLET,

The client may then retrieve the top-level API resource, using the
root resource "/restconf".

GET /restconf HTTP/1.1
Host: example.com
Accept: application/yang-data+json

The server might respond as follows:

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2017 20:56:30 GMT
Server: example-server

Content-Type: application/yang-data+json

{
"ietf-restconf:restconf" : {
"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"
}
}

ERC OV TIL, RFC3986 # B L T 7Z& W

=113

AYw R

AV Rix, #—# v b U J—RTIITEND HTTPS #1E
(GET/PATCH/POST/DELETE/OPTIONS/PUT) T, YANG J& RPC i%, RESTCONF ¥ — X
WCAFET D2 —5 > F YANG BT /VICBEHETAHED Y Y —AZK LT, FFEDA Y v R%&
FEONH U £ 97, Uniform Resource Identifier (URI) (I¥gE SNV Y —ADua/lr—r 31D &
L CHRET D728, 7 7472 F®RESTCONF 2 Vv RiL, TOREDY V) —AZHEL T,
HTTPS ® A Y > REFIIT 0T 4 THESNTZT 72 a v &aFTTHZ N TEET,

FEAMZ OV T, [RFC 8040 : RESTCONF 7' kL] 2ZML TS EE 0,
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RESTCONF RS S5<YTIL A v A—D =4 ADHREH® .

RESTCONF 7045 ST JIL A3 —DJ x4 ADETFAHE

AAA % {E A L = NETCONF/RESTCONF o zZEE

1R BRI

NETCONF #2§¢ & RESTCONF #5#ii%. #8GE. #Frl. BILOT U7 4 7 (AAA) %A
LCRIFTAMERND Y £, ZORE, HRL~L 15 DT 7 v XA TERSN RADIUS £
721X TACACS + = —H|Z, VAT A~DT 7B ADRHFR SN ET,

FIEDHE
1. enable
2. configureterminal
3. aaa new-model
4. aaa group server radius server-name
5. server-private ip-address key key-name
6. ip vrf forwarding vrf-name
7 exit
8. aaa authentication login default group group-namelocal
9. aaa authentication login list-name none
10. aaaauthorization exec default group group-namelocal
1. aaasession-id common
12. line console number
13. login authentication authentication-list
14. end
FIED F¥HH
OV RFERIETOYa Y B#
ATy 71 |enable FitE EXEC E— Fa A r—7 /M LET
i - e MAT—REANLET FERENTHE)
Device> enable
R wF2 |configureterminal Ja—N\)aryZ 4 Fal—varE— Nehth
15'] : L/jz—g—o
Device# configure terminal
RTw 73 |aaanew-model AAA A =TT LET,
{1
Device (config) # aaa new-model
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B Ann %4 L 7= NETCONF/RESTCONF 00 325E

EFLEHETOSS5TEY T4 |

ARV RFERETI3Y EL:Y

AT 74 |aaagroup server radius server-name RADIUS #— 3 Z38/ L, #—/3 71— RADIUS
i - Ay 74 Fal—varE—RERBLET,
Device (config)# aaa group server radius ISE e server-name %[@’( IZ. RADIUS #— 7 —

THERELET,

RTw S5 |server-privateip-address key key-name 7°F A4 ~_X— | RADIUS #—/"D 1P 7 KL & L5
. FERELET,
Device (config-sg-radius) # server-private
172.25.73.76 key Ciscol23

A7 v 76 |ipvrfforwarding vrf-name AAARADIUS #7213 TACACS+ H—/\ Z )L —7' D
Bl - Virtual Route Forwarding (VRF) ZMBIEMEZRTE L
Device (config-sg-radius)# ip vrf forwarding ES
Mgmt-intf

ATy 1 |exit P— N F)—FRADIUS 2> 7 4 Fa b — 3
i - T—FREKTL, ZJe— a7 4Xal—v3
Device (config-sg-radius) # exit e F&:Eﬁ>b ji?fc

25w 78 |aaaauthentication login default group group-namelocal | o /"1 L HRIZ . f8E SN N—T L %5 T 7 41 k
45 - DOr—HI)L AAARIEE L CE Ebijﬂ
Device (config)# aaa authentication login default]
group ISE local

X w79 |aaaauthentication login list-name none VAT IADA T A NI IENAETHB I LA
15“ : ?Eﬁzbiﬁ—o
Device (config)# aaa authentication login NOAUTH
none

X w710 |aaaauthorization exec default group group-namelocal | 3 7] %5247 L C. EXEC 3 = VD FETN—FIZFH
B - ENTVS )Y I PR LET
Device (config) # aaa authorization exec default
group ISE local

A7 v 711 |aaasession-id common BEDa— I L THEHESNTE Yy a IDE
- WAECIZRD LI LET,
Device (config) # aaa session-id common

25w F 12 |lineconsole number WETHHEOBEBA L, T 207 4 Fa
B L—vay B— RERHLET,
Device (config)# line console 0

2w 713 |login authentication authentication-list a7 A KT D AAA FBEFE A 2 — 7 VI L E

1 -

j—o
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RESTCONF o> Cisco 108 HTTP 4—E 20 &E#1E [

ARV FFEREETIVa Yy

E:)

Device (config-line)# login authentication NOAUTH]

ATv 714

end

1 :

Device (config-line)# end

A 7 4 X2l —arB— e TLET,
BT, BHE EXEC T— RIZED £,

RESTCONF ) Cisco 10S HTTP —E XD E 1L

RESTCONF A v % —7 = A A& T HI121F, ROEEEZITWET,

FIEDHE
1. enable
2. configureterminal
3. restconf
4. ip http secure-server
5. end
FIED %
ARV RFERRETI Y B
AT w71 |enable it EXEC E— RZ AL ET,
i) : e NMAT—REANLET (FERINTHE) .
Device> enable
2w 2 | configure terminal Jua—\)y a7 4 Xal—vay E— NeBllg
{5 LETS
Device# configure terminal
R T 7 3 |restconf v hU—2 F /34 A TRESTCONF A ' 4 —7 =
f5l A AEH{LET,
Device (config)# restconf
T 74 |ip http secure-server % =7 HTTP (HTTPS) — %A X—7LIZL
fi E3
Device (config) # ip http secure-server
AFw 75 |end Ja—)ar 7 4 X¥al—3gr ET— REKT
Bl L. #5HE EXEC B— FE B LET,
Device (config) # end
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EFLEHETOSS5TEY T4 |

RESTCONF 0 5% % D 1R IE

AB—=KT T ar7 4 Xalb—ralrZlHLTT A, AREETS &, ngink 7220
FATHRICe D 9, 7277, DMI 7 rt® RTETIT 0 8 A,

& @ show platform softwar e yang-management process monitor =~ > RO H /14li%, nginx 7
REANEITHTHLZ AR LTVET,

Device# show platform software yang-management process monitor

COMMAND PID S VSZ RSS %CPU $MEM ELAPSED
nginx 27026 S 332356 18428 0.0 0.4 01:34
nginx 27032 s 337852 13600 0.0 0.3 01:34

NGINX (&, 7= % Web #—/3& L THERET 5 PNER Web $—~/3C. Transport Layer Security

(TLS) “~X—ADHTTPS Z#fk L 9, HTTPS ZJ L Ti{3 S 4172 RESTCONF Z:R (%, 4
WIINGINX 72 F 2 Web P —E R L > TREIN, SHICERME BT v 7 TF =y
7 D721 confd Web r— N ZHst SN E T,

& ® show platform software yang-management process =~ > RO #liZ, AX—+ 7 v
AT A4 X2 b—va Y EHEA LTINS AREB SN/ L EDTXTOTREADAT —4
AR LTNET,

Device# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running

ndbmand : Not Running
pubd : Not Running

resteconf =~ > RARE SN TWDHHE, ngink 7 1 AN FEE) S 71, DMI 7 11 & Z 352 B
EhEd,

& @ show platform softwar e yang-management process =2~ > KO /1fillE, nginx 7 m& A &
DMI 7 u & 28 EE L CTEITH TH LI L AR L TWET,

Device# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Not Running ! NETCONF-YANG is not configured, hence ncsshd process
is in not running.

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running ! nginx process is up due to the HTTP configuration, and it

is restarted when RESTCONF is enabled.
ndbmand : Running
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restconF oEomiE [l

R @ show platform software yang-management process monitor =~ > KO HHITix, 3 ToH
7k AT LEEMIE R AR RSN TVWET,

Device#show platform software yang-management process monitor

COMMAND PID S VSZ RSS $CPU $MEM ELAPSED
confd 28728 S 860396 168496 42.2 4.2 00:12
confd-startup.s 28448 S 19664 4496 0.2 0.1 00:12
dmiauthd 29499 S 275356 23340 0.2 0.5 00:10
ndbmand 29321 S 567232 65564 2.1 1.6 00:11
nesd 29029 S 189952 14224 0.1 0.3 00:11
nginx 29711 S 332288 18420 0.6 0.4 00:09
nginx 29717 S 337636 12216 0.0 0.3 00:09
pubd 28237 S 631848 68624 2.1 1.7 00:13
syncfd 28776 S 189656 16744 0.2 0.4 00:12

AAA &£ RESTCONF A ¥ —7 = A APFKIE 4L, nginx 7' 1& X LEE 25 DMI 7' 12 & A0
FATHIC IR o 7214, T /31 A1Z RESTCONF %K 2 %[5 T& DIRREIC /2 0 £9,

NETCONF/RESTCONF & v ¥ 3 > D AT —H A% KT HIZIE, show netconf-yang sessions
avr RaefHLET,

Device# show netconf-yang sessions

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id transport username source-host global-lock
19 netconf-ssh admin 2001:db8::1 None

NETCONF/RESTCONF & v > = I3 235G A4 &7 2 12I%. show netconf-yang sessions
detail =~ > RZEHL £,

Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors H
out-notifications H
global-lock : None
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B restcone oo ST A0 8—Ta 2OEES

RESTCONF R 45 ST JIL A 23 —T x4 ADHEEH

5| - RESTCONF 70 F O JLDERTE

RESTCONF 23k (HTTPS Verh)

I, Z—H v U Y—ATHFAEN TS HTTPS Verb %2779 RESTCONF Bk D27~ L
F9°, ZDOFITIE logging monitor 1~ RZEH L TWET,

root:~# curl -i -k -X "OPTIONS"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:27:57 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Allow: DELETE, GET, HEAD, PATCH, POST, PUT, OPTIONS SE>5>>>>>>> Allowed methods

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Accept-Patch: application/yang-data+xml, application/yang-datat+json

Pragma: no-cache

root:~#

POST (fERR) ZEK

POST #ETIX, #—7 v K TA RAMFELRN I T 4 F o b— 3 UIMERK S
nEd,

\)

GE)  Ffr7ar 7 4F¥ =2 b— 3 Tloggingmonitor =2~ > REEHTERW2 L 2R L
TLIEENY,

@ POST Z3R D4 Tl logging monitor alerts =~ > K& H L Tu\E4,

Device:~# curl -i -k =X "POST"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "alerts"

>}

HTTP/1.1 201 Created

Server: nginx

Date: Mon, 23 Apr 2018 14:53:51 GMT
Content-Type: text/html
Content-Length: 0
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Location:
https://10.85.116.30/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity
Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:53:51 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Etag: 1524-495231-97239

Pragma: no-cache

Device:~#

PUT : (ERLZEF=(FEH) EXR -

BESNT-a~y R TF A ZTHFE LR WAL, POST BRI L » TIEf &SN E
T, L, FETar 74 F¥ab— g VT TICEET A5A81E. ZoFERIZL >
Tavwy KRBEEHBZONET,

o PUT ERDFITIE logging monitor warnings =~ > Rz L T\ £9,

Device:~# curl -i -k -X "PUT"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \
> -d $'{
> "severity": "warnings"
>

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 14:58:36 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:57:46 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495466-326956

Pragma: no-cache

Device:~#

PATCH : (FE#7) EXK

D PATCH %R D Cl% logging monitor informational =~ > K& L CTWEd,

Device:~# curl -i -k -X "PATCH"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \

> -d $'{

> "native": {

> "logging": {

> "monitor": {

> "severity": "informational”

> }

> }

> }

> 1!

HTTP/1.1 204 No Content
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Server: nginx

Date: Mon, 23 Apr 2018 15:07:56 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:07:56 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-496076-273016

Pragma: no-cache

Device:~#

GET Z3k (GtAHELY)

KD GET ZsR D] ClX logging monitor informational =~ > KZ&f#EH L CW\E9,

Device:~# curl -i -k -X "GET"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:10:59 GMT

Content-Type: application/yang-data+json

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Pragma: no-cache

"Cisco-IOS-XE-native:severity": "informational"

}
Device:~#

DELETEZEXK (2> 714 FaLl— 3 v DHIR)

Device:~# curl -i -k -X "DELETE"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:26:05 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:26:05 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-497165-473206

Pragma: no-cache

linux host:~#
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RESTCONF 70 ~ )L (DESEE .

RESTCONF 7’00 O JLDEREEH

EEEH

BEEIEE TZaTFILBA kI

I0S-XE, I0S-XR, 35X UNNX-0S |BAFEE 125D K79 7L T Cisco YANG €7 /W2 T 7
T M7 F—bDIEIERY [ BATBHITIE, GitHub VAT MU 2L, vendor/cisco
Y —AD YANG T —# ET )V V7T L7 FNUICBEILES, 22Tl 10S XE,
I0S-XR, BXUNX-0OS 7T v 74— DI FEE A
VI —Z2DEFNAEHEHTEET,

BEE KU RFC

ZXERFC | % 1 ML

RFC 6020 | YANG : Network Configuration Protocol (NETCONF) i} 7 —# €7 U v /5

=h
A

RFC 8040 Representational State Transfer Configuration Protocol (RESTCONF)

D2AMTY AL YR—F

FiEA o

A ADYIR— N WebH A FTiE, > =2 =iy |https://www.cisco.com/c/en/us/support/index.html
T 7 /Y=l T L NI T a—T
YTIWBELTWERTL KoL, ~==27 v
RV =N L LT 8ERA T )
V=R L TnE T,

BHEWORGOE X 2 U 7 ¢ fHERSCEAN G H A
AT9 572812, CiscoNotification Service (Field
Notice 7>5 7 7 & A) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOREF—ERITIMATEET,

YAaADYR— Kk WebHA DY =T 7k
24 HBEIE. Cisco.com D —H ID B LR A
U— ROBRETT,
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RESTCONF 'O + O JL D EEIEER

The following table provides release information about the feature or features described in this module.
This table lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that
feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

[ Ciscol0S XEGibraltar 16.11.x 7O4 ST EY T4 A>T 4 FalL—av HA K


http://www.cisco.com/go/cfn

| EFLBBHRITOTIS<EY T4

RESTCONF 700 k o /L (D#EEEIEER .

£ 14: RESTCONF 7’0 ~ 0 )L D ETESR

HEeS J1)—2 B EETEER

RESTCONF |Cisco IOS XE ~ |RESTCONF {%. YANG EF /L TEZEINTWEHLRET —Z ., K
Z'm b |Bverest16.6.1 gy i £ 5 LEA O RPC OERVER L UM <0 il
b

T 78 AT HEDO, HEHER =X NNIESL sl I<vFy
I AE—T oA ZAERHELET,

ZOBRENKDT T v b7 4 — A TEMISNE L,
+ Cisco 4000 ¥ U — X #— " AfrH L — &
*Cisco ASR 1000 7 7' U '—v g o h—E R L—&
« Cisco Cloud Services Router 1000V & J — X

MDA~ RPEANFEIIELESNE L7 - iphttp server B &
O~ restconf

Gibraltar 16.11.1

Cisco IOSXE | Cisco I0S XE Fuji 16.8.1a Tl&, Z DEEIZRD T T~ b7 4 —
Fuji 16.8.1a ACFEEINTHNE L,
+ Cisco 1000 & U — X #—E AfrafL— &
«Cisco ASR900 >V —X 7 /) F—a v h—E X L—&
*CiscoASR20 > V=X T 7V F—a v —E X L—X
» Cisco Catalyst 3650 > U — X 2 A v F
» Cisco Catalyst 3850 > U — X A A v F
» Cisco Catalyst 9300 > U — X A A v F
» Cisco Catalyst 9400 > U — X A A v T
* Cisco Catalyst 9500 3 TN 9500 /A T —v A U —
R AA T
*CiscocBR-8 2> /N\—U K 7 — RN R Lb—X
* Cisco Network Convergence System 4200 > J — X
Cisco IOSXE | CiscoI0S XE Fuji 16.9.2 Tlx, Z DHEEEIZRD T T v b7 4 — A
Fuji 16.9.2 WCEESRTOE LA,
« Cisco Catalyst 9200 35 X TV 9200L > U — X A A v F
* Cisco Catalyst 9300L SKU
Cisco IOS XE
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b
R

)= HREIFHR

Cisco IOS XE Gibraltar 16.11.1 TiX, ZOHREIZIRDO T T v
T A —AIEBEIRTWELTE,

* Cisco Catalyst 9600 > U —X A A v F

« Cisco Catalyst 9800-CL VA Y L A3 tr—F
* Cisco Catalyst 9800-40 V A Y L A2 fu—3
» Cisco Catalyst 9800-80 V A Y L 22 fu—7

« Cisco Network Convergence System 520 2 J — X
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» 10 =

NETCONF & & U'RESTCONF DH—E R LA
JL ACL

ZDFEY 2—/LTE, NETCONF 5 X OXRESTCONF CTHHR— hENbHHP—EAL~LACL &
FOHREFEITHOWTHHALET,
« NETCONF # & (8 RESTCONF O — B A L~L ACL \ZBI9 A 1FH (159 =—)
« NETCONF # L O RESTCONF O H#—E & L~ ACL O EHE (160 ~2—)
« NETCONF 3 L T RESTCONF D% —E 2 L~ L ACL O%EWH (163 ~=—3)
« NETCONF 35 . TRRESTCONF O —tE 2 L~ L ACLIZ B3 5 Z D&kt (163 2—)
« NETCONF 3 £ ) RESTCONF O H#— B & L~ ACL OIREEH (164 ~2—3)

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE§9
L

NETCONF/RESTCONF O H—E X L N)L ACL DHEE

NETCONF £ X T'RESTCONF & v 2 D IPv4 £7-1XIPv6 7 7 B AHllfl ) A b (ACL) %%
ETEET, RESNIZACLICHEILL TWeWr T4 7> k&, NETCONF % 7213 RESTCONF
YT VAT ANDT I AEHFAINETE L, T—EALULOACLRHRESINTWDHEHE,
NETCONF-YANG # X Y RESTCONF #£#5t ZRIZEFE L IP T RL RIS T T o v HZ Y T
SNET,

P—E AL ~LDACLNERE S TWRWEEE, 73T NETCONF-YANG §5 L O"RESTCONF
VB R N T AT AT SN ET,

)

GE)  4fifTE ACL DAY R— FSNET, FHME ACL IV A—FanEti,
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B NETCONF & & U RESTCONF 04— E 2 L XL ACL DRSS %

NETCONF # & U' RESTCONF D H—E X LXNJL ACL D

73k

NETCONF-YANG v 2 3 >0 ACL ®

EFLEBBEIOIS5TEY T4 |

=L

axX AE

X TE

NETCONF-YANG E> > a v DIPT 27 ®AY A MEIXIPv6 T 7B AV A M EAFRIETE E

j‘o
FIEDHE
1. enable
2. configureterminal
3. « ip access-list {standard | extended} access-list-name
* ipv6 access-list access-list-name
4. permit {host-address| host-name | any} [wildcard]
5. deny {host-address | host-name | any} [wildcard]
6. exit
7. netconf-yang ssh {{ipv4|ipv6 }access-list name access-list-name} | port port-number }
8. end
FIED ¥
OV RFERET7TIVa Y B
AT w71 |enable Rt EXEC E— REHIZ L E T,
fi « NAU—RKEANLET FERENTEHA)
Device> enable
ATy 72| configureterminal Jua—s\var7 4 Xalb—vay B KEfth
fi LETS
Device# configure terminal
27w T3 « ip access-list {standard | extended} access-list-name | #E#:D P 7 7 & 2 Y A R A$5E LT, EHEDT 7 &
* ipv6 access-list access-list-name AVARary74Xal—yar E—FE2BBL
f ER
Device(corllfig) # ip access-list standard IPv6 77 EZAV XA NERHELT, IPv6 7 7 &R Y
actl_permit Abar 74 Xal—varE— FEBLET,
Device (config) # ipv6 access-list ipvé-acll permit
AT 7 4 | permit {host-address | host-name | any} [wildcard] Ay N ERFFRT S IPAPVG 7 7 AV A h D4l

1 -

Device (config-std-nacl) # permit 192.168.255.0

0.0.0.255

ERELET,
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RESTCONF &z < 3 > ACL D% E .

ARV REEET7IVa Y B8

AT 75 |deny {host-address| host-name | any} [wildcard] PRIy N ERESRT D IPAPVE 7 7 & 2 U A h D4
- EERELET,
Device (config-std-nacl)# deny any

AT v 76 |exit EEOT /A YARNar 74 X¥al—3 g F—
i - REHTL, ZJua— b ary 74 F¥al—vay

E— RNIZRY £,

Device (config-std-nacl) # exit

AT w 71| netconf-yang ssh {{ipv4 |ipv6 }accesslist name NETCONF-YANG ¥ v+ 2 > D ACL % E L £ 7,
access-list-name} | port port-number }
{5

Device (config) # netconf-yang ssh ipv4 access-1list
name acll permit

ATw78|end Jsua—)Lary7 4 ¥al—ay T— RKEKT
Bl - L. it EXEC E— FIZRE D £,

Device (config) # end

RESTCONF v > 3 > ACL DEEFE

RESTCONF v a v DIPT 7 A A NERIEIPV6O T 78R A NERETEET,

FIEDHE
1. enable
2. configureterminal
3. « ip access-list {standard | extended} access-list-name
* ipv6 access-list access-list-name
4. permit {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol } any
5. deny {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol }any any
6. exit
7. restconf {ipv4|ipv6 }access-list name access-list-name
8. end
FIED %
ATV RERET7TIV3 Y B
AT w71 |enable FiME EXEC E— RAAICLET,
i : « NAU—RKEANLET FERENTEHE)
Device> enable
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B restconF &L 3o AcLoEE

EFLEHETOSS5TEY T4 |

ARV RFERETIVa Y

B8

ATv T2

configureterminal

1 -

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEEh
l_/\i‘jﬁo

ATvT3

* ip accesslist {standard | extended} access-list-name
* ipv6 access-list access-list-name
i) :

Device (config)# ip access-list standard
acll permit

Device (config) # ipv6 access-list ipvé-acll permit

B¥EDIPT 7R A MEfRELT, FEEDOT 7 &
ZYVAR a7 4Xal—ar EB— RERBL
*7,

IPv6 7 7B A U X FEFREEL T, HHED IPv6 77
TAVARNary 7 4Xal— 3 ®— NaBts
LET,

ATvT4

per mit {protocol-number | ipv6-source-address |
ipv6-source-prefix | protocol } any
i)

Device (config-ipv6-acl) # permit ipv6
2001:db8::1/32 any

Ny NEFATHIPV6 T 7B AU X DS AR
/k’:._E‘L/ijAO

ATy Th

deny {protocol-number | ipv6-source-address |
ipv6-source-prefix | protocol }any any

1 -

Device (config-ipv6-acl) # deny ipvé6 any any

Ry FEHEGTAIPV6 T 7B AU A MO EE
ELET,

ATvT6

exit
e

Device (config-ipv6-acl) # exit

IPv6 77 A VA7 4F¥alb—vg )y F—
RE#&TLT, ZFe— a7 4Xal—3v gy
ET— RIZRED £,

ATy T17

restconf {ipv4 |ipv6 }access-list name access-list-name

1

Device (config)# restconf ipvé access-list name
ipv6-acll permit

RESTCONF £ v 3 @ ACL #3&ELFE T,

ATvT8

end

1 -

Device (config) # end

Ja—N\) ary 74X al—gy F— REKT
L. ¥i#E EXEC E— FIZ&EY £,
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| EFLBBHRITOTIS<EY T4
NETCONF 45 & U RESTCONF O — E L~ L AL ol [}

NETCONF £ & Tf RESTCONF D —E X L)L ACL DR E
15l

f5] : NETCONF v < 3 > ® ACL D& E

Device# enable

Device# configure terminal

Device (config)# ip access-list standard acll permit

Device (config-std-nacl) # permit 192.168.255.0 0.0.0.255

Device (config-std-nacl)# deny any

Device (config-std-nacl) # exit

Device (config) # netconf-yang ssh ipv4 access-list name acll permit
Device (config) # end

{5l : RESTCONF v 3 3 >0 ACL DEE

Device# enable

Device# configure terminal

Device (config) # ipv6é access-list ipvé-acll permit

Device (config-ipvé6-acl) # permit ipvé 2001:db8::1/32 any

Device (config-ipv6-acl) # deny ipv6é any any

Device (config-ipvé6-acl) # exit

Device (config) # restconf ipvé access-list name ipvé6-acll permit
Device (config) # end

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE8T
5D EF

BEIE E TX=aT7ILEA ML

NETCONF-YANG NETCONF 7’1 k=11

RESTCONF RESTCONF 7’1 | =)L

Iur <74 avs R Turg<wve )T av s R )Ty LA
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EFLEHETOSS5TEY T4 |
B NETCONF & & U RESTCONF 04— E 2 L XL ACL DR BENE SR

SRADTY ZHIL YR—F

A s

AADYR—kWebH A FTix, v AaDHEGET 2 7 v v — | hitpr//www.cisco.com/support
BTN TNy a—T 4 U 7B RILTWERET 5 L )12,
YA T ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEWORGOEX 2 U 7 4 fFRPEMEHREAFT D201,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

NETCONF & & U RESTCONF O+ —E X L AL ACL D4 EE
(T

WOFRIZ, ZOFY 2 — /LT LTBEREICET 2V Y —A#®RERLET, ZORIL, V7
F7=27 VDU —RX LA U TEHEEOYR—INPEAINTLEEOY T by =T U Y —X72
FERRLTWET, ZOMEEITZ, BTk RNR2WRY , ZALUEO—#EDOY 7 vy =7 U Y —
ATHYHR—FINET,

77y b7 DY R— P BIOV RV T N =T A A=V OV R— MIBT LA K
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 % |Z
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £/ A,
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| EFLBBHRITOTIS<EY T4
NETCONF 4 & Uf RESTCONF 0+ — £ 2 L <L AcL o thettss [

% 15: NETCONF &5 & U RESTCONF D —E X L X)L ACL DHEEETER

HaE

iy

) —R | HEEER

NETCONEF % X [Cisco IOS  |NETCONF 3 L ONRESTCONF & v & g DT 7 & AHl#I U A k
U'RESTCONF | XEEverest | (ACL) #@tEc&x£4, #ESNACLICHERL THRWY
PH—r 2 L | 1611 547> M. NETCONF ¥ 7= |3 RESTCONF # 7 & X F L~
JL ACL T RAEZFAISNEY A,

RO A~ RPNEANETZIIEE I E L7z ¢ netconf-yang ssh
access-list 33 L Urestconf access-list

*Cisco ASR900 >V —X T 7 ) =g v —E R L—X

*CiscoASR920 ¥ U =X 77V F—a v —E R L—X
(RSP2)

» Cisco Catalyst 3650 > U — X XA v F

« Cisco Catalyst 3850 > U — & A A v F

» Cisco Catalyst 9200 > U — X A A v F

» Cisco Catalyst 9300 ' U — X A A > F

» Cisco Catalyst 9400 >V — X A A »F

» Cisco Catalyst 9500 >V —X XA »F

« Cisco Catalyst IE 3200, 3300, 3400 & ifif/AfEs ) —X
* Cisco T NTF y N —1E 23300 ) —X 24 vF
* Cisco IR1101 MHERFEMERE ¥ — B A FAT L — &

» Cisco Network Convergence System 4200 > J — X

* Cisco Network Convergence System 520 3/ U — &
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s 11 =

gNMI 70 ko)L

ZDORERETIE, gRPCHRy NU— 7 FHA X —T7 = A A (gNMI) OREREZfEH L7-F 7 /VER
B ORE LERT — X OR&E, BLXOUE—K 7By —Y v 23—/ (RPC) O ERIE
WCOWTHBHLET, gNMIN— 32 04.0 X AR—FSnTnEd,

« gNMI 7’1 b 2L DOFIRIFE (167 ~—)

« gNMI 712 b 2L OREEE (168 ~—3)

«gNMI 7' b 2V 2T 5 H51E (181 ~—2)

« gNMI 7' &2 b 2L OFRER] (187 <—)

« gNMI 7' b 2L OBIEE R (188 ~=—)

« gNMI 7' 12 b 2L ORERERE i (189 ~<—2)

gNMI 7’0 k O)LD%I$9EI1E

FEREIZIX, RO X5 il E N EA S ET,
* Subscribe RPC —E R |ZH AR — I TWEREA,

«JSON., BYTES. PROTO. BIUWASCI = a—F 4 7 F 7L a 3P R—FETW
FH A,

JSON IETF F—|Zi, ROEROLAFIZEM BB E1Z872 D YANG 7'V 7 ¢ v 7 ARG %
NTWBEHENRHY 9, 72L& 2iE. openconfig-vlan.yang DILIED B IRA L 72 routed-vlan
(X, Bl — RORZRIZERE L1382 D720 Bl —NET V7 4 v 7 Roc-if &L ET) |
oc-vlan:routed-vlan & A /)2 MERH Y £ 77,

» GetRequest :
CEMT—ZOT7 4N E ) TR FENTOER A,

s BT NADOMHERIZY R —FEINTVERA, THHIE. GetRPC 2—/L~DJHFEL LT
RSN DT — A EREERETDIDAF -V ERT 2 — L ERT —BHOETT L
F—4 A yE—UTT,

* GetResponse :
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B owioororoms

EFLEBBEIOIS5TEY T4 |

e A VT AT R—FENTHERTA, THUT, BHA Yy E—VOPTRES N
V74w 7 ADTA YT A e gt 5 0FHITY,

HIBRIZY R— SN TWERA, ZHUE, T—% VU —0LHIRT D —#HD/NAT
—g—o

gNMI 70 FOJLDEEE

gNMI [2D U\ T

gNMI /X Google IZ X » THAF S/ gRPC F > MU — VA L Z —T = ATH, gNMI I
XY NT—=0 FTHNA ZADRELEA A b—/b, #BE, BLOHIBRL, £/, EHT—¥DOFRR
HFEITTHAN=ALTT, gNMIZil U TR SN D 27 UV ILYANG 2 L TET L
ftTcExET,

gRPClX, 77U RY—REBETDENAIN T TAT 2 bafiH L CIKERIE CHLIE ATRE 22 D
iz BT 572912 Google IZ&L » T SNV E— K By —Y % 23—/ C9, gRPC L
eNMI Rt L, 7 —# CEEER A AL L TEET 2 FEARIt L E T,

gNMI Y —E ADREENFEA LIZEE, gNMI 7o —7% (GNMIB) (2L - T, up 7*5 down ~
DEERED AL R I, T —F X—ANEH L TETEN D E TIET T RPC A —
EAFAARA DA v =R LET, U ANYERHZIE, GNMIB IZ X5 T down 7225 up ~D
EEIRBEDZEAL 3R S 4L, RPC O O A FR S E T,

YANG T—#% Y1) —D) JSONIETF T>aI—F 4 >4

RFC7951 CiX, YANGT —% YV —LZDOH 7Y U — JavaScript 47 ¥ = 7 hFit (JSON)
TaA—F 4 I PHRESNTOET, gNMI X, 2T U YETOT—XDxTr a— R
JSON A L £,

JSON % A 1%, fHAJSON XF5E LTy a— &N TWAbZ &R L%EJ, JISON IETF
Txra— RERET—XIE, RFC 7951 THE I TU 5 JISON v U 7 /b D L— L Z HEHL
LTWARERHY ET, 7747 NeZ—5F v FORSGTNISON = a—F 4 v 7 &
A—=FLTWOHLERDHY £7,

YANG 7—% /—F (V=7 ar7F, J—=7URA L, URAL, anydata /— R, BLWY

anyxml / — K) DA L AZ AL, JISONAT V=7 FERITAFTEEDOXT DAL R—L L
Tora—REnEd, mva—F 47 b—d, RET—Z, KT —# . RPC #{ED
WNIRA=LF T ray, @MY, $XTOXATOT—4% V) —TRHRULTT,

F—H )= R AV AZ AT TRCLREEORT E LTy a— NS, FOL4FNET —
K ) — R oEASNET, X, 7—% /J—RKOh T IV Ik > THAEY F7,
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gNMI GET Request [J|j

My—21 5—4/—F

V=7 ) —FiZx, 7= VIV —RNIERHD TV HEHV EFA, V=T A AZ A,
AHTEEORT ELCmra—FahET, TOMHEICE, V—70% A AL LT, XTI,
BfE, V7 Fv Ttruel F720% TMalsel  F72038 k205 Mnull]) Z2FHCTEEd, HES
NIeRADT—HHENY —7 /— ROYHE (FRFEEET, Bl onfliziFo) | £
DY —T7DENEHET L a— FENET (FOEED ISONENEGENTWET, JSON +7
VxJ MIMNEHY EHA)

wIZ, V=7 J—REZRDOHZRLET,

leaf foo {
type uint8;
}

WIZ, JSON T a— RENTEANRA LV AZ A B R LET,

"foo": 123

gNMI GET Request

gNMIGet RPC I, 7—% Y U —nb, 1 DL EOBRGERME, REBEME, IRAKREBEM:. £72
AR — SN TWSHE— NICBEEMN T O T R TORBMEZIGET 2 HFIEEZEELET,
T—=2 ) =N RET 572D, GetRequest237 7 A 7 2 hinb X —7 v MIEEIN
£7, GetRequest ~DJ5%E & LT GetResponse 23515 SAVE T,
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B oNMiGET Request

%= 16 : GetRequest ) JSON t&i&

EFLEBBEIOIS5TEY T4 |

GetRequest

GetResponse

The following is a path for the
openconfig-interfaces model
++++++++ Sending get request: ++++++++
path {
elem {
name: "interfaces"
}
elem ({
name: "interface"
key {
key: "name"
value: "Loopbacklll"
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| EFLBBHRITOTIS<EY T4

gNMI GET Request [J|j

GetRequest

GetResponse

encoding: JSON_ IETF
++++++++ Received get response: ++++++++
notification {
timestamp: 1521699434792345469
update {
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"Loopbacklll\""

val {
json ietf val:
"{\n\t\"openconfig-interfaces:name\":\t\
"Loopbackll1\", \n\t\
"openconfig-interfaces:config\":\t{\n\t\t\

"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\": \t\"Loogbackl11\", \n\t\t\
"openconfig-interfaces:enabled\": \t\"true\"\n\t}, \n\t\

"openconfig-interfaces:state\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\": \t\"Loogbackl11\", \n\t\t\

"openconfig-interfaces:enabled\":\t\"true\", \n\t\t\

"openconfig-interfaces:ifindex\":\t52, \n\t\t\

"openconfig-interfaces:admin-status\":\t\"UP\", \n\t\t\

"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\

"openconfig-interfaces:last—change\":\t2018, \n\t\t\

"openconfig-interfaces:counters\":\t{\n\t\t\t\
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B oNMiGET Request

EFLEBBEIOIS5TEY T4 |

GetRequest

GetResponse

"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\

"openconfig-interfaces:in-unicast-pkts\":\t0, \n\t\t\t\

"openconfig-interfaces: in-broadcast-pkts\":\t0, \n\t\t\t\

"openconfig-interfaces:in-multicast-pkts\":\t0, \n\t\t\t\

"openconfig-interfaces:in-discards\":\t0, \n\t\t\t\|

"openconfig-interfaces:in-errors\":\t0, \n\t\t\t\

"openconfig-interfaces: in-unknown-protos\":\t0, \n\t\t\t\

"openconfig-interfaces:out-octets\":\t0, \n\t\t\t\

"openconfig-interfaces:out-unicast-pkts\":\t0, \n\t\t\t\

"openconfig-interfaces:out-broadcast-pkts\": \t0, \n\t\t\t\

"openconfig-interfaces:out-multicast-pkts\": \t0, \n\t\t\t\

"openconfig-interfaces:out-discards\":\t0, \n\t\t\t\

"openconfig-interfaces:out-errors\":\t0, \n\t\t\t\

"openconfig-interfaces:last-clear\":\t2018\n\t\t}, \n\t\t\

"openconfig-platform:hardware-port\":\t\
"Loopbackl11\"\n\t}, \n\t\

"openconfig-interfaces:subinterfaces\":\t{\n\t\t\

"openconfig-interfaces:index\":\t0, \n\t\t\

"openconfig-interfaces:config\":\t{\n\t\t\t\

"openconfig-interfaces:index\":\t0, \n\t\t\t\

"openconfig-interfaces:name\": \t\"Loopbackl11\", \n\t\t\t\

"openconfig-interfaces:enabled\": \t\"true\"\n\t\t}, \n\t\t\
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gNMI GET Request [J|j

GetRequest

GetResponse

"openconfig-interfaces:state\":\t{\n\t\t\t\

"openconfig-interfaces:index\":\t0, \n\t\t\t\

"openoconfig-interfaces:name\": \t\"Loogbackl111.0\", \n\t\t\t\

"openconfig-interfaces:enabled\": \t\"true\", \n\t\t\t\

"openconfig-interfaces:admin-status\": \t\"UP\", \n\t\t\t\

"openconfig-interfaces:oper-status\": \t\"UP\", \n\t\t\t\

"openconfig-interfaces:last-change\":\t2018, \n\t\t\t\

"openconfig-interfaces:counters\":\t{\n\t\t\t\t\

"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\t\

"openconfig-interfaces:in-unicast-pkts\":\t0, \n\t\t\t\t\

"gpenconfig-interfaces: in-broadcast-pkts\": \t0, \n\t\t\t\t\

"openconfig-interfaces: in-multicast-pkts\":\t0, \n\t\t\t\t\

"openconfig-interfaces: in-discards\":\t0, \n\t\t\t\t\

"openconfig-interfaces:in-errors\":\t0, \n\t\t\t\t\

"openconfig-interfaces:out-octets\":\t0, \n\t\t\t\t\

"openconfig-interfaces:out-unicast—pkts\":\t0, \n\t\t\t\t\

"openconfig-interfaces:out-broadcast-pkts\": \t0, \n\t\t\t\t\

"openconfig-interfaces:out-multicast-pkts\":\t0, \n\t\t\t\t\

"openconfig-interfaces:out-discards\":\t0, \n\t\t\t\t\

"openconfig-interfaces:out-errors\":\t0, \n\t\t\t\t\
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GetRequest

GetResponse

"openconfig-interfaces:last-clear\":\
£2018\n\t\t\t}\n\t\t}, \n\t\t\
"openconfig-if-ip:ipve\":\t{\n\t\t\t\

"openconfig-if-ip:config\":\t\"false\", \n\t\t\t\

"openconfig-if-ip:state\":\t\"false\"\n\t\t}\n\t}\n}"

}

= 17: ) —2{BIZxT % GetRequest

GetRequest

GetResponse

++++++++ Sending get request: ++++++++
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key |
key: "name"
value: "Loopbacklll"
}
}

elem {
name: "state"
}
elem {
name: "oper-status"

}

encoding: JSON_IETF
++++++++ Received get response: ++++++++
notification {
timestamp: 1521699326012374332
update {
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"LoopbackllI\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json ietf wval: "\"UP\""
}

gNMI SetRequest

Set RPC (&, #A— h &N TV DET /MBI Bz | DL EORRE rIRE7R B 2 3 5
LDHEERRELET, 7—2 YV —NOEEZEHT 2729012, SetRequest 37 74 7 Finb

=0y MIEESnET,
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gNMI SetRequest .

SetRequest [£ JSON F¥—H AR — L THH, F—IZIXYANG 7'V 7 4 v 7 ARGFENLTND
VERHVET, ZOT VT 4 v 7 ATIIROBEROLRIZERNH L TR0 97,

72 & 21X, openconfig-vlan.yang DHE5E)> B IRAE L 7= routed-vlan 1X, B/ — ROARIZER] & 1352
2B Bl —RKOT V7 47 Al oc-if) . oc-vlanrouted-vlan & AJJ T HMERH Y F
—éqo

1 D SetRequest (25 £ HHIER, B, BLOEHI, ®ATIOD T HFrvar vy
FeLTHbNET, FT¥F 7 a0 iso FEEETHEENEELEZSEIE, M
YT g UERBES SN Te— Ny 7 SPLET, SetRequest (2%} L T SetResponse 733K

Bk,
5 18: SetRequest @) JSON #&5E 05l
SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem { elem {
name: "config" name: "config"
} }
} }
val | op: UPDATE
json_ietf val: }
"{\"openconfig-interfaces:enabled\":\"false\"}"| timestamp: 1521699342123890045
}
}
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% 19: ') —J{ETD SetRequest D1

SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem { elem {
name: "config" name: "config"
} }
elem { elem {
name: "description" name: "description"
} }
} }
val { op: UPDATE
jsoniietfival: "\"UPDATE DESCRIPTION\""|}
timestamp: 1521699342123890045
}
}

gNMI (D 42 BT Z2 S

AETZEMIZ, Ay EB—TDorigin7 4 —/V RCHEASINDRNA T LT 4 v 7 AZBELET,

Z Z T, CiscolOS XE Gibraltar 16.10.1 LABED U U — A TEHA T2 4 RZERIC W THI L
ij‘o

« RFC 7951 TIRE SNI-ABI2EM : %2 L7 4 v 27 2%, RFC7951 TEFIN TS
YANG BV 2 — VA &EFEHLET,

RFC 7951 THEINT-fHEOT V7 4 v 7 XX, YANG TV 2 — V4 &AL ET,
BEOTVT 4w 7 AF, BIRSNTZANRT VT 4 v 7 ADLFIZEMOFEEZ TR A,
WIZ, RFC 7951 THRESINIZMEBOT V7 4 v 7 ADFZRLET,

val {
json_ietf val:"{
"openconfig-interfaces:config": {
“openconfig-interfaces:description":
“DESCRIPTION"

po
}

RFC 7951 THRESNTARIZEM T L7 4 v 7 A1X, YANG TV 2 — V4 b L 7,
e zIX, V=T Ry 7 4B —T = A A~D openconfig /N A[TIRD X 912720 £,

/openconfig-interfaces:interfaces/interface[name=Loopbackl11l]/
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WOFNX, RFC 7951 D4 RTZERIFEE ZHEH L7z gNMI N A Z R L TWET,

path {
origin: “rfc7951"

elem {
name: "openconfig-interface:interfaces"

}
elem {
name: "interface"

key {
key: "name"
value: "Loopbacklll"

}
}
}

e openconfig : /XA VL7 ¢ v 7 R&EFH L ERA, Zi5HIE openconfig & T L ~D /AT
DIHEHTE ET,
openconfig A HTZEM 7' L 7 ¢ v 7 ZOEEIX, 50 E 7214 BTZERINFEE S LTV
BHELRUTT, ez, v—T Ny T A4 H—T = A A~D openconfig /N A TR D K
2T ET,
/interfaces/interface[name=Loopbackll1l]/

R OBFL, openconfig 4 RTZEMIFRE ZEH L7z gNMI N2 &R L TNET,

path {
origin: “openconfig"
elem {
name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"
}
}
}
« 7% : openconfig 7' L7 4 v 7 ALF L TT, ZHAMBT 74V FTT,

- .

WOBFNE, ZED openconfig 4 HIZEHIFRE 2 H L7z gNMI /X2 2R L TWE T,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"

}
}
}

Z 2 TIL. Cisco IOS XE Gibraltar 16.10.1 KV FTDO YV —ATHEH SN LA LT 1 v 7 A
ICOWTEA LT,
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ETFLBHEIOSS5IEY T4 |

LT, MR TV T 4y 7 AL YANG BV 2 —VERTERESN TV D YANG £V 2 —
N TV T 4 P AEERLET, 7222, V=TT A ¥ —T = A A~D openconfig
NAFRD L D720 £7,

/oc-if:interfaces/interface [name=Loopbackl11]/

WROBNE, TERDAFTZERIFEE LM L7z gNMI /S A 2R L TWET,

path {
origin: “legacy"
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

gNMID T A )L FA—F

gNMI 7’1 b 2L, Get RADU AL KA — RaEVHR—FLTWET, Zhid, EHEOESR
BB SELEDICNARNTYA NV RO — REHT 5HETT, ZnbDT AV FA—FK
I, AF—~RNOIBEINTZY TV ) —IZH DT X TOHEFEERLET,

elem [FEFETH Y | xpath WD [ ILFOMOE TS, elem 1L gNMI NZATHAEHTEET, 7=
XX, elemAEFEHELTLUA N R — ROMEIX, VANVRI—RBA o Z—T AR
ERL, TRTOAS =T oA AL LTHREIND Z & ZRFICERLET,

TANRH— RFEBRN E RO 2 2D 2L THRHYD, EHH LY R—FINTWET,
Get SRIE, WA TA )K= ROFTRTDOIA T LB EDOEEYFR—FLET,

HEERANR U AL R — R Zibid, EEY Y —HNOEFED Y 2 M2 EHELET, KR
BRIANRI—FRE, VA FOBERICKF—EPHEEINTOWRWEGAICHE L E T,

WIZ, RADKEBRIR T ANV R —FROPERLET, ZOUA NV RI— KNI, T34 &
WCHDHTRTOA v F—T A AOHAZIKLET,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "config"
}
elem {
name: "description"
}
}

« BRI U AV R — K @ FRROFEEIC & - TR CHREZ 1R L £ 7,
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 NAFEFRLFETTF—HDONTNNIT AZ Y A7 (%) 2HELET,

KIZ, SADT AZ YRS DA N KD~ ReF—4 & LTHAT 2027 LET, =
DIANKRA—FRIE, T RZHLTXTDA v F—T = A ZADFHZRLET,
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "*"
}
}
elem {
name: “config"
}
elem {
name: "description"

}
}

WIZ, WADT ABZ YA TA )R — REe"24 L UTHERHT 02" LET,
DT AV KJ— KX, Loopbacklll A > % —7 = A A CEHARE/R T X TOER DL
B L £,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
elem {
name: "*"
}
elem {
name: "description"

}
}

cEFEAL L LTS () FRIIEOTV N EEELES, b0 A VR —
R, SANOEBOERITEATE £

KIZ, SAOBWEG T AN KA~ ROFlERLET, ZOTA L KH—F
X, /interfaces B2 N CHEMHAIBER T X COFMP 7 4 — /L REZRLET,
path {
elem {
name: "interfaces"
}
elem {
name: "
}
elem {
name: "description"
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WIZ, BEBRM 72U A )L R — R &M L7z GetRequest DB %R LET, Z D GetRequest (.,
FRA AN DHTRTDA o Z—T = A AD oper-status 23K L £7,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}l
type: O,

encoding: 4

WIZ, BB 72U A v K1 — R&EMH L 7= GetResponse Dfil %7~ L £,

notification {
timestamp: 1520627877608777450
update {
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"

value: "\"FortyGigabitEthernetl/1/1\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json ietf val: "\"LOWER LAYER DOWN\""
}
} ’

<snip>
</snip>
update {
path {
elem {

name: "interfaces"

}
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elem {
name: "interface"
key {
key: "name"
value: "\"VlanI\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"DOWN\""
}

gNMIO TS5 — A vy—2
T —NRETHE, eNMLITIANRT= 7 — Ay e—VE2IRLES, ROE®Z a2 TliE
eNMI =T — X vt—T %N O0vRLET,
WIZ, NAPE G EIIRREINDEZT— A=Vl RLET,

gNMI Error Response:
<_Rendezvous of RPC that terminated with (StatusCode.TERMINATED,
An error occurred while parsing provided xpath: unknown tag:
“someinvalidxpath" Additional information: badly formatted or nonexistent path)>

WIT, HEEEE T —DRELEGARICERINDITT— Ay —VOBl2RLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.UNIMPLEMENTED,
Requested encoding "ASCII" not supported)>

W, T—2ERNEOLRIIFERINLITT— Ayt —VOflZRLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.NOT_ FOUND,
Empty set returned for path "/oc-if:interfaces/noinfohere")>

gNMI 70 FaLEZBICT H5E

eNMI 7’1 k2L ZHNT 2I2IE, ROFIEZFETLET,

1. gNMIZ A7 v hE, IR (CA) X TELENTT AL A —#HOFEHEL1E
’E‘Z[/i—éqo

1. Linux T OpenSSL Zfi H U CRERAZE Z1ERL L £ 7,
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. Linux T® OpenSSL % {& /A L f-3EFAE DIERK

2. THAARICGEHEEA VA =L LET,
3. T/ AT gNMI Z%ELET,
4. eNMI BHENNZ /2> TNWTITINTNDINE I hEERLET,

2. HIOFIATHRE LY TAT > biFHEE V— FNEAZZHEH L TgNMI 7 74T > b &
Bee L £,

Linux T® OpenSSL Z{£ /A L /=ZEBAZ D 1ERL

FERAEL R T2 RARA U ME, X 2T gNMI = NIZOHME T,
RIZ, Linux ¥ ¥ > T OpenSSL i H U CRERAEZER T 2614~ L £,

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr

openssl x509 -req -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
device.crt -sha256

# Encrpyt device key - needed for input to IOS

openssl rsa -des3 -in device.key -out device.des3.key -passout pass:<password - remember
this for later>

# Setting up client cert and key

openssl genrsa -out client.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=gnmi_client -new -key client.key -out client.csr
openssl x509 -req -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256

TINA AANDEFBAZED A VX =)L
WOHNT., T, AZEHFBAEEZ A VA F—LT B HFEEZ R LTWET,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

# Receive:

% Enter PEM-formatted CA certificate.

% End with a blank line or "quit" on a line by itself.
# Send:

# Contents of rootCA.pem, followed by newline + 'quit' + newline:

# Receive:
% Enter PEM-formatted encrypted private General Purpose key.
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% End with "quit" on a line by itself.

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
% Enter PEM-formatted General Purpose certificate.
% End with a blank line or "quit" on a line by itself.

# Send:
# Contents of device.crt, followed by newline + 'quit' + newline:

# Receive:
% PEM files import succeeded.
Device (config) #

# Send:

Device (config) # crypto pki trustpoint trustpointl
Device (ca-trustpoint) # revocation-check none
Device (ca-trustpoint)# end

Device#

X7 E— FTOgNMI OEFE

FIRDEE

\}

GE)  ZoX AL, CiscolOS XE Fuji 16.8.1 — Amsterdam 17.2.x (23 H S E T,

[Day Zero setup] C. HINZT A A& F 27 T— R THHIZLTHEL, T3 A&
WL, EF a7 == F2ACLET, X2 T £— FTgNMI 21T 5I121E, no
gnmi-yang server 2~ > &AL ET,

\)

GE)  gNMIFEEF a7 =Nt F a7 = NFRERFICIATTE ET,

enable

configureterminal
gnmi-yang

gnmi-yang server
gnmi-yang port port-number
end

okl wn-=
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F IR D EFH

7. show gnmi-yang state

EFLEBBEIOIS5TEY T4 |

ARV RFERERTI VA Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— F&EAIZ L £,
e NRAU—KREANLET (FEREINEHE)

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—r )L arz 4 Xalb— gy T— REBith
L/i—a—o

ATvT3

gnmi-yang

1

Device (config)# gnmi-yang

gNMI 71 A ZBhE L £,

ATv74

gnmi-yang server

1

Device (config) # gnmi-yang server

eNMI — Rz X a7 E— RTHMMILET,

ATvT5

gnmi-yang port port-number

Uy A4 25 gNMIR— haZELET,

fA : « T 74V FDIEEF 2T gNMIAR— %9339 T
(Optional) Device (config)# gnmi-yang port 50000 7TO

AFw 76 |end Ja—r )L ar7 4 Xal— gy T— REKT
Bl - L. it EXEC E— FIZRE Y £,

Device (config) # end

ATy T1

show gnmi-yang state

1

Device# show gnmi-yang state

eNMI — RO RAT —H R %R LET,

1

iZ. show gnmi-yang state =~ > KO Al R L £,

Device# show gnmi-yang state

State Status

Enabled Up

. Cisco 10S XE Gibraltar 16.11x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K



| EFLBBHRITOTIS<EY T4

X217 E— FTOgNMI OEIE

FIRDEE

F IR D FH

\}

%27 =— koo oat [

GE)  ZoX AL, CiscolOS XE Fuji 16.8.1 — Amsterdam 17.2.x (23 H S E T,

X 27 E— K TgNMI Z45 19 % (21%, nognmi-yangsecure-server =2~ RZ2{HH L F9,

\)

GE)  gNMIFEEF a7 =Nt F a7 F— NFRRFICIATTE ET,

enable
configureterminal
gnmi-yang

gnmi-yang secure-server

gnmi-yang secure-port
end
show gnmi-yang state

©eONDARWN=

gnmi-yang secure-trustpoint trustpoint-name
gnmi-yang secure-client-auth

ARV RFERERTIVa Y

=)

ATy 71 |enable FiHE EXEC £— FEHZIC L E T,
- s NAT—REANLET ERSNEHH) .
Device> enable

2 5w 2 | configure terminal Ju—r)Lary 7 4 ¥alb—gy B— N2k
15'] : L/i‘g—o
Device# configure terminal

AT 7 3| gnmi-yang gNMI 7’1 & 2 % BilfA L £,
f1
Device (config) # gnmi-yang

R 7 4| gnmi-yang secur e-ser ver NMI —RZEF 27 T— FCHDICLET,
fi
Device (config) # gnmi-yang secure-server

AT w 75 | ghmi-yang secure-trustpoint trustpoint-name gNMI DSFEFEICH T2 b7 A FaRA > b LFEAE

1

Ty bEREELET,
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EFLEHETOSS5TEY T4 |

ARV RFERETIVa Y

B8

Device (config) # gnmi-yang secure-trustpoint
trustpointl

R T 7 6 | gnmi-yang secure-client-auth (EE) eNMI 7' a2 1%, A— hFEEE AL
Bl TUFA 7 MEE R R LT
Device (config) # gnmi-yang secure-client-auth

A7y 77| gnmi-yang secure-port (L&) Vv AT 25 gNMIFR— hERELET,
il - « F T4 hDOIEEF 2T gNMIFE— M L9339 T
Device (config) # gnmi-yang secure-port Tfo

ATy 78 |end Ja—s L ar7 4 Fal—var ®—RERT
i - L. it EXEC E— FIZERE D £,
Device (config) # end

R T w79 |show gnmi-yang state gNMI P — D AT —H AnFRLET,

1

Device# show gnmi-yang state

1

IiZ, show gnmi-yang state =~ > KO H Al R L £,

Device# show gnmi-yang state

State Status

Enabled Up

gNMI & S5 4 7 > kD&

VRNZRRE LT2 2 A4 7 » FiEFE LV — FREHEZME A L TegNML 7 74 7 & MR S h

£,

WIZ, Python Z{E LT gNMI 7 54 7 > b8 T A2~ LET,

# gRPC Must be compiled in local dir under path below:

>>> import sys

>>> sys.path.insert (0, "reference/rpc/gnmi/")

>>> import grpc
>>> import gnmi pb2
>>> import gnmi pb2 grpc

>>> gnmi_dir = '/path/to/where/openssl/creds/were/generated/"'

# Certs must be read in as bytes

>>> with open(gnmi dir + 'rootCA.pem',

'rb') as f:
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>>> ca_cert = f.read()

>>> with open(gnmi dir + 'client.crt', 'rb') as f:
>>> client cert = f.read()

>>> with open(gnmi dir + 'client.key', 'rb') as f:
>>> client key = f.read()

# Create credentials object
>>> credentials = grpc.ssl channel credentials(root certificates=ca_cert,
private key=client key, certificate chain=client cert)

# Create a secure channel:
# Default port is 50052, can be changed on ios device with 'gnmi-yang secure-port ####"'

>>> port = 50052
>>> host = <HOSTNAME FQDN>
>>> secure_channel = grpc.secure_channel ("%$s:%d" % (host, port), credentials)

# Create secure stub:
>>> secure_stub = gnmi_pb2 grpc.gNMIStub (secure channel)

# Done! Let's test to make sure it works:

>>> secure_stub.Capabilities(gnmi_pb2.CapabilityRequest())
supported models {

<snip>

}

supported encodings: <snip>

gNMI_version: "0.4.0"

gNMI 7’0 k2 )LD EETEH

5l - gNMI 7’0 k3 )LD EZNIE
A

GE) Z OB, Cisco 10S XE Fuji 16.8.1 — Amsterdam 17.2.x (23 H S E T,

5l . FEEF27 E— KTOgNMI DFEHIE
WIZ, eNMI =% X 27 T— FTHMZT D02 LET,

Device# configure terminal

Device (config) # gnmi-yang

Device (config) # gnmi-yang server

Device (config) # gnmi-yang port 50000 <The default port is 9339.>
Device (config) # end

Device#

Bl: %27 E— FTOgNMI OEZE
W, gNMI P —R"ZtF a7 E— RCHDCT B0 %27 LET,
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Device# configure terminal

Device (config) # gnmi-yang server

Device (config) # gnmi-yang secure-server

Device (config) # gnmi-yang secure-trustpoint trustpointl

Device (config) # gnmi-yang secure-client-auth

Device (config) # gnmi-yang secure-port 50001 <The default port is 9339.>
Device (config) # end

Device#

gNMI 7’0 Fa)LOEEE

EhEEE R=ZaTFILEA ML
DevNet https://developer.cisco.com/site/ios-xe/
gNMI https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

gNMI /32 — | https://github.com/openconfig/reference/blob/master/rpc/gnmi/
v =—35 ¢ |gnmi-path-conventions.md

.
ZEEB KURFC

Z4E/RFC 24 kL

RFC 7951 YANG CTET /UL ENTZT—HX D IJSON = a—F (7

DRADTYHYZAILYR—F

B 9

A aDYR— FWebH A F T, A2l F 7 2 1 P— | http://www.cisco.com/support
T2 RNy a—T 4 U ZICBELTWEET 5 8912,
YA T ARV =N EFI LD ETOEE R TA ) Y =A%
LTV ET,

BENORGEOEF 2 U T 1 HHROHEMEREAFT 572012,
Cisco Notification Service (Field Notice 7>5 7 7 & X) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOREY —ERITIMATE £,

VAIADY R~k Web A hDY— T 7 AT DHERIL,
Cisco.com D —H ID B LAY — NNRNECTY,
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gNMI 70 + O /L DH#EEETEHR

WDOFIZ, ZOFY 22— /LTt LIEREICEE T2V U —2E#RERLET, 2RI, V7
=27 JU—RA FLA U THBEROYR— IR EAINEZLEEOY T =T VY —R72
TERLTWET, ZORERIT. £l BARWEY . FRLUBEO—EOY 7 N7 J U —

ATHYR—FSNET,

gNMI 7’0 k3 )L DHRETE R .

Ty R T — LDV R—FBLRN A YT T =T A A=V OV R— MIBET 2 EHRE B
K9 51Z1E, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5|
X, www.cisco.com/go/ctn IZFE) L £9°, Ciscocom DT AT MILELYD FHA,

5 20: gNMI 700 k 21 )L DHEEENESR

Hae

R

)1)—A

HRETRER

gNMI 7’1 k =21

Cisco 10S XE Fuji 16.8.1a

Z ORERETIX, gNMI OF%RE & GET 1
L OVSET RPC % L 7= &7 /VERENRY
DORELERAT —Z OB OV TR
HLET,

ZOMBEIX. kKD T T v M T F— AT
FIEINTWE LT,

» Cisco Catalyst 9300 3 U — X A A v

%
» Cisco Catalyst 9400 ' U — X A A v
%
* Cisco Catalyst 9500 > U — X XA v
.a:.
Cisco I10S XE Gibraltar Cisco 10S XE Gibraltar 16.10.1 TiX, Z
16.10.1 DIEHEIT Cisco Catalyst 9500 7/~ /X
T =< ALY =X A A FIZELE
SNTVWE LT,
Cisco 10S XE Gibraltar Cisco I0S XE Gibraltar 16.11.1 Ti%, Z
16.11.1

DOHHEIT Cisco Catalyst 9600 2 ) — X A
Ay FITRESNTHE L,
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5 12 =

ETILR—X D AAA

NETCONF A > # —7 = A A& RESTCONFA > &% —7 = A AlZ. NETCONF 7 7 & A #l{#HE
7L (NACM) #FEEEL TWET, NACM (X, RFC6536 THESN/T-m—/_X—X T 7 tEX
2> he—/L (RBAC) DFEHXD 1 >TT,

e T LR —Z M AAA (191 =—7)

¢ BT INR—AD AAA IZBET D52 OMOBEEE (197 X—)

« ETAAR—AD AAA BT DREST# (198 <—2)

ETILR—X D AAA

—

ETILR—X D AAA DFETIREH

ETNR—AD AAA EEZ T 21213, WONFIZOWTEHEANIHEM L TBLERH Y
F7,

* NETCONF-YANG
* NETCONF-YANG kill v g &~

*RFC 6536 : v hU—Z7&EZ 1 b=l (NETCONF) 7 7 & AHli#Hl€7 /v

EARE

NETCONF #— & AR RESTCONF Y —EABEFNZ /D &, macm V7 U — 0N FHFNIRE S
NTWRWNWT A R T, BEL L 15 D2 —TLANADOT R TOEMEE T —F ~Din 0L /&
XA FEFTT 7 BAZESE LE T, ZICONWTIE, macm ¥ 7Y U —DOROREITEER I
TWET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<enable-nacm>true</enable-nacm>
<read-default>deny</read-default>
<write-default>deny</write-default>
<exec-default>deny</exec-default>
<enable-external-groups>true</enable-external-groups>
<rule-list>
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<name>admin</name>

<group>PRIV15</group>

<rule>
<name>permit-all</name>
<module-name>*</module-name>
<access-operations>*</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

BIN—T AonN—y T

=P DITN—T A N—=2 oy FIF2 DD Y —ANLERETEET, 1 DHIX, RARCHEHT
D AAA I — R TRESNTNDH2—FOMHERL~LTF, 2-DHIE, /nacm/groups 7> U —
TRESNTWAHER L~V T, BHHER L~ ST 5 7V —F D4 ENIRDO L B0 T

R
HERLAIL NACM 7' )L— T4
0 PRIV00
1 PRIVO1
2 PRIV02
3 PRIV03
4 PRIV04
5 PRIV05
6 PRIV06
7 PRIV07
8 PRIV08
9 PRIV09
10 PRIV10
11 PRIV1I
12 PRIV12
13 PRIV13
14 PRIV 14
15 PRIV15
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\)

e Ol |

6=

\)

PEED 108 o~ R FERR L~ HES< D72 L) 1X, NETCONF %7213 RESTCONF
WA S EE AL

GE)

FEBR L~ S WD T NACM 7 v — I 5. 8727 7 & AT, HER L ~ULE VW NACM 7
N—AIIAGER SN EY A, 728 21F. PRIVIOIZHEH &b /1—/LiL, PRIVIL, PRIVI2,
PRIV13, PRIVI4, BLXOPRIVISIZH HEMICHEA SN DD TlEdH 0 TH A,

NACM #E[R L N L DR TFE R

AAA FEN no aaanew-model TRHE SN TWAEHEAEIE, =2—FIZx L Ter—I VZRE S
T-HERR LU M SHUET, AAA RED aaanew-model TRE SN TV HHA . HERLX
MiE, A Y w K U A b aaaauthorization exec default (2 BEfT T STV 5D AAA — 2 L -
TkE F9,

NACM DEXE D EHE & RSP

NACM i%7€lX. NETCONF F 72X RESTCONF # i H L CTEE CT&x £9, =—F N NCAMFKE
T 7 BATELLICT AT, ZO0DOBHRRMERZE-EALERHY £, OF

D\

NACM L— V& LET, maecm V7Y U —D FOREL. copy running-config

startup-config EXEC =1~ o R3FITS 5 & &, F7-id cisco-iazsave-configRPC 23517 S D
L EIHRRELET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<save-config xmlns="http://cisco.com/yang/cisco-ia"/>

</rpc>

\}

GE)

NETCONF & v < = M & A NACM L —/UiE, & v g v O nacm 7Y U —
THEINTWDLHOTT, macm %7 U —IZZEFE A TH, NETCONF & v = iEd
TICHENL ST WD T OB % 51 £ A, <kill-session> RPC & 7= |3 clear netconf-yang session
EXEC =2~ > K& LT, R¥E7 NETCONF © v ¥ 3 »VZEINCK T D2 N TEE
4, NETCONFKill v ar (126 3—%) 2BBRLTLEEV,

6=

REEDT —HZ~DT 78 ABEET HV—VEERT D561, A U7 —% B3 EHD YANG
EFEVa— Ve T—% )= RONRZAZN L TARESNDAREMENH D720, FEESILETT, -
ERIE. A VHF—T A A 2T 4 F 2 b—1 3 F Cisco-lOS-XE-native & ietf-interface @
WHZEZNLTARENET, RULT—Z D1 oOFRBUCTHEHA SN D TEEMERH D L—ViT,
ZOT—FZDMORBUITEH SN WEERH Y £,
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NACMEZZED Y v +
macm 7YV —OREXZHFREIZ) By bTAHITE, koa<wr FaeERALET ( THH
R 2381 |

Router#request platform software yang-management nacm reset-config

NACM &% 7€ 1
A\

G¥) ZIZITEITTCWAENTHAOAREZEE TS5 L O T,

RIS, IN—TREDHIZRLET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<groups>
<group>
<name>administrators</name>
<user-name>admin</user-name>
<user-name>root</user—-name>
</group>

<group>
<name>limited-permission</name>
<user-name>alice</user-name>
<user-name>bob</user-name>
</group>
</groups>
</nacm>

R2:TL—TREDHE/NT A —2 DFHH

IRTA—% &
<name>administrators</name> TI—T4
<user-name>admin</user-name> Z—W4
<user-name>root</user-name> a—4

KIZ, BV a— —LEERTAH 2= LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>

<name>only-ietf-interfaces</name>

<group>limited-permission</group>

<rule>
<name>deny-native</name>
<module-name>Cisco-I0S-XE-native</module-name>
<access-operations>*</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-ietf-interfaces</name>
<module-name>ietf-interfaces</module-name>
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<access-operations>*</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

R2:ED21—IWIV—IVEERT H-HODH/E/ S A — 2 DFHA

NG A—4 & EA
<name>only-ietf-interfaces</name> EAHDNL—LY R N

< group > permission </group > = A NBEHIND T —T
<name>deny-native</name> [EA DN —V4

<module-name>Cisco-IOS-XE-native</module-name> | YANG & 3 = — /L D4 Hij

<access-operations>*</access-operations> CRUDx OEIEX A 7
<action>deny</action> SRR /EAS

wIZ, 7a b I B EA— VBT DR LT,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>only-get</name>
<group>limited-permission</group>

<rule>
<name>deny-edit-config</name>
<module-name>ietf-netconf</module-name>
<rpc-name>edit-config</rpc-name>
<access-operations>exec</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-get</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

£23: 70 FVBIEL—LEERT BT=ODHRFE/NT A —2 DA

INTG A=A s EA

<name>only-get</name> BAHDONL—LY R N

< group > permission </group > = A NP SND T —T
<name>deny-edit-config</name> EA DL — V4
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NS A—4 A A
<module-name>ietf-netconf</module-name> RPC &€ Y 2 — /L D4 |
<rpc-name>edit-config</rpc-name> RPC D4 i
<access-operations>exec</access-operations> RPC D EFTHER
<action>deny</action> el FE A

Wiz, T—4% ) — R V—nVEERT 02" LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>hide-enable-passwords</name>
<group>limited-permission</group>

<rule>
<name>deny-enable-passwords</name>
<path xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native>/ios:native/enable

</path>
<access-operations>*</access-operations>
<action>deny</action>
</rule>
</rule-list>
</nacm>

RAU:T—8 /— K L—LEERT B=ODHRE/T A —2 DA

NS A—H Bz

<name>hide-enable-passwords</name> BAHDONL—LY A N

= U A NREHIND T V—T

< group > permission </group >

<name>deny-enable-passwords</name> HDL— V4

<path FFAEITHESE SN T —4 /) — R~D/RA
s oIS NEpivesefiotrebet

<access-operations>*</access-operations> CRUDx OEMEH A 7

<action>deny</action> ST E

WIZ, T_XRTOZIN—TTHk LT, #EAED NETCONF RPC <get> 3 L TN <get-config> D [
A ¥ — K 71— K RPC <get-schema>, 35X OVE ¥ = — )L ietf-interfaces |28 57 — & ~D
FEAER Y HHT 7 & 2275 NACM REDHI 2R LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>readonly-protocol</name>
<group>*</group>
<rule>
<name>get-permit</name>
<module-name>ietf-netconf</module-name>
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EFLA—20 MA BT 2zotoszal [

<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-config-permit</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get-config</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-schema-permit</name>
<module-name>ietf-netconf-monitoring</module-name>
<rpc-name>get-schema</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
</rule-list>
<rule-list>
<name>readonly-data</name>
<group>*</group>
<rule>
<name>ietf-interfaces-permit</name>
<module-name>ietf-interfaces</module-name>
<access-operations>read</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

ETILA—ZAD AAA [CEAT 5 EDMDSEER

EEEH

BEEIEE TZ=aTFILERA I

I0S-XE, I0S-XR, LI OINX-0S 7 | BHFEHE T 53750 o7 W 55T Cisco YANG ET /U2 T 7
Ty M7 —bDEFEZERY V— AT DL, GitHub UARY U 28R L. vendor/cisco
AD YANG 7 —H# T )V V7T L7 NUICEEILET, Z 2 TiE, 10S XE,
I0S-XR, BLUNX-0S7 T v 7+ —LDSEIER
V) —2ADEFNEEHTEET,

BB S URFC
Z#4£/RFC 24 R
RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
2 E®T Y T ERE
RFC 6241 Fy NU—rEESe a3 (NETCONF)
RFC 6536 Fy NU—27F&ET 1 b3 (NETCONF) 7 7 & A€ T
v
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€7I)L

SRADTY ZHIL YR—F

EFLEBBEIOIS5TEY T4 |

A

9

vAaADYHR— bk Web¥A K TIE, vAIORLST T )
O —IZlT B NI TN a—T 4 I RBEN. TN
565X, ~=a2T7 Y — L EEUD T8 TR A
YIA ) = RAERME LT ET,

BHEWORGL O X 2 U T 1 HERCHAMEREZ AFT L
»IZ, Cisco Notification Service (Field Notice 725 7 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R7/g ¥ D&Y — X |TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

http://www.cisco.com/support

R—Z D AAA [ZBH9 B HEETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — X FmE R LEd, ZoRIT. V7
P27 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, ORI, FICHD 23720 RY . ZRUEO—EDOY 7 by =7 VY —

ATHYR—FENET,

TIy N7 =LY R=FBIOV R YT hU =T A A=V OFR— MNIBET HHERE MR
9 %IZ1%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 &£ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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£25: 7055 EY T4 DIEERER : T—% ETIL

EFNLA—20 AMA BT piactEn ]

HaE

iy

)1)—x

HEEER

FFL_N— 2D AAA

Cisco IOS XE Fuji 16.8.1

COREREIX. IRDTT v BT +— A
FILINTWE L,

* CiscoASRO00 > U — X T 7' U /' —
vary P—ERX L—H

* CiscoASR920 > UV —X 7 7Y Af—
vary —ERX )—H

* Cisco ASR 1000 >V —X 77
J—vary P—ERA N—H

« Cisco CSR 1000v A1 v F

* CiscoISR 1100 2 U — & H#— "R
B —4

* Cisco ISR 4000 2V — X #— B2
AR —H

* Cisco NCS 4200 ') — X

Cisco 10S XE Fuji 16.8.1a

ZOBREIZ, DT T > b7 x— AT
FHEINTWELE,
« Cisco Catalyst 3650 > U — X A A v
%
« Cisco Catalyst 3850 > U — X A A v
.a:.
* Cisco Catalyst 9300 > U — X A A v
.a:_
» Cisco Catalyst 9400 > U — X A A v
a’_

» Cisco Catalyst 9500 3V — & A A v
%
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ETILEREI R T LA K

« ETVEREIT LA R Y (201 R—2)

ILERENEI T LA K1)

TFLERE T L A R UL, YANG 5L ENFETF— 2 52F—F al Z XA RY —3 0
TFTAHFEODA =R LZIRELEST, 2O 22—/ Tld, BEFAEERT L A 2o
T L, TV 2 MU RPCOBIZRLET,

—

€7

—

ETILEESIE T L A ) ORIRSEH

e T LA N ZFEHTHBBICHERT — 2 ZHEL TEZXRT DL, YANGIZRET 54850
%‘%VC‘?—O

« XML, XML 4 AiiZEM., 35 X O XML XPath @ Z0i%,
«IETF 7 L A h VAR CEE I N TV A AEUER X OVFHI O 20k,

« urn:ietf:params:netconf:capability:notification: 1.1 #§8E(X, hello A v & — TV X M4 5N
PV ET, ZOKREIX, IETF 7 LA M) 2P R— 5731 ATOHT FRF A X
SHET,

* NETCONF-YANG 37 /NA A L THEFHATHOVBE L CWDOILERH Y £,
A\

(G¥)  NETCONF #fEf L2 WEATH, TV A MU DBEERET 5 X 9512
NETCONF-YANG % #%E T 5 4% H Y £9, NETCONF-YANG
DFEDZEMNZ OV TIE, NETCONF 712 b=/ £ a—/L
AL TLLEEN,

show platform softwar e yang-management process =~ > RZ#H LT, kD7 1k ANE
THTHDZ LR LET,

Device# show platform software yang-management process
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B =7 smm70 L yonmees

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Running

\}

EFLEHETOSS5TEY T4 |

GE)  7rEApubd l TETAWET LA N oA THY, Zh
WELTLTWRWGEITITET AVRER T LA b U TR L £

/\/o

WDOFIZ, BTN AEHA L Z—T A4 A (DMI) et 20FEHERLET,

=26:7 14— FDOFHRHA

TNAREBA VA —T 4R TOERE | FELHEE

confd a7 4 FXal—var T —F

nesd Xy NT—VEHE a4 FTF—F

syncfd R T —F (ETHRELXIGTHET IV
[ o A1 2 MEFF)

ncsshd NETCONFt ¥ =7+ =/l (SSH) F—F

dmiauthd DMI FERET —F >,

nginx NGINX Web #—/3, RESTCONF ¢ Web
PN LTHREL 7,

ndbmand NETCONF 57— 4 _R—Z < F— %

pubd T AVBRERT LA NI SD T
Vr—varv3x—UyBLONTY vy

gnmib GNMI 7' & k =L —ox,

NETCONF [E & DR &4

« NETCONF & & Ofifi 5 IEIZ B9 2 R D Fnilk,

* NETCONF t v 3 3 » DT,

* hello 36 L UHERE A v & — Y DERZAE,
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* fENLZ 72 NETCONF £ v & = /12 K D YANG XML RPC D532 AZ 3R DV T,
['Configure NETCONF / YANG and Validate Example for Cisco IOSXE 16.x Platforms) %
ZRLTLZEN,

NETCONF DA %h1E & 15

NETCONF OHEREZ FEFR T D121, AR — VA L RRAT—REEHA L TT /31 A~D SSH
BB L, T3 ADBEZ G T hello A v — V2 ZELET,

Device:~ USER1$ ssh -s ciscol@172.16.167.175 -p 830 netconf
ciscol@172.16.167.175"'s password: ciscol

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

</capabilities>
<session-id>2870</session-id></hello>]]1>]11>

Use < "C > to exit

hello A v E—IZxt L CIEF 72)0E %% 595 & . NETCONF % {4 2 #1380 F 7,

RESTCONF [E & DO RT{E &4

« RESTCONF & # O ffi AT IEICEET Ak O (RESTCONF L CH 7227 U F g
VEAERRT D)

* RESTCONF AT /XA A THRTESINTWAXLENHY £97,

* RESTCONF iZ. RESTCONF RFC 8040 (Z#EHL L 7=, 1E L\ D Uniform Resource Identifier
(URD) #XETHMENRHD £7°,

RESTCONF A #h1tb & &L
W77 LT v v/l E ke URI 246 H LC, RESTCONF Z#FE L £9°,

Operation: GET
Headers:
" Accept: application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
" Content-Type: application/yang-data+json
Returned Output (omitted for breverity):
{
"ietf-restconf:data": {
"ietf-yang-library:modules-state": {
"module": [
{
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"name": "ATM-FORUM-TC-MIB",
"revision": "",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-FORUM-TC-MIB",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-FORUM-TC-MIB"
} 4
{
"name": "ATM-MIB",
"revision": "1998-10-19",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-MIB/1998-10-19",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-MIB"
} 4
{
"name": "ATM-TC-MIB",
"revision": "1998-10-19",

"schema": "https://10.85.116.28:443/restconf/tailf/
<snip>
.
T RTOTNA AERETHIRDINE 2557 5 & . RESTCONF 2N IEF IZHRGE S AV E T,

gRPCE & DR &
» & —{H Google Protocol Buffers (GPB) = 2—7 (v 7 % Hfifd % gRPC 2 L 7 X B 7E
LE7,

ETILEREIR T L A M DOFIKIEIE

e yang-push 2 F U — L& H L TV o5GE, #IRICK T 5 BEIREIL, 2R 7 227
TasaiFich AR —rShvEHA, DFED, VA RNEZBBIRTLHEEIC, VAIDTFU R
FAREEIICIZTE ENEFA, XX, VT AT TANTIE, FUARNIEICY TR
U7y arzFBTERT20ERHY 7,

e T —H T IR ADHAF v 7TV R— SN TWERA, VT RT T AN X o THER
INTZTRTCTOT—EZREEEINET,

o ‘H_j‘\\/ U — 7/{}V&ai-ﬁ—;j§°»_ ]\ éj’b"cl]\i“@?%\/o ‘H_j‘\‘/ U _ 7/{/1/& Z)‘gj:gﬁéﬂf:j}/%é\\
YPTRA7 Y Fa 3 LTy —27 SNET,

W TR T g NG RA—EOPRTCEROZEEZERT LI LI R— &N TnE
T, OIDZEFEDRILTTIHIFEITEINE T, MOEBREADOZEHIIBHEINET,

gRPC EF DO FIREIE
o TNA R LG W D Transport Layer Security (TLS) _X—ADFEFEII Y AR — b STV E
A,

yang-push & & D #lR
« BT A7 Y 7 a D Quality of Service (QoS) 1FHA— FINTWERA,
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=FLBBETLA FYizonT

ETILEERTLARIIZDONT

ETIEBBHET LA M) OBE

TULANIIE, BEIO@BErEATY, 2Ly, WIEBINZEOMOT —2R Y E—h
RA Y NETITT 7 B ARRRRAA N TESN, E=HOZFEEICERFEINET, £
FOLEREE T L 2 R U %, YANG EF UL SNTET — X252 F—X aL Z Z AR —3I 7
THEDODA = AL ERAELET,

7 7Y r—3 3 > Cld, NETCONF, RESTCONF, F7/2I|XgRPC* v NU—7EHA L X —T =
A A (gNMI) O 7 v harzf LIEEESR—ZADYANG T —% E7 V&AL T, SEL
TOREOT =2 HAE YT AT FTATTEET, 7 A7 U7 a XCLI &R L CTERL
THZLHTEET REFHAYT ATV T a v OGRR) .

WET =213, Y7 A7V Foa B L T —2 24 THES&E, ERSNAF—TE
TIERRFC AT Y v o ShET,

TLAN) O—=)L

TULARN)EHERTHVATATIE, SEIERe—APHEELET, ZORF2 AT
E, ROT LAY m— LA LET,

e NRXTV vy T LARN) T=HEEETDIXY NT—T HEH,
cZFH T VAN TR EZETOIXAY NI HE, al s X ELMEINET,

carbr=7 B TRI YT a Y EERTOBRT VAN TS EZE LR Y b
U— 7 B, MR LI T A2 Yy a ACHEM TR T VA R T2 RRAEEIC
BEINET, BH Y=y PERIERT T 0T 0 EBEINET,

cHTRIFGAN TR Ty g UEERTLIRy MU= B, HiFMICiE, 7R
T IANTZEETHAIVLEIH Y FEAN, ZTORFa2 A FOHMNG R7ZGEITE
L5 HFE LTI,

HITRV) T3 DBE

YT A7V aid, TUA N a— L ROBEMT EAERTHIIHEETHY , v—/L# Tk
Banss—2=EHLET,

BARMCIX, BT A7) Fvait, TLAN) T—HO—EE LTERIND —EDOT—H
EERTDHEOIEAINET, 2 20E. T2 B0V o0B) T — X OEXGREDHIE,
F BB TR WG AITHE (EOREE) BT — X E2ZETHINEERLET,

PR—=FEINTWDLYT TR VT a v ORKEIET Ty N7+ — AT Xo TR D 95,
BAEIX100HOY T A7 VT a B R— S CnET, B 72707 a i, BRER
FHPEIIONT NI T DI ENTE, T U AR— 7 v haroLEoMAEDEEHH
TEET, AORT_NTOREFEAT T AZ ) T avumT 0T 4 70T 5O FRICE K
DY T A7 VT aNEELTWDEGEE, VT A7 VT a  OBNRETEDLE, 777+«
TP TR VT a wHIRLIEEEIC, T 7T 4 7 THLINANREFHY T A7 Y
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B 7o o bE08 10Ty L OEFLBBETLA LY

Tarolonifrantd, EHIC NI T—ENAY TRV T ary (T4 D
B/AMEIZ 1002 FR) &, BERCN) T—ENBYVT A7) Py arnhR—FEnRTn
iﬁ—o

YT RN F 2 a OFEFETIL, NETCONF RZDMdD ) — ANy R FuarlI<wT A4
% —7 x4 A (RESTCONF, gNMI 72 &) MAHKR—hEZnTnET,

CiscolOSXE VAT LDT LA N THEHEIND YT AT Y 7o a ilid, By 7 2271
AV EREFHT T AN T a0 2BENPH Y £,

ST AT VT aid, TV v XIIERTHITAT N (BT AT TAN) 1TLo
TEREIND =D, A YLA v ERBRENET, REFAVT A7 VT arTiE, /7
Vo oY IZEE~OER ARG L, ZOMELXAYLT U RERENET,

BANXNAVEEIVEAVILT IO CDETILEHETFLA LY

F—4 J—ADEH

ETVEREFRIT L A R, A YNV A L EXATYLT U RO 2FEENHY FT,

R2:FAVINAVELVESA VLTI LOETIBHETLA LY

TALXILA Y (BHD) FAVYILTI L (BHUELIIREEFH)

TLAN)OEHIL, fBESNZEEH/=2V
7 HICIEEENET,

TULANIDOEHIF, {1 ==X/ TR
FANIEREENET,

YT 27 ) T a rOEFEGERRIL. FoVT | BT R T a i E T a7 4 X2 b—

AV T va R LS (B va )
WSRO T BaL, 2 OfFIRIR T L A Y
DEFNEEFESNET, FT7ar 74Xl —
VarTCIIERIBESNEYA,

varo—Ee LTERINET, T,
a7 4 Fal—ardllBEEnsEcr
INA AFREE LT £97,

TAXNA L TR YT a3V e—FK
BICHEBTH2MERH Y £7, i, i
SNENEEREERII v a R AT— T
VAL T A= R—FHIkIl ENDB DT,

EAXYNVT O NS TRI )T a437 34
ARFEO—HE UTER S, AT —R7L
AA y FA—N—1RIZ BB
wLET,

V727U T gDk, YT A2 U T
DRENIIREN LT & E AR S E
Er

727 1)F g IDIZEETHY ., 3
— L LTTF A, R ETRESHET,

Y T2 VT g NOT LA RN FT—2D—A %, ARV =L T 4V XL THEE
SNFET, TITOARY—A LT, BEETLZ—HDOA X FEELET, RFC 5277 TiIA
R P AR —=L%, W OPOEEEREIC—FT D5 —HOA X FEME LTERELTWE
—g‘o

BEIE, ARV =20 DA X MIT NN EINET, BEDA NI —AF AT
TEWRBRDZT A NE A TRERHINET,

Cisco 10S XE X, yang-push & yang-notif-native ® 2 DDA h U —AZH R —F L TWET,
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BH D@

zgnEm [

YTRAI ) ToarO—E LT, T—FBRBERDAA IV TEBETCEET, 2770,
THUIA MY —AIC Ko TRV ET, AN —2OFTEHEE1TA X DRBAE LSS
WCDHT =R EFEHTEDLLIICTHA M) —LbbiuE, BHEBERZ, ELXEREAD
R CT — X 2 TE2 L HICT DA RN =2t B0 7,

O AT BEOHRIT, "BOT LA N) T—HE2Ekr—HOBEIH@EME R £
T T—HDOEEFHET, TV vy EZEFMOERICER SN e hanic ko TR
0 E9,

H$ITRY )T a VEslF

YT R7 Y Fa 0332 8y hOIEOERECTHEHNINET, REBFAFTTAI VT a v
DY T2V F g IDIEary ha—F Il Lo THRESN, BT 2271 7o a0 0s
IR T7 ) ool o THRESNET,

arv =73, N7V vy THERSNTBWNY T AT Y T a o EOBAERT DT
W2, REFAYT T A7V 7y a AERT HME% 0~ 2147483647 OFEFHICHIRS 5 LN &
DE4, BT RZ ) a0 ID EZMIES e — 0T, OFED, ML CER S
Y727 ) Foa 0T 22 ) g o IDITEELEE A

H$IRYyYToa v ERE

EHEEODEBOEREZHEH L T, REFAT T A2 Y T a OEK., B, BXOZEE
TH 2 ENRTEET, 2L, CLIE Xy hU—7 7Pa ha Lol FOEBEENEG TN E
ﬁ—o

TRCOVT A7 VT vary REFHFLEH) X, show =~ F, By hv—2r 7
o ko VERBERFEH L CERRTEET,

WKDORT, P R—FENTWARA NI —Abxzra—F o7 BIOHER— K TWAHE
BADHIZOWVWTHALET, ANELTORRN) —AFHAELTOTE Fanbilsr L

TWAHZEEBRLTWETN, T XTOMAEGLERYTR—FENTWEbITTIEH Y &
/UO

£ 28: 9 R—+tEhd70 FaLOBEAEDE

FS2UR NETCONF gRPC gNMI
R—k70O
Fan
HAXNA | FATXNLVT | FATXNA | XATYLT | FATNA | FATNALT
- A v v b v A
Stream
yang-push | 5t/ EISSINN EISS NN K KFhix FEXFIE
yang-notif-native | s i3 It FEXFIE K xS FEXFIE
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FS R NETCONF gRPC gNMI

R—r70O

Fa

Encodings | XML FExb i JExt I X —1H JSON_IETF |72 L
Google
Protocol
Buffers

(kvGPB)

T LA RNY®DRPCHAR— |

ST S U7 NETCONF £ v 5 C, YANGXML U E— K 7m—Y % 22—/ (RPC) D%

ZEMTLET,

7 L A K U IZI <establish-subscription> RPC & <delete-subscription> RPC 23 % 7" — K STV E

B

<establish-subscription> RPC 2365 &5 &, N7 VU w2 )b D RPC INEIZ T <rpe-reply>
Avt—vb | fHERA N 7 %G T <subscription-result> EHE N E ENLET,

WDOEIT, <rpe-reply> A v E—VTOREEL, IEOHBZRLTWET,

ERXF5I RPC RE
ok <establish-subscription> [5%2)]

<delete-subscription>

error-no-such-subscription

<delete-subscription>

fEESnE-T A r— MNMIFE
ELER A,

error-no-such-option

<establish-subscription>

gskEn- 72 g
VIV A= FENRTWER
/Uo

error-insufficient-resources

<establish-subscription>

Y720 T g AR OH
HICEDIERRCTE EHA,
W TR VT a g
TX5,
R EINTT—ZOEN
REx$TX5,
s EHIR /T A7 U
varoOlRnETE
5,

error-other

<establish-subscription>

Z OO SO T —T
R
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BAFIvHoH TR )T g 088
ZITIE, BV TR U Ty a VEERE XK OHIBRT D FIEICOWTEIA L £,

Y727 ) g o OERR

BT 27 Vg 0k, STV v U ICHERE L. EOEGENEIO A 1 = XN (@EILY
F—bF FB—=Yy a—L (RPC) ) MM LTH T X7 U T a AMERDIZDDFFO L
BT OV TR AN Lo TR ENE S, T 27 U 7Y a oz, 72277
ANERT Y v x MO DOFRARICHIR S, TV A MY T—=ZIZEDOYFT A7 T AN
WCOBERINET, OOV TR YT aid, X7V v x IV T AT T4 30
DTN BHEE SNIZHEE IR L EY A, BV T A2 U T g D OERICIEA 2N K
O <establish-subscription> RPC % fii fj T ¥ 9, <establish-subscription>RPC (%, IETF 7 L A k
VOV T AT ZA D Fy NI —7 T3 AZEE S ET, RPC TI, stream, xpath-filter,
B LW period D7 4 — )V RBHIETT,

NETCONF ([Z L 2847 A7 U 7o a o OfERd KOHIBRICHEM 2 RPCIE, A~ M
DH AR YT A7 ) 73 g L draft-ietf-netconf-subscribed-notifications-03 35 L U8 YANG 7 —
BARNT Ty aBH DOV T AT T A 7 draft-ietf-netconf-yang-push-07 CEFRZ I TV E T,

EHILBIM Y TR ) Toay
WIT, EMHRY T 270 P a oy R LUET,

<rpc message—-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>
</establish-subscription>
</rpc>

FTHEBFEMY IR T3y
&IZ, NETCONF #Jr L7-EFWIFENS 7 A7 U v a oz rLET,

<establish-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>

<yp:xpath-filter>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</yp:xpath-filter>

<yp:dampening-period>0</yp:dampening-period>
</establish-subscription>
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Y7 27 )7y a ORI
Y7 27 ) 7 g UERHIBRT DI, A 273 RO <delete subscription>RPC,  clear telemetry

ietf subscription ==~ > K, <kill-subscription>RPC ZflifH L, F T AR—hE v a 22U
LET,

Cisco I0S XE Gibraltar 16.10.1 TE A X417z <delete-subscription> RPC %, %7 A7 T A D&
WIATTE, ZEDYT AT TANPHAT LY T A2 VT var0BhzfllRLEd,

Cisco 10S XE Gibraltar 16.11.1 LAFED U U — 2 TiX, clear telemetry ietf subscription =~ > K%
ERLTHAFT Iy 7 HTR7 YT a rHBRTE £9, CiscolOS XE Gibraltar 16.11.1 TH&
A E 17z <kill-subscription>RPC (%, clear telemetry ietf subscription =~ > K & [ U 515 CTHEIY
TR YT a rEHIBRLET,

BONETCONFE v v a Nl d &, 7270 7o a v bilBRENET, ry hT—
7 BRI S A28 A 1E, SSHNETCONF v & a VR4 A AT U hLTEDRIZY T A
U7 va UBNHIBREND T, ZLORMDBNND ZLERH Y £T,

<kill-subscription> RPC | <delete-subscription> RPC & #8{Ll L T\ ¥ 9, 7272 L. <kill-subscription>
RPC %, subscription-id ZE OOV IZ, HIFRT 207227 U 72 9 O 1D & 5L identifier 22
FEMBHALET, Y=y M TR7 VTV arTHEHEND FT UV AR— Ry ard,
<delete-subscription> RPC T S TWD b D & D 7,

CLUZFERALEY IR Y TS avnik
WOHENFIO L H Iz, HEHAAERTRXTCOYVT A7) I a U RNEREINET,

Device# show telemetry ietf subscription all

Telemetry subscription brief

ID Type State Filter type
2147483648 Dynamic Valid xpath
2147483649 Dynamic Valid xpath

WIZ, FAFT I w7 B TRV T g o aHlRT 26025 L ET,

Device# clear telemetry ietf subscription 2147483648

NETCONF <delete-Subscription> RPC Z{HFH L =% T X5 1) 7> 3 VDAl
KIZ, NETCONF 2 L CH T A7 U 7Ty a U EHIRT 2612~ LET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">
<subscription-id>2147483650</subscription-id>
</delete-subscription>
</rpc>
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NETCONF <kill-Subscription> RPC Z{EFRA L= T X4 1) T2 3 U DIk
WIZ, <kill-subscription> RPC ZfEfH L CH 7 A7 U 7y 3 U &2HIBRT 2012 RLET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>

<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483653</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>

<last-state-change-time>2018-12-13T21:16:51.319279+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>

<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483655</subscription-id>
<base>
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</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>
<kill-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<identifier>2147483653</identifier>
</kill-subscription>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"

xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:ok</subscription-result>
</rpc-reply>

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>
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</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>

</data>
</rpc-reply>

BREFHYIRIY T avnER
ITHE, REFHAY T A7V Ty a 2B, 2R, BIXOHIBRT 2 FEIC OV TR L E

o

< (4

REFLTT A7) T a v OVER
REFLYT AT VT aidi, aryba—Ji2k587 0 v v TOEBHEBIEIC L - TER
SN, Y722 V7o a Mt loTERENET LA N F—FOZEHOIRENIIRIZE
FNTWET, TNOHOH T A2 U Foaii,. N7 U vy OFEEZ bERLET,

RIEFHY T A7V Ty a VFEBOZELEZEN L TRETE T2, ROOHDNRZEH
DHPMERSNET, ZEHENTTICER SN TV DG, $REERTOHBEE. hox(F
HADERITAITENE A, TOZEEDHIRSND &, HOZEERERSNWET,

ZITHE REEAHVT AV TV a VEAERT 57290 RPC Ol Z R LET,

FHEIMGR S TR ) Ty

& @ RPC OFIX, NETCONF #fH L CERIR YT A7 ) 7y a U E21ERR L, 60 2 &1
TLAN)OEFEZERIGEELET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<period>6000</period>
<xpath>/memory-ios-xe-oper:memory-statistics/memory-statistic</xpath>
</base>
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<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

&IZ. RESTCONF Z{HH L CEHK YT 27 ) 7 g v &2 {ET % RPC O~ LET,

URI:https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [

{

"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"period": "6000",
"xpath": "/memory-ios-xe-oper:memory-statistics/memory-statistic"

}
"mdt-receivers": {
"address": "10.22.23.48"
"port": "57555"

EEEY IR T3y
WO RPC DAL, NETCONFZEEA L CEERY T 27 ) v a v aER L, ¥—7 > hT—
HAR—RNEENE LB RICOREGT & 5E LET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<no-synch-on-start>false</no-synch-on-start>
<xpath>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>

. Cisco 10S XE Gibraltar 16.11x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K



| EFLEBBRITOsSTEY T+
gEgarIzsuTvarozE ||

</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

&IZ. RESTCONF Z{HH L CEFEMRY 727 U 7o g o 21ERT % RPC Ol AR LET,

URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [
{
"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"dampening period": "0",
"xpath": "/cdp-ios-xe-oper:cdp-neighbor-details/cdp
-neighbor-detail "

"mdt-receivers": {

"address": "10.22.23.48"
"port": "57555"

REFHY T 27 VT g DR
BREEHT T AT VT arz2BR/T 520, RO2OOFERHY £7,
« NETCONF <edit-config> RPC 72 EOFHL 7 10 |~ = Lk E A

«CLI (V7227 U= OfERL & E U FIE)

YT ATV T arDZEFEETT RLAER— R EEICI> T ENET, ZEHLEZEFT
HZEFTEFERAL, ZEFORE (o har, TarrAnry) 2EET LTI, LI

ZREEHIBRL T LW EEEZIERT OLERH Y £,

BT A7 )Ty a O RZEHRENYIRNIREICH Y | BEMTZEE ~OHERD
Ty 8Ty TRRTHT LWERIT 2586 T 2 55818, F— 02RO EE 2 EZIBR I HLERN
HET,

REFLY T A7) T a v OfIR

CLI £ 721 3E M EA R LT, REFHAV T A2 U 7Y a U ZHIRTE £4, notelemetry
ietf subscription =~ > Rid, REFAT T A7V T a v &HIBRLET, RPC 2 LT
EFEHYT A7) T a v BHIBRT2ZLETEEYA, INOLOYT AT Y Ty ad, &
TA X —TxA4 AN LCHIERSNET,
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HITRY1) T3

CLUZFERALEYITRI YT a vDHIk

Device# configure terminal
Device (config) # no telemetry ietf subscription 101
Device (config) # end

NETCONF Z{FRL =Y ITRY )T 3 DA
WD RPC DFNE. BREFHY T A7 VT arwHlgT 5 FiEEZRLTWET,

<edit-config>
<target>
<running/>
</target>
<config>
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription operation="delete">
<subscription-id>102</subscription-id>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>

VDEZARY DY
CLIBIOEH Y n a2 LT, I XTCOXATOV TR ) T a  ZEHRTE
F7,

CLI

TVANIOYT A7) Ty a NI HFHRE LR T HI2IE, showtelemetry ietf subscription
av U REHALET, a~r Faoomhflz, RIRLET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

NETCONF

WIZ, TVARNIDOY T A7 U Ty a AT HEHREFRRTH5NETCONF X vt —U %R L
F7,
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<get>
<filter>

$Iz5y7varvnx=2y>y |}

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>
</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">

<data>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>101</subscription-id>
<base>

<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-vrf>RED</source-vrf>

<period>10000</period>
<xpath>/ios:native/interface/Loopback[name="1"]</xpath>

</base>
<type>sub-type-static</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

<address>5.22.22.45</address>

<port>57500</port>

<protocol>grpc-tcp</protocol>

<state>rcvr-state-connecting</state>

<comments/>

<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>

</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>
<mdt-subscriptions>
<subscription-1d>2147483648</subscription-id>
<base>

<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<source-vrf/>
<period>1000</period>

<xpath>/if:interfaces-state/interface[name="GigabitEthernet0/0"]/oper-status</xpath>
</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>

<address>5.22.22.45</address>

<port>51259</port>

<protocol>netconf</protocol>

<state>rcvr-state-connected</state>

<comments/>

<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>

</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>

</mdt-

</data>

oper-data>
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</rpc-reply>

ARNY—AiL, YT AT TA TA[REIR—HDA R METELET, FTTXTDOARU bR
ZO—EHDANY FELTHMTYT, 72720, HA M) —LDERITHEN, TXTOA X |
DOEARIIM SO TEEL TWET, 22 TIE, VR—=FENTWBE R MY —AIZHOWTER
B)q Li—g—o

PR—=FINTNDLA N =Dy FERRTDHITIE, FH T v ha B ELEH LT
mdt-streams = > 7 F1Z&% % Cisco-10S-XE-mdt-oper £ = —/L (YANG E7 /L
Cisco-1I0S-XE-mdt-oper.yang 2>5 D & D) 735 streams 7 — 7 /L& Bifs L E 9,

&Iz, NETCONF ZfEH L C, Y R—hFEZNTWVWBA M) —LZFETHHZRLET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams>
<stream>native</stream>
<stream>yang-notif-native</stream>
<stream>yang-push</stream>
</mdt-streams>
</mdt-oper-data>
</data>
</rpc-reply>

Z OfliL, native, yang-notif-native, yang-push ® 3 DDA hJ — AR FR—FINTWNWBHI L
ZRLTWET, A MU —2Lnative [TIUH & LTIEATE 3, EHETE £,

)

GE) BfEOLZA, VFR—FENTWABARNI—ADOU A N42ET CLIIZH Y FHA,

YANG-push X 1) —L

yang-push A kU —A(%, ¥R —F I TS YANG ET/VIC KDtk En s, kT —4
R=2ZANLBERT —FRXR—=ANOT—=H T, ZORARN)—AF, A MY —L2DOHTHELT
DT — B EIRET 57290 XPath 7 4 VX &% F— F LTV, XPath RITHRDOTF — & & 5E
F#T5 YANG EF VT HS X FT,

DAY —AOFEHFIBEENT., AEOVT A7 T g L ZONWT, T—HF OEFRE-ITHE
FERRCTEEINAIEENH Y TTH, MHICHIEL TEEINDZ LEH Y FHA, BES
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YANG-push ® XPath 7 1 JL & .

ELBRWT =XV T A7 )Py a A3 SN, BEOY T A7V 7Farbk LTEITEN
\iﬁqo

PR—=FENTWBEM—DX—F > N F—F =T [FEfTd] T,

EHIFHEEDIRTE

BHEDOELZA, BERYV T A VT aBHHL, YT RT T THEERT —X DX A T
DNWTYANG ET VO TIRETAFRIIHY FHA, BERY TRV T a AL
T BT RISATRTCERNT— RV TRAISATLES L35, Rk @W) 45
D YT AT ) Tay GREER) LRV ET,

IETF K5 27 FADZEEHL

yang-push A N — L Z2EHT 571 A MUIE, 71 A MU ODIETFNETCONF V—F% > 7/ 7
=D FT 7 MZESHNTWET, ZNHIFKRD EBY TT,

e AR NBHDOI AR L YT AT ) T g, N—T5 03

YANG T —HX A N7 oL aB®WHFHOYS T AT 547, _"—T 9207

RZ 7 MR SN TV LROEREIZTR— S TWEEA,
BTV — T4 NH
« T NAT N ROEE
e PR— FRIERE L THRMICEH SN TV RNWTRTOF TR Y g RT A4

YANG-push ™ XPath 7 1 v %

BT RY T A THO yang-push A b U —ANOT —4 & v ML, XPath 7 4 /L& ZfE/H L T
ETHMENRHY EF, XPath IFTROTA FT A @A INVET,
«XPath T, VA MEZIZa VT FICLI DOy MY ZEETLH-00F—%2E-85
ZEBRTEET, YR— PSR TWDLF—HEOHEIRD LY TT,

[{key name}={key value}]

XPath ZNDF 2RI L ET,

filter xpath
/rt:routing-state/routing-instance [name="default"]/ribs/rib[name="ipv4-default"]/routes/route

# VALID!

BEX—2ENT 223, BROXF—HELHEMLET, ST LEITERTH 54
ENRHD ET, ®HLT AN R — FIZXSEITYR—FShThER A,

« XPath \C, F—DOMIC [ ZEH L TEEOXF—ZBINL, 7. TXFSEH 7B b L E
o XPath DB 2 KITTR L ET,

filter xpath
/environment-ios-xe-oper:environment-sensors/environment-sensor[location=\"Switch\
1\"]

[name=\"Inlet\ Temp\ Sens\"]/current-reading
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ETFLBHEIOSS5IEY T4 |
B vanG-push o T U r—s a0

¢ XPathi:\TiL, B—DV T A7 VT arTHEDA T V= NehR—FsT&5 L9512,
FEAEA T () 2HEHCTEET, =4 B IZ NETCONF k7 > AR — k TO ¥
HEL. gRPC ClIf¥pEL A,

YANG-push DEM/XT Y rr— 3 v
EWR 72T 27 VT arTiE, YT A7 T4 TRHBIERICEDHRGIDOT v > = FFIL AR
WCEEENET, ZELT A ARE D —RETHS7ZD Ry NT—7BNEHEL TV T 5
CBETDHZERHD T, WRIZEIIL, RESINT-EMZ A ~—OWM THRIZEE SN E T,
e zIiE, BIMAZ 10 LR ETHE, YT 227U 7Y a 0 OVERIBERITR O FEFNERE S
N, ZO®%IF100BEICEEINET,
RN, EMNR 7y v a B Hliovr TR (17100 8) HEAL ORI T3, #If231000 THi
X, BT R T THGEROFEIII0H T L1220 £9, RETE 2R/ 100
(DFEV1®) T, T7FVMETZHY FHA, ZOHEIZ. BN TR 7Y T g DA
I <establish-subscription> RPC CHI/RIVICERET DMENH Y | REFHA I T A7 Y Fra v
DOEAIIRETH IR ET H2LERH Y 9,
EMRRFHICIE, VR—FENTHDTRTO T AR— K 7o bV lET 597 2
A THBOT —FHEBE I T —TNLO T L abt—nEgEnTWET,

EHH YT 27 ) T oa v 2L CEOT =22 T2 54795 L, BRI LS
TEOFEHEMPFESNET, T—FBFEET DL OITMRD & OB OB @ O FEH
WHE LT fEsnEd,

YANG-push DZEHWF ST ) ir—3 9

BRI T A7 VT a VEERT 25813, X 7= 78NN L2 RT7oicy v
T T E OICERETAMNERH Y £9, TOMOMEITV R — I TWHERA,

BEEEY T A7V arTiE, PO v a®iiit, YRV IA4T7 ST 2Dy
FAETT (IETF OXLEFETERINTWLUMIER) . ZhiEflEcE Eti, UBEOEH
i, TABNERIN, EREOT —F DR THERIN TWDHEHICEEINET, 2720,
BEL BT SINDHR/MNOT —H GRERIFIT T, LB -> T, BEIFH T A7 U 72 a VT
NOY —7ZxT 5D THDIHEAE, TOITOWTNNOEANEEIND &, BB E
FEaNET, THEMOERLNBILIN TV AR—F 70 halkoTRAED 4,

70, BEEY T 27 ) g FBEERTIIH D FHA, 2FEV, FarTFEEoaVT
TV T AT T4 TLTH, FarvyTFTHOER IV TR ) 7y a JEEEE S ET A,

BREFELRWT =X OV T A7 ) Py a VFF SN, @EOr7A7 ) Foard LTHE
ITENFET, PIHIEEEFR AT CTHY ., T2 NI D ETENLL EEHFENE
A,

XPathHFH —DA T V=7 NERETHAMERDY ET, ZOFT V=7 MNIE, 277,
V=7, U—=TURbI FFVAMEHEHATEET,
yang-notif-native X k') — /A

yang-notif-native 2 k U — A, /X7 U » ¥ NOEE D YANG A TH YD . BEDITLD A~
v F Y —ATCiscolOSXEDFRAT 4 7T DT 7 Jad—MERENTWET, ZDOA Y —A
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yang-notif-native @ XPath 7 1 )L & .

I, AL BMERET D XPath7 A VX LY R—FLTCWVWET, ZOAM) —LDFEH
WEX, BEORRIZ DA X IR ELTZBRICOAREEINET,

ZDARN)—KFEFERY T AT Y T a OB dR—FLTNnbH, X 7r=v 7R
ELTHEO A FET DHERDH Y £77,
yang-notif-native © XPath 7 1 /v %

BT AT T A THeD yang-notif-native A kU —LANDT—H v ML, XPath 7 4 VX ZER L
THRELET, ROTA FTA 75 XPath KM S E T,

* XPath AL YANG B AR LT T HMLEND Y £3, BEOT7 4 VXTIV HR—F &
IWTWER A,

c 2= F VBT () I A FINTOHER A,

S URAR—KFARaL
T—HDFEHEL, TV vy EZEEMOBRRICHER SN e ha it Lo TRED
4, 2o ba I T AR—FFa ha LT, REFLAY T AT T a0
BHETo halhb Iy L CnEY, T UAR—r T bairik, T—HOTa—F ¢
> 7 (XML, GoogleProtocol Buffers (GPB) 72 &) & Hndma HAOH R EL 52 £7,

\

GE)  F, BRULEZA M) =20 8@ EL 52580300 £7,

PHR—FEHTVWS T ZF— b 7 b aiid, NETCONF & gRPC T,

NETCONF 00 ko)L

NETCONF 7’12 k z)ujd, 7 A7 U7y avd b7 AR— MZOMFEH TE, yang-push
A KU —2A L yang-notif-native A b U — A THEHTE £,

NETCONE % F 7 > AR— b Fu bajd UCTHEATHEAIL. RO 3OO FF @R ME
HEhET,

« T A7 U S g Tyangpush A b U —L8WEH S TWNT, EMEREE. £,
WIFEIAE IR N E B 7 27 U 7y 9V TEE SN DA,

e« 7 A7 V73 T yang-push A b U — A S 40T T, AR 5 i@ LASk o
EHEEY T A7 VT a v ORA,

« T 27 7L 3 T yang-notif-native A kU — AR H I TV BIGE,

yang-push 2 =X

ZORNITHEFEIND 2 SO EERZ L ET, ZOFE, draft-ietf-netconf-yang-push-07 TiE 7
SNTWVWD XML = a2—F ¢ > 7 % LT yang-push A b U — 273 NETCONF #4> L C k
FUAR—NE L TEEFEINET, FEMCOWTIE, IETF RT 7 hO3THEHAZRL TP E
A
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yang-notif-native 2 =X

V=& A KU — A} yang-notif-native D575, NETCONF Z#4 LC XML T a—RK3id
& EDOHFAMOIEAILRFCTIS0IZ K-> TERSANLTWET, FHMIC OV TIL, RFCD7.16.2
HAEZHRLTIEEN,

yang-push 2 N U —LDEXEZHER2Y | 7227V 72 a VIDITEFBEMICIEH D A,

gRPC 7O +a )L

gRPC 7' h /UL, RESNIEH T A7V T a D b7 AR— MIOMEATE, yang-push
A~ U — A L yang-notif-native A b U — AT TE £J, gRPC N7 AR— 7w b= T
IZkvGPB = a—F 4 VT OHBYPR— SN TWET

gRPC 7' 11 b 2 WA A EHE DR O AT FER Ny 74 7) BYR—FSHTHET,

proto 7 7 A VTCERINIZT LA MY A vE—II2 D0 TiE, mdt grpe dialout.proto 35 & T
telemetry.proto ZZ M L T 72& Wy,

TLARMJIZBITFENA FTRLFSE) T«

T LA RN QBB T 7T 4 TIRAAL v FINAAL v F AL v TND AL 7R—~D
SSH, F73nA 7TXA FZ VT 4 ST A RATOT 77 4 7 720— k Faty$~0SSH
ZJr L CNETCONF £ v ¥ a » CHNLSNET, VIV EX%ZIZ, 7VA NI TR7 YT
v a v EGIETHNETCONF By v a v a2ad, BiraERT 2T T vy a v aiE
L. LT H2MERHY 3, £, A v FA—R_R—RIZTXRTCOBPYY T A7 U 7 g
CEFERTAOLELHY T,

gRPCHAYNT U MY TR VT a i, TIVT 4 TRAA T EINIAE v T AL RD
FTar 74X 2ab—varO—E LTT A A RTRESNE T, A v FA— =34
T5E, TULAMNIZEHE~OBAFOHEGRN TN S, BRI ET (ZEHE~D/L— R
FEoTWDHIRY) , TRV Ty a v EFHRETHILEILIH Y FH A,

\}

GE) TS 20V u—FEE, 3727 ) 7o arORTEET N, ADAL— T v T a7 4
Xal—Ya A2 0ERHY ET, ZHICLY, TS ZAOFHEBE LT A7 U
T a VRENT ANA A RICEOEEERY £F, LERToEARNEE L CEITINDL L, T
NA ZNET VA M) ZEE~OERZFITL, BEOBEZHELET,

SO TILDOETIVEREIRIT L A F1) RPC

BREBRAY TRV T a3 DERE

BEREEEH 727 ) T gz R—bFLTH5H YANG ET LD U A M &ERRT HITIE, show
platform software ndbman switch {switch-number | active | standby} models ==~ > R &l L &
@—O
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| EFLBBHRITOTIS<EY T4
grEayIzsyIvavors |

\)

GE) BHEDOLZA, REFEHLF T ALY T a OFEHICHETTE 5DLgRPC 71 h I /LDHKT

j—O
FleD#HEE
1. enable
2. configure terminal
3. telemetry ietf subscription id
4. stream yang-push
5. filter xpath path
6. update-policy {on-change | periodic} period
7 encoding encode-kvgpb
8. source-vrf vrf-id
9. sour ce-address source-address
10. receiver ip addressip-address receiver-port protocol protocol profile name
1. end
FlED
ATV REREETI 3 Y B
RATwv 71 |enable B EXEC E— FEAIC L ET,
K e MAT—REANLET ERENTHS)
Device> enable
R wF2 |configureterminal JTa—r ) ar7 4 Xal—ay B— REBs
15'] : L\iﬁ—o
Device# configure terminal
RTw 73 |telemetry ietf subscriptionid TLARNIOY TR YTy a v aERL, T LA
B - NS T 22U Foary B— RE2@BLET,
Device (config)# telemetry ietf subscription 101
AFw 74 |streamyang-push P TR YT arDARN)—AERELET,
1 -
Device (config-mdt-subs)# stream yang-push
A5y 75 |filter xpath path YT AU S a0 XPath 7 4 VX HEEELE
1 - kR
Device (config-mdt-subs)# filter xpath
/memory-ios—xe—oper :memory-statistics/memory-statistic|
ZFw 76 |update-policy {on-change| periodic} period YT A7V T a OEMPRERAR ) o — 2R E
B - LET,
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ARV FFEREETIVa Yy

S

Device (config-mdt-subs) # update-policy periodic
6000

ATy T1

encoding encode-kvgpb

1 -

Device (config-mdt-subs)# encoding encode-kvgpb

kvGPB = a2 — R&EEL £,

ATvT8

source-vrf vrf-id

1 -

Device (config-mdt-subs) # source-address Mgmt-intf]

V—ZADVRF A VAR AEBRELFET,

ATvT9

sour ce-addr ess source-address

&1

Device (config-mdt-subs)# source-vrf 192.0.2.1

HEEIET RLAZZRELET,

ol

ATy 710

receiver ip addressip-address receiver-port protocol
protocol profile name

1 -

Device (config-mdt-subs)# receiver ip address
10.28.35.45 57555 protocol grpc-tcp

BHOZEZDIPT FLA, Yu bail, BLIW
a7 ANVERELET,

ATvIN

end

1 -

Device (config-mdt-subs) # end

TLARNIYTRI VT var0ar7 4 Falb—
YaryE®—REKT L, FHE EXEC E— RIZREY
£

gRPC DEFBH TRH 1) T a v DHRTE

FIEDHE

F IR D

enable

configure terminal

telemetry ietf subscription id

stream yang-push

filter xpath path

update-policy {on-change| periodic per
encoding encode-kvgpb

©OND O RN

end

iod}

receiver ip addressip-address receiver-port protocol protocol profile name

ARV RFERFTIVaY

B8

ATy T

enable
51 -

¥itE EXEC E— RE Az LET,
e NRATU—FRKEANLET (ERENHE)
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ARV RFERETI Va3 B#Y
Device> enable

Z 5 2 | configure terminal Ta—\)ar7 4 Xal— gy T— NS
fi LET
Device# configure terminal

R T 73 |telemetry ietf subscription id FTLANIDOYTRA7 )T g Z2ER L, T LA
i - NI TRAT YT var = FeltaLET,
Device (config) # telemetry ietf subscription 8

ATy 7 4 | stream yang-push YT22 Y FoarDA RN —LEFRELET,
i
Device (config-mdt-subs)# stream yang-push

R 75 [filter xpath path YT A0 Y T a D XPath 7 4 VA EFRE L&
i) : 7o

Device (config-mdt-subs)# filter xpath
/iosxe-oper:ios-oper-db/hwidb-table

R 7w 7 6 | update-policy {on-change| periodic period} BTRI VT a v OERREHARY > —2RE L
i =7
Device (config-mdt-subs)# update-policy on-change

A5 w 7 1| encoding encode-kvgpb kvGPB = o1 — REREL £,
fi

Device (config-mdt-subs)# encoding encode-kvgpb

AT 78 |receiver ip addressip-addressreceiver-port protocol | JEHIDZEZFEDIPT RL A, Fr hal, BLIORS
pratocol profile name 077y A NERELET,

1 -

Device (config-mdt-subs)# receiver ip address
10.22.22.45 45000 protocol
grpc_tls profile secure profile

ATFw79|end FLARNIY T2 Foarpary7 4FXal—
11 TaryE—RNERKT L, FHEEXECE— RIZRED £
7T

Device (config-mdt-subs) # end

&I — FDFE
YT AT )T a UBNIERIERESND &, T, AFTY T A7 Y 7 g UfER notif-bis:ok 18
JOYT7R7 U7 a D TINELET, KRIZ, BT 7 A2 U 7Y a3 VOIRE RPC A
-{Z%f/\‘@1,§ﬂ%7?\‘ L/SETO

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
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B yo5x0v7vav0rvvaEHoRE

HITRH1) T3

HITRY) T3

<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:
ok</subscription-result>

<subscription-id
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications">2147484201</subscription-id>
</rpc-reply>

DTy ABHDRIE

FRAANS T v a&8NDHY T A7) 7o a VEBHIEXMLRPCIERTHY . 6 0MERK
SN UNETCONFE v ¥ a NI IV EEINET, V7R 7 T4 THREROERE1T
' ) —|Z datastore-contents-xml % 7 N TR EINFE T, KIZRT DL, T T AT T4 T8 4EH
LT 29 7L RPC A v —T T,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:51.74%Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483650</subscription-id>
<datastore-contents-xml>
<cpu-usage
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-process-cpu-oper"><cpu-utilization>
<five-minutes>5</five-minutes></cpu-utilization></cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>

YT 27U T a UIMTONDIERERENZIETH IS, 2320 @l &RiftE 77t
A YRARRE) THOFELRWEGA, EMEINIIZIC/20, HC#K&HE datastore-contents-xml
2T EFFOZLIIRY T, WRITRTOIE, EFEHNZETHLY TV RPC A vy E—TT
K

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:09.74%Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-1d>2147483649</subscription-id>
<datastore-contents-xml />
</push-update>
</notification>

L ORAORE

BAEDOY T 27 ) Fva rO—8EERET 51213, <get>RPC % Cisco-10S-XE-mdt-oper &7 /L
WCEELET, BUEDY T A7 U 7o a ro—RaFoRd 2123, showtdemetryietf subscription
avy RbHTE £,

WIZ, <get>RPC A v E—YDHlEZRLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
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<mdt-subscriptions/>
</mdt-oper-data>
</filter>
</get>
</rpc>

Iz, RPC B Z L E9,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>

<subscription-id>2147485164</subscription-id>

<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<period>100</period>
<xpath>/ios:native/router/ios-rip:rip/ios-rip:version</xpath>

</base>

<type>sub-type-dynamic</type>

<state>sub-state-valid</state>

<comments/>

<updates-in>0</updates-in>

<updates-dampened>0</updates-dampened>

<updates-dropped>0</updates-dropped>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

Iz, show telemetry ietf subscription dynamic brief =~ > RO HH 2R L £,

Device# show telemetry ietf subscription dynamic brief

Telemetry subscription brief

ID Type State Filter type
2147483667 Dynamic Valid xpath
2147483668 Dynamic Valid xpath
2147483669 Dynamic Valid xpath

&Iz, show telemetry ietf subscription subscription-IDdetail =2~ > KO B %2R L ET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:

Cisco 10S XE Gibraltar 16.11x 704 S<EY T4 av 74 FXal—2av HAF .



ETFLBHEIOSS5IEY T4 |
B 5209703 ormons

Update Trigger: periodic
Period: 1000
Notes:

IZ. show telemetry ietf subscription all detail =~ > RO HHIZ R L £,

Device# show telemetry ietf subscription all detail
Telemetry subscription detail:

Subscription ID: 101
Type: Configured
State: Valid
Stream: yang-push
Encoding: encode-kvgpb
Filter:
Filter type: xpath
XPath: /iosxe-oper:ios-oper-db/hwidb-table
Update policy:
Update Trigger: on-change
Synch on start: Yes
Dampening period: O
Notes:

RESTCONF ZFERA LY TRV 1) T2 3 U OFMORE

Subscription details can also be retrieved through a RESTCONF GET request to the
Cisco-I0S-XE-mdt-oper database:
URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-oper:
mdt-oper-data/mdt-subscriptions
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
Returned output:
{

"Cisco-IOS-XE-mdt-oper:mdt-subscriptions": [

{

"subscription-id": 101,

"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"source-vrf": "",
"no-synch-on-start": false,
"xpath": "/iosxe-oper:ios-oper-db/hwidb-table"
}l
"type": "sub-type-static",
"state": "sub-state-valid",
"comments": "",
"updates-in": "0",
"updates-dampened": "0",
"updates-dropped": "0",

"mdt-receivers": [
{
"address": "5.28.35.35",
"port": 57555,
"protocol": "grpc-tcp",
"state": "rcvr-state-connecting",
"comments": "Connection retries in progress",
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wn

"profile":

ETILEEBE T LA M) ICET S ZOMDSEEN

BERE RZaTFILEA ML
YANG =7 A7 a—% https://github.com/CiscoDevNet/yang-explorer
BES X URFC
R4E/RFC 24 b
AR NBEHDODAZ L YT AT Y g https://tools.ietf.org/id/
draft-ietf-netconf-subscribed-notifications-03 draft-ietf-netconf-subscribed-notifications-03.txt
A X2 hEE D NETCONF HA— k draft-ietf-netconf-netconf-event-notifications-01
RFC 5277 NETCONF A X |~ adgn
RFC 6241 Fy hU—7RET T k2L
(NETCONF)
RFC 7950 YANG 1.1 7—% €7 U 7 55k
RFC 8040 RESTCONF 7'z | =11
POV AN LR draft-ietf-netconf-rfc5277bis-01
YANG T—Z AT FyadDVTRA7547 draft-ietf-netconf-yang-push-04
YANG & — X A N7 v aEBHDOY 7 227 54 |https://tools.ietf.org/id/
~' draft-ietf-netconf-yang-push-07 draft-ietf-netconf-yang-push-07.txt
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In-Service Model Update

ZDE Y a—)LTlE, In-Service Model Update (Z & ¥ 7 /34 2 D YANG 7 — 4 €T /L% T
T hEEHHLET,

+ In-Service Model Update O #lFJ4IH (237 ~<X—)

« In-Service Model Update (Z-DVVT (237 ~—72)

« In-Service Model Update D& B 575 (240 ~=—3)

« In-Service Model Update D% EH] (242 ~—27)

» In-Service Model Update DFERETS H (246 ~X—)

In-Service Model Update D #9518

oA T A ZE YT 4 F£721% In-Service Software Upgrade (ISSU) (%A — h & T\E
Hhy A vFF—N—0h, 2—FFAZ LN, FARL RV T NI =T AVTF v
AT v 7T—hk (SMU) A VA M—LTHRLERHY £,

In-Service Model Update [C DLV T

In-Service Model Update D3

Y=L ANEFVEH T 0 ST ML BEOT — 2T IH LT —F 7V E IR
BEZBMLET, yY—EAPETAVERT 07T Mid, VY —R ¥ A 71450 YANG E7 /1
OYEEEEZ It L E4, FFH 7 u /I L X0 —J 3T X COEEFEOET LD ity T
T, ZHICIE, BB SN YANGET LA IED LT 5T R COBFEETFANREENTVET,

F—=H BT AT T AT FvE, Cisco I0S XE 7734 2D YANG &5 /L& 8 A
VH—T 2 A AEFTHELFET, T—H ET N AT T AT F xiL, CiscolOS XE T /31
ANE ) —ANNT  RIZNETCONF A » Z —T7 2 A AN LET, FR—FENRTWVETF—
X ETWAZIE, IETF 72 EOFEFAEREE T L L | Cisco I0S XE 7 /31 RA[EFDET VR E £
3
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In-Service Model Update (2 & » TRt S U 5 HREIZ. £ D% D CiscolOSXE V7 U =7 A
TFAV Y —RIMESINET, T—F ETAEH T T LRy r—VF, YA Y7
fy=2T7 Aoyra—RKterZ—nbHyra—RTaEd,

In-Service Model Update /Xy 5 — S M H #atk

BNy =20k, VY =R TERIS, 77y F 73— AZEAFICRVET, L&k
IX. CiscoASR1000 > ) —RX T 7 ) F—2 g P—E R )L—FDEHF /Xy r— % Cisco CSR
1000V V=X 77 R —ERAN—FIIA VA= NTHIEIITETETA, FERIC,
Cisco I0S XE Fuji 16.7.1 HIIC/ER S L7 8 H /3> r— % | CiscoIOS XE Everest 16.5.2 /83— =
VEFITLTNDT AL AZEHATHZ LIETEERE A,

W TR T T ARy r =T RCOar TV, FROAL T VU —RAEEA
YTF ARV Y= ADA A=Y DRIV ES, A A—VET Ty N T F—LDNN=Ta
E, Ny =Y 0BNEB LT 7T 4 7{EDOFEIZ, In-Service Model Update 2~ > FIZ L - T
Tzl ENET, AA—VELEFT Ty N7+ —LOR—EDNBETHE, Ny FT—TVDA
VAN ABNKRBLET,

B0 S LNy r—2nama A

In-Service Model Update i&, .bin 7 7 A /L& L TNy o —IfLSNTWET, ZO7 7 A /Z
L FHEDV ) —ABLVOT Ty M7+ — DT XTOEFH 7w T hE | Readme 7 7 A /b
MEENTVWET, ZNHDOT7 7 A MIIXY U —AHBH Y, BIMETLVOEFHZ & b5 T
EMAICER SN ET,

TS XTNOEFT 0T T LNy r=VOmABANE, ROBRHE->TWET, 7Ty
N7 —LOFHE-FA LA L-UL ) Y —2 X—V 3 DDTSID-7 7 A /b, RIZ, T—%
ETNEH T 7 ANOHIERLET,

* isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
* asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

Readme 7 7 A /ViE, IROEFHRZRMAL L F7,

T —H BT NDT VT 4 TALETZIIIET 7T 4 TePicEREINS Y= Ay E—
VBT — A ybE—v

T —H BT NDA ANV LD
« BWER &% 2 L5 [EIEER
« In-Service Model Update (Z & » THEEZZ T H /Ny r—

cJRZ—=FDZAT
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7 734 A|Z In-Service Model Update /X > 7r— % A A b —/L§ % |21%, ingtall add, ingtall
activate, ¥ L Wingtall commit =1~ > K& K54 EXEC =— R CHEA L £,

ingall add =~ N, EH v r—V %V E— OGN LT NA A Za—LET, Ny
Tk abt—3 5O FEBHEHATEETR, Z05A0L, A VA=A LT R T T
LEEESE LoDl ingal add =2~ > FE2 AT 2083 H Y £§, ingtall activate 2+
Y REEMESEDIZIE, Ny —VETANAADT — 7T v v 2 THEMAAMRRICT 208N H
0 ET, ingtall commit =~ RZHMLL T, BH7Im 7T 5% ) v— RREKRIZH - T
ELET,

FHTn T LA A R—VT DL LENCA VA M=V ENTZT =X TT ARG DHGA.
FTHNTEEHRZ ONET, T RUIXFIC, 1 DOFEFRT 0T T ADOBNBA A b—LER
FF, T—F BTN RNy =1L, TRTOEHRINT YANG EF /L L LLETIZT 31 2
A VA M=V ENTZTRTOEEE YANG EF ARG EFNTWET,

WD7a—F v —FTlE, ETAEH I T L r—VOEMEZHAL E7,
S:ETILEHIATSLNAYvS—SOazy b

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboite
Copies new Installs model Commits the .
model update ~| update package recently installed rgg;ﬁ? L:ﬁgfa:;%
package to the copied in the model package e}’r e | &
device previous step so it persists P 9 E
o

WRolr—2 %777 4 7163 B BRI NETCONE-YANG A M S CTuvb & . NETCONF 7' 1
ANV AZ— b EINET, T_XTOT 77 4 7RNETCONFE v v aif, o r—vo7
7T 4 bR ES N E T, Ny =V OBGETIC = T =R ETHE T T 4 Tk e
AT T LET,

B IO LN TrT—CDETI T 1471k

Wy r—%IET 7T 4 AT AI2iE. install deactivate i~ REFH L4, ZHE A
e+ 5L, install commit =~ > 2L L £,

R ETIVEHIOTSL NN yr—SOET I T4 T4k

B1E ERa<F

28— DI

install remove =~ > R&ZFH L E 3,

GE) R lr—V ZHIBRT 2 RICHET 7
T4 7L LET,
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. BH IO LRyr—ona—iLivy

12R1E FRa<TUFR
R lr— DT 75 4 7k install deactivate =~ > RZ L, ZDEIC
install commit =~ > R&HH L E 3,
GEx) install commit =~ > RO R4

EWaDlE, BTN Ry r—V DIk
77T 4 7bE ) u— REEIZH
o CHET DO TY, ETZ
T4 7RIy FER TR
L ORIy —UEHIRL
EoLLTHRIRLET,

BT w2 T LEmIET 7T 4 TET DR, 2O EDOETAEF T 0 I T ARy =R A
VAR—=LAEINTWAEAE, Iy FENEETAERN T 0T T ARy r—URNT R, R
WCE o THEAENDET NNy r—VI272 0 £9, LN a vy hENEZOMOET LRy
=N NEA, BEERRA A=V L BICEEFNTWVDER—=ZA R=V g DT —H 5
APERHSND L S22 0 797,

B O L NNyr—o00—)L/Ny Y

0=l Ry 71X, T A WHATOMEREBICRT A D =X L2 LEST, m—n v
#l1T, BENFREND X 91272 HH1IZ NETCONF-YANG 7' 12 & Z 2348 L 17,

EHrx, ingallrollback =2~ REMH LT, EAR—TVar EKaIy b=V ar &F
IOy FID F T — ANy 7 TEFET,

In-Service Model Update O & 2 5%

B TASLNYSF—DEE

install rollback to {base | committed | id commit-ID}
install remove {file bootflash: filename| inactive}
show install summary

FIRDHE
1. enable
2. ingtall add filetftp: filename
3. install activate file bootflash: filename
4. install commit
5. install deactivate file bootflash: filename
6. install commit
7
8.
9.
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#7054 Kvsr—voez [

F gD FEH
ARV KRFERRETI a3 Y B#J

AT w71 |enable it EXEC E— RZAMIC L ET,
fi e NMAT—REANLET (ERINTEHE) .
Device> enable

R w72 |install add file tftp: filename JE—h o —3 3 rm5 (FTP. TFTP &HT)
I - FNRAL ANCRTNVEFR T 0T T DNy r—T %2
Device# install add file v L/‘ 77 b 7i:A CE AA=TONR=Ta s
tftp://172.16.0.1//tftpboot/folderl/ DHEHNET = v 7 B FITLET,
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . B .
Device# install add file ’ ﬂﬁ@ji{f%{%)zﬁ LcyE— ]\ 0)1}2—]3):[75)%%/\/]’
tftp://172.16.0.1//tftpboot/folderl/ ANCHEFNNy =V abt =352 TEE
asrl000-universalk9.2017-08-23 17.48.0.CSCxuxxxxxx. SSA. dmp.bin) T, L. FOREEL RS =TT IT 4

72T AENC ingtall add =2~ > K& EfT79 54
b £7,

R 7 3 |install activate file bootflash: filename FH/ v A Ar—UNingal add =2~ > Rz Xk vBEms
il - NTN5HZ & &g L. NETCONF 7 1 A % Fi
Device# install activate file bootflash: L/Ekjfo
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . E%ﬁ/\o /’7*“7%77 > 4 757‘3—5%@7 install
Device# install activate file bootflash: o =
asr1000-universalk9.2017-08-23 17.48.0.CSCxonoax. SSA. dmp.bin| add H{FEFATL T

AT 74 |install commit Ur— R0 ESNTHERT 2ER 21TV E
f5l o
Device# install commit « NETCONF Yt X 3B\ I FEFH A,

R 7w 75 |install deactivate file bootflash: filename BEISNFEFH Tl T A r—U%ET 757 4
Bl - 712 LT, NETCONF 7' mt 2 &L ET,
Device# install deactivate file bootflash:
1sr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device# install deactivate file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxoooa. SSA. dmp.bin|

R 7w 76 |install commit Jur— P IRESNTHRET 2EEA2ITVE
f EE
Device# install commit * NETCONF 72+ 2 IHEE SN FET A,

R Fw 77 |install rollback to {base| committed | id commit-ID} | EAHANN— g0 BB I v R LEAA—

1 -

Device# install rollback to base

var, FLEEROaIy FIDICr— Ny
L. NETCONF ut& X% EiH) LF 3,

« commit-id 51 DOFZh 72 EIL 1 ~ 4294967295 T
KR
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. In-Service Model Update ) 5% £ 51

ARV RFERFTIVaY =)
« T—H BT VEHOE VST 3 UHMEH ATHE
<
X 7 8 |install remove {file bootflash: filename | inactive} BESNTF-EH Il S h X r—V 77— 7
% - Ty vanbHllRLET,
Device# install remove file bootflash: e Ny —IFHIBRT ARNCIET 7T 4 72T 5
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin UEERE ) E1

Device# install remove file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxonaakx. SSA. dmp . bin|

AT 79 |show install summary TIT 4T Ry =V ET R E R R LET,
i s 2Oy FOHAF, RESNTVD ingall
Device# show install summary o< NI L“ngé'ﬂﬁ LZE9,

In-Service Model Update M % € 5

Bl EFHTOT S LNy T—DDER

WOFTHEHA L TWAB DL, Cisco4000 > ) — X b —ERHEETRIN—F DY T L A
A =TT,

WOBEITIE, TETNVEH T T T LNy r— 77 A NVOEBNMAFEEZRLTWHVET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file
tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxxX.dmp.bin
Finished downloading file
tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxxX.dmp.bin
to bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

SUCCESS: install add /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WOEITHEH L TWAHDDIL, CiscoASRIVN0 S Y —A T 7Y HF— g —E R )L—
DOV T A A= TT,

WOBITIE, TETNVEB T T T AR r— 77 A NVOBMNGFEEZRLTWET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file

tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
Finished downloading file
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tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
to bootflash: asrl000-universalk9.2017-08-23_17.48.0.CSCxxxxxxx.SSA.dmp.bin

SUCCESS: install add

/bootflash/asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WIZ, BH N r—2 77 A VT 3 AZBM L72% O show install summary =~
v RO ERLET,

Device# show install summary

Active Packages:

No packages

Inactive Packages:

bootflash: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Committed Packages:

No packages

Uncommitted Packages:

No packages

Device#

WOBTIE, BINMSNFEEFT T ST AR r— T A NET 7T 4 TCT 5 HiE
ZRLTWET,

Device# install activate file bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install activate: START Sun Feb 26 05:58:41 UTC 2017

DMP package.

Netconf processes stopped

SUCCESS: install activate /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:58:58 UTC 2017*Feb 26 05:58:47.655: $DMI-4-CONTROL_SOCKET_ CLOSED:
SIPO: nesd: Confd control socket closed Lost connection to ConfD (45): EOF on socket to
ConfD.

*Feb 26 05:58:47.661: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.

*Feb 26 05:58:47.667: %$DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 05:59:43.269: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 05:59:44.624: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

WIZRT O, showinstall summary 2~ RBRET IV Ry =V DAT—H A% T
JT 47 THY Ay PRET LFERT DGO IFITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

No packages

Uncommitted Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device#
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B 5 =505 vs—vorm

wOEITIE, ingall commit 2~ ROFEITHEEZ R LTOVET,
Device# install commit

install commit: START Sun Feb 26 06:46:48 UTC 2017
SUCCESS: install commit Sun Feb 26 06:46:52 UTC 2017
Device#

WIRT DX, showingtall summary 2~ > R8s, BFH v r—VnaIy h&hTY
a— R IERINTHRRET 5 2 L2 E£rnT 2550 FITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

WOHNE, BH 0T T LRy =V EARRy r—lin— Ry 7§ 5 FikEmR
LTWET,

Device# install rollback to base

install rollback: START Sun Feb 26 06:50:29 UTC 2017

7 install rollback: Restarting impacted processes to take effect

7 install rollback: restarting confd

*Feb 26 06:50:34.957: $DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.962: %DMI-4-CONTROL SOCKET CLOSED: SIPO: nesd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.963: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.Netconf processes stopped

7 install rollback: DMP activate complete

SUCCESS: install rollback Sun Feb 26 06:50:41 UTC 2017

*Feb 26 06:51:28.901: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 06:51:30.339: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

&Iz, showingtall package =~ > RO B 2R L ET,

Device# show install package bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Name: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Version: 16.5.1.0.199.1484082952. .Everest

Platform: ISR4300

Package Type: dmp

Defect ID: CSCxXXXXXXX

Package State: Added

Supersedes List: {}

Smu ID: 1
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Device#

K@ NETCONF hello A v B—OFITiE, BT —% €570 0 r—U0O/N"—T g
VEMEER L ET,

Getting Capabilities: (admin @ 172.16.0.1:830)

PROTOCOL netconf

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>http://tail-f.com/ns/netconf/actions/1.0</capability>
<capability>http://tail-f.com/ns/netconf/extensions</capability>
<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-mode=
explicit&also-supported=report-all-tagged</capability>
<capability>urn:ietf:params:xml:ns:yang:ietf-netconf-with-defaults?
revision=2011-06-01l&module=ietf-netconf-with-defaults</capability>
<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-aaa?module=
Cisco-I0S-XE-aaa&revision=2017-02-07</capability>
<<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-native?module=
Cisco-I0S-XE-native&revision=2017-01-07&features=virtual-

template, punt-num,multilink,eth-evc,esmc,efp,dotlx</capability>

Device#

Wiz, showinstall log =~ > RO Sl &R L £,

Device# show install log

[Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017

[Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017

[3linstall add]: START Sun Feb 26 05:55:31 UTC 2017

[3linstall add( FATAL)]: File path (scp) is not yet supported for this command
[4]install add]: START Sun Feb 26 05:57:04 UTC 2017

[4|install add]: END SUCCESS /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:57:22 UTC 2017

[5linstall activate]: START Sun Feb 26 05:58:41 UTC 2017

Device#

WOFITHF L TWDDIE, Cisco Catalyst 3000 >V — R AA v F DY T )b A A—

ROFITIX, ETANEHT 0T T LNy = T 7 A NOBMTEZ R L THVET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

install add: START Sat Jul 29 05:57:04 UTC 2017

Downloading file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

Finished downloading file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.SPA.smu.bin
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to bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

SUCCESS: install_add /bootflash/cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Sat Jul 29 05:57:22 UTC 2017

Device#

WIZRT DX, showingtall summary =2~ > R28, BFH v 7r—Vnaly h&nh TV
0— RIS THRRET 5 2 L 2F£rT 28550 NhFITT,

Device# show install summary

Active Packages:

bootflash:cat3k _caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

In-Service Model Update M #4%8E 15 %R

ROFNZ, ZOFY2— /LT LIHEEICET L) VA F@ErmLEd, ZoRIT, V7
Fo=7 UU =R bbA TEHEBEOYR— FREASNEEDY 7 hy=2T VY =72
FTERLTOET, TOREIZ, FHTH 232 0RY . ZhUBEO—EDY 7 by =7 U U —
ATHIR—FENET,

7T T —LDOPR—bFBLIOV A YT F 2T A A=V OYR— NI HHEHRE2 B
295 IZi%. Cisco Feature Navigator Z{# ]l L 9", Cisco Feature Navigator {27 7 & A7 %1|Z
X, www.cisco.com/go/cfn IZFEE) L £9, Ciscocom DT AT MILEDHD FHA,
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% 31: In-Service Model Update 014 B2 15 %R

HEES == HEETHRR

In-Service Model Update | Cisco 10S XE Everest ZOFY 2—/L L. In-Service Model
16.3.1a Update T YANG 7— % 5 L % HHi+
Cisco I0S XE Everest LHEEHH LET,
16.5.1b

Cisco I0S XE Everest 16.5.1a TiZ, Z®
EEIIR DT T v N7 —AICFEEX
TWE LT,

» Cisco Catalyst 9300 ' U — X A A v
a:

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Everest 16.5.1b Tix, Z D
FEREIZIR DT T v b7+ — AT HREX

NTWE LT,
e Cisco 4000 > V) — X H— 2 S
B — %

*Cisco 7 77U R H—E R 1—X%

1000v
* Cisco V— B A fE &R AR L — %
(ISRv)

2= K ingtall (Programmability).
show install (Programmability) 733 A %
xBTS E LR,

Cisco 10S XE Everest Cisco I0S XE Everest 16.5.1b Ti%, Z D
16.6.1 HREIZRD 75 v b 7 4 — AT HEES
NTWE LTz,
« Cisco Catalyst 3650 >V — X A A v
\a:-
* Cisco Catalyst 3850 > U — X A A v
.a:_

Cisco IOS XE Fuji 16.7.x | Cisco IOS XE Fuji 16.7.x Tl&, Z OE&fE
WIRDOT T v b7 —AIZEEINT
WE L7z,
* Cisco1000 > U —X 7 7 ) F— 3
Y —bER =X
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3
b
R

=2 HEEER

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Tit, Z O
HElE Cisco Catalyst 9500 /~A /N7 4 —~
VAV =R AL yFICEEI TN
F L7
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5 19 =

OpenFlow

ZDEY 22—V Tl 7T/3 AT OpenFlow ZH 41t L TRET D HIEZHOWTHHLET,

« OpenFlow ORISR (251 ~—)

s OpenFlow OHFIFHIE (251 *X—)

s OpenFlow (Z2W T (252 X—7Y)

* OpenFlow D% EJ{E (257 ~—2)

* OpenFlow D% ER] (262 ~—)

* OpenFlow OffEsE (263 ~—37)

« OpenFlow (ZBHT 5 Z DO EEE (265 ~—)
* OpenFlow OFERENGH (266 ~—)

OpenFlow D AETESH

773 A% OpenFlow E— N CEENITHLENRH Y £7,

OpenFlow “E— KX, AA > J T boot modeopenflow =2~ > REFEET D EHMI2Y 9,
TRTOR—=ENIDE—FIZRY . AA v FIFEF D CiscolOSXE#aEZ R — b L7e< 72
D i‘g—O

OpenFlow D #9518

« 7/3A 2T OpenFlow E— FEHMNIT H5G1E. DHIORELTXTHEL, 77 via
T 7 ANY AT LD vlandat 7 7 A /L & stby-vlandat 7 7 A L EHIBR L 7,

T3 AN Openflow E— RDOYA | 735 ANEHFE— FO L X (2T 2o =2 b
n—) FL—rFubhal (R—F—4 —KrvxA 7o bhai (BGP) . A= 7Y
U—7nm hajb (STP) . A"— hF ¥ /b, StackWiseZe ED 7' 12 h2L) ZHHZ L7z
TLIZEY,
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. OpenFlow (2D T

OpenFlow [2DLVT

OpenFlow D=

OpenFlow & Open Networking Foundation (ONF) OfEART, 7 m—~_X—2Diik A 7 F A |k
T F vl LSRN ET TV r—vary Tual I h A v E—T o4 AEEHRLET,
OpenFlow TiX, X a7 2F ¥ XV EN LT, T AD T+ T —TF 4 THRER AT
THZENTEET,

OpenFlow (X, 2> bn—F (arbo—L FL—2) EA—H Xy N RS vF (F—%) 7
L—>) OMo7a harcd, AL vF/T84 AL, AT T4 VIRESI N7 e —
FT—TNARHVET, 7a—Eid, ZNODOT—TIIEGET Dy hEFRD -0 —
VT,

AA v F D OpenFlow =—3 = > hiL, OpenFlow 7' v ha/L &AL Tar hue—F LiEfE
LEd, =— = ME, OpenFlow 1.0 (F#~7' = k=/L0x1) & OpenFlow 1.3 (F#E~7'= K

AL 0x4) O FEHR—FLTHNET, ==V = MIRKSHDDa v bu—J k4O
TENTEET, TNDLDERIIAAL v TFA—_"—RiITHFR NS, 2t —F 32—V
v MR 20ERH Y 7,

Cisco Catalyst 9400 3/ U — X A A FTOD OpenFlow DEHEFAT— NV ATT, /Ay
T 74T —FT 47 (NSF) [TV R—FrInNTWEHA, AX NN DRA—R=A WL, 7
o0— 5 —H2_X—2LEHLEEA,

Openflow 2> ~rO—5

Openflow =t > b 7 —F %, Openflow 77 k =L Zffi [l L T Openflow A A v F &LV HY 5
TUT 4T 4 TT, IFEAEDEAE, 22 b e —F 3% D Openflow i B A A~ F & EH T
HY7 N7 T, aryba—7TiERry NI —2 %t FRTE, FHE T E6E
HALT, X2y NY—27 NI 7 4 v 7 OB HIRIZOWTIHMELE R DV AT LA (A v TFEBLW
N—&) IR EHT N TEET, B, 2 br—7d Linux — N TETSN,
OpenFlow xfJis A A » FITIP #f CE HLENRH Y £,

ayvhe—JFASL v T EEHL, A vTF LETT7e—2@ARBIOHIRLET, ZNHD7
72—, OpenFlow 1.3 BL 1.0 RG] & 77 vary) oo 72y & HR—F
LTWET,

AL v FiE, FEA—FE2FEHL Ty be—J 8k L ET, FEHA— MNIEEH O Virtual
Routing and Forwarding (VRF) A V' AX L ADQOHIZHY | FO-Hary ha—F3~DkxaT
AR LET, 2 b —T R AL v FITERET DT, 2 br— T ~OBEN AR
RIPT RLAER—MESEHRELET,

. Cisco 10S XE Gibraltar 16.11x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K



| OpenFlow

JO0—0NEHE

sn—ogE [

Zu—x2 ML, Ny hORELEWFLIZEREINS 77— T —T7 AV NOEETT, I
Wi, BRAREOEEIAN., N7y NERAETHIDO—HEORE Y 4 —/V K, #HT 5
DOfa, XTFry b I E BEORS, R Ao angEncngEd, £, 77—t
A LTI ON—REALA LT NERBIET 77407 #4570 ) LEEMTONTE
D, 7a—oABHIERICEHA S VET,

Cisco Catalyst 9000 > U — X AA v FII KOO 70— F—T7 V& HR—FLTWVET,
# 7 —TROEREZRAE L 5,

o BESENANL : EERNBAL OBV 7 B —3 IR A SNET, 7 —OBH TIX, HEINE
FMENIC AN T, TR TO 7 o —ITEBEIEN 2T A HNERH Y 97,

BET 4=y FERET IOV —x2 N O—E, BAET 4 —/ RiX, &
FEERRT Y b AT =T 4=V RERETEET, 74—V NIZRAEFEHRDIEE S
NTWARWEAIZ, YAV R — FBMERAESNET,

s T U vay Ny MR L TIER T B #AE,

OpenFlow /XA TS5 4 >

OpenFlow /XA 774 %, Vo7 &nizr7n—7—7 /10O v kT, OpenFlow A1 v FTD
BE, Bk, BNy PEEZREELES, A—NMI. Ty FRASA T T4 ITHAY
T H%ATTY,

Ny MEIATIAR— FTRE S, AR — MIEE S 415 OpenFlow /31 77 A 28 5T
WMEINET, 7y MADR—= NI, AT T4 BIRTRry MKk -> THiA S, ]
Ty RBRAAL vy FICZEFEINTEAR—FERLET, ANMF— NI, 7e—0—HK7 11— /L K&
LTHEHTEET,

Ta—=T7rvarEERTLE. Xy NESRL T T UNOEBEDOT — 7 T ELE LT
L7e, 7= NETHERESCVERY L2352 ¢mTcEEd, —HI27r—= U
BT G T 72 a UBRIROT — T NVERE LWEE, A 774 EIIEIE L E
T, ZORRT, Ny MIEHEEIN, BEInET, Ny NI Rry 7945284 T
xFET,

OpenFlow A A v F D7 v —7—7 21X, 0MBIEICE BT bR Ed, 1 7T
TEIL, 7a—7—7r007a—x MIIZH LTy hERAETHZENLIHED E
T, DT —TNDO—FHET 7 aryOfRISUT, thorve—F7—7 NV EEHTEE
T, ZTORER, RO T—7 D 7a—x ) Xy NR—HT D AREERH D £,

HR—bkEhBdMatch 724 —ILKETH O a Y

Match 7 1 —/V RiE, Ty by X =L ANR—a2ET, Ty FRREEND 7 1 —L
RT9, Match 7 4 —/L FiZ, VAV FAU—F (EEOMHEIZ—F) IZTHTENTE, 71—
NRDBRSNTZE Yy MZ—ET D8y h~ A7 ZfETE £,

Cisco 10S XE Gibraltar 16.11x 704 S<EY T4 av 74 FXal—2av HAF .



B sx—trshaMach 7 —LrEFHroay

T a Uk

OpenFlow |

Ly MEE— N RO T — 7 R A E, E7E 8y b —

VREERTHERIETT, T/ auik, 7a—xr b UICEEMT Shiz e o—§, £

/= N

MU, RO —THAETELT7 7 v a VOEETT,

12U EDT7a—x0 N THEE

7 av

T varEitETsZ

ETY, I—

WCBEEM T ONnN=T Vv ar Ny PELTHRETCEET, J—T7x

ST va sk, A= T g LRI AREART
WAy NERIEETEXET, IA—7T 7 g rOBIE, #HEo7n—ET—HEHD
TIX 1D EDOAr o TR S 1L,

Ny MiE—HE

DT 7 a s (set, pop. E7ciFoutput) ZFFOZ LA TE X T, Cisco Catalyst 9000 2 J — X
A2A v FiE, I N—7 %A 7 dl B L Windirect AR — K~ LET,

w2, YR—FEN D match 74—V RET 7 aro—EERrLET,

= 32:9K—

kEN B match 7 4« —JL K

ANYyHF—T4—)LFK

AR &M

TRUEEERITV MY

fEnH!

A —Hx v hDOFES HY 01:80:¢2:00:00:00/
MAC 7 KL & ff:£f:£:00:00:00 (= A
7H0)
de:f3:50:¢7:e2:b2 (= A
J71L)
A =2y FOFEET ol 0e:00:00:00:00:019 (=~
MAC 7 FL & 277 L)
A —H v b OFEE ARP (0x0806) . IPv4
(0x0800) ., IPv6
(0x86dd) 7 &
VLAN ID 0x13f
ARP#—47 v b 7na A=Yy hE AT |HY
k=)L 7 KL% 0x0806 | ZF%E T 25 W
NHYET
IP 7ua ko A=Yy bZA L ICMP (0x01) . TCP
0x0800 =F 7= 1% 0x86dd (0x06) . UDP
WCRETDHILENHY (0x11) 72 &
F9
IPv4 iEETLT RV A | A=Yy N EA 71X HY 10.0.0.024 (v A7 %
0x0800 | ZF% ET 2 W5 D)
NHHFET
IPv4 58567 KL A 4~%*/b&4f HD 10.0.0.254 (= A7 72
0x0800 (ZF%ET D M HE L)
NhHDET
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gHR—rEhdMatch 7 —LEEFooay |

AYE—DJ4—ILF |BIREH YRUEEELZIT Y MY [{EDH

IPv6 E[ETCT LA | A=V %y hEA 7L HY 2001:DB8:1 (= A7 72
0x08dd | _aﬁﬁéa“éz\% L)
NHYET

IPv6 5857 R LA A —H %y NEATIEL| B 2001:DB8:0:ABCD::1/48
0x08dd | ZF% ET 2 B (=27 H0)
NHYET

RAN—RRZ =T v | A=y b2 AT ND % —7%"» b

K

0x08dd IZF%E L. IP
7v k203 0x01 (2
RETHLENRH Y F
j«

ICMPv6 % A 7

A —HF ]\5’4’7"
0x08dd |ZF% & L
7'a bk auiE 0x01 L

RETHLENH Y F
‘j—
UDP/TCP iEETeAR— | A —Vx v b ¥ A 7L
h 0x0800 F 7-1% 0x86dd

IZHREL, e han
1% 0x06 F 7213 0x11 {2
RETHDMLENDHY £
.d—

UDP/TCP %84t — b

A —%xy AT IE
0x0800 & 7= 1% 0x86dd
ICRREL, 7u han
1% 0x06 £ 7213 0x11 |
WRETHMLENDHY F
ﬁ—

BEALVHE—T oA A

—IXRD5EI I

e bu—7

YR—brEhd703
Ny heEETEET,

AL O FDOEBEDA L H—T 2 A A (BEAVE—T A AET)

ROy 7T FTRHOEED 7 e —F—7 ) (F—T7 L0 D)

o« J)—T
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B oo—oix

20—k

OpenFlow T—

OpenFlow |

Tua—X, Ty FORD~Ny X —T 4 — /L RHEEHETEET,
o f—HF v FDFEIMAC T K LA
e A=Y Ry FOFEILMACT RLA
« VLAN ID

71 —(ZX > TVLAN ¥ 7 %3800 (push) F7213HIER (pop) TEXET, X7y FRIP T
NOEEIE, 7 u—IC L o TR ATRERFR] (TTL) ~v X —7 4 — /L ROEZK LT Z &N T
xFET,

ZZ T, 7u—» OpenFlow 7 /3 A TF a7 7 Lh3INbEHcar he—InbEEIR
5HEEICFATINDBAEICOW T L E T,

TR 2K, A T I ICERE SN — T —T AN 9, A T A BRI R
. AT OEEERIEELE T, LI TR T =V, HEAT—UNE
1ITCEDH6E BEIT v ay) | KT —TNDV A R ERBY £7,

ayvhe—I087u—EREKXETDHE, OpenFlow =—V =2 MM, N"—RKou=T7R7a—
U TX L0 EI)nEMBLET, =— Y= MI, A v TFOERBFICERZEINSN—FK
V7 OfREE T n— LA LET, Tr—0GThIVUL. %N T r—T =Tl
07T AINET,

FLWARAL T4 UPBGRES N6 ON— R =T B T T, B R— R TE5H0EH
D) EDONRATTAUNE, TR—"A VAR ATELNEIDOT =y ZITHEHINDH
LWEREE » MTRe b £,

AT TA VDA AZ AT, Ta—RnA VA M= LENDE, Ty RIRAAL T
LIS INET, BEIEMNOKRLEV, —HTL57e—xr NUBRRONHET, Airy
FRET7a—FT—T7NLVNO7a—LtRESNET, Xy hOBRAIR, Be2—HKoHEbHi
X (TF—TNVOFTRCOT 4 —)LV RBIEMIZ—ET D) | Hr—HoHabdb0 75 (—HF
T D 7 4 — NV RIi—&% L, vy h~RATEZRDO7 4 — /)L ORI —ET 2550 H
%) o BESNEZT 72 a i30T, X7y MREBEININEEINDLILERH D F
T TI7vaid, AT ITANTHOTHHEATEET, 727 aritdkoT, ROEE
KHED7a—F—7, Ny hOHAR—FrDty b, BXOARYy hEar e —F(C
N—TFT 4 T T LMEIPRREDLGERH Y £T,

TILILTS4 >

OpenFlow 7 — 7 /VHEREZR A v & — P &4 % & . OpenFlow = & b v — 77235 OpenFlow
WEIT DT A AZONWTHGFEO 7 a— T —7 VOMREZ RS L2 0 | f/E LI E & —3K
THEICINEDT—TNVERELIZY TEET,

T=TMITRT, BAEBLOT 7 v a VO 7y AL TCRETEET, 7—7
NDY A RZFATRHCELETHZ b TEET, LW T7 e — 7 =7 RENEFICET S
&, Hnwrer—T7—7r07n—xr M) REMRHIBRINE T, BIRICRES AT
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OpenFlow DEXEFE .

n—7—7 /T, BERIBITEEINLEYAL, TS AREBRTLET 72NV DAL T T A
UONEEEN L FE T,

OpenFlow 2> b B —Z b DERIZESNTH LW T v — T —T L ZFE L TWDHIH, BEfF
D7 —ERNAEITHO NTF 7 4 v 71 TTXT Ry FINET,

OpenFlow D& E A%

T /31 X TO OpenFlow E— FDOFXIE

AA v FREHFET— FTEEL TWAEAEIT. DEIORELZHIFRT 5 L 9 i writeerase 2~ >
RERETHZ Ea2BEID LET,

FlEDHE
1. enable
2. configureterminal
3. boot mode openflow
4. exit
5. writeerase
6. - delete flash:vlan.dat
» delete flash: stby-vlan.dat
7. reload
8. enable
9. show boot mode
FIED M
AT RFEERETIVa Y Br
AT 71 |enable FibE EXEC E— FE AT L £,
1 - e NMAT—=RZANLET (ERkENTEZHE) .
Device> enable
R T 72 |configureterminal ra—x)L a4 Xl — gy F— NE2Bts
1 - LET,
Device# configure terminal
AT 7 3 | boot mode openflow OpenFlow #51%5E— & A X—7 /2 LET,
1 -
Device (config) # boot mode openflow
2Ty 74 |exit Ja—s\)arZ4¥al—var - REKT
i - L. #5H EXEC E— F&BAA L £,
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B 5/ x< openfiow T— FoAIE

OpenFlow |

ARV RFERETIVa Y

B8

Device (config) # exit

ATy 75 |writeerase NVRAM NDOFT_RTHT 7 A LEHELET,
i - « ZOBMEIE. T AL EE — R TH
Device# write erase EL CWEEAICBEID LET,

RTwv 6| - deleteflash:vian.dat VLAN 12 RA77 5 vlandat 7 7 A /L ZHIBR L &

« delete flash: stby-vlan.dat 9,

U o AR UNATNA ANH HYEIE, stby-vlan.dat
Device# delete flash:vlan.dat T ANEHIERLET,
Device# delete flash:stby-vlan.dat

AT v J1|reload AA v FZVua—RL, AA »F D OpenFlow 7 =
fi T—T 47 FE—READILET,
Device# reload

AT 78 |enable K#HE EXEC E— REAHMZ L E7
fi ¢ NMAT—RKE AN LET (ERINTEHE) .
Device> enable

AT 79| show boot mode TNAADT 4T —F 4 7 F— RICHT H1E#E

1 -

Device# show boot mode

FRLET,

1

X ® show boot mode =~ > KO J1filiX, 7 /31 A3 OpenFlow £— R Th b Z &%

RLTWET,

Device# show boot mode

System initialized in openflow forwarding mode
System configured to boot in openflow forwarding mode

RDERY

B E— FIZKE 521, noboot modeopenflow=~> RZREL T, 734 A% VUn—RLE

B
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OpenFlow DX E

OpenFlow D% E .

FIEDHE
1. enable
2. configureterminal
3. featureopenflow
4. openflow
5. switch 1 pipelinel
6. controller ipv4 ip-address port port-number vrf vrf-name security {none| tls}
7. datapath-id ID
8. tlstrustpoint local name remote name
9. end
F gD FEH
ARV KRFERETI a3 Y B#J
RT w71 |enable Rt EXEC £ — R& A 1r—7 LIZLET,
i - s T IREREINTZL, NAT—REANT)
Device> enable LET,
Z 5w 7 2 | configureterminal Ju—r L a7 4 ¥al— g E— N R
fi LET
Device# configure terminal
AT 7 3 |feature openflow OpenFlow H§RE%Z A *—7 VI L E T,
f
Device (config)# feature openflow
AT 7 4 |openflow OpenFlow 3% &% A F—7 /LZ L, OpenFlow 21> 7 ¢
i - Falb—arE—RFEALET,
Device (config) # openflow
AT 75 |switch 1 pipeline 1 FMELA A v F LA T T A L HFRIE L, OpenFlow
B - DAL wyF a7 4 Xalb—Tay E— Rellh
Device (config-openflow)# switch 1 pipeline 1 L/jiifo
Z 5w 76 |controller ipv4ip-addressport port-number vrfvif-name| = > ~ e — S 12865 L £ 9,

security {none| tls}

1

Device (config-openflow-switch)# controller ipv4
10.2.2.2 port 6633 vrf Mgmt-vrf security tls

« OpenFlow =1 e —J DOt X2V 7T 4 &
7va b LTTLS &% E L TV D 5A 1T, ts
trustpoint =~ > RAFRIET HMENH Y 5,
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. OpenFlow E— FTDA 4 —T =4 ADHE

OpenFlow |

ARV RFERETIVa Y

B8

*OpenFlow 2> ha—5DEFa VT 4 A7 =
VEBRE L TWRWEEIE, tistrustpoint =2+
YV RERETDHMLETHY EHA,

R 77 |datapath-id ID
51 -

Device (config-openflow-switch)# datapath-id
0x12345678

(fI=&) OpenFlow D@L AA »F ID 3% E L %
R

«ID BIICIZAA v FID HHRELET, i
16 #EE T,

R 7 8 |tIstrustpoint local name remote name

1

Device (config-openflow-switch)# tls trustpoint
local trustpointl remote trustpointl

(fE:%E) OpenFlow A - F @ Transport Layer Security
(TLS) BT A MKRA v PEFRELET,

ATy 79 |end
1

Device (config-openflow-switch) # end

OpenFlow A4 v FDar7 4 Fal— g T—
RZ#T L, $HE EXEC £— RIZEY £,

OpenFlow E— R TODA V3 —TJ x4 RDEERE

OpenFlow E— RCIL, LA Y2 FEIILAYIA L F—T oA AZRETEET, LA1Y3
AU B—T oA AEHEHTLHHERIE, AV E—T2A X a7 4 Fal— g F—RFTno
switchport 2~ > REBRELET, LA V2 A 0¥ —T oA AEEATIEAIE. ROEEE

FATLET,
FIEDHE
1. enable
2. configureterminal
3. feature openflow
4. interface type number
5. switchport modetrunk
6. switchport nonnegotiate
7. nokeepalive
8. spanning-tree bpdufilter enable
9. end
FIED F¥H

ARV RFERERTI VA Y

=)

AT v 71 |enable
1 -

¥i#E EXEC T— F& A 32— M LFET,
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OpenFlow E— FTDA V2 —J =4 ADEE .

AU RFERETIVa Y

B8

Device> enable

TR T INFTRINIED, NAT— RE AT
Liﬁ—o

ATy T2

configureterminal

1

Device# configure terminal

ra—r\Lar 74X a lb—3iay T— NiEth
L‘ij‘o

ATvT3

feature openflow

1

Device (config) # feature openflow

OpenFlow #EREZ A R —7 /WIT L E T,

ATvT4

interface type number

1

Device (config)# interface gigabitethernet 1/0/3

AH—T oA AEREL, A/ F—T A
TA4Xal—varEw—RERBLET,

ATy Th

switchport modetrunk

1 -

Device (config-if)# switchport mode trunk

VAY2AAL v TF AL H—T =2 ADFNT L F
TE—RE NG ICHRELET,

ATvT6

switchport nonnegotiate

1 -

Device (config-if)# switchport nonnegotiate

WENZDOfA L BZ—T oA AD I —2 g0
o ha VIR LAEWE Y ICHEELE T,

ATy T17

no keepalive
1 -

Device (config-if)# no keepalive

=TT IA TRy vEeT 4 =T NI LET,

ATvT8

spanning-tree bpdufilter enable
fl

Device (config-if) # spanning-tree bpdufilter enable|

A VBE =T 2 A ATT )y I balsy—4%
=v ks (BPDU) ZA4NVE Y T2 X—T L
=

ATvT9

end

1

Device (config-if) # end

AV H—T 2 A A7 4 X2l — gy F—F
T L. B#E EXEC E— FNICEY 7,
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OpenFlow |
. OpenFlow % E 5l

OpenFlow 0 % € 5

5 : T/314 AT OpenFlow DEZH1E

Device> enable

Device# configure terminal

Device (config) # boot mode openflow
Device (config) # exit

Device# write erase

Device# delete flash:vlan.dat
Device# reload

Device> enable

Device# show boot mode

5] : OpenFlow D&% TE

Device# configure terminal

Device (config) # feature openflow

Device (config) # openflow

Device (config-openflow) # switch 1 pipeline 1

Device (config-openflow-switch) # controller ipv4 10.2.2.2 port 6633 vrf Mgmt-vrf security
tls

Device (config-openflow-switch) # datapath-id 0x12345678

Device (config-openflow-switch)# tls trustpoint local trustpointl remote trustpointl
Device (config-openflow-switch)# end

{5 : OpenFlow E— FTDA A3 —T 4 ADEXTE

OpenFlow E— R ClL, LA Y2 E7FI LA VIS L F—T oA AERETCEET, L
AX3IA L E—T oA AMEHTH5H/IE, AV F—T A X arsT74Falb—Ta
v E&— K Tnoswitchport =2~ > RZRELET, LA VY24 ¥ —T oA AT
L%alE. WOEEEZFITLET,

Device> enable

Device# configure terminal

Device (config) # feature openflow

Device (config) # interface gigabitethernet 1/0/3
Device (config-if)# switchport mode trunk

Device (config-if) # switchport nonnegotiate

Device (config-if)# no keepalive

Device (config-if)# spanning-tree bpdufilter enable
Device (config-if)# end
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OpenFlow D &R

FIEOHE

F IR D

enable

show openflow hardware capabilities
show openflow switch 1 controller
show openflow switch 1 ports

show openflow switch 1 flows list

apwDn=

AT v 71 enable

ATy T2

it EXEC E— FE A LET,

 NATU—=REAALET ERSNZHER) .

Device> enable

show openflow har dwar e capabilities
OpenFlow 7 /3 A/ — Ry = 7HREZ R R L E T,
1

Device# show openflow hardware capabilities

Max Interfaces: 1000
Aggregated Statistics: YES

Pipeline ID: 1
Pipeline Max Flows: 2322
Max Flow Batch Size: 100
Statistics Max Polling Rate (flows/sec): 10000
Pipeline Default Statistics Collect Interval: 5

Flow table ID: 0

Max Flow Batch Size: 100

Max Flows: 1022

Bind Subintfs: FALSE

Primary Table: TRUE

Table Programmable: TRUE

Miss Programmable: TRUE
Number of goto tables: 1

Goto table id: 1

Number of miss goto tables: 1
Miss Goto table id: 1

Stats collection time for full table (sec): 1

OpenFlow DR .
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OpenFlow |
. OpenFlow D FE:E

AT w73 show openflow switch 1 controller
ALy FICHERRIN TV Dy hr—Z IZBET 2 HEREFR T LET,
i

Device# show openflow switch 1 controller

Logical Switch Id: 1

Total Controllers: 1

Controller: 1

10.10.23.200:6633

Protocol: tcp

VRF: Mgmt-vrf

Connected: Yes

Role: Equal

Negotiated Protocol Version: OpenFlow 1.3
Last Alive Ping: 2018-06-04 17:59:20 PDT
state: ACTIVE

sec_since connect: 50

AT 74 show openflow switch 1 ports
OpenFlow A A v FOAR— MIETLERAR I LET,
1

Device# show openflow switch 1 ports
Logical Switch Id: 1

Port Interface Name Config-State Link-State Features
1 Gil/0/1 PORT_UP LINK UP 1GB-FD
2 Gil/0/2 PORT_UP LINK UP 1GB-FD
3 Gil/0/3 PORT_UP LINK UP 1GB-FD
4 Gil/0/4 PORT_UP LINK UP 1GB-FD
5 Gil/0/5 PORT_UP LINK _DOWN 1GB-HD
6 Gil/0/6 PORT_UP LINK DOWN 1GB-HD
7 Gil/0/7 PORT_UP LINK _DOWN 1GB-HD
8 Gil/0/8 PORT_UP LINK DOWN 1GB-HD
9 Gil1/0/9 PORT_UP LINK UP 1GB-FD

10 Gil1/0/10 PORT_UP LINK UP 1GB-FD
11 Gil/0/11 PORT_UP LINK UP 1GB-FD
12 Gil/0/12 PORT_UP LINK UP 1GB-FD
13 Gil/0/13 PORT_UP LINK DOWN 1GB-HD
14 Gil/0/14 PORT_UP LINK DOWN 1GB-HD
15 Gil/0/15 PORT_UP LINK _DOWN 1GB-HD
16 Gil/0/16 PORT_UP LINK DOWN 1GB-HD
17 Gil/0/17 PORT_UP LINK _DOWN 1GB-HD
18 Gil/0/18 PORT_UP LINK _DOWN 1GB-HD
19 Gil/0/19 PORT_UP LINK UP 1GB-FD
20 Gil1/0/20 PORT_UP LINK UP 1GB-FD
21 Gil/0/21 PORT_UP LINK UP 1GB-FD
22 Gil/0/22 PORT_UP LINK UP 1GB-FD
23 Gil/0/23 PORT_UP LINK _DOWN 1GB-HD
24 Gil/0/24 PORT_UP LINK DOWN 1GB-HD
25 Gil/1/1 PORT_UP LINK _DOWN 1GB-HD
26 Gil/1/2 PORT_UP LINK _DOWN 1GB-HD
27 Gil/1/3 PORT_UP LINK DOWN 1GB-HD
28 Gil/1/4 PORT_UP LINK DOWN 1GB-HD
29 Tel/1/1 PORT_UP LINK _DOWN 10GB-FD
30 Tel/1/2 PORT_UP LINK _DOWN 10GB-FD
31 Tel/1/3 PORT_UP LINK _DOWN 10GB-FD

. Cisco 10S XE Gibraltar 16.11x 704 S5S<EYF 4 av 74 Xal—> 3> HA4 K



| OpenFlow

32
33
34
35
36
37
38
39
40

Tel/1/4 PORT_UP
Tel/1/5 PORT_UP
Tel/1l/6 PORT_UP
Tel/1/7 PORT_UP
Tel/1/8 PORT_UP
Fol/1/1 PORT_UP
Fol/1/2 PORT_UP
Twel/1/1 PORT_UP
Twel/1/2 PORT_UP

AT 75 show openflow switch 1 flowslist
OpenFlow O U ZFRKRLET,

WOWIENE, T—T N0 VA =L INTNDH 7 —%RLTWET, matchany (37 —7 /L 112
#HLET ( Imatchany] &iX, TXTONRT Yy ERT =7 1IBEITLHEWVWSIEKRTT) ., 7—7 11
TIE, %6858 MAC 7 F L A 00:00:01:00:00:01 28BA& S, HAR— 236 ICEESNET,

1 -

Device# show openflow switch 1 flows list

Logical Switch Id: 1
Total flows: 8

LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN

Openflow 1<B85 2 2D s xR [

10GB-FD
10GB-FD
10GB-FD
10GB-FD
10GB-FD
40GB-FD
40GB-FD
10GB-FD
10GB-FD

Flow: 1 Match: any Actions: goto table:1, Priority: 9000, Table: 0, Cookie: 0x1,
Duration: 2382.117s, Packets: 34443, Bytes: 3359315

Flow: 2 Match: any Actions: drop, Priority: 0, Table: 0, Cookie: 0xO0,

Duration: 2382.118s, Packets: 294137, Bytes: 28806211

Flow: 3 Match: any Actions: drop, Priority: 0, Table: 1, Cookie: 0xO0,

Duration: 2382.118s, Packets: 34443, Bytes: 3359315

Flow: 4 Match: dl dst=00:00:01:00:00:01 Actions: output:36, Priority: 9000,
Table: 1, Cookie: 0x1l, Duration: 2382.116s, Packets: 0, Bytes: 0

OpenFlow IZEAT 5 Z DD SEEF

ESPEREYS

X=—aT7ILAZA LI

OpenFlow ® 2~ > K

a5~V r s av R U 77 LR

Open Network Foundation

https://www.opennetworking.org/

Faucet OpenFlow = > h©—5

* https://faucet.nz/

* https://docs.faucet.nz/en/latest/
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. OpenFlow O #EEE(ESR

MIB MB®DY %

BIRL7ZT T v b7+ —24, CiscolOSV V—2, BIO 7 4 —F ¥ k> MiZ
B9 5 MIB 2L TH¥ v ra— K352k, RO URL IZH % Cisco MIB
Locator ZfffH L £79,

http://www.cisco.com/go/mibs

SRADTHYZAIIL YER—+

AR )

TAaDYR— T Web A F Tl > Z2apfloF 7 | http://www.cisco.com/support
JRV—ICBET S M T TN a—T 4 TR RILTW
PF5EII, v=aT ARy — &2 3L TH8E R
A4 )Y =AML TOES,

BEWORGOEF 2 U7 1 FRSOBEINEREAFTT O
®IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 ¢ — R7g EOEFEY —EXIZIAT
TET

VAaADYR— K Web VA FDY—UIZT 7 AT HEE
1%, Cisco.com D —HF DB LUV IR T — RBMLETT,

OpenFlow D HEEIHER

ROFNZ, ZOFY 22— /LT LIEHEEICET 2 ) U —AF@MEr L3, ZoRiT, V7
Fo=7 JU—R bbA U THEEOY R — FREASNZEEDOY 7 by =T VY =72
FERLTWEY, TOERIT. W 23720 RY . 2 UEO—HEDY 7 by =7 VY —
ATHHR—FSNET,

T7y 74— LDYR— I BLOV AT YT Ny =T A A=V OV R — MIBET WA R
9 2IZI&. Cisco Feature Navigator Z /] L 77, Cisco Feature Navigator |27 7 & 23 % |Z
X, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 77 MILEDH Y EH A,
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% 33: OpenFlow O HEfE$R

OpenFlow D AEIEER .

HaE

iy

)1)—=x

HAETEEHR

OpenFlow

Cisco 10S XE Fuji 16.9.1

OpenFlow (L Software Defined Networking

(SDN) OFEHERISTH Y . SDN B
TO@ETa FalrEHRELET, =
kv, SDNav ba—Ji%, AA v
FRN—FIREDR Yy NT—7 T A
ADT F T =T 47 T —r L HPE
ROWY TCEDHEITHRDET,

ZOMRRIX. RO Ty R T F— AT
HEINTWELE,

* Catalyst 9300 > U — X A A v F
* Catalyst 9400 >V — X A A v F
s Catalyst 9500 >V — X A A v F

* Catalyst9500 > U — X /A /N7 F—
RUARA T

Cisco I0OS XE Gibraltar 16.10.1

Catalyst 9500 > U — X /A /N7 4 —=<
YAAAL v FTOT—TIAEREA v —
POV R— FPEASIE LT,

OpenFlow Power over | Cisco IOS XE Gibraltar 16.12.1

Ethernet

PoE |Z OpenFlow " — h TH AR — h i
£7

ZOMBEIX. ROTT v P T F—AIC
FEIHTWE LT,

s Catalyst 9300 ~'J — X A A v F

s Catalyst 9400 ' U — X A A v F
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