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K95 Python A7 V7 v Xy rua—RKLET,

FA N vz, Python A7 V7 N EFETTH-0OREARMLEST, VAN i,
&7 ma— R L7 Python A7 V7 N&F(TLC, WIS EZ T 4 A LET,
V7o ey a=r IRET LEL, FAN o/ WIEIMEENT-EFIT20 F9, FHic-o
WX, 72N vz OBEZZRLTIIZIN,
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GE)

+tOo42yF 70O

o ¥y F I a0 IRRELESS. 75 ZTHEA VA =TT F— Ny
LT, ary74Xalb—rary7yrAEr—RFLET, MOV TiE,  [Using Autolnstall
and Setup] ZZML T 7ZE W,

ESa=>45D=6H® DHCP H—/\DERE
PoZyFFubeda=r TR, 7RrEVa s SENLIH LT AL ZEFE LRy BT —
7 CDHCP 4y — N2 FETTLOIMERHY 3, Er v F Fuva =7, FHHR—
ReA Ry RAR= FORTTHR— e g,

BLWT A, R4 NCT 5 E, ZOF 3 A%, Python 22 U 7 F3MFE{ET % HTTP/TFTP
=D P 7 N L AFH & Python 227 U 7 kD7 4 /L& /$2 % DHCP #— 7 HHfG L&
9, Python A7 U 7 F OFEMIZOWTIL,  [Python APIJ 3 XY [Python CLI &Y = —/L| @
KEESH LTI IEEN,

DHCP #— %, ROA 73 5 CDHCP i A X MISZE L E T,

AT ar150: (EE) E#Hry hU—2 LD, TIN5 Python A7 V7 h &K A K
L CW5 HTTP/TFTP — &3 1P 7 KL 2D —ENGENFE T,

« A7 367 HTTP/TFTP —/ N E®D Python A7 UV 7~ D7 7 A )V NANREENE T,
INHDODHCP 7Y a v azfEd oL, 75 A&, HTTP/TFTP $— 328t L T Python

A7 VT Nexyra—RLET, TORET, 775 RIZHTTP/TFTP %— N ZEIE#ET 50—
NaFiz72\ =, DHCP r— N Z Lo TR SN2 740 oL — b EEH L E T,

oAy F JAES 3= DOEBH

TFIP I E—ZFEA L TOEENR— MIE TS DHCP H—/\EREDHI

WIZ, T3 ADF IR — MR TR I TV HAIC TFTP 2 B —% | L T4T 5 DHCP
Y= NREOHE R LET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config)# ip dhcp excluded-address vrf Mgmt-vrf 10.1.1.1 10.1.1.10
Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

J CiscolOS XEEverest166x 7045 SV EY T4 VT4 FalL—Lav AR


http://www.cisco.com/c/en/us/td/docs/ios/12_2/configfun/configuration/guide/ffun_c/fcf002.html
http://www.cisco.com/c/en/us/td/docs/ios/12_2/configfun/configuration/guide/ffun_c/fcf002.html

| Foega=vy
HTTP 2 E— %M L TOEEA— k545 DHeP H— izl ]

network 10.1.1.0 255.255.255.0

default-router 10.1.1.1

config-dhcp option 150 ip 203.0.113.254

config-dhcp option 67 ascii /sample python dir/python_ script.py
config-dhcp) # exit

config)# interface gigabitethernet 1/0/2

config-if) # no ip dhcp client request tftp-server-address
config-if) # end

Device
Device

config-dhcp) #

config-dhcp) #
Device ) #
Device ) #
Device
Device
Device
Device

HTTP 2 E—ZERA L TOEBEER— ~ZE T % DHCP Y —/\EEE D FI

D’z T, T ADERR— MREATEGR SN TCWAEAICHTTP 2 B — %2 L T
9 DHCP % — "gREDH Z 7~ LET,

Device> enable

Device# configure terminal

Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://198.51.100.1:8000/sample_python 2.py
( ) #

Device (config-dhcp end

TFIPOE—%##EARALI=A4 /N> K I R— FTOHY > 7))L DHCP H—/\#E K

WIZRT DL, T/ ADA X RiR— MR TERINTWAEED, TFTP 2 ¥ — %1%
H L7z 7L DHCP Y— 1Rk T4,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config)# ip dhcp pool pnp_device pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python_dir/python_script.py

Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address
(

Device (config-if)# end

HTTP O E—ZERAL=a4 2\ K R— b TOH > T )L DHCP H—/ &R

WITRT DL, TN ADA /3 K AR— MRRETERfE STV D50, HTTP =
v —&{#H L7-% > 7L DHCP #— \#p T,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1
Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0
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Device (config-dhcp) # default-router 10.1.1.1
Device (config-dhcp) # option 67 ascii http://192.0.2.1:8000/sample python_ 2.py
Device (config-dhcp) # end

Linux Ubuntu 7/3A4 X ETOH > 7))L DHCP - —/\DERK

KD DHCP H— 7 MERHIL, =BT A ZAOEEAR— FEIA N R A= &S
ONCEFE SN TWDHZ & &, Python A2 U7 RRTFTP — "\ bab—Siud Z L &R L
TWET,

root@ubuntu-server:/etc/dhcp# more dhcpd.conf

subnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.2 10.1.1.255;

host 3850 {
fixed-address 10.1.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name !<opt 67> " /python dir/python script.py";

option tftp-server-name !<opt 150> "203.0.113.254";

WD 7V DHCP#AKIL, Python A7 U 7 RSHTTP r— "N BT NS A Zab—&nb 2
LERLTOVET,

Day0 with mgmt port http
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.2 192.168.1.255;

host C2-3850 ({

fixed-address 192.168.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name "http://192.168.1.46/sample _python 2.py";

DHCP ¥ — "R EITRIEIZ R o7 6 FER Y MU =77 A 22 fB LEJ, Zhick
DHERDFR D DOFIT B BRI ETINE T,

S FILOPython FOES 3= H X9 1) Tk
WA T DX, HTTP $— " F 7213 TFTP — DWW B T& 59 7 /L Python A
707 T
print "\n\n *** Sample ZTP DayO Python Script *** \n\n"

# Importing cli module
import cli

print "\n\n *** Executing show platform *** \n\n"
cli command = "show platform"
cli.executep(cli_ command)
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print "\n\n *** Executing show version *** \n\n"
cli command = "show version"
cli.executep(cli_ command)

print "\n\n *** Configuring a Loopback Interface *** \n\n"
cli.configurep(["interface loop 100", "ip address 10.10.10.10 255.255.255.255", "end"])

print "\n\n *** Executing show ip interface brief *** \n\n"
cli command = "sh ip int brief"
cli.executep(cli_ command)

print "\n\n *** ZTP Day0 Python Script Execution Complete *** \n\n"

Cisco 4000 > ') — X H—EX#HEBI)IL—2 DiEFO Y

KO XyF Trbeya=r 707 —k vl TiE, FA N Y2 ABREFICADTS .,
Python A7 )V 7 "N F Ak = LiZF T ran—RE, AN Yz AnFyrn—RLT-
Python A7 V7 "2 FEITLTCTNA AT A ERIZHELTWVD I EARINTHVET,

% failed to initialize nvram

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero work flow is
going to start.>

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco ISR4451-X/K9 (2RU) processor with 7941237K/6147K bytes of memory.
Processor board ID FJC1950D091

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

16777216K bytes of physical memory.

7341807K bytes of flash memory at bootflash:.

OK bytes of WebUI ODM Files at webui:.

SINIT: waited 0 seconds for NVRAM to be available

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/nol: %
11<DO NOT TOUCH. This is Zero-Touch Provisioning>>

Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)
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The process
The process
The process
The process
The process
The process
The process
The process
The process
The process

Guestshell enabled successfully

for
for
for
for
for
for
for
for
for
for

the
the
the
the
the
the
the
the
the
the

command
command
command
command
command
command
command
command
command
command

is
is
is
is
is
is
is
is
is
is

not
not
not
not
not
not
not
not
not
not

*** Sample ZTP Day0O Python Script

responding
responding
responding
responding
responding
responding
responding
responding
responding
responding

* Kk K

*** Configuring a Loopback Interface ***

Line 1 SUCCESS:
Line 2 SUCCESS:
Line 3 SUCCESS:

*** Executing

Interface

GigabitEthernet0/0/0
GigabitEthernet0/0/1
GigabitEthernet0/0/2
GigabitEthernet0/0/3

interface loop 100
ip address 10.10.10.10 255.255.255.255

end

show ip interface brief ***

GigabitEthernetO

Loopbackl00

IP-Address
unassigned
unassigned
unassigned
192.168.1.246 YES DHCP
192.168.1.246 YES DHCP
10.10.10.10

or
or
or
or
or
or
or
or
or
or

is otherwise
is otherwise
is otherwise
is otherwise
is otherwise
is otherwise
is otherwise
is otherwise
is otherwise
is otherwise

OK? Method Status
YES unset
YES unset
YES unset

YES TFTP

down
down
down
up
up
up

**x 7ZTP DayO Python Script Execution Complete ***

Press RETURN to get started!

Jaeva=vy |

unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable

Protocol
down
down
down

up

up

up

TA¥r JueVam I NETT5E,1I0S Ve I RT 7B AREEICR D F9,

Cisco Catalyst9000 ') —X X 4 v FDEEHO S

WDt varid, BudoyFroneya = 7oREin 7o IV EFRRLET, 20
Xou /i, FA RV ABREFBICHEDNIES, Python A7 U7 ERF A Ny = WZH D
ye—KREh, FA Rz AR e — KLz Python A7 U7 NEFATLTT A 2A%&T
APBICRELTNDZ EARENTWVET,

oo oo

FIPS: Flash Key Check
FIPS: Flash Key Check

Checking backup nvram
No config present. Using default config

Begin
End, Not Found, FIPS Mode Not Enabled
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! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero
work flow is

going to start.>

Cisco 10S XE Everest 16.6.x /5 &5 Cisco 10S XE Fuji 16.8.x ~
ot varTiE, py AV VS NEFATT HRIOEEI R 7OV I ERRLET,

Press RETURN to get started!

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*** Sample ZTP Day0 Python Script ***

*** ZTP Day0O Python Script Execution Complete ***

ORI varTE, TAERT R Y a = THICT AN RERTET D EERLET,
Initializing Hardware...

System Bootstrap, Version 17.2.1r[FC1], RELEASE SOFTWARE (P)
Compiled Thu 02/20/2020 23:47:51.50 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48UXM platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] O

boot: attempting to boot from [flash:cat9k iosxe.16.06.05.SPA.bin]

boot: reading file cat9k iosxe.16.06.05.SPA.bin

FHHH A I

Both links down, not waiting for other switches
Switch number is 1
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.
cisco Systems, Inc.

170 West Tasman Drive
San Jose, California 95134-1706
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Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.6.5, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

Checking backup nvram
No config present. Using default config

o
S
o
g

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
Motherboard Revision Number : A0
Model Number : C9300-48UXM
System Serial Number : FCW2144L045

$INIT: waited 0 seconds for NVRAM to be available

SETUP: new interface Vlanl placed in "shutdown" state

Press RETURN to get started!
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*Sep 4 20:35:07.330: %SMART_LIC-6-AGENT READY: Smart Agent for Licensing is initialized
*Sep 4 20:35:07.493: %IOSXE_RP NV-3-NV_ACCESS_FAIL: Initial read of NVRAM contents
failed

*Sep 4 20:35:07.551: %IOSXE_RP_NV-3-BACKUP_NV_ACCESS FAIL: Initial read of backup NVRAM
contents failed

*Sep 4 20:35:10.932: dev_pluggable optics_selftest attribute table internally inconsistent
@ 0x1D4

*Sep 4 20:35:13.406: SCRYPTO-4-AUDITWARN: Encryption audit check could not be performed
*Sep 4 20:35:13.480: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Sep 4 20:35:13.715: $LINK-3-UPDOWN: Interface Lsmpil8/3, changed state to up

*Sep 4 20:35:13.724: SLINK-3-UPDOWN: Interface EOBC18/1, changed state to up

*Sep 4 20:35:13.724: SLINEPROTO-5-UPDOWN: Line protocol on Interface LI-NullO, changed

state to up
*Sep 4 20:35:13.724: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to
down

*Sep 4 20:35:13.725: SLINK-3-UPDOWN: Interface LIIN18/2, changed state to up

*Sep 4 20:35:13.749: WCM-PKI-SHIM: buffer allocation failed for SUDI support check
*Sep 4 20:35:13.749: PKI/SSL unable to send Sudi support to WCM

*Sep 4 20:35:14.622: $IOSXE_MGMTVRF-6-CREATE SUCCESS INFO: Management vrf Mgmt-vrf

created with ID 1,
ipv4 table-id 0x1l, ipv6 table-id 0x1E000001

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 1 on Switch 1 is nocable

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 2 on Switch 1 is down

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 2 on Switch 1 is nocable

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 RO/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 RO/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 RO/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-ACTIVE ELECTED: Switch 1 R0O/0: stack mgr: Switch 1

has been elected ACTIVE.

*Sep 4 20:35:14.728: SLINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpil8/3, changed
state to up

*Sep 4 20:35:14.728: $LINEPROTO-5-UPDOWN: Line protocol on Interface EOBC18/1, changed
state to up

*Sep 4 20:35:15.506: %HMANRP-6-HMAN TOS CHANNEL INFO: HMAN-IOS channel event for switch
1: EMP_RELAY: Channel UP!

*Sep 4 20:35:15.510: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to down

*Sep 4 20:35:34.501: SLINK-5-CHANGED: Interface Vlanl, changed state to administratively
down

*Sep 4 20:35:34.717: $SYS-5-RESTART: System restarted --

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

*Sep 4 20:35:34.796: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to up
*Sep 4 20:35:35.266: $SYS-6-BOOTTIME: Time taken to reboot after reload = 283 seconds
*Sep 4 20:35:35.796: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/1, changed state to

down

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/2, changed state to

down

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/3, changed state to

down
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*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/4, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/1, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/2, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/3, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/4, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/5, changed state

to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/6, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/7, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/8, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:37.607: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/1,
changed state to down

*Sep 4 20:35:37.608: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/2,
changed state to down

*Sep 4 20:35:37.608: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/3,
changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/4,
changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl/1/1, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl/1/2, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl/1/3, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl/1/4, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl/1/5, changed state to down

*Sep 4 20:35:37.609: $LINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl/1/6, changed state to down

*Sep 4 20:35:43.511: AUTOINSTALL: Obtain tftp server address (opt 150) 159.14.27.2
*Sep 4 20:35:43.511: PNPA: Setting autoinstall complete to true for 159.14.27.2

*Sep 4 20:35:57.673: SPLATFORM PM-6-FRULINK INSERTED: 8x10G uplink module inserted in
the switch 1 slot 1

*Sep 4 20:36:19.562: [IOX DEBUG] Guestshell start API is being invoked

*Sep 4 20:36:19.562: [IOX DEBUG] provided idb is mgmt interface

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up guestshell to use mgmt-intf

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up chasfs for iox related activity

*Sep 4 20:36:19.562: [IOX DEBUG] Setting up for iox pre-clean activity if needed
*Sep 4 20:36:19.562: [IOX DEBUG] Waiting for iox pre-clean setup to take affect

*Sep 4 20:36:19.562: [IOX DEBUG] Waited for 1 sec(s) for iox pre-clean setup to take
affect

*Sep 4 20:36:19.562: [IOX DEBUG] Auto-configuring iox feature

*Sep 4 20:36:19.563: [IOX DEBUG] Waiting for CAF and ioxman to be up, in that order
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*Sep 4 20:36:20.076: $SUICFGEXP-6-SERVER NOTIFIED START: Switch 1 R0/0: psd: Server iox
has been notified to start
*Sep 4 20:36:23.564: [IOX DEBUG] Waiting for another 5 secs

*Sep 4 20:36:28.564: [IOX DEBUG] Waiting for another 5 secs
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:33.564: [IOX DEBUG] Waiting for another 5 secs
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:34.564: [IOX DEBUG] Waited for 16 sec(s) for CAF and ioxman to come up

*Sep 4 20:36:34.564: [IOX DEBUG] Validating if CAF and ioxman are running

*Sep 4 20:36:34.564: [IOX DEBUG] CAF and ioxman are up and running

*Sep 4 20:36:34.564: [IOX DEBUG] Building the simple mgmt-intf enable command string

*Sep 4 20:36:34.564: [IOX DEBUG] Enable command is: request platform software iox-manager
app-hosting guestshell enable

*Sep 4 20:36:34.564: [IOX DEBUG] Issuing guestshell enable command and waiting for it

to be up

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:38.578: [IOX DEBUG] Waiting for another 5 secs
The process for the command is not responding or is otherwise unavailable
*Sep 4 20:36:39.416: S$LINK-3-UPDOWN: Interface TenGigabitEthernetl/0/48, changed state
to up
*Sep 4 20:36:40.416: SLINEPROTO-5-UPDOWN: Line protocol on Interface
TenGigabitEthernetl1/0/48,
changed state to upThe process for the command is not responding or is otherwise
unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*Sep 4 20:36:43.586: [IOX DEBUG] Waiting for another 5 secs
Guestshell enabled successfully

*Sep 4 20:37:45.321: [IOX DEBUG] Checking for guestshell mount path
*Sep 4 20:37:45.321: [IOX DEBUG] Validating if guestshell is ready for use

*Sep 4 20:37:45.321: [IOX DEBUG] Guestshell enabled successfully

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.
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1 62 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.6.5

Switch/Stack Mac Address ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.06.05

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 4 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.06.05.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Permanent network-advantage

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.
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OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06

Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM

System Serial Number : FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 62 C9300-48UXM 16.6.5 CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset administratively down down
GigabitEthernet0/0 10.127.128.3 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
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Tel/0/3
Tel/0/3
Tel/0/3
Tel/0/4
Tel/0/4
Tel/0/4
Tel/0/4
Tel/0/4
Tel/0/4
Tel/0/4
Tel/0/4
Tel/0/4

BEfRER

7
8
9
0
1
2
3
4
5
6
7
8

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

GigabitEthernetl/1/1 unassigned
GigabitEthernetl/1/2 unassigned
GigabitEthernetl/1/3 unassigned
GigabitEthernetl/1/4 unassigned

Tel/1/1
Tel/1l/2
Tel/1/3
Tel/1l/4
Tel/1/5
Tel/1l/6
Tel/1/7
Tel/1/8
Fol/1/1
Fol/1/2
Loopbac

*** Configuring username,

Line
Line
Line
Line
Line
Line

o U1 b W N

*** ZTP Day0O Python Script Execution Complete ***

k100

SUCCESS: username cisco privilege 15 password cisco
SUCCESS: ip domain name domain

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
10.10.10.10

SUCCESS: line vty 0 15
SUCCESS: login local

SUCCESS: transport input all

SUCCESS: end

to4yF JOoEY 3=

ROFIZ, ZOFEY 2— /L THPLIHERICEAT L) ) —AFRERLET, ZORIE, V7
F7=7 VU —R Mo U TEEEEOY R— MPREASNLEZOY T 2T VY —R7
JERLTOWET, ORI, FFICHT Y B2 WRY . ZRLEO—#HO Y 7 by =7 U Y —
ATHYR—FENFET,

TTy RN T A —LDPR—IBIO A2 VT b 2T A A=VOVR— MIETHERE
53 5 12IL, Cisco Feature Navigator i ffl L &7, Cisco Feature Navigator (27 7 & 29 % |Z
X, www.cisco.com/go/ctn IZFE) L E 7, Ciscocom DT 77 MILEDH Y EH A,

27 DRERETRHR

password,

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

SSH

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
TEFTP

* Kk Kk

down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down

up
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down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down

up


http://www.cisco.com/go/cfn

| Foega=vy
tosyF Foeva=vrouiEs ]

£2: €04y F TOET 3= oI OsEER

HERER )1)—=2 HEREIE 2R
Yu #wF 7Y g = |Cisco I0S XE Everest Xy hU—7 Fueva=r 703
i 16.5.1a Xt A0, YA, Bar Ay
Cisco I0S XE Everest F oo vam BT BEALFE
16.5.1b L7z,
Cisco IOS XE Everest 16.5.1b Tix. =T ®
KEREIZIR DT T v b 7 —AICFEES
NTWE LT,
e FANzNVEYR—NT B0
D, #fK 8 GB ® RAM ##&# L7~
Cisco 4000 >V — X H— 24
Rl —ZEF)L,
Yo #vF 7o g = |Cisco IOS XE Everest Yo XyF oy a=r71%, HITP
v/ HTTP A v m— k| 166.1 BIORTFIP D7 7 AL X7 m— R

ZHR— b LET,

Cisco 10S XE Everest 16.6.1 Tl&, Z®
REIIR DT T » F 74— AICFEX

NTWE LT,
« Cisco 4000 > V) — X H— 2 S
W — %

» Cisco Catalyst 3650 ' U — X A A

?:
» Cisco Catalyst 3850 ' U — X A A
?
* Cisco Catalyst 9300 > U — X A A v
?;
» Cisco Catalyst 9500 >V — & 2 A v
a:.
Cisco 10S XE Everest Z OR%REIL. CiscolOS XE Everest 16.6.2
16.6.2 T, Cisco Catalyst 9400 >V — X 2 A v

FIZRESNFE LT

Cisco 10S XE Everest16.6x 7045 E YT avI4F¥aL—vav A4 F |
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5.
IPXE

iPXElX, Xy NI~V T—FT 4 T DA —T 1 AZ 2 H— KT 5 Pre-boot eXecution
Environment (PXE) OYEEMRTY, ZDOE Y 2 —/LTiL, iPXE HER L ORREHEIZ DWW T
B LET,

¢ iPXE [Z2OWT (25 —)

« iPXE O EHE (34 X—2)

« iPXE OEER] (35 X—)

s iPXED NT TN a—T 47D (38 —)

« iPXE (2R3 2B MfEHR (39 ~—)

« iPXE OERETF#H (40 ~—2)

IPXE [2DINT

iPXE [ZDULVT
iPXE X, Xy NIV—2 T =T 4 T DA —TF 2 A B ¥ — KT % Pre-boot eXecution
Environment (PXE) ODIL8RRI T,
iPXE ® v b7 — ME, kERELET,
«IPv4 BLOIPV6 712 b =L
« FTP/HTTP/TFTP 7 — h £ A=Y DX 7 m— K
c A A=V ~DHDIAB A7 VT K

* Dynamic Host Configuration Protocol /N—<" 2 > 6 (DHCPv6) D7=®HODAT— NV A T R
ABEFRE (SLAAC) BLUPAT— R 7P A ED/NNY =— 3> 77—k URL,
BEROIPV6 L—F T RNRNZ A XA MG LT DHCPV6 A 7Y a DN T A—H

A\

GE)  Catalyst9000 > U — X A A » FTIL, IPv6 ITHAR— F SN TNE
A,
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B rcom=
vy hTJ— FEH
Fy b T =T 4 YT OEREMT, RO LEBY TT,
« WUNZERE & 7= DHCP Y—/%,
« FTP/HTTP/TFTP Y — R ECERATHRE/RR T — h £ A —,
e Xy NT—7 R=ZAD Y —=ANHEINTHLIICERESINTZT A A,
iIPXE D=

Ky NU—7 T—ra—&F, %y hT—27 R—=2AD Y —ANnELEDT — ML Z Y R— KL
¥4, 7— bhe—&L, HTTP. FTP., 72X TFIPH— Nl H DA A=V LET, R
fNO—2 77— F V—2Z  iPXEDO LS5V YV a—a AL TCHEBBEINET,

iPXEILLVD, 7T DF AL ADFy T —2 7 — PR A[REICR Y £, iPXE 7 — k
F— FZE, O3 SDEATNHY £,

«iPXE %A L7 7 b :iPXE * v NV —7 7— &4 L CE# L £ 9, IPXE TIMEOUT
ROMmon £t & H L C, iPXEFX Y NT—27 T — DX A LT 7 N EDENLCHELE
9, iPXE ¥ A A7 7 M ERET D21 boot ipxetimeout =~ REMHLET, A A
TN ERBT S E, TARA AT IRT VT 4 T 0 ET,

«iPXE #ifR72 L : iPXE * v hU—2 7— R & L CEEI L £, boot ipxeforever =1~
RBHE SN TWDEE, 77354 AL DHCP ZRZ#IfR7Ze L CEE L ET, ZAULIPXE
DHE[MEH 7 — R TT (DFV, 77— br—XL, H%h72 DHCPILE %% 1 Bl 5H % TDHCP
FORZBRZR L CEET LD, TAM A T—bERiFa~vry R e 7 M7 +—
Ny 7352 LEHYEFA) .

cTFNRAL A TBREISNTWAE—HL T34 2D BOOT {752 E~TT—FLET, 734
AT — " DRRESNTHE, FESHTWAIPXE TIMEOUT ROMmon Z8 47 1 547 &L %
T TRAAT—HNI, T7HNV DT — b =TT,

GE) IO =a T VT, FEIT - EWO HELEDNTCWET, FE)T— ME. ROMmon D
Vo — RE{TIMNEIDERET DT T 7 TY, T34 A5 ROMmon T— DAL, Fi)
Thoot =2~ REFEITTHILENDH Y F7,
iﬁf%bﬁl_mﬁéhfw WA, ROMmon F72135 34 2 a7 BT 75 4 71T

R0 FET, FET— FROICREINTWVDIEA. 73 X3V rn— RS E T2, ROMmon
— RWEX7 77 4 70 F8 A,

ZZ Tk, iPXE 7— ha—Z OEEIZ OV T L E9,
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1:iPXEJ—rO—4Z0OT—9 70—

Power QM G

[HACE discoser

irxe oz i

DHGP Sarval Wb Seaven

Hera's my LID! Give me an P,
Whal imape can | boolt How
i | e thas remolie serser?

DHCP olles

DHGP raes]

our (client) 1P addness: 104 46 248
Mt server I address. 1000441

Hoad file masme- hlp 00 44 1 iplatlcem
ool 5/ Timean 162,200 Tow- -tacdlbo.bin

DHHCP Ak

HTTP “tiel” - Denali1 321 Prow-thecfile b

| Sch downiads
i g sl

HTTP 204 Ol

| Bt .

TGP Transhes

1. 7— o —% 7 DHCP E:RAZ%EELET,

2. DHCP &2,

41

o' s (v

IPT7 RLAEDT—K T7ANVENREENLTHET, 7—h 77 A4L

K%, 7 — b A4 A= N TFTP % —/N (tftp://server/filename) . FTP H—/N
(ftp://userid:password@server/filename) . F£ 721X HTTP ¥— 3 (http://server/filename) 7> 5
BigGashsZ &R L TC0ET, BIEDIPXE EEXEH AR — & (GigabitEthernet0/0) 7
ZREH L CEMET 272, il Sk /b AN — b &S L CEE S415 DHCP 2R (I AR — b &
NTHERA,

3. T—brr—FNRy NU—0 V—=ANPbA A=V EF T m— L TEHLET,

4. DHCPJGEMNZEINRWEE, 77— e —4 X7 — h F— FOREIZHLSVWT, DHCP
FORZWIRZ LC, EI3E SN MM OMEG Lkt £3., A4 A7 0 EBET S
L T b —HEFT AR AR—ADT — MIRED £F, REINZT— K T— KR
ipxe-forever OG5 DI, 7734 A% DHCP R A HIBR72 L CTiEfE L ¥ 7, ipxetimeout
T—=bFE—Ravy FARESN TV D5E . DHCP ERITIEE S RRIC DTz - Tk
BEN, FALT T IPRBTDHE, TAAT—NE=FRRT 7T 47120 ET,

FH# 7 — FREN IR TWDHA, 7T — hua—F3,
HANT, TRA R T = eETTENFRY NT—0 T— b aFTTH0ERELET, F
7 — FBEDE NI D BT, 7 — b —ZEBOOTMODE £%t % i fH L T, T/3A
AT —h Xy NIV—7 T—= b DELLEFTTHNERELET, FEHT7— MNE, =—W
|2 & T boot manual switch =~ > FRREFATHLZ LA B®RLET, FEI7 — FAVEER)
WO TWALEBILT NA A%V n—RT5 &, B 7o XAR ARG ILET,

iPXE EZNIZ 72 > TV DE5GE1E. 735 ZORBENFIEDOREIZ, BEAFD BOOT B ONEN
fEA & E4, BOOTEEIZIE, % v b U —27 ~X—Z® Uniform Resource Identifier (URI) (7=
& ZUXL httpe//, fipdl, thipd) BEENTWDIEERHY, Fy NI —7 7— bBRB S E

FE & 72 ROMmon iPXE ZH OfEIZ
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To LWL, Ry hU—2 A A=Y RAOEFFIZDHCP IIfEH S E¥ e T/A AP T R
L Z1%, IP_ADDRESS 2/ 6 WG S E 3, BOOT BEITIZ, TXA ADT 7 AV AT
L NR—=ADNRAPEFENTNDLEELHY . ZOGEIE. T/ ADT 7 A ) VAT b N—
ADT— MBS E T,

EENZ M &5 DHCP Y— 3%, ®AHID (PID)  (DHCP A7 = > 60 THIBIATRE) |
V=D TINES (DHCP A7 3 > 61 THBIAEE) | £7/21ET7 /34 ADMACT KL
AEMHL T, T3 2%&i#BT& £9, showinventory £ L U show switch 2~ R T4 7
NAZATINHDEEFRRLET,

&Iz, showinventory =~ > FOH B R LET,

Device# show inventory

NAME :“c38xx Stack”, DESCR:“c38xx Stack”
PID:WS-3850-12X-48U-L, VID:V0l , SN: FOC1911V01lA

NAME:“Switch 1”, DESCR:“WS-C3850-12X48U-L"
PID:WS-C3850-12X48U-L, VID:V0l , SN:FO0C1911VO1A

NAME:”Switchl -Power Supply B”, DESCR:“Switchl -Power Supply B”
PID:PWR-C1-1100WAC, VID:V0l, SN:LIT18471460Q

k> ROMmon 24775 iPXE IR E SN TV O BERH Y £,
* BOOTMODE = ipxe-forever | ipxe-timeout | device
* [PXE_TIMEOUT = seconds

IPv6 iPXE ry FDJ—49 J—F
Catalyst 9000 >V — X A A v FTiX, IPv6 (T AHR— FINTWEHA,
WwDOKIL, Cisco T35 A LD IPv6iPXE X v hU—27 7 — FOEIEEZ R L E7,
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IPv6iPXE 2y k7—2 T—+ |

IPuE Booting Supporling DHCP Sarver Web Sarver
Device Device

= = ol

Power ON (D-
Default Router
an:ﬁ:t:c Router Solicitation ) )
- Here is my DUID, give
me an IF, what image
Router Advertisement can | boot?
b
DHCPwE Salicit / _\
[+ DHCPvs
e DHCPvE Advertise Massage typa: Advertise (2)
Transacton |0 0xBdac3d
DHECPYE Request b Identity Association for Non-termporary Address
b Client Identifier
F Server Identifier
EHIE Fepl F DNS recursive name server
¥ Domain Search List 1)
HTTP GET
HTTP 200 OK
-
TCP image transfer §
N A

wiT, LIBORO 4 SOEFZEHILET,
«IPv6 7 — K /34 A 1 iPXE 7 — MZ Lo TRET D7 /31 A,

e IR—FFN_NAZ:IPV6 T RLAT, L—Z T KRE AL XX b (RA) AvE—T%4
KT B X D ITERE X7z Cisco T /31 A,

N

GE)  ZOMTIE, IPv6 77—k T34 A, $R— K T4 2 BIW
DHCP — %, RICH 7%y b kichv £7, =L, F—
N T34 AL DHCP H— "3R8 507 x> h LIk 255,
Iy hT—JHNIZ) L—x2— 2 bERITALENRD Y £,

« DHCP #— : fEE DA —7 > ) — AP DHCP #—/3,
e Web — N EEDA—T L V—AD Web H—3,

ZOME T, IPV6iPXE 7 — k a2 &#MBA L ET,

1. T3 AlE, N—HZEFETH D Internet Control Message Protocol IPv6  (ICMPv6) 4 A 7133
Ny Mea—Rn TRy b EOIPv6 T3 RTIEE LET,

Cisco 10S XE Everest 166x TR 5<EU T4 avIq4¥aL—>avAq4F ||
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a—A YT 3y b EOIPV6 T3 AlX, RA TH D ICMPV6 % A 7 134 /37 v hTIRE
LET, V—HEHERA v =V EEEFELET A, AL, AT — ML AT KL ZAHERE

(SLAAC) 7 RV AZFEREEDLT-D, RANXT Yy b OLT 74V V=2 LT LT 4y
7 ADIERERSLET,

T34 AE, DHCP/X— 3 6 (DHCPv6) EitA vt —T %, ¥ XTCHODHCP=—Y =
v RIOoOWT, wAFFXY AN A —F T KL R 0212 1B ELET,

RIZ, iPXE 7 — K DFED DHCPv6 557 > FD T 4 — )V ROFl R LET,

DHCPv6
Message type: Solicit (1)
Transaction ID: 0x36f5f1
Client Identifier
Vendor Class
Identity Association for Non-Temporary Address
Option Request
User Class
Vendor-specific Information

DHCPv6 B A v —VI2iE, ROERNPE TN TWET,

« DHCP EAZ#E] T (DUID) : 7 547> F&#8 LEJ, iPXE Ci%. DUID-EN %
R—=HFLTWET, ENIEZ, =¥ =TT A X% (EnterpriseNumber) DM TY, =
@ DUID 1%, XU & —{ZE) 4T HnzEA OB IZE S TnET,

*« DHCPv6 A7 23
« DHCPv6 7> =1 6
« DHCPv6 47> = 15
* DHCPv6 A7 2> 16

*« DHCPv6 &7+ 3 > 17

DHCPv6 Hh— SI3ERE STV DS, TOH— N, 1288y MIPv6 7 KL A, 7 — kK
7 7 A L ® Uniform Resource Identifier (URI) . KA A Y X—2& A5 A (DNS) H#—
BELORAA URBEY AR, ROWNZY 74T hEH—30D ID % & Te DHCPv6 7 KN
HARXNRFy NCIRWELET, 27747 FIDIZIEZ T4 7> b (ZOKTILIPV6 7 —
k F34 Z) @ DUID 28, $— 31D (21X DHCPv6 #—/3D DUID 73, FHhEFN&EN T
WET,

FnNEZT, 7947 MEI, AT AN I —7 7 KL X ff02::1:2 |Z DHCPv6 3
RNy FEBEL, T RRNX A XEINTZNRNTA—XEERLET,

V=N, 774 T bV T a—Hhv (FE80:) D IPv6 7 RL R|Z2=F % A |
DHCPv6 iZ % L ¥4, &KIT. DHCPV6 J&ZE 4y v 7 4 — )L ROFZRLET,

DHCPv6

Message type: Reply (7)

Transaction ID: 0x790950

Identity Association for Non-Temporary Address
Client Identifier
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ROMmon €—

\}

ROMmon E— KT IPv6 7 KLZDEY 4T [

Server Identifier

DNS recursive name server
Boot File URL

Domain Search List

7. WRIZ. T8 AL, Web — I HTTP GET EXR 2 #E L £,

8. HRINTAA—VUNREINT/NATHEHEE/ LS. Web —/ X, HTTP GET Z3Kk
IZOK iR L £,

9. TCP A A—UHEHEIC LV A A=V abr—Sh, TS ABEEHLET,

FTDIPv6 7 FLADEIY HT

G¥)

iPXE A\ H-7R—

N

Catalyst 9000 > U — A& A A v F TlE, IPv6 1TV AR — SN TWEHEA,

DHCP 7 A4 7 it IROESNENLZ 4 LT, ROMmon T— K THEHT 5 IPv6 7 KL &
PWRELET,

1. DHCP V—RZX->TEHV Y THNEZT KL A

2. A7T—hFL AT RLZAEFHEE (SLAAC) 7 KL &

3. Vo rua—hiL T RLXA

4, YA bu—hHL T KL A

FTNRAAEI, A A=V H T — T E5DICDHCP Y — N X > CEID Y ToN=T FL A &fEH
L %4, DHCPv6 — 337 KL ADE Y Y TIZRIR LTZHE. 7351 21, SLAAC 7 FL
ZADOFEHAEZFRITLET, DHCP — NI Lo TEID Y THENZT KL AL SLAACT FRLAD
WHEPEHTERWVGEA, TXA R F, Vora—h VT RLVAZERALET, 2720, A

A—=Oav’—EEFITITHWIL,. UV E— k FTP/HTTP/TFTP — "3 F 34 2 LRI L —7h
VYT Xy N BIZHDEZLERHY £97,

BHID3ODT RUANMEHTERWEE, T35 A%, HERICAER SN DA ha—h
T RUVAZMHALET,

F4BHDHCP AT 3>

iPXE 7 — ME, ROMmon *E— KT ® DHCPv4 3 L O'DHCPv6 47> = & AR — kLT
£

GE)

DHCP A7 a v 77 SO AT 2 3 %, Catalyst 9000 &V — X A A v FTiEH R — b Eh
TWEH A,
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*DHCP A7 v a7l :a—V 7T A2 4T ary, ZOF 7Y aid, DHCP B 7 v
MZEBMEND DT, iPXE &0 ) XTFINCHELWVMEEZZATWET, 2047 a v
%, DHCP — 0567 — 57200 A A—Z¥ET iPXEDHCP 7 74 7 > k%45
THRRIEH S NET,

WIZ, ISC DHCP $—/ 325 M DHCPv4 %€ C. 47> a v 77 DA R EN TV 5 4
PRLULET, ZOBNCBITAIEMET. 7Y a v TTREELTEY . CFHiPXE 124
LWEBAIE. A A—D07T—1F 77 A LDURIDT RRZ AL RXEINDHZEERLET,

host Switch2 {
fixed-address 192.168.1.20 ;
hardware ethernet CC:D8:C1:85:6F:11 ;
#user-class = length of string + ASCII code for iPXE
if exists user-class and option user-class = 04:68:50:58:45 ({
filename "http://192.168.1.146/test-image.bin"

}

DHCPv6 A7 a 15 a—H 7T A4S g, ZOF 7> 3%, DHCPv6 Eig A v
=D IPV6 22— 7 TR 4723 T, KkiZ, ISCDHCP — X TEH/ZESI N T
HA T a 15 OFE R LET,

option dhcp6.user-class code 15 = string ;

WwIZ, DHCPv6 7' 2 > 15 BMERA & TV 5 DHCP — R EDHIZ R L £9,

#Client-specific parameters
host switchl {

#assigning a fixed IPv6 address

fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal format contains: DUID-type"2" + "EN=9" + "Chassis
serial number"

host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

#User class 00:04:69:50:58:45 is len 4 + "iPXE"

if option dhcp6.user-class = 00:04:69:50:58:45 {

option dhcp6.bootfile-url

"http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

}

DHCPv6 7 a 16 : XU F— 7 FAFFar, T4 208 ID (PID) 2a %
NTWE9, PID X, showinventory =~ > KO H /)& 7215 MODEL NUM ROMmon 245
NHRFETEET, 733 161X ISCDHCP — DT 7 4 )V hOA T 3 v Tkl
VROEDITERTDHZENTEET,

option dhcp6.vendor-class-data code 16 = string;
RIZ, DHCPv6 A 7'v 5 v 16 BMEH SN TWARER 2~ L E T,

# Source: dhcpd6ConfigPD

host hostl-ipxe6-auto-hostl {
fixed-address6 2001:DB8::1234;
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puerve E5AT [}

host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:

43:31:38:33:31:58:31:41:53;

if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:53:2D:

43:33:38:35:30:2D:32:34:50:2D:4D {

option dhcp6.bootfile-url
"http://[2001:DB8::46]/platform-pxe/hostl/17jan-polaris.bin";

WDFET, ZOHNIEREINDIEERT7 4=V REHALET,

RIYUOTIVHEAT 1 —ILFDEHRBA

J4—ILFK Bl
dhcpé.client-id 7747 v MRl $ % DHCP EA 7050+
(DUID)
dhcp6.user-class DHCPv6 A7 a 15, a—W 752 FF
>va v,
dhcp6.vendor-class-data DHCPv6 47> 3 > 16, AA v F ORI ID
(PID) ZGie_o B — I TAKX T a,
BT —FR TR WY KL A% ZRk$ % DHCPv6
F a3,
ALY DHCPv6 A7 a v 17, 2|04 T

HILTCWDAT X —TF T4 XD 9 &g ie~
V=R T a vy

dhcp6.bootfile-url 7 — K 77 A /L URI % %K 3 % DHCPv6 A
a6,

DHCPv6 [& % & Al F
Catalyst 9000 & ) — X 2 A v FTiE, IPv6 114 H— b SRTVERA,

RFC 3315 12 L » TEZRIN TV 5 DHCPvG6 #%5+ (DUID) 121, RO 3IFEELH Y £,

*« DUID-LLT : DUID UV > 7 @7 R L A L Hf4), DHCP 7 /34 R ZEHE L TWD Ry hU—

T AHE =T A AD) 7 BT R R, ARENTZGL DX A DRAK T HBIME N
7=HbDTY,

* DUID-EN : EN %, =% —7 5 A X% (Enterprise Number) DHETY, Z D DUID I,
AR FE—IZENY B THNEA D ID 2SN TV ET,

* DUID-LL : DHCP (7 A 7 ¥ FY—23) TS RZHKABNIEHR SN THWD Ry hT—
T AVEBE—=T A ADY BT L A& LB S5 DUID TF,
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A FNA AL, DHCPZ 74 7 b (DHCPv6 B X7 v NNDT A ) Zi#Bl4 50
IZDUIDEN (DUID # A 7'2) ZHLET,

iPXE DEXTE 77 i&

iPXE D% E

FIE

AR NFERERTOIVa Y

=)

ATy T

enable
B -

Device> enable

it EXEC E— FE Az LET,
s NRAT—REASILET (FERX

7-55

o

ATy T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
T— F&EBHEBLET,

ATvT3

* boot ipxe forever switch number

* boot ipxe timeout seconds switch
number

1 -

Device (config) # boot ipxe forever
switch 2

1

Device (config)# boot ipxe timeout 30
switch 2

BOOTMODE ROMmon Z% %% 7E L £
7,

s forever %¥— 7 — Ki%. BOOTMODE
ROMmon Z %% % IPXE-FOREVER &
LCRELET,

e timeout ¥ —7U— RN,
BOOTMODE ROMmon Z 3%
IPXE-TIMEOUT & L CREL £

ATvT4

boot system {switch switch-number | all}
{flash: | ftp: | http: | tftp:}
fl

Device (config) # boot system switch 1
http://192.0.2.42/image-filename

F720%

Device (config) # boot system switch 1
http://[2001:db8::1]/image-filename

BE LB N A A=V a8 LE
ﬂ—o
« J&— b ® FTP/HTTP/TFTP #—/3

(21, IPv4 E7213IPv6 7 R L 2 %
AT ET,

cAMPSIZNIZIPV6 T KL 252 AT
THMLENHY FT (RFC 273212

WoT) o I LRWESE, 731
AT L EH A
G¥)  Catalyst 9000 >V — & &

A > FTIE, IPv6 T
A—hFINTWERHA,
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AU RFERETOVa Y

B8

ATy TH

end

1

Device (config) # end

Jua—\)L a7 4 Xal— g
F— REHT L., FHE EXEC E— RIZ
RY £,

TINA R T—FDEFE

T 3A A 7— X, noboot ipxe F 721% default boot ipxe =~ > KOWTFnZH L Ci%iE

TEET,

FIE

ARV RFERETIVa Y

E:)

&

enable
1 -

Device> enable

Hi#E EXEC E— &A% LE T,
e NRAT—RKEANLET FkEh

-5

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_ a7 4 F¥al— g
E— FEBBLET,

ATvT3

* no boot ipxe
- default boot ipxe

1

Device (config)# no boot ipxe

1

Device (config) # default boot ipxe

TNAAT— b eRELET, T 74
JIWEDT—F FT—REIT A A T— |
VC‘TO
FNRAATT 74V M REEZAHIT L E
j‘o

ATv74

end

1 -

Device (config) # end

Ju—sLar7 4 ¥al—vay
F— FEHKT L, Kt EXEC £— R
BYET,

iPXE D% & 5
5 : iPXE ¥& R

LITIE, T3 ANRA A=V TREIT 5 E T, DHCP ZERZHRAR L THET L LD

17 iPXE % 3%

ET DB 2R L THNET,
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Device# configure terminal
Device (config) # boot ipxe forever switch 2
Device (config) # end

IFIE. 7— b E— N % ipxe-timeout ([ZFRET 2 HFIEDOHIZ R LET, REIN TV
HHA LT U MEIZ200 T, REINTNDZ A LT U MEHEZIZ PXE 7 — b

FEENELET D2HE, RESNTWDLT NS AT — "R TI7T 471V ET, 20
BT, BREHRHDT /XA A 7 — NI http://[2001:db8::1]/image-filename T3,

Device# configure terminal

Device (config) # boot ipxe timeout 200 switch 2

Device (config) # boot system http://[2001:db8::1]/image-filename
Device (config) # end

N

GE)  Catalyst 9000 > U — R ZA v FTlE, IPv6 IZV AR —F SN TWEEA,

HUTILDIPXET—F o4y

KIZFRTOE, ROMmon F— ROF AL ANEOH L F—k gl T4, 22T
%, ipxetimeout =~ > REZEH L7 Foh 7 — FARESNET,

switch: boot

pxemode: (ipxe-timeout) 60s timeout
00267.887 ipxe_get booturl: Get URL from DHCP; timeout 60s
00267.953 ipxe get booturl: trying DHCPv6 (#1) for 10s

IPvé:
ip addr 192.168.1.246
netmask 255.255.255.0
gateway 192.168.1.46
IPvG6:

link-local addr fe80::ced8:clff:£fe85:6£00
site-local addr fecO::ced8:clff:£fe85:6£00
DHCP addr 2001:db8::cafe
router addr fe80::f29e:63ff:fe42:4756
SLAAC addr 2001:db8::ced8:clff:fe85:6£f00 /64
Common :
macaddr cc:d8:cl:85:6£:00
dns 2001:db8::46
bootfile
http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb28--13-54-50
domain cisco.com
00269.321 ipxe get booturl: got URL
(http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb-28--13-54-50)
Reading full image INTO IMEMOTY e et oo e oo re e s eet s et e o et s ret s ee o eae s eee s rer s e e s s o
Bundle Image

Kernel Address : 0x5377a7e4

Kernel Size : 0x365e3c/3563068
Initramfs Address : 0x53ae0620
Initramfs Size : 0x13a76f0/20608752
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iPXE A4 > 7L DHCPvG H—/ \#iF [

Compression Format: mzip

iPXE FD 4> 7)1 DHCPv6 H—/ \#& Rk

WIRT O, ZIHIZ ISC DHCP $—/37> 5 B 5 472 DHCPv6 Y — /R T4,
FHAIC LT # 3D AT, <k EHH L Wb a2 T,

Default-least-time 600;
max-lease-time-7200;
log-facility local7;

#Global configuration

#domain search list

option dhcp6.domain-search "cisco.com" ;

#User-defined options:new-name code new-code = definition ;
option dhcp6.user-class code 15 = string ;

option dhcp6.vendor-class-data code 16 = string;

subnet6 2001:db8::/64 {
#subnet range for clients requiring an address
range6 2001:db8:0000:0000::/64;

#DNS server options
option dhcp6.name-servers 2001:db8::46;

}
#Client-specific parameters
host switchl {
#assigning a fixed IPv6 address
fixed-address6 2001:DB8::CAFE ;
#Client DUID in hexadecimal that contains: DUID-type "2" + "EN=9" + "Chassis serial
number"
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;
option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

DHCP ¥ —/X o< ROFEMIZ DWW TIE, ISCDHCP —/X @ Web %A h&ZZR L T
<TEEV,

Z OFREFITIE, dhepb.client-id 47> 3 VNI AL v FEHHIL, T H—TTA XY
FA 7 FDUID X £9, 7747 hDUIDIE, 16 #EZ D 00:02+00:00:00:09
+ DV —Y VI TNANEBSEHET LI TEET, 22 T2 4 —7F
ARV FA4T > FDUIDZA 7, 9F Rapx % —75 A4 XDUID O THIF /= —
KeZzhtTnz L, 16 #EXTOY ¥ — U T AEFD ASCII 22— R s £
T, OV UTNDAAL v FDY v —3 U TILEZIL, FOCI831XIAS T,

T—hk 77 A4V URLIZ. $BEESN7ZDUID ZEH L TOHARAL v FITT RRF AL RE
nEJ,

DHCPv6 X ¥ — 7 5 A+ 7 a2 16 H, DHCP — LD AA v F ZiHBIT57=
ODEATEET, F 74 M TiE. 2O DHCP 47 = >3 ISC DHCP #— N2 k-
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THR—FENTWERA, TNEZ2—VFERZROL T a b LTERTHITIE, K
DEIITERELET,

option dhcp6.vendor-class-data code 16 = string;

IR DX, AA v FREID 28 L TR S 7= DHCPv6 R ¥ — 7 5 A F7
a6 2SN T AL v TF Zi#BI7T 5. DHCP H— ORERLF] T,

# Source: dhcp6ConfigPID

host edi-46-ipxe6-auto-edid6 {
fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:
46:4F:43:31:38:33:31:58:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:
53:2D:43:33:38:35:30:2D:32:34:50:2D:4C {
option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin";

}

Z ORI TIX, dhep6.vendor-class-data 47> = > (X, DHCPv6 47> = > 16 &M
L ¥£7, dhcpb.vendor-class-data T, 00:00:00:09 (X A 2 D= & —7F A X DUID,
OE (X PID OE X, BXLU¥ED 1% 16 #FXo PID T9, PID %, show inventory =~
¥ K% 721X CFG_MODEL NUMROMmon Z# DM ) bRET L2 b TEES, 2
OV TR CTHEH S5 PID (%, WS-C3850-24P-L T,

Y —/ M D DHCPv6 47 5 > 3 L OVDUID (&, ISCDHCP %— DA A K7 A
(W~ T, 16 RN TIRET 2 LERH Y £,

- — N ~ — ~ N -~
iPXED SOOIV a—T1420DE R
ZOETIX., NI TN a—TFT 47Dy " EHPALET,
o BIRFEARFIZIPXE 7 — b 03ERMbEND &, T35 A, & #IZ DHCPv6 Eif A vt —
COREEFRITL., FO% T, DHCPUARKRIEA v E—VOREEZRITLEST, 77— E—
K723 ipxe-forever D4, T3 AT, 2O 2 0EHIRA L CKE Lt £,
« EZENE— RN PXE ¥ A A7 7 FOBE, T3 AlX, &I DHCPv6 Eif A vt —

Z. IRICDHCPVA R A v B — V2 %G L2, XA L7 0 MR TS L. T34
AT —MITx =7 LET,

«iPXE 7' — N2 H§ 212013, 2V —LIcy U T LA 7 25 ELET,

UNIX Telnet 7 714 7 h & H L TWAHGATX, Cul F—Z2 M L72RET ] F—2 7
EL TULAINREEESNET, ZOMD Telnet 7 74 7 b E2EHA L TCWAEE. 721X
VU TR — MIEEER L CWAHEAIE. 7L A 7 0XEDO Y T—1E, BloF—A b
n—7 ¥zt a~vr ROEERH Y £7,
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ipxe (<7 pemiEs ]

¢« DHCP H— NI A A= TIET 5 H DD DNS — 30378 2 N A iR T WA
DNS T8y 7G5 LE T,

« HTTP H— O 27 A 45121k, HTITP 2 E—%2/H L C, HTTP Y — 5080
TN T ANET AL AZa—LE T, 72 21X ROMmon 7' 7 T, copy
http://192.168.L.1test null: (7 7 v v aM@Eiie v 7 S TEBY, 7 A MINull 734
AZfERT 20BN H 55A) £ 7213 http://[2001:db8::99]/test & A1 L £,

« FEIT — AL ENTEBY, 77— M E—KKBIPXEX A LT U MTHIEE., T/
ADNEIRBEARFIC AEIMICEE T2 2 Li3d Y A, ROMmon E— K Thoot =<2 N
EETLET, 77— N e AREREARICHB TRAET 2 L2321k, FE7—
[ 1343) ) Al = S

«ROMmon E— F D IPv6 7 RL AT 7 /L b JL—F & EHBIED [Pv6 /8T A — X &5
RTAHICIE, netb-show =~ RZ2HEHALE1,

s REIZHS T, net-dnep £7-1F netb-dhep =~ > REFHEMA L EF, net-dhep =~ K
!X DHCPv4 D7 X ~ =<2 R, net6-dhcp 2~ NiE DHCPv6 D7 A F a~< > T
‘ﬁ‘o

« ZRTEMRT HI2IE, diga~> REHEHRL £,

s Web Hh— 305 D HTTP JR& o — R&2FRT HI121E, HTTP T 3w 7 v 72/
—a—O

¢« SLAAC 7 FLARARENRWEE. IPVORA A v — 524210 —42 08350 £4
o ZDA. IPv6 TOIPXE 7 — MI, Vo rn—bVEREY A ha—b1D7 KL
ATOHRMEATEET,

iPXE (B89 % EMNTEER

E&E
BEhEEE Y=aT7ILAA L
sy Vs av R [Programmability Command Reference, Cisco IOS XE
Everest 16.6.1
BEE K URFC
£ /RFC S84 R
RFC 3315 ['Dynamic Host Configuration Protocol for 1Pv6 (DHCPV6).J
RFC 3986 ['Uniform Resource I dentifier (URI): Generic Syntax/]

Cisco 10S XE Everest16.6x 7045 E YT avI4F¥aL—vav A4 F |
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SRADTY ZHIL YR—F

A s

AADYR—kWebH A FTix, v AaDHEGET 2 7 v v — | hitpr//www.cisco.com/support
BTN TNy a—T 4 U 7B RILTWERET 5 L )12,
YA T ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEVORGE DX 2 U T 4 FRSBINEREAFT S0,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

iPXE 0D #%8E1E

WORIZ, ZOFEY 22—V T LI-MEEICET 2 ) VU —2FHRERLET, ZoRIT, V7
F7 =27 VDU —RX ML A U TEEEOYR—INPEAINTZLEEOY T =T U Y —X72
FERLTWET, ZOMEEITZ, BTk BNRWRY . ZRLUEO—#HOY 7 k=7 U Y —
ATHYR—FINET,

TI R T A —LOYR—FBLOV AT YT T 2T A A—VOYR— MIETHHERE
s3I, Cisco Feature Navigator {8l L £ 3", Cisco Feature Navigator |27 27 £ 2§ %2
X, www.cisco.com/go/ctn IZE) L £9, Ciscocom DT AT MILEDLYD FHA,
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% 4:iPXE DH%REEER

iPXE DH#ERETE R .

HaE

iy

Jy—=

HAETEEHR

iPXE

Cisco IOS XE Denali 16.5.1a

Fv hT—27 7—ka—X&%, IPv4/IPv6
TNRAAR=ZRE TRy hT—7
NR—=ZDEEFTN D DT — ML Z
AR—rLET, Xy hU—2 77—}
V=R, iPXED X H 7YY a— g
VEMH L THBICHRE S D E
N0 EF,

ZOMRRIX. RO Ty R T F— AT
HEINTWELE,

* Catalyst 3650 > U — X A A v F

* Catalyst 3850 >V — X A A v F

Cisco IOS XE Denali 16.6.1

iPXE IPv6 (& Catalyst 9000 2 U — X A
Ay FTEYR—- PSRN THEE A

ZOMEEIX. RDOT T v M7 F— AT
FHEINTWEL,

s Catalyst 9300 >V — X A A v F

* Catalyst 9500 > U — X A A » F

Cisco IOS XE Everest 16.6.2

Z ORREIX. Cisco 10S XE Everest 16.6.2
C. Cisco Catalyst 9400 > U — X A A v
FIZEEEINE LT,
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* Python API (63 ~X—<)

« CLI Python <& ¥ 2 —/L (69 ~2—3)
* EEM Python &> = —/b (77 ~X—7)






!

i

AT

FA N ¥ IR &7z Linux _X— A DEREE T, Python 72 ED B AKX A Linux 77V 77—
v a a7 LT Cisco 73 A% HEVCHIEIR LOE T 272 0ICRKFF SN TWET, v A
FAOHBZREYa =27 (F4 €r) bEENET, Z0OaVTF v=lid, KA LT
WA RMOGBESNEZEREEAZREELES, =2—WFxZ2zZ T, A2 VS MERIFY T B
VT N lr—VkA VA=V L, EITTHZENTEET,

ZDFEVa—VTIE, FARN VoV EENEAINCT 2BV THALET,
o« A DN T2 UIZDONT (45 —)
« FAN v VEAMNIT D HE (51 =)
« AN VxVORRER (55 —)
« FA L v NVIZHET D EDMDOBEEE (59 RX—)
AL V= OERERHR (59 X—)

XK )LIZDUWT

AT )LOBME

FA N ¥ IR L & A7z Linux X — A DEEE T, Python 72 D B AKX ALinux 77V 47—
v a & FEITLT Cisco 7 3 A% HE)y CHIfHI LOEBET 2 72DICRKFF SN TVWET, 74
bz B EALTC, Y= =T 8 Linux 77V r—3>a A A M=/, FH, B
JOBMET 2L TEET, VAT LA AT ELE BTNV RSN TEY ., guestshell
enable 2~ FEEALTCA VA =L TE X7,

FA RNz VBB, Xy NU—F 7T, VI, Linix2—FT 4 VT 4. BLOE
HEAEX LD TT,

FA B et RA S (Cisco AA v FBIONL—F) VAT AEH—x V%G LET,
a—WX, FAM V2O Linux Y2 /VIZT7EBRAL, 2T FDrootfs lZHAHAZ U T B
SO T o 2T Ryr—VaREHTLZENTEET, 2770, YA vz LNO2—FF
X, RRA DT 7 AN VAT LABLO oA ERTHZ LT TEEHA,
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B 7xroznerzr ozt

YINERYYTHE |

ANz a7, IOx #EA L TEBEINE T, I0xiE, CiscolOSXE 7 /31 2D 7z
OO AADT IV r—a RAT 4T AT TFTANTZF v TY, I0x1E, VA3,

N—=FF— BELOY— R =T 4t OBFICL>THBEEINZT 7V r—ra v B OY—
EAE Ry NT—7 Ty FNRA AT —ALVRIZRAT 4 T T A &%, KEOLEER

N—RT =T FTy T

F—HIZBWTHRRIZLE T,

ROFIZ, TAN V= VOSEIERBERET R — MRAROT T v b 74— LI T 215 HmE

et LET,

= 5:Cisco TR b LT )LDHERE

SRk xillite (FREMZLXC O
>TF)

TART )L (IXCaVTF)

IR =T 4 T A
7 I

Cisco IOS XE

Cisco IOS XE

PR—hENDTT >
N7 4 — LA

* Cisco Catalyst 3650 /' J — X X
A vF (BETNV)

* Cisco Catalyst 3850 /' J — X &
A vF (BEFETN)

« Cisco ISR 4000 > J — X
- AHERIN—F
X 8GB ® RAM 24T 5
EF)L)

AN vz )VEREE

Montavista CGE7

CentOS 7

Python 2.7

AR — bxt4: (Python V2.7.11)

PR — Fxtg: (Python V2.7.5)

H A K D Python T A
77

e Cisco fIAA XV b v~ —T ¥
* Cisco IOS XE CLI

* Ncclient

* Cisco fIAA X |k =% —
* Cisco IOS XE CLI

PR — kTS rootfs

Busybox, SSH. I J U Python PIP
DA VA R—)b

SSH, Yum® A > A h—/b, B
L W Python PIP DA > A f—)L

GNUC @2 /314F

PAR— S5

R R

RPM O A A h—)L

PR — SRS

FE— 1Y

T=XT7Fx

MIPS

x86

FRAMTTILEFTR M D)L Lite

FAN vz aryTFEERTLE, 22—, VAT LALETHESODARZ VT "7 7 r—
TarEFTTEDLLEIICARVET, Intelx86 7T v F 74 —L EDF AR vz 3T )
L. CentOS 7.0 Di/INRD rootfs 2> Linux =2 > 7 (LXC) 2729 £9, 727 A LI,
CentOS 7.0 T Yum =—7 4 U7 ¢ il L T, Python /X—37 = 1 3.0 72 EDidd Python 7 A

[ Ciscol0S XE Everest166x 7045 57 E

T4 A 74FaL—avHA K



| vznexvUTHiEE
parvirnt®ayrs ]

TIVEA A=AV THIENTEET, £72, PIPZEEA L TPython /Ny r—V % A R
M= ELFEHTHIEHTEET,

Catalyst 3650 X° Catalyst 3850 >V — X A A v Fe EDOMIPS /' v b 74— EDOF A v =
)V Lite 2 > 7 F1Zi%. Carrier Grade Edition (CGE) 7.0 D rootfs X%V £9°, 7 A k I =)L Lite
TlE, AZ VT hOA VA R—)VETXETORAEETT, ZHHDOT/SA ATHE, Yum DA
YA R=MET AR PSR TWER A,

Aoz )bDtEXY) T4
A FA R Y ANDZ—FEFET S =g AT Lo TR A b L RT ARG
XNBZERLNEY, BEXR a2V T o REELTCEST, YA v lid, RA M I—3L
MOTEES, EREa T E L TEELE T,
FZkST)LOIN—RKYH T T7EHE

ZOHETIE, ¥R = MROT T v F 7+ —LIZBT 50— FU =7 BT L A it
L/ij‘o

% 6: Catalyst R4 Y FTDT X b Lz ILDHYHR—+

TS5y bI4—L4L T 7 #JL k@ DRAM TR ZILDYR—F
WS-3650-xxx (F_7C) 4GB PR — kx5
WS-3850-xxx (3_7C) 4GB PR — bt
C9300-xx-x (§~_7C) 8 GB PR — kx5
C9500-24Q-x (F7C) 16 GB PR — bt

Catalyst 3850 > U — X A A v F O/ A7 AEEIL, 4 GB @ DRAM T,

& 7:1SR4000> ') —X H—ERFEERIIL—FTOTRA b+ LD YR—+

TS5y bI4—L4L T 7 #JL @ DRAM TRk Pz ILOYR—k
ISR 4221 4GB Fe A — R
ISR 4321 4 GB Fe A — k
8 GB PR — b5
ISR 4331 8 GB PR— F i
16 GB PR — b x5
ISR 4351 8 GB PR— F i
16 GB PR — kx5
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B 7xrczroxr—vEs

N

T3y bI4+—L4L T 7 #JL k@ DRAM TRAK T ILOYR—
ISR 4431 8 GB PFE— f i

16 GB PR— %
ISR 4451 8 GB PFE— f i

16 GB PR — bt

ISR 4000 'V — X $—E AHERI—F DE/N AT LB, 8 GB O DRAM T,

GE)

Ry —EANA VA=V ENTWBET TV r—rar b P AN b a7 FE2REIC
AT LI TEER A,

TAMTIILDR FL—VEE

Catalyst 3650 35 & O Catalyst3850 > — X AA w»FTliE, FAKN = /VE, 77032077
AN VAT AZDIA A RN—/LTEET, Catalyst3850 >V —RX AL v F DT — 7T v
TaTiE, FARN Vo VEEFICA VA N—ATHITILTSMB OF 4 AV ZEEFENMLEET
ED

Cisco4000 >V — X —ERXHARNL— X TlE, YA by =z/WE, Xy NI —T A H—T =

ARXEY2—/L (NIM) O —ER &y MBI (SSID) (N—K T4 R7) B3bHDHGAE.

ZIWCA VA =N ENET, "= KT 4 A7 RTATPNMERARERGE, AN Y =LD

AVAN—NMZT =TT aBiBRTHI LI TEEEA, Ciscod000 > V) —X P —E R

AN —ZTlE, AP V2 VEEFEICA VA M—/LT BT 1100 MB D/N— R 5 ¢ 27
(NIM SSID) ZE XK EMNMLETT,

BFARN 2 ADA A N—AFNIN— R F 4 AV ERENPRE LSS, =5 — A vE—UN0
FTRINFET,

wIZ, ISR4000 > Y — R —HF THOTT— A vv—TOFZRLET,

% Error:guestshell setup.sh returned error:255, message:
Not enough storage for installing guestshell. Need 1100 MB free space.

T—=hT7 Ty aFlidINn—R T4 A7 OEXHEKIT, FA N o VRBINT — & 28R
HIeOIEHSIND Z ENBH Y £, Cisco Catalyst 3850 U — X A A »FTlL, YA v=
APERTEDLA R L—Y BRI 18MB TJ, Cisco4000 >V —X H—E R FEAR N — & T
. ARV AMEATEL A ML —UREIZSO0OMB TY, YA vz WIT— 7T v
VallT VR AT LD, TOEXEHROSKREFERTEET,
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FRAZTOFR bk vz u~0T7 12 |

RE:FTRAMVIILELVTFRA R V) lite MERATZES)Y—R

Jy—2=x T4+ =/INEXR
CPU 1% 1/100 %
GE) 1 % IXFEAEHE, 800
CPU = h/I A
TALCPUL=y FD
R
PES) 256 MB 256/256 MB

FINAATDHFA M DT ILADTIER

Xy NT—7EREIL, 10Sa~v L FEEHLT, FA M=V NHO 7 7 A LB L R=2—T ¢
V74 2 ERTHIENTEET,

TFARN 2N DA A= HIZ, SSHT 7 AR FT— RXR—2ADFIE Ty N T v 7ENnE
To TFAD Tz ~DT 7 EAE, 10S Db EWFHE (15) ZFfox—HICHIR S ET,
ZOa—WE, sudo DIE{THE TH 5 guestshell Linux = —H & L C Linux 2> 7 F~D7 7 & A
ARSI, TR_RTONL— MUELZFITTEET, FA N2 FETESNDL T~ NI,
Z—FNI0S WK /A v L& & LRI URECEITSINET,

FAN )b T e MTEL, SRR Linux 2~ 2 REFETTEET,

EER—FEZNLTOFRA N DT ILADT IR

\}

FARY )T, TIANVET, TV —2a LAy NT—T ~DT 7 A%
FLET, a—WiE, AN P2 LANLEH VRFOR Yy NU—F U P RIEXETTHZ &
T CcEERA,

G¥)

BHFR— IRV TT v N7 4 —LDYA . VirtualPortGroup % 10S B END 7 A b ¥ = /LT
BEAHT 5 Z MM TEET, FEMICOWTIE,  [VirtualPortGroup OF%ER]| DIHAZ SR L T
<TZEvy,

FAMSTILTOREYFXUY

TARNTVZNVRA VARV ENTWDIEA, 77 v a7 7 A/ AT KMZIE, gs_script
T4 L7 FUDBHBIERSNET, 20T L7 FUIE. A2y 7 AUAN—TRBISH
F9, UV BEZIEZIE, gs scriptT 4 L7 B UDOKNEDORN, TRTDAK v 7 AL N—[]T
FHESNET, " TXA TV T 4 TOUYEZDOBCT —# 2 RFHT 21T 2071 b
7 MVICT—F ML ET,
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I0x DHEE

YINERYYTHE |

INA TRAZEN T o TOUINRZOBRIZIE, FTLWT 727 07 T8 AL, TNy
ANz A ANV EERLET, W7 7 A0 VAT AFHERF SR EE A, A B
T VOIRFEIR, U0 BR I RRICHERF S N E T,

I0x |X Cisco BB Licm > R Y — U R 77U r—vay 7 —AU—27THY, Cisco
Xy NIT—=0 T Ty b 74— L OIS ESERFIATOT IV r—va L, 770 r—
arARAT 4 THERERIRME L ET, Cisco X A N Y WIiZHEgR o T RBTH Y . v
AT LD X OERIC&ESL>T 7 r—va D1 DTT,

0%, BEFLT TV r—ra vz hr—JkL, FNbEF—7F v T8 2 EIZERA
NS BB DIEEA2 BT S —EOY— v 2%+ Licky, 7V r—varnd
AT AITNVERL T = ZWERICLET, I0xDT A 7 VA4 7 NVEBIZIZ, 77V r—
varBLOT—4 DA, B, "AT 7, Blth, EIE (BHE) . BIOE=4NEFE
nNE4, I0xV—ERET FV r—ra OB I OVERY —LvEEEhTRBY, 22—
NT TV r—a B RALTIOX 7 V—A U —JIZEBTADICELELET,
TIVr—yay RAT 4 70, IROMBREZfRHE L 97,

« % b T — 7 ORBEVEMED L,

e TNRAALBITEA RSN TWET F N r—2a DI 7 A7 V& E— b TEHT S

IOx 7V r—vary7arls307 404 —7x42A (APD) .

c —IMRT TV =Y ay T4 7 YA I NVER,

« 777 K R=ADRAZ%,

Bl: A TILORY NT—F D THTF

FARN 2 ADFy NT—F 7Tk, ROBEDLETT,
e RAAL Y % —2h 25 . (DNS) ORE
« T H T DORE

 7uXVOREEMHHTH72DD YUM F 7215 PIP D% E
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JA D ILZBMICT BFHE

I0x DEE

1R BRI

w2k vrneanctasE |

IOx IFBAE CTRE T2 E4, A Mo VEIEFICENTT AI12iZ. CAF. I0Xman,
B L O Libirtd Y —EANEITLTWALENRH D 9,

FE
ARV RFERETY a3 Y BHY

AT 71 |enable FFHE EXEC T— RE AL £,
fl e MAU—REZANLES (ERkSh
Device> enable 73548 .

AT 72 | configureterminal rsa—r )L a7 4 FX¥al—a
Bl T REBIELET,
Device# configure terminal

AT v T3 iox 0x F—EAZHELET,
i :
Device (config) # iox

AT v 74 |exit Jua—N)ar74¥al— gy
i - T— R&T L, F#E EXEC £— FIZ
Device (config) # exit SR

AT 75 | show iox-service [0x h—EADAT —H A% FKRr L%
f5il o
Device# show iox-service

A7y 76 | show app-hosting list T A AR LTHEDT > T D
i - app-hosting —E 2D VU 2 F & FR L £
Device# show app-hosting list ?ro

RDZERY

wIZ, ISR 4000 >V — X jL—% TO show iox-service 2~ > RO Al Z R L E£9,

Device# show iox-service

Virtual Service Global State and Virtualization Limits:

Cisco 10S XE Everest16.6x 7045 E YT avI4F¥aL—vav A4 F |
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Infrastructure version : 1.7
Total virtual services installed
Total virtual services activated

Machine types supported : KVM, LXC
Machine types disabled : none
Maximum VCPUs per virtual service

Resource virtualization limits:

6

Committed

Available

Name Quota
system CPU (%) 75
memory (MB) 10240
bootflash (MB) 1000
harddisk (MB) 20000
volume-group (MB) 190768

IOx Infrastructure Summary:

I0x service (CAF) : Running
I0Ox service (HA) : Not Running
I0x service (IOxman) : Running
Libvirtd : Running

75
10240
1000
18109
170288

YINERYYTHE |

WRIZRT DX, Catalyst 3850 2 U — X A A » F T show iox-service =~ > N DRIHE S Az H

HBITY,

Device# show iox-service

IOx Infrastructure Summary:

I0x service (CAF) : Running
I0x service (HA) : Running
IOx service (IOxman) : Running
Libvirtd : Running

Iz, show app-hosting liss =~ > FOHAHIZ R L E7,

Device# show app-hosting list

guestshell RUNNING

FZhT)DOEHE

)

GE)
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| vznexvUTHiEE
A i |

1R BHHIIZ

AR 2 VDT 7 ARKERET DI, 10X RSN TEITL TWALERH Y £,
10X DMERR S AL TV RWEEEIE, 10X DR E RO D A v —UNFRRINFET, 10x & HIER
THE TANTV2NMIET I EATERLS RV ET, 72720 rootfs ITFHEEZITERA,

FIE
ARV RFERRETY a3y B#J
AT w1 |enable it EXEC E— RZAMIC L ET,
fi e NMAU—REZ AN LET (FRkIh
Device> enable =88
25w F2| < guestshel enable FA N vz = 2ADOHE L,
K GX) « guestshell enable =1~ > |
Device# guestshell enable 6i\ i?ty FT7“_5?)/5fﬁC
& B Virtual Routing and
Forwarding (VRF) A A
S AR LET,
- DA WAL VI S
U—F 70z
VirtualPortGroups (VPG)
ZEH LTV A5,
£ VPG AT DL E
B0 ET,
« FARNIPT KL A LS —
N7 =AIP7 R A
CH 7Ry MNIZH D
ERdHV ET,
Z 5w 7 3| guestshell run linux-executable AR V=)V Linux 70T Lk E
15“ : ?ji L/ji‘j—o
Device# guestshell run python
AT 7 4 |gquestshell run bash Bash v = /L &R LT, A b =L
i - T A LET,
Device# guestshell run bash
R w 75| guestshell disable FA N v P R A2 B L%
f EE
Device# guestshell disable
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B 7=+ ozrommeess

ARV RFERFTIVaY B

AT 7 6 |guestshell destroy FA R Y P CREET T 4T
1 : kLT, 7oA v A=A LET,
Device# guestshell destroy

FZ b Yz OB LR
guestshell enable =~ > Kit, YA V=& A A b=V LET, ZOa~vr N, Eb
SNTWDLT AN = VvEH/T 77 4 7L T DB INET,

FARN VAR APLENTIRETY AT AZ U n— RT3, FRA b vz UTAMMELEN
EFICRYET,

(GE)  guestshell enable =~ RZEHT 50T, 10x % E L THB LERH D 77,

guestshellrunbash =~ > Rix, #A bk v =/LDbash 77 F2f&£4, ZDa<wr Rz
HIESE LI, A D Y= ARHANCAME SN TND Z L BRETT,

\}

GE) WOAyE—UNar ) —UWIFRENDIHE., OxPaMEEN T ERA, [showiox-service
a<w RO NEF =7 LT, 10x DIRREEZHER L T 72 &)

The process for the command is not responding or is otherwise unavailable

TR IILDOEME EHE
guestshell disable 2~ > F&fEHT 52 LT, YA =& T LTEYLTEET, X
b Y= ARESLSNIOREBTI AT A2 n—FT5L, R =3 b ShicE
FIZRY £,
guestshell destroy =~ > Kk, 77 v 2D 7 7 A )V AT L5 rootfs ZHIBRL 9, 33

TOT7AN, T—H, A LVAF—=LENTWSLinux 7 ) r—ar, BIORBAX LD
Python ¥ — /L b 2—7 4 U7 4 BHIBRS L, BIETX 722720 £,

Python 1 2 —TJ ) ADT7 I X

Python (X1 % 7 77 4 I TEX 32, Python A7 VS h& 7 AN = /L CEITTD
Z b TEFET, guestshelrunpython =2~ > RZFEH LTS A N =/ TPython A & —
U & Zi#) L, Python Si K& B & £7,
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\}

TR DT IILOFER .

GE)

guestshell run =~ > Ri%, Linux E{TA[REY 7 A VO FEITITHYE T 5 10S TH Y, 10S nHD
Python 2 7 U 7 h DFATHRIHOG N A4/ E L E£T, ROFIE, a3~ ROt 2 2HEE+
BIHEERLTCOVET,

Guestshell run python /flash/sample script.py parameterl parameter?2

.S I EVNOEFR]

Bl : AN TILOEE

ROBITIX, Catalyst3850 V) — X AA v F ETH A =V EFINTT D HiEE R
LTWET,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python

Python 2.7.11 (default, Feb 21 2017, 03:39:40)

[GCC 5.3.0] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

VirtualPortGroup %3 D5

FA RN Y=V F oy N U —F 272 VirtualPortGroup 1 ¥ —7 = A A &M AT 554
VirtualPortGroup A > % —7 = A AITHEHEHFDOHIP 7 FLUARMKETY, 71
YER=PA I =T 2 A RAFAF—Fy MR SN TV DODRERDHY, £ b
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B rzxrozromm

U—7 7 R AZH (NAT) I VirtualPortGroup & 7 &2 k /X% /L AR— h ORI THRE
SNTWDLRENRH Y £77,

WIZ/RT DX, VirtualPortGroup D% EH| T,

Device> enable

Device# configure terminal

Device (config) # interface VirtualPortGroup 0

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if) # no mop enabled

Device (config-if) # no mop sysid

Device (config-if)# exit

Device (config) # interface GigabitEthernet 0/0/3

Device (config-if)# ip address 10.0.12.19 255.255.0.0
Device (config-if)# ip nat outside

Device (config-if) # negotiation auto

Device (config-if)# exit

Device (config)# ip route 0.0.0.0 0.0.0.0 10.0.0.1

Device (config)# ip route 10.0.0.0 255.0.0.0 10.0.0.1
!'Port forwarding to use ports for SSH and so on.

Device (config)# ip nat inside source static tcp 192.168.35.2 7023 10.0.12.19 7023
extendable

Device (config) # ip nat outside source list NAT ACL interface GigabitEthernet 0/0/3
overload

Device (config)# ip access-list standard NAT ACL

Device (config-std-nacl) # permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit

Device (config) # exit

Device#

Bl AT ILOER

FA R v a7 s Linuk Da~<y REETTEET, ROFIE. —EHoD
Linux 2~ ROFHEEZRLTWET,

[guestshell@guestshell~]$ pwd
/home/guestshell

[guestshell@guestshell~]$ whoami
guestshell

[guestshell@guestshell~]$ uname -a
Linux guestshell 3.10.101.cge-rtl110 #1 SMP Sat Feb 11 00:33:02
PST 2017 mips64 GNU/Linux

Catalyst 3650 35 L U} Catalyst 3850 2 U — X ZA v F(Z1%, BusyBox 2MEfkd % iz &
72— Linux FE{TARET 7 A /L3 V. Cisco 4000 'V — R P — ¥ AHERIIL—
H1Z1%. CentOS Linux U U —R 7.1.1503 M EftF 2 o<~ FAH Y £4°,
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Bl 52k vrnty ro—%o55%

WOFL, Catalyst3850 > U — X XA v F L TOdohost =2~ ROEHEZRL TWVWE
D

[guestshell@guestshell ~]$ dohost "show version"

Cisco IOS Software [Everest], Catalyst L3 Switch Software [CAT3K CAA-UNIVERSALK9-M),
Experimental Version 16.5.2017200014([v165 throttle-BLD-
BLD V165 THROTTLE LATEST 20170531 192849 132]

GE)  dohost =~ RiTiL, iphttpserver I~ RRF AL A ECHRESNATVD Z &AL
EHTY,

Bl : “AFZILDXRY FID—F D TEERE
FAN Tz DFy BU—F T TlE, IROFBEDLETI,
e RAAL v X —2Ah 25 2 (DNS) ORE

« 7u X TORE

e
i}

s U XVORELFEHTH2HD YUM £721X PIP O
HZX k<)L DNS EFE DA

FA K O 7L DNS BRI D & B Y T,

[guestshell@guestshell ~]$ cat/etc/resolv.conf
nameserver 192.0.2.1

Other Options:
[guestshell@guestshell ~]$ cat/etc/resolv.conf
domain cisco.com

search cisco.com
nameserver 192.0.2.1
search cisco.com
nameserver 198.51.100.1
nameserver 172.16.0.6
domain cisco.com
nameserver 192.0.2.1
nameserver 172.16.0.6
nameserver 192.168.255.254
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| EERED: L r

filt

Bl TOXFVIRBETHDERTE

on

Fv NT—=I N7 aXxOBERICHIHEE,. Linx T/ XU BREHRELET, &
EREAE, BEICINOOEHAZBNML £,

WROBNE, T ux o BBERET D HEEZRLTWET,

[guestshell@guestshell ~]S$cat /bootflash/proxy vars.sh
export http proxy=http://proxy.example.com:80/

export https proxy=http://proxy.example.com:80/

export ftp proxy=http://proxy.example.com:80/

export no proxy=example.com

export HTTP PROXY=http://proxy.example.com:80/

export HTTPS PROXY=http://proxy.example.com:80/

export FTP PROXY=http://proxy.example.com:80/
guestshell ~] source /bootflash/proxy vars.sh

Bl TO0XFRFERD Yum & K U PIP DAL

ROBNT, 70 VERBEARORE Yum 2T 5 H5EER L TWET,

cat /etc/yum.conf | grep proxy
[guestshell@guestshell~]$ cat/bootflash/yum.conf | grep proxy
proxy=http://proxy.example.com:80/

PIPDOA A h—)LTliL, 7B X UREICHH SN DERELHENEIRINET, PIPA
VARM—VZIX-EA T a v EAEE L sudo A LET, BRESHNPRESINT
WARWIEES T, OB TRT I HICPIP 2~y RTENS ZBRMIICER L ET,

sudo pip —--proxy http://proxy.example.com:80/install requests
sudo pip install --trusted-bost pypi.example.com --index-url
http://pypi.example.com/simple requests

WOHITIE, Python D PIP A > A h—/ V& HT 5 HEE R LET,

Sudo -E pip install requests

[guestshell@guestshell ~]$ python

Python 2.17.11 (default, Feb 3 2017, 19:43:44)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information
>>>import requests
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BEEE RZaTFILEA L
[ Programmability Command Reference, Cisco 10S
XE Everest 16.6.1]

Python & ¥ = — /L FCLI Python & ¥ = — /1]

ey F Fueva=r7 tw 2yF Fuvva=7]

MIB

M MB®D! >y

BIRLT Ty b7 4+—24, CiscolOSV UV —2A, BLOT7 4 —F v &> MMZBT 5 MIB
FPELTHF T a— R4 5121%, RO URL IZ&H % Cisco MIB Locator Zf#H L £9°,

http://www.cisco.com/go/mibs

SRADTHZAIIL YR—+

£ EA >y

AV R — N WebH A FTIE., Y ARaBE0T 7 2 v P— | http://www.cisco.comy/support
T2 M7 TNy a—T 4V ZICBEN T T 5 X912,
oA T ARV =L EEILDETLEERA T ) Y =A%
L TnET,

BEWORGOE X =2 U 7 o FHFERSCEMNEHE AFT 572012,
Cisco Notification Service (Field Notice 757 2 2 &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOKFY — R TIMATEET,

VAIDYIR—F Web VA hDYV—)UIZT 7 AT BHERIT,
Cisco.com D —H ID B LA T — RNMECTT,

TR NS )LDHEERER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) U — A F@ME R L Ed, ZoRIT. V7
Fo=27 UU—A FLA U THEREOYR— R EASRLEDY 7 =T VY =R
FERLTWET, ZOERRIL. FTK BR0WRY  ZhUEO—EDY 7 vy =7 VY —
AThbHR—FshET,
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B 7=+ o zromems

TTv RN T —LOYR—=EIBLOVAT VT MU =T A4 A—=VOHR— MNIBETHHEHRE
FRE3 % 1Z1%, Cisco Feature Navigator Zf#i ] L £ 3, Cisco Feature Navigator (27 7 & A 5 (Z
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H U 2 MIMLEH D £ A,
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Cisco IOS XE Everest 16.5.1a
Cisco IOS XE Everest 16.5.1b

AR VT, BERN Y
A3 AA v FOHBEHIE X
WEBFLD =D T A H I
Python 7 7'V r— a &%
1T Tx %, H&IAL Linux B
BThrtxar 27T
I, VAT LAOHBMEE T
Fubrla=r b8 EENE
I, ZOarrF Ui,
BRA N TARA ANLSEES R
PN/ AN 3 i 71y L D= S I
2—WIFZT, A7 VT b
FAXY T =T RNy r—
A A M=V L, FETT
HBILENTEET,

Cisco IOS XE Everest 16.5.1a T
X, ZOMEEIZIRD T Z v b

TA—LIEEINTWHEL

776

* Cisco Catalyst 3650 3/ U —
A AL v F

* Cisco Catalyst 3850 > U —
A AL v F

« Cisco Catalyst 9300 > U —
R AA v F

* Cisco Catalyst 9500 2 U —
R AA v F

Cisco IOS Everest 16.5.1b TlZ.
Z OBEEIIR DT T » b

T —LITEEINTHEL
77

* Cisco 4000 >V — X H—
v AR —H

Cisco IOS XE Everest 16.6.2

Z O#AEIL, Cisco I0S XE
Everest 16.6.2 C, Cisco Catalyst
9400 > Y =X AA v FITHE
ShE LT
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Python API

Python 7’1 77~ ' U 7 ¢ %, Python APl Z¥%7HR— KL TWET,
« Python OfEH (63 ~—2)

Python & F8

Cisco Python E> 1 —)JL

VA APIEMET D Python €V = — /L Tld, EXECB LR E I~ REFETTHT 7 B AN
ek ET, hdp() 2~ RE AT 5 &, CiscoPython &Y = — VOGN TR SIVET,
help() =~ Ki& CiscoCLI £ = — /D7 a7 4 ZFKRLET,

WOFL, Cisco Python £ ¥ 2 — /W 5 1EHR A2 R LET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> >>> from cli import cli,clip,configure,configurep, execute, executep

>>> help (configure)
Help on function configure in module cli:

configure (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and return a list of results.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
try:

results = cli.configure (configuration)
print "Success!"

except CLIConfigurationError as e:
print "Failed configurations:"

for failure in e.failed:

print failure
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Args:
configuration (str or iterable): Configuration commands, separated by newlines.

Returns:
list (ConfigResult): A list of results, one for each line.

Raises:
CLISyntaxError: If there is a syntax error in the configuration.

>>> help (configurep)

Help on function configurep in module cli:

configurep (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and prints the result.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
configurep (configuration)

Args:

configuration (str or iterable): Configuration commands, separated by newlines.
>>> help (execute)

Help on function execute in module cli:

execute (command)
Execute Cisco IOS CLI exec-mode command and return the result.

command output = execute ("show version")
Args:

command (str): The exec-mode command to run.
Returns:

str: The output of the command.

Raises:
CLISyntaxError: If there is a syntax error in the command.

>>> help (executep)
Help on function executep in module cli:

executep (command)
Execute Cisco IOS CLI exec-mode command and print the result.

executep ("show version")
Args:

command (str): The exec-mode command to run.

>>> help(cli)

Help on function cli in module cli:

cli (command)
Execute Cisco IOS CLI command(s) and return the result.

A single command or a delimited batch of commands may be run. The

delimiter is a space and a semicolon, " ;". Configuration commands must be
in fully qualified form.
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output = cli("show version")

output = cli("show version ; show ip interface brief")

output = cli("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

Returns:

string: CLI output for show commands and an empty string for
configuration commands.

Raises:
errors.cli syntax error: if the command is not valid.
errors.cli exec_error: if the execution of command is not successful.

>>> help(clip)

Help on function clip in module cli:

clip (command)
Execute Cisco IOS CLI command(s) and print the result.

A single command or a delimited batch of commands may be run. The

delimiter is a space and a semicolon, " ;". Configuration commands must be
in fully qualified form.

clip ("show version")
clip("show version ; show ip interface brief")
clip("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")

Args:
command (str): The exec or config CLI command(s) to be run.

I0SCLI a7 > F%EETT 516D Cisco Python EL 2 —JL
A\

(G¥)  Python ZFATT DL, YA N vz ARENTHLILENRS Y 9, FEMIcOVNTIE, 157
AN vz OFEEZBLTIEIN,

Python 7' v /7 I UV EREILCLI A~ FEFTTE L 6 DORAKAMFENLET, 2 b0
HE, Python CLI €Y = — /W) bRIATEEd, ZAOORAKAMAT2I2IE, importcli =
< REFATLET, 2O OB EET DL, iphttpserver =2~ RBFHIZ/ > T
HLENH Y FT,

B DOEEOFIEIE CLI =~ > ROLFHITY, Python A % —7 Y X &M TCLI =2+
RZFEITTHITIE, RO 6 DOBBMDNTNNOBIELFHE LTCLL 2a~vy RE A LE
T

e cli.clilcommand) : Z OBREHITIOS 2~ F&5[HE LTHERY, I0S/X—H—hba<w R
ZFITL, EROTHRAMERLET, Z0a<wy FOERNIELL RWEBA. Python D
FIA I FEA L Ed, W2, di.clilcommand) Ba% o H il Z 7~ LE9,

>>> import cli
>>> c¢li.clip('configure terminal; interface loopback 10; ip address
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10.10.10.10 255.255.255.255")
*Mar 13 18:39:48.518: SLINEPROTO-5-UPDOWN: Line protocol on Interface LoopbacklO,
changed state to up
>>> cli.clip('show clock')
'\n*18:11:53.989 UTC Mon Mar 13 2017\n’'
>>> output=cli.cli ('show clock')
>>> print (output)
*18:12:04.705 UTC Mon Mar 13 2017

cli.clip(command) : Z ®OBI%%I cli.cli(command) B% L #EIZ E -~ 7= <R TT, 727201
FEROTFA M (BT OTIEARL) stdout (IZH 1T 28088720 9, KIiZ,
cli.clip(command) B H /1%~ LET,

>>> ¢li

>>> c¢li.clip('configure terminal; interface loopback 11; ip address
10.11.11.11 255.255.255.255")

*Mar 13 18:42:35.954: SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackll,

changed state to up
*Mar 13 18:42:35.954: SLINK-3-UPDOWN: Interface Loopbackll, changed state to up

>>> c¢li.clip('show clock')
*18:13:35.313 UTC Mon Mar 13 2017

>>> output=cli.clip('show clock')
*18:19:26.824 UTC Mon Mar 13 2017

>>> print (output)

None

cli.execute(command) : Z OBFUIH —? EXEC 2~ > REFITLTHAZKRLET, -
PLEROT XA MIHAOLERA, ZOa<wr FO—E LTI anr £2E38TE
T Z LIFFF T SN EE A, ZOBRRAERINETT 5I12IE, for-loop MEE S 172
Python U X hZfEM L £9, KIZ, cli.execute(command)

Ol R LET,

>>> cli.execute ("show clock")
"15:11:20.816 UTC Thu Jun 8 2017'
>>>
>>> cli.execute ('show clock'; 'show ip interface brief')
File "<stdin>", line 1
cli.execute('show clock'; 'show ip interface brief')

A~

SyntaxError: invalid syntax
>>>

cli.executep(command) : Z OMEBITIHE—D A~ FEFETL T, EROTHF A & (KT
DT <) stdout IZH S L E 9, W&IZ, cli.executep(command) BI%L O HI 161l & 7k L &
¥

>>> cli.executep('show clock')
*18:46:28.796 UTC Mon Mar 13 2017

>>> output=cli.executep ('show clock')
*18:46:36.399 UTC Mon Mar 13 2017

>>> print (output)
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None

cli.configure(command) : Z OBkIE, 2~ RCHEHATEZIREICLD T AL RAEZHEL
F9, THUIKICRT LI, avr REZORENEENLARMGEHZ T VDY A N
ELET,

[Think: result = (bool (success), original command, error_ information)]

AU R RT A= ZTEEATICATIT 5 2 L3 TE . show running-config =~ > RO
TZFRENTWDEDO LRI CHERICT HZ LN TE T, KIZ, di.configure(command)
BRI E R~ L ET,

>>>cli.confiqure (["interface GigabitEthernetl/0/7", "no shutdown",

" end" ] )

[ConfigResult (success=True, command='interface GigabitEthernetl/0/7"',

line=1, output='"', notes=None), ConfigResult (success=True, command='no shutdown',
line=2, output='"', notes=None), ConfigResult (success=True, command='end',

line=3, output='"', notes=None) ]

cli.configurep(command) : = D EI%E cli.configure(command) B%k & HEBEIZ £~ 72 <[ L
TY, HELHEREOT XA M KT OTEARL) stdout (ZH 1T 28038720 F97, &
2., dli.configurep(command) BA& > HHilzR L £7,

>>> cli.configurep(["interface GigabitEthernetl/0/7", "no shutdown",

"end" ] )
Line 1 SUCCESS: interface GigabitEthernetl/0/7
Line 2 SUCCESS: no shut
Line 3 SUCCESS: end
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CLI Python 3 2 —JL

Python 7’1 77~ U 7 ¢ Tld, CLI ZfH L TIOS &xf56CX % Python & ¥ = —/L & $fit
LCTWEd,

* Python CLI & ¥ = — LI DWW T (69 ~X—7)

« CLI Python & ¥ = —/VIZBT 5 2 DMOZEEE (73 X—)

« CLI Python & ¥ = — /L OHSREEH (74 =—2)

Python CLI < 2 —)LIZDWNVT

Python [ZDUL\T

CiscolOSXET A AE, FA RNV AVNTA U E T T4 TBIOHRA 2777 47 (R
7 )7 N) O DE— K TPython/S— 3 227 %R — k LE 9, Python A7 U 7 MERE
WLV, TAADOCLHUC T n VT L EERLTT 7 EA LT, SESERX AT BLOE
0 ¥ vJ Fuvya =7 %7% Embedded Event Manager (EEM) 7 7 3 v &2 FI{T3 5 Z
EIWTEET,

Python X ') 7 F D E

Python %, AL SN 72 Linux X—ADEEFE TH L7 A b = /L TEITINE T, FEMIZON
T, FA2bN vz OFEEZ2Z2RLTESV, Y A2Aadg4t4 5 Python € = — /LT,
2 —H D Python A2 U7 EMWHEA K 7/314 A ETIOSCLI 2~ R&FEITT5H 2 & & A[REIC
LET,

XEERZ XD Python 7O Tk

7 /3A A [T guestshell run python =~ > NZ2E1795 &, A~ = /LINT, *EEEXD
Python 7' 7 R 3B & £ 97, Python OXf&5E— R TIX, Cisco Python CLI E ¥ = —/L b
Python #§REZ FAT L CT A RAZRETH I ENTEET,

WOFNL, *FERRD Python 71 o 7 F AT D Hika R L TWET,
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Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)
[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>
Device#

Python A7 U 7 N4 % 5#& LT Python 2~ > RTHEHT 5 Z & T, Python A7 U 7~ &3
AVHETIT 47 = RTEITTEET, Python 27 V7 ME, YA v VANLT 7%
AAEETHHINENRH Y 3, F AN =05 Python A7 U7 MZT 7 ®ATHIZIE, 7
ARz VNI FENTWDE T =TTy v afizlid7 T vy allAZ U7 M ERFL
e

GE)

Python C import cli 23#E9 5 X 512, iphttpserver 2~ > RERETHLERH Y £9°,

WD Python A7 V7 FOflix, SF I F74 CLIBEAZMH L Tshow 2~ > REHER I OH
JILET,

Device# more flash:sample_script.py

import sys
import cli

intf= sys.argv[l:]
intf = ''.join(intf[0])

print "\n\n *** Configuring interface %s with 'configurep' function *** \n\n" %intf
cli.configurep(["interface loopback55","ip address 10.55.55.55 255.255.255.0", "no
shut", "end"])

print "\n\n *** Configuring interface %s with 'configure' function *** \n\n"
°

cmd='interface %s,logging event link-status ,end' % intf
cli.configure(cmd.split(',"'))

print "\n\n *** Printing show cmd with 'executep' function *** \n\n"
cli.executep('show ip interface brief')

print "\n\n *** Printing show cmd with 'execute' function *** \n\n"
output= cli.execute ('show run interface %s' %intf)
print (output)

print "\n\n *** Configuring interface %s with 'cli' function *** \n\n"
cli.cli('config terminal; interface %s; spanning-tree portfast edge default' %intf)

print "\n\n *** Printing show cmd with 'clip' function *** \n\n"
cli.clip('show run interface %s' %intf)

To run a Python script from the Guest Shell, execute the guestshell run python
/flash/script.py command
at the device prompt.
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The following example shows how to run a Python script from the Guest Shell:

WOBNX, 7 AR =/l Python A7 V7 M &FEITT 5 HiEE R L T0ET,

Device# guestshell run python /flash/sample script.py loop55
*** Configuring interface loop55 with 'configurep' function ***
Line 1 SUCCESS: interface loopback55
Line 2 SUCCESS: ip address 10.55.55.55 255.255.255.0
Line 3 SUCCESS: no shut
Line 4 SUCCESS: end

*** Configuring interface %s with 'configure' function ***

*** Printing show cmd with 'executep' function ***

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 192.0.2.1 YES NVRAM up up
GigabitEthernetl1/0/1 unassigned YES unset down down
GigabitEthernetl1/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
Tel/1/4 unassigned YES unset down down
Loopback55 10.55.55.55 YES TFTP up up
Loopback66 unassigned YES manual up up

*** Printing show cmd with 'execute' function ***

Building configuration...

Current configuration : 93 bytes
|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end

***x Configuring interface %s with 'cli' function ***
*** Printing show cmd with 'clip' function ***

Building configuration...

Current configuration : 93 bytes
|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status
end

HR— k&t B Python D/N\—P 3 >

FA N VL, Python 3= 27 % T VAV A R—=LLTWET, AL =/l
AL &7z Linux X—ADEREETH Y |, Cisco 7734 A D HEfi|fH & & ELD 72 D Python 7
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TV —varikEie, WAZLLinux 77V r—2a b EFATT LRI SN TN E
7, Montavista CGE7 281 > A h—/L I/ 7T v b 74— A% Python /N— = > 2.7.11 &
A—HRL., CentOS 7 A VA b=V SNT=T7T v b7 4 —2AE Python N— 3 > 2.7.5 &
R—hrLET,

WDFEIL, Python DFEN—T 5 VEBI OV R— RO T T v b7 4 — LT HERERL
TWET,

% 10: Python 13— 3 ¥ HiR— k

Python D/N—2 3 > TS5y b TH—LA

Python /X\—=2 > 2.7.5 Cisco Catalyst 3650 U — X 24 v F B LW
Cisco Catalyst 3850 ' U — X XA v F &R T
RTOVPR=IART T v F T r— L,

Python /X\— =3 > 2.7.11 « Cisco Catalyst 3650 > J — X 2 A »F

» Cisco Catalyst 3850 ' U — X A A v F

Python /X—3"= > 3.6 Cisco I0S XE Amsterdam 17.1.1 EAFED U U —
THHR—=FSRTVET,

Cisco IOS XE Amsterdam 17.1.1 3 & T Cisco IOS
XE Amsterdam 17.2.1 Ci%. Python V27235 7 #
)V FT9, 7272 L. CiscolOS XE Amsterdam
17.3.1 LIFED U U — A TlE, Python V3 237
7 4V hTY,

GE¥)  Cisco Catalyst 9200 'V — X XA v

F 1%, CiscoIOS XE Amsterdam 17.1.1
¥ & DY Cisco I0S XE Amsterdam 17.2.1
C Python Version 3.6 Z#7~— K LT
WEH A, Cisco Catalyst 9200 > U —
A A4 v FIX, Cisco I0S XE
Amsterdam 17.3.1 gD Y ) — AT
Python V3 ZH K —F L TWET,

Gx) Cisco Catalyst 3650 ' J — X XA v
F 3 X ¥ Cisco Catalyst 3850 > U —
AAA »FTEPR— SN TWE
A,

CentOS7T A VA M—NEINTT Ty b7+ —2lF, A—7 V=R UKRY b U »H O Redhat
Package Manager (RPM) DA > A h—/L& ¥ KR — K LET,
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Cisco CLI Python €~ 1 — )LD EHH

Cisco CLI Python £ = — /LB L EEM & 2 — /L, T35 RZA VA h—/LFERTT, 7=
720, Yum LT FANC Ay = b ST 581 F U oW T iun a2 L T Python D73 —
VarEEHTA5EE. YAaRRET S CLIEY 2 — A b EHTALENRDH Y 7,

)

GE)  Python N— 2 2R T TIZH DT /3 AT Python N—T 3 3 ~OEHEITD &, T34
A BT S5 D= 3 > D Python MFIET D X 512720 £4, Python & FE(T4 5121, &K
DI0S a2~ FOWTNEHEHALET,

« guestshell run python2 =~ > K%, Python S— 3 > 2 ZAME L £,

« guestshell run python3 ==~ > K%, Python N— = > 3 ZHMbE L ET,
« guestshell run python =< > KiX, Python X— a2 > 2 #HMEL 7,

Python D/ 3= 3 » 2 B¢ 51213, ROFGEOWTANEMEH L ET,

« AKX K7 1 tarball DA A Fh—)L

eCLIEY 2—/LDT=DDPIP DA A ~—)b

CLI Python €5 2 —LIZEET 2 2 DDSEEH

BEEE R

REIEE T=aT7ILEA L
FA R Vv FARN Vv

EEM Python & ¥ = — /L EEM O Python 22 U 7
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SRADTY ZHIL YR—F

A s

AADYR—kWebH A FTix, v AaDHEGET 2 7 v v — | hitpr//www.cisco.com/support
BTN TNy a—T 4 U 7B RILTWERET 5 L )12,
YA T ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEVORGE DX 2 U T 4 FRSBINEREAFT S0,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

CLI Python & < 21— )L D#4EEIE R

WORIZ, ZOFEY 22—V T LI-MEEICET 2 ) VU —2FHRERLET, ZoRIT, V7
F7 =27 VDU —RX ML A U TEEEOYR—INPEAINTZLEEOY T =T U Y —X72
FERLTWET, ZOMEEITZ, BTk BNRWRY . ZRLUEO—#HOY 7 k=7 U Y —
ATHYR—FINET,

TI R T A —LOYR—FBLOV AT YT T 2T A A—VOYR— MIETHHERE
s3I, Cisco Feature Navigator {8l L £ 3", Cisco Feature Navigator |27 27 £ 2§ %2
X, www.cisco.com/go/ctn IZE) L £9, Ciscocom DT AT MILEDLYD FHA,
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& 11:CLI Python & ¥ 1 — )L D EEIER

CLI Python & & 1 — )L DH#ERETEER .

HaE

iy

)1)—x

HEEER

CLI Python &3 = — /b Cisco IOS XE Everest
16.5.1a

Python 7’ m 77~ E U 7 ¢ TiX, =—
PR CLI 2 H L TIOS LxfaficE %
X 9129 3 Python & ¥ = — /L3R E
NET,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
REIIR DT T v N 7 4 —AICFEX
TWE LT,

* Cisco Catalyst 3650 > U — X A A v
a;

» Cisco Catalyst 3850 > U — X A A v
a:

» Cisco Catalyst 9300 >V — & XA v
a:.

» Cisco Catalyst 9500 3 U — X A A v
%

Cisco 10S XE Everest 16.5.1b Tix, Z D
EEIIR DT T v N 7 4 —AICFEX
NTCWE LT,

¢ Cisco 4000 >V — X H— b 2E
B —

Cisco IOS XE Everest
16.6.2

Z OKEREIL, CiscolOS XE Everest 16.6.2
C., Cisco Catalyst 9400 > ) — X X A v
FIZEEEINE LT,
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EEM Python £ 21— /L

FHAIATA N N 32—V % (EEM) AU ¥ —I%, Python A7 U 7 h&H AR — K LET,
Python A7 U 7 hZ, EEM 77 L v hCEEM 77 v a v O—#L L TFEITTEET,

« EEM Python & ¥ = —/VORFESM: (77 ~<—)

« EEM Python & = —/L{ZHOWT (77 ~—)

« EEM Python 7R U ¥ — D% EHE (80 ~—)

« EEM Python & ¥ =2 —/WZHT 2 Z DO SZEEE (86 ~—)

« EEM Python & 2 = — /L DOFERETEH (86 ~—3)

EEM Python €~ 1 — JLDREIEEMH

AN v, arT TN THEETAILERHY 3, YA b v=WE, T7 40 KT
BRI TWER A, OV TE, A b V= /VIBREOFHAZ S L T30,

EEM Python £ 2 —)LIZDLVT

EEM @ Python X9 ') 7 k

FLAIAIIA X b 3=V % (EEM) KR VU > —%, Python 227 U 7 h &V KR—FLET,
Python A2 V7 FZ EEM AR U > —& LTRER L, ST DA bR AELT L X2, Bk
WD Python A2 ) 7' b &FAT9 % Z L3 TEEF, EEMPython 27 Y 7 MZid, EEM TCL
RY =LA ANy MR H D £,

WEFBHADEEM AR Y >—F, AR V= VNTEITLET, A b v=id, (Kb
Linux N"—AZADERETH Y . Cisco T /314 2D BENE & EE D=9 D Python 77 Y r—3/ =
VEGT, WAZ ALinux 7 SV —va rEFTTHL OISR SN TWET, YAV
v a7 L, Python A VX —7 U X B4R L ET,
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B evpython <o r—o

EEM Python /\y r— 2

EEM Python /¥ 77— % Python A7 U 7 MZA AR — 95 & EEM IZ[EA OILEKRE % 5
TCEET,

)

() EEMPython /X7 — 1%, EEMPython 27 U 7 FNTOREHTE EF (v —IXEEM
B CTE, 227 U7 FORYIDITIC EEM A X2 MEED TR SN ET) . ZHER) 72 Python
A7 Y7~ (Python A7 V7 "N EFEHLTHEITIND) THMEHTEERTA,

Python /S v 7 —VIClx, ROT T Y r—vary 7as3 v/ L v 2—7=4 % (API) 2\&

FNTVET,
«7273aYAPL:EEM 77> a U EFTTHHDT, T 74/ EDONRTA—=ERNHD F
R
«CLIFE{TAPL: 10S =~v > F&FETL, HAZIKRLE T, KIT, CLIFITAPIO U A %
ALET,

* eem_cli_open()
e cem_cli_exec()
e cem_cli_read()
* eem_cli_read line()
* eem_cli_run()
e eem_cli_run_interactive()
* eem_cli_read pattern()
e ecem_cli_write()
e eem_cli_close()
c REABICT 78 AT 5 APL: MiAABE T2 — VP EROELD ) A b E TG LET,
I, BREEERICT 78295 APL 2R LET,
« eem_event_reqinfo () : #lAABEE DY XA M &R L ET,
* eem_user_variables() : BIEDBIIEDEA IR L 7,

Python WU R— T HEEM 7O >3 >

Python /X %7 —3 (EEM A7 U 7 NN TOLfERH AIEE T, HEHERYZR Python A 7 U 7° [ CldfiE
HART) TiX, ROEEM 77 ¥ a v &R —hLTWET,

* Syslog A vt — OHI

«SNMP k7 v 7 DEE
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Ry ADY r—R
« ZAB UL TR A~DY) Y B
« R —DFEFT
s NI ATV NOFHIY
s "o ATV MY B
*Cisco X NT—F 7 h—EADA X DK
EEM Python /X v 77—k, EEM 7 7 ¥ a V2 F(T7T D710, A v X4 —T7 A AN LE

T THHDOT 73 I Python A7 U7 M &EH L TREOH T Z &3 T&, Cisco Plug N
Play (PnP) #%H1°C Python /Ny 7 —U BT 7 v a v Ny RIIZHEEINET,

EEM Z %
EEM AV v —id, ROFBEOERZF O LN TEET,

o A XY NEAOMBIARER : R —% b U H— LI A X N OFEHIDERE S5 FHil
EFHOEH DY~ , eem event reqinfo () API (X, FHAAAEE DOV A M2 LET, =
NOOEZIT, vn— N~ ARF LT —INVERE L TERTAZ N TEET,
0 — VBRI A AR IL, MHAIABEEIT S IV EE A,

s 2—PEZBOLEE  ERXRBLORY O —TCTOMHNRERES, b DEBOMEIT,
Python 27 U 7 NNTEHRTE E7, A7 V7 MEFEITT DRI, BROEH OEIMEH
FRECTH D Z L &2l L T £ &V, eem user variables() API |Z, API CAJ) S/l
DOBAEDEZ K L E T,

EEMCLI 54 75 1ma~< Yy kR
EEM WNCiX, Python A7 U 7 N ZEMESE 5720, RO CLIZA 7 7Y a~vr REfflTx
\i—gqo
seem cli close() : EXEC 7 rEA%& 70 —XL, avy RIERINZ, VIY BIOHEE
SINTETF XN N RT7H2Y Y —ALET,
s eem cli exec : FREINTZTF ¥ XA Ny RZIZav s REBRL, a2~ REFATLET,
wIZ, Fyxrmnbavzy RO hEHARY . HAOZRLET,
«eem cli open : VTY Z%|0 2T, EXECCLIt v a v &{ER L. VIY2F ¥ R/ K
ST LET, Fr iy RIE2ECRRAEZIRLET,

e« eem cli read() : A ONTWVWAINETT A AT BT MONRE—VNRETHET,
BESNIECLIOF ¥R Ny RInbavy R EHERRY 9, —&T5FE T,
AR O NI TR TORNEZELET,

e eem_cli_read line() : $§7E SN CLIOF ¥ F/L N> RI0h b, a<r RO 147425
A £, mARONTATERLET,
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« eem _cli_read pattern() : #tAAH SV TNDART/NZ — 338495 £ T, f5E 7z CLI
DF X XN RIpba~vy R NEHARY £, —HT2E T, HARNTZT~
TONEEZERLET,

eeem cli run() : clist IZHDHHEAMV KL, ZNENN, 4 FX—T N E— RTETIND
av U R ThHhHZ EauHRE LET, EFICETIND L, EfTslcdXToav R
DO HZERLET, KT HE, =7 —2KRLET,

« eem_cli_run_interactive() : 3 DDOHHANH S clist DV 7 U XA MEHELET, EFICIAT
SNd e, FTENET_XToOavr POl hERLET, KT 2L, =7 —Z2ikLZE
T WTHEARGAITIE, BB LES, TRIEISEEZN 2 IRFFT L2128~ T, &
OIHEICH THiAls Z N TEET,

« eem_cli_write() : ¥5E SI72 CLI F ¥ R/ N RZIZH L TEITEN D a~v L REEZA
HET, CLIF¥FNV N RTICk-T, a~vr RRETERET,

EEM Python 7R') > —MDERTEHE

Python 27 U 7 " REMWETE 5 L HICT DL, T A N v o v EAMET 208N H Y £,
FEHMZOWTIE, FR vz OBEEZSBBELTIES D,

Python R!') & — D& Ek

FIg
ARV FERET7IV3 Y By

RT w71 |enable ¥iME EXEC E— R& AN LET,
fi e NRAT—REANLET (FREh
Device> enable =88

R 72 |configure terminal Ta— ) ar7 4 ¥al—g
Bl - E—RFZBRBLET,

Device# configure terminal

R T w 7 3 |event manager directory user policy path | = —4% S5 4 751 77 A L F 7Tz —
il - YER EEM R Y 2 —ORIFITHEH T 5
Device (config) # event manager directory 7ALV7 M %—f?‘aﬁﬂi Lijﬂo

user policy flash:/user library GE) *Eﬁiﬂéﬂ#/\ox Glﬂf U S
VETY, exlL, ZoF
JIECIX, eem scriptpy s U v—
73 flash:/user_library =7 4 /L4 —
FlINATHEHATEE T,
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Python 7K1) & — D&k .

ARV RFERIETY Va3 B#Y

AT 7 4 | event manager policy policy-filename EEM 7K U 3 —% EEM (&8 L £7°,
i e WU —ld, T 7 AMLRTICEED
Device (?onfig) # event manager policy Wt ENE<, 7 7 A NVILET
eem_script.py 1L .py T, &Y I —(L Python KV

V¢ LTERESNET,

EEM X, AU v —ZFDHDITEE
oA Ny MEARIZESHTRY

=R ATVa—0 L, FHTL
%9, event manager policy =~ >
RAFERNH &5 & EEM 3RV
U—HHER L, FRESNIZA N b
DAL LTZGAICFATEND L DI

Bk L ET,
ATy 75 |exit Ja—n_)ary7 4 X¥al—g
i - T— R&T L, FHE EXEC £— FIZ
RYET,

Device (config) # exit

AT 7 6 | show event manager policy registered fRE EEM RV v —%FK R L FET,
1

Device# show event manager policy
registered

R 7 7| show event manager history events N —ZNTBEM A X b EFRRFL
i - =7

Device# show event manager history
events

451
IZ. show event manager policy registered =2~ > RO FHIZ7~ L £,

Device# show event manager policy registered

No. Class Type Event Type Trap Time Registered Name
1 script user multiple Off Tue Aug 2 22:12:15 2016 multi 1.py
1: syslog: pattern {COUNTER}
2: none: policyname {multi 1.py} sync {yes}
trigger delay 10.000
correlate event 1 or event 2
attribute tag 1 occurs 1
nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

2 script user multiple Off Tue Aug 2 22:12:20 2016 multi 2.py
1: syslog: pattern {COUNTER}
2: none: policyname {multi 2.py} sync {yes}
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trigger
correlate event 1 or event 2
nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

3 script user multiple Off Tue Aug 2 22:13:31 2016 multi.tcl
1: syslog: pattern {COUNTER}

2: none: policyname {multi.tcl} sync {yes}

trigger
correlate event 1 or event 2
attribute tag 1 occurs 1

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

EEM 7Ly bk 722 30DO—8& LTOD Python X9 ') 7 FDEST

Python X% 1) 7 ~ : eem_script.py

T vay avwy REMEATAHZ LT, EEM 7 7Ly MI Python A7 U7 R &2E&D
LHZEmTEET, ZopTE, —VIIHENE Python A7 VS N & EEM 7 7 v 3 >
D—HELTEITLEY ELTWET, 7272 L, EEMPython/ v & — V3% %E Python
A7 V7 M TIHEHTE EE A, 10S OFEHE Python 2 27 U 7 MZIX from cli import
cliclip EWHIARID/ N r—T 30 ZDOy b —UF10S a2~ REFETT 57
DI TEET,

import sys
from cli import cli,clip,execute,executep,configure,configurep

intf= sys.argv[l:]

intf = '"'.join(intf[O0]

print ('This script is going to unshut interface %s and then print show ip interface
brief'%$intf)

if intf == 'loopback55':
configurep (["interface loopback55","no shutdown","end"])
else

cmd='int %s,no shut ,end' % intf
configurep (cmd.split (', "))

executep ('show ip interface brief')

&Iz, guestshell run python =2~ RO B Z R LET,

Device# guestshell run python /flash/eem script.py loop55

This script is going to unshut interface loop55 and then print show ip interface brief
Line 1 SUCCESS: int loop55

Line 2 SUCCESS: no shut

Line 3 SUCCESS: end

Interface IP-Address OK? Method Status Protocol

Vlanl unassigned YES NVRAM administratively down down

GigabitEthernet0/0 5.30.15.37 YES NVRAM up up

GigabitEthernetl/0/1 unassigned YES unset down down

GigabitEthernetl/0/2 unassigned YES unset down down
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GigabitEthernetl/0/3 unassigned YES unset down down
GigabitEthernetl/0/4 unassigned YES unset up up
GigabitEthernetl/0/5 unassigned YES unset down down
GigabitEthernetl/0/6 unassigned YES unset down down
GigabitEthernetl/0/7 unassigned YES unset down down
GigabitEthernetl/0/8 unassigned YES unset down down
GigabitEthernetl/0/9 unassigned YES unset down down
GigabitEthernetl1/0/10 unassigned YES unset down down
GigabitEthernetl/0/11 unassigned YES unset down down
GigabitEthernetl/0/12 unassigned YES unset down down
GigabitEthernetl1/0/13 unassigned YES unset down down
GigabitEthernetl1/0/14 unassigned YES unset down down
GigabitEthernetl1/0/15 unassigned YES unset down down
GigabitEthernetl1/0/16 unassigned YES unset down down
GigabitEthernetl1/0/17 unassigned YES unset down down
GigabitEthernetl1/0/18 unassigned YES unset down down
GigabitEthernetl1/0/19 unassigned YES unset down down
GigabitEthernetl1/0/20 unassigned YES unset down down
GigabitEthernetl1/0/21 unassigned YES unset down down
GigabitEthernetl/0/22 unassigned YES unset down down
GigabitEthernetl1/0/23 unassigned YES unset up up
GigabitEthernetl/0/24 unassigned YES unset down down
GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down

Tel/1/2 unassigned YES unset down down

Tel/1/3 unassigned YES unset down down

Tel/1/4 unassigned YES unset down down

Loopback55 10.55.55.55 YES manual up up

Device#
Jun 7 12:51:20.549: $LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,

changed state to up
Jun 7 12:51:20.549: SLINK-3-UPDOWN: Interface Loopbackb5, changed state to up

WITRT DX, syslog ~DA vY—VHIOYV TNV A7 VT NTT, ZOART VT
ME, 77 A VICHRTEESN, TAALEDT7 7 AV VAT AZabe—Sh, X2 b
IRV YDRY = T A NVEHEH L TRESNDOBENRDH Y FT,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200

import eem
import time

eem.action syslog("SAMPLE SYSLOG MESSAGE","6","TEST")

IR DI, EEM BEEB A 1T 7V 27 V7T, ZOAZ V7|
. 77 ANVICRIESI, T/ A LD T 7 ANV VAT AZat—Sh, A XV kv
XK=V DRY = T 7 ANVEHEH L TRERSNDVLERH D 7,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200

import eem
import time

c = eem.env_reqginfo ()
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print "EEM Environment Variables"
for k,v in c.iteritems () :

print "KEY : " + k + str(" ---> ") + v
print "Built in Variables"
for i,j in a.iteritems()

print "KEY : " + i + str(" ---> ") + j

EEM 7 T L v

FIE

~TO Python X ') 7 DB

YINERYYTHE |

ARV RFERETIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L FET,
e NMAU—KREANLET FERkEh

-6

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

event manager applet applet-name

1 -

Device (config) # event manager applet
interface_Shutdown

Embedded Event Manager (EEM) (27 7
Ly bERERL, 77y b ar7g
Fal—rarE—RFEHBLET,

ATvT4

event [tag event-tag] syslog pattern
regular-expression

1

Device (config-applet)# event syslog
pattern "Interface Loopback55,
changed state to administratively down"

syslog 2 v &= D/RE — o —F# EAT
THOERKBEREELET,

ATvTh

action label cli command cli-string

1

Device (config-applet)# action 0.0 cli
command "en

EEM 7 7Ly FBR MY H—Shiz b x
ICETENDI0S o~ REEELE
K

ATvT6

action label cli command cli-string [
pattern pattern-string ]

1 -

Device (config-applet)# action 1.0 cli
command "guestshell run python3
/bootflash/eem script.py loop55"

patteen ¥ — 7 — R CIEEINLT 7 ¥ 3
VERBELET,
s ROBFET 0 T M BT AIER
RBINRG = UTFHNERELET,

J CiscolOS XEEverest166x 7045 SV EY T4 VT4 FalL—Lav AR



| vznexvUTHiEE

EEM7 Tl k<o Python 24 Y 7 rosem [

ARV RFEREET7TOVa Y B#Y

A7y 77 |end Ty bhary a4 X¥al—var
i - T— R&MT L, F#HE EXEC £— FIZ
Device (config-applet) # end UESE

Z 5w T 8| show event manager policy active FIFLTWAEEM K Y v —% %5 LE
i) : 7
Device# show event manager policy
active

AT 79 | show event manager history events FU A —ENT-EEM A X b &2FRL
fAi : ESE
Device# show event manager history
events

RDBERY

ROFITIE, ZAZITERESN TS Python A7 U 7 % b H—95 hiEE R L THET,

Device (config) # interface loopback 55
Device (config-if)# shutdown

Device (config-if)# end

Device#

Mar 13 10:53:22.358 EDT: %SYS-5-CONFIG I: Configured from console by console

Mar 13 10:53:24.156 EDT: SLINK-5-CHANGED: Line protocol on Interface Loopbackb5, changed
state to down

Mar 13 10:53:27.319 EDT: S$LINK-3-UPDOWN: Interface Loopbackb5, changed state to

administratively down

Enter configuration commands, one per line. End with CNTL/Z.

Mar 13 10:53:35.38 EDT: SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackb5,
changed state to up

*Mar 13 10:53:35.39 EDT $LINK-3-UPDOWN: Interface Loopback55, changed state to up

+++ 10:54:33 edi37 (default) exec +++

show ip interface br

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 10.1.1.31 YES DHCP up up
GigabitEthernet0/0/3 unassigned YES unset down down
GigabitEthernetO 192.0.2.1 YES manual up up
Loopback55 198.51.100.1 YES manual up up
Loopback66 172.16.0.1 YES manual up up
Loopback77 192.168.0.1 YES manual up up
Loopback88 203.0.113.1 YES manual up up
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EEM Python €~ 1 —JLICEAT B3 F DD SEEH

EEM Python

BEER T=aTF7ILEA L

EEM &% & [ Embedded Event Manager Configuration
Guide]

EEM o< K [Embedded Event Manager Command
Referencel
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Fa—)LDBEETEIR

ROKIZ, ZOFEY 2— /LT LIBRRICET ) U —RFHRERLET, ZOXRIEL, V7
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5 12: EEM Python & < 1 — )L D4 EETESR

EEM Python E ¥ 1 — JL DH4RETESR .

HaE

iy

)1)—x

HEEER

EEM Python €3 = —/ L | Cisco IOS XE Everest
16.5.1a

Cisco IOS XE Everest
16.5.1b

Z OFEEEIZ, EEM R U > —L2 LT
Python A7 V7 h&HHR— K LET,

BMENTZFHa~ 2 RiZdb o 5 A,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
EEIIR DT T v N7 —AICFEEX
TWE LT,

» Cisco Catalyst 3650 > U — X A A v
a:

» Cisco Catalyst 3850 > U — X XA v
?;

» Cisco Catalyst 9300 3 U — X A A v
%

Cisco IOS XE Everest 16.5.1b TiZ, Z®
EEIIR DT T v N7 —AICFEEX
TWE L,

* Cisco ISR 4000 >V — & — &Rt
B —2

Cisco IOS XE Everest
16.6.2

Z OR%REIL. CiscolOS XE Everest 16.6.2
T, Cisco Catalyst 9400 >V — X A A v
FIFEEEINE Lz,
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, 8

i

NETCONF 7O k)L

« NETCONF 7' 11 k 2L DHIFISEIE (91 ~=—)

« NETCONF 7' k ZtLOHEE (91 ~=—)

* NETCONF 7' &2 h )V DFREFE (94 _X—)

*NETCONF 7’2 hadar 7 4 ¥ o b—a rOffgd (98 X—)
« NETCONF 7' & k 2L OEEE R (100 ~=—)

« NETCONF 71 k =t /L OREREE R (101 ~<—3)

NETCONF 0 O /)LD &IFEIE

NETCONF #6E1Z. T a7 /VIOSdREE-ITY 7 MY = T NEEEZETTOTF A ZATEH
R—FENTWEHA,

NETCONF 7’0 FaJLDHE

_\\

—RETILOBE : TO5 S5 LIZKDETEESEDIZERBIZHEHNL
Lt&i

Fy MU= TN RAEEHT HHERO L, a7 —4% GtEa~r ) BIONER
7—% (showa~> F) floa~vr R4 A2 =74 A (CLD) %EHT25Z&L T,
Fy NU—VEEOEE FICSESERR Yy NT—7 T AW CEHEERE RIS 5729
(2. Simple Network Management Protocol (SNMP) A< fEA S TWET, HBEIZHHA I
TV 5 CLI & SNMP T 28, Zhic ww<oﬁwﬁwﬁ$iw%bbi#‘CLli#% MBEMT

HY, THXRANR—ZAOMAAREZEM L, FIRT DI AR O ADBLETT, SNMP L, BE
W7 —#2 LERAT — X 2K LEEA,

INEMRT DR, FEECTREEEEITHOOTIIRL, a5 LY, KD
FEMERIFSICHEIL L TRy b T —2 T3 ZADOREE LR L E T, CiscolOSXE TEMET 5 % v
NT—2 TNRA AL, T—X FETNVEMEHT LAY VT —7 EOBEEOT A ZAOREDH
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ke AR—bLTWET, 7—F EF7 VL, ERTERSNTAEENRSFETHRES L,
Xy NI =V DREEL AT —F AEREERZTEET,

Cisco IOS XE IX. Yet Another Next Generation (YANG) 5 —# £5 U VvV EZEAVHR—FL T
WET, YANGZ# %y hU—2#&E 72 k=L (NETCONF) T+ 5L, Ak~
ns I IV RER SRy N BEOLEE LY U 2— 3 N FEB L E3, NETCONF

(RFC6241) 1Z. 2 I9A T v TV —a U INTF AL ANEDOBEREZFER L TTF A
WCRELEFEZMZ A7-DIHHTAXMLRX—Z2D 717 k2L T3, YANGIEZIEIZ, NETCONF
BIECHAINIREEAT— N T—HE2ET /LT H-OEASINET,

Cisco IOS XE TlL, ET /L RX—ADA U H—T = A AlX, BEfFOT /34 A CLI, Syslog, X
USNMP A > ¥ —7 = A ALMEEMALET, LEIELT, ZRHDA ¥ —7 =4 A,
Xy NT—2 FRY A ) =AY RIZAB SN ET, YANG (X, RFC 6020 (2550 T
%70 A EET LT BB S ET,

NETCONF

G¥)

BIFEF T4 0 2\ 515 T Cisco YANG EF /U T 7 A+ 35121, GitHub URY MY 248
B, vendor/ciscoVr 7T 4 L7 M VICKEIL 9, ZZ Tk, IOSXE, I0S-XR, I X NX-0S
Ty NI F—bDIEIERIT IV —ADET A EFEHTETET,

NETCONFIZ, R hT—27 TR ZADOFREEA A b—)L, #E, BT 27200 A =X
LT,

a7 4F¥alb—varyr—FLt7r hai A yE— T Extensible Markup Language (XML)
N=2ADT =2 oA L7,

NETCONF (Z¥ > 7NV E—h 7r i —Yy 23—/ (RPC) X—ADA I =ALZHHLT
7 IAT v R —REOBEERELET, 7 TAT Y MIFXy hT—7 v F =T ¥ D
LLTHEITENTWBERZ Y P T AU r— 3 0T, @, —Ndxy hU—27 FR
A2 (AL v FEIFA—F) T, $—=NF, Ry hT—27 TS ZA2ED kT v AHR— k
gl LTEXx=aT =/ (SSH) ZFEHLET, SSHAR— FEF830%T 74 /L hDFR— K&
LCHEALET, A— &L, REWRERL T a0 TY,

NETCONF i&, #EOHI LCET A OF T m— b P R—FLTWET, FR— FdR
DET VL, ietf-netconf-monitoring E7 /LA L TRIHSNET, FET MITHT HHER
fHE, HREDISEITR SN TVE T, F—% TF/LE, get-schemaRPC &/l LT, 7734 =
MoATvarnFdyran—RELTAFTEET, TRHDYANGET LVEMAL T, 7—
2T NVERBEFLIZY =7 AR — b LD TE £F, NETCONF OFEAIIC OV Tid, RFC6241
ZZRLTIEEN,

Cisco I0S XE Fuji 16.8.1 L W H DY V—ZATlL, AT —4% ~ 53—V % (KR—V 72k
<) MEBNZAHNNC 72> CWE L=, Cisco I0S XE Fuji 16.8.1 LIED U V — ATk, #EHT—
2%, NETCONFZ#EITLTWAH 7T v 7+ —ATEMEL GEET — & OfLfA & FER) |
T 7 H NV N THEMZR>TCnET, BHT 207 ) F3A M) = It S a v
A= FOFEIZ DWW TIX, GitHub U AT b U T HHID *-oper ZZ ML TS 7230y,
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=R LBET LKL E T, SMTA o Z—T = A RiL, IPv4 & IPv6 Dl )7
WZOWCT 2T NVAX v 7 2 R— b LET,

DMIi%, *v hU—JHEHEDOERERH T DH DY —E AT, NETCONF<°RESTCONF
REOT TV r—varvETa balid, xy MU= %N LTCINHEODMIIZT Z7EBAL
9,

IPv6 7 RUARRESILTWRWGAE TS, AT 7T 7Y —ra idIPve V7> &Y
A UETETR, 2hbD Y7y MIBGERGEIZRY £4,

NETCONF o O—/\)L v 3>nAavy

NETCONF 7' &2 b 2L, T34 AREEZEF L., T/ ZADREFREZ TG T H7200—H
DOEAEZ R L F9, NETCONF |2/ v — L vy 7 2% 3R — kL THEY., NETCONF TII&
Bl igolzby i a kil TAMENEAINTNET,

BHEOREE Yy v a v OEKIChI> T—EWEMHE L., REDHEZT-OIC, BEyia
v DF—F—IEINETCONF & v g %1 w7 CTx%9, NETCONF lock RPC 1., =27 ¢

Xal—aryrX—H—LFIETFaLr 7 Xal—arF—E_X—Xruv 7 LET, FO
DT XTHONETCONFE v 3y (ay 7 & LTV 1E, mEREZFEITCEEE
No T2721, A BEIXEITCEET, Znbou v 7 1 3FEHE_MMENZ EE2ER LT
BY., A—F—i%. #1> NETCONF 7 74 7> . NETCONF U D 2 Z 4Tk (SNMP,
CLIAZ U pl) | BIOAMOZ—F LV 28 TICEEEZMAD I ENTEE

7

TIT 47 By vailioTREFEh WA Z7e—vay 7, BEMfTonzty s
Ukl SN E XTIV ET, vy ZIlLoT, vy 2 ERFEL VWA AEY Va v
D, BEICK L CHHM e B ZIALT 78 A 2T2A5 L9V ET, Ze— oy ik
DEREOEENMER I NTZHAIE, =7 — A v E—UI2XK > T, NETCONF 7 12—/3)L | v
7 SRR TRHEDEENEG SN2 EPRINET,

<lock> AEITUHL ST A — 4 <target> ATV 9, Zhid, oy /s LES 353074
Fal—ay F=HANTOHMTY, By ZRT 7T 477254, <edit-config> i &
<copy-config> #/FITFF AT SN EH A,

NETCONF &7 v —/3L v v 7 OFfREFH1Z clear configuration lock =2~ > RMEE SN i=5HE
1T, REDERRFEMNBRAr P a—E, BEDsyslog A vE—URAERINET, 2=
< R, A=Y —ar 74 Fal—varavs0kLE7 VT LET,

IZ, <lock> BefE% R9 RPC Dl &~ LET,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
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</target>
</lock>
</rpc>

NETCONFKill v 3>

Ty aryOBAER, FE7 AT ML r— UL ay 7 OBANE T E XX
show netconf-yang sessions =~ > K& {#H L CNETCONF & v v a v 2 E=F TX £, i
7z. clear netconf-yang session =~ > RZfH L TNE L2 RoTlck vy a vz 07795
Z &L HT& £, dear netconf-yangsession =~ > Ri%X, NETCONFu v 7 a7 ¥ a2 L—
varwyJomGEs VT LET,

<kill-session> 3R 1L, NETCONF & > v 3 » 25l T LE 9, NETCONF => 7 17 4
L, A—7"2 v a O <kill-session> ERE#ZFTH L, B EANOT X TOERELE
IEL, By va BT bR TWDT_XCory 7 &Y Y —2 %2k L T, BEMT N
T TR CHLET,

<kill-session>ERITIZ, B TTANETCONFE Y arDtEy g VIDBRKETT, By g
YIDOERBIEDOE v a vID &R UHATR, BREsa R~ =7 =R ET, NETCONF
Ly arO TV v a RN EREEITHICNETCONF v v a UK T LIzGEE, 77—
RBETFILALTTARNTIFXIZLEoTR—ANy ZRBERIN, Ry N T— 7%?’?
Xy 7 RSN T, T3TO YANG T /VOREIN MY H—SnEd,

tovalrOkill BERL, ZFua—U oy 2 MEFINTWAEAR., =Y —LERE
vty Z{# 1 L T clear configurationlock =2~> KE AN LET, ZORET, T—% ET /L%
FEIELTHEESTLIZ N TEET,

NETCONF 70 FaJLDEEHE

NETCONF-YANG (X, TNA ADT T4~V NTFTARKA L MEHEHALET, FT A MKRA
> FIMFEE L 72V E5E 12 NETCONF-YANG % Es b &, HOB4 T A MARA > FE
EnET, FMzoOVWTIE, TARF—A > 7TF7A NI/ F ¥y a7 4 FXalb—varh
A R (Cisco I0S XE Gibraltar 16.10.x [a(}) ] #ZHBL T Z&EW,

NETCONF Z {3 21 DHERET7 VU £ X DI/t

NETCONF API D JH 2 BHtET 5121, MERL L1552 F o2 —FTHALERHY £3, £
DX INTT DI, ROIEEEITONET,

FIE

ATV RERIFFTIaY B &
AT v 71 |enable Y ME EXEC =— FEAZNIZ L ET,
1
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| EFLBBHRITOTIS<EY T4

NeTconr-vanG oz [

AU RFERETOVa Y

B8

Device# enable

WNAT— R AN LET (EFERahiz

/E[\) o

ATy T2

configureterminal

1

Device# configure terminal

Ja— ) a4 F¥alb—g
£ — }“%‘/Fﬂlﬂﬁébij‘o

ATvT3

username name privilege level
password password

1 -

Device (config) # username example-name
privilege 15 password example password

=P E R AL LEREREY AT b
L LET, ROF—U— RERELE
R

s privilegelevel : = —F DHER L ~L

ERELET, I I~ T g
FEREDIG AL, 15T D0 ENRH
nET,

* password password : CLI £ == —{Z7
IR AT HIZDD/NRAY — RERE
LET,

ATv74

aaa authentication login default local ¥ &
¥ aaa authorization exec default local

1 -

Device (config)# aaa authentication
login default local

Device (config)# aaa authorization exec|
default local

(%) aaanew-mode % & ET LA
X, AAARRGEB L OFF N MLETT,
UE— h AAA Y —"DOEEIE, local &
AAA J— N [ZEEHZ £,

ATy TH

end

1

Device (config)# end

Ja—x ) a7 4 F¥alb—g
£ F%%@T L/iwg‘*o

NETCONF-YANG O

=L

ax e

L3 —NETCONF 7' 11 b /LT A ZATHNI > T D5,

RFC #E§lL> NETCONF

7'v ka3 IRE L EH A, nonetconflegacy =~ R&fiH L CL 43— NETCONF 7' & |k

=)L %

FIE

ILTLKEENY,

ARV RFEEETIa Y

S]]

ATy T

enable
1 -

Device> enable

¥ibE EXEC E— REZ A% LE 4,
e NMRAT—RKEANLET (FEkEhn

=56

o
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ARV RFERETIVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)LaryZ7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

netconf-yang

1 -

Device (config)# netconf-yang

Fv hU—2 F 34 A2 T NETCONF A
VE—=T A A AN LET,

G¥)  CLICXD/\HMDAR—T L
b, *v NU—2 T34
ABTT IV R—ADA L H —
T A B L CEETED
Kol EF, ET L N—
ADA v H—T AR Ttk
ADGERIRT VT 4 X— =
T RO D L
N F9,

ATvT4

netconf-yang feature candidate-datastore

1

Device (config) # netconf-yang feature
candidate-datastore

BT — 2 A N T 2RI LET,

ATvTh

exit
1

Device (config)# exit

Ja—_ ) a7 4 Xal—T g
T—FERTLES,

NETCONF A T2 a3 >m

SNMP D& E

=L =

ax X

NETCONF ZHZNZ LT, #AR— h SN TW5D MIB 1 HAEMR I YANG 7 V&AL T
SNMPMIB 7—# 27 7 AL7=0, I0S THHR—F I TWSSNMP b7 v 7=/ L
T, YR—=FENTWS b7 v 75 NETCONF @A % %154 5121%, 10S TSNMP H— %
BN LET,

WROBIEEAT > TTES W,

FIE

ATy I
5 -

I0S T SNMP #EEAZ B L E T,
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ATvT2

ATvT3

snwp oz [

configure terminal

logging history debugging
logging snmp-trap emergencies
logging snmp-trap alerts
logging snmp-trap critical
logging snmp-trap errors
logging snmp-trap warnings
logging snmp-trap notifications
logging snmp-trap informational
logging snmp-trap debugging

|

snmp-server community public RW

snmp-server trap link ietf

snmp-server enable traps snmp authentication linkdown linkup
snmp-server enable traps syslog

snmp-server manager

exit

NETCONF-YANG 73 #) L7, K ? RPC <edit-config> A v &—3"% NETCONF-YANG 7~ —
MZZEE LT, SNMP b7 v 7OH R — b E2HMLET,

51

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<edit-config>
<target>
<running/>
</target>
<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">
<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>
<trap-list>
<trap-oid>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>
<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>
<trap-list>
<trap-oid>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>
</snmp-trap-control>
</cisco-ia>
</netconf-yang>
</config>
</edit-config>
</rpc>

& D RPC A v —3% NETCONF-YANG "R — MMZ#EE LT, FEfTar74F¥al—va %k
AR~ T v a7 4 Xal—a JNMRTELET,
5 -

<?xml version="1.0" encoding="utf-8"7?>

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>

</rpc>
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NETCONF O FaJLDa> T4 F¥aL—> 3V DFER

NETCONF 227 4 X a2 b— g VEMRT AIZIFRkOa~ >y REEALET,

FIE

AT w71 show netconf-yang datastores
NETCONF-YANG 7 —# A h 7 IZBHT B FHE R R LET,
1 -

Device# show netconf-yang datastores

Device# show netconf-yang datastores

Datastore Name : running

Globally Locked By Session : 42

Globally Locked Time : 2018-01-15T14:25:14-05:00

AT 72 show netconf-yang sessions
NETCONF-YANG t v ¥ = BT D IEHR AR R LET,
1 -

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore
Number of sessions : 10

session-id transport username source-host global-lock
40 netconf-ssh admin 10.85.70.224 None
42 netconf-ssh admin 10.85.70.224 None
44 netconf-ssh admin 10.85.70.224 None
46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
58 netconf-ssh admin 10.85.70.224 None

AT w73 show netconf-yang sessions detail
NETCONF-YANG & v & a VB B3GR 2 2R LET,
i

Device# show netconf-yang sessions detail
R: Global-lock on running datastore
C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 1
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session-id : 19

transport : netconf-ssh

username : admin

source-host : 2001:db8::1

login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0

in-bad-rpcs : 0

out-rpc-errors : 0

out-notifications : 0

global-lock : None

AT w74 show netconf-yang statistics
NETCONF-YANG ##HZ BT 2 AF R~ L ET,
11

Device# show netconf-yang statistics

netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0

in-bad-rpcs : 0

out-rpc-errors : 0

out-notifications : 0

in-sessions : 10

dropped-sessions : 0

in-bad-hellos : 0

AT 75 show platform softwar e yang-management process

NETCONF-YANG D% 7R — MIMBERY 7 o7 a0 ADAT—X A% FRLET,
1 -

Device# show platform software yang-management process

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running

G¥)  7mEAnginx X, iphttpsecure-server F£ 7= ip http server 237 /3 A A TEHE I N T
WAL ARILFATSNE T, 207 ar AN [947) RRETZ2 < TH NETCONF 1L 1EH
\CHERE L £9°, 7272 L. RESTCONF (2% nginx 7' 2 & AN MHE T,

%= 13: show platform software yang-management process M 7 4 — )L K D E%EA

J4—ILFK ERBA

confd a7 4 FXal—Yary F—Fr
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TA4—ILK HL

nesd Fy hT—I BRI aFAF T
syncfd T —F N5 D[R

nesshd NETCONF £ % =27 ¥ =/L (SSH) F—E >
dmiauthd FNA ZEEA B —T oA X (DMI) FBiE

T—E

vtyserverutild

VIY =" a—=7 1 VT 4 T—F

opdatamgrd AT —4 v~ =V x F—E
nginx NGINX Web #—/3
ndbmand NETCONF 7 — 4 _—Z =% — %

NETCONF 7O k /L DRSE &

ESPERE]S

I=-aTF7ILEA I

A2 D YANG T —# T )L

I0S-XE. I0S-XR., B L UINX-08 7 | BASEH 12437 0 297 J571% T Cisco YANG &5 /LT 7
Sy 7+ —LbDOESFESERY Y — | BT AL, GitHub URY ~ U ¥4 L. vendor/cisco

Y7F L7 PURBEILET, ZZTiE. 10S XE.
[I0S-XR., BLUNX-OS 7T v b 74— DEEF R
VY —2DOFEFNEHEHTXES,

BES L URFC
2 4E/RFC 24 ML

RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]iF 7 —
2TV TSR

RFC 6241 Xy NU—r#FES 1 k= (NETCONF)

RFC 6536 Fy NU—JEET e b2/ (NETCONF) 7 7 & AT T
v

RFC 8040 RESTCONF &z ~ =2 /b
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| EFLBBHRITOTIS<EY T4
NETCONF 700 b T /)L D#EHEEIESR .

SRADTY ZAHI YR—F

A 9

TAaDYR— b WebP A FTlL, Aol - |http://www.cisco.com/support
BY—ZETE NI TN a—T 4 TR EL TV
FHE2C, v=a2 7 ARV —AE2EFI LD ETL8ERA
YIAY VY= AR L TOET,

BHWORGL O X 2 U T ¢ HERCHAMEREZAFT L
»IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R/ X O&FEH—E X|TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

NETCONF 7’00 O )L D #4RETEHR

ROFIZ, ZOFY2—/)L Tl LIZHREICE T2 Y U —2 e s LET, ZoRT, V7
Fo=7 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, TOKRIT. W 23720 RY . 2 UEO—EDY 7 by =7 VY —
ATHYR—FSnET,

TIy b7 A= LD R = FBIO AT VT by 2T A A=V OV AR— MIET LW E
FREE4 % 1Z1%, Cisco Feature Navigator Zffi ] L £ 9, Cisco Feature Navigator |27 7 & 2§ 5T
X, www.cisco.com/go/cin IZFEE) L £9, Cisco.com DT 7 MIMLEDH Y £ A,
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= 14: NETCONF 7’00 + O )L D EETESR

EFLEHETOSS5TEY T4 |

HaE

iy

)1)—x

HEEE®

iz 7 4 =2 b—
vay AR—hk

Cisco IOS XE Fuji 16.9.1

a7 42— a3y BFR—F
HRea AT, v uiraly
N A7 a &M L CRFC6241 %5
T DHZLITEo T, EEtligkRE A AR —
FCEET,

ORI, RDT Ty T+ — AT
FHEINTWE L,

e Cisco ASR 1000 > —X 7 7'
F—rarP—ER J—H

e CiscoASR900 > ) — X 7 7' U /r'—
vary HY—ER L—H

« Cisco Catalyst 3650 > U — X XA v
?;

» Cisco Catalyst 3850 ' U — X A A v
%

» Cisco Catalyst 9300 ' U — X A A v
%

» Cisco Catalyst 9400 ' U — X A A v
.a:.

* Cisco Catalyst 9500 > U — X XA v
.a:_

e CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
J—x

* CiscoISR 4000 > J — X H— " Ak
B —

WOa~wy RPRBEASNE L :
netconf-yang feature candidate-datastore
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HaE

iy

J1)y—=x HRETHRER

NETCONF 7'z b =)L Cisco IOS XE Denali 16.3.1 |NETCONF 7' 7 k = )UREIC L »C. 7
07T M K DA FEDOREAER KL |2 HEHL
L7=HEET, REDER R Yy T —
7 TR ANSOERT — & DRt
DINEGIZIR D £,

WDa~<y RPREASNE LR :
netconf-yang

Cisco IOS XE Everest Z OFEREIL. Cisco Catalyst 9300 > U —
16.5.1a R AA v F & Cisco Catalyst 9500 > V) —
A AA v FICEEINE LT,

Cisco IOS XE Everest Z OFEBEIX. Cisco Catalyst 9400 > U —
16.6.2 R A v FICEHEINE LT,

Cisco IOS XE Fuji 16.7.1 | = o#REIZ. DT T v N7 +— AT
FHEIRTWE L,
*+ CiscoASR900 'V — X 7 7' /7' —
YarP—rvR -4
* CiscoASR920 > U — X 7 7' Y ;' —
var bR —H
* Cisco Network Convergence System
4200 > U —X

Cisco IOS XE Fuji 16.8.1a | = m#HEIT, Cisco Catalyst 9500 /> /%
T = A TN —=RAAL v FITRLE
SINTWELE,
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HEES J1)—= B EETEER
NETCONF £ X O Cisco IOS XE Fuji 16.8.1a | = O, RD T T v N7 4 — AT
RESTCONF IPv6 D 7R — REINTWE L,

N

* Cisco ASR 1000 > ) —X 771
F—raryP—bE R NL—H

* CiscoASR900 > U —X 7 7' U &' —
varyPh—rRIJ—H

Cisco Catalyst 3650 ' U — X A A v
%

Cisco Catalyst 3850 ' J — X A A v
%-

Cisco Catalyst 9300 'V — R A A v
.a:.

Cisco Catalyst 9400 'V — X A A v
%

Cisco Catalyst 9500 U — X A A v
3"

Cisco CBR-8 v/ J — X )L—#

Cisco CSR 1000v A1 > F

CiscoISR 1100 >V — X ¥ — b 2%
Bl —2

CiscoISR 4000 >V — X ¥ — " A&
B —2
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HEEER )1)—2 HREER

NETCONF 7' & —/ 31 Cisco 10S XE Fuji 16.8.1a | = OKEREIZ. IRD T T 7 — AT
Ry Bty a FEEINTWE LT,

D kill

* Cisco ASR 1000 > —X 7 7'
F—rarP—E R N—H

* CiscoASR900 > ) — X 7 7' U ' —
vary P—ER L—H

» Cisco Catalyst 3650 ' U — X A A v
\%.

* Cisco Catalyst 3850 > U — X XA v
.a:.

* Cisco Catalyst 9300 > U — X A A v
.a:_

» Cisco Catalyst 9400 > U — X A A v
a’_

» Cisco Catalyst 9500 > U — X A A v
%

* CiscoCBR-8 > — X jL—X
» Cisco CSR 1000v A1 v F

¢ CiscoISR1100 > V) — X H— b 2%k
BB —H

* CiscoISR 4000 >V — X H—t" 2k
alL—4
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i

RESTCONF 7O k)L

Z OETIL, HTTP ~X— A D Representational State Transfer 2> 7 4 ¥ = L — 3 > 7u k3L
(RESTCONF) Zf%Ed 5 Hik%#B LE 9, RESTCONF L, %ET —#., KT —%, 7—

2 ETVCEADOY E—F 7r—Y % a—/b (RPC) #fE, BLXOYANG ET /L CTERES
NTNWDHARY MIT 78R THIDD, YRR A = XL HSL Fa 53 70w
A U H—T oA AR LET,

« RESTCONF 7’11 k =t L DORHESA: (107 ~=—3)

« RESTCONF 7' 12 h 2 L OHIFIFEIE (107 ~=—)

*RESTCONF 70 7/ F <7 ) A4 L H—T A A ZHONT (108 =—7)

«RESTCONF 71 /' T~ T )L A L H—T =4 ADOREHTE (113 2—)

*RESTCONF 70 /' I ~T7 )b A VX —T =4 ADOREH (118 X—)

*« RESTCONF 7'z k /)L OB#EEE (121 ~_—))

« RESTCONF 7’11 k =t /L DFEBERE R (122 ~X—7)

RESTCONF 7’0 + O JLDRIIEEE

« RESTCONF 2% L T Cisco IOS-HTTP #— b 2 &ZH LET, FEMHICOWVTIE,
TRESTCONF RPC O] &ML T 7Z&W,

RESTCONF 7’0 kO )LD #I#EIE

RESTCONF 7' & b 2/LiZiE, WROFFIFEIEH SN ET,
cHABIORA NN AU —L4
* YANG /3 v F
« T A VH | BHEARE, IEIERE, B4, T a Rl T a0 RTA—H

« RESTCONF#REILZ. T 2T /VIOSAdREFE 1LY 7 b =T HEHEZFEITL TWVWBET /A
ATIEYAR—FEINTHERA,
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EFLEHETOSS5TEY T4 |
B restcone TosS5<IL A0 s—TzaRIzO0T

RESTCONF 045 5T JIL A 8 —T x4 RIZDNT

RESTCONF MO #1 2

OB va TR, BRERY NU—7 TS RIIT0 7 705 AL TEXIADDL LI
TA5, 7 balBlOET ) VI EEEICOWTEHALET,

« RESTCONF : & ks —4# (XML %£721% JSON) B XL YANG #f#H LT REST 71 7
AP ML LFET, Tk S FEEERRXy N~ TARALRIZT 0T T 252 R
LTT7 7 BAT& %%, RESTCONF API |Z HTTPs * YV v R&fEH L £,

* YANG : ET MERB SO EREIZE R S DT —% 5 U 7 E5E, YANG 1%,
NETCONF 5 J O RESTCONF APL IZ & » TEIT T 2B OAh#M & EAZ R E LE
7,

10S T RESTCONF &5 & U NETCONF

TOYSTFVI TNAADTAOIILBEUT—E2 ETIL

ORI arTiEH, BRERY NI TARAL AT e T A EFHL TEZIADD LT
T2, 7 balBLOET Y VI EEICOWTHAL £,

« RESTCONF : ##i#E (k7 —% (XML £721XJSON) B ILZWYANG #{#fH L CREST 71 7
RAPI IR LET, ZHICE Y IEIERRXYy NT—T TS AT 0T T AEfEH
LTCT7Z7®AT&E4, RESTCONF API (X HTTPs A Vv R&HFEH L 9,

« YANG : 7 U E K OB S b T —% £5 U v 7 58, YANG (1.
NETCONF 5 X Y RESTCONF API IZ L » THEIT T 2B 0A &P & fdE 2 e L%
j—o

RESTCONF #—/37%3 NETCONF #— S L 3f7 LT 5556, NETCONF 7’1 k=b e D7 1
Nan 4257 arPdh 9, RESTCONF — 3%, #EY VY — 2%l L TRED
T—=H AT ~OT 7w A& L E T, 7272 L RESTCONF 7' 1 s 2 /L INLEDEIEY v —
AEBELTHNRWVWDOT, FEEY VY —RET—H A NTIZT 7 8ATH0EI 1, BLOE
DIEERELET,

FEMEIZ DUV TIE,  [Catalyst 4500 Series Software Configuration Guidel] @ [Protocols and Data
Models for Programmatic Device] D& 7 3 &S L T 2S00,

HTTPs A Vv

AF— kLA 78 a3/ THDhttps X—AD 71 k2 /LRESTCONF (RFC8040) 1%, ¥ =
T HTTP A Y v REHEH LT, YANG ERT — X BEENHB&ET —4 A 7 (NETCONF
T—HANT HRET L — L AN H D) T CREATE, READ, UPDATE, LW
DELETE (CRUD) #:{EZ#2fit L £,
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ReSTCONF L— + U v—2 [

W’ DFETrL. RESTCONF #/EIZ NETCONF 7' & b = )L#EA BAT 1T 5 7iEE R L TWET,

FITay YR—FIATWEAYY K

GET btz

PATCH ST

PUT VERK F 72 1 & Ha

POST TERE T I3HE (Y r— R, F741 1)
DELETE Z—0y b)Y —ZDHIBR

HEAD Ny H— AET = RERLL L)

RESTCONF JL— K 1)V —X

« RESTCONF 5 /34 A%, RESTCONF @& &deY o/ BWHE TH 5 /.well-known/host-meta
Y Y —2(2k b, RESTCONF API D/L— FZHRELET,

« RESTCONF T /34 A%, %R URI O/ XA DEFHOFE Sy & LT restconf API L— ~ U ) —
AEMFHLET,

I &R L ET,

Example returning /restconf:

The client might send the following:
GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml

The server might respond as follows:
HTTP/1.1 200 OK
Content-Type: application/xrd+xml
Content-Length: nnn
<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">

<Link rel='restconf' href='/restconf'/>
</XRD>

URI O :

* GigabitEthernet0/0/2 :
http://10.104.50.97/restconf/data/Cisco-IOS-X E-native:native/interface/GigabitEthernet=0%2F0%2F2

» fields=name :
http://10.104.50.97 frestconfdata/Cisco-IOS-XE-nativenative/interface/GigabitEthemet=0%62F0%:2F2?fieldsname

* depth=1 :
https://10.85.116.59:443/restconf/data/Cisco-I0S-XE-native:native/interface/GigabitEtheret?depth=1
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« LHTE TP
https2/10.85.116.59:443 restoonfldata/Cisoo-IOS-X Enativernative/nterfacefields=GigabitEthemet/ip/address/primary;name

*MTU (7 4 —/L F)
https://10.104.50.97/restconf/data/Cisco-IOS-XE-native:native/interface?fields=GigabitEthernet(mtu)

* MTU :
https://10.85.116.59:443/restconf/data/Cisco-IOS-XE-native:native/interface/GigabitEthernet=3/mtu

e R F v R
https://10.85.116.59:443/restconf/data/Cisco-IOS-XE-native:native/interface/Port-channel

« [Char] 7°5 [Hex] ~OZEH#iF v — K : http://www.columbia.edu/kermit/ascii.html

RESTCONFAPI ') vV —X

APL Y YV —RZ|X. +restconflZNifET 5 FALY YV —ATE, ZIUIRD AT 4T 2 A Fh P R—
FLET,

« application/yang-data+xml ¥ 7213 application/yang-data+json

* API U ¥ —2|Z|%, RESTCONF DATASTORE % X U OPERATION U ¥/ — 2 RESTCONF
N— b VY =2ARGENET, RIHlZRLET,

The client may then retrieve the top-level API resource, using the
root resource "/restconf".

GET /restconf HTTP/1.1
Host: example.com
Accept: application/yang-data+json

The server might respond as follows:

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2017 20:56:30 GMT
Server: example-server

Content-Type: application/yang-data+json

{
"ietf-restconf:restconf" : {
"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"
}
}

EHIZ DWW T, RFC3986 &L TL & W

FPHXFFEFFHSINTONGENXF

Conbody

Tl
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AYy K

AUy R .

aArFUY 7 NI A=2E, BERENET—F = FOFHR/ — FRISETED L IC
VUB: Y W WiRY I ;N DS
=N TYR—FSNTWDLIRERDH Y 77,

« URI MIZTFFE L2 WGE DT 7 4V MEL, all TF, GET/HEAD % Y » RiZkt L CTH &
FFarEnEd,

400 DRIEZR | AT =& 24713, DAY v FELZY V=2 A4 F M S5
BIZRSNET,
PR SN DEDENTIRD & B0 TT,
1. https://10.85.116.59:443/restcont/data/Cisco-IOS-XE-native:native?content=config
2. https://10.85.116.59:443/restconf/data/Cisco-I0S-XE-native:native?content=nonconfig’

) RTRA—=H (7 4=V )

« depth-query /37 A — &%, V= NZLoTREIND YTV U —DRI ZHIRT 572Dl
HEnEd,

« [depth] /XT A —F DfEIZ 1 ~ 65535 OFEEFE =1L A~ U 7 Tunbounded] DWVFFL7H>
T4,

« BB URLICHFIET 258 10— FSivET,

« URIL NIZTFELRWEAE DT 7 4 /v MEIZ, Tunbounded] T,

* GET/HEAD £ Y v FITx L CORFATSNET,

(400 DARIEER | AT —HX A{T1E, DoAY v REIZ) V=R X A4 ISR
HIOERENET,

Bl
1) ‘https://10.85.116.59:443/restconf/data/Cisco-I0S-XE-native:native?content=config&depth=65535"
2) ‘https://10.85.116.59:443/restconf/data/Cisco-I0S-XE-native:native?content=nonconfig&depth=0’
>>> resp
<Response [400]>

>>> resp.text

'{"errors": {"error": [{"error-message": "invalid value for depth query parameter",
"error-tag": "malformed-message", "error-type": "application"}]}}\n'

>>>

il

s (74— K] 72U NXNTA—=%F, GET A Y v RTHREEIND, #—F v h UV J—2A
WOT—4 ) — REHIT 7047 var RSN ET,
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. AV F

« BEBE URLICAFET D58 Il R— S ET,
GET/HEAD A Y v RIZX L CORFFAISNET,

o T400 DARIEFR ] AT —H Z4T1X, DAY v REITY VY —R2 XA FIER S bHY
ARSI ET,

e (T4 =R 72U RITA=FDEIZ, WKOL—LE—FLET,

fields-expr = path " (" fields-expr ")" / path ";" fields-expr / path path =
api-identifier [ "/" path ]

1. BEO/— RFEBIRTDIE, T 2EALET,

2. J— ROV TELI ZEEET DI, ol &2 EMALET, lpath) 7 1—L K&
FEDo Z3F () ORNT/SARKEIY L5 [/ BRI EIZERE LT EEN,

3. M iE NARNT ) —ROF /) — FEBGT 572 DIEM L ET,

o [T74 =R 72U RTA—FZDMEIX, kONL—1E—FLET,

fields-expr = path " (" fields-expr ")" / path ";" fields-expr / path path =
api-identifier [ "/" path ]

el #BEO/)—FREBERT DT, I 2EHLET,

2. /= ROV TRV ZERETDHITE, o Z&2MEHLET, [path) 74— &
Fno ZXF [() ORIZ/NARGIY L5 1)) BDRNZ EIZERLTIESN,

3. 1 iFE. mART/— RO+ —FERET 5720 EMLET,

B
1. =N ETV2— LD
% : 'hitps/10.85.116.59:443 frestoonf/data?fields=ietf-yang-library:modules-state/module(name;revision;schema;namespace)’

2. 4iE IP:
‘https://10.85.116.59:443/restcont/data/Cisco-IOS-XE-native:native/interface fields=GigabitEthemet/ip/address/primary;name’
JxY RT A=K (FRA )

c IRA b 72 NTA=2F EF2—Y YA MERITY—7 U X FATER SR
TOBELIZD T 57—4 U Y —ADMARA » P EfRET 20 ShET,

=N E S TYR—FSNTWDIRERDH D 7,
*POSTEBLUPUT A Y v RIZOARFFA SLET,

[RA VN ORTA=FDfEIX, FARA L N AT V=V b~DRREFHRIT 5
FH|TT, FoRAIT, ¥—F > b U Y —ZAURI XFHEFRTTT,
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"Cisco-I0S-XE-native:command-list": [
{

"command": "show terminal"

XY NRIA=F (TT7FNVEHY)

[FT4N b ) ST A=FE FTANNOT =4 ) — FIZBT 28, 7
5 U Y= AITHT B GET BRAOISETED LI ITRSNENEIEE LTS, BEDT 7 4
Vb OIEAE— FEBIRGTT,

[l Bl
Report-All TRTCOT—% /— FPRREINET,
Trim YANG OF 7 4/ MIRESINT=ZT—H J—
RixsEShEgia,
Explicit 74T MIEY YANG OF 7 4V MMIE
EINT=T—% /J— FifEsnEd,

« RAV b 22 ) NI A=2F, NEF2—Y VA MERIZY)—7 U X PNTERKS L
OBBLIZD 57 =4 U Y —2ADMARA » b ERET D0 ShET,

il

Sync default settings (error):
Yiiges://10.65.116.59:443/restenf/chta/cisco-sal frgt retanfyangy/cisco-iasciso-ia/clso-iar lapging/clsco-iarsyne-loy-lee] dithrdefa il tsraport-al 1’
Intelligent sync (true):

"hitps://10.85.116.59: 443/ restamf/data/cisoo-sel fFgrt sretanf—~yary/cisao-iascisco-ia/cso-as intel ligent—syncwithr-defail tsreport—al 1!

RESTCONF OS5I TIN A A —T 24 RADEBEEHZE

AAA % {#F3 L = NETCONF/RESTCONF o235

1R BHHIIZ

MﬂamF%ﬁ&RmnamF%ﬁ I, FREE. R, BLOT AU T 47 (AAA) EFE
TEEETDMENH Y £, FORE, HERL L 15 DT 7 v XA TERHZESNZ RADIUS %
tinmmx+:~% 2. VAT ASNDT JBEARHFRENET,
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FIE

EFLEHETOSS5TEY T4 |

ARV RFERRTI Y

E[:)

ATy T

enable
B -

Device> enable

¥i#E EXEC £ — R& A x—7 /T LF
_ﬁ—

e RAT—FREANLET (FRE
N8548 .

ATy T2

configureterminal

1 -

Device# configure terminal

Jaua—)Lary7 4 Xal—g v
— F‘%Eﬁﬁébjﬁﬁﬂo

ATvT3

aaa new-model

1 -

Device (config) # aaa new-model

AAA A F—T NI LET,

ATv74

aaa group server radius server-name

1

Device (config) # aaa group server
radius ISE

RADIUS $—"ZEML, $—sN 7
JL—FRADIUS 2> 7 4 Fal— 3
v E—FREHMBLET,

* server-name 5|%121%, RADIUS
P—NITN—TZERB/ELET,

ATy Th

server-private ip-address key key-name

51

Device (config-sg-radius) #
server-private 172.25.73.76 key
Ciscol23

7'Z A ~X— s RADIUS — "D P T
RUALEEEX—2RTELET,

ATvT6

ip vrf forwarding vrf-name

51

Device (config-sg-radius)# ip vrf
forwarding Mgmt-intf

AAA RADIUS ¥ 721& TACACS+ #—/X
7' Jb—7"® Virtual Route Forwarding
(VRF) ZMiffHaiE L £,

ATy T1

exit
1 -

Device (config-sg-radius) # exit

PR —TRADIUS 2> 7 4 K =
L—yaryE—FRaETL, Zr—A
a7 4 FXal—ygrE— RIIE
D ET,

ATvT8

aaa authentication login default group
group-namel ocal

&1

Device (config) # aaa authentication
login default group ISE local

a7 A VRS, FBESNT I N—T4
ZF 7 4L DO —H L AAA ZRIE L
LCRELET
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RESTCONF o> Cisco 108 HTTP 4—E 20 &E#1E [

ARV EEEET7Ia Y B
ZF w79 |aaaauthentication login list-namenone |3 x5 A~dr 7 A o HZRIEHD AR
5l - ThoH I LEEELET,

Device (config)# aaa authentication
login NOAUTH none

25w 710 |asaauthorization execdefault group | #F Al % 5247 LC, EXEC ¥ = LD FAT

group-namel ocal DL —PIZHFRENTNDENE I g
15“ : %%@\Li‘j—o

Device (config) # aaa authorization exec|
default group ISE local

AT w711 |aaasession-id common BEOa— VI L TEEINEE Y
4 - va VIDEBRNFRI LIRS Lo LE
Device (config) # aaa session-id common| EE
AT 712 |lineconsole number HET DREDEB AL, T4
B - a7 4 F¥al—ygrE— NEBlh
LET,

Device (config)# line console 0

Z 5w 713 |login authentication authentication-list | 7 7' 1 L 1z%l+ 2 AAA R3[4 A % —
Bl - TMZLET,

Device (config-line)# login
authentication NOAUTH

25w 14 |end a7 4 Fal—aryE— K%
Bl - BT LET, FV T, FFiE EXEC E—
RIZEREY £9,

Device (config-line)# end

RESTCONF 0 Cisco 10S HTTP —E XD E 1L

RESTCONF A > ¥ —7 = A A& HAT 51215, ROEEEITVET,

Flg
AU RFERET7TIVa Y B#
A7 71 |enable Fe#E EXEC E— R L E T,
1 - e NMRAU—KRKEASNLET FEREN
Device> enable =58 .
AT w 72 | configureterminal Jua—)LarJ 4 Xal—gy
. E— NLBABLES,
fi
Device# configure terminal
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ARV KRFERIETI Va3 BHY

R T 7 3 |restconf Z v kU —2 F /34 A TRESTCONF A
f5l - VE—=T A ARHIMILET,
Device (config)# restconf

AT 74 |ip http secure-server ¥ =27 HTTP (HTTPS) H— 3% A
Bl F—T Mz LET
Device (config)# ip http secure-server

RTw 75| end su—s L ar7 4 ¥al—ia v
i - T— RZfT L, FE EXEC T— K&

BAtE L £7

Device (config) # end

RESTCONF 0 £% % D 1R Al

AZ—=R T w7 ar74Xalb—rary AL TT A AREETS &, ngink 7 12& A0
FATHIZAe 0 9, 72720, DMI e RIAETIER D A,

R @ show platform softwar e yang-management process monitor =~ > KO J14iL, nginx 7
HEANFITHTHLZ LA RLTWVET,

Device# show platform software yang-management process monitor

COMMAND PID S VSZ RSS $CPU $MEM ELAPSED
nginx 27026 S 332356 18428 0.0 0.4 01:34
nginx 27032 s 337852 13600 0.0 0.3 01:34

NGINX /&, 7'm ¥ Web #—3& L THERET 2 NES Web #—~/XC. Transport Layer Security

(TLS) ~<X—ADHTTPS %42t L 3, HTTPS Z 41 L Ti4(5 S 72 RESTCONF ERix, 4]
IINGINX 7' 2 % 2 Web h—ERZ K-> TRIF S, SHICHERBBL/E~vrT 4 v 7 F =y
7 D7 HIT confd Web H— N ZHRE S U E T,

&K@ show platform software yang-management process 2~ > RO AL, A¥— T v
AT 4 X2 —varEFEHL T A AREHINEEDOTRTOTrEADRAT—X
AR LTCWET,

Device# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running

ndbmand : Not Running
pubd : Not Running
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restconF oEomiE [l

restconf 22 RAFEE SN TN DG, ngink 7' B ANFEE S 4L, DMI 7' 8t 23 EH)
SINET,

& @ show platform softwar e yang-management process =~ > KO H J#iliE, nginx 7r & A &
DMI 7 a2 23 EEB L TEITHFTHLHZ L 2R L TWET,

Device# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Not Running ! NETCONF-YANG is not configured, hence ncsshd process
is in not running.

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running ! nginx process is up due to the HTTP configuration, and it

is restarted when RESTCONF is enabled.
ndbmand : Running

XK@ show platform software yang-management process monitor =~ > RO 3FCTix, TP
7 AT AR RS E R SN TVET,

Devicetshow platform software yang-management process monitor

COMMAND PID S VSsSz RSS $CPU $MEM ELAPSED
confd 28728 S 860396 168496 42.2 4.2 00:12
confd-startup.s 28448 S 19664 4496 0.2 0.1 00:12
dmiauthd 29499 s 275356 23340 0.2 0.5 00:10
ndbmand 29321 S 567232 65564 2.1 1.6 00:11
nesd 29029 s 189952 14224 0.1 0.3 00:11
nginx 29711 S 332288 18420 0.6 0.4 00:09
nginx 29717 s 337636 12216 0.0 0.3 00:09
pubd 28237 S 631848 68624 2.1 1.7 00:13
syncfd 28776 S 189656 16744 0.2 0.4 00:12

AAA L RESTCONF A > % —7 = A ANFKE S 4L, nginx 7' 2R LBEET 5 DMI 7' 1t AR
FATHI Ao 72, T 734 A1X RESTCONF ER %2 %[5 T& HIRMEIC /20 £,

NETCONF/RESTCONF t v ¥ a v DAT —H A% FK"$ 5HI21E, show netconf-yang sessions
av s REEHLET,

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 1

session-id transport username source-host global-lock

19 netconf-ssh admin 2001:db8::1 None

NETCONF/RESTCONF v ¥ = ¥ 2 il 4 & "3 5121%, show netconf-yang sessions
detail =~ R&EMHLET,
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Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors : 0
out-notifications : 0
global-lock : None

RESTCONF 0455 JIL A 08— x4 ADHEFEH

5| - RESTCONF 70 O JLDERTE

RESTCONF 23K (HTTPS Verh)

I, Z—=H v MUY —ATHFAEIN TS HTTPS Verb %779 RESTCONF Bk D27~ L
F9°, ZOFITIE logging monitor 2~ RZEH L TWET,

root:~# curl -i -k -X "OPTIONS"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:27:57 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Allow: DELETE, GET, HEAD, PATCH, POST, PUT, OPTIONS SS>5>>>>>>> Allowed methods

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Accept-Patch: application/yang-data+xml, application/yang-datat+json

Pragma: no-cache

root:~#

POST (fERR) ZEK

POST #ETIX, #—7 v F TARAL RIHFIEL Va7 4 Fa b— 3 UBMERKRS
nEd,
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\)

@ - ResTeoNk 7o ko vozz |

GE)

FITar 7 4 X2 b—3 3 Tloggingmonitor 2~ REEHTERWZ L 2R L
TLEEY,

R POST 23k DTl logging monitor alerts =~ > &l L T\ ET,

Device:~# curl -i -k -X "POST"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "alerts"

>}

HTTP/1.1 201 Created

Server: nginx

Date: Mon, 23 Apr 2018 14:53:51 GMT

Content-Type: text/html

Content-Length: 0

Location:
https://10.85.116.30/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity
Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:53:51 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495231-97239

Pragma: no-cache

Device:~#

PUT : (MERLF=(FEH) ZXK

FRESNT-a~ 2 RRT AL ZTHFELE LR WAL, POST Rk » THER & E
T, L, FTar 74X alb—a VST TICFEET 2581, ZoERIZEk-
Tavy RRESBRILNET,

& D PUT ERDOHITiL logging monitor warnings 2~ > K& H L TW\WET,
Device:~# curl -i -k -X "PUT"

"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "warnings"

> 3!

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 14:58:36 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:57:46 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495466-326956

Pragma: no-cache

Device:~#
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PATCH : (E#7) ZEXK

R PATCH %R D45 Cl% logging monitor informational =~ > K& L TWEd,

Device:~# curl -i -k -X "PATCH"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \

> -d $'{

> "native": {

> "logging": {

> "monitor": {

> "severity": "informational”

> }

> }

> }

> 3

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:07:56 GMT
Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:07:56 GMT
Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-496076-273016

Pragma: no-cache

Device:~#

GET ZR (GiaHY)

WD GET EsRDOF Tl logging monitor informational =~ > KZfH L T\ £,

Device:~# curl -i -k -X "GET"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:10:59 GMT

Content-Type: application/yang-data+json

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Pragma: no-cache

{
"Cisco-IOS-XE-native:severity": "informational"
}

Device:~#
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RESTCONF 70 ~ )L (DESEE .

DELETEZEXK (2> T714Fal—> 3 VDR

Device:~# curl -i -k -X "DELETE"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:26:05 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:26:05 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-497165-473206

Pragma: no-cache

linux_host:~#

RESTCONF 7’00 k O )LD BSE & 4

EEEH

BEEIEE T=aTFILEA ML

IOS-XE, I0S-XR, L UNX-0S |BIFFE 2D LT W 1L T Cisco YANG €T /W2 T 7
Ty "7 —LDOEFEEERY | BATAHITIE, GitHub U ARY R Y 288 L vendor/cisco
U —2ZD YANG T —H% ET )b HTTF o7 MUICBEILET, 22 TiE, I0S XE,
I0S-XR, BLUNX-0S 77 v b 74 —LDSIEIFE 7
V) —ZADETNEFEHTEET,

BREL X URFC

ZAERFC| 214 ~IL

RFC YANG : Network Configuration Protocol (NETCONF) [fiJ 7 —% €T U /&
6020 =5
3]=]

RFC Representational State Transfer Configuration Protocol (RESTCONF)
8040
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B restconr 7o ko oeetEs

SRADTY ZHIL YR—F

EFLEBBEIOIS5TEY T4 |

A

>y

VAIADOHHR— K WebH A FTIEL, AR
M7 7/ a Y=l TA NI T a—T
VIR ENLTWEETS L9, v =2 T
XY=L EIILDETIEERAF T AV
V=AML TWET,

BEWOWGEOEX 2 U T ¢ FHROHAEHRE
AFT 572812, CiscoNotification Service (Field
Notice 7*% 7 7 &£ &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFFEY —ERITMATE £,

VAaDYR—FWebA bOY—LIIZT I
AT A%, Cisco.com D —HF D B LR/
U— RBLBECT,

https://www.cisco.com/c/en/us/support/index.html

RESTCONF 'O ~ O /L D#EEEEER

The following table provides release information about the feature or features described in this module.
This table lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that

feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

£ 15: RESTCONF 7’0 ~ 0 )L D ETESR

HRES ))—Z HRETEER

RESTCONF | Cisco IOS XE | Z »Z X, HTTP X—AD 7' 1 k 21/ CdH 5 Representational
7'm = |Everest 16.6.1 | gtate Transfer Configuration Protocol (RESTCONF) D% iEH L U
v R k% L £ 3, RESTCONF |%, YANG 5 /L CTEFHR SN
TWARET —#, K7 —%, 7—Z ETLVEAFOY E— K
Iry—Yx a—/,L (RPC) DEAEIRB LA X MNBHIZT 7 &
AFTBIDD, A =AML T s I<~TFvr £
H—7 oA A xRk
ZOBEREIZ. ASR1000 7 7' U S —va v =R L—FD
ASR1001-HX ¥ L OVASR1002-HX, CSR1000v >V —X 7 5 K
P A —H B LN Ciscod000 ¥V — R H— b R FEAH L —
# (ISR) IZEASNhE LT,

WD~y RPNEAFEZIIERESINE LT - iphttpserver B X

restconf

Li‘a‘o
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| EFLBBHRITOTIS<EY T4
RESTCONF 0 b 0 )L DHERETER .

3
b
R

)= HRETEER

CiscoIOSXE | Z o#fEIZ. RDT T v b7+ —LICEEINTWE LT,
Fuji 16.8.1a )
« Cisco Catalyst 3650 U — X A A v F
» Cisco Catalyst 3850 > U —X 2 A »F
» Cisco Catalyst 9300 ' U — X A A v F
* Cisco Catalyst 9400 > U — & A A

» Cisco Catalyst 9500 > J — X A A »F
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=10

BRT—2 N—H—DHR—1) >

YANG 7 —% ETNTIL, T A0S OERRET —Z 2505 Z ENTEET,

BT —Z N—=Y—DR—=V TZONT (125 =)

GEAT—H NP —DR—=V T EENCTHHE (126 4—)
cEHT = RX—H—OR—V U TICEAT A ZEDOMOBEEE (129 X—)
cEHT —H R—P—DR—V T OERERFEH (129 X—)

EBRT—48 N\—H—DHR—1) FI1ZDL\T
ERT—42 0=

YANGT—4# ETNVEMEMT DL, T/, ApG@EAIRET — 2 2 5iH M0 Z ENTEET,
T — % Tld, 10Sshow =~ > FEFERIC, 7351 ZADBUEDIRERLEEZHIES 5 Z &

BTEET,
S EAOERIRET — % % L AT AL EMFT 51215, NETCONFGET#/E&FEITL £
7T, WY YANGET VAN LTT — X #Hi5T5121%, NETCONFZBc L, GE4T5

Be) T8 =Y =T 7T 4 T THMERDHY T,

Ta s I INAERRRA VE—T oA AL CLIZN L CEHT — % 2R ET 2 FIEOEEMIC
SONWTIE, BERT—ZOREHE] OBEESRL T EEN,

BEBRT—4 /IN\—H— L5t 9 5 YANG ET )L

EHAT — & N—=P =12, 220X A TRHVFET, 1 DHDOX A TIELHIZ WZT5HDT
T, 2O0BDOXA 7L, EHT—% % —EDMIETHR— J/&féio_ﬁﬁ?éz%#%b
i#‘105@&47@E%?—&N—%~_0w1m\&Ei?%f# T—H2x, Nmtm@
GET ZRDOBICHICEGE S NE T, 26D T —H NR—P— IR —V 7T <,
H7r—2x, EHT— &iﬁﬁbﬁiﬁékﬁW:iﬁﬁéhiﬁz

2O0HDH A TDOERT —4 /X—H—F. CLI £/21ZNETCONF %X vt —T %4 L17ﬁ74
TITHHERH Y £9 GEMCHOW T, TERT—% =P —DFR—1 TGN
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B zn7—5 s—v—or—voreEmcT o5

FiE] OEEZSRLTLLTEEY) o ZOFA TONR—Y—DEHT — X ITEWHRR—1 7

EFLEBBEIOIS5TEY T4 |

RfRCAR— YU v 7 &, FOEHIZ. NETCONF GET EROBEICERE SN ET,

ROFNZ, T T 4 TACPBERT —Z R—=F— L ZNBITHIET D AT — 2 DS

NTWAD YANG EF L EZ R LET,

R16: 79T 4 TEHAREGERT—4 N—H—LxET % YANG ETIL

ERT—4 N—Y—4£ BRAT—2IZ7I12XF % YANG ETIL
BGP Cisco-10S-XE-bgp-oper.yang
BFD Cisco-10S-XE-bfd-oper.yang
BridgeDomain Cisco-10S-XE-bridge-domain.yang
GE) N—=TFT4r7 7Ty T7F—LTOHRY R
DiftServ ietf-diffserv-target.yang
EthernetCFMStats Cisco-I0S-XE-cfm-oper.yang
GE) N—TFT47 7Ty T7H+—LTOHRY R
FlowMonitor Cisco-10S-XE-flow-monitor-oper.yang
IPRoute ietf-routing.yang
MPLSLForwarding Cisco-10S-XE-mpls-fwd-oper.yang
MPLSLDPNeighbor Cisco-10S-XE-mpls-1dp.yang
MPLSStaticBinding common-mpls-static.yang
OSPF ietf-ospf.yang
PlatformSoftware Cisco-10S-XE-platform-software-oper.yang
VirtualService Cisco-I0S-XE-virtual-service-oper.yang
B N=T4 7 FTT7y b T7F—LTOHRYR—

BERT—3 IN—H—DR=—) T BT DHE

TJOS TN A EA—T A R %=ERALTOERT—4 /A —H—
R—1 T DERIE

T TI<wTIN A E =T 2 AEER L CERT — % =Y —DR—=V T EEMET S
Wi, ROMEEEFITLET,
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1. NETCONF-YANG %20t L7212, cisco-odm.yang (GitHub YV AR b U (2T ATFAHE)
ZfEMH L T <edit-config> YV £— k 7’m¥—Y % 23—/l (RPC) ZHXEL, EHT—4 D
R=V T 5HMeLET, ZOR—V U TE2HGENTDHE, TRTOEHT—% X—
P—NF 74 FTHEMELET, & 8—F—DF 7 4L FOFR—U > ZEIE. 120 7

(120000 X U ) T, A=V THRIZE Y, R—V—nREHT—F2BG LT —%
A2 NTHOXIET D YANG E7 V& EHT HHENRESNET,

2. EHT—FZDOR—-VTEAEMELIED, <ge>RPCHEXEL, BHT —F G LET,
EHT — % OB EOEH YANG ET V2T 20BN S 200 ET HI21E, 73—
P =15 YANG EF/~DO~ v B 7 &R L E9, RO RPCIGEIL,
Cisco-10S-XE-acl-oper.yang Z{EH L T, 77 EAHI#HI Y 2 b (ACL) OEHT —# Z#Hf5
L9,

CORRESPONDING RPC REPLY:
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<access-lists xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-acl-oper">
<access-list>
<access-control-list-name>TEST</access-control-list-name>
<access-list-entries>
<access-list-entry>
<rule-name>10</rule-name>
<access-list-entries-oper-data>
<match-counter>100</match-counter>
</access-list-entry>
<access-list-entry>
<rule-name>20</rule-name>
<access-list-entries-oper-data>
<match-counter>122</match-counter>
</access-list-entry>
</access-list-entries>
</access-list>
</access-lists>
</data>
</rpc-reply>

N

GE)  FEIZOW T, GitHub U AR Y b U N cisco odm.yang E7 /L 2B L T 72 &0,

CLUASDERT—% N—H—DR—1) VI DHEME

NETCONF-YANG # AN Lz, ZOX A7 #FEIT L GERT—4 N—Y—DR—=1 7
EENCL, A=V o VR E T L,

FiE
AT RFERIEFTIIY B#

AT v 71 |enable ¥ Me EXEC =— FEAZNIZ L ET,
B
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B curcoEmRs—5 i—y—ok—yroam

EFLEHETOSS5TEY T4 |

ARV RFERETIVa Y

B8

Device> enable

e NAT—REASNLET (ERSh

%a

o

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 F¥Falb—g v
E—RFZBRBLET,

ATvT3

netconf-yang cisco-odm polling-enable

1

Device (config) # netconf-yang cisco-odm
polling-enable

EHAT =X DOR—=V T EHHMILE
‘d—

o

ATvT4

netconf-yang cisco-odm actions
action-name
i) :

Device (config) # netconf-yang cisco-od
actions OSPF

BEENET 7Y a6z L., ODM
T ayar74Xal—ay
T— RFEBBLET,
ERAT X ERSTAERT—
NP —LZERELET,

ATy Th

maode poll

1 -

Device (config-odm-action) # mode poll

R—=U 7 &= RRTT =% "—H—%
BELET,

ATvT6

polling-interval seconds

1 -

Device (config-odm-action) #
polling-interval 1000

F 7 v b DOR—=Y— R—1V 7k
FEELET,
T B DR LTI —%
B4+ A121%, modenonezi< > K
FRELET,

ATy T1

end

1

Device (config-odm-action) # end

ODM7 /v arary7 44Xl —g
v E— REKT L, FHE EXEC E— K
WZRD £,

RDBERY

HHAT =2 OR—=V U TE2EMILTzH, <get>RPC #EFE LT, TAA ANLENT—4 %

AFLET,
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BAT—2 A—H—0R—1 BT s zomnsEas ||

ERT—3N—Y—DR—=—JVTICEIT L2 ZDMDSE
a8

BEE M

RAEIER I=aTILAA R

Cisco IOS XE @ YANG 7 —% E7 |BAFEHIZ/5H D L7 W I71E T Cisco YANG E7 /M2 T 7

% T 245120, GitHub U AR h U 248 L, vendor/cisco
YTTF o7 FUICBEILET,
['Programmability Command Reference, Cisco 10S XE
Everest 16.6.1]

MIB

M MB®DY Y

BIRLT Ty b7+ —24, CiscolOSV UV —RA, BLOT7 4 —F v &> MBI 5 MIB
L THF T e— R4 5121, RO URL IZH % Cisco MIB Locator 2 H L £9,

http://www.cisco.com/go/mibs

DRADTYHY AL YR—F

B s

SAaDYR— FWebH A F T, AT 7 2 1 P— | http://www.cisco.com/support
TN T TNy a—T 4 U TITBESLTWEET 5 X 91,
YA T ARV =N EFZ LD ETOEERA T ) Y =A%
L LT ET,
BEWORGOEF =2 U 7 o FHFHRSOEME®RE AT 572012,
Cisco Notification Service (Field Notice 2> 7 7 &%) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
T4 — R EOBEF—ERITMATE LT,

VAADY R~k Web A hDY— T 7 AT DHERIL,
Cisco.com D —H ID B LA T — RNRNECTY,

ERT—% N—Y—0DKR—1) 7 DHEEIRER

WDFIZ, ZOFY 2—/L T LI-ERICET 2V )V —REHRE R LET, ZORIX, V7
Fo=2T7 UU—Z bLA U THEBEOYR—ENEASNZLEEDY T =7 VY —R7F
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B za7—5 s—v—of—y romiEs

EFLEHETOSS5TEY T4 |

FEZRLTWEY, TOEREIT. FICH 23720 RY . ZAEO—EDOY 7 by =7 VY —

ATHIR—FSNET,

Iy NI F—LDOYR—FBIRZRa VT NI =2T7 A A=V OYR— MCET A ERAY

MR HIZI%. Cisco Feature Navigator Z /8 L £,

Cisco Feature Navigator |27 2 £ 23 5 (2

X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £/ A,

R 17:BAT—2 R—Y—DFKR—Y LT DHEERER

HERES 1)1)—=x FERETEHR
EHT— & S—H—D CiscolOS XE Denali 16.3.1 | YANG & — &% EFI/LIZLY | T34 &
A=V 7 NOEMREET — & ZHiAHD Z L
TEET,
Cisco IOS XE Everest ZOKEEIZ. IROT T N T+ — AT
16.5.1a

FREINTWE L,

« Cisco Catalyst 3650 > U — X XA v
a;

» Cisco Catalyst 3850 > J — & XA v
a:.

* Cisco Catalyst 9300 > U — X A A v
%.

» Cisco Catalyst 9500 ' U — X A A v
%
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s 11 =

ETILERER T LA LY

c ETVBREIT LA RY (131 =)

ETILEREBRTLA LY

ETNABRERT LA RYTIE, Ry M= TARAL ZINEH T AT T4, VT NVEA LD
i HRBE DO TE M A AN A P — AT H 2 &N TEET,

77V r—3 9 X NETCONF-YANG {2 L D fEHER— 2D YANG T —# ET /L&A LT,
VEETAREDT —X¥ERBEYV T A7 747 LET,

W LT — 21X, YT RV T a VLT A THESE, EREIN X TE
TPIIEHRRZ R T ) v a2 & ET,

ETILEREIR T L A M) ORMHEEHE
« NETCONF-YANG D%k & = O ik, ZAUII TR & EhE T,
* NETCONF & v ¥ = > OFfT,
shello A v B —V LHREA v — T DOF[EL LURAE,
« fENL S HU72 NETCONF £ v v 2 12k % YANGXML U E—k 7y —Yy a—L
(RPC) DIEZAZFAMIZ OV TIL, [NETCONF-YANG D% ERF] #5H L T 72X
Y,
NETCONF-YANG DOFEfiZOWTiE, [F—#F7 0] OBEZZRL T30,
« XML, XML 4 AiZE[H, # & T XML XPath O Hlifl,
« IETF 807 L A b U AR CES SN EERS K OVR RO &%,

« NETCONF-YANG 737 /3 2 ECREFHATH VBB L T DHLERH Y £7, show
platform software yang-management process =~ > R&FEH L T, RO 7 & A B3ETH
ThHdHZLEMRLET,

Device# show platform software yang-management process
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https://www.cisco.com/c/en/us/support/docs/storage-networking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://en.wikipedia.org/wiki/XPath

EFLEHETOSS5TEY T4 |

B =7mm270 4 00T

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running
pubd : Running

A\

GE)  ZovRXpubd ZTETAEENT LA N oA THY, Zh
NELT L TR WBEITITETVERE AT L X N U IIERE L £ 8
/‘/o

« urn:ietf: params: netconf: capability: notification: 1.1 #§#81%, hello A »E—TYU A M 9§ 548
WY ET, ZOMREIEL, IETF 7 LA M) 2V R— 5713, ZATORT RAZ A X
INFET,

ETILERERIT LA RYIZDULVT

ETIEBBRT LA M) OBE

HITRY) T3

TLARNIE, BHBIOEE AT, XY, MIEBIOZEOMOT—2 13 £— h
AV NETIIT 7 EARERARA N TIESH, E=HOZEEEICEHESNET, £
FTOEREII T L A K UL, BT AEREIRT L A R USHST S, ANLIRETR~ET—H & A K
U—LFTHAD=ALERMLET,

TL AN TIL, FROXETEMMELEZBINT DD T AT VT a7 ABMEHAS
NET, TFAEEHT LA NY TlE, Xy N7 EBREOEHN 2R —U o FRREIZ2 Y
9., TORDVIZ, Xy VT —ZHERIZLY, HT R T A NITEUE SN DGR ORI 72
BRSNS, SN ET, 0%, EHIC, ATV VOEFEOLDY, YT A7 T4 T
SNTWAYANG A7 V=7 OBy NRYFEDOY T AT FANZA N —I T ENET,

ARN) =T ENDEZT—HIE, PTRZ VT gl loTHEhEnEdT, 727 0T
aZk, TV v a VIEYANG T —F A ST B EE (BB E I3k e BT
EYVTRAIFGATTHZIENTEDLLIT DD, BITEILZ. TNOOERFET v a L,
FEANCA R =752 ENRTEET,

VDBE

Y727V Fasid, TUA MY v L HMOBEMNT ZERT HHEE TH Y, m— /LR TiE
FEans7—2%ERLET,
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<establish-subscription> RPC ()51 .

BARRIZIE, 372207 auid, TLARIT =D& LTEREIND —BFHDOT —H
FEFRTHEOIHEHINET, =& 2. T2 B0 0%H F— X OEAFRIEDTE,
FIREBRHTRWEAITHE (EOZEE) BT — 2 %2%ET00EERLET,

PR—=FENTWDEFTRAZ YT a b OREREILIT 7y F 7+ =LKoo TRRY £,
BAEIZI00EOV T A7 VT a By R— SN TWET, 727U 7y 0f, REH
BB DONTINNCTEHZENTE, F I AR— K Fu ha/LOEEOMLE B A
TEFET, AR TRTCOREFRLT T AT VT araT 7T 4 72T BRI EE
DYV T A7V T arNEELTWAIEgGA, TR VT a v OBNRETEDLE, 7774
TV T A VT arwzHIBR LI &L, IET VT 4 T ThHOIBENRBEFHY T A7)
TrarolonditanEd, EHMMIC NI T—snd TR VT ary (T4 ED
B/AMEIZ100 2 TF8) &, BFEFICNIHN—SNDY T A7 Y Ty a rBR— ST
£7,

BT A7 YT a O ETIE, NETCONF 20D /) —ARy v R FarsI<7 L A
4 —7 x4 A (RESTCONF, gNMI 72 &) ¥R —hInTHET,

CiscolOSXE VAT ADT L A N TIE, AT Iv I BT AT VT v ar EEREFHATT A
VT arO2EEOY T A7) g UMERESNE T,

BT A7 VT aid, NT U X ICHRT A7 FAT N (BT AT TA4N) 1Tk
TIERESND T2, XA TNA L ERBRINET, REFAYTAZ VT arTld, N7
Uy oy 3IZEE~OBEREZRIB L, ZOMELAYLT U NERRINET,

<establish-subscription> RPC M5

YANG-push

RIZ, <establish-subscription> RPC Oz 7R L £9, RPC T, stream, xpath-filter, 3 KX
period D7  —/L RABMHATT,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>

</establish-subscription>

</rpc>

YANG-push (X, YANG T—H RXR—ZHDOHY T 27 V7L a v BLOT vy aDAH=ALT
T YANG-push #7227 V)7 v aid, 7—% ETVEHHLTERSNET, YANG-push
EHALTC, 2727 TANRT TV r—3 2 0% YANG T — & ~S— 200 5 F T OfFe) 72 7
AL A R AN —LEFRTEET, YANG-push |7 /34 A EIZA VA P—LENTWVD
YANGET /WVIZ X DB SO T —F X— AN EHT —F RXR—=ZANDOT X TOT—F %
KB LETITRTCOT XDV T A7V T a BN R—ENTWDH DT TIERNWD T,
T=S D7 4 N2 EZDUENDHY 7,
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\}

EFLEHETOSS5TEY T4 |

8

G¥)

XPath 7 1 JLZ DHR—

BN TV r—ay

YANG-push A b U —AZIBETLHLERH Y £7,

~

XML/ SAEEE (XPath) 7 A NFIE, VTR FA T4 AHIERELZLZEELET, TLA MY
IN—HP =2, BBERYT AT I a AERNT —X T NVNOEZITH LN @M LET,
XPath 7 A WVHDEFT 4 NE TN—TNYT A7) 7o g IR —FENET,

EMT A7 VT arTix, VT RA7 7, THRBIFERIC L DRMO T~ 3 = BHNIRPRFIZ %
FENET, FELT AL ANREY—RETHH-720 1y NI BNRMEL W35 LiE
D ENHY ET, RICEHIL, RESNTEMZ A ~—Offi THICEFE S ET, L
ZIE WIHZ 105 ERET DL, YT AT U Ty a » OVEREEITEAM OB EE S,
ZOHRIT 10 B ZITHEHESINET,

M &, EHRR Ty v 2 Bl OE TR (1/100F) BALOKRRH T, ##23 1000 TH
R, VTR T4 THRBIEROEFII 0 T 12720 £, H/hoRERIZ 100 (0F Y
1) T9, T74/0 MaEZH Y A, Z DfEIT <establish subscription> RPC (Z B /RHYIZ 7% E
TOMERDY 7,

BREGELRWT —ZOYT 27 ) 7y a VFiFa s, B0V TA7 ) Foar b LTHE
TENET, BOT—25FTAI T4 7T 5L, BRShEHHTEOEHBEMNERF SN
7,

EWIRERNNL, VTR TA THBOT —ZEREIZT =T A7 vat —=nmEgEhE
RS

T LA RJDRPC HR— K

7 L A K U IZI <establish-subscription> RPC & <delete-subscription> RPC 23 % 78— K 41TV E
D

<establish-subscription> RPC 23355 S D & /X7 U w2 v 525 D RPC ILEITIE <rpe-reply>
Av—vb fEEA MY J % E T <subscription-result> BEENE EIE T,

WDFIE, <rpe-reply> A v E—V TOIREE, IGEDOBEBHEZRLTWET,

HRXF5I RPC R
ok <establish-subscription> [5%2)]

<delete-subscription>

error-no-such-subscription <delete-subscription>

fREsNTT 7 L— MIfF
ELEEA,
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FLARYTONETCONF v a> [

FERXFS

RPC

[REH

error-no-such-option

<establish-subscription>

RN T A7) g
NIV A= P I TWER
oo

error-insufficient-resources

<establish-subscription>

Y727 T g RO

HIZK W IERTE A,
TRV T a s
TED,

C TR &N T— X DR
KRETELHLRASH
5.

« TR YT A7 U
varofEnETE
2o

error-other

<establish-subscription>

DD & NDT T —T
j—o

TLAKI)TONETCONFEY 3>

TLARNIOHT AT YT a rBIXOHEHIL, NETCONF v v a a2 LRk S E
To TVANIDOY TR YTV g ZMHENLT DO 4025 NETCONF & v o a i,
TL AN OEHEZITERY £9, NETCONF ¥ v a U AEESNZY . Bk shi-
LEx, BEEdTonT LA N) TR T a b EESRET,

FTRTOEY T a VA NETCONF By g ThhAED, T X3TOE Yy g OFKIL.,
NETCONF DOFEIEIZE Cib D L7 F9,

FLARYIZBIFTEBINAA FRLASEY T4

HAFIv 7 TULANIOERIL, 77T AT RAA v T L LLIIAAL vF AX v 7 ND A
YR—=~D SSH, F723NA TRA TV T ARV —FIZBITFDHT 7T 4 77—k 71
v ~D SSHIZL % NETCONF v a U CHYSNET, UIVEBEZHIL, 7LVA RO
YTA7 Y F a2 mikTHNETCONF By v a 280, BEealHTsT Tty
VaraBEL, BT OMLERDY ET, UIVEXRIL, TRTO TR T

PR D2 LERH Y £,
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EFLEBBEIOIS5TEY T4 |
T LA K'Y RPC

SO TILDOETIVEEFHE T L A 1) RPC

HITRY1) T3

> DYERK

YT 27 T g Ek, HELENTZ NETCONF & v g %4 LT, XMLRPC ZffifH L T1E
M E N FE T, <establish-subscription>RPC S IETF 7 LV A MU D7 A4 7> hEziFa L s &
Hxy NT—27 T, AZEFE S NE T, RPC TiL, stream, xpath-filter, 33 & O period D4
7 4 —)L RINMZE T,

WIC, BHTF—ZRXR—2OY T A7V FarT—TN~DY T 27V F a0z LE
ﬁ‘o

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>
</establish-subscription>
</rpc>

eSO — FDFZE

HIRY ) T3

YT A7) T g UBIEFIHERREND &, TAAL ATV T A7 Y 7 g R notif-bis:ok B
FOV 7277 aryIDTIRELET, KRIT, PUTVGERPC A v E—T DB 2R LE
h@‘o

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:
ok</subscription-result>

<subscription-id
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications">2147484201</subscription-id>
</rpc-reply>

DTy AHFDORE

FRAZNMLE T v a2 &8NHH T 227V Fa UEHIZXMLRPCIERTH Y | Z1L 5 HMERK
ENZEUNETCONF v v a VZ X VB EINET, VT A7 T4 TRBIEROER F 213
7 U —[X datastore-contents-xml Z 7N T INF T, RITRTDIX, VT AT T A TG HHR
PR 59 7L RPC A v EB—T T,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:51.747Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-1d>2147483650</subscription-id>
<datastore-contents-xml>
<cpu-usage
xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-process-cpu-oper"><cpu-utilization>
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<five-minutes>5</five-minutes></cpu-utilization></cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>

YT R ) T arPMTbhAIEREZENZETHHIEE., FRITFNNEN &EiftE T 7t
A YARNRE) THOGFEELRWGS, EYEHITZEICZ2Y ., BHOKA datastore-contents-xml
BT EFFOZ LI T, WRITRT O, EMEHNZETHLY TV RPC Ay tE—TT
ﬁ‘o

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:09.747Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-1d>2147483649</subscription-id>
<datastore-contents-xml />
</push-update>
</notification>

B IR ) T3 UoDEFHORG

BHEOYT A7 VT arO—EERET 5I121%, <get>RPC % Cisco-I0S-XE-mdt-oper &7 /L
WCIEELET, BUEOY T A7 ) 7o a v O—Fa2Frd 51213, showtdemetryietf subscription
av RufEHATEET,

I, <get>RPC A vt —2 DB ZRLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>
</mdt-oper-data>
</filter>
</get>
</rpc>

KIZ, RPCINEDOHI L ET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>

<subscription-1d>2147485164</subscription-id>

<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<period>100</period>
<xpath>/ios:native/router/ios-rip:rip/ios-rip:version</xpath>

</base>

<type>sub-type-dynamic</type>

<state>sub-state-valid</state>

<comments/>

<updates-in>0</updates-in>
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<updates-dampened>0</updates-dampened>
<updates-dropped>0</updates-dropped>
</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

IZ. show telemetry ietf subscription dynamic brief =~ > RO HHZR L £,

Device# show telemetry ietf subscription dynamic brief

Telemetry subscription brief

ID Type State Filter type
2147483667 Dynamic Valid xpath
2147483668 Dynamic Valid xpath
2147483669 Dynamic Valid xpath

&Iz, show telemetry ietf subscription subscription-IDdetail =2~ > KOH B %2R L ET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper—-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

HIRY )T a2 DHIR

TULANYHTRI YT a0F, 200K ETHIBRTE £3, 1-DHIE, subscription-id % 7
\ZH 7 A7 ) 7y 3 ID % T <delete-subscription> RPC Z 6595 Z & C9, Ziud, 7
A TANDHNETTEET, 7 A7 U T a ik, BINETCONFE v v =V AREFEE /-
O E N E FICBHIBRENE T, Ry MU — 7 RSP SN 725 A 1L, SSH/NETCONF
Ty a v BEA LTI RLTEORICHTAZ VT v a URHIREND £ T, 20O
MWINDZENHY E£T,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">
<subscription-id>2147483650</subscription-id>
</delete-subscription>
</rpc>
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ETIEBBETLA NI ICET S5 ZDMMDSEER

EEE N

BhEEE Y=aT7ILRA L

NETCONF-YANG /v F https:/ftools.ietf.org/wg/netconf/draft-iett-netconf-yang-patch/
YANG =7 A7 a— https://github.com/CiscoDevNet/yang-explorer
BREL L URFC

= 4£/RFC 24 ML

AR MEE D NETCONFE HA4R— K draft-ietf-netconf-netconf-event-notifications-01
RFC 6241 Fy NT—7FESm hajn

(NETCONF)
POV AN LB draft-ietf-netconf-rfc5277bis-01
YANG 5 — X A RNT o adDY T A7 547 draft-ietf-netconf-yang-push-04

SRAMTY Z AL HR—

Bl 9

SAaADPR— K WebH A FTix, YRapH L5 7 2 1 ¥— |http://www.cisco.com/support
_%?5F77ﬂuap¥74/&_k&iTW%j;%éio_
YA T ARV =N EFI LD ETLIEERA T ) Y =A%
LTV ET,
BHEWORGOE X 2 U7 4 FERCEINEHRE AFT 57201
Cisco Notification Service (Field Notice 2>5 7 7 &£ &) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EORMEY —ERTIMATE 7,

VAIDYR— K Web VA DY —UZT 7 AT BHEIT
Cisco.com D —HF ID BLUOXRA T — RBRMLETT,

ETIVERER T L A K OEEEEHR

WORIZ, ZOFY 2a— /LTl LI-EIcBET o) UV —AFHA R LET, ZOoRITZ, V7

=7 UU—R b A U TEMBEOTR— IR EAINLZLEEZOY T v y=T V) —X7
FERRLTWET, ZOMEEIZ, BTk N2 0WRY . ZAUEO—HEOY 7 k=7 U Y —
ATHYR—FEnET,
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B =7 smm70 2 1y omeeEs

EFLEBBEIOIS5TEY T4 |

TTv RN T —LOYR—=EIBLOVAT VT MU =T A4 A—=VOHR— MNIBETHHEHRE
FRE3 % 1Z1%, Cisco Feature Navigator Zf#i ] L £ 3, Cisco Feature Navigator (27 7 & A 5 (Z
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H U 2 MIMLEH D £ A,

R 18: ETILERBE T L A M) OHEETESR

taE

iy

)1)—=x

HEERR

ETIVERERIST L XA R D Cisco IOS XE Everest 16.6.1

ETNABERT LA NY T
. Ry T =7 T A
T2 A4, VT
A L OFELTE M IRAED1E
HAEMERNZ A B Y — AT 5
ZLEMTEET,
Z OREREIL. RDOTZ > b
T —MIEEINTWHEL
7=
* Cisco Catalyst 3650 2 U —
R AA v F
* Cisco Catalyst 3850 > U —
R AA v F
* Cisco Catalyst 9300 > U —
X AZA v F

* Cisco Catalyst 9500 > VU —
R AA v F

Cisco IOS XE Everest 16.6.2

Z OF§HREIX, Cisco 10S XE
Everest 16.6.2 T, Cisco Catalyst
9400 > U — A A A v FITFEdk
SNE L,
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In Service Model Update

ZDFY 2—/)L T, In Service Model Update (2 L V) 5 /34 2 LD YANG 7 — % &5 V& FH
ToOHEEHHALE T,

ZDEY 22— /)LORKITIRD LBV T,

« In Service Model Update |Z-2W\T (141 ~~—2)
« In Service Model Update D& B 515 (144 ~—27)
« In Service Model Update D&M (146 ~—2)
» In Service Model Update OFERETE#H (149 =X—)

In Service Model Update [ZD (VT

In Service Model Update D=

In Service Model Update (%, # LT — % 7/ E LILIEKRE A BEFOT — % £7 /VITEMN
L %9, InService Model Update I%, U U —R& A 7 LI D YANG €7 WALiEHEEE A f2ft L &
T BE T 0T T LNy —VIF T RTCOBFEOET VO Efiiky b TF, ZhZiE, BHS
NIZYANG BT V2D ET LT X TORFET ARG ENLTHET,

F—H EFI AT T AT I FvE, Cisco I0S XE T /34 Z D YANG &5 /VIEFHE A
VH—T 2 A AEFELET, T—X ETN AT TANTZF xiE, CiscolOS XE 7 /34
ANG ) —ANRNT L RIZNETCONFA » Z —T7 2 A 22N LET, FR—FENTWNWEHTF—
A 7 UL, IETE 72 P OEFRIEHEE T )L L | Cisco [0S XE T 3A A[EEFDET LN EEN
3

In Service Model Update (& & » TRl S HHEREIX, £ D% D CiscolOSXE Y 7 by =7 A
TFAV =R ESNET, T—F ETAEHR T T LRy r—VF, Y Aa Y7
hy=7 Xyra—RKErZ—mnbHrra— RTEET,

In Service Model Update /Xy r— D E #at4

WHT O T T ARy =D, A A=V T LIRS TWET,
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EFLEHETOSS5TEY T4 |
B =v7005L svr—voasna

FH T T T E R = DT RTCOar 7oV, JFROAL T A2 VU —RAFTZ T A
VTRV = ADA A=V DU ET, A A—TET T N T A —LDNN—=Ta
. Ry —UOBMEB LT 77« ZALOBEIZ, In Service Model Update =~ > Ri{Z X~ T
FrxvZ ENET, A A=VFEREFT Ty T3 —2DOR—EN¥AETDHE, Ror—TV0A
VAR ARRILET,

BHITOATS LNy r—TDinaiREA

In Service Model Update |%, .bin 7 7 A /L & LT/ —I{EEINTWET, ZDT 7 A /LZ
X, FEOV ) —ABLOT Ty N7+ —ADTRTCOEH T v/ 7 AL Readme 7 7 A )V
DEENTHET, TNHDOT7 7 ATV IV —AARNH Y, BMETVOFEFHZ L H7e->T
EACER SN ET,

T2 BT NVNOEHF T T T LNy r—OmARANE, ROFERIZHE>TWET, 7T v
F 7+ —2OEE-TFA LA L~ Y —2 X— 53 DDTSID-7 7 AL, IRIZ, T—X
EFINVEH T 7 ANOHERLUET,

* is14300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Readme 7 7 A V1%, WOEBRE UL 9,
T —H ETNDT VT 4 TACETIHET 77 4 TlehicRRmENH a3 —L A yk—
VBT — A vk—v
T —H ETNDA VAN LD
« BIfEM &5 2 H LD AR
« In Service Model Update (2 & » THBAEZ T 5 /8y r—

cJRAZ—=FDZAT

B TJOTSLINYT—SDA R =)L

7 734 AT In-Service Model Update /X 7 — % A > A h—/L 9521, ingall add, install
activate. 3 L OVinstall commit =~ > F& & HE EXEC £ — FTHEH L E9,

install add =~ > Kix, FH v r—T% ) E— FOBPFHINLT A AZa—LET, Ry
r—=YEabt—3 5O FIEBEHTEETH, 2OHEL AV A=A LTRSS
LAzxEESE S0l ingal add 2~ > REAMET 208N H Y £9°, install activate 2~
VREBMESEAICIE, N r—UETF AL ZADT — 8T T o EHAREICT A MERH
D E£7, ingtall commit =~ REAMEL LT, BH 7077 5% ) n— R2RICHT > T
ELET,

WHTa T LA A R—AT DL LENCA VA M=V ENTZT =X ET ARG DA,
FIUIEESHZONET, T RULEIZ, 1 2OFFH T T T LDBRNA A M—/L X
FI, T—F FETFN RNy =1L, TRTOEHEINT- YANG EF /L L LLRNZT A &
WA VA P ENTZTNTOESE YANG ET AN EGENTWVET,
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WH7a—F ¥ — T, ETAEHI 0 T L0 r—VOEMERZHAL £,
R2:ETLEHIATSLNRAYyS—UDa3y b

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Fiaticeis
Copies new Installs model Commits the .
model update ~| update package recently installed rgg;ﬁ? ":ﬁ;}&%
package to the copied in the model package ely Srang: | 5
device previous step so it persists P 9 E
o

Rolr—=2%7T 7T 4 74063 B BRI NETCONE-YANG A S CTuvb & . NETCONF 7' 1
AR A - ENET, T XCDT I T 4 7/2RNETCONFE v g if, Xy r—Tyn7
T 4 bR SN E T, Ny =V OBGETIC = T =R ETHE TV T 4 kT e
AT T LET,

B IATS LN T—CDET I T4 71

EE N r—%HET 7T 4 7T HITiE, install deactivate =~ > REFEHLET, LTH %
e+ HI2iL, ingtall commit =~ > &AL £,

RI19:ETLVEHIOTS LRy —CDETY T4 710

B1E ERa< 2k

N r— Y OHIER

install remove =~ > RafEH L £,

GE)  RNor—YEHIBRTDENIET 7
T4 7L LET,

N —OIET 7T 4 T install deactivate =~ > R&ZfH L., ZD%EIZ

install commit =~ > R&FEH L EJ,

(GE)  install commit =~ > KO 23 /88
DX, BT NN T —VDIET U
T4 kxR Y v— ReRIZHz5T
EETHdTT, 7277471k
NaIy hENTWRNE, ZD%
Ry =V %HIBRLE D ELTH
KL ET,

BRI 07T LuHT 7T 4 7T HEIT, 20U LEDETAVEH T 07T bRy =0 A
VAR—AERTOSBHE, BOREaIy NERNEETFATEHR SRS T LRy —IRFA
ARZESTHEHINDET A Ny =220 £9, DENica vy hEhizofthosT v
Ry lr =R NG A BRI A A=V L L BICEENTNDER—RA N—=V 3 DT — X
ETANEHIND L2 £,
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. BH IO LRyr—ona—iLivy

B TOTS LNy —o0a—)LiNy b

0— Ny 7L, T, AEFHEIOEBEREICRT A V=X bt LET, n—n Ny
%L, TERFREND K 527 DRI NETCONF-YANG 7' 12 & A3 Fa68) L 3,

EHrX, ingallrollback =2~ FEMFEH LT, EAN—Tary EKkaIiy b AA—=TVar &
FIXEH O a2l FIDECr— ARy 7 TEET,

In Service Model Update O &2 /5%

BH IS LN r—ONER

F&E
=V -3 il = A7 = B#

AT w71 |enable FiHE EXEC E— a2 Az LE T,
f e NRAT—REANLET (FERSh
Device> enable =58 .

R w 72 |ingtall add file tftp: filename JE— kot — g5 (FTP. TFTP
I - BHT) TS AET AR T 0 7T

N S S b
Device# install add file Ly =T t L’77 v b
tftp://172.16.0.1//tftpboot/folderl/ | 74— EA A=V D= g D HM
1sr4300-universalk9.16.05.01.CSCsxxaaak. dmp.bin ‘l‘ig‘l S/ 7%9%?? [_/iﬁ‘

O IFEEHH L CUT— N O
WOTNA RGNy r—T % a
E—35Z b TEET, L,
TOBEC R =BT I T 4T
(2T BEiCinstalladd =T~ > K& 3
ITTH0ERH Y F7,

R w 7 3 |ingtall activate file bootflash: filename Ty r—UNingaladd =< > RIZ
%l - FOVBMENTWAZ L 2R,
Device# install activate file NETCONF 7 11 & 2 %ﬁ%ﬁ Lij_o

bootflash: AU s — N
1sr4300-universalk9.16.05.01.CSCioooooos. dmp.oin| iii*ﬁ/\ VTV ET T 17 292
ATZ install add #21F 2 1T L £ 7

27 7 4| install commit Y m— R E ST R A4 E
Bl EFTVET
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AU RFERETOVa Y

B8

Device# install commit

« NETCONF '+ A 3FE S Ew
/\Jo

ATy Th

install deactivate file bootflash: filename
1 -

Device# install deactivate file
bootflash:
1sr4300-universalk9.16.05.01.CSCxxeaaxxx. dmp.bin

BEShETHF I TS h Sy r—
ZIET 75 4 7T LT, NETCONF 7'
TAEZFEMLET,

ATvT6

install commit

1

Device# install commit

Vo— R IRSNTHEHRT AR
EITVET,
« NETCONF 1+ A 3 I EH
Ao

ATy T1

install rollback to {base | committed | id
commit-ID}

1 -

Device# install rollback to base

BRAEEANN—Ta v BHRIZaZ I b
Lion—Vay, REBEmoaI vy b
ID 2 —/L 3w 27 L., NETCONF 7' &
TAZEEELET,

o commit-id B1E DALl 1 ~
4294967295 T,

e F— X EF NEFOHVAA— g
URMERTFIHE T,

ATvT8

install remove {file bootflash: filename |
inactive}
fi

Device# install remove file bootflash:
1sr4300-universalk9.16.05.01.CSCxxexxxxx. dmp.bin

BESHWEEHF I 0TI by ir—

BT— 7Ty anbilkL £,
o RN —UITHIBRT BRNZIET 7
T4 T TIHVLENDY 9,

ATvT9

show install summary

1

Device# show install summary

TIT 47 RN lr— BT 558 %
FRLET,
s ZDavy ROMDEF, FHEZNT
W5 install =~ > RIZis T T4k
Liﬁ‘o
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Bl EHTOSS LNy —CDERE

WOFITHEA L TWAH DL, Ciscod000 > ) — X —ERHESHNL—FZ DY T A
)( _1\)?‘@‘0

WOFITIE, TETAVEH T T T ARy r— 77 A VOB EEZRLTWET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file
tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Finished downloading file
tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
to bootflash:1sr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

SUCCESS: install_add /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WIZ, BN —2 77 A )NVET A AZEBM L72% O show install summary =~
v RO E R LET,

Device# show install summary

Active Packages:

No packages

Inactive Packages:

bootflash: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Committed Packages:

No packages

Uncommitted Packages:

No packages

Device#

ROFITIX, BIMSNEEHT 0T T LRy T—=V T 7 ANET 7T 4 7T 55k
R L TWET,

Device# install activate file bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install activate: START Sun Feb 26 05:58:41 UTC 2017

DMP package.

Netconf processes stopped

SUCCESS: install activate /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:58:58 UTC 2017*Feb 26 05:58:47.655: %$DMI-4-CONTROL SOCKET CLOSED:
SIPO: nesd: Confd control socket closed Lost connection to ConfD (45): EOF on socket to
ConfD.

*Feb 26 05:58:47.661: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.

*Feb 26 05:58:47.667: %$DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 05:59:43.269: $DMI-5-SYNC START: SIPO: syncfd:
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External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 05:59:44.624: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

WIZRT O, showingtall summary 2~ RBRET IV Ry —TVDAT—H A% T
7747 ThYaIy MRET ERRTHHEDOHNHBITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

No packages

Uncommitted Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device#

WO TIL, install commit 2 < > ROFEITHEEZ T LTVET,
Device# install commit

install commit: START Sun Feb 26 06:46:48 UTC 2017
SUCCESS: install commit Sun Feb 26 06:46:52 UTC 2017
Device#

WIZRT O, showingtallsummary =< > R3, By r—yBnaly hapuTl
2— RV IRSNTHERET 5 2 L 2 £rT 2550 BT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

WROBNE, BT 07T DNy =V a RNy =l un— Ny I 5 kR
LTWET,

Device# install rollback to base

install rollback: START Sun Feb 26 06:50:29 UTC 2017

7 install rollback: Restarting impacted processes to take effect

7 install rollback: restarting confd

*Feb 26 06:50:34.957: %DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.962: %DMI-4-CONTROL SOCKET CLOSED: SIPO: nesd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.963: %DMI-4-SUB _READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.Netconf processes stopped

7 install rollback: DMP activate complete

Cisco I0S XE Everest166x 704 S<EY T4 av 74 FXalb—2av HAF .



EFNBHEIOISIEYT 4 |
B 5 =505 vs—vorm

SUCCESS: install rollback Sun Feb 26 06:50:41 UTC 2017

*Feb 26 06:51:28.901: $DMI-5-SYNC_START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 06:51:30.339: %DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

iz, show install package =~ > KDOH#l &~ L £,

Device# show install package bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Name: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Version: 16.5.1.0.199.1484082952. .Everest

Platform: ISR4300

Package Type: dmp

Defect ID: CSCxxXXXXXX

Package State: Added

Supersedes List: {}

Smu ID: 1

Device#

K@ NETCONF hello A v B—OFITlE, BT —4% 70 o r—U0O/N"—T 3
VEMERLET,

Getting Capabilities: (admin @ 172.16.0.1:830)

PROTOCOL netconf

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>http://tail-f.com/ns/netconf/actions/1.0</capability>
<capability>http://tail-f.com/ns/netconf/extensions</capability>
<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-mode=
explicit&also-supported=report-all-tagged</capability>
<capability>urn:ietf:params:xml:ns:yang:ietf-netconf-with-defaults?
revision=2011-06-01l&module=ietf-netconf-with-defaults</capability>
<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-aaa?module=
Cisco-I0S-XE-aaa&revision=2017-02-07</capability>
<<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-native?module=
Cisco-IOS-XE-native&revision=2017-01-07&features=virtual-

template, punt-num,multilink, eth-evc,esmc, efp,dotlx</capability>

Device#

wIZ, showinstall log =~ > KOl Z R L ET,

Device# show install log

Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017
Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017
3linstall add]: START Sun Feb 26 05:55:31 UTC 2017

[
[
[
[3linstall add( FATAL)]: File path (scp) is not yet supported for this command
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[4]install_add]: START Sun Feb 26 05:57:04 UTC 2017
[4]install add]: END SUCCESS /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Sun Feb 26 05:57:22 UTC 2017
[5]install_activate]: START Sun Feb 26 05:58:41 UTC 2017
Device#

WOFITHEH LT\ 5 DX, Cisco Catalyst 3000 'V — & A A v F DT A A—
UTY,
ROFITIX, FETANEHT 0T T LNy = T 7 A NVOBMTEZR L THVET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

install add: START Sat Jul 29 05:57:04 UTC 2017

Downloading file tftp://172.16.0.1//tftpboot/folderl/

cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

Finished downloading file tftp://172.16.0.1//tftpboot/folderl/

cat3k caa-universalk9.16.06.01.CSCxxxxxxxX.SPA.smu.bin

to bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

SUCCESS: install add /bootflash/cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Sat Jul 29 05:57:22 UTC 2017

Device#

IR O, showingtallsummary =< > K3, BNy r—IURaIy hEhTl
12— R IRSNTH T 2 2 & 2R RT 2550 H 11T,

Device# show install summary

Active Packages:

bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

In Service Model Update M #48E15$R

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) U — A F@MEm L3, ZoRiT. V7
Fo=7 UU—A FLA U THEROYR—FREASRILEDY 7 =T VY =R
FERLTWET, ZOERRIL. FCTk BR0WRY , ZhUEO—EDY 7 vy =7 VY —
AThbHAR—FShET,

TT Y R4 —LDOYR—FBLOVRT VT U =T A A—=VOHR— MIBETLHE®REY
R HIZiX, Cisco Feature Navigator Z{# f] L £, Cisco Feature Navigator |27 7 &£ 2§ %2
L. www.cisco.com/go/ctn [ZFE) L £ 4, Cisco.com D7 72 MIMEH Y £H A,
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In Service Model Update Cisco I0S XE Everest ZDF Y 2 —)LTlX, In Service Model
16.5.1a Update T YANG 7 — 4% &7 /L% H#H¥
Cisco 10S XE Everest DHEETHALET,
16.5.1
6.5.1b Cisco I0S XE Everest 16.5.1a Ti&, Z D
EEIIR DT T v N 7 —AICFEEX
NTWE LTz,
» Cisco Catalyst 9300 ' U — X A A
a:
« Cisco Catalyst 9500 > U — X XA v
9:.
Cisco I0S XE Everest 16.5.1b Tix, Z D
BERBIIR DT T v N7+ — AICFEX
NTnE LK,
* Cisco 4000 > U — X H—E 2 A
il — 5
eCisco 7 77U K —ER L—F
1000v
» Cisco ¥— B A AR L — &
(ISRv)
2= K install (Programmability).
show install (Programmability) 733 A %
TS E LT,
Cisco 10S XE Everest Cisco I0S XE Everest 16.5.1b Tl&, Z®
16.6.1

FEREIZIR DT T v b 7 4 — MZEEX
NTWE LTz,
« Cisco Catalyst 3650 >V — X A A v
\a:-
* Cisco Catalyst 3850 > U — X A A v
.a:_
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