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e A=y b A= g 2 OREICET HRHESE (8 R—)

A UHA =R N =TI AF 2V NR—=T 3 2 OREICHET HHKOEE (8 2—)
A UB—R Y N XTI AF 2V NRN—=T g 2 1T AER (9 R—)

e AU H =%y b XN —T a2 OREFE (14 =)

A UHA—F Y N F— T ATV R a2 OFER (30 —)

s RDOIEE (37 X—)

e AV E =Ry hF— I AF 2V RN—T g2 (IKEV2) OFDOMMOE#EER (37
D)

A B =Ry FF— T AF =PV A= 52 (IKE2) OFREICET HHERE®R (
39 NX—Y)
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THEHOY 7 27 VI —RATIE, 2OFYa— /LTt HEN DTN TOMENYHR—F X
NTND LR A, KHFTOBEEREHRE I OEEIZOWTIL,  [Bug Search Tool) 3 X
THHOT T b7 A —ABLRNY T b 2T V=ADDY== ESRLTLLEE
Vo ZOEY 2 —/L Tl SN HHERBICET 2 E R, BIOBEEN Y R— sl U —=
D—FIZONTIE, HEFHROXZZML TIZEW,

TIy b7 A= LD R— FBEIOV AT VT b 2T A A=V OV AR— MIET LW E
FREE9 % 1Z1%, Cisco Feature Navigator Zffi ] L £ 9, Cisco Feature Navigator |27 27 & 2§ 5T
X, www.cisco.com/go/cin IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £ A,

A=y b F—RN—U 3 D 2OFREICET HHI
R&EMH

[ Configuring Security for VPNs with IPsec] £ = —/L Tt L CW A& L OWEE 2 Fifig L
TWHMENRHD £7,

A 23— Y PNFXFT—IHRFOON—232020%
TEIZET 5 HIHNEIE

BEDT Ty N7+ —AETYR—FShRWA T a v ERETDHIEIITEEEA, 2
ZIE, EFaVT 4 FurbarTn—RueT7 7T R 2 DU OBENREE TH LA,
T AR— NA[RE T2\ A A — N T Triple Data Encryption Standard (3DES) ¥ 7213 Advanced
Encryption Standard (AES) D% A TOW AL T AT 4+ —LZIEETE T, ez Pv
THR— N SN2V BLT VT Y XAEEETE EHA,

GE) IKEW I, idr—bv R —#% (ISR) Gl TiEHAR—FLTWERA,
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fv8—%y bk F—192F o0 n"—Uav2ET %R ]

A3—FY b X—ITORF I N—3202(2HF

ERCICE

IKEv2 D) H7R— b3t RERE

N

AATIE, A VE—F Y FF— I AF 2V RN—=T g2 (IKEV2) THEHT 200
IPEX=VU7 ¢ (IPsec) 7’1 b VM EZFEEL TWET,

GE)

IKEv2 D FI| )=

DES £721ZMD5 (HMAC NV 7> M &a&Te) OFHIT, BEHEEI L TWEEA, DIz,
AES 3 LUV SHA-256 ZfFH L T 2 &V, FH DO VA 2Dk SAb OHEREFIROFEMIZ DV T
1Z. [Next Generation Encryption] (NGE) DFEUA h RX—RX—%2SH L T EE0,

IKEv2 CHEEINDL a R —3 2 ML, RO LBV T,
« AES-CBC : m R 5Lk 7 v~ 7 @@ (AES-CBC) .
*SHA (HMAC RNU 7> b)) &FaT Ny 73U XL (SHA) |
 Diffie-Hellman : AR ¥ —Hf 5L 7 1 b 2L,
*DES : 7 —# W 5HE (BUEITHRIATWERA)
*MD5 (HMAC (Ny v aX—2ADA vyt —VGEa—FR) NUT U R  Ayvke—UF
AV=2A L TNAIY XLS5 (BUEFHRSATHWERA)

PAR— SN OBERL L O3 AR =% MR OFERIZ DWW T, [Internet Key Exchange for
IPsec VPNs Configuration Guide] @ [Configuring Internet Key Exchange for IPsec VPNs] €3 = —
T & % [Supported Standards for Use with IKE] DA S L T 72 &0,

TYRETHREERY FT—9 FRLRE#R NS /=)L

AV HE—=Fy N F— TV AF 2V N—T a2 (IKEv2) I[ZiX7 v K 7 #Hil (DPD) &
Ay NU—27 7 RUAZEH N T 8—=%)L (NAT-T) OV R— FBSHAAEFRTWETS,
FEBAE 0 URL

SEBAEITIKEV2 %7y PN TREEENDZDOTIZRS URLEAN Yy V22U TERTE 5720,
TITAT— g o ERETE 7,
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DoS RENDEITA

IKEV21E, BREZMRTHECTERZLHE LA, ZHICLY ., AOLFT S KEDOR 5
b (WaA L) WEEFTT DL IICAT =7 4 7 S 2 ATRENED B % IKEvI TOH—E R
15E (DoS) DOFEIZH HFRERMLL TWET,

EAP OHR— k

IKEv2 TIZE¥EEIZ Extensible Authentication Protocol (EAP) #ffifH CT& £,

BHOBESIODY

Fy RU—=ZIZ1IPv4 L IPV6 DI FD T 7 4 v 7 3BV | HEOB S Do Bh 5545,
IKONTNDDOREST T a v EEIRLET,

1 ODTZUYVUTIPVE N T 7 4 v 7 BB L, iFDOT P TIPVG T 7 4 v 7 &L
T 5,

el DDV TIPVA & IPV6 Dl D ST 7 ¢ v 7 BAFRT 5,

EREMCREERE (V2 Fo12Y)

IKEV2 TlX., (EEMEEZIRMTATEDICY— 4V AR LHEENMEFA SN, =T —0Ha P&
T4 v ERAREFENERINE T,

A=Y RNXF—TIHRF O N—2 32 2CL DR

IKEv2 7 OoiR—H)L

AV H—Fy hF—T I AF 2V "~V g 2 (IKEv2) O rR—H/Lik, IKE SA INIT
RED—HE L TA v H—Fy b F—T 7 AF Y (IKE) EX=2V7T 4 T /vT—v3
v (SA) OFXIvT—varTHASNDE N TV ATy —bDalLy7 g T, xfAvT—
Varv THEAISND NI VAT A —LDOXA T, ROLEY TT,

c BEALT A TY XA
cBAMT LAY XA
* Pseudo-Random Function (PRF) 7/ =2 X A
e F7 44—~ <> (DH) ZN—7
F 7 )L N IKEV2 7 R—HF iz onTix, [NKEV2 Z~v—hF F 74/ ] OEAZZBRLT

ISV, T74 N MKEV2 7 R R —HF L ad—"—F 4 R 5 HEBLOH L7 n Rl —¥
NEEZRTHHFEICOWTIE, EERIKEV2CLIFEDRTICHETAHEABRB L T EE 0,
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ez 7y o — [l

IKEv2 K1) & —

IKEv2 7R U 2 —(Zi%. IKE SA_INIT ZZ#a TOG =4k, &M, PRE 703U XA, 3L ODH
TN—TDFrI— a MERAEIND e R —FANRNEENTWET, TSI match X
EEHEOHIENTE, XAV —ya VIR Y U— %IRRT 570 OSUULHE L LTl &
NEJ

FI7 4 FIKEV2 RY —IZ2o0 T, [IKEV A~v— kT 7%/~ OEEZZBRLTLE
SV, T 7N BMIKEVRRY —% A4 —R_"—=F 4 RTLHEBLIOCHLVLWRY O—2E&HT D
FIEIZHOWTIE, @& 7 IKEV2 CLI#E DR EICET2HAZM L T Z 3,

IKEv2 oo 74l

IKEv2 7’1 7 7 A L, IKESADFR T m—3 g VA[RETRUVWIT A—4% (m—H/)VID £7=
XV E—FIDBIOREREARN) &, 207077 AV E KT HFAHTEREHTE 59—
EADYARY MY TT, IKEV2 717 7 A Vi, BEMOR S~y 7E7id Psec 727 7 A
NDOWTINCT Xy FINDHMLENRHY 9, IKEV2 7127 7 A Vi, ISEAITIEIMETIE
HFEHA,

IKEv2 — 1) >4

IKEV2 % — U > 73tk L OERFROFFILAXF—D VR MY THY | IKEvl F— U~
U ITERIE T, IKEV2 ¥ — UL 7131 DO IKEV2 71 7 7 A )L LR T b7,
ZODIKEV2 707 7 A MZ—ET 5 —#HOET ZHR—FLET, IKEV2 F— V7%, B
WA BN IKE2 71 7 7 A LD VPN L—F ¢ 7B L A% (VRF) 205 F A M
BELET,

—

IKE2 A<¥—k TTFIL b

IKEV2 A=— |k 7 7 # /L MEREIZ, 13 & A EDFERAFNCKIET D Z & T FlexVPN #% € % /)
fbLEd, IKEV2Z A~—F T 7 /b MIFFEDHERFIIFICHO A~ A A TEETHA, i
BEIDLEHA,

T 7 )V M IKEV #E&EZZEH 4 2 FIEICOWTIE, BEZ IKEV2 CLIMEE DR EIZBE T 5 EE
ZHRLTLL7ZE0,

WDONL—VINTKEV2 A~— | 57 3V MEREICEHR SN ET,

1. 774V FEER, default ¥ — 7 — K& UTHE L THIEEEE L722V, %Hiid 2 show
gy RTEREINET, 72& 21X, show crypto ikev2 proposal default =~ > K T|L7
7 4V N IKEV2 7 m AR — L3RR 4L, show crypto ikev2 proposal =~ > K Tl —
RE SN2 T A=Y LITT 7 0 M IKEV2 7R AR —PLRRRENET,

2. T 7%/ Fi%ElX. show running-configall 2~ K TH/RXILE T, show running-config
o< I\T i%ﬂ—éhiﬁho

3. show running-configall =~ N CE/RINDLT 7 4/V NRELZEHETEET,
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B reezx<—r5510r

4. 2~ KD no KX (no crypto ikev2 proposal default 72 &) Z i L C, 77 4/L h&iE
EEINCTHIENTEET, BLINET 74V MEEFFR I — g VCHEAE
NEHEAN, FEIL showrunning-config =~ > R CHERENET, BN T 7+ /L
FEETIX, 2—VPERENRKRDON T AT ABREMPETINET,

5. 774NV MREX, 2w ROT 740 MERX (default crypto ikev2 proposal 72 &) % {if
MT2EHEADNITLIENTE, VAT LAREMMPEITLINET,

6. 774NN FTUAT =Lty FOTT7H VN E—RNE, FFUAR—-FTT, £D
I _XRTORNT AT =Ly hOT 740k F— KX, hrRATT,

—

GE)

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]

1)

MD5 (HMAC NV 7> k&% de) <°Diffie-Hellman (DH) Z/L—71, 2. BLO5 O HIX
BAETHESA T ERA, DV IC, SHA-256 3L OYDH 7'V —7 14 LA L TL 72
SV, B DY A a DR SALOHEREEIHOFEMIZ OV TIEL,  [Next Generation Encryption.]
(NGE) OARTA F R=—=%ZML TIIZIV,

WDFEIZ, IKEV2 A~ — N F 74/ MERBIC L > THAIMLEND a~vr REF 7 40 ML 3t
ICRLET,

R1KE23AI 2V REDT 74k

av U R4 T4 ME

crypto ikev2 authorization
policy

Device# show crypto ikev2 authorization policy default

IKEv2 Authorization policy: default
route set interface
route accept any tag: 1 distance: 2

crypto ikev2 proposal

Device# show crypto ikev2 proposal default

IKEv2 proposal: default

Encryption: AES-CBC-256 AES-CBC-192 AES-CBC-128

Integrity: SHA512 SHA384 SHA256 SHA96 MD596

PRF: SHAL512 SHA384 SHA256 SHAl MD5

DH Group: DH_GROUP 1536 MODP/Group 5 DH_GROUP_ 1024 MODP/Group
2.

crypto ikev2 policy
Device# show crypto ikev2 policy default

IKEv2 policy: default
Match fvrf: any

Match address local: any
Proposal: default
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IKEv2 Suite-B #7ti— ]

av U R4 FTI4I ME

crypto ipsec profile
Device# show crypto ipsec profile default

IPSEC profile default

Security association lifetime: 4608000 kilobytes/3600 seconds
Responder-Only (Y/N): N

PFS (Y/N): N

Transform sets={

default: { esp-aes esp-sha-hmac },

}

crypto ipsec transform-set
Device# show crypto ipsec transform-set default

Transform set default: { esp-aes esp-sha-hmac }
will negotiate = { Tunnel, },

GE) T 74/ bIPsec 7’07 7 A V%M T HRI1IZ, tunnel protection ipsec profile default =~ >
EEA LT RV A ¥ —7 = A AT cryptoipsec profile =~ > R &2 B/RIGICIEE L £7°,

IKEv2 Suite-B H7R— k

Suite-B 1%, WS 0OEMMELT 17T LD —BE L TEFLSMEER/IC L > TR ENT-—HEHD
b7 ) Y XALTY, f o F—Fv hF—x2 I ZAF =Y (IKE) B NRNIPsec @ Suite-B
1Z. RFC 4869 TEZHE SN FET, Suite-BD I R—FR2 MI, ROLEH TT,

« IKEV2 7' 1 7R —H /L T E & 4172 Advanced Encryption Standard (AES) @ 128 £ h F—
BLU2sS6 By hF—, T—F T 74 v ORE AESIE, IPsec FT AT 4 — A
ty MIRESNLDI T By % F—F (GCM) THEATL20E R H Y 7,

«IKEV2 7’0 7 7 A VTR E SN T U 2 VEL T /2 XA (ECDSA)

JIKEV2 7 R—HILEBLWNIPsec T A7+ —AL Ty MIEREEN-EF 2T ~"yia
T X2 (SHA-256 3 LN SHA-384)

Suite-B O ZEIL, IKE B8 X OV IPSec THEHT D701, BT TV XAD 4 DO —H

AH =Tz AAL— N THERENTWET, FAL— NI, BT VIV XL TUH

NWEBLT NI AL, F—EBET NIV AL Ny vaFEIAve—VY XA TR TV
DY XA THRR SN TUWES, Cisco TOD Suite-B V78— MIET 2OV T,
[Configuring Security for VPNs with IPsec] #REE Y =2 — /LA S L T 230,

AES-GCM O H7K— b
ALK B ORHACT VT Y XA, WL L BAOMAAD S S LRI LET, 0

EHRTATY XA, BEEE— R T AAEMERET, [0S EIZBIT 5 IKEV2 i 5
& L TP AES-GCM AR — MERETIZ, a7 /b v % F— KD Advanced Encryption Standard
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(AES-GCM) ZBINTAZ L2k > T, IKEV2 72 F 2 /LDIEEIL A v & — I ICHIRF D
EEAbT7T L TY RLZHHTEET, AES-GCM X, 128 By FB L2566 By hDOF— H o
X (AES-GCM-128 35 L TN AES-GCM-256) ZH AR — K LE T,

\}

GE)  mEBbT7 /LT U XA AES-GCM O A DA BEMET LTV AL E T aiR—Y Bt s
ZEIITEEEA,

IKEv2 TOE#H 2RIV E— KDY R—

AR S — 2 F VA TVPN Ny Ry RER i#éﬁAi BT E LV AR F DA
7R EM A R L CRLSBLERH D £7°, 7oL 21X, — DT /A AL IPsec b RV {fH
LTCTWAHM, LT 731 AL Generic Routing Encapsulation (GRE) F7-1% IPsec b > R/ %fH
AL TWDEHER R IPvE £721X IPV6 OHERH Y £F, REDFr—ATIE, (v
H—Fy hF¥F—T I AF 2 (IKE) 7R77ANVERBT T L — bR ET HUNERD

D EI,

kv E— FEBERERIFEEREIX, REEZRSHICL, VARV OFMOATFTEZELET, =
OHEREIL, IKET R 7 7 A VINOIRIET V8 A A VX —T oA ADBMEREND LT IT, b
*Uyﬁﬁhk:w<®mitimwﬁk%?yxf kN 7a b= (IPv4 £721% 1Pv6)
ZHEBMIRAET e — MOEA L ET, T O#EREIE. Cisco AnyConnect VPN Client <°
Microsoft Windows7 Client 72 X D~ /L F X H— JE— K T 7 BV AEZEKH L TNDLT 2TV A
By 7 NT ETRICNEDBE T,

GE) Fo g/ B— FEBREIREERE L. L ARV AOBREOLERGFIZLET, brxiif=
T2 LTS ET D HLERH D £,

[NV SN E BEPUEEEIL, IKEV2 7' 1 7 7 A /LVELE T virtual-template =~ > R|Z
auto mode X — VU — R&EfEfHAT 2777 4 7L TEET,

A3 —22y b F—BN—2a3 2V 20REHE

EERXKDA A —FR Y FFXF—IHORFz OO N—3 20 2CLUEENDE

)

WA > 2 =7 = A ATIKE2 ZHNTT 20T, A X =Ry b F— 2/ AF =Y
NR—=P 322 (IKEV2) 7077 A NEZDA B —T7 oA AW SN D5~ v 7 £
IPsec 707 7 A MZT ¥ v F LET, IKEV SERITIE, ZOFIETEETT,
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\}

GE)  IKEvl & IKEv2 ®EWNT, IKEVI IZTF A A EOFTRTOA v Z—T 2 AT a—rNLIZH
NI 72> TWBTED, llx DA v H—7 A ATIKEVl ZANITBNENRNT & T,

HARD IKEV2 /#1E 2 FEINCRTET HIZE, ROX AT ZEITLET,

IKEv2 X—1) > T DERE
ZOXAZX, a—BNFEFRITY E— FRIEFRADPFRHE X —DLEIC, IKEV2F—V 7
BRETHEDICETLET,

IKEV ¥—V 7 F—F, 7 77 ny/2ERTHET a7 4 Falb—rar 7
E— RCHRETHHLENHY T, IKEV2X—V 72, BHEOET T 7uv s 28505
TEBRTEET, 1 50T BT T uv it A M, ID, BEOIP 7 RVADIEED
HMAADOETHIEND 1 DO T 23T Z— T HOBE— O E 72133 Frd — 2
TREENTWVET,

IKEV2 % — U 71X IKEv] ¥ —V o7 C MR CTT, EREWIIKRD LB TT,
< I[KEV2 — VU 270, dEmidta s — LI Emdta s —42 P R—r L £,

¢ IKEV2 % — U 71X, Rivest. Shamir, X XAdleman (RSA) ABIF—% U HR—FLEH
/Vo

¢ IKEV2 ¥—V 7% \KEQ7D774wWT%Eéﬂ\Wy77yféhﬁwk@\$
Bt —HiAr N2 R T — T 572012 MM1 OZERHZXF—NLy 7 7 v FEN
5 IKEvl & 13720 £9, IKEv2 Tl \mﬁﬁﬁ#z:/2~béniﬁ&

¢ IKEV2 — VU 71, REFFIZ VPN LV —T ¢ 7B X OHEE (VRE) LRHEATIT HNE
B, IKEV2 % —U 7D VRF X, #OF—V 7 %25MLTWAHIKEV2 707 7 A /L
@ VRF T,

cHBEDOF— VT EIEETEXSHIKEVI 7u 7 7 A L3RR Y IKEV2 727 7 A LT
X1 o0F— ) U I HRIEETEET,

cFLF—0RxDT T 7 A )LE—FHTHEETE2ETEAENTWVWBELEAIL. 1| DOF—
Vo T aEEDIKE2 707 7 A )V THRETEX £7,

IKEV2 ¥ — VU 7312l oy 77 ay 7 b LTHEELENET,

IKEV2 A =32 —HXTlX, E7DKRAMELIET L RAZEH L TEDIEIZIKEV2 F—V
T X— Ly I T v INETENET, IKEV2 VAR A TlE, E7OIKEV2ID £7-137 L
AL CEFDIEICT— Ly 7T v TNETEINET,

\}

(B #HHOErTTHUIDEZRETDHILITTEERA,
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FIEDHE
1. enable
2. configure terminal
3. crypto ikev2 keyring keyring-name
4. peer name
5. description /ine-of-description
6. hostname name
7 address {ipv4-address [mask] | ipv6-address prefix}
8. identity {address {ipv4-address | ipv6-address} | fqdn domain domain-name | email domain
domain-name | key-id key-id}
9. pre-shared-key {local | remote} [0 | 6] /ine hex hexadecimal-string
10. end
FIED %
ARV RFEREETI 3y B#
AT v 71 |enable ¥t EXEC E— FZ AT L £,
i e MAU—REANLET FERENTHE)
Device> enable
Z5wF2 |configure terminal JH— L AT 4 ¥ a b— gy E— R
11 LET
Device# configure terminal
ATw 73 |cryptoikev2 keyring keyring-name IKEV2 ¥ — VU 7% EHRL, IKEV2 ¥—VU 7 =2
i - Y74 Xalb—var = RERBLET,
Device (config)# crypto ikev2 keyring kyrl
AT v T4 |peer name VT £ E T J—T7E2EFR L, IKEV2 F—V
Bl - Y7 arZ4Xalb—arE®—RERmLET,
Device (config-ikev2-keyring) # peer peerl
27w 75 | deseription line-of-description HEE) ETERIEET S A—T ek LET,
151 -
Device (config-ikev2-keyring-peer)# description
this is the first peer
ATwv 76 |hostname name RANAEFHLCET ZHBELET,
i -
Device (config-ikev2-keyring-peer)# hostname hostl
5w 7 |address {ipv4-address [mask] | ipv6-address prefix} 7D IPv4d 7 R A, IPv6 7 R LA, F 72 ipH

-_I »

&1

EfREELET,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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zoz I
ARV RFERRTIa Y E:)
Device (config-ikev2-keyring-peer) # address GE) TOIPT RUANRIKE=ZY RBRA 2 B
10.0.0.1 255.255.255.0
T RLATHY, IDT KL R LERIED

HDTT,

A5 w78 |identity {address {ipv4-address | ipv6-address} | fqdn | Yk ID 2l L C IKEV2 B 7 2 45%E L £,
domain domain-name | email domain domain-name |

key-id key-id} BT AL

i o SEREST R A A 4 (FQDN)

Device (config-ikev2-keyring-peer)# identity - . -

address 10.0.0.5 ¢IPv4 7 RLAE/ZILIPv6 7 R LA
«*— 1D

GE) IDIZTIKEV2 VAR Z FDOF— Ly 7
Ty I ULIMERTEERA,

AT w 79 |pre-shared-key {local | remote} [0 | 6] /ine hex 7 OHERIEAET—FEELET,
hexadecimal-string

51

Device (config-ikev2-keyring-peer) # pre-shared-key]
local keyl

XFv 710 |end IKER ¥—U 7 7 a7 4Xalb— gy
15“ . — F‘%%@T L/"Cx *#*%EXEC;E‘_‘ F‘KE D jzjﬂo

Device (config-ikev2-keyring-peer)# end

RDEE

IKEV2 ¥ — VU 7 OHREH. IKEV2 72 7 7 A )V EHRELET, SO NTIE, [KE2 7
077 ANOHRE GER) | BZa BB LTLIEEN,

IKEv2 707 74 JLDEEFE (EXK)
TOX AT, IKEV2 a7 v A NVEONE Yy REZRETA-DICETLET,

IKEv2 a7 7 A ME, IKE®X=2UT 4 7Yoo —ar (SA) (a—HhHLID 7213V

FT—hID LA AR E) ORI =T a U ARRERT A=K L TOT T A e~
T AR EINT-ETDMERARER Y —E 2D YR U T, IKEV2 72 7 7 A VT, REL
T, IKEV2 A ==X LD 7 VT b~y 7L IPSec 71 7 7 A VD EH LI BIER T 54
WRHY FI, a7 rANERS~ Y T EIT IPsec 7 0 7 7 A MVCEEHEAAHT 1203, set

ikev2-profile profile-name =~ > REAEHLET, 7077 A VOREEA T 2 RS 51213,

ZoawrRon BEXEFEHLET,

RDOL—)L73 match A7 — h A > MMo@EA S £,

« IKEV2 7'1 7 7 A JVIZiX, matchidentity A7 — N A > k¥ 7213 match certificate A7 — k A
VNEBODLMERHD ET, £ LNnE, TrT A ABRRERE RIS, #HHS

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I
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B xe2ooo7 0z @

FIRDEE

—

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]

1)

NFEHA, IKEV2 7’00 7 7 A )VIZIE, #H D match identity A7 — k A > b % 721 match
certificate A7 — M AU NEGHDHI ENTEET,

« IKEV2 7’10 7 7 A JLZi%, H.—® match Front Door VPN routing and forwarding (FVRF) A 7 —
AV NEEDDLMERDH Y £7°,

TR TANERRT D L, [ L XA T OO match 27— b A2 R SEwELAYIZ OR &
I, D F A T OEHD match AT — b A FR3FRPIAIIC AND SIVET,

* match identity A7 — k X > | & matchcertificate A7 — h A > MME, RAICZA 7OAT— |k
AV hERRI, OR SNLET,

CcHELETu T A NDORTEIL., REIALERREINET, BEOTa 7 7 A VB —E L
T2EEIE. Eo7ue 7 s A HBRENETA,

IKEV2 7' 7 7 A V%37 521X, show crypto ikev2 profile profile-name =~ > R&fEH L

£75

1. enable

2. configure terminal

3. crypto ikev2 profile profile-name

4. description line-of-description

5. aaa accounting {psk | cert | eap} [list-name

6. authentication {local {rsa-sig | pre-share [key {0 | 6} password}] | ecdsa-sig | eap [gtc | mdS5 |

10.
1.

12.
13.

14.
15.
16.

17

18.

ms-chapv2] [ username username] [password {0 |6} password}]} | remote {eap [query-identity
| timeout seconds] | rsa-sig | pre-share [key {0 | 6} password}] | ecdsa-sig} }

dpd interval retry-interval {on-demand | periodic}

identity local {address {ipv4-address | ipv6-address} | dn | email email-string | fqdn fgdn-string
| key-id opaque-string}

initial-contact force

ivrf name

keyring {local keyring-name | aaa list-name [name-mangler mangler-name | password password

13

lifetime seconds

match {address local {ipv4-address | ipv6-address | interface name} | certificate certificate-map
| fvrf {fvrf-name | any} | identity remote address {ipv4-address [mask] | ipv6-address prefix} |
{email [domain string] | fqdn [domain string]} string | Key-id opaque-string}

nat keepalive seconds

pki trustpoint trustpoint-label [sign | verify]

virtual-template number mode auto

shutdown

end
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IKEv2 707 7 1 ILDRE (EXK)

F gD FEH
ARV EFEREETIVa Yy B#)
ATy 71 |enable Rt EXEC E— REAZIC L ET,
Bl : « NMRAT—=REANLET @FEERSNEHE)
Device> enable
X Fw 72 |configure terminal Ja—\)L a7 4 X2 b—3ay e— ARG
i - LET
Device# configure terminal
ATy 73 |cryptoikev2 profile profile-name IKEV2 707 7 A VEEFHL, IKE2 717 7 A )b
Bl - a7 4 Xal—vary T— REBEBLET,
Device (config)# crypto ikev2 profile profilel
AT w74 |description line-of-description UEE) a7 7 AN%ZilLET,
11
Device (config-ikev2-profile)# description This
is an IKEv2 profile
X w75 |aaaaccounting {psk | cert|eap} [list-name (L) TPsec & v a »OFEGE, /A, BLXOT
Bl - AT 4 (AAA) THho T 475
Device (config-ikev2-profile) # aaa accounting eap A F‘%fzigﬁL:ngkﬁfo
Histl GE)  psk. cert, £72(% eap ¥ —7U — REE
SNrolHaid, BT RGES U
e, AAAT v T 4 7Y A
FAER S IVET,
27w 76 |authentication {local {rsa-sig| pre-share [key {06} | m— /L E 713 ) E— h ORI HRAHEE LT

password}] | ecdsa-sig | eap [gtc | md5 | ms-chapv2] [
username username) [password {0 | 6} password}]} |
remote {eap [query-identity | timeout seconds] | rsa-sig
| pre-share [key {0 | 6} password}] | ecdsa-sig} }

1 -

Device (config-ikev2-profile)# authentication
local ecdsa-sig

* rsa-sig : ol 7 & LT RSA-sig 45 L £

ﬁ—o

s pre-share : WAL S & L CHALA T — %218
ELET,

s ecdsa-sig : 78A =& L C ECDSA-sig # 5 1E
L/ i TO

ceap: VE— MBGESXE LTEAPAFEEL F
R

* query-identity : ©°7 [Z EAPID % i\ &bt
.ﬁ‘o

» timeout seconds : )] IKE_AUTH i & % X
LCHMHRD IKE AUTH B3R A2 % 7B 5 £ T
O ZHEA THRELET,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I



B xe2ooo7 0z @

A=y b F—THRFzoON—av2 |

ARV KEEEET7Ia Y B
G¥) O— A NVEFEFRIT I DL EECTE F
HAN, UEe— MRREFRITERIEE T
TET,
RFw 77 |dpd interval retry-interval {on-demand | periodic} UEE) o774 —HLEETDTy R B
i - Tk (DPD) % 27w — VZRELET,
Device (config-ikev2-profile)# dpd 30 6 on-demand| ¢ Dead Peer Detection (DPD : ?‘y F EO?@H:'I)
L7 7 4V FCIEES LI TVWET,
GE) ZOFIEOHITIE, BEESP N T 7 4>
7 IR WS i1 DPD 2% 30 Bh &I
EEINET, 6 P (FEEINT-HR
1Tk 5% L7-%% . DPD 3347728 6 7
Mg T 7Ly 7IZ5mEE SN ET,
ZDl=d, Fit66F B0+6+6X5=
66) MR T 5 &, DPDIC L - TR Bk
o va rngrsnET,
AT w78 |identity local {address {ipv4-address |ipv6-address} || (i) m—H/LIKEV2ID % A 7% ¥5E LE4,
dn | email email-string | fqdn fgdn-string | key-id . o o
opaque-string} CE) o= VBRI AN — DS
X, 7NV PO —HVID AP T K
Bl LAY £, o b LREEH A
Device (config-ikev2-profile)# identity local Rivest. Shamir }5 C]: UAdleman (RSA)
email abcRexample.com N A
BLDBAX., T 74 O —H/ID
DRI F77,
X w 9 |initial-contact force WIS S 2N IKE. AUTH ASHA T2 15 &g o
Bl - TBENT . BRI A R L £ T
Device (config-ikev2-profile)# initial-contact
force
AT 710 |ivrfname EE) IKER a7y A VR 7 U7k w7z
i - TH o FINTOBEGEIZ, 22—V EFKDVPN/L—

Device (config-ikev2-profile)# ivrf vrfl

T4 7B X WEE (VRF) 721X/ a0 —/3LVRF
ERELET,

IKEV2 7’12 7 7 A LS b R VEREIZEEH &
TWAHEAIE, bRV A F—T (AL
C Inside VRF (IVRF) ZRET HMLENRH Y
F9,
GE) IVRFiEZ., Z2U7 %A Ny NHD
VRF Zf8E L FE9, IVRF DT 7 /L bk
fE1% FVRF T,

—

1)

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]



| 1v8—Fy b F—THRFoTN—Tav2

IKEv2 707 7 1 ILDRE (EXK)

ARV FFEREETIVa Yy

E:)

R Fw 711 |keyring {local keyring-name | aaa list-name a0—ANEZITY T— FOFEFIEA AT
[name-mangler mangler-name | password password | fd /-4 2 L BE78 3 % 11— B L E 72 13 AAA ~— A D
1} F—U LS ERELET,
P GB 10—V v/ UANEET S 2 LAT
Device (config-ikev2-profile) # keyring aaa XFHA. T—HL AAA 1T AAA RN— R
keyringl name-mangler manglerl . ° . N
DFAHLAEF—ITH LT AR— S E
TA,
GE) VU —=RZL->THE, local F—TU— R &
name-mangler mangler-name % — 7 — R 5|
BT 2T 20 NH Y £,
GE)  AAAZMEHT 556, Radius 7 7 & A
KOF 740 N AT — K% Tciscol T
9, NAT— REZEHET 5HI2IE, keyring
A~ RNT password ¥ — U — R & /]
LET,
R Ty F12 |lifetime seconds IKEV2 SA DT A 7 4 A LEFSHALCHREL £7,
i
Device (config-ikev2-profile)# lifetime 1000
R 7w 713 |match {address local {ipv4-address | ipv6-address| |match 27— FA > FNE2EH LT, 7 H® IKEV2
interface name} | certificate certificate-map | fvrf FHT A NERR L ET,
{fvrf-name | any} | identity remote address
{ipv4-address [mask] | ipv6-address prefix} | {email
[domain string] | fqdn [domain string]} string | key-id
opaque-string}
i -
Device (config-ikev2-profile) # match address local
interface Ethernet 2/0
AT 714 |natkeepalive seconds (LE) NATX¥—7 7 794 72 FhL T, £D
1l - WM 2 HEA CRELET,
Device (config-ikev2-profile)# nat keepalive 500 * NAT (37 7 4/ h THHL S TWET,
AT 715 |pki trustpoint trusipoint-label [sign | verify] RSA B4 785 )72 T 13 % Public Key Infrastructure

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]

1 :

Device (config-ikev2-profile) # pki trustpoint tspl
sign

(PKI) N7 AMKRA Y NEFRELET,

GE)  sign £/ verify ¥ — 7 — FREE S
TWRWEA., T A MRA LV MIE4A
ERRGREICEH & E T,

1)

-



A=y b F—THRFzoON—av2 |
B o esn i s—xurr—1o2xF08 /—Cav2cumBORE

aAv U RFEEETIVaY B

GE¥)  IKEvl &IExBEIC, REESR—ZOR
AEE RS EE D7D N T A RRA b
ZIKEV2 7a 7 7 A VNTRET HHLE
N ET, ZOa~r RRRENITHE
ELRWERIE, Ze—LIRESH
TRTFARNKRA L DT =Ny 70
FELEYA, BT A BMKRA L FREIX
IKEV2 /A =3 T — 2 BIORVARSFI|Z

WHIET,
AT w 716 |virtual-template number mode auto (LB REBT 78R L ¥ —T A A (VA
5 - OERMOE-T > 7 L— b e LET,
Device (config-ikev2-profile)# virtual-template e modeauto : > R/ F— NHENRIRKEES A
1 mode auto ) -
L ET,
GE)  IPsec XA FTIvIRAE RN RV A L H—
7xA A (DVTD) Ti, 771 —
k% IKEV2 & v ¥ a U ARG S
IKEV2 7’1 7 7 A VN THRET 5 LEN
HFET,
AT 711 |shutdown (EE) IKER Va7 7 A V&> vy b X7 L
i £
Device (config-ikev2-profile)# shutdown
ATv 718 |end IKEV2 7H 77 A4 )L a7 4Fal— gy E—

B - RZ#&T L, ik EXEC £— RIZRED £

Device (config-ikev2-profile)# end

EBEBAVA—RY P FXF—ITHORFz o N—2 a3 2CLEE

=

F4

ZOHETIX, 7 a— VL IKEV2 CLIFEEICHOW T LES, 72, IKEv2 D7 7 4L k CLI
WiEAE A —R—F 4 RTEHECOVTHLHALET, IKER A~— T 74/ MM, 1FEA
EOFERBIZTR—FLET, TDOD, T 740 b TRUG SV WERE O FNC 2 72
B, TTFNV D e —NR—=F34 RTHZLLEBEDLET,

B 72 IKEV2 CLI &G 2R ET HICiE, ROX A7 #FITLET,

Sa—NJ)LIKE2 A TS 3 VU DHRTE
TOMEET., ETIEFE LW B — SNV IKEVR 7 a VERET AT DICEIT LET,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
I 1)
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JAa—nNILIKE2 A T2 a VDT .

FlaD#EE
1. enable
2. configure terminal
3. crypto ikev2 certificate-cache number-of-certificates
4. crypto ikev2 cookie-challenge number
5. crypto ikev2 diagnose error number
6. crypto ikev2 dpd interval retry-interval {on-demand | periodic}
7 crypto ikev2 http-url cert
8. crypto ikev2 limit { max-in-negotiation-sa /imit | max-sa limit}
9. crypto ikev2 nat keepalive interval
10. crypto ikev2 window size
11.  crypto logging ikev2
12. end
F IR D 48
ARV RFEREETI 3y B8
RFwvF1 |enable ¥ EXEC E— RE AT LET,
B «RAT—REANLETS (BRINZHS) .
Device> enable
AT w72 |configure terminal Ja—N)L a7 4 Xal— gy EF— R2HlG
1;'] : L/ i —g—o
Device# configure terminal
R w 73 |cryptoikev2 certificate-cache number-of-certificates | HTTP URL 7> 5 B U7l EA R A2 T B T2 D
£l Fyrvia A XEERLET,
Device (config)# crypto ikev2 certificate-cache
750
ATy T4 crypto ikev2 cookie-challenge number N—TF—T X2V T 4 T m— g
Bl - (SA) DENHE SN MEEBZTHEITIZT,
Device (config) # crypto ikev2 cookie-challenge IKEv2 cookie 7"? [/f/‘\/%ﬁécjﬂl Liﬁ‘o
450 * Cookie v L' Ui, 77 4 /L h CHIHLE
NTWET,
AT w75 |cryptoikev2 diagnose error number IKEV2 =T —D2ZWE2 G0 L TR TR FT—%

51

Device (config) # crypto ikev2 diagnose error 500

R—=ADT NI EEERELFET,

¢ IKEV2 =5 —ZWndT 7 /1 F TIXEI L S

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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B /o—ukeerroavons

A=y b F—THRFzoON—av2 |

ARV FFEREETIVa Yy

S

ZFw 6 |cryptoikev2 dpd interval retry-interval {on-demand | | &7 AR D L HICTFA T TF v 7 TEXBHLEIITL
periodic} E
L * Dead Peer Detection (DPD : 7 » R E 7 f&H)
Device (config)# crypto ikev2 dpd 30 6 on-demand Li:j«j F Lk T@iﬁé{jﬂt X L7V \jz—g*o
GE)  ZOFIEOHITIE, HEFESP T 7 1
7 NI WEE L )0 DPD 2 30 B %1
EESNET, 6 B (EEShziR
1TEbR) & L7-%%. DPD #4728 6 7
MECT 7Ly v 7Ics5mkE SN Ed,
DD, HFEt66F B0+6+6X5=
66) MR&ET 5 &, DPD I L - THi Bk
o varnranEd,
AT w F1 |cryptoikev2 http-url cert HTTP CERT Y7 R— h &2 HLhIC L £,
i «HTTP CERT /%, 7 7 # /L b THEEHLE T
Device (config)# crypto ikev2 http-url cert EETfO
XF w78 |cryptoikev2 limit { max-in-negotiation-sa /imit | axZary T RIyia Ul (CAC) ZA%
max-sa limit} W LET,
Ik caXsvar 7RIy va UHET 7 40
MCHEMEE I TTWET,
Z w9 |cryptoikev2 nat keepalive interval Sy NU—27 7 RULAEH#H (NAT) OXF—7T7 5
B - ATEBEMILT, /£ ¥Ry hF—Z I AF =
Device (config)# crypto ikev2 nat keepalive 500 \/Z (IKE) EO:TFEﬁ&: NAT ﬁ)&)é%é\c:‘ {i%‘?@
N7 4w 7 BRITDHZ EIZE D NAT OHIBRZ S
TFET,
NAT ¥ —7 7 F A4 7137 7 /v h THHL S
nTWET,
ZF w710 |crypto ikev2 window size PEIERH TR0 IKEV2 Bk & IS D T 277 L
1 - ESR
Device (config) # crypto ikev2 window 15 e TFITFIL DT 4 KT YA XTS5 TT,
AT 711 |crypto logging ikev2 IKEv2 Syslog * v —Y %G8 LET,
Bl : « F7 4L T, IKEv2syslog A v & — D3

Device (config) # crypto logging ikev2

LS TWET,

—

1)

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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IKEv2 7O R—HILDEE .

ARV RFERETI Y S

AFwv 12 |end
1 -

Device (config) # end

Ja—\)aryZ 4 Fal—aryET—RaekT
L. ¥ EXEC E— FIZEY £,

IKEv2 7B R—FI)LDEETE

)

F 74V FDOIKEV2 7 aR—H iz o0 Tix, NKEVR2 ZA~<—hk F 74/ 8] OEAZSZHBEL
TLIE&E N,

ZOZAZE, T AN b TFaR—=PLaE LenEEIZ, 7740 b IKE2 7 rA—3
Noad—N—=F4 RTEHN, FEITTB RV LERETHDICETLET,

IKEV2 71 AR—H/L1%, IKE_SA_INIT 2Z#dD—f & LT IKEV2 SA DR T —3 g M
ENB T AT F—bDEy FTY, IKEV2 7aiR—V it 27 &b 1 DO T7 v
Y XA, EAEMET LT Y XA B X O Diffie-Hellman (DH) 7 /L— 7 0NGE SN TWHEA
WD, TRTHDLEHRBRINET, 7o R —FARKESINTELT, IKEV2ARY >—IZ7
o FENTHWARWEAIE, T 74V MIKEV RY S —HNDOF 7 4L~ 7 R—P LR r =
vr—varTERENNET,

G¥)

FIEDOEE

TX2 YT 4 OB E ISP D72 ORFSALBEHNEEIZZ L L T E T, ROV A=
DO SACIZEE T D HESEFEIHIZ DUV TIE,  [Next Generation Encryption] (NGE) =7 A h ~X—
N— BB LTSN,

IKEv2 7 1 /R —+ /LI erypto isakmp policy =~ > RIZEITWE 23, IKEV2 7 2R —H /L2
IFRO XD 72EHENRH Y £,

IKEV2 7 R—YPLEHERTLE, T AT —LZAFHLTIDUED FT v
AT F—LhEHRETEET,

« IKEV2 7' 0 AR —H VWX BT BB RNEALIEH W FH A,

enable

configure terminal

crypto ikev2 proposal name
encryption encryption-type...
integrity integrity-type...
group group-type...

prf prf-algorithm

end

©eEeNDAREWN=

show crypto ikev2 proposal [name | default]

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I
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B xeesox—vrome

A=y b F—THRFzoON—av2 |

FIEDEEHE
ARV KRFERRETI a3 Y B#J
AT 71 |enable Fi#E EXEC E— REAIC L ET,
i - e NMAT—REANLET (ERINWTEHE) .

Device> enable

AT T2

configure terminal

1

Device# configure terminal

Ja—) a7 4 ¥ alb— gy ®— RNEEith
L\i‘jﬁo

ATvT3

crypto ikev2 proposal name

1 -

Device (config) # crypto ikev2 proposal proposall

F7 4V NKEV2 P R—W)LE A ——F 14 KL
T, IKE2 7B R—Y 4% EHK L, IKEV2 7 1R —
Ylrar7 4 Fal—iarT—RE2RBLET,

ATvT4

encryption encryption-type...
f

Device (config-ikev2-proposal)# encryption
aes-cbc-128 aes-cbc-192

1 DFETITBEEOBERAL X A T D N T VAT F— A
FIRELET, 24 713K D LR TT,

(FEHEDE)
* aes-cbc-128

* 3des

* aes-cbc-192
« aes-cbc-256

* aes-gcm-128
* aes-gcm-256

ATvT5

integrity integrity-type...
i -

Device (config-ikev2-proposal)# integrity shal

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]

“I »

WKDXHT, BAET LI ZAZALTD1OL L
DINF AT+ —LEI/ELET,

emd5F—V— R, "y aTAITYRIAEL
TMD5 (HMAC NY T k) #HELET,
(FEHESE)

eshal ¥ —U— RNiZ, "y a7/ 3alXLEL
TSHA-1 HMAC AU T k) ZfELET,

esha256 X — U — NiX, "y a7 /NI XL
LTCSHA-2 773V 256 v b (HMAC /Y)Y
TR BEELET,

esha384 X — U — N, "y aT/NITYRXLE
LCSHA-2 773V 384 £ b (HMAC NV
TR BRELET,

eshaS12 % — U — N3, "y a7 a3 XAE
LTSHA-2 773U 512>y b (HMAC YV
T h) BEELET,
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IKEv2 7O R—HILDEE .

AU RFERETIVa Y

B8

GE¥)  WFB{b#¥ A 7 & LT Advanced Encryption
Standard (AES) in Galois/Counter Mode
(AES GCM) ZH57E L7=Htrid, A

TNIAY XN XA TERETEEE A,

ATvT6

group group-type...
fl

Device (config-ikev2-proposal) # group 14

Diffie-Hellman (DH) 7/ —~7 ID #f8&E€ L £,

e 77 4 )L F® DH 7 /— 73BT 1%, IKEV2 7
g2 R—PF LN T N—TF 2B IS T,

«1:768 £ k DH (FEH#ESE) |
+2:1024 £~ h DH (GEHELE) |
+5:1536 £~  DH (JEH#ELE) |
©14:2048 £ FDH /' V—7 ZfEE L
7T
©15:3072 'y hDH /v —7ZRE L £
7

©16 : 4096 £ h DH /v — 7 %48E L
7

+19 : 256 ¥ > | Elliptic Curve DH (ECDH)
IN—TEEELET,

«20:384 'y b ECDH /' /V—7 %5 E L%
7
©24:2048 'y FDH ZV—T7%EELE
7T

BRI A7 L—T %, pId— 3 PO IPsec
Ik o720, +old) (HaZeey MR
HD) THLHYLERHY T, —RICZT AN
TWAHHA RTA Tk, 2013 4FLIFE (2030 4F &%
T) 132048 'y h ZL—TFDfERNHER S LTV
T, ZOHA RTA &I, T—7
14T N—T200 500 RIRTEET, LV
FmOEWEX 2V 7 4 FAPKEREETH, /5
M bR B Ol 2 BEID LE T8, Zr—715
LT N—T716 bRRFT LT 7ZE 0,

ATy T1

prf prf-algorithm
i -

Device (config-ikev2-proposal)# prf sha256 shab5l2

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]

WD EH1Z, 1 2L EDOELELT ¥ L% (PRF)
TN X LERELET,

* md5
* shal
» sha256
» sha384
* sha512

1)

-
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B xonz
AU RFERET7TIV3 Y B
GE) ZOFIMEIZX, BE5{bF A 75 AES-GCM :
aes-gmc-128 £ 7213 aes-gme-256 DA
WZATY, B b7 L= XL
AES-GCM TRWGEIE, PRET7 /LAY X
ABRESINT-EEET VI Y XA LR T
W22 Ed, 72720, %EIIS LT, PRF
TNITY ALERETEET,
AT 78 |end IKEV2 7 R—H /L a7 4 F2lb— g F—FK
i - AT L. KibE EXEC £— FIZRY £,
Device (config-ikev2-proposal) # end
X T v 7 9 | show crypto ikev2 proposal [name | default] () IKEV2 7uR—HP L E2F R LET,
1
Device# show crypto ikev2 proposal default

RDEZE
IKEV2 7 R—HF L 2Bk L7, AU — Lk LT, xdvo—3y g0 /e fR—HLs
BINTEDLIICLET, ZOXATDOZETIZOWT, FEHlIE TIKEV2 R Y v —0DRE] &7
varEZBL T IEEN,

IKEv2 R o —DERTE
FIFIVEFDIKE2 RY > —Z20WCid, [KEV2 A~— K~ F 74/ | OHEZSR L TL
72EW,

TDOXATE, T7HNE R —EEHALRWGEEIZ, T 740 N IKEV2 R v—% 4 —
N—=F A4 RTBHn, FETRY —2RETHZOIZFEITLET,

IKEV2 R U > —IZi%, BRIELEBEZOND 12U EOTaR—YLE2EDLERHY, 32
v—a VHORY —HEIRT D7D OIBIREAEL U CTHEH LD match A7 — h A 2 b
EEODHIENTEET, PRI, XTI — T 5SAOR—ILT R A (IPv4 £
721Z1Pv6) & FrontDoor VRF (FVRF) MRV —LHAE I, 7oR—FLin@EmRINET,

RO /— L3 match 27— kA2 MZ@EHAINET,

ematch A7 — b AV M2 EFERWIKEV2 R > —iE, /0 — 3 LFVRF NOTXTOET
E—FLET,

« IKEv2 R Y 2 —IZI%, matchFVRF 27— h AV & 1 DL EDLZLENTEERA,

o IKEV2 R U > —IZi%. match address local A7 — h A & 1 DL EEDBHZ LN TEFE
‘ﬁ—o

R —FBINT A L. U XA TOBEED match 27— b A 2 FASFHFIZ OR S,
O H AT O match 27— kA2 FHEHEEAIIC AND S ¥,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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o XA TN/ D match AT — kAL NOEBHLIEMNIZH Y A,

CHBE LAY U—OREIR, REIAEAREINET, HEORY o—N—E LI=5HE
X, mAIORY o —nNBIRENF T,

FleDHE
1. enable
2. configure terminal
3. crypto ikev2 policy name
4. proposal name
5. match fvrf {fvrf-name | any}
6. match address local {ipv4-address | ipv6-address}
7. end
8. show crypto ikev2 policy [policy-name | default]
FIE D
ARV EFEREET7IVa Y B#
AT 71 |enable Rt EXEC E— RZ A LET,
i e NMRAT—RKEANLET (FEREINEHH) .
Device> enable
AT 72 | configure terminal Ja—N\)ary7 X b—3g )y F— NEBith
15'] . ]\/\i‘g_o
Device# configure terminal
R T 7 3| crypto ikev2 policy name F 74/ FIKEVR2RY v —%F—1"—F 4 FLT,
i - IKEV2 RV v —4A % EHR L, IKEV2Z KRY >— a
= NN N N R YN
Device (config) # crypto ikev2 policy policyl A4 Fal—vars® }‘%‘_’F}ﬁﬁnbij«o
AT 7 4 | proposal name ZORY —THEATIVNERS L TV a R —H L%
15“ . *E"_‘/:E_‘ [_/ 32 ﬁ‘o
Device (config-ikev2-policy)# proposal proposall « 11 7j§°~—-"j:/l/6j\ *%O)]IEO){E%JIE{ELC e E
R
GE) D itbl1o07aR—YILERETH
VEERH Y 7, K7 aR—FLajlx D
AT — N AL MZGTTBNo 7 a R —3
NEBETEET,
A7y 75 | match fvrf {fvrf-name | any} EE) RV v—%2a—NEE L7 FVRF £720%
Bl - {EE D FVRF ICHSWCTHRA L ET,
Device (config-ikev2-policy) # match fvrf any e F 7 4L MNEF u—,)L FVRF <7,
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B s—xvrs—1o27zo0 -3 208Eh

ARV REEEFET7IVa Y B

G¥)  fEEODOVRF & —HIH 252X, matchfvrf
any 2~ > R&E BRI ET 20BN H
VW E£4, FVRFIZIX, IKEV2 /N7 > D=3
T T—2a UEITH) VRFZIEELET,

AT w 7 6 | match address local {ipv4-address | ipv6-address} (EE) a—Hh/VIPvd £7-1XIPv6 7 KL R IZEESD
Bl - WTRY —%BELET,
Device (config-ikev2-policy) # match address local e T 7 F L MI, BREFHHSD FVRF NOTXTD

10.0.0.1 FRLRE BT

ATw 717 |end IKEV2RY v — a7 4 Xalb—varE— RE#
Bl - T L., ¥# EXEC £— FIZRY £,
Device (config-ikev2-policy)# end

R 7 8 | show crypto ikev2 policy [policy-name | default] (EE) IKEV2 RU > —%5F R LET,
1 -

Device# show crypto ikev2 policy policyl

A=Y b FXF—ITVRFIOON=—D3 220K
7 151

ERXDA B —F YN FXF—ITHORFz O N—U3 20 2CLUEENDE
E 51

Bl : IKEv2 F— ') VT DERTE

Bl EHOET7 H—n"JOv s EEDIKE2X— 1) V5

ROBNZ, BEOET 3770y 7 2Rol o —Fy h F—= I AF 2T N=T a2
(IKEv2) F— D7 ZET L hikannLET,

crypto ikev2 keyring keyring-1

peer peerl
description peerl
address 209.165.200.225 255.255.255.224
pre-shared-key key-1

peer peer2
description peer?2
hostname peerl.example.com
pre-shared-key key-2

peer peer3
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Bl IP7 RLRICES sifREgaas—smAL- ke x— Uy [

description peer3

hostname peer3.example.com

identity key-id abc

address 209.165.200.228 255.255.255.224
pre-shared-key key-3

Bl IP7 FLRICE DS AR BRI AEXF—2FALIKB2X— 1) VY

KOBIL. TP 7 LA HS < BB sy % — 4 92 IKEV2 ¥ — U o 7 OB E ik
EARLET, KT, BEMOX— V7T,

crypto ikev2 keyring keyring-1

peer peerl
description peerl
address 209.165.200.225 255.255.255.224
pre-shared-key keyl

Wik, ISEMOX— VY 7 TT,

crypto ikev2 keyring keyring-1

peer peer?2
description peer2
address 209.165.200.228 255.255.255.224
pre-shared-key keyl

Bl:1IP7 FLRICEDC ERMBEERIAAF—ZFHLIZIKEV2X— 1) V5

WOFNE, TP 7 KL A ZES IR FERIEA *—2EH3 5 IKEV2 F— U FDORESH
EERLET, RIZ, BEMOXF—V 7 TT,

crypto ikev2 keyring keyring-1

peer peerl
description peerl with asymmetric keys
address 209.165.200.225 255.255.255.224
pre-shared-key local keyl
pre-shared-key remote key2

Wik, IEEWMOX— Y 7T,

crypto ikev2 keyring keyring-1

peer peer?2
description peer2 with asymmetric keys
address 209.165.200.228 255.255.255.224
pre-shared-key local key2
pre-shared-key remote keyl

Bl : KRR FRICE D EHMBEFMARF—EFEALZKE2X— 1) T

WOBIE, A NI HES I FRTIA F— 2T 5 IKEV2 % — U v 7 ORGEHIE
ERLET, Wik, BEMOT— U7 TT,

crypto ikev2 keyring keyring-1

peer hostl
description hostl in example domain
hostname hostl.example.com
pre-shared-key local keyl
pre-shared-key remote key2
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Wix, IWEMO*F— Y 7 TT,

crypto ikev2 keyring keyring-1
peer host2
description host2 in abc domain
hostname host2.example.com
pre-shared-key local key2
pre-shared-key remote keyl

Bl FAToTATAIZE DS AMBEBEFAAEX—2FHALZIKE2X— 1) VY

WOBNL, TAT T 4T 4 IS PR EFEG S — 2 HT D IKEV2 F— U
T ORETEEZRLET,

crypto ikev2 keyring keyring-4

peer abc
description example domain
identity fgdn example.com
pre-shared-key abc-key-1

peer userl
description userl in example domain
identity email userl@example.com
pre-shared-key abc-key-2

peer userl-remote
description userl example remote users
identity key-id example
pre-shared-key example-key-3

Bl: I KFA—F F—%#FAHLIKE2X— 125
WO, VANV —F F—%2EHTHIKEV2 F— UV FTOREHFEERLET,

crypto ikev2 keyring keyring-1
peer cisco
description example domain
address 0.0.0.0 0.0.0.0
pre-shared-key example-key

Bl F—1Y)TnEE
KOHIE, F— V7 oREFEETLET,

crypto ikev2 keyring keyring-1
peer cisco
description example.com
address 0.0.0.0 0.0.0.0
pre-shared-key xyz-key
peer peerl
description abc.example.com
address 10.0.0.0 255.255.0.0
pre-shared-key abc-key
peer hostl
description hostl@abc.example.com
address 10.0.0.1
pre-shared-key hostl-example-key
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#:7norsrozE ]

ZZIRTHITIE. BT 10.0.0.1 ZRAET DX 3R MU AL K — K F— example-key &
—E L, WIZT VT 1 v 7 R F—example-key & —F L, H&HEIZH A b F— hostl-example-key
E—H L FET, &/ —ETh D hostl-example-key 23MEH S E 7,

crypto ikev2 keyring keyring-2
peer hostl
description hostl in abc.example.com sub-domain
address 10.0.0.1
pre-shared-key hostl-example-key
peer host2
description example domain
address 0.0.0.0 0.0.0.0
pre-shared-key example-key

Z ISR, BT 10.0.0.1 ZBRET D F— TR MITHA A b F—hostl-abe-key & —F L F
T, TNRERFO—HTHLZ &b, TN LOREITFEITSNEE A,

Bl 7O 74 ILDETE

Bl: JE—HFID TERETHIKEV2 TOT74)L

WDOT a7 7 AWML, BREM R AA 4 (FQDN) example.com Z {4 L CHH ZFE L.
FIZARRA L F)E— M2 L TRSA BA CTRAT HET 2 R—FLET, v—hL
/ — Fl&, keyring-1 Z AT 2 FAEFAF—T/ — FERLZRFEL 7

crypto ikev2 profile profile2

match identity remote fgdn example.com
identity local email router2@example.com
authentication local pre-share
authentication remote rsa-sig

keyring keyring-1

pki trustpoint trustpoint-remote verify
lifetime 300

dpd 10 5 on-demand

virtual-template 1

il :220EF7EYR—FFBHIKE2TOT7A)L

WOENL, Bl A FREEHT S 250 TR R— v +5, IKEV2 7027 7 A LDORE
FikwRLET,

crypto ikev2 profile profile2

match identity remote email userl@example.com
match identity remote email user2@example.com
identity local email router2@cisco.com
authentication local rsa-sig

authentication remote pre-share
authentication remote rsa-sig

keyring keyring-1

pki trustpoint trustpoint-local sign

pki trustpoint trustpoint-remote verify
lifetime 300

dpd 10 5 on-demand

virtual-template 1
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. Bl SEAEB LV IKEV2Z RR— b TOAIL M EFERT T4 I VI L—T 1 212k % FlexVPN DFRE

Bl SEEBAZER K UVIKEV2ZRAY— T IA I FEFERT B4 FTI VI IIL—Tao2TI12&

% FlexVPN D E%5E

ROBN

Mo RNERN LA T I I N—T 4 T DTTF TN A (B

1EF, AXT 4 AN VA o H—T = A A (sVTD) ZHEH) LT gq
A (RER, FAFTI v I R A 0 F—T A4 A (AVID) ZEH) L oMo
PR LET, ZOFITIZIKEV2 A~—h T 74V b &M L, S8GEIFEAE (RSA

B4 HERLTETENET,

GE)

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]

1)

HELES D RSA £V 2 T A YA X1E 2048 TT,

E 7L IKEV2ID & LT FQDN ZffiH L, J&ZM D IKEV2 71 7 7 A /L% ID FQDN &

RASL e —FHLET,
BIEW (7T F TS R) TOREF, KOLEBY TT,

hostname branch
ip domain name cisco.com
|
crypto ikev2 profile branch-to-central
match identity remote fgdn central.cisco.com
identity local fgdn branch.cisco.com
authentication local rsa-sig
authentication remote rsa-sig
pki trustpoint CA
|
crypto ipsec profile svti
set ikev2-profile branch-to-central
|
interface TunnelO
ip address 172.16.0.101 255.255.255.0
tunnel source Ethernet0/0
tunnel mode ipsec ipvi4
tunnel destination 10.0.0.100
tunnel protection ipsec profile svti
|
interface Ethernet0/0
ip address 10.0.0.101 255.255.255.0
|
interface Ethernetl/0
ip address 192.168.101.1 255.255.255.0
|
router rip
version 2
passive-interface Ethernetl/0
network 172.16.0.0
network 192.168.101.0
no auto-summary

IR (PRL—4%) TOREL, kROLEBY TY,

hostname central
ip domain name cisco.com
|
crypto ikev2 profile central-to-branch
match identity remote fgdn domain cisco.com
identity local fgdn central.cisco.com
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authentication local rsa-sig
authentication remote rsa-sig

pki trustpoint CA

virtual-template 1

|

interface LoopbackO

ip address 172.16.0.100 255.255.255.0
|

interface Ethernet0/0
ip address 10.0.0.100 255.255.255.0
I

interface Ethernetl/0
ip address 192.168.100.1 255.255.255.0
I

interface Virtual-Templatel type tunnel
ip unnumbered Loopback0

tunnel source Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile default
|

router rip

version 2

passive-interface Ethernetl/0

network 172.16.0.0

network 192.168.100.0

no auto-summary

SBEGAVA—FY P F—IOXFI I N—23 V2CLUEEDE
7 {51

Bl . TOR—FILDETE

Bl : EESURITA—LBATIZR LTI 2D FS VR ITH—LHH S IKEV2 TOKR—H)L

WOBNE, HE T AT 3= FATITH LTIDOD N T AT 53— 085 IKEV2 7 1 iR —
FNLOBREFEERLET,

crypto ikev2 proposal proposal-1
encryption aes-cbc-128
integrity shal

group 14

Bl : BERSURTA—LBATIZHLTERD SR T +—LAH S IKE2 FOR—F)L

WOBNE, KFRT VAT = H A TR L TEED N T VAT 3 —2038HIKEV2 7 R —
FNLOBREHEETRLET,

crypto ikev2 proposal proposal-2
encryption aes-cbc-128 aes-cbc-192
integrity shal

group 14
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B 5 sEpccs00 K2 Tor—vL

\}

GE) v A=3HIE, 3DES, MDS (HMAC NV 7> h&Te) | 35 X O Diffie-Hellman (DH) 2 /L—
7, 2. BEOS OFEHAEFHEEL ThEFA, KDY IZ, AES, SHA-256, 33X O'DH 7 /L —
T4 USEEERT D 0ERSH Y 9, VA IOREBALICEE T 2 A OHELEHEIEO I,
['Next Generation Encryption] (NGE) 7R7U A h X—_—%2ZH L TIE X0,

Z ZIZART IKEV2 7' a AR —H )L proposal-2 Tld, IKOMAEDED b T v A7 +— AOESEIE
L) A MIEHBmINET,

* aes-cbc-128, shal, 14
* aes-cbc-192, shal, 14

Bl - FAER L EERD IKEv2 T 0R—4H)L

WOENL, FEMEISEMOIKE 7 a R f—F VOB EHFEE R LET, BEMUNO T aRf—F
JVITRD B0 TT,

crypto ikev2 proposal proposal-1l
encryption aes-cbc-192 aes-cbc-128
integrity sha-256 shal

group 14 24

JSER DT a R—P IR D LB Y TT,

crypto ikev2 proposal proposal-2
encryption aes-cbc-128 aes-cbc-192
peer

integrity shal sha-256

group 24 14

BIR L7 aR— IR L HIcy 1,

encryption aes-cbc-128
integrity shal
group 14

RAFMEISEMIREND 7 A= F L TIE, FIEM LSS THRENTES LET. 208
B, RENSSEN LY bEESHET,

Bl R O—DERTE

5l . VREELURA—HIILT7 FLRATHRET S IKEV2 K1) >—

WOHNE, IKEV2 RV =N VRFBL o —Hh/L 7 RLATRET D HEEZRLET,

crypto ikev2 policy policy2
match vrf vrfl

match local address 10.0.0.1
proposal proposal-1
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Bl : 70—/ LVRFRAOT R TOET BAT 2880 For—sLnns kee Ky o— [

Bl 7Aa—/NLVRFRDITRTOET7 ERAET HBBD TOR—YFILHH S IKE2 K & —

KOFNL, BEOTaR—FANHAIKE2RY —n3 7 a— S )LVRFRNDO T & R
ETDHHEEZRLET,

crypto ikev2 policy policy2
proposal proposal-A
proposal proposal-B
proposal proposal-B

Bl EEDOVRFRADITARTHOET7 ZBET S IKEV2 K o —
WOHNL, LED VRENOE T #BETAHIKEV2 RV o—DFiEERLET,

crypto ikev2 policy policy2
match vrf any
proposal proposal-1

51 1") —DEE

HETHRY —I
DOENTRT X 5T,

EL7Z2WTL &N, —HTH2EBOAEEMERRY > —IZhDGE. K
WA NMER S NET,

=
Ax
=]

crypto ikev2 policy policyl
match fvrf fvrfl

crypto ikev2 policy policy2
match fvrf fvffl

match local address 10.0.0.1

vifl £\v9 FVRF ©O 7 R —H/1 & 10.0.0.1 L) a—F /L B 7 policy2 35 X T policy2 & —
L ET A, policyl WEHER—ETHLIOIZZHHPERSNET,

RDIEXE

IKEV2 OF%ER. IPsec VPN O EICHERE T, FEMIZOWTIEL,  [Configuring Security for
VPNs with IPsec] €Y 2 — /LA ZBBL T &0,

A=Y b F—IIORFI O N=D322
(IKEv2) O DihDEEE R

REER

REEIEH I=ZaTFILEA L

CiscoIOS =< K ['Cisco I0S Master Command List]] . 4+ _XC»HV J —
A
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HEEE

R=-aT7ILZA KL

¥XaUF g av R

+ [Cisco I0S Security Command Reference:
Commands A to CJ

+ [Cisco I0S Security Command Reference:
Commands D to L]

+ [Cisco I0S Security Command Reference:
Commands M to RJ

+ [Cisco I0S Security Command Reference:
Commands S to ZJ

IPsec DEXIE

[ Configuring Security for VPNs with IPsec ]

Suite-B @ ESP b7 A7 F — A

[ Configuring Security for VPNs with IPsec,]

Suite-B SHA-2 7 7 X U (HMAC U 7T
> k) B X OElliptic Curve (EC) F—
T DFTE

[ Configuring Internet Key Exchange for IPsec VPNs/]

IPsec SA I T—3 7 > T Suite-B
@ Elliptic Curve Diffie-Hellman (ECDH)
DY R—k

[ Configuring Internet Key Exchange for IPsec VPNs/]

PKI D FEEBAEEER D 77 8 D Suite-B H 78—
K

[ Configuring Certificate Enrollment for a PK1

IKE TOHICYR— FEN TV HEESE

['nternet Key Exchange for IPsec VPNs Configuration
Guidel

SR AR S LT LY XA

['Next Generation Encryption]

RFC

RFC 24 RIL

RFC Internet Key Exchange (IKEv2) Protocol

4306

RFC Suite B Cryptographic Suites for IPsec

4869

RFC Redirect Mechanism for the Internet Key Exchange Protocol Version 2 (IKEv2)

5685
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(2B 2 BARRIRIE 2 fifik L7203 2 7212
EHLTIESV, 2O WebHA b DY —
JNZT 78 AT HERIF, CiscocomD 2 7' A
ID BLOVIRAY — RBRRLETT,

A=Y F—TIIVRFI O N=2322
(IKEv2) DERFE(ZBEY S HaETER

WORIZ, ZOFY 2 —/LTHILIEREICET D) U —AFHREZRLET, ZORT, V7
Fo=7 U U =R bbA U THEEBEOY R — FREASNEEDOY 7 hy=T VY =72
FERLTWET, ZOERIZ, FFITHI D BRWRY . EAUBEO—#EDOY 7 by =7 U Y —
ATHHR—FENET,

TT7 Yy R T A=AV R —FBLOV AT YT hU =T A A—VOHR— MIBET L HEHREY
FREET 5 1Z1%, Cisco Feature Navigator #ffi il L £ 9, Cisco Feature Navigator |27 7 &Z 2§ 5 (Z
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policy =~ > RZfEH LEJ, IKEv2 #FEAR Y > —[X, aaa authorization =~ > N2 XK > T
IKEV2 7’0 7 7 A Vin bR SHET,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I



-

FlexVPN 4 —/\03EE |

IKEv2 & Hil 52 &l

IKEV2 4 |5, IKEV2 BBGEH O 2 —F 4 OHf5H L O LT IKE ID 72 b O AAA A
F—OBFHIMLH SN E T

IKEv2 < JLF SA

IKEv2 = /L SA BEHEIZ L - T, IKEV2 InBM D IKEV2 % A X ZARAE o xv A v 2 —
ZxA A (DVTD) By a 3B O Psec X2 VT 4 7Y — g (SA) ZHR—
FC& %9, DVTIE v a iz DIPSecSA D KEIE, AAAFRIED S EfS & 15 7> IPsec
T 7y ANTHRESNET, AAADNDLOENERENET, IPsec 727 7 A L TD
max-flow-limit 51 3~DZEH ifﬁﬁ:@‘k y¥a ZFEASNEFAD, B0ty v a UITE
AXEd, IKEv2 v /LF SAERETIX, IPsec 7’27 7 A /L THIKEV2 712 7 7 A JLDOFRIE
IHEE T, ZOMLEREIC iof\ﬁuﬁﬁ%yfv~b%ﬁﬁﬁémwdwnt//a
VCHEBRDHIKEV2 7B 7 7 A NVEMHTE DL 9120 BT 7 L— MEREOE D HIT S
nET,

IKEv2 & 1 F =

GE)

\}

IKEv2 < /L SA BERETIX. FE any-any 7' 12 3 2 FFOEELD IPsec SA NiFrl s Ed, 7272
L. IPSec SA 7'1 % /73 any-any DI5H1E 1 DD IPsec SA 23FF Al SAVE T,

SRR DWW TUE, [ Security for VPNs with IPsec Configuration Guide) @ [Multi-SA Support for
Dynamic Virtual Tunnel Interfaces for IKEv2] € a2 — /A2 S L T ZIW,

O IWN—T 142D

IKEV2 AZ T 4 > 7 b—T 4 7 TiX, Oty v a OB — MERPZHRIIE
T, IKER XA F I v 7 —T 47 $ih— MEEZHHTLE. By v a L aIn-
BTHL— MERESZHTEET, FLWVIL— R — FOBMEITHIBRR DOV —T
TIERDIEE L, FlexVPN 7 T A 7> b5 Flex VPN — S HECTE £47, — MERIT

IKEV2 [H#AH A v —VICHENTVET,

IKEV2 A F X v 7 v—T 4 > 7 FR— MEREIL, SVTIL, FlexVPN 7 747> b, BLO
FlexVPN AR —2 THR— I TWET, FHMICOWTIEL,  [FlexVPN and Internet Key
Exchange Version 2 Configuration Guide, Cisco 10S Release 15M&TJ @ [Configuring the FlexVPN
Client] & =—/Z&% 5 [1KEv2 Dynamic Routing] DHZZMM L T 7Z3\V, Z ORES
FlexVPN 27 74 7 o b TEEHT 5121%. FlexVPN — DY 7 b7 =7 U U — 273 Cisco I0S
XE Everest 16.5.1 LI TH HLE RN H Y £7,

—

GE)

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]

1)

FlexVPN 7 T A 7 > R x5 DGV — b OFBEADOHLN PR — F INTWET,



https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-flex-vpn-15-mt-book/sec-cfg-flex-clnt.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/15-mt/sec-flex-vpn-15-mt-book/sec-cfg-flex-clnt.html

| FlexvPN 54—/ D&%
AnyConnect 7O 77/ )LDF>A—FK .

AnyConnect 7R 7 7 A/ JLDAHA—FK

FlexVPN AnyConnect 7 2 7 7 A VDX 7 v — REEREA 35 & | CiscolOSXE VY 7 b ¥«
T w#FITLTWDT /A A, Cisco AnyConnect E¥ =7 EE YT 4 7 747 > NI IKEV2
Zu ha)VTERL T 7 s A WUERE T v 2 TEET,

Cisco AnyConnect E¥ =7 EE VT 4 7 747 > MIiX, VPN OEREIEH I T a7 7
ANNEENTVWET, ZOTRT77 AL, FEITRETDILH, ~y FZU RhbH Ay
yr—FRT5Z2EHTEEY, ~y R Fid, Cisco AnyConnect ¥ =7 EE VT 1 77
AT FOTRTO—PICT BT 7 A Va7 a—UIZERT 5 X I)ICHRETEET,

VPN 727 7 A /L% IKEv2 7’1 7 7 A /L & AT 521X, anyconnect profile =~ > N % i [

LET,

)

(GE)  AnyConnect 7R 7 7 A VDX U u— NEREA X E T HBE, crypto ssl profile XM Tldd v
FHA,

H7R— k Eh £ RADIUS EtE

RDOT —T AT, IKEv2 FlexVPN H— 338 7K— ~ 9% RADIUS B2~ L £7,

* [Scope] 7 4 —/v RiX, BYEDF M & FlexVPN —_FE 72137 74 7 > M TOEHFIE
EEFRLET,

« [Inbound] : FlexVPN #— /3755 RADIUS
- [Outbound] : RADIUS %5 FlexVPN #— /3
* [Local] : FlexVPN #r— N2 Lo Tr—h /L CEH SN D
¢ [Remote] : FlexVPN — NiZ X o TI IFA4 T M T v =2 En5b
* [Local configuration] 77 4 —/L RiL, FlexVPN ¥— _CTr—h /VIZEMEERET DO
MAEhd, IKEV2FEFERY v— a~vr REfRELET,

* Cisco AV X7 1%, vendor-id 78 9, vendor-type 73 1 @ Cisco N> ¥ —EHJFEM: (VSA) T
F. VSA L. RADIUS IETF J&% 26 DR & —[EHA TH 7 S E T, Cisco AV <
TiE, XFHIFEA [protocol:attribute=value| THEE S E9,

i :

cisco-avpair = “ipsec:ipv6-addr-pool=v6-pool”

Iz, 1BHET 72 A U R ROD Cisco AV X7 OHl R LET,
cisco-avpair = "ipsec:route-set=access-list 99"

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I
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FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]

1)

B & r=hzranusEiE

& 4:BEB L URARAD IETF RADIUS & 1%

=43 Aa—7
User-Name HiE LFE BI7m)
User-Password E1E
Calling-Station-Id E1E

Service-Type E1E

EAP-Message B7 1]
Message-Authenticator | ¥ J5[r]

= 5:%{E IETF & & U Cisco AV T D RADIUS &%

FlexVPN 4 —/\0 % |

B 247 Aa— |O—HILERE
7
Tunnel-Type IETF Local ZMe L
Tunnel-Medium-Type IETF Local ML
Tunnel-Password IETF Local ZMe L
ipsec:ikev2-password-local Cisco AV ~2 | Local B
T
ipsec:ikev2-password-remote Cisco AV ~2 | Local B
T
ipsec:addr-pool Cisco AV ~2 |Local pool
T
ipsec:group-dhcp-server Cisco AV ~2 | Local dhcp server
T
ipsec:dhep-giaddr Cisco AV ~< |Local dhcp giaddr
T
ipsec:dhep-timeout Cisco AV ~2 | Local dhcp timeout
T
ipsec:ipv6-addr-pool Cisco AV ~2 |Local ipv6 pool
T
ipsec:route-set=interface Cisco AV ~2 |Local route set interface
T




| FlexVPN 4—/3o

&
itk

##—ranz raoius @it ]

B 247 A3d— |O—AHILETE
7
ipsec:route-set=prefix Cisco AV ~2 |Local PP
T
ipsec:route-accept Cisco AV ~2 | Local route accept any
T
ip:interface-config Cisco AV ~2 |Local aaa attribute list
T
ipsec:ipsec-flow-limit Cisco AV ~2 | Local ipsec flow-limit
T
Framed-IP-Address IETF Remote |3%472 1L
Framed-IP-Netmask IETF Remote |netmask
ipsec:dns-servers Cisco AV ~% |Remote |DNS
T
ipsec:wins-servers Cisco AV ~% |Remote |wins
T
ipsec:route-set=access-list Cisco AV <2 |Remote |route set access-list
(71 2 5H) 7 (71 % B
ipsec:addrvb Cisco AV ~2 |Remote |n/a
T
ipsec:prefix-len Cisco AV -2 |Remote |n/a
T
ipsec:ipv6-dns-servers-addr Cisco AV -2 |Remote |ipv6 dns
T
ipsec:route-set=access-list ipv6 Cisco AV ~2 |Remote |route set access-list ipv6
T
ipsec:banner Cisco AV ~X |Remote |banner
T
ipsec:default-domain Cisco AV ~% |Remote |def-domain
T
ipsec:split-dns Cisco AV ~2 |Remote |split-dns
T

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I



FlexVPN 4 —/\0 % |
B & rshzue—tr70€2 55470t

B 247 A3d— |O—AHILETE
7
ipsec:ipsec-backup-gateway Cisco AV -2 |Remote |backup-gateway
T
ipsec:pfs Cisco AV ~2 |Remote |pfs
T
ipsec:include-local-lan Cisco AV ~=2 |Remote |include-local-lan
T
ipsec:smartcard-removal-disconnect | Cisco AV 2 | Remote |smartcard-removal- disconnect
T
ipsec:configuration-url Cisco AV -~ |Remote |configuration url
T
ipsec:configuration-version Cisco AV -~ |Remote |configuration version
T

N

GE) * 1.IKEV2 FlexVPN #—/T7 7t X U R h&FZRET D7D RADIUS @i, EY§ET ~
TR VR NDOHLEYR—FLET, JEET 7R U XA MIVYFR—FINTWEREA,

HYR—bEEhB)VE—FF7IORRISAT2

FlexVPN H—/ 1%, Microsoft 7 IKEv2 7 7 7 . I, Cisco IKEv2 AnyConnect 7 7 A4 7 I
B LV Cisco FlexVPN 7 7 A 7 > b+ LAHHEN S ET

Microsoft Windows 7IKEv2 ¥ S5 4 7 > k

Microsoft Windows 71IKEV2 7 74 7 ME, A #—F v b ¥— =7 XF =¥ (IKE) ID
CLTIPT FLAZEELET, ZDIDIE, Cisco IKEv2 FlexVPN H#—/323 IKE ID {2230
TUVE— 2=V E5HTH50%EET, Windows7IKEV2 7 T A 7 > FIREFA—LT R
LA (user@domain) % IKEID & L TIHMETE S L HITT 5ITiE, KB975488

(http://support.microsoft.com/kb/975488) |ZFi# S AL7=A > N7 ¢ v 7 A% Windows 7 |Zi#
L. BTA—NAT RLAOXTFIN %, a7 MRFrRINTHEE [Username] 7 4 —/L K%
72 13EEE D [CommonName] 7 4 —/L RiZ, #FEHF RIS CTHREL £,

SERHEAN— 2 OFREEOBE AL, kD KL 912, FlexVPN H—/3 L Microsoft Windows 7 7 514 7
> b OFEABICIEES — YL (EKU) 74— /L RREENTWALENDH Y £9°,

« 7T A4T v FEHETIE, EKU 7 4 — IV R =27 54 7 MEGEREAETY,

o — RFEAETIE, EKU 7 o —/L R = — \FIEREAE CTY,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
I 1)


http://support.microsoft.com/kb/975488

| FlexvPN 54—/ D&%
Cisco IKEv2 AnyConnect 7 5 1 7 > + .

SERAEIL. Microsoft DI E Y — R FE 721X [0S CA V— "ML EGETE £,

EAP FAF DA X, Microsoft Windows 7 IKEV2 27 T A 7+ Mihod EAP BE:R D RiTIZ EAP ID 3
RKEFGHET, 77472 MIEAPID R A2 K57 5121, IKEV2FlexVPN H—/ 3 E® IKEv2
7'v 7 7 A4 )L T query-identity X — 7V — RQRE SN TNDH Z L 2R L TS E 30,

Cisco IKEv2 AnyConnect V7 514 7 >

AEEAR— X OFBEETIL, KD X 92 FlexVPN $—/3 & AnyConnect 7 7 4 7 > b DFEEIZ
PEAkF — A (EKU) 74 — IV RBEENTNDILERDH Y 7,

o VT AT v NIFBAETIL, EKU 7 41—V R =27 T4 7 MRAFIFIAE T,
o B— REFEHETIZ, EKU 7 o —/L K = Y — NFHFEREAE T,

FlexVPN — 323ZEBHE % f# ] L C AnyConnect 7 74 7 > N 2 iRGET 256, — O IP T

R LA FE71352 2B KA A 4 (FQDN) % & ie FlexVPN H—/XDZE E(Z SubjectAltName
DOYEIRT DM TY, F72. nocryptoikev2 http-urlcert =~ > Rz fJ L T, HTTP i&§iF URL
% FlexVPN H— S CTHIC L THLERH Y £7,

ROBITIL, AnyConnect 7 7 A 7~ 7’17 7 A4 )LD IKEv2 & v ¥ 3 > EAP-MDS5 F8GEIZ
EA D XML % 7R LET,

<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>
EAP-MD5
</AuthMethodDuringIKENegotiation>
<IKEIdentity>DEPT24</IKEIdentity>
</StandardAuthenticationOnly>
</PrimaryProtocol>

FEHIZ DWW TIE, RO Y > 7 T AnyConnect 7 7 A 72 h 30D R¥ =2 A hEZBL T
S,
https//wwwi.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/release/notes/anyconnect30m html#wp 1268255

FlexVPN H—/\DE%XE A&

FlexVPN H—/\D IKEv2 707 7 A4 JLDRTE

ZDH AT TIX, FEARRIKEV2 707 7 A v 3= RIZ AT, FlexVPN — ROEEIC

WEEZRIKEV2 707 7 A )b A< 2 RIZOWTIHA LE T, AR IKE2 7’17 7 A VD%

TEFENZDWTIE,  [Configuring Internet Key Exchange Version 2 (IKEv2)] #§REE Y = — /LD
[Configuring IKEv2 Profile (Basic)] # A7 #ZM L T &EW,

ZDHATIE, FlexVPN H— D IKEV2 70 7 7 A VR ET HT-DIZEITLET,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I


http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/release/notes/anyconnect30rn.html#wp1268255

FlexVPN 4 —/\0 % |
B revens—o Ke2 7077 1 LoBE

FlaD#EE
1. enable
2. configure terminal
3. crypto ikev2 profile profile-name
4. aaa authentication eap list-name
5. authentication {local {rsa-sig | pre-share [key {0 | 6} password}] | ecdsa-sig | eap [gtc | md5 |
ms-chapv2] [ username username] [password {0| 6} password}]} | remote {eap [query-identity
| timeout seconds] | rsa-sig | pre-share [key {0 | 6} password}] | ecdsa-sig} }
6. KOWTNNEIEH G EFITLET,
+ aaa authorization user {eap | psk} {cached | list aaa-listname [aaa-username | name-mangler
mangler-name]}
+ aaa authorization user cert list aaa-listname {aaa-username | name-mangler mangler-name}
7. ROWTNDEIEIF S & FITLET,
* aaa authorization group [override] {eap | psk} list aaa-listname [aaa-username |
name-mangler mangler-name]
+ aaa authorization group [override] cert list aaa-listname {aaa-username | name-mangler
mangler-name}
8. crypto vpn anyconnect profile profile-name flash:file-name
9. anyconnect profile profile-name
10. config-exchange {request | set {accept | send}}
1. end
F g > ¥ 48
ARV RFEREFT7TIVa Y E]:g]
AT wF1 |enable Kt EXEC E— R2 AL £ 7,
il CSAT— REANLET BERENZHE) .
Device> enable
X Fw 72 |configure terminal JTa—\)L a7 4 X2 lb—3ay EB— FEELG
£ LET
Device# configure terminal
AT w73 |cryptoikev2 profile profile-name IKEV2 7R 7 7 A VA% ERL, IKEV2 7R T 7 A
- NVarTZ 4 Xal—varyET—REBBLET,
Device (config)# crypto ikev2 profile profilel
X w74 |aaaauthentication eap list-name (EE) IKEV2 VE— | 727 &2* —_"pFEEG
il - \Z EAP FBREH D AAATRGEY A FZHEE L7,
Device (config-ikev2-profile) # aaa authentication seap : SMIB EAP V—RERELET,
eap listl
e list-name : AAA FFEY A N4,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
I 1)



| FlexvPN 54—/ D&%

FlexVPN #—/30 IKEz 707 7 1 LoEE [

ARV FFEREETIVa Yy

E:)

25w 75 |authentication {local {rsa-sig | pre-share [key {06} | 2 — /L% /=13 U E— h ORISR AIEE L ET,
password}] | ecdsa-sig | eap [gtc | mdS | ms-chapv2] [ R . . e
username username] [password {0 | 6} password}]} | * rsa-sig : AL UL LT RSA-sig ZR7E L &
remote {eap [query-identity | timeout seconds] | rsa-sig o
re-share [key {0 | 6 d}] | ecdsa-si L . L
P [key {016} password}]| g s pre-share : FSRE AL L CHERAE X —% 5
i ELET,
Device (config-ikev2-profile)# authentication o .
local ecdsa-sig * ecdsa-sig : FBFE A & LT ECDSA-sig 2§57
LET,
ceap : UE— MiAE A& L TEAPZfRE L %
TO
* query-identity : ©°7 |2 EAPID %z [\ &bt %
R
« timeout seconds : FA))? IKE_AUTH &% % K
LT HRDIKE AUTH EXR A% 1JH 5 £ T
OHIMEZF A THE L £,
(71) ”—jj/l/utunﬁji*: 1 Obﬁ\*bfﬁﬂf%i
FAn, UE— FRGESRITEEGEE
I
ATYT6 | ROWTNNEIEW S %2 FEITLET, 2—PRAHDO AAATTAY A b & a—P4 2 iHE
* aaa authorization user {eap | psk} {cached | list LET,
aaa-listname [aaa-username | name-mangler cuser . L—FRAFIEELET,
mangler-name]}
« aaa authorization user cert list aaa-listname s cert : I LREE 2 L CGRAEE =T D 4

{aaa-username | name-mangler mangler-name}

51

Device (config-ikev2-profile)# aaa authorization
user eap cached

1 :

Device (config-ikev2-profile)# aaa authorization
user cert list listl name-mangler manglerl

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]

Eﬁi&pé ZeEBELET,

°eap : =8 7 iEAP %‘f'{ﬁﬁﬁ L/TIJALA‘HE%X j—%)/[é‘g
WD EEMELET,

*psk : ET I ERA 2 L CRREE %
FoMERDDZ EERELET,

» cached : EAPRRGEHIZSZAE LI BIEE 21X AAA

FAHAF—ORG LI EEE Xy v v 2T
HMENDHDLZ EHRRELET,

e gaa-listname : AAA J7C) A M4,

* aaa-username : AAA FRR[FR T AT 2 LE
NHDHI—FLHERELET,

» name-mangler : £°7 ID 7> 5 AAA ¥ A[ 2 —W
4, % fiiH 9% name mangler Zf8E L £,

-

1)



B revens—o Ke2 7077 1 LoBE

FlexVPN H—/ D%

ARV FFEREETIVa Yy

S

* mangler-name : i 9% name mangler,
G¥) o psk BREH & eap FRAE T A TIE
aaa-username 3|50 E 72 1%
name-mangler ¥ — 7V — NOIE T ML
BT, BELAR»oBAIE, BT
mﬁ;%#%&bfﬁ%éhiﬁo

psk FBAE SR L eap FRRES X TlE
FENEI, cached ¥—7 — R & list
X—U—REMFHLT2 2O=2—H%
mugTﬁHO)/\,J77«/}‘%fr]E%\—é%ﬁ?
=FET,

cert Al Tl & A 72354 (DN)
DET ID M TE 27z
aaa-username 3|50 E 7213
name-mangler % — 7 — RDO¥5
ZHTT,

T

ATy T17

WDOWNTNE LM T2 EITLET,

+ aaa authorization group [override] {eap | psk}
list aaa-listname [aaa-username | name-mangler
mangler-name)

 aaa authorization group [override] cert list
aaa-listname {aaa-username | name-mangler
mangler-name}

51

Device (config-ikev2-profile)# aaa authorization
group override psk list listl

1 -

Device (config-ikev2-profile)# aaa authorization
group cert list listl name-mangler manglerl

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]

“I »

TN—TRBAHD AAA TV A b a—V 4 %R
/\':.E_’I_/i‘a‘o

sgroup : 7 /V—7 R ZEEE L E T,

s override : ({£FE) BHoO~—THxI7 N —7
AL DBEEAELET 2LENHD Z & &iE
ELET, 7740 T, V@I ek
SNET,

. cert : IXFEREA A L CF
%753&)5 ZEEEBELET,

*eap : E~7’jJEAPZ%{iFﬁI/w:muHE%Ejl 72515%?
WD EEMELET,

epsk : BT IEERIEILE X — A H L CGRRREE =
FOMERHDL L HRELET,

* gaa-listname : AAA J7:C) A M4,

* aaa-username : AAA PR R[FR THEH T 2 L
N D —H4,

IR A DRAPA

» name-mangler : £°7 ID 75 AAA GRA[—
4 %9 % name mangler Z f57E L £ 77,

« mangler-name : {119 % name mangler,



| FlexvPN 54—/ D&%
FlexVPN 4—/30> IKE2 707 7 4 Loz [

aAv U RFERET7TIVaY B#)
GE) o psk ABREFT & eap RBAE ST AT,
aaa-username 3|¥E 7213
name-mangler ¥ — 7V — NOIE T IHME
BT, HELRro2 A, ©F
IDR2—H4H L LTEASNET,
o psk FBRES & eap RRRE S AT,
FNEI, cached ¥—7 — R & list
F—U—REMFEHLT22O=2—H
WA HOANY T v N EFRRFIZEET
TET,
o cert RAETIX ¥ A 713514 (DN)
DET ID 2 TSN,
aaa-username 3|30 E 7213
name-mangler ¥ — 7 — ROFFEN N
BT
AT w78 |crypto vpn anyconnect profile profile-name AnyConnect 7’12 7 7 A L& EF L £ 7,
flash:file-name
i
Device (config-ikev2-profile)# crypto vpn
anyconnect profile vpn-profile flash:testl.xml
A7 79 |anyconnect profile profile-name Cisco AnyConnect 7’1 7 7 A VDX U v ma— & f
R L ET,
Device (config-ikev2-profile)# anyconnect profile| ((F) TOFETRLET T 7 A IV,
vpn-profile crypto vpn anyconnect profile profile-name
flash:file-name =1~ > R ® Cisco
AnyConnect 7’11 7 7 A )V &2 SRS 5 W4
WY ET,
Z 5w 710 |config-exchange {request | set {accept | send}} LR BERBA T a v emaLET,
Bl : s request : X ERMERAZH L ET,
Device (config-ikev2-profile)# config-exchange s e R , N
set accept e set : XERMERE Y N AT a U EAIIC
l./ i j—O
e accept : X EMERE v M EZITANET,
e send : WERME Y FORBEEEMILET,
GE) T 74/ KT, request &7 3 > & set
FT v a YA £,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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FlexVPN 4 —/\0 % |

aAv U RFERET7TIVaY B#)

ATv71 |end IKEV2 e 774/ a7 4FXal—v gy £—
B - R T L, F5HE EXEC £— RIZR D £,
Device (config-ikev2-profile)# end

IKEv2 2 Rl 73 & D EX E

TDOH AT EFEITLTC, IKERAFIDEIZEE LET, ZhaiH L CERAFER D4R & 4k
L. AAA FRFHEAF—ZTELET, 204X, VE—MIKEID $£721X EAPID O%72 5
FEROBE LZH N OIRELET, T2 THEE LZARIDENL, IKEV2 7' 1 7 7 A VIR

HIenEd,
FIEDHE
1. enable
2. configure terminal
3. crypto ikev2 name-mangler mangler-name
4. dn {common-name | country | domain | locality | organization | organization-unit | state}
5. eap {all | dn {common-name | country | domain | locality | organization | organization-unit |
state} | prefix | suffix {delimiter {. | @ |\}}}
6. email {all | domain | username}
7. fqdn {all | domain | hostname}
8. end
F IR D
ARV RFERETIVa Y =)
AT w71 |enable FiHE EXEC E— & Az LE T,
i c NAT—=REANLET (ERSNTHE)
Device> enable
X Fw 7 2 | configure terminal Ja—R) a7 4 X2l — gy F— REBG
15“ : L/i‘g‘o
Device# configure terminal
R = 3 | erypto ikev2 name-mangler mangler-name i EIEZEZR L, IKERLRIDEI2 7 4 F a1 —
5l - vayv - FEEBLET,
Device (config) # crypto ikev2 name-mangler manglerl
X w 7 4 |dn {common-name | country | domain | locality | DN GkRi4) #4770 E—RIDT, IROT 4 —
organization | organization-unit | state} V ROWT AN DARTBIREL 7,
e * common-name

Device (config-ikev2-name-mangler)# dn state
e country

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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| FlexvPN 54—/ D&%

kev2 215 sz [

ARV RFERETI Va3 B#)
* domain
* locality

* organization
* organization-unit

* state

ATy Th

eap {all | dn {common-name | country | domain | locality
| organization | organization-unit | state} | prefix | suffix
{delimiter {. | @ | \}}}

i)
Device (config-ikev2-name-mangler)# eap prefix
delimiter @

2 A 773 EAP (Extensible Authentication Protocol) @
UE— b ID DOAFIRIRELET,

e all : EAP ID &K L4 BIDIRAE LE T,

edn : DNZ A 7DV E— FNEAPID DRD T  —
L ROWT N BLARINIRELET,

* common-name
* country

* domain

* locality

* organization

* organization-unit
* state

e prefix : EAPID D7 L7 v 7 A LAFTIIR

ELET,
e suffix : EAPID OV 7 ¢ v 7 A BAFINIRAE
Li‘d‘o

s delimiter {.|@|\} : 7V 7 4 v T ALY T v
U A%&5yEl4 5, EAPIDDOT U S ZZ245E LE
TO

ATvT6

email {all | domain | username}

1

Device (config-ikev2-name-mangler) # email username

FTA—I ZATDYE—FIDNOARIDIREL
F7,
call : EFA—/L XA 7DV F— b IKEID &K
MNOHARIBIREL 97,
e domain : VU E— NIKEID ® R A A E5E
LHIMBIRAE L ET,
e username : U FE— | IKE ID O = —H 4 E45H>
DARIBIRE L ET,

ATy T1

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]

fqdn {all | domain | hostname}

1

XA THNFQDN (FE&EMi KA A v 4) OVE—F|

ID S AFINIREL £,

1)



FlexVPN 4 —/\0 % |
B eezary o—onE

ARV KRFERIETI Va3 B#
Device (config-ikev2-name-mangler)# fgdn domain eall : FQDN 2 A4 7DV FE— kIKEID éﬁgb)[‘o
ARIIREL ET,
e domain : UE— K IKEID ® K XA ER5570 5
AEIDIREL X7,
* hostname : V &— I IKE ID D7k A 44 ER45r 0>
DARTNIRAE L E7,
RTS8 |end IKEV2 A HinEI a7 4 Fal—varE— REK
Bl - T L. ¥ EXEC £— FIZRY £,
Device (config-ikev2-name-mangler) # end

IKEv2 ZBRER ') & —DE&TE

TDRATHFTLTC, IKEV2 FRIERY o —Z2RELET,

FIEDHE
1. enable
2. configure terminal
3. crypto ikev2 authorization policy policy-name
4. aaa attribute list /ist-name
5. backup-gateway string
6. banner banner-text
7 configuration url ur/
8. configuration version version
9. def-domain domain-name
10. dhcp { giaddr ip-address | server {ip-address | hostname} | timeout seconds}
1.  [ipv6] dns primary-server [secondary-server|
12. include-local-lan
13. ipsec flow-limit number
14. netmask mask
15. pfs
16. [ipv6] pool name
17.  route set { interface interface | access-list {access-list-name | access-list-number | ipv6

access-list-name} }
18. route accept any [ tag value] [ distance value]
19. route redistribute protocol [ route-map map-name]
20. route set remote { ipv4 ip-address mask | ipv6 ip-addressimask}
21. smartcard-removal-disconnect
22. split-dns string
23. session-lifetime seconds
24. route set access-list {acl-number | [ipv6] acl-name}

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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ev2 2iEK ) o—nEE |

25. wins primary-server [secondary-server)
26. end
FIgD 4
O RFEREETOIVaY B#Y
ATwv 1 |enable FHE EXEC E— FE2 AT L £,
U e NAU—RZ AN LET ERENTZHE)
Device> enable
AT w72 |configure terminal Jua—r)Lary 7 4 ¥al—g )y EB— ReElh
15'] : Liﬁ—o
Device# configure terminal
X5 w73 |cryptoikev2 authorization policy policy-name TKEv2 FRALAH Y & — %48 LT, IKEv2 ek
- S—EE— R LET,
Device (config)# crypto ikev2 authorization policy
policyl
R 5w 74 |aaaattribute list list-name AAA BHED Y 2 R EFEE L E T,
i (F) ZoavrFTERINTVD AAAEME
Device (config-ikev2-author-policy)# aaa attribute JARMNI, ZFa—_b a7 4 FXal—
prer e vy B— FOERTHLERDY &
R
AT w75 |backup-gateway string KRI0BONRNY I T v T =P ERETCEE
B - o TO/RT A—=HL, FFEHE Cisco Unity =2 77 ¢
Device (config-ikev2-author-policy) # 3’\’ = l—vs :/E‘l\i&fit °C7 7 /]) 7:/ ]\ =7 e .
backup-gateway gatewayl VaZNET, TONRTA=HI, TTAT RN
HHATRER Ny 7 T v 7 = NEEE L ET,
AFw 76 |banner banner-text NF—ZEBELET, ZORT A—F T, FEfEH
- CiscoUnity 2> 7 4 F = bL—a VEMHEIC L - T
Device (config-ikev2-author-policy) # banner This 7 7 /r s ]\ GC:@%{% é hiTo
is IKEv2
Z 5w F7 |configuration url url a7 4F¥a2lb—v g URLERELET, Z0
Bl - RT A=K %, FEFEYE CiscoFlexVPN 22> 7 ¢ X =
bevs o o . v a VB LTI I T MCEE ST
evice (config-ikev2-author-policy)# configuration _
url http://www.cisco.com '9)—0 74T }‘fi:@URL%_’{%Hq LT, a7«
Fal—rarzfyrun—RTEET,
ATFvT8 configuration version version a7 4 K2l —T g N— g UERELET,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]

1 -

Device (config-ikev2-author-policy)# configuration
version 2.4

ZDRT A =KX, FEEUE CiscoFlexVPN 22 7 ¢
Xl —arBHICESTZIA4 T MNIEES
NEF, ZONRIFA—=ZI, a7 4F¥=2lb—3

-

1)



B eezary o—onE

FlexVPN 4 —/\0 % |

ARV FFEREETIVa Yy

S

Y URL EEEEN, 7F9A4 T "R X U a— R
TEAN—Vg o EEELET,

RXF w79 |def-domain domain-name TNV RAALUVERELET, Z0O/T A —
Bl - 2%, FEAEYE Cisco Unity 2> 7 4 F o L—3 3
Device (config-ikev2-author-policy) # def-domain ):Ei‘l\iaz Lo z/]) 7k L: {5 émi—a«" 208
cisco FGA=RIE, ITA T NBERERERT 7 40 b
RAAS U EtRELET,
AT v 710 |dhep { giaddr ip-address | server {ip-address | VE—RNT2I7B8R 75472 MZEIYWSTHRS
hostname} | timeout seconds} IP7 RFL 2% U —2342% DHCP #— %1% L
i - EE
Device (config-ikev2-author-policy) # dhcp giaddr * giaddr ip-address : F—hJ7xzAIPT7 FL X
e (giaddr) Z45% LET,
« server {ip-address | hostname} : DHCP —/X®D
IP7 RUAFIFARA MERELET, &
A MG, BROERHIRR SNET,
* timeout seconds : DHCP $— /316 DINERFD
IRffH] 2 FP BN CHEE L £
GE)  fRETE 2 DHCP — L 1 2OHAT
9, DHCP #— X7 m—r3L b—F ¢
V7T =7 ViR CEIEATRE /R Z & 3T
e THH-H, DHCP N7y NI/ va—
PNV N—T 4 T T =T VIR S L E
—é—o
X Fw 711 |[ipv6] dns primary-server [secondary-server]

1 -

Device (config-ikev2-author-policy) # dns
198.51.100.1 198.51.100.100

REWE T TAT» MIEREEND, 774 <V
Bt FY RAAL 49— A (DNS) H—
NOIPT RLAZEELET,

sipv6: (47T a3 ) DNSH— D IPv6 7 K
LVAZIRELET, IPVAT RLAZIRET S
X, ZOF—U—R L Tavyr REFTL
EJ a8

« primary-server : 77 A4 < U DNS #—/ 3D IP T
NL%,

(f=%) &H &Y DNSH—

* secondary-server
NOIPT RV A,

—

FexXWPN B & U V2 —FRy b F—ITHORFz P /N\—D 3
1)

v2a274FXaL—> 3> HA K (Ciscol0S XE Gibraltar 16.10.x [€]
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ev2 2iEK ) o—nEE |

ARV FFEREETIVa Yy

E:)

Z 5w 712 |include-local-lan O—HNVILAN 5 FET, 2T A—2%, I
i - FEHE CiscoUnity 2 7 4 F =2 bL—3 3 VEMEIC K -
Device (config-ikev2-author-policy) # <7747~ b G:ﬂé% éhij‘o
include-local-lan
AT w713 |ipsec flow-limit number IKEV2 G248l IKEV2 dVTIL & > & = VM T &
B - % IPSec SAS DI RHZAGE L £ ¥, #iPHIL 0 ~
Device (config-ikev2-author-policy) # ipsec 50000 T??ro
Fhowmbinit 12500 F7FN N THEav Y RIZESDTHY . dVTTE Y
a0 DIPSec 7 B —DEITHIRIZH » 8
Auo fE 0 TiE, IPSec SA IFFFAI SN EH A,
AT 714 |netmask mask AT MIIPT RLAZEI DY TEHY T Ry
Bl hok oy b2y EHEELET,
Device (config-ikev2-author-policy)# netmask emask : 7 Xy k< RARJ T KL A,
255.255.255.0
RTw 15 |pfs NAT— RigktFX =2 U7 4 (PFS) AL E
i - To ZONT A —H1E FEEEYE Cisco Unity =2 & 7
Device (config-ikev2-author-policy)# pfs Fal—a :/F%‘l\i&: LoT” ?‘/‘) i }\ ﬂ:ﬂé’fg é
NET, TONRTA=FFT, 7747 FTPFS
ZEHT 2 ER A EE L ET,
AT 716 |[ipv6] pool name VEe—hTI78AITAT 2 MIIPT RLRAEE]
Bl - DB THDOE—HNVIPT RLA T — L% ER
Device (config-ikev2-author-policy)# pool abc L/EEjfo
cipv6: (7T ar) IPv6 7 KL A 7F—)L%&
FBELET, IPv4 T RLAZRET DI,
ZOF—TU—RRLTavr REETLET,
ename : T —H)VIP T KL R 7 — )LD Hi,
G¥)  iplocalpool =~ N&fEH LTI TIZE
FEINTWHE—HLIPT RL A F—)L
AT 20ERNH Y T,
R 5w 711 |route set { interface interface | access-list AT 4 F¥alb—varE— RTETIZAN I L—

{access-list-name | access-list-number | ipv6
access-list-name} }

1 -

Device (config-ikev2-author-policy)# route set
interface

o

NEXIE/NT A —4 % $57E L. Border Gateway Protocol
(BGP) over VPN 72 ED)—F 47 Fa haj
BERITTEET,

e interface : L — h A X —T = A A& EL
iﬁ—o

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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FlexVPN 4 —/\0 % |
B eezary o—onE

avYREERFT7IYa Y =]
eaccess-list : L— T/ EBR U RMEEELE
R

o gccess-list-name : 7 7 & A U A s DL,

* access-list-number : ZHEDT 7B A J A b F
o

«ipv6IPv6 77 A U A M EfREL 7,

X w718 |route accept any [ tag value] [ distance value] BTN ZELIN— e T NEZ ) T L, Fh
B - SDON—bZA LA =T HIZOITH 7 LA b

S R S
Device (config-ikev2-author-policy)# route accept] Y /’57ﬂ4%k*5ﬂ51/§2?r6

=y tae 40 sany : BT NDEE LT RTOL— b AR
ANET,

stagvalue : (A7 3 ) IKEV2IZXL - CEM
SNT=FHNV— b OX 7 ID ZfRELE T, fi
PHIZ 1 ~ 497777 T,

o distance value : (473 3 ) IKEV2IZXL - T
BINEn=#r L — otz fEE L £7, #
PHIL 1 ~ 255 T,

X T w719 |route redistribute protocol [ route-map map-name] BTN E LN — "N T NE )T L. FR
1 O — R EA YA M= AT HIDICE T LA b
Vy 7 @ExfaELET,

Device (config-ikev2-author-policy)# route

redistribute connected 'IHOKKUIZ/L*— FO)E@@E?ﬁjﬁa)jfU F:11V7?7f0
connected F 7713 static DWNT D F—TU — K
ZHRETEET,

* route-map map-name : (X7 a ) V—A
—TF 7 Ta harnbionr—7 4
7 7a hayiin— e YIR— T 570
27 4 VAT BN H— kv T
Yy THERELRNE, TRTONL— MR

Bl S ET,
X 20 |routeset remote { ipv4 ip-address mask | ipvé N xy NO—ZDIPT FLAEZHRELET,
ip-address/imask}
11

Device (config-ikev2-author-policy) # route set
remote ipvé6 2001:DB8::1/32

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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ev2 2iEK ) o—nEE |

ARV FFEREETIVa Yy

E:)

X w721 |smartcard-removal-disconnect 2A<w—h"hH— OBV 4L LU EZENCLET,
il - T DT A—=2%, FEFEHE CiscoUnity =2 > 7 o F =
e o o L—yaVElick T 947 M ESh E
evice (config-ikev2-author-policy) # o .
smartcard-removal-disconnect T, ZONRT A=K TIL, A~v— K Z— FNREY
NENTHEIT, 7794 T b3ty a v &EIE
THOMENDDLZ EEBELET,
AT 722 |split-dns string WKKRI10 BDOREIRAAL VA EEETEET, 20
%l - INT A—H L, FFEEHRECiscoUnity T 7 4 F o L —
Device (config-ikev2-author-policy)# split-dns v \/)%‘I\EG: N 7*_/]) 7R &:%{%é hijﬂo
abcl ZDINTGA—=RIF, 7T7A T INTT7A4—h
Fy NU—JIERTHHERNSHD AL V4%
ELET,
AT 23 |session-lifetime seconds IKEV2EY S arDI3A4 784 LEEELET,
I « seconds seconds : FiFFI 120 ~ 25920000 T, 2
Device (config-ikev2-author-policy) # ArTE~ 300 HREICEL S L E T,
session-lifetime 1000
AT 24 |route set access-list {acl-number | [ipv6] acl-name} a7 4FX=2l—aryE—FRENLTYE— |
Bl - BT vy v as YT Ry FERELET,
Device (configjikev2—client—config—group) # route e acl-number : 77 A2 J A &5 (ACL) .
set access-list 110 ACL %‘é’%{i IPv4 ACL ﬁ:@%‘?’aﬁﬁf% i_j_o
cipv6: (AT al) IPV6T /A bur—
VU A (ACL) ZHEELET, IPv4 EMHExE
RETHIE, ZOF—TU—RRpLTavr K
EEITLET,
sacl-name : 77 B A U R R4,
G¥)  IPv47 RV RITIERED, T NIRT 7
TR VA NDHERETEET,
R Ty 725 |wins primary-server [secondary-server] BEE T 74T MIERFE SIS, WNEO
Bl - Windows Internet Naming Service (WINS) H#—/X7
S b
Device (config-ikev2-author-policy)# wins L %?EE LiTO
203.0.113.1 203.0.113.115 °primary-server . 705/],_7 U WINS 'H-P‘/ﬁ@ IP
T RLA,
« secondary-server : ({EE) & h % U WINS
P—RDOIP T KL A,
ATy F26 |end IKEV2 B8REAR U O —RREET— REM T L, it
1 EXEC £— FIZREY 7,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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FlexVPN 4 —/\03EE |
B rexven s— o

AT RERETIVa Y S

Device (config-ikev2-author-policy)# end

FlexVPN H—/ XD #& i 5l

{5l : FlexVPN H— /D% TE

5l : EAP Z{ER L CTET7 ZFREET 51=8®D FlexVPN H—/\DERTE

ZOHITIX, BAP 2 L CE T 23859 572D, FlexVPN ' —REHETH HiEE R~ LE
‘j—o

aaa new-model

|

aaa group server radius eap-server
server 192.168.2.1

|

aaa authentication login eap-list group eap-server
|

crypto pki trustpoint trustpointl

enrollment url http://192.168.3.1:80
revocation-check crl

|

crypto ikev2 profile ikev2-profilel

match identity remote address 0.0.0.0
authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint trustpointl

aaa authentication eap eap-list
virtual-template 1

|

crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|

crypto ipsec profile ipsec-profilel

set transform-set trans transforml

set ikev2-profile ikev2-profilel

|

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

|

interface Virtual-Templatel type tunnel

ip unnumbered Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec-profilel
|

radius-server host 192.168.2.1 key keyl
|

B : JIL—TERID =D FlexVPN H—/SDEEE (4158 AAA)

D’I@fﬂ j: 7/1/ 7 uAunEﬂ% FlexVPN "j_‘_‘/\% ﬁz?%)jj/f%ﬂ_‘ biﬂ‘ mu\n Lj: RADIUS F
7213 TACACS Y —/3Th D458 AAA i@ U TITWVWET,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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| FlexvPN 4 —/ D&
Bl : I N—FRED 5D FexVPN 4 —0%E (01— AsA)

aaa new-model

!

aaa group server radius cisco-acs

server 192.168.2.2

|

aaa authorization network group-author-list group cisco-acs
|

crypto pki trustpoint trustpointl

enrollment url http://192.168.3.1:80
revocation-check crl

|

crypto pki certificate map certmapl 1
subject-name co cisco

|

crypto ikev2 name-mangler group-author-mangler
dn domain

|

crypto ikev2 profile ikev2-profilel

match certificate certmapl

authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint trustpointl

aaa authorization group cert list group-author-list name-mangler group-author-mangler
virtual-template 1

|
crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|
crypto ipsec profile ipsec-profilel

set transform-set trans transforml

set ikev2-profile ikev2-profilel

|
interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

|
interface Virtual-Templatel type tunnel

ip unnumbered Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec-profilel
|

radius-server host 192.168.2.2 key key2
|

Bl - FIL—TERIEDT-HD FlexVPN —/ DRTE (O—7H)JL AAA)

WO, 7 N—TFAERIZ Flex VPN — " Z2 R ET 5 HiEZ R~ UET, Wik, IKEV2 7

ARV —%FHT L=V AAA ZB U TITWET, BiER U o—Tik, ary7 4 ¥ 21—
TarE—RTYIAT 2 MIEET S, HEAED IPv4 3 L ONPY6 JE . Cisco Unity, FlexVPN
BEERELET, F2. BIERY >—i%, a—h/VERICK LT, aaa attribute list =~ >

NMzkoTa—VFREZ LIZfEELET,

aaa new-model

|

aaa authorization network local-group-author-list local
|

!

aaa attribute list attr-listl

attribute type interface-config "ip mtu 1100"

attribute type interface-config "tunnel key 10"
|

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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FlexVPN 4 —/\0 % |

&s
iy

B 5 2 —sEEn-0H0 FexvPN 4+—/ 30

crypto pki trustpoint trustpointl
enrollment url http://192.168.3.1:80
revocation-check crl

|
crypto pki certificate map certmapl 1
subject-name co cisco

|
crypto ikev2 authorization policy author-policyl
pool pooll

dhcp server 192.168.4.1

dhcp timeout 10

dhcp giaddr 192.168.1.1

dns 10.1.1.1 10.1.1.2

route set access-list acll

wins 192.168.1.2 192.168.1.3

netmask 255.0.0.0

banner *C flexvpn server "C
configuration url http://www.abc.com
configuration version 10

def-domain abc.com

split-dns dnsl

split-dns dns2

split-dns dns3

backup-gateway gwl

backup-gateway gw2

backup-gateway gw3
smartcard-removal-disconnect
include-local-lan

pfs

aaa attribute list attr-listl

|

crypto ikev2 profile ikev2-profilel
match certificate certmapl
authentication local rsa-sig
authentication remote rsa-sig

pki trustpoint trustpointl

aaa authorization group cert list local-group-author-list author-policyl
virtual-template 1

|

crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|

crypto ipsec profile ipsec-profilel
set transform-set trans transforml
set ikev2-profile ikev2-profilel

|

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0
|

interface Virtual-Templatel type tunnel
ip unnumbered Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec-profilel
|

ip local pool poolll 192.168.2.10 192.168.2.100
I

ip access-list extended acl-1

permit ip 192.168.3.10 192.168.4.100 any
permit ip 192.168.10.1 192.168.10.100 any
|

Bl . A —BIEDT=HD FlexVPN H—/\DKTFE
WOFNE, =—VRFEANC FlexVPN r— RZ2RET L HiEa R LET,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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| FlexvPN 54—/ D&%
5l : PG BT B IV £y & 3~ A0 FexPN 4—ingE ]

aaa new-model

!

aaa group server radius cisco-acs

server 192.168.2.2

|

aaa authorization network user-author-list group cisco-acs
|

crypto pki trustpoint trustpointl

enrollment url http:// 192.168.3.1:80
revocation-check crl

|

crypto pki certificate map certmapl 1
subject-name co cisco

|

crypto ikev2 name-mangler user-author-mangler
dn common-name

|
crypto ikev2 profile ikev2-profilel

match certificate certmapl

authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint trustpointl

aaa authorization user cert list user-author-list name-mangler user-author-mangler
virtual-template 1

|
crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|
crypto ipsec profile ipsec-profilel

set transform-set trans transforml

set ikev2-profile ikev2-profilel

|
interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

|
interface Virtual-Templatel type tunnel

ip unnumbered Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec-profilel
|

radius-server host 192.168.2.2 key key2
|

5l : IPv6 EXERTEIZK S IPv6 v < 3  FAD FlexXVPN H—/\DEEE

WOFNZ, IPv6 XA F I v 7R N 2L A FZ—T 2 A A (AVTD) & 3 > HIZFlexVPN
P—NERET L HEEZ R LET, ZOFITIE, IKEV2FBFERY U —2fFHT 52—/ AAA
TN —TIEEFH L E9, IPv6 iR E BT, IKEV2 FBiEAR Y o —D F TRESINET,

aaa new-model
|

aaa authorization network local-group-author-list local
|

crypto pki trustpoint trustpointl

enrollment url http://192.168.3.1:80
revocation-check crl

|

crypto pki certificate map certmapl 1
subject-name co cisco

|

crypto ikev2 authorization policy author-policyl
ipvé pool v6-pool
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. {5] : AnyConnect 7O 7 7 A LA O— KD

ipv6 dns 2001:DB8:1::11 2001:DB8:1::12

ipv6é subnet-acl vé6-acl

|
crypto ikev2 profile ikev2-profilel

match certificate certmapl

authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint trustpointl

aaa authorization group cert list local-group-author-list author-policyl
virtual-template 1

|
crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|
crypto ipsec profile ipsec-profilel

set transform-set trans transforml

set ikev2-profile ikev2-profilel

|

interface Ethernet0/0

ipvé address 2001:DB8:1::1/32

|

interface Virtual-Templatel type tunnel

ipv6 unnumbered Ethernet0/0

tunnel mode ipsec ipvé

tunnel protection ipsec profile ipsec-profilel
|

ipv6 local pool v6-pool 2001:DB8:1::10/32 48
|

ipv6 access-list v6-acl

permit ipvé host 2001:DB8:1::20 any

permit ipvé host 2001:DB8:1::30 any

|
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)
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G¥)

AnyConnect 7 74 7> b v v btoua—n R — 77 A )VFEFR LERFA, IKEV2 T
AnyConnect 7’12 7 7 A VDX 71— NERREZRET H L, MBERXML 727 7 A )VIRT F
AT b TAALACHBWICF Y n— FERET,

no ip http secure-server
crypto ssl policy ssl-policy
pki trustpoint CAl sign
ip address local 10.0.0.1 port 443
no shutdown
crypto ssl profile ssl prof
match policy ssl-policy
crypto vpn anyconnect profile ANY-PROF bootflash:profile.xml
crypto ikev2 profile ikev2 profile
anyconnect profile ANY-PROF
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+ [Cisco I0S Security Command Reference: Commands A to

+ [Cisco 108 Security Command Reference: Commands D to

» [Cisco 1I0S Security Command Reference: Commands M to

» [Cisco 108 Security Command Reference: Commands S to

Cisco AnyConnect Secure Mobility
Client

https://www.cisco.com/c/en/us/support/security/
anyconnect-secure-mobility-client/
tsd-products-support-series-home.html

[Psec DFRTE

[ Configuring Security for VPNs with IPsec]

RS AR LT VT U X A

['Next Generation Encryption]

SRADTY ZHIL YR—F

i

Vo

VAADYR—= IR LRI RFa A D

Web ¥4 b TlXY VY —A% 4T A T
LT, ~v==a27v, VY7 o7, BX
WY —EFyra—RTcEEd, Zhboo
UY=L, Y7 =T 24 A= L
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BT B EINRREZ MR U720 357291
FEALTL7EE Y, ZOWeb¥A b LDy —
JZT 7 AT BER1%. Cisco.comPD 1 7 A
IDBLU AT — RRLETT,

http://www.cisco.com/cisco/web/support/index.html
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FlexVPN AnyConnect 7' 22 7 7 A LD X 7 21— REERE
AT 5L, CiscolOSXE V7 h U =7 HFEATLT
W5 T /3A A3, CiscoAnyConnect ¥ =7 EE U 7 4
7747 MZIKEV2 7’0 b a /L TR LT r 7 7
ANMERE T 2 TEET,

WD a~< RPEAILE L7-, anyconnect profile,
crypto vpn anyconnect profile

Jx— K 7+ 2& 7 |Cisco IOS XE
F 47> ho IKEv2 |Release3.58
~y Ry K HR—
K

Z OFEEEIX. Anyconnect3.0, FlexVPN/~»— KD =7 7
SAT b, BEXOVTIO</LF SA Y F— RMIxtd
5 IKEV2 VAR —FLET,

WDa<y RAEAFEZFEFEINE L, aaa
attribute list, backup-gateway, banner, config-mode set,
configuration url, configuration version, def-domain, dhcp,
dns, include-local-lan, max flow limit, pfs, pool, route
accept, route set interface, smartcard-removal-disconnect,
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FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
I 1)



| FexvPN 547> bEE
FlexVPN 2 54 7> ks 5158 [

« Cisco ASR 1000 >V — X L—& . IPSec Ewv i g DAF— K7/ ISSU BV FH— kL
TWER A, ISSUZEITTAHENC, BEEOTRTOIPSec v a v E-id b xLzH
AT L, ISSU ORIFRICHRTT 2 BESH Y £, BRI \Iﬁu%iﬁﬁ
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FlexVPN & S5 4 7 > MZEE9 515

IKEv2FlexVPN 2 S A4 7 > b+
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72 IPsec VPN b o VST L £ 9, IKEV2 FlexVPN 27 74 7 o MEFEOF| 1L, (RO EBD
<7,

c RNV AV TTARNTIF X OME

« IPv4/IPv6 kT o AR — &4 L7z IPv4/IPv6 7 2 & Bl — K

« BasyVPN IZ Lo THAR— h I W< D OFERE & O T A #al:

AT I N—T 4T T ALk FETT LD OFERNE
FFlexVPN 7 747 2 ME, —BD MRV A v H—T =4 AT O ET, 2
FeiEDFlexVPN 7 7 A4 7 M KXo THGR SN Psec b F 2 U T ¢ 7Y = — 9 (SA)
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EAYXNL RNy 7T v 7T, ROXLIICHRETEXET,
s I IBIONRNY I T v N RADE D FlexVPN k> XL DA -
T T 4TI h U RE, —EIZ 1 DDIHRTT,
WD T AT a7 7 AV connecttrack =~ REZFH L TRESN, [
ChTov o 7927 b LUET,
AT IR T T LTWNDBEEIZT T A< MU RIBAT —H A%EBHT 555
B BHUEY FURIA TV 2 FRE T LTWAEEICF TV 27 FD A
T—X A&BHLET,

1 OD 2 FILM FlexVPN k2 /L DA -

DO hr VT, X o T B LIS TELE T,

o 774~ UHHIZ FlexVPN Tld/e <. Nv 77T v 7l DS FlexVPN T,

c JTIAT N T uTrAME, ATV MEFEE LT connect track =< 2 K& {#
FALTHRESN, 794~ VREA L =T 2A 2AEZNLTTTIA <) ETICHES
LEENE P L—ALET,

NG 7T ITN—TF

R T o7 TI—THEEIC L > T, FlexVPN 7 Z A 7 MM, Z—7128 7T 5 Flex VPN
TIAT LV IREILET EDE® Y a v EHLL TWASEXIZET2ERTHZ N TEE

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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FlexVPN 7 54 7> hOEE |
B =27 fexven o4 —

T, ZN—TIZFLTWAFlexVPN 7 74 7 RV T &L OB 5 & . FlexVPN 7
TAT 2 MIBUEZA—TNORID FlexVPN 7 F A4 7 RREILET L D& » g &L
LTWENE I MEMERLET, BERPFET DG, FlexVPNZ 747 2 MIZOET 24
WTC, EFRICROET 2R LET, Ny 77 v 7/1/‘—7 ZEET DX, group-number
5% %457 L C backup group =~ > RZfEH L £,

7 217 )L FlexVPN DY 7R—

7 2 7 /L FlexVPN YR — MEREIC L » T, RIUNEB L OSNBA > 4 —7 = A A% T2
20@ﬂaWWFV*W%&E¢6_EﬂT%i?;20®ﬂwwwb/zwi\W%F4
Yoz varEHEAL, RETHR RN H =T oA RN L CHYIR NT T4 v T
EELET, PR T 7L T0HEE, hRAEFY—"NERy NT—2 VR %
8 LET, y—\Bxy hU—2 UR NEERET S L, FlexVPN [ZRFED/L— N &%
DN—TF 4 T T—=TNVHNOEEFy NI =T A =L, bRV A H—T A
AMBEINGEDR Y NT—JIZ T 7 4w 7 BEELET,

N

GE) hoZNV A B =T 2 A ABNLTT 7V b b— h EFELTE D Flex VPN #56E 1%, 1 DD
HTT,

]

X7y k DNS DY HR—

A7V > - DNSHERETIE, FlexVPN 7 A4 7> MIRAAL » F—h AT A (DNS) 73
L LTEMETE 9, FlexVPN XT3y —3 9 O], DNS U & MEE— RRETIZH Y
vu—RENET, ZDY R NI, FlexVPN 7 1 7 7 A L & AT SNEZNEA v 24— =
AAT, DNSEa2— URMELTRESNET, Ea— VURANI, FAALUAICEDSNTHE
KEDNS 7 =Y WAL, —FHL7-ERE DNS — AT 720 H S ET, ftho
DNS 7= UlX, 774/ b B2— (/' m—/VLDNS#HE) #RET D720 H S, ISP
DNS 2Rk SVE T,

FlexVPN 7 7 A4 7> ks 707 7 A VNIZ WA o Z—7 = A RTDOWTORHDA WS
DNSE 2 —{FT_XTOA U F—T oA ATEHASINETH, RESNTTXTOTea 77 AL
DR RINA L H =T 2 AL N R —AALH—T o A& Ed, DNSZ T UHE
RPNEHA v F—T oA AZZfEEIND L, —FHT 25 DNS B2 —2 S S, ZeRiX DNSIP
7 RV ARIZERESNE T,

NAT

FlexVPN O v fU—27 7 FL 2ZH: (NAT) BEEETIE, NI 74 v 7BV —T 4 73R
LA —=T A RIHESNT, NTT7 407 %IPT RLRIZEBTEE T, N7y bS,
1pnatms1de < RTHREINTZ 1 DDA X —7 = A A TG E ., ip nat outside =< >

TRESNTHDA L H—T 2 A RZEESINDHGE, £OTy MI2FHDOA & —
7I4XT RESNIZIP T RLAICEHRSNET,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
I 1)



| FexvPN 547> bEE
d—noxy k-2 2+ |

Y= D3y FT—9 JR k
BENT T4 I7DON—RME, bRV A L E—T oA AZFEHALT, 7747 MZkoT
HAFIVvIA VA= NENET, ZTOMTT7 4713, RIETIHIMEA X —T =1 A%
HCTT 740V ON— b a8 0Fd, RENT 747X RAIPT RLURIZEH I,
B —=F N N T T4 TIEINEBORIEA X —T 24 AP T FLRIZEHINE T,

Y—I\PD5DTFITAILEIL—F YR K

TN —NE, PR A H =T 2 RN LT~V ABFRLDENT A
ATHETLHLENRHY ET, MRV A ¥ —7 A A ip nat outside 7~ > R THES
nNEJd, Fiz, bRV A UHF—T oA ADIPT RLAIL, 774 T MBREEFELEZIPT K
AL oTEIDETONET, NEA v H—T A ANLDORENT 7 4 v 71, HET R
VAZEBREINET, NATIEZ, V—F o 7 ZHHLTNAT V=V ERETHI LIZE-T
EHENET, = b~y 7T, BEA L H—T oA RSOV TL—ANEREINET,
7 — R E ST NAT b—uid, v—TF 4 ZICESW Tl S k7,

ho N A B =T oA AMBEEINTZIPvE N T 7 4 v 71%, IPVAEET R AL X
ni‘g—o

\}

GE) NATBFREARES. PR A ¥ —T =4 RZEEAM T S 72 NAT V— L E R ET AL
TH 0 FH A,

FlexVPN V SA 7 DRy b= VX FDEBHE

FlexVPN 7 Z A4 7 MMiE, ROWTNDOHFETE T OHRICH DXy NT—T DY A &2
EE;’ L/Sz—g—o

e E— FHE Y ¥ =2 FlexVPNV— N, Ry NV —JBIEDOY A hEea 7 4 Falb—
aryE—RONTA=LZL LTI ITA4T > MIEELET, FlexVPNZ F4 7 > M,
ARV I RBRELE VRS RV A H =T oA AN LTINEDOR Yy hT—71T— K
BA VARV LET, Z7I7A4T 2 ME, P—DMET VA A 2 —T = A& L
TENLDON— FEBITED K92, T— NREY v M ELITMERISE (SET/ACK) ©
R TH—NIZEDRYy NT—2 Z{RiELET,

=T 47T a ha/LDELT  FlexVPNZ FA T v FBIOV—NI horpb A o Z—
Tz AREN L OV—T 47 7Fa harzFTL, Xy hU— 7»~%%%4LET
ZHICES T, 2947 bBIOY =T, BEFEO® v a3 A YR FIc R
FU~7%EW$&H%@?%E?OFV*NTPVXﬁ\ETE®w~F%%ﬁ¢5k
WIZE— NRERICEEINE T,

WINSNBNS 5~ U KA A 4

E— NEREY. FlexVPN % — NI KA A 4, Windows Internet Naming Service (WINS) | &
71T NetBIOS F— A4 #—s3 (NBNS) EfEZ 7 v =2 LEY, ZNoDEMET, FlexVPNZ 7
AT N TEITINTWD DHCP — N2, BT SV E T,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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FlexVPN 7 54 7> hOEE |

ARV FL—R

ARV R FU—2RRIZ, Ty 7 OTDIEASIVET, FlexVPN 7 74 7 2 M@ X
NieA Xy MIfgksh, ZoHERIIT ANy ZIERASNET, A XU 8 FL—XF, RNy
T 7 HEUIENA RO R LR EREFSRT DEEA D= ALE TRy T T2 B &
MEETHERRAD = AL EMAEDETZLDTT, FlexVPNZ T4 7 2 MM, Ny 77 &k
FFLTC, B OEERICAENIT D22 ENTEET,

A—AJLEREI A & L TO Extensible Authentication Protocol

FlexVPN 7 74 7> ME, m—ANV#GE & LTEAP A —FLET, ¥R —bFEnd
EAP #%GE7 20X, Microsoft Challenge Handshake Authentication Protocol Version2 (MSCHAPv2)
Aovb—U XA AN TNIYXALS5 (MD5) . B IE O Generic Token Card (GTC : LA
h—=22 1—=F) T¥, EAPRRRET v AT, RO LBY TY,
*EAP 2/l L TFlexVPN 7 7 A 7 b Z38GET 51213, IKE2 7B 7 7 AL a7 4 X =
L—3 g  &— R C authentication local eap =~ > K& L £,

*FlexVPN 7 7 A4 7 > E B ET 76 IKE_ AUTH JS& %5218 L7-1%. crypto eap credentials =
~ REANLET,

« EAPID %3k % IKE_AUTH JL&E TRAZ L7236, EAP 22— 4 LA T — RZHET D44
ERH Y 7,

* EAP ID Zk % IKE_AUTH IG& T35 L TV Wa, v —7B/V IKEV2ID 22— %4 &
LCHERT D70, A= ROAZRELET,

GE)

12— B VRRES R E L TOEAPILFIexVPN 7 7 A 7 0 k& —{EICEHT 20 ERH 0 903,
IKEV2 BIEMHITIX EAP 2352 & & T& £ 9, EAP =3P AR — F TV WERE
FRERINAEGET D &, FlexVPN EAP 51T EAP B &I (NAK) 7 v FTIRE L,
ORI & L TEAP-MSCHAPvV2, EAP-MD5, F721XEAP-GTC # %K L £4, FlexVPN
EAP JGEMIT, WIPFNNOFRRGES &2 BN L E9,

FlexVPN ¥ 54 7 > FDERTEFHIE

IKE2ZVPN Y SA 72k 7774 IILDETE

ZDH ALY T, FlexVPN 7 7 A 7 2 b OFIEICMHETR IKEV2 2~ B EHAD IKEV2 2+
Y RIZOWTHEHBHLET, BADIKEV2 7’1 7 7 A VO EIZOWTIL, [ Configuring Internet
Key Exchange Version 2 (IKEv2)] &3 = — /L ® [Configuring Basic Internet Key Exchange Version
2 CLI Constructs| # 27 #ZHL T 7EE 0y,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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| FexvPN 547> bEE

\}

rorn1va—sz420%% ]

GE) IKEVR 777 A/NVDRBFEY A MIATII ARH L5560, BEIPICT 74/ bD U A MIE

D\i‘a_O

FlexVPN % — XD IKEV2 712 7 7 A LR TEIZOWTIE., [FlexVPN Y T4 7 > N O EFIE]

DHEAZZHL T ZS W,

R AVE—T 24 ADERTE
CDEATHEFEITLTC, FlexVPN 7 I A T v "IZNBRBT B R RV A B —T =2 ABRE

LET,
FIEDHE
1. enable
2. configure terminal
3. interface tunnel number
4. ip address {ipv4-address | negotiated }
5. tunnel mode gre ip
6. tunnel mode ipsec ipv4
7 tunnel source {ip-address | interface | dynamic}
8. tunnel destination dynamic
9. tunnel protection ipsec-profile profile-name
10. end
FIED ¥
ARV KRFERETIVaY B#
AT v 71 |enable ¥t EXEC £— REAMIT L ET,
B « RAU—FEANLET (ERSNIHE) .
Device> enable
R w72 |configure terminal Ja—) a7 4 X alb— gy E— NeBlG
1 - LET
Device# configure terminal
AT w73 |interface tunnel number ho A Z—Tx A ZAEERLET, T,
B - AVE—=TxAAA AT 4Fal—varE—F
VAN
Device (config) # interface tunnel 1 %Egﬁﬁnl/ig7fo
AT 74 |ipaddress {ipv4-address | negotiated} (A7vay) IPVAT RLAZ ML A X —

51

Device (config-if)# ip address negotiated

T oA AZEID B TET,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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FlexVPN 7 54 7> hOEE |

ARV FFEREETIVa Yy

S

AT w75 |tunnel mode gre ip (AFvay) hoFA A B —T A AD
il - Generic Route Encapsulation (GRE) E— R & HIC
Device (config-if)# tunnel mode gre ip L/ﬂiifo

ATw 76 |tunnel mode ipsec ipv4 (A 7> ay) IPSec 1 7 w/ALEFAINZ LET,
1)
Device (config-if)# tunnel mode ipsec ipv4

A Fw 77 |tunnel source {ip-address | interface | dynamic} Fo Ao B —T A4 ZADEETLEEELET,
11
Device (config-if)# tunnel source 10.0.0.1

X w8 |tunnel destination dynamic ot A2 =T oA ADEHERELET,
1 -
Device (config-if)# tunnel destination dynamic

X w 79 |tunnel protection ipsec-profile profile-name oV A B —T A A% IPsec7 27 7 A IVIZ
Bl BT 5,
Device (config-if)# tunnel protection
ipsec-profile ipsecprofilel

ATv710 |end A B =T 2 AT 4 Falb—gr F—F
Bl - EHT L, KM EXEC T— NIZRY £,

Device (config-if)# end

FlexVPN 7 5 4 7 > b DEETE
monitor event-trace flexvpn 2~ > RZHEH LT, A1 X b FU—XEZHTLET,

FIRDOEE

peer sequence {ipv4-address | ipv6-address | fqdn fgdn-name [dynamic | ipv6]} [ track

source sequence-number interface-type interface-number track track-number

1. enable
2. configure terminal
3. crypto ikev2 client flexvpn client-name
4,
track-number [up | down]]
5. connect {manual | auto | track track-number [up | down]}
6. client inside interface-type interface-number
7 client connect tunnel interface-number
8.
9. peer reactivate

10.  backup group {group-number | default}

1. end

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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| FexvPN 547> bEE
FextPN 2 51 7> h 0Bz

FED FH 4
aAv U RFEREEFET7TIVaY By
ATw 71 |enable ¥5FE EXEC E— REAC L £,
Bl « NAT—=REANLET ERENEHD) .
Device> enable
R w72 |configure terminal Ja—\) a7 4F¥al— gy E®— KeBth
1 - LET
Device# configure terminal
R F w73 |cryptoikev2 client flexvpn client-name IKEV2 FlexVPN 7 9 A4 Tk a7 7 A V2 EH
i - L. IKEV2FlexVPN 7 A4 7 v~ a7 7 A 2
N > NN N R N
Device (config)# crypto ikev2 client flexvpn w7 A Falb—varx ]\ %Eﬂﬁn Liﬁ‘o
clientl
ZT T4 |peer sequence {ipv-address | ipv6-address|fqdn  [Ip 7 L A £ i3k A b A LT, BOET
Jgdn-name [dynamic | ipv6]} [ track track-number [up | 2 =221 %4,
| down]]
i -
Device (config-ikev2-flexvpn)# peer 1 10.0.0.1
X F w75 |connect {manual | auto | track track-number [up | FlexVPN k> VA28 L FE 4,
down]}
GE) Zoawy NIEEEMZADE, 77T 4
- Thtyia rBET LET,
Device (config-ikev2-flexvpn)# connect track 10
up
X7 w6 |clientinside interface-type interface-number (FFvay) WA o X —T7 oA ABFELE
i - EE
Device (config-ikev2-flexvpn)# client inside *FlexVPN 7 A4 Tk Fur7vAWZix, &
SrosbirEenernet 071 BOWEA 25— 7 24 ARARETE XS, W
A B —7 A AL, FlexVPN 7 74 7
Ty ANEERTHAETEET,
G Zoav s RNIEEZMZLE, 7774
Tty a BT LET,
XFw J7 |client connect tunnel interface-number (R A B —T oA ZADHFE] AT TIE
Bl - KLz A2 —7 A A%, FlexVPN 7
= ~ ri N2
Device (config-ikev2-flexvpn)# client connect 7/( U f‘ L\‘DIJ D él Tiﬁ‘o
tunnel 1 *FlexVPN 2 A 7> k707 7 A MK LT,
WETED RNV A F =T oA AT 1D
DFHTT,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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FlexVPN 7 54 7> hOEE |

ARV FFEREETIVa Yy

S

() ZoavryPNIEEZMZLE, 7774

Thtya BT LET,

R w8 |sourcesequence-number interface-type interface-number | L F )L DFEETT R L A2 —4 2 AEREB
track track-number
LET,
2K « FURAORETET FLRICHE, FT v 4
Device (config-ikev2-flexvpn)# source 1 AN/ N&EEINT v 7"%'@5\@%4\\:/%5— R
GigabitEthernet 0/1 track 11 %?%%ﬁ§ib D) ji?fo -
GE) Zoavwy NIEEEMZDE, 77T 4
Tty a BT LET,
AT 79 |peer reactivate TIA~) ETHKEEORT 7T 4 X— MEAIC
15“ : Liﬁ‘o
Device (config-ikev2-flexvpn)# peer reactivate
27w 710 |backup group {group-number | default} Ny DT T TN—TI7 74T v haHI YT
{51 ESE
Device (config-ikev2-flexvpn) # backup group e F I FILFTIX, TRTDOITZTA T "By
default IT S IA—T 0B LTOET,
GE) Zoav s RNIEEZMZLE, 7774
Tty va yPRTLET,
AFv71 |end IKEV2FlexVPN 7 A 7> h7a 7y AL a7 4
B - Fal—arE—RFEKT L, FtE EXEC E—

Device (config-ikev2-flexvpn) # end

FIZRY £,

A—AJLEREEAHK & LTODEAP DERE

ZDH AT HFITLT, FlexVPNZ Z A4 7 hdu—h//LEBaE A7 & L T Extensible Authentication
Protocol (EAP : JEARWF[RERRGE ' 1 kL) R ELF T,

FIRDHE

enable

configure terminal

crypto ikev2 profile profile-name
authentication local eap

apwDbd-=

end

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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| FlexVPNS47> k>

&
itk

FlexVPN 2 51 7 > sl ]

FIEDEEHE
ARV KRFERRETI a3 Y B#J
AT 71 |enable Fi#E EXEC E— RAAICLET,
i - e NMAT—REANLET (ERINTEHE) .

Device> enable

AT T2

configure terminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— N
Li‘a—o

ATvT3

crypto ikev2 profile profile-name
il -

Device (config) # crypto ikev2 profile profilel

IKEV2 777 A VEEFRL, IKEV2 727 7 AL
a7 4 FXal—vary Ev— REBEBELET,

ATvT4

authentication local eap

1 -

Device (config-ikev2-profile) # authentication local
eap

o —hVERHE S E U CEAP 248 E L £,
GE) ZOa<wy RiL, IKEV2 DRIEMRITOHY

A—hSNET,

ATy TH

end

1

Device (config-ikev2-profile) # end

IKER 7a7yA)ary7 4 Fal— g F—FK
BT L., BHEEXEC £ — FNIZEY £97,

FlexVPN o 5 A4 7 > b DRI

5] : IKEV2FlexVPN 2 S A4 7>k 7AT774ILD

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]

=JL ==

ax &

WOHL, IKEV2FlexVPN 7 S A4 7 b 707 v A VEHRET D HEEZRLET,

crypto ikev2 client flexvpn flex
peer 1 10.0.0.1
connect manual
client connect TunnelO

|

crypto ikev2 authorization policy flex
subnet-acl 199

route set interface

route accept any

|

crypto ikev2 keyring key

peer dvti
address 0.0.0.0 0.0.0.0
pre-shared-key cisco

|

crypto ikev2 profile prof

match identity remote address 10.0.0.1 255.0.0.0

authentication local pre-share

1)

-



FlexVPN 7 54 7> hOEE |

B 5 oc—nizaEsste Lo o

authentication remote pre-share

keyring key

aaa authorization group psk list local-group-author-list flex
config-mode set

|
crypto ipsec transform-set trans esp-aes

|
crypto ipsec profile ipsecprof

set transform-set trans

set pfs group2

set ikev2-profile prof

|

interface TunnelO

ip address negotiated

tunnel source Ethernet0/0

tunnel destination dynamic

tunnel mode ipsec ipvi4

tunnel protection ipsec-profile ipsecprof

|

interface Ethernet0/0

ip address 172.16.0.1 255.240.0.0

ip virtual-reassembly in

|

ip route 0.0.0.0 0.0.0.0 2.2.2.2

access-list 199 permit ip 10.20.20.20 0.0.0.255 any
access-list 199 permit ip 10.30.30.30 0.0.0.255 any

B : O—AJLEEEAR E L TD EAP DERTE

ROBIL, EAP & m — I NVRGES AL LTRIET 2 HEEZ R LET,

crypto ikev2 profile profilel
authentication remote rsa-sig
authentication local eap

ol a UNEEITAHE, RO L HIT, EAP ORFEHRAE AT 57 1 o7 R FER

SNET,

Enter the command "crypto eap credentials profilel"
Device# crypto eap credentials profilel

Enter the Username for profile profilel: cisco
Enter the password for username cisco

FlexVPN ¥ 54 7 > b DEREICEEHT 5 BMNIEHR

REEEF
ESPEREYS] X=aTFILEA ML
CiscoIOS =z~ K [Cisco I0S Master Command List] . 3_XT»H VU J —2=
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1)



http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

| FexvPN 547> bEE
FlexVPN 2 51 7 > r o oiactEs ]

BEEIEE T=aTFILRAL L

X2V 7 4 a~vF + [Cisco 10S Security Command Reference: Commands A to
cl

» [Cisco 108 Security Command Reference: Commands D to

LJ

» [Cisco I0S Security Command Reference: Commands M to
R/

» [Cisco 108 Security Command Reference: Commands S to

VA

IPsec DFETE [ Configuring Security for VPNs with IPsec]

HELR S BHE 2 b7 /=Y R4 | [Next Generation Encryption.]

SRADTYI =HIHIR—k

Bl >y

SAaPYR— RN RFa2 AL RO http://www.cisco.com/cisco/web/support/index.html
Web ¥ FTIXY V—R2%& 42T A Tt
LTEY, v==27), Y7 =T, BL
Y —LaFya—RTCEET, ZbD
YUY —RE, Y7 =T %A A=)V L
TRELZY, Y RAapfRET 7 /) ny—
RS 2 HINRRIE A R U720 357291
FHLTLEEN, ZOWebHA k Eoy—
JNZT 78 AT 25X, CiscocomD B 2 A
IDEBLOVRRY — RBKETT,

FlexVPN 7 S5 4 7 > F D% TE DHEEEEER

WOFRIZ, ZOFY 2 — /LT LT-BEREICET 2V Y —A#®RERLET, ZORIL, V7
F7=27 VDU —RX ML A U TEEEOYR—INPEAINTLEEOY 7 by =T U —X72
FERRLTWET, ZOMEEITL, BTk BNR2WRY , ZRLUKEO—#EOY 7 vy =7 U Y —
ATHYR—FINET,

TIy b7 A= LD R = FBEOV AT VT by 2T A A=V OV AR— MIET LW E
5% 51213, Cisco Feature Navigator Zfi § L £ 9", Cisco Feature Navigator |27 7 £ 23 %2
X, www.cisco.com/go/cin IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £ A,
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

B reven 5470 rosEomseER

—
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AT 71 |enable Fi#E EXEC E— REAIC L ET,
fl e NMATU—REANLET (FEREINEHS) .
Device> enable

Z 5w 7 2 | configure terminal Ju—N)L a7 4 Xal—ay T— REBHLG
1 - LET.
Device# configure terminal

AT w 7 3 |interface fype number AVE—T 2 A AR TEREL, A VX —TxA
fi AArZ4F¥alb—rvaryE—RFeHBLET,
Device (config) # interface GigabitEthernet 0/0/0

AT 7 4 |ip address ip-address mask [secondary] A B —T oA AZADTFTA<VIPT FLAE/-I1TE
i - HZYIPT RV AZEELET,
Device (config-if)# ip address 10.0.0.1
255.255.255.0

R T 75 | standby [group-number] priority priority HSRP B 2 3E L £,
1 -
Device (config-if)# standby 1 priority 110

AT v 7 6 | standby group-name HSRP A% L3 A T N—T DARIEEE LET,
i :
Device (config-if)# standby groupl

AT J 7| exit rua—s ) ar 74 Xal—ay ET— RIRY
5l ERE
Device (config-if)# exit

ATYT8 | FIEI~TH#EVIKLT, BIOZ FAXIZHSRP 7 | —

N—TEHRELET,

BEEEAN=ZXLDOETE

FIEOHE

e

enable

configure terminal
crypto ikev2 cluster
holdtime milliseconds

apwbd-=

weight-number} }

1)

master { overload-limit percent | weight { crypto-load weight-number | system-load
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6. port port-number
7 slave { hello milliseconds | max-session number | priority number | update milliseconds}
8. standby-group group-name
9. shutdown
10.  exit
11.  crypto ikev2 reconnect key key index active name
12. end
FIED %
AV RFEREETI 3y B i
ATy 71 |enable FiHE EXEC E— REZ AL ET,
L e NMAT—REANLET (FERENTEHE)
Device> enable
RTwF2 |configure terminal Jua—srvarr 4 Xal—vay E— NaeBlk
11 LET
Device# configure terminal
ATy 73 |cryptoikev2 cluster IKEV2 7 7 A% RY »—%EHK L, IKEV2 7 7 A
B - Zar74FXal—varET— el LET,
Device (config) # crypto ikev2 cluster
AT w74 |holdtime milliseconds (FF>ay) ETHHDRve—%2 54 B
Bl WA 3 U R HSAL TR L 2T
Device (config-ikev2-cluster)# holdtime 10000 o BRTEINT-HEEINIC A v B—T %2 E LW
AL BT BEATHS] EEFENET,
R w 75 |master { overload-limit percent | weight { crypto-load |HSRP 7/ S A X D~ A X —DHZEEXHEE L E T,
weight-number | system-load weight-number} } _
» overload-limit percent : 7 7 A X O L &\ MEA
1 : fify, T/NA AME D —72Z LaHlr L, R~
Device (config-ikev2-cluster) # master weight D U g/" 194 ]\ %ﬁ*ﬁj‘é fi(y)@% ﬁffﬁugﬁ
crypto-load 10 ’ - ¢
o weight : B BEDOELZFIE LE T, P :
0~ 100, 7 7 #/L b 100 TY,
* crypto-load weight-number : IKE & IPSec D&
X274 T/ vxT—var (SA) OATT,
« system-load weight-number : >~ A7 L& AEY
DR
ATy 76 port port-number (FAFvay) VIRE v AEZ—DY v AL R—

&1

Device (config-ikev2-cluster)# port 2000
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ZFwF71 |slave { hello milliseconds | max-session number | priority | HSRP 7' /L — 7D A L —7 #— h 7 = ( RE L IEE
number | update milliseconds} LE,
Bl : * hello milliseconds : X VHNLDO R L—7T »7—
Device (config-ikev2-cluster)# slave max-session k ¢7324)0)I{CH0 4’5/57__/§}p0
90
* max-session number : AL —7 FTHAENS
SA DERE, ZOF—U—REIMHETHY,
AX v TEERHA,
s priority number : A L—"7 O,
« update milliseconds : AL —7 77—~ = A H
DA v E—VHO, I UBEOA 2 —
VIS
AT 78 |standby-group group-name AL —TPWEENTWSLHSRP /L — 7 2 EF L E
11 - kR
Device (config-ikev2-cluster)# standby-group * group-name TN—T20% group-name G wR
groupl OIRAELET, Ziud, standby name ==~
FCHREINET,
ATwv 79 |shutdown (A7 ay) IKEV2 7 T A% R —% B
1 LET.
Device (config-ikev2-cluster) # shutdown
AT 710 |exit IKEV2 7 AKX a7 4 Fal—vay E— g
- BTL, 77— ar7 4 Falb—vay £—
Device (config-ikev2-cluster) # exit FIZRD £
ZF w711 |cryptoikev2 reconnect key key index active name T a VEEERO IKEV2 AR T — & R —

1 :

Device (config)# crypto ikev2 reconnect key 1
active testl23

AT LET,

GE)  IKEV2 7 7 A Z OFHEREREIL, ikev2
reconnect key active name key-string |\Z
active ¥ — U — FAEZEN TV DHHAEIT
DI, BEFAGITT L THRNC 22D £,
7T AL DIHEHERE 2 AN T HITIE,
active X — 7 — N{IMZHTT, active ¥ —
U — K& $5EH 71T ikev2 reconnect key
key-name key-string 2~ > R&fEHT 5
L.~y Ry RTIHE SO H D3 T hE
2720 £7,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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H—nTOKe2 )54 Lo+ 2h=2soamnt

ARV FFEREETIVa Yy

E:)

ATvT12

end

1 -

Device (config-ikev2-cluster) # end

IKEV2 7 9 A% a7 4 Fal— gy F— %
T L. HiHE EXEC E— RIZEREYD £,

H—N\TODIKEV2 ) ZA LY b A H=ZXLOEME

FIEDHE
1. enable
2. configure terminal
3. crypto ikev2 redirect gateway init
4. end
Flgn
ARV EFEREET7OVa Y B#
AT 71 |enable FitE EXEC E— RE AT LET,
{5 e NATU—RZANLET (ERINTHGH) .
Device> enable
R 7 2 | configure terminal Juau—)ary7 4 Xal—g )y T— NELG
15“ : L/ i To
Device# configure terminal
AT 7 3| crypto ikev2 redirect gateway init SA BiigHIZ, = FU = A TIKEV2 U XA L7 |
i - AN AL EH/HINZLET,
Device (config)# crypto ikev2 redirect gateway init]
ATy 74 |end Ja—ar7 4 ¥al—vay T— RERT
i - L. HHE EXEC £— RIZR Y £,
Device (config) # end

9547 RTOIKE2 Y FA LY b A HZXLDOEHIE

FIEDOHE

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]

enable
configure terminal

Wb

end

crypto ikev2 redirect client [max-redirects number]

1)

-



B xe2o—r 5 v0zEs

F IR D

KEv2 0— F A5 y0@E |

ARV RFEEETIVa Y

=)

ATy T

enable

1

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NRATU—KREANLET (TEREINEHE)

ATy T2

configure terminal

1

Device# configure terminal

Ja—) a7 4 ¥ alb— gy ®— RNEEith
Li‘a—o

ATvT3

crypto ikev2 redirect client [max-redirects number|

1 -

Device (config) # crypto ikev2 redirect client
max-redirects 15

FlexVPN 27 A4 7 FTIKEV2 U Z A LU F A=
ALEHIMILUET,
» max-redirects number : (7> =3) VXA L
7 M=K LT, FlexVPNZ J 4 7
FCRETEXAVAA LT NOBRREEIEEL
iﬁ‘o

RATvT4

end

1

Device (config) # end

Jra—r\ )L ar7 4 Xal—ay T— REKT
L. M EXEC E— RIZEY £,

IKEv2 O— k /N5 > H DR EHI

Bl O—F NSO UYIZx3 B HSRP 5 IL—TDEHRTE

WOHITIL, 7 ZA4 4V T + 110 T Hot Standby Router Protocol (HSRP) 7 /L —7" D7
T 47 =2 LTHRESNZ RouterA R LET, 774NV DT IFAH Y T 4
LoULE 100 T, 20 HSRP 7 /L—7|ZiX, groupl D7/ —TZ403E 0 Y ToHivE
T, TNA—TIE, 7 T7AZ R U=l SN TVET,

Device

Device (config) # hostname RouterA
Device (config) # interface GigabitEthernet 0/0/0
Device (config-if)# ip address 10.0.0.1 255.255.255.0
Device (config-if)# standby 1 priority 110

(

(

)
config-if)# standby groupl
)

Device (config-if)# end

: BFEEADZXLDETE

WOBNE, IKEV2 CTAMEBA D= ALEZHET D HEEZRLET,

“I »
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B:ussLo k2 n=zs0Ez ||

Device> enable

Device# configure terminal

Device (config) # crypto ikev2 cluster

Device (config-ikev2-cluster) # holdtime 10000

Device (config-ikev2-cluster)# master crypto-load 10
Device (config-ikev2-cluster) # port 2000

Device (config-ikev2-cluster)# slave priority 90
Device (config-ikev2-cluster)# standby-group groupl
Device (config-ikev2-cluster)# shutdown

Device (config-ikev2-cluster) # end

Hl:)VFALY M ANZXLDERE

ROFNE, 72747 P EBLOT =MV oA TORRBTIZI XA LT N A=A
RN D ke R LET,

Device> enable

Device# configure terminal

Device (config) # crypto ikev2 redirect client
Device (config) # crypto ikev2 redirect gateway init
Device (config) # end

Bl D5 RAZBHEBGT—DRE

ROBNT, Y — NTHERF—Z AT 2 HEEZRLET,

Device> enable

Device# configure terminal

Device (config) # crypto ikev2 reconnect key 1 active key
Device (config) # crypto ikev2 reconnect key 2 test
Device (config) # end

ZDMDSEZEH

EEEN

ESPEREYS] IZaTFILEA R
CiscoIOS 2~ K [Master Command List] . 3

NXTHOY Y —2R

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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KEv2 0— F A5 y0@E |

HEEE

R=-aF7ILAEZA KL

¥XaUF g av R

+ [Cisco 10S Security
Command Reference:

Commands A to CJ

+ [Cisco 10S Security
Command Reference:

Commands D to L]

+ [Cisco IOS Security
Command Reference:

Commands M to R

+ [Cisco 10S Security
Command Reference:

Commands S to Z.J

HSRP =2 7 4 Fal— g v

[ Configuring HSRP]

HSRP =2~ K

['Cisco 10S First Hop
Redundancy Protocols Command
Reference]

BRES ZURFC

EXERFC| 21 L

RFC
5685

Redirect Mechanism for the Internet Key Exchange Protocol Version 2 (IKEv2)

SRADTHZAIL YR—+

8

Vo

VAIADYR— I ROLEWNZ RF 2 A D

Web ¥4 hTlTV YV —2%&F T A Tk
LTRBY, ~==7/)b, Y7 =T, B
W — Ny ra—RTExET, ZhbHo
VY —RF, Y7 b0 =2THA A=V L
TRELEY, YRAapllgoF 7 )ad—
BT D EINRIRMEEZ R L7200 T 57291
EHLTLL7ZE N, ZOWeb¥A bk EDY—
JAZT 78 AT BEE, CiscocomD w7 A
ID BLOVRAT — RAMETT,

http://www.cisco.com/cisco/web/support/index.html

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]


http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
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| Kevzo—FK NS yoEE

IKEv2 O— K /N5 U5 DO EETEER

Kev2 0— k135 vy ouietEs [

WDOFIZ, ZOFY 22— /LTt LIEREICEE T2V U —2E#RERLET, 2RI, V7
=27 JU—RA FLA U THBEROYR— IR EAINEZLEEOY T =T VY —R72
TERLTWET, ZORERIT. £l BARWEY . FRLUBEO—EOY 7 N7 J U —

ATHYR—FSNET,

TI 9 R T A —LOYR—=FBLOV AT YT T 2T A A—TVOPR— MIETHHERE
FisR9 2 IZI%. Cisco Feature Navigator i ] L £ 3", Cisco Feature Navigator |27 27 & 2§ % |2
X, www.cisco.com/go/ctn IZFE) L £9°, Ciscocom DT AT MILELYD FHA,

% 8:IKEv2 O— K /N5 VY DHEEETRTR

Hae

R

)1)—A

HRETRER

AnyConnect 7 7 A X 4%
EDIKEV2 i v /N—T x

A

AnyConnect D 7 7 A X 4t
EDIKEV2 i v /N—T x
v ABERETIE, Cisco
AnyConnect 7 7 7 > NI 7
T AL NDERE DI — 3L
B CTE 7,

WD~ RGN E T 1TE
HEILE LT : cryptoikev2

reconnect key

A—h

IKEv2 i — K T o 40H

IKEV2 17— K RXF o PR —
MERBIZ, BER A A AR AT
=+ oAV HA LT b
452 & T, FlexVPN 7 A
7 B EET D IKEV2 %
K% . IKEv2 FlexVPN #—/3
ME=IZr— b oA BE<TH
BMLET,

WD~ RPNENE T ITE
HELE L7, eryptoikev2
cluster, crypto ikev2 redirect,
holdtime, master (IKEv2), port
(IKEv2), redirect gateway, slave
(IKEv2), standby-group, show
crypto ikev2 cluster, show
crypto ikev2 sa.

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I


http://www.cisco.com/go/cfn

KEv2 0— F A5 y0@E |
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Irh-7:|::
5 2

IKEv2 7S5 A FT—2 3 VDETE

RFC HEHEICHEIL L /2 IKE 7 T 7 A 7 —3 a > Clid, IETF ®
draft-ietf-ipsecme-ikev2-fragmentation-10 N = 2 > h DIRZEIZMEST, A F—F v h F—
TV AF 2V N—=Ta22 (IKEV2) X7y "OT7 I3 7 AT —varmFEELELE,

o HRefF oM (109 ~X—2)

CIKEV2 7T 7 AT — g COREICETAER (109 ~—)

CIKEV2 7T 7V AT —a VORETE (113 2—)

CIKEV2 7T 7 AT —3a v ORER (114 <—)

cIKEV2 7 7 7 AT —3a CORECET 5 BMMER (119 ~—)

==

¢IKEV2 75 7 A7 —3 3 L OEEEH (120 ~2—)

AR DR

THHOY T Ry =T VY —ZA T, ZOFEVa— LTSN TR TOBRENR— R &
TS EIFRY 8 A, FAFTOBEREITF RIS L OEEIZOWTIL,  [Bug Search Tool] X
CHHOT Ty b 74— BEIORY 7 by =T VU—2D) V=R /= EBR LTS
Vo ZOEY 2L THA SN OEEICET D EH, BLOSFHMESY A —hand Y ) —2
D—RLZHONWTIL, HREFROEXZLZSRL TIZS0,

TT7y R4 —LOYR— MBIV AT VYT Fy =T A4 A—=VOHR— MIET L HEHRE

589 % 1Z1%. Cisco Feature Navigator Z{# ] L £, Cisco Feature Navigator |27 7 £ 23 %2
%, www.cisco.com/go/cfn I #E) L £4°, Cisco.com DT BV v MINLEEH D £ A,

IKEV2 759 A T—2 3V DHRTFEICET 515

IKEV2 OS5 A F—S 3y

AV B—F Y N F— T I AF 2T "=V g22 IKEV2) 797 A5 —ay Faha
I, RERIKEV A v E—V%IKE 777 A b A= MEEINSE —HEHO/NI2 Ay
IS EILET, IKEV2 VE— K 727 EAD~y R FEREIZ & - T CiscoIOS VY 7 k

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

KEv2 7545 4>7—2avoiE |
B crroxrsez—oay

U TIWCEESNIZIKEV2 7 T 7 A T —ya T, YAaMBEORETHY, ATl
o T EOMABEREITHIRSNET, 7T 7 AT —a UiE, Bk E 7z IKEv2 /8
Ty NCORFETEINET, TDRD, 1:"7’75“3“1*‘(0)7 TFITA MNEZETHET, ETIX
Ave—UEESLIEVRIET 52 LIXTEEHA, RFCIZHERLZZIKEZ 77 AT —T 3
VHEREIX. 7T AT 3 RISy RS MTél&KioTEH
draft-ietf-ipsecme-ikev2-fragmentation-10 K% = A > "2 RE L VRAaMEOT7 T 7 A T —
VarvFRESIEFEETR—NLAENL Y APUSNOET EOMAEANEEEH LT,

E7EOxRrILIT— 3>

RFC BEREICYEHL L7 IKE 7 7 7 AT — a VI H%), IETFAEWE T 7 AT —v a vl
KOV R — PN~ 1 — K& LTIKE SA INIT X vtE—VIZBIMEnELE, —hH, &
ZaMBAD T 7 AT — g RIE, R UIKE SA INIT A v — VN TH & & N0 & —
IDXAu—REFEHALET, 777 AT a BNERREE. W50 show crypto
ikev2 sa detail =~ RCt] L RS Ed, REELZ=y b (MTU) [Iv— /L T&E
S, AvE—VHOXrI == a B BTV EY A, INITAHOE, WIno =
TRESNTAXY NU—7HNOET X, AT L20ERH L5855 E . AUTH A vE—TU %
TITA L METEENE I e e L9,

WIZ, T TBRAEHT, NITERA v =V TOFRIT—2 3 VHEZ R L T DHHED
TNA AL DOl ZRLET,

*Oct 14 08:45:24.732: IKEv2: (SESSION ID = 0,SA ID = 1):Next payload: SA, version: 2.0
Exchange type: IKE SA INIT, flags: INITIATOR Message id: 0, length: 524

Payload contents:
SA Next payload: KE, reserved: 0x0, length: 144

Security protocol id: IKE, spi size: 0, type: NAT DETECTION DESTINATION IP

NOTIFY (IKEVZ FRAGMENTATION SUPPORTED) Next payload: VID, reserved: 0x0, length: 8
Security protocol id: Unknown - 0, spi size: 0, type: IKEV2 FRAGMENTATION SUPPORTED
VID Next payload: NONE, reserved: 0x0, length: 20

Lo TIX, A vE—YHN® IKEV2 FRAGMENTATION SUPPORTED #5 & OF VID fHIZ
KoT, IETFFHET F 7 AT =2 a  FREVAIMADT FZ 7 AT — 9 FROM
FaYR— 452 LErd, BEMUNLIEEMA~DA =V INIT ZERIZEENET,

WIS, TR TPRAEGT, NITIGEA v =V TOFRITvT— 3 UIRER R L TV D HAED
TNA AN DI E R LET,

*Oct 14 08:45:24.732: IKEv2: (SESSION ID = 0,SA ID = 1) :Next payload: SA, version: 2.0
Exchange type: IKE SA INIT, flags: INITIATOR Message id: 0, length: 524

Payload contents:

SA Next payload: KE, reserved: 0x0, length: 144
last proposal: 0x0, reserved: 0x0, length: 140

ﬁOTIFY(IKEV27FRAGMENTATIONisUPPORTED) Next payload: VID, reserved: 0x0, length: 8
Security protocol id: Unknown - 0, spi size: 0, type: IKEV2 FRAGMENTATION SUPPORTED
=== Response, supporting both

VID Next payload: NONE, reserved: 0x0, length: 20 <----—---- Response, supporting both
ERoH TR, A v E—T O IKEV2 FRAGMENTATION_SUPPORTED 35 L OF VID filZ
KoTUIETFEHET T 7 AT =2 a v FREVRAIMBDT F 7 AT —3 a v HAOM
TP R— T2 Larmd, WEMNLRERA~D A v -V RNREERICTENE T,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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| KE2 255 40F7—vavmEE
BE0Y Y—20755 4 v7r—vavyi—t [

LRIDY) V—ZADIT ST *A0T—ar BR—k

VAAMBADTZ AT —va y FREEHTLUREIOY V—ADT7 I T AT —va s
R— N 2REET 572900, IKEV2IZIETFIERET 5 7 A T —3 g RO IKEV2 lEI~S A 17—
N ZAT LR E—ID 23| & EEALES, W07 I 7 AT —va ARy
A= ENTWEEA, IKEV2 IXIETF T Z 7 A T —2a v R EBELET,

WDORIZ, BT OMEEICESW T T IV AT —2a v DA TE/BETHHiEZ R LET,
CISCO X RAaBD T T 7 AT —3 g &R L, STDIXIETFERET S5 S A 5 —
varviAERLET,

E7 1 DO#EE E7 2 D#EE X TF4TFTYII—T3
CTCTIOTA4THISTAY
T—aviEA7

STD + CISCO STD + CISCO STD

STD STD STD

CISCO CISCO CISCO

CISCO STD + CISCO CISCO

STD STD + CISCO STD

STD CISCO oL

2L 72 L., STD+CISCO. F7-i |ZzL

STD % 7=1% CISCO

2T * 0 FOESIE, £E1E. BELUVEEE
By

P

759 T—2arvBLUESIE
237w ML, eryptoikev2 fragmentation =~ > R T E Ik KMsit=2=v b (MTU) &=
771EF 7 40 RMTUBEOWTNNNCH SN T T I 7 A MESnET, b2 ( o —
ROZEEGLIKE A v —URNT7 77 A MesinnEd, 7F 00X A v2—UHOH L
N = REAT B LORIENTZT T T AN 13, 759722 FOSEREU Eo
TITA "R FERLET, Z0OA 2 — RESKF & LTHERRST b, X 53 T,

FAG v NEIEASETHENIC, Ty FEEHBRLET, MYFADEX2UT 0 TV
T—3 g %, IETFERE T S 7 A R TSARENC R > TWENE I N BHER LT,
WIZ, 777X MEENTZ Ny OBIENERENDEIT A AN AR L E9,

*Oct 16 10:31:22.221: IKEv2:(SESSION ID = 0,SA ID = 3):Next payload: SKF, version: 2.0
Exchange type: INFORMATIONAL, flags: INITIATOR Message id: 1, length: 244

Payload contents:

SKF Next payload: COOP, reserved: 0x90, length: 216

SKF Fragment number: 1 OF Total Fragments: 3

*Oct 16 10:31:22.222: IKEv2:(SESSION ID = 0,SA ID = 3):Next payload: SKF, version: 2.0
Exchange type: INFORMATIONAL, flags: INITIATOR Message id: 1, length: 244

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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Payload contents:
SKF Next payload: COOP, reserved: 0x90, length: 216
SKF Fragment number: 2 OF Total Fragments: 3
*Oct 16 10:31:22.222: IKEv2:(SESSION ID = 0,SA ID = 3):Next payload: SKF, version: 2.0
Exchange type: INFORMATIONAL, flags: INITIATOR Message id: 1, length: 244
Payload contents:
SKF Next payload: COOP, reserved: 0x90, length: 216
SKF Fragment number: 3 OF Total Fragments: 3
[SKF Next payload: COOP, reserved: 0x90, length: 216] 33 O} [SKF Fragment number: 1 OF Total
Fragments: 3] X, A v bE—UMN3ODT7 T T AL M7 T 7 Ay Mol s — h—n

DT F Ak~ (ANN) "7y b THDH I EanRLET,

IGEMTZIET7 T T AV MRZESND &, K7 T 7 A MIEZSINTRHOICRFESNE
T, HE ORI ~DTF T A OTRLTY) B, BEETAHT75 A N, 757
AV RNOEHEU EOT7Z 7 A " &G, BEOESTLBIOT T T A NEGERFOT T
A MEIReyFENET, 777 A0 ME, ZELEIATIERS 77 7 A MEEDOHAIAT
BMENET, oD, Xy v TRy 7IUREHRLLET, =720, EFERY TiEZ2W
TITA L NLEFAEN, M ENET, 7T A M A v E—VICEBRTETRTO
TITAIBZEENTND Z L 2HERTLOICRESNE T, T XTCOT T T AL bR
ZEINDE, RXTFy NMITT T A STV T EN, HTILLZELEZAYyE—UEL
THRFEENET, HERIGE (ACK) A vt—ViF, TO7y bRT VT END EREES
NET, #7772 MAUIEEENEEA,

IKEV2 Fk1E1E, IKEV2 FE(E X A ~— RO ONHEITRAE LT, —Ek S s
WCEEESNTZT7 T 7 A ME, VA MEE, BREEXA~—0B M) H— SN HEICHEE
TEHEOWESINET, BEEEREZETH L, IKEVIISEZEEFLET, 20K
X, D7 T 7 A b #) BEERZESINDL L, HEEENET, BVDOTT 7 ALk
BHFIFIERIND 20, IGEO X 0 EEFR TOMBEMRREEIZ Y £,

250 rA0T—2a3V0OFME

X2 VT 4 TV —ay (SA) LTI ALT—a B a— LTI
ZIZ1E. crypto ikev2 fragmentation =~ > RZfEM L E3, MO ET R34 T TO INIT &
BaD%IZ IKE AUTH 2SS SND 7 7 7 AT —3 a Y OYR— F 2R LT DA,
TIT AT = a L SA TENZ > TWET,

e

GE)

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]

1)

ZODawyRE IKEVR VE—FT7ERA~y R RERICE - TEAIN, ZEINT
WEH A,

mtu miu-size X — U — R/BIEDOXT ZEH L T, &XgE=2=> 8 (MTU) %/ A hH{L T
FETEET, MTU ¥4 XL, IP £7213 UDP 1 P /ALFE D IKEV2 %7 > &R LET,



| KE2 255 40F7—vavmEE

IPv6 D H7R—

e Do H— b+ [l

MTU O#iFHIX 68 ~ 1500 /XA KT, T 7 4/ D MTU YA Rk, IPv4 37 > kTl 576
NA R, IPV6 2Ny BT 1280 231 KT,

RFC HEHEICHEIL L 72 IKE 7 F 7 A 7 —3 a > CHZI72 erypto ikev2 fragmentation =~ > K
1T, WO XD ICEEL 9,

« PERD SAIZDOHEL . BEFOE W SAIZITHEL A,
e VRAAWMBED T FT I AT —a V FREIETFERED 7 T 7 A T —3 g VR E P R—
FLET,

show crypto ikev2 sa detail =~ > F|Z XV, UTFTOERNPFERINET,
BT TCHMNR T T T AT a vy R, BT T 7 AT —v 3 VAN IETF %
DT T T AT —v a0t HAIERTO MTU RFERSNET,

T T T AT = a Bl O T THEMMI I TWNDED, B—) BT TOHRFIZ
2o TUWND D,

~

RFC BEREICYEHL L7 IKE 7 7 /' AT — a > Cld, [ETFEHET T /A T — a v R E
L TWBEHED, IPV6IKE = RiRA > hTO IPv6 /37 v F OW LD W R — K %80
LE L7, 7740 O MTUEIL 128034 FTHY ., cryptoikev2 fragmentation =~ > KT
MTUDMEE SILTOWRWEAIER SN ET, 777 AT —va U THEH IS MTUIL,
show crypto ikev2 sa detail =~ > RO NIZFRINET,

IKEV2 DS 0 A 2 T—2 3 VDETERE

IKEV2 7S A FT—2 a3 NDERTE

TDOHRATHEFEITLC, KFMERIKEV2 X7y NDT T AT —va w40 LET,

FIEDHE
1. enable
2. configure terminal
3. crypto ikev2 fragmentation [ mtu mzu-size]
4. end
FlIEDEH
ARV RFERETIVa Y =)

X 71 |enable
1

H¥i#E EXEC £— &A% LE T,
e NRATU—KRKEANLET (ERENEHE)
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Device> enable

ATvT2

configure terminal

1

Device# configure terminal

Ja—n) ar7 4 X¥al—3ar T— &G
Li‘j—o

ATvT3

crypto ikev2 fragmentation [ mtu mtu-size]

1 -

Device (config) # crypto ikev2 fragmentation mtu
100

IKEV2 79 AT —a vy ERELET,

« MTU O#iHIX 68 ~ 1500 /31 F T, 57
L kD MTU A X3, IPvd 34> N TlE 576
XA b, IPV6 234 B TTIE 1280 /XA KT,

GE) MTUDOYA XL, IPEIZUDPTH &
Wb ENT7= IKEV2 X7 v b ERLET,

ATv74

end

1 -

Device (config) # end

Ju—nN)ary7 4 FXal—aryET— RRERKT
L. % EXEC E— FIZRY £,

IKEv2

1

IS5 A 57—

I
TO
LTWb

Device# show crypto ikev2 sa detail

*@x%%hfyhi

IPv4 Crypto IKEv2 SA

~dD

% 7€ 51

BRESINT-MIUDRTEILENLZIETF 255 A 0T7— 3

VIETFIERE T S T A T —va VAP ESTH D2 L 2RI I AT
JSEMINIETFRERE Y 5 7 A T —2 g R PR— |k
WCERENET, £, HAOE, AT MTU bERENET,

Tunnel-id Local Remote fvrf/ivrf Status
1 10.0.8.3/848 10.0.9.4/848 none/none IN-NEG

Encr: Unknown - O,
verify: Unknown - 0
Life/Active Time: 86400/0 sec
CE id: 0, Session-id: 0
Status Description:
Local spi:
Local id:
Remote id:
Local req msg id:
Local next msg id:
Local reg queued:
Local window: 1 Remote window: 1

10.0.8.3

DPD configured for 0 seconds, retry O

IETF Std Fragmentation enabled.
IETF Std Fragmentation MTU in use:

FexWPN B LU V2 —2y b F—ITHVRXRFz oo N—2322a0 T4 FXalL—

1)

PRF: Unknown - 0,

2CD1BEADB7C20854 Remote spi:

Hash: None, DH Grp:0, Auth sign: Unknown - 0, Auth

Initiator waiting for INIT response

0000000000000000

0 Remote reqg msg id: 0
1 Remote next msg id: 0
0 Remote req queued: 0

272 bytes.
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Extended Authentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is disabled
Initiator of SA : Yes

IPv6 Crypto IKEv2 SA

RESNDIETFEREED ST AVT—2 3 VAR

wit, BEMCTRESNZIETFERE T F 7 XA T —32 g VR EERTHH 7V
HTF, WWEANZ 2 aBDO T IS RA T — g VR EYFR—FLTWET,

Device# show crypto ikev2 sa detail

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 10.0.8.3/848 10.0.9.4/848 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHAS512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/59 sec

CE id: 1001, Session-id: 1

Status Description: Negotiation done

Local spi: 84350219051DBY9E3 Remote spi: 52A8BB3898E8BSCFE
Local id: 10.0.8.3

Remote id: 10.0.9.4

Local req msg id: 4 Remote req msg id: O

Local next msg id: 4 Remote next msg id: O

Local reqg queued: 4 Remote req queued: 0

Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry O

IETF Std Fragmentation configured.

Extended Authentication not configured.

NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA : Yes

IPv6 Crypto IKEv2 SA

Wit ISBEMOREERZRT DY TN TT, ZOHHTEH, YAaMao7 7
TAT—2a r FRMER SN TWETE, AR TIERWAICERE LT EE N,

Device# show crypto ikev2 sa detail

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 10.0.9.4/848 10.0.8.3/848 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHAS512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/52 sec

CE id: 1001, Session-id: 1

Status Description: Negotiation done

Local spi: 52A8BB3898E8B5CF Remote spi: 84350219051DBI9E3
Local id: 10.0.9.4

Remote id: 10.0.8.3

Local req msg id: 0 Remote req msg id: 4

Local next msg id: O Remote next msg id: 4

Local reqg queued: 0 Remote reqg queued: 4

Local window: 5 Remote window: 5

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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DPD configured for 0 seconds, retry O
Fragmentation configured.

Extended Authentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is disabled
Initiator of SA : No

IPv6 Crypto IKEv2 SA

wix, BERPIETFERE T S 7 AT —2 g o FREVFR—F L, BT 7 T 7 A
V=Y arEYAR— LTV ERLET, 2oL, IETFERE T 7 A
T—2a VERPHER SN TOETR, BRI TIERNI L 2T AICERELTLES
v,

Device# show crypto ikev2 sa detail
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 10.0.8.3/848 10.0.9.4/848 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHAS512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/44 sec

CE id: 1004, Session-id: 2

Status Description: Negotiation done

Local spi: 03534703287D9CALl Remote spi: 146ELCFA68008A92
Local id: 10.0.8.3

Remote id: 10.0.9.4

Local req msg id: 4 Remote req msg id: 0

Local next msg id: 4 Remote next msg id: 0

Local reqg queued: 4 Remote reqg queued: 0

Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry O

IETF Std Fragmentation configured.

Extended Authentication not configured.

NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA : Yes

Wi, WWEMORREEFRT DY TS TF, 27— kA2 b [Fragmentationnot
configured. ] (Z{FE L TS0y,

Device# show crypto ikev2 sa detail
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 10.0.9.4/848 10.0.8.3/848 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/23 sec

CE id: 1004, Session-id: 4

Status Description: Negotiation done

Local spi: 146E1CFA68008A92 Remote spi: 03534703287D9CAlL
Local id: 10.0.9.4

Remote id: 10.0.8.3

Local req msg id: 0 Remote req msg id: 3

Local next msg id: 0 Remote next msg id: 3

Local reqg queued: 0 Remote reqg queued: 3

Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry 0O

Fragmentation not configured.

Extended Authentication not configured.

NAT-T is not detected

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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Cisco Trust Security SGT is disabled
Initiator of SA : No

Bl RIEATEESNGWIETFEEDI ST A T—2 a3 VAR

Kix, BEATHRESNDG T T TA L T— g Vv HRARERIN2WY AN T
—g‘o

Device# show crypto ikev2 sa detail
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

2 10.0.8.3/848 10.0.9.4/848 none/none DELETE

Encr: AES-CBC, keysize: 256, PRF: SHAS512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/28 sec

CE id: 1001, Session-id: 1

Status Description: Deleting IKE SA

Local spi: 1A375C00C1D157CF Remote spi: DB50F1BC58814FFA
Local id: 10.0.8.3

Remote id: 10.0.9.4

Local req msg id: 2 Remote req msg id: 4

Local next msg id: 4 Remote next msg id: 5

Local reqg queued: 2 Remote req queued: 4

Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry O

Fragmentation not configured.

Extended Authentication not configured.

NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA : No

IPv6 Crypto IKEv2 SA

Bl: 259*A0T7—2 3200 IPv6 H7R— k

WROBNE, FlexVPN = RARA VN (NTELRAR—=7) OT T T AT —2 3 &R
LET, Wi ATy b7 T 274 MEIC 1300 D RfGEL=y M (MTU) %i%
TE LT T IS 53R ETT,

Device# show crypto ikev2 sa detail

IPv4 Crypto IKEv2 SA

IPv6 Crypto IKEvV2 SA

Tunnel-id fvrf/ivrf Status

1 none/none READY

Local 4001::2000:3/500

Remote 4001::2000:1/500

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/64 sec

CE id: 1001, Session-id: 1

Status Description: Negotiation done

Local spi: 45BAOD30DOEBSFFF Remote spi: 8D7B5A8389CEBSB3
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Local id: R2.cisco.com

Remote id: Rl.cisco.com

Local req msg id: 3 Remote req msg id: 0
Local next msg id: 3 Remote next msg id: 0
Local reqg queued: 3 Remote reqg queued: 0
Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry O

IETF Std Fragmentation enabled.

IETF Std Fragmentation MTU in use: 1272 bytes.
Extended Authentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is disabled
Initiator of SA : Yes

Remote subnets:

10.0.0.251 255.255.255.255

IPv6 Remote subnets:

3001::/112

5001::/64

Wi, T 7 4/ hD MTU Zg%E LIz AR— 7 ([CHEET D35 E TT,

Device# show crypto ikev2 sa detail
IPv4 Crypto IKEv2 SA
IPv6 Crypto IKEv2 SA

Tunnel-id fvrf/ivrf Status

1 none/none READY

Local 4001::2000:1/500

Remote 4001::2000:3/500

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/58 sec

CE id: 1001, Session-id: 1

Status Description: Negotiation done

Local spi: 8D7B5A8389CEB8B3 Remote spi: 45BA0OD30DOEBSFFF
Local id: Rl.cisco.com

Remote id: R2.cisco.com

Local req msg id: 0 Remote req msg id: 3

Local next msg id: 0 Remote next msg id: 3
Local reqg queued: 0 Remote req queued: 3

Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry 0O

IETF Std Fragmentation enabled.

IETF Std Fragmentation MTU in use: 1232 bytes.
Extended Authentication not configured.

NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA : No

Remote subnets:

10.0.0.3 255.255.255.255
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7747/ ME. CiscolOS = NT A NT 7T 47 72747 M LTHRIRL, 2DV F
AT X2 )T 4 TYVvZ—ar (SA) #1ElT 5, DPD A v E—VIORE L E
To 122U, 7 IAT 2 ST 74V OB S A L7 U MBI TH D 30 43 AN FREEfE
SNRWGE, CiscolOS = MU =AM ZZD I FA T "WET 2T 4T ThDH LR,
ZDIZ7AT v hDSA ZHIFRL EF, Cisco AnyConnect 7 7 4 7 > M, #H LW B2 Bth
THOMENRDY 7,

show crypto ikev2 stats reconnect =~ > R &[] L THROFAHE#MZ R L, clear crypto
ikev2 session 35 L ! clear crypto ikev2 sareconnect =~ > RZHEHL T/ 747 hEDSA %
HIBR L £,

IKEv2 BiE#R D ERTE A%
IKEv2 B DAL

ZDOHX AT H&FELTL T, AnyConnect #EHE D AutoReconnect #§HE D 10S IKEv2 Y78 — k &G
l/ i ‘é—c

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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IKEv2 Biggo®RE |
B «ceszsszEorsiLva—5o0y

FlED#HE
1. enable
2. configure terminal
3. crypto ikev2 profile profile-name
4. reconnect [ timeout seconds]
5. end
FED 4
AU RFERET7TIV3 Y B#J
R T 71 |enable ¥iME EXEC E— K2 LET,
{5 e NAT—REANLET (ERINEHE) .
Device> enable
X 7 2 | configure terminal Ja—R_) a7 4 X2l — gy E— ReBtG
1 - LET.
Device# configure terminal
AT 7 3| crypto ikev2 profile profile-name IKEV2 71 7 7 A VZ&2EFKL, IKEV2 7177 A )L
i - a7 4 X2l —varE— REBLET,
Device (config)# crypto ikev2 profile profilel
AT 7 4 | reconnect [ timeout seconds] BB RS RE D IKEV2 AR — R 2 HC L E T,
1 -
Device (config-ikev2-profile) # reconnect timeout
900
AT w75 end IKER 7077 AL a7 4F¥alb—arE—FR
i - ZHET L. FFME EXEC E— FIZRY £,
Device (config-ikev2-profile) # end

tE ﬁ — AN : — N
IKEv2 BiZfReXED F S TN a—Ta 0D
AnyConnect F§HEF% € D AutoReconnect #HE D I0S IKEV2 YR — M &R E 721327 UV 7951

X, koa~r REERLET,

FIEDOHE

1. enable
2. show crypto ikev2 stats reconnect
3. clear crypto ikev2 stats reconnect
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ke sigozEs [

F IR D

AT v 71 enable
FiHE EXEC E— FE AL £,
e NRAU—KREANLET (FEREINEHE)
1 -

Device> enable

AT 72 show crypto ikev2 stats reconnect
PR ORGHE AT SN ET,
i

Device# show crypto ikev2 stats reconnect

Total incoming reconnect connection: 10
Success reconnect connection: 10
Failed reconnect connection: 0
Reconnect capable active session count: 4
Reconnect capable inactive session count: 6

AT 73 clear crypto ikev2 stats reconnect
PR OMEHERR 7 U7 Sk,
i -

Device# clear crypto ikev2 stats reconnect

Total incoming reconnect connection:
Success reconnect connection:

Failed reconnect connection:

Reconnect capable active session count:
Reconnect capable inactive session count:

o O O O

IKEv2 B %45t D 5% E
51 : IKEv2 BiEfEOE 1L

W OHFE, AnyConnect #HE D AutoReconnect #EHED 10S IKEV2 " — k&2 AT 5
FikERLET,

Device> enable

Device# configure terminal

Device (config) # crypto ikev2 profile profilel
Device (config-ikev2-profile)# reconnect timeout 600
Device (config-ikev2-profile) # end
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IKEv2 Biggo®RE |
B ke mzsome<ET 2emEs

IKEv2 B DR EIZEE T 5B NE#H

EEE N

BEEE RZaTFILEA4 L

CiscoIOS === K [ Cisco 10S Master Command List] . §XT»D YV U —2A
X V7 0 av N * [ Cisco 10S Security Command Reference: Commands A to

ol

* [ Cisco 10S Security Command Reference: Commands D to
Ll

* [ Cisco 10S Security Command Reference: Commands M to
R]

* [ Cisco I0S Security Command Reference: Commands S to
zl

Cisco AnyConnect VPN 2 7 A 7 | [Cisco AnyConnect VPN Client Administrator Guide, Release
¥ NI % 1 2.4]

SRADTHZAIL YR—+

Bl >y

SAADYIR— KRR LRI RF a2 A D http://www.cisco.com/cisco/web/support/index.html
Web YA N TIXU YV —R%& 4 T4 T
LTBY, v==2T7 /v, Y7 =T, B&L
WY —NEHFyra—RTCExET, ZhbHO
Uy —RXE, Y7 o x=2T %A AR—L 1L
TRELLY, YAapfELT 7 /ny—
BT D EINRIRIBEZ fRR L7205 72912
FHLTIEEY, ZOWebHA h EDY—
JNZT 78 AT 51X, CiscocomD B 7 A
ID BLUOVSAT — RBLETT,

IKEv2 B DB EE TR R

ROKIZ, ZOFEY 2— /LT LIZBERRICET ) U —REFHRERLET, ZORIEL V7
F7 =27 VDU —R LA U TEEEOY R —IPEAINTZLEEOY T by =T U Y —R72
JERLTOET, ZOMAEEIT, FFCHi0 B2V RY . ZNLEO—#HOY 7 by =7 U Y —
ATHYR—FENET,
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect24/administration/guide/anyconnectadmin24.html
http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect24/administration/guide/anyconnectadmin24.html
http://www.cisco.com/cisco/web/support/index.html

| ke BEHEORE
kev2 BgomEs

TTv R T —LOYR—=IBLOVAT VT MU =T A4 A—=VOHR— MNIBETHHEHRE
53 % 1Z1X, Cisco Feature Navigator Zf#i ] L £ 9, Cisco Feature Navigator [Z7 7 & A 5 (Z
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,

7= 10: IKEv2 BIERT DO BEETEER

HEER 1)) — | HEEFHR
A
AnyConnect ® AnyConnect #§HE AutoReconnect #HE D 10S IKEv2
AutoReconnect FiE D 10S AR— ML, Cisco AnyConnect T —F 23 {E L 720>,
IKEv2 %R — | IKEV2 Rr AV T— 2 VOB E7,
WD~y RPNEAFEZIIEESNE LT, clearcrypto
ikev2 stats, reconnect, show crypto ikev2 stats.
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B e EzsomeEs
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9.
=% =R

IKEV2/\y b AT T4 R FOERTE

IKEV2 UE—F 77 B AZTAZEE (CoA) D/ v N 7 T4 Aax7 MEREIL., 2 an
YR—=FTDTNNAADT VT 4 TRIEEIKEV2 £y v a v a2 EIELET,

o« BRETE I OMERE (129 X—)

“IKEV2 N7y b AT T g Zax s MR (129 =)

cIKEV2 N7 N A7 T 4 Aaxy FOEHRE (131 X—)

*IKEV2 "7 b AT T4 Aax s SORGER] (132 ~—2)

«IKEV2 /N7 b A7 T 4 Aaxs MIET2EMESR (136 X—)

cIKEV2 "7y b A7 F g 2axy oRER R (137 X—)

WANEE =
PERETRER D fEEE
CHROY 7 2T VY —RATiE, ZOEFEYa— A THHENDET X TOBREN Y R— K &
NTND EITRY FHA, ATOMEER#RE L O I Z oW TiE,  [Bug Search Tool] X
THHOT Ty 7 —LBLRY T 2T V)V —Z2DY V=X /= EBRLTLES
VW, ZOFEYa— /LTl SN HEREICET 1R, BLOSEELYR—FEhdY U —X
D—REIZONTIL, BREFHROEREZSHL T,

TT Y R A= LDV R—FBLOVRT YT hU =T 4 A—=VOYHR— MIET L1HEHREY
R4 5 1Z1X, Cisco Feature Navigator Zffi ] L £ 9, Cisco Feature Navigator [Z7 7 & 2§ 5 (Z
X, www.cisco.com/go/ctn IZFEE) L £ 7, Cisco.com DT B 7 MILEDH Y FH A,

IKEv2 /Ny b AT T4 XY MZET 515
Yl E R

Ny N A7 F 4 Aaxs b (POD) L. RADIUS disconnect request /X%~ hC, §iET—
Vv b —=ATHEbEy v a RO T AMERH LGAIMERT A LA HINE LT
i—a_o

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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https://tools.cisco.com/bugsearch/search
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KEv2 /8%y b 4+ 7 T4 2a%9 rOEE |
B ke vy b 4T 7023500

POD WL EZTIHE
Ny NAT T4 Aaxry ME, RORRTHEIZRY 7,

s HRRREDFAT : By v a UREFICEWHIRBER SN TWAGAE, Xy N — 7 EHEE L
L . FlexVPNH—/ 3 LD — VAR U CREIMICHERGET 2 HENH L5505 0 £
T

cHLWRY —0iH : 7747 MRFERT LG, Xy NU—2FHEFL LT T
IT A4 TRES Ly a v EERTLTGHILWRY >—%2Fv v g VCEAT2HEND
HENHY £,

V=D ey aERTLT, VY—RAEMHL, F—HARER T 2045
NHDHHERH D F9,

IKEV2 /N5y b AT F4RXa%9 +

IKEV2 UE— K 77 B ADFEAEHE (CoA) : /X7y NAT T 4 A=ax” MEREIZ. RADIUS
Nry AT T4 Aaxs b (POD) HREAMEH L CH S bty v a VEHIBRL T, K5
by va i, VPNZ—HFZAAAY— OB LWV a—F R o—FiZ s/ n—7RY v —
WCHEHT D -0ICHIBR S E T,

1. AAAZ, RADIUS — "\nbiftt N2 BEF—/MET7 DU A F & IKEV2 IZE L £7,

2. IKEVIZU AR MEMATLC, F—L L CERE Y aID, CiscoAV T EMRBEL, X7
EERLET,

3. IKERIZEvyvarvaEBREL, FEOEy T a zZHIERLET,
4. TKEv2 /T AAA |Z38%1 L. AAA % RADIUS H— Nz L E 9,
5. BTy aryIDICEBRTLIEY Va VIFHIBRESNET,

KEV2/X7y b AT T4 21T FDINS A4

RFC3576 1%, IKEV2 X7 > h A7 T 4 2Aax 7 ha¥HR— hT 5RO POD 2— REHE L
F7,

* 40 : YW ELR

41 : I ACK

« 42 : Y1 NAK
Yl ACK =2— g, EfE v arIDHICE Yy a vREEL, BEEE v a v ID ICER
TAHEY g UBREFBICKR TENZZ 2R LET, UK NACK =2— N, By g

IDIZKGET DYy a RN EE2RLET, P~ U= IUNE A v E—VITREIN
FH A,

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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| KEv2/3%7 v b AT FqRa%RY bORE
IKEv2 /347y k + T 74 2345 roBEsE I

IKEV2 /Ny b AT TR FOEBRTEAZE

FlexVPN H—/\T® AAA DL TE

IKEV2 VE— K 727 B ZRBAZEE (CoA) D7y b F7 F 4 ZAaxy MEREIZK LT,

FlexVPN H— NI B2 IKEV2 I E OF%EILH Y £ A, FlexVPNH— T, @A), BELO
THATT 47 (AAA) DR EFRET HLENH D £9, AAA OFREDFEMIZ OV TIE,
[l ZZHRLTLIEEWN,

FIEDHE
1. enable
2. configure terminal
3. aaa new-model
4. aaa server radius dynamic-author
5. client {hostname | ip-address} [server-Kkey string | vrf vrf-id]
6. port number
7. end
F g > ¥ H8
ARV RFEREET7TOVa Y B#Y
AT w71 |enable ¥ EXEC E— R AR LET,
il - e NAU—FREZ AN LET (FERENTHS)
Device> enable
X 7 2 | configure terminal Ja—nR) a7 4 ¥ alb— gy F— REBG
fi LET
Device# configure terminal
AT v 7 3| aaa new-model AAA &7 a— S CENIC LE T,
i) :
Device (config) # aaa new-model
X w 7 4 | aaa server radius dynamic-author T2—H)L AAA Y —_RTHE A FT I v Z I —E &
i - EREL, AT Iy 7RFER—T v —rN 3
TA4FXalb—varET—RefBLET,
« ZOE—RTIL, RADIUST U rr—v g =
v RABESRET,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I



KEv2 /8%y b 4+ 7 T4 2a%9 rOEE |
B ke <oy b7 Foza%s roBES

ARV RFEREET7TOVa Y ]3]

R F v 75 | client {hostname | ip-address} [server-key string | vif |AAA Y — NS5 A4 T FOIP T R AFE-ITH A
vif-id) MR LE T
i - « server-key % — U — N & soring 5|8 A LT,
Device (config-locsvr-da-radius) # client T35 TR LY — NN F—5B/ELE

192.168.0.5 server-key cisco

‘?—O

Gx) TIA T b LrULTH— N F— 2R E
T5HE, Tu—rUL LULTRIESIN
P—R F—N EEXINFET,

AT 7 6 | port number UDP R— M &FRE L £7°,
1 -
Device (config-locsvr-da-radius) # port 1812
ATv 77 |end FAFI o 7RI~ A A — R T F o L—
i - varE®—RERT L, FHHEEXECE— RIZRY %
ﬁ—o

Device (config-locsvr-da-radius)# end

IKEV2 /X7y b AT T4 X329 FDFREH

Bl IKEv2 2y a > DT

RIZ. show aaasessions =2~ RO B2 R~RLET, KTTDHIKEV2 Yy a %
BrEd 2I201%, Zoa~vy REFITT0ERNHY £,

Device# show aaa sessions

Total sessions since last reload: 32
Session Id: 3
Unique Id: 14
User Name: *not available*
IP Address: 0.0.0.0
Idle Time: O
CT Call Handle: O
Session Id: 30
Unique Id: 41
User Name: pskuser2.gl.engdt.com
IP Address: 0.0.0.0
Idle Time: O
CT Call Handle: O
Session Id: 32
Unique Id: 43
User Name: pskuser4.g2.engdt.com
IP Address: 0.0.0.0
Idle Time: O
CT Call Handle: O

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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FEOHENTIE, IDA BLXPBNIKEV2 By v a T2 0T, KEIDLT
T, showaaauser Z< > REFEITL T, By a Ol ERERRTHILENT
xFE7,

Device# show aaa user 41

Unique id 41 is currently in use.
No data for type O
No data for type EXEC
No data for type CONN
NET: Username=(n/a)
Session Id=0000001E Unique Id=00000029
Start Sent=0 Stop Only=N
stop has been sent=N
Method List=0
Attribute list:
7FBD9783CCFO 0 00000001 session-id(408) 4 30 (1lE)
7FBD9783CD30 0 00000001 start time(418) 4 Nov 04 2014 00:20:23
No data for type CMD
No data for type SYSTEM
No data for type VRRS
No data for type RM CALL
No data for type RM VPDN
No data for type AUTH PROXY
No data for type DOT1X
No data for type CALL
No data for type VPDN-TUNNEL
No data for type VPDN-TUNNEL-LINK
IPSEC-TUNNEL: Username=pskuser2.gl.engdt.com
Session Id=0000001E Unique Id=00000029
Start Sent=1 Stop Only=N
stop has been sent=N
Method List=7FBDA6EO5A68 : Name = accnt prof
Attribute list:
7FBD9783CCFO 0 00000001 session-id(408) 4 30 (1lE)
7FBD9783CD30 0 00000001 start time(418) 4 Nov 04 2014 00:20:23
7FBD9783CD70 0 00000082 formatted-clid(37) 13 192.168.202.2
7FBD9783CDB0O 0 0000008A audit-session-id(819) 37
L2L433010101Z02L4C0OABCA02ZH119404ZP37
7FBD9783CDFO0 0 00000081 isakmp-phasel-id(737) 21 pskuser2.gl.engdt.com
7FBD9783BF80 0 00000002 isakmp-initator-ip(738) 4 192.168.202.2
No data for type MCAST
No data for type RESOURCE
No data for type SSG
No data for type IDENTITY
No data for type ConnectedApps
Accounting:
1og=0x400018041
Events recorded
CALL START
ATTR REPLACE
INTERIM START
INTERIM STOP
IPSEC TNL UP
update method (s)
NONE
update interval = 0
Outstanding Stop Records : 0
Dynamic attribute list:
7FBD9783BF80 0 00000001 connect-progress(75) 4 No Progress
7FBD9783BFCO 0 00000001 pre-session-time (334) 4 0(0)
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KEv2 /847y b 4+ 7 T4 R2a%y rOEE |

B 5 ke2evsaorT

7FBD9783C000 0 00000001 elapsed time(414) 4 341(155)
7FBD9783C040 0 00000001 bytes in(146) 4 0(0)
7FBD9783C080 0 00000001 bytes out(311) 4 0(0)
7FBD9783CCFO 0 00000001 pre-bytes-in(330) 4 0(0)
7FBD9783CD30 0 00000001 pre-bytes-out(331) 4 0(0)
7FBD9783CD70 0 00000001 paks_in(147) 4 0(0)
7FBD9783CDB0 0 00000001 paks_out(312) 4 0(0)
7FBD9783CDF0O 0 00000001 pre-paks-in(332) 4 0(0)
7FBD9783BA20 0 00000001 pre-paks-out(333) 4 0(0)
Debg: No data available
Radi: No data available
Interface:
TTY Num = -1
Stop Received = 0
Byte/Packet Counts till Call Start:
Start Bytes In = 0 Start Bytes Out = 0
Start Paks In = 0 Start Paks Out = 0

Byte/Packet Counts till Service Up:
Pre Bytes In = 0 Pre Bytes Out = 0

Pre Paks 1In = 0 Pre Paks Out = 0
Cumulative Byte/Packet Counts

Bytes In = 0 Bytes Out = 0

Paks In = 0 Paks Out = 0
StartTime = 00:20:23 IST Nov 4 2014

AuthenTime = 00:20:23 IST Nov 4 2014
Component = VPN IPSEC
Authen: service=NONE type=NONE method=NONE
Kerb: No data available
Meth: No data available
Preauth: No Preauth data.

General:
Unique Id = 00000029
Session Id = 0000001E

Session Server Key = 1771D693
Attribute List:

PerU: No data available

Service Profile: No Service Profile data.

Unkn: No data available

Unkn: No data available

FEOH S TIE, audit-session-id. L21.433010101ZO2L4C0OA8CA02ZH119404ZP37 |Z%
BELTLEEN, ROHEIFNZ. RADIUS Y — _TRBENDLIT I T T 407 By

g VOBRIERIZ, FlexVPN — R CERRENE T,

Nov
Radius-Server 9.45.15.144

4 00:26:49.908 IST: RADIUS/ENCODE: Best Local IP-Address 192.168.202.1 for

Send Accounting-Request to 9.45.15.144:1813

"192.168.202.2"

"pskuserl.gl.engdt.com"

Nov 4 00:26:49.908 IST: RADIUS(0000002C) :

id 1646/231, len 288

Nov 4 00:26:49.908 IST: RADIUS: authenticator 29 63 0C 79 Cl 5E F2 OE - F3 CA 36 DD
A3 55 C1 DE

Nov 4 00:26:49.908 IST: RADIUS: Acct-Session-Id [44] 10 "00000021™
Nov 4 00:26:49.908 IST: RADIUS: Calling-Station-Id [31] 15

Nov 4 00:26:49.908 IST: RADIUS: Vendor, Cisco [26] 64

Nov 4 00:26:49.908 IST: RADIUS: Cisco AVpair [1] 58
"audit-session-id=L21433010101Z02L4CO0A8CAO02ZH11941194ZN3A"

Nov 4 00:26:49.908 IST: RADIUS: Vendor, Cisco [26] 46

Nov 4 00:26:49.908 IST: RADIUS: Cisco AVpair [1] 40
"isakmp-phasel-id=pskuserl.gl.engdt.com"

Nov 4 00:26:49.908 IST: RADIUS: Vendor, Cisco [26] 40

Nov 4 00:26:49.908 IST: RADIUS: Cisco AVpair [1] 34
"isakmp-initator-ip=192.168.202.2"

Nov 4 00:26:49.908 IST: RADIUS: User-Name [1] 23

Nov 4 00:26:49.908 IST: RADIUS: Vendor, Cisco [26] 36
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Nov 4 00:26:49.908 IST: RADIUS: Cisco AVpair [1] 30 "connect-progress=No
Progress"
Nov 4 00:26:49.908 IST: RADIUS: Acct-Authentic [45] 6 Local
[2]
Nov 4 00:26:49.908 IST: RADIUS: Acct-Status-Type [40] 6 Start
[1]
Nov 4 00:26:49.908 IST: RADIUS: NAS-IP-Address [41] 6 192.168.202.1
Nov 4 00:26:49.908 IST: RADIUS: home-hl-prefix [151] 10 "D33648D8"
Nov 4 00:26:49.908 IST: RADIUS: Acct-Delay-Time [41] 6 0

Nov 4 00:26:49.908 IST: RADIUS(0000002C): Sending a IPv4 Radius Packet

WO L, HEE D audit-session-id DE v > 3 U E2OIET S5 &, FlexVPN H— 825
IRENET, By a U TERIZRADIUS 7 7 A 7 > hEH T RADIUS B — 32k
fEEnFzET, ZofHITIX, audit-session-ID 73
L20L433010101Z0O2L4C0A8CA02ZH119404ZP37 D v ¥ a I T3 5=, HAIC
IFFRRINERA,

Nov 4 00:32:29.004 IST: RADIUS: POD received from id 216 9.45.15.144:50567, POD Request,
len 84

Nov 4 00:32:29.004 IST: POD: 9.45.15.144 request queued

Nov 4 00:32:29.004 IST: ++++++ POD Attribute List ++++++

Nov 4 00:32:29.004 IST: 7FBD9783D3A8 0 00000089 audit-session-i1d(819) 39

L2L433010101Z02L4C0OABCA02ZH119411947ZN3B

Nov 4 00:32:29.004 IST:

Nov 4 00:32:29.004 IST: POD: Sending ACK from port 1812 to 9.45.15.144/50567

Nov 4 00:32:29.005 IST: IKEv2: (SESSION ID = 59,SA ID = 2):Check for existing active SA
Nov 4 00:32:29.006 IST: IKEv2:in octets 0, out octets 0
Nov 4 00:32:29.006 IST: IKEv2:in packets 0, out packets 0

Nov 4 00:32:29.006 IST: IKEv2: (SA ID = 2):[IKEv2 -> AAA] Accounting stop request sent
successfully
Nov 4 00:32:29.006 IST: IKEv2: (SESSION ID = 59,SA ID = 2):Delete all IKE SAs

Nov 4 00:32:29.010 IST: RADIUS/ENCODE (0000002D) :0rig. component type = VPN IPSEC
Nov 4 00:32:29.010 IST: RADIUS(0000002D): Config NAS IP: 0.0.0.0

Nov 4 00:32:29.010 IST: RADIUS(0000002D): Config NAS IPvG6:

Nov 4 00:32:29.010 IST: RADIUS(0000002D): sending

Nov 4 00:32:29.011 IST: RADIUS/ENCODE: Best Local IP-Address 192.168.202.1 for
Radius-Server 9.45.15.144

Nov 4 00:32:29.011 IST: RADIUS(0000002D): Send Accounting-Request to 9.45.15.144:1813
id 1646/246, len 356

Nov 4 00:32:29.011 IST: RADIUS: authenticator 52 88 5E CB 8B FA 1E Cl - CC EF 73 75

89 73 CA 95
Nov 4 00:32:29.011 IST: RADIUS: Acct-Session-Id [44] 10 "00000022"
Nov 4 00:32:29.011 IST: RADIUS: Calling-Station-Id [31] 15 "192.168.202.2"
Nov 4 00:32:29.011 IST: RADIUS: Vendor, Cisco [26] 64
Nov 4 00:32:29.011 IST: RADIUS: Cisco AVpair [1] 58
"audit-session-1d=L2L433010101Z02L4C0OA8CA02ZH11941194ZN3B"
Nov 4 00:32:29.011 IST: RADIUS: Vendor, Cisco [26] 46
Nov 4 00:32:29.011 IST: RADIUS: Cisco AVpair [1] 40
"isakmp-phasel-id=pskuserl.gl.engdt.com"
Nov 4 00:32:29.011 IST: RADIUS: Vendor, Cisco [26] 40
Nov 4 00:32:29.011 IST: RADIUS: Cisco AVpair [1] 34
"isakmp-initator-ip=192.168.202.2"
Nov 4 00:32:29.011 IST: RADIUS: User-Name [1] 23 "pskuserl.gl.engdt.com"
Nov 4 00:32:29.011 IST: RADIUS: Acct-Authentic [45] 6 Local
[2]
Nov 4 00:32:29.011 IST: RADIUS: Vendor, Cisco [26] 36
Nov 4 00:32:29.011 IST: RADIUS: Cisco AVpair [1] 30 "connect-progress=No
Progress"

Nov 4 00:32:29.011 IST: RADIUS: Acct-Session-Time [46] 6 56
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Nov 4 00:32:29.011 IST: RADIUS: Acct-Input-Octets [42] 6 0
Nov 4 00:32:29.011 IST: RADIUS: Acct-Output-Octets [43] 6 0
Nov 4 00:32:29.011 IST: RADIUS: Acct-Input-Packets [47] 6 0
Nov 4 00:32:29.011 IST: RADIUS: Acct-Output-Packets [48] 6 0
Nov 4 00:32:29.011 IST: RADIUS: Acct-Terminate-Cause[49] 6 none
[0]
Nov 4 00:32:29.011 IST: RADIUS: Vendor, Cisco [26] 32
Nov 4 00:32:29.011 IST: RADIUS: Cisco AVpair [1] 26 "disc-cause-ext=No Reason"
Nov 4 00:32:29.011 IST: RADIUS: Acct-Status-Type [40] 6 Stop
[2]
Nov 4 00:32:29.011 IST: RADIUS: NAS-IP-Address [41] 6 192.168.202.1
Nov 4 00:32:29.011 IST: RADIUS: home-hl-prefix [151] 10 "E2F80C34"
Nov 4 00:32:29.011 IST: RADIUS: Acct-Delay-Time [41] 6 0
Nov 4 00:32:29.011 IST: RADIUS(0000002D): Sending a IPv4 Radius Packet
Nov 4 00:32:29.011 IST: RADIUS(0000002D): Started 5 sec timeout

WO L, FFE D audit-session-ID THZN 72 v v a UINFE L2 WGEAIZ TR I N
T, ZhE, FOEy I a VBT TIZK T LTWT, FFED audit-session-id (2 B8
THE Yy a UIMFELRWEAICHEAELET, FlexVPN I — NI EDIKIND A v
T—VICEELTIEEN,

Nov 4 00:30:31.905 IST: RADIUS: POD received from id 131 9.45.15.144:52986, POD Request,
len 84

Nov 4 00:30:31.905 IST: POD: 9.45.15.144 request queued

Nov 4 00:30:31.905 IST: ++++++ POD Attribute List ++++++

Nov 4 00:30:31.905 IST: 7FBD9783BA20 0 00000089 audit-session-id(819) 39

L2L433010101Z02L4C0OA8CA02ZH119411947ZN3A

Nov 4 00:30:31.905 IST:

Nov 4 00:30:31.906 IST: POD: 9.45.15.144 Unsupported attribute type 26 for component

Nov 4 00:30:31.906 IST: POD: 9.45.15.144 user 0.0.0.0i sessid 0x0 key 0xO DROPPED

Nov 4 00:30:31.906 IST: POD: Added Reply Message: No Matching Session

Nov 4 00:30:31.906 IST: POD: Added NACK Error Cause: Invalid Request

Nov 4 00:30:31.906 IST: POD: Sending NAK from port 1812 to 9.45.15.144/52986

Nov 4 00:30:31.906 IST: RADIUS: 18 21 4E6F204D61746368696E672053657373696F6E

Nov 4 00:30:31.906 IST: RADIUS: 101 6 00000194
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RADIUS /X > b 47 5 ¢ A= | [RADIUS Packet of Disconnect]

7k [RADIUS Packet of Disconnect]

BREL X URFC

ZAERFC| 21 ~IL

RFC Dynamic Authorization Extensions to Remote Authentication Dial In User Service (RADIUS)
3576
RFC Dynamic Authorization Extensions to Remote Authentication Dial In User Service (RADIUS)
5176

SRADTHZAIIL YR—+

£ EA >y

VAIADYR—FRERIE FF 2 A2 D Web YA +TiZ VY Y —=R |http://www.cisco.com/
RAVIAUTRMELTEBY, ~=a7 4, Y7 by=T, BLO |cisco/web/support/
VLB A ra— RTExET, TNHDOVYV—RL, V7 U index.html

THEA VARV LTRELZY, YAa2DfET 7 ) ny—I(C
B9 2 HANOMBE AR L7120 357D L T &, 20
Web %1 k DY — 2T 7 AT 5T, Cisco.com D= 71 D
BLORAT — RBMETT,

IKEv2 /N7y b AT T4 X33 FOEEEER

WORIZ, ZOFY 2 — /LT LI-BEREICEET 2V U —AE#HRE2RLET, ZORIL, V7
F7=7 VU —A R A U TEEREOY R — IR EAINTZLEEDOY 7 b7 VY —R
JERLTWET, TOBEIX. FFCH 3720 RY . ZhEo—#EDY 7 b7 VY —
ATHHR—FENET,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I


http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-mt/sec-usr-aaa-15-mt-book/sec-rad-pack-disctnt.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/xe-3s/sec-usr-aaa-xe-3s-book/sec-rad-pack-disctnt.html
http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/cisco/web/support/index.html

B ke <oy 4T Foza%s FoBEEES

—

KEv2 /8%y b 4+ 7 T4 2a%9 rOEE |

5y R T A AOF R RBEGY AT VT 2T A A— DO F— MBI S 1WA
B3R 9 % IZi%. Cisco Feature Navigator Z i ] L £ 9", Cisco Feature Navigator |27 27 & 2§ % |Z
X, www.cisco.com/go/cfn IZFEE) L £ 9, Ciscocom DT AT > MILEDHYD FHA,

RUMKE2/87y b 4T T4 X339 FOEEEIER

taE

iy

yyy—
A

HEETRR

IKEv2 UE— K 77 &A%
I (CoA) D7y b AT
T4 AaAx k

IKEV2 U E— K 727 EBRFEAIETE (CoA) D/
FAT T Raxs MERRIE, AR R— b
TEHFNRNAADT 7T 4 TREFIKEV2E v g v
iEE LET,

ZOMRBEICL o THEAShca~vr Fidd Y 8
/\/O

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]

1)


http://www.cisco.com/go/cfn

=10

IKEv2 2RI ZE DY R— FDERTE

HﬁWW’QSkiUAOJﬂK&Q@A% X, 7275 4 7R IKEV B2ty g TO
RADIUS @B R[ZEH (CoA) Z#HHR—FLTWET,

o BRETE I oOMERE (139 X—)

« IKEV2 @8 ] ZH OV R — F OFHRSGME (139 ~—)

« IKEV2 B A] 8 53R — b OFIFREIE (140 ~=—)

« IKEV2 B PJ B AN — MMTBET 51 (140 ~—2)

« IKEV2 B A A HE R — hORTEHE (141 _X—)

« IKEV2 S A]ZE W YR — b O ERF] (145 =2—3)

« IKEV2 7 ﬁﬁﬁ%f—% (BT 2 EME®R (146 =X—2)
« IKEV2 BRI ZH OV AR — s OEREE# (146 ~—2)

AR DR

IKEv2

CHROYZ 2T VY —ATE, ZOFETa— A THHEINDET X TOBREN Y R— X
TS EIFRY £8 A, BETOBEREIEHRIP L OEEIZOWTIL,  [Bug Search Tool) 3 X
THEHOT Ty 74 —2BXRN Y7 =27 V) —ZADYV Y —R /= R L TS
wo:@%y;—wfﬁ%énéwﬁmﬁﬁéﬁﬁ\%;U%%%ﬁ%ﬁ~béméuu—x
D—EIZHONWTIL, WREEROKRLZHL TIZE W,

Ty N7 —LDYR—FBLOVRa VT "I x2T A A=V DY R— MET A #RE

F3R9 %121, Cisco Feature Navigator Z /] L £ 9", Cisco Feature Navigator |27 7 £ 2§ % |Z
X, www.cisco.com/go/ctn IZHEE) L £ 7, Ciscocom DT 77 MILEH Y £H A,

A ZE DY R— b ORRSEMS

¢ IKEv2 1%, CiscoAAA I R—F Yy FDLIPA RN = MUMBbayR—pry e LTH
ST AMERH Y 1,

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

KE2 BALED Y R— rOHRE |

B «eezazsvr—ronEssE

|mwa“Eﬂ$ F DFHIEEIE

o ZDIEEETIZ., RADIUS N— A D AAA —"INBZ(E LT A AR (CoA) X7y Fd
ﬁ%:"fﬂ‘“‘ FLTWET,

IKEv2 ZERIZ B HR— MY 517K

RADIUS ZERIDZEH

RADIUS B F[ZHE (CoA) HEREIL, FRAE. B, BLXOT AT T 47 (AAA) By ar
DEMEE | v v a UEEGEAL ’Wﬁfét&m% A=A Lzt LEd, AAA T2—%, %
TPEa— TN —T ORI —IZEER D H5E . & BT Cisco Secure Access Control Server

(ACS) 72 & D AAA H—/ 35 RADIUS CoA /37 v k& 1EE L CRRGEA BAIME L, #HrL v
RY) —Z@EHT2ZENTEET,

FEUERADIUS A X —7 = A A[XlH ., Fv MU =T T8 L TN DT /3 A5 ERN LG
SN, ZZUREEEINZT =B ETHILVET VRSN ET, YAaD Y7 =z
T, vy a T ATHEH &N % REC 5176 TEFE S 172 RADIUS CoA R Z U R — h LT
WET, ZOTFATIE, BRI — "0 5%y T =7 (T ST 8 AT &
. AEEORERE, B, BLXOTH 7T 407 (AAA) FTRY — =305 DEI
ety a VERENRRRIZ/RD F9,

RADIUS CoA DFEMIZDOWTIX,  [Authentication, Authorization, and Accounting Configuration
Guide, Cisco 10S Release 1SM&TJ) F 713 [ Authentication, Authorization, and Accounting Configuration
Guide, Cisco 10S XE Release 3S)] #Z ML T 2S00,
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MBWAIETE (CoA) X7y FEZE LT, %6 L7 CoA NT v ERZNUCEERINTTE
O):'/“J‘ F NANE I DEHER L ET, CoA Xy PRZENBEERDTZDITIER ST &2
/T IV IR LT A . DIBEOBLCHELR F T, CoANTr v FND T —)L RIZHEHSWN
T, N7y RRIKEVR R EDIEED 2 R—R FEBEEL TWAIGE, 037y MIZED
aVR—F ML THERENET, AAAIZZDO 7y ha, UA RNOKRD 2 R—%
MZHEZE L EH A,
Z OFERETIE, IKEv2 28 CoA /N7 v b & 5215 LTzt IKEv2 ﬂi Cisco (AV) ~7IZxf LT
ZD CoA N7y MEMERLET, IKEV2 1%, RADIUS — 2T TIRESENL TV D
audit-session-id IZHSW T v a VERKRELFET,

CoA /X7 MZIKEV2 WA — K LT RWEBEDRE ENL5E. IKEV2IZZED /T v b &
F L. CoA-NACK % AAA I R—F% > MIEELET,



| KEv2 BALEEOYR— FOHE

Kez BAZETYR—bxh2d A <7 [}

IKEv2 I:IIL.\_.l-, \E—C-Ij—_l_\ "é*‘aé AV/\OT

FlexVPN - QoS 5 & OV ACL H IKEv2 CoA #fEIX. D Cisco AV X7 ZH AR — K L TWET,

* ip:interface-config

* ip:sub-policy-In

* ip:sub-policy-Out

* ip:sub-qos-policy-in
* ip:sub-qos-policy-out
* ipsec:inacl

* ipsec:outacl

IKEv2 B2RI EE Y R— FDEREAE

FlexVPN 94—/ \TCOEAILTEDHRTE

IKEV2 F A HE (CoA) HAR— MREL

EH A, FlexVPN #— 3T, RADIUS i@~

ZWEE72 | FlexVPN H—/NTo IKEV2 [E A DX EILH Y

AIETEDOARERETHLERDH D ET, AAARTE

DOFEMIZ DWW TIX,  [Authentication, Authorization, and Accounting Configuration Guide, Cisco 10S
Release 15M&T ] @ [RADIUS Change of Authorization]] #EE Y 2 —/LZ B L T 2 &0,

FIEOHE

enable
configure terminal
aaa new-model

port port-number
auth-type {any | all | session-key}
ignore session-key

©ENSOOHAWN A

ignore server-key

-
°

exit

F IR D

aaa server radius dynamic-author

client {ip-address | name [ vrf vrf-name]} server-key [0 | 7] string

AT REREETIVa Y

E:)

ATFvT1 enable
51

Device> enable

¥iME EXEC T— F&EAIC L £,
e NMATU—REANLET (FERINTEHE) .
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B rexven vy —scommzEoRE

IKEv2 BRI EE DY R— FDFRE

ARV FFEREETIVa Yy

S

5w 2 |configure terminal Ju—N)L a7 4 FXal—ay T— REHG
1§| : L/jzﬁﬁo
Device# configure terminal
ATw 73 |aaanew-model WRE, A, T T 47 (AAA) T m—
i - SNITHIE L E T
Device (config) # aaa new-model
X TFw 74 |aaaserver radius dynamic-author EAFI v I Aa—hLrP—_"ar7 4 Fal—
. vay B REMAL, 7 ARRTEE
bevi . : o (CoA) ZZiF AL, ZLRZIHLY 49 RADIUS 7
evice (config)# aaa server radius dynamic-author] _ e .. .
TAT U hEEELET, 73 A% AAA P —N
ELTREL, ANBARY >— H—s L o4 7]
Belct 5,
X Fw 75 |client {ip-address | name [ vrfvrf-name]} server-key [0 | RADIUS —% 5 /34 XA & RADIUS 7 54 7+ k
| 7] string LoOMTHRAEEND L) ICERELET,
1
Device (config-locsvr-da-radius)# client 10.0.0.1
AT w76 |portport-number R JE SA72 RADIUS 2 7 A 7 ¥ k> 5 RADIUS
Bl RET A APBAFT B K= P fRE LET,
Device (config-locsvr-da-radius) # port 3799 GE) Ny NFTTF 4 RAaxy NOF 7 4L
k AR— FE 1700 T9, ACSS5.1 &FHAE
M 57=0I2iE, AR— bk 3799 BNLEET
e
AT w7 |auth-type {any | all|session-key} T3 AN RADIUS 7 74 7 > MIEHT 538F
Bl DA TEIELET, 7747 > M R
Device (config-locsvr-da-radius) # auth-type all EQ[EE§%LfiE§ﬁE&:‘*iﬁl/’CU‘iiVT%LﬁiiiK)35ff/uo
AT 78 |ignore session-key (FTvav) ByvarF—28BET5L51
5l - A ABBIELET
Device (config-locsvr-da-radius) # ignore
session-key
AT w79 |ignoreserver-key (FFvay) =" F—FWHTLH LT A
15“ : /fx%gﬁﬁiﬂbi‘j—o
Device (config-locsvr-da-radius)# ignore
server-key
25w F10 |exit ya—sLar74¥al—iar = NIRY
£ ESR

—
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Device (config-locsvr-da-radius) # exit

Cisco ASR1000 ') —X JL—%3 T IKEv2 FER[ E B Y 7R— F DHERR

FIRDEE

F IR D EFH

show 2~ F&fEH LT, CiscoASR1000 >V —X T 7 ) F—v g P—ER )L—XDE"
ZEF (CoA) D EMERLET,

1. enable
2. show platform hardware qfp active feature qos all output all
3. show platform hardware qfp active feature qos all input all

X7 w1 enable

ATy T2

Device> enable

¥itE EXEC E— FE A LET,

e NRATV—RKE AN LET (FERENZEHES)

show platform hardware qfp active feature qos all output all

Device# show platform hardware qfp active feature gos all output all

Interface: Virtual-Accessl, QFP if h: 14, Num Targets: 1
Target: Out, Num UIDBs: 1

UIDB #: O
Hierarchy level: 0, Num matching iftgts: 1
Policy name: aaa-out-policy, Policy id: 9679472
Parent Class Idx: 0, Parent Class ID: 0
IF Tgt#: 0, ifh: 14, member ifh: 0, link idx: 0
PSQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593, Match index: O
Class name: class-default, Policy name: aaa-out-policy
psgd[0-3]: 0x00000000 0x00000000 0x00000001 0x00000000
ISQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
isqd[0-3]: 0x88e78ecO 0x00000000 0x00000000 0x00000000
(cache) isqgd[0-3]: 0x88e78ecO0 0x00000000 0x00000000 0x00000000
Police specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
Policer id: 0x20000002
hw_policer[0-3]: 0x4000047e 0x00163ac8 0x00000000 0x00000000

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]

1)




KE2 BALED Y R— rOHRE |

B ciscoAsR1000 &y — X L—5 T IKEVZ BAIZE S K— h DRER

cache hw policer[0-3]: 0x4000047e 0x00163ac8 0x00000000 0x00000000
conform stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
exceed stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
violate stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
police info: 0x00000000
cache police info: 0x00000000
Queue specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
No queue configured
Schedule specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
No schedule info (no queue configured)

CoA BRI LT=INE DD T T v M7+ — AEFEHRBERINET,
A7 73 show platform hardware qfp active feature qos all input all
£l

Device# show platform hardware gfp active feature gos all input all

Interface: Virtual-Accessl, QFP if h: 14, Num Targets: 1
Target: In, Num UIDBs: 1
UIDB #: O
Hierarchy level: 0, Num matching iftgts: 1
Policy name: aaa-in-policy, Policy id: 980784
Parent Class Idx: 0, Parent Class ID: 0
IF Tgt#: 0, ifh: 14, member ifh: 0, link idx: 0
PSQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593, Match index: 0
Class name: class-default, Policy name: aaa-in-policy
psgd[0-3]: 0x00000000 0x00000000 0x00000001 0x00000000
ISQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
isgd[0-3]: 0x88d49748 0x00000001 0x00000000 0x00000000
(cache) 1isgd[0-3]: 0x88d49748 0x00000001 0x00000000 0x00000000
Police specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
Policer id: 0x20000003
hw policer[0-3]: 0x10000140 0x00113a29 0x00000000 0x00000000
cache hw policer[0-3]: 0x10000140 0x00113a29 0x00000000 0x00000000
conform stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
exceed stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
violate stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
police info: 0x00000000
cache police info: 0x00000000
Queue specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
No queue configured
Schedule specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
No schedule info (no queue configured)
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1. audit-session-id (IZFEDWTHEESINE T, OB SCTFY|T, BT Dty
Ta L AZoNnT, 6 XTI NAEROENICZ a— RS TWET,

IKEv2 I%, RADIUS H— ") HBAIER (CoA) 7y heZFELET, By vay
1. audit-session-id IZFESWTHEINFE T,

kev2 BAEESR— rozes [

D% E B

*Oct 6 23:38:55.250: RADIUS: COA received from id 125 10.106.210.176:58712, CoA Request,
len 257

*Oct 6 23:38:55.251: COA: 10.106.210.176 request queued

*Oct 6 23:38:55.251: RADIUS: authenticator BD 97 5E BA B2 EB Cl1 C5 - 1A 14 51 3D C2

C8 66 3F

*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 62

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 56
"audit-session-id=L2L144D010102Z02L44D010101ZI1F401F4202"

*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 52

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 46
"ip:interface-config=service-policy input pol"

*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 35

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 29 "ip:sub-gos-policy-out=2M-IN"
*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 36

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 30 "ip:sub-gos-policy-in=aaa-pol"
*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 52

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 46
"ip:interface-config=service-policy output 2M"

*Oct 6 23:38:55.251: COA: Message Authenticator missing or failed decode

*Oct 6 23:38:55.251: ++++++ CoA Attribute List ++++++

*Oct 6 23:38:55.251: 421C9694 0 00000089 audit-session-id(819) 37
1L21L44D010102Z02L44D010101ZI1F401F4Z02

*Oct 6 23:38:55.251: 421C9584 0 00000081 interface-config(222) 24 service-policy input
pol

*Oct 6 23:38:55.251: 421C95B8 0 00000081 sub-gos-policy-out (423) 5 2M-IN

*Oct 6 23:38:55.251: 421C95EC 0 00000081 sub-gos-policy-in(421) 7 aaa-pol

*Oct 6 23:38:55.251: 421C9620 0 00000081 interface-config(222) 24 service-policy output
2M

*Oct 6 23:38:55.251:

*Oct 6 23:38:55.251: COA: Added NACK Error Cause: Success
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FlexVPN RA - Cisco AnyConnect 77 74 7> b O KR — F&RIET 5 Z & T, AnyConnect #iE
DEKFRREY A — ME, BRRGEFREEELELE T, 207 747 FTiE, MHE D AnyConnect
EAPRRGES &M L. Cisco AnyConnect 7 7 7 2 b & FlexVPN —/3ic A % —x > |k
ENLIzEXaT bRV ERESLLET,

s BRETE IR OMERE (149 <X—2)

« SAVRBREDBE DR (149 ~—2)

« BAVBREORBGE LB T 2 1F# (150 ~—2)

« ERERGEDORR EH1E (153 X—)

« SERFRGEDORER] (155 ~—2)

« LHRRREDOREIZ BT DB NEH (156 ~—2)

« SERVREREDORR EIZ B3 D EERH (157 =X—2)

AR DR

SRIERRLD

THAOY 7 =T VY —ZATE, ZOEY2— /L THHEND TR TOMENFR— &
NTND EITRY FHA, ATOMEER#RE L O IZ oW TiE,  [Bug Search Tool] X
THEROT Ty F 74— B 7 =7 V) —=2DY J—R J— FEZRL TS

WV, ZOEFEV2a—/L T SN OEEICET 1R, BLOBHEEN Y AR— sV ) —=
D—RIZHOWTIE, WREFHROKRLZRL TIEE N,

Ty R TF =D R—FBIR AT VT b 2T A A—=UDOYR— MNMCETHE#RE
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X, www.cisco.com/go/ctn IZFEE) L £ 7, Cisco.com DT 7 MIMLEH Y FH A,

S/ MYETIE &
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« <BypassDownloader> flfi % true |Z5% & L T, AnyConnectLocalPolicy 7 7 1 /L C
BypassDownloader ¥ &GN T HMERH Y £3, 7354 A TSSL BHHR—hIhT

W7 54A . BypassDownloader BIEUIZENE L 72V 7=, <BypassDownloader> fi % false
HELT, ZOBKREBITILERNDY T, 29 Lok, B/ 7,
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VPN #26i Z flExr 95 121X. VPN 27 Z A 7 k73 Extensible Authentication Protocol (EAP : 455§
AHERERE Y 1 hav) | HEIRRREE (XAUTH) 72 EOFEGEFRAEFEH L Ca—F 7 L7 vy
JVEEUSG L, Access Control Server 8t 9D T Za—W 7 LT ¥ ¥ )L & HEET 5 B3
&Y FF, Access Control Server £, M7 — &~ — X £ 721% Active Directory (AD) #i4(3 L
T VLT Uy VEHERLET,

FlexVPN H— 3% (/~7' & L) Cisco Secure Access Control Server & #E) L Ca—H 7 L7
X VRS L. VPN #ii# et LE 9, 7272 L. Cisco AnyConnect {X EAP #ffif L C=—
P LTy L ERG L, XAUTH 2074 — K LEHA, —J. Cisco Secure Access Control
Server [IAMHT —Z N—X (ZZTIXAD) Zfi/i4 % EAP-MD5 # % AR—FLEHA, 21
|2 &> T, Cisco Secure Access Control Server 78 EAP-MD5 78"7L‘J'9 NSO MERH DT A,
% 7213 FlexVPN 73 Cisco AnyConnect 7> & D1 # 2 fEHBIIZFEFE L T, Cisco Secure Access Control
Server (ZHBNC T D ME R H D TV ANAE U E T, FlexVPN I, ERNFEGEFNEMFAH L
T. Cisco AnyConnect 7> 5 DIF# A FBAETE £ 9, FlexVPN H— N CHEXGRGESF A FT 5
&, CiscolOS Y7 b =TIk W < OBV R — b ZBINT 270D 7 1 RO B3R
nET,

FlexVPN RA : AnyConnect DERIFEFEY 78— MEEETIL, L H D AnyConnect EAP F85E T A %

19" % Cisco AnyConnect 7 7 A 7 > b DY R — hZPLiET 5 Z L1 L - TEMFRIEF & FE
%5 L. Cisco AnyConnect — 3 FlexVPN — NZFEH L CTA v ¥ —F3 v b EiIZEF 2772 K
YHNVEMESLLET, AUk, —/NEAHOBEEE T, Cisco AnyConnect & HE) L ¥ 7,
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AVH—Fy X =TI AF 2V NR— 3 20F, AN ENRIEZFET L2 Lick-
TZH?\Q@AHYCOHHGCt EAP F8FEH & 9 % Cisco AnyConnect %R — s LEF, T TD
AElE, U E— b RADIUS ¥y — "2+ 23GE. B, BLOT U T 47 (AAA)
ZAHLTCHEITSNET, KRIZ, CiscolOS V7 b7 = 7 TOEMBIEDFEIEZTHT 51 v b
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O, ROZEERLTVET,

» Cisco Secure Access Control Server %, F&FEA @ RADIUS — & U CTHERE L £ 97,

« J LT Uy UL, FRFEA O Active Directory & L CHERET 5 Microsoft Active Directory (2
A S IvET,

A

(GE)  Microsoft Active Directory [Z, 72561 T3, 7 LT ¥ v /L O
MGATIEEETIEH Y FH A,

e YA FNA AL, FlexVPN H— 3¢ L CHEREL £ 77,
* Windows 7 PC i, Cisco AnyConnect 7 71 7> h & L THREL £ 7,

VPN #&ft & Bth3 % 72912, Cisco AnyConnect 7 7 A 7 > M XFEME A H L C FlexVPN
P— 2R L ET,

REBE 2 ffERY L 72 1%, Cisco AnyConnect 7 7 A 7 > I Cisco AnyConnect EAP 7302 — R L
72 A v —U % FlexVPN ¥ — NZIHE L £ 7,

FlexVPN —/373 Cisco AnyConnect 7> & Cisco AnyConnect EAP 732 — R L7z A v & —T%
ZfET DL, FlexVPN Y —NFA v &=V F U n—RLTEAPDA v b=V ZFREL
7.

Flex VPN [F7RFEH O RADIUS #—/336 KX UREREH ¢ Microsoft Active Directory (AD) & @
Pt ML LT, BRESNTEA v E—U 2L L, Cisco AnyConnect 7 74 7 2 E b
HINI LT o vy VR LET,

7 LT v /LA RADIUS $—/33 JL O Microsoft Active Directory (AD) 12 X - THfgR &
NTKRESND & WIS D FlexVPN $— NZkE S, Cisco AnyConnect (2%
L. VPN B S E T,
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gspRiose |
. Cisco AnyConnect EAP % {$ fi 9" % IKE 3&Zif

Cisco AnyConnect EAP % {# i3 % IKE it

AnyConnect EAP Z {1145 IKE TOSFEIL, RFC 3748 THA SN TS & 5 ICHEYE EAP &
TINDONY T—3 3 2 CTF, AnyConnect EAP i3 2 &, /X7 VU v 75 E £ 72 1L785E XML
IZEAP A o — REH L TEEFESNET, ROKIZ, CiscoAnyConnect (Z L > THEHILDH—
MBRIIpA v E—Y Ju—% R LET,

6: AnyConnect EAP %1 A9 5 IKE 3 it

Initiator Responde

HOR{ IKE_SA INIT}, Sail, Kei, Wi, V|(Fragmentation),
ViCiseoHoatSecan), ViAnwonnectEAP) , ViCiscoCopyright)
HDE{IKE SA INIT}, SArl, KEr, Nr, ViFragmentation),
» ViCiscoHoatScan ), VianwlonnectEAP), ViCiscoCopyright)
HOR{ IKE AUTH}, SKE {IDi, CERTREQ, SAiZ, T3i, TSr,
CP(CFG_REQUEST { INTERNAL_IP4 ADDEESS, INTERNAL IP4 NETMASE, ...}}
HOR{IKE_AUTH}, SK {IDr, CERT, AUTH,
P EAP(RQST{ACDTO {<config-auth type="hello"=)1})}
HOR{ IKE ATTH}, SK {EAP(RESP{ACDTO{ =<config-auth type="init"=}})}
HDR{IKE_ AIFTH}, SK {EAP (RQST{ACDTO{=<config-auth types"auth-request®=}])}

1. Cisco AnyConnect 7 7 A 7 > b #3, FlexVPN H— 3~ IKE #fi 2 th L9, 7 747
v MiE. —f%AY72 IKE ~A v — RIZHI %2 T, Cisco AnyConnect EAP O 7R— 2R3 728
DORHFE—=ID XA —REEFLET, 77472 ML, VATOEFEEHESVZ—ID %
GHLZ LI oTEE A L LTI L E 3,

2. V=R IT—h AN, TTT AT — 3B LO AnyConnect EAP H78— k Z7R79° 72
WORUE—ID XA 0 — REEEL, VAADZ(EHERL A —IDEEDH LItk T
Bz Aafdf e UCHBILET,

3. REXAMB—RT, P RAREVPERINET, 774 T ME, TOAvE—VhD
AUTH <A 10— R&EAMET 5 Z L2 X > T, Cisco AnyConnect EAP BFEDfE A 2 A2 L T
WHZ EERLET,

ERFREB L ORET 1 b3, EAP 20 L Takt S x4,
. FlexVPN #— 78 EAP Dh A v —V 2% E L E T,
6. Cisco AnyConnect 7 74 7 > b3, AUTH XA B — RZXEFELET,
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7. FlexVPN —/ 3723 AUTH -4 ©— K & Cisco AnyConnect 7 7 A 7 > A ER L7z ko =%
N EBMEEZEE LET,

IKEv2 -60)7__\\1 7“/7 7 7 9 n:unIEd)-lj-'_I_\

CiscolOS V7 F U = 7 COEMFRFED T, T a7 V7 7 7 ZBGEIEECE 9, &
ROREIX, T3 AGERIENE 2 A3 URRGIE S 2 EA0REREHIZ, 87 LU AnyConnect EAP #3#i %
BATHZETIITENET, T34 X LEERIC F:LH'H‘\J HBIBFIET D Z DA T =K L
&, TTHGREE) EMETNET,

(GE)  AnyConnect EAP |Z, AnyConnect 7 74 7 > REFOWIESF XN TH Y, 7 74 7~ Ml
MEEEA,

RHERELDERTE S &

%%"JWL\HIEFHO) FlexVPN -U-_/ {0) EQ}:HE

DA AT HEITL T, FlexVPN — _OERZRIELHREL £,

FlaD#E
1. enable
2. configure terminal
3. crypto ikev2 profile profile-name
4. aaa accounting anyconnect-eap /ist-name
5. match identity remote key-id opaque-string
6. authentication remote anyconnect-eap aggregate [cert-request]
7 authentication local rsa-sig
8. pKi trustpoint trustpoint-label
9. aaa authentication anyconnect-eap /ist-name
10. aaa authorization group anyconnect-eap list aaa-listname name-mangler mangler-name
11.  aaa authorization user anyconnect-eap cached
12. aaa authorization user anyconnect-eap list aaa-listname name-mangler mangler-name
13. end
14. show crypto ikev2 session detailed
=3[k 2t
AT RFEREETIVa Y E]:g]
AT v 71 |enable FiHE EXEC £— REZ AL £ T,
il -
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EHREORE |

ARV FFEREETIVa Yy

S

Device> enable

e NAT—=FREADNLET (ERShIZHE) .

X Fw 72 |configure terminal Ja—\)L a7 4 X2 b—3ay e— ARG
i LET
Device# configure terminal
AT 73 |cryptoikev2 profile profile-name IKEV2 70 7 7 A V4 & EFR L, IKEV2 7 07 7 A
- Nar7 4 Xalb—rarET—RelELET,
Device (config)# crypto ikev2 profile profilel
A w74 |aaaaccounting anyconnect-eap list-name IKEv2 U &— R #3E 5% AnyConnect EAP D3}
i - A WAL, R, BROT AU T 47 (AAA)
- L | | oT v T e ERY 2 R EEHICLET,
evice (config-ikev2-profile)# aaa accounting
anyconnect-eap listl
X w75 | match identity remote key-id opague-string JE—hF—IDX A FDOIDIZEH ST, Furrr
15“ : /l)/l/%ﬁ“%/ﬁ\bijﬂo
Device (config-ikev2-profile)# match identity
remote key-id aggauth user3@abc.com
ATvT6 authentication remote anyconnect-eap aggregate Cisco AnyConnect EAP |[ZE&EKIFRFEAFEE L £ 77,
[cert-request]
« cert-request : —HF3GEH T Cisco AnyConnect
- 7547 v MG #EEESR LET,
Device (config-ikev2-profile)# authentication
remote anyconnect-eap aggregate cert-request
A7 71 |authentication local rsa-sig Rivest, Shamir, Adelman (RSA) B4 %1 —7H/L
Bl WAEHRE LTIRELET,
Device (config-ikev2-profile)# authentication
local rsa-sig
AT 78 |PpKitrustpoint irustpoint-label RSA E4 i8GE AT 3% Public Key Infrastructure
Bl - (PKI) RT7ABMKRA L MERELET,
Device (config-ikev2-profile) # pki trustpoint CAl
AT w79 |aaaauthentication anyconnect-eap list-name Cisco AnyConnect EAP 383EF 12, FRAE. 787, ja I

51

Device (config-ikev2-profile)# aaa authentication
anyconnect-eap listl

W77 47 (AAA) mft)x k& fRE
\ij_o

* anyconnect-eap : AAA AnyConnect EAP F8GIE%Z
BELET,

o list-name : AAA FRFEY A R4,
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ARV FFEREETIVa Yy

E:)

Z 5w 710 |aaa authorization group anyconnect-eap list J & — FERAE SRS AnyConnect EAP T 1 . 4 il
aaa-listname name-mangler mangler-name ISEINJRAET BIBE . %7 1—TF R 2 —IZ AAA
i AREZFEE LE T
Device (config-ikev2-profile)# aaa authorization
group anyconnect-eap list listl name-mangler
manglerl
AT w711 |aaa authorization user anyconnect-eap cached U &— hRFEST )Y AnyConnect EAP TH 1 |
i - AnyConnect EAP AN X ¥ v v = LIz EME2
A N N N =
Device (config-ikev2-profile)# aaa authorization ﬁﬁj_‘é ]ﬁ SR %:L ‘H_ AY =T AAAGR we EIE;E*EME
user anyconnect-eap cached ijf?fo
A 5w 712 |aaaauthorization user anyconnect-eap list aaa-listname | ) &= — FZ83F 5212 AAA U 2 R &2fEE L. 4
name-mangler mangler-name IS EINIRAE LT,
i
Device (config-ikev2-profile)# aaa authorization
user anyconnect-eap list listl name-mangler
manglerl
ATv 713 |end IKEV2 7u 77 A/ a7 4F¥al— gy &—
Bl - RZA&T L, ik EXEC £— RIZRED £,
Device (config-ikev2-profile)# end
X w714 |show crypto ikev2 session detailed TIFA4TIRA L E—F Yy N F— T AF Y

1 -

Device# show crypto ikev2 session detailed

NR—322 (IKEV2) By >a v DRAT—H A%
FRLET,

LD ER TE B

1

FlexWPN 5 & UM V2 —y hF—ITHVRXRFz oo N—23v2a0 T4 F¥alL—

gﬁ%%#]nu»nIE(Z)Egkjig

?j{@'fﬁl”j:\ FleXVPN ‘]j_h—/\wc%'f\/jmun

ERESTDHEERLET,

ko,

Cisco AnyConnect 77 7 A 7k & FlexVPN — S D& F 27 b U RV OFENLZ F )

IZLE9,

Device> enable
Device# configure terminal

Device (config) # crypto ikev2 profile profilel

Device (config-ikev2-profile)# aaa accounting anyconnect-eap listl

Device (config-ikev2-profile) # match identity remote key-id aggauth_userl@example.com
Device (config-ikev2-profile) # authentication remote anyconnect-eap aggregate cert-request

Device (config-ikev2-profile) #
Device (config-ikev2-profile) #

(
(
(
Device (config-ikev2-profile) #
(
(
Device (config-ikev2-profile) #

authentication local rsa-sig

pki trustpoint CAl

aaa authentication anyconnect-eap listl

aaa authorization group anyconnect-eap list listl

3> H4 K (Ciscol0S XE Gibraltar 16.10.x [&]
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REICEY HBMER

name-mangler manglerl

EMRFEDORTE

Device (config-ikev2-profile)# aaa authorization user anyconnect-eap cached

Device (config-ikev2-profile)# aaa authorization user anyconnect-eap list listl name-mangler

manglerl

Device (config-ikev2-profile)# end
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+ [Cisco 10S Security Command Reference: Commands A to
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authorization (IKEv2 profile). authentication (IKEv2 profile),
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FlexVPN RADIUS = 1%

RIZ, FlexVPN #— Z K-> T S 75 RADIUS B 7 T Y 2R L £,
o A N FEB XU TTH IETF RADIUS J& M
« T UMUK E—H)
e T RATL R JE— |

\}

CGE) kDY A MZEEN TV FlexVPN #—/3Z & > T RADIUS [ZEF S oA > 3T > FE
PETIE, X AAA P AT A Lo TRESNETS

M | User-Name
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f$4% : FlexVPN 0 RADIUS &1t |

FB | Z oML, FlexVPN — 32 L - T RADIUS ICEE S, R Lk S IcHGE S £
7,
s AAA R—ZADFFIHAEF— : Y7 IKEV2ID
« EAP i : ¥°7 EAPID
o —WREREE 721X 7V — 7 FEE - name mangler D) 721X IKEV2 70 7 7 A
IVERGE T~ > R CHRE I N XT5,
T LT 47 ¥'F EAPID £ 721X IKEv2 ID,
ZOBEMEIX, IE% 72 EAP F8AEH T Access-Accept T RADIUS 26253 b2 &b
HOET, Fro. FIAFLOET BEAPID 24 E L E 7,
J&M: | User-Password
% A |IETF
=X | e
Bt |2
ID
A | 2O EMEIE, FlexVPN #— 32 & - T RADIUS ICIXE &, DO LY ICHBEENE
7,
e AAA XR— 2D FHERHEAF— : Tcisco]
o 2 —W/ T N—TFEF . Tciscol
@t | Calling-Station-ID
% 7 |IETF
=X | S
B |31
ID
A | Z OB, FlexVPN H— N2 L 5> T RADIUS ICEE &N, RO L H ICEEENE
‘a‘o
« AAA X— 2 OFERFTHEA F— : IKEv2 BEMT7 LA
« EAP 343 : IKEV2 Z{EM/I7 K1 &
. :L"—"]j_/all/"—‘ n'u qlk : IKEv2 %\é'fcl 15' LA
J&M: | Service-Type




| 8% : FlexVPN 0> RADIUS /&%

FlexvPN RADIUS Ett I}

% 4 |IETF
=X | s
Bt |6

D

S | Z OB, FlexVPN — N2 X > T EAPRREFICHEH SN TEY . Z0OBHOEIX
Login] ITREINTWET,

@M |EAP-Message

% 4 - |IETF
2 | F
B |79

ID

A | Z DOEMEIT. FlexVPN H— N2 k> T EAP ZBEFICHEH S TEY . EAPF—1¢ Y
E—h TR ITITAT L NOMTEAP Ny &Y L—LET,

J&ME: | Message-Authenticator

% 4 - |IETF
=X | e
Bt |80

D

S | ZOBMEIX. FlexVPN H— N2 X » TEAPREEAICEESNET, ZOBHEOIEIL,
AAA VTV AT A Lo THRESINE T,

Je Framed-Pool

HZAT IETF

£ Pl

JEME 1D 88

o —J L% | pool name

E

RADIUS % |Framed-Pool=pool-name
£
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f$4% : FlexVPN 0 RADIUS &1t |

Wi FlexVPN $— 373 [Pv4 7 R L ZDEI Y 4TI AT 5 IPvd 7 KL A F—1d
ARETEEEL T, 7747 MZEID Y TES, Y THNALT FLRIL,
IKEv2 HE YR i J@ 4 O INTERNAL IP4 ADDRESS # /L CZ A4 7> MI 7 v
Vo INFET,

JEME ipsec:group-dhcp-server

2AT Cisco AV X7

FX SCFF

o — L% | dhep server {ipddr | host}

E

RADIUS 2% | cisco-avpair="ipsec: group-dhcp-server=ipaddr”

E

Wi FlexVPN % — 378 IPv4 7 R L A D U — A Zf# 9% IPv4 DHCP ¥ — 3 Z 57
LT, 747 MTEIV S TEY, U—ASNT FLURE, IKEv2 fRER
JEJEMED INTERNAL IP4 ADDRESS #/ L CZ 94 7 v MZT v a2 & E
j—O

JEME ipsec:dhcp-giaddr

2AT Cisco AV 7T

=50 IPaddr

o —# % | dhep giaddr ipaddr

E

RADIUS % | cisco-avpair="psec: dhcp-giaddr=ipaddr”

E

Wi FlexVPN #—/3738 DCHP H— S~ D& i 4% 1Pv4 DHCP 77— b 7 = A
IP7 RLAZIRELET,

JE ipsec:dhcp-timeout

ZA T Cisco AV 7T

£ B

o —4 3% | dhep timeout seconds

E

RADIUS % | cisco-avpair="ipsec:dhcp-timeout=seconds”

TE
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FlexvPN RADIUS Ett I}

B! FlexVPN % — /S8 DHCP ' — "ML DISEE X A LT U b2 DIHT 5,
[Pv4 DHCP ¥ — 370 b DISE DR 2 FiE L £,

JEME ipsec:ipv6-addr-pool

2AT Cisco AV X7

3 SCFH

o —J L% |ipv6 pool name

E

RADIUS % | cisco-avpair="ipsec:ipv6-addr-pool=pool-name”

E

Wt FlexVPN % — 373 IPv6 7 N L 2 DEI ) 4TI M5 IPve 7 R LA 7 —/1 D
HHTERREL T, 7747 MTEID B TES, B0 Y TonET FLAE,
IKEv2 HE #E3% 7 J& MO INTERNAL IP6 ADDRESS Z#/r L CZ A4 T v MZ T v
YaInET,

JE M ipsec:route-set=prefix

2AT Cisco AV 7

H Pl

H—AVER | R L

E

RADIUS 2% | cisco-avpair="ipsec:route-set=prefix prefix/length”

E

il ipsec:route-set=prefix 192.168.1.0/24

B! FlexVPN #—Z k> TRFES N LY 7 x v h2faE L ET, Ziid, IKEv2
PEHERR E JE D INTERNAL P4 SUBNET /L CZ A4 7> M7 v va &
NET,

GE) ZDOAVTIE, CiscolOS UV U —2152QQ)T TEASINE LT,

B ipsec:route-set=interface

2AT Cisco AV X7

£ FF)

o —J Lg% |route set interface

E
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f$4% : FlexVPN 0 RADIUS &1t |

RADIUS 2% | cisco-avpair="ipsec:route-set=interface”
E
A ZORMET e — I CER S, IKEV2 AEHERE E JE 40D INTERNAL IP4 SUBNET
B LIZET ~DVPNA v Z—T A AP T RLADER L ET,
ZIUTE o T, BGPover VPN 72 ED)V—F 4 7 7' LR FETENE T,
G¥) CiscoIOS U U —& 152(2)T T. [lipsec:route-set-interface] AV X7 />
HIDAVRTICEZHZ bIE L,
Je ipsec:route-accept
24T Cisco AV 7T
3 pedl
o — 7L 3% | route accept any [tag tag-id] [distance distance]
E
RADIUS % | cisco-avpair="ipsec:route-accept=any [tag:fag] [distance:distance]”
E
vl ipsec:route-accept=any tag=100
B ZOJEMET e — T S, IKEV2 AEYERR E @ 0O INTERNAL_IP4_SUBNET
EZNLTETDORESNLIY TRy FOT7 4 VZEEELET, ZOREME
X, 74 FRE SN YT Ry FHICIKE, Ko TEBMES N /v — s 7
LHREELFRE L
(G¥)  CiscolOS U U—2Z 152(2)T T, AV X7 [ipsec:route-accept=accept
acl:any] 7>5 [lipseciroute-accept=any] |[ZE X1z Hil, AV T
lpsec:route-accept=deny] 7> [ipsec:route-accept=none| [Z& X #ix
biIvE L7z,
JEME ipsec:ipsec-flow-limit
2AT Cisco AV X7
£ L
o —7 L% | ipsec flow-limit limit
E
RADIUS % | cisco-avpair="ipsec:ipsec-flow-limit=/imit”
E




| 8% : FlexVPN 0> RADIUS /&%

FlexvPN RADIUS Ett I}

B! Z DJEMEIT FlexVPN = M2 Ko TR &4, IPSecdVTIE » 3= M AT
BEZ2 IPSec SA DIRKEAEE L 9, 774 /L FTEIHRITH Y A, ZD
/XT A —2H L crypto ipsec profile =~ > FIE LN set security-policy limit =~
VR &R

JE ip:interface-config

ZA 7 Cisco AV 7T

F pel

o — A LEk | aaa attribute list /ist

TE attribute type interface-config string

RADIUS 2% | cisco-avpair="ip:interface-config=interface cmd string”

E

vl ip:interface-config=ip vrf forwarding red

it ORI —IER SN, By a b ORET VB AL =T A X
WA SNDA v H—T =2 A X a7 4Fal—vary E—RDavwy R
FHEBELET, vB—hREDEA., IKEV2FRFER Y v —IL, interface-config
BIEDN LI AAA JEPED A P ER L ET,

B M Tunnel-Type

B4 F IETF

#F B

JEME 1D 64

RADIUS % | Tunnel-Type=type

E

BILs ZOBMEIE. R R Z A7 (ESP, AH, GRE72Y) %45 L. FlexVPN#—
NISRADIUS = 30n bt v & a ORI —2 G155 L S IT%ESN
i TO

Je Tunnel-Medium-Type

2AT IETF

K ki

J&ME ID 65.

RADIUS % | Tunnel-Medium-Type=type

E
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f$4% : FlexVPN 0 RADIUS &1t |
B rexven raDus i

B Z oML, b RVERE X A 7 (IPv4, IPV6 72 F) ZFEE L. FlexVPN H—
SZSRADIUS #— bt v & 3w O % — 2 I3 5 & & 10215 Sh
7,

JEME Tunnel-Password

A IETF

£ CFH

J@ M 1D 69

RADIUS 2% | Tunnel-Password=string

&

Bl ZORRMEE, HFROFFTHEA ¥ —Z2FEE L, FlexVPN #— /373 RADIUS H—3
Moty va OFRFET—ZEBET D &I EINET,

JE M ipsec:ikev2-password-local

2 AT Cisco AV 7

£ el

RADIUS 2% |cisco-avpair="ipsec:ikev2-password-local=string”

FILEA oMk, v— O OFERIHEA T —%2FEE L. FlexVPN ¥—/3% RADIUS
P—"nbty v a VOFEREEF—FHGT D L EICZEINTT,

J ipsec:ikev2-password-remote

2A Cisco AV 7T

3 Pl

RADIUS 2% |cisco-avpair="ipsec:ikev2-password-remote=string”

E

Wi ZOREMIE, VE— FOFEIIAF—&HE L. FlexVPN % —/38 RADIUS
Y=oy a VOFHEAF—ZIGET 5 L EIIRBEINET,

B M Framed-IP-Address

B A IETF

=SS [Paddr

JEME 1D 8
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FlexvPN RADIUS Ett I}

RADIUS % |Framed-IP-Address=ipaddr

E

L] 74T MZEID Y THNDIPVET RLAZEELET, Ziud, IKEV24Z
YR EJBIED INTERNAL IP4 ADDRESS 2/ LC/ 74T M T v ia X
NET,

JE Framed-IP-Netmask

2AT IETF

=R [Paddr

&P ID 9

o —7 /Lg% |netmask mask

E

RADIUS 2% |Framed-IP-Netmask=mask

E

B 7747 MZEIDETHEND IPVET RLADY TRy b v A7 HIEE L%
. ZhiE, IKEv2 FEYERR E B INTERNAL IP4 NETMASK 2/ L C27 7
ATV MIT vy vashEzT,

JEE ipsec:dns-servers

2A7 Cisco AV 7T

K LT

o —% L% | dns primary [secondary)]

E

RADIUS 2% | cisco-avpair="ipsec:dns-servers=primary secondary”

E

Wi 2747 hDT T4~ YU IPvADNS r— B LUt 7 &Y IPv4 DNS H—3
ZHRELET, Ziu, IKEv2 FEHERRE B MO INTERNAL IP4 DNS #47 LT
74T NIT v asLET,

Je ipsec:wins-servers

ZA T Cisco AV 7T

X SCFH

o —J L% | wins primary [secondary)

E

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
1) I



B rexven raDus i

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
I 1)

f$4% : FlexVPN 0 RADIUS &1t |

RADIUS 2% | cisco-avpair="ipsec:wins-servers=primary secondary”

E

i B 74T DT T A~ Y IPVAWINS H— 3368 LU 7 &) IPv4 WINS H—
NEBELET, Thid, IKEv2 FEHEREBIED INTERNAL P4 NBNS %4>
LTI IAT v M T v vashixd,

Je ipsec:route-set=access-list

2AT Cisco AV 7

X SCFH

o —# L3 | route set access-list {acl-name | acl-number}

E

RADIUS % | cisco-avpair="ipsec:route-set=access-list {acl-name | acl-number}”

E

i A FlexVPN h— NI Ko TIR#ESND IPVA VT 2y FERELET, i,
IKEv2 #ZE 4% E J@PE D INTERNAL IP4 SUBNET /M LCYZ A4 7 2 MZ T >
TaINFET,

GE) CiscoIOS UV U —2 152(2)T ., [lipseciinacl] AV X756 2 D AV
NRTCEEWZ HNE L,

JEME ipsec:addrv6

2AT Cisco AV X7

E#KX pe

RADIUS % |cisco-avpair="ipsec:addrvo=ipv6-addr”

E

G AT MZEDBTHND IPV6 7 RLAZIEELE T, Zhud. &0
16 /34 kT IKEV2 E % & J& 1D INTERNAL IP6 ADDRESS # /"L CZ 7 A
Ty My vadsnET,

J ipsec:prefix-len

AT Cisco AV X7

£ B

H—VER |7l

E
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FlexvPN RADIUS Ett I}

RADIUS 2% | cisco-avpair="ipsec:prefix-len=value”

E

i ipsec:prefix-len=24

o] AT MIEHDETHNDIPV6 T RLADT LT 4 v 7 ARKIRE L E
T, ZAUL. mtt (17FH) O/3A b TIKEV2 EHERERMED
INTERNAL IP6 ADDRESS # /M LCV/ 74 7 MZ T v vasivET,

JEME ipsec:ipv6-dns-servers-addr

2AT Cisco AV X7

FX A

o —J L3 | ipv6 dns primary [secondary)

E

RADIUS 2% | cisco-avpair="ipsec: ipv6-dns-servers-addr=ipaddr1 *ipaddr2”

E

Wi 2747 DT T4 <Y IPv6 DNS H— 38 LUk % U IPv6 DNS #—3
ZIELET, Ziuk. IKEv2 FEYERE B D INTERNAL _IP6 DNS Z 41 L T
74T M yvasnExd,

JE M ipsec:route-set=access-list ipv6

ZAT Cisco AV <7

=K pE

o —HLak  |route set access-list ipv6 acl-name

E

RADIUS 2% | cisco-avpair="ipsec:route-set=access-list ipv6 acl-name”

E

B FlexVPN #— N\ [Z Ko TIRF#E SN D IPv6 7 1y MEIRELET, Ziud,
IKEV2 1E#E% € J& 1D INTERNAL IP6 SUBNET 2L CZ A4 7> MMI 7 v
YaIhET,

(G¥)  CiscolOS U U—2Z 152(2)T T, [ipsec:ipv6-subnet-acl] AV <7 75
ZDOAVRTIZESHRIONELL,

JE ipsec:banner

24T Cisco AV X7

FX pel
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f$4% : FlexVPN 0 RADIUS &1t |

o —J Lg% |banner fext

E

RADIUS & | cisco-avpair="ipsec:banner=text”

E

B NF—=FF 2 REHELET, T, CiscoUnity J&i14:?> MODECFG BANNER
ENRNLTCIZIAT My vaSnET,

S ipsec:default-domain

2AT Cisco AV X7

E#KX pel

o —H Lg% | def-domain name

E

RADIUS % | cisco-avpair="ipsec:default-domain=name”

E

B TT7ANDE RAALUEBELET, T, Cisco Unity JEMHED
MODECFG _DEFDOMAIN 2/ L CZ A7 > MZT v oS,

JE M ipsec:split-dns

2AT Cisco AV 7T

X pe

o —J L% | split-dns name

TE

RADIUS % | cisco-avpair="ipsec:split-dns=name”

E

B 27U FNDNS4ZHEELET, Z4UL, Cisco Unity JBIED
MODECFG_SPLITDNS NAME # /"L CZ A4 7> MIT v v 2 3NET, &
KI10HDOATY » h DNS 4 & ETEXET,

Je ipsec:ipsec-backup-gateway

2AT Cisco AV 7

X SCFH

o —% 3% | backup-gateway name

E
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FlexvPN RADIUS Ett I}

RADIUS % | cisco-avpair="ipsec:ipsec-backup-gateway=name”

E

B Ny T o7l F—h oA ZHRELET, ZiUL, Cisco Unity EMED
MODECFG_BACKUPSERVERS Z/r L CZ FA4 T v MI T vy v asivEd, &
RIODRY I T T F—= oA ZRETEET,

Je ipsec:pfs

2AT Cisco AV ~7T

K ki

o—h gk | pfs

E

RADIUS % | cisco-avpair="ipsec:pfs=value”

E

i IPsec PFS (Perfect Forward Secrecy) DH N/ ZFEE L £7, ZiLiL, Cisco
Unity J&1£:0 MODECFG PFS # /ML CZ 794 7 MZT vy v adhET, fi
X WRHOHEITL 0, AOHAEIT1ICTIL8ERDH Y 7,

JEME ipsec:include-local-lan

2AT Cisco AV X7

3 i

o —% L% | include-local-lan

E

RADIUS % | cisco-avpair="ipsec:include-local-lan=value”

E

B 02—V LAN OQE =B E XM LES, 4L, Cisco Unity JEMED
MODECFG_INCLUDE _LOCAL LAN #/"LCZ 747 MZF vy v a &ivE
T EIX, BHOLAIZ 0, AROLEEIX1ICTHILENRD Y 97,

B ipsec:smartcard-removal-disconnect

ZA 7 Cisco AV X7

i L

o —% Lg% | smartcard-removal-disconnect

E
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f$4% : FlexVPN 0 RADIUS &1t |

RADIUS 2% | cisco-avpair="ipsec:smartcard-removal-disconnect =value”

iE

B Aw— R I— KPS EINT XU EAEITESICLET, Zh
. Cisco Unity J&#: ¢ MODECFG_SMARTCARD REMOVAL DISCONNECT
ENLTIZIAT M yvadnEd, L, EBHOHET0. AR0%
BIEVICTHHERH Y £,

JE ipsec:configuration-url

ZAT Cisco AV X7

£ pe

o — L% | configuration url ur/

E

RADIUS % | cisco-avpair="ipsec:configuration-url=ur/’

&

At MEX D a— RO URL #f5E L E9., ZiUL, Cisco FlexVPN J& %D
MODECFG _CONFIG URL #/" L CZ A4 7 v MZT vy ashEd,

JEME ipsec:configuration-version

HAT Cisco AV X7

£X B

o — 7 L3% | configuration version version

iE

RADIUS &% | cisco-avpair="ipsec:configuration-version=version”

E

i Fyra— RRTLOREDNN—Va rafaELET, Ziud. Cisco FlexVPN J&

#£0 MODECFG_CONFIG_VERSION 2/ LT A4 7 v Mo 7 v = Sk
D
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T8k : IKEv2 5 KU L H < — VPN

TOFETa— LT, Ry S R—2ADBETIKEV2 2B TET A5 R LET,

GB Mo~y 7E VIV —REOME L RS ET, BFOMT~ Yy 7 XR—2ADRELBITL
T, FoRNVREB LIRS, v —T oA AT L2 L2 BEIO LET,

o B FATLA XA R AT 205~ v 7 N—ZD IKEV2 E7 Of%E (173 ~—
D)

o B GERAERRGES XA HT O H~ v 7 X—ZAD IKEV2 BT ORE (176 <X—)

il B~y T R—=ZB L NAVTI _X— 2D IKEV2 E7 ORE (180 ~=—3)

o f5il © SVTI _X— A IKEv2 7 Z{# ] L7z IPSec DFXE (182 =—)

==y

o f5] : DMVPN %> hU—27 TO IKEv2 Oi%E (185 =—)

5l . FRIXEAX—RAARETFRTIAETIY TR—X
D IKEv2 E7 DEEE

WOBNZ, AXT 4 v Ve~ T IKEV2 BERE XA T v 7S~ v 7 IKEV2 JREH &
O CHATHA =R XA EA L T, B~y FICESS IKEV BT 2% ET 5 HikE R
LET, BEMOEREIIXRD EBY TT,

crypto ikev2 proposal prop-1
encryption aes-cbc-128
integrity shal

group 14

|

crypto ikev2 policy pol-1
match fvrf any

proposal prop-1

|

crypto ikev2 keyring v2-krl
peer abc

address 209.165.200.231 255.255.255.224

pre-shared-key abc
|

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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|
!
crypto ikev2 profile prof
match fvrf any
match identity remote fgdn dmap-responder
identity local fgdn smap-initiator
authentication local pre-share
authentication remote pre-share
keyring v2-krl
|
!
crypto ipsec transform-set trans esp-aes-cbc-128 esp-sha-hmac
|
crypto map cmap 1 ipsec-isakmp
set peer 209.165.200.225
set transform-set trans
set ikev2-profile prof
match address ikev2list
|
interface LoopbackO
ip address 209.165.200.226 255.255.255.224
|
interface Ethernet0/0
ip address 209.165.200.227 255.255.255.224
crypto map cmap
|

ip route 209.165.200.229 255.255.255.224 209.165.200.225
|

ip access-list extended ikev2list
permit ip any any
|

INBERIOBREIZIRD LB TT,

crypto ikev2 proposal prop-1
encryption aes-cbc-128
integrity shal

group 14

!

crypto ikev2 policy pol-1
match fvrf any

proposal prop-1

!

crypto ikev2 keyring v2-krl
peer abc
address 209.165.200.228
pre-shared-key abc
!
!
!
crypto ikev2 profile prof
match fvrf any
match identity remote fgdn smap-initiator
identity local fgdn dmap-responder
authentication local pre-share
authentication remote pre-share
keyring v2-krl
ivrf global
!
1
crypto ipsec transform-set trans esp-aes-cbc-128 esp-sha-hmac
!
crypto dynamic-map dmap 1
set transform-set trans

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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set reverse-route tag 222

set ikev2-profile prof

match address ikev2list

|

crypto map cmap 1 ipsec-isakmp dynamic dmap
|

interface LoopbackO

ip address 209.165.200.230 255.255.255.224
|

interface Ethernet0/0

ip address 209.165.200.231 255.255.255.224

crypto map cmap

|

ip route 209.165.200.233 255.255.255.224 209.165.200.228
|

ip access-list extended ikev2list

permit ip any any

|

FAGM &ISEAM & OH & PsaT 21213, FEMO CLI Tk =< e AN LET,

ping 209.165.200.230 source 209.165.200.226

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.165.200.230, timeout is 2 seconds:

Packet sent with a source address of 209.165.200.226

$IKEV2-5-0OSAL_INITIATE TUNNEL: Received request to establish an IPsec tunnel; local

traffic selector = Address Range: 209.165.200.226-209.165.200.226 Protocol: 1 Port Range:
0-65535; remote traffic selector = Address Range: 209.165.200.230-209.165.200.230

Protocol: 1 Port Range: 0-65535

%IKEVZ—S—SA_UP: SA UP

Success rate is 80 percent (4/5), round-trip min/avg/max = 8/11/12 ms

Yy va VOFEMEERRTHITIE, RO show 2w READLET,

show crypto session
Crypto session current status
Interface: Ethernet0/0
Session status: UP-ACTIVE
Peer: 209.165.200.225 port 500
IKEv2 SA: local 209.165.200.228/500 remote 209.165.200.231/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
show crypto ikev2 sa detail
Tunnel-id Local Remote fvrf/ivrf Status
1 209.165.200.228/500 209.165.200.231/500 (none) / (none) READY
Encr: AES-CBC, Keysize: 128, Hash: SHA96, DH Grp:14, Auth sign: PSK, Auth verify:
PSK
Life/Active Time: 86400/21 sec
CE id: 1002, Session-id: 2
Status Description: Negotiation done
Local spi: 687752902752A6FD Remote spi: C9DCCFC65493D14F
Local id: smap-initiator
Remote id: dmap-responder

Local req msg id: 2 Remote req msg id: 0
Local next msg id: 2 Remote next msg id: 0
Local reqg queued: 2 Remote req queued: 0
Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry O
NAT-T is not detected

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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5 . SEBAERMARXNEFERT SIS < v TX—XDIKEv2
E7 DRE
WROBNE, AZT 4 v 7 HE~y 7 IKE2 BEM, 447 v 7k~ > 7 IKEv2 S,

BIOCAY— OB CIFHEZRGF IR LT, e~y FICESS IKEVR BT 2R ET
5HERERLET, BEMOREITROEBY TT,

crypto pki trustpoint ca-server
enrollment url http://10.1.1.3:80
revocation-check none
|
crypto pki certificate map cmap-1 1
subject-name eq hostname = responder
|
i
crypto pki certificate chain ca-server
certificate 02
308201AF 30820118 A0030201 02020102 300D0609 2A864886 F70D0101 04050030
14311230 10060355 04031309 63612D73 65727665 72301E17 0D313030 33313031
32353132 355A170D 31313033 31303132 35313235 5A301A31 18301606 092A8648
86F70D01 09021609 494E4954 4941544F 52305C30 0D06092A 864886F7 0D010101
0500034B 00304802 4100A47E 8C58BA89 8CCDC5A4 5A63BD29 C331A2A5 393F4616
6B43FD2E 5ED4C81A 913E3B13 33A9B2DC CFC30391 24BBODC8 B28FD6F1 C008D101
34C10062 30F88CF7 9D630203 010001A3 4F304D30 0B060355 1DOF0404 030205A0
301F0603 551D2304 18301680 144871D9 002C66DF D85FACB8 45D1D25F EA357455
91301D06 03551DOE 04160414 E77C74E7 183AB530 83DC531B 1DE3DA1D 914A925D
300D0609 2A864886 F70D0101 04050003 81810042 21934B77 7TE485E6F EE717D75
6407B361 45190CEF E1A29CF2 6FA29E9A 5ECCICEE B273533D 1453F6CE 1FDDA747
7E701B4B 2A2AES3F D67C2345 952325BA 30950435 0706C5EE A7A8B414 CFEEBT7AZ2
9CD46F8F 3F663268 A20C4CCFEF E75D61EF 03FBA85D EDD6B26E 63653F09 F97DAFA6
6C76E44E CO9CA3FDC 6CD85D30 169A1DY9E 4E870B
quit
certificate ca 01
30820201 3082016A A0030201 02020101 300D0609 2A864886 F70D0101 04050030
14311230 10060355 04031309 63612D73 65727665 72301E17 0D313030 33313031
32343933 385A170D 31333033 30393132 34393338 5A301431 12301006 03550403
13096361 2D736572 76657230 819F300D 06092A86 4886F70D 01010105 0003818D
00308189 02818100 DA4ECEO9 B998F670 598F32Cl 7E9FA920 1D217AC4 293B842E
7563CE11l B2F0F822 23077930 636C8293 O0F6CFDD F6CI9BOF5 8348BE58 6478F631
7D44152F 494AEBCC A507FA6B 408D6BBB FAABOAT7A 2E7546A8 CAT70F9A6 OF7F6824
554BD833 060D657D ABDF406C 69EEF449 7A4F9AFE 6F0852E7 O5DEDAC1 D433191E
712868C2 A94E642B 02030100 01A36330 61300F06 03551D13 0101FF04 05300301
01FF300E 0603551D OFO0101FF 04040302 0186301F 0603551D 23041830 16801448
71D9002C 66DFD85F ACB845D1 D25FEA35 74559130 1D060355 1DOE0416 04144871
D9002C66 DFD85FAC B845D1D2 5FEA3574 5591300D 06092A86 4886F70D 01010405
00038181 OOAFC36B 8A917284 06BD51CB 83BDC4E8 9457A361 6CAAF416 3BBEF691
04215AC5 EDBC5730 CO71C2FB 8A6CY90CE D6AB39C2 3BC2147F D35553D9 028B2155
802E50DB 48CDEO67 B3857447 89A1C733 DS81EFEF7 1115480F 70ED2F22 F27E35A1
F3BB597C 7C8F717B FAAD79D3 0F469702 DE9190E4 B1BO808E 46A118EB 887CEAEB
DFE2900E D2
quit
crypto ikev2 proposal prop-1
encryption aes-cbc-128
integrity shal
group 14
|

crypto ikev2 policy pol-1
match fvrf any

FexXWPN L UA V23— Y hF—IHVRFz P N—=2322a0T4FaL—a> 4 K (CiscolOS XE Gibraltar 16.10.x [&]
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proposal prop-1
|

crypto ikev2 profile prof

match fvrf any

match certificate cmap-1

identity local dn

authentication local rsa-sig
authentication remote pre-share
authentication remote rsa-sig

pki trustpoint ca-server

|

!

crypto ipsec transform-set trans esp-aes-cbc-128 esp-sha-hmac
|

crypto map cmap 1 ipsec-isakmp

set peer 209.165.200.225

set transform-set trans

set ikev2-profile prof

match address ikev2list

|
interface LoopbackO

ip address 209.165.200.226 255.255.255.224
|
interface Ethernet0/0

ip address 209.165.200.227 255.255.255.224
crypto map cmap

|
interface Ethernetl/0

ip address 209.165.200.228 255.255.255.224
|

ip route 209.165.200.229 255.255.255.224 209.265.200.231
|

ip access-list extended ikev2list
permit ip any any
|

INBERIOBREIZRD LB TT,

crypto pki trustpoint ca-server

enrollment url http://10.1.1.3:80

revocation-check none

|

|

!

crypto pki certificate map cmap-2 1

subject-name eq hostname = initiator

|

crypto pki certificate chain ca-server

certificate 03
308201AF 30820118 A0030201 02020103 300D0609 2A864886 F70D0101 04050030
14311230 10060355 04031309 63612D73 65727665 72301E17 0D313030 33313031
32353231 325A170D 31313033 31303132 35323132 5A301A31 18301606 092A8648
86F70D01 09021609 52455350 4F4E4445 52305C30 0D06092A 864886F7 0D010101
0500034B 00304802 4100B517 EBBE64E1l B58CB014 07B3A6GAF E6B69577 87486367
9471B1DA BC66B847 DFAS5073A 82121332 E787EA2D 3C433514 39033074 4095E7C7
67A387A1 EBD24692 A76F0203 010001A3 4F304D30 0B060355 1DOF0404 030205A0
301F0603 551D2304 18301680 144871D9 002C66DF D85FACB8 45D1D25F EA357455
91301D06 03551DOE 04160414 DFF2401C 53276D96 89DE8COA 786CCA71 CI9EAT92B
300D0609 2A864886 F70D0101 04050003 8181002C 6E334273 CB832A95 3DDC6293
669E416C A134D543 20952BC3 14A5COBO 03AE011C 963AF523 C7C5C935 4FE9B2AS5
F24B3161 4DOD723A FA428BD1 85ADF172 B4007067 43C27D8A 1F74ED3D DEBE9F73
1F515355 E77E766C AEACC303 39457991 29AB090C 99E21B5B 60DCB2C8 780B4479
3EB3D46B B66C8C26 15311A7A B7A4ED97 32727C

quit
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certificate ca 01
30820201 3082016A A0030201 02020101 300D0609 2A864886 F70D0101 04050030
14311230 10060355 04031309 63612D73 65727665 72301E17 0D313030 33313031
32343933 385A170D 31333033 30393132 34393338 5A301431 12301006 03550403
13096361 2D736572 76657230 819F300D 06092A86 4886F70D 01010105 0003818D
00308189 02818100 DA4ECEO9 B998F670 598F32Cl 7E9FA920 1D217AC4 293B842E
7563CE11l B2F0F822 23077930 636C8293 00F6CFDD F6CI9BOF5 8348BE58 6478F631
7D44152F 494AEBCC A507FA6B 408D6BBB FAABOATA 2E7546A8 CAT70F9A6 OF7F6824
554BD833 060D657D ABDF406C 69EEF449 7A4F9AFE 6F0852E7 O5DEDACL D433191E
712868C2 A94E642B 02030100 01A36330 61300F06 03551D13 0101FF04 05300301
01FF300E 0603551D OFO0101FF 04040302 0186301F 0603551D 23041830 16801448
71D9002C 66DFD85F ACB845D1 D25FEA35 74559130 1D060355 1DOE0416 04144871
D9002C66 DFD85FAC B845D1D2 5FEA3574 5591300D 06092A86 4886F70D 01010405
00038181 OOAFC36B 8A917284 06BD51CB 83BDC4E8 9457A361 6CAAF416 3BBEF691
04215AC5 EDBC5730 CO71C2FB 8A6C90CEF D6AB39C2 3BC2147F D35553D9 028B2155
802E50DB 48CDEO67 B3857447 89A1C733 DS81EFEF7 1115480F 70ED2F22 F27E35A1
F3BB597C 7C8F717B FAAD79D3 0F469702 DE9190E4 B1BO80O8E 46A118EB 887CEAEB
DFE2900E D2
quit
crypto ikev2 proposal prop-1
encryption aes-cbc-128
integrity shal
group 14
|

crypto ikev2 policy pol-1
match fvrf any

proposal prop-1

|

|
crypto ikev2 profile prof
match fvrf any
match certificate cmap-2
identity local dn
authentication local rsa-sig
authentication remote pre-share
authentication remote rsa-sig
pki trustpoint ca-server
|
!
crypto ipsec transform-set trans esp-aes-cbc-128 esp-sha-hmac
|
crypto dynamic-map dmap 1
set transform-set trans
set ikev2-profile prof
|
!
crypto map cmap 1 ipsec-isakmp dynamic dmap
interface LoopbackO
ip address 209.165.200.230 255.255.255.224
|

interface Ethernet0/0
ip address 209.165.200.231 255.255.255.224

crypto map cmap
|

interface Ethernetl/0

ip address 209.165.200.232 255.255.255.224
|

ip route 209.165.200.233 255.255.255.224 209.165.200.228
|

ip access-list extended ikev2list
permit ip host 209.165.200.231 host 209.165.200.228

CA V= "DOFREIFRD LBV TT,
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crypto pki server ca-server
grant auto
|
crypto pki trustpoint ca-server
revocation-check crl
rsakeypair ca-server
|
!
crypto pki certificate chain ca-server
certificate ca 01
30820201 3082016A A0030201 02020101 300D0609 2A864886 F70D0101 04050030
14311230 10060355 04031309 63612D73 65727665 72301E17 0D303930 33303831
36333335 395A170D 31323033 30373136 33333539 5A301431 12301006 03550403
13096361 2D736572 76657230 819F300D 06092A86 4886F70D 01010105 0003818D
00308189 02818100 99750598 EF4AF8B4 823DEF66 2F3BBA31 81C2DCS5F D9B4040B
99FB6020 22243CD6 B9F24C84 A543D7DB DDOB3018 2E36208C DOFD4015 EAFODAG69
C1B0302B 87CEC34B 8646593F 0185AF02 0B86A3F3 5E5C3880 A992CD4A 79F13403
411CC61F 07CEB4D9 0E967CB2 FAEOA899 5A3B6C87 73111F06 128465DA A45291F8
F828C5DC 657487E7 02030100 01A36330 61300F06 03551D13 0101FF04 05300301
01FF300E 0603551D OF0101FF 04040302 0186301F 0603551D 23041830 1680147B
D032BFB7 B3F70F1A 597B7ClE 1B42E472 5CCD6030 1D060355 1DOE0416 04147BDO
32BFB7B3 F70F1A59 7B7ClELB 42E4725C CD60300D 06092A86 4886F70D 01010405
00038181 003838FA 628804EF E9FF69D9 3D5E299C 29074B2C AE33A563 8AF75976
78FB68D4 S5EF1E27B 04936FDF 78A09432 5348849D F79E17F5 70B233C9 2C1535D0
506F0C35 99335012 84BBA3DC 050FD3C9 6E7B1D63 41ACC2B5 2B02432D BA2CC2CF
E379DEAO A9C208AC OBEBB2D8 E6488815 EB12F1E(Q0 19072D55 D5D11A49 739144D8
271A842E ED
quit
|
interface Ethernetl/0
ip address 209.165.200.232 255.255.255.224
|

ip http server

CA BIOT A AFEEZ UG T 5 IZ1X. crypto pki authenticate ca-server =~ > R L
crypto pki enroll ca-server =~ > K& AT LET, BIEMEISEM & OB 2 BGT 5121,
MO CLI TROa~> REAHLET,

ping 209.165.200.230 source 209.165.200.226

a~y ROHNFRO L H12720 F£97,

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.165.200.230, timeout is 2 seconds:

Packet sent with a source address of 209.165.200.226

$IKEV2-5-0OSAL INITIATE TUNNEL: Received request to establish an IPsec tunnel; local

traffic selector = Address Range: 209.165.200.226-209.165.200.226 Protocol: 1 Port Range:
0-65535; remote traffic selector = Address Range: 209.165.200.230-209.165.200.230

Protocol: 1 Port Range: 0-65535

$IKEV2-5-SA UP: SA UP

Success rate is 80 percent (4/5), round-trip min/avg/max = 8/11/12 ms

Yo va VOFEMAEERT DL, B CLIIZIKRD show 2~ REASLET,

show crypto session

Crypto session current status
Interface: Ethernet0/0
Session status: UP-ACTIVE
Peer: 1.1.1.1 port 500

FexXWPN B & UA VA —Fy hF—IHVRFzoPN—2322a0T4FaL— 3> 4 K (Ciscol0S XE Gibraltar 16.10.x [3]
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IKEv2 SA: local 209.165.200.231/500 remote 209.165.200.227/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 209.165.200.226
Active SAs: 2, origin: dynamic crypto map
show crypto ikev2 sa detailed

Tunnel-id Local Remote fvrf/ivrf Status

1 209.165.200.231/500 209.165.200.227/500 (none)/ (none) READY
Encr: AES-CBC, Keysize: 128, Hash: SHA96, DH Grp:14, Auth sign: RSA, Auth verify:

RSA

Life/Active Time: 86400/846 sec

CE id: 1001, Session-id: 1

Status Description: Negotiation done

Local spi: F79756E978ED41C7 Remote spi: 188FBY9A119516D34
Local id: hostname=RESPONDER

Remote id: hostname=INITIATOR

Local req msg id: O Remote req msg id: 2
Local next msg id: 0 Remote next msg id: 2
Local req queued: 0 Remote req queued: 2
Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry O
NAT-T is not detected

CER N >
Bl :BEIXYITIAR—RELVATIR—XDIKEV2 ET7 D
=) A ]
axX e
WOBNL, 2AZT 4w 717~ <~y IKE2 BBEME AVTLICE S < IKEV2 JEZAR & D

ICHERTEA =R TR EFH L, 27V b~y 7L dVIIR—ADIKEV BT 2R ET D
EEARLET, BIEMNOREIIXRDO LB TT,

crypto ikev2 proposal prop-1
encryption aes-cbc-128
integrity shal

group 14

!

crypto ikev2 policy pol-1
match fvrf any

proposal prop-1

!

crypto ikev2 keyring v2-krl
peer abc
address 0.0.0.0 0.0.0.0
pre-shared-key abc
|
|
!
crypto ikev2 profile prof
match fvrf any
match identity remote address 0.0.0.0
authentication local pre-share
authentication remote pre-share
keyring v2-krl
|
crypto ipsec transform-set trans esp-aes-cbc-128 esp-sha-hmac
|
crypto map cmap 1 ipsec-isakmp
set peer 206.165.200.235
set transform-set trans
set ikev2-profile prof
match address ikev2list
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interface LoopbackO

ip address 206.165.200.226 255.255.255.224
|

interface Ethernet0/0

ip address 206.165.200.227 255.255.255.224
crypto map cmap

|

ip route 206.165.200.229 255.255.255.224 206.165.200.235
|

ip access-list extended ikev2list
permit ip host 206.165.200.227 host 206.165.200.235
permit ip 206.165.200.233 255.255.255.224 206.165.200.229 255.255.255.224

INBERIOBREIZRD LB TT,

crypto ikev2 proposal prop-1
encryption aes-cbc-128
integrity shal

group 14

!

crypto ikev2 policy pol-1
match fvrf any

proposal prop-1

!

crypto ikev2 keyring v2-krl
peer cisco
address 0.0.0.0 0.0.0.0
pre-shared-key cisco
!
!
!
crypto ikev2 profile prof
match fvrf any
match identity remote address 0.0.0.0
authentication local pre-share
authentication remote pre-share
keyring v2-krl
virtual-template 1
!
crypto ipsec transform-set set esp-aes-cbc-128 esp-sha-hmac
!
crypto ipsec profile vi
set transform-set set
set ikev2-profile prof
!
interface LoopbackO
ip address 206.165.200.230 255.255.255.224
!

interface Ethernet0/0

ip address 206.165.200.235 255.255.255.224
|

interface Virtual-Templatel type tunnel

ip unnumbered Ethernet0/0

ip mtu 1000

tunnel source Ethernet0/0

tunnel mode ipsec ipvi4

tunnel protection ipsec profile vi
!

FAGM &JSEM & OHF 2 PGS 21213, FEEMO CLI Tk~ R AN LET,

ping 206.165.200.230 source 206.165.200.226
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Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 206.165.200.230, timeout is 2 seconds:

Packet sent with a source address of 206.165.200.226

$IKEV2-5-0OSAL_INITIATE TUNNEL: Received request to establish an IPsec tunnel; local

traffic selector = Address Range: 206.165.200.226-206.165.200.226 Protocol: 1 Port Range:
0-65535; remote traffic selector = Address Range: 206.165.200.230-206.165.200.230

Protocol: 1 Port Range: 0-65535

%IKEV2—5—SA_UP: SA UP

Success rate is 80 percent (4/5), round-trip min/avg/max = 8/11/12 ms

KD show =~ N% Basy VPN h—NZANT5 L By v a VOFFMBRRRINET,

show crypto session
Crypto session current status
Interface: Virtual-Access?2
Session status: UP-ACTIVE
Peer: 206.165.200.227 port 500
IKEv2 SA: local 206.165.200.235/500 remote 206.165.200.227/500 Active
IPSEC FLOW: permit ip 206.165.200.229/255.255.255.224 206.165.200.233/255.255.255.224
Active SAs: 2, origin: crypto map
show crypto ikev2 sa detail

Tunnel-id Local Remote fvrf/ivrf Status
1 206.165.200.235/500 206.165.200.227/500 (none) / (none) READY
Encr: AES-CBC, Keysize: 128, Hash: SHA96, DH Grp: 14, Auth sign: PSK, Auth verify:
PSK

Life/Active Time: 86400/8 sec

CE id: 1001, Session-id: 1

Status Description: Negotiation done

Local spi: 305F610F57428834 Remote spi: D9D183B5689AEDCD
Local id: 206.165.200.235

Remote id: 206.165.200.227

Local req msg id: O Remote req msg id: 2
Local next msg id: O Remote next msg id: 2
Local reqg queued: O Remote reqg queued: 2
Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry O

NAT-T is not detected
show crypto route
VPN Routing Table: Shows RRI and VTI created routes
Codes: RRI - Reverse-Route, VTI- Virtual Tunnel Interface

S - Static Map ACLs
Routes created in table GLOBAL DEFAULT
206.165.200.233/255.255.255.224 [1/0] via 206.165.200.227 tag 0
on Virtual-Access2 RRI

Bl : sV-TIR—X IKEv2 E7 Z#{& A L 1= IPSec DE&E

WOBENL, sVTTIKEV2 35 & sVTIIKEV2 JREH & iz Faida F—iGE X & AT 2
IPsec DFXEHEERLET, BEAMOREFTRO LB TT,

crypto ikev2 proposal prop-1
encryption aes-cbc-128
integrity shal

group 14

!

crypto ikev2 policy pol-1
match fvrf any
proposal prop-1
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|
crypto ikev2 keyring v2-krl
peer abc
address 209.165.200.225
pre-shared-key abc
|
|
!
crypto ikev2 profile prof
match fvrf any
match identity remote address 209.165.200.231 255.255.255.224
authentication local pre-share
authentication remote pre-share
keyring v2-krl
|
!
crypto ipsec transform-set trans esp-aes-cbc-128 esp-sha-hmac
|
crypto ipsec profile ipsecprof
set transform-set trans
set ikev2-profile prof
|
interface LoopbackO
ip address 209.165.200.226 255.255.255.224
|
interface TunnelO
ip address 10.0.0.1 255.255.255.0
tunnel source 209.165.200.231
tunnel mode ipsec ipvi4
tunnel destination 209.165.200.225
tunnel protection ipsec profile ipsecprof
|
interface Ethernet0/0
ip address 209.165.200.231 255.255.255.224
|

ip route 209.165.200.229 255.255.255.224 TunnelO
!

INBERIOBREIZIRD LB TT,

crypto ikev2 proposal prop-1
encryption aes-cbc-128
integrity shal

group 14

!

crypto ikev2 policy pol-1
match fvrf any

proposal prop-1

!

crypto ikev2 keyring v2-krl
peer abc
address 209.165.200.231
pre-shared-key abc
!
!
!
crypto ikev2 profile prof
match fvrf any
match identity remote address 209.165.200.231 255.255.255.224
authentication local pre-share
authentication remote pre-share
keyring v2-krl
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crypto ipsec transform-set trans esp-aes-cbc-128 esp-sha-hmac
|

crypto ipsec profile ipsecprof

set transform-set trans

set ikev2-profile prof

|

crypto map cmap 1 ipsec-isakmp dynamic dmap
|

interface LoopbackO

ip address 209.165.200.230 255.255.255.224
|

interface TunnelO

ip address 10.0.0.2 255.255.255.0

tunnel source 209.165.200.225

tunnel mode ipsec ipv4

tunnel destination 209.165.200.231

tunnel protection ipsec profile ipsecprof
|

interface Ethernet0/0

ip address 209.165.200.231 255.255.255.224
|

ip route 209.165.200.233 255.255.255.224 TunnelO

IKEV2 EE7 D sVTI Tl By a I sVTIA v Z—T = A ADRFRe & ZI2EITBRBENE
T, 2FED, By avOBEOEDIIXYy NT—T T T7 4 o 7 IIMEHY £ A, FBIEH
CINEREDED NT T 4 v T BHERT DI, BEMOCLITKRDa~y RE AN LET,

ping 209.165.200.230 source 209.165.200.226

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 209.165.200.230, timeout is 2 seconds:

Packet sent with a source address of 209.165.200.226

$IKEV2-5-OSAL_INITIATE TUNNEL: Received request to establish an IPsec tunnel; local

traffic selector = Address Range: 209.165.200.226-209.165.200.226 Protocol: 1 Port Range:
0-65535; remote traffic selector = Address Range: 209.165.200.230-209.165.200.23 Protocol:
1 Port Range: 0-65535

%IKEV2—5—SA7UP: SA UP

Success rate is 80 percent (4/5), round-trip min/avg/max = 8/11/12 ms

KD show 2= REFREMO CLICANTE L, By va OB REINET,

show crypto session
Crypto session current status
Interface: Ethernet0/0
Session status: UP-ACTIVE
Peer: 209.165.200.225 port 500
IKEv2 SA: local 209.165.200.231/500 remote 209.165.200.225/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
show crypto ikev2 sa detailed

Tunnel-id Local Remote fvrf/ivrf Status
1 209.165.200.231/500 209.165.200.225/500 (none) / (none) READY
Encr: AES-CBC, Keysize: 128, Hash: SHA96, DH Grp: 14, Auth sign: PSK, Auth verify:
PSK

Life/Active Time: 86400/21 sec

CE id: 1002, Session-id: 2

Status Description: Negotiation done

Local spi: 687752902752A6FD Remote spi: C9DCCFC65493D14F
Local id: smap-initiator

Remote id: dmap-responder

Local req msg id: 2 Remote req msg id: O

Local next msg id: 2 Remote next msg id: 0
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Local req queued: 2 Remote req queued: O
Local window: 5 Remote window: 5
DPD configured for 0 seconds, retry O

NAT-T is not detected

{5l : DMVPN v k77— T® IKEv2 DERE

DMVPN (. IKEvl & IKEv2 O TRE—® k> 3 A%# CLI i L¥ 3, DMVPN k> ®/L
ICHAEN S IPSec 712 7 7 A T, IKEV2 70 7 7 A VDOHZEBRLUET, DMVPN N7 D
RETKDLEBY T,

crypto ikev2 keyring cisco-ikev2-keyring

peer dmvpn-node

description symmetric pre-shared key for the hub/spoke
address 0.0.0.0 0.0.0.0

pre-shared-key ciscol23
crypto ikev2 profile cisco-ikev2-profile

keyring cisco-ikev2-keyring

authentication pre-shared

match local address 0.0.0.0
crypto ipsec profile cisco-ipsec-ikev2

set transform-set cisco-ts

set ikev2-profile cisco-ikev2-profile

! interface Tunnel O

description This is the Legacy IKEvl facing tunnel on the hub
ip address 1.1.1.99 255.255.255.0

no ip redirects

ip nhrp map multicast dynamic

ip nhrp network-id 99

ip nhrp redirect

no ip split-horizon eigrp 1

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel protection ipsec profile cisco-ipsec

!
interface Tunnell

description This would be the new IKEv2 facing tunnel on the hub
ip address 2.2.2.99 255.255.255.0

no ip redirects

ip nhrp map multicast dynamic

ip nhrp network-id 100

no ip split-horizon eigrp 1

tunnel source Ethernet0/1

tunnel mode gre multipoint

tunnel protection ipsec profile cisco-ipsec-ikev2

IKEV2 O EITRD EBY T,

crypto ikev2 profile cisco-ikev2-profile
keyring cisco-ikev2-keyring
authentication pre-shared

match local address 0.0.0.0

crypto ipsec profile cisco-ipsec-ikev2
set transform-set cisco-ts

set ikev2-profile cisco-ikev2-profile
interface Tunnell

ip address 2.2.2.11 255.255.255.0

no ip redirects

ip nhrp map 2.2.2.99 22.22.22.99
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ip nhrp map multicast 22.22.22.99

ip nhrp network-id 100 ? Keep this same for all IKEv2 spokes for clarity
ip nhrp nhs 2.2.2.99 ? This points to the hub’s IKEv2 facing interface
tunnel source Ethernet0/1

tunnel mode gre multipoint

tunnel protection ipsec profile cisco-ipsec-ikev2
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