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1) \—2R SSH#EEE |

B = ssuingosinsn

') 73— X SSH #i sk D HIFIFIR

¢« UNR—ZXSSH DREEFEEEZ L V=N T 7B ATRET DA, A1F—T— 1. userid
:{number} {ip-address} 7V I %, BLOBIHMBRHMHETT,

') 73— SSH #i3RICRE I 517 ¥R

1) 73— X Telnet

1) 7N\— X SSH

Y R3—Z telnet ZHEHT 25 &, FrED AR — NEFHIZ telnet 23T L72 0 | Sk F 72 1Tl Bh AR
WA 2 ENTEET, U A=A telnetl, DT R F /84 ZAD Y — )L ~DuK[A]
MEBENB LIV A3 T3 2L OFRGICESHBH SN TOWE LTz, telnet ZfiHT 5 &,
FREDERR DX — I F v — R telnet T5 2 &2 K- T, EOLFFTNL THHIZT /A
2 ayY—)VICEETEET, ZDtelhet 7 72 —F|L, T/ Z~DTXTDOFRy hT—7
BRI SN TV AELATH, TOT A AOREIHEHTEET, £/, U /3—X telnet
I, VAT TS RCERSNTZET L EXATYAT Y MIERATH L TEET (B
i, B—H U= TR R FIHEALET)

Y /3—Z telnet (3 SSH Z i L THEITEET, U/ N—R telnet LiE-> T, SSHITEF 277
Bt UES, U 3— R SSH L3EMEREIX. SSH DX EARSHIZ L E T, Z OMEEZ
T AL, SSHZH T DK £ 72 IMBEHR = & 12hlx DR ZRET HLERRL /2D F
T, LIFTO Y NR—R SSHREHFIETIZ, 727 BATE LR — MO 100 IZHIBE TV E
L7z, U/8—R SSH PLIRFERE Tl A— M OIITHIRA H Y £ A, U /3—R SSH &% E DR
BRFEREICOWTIE, VA= SSHILROREHIE 4 =) 2R TIIEEN,

') 73— SSH #isR DX TE 773k

A= T EREAD) /N\—X SSH DEETE

FIRDHE

SSH Y —"NEFETYUNR—ZASSH Y —)L 77 EREZRETHITIE. ROFIEEZETLET,

enable
configure terminal
line [ine-number ending-line-number

pPwDb=

no exec
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avy—L 7o exA0Y -2 ssHoBz [

5. login authentication listname
6. transport input ssh
7. exit
8. exit
9. ssh-l userid : {number} {ip-address}
FIEDEFHM
ARV REEEFET7IV3 Y B
AT w71 |enable FiHE EXEC E— R& A X2 —7 /LI LET,
1 - e NRAT— REANLET (EEREINELE) .
Device> enable
A 72 | configure terminal Ja—N)L a7 4 X2l — gy F— REG
15“ : Liﬁ—o
Device# configure terminal
R 73 |line line-number ending-line-number REAORBRZEELC, B 7 X 2 Lb—
i - var E—FRIZADET,
Device# line 1 3
AT 7 4|no exec [l > EXEC LB 2 502 L% §,
1 -
Device (config-line) # no exec
Z T 7 5 |login authentication listname HEOT S A VRIEAN =R LB ERLET,
fi G R —Y4 &R T — R&EHT
HVENDHY FT,
Device (config-line) # login authentication default]
AT 76 | transport input ssh F A AR EDRER~DOEEIZHEH X5 71 b
15“ : :’/I/%E%Li—a«o
. o . * U/3—Z SSH fLIRIERED S0 1E, ssh F— U —
Device (config-line)# transport input ssh ]\%{ﬁﬁﬁﬁé%\gﬁ)% V) 32,9;*0
AT 77| exit G ar7 4 Xal—aryE—RERTLE
{5 EE
Device (config-line)# exit
AT v 78 | exit Ja—)ar74Xalb— gy B— REKT
15“ : L/i—g—o
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B =.75c¢xR0 U~z ssHozE

1J\—2 ssHiaE |

ARV RFERETIVa Y

B8

Device (config)# exit

AT v 79 |ssh-l userid : {number} {ip-address}

1

Device# ssh -1 lab:1 router.example.com

SSHY—RZFITLTWNWAHUE—h Xy hT—F
TTFNRA A Za T Ao ThEEIEREND 22—
ID #HELET,

o userid : = —Y 1D,

o: B FEELMKIP T B LA userid 5%
(ke ZEERLET,

* number : SR E 5 F I B EIRRE 5,

s ip-address : % — X7/ —"DIP T FL A,

GE) Y —Z SSH ORFFEEZET L T 7k

%

;K}ﬁ umzﬁéﬂ‘%)
.rotary{number} {ip-address} 7V X ¥,
BLOGIEP VAT,

BX. userid |

ETL TV EAEAD) N—X SSH DEETE

YR—ZSSHA#ET L T 7 ARITHRET DL, 1
LET,

2k D [FNEOMEE ) CTrdFIEE FAT

ZOFETIE, VAR=ASSHNBZAYLT U MaBIEHASNEET A ETRESNET,
BAYXYNLT TR BT LONTNICEETHIZIE. TOAT v 7 10IR-T LI, EED

SSHZ A4 7 ML TSSHE vy a U &BtaL,

RERET LZENELET,

FIEDHE

enable

configure terminal
line [line-number ending-line-number
no exec

login authentication /istname

rotary group

transport input ssh

exit

©ENSO RN A

exit
ssh -1 userid :rotary {number} {ip-address}

-
°©
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| v/3—= ssH kiR

7L 75 £2A0Y -2 ssHoBz [

FE D
aAv U RFEREEFET7TIVaY B

ATw 71 |enable ¥iME EXEC E— R& A R—7 ML ET,
i « RAT—REANLET ERSNEHS)
Device> enable

RXF w72 |configure terminal Ja—\)L a7 4 X2 b—3ay e— ARG
1 LET.
Device# configure terminal

RXFw 3 |line line-number ending-line-number HTEAORBAEEELT, Mz 7 X2 L—
Bl vy E—FICAD £7,
Device# line 1 200

ATwv 74 |noexec Al o> EXEC ALHL A2 502 U7,
1 -
Device (config-line)# no exec

X w75 |login authentication listname FElfpou 7 A LB A D= AL EERZLET,
£l GE AR —F4H LR T — REEH

THVERDY 7,

Device (config-line) # login authentication default]

ATwT6 |rotary group 1 DLL EOSABEGR R E 7215 1 D OB AR — KE]
Bl - MNSR 2B N—T R ERLET,
Device (config-line) # rotary 1

ATFvT1T transport input ssh F A ZADEFEDEIFEA~OEGICER IS 7 e
{;l] : jll/%ﬁg% Liﬁ—o

o U X— R SSHYLIRMERE DA X, ssh ¥ — T —

Device (config-line)# transport input ssh ]\%{ﬁﬁﬁ‘é”é%%ﬁxéb Y ijﬂo

27wy S8 |exit T4y ar74¥al—var EF—RETLE
11 EE
Device (config-line)# exit

ATyT9 | exit Jua—s L ar7 4 Xal—yar = RKeKT
15'] . L/\gzﬁ—o
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B /57 rtcoun—zSSHO RS TN a—F 408

1) \—2R SSH#EEE |

ARV FFEREETIVa Yy

S

Device (config) # exit

AT v 710 |[ssh-l userid :rotary {number} {ip-address}
i -

Device# ssh -1 lab:rotaryl router.example.com

SSH h—RZFEITLTWAHIE—F Fxv hU—F
YITTNRL AR T T hHEEIFERHISNND 22—
FIDEFRELET,

o userid : = —Y ID,

o i IRN— FEBEEIRIP T R L AD userid 314X
ki< 2 ERLET,
o number : WRE 5 F I I3 BLRIERE 5,

s ip-address : X — T/ —RDOIPT KL A,

(¥  UAN—ASSHOREFELET LT 7%
ZNCERET D5 E1E. userid 51
. :rotary{number} {ip-address} 7 U
Z . BROGHEBRVATT,

D9SA4ATF7 2 METOYN—RSSHD +S TV a—TFT4 2T

2547 (UB—FFNALR) ETYN—ZSSH B EDORIEZRET 5121, ROFIE

EIITLET,
FIEDHE

1. enable

2. debug ip ssh client
=3 k2 i

ARV RFERETIVa Y

=)

X w 71 |enable
1

Device> enable

Ki#E EXEC £— R& A x—7 /M LET,
. /\O}( ]75_‘ F%]\jj szT (g;}i‘éﬂf:%/f}) o

R 7 2 | debug ip ssh client
fl

Device# debug ip ssh client

SSHZ FAT7 v MIBTAT R XL 7 A vt—
TFRRLET,
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H—RETOYR—ZSSHDO FS5TLe1—F125 [

H—NETOYN—ZXSSHD FrSTILoa—TF4 24

H—3J /b =R ETYN—R SSH

RIEDORMEZ MRS 2121%, ROFNAZFTLET, 4%

ATy I, HWIHSL L TWA 7280, EEDIEF CTRETE £,

FIEDHE
1. enable
2. debug ip ssh
3. show ssh
4. show line
FIEDEFH
AV RFERIEITFTII Y B8
A7 71 |enable ¥HE EXEC E— K& A X —7 M LET,
1 - e NRAT— REANLET FERINEHE) .
Device> enable
AT 72 |debugip ssh SSHY—NZEHT AT Ny XU 7 A v —U %R R
15“ . ]\/ i ‘g_o
Device# debug ip ssh
AT 73 |show ssh SSH #r— D AT — X 252 TR LET,
1
Device# show ssh
AT 7 4 show line WOREIRR DR T A —H ZFoR L £ T,
1

Device# show line

') ;1N\— X SSH YLk D

J)IN—XSSHa VY —IL 7O ZXDH

WOREFNT, V/R—ASSHBZWERRERR 1 ~3Dar Y — L T 78 2R ESNL TS

LARRLTWVET,
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1J\—2 ssHiaE |
B v i—=zsshEFn7owz00

—IFILH—/I\DEFE

line 1 3
no exec
login authentication default
transport input ssh

DS5A4T7 Y MRE
SSHZ 947> b ECREESNTZROa~ 2 ik, 2R, FB#EL 2, BLO3 DU R—
ZASSHE vy a &2k LEDT,

ssh -1 lab:1 router.example.com
ssh -1 lab:2 router.example.com
ssh -1 lab:3 router.example.com

JIN—RASSHET L 7O 2ADH

WOREFITIZ, XAV LT 7 REFED 1 ~200 NEF L T V7 EZAHOR—%21Y — F)L—F
LI N—73 1 &N TWET,

line 1 200

no exec

login authentication default

rotary 1

transport input ssh

exit
DA~ RiE, VN=RASSHRr—F V — J A —TDRYIOZEERFICHERSND Z L%
FRLET,

ssh -1 lab:rotaryl router.example.com

TOMDSEEH
AN

BAEIE H I=aTILAA R
CiscolOS =~ K [Cisco I0S Master Commands List, All Releases.]

X2 T V2 VOBRE| [EXaT7 vt ar 7 4X2l—Y g A K]

%= UF 4 =<2 K| [CiscoIOS Security Command Reference.]
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| v/3—= ssH kiR
vzanss=nrgt—t [

SRADTI=ZhILYR—F

£ EA Yy

HOURLIZT 7 A LT, >A2adF 7 =7 |http://www.cisco.com/cisco/web/support/index.html
VR — M ERKBIIERA LTSN, 2
NoOUY—RF, Y7 NI =2THA A F—
NMLUTCHRELED, YA T 7 /v
DB D BRI A R L2 0 $ 5 72
IR LT ZE, 2D Web ¥ kLD
V=T 7 AT HERIL, Cisco.com D a7
A IDBLOSRT — RRMKETT,

BEEEH

BAEIE H I=aTILEA R
CiscoIOS =~ K [Cisco IOS Master Commands List, All Releases.]

X2 T V2 VOBRE| a7 vt ar 7 4X2l— a2 A K]

¥ =2 U7 4 2> K| [Cisco I0OS Security Command Referencel|

e i3
*7!_:'

e S84+
1%

COBERENY R — P T 28 LWBUE L7 I3EE SN ITH Y A, |-

MB MIBD! VY

I |ERLETT Yy b 74+ —A, CiscoY 7 bU=7 VU—A, BIOT74—F v &y +D
L [MIBZHBBELTHE T ru— RT55EE. O URL IZH 5 Cisco MIB Locator i fj L
7,

http://www.cisco.com/go/mibs
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1) \—2R SSH#EEE |

B rec
RFC
RFC| 524
L
|-
L

DRADTYI ZHI YiR—

aiBA 9

EHEDOURLIZT Z7EA LT, YA2ads 7 =7 |http://www.cisco.com/cisco/web/support/index.html
PR — R ERRRIIER LT EEn, &
NoDY Y =A%, VI T =T A A M—
NMLUTHELLY, Y2AapflieT 7 /1

—IZBAT L AR A SRR L2V + 5 7
OIHEH L TESY, ZDOWeb ¥ A k=D
YV —UZT 7B AT HERIL, Cisco.com DB 2
A IDBLUVSAT — RRLETT,

') 73— R SSH LRk D HEREIEER

WDORIZ, ZOFY 22— LT LI-MEEICET 2 ) V—2 AR LET, ZoRIF, V7
F7=27 VDU —RX ML A U TEEEOYR—INPEAINTZLEEOY T =T U U —X72
FERRLTWET, ZOMEEIT, BTk BNRWRY , ZALUEO—#HDOY 7 k=7 U Y —
ATHYHR—FINET,

TT Y R — DY R = FBLOVRT YT hU =T A A—=VOHAR— MIETLHEHREY
FREE3 % 1Z1E, Cisco Feature Navigator Zffi | L £ 9, Cisco Feature Navigator (27 27 & 2§ 5T
X, www.cisco.com/go/ctn IZE) L £9°, Ciscocom DT AT MILEDHYD FHA,

& 1:1) /38— SSHYRRDHEREER

HEESR 1)) — | BEEEIEER

Z
J )3— 2 SSH 4k X a7 vl (SSH) ONRA—T a1 L2105 L THR—F X
g T 5 U 3— SSH HEFEREREIZ. SSH A% LT v

57V R F 72BN R Z L 2B 2 DR E R ET D MLENR
WEISICYN—RXSSH 2R ETHRBFELRMMELET, 20
KRB, n—H ) — 0 —7DHIBHPER L 97,

WD <y RPEAINE LT : ssh
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.3

i

X7 aE—

X =7 av’— (SCP) #EEIL, W—HFREFIIN—HF A A=V TNV Ea—T5%
X o7 CRIAFSN-FEARELET, SCPIX., BEF =T =L (SSH) . 7 U r—3 3
¥, BE O Berkeleyr YV — /Db F 27T 2RBFFERELRUET D70 Fa W KEFELET,

e bFaT I —OFHESYE (13 %—)
cbEX 2T a—ONRT F—v A EIZETOHIRFEE (13 2—)
* Secure Copy (2B 2 1FH (14 ~—2)
« SCP D% EHE (14 ~—2)
e F T a—DEREH (16 2—)
« ZOMDOBEEE (17 X—)
X 2T at—oREFER (18 X—)
s HEESE (19 =)

X217 JE—DFHIREH

* SCP # BT DHENC, /V—4 ETSSH, Rk, BIUORAZELLRETHILENRNDHY
F9,

*SCP L SSH #fEH L TEF 2 7T REREEFEITT H7D, L—FIZIZRSA F—DXT B
ETT,

X2 FaAE—DINTA—T U RAALIZCEAT A45IEEIE

s U4 v R B A AOEEME, EIZ SCPEEIZK L TORMEHT HHLENH D 77,

e TT Y NTA—LDEATIZE TR, T r RU YA ABEROEAEIT CPU RN
ELRBZENRDH Y FT,

A2 T, TTHNL D A RAD 4[EFTHWOT LN TExET,
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. Secure Copy 2R3 %15k

Secure Copy IZB83 %15k

SCP MD##RE

SCP [Z—1#® Berkeley O r-tools [ZEEDWTEREF SN TV D2, ZDOEEANEAIL, SCP 2% SSH
DX 2T 21ZxHE L TWDREZFRITIX, Remote Copy Protocol (RCP) EHA{LLL TWET,
Mz T, SCP X, ==V NELVHERL L EFR>TNDHZ L a2 L—% ETHEITES XD
2, RFE, FRL TATCT 47 (AAA) R ERETDLERSH D £7,

SCP =42 &, #UIRFFA 24572 —HiX, copy 2~ KEHEMH L T, CiscolOSXE 7 7
AN VAT A (IFS) WICHHETHERDO 7 7 A NENL—X LRV T2 LR TEET,
R ENT-EREIZT— I AT —2a b ZOMELFITT AL TEET,

SCP MERTE 7%

SCP DERTE

FIRDOHE

FIRD

Cisco V—H #H M LT, SCP — MABSEEAICERET HI121E, ROFNEEFEITLET,

1. enable

2. configure terminal

3. aaa new-model

4. aaa authentication login {default | list-name} methodl[method?2... |

5. aaa authorization {network | exec | commands /evel | reverse-access | configuration} {default |
list-name} [methodl [method?2... ]|

6. username name [privilege level]{ password encryption-type encrypted-password}

7. ip scp server enable

AR EFEERETI V3 Y =)

AT w 71 |enable

1

Router> enable

it EXEC E— F& A 2—7 /W2 LET,
e RRAT—=RKEZADLET (ERENEHR) .

A Fw 7 2 | configure terminal ra—)L a7 4 ¥l — gy F— Na Bt

1 -

Router# configure terminal

L/\gz‘g—(]
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sce o |

ARV RFERETI Va3 B#)
27w 7 3| aaa new-model 07 A D AAA FRAEATE LE T,
fi
Router (config)# aaa new-model
X 74 |aaa authentication login {default | list-name} AAAT 7Ry hua—)L VAT LAEA R—T I

methodl[method?... ]
il -

Router (config)# aaa authentication login default]
group tacacs+

IZLET,

ATy Th

aaa authorization {network | exec | commands /evel |
reverse-access | configuration} {default | list-name}
[methodl [method?... ]

1

Router (config)# aaa authorization exec default
group tacacs+

I hT = ~Da2—Y T 7 XEHIRT 587
A—HERELET,

(GE)  Theexec ¥—U— NI, BB EFEITLT
I—HNEXEC Y = /VOETEZ A INT
WENESIDEHILES, LN T,
SCPEFHETDHEEICZDOF—U— N&A{f
HAT20ERIHD 77,

ATvT6

username name [privilege level]{ password
encryption-type encrypted-password}

1

Router (config)# username superuser privilege 2
password 0 superpassword

DY N AL LT RE Y AT M L E
D

(G¥) TACACS+<°PRADIUS 2 EFDxy U —7
NR—=ZADFFEA D= A LDRREEINTND

BEE., ZoFEEEAK T ET,

ATy T1

ip scp server enable

1

Router (config)# ip scp server enable

SCP ¥ — HBEREZ AT L £

SCP DR

FIEDOHE

SCP ¥— MABKERE 2 fEsB 4~ 121, IROFNEZFAT L £

1. enable
2. show running-config
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F IR D

t¥a7ae— |

ARV RFEEETIVa Y

=)

AT w 71 |enable
fl

Router> enable

Ri#E EXEC £ — R& A x—7 /LT LET,
e NRATU—KREANLET (TEREINEHE)

R+ 7 2 | show running-config

1

Router# show running-config

SCP H— MAlBkRE 2 fERE L £ 77,

SCPHO ST a—TF4 Y

FIEDHE

1. enable
2. debugip scp

F IR D 48

ARV KRFERERETY VY

=)

AT w 71 |enable
fi

Router> enable

it EXEC E— F& A 2 —7 /W2 LET,
e NRXAU—FREANLET (FEREINEHE)

X Ty 72 |debugip scp
B

Router# debug ip scp

SCP FGERIE & ik L E 7,

X277 aE—DEREH

O—AJLEEREZ{E A L 1= SCP H—/\ I DERTE I

ROFNE, SCPOY— MUBSREDRRE T EZ R L TWET, ZOBITIE, m—hIERS N

Tra—WG e X2 T — REFEHLET,

! AAA authentication and authorization must be configured properly for SCP to work.

aaa new-model

aaa authentication login default local
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Ry kT—y A—RBiEEEA LT sep y—piozEs [

aaa authorization exec default local

username tiger privilege 15 password 0 lab

! SSH must be configured and functioning properly.
ip ssh time-out 120

ip ssh authentication-retries 3

ip scp server enable

2y b= R—REBFEZERA L 1= SCP ¥ — /B DR EH

WOBENL, Fy FT—7 R_R—ZDWAEA B = A L&A L7 SCP O —  MAKERE D% E 71k
ZRLTWET,

! AAA authentication and authorization must be configured properly for SCP to work.
aaa new-model

aaa authentication login default group tacacs+

aaa authorization exec default group tacacs+

! SSH must be configured and functioning properly.

ip ssh time-out 120

ip ssh authentication-retries 3

ip scp server enable

ZTDMDSEERH

BREE M
BAEIE H I=aTILEAA KL
CiscoI0OS =~ K [Cisco IOS Master Commands List, All Releases.]

X2 VT avr N a<wy MEXORE | [Cisco 10S Security Command Referencell
M, 2~y RE—F, avy NgE 7
7 ANV IRE, EHLEOHA FTA 2 B

KO

X7 b X7 v BLOREFaT v N—U g
V2 Y AR— FEREDHEEET Y =2 — L,

mumﬂhkmbfqo)ggiﬁ wunEnXKE\ wu_TE%iE\ jaJ:(ﬁ77j7§7;/fF/f>/ff§Q
EOMREE Y =2 — /L,

124

Z |24k

£ |1

|-

L
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X217 aE— I
B tr27 ac—omens

MIB MIB®D ') > Y

BRIy b7 r—A, Cisco 7 hu=zT7 V=R, BLORTZ7 4 —F vy +D
L |MIB%ZBBELTH Y a— RKT5841EL, KO URL IZH % Cisco MIB Locator % fifi f L
iﬂ‘o

http://www.cisco.com/go/mibs

RFC

RFC 24k
v

Z ORI L D R — N ENTZHH RFC £/ WET RFCIEH Y VA, F122D |-
HEREIC L ABEE RFC OV R — MIEEIIH Y 5 A,

T AL YR—F

B o

EHDOURLIZT 7 A LT, YA2adF 7 =7 |http://www.cisco.com/cisco/web/support/index.html
Y R— P ERRBIEA LT ZEN, 2
NHDYY—2F, VI Iz T A A —
NUTRELLY, Y AaDRGBRT 7 /1
I D EANIRE A SRR L2V T 5 7
DIHEH LT ZEW, 2D Web A~ Eod
YV —VZT 7 AT HERIL, Cisco.com D | 7
A IDBLUSRAT — RRLETT,

X217 aE—DH#EEER

WROFNZ, ZOFY 22— /LTt LIEHEEICET 2 ) U — A F@ME R LEd, ZoRIiT. V7
Fo=7 UU—A FLA U THEBEREOYR— R EASRILEDY 7 =T VY =R
FERLTWET, ZOHRRIL. Rk B0RY , ZhUEO—EDY 7 vy =7 VY —
ATHYR—FSnET,

TT Y R4 — DY R = FBLOVRT YT MU =T A A—=VOHR— MIBETLHE®REY
R HIZiX, Cisco Feature Navigator #{# f] L £, Cisco Feature Navigator |27 7 £ 2§ %2
L. www.cisco.com/go/ctn [ZFE) L £ 4, Cisco.com D7 A7 2 MIMEDH Y £H A,
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| t%a72€E-

#x W

R2:£FX 217 AF—DHEEER

HRES =2 HRED R E 1B

¥ a7 = |CiscolOSXE | %27 at'— (SCP) HEIE, /— X REE I ITL—4 A
£ Release 2l 1 A—U Ty AN aC—FBE X 27 CRIES NI TIEER
ffiLE9d, SCPIE, EF¥ a7 =/ (SSH) . 77U r— 3
V. BXOBerkeleyr Y — /Ot X o 7 7RG FE AT 5
7'm b VKFELET,

Z OEREIL. Cisco IOS XE Release2.1 T. Cisco ASR 1000 3
VX7 7Y F— g —ER—FIZEASNE LT,

WO A~ RPEANETITEELINE LT : debugip sep. ip
scp server enable,

AAA R, B BEXOT AT 4 X2 T 4 = AD T L — LT — T THY
a—VoH TR GEE) VE—FT72kBRA arhu— GFE) | e EE, BLO
VAR— MIERAT X207 0 b—FRONELXE THhorT4007) OFXKEED
TWEJ,

rep : VE—habt—tXa U7 0&2YE—F /b (Berkeleyr V—/L AA — k) I[TIKIEL
TWhrepld, W—F A A—TVRAF— T v a7 4Xal—valREODTr A V%
N—Z LR LET,

SCP : ¥ =7 abt—t %=V T 4% SSHIZHAFL T 5 SCP H7R— KL, Cisco I0S XE
T7AN VAT IO HPEHEDODOEX o7 TRiES - a ' —%2 gRIZ L ¥ 9, SCP I
rep P HIRELTZH DT,

SSH : t% =7 v = /LBerkeleyr ¥V — /DX a7 RBEFEEEMET LT SV r—ra b
7 hal, Fo b aVIEEORE S A D= AL EFEH LTy v a VOREEHERLET,
7 7Y r—3 3 1% Berkeley @ rexec 8 LK N rsh ¥V —/L L REEICHEHATE £9, SSHAN—V =
> 113 CiscolOSXE Y 7 b = TIZFEEINTNET,
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4.
=% =R

X7 oz INN—2 302K —

THaT Vb N=Ta 2R MERRT, EX a7 =k (SSH) N—Va v 2 BRE
TXFET (SSHA—V g 1HR—F I, Ui Az V7 o7 JU—REEINT
WELTE) . SSHIE, (EAIEOHL b7 2 AR — MAO LITHET S, 7R AEHE & I
BACKERE A R0 L £ T, SSHCIL, (FHITE 2% Y L UER SN TOSDIETCPOHRTT,
SSHT, Xy NU—7 LOMOD 2L Ea—XZZBZT 7 BA LY, a~vy REZRIZFAT
TEF9J, SSH ¢ & it Ens2 %7 a— 7 b= (SCP) HRET, 77 A L %
AR TEET,

« BERETF I OMER (21 =—)

sEFaT Vb A=Y v 2R PONREME (22 8—Y)

e X2 T T R—V a2 R — FOFREIE (22 L—)
'ﬁ#JYiwwvﬂ—Vayzﬁf—%’%#é%ﬁ (23 =)

et X T v N—T g2 HR— BESHIE (26 X—)
e FaT v N—T g2 PR— I E&Tffﬂ (41 =—2)

PR 2T VA=Y 2 YR P OBIEH (46— )
PEF AT Va b S—Va v 2 VAR P ORERR @7 =)

L | =
PEETREER D FERE
CHROY 7 2T VU —RATiE, ZOEFEYa— A THIENDET X TOBRENR Y R— K &
TS EIFRY £H A, ORI L OEEIZOWTIL,  [Bug Search Tool) 35X
CHHOT T b7 A —LBLOYY T 2T VI —ZADY J—R )= EBRLTLLES
VW ZOFY 2 — /LTl SN AMREICET 2 1EH. BIOSHEREN T AR—FEnb U U —2X
D—RIZHOWTIE, WREFHRORESRL T ZE W,

TTy b7 A= LD R PRI RAT VT b 2T A A=V OV AR— MIET LW E
i39I, Cisco Feature Navigator Z ] L £, Cisco Feature Navigator |27 27 & 2§ %2
X, www.cisco.com/go/cin IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y FH A,
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tXa7 v N=vavagR—t |
B cx27 vz n—vavagk—romrgs

X7 DN —U3 029 R— FOFHREH

* SSHZFRET HANT, ZTHHADT S, RNTHBEIRA A=V B — RS TWD Z & 2R
LEJ, SSH ¥— N2idk, ZHEHADY U —AIZ)& U7z k9 (Triple Data Encryption Standard
[3DES]) Y7 bU =7 A4 A=V NNETT,

eSSH N—V a3 2%V R—Fr4TBHSSHYET—h T, 2EFHTHZSLERZHY £, F
7oy VAT TNA RERTHLERH Y 97,

¢ SCPIE. FWEF, 2BV, BEOT U LT 42 (AAA) IZX>TIELHERELET, 20
72, SSH #—/3C Secure Copy Protocol AN/ D X IIZT /NA A TAAA R ET D
VBN F4,

\}

GE) SSHAR—=Va 2% —NRESSHA—=Ya 27747 M, ZHEHAOY U =250 Ty
2a Y7 b7 TCHR—FENFET (SSHZ 74T MISSHAA—V a1 7 e hant
SSHNN—Y g 27va harlombFxEITLET, SSHZ 74 7 > M, THEHDY U —2(Z
MU T8 BLUKY A A=V DS THR—FENET) ,

VI RT 2T A RXA=VOF 7 ra— NZETDERICONTIEL, [ Cisco 10S Configuration
Fundamentals 27 4 X2 b — a3y A4 K] 28 LT 7ZE0,

X277 D N—23 029 R— FOHEKEE

e EXx 27 =z (SSH) $—/3% SSH 7 74 7 > hE, Triple Data Encryption Standard
(BDES) Y7 bU =7 A A=V THR—FENET,

e R—bENDT TV r— g 0%, FT b, remote 2~ RDOFELT, Secure Copy
Protocol (SCP) DA T,

* Rivest, Shamir, 3 X" Adleman (RSA) %—4%i% SSH Vr— IO FEAHT9, SSH 7 7
AT bELTEET DT /31 AL, RSA F—%ERT20ERH D XA,

*RSA ¥ — X7 DY A XL, 768 By "UAETHDHMENRH Y F3,
s ROMEREIZV R— FENTWEHE A,

cR—bhTHT—T 4T,
» Compression

. Cisco I10S XE Gibraltar 16.10x ¥ 17 >zl a> 7«4 XalL—>a Yy A K



| £xa7vzun—sav2gdi—+t

w27 v A—Sav2gk— kT oEE

X7 b NN—=Dar2YR— MIET H1ER

SSH/N\— 322

X7 v N—=T a3 2R — MERET, SSH N—T 3 V2 ARETE ET,

SSH /N— 3 V2 Y — RO EIX, SSH A= = 1 OFKE & [AEETT, ip ssh version =7~
Rix, ETHSSH A=Y a v a2ERELET, Z0a~vr RERELRWES, 7741 K
TSSHITAE#ET— RTEITENET, X=Var 1 ER_A=Va  2WFoEGEAFIH T £
-éAO

G¥)

SSHA— v 1id, L LTERSA TRV T B haL T, REHZOZ B han (R—
Tarl) WZTNAANRT =Xy 7 LIRNWE 22T 5121, ipsshversion =2~ > K%
LTAR—=V a2 2 BETHRERHY £7,

ip ssh rsa keypair-name =~ > R&fiH 3% & | % L7- Rivest, Shamir, 33 LT Adleman
(RSA) F—ZAH] LT SSH ##t 4 RATTE £9, FTIZ. SSHITAERMFE A DRAID RSA
FZV 7 SNTHWET (DFEY | IO RSA F— T MWAR ST T SSHIEA 12—
T o TWET) . ZOEEXFELE L TV E 925, ip ssh rsa keypair-name =~ > R & ff
AL TZoOEMEEITORWEL DIZT 5 Z N TEET, ipsshrsakeypair-name 2~ > K% % —
T OLFEEE L THRET D L, SSHIE, F— XTBEET L2HEITHEIT R D, F—
RT B THERT 25 B II% NGV T, Zoavr REefHLTSSH 24 x—7
MZT D4, Cisco Y 7 b7 =7 D SSH A=Y 3 v 1 TIHMER, RA RN E RAL U 4%
REXRET D0ETH Y EH A,

GE)

oy Ay NF—XSSHAN—V a2 TCTHR—FINETN, EXFa2T7 b X—=T3 1T
Y AR— kSN EEA,

X7 O I/N—2 322 DHEEENLE

)

SSH /N—0 51 o 2 OFSRESLRIEIZIL, Virtual Routing and Forwarding (VRF) -Aware SSH., SSH 7
Ny JHERENREE, B X O Diffie-Hellman (DH) 27 /L— 743D W3R — k72 & OBNIIFEEEA <
OPEENTWET,

G¥)

VRF-Aware SSH i, AV UV —RA IS U T R—FINFE T,

Cisco SSH ZFIETIIftsk, 768 ¥y MEXHMENH A S CWE L7z, DH Z/b—7 14 (2048
By ) BEOTA—T716 (4096 € ) BEBALT 7V r—2 a U IHIGT 5720, LUK
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tXa7 v N=vavagR—t |

B cx27 05— av20RsAF— (BT BHEENE

ERF— VA RXOMEENE LY, BEDH I NV—T%2T 57 74T b &V — 3D
A B —URMP VBN > TV ET, ip ssh dh minsize 2~ RjZ, SSHH— N EDET 2
FTAYAREFRELET, ZIUIIZ, ssha~> RBYEES L, SSHZ 74 7> Millo s Z
ATV RDVRFA VAR AL HIPT RLAEEBIHEHLTC, ELWAV—TFT 4T T—7
NERRER L, Bt a2 e T HHEREIC, VRF B nE Lz,

SSHdebug =< > Fﬁiﬂ%fl:éﬂ TRy IEESVE L2, debugipssh =2~ R, 73
7 It A EMFET HIDIIRINE Le, TNy 7 Iaw R Ef#E LT 51, 0=
< FCIE. ISR E S INCBIRZR < SSHICRE T 5T R TOT /Ny 7 A yE—U0)
FIl S 4L E Lz, ZOBEMEIXKARE LTHIEL £ 9723, debugipssh =2~ R&F—TU— K%
BELTRELESGA, AvE—YEFF—U— N CHRELZFERICHIRSNET,

X7 T )L/N—2 3220 RSA X—IZR89 AHEEENLE

\}

CiscoSSH N—2 g U210, f—AR—KA ¥ T7 0T 4 7TRHFEFRAB LR T — K _XR—2D
AR E AR —FLTWET, RSAF—D SSH N— 3 U 2 LEMGEIX. 7947 L&
H— NJEF D RSA _X— 2 DARF —3REE R — F L TWET,

:L“—-]j‘wu GF : RSAX— A D1 — "j_mu FIE T I, %:L“_"j_ Eg@'ﬁ‘”— %Z/LTI/\}Z)EZ‘%%“—/{A\E‘%%“_
DORT ZBGECEALET, 2—FIIWEX—/AHXF—DOXT 27 T4 T N TEKRL, 2
B —% Cisco SSH W — "THEL T, Fitze T LET,

VT VOMESL A RAITT D SSH 1 — 3, FE X — 2 H L T S{b SN -84 211
RLET, BAE2—FDORBF—I \MﬁmtbmﬁH%—AK%Eéhi#o$H%—
NI, 22— ERENTEAHF—ICH LTy Y2 23 B LET, Ny daid, =2
T D5 NUBRHDLINE I DEHET L0 INE T, —ERRO»-sHE
RSANR—ZAD A v —URFENABF—2HH L CEITSNE T, TO/RE, Belbashizy
T =F X I ZHESNWT, 2a—VDOT7 7 ATRIESNINER SN E T,

P — NZBEE  SSHE v a VOMEN.TIZ, CiscoSSH 7 74 72 MM, F—%HT7 = — Xz
EACE 2% — NFA N F—%FHL T, SSHY—"ZFIEL F£9, SSH %—/3 F—F,
SSHﬁwaanﬁ%J W ENET, THODF—IISSHNA R—T M5 & EITER S,
74Ty MIITTRETLHDMLERSD £77,

P — NGREEDOY A, CiscoSSHZ 74 7 2 EREFEF— NIAA N F—%2E D B THMERDH D
T, VAT IR —N"EDRTSSHE Yy a v EHBYL LIS ETHE, 77347 F
FF—RHA =D —HL LT, P—"DBEXLEZELET, HERSAFF—DF = v
7 TI7TNITAT Y MUTA R=TNADGE, ZOH—NICHIETHHRA N F— xR
MHLMNEIIPINT TAT  NTHERINET, —BDBRONDE, 7747 2 MIF—/3K
A b F—%ffH L TCEALDORREZAITLE T, V= SORREIHS 5 L, &y g OL
BRI T L ET, RT D & BT T L. [Server Authentication Failed] &\ Y95 X wt&—
URERINET,

GE)

NF—Z2 =TT DB, ATV EMHLET, LB >T, SSHY—"THETE S
NF—OHIE, 1 2—PFITR K2 DOREAF—ZER LT=HE 10 2= IR E T,
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\}

snvp 5 745 [

GE)

\)

VAP —NFIRSA RXR—AD2—YIFEETHR—FLTWETR, YA 77347 MIER
AEFRE L TABRF—ZIETETETA, MAm~x®mn’ﬂT6ﬁ~7/&$H774
TV RMBDOERE Cisco — NG LT5mE . V— N3G ER 22T AN E T,

GE)

P — NFRREDO G, P —730 RSA A ¥ —% FE) T E L, CiscoSSH 7 741 7> MUITip
ssh stricthostkeycheck =~ > NZEE L £7,

SNMP k5 v AR

SSH +—

MOV Y =2 C T, SRy NU—2EFH T m ha (SNMP) Ty TR FT
TIHTSNMP T3y 784 e > TV DA, SSH & v ¥ a3 UM T LIZBRIC B EhY
WZAEMRESNET, SNMP k7 v 7 OFPULICEET 2 1EWRICOWTIX,  [SNMP Configuration
Guidel] @ TConfiguring SNMP Support] €Y =—/LaEZH L T 7ZE0,

GE)

snmp-server host =< > REZRET D55, IP7 KL AX, SSH (telnet) 7 7 A4 7> F23H
D, SSH Y—/3~D IP ##t N A[E/R PC DT RL AT DHMENRH Y 7,

F7-. debug snmp packet =~ > RZEH L TSNMP 7 Ny 7 EZHMI L, N7 v T aFRT
LDRENRHY ET, b7y IERITIT. FEASAAL MR SSHE Y g T AT 7 b
AN EDEFERBEENE T,

— K A2E59 T« TR

SSH ¥ —R— K A ¥ T 7T ¢ 774 RRIL. SSH TORA A vE—TRGEE LT, £
IR HFEFADFEIEA N = AL HHET HDIEATE 5 5T, EANIC, BIFEYR— S
NTns, 2—FOATNOHPLERFEIESF T TRT, ZOFRBTEITTLHIENTEE
T, ZOWERIZBEBIMICA R—T Iz D £7,

WDOFHFANR—FENTHET,

* Password

s P NP REETEIT Y L DIURETHEEEIEA MY 7 2HIT 5 SecurlD 8 LY
N—RTx) h—T

o« T T A VARERZRGETE Y 2 — /L (PAM)

« S/KKEY (L OZDMmofFE N ETx—)
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tXa7 v N=vavagR—t |
B 27 v n—vavesk—romert

HEWICEIE SN SSHEF—R— R A L F T 7T 4 TRIMERRO S ESE 22T U D
WZHOWTIE, il SSHF—R—R A& T 75 4 TRiE (42 2—2) | #BRLTLLEE
v,

X217 IV N—=Da3 02 R—FDREAE

RAMBBEVFASM VR ZEZFERALE-SSHNA—2D 3 020 T /31 RE&
E

FIEDOHE

enable

configure terminal

hostname name

ip domain-name name

crypto key generate rsa

ip ssh [time-out seconds | authentication-retries integer|
ip ssh version [1 | 2]

®NO A WN

exit

FIED 8

ATV RFERETFTIOa Y Br
X7 w 71 |enable ¥HE EXEC E— K& A r—T7 M LET,
il - e RAT—REASNLET FERENFHD) .

Device> enable

X Fw 7 2 | configure terminal Ja—R)L a7 4 X2l — gy FT— REG
15“ : L/i‘é—o

Device# configure terminal

X T 7 3| hostname name TR ADRA Ny EZHELET,
1

Device (config) # hostname cisco7200

X 7 4 |ip domain-name name FRAAD RAAL VB ERELET,
fil

cisco7200 (config)# ip domain-name example.com
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RSA %— X7 &M L1 SSHA—S 3220711 282 |

AU RFERETIVa Y

B8

ATy TH

crypto key generate rsa

1

cisco7200 (config)# crypto key generate rsa

B — L LY B — FREEAIIC SSH H— /3% o1
F—T I LET,

ATvT6

ip ssh [time-out seconds | authentication-retries integer]

1

cisco7200 (config)# ip ssh time-out 120

(EE) 73 A L CSSHHMAERZREL £7,

ATy T17

ip ssh version [1 | 2]

1 -

cisco7200 (config)# ip ssh version 1

EE) T ATEITTHSSHONR—V g &R
Eb\i—g—o

ATvT8

exit
1

cisco7200 (config)# exit

Jua—) a7 4 Fal—aryET—REKT
L. ¥ME EXEC E— RAEBA L £,

e T 7/ MR A MIEDIZIL, nohostname =
~ U REMERHLET,

RSA ¥ — X7 Z# AL 1= SSH/\—

ATy T

ATy T2

ATvT3

~ O

enable

51

Device> enable
FiME EXEC E— RA A R—T7 /ML ET,
e NMAU—REANLET (FERINTHE) .

configure terminal

1 -

Device# configure terminal

v3a2d

TINA RERTE

Ja—r ) ar7 4 ¥al—v gy T— RERBELET,

ip ssh rsa keypair-name keypair-name

1 :

Device (config)# ip ssh rsa keypair-name sshkeys

SSH IZf#ifl9% RSA ¥ — X7 ZHEELET,
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B rsax—xo1—w@EEEET B0 Cisco SSHH—/ D

6:3) AT FRA RNZFEE D RSA F— XT EARETEET,

AT w74 crypto key generate rsa usage-keys label key-label modulus modulus-size
15'] .
Device (config)# crypto key generate rsa usage-keys label sshkeys modulus 768
TNRAATH—=ANEBIOY E— FRFEEZTT 9 SSH H—"ZH L £7,
« SSH /S—v 3 > 2 TiE, #axt A XL 768 £ ML ETH D MERH D 7,

GE)  RSA F— X7 & HIBRT 5121%. crypto key zeroizersa =~ > Faf#EH L £3, RSA F— X7 & Hl|
Brd% &, SSH ¥ — NI HEIC BN/ D £,

AT 75 ipssh [time-out seconds | authentication-retries integer]
1 -
Device (config)# ip ssh time-out 12
T3 A LT SSH A AR E L £,

AT 76 ipsshversion 2

1 -

Device (config)# ip ssh version 2

FNA ATEITTHSSH DONR—V 5 U AHIFBELET,
ATy TT exit

1 -

Device (config) # exit

Jua—)arZ 4 Xal—yary T—Ra&T L, HH¥EEXEC T— REZBMBLET,

RSAR—ZXDA—HFEIEEETT H1=-6HD Cisco SSH H—/\DHRTE

ATvY 71  enable
i :
Device> enable
FitE EXEC E— R& A R—7 M LET,
¢ NRAT—FREANLET (FERINEGEE) .
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ATy T2

ATy T3

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

RSA R— R D1 —HRIFEETT 5= Cisco SSH 4 — 0%z ]

configure terminal

f5l

Device# configure terminal

Ja—sYL ar7 4 Xal—yar - REHBLET,
hostname name

1 -

Device (config)# hostname hostl

RAMGEEELET,

ip domain-name name

1

hostl (config) # ip domain-name namel

Cisco 7 b =T THHTIT 74NV D RAAL U4 EEFR L, RERRBARND RAL VEMTEL
9,

crypto key generate rsa

fil

hostl (config) # crypto key generate rsa
RSA % — X7 &L LET,

ip ssh pubkey-chain

i

hostl (config)# ip ssh pubkey-chain

SSH #—/3 LD —H B L O — SGEFEHIC SSH-RSA ¥ — %2R E L., AF— a7 ¥al— 3
v E-PRERBLET,
e Y= NIREFESNTVD RSARBF—2, 7 74T v MIRFESN TV DA F— & i F— D3
TaEH L THREES LD & 22— PRRREITREI TT,

username username

f5l

host1 (conf-ssh-pubkey) # username userl

SSH 2 — %4 %% EL, AF—a2—F a7 ¥al—rar - RFEHRBLET,
key-string

fil
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B rsax—zoy—\BEEEFTT 5100 Cisco 10S SSHH—/ A DFE

ATvT9

ATv 710

hostl (conf-ssh-pubkey-user) # key-string
UE—F ET7DRSALBHF—ZHEL, AHF—T—F a7 F¥alb—var E—FElMLE
j—o

GE) A—T2SSHZ I7A T2 bbb (Vx5 L ssh/id rsapub 7 7 A /L D) A —1 % B
BTEET,

key-hash key-type key-name
i -
host1 (conf-ssh-pubkey-data) # key-hash ssh-rsa keyl
(EE) SSH¥X — A T L "—=Va U EEELET,
o B —/ABRF — X7 ORETIL, F— ¥ A 7% sshrsa lCTHLERH Y F77,
* key-string =~ > RAHE SN TWDEAICRY Z O FIEIHMEE T,
s key-string =~ > N & key-hash =~ ROWTNNEHRET HLERH D £,
(B QK’EF— ANV IOy a2 ZFRET LI, Ny va B Y 7 M =T 2 LET, F

7o BT AT ANL Anb Ay vafizabt—352 b TEET, IO TARF—T—X
EANTHHE. keystring 2~ > REEH L CTARS—T—X 2 ANTH5Z L 2HELET,

end

i -

host1 (conf-ssh-pubkey-data) # end

NEF—FT—HF ar7 4 Xal—var =T L, BHEEXEC T— RICKEY £7.,
« T 74K RAMIESIZIE, nohostname =~ REHEHLET,

RSAR—ZX DY — /R EFEITT H1=8HD Ciscol0S SSHH—/\DETE

ATy T

ATy T2

enable

1

Device> enable
FiME EXEC E— R& A R—7 M LET,
¢ NAT—FRZEANLET (FERINEEE) .

configure terminal
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ATvT3

ATy T4

ATy TH

ATvT6

ATy F1

ATy T8

RSA R— R DY —NREEEETT 51280 Cisco 105 SSH ¥ — 0%z [

{5

Device# configure terminal

Jua—ary7 4 ¥alb—varyt— RKeBBtLET,
hostname name

{5l

Device (config) # hostname hostl

WA NERELET,

ip domain-name name

1

hostl (config)# ip domain-name namel

CiscoY 7 bV =T THHATAET 74NV D RAAL VA ETE

£7,

crypto key generate rsa

il -

hostl (config)# crypto key generate rsa
RSA F— X7 &AL £7,

ip ssh pubkey-chain

1

hostl (config) # ip ssh pubkey-chain

T, RERRHEAND FAAL U E2MTEL

SSH #— N D —HE L O — FEHFHIZ SSH-RSA F—%2REL., AfF— a7 4 Fal— 3

v E'—F&BMLET,

server server-name

1 -

hostl (conf-ssh-pubkey)# server serverl

F R ATORF—ZRITOWT SSH —ZH/ T L,

T—FzBmL£7,
key-string
il -

hostl (conf-ssh-pubkey-server) # key-string

UE—h 7D RSA ABIF—ZIEEL.
T,

NHF— Y —R a7 X2l — g

NHF—F—F a7 4 Fal—vary T — 2B LE
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B rsax—xo9—\@BEEEET B0 Cisco 108 SSHH—/ DT

GE) A—T2SSHZ 7A T2 b (B 5 L sshfid rsapub 7 7 A /L D) 8B —1 % HL
BTEET,
ATv 79 exit
fAi :

hostl (conf-ssh-pubkey-data) # exit

NBAF—T—H a7 4 FXa2lb—raryET—FRaKTL, A~V —Rar7 Xzl —a v
T— REBB L £,

AT w710 Kkey-hash key-type key-name
i -
hostl (conf-ssh-pubkey-server) # key-hash ssh-rsa keyl
(fF&) SSH¥— XA 7=V a v aEELET,
o B X —/ABF— T ORETIX, F— XA 7% sshsa lTTDHENRHY £,
s key-string =~ > RFHE SN TWAILEICIRY ZOFIRIXMEE T,
s key-string =~ > N & key-hash =~ > ROWTNNERETLHLERH Y 7,
(B KBEF— ANV TONy Va2 ZFHRET LR, Ny va By 7 by =T AR LET, F
Too DY AITAAL Aoy vafizabt—35Z L6 TEET, PO TARY—T—%
BT D55, key-string 2~ > REFEH L TR —T =¥ 2 ANTHI L 2HNRELET,
ATv 71 end
i :
host1 (conf-ssh-pubkey-server) # end
NF—HP— N a7 Xal—Tar BT— REET L, B EXEC E— FIZED £,
AT w712 configure terminal
Bl :
hostl# configure terminal
Jua—sLar74Xal—ar T RERBLET,
AT w713 ip ssh stricthostkeycheck
i -
hostl (config)# ip ssh stricthostkeycheck
= NREENFITSND Z L MR LET,
cPEEMNFAET DL, HERTHK T LET,

Sy
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UE—F FRAREOESEEy a0 [

e T 74 )V K ARA MIEAHIZIX, nohostname =~ REfHEH L £,

JE—F TNAREDERILEY O3 DA
A

GB) BT HT A RE, PR3 VT F =T THR— M ENLEEALT VT X8 EH2-E
X7 v/l (SSH) —"EZPR—FLTWAXLENRNHY £T, £72, T4 ZA2H/T
HVETIHY ¥, SSHIZT 4 B—T 0 T— R TEITTEET,

ssh [-v {1 |2} | -c {aes128-ctr | aes192-ctr | aes256-ctr | aes128-cbc | 3des | aes192-cbce | aes256-cbe} | -1 user-id | -1
user-id:vrf-name number ip-address ip-address | -1 user-id:rotary number ip-address | -m {hmac-md5-128 |
hmac-md5-96 | hmac-shal-160 | hmac-shal-96} | -o numberofpasswordprompts 7 | -p port-num] {ip-addr |
hostname} [command | -vrf]

B -

Device# ssh -v 2 -c aes256-ctr -m hmac-shal-96 -1 user2 10.76.82.24

VE—F Ry FNT—=7 TARALRLDOBESLESNTEy a2 LET,

ST a—FTaTDEVH
ipsshversion =~ N, SSHOBRED N T TNy a—T 4 o ZIHHATEET, "=V
EERTLHZLICL-T, BERH D SSH ANV a VERFETEET,

SSHH—/\THtFxa7aE— 7O ra)lOEZE
~

GE)  WOX A7 TiX, SCPOYV— MEEZRELET, ZOXAZIL, TXAATIE—FD
= AT =g b7 7 ANELERIIaA—T& 5 iR EZ R L TWET,

ATv 71  enable
i :
Device> enable
Fi#E EXEC £ — R A 2 —7 /I LET,
e NAT—RE AN LET (ERINTZHE) .
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B ssio—cotxa7 aE— ForaromEmt

RATw 72  configure terminal

f5l

Device# configure terminal

Ja—sYL arZ 4 Xal—ar - REHBLET,
ATw 73  aaanew-model

1 -

Device (config) # aaa new-model

AAAT 7 A aryha—)LE®FLEALX—T I LET,

AT w74  aaaauthentication login default local

i

Device (config) # aaa authentication login default local

FRREIFIC O =N DA—PHT = R=Z 25K 512, m 7o VRO AAAGEREZRE L £,
AT w75  aaaauthorization exec defaultlocal

1

Device (config)# aaa authorization exec default local

2—WT I ERAERIRT HNTA—=F Ry N —ZIZRELET, RaEx2ETL, =—FID TEXEC
Y NVDETEHATOINE I NEERLET, £O®R, Y AT LA TR —H )L T —F N— X & ffi
MM EPRHD T EafRELET,

AT w76 usernamename privilege privilege-level password password

1 -

Device (config) # username samplename privilege 15 password passwordl

Z—PHZR—=ADEFEL AT DML L, 22— 4, MR~V BRLOIER L XA T — REREL
iﬁdo

GE)  privilege-level 518D /MEIE 15 T, HERLV~LH 15 K D56, HEfintilr S 7,
AT w71 ip ssh time-outseconds
f5l

Device (config)# ip ssh time-out 120

TINA ANSSH 7 T AT > b OINEZFFOREEREZ . EALCTHRELET,
AT w78 ipssh authentication-retries F5%t
fi
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ATy

ATv 710

ATvIN

%27 v uiggoz7—a 202 |

Device (config)# ip ssh authentication-retries 3

A H=T =24 ADY by M, RAEERITT D EEERE L £,

ip scpserverenable

K

Device (config)# ip scp server enable

TNAAT, VE—NU =V AT =2 arPbRBIIT7 7 ANV ab—T&5L9I2LET,
exit

i

Device (config) # exit

Jyua— L ary 7 4 ¥al—al ET— RKEET L, Fi EXEC E— NIZRY £7°,
debug ip scp

il -

Device# debug ip scp

({EE) SCP BAEDMEIZB T 2 2l A etk L 97,

X217 VI IIVBEREORT—2 ADWESR

X791 enable

ATy T2

ATvT3

&1

Device> enable

it EXEC E— F& A 2—7 /2 LET,

c NAT =R AN LET ERSNEHR) .

show ssh

i

Device# show ssh

SSH % — i D AT —# A% KR LET,
exit

1 -
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. TH21T VI RT—F RDOHER

Device# exit

¥i#E EXEC E— F&& T L, =2—V¥ EXEC £— NIZEY £7,

1

D show ssh 2~ RO AL, X—Ta v 1 BLXONR—U g 02 B0
SSHARX—Va v I BIXONR—Ua L 28 DOAT—Z ANRFERINTWET,

Device# show ssh

Connection Version Encryption State Username

0 1.5 3DES Session started lab
Connection Version Mode Encryption Hmac State
Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

KD show ssh =~ RO AHNTIL, X—=T a3 286 (X—=Ya v 18R L) O
DO SSH A= a L 2BLON—V g U 1O AT —Z AREREINTHET,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

%No SSHvl server connections running.

KD show ssh =~ > ROHJIHNZIX, N—Ta 28k (N"—=Ya v 185 L) O
BEDOSSH A=V g UV 1 BLUONR—V g U 2BHDO AT — X ANERENTWET,

Device# show ssh
Connection Version Encryption State Username

0 1.5 3DES Session started lab
%No SSHv2 server connections running.

X7 OTIL RAT—RADFESR

X2T w1 enable
51

. Cisco I10S XE Gibraltar 16.10x ¥ 17 >zl a> 7«4 XalL—>a Yy A K



| €27 vzun—sav2gd—

ATvT2

ATvT3

%27 v 27—2 202 |

Device> enable
Fi#E EXEC E— R& A R—T7 MIZLET,
e NAU—REANLET (FERINEHE) .

show ip ssh

1 -

Device# show ip ssh

SSHONR—V g U BIORET -4 2FRLET,
exit

51

Device# exit

¥#HE EXEC E— RZ & T L, =—V% EXEC E— RIZED £7,

1

KD show ip ssh =~ > RO NHNTIL, Ah72 SSH D=2 g > BIEX A LT 7
]\1E\ iOJ:U/\_“/EI 1 }OJ:U/\_“/EI 2 ﬁ%ﬁo)wuummﬁuﬁ?‘?@j}iﬁ)ﬁﬁéhf
WET,

Device# show ip ssh

SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication retries: 3

KD show ip ssh =~ > RO NHFNTIL, A2 SSH DX—T 3 > FREF A LT U
M., BIOoR—=r=ar2 ke (/\'—:/ EIVE 73 74N L/) ODEAL‘\HE@E"Dit??E;iZ’) FR
SNTWET,

Device# show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

KD showip ssh =~ > RO NHNZIL, A7 SSH D=V 3 > BiEX A LT 7
ME, BLOAN=Da 1 (N—Va 285678 L) ORFEDOHRITHIE A LR
SHTWET,

Device# show ip ssh
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B txa7ozrn—vaviozr=gyoreusn

3d06h: %SYS-5-CONFIG I: Configured from console by console
SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

XA T OIILN=U3020FZF ) U EHE

AT w71 enable
i
Device> enable
¥t EXEC E— R & A R—7 /ML ET,
¢« NMAT—RKEANLET (FERINTHE)

AT w72 debugip ssh

i

Device# debug ip ssh

SSH D7y 7 NI LET,
AT 73 debug snmp packet

il -

Device# debug snmp packet

FRA AL > TEZEENTTXTDOSNMP X7 v DT Ry T2 LET,

£l
R D debugip ssh =~ > RO BN, Bfpins SSH A= a U 28t TH D Z & &R
L/\i‘é—o

Device# debug ip ssh

00:33:55: SSH1: starting SSH control process

00:33:55: SSH1: sent protocol version id SSH-1.99-Cisco-1.25
00:33:55: SSHL: protocol version id is - SSH-2.0-OpenSSH 2.5.2p2
00:33:55: SSH2 send: len 280 (includes padlen 4)

00:33:55: SSH2 SSH2_MSG_KEXINIT sent

00:33:55: SSH2 ssh _receive: 536 bytes received

00:33:55: SSH2 input: packet len 632

00:33:55: SSH2 : partial packet 8, need 624, maclen 0

00:33:55: SSH2 ssh _receive: 96 bytes received

00:33:55: SSH2 partial packet 8, need 624, maclen 0O

ououou ol ol ol g
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00:33:55: SSH2 1: input: padlen 11

00:33:55: SSH2 1: received packet type 20

00:33:55: SSH2 1: SSH2 MSG_KEXINIT received

00:33:55: SSH2: kex: client->server aesl28-cbc hmac-md5 none
00:33:55: SSH2: kex: server->client aesl28-cbc hmac-md5 none
00:33:55: SSH2 expecting SSH2 MSG KEXDH INIT
00:33:55: SSH2 ssh _receive: 144 bytes received
00:33:55: SSH2 input: packet len 144

00:33:55: SSH2 partial packet 8, need 136, maclen O
00:33:55: SSH2 input: padlen 5

00:33:55: SSH2 received packet type 30

00:33:55: SSH2 SSH2 MSG_KEXDH INIT received
00:33:55: SSH2 signature length 111

00:33:55: SSH2 : send: len 384 (includes padlen 7)
00:33:55: SSH2: kex derive keys complete

00:33:55: SSH2 send: len 16 (includes padlen 10)
00:33:55: SSH2 newkeys: mode 1

00:33:55: SSH2 SSH2_MSG_NEWKEYS sent

00:33:55: SSH2 waiting for SSH2 MSG_NEWKEYS
00:33:55: SSH2 ssh _receive: 16 bytes received
00:33:55: SSH2 input: packet len 16

00:33:55: SSH2 partial packet 8, need 8, maclen 0
00:33:55: SSH2 input: padlen 10

00:33:55: SSH2 newkeys: mode 0

00:33:55: SSH2 received packet type 2100:33:55: SSH2 1: SSH2 MSG NEWKEYS received
00:33:56: SSH2 ssh _receive: 48 bytes received
00:33:56: SSH2 input: packet len 32

00:33:56: SSH2 partial packet 16, need 16, maclen 16
00:33:56: SSH2 MAC #3 ok

00:33:56: SSH2 input: padlen 10

00:33:56: SSH2 received packet type 5

00:33:56: SSH2 send: len 32 (includes padlen 10)
00:33:56: SSH2 done calc MAC out #3

00:33:56: SSH2 ssh _receive: 64 bytes received
00:33:56: SSH2 input: packet len 48

00:33:56: SSH2 partial packet 16, need 32, maclen 16
00:33:56: SSH2 MAC #4 ok

00:33:56: SSH2 input: padlen 9

00:33:56: SSH2 received packet type 50

00:33:56: SSH2 send: len 32 (includes padlen 13)
00:33:56: SSH2 done calc MAC out #4

00:34:04: SSH2 ssh _receive: 160 bytes received
00:34:04: SSH2 input: packet len 64

00:34:04: SSH2 partial packet 16, need 48, maclen 16
00:34:04: SSH2 MAC #5 ok

00:34:04: SSH2 input: padlen 13

00:34:04: SSH2 received packet type 50

00:34:04: SSH2 send: len 16 (includes padlen 10)
00:34:04: SSH2 done calc MAC out #5

00:34:04: SSH2 authentication successful for lab
00:34:04: SSH2 input: packet len 64

00:34:04: SSH2 partial packet 16, need 48, maclen 16
00:34:04: SSH2 MAC #6 ok

00:34:04: SSH2 input: padlen 6

00:34:04: SSH2 received packet type 2

00:34:04: SSH2 ssh _receive: 64 bytes received
00:34:04: SSH2 input: packet len 48

00:34:04: SSH2 partial packet 16, need 32, maclen 16
00:34:04: SSH2 MAC #7 ok

00:34:04: SSH2 input: padlen 19

00:34:04: SSH2 received packet type 90

00:34:04: SSH2 channel open request

00:34:04: SSH2 send: len 32 (includes padlen 10)
00:34:04: SSH2 done calc MAC out #6

R N e e e
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ssh _receive: 192 bytes received
input: packet len 64
partial packet 16, need 48,
MAC #8 ok

input: padlen 13

received packet type 98
pty-reqg request

setting TTY - requested: height 24,

maclen 16

input: packet len 96
partial packet 16, need 80,
MAC #9 ok

input: padlen 11

received packet type 98
x1ll-req request

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #10 ok

input: padlen 12

received packet type 98
shell request

shell message received
starting shell for vty
send: len 48 (includes padlen 18)
done calc MAC out #7

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #11 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #8

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #12 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #9

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #13 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #10

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #14 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #11

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #15 ok

input: padlen 17

received packet type 94

maclen 16

maclen 16

maclen 16

maclen 16

maclen 16

16

maclen

maclen 16
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00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSHL:

ouiouiououloell ol oulli g
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len
calc
len
calc
len
calc

: send:
: done
: send:
: done
: send:
: done

32 (includes padlen
MAC out #12

48 (includes padlen
MAC out #13

16 (includes padlen 6)
MAC out #14

: send: len 16 (includes padlen 6)
: done calc MAC out #15

56331on terminated normally

16)

18)

2 HR— ~DERENH

A=
ax AE

Device# configure terminal
Device (config) # ip ssh version lip ssh version 2

T )ILIN—D

32DETFE

Device# configure terminal
Device (config)# ip ssh version 2

T )bN—T3 Y

18L&V 20DEFE

Device# configure terminal
Device (config)# no ip ssh version

—

TINA ATD

Rk A=) L

Device# ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 shaship 10.76.82.24

H—/\H 4 K SCP DNETF

W OFITIL, SCP DY — MAFEEE
FERB XU LEEL TVWET,

AL £

WREFEERLET, ZOFITIE, T/8 ATO AAAFR

ZOPITIE, n— IR IN T/ ERRT— %

Device# configure terminal

Device (config) #
Device (config) #
Device (config) #
Device (config) #
Device (config) #

aaa new-model

aaa authentication login default local

aaa authorization exec default local

username samplename privilege 15 password passwordl
ip ssh time-out 120
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Device (config)# ip ssh authentication-retries 3
Device (config)# ip scp server enable

5l - SNMP 5 v TDETE

OB TIL, REFADSNMP b7 v 7 &rLFET, b7 o7 WlAIL, SSH v v a Uik
TIHEaENICAKRSNET, ZOfldDa, b, ¢, dIXSSHZ 74T FDIP T KL AT
T SNMP + 7 v 7 Ty THAOFNZONTIE, ] : SNMP OF /3w 7 (44 X—20) |
DI arEZRLTIEIN,

snmp-server
snmp-server host a.b.c.d public tty

Bl : SSH¥x—KR—F 42250 T« TFEL

Bl: 25472 MDD TNy TDERIE

WOHITIE, 774 T2 MUDT Ny TINA N2> TR, a7 Mok KREN 6 (SSH
X—R—R AU EF 7T 4 THIFEHFRDOEZDIZ3 D, NATU— RHIFEHFRDOZDIZ3 D) I
o TWET,

Password:

Password:

Password:

Password:

Password:

Password: ciscol23

Last login: Tue Dec 6 13:15:21 2005 from 10.76.248.213
userl@courier:~> exit

logout

[Connection to 10.76.248.200 closed by foreign host]
Devicel# debug ip ssh client

SSH Client debugging is on
Devicel# ssh -1 lab 10.1.1.3

Password:

*Nov 17 12:50:53.199: SSHO: sent protocol version id SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.199: SSH CLIENTO: protocol version id is - SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: sent protocol version id SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: protocol version exchange successful

*Nov 17 12:50:53.203: SSHO: protocol version id is - SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.335: SSH CLIENTO: key exchange successful and encryption on
*Nov 17 12:50:53.335: SSH2 CLIENT 0O: using method keyboard-interactive
Password:

Password:

Password:

*Nov 17 12:51:01.887: SSH2 CLIENT 0O: using method password authentication
Password:

Password: lab

Device2>

*Nov 17 12:51:11.407: SSH2 CLIENT O: SSH2 MSG USERAUTH SUCCESS message received
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Bl: 7524 KRT— FOZEIZ& 5 ChPass EMIE [

*Nov 17 12:51:11.407: SSH CLIENTO: user authenticated
*Nov 17 12:51:11.407: SSH2 CLIENT 0: pty-req request sent
*Nov 17 12:51:11.411: SSH2 CLIENT 0O: shell request sent
*Nov 17 12:51:11.411: SSH CLIENTO: session open

Bl: TS50 INRART—FDZEHE(ZK S ChPass DEE

OB TIiL, ChPass BEEER AN/ >TEY, SSHX—R— KA X T 7T 4 TR %
FALTCT 77 RAT—RIKREFEINTWET, TACACS+ 77 R a2 hr—/L H—
(ACS) 1Z. Ny 7TV FAAA Y —RNE L THERHENTWET,

Devicel# ssh -1 cisco 10.1.1.3

Password:

0ld Password: cisco

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

5] : ChPass DEMEH L VHEIOST A > THD/INRT—KREHR

OB TIiL, ChPass #EREN A N2> CTEYD . TACACS+HACS 1INy 7= R H$—nEL LT
SN TWEST, SATU—FRE, SSHX—R— R A %575 7 BarST a2 M L Thx
oo A4 o TERINTHWET,

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.
Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit
[Connection to 10.1.1.3 closed by foreign host]
Devicel# ssh -1 cisco 10.1.1.3

Password:ciscol

Your password has expired.

Enter a new one now.

New Password: cisco

Re-enter New password: ciscol2

The New and Re-entered passwords have to be the same.
Try again.

New Password: cisco

Re-enter New password: cisco

Device2>
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L > » ps o > L

51 : ChPass DAEMILE LU IEOT A 2 LE=ROD/IXXT— FDRR

IROBITIE, ChPass HEEEAS AT/ > TH Y | TACACS+ACS (33 7 T2 K AAA H—/3 L

LCHEAENTWET, NAT—RIE, SSHX—AR—R A X777 0 TRGESF RN =L

T3l 7 A 2 LIZRICHIREINICR D £95,

Device# ssh -1 cisco. 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.

Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2>

5l - SNMP F /3y 45

KIZ, debug snmp packet =~ > FOMAFIZRLEF, HHICIE, SSHE v 3 > D SNMP
N7y TERBEENET,

Devicel# debug snmp packet

SNMP packet debugging is on
Devicel# ssh -1 lab 10.0.0.2
Password:

Devicel2# exit

[Connection to 10.0.0.2 closed by foreign host]

Devicel#

*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2

*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6

tcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 4
ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246 = 1015
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ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 1056
ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246 = 1392
local.9.2.1.18.2 = lab

*Jul 18 10:18:42.879: SNMP: Packet sent via UDP to 10.0.0.2

Devicel#

5l : SSH DT /\y T Digik

KIZ, debugipsshdetail 2~ > RO HFIZ R LET, HIZiE, SSHY 7 harEFyxil
FRICBET 5T Ny JERBNE EhE T,

Device# debug ip ssh detail

00:04:22: SSHO: starting SSH control process

00:04:22: SSHO: sent protocol version id SSH-1.99-Cisco-1.25
00:04:22: SSHO: protocol version id is - SSH-1.99-Cisco-1.25
00:04:22: SSH2 0: SSHZ_MSG_KEXINIT sent

00:04:22: SSH2 0: SSH2 MSG_KEXINIT received

00:04:22: SSH2:kex: client->server enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2:kex: server->client enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2 0: expecting SSH2 MSG KEXDH INIT

00:04:22: SSH2 0: SSH2 MSG_KEXDH INIT received

00:04:22: SSH2: kex derive keys complete

00:04:22: SSH2 0: SSHZ_ MSG NEWKEYS sent

00:04:22: ssH2 0: waiting for SSH2 MSG_NEWKEYS

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS received

00:04:24: SSH2 0: authentication successful for lab

00:04:24: SSH2 0: channel open request

00:04:24: SSH2 0: pty-reqg request

00:04:24: SSH2 0: setting TTY - requested: height 24, width 80; set: height 24, width
80

00:04:24: SSH2 0: shell request

00:04:24: SSH2 0: shell message received
00:04:24: SSH2 0: starting shell for vty
00:04:38: SSHO: Session terminated normally

RIZ, debug ip ssh packet =~ > RO /il Zr LET, HIZiE, SSH N > MIET 57
Ny THERNEENET,

Device# debug ip ssh packet

00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

send:packet of length 280 (length also includes padlen of 4)

ssh receive: 64 bytes received

input: total packet length of 280 bytes

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 24 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
input: padlength 4 bytes

ssh receive: 64 bytes received

input: total packet length of 144 bytes

partial packet length(block size)8 bytes,needed 136 bytes, maclen 0
ssh receive: 64 bytes received

O O O O O OO OO0 0OOoOooooo
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00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

signature length 143

newkeys: mode 1

newkeys: mode 0

O O O O OO OO0 0O0O0O0OOooo oo

tXa7 v N=vavagR—t |

: partial packet length(block size)8 bytes,needed 136 bytes, maclen 0O
ssh_receive: 16 bytes received

: partial packet length(block size)8 bytes,needed 136 bytes, maclen 0O
input: padlength 6 bytes

send:packet of 1length 448 (length also includes padlen of 7)
send:packet of 1length 16 (length also includes padlen of 10)

ssh_receive: 16 bytes received

input: total packet length of 16 bytes

: partial packet length(block size)8 bytes,needed 8 bytes, maclen 0
input: padlength 10 bytes

ssh_receive: 52 bytes received

input: total packet length of 32 bytes

: partial packet length(block size)l6 bytes,needed 16 bytes, maclen 20
: MAC compared for #3 :0k

Xa7 oxILN—U3 02 KR— FDOEMEH

HEEE

X=ZaT7ILAEA KL

CiscoI0OS ==~ K

[Cisco I0S Master Command List, All Releases]

AAA

RAMBIOBRARN AL OFREZ A
“

X7 VLR EX ALY

['Security Configuration Guide : Securing User
ServicesJ

VIR 2T A A—=VDOF T a— R

RE D LA

[ Cisco I10S Configuration Fundamentals
Configuration Guide ]

IPsec DX EVEZE

[ Security Configuration Guide : Secure
Connectivity]

SNMP kT v T DOREHX AT

[SNMP Configuration Guide]

T 24 b

IETF Secure Shell Version 2 Draft #i#% | Internet Engineering Task Force @ Web ¥4 |k
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HOURLIZT 7 A LT, >A2adF 7 =7 |http://www.cisco.com/cisco/web/support/index.html
N R— R ERKBICEHALTLEZEN, =
NHOU Y —RF, Y7 NI =2THA A R—
NMLUTCHRELED, YA T 7 /v
DB D BRI A R L2 0 $ 5 72
DIHEHAL T EEN, ZOWeb¥A hED
V=T 7 AT HERIL, Cisco.com D a7
AV IDBILOSNAT — RRMETT,

X7 O )N—U 325 FR— FDOHEEEEER

WORIZ, ZOFYV 2 — /LTt LIoBEREICEET 2V U —Af®E R LET, ZORIF, V7
=7 VU—RZ P A U TEHEEEOTR— MR EAINZEZOY 7 2T VY —RX72
FERLTWET, ZOMEEIZ, FFICK0 N2V RY , ZRUUEO—#HOY 7 vy =7 U Y —
ATHYR—FEnET,

TT Y R — DY R —FBLOVRT VT U =T A A—=VOHR— MIETLHE®REY
57 511X, Cisco Feature Navigator Z{# ] L £, Cisco Feature Navigator |27 7 £ 2§ 5|2
1L, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 772 MILEH Y EH A,

R3:EX27 PN NA—=D 30 28 R— FOBEEER

Hee% )| HRETER
y—
A
X aT ol N—T g EXaT v N—=Ta 2R — MEREAFEHL T, &
Y2 ¥R— b Fa27 vx)b (SSH) N—Va 2% ECEET (SSH
N—V 3 1 OB R— L, LIEiO CiscoI0S ¥ 7 b v =7
JY—2THEEIRTWELE) . SSHIE, FEMEDSE W h
T U AR— MED EETEIT SN, i8R REEEERE & b
REA TR L E 97, SSH N—T 3 20, ABS D v Z_—
AW LE— R ¥ HR—FLET,
WD A~ RPNEANEITEHLIVE LT : debugipssh, ip
ssh min dh size. ip ssh rsa keypair-name, ip sshversion, ssh,
X T v N—T CiscolOS A A—U M, SSHE v 3 VI TRHZSNMP 7 v
Y2U ATV FBIW T HERCAERT DL EHESNE L,
S A= |
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B cx27 vz n—vavagsk—rommms

tXa7 v N=vavagR—t |

IJ_

HEETEHR

SSH¥ —R— KA %7
7T A 7 REAE

SSH¥—AHR— R A & T7 77 ¢ 738GHREIX. SSH TOILH
Ay —URREE BRI, BARDFEBOREA V=X L%
FEEFT DO TE 5 5 TT, BARNIZ, BESFR—
FENTW5, 2—FDOANOHRNVIERTRGES T~
T, ZOBRETIITTLHZENTEET,

XTI R—T
2 OREILIR

X a7 b X—T g 22 OEBEYLIEIZIX. VRF aware
SSH, SSH 7 /v ZH&REILIE, B X ODH 7 /v —7 14 B X
16 DY R— h e ED, BIERENW SvEEH TV E
KR

WD~y RPNEAFEIIIEE SLE LT : debugipssh, ip
ssh dh min size,

X T ) N—T g
V2DRSAF—IZHT D
FRREDLIR

RSAF—DEX a7 o/l _"—T g L 28EREPEEIC X, SSH
AT RSA F— N— 2D —HWFFERL, SSH —/ N 75 A b
F—DRIFCHAED VR — R 2 ED, BIEEEN WL DG
FNTWET,

WDa~<y RPNEANEITETINE LT : ipssh
pubkey-chain, ip ssh stricthostkeycheck,
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X7 o)L A—HFREAKXD

Parayl

5

9 =

=JLr==

X B

X7 v A= PREEHROBEKIEIC L > T, %27 v =/ (SSH) #—/ 3T
A FTEZ e 2 — YRR e ETE £7

o BRAENT oD R

e X
e X2
kX a7
ebtFX a7
ekF T
ekF T

AR DR

T VIZEET AR - 2 — PRGN ORE

(49 ~N—V)
Vx VORIFIFEE 2 —VEGE RO E (49 X—)

(50 =—2)

T VORRERFE 22— PERAEAROREFE (50 X—)
T VORRER] - 2 —PREESF XD E (53 N—)

¥ VOBIMER : 2—VFRFESFROHE (54 <—)

v VOEEEREH . 2 —VEGESF RO E (55 2—)

ZHEROY 7 27 VY —ATE, ZOEYVa— ATl SN T X TOEENTR— KX

NTND LIFIRY EH A, B O #E L OESIZ OV TIE,

Bug Search Tool | 5L T

THEHOT Ty 74— LBV T 2T VU —ADY U —R J— " EBRRLTIEE
VW, ZOEY 2L Tl SN HHERBICET A, B L OEEEN T R— sl U —2
D—RIZHONTIE, BREFHROEZSRL TIES N,

TT 7 —LDYR— b BIOAT VT b =2T A A=YV R— MIETAERE
Redk9 %121, Cisco Feature Navigator Z 1] L %4, Cisco Feature Navigator (Z7 2 & 23 5|2
X, www.cisco.com/go/ctn IZFEE) L £9, Ciscocom DT AT MILEDHYD FHA,

X7 D IIDOFNEE A —FERHMARD

=JL ==

X AE

X277 =/ (SSH) y—"ESSHZ A4 T v ME, T—#5{Y 7 =7 (DES)
(56 B b) BELWU3DES (168 B> k) A A=Y TOHYFR—FINET,
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tF¥a7 Yz A—FRAAROEE |

B tx27 zrcmyatm a—v@EstoRE

X7 DxIVICEAT BIER A —YFRIEARDETE

tXa7

vx)la1— -Ijs;m\nIEo)*EEg

X227 vzl (SSH) ZHHTEZEICE->T, SSHYZ IA4 T2 MEv 235,31 % (Cisco
IOSSSHY—/ %) (X L CEeX a7 TS b EaN-Ei a2 C& F9, SSHZ 74 7> bt
SSH 7'a ha &z LT, 73 ARGEE R S{LEEITLET,

SSH #— 33, 3 %i*,g@i”—“ﬁ_uu SEFR AV R— b L. 2hb6DR FE A AT %é%«fl
WONEFTSSH 7 74 7 > MIEELET,

o« NBAF —FREE S G
X —R—=FA 2T 7T 1 TRHRFEH X
O/QXU“— ]\uan‘.Ejjgt

77ﬁwai FTARTOZ—VRASTRBEN 2> TOE T, B 7378 SSH = —+

FRE7 R ha L TRrIvE— N ENRNE D ICRFE D — P RGEE BT 512X, no 1p ssh
server authenticate user {publickey | keyboard | pasword} =~ > FZ{EH L 9, Z Oi#E

Lo T, SSHY— NF, FRNTEFR S NNERF & iﬁﬁé@?fﬁﬁ@iﬂﬁmﬁﬁﬁ%hﬁ
TX %9, ip sshserver authenticate user {publickey | keyboard | pasword} =~ > K& 55
Ll BN o TN D 2 — RIS E AN TEET,

RFC4252 (-{ng‘l? ‘:/I/I/ (SSH) nu_‘n 7]:’ }\3/1/) O)(Ejbv) /\Eﬁ%%wuuﬂzjﬁ_t ZUJ/ET
T, ZOMBEIZ X T, SSH % —/NTRFC OEI{EEZ A —/N\—TF 4 RL T, ARXF—iEx &
TEE D SSH = —WGE R E B2 M TEET,

f:k/%_bj:\ SSH‘H-—‘/\T/\OXU“—}\u»huﬂiﬁﬁ%ﬁ%—a—é/ﬁmx SSH‘H-_/\T/AB%’)’F_ﬁEuEﬁJE
EX—R—=RFR AL E T 7T 4 TGE RN H N TEET,

X 1T OITIDRELE  A—FFAARDERESE

SSH H—/\D1—HEBIIDETFE

FIEDHEE

TDFATHEFETLT, BFaT =l (SSH) $—_"TO2—PRISFRERELET,

enable

configure terminal

no ip ssh server authenticate user {publickey | keyboard | pasword}
ip ssh server authenticate user {publickey | keyboard | pasword}

aprwN=

default ip ssh server authenticate user
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ssH—pr—vziniz [

6. end
FlEDFEM
AT RFEREFT7II Y B#
X 71 |enable KM EXEC T— F& A 2 — 7 M LET,
B e NRATU—R&EANLET (FEREINEHE)

Device> enable

ATy T2

configure terminal

1 -

Device# configure terminal

Jua—) a7 4F¥alb—v
LT,

3 v F— NE LG

ATvT3

no ip ssh server authenticate user {publickey | keyboard
| pasword}

1 -

Device (config) # no ip ssh server authenticate user]
publickey

$SSH:Publickey disabled.Overriding RFC

X7 b (SSH) -H-“_‘/\/C:l %utu\nﬁﬁﬁ%
/w\fj‘] \-L/iﬁ—o

GE) no ip ssh server authenticate user publickey
A~ RaflEH U T —iliE & I
ToHE, BEAyE—UNRERINET,
Zoaxy ML, AF—RGENLHTH
HZ LN ENTUVAHRFCA252 (E¥F =
7 v =/b (SSH) FEREZ v b =)L) D@

A== FLET,

ATv74

ip ssh server authenticate user {publickey | keyboard |
pasword}

1

Device (config)# ip ssh server authenticate user
publickey

SSH YV — " THAIZ /2o TN D 2 — VI EE A
M LET,

ATvTh

default ip ssh server authenticate user

1

Device (config) # default ip ssh server authenticate
user

TRCO—YRIA ST RN FRNCEZSNZNEFT
BN TWDT 7 4V N OEHEICRED £,

ATvT6

end

1 -

Device (config) # end

Juau—n)aryZ7 4 xXal—ary ET— RRERKT
L. % EXEC E— FIZRY £,
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t*—_L? /I)l/ a— -U-ul..\nl—tﬁ_t@ I
B sorca—5090e0r

FSTWNa—TFTaTDEV R
* no ip ssh server authenticate user publickey =~ > N & [l L TAB ¥ —~— X OIS

PN 5 & ABIX—FREEN MDD RFC 4252 (X% =7 > =/ (SSH) #iF~7m k
V) OEERA—R—F 4 FEN, ROEERX v —UNERENET,

%$SSH:Publickey disabled.Overriding RFC

3 /)@—/\“T@wuuﬁﬁﬁz"ﬂfﬁ fi’)‘(b\éia/\\ {k@%&lﬂ:‘:){ /-{Z'—f/ﬁ‘%ﬂi\‘éﬂij—o

$SSH:No auth method configured.Incoming connection will be dropped

30T _NTORFF ST RN SSH Y — S TEL /2> TWVWH EEIZSSHYZ 74 7 F725 SSH
Yoy a VEREZE LRSS, BFERKIISSH Y — T Re vy 78, kOERTY
2FAh Y AvE—URERINET,

$SSH-3-NO_USERAUTH: No auth method configured for SSH Server. Incoming connection
from <ip address> (tty = <ttynum>) dropped

SSH -lj-_/ \O):L “;:L.\nIEO)EEEi‘?\

FIEDHE

1. enable
2. show ip ssh

F IR D EFH

AT v 71 enable
¥iME EXEC E— R& A 2 —7 WM LET,
e NMATU—REANLET FERkEnz=zH4) ,

1
Device> enable

AT w72 showip ssh
X a7 vxb (SSH) ONR—Va v BILURET 42 FRLET,

1 -
KD showip ssh =~ > FOHIHITIEL, 3 5T _XRTO2—PFRIES A SSH — R THZ /> T\ DH 2
LERMERLET,

Device# show ip ssh

Authentication methods:publickey, keyboard-interactive, password
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| t¥a7 vz a—9RAHRDE
%27 vrroiEh  a—vRiarRoss [

KD showip ssh =~ > RO IHITIEL, 3 5T X TO2—FFRIESH A SSH — R CTEIZ /2> TN D D
AR LET,

Device# show ip ssh

Authentication methods:NONE

X217 O IIDEREH A —FRIEARDETE
Bl . A—HERAAKXDEMEL

OB THE, A F—_N—Z2DOEIEHT B L OF—R— RR_R— X OFEFE ST % E5ho
L., XRAT— RR_R—=2OFEHF N EHH L TSSH 7 74 7 > h S SSH Y— N85t
T2 T2HEERLET,

Device> enable

Device# configure terminal

Device (config)# no ip ssh server authenticate user publickey
$SSH:Publickey disabled.Overriding RFC

Device (config)# no ip ssh server authenticate user keyboard
Device (config) # exit

Bl A —FEAEARXDOEEL

WOFITIE, AFF—_—=2DFF T B L OF—FR— FR—2 DT X2 HZ
T 5 hEERLET,

Device> enable

Device# configure terminal

Device (config)# ip ssh server authenticate user publickey
Device (config)# ip ssh server authenticate user keyboard
Device (config) # exit

Bl : T4 FOA—HFEFAKXDETE

OB TIL, 3 2T RTCO—YRI ST RNFRNTERE SNIEF THEIIC 2> TV
5T 7 v S OEWEICRT FiEERLET,

Device> enable
Device# configure terminal
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t*—_L? ) a— -U-ul..\nl—tﬁ_t@

Device (config) # default ip ssh server authenticate user

Device (config) # exit

X7 DxILOEMER : 1 —FRAAXDEKRE

EEEH

ESPERE]S

X=-aF7ILAE2A LI

CiscoIOS ==~ K

Cisco I0S Master Command List, All Releases

XU TF g avw R

['Cisco 10S Security Command Reference: Commands A to
cl

['Cisco 10S Security Command Reference: Commands D to
L]

['Cisco I0S Security Command Reference: Commands M
to RJ

['Cisco I0S Security Command Reference: Commands S to

Z]J

SSH D AE [ExXaT7 vz ar7Z4¥alb—ar HA4 K]
1ZHEF K URFC

B 24 kL

#£/RFC

RFC [%=7 L=/ (SSH) i 7a kL]

4252

RFC Tt%a7 o=l (SSH) R AF—RETm ko]

4253
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| EFa7 vz a—FRAHROBE
w17 oz LomiEEs  —vRistozz [

SRADTY ZAHI YR—F

A s

AADYR— kWebH A FTix, v AaDHEEGET 2 v v — | httpr//www.cisco.com/support
BTNy a—T 4 U 7B RILTWEET 5 L )12,
NEaT ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEVORGL DX 2 U 7 4 FRSBINEREAFTH20IZ,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

Y AaDYIHR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN MECTY,

X a7 P I)LDOBEREFER A —YRREEARDETE

WORIZ, TOFEY 22—V T LI-MEEICET 2V UV —2FHRERLET, Z0RIT, V7
F7=27 VDU —RX ML A U TEEEOYR— NP EAINTZLEEOY T by =T U Y —X72
FERLTWET, ZOMEEIT, BTk BNR2WRY . ZALUEO—#HOY 7 k=7 U Y —
ATHYHR—FINET,

TI v R T A —LOYR—FBLOV AT YT T 2T A A—VOPR— MIETHHERE
FisR3 2 IZI%. Cisco Feature Navigator {8/l L £ 3", Cisco Feature Navigator |27 27 & 2§ % |2
X, www.cisco.com/go/ctn IZE) L £9°, Ciscocom DT AT MILEDLYD FHA,

R4: X217 V)L OBRER 1 —FRIAAXDRE

HaE

R

J1)—2x HRETEER

¥ =27 = |CiscolIOS XE X a7 v 2 —PREESF RO EREEIZ L -
2 — PRk | Release 3.10S ¢ w7 vxgr (SSH) Y— S TR ATRE/R = —
& FRAS R BETE ET,

WD~y RPN AIHIVE L7 : ip ssh server

authenticate user,

Z OFEREIX. Cisco IOS XE Release3.10 T, Cisco ASR
1000 ) =X 77— g —E R )L—F|THE
ANSNFE LT,
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X217 )l a—FREAROBE |
B o7 oonems . 1—yRiErtoRE
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=6~
=% =R

SSH :Z:F 0 X.509v3 SFERZ=

SSH #EFED X.509v3 GEHEREEIX, Y — SN T XS509v3 T U X LGEEEZEHL, %27
v =L (SSH) #— Ml Ca— %Mﬁéﬁﬁbiﬁ
IDFEYV2—)VTIE, T YVXNGEAEROYV—AREBI R —YiEAET e 7 7 A L ERET D
FEIZOWTHA L 1,

o BRETE I oOMERE (57 ~—2)

* SSH FRAED X.509v3 REHIE ORifEsM: (58 ~—)

* SSH #FED X.509v3 FEHIE OFFHE (58 ~—)

* SSH FBAEH D X.509v3 GERAEIZEET A E#H (58 ~X—2)

* SSH FEAEH D X.509v3 GERAEZE O E L (59 =—)

* SSH FEFEH D X.509v3 FEHEORER (63 ~=—)

o (B9 2B MG SSH #REED X.509v3 FEAAE (64 ~2—20)

* SSH FBAED X.509v3 REHIE OREREEH (65 ~—)

HEETRH DR

CTHRAOY 7 =T VU —ATIE, ZOFEY2a— /L THHENETXTOEENRYR— &
TS EIFRY EHA, BFTOEREIEHRI L OS2 OWTiX,.  [Bug Search Tool) XY
THEHOT Ty 74— LBV T 2T VU —ADY U —R J— " EBRRLTIEE
%o:@%ylwwfﬁ%éﬂéwﬁmﬁﬁé%ﬁ\%i@%%%ﬁ#ﬁ%béhéUU%x
D—RIZHONTIL, HREFROEXRLZSRL T ZS0,

TT7 Yy R T7A—LDOYR— b BLRV AT VT Ny =T A A—VOWR— MNIBET HEHRE
Fed&9 %121, Cisco Feature Navigator Z 1] L %4, Cisco Feature Navigator (Z7 27 & 23 5|2
X, www.cisco.com/go/ctn IZFEE) L £9, Ciscocom DT AT MILEDHYD FHA,

Cisco 10S XE Gibraltar 16.10x ¥ 17 > z)La> T4 FXalL—>a v AA4 K .


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

SSH S25E 0 X 5003 SEBRE |
B ssuzino xsos e oRmiRges

SSH :2EF M X.509v3 s FEAZE @ﬁﬁh%%#

* SSH #EFED X.509v3 FEBHEREEE CTlX. ip ssh server authenticate user =~ > KO v |Z
ip ssh server algorithm authentlcatlon o< RNEAZILET, ip ssh server authenticate
user 2~ Rl 5 &, ROEEA vy E—UNFRENET,

Warning: SSH command accepted but this CLI will be deprecated soon. Please move to
new CLI “ip ssh server algorithm authentication”. Please configure “default ip ssh
server authenticate user” to make CLI ineffective.
« default ip ssh server authenticate user =~ > K% f# ] L C. ip ssh server authenticate
user 2~ REMPZLET, D%, 10SEF=7 =/ (SSH) H— /X ip ssh
server algorithm authentication =~ > N2 L TiEEH L 7,

SSH :2EF D X.509v3 SFBAE D HIFEI1E

o SSH ZB3F D X.509v3 FFBHE MRED FEEE L, I0SEF =27 > =/ (SSH) ANz O LM Tx
¥,

« I0S SSH #— 1%, 10S SSH H— MO B — 3368 L O —HFEAEIZ DUV T, x509v3-ssh-rsa
T X R—=Z2DOFEREOHLZ YR — N LET,

SSH FEEEF D X.509v3 FEBAZ ICRE 9 517k

TR IVEEERE

REAEOANEIL, AABAX— L ZDOBLEOTAT T 47 4 L OBEEORIITEF L E
7, X.509v3 B (RFC5280) OF X NVGEHEX, TAT T 47 4 OEREFEITTH20
R SET, [FHETE D/0— MEE & 2 O RFEEBIIC L 2 B4 OES{Ic L - T,
BEDODAMEL X —LIEEDT RN TAT T AT 4B, RENET,
NBF— AL T7FA KT 7F % (PKI) O FTZRKRA L ME, FUOXNAEAEOE RIS
HET, AEAFEE R T A MRAV MEEEMIT A Z EIZL > T, GEHEZEHCEXET, bT
A RRA 2 ML, FBRER (CA) . SESERTAT VT AT 4 RNTA—H, BIOsF U
JVEEBEICBET A RN EENTOET, IO N T A MKRA > M EER LT, B2 55EAE
WCBEEEAT T D 2 EMTEET,

X509v3 AL =Y —N\ELUV1—YEEL

H— EREEDEE . 10S X o7 =/ (SSH) DHERDO-DIZENHEDHEIE% SSH 7
TAT MIEELET, 2OV — NGEREL, b—GEHE o 7 7 AL
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| SSHEREED X.509v3

FEEAE

ssH sE Ao X503 i EnEERE

(ssh-server-cert-profile-server 27 4 ¥ 2 L —3 3 F—K) TRESINZ KT A FFRA v b
R BV E T,

2 —YERIEDEA, SSH 7 74 7 v MR DO T2 DIZ 22— W OFEE % 10S SSH H— 3|2k
fFLET, SSHY— N, — NGEHET 27 7 A4 )L (ssh-server-cert-profile-user 727 ¥ =
L—yarE—F) TRESNEZAREF—ALT7F7A M7 7F v (PKI) hTARRA L b
FAHLT, ZELE2—VIEHELRRLE T,

T 7 v h TR, FEHESR—ADOFFEN, I0SSSH — K TH— "B L =2 —FITk LT
BN > TWET,

SSH n'L,\nIEﬁd) X 509"3 nIEEﬂid) /:I-Ejj_lf

H—NREREICT R ILEIRAZE ZHEAT 476D 108 SSH H—/\DERE

FIRDOHE

F IR D

enable

configure terminal

ip ssh server algorithm hostkey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}
ip ssh server certificate profile

server

trustpoint sign PKI-trustpoint-name

ocsp-response include

end

NSO A WN A

ARV RFERFTIVaY =)

X 71 |enable

1 -

Device> enable

¥iME EXEC E— R& A 3 —7 M LFET,
e NRATU—REANLET EREINZEHS)

X 7 2 | configure terminal Jua—)Lary7 4 Xal—ay T— &G

1

Device# configure terminal

L/iﬁ‘o

Z 5 = 3 |ip ssh server algorithm hostkey {x509v3-ssh-rsa RAR F— 7TV RLDIEFEERLET, &
[ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]} X7 3vx)l (SSH) 7947 hExaym—k

1 -

SHAEDIT., BEFHLOTILITY ZLADOHRTT,
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SSH S23E0 X500v3 sEBAE |

B - v2Ro1—voF o LEREEERT 51200 105 SSHH—/ A DRE
ARV KRFERIETI Va3 BHY
(6=3)) 10S SSH #—/ 321X, 1 LA EDOFRE R A

Device (config)# ip ssh server algorithm hostkey
x509v3-ssh-rsa

BARN F— T3V XLNHETT,
e ssh-rsa : 2B —~— 23R

* x509v3-ssh-rsa : FEAAE~N— 238G

ATvT4

ip ssh server certificate profile

1

Device (config) # ip ssh server certificate profile

P— NGEET B 7 7 A VB L — YR E T e
T ANEHEEL, SSHIiEHE w7 7 AL 3
T4 X2l —arT—FEBBLET,

ATvT5

server

1

Device (ssh-server-cert-profile) # server

P N E S T 7 7 A LA ERE L. SSHY — R FE
HWET 0T 7 AN Da—Y ar T Fal—ar
E— R LET,

ATvT6

trustpoint sign PKI-trustpoint-name

1 -

Device (ssh-server-cert-profile-server) # trustpoint| &
sign trustl

NRF— A T7T7 AT 7F % (PKI) FT7 AR
AV eV — NEAET R T AT X vy FLE
9, SSHY— L, ZOPKI h7 & bAoA > M
HAHT G TZREEE Y — SFEREICE R L E T,

ATy T17

ocsp-response include

1

Device (ssh-server-cert-profile-server) #
ocsp-response include

(f£#) Online Certificate Status Protocol (OCSP) @

JISEETILOCSP AT —7 1 o VY —/3GEE &

—FEIZEHE L ET

GE) T74NVbTIEIOa~vr RO Tno) B
MEXE SN TEY . OCSP AL — NGk
BHELE IR E SN EEA,

ATvT8

end

1

Device (ssh-server-cert-profile-server)# end

SSH ¥ —/SiiE 7 0 7 7 A L DY—/3 a7 4
Fal—raryE—RFai&T L, FEEXECE— R
ZBIA L £,

—FREADL—F DT S 4 LEREEHDT 5 1= DIOSSSHY —
/\ODEQE

FIRDEE

1. enable
2. configure terminal

3. ip ssh server algorithm authentication {publickey | keyboard | password}
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| SSHERSEM X.509v3 SEBAE
1—FRIEAOI—FOTF s LIEREERRT 2100 0sssHy—r oz [l

4. ip ssh server algorithm publickey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}
5. ip ssh server certificate profile
6. user
7. trustpoint verify PKI-trustpoint-name
8. ocsp-response required
9. end
=3[k 2t
ARV RFEREET7TIVa Y =LY
ATy 71 |enable it EXEC E— R& A 2 —7 VMIZLET,
il - e NAT—REANLET ERINTHE) .
Device> enable
A Fw 7 2 | configure terminal Ja—) a7 4 F¥alb— gy E— ReBlG

15“ : L i ‘a—o

Device# configure terminal

R 3 |ip ssh server algorithm authentication {publickey | a—YHIETNLIY RLADEFEZERLET, &

keyboard | password} XaF7 ool (SSH 257> hegxao ok
f ENDHDIF. REFHLOTNAY ZLDOHTT,
GE¥)  IOSSSH #r— 3NTid, 1 2L LR ER A

Device (config)# ip ssh server algorithm

authentication publickey 2—YEREET VT U R LABRLETT,

GE) :l—‘ﬁ_wb\n \—nﬁlﬁiﬁt%{iﬁﬁ‘j—é
publickey ¥ —7 — K% ﬁﬁ”ézgiﬂ
D ij‘o

(GX¥)  ip ssh server algorithm authentication =~
> Rid ip ssh server authenticate user =~

Y FoORDYIERLET,
A v 7 4 |ip ssh server algorithm publickey {x509v3-ssh-rsa ANEX—T LY ZADNEFZEHRLET, SSHZ
[ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]} SA4F L MTt o T o RIS NG DI
i REFEHDT V) XLDIHTT,

e ik | N N Con liox GE) IOSSSH 7 74 7 ~MZix, 1 2L FO%
igé;iéfzzhii;a ip ssh server algorithm publickey EFR AR — T LY X\Aﬁi%\gf‘“ﬁ‘o

e ssh-rsa : ZABH & —~— X FRGE

* x509v3-ssh-rsa : FlFBHE~N— 233
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B oo anzsemL-v— B0 FREOREDOER

SSH S23E0 X500v3 sEBAE |

ARV RFERETIVa Y

B8

ip ssh server certificate profile

1

ATy TH

Device (config) # ip ssh server certificate profile

P FEHET 0 7 s A LB L — YR E T o
T ANEHEEL, SSHIiEHE w7 7 AL a3
T4 X2l —ar®—FEBBLET,

user

1

ATvT6

Device (ssh-server-cert-profile) # user

a—WIFE ST 7 A L ERE L. SSHY — R FE
HWET 0T 7 AN Da—Y ar T Fal—ar
E— R LET,

R F v 7 7 |trustpoint verify PKI-trustpoint-name ZE LT —VHEIAZEOFERICHE A S 5 A% —
%l - A7 FANT77Fx (PKD) hTABRAL &
BELET,
D\e]\e/]ifci:ii(/sik;;zi;ver—cert—profile—user) # trustpoint GE) Loy ]\%%’Eiﬁlﬁl%ﬁ?é - LT, %;E
BONIARRA L PERELET, K
10D FTARKRA Y FNERETEET,
A7 7 8 | ocsp-response required (EE) %=E L7e2—HEEHFEIZ & 5 Online

1

Device (ssh-server-cert-profile-user) #
ocsp-response required

Certificate Status Protocol (OCSP) )& DA 4 85
* l—/ \i @—O

Gx) ?7iw%fi’®37VP®FmJ%ﬁ
NEREINTEY, =—VFEHEIXOCSP

JSERLTRTFANLONET,

end

1

ATvT9

Device (ssh-server-cert-profile-user)# end

SSH % —/\GEET B 7 7 A LD2—H 27 ¢
Fal—varE—REKTL, FHEEXECE—F
ZBR L E9,

TORIGERAEZFEALY

FIRDOEE

1. enable

2. show ip ssh

F IR D

AT v 71 enable

it EXEC E— F& A 2—7 /2 LET,

—N\NELUPa2—

— R DER E DHEFR
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| SSHERSEM X.509v3 SEBAE
ssh e x50 sEmEozEs [

c NAT—FREANLEYT (ERSNEES) .

51 -

Device> enable

AT w72 showip ssh

BHERESINTWABIEF R ERR LT, AEAE—XRFEOM 2589 5 121%, x509v3-ssh-rsa 7 /b
TY RLERBEFHDHRALN F—TNLITY XL THDLZ LR LET,

1 :

Device# show ip ssh

SSH Enabled - version 1.99

Authentication methods:publickey, keyboard-interactive,password
Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa
Hostkey Algorithms:x509v3-ssh-rsa, ssh-rsa

Authentication timeout: 120 secs; Authentication retries: 3
Minimum expected Diffie Hellman key size : 1024 bits

SSH Z2:E FA ) X.509v3 SFEEAZE ) % E 451

Bl H—N\EREICT DR IGERAEZERAT 51=6HD 10S SSH F—/ D

ax AE

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (ssh-server-cert-profile) # server

Device (ssh-server-cert-profile-server)# trustpoint sign trustl
Device (ssh-server-cert-profile-server) # exit

Bl : A—HEERAOI—Y DT R ILIAE LT 5= DI0SSSH
H—/\DEFE

Device (config)# ip ssh server algorithm authentication publickey
Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa

Cisco 10S XE Gibraltar 16.10x ¥ 17 > z)La> T4 FXalL—>a v AA4 K .



SSH S23E0 X500v3 sEBAE |
B =7 z:emiEE ssH R0 X 5093 EBIE

Device (config) # ip ssh server certificate profile

Device (ssh-server-cert-profile) # user

Device (ssh-server-cert-profile-user)# trustpoint verify trust2
Device (ssh-server-cert-profile-user)# end

(B89 B BINEER SSH 23 X.509v3 SFRHE

ESPERE]S T=aTF7ILEA L
CiscoIOS =~ K Cisco IOS Master Command List, All Releases
X VT7T 0 av R + [Cisco I0S Security Command Reference: Commands A to
cl
+ [Cisco I0S Security Command Reference: Commands D to
L]
+ [Cisco I0S Security Command Reference: Commands M to
R/
+ [Cisco I0S Security Command Reference: Commands S to
A
SSH #&3iE [t¥a7 vzrarzZsFal—var 4Kl o (&
Fa7 Ve a—PRIEHFAORE] OFE
BRF— AT TAT T [ Public Key Infrastructure Configuration Guide] @ [Configuring
F ¥ (PKI) @ 7 A hARA > |and Managing a Cisco 10S Certificate Server for PKI Deployment |
h D=

. Cisco I10S XE Gibraltar 16.10x ¥ 17 >zl a> 7«4 XalL—>a Yy A K


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html

| SSHERSEM X.509v3 SEBAE

SSH

=3
Qits @

SED

ssH 30 x500v3 T3 orgaetrm I

SRADTY ZHI YR—

A o

2DV R— N Web A FTlE., & =ao |http//www.cisco.com/cisco/web/support/index.html
BT 7 ) n =T N T T 2 —
T4 TN BERNSTWERET L9512, v==
TRV —=LEILDETLRERA T A
VU Y—RERELTOWET,

BHEWORGEOEX 2 U7 ¢ [HFHRSOHEMTE R
 ANTFT 5722, Cisco Notification Service
(Field Notice 7> 7 7 2 &) | Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 7 4 — K72 EOKFEY — B A ITINA
TEET,

VAapYR—KWeb VA bDOY— T I
T 2T 5L, Cisco.com D—H ID BLN
INA T — R SLEETT,

X.509v3 SEBAE DHLBE R

WROFIZ, ZOFY 2— /L CHP LIHEEICET )V —AFRERLET, ZORIF, V7
=7 UU—R FLA ‘/’C‘%i‘%&%“b@%ﬁf% rREAINEZEEOY T by =T VY =272
FERRLTWET, ZOMEEIL, BTk BNR2WRY . ZAUEO—#EOY 7 k=7 U Y —
ATHYR—FENET,

TT Yy 7= LD R = FBLOVRAT YT hU =T 4 A—VOHR— MIET L1HEHREY
5% 5 1Z1%, Cisco Feature Navigator % {#i § L 9", Cisco Feature Navigator |27 7 £ 23 % |Z
X, www.cisco.com/go/ctn IZFEE) L £ 7, Ciscocom DT 7 MIMLEDH Y FH A,

5 5: SSHEREIM X.509v3 sIFAE Di%EETER

HEEER ))— |BEEETRER

3
SSH ZR3ED X.509v3 SSH FRFED X.509v3 AEBAEMERE L. T — SN T X.509v3 T
FERA &w&%i%ﬁmb X7 =L (SSH) ¥ — Al Ta—

mh DIE%{%)EH L/jz—a—
WO A~ RPNEANFEIIIEE SUE L7« ip ssh server

algorithm hostkey. ip ssh server algorithm authentication, ip
ssh server certificate profile,

Cisco 10S XE Gibraltar 16.10x ¥ 17 > z)La> T4 FXalL—>a v AA4 K .
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SSH S25E 0 X 5003 SEBRE |
B ssHzino x50 EERE OReEER
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Irh-7:|&:
5 2

JF2 V54T 7RERDSSH 7)L3
) X Ls

AT I TAT YV TREMOSSHT VT Y RAAEEIC LT, a2 7747 U TREZ
BLETAITY XLDOY A MNBIWIEFPRIEESNET, ZOFEY 22— TiE, RBEINLT

NTY XLDY A MIHEDSWT SSHERAHIIRTEX AL 912, X277 =/ (SSH) ¥—
NEXOI 747 boORE L, A vE—U38RE2—F (MAC) , BXOWEHRA N F—T71F
VX LDEREFEIZOWTHALET,

« BERETH M OOMER (67 ~~—2)
e IEL I IATUTHREMDSSH 7 LT U XLDFEM (68 ~2—2)
e aFL UITIATUTREHD SSH 73 XL OFRETHE (69 X—)
ﬂi%:%V&?%7J7ﬁi%@%H7»:JXA(%&wy)
BT DBIMER 25 7 74TV TREMDSSHT VY XA (76 =X—)
e IFL ITAT Y TEHEMD SSH 7/ Y XA OREREH (77 2—)

HEETRH DR

THHOY 7 =T VU =2 T, 2OV 2 — LT &N 5T R TOMERY R— k&
NTWD EIFRY EHA, RFTOMREEHR I L OEEIZ OV TiX,  [Bug Search Tool) XY
THHOTT b7 A —bLBLOY 7 2T VI —=ZADY J—2 ) — SR LTS
(A% :@%:}J%ll/fﬁﬁﬁﬂﬂ SNDOHERRICEHT DR, BLOBERELYIAR— b)Y —X
D—FIZONTIE, BEEFHROEKEZZRL TIIZE N,

TTy R 7LDV R—=FBIR R VT v 2T A A=VDVR— MIETHIERE
53 % 1Z1%, Cisco Feature Navigator i ] L £ 9, Cisco Feature Navigator (27 7 & 2§ 5 (Z
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H U v MIMLEH D £ A,
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AEVISATUTREADSSHTLTY XL |

B == /5170 7aERO ssH7 LT Y R LD

VOS5 AT)TERERDSSH 7L X LD

OAF 94T TZEERADSSH7IILTY) X L

X 27 /b (SSH) REIC L - T, CiscolOS SSH —_"BL T T4 7 MZ

NI

A RMDLBREINETNANITY ZLOFXRITLT—a v DREPHTH D &bxf%iff ) E—
FoS—F 4y WNFHFRY R NZEENTWWT AT ZAOHREFEHALTRI— L LD &

T5E, BERITIESR SN, By a TSI ENEYA,

CiscolIOSSSHH—/x 7)L3d1) X L

CiscoIOS ¥ =7 ¥ =/ (SSH) ¥ — NL. RODJERFE THE

E e k72U X (Advanced

Encryption Standard 7 7 > % &— K [AES-CTR], AESK;5 7 & v 7 #§H [AES-CBC], Triple Data

Encryption Standard [3DES]) %% 74—k LE 9,

1. aesl28-ctr
2. aesl92-ctr
3. aes256-ctr
4. aesl28-cbc
5. 3des-cbc

6. aesl92-cbc
7

aes256-cbc

Cisco [0S SSH ¥— X%, RDNEFTA v —33Fa— K (MAC) 743 X hZHHR— b

LET,

1. hmac-shal

2. hmac-shal-96

Cisco I0S SSH #— X%, KDJEFTHRA N F— T 3Y X LZEYR—FLET,

1. x509v3-ssh-rsa

2. ssh-rsa

CiscolOSSSH YV S A4 7>k 7T X A

CiscolOS ¥ =27 > =/ (SSH) 7 T4 7 ME. ROJERF Ch

F 5 b7 L= ) XA (Advanced

Encryption Standard 7 7 > # &— K [AES-CTR], AES K57 & v 7 #§H [AES-CBC], Triple Data

Encryption Standard [3DES]) Z##7A— kL E7,
1. aesl28-ctr
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| 229547V 7REROSSH7 LT Y XL
1€ 5547 UTREAGSSHT LT Y XL oEEsE

aes192-ctr
aes256-ctr

aes128-cbc

aes192-cbc

2
3
4
5. 3des-cbc
6
7. aes256-cbc

CiscoIOSSSH 7 7 A4 7 MMiE, RDIEFTA v —UiEa— K (MAC) 743 ) X A%
A—rLFEF,

1. hmac-shal

2. hmac-shal-96

R
it

CiscoIOSSSH 7 A4 7> "N HR—FFTEHHRA N F—T LT Y XALF 1 ODHRT, CLI
T EH D 1A,

* ssh-rsa

AFEV VAT TRERDSSH7 LT ) XL DEETE
73k

CiscolOSSSHHY—/N\E LUV IS4 T7 2 FOBSF—7ILT ) XLDFE

—
na
FIEDHEZE
1. enable
2. configure terminal
3. ip ssh {server | client} algorithm encryption {aes128-ctr | aes192-ctr | aes256-ctr | aes128-cbc |
3des-cbc | aes192-cbce | aes256-cbc}
4. end
F IR D 48
ARV KRFERERETY Va3 Y =[]
AT 71 |enable ¥t EXEC £ — R& A X —7/WICLE T,
i - e NAT—REANLET (FERINEHE) .
Device> enable
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B sorca—5090e0r

AEVISATUTREADSSHTLTY XL |

ARV RFERETIVa Y

B8

Z 3w 7 2 | configure terminal Jau—)L a7 4 Xal—ay T— &G
fi LETS
Device# configure terminal
R 7 3 |ip ssh {server | client} algorithm encryption {aes128-ctr | SSHH— B LY T4 7 F CORE(LT LT
| aes192-ctr | aes256-ctr | aes128-cbce | 3des-chc | RADNEFZEHRLET, ZOIE/FIZ. 7LoI) R
aes192-cbce | aes256-cbe} ADXITLT— g URRCHE ST,
Bl - GE)  CiscoIOS SSH H— B LU 547+ k
. L . . (ZiE, 1O EOBGEF R 5T =2
Device (config)# ip ssh server algorithm encryption R .
aesl28-ctr aesl92-ctr aes256-ctr aesl28-cbc ;ll;ﬁ>k§%§7f?fo
3des-cbc aesl92-cbc aes256-cbc
GE) LD E LT ATY XADOY AR5
Device (config)# ip ssh client algorithm encryption SOT LAY Xﬁ%ﬁéﬁ&:jﬂéﬂili -0
aesl28-ctr aesl92-ctr aes256-ctr aesl28-cbc . I .
3des-cbc aesl92-cbc aes256-cbc a2 KO no ﬂ:fﬂ%{%ﬁﬁ Liﬁ—o %E%z@
TNATY ANEEHT DL, Zoav
VRO o B EEL DTN TY LA T
BEIEER L £
(B TI7HNVIMRETIE, KITRTLIICZD
av ROT 74V MEREHEHLET,
Device (config) # ip ssh server algorithm
encryption aesl28-ctr aesl92-ctr
aes256-ctr aesl28-cbc 3des-cbc aesl92-cbc
aes256-cbc
Z7__‘y704 end Ja— )L :I,‘/7/fg*\‘\:L]/‘_“:/El.\/:’E‘_‘ I\;&‘%T
i - L. FH EXEC £— FIZREY =7,

Device (config) # end

SIS a—TFTa29DEV R

RIE TR DI b7 /LT Y X % T

Y RS S ET,

)

% SSH command rejected: All encryption

LEDLT2L MDAy E—UNRFRSNTa~

algorithms cannot be disabled
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| 229547V 7REROSSH7 LT Y XL
Cisco 10S SSH 4 — B &k Us 547> roMAC 7Ly ZLn%E |

Cisco I0S SSHH—N\EXUVI 5472 FDO MAC 7L T ) XLDEETE

FIEDHE
1. enable
2. configure terminal
3. ip ssh {server | client} algorithm mac {hmac-shal | hmac-shal-96}
4. end
F D &8
AR NFERERTIVa Y BeY
AT 71 |enable ¥t EXEC £ — F& A X —7MICLE T,
il - e NMAT—=REANLET (FRENTEHA)
Device> enable
R 7 2 | configure terminal ra—N)ary7 4 Xal—ay B— NElG

1 LET.

Device# configure terminal

R 7 3 |ip ssh {server | client} algorithm mac {hmac-shal | SSHY—R"BLOXI 747 K TOMAC (A vt—

hmac-shal-96} VREEa—F) T2 RLONEFEERLET,
- ZONEFFE, TRV XRADOFR I T — 3 VRIS
fREShET,
e LB S5e erver Maemitin mac GE)  CiscoI0S SSHH— B EUY T4 72 b
W2, 1 DL EDOBREF ANy o Ay
Device (config)# ip ssh client algorithm mac ff“‘i)%géﬁij‘“ N G{NLA(D Ty XL
hmac-shal hmac-shal-96 NMEETT,

GE)  VARELET AT ZLDY A b1
DOTNTY XLEIINT HIIE, ZD
a<vr RO no IEXEHEHLET, #HED
TNAY XLERHZT HIZIE, ZDa~w
VRO no EXERI2 DT NTY AL T
BEEEA L ET,

GE) TI7HNIRETIE. RIRTELIIZZ
a< ROT 74/ MEXEHEHLET,

Device (config)# ip ssh server algorithm
mac hmac-shal hmac-shal-96

Cisco 10S XE Gibraltar 16.10x ¥ 17 > z)La> T4 FXalL—>a v AA4 K .



AEVISATUTREADSSHTLTY XL |
B sorca—5090e0r

ARV RFERERTI VA Y E]:3)
AT v 74| end Jua—sYb ary 7 4 Fal—var ®T—REKT
Bl - L. i EXEC E— FIZIRE D £,

Device (config) # end

SIS a—TFTa2T0DEV R
RETHEBEDOMACT NI RLEZEHIL L) ETDHE, ROAvE—UNERINTa~
v RBESE S ET,

% SSH command rejected: All mac algorithms cannot be disabled

Cisco IOS SSH H—/\DFHRRA b ¥F— 7T XLDEETE

FIEDHEE
1. enable
2. configure terminal
3. ip ssh server algorithm hostkey {x509v3-ssh-rsa | ssh-rsa}
4. end
F IR D
ARV NEERTIVa Y =LY
ATy 71 |enable FiHE EXEC E— R& A R—7 /M LET,
i c NAT—=REANLET ERIhTHE)

Device> enable

R 72 |configure terminal Ja—x)L a7 4 Xl — gy F— NE2BtG
1 LET.

Device# configure terminal

R 7 3 |ip ssh server algorithm hostkey {x509v3-ssh-rsa | RARF—=TNTY) XALDIEF%2EFHR L LT, Cisco
ssh-rsa} I0Stx=7 v=/b (SSH) 7 I7A4T7 v hE&xraTyv
I T—hENDDE, BHEFHDT NI ZLDHT

R

Device (config) # ip ssh server algorithm hostkey
x509v3-ssh-rsa ssh-rsa
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| 229547 7RERAOSSH7 LT Y XL
t5Inva—ssvvoevt |

ARV RFEEETIIa Y BRI
GE) Cisco I0S SSH ¥— N2, 1 DLl EDEk
EFHRA N F— T NI XLNRNET
j‘o
* x509v3-ssh-rsa : X.509v3 FFAAEAN— 2

Fhalk

o ssh-rsa : ZABHF—~— 233

(G¥) PRIRELZT VNI XLDY A b1
ODOTNAY ALZ BN THITIE, 2D
a<v Y RO no BXEMHEHL 9, #HED
TNITY X NETHTHITE, ZDaw
VRO no FERERL DTN AL T
BEEEA L ET,

GE) T 7ANVEIHRETIHEH., KRIRT X2z

a2 ROT 74/ MEXEFHLET,

Device (config)# ip ssh server algorithm
hostkey x509v3-ssh-rsa ssh-rsa

AT v 74| end Jua—s\ar7 4 Xal—vary E— KERT
Bl - L. i EXEC E— FIZRE D £7,

Device (config)# end

kST a—TFTa29DEV R
RETHBEDRA N =T N3 XLEZEHILLIETEHE, ROXA v E—UNEREN
Ta~y RRESSNET,

% SSH command rejected: All hostkey algorithms cannot be disabled

AFED D SA4AT)TRERDSSH 7I)LT ) XL DFEFE

FIRDHE

1. enable
2. show ip ssh
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AEVISATUTREADSSHTLTY XL |

B o= 75170 7ReROsSH7 LT U XL ORER

F IR D

ATy T

ATy T2

enable
e EXEC E— R&A 3—7 M LET,
e NRATU—REANLET ERENZEHS) &

&1

Device> enable

show ip ssh

ROEWHOEF 2T vzl (SSH) Wik, BX b F— BLUA vy L—V@BFT—F (MAC) 7/
R nEFTUET,

1 :

RO show ip ssh =~ > RO AHIL, 77 4V FONEF THESNIZRESLT LT Y A LEZRLTVE
‘déo

Device# show ip ssh

Encryption Algorithms: aesl28-ctr, aesl92-ctr, aes256-ctr, aesl28-cbc, 3des-cbc, aesl92-cbc, aes256-cbc

KD showipssh 2~ > FOMFIL, 77 4/ FOIAF THREINIZMACT VT Y ALERLTWET,

Device# show ip ssh

MAC Algorithms: hmac-shal hmac-shal-96

KD show ip ssh 2~ > RO NBNL, 77 4V FOIEFTRESNTZAARN F— 7L TY ZLERLT
b\iﬁ—o

Device# show ip ssh

Hostkey Algorithms: x509v3-ssh-rsa, ssh-rsa
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| 229547V 7REROSSH7 LT Y XL
YL RSP PR Db S T LY PIEDEINE |

REGAE VAT T7EERADSSH7 LT X L

{5l : Ciscol0S SSH H—/\DIESXF— 7L T ) XLDETFE

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm encryption aesl28-ctr aesl92-ctr aes256-ctr
aesl28-cbc 3des-cbc aesl92-cbc aes256-cbc

Device (config) # end

5] : CiscolOSSSHY SA 72 FDEEX— 7L XLDHTFE

Device> enable

Device# configure terminal

Device (config)# ip ssh client algorithm encryption aesl28-ctr aesl92-ctr aes256-ctr
aesl28-cbc 3des-cbc aesl92-cbc aes256-cbc

Device (config) # end

{5 : Cisco 10S SSH H—/ D MAC 7 /L. I') X LDEETE

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm mac hmac-shal hmac-shal-96
Device (config) # end

5l : Cisco 10S SSH H—/\FAD F—3# DH )L — T DEHRE

Device> enable

Device# configure terminal

Device (config) # ip ssh server algorithm kex diffie-hellman-group-exchange-shal
Device (config) # end

Device> enable

Device# configure terminal

Device (config) # ip ssh server algorithm kex diffie-hellman-groupl4-shal
Device (config) # end
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AEVISATUTREADSSHTLTY XL |
B 5 ciscoloSSSHH—XDARR K F— 7 LTy ZLD

oul

K
Iy

{5 : Cisco 10S SSH H—/ADHKRRX b F— 7 )L T RLDERTE

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa ssh-rsa
Device (config) # end
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