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FlIEDHE
1. enable
2. show software authenticity running
FIED M
ARV FERET7IVa Y By
AT 71 |enable FiHE EXEC E— R& A Rx—7/LIC LET,
1 e NAT—REANLET (FEREINEHE) .
Device> enable
AT 7 2 | show software authenticity running FEN 2 A A ELE® ROMmon 3 L O Cisco I0S A
i - A=V TFANDY T b T BRI DA
FRLET,

Device# show software authenticity running

BEDAA—D J7A4ILDT O ILERERDRT

PLFDOX AT H#FITL T, HEDAA—T T 7ANDY 7 Ny = TiRGEICBEE L2T ¥ XV
ZIEWEFR T LET,

FIRDOHE

1. enable
2. show software authenticity file {flash0:filename | flash1:filename | flash:filename | nvram:filename

| flashO:filename | flash1:filename}

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .



B 7051288z cisc0 v T by 7 —tEBRORT

F IR D

FORLBHME Cisco VT rozT |

ARV RFEEETIVa Y

=)

ATy T

enable

1

Device> enable

Ri#E EXEC £ — R& A x—7 /LT LET,
e NRATU—KREANLET (TEREINEHE)

ATy T2

show software authenticity file {flash0:filename |
flash1:filename | flash:filename | nvram:filename |
flashO:filename | flash1:filename}

1

Device# show software authenticity file
flash0:c3900-universalk9-mz.SPA

BEDA A=Y 77 ANDFIHNVEL LT |
v o= 7 ERARC B Lo E R A FR L ET,

FORILEBLME Cisco VT b 17 F—EROKT

DLTDOR AT %#FT LT, TUXNVEBLIXCisco /7 M7= 7 F—lEREFRLET, F—
AT EEBIZAML—=URNIEHD Y 7 MU = TABRF— O MIEREE R LET,

FIRDOHE

F IR D

1. enable
2. show software authenticity keys

ARV RFEEETIVa Y

B8

&M

enable

1

Device> enable

¥ EXEC £— R& A x—7 /I LET,
e NRRAU—KREANLET ERENTZEE) .

ATvT2

show software authenticity keys

1

Device# show software authenticity keys

FORNEBLLEE Cisco VT N2 TDOX— AT
LEBIZANLV—VRICHD Y7 MU =T ABF—
EFRRLET,

TORINELFECsco VI I T7 A A—CDEZTNVYa—TFT4

sl

DLFDRA I HEITLTC, TUVFNBLAZECisco V7 NI 2T A A=V N T Ty 2—

T4 T LET,
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TOANERGECisco /T bz T
FURNLEEMAE Cisco VT ko 7oREs ]

FIEDHE
1. enable
2. debug software- authenticity errors {envelope | errors | key | revocation | show | verbose}
FEDEH
ARV RFERETOVa Y =)
ATy 71| enable Fi#E EXEC E— & A 2 —7 /M LET,
i  NAU—=REANLET ERENELA)

Device> enable

R Fw 7 2 | debug software- authenticity errors {envelope | errors | > % LB L f+X Cisco VY 7 N7 =7 TF v
| key | revocation | show | verbose} A —TUDFEREA F—T M LET,

1 -

Device# debug software-authenticity errors

TORAIWELME Cisco VT b7 DEREH

TR IELFTE CiscoV T ko 7 DEFIG

WIZ, FUORNBYLATECisco ) T FT 2T DA A= T A NG EFRTAHEZRLET,
TOHEICEST, FUENBLAX Cisco VT M = T OFBISHICESWNTHRIT A Z &
MNTEET,

Device# show version

Cisco I0S Software, C3900 Software (C3900-UNIVERSALK9-M),
12.4(20090904:044027) [i1l2 577]

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Fri 04-Sep-09 09:22 by xxx

ROM: System Bootstrap, Version 12.4(20090303:092436)

C3900-2 uptime is 8 hours, 41 minutes

System returned to ROM by reload at 08:40:40 UTC Tue May 21 1901!
System image file is "xxx.SPA"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .



FORLBHME Cisco VT rozT |
B =osrzaa=cico v kY 7BLEROR A

Cisco xxx (revision 1.0) with CISCxxx with 987136K/61440K bytes of memory.
Processor board ID xxx

3 Gigabit Ethernet interfaces

1 terminal line

1 Virtual Private Network (VPN) Module

1 cisco Integrated Service Engine (s)

DRAM configuration is 72 bits wide with parity enabled.
255K bytes of non-volatile configuration memory.
1020584K bytes of USB Flash usbflashO (Read/Write)
1020584K bytes of USB Flash usbflashl (Read/Write)
500472K bytes of ATA System CompactFlash 0 (Read/Write)
License Info:

License UDI:

XX XXX XKXXK
Technology Package License Information for Module:'xxx'

Technology Technology-package Technology-package
Current Type Next reboot

ipbase ipbasek9 Permanent ipbasek9

security securityk9 Evaluation securityk9

uc None None None

data None None None

Configuration register is 0x2102

TUOBNEBLSEA A=Y T ANE, LTOIT Tkl S E T,

System image file is "xxx.SPA"

AA=TDOREE LT, 77 ANRICT VENVELSE Cisco V7 MU =7 O 3 LFOYLiET-

(SPA) ff& £, [FUXNEBLLE Cisco Y7 bU =T Ol ¥7 v arDhA KT
A NZFESNWT, T A NMEREFOEIEEDO LT 1S] 1 FA A=V BT OHINVEBLFE Y 7 F =
TAA=TTHDHIE, 2FBOXT P) FA A -V F—2FEHL T OXNLELE
Nz e 3FROT TA] ITFFxF— A= a B —Ua 0 ATHAZ LR RENTVE
7

TORIWERANTE Cisco V7 by = 7EREBEHRDRTHI

Wiz, EENCE AT B EAED ROMmon B LW CiscolIOS £ A—2 T 7 A )LDV T b7 = TR
FEICBET AR ER T T AR E R LET,

Device# show software authenticity running
SYSTEM IMAGE

Image type : Development
Signer Information
Common Name XXX
Organization Unit XXX
Organization Name XXX
Certificate Serial Number : xxx
Hash Algorithm XXX
Signature Algorithm : 2048-bit RSA
Key Version XXX

Verifier Information

. VATLAA—=CDO—FELUVEENDO YT F¥aL— 32 HA4 F (Cisco 10S XE Gibraltar 16.10.x [7] 1)



I TOANERGECisco /T bz T
BEDAA—2 771007 LEEEEORTN [

Verifier Name : ROMMON 2
Verifier Version : System Bootstrap, Version 12.4(20090409:084310)
ROMMON 2
Image type IOXXX
Signer Information
Common Name IOXXX
Organization Unit I XXX
Organization Name I XXX
Certificate Serial Number : xxx
Hash Algorithm IOXXX
Signature Algorithm : 2048-bit RSA
Key Version XX

Verifier Information
Verifier Name : ROMMON 2
Verifier Version : System Bootstrap, Version 12.4(20090409:084310) [

WDFERT, ZOHNIERINDIEERT —V REHALET,

3 2: show software authenticity running 2 « — )L K DERBA

J4—ILE B

SYSTEM IMAGE VAT I A A=VHEREFRT OO A,

Image type AA=TDEA T HRRwT 5,

Common Name Y7 hU T RIERE DA E RRT D,

Organization Unit VTR 2T A A=V NEASINTWAEN— Ry 2T 2R T 5D,

Organization Name VTR 2T A A=V OAEEEFERT D,

Certificate Serial Number | 5 % )L B4 QFFHEY ) 7L RS2 ERT5H,

Hash Algorithm FOXNBLOWRIMEHSNDI N Ny V2 TAT) RAAOEEE
T 5,

Signature Algorithm | 572 % )L BA ORI SN D B4 TN T ) R AOHE TR
5.

Key Version MR SNDF— "=V 3 V2 RRT 5,

Verifier Name F UL NELOMREZTHOT 0T T AORMERRT %,

Verifier Version F LN EL OMRE LT T 0T AONA—Y 2 vk FRT D,

ROMMON 2 HAED ROMmon & #RT 5 H DT 7 & a .

BEDAA—D T7A4ILDT VR ILEZFRDRRH

WIZ, FFEDA A=V T 7 ANDY 7 by 2 TEHIEE LT O X NVBLITEREFR T 56
ZnLET,

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .



TOANELFECisco VT T |
B =osrzaa=cisco v Y7 S—tERORTH

Device# show software authenticity file flash0:c3900-universalk9-mz.SSA

File Name : flash0:c3900-universalk9-mz.SSA
Image type : Development
Signer Information
Common Name TOXXX
Organization Unit T OXXX
Organization Name T OXXX
Certificate Serial Number : xxx
Hash Algorithm : SHAS512
Signature Algorithm : 2048-bit RSA
Key Version : A

The table below describes the significant fields shown in the display.

% 3:show software authenticity file 7 « — )L K MDA

J4—ILF EBA

File Name AEVDOT7 7 ANVE, T-& Z2IE, flash0:c3900-universalk9-mz.SSA .
7w a AE U (flash0:) ND 7 7 A /L4 ¢3900-universalk9-mz.SSA
ZRELET,

Image type AA=VDEA T HRKTT D,

Signer Information B EH

Common Name V7 Ny 2 T RIEEF DOARIERTRT D,

Organization Unit VTR 2T A A=V NEAISNTWEIN— R =T 2EKRT D,

Organization Name VI NT2T A A—VOFEE R T 5D,

Certificate Serial Number | 7 % L BLZ OFFHES U T LEEAFE T B,

Hash Algorithm FYHNVBROMRBIEASND Ny v o T Y R AOFAE
15,

Signature Algorithm | 5 2 2 VB4 ORI SN B4 T V3 ) R AOFME 4 7T
é o

Key Version RIHEASND F— "=V a v ERFT D,

TORIWERL{TECisco V7 b7 F—I1FEHROERTH

WROBITIE, TIOHNELNE Cisco Y7 br =7 F—FRERRLET, ¥— 24723
DANL—=URNIZHDLY 7 MU =7 REF—OFFMEREZ R R LET,

Device# show software authenticity keys
Public Key #1 Information

Key Type : Release (Primary)
Public Key Algorithm : RSA
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I TOANERGECisco /T bz T
FORNBEME Cisco VT k1T A A—T F—tEBROT v soamt 5 [

Modulus :
CC:CA:40:55:8C:71:E2:4A:3A:B6:9D:5C:94:1D:02:BA:

26:04:6B:33:EB:70:2B:18:24:C7:D9:31:3E:77:24:85
Exponent : xxx
Key Version : A
Public Key #2 Information

Key Type : Development (Primary)
Public Key Algorithm : RSA
Modulus :

CC:CA:40:55:8C:71:E2:4A:3A:B6:9D:5C:94:1D:02:BA:
26:04:6B:33:EB:70:2B:18:24:C7:D9:31:3E:77:24:85
Exponent : xxx

Key Version : A

The table below describes the significant fields shown in the display.

& 4: show software authenticity keys 7 « — )L K DA

Z4—ILF FREA
Public Key # N B2
Key Type AA—VOMBIMEH SN T — A THRRT D,

Public Key Algorithm | /4B - — DB SAITEH SN DT LT R A4 &2 Fr L ET,

Modulus ANBF— T X LOLRE,
Exponent AN — T X LD,
Key Version MBI SN — N—T g VU aFRT B,

FORAINNEBLTZCiscoV T FITT A A= X—IEHOTF/ANVHTD
A1t - Bl

Wiz, FYHNBLME Cisco ¥ 7 b =T OF —fFRICBEET 5 Y 7 b = 7RI S b
DF Sy T EENCT BHIERLET,

Device# debug software authenticity key

T DhDSE &R

ZIZTE, TUXINVELLAE Cisco VT U =T OEREDRHEEEHZOWTHEIA L £,

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .



FORLBHME Cisco VT rozT |
B zotoszan

BEER
BEEE |v=a7ILAA kL

Cisco I0S [Cisco I0S Master Command List, All Releases.]
a<w KN

['System |http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3850/software/release/3se/system_managems

Management
Command

Reference]

MIB MB®D!') >y

COMREICE > THR—FENDIH | BN LT T b 74—, CiscolOS VU —Z, B
LWMIB £/23EESN-MIBIL |07 4 —F v &y MIBET2ZMIBEZBEL XY 1—
HYFER A, K9=2121%,. kD URL IZ3 % Cisco MIB Locator % {#
LET,

http://www.cisco.com/go/mibs

FHZAIIL BR— b+

BLL] Link

A aAOYR— N Web A FTlE., & ao |http://www.cisco.com/cisco/web/support/index.html
HELT 7 /=l T Ty a—
T AT BESL TN ETETH L9511, v==
TRV —=NEIILDETLEFERA T4
U Y=RERME L TOET,

BHEWORGOE X 2 U 7 o fFERSCEANE H
AT 57DIZ, Cisco Notification Service
(Field Notice 7* 7 7 = A) | Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 74— F7p EOAFEY— B AITIMA
TEET,

VAADYIR—F Web VA FDOY— TV
A+ 5L, Cisco.com D—H ID BIL
IRAT — RPN QBT

. VATLAA—=CDO—FELUVEENDO YT F¥aL— 32 HA4 F (Cisco 10S XE Gibraltar 16.10.x [7] 1)
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I TOANERGECisco /T bz T
FUORNBEME Cisco VT by 7R [

TIOFIIWEBRFTE Cisco VT o 7 DHEEETFER

WORIZ, ZOFY 2 — /LT LI-BEREICET 2V Y —Al#®RERLET, ZORIL, V7
F7=7 JYU—A FLA U TEHEEOYR— R EAINTZLEEZDOY 7 2T VY —RT2
i%rbfmi# ZTOREREIE. FRTWT D N2 WERY | ZRLIBO—#HO Y 7 vy =T U Y —
ATHYR—FEINFET,

TIy b7 A= LD R = FBEOV AT VT by 2T A A=V OV AR— MIET LW E
FisR9 2 IZI%. Cisco Feature Navigator i ] L £ 3", Cisco Feature Navigator |27 27 & 2§ % |2
X, www.cisco.com/go/ctn IZFE) L £9°, Ciscocom DT AT MILELYD FHA,

F5:FORNBEME Cisco VT by T T DAL

HRES ) HRETRER
1y—
S
F VB NEL T TUHNELLTE Cisco Y7 b7 = THEEETIE, T UXNVELANE
X Cisco Y 7 b Cisco Y 7 b7 =7 OB, T VX NVELITEA A—ICETE Y 7
ke hT = TERFEEHROINE, BILOF—RKHDOETIZTOWTHIA L E
T TUHNVBALLTE Cisco V7 MU =TI, X 2 TR (A
% —) Bz L TN BASNIY 7 F U =T TT,
MDA~ RINEANETIIEELINE L7, debug software
authenticity, show software authenticity file, show software authenticity
keys, show software authenticity running.
F— RKAIERED F—REERED T R— b3 BIMESNE Lz, F—KITIE, 77>
PAR— b F 74 —LDF—A P L—=UnbXF—2HBRLET, 7Ty b7+ —

DB A X — D EITFIA A—DF R A P TE, B — (1
fhA A—DinD) EIITHRIF— (BRI A—Uh5) 1% —K5
DB TR SELNET,
Z OMREIZE T 2FEMIC W TIE, ROEESHL T IEE W,

- FYHNBLAFE Cisco VT b =T OF— DR &

RO~ FINEANETITEEINE L7, debug software
authenticity, show software authenticity upgrade-status, software
authenticity key add, software authenticity key revoke, upgrade
rom-monitor file.

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .
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TORINEAFECiscoV T O T |
B 7051280 =cisco v 7 bz 7 OMEIER
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==
=% =R

FIP £ LT= S RT L A A —SDEE

TDEY2—IZIE, FTIPEZEHA L2 AT 5 A4 A=V OFHICHETAERAE TN TV E
R
- BREfEmoomsE (19 ~—2)
« 7T wva AEYMNS FTP =D A A=V D at’— (19 <—)
cFTPH—NBET7 T vy a AFY T7 AN VAT LASDA A—TYDat— (203—)
e 77w va AFEYMNLFTP — N A—V % a— (21 ~X—Y)
FTP =57 T v va AFEY~Dat— (23 3—)

|Il.IJ

R AE IR R D HERR

A

4

P gl

THAOY 7 =27 VU —RATIE, ZOEY2— L THHIND T X TOEELITIAR— KX
NTND EITRY A, ATOMER#RP L O IZ oW Tid,  [Bug Search Tool] &Y
THHOT Ty v 7 =BV T =T VU —ADY U —R J— b EZRL TS
VW, ZOEYVa— /LTl SN OHEREICET 1R, BLOKERELYR—FEhd) U —X
D—RIZDON T, BBEROREZZRL T ZE N,

7Ty N7 —LBOYR—FBLOV AT VT T 2T A A—=VOYR— MNIET L HRE

5% 51213, Cisco Feature Navigator Z{i f§ L £, Cisco Feature Navigator |27 7 £ 23 5T
X, www.cisco.com/go/ctn IZE) L £9°, Ciscocom DT AT MILEDHYD FHA,

AEYNMSFIPH—/INADA A—DDOE—

FTP7' 11 s 2L Cld, FIPERZ LIV E— 2=V EZBLORAU—KE2, 7547 hA
P—NIZEFETIOIVLENRDLY E9, FIPEZFEHL T, —ZnoH—RN a7 s Falb—
vary 7rANEa b —F 584, CiscolOS V7 FU =TI, RDO L, BUICERL LA
hipa—V 2R ELET,

1. copy ¥ EXEC o~ FTHRESNZa2—P4 (2—PFANBEESNHTWHER) .

2. ipftpusername 7' 01— 3L 27 4 ¥ a2l —T gy avy RCRESN2—F4 (<
YRMEEINTWDLEHE)

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .
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FIPEGERALEVRATLA A —SnER |
B rro—iheo590a 2FY 2740 YRFLADA A—SDaE—

3. Anonymous

N—ZITIRD I B RHNZFER LIeA DR RAT — RERELET,
1. copyHFHEEXEC 2~ RTHESNIZ/XA T —F (RAT—=RREESNTVEES) |
2. ipftppassword 72—/ V)L 27 4 ¥ a2l —Tay avy RCHREINL/NAT—F (=

Y FBPRESNTVDHE) .

N—Z X, username @routername .domain £\ /XA T — REAR L ET, B username 1351
EDE v v a VT Sz —Y 4 routername (XX EHF DA A N4, domain 13—
ZDRALTT,

I—PLBLUOZT—RiZ, FIP Y —O7 7y MIBEMIT SN TWARLERH Y £
T, P NCEXADEES, V—F LOa2—FNLOFTPEXIALIREZZIFAND L I,
FTP % — R Z NI ET DB N H Y £,

OV =BT 4 L7 NIEE LS TWAGE, 207 4FXalb—vary 7y ANVERIERA
A—=UE, =R EOa2—VZLEEMTONTZT VT FNUICEXRAENDID, FOT 4 L
IR MMmbabt—8nET, L, VAT A A A=YURY =R EDZ—FDHR—L T 4
L7 RIChLGEE. 02—V o4Ri2 ) E—F 2—HFAHLE L THRELET,

FEZOWTIL, ZHHADFTP 4 — O~ =a2T7 Va2 BB LT EEW,

TRTCOaA b —EIEIHEHT 52— AL LA T — REEET 51214, ipftpusername 35
L Wipftppassword =~ o FEEM L ¥, FFED 2 U —EECORMEN T 52— P4 2 f5E
THEE1L, copy 2w RN TCTa2—HVLEFRELET,

FIPYH—/ 3\ T735 v a AFY) I7M4I S RTLAD
A A—OaE—

FIPYV— 57T 93 a AFY J7 A IV VAT EANVATAA A=V a2 —T&ET,

FTP 1—H% &£ /XX T — K

FTP7' v b2/ CiE, FTPERZ LIV E— b a2—PLABLORRYU—FE, 7747 bR
P NEETDRERD Y ET, FIP ZHALT, A= hbh—ear 7 Fal—
ary 7rANEa bt —3BEA. CiscolOS V7 MU T, RO L, BRUICER LA
Mg —F 2/ EEEFELET,

1. copy ff# EXEC 2~ RCHREIN 2 —H4 (2—PFADBREINTWDLIHA)

2. ipftpusername 71— )L 227 4 X2l —v g avy RCRESNZ2—V4 (a2~
Y RBREINTVDIHE)

3. Anonymous

N—ZITIRD I B RHNZFER LIZAN7p AT — FERfE LET,

. VATLAA—=CDO—FELUVEENDO YT F¥aL— 32 HA4 F (Cisco 10S XE Gibraltar 16.10.x [7] 1)



| FIPEBERLESRTLAAA—SDER

75vva xEYnSPH—nizs A—vzaE— [

1. copy ¥ EXEC 2~ R TIRESNIZ/RAT—F (AT — RRNREESNTHHHE)

2. ipftp password =~ RCHEINIZ/NATU— R (avy RBREINTWDHHE)

Jb—Z %, username @routername .domain &\ 9 /XA T — R&2ARK L E T, B username 133
D' v a VT Sz —Y 4 routername (FXEHF HD KR A N4, domain 13—
ZDRALTY,

Z—PHBLORAT — KX, FTP 3 — D7 h 72 MIEEM TSN TV ERERSH Y £
T, P NIZEBZIADEES, V—HF EOa2—VFNEDFTPEZIALILRZZ T AND X DI,
FTP % — " Z@UNIRET D MENH D £77,

ZOY =BT 4 L7 MR Lo TWDLEE, a7 Fal—var 7y A VEliEA
A—=TE, = A Eoa—PH LEEM T ONET L FVICEZRENDLN, EOT 4 L
J MU pbat—EnET, LLE VAT LA A—URY AN LDO—FDR—L T ¢
V7 MUICHDEEE, TO2—Y D4 Z ) T— b 2—FH L LTHRELET,

FEMICOWVWTIE, THEADFTP H—_"O~=a2T7 L E2BRL T FEE N,

TRTCOaAb—EIEIERT 52— A B L ONA T — REfEET HIZIX, ip ftp username 3
L ipftppassword =~ > A L ET, FrEDa —BIEICOBENT 22— A ZHEE
THEAIE, copy 2~ RN T2—VLHEZEELET,

TJ599a3 AFEYNMSFIPY—NIZA A—DZFOE—

FIPX Y U= B —REDV AT LA A=V at™—35120%, UTFTOFEEZFEITLET,

FIEDHE
1. enable
2. configure terminal
3. ip ftp username username
4. ip ftp password password
5. end
6. show flash-filesystem :
7. copy flash-filesystem : filename ftp: [[[//[username [:password |@]location \/directory |/filename
1
FIEDEH
ARV RFERETOVa Y =)
AT 71 |enable FiHE EXEC £ — R& A R—7 /LT LT,
i  NAU—REANLET @ERENELE) .
Router> enable

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .



B »

FIPEGERALEVRATLA A —SnER |

ARV RFERETIVa Y

B8

ATv T2

configure terminal

1

Router# configure terminal

B Za—\ a7 ¥zl —3 gy F—
REBIMELET, ZOFEL, T 741 DV E—
M a2—PLFEIIRT — R & EEET AT
THVETT (AT vy P 2BLX03 28K) .

ATvT3

ip ftp username username

1

Router (config)# ip ftp username userl

fEE) 774V DY EF— b a2—PHEETLE
ﬁ‘o

ATv74

ip ftp password password

1 -

Router (config)# ip ftp password guessme

UEE) T7 4 FDONRAT—REEREL£7,

ATy TH

end

1

Router (config) # end

B Za— a7 ¥zl —3 gy F—
RE#&TLES, ZOFELZ T741 DY E—
ha2—PLEIIRT — R & EEET AT
THVETT (AT vy 7P 2BL03 28K) |

ATvT6

show flash-filesystem :
fi

Router# show flash:

BB HESNT7T7vvaT 417 FIDTA
TEAAA—Y T7ANERRLET, 7T v
AEFEVHNDVAT HAA A=Y T ANELEMG
WIREIE, T T 7 ANKLDIEMR AL E AE L
TBEET,

ATy T17

copy flash-filesystem : filename ftp: [[[//[username
[:password 1@]location /directory \lfilename ]

1

Router# copy slot0O:1l:your-ios
ftp://myuser:mypass@172.23.1.129/dirt/sysadmin/your-ios

DA A=V HEFTP Y —RNZab—LE9,

GE)  copy FiHE EXEC =2~ > R&FIT L%,
BIEREILT 7 v a v OMRERD S
Tu T IRRRINDGERH D 7,
ForEInNs7a 7 M, copy 2R
TAS LT Ew &3 L UM fileprompt 7' 12—
DN a7 4 F¥alb—gy avw Ko
BHEDRBREIC L > TR £,

1

Z OFITiL, showslotl:privilegedEXEC =~ > RZ2fiH L T2%&HDPCMCIA 21 v MIbHD
VAT LA A=Y T ANDELEIEER L, 77 A (test) ZFTP Y —NZab—L£7,

Router# show slotl:

-#- ED --type-- --crc--- -seek-- nlen -length- ----- date/time------
746

1 o1 46A11866 2036C 4

name
May 16 1995 16:24:37 test

Router# copy slotl:test ftp://thisuser:thatpass@172.16.13.110/test

. VATLAA—=CODO—FELUVEENDO YT X¥aL— 3> H4 K (Cisco 10S XE Gibraltar 16.10.x [/ )
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successful ftp write.

ZOFEITIE, your-ios EWOAHIOTZ 7 A NVE, Ay NOIZHDHT7 T v a AEY PCH—
RONR—FT 4 a1 b, 1722311291285 TFTP —RNjzav’—LES, ZDO7 7 AV
X, VE— b 2—PHEFFOT 1 L7 N VIZKT % dirt/sysadmin 7 ¢ L7 & U (T your-ios &\
ILHTTCIRIESNET,

Router# show slot0: partition 1
PCMCIA SlotO flash directory, partition 1:
File Length Name/status
1 1711088 your-ios
[1711152 bytes used, 2483152 available, 4194304 totall]
Router# copy slot0:1l:your-ios ftp://myuser:mypass@172.23.1.129/dirt/sysadmin/your-ios
Verifying checksum for 'your-ios' (file # 1)... OK
Copy 'your-ios' from Flash to server
as 'dirt/sysadmin/ios-2'? [yes/no] yes
| A O N A |

Upload to server done
Flash device copy took 00:00:23 [hh:mm:ss]

FIPY—/\Mo T35y AEYADIE—

FIPY— 067 T v va AED T7 ANV VAT ANV AT LA A=Yk at —3 51201,
ITOFNEEEITLE T

FIEDHE
1. enable
2. show flash-filesystem :
3. copy flash-url tftp :[[[//location \/directory llfilename ]
4. configure terminal
5. ip ftp username username
6. ip ftp password password
7. end
8. copy ftp: [[[/[username [:password |@]location | Idirectory /filename flash-filesystem:[filename
1
FIED ¥
ARV RERERETIVa Y =LY
AT 71 |enable ¥ EXEC E— F& A X —7 MICLE T,
fi e NMAT—RE AN LET (FERSNTHE)
Router> enable
ATy F2|show flash-filesystem : EE) 79932 AFRVHNDV AT LA A=Y

1

Ty ANGEFRRILET, Z0a~vr REFEHL
T, ZO®Da<y RCHEATEZDIC, 77 AV

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .
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ARV RFERETIVa Y

B8

Router# show flash:

DURL/NAL VAT A A A= T 7 A V4D IEHE
IRAN R LET,

ATvT3

copy flash-url tftp :[[[//location /directory |lfilename
]

1

Router# copy slot0O:1l:your-ios
tftp://172.23.1.129/dirt/sysadmin/your-ios

7T v a AFEUNE TFTP — NI ZV AT A A
A=V abt—LET, T7ANVDEHET AL
& % flash-url 5180 & L THRE L E 7,

GE)  copy ¥i#E EXEC =~ RZFIT L1214,
BIEREZILT 7 2 a L OERERD D
Ta T IRRRINDGEERDH Y T,
ForEINDHT a7 M, eopy 27U R
TAJ L7 E$E L UM fileprompt 7' 17—
N aryZ4Xal—yaryavwly Ko
BIEOHREIZL > THRRY £,

ATv74

configure terminal

1 -

Router# configure terminal

L) WRkmbZ7a— b ary 7 4 X¥al—i g
vE—RERBLES, ZOFEZ, T4 D
JE— h 2 =YL EH IR T — R FEXT
ARCETRETT (AT v 7 3BL0422H)

ATy TH

ip ftp username username

1

Router (config)# ip ftp username netuserl

(HFEE) 774N DY) E— b a—YLEEFLE
7,

ATvT6

ip ftp password password
I

Router (config)# ip ftp password guessme

EE) T7ANVIONRRAT — RELEHTE LET,

ATy T17

end

1 -

Router (config) # end

EE) ZJa—Lary 74 F¥a2lb— gy F—
b%%TLi# ZOFIEEX, T7ANL DY E—
b 2—PHLEF AT — R & EEXTIHAICE

JRETT (AT v 7 3BLC4E2R)

ATvT8

copy ftp: [[[//[username [:password |@]location |
[directory llfilename |flash-filesystem:[filename ]

1 -

Router# copy

a7 4 Xal—vary IryANERY U=
= DBEPOAEY  Eiidrep AL T
AB—=R T v FarZs Falb—varilar—L
e
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AU RFERETIVa Y

B8

ftp://myuser:mypass@theserver/tftpboot/sub3/c7200-js-mz
slotl:c7200-js-mz

GE)

copy Fitf EXEC 2t~ R&F{T LI=%%,
BIMERETILT 7 v a v OMERERD S
Ta T ERERRINDGERH Y T,
FREINHT T ML, eopy 2R
TAD L7 ER L UMfileprompt 7 & —
D) ary 74 Fal—vagryavs Ko
BAEOBREIZL TR £,

1

WIZ, reload 2~ REHFEHA LT, W—Z TV 7 My =7 HBIEOHDOF#% T3040 72—

NI L1z RLET,

Router# reload at 19:30

Reload scheduled for 19:30:00 UTC Wed Jun 5 1996 (in 2 hours and 25 minutes)

Proceed with reload? [confirm]

I, reload 2~ REERA LT, V»—F TV 7 " =T 2%k o— T 50%2R~LET,

Router# reload at 02:00 jun 20

Reload scheduled for 02:00:00 UTC Thu Jun 20 1996 (in 344 hours and 53 minutes)

Proceed with reload? [confirm]

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .
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Cisco 10S Auto-Upgrade Manager D 5% 7€

Cisco 10S Auto-Upgrade Manager (AUM) BEREA 32 & Hr L\ Cisco IOS A A —T %5
E. Avrma—K Ty T L= RT 5O MRS V7 —T7 A APFIHTE D L9127
D, V7 =T A A=YDT v 77— R b ARKMbInET,
Auto-Upgrade Manager DF/RIZHE-> T a2 &b D Z L1k Y, %FFEE— FTH LV Cisco
0SAA=VIZT v 77— RT&ET, £/, BH—D Ciscol0S 2~ FEF—#HDa~
VREEITLTCTY vy ST —RETHOZE L TEET, 30OHETRTT, VA—L 7T v
JL— REREZEN LT v 77 L— )T, ¥ U2 A LhfkMESivET,

- FERETEHOMR (27 ~—)

» Cisco IOS Auto-Upgrade Manager D72 OHIFESMA: (28 ~X—)

» Cisco 10S Auto-Upgrade Manager D filf)HIH (28 ~X—)

» Cisco IOS Auto-Upgrade Manager |22\ T (28 ~X—7)

» Cisco IOS Auto-Upgrade Manager i [ L 7= CiscolIOS ¥ 7 NV =7 A A= D7 v 77

L— R Bl~—)

» Cisco I0S Auto-Upgrade Manager D% EH| (37 ~<—7)

« ZOMDEBEEE (38 X—)

« Cisco IOS Auto-Upgrade Manager DFERETH ) (39 ~=X—)

« HFEE (40 ~—2)

L s =
PEEETRER D TERE
CHEHOY 7 R =27 VU —ZATE, ZOFEY2a— LTl &N 5T RTOMENYR— &
NTND EITRY FHA, ATOMEEER#RE L O IZ oW Tid,  [Bug Search Tool] XY
THEROT Ty N7 —ABIOY T 2T VU —ADY U —R J— hEZRLTIEE
VW, ZOEYVa— /LTl SN HEREICET 2 1E#R,. BLOKSEELSYR—FEhd ) U —X
D—REIZONTIL, BREFHROEREZSHL T EE W,

Ty R TF =D R—FBIR AT VT o x2T A A—=UDOYR— MNMET HE#RE
R4 % 1Z1%, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator (27 27 & A 5 (Z
X, www.cisco.com/go/ctn IZFEE) L £ 7, Cisco.com DT B 7 MILEH Y FH A,

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .
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Cisco 10S Auto-Upgrade Manager D% %€ |
. Cisco 10S Auto-Upgrade Manager O 1= b DRI &4

Cisco 10S Auto-Upgrade Manager 0 7= 8 D Ril{R &4

e Ranb Ay — RKTA57202, L—F ETCDNS Y —RDIP T RLVAZHRET DM
ERH D ET, FHEMIZONTIL, DNSH—DIPT7 RLZADORE : il 7 a3k
FONTEEEE 27 a2 LTIEE N,

s ARIANLEA YA — RTBHDOIL, —F ETTAad Web 1 b (www.cisco.com)
7> 6 HUAS: L 72 Secure Socket Layer (SSL) FEFHEZFRET 2N H Y £9, Z OXET,
PAAPNDY =B E T o n— RELHEEIFIAETT, FMlconTE, vy 2=a sy
vru— ROSSLFEHEORE] B2 v a B0 THEER v/ va 28R LT
720,

*BEBAL CiscolOS V7 b7 =T A A=V &S T u— NT 581, By 7 hv=7
DET L a— ROEHIZ, VAIBEET HLERDH Y £,

Cisco 10S Auto-Upgrade Manager O #9518

PR INT CiscolOS V7 My =7 A A—VEu— RBILUOKNT 27200 +572AEY Y
V= AD)—H T2V Cisco I0S Auto-Upgrade Manager |5 % & T78 T L £+ A, Cisco
I0S Y7 FU =7 A A—=VF, A—F THAEMEL TV CiscolOS Y 7 b U =7 A A—T0R
B 5bA A=Y DA www.cisco.com B4 7o — R TE £,

Cisco 10S Auto-Upgrade Manager [ZD (VYT

Cisco 10S Auto-Upgrade Manager Dt =

Cisco 108 Auto-Upgrade Manager (%, # L\ CiscolOS V7 N7 =7 A A—V DT v 71— R
Tut A%%E{L LET, Cisco IOS Auto-Upgrade Manager |X, =2~ K744 f F—T =
A A (CLI) %@ U CEITTEET, AUM TIE, L—F & A3D Web A |k

(www.cisco.com) |ZF6E L. cisco.com Dx—H 4 L /XA T — REFRFED - DITEE TE £,
AR, L—Z L, 22— RIETE L= CiscolOS V7 NI =7 A4 A=Y DAR I AaDHY—
NIZELET, vAadHP—,3NZ, CiscolOS V7 bU =7 A4 A=V D547 URL & /L — X |Z
WLUET,

Jb— & TR E 472 Cisco 10S Auto-Upgrade Manager (%, CiscolOS V7 F U =7 A A —T~D
Ty 77— R 7 AR EERLET, AUMIE, ROEEEZFATTHZLICLD, =2—
FICL S THRESNZRHLNS, Y7 N =T A A—VEEAL V42T v 771 —FKLE
j‘o

*CiscolOS Y 7 b7 =27 A A=V DR LEL 7 n— K

« TRTOEMEOHERS

. VATLAA—=CDO—FELUVEENDO YT F¥aL— 32 HA4 F (Cisco 10S XE Gibraltar 16.10.x [7] 1)


http://www.cisco.com

I Cisco 10S Auto-Upgrade Manager 0D £%
Cisco 10S Auto-Upgrade Manager D1 E .

* 5 2 RLiRik o B
*CiscolOS Y7 FU =7 A A— TV DIRGE
VA= AT T L— DRV a—) )

TDKIZ, Cisco IOS Auto-Upgrade Manager DV — 7 7 a—%x LE T,

1: Cisco 10S Auto-Upgrade Manager 7 —% 2 0—

User cbtains username and password for accessing
cisco.com and the necessary privileges for downloading
an |08 image from cisco.com (not required for a
download from a nor-Cisco server)

Y

User configures the SSL cerificate for the Cisco server
{applicable only for a download from Cisco)

!

User specifies the Cisco 105 image (including lbcation
from a non-Cisco server) using the interactive mode or
multiple CLI er single CLI mode for a download from a
Cisco or non-Cisco server

'

AUM locates the specified image in the Cisco or
non-Cisco server

ﬂﬁ:utc-l.,lpgrade Manager then \\\ Yes

= checks the secondary storage to

ensure that there is enough
space

AUM performs a disk-cleanup to reclaim space in
secondary storage, based on the users request. The
disk-cleanup can be automatic or interactive

Sufficient space
reclaimed?

Y

AUM downloads the ALUM completes the image download from the Cisco or

image to RAM, __f}lo Yes - non-Cisco server to the secondary storage device,
verifies and upgrades " werifies and upgrades the image. Note: The usercan
the image optionally schedule image download
> AUM sends user status email {if configured) %

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .
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\}

Cisco 10S Auto-Upgrade Manager D% %€ |

GE)

v X320 Web

Ayoo—k

\}

=R, 22— REE LT CiscolOS V7 F U =27 A A=V Du— RIZEKRRTDHE, v
V=74 KT L syslog /Ny 7 7, TT—OHBAERTEZI— A vbE—UREREINFE
T, 2—FREEELY 7 b =T 2 X v u— RT3 ERo TWeWgEE, Z0o%—E X
WCEFET DL ) 2—PFICRODTT— A v —URNERSNET, FEEC, WIno CLI
BRELN T — MRRIZ A=Y —ZHfE S N2V h, =7 — A v B—UNER S, B 7akE
T v 7 )3 nvram:invalid-config 7 7 4 WK SN ET, ZOTT— A vE—TF, 2—%N
FEE L72 CiscolOS Y 7 b7 =7 A A— W, LLHIOD CiscolOS Y 7 b =7 A A—T LR L
T4—TFT Yy hETR—FLTWRNWZLZRLET, V—FIT, MFDOA A=V EYR—
N 2720+ E 2B A 2, LA A—VDT v 77 L— RIZRB LIS A.
JEL A adP— N THHE L CL 56 2 FRlBIIC CiscoIOS Y 7 by =T A A=V H Xy — R
LET, 207t AL VBEfFOA A=V BHEESNET,

HA4 FHOEDEED Ciscol0S VY T LRI T A4 A—2D

www.cisco.com 2 HFFED CiscolOS V7 "NV =27 A A=V %X ru— RT&EET, AUM
1%, ¥ 2 7R D 72 912 Secure Socket Layer (SSL) A M 270, = —H I CrEAE%
RETHVLENHY £7, L—HZL, CiscolOS Y 7 hT =T A A—TDAH[%, www.cisco.com
P—Rier A T 50D PFLBIOIAT—RELHICELET, v AapPh—nN
X, FFED CiscoI0S V7 b =7 A A=V D5E472 URL Z/L— X ZIRLET,

Cisco IOS Auto-Upgrade Manager |3, = —H¥ 3 f5E L 72 CiscolOS V7 b U =7 A A —T % HE)

AIZ www.ciscocom N H X U — RLTHGR L, ¥ a—RLA A=V TL—X%ET v
T L —KRLET,

GE)

Intelligent Download Application (IDA) X, AUMIZXI§ 5T AadDA v F—T7 x4 ATHY
AUM (T L TIEv R and— "R CLEKRTHEHN SN ET,

F 72, Cisco I0S Auto-Upgrade Manager TlL, IROA 7T a o r—E ARSI E T,
T ART I N =T T a—FT 4 VT 4
T T T V= RDODAF T a— T

INHEOY—ERE, VAIOY—RNE RPN — 5D X Y a— RIZX LT, %f
HFE—RNela<vwr KR IA 0 E—RFOWMFTHEATEET,
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SR ABSDY—/ S DHED Ciscol0s V7 b7 4 2—vnsgmva—k [

DRALUNDHT =IO EDHEHED Ciscol0OS Y T ROz T7 4 A—20N

gy o— g

0 — A NVEIT Y A SO TFTP — 3 F 721 FTP B — NIZAEET D CiscolOS V7 b U =
TAA=V Ay rn—RTCEET, FIPF¥ UV u— RD7ZHD FTP 2— 4 L /XA — R
I%. ipftpusername 33 L Nipftppassword 7' 00—/ 3L 27 4 X2 b—3 gy a~<y Raffff
L CHE L E£7, CiscolOS Auto-Upgrade Manager ClX, $FED CiscolOS ¥ 7 b T =7 A A —
POV AAPNDF—RINEDE T — R Ty — A T TS — R —E 20 Fatk R
NHBLINET, F2, HLWCiscolOS V7 b =7 A A=V EL T ya— RT 572010
VERGEA 3 TROWESIERT 5, 77 ANVEHIRT 272D T 4 27 7 V=0T v
=74 VT 4 bR ENTHET,

WERMBSLUVVUFILaAT R SAYE—F

XEEE— K

CLIZM AT, RO2—W A H—T oA AZ@ LT, FFED CiscolOS V7 b =T A
A — % www.ciscocom D HH 7 — R TEFE,

Auto-Upgrade Manager (27> T, ®IFEE— FTH LU CiscoIOS f A —INZT v 77 L— KT
EET, BB v 77— FeBRT 5 L HFEE— R TS O0DRBICE Z 57210 TTA
AADT v T T L—RRET LET, ®MFEE— NEBT 210, #7301l T
upgradeautomatic =~ > N4 JAT L £ 7, FHMICOWTIEL. [ Cisco 10S Configuration
Fundamentals Command Referencel] % ZM 1L T 7ZE W,

SN AR R SAYE—F

SR Cleny v UV T4 2 CLLIE, Efk=—H [} CTF, upgradeautomaticgetversion =~
Y REMEHL, BERTXTOSEERET LI LT, Y A0 —"EZZ A a0
Y= B LU CiscolOS V7 h U =7 A A =T X yru— L, Ty 77 L—RT&EE
T, M DWW TIE, [ Cisco I0S Configuration Fundamentals Command Referencell % ZF8 LT
CTEENY,

XEEE—RE TN T4 CLLE— RE, Y A2aDP—R_E o 2alioP—"mb0R
voa— RCEHSnET,

Cisco 10S Auto-Upgrade Manager % {#F3 L 7= Cisco 10S V 7
f O T AA=DDTYTIL—FAE

SRAMNLDF I A—FDT=HD SSLIABAZE DL TE

ZOEETIE, vRAahbHXyra—RT57-00 SSLAFAELZEZREL £,

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .



Cisco 10S Auto-Upgrade Manager D% %€ |
B xorsosvoo—roreossLEREoRE

1R BRI

SSL fERE A, cisco.com NH X T — RTL LI ICHREL THLERH Y £7, FEAE

(T, X =7 HTTP @5 D72 DIC B T4, SSLAEIFEIL, 23D Web 1
(www.cisco.com) NH X 7 —RLTL—F ETRELET,

A D Web YA FvD SSLGEHEZIGT 5121%, ROIEEZFITLET,

1. Internet Explorer (IE) @ [Tools] A = =—7>5 [Internet Options] % Z&4R L £ 7,

2. [Advanced] # 77 "C [Warn if changing between secure and not secure mode] % 3R L £9°,

3. IEI(TURL & LT https://www.cisco.com/ E ANJLET, ExX 2 VT 4 BEHEOR Y 7T v 7
Ry 7 ANFREF, [You are about to leave a secure Internet connection. Do you want to

continue?] LW H Ay E—IUNERINTEH, [NolZ 27V v/ LET,

4. [EDAT—HZANR=IHIRBOTAaLwZT N7 ) v 7 LET, kv, iEHED
A RT AT a TRy I ARFERINET,

5. [Certification Path] # 7% 27 U v 7 LE7, # 7IZIFiEHET = — U BRRSNET,

6. CAGEWEAZHFHEIN L C [View Certificate] 227 U v 7 LE$, Zhick v, FEHED
AT 0 RUBRFIRENET,

7. FORENTZAEAEY 4 > RO [Details] # 7 %1% L T, [CopytoFile] %27 V v 7 L£7,
kY, FFAEOT S ZAR— b T4 F— RREE £,

8. FEHHEZ% Base-64 4 LB T 7 A /b (cisco.cert 72 &) IZRIFL £,

9. ciscocert 7 7 ANV E ATIRTRE, W—XE2RETDH-OITHERIERET — X 2 &5 L
F9,

FIEOHE

enable

configure terminal
crypto pki trustpoint name
enrollment terminal
revocation-check none
exit

NO O A®WN S

crypto ca authenticate name

F IR D

AV RFEERETIVa Y BRI
Z 5 71 |enable ¥ EXEC £— R& A *—7 /I LET,
1 - e NAT—REANLET (FEREINHE) .

Router> enable
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Cisco 10S Auto-Upgrade Manager D 5% % .

AU RFERETIVa Y

B8

ATv T2

configure terminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEh
L\i‘jﬁo

ATvT3

crypto pki trustpoint name

1

Device (config) # crypto pki trustpoint
cisco_ssl cert

FREER (CA) #E=SL. CANTARKRA U Fav
T4 FXal—YaryE—REHBLET,

ATvT4

enrollment terminal

1 -

Device (ca-trustpoint)# enrollment terminal

Sy — MR R B ER A Rk L, BT AN
FAE BT — 4 R R EIC AN TE S L5 IC LE
ﬂ—o

ATy Th

revocation-check none

1

Device (ca-trustpoint)# revocation-check none

AEHE OB LR E 2 EE L ET,

ATvT6

exit
1

Device (ca-trustpoint)# exit

CANIAINRA Vv aryr7 4 Xzl — gy F—
RE(TL, Zu—L a7 4 X¥al— g0
F— RIZREY £9,

ATy T17

crypto ca authenticate name

1 -

Device (config) # crypto ca authenticate
cisco_ssl_cert

CAOHCOCBAMHAELRETAHZ LT, CAB/L—
IR L CERGES L E T,

Cisco 10S Auto-Upgrade Manager D

FIRDEE

=L

ax AE

Cisco 10S Auto-Upgrade Manager % iX &3 121X, IROEHELZFITLET,

enable
configure terminal

autoupgrade ida url ur/

apwDbd-=

autoupgrade disk-cleanup {crashinfo | core | image | irrecoverable}

autoupgrade status email {recipientemail-address | smtp-servername-address}

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .



Cisco 10S Auto-Upgrade Manager D% %€ |
B ciscoosvoryz7 A x—vogyn—¢

F gD FEH
AR EERRTIVa Y B
AT 71 |enable KiHE EXEC ©— R& A 2 —7 L LE T,
£l e NMAT—REANLET (ERINWTEHE) .

Router> enable

ATy 72| configure terminal Jua—sLar7 4 Xalb—var T NE0th
fi LET.

Device# configure terminal

AT 7 3 | autoupgrade disk-cleanup {crashinfo | core |image | |Cisco [0S Auto-Upgrade Manager D7 4 A7 7V —
irrecoverable} VT T a—F 4 VT 4 mELET,
i :

Device (config) # autoupgrade disk-cleanup crashinfo

AT 7 4 | autoupgrade ida url url Cisco IOS Auto-Upgrade Manager (Z &> CTA A —
Bl - 'y m— REDRANIEE S5, www.eisco.com b
THEHIELTWAL AP — O URL #HELE
Device (config) # autoupgrade ida url 7fo
https://www.cisco.com/cgi-bin/new-ida/locator/ . .
locator.pl GE) ZOFNEX, T 7+ FD URL NEE X

IS BT B TT,

X F v 7 5 | autoupgrade status email {recipientemail-address | JL—BINED AT —H RETA— LD 72 AE
smtp-servername-address} FA—LT FLREEBTEES—"ERELET,
i

Device (config) # autoupgrade status email
smtp-server smtpserver.abc.com

Ciscol0S VI b7 A A—DAHA—K

CiscolOS V7 " =27 A A—=T % A adD Web 1 b (www.cisco.com) F7-1X & LIS}k
DY — "L HE 7 va— KT 5120k, ZOEEEZFEITLET,

FIEOHE

1. enable

2. upgrade automatic getversion {ciscousernameusernamepasswordpasswordimageimage | url}
[athh:mm | now | inhh:mm] [disk-management{auto | confirm | no} |
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I Cisco 10S Auto-Upgrade Manager D% €
# LU CiscoloS VT ko x7 A A—UxEALEL—s0Yn—F |

FIED
ARV RFERFTIVaY =)

ATy 71 |enable FiME EXEC E— F& A X—7 /I LET,
i e NAT—REANLET @ERINTHE)
Router> enable

R 7 2 | upgrade automatic getversion www.cisco.com E7-1E Y R LSO — 5 | H

{ciscousernameusernamepasswordpasswordimageimage | 45z ¢ X — % H v o m— R L £,
|url} [athh:mm | now | inkh:mm) [disk-management{auto
| confirm | no} ]

1

Device# upgrade automatic getversion
tftp://abc/tom/c3825-adventerprisek9-mz.124-2.XA.bin
at now disk-management auto

FLWCiscolOS Y I bz 7 A A—CFFRHALZIL—2D)O—FK

HLWCiscolOS Y 7 b =T A A—VEMEHL TOL—%% ) a— N4 2(20%, 22 T4

DIEREFEITLET,
FIRDOHE
1. enable
2. upgrade automatic runversion [ath/i:mm | now | inhh:mm]
FIED
ARV KRFERERETY VY B &
AT 71| enable F## EXEC £— N2 A Rr—7 Lz LT,
U cNAU—=FREANLET (ERSNEHE) .
Router> enable
Z 5w 7 2 | upgrade automatic runversion [athh:mm | now | LA A=V T—F%&Vn—RLET,
infih:mm]
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Cisco 10S Auto-Upgrade Manager D% %€ |
B ciscoros o ruz7 4 x—Soyn—romyEL

ARV RFEREET7TOVa Y ]3]

fil GE) ¥ 72, upgradeautomaticgetversion =~ >
RAEMHA LT, #H LW CiscolOS V7 b

Device# upgrade automatic runversion at 7:30 ]7 =7 A A *“:/“VC‘\/]/*‘& % Ua— }\"9"5

TEHLTEEY, EL,
upgradeautomaticgetversion =~ > K% fii
ML T4 TIZCiscolOS Y7 b7 =7 A
A—=TEHA7a— KL THIHIEAIL,
upgradeautomaticrunversion 2~ > N & fif
ML T—2%2)a—RFTL0ERHY *
R

Ciscol0S V7 hx7 A A—=D)O—FDORYEL
FEED CiscolOS V7 "N 2T A A=V DAV a—) 7 Inizlu— R ETICE,
ZOE¥EEFEITLET,
ROWRPTA A=Y DY r— RERVIETZENTEET,
cN—HEYu—RKTL5L) A7V a—Y T SNIRZA DB+ TROEA,

=B EF LA A—VIZT v L — RLAWES,

FIEDHEE
1. enable
2. upgrade automatic abortversion
FED
aAv U RFERET7TIV3 Y B#J
AT w71 |enable FibE EXEC E— R& A 13— 7 M LET,
fi ¢ NMAT—REANLET (FERINTHE) .
Router> enable
AT 7 2 |upgrade automatic abortversion CiscolOS VY 7 "N =T A A=V DT v 77 L—FK
15“ : %H&D?‘% L/ij‘o

Device# upgrade automatic abortversion
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I Cisco 10S Auto-Upgrade Manager D% €
Cisco 10S Auto-Upgrade Manager 0 % 151 .

Cisco 10S Auto-Upgrade Manager 0 £% & 15l

DNS H—/\D IP 7 FLADEEE : I

Cisco I0S Auto-Upgrade Manager Z i% €9 DA, /L—4 ETDNS H—/"DIP T N L A ZGHIE
THLERDY T, ZNHO—HDA X N T, V—F Tping A~ REF[TTHELX
W2, IPT FLADROVIZHAA M ZEHTEEY, »—F ETDNS Y —DIPT FL A%
RIE LT, Y A2D WebH¥ A (www.cisco.com) ([ZIEHIZping TEXH LRV ET, =
DT 7T a LD v=F R H—=Fy MRS TS Z L B TE £

WIZ, W—H ETDNSH— "D IP 7 KL AZRET HHlZ R~ LET, DNSH—DIP T R
L ABRE LT, www.cisco.com [ZIEH |2 ping TX 5 X H 12720 £,

configure terminal

ip domain name mycompany.com
ip name-server 10.2.203.1
end

ping www.cisco.com

DRANSLDE I A—KD=H® SSLEFBAZEDNERTE : 4

Cisco 10S Auto-Upgrade Manager Z i L T A 2D Web A hnb A A=V & X7 o — R
FTLHHNT, V=% LTy RAapy—o SSLAtHELRET HMLERH Y 7,

WIZ, SSLAEREAZZRTET HHIZ R LET,

configure terminal
crypto pki trustpoint cisco ssl cert
enrollment terminal
revocation-check none
exit
crypto ca authenticate cisco ssl cert
!Enter the base 64 encoded CA certificate and end this with a blank line or the word
quit
. !The console waits for the user input. Paste the SSL certificate text and press Return.

!Trustpoint 'cisco ssl cert' is a subordinate CA and holds a non self signed cert
!Trustpoint 'cisco ssl cert' is a subordinate CA.
!but certificate is not a CA certificate.
'Manual verification required
!Certificate has the following attributes:
! Fingerprint MD5: 49CE9018 COCC41BA 1D2FBEA7 AD3011EF
! Fingerprint SHAl: A88EAAS5SD 73D63CB7 BF25197B 9C35ED97 023BB57B

% Do you accept this certificate? [yes/no]: yes
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Cisco 10S Auto-Upgrade Manager D% %€ |
. Cisco 10S Auto-Upgrade Manager D% 5E : 5l

Trustpoint CA certificate accepted.
% Certificate successfully imported

Cisco 10S Auto-Upgrade Manager M%7 : 15l

Iz, /v—4# [T Cisco I0S Auto-Upgrade Manager % i & D614~ L £ 7,

configure terminal

autoupgrade disk-cleanup crashinfo

autoupgrade ida url https://www.cisco.com/cgi-bin/new-ida/locator/locator.pl
autoupgrade status status email smtp-server

ZTDMDSEER
RODIETIL, Cisco I0S Auto-Upgrade Manager O BiHEEEHZ DWW TR L £ 77,
EEER 2=aTFILAA L

Cisco IOS Auto-Upgrade Manager =~ > K : 5242 | [Cisco I0S Configuration Fundamentals
pawy ML, 2~y RE— K, 22¥ 2 R | Command Reference]
& T 74V~ HEHTA RT A2 BILOW

Cisco /L—% T®D DNS DX E ['Configuring DNS on Cisco Routers] 7 7 =
v ) — b

VA=A T T T L—R WHEE Y 2a— VO —L T v 77 L—R
1R

E | Tte

#

|-

L
MiB

MIB MIB®D ') > Y

7o |IBIRLE=T Ty b 74—, CiscolOSY U —A, BILWRT7 4 —F+ &> MIEET 5 MIB
L | ZBELTHF Y a— RT5121E, RO URL IZH 5 Cisco MIB Locator Z{# 7 L £,

http://www.cisco.com/go/mibs
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http://www.cisco.com/en/US/tech/tk648/tk362/technologies_tech_note09186a00800c525f.shtml
http://www.cisco.com/go/mibs

I Cisco 10S Auto-Upgrade Manager D% €
Cisco 10S Auto-Upgrade Manager 0 # 52 {& %R .

RFC

RFC | Tite

|-

FHZAIIL BR—

BLL] Link

TR aDPR— KN Web A kT, & a0 | http://www.cisco.com/cisco/web/support/index.html
"ELT 7 /) m =l T Ty a—
T AT BESLTWEETHE51C, v==
TR —VEII LD ETHEERA T4
V=R R L TWETS,

BHEWORGOE X2 U T o EECHANE
 NFT5H7=HIZ. Cisco Notification Service
(Field Notice 7>5 7 7 2 &) | Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 74— F7p EDOAFEY — B AITIA
TEET,

TAADYR— T WebH A FDOY— LT Y
A+ 5EL. Cisco.com D—H ID BILN
IR — RPSKETT,

Cisco 10S Auto-Upgrade Manager D #8E1E $R

KORIZ, 0% Y 2—ACHI LIBRICET S ) U —Alile R LET, ORI, V7
F=7 U U—A b A v CHBEOY H— A SIEE XY T by =T ) Y =27
FERLTOET, ZOBIE, FIETY ARVIRY . 2RO —ED Y 7 by =T ) Y —
ATHLYHR— b ShET

7Ty N7 =DV R—FBLOV AT VT " 2T A A—=VOVR— MNIETLHERE
57 5121, Cisco Feature Navigator Z{# f] L £, Cisco Feature Navigator |27 7 £ 2§ 5|2
IX. www.cisco.com/go/cfn IZFEE) L £9°, Ciscocom DT A7 MIMLEDH D FH A,

VATFLAA=ODOO—FELUVEENDO YT F¥aL— 3> HA F (Cisco I0S XE Gibraltar 16.10.x [7] (1) .


http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

B ==

Cisco 10S Auto-Upgrade Manager D% %€ |

% 6: Cisco 10S Auto-Upgrade Manager O 4RE1E 4R

Release 3.9S

tRER )1)—2x HRETER

Cisco 10S 12.4(15)T Cisco I0S Auto-Upgrade Manager % i 1 3-% &, 37 L\ Cisco

1f‘/[um'Upgrade Cisco 10S XE I0SA A—VHBEL, FUvru—KLT, 7y 77 L—FR§
anaget DICDDOHMRA U F =T = A ABFATE L L5y, Y

TRT2T A A=VDT v 77 L— K FavAnBikEan
iﬁ—o

12.4(15)T T, Z OFEHEN Cisco 1800, Cisco 2800, 35 L U Cisco
3800 U —X L—H|ZEMEINE LT,

Z OHBEIT. Cisco I0S XE Release 3.9S IZHi& SN E L7,
COMEREIZLD, koo RREAELIIEEINE LT,

autoupgrade disk-cleanup. autoupgrade ida url, autoupgrade
status email, debug autoupgrade., show autoupgrade
configuration unknown, upgrade automatic abortversion,
upgrade automatic getversion, upgrade automatic runversion

FES

CLI-- a2~ RIA A F—=TxARA

IDA or Cisco server -- Intelligent Download Application

Cisco 10S -- Cisco Internetworking Operating System

. VATLAA—=CDO—FELUVEENDO YT F¥aL— 32 HA4 F (Cisco 10S XE Gibraltar 16.10.x [7] 1)



	システム イメージのロードおよび管理のコンフィギュレーション ガイド（Cisco IOS XE Gibraltar 16.10.x 向け）
	目次
	最初にお読みください
	デジタル署名付き Cisco ソフトウェア
	機能情報の確認
	デジタル署名付き Cisco ソフトウェアに関する制限事項
	デジタル署名付き Cisco ソフトウェアに関する情報
	デジタル署名付き Cisco ソフトウェアの機能と利点
	デジタル署名付き Cisco ソフトウェアの識別
	デジタル署名付き Cisco ソフトウェアのキー タイプとバージョン

	デジタル署名付き Cisco ソフトウェアのキーの失効と置換
	キー失効
	キーの置換
	キー失効イメージ
	失効イメージに関する重要なタスク

	製品キーの失効
	特別キーの失効


	デジタル署名付き Cisco ソフトウェア イメージの作業方法
	デジタル署名付き Cisco ソフトウェアの識別
	デジタル署名付き Cisco ソフトウェア署名情報の表示
	特定のイメージ ファイルのデジタル署名情報の表示
	デジタル署名付き Cisco ソフトウェア キー情報の表示
	デジタル署名付き Cisco ソフトウェア イメージのトラブルシューティング

	デジタル署名付き Cisco ソフトウェアの設定例
	デジタル署名付き Cisco ソフトウェアの識別例
	デジタル署名付き Cisco ソフトウェア署名情報の表示例
	特定のイメージ ファイルのデジタル署名情報の表示例
	デジタル署名付き Cisco ソフトウェア キー情報の表示例
	デジタル署名付き Cisco ソフトウェア イメージ キー情報のデバッグの有効化：例

	その他の参考資料
	デジタル署名付き Cisco ソフトウェアの機能情報

	FTP を使用したシステム イメージの管理
	機能情報の確認
	フラッシュ メモリから FTP サーバへのイメージのコピー
	FTP サーバからフラッシュ メモリ ファイル システムへのイメージのコピー
	FTP ユーザ名とパスワード

	フラッシュ メモリから FTP サーバにイメージをコピー
	例

	FTP サーバからフラッシュ メモリへのコピー
	例


	Cisco IOS Auto-Upgrade Manager の設定
	機能情報の確認
	Cisco IOS Auto-Upgrade Manager のための前提条件
	Cisco IOS Auto-Upgrade Manager の制約事項
	Cisco IOS Auto-Upgrade Manager について
	Cisco IOS Auto-Upgrade Manager の概要
	シスコの Web サイトからの特定の Cisco IOS ソフトウェア イメージのダウンロード
	シスコ以外のサーバからの特定の Cisco IOS ソフトウェア イメージのダウンロード
	対話型およびシングル コマンド ライン モード
	対話モード
	シングル コマンド ライン モード


	Cisco IOS Auto-Upgrade Manager を使用した Cisco IOS ソフトウェア イメージのアップグレード方法
	シスコからのダウンロードのための SSL 証明書の設定
	Cisco IOS Auto-Upgrade Manager の設定
	Cisco IOS ソフトウェア イメージのダウンロード
	新しい Cisco IOS ソフトウェア イメージを使用したルータのリロード
	Cisco IOS ソフトウェア イメージのリロードの取り消し

	Cisco IOS Auto-Upgrade Manager の設定例
	DNS サーバの IP アドレスの設定：例
	シスコからのダウンロードのための SSL 証明書の設定：例
	Cisco IOS Auto-Upgrade Manager の設定：例

	その他の参考資料
	Cisco IOS Auto-Upgrade Manager の機能情報
	用語集


