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* Deny traffic sources with unknown IP/SMAC

« Allow traffic sourced with known IP/ISMAC
and triggers address glean process
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1. enable

2. configureterminal

3. ipv6 source-guard policy source-guard-policy
4. permit link-local

5. deny global-autoconf

6. trusted

7. exit

8.

show ipv6 source-guard policy [snooping-policy]

ARV RFERETOVa Y

=)

ATy 71 |enable F#HE EXEC E— REHT L E T,
f5i e NAU— R AN LET EHRESNTHE)
Device> enable

R 72 | configureterminal Jau—N)L a7 4 Xal—ay T— REBHLG
f LET
Device# configure terminal

R 73 |ipv6 source-guard policy source-guard-policy IPv6 Y —AH— RRY o—LEEHL T, A vF
Bl Hortra 7RO Y —2H— KK v— =
s , , , V74 Xal—var - RERBLET,

evice (config)# ipvé source-guard policy

my sourceguard policy

A7y 7 4 |permit link-local Vora—An T RLADLREESNDGTATO
1 - FB I T 4 I ERT BN KT =T TV
Device (config-sisf-sourceguard)# permit link-local 7 %3§$quJgEﬁf°

A7 75 | deny global-autoconf HERRE SN 0— UL 7 L ANLDT —4

1 -

Device (config-sisf-sourceguard) # deny
global-autoconf

NIy EEALET,
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A2B—T A ADIPE Y —R H— FDETE .

AU RFERETIVa Y

B8

2776 trusted Y L= BER SN D2 =5y hOTRTOF—4
Bl - NI T4 IICRHT o= 02T TV v T %
Device (config-sisf-sourceguard) # trusted §$ETL/§£?rO

ATy T 7| exit VA H—=KRKR)v—ar74¥al—ray
Bl - F—FEKET LT, FHEEXECE— FIZRED £7°,
Device (config-sisf-sourceguard) # exit

Z 7y 7 8| show ipv6 source-guard policy [snooping-policy]  [IPv6 ¥V —AH— F K U o —@EsEr LET,

1

Device# show ipvé source-guard policy policyl

A=A RADIPG Y —RR H— FDHEFE

FIEDEE

F IR D 48

enable
configureterminal
inter face type number

exit

o0 Wb

ipv6 source-guard attach-policy source-guard-policy

show ipv6 source-guard policy source-guard-policy

ARV RFERFTIaY

=)

RTw 71 |enable Rt EXEC E— R AT L E T,
{5 e NAU—RZANLET (FEREINHH) .
Device> enable

R 5w 7 2 | configure terminal Ja—s\v ar7 4 Falb—ary®— REHh
15'] : L/i‘a‘o
Device# configure terminal

R T 7 3 |interface type number AVH—T 2 A ADEATEBLIOESEZREL, A
B - VH—T A A AT 4 Fal—ar T—NE

Device (config)# interface fastethernet 3/13
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ARV RFERETIVa Y

B8

R 74 |ipv6 source-guard attach-policy source-guard-policy
1 -

Device (config-if)# ipv6 source-guard attach-policy
my source guard policy

A H =T 2 A AZIPV6 VY —A H—FZmHLF
7,

R T v 75 |exit
1 -

Device (config-if)# exit

AV HE—T 2 AALT 4 Fal—ay T—FK
ET LT, T3 A&l EXEC E— RIZLF
K

A 76 | show ipv6 source-guard policy source-guard-policy

1

Device# show ipvé source-guard policy policyl

IPv6 Y —A W — FPREH I TWDETRTDA
H—T 2 AEFRRLET,

IPVv6 7L T4 v IR H—FKDETE

FIEDEE

enable
configure terminal

validate address
validate prefix
exit

No oA ®WN A

F IR D FH

ipv6 source-guard policy source-guard-policy

show ipv6 source-guard policy [source-guard-policy]

ARV RFERERTI VI Y

E]:)

AT w71 |enable
fi

Device> enable

¥i#E EXEC T— &AL £,
e NRRATU—=KRZANLET (ERENTEHES) .

R w 72 | configureterminal

1 -

Device# configure terminal

sua—N)L ar7 4X¥alb— gy B— REBk
l./\gz—gqo

R 73 |ipv6 source-guard policy source-guard-policy
1 -

Device (config) # ipv6 source-guard policy
my snooping policy

IPv6 Y — AN — RAKR = EEHRL T, A vTF
FEEX 2V TF DY —2AH—FRY >— =
V74X al— gy EF— REEBLET,
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IP6 Y —2 Hi— KETLT 1 wo R fi—kozem [

AU RFERETIVa Y

B8

R Fw 7 4 |validate address T R U ARRGESRE A MBI L, IPv6 L7 4 v 7 A
Bl H— FEEREERETE S LI LET,
Device (config-sisf-sourceguard) # no validate
address

AT 75 |validate prefix IPv6 7'V 7 4 v 7 AH— REMEEZFATT 5 K9,
i - IPv6 Y — A — RaAhZ LET,
Device (config-sisf-sourceguard) # validate prefix

27y 76| exit ALy FHEAEF 2 ) T AMIED Y —AH — FARY
i - —ary74F¥al—varE—REKTL, §F
Device (config-sisf-sourceguard) # exit % EXEC &— ]\W_)j:é g ij‘o

AT 77 |showipv6 source-guard policy [source-guard-policy] [IPv6 /' —A A — K RV o —gEx RnLET,

1 -

Device# show ipvé source-guard policy policyl

IPv6 V—R i—FETLITA YOI RFA—FD

&% 7 151

Bl :IPv6Y)—RH—KETLITA VIR AHA—FDETE

Device# ipv6é source-guard policy policyl

Policy guard configuration:
validate prefix
validate address
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