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CiscotV T — T T HITN AL H—T 2 A AFY 22—/, 5GSub-6GHz, 4 1\ Long-Term
Evolution (4G LTE) O##EaG Ry MU — 7% 3 0 3G) #HrdE:Er Y bV —2 TEfE
L\‘i‘g—(}

Cisco /b7 —PIM X, PIME— RIZJELT, UFDEALT =T 27/ ny—n 120 LY
R— 4252 ERARETT,

5G Sub-6 GHz

FsRovrT—T 7 av—, FHLWREREENG I 70 RR—ADER Ry T —7
TI7RARTZ Yy DY Va—va lEDLET, FilLWT 7 / ay—EtA Yy RExy RY—=x
VRTHEALT, L0ENEE, BiE FE, L2V A BIOIARNLy DEFEILE
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5GIET 27Vt y hU—7F— R THHATEET, NSA GEAX L R7r T 7k R) &SA
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GE)  5GSAIZ. WD CiscoBVTF— FFH TN A B —T oA A
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4G LTE

AGLTE T/, VARETIEL, vV FAHE Yy hOHEIE, LV RN LRERRY NU—27 B
HEDOWD, EINT-ETE) T o N B SN ET, LTEV U =2— 2 3 UIidH LW BT v
N — 7 255l LET, ROFRIRTERBY, SESERLTEATIIRH D 97,

RI1:NUTEHTITY

UEAFT3Y 3GPP ') ) —2R TyIT)oo|Fo0) 0D
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ESR6300
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« P-LTE-US (WP7603-G)

* P-LTE-IN (WP7605-G)

* P-LTE-GB (WP7607-G)

* P-LTE-IN (WP7608-G)

« P-LTE-MNA (WP7610-G)

« P-LTEA-LA (EM7430)

« P-LTEA-EA (EM7455)

* P-LTEAP18-GL (LM960AP18)

* P-5GS6-GL (FN980)

IR1800

* P-LTE-VZ (WP7601-G)

« P-LTE-US (WP7603-G)

* P-LTE-GB (WP7607-G)

* P-LTE-IN (WP7608-G)

* P-LTE-JN (WP7605-G)

* P-LTE-MNA (WP7610-G)

« P-LTEA-LA (EM7430)

« P-LTEA-EA (EM7455)

* P-LTEAP18-GL (LM960AP18)

* P-5GS6-GL (FN980)

IR8140

N\

GE) ZOv T v a ziE, BV 2 —/4 MNA/EA B T MNA9OO/EA900 MG £ TV ET,
MNA/EA900 %, PIM % WPAN 902-928MHz Wi-SUN & = —/L L flARHOE TRE TX 5 &
T HBEY 2—/LTT,

« IRMH-LTE-MNA (WP7610)
« IRMH-LTE-MNA-900 (WP7610)

« IRMH-LTEA-EA (EM7455)
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« IRMH-LTEA-EA-900 (EM7455)
« IRMH-LTEA-LA (EM7430)
« IRMH-LTEAP18-GL (LM960AP18)

« IRMH-5GS6-GL (FN980)

IR8340
* P-LTE-MNA (WP7610)
« P-LTEA-LA (EM7430)
 P-LTEA-EA (EM7455)
« P-LTEAP18-GL (LM960)

« P-5GS6-GL (FN980)

ISR1000

« ISR1100-4GLTENA (WP7610)
« ISR1100-4GLTEGB (WP7610)
+ P-LTEAP18-GL (LM960A18)
* P-LTEA-EA (EM7455)

« P-LTEA-LA (EM7430)

* P-LTE-MNA (WP7610)

* P-LTE-GB (WP7607)

* P-LTE-US (WP7603)

* P-LTE-VZ (WP7601)

* P-LTE-IN (WP7608)

* P-LTE-JN (WP7605)

8200 > 1) —X
« P-5GS6-GL (FN980)
« P-LTEA-LA (EM7430)
« P-LTEA-EA (EM7455)

« P-LTEAP18-GL (LM960)
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8300 > 1) —X
* P-5GS6-GL (FN980)
« P-LTEAP18-GL (LM960)
« P-LTEA-EA (EM7455)

« P-LTEA-LA (EM7430)

8200 UCPE
« P-LTEAP18-GL (LM960)

« P-LTEA-LA (EM7430)

« P-LTEA-EA (EM7455)

HR— FEINTULSET LIl

TR aryTIE, BTG — FIH TN ET a— VT INAETT DD HONT
FALET,

®L T —PIM X, Sierra Wireless > —XDET L L Telt T L& FHLET, Y7 b7
Zryom— R X—=D1I2E, OV A MIbT 7B ATEET,

https://software.cisco.com/download/navigator.html?mdfid=286288566&flowid=76082 [F=5E]

% 2:9HR— FANTLBE TS LS

SKUID FHEINBETL | HR— IR TS EILT—H |GPS DHR— k
T

P-LTE-VZ WP7601-G KE (Verizon) LTE CAT4 : B4, B13 XTI

P-LTE-US WP7603-G bk (AT&T) LTE CAT4 : B2, B4. B5, BI12 | %
3G UMTS DC-HSPA+, HSPA+.
HSPA. WCDMA : B2. B4, B5

P-LTE-JN WP7605-G HAS LTE CAT4 : B1. B3, BS. BN
Bll. B18, B19, B2l
3G UMTS HSPA +

P-LTE-GB WP7607-G PR LTECAT4 : B1. B3, B7. BS. |%lit
B20. B28

3G UMTS DC-HSPA+, HSPA+,
HSPA, WCDMA

GPRS/EDGE : 900/1800
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https://software.cisco.com/download/navigator.html?mdfid=286288566&flowid=76082

| 75#HILEC21—LOBE

gH—rahTnsETraEkd ]

SKU ID

FERSNEETL

Bl

HR—FEAhTLWSEILT—H
{00}

GPS D H— k

P-LTE-IN

WP7608-G

A FBIUHHE

LTECAT4 : B1. B3, B5. B8,
B40, B41*

3G UMTS DC-HSPA+

*B4l THAHR— I 5 E
&P ;. (2535 ~ 2655 MHz)

L

P-LTE-MNA

WP7610-G

S

LTE CAT4 : B2, B4, BS,
B12, B13, B14, B17. B66

3G UMTS DC-HSPA+, HSPA+,
HSPA, WCDMA

X his

P-LTEA-LA

EM7430

APAC

LTE CAT6

LTE : B1. B3, B5, B7. B8,
B18, B19, B21, B28, B38-B4l

¥y UTT7 TN F—var ]
+ (8, 18, 19, 21) . 3+ (5,
7. 19, 28) . 7+ (5. 7.

28) . 19+21, 38+38, 39+
39, 40+40, 41+41

3G : B1. B5, B6, B8, B9,
B19

X his

P-LTEA-EA

EM7455

KE, FE F—
SIS PANNLLEP S

LTE CAT6

LTE : N R 1~5, 7, 12,
13, 20, 25, 26, 29, 30, 41

XY UTT T F—ar 01
+8, 2+ (2. 5. 12, 13,

29) . 3+ (7. 20) | 4+ (4,
5. 12, 13, 29) . 7+ (7.
20) . 12+30, 5+30, BLW
41 +41

3G : Bl., B2, B3, B4, B5, B8

X his
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B ook

SKU ID FHINZETL |EHH HR—rENRTLBEILS—H |GPS DHR— K
fiir

P-LTEAP18-GL., LM960AP18 KE. BN, #F 4, |LTE CATIS L

gmgqgﬁﬁm“ HA A=A 7Y 7 I 1R FDD : BI. B3, B25

oD 2y 18 BEUZ2777) (B2) | Be6 (B4) . B26

7 Fo (B5/B18/B19) . B7. BS. BI2

(17) . B13. Bl4
(FirstNet) . B20. B28. B29.
B30. B32. B7
LTE TDD : B38, B39, B40,
LB41. B42. B43. B46. B48
(CBRS)
UMTS : Bl. B2, B4, B5
(B19) . B8

P-5GS6-GL FN980 KE. B, 4. |5GFRI-nl, n2, n3. n5. n7. |t

APIC, HAR, A—A |
ZIVT7BIN=a2—
\:/“»_45\/ I\“O

n8. nl2, n20. n25. n28. n38,
n40, n4l, n48. n66, n7l,
n77. n78. n79

LTENV R1~5, 7~8, 12
~ 14, 17~20, 25, 26, 28 ~
30, 32, 34, 38~ 43, 46
(LAA) . 48 (CBRS) . 66,
71

3GWCDMA /X R 1, 2, 3,
4, 5. 6, 8,9, 19

GE)  3GIE., TRToHK
D7 7 —A=7 =T TH
FAT&5biFTiEd v
FH A,

LTE /N>

KOFRIZ, 7o — VBB LEEBEDITE RN RKORAF Y Fay hERLTWET,
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ey k]
KRIUTENV R
i FToFTVoo|Fo )2y | TSHITILOYR—+
(MHz)
1 UL : 1920 ~ 1980 P-LTExx
DL : 2110 ~ 2170
2 UL : 1850 ~ 1910 P-LTExx
DL : 1930 ~ 1990
3 UL : 1710 ~ 1785 P-LTExx
DL : 1805 ~ 1880
4 UL : 1710 ~ 1755 P-LTExx
DL : 2110 ~ 2155
5 UL : 824 ~ 849 P-LTExx
DL : 869 ~ 894
7 UL : 2500 ~ 2570 P-LTExx
DL : 2620 ~ 2690
8 UL : 880 ~ 915 P-LTExx
DL : 925 ~ 960
12 UL : 699 ~ 716 P-LTExx
DL : 729 ~ 746
13 UL : 777 ~ 787 P-LTExx
DL : 746 ~ 756
14 UL : 788 ~ 798 P-LTEA-MNA
(FirstNet) DL : 758 ~ 768 P-LTEAP18-GL
17 UL : 704 ~ 716 P-LTEA-MNA
DL : 734 ~ 746
18 UL : 815 ~ 830 P-LTExx
DL : 860 ~ 875
19 UL : 830 ~ 845 P-LTExx
DL : 875 ~ 890

ELS—T5HINAVE—Tz4RECa—LEEAIF ||



B ook

ISHILES2—LOBE |

i Ty o g YLy | TSHILOYR—k
(MHz)
20 UL : 832 ~ 862 P-LTExx
DL : 791 ~ 821
21 UL : 1447.9 ~ 1462.9 P-LTExx
DL : 1495.9 ~ 1510.9
25 UL : 1850 ~ 1915 P-LTExx
DL : 1930 ~ 1995
26 UL : 1850 ~ 1915 P-LTExx
DL : 1930 ~ 1995
28 UL : 703 ~ 748 P-LTExx
DL : 758 ~ 803
29 DL O P-LTExx
DL : 717 ~ 728
30 UL : 2305 ~ 2315 P-LTExx
DL : 2350 ~ 2360
31 UL : 452.5 ~ 457.5 IR — b xt5g
(450 MHz) DL : 462.5 ~ 467.5
32 DL D7 P-LTEAPI8-GL
DL : 1452 ~ 1496
38 TDD P-LTExx
2570 ~ 2620
39 TDD P-LTExx
1880 ~ 1920
40 TDD P-LTExx
2300 ~ 2400
41 TDD P-LTExx
2496 ~ 2690
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R |
g VPR PXIE PNV TSHITILDYR—+
(MHz)
42 TDD P-LTEAP18-GL
3400 ~ 3600
43 TDD P-LTEAPI8-GL
(P-LTE) 3600 ~ 3800
46 TDD J A & > 2 Fk P-LTEAP18-GL
5150 ~ 5925
48 TDD P-LTEAPI8-GL
(CBRS) 3550 ~ 3700
66 UL : 1710 ~ 1780 P-LTEAP18-GL
DL : 2110 ~ 2200 P-LTEA-MNA
71 UL : 663 ~ 698 P-LTEAP18-GL
DL : 617 ~ 652
72 UL : 451 ~ 456 R — b G
DL : 461 ~ 466

WDFEIL, Ta— VBB LESGAED SGN ROAF v Ty ay harRLTHWET,

%+ 4:56/\> FY 7D 6GHz (FR1)

FR1 /N> F ToFTIoaIF9 Y s | TSHITLDYR—+
(MHz)
nl UL : 1920 ~ 1980 P-5GS6-GL

DL : 2110 ~ 2170

n2 UL : 1850 ~ 1910 P-5GS6-GL

DL : 1930 ~ 1990

n3 UL : 1710 ~ 1785 P-5GS6-GL

DL : 1805 ~ 1880
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FR1 /3> K TyFTIVDIF92o) 0y | TSHTLOYR—F
(MHz)
n5 UL : 824 ~ 849 P-5GS6-GL
DL : 869 ~ 894
n7 UL : 2500 ~ 2570 P-5GS6-GL
DL : 2620 ~ 2690
N8 UL : 880 ~ 915 P-5GS6-GL
DL : 925 ~ 960
nl2 UL : 699 ~ 716 P-5GS6-GL
DL : 729 ~ 746
nl3 UL : 777 ~ 787 FEY AR — b xtg
DL : 746 ~ 756
nl4 UL : 788 ~ 798 AR — b x5
DL : 758 ~ 768
nl8 UL : 815~ 830 FEP AR — b x5
DL : 860 ~ 875
n20 UL : 832 ~ 862 P-5GS6-GL
DL : 791 ~ 821
n25 UL : 1850 ~ 1915 P-5GS6-GL
DL : 1930 ~ 1995
n28 UL : 703 ~ 748 P-5GS6-GL
DL : 758 ~ 803
n38 2570 ~ 2620 P-5GS6-GL
n40 2300 ~ 2400 P-5GS6-GL
n4l 2496 ~ 2690 P-5GS6-GL
n48 3550 ~ 3700 P-5GS6-GL
n66 UL : 1710 ~ 1780 P-5GS6-GL

DL : 2110 ~ 2200
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FR1 /A2 K FTyFTVoo|Fooy2y | TSHATILOYR—+
(MHz)
n71 UL : 663 ~ 698 P-5GS6-GL

DL : 617 ~ 652

n77 3300 ~ 4200 P-5GS6-GL
n78 3300 ~ 3800 P-5GS6-GL
n79 4400 ~ 5000 P-5GS6-GL

VAADT T HTNEY 2—/ME, BIRETIEImmW (FR2) N2 RZEYR—FLTWEREA,

LILS— TSHIILNEDaA—IL IT7—L9TT

KO~ BT, BT LT 7 =AY =7 OEFHEH SN B Rb R0z~ FTT,

Router#microcode reload cellular <subinterface> <slot> modem-provision flash:<modem
firmware version>

\)

GE)  Zoavry RiE FFEOET ACHAE LRWEARH Y £7, FHT DA, [CiscoFirmware
Upgrade Guide for 4G LTE and 5G Cellular Modems] #ZH L T 72 &0,

WKDFN, TIHNTNEY 2—VDETLE T 7 —LTTDY A NERLET,

Modem Ayoa—Kyosy

7430 TJAYLAWANT0 BT —A v B —T x4 A

A — A ~Z U 7T Telstra [A]1F 7430 TA YL AWANT430 BN T —A X —T A A (A —A
k= U 7 Telstra [f]{7))

H A a1 F 7430 TJA YL AWANTL0 BNV T—A L H—T A A (HARM
)

7455 A XYL AWANT455 BTG —( v X —T = A A

B F Z T 7455 TA XYLV AWANTASS BV T —A U H—T A A (BT X
)

BRN 10 7455 TA YV AWANTASS BT —A X —T = A4 A (BRI IA]
)

bk AT&T AT 7455 T4 YL AWANTASS BT —A X —T7 =4 A (Jbk
AT&T [)1))
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https://www.cisco.com/c/dam/en/us/td/docs/routers/access/interfaces/firmware/Cisco-Firmware-Upgrade-Guide-for-4G-LTE-and-5G-Cellular-Modems.pdf
https://www.cisco.com/c/dam/en/us/td/docs/routers/access/interfaces/firmware/Cisco-Firmware-Upgrade-Guide-for-4G-LTE-and-5G-Cellular-Modems.pdf
https://software.cisco.com/download/home/286308413/type
https://software.cisco.com/download/home/286311403/type
https://software.cisco.com/download/home/286311403/type
https://software.cisco.com/download/home/286311416/type
https://software.cisco.com/download/home/286311416/type
https://software.cisco.com/download/home/286308426/type
https://software.cisco.com/download/home/286319713/type
https://software.cisco.com/download/home/286319713/type
https://software.cisco.com/download/home/286311468/type
https://software.cisco.com/download/home/286311468/type
https://software.cisco.com/download/home/286311442/type
https://software.cisco.com/download/home/286311442/type

B os—7ssorzE0a—nor—n=z7

TSHINLEDS2—ILOBE

Modem

Ahoo—Kyvsy

It Sprint [411F 7455

JAYLAWANT455 B LT —A B2 —T7 =4 A (ALK
Sprint ] F)

Jb2K Verizon [A11) 7455

A YL AWANT455 BT —A L X —T =4 A (ALK
Verizon [A]1F)

US Cellular [a]} 7455

A YL AWANT455 BT —A X —T = A A (US
Cellular A7)

FNO980

AL AWANFNISO BV T —A 2 F—T A A

7 m—s3)L % v U T AT LM960

UA YL AWANLMI6O BTG —A( X —T AR (I
72—y U T

JbK1m 1 LM960

UA ¥ L AWANLMIGO £V T —A v & —T7 =4 2 (LK
1)

RPN ] 1 WP7502

74 Y L AWANWP7502 ¥V T —A L4 —T7 =4 A (FK
M)

ek WP7504

U A ¥ L A WAN WP7504 B LT —A L H—T7 =4 A (It
KIfT)

WP7601 741 A WAN WP7601 BT —A 2 —T7 =14 A (It
K Verizon [A]17)

WP7603 U4 %L A WAN WP7603 BV 5 —A X —T7 A A (Jb
K AT&T A1)

WP7605 T4 L A WAN WP7605 BV T —A v Z—T =A% (H
ARANT)

WP7607 74 %L A WAN WP7607 BTG —A v X —T = A A (Fk
BT

WP7608 J 4% 1L A WANWP7608 /LT —A v X —T =4 A (A
UV RBIXOYT T AT

WP7609 I A ¥ L AWANWPT609 BN TF—A v X —T = A (F—
2TV TRBIOT T ONE1T)

WP7610 U4 %L AWANWP7610 BT —A( X —T =4 A (At

Krat)
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https://software.cisco.com/download/home/286311455/type
https://software.cisco.com/download/home/286311455/type
https://software.cisco.com/download/home/286311429/type
https://software.cisco.com/download/home/286311429/type
https://software.cisco.com/download/home/286323725/type
https://software.cisco.com/download/home/286323725/type
https://software.cisco.com/download/home/286329300/type
https://software.cisco.com/download/home/286324996/type
https://software.cisco.com/download/home/286324996/type
https://software.cisco.com/download/home/286324947/type
https://software.cisco.com/download/home/286324947/type
https://software.cisco.com/download/home/286320597/type
https://software.cisco.com/download/home/286320597/type
https://software.cisco.com/download/home/286320624/type
https://software.cisco.com/download/home/286320624/type
https://software.cisco.com/download/home/286322139/type
https://software.cisco.com/download/home/286322139/type
https://software.cisco.com/download/home/286322143/type
https://software.cisco.com/download/home/286322143/type
https://software.cisco.com/download/home/286322156/type
https://software.cisco.com/download/home/286322156/type
https://software.cisco.com/download/home/286322147/type
https://software.cisco.com/download/home/286322147/type
https://software.cisco.com/download/home/286322152/type
https://software.cisco.com/download/home/286322152/type
https://software.cisco.com/download/home/286323720/type
https://software.cisco.com/download/home/286323720/type
https://software.cisco.com/download/home/286324942/type
https://software.cisco.com/download/home/286324942/type
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O
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)L Z—PIMLED

+ /L5 —PIMLED ® A5 —#% %%, showled CLI ZfFH L TBIGT 50, 7T H T ILET A
H— R CHBEIICHEZRE X £, RIRT O, IR1800 T show led CLI OFT3,

Router#show led
SYSTEM LED : Green

GigabitEthernet0/0/0 LED : On
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GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1
GigabitEthernet0/1

*Cellular 0/4*

LTE module Enable
LTE module SIM 0 L
LTE module SIM 1 L
LTE module GPS LED
LTE module RSSI 0
LTE module RSSI 1
LTE module RSSI 2
LTE module RSSI 3

*Cellular 0/5*

LTE module Enable
LTE module SIM 0 L
LTE module SIM 1 L
LTE module GPS LED
LTE module RSSI 0
LTE module RSSI 1
LTE module RSSI 2
LTE module RSSI 3

P-LTEx 7S H TN A VB —T AR E
R 2:PLTEx TSHITNAVEZ—T AR EL21—)L

/0
/1
/2
/3

LED
ED
ED

LED
LED
LED
LED

LED
ED
ED

LED
LED
LED
LED

LED
LED
LED
LED

G
Y
Off

G
0
Off

Off
Off
Off
Off

Green
reen
ellow

Green
reen
ff
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IEH £ EA

1 ¥ /L7 — Main SMA
2 GPS SMA

3 /L7 — Div SMA
4 A% LED

5 SIM 0 LED

6 SIM 1 LED

7 GPS LED

8 RSSI LED

WKDOFRT, FIHITNEY 2—/LD LED OBIEIZ DWW T LE 4,

RE5ALEDA U Dlr—4

LED &)/ — &L ERAA
tLT—SIM (0) BLUSIM |Fka (AT 7 AHELEN T T SIM AR
(D NENTEBY, 777477
NS
THAT SIM 2372\
FEfa, (AT T ADEENT T SIM A3 EEE
MDENTWDIN, 77747
NS ESANAY N
EN {HAT TIHT VIR T3R5 T
50
FE (AT EYV 2 —/VOERNA D
o TWVWAN, FY a2—/LN
TERICHEBE L Tl
fe (5T EVa— LOEFRNA T,
RSSI--LED FRIZ/8— 2 | kD30 RSSILED OFHEZZR L T Z & W,
GPS fe (5T GPS EFEEZBSF L E LTz,
THIT GPS I35, GPS £— K&
NMEA #%E7: LT GPS A
2. F7-1% GPS Fufg
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%= 6: RSSI LED OO &5 ER

ISHILES2—LOBE |

& RSSI H—EX
BT P—eRL P—eRL
Frfa 1D <-110 dBm LTE

fkta 2 D -99dBm <> -90dBm LTE

ka3 D -89dBm <> -70dBm LTE

Frfh 4 > >=-69dBm LTE

3 B <-110 dBm 3G

2o -99dBm <> -90dBm 3G

3D -89dBm <> -70dBm 3G

4 >=-69dBm 3G

P-LTEA18-GL =)L 5 — PIM

3:P-ITEAI8-GL TS5 H TN A V3 —T AR EYa—)L
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®7:
EHE HoL:L

1 ALLOT T F

2 FAN—L T 41T T F
3 FAN=2T 4 0T VT
4 AL NT T F

5 #7%) LED

6 SIM 0 LED

7 SIM 1 LED

8 RSSI LED

WKDFRT, TITHITNVEY 22—/ LED OEWEIZOWTIHA L3,

RE:UEDA VD lr—4

LED )/ — & 5rAR
tLT—SIM (0) BLUSIM |Hka (AT 7 AHEEN T SIM AR
(1) NENTEY, 7727477
HRAE
THIT SIM 2372\
&t (T T AHELEN T SIM A EERE
NENTWDEN, 77T 47
Tl IREE
EN AT FIHTNNF T8> T
50
&t (AT EYV 2 — /VOERNA D
RoTWAN, FY a2—/LN
TERICHEBE L T by,
frfa (5T T a—/LOBIFENFT T,
RSSI--LED FERICAA—ZfF ] | kDD RSSILED OiiAZEZR L T &V,
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B trs5—pPmue

£ 9: RSSILED MEiEA

& RSSI H—Ex
THAT -t AL H—b R L
Frfa 1D <-110 dBm LTE

Frfa 2 > -99dBm <> -90dBm LTE

Tk 3 o -89dBm <> -70dBm LTE

Frfa 4 > >=-69dBm LTE
1D <-110 dBm 3G

2O -99dBm <> -90dBm 3G

3D -89dBm <> -70dBm 3G

#h 4D >=-69dBm 3G

P-5GS6-GL Z/L 5 — PIM :

4:56EIVS—TSHINLAVE—T AR ED1—)

HE B8

1 7752 (SMA)
2 77 F 1 (SMA)
3 7753 (SMA)
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wrs—pmien

IHH

B

7570 (SMA)

A7) LED

SIM 0 LED

SIM 1 LED

SIM 1 LED

GPS (SMA)

10

#— ¥ & LED

LED

HeRE

EN

E#LED
« 7T H T VAR LED
AT VAT ADEIREN AT TT

it BV 2 — /LOEFRMNELHEEEL TV
FHA

ok BV 2 —ILOERNA L TT

SIMO

SIMOLED/IZ7Y2 T4 ET«

«SIMOLED A5 —#% 2L WWAN 7 75 4 &
T
o HAT - SIMO BFEAINTWERTA

« W SIMOITHFA SN TCWETN, 777 4
TTIEHY ERA

cHkE  SIMOMFASNTEYD 777 47 TY

D EIR  ENRNANT—ETIT 4T 4

SIM1

SIM1LED/7 9 T4 ET«
«SIMILED AF—& AL WWAN 7 75 4 &
T4
o JHAT : SIMI A SN THVERTA

o B SIMUFFFRA SN TOWETR, 7277«
TTIEHY FHA
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LED =) HRE

s fEth SIMIMEASN TR T /T 47 CF

cKEODEIR : FARANT—E T I T 4T 4
GPS % GPSLED

AT : GPS MAARFRE

c P VT MY =T ERES

o k0 © GPS MREIEF A

o RO R © GPS BUAFH (SW T & % 50%)
P—r R mk. . T H—EXRRLED

« 35 0 3G

- SERE)

« B 5G

IW—B3DEILS—TS5HITNARA—T (A RE

JVIBERDFEER

RD show 2~ REfFHL THRELHERLET,

\)

~ N

Ya—

GE)

EOHIL, RIS L—FNEDEHDTT,

show version

Router#show version

Cisco I0S XE Software,
Cisco IOS Software
Version 17.8.1,

Version 17.08.01
[Cupertino],

RELEASE SOFTWARE (fc2)

ISR Software

(ARMVBEL LINUX IOSD-UNIVERSALKY9 IOT-M),

Technical Support: http://www.cisco.com/techsupport
Inc.

Copyright

(c)

1986-2022 by Cisco Systems,

Compiled Sat 09-Apr-22 00:42 by mcpre

Cisco I0OS-XE software,

Copyright (c)

2005-2022 by cisco Systems,

Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0.
documentation or "License Notice" file accompanying the IOS-XE software,

B LS5 —TFSHITNAVE—TIARES2—LEEHAF

("GPL")

For more details,

Version 2.0.

The

see the
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or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: 4.1 (REL)

IR1831 uptime is 2 days, 15 hours, 35 minutes

Uptime for this control processor is 2 days, 15 hours, 37 minutes
System returned to ROM by reload at 13:48:15 UTC Tue Apr 19 2022
System restarted at 17:52:26 UTC Sun Apr 24 2022

System image file is "bootflash:irl1800-universalk9.17.08.01.SPA.bin"
Last reload reason: Critical software exception, check
bootflash:IR1831 crashinfo RP 00 00 20220424-174335-UTC

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual network-advantage network-advantage
Smart License Subscription None None

The current throughput level is 250000 kbps

Smart Licensing Status: Smart Licensing Using Policy

cisco IR1831-K9 (1RU) processor with 425374K/6147K bytes of memory.
Processor board ID FCW2530P5BJ

Router operating mode: Autonomous

MCU bootloader version: 0x23

MCU application version: 0Ox4d

Virtual Ethernet interface

Gigabit Ethernet interfaces

Serial interfaces

terminal line

4 Cellular interfaces

32768K bytes of non-volatile configuration memory.
3987572K bytes of physical memory.

2887679K bytes of Bootflash at bootflash:.

=N ooy e

Configuration register is 0x2102
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show platform

router# sh platform

ISHILES2—LOBE |

Chassis type: IR1833-K9

Slot Type State Insert time (ago)
0 IR1833-K9 ok 00:04:03
0/0 IR1833-1x1GE ok 00:01:22
0/1 IR1833-ES-4 ok 00:01:22
0/3 WP-WIFI6-B ok 00:01:22
0/4 P-LTEA-LA ok 00:01:21
0/5 P-LTEA-LA ok 00:01:21
RO IR1833-K9 ok, active 00:04:03
FO IR1833-K9 ok, active 00:04:03
PO PWR-12V ok 00:02:00
GE-POE IR1800-I-POE ok 00:02:00

show interfaces

router#sh interface cellular 0/4/0
Cellular0/4/0 is up, line protocol is up
Hardware is LTE Adv CAT6 - Europe/North America Multimode

Internet address is 10.14.162.11/32

MTU 1500 bytes, BW 50000 Kbit/sec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation HDLC, loopback not set

Keepalive not supported

DTR is pulsed for 1 seconds on reset

Last input never, output 00:00:42, output hang never

Last clearing of "show interface" counters never

Input queue: 0/375/0/0 (size/max/drops/flushes);

Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate 0 bits/sec,
5 minute output rate 0 bits/sec, 0 packets/sec
5 packets input, 460 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)

DLY 20000 usec,

0 packets/sec

0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0O frame, 0 overrun, 0 ignored,
21 packets output, 1692 bytes, 0 underruns

0 output errors, 0 collisions, 8 interface resets
0 unknown protocol drops
0 output buffer failures,
0 carrier transitions

router#

0 output buffers

show inventory

router# show inventory

LTE/DC-HSPA+/HSPA+/HSPA/UMTS/

Total output drops: 0

0 abort

swapped out

i A L L i

INFO:

Please use "show license UDI" to get serial number for licensing.

i A e L e o

NAME: "Chassis", DESCR: "Cisco Catalyst IR1833 Rugged Series Router"
PID: IR1833-K9 , VID: V00O , SN: FCW2447POEB

NAME: "Power Supply Module 0", DESCR: "Cisco IR1800 DC Power Supply"
PID: PWR-12V , VID: , SN:
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NAME: "GE-POE Module", DESCR: "POE Module for On Board GE for Cisco IR183X"
PID: IR1800-I-POE , VID: V0O , SN: FOC24382K4W

NAME: "module 0", DESCR: "Cisco IR-1833-K9 Built-In NIM controller"
PID: IR1833-K9 , VID: , SN:

NAME: "NIM subslot 0/3", DESCR: "Cisco Wide Pluggable Form Factor WIFI6 AP Module"
PID: WP-WIFI6-B , VID: VOO , SN: FOC24490FEP

NAME: "NIM subslot 0/4", DESCR: "P-LTEA-LA Module"
PID: P-LTEA-LA , VID: V0Ol , SN: FOC22287JMC

NAME: "Modem on Cellular0/4/0", DESCR: "Sierra Wireless EM7430"
PID: EM7430 , VID: 1.0 , SN: 355813070165276

NAME: "NIM subslot 0/5", DESCR: "P-LTEA-LA Module"
PID: P-LTEA-LA , VID: VOl , SN: FOC22287JLZ

NAME: "Modem on Cellular0/5/0", DESCR: "Sierra Wireless EM7430"
PID: EM7430 , VID: 1.0 , SN: 355813070165524

NAME: "NIM subslot 0/0", DESCR: "Front Panel 1 port Gigabitethernet Module"
PID: IR1833-1x1GE , VID: V0l , SN:

NAME: "NIM subslot 0/1", DESCR: "IR1833-ES-4"
PID: IR1833-ES-4 , VID: VOl , SN:

NAME: "module RO", DESCR: "Cisco IR1833-K9 motherboard"
PID: IR1833-K9 , VID: V0O , SN: FOC24384177

NAME: "module F0", DESCR: "Cisco IR1833-K9 Forwarding Processor"
PID: IR1833-K9 , VID: , SN:
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Cisco 7 /)L 7 — Pluggable Interface Module
(PIM) %ERTET HT=-ODHEMHESEH & Hl45
=18

inl

DT, IROBETHEMRINLTWET,
e LT — PIM R EDOHHESM (29 ~—)
s L)L T — PIM FHEDHIFIEHE (30 L—)
o AR— F ENARVEERE (30 X—2)
« BT — PIM O E72fE (30 ~2—)

/L5 — PIM R E DHR M4
)

GE)  REZETTHL. BURT T FEToTFT7 723 ) BMETT, SBIRARER AR
B A HESEFIE|C DUV CiL,  [Cisco Industrial Routers and Industrial Wireless Access Points Antenna
Guide] Z#ZM L TS0,

e L—Z TOEENEREFTIERWEEAIE, V—ZeT T T2 LT, L BN
Ly U777 T2 E LT 7ZE0, show cdlular <x/x/x>all TRREN D
RSSI/SNR Ofiny, I3 H 7 NEFT LD LED R L T F &0,

N—Z PPN BLE SN DR ER R Yy N — 2 WALy URRKETT, YR— 3N
TWHBEFELO-HEZRL TILZSN,

TAYLVAP—ER TaNSL X =D —E R TT7 NG L, MAERIETEY 2 —/L
(SIM) I—FEBRETAVERHY 9, v~ 27 2SIMOERYR—FINTHET,

¢« SIM I — REERO AT TS, BLT—PIM £72013—F 2 RETIHIMLERH Y £,

« PIM C{E I [REZR 35 B0 GPS #ETEZ/EF) S ¥ 5 121%. GPSHEfEAZ YV HR— "B A X K
TRryT T T ERETONENHY T,
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https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/antennas/installing-combined/b-cisco-industrial-routers-and-industrial-wireless-access-points-antenna-guide.html
https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/antennas/installing-combined/b-cisco-industrial-routers-and-industrial-wireless-access-points-antenna-guide.html

Cisco /L5 — Pluggable Interface Module (PIM) %% ¥ 5= DOFTREM LHfHER |
B o s—rmzsosinss

LS5 —PIMEBREDHIFEIE

BUE, #EERE Ry NV —213, 22— VFICL DT T -T2 AR—FLET,

T A Y L ZWEDOARMEIC LY, BETHAL—T Y MI HFHLTWS XY hT—2
WCBIDERS Y NT—7 DIERE. T 7 T 4 7l — Y — O E I3RS Lo TR
20 F9,

BT IR, Ty TV T2 L= R0 E T T2 L — |
W< 72> TWES (TDD AEEAHI D 77 A ~— b/ T — TR

HEHERE Ry N — 213, ARy U —27 LHBL T, K0 RERBIENSHELET,
HEHREIE L — NI, 727/ nP—Bl0F v U 7ICEA SNET, BIEE SRIKF
L. Xy FY—7 CHEEBPFEEL TWDLEHE, LV RELSRLIGAERDH £,

« CDMA-EVDO, CDMA-IXRTT, B3LXWUGPRS 77 / 2 ¥— EF— R R— SN TWVE
B, 2G X P-LTE-GB TOHY R — FENTWHET,

cfERTLBEFELT» DOV —ERAHNO—HTH D HIKFIHE,

e SMS : —EIZZEZE I A~DERKIOLFOTIARN AvE—V1BETHDYR— NS
F9, RERTXFA M, #EINAENCEY YA XICHEICE Y EED SN E T,

HiR— b SR UOERE

ROREIT YR —FShTHWEEA,

* Cisco IOS-XE TiZ. TTY VAR — bE7~iX Lineld, I0S7 7 v 7 DLy T—A
H—T oA ATITHEHATEEREA,

* CiscolOS-XETlX, I0S7 Fv v 7 DL HZ, BN T—A L F—T = A AR T v v
NAZ VTP NEAYTAZ VT FERETHLEITH Y FH A,

*USB 7T va~DDMnrZHIITVR— S TWERA,

cHHAP—ER

L5 — PIM O £ 75 #8E

ZDOPIMIE, WOERKELZYHR—FLTWET,
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HEE 38R

SIM ®r v 7 BLUa v 7 fifEREERE PIN 2= — RRMERt X2 T 4 A D=L
272 SIM A — RBRYR— S TWET,
FEARIZ DWW T, /LT — Pluggable Interface
Module (PIM) @ SIM 71— K (35 ~<—)

LT IEEN,

7 2.7 )V SIM Ny 7Ty 7OHT, BT —PIM X2 #
O SIM A1— RK&EYAR—KrL, BH—-D&LT—
PIM LT I7A4 <V BIONY I T v 7 Ny
77 v THEA) EAAL XY YT O —ER
MTOHEBIYIY 27 2 — LA —N"—%HZ)
T 2560860 £, FMICONTIE, &
)L — Pluggable Interface Module (PIM) @

SIM #— R (35—Y) #ZML TS

A

GE) P-LTE-VZ 7Z H 7V CiIPR— |k
ENTWVERA,

Auto-SIM BT —PIMBENSALNLF X UTNED SIM
71— RICBREfT T G-y 7 7 — A0 =
TaT V7T 47 TEDLHITT D Cisco
I0S-XE #fE, sEMC OV T, BT —
Pluggable Interface Module (PIM) @ SIM 7 —
R (B5~=v) 2ZHL TSN,

NIV FURENRLI Ry NT—7 F 7 4V b T, BT —PIM %, B AHF
(PLMN) iR B SIM 1 — NI T bz T 7 4+ v
FOXY NU—=Z T8 LET, 7T A ~X—
FEREFE R Y N — OEP, n—3 v
7 % [ElkES 5 BT, FFED PLMN (2D A%
WTHEINCBNNT A H—T o REFR
ETEET, FEMIC OV TIEL, PLMN O
BLOER (90 —) 2R T
U,
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77 A4 ~— | LTE

GE) TITAR—=FAGBIVT T A _—
F5G Ry NU—Z 1%, RENTT
ANR—=FBNLVT— AL TTANT
I F v B BT OOICEETES
A7 MVEFALTHNET, SPXA
N7 MOV TRy e, FEOT
TAX—hxy NU—7 HHOREP
Hs oW e EHATcE £
CKENZH T D 4G /N K 48
(CBRS) . RAYVITBITH5G/
Kn78 72 &)

P-LTEAP18-GL <X° P-5GS6-GL 7 K Ot 7+
LT —PIMEY 22—V TlX, T4 X— |

LTEB L WVWERLEFT T FARX—5GA 2T T
AN T U F e ~OEHi & FTREIZ T 2 JEIK B
WA R—FENET, BLT—Rr Fory
7 (94 X—) ZZRLTIEEN,

2ODT VT 477 PDN a7 7 A )b

TV T— A B —T A AT, &K 16D
PDN 7’0 7 7 A VZEFRTETETHN, SIMH
TRV T varbh—vR Lo TiEH2o
DBINT 7T 4 T BDEERHY £7, if
AZoOWTIE, 77— 7277 A4 VO

(60 ~—) ML TSN,

IPv6

IPv6 7—% N7 7 ¢ v 7%, #EmEGEL > b
U— 7 TRV R— b INTWET, B
F7—1IPv6 7 RLADHKE (84 X—) &%
BLTLEEN,

ENA )L Xy BT —7 IPv6

EFANRANFy T —7 EOAPN~DE LT —
PefelL, IPv4 & IPv6, F72ILIPV6 DAEIT L

GE)  TRTOEAALAFv YT TRHAT |20
X 5bI TS EHA. THRITTEETS
LT — O M Cisco I0S-XE ClE, LTE U > 7 U B Y

Ty —hUx=T T w77 L—K, DM a7l
LR EOWN O OREZ R E L T, BFEE
KL, ARAMZA ESEL N TEE
I, FEHICOWTIZ, BT —oFHME (113
N—=) EZRL TN,

TSHINAVE—TA R ED2—ILEEASF
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Ya—h AvtE—Y HF—E 2 (SMS)

BT LDTNA AL SMSH—E R X —D
T, IRAFBLIRIEA D= A LEH LT
Ay E—VUNKMWEINDETHRANA vE—Y
F—E A,

Cisco IOS-XE /L— % Tlid, J15 SMS 21 L
C. DyingGasp A v —VEEHY U 2— 3
VERIFARL—ZTRETEET,

SMS T & % Dying Gasp I, P-LTEA-EA,

P-LTEA-LA. P-LTEAPI18-GL 72 & ®—d&
)7 —PIM CHIHCE £,

FEANZOWTIE, vYa—MA vy BE—UY—1
A (SMS) & Dying Gasp (121 X—) %%
LT ZE0,

3G/4G Simple Network Management Protocol
(SNMP) MIB

TN T —WANMIBE L 7 v 7%, SNMP
ENLCHEEY Y a— a3 CEBIGRE %

BLET, MOV TR, FEEHRN—2
(99 =) Z2ZMLTIZSN,

GPS

GE)  GPSOHHR— MMZOWTIE, HAR—
FENTNDET LT (8 ~—

V) #BRLTIZIN,

Ja—r"VFes—var T I4 F VAT
2 (GNSS)  (GNSSYEHLD T 7 F ML)
&KENMFEE g (NMEA) DA b U —
NV

wILS—TSHITILA
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D SIMAH—F

ZOEL, WOBETHRINWTVET,

*SIM 1 — ROfEH (35—

BN T— TIHTN A B —T A A EY a—)L~D SIM DA (37 2—)
* PIN DZH (38 X—)
PINAZHHALZSIM I — Rora v 7 BL0e v 7R (39 ~<~—3)

« M AL LNV D I — RARAE —GEE L~V 1 Of%E (39 X—)

e FEMEBAL L~ DT — KRNV —FREE L~V T OF%E (39 X—)

« T 2T IVSIMA—F (41 =—)

cSIMEF2VUT 4 (44 —)

« B : SIM DF&E (48 ~—)

SIM H— FDEHM

TIHTNEY 2—VDFET LY R— ML, SIMAZFH L TERSNET, 2D SIM A — R
E1ODTIHIN A B —T 2 A ETa— MIFHFALTH, BT —EHIT 2 1K
DT 7T 4TI SIMICUNERTEEH A, 774/ KT, slot0 D SIM 237 Z 4~ U SIM
T9, IOS-XECLIZ#fH L T, ==V —islotl DSIM & 7T A4 <V |(ZTH5Z LnTExET,

\)

GE) FTaTIVETAMII v a7 VT 4 IR T T ) r— g VAT T, 7270 SIM 1%
2oy a I UT 4 ANNTRWIT 77U r—3 g Uit ¢,

774 <Y SIM Xy NT—ZHHRICRILTI=5E, B2V SIM Ry NU— 27 Bt 03 ST
ENFET GHEHUICRESNTWAEE) . 774~V SIM 3y hT—7~DYYEZIL, &
1 FY SIM F v T — T EERICKRIT D0, — BN EHEET 5, ET LNV kY X
N2 70>, WANmon #EEEE 72 13D EEM A7 UV 7 v 2N L CF T4~V SIM AA v F % il
BNCTICRT Z LI k> THEITENE T,
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B swr—rom

J—ZMNM2ODPIMEY 2 — /L TRER SN TWAEES., ZOF T /VETFMERIZED ., 2o
DEEDLXFY VTN L TCRBFICEERE T 5720, RO XD BREBOFERH Y 7,

"y/3/7)T%ﬁwﬁ77Jﬁ~VH/WT®WWNA§T kv, 1o0F¥ U T
MBEBDOF ¥ U T ~OHEE Y B2 NI TEITEINET,

WG DET LZFRHIT 77 4 7ICTE 5720, WHMENIR 20 £958, 2 208Re5
#HESE Ty N =2 2R LET,

cIPN—TFT 4 I TEITEINDLIT— RANT VT,
* SDWAN & 57— 4 i okl s b 9,

mm&Mi MHEENEZSIMICESWTET A Y U 72 HBIMICERELET, Zicky
RETO B ANMHBLEN, By VT v TEBRERSND 2T TR, A0 _0 ) oM
éﬁfﬂéh\%%#%$m3hiﬁo

PIM 2%, h—ERTa A X = fkENT=T 77 ¢ 772 SIM 1 — RBMLETT, SIM
J1— RiTi@E v v 7 DR S UoREE TRk X, [EAGRRAIE S (PIN) 2L CEHATE 5 X

Il TWET, SIMDO R v 7 BRI TV DA, PIMICHA L CKE =2 — K722 L Cff
HTxEd,

SIM 1%, FIFREETH —ER T X —ICL > TEHLSND, PINZ—F (4~ 841 I
XoTuy 7452 LNTEEY, PINI— FIZOWTIE, =2 Fun g Z—ZBlna
bELEEN,

SIM Iz v Z7HRETIZ, PIN— RIZEASIMD R v 7 LERNETTE . SN T A A
TORMEHFREIZCT D ZENTEXET, 2 Y — L FERIFN—F ~D Telnet/SSH #&H T Cisco
IOSCLI Z A LT, SIM O v 7B L0 a v 7 fERAFE 2 ET LT,

SIM 2 v 7 BMTbi -1, R UPINZMH L CGGREENFEITINRVIRY . a— L& T
FH A, RiElX., PIN ORE % LT CiscoI0S IZ L » THEMICEI TSN £, HE)SIM 2
REICHKT 2% Z OMZERREIX, CiscolOSCLI Z#fiH L CLV—F DAX — T v 7 a7 4 X
L—yaro—HeE LT{ThitEd,

Cisco IOS FRXENToND &, W—X T LT —FERezhcxEd, v—XiE, BLT—8
OB, FRESHNTZPIN 2 L CTER3E L £ 9, Cisco IOS PIN FRIENRE LTV D0, PIN
MNIEL L R2WGATE. SIM ZBREIRAR L., EFiEitInEEA,

77 ST SIM BBID N —F 3B OT A AIBE SN GA. £hidn v s Sz
SIM 23H Y 11T BTV 2 PIM 236 UV—# NOBIIO A v v MIBE Sizde, V—2 &
E%%E?é%%ﬁ%@iTo&Eiwa&@ﬁw§~2Hy%%ﬁ HHEOENLVT—a b

ZIWZHEEM O ET, ZHICLY, %ménfm&m?ﬂ4zf$Mwaﬂﬁ%é
nﬁw EPRFESNE T, F0E, H—0 L —XIZEEO PIM 3d 55513, & SIM (2
Bl PINDSEH S5 Z E B RIES I E T, BT —Hi s BRI %%#é X, FRlT A
AFEITFHELT —ary be—F Ay MC, FiEa~r R (SIMoa v 726 S
ALAHIEI L PIN T) ERINLTWDOLMLENDHY £7°,

WOFEEZHFEHA L CTSIMEZRELET,
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tL5—F5HINAvs—Tr42EV2a—L~OsMmoEA [l

AR BRESNBIC, ELWPIN 2T 5 2 LI3EFICEE T, il Eiin vy s Shi-
SIM O v 7 fEBRRATIIC, vy 7 &h7z SIM ICx L Cio 72 PIN 288t 3 mIA L &b &
SIM—RiZ7my 7 3fvEd, PUK 2— RZHEHA LT r v 27 S SIM 71— RZfRERT
XF9, PUK 22— RiZoWTid, F—E X Fu g ¥ —ZBnEgbEL 7SV, SIM DT
oy 7 RS 5I2i1%, cdlular <dot> Itesim unblock <PUK code> <newPINcode> =t~ K%
HHLET,

AN

IS —TSHINAVEI—T AR ED1—ILAD
SIM D& A

ZOk®r va rTiE, PIM ~® SIM B Y A1 OB FEIZ DWW TERIA L F 97,

\}

CE) TIHTNED 22— LORBOFEME SIMICEET2BMERIZ. RSO N— R = 7HEH
A4 Rz SN cnE7,

FRNZOWTIE, FIEO FTOXKZZB L T 7ZEW,

AT Tl KERFICKDIEIICELVT—PIMEZEEET, #1l 7T ARTANRNEZHHLTSIM K7 OR T ZEDY 4+
L. 790 TNEVa—nNnb<A 2710 SIM I ARN—%EEICRY AL ET,

FE <A 78 SIM A== UTIREECIE, #&H L7z PCB [BIESGEIK D)2 B4 b fildL 7
WEHIZLTLEEN,

AFvyT2 2uyhlEAxray F0ld, ¥4 272 SIM Aoy hT9, FIE2DPHEH 1 L 2Z2FBRLTLEEN,

RATY T3 SIMOESIMI Z#ZNZENDOATR Y MRV AT ET, SIMOEZIESIMI D~ — BNT T H TN A 2 H—
T2 ARAET 2= NVD<wA 7B SIMIN—EIZEREINTHET, SIMT A 2 2420E, SIMEKaRT X
WD AT DIELWHRINRENTWET SIMaRxZ XIS v a/Ty a7 TT) . BOAITS
BE. SIM I — REZaRx 7 ZICHTF v EERTLHETHALTROLFLHET L. SMBAaxrXicry 7 X
NET, SIMA—RERVATITIE, b9 EITF v EEENRTLHETaRIZZ AR Y NAO SIM ZH# LiA
NTIPDFERET L, SIM a7 #2006 SIMO—#B M TE ET, ZDk, SIM I — REOF A THL
DAFTZENTEET, FIE3OHEA I EZSBLTIEIN,

AT T4 v~ 7 SIMIR—%2FX P TEHELET, #l 7TARTARNEFH LT, v~ 2710 SIM ANRN—|ZXx V%
BOAMTET, #HENL 271228 ~38A4FLBF TF, FIE3 LFIE4EZBRLTIIZEW,
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B rnoz=E

5:SIM®DEY 1+

STEP 1 STEP 2

Ty

Z5EETT

&

STEP 3 STEP 4

PINDZE

VP IELWPIN Z AL TL &0, @572 PIN 288K L C3 AT &S E SIM 71— RiZ
Ty INET,

FIE

ARV RFERETIVa Y =)

R 7w 71 |cdlular interfaceltesim change-pin current-pinnew-pin| PIN =— F&{HfH LT, SIM I — R&xua v 7 7713
) - Truay 7 LET,

G¥) PIN=Z—FZEEHLTSIMI—FRazr vy 7
Router# cellular x/x/x lte sim lock 1111 1234 F3ay ZEE L ET, pin - SIM o —
REvy s Elidn v ZiERT 572D

Y= AT, =D g a—
K @4~8Hoks) ,

GE)  PINOEFEFIL, SIMPu v 7IRETH D
WVERH D F97,
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PIN £ L7 SIMh— Kooy s ssvay @k [

PINZFERLE-SIMA— KAy o008y YRk

P—E 2 P BRI SIM A — RE ey 7 F-idu v ZHEERT 512, 20
B¥E2FEITLET, WTIELWPINZ AN LTLZE, o7 PINER L C3EATIESH
HESIMI—RiZ7uy 7 SNET,

FiE
avYRFERET7IOIY BRI
2w 71 |cdlular <dot> Itesim {lock | unlock} <pin> PIN=— RZfFEHL T, SIMbI—FRKZa v 7 771X
{5“ 7?/13‘)7 Liﬁ—o
Router# cellular x/x/x lte sim lock 1111 GE) PINIZSIMb—FRZua v £-idna v 7 fiE
B 57201 —E A7 a3 Z—n bR
fftanhzda—F 4 ~8XF) TY,

FEESIELANLDOH— FRILET—RELNIL 1 DERTE
KOWFRLDa~ > REHHLET,
* lte sim authenticate 0 pin

* Ite sim authenticate 0 pin slot {0 | 1}

FE
ARV RERIFTIIaY BH
X w71 |controller cellular dot trIg—aryirue—Tar7 4 Xzl — g F—

Router# controller cellular x/x/x
lte sim authenticate 7 1111 slot O

=L

FERESIELARNILOD—FRILET—REELARNILT DERTE

BEL SNTZPIN 5% ET 5121E, PINORY J U T Wi BETH2HERH Y £3, A7 T
YT LoYL T OPIN ZHAE L, ZOKE{L PIN 24 H L THREED 7212 SIM CHV] 22— K
ERETHITIE, EXECE— R TRDa~wy FE AN LET, SIM Db v 2 BET 5%
L. NRAT— RS b ERE L, 22— VA LEHEASRAT—REREL, A7 T TARND-S

FPRRAT—REab—L, A7 T TARNNoT- AT — K& SIMRBiFa~ > RCHEHT
HZLIZEH-T, 2—PHLRRAU—RFIMER SN ET,
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B osmstirion— ALy —BELALTOBE

\)

GE) 27 FUT7NPINDVESS, SIMFBIECHEAESNS &, B & iz —3 4 % Cisco I0S =
V74X 2= a D bHIRT A ENTEET, SIMPBGESHEET DITIE, SIM e v 7

ENTWALERDH Y £77,
FlE
ARV RERIFTIIaY BH
AT w 71 | service passwor d-encryption IRAT — ROBEBALE BN LET,

1

Router (config)# service password-encryption

R 72 | username username privilege var password pin GE) 2—PL L RAT — REERLET,
1 name : T— YV —ZEHEELET,
Router (config)# username SIM privilege 0 password pin 14 ~38 *ﬁ@ PIN =2 — K,
1111
R T 73 |doshowrun|iname AT v 73 TR SN2 — LI T DR 5b &
Bl - N7 L~ L 7 DPIN 5 Te — AR ETER T L

¥4 WorENs=2—Y ISIM] ) , AT v 76
T (PINELTQ) HATAHALZDIZATZ T /RR
J— RExat —LFET,

Router (config) # do show run | i SIM

R 7 4 |controller cellular x/x/x tLF—aritr—Sar7 4 FXal—aE—
11 - RZBISE L F 9,

Router (config) # controller cellular x/x/x

R Fw 75 |ltesimauthenticate 7 pin OR ltesim authenticate 7 pin |z B XN 7-F—TU— R TB I URRF v 74 fxy

slot {0 1} 57 E 7= PIN 24l LT SIMCHV1 % 33
451 - F*4 . ZDPIN I, ﬁé%t0>é§ﬂZ/Lf7“_E§fm7:muuEﬁk

HIEOICET AMIERESNET, REINZPINIC

Device (config-controller) # lte sim authenticate

7 055A575E70 %Obihmﬁwﬂﬁﬁéﬁ”\il:7ﬂ~w#ﬁ7
E§i12£7?o uun giailzf_%ﬁtl\ q£§flkhi§f*_f7
‘_'/I/%}_)F%ﬁﬁél\ Li“@.—/l/o

G¥) slot ¥—U— R ZF0F 7> a i, T=
TV SIM BEREXT DT T v BT F— LD
HATHR—FINET,

AT T 6 et UEE) LS —ary ba—F a7 4 Fal—
i : varE—REKTLET,

Router (config-controller)# exit
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Fazrsma—r ]

AU RFERET7TIV3 Y B#)

A Fy 77 |nousername name (AFvay) A7 v 73 TER SN2 —H4 &
i INAT— REHIBRLET,
Router (config-controller)# no username SIM

R T 7 8 | no service passwor d-encryption name (F7vay) A7 v 73 THEREN -2 —F4£ L
5l - PRAT— FEHIRLET,

Router (config-controller)# no service
password-encryption

TaT7ILSIMA—FK

Auto-SIM

N

GE)  Verizon Y 7R— M &2 HHEIZT D P-LTE-VZ 75 A 7%, v 7L SIM T9,

SMAI—FKDOTF7A4~<U Ay MI, V—FZNEB L&, FRIEINIMMAYr—RLizE
FWBIRENET, 7402y MZ0TT, SMI— KRR FI4~U 2oy MNIFE
T, SIM U — RBFEETIHEEIINBTRAr v FEEIRLET,

controller cellular x/x/x
lte sim primary slot <slot-number>

774 <Y SIM Fy U= HERICKRR LTSS, B2 SIM Ry MU — 7 BEGE ST
SINFET EHUICRESNTWDIEHE) . 774~ Y SIM Ry hT—7~D0FExIL, &
1 F Y SIM F v N — TR RIT D, V— BN EHEET 5, ET ANV 'y X
N2 70>, WANmon #EREE 721IMMD EEM A7 U 7 h &N L CF T4~V SIM AA v F % il
BN TEICRT Z LI ko TEITFENE T,

TIANNDT 2=V —N—H A <—T353TT, 7x— VA== F A ~—F 3~T7%
ICRRETEET,

controller cellular x/x/x
lte failovertimer <3-7>

F/o, av U R I AU F—T oA AEFHLTSIM Ay hEFEHITUDEZDZ LD
TEEJ,

cellular x/x/x lte sim activate slot <0-1>

Auto-SIMAEREIZSIM Z L, *HGd 27 7 —2A v =7 %22 — RFLET, Auto-SIM T, #HE
DXx VT /77— =T %Y R—bTHETLTEITINET, ZDOH, AT&T SIM %
BOfHFaE, AT&T 77— 20 =7 nu— REINET, 72& 2L SIM — K% Verizon (24
DEZBHE, Verizon 77— AU =7 BHe— RFINET, TWVHROPIMIZ1 >OF ¥ V7T
HHATLZ,

ELS—T5HINAVE—Tz4RECa—LEEAIF ||
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B Aosmormit

Auto-SIM AN 72 > TV DAL Auto-SIM E— R, 2> TWAEAITFEIT— K&
720 F7, Auto-SIME— RTIX, BT MIFEHFRER Y 7 —L 07 =7 DU A M0 Ligl7e v
V7 77 —b0xT7 &R LET, FEIT—RNTIE, 77 L0722 FEICRBIRTE T,
Auto-SIM SR ELEFH AN E I ITENCERTTLH-NC, EFLEF VY NERET,

\}

GE)  Auto-SIM|Z. ¥ 7 4/ M TIREIZENT > TWET,

Auto-SIM ©O B 3h1t

cellular <dlot> Itefirmware-auto-sim =< > K& LT, Auto-SIM ZHZhZ LE9 (AR
L ENTZHE) .

FE
ARV RFEERETIVa Y BrI
Z 5w 71 | configureterminal a7 4 Fal— gy B—RIADFET,

1 -

Router# configure terminal

Z 5w 72 |controller cellular <slot>

AT 73 |ltefirmwareauto-sm DLz i S = 35A 15, Auto-SIMBEEE &2 B Z0Z
1 LET.

Router (config)# lte firmware auto-sim

Bl : Auto-SIM BAEFEH LG T 7 —Lo 7 D—ERR

Router# show cellular x/x/x firmware
Idx Carrier FwVersion PriVersion Status
3 AT&T MOH.030200-B016 0910 Active

Firmware Activation mode = Auto

Modem image running: Main
Mobile Network Operator: AT&T
Number of MNO's = 14
Index MNO ID MNO NAME

1 0 Generic GCF

2 1 Generic PTCRB

10 AT&T

11 T-Mobile

12 Verizon

14 Bell

15 Rogers

16 Telus

20 SK Telecom

O o Joy U W
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10 21 SK Telecom Dongle
11 30 NTT Docomo

12 31 KDDI

13 40 Telstra

14 50 Anatel

Auto-SIM O E3 1k

FIE

Auto-siM 1t ]

ARV RFERETOVa Y

E:)

R w71 |configureterminal

1

Router# configure terminal

a7 4 Xalb—r gy E—RICADET,

R 72 |controller cellular slot
i -

Router (config) # controller cellular x/x/x

ayvho—I AU H—T oA AEERELET,

R w 7 3 | noltefirmwareauto-sim

1

Router (config-controller)# no lte firmware
auto-sim

Auto-SIM % #EZhiZ LE T,

5] : Auto-SIM WNENZ T 7— LT T7TD—ERTR

Router# show cellular x/x/x firmware

Idx Carrier FwVersion PriVersion Status

1 ATT 02.37.00.00 002.098_000 Inactive
GENERIC 02.37.03.00 002.095 000 Active
KDDI 02.37.03.00 001.048 000 Inactive
SOFTBANK 02.37.03.00 001.050_000 Inactive
TELUS 02.37.03.00 001.017_000 Inactive
VERIZON 02.37.03.00 002.104 000 Inactive
VODAFONE 02.37.03.00 000.011 000 Inactive

~ o U bW N

Firmware Activation mode = Manual

FHZLDT7—LoTT7NDEIR

IOk varyTiE FEICRESNTND LT 77— L0 =7 OBIRA@E 2 LIS

WTHBALET,

9. Auto-SIM Z A4 72T AHMLENRH Y 77,
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Router (config) # controller cellular x/x/x
Router (config-controller)# no lte firmware auto-sim

wiT, WU 77— 02T (FI9AX—KLTEEIEITT7A4X—K5G 72 Y) % CLI CiEiR
L/iﬁ‘o

Router# cellular 0/4/0 lte mno-activate ?
<1-100> mno index

mno - 7 v 7 A%, show cdlular x/x/x firmwareindex ¥/ bR TEX £4, 72 21F. kD
HNZ, ATRT BT 774 7T, A>T v 7 A3 ELTURRNMIEFERINTWNDZ EER
LTWET,

Router# show cellular x/x/x firmware
Idx Carrier FwVersion PriVersion Status
3 AT&T MOH.030200-B016 0910 Active

Modem image running: Main
Mobile Network Operator: AT&T
Number of MNO's = 14

Index MNO ID MNO NAME

1 0 Generic GCF

2 1 Generic PTCRB

3 10 AT&T

4 11 T-Mobile

5 12 Verizon

6 14 Bell

7 15 Rogers

8 16 Telus

9 20 SK Telecom

10 21 SK Telecom Dongle
11 30 NTT Docomo

12 31 KDDI

13 40 Telstra

14 50 Anatel

cellular 0/4/0 Ite mno-activate <number> =~ > R&EEH LT, SER T 7 — AW = 7 I\ZREHEfT
T 537 mno IR L £ 7,

SMtxXal)Tag

PINDO—FZERHALESIMA—FDOyo XU T7AYY

P—bEZ2 Fa X —nHREENZSIM I — RE ey 7 E-idue v 7T 5120, 20
EEEZFEITLET,

)

GE) Ao PINDEH L T3IEANSNDESIMA—RiE7 ey 7 &ET, SIMIZHEINT
WAHIELWPIN ZX4TAHDLTLIEEN, SIM b — A7 1y 7 Siiza, PUK 2— Ko
=R Fu g F—ZBWAEDEL &Y, PUK 2— RZ2H+25 2L T, SIMA—FR
D78y I BRERTEET,
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FE
ARV KRFERRETI a3 Y B
R 7w 71| cellular slot Itesim {lock | unlock} pin PIN =2— R&[HA LT, SIM I —K&znvs £
15“ 77\/1:’ 77 Li—é—o
_ pin-SIM 1 — R&Ewm v 7 Eizida v 7 ERT 5729
Router# cellular x/x/x lte sim lock 1111 ﬁ:ﬁfg%%%ﬁ361’%@§éﬂéﬂ*‘ S (4’\“81?) .

PINI— FOZEE

SIM @ PIN 22— R&ZEETHT1E, RDOX AT EFEITLET,

Flig
AU RFEEETIa Y B#

AT w 71 |cdlular <dot> Itesim change-pin <pin> <new-pin> ||y 24T 57~ PIN 22— RZZH L£3, PIN D%
51 S, SIMA Ry ZARIETH B LER DY £,

Router# cellular x/x/x lte sim change-pin 1111
1234

ETLDEXY) T4 FHROESR

ETLDOEX 2 VT A EREMRT DL, WOX AT EFITLET,

FI&
ARV FFERET7TIVa Y B#
R 71 |show cellular slot security SIMD 1y 7 RHEAEHETF LD EX 2V T 1 15H
15'] : %i—\‘ Li‘a‘o
Router# show cellular x/x/x security

151
PLFE, SIM1I BT 277 4 7 b E 72 IR1821 B DIFEEH T,

IR1821#show cell 0/4/0 security

Active SIM = 1

SIM switchover attempts = 0

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3
IR1821#
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Ovo&hnt-SIMDOBEEEEIINETE

B L SN TWRWPIN 5% € LT, EF A %FRFET 5 Card Holder Verification (CHV1) =—
NeT 7074 X— D2 EMNTEET,

Mo PIN S HEHH L T3IEANENDESIMA—RiZ7 ey 7 ENET, SIMICHREENT
WAIEELWPIN ZHT AN LTLIEE N, SIMAI— BT ay 7 &84, PUK 22— KD
P—b 2 Fa X —IBVWEbELEE N,

cmm%&ﬁ#ét WAL E 720 L~ 0 @ PIN 2T 2 5E& 12RO FIEIZHE > T<
7ZEW, B &N L~UL7DOPIN Z{#HA L TCHV] ZRET 5 J7TIEIC DWW TIL, SIM O
FALE L DOFE (46 X—) BT EEN,

SIM BBAEMHERE T 2 121E, SIMA e v 7 SN TVWAMERH Y £, SIM AT — X A& HER
%1Zi%, show celular dlot security =~ > R&2#H L 9,

Flg
AU REEETIV 3 Y B
AT w 71 | configureterminal Ta—r ) ar7 4 Xal— gy T— NG
15“ : L/i‘a‘o
Router# configure terminal
R 72 |controller cellular <slot> AL TF—arie—Far74X=l—3 gy F—
1 - RZBRtE L E7,

Router (config) # controller cellular x/x/x

AT 73 |ltesm authenticate O pin SIMCHV1 = — F# I 51tk (0) ¥—7— K& PIN
%ﬁmbfmﬁbiﬁo:@mN I, BEoO%K L
7 — G CRBRET B 79 %TA_%ﬁéMiﬁ

FRE & HU7- PIN | ﬁowfmﬁﬁm%ﬁé

T v :I“—/l/z)‘u$j‘éhiﬁ—o uun \—%E&Lf_iﬁ

B ETFAIT—H a—LEBEBLEEAL

G¥) :@:vVFH\#ﬁ%MHNﬁﬁ%éH
TWALGEICOARERTT, Kbz
Pm%ﬁmbfcmn:—%% XET HIT
I%. SIM DI EALE L DT (46 ~=2—
V) LTI,

SIM DEF S E /ODEQE

FALENT-PIN ZRET HITIT. HN®177/7wm%ﬁ%¢ézg#%@i¢ TS
/7wv~w7®HN%ﬁﬁL ZDOREFEPIN 2 H L THREED 7212 SIM CHV] =2 — K
FERETHITIX, EXECE— R Tk a~<wr REAJILET,
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smorstronzz [

\)

(X))  SIMOBEALE v Z2EETH L, RNAU— RS LERE L, 2—F4 EEHE AT — N &k
EL, AT TUTNARNNoT/RRAT—Reat’—L, AT T TARMhNoT- /AT — K%
SIMBiEa~y RCHEATLZ LIk - T, =P/ LAY — RKMERESNET, 27T
7V PIN BNEfF S 4, SIMABRECHEM &N D & 1Bl &z —H% 4 % CiscolOS =227 ¢
Xal—vaPoHlRTA2ZENTEET,

SIMEEREDHERET D 121E, SIMAE v 7 STV DLRERH Y £7°, SIM AT —HF A5 flER
%1ZiX. show cellular slot security =~ > RafiH L £,

Flg
AU RFEEIEITIa Y B8
X w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay ®— REEG
e LETS
Router# configure terminal
R T w 72 | service passwor d-encryption NRAT— ROEEAbZ G LET,
B
Router (config) # service password-encryption
ZFw 7 3 | username name privilege 0 password pin Z—PHENRAT— REERLET,
1 - ename: T—HHEHRELET,
Router (config) # username SIM privilege 0 password .
1111 °pin
4 ~8HIDOPIN = — R&EEELET,
AT 74 |doshowrun |iname AT w73 TR SN2 —F Rk AR b &
i - N7z~ 7DPIN & iea—HPARETERRL
Router (config)# do show run | i SIM =T BlorREND=2—H [SIM]) ) .
A7 w7 67T (PINLLTQ) HTLIEDICAI T
VTNV NAT—REar—LET,
R w75 |controller cellular slot LT —aryhfue—Tar74Xal—I g F—
% - RFZBm L ET,
Router (config) # controller cellular x/x/x
R 76 |Itesim authenticate {0 | 7} pin RSN X — T — R T BL AT v 7 4 TR
il - 77N SIZPIN ZEH L CSIMCHVI 383k L

F9, ZOPINX, EHOKENT —kE CiRaEd
5tw_%7A_%hémi¢o&EéhtmN_
HEOWTRAERKRDT 256, T —% T— /VRFFA]
INET, Ak %th & %?A@?%&
a—VERBELETA,

Router (config)# lte sim authenticate 7 1234
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ARV KRFERIETI Va3 BHY
ATw 77 |eit (EE) AT —ar hn—F ar7 4 ¥al—
B - varE—REKTLET,
Router (config-controller)# exit
27 7 8| no username name (LE) A7 7 3 CHER S 2—Hh & /SA
Bl v~ Rk LET
Router (config) # no username SIM
AT 79| no service password-encryption (EE) NATU— RSk b L £,
1 -
Router (config) # no service password-encryption

51 - SIM D%E

Ok a TR, ROBERLET,

SIMA—FpOwy

WOBNL, SIME 1 v 7 T3 HEEZRLTVWET, ZOREFINOEHRTEEH INEZTF A B
WX, I AV MERTIEZDIFEHINTRBY, @Eoary Y — LV hEFRLELGEICITIERE

B tL5—F5HTLAVE—TARES2—

NEE A,

Router# sh cellular x/x/x security

Card Holder Verification

SIM Status = OK

SIM User Operation Required
Number of CHV1 Retries remaining
!'! SIM is in unlocked state.!

= Disabled

None

=3

Router# cellular x/x/x lte sim lock 1111
' TWARNING: SIM will be locked with pin=1111(4).
Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.

Call will be disconnected!!!

Are you sure you want to proceed?[confirm]<enter>

Router#

Apr 26 19:35:28.339: $CELLWAN-2-MODEM DOWN: Modem in NIM slot 0/2 is DOWN
Apr 26 19:35:59.967: $CELLWAN-2-MODEM UP: Modem in NIM slot 0/2 is now UP

Router#

Router# sh cellular x/x/x security

Card Holder Verification

SIM Status = Locked

SIM User Operation Required
Number of CHV1 Retries remaining
'l SIM is in locked state.!

Router#

= Enabled

Enter CHV1

=3

REAAF
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sma—rorooyys |

SMAO—FkD7>0OvYy

& SIM

it

B

OB, SIMZ7 > a vy 73 55EE2RLTHWET,

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1L
Number of CHV1 Retries remaining = 3

'l SIM is in locked state.!

Router#

Router# cellular x/x/x lte sim unlock 1111

I'"IWARNING: SIM will be unlocked with pin=1111 (4).

Do not enter new PIN to unlock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]<enter>

Router#

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

'l SIM is in locked state.!

Router#

OB, BE)SIM BiEERET D HEEZRLTWET, ZOREFNTEE TR I N
TXANMITZAY MERTEDIHEHINTEY, @EOa Y —VHEFR LEEAICE
BREINFH A,

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

!'! SIM is in unlocked state.!

Router# cellular x/x/x lte sim lock 1111

' TWARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]<enter>

Router#

Apr 26 21:22:34.555: $CELLWAN-2-MODEM DOWN: Modem in NIM slot 0/2 is DOWN
Apr 26 21:23:06.495: $CELLWAN-2-MODEM UP: Modem in NIM slot 0/2 is now UP
Router#

Router# sh cellular x/x/x security

Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1L

Number of CHV1 Retries remaining = 3

ISIM is in locked state. SIM needs to be in locked state for SIM authentication to work!

ELS—T5HINAVE—Tz4RECa—LEEAIF ||
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Router#
Router# configure terminal

Enter configuration commands, one per line.

Router (config) # controller cellular x/x/x

1z )L 5 — Pluggable Interface Module (PIM) O SIM hH— F |

End with CNTL/Z.

Router (config-controller)# lte sim authenticate 0 1111
CHV1 configured and sent to modem for verification

Router (config-controller) # end
Router#

Apr 26 21:23:50.571: %SYS-5-CONFIG _I: Configured from console by console

Router#

Router# sh cellular x/x/x security

Card Holder Verification (CHV1) = Enabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

!SIM is now in locked state but it can be used for connectivity since authentication
is good. Authentication can be saved in the router configuration so that when you boot
up the router with the same locked SIM, connection can be established with the

correct Cisco IOS configuration.!
Router#

PINDO— KOZEHE

WL, BV Y THNZPIN a— RELEFTDHHEEZRLTWET,

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None
Number of CHV1 Retries remaining = 3
I'!'SIM is in unlocked state.!

Router#

Router# cellular x/x/x lte sim lock 1111

' TWARNING: SIM will be locked with pin=1111(4).
Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.

Call will be disconnected!!!

Are you sure you want to proceed?[confirm]<enter>

Router#

Apr 26 21:58:11.903: $CELLWAN-2-MODEM DOWN: Modem in NIM slot 0/2 is DOWN
Apr 26 21:58:43.775: $CELLWAN-2-MODEM UP: Modem in NIM slot 0/2 is now UP

Router#

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1
Number of CHV1 Retries remaining = 3

'l ' SIM is in locked state. SIM needs to be in locked state to change its PIN.!

Router#

Router# cellular x/x/x lte sim change-pin 1111 0000
' 'WARNING: SIM PIN will be changed from:1111(4) to:0000 (4)
Call will be disconnected. If old PIN is entered incorrectly in 3 attempt(s), SIM will

be blocked!!!

Are you sure you want to proceed?[confirm]<enter>

Resetting modem, please wait...

B LS5 —TFSHITNAVE—TIARES2—LEEHAF
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CHV1 code change has been completed. Please enter the new PIN in controller configuration
for verification
Router#

Apr 26 21:59:16.735: $CELLWAN-2-MODEM DOWN: Modem in NIM slot 0/2 is DOWN
Apr 26 21:59:48.387: $CELLWAN-2-MODEM UP: Modem in NIM slot 0/2 is now UP
Router#

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1
Number of CHV1 Retries remaining = 3
Router#

Router# cellular x/x/x lte sim unlock 0000

' IWARNING: SIM will be unlocked with pin=0000(4) .

Do not enter new PIN to unlock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]<enter>

Router#

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

! Unlock with new PIN is successful. Therefore, changing the PIN was successful.!
Router#

ISt f- PIN DEE

wOFNL, RSN PIN 2 L CEE) SIM B2 R ET D HEEZRLTWET, 2D
BEFNTRHEATEHINTETFA MIZA L MERTEDIFEREINTBY, BF0a
V=N EFRR LGRS INER A,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # service password-encryption

Router (config) # username SIM privilege 0 password 1111

Router (config)# do sh run | i SIM

username SIM privilege 0 password 7 055A575E70.

!I'ICopy the encrypted level 7 PIN. Use this scrambled PIN in the SIM authentication
command.

Router (config) # controller cellular x/x/x

Router (config-controller)# lte sim authenticate 7 055A575E70

CHV1 configured and sent to modem for verification

Router (config-controller) # exit

Router (config) # no username SIM

Router (config) # end

May 14 20:20:52.603: %SYS-5-CONFIG I: Configured from console by console
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B,
=% =R

LILS— TSHIINLAUA—T AR E
oa—J)L (PIM) DOEFEFE

ZOEL, WOBETHRINWTVET,

XU BRENC (53 =)

o BF MEBEER L O — XA HMEORER (56 2—)
T —=XTu T A NOMEH (60 —)

o T —HIERE (68 X—)

BN T—ET A VT UBNYDOEE (79 X—)

e /LT —1IPv6 7 KL ZADFHRT (84 X—)

* PLMN OFRZRF L O (90 =X—7)

* 700 MHz Ok CiEM - 2 ALK M ITBEFEEOET LRE (94 X—)
e T =R RDa v (94 =)

e BT =R K30 (96 5—)

o BEAREIRE— R (98 X—2)

« FRUEHRAN—RZ (99 —2)

FZ CHSHIIC

| o

BE ZORTEVA NMIEHORMEZTR—FLTBY, ARERRVILANICERESTWET, =
DREF2 A MEET, arbo—FF 20y b)) —RNZHFETERSNE S, ZOH
A FTIE, Avy MIXXXDIEXEZ LD 3, FEDONV—Z/TTHTNTAry bun—7 &
ET55HE0F, WD FFa X FEZIFLUTORICGRBESh TOWLEREEAL T 2s
v,

YR—=FEINTWDET T FET 78S U OFEMIZONTIE,  [Cisco Industrial Routers and
Industrial Wireless Access Points Antenna Guide] ZZ&H L TL 72 &0y,
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B scozm-

ELT—TIHINAVE—TARELa—L PIM) OFE |

TILFPDNOVTHX b+

ORI, V— 2B (BATTIE2D) Oy N T =23y NT—J IR T A L &
FREICLET, 2Tk, =—WIK PDN Z LI ENFN &« ORERER R &5 Z L
TEET, 2ExE, 1FBBOPDNEZART Y w7 A U F—Fy MERRITIZERL, 2&BO
PDN % VPN ## [T ICHEHT 2 2 & TE£7, & PDNITIEL, IP 7 KL A & QoS Ffh: 2
BNCRFFESE D ZENTEET, ZOMRIE, BH—DESAMLF X U TDOSIM BT Y
YarBIUOYV—bERT T TT T APDNRYR— IR TWEZ EERTEE LTHWET,

I—Z DHEULDOBRIZ, 2 DD PDNIZH T D2 DODBNLT— A v H—T = ANER S
S

* cellular 0/x/0
* cellular 0/x/1

INHDOA L H—T A AF, RIUERY Y — x%ﬁmbf 2ODHBA L E—T oA AL
LCHERTEET, ZOHA FDFRY O Tlid, cellular 0/x/0 4 > X —7 = A A% 1 ZTHD
Hm&@@\MMH%ﬂ%2%E®HWkW@iTO

2O0OPDNZHETAHLET, TTFRIOFIEE LT, FFIZ2o0F —% a—L&2FETDH
T2ODORTEE, BAT— A X —T oA ALBEETAEROE HFICHEA L FET,

WRIZ, T—EXT 7= 77 A NVE KT dELVTFI— A X —T A XAFTZILPDNIZ
Bl E T, ZOREIL, 2 he—F kLI —ar 7 ¥al—3i 5T, 1%&HDPDN
7 7 s A NEREM T H7ETTT, 2FEHDPDN O a7 7 A Wi, 1% H O PDN (If#
Hahba7ve 7740015070774 0ERDETOT, HELTLIEIN, 7LEx
X, 1FEBOPDNR T B 7 7 A V1 2EHT 256, 2B OPDNIZa— RIS &
2HFHOPDN IFHENIC T 7 7 A L2 AL ET,
BN T T4 VNN DELT— A H—T =2 AR TN—T 4 T ENTH%, T—X
a—ARBRR S, BA U F—T oA RTIE, HEEER R Yy N — 21X R EAEB O 1P
7 RLUAELDNST RUAREND Y THNET, 7035, M PDN AR Y — &2 H T 5 81
HFELTLEEY, 2F0, A—Ty MEHET AT, EHLonFHFTiEel, o
PDN OEFHDAN—T"y NEBETHLERH Y 7,

=3 ENZF—TFT—FTIF~x

TIHTNANT 2T VSIMEZ VR —F L TWHWBEE, SIMOEFEZIXHIZI THY, I 07
DL 7 SIM (P-LTE-VZ) ThHHEEIT 0 T,

IR E2~ > Fik, controller celular & interfacecelular T4,
« Controller cellular : LTE [ZBHEH T AT _XTONRT A —X EHRELFET,

» Interface cellular : IPv4, IPv6, dialer-xxx 72 & DA ' Z—7 = A A (PDN TiL72\>) (ZB9HE
TAETRTONRT A= ERELET,

N

() arvbte—=9LA408—=T7 A ZADF ST HRTF LT TH,
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| tL5—TFSHITL A=A X EL2—IL (PIM) D

B

axX

WOFEIL, ZNEOBERIZOWTHIAL TWET,

YL |

L—4 avbkE—3/M22—Tx4 |RBY k
R
ESR6300 0/3/0 03 (A&7 1L —%FTDL
&)
IR1101 VU —X 0/1/x NR—z2z2=v k
0/3/x WEEY 2 —v E (EM) 1ff
0/4/x PIEEY 2—/LF (CM) 1l
IR1800 'V —X 0/4/x 0/4 (ZEA)
0/5/x 0/5 (A1)
IR8100 'V —X 0/2/x A1y FORFEIZ L > TR
0 %9, [Cisco Catalyst
IR8140 Heavy Duty Router
Installation Guide] ZZ&H L T
<TEEVY,
0/3/x Anuy NOBREICL > TR
W ¥£9, [Cisco Catalyst
IR8140 Heavy Duty Router
Installation Guide] #ZfR L T
<TEEW,
IR8300 >V — X 0/4/x AR
0/5/x =y
ISR1000 U —X 0/2/x RS
ISR8200 U — X 0/2/x 5 ) g
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B =-iessEss0y—cxTmlORR

ETLESBES L UY—

ELT—TIHINAVE—TARELa—L PIM) OFE |

L—4

A

arvbkA=3/M23=Tx4

ABY R

ISR8300 >V — &

0/2/x

TV a2V EREICL - TR
70 £9, [Hardware

Installation Guide for Cisco
Catalyst 8300 Series Edge

Platforms] #ZM L T 72 &
AN

0/3/x

EVa— L ERTEIZ L o TH
720 £9, [Hardware

Installation Guide for Cisco
Catalyst 8300 Series Edge

Platforms] #Z&M 1L T 72 &
Uy,

ISR8200 UCPE

0/2/x

4 A

FIE

EXBRAMDOHE:E

ARV RFERRTIVa Y

=)

&

show cellular slot network

1

Router# show cellular x/x/x

network

WEHEEEXY FU—7 BAYA b BRLUMEH
AR — BRI DR TR LET,

ATy T2

show cellular sot radio details

1 -

Router# show cellular x/x/x

radio details

BHRE S ORS 2R LET,

GE) E LT EHEMEO B WS IZ L. RSSI 28
-90 dBm 22 AVLENDH Y 7,

ATvT3

show cellular dot profile
1 -

Router# show cellular x/x/x

profile

ERENTFET L F—F a7 7 A VT 5E
WERLET,

ATvT4

show cellular slot security

1 -

Router# show cellular x/x/x

security

SIMBLIOETLADOE Y7 AT —Z AT 51
X2 U T s FEHRERLET,

ATvTh

show cellular dot all
I

Router# show cellular x/x/x

all

EF A, fER SN T2 T 7 AL, HEHERS DR
X, Ay MU= X2 VT 4 2 EIZBET2HEN
REWmERLET,
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451
1. P-LTEAPI8-GL % {ii 2. 7= IR1101 T show celular 0/1/0all D H &R LET,

IR1101#show cellular 0/1/0 all
Hardware Information

Modem Firmware Version = 32.00.116

Host Firmware Version = 32.00.007

Device Model ID = LM960A1S8

International Mobile Subscriber Identity (IMSI) = 310170205101138
International Mobile Equipment Identity (IMEI) = 356299100001310
Integrated Circuit Card ID (ICCID) = 89011702272051011382

Mobile Subscriber Integrated Services
Digital Network-Number (MSISDN) =
Modem Status = Modem Online

Current Modem Temperature = 39 deg C
PRI version = 1026, Carrier = Generic
OEM PRI version = 32101006

Profile Information

Profile 1 = ACTIVE* **
PDP Type = IPv4

PDP address = 10.52.50.241

IPv4 PDP Connection is successful
Access Point Name (APN) = m2m.com.attz
Authentication = None
Primary DNS address = 8.8.
Secondary DNS address =

[echec]
Eee]

[ee]

Profile 2 = INACTIVE

PDP Type = IPv4
Access Point Name (APN) = m2m.com.attz
Authentication = None

Profile 3 = INACTIVE

PDP Type = IPv4
Access Point Name (APN) = mmsbouygtel.com
Authentication = None

Profile 5 = INACTIVE

PDP Type = IPv4
Access Point Name (APN) = orange
Authentication = None

Profile 16 = INACTIVE

PDP Type = IPv4

Access Point Name (APN) = test
Authentication = None

* - Default profile

** - LTE attach profile

Configured default profile for active SIM 0 is profile 1.
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Data Connection Information

Profile 1, Packet Session Status = ACTIVE
Cellular0/1/0:

Data Packets Transmitted = 26 , Received = 24
Data Transmitted = 1900 bytes, Received = 2311 bytes
IP address = 10.52.50.241

Primary DNS address = 8.8.8.8

Secondary DNS address = 8.8.4.4

Profile 2, Packet Session Status = INACTIVE
Profile 3, Packet Session Status = INACTIVE
Profile 4, Packet Session Status = INACTIVE
Profile 5, Packet Session Status = INACTIVE
Profile 6, Packet Session Status = INACTIVE
Profile 7, Packet Session Status = INACTIVE
Profile 8, Packet Session Status = INACTIVE
Profile 9, Packet Session Status = INACTIVE
Profile 10, Packet Session Status = INACTIVE
Profile 11, Packet Session Status = INACTIVE
Profile 12, Packet Session Status = INACTIVE
Profile 13, Packet Session Status = INACTIVE
Profile 14, Packet Session Status = INACTIVE
Profile 15, Packet Session Status = INACTIVE
Profile 16, Packet Session Status = INACTIVE

Network Information

Current System Time = Wed Apr 27 8:48:13 2022
Current Service Status = Normal

Current Service = Packet switched

Current Roaming Status = Roaming

Network Selection Mode = Automatic

Network = F-Bouygues Telecom

Mobile Country Code (MCC) = 208

Mobile Network Code (MNC) 20

Packet switch domain (PS) state = Attached
LTE Carrier Aggregation state = Deconfigured
Registration state (EMM) = Registered

EMM Sub State = Normal Service

Tracking Area Code (TAC) = 30440

Cell ID = 128697859

Negotiated network MTU = 1430

Radio Information

Radio power mode = Online
LTE Rx Channel Number (PCC) = 3175
LTE Tx Channel Number (PCC) = 21175

LTE Band = 7
LTE Bandwidth = 15 MHz

Current RSSI = -60 dBm
Current RSRP = -91 dBm
Current RSRQ = -14 dB

Current SNR = 14.8 dB
Physical Cell Id = 378
Number of nearby cells =
Idx PCI (Physical Cell Id
1 378

Radio Access Technology (RAT) Preference = AUTO
Radio Access Technology (RAT) Selected = LTE
Network Change Event = unknown

= =
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LTE bands supported by modem:

- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 38 39 40 41 42 43 46 48 66
71.

LTE band Preference settings for the active sim(slot 0):

- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 38 39 40 41 42 43 46 48 66
71.

3G bands supported by modem:
Index:

23 - UMTS Band
24 - UMTS Band
26 - UMTS Band
27 - UMTS Band

2100 MHz (IMT)

1900 MHz (PCS A-F)

1700 MHz (AWS A-F)

US 850 MHz (CLR)

50 - UMTS Band 900 MHz (E-GSM)

51 - UMTS Band 9: Japan 1700 MHz

61 - UMTS Band 19: 800 MHz (800 Japan)

3G band Preference settings for the active sim(slot 0):
Index:

23 - UMTS Band 1

24 - UMTS Band 2 PCS A-F)
26 - UMTS Band 4: 1700 MHz (AWS A-F)
27 - UMTS Band 5: US 850 MHz (CLR)
8.
9
1

@0 U N

2100 MHz
1900 MHz

(IMT)
(

50 - UMTS Band 900 MHz (E-GSM)
51 - UMTS Band
61 - UMTS Band

: Japan 1700 MHz
9: 800 MHz (800 Japan)

Band index reference list:
For LTE and 5G, indices 1-128 correspond to bands 1-128.

For 3G, indices 1-64 maps to the 3G bands mentioned against each above.

Modem Security Information

Active SIM = 0

SIM switchover attempts = 0

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Cellular Firmware List

Idx Carrier FwVersion PriVersion Status
1 Generic 32.00.116 1026 Active

2 Verizon 32.00.126 2022 Inactive

3 ATT 32.00.147 4024 Inactive

4 TMUS 32.00.156 5005 Inactive

Firmware Activation mode = MANUAL

FOTA Information

FOTA Server is not configured

SMS Information
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SMS stored in modem = 0

SMS archived since booting up = 0
Total SMS deleted since booting up = 0
Storage records allocated = 25

Storage records used = 0

Number of callbacks triggered by SMS = 0

Number of successful archive since booting up = 0
Number of failed archive since booting up = 0

Outgoing Message Information

Total SMS sent successfully = 0

Total SMS send failure = 0

Number of outgoing SMS pending = 0

Number of successful archive since booting up = 0
Number of failed archive since booting up = 0
Last Outgoing SMS Status = SUCCESS
Copy-to-SIM Status = 0x0

Send-to-Network Status = 0x0
Report-Outgoing-Message-Number:

Reference Number = 0

Result Code = 0x0

Diag Code = 0x0 0x0 0x0 0x0 0xO

SMS Archive URL =
Mobile app service = Not Available

Modem Crashdump Information

Modem crashdump logging = off

Dying Gasp Information

Dying Gasp Detach = Disabled
SMS = Disabled

Packet drop stats

Source IP violation stats:
Total dropped IPv4 packets: 0
Recently violated IPv4 addresses (Max 4):

Total dropped IPv6 packets: 0
Recently violated IPv6 addresses (Max 4):

IR1101#

—

FT—27a774ILDOFEH

FNRANRY NI =T DHAZ<A XEINT=Ta Ty ANV T I8 ARAL b (APN) Z1E
L., BLT—= I3 H TNV a— L THHATEET, (ERTE27 07 7 4 LVOBEREIT
16 T,

£ T 7 A NE. AT&T 72 EDMFED 7 77— Ao = 7 HIZER SN E 3, LH® PTCRB &
Wo 2D 7 77— = TICHIVIRZ D581, Va7 7 ANVEERTIVLENHD £7,
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SIM B —ROYT A7 YT a9 TLODT 75 4772 PDN BRI HR— KX TWVWBEE,
cellularO/x/0 B XN/ 72 EDEKA 2 —T =4 RT1E, EHOT 07 7 A VEAERRT BN
NI 7,

Jua—"LE— RERFREET—RFE2ERA LT a7 7 A ABNMEREND E, ZOT a7 7 A
T PIM BIRICERFEENE T, 2FV, —Z TOREEZXLEL LW, a7 7 A
PUERE L., ST % writeerase LT, PnP 7R B A ZMRESHE DL Z LN TEXE 4,

Tu T 7 ANVEREMEATERVIRILTIE, BB T A =2 2] L TEBOT 07 7 A )L
IR D RERH Y £7,

ETLT—2 TOT7AILDER, ZE, AIRICEATLSH4 K54

\

EXECE— RE72iEConfigE— R&fio7cT =4 707 7 A LVOFRETIE, WOTA KT A
WIS TLTEE N,

CEF AT 4T 0T 7 A LR LTV BEE (AT&T, Sprint, Verizon 72 ¥) | 71
7 7 4 VBT I RE T,

BRI ATHIIT O T A NIRRT A=FOEENLEREAF, FHIE LT, T 744
Tu 7y ANVNTERZFEm L ET,

T T AN LA TERAICEEL, TNENELR IR CHEHLIZWGATX. APN 4
IREDNTGRA—REREZHZ LT, a7 a7r A NVEERT DI ENRA[ERTI, 72
B, —FEIT 7T 4TI TEARTa 77 A NMELIDFE T THAZ LICEE LTS,

T X707 7 A NEERT DL, show celular <slot> profile 2~ > R&H L £,
T2 TuT AL, TAZ Y RT (¥) RENERSNET, #T e 7 7 A v
HLUCZEOTAZ YR (k) ERFRINET,

T =X T T ANMET—F I NVORTEIHEAINET, HloTe T s A VEMEHAL
WA, Fo7u 77y A NVET 740 MCTALENSH Y 9, controller cellular x/x/x
TTF 74/ 07 7 AV EEFETHITIE, Itesmdata-profile<number> =t~ > K % i ]
L\iﬁ—o

EXECE— KZ{FE->=T—4 A7 74IILDER. TE. HI

ENRA Ny NT—T DHAZSA REINT-T AT 7 AT 7EZXRAL 4 (APN) Z{E
WL, BAT—FFTH TN A v X —T 2 A AEY 2a— L THATEET, ERCXB 7 a7y
ANV OERKRBIE 16 TT,

BEDOX Y VT Tubya=rs 77 A/VEEGT Cisco SKU DEEDILGE, T 74/ M7 m
T7AMITTIZANEINTEY, ¥ ICEBATEEY, 4 T57 277 A%, show
celular dot hardware =< > KDOF v U 7 F~LZH Y £,
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FIE

ELT—TIHINAVE—TARELa—L PIM) OFE |

ARV RFEEETIVa Y

=)

ATy T

cellular slot Ite profile [create | delete] profile-number
[apn [authentication [ username password [ bearer-type

1111
1 -

Router# cellular x/x/x lte profile create 2
apn.com pap username pwd ipvi

Mk EXEC E— RCETFT LA T—&X a7 7 A )Lk
YRk, 22, £72ITHIBRL £,

s profile-number 5421213, €7 AHICER Sz
TuT A NKGERELET,

 ((EE) apn 51X, 727 BARA FRA U M
(APN) #fEELEJ, APN IV —E R 71
WA F—=ZLoTRtSNET, 12507 r 7y
AIVTHRETEDHDIL 1 DD APN DA T,

(%) authentication /N7 A —# (X, T 5
WAEZ A THEE L ET, FFAATRER/NT A —
%% chap, none (FEFE7Z2L) . pap, BLW
pap_chap (PAP %72/ CHAP #FE) T,

(f£#) username 3 & (N password 71 %%i%, ¥—
ER T a A, F =R EELE T, [none] A D
REZ A TIMEH STV DA, 23
AT,

(A7 arv) PDNELRZ X —X|X ZDO7nm
T ANEFEHALTEASA LRy NT—7 Tl
SNENERTy N T2 By a DAL
ERELET, FFRAMRER/NT A —HZ X, ipv4,
ipv6, 35 &L Wipvave (IPv4 }5 L VIPv6) T,

show cellular dot profile =2~ Rz kv, HEZN
e7m 7y ANY A RNPRERINET,

GE) T—F¥7u7ryAMIZF TAXI RS
(*) BNERENET,

Emasn=7"a 7y A NZIX2OOT A X
UR7 (%) RERINET,

1

router# show cellular x/x/x profile
Profile 1 = INACTIVE **

PDP Type = IPv4vo6

Access Point Name (APN) = vzwims
Authentication = None

Profile 2 =

INACTIVE
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PDP Type IPv4ve
Access Point Name
Authentication

(APN)
None

v

Profile 3
PDP Type
PDP address
PDP IPV6 address
Access Point Name (APN)
Authentication None
Primary DNS address
Secondary DNS addre
Primary DNS IPV6 ad
Secondary DNS IPV6

ACTIVE*

IPv4ve
100.119.136.4
2600:101

Profile 4
PDP Type IPv4ve
Access Point Name
Authentication

INACTIVE

(APN)
None

v

Profile 5
PDP Type IPv4ve
Access Point Name
Authentication

INACTIVE

(APN)
None

v

Profile 6
PDP Type IPv4ve
Access Point Name
Authentication

INACTIVE

(APN) C

None

* - Default profile
** - LTE attach profile

#show cellular x/x/x profil
Profile 1 INACTIVE **

PDP Type IPv4ve
Access Point Name
Authentication

(APN)
None

v

Profile 2
PDP Type IPv4ve
Access Point Name
Authentication

INACTIVE

(APN)
None

v

Profile 3
PDP Type
PDP address
PDP IPV6 address
Access Point Name (APN)
Authentication None
Primary DNS address
Secondary DNS address
Primary DNS IPV6 address
Secondary DNS IPV6 address

ACTIVE*

IPv4ve
100.86.69.
2600:

19
101

198.
19

Profile 4

PDP Type

INACTIVE

IPv4ve

EXEC E— F&fEof-7—4% T077/ Lotf. ZE. 8k [

zwadmin

4

0:BO0E:1E11:192D:3E20:199B:3A70/64 Scope: Global

VZWINTERNET

198.224.173.135

198.224.174.135
2001:4888:68:FF00:608:D:0:0
2001:4888:61:FF00:604:D:0:0

ss
dress
address

zwapp

zw800

ISCO.GW4 .VZWENTP

e

zwims

zwadmin

0:B040:DA58:1C27:D97:321E:18C4/64 Scope: Global

VZWINTERNET

224.173.135

8.224.174.135
2001:4888:68:FF00:608:D:0:0

2001:4888:61:FF00:604:D:0:0
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Access Point Name (APN) = vzwapp
Authentication = None

Profile 5 = INACTIVE

PDP Type = IPv4vé6
Access Point Name (APN) = vzw800
Authentication = None

Profile 6 = INACTIVE

PDP Type = IPv4ve6
Access Point Name (APN) = vzwclasso6
Authentication = None

* - Default profile
** - LTE attach profile

Configured default profile for active SIM 0 is profile 3.

\)

GE) FT—=F2LEERT a7 rANDNRAL T (T EERTHNEND HE1%, controller
cellular dot =<~ F&EFH L £,

router (config-controller)# lte sim data-profile 3 attach-profile 2 slot slot

Router#show cellular x/x/x profile
Profile 1 = INACTIVE

PDP Type = IPv4vé6

Access Point Name (APN) = test
Authentication = None

Profile 2 = INACTIVE **

PDP Type = IPv4

Access Point Name (APN) = internet
Authentication = PAP or CHAP
Username = user@solution.com
Password = cisco

Profile 3 = INACTIVE*

PDP Type = IPv4vé6
Access Point Name (APN) = basic
Authentication = None

* - Default profile

** - LTE attach profile
Configured default profile for active SIM 0 is profile 2.
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BMEE—FZEFE--T—42 T 74 IILDERK. 8. HIR

FIE
ARV RFEREET7TIVa Y BHY
R w 71 |profileid id-number apn apn-name authentication BEF—RCTEAT— a7 7 A NERELET,

username-password pdn-type pdn-type no-overwrite . )
«id 51 EUTIZ, T AMIER SN T n T 7 A

Bl - NEBEIRELET, HEF DR TE S
Router (config-controller) profile id 1 apn a7y /rll/@%jtiiﬂi 16 VC\\@—O

apn_internet authentication none pdn-type ipv4

no-overwrite . (FE) apn 5%, vy A NVNOT Ik

A RA v M4 (APN) Z4RELE9, APN I
=R Tag XKoo TRt s ET,
1oD7 a7 7 AWM, 1 D0 APN 721 &5
ETEET,

(f£&) authentication /X7 * —X# (X, iHT 5
WREZ A THIEE L ET, FIRATREIR/NT A —
Z 1%, chap, none (FEFE72L) | pap BL W
pap_chap (PAP %7-1% CHAP §8iF) T3,

(f£&) usernames X ¥ password 5[ %%i%, ¥—
B Fa A X —BEELET, none IO
XA THERENTWDEE, 26 IT%AE
<Td,

(f£&) PDN-type/XT7 A—HX I, Z D777y
ANEFEHLTEANM LV Ry T —2 THSL S
Ni=RXry b T2 vy a DX AT EER
ELET, FFRARER/NT A—Z X ipv4, ipv6
B L Wipvave (IPv4 & IPv6) T,

UEE) o774 NVIdDOETFT AT T 74
ANTTIZHFEL TV DLHERICFEITEND
No-overwrite 77 > a v, ZDO7a 7 7 A/Vid
DET LT TILT BT 7 A ABFIEL
no-overwrite 7> a3 U INMEE STV EEA.
COREEITH ZETHFOT e 7 7 A ViE
EBXINFHA, T 74 FOERET overwrite
QA

Bl : FI2ALETOT7AILDERE

WOENEL, T7ANV T 7 7 A NEEETDHHEEZRLTHNET,
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router (config-controller)# lte sim data-profile 2 attach-profile 1 slot slot

Iz, Verizon % v kU —27 % —E 2D showcdlular =~ > RO HFlZRLET,

router# show cellular x/x/x profile

Profile 1 = INACTIVE **
PDP Type = IPv4v6
Access Point Name (APN)
Authentication = None
Profile 2 = INACTIVE
PDP Type = IPv4v6
Access Point Name (APN)
Authentication = None
Profile 3 = ACTIVE*

PDP Type = IPv4v6

PDP address
PDP IPV6 address
Access Point Name
Authentication

(APN)
None

Primary DNS address
Secondary DNS address
Primary DNS IPV6 address
Secondary DNS IPV6 address

Profile 4 INACTIVE

PDP Type IPv4ve
Access Point Name
Authentication

(APN)
None

Profile 5 INACTIVE

PDP Type IPv4ve
Access Point Name
Authentication

(APN)
None

Profile 6 INACTIVE

PDP Type IPv4ve
Access Point Name
Authentication

(APN)
None

* - Default profile
** - LTE attach profile

Bl wIS5S—TAT7AILD:

vzwims

vzwadmin

100.119.136.44
2600:1010:BO0E:1E11:192D:3E20:199B:3A70/64

Scope: Global

VZWINTERNET

198.224.173.135

198.224.174.135
2001:4888:68:FF00:608:D:0:0
2001:4888:61:FF00:604:D:0:0

vzwapp

vzw800

CISCO.GW4 .VZWENTP

SJL =
X A&

wRIZ, BT =707 7 A NV CTORTEHERLET,

router (config-controller)# profile id 1 apn apn_internet authentication none pdn-type

ipv4 no-overwrite

a2 hA—=5 EALS—DETAV I« F2L—Pa Y
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Router #show running-config controller cellular <slot>
Building configuration...

Current configuration
|

330 bytes

controller Cellular x/x/x
profile id 1 apn apn_internet authentication none pdn-type ipv4 no-overwrite
end

** This will override exec mode profile configuration
** If for a profile ID, configuration CLI exists, exec mode configuration cannot be
performed.

Router #show cellular <slot> profile 5
Profile 5 = INACTIVE

PDP Type = IPv4

Access Point Name (APN) =
Authentication = None

apn_old

TSN1#cellular <slot> lte profile create 5 apn_new
Warning: You are attempting to create Profile 5
Profile 5 was configured through controller configuration
Please execute command under controller configuration using
#>' for profile 5 to create
Profile 5 NOT written to modem

'profile id <profile #>'
'[no] profile id <profile

** As part of this enhancement, any attach and/or data profile changes will immediately
trigger a connection reset and take effect. Below warning message will be displayed.

Warning: You are attempting to modify the data/attach profile.
Connection will be reset

SMO> 74 FXFaL—arvDETLTA77A4ILDER

FIE

ARV RFERETY a3 Y B#J

R w71 |configureterminal Jua—\)ary 7 4¥al—gy T R
15“ : Li—éao
Router# configure terminal

R 72 |controller cellular <slot> LT —aryire—Tar7 s X¥zlb—3 a2 F—
%l - RZBRE L £,
Router (config) # controller cellular x/x/x

R Fw 7 3 |ltesim data-profile data-profile-number attach-profile | e 7 7 A VEEAZSIMEFD AT v K
number slot FRCHALET, T740k (FI4~Y) *

2y ME0TY,
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AV RFERIETIaY B#

attach profile |%, #EHEAER Yy MU —7IZHHT 5
ETFTLATHEHINSG T2 7 7 A4 LT,

data profile (X, #5#&EE Ry NV —27 TTF—X D%k
ZEIHERT 5727 7 4L TT,

2wy MEFIE 2BORRLSF v )T SIM TSR
LT —HEBEL, 777 A NVERETDHDOITHE
SNHET,

7— S IR

T a—VERET DT, WOFIEEFATLET,

ju]]

TILST—A R —T A ADETFE
A\

GE) R IPEHmAMLT A1, NATREDLEIZRDEER™H Y £, ROFlZERLTL
72EW,

YINT— A U H—T 2 ARET HI2IE, EXECE— R TR+ kO a~r REANLE
—é‘o

koA v H—T = A A ip unnumbered cellular x/x/x T E SN TV 554, ip address
negotiated DIXH V1T, BN T—A L X —T 2 A4 ATOEBEDAZT 4 v 7 IPT KL AZRE
TOMENRDY 7,

\}

CE) RPN TFF75F4RLLT. PrpUliZBLT—A v EZ—T A ADIPT RLAZHHL
IRNTL7ZE0,

FIE
AU rERETIVa Y B#Y
X w 71 | configureterminal Ta—r ) ar7 4 Xal— gy T— NERh
fl LETS
Router# configure terminal
X 72 |interface cellular slot YT A H—T o ABEELET,
f1

Router (config) # interface cellular x/x/x
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ARV RFEEETIIa Y B8

AFw 73 |ipaddressnegotiated DA B —T A ADIPT R L ZAREYICETG &
# - NHLEIEELET,
Router (config-if)# ip address negotiated

ATy 74 |dialer in-band DDRZHZNZ L. A 2Ny REAL Y 7 a4
i - HES MELEV Y TNA U E—T = f ABRE
Router (config-if) # dialer in-band LETS

R 75 | dialer watch-group <group-number> BELEA A —T A ABBTHEXAYT T+
1 - A TN—TDFEZFERHRELET,
Router (config-if) # dialer watch-group 1

AT 76 |exit sa—N)L ar 7 4 X2 lb—ay B— REBts
B LET,
Router (config-if) # exit

25+ 717 |ip route <network-number> <network-mask> ESHIEA L =T 2 AR LT, BESAT
{<ip-address> | <interface>} [<administrativedistance>] [ vz 7 NI =2 L —F 4 7 F 4 2 X 25 L
[name <name>] T WA T 4 v — NEHTTLET,
Bl GE) T4~ AL B—T = A AREL T D
Router (config)# ip route 209.165.200.225 L %c:@;}ﬁiﬂq éhéi 5 /*\y77‘y7°

255.255.255.224 cellular x/x/x B
A E—=T A RENTHN— MR L

T, FOVKRERTRI=APL—T47
T A AL ABRET DULENHY FT,

R 5w 7 8 |dialer-list <dialer-group> protocol <protocol-name> |Bi{Z3+ A T 7 4 v I DX A ¥ T U R FEERE L.
permit | deny | list access-list-number | access-group 7o ha BRI L CT 2 AR LET,

1 -

Router (config)# dialer-list 1 protocol ip list 1

1

unicast-routing

ipvé6

interface Cellular0/2/0
ip address negotiated
ip nat outside

dialer in-band

dialer idle-timeout 0
dialer watch-group 1
ipvé enable

no shutdown

interface GigabitEthernet0/0/0
ip address 192.168.60.1 255.255.255.0

ELS—T5HINAVE—Tz4RECa—LEEAIF ||



ELT—TIHINAVE—TARELa—L PIM) OFE |

B s v59+ 97— FERLEELS—( 28— T 24 ROBRE

ip nat inside
ipvé address autoconfig

ip nat inside source list 1 interface Cellular0/1/0 overload
ip route 0.0.0.0 0.0.0.0 Cellular0/1/0
ipvé route ::/0 Cellular0/1/0

ip access-list standard 1

10 permit 192.168.60.0 0.0.0.255
dialer watch-list 1 ip 5.6.7.8 255.255.255.255
dialer-list 1 protocol ip permit

BANTOAYFIIN—TE2FRALIE-EILT—AE2—T 4 ADK

l_l_|
i
BAXT O FIN—T%2MHT L IPT FLRETAZIZESNWTL— DI NV—T%
EFEL, TOITN—T 5 TN —TRFIZEVYTLHIENTEET, ZUTHRY hT—T~
DNV—IBN—T 4 T T =T IR E V—Z 3Ny 7Ty TEGICE A YL LET,
TANXT Ty F IN—TTELT— A F—T A AZRET HITIL. EXEC T— R THA
WAk a~<r ReE A LET,
FE
ATV RFEREETI 3 Y B#
AT w71 |configureterminal sa— ) ary 74 X¥al—3i gy B— REBlE
1 - LET.
Router# configure terminal
RFw 72 |interfacecelular slot LT A B —T A AEEELET,
1 -
Router (config) # interface cellular x/x/x
RTw 73 |ipaddressnegotiated ZDAE—T 24 ADIP T R L ANBAIICERG
5l - SNB LD ICRELET,
Router (config-if) # ip address negotiated
RF w74 |dialerin-band DDR ZHZC L, A >/ REA ¥ v 7 %
R THE WELLEL VT AA L F—T = A 25
Router (config-if) # dialer in-band ELET,
R w75 |ipaddressnegotiated IO VHE =T A ADIP T KL ARBIIZHSG
5l - SN LD ICRELET,
Router (config-if) # ip address negotiated
25w 76 |dialer idletimeout <seconds> FHNCT 7 R AU R KT T 4 v s B8R o Ttk

1 -

DT A FVEFROR S 2L THRELEY. 0]
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B4Y5 94+ 9 FIN—FEEALEELT—1 v 8—T 14 20EE [

ARV FFEREETIVa Yy

E:)

Router (config-if) # dialer idle-timeout 30

X, 74 RV EZA LT T RN Z EaERL
E£T, TA FVEA=—BRESNTORNES,
FIHNNDOTA RV EA LT 7 MI1200TF,

AFw F7 |diaer watch-group <group-number> AB =T 2 A ATEAYT U4 v TFEHNML
B - £7,
Router (config-if) # dialer watch-group 1
ATw S8 |exit Ta—N\)ary7 4 Xal—3ay T— NG
1 LT
Router (config-if) # exit
25w 79 |diaer-list <dialer-group> protocol <protocol-name> |BHET % hF 7 4 v 7 DXL X T U A b AR L,
{permit | deny | list} <access-list-number> 7u ha LB EICKT LT 2 2 A LET,
<group-number>
&1
Router (config) # dialer-list 1 protocol ip list
1
AT w710 |accesslist <accesslist-number> permit BURT A FNT 74 v 2 ER LET,
<ip-source-address>
51
Router (config) # access-list 1 permit any
25w 711 |dialer watch-list <watch-group number> <ip> <ip BT AN T 74 v 7 2 ER LET,
mask>
&1
Router (config) # dialer watch-list 1 ip 5.6.7.8
255.255.255.255
AT w712 |dialer watch-list <watch-group number> delay BURT AN T 74 v 2 ER LET,
route-check initial <time in seconds>
51
Router (config) # dialer watch-list 1 delay
route-check initial 60
R w713 |dialer watch-list <watch-group number> delay BURT AN T 74 v B EFRLET,

connected < seconds>

1 -

Router (config) # dialer watch-list 1 delay connect]
1
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B =cv775up—2a>

Fo YT FHUF—ay

XY VT TV —va B HEATLE, Fx VTR, B0 ENT—X 17| &KRHET,
HHOFX Y NT— IR REFEHLTYUA VYL AL—F R DT INA R —EICT — X B 5EE
TEFET, *¥v VT T 7Y HF—> 3 %1% 7= LTE Advanced 13485k 0 J8 I Bt 8 4 R BRI
AL, 730 23T I VB CHEEEERZU VB2 52 EnTEET, 61, 120
AU SN ThH, T ATENT =X, 7O 2 HFHOHIR AN L TR AL £
va—o

Bl LTIROKEZZIBL TS ZEN,
R6:Fv )7 7HUF—vay

Garrier

Modules LTE Version Agoregation

-LTE-US TE

What is Carrier Aggregation?

e e e

Second LTE radio channel is idle when
LTE Network device received on the ather channel

§$?-)

LTE Advanced Network : = X ‘ i
Both LTE radio channel are utilized, displayed under "show cellular 0/x/0 radio details”

5G NSA Network Both LTE and 5G NSA radio channel are utilized,
displayed under "show cellular 0/x/0 radio details”

p.
P-LTE-VZ LTE
P-LTE-GB LTE
P-LTE-MNA

P-LTE-EA
P-LTE-LA
P-LTEAP18-GL
p.

ASEESLSLS

5GS6-GL

+ P-LTEAP18-GL can achieve 1.17 Gbps with
3cc carrier aggregation, 20 MHz channel and

- i 4X4 MIMO under ideal channel conditions
S0474 ® . P-LTEAP18-GL band combinations for Zcc,
- 3cc, 4ce, and 5cc differ based on active

Firmware

¥ VT T 7Y HF— 3 0%, show cellular 0/x/0 radio details =~ > RZ2{FEH L CEMHR T
KR

IR1821#show cell 0/4/0 radio details
Modem Radio is Online
Main Antenna details:
RSSI = -51 dBm

RSRP = 75 dBm

Diversity Antenna details:
RSSI = -54 dBm

RSRP = 81 dBm

SCC information available
SCCI[O0]:

PCI = 27

State = Deactivated

Band = 3

Rx Channel Number = 1850
Bandwidth = 20 MHz
SCCI[1]:

PCI = 27

State = Deactivated

Band = 1

Rx Channel Number = 251
Bandwidth = 10 MHz
SCCI[2]:

PCI = 27

State = Deactivated
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Band = 7

Rx Channel Number = 3175
Bandwidth 15 MHz
SCC[3]: Not Available

PCC CA information:
LTE band class Band 20

#l:xvurrsusr—varors I

E-UTRA absolute radio frequency channel number of the serving cell = 6200
Bandwidth 10 MHz

Physical Cell Id = 27

Current RSRP in 1/10 dBm as measured by L1 = =75

Current RSSI in 1/10 dBm as measured by L1 = -49

Current RSRQ in 1/10 dBm as measured by L1 = -10

Measured SINR in dB = 136

Tracking area code information for LTE = 30440

SCC 0 CA information:

LTE band class = Band 3

E-UTRA absolute radio frequency channel number of the serving cell = 1850

Bandwidth 20 MHz

Physical Cell Id 27

Current RSRP in 1/10 dBm as measured by Ll
Current RSSI in 1/10 dBm as measured by Ll
Current RSRQ in 1/10 dBm as measured by Ll
Measured SINR in dB = 0

Current SCC state Configured

Bl: Fx)TF7T7I)T—23 VDORTE

PAFIX IR1101 T, 4G/LTE & 5GNSA i DX V77 7 ) F— g

WET,

-89
-64
-5

(CA) #RLT

¢ show cellular 0/1/0all T, #EfEtE 7 a iz, aryra— L FL— bR INE ST
A=V F ¥ RIVDEMOAENEZENTNDLEZ LIZHERH L TLEEN,

Router#show cell 0/1/0 all
Hardware Information

MOH.030200-B012
AQOH.000300-B012

Modem Firmware Version

Host Firmware Version

Device Model ID = FN980

International Mobile Subscriber Identity (IMSI) = 208018903906177
International Mobile Equipment Identity (IMEI) = 359661100035944
Integrated Circuit Card ID (ICCID) = 89330120410034176680

Mobile Subscriber Integrated Services
Digital Network-Number (MSISDN)
Modem Status Modem Online
Current Modem Temperature 42 deg C

PRI version 0880-109, Carrier Generic GCF
OEM PRI version 0880-109

Profile Information

Profile 1

PDP Type Ipv4

PDP address 10.44.198.163

IPv4 PDP Connection is successful

Access Point Name (APN) orange

Authentication None
Primary DNS address

ACTIVE* **

192.168.10.110
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Profile 2 = INACTIVE

PDP Type = IPv4v6
Access Point Name (APN) = ims
Authentication = None

Profile 15 = INACTIVE

PDP Type = IPv4
Access Point Name (APN) = Broadband
Authentication = None

* - Default profile

** - LTE attach profile

Configured default profile for active SIM 0 is profile 1.

Data Connection Information

Profile 1, Packet Session Status = ACTIVE

Cellular0/1/0:

Data Packets Transmitted = 9249463 , Received = 9382548

Data Transmitted = 2289007661 bytes, Received = 3415239855 bytes

IP address = 10.44.198.163

Primary DNS address = 192.168.10.110
Profile 2, Packet Session Status = INACTIVE
Profile 3, Packet Session Status = INACTIVE
Profile 4, Packet Session Status = INACTIVE
Profile 5, Packet Session Status = INACTIVE
Profile 6, Packet Session Status = INACTIVE
Profile 7, Packet Session Status = INACTIVE
Profile 8, Packet Session Status = INACTIVE
Profile 9, Packet Session Status = INACTIVE
Profile 10, Packet Session Status = INACTIVE
Profile 11, Packet Session Status = INACTIVE
Profile 12, Packet Session Status = INACTIVE
Profile 13, Packet Session Status = INACTIVE
Profile 14, Packet Session Status = INACTIVE
Profile 15, Packet Session Status = INACTIVE
Profile 16, Packet Session Status = INACTIVE

Network Information

Current System Time = Wed Apr 20 12:29:50 2022
Current Service Status = Normal

Current Service = Packet switched

Current Roaming Status = Home

Network Selection Mode = Automatic

Network = Orange F

Mobile Country Code (MCC) = 208

Mobile Network Code (MNC) = 1

Packet switch domain (PS) state = Attached
Registration state (EMM) = Registered

EMM Sub State = Normal Service

Tracking Area Code (TAC) = 50443

Cell ID = 24246021
Negotiated network MTU = 1500

Radio Information

Radio power mode = Online
LTE Rx Channel Number (PCC) = 6400
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LTE Tx Channel Number (PCC) = 24400
LTE Band = 20

LTE Bandwidth = 10 MHz

Current RSSI = -57 dBm

Current RSRP = -87 dBm

Current RSRQ = -13 dB

Current SNR = 13.2 dB
Physical Cell Id = 48

Number of nearby cells = 2

Idx PCI (Physical Cell Id)
1 48

2 242

Radio Access Technology (RAT) Preference = AUTO
Radio Access Technology (RAT) Selected = LTE
Network Change Event = activated 5G ENDC

LTE bands supported by modem:

- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 34 38 39 40 41 42 43 46 48
66 71.

LTE band Preference settings for the active sim(slot 0):

- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 34 38 39 40 41 42 43 46 48
66 71.

NR5G bands supported by modem:

- Bands 1 2 3 5 7 8 12 20 25 28 38 40 41 48 66 71 77 78 79.
NR5G band Preference settings for the active sim(slot 0):

- Bands 1 2 3 5 7 8 12 20 25 28 38 40 41 48 66 71 77 78 79.

3G bands supported by modem:
Index:
23 - UMTS Band
24 - UMTS Band
26 - UMTS Band

2100 MHz (IMT)
1900 MHz (PCS A-F)
1700 MHz (AWS A-F)

27 - UMTS Band US 850 MHz (CLR)

50 - UMTS Band 900 MHz (E-GSM)

51 - UMTS Band 9: Japan 1700 MHz

61 - UMTS Band 19: 800 MHz (800 Japan)
3G band Preference settings for the active sim(slot 0):
Index:

23 - UMTS Band 1: 2100 MHz (

24 - UMTS Band 2: 1900 MHz (PCS A-F)

26 — UMTS Band 4: 1700 MHz (AWS A-F)
27 - UMTS Band 5: US 850 MHz (CLR)
8
9
1

0 U N

IMT)

50 - UMTS Band 900 MHz (E-GSM)
51 - UMTS Band 9: Japan 1700 MHz
61 - UMTS Band 19: 800 MHz (800 Japan)

Band index reference list:
For LTE and 5G, indices 1-128 correspond to bands 1-128.

For 3G, indices 1-64 maps to the 3G bands mentioned against each above.

Modem Security Information

Active SIM = 0

SIM switchover attempts = 0

Card Holder Verification (CHV1) = Disabled
SIM Status = OK
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SIM User Operation Required = None
Number of CHV1 Retries remaining = 3

Cellular Firmware List

Idx Carrier FwVersion PriVersion Status
1 Generic GCF MOH.030200-B012 0880 Active
Firmware Activation mode = MANUAL

Modem image running: Main
Mobile Network Operator: Generic GCF
Number of MNO's = 14

Index MNO ID MNO NAME

1 0 Generic GCF

2 1 Generic PTCRB

3 10 AT&T

4 11 T-Mobile

5 12 Verizon Wireless
6 14 Bell

7 15 Rogers

8 16 Telus

9 20 SK Telecom

10 21 SK Telecom Dongle
11 30 NTT Docomo

12 31 KDDI

13 40 Telstra

14 50 Anatel

FOTA Information

FOTA Server is not configured

GPS Information

GPS Feature = -enabled

GPS Mode Configured = standalone

GPS Port Selected = Dedicated GPS port

GPS Status = GPS acquiring

Last Location Fix Error = Offline [0xO0]
Latitude = 0 Deg 0 Min 0 Sec North
Longitude = 0 Deg 0 Min 0 Sec East
Timestamp (GMT) = Sun Jan 6 00:00:00 1980

Fix type = 2D, Height = O m
HDOP = , GPS Mode Used = not configured

Satellite Info

SMS stored in modem = 1

SMS archived since booting up = 0
Total SMS deleted since booting up = 0
Storage records allocated = 25

Storage records used = 1

Number of callbacks triggered by SMS = 0

Number of successful archive since booting up = 0
Number of failed archive since booting up = 0

Outgoing Message Information
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Total SMS sent successfully = 0
Total SMS send failure = 0
Number of outgoing SMS pending = 0

Number of successful archive since booting up = 0
Number of failed archive since booting up = 0
Last Outgoing SMS Status = SUCCESS

Copy-to-SIM Status = 0x0

Send-to-Network Status = 0x0
Report-Outgoing-Message-Number:

Reference Number = 0
Result Code = 0x0
Diag Code = 0x0 0x0 0x0 0x0 0x0

SMS Archive URL =
Mobile app service = Not Available

Modem Crashdump Information

Modem crashdump logging = off

Dying Gasp Information

Dying Gasp Detach = Disabled
SMS = Disabled

Packet drop stats

Source IP violation stats:
Total dropped IPv4 packets: 0O
Recently violated IPv4 addresses (Max 4):

Total dropped IPv6 packets: 0O
Recently violated IPv6 addresses (Max 4):
#Router

&IZ. show cellular 0/1/0 radio details (2L Y. 4G/LTE & 5GNSA (ENDC) i F
DOFTRTCOEH L ZVF ¥/ (SCO) BERINET, KT ¥ FVITIE, ZOHIRE T ¥ %
VIR F R SN E T, 72 & X, 5G F ¥ F/MITIEATE n78 F6 K OVEFIEE 90 MHz & #oR
S, ERESOMELERINET,

Router#show cell 0/1/0 radio details
Modem Radio is Online

Main O Antenna details:

RSSI = -57 dBm

RSRP = 87 dBm

Diversity 0 Antenna details:

RSSI = -59 dBm

RSRP = 89 dBm

SCC information available

SCCI[O0]:

PCI = 48

State = Deactivated
Band = 3

Rx Channel Number = 1300
Bandwidth = 20 MHz
SCCI[1]:

PCI = 48

State = Deactivated
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Band = 7

Rx Channel Number = 3000
Bandwidth = 20 MHz
SCC[2]:

PCI = 48

State = Deactivated
Band =1

Rx Channel Number = 524
Bandwidth = 15 MHz
SCC[3]: Not Available

5G CC information:

ENDC active band = 78

ENDC Bandwidth (MHz) = 90

ENDC active downlink channel = 650400
ENDC active uplink channel = 650400
ENDC Physical Cell Id = 99

Current ENDC RSRP in 1/10 dBm
Current ENDC RSSI in 1/10 dBm
Current ENDC RSRQ in 1/10 dBm
Measured ENDC SINR in dB = 95

as measured by L1
as measured by L1
as measured by L1 =

PCC CA information:

LTE band class = Band 20

E-UTRA absolute radio frequency channel number of
Bandwidth = 10 MHz

Physical Cell Id = 48

Current RSRP in 1/10 dBm as measured by L1 = -87
Current RSSI in 1/10 dBm as measured by L1 = -58
Current RSRQ in 1/10 dBm as measured by L1 = -12
Measured SINR in dB = 163

Tracking area code information for LTE = 50443

SCC 0 CA information:
LTE band class = Band 3
E-UTRA absolute radio frequency channel number of

Bandwidth = 20 MHz

Physical Cell Id = 48

Current RSRP in 1/10 dBm as measured by L1 = -98
Current RSSI in 1/10 dBm as measured by L1 = -74
Current RSRQ in 1/10 dBm as measured by L1 = -4

Measured SINR in dB = 0
Current SCC state = Configured

SCC 1 CA information:
LTE band class = Band 7
E-UTRA absolute radio
Bandwidth = 20 MHz

Physical Cell Id = 48

Current RSRP in 1/10 dBm as measured by L1 = -115
Current RSSI in 1/10 dBm as measured by L1 = -95
Current RSRQ in 1/10 dBm as measured by L1 = -3

Measured SINR in dB = 0
Current SCC state = Configured

SCC 2 CA information:
LTE band class = Band 1
E-UTRA absolute radio

Bandwidth = 15 MHz

Physical Cell Id = 48

Current RSRP in 1/10 dBm as measured by L1 = -101
Current RSSI in 1/10 dBm as measured by L1 = -76
Current RSRQ in 1/10 dBm as measured by L1 = -6

Measured SINR in dB = 0
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Current SCC state = Configured
Router#

TILS—FTL )T JAINYDETE

AT —FFTA Y7 UBNUERIZT 7 4L h TIXESNC > TWATZH, Uo7 U BN
UKSREA AN T D Z L HER L £,

)

GE)  ETLDVERIIBET2E T, 2OZOREBIZRLRWVIRD | FEHEES 4G 7 L L EEEH)
ETH2HEAZ U7 MIFATCTEEYA, 7Ty N7+ —L037— 7 v 7 L CCLIAEM AT
REIC7R o 7o, BT A THRARMEEIMEL AN L T, IPHERAMIL TE L L IITRDHETIT
B b5and ) 9, £, @EOET LOERFRATIL, EEBERTERICR D
TIZKIAGDNDEERH D T, ROA yE—URar Y —VIIRRINTE, T L0
MFTHBIZZ2 D £,

% CELLWAN-2-M ODEM_RADIO: Cdlularx/x/x Modem radio has been turned on

YT — T VT UANYEEEEFNVETITESICT DI, RO FIEICHENE T,

FIg
ARV KRFERRETI a3 Y B#J
R 7w 71| configureterminal ya—)L ary7 4 ¥a b—vay E— REHE
1 - LET.
Router# configure terminal
R w 72 |controller cellular <slot> LS —arhe—Far74Xal—3 g F—
15“ : F‘%Eﬁﬁé ]\/i-@‘o
Router (config) # controller cellular x/x/x
Z 7 7 3 |{Ite| no Ite} modem link-recovery disable CAT— BT ADY v Y BN R A E T
% T
1 - ITIEZhIC LET,
Router (config-controller) #lte modem link-recovery| ¥ /L7 — EF LD Y 7 U NN KEEEZ ARSI~
disable DT LET,
Router (config-controller)# no lte modem U \/7 U 7?/{ U %;ﬁé‘jﬂ:'ﬁqé & U \/7 U 73/< U

link-recovery disable | -~
NI A=BIZXT DT 7 40 F DV A HERENR A
Router#show run | sec controller Cellular x/x/x jjéS%Ljiﬁ’o

lte modem link-recovery rssi onset-threshold -110

lte modem link-recovery monitor-timer 20 g[“:/j——\‘j—i 5 [l %/\"-'7‘ A —HIZCLI ;&wfi)iﬁj—}:) el
lte modem link-recovery wait-timer 10 - . N o — —
lte modem link-recovery debounce-count 6 LIk N Vo VAN N7 2 ~§®1ﬁ%7 e

VDV AIPEREN S ETTE ET,
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ARV KRFERIETI Va3 BHY
AR terminal GE) TIANIOVAHIREEEET D L
outert#configure termina . . PO . .
Router (config) #fcontroller Cellular x/x/x V7Y j7/\1}E£H50)£Eﬁ§EGiE/\:7jA
Router (config-controller) #1te modem link-recovery| VU ACE R 5 2 Ao S EY
monitor-timer 30 oo
Router (config-controller) #lte modem wait-timer 15
Router (config-controller) #1te modem debounce-count
8
Router (config-controller) #lte modem rssi
onset-threshold -100
R T w74 |end v T4 Falb—vary E—RERT L, Rk
B - EXEC E— RIZEY 77,

Router (config) # end

TILS—FTL YD AN INT A=A

BT — U7 UbNRNYOEBEZHETH/-OIZ, REARRR/NTA—=EZN45H0) 9,
F 740 MEE., BEEDRE DR T 4 —< 2 ADTOIEEIL I TNAETED, VAT NEE
Ll aabrs, BRIIHERINERTA,

WDFRIF, Vo7 VA NY RTXA—=ZZHONWTIHHALET,

R10:)209 VAN IR A—=4

INTA—4H Bz

rss onset-threshold RSSIENR Z D/RT A =X DEFRT HEE T

mlo7- b Xz, Vs 7 U A NUEREDEIO
FEAE MY =L CBTER R MEEZ R L, &
S U TRAT D LI LEST, ZoRT
A — A OFFHIL -90 dBm ~ -125 dBm O#iH T
RETEET, #REDOT 7 4L MEIX-110

dBm T,

monitor-timer ZORGA=2E, Uy U oNY BIEETER
REEETF =y 7T OHERRELET, =
DIRT A—=Z DT 7 /v MEIZ200TT, D
EF0. VT UBNUBERRIZ20 T L2 R Y
H—EH, FEED/RT A —X ZHgd L CBTE
M7 BN S D E 5 I E Il L £,

monitor-timer DFIFHIL 20 ~ 60 FP DOFIFH Ti%
E T F 9, monitor-timer DfE % 20 LA EiZ
T & BREDIGERN R e £,
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NS A—4H ERBA

wait-timer & debounce-count wait-timer /X7 A —# |% debounce-count /X7
A= bIfEHE, Vo7 Uk
RRICE Y, EF L0/ EEIC LY EET 54
R & HIGTEN e AR E S =551
EHIHBEIZEMOT = v 7 B EITLET,
wait-timer D7 7 4 /L MEIL 10 BT,
debounce-count ®7 7 # /L MEIX 6 TT, Z D
BRE T, )y&)ﬁNJﬁEWLTwﬁw
T LOREEFFE L2, 10 BT EITHRK
68, BBMOF = v 7 34T LT, FIEDMER
SNTeNE I DE, BT LAOERBFHEAZLL
THER L £ 9, debounce-count & wait-timer %
HMLTHE, Vo VAN RERIZRAD E
T, TNEESTE, U AV DKM
NELRDLAEERH Y 9, wait-timer DX
ET?E@M. i 5~60F>T7, debounce-count
DRBEE W REZRHIPHIL 6 ~ 20 B T,

LD 2D ) AN REDHEE

YT —FTLADY TR BREII 5> TWNBENE I D ERERT 5 I21%. showcontroller
celular dot =~ > R&fEHA L £,

Router# show controller cellular 0/4/0

Interface Cellular0/4/0
5G Advanced Pro CAT-18 pluggable-Global Multimode LTE/LTE-A/LTE-AP/DC-HSPA+/HSP unit 4

Cellular Modem Configuration

Modem is recognized as valid

Power save mode is OFF

manufacture id = 0x00001BC7 product id = 0x00001050
Telit Wireless Direct IP FN980 modem

Modem Uplink Speed = 542000 kbit.

Modem Downlink Speed = 3800000 kbit.

GPS Feature = enabled

GPS Status = NMEA Disabled

GPS Mode = standalone

GPS Port selected = Dedicated GPS port

Cellular Dual SIM details:

SIM 0 is not present
SIM 1 is present
SIM 1 is active SIM

Module OIR Details

Module type : P-5GS6-GL
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Module Serial Number : FOC25031VY2
Module Last Inserted on : Tue Apr 19 17:44:45 2022

Soft OIR reloads = 0
Hard OIR reloads = 0

Modem resets = 4
Modem timeouts = 0
Link recovery is ON

Registration check is ON

RSSI threshold value is -110 dBm
Monitor Timer value is 20 seconds
Wait Timer value is 10 seconds
Debounce Count value is 6

Link recovery count is 0

User initiated Modem Commands

Modem user initiated power-cycles = 0
Successful Modem Power Cycles 0
Failed Modem Power Cycles = 0

Modem user initiated resets = 0
Successful Modem Resets = 0

Failed Modem Resets = 0

Last known modem state = 'application' mode
AT Command Port = /dev/cwan_ ttyUSB5
NMEA Port = /dev/cwan_ ttyUSB4

DM Port = /dev/cwan_ ttyUSB3

DIP MDM link status retry count = 0 pdp context = 0
DIP MDM link up pending = 0 pdp context = 0

DIP MDM link status retry count = 0 pdp context =1
DIP MDM link up pending = 0 pdp context =1

DIP MDM link status retry count = 0 pdp context = 2
DIP MDM link up pending = 0 pdp context = 2

IDB with pending DIP call = Cellular0/4/0

IDB Cellular0/4/0: DIP profile id = 1

IDB Cellular0/4/1: DIP profile id = 255

PDN 0 Channel rate (bps) tx = 542000000, rx = 3800000000
Max rate (bps) tx = 542000000, rx = 3800000000

PDN 1 Channel rate (bps) tx = 542000000, rx = 3800000000
Max rate (bps) tx = 542000000, rx = 3800000000

GPS NMEA port = Disabled (Stream OFF)

NMEA queue depth = 0

NMEA packet count = 0

NMEA Stream no: Not Configured

NMEA Stream no: Not Configured

NMEA Stream no: Not Configured

NMEA Stream no: Not Configured

NMEA Stream no: Not Configured

NMEA Stream no: 6 Not Configured

DM port = Disabled

g W N

Modem Callback Statistics

PacketServiceCallback count 1
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DataBearerCallback count 0
DormancyStatusCallback count 0
PowerCallback count 0
ByteTotalsCallback count 0
iByteTotalsCallback count 0
PacketsCountCallback count 0
iPacketsCountCallback count 0
ActivationStatusCallback count 0
MobileIPStatusCallback count 0
RoamingIndicatorCallback count 0
DataCapabilitiesCallback count 0
SignalStrengthCallback count 0
iSignalStrengthCallback count 0
RFInfoCallback count 0
LURejectCallback count 0
NewSMSCallback count 8
SLQOSSMSEventCallback count 0
NMEACallback count 0
PDSStateCallback count 0
CATEventCallback count 0
iCATEventCallback count 0
DeviceStateChangeCbk count 7
FwDldCompletionCbk count 0
SLQSOMADMAlertCallback count 0
OMADMStateCallback count 0
SLOSServingSystemCallback count 0
SLOSBandPreferenceCbk count 0
USSDReleaseCallback count 0
USSDNotificationCallback count 0
SLQOSSignalStrengthsCallback count 0
isLQSSignalStrengthsCallback count 0
SLQOSSDKTerminatedCallback count 0
SLQOSTransLayerInfoCallback count 0
SLOSTransNWRegInfoCallback count 0
SLQOSSysSelectionPrefCallBack count 0
NotifySessionStateDisconnect count 0
WdsEventCallback count 87
HeartbeatModemStatisticsCallback count 0

idb at OxFFFF6EAQ094A8, driver data structure at OxFFFF6EAOBOAO

Cellular Linux F/W Info

Firmware Version = AOH.000300-B016

Modem SDK and Driver Information

The Current Modem SDK Version is SDK Lite Telit sdk 1.0.29.0
Modem USB-Serial Driver Version is GobiSerial
Modem USB-Net Driver Version is GobiNet

YN T—=EFT LDV 7 VAN BREEL, BT LOERERNERASND L, a2 Y—L 0
712 %CELLWAN-2-MODEM DOWN % v b —UNFERENET, EHIZ, BT —FT LD
Vo7 VANVBERBIZE S TT 7 v a URFEITENTZ L &R
%CELLWAN-2-LINK_RECOVERY A v —URFERINET,

BT —FTLDY 7 U HNYRFEAET DTN, show controller cellular slot =~ > K )
® Modem Management Statistics = 7 > = {2 % Modem timeouts 7 7 > Z NHEH SN E 9, &
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BDIALT OB aDET L NRTA=ZE, V7 VBN D51 &L o7/
DK 2 R84 2 DICBLHOHR P ZENTOET,

ROV TDHITIZ, AvE—Y ETLDIALT UM AV Z BIOREDZA LT D K
REDET LD/RT A —Z PIHE R SN TVET,

*Jul 19 17:15:18.980 PDT: % CELLWAN-2-LINK_RECOVERY: Cdlular x/x/x: Cellular Modem
has been power cycled

ILS5—IPv6 7 FLADEZE

ZILS—IPv6 7 FL R

IPv6 7 R L AL, xxxxxxxx DL Hlcaay () TRUSNZ—ED 16 By o 16 i
T4V RTREINET, KIZ, L IPv6 7 KL ADHI%E 2 DR LET,

* 2001:CDBA:0000:0000:0000:0000:3257:9652

« 2001:CDBA::3257:9652 (£ & |34 W5 A HE

IPv6 7 R L AIZILEE ., kT 2 16 O ud 7 1 — L RREENTWET, IPv6 7 R
ZDYEE, T, EIERRBICH DR LI 16 DOP D7 4 —)L REEMETH-0D12, 2
Spany () BMEHINLGZERHY ET (ZoaaidE Lz16EROEeD 7 1 —
NWRERLET) , ROFIZ, EMSNZIPV6 7 RLADOEAZRLET,

IPv6 7 KL A L7 4 w7 A%, ipv6-prefix/prefix-length DL T, 7 KL AZEH KD E

MR 0y 7 AR IOIERTE £9, ipv6-prefix (X, RFC2373 IZit# S - CHig
THEVENHY £9, ZOEXTIE, 7 RL AL, 16EHEZ 16y PR Tan o TRY)-
THRELET, L7 4 v 7 AR, 7T RLAOEKRDERKE Y hO I b, [(ERNT LT 4 v
JA (T RVADF Yy NI —7H5y) MR L TV D hEdRET 5 108ERE T, =& 2,
2001:cdba::3257:9652 /64 X H %72 IPv6 'L 7 4 v 7 ATY,

IPv6 L% v Xk JL—TF 4 5

IPv62=% % 2 b 7 RLAE, W/ — K EOH— A v 5 —7 = f ZAOMWHIFTT, =%
2R T RLRCEE S » ME, 20T RLABRTA v ¥ —7 =4 ACRESNE
T

=B TlI, WOT RLAZA TR R—FENFET,

Jyooo—AILT7RFLR

Voyzna—hu 7 RLRE, Vorrua—hv L7427 AFE80::/10 (1111111010) L2485
SINT- BUL64 T DA X —T = A AR 2T 2T XTOA o F—T =4 A% HEH
WCRRETEDHIPV6 2=F % Ak 7 RLATY, IPv6 7 RLARFHI /2> TWHEGSE, U
Ja—HNVT RLATENLNT —A v 2 —T 2 ATHBICRESNET,
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sa—rsn7Evz |

T A= VBRI IND E, BAT—A v H—T =2 Af ADY 7 a—H VT KL AL, HA
MZEoTEMRESNZY 7 a—hLT RLA (VU ra—h 717 4 v A FF80:/10
(11111110 10) & USB/»— RU =77 RUANL BBV ER I N A F—T = A A5+ T
) CTEHINET, KOKIE, LTV 7 v—hL 7 RLAOHEEEZRLTOET,

a—nNJ)LT7 KFLR

JTa—N)VIPv6 =% ¥ A N T RLRLZ, Ju—_"nNVi—FT 407 VT 49T A, BT
x> FD, BEIOAS VF =T A AIDTERINET, V=T 47 T V7 47 ALPGW
MOEREGESNET, /¥ —7 =4 ZHHT1X, BIESNT EUL64 TEXDA X —T = A A
AT AHEH LT, USBAN—R7 =7 7 RLAMLS HEIICERENET, L —ZD Y a—
F#I1Z, USB/N— KR =7 7 RLANEE SN ET,

ILS—IPv6 7 KLRADEE
TN T—IPv6 7 RV AERET DI, WOTFIEEFEITLET,

FIE

ARV RFERRTO Y

S

A7 w71 |configureterminal yua—sL ar 7 4 ¥ab— gy E— REA
{1 LET.
Router# configure terminal

AT 72 |ipv6unicast-routing =B T T =3 U IPV6 V—T 4 ¥ 7 B NI
1 - LET.
Router# ipv6 unicast-routing

XTw 73 |interface cellular <dlot/port/interface> TALFG— A B —T oA RAEEELET,
i -
Router (config) # interface cellular 0/1/0

AT w74 |desription <text> DEIELT, AT — A v ¥ —7 = A ZADHH
i it L9,
Router (config-if) # description text

RTw 75 |ipv6address<options> ZDAHE—T A ADIP T R AREICERG
. SNB LD ICHELET,
Router (config-if)# ipv6 address negotiated

AT w76 |load-interval <seconds> (EE) AfmHEROFHRICEN SN T—4 %

1 -

Router (config-if) # load-interval 30

MoHKHOR S ZHEL £,
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aAv U RFERET7TIVaY EL:Y

RF w1 |dialerin-band DDR #HZNC L, A v REAY Y v 7%
1l - TLHEO, BELIEV I TNAA U F—T = A%
Router (config-if)# dialer in-band nzL,ﬁi?fo

AFw 78 |diaer idletimeout <seconds> EAXTDTA RNV EALT 7 NI ZBELE
11 EE
Router (config-if) # dialer idle-timeout 0

RFw 79 |dialer watch-group <group number> BELIEA v EZ—T oA ANBTDELEAYT T
B - TR ITN—TOEFERELET,
Router (config-if) # dialer watch-group 1

AT w710 |ipv6enable IPv6 N LET,
i
Router (config-if) # ipv6 enable

Z2F w711 |pulsetime<seconds> 2OV AR O T %
1 -
Router (config-if) # pulse-time 1

RFw F12 |ip virtual-reassembly Virtual Fragment Reassembly (VFR) ZHZhZ L £
i - (FZ7x 0 ME Tin) OH)
Router (config-if)# ip virtual-reassembly

AT 713 |noshutdown A B =T 2 ADV Y v LT U ERBRLET,
1
Router (config-if) #no shutdown

ATy 714 |exit AV B =T 2RI T 4 Fal—a KT
15'] : Li—é—o
Router (config-if) #exit

AT 715 |accesslist 1 permit any BRI T 70 v 7 B ERLET,
1 -
Router (config) #access-1list 1 permit any

Z 5w 716 |dialer watch-list 1 <ipaddress> < mask> VA TFIAMDIPBILNYATZERLET,
11
Router (config) #dialer watch-list 1 ip 5.6.7.8
255.255.255.255

X w 717 |dialer watch-list 1 delay route-check initial 60 — K Fw 7 OBIEXEHRLET,

1 -
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wr5—1r6 7 FL2nEE [

ARV FFEREETIVa Yy

Router (config) #dialer watch-list 1 delay
route-check initial 60

2T w 718 |dialer watch-list 1 delay connect 1 BB IEA TR LET,
1
Router (config) #dialer watch-1list 1 delay connect
1
AT 719 |dialer-list 1 protocol ip permit Zu k3l ko T, £id 7 e b av L LIENCE
i - BLT 78R VA NOMAEDLREIZEST, ¥
Router (config) #dialer-1list 1 protocol ip permit /]) '\ill/j‘éf:&bv@&/_]:'\?ﬂ/j‘:/i’\?:/ ]\ V=T A
»27 (DDR) #A4 Y7 URAFZEHRLET,
RTw 720 |dialer-list 1 protocol ipv6 permit BAXT7— UARTIPVG Z7Fa LET,
{1
Router (config) #dialer-list 1 protocol ipvé permit]
R w721 |ipv6route<destinationipvé prefix> / <destination N— 2 EELET,
mask> {forwarding router address | interface | other
options}
1
Router (config) #ipvé route ::/0 Cellular0/1/0
ZTw 722 |end Ja—\)aryZ 4 Fal—arE—RIED
£ ESE

Router (config) #end

1

woBIX, BT —IPv6 ODFREZR L TWET,

lte sim data-profile 1 attach-profile 1

slot O

lte sim data-profile 1 attach-profile 1 slot 1
lte interface 0 64 1111:2222:3333:0001
lte gps mode standalone

lte
lte
lte

lte
|

modem
modem
modem
modem

dm-log size 2

dm-log filesize 1
dm-log rotation
link-recovery disable

interface Loopback0

ip address 1.1.1.1 255.255.255.255
|

!

interface Cellular0/1/0

description Cell-to-CMW

ip address negotiated
load-interval 30

dialer in-band
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dialer idle-timeout O
dialer watch-group 1
ipvé enable

pulse-time 1

ip virtual-reassembly
|

interface Cellular0/1/1
no ip address

shutdown
|

ip route 0.0.0.0 0.0.0.0 Cellular0/1/0

ipvé route ::/0 Cellular0/1/0

?

access-list 1 permit any

dialer watch-list 1 ip 5.6.7.8 255.255.255.255
dialer watch-list 1 delay route-check initial 60
dialer watch-list 1 delay connect 1

dialer-list 1 protocol ip permit

dialer-list 1 protocol ipv6 permit
|

FEERIIPV6 RA B 7 FLADRTE

EEMIPV6 7 RLAZERT L, =2—WIE, A v F—T A ADIPv6 7 RL A KA NSy
BALT 4w 7 I a—PREDHREICTLHIENTEET, IPV6 7T KL A Xy hU—7 L3
T3y MBSIXISPIZ L > THIO Y THNETAN, AAMBSIEIZORETHELINEYE
lo DD, T RER Yy b T — 27 NWCBEAID DO FEFNIHE S IPve 7 R L A& FFD
ZEMTEET,

MEERIIPV6 R A R T RUAEZFRET HITIL, WOFIEEZFEITLET,

FIE
ARV EFEREETIVa Y E]:g]
5w 71 |configterminal Ja—s ar 74 Xalb—vay - Felh
- LT,
Router# configure terminal
AT wF2 |ipv6unicast-routing IPv6 V—T 4 VT EAHLET,
1 -
Router (config) # ipv6é unicast-routing
RTFw 73 |interfacecellular <dsot> BTG — A H—T oA ABETELET,

&1

Router (config) # interface Cellular 0/1/0

EILS—TSHINAVE—TIARES2—ILBEHAFR
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wrmPwkz k7 ELoEE [

AV RFERETI3 Y EL:Y
RTv 74 |enableipvb IPv6 ZHNZ L ET,
1 -
Router (config-if) # enable ipvé
A7y 75 |ipv6addressautoconfig Ao B —T = A AR LTATF— b L AABR TS
Bl - EMLIZIPV6 7 FLAOABREL AL, A

VH—T 2 A AZBITBIPVe AN L E T,

Router (config-if) # ipv6é address autoconfig

A7y 76 |noshut A E—=Tx2A A% Yy N TLET,
£l -
Router (config-if) #no shut

XFw 77 |controller cellular <dot> ay hur—S5RELET,
i

Router (config) # controller cellular 0/1/0

X w78 |lteinterface<interfacenumber> <addresslength48-80> | = v — S DO/ ET, BALTF— A L X —T = A
<deterministic address suffix> ZOMEER IPv6 7 KL A& feE LES,
i -

Router (config) # lte interface 0 64
1111:2222:3333:1234

AFwv7 9 |end
1 -

Router# end

X w710 |clear int cellular 0/2/0 YT A B —T 2 A A VT L, BILT—
Bl - A2 =T = DB TP T 1 1A % IR
THLEOICLET,

Router# clear int cellular 0/1/0

1
wIZ, e ZR LET,

controller Cellular 0/1/0

lte sim data-profile 1 attach-profile 1 slot 0
lte sim data-profile 1 attach-profile 1 slot 1
no lte firmware auto-sim

lte interface 0 64 1111:2222:3333:0001

lte gps mode standalone

lte modem dm-log size 2

lte modem dm-log filesize 1

lte modem dm-log rotation

lte modem link-recovery disable
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interface LoopbackO
ip address 1.1.1.1 255.255.255.255
|
!
interface Cellular0/1/0
description Cell-to-CMW
ip address negotiated
load-interval 30
dialer in-band
dialer idle-timeout O
dialer watch-group 1
dialer-group 1
ipvé enable
pulse-time 1
ip virtual-reassembly
|
interface Cellular0/1/1
no ip address

shutdown
|

ip route 0.0.0.0 0.0.0.0 Cellular0/1/0
ipvé route ::/0 Cellular0/1/0

access-list 1 permit any

dialer watch-list 1 ip 5.6.7.8 255.255.255.255
dialer watch-list 1 delay route-check initial 60
dialer watch-list 1 delay connect 1

dialer-list 1 protocol ip permit

dialer-list 1 protocol ipv6 permit

|

PLMN D& FR H & UEIR

COMREEERT L, FAEERNTY v T REARAL LRy NTU—2 (PLAMN) %k
L. O PLMN O | DI TX £,

PLMN o< > F

PLMN #REIZIE, kDa~vr REFEHALET,
e cellular < unit > Ite plmn search

« cellular < unit > Ite plmn select < mode > < mcc > < mnc > < rat > < duration >

« show cellular < unit > network

2y RIT—ODBRER

cellular Oltepimnsearch =~ > K& LT, #HAIAEZ2 PLMN 2538 Cx 9, KOHIT,
Xy NI =0 BB T L EE R LET,
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router#cellular 0 lte plmn search
Searching for available PLMNs.This may take up to 3 minutes.

Please wait

PLMN search done.

Please

"show cellular 0 network" to see available PLMNS

use

zvrr—snER |

s, show cellular Onetwork =~ > K& L CEMAIRE/R Ry U —2 2B L 9,

router#show cellular 0 network

System Time = Fri Sep 18 18:49:24 2015
Normal

Packet switched

Roaming Status = Roaming

Manual

Current
Current
Current
Current
Network
Network

Service Status =
Service

Selection Mode =

= 02 - UK
Mobile Country Code (
Mobile Network Code (
Packet switch domain (P
Location Area Code (L

Cell ID = 34319
Available PLMNs:
Idx MCC MNC RAT
1 234 10 umts
2 234 10 gsm
3 234 20 umts
4 234 30 umts
5 234 15 gsm
6 234 33 gsm
7 234 20 1lte
8 234 30 gsm
9 234 15 umts
10 234 30 1te
11 234 10 1te
12 234 15 1te

v bT—0 MEIR

TR R v N U — 27 OB G EIIE, HEE— R, @fHle— R, FEE—FD320% A
TRHY ET, BEIE— RTE, —ZIXSIM ORRT L%y T — 7 [ZHBCEERE L E
T, WEE— R TIX, *y hU—2 ORFEAETIC, AR R Y U —27 28Oz v b
U—7 %, V= ZTEAINOEIRSEE T, *y NU—IBERTE R0V, —2Bxy b
U — 7\ CE R WIGAIR, — 2% TR REBOEE &7 7, celular x Iteplmn
selectauto =~ RZMEH LT, SIMOERT LRy MU —27 I8 TE LT, FEET—FT

(T, RBAERP DHMATRER R v U — 2 ZBIRTE £ 7,
ROBIT, FETRy NI —27 2R T L EEZRLET,

router#cellular 0
<0-999>
router#cellular 0
<0-999>
router#cellular 0
gsm
lte
umts

GSM
LTE

UMTS
router#cellular 0 lte plmn select manual 234 10 gsm ?
permanent
power-cycle

Mobile

Mobile

S)
(LAC)
Desc
02 -
02 -
3 UK
EE
voda
EE
3 UK
EE
voda
EE
02 -
voda

lte plmn select manual ?
Country Code
lte plmn select manual 234 ?
Network Code
lte plmn select manual 234 10 ?

PERMANENT

MCC)
MNC)

= 234
=10
state
= 4931

UK
UK

UK

UK

UK
UK

POWER_CYCLE

EILS—TSHINAVE—T AR EYa1—)L
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router#cellular 0 lte plmn select manual 234 10 gsm power-cycle ?

<cr>
router#cellular 0 lte plmn select manual 234 10 gsm power-cycle

WROFIT, Fy bV — 7 8RE @b 5 HEE R LET,

router#cellular 0 lte plmn select force ?
<0-999> Mobile Country Code (MCC)
router#cellular 0 lte plmn select force 310 ?
<0-999> Mobile Network Code (MNC)
router#cellular 0 lte plmn select force 310 410 ?
<2-3> MNC Digits Ex 23 means 2 Digits, 023 Means 3 Digits
router#cellular 0 lte plmn select force 310 410 2 ?
gsm GSM
lte LTE
umts UMTS

router#cellular 0 lte plmn select force 310 410 2 lte ?
permanent PERMANENT
power-cycle POWER CYCLE

Routerfcellular 0 lte plmn select force 310 410 2 lte power-cycle ?
<cr>

Router#cellular 0 lte plmn select force 310 410 2 lte power-cycle

PLMN @ :ZEiR DR

show cellular O network =~ > R&fiH LT, PLMN OER 2R TEE T,

router#show cellular 0 network

Current System Time = Fri Sep 18 18:53:25 2015
Current Service Status = Normal

Current Service = Packet switched

Current Roaming Status = Roaming

Network Selection Mode = Manual

Network = 02 - UK

Mobile Country Code (MCC) = 234
Mobile Network Code (MNC) = 10
Packet switch domain (PS) state = Attached
Location Area Code (LAC) = 4931

Cell ID = 34319
Available PLMNs:

Idx MCC MNC RAT Desc

1 234 10 umts 02 - UK
2 234 10 gsm 02 - UK
3 234 20 umts 3 UK

4 234 30 umts EE

5 234 15 gsm voda UK
6 234 33 gsm EE

7 234 20 1lte 3 UK

8 234 30 gsm EE

9 234 15 wumts voda UK
10 234 30 1te EE

11 234 10 1te 02 - UK
12 234 15 1te voda UK
router#show cellular 0 radio
Radio power mode = ON

Channel Number = 122
Current Band = GSM 900 Extended
Current RSSI -48 dBm
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Current ECIO -127 dBm
Radio Access Technology (RAT
Radio Access Technology (RAT

\}

B

axX

m -z |

GSM
EDGE

Preference
Selected

)
)

GE) Ry hu—2i2k-TiX

BOF >y U — 7 ZiEiR

L I X ORI SN WA D D £,
TOMENDHY £,

\}

G A—Fnxy hU—2IC

R T RWGEIE, 7T A2 BEH LT,

{5l : PLMN #& 3%

Z OFIE, P-LTEAP18-GL T? SIM 7 — 72 L ® PLMN RO H /)&~ L TWET,

SIM 71— RN WS -

IR1101#show cell 0/1/0 ha

Modem Firmware Version = 32
Host Firmware Version = 32.
Device Model ID = LM960ALS8

International Mobile Subscr
International Mobile Equipm
Integrated Circuit Card ID

Mobile Subscriber Integrate
Digital Network-Number (MSI
Modem Status Modem Online
Current Modem Temperature
PRI version 1026, Carrier
OEM PRI version 32101006

IR11014

IR1101#show cell 0/1/0 secu
Active SIM = NONE
IR1101#

PLMN 5 DFAT :

IR1101#cell 0/1/0 1lte plmn

.00.116
00.007

356299100001310

iber Identity (IMSI)
ent Identity (IMEI)

(ICCID)
d Services
SDN)

37 deg C
Generic

search

Searching for available PLMNs...Please wait...

This may take up to 5 minut
PLMN search done. Please us

PLMN O#IR :

IR1101#show cell 0/1/0 net

Current System Time = Sun J
Current Service Status = No
Current Service = Unknown
Current Roaming Status = Ro
Network Selection Mode = Au
Network =

Mobile Country Code (MCC) =
Mobile Network Code (MNC) =
Packet switch domain (PS) st

LTE Carrier Aggregation sta
Registration state (EMM) S

es
e

"show cellular x/x/x network"™ to see available PLMNS

an 6 0:14:39 1980
service

aming
tomatic

208

10
ate Not attached

te Deconfigured
earching/Not Registered
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EMM Sub State = Limited Service

Tracking Area Code (TAC) = 0

Cell ID = 0

Available PLMNs at = 08:21:25 UTC Thu May 5 2022
Idx MCC MNC RAT Desc

1 208 10 1te SFR

2 208 16 1lte Free

3 208 1 1lte Orange

4 208 20 1lte BYTEL

5 208 15 1lte Free

Network MTU = Not Available
IR11014

700 MHz O & TERMAT AILKMITEBIEEZEEDET L

=L

axX ;&

ILT—/\

Ik TORBEOERES, BLOT700 MHz OFHR CEMNTHBEFEEORS. Xy NIV — U
RN EL 2B RVWEIICET LAREEZRD LI IZEFTHILERNH D 77,

BT LMIRRDIBEINEAT Y T 52 L EEHTHEDICET ARELLELT HIZIE, BLTO
CiscoIOS =< R&EFEHA L F4,

Router# cellular 0/0/0 lte technology ?

auto Automatic LTE Technology Selection
cdma-lxrtt CDMA 1xRTT

cdma-evdo CDMA EVDO Rev A

cdma-hybrid HYBRID CDMA

gsm GSM

lte LTE

umts UMTS

[LTE only] % @&R3 2%IZ1%, controller cellular x/x/x T configuration term =~ > R & L &
R

Router (config-controller) #lte modem band-select all-lte-only

AN Y= IRy

TT A X— NMERERER Y NT—7 TlE, BRIIABSDOT T4 X— Ry NT—7 BT T5H
72O DHE—DEEEE CEEDO /X K48 (CBRS) 72&) Z¥i-oTCWET, ZOBRE. BRI
YNT—NU RETTA R Ry NT—ZIZEID Y CONZEREEE I vy 7 TxE9,

\)

GE) NURDODLAR—F a2, PMEY 2— /UKo TR ET,

T —PIM %, SFEIFR3G, 4G, F720X5G BRI EZ Y R—FLET, ZnbiE
show cell x/x/x radio band CLI THFERTX £,

Router#show cell x/x/x radio band

B LS5 —TFSHITNAVE—TIARES2—LEEHAF
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LTE bands supported by modem:
- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 38 39 40 41 42 43 46 48 66

71.

LTE band Preference settings for the active sim(slot 0):
- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 38 39 40 41 42 43 46 48 66

71.

3G bands supported by modem:

Index:
23 -
24 -
26 -
27 -
50 -
51 -
6l -

UMTS
UMTS
UMTS
UMTS
UMTS
UMTS
UMTS

Band
Band
Band
Band
Band
Band
Band

0 U1 N

9:
19:

2100 MHz (IMT)

1900 MHz (PCS A-F)
1700 MHz (AWS A-F)
US 850 MHz (CLR)
900 MHz (E-GSM)
Japan 1700 MHz

800 MHz (800 Japan)

3G band Preference settings for the active sim(slot 0):

Index:
23 -
24 -
26 -
27 -
50 -
51 -
6l -

UMTS
UMTS
UMTS
UMTS
UMTS
UMTS
UMTS

Band
Band
Band
Band
Band
Band
Band

1
2
4:
5:
8
9
1

9:

2100 MHz (IMT)
1900 MHz (PCS A-F)
1700 MHz (AWS A-F)

US 850 MHz (CLR)
900 MHz (E-GSM)
Japan 1700 MHz

800 MHz (800 Japan)

ZEFTIZ, ERRONXRV RIZRO LI~y 7 EanEd,
AGBLIVOSGOBAE. AT v 7 A1 ~1281F30 R 1~ 128 125 LE 9,

3GDEHE, AT I AL ~641F, ETHEA LT v 7 ATH L TEREINTWDS 3G A
v Rizw v TENET,

EHOP—E AT RS X —ZLoTlH, T AV —E AT a N, X =D Xy NT—7
W T 272D 1 DL O RBMEASNDIHERH D T, TXTONRN RBRFHTH
H- ., ZOEEITZHEMNICIThNE T, FORD, VA IIREOEE LT L 8 A,
TTAR— MEWE R Y U —7 TIE, BRIIEDDOD T TARX— Ry NT—7 BFITT D
7O —OE R CREDO/N K48 (CBRS) 72 L) ZEH-TWnET, Zo4a. BEEIX
BTN RETTAR— Ry NU—Z 2B BTN R ey 7 TEET,
ZOEEIR, ROa~r Ry Xy 7 AEFEHLTEITESNET,

Router (config-controller) #lte modem band-select indices umts3g none ?
Specify the LTE indices

ltedqg

Router (config-controller) #1te modem band-select indices umts3g none ltedg 48 ?
Specify the 5g indices
slot primary SIM slot

nrbg

Router (config-controller) #1te modem band-select indices umts3g none lted4g 48 slot 0

Router (config-controller) #lte modem band-select indices umts3g ?

WORD Band index (es

"

) in string format "<band index#>, <band index#>,

(supported 3G band indices are listed under 'show cellular radio
band'.)
Enter "none" for no bands or "all" for all supported 3G bands.

Router (config-controller) #1te modem band-select indices umts3g none ltedg ?

WORD Band index (es

) in string format "<band index#>, <band index#>, ...".

(supported LTE band indices are listed under 'show cellular radio

ELS—T5HINAVE—Tz4RECa—LEEAIF ||
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band'.)
Enter "none" for no bands or "all" for all supported LTE bands.

FERIIKRDO L 12720 19,

Router#show cell x/x/x radio band

LTE bands supported by modem:

- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 38 39 40 41 42 43 46 48 66
71.

LTE band Preference settings for the active sim(slot 0):

- Bands 48.

TILT—/N2 K30

A

AR i o®ALTZ—PIMIiL, LTEFDD N K30 h T A v & &Y AHR—kLET, /1T —PIM

DAKER—ZXDOEBTLTEFDD N> R30 2R — ML TEBY, ATRT 7R 7 T g%
FHLTCT 77 4 7SN TWDE5EE, —HOBE BANck>TRAR D) X, Wk TV A4
FIITEK YT VA TFCCENDY AZIZELEINDAREERH Y £, ZDOr—A T,
NUR30E\CTLEaBEDLET,

N R 30 ST AT, ROFNEAFHLE9,
T 74N N THRESNTWNETRTCONY REFRLET,

Router#show cell x/x/x radio band

LTE bands supported by modem:

- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 34 38 39 40 41 42 43 46 48
66 71.

LTE band Preference settings for the active sim(slot 0):

- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 34 38 39 40 41 42 43 46 48
66 71.

NR5G bands supported by modem:

- Bands 1 2 3 5 7 8 12 20 25 28 38 40 41 48 66 71 77 78 79.
NR5G band Preference settings for the active sim(slot 0):

- Bands 1 2 3 5 7 8 12 20 25 28 38 40 41 48 66 71 77 78 79.

3G bands supported by modem:
Index:
23 - UMTS Band
24 - UMTS Band
26 - UMTS Band

2100 MHz (IMT)
1900 MHz (PCS A-F)
1700 MHz (AWS A-F)

27 - UMTS Band US 850 MHz (CLR)

50 - UMTS Band 900 MHz (E-GSM)

51 - UMTS Band 9: Japan 1700 MHz

61 - UMTS Band 19: 800 MHz (800 Japan)
3G band Preference settings for the active sim(slot 0):
Index:

23 - UMTS Band 1 (IMT)

24 - UMTS Band 2: 1900 MHz (PCS A-F)

26 - UMTS Band 4: 1700 MHz (AWS A-F)
27 - UMTS Band 5: US 850 MHz (CLR)
8.
9
1

@0 U1 N

2100 MHz

50 - UMTS Band 900 MHz (E-GSM)
51 - UMTS Band 9: Japan 1700 MHz
61 - UMTS Band 19: 800 MHz (800 Japan)

B LS5 —TFSHITNAVE—TIARES2—LEEHAF
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Band index reference list:
For LTE and 5G, indices 1-128 correspond to bands 1-128.
For 3G, indices 1-64 maps to the 3G bands mentioned against each above.

Router#

NR 30 BN BICIE, RERANY REEAK LT, YR —FEINTWETRTONRUR
BRETDHLENDY F3, BN THEEITIH D A, ZOFITIX, /S F30 AR S
ﬂ(b\iﬁ—o

Router#conf term
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #controller cellular x/x/x
Router (config-controller) #
Router (config-controller) #lte modem band-select indices ?
umts3g
Specify the 3g indices
Router (config-controller) #lte modem band-select indices umts3g all lteédg
1,2,3,4,5,7,8,12,13,14,17,18,19,20,25,26,28,29,32,34,38,39,40,41,42,43,46,48,66,71 nr5g
all slot O
Router (config-controller) #exit
Router (config) fexit
Router#

(7T 4720y hOT 77 LU ARE] TEHBE LI RIRERINTWRWT & &k
BLET, ROBIZSRL T EE0,

Router#show cell x/x/x radio band

LTE bands supported by modem:

- Bands 1 2 3 45 7 8 12 13 14 17 18 19 20 25 26 28 29 30 32 34 38 39 40 41 42 43 46 48
66 71.

Notice band 30 shows in the "bands supported by modem".

LTE band Preference settings for the active sim(slot 0):

- Bands 1 2 3 4 5 7 8 12 13 14 17 18 19 20 25 26 28 29 32 34 38 39 40 41 42 43 46 48 66
71.

Notice band 30 is not available in the "band Preference settings for the active sim(slot
o)y"

NR5G bands supported by modem:

- Bands 1 2 3 5 7 8 12 20 25 28 38 40 41 48 66 71 77 78 79.
NR5G band Preference settings for the active sim(slot 0):

- Bands 1 2 3 5 7 8 12 20 25 28 38 40 41 48 66 71 77 78 79.

3G bands supported by modem:
Index:
23 - UMTS Band
24 - UMTS Band
26 - UMTS Band

2100 MHz (IMT)
1900 MHz (PCS A-F)
1700 MHz (AWS A-F)

27 - UMTS Band US 850 MHz (CLR)

50 - UMTS Band 900 MHz (E-GSM)

51 - UMTS Band 9: Japan 1700 MHz

61 - UMTS Band 19: 800 MHz (800 Japan)
3G band Preference settings for the active sim(slot 0):
Index:

23 - UMTS Band 1: 2100 MHz (IMT)

24 - UMTS Band 2: 1900 MHz (PCS A-F)

0 U b N
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26 - UMTS Band 4 1700 MHz (AWS A-F)
27 - UMTS Band 5: US 850 MHz (CLR)

50 - UMTS Band 8: 900 MHz (E-GSM)

51 - UMTS Band 9: Japan 1700 MHz

61 - UMTS Band 19: 800 MHz (800 Japan)

Band index reference list:
For LTE and 5G, indices 1-128 correspond to bands 1-128.

For 3G, indices 1-64 maps to the 3G bands mentioned against each above.

BIGERE—F

MR OBFILITFE CA /A 7ICTH 2 ENTEET, ROFEZSRLTIIEEN,
EBIRE A 72T A0 :

Enter configuration commands, one per line.
Router (config) #controller cell

Router (config) #controller cellular 0/1/0
Router (config-controller) #lte radio off
Warning: Not all PDP contexts are in shutdown state

Please shutdown all the interfaces manually and re-enter this command.

End with CNTL/Z.

Router (config-controller) #inter cell 0/1/0
Router (config-if) #shut

Router (config) #inter cell 0/1/1

Router (config-if) #shut

Router (config-if) #controller cellular 0/1/0
Router (config-controller) #lte radio off
WARNING (Controller cellular 0/1):

e

ax ;&

Radio power OFF setting will NOT persists if router

or modem resets. Save to startup configuration.Use "no lte radio off" to turn radio power

ON
Router (config-controller) #end

Router#show cell 0/1/0 radio

Radio power mode = OFF, Reason = User Request
Channel Number = 0

Current Band = Unknown

Current RSSI = -128 dBm

Current ECIO = -65531 dBm

Radio Access Technology (RAT) Preference = AUTO

Radio Access Technology (RAT) Selected = AUTO

Network Change Event = unknown

R A T DI

Router#conf term

Enter configuration commands, one per line.
Router (config) #controller cellular 0/1/0
Router (config-controller) #no lte radio off
Router (config-controller) #inter cell 0/1/0
Router (config-if) #no shut

Router (config-if) #inter cell 0/1/1

Router (config-if) #no shut

config-if) #end

End with CNTL/Z.

Router

B LS5 —TFSHITNAVE—TIARES2—LEEHAF
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Router#show cell 0/1/0 radio
Radio power mode = Online

LTE Rx Channel Number (PCC) = 9385
LTE Tx Channel Number (PCC) = 27385
LTE Band = 28

LTE Bandwidth = 5 MHz

Current RSSI = -48 dBm

Current RSRP = -76 dBm

Current RSRQ = -15 dB

Current SNR = 6.2 dB

Physical Cell Id = 27

Number of nearby cells = 2

Idx PCI (Physical Cell Id)

1 27

2 378

Radio Access Technology (RAT) Preference = AUTO
Radio Access Technology (RAT) Selected = LTE
Network Change Event = unknown

EHEFHRAA—X

BHERSN—A (MIB) 1. T35 A LOFHEWRERAT TV 27 hOTF—F_XR—2TT, BH
MNBELF T x T b, DFEVERERTE L VHHAASATZD LT, Xy hU—7 TN AL
H—T A AET LR AR TE E T,

MIB & MIB Locator DFEMIIC OV TIX, RO URL Z2M LT EEW,
https://mibs.cloudapps.cisco.com/ITDIT/MIBS/servlet/index

\}

GE)  EXx=2 U7 o5fbd7=®, SNMP SET BifEZEAT L85G, G774 v —% L7
SNMP V3 % ET 52 L 2 HEE L F 9,

[SNMP Configuration Guide] Z#ZMH L T 7230,

/L7 — PIM Tid, R® Simple Network Management Protocol (SNMP) MIB 23R — k &3 T
WET,

« [F-MIB

* ENTITY-MIB

* CISCO-WAN-3G-MIB

» CISCO-WAN-CELL-EXT-MIB

CISCO-WAN-CELL-EXT-MIB Ti&, kDT =7 N &Y T T =T NRYHR— F S THET,
* ciscoWanCellExtMIB(817)
+ ciscoWanCellExtMIBNotifs (0)
* ciscoWanCellExtMIBObjects(1)

» ciscoWanCellExtLte(1)

ELS—T5HINAVE—Tz4RECa—LEEAIF ||


https://mibs.cloudapps.cisco.com/ITDIT/MIBS/servlet/index
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-16/snmp-xe-16-book.html
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1
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* cweeLteRadio(1)

 cwcelteProfile(2)

http://www.cisco.com/go/mibs @ Cisco MIB Locator 7*5 MIB # 4 7 > r— R TX £7°,

=JL =

1)L — PIM SNMP D3

axX

1

wOFNZ, MIB bT v T & L—H

controller
lte event
lte event
lte event
lte event
lte event
lte event
lte event
lte event
lte event

Cellular x/
rssi onset
rssi onset
rssi abate
rssi abate
temperature
temperature
temperature
temperature
modem-state

x/x

mib-trap All-lte
threshold -100

mib-trap All-lte
threshold -90
onset mib-trap
onset threshold
abate mib-trap
abate threshold
mib-trap all

WCRES D HEERLET,

55

50

lte event
lte event
lte event
lte event
lte event
lte event
lte event
lte event
lte event
lte event

service mib-trap

network mib-trap
connection-status mib-trap All-lte
rsrp onset mib-trap All-lte
rsrp onset threshold -85
rsrp abate mib-trap All-lte
rsrp abate threshold -80
rsrg onset mib-trap All-lte
rsrg onset threshold -8
rsrg abate mib-trap All-lte
lte event rsrq abate threshold -6

OB, SNMP #REZ NV — X IZRET D HiEE R LET,

group neomobilityTeam v3 auth notify 3gView

view 3gView ciscoWan3gMIB included

community neomobility-test RW snmp-server community public RW

enable traps c3g

enable traps LTE

host 172.19.153.53 neomobility c¢3g snmp-server host 172.19.152.77 public c3g
host 172.19.152.77 public udp-port 6059

snmp-server
snmp-server
snmp-server
snmp-server
snmp server
snmp-server
snmp-server

ROBIZ, SNMP 21 L TL—4 LIl 5 & 9 IMBARA b T8 REBGET 2 H71E2 R L&
D

setenv SR _MGR CONF DIR /users/<userid>/mibtest

setenv SR UTIL COMMUNITY neomobility-test

setenv SR_UTIL_ SNMP_VERSION -v2c

setenv SR_TRAP_TEST PORT 6059

B LS5 —TFSHITNAVE—TIARES2—LEEHAF
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GPS D=

GPS MEXE

oL, WOBETHRSNWTVET,

« GPS OHEEE (101 ~—2)

« LTE GPS OF%E (104 ~=—2)

*NMEA 7—4% A R —I 7 OFEME (106 <—)

e BN TFT—_R—Z GPS DF N7 (108 ~<—3)

*GPS EDONTP 7 1 v 7 A (108 =—)

« KEELEE TS (NMEA) 10x O FR— K (111 2—)
il : GPS T AU r—3a v DARA N =R~ (111 =—3)

BETE—v 3 3, HERIFE O B RN 72 IERZE AN 2 ATREIC T DR DV AT AT,
ENDEESNTREES 2R LT, /INUOETFZEMAIE (R, ., &)

ERETEHXI LET, £<DOEE. TGNSS) & [GPS) L) HEEIZFE UEk T M &
NETH, 2L 2OITEERENLRSH Y £7°,

o KEOEMERRIN > AT & (GPS) X, 6 DD HE2 DB H DI K 31 O H A HEREE
BRETHRINTEY, HEOTEMREIL, HTWHENSHRL TEESHZ 551251 T
AU ET, 19784EITEM NI S v, 1994 LI R CRIF CT& 5 X 91272 > 72 GPS
i, BUE, R CTRLESHASN TV AHET EY —v g Vv AT A TT, GPSZ{EH
%, BHIERHIN S AT A0 31 OFENPLDOEFLMMEHTEETA, ZNLHDEFDOZ
<BT7ayrsnbdé, ZEHBIIFMEEFERETE X902 5 E TR 72Y
9,

« GNSS /% Global Navigation Satellite System (&HiEKF 57— g VR AT L) OBET,
A A R & U B e PR ZE AL 2 FTRE IS T 2R T E S — v a VAT A
DA EFF TS, T OHFEIZIE. GPS. GLONASS. Galileo, Beidou 7¢ & Dl %
TANEENET, GNSSIFHRAPTHEH SN THLHFETT, BROMEICT 7 BAT
T HMEIL, WITIEMENE, TURM, THEZRETE 52 & T, MR AT AN ET
HZEIXENTTD, 1 OPBFELIZHETH,. GNSS ZEMIIMD T AT L b DIES
IO ZENARETT, o, REBLBEPELNTWDILAE, EEROHBREICT 7 EATX
52 EBRETT, —#%A7e GNSS ¥ AT AlX. GPS. GLONASS. Galileo, Beidou 7% &
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DO S 2T AT, GNSSZEHEIL. GPS v AT LADIEF21T T, EORNHED
LOEFTHHEATEET, 2FV., T RTCOGPSEEN T v 7 SNTWVEHHETYH,
HRPOMOBREL AT AP DIEFEZETEET, ZTOFXMMEIZL Y, GNSS ZEH

X, GPS 77/ u—DHEMH LIZZER LD X2 IEfECTEEENRE 2D £

9, GNSS 242 &, MBERLXITWVWOTH, 2 TH, AREARIR Y i Oft 54 H
FIHEL N TEET,

)

GE)  GNSSEEMOEZEZIELL ZET HITIL, GNSS 7 T T34
BECT, 1 TEAEDCisco 7T FHIEZGPSHATHY, 77
SKUIZGNSS # Vi — 95 Z & BRI R STV D ML)
HoEF,

)

GE) TORF2 AT, BALT—FTFTALAR—ZAD GPS OARICEL LET,

+ LS5 — GPS O {E FAH
RIZ, GPS DWW D OFE BN O TR L £77,

TFT 2T TF T 2 TN T A ADALEIZIE DN TT N, A DEEE ]
A& TT, 1 2OHBE LT, T ARFAENZTY 7T OHRIAET HHEIC
DHTINA ZADENEEFFTHZ ENTEET, 72& L, M, ¥4R7 £1TATM
WNDN—F INAK & 5 REFFTUSN OB SN -5GE, V— X IXB S 2 E\NT 5
ZENTEET, T TS APREBFOEFERE (FER—-V 7)) 5551
T T AENTWNT, EOTNA ARFRI SN ) TOIMNANLETHZ 57 T R/
RARNT IV = a v BNRHLESES, 770 75—y a Vi3ZFoL—2 O %ICH 54
TINA ASOBEOF A ZEILTHENTEET,

Ty MM ToFRUT TRy MR TR UTIE, BEBREIET A AOHEDESR X
ORRE/EMEA R T 5 L W HOBEETY, IRRE/EMEICET 2B HRIE. 7 7V RIAA T
Vir—vay, 3%y NT—7FBY — Lo TRETEET, LTz, FFED
TS AMEBRON BB OERIC L > CTHERGAENH Y £, =& 21F, EESH
X, EMOTELEY O EREE TR T S572012, T v o, S, BIOMAAONE
EHETAS ZERMENL LVERT A, MEZMAZEIZLY ., FEOREEMIT IS
HEIE SR &l 2 O BRI Z BN T £,

REZIORE . 0 VO EMR XA DAX T ERET 5720, £z sniz/ 27
Va— )L ENTN—FEREA L CH AT B IEMIZFEITT D201, b—F O IERE I
GINBEELRGANHD £, IRWICE -2 TE, V=2 BNET 1 v 7 % EkEE ORI &
T HERNH LG LLER A, HE~OREC, EHBE SH#HENMCH D BE A HE
TR, FTLIENTP b —_—D W REE SN2 7 T A4 X— b % v N T —7 ~OEHki & fE
HLIEEMOSGE, RAZFEY TERWAEERH Y £7,
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e T TV ELIOX ~DGPS A MY —I 7 5 LT GPS AR > TV BHEE. NMEA
A MU —2L% ngiolite B 22—/ b IOx IZHAE TE £4, ZO#E#EM AT, Linux & 10x

115 Il N 9 (S AN
Z k @:iof%ﬁéﬂiﬁ—o

TILF—GPS /AT A—4
KOFXEZIMLTIZEW,

r R T3 _RTODO NMEA A vt —2% 10x IZHEET 5

INTA—4H

TILT—FETLAR—XD GPS

ZA7

TG —FF LX— 2D GPS

PAR— &S5 PID

GPSZ VR — T ABEY 2—/LIHONTIE, XXXE&7 =
VESRLTLEEN,

a7 4 Fal—v gy EF—FR

2B TRy E— R

JERRIC BT i 2 DK

AL RT R E—R 14

show 2~ RTHAR— K INLHMHE

show 2~ FOHITICFKRI N D FEZEIX, GPS DARITE
DN TWVWET,

MERIMX Yy V7L —a v

L

RN IRV 6 D JFERT

JERR IS S, BUSHREO £ RIC 0 £

HEHHT 53 ba—FDOF A 24

controller cellular <slot>

BEREZ AT % CLI Ite gps enable
Ite gps mode standalone
GE) REZAMILEE, 7 LOEREZ ANET
WERH D £,
nmea Z X E T D7D CLI Ite gps nmea

nmeaudp V7 v M &EFET D CLI

Ite gps nmea ip udp <source_ip> <destination_ip>
<destination_port>

show running-config TaX & & 789 % CLI

show run | sec controller cellular<slot>

GPS i) & i 9 % show 2~ K

show cellular <slot> gps

show controller cellular <dot> | inc GPS

I0x 1> GPSnmea NT 7 4 w7 ~DT 7 & A

E— LY

FRy s awr R

debug cellular<dot> messages gps

debug cdlular<dsot> messages nmea
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INTGA—4H TILS—FETLR—XD GPS
Yang €7 VDY R — b PIII

LTE GPS D%
DLFOFEINEIZHE-> T, AX L FTarE—RCLIE®LVT—%5 L% GPS FHIICRTELET,

)

(G¥) 4G LTE-Advanced O34, dotBl#iE. V—% 2oy b, EVa—1 A0y b, BEOER—k
AT ALDOT, 2T v a TRULNET (0/4/0) .

\)

GE¥)  I10SXE17.9.1 LI, GPSIZF 7+ /v N THENZ /R0 £,

FE
OV RERETIVa Y B
AT w 71 | configureterminal a7 4 X2l — gy T— REEBLET,
1
Router# configure terminal
R 72 |controller cellular dot ayhe—I LT —ar7 4 Xal— g F—
f5 NaBta L ET,
Router (config)# controller cellular 0/4/0
R T w73 |ltegpsenable (EE) 77 /L FTiE, GPSBEZTY, a5 H
i - DEHTGPS NN SN TN DIEE, Z0a<wy

RZFH L TH—E 2B EZ AT L ET,

Router (config-controller)# lte gps enable

Z 7w 7 4 |ltegps mode standalone ZH v RTry GPS E— FEEMCLET,
1 -
Router (config-controller)# lte gps mode standalone

AFw 7S5 |end ayhp—5 ar7 4 X¥al—3igr E— REK
i - T L. %M EXEC £— FIZREY £,
Router (config-controller)# end

AT 7 6 |test cellular slot modem-power-cycle GPS L, EF LAOEROHHRARIZOHAGNTIRY
1 - E3
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Router# test cellular 0/4/0 modem-power-cycle

ATy T17

show cellular slot gps
1 -

Router# show cellular 0/4/0 gps
GPS Feature = enabled
GPS Mode Configured =
GPS Port Selected = Dedicated GPS port

GPS Status = GPS coordinates acquired

Last Location Fix Error = Offline [0x0]
Latitude = 37 Deg 25 Min 4.8915 Sec North
Longitude = 121 Deg 55 Min 8.5627 Sec West
Timestamp (GMT) = Wed Nov 7 21:54:18 2018

standalone

Fix type index = 0,

Satellite Info

Satellite
*

Satellite
Satellite
Satellite

*

Satellite

*

Satellite

*

Satellite

*

Satellite
*
Satellite #10, elevation
Satellite #14, elevation
''... truncated ....!!
Router#

Height = 8 m

elevation 45, azimuth 303, SNR 20
#3,
#8,

#11,

elevation 15, azimuth 296, SNR 21
elevation 9, azimuth 227, SNR 27 *
elevation 41, azimuth 270, SNR 27

#18, elevation 64, azimuth 258, SNR 29

elevation 35, azimuth 303, SNR 22

elevation 51, azimuth 140, SNR 24

#32, elevation 46, azimuth 43, SNR 22

25,
68,

97,
26,

SNR 0O
SNR 0O

azimuth
azimuth

W& GPS T — X DR EERLET,

« GPS DIRFENEH (GPS #£%), GPS B, GPSH
)

RESNZGPS E—F (R¥ Y K7 ny)
GPS DALER L OF A LAY T
GPS f# 21

GPS tfe (A2 £ 7213 %))

« BIREN/=GPSA— K (FEH GPS, LUV
T A7 LEED GPS R— 1)

ATv78

show cellular dot gps detail
1 -

Router# show cellular 0/4/0 gps detail

GPS Feature = enabled

GPS Mode Configured = standalone

GPS Port Selected = Dedicated GPS port

GPS Status = GPS coordinates acquired

Last Location Fix Error = Offline [0x0]
Latitude = 37 Deg 25 Min 4.9282 Sec North
Longitude = 121 Deg 55 Min 8.5209 Sec West
Timestamp (GMT) = Wed Nov 7 21:53:52 2018

7 m
standalone

Fix type index = 0, Height =
HDOP = 1.5, GPS Mode Used =

Satellite

Satellite

Satellite
*

Satellite
*

Satellite

elevation 9, azimuth 227, SNR 31 *

#11, elevation 41, azimuth 270, SNR 32

#18, elevation 64, azimuth 258, SNR 33

#22, elevation 35, azimuth 303, SNR 26

GPS 7 — X Ot TR LE T,
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*

Satellite #31, elevation 51, azimuth 140, SNR 27
*

Satellite #32, elevation 46, azimuth 43, SNR 22
Satellite #1, elevation 45, azimuth 303, SNR 0
Satellite #3, elevation 14, azimuth 296, SNR 0
'11. .. truncated!!!

Router#

NMEA 7—2 X R —Z U7 DEME

SER NMEA 2.0 Xfits GPS 7 v % 77 r—3 3 0~ GPSNMEA 5T —4% A U —=3 7
I%. Cisco 4G LTE Advanced. THZNZTE £,

)

GE)  ZO#EIX. LTEGPS ORE L AL NEEICHE T LTWA Z L 2R L LTWET,

Flg
ARV REEET7IVa Y B
R T 71| configureterminal Ay T4 F¥al—gr E— REBBLET,
1
Router# configure terminal
R w 72 |controller cellular slot ayhe—o VT —ar T 4 FXal— g F—
i - RZBBLET,

Router (config) # controller cellular 0/4/0

R 7 3 |ltegpsnmea {ip | udp [source address][destination NMEA %A% L% ¥, Cisco 4G LTE Advanced %
address][ destination port] } IPNMEA D&% F— k LTWEF. Lo T.
- PAUE=—T a2 ABLRI I TN E =T A
AF T a A TEERA,

Router (config-controller)# lte gps nmea ip

F720%

Router (config-controller)# lte gps nmea

25w F4|end ayvheg—F a7 4F¥alb— g EF— FEK
i - T L. ¥ EXEC £ — FIZRY £,
Router (config-controller)# end

AT 75 |test cellular slot modem-power-cycle GPSIE, T LAOERDOFHRAZRIZOHEGHII2Y
1 E R

Router# test cellular 0/4/0 modem-power-cycle
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ATvT6

show cellular slot gps
1 -

Router# show cellular 0/4/0 gps

GPS Feature = enabled

GPS Mode Configured = standalone
GPS Port Selected = Dedicated GPS port

GPS Status = GPS coordinates acquired
Offline

Last Location Fix Error =

[0x0]

Latitude = 37 Deg 25 Min 4.8915 Sec North

Longitude = 121 Deg 55 Min 8.5627 Sec West

Timestamp (GMT) = Wed Nov 7 21:54:18 2018

Fix type index = 0, Heigh
Satellite Info

Satellite #1, elevation 4
*

Satellite #3, elevation 1

Satellite #8, elevation 9

Satellite #11, elevation
*

Satellite #18, elevation
*

Satellite #22, elevation
*

Satellite #31, elevation
*

Satellite #32, elevation
*

Satellite #10, elevation
Satellite #14, elevation
... truncated ....!!
Router#

t =

5,

5,

41,

64,

35,

51,

46,

25,
68,

8 m

azimuth 303,

azimuth 296,
, azimuth 227,

azimuth

azimuth

azimuth

azimuth

azimuth

azimuth
azimuth

270,

258,

303,

140,

SNR 20

SNR 21
SNR 27 *

SNR 27

SNR 29

SNR 22

SNR 24

43, SNR 22

97, SNR O

26, S

NR O

WD GPS T — % DEKEFRLET,

« GPS DIRFETS R (GPS %0, GPS Hf5. GPSH
Zh)

BREENTZGPSE— R (R¥ L K7 mrY)

GPS DNLEB L OH A L AH T IEHR
GPS #2115 H
GPS B&rE (A %h & 7= 13 8E%h)

BRI N7ZGPSA— b (FEAH GPS, BLUVNA
7 A7 LEBED GPS R— 1)

ATy T17

show cellular dot gps detail
fi

Router# show cellular 0/4/0 gps detail

GPS Feature = enabled

GPS Mode Configured = standalone
GPS Port Selected = Dedicated GPS port

GPS Status = GPS coordinates acquired
Offline

Last Location Fix Error =

[0x0]

Latitude = 37 Deg 25 Min 4.9282 Sec North
Longitude = 121 Deg 55 Min 8.5209 Sec West
Timestamp (GMT) = Wed Nov 7 21:53:52 2018

Fix type index = 0, Heigh
HDOP = 1.5, GPS Mode Used

Satellite Info

Satellite #8, elevation 9

Satellite #11, elevation
*

Satellite #18, elevation
*

Satellite #22, elevation
*

t =

, azimuth 227,

41,

64,

35,

7 m

standalone

azimuth

azimuth

azimuth

270,

258,

303,

SNR 31 *

SNR 32

SNR 33

SNR 26

GPS 77— ¥ Ol R LET,
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Satellite #31, elevation 51, azimuth 140, SNR 27
*

Satellite #32, elevation 46, azimuth 43, SNR 22
Satellite #1, elevation 45, azimuth 303, SNR 0
Satellite #3, elevation 14, azimuth 296, SNR 0
'11.. . truncated!!!

Router#

TILS—AR—XGPSDT/IN\NVYT

WDavr REFHALT, BT —_X—ZGPS OEEEZT Ny 7 LET,
» debug cellular <slot> messages gps

« debug cellular <slot> messages nmea

GPS & NTP /By ¥ [FEA

ZOMEEIZEY . L—ZDLTE EF A (LM960 <) 7750 NTP OREZJR & LT GPS
MRAEM72 D £,

GPSHEIIZA R T X L0V —RA L LTHREL . IOSNTP — R—[ZIA T XL 1T A AL L
THEBEL £, WICZIOSNTP #—R—MMENTP 7 A4 7 F (AT EZL2BLWN3) &7
vy 7 EEN RS E T,

NTP 7 1 v 7 FIHIMSRE 2 I 51212, £ TEALTFT—FET L GPS ZANCTHLENRH Y £
T kDI aroa<wy REESIBLTL E X0,

ARSI A AR —T (4R
LTE GPS W[ % NTP #6212 L CTHZNCTAHI121%. RO CLI A L TRETHIHLERH Y
F9, CLINRESNTWARWEEE ., LTE £7 L8H T GPS 12 X » THS S #v7- LTE BrRi i

BEZIRIC 72 0 £8 A,
OB TIE, CLIZEHLC, /1 v F—T =2 AT LERZHRE L TCERLET,

\}

GE) BELIYELLTWARR Y MILTEETIANEEINTWVWAZ 2R L TLIEE N,

Route (config) # ntp refclock gps interface <Cellular Interface>

Router (config) # ntp refclock gps interface ?
Cellular Cellular WAN interface

ERED CLIBRES LD &, FXTD NTP CLI @ show =~ > FIZ LTE £7 L) b ORffi] &
S B I N R e U S
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Router#show cellular 0/1/0 gps

GPS Feature = enabled

GPS Mode Configured = standalone

GPS Port Selected = Dedicated GPS port

GPS Status = GPS coordinates acquired

Last Location Fix Error = Offline [0x0]
Latitude = 37 Deg 25 Min 5.1159 Sec North
Longitude = 121 Deg 55 Min 8.4338 Sec West
Timestamp (GMT) = Thu Apr 22 02:03:07 2021
Fix type index = 0, Height = 28 m

Satellite Info

Satellite #5, elevation 39, azimuth 49, SNR 29 *
Satellite #10, elevation 1, azimuth 212, SNR 22
Satellite #12, elevation 2, azimuth 164, SNR 22
Satellite #15, elevation 23, azimuth 130, SNR 25
Satellite #16, elevation 7, azimuth 323, SNR 26
Satellite #18, elevation 51, azimuth 286, SNR 32
Satellite #20, elevation 73, azimuth 188, SNR 29
Satellite #23, elevation 30, azimuth 206, SNR 28
Satellite #25, elevation 29, azimuth 189, SNR 25
Satellite #26, elevation 25, azimuth 305, SNR 29
Satellite #29, elevation 75, azimuth 53, SNR 31 *
Satellite #2, elevation 0, azimuth 74, SNR 0

* % o X

Satellite #13, elevation 15, azimuth 94, SNR 0
Satellite #78, elevation 21, azimuth 309, SNR 31 *
Satellite #77, elevation 26, azimuth 250, SNR 14

Satellite #76, elevation 4, azimuth 203, SNR 24
Satellite #65, elevation 19, azimuth 170, SNR 24
Satellite #88, elevation 19, azimuth 299, SNR 29 *
Satellite #87, elevation 47, azimuth 337, SNR 30 *
Satellite #71, elevation 38, azimuth 50, SNR 28 *
Satellite #72, elevation 49, azimuth 125, SNR 24
Satellite #70, elevation 0, azimuth 0, SNR 0
Satellite #86, elevation 31, azimuth 70, SNR 0
Satellite #1, elevation 13, azimuth 185, SNR 0
Satellite #7, elevation 19, azimuth 53, SNR 0
Satellite #19, elevation 16, azimuth 157, SNR 0
Satellite #24, elevation 28, azimuth 300, SNR 0
Satellite #31, elevation 40, azimuth 239, SNR 0
Satellite #33, elevation 64, azimuth 12, SNR 0 **

BEAJRE LCGPS 2T 29I/ v H—T = AEHRELET,

Router#config term

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #ntp refclock gps interface Cellular0/1/0
Router (config) #end

T va R LET,

Router#show run | sec ntp
ntp refclock gps interface Cellular0/1/0

Router#show ntp associations

tin
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. Yang £ FIL DY R— k

address ref clock st when poll reach delay offset disp
~127.127.5.1 .GPS. 0 - 16 0 0.000 0.000 16000.
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

Router#show ntp status

Clock is synchronized, stratum 1, reference is .GPS.

nominal freqg is 250.0000 Hz, actual freq is 249.8750 Hz, precision is 2**10
ntp uptime is 393200 (1/100 of seconds), resolution is 4016

reference time is E42B582E.00022760 (02:04:30.000 UTC Thu Apr 22 2021)

clock offset is -0.0328 msec, root delay is 0.00 msec

root dispersion is 7939.08 msec, peer dispersion is 7937.98 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is 0.000499999 s/s
system poll interval is 64, last update was 6 sec ago.

Yang ETILDHYHR— k

Yang E7 /L OHR— I, LFO CLI CHHTE %7,

Y

GE) FELIS>ELTWAEZT Y MILTEET ANEESNTNASZ L 2R LTI EE N,

ROa<xy REFEHLT, BEATF—A L F—T oA ADZA LAZ T % NIP VY —AL LT
E LET

ntp refclock gps interface <cellular 0/x/0>

ROa<wy REFHLT, EAT7—A L F—T 2 ADZA LAZ T % NIP VY —AL LT
SN L ET,

[no] ntp refclock gps interface <cellular 0/x/0>

N

GE) BEETNMIIE, ET VT 7 A L Cisco-I0S-XE-ntp.yang i f T& £7,

Yang E7 /LDl
LT —2m v b1

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<ntp>
<refclock xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-ntp">
<gps>
<interface>Cellular0/1/0</interface>
</gps>
</refclock>
</ntp>
</native>
</config>
</edit-config>
</rpc>

B LS5 —TFSHITNAVE—TIARES2—LEEHAF
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<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<get-config>
<source>
<running/>
</source>
<filter>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<ntp>
<refclock xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ntp"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" nc:operation="delete"/>
</ntp>
</native>
</filter>
</get-config>
</rpc>

A AE DOHIER

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<ntp>
<refclock xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ntp"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" nc:operation="delete"/>
</ntp>
</native>
</config>
</edit-config>
</rpc>

Linux £720X10x 27 F 06, RO tty # NMEA b7 7 4 v Z IR CTE £,
* /dev/ttyTun9
* /dev/ttyS2

Bl - GPS 7T Hr— a3 DR b —N~DEH

GPS 77V lr—varuhR AT HYE—RF B —NIINMEA T —¥ %7 (— R TX 7,
P, A=y b =T NEHEALT, I LAN HDVEWAN R h U — 7 H
T—H *&ﬁf%i?‘ TTV =g T TAR—REYR— ML TWBEE, TV
TR —FxZIab—rary ol 7 A%2ET LT, LAN £7213X WAN #5 CIRAET U 71
N— M EAER L £,

ELS—T5HINAVE—Tz4RECa—LEEAIF ||
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(F)  Microsoft Streets & Trips £, Microsoft ® Web %1 "6 X4 7 — RKTEL, T4V A Y
72T T,

Cisco 4G LTE-Advanced % IP #%H C Microsoft Streets & Trips 23EN{ET 2 PC (8¢ D 1213,
WO FNEEFATLET,

1. 4—Y%Fv N7 —TNTPCEN—FEDRTET,

2. PCLN—HXTping &F(TTELHZLEAMERLET,

3 PCOVITNR—FUXA LI ZEEELET,

4. )—% D NMEA RN— MIEHET 2MAET ) 70 R— M2l L £7,
5. PC T Microsoft Streets & Trips Z2#h L 9,

6. [GPS Menu] Z#R L E7,

7. [Start Tracking] #7 V v 7 LE 7,

8. /L—# Tshowcdlular 0/4/0gps 2~ > RO DIZKVALET 4 v 7 A% LT-5E, Bl
TENLIEN 7 7 7R &, ZOHSEF L ET A ENTZREEAD Ky N — Y LR
~ Yy FICFRREINET,

GE) (iBE74 v 722 FFTELTWARWES. Microsoft 7 U r— g U3 E A LT T e o
TOUranx4,
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« 7 4 DM v ZIEEORE (113 ~—)

«fil : DM 1 Z OBGE (115 =)

Ml 2—=T 4 VT 4T T v a~D dm-log DFFE (116 ~<—)
« 7 LD crashdump EEDFHIE (117 ~—2)

cET L RS T X UTEROFTR (118 =)

« %4 : show cellular logs dm-log ==~ > RO AH (119 <—)

« f51] : cellular logs modem-crashdump =~ > RO (119 ~<—)

ETLDMOSIREDETE

Diagnostic Monitor (DM) = 7%, HEHEKREA o F—T7 = A ZZN L TET LLER Y FU—
IHIOT—% NI varEXy T Ty T HET LAOMIETT, ZOMEEIX. 3G BLW
AG DT — AR E T NIRRT —~< V ADEEEE N T TN a—T 4 T T DR Y —
LTI,

DM B 7 7 ANBFX ¥ 7T v END L, Sierra Wireless SwiLog X° Qualcomm QXDM 72 K D
Wiy 7 b7 Y=L EEALT, DM a2y 77 A LEEAL L, MBEZHEFETSZ N T
X FF, CiscoTAC DAL /N—|X, DM B 7 7 A LV OEALICENL L £ 7,

DM u ZIE AR ET HITIE, FiME EXEC E— RCHME L, koa~<r REANLET,

FIE

ARV RFERFTIaY

B8

X w 71 | configureterminal Jua—r>)Lary 7 4 F¥al— gy ET— NeBith
1 LETS
Router# configure terminal

R w 72 |controller cellular <slot> AL T—aryiie—Tar7 4 X=l—3 gy F—

1 -

RZPihs L £9,
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Router (config) # controller cellular x/x/x

ATvT3

Ite modem dm-log enable

1

Router (config-controller) # lte modem dm-log enable

LTEES ADODM B X2 V2R ELET,

* autostop : KIZHESWTDM R~ DF v 7 F ¥
ZABIIFLE L ET,

link-down : BNV T —A X —T A ADY T
VAV N

timertimer : 43 A7 O EERY

DM a7 DOFxx 7F ¥ ZEE L F9,

* enable :

* filesize <size> : BIIO DM 1 7 7 7 A V& AERK T
HENC, %DM a7 7 7 A VD Ka 77 7 A
NP A X% MBHNCTIRELET, ETED
TEOFPAIX 1 ~64 T, T 74/ ME20T
T

« filter location: <filename> : YR DIFAFH> &8 4
LZDM e 7 4 B EFEELET,
—bootflash : 7 7 A )V
—flash: 771 /L

GE) T—= 7 Tvvalt 7Ty ald,

DMu 277 4 V&7 7 A ILDOME—DA

NIRRT AT T,

GE) DMwuZ 74L& 77 APREES
NTWZRWEAIEL, —Z I EDIL
H7 4y 77 A NPNMERSINET,
GE) DMuZ2 7 4% 757 A0, sqf B

KT HRLERDHY £7,

e rotation : X H H VDM 7 7 7 A IV E D
DICEEWZ 52 LT, M2 DM 17 7 X v
TFx A REIZ LET,

» size <log-size> : €T AN DM BV 7 7 A )LD
Xy 7Ty 2L T oI, T h T Ty
FXT7 T v 2 THRERTXTO DM 1 7/
7 7 A NVDIRKEFY A X% MB B THEE L
T, B—T—Ta rBERIR-oTWDBE
By 2OV A RRREZMIZT DI, Kb
DM 7 7 A VI3 HT D DM 7 7 A VI E S 2
LIVET,
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1 -
Router (config-controller)# end
R T 75 |show cellular <slot> logs dm-log (EE) DM v 7 ORRE & ftatEma R LE T,

1 -

Router# show cellular x/x/x logs dm-log
Integrated DM logging is on

output path = Utility Flash

filter = MC74xx generic -
v11026_Generic GSM WCDMA LTE IP-no-data-packets.sdf]
maximum log size = 0

maximum file size = 0

log rotation = disabled

33 packets sent to the modem, 4663 bytes, 0 errors
28521 packets received from the modem, 13500758
bytes, 0 input drops

28521 packets stored in utility flash, 13500758

bytes

current file size = 13500758
current log size = 13500758
total log size = 13500758

Utility Flash DM log files = (1) files

5 -DMOYD

=JuL =
X B

WOHIE, FiedZ & %2175 HiEERLET,

T =TTy aFlET T v v al

Z 512 MB IZIRET 5

RFETXATRTODME Y 7 7 A LDFERFA X

DMV T 7 ANDERRKY A X% 32 MBIZHEET D

« 77 v 2 CMCTxxx_GPS Log.sqf DM 1 7' 7 ¢ )V ZE 3 %

=T —a EAMNTH
*DM B 7 DX ¥ I F v AT D
Router (config-controller) #

Router (config-controller) #

Router (config-controller) #
Router (config-controller) #

Router (config-controller) #
Router (config-controller) #

Router (config-controller) #
Router (config-controller) #

controller cell x/x/x
lte modem dm-log size 512

controller cell x/x/x
lte modem dm-log filesize 32

controller cell x/x/x
lte modem dm-log filter flash:MC7xxx_ GPS_Log.sqf

controller cell x/x/x
lte modem dm-log rotation

ELS—T5HINAVE—Tz4RECa—LEEAIF ||
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Router (config-controller)# controller cell x/x/x
Router (config-controller)# lte modem dm-log enable

Router (config-controller)# controller cell x/x/x
Router (config-controller) # end

Router (config-controller)# controller cell x/x/x
Router (config-controller)# lte modem dm-log size 1024

Router#show running-config | section controller
controller Cellular x/x/x

lte modem dm-log filter flash:MC7xxx GPS Log.sqgf

lte modem dm-log size 512

lte modem dm-log filesize 32

lte modem dm-log rotation

lte modem dm-log enable

lte modem dm-log size 1024

Router#show cellular x/x/x logs dm-log
Integrated DM logging is on

output path = Utility Flash

filter = flash:MC7xxx_ GPS_Log.sqgf
maximum log size = 536870912

maximum file size = 33554432

log rotation = enabled

32 packets sent to the modem, 3879 bytes, 0 errors
158324 packets received from the modem, 75971279 bytes, 0 input drops
158324 packets stored in utility flash, 75971279 bytes

current file size = 8863042

current log size = 75971279

total log size = 75971279

Utility Flash DM log files = (3) files
end

Router#dir flash:dmlog*
Directory of bootflash:/dmlog*

Directory of bootflash:/

27 -rw- 33554069 Jun 7 2020 18:08:46 -08:00 dmlog-slot4-20200921-172930.bin
2885718016 bytes total (521891840 bytes free)
lte modem dm-log size 1024

Router (config) #controller cellular x/x/x
Router (config-controller) #no lte modem dm-log enable
Router (config-controller) #end

Bl : A—FT4) T4 275 va~D dm-log DEXE

Router (config) #controller cellular x/x/x

Router (config-controller) #1te modem dm-log enable

Router (config-controller) #

*May 8 17:57:09.905: %SYS-5-CONFIG I: Configured from console by console
Router#

Router#show cellular x/x/x log dm-log

Integrated DM logging is off

Output path = bootflash:

Filter Type = Default

Filter Name = v11026 Generic GSM WCDMA LTE IP-no-data-packets.sqgf
Maximum log size = 0 MB

Maximum file size = 0 MB

B LS5 —TFSHITNAVE—TIARES2—LEEHAF
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E 7 L0 crashdump IREDHHE .

Log rotation = Disabled

Router#show cellular x/x/x log dm-log details

Integrated DM logging is off

Output path = bootflash:

Filter Type = Default

Filter Name = v11026_ Generic GSM WCDMA LTE IP-no-data-packets.sqgf
Maximum log size = 0 MB

Maximum file size = 0 MB

Log rotation = Disabled

Packets sent to the modem, 0 Bytes, 0 Errors

Packets received from the modem, 0 Bytes, 0 Input drops
Packets stored in file system, 0 Bytes, 0 Errors, 0 Aborts
Max rcv queue size

o O O O

Current file size = 0 MB
Current log size = 0 MB
Total log size = 0 MB
Router#

£ LD crashdump IREDE 1L

ETTLDY Ty a Ly TOWEIE, 77 =L V=T 7Ty aDT Ny TIRALLES, 7
Ty vaT—HENETHIZE. 7T v aBilmemdump E— ROEFIZRD L HITET A
EHEARRETHSLENDH Y £9, memdumpT— NiE, 7 7 v ¥ 2 5 —F ZINET D memdump
2—=T 4 VT 4 ORI T— b T R A=/ K E—FTT,

E7 LD crashdump DINEE AN T DHITIE, WOFIEZFEITLET,

\}

G MAEET LD T vraF o TINEMKEIZ, 3GHSPA BL 4G X—2DE® LT —FT L TOD
HYR—KEINTWET,
IR BHHII

FNRA AL, T— TV RE— L K E—RTHAILERHY £,

Routert#conf t

Enter configuration commands, one per line.
Router (config) #fcontroller cel x/x/x

Router (config-controller) #lte modem crash-action ?
boot-and-hold Remain in crash state

End with CNTL/Z.

Router (config-controller) #1te modem crash-action boot-and-hold

ZOFE—KRTIEX, V=N 7 Tvadde, TORENERSL, BIEZ2RAETA, T
THNVITE, 7T v var7r7vadAiViey hanEd, 20, ETALF7 Ty 2TD
Uty hE, BT 20RENRITENET, LRROT— T RE—L Kavr R
o TETLEY T vy 2 RRBICHEFF T2 2L C, RO~ RICEVW I Iy v a7k
XY T FXITHIENTEET,

Routerftest cell-cwan x/x/x modem-crashdump ?
off Disable Modem firmware crash dump
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on Enable Modem firmware crash dump

Router#test cell-cwan x/x/x modem-crashdump on

ZHICED, 7T a IRy I FrIn, 77 v allRFEINET,

FIE
ARV RFERERTIVa Y E]:3]
Z 5w 71 |test { cell-cwan } <dot> modem-crashdump { on BT LDY Ty a2 T ONEE AN E T IT L
<location> | off } I LET,
E « cell-host
izzziiﬁftest cell-host x/x/x modem-crashdump on CEHEST 5 kT e ADE T

« cell-cwan
CPIMICBITAELT—DF—T— K,
» dot

PIMOBEE, AT v aTRY - L—F A
2y b FEVa— Ay b BRUHR— b

xxx72E) o BET T v N7 +—LDYA
7o 0,

*0On

IS yvalrToa SIEREDCLE
ﬁqo

« location

CET LD Ty a BT e S BMEAESND
%65 URL #48E L £,

« Off

Ty a R Tou SINEESEYZ L E
‘ﬁ—o

ETLAYT IS5—EXUTERORT

3G DA MMEILRO—E L LT, == M4 (atlerrds L Uat!lgedump) (&, Cisco 10S CLI
EHALTEF MCRERETE, Y/ xI— L Z o P HRETIET 570N T— EF LD
V=R telnet ¥ v ¥ 3 VERETHLENRD Y EH A,

Ry =L TEREBSTHICIE, ROFIEEZFETLET,
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\)

{5 : show cellular logs dm-log 2 < > KD H 51451 .

6=

TTF LA 07 27 —BLOF U FIEMKREIX, 3G SKU TORYR—hEHTWET,

FIE

ARV RFERERTI VA Y

=)

25 71 | show cellular <slot> log error EFAOBS TT— b F L TEREFTRLET,
fi
Router# show cellular x/x/x log error

R v 72 |test cellular <slot> modem-error-clear (EB) =79 LX T VLoRE2E 7 VT LET,

1

Router# test cellular x/x/x modem-error-clear

TNV ETIE, =T —¢EX T VURAZL, B
MORBRIZZ VT SNFEEAL, ZOa~r RiL, B
BBV AN VT END XK ICHRIEEZET
L9, TORE, AT =~ RXTF47 CDMA T
X Tatlerrcr==1] . GSM &5 A TCit latlerr=0J 2
EEINET,

{5 : show cellular logs dm-log 2 < > KD H 7145l

IZ show cellular logsdm-log =~ > RO Nl Z R LET,

Router# show cellular x/x/x logs dm-log

Integrated DM logging is on
filter = generic

maximum log size = 67108864
maximum file size = 20971520
log rotation = disabled

7 packets sent to the modem,

75 packets received from the modem,

75 packets stored in file system,
2 max rcv queue size

current file size = 57123
current log size = 57123

total log size = 57123

DM log files: (1 files)

3232 bytes,
57123 bytes,
57123 bytes,

0 errors
0 input drops

0 errors, 0 aborts

{5 : cellular logs modem-crashdump 3 < > KD H A4l

7 IZ show cellular logs modem-crashdump =~ > ROHA#IE R L E9,

Router# show cellular x/x/x logs modem-crashdump

Modem crashdump logging: off
Progress = 100%
Last known State = Getting memory chunks
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. {5 : cellular logs modem-crashdump 21 < > R @ H 751

:0x8000]
:0x8000]
:0xC000]

:0x10000]
:0x10000]
:0xC000]

:0x18000]

Total consecutive NAKs = 0

Number of retries = 0

Memory Region Info:

1: Full SDRAM [Base:0x0, Length:0x2000000]

2: MDSP RAM A region [Base:0x91000000, Length
3: MDSP RAM B region [Base:0x91200000, Length
4: MDSP RAM C region [Base:0x91400000, Length
5: MDSP Register region [Base:0x91C00000, Length:0x28]
6: ADSP RAM A region [Base:0x70000000, Length
7: ADSP RAM B region [Base:0x70200000, Length
8: ADSP RAM C region [Base:0x70400000, Length
9: ADSP RAM I region [Base:0x70800000, Length
10: CMM Script [Base:0x6A350, Length:0x310]
Router#
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va—bAytE—UH—EX (SMS) &
Dying Gasp

ZDEL, ROETHERINTWET,
« SMS 2B B %4E (121 ~—)
ea—h AvbE—U P —E R (SMS) HRE (122 ~=—3)
cAGSMS A vE—V v 7 oEE (122 2—)
« FR— FERET LD Dying-Gasp SMS %1 (124 ~=2—7)

SMS [CRAJ €S

SMS %, Dying Gasp #§#E (&5 SMS) #EH YV a2 — a UV TCIEHTZ L2 /LT D%
PEEHTEET, HRESMSAR L, o SMS OEIFHER I EFA, ROBEELBHAL T
X\,

A

aBa
==

BEIESMS NFH &, T 27T 4 772227 )7 MCEEMT SN TWDHHE, T/314 AT SMS
EHRAT 5L, SMS a~ 2 RENLEET ARBEOESIET 72 A8 L OV E T IXRGRIAET 7
TANHFIENDLTZD, BX 2T 4 VR PECHAREEERSH Y £9, SMSIE, FCTHRIT
SINDHavy RTEEFEINLTZH, —E A% (DoS) WEDOKR LR MEELH D F

R

X2 VT AORANTTITF 4 2L LT, Y22, BICEERAN VTS5 A NS VF v £~
AR PE D Z BRI BT D[RR B D56, 10T L—% O LTE 78— MIBEHEA T bz
YNT—TH T P TSMS ZEA LRV E ) BEID LET,

X2V T 4 &2 T S0, Xy FT— 7 TS AZEEAST SN EEED LTE 7 w7 v
K CSMS —ERAZEMN_TBHL OV —EAT oS X —IKEHTDHZ E2BEIDLET,
HHOLTET AUy bOBE, V—EAEXEICLTE Y —E 2L LTIESMS Y —E R EZIEE
LTLEEN,
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B o= rve—vy—Ex (sms) e

va—hkAvE—UH—EX (SMS) #EE

BNV T—TTGHITNA L E—T oA ATHEHESND EBOET AL, SMS A vE—TD%(F,
EE. 7047, BLOHIKREZYR—FLTWET, ZOPR— ML, HK25BO%E
T XA MERBEIE, TN EDRA =V OB RAEZ L Ty AN alr—2ar~DT —HAT
DEENET, SMSITEEOBEFH(ELT THAR— M TWVET,

YNNT—TITHTN A B —T 24 ADERIZHDEEMT A AL, A b=V RZEE
DN—HZBZETDHET, BAT—HU—%2 L TELT—Y T ETSMSTHAMA vE—
VEREL, TOBRZEEDON—ZNZEEDT A A (HEREERE) [CEmLEST, ZE
TR AL, EERT A AT DIEEEZET ORI U7 e A2 MH L9, SMSEE
DEHET B2, =2 R2—WFIETF R MRHSTNA A, EHIEETTX A MNET T 7
VUHRMBETT, T R 2—YRTFTRXRNETT T UEFEH L TWRWEES, EYED SMS BHe
DT XA MEERICHEA SN ET,

4GSMS A v t&—T VT DERTE
A\

(G¥) 4G LTE-Advanced O34, unit8li%x, »—#%xo v b, FVa—1Aay b, BLOKR—K
ZHATHLDOT, AT vaTRULNET (0/4/0) .

Fg
OV RFERET7TIV3 Y B
25w 71 | configureterminal a7 4 FXalb—vary '— REBBLET,
{5
Router# configure terminal
R w 72 |controller cellular <unit> avhur—5 LT —ar T 4 FXFal— g F—
5l - FaBEth L E T,
Router (config) # controller cellular 0/4/0
R T v 73 |Itesmsarchive path <FTP-URL> FTRTOAHS SMS A v —V%%D FTP Hh—
i - DT F VT NABRELET, 74T A%
, i ETDHE, SMS A vE—UNEEBLORZEEIND
Router (config-controller)# lte sms archive N _ . R ..
path T FIVE DEKEIZ, KD L DI outbox 33 L TN inbox

ftp://username:password@172.25.211.175/SMS-LTE H g @JE‘/]&:{T.HJD SNE j—o

ftp://172.25.211.175/SMS-LTE/outbox
ftp://172.25.211.175/SMS-LTE/inbox
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I Ya—hrAyE—TH—EXR (SMS) & Dying Gasp

6sms » v te—oornEE [

AU RFERETIVa Y

B8

ATvT4

cellular unit Itesmsview { all | ID | summary }

1

Router# cellular 0/4/0 lte sms view summary

ID FROM YY/MM/DD HR:MN:SC SIZE CONTENT

0 4442235525 12/05/29 10:50:13 137 Your entry last
month has...

2 5553337777 13/08/01 10:24:56 5 First

3 5553337777 13/08/01 10:25:02 6 Second

ETFAMMIL o THZBENEEETIFA N A vE—
DODNREFRLET,
call : BT AL o TG INTo K255 DA
BFXARN AvE—VONKEERLET,
cID: BEFTEANAvE—VDI BTSN
ID (0~255) DAY E—YORNFEFERLE
‘j‘o
csummary : EF AL > TRIESNTEERETF
AR AvE—VOEHEFRLET,

ATv 75

end

1

Router# end

a7 4 FXal—varyET—REKT L, FiiE
EXEC £— FIZEY £9,

ATvT6

show cellular unit sms

1

Router#show cellular 0/4/0 sms

Incoming Message Information

SMS stored in modem = 20

SMS archived since booting up = 0

Total SMS deleted since booting up = 0
Storage records allocated = 25

Storage records used = 20

Number of callbacks triggered by SMS = 0
Number of successful archive since booting up
0

Number of failed archive since booting up = 0

Outgoing Message Information
Total SMS
Total SMS
Number of
Number of
0

Number of

sent successfully = 0

send failure = 0

outgoing SMS pending = 0

successful archive since booting up

failed archive since booting up = 0

Last Outgoing SMS Status = SUCCESS
Copy-to-SIM Status = 0x0
Send-to-Network Status = 0x0

Report-Outgoing-Message-Number:
Reference Number = 0

Result Code = 0x0

Diag Code = 0x0 0x0 0x0 O0x0 0xO

SMS Archive URL = ftp://lab:1ab@1.3.150.1/outbox

EZEINTEZTIA N A vE—VOTRTCOEHRE
FRLET, A vb—UBRICITREFA. 26,
T—=HAT, EERETIFA N A vE—URNEEN
F£9, #1772 FAILED & 72~ 72854, LTE HA DT
T —IERNERINDIBELH D F7,

ATy T17

cellular unit Ite sms send number SMS Text
fi

I—PFIZTFARN AvE— F530RNHBEA.
MOEN 2 Z(EL ~D AGLTE /N K SMS A vt —
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Ya—kAyt—SH—ERX (SMS) & DyingGasp |

ARV RFERETIVa Y

B8

Router# cellular 0/4/0 lte sms send
15554443333 <sms text>

VIEEEAIZLE T, number 51%E. SMS X v
U EH DO BRI T,

GE)  10HTE7ZIX 1T (FERR) HFZNT F A
N2 EE T D 12D O 2 B fE AT
To & 2L, i T2 UL
T, THIEYR—FShEEA,

X 7w 78 |cdlular unit ltesmsdelete[ all |id ]

1
Router# cellular 0/4/0 lte sms delete /
all | id ]

EE) AFEUDNB 1 2DRAvE—ID 720137
RTCOBEFEEHRA v =Vl L E T,

H7R— kxR ET LD Dying-Gasp SMS & 4]

RITEZRAT

* Dying Gasp & AR — M 5E7T A

» Cisco Network-Advantage 7 A & > A

EM7430. EM7455 £721% P-LTEA18-GL BT L& HTH TSI H TN A v B —T = A FE

Ya—/L (PIM) IZ1E, Y 2= ~DBEBINDKONTZHAIH AT, T MIEH MG
H72bOBMOar T YRS ET, ZHICEY, TET LAOEEREBERA 7 NAREIC/RD F
T, BAOHEKPHmHIND L. T LITRERC dying gasp SMS #5535 Z L BRE S

i‘@_o

WIZ, EElid 7 & SMS A vt —T 2 H LT dying gasp ZaX ET D014 R L E7,

#controller Cellular 0/4/0

#lte dyinggasp sms send 9119110911 “Losing Power”
Warning: Enabling Dying Gasp SMS configuration completed successfully.
Please reset Modem for the changes to take effect

SJL =
=X TEFIE
XFyvF|avok H&Y
1 configure terminal Ja—r~ ) ar74X¥al— gy F— REBEBL
ESc
2 controller Cellular <slot> LT —FVa—ariue—T ZAay hOA
H—T A A a<w N E— KB LET,
3 Ite dyinggasp detach enable | 2% {Z B 5>k © dying-gasp BEREZ AN L £77,

B LS5 —TFSHITNAVE—TIARES2—LEEHAF



I Ya—hrAyE—UY—ERX (SMS) & Dying Gasp

% 7 1l

RFyvF|avo R ]3]

4 Ite dyinggasp smssend & # TT7 v N7 k=L FE R 2= VOBEFRNA I
<phone number> <SMS Rot-lxlz, FFANLEETS SMS 7% 2 |k
message>; Avt—VBIOTFA A vE—VONEELZE

TOEMETERELET,
5 exit a7 4 X2l —varEKRTLET,
6 write mem N—FRERDOEF 237 L E T,

WOFNE, A2a vk 0/1/0 DEILT—F Y 2—/L T dying-gasp BEREAZ AN L. SMS Z32(57
LEME T, BRBEERICET ADOEEINDIRED SMS TF A M A v E—VEIEET

L HEER L TVET,

router# configure terminal

router (config) # controller cellular 0/4/0
router (config-controller)# lte dyinggasp detach enable
router (config-controller)# lte dyinggasp sms send 4081112222

IR1800-#999 EM7455 powered off!
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REHI
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.9,
kST a—FTa 8

ZOFEF, WO THMEINTHET,

o T— XM E DR (127 X—)

A5 HIRE OMERE (128 X—2)

s =R TS TEY T 4 DR (128 X—)
e T aw KT (131 =)

T — 2 R TE DHERE
T SR IE ST HIIE. IROFIRIZTENE T,
1. cellular profile create =~ > REZMEH L TET L T —% I 7 7 A VE{EEL, BT —
A7 =72 ATDDR ZRE LT, V—FnbUAY LR Ry MU= fEH THRA
T ping Z 55 L £,
2. ping IR L7=HE1L, IRD show 2~ REFX v 7T v LET,
* show version
* show cellular 0/x/0 all
» show controller cellular 0/x/0 all
* show interface cellular 0/x/0
* show dialer
» show ip route
* show running-config
3. KV NI TIN Y a—T 4 U TIZOWVWTIE, debuga~ 2 Kb hL—R&X ¥ 7 F v
LET,
e debug cell all : T XTHOT /Ny 7
« debug cellular async : Z/L 7 —OIERIAT N 7

« debug cellular callback : B/ T —DFT —H a3 — LNy T DT /Ny J
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« debug cellular callcontrol : ‘E/V T —% A L7 K IP 2—/LHIfEIOT Ny 7
« debug cellular data : 7 — % /SADT /N 7

+ debug celldm : DM O T /N> 77

« debug cellular dualsim : /v 7 —DF 27 /L SIM DT /N 77

« debug cellular fota : /L7 —@ FOTA DT /N 7

« debug cellular fw : ¥V T —FF LD T 7 —L T =T T v T 7L —RKDF Ny
» debug cellular gps : ©/V 7 — GPS DT /X 7

« debug cellular ipc : /L7 —IPC DF /Ny 7

» debug cellular linkrecovery : /L7 — VU 7 EIEDT /S 7

« debug cellular management : EEL/SADT /Ny 7

« debug cellular mobile-app : BV T —F A )VT T VDT /Ny 7

« debug cellularnas : £/ 7 —NAS 2 7 DT /> 7

» debug cellular nmea : GPSNMEA 2 v t&— DT /N 7

+ debug cellular sms : SMS A v E—Y DT R 7

» debug cellular snmp : /L7 — SNMP D7 /3 77

== a=a 4]

(&5 7R EDHE
Received Signal Strength Indication (RSSI) L ~L23IEFICIRWEES (72 & 2%, -110 dBm A
DEE) « WOFIRIHENE T,

1L R 12907 T FN4GEY 2—/L®D MAIN|] RFAR— MIEF SN TWA I L
PR LET, REESFZHLEIES72DI1C, MAIN & DIVOEGFDORFR— &7 7
BT AMENLYET, ToTITNAVPTHESN TWAZ 2R LET,

2. VE—hRT7UTFE2BHLTWAEE, ToTF 71— RALZBE L TRSSIDNHMESN
TomEIhEERLET,

3. JAYVLVA Y —ER TFu M Z—IZfNEDET, 2—FDONi Y 7 —ER 7T
ATEVTARHINE IR LET,

B—EXTFARAFEY T 1 DR

iz, showcdlular dotall =2~ FOH B ZR L ET,
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Router# show cellular x/x/x all
Hardware Information

Modem Firmware Version = 32.00.116

Host Firmware Version = 32.00.007

Device Model ID = LM960AlS8

International Mobile Subscriber Identity (IMSI) = 310170205101138
International Mobile Equipment Identity (IMEI) = 356299100001310
Integrated Circuit Card ID (ICCID) = 89011702272051011382

Mobile Subscriber Integrated Services
Digital Network-Number (MSISDN) =
Modem Status = Modem Online

Current Modem Temperature = 39 deg C
PRI version = 1026, Carrier = Generic
OEM PRI version = 32101006

Profile Information

Profile 1 = ACTIVE* **

PDP Type = IPv4

PDP address = 10.54.25.215
IPv4 PDP Connection is successful
Access Point Name (APN) = m2m.com.attz
Authentication = None
Primary DNS address = 8.8.
Secondary DNS address = 8.

oo oo
[=eel
AN

Profile 2 = INACTIVE

PDP Type = IPv4
Access Point Name (APN) = m2m.com.attz
Authentication = None

Profile 3 = INACTIVE

PDP Type = IPv4
Access Point Name (APN) = mmsbouygtel.com
Authentication = None

Profile 5 = INACTIVE

PDP Type = IPv4

Access Point Name (APN) = orange
Authentication = None

* - Default profile

** - LTE attach profile

Configured default profile for active SIM 0 is profile 1.

Data Connection Information

Profile 1, Packet Session Status = ACTIVE
Cellular0/1/0:

Data Packets Transmitted = 30 , Received = 30

Data Transmitted = 2160 bytes, Received = 3000 bytes
IP address = 10.54.25.215
Primary DNS address = 8.8.8.8

Secondary DNS address = 8.8.4.4
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Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile

Network

2/
3/
4/
5/
6/
7/
8/
9/
10,
11,
12,
13,
14,
15,
16,

Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet
Packet

Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session
Session

Information

Current
Current
Current
Current
Network
Network

Cell ID

System Time = Mon Apr 25 9:16:36 2022

Service Status = N
Service =

Radio Information

Radio power mode =
LTE Rx Channel Number (PCC)
LTE Tx Channel Number (PCC)

LTE Band = 7

LTE Bandwidth = 15
Current RSSI = -67
Current RSRP = -96
Current RSRQ = -11
Current SNR = 6.0

Physical Cell Id =

Number of nearby cells =
(Physical Cell Id

Idx PCI

Status =
Status =
Status =
Status =
Status =
Status =
Status =
Status =
Status
Status
Status
Status
Status
Status
Status

ormal

Packet switched
Roaming Status = Roaming
Selection Mode = Automatic
= F-Bouygues Telecom
Mobile Country Code (MCC)
Mobile Network Code (MNC)
Packet switch domain (PS) s
LTE Carrier Aggregation state = Deconfigured
Registration state (EMM) =
EMM Sub State = Normal Service
Tracking Area Code
= 128697859
Negotiated network MTU = 1

(TAC) =

Online

MHz
dBm
dBm
dB
dB
378

= =

= 208
= 20

INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE
INACTIVE

tate = Attached

30440

430

= 3175
= 21175

1 378

Radio Access Technology (RAT)
Radio Access Technology (RAT)
Network Change Event

LTE bands supported by modem:

- Bands 1 2 3 45 7 8 12 13 14 17 18

71.

LTE band Preference settings for the
- Bands 1 2 3 45 7 8 12 13 14 17 18

71.

3G bands supported by modem:

B tL5—F5HTLAVE—TARES2—

Registered

Preference = AUTO
Selected = LTE
unknown

REAAF

active sim(slot 0):
19 20 25 26 28 29 30 32 38 39 40 41 42 43 46 48 66

rFSILYa—F108 |
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yoInavy e

Index:

23 - UMTS Band 1: 2100 MHz (IMT)

24 - UMTS Band 2: 1900 MHz (PCS A-F)
26 - UMTS Band 4: 1700 MHz (AWS A-F)
27 - UMTS Band 5: US 850 MHz (CLR)

50 - UMTS Band 8: 900 MHz (E-GSM)

51 - UMTS Band 9: Japan 1700 MHz

61 - UMTS Band 19: 800 MHz (800 Japan)
3G band Preference settings for the active sim(slot 0):
Index:

23 - UMTS Band 1: 2100 MHz (IMT)

24 - UMTS Band 2 1900 MHz (PCS A-F)
26 — UMTS Band 4: 1700 MHz (AWS A-F)
27 - UMTS Band 5: US 850 MHz (CLR)

50 - UMTS Band 8: 900 MHz (E-GSM)

51 - UMTS Band 9: Japan 1700 MHz

61 - UMTS Band 19: 800 MHz (800 Japan)

Band index reference list:
For LTE and 5G, indices 1-128 correspond to bands 1-128.

For 3G, indices 1-64 maps to the 3G bands mentioned against each above.

Modem Security Information

Active SIM = 0
SIM switchover attempts = 0

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

Cellular Firmware List

Idx Carrier FwVersion PriVersion Status
1 Generic 32.00.116 1026 Active

2 Verizon 32.00.126 2022 Inactive

3 ATT 32.00.147 4024 Inactive

4 TMUS 32.00.156 5005 Inactive

Firmware Activation mode = MANUAL

Ho)avy FHEA

ROPNL, 2~ FOY Tz’ L THET,

router# debug cellular 0/0/0 messages profile
PROFILE 3GPP2 debugging is on
router#

router #show cellular 0/0/0 profile

Profile 1 = INACTIVE **

PDP Type = IPV6

Access Point Name (APN) = vzwims
Profile 2 = INACTIVE
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PDP Type = IPv4v6

Access Point Name (APN) = vzwadmin

Profile 3 = ACTIVE*

PDP Type = IPv4v6

PDP address = 10.187.130.3

Access Point Name (APN) = VZWINTERNET
Primary DNS address = 198.224.173.135
Secondary DNS address = 198.224.174.135

Profile 4 = INACTIVE

PDP Type = IPv4v6

Access Point Name (APN) = vzwapp

3GPP2 Profiles:

PDN Type = IPv6

Access Point Name (APN) = vzwims
Profile 2 = INACTIVE

PDN Type = IPv4v6

Access Point Name (APN) = vzwadmin
Profile 3 = INACTIVE*

PDN Type = IPv4v6

Access Point Name (APN) = VZWINTERNET
Profile 4 = INACTIVE

PDN Type = IPv4v6

Access Point Name (APN) = vzwapp

Profile 5 = INACTIVE

PDN Type = IPv4v6

Access Point Name (APN) =

Profile 6 = INACTIVE

PDN Type = IPv4v6

Access Point Name (APN)
* - Default profile
** - LTE attach profile

Fa17J)LSIM
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router# show controller cellular 0
Interface CellularO

rFSILYa—F108 |

4G WWAN Modem - Global Multimode LTE/DC-HSPA+/HSPA+/HSPA/UMTS/EDGE/GPRS

Cellular modem configuration

Modem is recognized as valid

manufacture id: 0x00001199 product id: 0x000068A2

Power status: Active

Sierra Wireless Direct IP MC7710 modem
Cellular Dual SIM details:

SIM 0 is present

SIM 1 is present

SIM 0 is active SIM
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router# show cellular 0/x/0 security
Active SIM = 0

SIM switchover attempts = 0

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3
router#
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