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GE) 27 FUT7NPINDVESS, SIMFBIECHEAESNS &, B & iz —3 4 % Cisco I0S =
V74X 2= a D bHIRT A ENTEET, SIMPBGESHEET DITIE, SIM e v 7

ENTWALERDH Y £77,
FlE
ARV RERIFTIIaY BH
AT w 71 | service passwor d-encryption IRAT — ROBEBALE BN LET,

1

Router (config)# service password-encryption

R 72 | username username privilege var password pin GE) WL LR T — REERLET,
1 name : T— W —ZEHRELET,
Router (config)# username SIM privilege 0 password pin 14~38 *ﬁ@ PIN =— K,
1111
R T 73 |doshowrun|iname AT v 73 TR SN2 — LI T DR 5b &
Bl - N7 L~ L 7 DPIN 5 Te — AR ETER T L
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Router (config) # do show run | i SIM

R 7 4 |controller cellular x/x/x tLF—aritr—Sar7 4 FXal—aE—
11 - RZBISE L F 9,

Router (config) # controller cellular x/x/x

R Fw 75 |ltesimauthenticate 7 pin OR ltesim authenticate 7 pin |z B XN 7-F—TU— R TB I URRF v 74 fxy

slot {0] 1} J V7N ERTZPIN 2 LT SIMCHVI % 38
451 - F£9, ZDPINIZL, ﬁé%t0>é§ﬂZ/Lf7“_E§fm7:muquf
Device (config-controller)# lte sim authenticate DIOIZET L C?é’fiéﬂij‘o pxﬁéﬂf_ PIN|(Z
7 055A575E70 HEOWTH AL 23 Ekijﬁ‘éfa/\ T4 A= L HNFFA]
SNFET, RACKI LG E, BT MTT—4
a—L xR L EEA,

GE) slot ¥—U — R EZDA4A 7> 3 i,
T 2 7 )V SIMBEREX IS D 7T v N T 4 —
LOBTHR—FENET,

AT T 6 et UEE) LS —ary ba—F a7 4 Fal—
i : varE—REKTLET,

Router (config-controller)# exit
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A Fy 77 |nousername name (AFvay) A7 v 73 TER SN2 —H4 &
i INAT— REHIBRLET,
Router (config-controller)# no username SIM

R T 7 8 | no service passwor d-encryption name (F7vay) A7 v 73 THEREN -2 —F4£ L
5l - PRAT— FEHIRLET,

Router (config-controller)# no service
password-encryption
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T, SIM U — RBFEETIHEEIINBTRAr v FEEIRLET,

controller cellular x/x/x
lte sim primary slot <slot-number>

774 <Y SIM Fy U= HERICKRR LTSS, B2 SIM Ry MU — 7 BEGE ST
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controller cellular x/x/x
lte failovertimer <3-7>

F/o, av U R I AU F—T oA AEFHLTSIM Ay hEFEHITUDEZDZ LD
TEEJ,

cellular x/x/x lte sim activate slot <0-1>

Auto-SIMAEREIZSIM Z L, *HGd 27 7 —2A v =7 %22 — RFLET, Auto-SIM T, #HE
DXx VT /77— =T %Y R—bTHETLTEITINET, ZDOH, AT&T SIM %
BOfHFaE, AT&T 77— 20 =7 nu— REINET, 72& 2L SIM — K% Verizon (24
DEZBHE, Verizon 77— AU =7 BHe— RFINET, TWVHROPIMIZ1 >OF ¥ V7T
HHATLZ,
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Auto-SIM AN 72 > TV DAL Auto-SIM E— R, 2> TWAEAITFEIT— K&
720 F7, Auto-SIME— RTIX, BT MIFEHFRER Y 7 —L 07 =7 DU A M0 Ligl7e v
V7 77 —b0xT7 &R LET, FEIT—RNTIE, 77 L0722 FEICRBIRTE T,
Auto-SIM SR ELEFH AN E I ITENCERTTLH-NC, EFLEF VY NERET,
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GE)  Auto-SIM|Z. ¥ 7 4/ M TIREIZENT > TWET,

Auto-SIM ©O B 3h1t

cellular <dlot> Itefirmware-auto-sim =< > K& LT, Auto-SIM ZHZhZ LE9 (AR
L ENTZHE) .

FE
ARV RFEERETIVa Y BrI
Z 5w 71 | configureterminal a7 4 Fal— gy B—RIADFET,

1 -

Router# configure terminal

Z 5w 72 |controller cellular <slot>

AT 73 |ltefirmwareauto-sm DLz i S = 35A 15, Auto-SIMBEEE &2 B Z0Z
1 LET.

Router (config)# lte firmware auto-sim

Bl : Auto-SIM BAEFEH LG T 7 —Lo 7 D—ERR

Router# show cellular x/x/x firmware
Idx Carrier FwVersion PriVersion Status
3 AT&T MOH.030200-B016 0910 Active

Firmware Activation mode = Auto

Modem image running: Main
Mobile Network Operator: AT&T
Number of MNO's = 14
Index MNO ID MNO NAME

1 0 Generic GCF

2 1 Generic PTCRB

10 AT&T

11 T-Mobile

12 Verizon

14 Bell

15 Rogers

16 Telus

20 SK Telecom

O o Joy U W
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10 21 SK Telecom Dongle
11 30 NTT Docomo

12 31 KDDI

13 40 Telstra

14 50 Anatel

Auto-SIM O E3 1k

FIE

Auto-siM 1t ]

ARV RFERETOVa Y

E:)

R w71 |configureterminal

1

Router# configure terminal

a7 4 Xalb—r gy E—RICADET,

R 72 |controller cellular slot
i -

Router (config) # controller cellular x/x/x

ayvho—I AU H—T oA AEERELET,

R w 7 3 | noltefirmwareauto-sim

1

Router (config-controller)# no lte firmware
auto-sim

Auto-SIM % #EZhiZ LE T,

5] : Auto-SIM WNENZ T 7— LT T7TD—ERTR

Router# show cellular x/x/x firmware

Idx Carrier FwVersion PriVersion Status

1 ATT 02.37.00.00 002.098_000 Inactive
GENERIC 02.37.03.00 002.095 000 Active
KDDI 02.37.03.00 001.048 000 Inactive
SOFTBANK 02.37.03.00 001.050_000 Inactive
TELUS 02.37.03.00 001.017_000 Inactive
VERIZON 02.37.03.00 002.104 000 Inactive
VODAFONE 02.37.03.00 000.011 000 Inactive

~ o U bW N

Firmware Activation mode = Manual

FHZLDT7—LoTT7NDEIR

IOk varyTiE FEICRESNTND LT 77— L0 =7 OBIRA@E 2 LIS

WTHBALET,

9. Auto-SIM Z A4 72T AHMLENRH Y 77,
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Router (config) # controller cellular x/x/x
Router (config-controller)# no lte firmware auto-sim

wiT, WU 77— 02T (FI9AX—KLTEEIEITT7A4X—K5G 72 Y) % CLI CiEiR
L/iﬁ‘o

Router# cellular 0/4/0 lte mno-activate ?
<1-100> mno index

mno - 7 v 7 A%, show cdlular x/x/x firmwareindex ¥/ bR TEX £4, 72 21F. kD
HNZ, ATRT BT 774 7T, A>T v 7 A3 ELTURRNMIEFERINTWNDZ EER
LTWET,

Router# show cellular x/x/x firmware
Idx Carrier FwVersion PriVersion Status
3 AT&T MOH.030200-B016 0910 Active

Modem image running: Main
Mobile Network Operator: AT&T
Number of MNO's = 14

Index MNO ID MNO NAME

1 0 Generic GCF

2 1 Generic PTCRB

3 10 AT&T

4 11 T-Mobile

5 12 Verizon

6 14 Bell

7 15 Rogers

8 16 Telus

9 20 SK Telecom

10 21 SK Telecom Dongle
11 30 NTT Docomo

12 31 KDDI

13 40 Telstra

14 50 Anatel

cellular 0/4/0 Ite mno-activate <number> =~ > R&EEH LT, SER T 7 — AW = 7 I\ZREHEfT
T 537 mno IR L £ 7,

SMtxXal)Tag

PINDO—FZERHALESIMA—FDOyo XU T7AYY

P—bEZ2 Fa X —nHREENZSIM I — RE ey 7 E-idue v 7T 5120, 20
EEEZFEITLET,

)

GE) Ao PINDEH L T3IEANSNDESIMA—RiE7 ey 7 &ET, SIMIZHEINT
WAHIELWPIN ZX4TAHDLTLIEEN, SIM b — A7 1y 7 Siiza, PUK 2— Ko
=R Fu g F—ZBWAEDEL &Y, PUK 2— RZ2H+25 2L T, SIMA—FR
D78y I BRERTEET,

. 12 )L 5 — Pluggable Interface Module (PIM) O SIM hH— F



| 12 )L 5 — Pluggable Interface Module (PIM) @ SIM H— F
PNa—k0ZE [

FE
ARV KRFERRETI a3 Y B
R 7w 71| cellular slot Itesim {lock | unlock} pin PIN =2— R&[HA LT, SIM I —K&znvs £
15“ 77\/1:’ 77 Li—é—o
_ pin-SIM 1 — R&Ewm v 7 Eizida v 7 ERT 5729
Router# cellular x/x/x lte sim lock 1111 ﬁ:ﬁfg%%%ﬁ361’%@§éﬂéﬂ*‘ S (4’\“81?) .

PINI— FOZEE

SIM @ PIN 22— R&ZEETHT1E, RDOX AT EFEITLET,

Flig
AU RFEEETIa Y B#

AT w 71 |cdlular <dot> Itesim change-pin <pin> <new-pin> ||y 24T 57~ PIN 22— RZZH L£3, PIN D%
51 S, SIMA Ry ZARIETH B LER DY £,

Router# cellular x/x/x lte sim change-pin 1111
1234

ETLDEXY) T4 FHROESR

ETLDOEX 2 VT A EREMRT DL, WOX AT EFITLET,

FI&
ARV FFERET7TIVa Y B#
R 71 |show cellular slot security SIMD 1y 7 RHEAEHETF LD EX 2V T 1 15H
15'] : %i—\‘ Li‘a‘o
Router# show cellular x/x/x security

151
PLFE, SIM1I BT 277 4 7 b E 72 IR1821 B DIFEEH T,

IR1821#show cell 0/4/0 security

Active SIM = 1

SIM switchover attempts = 0

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3
IR1821#
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B ovsrsnt-smoammang:

Ovo&hnt-SIMDOBEEEEIINETE

B L SN TWRWPIN 5% € LT, EF A %FRFET 5 Card Holder Verification (CHV1) =—
NeT 7074 X— D2 EMNTEET,

Mo PIN S HEHH L T3IEANENDESIMA—RiZ7 ey 7 ENET, SIMICHREENT
WAIEELWPIN ZHT AN LTLIEE N, SIMAI— BT ay 7 &84, PUK 22— KD
P—b 2 Fa X —IBVWEbELEE N,

cmm%&ﬁ#ét WAL E 720 L~ 0 @ PIN 2T 2 5E& 12RO FIEIZHE > T<
7ZEW, B &N L~UL7DOPIN Z{#HA L TCHV] ZRET 5 J7TIEIC DWW TIL, SIM O
b roEE (1235—2) Z8RBLTLIEEN,

SIM BBAEMHERE T 2 121E, SIMA e v 7 SN TVWAMERH Y £, SIM AT — X A& HER
%1Zi%, show celular dlot security =~ > R&2#H L 9,

Flg
AU REEETIV 3 Y B
AT w 71 | configureterminal Ta—r ) ar7 4 Xal— gy T— NG
15“ : L/i‘a‘o
Router# configure terminal
R 72 |controller cellular <slot> AL TF—arie—Far74X=l—3 gy F—
1 - RZBRtE L E7,

Router (config) # controller cellular x/x/x

AT 73 |ltesm authenticate O pin SIMCHV1 = — F# I 51tk (0) ¥—7— K& PIN
%ﬁmbfmﬁbiﬁo:@mN I, BEoO%K L
7 — G CRBRET B 79 %TA_%ﬁéMiﬁ

FRE & HU7- PIN | ﬁowfmﬁﬁm%ﬁé

T v :I“—/l/z)‘u$j‘éhiﬁ—o uun \—%E&Lf_iﬁ

B ETFAIT—H a—LEBEBLEEAL

G¥) Zoawy RiX, FERESIEPIN2MEH &
NTWAERICORARNTT, ks
7= PIN 2/ L C CHVI 22— R &%
FETHITIE, SIM OIS v DR IE
(12 =) ZZHLTIEEN,

SIM DEF S E /ODEQE

FALENT-PIN ZRET HITIT. HN®177/7wm%ﬁ%¢ézg#%@i¢ TS
/7wv~w7®HN%ﬁﬁL ZDOREFEPIN 2 H L THREED 7212 SIM CHV] =2 — K
FERETHITIX, EXECE— R Tk a~<wr REAJILET,
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smorstronzz [

\)

(X))  SIMOBEALE v Z2EETH L, RNAU— RS LERE L, 2—F4 EEHE AT — N &k
EL, AT TUTNARNNoT/RRAT—Reat’—L, AT T TARMhNoT- /AT — K%
SIMBiEa~y RCHEATLZ LIk - T, =P/ LAY — RKMERESNET, 27T
7V PIN BNEfF S 4, SIMABRECHEM &N D & 1Bl &z —H% 4 % CiscolOS =227 ¢
Xal—vaPoHlRTA2ZENTEET,

SIMEEREDHERET D 121E, SIMAE v 7 STV DLRERH Y £7°, SIM AT —HF A5 flER
%1ZiX. show cellular slot security =~ > RafiH L £,

Flg
AU RFEEIEITIa Y B8
X w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay ®— REEG
e LETS
Router# configure terminal
R T w 72 | service passwor d-encryption NRAT— ROEEAbZ G LET,
B
Router (config) # service password-encryption
ZFw 7 3 | username name privilege 0 password pin Z—PHENRAT— REERLET,
1 - ename: T—HHEHRELET,
Router (config) # username SIM privilege 0 password .
1111 °pin
4 ~8HIDOPIN = — R&EEELET,
AT 74 |doshowrun |iname AT w73 TR SN2 —F Rk AR b &
i - N7z~ 7DPIN & iea—HPARETERRL
Router (config)# do show run | i SIM =T BlorREND=2—H [SIM]) ) .
A7 w7 67T (PINLLTQ) HTLIEDICAI T
VTNV NAT—REar—LET,
R w75 |controller cellular slot LT —aryhfue—Tar74Xal—I g F—
% - RFZBm L ET,
Router (config) # controller cellular x/x/x
R 76 |Itesim authenticate {0 | 7} pin RSN X — T — R T BL AT v 7 4 TR
il - 77N SIZPIN ZEH L CSIMCHVI 383k L

F9, ZOPINX, EHOKENT —kE CiRaEd
5tw_%7A_%hémi¢o&EéhtmN_
HEOWTRAERKRDT 256, T —% T— /VRFFA]
INET, Ak %th & %?A@?%&
a—VERBELETA,

Router (config)# lte sim authenticate 7 1234
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ARV KRFERIETI Va3 BHY
ATw 77 |eit (EE) AT —ar hn—F ar7 4 ¥al—
i - YarE—RFEKTLET,
Router (config-controller)# exit
27 7 8 | no username name (LE) AT v 73 TIERE N2 g L3
Bl v~ Rk LET
Router (config) # no username SIM
AT 79| no service password-encryption (EE) NATU— RSk b L £,
1 -
Router (config) # no service password-encryption

51 - SIM D%E

Ok a TR, ROBERLET,

SIMA—FpOwy

WOBNL, SIME 1 v 7 T3 HEEZRLTVWET, ZOREFINOEHRTEEH INEZTF A B
WX, I AV MERTIEZDIFEHINTRBY, @Eoary Y — LV hEFRLELGEICITIERE
WFEHE A,

Router# sh cellular x/x/x security

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

'l SIM is in unlocked state.!

Router# cellular x/x/x lte sim lock 1111

' TWARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]<enter>

Router#

Apr 26 19:35:28.339: $CELLWAN-2-MODEM DOWN: Modem in NIM slot 0/2 is DOWN
Apr 26 19:35:59.967: $CELLWAN-2-MODEM UP: Modem in NIM slot 0/2 is now UP
Router#

Router# sh cellular x/x/x security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1
Number of CHV1 Retries remaining = 3

'l SIM is in locked state.!

Router#
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sma—rorooyys |

SMAO—FkD7>0OvYy

& SIM

it

B

OB, SIMZ7 > a vy 73 55EE2RLTHWET,

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1L
Number of CHV1 Retries remaining = 3

'l SIM is in locked state.!

Router#

Router# cellular x/x/x lte sim unlock 1111

I'"IWARNING: SIM will be unlocked with pin=1111 (4).

Do not enter new PIN to unlock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]<enter>

Router#

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

'l SIM is in locked state.!

Router#

OB, BE)SIM BiEERET D HEEZRLTWET, ZOREFNTEE TR I N
TXANMITZAY MERTEDIHEHINTEY, @EOa Y —VHEFR LEEAICE
BREINFH A,

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Disabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

!'! SIM is in unlocked state.!

Router# cellular x/x/x lte sim lock 1111

' TWARNING: SIM will be locked with pin=1111(4).

Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]<enter>

Router#

Apr 26 21:22:34.555: $CELLWAN-2-MODEM DOWN: Modem in NIM slot 0/2 is DOWN
Apr 26 21:23:06.495: $CELLWAN-2-MODEM UP: Modem in NIM slot 0/2 is now UP
Router#

Router# sh cellular x/x/x security

Card Holder Verification (CHV1) = Enabled

SIM Status = Locked

SIM User Operation Required = Enter CHV1L

Number of CHV1 Retries remaining = 3

ISIM is in locked state. SIM needs to be in locked state for SIM authentication to work!
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Router#
Router# configure terminal

Enter configuration commands, one per line.

Router (config) # controller cellular x/x/x

1z )L 5 — Pluggable Interface Module (PIM) O SIM hH— F |

End with CNTL/Z.

Router (config-controller)# lte sim authenticate 0 1111
CHV1 configured and sent to modem for verification

Router (config-controller) # end
Router#

Apr 26 21:23:50.571: %SYS-5-CONFIG _I: Configured from console by console

Router#

Router# sh cellular x/x/x security

Card Holder Verification (CHV1) = Enabled
SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

!SIM is now in locked state but it can be used for connectivity since authentication
is good. Authentication can be saved in the router configuration so that when you boot
up the router with the same locked SIM, connection can be established with the

correct Cisco IOS configuration.!
Router#

PINDO— KOZEHE

WL, BV Y THNZPIN a— RELEFTDHHEEZRLTWET,

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None
Number of CHV1 Retries remaining = 3
I'!'SIM is in unlocked state.!

Router#

Router# cellular x/x/x lte sim lock 1111

' TWARNING: SIM will be locked with pin=1111(4).
Do not enter new PIN to lock SIM. Enter PIN that the SIM is configured with.

Call will be disconnected!!!

Are you sure you want to proceed?[confirm]<enter>

Router#

Apr 26 21:58:11.903: $CELLWAN-2-MODEM DOWN: Modem in NIM slot 0/2 is DOWN
Apr 26 21:58:43.775: $CELLWAN-2-MODEM UP: Modem in NIM slot 0/2 is now UP

Router#

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1
Number of CHV1 Retries remaining = 3

'l ' SIM is in locked state. SIM needs to be in locked state to change its PIN.!

Router#

Router# cellular x/x/x lte sim change-pin 1111 0000
' 'WARNING: SIM PIN will be changed from:1111(4) to:0000 (4)
Call will be disconnected. If old PIN is entered incorrectly in 3 attempt(s), SIM will

be blocked!!!

Are you sure you want to proceed?[confirm]<enter>

Resetting modem, please wait...
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CHV1 code change has been completed. Please enter the new PIN in controller configuration
for verification
Router#

Apr 26 21:59:16.735: $CELLWAN-2-MODEM DOWN: Modem in NIM slot 0/2 is DOWN
Apr 26 21:59:48.387: $CELLWAN-2-MODEM UP: Modem in NIM slot 0/2 is now UP
Router#

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Enabled
SIM Status = Locked

SIM User Operation Required = Enter CHV1
Number of CHV1 Retries remaining = 3
Router#

Router# cellular x/x/x lte sim unlock 0000

' IWARNING: SIM will be unlocked with pin=0000(4) .

Do not enter new PIN to unlock SIM. Enter PIN that the SIM is configured with.
Call will be disconnected!!!

Are you sure you want to proceed?[confirm]<enter>

Router#

Router# show cellular x/x/x security

Card Holder Verification (CHV1) = Disabled

SIM Status = OK

SIM User Operation Required = None

Number of CHV1 Retries remaining = 3

! Unlock with new PIN is successful. Therefore, changing the PIN was successful.!
Router#

ISt f- PIN DEE

wOFNL, RSN PIN 2 L CEE) SIM B2 R ET D HEEZRLTWET, 2D
BEFNTRHEATEHINTETFA MIZA L MERTEDIFEREINTBY, BF0a
V=N EFRR LGRS INER A,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # service password-encryption

Router (config) # username SIM privilege 0 password 1111

Router (config)# do sh run | i SIM

username SIM privilege 0 password 7 055A575E70.

!I'ICopy the encrypted level 7 PIN. Use this scrambled PIN in the SIM authentication
command.

Router (config) # controller cellular x/x/x

Router (config-controller)# lte sim authenticate 7 055A575E70

CHV1 configured and sent to modem for verification

Router (config-controller) # exit

Router (config) # no username SIM

Router (config) # end

May 14 20:20:52.603: %SYS-5-CONFIG I: Configured from console by console
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