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delete /force bootflash:/ciscosdwan*.cfg

delete /force /recursive bootflash:/.sdwaninstallerfs
delete /force /recursive bootflash:/.sdwaninstaller
delete /force /recursive bootflash:/.sdwaninternal
delete /force /recursive bootflash:/sdwan

delete /force /recursive bootflash:/vmanage-admin
delete /force /recursive bootflash:/.cdb_backup
delete /force /recursive bootflash:/.installer/active

delete /force /recursive bootflash:/.installer
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BAET 7T 4 77 A A— D Cisco Catalyst SD-WAN iR E Z{HZT 5121L. kD CLI 24 L
‘ij‘o

Device# request platform software sdwan config reset

SWARNING: Bootstrap file doesn't exist and absence of it can cause loss of connectivity
to the controller.

For saving bootstrap config, use:

request platform software sdwan bootstrap-config save

Proceed to reset anyway? [confirm]

Backup of running config is saved under /bootflash/sdwan/backup.cfg

WARNING: Reload is required for config-reset to become effective.
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LT CHEHARETH Y . DT 7 A A HHI (B @ bootflash:/ciscosdwan_cloud_init.cfg
T7AN) WL TND I LR LTLES N, NETINET,

"
% B>

INLDBRETT— b AN v T 77 AVaRfF LRV E | R~ Y OERA KON ET,
Dty hShi-Eml

REZV Y bTDE, T ZIROLBEZFATLET,
cBUEETHOA A=V OREOHEHELET,
AEAEZHELET,

A UA A=V EMEHL V=X ZHEELET, ZORST, 735 A1 Day-0 E#) 4
DiRLET,

VAN DAL AVN

V7 o7 Uy hEFETTDHE, T RTROLEEFEITLET,
SFRHEA S Trbootflash: /sdwan 7 A VA ITREE N TWESTRT D SD-WAN A X 5 —
A EMHELET,
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| Ciscol0S XE Catalyst SD-WAN ) 1) —R 17.2.10r LIEDA VR h—LELUT v FFTL—F
S e |

T ANTDOA A—=VORELZMHELET FEITHOA A=V ELURNZT 77 4 TS A
)(\——‘:‘/“) o

T ITFNIELTY—T ENTWDT 7 ANERE, TXTCOA A=V 7 7 A /VEHIBRL
\i—a—(}

T ITFIVINR=Va DA A=V EEH L OV—2 2HERLES, ZOET, T34
A% Day-0 BB Z# VIR L £,

E—FRA Y F T BINEH

T— FU Y B AP DERTED KT

x®7:

REOBRE—F |\ YIYER RO | EfF
T—F

EF:: ayhr—35 NVRAM OWEE A S — 8T v THERPHESNVET,
BRITE TSN EYA, T RIT A B efEkicR
D EST, UBTOEITHERIZ T — F 7T v ¥ 2 IR FES
nWE9,

G¥) HftfE—RZar be—JF— RV EZT
N, BfEE—RNIET L, AX— T v 7'
22T D=2, Cisco 10S XE # kX 1E T
SNFEHA, NI T v I MBI E FE)TE
LT DHDMLENRHY F97,

avha—7 B CDBOWHEIFIHE SN (BHIDE— RDAAL »FT) |
Cisco IOS flIZE TSN FHEAL (AX— T v THERL
MNETHDHID) . NI T v 7 inbikE T8 CE
LT HMENH Y 7,

A hbA—5E—FELBREE— FOEEE

OV hA—S5EFE—FDOaOT Y FHADRTR

Device# show logging | include OPMODE_LOG
*Dec 8 16:01:17.339: %BOOT-5-OPMODE_LOG: R0O/0: binos: System booted in CONTROLLER mode

Device# show version | inc operating

Router operating mode: Controller-Managed
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B cez—rcoshowavy Fiin

Device# show platform software device-mode
Operating device-mode: Controller

Device-mode bootup status:

Success

Device# show platform software chasfs r0 brief | inc device_managed mode

/tmp/chassis/local/rp/chasfs/etc/device managed mode : [controller]
/tmp/fp/chasfs/etc/device managed mode : [controller]

Device# show version | inc Last reload
Last reload reason: Enabling controller-mode

BiEE—FTOshowa<v > FHEA

Device# show logging | include OPMODE_LOG
*Dec 8 17:01:17.339: $BOOT-5-OPMODE_LOG: R0O/0: binos: System booted in AUTONOMOUS mode

Device# show version | inc operating

Router operating mode: Autonomous

Device# show platform software device-mode
Operating device-mode: Autonomous

Device-mode bootup status:

Device# show platform software chasfs r0 brief | inc device_managed mode

/tmp/chassis/local/rp/chasfs/etc/device managed mode : [autonomous]
/tmp/fp/chasfs/etc/device managed mode : [autonomous]

Device# show version | inc Last reload
Last reload reason: Enabling autonomous-mode

)

GE) T4 AxRar ba—FF— ROYA, showsdwan running-config =~ > R TIXROFH L
IRENFER A

« tcp-small-servers, udp-small-servers, tcp-keepalives-in, 35 X U tep-keepalives-out % [ <
/native/service D TOT X TOH—ERa~v

s transport, access-class, 33 & TN ipv6 access-class #FR< VTY FIFRD F O E
¢ IPV6 2=F v R ML—T ¢ VT DRE

* /native/enable D 2~ N

I ORRIE & MR D121, show running-config =~ > K& H L £,
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| Ciscol0S XE Catalyst SD-WAN ) 1) —R 17.2.10r LIEDA VR h—LELUT v FFTL—F
£ VR = LBEOI LY —LK— r 7oL ROZE (3> r0—5E—F) [

AR M=ILEDOAVY—ILR— 7O EADEE (O
vhkO—5F—F)

[F L& BHHTIZ

ZOFIEEBRET AR, HAERESNTWD 3 Y —L7 7+ 2 J57R % L T CiscoCSR1000V
% 7213 Cisco Catalyst 8000V /L—Z |27 7 B ATE 5 Z L HMHR LT IZEW,

AVY—LR—brFIOERDEE
ZOFNATIE, =Y —/LIZHEEHE L T Cisco CSR1000V ¥ 72 (% Cisco Catalyst 8000V ¥ 7 k7 =
TTNRARAT 78 ATHHRELEELET,

Cisco CSR1000V F 721 Cisco Catalyst 8000V 7 h 7 = 7 DEBICHEH SNDHA A —VIZ X »
T, FRT 22 Y= AT I BADT 74N OXAT (ABETIEZT Y TV) BRED F
D

ZOFIEIT, 3 hr—TFE— FRLAME—FIEEL, £20®%IZay tr—FF—FIC
=T (Cisco Catalyst SD-WAN & & HICEMET H72DICME) L WHE— ROEENZTENE
To TNHDEFE—FEHEIZED, TS AR m—FENET,

AV )VR— T 7R AEZEET DI, ROFIEZFEITLET,

1. EXEC ®£— FTenable # AJJ L CH#E EXEC £— FEBIIE L £ 97,

Router> enable

2 aryhe—JF—KRE®EHILET, KOa~v FEANL, 77 M- Ta~v
KEETLET,

Device# controller-mode disable

N

GE)  ZHUCEv, A ANARE— FTHES L ET,

3. TAAANRHEB LD, enable # A7) L THiHE EXEC £— F&BMA L £

Router> enable
4, Zu—r L ar74Xal—rarET—FERBELET,
Device# configure terminal
5. WOWTIhILDOFT v aailLT, 77 8ADZA TE2RELET,

svirtual : ZOAT L 2 KD | A=A FORBVGA 2 =& LTT A
AAZT 7B ATHZEBRESNET,

Device (config) # platform console virtual
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B Axr—rgoasy—nf— 70 4R0ZE (av bO—5F—F)

eserial : ZDOA T a kY, ATy (VM) O Y TAR— &2 LTTF A
AT 7B ATHZ ENEESNET,

\}

GH) s ZDOF TV a NI AR R T R— s A
V=T I AEYR—=FLTWEEEICOMEHAL T
éb\O

T NA AR D Cisco SD-WAN Manager 7 /31 A7 7 L —
k& LU THRIF S 41, Cisco SD-WAN Manager Z {1 L T
ARAZT HyFEINTWALERIE, ROa~<wy RE

Device (config) # platform console serial

CLLT FAUHERET > 7 L — MIANLET, CLIT R4
HERET > 7 L— FOFEMIC OV TIE,  [Cisco Catalyst SD-WAN
Systems and Interfaces Configuration Guide] # &ML T 72 &
Vo ZHUL, TAA AT VT L— RTINS AT X v F &
TV 5 & X2, CiscoSD-WAN Manager |2 X 53U 7 /LR —
~ DOHIBRZ [EEET 5 72 DI H £,

Device (config) # platform console serial

cauto : (ZOA TV a NIBEIESNTEY, #EINEEAL) ZOF 7 a2k,
TNA Ay —VOHEREBMEESNE T, i, A4 A F—L 77—}
T AFOT 7 4V FEETT, sfllc OV TiX, VM &E#E) L7z Cisco CSR
1000v DELE)] 2SR L T EE0,

6. AT 4 Fal—varE—RERTLET,
Device (config) # end

7. REEZRFLET,
Device# write memory

8 FETarr7 4Fal—valEAY— Ty ar7qXalb—rarilat—LET,
Device# copy system:running-config nvram:startup-config

9. TRAM A%y bue—FF—RNIZELET, kOa<vwr REANL, 77 MIE->T
av s REETLET,

Device# controller-mode enable

\)

GE) ZoFECXy, TAL ARy hr—TFF— RTHERL T,
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| Ciscol0S XE Catalyst SD-WAN ) 1) —R 17.2.10r LIEDA VR h—LELUT v FFTL—F
Cisco I0SXE 1) U —Z 1721 LE~D7 v T5L—F |

CiscolOSXE J ) — X 17.21r LIfE~AD T v TH L— K

HR—brENB37YvTHIL—FK

3= 8: Cisco CSR1000V £ & U Cisco ISRv )L —7%

AIREET v T L— R TN )—A

Cisco 10S XE Catalyst SD-WAN U U — & 17.4.1a | Cisco IOS XE SD-WAN 17.3.1a LAR%
Cisco I0S XE SD-WAN 17.2.2 LI&
Cisco I0S XE SD-WAN 16.12.4a DL

GE) * Cisco CSR1000V & 7213 Cisco ISRv
N—H ik, ZZIZUVARSRTH
2 U —Z )35 Cisco 10S XE
Catalyst SD-WAN U U —X 174.1a
27 v 77 L— RT DI, eh)
WZZNHDY U —ZDWT N
Ty T U= RTLMERH Y E
T

¢ Cisco CSR1000V & 721 Cisco ISRv
JL—4& H i Cisco 10S XE Catalyst
SD-WAN U UV —2X174.1a~D7T v
77 L — RIZIL, Cisco Catalyst
8000V ~DT v 77 L— RN EE
ET,

Cisco IOS XE 17.3.x Cisco I0S XE Catalyst SD-WAN U U — 2 17.2.1r
CiscoIOSXE UV U —Z 17.2.1v
Cisco I0S XE SD-WAN 16.12.x
Cisco I0S XE SD-WAN 16.11.x
Cisco IOS XE SD-WAN 16.10.x
Cisco I0S XE SD-WAN 16.9.x

Cisco IOS XE Catalyst SD-WAN U U — 2 17.2.1r | Cisco IOS XE SD-WAN 16.12.x
Cisco IOS XE SD-WAN 16.11.x

Cisco IOS XE SD-WAN 16.10.x
Cisco IOS XE SD-WAN 16.9.x
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Cisco 10S XE Catalyst SD-WAN ') ) —Z 17.21r IEDA R b—ILELUT v TFTL—F |
e

% 9: Cisco Catalyst SD-WAN O R— A& DT X TDIL—4 (Cisco CSR1000V. Cisco ISRv. & & U Cisco Catalyst 8000V
<)

AIRERR T v T L— R TN —RX

Cisco I0S XE Catalyst SD-WAN U U — 2 17.4.1a | Cisco I0S XE SD-WAN 17.3.1a LA

Cisco I0S XE SD-WAN 17.2.1 LA
Cisco I0S XE SD-WAN 16.12.4a DL

Cisco IOS XE 17.3.x

Cisco IOS XE Catalyst SD-WAN U U — Z 17.2.1r | Cisco IOS XE SD-WAN 16.12.x

Cisco IOS XE SD-WAN 16.11.x
Cisco IOS XE SD-WAN 16.10.x
Cisco IOS XE SD-WAN 16.9.x

7 /NA A% Cisco 10S XE Catalyst SD-WAN U U —Z 172.1r IO A A =TT v 77 L— K
T HI2IE, ROFIEZLEMR L £,

)

G¥)

\}

O— VN I FT L a VEMBRERT DD, BEFEOA A —IRHIBR LN T I,

GE)

\}

Ty T T —RRER LIS/, FTILWY 7 N 2T A A=V 5FT 77 4 7 L7 Tt<
ZEW, Rz, HILWY 7 b7 A A=V EBIBRL, KROFK L 2> - maEtED H 5
MR ELRFELTIEIEL, 7y 77 b— FFRIEZFHIT L £, RIENRR LR WGaIE,
VA ZBMWAEDELEE,

GE)

CiscoIOS XE VY U —A 17.3.1a LLRijH> & Cisco IOS XE Catalyst SD-WAN U U — 2 17.4.1a |27 v
TT L= RTL56, WET L — FBAEIVEES TV DRI, CLIZMEM L TT /3 A%
EEEL LN L2 BEID LET, Cisco I0S XE Catalyst SD-WAN U U — 2 17.4.1a LAKE,
Cisco Catalyst SD-WAN (IR T » 77 L— AR LES, 207 v 77 L— RFIATIE
Cisco Catalyst SD-WAN |£7 > 77 L — REIZT NA AREZRIE L E T, CLI ZffEH L’C’ﬁ?f
SNTeT /A ZADFETEMN Cisco Catalyst SD-WAN D% E & Rl U CRWEE, 7 v 77 L— Rk
DT INA ADEFENTJERELCET,

7ol 21X, CLIZfEH L TT /31 A0 BGP AS BB ZBIDMEIZERE LI2GE . 7 /3 ADKTE
(BN 20, Ty 7 7L —FRRRBRLET, XA ANRCLIT— RO L EIIT v 7T
L— REFEITT 55 81E. BGPAS BFEHEZILOMEIZE L ThD, T A&7 v 77 L—RT
HUENRHY I, D7, Cisco Catalyst SD-WAN # i H L CT /A 2% T v 77 L— K
THZEEBEIDLET,

[l Cisco10S XE Catalyst SD-WAN 1) 1) —Z 17.21r LIEDA VX b—LEBELUVT v FFL—FK
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\)

Cisco Catalyst SD-WAN £ L7=7 v 75 L—F ]

6=

Cisco 10S XE Catalyst SD-WAN U U —2Z 175.1a LA, T4~V bR A F—T AR
WENVT—A LB =T 2 A AT, NI T v NNV A B =T oA ANFXFATE Y M v
B =T 2 A ATHDITNNAADT 7 =LV T %27 v T T VL—=RTDH5E, 77—L0U=T
ToT L= ROTITA< VA B =T 2 A AL LTEXHE Y "V H—T oA AEFHLE
7

N RN B —T = ADEERNANL DOFEEIZ SV TIE,  [Cisco Catalyst SD-WAN Command
Referencel] @ vmanage-connection-preference 2~ > REZZM L T 72 &0, BIEEDENE <
MESNIA VH—T oA AT, BRENELL 2V ET,

Cisco Catalyst SD-WAN R L7y T7J L—F

Cisco SD-WAN Manager 2L CT7 v 77 L —RT5Z L& HRLEST, Ty 77 L—FT
HE, TNRA Ry =T ORIMBHERFSNET,

1

['Cisco Catalyst SD-WAN Monitor and Maintain] %4 KT &4 T % [Cisco SD-WAN
Manager upgrade and activate ] O FNAZEH L £,

CLZERLE7YyIIL—F
Cisco SD-WAN Manager ZfiH L C7 v 77/ L— RTHZ L2 HELET, 777/ L— T
HE, TAAREay br—FORMBHERSNET, CLIZBEHLTTY v 77 L— RT 544
RS HGHE. ROFIREZFEHLET,

BRI7ANDIN I T YT

FET v 77— R X EFTTHEI, ROFEEEA L THER T 7 A vOa e —%1E
LET, ZOFEEZFITLRNE, Ty 77— R —Z DFRENKDIET,

\}

GE)

JEBAEREE)Y Amazon Web Services (AWS) 72 EDNT Y v 7 757 Ry —ERIZHIHIHA. T
BTT v 77— RTDRNCEREERF LRV S, T3 R L OGN DbNEIE TE 2]
REMERNH Y ET, N—RU =TT X LIRBC, BELV—F~Da Y —AT 7 R%E
BAFT 2 BN 2 W GARH D 97,

WD~ REEH LT, CiscoI0S XE Catalyst SD-WAN DOFEED /N 7 T v 7 at—%
PERL L £,

show running-config | redirect bootflash:/sdwan/ios.cli

WD a< RafH LT, CiscoCatalyst SD-WAN DFEITa L 7 4 Fab—a b D/Ny 7
Ty Far—&ERLET,

show sdwan running-config | redirect bootflash:/sdwan/sdwan.cli
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Cisco 10S XE Catalyst SD-WAN ') ) —Z 17.21r IEDA R b—ILELUT v TFTL—F |
B cuzemLr7yToL—¢

7y T L—KFIE

1. https:/software.cisco.com 2> 57 /SA AP CiscolOSXE V U —RA 1724 A=V %X T —
I\\‘ Liﬁ‘o

2. MHTNAAADCiscolOSXE VY —R 172 A A=V X ru— RLET,
3 HMLWY T =T %A A=V LET, #i:

Device# request platform software sdwan software install
bootflash:/isr4300-universalk9.17.2.1.SPA.bin

4. V7 N0 =T ET VT AT LET, TIZT 4 R_X—=vaBDETTDHE, T4 AN
n—RapEd, fl:

Device# request platform software sdwan software activate 17.2.01r.9.3

5. Y7 U=TBTIT47ENTWDEZ EE2MERLET,

Device# show sdwan software

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP
16.12.1d.0.48 false true true auto 2020-03-04T10:43:45-00:00
17.2.01r.9.3 true false false user 2020-03-04T11:15:20-00:00

Total Space:388M Used Space:100M Available Space:285M
6. (FIFvar) Y7 zTOVEy RUERGEITH L=V g UM END K
T HITE, Koa~<r 2R LET, #:

Device# request platform software sdwan software set-default 17.2.01r.9.3

7. request platform software sdwan software upgrade-confirm ZffH L C7 v 77 L — K&
FELET,

Device# request platform software sdwan software upgrade-confirm

\}

GE) 1761 V) —RLIE, 7 v 77— RHEREENMAZEDERIEICK L TREY DS, 4 A—
FRR T I T AT FURT T T— b (SMU) 1T BHOAL A=, TIT 4
TACETIET 77 4 TALBAEIREITTE £/ A,

\}

(¥) = br—7%— FTconfigtransaction =~ F&fEH LT, /m— L a7 (Fal—
var ®— REBMH L ET, configurationterminal =< > RNk, 2> he—7%— RTiE¥
A—RFINTVERA,
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Cisco 10S XE Catalyst SD-WAN ') 1) — R 17.21r LIED ) Y —ZAHSDEH VT L— K .

®10: 7y 7T L—FoFI)F TOHREDKEN

BREOA VR b—IL (4 A— [Py TFTL— K%k (£ A— |BifE
2) )

Cisco 10S XE SD-WAN U U — | Cisco IOS XE Catalyst SD-WAN | =34 2 jF 2> b —F F—
A16.12 LARG (uemk9) U U—A172.1r (universalk9) | FCiiEhL ., FREITEFF SN
i‘a—o

CiscoIOSXE U U — & 16.12 LA | Cisco I0S XE Catalyst SD-WAN | 731 2 |3 H A — R CHE)
i (universalk9) U U—2A172.1r (universalk9) || 2ZE1T (RE— T w7
a7 4F¥al—varEN
LTQ) triFSNET,

Cisco 10S XE Catalyst SD-WAN ') ') — X 17.21r LIED ') 1) —
AMDEIVTL—F

Cisco 10S XE Catalyst SD-WAN 7 /N1 XD LAIZA VR k—=)LEnf=Y
ThDITFAA=V~ADFOTL—F

CLI Z{# [ L T, Cisco I0S XE Catalyst SD-WAN 7 /3A A % T /NA AZHSEA VA h—L &1
TWALETIDY 7 " =T A A—VICE T 7 Lb— R 5121%, ROFIEEZFEITLET,

1 BEA AR INTWVEHSA—TVERRLET,

Device# show sdwan software

Example:

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

16.10.400.0.0 false true true auto 2019-11-20T04:40:05-00:00
17.3.1.0.102822 true false false auto 2020-07-31T11:01:22-00:00

2. AA=VETITATIZLET, ZHRICEY, T 2R |y S, BEAF ORI
BRENET, TS AT T AR TEER L T,

Device# request platform software software activate desired-build

Bl -

Device# request platform software software activate 16.10.400.0.0
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. Cisco 10S XE Catalyst SD-WAN 7/3f X DHWY I R Iz FTA A—=O~ADE IG5 L—F

Cisco 10S XE Catalyst SD-WAN 7/Af X DHEWY T bz 7 A—DA
DAITL—F

UHiOY 7 FO =7 A A=V % F v m— L, CLIZfEH L T CiscolOS XE Catalyst SD-WAN
THRAAZYRDY 7 NT 2T A A—=VICH T 7 L— RT5H120F, ROFIEEZETLET,

1

BEA VAN LENTWAL A—VERELET,

Device# show sdwan software

Example:

VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

16.10.400.0.0 false true true auto 2019-11-20T04:40:05-00:00
17.3.1.0.102822 true false false auto 2020-07-31T11:01:22-00:00

VBN U T, BBEOY 7 =T A A—CFBIBR LT, FTLWY T =T A A —V%
n— NI 57200 ks HELET,

Device# request platform software sdwan software remove previous-installed-build

i

Device# request platform software sdwan software remove 16.10.400.0.0

BT V—=FHOY 7 2T A A=V EZya— L, T ADT—F 7T v
vallavr—LET,

Fyrma—RLlef A—=V&kA A M=V LET,

Device# request platform software sdwan software install bootflash:/desired-build
i

Device# request platform software sdwan software install
bootflash:/isrl1100be-universalk9.17.02.01la.SPA.bin

BEA L AP NLENTWNWEAL A=V EFRLET, ZNITHEH, LA A—U0NEEH
TWET,

Device# show sdwan software
VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

17.02.01a.0.211 false true true auto 2020-03-30T09:34:04-00:00

FLOAA—VET 7T 472 LET, ThICEY ., TR AR £y S, BHFEOH
RAHIBRENE T, TS AF e T A EcEdh L £,

Device# request platform software sdwan software activate desired-build clean

Bl -

Device# request platform software sdwan software 17.02.01a.0.211 clean
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Cisco I0SXE U Y —2 172x D& o> T L—Ev+u+ [

CiscoIOSXE J ') —R 112X DEHY T L—KIF )%

R1N: 905 L— R+ I TOREDKGEE

BEDA VR E—=IL (A A= [FHOUTL—FE (4 A— |EME

) )

22 hr—F%F— KD Cisco |CiscolOSXESD-WAN U U — |7 /31 Z{Tuecmk9 A A — T
I0S XE Catalyst SD-WAN U A16.12 LLi (uemk9) B L. uckm9 A A —TNT A
J— A 17.2.1r (universalk9) ZNZA VA =)L E N T8
B RENEITIIET,
HNA A==V g D7
LyYaf VA R—=)UIE T
JL—RT5HL, T4 AF
Day 0 #1272 0 £9°, FifT7
DIZE. T T 4= a B
lZclean A 7> a &AL

i‘é‘o
H &€ — K® Cisco I0S XE CiscoIOS XE U U —A& 17.1.1 | 7734 A7 universalk9 A A —3
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4, fERENTfELT A AZOWT, [..]%Z 27 U v 7 L. [Generate Bootstrap Configuration] %
EIRLET,

5  (EE) ERENZHBET AL RT A, AT L— a7 X v F LET,
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