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AT WRTI2L—vary V7 =T E2ROEIICERELET,
* 9,600 bps (B v K/FD)
87 —% £ b
NRUTF 472
* 7o —iiliEe L

AT v T2 RI-45RJ-45 /7 —7 )L & RI-45/DB-25 DTE 7 % 7% . £7-1% RI-45/DB-9 DTE 7 % 7% ( [Terminal] ® <
~OUfFE) ZEA LT, CONR— MR L E£9,

A=A =T (A ADFERAE

ATV Tl kOoa<vwr ReEAHLET,
Router> enable
AFvT2 AFR—T N RAT— FBPEERESNTORVEREAT v 7 3ICHEATIEE Y, ) SNAT—F 7
27 KT, VAT LA NRAY—RE AN LET,
Password: enablepass
NRAT— RNFFAIEND &, FHEEXECT— K ZYur 7 "RERESnET,
Router#
ZILT, FEEXRCE— RO CLI~D7 7B ANAEEIZ/AR D £ Lz, HEpa~<w RE AN LT, SHER
420 B ETTEET,

ATY T3 setup 2~ FEANT DAL, [Hardware Installation Guide for the Cisco 4000 Series Integrated Services
Routers] @ [Initial Configuration] DIE® [Using Cisco Setup Command Facility] % & L T 72 &0,

ATYvT4 ary— Nty arwzE 795103, quit 2~ K2 AN LET,
Router# quit
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sshzEALEzary—L~07o22 I}

SSHAEZFERHL=-a>Y—ILADT7I R

Secure Shell (SSH) 1%, %Y FU—27 TARA A~DOEFXFaTR)E— T U AEEGLZRETS
Zu hancd, T8 ATSSH R — FEANTT DL, ROTFINEEZFEIT L £,

ATYT1 KRAMERELET,
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname xxx lab

TDORANG T, V—FDHRANEFIZIP T RLXTY,

AFYvT2 L—FZDDNS FAAL U ZHRELET,

xxx lab(config)# xxx.cisco.com

ATy 73 SSH THMT S SSH F—%4ERLET,
xxx lab(config)# crypto key generate rsa
The name for the keys will be: xxx lab.xxx.cisco.com Choose the size of the key modulus in the
range
of 360 to 4096 for your General Purpose Keys. Choosing a key modulus greater than 512 may take a
few
minutes.
How many bits in the modulus [512]: 1024 % Generating 1024 bit RSA keys, keys will be
non-exportable...
[OK] (elapsed time was 0 seconds)
xxx_ lab (config) #

ATY T8 F75)VFTIHE, vtys? b T AR— M Telnet T3, Z DA, Telnet 137 4 £—7 L THY ., SSH D
HYR—FSNET,

xxx lab(config)#line vty 0 4
xxx_ lab(config-line) #transport input SSH

ATv 75 SSHBEFMHOZ—FHEIER L, m 7 A VBREEZA X —T M LET,
xxx lab(config)# username Jjsmith privilege 15 secret 0 p@ss3456
xxx_lab(config)#line vty 0 4
xxx lab(config-line)# login local

ATYT6 SSHAEHEHLTT A ZA~D Y T— MM HR L E T,

Telnet Z{ERALTYE—Fa2Y—ILOLCUIZT7 Y ERT BAE

ZITIE, Telnet #FEALTUE— K a2 Y —A0b CLIICT 78 AT A RIAICOWTHF LE
j‘o

* Telnet Z i/ L C/L—% oY —)LIZHERET D72 DR, (10 _X—)

*Telnet L Carv VY —b f L X —T = A AT 78 AT BT, (10 2—2)
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B TehetzERALCUE—F IV Y—LAASCUICTIERT AR

Telnet Z{ERAL TIL—2 a2V —ILIZEHT H-ODEHE

TCP/IP > R U —2 5 Telnet ZfHH L CTL—HIZUE— K 727 AT 521X, linevty 7 12—
SN a7 4 X¥alb—varavy REEH LT, RAENAKRRRRZ R — l\?‘é Eorien—2%
HELET, =PI L Tr I A ERRAT— NOBELZERT D L 012, AR AREIRR 2 5%
ELET,

linevty 70— )L 27 4 Xab— gy a<y ROFEMIZOWTIE,  [Cisco I0S Terminal
Services Command Reference] #Z&M L T 72 &V,

FfE ECr A BT 4B =T /LSRN L DT HITIE, login =~ RO ERFIZ password
avy REfioTHRAT—RERELET,

FRRE. RER], TAH DT 47 (AAA) ZHEHT 53A 1L, login authentication 37‘/]“’2&“7@
L7, loginauthentication =~ > R&MEH L TU X FERET D & X2, [FIfRE LT AAA FFEIC
BT84 0BT 4 B—7 LSRN L DIZT 52X, aaa authentlcatlon login 7' 1 —/3)L
a7 4 Fal—varyavry REFEHLT, VANERETHLELHY 77,

AAA P —E RDOFEAMZ SV TCIE,  [CiscolOS XE Security Configuration Guide: Secure Connectivity.
6 L O [Cisco 10S Security Command Reference] #ZMi L T< 72 &V, login line-configuration =
~ 2 ROFEMIZOWTIX,  [Cisco I0S Terminal Services Command Reference] # &M LT 72 &
U,

Fo, V—HIT Telnet Bt T D RIS, V—F DFBRBA M, EEFNV—FICERESNTIPT
RLUAZRG L TRBLSLELH Y £7, Telnet ZfEH L TL— It T 5 72 D OB OFEM,
Telnet h—E A D A F <A XFE, BEL WV Telnet ¥— > —4— L ADMHHFIEIZ OV T, [Cisco

10S Configuration Fundamentals Configuration Guide] #Z M 1L T 723V,

Telnet *FRALTCaAVY—ILA VA —T A RIZT I ERT HHEE

ATV WRELIIPC HhOHROWTALDa~ Yy REANLET,
+ connect host [port] [keyword]
* telnet host [port] [keyword]

Z 2T, host \ZIIN—F DARAMAETLILIP 7 RVAEZFRE L., port \IZIX 10 EHDOR— &S (577 +
Vv ME23) HEEELET, 700 kepword IZIZH AR — RS 6 F—UV—FZ2HEELET, Zhbpavy
ROFEMIZ DWW, [Cisco I0S Terminal Services Command Reference] #ZM 1L TL 72 &\,

GE) TRV —ANEHERT LA, AAMERIZIP T FLAITINA T, Ah72A— &S
(7= & 213 telnet 172.20.52.40 2004) Zf5E L 7,
KT, telnet =~ R&ZfEH LT, router &\ ) LRIDON—F | ZHHT D62 RLET,
unix host% telnet router
Trying 172.20.52.40...
Connected to 172.20.52.40.

Escape character is '"]1'.
unix host% connect
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ARTFwT2 asA4y AT —REANLET,
User Access Verification
Password: mypassword

G¥) PNRAT — RPRRESNTWRWEATE. Return Z## L £
‘j‘o
AFv T3 a2—H EXECE— RTenable 2~ R AN LET,

Router> enable

ATV T4 RRT—K7ar 7 T, VAT A NRAT—READLET,
Password: enablepass

ATYTE AF—TI RAT—RKRFAEND &, FEEXECE— R 7oy 7 MRRO LI ICFRENET,
Router#

RAT9T6 ZHT, FFHEEXRCE— ROCLI~DT 7 E ANA[FEIZ/R D £ LTz, SEica~r REAN LT, SR
AT FATTEET,

ATV TT Telnett v a B TT DI, exit 7213 logout 2~ > REMHHLET,

Router# logout

USB>U7ILary— )L R— kB CUIZT Y 2RI HAE

=B i > TWHBIMDO Y AT LAFEEAN=ALTHHZ AT BI=FR—FUSBIUT /L
av Y =i, AT BUSBRIST =T VEER LI —2 D) £ — MEREYR—FLET,

[Hardware Installation Guide for the Cisco 4000 Series Integrated Services Routers]] ¢ [Connecting to a
Console Terminal or Modem| DIEZZH L T 7230,

F—R—FPa—rhy FOFERAE

a<v Rk, RXFENLFORMIHY -, Fo, a~vr RBIXUUNT A —21%, BifE
AR D 7~ o R ETIT/RT A — & L KBIATREZR SCF L E THIS CE £,

WOFRIZ, 2= RKOANTBLOWREIMEAT 22— —Fva— b Iy hERLET,

®4: ¥F—AR—FKPa—+tAhvk

F—% B

Ctri+B £ 7= 13 E RN —! H—=I V% | LFHTETBRACELET,

Ctrl+F 72 13 B & —! H— I VE 1 XFEHTETENCHED 57,

Ctrl+A H—INEa<wy R L OEHEICBE S F
KR
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CiscolOSXEV 7 bz 7R |
B EE vo7rc&3a<  FOFURL

F—4 B #

Ctrl+E H—=INEa<xwr RIA4 VORRBICBESEE
T,

Esc B H—=INE1T— R HRAZELET,

EscF =Y N%E 1 T— RGETaicEDET,

RNy I7IZ&DaT 2 FOMEUHL

JBIRE NN 7 712l BANCASI LT 20 Da<y RBMEEINE T, HRleEa~y RE#EH
LT, FASNETICREIS N TWSa<wy RIZT7 7 A TExE T,

WOFRIZ, EA N EHaa~ FO—EEZRLET,

&5 eXMYEBROTUF

avw Uk B8y

Ctr+P £7- 13 L &REI%—! BNy 7 NOa~vy REROHE LET, &
BRICEIT Lo~y FRRUICHEOH S E
T, F—EMHTRIC, I iHna~r RRIE
WFREINET,

Ctrl+N F 7213 F—! Ctr+P £ 72 1T EREIF—Ta~ o R&FHERE)
HLTHE, BEASAYyZ77NOLDH LV a~
Y RIZEY £,

Router# show history EXEC E— N T, HRBRICATI LI\ 200 =
< RO—EEFKRLET,

VRHI % — 2l C& 2 D%, VTI00 72 & D ANSI HEHEHRIZIE S E T,

aAvT Y K E—FKIZDOWLT

CiscoIOSXE T T& b a~y K E— R, #EkD CiscolOS TEATCEba~v 2 NE—R¢&
R T9, CiscolOSXE V7 T =TT 72T 5I1C1E. CLIZEHALET, CLIICIZIEZL D
E—FRHY, FHLTWDSZE—RCLVFIHTESa~r RR®ERYVET, CLI V> 7 R T
SfF () #ANTHE, HFavr FE—RTCHHATEa~v >y R VR MBFERENET,

CLlice /A4 LIzt xDFE— FiZ2—HF EXEC E— RFTY, =—H¥ EXECE— RFTIE. AT
XAa<y RBRFRINTWHWET, T _XCha<wy REFRATEXA L5127 A%, @EIT/ A
U—REMFAHL T, FHEXECET— REBBTHI0ENHY £9, FHEXECE— R1Hid, 7
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BRENYI7I12&2%a7 Y FOFUHL B

RTOEXECa~v Y R (2 —H E— RELITFHHEET—F) 2FETTEET, £/, Fm—rb 2
V74 FXa2lb—rarE—RERBTHIELTEET, I ZEAEDEXEC 2~ R 1[FEIERD
Da<wy RTY, 72& 2, show 2~ NIZEERRAT —X XEHREFZ R L, clear 2~ NiE
B BEERFA L E—T 2 A A&7 VT LET, EXEC 2~ RiZY 7 bU =7 OFEREIFEEC
RIFESNEREA,

AT 4 K2l —varEF—RTE, ETar 7 F¥al—va BZEETEET, 20%, &
Tar74Xal—varva AL — T v 7 ary7 4 Xal—ra AREFELTELLE, BEX
Nleavwy NIy 7 N7 ORESHEORTFSNET, FEOa 74 Fal—v a3 EF—R
RGBT AL, Fe—Lar 74 FXal—arEB— RERBTA0ERHY £, Fo—
NV a7 4FXa2alb—varyEF—RFRClE, /¥ —T AR AT 4F¥alb—vgr F—FK,
BT e harHEHE—-RREZOMOE— REHBTEET,

ROM E=%# E— &, CiscolOSXE VY 7 b7 = 7 AN 7 — R LZRWEA I S5 BiE
DE—RTY, Y7 by=7OREINR, EEFEBKFHICaT7 X2 —a s 77 A DR
LTCWAEEIL, By 7 b0 =7 A A—URRONLRITFHIE, Y7 U =7 X ROM E=
2 ET— ReflpT 22 ER”HY £7,

WDFIZ, CiscolOSXE V7 by =27 DXEIFE B a~2 R E— F~D7T 7 2AJFE,
FHEET IV BRAEZKRTTHHECOWTHHALEY, F £ R TERINDG T2 7 MO
Bl LET,

R6: AR E—FDTIERARE LUK T AHE

avYY R E—FK TOERAAR Joyv7k ®BTAHE
2—H EXEC o4 LET, Router> logout =~ > K% fifi i
LET,

¥#HE EXEC 2—H EXEC F&— K7)» | Router# o —# EXEC E— FIZ
5. enable =~ % RHIZIE, disable =~
FEHLET, YRR LET,

Ja—)V a7 4 | ¥iHE EXEC E— K C, |Router(config)# Ja—)varz g

Xl —Tayv configure terminal =~ Xazl—rarE—FNK
YREHERLET 726 Kk EXEC E— N

IR AIZ1E, exit 2+
U REZiFend 2~

REFEHLET,
Ao B —T Ay | Ta—)L a7 4 Router (config-if) # Ja—nR) a7 g
T4 F¥al—Ta v Fal—rgrrET—F Fal—rgrrET—F
C. interface =~ K IR DAL, exit =
FHEHLTA o Z— v REMFEHALET,
7w A AEARE LR M EXEC E— R
EE A2, end 2w K
PREAHLET,

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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CiscolOSXE V7 ko 7R |

ATV R E—FR

TOEAARK

JavJk

BTHE

=B E RO LD 72
Lall, e — K%
PGS 27 E£2iT@2
Wre— N7 7EAL
£7.

AT X - T,
Cisco I0S 7' m -t
A TREENFAE L
TmE T, 2
E— FABIGET 5
ZERDBYET,
L, 1ZEAE
DOYE, V—F1X
Vm—RaivE
7

Z— PN
transport-map =~
~r FEfERLT
HELRY v—
&0, Bire—
R2BLAT D56
WY ET,

TL—IE5
(CtrlI+C,
Ctrl+Shift+6, =+
7213 send break =
~ U R) AT
i, TL—715
FaZfE Uiz —
S DT — RIZ
BATT 2 L 9Tk
EINTNDEGE
BHYET,

Router (diag) #

CiscolOS 7' & A D&
ElZLoTREE—F
MBEIG I NS E L.
Cisco I0S D[R 7 ik
L7cdh & T, V—F%
FE) L Clre— K
EIRERT DB H D
7

JL—4& 3 transport-map
REIZL - Tzt —
N Bt L7256,
N—BZZT VAT S
Wi, BIDOR— R &Af
3257, £721%Cisco
10S CLI iZ#ft 3 % &
IRIE I NI LA
HLET,

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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CiscolOSXEV 7 bz 7DFEA

BRENYI7I12&2%a7 Y FOFUHL B

ATV R E—FR

FTOEAARK

JavJk

BTHE

ROM &= ¥

F#E EXEC £ — R T,
reload EXEC =~ F
EHEHLET, VAT
LOFEE, F D 60
FLINIZ Break % — %

rommon#>

ROM =% £— K%
B9 512X, ARz
AA—T % FEITT —
N5, ERILEE)
T—hEHELTY

MLET, Ty FEFATL, AR
IRA A=V — &

nNHEHTLET,

ZHE—FOEE
=B, RO XD REEIC, BT — REBhd 20, FREZ2ME— T 78 ALET,

*10S 7 rE ADEENREFOLZENRH D £3, HDHWIE, 10S 7' A TREENEA LT &
ZWVAT ANV Yy FTHZERHY T,

* transport-map =~ R&ffio Ca—WFREDT 7 A R v—RNREIND &, 22—
ZWrE— RicEEsnEd,

A= ZIZT 7 EALTOBICEET L—2{F5 (Ctrl-C %7213 Ctrl-Shift-6) 75 A &%
L. TV EH R U s BN — R 5 & 5 ISR SR TV BB AN D
IESS

ZWre— FClL, =2—H¥EXECE— F TR a2~ Fod Ty hE2HTEET, 20
av RNE, RO XD BRGAEIEATEET,

‘[0S AT — el NW—F LOXEZE AT~ FERET D,

carv I 4 FXal—YarOEEHMIELIIn =AY T,

*10S E721EZF DD 7 vt 2D LA RIS 5,

L—HER EVa—b, FREEOMDON— R 2T 2R N EDON— Ry 2T
UV 7—hLET,

*FTP. TFTP, BIXUSCP 72DV E—F 77 AT EFEH LIz, V—ZIZxT D774
LA F T —E B D T 7 A LEEE,

PLRTODO /L — % T, FEERFIZ ROMMON 72 & Ofi[Rff & 7 7 & 2 A& # H L T Cisco 108 [H#
EBML., NI TN a—T 4 T EToTCOWELEN, Sre— Fadfd oL, LvR#R
2T B —T oA REFEALCR T TN a—F 4 LV TEXLHLHICR 0 ET, ZWE—F
a2 Rid, CiscolOS 7B ANIEFICEMEL TV & & THEMERRE T, Fiz, —&Nn
EFICEHELTWD EEIC, V—HDORMEEXECET—RThbInboa~vy REfif T Ed,

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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CiscolOSXE V7 ko 7R |
B EE vo7rc&3a<  FOFURL

~NILTDFRR
CLI 7m > 7 N TR () ZANTHE, Favr FE—RCHEATES a~v L FUARR
FRENET, T THFAMAATHRERZFEHT 5L, o~ FICEETLZF—T— L5
BOYV A MRS TEET,
Av RE=R, avr R F=U—F FLEGEICEEDO NN T 2 2R T 51203, ko=<
Y ROoWTFnoE#EHRLET,

av UK B #
help a<wy K E— RO~V VAT LAOME %R
L/ij‘o
a7y ROS&ELS? BEDODXFAN) I ThEDRa~v RO A
FRFRENET
G a<wy NESRGFOMIZAR—Z1X
RETT,
a7 Y RO %TESRS <Tab> FEDa~y R4EfieLET,
? BEDa~ s RE—RCEfATE2La~v K
D—EErFRLET,
command ? O RITA LV TRICANTAVLEDH D F—
U— REREFIENERINET
GE) a<w REREFORIZAR—2%
AL T ZEW,

AR AT arniE : fl

T, 2wy MESLORTFIECOWTEALET, =~ MEXCE, TR EITNHAD
F—U—RFRBIOBIENEGENTWET, 2w ROF—U— R FBLIOB|IHE2FERTIHICIE,. 2
Y74 FXalb—rvar7ur7 NTEREMF (2) AT 50, Elhida~vr Ro—HE AL
FBIT 1 AR—RZ2F T, BT (2) # AL ET, CiscolOSXE Y7 b v =72k b, AR
BAF—TU— FBIUSEOU X M EMEARTANRRINET, EEX ZTa—L av

T7A4F¥alb—varE—FTarap A~ ROTRTOF—U— FEZI51HAEFRT DI

arap? E A LET,

a<y R~V HAOHF O <er>Fe B 13tfiT#R LET, HWVF—3A— FTIE, CRF—|ZReturn
F—TF, WAEDIFLEALEDF—AHR—RFTiL, CR¥F—(LEnter ¥— T3, =~ K~ LT HT)
DRBIC <er> L ENFREN TV DAL, Enter F— 2L Ca~r REETTHIENTE
FT, <R BORNIIERREINTWDSEEF—TU— R4 T a3 TT, <> 5 TOGE
I, EHATRE RS B E 721X — U — ROMIZAF/ERE T, Enter ¥ — 2L CTa~ 2 REERIED
VERHDZ EERLET,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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ROKIZ, a~v FANZEOT-OWZEMAT () 2T 2604 LET,

Cisco4000 >')—XISRY T b7z 7 avT4F¥al—2av HA K B
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K7 ARV K AT avoBg®E

CiscolOSXE V7 ko 7R |

avyU kR

BLL]

Router> enable
Password: <password>
Router#

enable 7~ R & /2T — REZASN LT, ¥
MEEXEC 2~ RIZ7Z7k®ALEY, 7o
YR > e TH W Eboen (B
Router> 7> D Router#) . FitE EXEC E— NI
Y ¥bosTWET,

Router# configure terminal

Enter configuration commands, one per line. End
with CNTL/Z.

Router (configqg) #

configure terminal £5#£ EXEC =1~ > K% A7)
LT, Za—N)Lary7 4 Xalb—var
E—RFZRBLET, Fr— L a7 g
Fal—varE— RPHbsh2E, 7R
V7 B3 Router (config) # I DY £,

Router (config) # interface GigabitEthernet ?
<0-0> GigabitEthernet interface number
<0-2> GigabitEthernet interface number

Router (config) # interface GigabitEthernet 1/?

<0-4> Port Adapter number
Router (config)# interface GigabitEthernet
1/3/?

<0-15> GigabitEthernet interface number
Router (config)# interface GigabitEthernet
1/3/8?

<0-3>
Router (config)# interface GigabitEthernet
1/3/8.0

Router (config-if) #

AR —T A AT 4 Fal— g
E— R&BtET 51213, interface
GigabitEthernet 7 12—/ 3L 217 4 ¥ o L —
vary avy REFEHALT, RETHA
H—Tx A RAEEELET,

WIZa<=y R4 NZANTHINEND D 2
<~ RELRTHITIE, 2 AN LET,
<cr> FLEMNMEFERIN TV BEEATL. Enter
F—ZW L. Ca~vr F2ETTxE1,

Ao B =T A a7 {Fal— g
E— RS ND &, T T IR
Router (config-if) # &:Bkb n iﬂ‘o

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

A F =T 2 A ATHEHTE LT NTOA
R—T A A AL T4 Fal—gyavw
YROUAMEFERTHITIE, ?2ANLE
T ROBITIE, AR, =T =A
A ay74Fal—aravwly RO—HE
ZERLTHWET,
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avwy kR

nj
E%.

Router (config-if) # ?

Interface configuration commands:

ip
Protocol

keepalive
lan-name
11lc2
Subcommands
load-interval
calculation

locaddr-priority

logging
interface

loopback
loopback on an

mac-address

MAC address
mls
commands
mpoa

Interface Internet
config commands

Enable keepalive

LAN Name command

LLC2 Interface
Specify interval for load
for an interface

Assign a priority group
Configure logging for

Configure internal

interface
Manually set interface

mls router sub/interface

MPOA interface

configuration commands

mtu

(MTU)
netbios
access list

no
its defaults
nrzi-encoding
encoding
ntp

Router (config-if) #

Set the interface
Maximum Transmission Unit

Use a defined NETBIOS
or enable

name-caching

Negate a command or set

Enable use of NRZI

Configure NTP

AVE—T oA ADREDTODaA~ L N
AN LET, ZofITIE, ipa~r R
| =

A RIA VTRICANT HUERH D =
~ U REFRRTDHITIE, 2EANLET, K
OBITIE, FEHFTRE/R AV H—T = A A 1P
Ay 7 4F¥alb—igryavy RO—EET
R L TCWET,

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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avwy R

18R

,.E-E

Router (config-if) # ip

?

Interface IP configuration subcommands:

access—-group

for packets
accounting

this interface
address
interface
authentication

subcommands
bandwidth-percent

broadcast-address
of an interface
cgmp
directed-broadcast
directed broadcasts
dvmrp

hello-interval
interval
helper-address

Specify access control
Enable IP accounting on
Set the IP address of an
authentication

Set EIGRP bandwidth limit
Set the broadcast address

Enable/disable CGMP
Enable forwarding of

DVMRP interface commands

Configures IP-EIGRP hello

Specify a destination

address for UDP broadcasts

hold-time
time

Router (config-if) # ip

Configures IP-EIGRP hold

Router (config-if) # ip
A.B.C.D
negotiated

over PPP

Router (config-if) # ip

address ?
IP address
IP Address negotiated

address

A E=T A ADREDDD A~ R
ABLET, ZoOHITIE, ip address 2~ >
REfEHLTOhET,

av Y RIA U TRICATT HMERH L =
~ v REFRTHITIE, 2 AN LET,
OFITIL, IP 7 KL A F 7L negotiated ¥ —
T —REANTLHHERNHY 7,

WAT (<er>) FFERINFERA, 207D,
avy REZRSEDITE, BIOXF—U—
NREITBIBAEANT HHERH Y £,

-
—

Router (config-if) # ip
A.B.C.D
Router (config-if) # ip

address 172.16.0.1 2
IP subnet mask
address 172.16.0.1

ERT A% —U— RFEi381%E2 AN LE
T, ZOFTIE, IPT FLAE LT
172.16.0.1 ZfFEH L TWE T,

av Y R VTCRICATT HRMENH S =
VU RERRTHITIE, 2EANLEST, Z
OHEITIZ, P TRy b ~A 72 ANITT5
WENH Y ET,

<er> [ IFREINFHA, ZOH, avr
RESERSELHITIEL, BINOF—U—NET
B EATTTOVERD Y £7°,

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

0L-29328-03-J |



| CiscoloSXE Y 7 k7D

avy Fono s Udefaut xR |

avy kR 5 BA

Router (config-if) # ip address 172.16.0.1 S 2w -

Sonrerfeontios m#77/ﬁfx7%ﬂﬁbiﬁo_®%
secondary Make this IP address a TliX, IPYV 73y <A77 255.255.255.0 %

d dd

se22§>ary address it L/le‘i?‘*o

Router (config-if)# ip address 172.16.0.1 - N N N

255.255.255.0 av Y RIA VTRICATT HRERH L =

YU RERRTLHITE, 2EANLET, 2
OB TIL, secondary ¥—7 — K& AT %
7>, Enter ¥ — &L £,

<cr> MWERENET, Enter F—ZMH L T
~ U REETT DN, £FHOF—U—F
EANNILET,

Router (config-if)# ip address 172.16.0.1 - - N S
voe oee e g Enter X — %L Ca~  FEZ%ET LET,

Router (config-if) #

AT FDno KB KU default 2K D {E

FETR_RTCOar74FXalb—raravr FgnBRAnH0 4, —HiiE, no B &M
LCHeET 4t —7 M LET, T4 =TI Ro TV DHEREEZFHA R—7 LIz, T
TANBNTT 4 =T LI TV DIHEEEE A X — 7 T 5121, noF¥— 7 — RZEHEE LRV
Tavy RaHLET, L2E PLY—TFT 4 7T 74V ETAX—TVICRESNLTH
£, PL—TFT 4T %7 4 8—7/WICT HIZIX, noiprouting =~ > REFEHLES, IP/L—
T4 T EHOA F—T T BITIE, iprouting =~ R&EMHLEJ, CiscolOS V7 bV =
TOavw R U777 LU RE, ar7 4 X2l —vary avy ROERDEL, LW no B
KD~y ROBENTEH SN TWET,

%< @ CLI 2= FiZiX default b H Y £5°, <command> default command-name % 3179 %
L, avw VU RET 7NN IMRECETIENTEET, CiscolOS Y7 by =7 a~xw KU 77
LY AT, 7= A no IBRD 2~ 0 R L3872 DHEEDS default TED =2~ o R CHEAT
EINDHEED, default ERXOEENHHAINTWET, YATLATHATEST 741 a<
v REFRTDHICIE, N TH5a~vr R E— R Cdefault? 2 AL ET,

LB LI-BREDRF

| 0L-29328-03-J

REDEFLAZ— T v a7 4 Fal—a ARELT, V7 by =70 n— R9fE
BOIHAERHIETNEN KON K ST 5IZ1E, copy running-config startup-config =~ > N
ZEMLET, wICHlZRLET,

Router# copy running-config startup-config
Building configuration...

RIEDRIFE D D ZENHY £, REVRFIND E, ROBABFRESNET,

[OK]
Router#

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i



CiscolOSXEV 7 bz 7R |
B -7 FaL—vavorrrnss

COEEICE Y REN NVRAM RSN ET,

A4 xXalb—ar I74ILDEE

AR =TT a7 4FXalb—vay Zr7A N Envram: 7 7 AV AT AIRAFEZ L, FEIT
AT 4 FXalb—vary Ty A Mdsystem: 7 7 AN VAT MIRGFEINET, Zoar T g
Xl —aly 77ANVDORIEREITL., OV DD Ra )v—F FF5 v b7 3 —ALThHil
HAanTcnEd,
VAAN—HFDHEWNIRA LT FUAO—ERE LT, A= T v a7 4 Xalb— g
7 7 AV ENVRAM D HLMOWTNNONL—F 77 A )V AT HMIab—L (IHITEBMNTR Y
NI =7 H—NZhabt—L 7)) . XNvI T o7 boTBIMEROYET, AFX—T v
AT 4 X2l —var Ty ANENy T v LTEL & (ILENOBHE T NVRAM DA
A=K Ty a4 Fal—vary ZrAABMMEATER RoTlcbdlZ, 24— T v
AT 4 Fal—Tay Ty A NVEHRICEETE £,

AZ—KT T a7 4 Xalb—raly TrANENy 7T v 7T 5T, copy 2~ REfE
HTEEd,

NVRAM DAZ—hT w7 a7 4 Xal—vary Ty ANEN NI T v TH0%2a7 4
Fal—2ary 77A4NVDORy 7T v, (186 X—) [TxLET,

a7 4 X2l —vay Ty AVOEHOFEMIZOWTIL, [Cisco IOS XE Configuration
Fundamentals Configuration Guide] ¢ [Managing Configuration Files] OIHZZM L T 7230,

show Y>> KELUmore avY KOHEAD T4 ILE Y LY

show =~ R more 2~ ROMNERBEL, 74027 TEET, ZOKEILZ, KRED
WA EW~NEZ DHERD DHEC, RERBANERIT AGEICELLET,

Z OREE M AT 512X, show 72X more 2~ REZAS L, HWT 47 X7 () &
¥ —U— 1 (begin, include, F7-1% exclude) DV Th1 >, BLUOMKBELZ7 4102 v
T HAT O ERRB (RF &N FOXNH D) 2 ZOIEFTATILET,

show command | {append | begin | exclude | include | redirect | section | tee} regular-expression

ZOHENE, arv T4 Fal—vary 7 A NVNOIEROKEDITIC—FKLET,

1

Z OFITIL, show interface =~ > KDO&ffi+ (include protocol) % L T, = protocol 73 1~
ENLZHINTORERLET,

Router# show interface | include protocol

GigabitEthernet0/0/0 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0/0/1 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0/0/2 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0/0/3 is administratively down, line protocol is down
0 unknown protocol drops

GigabitEthernet0 is up, line protocol is up

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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r—snErgr

0 unknown protocol drops
Loopback0 is up, line protocol is up
0 unknown protocol drops

IL—3 DEIRVIER

(% L& BRI
BRE A 7ICT BRI, Yy — Y RT —ASRTVSZ LEMRL, LY Tk vy kT D
EETLTIEED,

VTR vy YU EFIT LT bA— S OBIE A7 ICT 510, ROFIEEFATLET,

AFYT1 ROMMONICRE Yy 74T A5L5ar 74 Fal—ay LYVZAEZRRESINTNDL I L 2R LET,
HE/ 7 —hpar 74 XaL—3ar LYRZORE, (655—) 2BRBL TSN,
ATFYT2 WKOELHZreload 2~ REAN LTV AT AEELET,

Router# reload

System configuration has been modified. Save? [yes/no]:
Proceed with reload? [confirm]

ATv T3 ROMMON a7 " RFERENTES, VW—FDEFEAA vF o247 OMNBEIZH D X F9,

TSR IA—LBIUVORAYVYI NI T A A=Y ER— ME
ESTOY A

CiscolOSXE Y7 bV =7 E, HEDT 7 7+ —LEHVR—bT5YT7 =T £ A—=TT
WREND 74 —F v 2y LTy r—IENTVET, HEDTT v h 74 —ATED
TA4—TF %y bOIN—TEMHEHATELENE, VI —RIEFENDLTATY T RT =T A A—
N> THERVEST, HEDV Y —ATHHATEDLY 7 NI =2T A A—VOy E2WER L
V. BHHHEREDFEED CiscolOSXE V7 N U =7 A A=Y THEMAIRENE D D EHRE L=V T5
21X, Cisco Feature Navigator {1 3"% 7>, [Release Notes for Cisco I0OS XE] #ZH L T 2 X
AN

Cisco Feature Navigator O {# /5

Cisco Feature Navigator Zfi [ 35 &, 7T v b 74 —LBIXOY 7 b7 2T 4 A=V OPKR—

A MR C& £9, CiscoFeature Navigator (X, FFEDY 7 b =T VI —RA T74—F ¥ tv

b £ T Ty 7 A — L&Y R~ 1T 5 CiscolOSXED Y 7 b7 =T A A=V Z2HRTE S
Y —)LC9, Navigator ¥ —/L &M HT 512I%, Cisco.com DT 7 MIMLEDH Y XA,

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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CiscolOSXE V7 ko 7R |

B cutviavem

Software Advisor O {F A

v A 21X Software Advisor > — /L& #ERF L CU E 3, [Toolsand Resources | Z#Z ML T 72 S0y,
Software Advisor Y — /L Z AT 5 &, & HHEFEN CiscolOSXE U U —ATHAR— F I THDHH
EOAMER LI, ZOMREDY 7 2T ~=a T VERELED, L—XIZEEINTWD
N—=RT7 =27 TDCiscolOSXE V7 bT =T Ofg/NY 7 b = T B Z2MEGR T2 LN TEE
T, ZDY—/UIT 7 AT BHITIE, Ciscocom DEFFL—VF THAILENH Y £,

YI2bkozF7))—XR /) —F+DER
PITFOFEIEIZ SOV T, Cisco 4000 > U — XD [Release Notes] # &R L T 77X\,

* AE VIS DRI

CHERE 1B EO2 OFRMIF L OFFRE A O FE B FIH
VY =2/ —=hMaid, &HO) Y —REEOFHERPFLMLSNTOET, ThbOFHRICIE, L
HIOD U U — 2 ZFEHE OB T D E RPN EEN TV RN I ENH Y £§, KEICET L2
NFETOTRTOERIZOWTIL, Cisco Feature Navigator (http://www.cisco.com/go/cfn/) ZZ M L
TLTEEY,

CUtyia > EHE
T I T AT AA LT U REHRELT, BAMICEATLZZENTEET, Byvarnys
WXV, 2 NDa—F RPN LI T B EAHAIC EEXTERNVL ) ICRETE T,
R T _RTOFY R T A BN T B AL THERAENAIDOESZDIC, CLIky Y a v
TR ARCTPHROBRENTFHREINTWET, 2L E, 2k a2—VFiEgnr—#iZE—Fh
TIOERTAZLENTXET,
‘CLIkty>ayry A LT 7 NOEFE, (253—=)

*CLItyYaroayr, (25~3—)

CLity> a3 U EBIZDINT
T I T 47 ZALT U MNEFELT, WHPICERTAZENTEET, Eyvarays
WXV, 2 NDZ—FRENTITOTEFAFAIC EEETERVWE ) ICR#ETEET, A
FREAR T R TOF v /3T 4 RNF T a2 L > THEAENLDEF<T=HI1C, CLIt Yy =
YT EARICTHOREN RSN THET, e xid, ZhUcE=—FiFr—#ic) £—
N7 EBRATEET,
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cueviaver ||

CLiIty>a 34 L7 O MDER

ATy T

ATy T2
ATvT3

ATy T4

configure terminal

sa—s\ L ar 74 ¥al—iary E— REBBLET,
line console 0

session-timeout minutes

minutes DIEIZ XV, ZA LT MIARAETOCLI ORISR EINET, CLIty g #Z 1A
TURNEBRETDHE, CLILy a0t X=2 U7 4 NILENET, minutes IME0ZFEET D E, B
av AADLT T SBEMTY F9,

show line console 0

'YZ“/‘\/EI VY 5/( 57'7 ]\ & bf%&ﬁééﬂfi{ﬁ%ﬁﬁ?g\ Li'ﬂ‘ ("Idle Session" @’Tﬁ& L/Ti%ﬂt\‘éhij—) °

CLitviarvoovy

ATy T

ATy T2

ATvT3

RTv74
ATy TH

| 0L-29328-03-J

[T L& BHIIC

CLItyvaryO—K/ AU — RERET HIZ1E. EXECE— RTlock 2~ REfHLET,
lock =~ > RZMEHAT 5121, £ DR1IC lockable =~ > RZ2# ] L CHIFRZRET HLENH D
F9, WOBITIL, [FEI#HED lockable & L TERE I, ZDH lock =2~ REEH L T—K/ X
U— RKRED S THRET,

Router# configure terminal

Ja—~)ary7Z 4 ¥al—ary ET— REBLET,

lock 2~ FEFEHATEXL51CT5FBEASILET,

Router (config)# line console 0

Router (config) # lockable

MRz ey 7 ARl LET,
Router (config) # exit

Router# lock

IRAT = ROANBRKRDENFET, AU —KREZ2BANTEZLNERD Y £,
hanin: <passwords
Locked
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EEBA A —TJ x4 ADFEH

D2 —FBLIOT FY r—2 g VANTICIROEH A Vo F— T = A ANREEN TV ET,
* XHE Y A —V Xy NEHA LT —T oA A, 27 _—

* SNMP A x—7 Ak, 34 ~X—

FHEY A —HYRy FEBASA I —T (R
XAy b A=V Fy NEBA LV F—T = ADOPE, (27 —)
CXHEy b A=y bOT 740 MK, (28 X—)
CXHE Y b A —HFEy b H— FOEE, (28—
*XHEy M A —HF Ry NMEHA L H—T A AD VRF, (28X—)
CHROXHTE Y b A =Ry MEHIZ XY, (29 N—)
*ROMMON TODIP 7 FLARFE LA —H 1y MEFAR—F, (33 X—)

FHEY FA—H Ry FNEEBA I —T 4 ADHE
Jb—Z 21X, GigabitEthernet0 & W9 ZAHTOA —Hx» NEEAR— F03H D £7°,
A —PFy VEHFR—NZED, VX L CEBAX AT EEITCEET, O H—T A A
TliE, *y V=27 "N T T7 4w 78k FIT L IR0 28 A (F721E, LITLIEFEfTTEEE
A) o LA E—T 2 —A&FH LT, Telnet 3 X O Secure Shell (SSH) %4 L T/L—
HIZT 7 BAL, WX TCEHEIRAIZFITTHILENTEET, 2O ¥ —T7 A A%,
=B BN—T ¢ T EBET BRI, FTIXFOMDIEIERA  H—T = A ADIET 7T 4 THF
WCRT TN a—T 4 T AT HGECH SRRt L £,
A —HP Ry MEHA LA —T oA ZADWL DOPOEERE AU TFICRLET,

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
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BEEALE—T 1A ROBERA |
B =/Ev b A—929 FOT T4 MER

* L—Z 2%, GigabitEthernet0 & W5 4 HTDOA —H Ry NEHA LV H—T A4 AN 125HV F
‘a_O

AP =T 2 A ATYHR—=—FENDHNV—T v F7r had IPvda BLOIPv6 7213 T,

CEHIA LA —T 2 AT, BREA A —T A ADEREL TV RWEAR, VAT ATk
ANRE T L TWAEETH, L—ZICT 7 BATEAFRELRY £3,

A=Yy MERA Y =T = 2T, MAOREL—T 1 7B L% (VRF) O—H
TY, FRMCOVWTIE, ¥HE Y b A =Py MEHA L F—T A 2D VRF, (28 ~—
V) #ZRLTIES N,

FHEY A=Yy bOT 74U MMERK

7 7 4/ hTlL, Mgmt-intf &5 A RTORER e VNV —T % FfoA —H Ry NEBA VX —T = A
AMITHAE VRF DR ESNE T, ZOREIFTELETEEH A, Mgmt-intf & VD ZRTORFER S
N—T RO A —T 2 ADEEVRFEZHETHZ LT, A —V Ry NMEEA V¥ —T = A
ADKT T4y V%, METL—r O CEL LRV ET, Z£HLRNE, 1ZEAED
BEREICH LT, A X —T 2 A APMOF Iy hA—Y Ry hA U F—T A ALFAL LI
METECLENET,

el zIE, T AN REREITRO LB T,

Router (config) # interface GigabitEthernetO
Router (config-if) # vrf forwarding Mgmt-intf

FHAEY M —PRy b R—FDEE

FHE Y b A=V Ry MEBEIAR— MIHFIZ GigabitEthernet) TH Y, Z DR — MIF 7 v — 3L
a7 4 X2l —varyEBT—RTTZ7RBATEEY, RICHIZRLET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface gigabitethernet0

Router (config-if) #

FHEY b AM—Y2Ry FEBAS 2 —T 4 XD VRF

THEy b A=V Fy NEEHA VX —T =4 AT, HEIWIZHE D VRF O L 720 3,
Mgmt-intf &9 Z4HiOD VRF 23L— % CTHEIIZERE SN, HEHA—Y Xy b A ¥ —T (R
HELLHERASRET, TOMDOA X —T = A 2T 2O VRF (ZBMNTEF, ZE VRF (2
DA H—T 2 A AEBETLHZ L TEERA, BHA—Y Ry b A ¥ —7 A AVRFIZ,
MPLS VPN VRF Z DD % >~ U —27 2RO VRF IZHI L FH A,

FAEY b A=Yy MEHA U F—T = A2 ZNEKDO VRFNIZEET D &, B —V
Xy M AE—T A RAZRD XD R BENRAETCET,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |



| ®B rs2—Tzq20ER

A

#BOXAEY b r—vryreBazs |

R OMEBEDRENLEL 2D  ftho/L—& & il LT, CiscolOS CLIIZAFE DB LA —
X MEREOR TR D Z LR DT, ZE D VRFIEIEZ R E IR T 2 H0ERH Y
9,

CHHENT 7 4 VPN EBBTERLRD  TRTOEV a— VAV F—T = ALE
A=Yy AU H—T oA ATHE2 D VREICHBIICEE SND 720, FENT 7 4
TITEHA =Y Ry MU F =T oA APBASTEY a— A U F—T oA A% M0,
FIXFOHIEB LY TEERA,

A HE =T 2 A ADEX 2 VT 400 LT 5 : Mgmt-intf VRF (XZ7VH KD VRF NIZH 5 7=
D, MEBOV—FT 4 7 T=TNERLET, 20D, FEA -V Xy b A ¥ —Tx
ARADN—T 4 T T =T — ERBIMESN D OIE, BHRICV— N2 AT LTZGAETE
T,

BEHA—Y Ry F A Z—T A AVRF TiX, IPv4 & IPV6 D STDOT RL A 77 I U NP R—
FEiEd,

G¥)

Mgmt-intf VRF O—# & LT, ¥ EY b A =¥y MEEA X —T A4 X (BLOL—
Ry B =T 2 A R) PIFTEHRETEET, ZOVRF TIIOA v X —T = f AZHE
TXxFEHA,

HBEOXHEY P M—H 2Ry NEEAIRY

A

A=V Ry NEHA L Z—T 2 AT VAL TC, —F TCROZ AT ZFEITTEET,

| oL-29328-03-J

G¥)

U, A=y NEBA A —T oA ABFERA L TCEITCEDLTRXTDODH AT EZY AL
TWH DT TIEH Y ¥ A,

* VRF REDFR, (30 X—)

XAty b A —HFy MEH VRF OFIEROER, (30 ~4—)

CEHA—Y Ry N A H—T 2 A AVRF TOTFT 7 4/ Lb—bORE, (B02—)
*XAHEY b A=Wy MEHIP 7 NLAOERE, (Gl X—)

CXHE Y h A=Yy NMEHA VX —T = A A% LTz Telnet D, (31 ~4—2)
XAy b A=Yy MBS U X —T = A A%J L7z ping, (31 ~X—)

*TFTP £/ FTP 2 L= 7 7 A D=t —, (31 *—2)

*NTP Y —NZHH LY 7 ho =T I my 7 ORE, B325—)

Xy, (323—Y)

* SNMP-Related —t %, (32 ~2—)

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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HBOXHEY b4 —H1y FEEIRY

* RAALUADFEND ST, 32—)

*DNS OF|IV 4T, (33<—2)

* RADIUS % 721% TACACS+ #— 7 )L—T D% iE, (33 _X—)
* VTY [FI#R(C ACL % BI#AT T 5, (33 X—2)

REDRT

XHEy A=V Ry NMEBA V¥ —T = A 2D VRFREZ 7T 521X, show running-config
vif 2~ REMHLET, WIZ, VREOT 7 4V MREDOHIZ R LET,

Router# show running-config vrf

Building configuration...

Current configuration : 351 bytes

vrf definition Mgmt-intf
|

address-family ipv4
exit-address—-family
I

address-family ipv6
exit-address—-family
|

(some output removed for brevity)

XHEY b4 —H 2y FEE VRF OFMFERORT

FHE Y b A —H Xy MEFLVRF OFEMERZ R RT HI121E, ROBIIRT & 9 I show vrfdetail
Mgmt-intf =~ > REZ A LET,

Router# show vrf detail Mgmt-intf

VREF Mgmt-intf (VRF Id = 4085); default RD <not set>; default VPNID <not set>
Interfaces:

Gi0

Address family ipv4 (Table ID = 4085 (OxFFD5)):

No Export VPN route-target communities

No Import VPN route-target communities

No import route-map

No export route-map

VRF label distribution protocol: not configured

VRFEF label allocation mode: per-prefix

Address family ipvé (Table ID = 503316481 (0x1E000001)):
No Export VPN route-target communities

No Import VPN route-target communities

No import route-map

No export route-map

VRF label distribution protocol: not configured

VRF label allocation mode: per-prefix

T —YHYRY A UEA—DTTAAVRFTOTIAIL L IL— FDERTE

FHEY b A=V Ry NEHA L H—T 2 AVREF TTF 74V h b— FERETHITIE. RO
a<wr REANTEET,

Router (config) # ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 next-hop-IP-address

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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HBEOXHEY b 1—Hxy reE222 |

IPv6 7 FLAZERA L TCEEASA—Y Xy A Z—T A AVRF TF 7 #/V ks b— N & RET
5121, oa~<r REANTLET,

Router (config) # ipvé route vrf Mgmt-intf : : /next-hop-IPvé6-address/

FHEY R A—HRy FEEIP7 KLADETE

EHEY h A —PFy MEHER—FDIPT FL AL, DAL X —T A ADIPT KL A L[
O FIETHRETEET,

A=V FRy NEBIA VX =T 2 ADIPVA T FLAZRET HIZE, koa<r FEASLE
-éAO

Router (config) # interface GigabitEthernet 0
Router (config-if) # ip address A.B.C.D A.B.C.D

A=Y Ry NEBIA LV Z—T 2 ZADIPV6 T RLAZERET HIZIE, koa<wr FEASLE
KR

Router (config) # interface GigabitEthernet 0
Router (config-if) # ipv6é address X:X:X:X::X

FHEY A=y FEEBA U E2—T 24 X%5 L1=Telnet DfEFH

Telnet A LT, ¥y b A —V 3y NEBA ¥ —T A AVRF 24 L CL— X | TH
521X, telnet 2~ REAL—FZDIP T RLAZMFEHLET,

Telnet Zffi ] L T/L—F D IPv4 7 R L AT T HI121%, ROa~<> Re AN LET,
Router# telnet 172.17.1.1 /vrf Mgmt-intf

Telnet Z L T —X D IPv6 7 L A ZEH T 21213, RO~ FEATTLET,

Router# telnet 2001:db8::abcd /vrf Mgmt-intf

FHAEY b AM—HYxy NEBA A2 —T 4 X% L1z ping

VRE CA —H% Ry NMEHA U H—T oA ZAEMHHL T, DA ¥ —7 = A RZKT 5 ping & 5
TeEET,
IPv4T7 RLADA B —T = A AT ping ZFATT HITIL, kD=~ FEATTLET,

Router# ping vrf Mgmt-intf 172.17.1.1

IPv6 7 RLADA B —7T = A A ping ZFATT HITIL, kDa~ FEATTLET,
Router# ping vrf Mgmt-intf 2001:db8::abcd

TFIP £/=(XFIP ZFEAL-T7 74 /ILDIE—

| 0L-29328-03-J

Trivial File Transfer Protocol (TFTP) ZffiH L CA —Hxy MNEHA X4 —T =4 ARHATT 7 A4
VA —9 521, copy tftp =~ > ROHIIT ip tftp source-interface GigabitEthernet 0 =~ > R
EANTHLENRBY £9, T, copytftp 2~ R TVRFAZRETHA T a »inRni-
&) *@—a—o

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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FfRIC, FTP 2 L CEEA —Y Ry b A v ¥ —T =2 A ARATT 7 A V& 2 —F 51T,
copy ftp =~ > KD AJJHIIZ ip ftp source-interface GigabitEthernet 0 =~ > K& A )T 2 LE N b
DET, ZNHRIEV, copyftp 2~ RIZCVRELAEZIRETH 47 a VR0 T1,

Wiz, TFTP 2EA L C 7 7 A VA2 a2 —F 502~ LET,

Router (config) # ip tftp source-interface gigabitEthernet 0

WRIZ, FIP A L C7 7 A Ve a =3 561 2R L £,

Router (config)# ip ftp source-interface gigabitEthernet 0

Building configuration...

- Omitted lines -

|

!

ip ftp source-interface GigabitEthernet0
ip tftp source-interface GigabitEthernetO
|

NTPH—N\ZFRALE-VY I b7 2809 DERE

0%

5

XAy b A=V Ry NEHA L —T =2 A B L TCXy NU—27 X471 ha) (NTP)
ALY —=NEFEMZEND LY T v T =T I vy 7 Z%ET HIZIL, ntpserver vif Mgmt-intf
avw U REANL, Ty 7 T— 1 2RI A ZADIP T FLAZEELET,

IPv47 RUAZEHALCA —V 3%y NMEBEA VU H—T 2 ATNTP P —"ERET HITiE. kD
avr REANLET,

Router (config) # ntp server vrf Mgmt-intf 172.17.1.1

IPv67 RLAZFEHALTCA—Y %y NEHA L X —T =24 ATNTPH—RERETHITIL. RO
o< REANLET,

Router (config) # ntp server vrf Mgmt-intf 2001:db8::abcd

R T DOFEEFEILIP /2L IPve 7 RLAL LTHXAE Yy b A =¥ Ry MNEHA VX —T = A X
ZFRET 521X, logging host ip-address vrf Mgmt-intf =~ > K& AL £7,
Router (config) # logging host 172.17.1.1 vrf Mgmt-intf

SNMP-Related — E X

FHEY b A=V Ry MEEA U H—T 2 A ZAEFTRXTOSNMP b7 v 7 Avt—VDY—2A
& L CTHRET 5121, snmp-server source-interface traps gigabitethernet0 =~ > K% A1 L £9°,

Router (config) # snmp-server source-interface traps gigabitethernet 0

FAALBDEIYET

VREZNLIEZFHEY hA—P Ry NEBA L —T oA ZAHDIP FAA 4 %EY Y TET,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |
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TIHNIEDRAAL X Ey b A =YXy MEBLVRFA v —T =2 A AL LTEHRT DI
I%. ip domain-name vrf Mgmt-intf domain 2~ > K& AJ LT,

Router (config) # ip domain-name vrf Mgmt-intf cisco.com

DNS D&Y BT

A =YXy NEBA L F—T = A AVRF X — L %— "¢ LUTHET HITIE, ip name-server vrf
Mgmt-intf [Pv4-or-IPv6-address 2~ > R AT LET,

Router (config) # ip name-server vrf Mgmt-intf A.B.C.D
F7iT

Router (config) # ip name-server vrf Mgmt-intf X:X:X:X::X

RADIUS % 7-1% TACACS+ H—/\ F)L— T DERE

BHLVRF % AAA = 7L —TO—f L LT A—7bT 5121E. AAA = T L—T D%
TERFIZ ip vrf forward Mgmt-intf 2~ > K& AT LET,

TACACS+ ¥ = ZFN—T2@ET 2566, FRICLET, HE VRF Z TACACS+ ¥ —/ 7
N—"TD—f L LTI NV—T BI1TiE, TACACS+ H— 3 7 )L— 7 D ERFIZ ip vrfforwarding
Mgmt-intf 2~ > R&E A LET,

KIZ. RADIUS — R J)—T 5 RET HH 2R L ET,

Router (config) # aaa group server radius hello
Router (config-sg-radius)# ip vrf forwarding Mgmt-intf

®IZ, TACACS+ YV — TN —T B ET HHZ R LET,

Router (config) # aaa group server tacacs+ hello
Router (config-sg-tacacs+) # ip vrf forwarding Mgmt-intf

VTY [E#R1Z ACL ZBE T 1T 5

VREFZEHALTWS (EIMER LTV VIYERICTY 72X a2 he—L U A2~ (ACL)
A HEFEITATINT A121Z, vrf-also ¥— U — RZEHLE9,

Router (config)# line vty 0 4
Router (config-line) # access-class 90 in vrf-also

E

Router (config-line) # IPv6 access-class my-vty-acl in vrf-also

ROMMON TDIP 7 FLARE LA —H Ry FEHEKR—F

ROMMON TIP 7 KL 2 %77 % 2i%. IP_ADDRESS= 3 X (X IP_SUBNET MASK= =~ > K
ZREHTEEY, o, AV —TxAf A a7 4Falb—aE—FTipaddress =~ K
ZEALCTIP Y FLAZRET DL HTEET,

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
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SNMP @ 1 r—J L1kt

it

VAT ADEHE) LT CiscolOS 7 AR N—HF TEITEIND L D27 HHiIL, ROMMON Ci&E
SNFEZIPT RLAR, A —V %y NEHRA LI —T A ADIP T RL 2L L THREL £,

CiscoI0S 7 ANBE L TA —V F v MNMEBA VX —T oA ZA%HIEIT DX O/ -72% T
I%. Cisco IOS CLI ® GigabitEthernet0 o > % — 7 = A ADFRERHTIRE L2 IP KL AR, A —H
Fy MEHA A —T =24 ADIP T RL AT 9,

ROMMON CTEZRENZIP T RLUARFEH S D DIL, CiscolOS 7rvANRT 77 4 727D F
TTY, LER->T, FHEY A=V Ry NEBEA X —T oA ADRIELLIET 57201
X, ROMMON & CiscoIOSXE 2~ RTHEINZIP T FRLARFE—THLILERNH D £7,

SNMP @O 1 r— 7 )L1k

SNMP DA % — T IALDFEMNZ DV TiL, SNMP-Related "—E A, (32 2—) BXO
[Configuring SNMP Support] ZZH L T 7Z &0,

Web 1—% /42 —DJ x4 REHE

Web 2—H A L Z =T =2 ZAEMHLTVL—2IZIT 7 EATEET, Webx—H (¥ —T =
A ATIE, DPRVRT NI T T4 AN A E—T =2 AEEH L TV—FDONRT =< A%
HTEET, Weba—HP A F =T A ZAEMHAL T, L—FDIFLAEOMHZERL, RO
WL EITT D LN TEET,

* 7T T A ANRARLTWIEATOFROER,

* Cisco IOS XE #t &/ v 77— YD Cisco I0S B 7 /% v 75— U8 L UJE Cisco 1I0S V7 /3w - —
VICBEET A TR AR L FEAEDY T b= T T a ADE,

L —F|THEESNTWVWDETXTORP, NIM, SM-XZR2E, IFEAEDNN—RT =T a L R—
ENANGY TR

*JEEEWeb 2 —H A U X —T = A ATMZA T, VHI—Web2—H A X —T =/ RZHT
7 & A T&E DR,

* show =~ NHJDIVEE,

ZITIE, RORFIZOWTHIALET,
*LH—Web—W A FZ—T = A ZOWE, (35 2—)
CTTT 4 I N—AWeb —H A L H—T = ZOME, (36 2—)
*[EHEM) Web 22— f > H—T =24 A NTLUAKR— bk v~y T OME, (37—)
*Web 21— A L H—T =2 A AT I HADA F—T M, (B8~—)

CERIEM, (43 X—Y)

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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EBAA—T A ADER

web1—4 12—z 282 [}

LAS—Web 1—H £ 03 —T 24 ADPE

| 0L-29328-03-J

INETOTRI L—HFIZiE, VT —Web 22— A ¥ —T = ARNEHEINTEY, i
PHEHALTCL— 2 EEHTEXET, ZOLH—Weba—HF A B —T AR, VFT v
I EMEHET, BEEMICEREZFRLET, V—F T, 2O X —T oA AT LV RFR
Web L—H A > —T =2 ZAO—FHMVIAENTEY, EMA==2—D [0S Web Ul| 7% =
YEIZV 7 LTIIUIT 7 BEARATEET,

J—% TlE, CiscolOS 7 R r—V R EB L OERTLHHTOR, LT — Web 22—
AVE—=T oA AREHTEES, —HOWRITIT FrZiphttp 2~ REZ AL THTTP £7-
IZ HTTPS — A Z—T L ENTWDH DD, WUNIRE ST Web 2 —H f L F—T =
AR BNFUVAR=RN 2y IR —ZIZELHASNTWRWEAIZIE) 7774 v 7 _X—2A
Web 2—W S L X —T 2 AT 7 BATERWVE, VI —Weba—HF f X —T A A%
EHCTExET,

Cisco4000 > ') —XISRY T b7z 7 avT4FalL—2av HA K B
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Web 1—H A V42 —J x4 REE

5274w

I0SWeb =2 —H A v B —T = A ZADFR—Lb _X— O Z RO LET,

1: LAS—Web1—H A3 —T 24 ADKR—L R=
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N, V—HICHEASHEZEER) Web 2—Y f v X —T =4 A bT U AR— K < v 71X, Web
2P A B =T 2 AL DEFEFERE N —Z PS5 HiEEER LE T, EEN Web 22—
A LHE—T 2 A A RNTUVAR—FN T TR, FT77 47 _X—AWeb2—H ¥ —T =
A ZA~DT 7% A2 HTTP, HTTPS, £73Z DM 507 v b a/LOWFn a2 2 %
TEET, 1 OOBEH Web 22— A ¥ —T oA A~y T REFEL—F THEHTEET,

N—=BTTTT 49T _R=AWeb2—W [ F—TxAf A% F—T VT HHENT, LT —
Web 2—W f X —T 2 f A NTFTUVAR— N v TERETIHLERSHD T, LI — Web
22— A F—T oA AEFET HITIL, iphttp 2~ Ry FEFEHTEETS,

iphttp =~ > FOREIX, LI —Webx—H A L X —Tx A AL T TFT 47 X—ZXWeb1—
P A B =T 2 A ZADWEHIZOWT, HTTP /21T HTTPS T SN2 R— F 2 EHZ L £,

J—Z TCOBEENIWebL—F A L F—T 2 A A NTFTUVAR— s TOREEGL, 77 4w
JN_R—=A Web 22— A U H—T 2 ARROBEIZONWTIL, Web 2—H 4 U H—T = f AT
7 ADHKE, (B8 2—) BB LTLIEE,

Web 21— A U3 —DJ A X TFIEADA r—T )L
N—Z D Web =Y A L F =T = %A RX—=TMIT DL, ROVEEZITVET,
*Web —H AL H—T=2A AT 7 HADRE, (38—
*Web —H A L HZ—T A ZA~DT VA, (40 _2—)
*Web —H A > ¥ —T = A AFGE, (40 ~X—)
CRAALY XL VAT LEE Web —HF A U F—T AR, (41 =)
vl Weba—W AL H—T AR, (41 =)
* HEVEROMM, (42 ~—)

Web 1—H A VA —DJ AR THIEADETE

[F L& BRI

N—HTTTT 4T _X—=AD Web 2—W f X —T = A% A F—T MITDHREIZ, L
H—Web 22— 4 L —T 2 A RAEFHETIHLENHY T, L—FD Web 2 —H A
VH—=T 2 A ANDT IR AT, TIHNNTITT 4 =T N> TWET,

CN—HTWeb 2—H A H—T oA AEHETHHIZ, FHTE Y b A —HFv MEE VRE
AVE—=T 2 AATT 7AN N NV— b NERETOILERHVET, XHEY F A —Hxy
NEBA A —T 2 A APRFKESINVTORNEGAE, FITHEE L TOHRWIGATE, Web 22—
P ALE—T oA RAIT 4 =T NIV ET, V—FDOXHEy b 4 —VFv MERA
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ATy T

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy T17
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web1—4 12—z 1 252 ||

VE—=T 2 ATDT 7 4 bk — FREIZHONWTIE, BHA—V Xy b A X —T A
AVRF TOTFT 7 4V k b— bOiRE, (GB0—) 2ZRLTLIEEN,

ER) —2Druy 7R ENEMTHD Z L E2HRT 72012, ¥ EXEC & — KT showclock =~
Y REATTLET,

Router# show clock
*19:40:20.598 UTC Fri Jan 21 2013

JL—Z ORFZINTEINIHRE SN TV WIESTE, clock set 33 L U8 clock timezone =~ > K& L T %

FThay I ERELET,

G¥) =5 L Web 7T UV DM IO v v 7 FHEN Web 21—V f L H—T oA AZEDLHITH
BN HOVWTOREMIE, 7uev 7t Weba—W A X —T x4, (41 32—) 2R
TLIEENY,

configure terminal =~ > FAZF/TL T, /m— L a7 4 ¥alb—var T — FEMBLET,

Woa~<wy REANHLT, VY —Web—H% f X —T = A% A X—TMILET,

*ip http server : -"— k 80 (7 7 4/ h® HTTP "— ) THITP %4 3x—7 /ML ET,

* ip http port port-number : 7 7 4 /L SN D2 —FIREDR— N THTTP 2 A X —7 /W LET, T
7 F v b DOR— FEFSIL 80 TY,

* ip http secure-server : 7" — I 443 (5 7 4/ @ HTTPS "— ) THTTPS %A Rr—7 /ML ET,
* ip http secure-port port-number : 7 7 4 /L h IS D 2 —FRED AR — F THTTPS 24 r—7/LIZ L
i‘g‘o
IHNT, LAY Web 22— f L H—T 2 A AT IV EATEET,

transport-map type persistent webui transport-map - name 2~ > K& A3 25 Z &£ T, [EEMN Web —
AV B—=T 2 A ADKNT LV AR—F vy T EER L CARTZMTET,
NIV AR—h~vy T ar74Fal—rarE—RTROa~v> K& AL T, HTTP, HTTPS, &
TeZEDOWITaA F—T W LET,

*server : HTTP % 1 X —7 /LT L £ 7,

* secure-server : HTTPS % A 32— 7 /LI L E 7,
NIV AR—=F v~y 7RICR— FESEHRECTEEHA, AT v 73 TEFZRLIEA— NESH, EHEW
Web 21— f L X —T 2 A FTUVAR—F vy 7ORETHHEHEINET,

({T-#) F##E EXEC & — K T show transport-map name transport-map-name 2~ > K& AJJL T, h7 v
AR=F vy TREENCRESNTND Z L 2R LET,
Ja—s)v a7 4 F 2 b—1 3 E— R T transport-map type persistent webui transport-map - name =
Y FEANLT, FIUAR—F vy T2 X—=T M LET,

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i



BEALA—T 1A ROER |

B WwWehai—4v1258—Tz12EE

Web 1—H A VA3 —T A A~NDT7I LR

ATvT1

ATy T2

ATvT3

Web 75 U EBHEXFET, Web—H £ F—T A ATITRD Web 7T TR R—FENTWE
7,

* Microsoft Internet Explorer 6 LL[%

* Mozilla Firefox 2.0 LL[%&

Web 77 UH DT RLA 74— )L RIZL—HDT FLAZAHLET, L—FDOT7 KL ADERIT,
http://<routername F 7213 management-ethernet-ip-address>:[http-port], & 2\ 3 https://<routername F 7213
management-ethernet-ip-address>:[https-port] T9°, 7 RL AL, THEHD Web 77 W o—4 A L & —
Tz A AREL, W—=Z P DNSIZBMLTWVLHNE I NI > TRRY £7,

WIZ, BT RLA T 4= K=y b OFERLET,

HTTP Using Default Port Example

http://172.16.5.1

HTTPS Using Default Port Example

https://172.16.5.1

HTTP Using NonDefault Port Example

http://172.16.5.1:94

HTTPS Using NonDefault Port Example
https://172.16.5.1:530/

HTTP Using Default Port Participating in DNS Example
http://routerl

HTTPS Using Default Port Participating in DNS Example
https://routerl

HTTP Using NonDefault Port Participating in DNS Example
http://routerl:94

HTTPS Using NonDefault Port Participating in DNS Example
https://routerl:530/

ANHERERENTZD, 2—PFHERRAT—RE AT LET,

G¥) Web 21— f V¥ —T 2 f A FRT DD E a2 —H4 LA T — ROMAGDEIE,
N—BIZT I EATH DI —4 L AT — ROMAGHOE LR T TT,
77747 N—=AWeb 2—H (X —T x4 2D, B6X—) OHDOLIRTTT 4y 7 _—

AD Web —H A L H—T = A4 ANFRENET,

awr RE, Kavwr RMEHATE 472 a OFEMIIZOWTIE,  [Cisco I0S Configuration Fundamentals
Command Reference] ZZ&M L TLEEW,

Web1—H 4 48 —D x4 RE;

JI—BZDWebZ—W A L B —T oA AT VAT HELXITIE, FREEHITL—F THREINTW
HHDLRICZ—Y4 ENRRAT—REANTHXLERNHY £, Web 7 7 UL, +CTH2—

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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EBAA—T A ADER

P -

web1—+# 1>2—Tz125% [

PICH L TCa—P L LR T— RDOANEZRD, V—F TCZOREREMIELT-1%. Web 22— o
VE—T 2 ADT T ERAEHFTLET,
BHEL -~V 15 Da2—YEIF N Web 2—W £ L H =T 2 AT 7B ATEET, Web2—W
/])/& 71/])7\ ]\77/( /7®uun i ﬂﬁo)‘j"\fa) ]\774 /7@uun nﬁﬁlliofﬁﬂﬁﬁﬂé
WET,

J—H CRRGEA X ET HIZIX,  [Cisco I0S Security Configuration GuideJ @ [Configuring
Authentication] ZZM L T 7230,

LORTLEWeh I —H A3 —T (4R

RAA v =2 A7 L (DNS) (X, DNSH— M5 DNS 7 ha v zZHEHA L CTHRA % TP
T RLAZ= v B I TEDRHMT —F =TT,
N—ZNDNSIZEMTDHEIREINTVEHA, 2—PFIEWeb 77 UHFIZT KL &
http://<dns-hostname> % AJJ L C Web = —H £ L X —T = f ATT 7 EATEET,

DNS O EIZDWTIL,  [IP Addressing: DNS Configuration Guide, Cisco I0S XE Release 3S.] @
[Configuring DNS| #ZH L T 72 &0,

Ay EWebh I —HF A3 —T (X

WL ONDT T UYFTIEL, Web 77 UHFNRET DRELN &, —F IR S DL 1 IRefIRA |
BIpDEEI, Web 22— 4 U ¥ —T 2 f ADFIREREFESETEET, N—FEHET DHHI
1Z. show clock 37/1\’8@0’(/1/—&033#*']%% DT HLEB#MOLET, V—HFDIRAT
LG AR ET 5121, clock set =T~ 2 N & clock timezone =~ > K& ffifl T& £4,

ﬁ%:\W%n—ﬁ4y& T oA AZWYNCT 7B AT HIZIE, WebT T oD ray 7 Y —
A (BEIZR=YF NV arba—%) ORZLERETHIVLERHY 7,

Your access is being denied for one of the following reasons:
— Your previous session has timed-out.

- You have been logged out from elsewhere.
— You have not yet logged in.

— The resource requires a higher privilege level login.

AR DED 1 DL EOFKZEEL TH, Web 22— A L F =T = A AT 7 EATE RN
BlE N—FDray JRELPCOI vy VEREEFHRT, MAD7 0y 7 IZRRIND HIE
MIELWZ 2R L, Web 21— L H—T 2 ZA~DT 7 AZFHRITL T IV,

GE)

| 0L-29328-03-J

—JForay I RERMICERE SN, b)Y —FHFDr7 vy ZJIIREFOLEAIC, 7y 7 REHE
BIENAETDZENH Y 1,
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BEIEHOERA

Web—W A L Z—T 24 ZAONEIT. T 74V FTIZHBMICERFSINE YA, BEIEHROM

bRz R Ed DI, ROFIEZFITLET,

ATYT1 TTT7 4 Web 22— A U H—T A ADKE—L ~— T [Refresh every] F= v 7 7R v 7 A %R L

ij‘o

Frzy IRy 7 AT =y 7 v— 7 BFEREINET, ROREZBBLTIZSIN, )

K3: 574 9vI9R—ZA Web1—H A 58— x4 AD [Auto-refresh] F = v Ry R

File Edit \“iew History Bookmarks Tools  Help

8 Home: httpeff172.18.42.70fhame/ | + |

& @ 1masaz 0o

State, role and alarm Temperature (SIP 0)

Content Alarms [Active RF)
FRU State Role  Sewverity Audible Visual

spo I Critical (@)
seq maior  [[C0)] [0
SiP2 . Miror . .

s Resource ESPO . ™

reo R 2

449 pm
nlll 1 Iln router About | Help
clsco Log out lab
1L
Home
| Canfigur ation .
Refresh every | 3 minutes | [ Start. | 4%

345432

ATvT2 Fayv7¥yry A=a—%ERALT, BBHEHFOMBEHTE L T,
ATYvT3 Fayr¥ors 2=a—%HLT, BBEHFOMBEHRELET,
ATYTd FuyT7EUr A=a—0OFCHD [Start) RZ %227V v 7 LET,

[l Ciscod000 > )—XISRY T b7 AV T4Fal—2av (K
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web1—4 12—z 282 [}

[Start) R¥ > %7 U v 7 LIZEHAZIL, ZORK PR ([Stop] RE KDY | ROKIZRT X H 122 D [Stop]
R DEMZA T N A~ —BERINET,

4: [Stop] RE U EBHMEHFHI LA

R EHI

| 0L-29328-03-J

File Edit Wew History Bookmarks Tools  Help

0 Horne: hetp: /{172, 18,42, 70fhome i + |

€ @ 172.18.42.70/homef

2:52 pm
Abaut | Help
Logaut lab

.I||-|||- router

Home

173 secs 3)E 09:47:42 PM Thu Oct 11 2012 GMT

Temperature (SIP 0]

Refresh every | 3 triniutes

State, role and alarm
Content Alarms (Active RF)
FRU State Role Severity Audble Wisual

sro [ critieal [(00] (2]
sp1 [ [y (@)} (@)
sz [ mnor 00 B0
espo
rro B

345433

FIAILEDOHITP R— FE2FERAL-Web 1—HF 4 24— 214 ADA *—TIJLAL : fI

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# ip http server
Router (config) # transport-map type persistent webui http-webui
Router (config-tmap) # server
Router (config-tmap) # exit
Router (config) # exit
Router# show transport-map name http-webui
Transport Map:
Name: http-webui
Type: Persistent Webui Transport
Webui:
Server: enabled
Secure Server: disabled
Router# configure terminal
Router (config) # transport type persistent webui input http-webui
*Sep. 21 02:43:55.798: SUICFGEXP-6-SERVER NOTIFIED START: R0/0: psd: Server wui has been
notified to start

TIAILEDOHTIPS R— b E#FERALI=Web 21— 1 22 —T 4 ADA x—T )Lt : fi

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# ip http secure-server

Router (config) # transport-map type persistent webui https-webui

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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Web 1—H A V42 —J x4 REE

Router (config-tmap) # secure-server
Router (config-tmap) # exit
Router (config) # transport type persistent webui input https-webui

*Sep. 21 02:38:43.597: SUICFGEXP-6-SERVER NOTIFIED START: R0/0: psd: Server wui has been

notified to start

TIAHIEDHTTP XU HTTPS R— F & EAL-Web 21— A V2 —T A ADAF—T )L

1t : 41

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # ip http server

Router (config) # ip http secure-server

Router (config) # transport-map type persistent webui http-https-webui
Router (config-tmap) # server

Router (config-tmap) # secure-server

Router (config-tmap) # exit

Router (config) # transport type persistent webui input http-https-webui

*Sep 21 02:47:22.981: %UICFGEXP-6-SERVER NOTIFIED_START: R0/0: psd: Server wui has been

notified to start

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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avyY—J)LiR— k. Telnet, 8LV SSH D

AL

11

ZOFEF, WO THRINTHET,

Y —)LR— b, Telnet, 3L SSHICBHT 21 EE FHE LS FH, 45 ~—
a2V —)b R— FOE, 46 X—

a2 =)L IR— NI DOWNWT, 46 X—

Telnet 33 X OV SSH OA3E, 46 RX—

FroitE Telnet 35 X OVt SSH OEEL, 47 ~X—

A=)V IR— D KNTFUAR— N vy TORE, 47 X—

FioelE Telnet DFXE, 49 ~—

Fifottt SSH OF%E, 52 ~—v

a2y Y=L AR— k., SSH, ¥ L Telnet DALELR EDFKoR, 56 ~X—

a2y —J)LR— bk, Telnet. 8 KU SSH [CEHT 5 FE
18 & HIF9E IR

| 0L-29328-03-J

*hIUAR—PN 2T NA—Y Ry NEEA X —T oA RATHEHINDEEX, F TR
A— k= 7T Telnet 3 & ¥ Secure Shell (SSH) #REIL. DI T D Telnet 13 L OV SSH
REEA—N—F 44 KLET,

A= xy VEHA L H—T 2 A AEBBT A2 OIEIZIE, v—H L2 —FH LIRA
J— R G2 EHTEE4, 560 Telnet F 7213385 %6 SSH 2 FEH LT/ —H v MNEHE
AV H =T oA AR TL—HIZT 7 BATH2—PE, AAAGRIERHATE ¥ A,

Cisco4000 >')—XISRY T b7z 7 avT4F¥al—2av HA K B



Y Y—LR— b, Telnet, LU SSHOLE |

avyY—I)LR—FOBE

T U T 4Tl Telnet £721XSSHE v v a o314 —V 1y NEBEA LV X —T 2 AT
VAR—=bN o EREATAE TIOT 4T By a NI END FREMER H D £,
L, £ ¥ —T 2 AL N TV AR— =y 72HIRTBHE. 7277 4 77 Telnet
Yo iaERIESSH v a v OEGITUIB S EE A,

c WA T — I L O — DR EIMEE T, BRET S LA HERLET, AL
HFIT Telnet & 7213 SSH T AT — & 2% 2—HIRT A v U —4 & LTRYEBET,

a2V =)L R— FOBE

N—& EDary—/v R— bi&, EIA/TIA-232 FERM, 7 e —H#l# Lo ) 7R T, 2%
JHIIRIAS aRx I A EFERALET, ar Y — AR — MNIL—X~DT 7 EAFERAI N, L—
s et v Y ORIEH/ SRVIALE L TWET,

A= IV R— "2 FEHLIEL—F ~DT 7 & A 220\ TIL, CiscolOSXE Y 7 k7 = 7 Ofifi [,
(7_X—) ZHBELTIEEN,

a2 — )L R— FONEIZDINT

Ay =) R—= R EEA L TA—2I27 7 82T 254813, BEIRIC Cisco I0S Command-Line
Interface (CLI) ~FEINFET,

A=)V IR—=RENLIZV—F~DT 72 AFITT, CLIZER T DRI T L—2 55 %1%k~
72354 (Ctrl+C % 72 1% CtrI+Shift+6 % #32>, Telnet 7’11 7" ~ Csend break = A /J) . FERPIOS
YT Ry =T 7 AARETHNIE, ZWE— RICHEEENET, bR ELZLEFTD
Wi, a2y Y=V R—RMNIHRELIE N TV AR— vy T E2ary— A F—T7 A ATiH#
ALET,

Telnet 5 & U SSH O E

J—H% D Telnet BLWNSSH %, o A2 75 » 74— LD Telnet 3 1 N SSH & [FIEEIZER
TELTEET D2 ENTEET, HERD Telnet IOV TIE,  [Cisco IOS Terminal Services Command
Reference, Release 12.2] DR a~ 2 FEZBRBL T EE N,

HEED SSH DR EIZDWTIE,  [Cisco IOS Terminal Services Command Reference, Release 12.2] @
[Configuring Secure Shell| DOIEAZZM L T 2 &0,

Jb— 2 TlE, FitE Telnet 35 X OFRFe!: SSH #3252 & T, =—H 7 Telnet X°> SSH % -
TEHA—YFy b AR—MEEATL—ZIZT 78 ATHLE, X NV EHEITEELNT
T4y DL I AMICER TEET, FRIC, Btk Telnet 38 L OFFGEME SSH TiX, Cisco
10S 72 AZREENHAEL Th, Telnet £721% SSH ZEH L CTA —¥ % v NEHAR— MEIET
TIBATEDLIDICN—FERETELHD, LOVLRELIZRY NT—27 T 7 ANEBR L F
7

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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| 3> v—AR—k. Telnet. && U SSHDMIE
et Temet s LU sSHoBE [}

4 Telnet B & Ui SSH O =

Pekd A a —B TlE, CiscolOS ¥V 7 h 7 = TICREENFA L84, Telnet £7-1% SSH %
FEHLCLV—ZIZT 7 BATDHI EIEARARET LT, WERD T A2 )L—H T Cisco I0S DFEE )
FAELERES, V—ZIZT 72T H5HEZTary Y=L R— 20T HEL»HD T A, [F
eI, Hifetk Telnet SoHffetE SSH A [ L722 VW L—& D+ XTOT 75 4 773 Cisco I0S 7' 1
T ATCHEENEAELEZGAIE, 20—V A= MEETLIV—ZIIT 7B ATEERA,

7272 L. Rtk Telnet OFFGilE SSH 24 5 &, A —H 3y NEBEA VX —T = A ADFERE
Telnet N7 7 4 v 27 £721ESSH b7 7 4 v 7 DB EEFHRT D N TV AR—F v TERETE
T, ZLOREA TV arNHEPT T, I UVAR— b~ TERETHIET, TITHH
7 7 4 w7 % Cisco 10S CLI 2 WrE— RIZIEETE EF, HHUNEL, Cisco IOS VTY [HIFRAMHE
ARBIZR D DEFS TNDHL—YNT L — 5552 EE LA 1Z, 10S VTY [BIRAMEH AIREIC
RHETRHEL T b —F22WE— Nz 52 b TEET, —H 0 Telnet 7213

SSH #ffi» CZWrt— RIZT 7B AT BEAE. 77T 4772 CiscolOS 7t 22372 TH, =
O Telnet ##5¢ £ 72 1% SSH Bkt I HFTRE T, DFE V. Frfeth Telnet 35 L Ol SSH IZIE,

CiscolOS 7' mEANIET 77 4 TG EICZEE— FRHTA—XIZ7 7 B A TE RN EA
SNTWET, ZWret— FIZ2WTiE,  [Using Cisco I0S XE Software] #ZMH L T &0,

Frfoek Telnet £ 7213 FFcESSH 7 VAR — R v v 7 EH L THETEX D47 v a 220 T
X, FREEPE Telnet OFETE, (49 ~—) B L UFHEME SSH OF%E, (52 5—) &ML TL

72 &0,

o] — o] O E I_l_I
A)—ILIR—FD S VAR—F TV TDEE
ZOFARTTIE, »—F EDaryY— NV R—r A F =T A A T UAR— b vy T
ETDHHECOWTHAL £,

FIRDHE

enable

configure terminal

transport-map type console fransport-map-name

connection wait [allow [interruptible] | none [disconnect]]
(A7 2 ) banner [diagnostic | wait] banner-message

exit

NS RN =

transport type console console-line-number input transport-map-name

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
| 0L-20328-03-J
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AVY—LR—bD RS URB— k7Y TORE

aYY—JLR— k. Telnet. & kU SSH DAL

FIE
ARV RFERETI3Y B#
ATwv71 |enable ¥iME EXEC E— F& A X—7 MZ L E T,
. RAT—FEANLET ERSUEHD) .
Router> enable
ATv T2 configure terminal Ja—nR_) a7 4 ¥ a2l —aryFT— RERBLET,
11 :
Router# configure terminal
AT w73 |transport-map type console a2 = R AT 572D T U AR— N vy T EAER L
Iransport-map-name THHIEMIT, PV AR— b~y a7 4 FXalb— g
E— RFZBBLET,
11 :
Router (config) # transport-map type
console consolehandler
ATFvT4 connection wait [allow [interruptible] | = . vV — L3k 2 W44 KA, 2O T AR— K v v T
| none [disconnect]] EELET,
i - * allow interruptible : = >~ —/L##¢i 1% Cisco I0S VTY [HIHRAS
' _ FEHAREIC /2 2 DA FHE L 7, F72. =—HIX Cisco I0S
Roytericonfiominap)f comnection |y g WTHEIC A O & HHE LT B 3 Y — L
WZEIDIAT Z L2k Y, ZWrE— REBBTEET, Zan
T 7 F N FERETT,
GE) Ctrl+C % — F 7213 Ctr+Shift+6 ¥ — % A 1975 & |
=PI T ORI EIV IATL Z E N TE E T,
*none : 22V — VRIS HICRKTE— REBRA L £7,
ATvT5 (A7 2> ) banner [diagnostic | | (A7 a ) ZWrE— KEBL WD 2—Y, Fiidary—

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

wait] banner-message

1 -

Router (config-tmap) # banner
diagnostic X

Enter TEXT message.
character 'X'.
--Welcome to Diagnostic Mode--
X

Router (config-tmap) #

End with the

R T U RAR— b =y FERIEDTZHIZ Cisco [0S VTY [BI#E 2 75844
LTWAa—PIIERENDEZ NN — A=V %ERLET,

* diagnostic : 2>V — /)L N TV AR— K v v THREDTZHIZ
PWre— NFE SN2 —PFICEREINDI NN — X vE—
CEERLET,

GE) Ctrl+C ¥ — £ 721% Ctrl+Shift+6 X — % A 145 &,
Z—PIIEHE T OREGICEIV AT Z LN TE E T,

* wait : CiscolOS VTY Ml RIBEIZ 2 2 D2 FH L TV D 22—
PICERINDIANT— A=V 5{ERLET,

* banner-message : [F] U7V I 2 CRMHEB LUK T T 53—
Aot—,

0L-29328-03-J |



| 3> v—AR—k. Telnet. && U SSHDMIE

gwttTemetoE I

AU RFEEETIa Y Bry
ATvT6 exit FSGovAR— vy ar7 Xzl —ar B—REKTL
T, Ju— a7 4 F¥al—aryE—ReElELET,
51 -
Router (config-tmap) # exit
ATy IT1 transport type console KU AR—F vy T CEBINERTEET L =)V A X —

console-line-number input
transport-map-name

51 -

Router (config) # transport type
console 0 input consolehandler

7 :\:/I) A &:ﬁﬁﬁ Li—g—o

Z DA~ KD transport-map-name (L, transport-map type console
o< RTETR SN transport-map-name & —BTHMLENH Y £
ﬁ—o

1

wIZ, 2=V R = DT AR —%FEL, Y=L KR—F0IlHERT DD
FF U AR— b vy P HERTLIHERLET,

Router (config) # transport-map type console consolehandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X
Enter TEXT message. End with the character 'X'.

Waiting for IOS vty line
X

Router (config-tmap) # exit

Router (config) # transport type console 0 input consolehandler

451 Telnet DERE

Jb—4 D Cisco 108 vty [BIFRIZ T 7 & A4 % £tk Telnet D4, vty BIFRHICE—Av 77 A
VIBRENERE SN TWAMERH Y ET (Efa 7 4 Fal—a v E— RO login 2+
R) . =N alAg UFRREREESN TV REWES, =2—Fi, I VAR —F <~y 705
FASNTEEPA —H Ry b A X —T A A ~D Telnet Bt 24l L T CiscoIOS I[Z7 7 & AT
TFEHA, EIEL, ZOHEATYH, 2t — N7 27 8ATEET,

| 0L-29328-03-J
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Y Y—LR— b, Telnet, LU SSHOLE |

B ss5tTenenzs
FIEDHEE
1. enable
2. configure terminal
3. transport-map type persistent telnet transport-map-name
4. connection wait [allow [interruptible] | none [disconnect]]
5. (f£&) banner [diagnostic | wait] banner-message
6. transport interface gigabitethernet 0
1. exit
8. transport type persistent telnetinput transport-map-name
F g o> %48
ARV FEEETIVa Y =LY
AT w71 |enable ¥t EXEC £ — F& A XA —7/WICLE T,
Bl - AT —=REANLET ERShEHE) .
Router> enable
ZFw 72 |configure terminal Ja—\)ar74Xalb—vary ET— RelBLET,
i -
Router# configure terminal
A w73 |transport-map type persistent telnet| Kifiih Telnet 255t 2 JLER T 5720 D T VAR — b ~ v 7 &Ek L
transport-map-name TLHIZE T, I AR— b~y a7 4 FXalb— g F—
NzBith L £,
i
Router (config) # transport-map
type persistent telnet
telnethandler
AT w74 |connection wait [allow ZO T URR= b vy TR L TR Telnet Haft 2 083 5

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

[interruptible] | none [disconnect]]

51

Router (config-tmap) # connection
wait none

FiERfEELET,
* allow : Telnet Pifeld. Cisco 10S vty [EIFRAMEFH AIREIC 72 D D %
FRE L, BIVIARNRSH D EN—F L OB EK T LET,

* allow interruptible : Telnet #f5t(3 Cisco 10S vty [EI## A3 H AIAE
2RO EMMELET, £/, =—WIX Cisco 10S vty E]%?iﬁﬁ

FHTA \Z72 5 DA {35 LT B Telnet #EREI2EI 0 A Te Z L1
N u/[—;ﬁ‘:'E“’_ N Eﬁﬁmf%ij—o \_hﬁ377j‘/l/ ]\ﬁﬁfj—o
G¥) Ctrl+C ¥ —F 721X Ctrl+Shift+6 F—2 AT H L.

Z—PIIFE T OBERIZEI VAT Z E R TE ET,
* none : Telnet BEE1%7=72 5 u?)[ﬁ%% NEZBIsE L £9,

0L-29328-03-J |



| 3> v—AR—k. Telnet. && U SSHDMIE

iRt Telnet DERTE

AR RFEREETOVa Y

=)

none disconnect : Telnet £5¢13 Cisco 10S vty [RI#R 2 T,
ZWrE— FEBs L ER A, £D7®, CiscolOSY 7 bv =7
T vty [EIRR2SBNEEI A ATRRIC 22 & 72 1HuiE, 37XT O Telnet
e TWIRE ERIDNCY gV Sy N

ATvT5 (&) banner [diagnostic | wait] | (LE) ZWrE— FRZBBEL T D2—W F 73Rkt Telnet #%
banner-message TEIZ £ o T Cisco 10S vty [AI#t &2 Ffi L TV D 2 —FIZE RSN H N
Vj‘\— )l \\/t”—‘.\/“%,ﬁzﬁi Lij—o
1 - . _ .
* diagnostic : Fifelt Telnet B EIZ LD . ZWiE— NIZE Iz
Router (config-tmap) # banner :LW%K%'%/% INANF— A -[Z,_‘/;i,ﬁgﬁk Li-g—o
diagnostic X
Foter TEXT message. End with the GE) Ctrl+C ¥ — % 7213 Ctrl+Shift+6 *— % A S1 9% & |
--Welcome to Diagnostic Mode-- I—PIIFE T OBERICEI D AT Z R TE ET,
X
Router (config-tmap) # * wait : vty lﬁlﬁ’}??ﬁ*ﬁfﬁﬂﬁ%il AL, %’_’ﬁ?%{% LTWw 51%#@:%%
SNDHNTFT— A= EERLET,
* banner-message : R U7V I X CRMAB LUK T3 — X v
-,
A7 6 |transport interface gigabitethernet ‘FHl{ —H x> k4 L X —T = A A (A ¥ —7 = A A gigabitethernet
0 0) 12, hTFvAR—bF ~v 7RELZEALET,
Bl - Fifoetk Telnet 13, V—& EOEHA —H Ry b A F—T =4 A2
' FIZEH e T, BEA —F Ry P A F—T A X FT A
Router (config-tmap) # transport |;K— <72l T 5012, ZOTFIBEEZETTHLERHY £,
interface gigabitethernet 0
ATFw 1 | exit NZVAR—b~vyTar74F¥al—ralrE—Re&TLT,
Jau—r ) ary 7 4 F¥al—aryE—REeBEBELET,
1 -
Router (config-tmap) # exit
AT w78 |transporttype persistent telnetinput| r 5 > 2R — h v 7 CERZSINEZREEZEHA —F Ry b A

transport-map-name

B :

Router (config) # transport type
persistent telnet input
telnethandler

H—T oA AZHEALET,

Z D3~ RO transport-map-name |%, transport-map type persistent
telnet =~ > R TiEF S 472 transport-map-name & —3 T D VBN H
DET,

| 0L-29328-03-J

il

WOBFITIE, FT U AR— b = TOREIZE > T, TTD Telnet #f¢1% Cisco 10S XE vty [H]
PEOMERFIRRICR D E TR L TA—Z IR LET, 2O/, =—F T2 o7 mtX(cH
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B ssissHonE

Y Y—LR— b, Telnet, LU SSHOLE |

VIAREITH T, BWIT— REBRBTEET, ZOXIRRENEHA —VF Xy A ¥ —T =
A A (interface gigabitethernet 0) (it ] v E 9,

Fro. BT — LN T —bRESNET,

transport type persistent telnet input =~ > N3 AJ) &4, Frfelk Telnet 284 R— 7 /WZ72 % & |
NTZUVAR—=N 2T BA U E—T o4 RTHEHSNET,

Router (config)# transport-map type persistent telnet telnethandler
Router (config-tmap) # connection wait allow interruptible

Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

Waiting for IOS IOS Process--

X

Router (config-tmap) # transport interface gigabitethernet 0

Router (config-tmap) # exit

Router (config) # transport type persistent telnet input telnethandler

B4 SSH DERTE

DX AT TR, —Z THEGM SSH 23R ET A HEZHA L £,

FIRDOME
1. enable
2. configure terminal
3. transport-map type persistent ssh transport-map-name
4. connection wait [allow [interruptible] | none [disconnect]]
5. rsa keypair-name rsa-keypair-name
6. ({E&) authentication-retries number-of-retries
1.  ({EE) banner [diagnostic | wait] banner-message
8. (&) time-out timeout-interval
9. transport interface gigabitethernet 0
10. exit
11. transport type persistent ssh input transport-map-name
FIED
ARV RFEREEFT7TIVa Y B8
ATv 71 |enable FitE EXEC E— R& A X—7 /W LET,
. RAT—REANLET ERENEZHAE) .
Router> enable

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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| 3> v—AR—k. Telnet. && U SSHDMIE

sarssiozrs I

AT FEREETIVa Y

S]]

ZFwF2 |configure terminal sa—r Ly ar7 4 Xalb—vary - RERBLET,
11 :
Router# configure terminal
ATvT73 transport-map type persistent ssh | Jfsitt SSH Bt 2 AT~ 57200 D b7 AR — b~ v T2 /ERk L
transport-map-name THAETEfT., NIV AR—bh~y T a7 4 FXFal— gy
E— F&ZBABLET,
11 :
Router (config) # transport-map type
persistent telnet telnethandler
ZFw 74 | connectionwait [allow [interruptible] | £t SSH e % MU % Fik% . Z0D FF v AH— kv 7T
| none [disconnect]] BELET,
i - * allow : SSH ##t1%. Cisco I0S VTY [EI#REMEFHATREIZ 72 5 D
EREREL., BIVIARNSHD ENV—F LR EK T LET,
Router (config-tmap) # connection
wait interruptible * allow interruptible : SSH #2i1X VTY [EIFRAMEH AIEIC 72 5
DEFELES, £, 2—PIEL. VTY BEFEAME ATREIZ 72
DD E R LT D SSH EEREICEI D IATe Z LIk b | 2l
F—FZBTEET, BT 74V FRETT,
G¥) Ctrl+C % — F 7213 Ctr+Shift+6 - —% A 175 & |
T — IR ORIV AT Z LA TEET,
*none : SSH B¢ 13727 bIc2rE— FABRB L £9,
* none disconnect : SSH ##¢ 1% VTY [BI#R & f5iE4", 2t —
REBtE L EHA, Lo T, VTY [RIFRDEIREZF]H AT HE
272 BIRWEA ., T3 To SSH #fMEf Sk 7,
AT w75  |rsa keypair-name rsa-keypair-name | Fifgitt SSH #2#5¢ 12 f# F £ 412 Rivest, Shamir, Adelman (RSA) ¥ —
NI AT £,
P FRgelE SSH Bt CTld, I v AR—h vy 7 ar7 ol —
Router (config)# rsa keypair-name (L g F— R TCIZDa~<w> RZfH L T, RSA X —XT7 DOLHi%
sshkeys ERTHLERDHY EF, V—F OO~ K (ipsshrsa
keypair-name =~ > R 2T 572 L) TEFIN/ZRSA F—~
T OEFNL, PRt SSH Bt S E T A,
7 7 4V bk Tl rsa-keypair-name |3 EFH SN TWEH A,
ATvT6 (&) authentication-retries (TR Bz Fay 7T 5ETORGEY N T A EELET,

| 0L-29328-03-J

number-of-retries

T 7 /v b D number-of-retries i%. 3 T,
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B sstssHon:

Y Y—LR— b, Telnet, LU SSHOLE |

AT FEREETIVa Y

S]]

1 -

Router (config-tmap) #
authentication-retries 4

ATvI1 (&) banner [diagnostic | wait] | ((LE) ZWrt— FNZBMH L WD — F72iLFHilE SSH 5%
banner-message EIZE > TVTY FfREEZFE L T dax—FIcRRmRIN DN —
A=V EERLET,
i : B} . .
* diagnostic : FFFEPE SSH i EIZ LV, BZWrE— NIZE T
Router (config-tmap) # banner :L_“'j'ﬁ:%ﬁ? é j/Lé/\xj—_ A > t_V%1/E5Z Li@—o
diagnostic X _
Chacacter v 08T FRATEER R e it VTY M ATREIC A B O &R LT B
--Welcome to Diagnostic Mode-- FREINHNNF— R /“YZ‘—V%1/IEEE LET,
X
Router(configmtnap) # * banner-message : [AIU7 U I Z CHRRB L OWE T4 53—
A=,
ATvT8 ({EE) time-out timeout-interval (FE) SSHHA LT TR A 22— (B) ZEEELET,
. T 7 F /v N D timeout-interval 1X. 120 B TT,
5l
Router (config-tmap) # time-out 30
ATFvT9 transport interface gigabitethernet | { —4x o NEH A ¥ —7 =1 A (interface gigabitethernet 0)
0 . RT v AR— N vy TREREA LET,
1 Fletk SSH 1L, Ww—Z DA —H 3y NEBA LV F—T = A R721F
| (A FTREC
Router (config-tmap) # transport
interface gigabitethernet 0
ATwv 710 |exit NTZUVAR—F vy 7 ar74F¥al—arE—REKTL
T, Ze—r\lary74Xal—3aryE—ReElELET,
151 :
Router (config-tmap) # exit
ZF w711 | transport type persistent sshinput | k5> 2K — b v v 7S CEE SN BEL A —F % v NEEA L

transport-map-name

&1 -

Router (config) # transport type
persistent ssh input sshhandler

H—T A AZHEH LET,

Z D3~ RO transport-map-name |, transport-map type persistent
ssh =~ R CEF Iz transport-map-name & —3T B ML ENR H
D \i —a—o

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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aYY—JLR— k. Telnet. & kU SSH DAL

sarssiozrs I

1

KOFITIE, b T AR— K =y FOREICL > TFRTO SSH #6508 VIY B0 T 77 4 7
{EEFRHE L% T, RENGONL—XIZHERLET, ZONT U AR— b vy THEFA —V
Fv NEHA L H—T 2 A A ({2 ¥ —7 = A A gigabitethernet 0) (ZiH S 41 F£ 9, RSA F—3
T 21X, sshkeys EWVWOZARINFHT B TWET,

ZOBITIE, FHGME SSH ORI M ERa~y RIZFEHEH L TWET,

Router (config) # transport-map type persistent ssh sshhandler
Router (config-tmap) # connection wait allow

Router (config-tmap) # rsa keypair-name sshkeys

Router (config-tmap) # transport interface gigabitethernet 0
Enter TEXT message. End with the character 'X'.

--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

--Waiting for IOS IOS Process-—-

X

Router (config-tmap) # transport interface gigabitethernet 0
Router (config-tmap) # exit

Router (config) # transport type persistent telnet input telnethandler

WOBHITIE, FT7 U AR—F =y 7OREICEY, SSHEH T, —V %y NEBKR—F~DT 7
T RAERALD 2—PIZKROBRESBEH SN ET,

*SSH e —H X VTY [BIFE T 7 F 4 TN 5 D& L £ 9725, VTY [El## A4 L 7= Cisco I0S
VTR T 2T ~DT 72 ABITHRFW S D L, ZWre— F2BELET,

* RSA F— X7 DA HilIX sshkeys T,
CZOEEFIZLY . 1 FIOFRGEY T AR SRET,

*ZDRTUAR= I vy AL D SSHRBHORER & L TR2re— RSBk hd & N —
--Welcome to Diagnostic Mode-- ﬁ§§%i%é§%Lji7ro

* %{f)’%( VTY E;@%@777‘/{ 7“3%?#%% LTU‘%}%/E}\ /ﬁhj_‘_‘ --Waiting for vty line-- 73)§
TREINET,

* transport type persistent ssh input =~ > R725 AJ) Z4v, £tk SSH 23 A R—7 272 b & |
FIUAR—= N Ry TN F =T oA RTHEA S E T,

Router (config) # transport-map type persistent ssh sshhandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # rsa keypair-name sshkeys

Router (config-tmap) # authentication-retries 1

Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.
--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.
--Waiting for vty line--

X

Router (config-tmap) # time-out 30

Router (config-tmap) # transport interface gigabitethernet 0
Router (config-tmap) # exit

Router (config) # transport type persistent ssh input sshhandler
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B - v H— . SSH. B&U Telnet DMEREDF R

Y Y—LR— b, Telnet, LU SSHOLE |

a2y —J)LiR— bk, SSH., B XU Telnet DANIBEZTFD R

a2/ —)bAR— b, SSH, IO Telnet DALELFRE Z# KT HITIE, ROa~<wr REFEALET,

* show transport-map

» show platform software configuration access policy

N7 UAR— | v v TREEF/RT HIZIL, show transport-map =~ > REZH L 7,
show transport-map [all | name transport-map-name | type [console | persistent [ssh | telnet]]]

ooy Nid, =—3 EXEC £— R E£ 721345 EXEC £ — R CEHRE T,

1

I, WA TRESINTEZFTVAR—K v 7O (2 —/Li"— b (consolehandler) .
Fifitk SSH (sshhandler) . FifelE Telnet b7 > AR — b (telnethandler) ) Z/RLET,

Router# show transport-map all
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:

Wait option: Wait Allow Interruptable
Wait banner:

Waiting for the IOS CLI

bshell banner:

Welcome to Diagnostic Mode

Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernetO

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt
Bshell banner:

Welcome to Diagnostic Mode

SSH:

Timeout: 120
Authentication retries: 5
RSA keypair: sshkeys

Transport Map:
Name: telnethandler
Type: Persistent Telnet Transport

Interface:

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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| 3> v—AR—k. Telnet. && U SSHDMIE
avy—LKR—b, SSH, B&LUTemetnBEZENET I}

GigabitEthernetO

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS process
Bshell banner:

Welcome to Diagnostic Mode

Transport Map:
Name: telnethandlingl
Type: Persistent Telnet Transport

Connection:
Wait option: Wait Allow

Router# show transport-map type console
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for the IOS CLI
Bshell banner:

Welcome to Diagnostic Mode

Router# show transport-map type persistent ssh
Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernetO

Connection:
Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt
Bshell banner:

Welcome to Diagnostic Mode

SSH:

Timeout: 120
Authentication retries: 5
RSA keypair: sshkeys

Router# show transport-map type persistent telnet
Transport Map:

Name: telnethandler

Type: Persistent Telnet Transport

Interface:
GigabitEthernetO

Connection:

Wait option: Wait Allow Interruptable
Wait banner:

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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Y Y—LR— b, Telnet, LU SSHOLE |
B oo v LK. SSH., BLU Telnet DRERED KT

Waiting for IOS process

Bshell banner:

Welcome to Diagnostic Mode
Transport Map:

Name: telnethandlingl

Type: Persistent Telnet Transport
Connection:

Wait option: Wait Allow

Router# show transport-map name telnethandler
Transport Map:

Name: telnethandler

Type: Persistent Telnet Transport

Interface:
GigabitEthernet0

Connection:

Wait option: Wait Allow Interruptable

Wait banner:

Waiting for IOS process

Bshell banner:

Welcome to Diagnostic Mode

Router# show transport-map name consolehandler
Transport Map:

Name: consolehandler

Type: Console Transport

Connection:

Wait option: Wait Allow Interruptable

Wait banner:

Waiting for the IOS CLI

Bshell banner:

Welcome to Diagnostic Mode

Router# show transport-map name sshhandler
Transport Map:

Name: sshhandler

Type: Persistent SSH Transport

Interface:
GigabitEthernetO

Connection:

Wait option: Wait Allow Interruptable
Wait banner:

Waiting for IOS prompt

Bshell banner:

Welcome to Diagnostic Mode

SSH:

Timeout: 120

Authentication retries: 5
RSA keypair: sshkeys

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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| 0L-29328-03-J

avy—LKR—b, SSH, B&LUTemetnBEZENET I}

Router#

Hfg=ar Y=/ aR— b, SSH, 6 LU Telnet #fst DAL B4 2 BUTHOE 2 29 51213, show
platform software configuration access policy =~ > FZfFEH L 3, Zoa~r RO,
FHEfE 2 A 7 (Telnet, SSH, BEL V=V —/) OBUEDRHERY —L& | BUERESNTND
NF—DIERPRSNET,

show transport-map =~ > R & [X%72 0 | show platform software configuration access policy =~
v R — R CHEHAIETT, 207, FFVAR— K vy TREGERPLETHDHITH
M7 59 Cisco IOS CLIIZT 7 E A TERWEARIC, Z0avxy Ra A TEET,

1

Router# show platform software configuration access policy
The current access-policies

Method : telnet
Rule : wait
Shell banner:
Wait banner :

Method : ssh
Rule : wait

Shell banner:
Wait banner :

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner :

1

RIZ, SSHHDH L h T AR — |k = TRERE S ILDHATEH O ST THIT S 415 platform
software configuration access policy =~ > FOFlZ R LET, ERFIC, Fpitt SSH ~ 7 v AR —
N~y TORRRA Y = ENT—RREEH, SSHO F T VAR — b~ v THRA x—=T M bER
£7

Router# show platform software configuration access policy
The current access-policies

Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner :
Waiting for IOS Process

Method : ssh
Rule : wait

Shell banner:
Wait banner :

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner :

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # transport-map type persistent ssh sshhandler
Router (config-tmap) # connection wait allow interruptible
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O Y—JLR— b, SSH, &K U Telnet DL TE DR T

Y Y—LR— b, Telnet, LU SSHOLE |

Router (config-tmap) # banner diagnostic X
Enter TEXT message. End with the character 'X'.

Welcome to Diag Mode
X

Router (config-tmap) # banner wait X
Enter TEXT message. End with the character 'X'.

Waiting for IOS
X

Router (config-tmap) # rsa keypair-name sshkeys
Router (config-tmap) # transport interface gigabitethernet 0

Router (config) # transport type persistent ssh input sshhandler

(
(
Router (config-tmap) # exit
(
Router (config) # exit

Router# show platform software

configuration access policy

The current access-policies

Method : telnet

Rule : wait with interrupt
Shell banner:

Welcome to Diagnostic Mode

Wait banner
Waiting for IOS process

Method : ssh

Rule : wait with interrupt
Shell banner:

Welcome to Diag Mode

Wait banner
Waiting for IOS

Method : console

Rule : wait with interrupt
Shell banner:

Wait banner

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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* Ty AN VAT L, 63 NX—

* HEVERSND 77 ANV T4 L7 NIBIOT 7 AL, 64 ~—T
* VT vwia ARL—, 65 X—

s HEl 7V —bhDar 74 X2l —2 a3y LYAZXZORE, 65 X—

* TAEBUR, 66 X—T

M=

N—HZI) T =T A A M= TEHEIIE, ANy r— (F— A A=) &4
VAR=NLLET, THEFV TR — (FV a2 WY T Ny 2T 2=y K) O RKLT
Ml Eh Ty, VTR r—IIFNTNERZDHEY v AL E9,
VTR 2T %A LAN—NTHEEREFEELT, RO2OOFENRHY £7°,
ANy =V TIEITTHNL—FOEHRB LORE, (123—) : ZOFETHEH., 37
Rolr—=VEWEBNCT v 77 L— R T&, WRICHAT A HEE LT, @EIXT — MREH
NEL RV ET, FEVa2—NDY 7 2T 2ENCT v 77 L— RT3 881%. 20k
PERALET,
CMEHBID IR =D L TCEITENDL—FOEHB L ORE, (76 2—) : ZhiL,
Cisco L —Z & TH AR — F SN TWDHIEEER L CiscoV—F £ A—V 4 VA F— LB L]
BEICEBI L., YUV FETT,
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YIrYzTDA VA= |

Il rommon 14—

P—EZXOHFENARER, PESNTOLRSFHRNICY 7 by =707 v 77 b— ReETT
L2 LEREOLET, VI N =T Ty L= REAINIT LI v—F 2V 7= 5
WERH Y £,

ROMMON 1 A —2
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ITSNET, TrEVa=r2 77 A NVOARNIERFR TN, 37y 75r—Y 774 LD
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BINTWDIYEG, 7abeva=rr 77 A WTEUICHERE L 8 A,
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FIFLE LT, HERIET v 7L —RFENEETY 2=V Ty =0 2T Ny r—URE%ET
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VEIEIH D A,
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R8: W—EDITF7AINLART L
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bootflash:

T—= 7T ARVDT 7 AV VAT A

flash:

FROT =TT vva ARVDT 7 AN AT ADOZA VT A,

harddisk:

(NIM-SSD, NIM-HDD, F7ZIZNEEmSATA 7 7 v ¥ = T /34 AP)L—H
WCHEEINTWDIEE) "= R T4 AT T7 A VAT A,

G¥) NER mSATA 7 T v o 734 A% Cisco ISR4300 > V) — X jL—
HTORYR—FEINTWET,

cns:

Cisco Networking Service D7 7 A /LT 4 L7 KU,

nvram:

JL—% @ NVRAM, NVRAM [H T startup-config % 2 &"— T X £ 77,

obfl:

A AR—RNEErXY (OBFL) 77 ANVHOT7 7 A4V VAT A,

system:

EfTar7 4 Xal—rarEgl, VATAAEIHOT ANV AT
N

tar:

T—=HAT T AN AT A,

tmpsys:

—BF AT TFANDT AV AT A

usb0:
usbl:

Universal Serial Bus (USB) 77 vz RIATDT7 7 AV AT by
GE) USB77via RIALATDT 7 A AT AE, USB K747
23 usb0: £ 721X usbl: A— MIEF SN TVWHIHEAEIZOAE RS
nET,

usbtokenO:

usbtokenl:

ustbtoken 7 7 A /b AT Ay

G¥) usbtoken 7 7 A /L AT A, WIZRRINDLDITTEH Y £H
o ZDT 7 A AT ARFRREIN D DI usbtoken 23 A X
NTWABEAETEITTT,

EFRHROFIZLWT 7 AN AT ARRON TG EE. Yo T AT a v EERT B, £
Fa~vr R U777 LA A RO eopy 2~ FEEHLET,
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crashinfo 7 7 A JL crashinfo 7 7 A /L7 bootflash: 7 7 A /L3 AT LR FESNDH Z &
NHY ET,

INHDT 7 ANMITY Ty 2 T ARAEENEENTE
D, WESCKN I TNV a—T 4 L TIENELET, 2L, Zhb
D7 7 A MIN—FZEHEIZIIFERH SN D, HELTHEL—H
DOHREIITENH Y ¥ A,

core T A L7 R core 7 7 A LD Ak L—UENK

ZOT 4 L7 MNUEREESND L, T— N7 v TRICEIINIICEA
BENET, ZOF 417 UKD core 7 7 A VT, L— FHERE
B ZRIESTICHEETH LT TEETN, T4 27 PUAK
IHEELR2NWTLZE N,

lost+found 5 ¢ L7 VY VAT ATz IINEITENDE, T T TR DT 4 LY
FUMERESNET, ZDOTFT 4 L7 FUBRERENDZ EITIRAEIZ
EFERRETHY | L—F ICIENRBE LD TIEH Y THA,

tracelogs 7 4 L7 RV trace 7 7 A /LD A ~ L — UHE

trace 77 AMEI N T TN a—T 4 IS B ET, 7220

CiscolOS 7' AT ENRE LGS, 2—PR T 7Ly a—
T4 THLEE TR — Raffio Ctrace 7 7 A MZT 7B AL,

Cisco 108 [EFEIZRHE# T HHFM A IETE £,

7272 L. trace 7 7 A JWIV— X EMEIZIIERH SR WD, HEL
THN—Z DT y—< 2 RTITHERH O XA,

BEEREINETA LY MIICET SEESIR
HEVAERSNDT 4 L7 b VT 2 BEERFRITKRO L LY T,

* Cisco I A X ~— YR — D OFRNRWVRY | bootflash: 7 4 L7 ks VIZHBVER S iz
77 ANVOHIR., LRIEE., BE), £RI3Z0MOEELZITHRNTLIEEN,
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* crashinfo 7 7 A /L, core 7 7 A )L, trace 7 7 A /VITHIRTE 97,
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7299y A ML—

YT R lr—DE, 779 vaRlOu—AN AT 47 AL —UIZA VA M—=LENET,
7T va AL —UO8AE dirbootflash: T~ REFHATEE 77 A NANY A FENE
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G¥) N—ZPIEFIZEET 5720I2E7 7 v a2 A L —URRETT,

BEJ— DA T74F2L—3Y LORADETE

AT 4 X2l =T ar LURFEFHLC, V= FOEEEAE TCEEY, X, —H
DOEBFEOHENE ENET, KOVPANLD I~ REFEH LT, ROM TREIT S X 91
a7 4F¥al—rar LYREE Ox0OICERELET,

*CiscolOS =227 4 ¥ =2 L—v 3 v F— KT config-reg 0x0 =~ > R&EFEH L E7,
*ROMMON 7’12 > 7" kT confreg 0x0 =2~ > K& H L E7,
AT 4FXal—ay LURZOFEMIZOWTIL,  [Useof the Configuration Register on All Cisco

Routers] &boot =~ R&MHH L T TFTP £ H CHA/ Ny r—y ZE§T 25 L O — X &% E
56, (73 3—) 2L TIEEN,

GE) a7 4 X2l —var LYURAE I ICHRET D &, CiscolOSXE VY7 vy =T %2 HE)
T = T AN —ERRESNET,

(GE)  confreg % 0x2102 E721X 0x0 BT L=, =Y —/LDAR— L— hD 9600 [ZFRESNET,
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W7 7B ALTLEEWN,

HDETA B ARIHIET AT R TCOYV T VAT AEZRBEBSEL7201C, A A=Y RXR—2ADT71 %
VANMERENET, ZOTA B RIE,. T— MRHIOBRBEHENE T,

universalk9 33 L O universalk9 npe - A —3 & (35IfHIZ, Boot ROMMON A A — % ffi i Cx &
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EL TRTOBSEREREENTHET,
securityk9 npe /X 77— (npe =34 1 — REF5 72 L) 1ZiE, A 10— R SL%RE &2 FR <
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FL-44-HSEC-K9 7 A &> A% A L. license install license-files 2~ > R&ffio TEE A A
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O, WRETA B AZTETHOLELRDY 7,
F 72, HSECK9 #RED 7 A B A ZHNCT HITIL, seeurityk9 77 / mo— Ny r—U (058
TJ ., securityk9 7 7 /) v ¥ — Xy — U OFEMIZ OV TR, securityk9, (67 X—) AZML
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F—T M0 ET, T OHEEIX ipbasek9 TV Y — Ny r—UIZEENTWET, Ok
BEA RXR—TNWICT DHITIE, N T+ —~v A TA R (BEFE S FL-44-PERF-K9) % ZiE<
FEN, ZOTFTABVRAFAV—Ty F T AL LTRRINET,
COMREERET DI, Fr— L a7 4 X o L— 3 E— KT platform hardware
throughput level throughput 2~ > RZ RO X A L £,
platform hardware throughput level throughput

CME-SRST

CME-SRST HEREIZIZ uck9 77 / a ¥ — RN r — U NNUETY, CME-SRSTHERET A L A% T

774/\—%3”5 X, CME-SRSTHEREZ A B ADT 77 4 X—}F, (69 X—) ZHHLT
<TEEVY,

CME-SRSTH#EES A L ADT IV T4 N—

FIRDHE
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RORBEL B L TS TEI VY,
‘uck9 77 ) a V= RNy =V DT A v U ABNMERFTRETH B,
* CME-SRST H#REN R E SN T D,

show license detail cme-srst
configure terminal

license accept end user agreement
exit

show license detail cme-srst

S kR N =

write memory

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i



B Stz xshTOROE: 6

YIrYzTDA VA= |

FIEDFH
ARV RFERETI3Y EL:y
27y show license detail cme-srst f# I TTHE 72 CME-SRST 5 A & o A % 305 L £,
GE) EULA ORHREIZNOT ACCEPTED T % WA %
o RS
Router# show license detail cme-srst °
AT T2 configure terminal Ja—nN) a7 4 Xal— gy F— NEBREL
7,
1 -
Router# configure terminal
2FvT3 license accept end user agreement CME-SRST 7 A & > AD EULA % — £ 721 &R T 5 &
INTHRELET,
15' . I
Router# license accept end user YES k)\jj LT, EULA L\—IEJ‘EI‘ Li‘g—o
agreement
ATv74 exit Ja—sarZ 4 Xal—vary B—REETL
\i—a—o
1 -
Router# exit
27y 75 show license detail cme-srst f# I TTHE 72 CME-SRST 5 A £ > A % 305 L £,
Bl GE) EULA O}Rf& ACCEPTED Tdb 2 MEH N & 1
Roﬁter# show license detail cme-srst 357%0
2FvT6 write memory RECHRFLET,

1

Router# write memory

A A SN TR : 6

AR=TMEESN TRy F—VICEEN WAL LS LT20L, 27— Ay —V

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

MERENET,

ROFITIE, FETIZ eryptomap 2~ > FBAMFERHIN, =7 — XA vb—URERINET,
ZAUE, eryptomap (ZBEEATT 5 AL TV D BEREDS securityk9 /N v 7 —UICE EILTE Y | securityk9
PRy =R A =T T TN T,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #crypto map

[

% Invalid input detected at '”*' marker.
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A R =T N5 TWD T A& AMERE R FoRT 5121, show license feature =~ > F&{Hf L
F9, ROBITIL, seeurityk9 /N 7 — B LW uck9 /v 7 —UNA F—T W7 > TV EHR
oo

(GE)  ipbasek9 (37 7 4 /L h TRk E N E T,

Router# show license feature

Feature name Enforcement Evaluation Subscription Enabled RightToUse
appxk9 yes yes no yes yes
uck9 yes yes no no yes
securityk9 yes yes no no yes
ipbasek9 no no no yes yes

~ o~
LED 1 > —4
JL—% @ LED OFEIZ- DWW TIL,  [Hardware Installation Guide for the Cisco 4000 Series Integrated
Services Routers] @ [Overview| @IAD [LED Indicators| Z#ZM L T 730y,

SSD &+ U 7 47— K NIM @ LED OFEfliZ oW\ CiL, [Hardware Installation Guide for the Cisco
4000 Series Integrated Services Routers] ¢ [Installing and Upgrading Internal Modules and FRUs] DIH
@ TOverview of the SSD Carrier Card NIM (NIM-SSD)] # &M L T 72 &,

A > M IS
EEEM
VT RO xT T4 ADFEMIZ OV T, [Software Activation on Cisco Integrated Services Routers
and Cisco Integrated Service Routers G2J] Z# &M L T 72 &0,

HRET A B ADEGE A A b—LOFEMIZ DWW TIE,  [Configuring the Cisco I0S Software
Activation Feature] Z#ZH L T3V,

YIRDITTDA A M=ILEZEET YT L—FAZE

VIR 2T EA LA N—NEFIZT v 77— RT512F. UTFICRTEREAS v r—UF
TAXEB Sy =D 7 S = T OWT O FEICENET, HE, (61 <2—) &
LT &0,

ANy TV TIEITT O OEHB LORE, (723—)

EBID Ry =V HEH L TEITES N —F OFRB LORE, (76 X—)
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=R T T L= RTAPEORET. COFEEFEHLARNTLSIEEN, fER0/ Ry
=V EFER L CEITENDA V= OERRBIORE, (76 2—Y) 2R LT TIEEWN,

*copy BE Wboot 2~ REMH LKA Ny r— OFHREERE, (723—)

*boot =~ R&MHA L TCTFTPRH THRE/ Ny 7y —Y 2E+ 25 L 9 10— H 2RET D,
(73 ~—2)

copy & U boot a7 REFEALEHE/NNvT—CDEBERTE

MO —V%7 v 77 L— RT3 5121, copy 2~ REfH L T/L—%® bootflash: 7 1 L
7 MUICHE Ny —VEabt—LET, T LTHRAENNyr—Y0abv—%&ElR L%, e
Rolr— TZ7ANEFSCT = T25L90—2F2RELET,

WOFENZ. TFTP 24 L T bootflash: 7 7 A /L ¥ AT AMIHEN v r— T 7 A L abt™—1
HHEERLTHET, E5IZ, bootsystem 2~ REHEHLTCT—hTHko2ar7 ¥
L—yay LYUAXEZRTELET, bootsystem =2~ KiX, bootflash: 7 7 A /L o AT ATLRAF
ENTHAENR =V EESTT— T DL V=R LET, TO%, #HLWEEILcopy
running-config startup-config =~ > FIC XV RfFS N, AT LNV n—FINT, Z7rEANR
BTLET,

Router# dir bootflash:

Directory of bootflash:/

11 drwx 16384 Dec 4 2007 04:32:46 -08:00 lost+found

86401 drwx 4096 Dec 4 2007 06:06:24 -08:00 .ssh

14401 drwx 4096 Dec 4 2007 06:06:36 -08:00 .rollback timer
28801 drwx 4096 Mar 18 2008 17:31:17 -07:00 .prst sync
43201 drwx 4096 Dec 4 2007 04:34:45 -08:00 .installer

928862208 bytes total (712273920 bytes free)

Router# copy tftp: bootflash:

Address or name of remote host []? 172.17.16.81

Source filename []? /auto/tftp-users/user/isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin
Destination filename [isr4400-universalk9.03.10.00.S5.153-3.S-ext.SPA.bin]?

Accessing
tftp://172.17.16.81//auto/tftp-users/user/isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin

Loading /auto/tftp-users/user/isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin from
172.17.16.81 (via GigabitEthernetO) :
RN RN RN NN RN RN R RN RN RN N RN R R R RN RN RN RN RN

[OK - 208904396 bytes]

208904396 bytes copied in 330.453 secs (632176 bytes/sec)
Router# dir bootflash:

Directory of bootflash:/

11 drwx 16384 Dec 4 2007 04:32:46 -08:00 lost+found

86401 drwx 4096 Dec 4 2007 06:06:24 -08:00 .ssh

14401 drwx 4096 Dec 4 2007 06:06:36 -08:00 .rollback timer
28801 drwx 4096 Mar 18 2008 17:31:17 -07:00 .prst _sync
43201 drwx 4096 Dec 4 2007 04:34:45 -08:00 .installer

12 -rw- 208904396 May 28 2008 16:17:34 -07:00
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isr4400-universalk9.03.10.00.S.153-3.S-ext.SPA.bin

928862208 bytes total (503156736 bytes free)

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # boot system flash bootflash:isr4400-universalk9.03.10.00.S.153-3.S-ext.SPA.bin
Router (config) # config-reg 0x2102

Router (config) # exit

Router# show run | include boot

boot-start-marker

boot system flash bootflash:isr4400-universalk9.03.10.00.5.153-3.S-ext.SPA.bin
boot-end-marker

Router# copy run start

Destination filename [startup-config]?

Building configuration...

[OK]

Router# reload

FZERALTTFAPEATHE/ Ny T —2 ZEBT DXL I ICIL—F Z5K

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #boot system tftp://10.81.116.4/rtp-isr4400-54/isr4400.bin
Router (config) #config-register 0x2102

Router (config) #exit

Router# show run | include boot

boot-start-marker

boot system tftp://10.81.116.4/rtp-isr4400-54/1srd4400.bin
boot-end-marker

license boot level adventerprise

Router# copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Router# reload

Proceed with reload? [confirm]

Sep 13 17:42:54.445 R0/0: $PMAN-5-EXITACTION: Process manager is exiting: process exit with

reload chassis code

Initializing Hardware
System integrity status: c0000600

Failures detected:
Boot FPGA corrupt

Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation, GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 300
ROM:RSA Self Test Passed

ROM:Shabl12 Self Test Passed
Self Tests Latency: 58 msec

System Bootstrap, Version 12.2(20120618:163328) [username-ESGROM 20120618 GAMMA 101],
DEVELOPMENT SOFTWARE

Copyright (c) 1994-2014 by cisco Systems, Inc.

Compiled Mon 05/27/2014 12:39:32.05 by username

Current image running: Boot ROMO

Last reset cause: LocalSoft

Cisco ISR 4400 platform with 4194304 Kbytes of main memory
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IP ADDRESS: 172.18.42.119

IP SUBNET MASK: 255.255.255.0
DEFAULT GATEWAY: 172.18.42.1
TFTP_SERVER: 10.81.116.4

TFTP _FILE: rtp-isr4400-54/isr4400.bin
TFTP_MACADDR: a4:4c:11:9d:ad:97
TFTP_VERBOSE: Progress
TFTP_RETRY_ COUNT: 18
TETP_TIMEOUT: 7200
TFTP_CHECKSUM: Yes

ETHER PORT: 0

ETHER SPEED MODE: Auto Detect
link up...

Receiving rtp-isr4400-54/isr4400.bin from 10.81.116.4
RN RN RN RN RN

File reception completed.
Boot image size = 424317088 (0x194a90a0) bytes

ROM:RSA Self Test Passed
ROM:Sha512 Self Test Passed
Self Tests Latency: 58 msec

Package header rev 1 structure detected

Calculating SHA-1 hash...done

validate package: SHA-1 hash:

calculated 7294dffc:892a6c35:a7a133df:18c032£c:0670b303
expected 7294dffc:892a6c35:a27a133df:18c032£c:0670b303
Signed Header Version Based Image Detected

Using FLASH based Keys of type = PRIMARY KEY STORAGE

Using FLASH based Keys of type = ROLLOVER KEY STORAGE

RSA Signed DEVELOPMENT Image Signature Verification Successful.

Package Load Test Latency : 5116 msec

Image validated

$IOSXEBOOT-4-BOOT_ACTIVITY LONG TIME: (local/local): load modules took: 2 seconds,
expected max time 2 seconds

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software, ISR Software (X86_ 64 LINUX IOSD-UNIVERSALK9-M), Experimental Version
15.4(20140527:095327)

[v154 3 s xe313 throttle-BLD-BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ios 156]
Copyright (c) 1986-2014 by Cisco Systems, Inc.

Compiled Tue 27-May-14 21:28 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
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use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Warning: the compile-time code checksum does not appear to be present.
cisco ISR4451/K9 (2RU) processor with 1133585K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Press RETURN to get started!

Router>

Router>
Router>enable
Router# show version

Cisco IOS XE Software, Version BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ext

Cisco IOS Software, ISR Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Experimental Version

15.4(20140527:095327)

v154 3 s xe313 throttle-BLD-BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ios 156]

I0S XE Version: BLD V154 3 S XE313 THROTTLE LATEST

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 0 minutes

Uptime for this control processor is 3 minutes

System returned to ROM by reload

System image file is "tftp://10.81.116.4/rtp-1isrd4400-54/1isr4400.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.
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License Level: adventerprise
License Type: EvalRightToUse
--More-- Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1133585K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Configuration register is 0x2102

BRADNY—VFFRALTEITSINDIL—FDEELLUVERTE

MERID /S r =V DEITEME N T =V DFEITOED L 2RI L0 O TR, B,

N=Y) ZRLTLIIZEN,
ZOETIE, ROHERIZHOWTHHALET,
CHE N TV INEDY TNy =T DA A =L, (76 N—Y)

Ty —AhUxT VTR =D A )b, (82 %)

MENIYT—HheDNY TNy —DA4 VR =)L

FIEDHE

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

TFTP H— O E/ Ny r— V2 BET 51213, RO FIRZFEITLET,

(61

ZOFIEOARY) = — 5L LT, USB7Tvia RIALTMLHEANNy r—V2808T 52 &
HLTEFET, ZHIZOWVWTIE, 7T v va RIS TOHENRNw r—Umb TRy r—T% A v

A= THHALET,

IZC®H5HII
TFTP H— NIZHAE Ry r—Y % ae—LET,

show version
dir bootflash:
show platform

mkdir bootflash: URL-to-directory-name

reload

boot URL-to-directory-name/packages.conf

o NS R wDdh =

show version installed

request platform software package expand file URL-to-consolidated-package to URL-to-directory-name
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FlED M
AU RFERIETIVa Y B#)
2Ty 1 show version J—HTCETENTNDEY T T 2T DONR— g
ERERLET, BT AVAN—ATEHYT F Y=
1 - T R=T gD —g UE T E E T,
Router# show version
Cisco IOS Software, IOS-XE Software
(X86 64 LINUX IOSD-UNIVERSALK9-M),
Expe;imgntal Version 15.3(20120627:221639)
[build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems,
Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre
ATFv T2 dir bootflash: V7RI TDHAA— g R, Nuhr—
DHFEELTWDHZ EERLET,
1 -
Router# dir bootflash:
25y T3 show platform A r_y Y EERLET,
i -
Router# show platform
Chassis type: ISR4451/K9
ATvT4 mkdir bootflash: URL-to-directory-name BHLEY 7 N =27 A A=V ORGFHET 4 V7 b
V&R L £,
| - — s — 1> RV P
giuter# mkdir bootflash:mydir TAVZ FVICEA A=V LR CARERETS £
ﬁ‘o
ATvT5 request platform software package expandfile |25 74 25 v 7 TIERR LT A A—RFEHT «
URL-to-consolidated-package to V7 bV (URL-to-directory-name) ®OH1IZ, TFTP H—
URL-to-directory-name NIPEDY T RT 2T A A—
1 (URL-to-consolidated-package) % JEBR L F£7,
5l
Router# request platform software package
expand file
bootflash:isr4400-universalk9-NIM.bin to
bootflash:mydir
ATvT6 reload ROMMON E— RF& A R—=7 /ML ET, ZDFE—
RC, BT T7ANNDY T "I =T 2T 7T 47
1 - =3 3c 2
Router# reload
rommon >
2Fv ST boot URL-to-directory-name/packages.conf Tuvra=r7 77 A/ (packages.conf) D/IA

51 -

rommon 1 > boot bootflash:mydir/packages.conf

EARTERELT, e/ vy r—VailE#h L ET,

| 0L-29328-03-J
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ARV KRFEEEFET7TIa Y B
ATFvT8 show version installed HILLA LV ARN—NLENTEY T NI =2TDONR— g
CEFRRNLET,
51 -

Router# show version installed
Package: Provisioning File, version: n/a,
status: active

1

Z DFEDEIDERS Tl #HA 7Sy 77— isrd400-universalk9.164422SSA bin 7 TFTP H— 3|2 =
E—INET, ZIUIREDAT v 7T, FIOZNLIEOHS T, #h 7 7 A /L packages.conf
NEB SN FET,

Router# copy tftp:isr4400/isr4400-universalk9.164422SSA.bin bootflash:
Address or name of remote host []? 1.1.1.1

Destination filename [isr4400-universalk9.164422SSA.bin]?

Accessing tftp://1.1.1.1/isr4400/1isr4400-universalk9.164422SSA.bin...

Loading isr4400/isr4400-universalk9.164422SSA.bin from 1.1.1.1 (via GigabitEthernet0) :
EEEEERE

[OK - 410506248 bytes]

410506248 bytes copied in 338.556 secs (1212521 bytes/sec)

Router# show version
Cisco IOS Software, IOS-XE Software (X86 64 LINUX IOSD-UNIVERSALKS-M), Experimental Version

15.3(20120627:221639) [build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre

I0OS XE Version: 2012-06-28 15.31 mcpre

Cisco IOS-XE software, Copyright (c) 2005-2012 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 0 minutes

Uptime for this control processor is 3 minutes
System returned to ROM by reload

System image file is "tftp:isr4400/isr4400.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |



| vorwz7orvzxb—0

| 0L-29328-03-J

A summary of U.S.

BERHDNNy r—DEFEALTETENSIL—FDEERBLVRE

http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you re
export@ci

quire further assistance please contact us by sending email to
sco.com.

License Level: adventerprise

License Type: EvalRightToUse

Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1136676K/6147K bytes of memory.
Processor board ID FGL161611AB

4 Gigabit

Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K
7393215K

Configura

bytes of physical memory.
bytes of Compact flash at bootflash:.

tion register is 0x8000

Router# dir bootflash:
Directory of bootflash:/

11 drwx 1
178465 dr
584065 dr
405601 dr
113569 dr

6384 May 3 2012 19:58:37 +00:00 lost+found

wx 4096 Jun 6 2012 15:20:20 +00:00 core

wx 4096 Jul 13 2012 19:19:00 +00:00 .prst sync

wx 4096 May 3 2012 19:59:30 +00:00 .rollback timer
wx 40960 Jul 13 2012 19:19:32 +00:00 tracelogs

64897 drwx 4096 May 3 2012 19:59:42 +00:00 .installer

13 -rw- 1
14 -rw- 1
15 -r-- 1
16 —-rw- 1

519169 dr

745173811

Router# s
Chassis t

305 May 7 2012 17:43:42 +00:00 startup-config

305 May 7 2012 17:43:55 +00:00 running-config

541 Jun 4 2012 18:32:41 +00:00 debug.conf

252 May 22 2012 19:58:39 +00:00 running-config-20120522
wx 4096 Jun 4 2012 15:29:01 +00:00 vman_ fdb

2 bytes total (7067635712 bytes free)

how platform
ype: ISR4451/K9

Type State Insert time (ago)
ISR4451/K9 ok 15:57:33
ISR4451-6X1GE ok 15:55:24
ISR4451/K9 ok 15:57:33
SM-1T3/E3 ok 15:55:24
ISR4451/K9 ok 15:57:33
SM-1T3/E3 ok 15:55:24
ISR4451/K9 ok, active 15:57:33
ISR4451-FP ok, active 15:57:33
Unknown ps, fail never
AXKX=KXXKXX-XX ok 15:56:58
ACS-4450-FANASSY ok 15:56:58
CPLD Version Firmware Version

12090323 15.3(01r)S [ciscouser-ISRRO...
12090323 15.3(01r)S [ciscouser-ISRRO...
12090323 15.3(01r)S [ciscouser-ISRRO...
12090323 15.3(01r)S [ciscouser-ISRRO...
12090323 15.3(01r)S [ciscouser-ISRRO...

Router# mkdir bootflash:isr4400-universalk9.dirl

Create di
Created d

rectory filename [isr4400-universalk9.dirl]?
ir bootflash:/isr4400-universalk9.dirl

laws governing Cisco cryptographic products may be found at:

Router# request platform software package expand file bootflash:isr4400-universalk9.NIM.bin

to bootfl
Verifying
Validatin
Copying p
SUCCESS:

ash:isr4400-universalk9.dirl

parameters

g package type

ackage files

Finished expanding all-in-one software package.
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Router# reload
Proceed with reload? [confirm]

*Jul 13 19:39:06.354: $SYS-5-RELOAD: Reload requested by console.Reload Reason: Reload
Command.

rommon 1 > boot bootflash:isr4400-universalk9.dirl/packages.conf

File size is 0x00002836

Located isr4400-universalk9.dirl/packages.conf

Image size 10294 inode num 324484, bks cnt 3 blk size 8*512
#

File is comprised of 1 fragments (33%)

is_valid shalhash: SHA-1 hash:

calculated 62£6235a:£fc98eb3a:85cel83e:834f1cb3:8alf71d1l

expected 62f6235a:fc98eb3a:85cel83e:834f1cb3:8alf71d1l

File size is 0x04b3dc00

Located isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg

Image size 78896128 inode num 324491, bks cnt 19262 blk size 8*512
B
File is comprised of 21 fragments (0%)

Router# show version installed

Package: Provisioning File, version: n/a, status: active

File: bootflash:isr4400-universalk9.dirl/packages.conf, on: RPO
Built: n/a, by: n/a

File SHAl checksum: ad09affd3£8820f4844f27accladd502e0b8£459

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg, on:
RPO

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 5e95c9cbcd4eafbadabalac846ee2d0£f41dlal26b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:i§r4400—universalk9.dirl/isr4400—firmwafeiattributesil64422SSA.pkg, on:
RP0/0

Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 71614£f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843£fe246783b1d5c6ed933d96d79e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: eb72900ab32c1c50652888££f486c£370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3 164422SSA.pkg, on: RP0O/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10 16.22, by: mcpre

File SHAl checksum: 980£fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: dirl, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.23, by: mcpre

File SHAl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10 16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a
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File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes 164422SSA.pkg, on:
RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHA1l checksum: 71614f2d9cbe7£96d3c6e99067d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/1
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10_16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware fpge-BLD-BLD MCP_DEV_LATEST 20120710
164422S8SA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: eb72900ab32c1c50652888£f486cf370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10_16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware sm 1t3e3-BLD-BLD MCP_DEV_LATEST
20120710 164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpcontrol-BLD-BLD MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RP0O/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: 2012-07-10_16.23 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpios-universalk9-BLD-BLD MCP_DEV_LATEST
20120710 164422SSA.pkg, on: RPO/1

Built: 2012-07-10_16.23, by: mcpre

File SHAl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10_16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpaccess-BLD-BLD_MCP_DEV_LATEST 20120710_
164422SSA.pkg, on: RP0O/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: rpbase, version: 2012-07-10_16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpbase-BLD-BLD MCP_DEV_LATEST 20120710_
1644223SA.pkg, on: RP1

Built: 2012-07-10_16.22, by: mcpre

File SHALl checksum: 5e95c9cbcd4eafbadabalac846ee2d0f41dlal26b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes-BLD-BLD MCP_DEV_LATEST
20120710 _164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp_ sp2700-BLD-BLD MCP DEV_LATEST
20120710 164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a
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722via FSATOMENYT—IMoB TN r—SF%4 A M—ILT B

ATvT1
ATvT2
ATvT73
ATvT4
ATvTH
ATvT6
ATvT1
ATvT8

USB7 T v a RIALTOEENNr—In 0 TNy r—D% A A =L 5 FIEIT. #E
Ry lr—InoDH TRy r— 04 A =)L, (76 4—) THMAT L FIEICETHET,

show version

dir usbn:

show platform

mkdir bootflash: URL-to-directory-name

request platform software package expand fileusbn: package-name to URL-to-directory-name

reload

boot URL-to-directory-name/packages.conf

show version installed

TJ7—LOxT7 HINYT—SDA VR =)L

F L& BRI

MR T 7= L0 =7 Ny r—=VEE0Ra NNy r—V e AFL, Ny =YV RALET,
(A DRy r—V % L CTERITSNDNL—F OFBRB LORE, (76 X—) &) |

Ty =AU T Ny —U Ot AR EES LD, LLNOFIATE O % URL-to-package-name
WAEHLET,

e 2ROy r—VEFERH L CEITSINDINN—FOFERB IO E, (76 X—) L
EHoTL—E NPT TICHESNTWDIEE, 77 —AU=T YT R r—T% VA= T
TET,

Ty =Ly =T BTNy =V ERNCITY) Y — RS ER A, ANy —UERRERR LTtk
T, MENY T —VHNOT 7 — L =T Ry —VEERTEET, Z20%, ROFIEIZHES T
T7 =0T Nolr—V% A A=V TEET,

GE)

HENRXr—IClT V) =R )= 2B LT, ARy =YD 77— T L,
N—BIZBEA VA F—LEN TS CiscolOSXE V7 =7 RN—T g 0 L O HEMENRH
DI EERMHERLTLIEEN,
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FIEDOE
1. show version
2. dir bootflash:
3. show platform
4. mkdir bootflash: URL-to-directory-name
5. request platform software package expand file URL-to-consolidated-package to URL-to-directory-name
6. reload
1. boot URL-to-directory-name /packages.conf
8. show version installed
Flan M
AU RFERET7TIVa Y B
ATy I show version N—HTIEITENTNWDLY 7 b T2 T ONR—=V g %
FRLET, BT, A VA=AV TEHEY T T T
1 - N=Ug b=V g R TEET,
Router# show version
Cisco I0S Software, IOS-XE Software
(X86 64 LINUX IOSD-UNIVERSALK9-M),
Experimental Version 15.3(20120627:221639)
[build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems,
Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre
ATvT2 dir bootflash: VI RU =T DOEA=Ya v EFRRL, Ny r—URN
FHELTWBAZ L ERLET,
Bl :
Router# dir bootflash:
ATv73 show platform A Xy N EfERLETS,
) AN T =IO TRy r—V DA A h—)L,
Rou-ter# show platform (76 f\Obﬂ:/) @WJ%Z’%‘EE LT < 712 é v Yo
Chassis type: ISR4451/K9
ATFv T4 mkdir bootflash: URL-to-directory-name EBELEY 7 NI 2T A A=V EFEET V7 Y
ZERCL 77,
i - — - S L 1 Ay e 2 e
Router# mkdir bootflash:mydir 7 A L7 U A= L lEJ L/Z' CLL %*EET% *
R
XTFwTH request platform software package expand file | x5 » 74 25 v P HERR LT A A —VRIERT 4 L

| oL-29328-03-J

URL-to-consolidated-package to
URL-to-directory-name

7 U (URL-to-directory-name) ®HZ, TFTP H—
MHEDI T T 2T A A=
(URL-to-consolidated-package) % B L ¥,
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Router# request platform software package
expand file

bootflash:isr4400-universalk9-NIM.bin to

bootflash:mydir

ATvT6 reload ROMMON &— R& A X—7 NV LEd, ZOFT—F
T AT 7ANNDY T Ny =T 52T 75 4 7T
1 =FET,

Router# reload
rommon >

ATFwTT boot URL-to-directory-name /packages.conf Tuvva=r2 7714/ (packages.conf) D/IA L
AHIZIREL T, e Ny r—YaE#H L5,

1 -

rommon 1 > boot
bootflash:mydir/packages.conf

ATv S8 show version installed HILLA VANV ENEY T NI 2T ONR—T g 0
EFRIRLET,
i

Router# show version installed
Package: Provisioning File, version: n/a,
status: active

1

WOFE D EHIDESY TliX., TFTP — RN a bt — SNy r—
isr4400-universalk9.164422SSA.bin 28R ENFE T, TIUIMED AT v 7T, FHlIOZEINLIEDHER
77 TClE, #EAB 7 7 A /L packages.conf 2N E) S AU E T,

Router# tftp:isr4400/isr4400-universalk9.164422SSA.bin bootflash:

Address or name of remote host []? 1.1.1.1

Destination filename [isr4400-universalk9.164422SSA.bin]?

Accessing tftp://1.1.1.1/isr4400/1isr4400-universalk9.164422SSA.bin...

Loading isr4400/isr4400-universalk9.164422SSA.bin from 1.1.1.1 (via GigabitEthernet0) :
rrrrrrd

[OK - 410506248 bytes]

410506248 bytes copied in 338.556 secs (1212521 bytes/sec)

Router# show version
Cisco IOS Software, IOS-XE Software (X86 64 LINUX IOSD-UNIVERSALKS-M), Experimental Version

15.3(20120627:221639) [build 151722 111]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Thu 28-Jun-12 15:17 by mcpre

IOS XE Version: 2012-06-28 15.31 mcpre

Cisco IOS-XE software, Copyright (c) 2005-2012 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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GPL code under the terms of GPL Version 2.0.

D27—LzT7 HITNRyr—SDA4 VR =)L

For more details, see the

documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE

software.

ROM: IOS-XE ROMMON

Router uptime is 0 minutes

Uptime for this control processor is 3 minutes

System returned to ROM by reload

System image file is "tftp:isr4400/isr4400.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United

States and local country laws governing import,

export, transfer and

use. Delivery of Cisco cryptographic products does not imply

third-party authority to import, export,

distribute or use encryption.

Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable

to comply with U.S. and local laws,

return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

License Level: adventerprise
License Type: EvalRightToUse

Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1136676K/6147K bytes of memory.

Processor board ID FGL161611AB
4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

Configuration register is 0x8000

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 May 3 2012 19:58:37 +00:00 lost+found

178465 drwx 4096 Jun 6 2012 15:20:20 +00:00 core
584065 drwx 4096 Jul 13 2012 19:19:00 +00:00

.prst sync

405601 drwx 4096 May 3 2012 19:59:30 +00:00 .rollback timer
113569 drwx 40960 Jul 13 2012 19:19:32 +00:00 tracelogs

64897 drwx 4096 May 3 2012 19:59:42 +00:00

.installer

13 -rw- 1305 May 7 2012 17:43:42 +00:00 startup-config

14 -rw- 1305 May 7 2012 17:43:55 +00:00 running-config

15 -r-- 1541 Jun 4 2012 18:32:41 +00:00 debug.conf

16 -rw- 1252 May 22 2012 19:58:39 +00:00 running-config-20120522
519169 drwx 4096 Jun 4 2012 15:29:01 +00:00 vman_fdb

7451738112 bytes total (7067635712 bytes free)

Router# show platform
Chassis type: ISR4451/K9

0 ISR4451/K9 ok 15:57:33

0/0 ISR4451-6X1GE ok 15:55:24

1 ISR4451/K9 ok 15:57:33

1/0 SM-1T3/E3 ok 15:55:24

2 ISR4451/K9 ok 15:57:33

2/0 SM-1T3/E3 ok 15:55:24

RO ISR4451/K9 ok, active 15:57:33
FO ISR4451-FP ok, active 15:57:33

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i



T7—LozT7 HITNRvr—SDA VR =)L

PO Unknown ps, fail never
Pl XXX-XXXX-XX ok 15:56:58
P2 ACS-4450-FANASSY ok 15:56:58

Slot CPLD Version Firmware Version

0 12090323 15.3(01r)S [ciscouser-ISRRO...
1 12090323 15.3(01r)S [ciscouser-ISRRO...
2 12090323 15.3(01r)S [ciscouser-ISRRO...
RO 12090323 15.3(01r)S [ciscouser-ISRRO...
FO 12090323 15.3(01r)S [ciscouser-ISRRO...

Router# mkdir bootflash:isr4400-universalk9.dirl
Create directory filename [isr4400-universalk9.dirl]?
Created dir bootflash:/isr4400-universalk9.dirl

VI+OTTDA

YA b= |

Router# request platform software package expand file bootflash:isr4400-universalk9.NIM.bin

to
bootflash:isr4400-universalk9.dirl
Verifying parameters
Validating package type
Copying package files
SUCCESS: Finished expanding all-in-one software package.

Router# reload
Proceed with reload? [confirm]

*Jul 13 19:39:06.354: $SYS-5-RELOAD: Reload requested by console.

Command.
rommon 1 > boot bootflash:isr4400-universalk9.dirl/packages.conf

File size is 0x00002836

Located isr4400-universalk9.dirl/packages.conf

Image size 10294 inode num 324484, bks cnt 3 blk size 8*512
#

File is comprised of 1 fragments (33%)

is_valid shalhash: SHA-1 hash:

calculated 62f6235a:£c98eb3a:85cel83e:834f1lcb3:8alf71dl
expected 62f6235a:£c98eb3a:85cel83e:834f1cb3:8alf71dl
File size is 0x04b3dc00

Reload Reason:

Located isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg

Image size 78896128 inode num 324491, bks cnt 19262 blk size 8%*512

Reload

R R R R R R R R R

[

File is comprised of 21 fragments (0%)

Router# show version installed

Package: Provisioning File, version: n/a, status: active

File: bootflash:isr4400-universalk9.dirl/packages.conf, on: RPO
Built: n/a, by: n/a

File SHAl checksum: ad09affd3£8820f4844f27accladd502e0b8£459

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9-build 164422SSA.pkg, on:

RPO
Built: 2012-07-10_16.22, by: mcpre
File SHA1l checksum: 5e95c9cbcd4eafb5adabalac846ee2d0f41dlal26b

Package: firmware attributes, version: 2012-07-10_16.22 mcpre, status: active
File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes 164422SSA.pkg, on:

RPO/0
Built: 2012-07-10_16.22, by: mcpre
File SHALl checksum: 71614£f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10_16.22 mcpre, status: active
File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/0

Built: 2012-07-10_16.22, by: mcpre
File SHAl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e
Package: firmware fpge, version: 2012-07-10_16.22 mcpre, status:

active

File: bootflash:isr4400—universalk9.dirl/isE4400—firmware_fpge_l6442288A.pkg, on: RP0/0
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Built: 2012-07-10 16.22, by: mcpre
File SHA1l checksum: e€b72900ab32c1c50652888ff486cf370ac901dd?

Package: firmware sm 1t3e3, version: 2012-07-10 16.22 mcpre, status: active

File: bootflash:i§f4400—universalk9.dirl/isr4400—firmware_sm_ltSe3_l64422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 980£fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: dirl, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10 16.23, by: mcpre

File SHAl checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10_16.22 mcpre, status: active

File: bootflash:isr4400-universalk9.dirl/isr4400-mono-universalk9 164422SSA.pkg, on: RP0/0
Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes 164422SSA.pkg, on:
RPO/1

Built: 2012-07-10_16.22, by: mcpre

File SHAl checksum: 71614f2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp 164422SSA.pkg, on: RP0/1
Built: 2012-07-10 16.22, by: mcpre

File SHALl checksum: 8334565edf7843fe246783bld5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:i§r4400—universalk9.dirl/isr4400—firmware_fpge—BLD—BLD_MCP_DEV_LATEST_
20120710 164422SSA.pkg, on: RP0O/1

Built: 2012-07-10 16.22, by: mcpre

File SHAl checksum: eb72900ab32c1c50652888£f486c£370ac901dd”

Package: firmware sm 1t3e3, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:i§r4400—universalk9.dirl/isr4400—firmware_sm_lt3e3—BLD—BLD_MCP_DEV_LATEST_
20120710 164422SSA.pkg, on: RP0O/1

Built: 2012-07-10 16.22, by: mcpre

File SHA1l checksum: 803005f15d8ea71ab088647e2766727ac2269871

Package: rpcontrol, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpcontrol-BLD-BLD MCP DEV_ LATEST 20120710
164422SSA.pkg, on: RPO/1

Built: 2012-07-10 16.22, by: mcpre

File SHALl checksum: 980fd58fe581e9346c44417b451d1c09ebb640c2

Package: rpios-universalk9, version: 2012-07-10 16.23 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpios-universalk9-BLD-BLD MCP DEV LATEST
20120710 164422SSA.pkg, on: RP0O/1

Built: 2012-07-10 16.23, by: mcpre

File SHA1l checksum: 27084f7e30a1d69d45a33e05d1b00345040799fb

Package: rpaccess, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpaccess-BLD-BLD MCP DEV_LATEST 20120710
164422SSA.pkg, on: RPO/1

Built: 2012-07-10 16.22, by: mcpre

File SHALl checksum: 0119802deda2da91c38473c47a998fb3ed423448

Package: rpbase, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-rpbase-BLD-BLD MCP DEV_LATEST 20120710
164422SSA.pkg, on: RP1

Built: 2012-07-10 16.22, by: mcpre

File SHALl checksum: 5e95c9cbcd4eafbadabalac846ee2d0f41dlal26b

Package: firmware attributes, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware attributes-BLD-BLD MCP DEV LATEST
20120710 164422SSA.pkg, on: RP1/0

Built: 2012-07-10 16.22, by: mcpre
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File SHALl checksum: 71614£2d9cbe7£96d3c6e99b67d514bd108c6c99

Package: firmware dsp sp2700, version: 2012-07-10 16.22 mcpre, status: n/a

File: bootflash:isr4400-universalk9.dirl/isr4400-firmware dsp sp2700-BLD-BLD MCP DEV LATEST
20120710 _164422SSA.pkg, on: RP1/0

Built: 2012-07-10_16.22, by: mcpre

File SHA1l checksum: 8334565edf7843fe246783b1d5c6ed933d96d79%e

Package: firmware fpge, version: 2012-07-10 16.22 mcpre, status: n/a
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IL—E3 DERFETE

ZIZ T X OERFEICOVWTHIILET, ROBETHER SN TNET,
* T TV RERE, 89 N—V

* Iu— L RT A—HDFRE, 90 RX—Y

* XHEy b A=V Xy b A B —T A ADERE, 91 _—

CN—T Ry AR —T 2 f ADHE, 93 RX—

C FVa— AL H—T 2 ADRE, 94 X—

* Cisco Discovery Protocol D%k, 95 ~—

c AU RIA L T I RBADRE, 95 ~—

* RAET 4 vV V— hORE, 97 N—V

C HAFI T = FOERE, 99 N—V

=L ==
b EXRE
N—REPDTHRENT DL, —HOERRENT TIZETLTWNDLZ ERbD £,
ZFRT DL, IROFNZRT X 9 2 show running-config =~ > R&fH L £,

Router# show running-config
Building configuration...

Current configuration : 977 bytes
|

version 15.3

service timestamps debug datetime msec
service timestamps log datetime msec
no platform punt-keepalive disable-kernel-core
|

hostname Router

|

boot-start-marker

boot-end-marker

|

1

vrf definition Mgmt-intf

|

#1341

L

A A&

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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B /oS r—snsmE

address-family ipv4
exit-address-family
|
address-family ipvé6
exit-address-family
|
|

no aaa new-model
|

ipv6e multicast rpf use-bgp

|

!

multilink bundle-name authenticated
|

|

redundancy

mode none
|

interface GigabitEthernet0/0/0
no ip address

negotiation auto

|

interface GigabitEthernet0/0/1
no ip address

negotiation auto
|

interface GigabitEthernet0/0/2
no ip address

negotiation auto

|

interface GigabitEthernet0/0/3
no ip address

negotiation auto

|

interface GigabitEthernetO
vrf forwarding Mgmt-intf
no ip address

negotiation auto

!

ip forward-protocol nd
|

no ip http server
no ip http secure-server
|

|
control-plane
!

|

line con 0
stopbits 1
line vty 0 4
login

|

!

end

S8—NI)LINTGA—ZDEETE

N—=B DT =, NTA—=Z EBET DI, ROFIEZETLET,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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FHEv b 1—9tv bt 1vs—vz1208E M

FIEDOE
1. configure terminal
2. hostname name
3. enable secret password
4. no ip domain-lookup
FIEDEFH
AU RFERETIVa Y B
2Ty 1 configure terminal Jao—arZ 4 Xal—yaryrE— REHBLET (=
v —)b AR — MEREE)
[ ~
p: KDvy FEMIHLT, s LY E—f Z—3F L%
Router> enable VL ET,
Router# configure terminal
Router (config) # telnet router-name or address
Login: login-id
Password: ****xxskkx
Router> enable
XTFw T2 hostname name N—R4EEELET,
i -
Router (config) # hostname Router
ATFvT3 enable secret password =B ~DARIERT 7 A&k d 51213, {2 T —
NEfRELET,
151 :
Router (config) # enable secret
crlny5ho
ATvTa no ip domain-lookup = ERRIOHFE (AJJIRA) 2P T RLAICEHR LR

B :

Router (config) # no ip domain-lookup

WEolcLEd,

T — NV RT A= a< ROFEMIZOWTiX,  [Cisco
10S Release Configuration Guidel] ~==7 /L &> h &L
TLTEENY,

FHE

| 0L-29328-03-J

I —
YA—HBYRY A= 24 ADEFE
FUR—=ROXHE Yy b A=Y Ry M X —T =2 ABFEHTERTHIZIE, Fe—bar
T4 F¥al—raryE— 0oL T, ROFIEZETLET,
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B srEv b Ry b8 —TAROFEE

—aogExEE |

FIEDBE
1. interface gigabitethernet slot/bay/port
2. ip address ip-address mask
3. ipv6 address ipv6-address/prefix
4. no shutdown
5. exit
FIED M
aAv U RFEEET7TI 3y B
ATFvwT1 interface gigabitethernet slot/bay/port | —% FTCXHEY A —V XYy N A X —T A AD=
V74X al—v gy E— REBBLET,
{1
Router (config) # interface
gigabitethernet 0/0/1
ATw T2 ip address ip-address mask BELEXTEY A=Y Ry A H—T A ADIPT
RLAREHT Ry N AT EHRELET, IPv4T RL A%
Bl RETLHIHAIE. ZORT Y FEFEHLET,
Router (config-if) # ip address
192.168.12.2 255.255.255.0
ATv73 ipv6 address ipv6-address/prefix BELEX Ty hA—Y Ry b A F—T A AD IPv6
T RVRET VT 4 7 AERELET, IPv6 7 R RAZFK
Bl : ETHHENE. AT v 7 20RbOVICZORT v T EEHL
Router (config-if) # ipvé address ﬁiﬁ—o
2001.db8: :f££f£:1/128
ATvT4 no shutdown XHEY b A—H Ry b A F—T =2 A% A F—T LI
L. ZOWRBEEZEFE EOF T U BEH EOT v 7 ITEF L
{51 e
Router (config-if) # no shutdown
ATvT5 exit XHAEY MA—Y XYy A H—T 2 ADALT 4 Fa
L—y a3y B— R&E&T LT, $7 EXEC E— RIZIED £
I 4,

Router (config-if) # exit

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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= 4v8—2x214208% I

W—TNNvH L 23—Tx4 XADEKTE
(X C&SHIIZ

N—T Ry AL B =T 2 R, AZT 4 TIPT RLVADT L —AR/NF—L& L THEE
FIxIN NDON—F ¢ T TEREBEM L T,

N—T Ry f B —T 2 AERETDHIZIE, WOTFIEEFEITLET,

FIEDHBE
1. interface type number
2. (A7 =3 1) ip address ip-address mask
3. (A7 =3 2) ipv6address ipv6-address/prefix
4. exit
FlED M
AU RFEREFET7TIV3 Y B#
ATFvT1 interface type number N—T Ry 7 A B —T A ADAL T 4 X2l —3
v E— NERBLET,
fA
Router (config) # interface Loopback 0
ATvT2 (A7 =3 1) ipaddress ip-address mask|V—T /3 7 L Z—T 2 ADIPT KL A LHT Ry
F~RA7ERELET, IPv6 7 RLAZHET HHE
il - I, RIZHEAT 5 ipv6 address ipv6-address/prefix 2~ > K
Router (config-if)# ip address e LR
10.108.1.1 255.255.255.0
ATvT73 (A7 2> 2) ipv6 address N—T RN LB =T A ADIPv6 T KL A LT L
ipv6-address/prefix T4 AERELET,
f51
Router (config-if) # 2001:db8::f£fff:1/128
ATvT4 exit N—T Ry A B =T 2 f ADALT 4 Fal—37
YE-FREKTLES, VT, Zuo—rL a7
11 Fal—IaryE—RNIREY £1,
Router (config-if) # exit

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
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EV2A-NAVE—T A RADHRE

1

a7 4 X2 lb—ya BlON—T Ry I B =T oA AF, RIBT L — A H—
T2 A A LEDONAT VAR — T 570IfEHINTWET, ZOREFII. A¥T 427 1PT
KL AL LTHEET DIP T RLA 19202024 DXHE Y b A =Py b A H—T A AEIT
BESNDN—T Ry I A B =T AR LTWET, V=T RNy 7 X —T A AL,
FIvT— hENTZIP T R L R EFFD virtual-templatel (2R A > by 7 LET,

interface loopback 0

ip address 192.0.2.0 255.255.255.0 (static IP address)
ip nat outside
|

interface Virtual-Templatel
ip unnumbered loopback0

no ip directed-broadcast

ip nat outside

W=TNy Y 48— 14 RBREDHR
show interface loopback =~ > RZ AJ)LE T, ROFIDO X > R IBERINET,

Router# show interface loopback 0
Loopback0 is up, line protocol is up
Hardware is Loopback
Internet address is 200.200.100.1/24
MTU 1514 bytes, BW 8000000 Kbit, DLY 5000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation LOOPBACK, loopback not set
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/0, O drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out

F2E, ROPNTTRT LI, pinga~ > R L=y 7 A F =T = ZA2fEd L
£

Router# ping 192.0.2.0
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.0.2.0, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

EDa—ILAEF—T 4 ADHKETE

P—E R FY 22— /LOFREDFEMIIOWNTIE, [Cisco SM-1T3/E3 Service Module Configuration
Guide] @ [Service Module Management] DIH® [Service Modules] % &M L T 72 &0,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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| L—sogxmE
Cisco Discovery Protocol D A%h1t [ |

Cisco Discovery Protocol D E %1t

JL—4 TlL, Cisco Discovery Protocol (CDP) 737 7 4 /b b TA F—7 MZHESINTNET,

N

GEx) Cisco 7 7' UV — g v —E R L—& F£7-1Z Cisco CSR 1000v TliX, CDPIXFT 7 /L h TA
F—=TNICEESINTWERA,

CDP OfFE HIEDFEMIZ DUV TiX,  [Cisco Discovery Protocol Configuration Guide, Cisco I0S XE Release
38 ZSBH LTS,

AR KRSAVTOEADEKRTE

WG DT I ALHIET BT A =5 ERET DT, ROFIREFEITLET,

FIEDHE
1. line [aux | console | tty | vty] line-number
2. password password
3. login
4. exec-timeout minutes [seconds]
5. exit
6. line [aux | console | tty | vty] line-number
1. password password
8. login
9. end
FIED
ATV bEREETIV3 Y B#Y
2Ty T1 line [aux | console | tty | vty] line-number |[Elfi= 7 ¢ ¥ a2 L —3 3 B— FEZBBLET, v
T, HE#OX A THEELET,
- SSERTHICHE, TR A A Y AR RE L
Router (config)# line console 0 F9,
ATFw T2 password password oY — VR ERRICEE DAY — REEELE T,
i -
Router (config-line) # password
5dr4Hepw3

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
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| EEEEST PP LEFIE T
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AU RFEEETIVa Y

S]]

ATvF3 login MRty arya AU ONRAT— RFx Vb A F—
T LET,
fA
Router (config-line)# login
2Ty T4 exec-timeout minutes [seconds] 2—FANBBRH IS ETEXECa~y KA v X —T71
ERFET SMRAERELET, 7 740 MI105TT,
Bl EEFE T, MREICHEZBML £,
Router (config-line) # exec-timeout 5 | = Z|Z/;_RTHNE. SO0 DHXA LT T MeERLTWVE
?{guter(config—line)# ﬁ‘o &/]) AT‘? }\flﬁ ’—0 0] 7’&")\7‘7?5 k\ &4"57‘7 ]\
DFRAELER A,
ATvT5 exit a7 4 X2l —rarET—FREKTLT, Fr—nx
NarZ4Xalb—rvarE—ReHBALET,
fAi
Router (config-line) # exit
27976 line [aux | console | tty | vty] line-number | ) & — | =3 v — L 7 7 & A OB % FE L £,
11 -
Router (config)# line vty 0 4
Router (config-line) #
ATvI1 password password ARG R E A DR AY — REELET,
fi :
Router (config-line) # password
aldf2adil
ATvT8 login ARy ary ua A VONRRT— R F v I &
A X =TV LET,
i :
Router (config-line) # login
25y F9 end Fifa s 7 4 Falb—var T—REKTLET, fil
C. ¥HEEXEC £— FIZEY £,
fi

Router (config-line) # end

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

il
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default * " RENTWB <y Ritk, ANTHXLETIHY 8 A,

AET4 YYD L—FDERE

ZnbDa<r RiL, show

running-config =~ > ROMHKFIC, EfRESNicar 7 4 Fab—va vy 77 A VTHBWIZR

SNET,
!
line console 0

exec-timeout 10 0
password 4youreyesonly

login
transport input none (default)
stopbits 1 (default)

line vty 0 4
password secret
login

|

AZ3TA4VY IL— FDEE

AT 4T N—RNE, Ry NT—T BN LEEENV—T 4 7 2B 9,

J—H FCFFTHREESNET, Xy NI —2 MR IR EBEINEAITIE, AFT 497
N—=FEHF LWW— MIEFTAOMLENRH Y FET, AFXT 47 —bNE V—T 47 Fn
Fa iz ko THEMGE SN GAERE, 774 X— K L—TT,

ABT 4 v — FERETDHITIE, WOTFIEEZFZEITLET,

FIEDHE
1. (A7 2> 1) iproute prefix mask {ip-address | interface-type interface-number [ip-address)}
2. (47 =22) ipv6route prefix/mask {ipv6-address | interface-type interface-number [ipv6-address]}
3. end
F IR D £
ARV RFERETIVa Yy B8
ATy 1 (A7 a1 1) iproute prefix mask {ip-address | |IP/ 7> NDAXT 47 — NEfEELET,
interface-type interface-number [ip-address]} (IPv6 7 KL AZRET HHE1E. RICHHAT S
ipv6 address =~ > R4 LT 7Z30, )
i -
Router (config)# ip route 192.168.1.0 255.255.0.0
10.10.10.2
ATw T2 (A7 3 2) ipvéroute prefix/mask {ipv6-address |IP 737 > NDAXT 4 v 7 )— NEfEELET,

| interface-type interface-number [ipv6-address]}

1 -

Router (config) # ipv6é route 2001:db8:2::/64

| oL-29328-03-J
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B xs7«vy1—romE

AT RFERIFTZII Y B#

ATvT3

Router (config) # end

end rya—r L ary 74 Xal— gy E— NEK

TL. ¥ EXEC E— FEBBLET,

il

WOBERIX, %6855 1P 7 KL A1 192.168.1.0, %7 %> k< A7 H 255.255.255.0 DFTXTD IP
XAy h2,  IP7 FLA10.10.102 OMOIEEICT LT, FHEY A v F—T x4 A LB R
AT 47 —FTEELET, BEMERNUIZIE, X7y FBRRERHDPVCITEEINET,

default L RSN TWHa~ 2 Rid, ANT20813HY £¥A, ZO=a~ 2 FiX, running-config
avy ORI, ERshicary 74 Fab—vary 77 A VICHBINIORSNET,

ip classless (default)
ip route 192.168.1.0 255.255.255.0

BEDHER
AT 47 —FBRELLRESNTWND Z & 2MERT 512X, showiproute =~ > K (F7=
IL show ipv6 route =~ > F) Z#ASJL, XFS TRINDAXT 4 v 7 — R eHlO0ET,

IPvd 7 LA 2T 55503, RO X5 REAOHINERINET,

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets
C 10.108.1.0 is directly connected, LoopbackO
S* 0.0.0.0/0 is directly connected, FastEthernetO

IPv6 7 L A ZEMAT 556, RO X > RO AINERINET,

Router# show ipvé route
IPv6 Routing Table - default - 5 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE -
Destination
NDr - Redirect, O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1
OE2 - OSPF ext 2, ONl - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
ls - LISP site, 1d - LISP dyn-EID, a - Application

C 2001:DB8:3::/64 [0/0]
via GigabitEthernet0/0/2, directly connected

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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s4+zvo n—roze I

S 2001:DB8:2::/64 [1/0]
via 2001:DB8:3::1

> — =JL ==
FAFTZTVT IL—FDERTE
AT IvIN—=T 47Tl Fy NIV—2 N7 4 v 7 FT hARrDIZESNT, Ry b
U—27 Fa ha " 2AEAEHELET, AT IvI =T 4 TOELX, Fv hT—
7 EOMoON—ZIZH KBS ET,

N—FX, V=T 4 7EHR 7 1 kv (RIP) %7213 Enhanced Interior Gateway Routing Protocol
(EIGRP) 2 EDIPNV—TFT 47 Fa bharzZHFHL T, — Z2EIMICEE cx£9,

* Routing Information Protocol DX E, (99 ~=X—)

HERA T IVT bV V=T 47 T u halORE, (1023—)
Routing Information Protocol D% 7E

N—Z D RIP #RET DL, ROFINEEZEFTLET,

FIEDHEE

router rip
version {12}
network ip-address

no auto-summary

LA S

end

FIEDFH

ATy RFEEEFETIVa Y B
ZFw T router rip I—HF a7 4 Fal—aryT—REefBLET,
WT, L—HZDRIP A F—T M LET,

i -
Router (config) # router rip

ATvT2 version {1 |2} RIP version 1 £721%2 OfEHEZEEL 7,

1 -

Router (config-router) # version 2

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
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. Routing Information Protocol D% 5E

AU RFERETIVaY B
ATvT3 network ip-address EEERE L TOWD Ry T =2 DK T RLAZMEH LT,
RIP Z#H T 5%y hU—27 UREEELET,
£
Router (config-router) # network
192.168.1.1
Router (config-router) # network
10.10.7.1
7\7_-‘y7°4 no auto-summary 2y NU—27 LYl jb— k<O TRy k JL— O HHE)
Y~IFA X%T 4= NMICLET, ik, 7
- TVT 4 I AN=T 4 Y TIERINY TAT IRy T —
Router (config-router) # no yﬁﬁ%@zfﬂﬂgémij‘o
auto-summary
27_"y7°5 end JL—H 33/743’?‘.1 L—3 ' — F%%@TL’C\ tl:%i:*%

EXEC £— NZ&BBLE7,
1 -

Router (config-router) # end

1

WOBREFNL, IP XY FU—2 10.0.0.0 3 L0 192.168.1.0 TA X —7 /L2 &5 RIP version 2 %
RLUET, BREEZFRTHITIE, K5 EXEC £ — F T show running-config =~ > R &2 L £
7

!
Router# show running-config
Building configuration...

Current configuration : 1616 bytes
I

! Last configuration change at 03:17:14 EST Thu Sep 6 2012
|
version 15.3
service timestamps debug datetime msec
service timestamps log datetime msec
no platform punt-keepalive disable-kernel-core
|

hostname Router
|

boot-start-marker
boot-end-marker
!
1
vrf definition Mgmt-intf
!
address-family ipv4
exit-address-family
!

address-family ipvé
exit-address-family
!

enable password cisco
|

no aaa new-model

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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Routing Information Protocol D% €

|
transport-map type console consolehandler
banner wait ~C
Waiting for IOS vty line
~C
banner diagnostic ~C
Welcome to diag mode
~C
!
clock timezone EST -4 0
|
!

ip domain name cisco.com
ip name-server vrf Mgmt-intf 203.0.113.1
ip name-server vrf Mgmt-intf 203.0.113.129

|
ipvé multicast rpf use-bgp
|
1
multilink bundle-name authenticated
|
redundancy
mode none
|
ip ftp source-interface GigabitEthernetO
ip tftp source-interface GigabitEthernetO
|

|

interface GigabitEthernet0/0/0
no ip address
negotiation auto

|

interface GigabitEthernet0/0/1
no ip address

negotiation auto

|

interface GigabitEthernet0/0/2
no ip address

negotiation auto

|

interface GigabitEthernet0/0/3
no ip address

negotiation auto

|

interface GigabitEthernetO

vrf forwarding Mgmt-intf

ip address 172.18.77.212 255.255.255.240
negotiation auto

!

ip forward-protocol nd
|

no ip http server

no ip http secure-server

ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 172.18.77.209
|

control-plane

|

!

line con 0
stopbits 1
line aux 0
stopbits 1
line vty 0 4
password cisco
login

|

transport type console 0 input consolehandler
|

ntp server vrf Mgmt-intf 10.81.254.131

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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|
end

X TE DFEED

L—sogrsE |

RIP NELLSHEINTWND Z & 2RI HI21L, showiproute 2~ K& AL, XF R TR
SNDHRIPV— b ERSTET, ROFIOXD 72 NIRERRESNET,

Router# show ip route
Codes: C - connected, S - static,

R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1,

E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * -

candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets

o QO

10.108.1.0 is directly connected, Loopback0
3.0.0.0/8 [120/1] via 2.2.2.1, 00:00:02, Ethernet0/0/0

VsBA T U7 H— b9z IL—FT 424 7AMIIILDHRTE

VoA T VT A — b2 )—F 47 7 bz (EIGRP) ZRET DI, ROFIEEFE

TLEY,
FIROHE
1. router eigrp as-number
2. network ip-address
3. end
FIEDEFH
AU RFERIETIVa Y =]:g]
25w T router eigrp as-number N—H arT 4 Fal—varET—REREKELT, L—X
ETEIGRP %A 3 —7 ML ET, HEVAT A (AS) &
i 5%, o EIGRP b—4 ~Db— h &l L9, £z,
Router (config) # router eigrp 109 EIGRP Téz%&@ 7 7@‘ HK{%)EH S hiﬁ_o
ATYT2 network ip-address EIGRP #3252y hU—27 DU A NEIEELET (BB

&1 -

Router (config) # network 192.168.1.0
Router (config) # network 10.10.12.115

B ENTWAE Ry NU—2DIPT RLAZMER)

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |



| L—sogxmE

A VTUT H— bz L—F1vF Forarnie I

AT RFEREETOVa Y

B

ATvT3

end

&1 -

Router (config-router) # end

—& a7 4 FXal—gry B— REKTLT, HE
EXEC £— K& BtE L £9,

| 0L-29328-03-J

il

WOFEFNL, IP Ry U —2 192.168.1.0 8 L1 10.10.12.115 TA F—T7 /LI EN 5 EIGRP /L—
Vabt /7 7u b 3L ER Liﬁ EIGRP DEEV AT LFFE LT, 109 03V Y THILTWE

T ZOREZETRTDIC

Router# show running-config

!
router eigrp 109
network 192.168.1.0

network 10.10.12.115
|

-n"-H GJEEDIL.\

X. show running-config =~ > RZHH L 9,

IPEIGRP Z# IE L RRE L7-Z &L 2R3 511X, showiproute =~ R&Z AL, LFD D~ —

7 BTy B EIGRP L —

Router# show ip route

FERSTET, ROL I REEBHOENINFRENET,

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets

o Q

10.108.1.0 is directly connected, LoopbackO
3.0.0.0/8 [90/409600]

via 2.2.2.1, 00:00:02, Ethernet0/0

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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20y FBELUHYTROY FOETFE

ZOETIE, Ay bV T2y MIOWTHALET, Auy MNIL—FDyy— Aa vy
FEFERL, 728y NIV —ERXR EVa—AREEIN TSRy hERLET,

Any hBIXOY 728w v OOV TIE,  [Hardware Installation Guide for the Cisco 4000
Series Integrated Services Routersl] @ [About Slots and Interfaces] DOIHZZMM L T 7Z 30,

ZOETHHTIARIT. RO LBV T,

C A UB—T A ADHKE, 105 ~—

A 23— x4 ADEFE
ZITH FHEY b H =T = A AERET D HECOOTHHL, V=S A I —T =
ADBIEH bR LET
CXAEY b A=V Xy b A F—T =2 ZADFKE, (106 <2—)
A LB =T = A ADKGE i, (107 R—)
CFRTOA LS =T 2 DY A L OFR i, (107 2=
A UH—T oA AT HIEROFER B, (108 =—)

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
I 0L-29328-03-J


http://www.cisco.com/c/en/us/td/docs/routers/access/4400/hardware/installation/guide4400-4300/C4400_isr.html
http://www.cisco.com/c/en/us/td/docs/routers/access/4400/hardware/installation/guide4400-4300/C4400_isr.html

20y kLU TROY bOBE |
B srEv b Ry b8 —TAROFEE

FAEY P A—HBRY ML E—T 4 ADETE

FIEDHEE
1. enable
2. configure terminal
3. interface GigabitEthernet slot/subslot/port
4. ip address ip-address mask [secondary] dhcp pool
5. negotiation auto
6. end
F D48
ARV RFEREEFT7TIVa Y E]:g]
ATy T enable FitE EXEC £ — & A X —7 VT LET,
. RAT—REANLET FERSNEHE) .
Router> enable
2Ty T2 configure terminal Jsua—s ) ary7 4 Xal—vary T—FERBLET,
i -
Router# configure terminal
ATFvT3 interface GigabitEthernet GigabitEthernet f > ¥ —7 = A A% R E L F 7,
slot/subslot/port
* GigabitEthernet : { > % —7 = A ADX A/,
IR *slot : ¥ —Y DAy FEH,
EZSZEigzﬁiig;i ;'/‘gﬁface *fsubslot : B2 Y Avy NEE, AT viia () PGB
<7,
*fport : R— FERIIA L F—T =2 AFH, ATvi= ()
ﬁLJZ‘%:VG’gFo
257y T4 ip address ip-address mask GigabitEthernet (= IP 7 [ L 2 28V T4,
[secondary] dhep pool
*ip address ip-address : A ' F—7 = A ZADPT RV Z,
B * mask : BT HRTWD IPH 7%y kO~ R,
Rout ( fig-if)# ip address . . T2 Hu . S N N >
10.0.0.1 255.255.255 0 dhcp pool secondary :  (ff:7%) “Q‘EE§ij;77}‘L/;lﬁ’fzj7’/§iu P
NLATHLZLEBELET, ZOF—U—FREIKES
NEBE, REENET FLRAZTIA<VIPT RLRAIZ
30 ET,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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1va—ax420%% 65 I

AT RFEREETO VI Y E]:g]

*dhep : DHCP Z N LTIV —hENDHIPT RL A,
*pool : 7 —71)L DHCP 7" — /L5 HEIIZER ESND IP T

FL &,
RTwvTH negotiation auto FIFvT— gy E— REERLET,
- cauto : VU 7 OHFIRIAT—2a VEEITLET,
Router (config-if) # negotiation
auto
27y 76 end BEDary 74 F¥al—vartyva a7 LT, il
EXEC £— RNIZREYD £7,
1 :

Router (config-if) # end

AR =T 4 ADKRTE : i

RIZ, interface gigabitEthernet =~ > RAFEH L CTA v ¥ —T7 A AZEML, IPT FL A%
ETHHERLET, 00/0iFA0y AT 2ay MR- TE, K= NMIF0~3 OF S5
WTWET,

Router# show running-config interface gigabitEthernet 0/0/0
Building configuration...

Current configuration : 71 bytes

|

interface gigabitEthernet0/0/0

no ip address

negotiation auto

end

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface gigabitEthernet 0/0/0

IRTDAUARA—T T AAD) A DR : Hl

| 0L-29328-03-J

ZOFITIL, show platform software interface summary 33 X UF show interfaces summary =~ > R
EFHLT, $XTCOA X =TT = RERFLET,

Router# show platform software interface summary

Interface IHQ IQD OHQ OQD RXBS RXPS TXBS TXPS TRTL
* GigabitEthernet0/0/0 0 0
* GigabitEthernet0/0/1 0 0
* GigabitEthernet0/0/2 0 0
* GigabitEthernet0/0/3 0 0
* GigabitEthernetO 0 0

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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Router# show interfaces summary

*: interface is up

IHQ: pkts in input hold queue
OHQ: pkts in output hold queue
RXBS: rx rate (bits/sec) RXPS:
TXBS: tx rate (bits/sec) TXPS:

TRTL: throttle count

Interface

20y kLU TROY bOBE |

IQD: pkts dropped from input queue
OQD: pkts dropped from output queue

GigabitEthernet0/0/0
GigabitEthernet0/0/1
GigabitEthernet0/0/2
GigabitEthernet0/0/3
GigabitEthernet

* % ok %

OO O oo
OO O oo
OO O oo

rx rate (pkts/sec)
tx rate (pkts/sec)
OQD RXBS RXPS TXBS TXPS TRTL
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

A3 —T A4 RIZHT HEHROEKT

RIZ, show ip interface brief =~ > REZMHFHL T, /1 F—T = A ZADIPIEHRE AT —H ZADE
K RABA o F—T = A Z N FVEREGT) 2RRT 612 R LET,

Router# show ip interface brief

Interface
GigabitEthernet0/0/0
GigabitEthernet0/0/1
GigabitEthernet0/0/2
GigabitEthernet0/0/3
GigabitEthernet0

IP-Address
10.0.0.1
unassigned
10.10.10.1
8.8.8.1
172.18.42.33

OK?
YES
YES
YES
YES
YES

. 451

Method
manual
NVRAM
NVRAM
NVRAM
NVRAM

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

Status

down

administratively down
up

up

up

Protocol
down
down

up

up

up

0L-29328-03-J |
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TOFA AR EZAY Y

ZOETIE, V—FOFFEa R - FOEFEEZERS LOEHT D HIEIC O TR L E
T, ZZTuHTLIARIL. kDOEBY TT,
caryie—FL—=rpU =AM, 109 X—

* TI—LEMENLIN— Ry =7 OB, 112 ~—¥

arvkA—)LTL—2D) Y —RDER
ZZTIE, CiscolOS 7t R ay hu—b FL—rB2EROBENG R ATV BLOCPU D
BARIC W TR L £,
* EMR BRI X SO ELEE, (109 ~—)
*CiscolOS 7t ADY V—A, (110 =)

carvir— ) FL—r2En) V—Z (110 X—)

EHAGERIC & 5 EED B E

a2 ELLBESEAITE., abBADRT —Z A/IEFEMEAZER Ll 5808 3
T9, TRBERICEENBET DL, syslog =T — A v EB—URERRIN, R EAOHBEE)E
FIIN—2D) 7T — M RFIATEINET, ToEARAZ 7 L TWANY Ty a Ll t%F
=X =PI DL, syslog =T — A vb—URFRENET, T ANFELE ARG AIE
BE#E Sh, FRUSAOGE IV — 2 BT SnET,

VAT AV —ADOEMRIZL ST, BZVEIMEERERHRILTES20H, VAT LADEIE
ZEGECTE FT, Wi, EMINREROAD v FE2RLET,
KA THBHL TWE T4 — ROAE Y RENEK T, REERELENEETD
RNV T, ATVOFEHRNEENTDLIZ LT, 4 I—ROAETY OREZFF
ETE, (EIE&2EIETE 9,

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
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B ciscolos Totznyv—2

CEBZREERIZ L - T, ER RV AT DARMOKERHELSNET, "—Fo=7°Y 7§
V=T &7 v L— FLERIZ, ZOBRALOMPLL LTHEHL, 7y 77 L— KR
VY —=ADMHRICEEL 5T E D NEfEl TE £,

Ciscol0S 7Ot AXMYY—XR

TIT 47 7k 20 CPUMMRFEHERZFRL, b7 n A THASNA TS AEY
DEREZHRT 521X, show memory 2~ > K & show processcpu 2~ R TxE3, =
HO A= KiE, Cisco 10S 7HEADHD AEY L CPU DEMARIE R LES, 75 v b

T A —LBEOY V=R HERITEENEEA, 2L XX 8GBRAM #Hi#iL. 1 5D
Cisco I0S 7t A% F{TL TV 5H T AT AT showmemory 2~ REFE(TTHE, IRDAEY
R UE SRR TR SN E T,

Router# show memory

Head Total (b) Used (b) Free (b) Lowest (b) Largest (b)
Processor 2ABEA4316010 4489061884 314474916 4174586968 3580216380 3512323496
lsmpi_io 2ABFAFF471A8 6295128 6294212 916 916 916
Critical 2ABEB7C72EBO 1024004 92 1023912 1023912 1023912

show process cpu =~ > K{%, CiscoIOS CPU OFHFEHEEZRD L HICFERLET,

Router# show process cpu

CPU utilization for five seconds: 0%/0%; one minute: 0%; five minutes: 0%
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

1 583 48054 12 0.00% 0.00% 0.00% 0 Chunk Manager
2 991 176805 5 0.00% 0.00% 0.00% 0 Load Meter
3 0 2 0 0.00% 0.00% 0.00% 0 IFCOM Msg Hdlr
4 0 11 0 0.00% 0.00% 0.00% 0 Retransmission o
5 0 3 0 0.00% 0.00% 0.00% 0 IPC ISSU Dispatc
6 230385 119697 1924 0.00% 0.01% 0.00% 0 Check heaps
7 49 28 1750 0.00% 0.00% 0.00% 0 Pool Manager
8 0 2 0 0.00% 0.00% 0.00% 0 Timers
9 17268 644656 26 0.00% 0.00% 0.00% 0 ARP Input
10 197 922201 0 0.00% 0.00% 0.00% 0 ARP Background
11 0 2 0 0.00% 0.00% 0.00% 0 ATM Idle Timer
12 0 1 0 0.00% 0.00% 0.00% 0 ATM ASYNC PROC
13 0 1 0 0.00% 0.00% 0.00% 0 AAA SERVER DEADT
14 0 1 0 0.00% 0.00% 0.00% 0 Policy Manager
15 0 2 0 0.00% 0.00% 0.00% 0 DDR Timers
16 1 15 66 0.00% 0.00% 0.00% 0 Entity MIB API
17 13 1195 10 0.00% 0.00% 0.00% 0 EEM ED Syslog
18 93 46 2021 0.00% 0.00% 0.00% 0 PrstVbl
19 0 1 0 0.00% 0.00% 0.00% 0 RO Notify Timers

arvkaO—J)L FL—2EkND)V—X

Laryiruo—)Fatyhoarte— FL—rDAT Y BLOCPU DFEARBIZED, =
yhu— FL—rBRk0Y YA eEHTEEYS, arito— L FL—rDAEY L CPUD
fiE AR OEE 2 F£7RT 5 I1Z1E. show platform software status control-processor brief =~ > K (4
~ U — E'2—) F721Z show platform software status control-processor =~ > N (GEfit =—) %

fEATE £,

FTRCOay ha—L 7k yH$DOAT—H AL LT [Healthy] NFERSNDONIEFE TT, il
WICRREN D D AT —HX ADAHEIX, [Warning] & [Critical] T3, [Warning] 1L, /L— & BEEF T

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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arvkrko—)L FL—r2F0Y Y—R |

HHLODO, BEL IV OMERBMLETHSD Z L 2R L TWET, [Critical] 1, /L— & ThEN
AT HAREMENRE N EEZRLTVET,

[Warning] & 721 [Critical] 27— % ANFERINTE B, IROXLTFIEIHES TS0,

CBTENDOEFZEDOEZW O T, B —EAOREEZHIBL T, VAT AT HH0B
FOE 2 AMERD LET,

— 2 LRI O A L2 . ACL7R EDL— L OB EHIRL7ZY . VLAN O %
5L 72 EORLEITVNET,

Z ZTCiX. show platform software status control-processor =~ > KD JD 7 4 —/)L NZDONT
L £,

Load Average

[Load Average] I, CPU U Y —ZAD 7t A Fa—Fd7 et arvsrrararlEd,
ExE vy rnar Faty b CHRENRATN T OHEIE. 7T o070k v I EE T
RIS TNT, TDOIHO 1 DPRBAERBH L TN D LN HERTT, 727137 7n
Ty TAMPB T Lo TVWDEE, 7207 0t v b BRBEERERREIC R > TV T, 209
LO2ONBEBBL TNDH I LERLET,

Memory Utilization
[Memory] IZKD 7 4 —/L RTRENET,
*Total : 7A 51— ROAEFAEY
* Used : fEfHHEAAEY
* Free : i ATREZ2 A E Y
* Committed : 7’2 AZHID Y THNTHDHRIEAEY

CPU Utilization

[CPU Utilization] I% CPU 2MEH STV D IRIOEI G 2R T LD T, RO T 4 —/L RTRENE
—g—o

*CPU: HIV Y THATmE Y

* User : Linux 71— /VEIA D7 o+ A

* System : Linux 7 — R/ D7 1 & A

*Nice : 7T A F VT 4 DRI BEA

*Idle : CPU NIET 7 7 4 712 o TR OFIA
*IRQ : FI VAL

*SIRQ : AT LDE|Y AR

* I0Owait : CPU 23 A ) & fF o TWIZREH O FI A

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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{51 : show platform software status control-processor 1< >

X 1Z show platform software status control-processor =~ > KD DO B AR L E T,

Router# show platform software status control-processor
RP0O: online, statistics updated 5 seconds ago
Load Average: healthy
1-Min: 0.07, status: healthy, under 5.00
5-Min: 0.11, status: healthy, under 5.00
15-Min: 0.09, status: healthy, under 5.00
Memory (kb): healthy
Total: 3971216
Used: 3415976 (86%)
Free: 555240 (14%)
Committed: 2594412 (65%), status: healthy, under 90%
Per-core Statistics
CPUO: CPU Utilization (percentage of time spent)
User: 1.40, System: 1.20, Nice: 0.00, Idle: 97.39
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPUl: CPU Utilization (percentage of time spent)
User: 0.89, System: 0.79, Nice: 0.00, Idle: 98.30
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU2: CPU Utilization (percentage of time spent)
User: 0.80, System: 2.50, Nice: 0.00, Idle: 96.70
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU3: CPU Utilization (percentage of time spent)
User: 3.09, System: 6.19, Nice: 0.00, Idle: 90.60
IRQ: 0.00, SIRQ: 0.09, IOwait: 0.00
CPU4: CPU Utilization (percentage of time spent)
User: 0.10, System: 0.30, Nice: 0.00, Idle: 99.60
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU5: CPU Utilization (percentage of time spent)
User: 0.89, System: 1.59, Nice: 0.00, Idle: 97.50
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU6: CPU Utilization (percentage of time spent)
User: 0.80, System: 1.10, Nice: 0.00, Idle: 98.10
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00
CPU7: CPU Utilization (percentage of time spent)
User: 0.20, System: 3.40, Nice: 0.00, Idle: 96.40
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

Router# show platform software status control-processor brief
Load Average

Slot Status 1-Min 5-Min 15-Min

RPO Healthy 0.09 0.10 0.09

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
RPO Healthy 3971216 3426452 (86%) 544764 (14%) 2595212 (65%)
CPU Utilization
Slot CPU User System Nice Idle IRQ SIRQ IOwait
RPO 0 1.60 0.90 0.00 97.30 0.10 0.10 0.00
1 0.09 1.29 0.00 98.60 0.00 0.00 0.00
2 0.10 0.10 0.00 99.79 0.00 0.00 0.00
3 0.00 0.00 0.00 100.00 0.00 0.00 0.00
4 0.60 4.90 0.00 94.50 0.00 0.00 0.00
5 0.70 1.30 0.00 98.00 0.00 0.00 0.00
6 0.10 0.00 0.00 99.90 0.00 0.00 0.00
7 1.39 0.49 0.00 98.10 0.00 0.00 0.00

T7o—LzFERALEZN—FOZ7DER

=X DOFEFHEN— R =T OEME, (113 2—)

T — b T T va T4 AT OER, (113 2—)
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n—angitin—ror7oeR I

=R =T T I A0 (113 5—)

IW—FDRETEN—FD T TDER

FERNREHEIND ENV—FNET T—LBMNEESINET, LY, Xy b= %) E—
N CHEMRCTXET, showa~ 2 FEHEHA L TT A A2 THCR—I 7203 IH 0 T
I, WIS UTCAHY YA =X ) U T H2FTTEET,

T— IS5y T RINDER

T—=h 7Ty aT 4 AT, 20o0aT BT ERETE Do 28 S EEASLE T, =
DEUEDREHEINT, 77— 7993 a T RIB200a7 X o PR ET AN ETES
TaiZix, OBNIRT X 9 72 syslog 77 — LB ERKRSIIVET,

Aug 22 13:40:41.038 RO/0: SFLASH CHECK-3-DISK QUOTA: Flash disk quota exceeded
[free space is 7084440 kB] - Please clean up files on bootflash.

T—=hT7Tv3aT 4 ARTDOHA XL, D7l L —XITHBINTWLIPEAEY LFE T
A RXTRITIUTRY EH A, ZTOFRMEET LT RWES, IROFINIRT X 9 72 syslog 77 —
APERSIVET,

$I0OSXEBOOT-2-FLASH SIZE CHECK: (rp/0): Flash capacity (8 GB) is insufficient for fault
analysis based on

installed memory of RP (16 GB)

$IOSXEBOOT-2-FLASH SIZE CHECK: (rp/0): Please increase the size of installed flash to at
least 16 GB (same as

physical memory size)

RY — Y ol N

N—FDOTT7 75—LDEHRAE
CH A DRy N UV EEENAET T — L EFAET T — MR T 5, (113%—
V)
carY—LElTsyslog TOT T —h A vt —V0OER, (114 2—)

*SNMP &R TT 7 —ARHRESNTZHEDOR Yy NT—TEH AT AL DRy NT—2 &
BE~OEE, (117 ~—)

oA bRy FD—OEBENAET7 S —LFELIEART I —LICRHIET S
CHET T — L L AHET T — Ao NT, (114 8—2)
CHET 7 =207 V7T, (114 =)
AT T—20 7 V7, (114 ~—)

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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| RS S SN

AE7 S —LERRT S—LIZDNNT

“ﬁ%y;~w@DB%7§~A:?7&%@%#5’k’ TN, A EEBRT Y 20—
R CTE ET, AET A AIHRET 7 — L DC 7 %itiﬁﬁ7§~Am«wTTo

J—Z ORIE 7 L — MZdH D CRIT. MIN, £72IEMAI OWTINADOLED 37 7 — A XL - TH
T 256, AIRT 7—LF 3T 7 —2AREREFRINLTWEE, 7T =ML > TER
DB-25 AR 7 X2 D7 F—2 UL —HAEE L, ~ULRIES 0, ERFERS AL ET,

AE7S—LDOY )T
AHET T — DB RER T D121E, ROWTIPNDOIEEEZITWET,
*HiE 7 L — D [ACO] R & > %4,

* clear facility-alarm =~ > & A /14 %

A7 5 —LDV )7

WET 7 — L EMRT DI, 77 — 2R EMIT 50BN H Y £7,  clear facility-alarm =2 <
Y REAHLTY, Bl 7 L — hD7T 7 — A LED Off#° DC BEROHITIZ T iﬂi/v iz
3. T T AT REY 2N BT VAT MIET 7T 4 THEETICWMO A L2z 7 VT o
ANT T —LLEDDRL LIca. 207 7 — L& fRikd HME— @ﬁ%ﬁ%91~w%ﬁ§ﬁw
5 Z & T,

aVvY—ILE =L syslog TDT7 T—L A vE—DHER

Fv T =7 EFREIL, VAT LAy )VEFRIITVAT A A yE—T 1Y (syslog) 1Z5f
NAETFG—Lh At —ThRTAHLICLED . TI5—h Ay b —T5BEH X4,

palli
(023

* logging alarm =~ > RO A x—7 4k, (114 <—)
T T—h AyE—Uofl, (115 5—)
*TT—h A ye—VOMER Lo, (116 ~—)

loggingalarm 2<% > FD A *—J)Lit

TTI—hAvE—Char ) —nRCsyslog7e EOR X 7 T3 AZEET DI, logging alarm
awy REA F—T VT ERERHY £, Z0Oa~r NIF 74V b TET 4 B—7 I
7o TVET,

0 JICRESND T T—LOERELNVERFRECTEET, HBELLZLEWVEL EOT 7 —A0
RBAETDHENZ, TIT—2 A v E—UNRERINET, 2203, ROa~ RTEZ2 VT 40
NTFG—A A=V FRaX 7 S, REESRET,

Router (config) # logging alarm critical

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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n—rnz7 75—roeasE I

TI—LDEKRKEZRELRVGA, TXTOEKRKEDLVLDT FT—h Ayv—UBRaf o
TN AZEEENFET,

TI—LAytE—o0H

| oL-29328-03-J

ELWET 7T 4 TALOFEITENCEY 2 —ARB Y A SN lcay Y —EEESNET 5 —
A%yﬁ—y®%%\&mﬁbi¢o%v;—w%ﬁvﬂﬁfé&\77~Aiﬁ£éﬂi#o

EDa—IBRYSEn-5E

*Aug 22 13:27:33.774: $ISR4451-X OIR-6-REMSPA: Module removed from subslot 1/1, interfaces
disabled

*Aug 22 13:27:33.775: %SPA_OIR-6-OFFLINECARD: Module (SPA-4XT-SERIAL) offline in subslot
1/1

EV1—ILNBUEESINE-EE

*Aug 22 13:32:29.447: $ISR4451-X OIR-6-INSSPA: Module inserted in subslot 1/1
*Aug 22 13:32:34.916: %SPA OIR-6-ONLINECARD: Module (SPA-4XT-SERIAL) online in subslot 1/1
*Aug 22 13:32:35.523: S$LINK-3-UPDOWN: SIP1/1: Interface EOBCl/1, changed state to up

T o—L
T 7 —L%EFRT HIZIE, show facility-alarm status =~ > R&2H L E3, BROZ VT 4 v
T I —AOBERIRLET,

Router# show facility-alarm status
System Totals Critical: 5 Major: 0O Minor: O

Source Severity Description [Index]

Power Supply Bay O CRITICAL Power Supply/FAN Module Missing [0]
GigabitEthernet0/0/0 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/1 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/2 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/3 CRITICAL Physical Port Link Down [1]

xcvr container 0/0/0 INFO Transceiver Missing [0]

xcvr container 0/0/1 INFO Transceiver Missing [0]

xcvr container 0/0/2 INFO Transceiver Missing [0]

xcvr container 0/0/3 INFO Transceiver Missing [0]

T UT 4N T T =L FRnT HITIE, ROBNIRT K 9 I show facility-alarm status critical =
~r REEHLES,

Router# show facility-alarm status critical
System Totals Critical: 5 Major: 0 Minor: 0

Source Severity Description [Index]

Power Supply Bay 0 CRITICAL Power Supply/FAN Module Missing [0]
GigabitEthernet0/0/0 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/1 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/2 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/3 CRITICAL Physical Port Link Down [1]

N—BDEFEN—RT =7 a K- FOBERELZRRT 51T, show platform diag =~
YREMHLET, ROMBNL, BIRPO CHEENFEELLIEATRLET,

Router# show platform diag
Chassis type: ISR4451/K9

Slot: 0, ISR4451-NGSM
Running state : ok

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i



N—FDx7 75—LOERAE

Internal state

Internal operational state
Physical insert detect time
Software declared up time
CPLD version

Firmware version

Sub-slot: 0/0, ISR4451-4X1GE
Operational status
Internal state
Physical insert detect time
Logical insert detect time

Slot: 1, ISR4451-NGSM
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

Slot: 2, ISR4451-NGSM
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

Slot: RO, ISR4451/K9
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
CPLD version
Firmware version

Slot: FO, ISR4451-FP
Running state
Internal state
Internal operational state
Physical insert detect time
Software declared up time
Hardware ready signal time
Packet ready signal time
CPLD version
Firmware version

Slot: PO, Unknown
State
Physical insert detect time

Slot: P1l, XXX-XXXX-XX
State
Physical insert detect time

Slot: P2, ACS-4450-FANASSY
State
Physical insert detect time

TI—L A vb—SORRE D

Joex ALR EZSYVY |

online

ok

00:01:09 (1w0d ago)

00:01:42 (1wOd ago)

12061320

12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA 101]

ok

inserted

00:02:48 (1w0d ago)
00:02:48 (1w0d ago)

ok

online

ok

00:01:09 (1w0d ago)

00:01:43 (1lwO0d ago)

12061320

12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA 101]

ok

online

ok

00:01:09 (1w0d ago)

00:01:44 (1lwOd ago)

12061320

12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA 101]

ok, active

online

ok

00:01:09 (1w0d ago)

00:01:09 (1wOd ago)

12061320

12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA 101]

init, active

online

ok

00:01:09 (1w0d ago)
00:01:37 (1lwOd ago)

(

(
00:00:00 (never ago)
00:00:00 (never ago)

12.2(20120618:163328) [ciscouser-ESGROM 20120618 GAMMA 101]

ps, fail
00:00:00 (never ago)

ok
00:01:26 (1lwOd ago)

ok
00:01:26 (1w0d ago)

T T A=V OMRERBITT DO, 2 Y — NV E L syslog ICIEEENTZT T — A
A —VESNTHAZ ) T MEERTEET, AZ VT NI TI7—4, BX=2 U7 0 D%
B AV H—T 2 ADAT—HAREDARY NMIET AL R— Na2FE R TEET,

Cisco4000 ') —XISRY 7 bz 7 avJ4Fal—arHAFK
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TOEX AR EZEY DY

n—rnz7 75—roeasE I

syslog £ v&£—%,, CISCO-SYSLOG-MIBIZEFK SN TWHBERZMEHL T, iG> hU—

JEBE 7o bas (SNMP) R@HATT 7 B ATEET,

SNMP EHT7 5 —LAHESNEHBEDRY FT—I0EEB VAT LIZLSFRY b
—VEEE~NDES

| 0L-29328-03-J

TV r—vavEra havThD SNMP X, Ry MU =T NOT A A& LOVERS

HizH D, EHL SN T L—AU— 7 LISEOSEARE L ET, T I —LAZERT LT RT

DHEDOH T, SNMP (F, T H—T T4 XLP—ER T XM XDty N7 v 7 THEDL—
TR B 720 DR AT,

SNMP [E, #—UERITHEL RIFT RO HEE, 77 —4, RWZ@EMLET, iUk

D, Xy NU—7EFHEFIT, v T OMR, TAA ADR—=Y T al LiR— OB EIT O

bz, Fxv hU—7EBET 2T A (NMS) BRHETL—2EHRAE AT T ET,

SNMP i LT7 7—2AlHEGT 5I12%, RO MIB #EHLE T,

* ENTITY-MIB, RFC 4133 (CISCO-ENTITY-ALARM-MIB 3 £ O} CISCO-ENTITY-SENSOR-MIB
DR 2 )
« CISCO-ENTITY-ALARM-MIB

* CISCO-ENTITY-SENSOR-MIB (T v 3 — BEET 55— AMERH, ZOIEHRIT
CISCO-ENTITY-ALARM-MIB Gl S FHA)
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Joex ALR EZSYVY |
B —rY775—LoBEAE
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%9%

VATL A AyE—

VAT A AvE—VF, vl Ty A MIBEEEND D, FRIENANV—F TEITHOY T 2T
MBMOT NA A ZHEESINET, THDHDA vE—Vdsyslog A vbE—T L HMEINET,
VATA A= BHBLION I TN a—T 40 T OO0 X0 JIERATRME L F
j—o

ZOETHHATL2NEX, ROLBY T,
s YukAFHIZONWT, 119 N—

¢ LT — Ay —VOREMOMETIE, 119 ~—V

O REEIZDONT

Telnet 7’ v haVZfioTary—nizuZ AL, Tehet 7’0 haLzYR— T HEFBEDOT —
JAF—2 a VB VAT AAVER—R Y NEEHTAZ LT, VAT A Ay E— VAR TX
£7

V7 by =7 OB EERIT, Yo AFEEMEEINET, L —FDOT e REHASA T T AR
TIFXNELT T v N7 —BIEIFE L 72\ T2, Cisco I0S XE BT 577 » b 7 4 — L2k
T —AvbE—UR—BLTWET, =R 7o AEFRICEBEMSTILEIIH Y THA
N, T ABEREOMBEEZRT VAT A A v —V2ERT LI EBEIOLET,

I5— A vtE—CDFHMOREAZE

| 0L-29328-03-J

Tt AEHE I TIsyslog =T — A v E—VIZOWTOFEMEZERRTDHITIE, =7 —AvE—V
T a—4& V— b (https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi) TT 7 — A vt —
PEANLET,

7o & 21X, $PMAN-0-PROCESS NOTIFICATION & W) A v E—VHZDOY—/MIANTLHE, Zo=x
T— Ay —VOHMHEHRLEP LRSI NET,

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i


https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi

IS— Ayt—CDFHMDOREAE

SRFLAvE—T |

WS OPDET— Ay E—VICHLT, 29— Ayt =V TFa—¥ Y- L TR RINDIHH L

HLHLE OB 2 LI F ISR LET,

I5— AvYt— : 2PMAN-0-PROCESS NOTIFICATION : The process lifecycle notification

component failed because [chars]

BLL

HERNE

Tt AT THA 7 NEHT L R—FR N T
FEENBAEL, ZADRKTT rt 2D L
EiLzEYIcmcE ER A, ZORBEIL. VY
TR 2T TRy —TOY 7 v =T O
REANRKCTHAT HAREELRH D 7,

Ay —VORZEEZ LD, H—RNVTT—
A v— v F AR CRIEOFER 2 B L |
T —PMMEIERRENE ) D EHER L TLEE
VY, [FEEZ R CE WSS, Eidn /g
AT nWgGaix, aryy—icihani-=
77— A vt—U2fKL | showtech-support =~
Y RoWhEZEOEFEFa—1L, WELEEHR
L AADT 7 =HHAR— MIRE LT
YN

I5— Ayt— : PMAN-0-PROCFAILCRIT A critical process [chars] has failed (rc [dec])

BLL]

HRELE

JL—Z PHERET A=l NEL Ry BRI Tt
AR LE LT,

Ayt —VORZEEZ LD, =T—AytE—
Uu i LT, MBEOFERIC OV THE L
TLEZEW, MENMREINRWEEIE, v
V= )VEIEIVAT LA v I E N Ay
E-VELOEFRIE-LET,
http://www.cisco.com/tac TieffkS LTV 5 Y —
Nea—F 4 VT ¢ 2L CRIEE A, 7
RBHATLEIN, V= ax—T 4 VT 4
DA =V Lo THIEREHRNPELIVE
T FRREHROY 7 b =T OREERET
(21X, Bug Search Tool

(http://www.cisco.com/cisco/psn/bssprt/bss) % {5
HALES, IBICSEEBERGAIL, 77 =
AT VAL A —

(http://tools.cisco.com/ServiceRequestTool/create/)
(27 7B A L TCRIEEZRE T 50 Y AaDT
7 =R = MZBEWEDE T, IELE
WMAERMHLTLLZE, ZDE ., showlogging
Z~ > K & show tech-support =~ > KO H ik
RBLOEEST L I TNV a—T 4R
7k, FERHOTL—rT XA (xt) BT
LTSN,

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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http://www.cisco.com/cisco/web/support/index.html
https://tools.cisco.com/bugsearch/search?null
https://tools.cisco.com/ServiceRequestTool/create/launch.do

| sz257Lr9e—2
15— Avt—vomorzsz I}

Ia— )‘ ‘y‘lz—*‘) . $PMAN-3-PROCFAILOPT An optional process [chars] has failed (rc [dec])

356 HEALE

F7 747 DBEIZHELR2NT B ERAT, | Avbt—VORLE2ES LD, I—FNVTT—
EENSBELE L, Ave—yu 7 EHfHEL T, MEOFEMIZ DN
THRL T ZEN, DXy e—VD%ER
b7 T4y 735 EEEmESNETR, 2
DA =V BERINTL—HO—EOEREN
TA =T NCRDLARRER S DD, =T —
EMETLDLENRDHY £, n ZRNAEHTIER
WDy, E ZITR STV B B A R T & 7220
BEE, IV VEREFV AT A I
SINTEAYE—VEZOEFa—LET,
http://www.cisco.com/tac TIEfit ST 5 > —
NRL—T 4 VT 4 Zf ] L CRIEZ R~
PLTLEEN, YV Roa—T4UT 4D
A=V Ko THHERIERARE L ET,
fEDFEH DY 7 by =T OREEBET DI
X, Bug Search Tool
(http://www.cisco.com/cisco/psn/bssprt/bss) % fiff
HALET, SHISEBMERGEIX. 77 =
N T VAR A S —
(http://tools.cisco.com/ServiceRequestTool/create/
) T 7 BALTCRBEEZRET 50, v A=30
T 7 =N HAR— M WEbE T, ELT
A fEt L Zan, Zo8%4, show
logging =~ >~ KN & show tech-support =~ > R
DOHITRER, BLOHEET L N7 Ty 2—
T ure, FEMHOT V=T HA b
(txt) BT LTZE N,

I5— AwYE— : ePMAN-3-PROCFAIL The process [chars] has failed (rc [dec])

Bl HRNE

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
| 0L-20328-03-J


https://tools.cisco.com/bugsearch/search?null
https://tools.cisco.com/ServiceRequestTool/create/launch.do
https://tools.cisco.com/ServiceRequestTool/create/launch.do
https://tools.cisco.com/ServiceRequestTool/create/launch.do

IS— Ayt—CDFHMDOREAE

SRFLAvE—T |

TS —NRELT-T-OIC T e 2N LK LEL
776

ZOAyE—UF, TubRCEET A MmO
Ayv—UbEHIZRREINET, HORA Y
=V ERHASTRBOBEHRZ L, EELE
BIATCTEDLMME DD EMER LET, FIED R
HENLRWEAIE, 3 Y —LERE VAT A
a7\ ENAveE—VEFOTEaE—
L E7, http://www.cisco.com/tac THEfit 41T
WY —nba—74 V7 4 2L TREZ
A, R EZ R T ZE N, V= —
T4 UT 4 DA yE—IIT Ko THRER TR
BohEd, REFEHLOY 7 by =T OREY
FREE3 511X, Bug Search Tool
(http://www.cisco.com/cisco/psn/bssprt/bss) % fiff
HALET, SHIEEBMERGEIX. 77 =
N T VAR A S —
(http:/tools.cisco.com/ServiceRequestTool/create/
) X7 7 BALCHBE®RET 5, A0
77 = AR— MCRHWEDE T, IEL
HHMARH LTI EEn, Z0HE, show
logging =~ >~ K & show tech-support =~ > R
DOHIFER, BLOEET LR T Ty a—
TArT wr ik FEMOTL—T FA R
(txt) TEATIHRMT LT ZE N,

J:fi——<% 3/12_‘5} . $PMAN-3-PROCFAIL IGNORE [chars] process exits and failures are being

ignored due to debug settings. Normal router functionality will be affected. Critical

router functions like RP switchover, router reload, FRU resets, etc. may not function

properly.

Bl

HEENE

A—PIZXOVRESNTZT Ny TREDTZ0,
Trt ZAEEFETERINE T,

ZOBENRBERENTZLOTHY, 22— D%
ENZEEDNWTT Ny FRENMTHOI TN DY
Ay FAUIARETT, ZDORA v E—UNERE
N2 ENRHETHD EHWSNDGEIE. T
Ny PREZELRLET, ZOT Ny JEHET
ITEE, L= HIXEFEICEMEL EHA, SSO A
A v FA—N— N—FDYra— K, FRU Y
Ty MR EOMRPEEEZITET, ZORE
X, TNy T EFATT LA TER LT
7V, BEIE, ZORETL—FEZEESHE
HZEEHY EEA,

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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https://tools.cisco.com/bugsearch/search?null
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| v2xF7L4x9e—

| 0L-29328-03-J

IS— A yvt—CnFERORERZE

IS—Ayt—

%$PMAN-3-PROCHOLDDOWN The process

[chars] has been helddown (rc [dec])

558

HENE

R LRET HEEICE-> UYThh-7 etk
AFREIDRIEN ST D720, m—/L RX D
IRBEIZZR D F LT,

ZDOAvE—=UF, Fat A EET LMo
Ay —VELbITRREINET, DAY
=P TREOFE R R L, EELE
EETTEDMNEIDEMR L ET, 1M
HENRWEAIE, 2y Y —VEREFVAT A
a A SN AvE—VEEFOFTEaE—
L %9, http://www.cisco.com/tac THEffk X1 C
WHY—la—7 4 VT 4 2l L TRIEZ
PR, R ZRA T TEES N, Y=o —
T4 VT 4 DA yE—IC Lo CTHHERERN
"BoNET, RLEHOY 7 by =7 OEEZ
FRE3 511X, Bug Search Tool
(http://www.cisco.com/cisco/psn/bssprt/bss) % fifi
MLET, SHICKEPBERGEIX. 77 =
NNT VAL A H—
(http://tools.cisco.com/ServiceRequestTool/create/
) T 7 BALTREERET 50, v A=0
T 7 =R — MZEWE YT, IEELT
HlERE L TIES W, 20845, show
logging =~ > ' & show tech-support =~ > N
DOHRER, BLOBEET L F T 7Ly a—
TArT urik, FEMROTL—T FA B
(txt) JEATHIRF LTI Z S0,

I5— Awy+t— : 2PMAN-3-RELOAD RP_SB_NOT READY :

Reloading: [chars]

BLL]

HELNE

MWD TEX T AR N AV AK AP
O, — K FaeyRYe— NI TWE
R

Yo— KR, =7 —REITERTDHO TR
WZ EERMER LT 7ZE,

I5— Ayt — @ 2PMAN-3-RELOAD RP :

Reloading:

[chars]

BLL

HRENE

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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IS— Ayt—CDFHMDOREAE

SRFLAvE—T |

RPNV B — RENTWET,

Va— R, =7 —REICERT 2 DTtk
WZ L ERER LTS, =7 —REIER
LCWAHAF, thor s A vE—UTERE
NTWAHIEREZINE L 7,

I5— Ayt — : $PMAN-3-RELOAD SYSTEM : Reloading: [chars]

BLL

HEREWNE

VAT AN r— RENTWET,

Uua— KR, =7 —REICERT 2D TIEAR
W2 L EMR LTSN, =7 —REEICER
LTCWAEHAIR, thor s X vbe—UTHERS
NTWHIEREINEL 7,

IS—Ayt—o: $PMAN-3-PROC_BAD EXECUTABLE : Bad executable or permission problem with

process [chars]

598

HRENE

Tav A THEHEINAFETAEET 7 A VIZE
NHBM, FET 78RN A M8
HET,

IRENTWDAFEATHREY 7 A VA& IE LWEITA]
RB7 7 A VICEEHRZ T,

IS5— Ayt—: $PMAN-3-PROC_BAD_ COMMAND:Non-existent executable or bad library used

for process <process name>

5t EA

HRENE

Tt A THRESNDEITARE Y 7 A VINFAE
LTCWRWD, FIXMKGF T A4 77 VICHEN
HYFET,

IRINTWAFEITARE T 7 A VIITFELTE
D, KIFETA 7T VICHIBEN 2N L 2R L
iﬁ‘o

IS—AytE—2: $PMAN-3-PROC_EMPTY EXEC_FILE : Empty executable used for process [chars]

5B

=111}

HENE

T ATHEHINDEITARET 7 A VHZET
—g—o

RENTWDLEITHARET 7 A VDY A AR r
TIERNWZ & 2R LET

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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| 0L-29328-03-J

15— rve—sonEmorzsEz I}

15— * ‘yt—*‘) . $PMAN-5-EXITACTION : Process manager is exiting: [chars]

308 fR0E

TR F—T Y ERKTLET, THEATR—=T O TH, =7 —REICE
NTHHLDOTERNZ 2R LET, =T7—
RREBICER L TW2581E, thor 7 Ay &—
UTERINTWAEREZINEL T,

I5— A “J‘t'—:) . $PMAN-6-PROCSHUT : The process [chars] has shutdown

356 HesEnE

TR ADTV—A TNy NETUNET | 22— FICLDBMERISLEL Y FHA, ZORX
LE L, =, BHARNTRENET,

I%— )‘ ‘y‘t'—*‘): $PMAN-6-PROCSTART : The process [chars] has started

Bl HRELE

T ANEFICEB S, EFICBEEHL TV | 22— FICLBEINESH Y FHA, ZDA Y
E3r =ik, AN TREINET,

15_ A “Jt_:) . $PMAN-6-PROCSTATELESS : The process [chars] is restarting stateless

Bl HEELE

TR ANAT = P ABEBAZERLEL |2 —PICEOIBEISNEH Y FHA, DAY
7o =ik BHAEMTRIET,
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VRAFL AvE—Y |
B s5—* vet—vommorzrs

Cisco 4000 >')—XISRY D bz 7 av T4 F¥al—>av A4 K
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-10.

11l

FL—RXEH

ZOETHHATLIHNAEZ, ROLEBY T,
* ML —ZADOEE, 127 RX—V

* ML —2ADHRE, 127 N—¥

* FL—X Ll 128 X—

* FL—Z LULOFR, 130 N—

* FL—R LULORE, 131 _—Y

* FL—ANRNYT7DT—HDFEIR, 131 _X—

KL—RDOHEE

FL—Z1X, WA X har 73 58ETT, F—RXA AvtE—V2EL M —RX 77 AL
NEBIZIER S 4, b—% @ hard disk: 7 7 A /L 2 AT LD tracelogs 7 4 L7 b U ITRTF S
T (T—=F7 T2l bb—=RA T A ABRIFENET)

ML—R2 77 ANDOT—F L, IROMEEIT S HEITKILHE T,

ChITN a—T 4T — X DOREERE L CTHRTIDIELLET, VAT AT
ORENFRHZBEL TWAHATH, ZHiT— KT —X 77 A NIZT 7 BATEE
T

TRy T VAT AT I a s EEEOFERE RS T 5 DI ERN B T,

AN
kL —RXMDHERE
ML —RE, V=X ONEFA X FONEEZLREHELET, TEV2—WIEHTHITXTO R L—A

HAzEET b L—RA 7 7 A LN EMBICVERI KO H S 4, tracelog 7 « L7 b VIZERIES 1L
F, RL—X T77ANME, VAT L NRT 3 —< L R BLERIFT LR, ZOTF 4 L7

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
| 0L-20328-03-J



FL—zgE |
B ‘r.—xvuap

FUMDBHEELT, 77 AV AT ADAN=RZRAETHZ ENTEET, 77 A VIEEHAE
(FTP, TFTP72 &) 2L TCINLD 7 v A NV EMOmEIca—TXFEd, 72, 1L —>
TXARNTT 4 X TR ZENTEET,

GE) IN—B TR —RA5EF A E—T NI T B LITTEXERA,

FL—=2FHEERRL, L= LLERET DICIE, ROa~<vr FEEHALET,

* show platform software trace message : i€ DT = —/LICT D HRH O b L — A FHRE2 FR
LET, Zoa~vr NI EXEC £— FBXORZWret— FCHHAMETT, ZHt—1F
TIDavy R4 %L, CiscolOSXE DIEERAERC M L—A v V7 IERAINETE
.ﬁ‘o

* set platform software trace : I JIZRFSNDA v —VDE A THPIETDH M L—R LA
AEZELET, FPL—2R LoULOREMICOWTIE, FL—2 LUl (128%—3) %%
LT ZEN,

fL—X LAV

FL—RA LU, PL—A Ny T77EEE L —R 77 A NWIBRGETHILEOHDHEY 2—
IMEROBEEZRE LT,
WOEIZ, FHHAERTRTORL—RA L~ E Z ML —RAL~YLTERINDA =D
B A TIZOWTEHHALET,

R10: FL—X LRNILEFDODAR

FL—X LRJL LRILEE SR BA

Emergency 0 AT AHPMERARRIZ 72 5 RlE
DA yET—ITF,

Alert 1 T2 Bk T D ED S HE)
EIZoWTDORA v EB—ITT,

Critical 2 7 UT 4 HIVIRIREEIZ DWW T D
Ay—UTY, T, —
2 EOTRTOEY 22—/
5T 7 AN NRETT,

Error 3 VAT LT —ZOWVWTDR Y
_E'—‘:/“‘/C\‘j—o

Warning 4 VAT NEEEIZOWNWTD R >
_E“_‘:/“‘/C\‘j—o

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |



| rL—zEm

(NS SV |

FL—X LR LRNILEE SRER

Notice 5 BERAAMEICET A vE—Y
<Y, 7272, —HiTmE L
BOEHELTWET,

Informational 6 BIHFREZRMIET DT A
tﬁy-’éjﬂo

Debug 7 F R T L~YL D) AR

6)1 ‘Y“IZ—“‘/“'C“?FO

Verbose 8 AR RTRE R _TD F L— A&
Ao —UNEEEINET,

Noise — Y 2 — IO WT AR AT RE D
FTRTDO PP L—R Ayt—Y
NI E I,

AR VAU EITE BALO
=R LYY LET,
kL — ABERE DA 14 DILIRIZ
£ o> T, Verbose LU LV
BEHWD L= LAULRE A K
NBHELETYH, Noise L~
FHIEAIND FL—2R L
AL LRI D £

FL—Z2 L _ARREINTVBEEHA, RESNTWAD FL—R L~ULHKE, T XKW
RTOFL—R LYULDlHFDA v E—UBNIE SN E T,

ez, FL—X L b%x3 (=7 —) IRETDHE, NL—X 77 AT L~L 0 (B
2) .1 (TF7—bh) .2 (BEE) | BIO3 (=T7—) OAvE—URHhEINET,

FL—2 LU 4 (BE) IT3RETDHE, L0 (BRAa) (1 (FI—h) .2 (E%E) .3
(=7—) . BLU4 (L) oxvv—URHhanEd,

N—HDFTXRTDESa2a—ILOF 74/ FL—2 LT 5 GEE) <7,

P2 LU, 37 4 Fal—s g T FORBRESNEE A, ZOF. L—2 DY
0— RZIZh L—R LAULERTENT 7 4V MEIZREY £7°,

| 0L-29328-03-J

TV a— LD RL—R L LETFT Ny J LULL BICERIET D & N7 4 —~ o AT
Z RIET AR DV £,
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B ‘rr—xLrroxr

AR ZHOEV2— L TEVRL—RA LXLERETDHE, NI+ = U ARKIBIE N5 0]
BEMERH D T, FHEDRITEW ML —R LULRRLEREAIT, #EOEY 2— /L TH
WL UL ERETHRDVIZ, HIZ1ODFEY2— LD L —RA L L EELSRETDHZ L
EBEIOLET,

fL—X LARNILDERT
F T4V NTIE, V—F EOTRTOEY 2—/An 5 Q@) 1B EINET, =—FREHEL
RVNED . ZOREITFDOFE FHEFF S NET,

N—BDEY 2—/LD L —R LYLEFRT HITIE, KM EXEC E— REZIZZ2HE— R T
show platform software trace level =~ > K& AJJ L £ T,

W DOFITIL, show platform software trace level 2~ > R&fifH L C, 7277 4 772 RP LD 7 %
J—F 4T wx—% aBADO RN —A LoULERFERLET,

Router# show platform software trace level forwarding-manager rp active

Module Name Trace Level
acl Notice
binos Notice
binos/brand Notice
bipc Notice
bsignal Notice
btrace Notice
cce Notice
cdllib Notice
cef Notice
chasfs Notice
chasutil Notice
erspan Notice
ess Notice
ether-channel Notice
evlib Notice
evutil Notice
file alloc Notice
fman rp Notice
fpm Notice
fw Notice
icmp Notice
interfaces Notice
iosd Notice
ipc Notice
ipclog Notice
iphc Notice
IPsec Notice
mgmte-acl Notice
mlp Notice
mgipc Notice
nat Notice
nbar Notice
netflow Notice
om Notice
peer Notice
gos Notice
route-map Notice
sbc Notice
services Notice
sw_wdog Notice
tdl acl config type Notice
tdl acl db type Notice

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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tdl cdlcore message

tdl cef config common type

tdl cef config type
tdl dpidb config type
tdl_fman rp_ comm type
tdl fman rp message
tdl fw config type
tdl _hapi_tdl type
tdl icmp_ type

tdl ip options type
tdl _ipc_ack_type

tdl IPsec db type
tdl mcp comm type
tdl mlp config type
tdl mlp db type
tdl om type

tdl _ui message
tdl ui type

tdl urpf config type
tdllib

trans_avl

uihandler

uipeer

uistatus

urpf

vista

wcep

LARILDERTE

Fo—z LAaroie

Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice
Notice

=B DI ODEY 2a—/LD FL—R L YL FIL—FORET R EANDT X TOEY 22—
DR L—RA LYV ERET DX, FiiE EXEC & — R £ 72 X2 — R T set platform software

trace =~ FZ AT LET,

WOHITIE, Av v b 0D ESP 7 vt v % ® Forwarding Manager ® ACL & ¥ = —/VIZEH9 % b
L—Z LoUL% info ICRELET,

set platform software trace forwarding-manager FO0 acl info

2 DR

=2 Ry T 7RNELIEZT7ANAHND b L—2R A vt —V%FRTHI2IE, FHEEXECE— R
F 721372 W€ — R C show platform software trace message =~ > R& AJJLE£3, KOFITIL,
show platform software trace message =~ > RZ{lif] L T, RP A= 0 ® Host Manager 7" 1 &
ZDRL—2A Ayt —VhFRLET,

Router# show platform software trace message host-manager RO

08/23 12:09:14.408 [uipeer]:
08/23 12:09:14.408 [uipeer]:
08/23 12:09:14.399 [uipeer]:
08/23 12:09:14.399 [uipeer]:
08/23 12:09:14.398 [uipeer]:
08/23 11:53:57.440 [uipeer]:
slot O

08/23 11:53:47.417 [uipeer]:
slot O

| 0L-29328-03-J

(info) : Looking for a ui req msg

(info) : Start of request handling for con 0x100a6lc8

(info) : Accepted connection for 14 as 0x100a6lc8

(info) Received new connection 0x100a6l1c8 on descriptor 14
(info) : Accepting command connection on listen fd 7

(info) : Going to send a status update to the shell manager in
(info) : Going to send a status update to the shell manager in
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RIBE=2Y) V7 BEUPoEEE

(g pun

Cisco4000 ¥ U — X — EAFEI L — 21213, V— X OBREZEMNICERT 2 — Ny =7
BIOY 7 b =THENRHY £9, FEMICOWVWTIE,  [Hardware Installation Guide for the Cisco
4000 Series Integrated Services Routers] ZZ M L T 72 &0,

COETIE, VX DOBREET=F Y VRIS OWTHHALE T, ZoREICk Y, ERARA X
VREERL, SEIERNL—HF 2R POAT—HF AZET BHEH LR — FELERT
TET, TOEFROETHERINTWET,

* BREETE=4, 133 XV

* BREE=ZBIOY R— MERE, 134 <=
* BT FOBRIE, 147 ~—V

* PoE OFEEL, 152 _—

* TOMOBEEE, 157 ~—

RIEE—_A

N—ZZE, VAT ARERERTAIERO Y — a2 A RN R BET =X VAT ARH Y
F9, BRBRAXRVIREETDHE, v 77 vty IXHOSTCPU ~DOEI Y AL Z AR L,
EM 2 AT —F AB L OMEHER L A — F2ERLET, BET=4 AT 2O HEED
—E#BELLTFIORLET,

*CPU, ¥#—Ah—F, Iy FFL—rDREDER

* 77 BRI O REA

« B oA XU R OFEER &AM D AR

‘St hU—2EHTa b (SNMP) kT v 7O
* A UAR— REHERX 2 (OBFL) 7 —# DAk & IVEE

* Call Home 1 X M@ DEE

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
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BEE=42UVIHLUPESE |
B EsT-s8£0UK— Mk

VAT A LT — Ayt —UDEE

CHEOREB LA T —X ZADFRR

IREEZ 2B LU R— bse
FoABINY A= MERBICL Y . RERENELT IRNCREBEZRE L, IRTHZ LN TE
HDT, VAT AOEFEBRBRB AR CEET,
CBRIEE = A HEE, (134 2—2)
C BRI LR — MRERE, (136 =—2)

RIERE =4 HaE
BB = A RETIE, R — M LT, Yy — L INEBE TN S A HZE R ORE AR L £,
B AVEREY 2 — L TERTE 550k, KOLHBY TF,
- AHHE
* ST
* AHAES
R
* 7 7 Rl

N— B OBEEIERMT. REWMZL TV DRERSH Y F7,

*EEREE (AFR) @ 0°C ~ 40°C (32°F ~ 104°F)

CEMERE (AFF) : 10% ~ 85% RH (FEFTE L7222 &)

CEMEREE (D) : 10% ~ 85% RH (FEFTE L7202 &)

*EMEREL  VEREE Om ~ 3000m (0 ~ 10,000 7 £ — )

* AC AJJ#iiPH : 85 ~ 264 VAC
Fio. FEFRIZNZNONTHRE L BELZER LET, BREY 2 — A OREL, FFARKEN
() —~N) F7-1% ﬁﬁﬁlﬂ(ﬁ)v4ﬁw>@&%%#f# IR I ﬁ@mﬁiti*ﬁ#

TVT 4 AN VL~YUZET D E, BRIV AT AT v EHEERTEZZ Ry v b
7 LET,

WDOFRIZ, BEET=XY T VAT ATHERHEIND AT =X ZREDO L~V ERLET,
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FZN: BEEZ4Y V) VRTLTHERASINEZRAT—2RARED LA

AT—3 X LAXN)L SRER

Normal AR DOT X TO/RT A —Z PN @E OFRHIANICH Y £4,

Warning VAT APEED LEVMELZBZ TWET, AT MIBE Lkt
FTN, AR —ZBEEL TV AT LA ) —~< /L AT — MNIRET
ZLEEHELEL T,

Critical BE L ITEESMNTRMEEZBL CONET, VAT AFF &
FELETN, RNy y MUV LET, HEbICANL—%
NEETHLERH Y £97,

72 & L FIORTIRER B E LTI E, BET =XV U VAT ALy Y — LA v —
UREEENET,

Ty UEE
VAT LEBRENT L THLIEES. TRXTOT 7 UMEEIT 1T T T, 1207 7 IEENR
AL THLUVATAIBIEHmEBB L TR, ROXA v E—URERENET,

$IOSXE_PEM-3-FANFAIL: The fan in slot 2/0 is encountering a failure condition

U — DR RS
TV —RTARPIMNC D &, ROA v =TV RRRINET,
SENVIRONMENTAL-1-ALERT: V: 1.0v PCH, Location: RO, State: Warning, Reading: 1102 mV

SENVIRONMENTAL-1-ALERT: V: PEM Out, Location: P1l, State: Warning, Reading: 0 mV

SENVIRONMENTAL-1-ALERT: Temp: Temp 3, Location RO, State : Warning, Reading : 90C

J7y b4 (ROY FP2) OEYSL
Ty hbA (Ary P2) PRV EINDE, ROA v —UNFEREINET,

$IOSXE PEM-6-REMPEM FM: PEM/FM slot P2 removed

J72 b4 (REY FP2) OHFEEA
77y hbA (Ary FP2) REUHAINSE, RORA vy —UNEREINET,

$IOSXE PEM-6-INSPEM FM: PEM/FM slot P2 inserted

J7y b4 (ROY +2) NEEREBLTLNS
28y h2DT7 7y RUADREFICEEH L TWAESIE, RORXA v E—UBREREINET,

$I0OSXE_PEM-6-PEMOK: The PEM in slot P2 is functioning properly
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AAY R2 (T72 bLA) 772 008FELTLVEL

Ay R2DT7 7y FbADT 72 0 BNEFIZEEL TORWEESIZ., RDOA v E—URNFRE
nEJ,

$I0OSXE PEM-3-FANFAIL: The fan in slot 2/0 is encountering a failure condition

AAy 2 (T7Y bLA) OT7V0DNEEICEELLS

20y h2DT7 7 FLADT 7 0 NIEEFIZEEL TWBHEAIE. ROXA v E—UREREN
i‘ﬂ‘o

$IOSXE_PEM-6-FANOK: The fan in slot 2/0 is functioning properly

A0y MMOEEFRES 2 —ILDBA TIZH LTS
20y b OFEBRED 2—VIZERNL 720D E, DA vyE—UNERENET,

$IOSXE_PEM-3-PEMFAIL: The PEM in slot 1 is switched off or encountering a
failure condition.

AAy MIZEBRED 2 —ILAEE SN
2wy b HICEEREY 2= /VZERPEESND L. RORX v —IRFRINET,

$IOSXE PEM-6-INSPEM FM: PEM/FM slot Pl inserted
$I0OSXE PEM-6-PEMOK: The PEM in slot 1 is functioning properly

BESLIUVEEINZRKTLIIRNLEVMEZBZ TS
BEFLITELEORRLEIVVEER/NLEVEZRTEERX v -2 ROFNIRLET,

Warnings :

For all the temperature sensors (name starting with “Temp:”) above,
the critical warning threshold is 100C (100C and higher)

the warning threshold is 80C (range from 80C to 99C)

the low warning threshold is 1C (range from -inf to 1C).

For all voltage sensors (names starting with "v:"),
the high warning threshold starts at that voltage +10%. (voltage + 10% is warning)
the low warning threshold starts at the voltage -10%. (voltage - 10% is warning)

7 LR— g
RO~ REfHILT, BEAT =X X LAR— F2RGBLIORRTEET,
* debug environment
* debug platform software cman env monitor polling
* debug ilpower
* debug power [inline | main]
* show diag all eeprom
* show diag slot RO eeprom detail

» show environment

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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BREE=42 )T LU PEEE

* show environment all

* show inventory

* show platform all

* show platform diag

* show platform software status control-processor
* show version

* show power

* show power inline

INH0awy NiE, IBESEEREDNRT A—ZOBEEEZFR R LET,

REE L AR— RE

BREE= AV VATAICEYD, 2RNHDONRTA—ZDED 0 L ICEHSNET,

bOa<wy NOEREIZ LTI LET,

debug environment : 15|

Router# debug environment location PO

Environmental sensor Temp: Temp 1 PO debugging is on
Environmental sensor Temp: Temp 2 PO debugging is on
Environmental sensor Temp: Temp 3 PO debugging is on
Environmental sensor V: PEM Out PO debugging is on
Environmental sensor I: PEM In PO debugging is on
Environmental sensor I: PEM Out PO debugging is on
Environmental sensor W: In pwr PO debugging is on
Environmental sensor W: Out pwr PO debugging is on
Environmental sensor RPM: fanO PO debugging is on

*Sep 12 00:45:13.956: Sensor: Temp: Temp 1 PO, In queue 1
*Sep 12 00:45:13.956: State=Normal Reading=29
*Sep 12 00:45:13.956: Rotation count=0 Poll period=60000

*Sep 12 00:45:13.956: Sensor: Temp: Temp 1 PO State=Normal Reading=29

*Sep 12 00:45:13.956: Inserting into queue 1 on spoke 173.
*Sep 12 00:45:13.956: Rotation count=60 Displacement=0
*Sep 12 00:45:13.956: Sensor: Temp: Temp 2 PO, In queue 1
*Sep 12 00:45:13.956: State=Normal Reading=33

*Sep 12 00:45:13.956: Rotation count=0 Poll period=60000

*Sep 12 00:45:13.956: Sensor: Temp: Temp 2 PO State=Normal Reading=34

*Sep 12 00:45:13.956: Inserting into queue 1 on spoke 173.
*Sep 12 00:45:13.956: Rotation count=60 Displacement=0
*Sep 12 00:45:13.956: Sensor: Temp: Temp 3 PO, In queue 1
*Sep 12 00:45:13.956: State=Normal Reading=34

*Sep 12 00:45:13.956: Rotation count=0 Poll period=60000

*Sep 12 00:45:13.956: Sensor: Temp: Temp 3 PO State=Normal Reading=35

*Sep 12 00:45:13.956: Inserting into queue 1 on spoke 173.
*Sep 12 00:45:13.956: Rotation count=60 Displacement=0
*Sep 12 00:45:13.956: Sensor: V: PEM Out PO, In queue 1
*Sep 12 00:45:13.956: State=Normal Reading=12709

*Sep 12 00:45:13.956: Rotation count=0 Poll period=60000

*Sep 12 00:45:13.956: Sensor: V: PEM Out PO State=Normal Reading=12724

*Sep 12 00:45:13.956: Inserting into queue 1 on spoke 173.
*Sep 12 00:45:13.956: Rotation count=60 Displacement=0
*Sep 12 00:45:13.956: Sensor: I: PEM In PO, In queue 1
*Sep 12 00:45:13.956: State=Normal Reading=1

*Sep 12 00:45:13.956: Rotation count=0 Poll period=60000

*Sep 12 00:45:13.956: Sensor: I: PEM In PO State=Normal Reading=1

*Sep 12 00:45:13.956: Inserting into queue 1 on spoke 173.
*Sep 12 00:45:13.956: Rotation count=60 Displacement=0
*Sep 12 00:45:13.956: Sensor: I: PEM Out PO, In queue 1
*Sep 12 00:45:13.956: State=Normal Reading=4

*Sep 12 00:45:13.956: Rotation count=0 Poll period=60000

*Sep 12 00:45:13.956: Sensor: I: PEM Out PO State=Normal Reading=4
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*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep

.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:
.956:

BHEE-4ULTHBLUPEEE |

Inserting into queue 1 on spoke 173.

Rotation count=60 Displacement=0

Sensor: W: In pwr PO, In queue 1

State=Normal Reading=92

Rotation count=0 Poll period=60000

Sensor: W: In pwr PO State=Normal Reading=92
Inserting into queue 1 on spoke 173.

Rotation count=60 Displacement=0

Sensor: W: Out pwr PO, In queue 1
State=Normal Reading=46

Rotation count=0 Poll period=60000

Sensor: W: Out pwr PO State=Normal Reading=46
Inserting into queue 1 on spoke 173.

Rotation count=60 Displacement=0

Sensor: RPM: fan0O PO, In queue 1

State=Normal Reading=3192

Rotation count=0 Poll period=60000

Sensor: RPM: fan0 PO State=Normal Reading=3180
Inserting into queue 1 on spoke 173.

Rotation count=60 Displacement=0

debug platform software cman env monitor polling : 45|

Router# debug platform software cman env monitor polling
platform software cman env monitor polling debugging is on

Router#
*Sep 12
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep
*Sep

.962:
.962:
.962:
.962:
.962:
.962:
.962:
.962:
.962:
.962:
.962:
.962:
.962:
.962:
.962:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:
.963:

IOS-RP-ENVMON: sensor READ callback Temp: Temp 1, PO, 29
IOS-RP-ENVMON: sensor READ callback Temp: Temp 2, PO, 34
IOS-RP-ENVMON: sensor READ callback Temp: Temp 3, PO, 35
IOS-RP-ENVMON: sensor READ callback V: PEM Out, PO, 12709
IOS-RP-ENVMON: sensor READ callback I: PEM In, PO, 1
IOS-RP-ENVMON: sensor READ callback I: PEM Out, PO, 4
IOS-RP-ENVMON: sensor READ callback W: In pwr, PO, 93
IOS-RP-ENVMON: sensor READ callback W: Out pwr, PO, 48
IOS-RP-ENVMON: sensor READ callback RPM: fanO, PO, 3192
IOS-RP-ENVMON: sensor READ callback Temp: Temp 1, P1, 33
IOS-RP-ENVMON: sensor READ callback Temp: Temp 2, P1l, 32
IOS-RP-ENVMON: sensor READ callback Temp: Temp 3, P1l, 36
IOS-RP-ENVMON: sensor READ callback V: PEM Out, Pl, 12666
IOS-RP-ENVMON: sensor READ callback I: PEM In, P1, 1
IOS-RP-ENVMON: sensor READ callback I: PEM Out, P1l, 4
IOS-RP-ENVMON: sensor READ callback W: In pwr, P1, 55
IOS-RP-ENVMON: sensor READ callback W: Out pwr, P1l, 46
IOS-RP-ENVMON: sensor READ callback RPM: fanO, P1, 2892
IOS-RP-ENVMON: sensor READ callback RPM: fanO, P2, 4894
IOS-RP-ENVMON: sensor READ callback RPM: fanl, P2, 4790
IOS-RP-ENVMON: sensor READ callback RPM: fan2, P2, 5025
IOS-RP-ENVMON: sensor READ callback RPM: fan3, P2, 5001
IOS-RP-ENVMON: sensor READ callback W: fan pwr, P2, 8
IOS-RP-ENVMON: sensor READ callback Temp: Inlet 1, RO, 25
IOS-RP-ENVMON: sensor READ callback Temp: Inlet 2, RO, 28
IOS-RP-ENVMON: sensor READ callback Temp: Outlet 1, RO, 3
IOS-RP-ENVMON: sensor READ callback Temp: Outlet 2, RO, 3
IOS-RP-ENVMON: sensor READ callback V: 12v, RO, 12735
IOS-RP-ENVMON: sensor READ callback V: 5v, RO, 5125
IOS-RP-ENVMON: sensor READ callback V: 3.3v, RO, 3352
IOS-RP-ENVMON: sensor READ callback V: 1.05v, RO, 1052
IOS-RP-ENVMON: sensor READ callback V: 2.5v, RO, O
IOS-RP-ENVMON: sensor READ callback V: 1.8v, RO, 0
IOS-RP-ENVMON: sensor READ callback V: 1.2v, RO, 0
IOS-RP-ENVMON: sensor READ callback V: 1.15v, RO, O
IOS-RP-ENVMON: sensor READ callback V: 1.1v, RO, O
IOS-RP-ENVMON: sensor READ callback V: 1.0v, RO, O
IOS-RP-ENVMON: sensor READ callback V: 1.8v PCH, RO, 1787
IOS-RP-ENVMON: sensor READ callback V: 1.5v PCH, RO, 1516
IOS-RP-ENVMON: sensor READ callback V: 1.5v CPUC, RO, 152
IOS-RP-ENVMON: sensor READ callback V: 1.5v CPUI, RO, 152
IOS-RP-ENVMON: sensor READ callback V: 1.0v PCH, RO, 1009
IOS-RP-ENVMON: sensor READ callback V: 1.5v QLM, RO, O
IOS-RP-ENVMON: sensor READ callback V: VCore, RO, O
IOS-RP-ENVMON: sensor READ callback V: VTT, RO, O
IOS-RP-ENVMON: sensor READ callback V: 0.75v CPUI, RO, O
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*Sep 12 00:46:13.963: IOS-RP-ENVMON: sensor READ callback V: 0.75v CPUC, RO, O

*Sep 12 00:46:13.963: IOS-RP-ENVMON: sensor READ callback I: 12v, RO,
*Sep 12 00:46:13.963: IOS-RP-ENVMON: sensor READ callback W: pwr, RO,

debug ilpower : {5l

Router# debug ilpower ?

cdp ILPOWER CDP messages
controller ILPOWER controller
event ILPOWER event

ha ILPOWER High-Availability
port ILPOWER port management
powerman ILPOWER powerman
registries ILPOWER registries
scp ILPOWER SCP messages

debug power [inline|main] : 4

7
81

ZOFHTIH, 1D 1000WEIRE 1 5D 450 W EBRNRHVFET, 41T NTU—BILUOEE

RO %R LET,

Router# debug power ?

inline ILPM inline power related
main Main power related

<cr>

Router# debug power

POWER all debug debugging is on

Router# show debugging | include POWER
POWER:

POWER main debugging is on

POWER inline debugging is on

Router#

*Jan 21 01:29:40.786: $ENVIRONMENTAL-6-NOTICE: V: PEM Out, Location:

Reading: 0 mV

P1,

*Jan 21 01:29:43.968: %IOSXE_PEM-6-PEMOK: The PEM in slot Pl is functioning properly
*Jan 21 01:29:43.968: %PLATFORM POWER-6-MODEMATCH: Main power is in Boost mode
*Jan 21 01:29:43.968: Power M: Received Msg for 12V/Main, total power 1450, Run same

Yes

*Jan 21 01:29:43.968: Power M: Received Msg for POE/ILPM, total power 500, Run same

No
*Jan 21 01:29:43.968: Power I: Updating pool power is 500 watts

*Jan 21 01:29:43.968: Power I: Intimating modules of total power 500 watts
*Jan 21 01:29:46.488: Power M: Received Msg for 12V/Main, total power 1450, Run same

Yes

*Jan 21 01:29:46.488: Power M: Received Msg for POE/ILPM, total power 500, Run same

No
*Jan 21 01:29:46.488: Power I: Updating pool power is 500 watts

*Jan 21 01:29:46.488: Power I: Intimating modules of total power 500 watts

Router#

show diag all eeprom : {3

Router# show diag all eeprom
MIDPLANE EEPROM data:

Product Identifier (PID) : ISR4451/K9
Version Identifier (VID) : VO1

PCB Serial Number : FOC15507S9K
Hardware Revision : 1.0

Asset ID : P1B-R2C-CP1.0
CLEI Code : TDBTDBTDBT
Power/Fan Module PO EEPROM data:

Product Identifier (PID) : XXX-XXXX-XX
Version Identifier (VID) : XXX

PCB Serial Number : DCA1547X047

CLEI Code : 0000000000

as

as

as

as

State: Warning,

cfg

cfg

cfg

cfg
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Power/Fan Module Pl EEPROM data:

Product Identifier (PID) : XXX-XXXX-XX

Version Identifier (VID) : XXX
PCB Serial Number : DCA1533X022
CLEI Code : 0000000000

Power/Fan Module P2 EEPROM data is not initialized

Internal PoE is not present
Slot RO EEPROM data:

Product Identifier (PID) : ISR4451/K9
Version Identifier (VID) : VO1

PCB Serial Number : FOC15507S9K
Hardware Revision : 1.0

CLEI Code : TDBTDBTDBT
Slot FO EEPROM data:

Product Identifier (PID) : ISR4451-FP
Version Identifier (VID) : VOO

PCB Serial Number : FP123456789
Hardware Revision : 4.1

Slot 0 EEPROM data:

Product Identifier (PID) : ISR4451/K9
Version Identifier (VID) : V01

PCB Serial Number : FOC15507S9K
Hardware Revision : 1.0

CLEI Code : TDBTDBTDBT

Slot 1 EEPROM data:

Product Identifier (PID) : ISR4451/K9
Version Identifier (VID) : V01

PCB Serial Number : FOC15507S9K
Hardware Revision : 1.0

CLEI Code : TDBTDBTDBT

Slot 2 EEPROM data:

Product Identifier (PID) : ISR4451/K9
Version Identifier (VID) : VO1

PCB Serial Number : FOC15507S9K
Hardware Revision : 1.0

CLEI Code : TDBTDBTDBT
SPA EEPROM data for subslot 0/0:

Product Identifier (PID) : ISR441-4X1GE

Version Identifier (VID) : V01
PCB Serial Number : JAB092709EL

Top Assy. Part Number : 68-2236-

Top Assy. Revision : A0

Hardware Revision : 2.2

CLEI Code : CNUIAHSAAA

SPA EEPROM data for subslot 0/1
SPA EEPROM data for subslot 0/2
SPA EEPROM data for subslot 0/3
SPA EEPROM data for subslot 0/4
SPA EEPROM data for subslot 1/0
SPA EEPROM data for subslot 1/1
SPA EEPROM data for subslot 1/2
SPA EEPROM data for subslot 1/3
SPA EEPROM data for subslot 1/4

SPA EEPROM data for subslot 2/0

SPA EEPROM data for subslot 2/1

01

is

is

is

is

is

is

is

is

is

is

is

not

not

not

not

not

not

not

not

not

not

not

available

available

available

available

available

available

available

available

available

available

available

EE
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SPA EEPROM data for subslot 2/2 is not available

SPA EEPROM data for subslot 2/3 is not available
SPA EEPROM data for subslot 2/4 is not available

show environment : 5|

ZOBIT, Ay b POE0EB EXPOEl ®H/JIZIEHR LTL 72 &V, CiscolOSXE3.10 LARE Tl
S POE Y 2 — NP R — R ENTWET,

Router# show environment

Number of Critical alarms:
Number of Major alarms: 0
Number of Minor alarms: 0

0

Slot Sensor Current State Reading

PO Temp: Temp 1 Normal 28
PO Temp: Temp 2 Normal 43
PO Temp: Temp 3 Normal 44
PO V:
PO I:
PO I:
PO P:
PO P:
PO RPM: fan0O Normal 2952 R
P2 RPM: fanO Normal 4421 R
P2 RPM: fanl Normal 4394 R
P2 RPM: fan2 Normal 4433 R
P2 RPM: fan3 Normal 4410 R
P2 P:

POEO
POEO
POEO
POEO
POE1
POE1
POE1
POE1

PEM Out Normal 12404
PEM In Normal 1 A
PEM Out Normal 7 A
In pwr Normal 106 Wa
Out pwr Normal 87 Wa

pwr Normal 6 Watts
Temp: Temp 1 Normal 4
I: 12v In Normal 2 A

V: 12v In Normal 1247

P: In pwr Normal 25 W
Temp: Temp 1 Normal 4
I: 12v In Normal 2 mA

V: 12v In Normal 1247

P: In pwr Normal 20 W

RO Temp: Inlet 1 Normal 24
RO Temp: Inlet 2 Normal 26
RO Temp: Outlet 1 Normal 3
RO Temp: Outlet 2 Normal 3
RO Temp: core-B Normal 43
RO Temp: core-C Normal 38

12v Normal 12355 mV
5v Normal 5090 mV

.3v Normal 3331 mV
.0v Normal 2998 mV
.5v Normal 2436 mV
.05v Normal 1049 mV
.8v Normal 1798 mV
.2v Normal 1234 mV

.1lv Normal 1104 mV
.0v Normal 1012 mV

Celsius

Celsius

Celsius
mvV

tts
tts
PM
PM
PM
PM
PM

4 Celsius

3 mv
atts
0 Celsius

3 mvV

atts
Celsius
Celsius
3 Celsius
2 Celsius
Celsius
Celsius

core-C Normal 1155 mV

PRRPRPRPRPIPRPRPRPRNDWOW

THIII<S<S<SS<SIIIC<S<S<S<S<CCS<

.8v-A Normal 1782 mV
.5v-A Normal 1505 mV
.5v-Cl Normal 1516 mV
.5v-B Normal 1511 mV
Vcore-A Normal 1099 mVv
1.
Vcore-Bl Normal 891 mV
Vcore-B2 Normal 904 mV
0.
0.
12v Normal 8 A

pwr Normal 86 Watts

5v-C2 Normal 1492 mV

75v-B Normal 754 mV
75v-C Normal 759 mV
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0/1 P: pwr Normal 5 Watts

Pl Temp: Temp 1 Normal 30 Celsius
Pl Temp: Temp 2 Normal 38 Celsius
Pl Temp: Temp 3 Normal 39 Celsius
Pl V: PEM Out Normal 12404 mV

Pl I: PEM In Normal 1 A

Pl I: PEM Out Normal 6 A

Pl P: In pwr Normal 86 Watts

Pl P: Out pwr Normal 68 Watts

Pl RPM: fanO Normal 2940 RPM

show environment all : 3|

Router# show environment all
Sensor List: Environmental Monitoring
Sensor Location State Reading
Temp: Temp 1 PO Normal 29 Celsius
Temp: Temp 2 PO Normal 43 Celsius
Temp: Temp 3 PO Normal 44 Celsius
V: PEM Out PO Normal 12404 mV

I: PEM In PO Normal 1 A

I: PEM Out PO Normal 8 A

P: In pwr PO Normal 111 Watts

P: Out pwr PO Normal 91 Watts

RPM: fan0 PO Normal 2940 RPM

RPM: fan0 P2 Normal 4419 RPM

RPM: fanl P2 Normal 4395 RPM

RPM: fan2 P2 Normal 4426 RPM

RPM: fan3 P2 Normal 4412 RPM

P: pwr P2 Normal 6 Watts

Temp: Temp 1 POEO Normal 44 Celsius
I: 12v In POEO Normal 2 A

V: 12v In POEO Normal 12473 mV

P: In pwr POEO Normal 25 Watts
Temp: Temp 1 POEl Normal 40 Celsius
I: 12v In POEl Normal 2 mA

V: 12v In POEl Normal 12473 mV

P: In pwr POEl Normal 20 Watts
Temp: Inlet 1 RO Normal 24 Celsius
Temp: Inlet 2 RO Normal 27 Celsius
Temp: Outlet 1 RO Normal 33 Celsius
Temp: Outlet 2 RO Normal 32 Celsius
Temp: core-B RO Normal 49 Celsius
Temp: core-C RO Normal 37 Celsius
12v RO Normal 12355 mV

5v RO Normal 5084 mV

.3v RO Normal 3331 mV

.0v RO Normal 2998 mVv

.5v RO Normal 2433 mV

.05v RO Normal 1052 mV

.8v RO Normal 1798 mV

.2v RO Normal 1226 mV

core-C RO Normal 1155 mVv

.1v RO Normal 1104 mV

.0v RO Normal 1015 mV

.8v-A RO Normal 1782 mV

.5v-A RO Normal 1508 mV

.5v-C1l RO Normal 1513 mV

.5v-B RO Normal 1516 mV
Vcore-A RO Normal 1099 mVv
1.5v-C2 RO Normal 1492 mV
Vcore-Bl RO Normal 1031 mV
Vcore-B2 RO Normal 901 mV
0.75v-B RO Normal 754 mV
0.75v-C RO Normal 754 mV

12v RO Normal 8 A

pwr RO Normal 97 Watts

: pwr 0/1 Normal 5 Watts

Temp: Temp 1 Pl Normal 30 Celsius
Temp: Temp 2 Pl Normal 39 Celsius
Temp: Temp 3 Pl Normal 39 Celsius

PRRRPRPRPIRPRPRPNDOW

THIII<S<S<S<S<SAICC<<<S<S<C<L<

BHEE-4ULTHBLUPEEE |

0L-29328-03-J |



| BEE=2U 5 EBLUPEEE

V: PEM Out Pl Normal 12404 mV
I: PEM In Pl Normal 1 A

I: PEM Out Pl Normal 6 A

P: In pwr Pl Normal 87 Watts

P: Out pwr Pl Normal 66 Watts
RPM: fan0 Pl Normal 2940 RPM

show inventory : 5l

Router# show inventory

REE L AR— RE

"450W AC Power Supply for Cisco ISR4450"

"450W AC Power Supply for Cisco ISR4450"

Board GE for Cisco ISR4400"

- T1/E1l Serial Module"

EtherSwitch SM L3 + PoEPlus + MACSec + 24

NAME: "Chassis", DESCR: "Cisco ISR4451 Chassis"

PID: ISR4451/K9 , VID: V01, SN: FGL160110Q%

NAME: "Power Supply Module 0", DESCR:

PID: XXX-XXXX-XX , VID: XXX, SN: DCA1547X047

NAME: "Power Supply Module 1", DESCR:

PID: XXX-XXXX-XX , VID: XXX, SN: DCA1614Y022

NAME: "Fan Tray", DESCR: "Cisco ISR4450 Fan Assembly"

PID: ACS-4450-FANASSY , VID: , SN:

NAME: "POE Module 0", DESCR: "Single POE for Cisco ISR4451"
PID: PWR-POE-4400 , VID: , SN: FHH1638P0O0OE

NAME: "POE Module 1", DESCR: "Single POE for Cisco ISR4451"
PID: PWR-POE-4400 , VID: , SN: FHH1638P00G

NAME: "GE-POE Module", DESCR: "POE Module for On

PID: 800G2-POE-2 , VID: V0l, SN: FOC151849W9

NAME: "module 0", DESCR: "Cisco ISR4451 Built-In NIM controller"
PID: ISR4451/K9 , VID: , SN:

NAME: "NIM subslot 0/2", DESCR: " NIM-4MFT-T1/E1l

PID: NIM-4MFT-T1/E1 , VID: V01, SN: FOCl16254E6W

NAME: "NIM subslot 0/3"™, DESCR: "NIM SSD Module"

PID: NIM-SSD , VID: V01, SN: FHH16510032

NAME: "NIM subslot 0/0", DESCR: "Front Panel 4 ports Gigabitethernet Module"
PID: ISR4451-X-4x1GE , VID: V01, SN: JAB092709EL

NAME: "module 1", DESCR: "Cisco ISR4451 Built-In SM controller"
PID: ISR4451/K9 , VID: , SN:

NAME: "SM subslot 1/0", DESCR: "SM-X-1T3/E3 - Clear T3/E3 Serial Module"
PID: SM-X-1T3/E3 , VID: V01, SN: FOC164750RG

NAME: "module 2", DESCR: "Cisco ISR4451 Built-In SM controller"
PID: ISR4451/K9 , VID: , SN:

NAME: "SM subslot 2/0", DESCR: "SM-ES3X-24-P:

10/100/1000"

PID: SM-ES3X-24-P , VID: V01, SN: FHH1629007C

NAME: "module RO", DESCR: "Cisco ISR4451 Route Processor"

PID: ISR4451/K9 , VID: V01, SN: FOC15507S95

NAME: "module FO", DESCR: "Cisco ISR4451 Forwarding Processor"
PID: ISR4451/K9 , VID: , SN:

show platform : {5

Router# show platform
Chassis type: ISR4451/K9

0 ISR4451/K9 ok 3dllh

| 0L-29328-03-J
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0/0 ISR4451-X-4x1GE ok 3dllh
0/2 NIM-4MFT-T1/El ok 3dllh
0/3 NIM-SSD ok 3dllh

1 ISR4451/K9 ok 3dllh

1/0 SM-X-1T3/E3 ok 3dllh

2 ISR4451/K9 ok 3dllh

2/0 SM-ES3X-24-P ok 3dllh

RO ISR4451/K9 ok, active 3dllh
FO ISR4451/K9 ok, active 3dllh
PO XXX-XXXX-XX ok 3dllh

Pl XXX-XXXX-XX ok 3dllh

P2 ACS-4450-FANASSY ok 3dllh
POEO PWR-POE-4400 ok 3dllh
POE1l PWR-POE-4400 ok 3dllh
GE-POE 800G2-POE-2 ok 3dllh

show platform diag : {5l

Router# show platform diag
Chassis type: ISR4451/K9

Slot: 0, ISR4451/K9

Running state : ok
Internal state online
Internal operational state : ok

Physical insert detect time
Software declared up time
CPLD version 12121625
Firmware version 15.3(1r)S

00:01:04 (3d10h ago)
00:01:43 (3d10h ago)

Sub-slot: 0/0, ISR4451-X-4x1GE
Operational status : ok
Internal state inserted
Physical insert detect time
Logical insert detect time

00:03:03 (3d10h ago)
00:03:03 (3d10h ago)

Sub-slot: 0/2, NIM-4MFT-T1/E1l
Operational status : ok
Internal state inserted
Physical insert detect time
Logical insert detect time

00:03:03 (3d10h ago)
00:03:03 (3d10h ago)

Sub-slot: 0/3, NIM-SSD
Operational status : ok
Internal state inserted
Physical insert detect time
Logical insert detect time

00:03:03 (3d10h ago)
00:03:03 (3d10h ago)

Slot: 1, ISR4451/K9

Running state : ok
Internal state online
Internal operational state : ok

Physical insert detect time
Software declared up time
CPLD version 12121625
Firmware version 15.3(1r)S

: 00:01:04 (3d10h ago)
00:01:44 (3d10h ago)

Sub-slot: 1/0, SM-X-1T3/E3
Operational status : ok
Internal state inserted
Physical insert detect time
Logical insert detect time

00:03:03 (3d10h ago)
00:03:03 (3d10h ago)

Slot: 2, ISR4451/K9

Running state : ok
Internal state online
Internal operational state : ok

Physical insert detect time
Software declared up time
CPLD version 12121625
Firmware version 15.3(1r)S

: 00:01:04 (3d10h ago)
00:01:45 (3d10h ago)
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Sub-slot: 2/0, SM-ES3X-24-P

Operational status : ok

Internal state : inserted

Physical insert detect time : 00:03:03 (3d10h ago)
Logical insert detect time : 00:03:03 (3d10h ago)

Slot: RO, ISR4451/K9

Running state : ok, active
Internal state : online
Internal operational state : ok

Physical insert detect time : 00:01:04 (3d10h ago)
Software declared up time : 00:01:04 (3d10h ago)
CPLD version : 12121625

Firmware version : 15.3(1lr)S

Slot: FO, ISR4451/K9

Running state : ok, active
Internal state : online
Internal operational state : ok

Physical insert detect time : 00:01:04 (3d10h ago)
Software declared up time : 00:02:39 (3d10h ago)
Hardware ready signal time : 00:00:00 (never ago)
Packet ready signal time : 00:02:48 (3d10h ago)
CPLD version : 12121625

Firmware version : 15.3(1lr)S

Slot: PO, XXX-XXXX-XX
State : ok
Physical insert detect time : 00:01:29 (3d10h ago)

Slot: P1l, XXX-XXXX-XX
State : ok
Physical insert detect time : 00:01:29 (3d10h ago)

Slot: P2, ACS-4450-FANASSY
State : ok
Physical insert detect time : 00:01:29 (3d10h ago)

Slot: POEO, PWR-POE-4451
State : ok
Physical insert detect time : 00:01:29 (3d10h ago)

Slot: POEl, PWR-POE-4451
State : ok
Physical insert detect time : 00:01:29 (3d10h ago)

Slot: GE-POE, 800G2-POE-2
State : ok
Physical insert detect time : 00:01:29 (3d10h ago)

show platform software status control-processor : 4l

Router# show platform software status control-processor
RPO: online, statistics updated 2 seconds ago

Load Average: health unknown

1-Min: 0.13, status: health unknown, under

5-Min: 0.07, status: health unknown, under

15-Min: 0.06, status: health unknown, under

Memory (kb): healthy

Total: 3971244

Used: 2965856 (75%)

Free: 1005388 (25%)

Committed: 2460492 (62%), status: health unknown, under 0%
Per-core Statistics

CPUO: CPU Utilization (percentage of time spent)

User: 1.00, System: 2.90, Nice: 0.00, Idle: 96.00

IRQ: 0.10, SIRQ: 0.00, IOwait: 0.00

CPUl: CPU Utilization (percentage of time spent)

User: 10.71, System: 29.22, Nice: 0.00, Idle: 60.06
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

REE L AR— RE
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CPU2: CPU Utilization (percentage of time spent)
User: 0.80, System: 1.30, Nice: 0.00, Idle: 97.90
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU3: CPU Utilization (percentage of time spent)
User: 10.61, System: 34.03, Nice: 0.00, Idle: 55.25
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00

CPU4: CPU Utilization (percentage of time spent)
User: 0.60, System: 1.20, Nice: 0.00, Idle: 98.20
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU5: CPU Utilization (percentage of time spent)
User: 13.18, System: 35.46, Nice: 0.00, Idle: 51.24
IRQ: 0.00, SIRQ: 0.09, IOwait: 0.00

CPU6: CPU Utilization (percentage of time spent)
User: 0.80, System: 2.40, Nice: 0.00, Idle: 96.80
IRQ: 0.00, SIRQ: 0.00, IOwait: 0.00

CPU7: CPU Utilization (percentage of time spent)
User: 10.41, System: 33.63, Nice: 0.00, Idle: 55.85
IRQ: 0.00, SIRQ: 0.10, IOwait: 0.00

show diag slot RO eeprom detail : {5

Router# show diag slot RO eeprom detail
Slot RO EEPROM data:

EEPROM version : 4

Compatible Type : OxFF

PCB Serial Number : FHH153900AU
Controller Type : 1902

Hardware Revision : 0.0

PCB Part Number : 73-13854-01

Top Assy. Part Number : 800-36894-01

Board Revision : 01

Deviation Number : 122081

Fab Version : 01

Product Identifier (PID) : CISCO-———-—- <0A>
Version Identifier (VID) : VO1<0A>

Chassis Serial Number : FHH1539P00Q
Chassis MAC Address : 0000.0000.0000
MAC Address block size : 96

Asset ID : REV1B<O0A>

Asset ID

show version : {5l

Router# show version

Cisco IOS XE Software, Version 03.13.00.S - Standard Support Release

Cisco IOS Software, ISR Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Version 15.4(3)S, RELEASE
SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2014 by Cisco Systems, Inc.

Compiled Tue 27-May-14 05:36 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 2 hours, 19 minutes

Uptime for this control processor is 2 hours, 22 minutes

System returned to ROM by reload

System image file is "tftp: isr4400-universalk9.03.13.00.5.154-3.S-std.SPA.bin"
Last reload reason: Reload Command

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology Technology-package Technology-package
Current Type Next reboot

appx None None None

uc None None None

security None None None

ipbase ipbasek9 Permanent ipbasek9

cisco 4451 ISR processor with 1213154K/6147K bytes of memory.
Processor board ID FHH1539P00Q

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

3391455K bytes of Compact flash at bootflash:.

Configuration register is 0x0”

BIRE— FDEXRTE
Jb— 2 1 KOG L T2 Power over Ethernet (PoE) & ¥ = —/L O OEREZHETE ET,
CL—FDOERE— FORE, (147 X—)
* S POE Y —E R Y 2 — LOERT— FORE, (148 <—)
*ERE— FORER], (148 ~—)

* il AJE72 PoE &), (150 ~—)

== > =1 —
IL—F DEIRE— FDEE
power main redundant =~ > 2 LT, W—2DOEEREZHEL LT,
* power main redundant : FERZITTEET— FICERELET,

* no power main redundant : FEFREZ T — R b F— FICRELET,

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
| 0L-20328-03-J



BEE=42UVIHLUPESE |

B SSPEY—ERES1—LOBEEE— FORE

A

G¥)

I—H DBEBIRDT 7 )V b T— Rt redundant (JTFE) £— K TI,

HERPOEH—EX EL A —IILOEBEE— FDHTFE

power inline redundant =~ > Rl L T, SM PoE y—E X £V 2 — L OEREZRD X |
RELET,
* power inline redundant : 45 PoE —E X £ 2 — VERZILEET— NICHRELET,

* no power inline redundant : %A% PoE — 2 £ 2 — LEREZ 7 —A b — FIZRELE
D

GE)

N POE —E A Y 2 —/LDERDT 7 /L~ £— FNid redundant (TE) £— N TY,

show power =2~ > N|X, boost & redundant ® £'H 5 DF— R EINLTWND, BLBED
T RRV AT LACBUEFATHNE D &R LET,

BIRE— FDOFEEH

Bl TEBFEEBE LU PEES 2 —ILOFRFEE— F : Boost

ZOHFITIE, show power 2~ RIZE D | REE— RE L Thoost NRARINET, Ziudk, Bl
EDT o HAALIRETHEHD F9, Main psuld, EFBROFREZRLET, PoE Module i, A ¥
T A VPOEBRDOEREZRLET, ZOBITIE, EBROBIEDT XA LIRKEN, RE Iz
IRHE (Boost BE— R) &LREIL T,

Router# show power

Main PSU :

Configured Mode : Boost

Current runtime state same : Yes
Total power available : 2000 Watts
POE Module :

Configured Mode : Boost

Current runtime state same : Yes
Total power available : 1000 Watts
Router#

Bl TFEREEH LUV PEES 12— ILDOHZRTEE— F : Boost

ZOHITIX, show power =~ RIZX V| T34 RAFET HERDE R INET, MalnPSU
(EEIHLEE) & POEModule lE Boost E— RIZREINTEY . ZIUTBIED T ¥ A LIRHE
Wy £4, BHEDOT U H A LREEIL Redundant E— KT, ZOFIHE LT, L—H u_ff'a—
LEEWN 1 OOHTHLZENBERXLNET, MHAHERPE®ES, (150 =—) @ TEE
EF—F] ROE— R4 22RLTIZIN,
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zEE—rozEs [

T ANAFAET BB A FRT HITIL, show platform =~ > K& AS) TX £,

Router# show power

Main PSU :

Configured Mode : Boost

Current runtime state same : No
Total power available : 1000 Watts
POE Module :

Configured Mode : Boost

Current runtime state same : No
Total power available : 500 Watts
Router#

Bl FEEEBEBXLIUVUPEES 2 —ILDETFE— K : Redundant

ZOFITIX, showpower =~ RIZX VD, FEREA T4 VEROEGTOREE—RNE LT
Redundant NFERSNET, VAT AIZIT450W OBIRE 100W OEBRENZFNEFN T ETOHY
iﬁqo

Router# show power

Main PSU :

Configured Mode : Redundant
Current runtime state same : Yes
Total power available : 450 Watts
POE Module

Configured Mode : Redundant
Current runtime state same : No
Total power available : 0 Watts
Router#

Bl . EFIRDHEE— L : Boost
Z OfITIL, power main redundant =~ > KD no FEA A LT, FEJRD boost E— N2/ D

EOICHRESNET, kv, EEIFRIT 1450 W D boost E— R, A T A > 23T —(F 500
W @ redundant E— ]“ \—ﬂﬁéﬂi—a—

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# no power main redundant

Router (confiqg) #

*Jan 31 03:35:22.284: %PLATFORM POWER-6-MODEMATCH: Inline power is in Redundant mode
Router (config) #

Router (config) # exit

Router#

*Jan 31 03:36:13.111: %SYS-5-CONFIG _I: Configured from console by console

Router# show power

Main PSU :

Configured Mode : Boost

Current runtime state same : Yes
Total power available : 1450 Watts
POE Module

Configured Mode : Redundant
Current runtime state same : Yes
Total power available : 500 Watts
Router#

5] : PoE BIRDEREE— I : Boost

Z OFITiL, power inline redundant =~ > KD no IR AHEH L T, A > 74 > /XU —73 boost
%%Fmﬁéiﬁkuﬁ%ﬁéiﬁ A2 T4 "TU—F— &, boost E— NITIIEEEIIF
A, boost E— FIZEE T 5I21F, redundant &— KT ARE/FREE /) & LT 1000 W 23408 &
RBHDTYT, £ T4 /73U —F— Nidredundant TJ, ZiLiE, PoE Module DR DIEIZ L -
TRSINET,
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® Configured Mode : Boost

® Current runtime state same : No

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # no power inline redundant

Router (config) #

*Jan 31 03:42:40.947: %PLATFORM_ POWER-6-MODEMISMATCH: Inline power not in Boost mode
Router (config) #

Router (config) # exit

Router#

*Jan 31 03:36:13.111: %SYS-5-CONFIG I: Configured from console by console

Router# show power

Main PSU :

Configured Mode : Boost

Current runtime state same : Yes
Total power available : 1450 Watts
POE Module :

Configured Mode : Boost

Current runtime state same : No
Total power available : 500 Watts
Router#

{EFARREZ: PoE &

A

SMER POE ¥ = —/L T PoE BERE & M AT BEIC 9~ D 12i%, "BIRA b #bfa S 2 #FE /175 500 W LA
ThHOHILENDHY £7,

G¥)

A

A5 PoE £ 3 = — /L C PoE M§RENENET 5 2 & il 7 5 121X show platform =1~ > RIS LY
show power 2~ RZEH LT, /L—X D PoE &) O "] M ZMRAE L £,

S POE —E R £V 2 — /VHIZ 372 PoE B0 H 5D Z & 25T %1Z1%. show platform =
~ 2 K& showpower =~ RZMH L, E&ERIB L OPoEA /3 —4& — 0)7 v MEIZESWT,
EFHFIREZR POE B N & A G LE T,

TEIRPO L Pl OMEEMNMAE LT (EERD) ENEZHEHLET, KRIZ, EFRA A= —
PoEl 3 X TNPoE2 DfEAZMHE LT, PoOERREHELHH L E7,

FEEOREIHAL L TWD b 58T — ROl 2, ROKITRLET,

i LTV D PoE % —E R &Y 2 — /LT PoE HEREDENMET B 72 DI21d,. ROHHKEI|D [PoE #E
F11 OED 500 W LA ETHLIMLENRH Y £,

G¥)

IES POE £ 2 — /L EFRAT HRIC, V—FIZERA o NN—F—%BILEST, ZOXHIZ
L7 e ., POEMRENEN T4 ThHo72E LT, 4 PoE Y = —/IZ K Y PoE &EF1AME
HET, PoE MKAENEUNTHERE S B A7V 2a— Va2 ) 7T — T AHAMERE T FET,

TEFECTENET— FE L TBoost £721% Redundant Z3%E T 5 & . POEMREHEDEICHEN AL
HZEMBY ET,
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fEFTTEE7: PoE E A1

WOFRIZ, MENEZT v RN TRLET, EBROTY v M, TEEFEPO BIO [FE
PPl FNTRENET, PoEA v X—Z—0DU v MU, FPoEOJ B L [PoEL] FNTREN

iﬁ—o
*®12: EE—F
E—FO | XERP0| TERP1 | BREET— | #KEHE  PoE0 PoE1 BREE— PEMRE
1 N (XFE N hE
HE)
1 450 2L Redundant | 450 2L 500 Redundant | 0 (7¢
EelEt F7T L)
Boost Boost
2 450 450 BOOST |900 2L 500 Redundant | 0 (7¢
F 70X L)
Boost
3 450 450 Redundant | 450 500 L Redundant | 0 (7¢
F72ix L)
Boost
4 1000 2L Redundant | 1000 500 2L Redundant | 500
ER E el
Boost Boost
5 1000 450 Redundant | 450 500 500 Redundant | 0 (7¢
Ep e L)
Boost
6 1000 450 BOOST | 1450 500 500 BOOST |500
7 1000 1000 Redundant | 1000 500 500 BOOST |500
8 1000 1000 BOOST |2000 500 500 BOOST |1000

| 0L-29328-03-J

GE)

FRROEFTIEH, 500WLL EOPoERENENFEHFREIC R 2121, (FEFRD) HRE&E)
231000 W LA E T2 iUz 0 8 A,

PoE#ESIEMN 1000W (EFEDE— FFI8 & M) DA, 1000W DEEJR (Boost E— R)
MN2EHE. PoE A 2 /3—H— (Boost E— R) ﬁizﬁM\ETTo
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B reoe=

AR B EERA N F—Z O ATEICIE (FFIZBoost B— RTEMEL TW DAL . HE
DMLETT, MEBEENIN, 1 BEOERZT TG AREREN 2B 2 TV HLA., ZORET
BRERO AT EN— Ry =7 PEETLHAREERH Y £9, ZO/E, VAT ABRRLE
o To DVEHTERVRIBIZR 2 2830 77,

FERIZ, —ERX BV 22— LT PoE BN EZMAGT D PoE A o X—F =03 1 BRETOHE, 2
DIRRETPOEA v NN—F —ZMO AT L =R =T PEE L, VAT ARAREEE 2138
HAARBEIZRDZ End £7,

PoE () E18

Power Over Ethernet (PoE) #%fEIZ L V. FPGEAR— F CTENIEEH TEE9d, PoEAHHT 5 &,
Bt e D PoE ®NEEE IR Em 2 2 v D ENEZMIET 22X ER 220 £5, Zhic kb,
Pt e DEEE ML TH - 2B MO BEREARC 0 D B ANHI S £, /L— %1% PoE
(802.3af) ¥ XN PoE+ (802.3at) # ¥ 7AR— K LET, PoE DR KULKGTE T 154 W, PoE+ D
KEEE T30 W TT,

*FPGE ;"— h T®D PoE A — K, (152 <X—)
*EROEM, (152 ~—)
* Cisco Discovery Protocol D&k, (95 ~X—)

* FPGE 7/R— h T® PoE DR E, (155 ~2—)

FPGE 7K— kT PoE #-7K—

PoE & ¥ = — /L%, gig0/0/0 < gig0/0/1 7 £ @ Front Panel Gigabit Ethernet (FPGE) 7"— I C PoE

ZYAR—bFLEJ, powerinline =~ RZfEM LT, FPGE [AIJIZ PoOE #—E X £V 2 —/L%&
RETEET, TAUTKY | IEEEEFHERT A A2 EDHERE AT A ZADEWRZ A £l2i3A
ZIZTEET, FHMIZOWTIE, FPGE A — R TOPoE OkE, (155<—) ML TES
AN

BIRDER

J— B THEHTFTREZRFRE N Y = v M BT 5121, Rt EXEC “E— R C show power inline
[GigabitEthernet detail] =~ > FZfEH T& £,

Zoavry REMEATL L ZETNAL RN —ZITHER T DRI, ZET N A Z AT L
THRRENNEMATRETH L0 E ) 1 EHERTE £,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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zroxr W

Bl : POEED 2 — LA WNGZGEDA VU TA 2V INT—

ZOBITIH, POEZVR—F BT 2a—A0NHY A, EINIIP 74+ E A1 v FITHG S
nET,

Router# show power inline
Available:31.0(w) Used:30.3(w) Remaining:0.7 (w)

Interface Admin Oper Power Device Class Max
(Watts)

Gi0/0/0 auto on 14.9 IP Phone 7971 3 30.0

Gi0/0/1 auto  on 15.4 WS-C2960CPD-8PT-L 4 30.0

Router#

ZOBITIE, =y RICKROERAEENTOET,
Available:31.0(w) : f FH AIRE72 PoE &

Used:30.3(w) : L—HZ DT XTDOHR— MZXVMHHZI5 PoE &)
Oper : #HE SN TWHEZFET /314 AD PoE TITIRAEE (on/off)
Power : BEE STV D KZET NA AT I 5 PoE &

Class : PoE & /1458

Bl:1DDPEES2—ILDASA 2 INT—
ZOBITIE, POEEZYR—FTHEY2—AN12H Y FJ, CiscolOS XE 3.10 LAFE TIL, 458
POE BV a2 — LB PR— M ENTHET,

Router# show power inline
Available:31.0(w) Used:30.3(w) Remaining:0.7 (w)

Interface Admin Oper Power Device Class Max
(Watts)

Gi0/0/0 auto on 14.9 IP Phone 7971 3 30.0

Gi0/0/1 auto on 15.4 WS-C2960CPD-8PT-L 4 30.0

Available:500.0(w) Used:11.7(w) Remaining:488.3 (w)

Interface Admin Oper Power Device Class Max
(Watts)

Et2/0/0 auto off 11.7 n/a n/a 750.0

Router#

Bl - FERENIP T ADA T4 1NT—

Router# show power inline
Available:31.0(w) Used:30.8(w) Remaining:0.2 (w)

Interface Admin Oper Power Device Class Max
(Watts)

Gi0/0/0 auto on 15.4 Ieee PD 4 30.0

Gi0/0/1 auto on 15.4 Ieee PD 4 30.0

Bl 1D2DFAEY b A=Yy b R—bADA U542 RT—

Router# show power inline gigabitEthernet 0/0/0

Interface Admin Oper Power Device Class Max
(Watts)
Gi0/0/0 auto on 15.4 Ieee PD 4 30.0

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
| 0L-20328-03-J
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Bl 12OFHEY A =Ry b R—bADA T4 \T— (M)

Router# show power inline gigabitEthernet 0/0/0 detail
Interface: Gi0/0/0

Inline Power Mode: auto

Operational status: on

Device Detected: yes

Device Type: Ieee PD

IEEE Class: 4

Discovery mechanism used/configured: Ieee

Police: off

Power Allocated

Admin Value: 30.0

Power drawn from the source: 15.4
Power available to the device: 15.4

Absent Counter: 0

Over Current Counter: O
Short Current Counter: 0
Invalid Signature Counter: 0
Power Denied Counter: 0

H : HREPEH—ERES 2 —ILADA T INT—

Z OFITIE, Gi0/0/0 3 LY Gi0/0/1 (2B B AT D%, SMFPoE—E R EV 2 — LD
1IM% D £9, CiscolOSXE3.10 LAETlid, AEBPoEEY 2 — /L3R — h T\ E$, Etl/0/0
1T, 1 ZFEHDPE Y —EREV2—LORNEHFR—F (Ray 1/0) Z7rLET, EBEt2/0/0 1%, 2

FHDOPE Y —EREY 22— LORNEHAR—F (Amy F2/0) Z/RLET,

miGFD AT Y RS 750 W @D PoE BB 1 2 HEFTRE TI A, Z DT /A ATl i ATRE7: PoE & 1%
500 W 7217 ¢4, Au v b 2/0 (Et2/0/0) 121X PoE 71 369.6 W NEID ¥ THNTWET,

Router# show power inline
Available:31.0(w) Used:15.4(w) Remaining:15.6 (w)

Interface Admin Oper Power Device Class Max
(Watts)

Gi0/0/0 auto on 15.4 Ieee PD 4 30.0

Gi0/0/1 auto off 0.0 n/a n/a 30.0

Available:500.0(w) Used:369.6(w) Remaining:500.0 (w)

Interface Admin Oper Power Device Class Max
(Watts)

Et1/0/0 auto off 0.0 n/a n/a 750.

Et2/0/0 auto off 369.6 n/a n/a 750.

Cisco Discovery Protocol D& %h1t

JL—# ClE, Cisco Discovery Protocol (CDP) 7237 7 4 /L h CA X — 7 /VICHE SN TN ET,

MY

GE) Cisco 7 7'V 7F—v 3 v P—E R )L—H £/ Cisco CSR 1000v Ti%, CDPIXF 7 # /L k TA
=T NICHESNTWER A,

CDP OFEREDFERNZ S\ Cit,  [Cisco Discovery Protocol Configuration Guide, Cisco I0S XE Release
38] LTS &EN,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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| mEE=4UL 55U PESE
rPGEK— F T PEDEE Il

FPGE 7R— + T® PoE D% TE

FIROWME
1. enable
2. configure terminal
3. cdp run
4. interface gigabitethernet slot/subslot/port
5. cdp enable
6. power inline {auto { auto [max milli-watts] | never}
1. exit
F g o> 48
ARV RFERRETI VY S]]
AT enable Fite EXEC E— R& A X —7 /LT LET,
1 - CNAT—=REANLET ERINZHE) .
Router> enable
ATy T2 configure terminal rua—sLary 74 Xalb—igy T— REBBLET,
i -
Router# configure terminal
ATvT3 cdp run JL— 4 T Cisco Discovery Protocol (CDP) % A Rr—7/LiZ
[/ i —a‘o
i

Router (config) # edp run

ATy T4 interface gigabitethernet A—FOBIOR1IDOPEZHRETXSHLILIICLET,
slot/subslot/port

*R—FOBIV1 TPELXHRETXFET,
B -

Router (config) # interface
gigabitEthernet 0/0/0

ZAFvTH cdp enable AH=TzfAarT4Fal—arET—FTCDP %
AR —T Nz LET,
il -

Router (config-if)# cdp enable

Cisco4000 ) —XISRY T b7 av T4 ¥al—ay AA K
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B FPGEK— T PoE DERE

ARV EERET7IVa Y EL:g]
2TFvT6 power inline {auto { auto [max FPGE R— hDERA LV TA v ATV a v EZRETEDLHLD
milli-watts] | never} W LET,
- *auto : auto ¥ — U — REfEETH L, HRA T4
o o TRA APAEICKRE S, 20T /3 RZET
iﬁizer(conflg—lf)# power inline ﬁ§ﬁ§ﬁai§%1§£7fo
* max milli-watts : max ¥— VY — RNIZLD, £ F—T=
A ADHFRHRENNDEESNET,
* never : never X — VU — R&IFET D &, MHNPERI/
D, A T4 BBHOMERTIESET,
27y T exit A B —Tx2Af A A T4 Fal—ValryET—Re&KTL
iﬁ‘o
{1

Router (config-if) # exit

FPGE ;R— F T PoE A1 R— TILIZHE > TLWBAMNE S HhDFESR

FPGE 7" — h TPoE A X — 7 /WIRIETH 520 E 2 a3 5 121X, Z DR — FOSNT LED %
R L £9, FPGE AR"— FDOAERLED (21X, GEPOE L\ 9 T UL ffuTUWEd, PNES PoE &
Vo — V3 S AVCEENCENE L TV A %A1, GE POE LED 23FkEAIZ AT LET, WS PoE
DI STV DS, EENZEIE L TWRWIEEIE, GE POE LED 28I KA LE T, PoEE
Vo — U STV R WA GEPOoELED 13HAT L £9°, LED OFEHIIZ DUV Tid,  [Hardware
Installation Guide for the Cisco 4000 Series Integrated Services Routers] ZZM L T 72 X0,

%72, show platform =~ > K& showdiag =~ RZfH L TPoE i+ 25 b TExET,

FERZOWTIE, OB ZZI LT ZEW,

show platform : 4

Router# show platform
Chassis type: ISR4451/K9

Chassis type: ISR4451/K9

Slot Type State Insert time (ago)
0 ISR4451/K9 ok 3dllh
0/0 ISR4451-X-4x1GE ok 3dllh
0/2 NIM-4MFT-T1/E1 ok 3dllh
0/3 NIM-SSD ok 3dllh
1 ISR4451/K9 ok 3dllh
1/0 SM-X-1T3/E3 ok 3dllh
2 ISR4451/K9 ok 3dllh
2/0 SM-ES3X-24-P ok 3dllh
RO ISR4451/K9 ok, active 3dllh
FO ISR4451/K9 ok, active 3dllh
PO XXX -XXXX-XX ok 3dllh

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |
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| BBE=42U U BLUPELE

Z DD EEE R

| 0L-29328-03-J

zoomEas Wl

Pl KXKX=KXXKXX-XX ok 3dllh
P2 ACS-4451-FANTRAY ok 3dllh
POEO PWR-POE-4451-X ok 3dllh
POE1l PWR-POE-4451-X ok 3dllh
GE-POE 800G2-POE-2 ok 3dllh
Slot CPLD Version Firmware Version
0 12090323 15.3(01r)Ss [ciscouser-ISRRO. ..
1 12090323 15.3(01r)S [ciscouser-ISRRO...
2 12090323 15.3(01r)S [ciscouser-ISRRO...
RO 12090323 15.3(01xr)Ss [ciscouser-ISRRO. ..
FO 12090323 15.3(01r)S [ciscouser-ISRRO...
show diag chassis eeprom : 45
Router# show diag chassis eeprom
MIDPLANE EEPROM data:

Product Identifier (PID) : ISR-4451/K9

Version Identifier (VID) : V01

PCB Serial Number FOC16145VL8

Hardware Revision 1.0

Asset ID P1C-R03-CP1.0-UMT-RVC

CLEI Code TBD
Power/Fan Module PO EEPROM data:

Product Identifier (PID) : PWR-4450-AC

Version Identifier (VID) : V01

PCB Serial Number DCA1547X02U

CLEI Code : 0000000000
Power/Fan Module Pl EEPROM data is not initialized
Power/Fan Module P2 EEPROM data is not initialized
Internal PoE EEPROM data:

Product Identifier (PID) : PWR-GE-POE-4400

Version Identifier (VID) : VO1

PCB Serial Number FOC151849VD

Hardware Revision 1.0

CLEI Code 0000000000
UBsDt 7 v a T B EEMHERICEELESEZEEHI W T L E T,
MIB
MIB MB®D Y

CISCO-ENTITY-FRU-CONTROL-MIB

BR L7277 v b7 4 —2L4, CiscolOS Y V—ZA BIO7 41—
F¥ y MY D MIB 2MEBL IV r— N5
I%. http://www.cisco.com/go/mibs (Z & % MIB Locator % fif ff L

TLTEENY,
F7-. [MIB Specifications Guide for the Cisco 4451-X Integrated

Services Router] HEM L TLZEW,
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BEE=42UVIHLUPESE |
B /=L vf—t

TYOZHAILHYR—F

HL: )] Link

A aDYFR— kN Web A T, &= | http://www.cisco.com/cisco/web/support/index.html
AT 7 /e —IllT 5 Iy a—
T A TIEBELTWERETL L9, v==
TARY =Nz I Lo LT o088/t T4
Uy =2zt L ThET,
BHENOHGOEF 2 VT 1 FHERSCEINE ® A
AFF%72HIZ, Cisco Notification Service (Field
Notice 2257 7 &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFFEY —ERITIMATE £,
YAADY A=k Web ¥ FDY—)LIZT 7
T AF DRI, Cisco.com D= —HID B LUV
AT — RPLETT,
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gy

N TRAZEY T4 DETE

Ciscof T_XATZEVT 4 (HA) 77 /uy—ick, Xy hT—7DEDESTHRAEL
BHHWENLREEIZ Y ANY TE Ry MU=V BIRORENREB LET, Xy hT—7 D/—
Ry=7 &Y 7 hU=TiE, Cisconn{ 7T_XATEVT 477 /uy—LEELT, FE»HHR
HZY AN TBHZ LM T, 22—V exy NU—7 77U r— g 0% L TEEDER
AR L ET,
ZIZTiE, —=HTCiscon A 7_A 7V T 4 BEREZRETS D HIEZOWTHBLET,

* Cisco N1 TXAFZEUT IZDWT, 159 X—¥

* U —UENA T A TETT 4, 160 N—Y

C WHMT AU —T 4 IR, 161 X—Y

* Ciscont T_AZE VT 4 DRIE, 161 ~—

* FOMOBEER, 172 N—V

Cisco /\1{ FRASEYTFT4IZDUL\T
N—RZMBEBDON—FR 27BN 7 N =2T T =77 Fvit, HDHPEL XY NU—T AR
NDORBEBHIN—FZ DT v T HEA LEHRIET D EIICREF SN TWDEED, T XTHOR Yy hU—
I T VA TERRT v T ZA DEETINERLET,
Z ZTlE. Cisco 4000 vV —X —& TCEA I 5 Cisco /A T_XA T E VT £ DWW DO
EIWZDOWTRB L7,

VX —VHNA TRAZED T, (160 =)

CRIGWMT7 V=T 4 7, (161 ~—)
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NMTFRLFEYT 4 ORE |

D —SBNA TRASEY T4

O —RIN TRASEY T4

X —TRINA T RATE YT 4 (HA) BEEEIZ, Ay 7 AV —Ry 7 ATUEMEEE L bIFTNE
T, Yrx—YHNAT_A TV T 4 BHEHTLE, AWy 2T v 7L LTEET S —%
DOXRT HHRETEET, W ODDT 2= )V —N"—=FFHASNTT I T 4 T N—F B PRET
HED, COMEEERETEET, Ta—NA— =0 ETDHE PR AX NS —H
DE|EWE, a— L T TV TONBLE | AT 4 THGEX AT OFEITERG L E T,

NEA V=T 2 AA ADTN—T1L, LRI NV—TLEMENE T, ROXIX, T2 T 4 T/AX
NRA FNRAZADYF IV FEZRLTOVET, T, 1 ODOREA LV F—T =2 A A& —F2 D
TIZOWT, MEINV—T%HET D HiEERLET,

@ () Active
() Standby
Virtual IP 1 % Virtual IP 1

5: TRYVIL—TOHE

Virtual MAC 1 Virtual MAC 1
/"‘ Y "\ ‘Jj
l‘, Contral Link i
'lll '
Router 1 Interface Interlink Router 2
g Data Link '
J'l "‘u
{ '
Ny / 1 LA
Wirtual IP 2 Virtual IP 2

Virtual MAG 2% % Virtual MAG 2
RIERRERay ba— L V7 BLOT —XREMU 7tk Th—2R3EEanEd, 2 b
aO—L Y7, V= HDAT—H AEEETHEDIEHINET, T—ZEA T Bl
TAT— F I ERAFEEL, a— L AT 47 70—l LTAT— K7L TF—Z_X— 2% [F
HLET, WEA LV F—T 2 ADEXTIEIFEL—BEDOIDES RI & LFFOVET) THREESN

£9, V= TOY Y —=VRHAREDFHEMIOWTIEL, ¥ —VWNnAg TRATE U T 1 D
E, (162~—=) ZZRLTIZEN,

254200
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IPsec 7 = —)LA—/\— .

IPsec 7 = —)LA—/\—

IPsec 7 = — /LA —/N—HEREIC L D | IPsec 1> U —7 OMBBEIREHE (E721XTHM) 2Am kL
£, ERkOFEELELT, TD (77T 47) —FOMIZTE (RZ L 84) L—F AT
HZ LT, IPsec X NU—7Oa AR ELES, T2 T 47 A—Z ML OB H T H
KA/ B L b, AX A L—HINIKE B LW IPsec DULFLAZ 5| & E £4, IPsec 7 =—/L
F—=R—=F, AT — PRV AT z2— L —N"—BILORRAT— TV T =—)LF—\—D 2 FlIH|Z
DFEINET,

J—RTlE, AF—F LA IPSec 7 =— LA — =B R—FENTWET, ZOZXT—F
VAT x— A ==L, &y b AZ L NA L—F Fr ka)L (HSRP) 7LD 7 v b a3/ il
HALT, Z79A4=U0beh o X V~Dhy bA—R_R—=2fTET, /o, 7774 T7BLUOR
ZUNADVPN T — MU oA ZFFAI LT, EOREIP 7 RLAZIEAET L2 N TEET,

MARMIAT—T 14 VTR

WG 7 4T —7 4 7 (BFD) (&, $XTOAT AT A7, A7 vME, FARrY | B
LWL —F 47 7a b a)vOizDIZERE CORE S AEER M 2R 5 L 5 REF S
7w b an Ty, BFDI, A SAEELZEERCTHRINT 2720 T, Ry NV —2EHED
eIl —BLEERE A ZRMELES, Ry NV EFEHEIBFDZHMT22 LT, & F
SERN—T 47 70 F 3O HELLO A B = A LIZ KD | BB E Tld/e < — @l Ttk
NAEELRHTE DD, Ry PI—=7 TuT77 AV TBIOT T U= IR0 F
9, Fo. FPORFFEOFEEENR -0, PRIFREIZ/R D £,

BFD OFEAHIZ- DWW Ti,  [IP Routing BFD Configuration Guide, Cisco I0S XE Release 3S] @
[Bidirectional Forwarding Detection] ZZH L T 7230y,

WARMIAT—FT 4 o5EHEAT7O—F

WH T AV —T 4 R4 7 v — N¥ERIT, FEERICH 02 Rl 2 8fE 3 2 72912, BDF
Yo valEHE I VT 4 VAT u— RTEL oI LEY, BFDA 7 —F
Wk, V=T 4 7 T NVEHROEOICREREERE A b (R yE®—) BL—
T4y 7 7a haVIEETHI LT, BERNRRy N =T 3= o R ELRE S 4L
£9, BFD A7 r— FOgkiE, (163 X—) Z2ZHL T EE0,

- > — » — =JL ==

Cisco /\1 7RXASEYT 14 DETE
VX —VBINA TARATEDT 4 OFGE, (162 =)

CHFM T TV —F 4 T DFRE, (163 <—)

C T —VHNA T T EY T 4 OGEE, (163 =)
*BFD 47 v — KOKFE, (170 *X—)
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CTIT AT TNRARAERZ N, TARAL AL, FILAA—23 D CiscolOSXE V7 FUx
TEFEITTLHILENHY 7,

CTIT AT TNARERZ L NA LT, GRS AHO L2 $fi 2t L TRt T 2 E R B 0 &
R

CHAIABRY—E A Tt v (ESP) 1L, 77T AT TN, AL AKX LA FT)NA ZATRFL
ThHHMERHY ET, £, — bk ey FBAEWVIC—EL, FBEOYEER Tl
L7 FHA,

CHALARR LT A= H A =BT DI, MEFDOTNNAATRy hT—7 H A
A 7a ha)y (NTP) 2FRETHN, 70y 7 2RI CICERETHIVNENHY £9,

s P DERRRMDT DI, T 2T 4T N5 & AH LA o B TR — 5 i3k

(VRF) #BUNEFCERTHALENH Y 77,

CRIERERNIL. A L T U RERIETAD, TRTCOFEY 7B OT—4% U 7 Tk
INTTHHERH D F9,

* Gigabit EtherChannel 72 & OB TR 2 U 7 %, I SAB L OTF —& A~ AT 2
MENHY F9,

HERE IR

RO I AV =Ry I AT TV r—2a D7 o—)LA—"—kix, Ry 7 AV =Ry
AT TV r—varTiREnE< Ry £,

*LAN B3 X OYMESH v U AEH AR — b ILEH A,

* Front Panel Gigabit Ethernet (FPGE) A >4 —7 = A A TH AR — b SN DA MAC D KEL
3. 77y b7 A=A Ko TRARY £, FPGE A ¥ —7 = A ZADFFEAMNI OV T,
[Hardware Installation Guide for the Cisco 4000 Series Integrated Services Routers] ZZ M L C <
ZEW,

CAZ UL N—=ZITERENTERET, A= Ty T ary 4 Falb—varitaiy
Fand, EfTar s Falb—rvayNICRESNET, 77747 v—2pbRHS
NTEEEZaI v NI DHITIE, AHX /34 JL—H T write memory =~ > K& EI79 H0H
BV ET,

D —LRBNA TRLSEY T4 DREFE

N—BTDY v —UnAg TRAFE YT 4 OREDFEMTHOVTIEL,  [IP Addressing: NAT
Configuration Guide, Cisco I0S XE Release 3S] #Z M L C< 72 &\,
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| Nt 7rq45EUFDRE
armz+rI—71 708 I

— N WLk
MARMITAT—T 42T DEFE
T O — % TO BFD O EIZ OV CIE,  [IP Routing BFD Configuration Guide] % &R L T<
7ZEWN,
BFD =2~ RIZ2WTIL, [CiscoIOS IP Routing: Protocol-Independent Command Reference] % %
RLTSIZEN,

BFD A 70— FDHFE

BEBESI R
*BFD X—Y g3 v 1 DAY R—FENET,

CINEHRETHE, AT7E—FENBEBFDEy Y a LAY R— &, RPOBFD & v
ValsigAR—-—hFEINEE A,

*BFD ORI — RELITma—R2 LE— RETBTR—FahvET,
*S1FEFBBFD v v a V3 R—hEnE T,

*BFD — KU =7 78— Rid, =a—7RLE—RDIPvdtLa r TOHEYFR—FINE
R

*BFDA78u—RiE, "—hFx L A FX—T 2 ATOHYR—FINET,
*BFDA7B—RiE, A=V Fxy h A ¥ =T c—2AHIZOHIKR—FINET,

*BFD A7 r— R|&, IPV6 BFD £ v ¥ 3 VTl R—FShEHA,

*BFD 47 r— Ri&, TE/FRR #7325 BFD v ¥ a Tl AR— kA,

BFD 70— FDE{RTEAHE

BFD # 71— FH§REIZT 7 4 /L F TA R—T MCHRESNLTNET, /— b Frtk v ¥ TBFD
N=RU 2T A7 — RERETCEET, FBMIZOV T, [Configuring BFDJ & [IP Routing
BFD Configuration Guide] #ZM L T 72 &0,

Uy —IRNAg TRASEY) T 1 DL
S IWAA TAA T YT RIS DI, KO show 2> REMALET,

A

GE) VX —UENATRATEY T 4 OREICET OIS L~ =2 T ~D U TR v —
THINA TRATEVT 4 OFRE, (162X—) [TV A RENTWET,

* show redundancy application group [group-id | all]
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* show redundancy application transport {client | group [group-id]}

* show redundancy application control-interface group [group-id]

* show redundancy application faults group [group-id]

* show redundancy application protocol {protocol-id | group [group-id]}
* show redundancy application if-mgr group [group-id]

* show redundancy application data-interface group [group-id]

ROFNE, V—F TRESNIINET TV r—ar FV—7%2RLET,

Router# show redundancy application group

Group ID Group Name State
1 Generic-Redundancy-1 STANDBY
2 Generic-Redundancy?2 ACTIVE

WOFNE, TRT 7V r—ray ZA—71 OffERLET,

Router# show redundancy application group 1
Group ID:1
Group Name:Generic-Redundancy-1

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: STANDBY

Peer Role: ACTIVE

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-one
RF state: STANDBY HOT
Peer RF state: ACTIVE

WL, TET IV r— gy ZA—720MERLET,

Router# show redundancy application group 2
Group ID:2
Group Name:Generic-Redundancy?2

Administrative State: No Shutdown
Aggregate operational state : Up
My Role: ACTIVE

Peer Role: STANDBY

Peer Presence: Yes

Peer Comm: Yes

Peer Progression Started: Yes

RF Domain: btob-two
RF state: ACTIVE
Peer RF state: STANDBY HOT

KOENL, TETF VA r—ay NSUAR—KN 254472 FOFEMERLET,

Router# show redundancy application transport client

Client Conn# Priority Interface L3 L4

( O)RF 0 1 CTRL IpV4 SCTP

( 1)MCP_HA 1 1 DATA IPV4 UDP_REL
( 4)AR 0 1 ASYM IPV4 UDP

( 5)CF 0 1 DATA IpV4 SCTP

WoBE., TET 7V A —ay NIV AR—KN ZA—TOREOFHMER LE T,

Router# show redundancy application transport group
Transport Information for RG (1)

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |



| N 7rRa5EUF OBE

| oL-29328-03-J

Client = RF

sv—vpngd 7RaseuTFomiE

TI conn_id my_ip my port peer ip peer por intf L3 L4

0 0 1.1.1.1 59000 1.1.1.2 59000 CTRL IPV4 SCTP
Client = MCP HA

TI conn_id my_ip my port peer ip peer por intf L3 L4

1 1 9.9.9.2 53000 9.9.9.1 53000 DATA IPV4 UDP_REL
Client = AR

TI conn_id my_ip my port peer ip peer por intf L3 L4

2 0 0.0.0.0 0 0.0.0.0 0 NONE_ IN NONE L3 NONE L4
Client = CF

TI conn_id my_ip my_port peer ip peer por intf L3 L4

3 0 9.9.9.2 59001 9.9.9.1 59001 DATA IPV4 SCTP
Transport Information for RG (2)

Client = RF

TI conn_id my ip my port peer ip peer por intf L3 L4

8 0 1.1.1.1 59004 1.1.1.2 59004 CTRL IPV4 SCTP
Client = MCP_HA

TI conn_id my ip my port peer ip peer por intf L3 L4

9 1 9.9.9.2 53002 9.9.9.1 53002 DATA IPV4 UDP_REL
Client = AR

TI conn_id my ip my port peer ip peer por intf L3 L4

10 0 0.0.0.0 0 0.0.0.0 0 NONE IN NONE L3 NONE L4
Client = CF

TI conn_id my ip my port peer ip peer por intf L3 L4

11 0 9.9.9.2 59005 9.9.9.1 59005 DATA IPV4 SCTP

W’ TET 7V r—v a3y T AR—h Z—7 1 OREDFMERLET,

Router# show redundancy application transport group 1
Transport Information for RG (1)
Client = RF

TI conn id my ip my port peer ip peer por intf L3 L4

0 0o 1.1.1.1 59000 1.1.1.2 59000 CTRL IPV4 SCTP
Client = MCP_HA

TI conn id my ip my port peer ip peer por intf L3 L4

1 1 9.9.9.2 53000 9.9.9.1 53000 DATA IPV4 UDP_REL
Client = AR

TI conn id my ip my port peer ip peer por intf L3 L4

2 0 0.0.0.0 0 0.0.0.0 o NONE_IN NONE_L3 NONE_L4

Client = CF
TI conn_id my ip
3 0

my port peer ip peer por intf L3 L4
9.9.9.2 59001 9.9.9.1 59001 DATA IPV4 SCTP

WO, TET SV r—ay NI UAR—N T —72 ORTEDFEME T LET,

Router# show redundancy application transport group 2
Transport Information for RG (2)
Client = RF

TI conn id my ip my port peer ip peer por intf L3 L4

8 0 1.1.1.1 59004 1.1.1.2 59004 CTRL IPV4 SCTP
Client = MCP_HA

TI conn id my ip my port peer ip peer por intf L3 L4

9 1 9.9.9.2 53002 9.9.9.1 53002 DATA IPV4 UDP_REL
Client = AR

TI conn id my ip my port peer ip peer por intf L3 L4

10 0 0.0.0.0 0 0.0.0.0 0 NONE_IN NONE L3 NONE L4
Client = CF

TI conn id my ip my port peer ip peer por intf L3 L4

11 0 9.9.9.2 59005 9.9.9.1 59005 DATA IPV4 SCTP

WL, TET TV r—Taryaryira— A X —TxA AT N—FOBREDHEMET L
i‘j‘o

Router# show redundancy application control-interface group

The control interface for rg[l] is GigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BFD Enabled

Interface Neighbors:

Peer: 1.1.1.2 Active RGs: 1 Standby RGs: 2 BFD handle: 0

The control interface for rg[2] is GigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BFD Enabled

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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Interface Neighbors:
Peer: 1.1.1.2 Active RGs: 1 Standby RGs: 2 BFD handle: 0

KOHNE, TET VA A—yaryaryha— A2 —TxA AT )—TF 1 DFREDFHEME T
L/i‘g—o

Router# show redundancy application control-interface group 1

The control interface for rg[l] is GigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BFD Enabled

Interface Neighbors:

Peer: 1.1.1.2 Active RGs: 1 Standby RGs: 2 BFD handle: 0

WO, TET 7V r—yaravta—b A F—TxAf A TI)L—72 OFREDFEME R
LET,

Router# show redundancy application control-interface group 2

The control interface for rg[2] is GigabitEthernet0/0/0

Interface is Control interface associated with the following protocols: 2 1
BFD Enabled

Interface Neighbors:

Peer: 1.1.1.2 Active RGs: 1 Standby RGs: 2 BFD handle: 0

W’ TET TV r—yay 77—V~ Z—TOREDFHEMETLET,

Router# show redundancy application faults group
Faults states Group 1 info:

Runtime priority: [50]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 2
Faults states Group 2 info:

Runtime priority: [135]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 2

WO, TET 7TV r—yay Zx— s Z0—7 1IZHEAOREDFMERLET,

Router# show redundancy application faults group 1
Faults states Group 1 info:

Runtime priority: [50]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 2

WOFNE, WET VA r—yay 73—k ZA—F 2 IZEAEOREDFHEME R LET,

Router# show redundancy application faults group 2
Faults states Group 2 info:

Runtime priority: [135]

RG Faults RG State: Up.

Total # of switchovers due to faults: 0

Total # of down/up state changes due to faults: 2

wOWNL, TET XV r—y gy 7Fa hal SV —70REOFHMETRLET,

Router# show redundancy application protocol group
RG Protocol RG 1

Role: Standby

Negotiation: Enabled

Priority: 50

Protocol state: Standby-hot

Ctrl Intf(s) state: Up

Active Peer: address 1.1.1.2, priority 150, intf Gi0/0/0
Standby Peer: Local

Log counters:

role change to active: 0

role change to standby: 1

disable events: rg down state 1, rg shut 0

ctrl intf events: up 2, down 1, admin down 1

i

Cisco4000 ') —XISRY 7 bz 7 avJ4Fal—arHAFK
0L-29328-03-J



| N 7rRa5EUFr0BE

| 0L-29328-03-J

S —IRlNA TRALSE T 1 DRKREE

reload events: local request 0, peer request 0

RG Media Context for RG 1

Ctx State: Standby

Protocol ID: 1

Media type: Default

Control Interface: GigabitEthernet0/0/0

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

Stats:

Pkts 117, Bytes 7254, HA Seq 0, Seqg Number 117, Pkt Loss O
Authentication not configured

Authentication Failure: 0

Reload Peer: TX 0, RX 0

Resign: TX 0, RX O

Active Peer: Present. Hold Timer: 10000

Pkts 115, Bytes 3910, HA Seq 0, Seq Number 1453975, Pkt Loss O

RG Protocol RG 2

Role: Active

Negotiation: Enabled

Priority: 135

Protocol state: Active

Ctrl Intf(s) state: Up

Active Peer: Local

Standby Peer: address 1.1.1.2, priority 130, intf Gi0/0/0
Log counters:

role change to active: 1

role change to standby: 1

disable events: rg down state 1, rg shut 0
ctrl intf events: up 2, down 1, admin down 1
reload events: local request 0, peer request 0

RG Media Context for RG 2

Ctx State: Active

Protocol ID: 2

Media type: Default

Control Interface: GigabitEthernet0/0/0

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

Stats:

Pkts 118, Bytes 7316, HA Seq 0, Seq Number 118, Pkt Loss 0
Authentication not configured

Authentication Failure: 0

Reload Peer: TX 0, RX 0

Resign: TX 0, RX 1

Standby Peer: Present. Hold Timer: 10000

Pkts 102, Bytes 3468, HA Seq 0, Seq Number 1453977, Pkt Loss O

wOFNL, TET 7V r—yay Fa bal FJ—71 OREDOEMERLET,

Router# show redundancy application protocol group 1
RG Protocol RG 1

Role: Standby

Negotiation: Enabled

Priority: 50

Protocol state: Standby-hot

Ctrl Intf(s) state: Up

Active Peer: address 1.1.1.2, priority 150, intf Gi0/0/0
Standby Peer: Local

Log counters:

role change to active: 0

role change to standby: 1

disable events: rg down state 1, rg shut 0

ctrl intf events: up 2, down 1, admin down 1
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reload events: local request 0, peer request 0

RG Media Context for RG 1

Ctx State: Standby

Protocol ID: 1

Media type: Default

Control Interface: GigabitEthernet0/0/0

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

Stats:

Pkts 120, Bytes 7440, HA Seq 0, Seq Number 120, Pkt Loss 0
Authentication not configured

Authentication Failure: 0

Reload Peer: TX 0, RX 0

Resign: TX 0, RX O

Active Peer: Present. Hold Timer: 10000

Pkts 118, Bytes 4012, HA Seq 0, Seq Number 1453978, Pkt Loss O

wOFNL, TET 7V r—yay Fa bal FJ—72 OREDEMERLET,

Router# show redundancy application protocol group 2
RG Protocol RG 2

Role: Active

Negotiation: Enabled

Priority: 135

Protocol state: Active

Ctrl Intf(s) state: Up

Active Peer: Local

Standby Peer: address 1.1.1.2, priority 130, intf Gi0/0/0
Log counters:

role change to active: 1

role change to standby: 1

disable events: rg down state 1, rg shut 0

ctrl intf events: up 2, down 1, admin down 1

reload events: local request 0, peer request 0

RG Media Context for RG 2

Ctx State: Active

Protocol ID: 2

Media type: Default

Control Interface: GigabitEthernet0/0/0

Current Hello timer: 3000

Configured Hello timer: 3000, Hold timer: 10000

Peer Hello timer: 3000, Peer Hold timer: 10000

Stats:

Pkts 123, Bytes 7626, HA Seq 0, Seq Number 123, Pkt Loss 0
Authentication not configured

Authentication Failure: 0

Reload Peer: TX 0, RX O

Resign: TX 0, RX 1

Standby Peer: Present. Hold Timer: 10000

Pkts 107, Bytes 3638, HA Seq 0, Seq Number 1453982, Pkt Loss O

WOENL, TET 7V /A — gy Fu hall OBREOHEMERLET,

Router# show redundancy application protocol 1
Protocol id: 1, name: rg-protocol-1

BFD: ENABLE

Hello timer in msecs: 3000

Hold timer in msecs: 10000

OVLD-1l#show redundancy application protocol 2
Protocol id: 2, name: rg-protocol-2

BFD: ENABLE

Hello timer in msecs: 3000

Hold timer in msecs: 10000
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ROPNT, TRT TV r—var A0 F—T oA AIFX—Vx JNV—TOREDFHMEZRLE

TO
Router# show redundancy application if-mgr group
RG ID: 1

interface GigabitEthernet0/0/3.152
VMAC 0007.b421.4e21

VIP 55.1.1.255

Shut shut

Decrement 10

interface GigabitEthernet0/0/2.152
VMAC 0007.b421.5209

VIP 45.1.1.255

Shut shut

Decrement 10

RG ID: 2

interface GigabitEthernet0/0/3.166
VMAC 0007.b422.14d6

VIP 4.1.255.254

Shut no shut

Decrement 10

interface GigabitEthernet0/0/2.166
VMAC 0007.b422.0d06

VIP 3.1.255.254

Shut no shut

Decrement 10

ROBNE, MRT TV r—var AV =Tz AARIX—Vx JA—T 1 BLOIL—720
BREDFEMZ R LET,
Router# show redundancy application if-mgr group 1
RG ID: 1

interface GigabitEthernet0/0/3.152
VMAC 0007.b421.4e21

VIP 55.1.1.255

Shut shut

Decrement 10

interface GigabitEthernet0/0/2.152
VMAC 0007.0421.5209

VIP 45.1.1.255

Shut shut

Decrement 10

Router# show redundancy application if-mgr group 2

RG ID: 2

interface GigabitEthernet0/0/3.166
VMAC 0007.b422.14d6

VIP 4.1.255.254

Shut no shut

Decrement 10

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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interface GigabitEthernet0/0/2.166
VMAC 0007.b422.0d06

VIP 3.1.255.254

Shut no shut

Decrement 10

WL, TET 7V r—yary T—X X =Tz XA TN—TOHREDFFEMERLET,

Router# show redundancy application data-interface group
The data interface for rg[l] is GigabitEthernet0/0/1
The data interface for rg[2] is GigabitEthernet0/0/1

KoOFNE, TRT AV r—ary F—F A A —T A AT N—F1BIOIV—72I1CFHA
DEREDFEMZ R LET,

Router# show redundancy application data-interface group 1
The data interface for rg[l] is GigabitEthernet0/0/1

Router # show redundancy application data-interface group 2
The data interface for rg[2] is GigabitEthernet0/0/1

BFD 7 O— FOD&EE

JL—X @D BFD A4 7 b — REREA Ml L O+ 51213, koa~> RaefEHLET,

BFD 47 0 — ROFREIZOWTIL, WHRZ U —F 4 7 OFE, (163 2—) |[ZHHAN
%Di?—o

* show bfd neighbors [details]
* debug bfd [packet | event]
* debug bfd event

show bfd neighbors =~ > Ki%, BFD B#Rta7T — 4 X—2A 2 F£ R LET,

Router# show bfd neighbor

IPv4 Sessions

NeighAddr LD/RD RH/RS State Int

192.10.1.1 362/1277 Up Up Gi0/0/1.2
192.10.2.1 445/1278 Up Up Gi0/0/1.3
192.10.3.1 1093/961 Up Up Gi0/0/1.4
192.10.4.1 1244/946 Up Up Gi0/0/1.5
192.10.5.1 1094/937 Up Up Gi0/0/1.6
192.10.6.1 1097/1260 Up Up Gi0/0/1.7
192.10.7.1 1098/929 Up Up Gi0/0/1.8
192.10.8.1 1111/928 Up Up Gi0/0/1.9
192.10.9.1 1100/1254 Up Up Gi0/0/1.10

debug bfd neighbor detail =~ > N(X, BFD /X7 v MIBEHET 57 Ny ZJiERER R LET,
Router# show bfd neighbor detail

IPv4 Sessions

NeighAddr LD/RD RH/RS State Int
192.10.1.1 362/1277 Up Up Gi0/0/1.2
Session state is UP and not using echo function.

Session Host: Hardware

OurAddr: 192.10.1.2

Handle: 33

Local Diag: 0, Demand mode: 0, Poll bit: O

MinTxInt: 50000, MinRxInt: 50000, Multiplier: 3

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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Received MinRxInt: 50000
Holddown (hits): 0(0), H

, Received Multiplier: 3
ello (hits): 50(0)

Rx Count: 3465, Rx Interval (ms) min/max/avg: 42
Tx Count: 3466, Tx Interval (ms) min/max/avg: 39

Elapsed time watermarks:

Registered protocols: CE

Uptime: 00:02:50

Last packet: Version: 1
State bit:
Poll bit: 0
C bit: 1
Multiplier:
My Discr.:
Min tx inte
Min Echo in

0 0 (last: 0)

terval: O

eproo—ro&iE [

/51/46
/52/46

F EIGRP
- Diagnostic: 0
Up - Demand bit: 0
- Final bit: 0
3 - Length: 24
1277 - Your Discr.: 362
rval: 50000 - Min rx interval: 50000

show bfd summary =~ > N{X, BFD OZEEERLET,

Router# show bfd summary
Sess

Total

ion Up

400 400

Down

0

show bfd drops =~ > NiX, BFD CRu vy I ry hOFERRTLET,

Router# show bfd drops
BFD Drop Statistics

IpV4 IPV6 IPV4-M IPV6-M MPLS PW MPLS TP LSP
Invalid TTL 0 0 0 0 0 0
BFD Not Configured 0 0 0 0 0 0
No BFD Adjacency 33 0 0 0 0 0
Invalid Header Bits 0 0 0 0 0 0
Invalid Discriminator 1 0 0 0 0 0
Session AdminDown 94 0 0 0 0 0
Authen invalid BFD ver O 0 0 0 0 0
Authen invalid len 0 0 0 0 0 0
Authen invalid seq 0 0 0 0 0 0
Authen failed 0 0 0 0 0 0
debug bfd packet =~ > X, BFD {37 v MIBT 27 /3y Zig@mae Fon LET,

Router# debug bfd packet

*Nov 12 23:08:27.982: BFD-DEBUG Packet: Rx IP:192.11.22.1 1d/rd:1941/0 diag:0 (No Diagnostic)

Down C cnt:4 ttl:254 (0

)

*Nov 12 23:08:27.982: BFD-DEBUG Packet: Tx IP:192.11.22.1 1d/rd:983/1941 diag:3 (Neighbor

Signaled Session Down) I

nit C cnt:44 (0)

*Nov 12 23:08:28.007: BFD-DEBUG Packet: Rx IP:192.

Up PC cnt:4 ttl:254 (0)

*Nov 12 23:08:28.007: BFD-DEBUG Packet: Tx IP:192.

Up F C cnt:0 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Rx IP:192.

Up FC cnt:0 ttl:254 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Tx IP:192.

Up C cnt:0 (0)

11.22.1 1d/rd:1941/983
11.22.1 1d/rd:983/1941
11.22.1 1d/rd:1941/983

11.22.1 1d/rd:983/1941

diag:0 (No Diagnostic)
diag:0 (No Diagnostic)
diag:0 (No Diagnostic)

diag:0 (No Diagnostic)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Rx IP:192.11.90.1 1d/rd:1907/0 diag:0 (No Diagnostic)

Down C cnt:3 ttl:254 (0

)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Tx IP:192.11.90.1 1d/rd:993/1907 diag:3 (Neighbor

Signaled Session Down) I

nit C cnt:43 (0)

*Nov 12 23:08:28.311: BFD-DEBUG Packet: Rx IP:192.

Up C cnt:0 ttl:254 (0)

*Nov 12 23:08:28.626: BFD-DEBUG Packet: Rx IP:192.

Up PC cnt:3 ttl:254 (0)

*Nov 12 23:08:28.626: BFD-DEBUG Packet: Tx IP:192.

Up F C cnt:0 (0)

*Nov 12 23:08:28.645: BFD-DEBUG Packet: Rx IP:192.

Up C cnt:0 ttl:254 (0)

*Nov 12 23:08:28.700: BFD-DEBUG Packet: Rx IP:192.

Up FC cnt:0 ttl:254 (0)

*Nov 12 23:08:28.700: BFD-DEBUG Packet: Tx IP:192.

Up C cnt:0 (0)

*Nov 12 23:08:28.993: BFD-DEBUG Packet: Rx IP:192.

Up C cnt:0 ttl:254 (0)

11.22.1 1d/rd:1941/983
11.90.1 1d/rd:1907/993
11.90.1 1d/rd:993/1907
11.90.1 1d/rd:1907/993
11.90.1 1d/rd:1907/993
11.90.1 1d/rd:993/1907

11.90.1 1d/rd:1907/993

diag:0 (No Diagnostic)
diag:0 (No Diagnostic)
diag:0 (No Diagnostic)
diag:0 (No Diagnostic)
diag:0 (No Diagnostic)
diag:0 (No Diagnostic)

diag:0 (No Diagnostic)
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debug bfd event =~ > N|X, BFDIREEERICEHT 57 Ny VWM EERRLET,
Router# deb bfd event

*Nov 12 23:11:29.503: BFD-DERUG Event: notify client(EIGRP) IP:192.10.16.1, 1d:1401,

handle:77, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client(CEF) IP:192.10.16.1, 1d:1401, handle:77,
event :DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.10.153.1, 1d:1400,

handle:39, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.10.153.1, 1d:1400, handle:39,
event :DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.168.0.1, 1d:1399,

handle:25, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.168.0.1, 1d:1399, handle:25,
event :DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DERUG Event: notify client(EIGRP) IP:192.10.30.1, 1d:1403,

handle:173, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.10.30.1, 1d:1403, handle:173,
event :DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (EIGRP) IP:192.10.36.1, 1d:1402,

handle: 95, event:DOWN adminDown, (0)

*Nov 12 23:11:29.503: BFD-DEBUG Event: notify client (CEF) IP:192.10.36.1, 1d:1402, handle:95,
event :DOWN adminDown, (0)

*Nov 12 23:11:30.639: BFD-HW-API: Handle 1404: Timers: Tx timer 1000000 Detect timer O

*Nov 12 23:11:30.639: BFD-HW-API: Handle 1404: Flags: Poll 0 Final O

*Nov 12 23:11:30.639: BFD-HW-API: Handle 1404: Buffer: 0x23480318 0x0000057C 0x00000000

0x000F4240 0x000F4240 0x00000000 size 24

*Nov 12 23:11:30.641: BFD-HW-API: Handle 1405: Timers: Tx timer 1000000 Detect timer O

*Nov 12 23:11:30.641: BFD-HW-API: Handle 1405: Flags: Poll 0 Final O

*Nov 12 23:11:30.641: BFD-HW-API: Handle 1405: Buffer: 0x23480318 0x0000057D 0x00000000

0x000F4240 0x000F4240 0x00000000 size 24

*Nov 12 23:11:30.649: BFD-DEBRUG Packet: Rx IP:192.10.33.1 1d/rd:1601/1404

diag:7 (Administratively Down) AdminDown C cnt:0 ttl:254 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: V1 FSM 1d:1404 handle:207 event:RX ADMINDOWN state:UP
(0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: resetting timestamps 1d:1404 handle:207 (O0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client (CEF) IP:192.10.33.1, 1d:1404, handle:207,
event :DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Packet: Tx IP:192.10.33.1 1d/rd:1404/0 diag:3 (Neighbor

Signaled Session Down) Down C cnt:0 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Packet: Rx IP:192.10.85.1 1d/rd:1620/1405

diag:7 (Administratively Down) AdminDown C cnt:0 ttl:254 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: V1 FSM 1d:1405 handle:209 event:RX ADMINDOWN state:UP
(0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: resetting timestamps 1d:1405 handle:209 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client (CEF) IP:192.10.85.1, 1d:1405, handle:209,
event :DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Packet: Tx IP:192.10.85.1 1d/rd:1405/0 diag:3 (Neighbor

Signaled Session Down) Down C cnt:0 (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client (EIGRP) IP:192.10.33.1, 1d:1404,

handle:207, event:DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client (CEF) IP:192.10.33.1, 1d:1404, handle:207,
event :DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client(EIGRP) IP:192.10.85.1, 1d:1405,

handle:209, event:DOWN adminDown, (0)

*Nov 12 23:11:30.650: BFD-DEBUG Event: notify client (CEF) IP:192.10.85.1, 1d:1405, handle:209,
event :DOWN adminDown, (0)

*Nov 12 23:11:31.035: $DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor 192.10.191.1

Z Dt DEEE

BFD #REICBIE S DIFHA NG L e~ =27 V&2 FIORLET,
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[ Security Configuration Guide: Zone-Based Policy
Firewall, Cisco 10S XE Release 3S)l  (http://
www.cisco.com/c/en/us/td/docs/ios-xml/ios/
sec_data_zbf/configuration/xe-3s/
sec-data-zbf-xe-book.html) |

PL—F ¢ Fua havpsiflas s R,

[ Cisco I0S IP Routing: Protocol-Independent

Command Referencel]  (http://www.cisco.com/c/en/
us/td/docs/ios-xml/ios/iproute pi/command/

iri-cr-book.html)
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ZOETIH, V—EFTO— R Ry NI —F% 0 S B AV EFBETHHERLET, ZOEIC
RENTWAENL, BAAFBAATYT, 2NO0FONERIERITIZEALY (FFRITE-7-L) #
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6T, ZOEEHRDEIOE. 2y NU—Z BT AREIIEMETHY  MEVIZHLERETE D
ZEIHEELTLLEEZY, ZoHOHNL, HORELEFEHRT D1 DO FIEEZRLTWDETT
ﬁ‘o

ZOFEITIE, ROBINFEHE SN TWET,
* TFTP V=V — TG/ Ny r—Y % a et —3 54, 175 _X—¥

C SR SN TOORE NNy =V EHEALTT — b5 KIS —F 2@ ET 201,
176 ~—

C AN —UNBEIL T AN VAT ALY TN =V T 5, 178 =Y
C AN —=TUNBRIDT AN AT LAY TRy =D S, 179 =Y
C IRy =V EMEHLTT = T 5RO N—FERET D, 181 _—V

C OV I AXal—al TrANDNRY I T T, 186 ~X—

* TYUHNVELSE Cisco YT b = T BALHBMOTR, 188 -

C EV a2 AVFERERAE Ny VOB ERGT 5, 191 X—

TP — /A 5 L— 4 [Z#&/ Sy r— D% 3 E—F B

| 0L-29328-03-J

WIZ, TETP —NInH N — X A/ Ny r—Y % a e —3 562 R LET,

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 Jul 2 2012 15:25:23 +00:00 lost+found
16225 drwx 4096 Jul 31 2012 19:30:48 +00:00 core
178465 drwx 4096 Sep 13 2012 17:48:41 +00:00 .prst sync
324481 drwx 4096 Jul 2 2012 15:26:54 +00:00 .rollback timer
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12 -rw- 0 Jul 2 2012 15:27:06 +00:00
373153 drwx 114688 Sep 13 2012 17:49:14 +00:00
32449 drwx 4096 Jul 2 2012 15:27:08 +00:00
681409 drwx 4096 Jul 31 2012 19:15:39 +00:00
697633 drwx 4096 Jul 2 2012 15:27:08 +00:00

7451738112 bytes total

(7015186432 bytes free)

Router# copy tftp bootflash:

Address or name of remote host
Source filename
Destination filename

[]? 10.81.116.4
[1? rtp-isrd4400-54/isr4400.bin
[isr4400.bin]?

tracelogs.696
tracelogs

.installer
.ssh
vman_fdb

Accessing tftp://10.81.116.4/rtp-1sr4400-54/isr4400.bin...

Loading rtp-isr4400-54/isr4400.bin from 10.81.116.4

(via GigabitEthernetO):

| T I A A I O I O I |

[OK - 424317088 bytes]

424317088 bytes copied in 371.118 secs

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384
16225 drwx 4096
178465 drwx 4096
324481 drwx 4096

12 -rw- 0
373153 drwx 114688
32449 drwx 4096
681409 drwx 4096
697633 drwx 4096

13 -rw- 424317088

7451738112 bytes total

Jul 2 2012 15:25:23 +00:00
Jul 31 2012 19:30:48 +00:00
Sep 13 2012 17:48:41 +00:00

Jul 2 2012 15:26:54 +00:00
Jul 2 2012 15:27:06 +00:00
Sep 13 2012 18:05:07 +00:00
Jul 2 2012 15:27:08 +00:00
Jul 31 2012 19:15:39 +00:00

Jul 2 2012 15:27:08 +00:00
Sep 13 2012 18:01:41 +00:00

(6590910464 bytes free)

(1143348 bytes/sec)

lost+found
core

.prst_sync
.rollback timer
tracelogs.696
tracelogs
.installer

.ssh

vman_ fdb
isr4400.bin

IW—RIZREINTWSHHENNY T — FERALTIT—
T BLS5I1CIL—5F %

WIZ, =2 IRFSNTODHE NNy =V LT — M2 Lo — 2 2RET H61%

~LET,

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384
16225 drwx 4096
178465 drwx 4096
324481 drwx 4096

12 -rw- 0
373153 drwx 114688
32449 drwx 4096
681409 drwx 4096
697633 drwx 4096

13 -rw- 424317088

7451738112 bytes total

BRET 25

Jul 2 2012 15:25:23 +00:00
Jul 31 2012 19:30:48 +00:00
Sep 13 2012 17:48:41 +00:00
Jul 2 2012 15:26:54 +00:00
Jul 2 2012 15:27:06 +00:00
Sep 13 2012 18:05:07 +00:00
Jul 2 2012 15:27:08 +00:00
Jul 31 2012 19:15:39 +00:00
Jul 2 2012 15:27:08 +00:00
Sep 13 2012 18:01:41 +00:00

(6590910464 bytes free)

Router# configure terminal

Enter configuration commands,

one per line.

Router (config) # boot system bootflash:isr4400.bin
Router (config) # config-register 0x2102

Router (config) # exit
include boot

Router# show run
boot-start-marker

boot system bootflash:isr4400.bin

boot-end-marker

license boot level adventerprise

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

End with

lost+found
core

.prst_sync
.rollback timer
tracelogs.696
tracelogs
.installer

.ssh

vman_fdb
isr4400.bin

CNTL/Z.
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Router# copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

Router# reload

Proceed with reload? [confirm]

Sep 13 18:08:36.311 RO/0: $PMAN-5-EXITACTION: Process manager is exiting: process exit
with reload chassis code

Initializing Hardware

System integrity status: c0000600
Failures detected:
Boot FPGA corrupt

Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation, GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 300

ROM:RSA Self Test Passed
ROM:Shab12 Self Test Passed
Self Tests Latency: 58 msec

System Bootstrap, Version 12.2(20120618:163328) [username-ESGROM 20120618 GAMMA 101],
DEVELOPMENT SOFTWARE

Copyright (c) 1994-2012 Dby cisco Systems, Inc.

Compiled Mon 06/18/2012 12:39:32.05 by username

Current image running: Boot ROMO
Last reset cause: LocalSoft
Cisco ISR 4400 platform with 4194304 Kbytes of main memory

File size is 0x194a90a0

Located isr4400.bin

Image size 424317088 inode num 13, bks cnt 103594 blk size 8*512

R R i i
Boot image size = 424317088 (0x194a90a0) bytes

ROM:RSA Self Test Passed
ROM:Sha512 Self Test Passed
Self Tests Latency: 58 msec

Package header rev 1 structure detected
Calculating SHA-1 hash...done
validate package: SHA-1 hash:
calculated 7294dffc:892a6c35:a7a133df:18c032£c:0670b303
expected 7294dffc:892a6c35:a7a133df:18c032£fc: 06700303
Signed Header Version Based Image Detected

Using FLASH based Keys of type = PRIMARY KEY STORAGE

Using FLASH based Keys of type = ROLLOVER KEY STORAGE

RSA Signed DEVELOPMENT Image Signature Verification Successful.

Package Load Test Latency : 5133 msec

Image validated

$IOSXEBOOT-4-BOOT ACTIVITY LONG TIME: (local/local): load modules took: 2 seconds, expected

max time 2 seconds
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.

170 West Tasman Drive
San Jose, California 95134-1706
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Cisco IOS Software, IOS-XE Software (X86 64 LINUX IOSD-UNIVERSALKS9-M), Experimental Version

15.3(20120910:013018) [mcp_dev-BLD-BLD MCP DEV_LATEST 20120910 000023-ios 153]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Sun 09-Sep-12 21:28 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2012 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Warning: the compile-time code checksum does not appear to be present.
cisco ISR4451/K9 (2RU) processor with 1133589K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Press RETURN to get started!

HENYT—UDBREICLT7Z7AIL SRTLIZH TNy
o—oFHHT 5

WIZ, HEN T =V MBRIL T 7 ANV VAT ATy =2 T 262 R~ LET,

request platform software package expand file bootflash:isr4400.bin =~ > N (to 47> = » )MiEH
STV RVWRIZER) ZANT 2L, ANy =Y D% 773y 75— bootflash: (TR <
ET,

Router> enable

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 Jul 2 2012 15:25:23 +00:00 lost+found
16225 drwx 4096 Jul 31 2012 19:30:48 +00:00 core
178465 drwx 4096 Sep 13 2012 18:12:58 +00:00 .prst_sync
324481 drwx 4096 Jul 2 2012 15:26:54 400:00 .rollback timer
12 -rw- 0 Jul 2 2012 15:27:06 +00:00 tracelogs.696
373153 drwx 114688 Sep 13 2012 18:13:31 +00:00 tracelogs
32449 drwx 4096 Jul 2 2012 15:27:08 +00:00 .installer

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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681409 drwx 4096 Jul 31 2012 19:15:39 +00:00 .ssh
697633 drwx 4096 Jul 2 2012 15:27:08 +00:00 wvman_fdb
13 -rw- 424317088 Sep 13 2012 18:01:41 +00:00 1isr4400.bin

7451738112 bytes total (6590029824 bytes free)

Router# request platform software package expand file bootflash:isr4400.bin

Verifying parameters

Validating package type

Copying package files

SUCCESS: Finished expanding all-in-one software package.
Router# dir bootflash:

Directory of bootflash:/

11  drwx 16384 Jul 2 2012 15:25:23 +00:00 lost+found
16225 drwx 4096 Jul 31 2012 19:30:48 +00:00 core
178465 drwx 4096 Sep 13 2012 18:12:58 +00:00 .prst sync
324481 drwx 4096 Jul 2 2012 15:26:54 +00:00 .rollback timer

12 -rw- 0 Jul 2 2012 15:27:06 +00:00 tracelogs.696
373153 drwx 114688 Sep 13 2012 18:16:49 +00:00 tracelogs
32449 drwx 4096 Jul 2 2012 15:27:08 +00:00 .installer
681409 drwx 4096 Jul 31 2012 19:15:39 +00:00 .ssh
697633 drwx 4096 Jul 2 2012 15:27:08 +00:00 vman_ fdb

13 -rw- 424317088 Sep 13 2012 18:01:41 +00:00 isr4400.bin
778756 -rw- 112911096 Sep 13 2012 18:15:49 +00:00
isr4400-espbase.BLD MCP DEV LATEST 20120910 000023.SSA.pkg
778757 -—rw- 2220784 Sep 13 2012 18:15:49 +00:00
isr4400-firmware dsp sp2700.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
778758 -rw- 371440 Sep 13 2012 18:15:49 +00:00
isr4400-firmware fpge.BLD MCP DEV LATEST 20120910 000023.SSA.pkg
778759 -rw- 8080112 Sep 13 2012 18:15:49 +00:00
isr4400-firmware nim tlel.BLD MCP DEV LATEST 20120910 000023.SSA.pkg
778760 -rw- 9331440 Sep 13 2012 18:15:49 +00:00
isr4400-firmware sm 1t3e3.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
778761 -rw- 379632 Sep 13 2012 18:15:49 +00:00
isr4400-firmware ucse.BLD MCP DEV LATEST 20120910 000023.SSA.pkg

--More-- 778754  -rw- 10540 Sep 13 2012 18:15:48 +00:00

isr4400-packages-universalk9.BLD MCP DEV LATEST 20120910 000023.conf
778762 -rw- 27218680 Sep 13 2012 18:15:50 +00:00
isr4400-rpaccess.BLD MCP_DEV_LATEST 20120910 000023.SSA.pkg
778763 -rw- 78938264 Sep 13 2012 18:15:50 +00:00
isr4400-rpbase.BLD MCP DEV LATEST 20120910 000023.SSA.pkg
778764 -rw- 45177592 Sep 13 2012 18:15:50 +00:00
isr4400-rpcontrol.BLD MCP DEV LATEST 20120910 000023.SSA.pkg
778765 -rw- 114662144 Sep 13 2012 18:16:01 +00:00
isr4400-rpios-universalk9.BLD MCP DEV_ LATEST 20120910 000023.SSA.pkg
778766 -rw- 26360568 Sep 13 2012 18:16:03 +00:00
isr4400-sipbase.BLD MCP DEV LATEST 20120910 000023.SSA.pkg
778767 -rw- 13091576 Sep 13 2012 18:16:06 +00:00
isr4400-sipspa.BLD MCP DEV LATEST 20120910 000023.SSA.pkg
778755 -rw- 11349 Sep 13 2012 18:16:06 +00:00 packages.conf

7451738112 bytes total (6150725632 bytes free)

F—OFHET S
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WIZ, AR = 0RO T 7 A VAT NI T RNy =R T A0 A2 R~ LE T,

D dir usb0: =~ > KiZ, bootflash: = 4 L7 R U PNIZH T o r—INARWNWZ & AR LT

=7,
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request platform software package expand file usb0:isr4400.bin to bootflash: =~ > KD A J11£1Z,

bootflash: 5 4 L' 7 R VIZH T Ry r—IUNFERENET,

iZusb0: 74 L7 MU OFIZHY 7,

Router# dir usbO:
Directory of usb0:/

121 -rwx 424317088

Sep 13 2012 18:27:50 +00:00
7988666368 bytes total (7564341248 bytes free)

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 Jul 2 2012 15:25:23 +00:00
16225 drwx 4096 Jul 31 2012 19:30:48 +00:00
178465 drwx 4096 Sep 13 2012 18:12:58 +00:00
324481 drwx 4096 Jul 2 2012 15:26:54 +00:00

12 -rw- 0 Jul 2 2012 15:27:06 +00:00
373153 drwx 114688 Sep 13 2012 18:41:51 +00:00
32449 drwx 4096 Jul 2 2012 15:27:08 +00:00
681409 drwx 4096 Jul 31 2012 19:15:39 +00:00
697633 drwx 4096 Jul 2 2012 15:27:08 +00:00

7451738112 bytes total (6590418944 bytes free)
Router# request platform software package expand file
Verifying parameters

Validating package type

Copying package files

SUCCESS:
Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 Jul 2 2012 15:25:23 +00:00
16225 drwx 4096 Jul 31 2012 19:30:48 +00:00
178465 drwx 4096 Sep 13 2012 18:12:58 +00:00
324481 drwx 4096 Jul 2 2012 15:26:54 +00:00
12 -rw- 0 Jul 2 2012 15:27:06 +00:00
373153 drwx 114688 Sep 13 2012 18:46:52 +00:00
32449 drwx 4096 Jul 2 2012 15:27:08 +00:00
681409 drwx 4096 Jul 31 2012 19:15:39 +00:00
697633 drwx 4096 Jul 2 2012 15:27:08 +00:00
454276 -rw- 112911096 Sep 13 2012 18:46:05 +00:00

isr4400.bin AN — T 7 AL

isr4400.bin

lost+found
core

.prst_sync
.rollback timer
tracelogs.696
tracelogs
.installer

.ssh

vman_fdb

usb0:isr4400.bin to bootflash:

Finished expanding all-in-one software package.

lost+found

core
.prst _sync
.rollback timer
tracelogs.696
tracelogs
.installer

.ssh

vman_ fdb

isr4400-espbase.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg

454277 2220784 Sep 13 2012 18:46:05 +00:00

—rw-—

isr4400-firmware dsp sp2700.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg

454278 -rw- 371440 Sep 13 2012 18:46:05 +00:00

isr4400-firmware fpge.BLD MCP DEV LATEST 20120910 000023.SSA.pkg

454279 -rw- 8080112 Sep 13 2012 18:46:05 +00:00

isr4400-firmware nim tlel.BLD MCP DEV_LATEST 20120910

454280 -rw- 9331440

Sep 13 2012 18:46:06 +00:00

isr4400-firmware sm 1t3e3.BLD MCP DEV LATEST 20120910

454281 -rw- 379632 Sep 13 2012 18:46:06 +00:00

000023.SSA.pkg

000023.SSA.pkg

isr4400-firmware ucse.BLD MCP DEV_LATEST 20120910 _000023.SSA.pkg

--More-- 454274 -rw- 10540

Sep 13 2012 18:46:05

+00:00

isr4400-packages-universalk9.BLD MCP DEV_LATEST 20120910 000023.conf

454282 -rw- 27218680 Sep 13 2012 18:46:06 +00:00

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

isr4400-rpaccess.BLD MCP_DEV_LATEST 20120910 000023.SSA.pkg

454283 -rw- 78938264 Sep 13 2012 18:46:06 +00:00

isr4400-rpbase.BLD MCP DEV LATEST 20120910 000023.SSA.pkg

454284 -rw- 45177592 Sep 13 2012 18:46:06 +00:00
isr4400-rpcontrol.BLD MCP_DEV_LATEST 20120910 000023.SSA.pkg

454285 -rw- 114662144 Sep 13 2012 18:46:16 +00:00
isr4400-rpios-universalk9.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
454286 -rw- 26360568 Sep 13 2012 18:46:19 +00:00
isr4400-sipbase.BLD MCP DEV LATEST 20120910 000023.SSA.pkg

454287 -rw- 13091576 Sep 13 2012 18:46:21 +00:00
isr4400-sipspa.BLD _MCP_DEV_ LATEST 20120910 _000023.SSA.pkg

454275 -rw- 11349 Sep 13 2012 18:46:21 +00:00 packages.conf

7451738112 bytes total (6575869952 bytes free)
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BINYr—C#FERALTI— I BHEIIL—RZERE
ERS

Tl a = T T ANEF TR = T ANV ET 4 L7 BUICKIL T, v—F & ELE)
L7cBIZIE, TR0 7 7 A VOAFIER, HIFR, BEEEZ{TORVNEIICLTLESY, 774
NDOBRIER, HIBR, EIXEOMOETEZITH &, V—F TTHERES LOEERTAET
HAREMER BV £9, ANy —TOKNR—T g E, REZFROBRIORT LY YT
Wy —URNEENTWET, L, ANy =YD= a Jid, &7y r—v
DRI HN—=Ta UREFENTNDLZERH £7,

®13: I Ryyr—2

YINyir—o Bl

RPBase Nk Fat v RP) OALL—TF (27 AT A VT N 2T A
L ET, Zhuk, ME—DEBATRER /Sy F— U T,

RPControl CiscolOS 7t 2 7Ty N T4 —LDMMOESEODOA v 2 —T = A
REpharyhe—L FL—r FavxEHELET,

RPAccess Secure Socket Layer (SSL) . % =7 ~ =/ (SSH) . ZOfhdotEX =
T A HERET . HIRfTE a AR =R FOMELE = AR— M LET,

RPIOS Cisco 108 XE HERENRTTH L ONFAT S A 55T & 72 5 Cisco 10S 71— /L
Pt LET, SHE Ny r—TiTiE, 825 3—T 3 O RPIOS N5
FNTWET,

ESPBase Embedded Services Processor (ESP) A XL —F 47 257 A, 7o

A, BIOESP V7 MU= 7T AL F4,

SIPBase I~ v 2 2R EE L F9,

SIPSPA AT W0) R ANzl x4,

Ty —AT T Tr7 =0T BT lr—, TRy =T 0E, xy hU—7
HWEY 2—/ (NIM) F7203 Cisco EEY —E A £V 2 — LDV hmn
EIRTEY 2a— NV XA THREENTHET,

ROBNE, ¥ TNy =V flio TEEBT 2ROV —F2RET D HEEZRLTWET,

WOFNTRT L 912, dirbootflash: =2~ FIZE V. +_RTHOH T o hr—I T da =2
77y ANDBHEICF L7 7 AN VAT AGHEETAH LI 720 F5,

Router# dir bootflash:
Directory of bootflash:/

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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11  drwx 16384 Jul 2 2012 15:25:23 +00:00 lost+found

16225 drwx 4096 Jul 31 2012 19:30:48 +00:00 core

178465 drwx 4096 Sep 13 2012 18:12:58 +00:00 .prst sync
324481 drwx 4096 Jul 2 2012 15:26:54 +00:00 .rollback timer

12 -rw- 0 Jul 2 2012 15:27:06 +00:00 tracelogs.696

373153 drwx 114688 Sep 13 2012 18:46:52 +00:00 tracelogs
32449 drwx 4096 Jul 2 2012 15:27:08 +00:00 .installer
681409 drwx 4096 Jul 31 2012 19:15:39 +00:00 .ssh

697633 drwx 4096 Jul 2 2012 15:27:08 +00:00 wvman_fdb
454276 -rw- 112911096 Sep 13 2012 18:46:05 +00:00
isr4400-espbase.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
454277  -rw- 2220784 Sep 13 2012 18:46:05 +00:00
isr4400-firmware dsp sp2700.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
454278 -rw- 371440 sSep 13 2012 18:46:05 +00:00
isr4400-firmware fpge.BLD MCP DEV_LATEST 20120910 _000023.SSA.pkg
454279  -rw- 8080112 Sep 13 2012 18:46:05 +00:00
isr4400-firmware nim tlel.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
454280 -rw- 9331440 Sep 13 2012 18:46:06 +00:00
isr4400-firmware sm 1t3e3.BLD MCP DEV_LATEST 20120910 _000023.SSA.pkg
454281 -rw- 379632 Sep 13 2012 18:46:06 +00:00
isr4400-firmware ucse.BLD MCP_DEV_LATEST 20120910 _000023.SSA.pkg

--More-- 454274  -rw- 10540 Sep 13 2012 18:46:05 +00:00
isr4400-packages-universalk9.BLD MCP DEV_LATEST 20120910 000023.conf
454282 -rw- 27218680 Sep 13 2012 18:46:06 +00:00
isr4400-rpaccess.BLD MCP_DEV_LATEST 20120910 000023.SSA.pkg

454283 -rw- 78938264 Sep 13 2012 18:46:06 +00:00
isr4400-rpbase.BLD MCP DEV LATEST 20120910 000023.SSA.pkg

454284 -rw- 45177592 Sep 13 2012 18:46:06 +00:00
isr4400-rpcontrol.BLD MCP_DEV_LATEST 20120910 000023.SSA.pkg

454285 -rw- 114662144 Sep 13 2012 18:46:16 +00:00
isr4400-rpios-universalk9.BLD MCP DEV_LATEST 20120910 _000023.SSA.pkg
454286 -rw- 26360568 Sep 13 2012 18:46:19 +00:00
isr4400-sipbase.BLD MCP DEV LATEST 20120910 000023.SSA.pkg

454287 -rw- 13091576 Sep 13 2012 18:46:21 +00:00

isr4400-sipspa.BLD _MCP_DEV_ LATEST 20120910 000023.SSA.pkg

454275 -rw- 11349 Sep 13 2012 18:46:21 +00:00 packages.conf

7451738112 bytes total (6575869952 bytes free)

Router# show running | include boot
boot-start-marker

boot-end-marker

license boot level adventerprise
Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # boot system bootflash:packages.conf
Router (config) # config-register 0x2102
Router (config) # exit

Router# show running | include boot
boot-start-marker

boot system bootflash:packages.conf
boot-end-marker

license boot level adventerprise
Router# copy run start

Destination filename [startup-config]?
Building configuration...

[OK]

Router# reload

Proceed with reload? [confirm]

Sep 13 18:49:39.720 RO/0: $PMAN-5-EXITACTION: Process manager is exiting: process exit with

reload chassis code

Initializing Hardware

System integrity status: c0000600
Failures detected:
Boot FPGA corrupt

Key Sectors: (Primary, GOOD), (Backup,GOOD), (Revocation, GOOD)
Size of Primary = 2288 Backup = 2288 Revocation = 300

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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ROM:RSA Self Test Passed
ROM:Sha512 Self Test Passed
Self Tests Latency: 58 msec

System Bootstrap, Version 12.2(20120618:163328) [username-ESGROM 20120618 GAMMA 101],

DEVELOPMENT SOFTWARE
Copyright (c) 1994-2012 Dby cisco Systems, Inc.
Compiled Mon 06/18/2012 12:39:32.05 by username

Current image running: Boot ROMO
Last reset cause: LocalSoft
Cisco ISR 4400 platform with 4194304 Kbytes of main memory

File size is 0x00002c55

Located packages.conf

Image size 11349 inode num 454275, bks cnt 3 blk size 8*512

#

File size is 0x04b48098

Located isr4400-rpbase.BLD MCP_DEV_LATEST 20120910 000023.SSA.pkg

Image size 78938264 inode num 454283, bks cnt 19273 blk size 8*512

Boot image size = 78938264 (0x4b48098) bytes

ROM:RSA Self Test Passed
ROM:Shab512 Self Test Passed
Self Tests Latency: 58 msec

Package header rev 1 structure detected
Calculating SHA-1 hash...done
validate package: SHA-1 hash:
calculated dbe960a6:d239245c:76d93622:d6c31ad4l:40e9e420
expected dbe960a6:d239245¢c:76d93622:d6c31ad4l:40e9e420
Signed Header Version Based Image Detected

Using FLASH based Keys of type = PRIMARY KEY STORAGE

Using FLASH based Keys of type = ROLLOVER KEY STORAGE

RSA Signed DEVELOPMENT Image Signature Verification Successful.
Package Load Test Latency : 1159 msec

Image validated

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software, IOS-XE Software (X86 64 LINUX IOSD-UNIVERSALKS9-M), Experimental Version

15.3(20120910:013018) [mcp_dev-BLD-BLD MCP DEV LATEST 20120910 000023-ios 153]

Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Sun 09-Sep-12 21:28 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2012 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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or the applicable URL provided on the flyer accompanying the IOS-XE
software.

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Warning: the compile-time code checksum does not appear to be present.
cisco ISR4451/K9 (2RU) processor with 1133589K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Press RETURN to get started!

Router>

Router> en

Router# show version

Cisco IOS XE Software, Version BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ext
Cisco IOS Software, ISR Software (X86 64 LINUX IOSD-UNIVERSALK9-M), Experimental Version
15.4(20140527:095327)

[v154 3 s xe313 throttle-BLD-BLD V154 3 S XE313 THROTTLE LATEST 20140527 070027-ios 156]

I0S XE Version: BLD V154 3 S XE313 THROTTLE LATEST

Cisco IOS-XE software, Copyright (c) 2005-2014 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 1 minute

Uptime for this control processor is 4 minutes
--More-- System returned to ROM by reload
System image file is "bootflash:packages.conf"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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If you require further assistance please contact us by sending email to
export@cisco.com.

License Level: adventerprise
License Type: EvalRightToUse
--More-- Next reload license Level: adventerprise

cisco ISR4451/K9 (2RU) processor with 1133589K/6147K bytes of memory.
Processor board ID FGL1619100P

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

4194304K bytes of physical memory.

7393215K bytes of Compact flash at bootflash:.

7816688K bytes of USB flash at usbO:.

Configuration register is 0x2102

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 Jul 2 2012 15:25:23 +00:00 lost+found
16225 drwx 4096 Jul 31 2012 19:30:48 +00:00 core
178465 drwx 4096 Sep 13 2012 18:53:29 +00:00 .prst sync
324481 drwx 4096 Jul 2 2012 15:26:54 +00:00 .rollback timer

12 -rw- 0 Jul 2 2012 15:27:06 +00:00 tracelogs.696
373153 drwx 114688 Sep 13 2012 18:54:03 +00:00 tracelogs
32449 drwx 4096 Jul 2 2012 15:27:08 +00:00 .installer
681409 drwx 4096 Jul 31 2012 19:15:39 +00:00 .ssh
697633 drwx 4096 Jul 2 2012 15:27:08 +00:00 wvman_fdb
454276 -rw- 112911096 Sep 13 2012 18:46:05 +00:00
isr4400-espbase.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
454277  -rw- 2220784 Sep 13 2012 18:46:05 +00:00
isr4400-firmware dsp sp2700.BLD_MCP DEV_LATEST 20120910 _000023.SSA.pkg
454278 -rw- 371440 Sep 13 2012 18:46:05 +00:00
isr4400-firmware fpge.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
454279  -rw- 8080112 Sep 13 2012 18:46:05 +00:00
isr4400-firmware nim tlel.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
454280 -rw- 9331440 Sep 13 2012 18:46:06 +00:00
isr4400-firmware sm 1t3e3.BLD_MCP DEV_LATEST_20120910_000023.SSA.pkg
454281 -rw- 379632 Sep 13 2012 18:46:06 +00:00
isr4400-firmware ucse.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
--More-- 454274  -rw- 10540 Sep 13 2012 18:46:05 +00:00
isr4400-packages-universalk9.BLD MCP DEV_ LATEST 20120910 000023.conf
454282 -rw- 27218680 Sep 13 2012 18:46:06 +00:00
isr4400-rpaccess.BLD MCP DEV LATEST 20120910 000023.SSA.pkg
454283  -rw- 78938264 Sep 13 2012 18:46:06 +00:00
isr4400-rpbase.BLD MCP_DEV_LATEST 20120910 000023.SSA.pkg
454284 -rw- 45177592 Sep 13 2012 18:46:06 +00:00
isr4400-rpcontrol.BLD MCP_DEV_LATEST 20120910 000023.SSA.pkg
454285 -rw- 114662144 Sep 13 2012 18:46:16 +00:00
isr4400-rpios-universalk9.BLD _MCP DEV_LATEST_ 20120910 _000023.SSA.pkg
454286 -rw- 26360568 Sep 13 2012 18:46:19 +00:00
isr4400-sipbase.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
454287 -rw- 13091576 Sep 13 2012 18:46:21 +00:00
isr4400-sipspa.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg
454275 -rw- 11349 Sep 13 2012 18:46:21 +00:00 packages.conf

7451738112 bytes total (6574940160 bytes free)

Router# del isr4400%*

Delete filename [i1sr4400*]°?

Delete bootflash:/isr4400-espbase.BLD MCP DEV LATEST 20120910 000023.SSA.pkg? [confirm]
Delete bootflash:/isr4400-firmware dsp sp2700.BLD MCP DEV LATEST 20120910 000023.SSA.pkg?
[confirm]

Delete bootflash:/isr4400-firmware fpge.BLD MCP DEV LATEST 20120910 000023.SSA.pkg? [confirm]
Delete bootflash:/isr4400-firmware nim tlel.BLD MCP_DEV_LATEST 20120910 _000023.SSA.pkg?
[confirm]

Delete bootflash:/isr4400-firmware sm 1t3e3.BLD MCP DEV LATEST 20120910 000023.SSA.pkg?
[confirm]

Delete bootflash:/isr4400-firmware ucse.BLD MCP DEV_LATEST 20120910 _000023.SSA.pkg? [confirm]
Delete bootflash:/isr4400-packages-universalk9.BLD MCP DEV_LATEST 20120910 _000023.conf?
[confirm]

Delete bootflash:/isr4400-rpaccess.BLD MCP DEV LATEST 20120910 000023.SSA.pkg? [confirm]
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Delete bootflash:/isr4400-rpbase.BLD MCP DEV LATEST 20120910 000023.SSA.pkg? [confirm]
Delete bootflash:/isr4400-rpcontrol.BLD MCP DEV_LATEST 20120910 000023.SSA.pkg? [confirm]
Delete bootflash:/isr4400-rpios-universalk9.BLD MCP_DEV_LATEST 20120910 _000023.SSA.pkg?
[confirm]

Delete bootflash:/isr4400-sipbase.BLD MCP DEV LATEST 20120910 000023.SSA.pkg? [confirm]
Delete bootflash:/isr4400-sipspa.BLD | MCP DEV LATEST 20120910 000023.SSA. pkg? [confirm]
Router# dir bootflash:

Directory of bootflash:/

11  drwx 16384 Jul 2 2012 15:25:23 +00:00 lost+found
16225 drwx 4096 Jul 31 2012 19:30:48 +00:00 core
178465 drwx 4096 Sep 13 2012 18:53:29 +00:00 .prst sync
324481 drwx 4096 Jul 2 2012 15:26:54 +00:00 .rollback timer
12 -rw- 0 Jul 2 2012 15:27:06 +00:00 tracelogs.696
373153 drwx 114688 Sep 13 2012 18:54:03 +00:00 tracelogs
32449 drwx 4096 Jul 2 2012 15:27:08 +00:00 .installer
681409 drwx 4096 Jul 31 2012 19:15:39 +00:00 .ssh
697633 drwx 4096 Jul 2 2012 15:27:08 +00:00 wvman fdb
454275 -rw- 11349 Sep 13 2012 18:46:21 +00:00 packages.conf

7451738112 bytes total (6574952448 bytes free)

Router# del packages.conf

Delete filename [packages.conf]?

Delete bootflash:/packages.conf? [confirm]

Router# copy tftp bootflash:

Address or name of remote host []? 10.81.116.4

Source filename []? rtp-isr4400-54/isr4400.bin
Destination filename [isr4400.bin]?

Accessing tftp://10.81.116.4/rtp-isr4400-54/isr4400.bin..

Loading rtp-isr4400-54/isr4400.bin from 10.81.116.4 (via GlgabltEthernetO)
RN NN

[OK - 424317088 bytes]

424317088 bytes copied in 351.758 secs (1206276 bytes/sec)

>74¥1p—9a>774wmwv77vj
SENT A0, kROLEBY T,

A=K T S a7 4 Xal—rary IrANET - T Ty vallat—79%, (186
~N—30)

AR —KNT T AT 4 Fal—a Ty ANEUSBTY T v a RIATICar—4 5%,
(187 ~=2—73)

A= NT S AT 4 X al— g T ANETETPH—NCa ' —4 54, (188 <—
)

AR— b7y Ta T4 XaL—3 07740V ET—RD2S5Syda
[ZaE—9 %

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 Jul 2 2012 15:25:23 +00:00 lost+found
16225 drwx 4096 Jul 31 2012 19:30:48 +00:00 core
178465 drwx 4096 Sep 13 2012 18:53:29 +00:00 .prst_sync
324481 drwx 4096 Jul 2 2012 15:26:54 400:00 .rollback timer

Cisco4000 ') —XISRY 7 bz 7 avJ4Fal—arHAFK
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ZA— b7y T AV T4XaL—23  TFALEUSBISvIa FS54T1zaE—33

12 -rw- 0 Jul 2 2012 15:27:06 +00:00 tracelogs.696
373153 drwx 114688 Sep 13 2012 19:03:19 +00:00 tracelogs
32449 drwx 4096 Jul 2 2012 15:27:08 +00:00 .installer
681409 drwx 4096 Jul 31 2012 19:15:39 +00:00 .ssh
697633 drwx 4096 Jul 2 2012 15:27:08 +00:00 wvman_fdb

13 -rw- 424317088 Sep 13 2012 19:02:50 +00:00 1isr4400.bin

7451738112 bytes total (6150721536 bytes free)
Router# copy nvram:startup-config bootflash:
Destination filename [startup-config]?

1367 bytes copied in 0.116 secs (11784 bytes/sec)
Router# dir bootflash:

Directory of bootflash:/

11 drwx 16384 Jul 2 2012 15:25:23 +00:00 lost+found
16225 drwx 4096 Jul 31 2012 19:30:48 +00:00 core
178465 drwx 4096 Sep 13 2012 18:53:29 +00:00 .prst sync
324481 drwx 4096 Jul 2 2012 15:26:54 +00:00 .rollback timer

12 -rw- 0 Jul 2 2012 15:27:06 +00:00 tracelogs.696
373153 drwx 114688 Sep 13 2012 19:03:19 +00:00 tracelogs
32449 drwx 4096 Jul 2 2012 15:27:08 +00:00 .installer
681409 drwx 4096 Jul 31 2012 19:15:39 +00:00 .ssh
697633 drwx 4096 Jul 2 2012 15:27:08 +00:00 wvman_fdb

13 -rw- 424317088 Sep 13 2012 19:02:50 +00:00 isr4400.bin

14 -rw- 1367 Sep 13 2012 19:03:57 +00:00 startup-config

7451738112 bytes total (6150717440 bytes free)
Router# copy bootflash:startup-config tftp:

Address or name of remote host []? 172.18.40.33
Destination filename [router-confg]? startup-config
I

1367 bytes copied in 0.040 secs (34175 bytes/sec)
Router# exit

Router con0O is now available

Press RETURN to get started.

ARA—=brF79TaA0T74F2L—2a30 T74ILEUSBTSvia
K>S JICaE—9 5%

Router# dir usbO:

Directory of usb0:/

No files in directory

4094840832 bytes total (4094836736 bytes free)
Router# copy nvram:startup-config usbO:
Destination filename [startup-config]?

1644 bytes copied in 0.248 secs (6629 bytes/sec)
Router# dir usbO:

Directory of usb0:/

3097 -rwx 1644  Oct 3 2012 14:53:50 +00:00_ startup-config

4094840832 bytes total (4094832640 bytes free)
Router#

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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AR— b7y T aT74XaL—32 T74I)L% TFIP H—/N[Z O

E—39 %4l

Router# copy nvram:startup-config tftp:

Address or name of remote host

[1? 172.18.40.4

Destination filename [router-confg]?

3274 bytes copied in 0.039 secs

Router#

(83949 bytes/sec)

FORINELZFZECisco VT F YT TERBEHRODRT

WOBITIZ, HE/Ny 7 — Y OEIEMEOFHMAEHICER R SN THET,

router# show software authenticity running
PACKAGE isr4400-rpbase.BLD MCP DEV LATEST 20130114 162711.SSA.pkg

Image type Special
Signer Information
Common Name CiscoSystems
Organization Unit IOS-XE
Organization Name CiscoSystems
Certificate Serial Number 50F48E17
Hash Algorithm SHAS512
Signature Algorithm 2048-bit RSA
Key Version A
Verifier Information
Verifier Name rp_base

Verifier Version

BLD MCP DEV LATEST 20130114 162711

PACKAGE 1sr4400-rpcontrol.BLD MCP DEV_LATEST 20130114 162711.SSA.pkg

Image type Special
Signer Information
Common Name CiscoSystems
Organization Unit IOS-XE
Organization Name CiscoSystems
Certificate Serial Number 50F48DA3
Hash Algorithm SHA512
Signature Algorithm 2048-bit RSA
Key Version A
Verifier Information
Verifier Name rp_base

Verifier Version

BLD MCP DEV LATEST 20130114 162711

PACKAGE isr4400-rpios-universalk9.BLD MCP DEV_LATEST 20130114 162711.SSA.pkg

Image type Special
Signer Information
Common Name CiscoSystems
Organization Unit IOS-XE
Organization Name CiscoSystems
Certificate Serial Number 50F48E98
Hash Algorithm SHAS12
Signature Algorithm 2048-bit RSA
Key Version A
Verifier Information
Verifier Name rp_base

Verifier Version

BLD MCP DEV LATEST 20130114 162711

PACKAGE 1isr4400-rpaccess.BLD MCP_DEV_LATEST_ 20130114 162711.SSA.pkg

Cisco4000 ') —XISRY 7 bz 7 avJ4Fal—arHAFK
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Image type

Signer Information
Common Name
Organization Unit
Organization Name

Certificate Serial Number

Hash Algorithm

Signature Algorithm

Key Version

Verifier Information
Verifier Name
Verifier Version

Special

CiscoSystems
I0OS-XE
CiscoSystems
50F48DB4
SHA512
2048-bit RSA
A

rp base
BLD MCP_DEV_LATEST 20130114 162711

PACKAGE 1sr4400-firmware dsp sp2700.BLD MCP_DEV_LATEST 20130114 162711.SSA.pkg

Image type

Signer Information
Common Name
Organization Unit
Organization Name

Certificate Serial Number

Hash Algorithm

Signature Algorithm

Key Version

Verifier Information
Verifier Name
Verifier Version

Special

CiscoSystems
IOS-XE
CiscoSystems
50F48DBE
SHA512
2048-bit RSA
A

rp_base
BLD_MCP_DEV_LATEST_20130114_162711

PACKAGE 1sr4400-firmware sm 1t3e3.BLD MCP DEV_LATEST 20130114 162711.SSA.pkg

Image type

Signer Information
Common Name
Organization Unit
Organization Name

Certificate Serial Number

Hash Algorithm

Signature Algorithm

Key Version

Verifier Information
Verifier Name
Verifier Version

Special

CiscoSystems
IOS-XE
CiscoSystems
50F48DC7
SHAS12
2048-bit RSA
A

rp_base
BLD MCP DEV LATEST 20130114 162711

PACKAGE isr4400-firmware nim tlel.BLD MCP DEV_ LATEST 20130114 162711.SSA.pkg

Image type

Signer Information
Common Name
Organization Unit
Organization Name

Certificate Serial Number

Hash Algorithm

Signature Algorithm

Key Version

Verifier Information
Verifier Name
Verifier Version

PACKAGE isr4400-espbase.BLD MCP

Special

CiscoSystems
I0OS-XE
CiscoSystems
50F48D74
SHA512
2048-bit RSA
A

rp base
BLD_MCP_DEV_LATEST_ 20130114 162711

DEV_LATEST 20130114 162711.SSA.pkg

Image type

Signer Information
Common Name
Organization Unit
Organization Name

Certificate Serial Number

Hash Algorithm

Signature Algorithm

0L-29328-03-J

Special

CiscoSystems
IOS-XE
CiscoSystems
50F48D64
SHA512
2048-bit RSA
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Key Version

Verifier Information
Verifier Name
Verifier Version

: rp_base
: BLD_MCP_DEV_LATEST 20130114 162711

PACKAGE isr4400-sipbase.BLD MCP DEV LATEST 20130114 162711.SSA.pkg

Image type

Signer Information
Common Name
Organization Unit
Organization Name

Certificate Serial Number

Hash Algorithm

Signature Algorithm

Key Version

Verifier Information
Verifier Name
Verifier Version

: Special

: CiscoSystems
: IOS-XE

: CiscoSystems
: 50F48D9%4

: SHAS12

: 2048-bit RSA
: A

: rp_base
: BLD_MCP_DEV_LATEST_ 20130114 162711

PACKAGE 1sr4400-sipspa.BLD MCP DEV LATEST 20130114 162711.SSA.pkg

Image type

Signer Information
Common Name
Organization Unit
Organization Name

Certificate Serial Number

Hash Algorithm

Signature Algorithm

Key Version

Verifier Information
Verifier Name
Verifier Version

SYSTEM IMAGE
Image type
Signer Information
Common Name
Organization Unit
Organization Name
Certificate Serial Number
Hash Algorithm
Signature Algorithm
Key Version

Verifier Information
Verifier Name
Verifier Version

ROMMON
Image type

Signer Information
Common Name
Organization Unit
Organization Name

Certificate Serial Number

Hash Algorithm

Signature Algorithm

Key Version

Verifier Information
Verifier Name
Verifier Version

Microloader
Image type

Signer Information

Common Name

i Cisco4000 > —XISRY T b7 avT4Fal—2ay

: Special

: CiscoSystems
IOS-XE
CiscoSystems
50F48D7F
SHAS12
2048-bit RSA
A

: rp base
: BLD MCP DEV LATEST 20130114 162711

: Special

CiscoSystems
IOS-XE
CiscoSystems
50F48F33
SHA512
2048-bit RSA
: A

ROMMON
System Bootstrap,

Version 12.2(20121015:145923

: Special

CiscoSystems
I0S-XE
CiscoSystems
50801108
SHA512
2048-bit RSA
A

ROMMON
System Bootstrap,

Version 12.2(20121015:145923

: Release

: CiscoSystems

EE
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Organization Name : CiscoSystems
Certificate Serial Number : bace997bdd9882£8569e5b599328a448
Hash Algorithm : HMAC-SHA256
Verifier Information

Verifier Name : Hardware Anchor

Verifier Version : FO1001R06.02c4c06£82012-09-17

EVA—IIWFERITRENYT—VDFHEAZTWMET S
ZOFEITIE, ANy =TV ONEOGEMBHEE IR RS NVET,

router# request platform software package describe file
bootflash:isr4400-rpbase.BLD_MCP_DEV_LATEST 20130114_162711.SSA.pkg
Package: 1sr4400-rpbase.BLD MCP_DEV_LATEST 20130114 162711.SSA.pkg

Size: 79755832

Timestamp: 2013-01-15 15:46:59 UTC

Canonical path: /bootflash/isr4400-rpbase.BLD MCP DEV LATEST 20130114 162711.SSA.pkg

Raw disk-file SHAlsum:
5cd5916a216bl47e3d9%9e33c0dcbafbl8d86bdad%4

Digital Signature Verified

Computed SHAlsum:
de80d5920819d224113b81ald64b17449859952e

Contained SHAlsum:
de80d5920819d224113b81ald64b17449859952e

Hashes match. Package is wvalid.

Header size: 760 bytes
Package type: 30001
Package flags: 0

Header version: 1

Internal package information:
Name: rp base
BuildTime: 2013-01-14 14.55
ReleaseDate: Mon-14-Jan-13-16:27
BootArchitecture: 1686
RouteProcessor: overlord
Platform: ISR
User: mcpre
PackageName: rpbase
Build: BLD MCP_DEV_LATEST 20130114 162711
CardTypes:

Package is bootable on RP when specified
by packages provisioning file.

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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14.

Call Home D& E

Call Home #§8E1X., 7 VT 4 INIRV AT A A X hEE A—LBIX N Web ETiEALET,
Ry oYL —E R WEOETA—/, FIEXMLN—2O HEfET T 70 r—a &
D MDD DIC, SESERA v E—VORANMEATE E, ZOMED K%
HAEE LTI, 2y V=7 R — MEREOEE—T 7 Ry N —7 AL —g
YU H—~DE A—/Li@H, R — bk Web VA b~D XMLIEF, YA2a07 7 =04
R— b (TAC) THpI% EHEERT D720 D Cisco Smart Call Home —EADHE A2 ENH Y £
7

Z DFTIX, Cisco ISR 4400 * U — X jL— % I L N Cisco ISR 4300 + J — X JL— % @ Cisco
I0S Release 15.4(3) S L&D U U — 2 T Call Home FERE 2 7% & 2 HIEICHOW T L £4,

ZOEZ, WOETHEEINWTHET,

© BEREIE R OMERR, 194 N—v

* Call Home DORfESEME, 194 ~—

* Call Home |22\ T, 194 ~_X—

* Call Home O EFHIE, 196 ~R—

* By s =F v ORGE, 223 N—Y

* Call Home 3% EHFM O IR, 232 X—

* CallHome @O 7 # )V Fe%7E, 237 ~X—

* TI—h TN —TFOREA R hEavr R, 237 =Y
C AyvEBE—TUDONRE, 244 RX—T

© ZTOMOBEEE, 253 RX—
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B #essors

Call Home D& E I

R AE IR R D HERR

Call Home

THERHOY T R 2T U — AT, ZOFYa— LTINS T RTOMIENRYF— X
TWDEEFRY /A, EFTOHKREREREEEFHIZOWTUL, ZHEHOTI v h7+r—A2 LY
T2 7 VU —RZRHE LY U —R J— &SR LTLEIN,

7Ty b7 —2DYKR— b, BELDCiscolOS, CatalystOS V7 "7 =7 A A=V DHHR— RZ
B 2 1E M A M%7 H1TiL,. Cisco Feature Navigator Z{# f L £9°, Cisco Feature Navigator (27 7
T 24 5IZ1%, http:/tools.cisco.com/ITDIT/CFN/Z Z M L T 72 &V, Cisco Feature Navigator (27
I AT HEDIT, YRAADTH T MILEDH Y FH A,

=L 15 k
DHItEEH
Call Home ZiXET D70 DRSS AZ RIT R LE T,

CEREHEDZITBAIZA v E—VORETZHHITE D L HIC, WEILOETA—LT FL2
(Smart Call Home @ 7 /L& gk TIEMZE, Call Mode NEXLET— R TA =TI o>TW 5
BAiEA T ay) | EWES (AFFvay) | FEFHER v ay) ERETDHILEN
HYET,

SHRL LB I OOET T 7 AV (CEAIERE R —PER) FRETHBERDY E
T, HHT25ETm 7y ANVE ZEZ T AT ABRTy bV AL T NL
A, F721% Cisco Smart Call Home 72 EO HEfF —EADOWT N THLIMNMZ L > THERZD F
7

SESET AT 7y ANVPE A=)V Ay —UREEHEHA L TWDLGE, YTV A VERE T
7 kb (SMTP) H—NZfRETLHMLENH Y 7,

*JL—HITE A —/b P— " FE 713505 HTTP — N IP e SN TV A MLERH Y 77,

* Cisco Smart Call Home %1 9 2 5-A&1%. 58472 Cisco Smart Call Home ¥ — B X Zf2fit4- 3
72D, T, AeRRE Lo Hh72 9 — B AR METT,

Call Home [ZTDU\T

Call Home #§REZ 375 & 3XE, BREESRME. 41XV hVU | syslog, A F v vay b, BX
VI T yva AR MIOWTDOEREELT 77— Avb—U%RETEET, 50T
T—h A=V, BFA N ARN—RFEEE Wb X—AD A v —T L LTRSS ET,
BEDOA v =V T 3=~y hMLEBERTEXLDOT, N7y hULH—bB R EAER R E A A —
v F72E XML R—20 B8 7 7Y r—v a v EOEBENEONE T, T ORERETIL.
B DOZEH (CallHomesiE7 7 7 AL EWH) 1T 7— M aEETEET, 57T m 77 A
NTEL, AvE—VEKRLarTroYyohT I ERETEE9, Cisco TAC
(callhome@cisco.com) (27 7 — M & EETH-OOFERIER S N7 a7 7 A VBB S
TWET, Fo, MEADHEE TR 7 7 A NVEERTHI L TEET,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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http://tools.cisco.com/ITDIT/CFN/

I Call Home D& FE
Call Home 222Uy + |

FIpA Yy =V ORGEAT Va7 r—~y M AT a Al 0 JEOFR— hEEZR
BIZRATEET,
ZIZ T, WONFIZHOWTHALET,

* Call Home Z 142 A U v

* Smart Call Home ¥ — & A D Futs

CallHome Z{EHJT 5 A U v k

Call Home #§BBICIZR D X 972 AV » R H VY £,
KDL BRBEHDOA v —VEAAL T3
*va—hTXAL AR Ty bULEIFEIRER O LR — B,
L —r TR AR O LRSS SN A v — VR,
* XML : XML ¥ & OY Adaptive Markup Language (AML) Document Type Definitions (DTD)
T B~ P HEE R AR BT, XML BT, A2 TAC L@EETEF
7,
CHEED A v — UBE S~ D [RIFFELE 23 T HE,
CEEDOA =T AT FRE, BESRME. A XU R syslog. ATy va oy b,
7?‘)1‘/1 /])/{\‘/ ]\fig) o
CHKEL AR -y TILED A E—VDT 4 NE Y T
CEHRIRA v E—VREEDOAR TV a1 T

Smart Call Home H— E X D E:

VA O L EEY—E R EFEA TV A AL, SmartCallHome U — B A TG TE £9, Smart
Call Home /%, Smart Call Home A »vtE—T %08 L, WEiib HESSHEE 22t L3, BEmo
R, 24 74 VZ2WikEEIZ oW TIE,. TAC IZ Automatic Service Request 23ERL SV E T,

Smart Call Home (Z1%., ROBEEEDH VD £,
SRR T NA A ANV ARFE=Z Y T LU T AEA LOZET 77— b,

* SmartCallHome * v &—O0#H7, SHEIZG LT, BEIY—E RER G722 WiEHRN &
FNB) BPERIN, %95 TAC F— A2 —F 4 V7 INBT-. ROEMER % =81l
TXET,

X TRy VEEEN, ZEAOT A ANDLERE, EIEHTTP 7 r % o —n%
Zyru— Ra[RERERES — bV =4 (TG) #f&H L TiThivET, TGHEMNKRA > M.
BEOT AL, 252 R— T EEEFERITEF 2V T A BHICL T, TAAM AL H—
Fv MIEEER TERWEARICERTE T,
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Call Home DFE |
B calHome nEAE

* 9T Smart Call Home 7 /3 A @ Smart Call Home A vt — L HELEHIE, (X h U
B, BLOREHBRICWeb 7 72T 52 L2k, BET L7 40— R, ¥l
TS, BLOYAR—METHBERIZCT 7 BATEET,

Smart Call Home TR OIHH Z 88k 5 MLENH D £77,
* Jb—% & SMARTnet K%+
CEFA—NLT FLA
* Cisco.com O 1—H4,

Smart Call Home O FEAIIZ-DVNTIiX, https:/supportforums.cisco.com/community/4816/smart-call-home
EZML T TEE,

Anonymous Reporting

Smart CallHome (%, %< D A2 —ERAZNICE TN L — B AEIET, BRI HEEZ L0 R
IR CE DL IICTHET A Z L ZHMELCVET, o, 7T v va A vE—UNbEG
L72iFEE, A aPBG o8 E L TV S RIEZE# L9 < LET . Smart Call Home %
L7206 T 6. Anonymous Reporting & A R — 7 /WZT 5 & ¥ AATT /3 20BNk
DTT—BIO~NVATEREEX 2 7IC%(5 T £ 9, AnonymousReporting & A F*—7 /L2 L7z
e, BEDNHETHH20MIEA O F E T, BAMERITEE INEEA,

(GE)  Anonymous Reporting % 1 X — 7 /MZTH L, VATELITTRAARbo TEBEITHI NV
H—IHRET — X 2k THZ EICABETHAZ LIC2 0 3 CRKEUANOEZET) , VA
AT, TRTOBERDTTA N —Z R L THWET, YA TOFAFEROLY
WZOWTIE, Y AaDF T A4 — 27— Kk A & (http://www.cisco.com/web/siteassets/legal/
privacy.html) 2R L T 7230,

CallHome NEL TRESNTWDE, 77y va, A" M), BIORTRAN A=
R AZEEINET, BROHBNERITERE SNEE A,

INHDRA v E—VOEERROFEMIONTIE, 77— ML —7ORE A X hEaw R,
(237 =) BB LTI,

=L = s
Call Home DX TE A&
DLTFOHETIE, 1 >Oa~<r FEMHH LT Call Home Z 5% E9 2 HFEEICOWTHA L £,
* Smart Call Home O /E (H—=<2FK) , (197 R—)
* Smart Call Home DF%E & A x—7 L1k, (198 ~—2)
DIFOHETIE, SFHRREBLIOA Y a VOREIZHOWTIHBHLET,

*CallHome DA X —7 VB LT =7, (198 X—)

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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I Call Home D& E

Smart Call Home DFEE (HE—a< 2 F) B

CHIGCTEROEE, (199 =X—)

SR TT T ANVDFRE, (201 2—)

* T T —h TI—TF DB, (205 2—)

C REIREBA AN AT T a L ORE, (211 =)

*Call Home A v —Y%EED L — MR E, (213 2—)

*HTTP 71 %3 $—0fFE, (214 2—)

*CallHome A v E—DI0S 2> REFEITT H72DD AAAFRGED A F—T 1k, (2153—

V)

*syslog A U T OFKE, (215 3—)

*CallHome 7 —#% 7T A RN —DORE, (216 2—)

* Call Home i#{g O F#hix(5, (217 X—)

Smart Call Home DE&FE (HE—a< > F)

1 >Oa<y RTTRTOH Call Home DIEARRE L A F—T7 /WIZT DI, WOFIEEFITLE

R
FIEDHEE
1. configure terminal
2. call-home reporting {anonymous | contact-email-addr email-address} [http-proxy {ipv4-address |
ipv6-address | name} port port-number|
F IR D8
ARV RFERERETIVa Y B8
Z 5w | configure terminal AT 4 Fal—arET—RIZAD LT,
71
i -
Router# configure terminal
ATy | call-homereporting {anonymous | -5 =~ > K% {#if L T Call Home DIEAZREZEZ A F—7 VI LET,
-2 | contact-email-addr

email-address} [http-proxy
{ipv4-address | ipv6-address |
name} port port-number)

1 -

Router (config) # call-home
reporting contact-email-addr
email@company.com

| 0L-29328-03-J

*anonymous : 7 7 v a AykE—Y A _U RN AvE—U BX
OT AN AvE—=VDHEFEEFL, ZNHDOA v E—VEESTHEE
4% X 9 Call-Home TAC 71 7 7 A V%A X —T M LET,

* contact-email-addr : Smart Call Home "— Y A D 7 )L L ik — MMEREE A
F—=T WL, TN A_ M) A ytE—T % Call Home TAC 7' 1
7 7 A /)5 Smart Call Home $—/NTIiEE L CT7/VRERT 1 2 %2 B
HmLET,
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B smartCall Home D3z & 1 +—TLiE

Call Home D% E

A RERIFTZIIaY BH#

* http-proxy {ipv4-address | ipv6-address | name} : ipv4d 721 ipv6 7 K L
AL BLHZNEFY =R ERELET, RKAEIL64XFTT,

* port port-number : N — N EF
HEMEOHFPHIL 1 ~ 65535 T,

GE) HTTP 7m &y A7 a Tk, Ny 77 V74 57200MA
DTBRFXY = NBLOT A ANL0EX 2 7H#iAFHTE
F7,

GE) call-home reporting =~ > N fli ] L CTEA £ 72137 VBERE— R
TCallHome Z IE#IZA R—T NI LTk, £ X R XA yt—
UNEEEZNE T, Call Home 2 7 IVEEERTE— K TA 2 —T T
o TWDIGE, TAVBBE—ROTINLA L RXU N Ay —Y
MIE(E S E T, Call Home 2 ES E— R TA R—T 7> T
WHGE, BEADA RN AyE—URNEEINET, Zh
EDA Y=V DFENEDFEMZOVWTIL, 77—k Z—7
DEBA X hEavr R, (2373—=Y) LTSN,

Smart Call Home MEXE & 1 +*— T It

Y

Cisco Smart Call Home ¥—E 2D 7 7'V /r—3 a2 B LU EICET 2 EHRIC OV TIL, https:/
supportforums.cisco.com/community/4816/smart-call-home (Z & % [Smart Call Home User Guide] @

[Getting Started] DIEAZZBML T SV, ZO =27 MWL, T ANSERE, £7-130
B — b =A (TG) HFHIKRA > &I LT Smart Call Home A v — T EEETHZODORE
BINEENLTNET,

G¥)

HTTPS ([ZIHEMA 72 A v — REFBAEREENTWDH72D, X2 U T 4 LOBEHNG,
HTTPS 5k A 7L a VAT HZ L 2BEIO LET, A ¥—Fy b~OERIIENRA
U MNEFIET e R UNMLERIEAIL, Ciscocom D F T a— Ra[gERfinikF— b= A Y
Zhy =T EEHATEET,

CallHome DA %*—JILE LU T1E—TIL

Call Home #§6E% A4 X2 — T NV ET2I1TT 4 B—T7 /T 2121E, WO FNEIZENFE T,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |
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| call Home D3t
gnrrgozrE I

FIEDHEE

1. configure terminal
2. service call-home

3. no service call-home

F IR D 48

AY U RERRTIVa Y B
2T w1 configure terminal a7 4 Fal—varE—RNIADET,

51 -

Router# configure terminal

ATvT2 service call-home Call Home FREZ A X —7 M L E T,

1 -

Router (config) # service call-home

ATFvT3 no service call-home Call Home #6275 4 E— 7 /M LET,

51 -

Router (config) # no service call-home

BRI IFHD a’“i

BN—H HIELE T A=V T FLAREGENDILENH Y £ (7272 L Call Home D EH
:E—F’C4’Z TIICHEESNTWDGEEERL) . LR T, B, E. 2BYID, A%
~—1ID, 1 FIDZEVHBTHZ LN TEET,

B EF R 2B D B THITE, ROFIREZEITLET,

FIEDHEE

configure terminal

call-home

contact-email-addr email-address
phone-number +phone-number
street-address street-address
customer-id zext

site-id rext

O NS R D=

contract-id rext

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
I 0L-29328-03-J



B EscmEgozmc

Call Home D& E I

FIE
aAX U RFERET7TIVa Y B#)
& A configure terminal a7 4 Fal—ayET—RIADET,
{5l
Router# configure terminal
ATvT2 call-home Call Home i EH 7€ — FIZAY £7°,
fA
Router (config) # call-home
27w T3 contact-email-addr email-address HODEFA—NT FLAZEELET, EA—LT FL
A T H—~ v MUFAR—=R72 L THRK 200 LFETAN
i) TEET,
Router (cfg-call-home) #
contact-email-addr
usernamelexample.com
ATvT4 phone-number +phone-number (EE) BOOEFEEZEZF Y TET,
Bl - GE) BFIMT IR () ETIHED, ¥yia
Rou.ter (cfg-call-home) # phone-number (_) ki&if:”—ﬁ)é’\ihé J: 5 N‘ L/T < f:é I/\O
+1-800-555-4567 17 LFETANTEET, AXN—R2EDLHY
ald. = MU ZBIHARE () THDMLENRH D
£
ATFvTH street-address street-address (IEE) RMAKESEDORIESETH A A OEFRZEIY YT FE
To 200 CFETANTEET, AR ZEZOL5E1T
E = MY ZGI AR (0) THLLERDH D £3,
Router (cfg-call-home) # street-address
“1234 Picaboo Street, Any city, Any
state, 12345“
ATvT76 customer-id fext (LE) W AZ~—IDERELET, 64 LFETANT
TET, AN—REFDLIEEE. = N ARG ()
i THLMLERD D 7,
Router (cfg-call-home) # customer-id
Customerl234
ATvF1 site-id zext (LE) WAZ~—HA FIDEEBELET, 200 LFET
ANTEET, ARN—REEDLIHEEIE. = ) 25|
I () CTHLLERDHD 7,
Router (cfg-call-home) # site-id
SitelManhattanNY
ATv78 contract-id fext LE) V—2DOZKID #HELET, 64 LFETAN

£ -
Router (cfg-call-home) # contract-id
Companyl234

TEXET, AX—XZEDLIEEIL. = M) 25| A%
() THTLERHD £,

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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seeTnrrrose |

1
WIS, EREEE AR ET DPl 2R LET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # call-home

Router (cfg-call-home) # contact-email-addr usernamel@example.com

Router (cfg-call-home) # phone-number +1-800-555-4567

Router (cfg-call-home) # street-address “1234 Picaboo Street, Any city, Any state, 12345”
Router (cfg-call-home) # customer-id Customerl234

Router (cfg-call-home) # site-id SitelManhattanNY

Router (cfg-call-home) # contract-id Companyl234

Router (cfg-call-home) # exit

BHLETOT7AILDERE

T e T 7 A, T T — MEAICKLEREEERAEENTWET, DR EL 1005
FTa 7 ANANPULETT, 1 2EI3EEOZA TOBEROEETa 7 7 A VERETXET,
T 7T a7 7 A NVEERLTERET DI &b, EBFLOEET a7 7 A NV EaE— LT

AT EHTEET, HILWSET R 7 7 AV ZERTLEEE. Tu7 s A qz8n Y
THRENDHY £75,

| 0L-29328-03-J

(GE) Cisco Smart Call Home +—E R 2T 2545, 85707 7 A /WX XML A vE—UEA%
AT Z2LERNHY £,

ST 0T 7 AR, ROBHEZRETE £

U TrANG =P EBRDOBHLT T AN E—BEITEINT EFEY, e T AL
1131 XFFETCTRLFE/NLFIEXRB S ERE A,

A

Gx) a7 s AN E L TCalliMEHATE TR A,

CHREE T I — FEEETAHODEEA T =L (BFA—/VEZITZHTTP (HTTPS %
aie) ) .
C A —PERDILET O T FANDEE, EXA—ANT 74/ T, EHLOERIEH
DEZEA D= A LA X—T NI TEES, MFOHEET 48— MCTDH L, E
A—)LINA X —T N7 Y £97,

cH LM UOIEFR I CiscoTAC 7' 7 7 A VDA, WTIWDNDIEE A =X Lk A
F =T TEF TN, FARFICIEA =TI TEERA,
ST RL R 7T — hEFETHIREFIEICEE L-EEOT FL A,

A=V T I FORBIMENT A vE—URR, a—FEREETE T AL
DXL T g id, a7 TFFAM, Ya— TR, FREXMLTY, T 74/ 6
X XML TF, EERFEHLDIVATATAC IO 77 A LDEE. XML ULHMEACTxEHA,

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i



Call Home D& E I
B sxsoorrionE

CAVE=V YA R SR =V ORRY A X, AHEIHIL 50 ~ 3,145,728 /31 T,
T 7 &V MEIL 3,145,728 /XA R TT,
Anonymous Reporting : & ID ZEADE FICTH L HIBRTEET, ZIUT kv, @BME

AN SNER A,
TBLOBHET T— b SA—T OB A HOBUEEERTT 7 — b S — TR
B EBTEET,

Z 2T, RORFICONTHALET,
CHTLUESE T 1 7 7 A VDR, (202 —3)
SET T T A NADAE—, (204 %—)

c T ANDELE— FORTE, (204 2—)

2L LULNELRTO 7 7 A4 IILDIERL
FLGEE T a7 7 A VEER L, RET DL, ROFIBEIZHENET,

I

FIRDOHME
1. configure terminal
2. call-home
3. profile name
4. [no] destination transport-method {email | http}
5. destination address {email email-address | http url}
6. destination preferred-msg-format {long-text | short-text | xml}
1. destination message-size-limit bytes
8. active
9. end
10. show call-home profile {name | all}
FIBD 4
ARV NFERERETOVa Yy EL:Y
&R configure terminal a7 4 Fal—ary ET—RICADET,
i -
Router# configure terminal
ATvT2 call-home Call Home i EH 7€ — FIZAD £,
1
Router (config) # call-home

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |
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ETOAT7AILDERE

ARV RFERRETIVa Y

E]:)

ATvT3 profile name fRES s 7 a7 7 4 Micxd % Call Home %65
TuT r ANVREYTE—RICAD £F, HEINE
Bl ST 0T 7 A NPEE LW S . ERSIVET,
Router (config-call-home) # profile profilel
ATFvT4 [no] destination transport-method {email | UEE) Avb—UlEkhEd A 2—7 Mz LET,
http} no A7y a VEBRY D & . HIERT 4t —T M
V) \gz—g—O
{1
Router (cfg-call-home-profile) # destination
transport-method email
ATFwTH destination address {email email-address | http | Call Home A v & — %2 EET AL E A —/L T L
url} AFE71TURL 2% E LE 7,
5l - GE) 5695 URL & AN $ 25813, —\3t
Router (cfg-call-home-profile) # destination a7 qj—__/\‘wcj;) z) n & 5 b)&:ﬁ; LT http://
address email myaddress@example.com 35 71—: X https:// %*E‘ﬁ L jﬁ —9’—
XTFvT6 destination preferred-msg-format {long-text || (L&) i+ A A v —VRAEZHELET, T
short-text | xml} 7 4L M XML T3,
1
Router (cfg-call-home-profile) # destination
preferred-msg-format xml
2Ty T destination message-size-limit bytes EE) sk 7 7 A VDR A v E— 0K KY
A RAERELET,
1 -
Router (cfg-call-home-profile) # destination
message-size-limit 3145728
ATv T8 active kTR Ty ANEAF—T VI LET, T 74 h
T, 707 7 A VAIERREHI A R =T 20 &
Bl 4,
Router (cfg-call-home-profile)# active
ATv79 end it EXEC £ — RIZRY £,
il -
Router (cfg-call-home-profile) # end
ATv710 show call-home profile {name | all} HESNZT T 7 AN, ERITREFHOTRTO

1 -

Router# show call-home profile profilel

Ta 7 AT AT e T s A NVREEFRL
ij‘o

| 0L-29328-03-J
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BBETAT7AILOOE—
BEfFEO7a 7 7y AN Eat— L TCH LW a0 7 7 A VEERT 5121, ROFNEICHEVET,

Call Home D&E |

FIRDOHME
1. configure terminal
2. call-home
3. copy profile source-profile target-profile
FlED
ATV RFERETIVa Y B#Y
&R configure terminal a7 4 Fal—ay ET—RIAYFET,
i -
Router# configure terminal
ATvT2 call-home Call Home fZE 7€ — RIZAD £,
i :
Router (config) # call-home
2FvTS3 copy profile source-profile target-profile BEfF D57 a7 7 A Vv L6 UERE THr LV oE

{1 -

Router (cfg-call-home) # copy profile profilel
profile2

BT Ty A NVEERLET,

JOJ7A4ILDEZLE— FDERTE
BL T T 7 ANVERET AT, ROFNEIZHEWNET,

FIRDOHE

el

configure terminal
call-home
profile name

anonymous-reporting-only

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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75—t sn—F~0%E I}

FEDEFHA
ARV REEET7IVa Y B
2Ty 1 configure terminal AT 4 Fal—var E—RIADET,
{1 -
Router# configure terminal
ATvT2 call-home Call Home X EV 7 E— RIZAY £7°,
{1
Router (config) # call-home
ATv73 profile name FaT AN AT 4 Fal— gy T— NEAR—T
M LET,
&1
Router (cfg-call-home) profile
Profile-1
2Ty T4 anonymous-reporting-only a7y ANEELE— NIEELET,

i
Router (cfg-call-home-profile) #
anonymous-reporting-only

GE) 7 7 4/V h T, CallHome |X, 7’17 7 A LA
FRSNTNDTRTOA Rk XA FIZBET S
SERMUAR—FEEELET,
anonymous-reporting-only /3% € S LT\ 5 & |
7T vva, AR BEXOT AN Ay
U IREEINET,

75—k TIL—T~DZER

TI—K ITN—T1F, TRTONL—FZTHER—FEZINTWD CallHome 77— F&H LN UOFE
ZL7-Y 7y b TYF, CallHome 77— NI XA T ELIZHIOT 77— b I N—F12 7 v—74k
SNFET, ROTTF7— bk TNA—RHEHAEETT,

| 0L-29328-03-J

* Crash

* Configuration
* Environment
* Inventory

* Snapshot

* Syslog

2T, IROWNBITHOWTEA L E1,

s Ehmm, (209 *—)
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TI3— b TL—T~DEE

CAvE—VEKELIVE, (209 <—)
R fyFvaybhavwr R URARNOEE, (210—)
KT TF—F IN—TDRENA R N2 T T7—h ZT—TOEEA X favw R, (237 X—

D) IR LET, 79— F A= A v bB—VONEE A vB—VORNE, (244 2—2) (TR
]\/iﬁ—o

ST T 7 AN LIIRET LT T = =T % 1 DOETITEBRRTE £,

GE) Call Home 77— M, Z® CallHome 77— b REFENTNDLT 7 — K Z—F 2RI
TWASEET e 7 7 A M LDEEEINEFA, SHIZ, TIT— K I —T %A F2—T)IZ
TOMENRDHY E7,
w7 a7y ANE N ODELIFEROT 77— 8 T A—TITMASHL5E6,. RO FIRICHENE
@—O
FIEDBE
1. configure terminal
2. call-home
3. alert-group {all | configuration | environment | inventory | syslog | crash | snapshot}
4. profile name
5. subscribe-to-alert-group all
6. subscribe-to-alert-group configuration [periodic {daily 44 :mm | monthly date hh.mm | weekly day
hh:mm} |
1. subscribe-to-alert-group environment [severity {catastrophic | disaster | fatal | critical | major | minor
| warning | notification | normal | debugging}]
8. subscribe-to-alert-group inventory [periodic {daily //:mm | monthly date hh:mm | weekly day hh:mm} |
9. subscribe-to-alert-group syslog [severity {catastrophic | disaster | fatal | critical | major | minor |
warning | notification | normal | debugging}]
10. subscribe-to-alert-group crash
11. subscribe-to-alert-group snapshot periodic {daily 4#4:mm | hourly mm | interval mm | monthly date
hh:mm | weekly day hh:mm}
12. exit
FIEDFHE
ARV RFEREET7TIVa Y =Lz
ATFvT1 configure terminal a7 4 Fal—ary EFT—FRIZAYET,
il -
Router# configure terminal

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |



I Call Home D& E

75—t sn—F~0%E I}

aAvY RFERET7IIY

B

ATw 72 |call-home Call Home iX &Y 7€ — RIZAD £,
f
Router (config) # call-home
ZFw 73 |alert-group {all | configuration | BESNEZT I— N V=T A X—T M LET, TCT
environment | inventory | syslog | crash | DT FG—h T N—T oA F—T VT BHI2IE, allF—T— K
snapshot} EMALET. F74A NTH, TRTOT F— |k ZA—7
. WA X =T N F9°,
| -
Router (cfg-call-home) # alert-group all
ATv 74 | profile name RESNT5H T a7 7 A VKT 5 CallHome 5657 1 7 7
A NVREVTE— FIZAD £,
fAi
Router (cfg-call-home) # profile profilel
ATFvTH subscribe-to-alert-group all EHIEWEREEZHFEHA L TWATXTOMEHARRERT 5 — b
TN—TICBE L ET,
i - — N 5 - o
Router (cfg-call-home-profile) # AT 276 7 % A7 711 TﬁH‘Eﬁ Lansg C]: 2 a“‘ q%eﬂi@&
subscribe-to-alert-group all A TLIHBNCT T — 8 TNV —T BT AL TEE
R
GE) Zoa<y Rk, syslog DT Ny T DT 7 )0 kD
EREICRESNET, ZHUTED ., KED syslog
Ay —URERSNET, ARERLAIE. )
REREBIOARNZ =V Z2EHLTT I—F 7 —
FIAERN B SR L TS T2 S0,
ATFvT6 subscribe-to-alert-group configuration Z D% 7 a7 7 A )L % Configuration 7 7 — ~ 7 /L— 712X
[periodic {daily 2/.mm | monthly date hh:mm | g5\ % 4. EHEA, (2092—) THBLTWA LI,
| weeKly day hh:mm}] TE W) 7238 %0 FH 12 Configuration 77— b 7 V— 7 2% E T
ij—o
fA
Router (cfg-call-home-profile) #
subscribe-to-alert-group configuration
periodic daily 12:00
AT 1 |subscribe-to-alert-group environment Z DS e 7 7 A V% Environment 77— b 7 /L— &

[severity {catastrophic | disaster | fatal |
critical | major | minor | warning |
notification | normal | debugging} ]

i

Router (cfg-call-home-profile) #
subscribe-to-alert-group environment
severity major

FLET, AvE—UVEKELEVE, (209—) Tl
LTWB LT, BEREIOSLTAy =27 4002
74 A 7=\ Environment 7 7 — b J V=T HRETE F9,

| 0L-29328-03-J
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Call Home D&E |
B 7>5-t+7r—F~nzi

aAvY RFERET7II Y B &

AT w78 |subscribe-to-alert-group inventory [periodic| = »55%: 7 0 7 7 A L % Inventory 7 7 — 7 /L—F 1T B L
{daily Ah:mm | monthly date hh:mm | weekly £, EHhEE, (209°—) THEHLTWA LT, M
day hh:mm}] A7 @A AT Inventory 77— kN N —T R ETE LT,

i -

Router (cfg-call-home-profile) #
subscribe-to-alert-group inventory
periodic monthly 1 12:00

AT 9 |subscribe-to-alert-group syslog [severity | = »%i/: 7 10~ 7 A /L% Syslog 7 77— b 7 /—7 1088k L £
{catastrophic | disaster | fatal | critical | T, AvbB—YEKELEVE, (2092—) T LTV

major | minor | v.varning | notification | AL, BREISLTA v —UhT 4 LAY VI 5

normal | debugging} ] = - . o 2 S
X9 Syslog 77— FN—TEHEETXET,

Bl - % syslog A v E—VNTRET 57T F A N AF—UEFET

Router (cfg-call-home-profile)# xXF4, XF—UERBETHE, IBESINT-ANEZ—0nEF

2252§§i§e;§?;ilert—group environment j’b\ Ek&f‘ L%U\1ﬁﬂ:—ﬁ'§—é%é\&:fiﬁ' Syslog?’?“— ]\ &
N—T Ay —UNEEINET, NP —UIZARX=ZANE
ENDHEEIE. B/ () TAXR—=2AZHLLERH Y F
T, SET R T FANTLIINE— B SO TIRETEE
j—o

25+ 710 |subscribe-to-alert-group crash a—W% a7 7 A)VD Crash 77— Z)—T7 1288k L %

T 774NV FTTACT B 7 7 A VL Crash 7 7 — ks 7 /L—

i TITBRER S I, BERA R TE E A,

Router (cfg-call-home-profile) # [no |

default]

subscribe-to-alert-group crash
AT 711 |subscribe-to-alert-group snapshot periodic | = %% 7" 11 77 7 A /L % Snapshot 7 7 — bk 7 /L— 71284k L
{daily hh:mm | hourly mm | interval mm | £, EHLEE, (2095—) THBLTWA LI, EH
monthly date hh:mm | weekly day hh:-mm} | gy 255501 51 = Snapshot 7 5 — h 7 /b— 7 & ETE £,

i - 7 7 4/ N TIL, Snapshot 77— K ZL—72FfT79Ha~
Routerl(cfg—call—home—profile) # Y RIEbHVFEEAL, A RETTI—F T N—7 OHFIZEM
subscribe-to-alert-group snapshot T% iﬁ_ (X‘i“y7o“/5l > INISEVAN U 2 }\@EQEE, (210

periodic daily 12:00 N . .
N—=) BBH) ., 299 HZ LT, Snapshot 77— bk 7

—TIBMENT-a~y RO IR AT TFay b Ay
’!Z*‘:\/\L:i{ﬁﬁﬁﬁihij«o

XFw 12 |exit CallHome 55 e 70 7 7 A VIR EV 72— REHKR T LET,

11 -

Router (cfg-call-home-profile) # exit

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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I Call Home D& E
75—t sn—F~0%E I}

& HA @ %0

Configuration, Inventory, & 7-1%Snapshot” 77— k Z/L—FZ58% 707 7 A NV EBEKT H & X
TI7—= I N—=T Xy = EIEEMIICZET 20, EIFREORMICEMNCZET 20
ABRTEET, FHEHMIE, ROVWTFANTEET,

*fEH 24 O T hhemm (B 2 14:30) TREETORANZHEE L ET,

*fEil : dayhh:mm &0 S TEATHER P AfE LES, 22T, day (3MEH 28I A
AT 7 R LET (] : Monday) .

@ H : date hh:mm WO X T1~31DH L ZIEEL 7,
[ EHINR A v E—UREEINDRMEE 1 ~60 0 CTHRELET,
B B A v E—URNEEEINDREL () Z0~S9 D THRELET,

A

GE) R L OMRIC & B @@ EnIX, Snapshot 77—k 7/ —7TCOHRFEHFHETT,

Ayt—CEKRELEME

3i5C7 1 7 7 A /L% Environment, F£721% Syslog 77—~ ZNV—T IR THLE, AvE—
HREZESNTT 7= b IN—T Aot —V2EETHLODO LIV HEZRETEET, i
TR T ANVIHRE LT LEVEX VEWED A v —1F, sikickfEsnEzE A,
HRELEWVMEOREIHEHINSAF—T— RE, RORIIRLET, HRELZVEOH
I%. catastrophic (L~/L 9, FmEBREE) 75 debugging (L~ 0, FAIKEREE) TJ, Syslog
F 721 Environment 77— k Z—7 OEKE L EVEPHE SN TWRWES, 774/ M
debugging (L~ 0) TJ, Configuration 77— k 7 /L—7"% X N Inventory 77— k 7 /L—7
TIHEREITRETEEE A, BRETHIC normal IZEE SVET,

GE) Call Home DEKREET, VAT A AvE— aX L Z7OEKREL TR T,

R14:EREE Syslog LRILDTyELY

L)L | F—D—F Syslog LN\ )L HL:l

9 catastrophic — Ty MU= SRR R EENFEE L TV E
¥

8 disaster — Xy NT—=ZIZERBEENKROET,

7 fatal e (0) AT LHME A RTREZRRAE,

6 critical 77—k (1) VT o FVIIREE, 7o BITIEE DM E,

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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B 75-t+or—F~nzi

LR | F—T7—F Syslog L NJL E5EA

5 major BT (2) BHRZIRTE,

4 minor =7— (3) LR 72 KRB,

3 warning = 4) RN IR

2 notification @ (5) AW EAEB L OMERA ve— T3, B
FRLZav EEEOERWEE T,

1 normal fis# (6) PEERRRBIC R D 2 & 2 m AR A R T

0 debugging TRy 7 (7) TN T A=,

AFwToaybavoy R YR MDETE

AFyFvayhavry R URARNERETDICNE. WOFIEEZFEITLET,

FIROWME
1. configure terminal
2. call-home
3. [no | default] alert-group-config snapshot
4. [no | default] add-command command string
5. exit
FIED
OV bFERETOVa Y B#Y
& A configure terminal a7 4 Fal—ar E—RNIIAY F1,
51 -
Router# configure terminal
ATvT2 call-home Call Home i &% 7€ — RIZAY £7,
1 -
Router (config) # call-home
ATFvT3 [no | default] alert-group-config snapshot 2FyFayvyhar74Xal—yaryE—RN%

PaR L £

i . e . PR
Router (cfg-call-home) # alert-group-config no 7213 default =~ >~ BN ‘a—/\T@XT y7vay
snapshot k=< R&HIBR LET,

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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—wusEFA—L AT a0 B

AU RFERETIYa Y =]:g]
ATFw T4 [no | default] add-command command string |Spapshot 7 5 — ~ 7 /L —FZa~ > FaBEML £,
no ¥ 721% default =~ > NiX, ®Hs3 252~ FEH|
1 - PRLET,
Router(cfg—call—home—sgapshot)#
add-command “show version” * command string : 10S 2~ N, R KREIT 128 3
FTT
ATvT5 exit “BTL, REZRELET,
1 -
Router (cfg-call-home-snapshot) # exit

— R EFA—IL AT a VDEE

FIRDHE

| 0L-29328-03-J

EA—/L A v —VHREA AT HI21E, 7 A— iRk 7a ol (SMTP) E A —/LH—
NT RLREDRLSEL 1 ORTETHLENHY T, BETEEERLE A= T KL AE2HR
TL, X I T T EA=N P —R"E4O5FTHETETET,

—fRHIREBA A= T g CORERITIL. ROEIZERE LT ZE N,

Ny T T BA=N Y=L, BRD57T7A4F )T 1 FFZMEH LT, mail-server =~
VREMYIRTEERTEET,

* mail-server priority number /X7 A — 43X 1~ 100 [ZEXEARETT, 7 I7A4 4V T 4 BxbE
W (T IT7AFV T 4 FEDRBIE) = TR L ET,

—fRHJR E A=)V AT v a UERET DI, ROFNEICHENE T,

configure terminal

call-home

mail-server [{ipv4-address | ipv6-address} | name] priority number
sender from email-address

sender reply-to email-address

source-interface interface-name

N o wDh-=

vrf vif-name

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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Call Home D&E |

FEDEFHA
ARV REEEFET7IVa Y B
2Fw T configure terminal Ay 74 F¥al—varyE—RIAYET,
{1 -
Router# configure terminal
ATvT2 call-home Call Home &% EY 7 E— RIZAD £,
{5
Router (config) # call-home
ATy F3 | maikserver [{ipv4-address | E AL 87 FLAZEID ST, BEFHDE A—L 3
ipv6-address} | name] priority number | )y DA 7 T 5 A AV T 4 BEY M T ES
Bl ROV NDPOFIETHELE T,
Router (cfg-call-home) # o o o s .
mZilﬁgeivgrcztmp.Ziimple.com gzﬁl)l /L/i% ND 1P 7?}\L/;K
priority 1 N . -
CET AN Y NOERES R A A 4 (FQDN) (64 3C°F
*T)
1 REDTTAFVT 1) 5100 (RIEOTTA4 4V T () OF
TAFV T 4 FZEHEED Y TETS,
ATy T4 sender from email-address ({E&) CallHome & - A—/V A v &—® [from] 7 1 —/V RIZFE
RENDEFA—NT RLAZFD SN TET, 7T RLAREFES
il NTWRWESIT, ERHOE A—1L 7 RLAMEFShET,
Router (cfg-call-home) # sender
from username@example.com
ATv 75 sender reply-to email-address (f£%) CallHome BT A —/b & v & —0 [reply-to] 7 4 — /b FIZ
FREINDBEF AN T RLAEZHED S TET,
{51 -
Router (cfg-call-home) # sender
reply-to username@example.com
2Ty 76 source-interface interface-name Call-Home A v — V% EETHLODRIETLA V F—T = A A4

11 -

Router (cfg-call-home) #
source-interface loopbackl

ZED B TET,

* interface-name : FFEICA VX —T = A AL, FKEIL64 LT
<9,

GE) HTTP A v =Y DA, BETA V=T =A R
BEBETDHIIE, Fr—b a7 4 Falb—
¥ = » &— R T ip http client source-interface

interface-name 2~ RAfEH LET, ZiUuZkv,
TNAADTRTOHTTP 7 74 7 > h3E URIE
A A =T 2 A AEMHTE DL 20 £,

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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I Call Home D& E

Call Home * v t—CitfEn L— rEIEDEE I}

aAvY RFEREIT7II Y B#

ATvT1 vrf vif-name ({F&) Call-Home BT A —/L A v v —V%EET D728 VRE A

{1 -

Router (cfg-call-home) # vrf vpnl

VAR UAERELET, VRFZHEELRNE, ZJo— L b—

TAT T=TAMERENET,

G¥) HTTP # v & —U Tk, #fE70A X —7 = A A7) VRF
BT HNTWDEGA, Za— S bar 7 4 Fab—
v 3 » “&— R Tip http client source-interface interface-name
g~y REFHLT, T35 AOF_XTOHTTP 7 7 A
TV R TEDILD VRF A VAKX U ARRELET,

Call Home £

FIRDOHE

FIED

1

W, 794V E A= Y—=_"EBILONEH L ZYE A=) F =Y, —#KHIRE A —/1 %
FA =R DOHREH R LFET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # call-home

Router (cfg-call-home) # mail-server smtp.example.com priority 1
Router (cfg-call-home) # mail-server 192.168.0.1 priority 2
Router (cfg-call-home) # sender from username@example.com

Router (cfg-call-home) # sender reply-to username@example.com
Router (cfg-call-home) # source-interface loopbackl
Router (cfg-call-home) # vrf vpnl
Router (cfg-call-home) # exit
Router (confiqg) #

VE—UFEEDL— MIRDIEE

CallHome A v & — V% EDO L — MilBRZET H121F. WOFEEZFITLET,

1. configure terminal
2. call-home

3. rate-limit number

AR NEERETIYa Y E:5)

ATy T

configure terminal a7 4 Xal—rarE—RICADET,

1 -

Router# configure terminal

| 0L-29328-03-J
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B uPooxs v—nokE

Call Home D&E |

AU RFERIETIYa Y B

ATYT2 call-home Call Home & &Y 7 & — RIZAD £,
11 :
Router (config)# call-home

ATv73 rate-limit number 1 MICEET 2 A v =V BOFIREZfRE LT,
- * number : FPHIZ 1 ~60 T, T 74V MHEIX
Router (cfg-call-home) # rate-limit 40 20 T?ito

HTTP 7O0X% > H4—/\DIEFE

ZE4¢1Z Call Home HTTP (S) A v & —U 2 EFETHZDICHITP sy — "2 ETHI

I ROFNEEZFATLET,

FIEDHE
1. configure terminal
2. call-home
3. http-proxy {ipv4-address | ipv6-address | name} port port-number
FIED
ARV NEREETIVa Y EL:Y
2T 1 configure terminal AT 4 Fal—Ta BT RIIADE
‘a‘o
i -
Router# configure terminal
ATv T2 call-home Call Home X &EH 7 E— FIZAD 797,
i
Router (config) # call-home
ATFvT3 http-proxy {ipv4-address | ipv6-address | name} port |HTTPERDF x> h—ZHEELFT,

port-number

1 :
Router (cfg-call-home) # http-proxy 1.1.1.1 port
1

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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I Call Home D& E

Call Home £
*— It

CallHome * vy t£—LM10S a7 > FEETT 516D AAA BN A +— T )Lt

wvtE—NI0S OX Y REETT BH1=6H0 AAA

565512 Call Home HTTP (S)
T, WOFNEEZFEITLET,

FaaL D A

A —UEBFEETHEODICHTTP 7 ey —R_Z2HET 51T

FIEDBE
1. configure terminal
2. call-home
3. aaa-authorization
4. aaa-authorization [username username]
FlED M
OV RFEREETIVaY B
Z2TFwT1 configure terminal a7 4F¥al—raryE—RICAY ET,
{1
Router# configure terminal
ATvT2 call-home Call Home %€V 7€ — NIZAD £,
{1
Router (config) # call-home
ATvT73 aaa-authorization AAA BEFA A F—T M LET,
i - GE) 57 b hTiX., AAA FBFEi Call Home
Roﬁter(cfg—call—home)# aaa-authorization 7?53/(12»—j7/b7§7f0
ATy T4 aaa-authorization [username username) A DO DL—T 42/ E L ET,

1 -

Router (cfg-call-home) # aaa-authorization
username user

* username username : 7 7 4V b D2 —W 41X
callhome T3, KAEIX 64 LF T,

syslog X O k1) VT DEKRTE

| 0L-29328-03-J

%64:1C Call Home HTTP (S)

I ROFNEEZFATLET,

A=V ETAHEODICHTTP ey —REET AT

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i



Call Home D&E |

B callHome 7—% TS5 N\ —DBE

FIROWE
1. configure terminal
2. call-home
3. [no] syslog-throttling
FlED
OV RFEREETI 3y B#J
Z2TFw T configure terminal A7 4 F¥al—raryE—RICAY ET,
il -
Router# configure terminal
ATv T2 call-home Call Home & E Y 7 E— FIZAY £7,
A1) :
Router (config)# call-home
ATv73 [no] syslog-throttling Call Home syslog # v & —Y D21 v W) v 7 %A 32—7
NVETIXT 4 E—7 12 L, Call Home syslog A >t —
U DRI LR E SRV E DI LET,
Router (cfg-call-home) # . R
syslog-throttling G¥) 7 74V F T, syslog A v E—Y Ay U
YITNFA X =T NTT,

CallHome T—4% 754 /\O—DHRTE

FIEDHEE

data-privacy =~ > RiX, BED T T AN — % R#ETH72DIC, IPT RLAREDT =X DAY
TEU T EITONET, data-privacy v Y REA X —T NI THE REODT—XDA7 I
VIR AT o & X CPUMEHRICEEZ KITTZ LBV £9, BIfE, show running-config
all 35 XX O show startup-config data =~ > R JIOHDOFRE A v 22—V EFRVNT, show 2 < 2 K
DHENIAZ T TRBESNER A,

1. configure terminal
2. call-home
3. data-privacy {level {normal | high} | hostname}

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
0L-29328-03-J |
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Call Home B{E D FENE(E .

FlED M
aAv U RFERETIVaY B
27y T configure terminal AT 4 FXalb—varyE—RICADET,
{51
Router# configure terminal
AFwF2 |call-home Call Home &% E Y7 & — RIZ AV £,
fAi
Router (config) # call-home
AFvTF3 | data-privacy {level {normal| | =— 075 A N —ZRHF B DIC, EffaLT (K2l —

high} | hostname}

1 -

Router (cfg-call-home) #
data-privacy level high

VIFANDT =B ERAT T T LET, T AL O
data-privacy L~/L{X normal T3,

GE) data-privacy 2~ R&EA RX—T WM TDHE, KREDT —X
DA T TR ELT 72 & &2 CPU M HHRITE % K&
FTZENRHY ET,

*normal : TR COEHEL L o< RERAIZ TV JTAELE
R

*high : L~V a<v U FIOMA T, IP RAAS 4 EIPT L
ADaAv RORY Z 0 TUEETNET,

* hostname : & L~ o< NI 2 T hostname 2~ KD A7
TV TR EITVET,

Gx) —MDT T N T F— LTI, BREAvE—VDFRA N %E
A7 TSI 4 L Smart Call Home AL N 24 5
ZENBHY ET,

Call Home BE D FE}X{E

HFEFH D Call Home 1815 % FE) CE{ETEX £9, Call Home BE & XET 5121, ZOHDIEE

| 0L-29328-03-J

EIITLET,

*CallHome 77— k 7 /v—7" A v&—YOFHIEE,

2T OAFIZOWTHBALET,

*CallHome 7 A b X v —YOFFEL(E,

(218 ~<—3)
(218 ~<—3)

(219 ~—7)

*1opavy REREFa~>y R VA NHOa~y KEA v 2=V OFEREE, (221 ~X—

)
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Call Home D& E I
. Call Home B{EDFENE(E

CallHome TR b A v t—DFERE(E
call-home test =~ FZHEH LT, =—HFFFED CallHome 7 A b A v E—TU &2 BETEET,
CallHome 7 A b X v —U % FHITIEET D20, ROTFNEIZHEVNE T,

FIRDOWME
1. call-home test [ “test-message’’] profile name

FIEDFEHE
ARV REREETIVa Y =)=y

ATy 71 |call-home test [ “rest-message”] profile | {5 F X757 07 7 A MCT A b A=V EFEELET,
name I—YPEEDT AN AvE—VDTFA MMEEHRETTN, A

N=APNZENLHETIE. IR (0) THODLERSH D £,

i - . . A—PFERDOA v E—URRESNTOARVES, T 7408 Ay
ggg‘;iiilca —-home test profile ﬂz~°/7533£1§é<2’biﬁ‘o

CallHome 75—k JIL—T A v t2—C DFENE(E
call-homesend =~ > REZEH LT, FEDT T —F I/ NV—T A v b=V % FH CTEETEET,
CallHome 7 7 — b Z V=74 vt =2 FHTERETLHEF, ROTFEFHIHE->TIZE
AN
* FHEI T3 CTX D5 DL, Crash, Snapshot, Configuration, 33 OVInventory 77— k 7 /L—7
72T,
* Crash, Snapshot, Configuration, %7213 Inventory 77—k 7/ —7" A v E&—T % FH)T K
VA=F 258, SUET 07 7 ANKERET DL, TuT7ANDT VT 4T AT =4
A MAAT —=H A FTFEREREICER RS, 58707 7 A MITA v E—VREE
SNET,

* Crash, Snapshot, Configuration, F72i% Inventory 77—k Z/v—7 A v&—T % F#HTh
VH—FhHEE, k7 ma7rANAERELRVE, nomal £72ITfEESNTET 77—~ 7
N—T ~DEMRBERINIEE SN T VT4 TR 7 a7 7 A LT RTUIA v =V REE
SNET,

CallHome 77— ZNV—7" Ao —U % FET R H—F 2120, ROFNEIZHENFE T,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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Call Home B{E D FENE(E .

FIEDHEE
1. call-home send alert-group snapshot [profile name]
2. call-home send alert-group crash [profile name]
3. call-home send alert-group configuration [profile name]
4. call-home send alert-group inventory [profile name]
FIED
AR RFEREETIVa Y BEY
2Tv 1 call-home send alert-group snapshot [profile || >5sc 7277 AL FEEINTWAES) /71T
name] BERSINTNWD T XTDLESE T 1 7 7 A /LI Snapshot 7
T IN—=T Ayt —VERELET,
fA
Router# call-home send alert-group
snapshot profile profilel
ATFv T2 call-home send alert-group crash [profile name] |1 >4 72 77 4L FEEINTWAES) F-1Z
BER SN TWATRXTOREET 17 7 A /WIZ Crash 7 7 —
Bl N ITN—T Ayt —TEEELET,
Router# call-home send alert-group crash
profile profilel
ATvT3 call-home send alert-group configuration T 774D 1D FBEEINTWDLEE) T2
[profile name] BIRS AL TN DT RTDRESET 7 7 7 A /LT Configuration
TI—h IN—=T A=V EBFELET,
i :
Router# call-home send alert-group
configuration profile profilel
ATy T4 call-home send alert-group inventory [profile |55z 7 77> A4 LD 1> FBEINLTWAES) 71X

name]

{51
Router# call-home send alert-group
inventory profile profilel

BRI TWDHTXTDREHET 12 7 7 A /LI Inventory 7
T—b IN=T Ayt —VaRELET,

Call Home i LU LR— FEKRDE(E

call-homerequest =~ > R&fEf3 5 &
HOER) o/ VAR — MEREZITRMD Z ENTEET, X2V T ¢ 0BG

| oL-29328-03-J

AT KT A1 A Cisco IZEE LT, VAT AH
BEEID /N7~

ANTIGIT 4 A, av s RV T7 LA RE SESERVA— MEERTEET,
Call Home 73#736 LNV AR — FERZ FE) CEET 256, ROEEFHIIES TSV,
* profile name {5 ETH L, BRIZT v 7 7 A NMIEEFEINET, TrT7 7 A ADBEEIN

TWARWEE . BRI Cisco TAC 72 7 7 A WZEE SNFET, Call Home BERDSZEEH S
Q77 A)NEA =TT HELETHY A, ZERA v E—% Cisco TAC IZHEE L,

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i
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Call Home D% E

Smart Call Home ¥— B 275 IK[E %2 5%(5 TX % L 912, Transport Gateway 73 i i S AU72 78
A=)V T RLRAZETa 77 A VZHEELET,

* ccoid user-id 1%, Smart Call Home =t — D&k ID TI . user-id ZIRET 5 & B ITB &
I—PDE A=)V T FLAZEEINET, user-id ZFEE LT UL, IREILT A AD
BAGEE T A —/V 7 FLRIZEEEINET,

CHERTAHLR—FNDEA TEIGETHHF—TU — RIZESWT, ROFRDIRENET,

° config-sanity : IEDFEITa L 7 4 X a b —r a L IETLIRNA N 7777 4 A0

o

° bugs-list : FEATHDON— 2 B LOBIE#EH S TODEREDBEAM DX,

° command-reference : FIT2 L 7 4 X a2l —a L IZEENHTRTHOavwy RADOR

By,

° product-advisory : r > FU—27 NDT NA RS 5 A[REMED & % Product Security
Incident Response Team (PSIRT) i#%1, End of Life (EOL) ¥ 72(% End of Sales (EOS)

W, B DV X Field Notice

(FN)

Cisco Output Interpreter > — /L2 5578 KONV AR — MEMOER 2 XEFT 5 121F, RO FIAICHE

WET,
FIROME
1. call-home request output-analysis “show-command” [profile name] [ccoid user-id|
2. call-home request {config-sanity | bugs-list | command-reference | product-advisory} [profile name]
[ccoid user-id)]
FIED
AV RFERETI3Y ]3]
AT w71 | call-home request output-analysis AT & LTHRIE Licshow 2~ RO Z2EF LET,
“show-command” [profile name] [ccoid user-id] | show =<2 FiZ. BIRZG (") THILERS Y £,
i -
Router# call-home request output-analysis
“show diag” profile TG
AT w72 |call-home request {config-sanity | bugs-list| | /347D 7-%|Z, show running-configall, show version, show

command-reference | product-advisory} [profile
name] [ccoid user-id]

1 -

Router# call-home request config-sanity
profile TG

module =~ RAREOFEDa~vy Nty kol ai%
fg L%9, F7-. call home request product-advisory 7
a<wy RZiE, 7RXTOAS R M) TF—h Z—7
g~ RREENET, request DZIIEESNI-F—U—
RIZE D, ERENTZVHR— DXL TRIBEESINET,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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Call Home B{E D FENE(E .

!l
WIZ, 2—FHRIED show 2~ > FOSHERDOF 27 L E T,

Router# call-home request output-analysis "show diag" profile TG

12QaAY Y RFERIFaT VR YA MNEOAT Y FEAA Y E—CDFEIEE

1oDI0S a2~y REFIFIOSZ~v Y ROU R MEFEITL, <~ RHAEHTTP £72i3E A —
JL7a banvzaN L CEET AI21E. call-home send =~ K& T& £,

avy PN 2R ET 25613, ROEEFHICHE > TIZSW,

*I0S 2~ RELIFIOS a~ 2 R UVARLELT, §R_RTOEV2—/LHDODa~ L REEH
T, EEOFEfTa~v FEEETEXET, a~vr NL, 51A%F () THLXLENDY F
‘g—o

* lemail] ¥—TU— R&HSoTEFA N AT a BB RL, EFA LT RLAZETE
THE, A FEAEZOT FLRIZHESEY, EF A/ A7 a6 HTTP 4
Tva rbIRELRWES, MAOREEO — e RERE S Lcr 7 TR X MEAT
Sisco TAC (attach@cisco.com) (Z3i%{5 S E T,

* Temail] ¥—U—F% [http] F—V—FbHEELRVWESG, rr 7 7F X MERALE XML
A=V ROM T T —EAERFENMLEL S, B A —LOULAITICY—E RE
REFVDRENET,

*HTTP 47+ a V& E L CTWAA, CiscoTac-1 7’12 7 7 A /L D%i % HTTP £ 721X HTTPS
URL 23%65E & LA &N ET, Smart Call Home 726 BT A —/L 7 RL A A v E—%
AT HE I, WEOBEBTFA— NV T RLRAEFETEET, 2—WiF, sEOETFA—L
T RVAELIESRELZOWVWT NN EIEETHILERHY T (MHE2EETHIILHTE
£9) .

avy FZETL, avy FHAOZEET I3, ROFIEELIATLET,

FIEDHEE

1. call-home send {cli command | cli list} [email email msg-format {long-text | xml} | http
{destination-email-address email}] [tac-service-request SR#]

FIED M

AR NFEERETIVa Y =)

R+ |call-home send {c/i command | cli| CL1 $7-13CLI U X N2 FET L., BFA—LFITHTTPRBETHDEZEEL
=1 |list} [email email msg-format £,

{long-text | xml} | http
{destination-email-address * {clicommand |clilist}, : 1 >D10S 2~ RE/ix (] TRYI-7) 108
email}] [tac-service-request SR#] a<w U RUYURAMEHELET, I XCOEY 2—VIXTHa~vr K

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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Call Home DFE |

Av U REREETOVa Y

B

i

Router# call-home send “show

version;show
running-config; show inventory”
email support@example.com

msg-format xml

G, HH5WHun a2~ REZBETEET, Zhboa~<y NiEglA
() THDULERHD E7,

email email msg-format {long-text | xml} : ~ @ email 47" =2 V@IS
NTWAEE, FBEOETA—/ 7 RLAIZAITCr 7 7% 2 MEX
FLIEXMLIERTa~ s FHAORRE S, b —E RBRF SN Z DM
HICEENES, BFA—NT FLA, $—ERBERE L, £FZ20
W2t ETHRENHY £, BEFA—/T FLABEEI RN
B =R VI A RFEPLETT (FT74L TR, v/ 7
* 2 MERXDIEE T attach@cisco.com. XML JEXDEE 1
callhome@cisco.com) ,

http {destination-email-address email} : Z @ http 47" 3 VBRI I T
WHEE, 3~y R JIE XML JE20C Smart Call Home /X v 7 =0 R H—
N (TAC 7'm 7 7 A )V THRE S 72 URL) IZIRE ST,
Ny R — AN ETA—IL T RLARILA v —UhEEETE
£ 9129 %121, destination-email-address email Zf5E TX£9, &
A=) T RV A, = RELRE S, £7ITZOM T Z246ET 2 0LER
HYET,

* tac-service-request SR# : — EATRFE S EZIEELET, B AN T
RUZABRRE S NRWGEIE, —EX V7 =X MNESRLETT,

1

wRIZ, a<r RO NE2a2—VPREDEFA—N T NLRAZEETHHZ2RLET,

Router# call-home send “show diag” email support@example.com

WIZ, SREFMVNIRE S, 727 7% A MEA T attach@cisco.com |Zi6F &b 2~ RO

Bz R L ET,

Router# call-home send “show version; show run” tac-service-request 123456

KIZ, XML A >t —Y AT callhome@cisco.com (Z2EfE Svd 2~ RO AR L £7,

Router# call-home send “show version; show run” email callhome@cisco.com msg-format xml

WIZ, SREFHEZI. XML A v =T CiscoTAC Ny 7 =2 K $—R"~EEG SN
a< 2 REOHZ R LET,

Router# call-home send “show version; show run” http tac-service-request 123456

WIZ, CiscoTAC Ny 7=y R H—NZHTTP 72 Fa Lz EH L TEESH, 2—FREEL
T2EFA—N T RLAZEGESINa~y RKEOoOFZ R LET,

Router# call-home send “show version; show run” http destination-email-address

user@company .com

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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srr=Froze I

PO FrYDETE

DL T =F v EREIE. TUANBLENTEY = F v BT AL RAE T a— R LET, 2l
Y7 =Fx (DS) 77 ANME, BEIA XU FOBEREZATNDS 74—~y NERT 7 ANLT
T, ZHICED, YRaA YT NI 2T ET T I L= RTE R NI TN a—T 4 TR
FITTEXET, DSOHRMIE, BEEOX Y NT—27 THRAL TV DBEMOMEEZ LT 5720
WA R T TNy a—TF 4 V7 IERERTIMNETE D, FHEOFHNA T VP A%
et s LT,

BHL T =F vI2oT

&

| 0L-29328-03-J

CBWiY T =F O, (223 X—)

* Wy =F v ORiEERM,  (224 X—V)

Bl S=FryoFryra—FR, (224 X—Y)

B =FryDU—r T7r—, (225°—2)

R S =F X DA NET Ay, (225 =)
CBWIL T =F v DA X2 MR, (226 —)
BT =F x0T ary, (226 5—Y)

Wy S =F v OEE, (227 X—)

B0 —F v DE

Call Home v 27 LADOZWiv 7 =F v (DS) IZlfiio> TWAHFKRL T L—ALT =228, FrL
WA MBRORIGT HCLIZERTEET, ZNOHDOCLIZHTHE, YAXa V7 o=
TET T 7= REFIZINLEDARX NS TEET,

DS Z& Y, FEAED Call Home #FE CTH AR — RSN TWRWA XU N XA T L NI — 2 AT %
BMPICERTEET, DS I VAT A, 77 ANVET AL AKX 7 ra— RUTREL,
BW S =F v AR D= LRy T BB FT,

PWiL 7 =F v BRI, T ANVDIERDT VHINEL Y T =TF 2T NA ALF T rm— L
£9, DS 77 AL, BEIA XU FOEREREL, INOLDAXU MDD N T T NY a—T o
VI RERERMETS, Tr—~y NERT 7 ANLTT,

DS 7 7 A I, A XY NOFBHZRET S XML 7T —% &, BERT 7 v ar#FETT 5 CLI
A< REFRIFAZ U T ERREENTVWET, LD T 7 AL, BEVE, (M, X2
T4 HFEHT A0, YA EREFY— R R—=T LK T U NBLINTOET,

DS 7 7 A L OESE L, IROWTNITT,

AR N BATEEBET D, AT RIS HHMAEL, 1. A XV FORERT 7
varDFET (& ZIXCLIZHHA LB HMoONE) ITEHTE2Z0MOERS Z s
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Call Home D&E |
B 2y r=-FriouT

FNET, SHIT, ZOBAIT FEONATITHTLEMERE LTT A ADORELLELT
HZELTEET,

* HLBIAIA R kX —T % (EEM) Tool Command Language (Tcl) A7 U7 MIFSLE
Bo ZHUIA XU D LURZITTHLNA R FEEEL, Tl A2 V7 M TBMOT 7 ¥ =
VERELET,

LREOW T DA AE D,
DS 7 7 A WAZIFRDIEARE AT EN TVET,
*ID (—EDET) :DSOMRIMEHNTELDS 77 AV ERT—EDOF—,
* &A1 (ShortDescription) : ERH Y A M THEHTE S, DS 7 7 A /VICET 5 —E DR,
CEREA VU =T v BT DaE R Rk,
CYETYar A=V arES, DSONANEHEND LML ET,

CARY MBIV BHEROA R & AN FORERICET T NI EERL
£7,

WU —F v DHEHREH
FTNAL AW T =F v DS) #F v — RRLTRETAANI, ROFEMEHZLTWAZ
t %Eﬁ;u L/ i j—o

*FNA AT DL ED DS #ED Y TAHLENHY £T, T34 2A~0D DS OEY B TH
HZHOWTIE, iy =FynX v rua—FK, (224X—) 2R L T EEN,

‘DS 77 ANEX T a— T 572DI21E HTTP/Secure HTTP (HTTPS) b T v AR— D3
=TT, mf‘ﬁHTTPS*f—/mmm%%z TCT BHITIE, FRRER (CA) FEEZ A R
M= T BHERH D F9,

DY

GE) NI A M= AEREA R ET DB G, CAGEFIIAETT,

P U FryOFoA—F
Wiy 7 =Fx (DS) Z7ANEX Y a— RT 51T, BF =27 HITP (HTTPS) v k=L
75), BT, TA R T 7 ANEX T ya— FT 55 e LTEFA— VIR EZ T TICR

ELTWAEHA, DSEXvru— KLU THERTIICE, IV Y THEAT a7 7 A VREFE
HTTPS ICEFETHMLENRNH Y F 3,

Cisco ¥ 7 b7 = T IZBEMOGEERE (CA) MHOIHET—LEToeYa=r R, B
FOEHT 2 RN EE T 272DICPKI M7 A b7 — VEEBEREZ A LES, 784 2 T2
DRI 7 7L | T 7/]/ WCRESNTWET, FTANT—HEEIC LY, CAGEH#
NHEMICA VA F— LI ET, CA IFBHET. 554 HTTPS Y — SO IEIZME T,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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I Call Home D& E

g vs=5vi=out

DS77ANEF Y ya— KT 57200 DS BHFERICIE, BEEXY Y a— NeflFyrm—R
D2FEN S £3, FEX Y — NX, EEHINTDS 77 A VEERLUET, FEHES
voa— REREZ N H—925121%, EFNRREEZEAT L0, £id4 7~ R TCLL %
BtA L £, X v oo — REHIT, ERINTZDS A=V a VBT A A LD DS N—V 3
VERBDGEIZORFITEINET, EMPRL T m— Rk, DS Web AR—H LB 7 /34 A
W TITEIY Y THNT DS NEET A EICORBMENET, 0 Y THfTbhbhl-%, U
FRAZMEDEMA XU R A=V ~DSEOFIC, EHHRDS DX 7o mn— REB X
OHEHAEAT AL DT A RZWBATH7 4 —/V RREENE T, DS THERA v E—IIZ
IZ. DSOAT—HZ ALV EVa VB ENGENET, ZNCEY, KHVEY a v FFODS
INRE T e— RENET,

AT — R T, BHED 1O DS £721F #HO DS NF v a— RENET, k&Y
vu— REHERE N H—F MDD FEL, AT~ RTCLI 2B 52 & T, 5l
A rom— FEHFERTIL, T4 2 LEOBAEDODS 7 7 A VDO R—2 9 AZERR L i —
VardODS 7 rANNE T —REnNET,

DS 7 7 A T P HNVBABPMFNTWET, Furmn—REN5T_XTHODS 7 7 A MIxL
TELOBRIENFEITSN, 77 ANANMEHTED Y —ANHLD0LDTHD Z ENMERINET,

P FrDI—Y 70—

Cisco /7%'7::7“(;*%1)?/7 F ¥ (DS) BEENRT 7 /L FTA X —T IR EINTWVE
T, Wi /7 =Fy2HHATIEOY -7 7u—%2KRIIRLET,

Foona—RTEDSERDTT, TNHET AL AZEYV Y CTES, ZORAT v 7L, =
WOEMZ U n— RCRMETTN, EBHlZ e — RTRESLETEH Y A,

FRA 2L, EEOEMA T o — RERIIA T~y FOBHFA T o — T, 4T
SNTWVAETRTODS FRITED 1 DODS X 7 a—RLET,

TNRA ANITRXTODS DT VHENBLERAELET, BGECAEKT DL, T3 A7 —
FT7T9vavoNn—F T4 A7 REDEERT 4 A7IZDS 77 A NVERfFLET, I
XV, T4 A0V v— FRIZDS 7 7 Vv EGIAID Z ENTEET, L—FTiE, DS7 7
A V3 bootflash:/call home 7 1 L7 ks VIZRIESNE T,

'7A4xiDS®%ﬁ)t/a/%ﬁﬁbffn4xW®gw)t/a/% Wz BT
I, EHEOEH DS # v v u— RESRZEE LT £,

CTNA RIANR FEEH L, ANV IREAETDHE, DST 7 A NMIERESINTWDET 7
varEFTLET,

OO ZFADARNETHOIY

| oL-29328-03-J

ARV NI vavkTrsvar®sva it B =F ¥ THEAINS ERERTT,
AR MBI a T, AN MIBICHER SN2 T XTOA RN VOB EZERLET, 7
JrarvEIarTiE, ARV MNEERICFEITTAVLERGLZITXTCOT 7 ay (e x2iE
show 2= R ZINEE U THENT D 72912 Smart Call Home (Z258) NU X &N FET,

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i



Call Home D&E |

B ZFxIZDONT

BT ZF YDA MEH

ZWre 7 =Fx (DS) OA Xy MEHOFEEL LT, B—Aa X0 Ml & X2 Mo 2
ONERSNTVET,

B—a ARy MEH

B Xy MEHTIZ, DSNT1 DDA XY b T4 T 7 ZETRERSNET, A O
ERRIE, RO 2 BEOWThATT,

*DSAXRU MEEXAT : YR—FINTNDEA N2 R XA TIX, syslog, EH, @&, HIEE
IEMAER (OIR) | B XM CallHome TF, [TRIKF) LiX, ZOXA 7 DODSITA X &K
HEP, FUoo—RFRENDEEBICEDT 73 a v NETENDZLEZRLTVET,
Call-Home % A 7%, BEFEOT 55— F FA—F I L TEREN TWAHED CLLa~v o F
EEELET,

CHABIAHA R b= (BEM) fREX A 7 : Cisco Y 7 b =T 2B H T 5 Z &7 <,
TRTOHLWEEM ANV N T4 77 2P R— b LET,
EEM % f# ] L7z A X M LIS ClE, Tool Command Language (Tcl) A2 U 77k &{#i~ T
AR MR P A TREESND &, DSB MY H—3hvET,

BEHANY MR

A R MRE T, BEOA XU N T 77 %, WIS HEBOBHRGA T =7 MR

BB, BROA N MREAESMZER L ET, #E Ny MrbofEErIcid, Bt~
N TF T AT AEAEA N MBEEED L Z ENTEET, EXIE 3004 |

T 477 % (syslog. OIR, IPSLA) 7%, DS 7 7 A VOAESRICER SNE T, ZhbDA X
N T 477 XL THRE SN A MEIE, syslog £ X2 B L OVOIR A X FRFEIFEZ Y A —
INDM, FIILIPSLABNHEMT MY H—SND5HI, DSHBT 73 a & F T35 2 L &R
LET,

BT FYDTIaY

PZWiv 7 =Fx (DS) 77 A/ME, AN PORAERFIZBMBET REIETIERT 7 2 a U THERK
ENET, 77 ar A7 E. BEDARY MG LTBRBENDE T 7 a vy OffEE R L
iﬁqo

BRI, 77 ANERN AL <A X o0& D DS NOEFETT,
DS7 7 vavik, RO 45D A FITHEENET,

* call-home

* command

* emailto

* script

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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I Call Home D& FE
s r=FrozrErz I}

DS 77 v a v # A 7 call-home 3 L U emailto (X1 X2 b 77— ZIWEE L, Call-Home $—/3F
TIXEREHETA—NT FLRAICAyE—VEFELET, ZOAXAyE—IUTIE, AvE—V
%A 7L LT [diagnostic-signature| . A v tE—Y 7 XA 7L LTDSID MERAINET,
DS77vay A TICEALTERSN TS A~y NiE, 7/ ADOREDERE, show 2+
RO, F7213T7 A ATOEED EXEC =¥ > ROFEATEITH CLI 2~ v REFELE
T, DST 7 var ZA T scriptid, Tl A7 V7 NEFEITLET,

PO FrDEH

EHUIBWL 7 =F + (DS) WTEBIREN, DS 77 A VW AZ~A AT HI=0fElsh £
T DS ERAMOEL & XBIT H7oHIC, TRTODS EHLITITT VT 4 7 Ads. BT
F9, VPAR—FINDDSEBDOFA T EHLUTITRLET,

CUAT LB REEEETHI L, TAAL AKX BEEIZHEI D Y THONDER, 2
Wi 7 =F ¥ #§HETIL. ds_hostname 35 & UVds_signature id D 2 DD > AT LMY R — |
IHTWET,

* BREEAL : Call-Home i2Wiv 7/ =F % 27 4 ¥ 2 L—3 3 F— KT environment
variable-name variable-value 2~ > K& > TFETHID ¥ THNDMH, T3TO DS BREL
¥4 EEE KT HIZ1E, how call-home diagnostic-signature =~ > K& L £7,
RIFRDEREEEBIN DS 7 7 A MCEEN TV DGE, BEMRERINDET, 2O DS IE
REREDE F 1270 97,

* 7'ra 7 NEEL : FEHE EXEC “E— R T call-home diagnostic-signature install ds-id =~ > K%
o TFETEHY U TOHNDME, ZOMEEHRELRVES, DS OAT —X AR HIT/
DET,

CIEMEIAE  FHIERSNIZCLIa~>y FHAO LD, EREREMEH LAY =~ F
(X THIV L THENDE, ZOMEIZDS OETHIZHEY L THENET,

*syslog 4 X FNEH . DS 7 7 A L TD syslog 4 X MaHFIZE VY ToNDE, 0%
Hid, syslog A > MRICE L TOHRAZ T,

i —F v DEREAE

*ZWry 7 =F ¥ ® Call Home — B ZADRE, (227 2—)

©

W T =F ¥ ORE, (230 X—)

Wi LY =F v O Call Home 4 —ERDF{FE

PZWiv 7= (DS) IZB#ETHWEMOEELTHLIEEILOE T A—NL T RLAL, DS 77
ANDH T — KL Téh 5 HTTP/secure HTTP (HTTPS) URL 72 F D@2 R ET H =9I,
Call Home —E AfREE R E L E T,

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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Call Home D&E |

B sy r-—FrozEsz

)

T, Hlna—Y a7y A EER L, ELWEEEZREL, TOT 277 A /L% DS 71
Tr7ANELTHOYTHZ L TEET, EMMRF U a—ROGE, 7L A b
Ay —VOEBICERPEEINET, AU NI OEMREEXZZEZETLH L. DS OEME
yra—REFATFYa—LrEInET,

GE) T 7 )V F T, FRIEFR SN CiscoTAC-1 727 7 A ANBDS a7 7 AL E LTA F—
TIRESNE T, TNEENTL2Z L2880 LET, N2l LELAICKEL R
DRIEIX, sk A http ICEH T2 Z L7215 T,
FIEDHEE
1. configure terminal
2. service call-home
3. call-home
4. contact-email-addr email-address
5. mail-server {ipv4-addr | name} priority number
6. profile profile-name
1. destination transport-method {email | http}
8. destination address {email address | http url}
9. subscribe-to-alert-group inventory [periodic {daily #/:mm | monthly day hh:mm | weekly day hh:mm}]
10. exit
FIE D8
= =SV N 3 il b Wl =[]
X w 71 |configure terminal Ja—N)Lary7 4 FXal—gy
T— NZBMHLET,
i -

Router# configure terminal

R F2 |service call-home F 34 AT Call Home —E X % A1

1 -

Router (config) # service call-home

F—7 Wz LET,

X T 73 |call-home Call Home # iR ET D720

11 -

Router (config) # call-home

Call-Home 2> 7 4 ¥ 2L —3 g v
T— REHBELET,

R Fw 74 |contact-email-addr email-address (EE) Call Home DRAZHHR S 12 M

1

Router (cfg-call-home) # contact-email-addr userid@example.com

M 2EFA—NT FL2ZEID YT
ESE RS

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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I Call Home D& E

BT = F v DREHE

AU RFEEET7I 3y

=)

ATy Th

mail-server {ipv4-addr | name} priority number

11 -

Router (cfg-call-home) # mail-server 10.1.1.1 priority 4

(fE:E) Call Home @ Simple Mail
Transfer Protocol (SMTP) DFE 1 A —
NP =T RLRAZRELET, Z
DT NiE, WO DS TES
ENTNDT v a BT Ak
EREENLIGEICOAMER S E
7T

ATvT6

profile profile-name

I -

Router (cfg-call-home) # profile userl

Call Home D%E5e7" 0 7 7 A V&2 RIE
L. CallHome 717 7 A /)L 27 ¢
Fal—iarE— el LET,

ATy T17

destination transport-method {email | http}

11

Router (cfg-call-home-profile)# destination transport-method
http

Call Home D%E4c 7 1 7 7 A )L DU

FREHEELET,

GE) Py S =F X ERET D
(21X, http 47> 3 & fE
HT2U0ERHY 7,

ATvT8

destination address {email address | http url}

{51
Router (cfg-call-home-profile)# destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

CallHome A vE—UEERDT KL
ABEATbulr—va v ERELE
KR

GE) Dy T =F v HRET D
\ZIE, http A7 > 3 &4l

MT2BERDH Y £,

ATvT9

subscribe-to-alert-group inventory [periodic {daily #/:mm | monthly
day hh:mm | weekly day hh:mm}]

1 -

Router (cfg-call-home-profile)# subscribe-to-alert-group
inventory periodic daily 14:30

Call Home O Inventory 7 7 — k 7 /L—

TICBET A =V EETD L

I\ kTR T A NVERELET,
*Zpa~vr NI, DST A ND

EHIHIZ D v m— FRIC O A
éhiﬁ_‘o

ATy
710

exit

11 -

Router (cfg-call-home-profile) # exit

CallHome 7’2 77 A /)L a7 4 X =
L—Yay E—RKEETLT, Cal
Home 2> 7 4 ¥ =2 b —v g F— K
R £,

| 0L-29328-03-J

RDIEFE

RO FIECTRELZT2 77 AN EDST a7 7 AL LTHREL, ZOMDODS ST A—F%

RELET

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i



B a2y r7=-—Frozerz

BT FrDRE

[ L& BHIIC

Call Home D&E |

Call Home #$REZ X E L C., CallHome 72 7 7 A LV DBEMEZREL £, T 74/ F® Cisco
TAC-1 7w 7 7 A NVEHEHT D0 HILAERLI2—F ey A L E2HTEET,

FIRDOWME
1. call-home
2. diagnostic-signature
3. profile ds-profile-name
4. environment ds_env-var-name ds-env-var-value
5. end
6. call-home diagnostic-signature [{deinstall | download} {ds-id | all} | install ds-id]
1. show call-home diagnostic-signature [ds-id {actions | events | prerequisite | prompt | variables | failure
| statistics | download} |
FIEDFH
ATV RFERETOVaY B#Y
ATy I call-home CallHome %% E$ 57212, call-home 2> 7 ¢
FXal—varyET—FREMHBLET,
il -
Router (config)# call-home
ATvT2 diagnostic-signature CallHome 2l 7 =F v £— FZBila L £7,
il -
Router (cfg-call-home) # diagnostic-signature
2Ty T3 profile ds-profile-name FA A LTBW 7 =F v (DS) BT
ST m T 7 ANVERELET,
il -
Router (cfg-call-home-diag-sign) # profile userl
ATy T4 environment ds_env-var-name ds-env-var-value FNA ZD DS OBREEHEEHELET,
i -
Router (cfg-call-home-diag-sign)# environment
ds_envl envarval
ATy 75 end Call-Home 2Wis 7 =F v £— F&#K& T LT,
¥ EXEC E— RIZR Y £7,
i -

Router (cfg-call-home-diag-sign)# end

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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I Call Home D& E

s r=FrozrErz I}

OV RFERETI3 Y B#J
2TvT6 call-home diagnostic-signature [ {deinstall | TNAATEW T =Fx 77 A NVEX T
download} {ds-id | all} | install ds-id] H— R, AV A=, EET oA A b—
NMLET,
il -
Router# call-home diagnostic-signature download
6030
ATFwT] show call-home diagnostic-signature [ds-id {actions | Call-Home 22> /' =F ¥ FHA2FT R LE T,

| events | prerequisite | prompt | variables | failure |
statistics | download} ]

1 -

Router# show call-home diagnostic-signature
actions

| 0L-29328-03-J

LT ZF v DEREH

Wiz, Wi 7 =F% (DS) 77 ANVOEH AU a— RERE A R—T NMIZT 562K L
9, ZOZE T, B HF%2:30 12— & Call-Home ¥ — N ICHEITF TH W 21— RERE
fg &, E%ﬁéﬂtDS Tr7ANDBHDNE D DHERINET, WBEFIEFIHTTP ICREINE
j—o

Router> enable

Router# configure terminal

Router (config) # service call-home

Router (config) # call-home

Router (cfg-call-home) # contact-email-addr userid@example.com
Router (cfg-call-home) # mail-server 10.1.1.1 priority 4

Router (cfg-call-home) # profile user-1

Router (cfg-call-home-profile) # destination transport-method http
Router (cfg-call-home-profile) # destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService
Router (cfg-call-home-profile) # subscribe-to-alert-group inventory periodic daily 14:30
Router (cfg-call-home-profile) # exit

Router (cfg-call-home) # diagnostic-signature

Router (cfg-call-home-diag-sign)# profile userl

Router (cfg-call-home-diag-sign) # environment ds envl envarval
Router (cfg-call-home-diag-sign) # end

WIZ, BIRORERL T show call-home diagnostic-signature 2~ > NOH Nl Z R~ L E9,

outer# show call-home diagnostic-signature

Current diagnostic-signature settings:
Diagnostic-signature: enabled

Profile: userl (status: ACTIVE)
Environment variable:

ds_envl: abc

Downloaded DSes:

DS ID DS Name Revision Status Last Update (GMT+00:00)
6015 CronInterval 1.0 registered 2013-01-16 04:49:52
6030 ActCH 1.0 registered 2013-01-16 06:10:22
6032 MultiEvents 1.0 registered 2013-01-16 06:10:37
6033 PureTCL 1.0 registered 2013-01-16 06:11:48
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Call Home

Call Home X EHFHRD KT

BREFMD TR

Call Home D& E I

show call-home =~ > F% X F I F A THEMA L T, CallHome DR EFWER R TEET,
X IEDE A Call Home 1F# %2 FKnT 2121, WO FIEIZHENE T,

FlEDHEE
1. show call-home
2. show call-home detail
3. show call-home alert-group
4. show call-home mail-server status
5. show call-home profile {all | name}
6. show call-home statistics [detail | profile profile name]
FlED M
ATV RFERETIVa Y B
ATy 1 show call-home Call Home % E D ZEA KR L ET,
{1
Router# show call-home
ATvT2 show call-home detail Call Home % E Dl 2 FR L £ T,
{51
Router# show call-home detail
2T T3 show call-home alert-group FERIRAEAR T T — b S —T & 2D AT — 4
AhFRRLET,
1 -
Router# show call-home alert-group
ATFvT4 show call-home mail-server status BEFBESLDE A—)L b —ROT XA FEY T 4
Ty LTERLET,
1 :
Router# show call-home mail-server status
2Ty TE show call-home profile {all | name} BESNIFIATH T 7 A VOBRER TR LT
T al ¥ —U— RZEH LTI XTosk 7 v
1 T ANVDEREER R LET,
Router# show call-home profile all
ATv76 show call-home statistics [detail | profile Call Home 1 X N OFEHEREZFR L F 4,

profile_name]

11 -

Router# show call-home statistics

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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| 0L-29328-03-J

1

Call Home B 2EB0ER [}

KIZ. show callkhome =1~ ROBRLALZF T a R LGSO IHZ R LET,

Call Home 1EEHR D E#Y

Router# show call-home

Current call home settings:
enable

call home feature

call home message's from address: router@example.com
call home message's reply-to address: support@example.com

vrf for call-home messages: Not yet set up

contact person's email address: technical@example.com

contact person's phone number: +1-408-555-1234
street address: 1234 Picaboo Street, Any city, Any state, 12345
customer ID: ExampleCorp

contract ID: X123456789
site ID: SantaClara

source ip address: Not yet set up

source interface: GigabitEthernet0/0

Mail-server[1l]: Address: 192.168.2.1 Priority: 1
Mail-server[2]: Address: 223.255.254.254 Priority: 2
http proxy: 192.168.1.1:80

aaa-authorization:

disable

aaa-authorization username: callhome (default)

data-privacy: normal
enable

syslog throttling:

Rate-limit: 20 message(s) per minute

Snapshot command([O0]:
Snapshot command[1]:

Available alert groups:
Keyword

configuration
crash
environment
inventory
snapshot
syslog

Profiles:

show version
show clock

State Description

Enable configuration info
Enable crash and traceback info
Enable environmental info
Enable inventory info

Enable snapshot info

Enable syslog info

Profile Name: campus-noc
Profile Name: CiscoTAC-1

Router#

Call Home 15RO F£ 4

Router# show call-home detail

Current call home settings:
enable

call home feature

call home message's from address: router@example.com
call home message's reply-to address: support@example.com

vrf for call-home messages: Not yet set up

contact person's email address: technical@example.com
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Call Home X EHFHRD KT

contact person's phone number: +1-408-555-1234
street address: 1234 Picaboo Street, Any city, Any state, 12345

customer ID: ExampleCorp
contract ID: X123456789
site ID: SantaClara

source ip address: Not yet set up
source interface: GigabitEthernet0/0

Mail-server[1l]: Address:
Mail-server[2]: Address:

192.168.2.1 Priority: 1
223.255.254.254 Priority: 2

http proxy: 192.168.1.1:80

aaa—authorization: disable
aaa-authorization username: callhome (default)

data-privacy: normal

syslog throttling: enable

Rate-limit: 20 message (s

per minute

Snapshot command[0]: show version
Snapshot command[1l]: show clock

Available alert groups:
Keyword
configuration
crash
environment
inventory
snapshot
syslog

Profiles:

Profile Name: campus-noc
Profile status: ACTIVE

Preferred Message Format:

State Description

Enable configuration info
Enable crash and traceback info
Enable environmental info
Enable inventory info

Enable snapshot info

Enable syslog info

xml

Message Size Limit: 3145728 Bytes

Transport Method: email

Email address(es): noc@example.com
HTTP address(es): Not yet set up

Alert-group Severity
configuration normal
crash normal
environment debug
inventory normal
Syslog-Pattern Severity
.*CALL LOOP.* debug

Profile Name: CiscoTAC-1
Profile status: INACTIVE

Profile mode: Full Reporting

Preferred Message Format

xml

Message Size Limit: 3145728 Bytes

Transport Method: email

Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Call Home DFE |

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group

crash
environment

Syslog-Pattern

Severity

normal
minor

Severity

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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I Call Home D& FE
Call Home EEEH0ET [

.*CALL LOOP.* debug
Router#

{EFTTEEZ: Call Home 75—k H)L—T

Router# show call-home alert-group
Available alert groups:

Keyword State Description
configuration Enable configuration info
crash Enable crash and traceback info
environment Enable environmental info
inventory Enable inventory info
snapshot Enable snapshot info
syslog Enable syslog info

Router#

EA—)L H—/IDRT—% XIEH

Router# show call-home mail-server status
Please wait. Checking for mail server status

Mail-server[l]: Address: 192.168.2.1 Priority: 1 [Not Available]
Mail-server[2]: Address: 223.255.254.254 Priority: 2 [Available]
Router#

TRTDEETO T 74 ILDIER

Router# show call-home profile all

Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up

Alert-group Severity
configuration normal
crash normal
environment debug
inventory normal
Syslog-Pattern Severity
.*CALL LOOP.* debug

Profile Name: CiscoTAC-1
Profile status: INACTIVE
Profile mode: Full Reporting
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity
crash normal
environment minor
Syslog-Pattern Severity

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
| 0L-20328-03-J



Call Home DB E I
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.*CALL LOOP.* debug
Router#

A—HERBETOT 74 IILDIEER

Router# show call-home profile campus-noc
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up

Alert-group Severity
configuration normal
crash normal
environment debug
inventory normal
Syslog-Pattern Severity
. *CALL LOOP.* debug
Router#

Call Home D#EETIEHR

Router# show call-home statistics

Message Types Total Email HTTP
Total Success 3 3 0
Config 3 3 0
Crash 0 0 0
Environment 0 0 0
Inventory 0 0 0
Snapshot 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total In-Queue O 0 0
Config 0 0 0
Crash 0 0 0
Environment 0 0 0
Inventory 0 0 0
Snapshot 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Failed 0 0 0
Config 0 0 0
Crash 0 0 0
Environment 0 0 0
Inventory 0 0 0
Snapshot 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Ratelimit
-dropped 0 0 0
Config 0 0 0
Crash 0 0 0
Environment 0 0 0
Inventory 0 0 0

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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Call Home O T 7+ JL FERTE .

Snapshot 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Last call-home message sent time: 2011-09-26 23:26:50 GMT-08:00
Router#

Call Home O T 7 4 JL FEE

WDFZ, CallHome DT 7 4V hREERLET,

% 15 : Call Home DT 7 # )L B TE

NG A= FI4I bk
Call Home #EED A 7 — & & T 4=
a—WERETD T A INDAT—H A Active

EFRPFEAHDOL A2 TAC F 17 7 A LD AT — | Inactive

R
A3k 7 1 B A=
A=V DT =~y b FAT XML

o7 F¥ AN, a—bhTXA M, £720% | 3,145,728
XML B CTEEEINDIA v B—T DA v

=TV A4 X

77— b ITN—=TDAT—H A X—=T
Call Home A v&—YDOEKE L &V MHE Debug

1 RNCHET 2 A v —Y D L — MR 20

AAA Authorization T 4=

Call Home @ syslog A v &—Y 2y N 7| 4 x—T )L

T—8 TTANY— L PR

T7o—hFJIL—TOEEpARN FEOATUF

| 0L-29328-03-J

Call Home L&) A X MET T — b ZA—T1CpE, &7 77— ZA—7120F, A X2 b3
ARFIZFEITEN D a2 RRFV Y ToNET, HEINDL A yE—VIZida~vy FHADRE S
NET, MOKRTIE, &7 7— NI NV—TIZEENLEEA R 2R LET, TT— K 7 —
TOHEAXR FOEKREL, FfrE&nda~vr FyRLET,
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= 16: CallHome 7 55—k JIL—TF, 41 RV b, BEUEME

Call Home DB E I

75— —7

Call Home &E£&h1
WY

Syslog 1 N2 |+

BB IUETE
hsavo kK

Crash

SYSTEM_CRASH

Y7 =T T
7 v =2 (B
HA N b,
UToa<y FHR
FITShET,
show version

show logging
show region

show inventory
show stack
crashinfo file (=
Da<w R,
crashinfo 7 7 A /L
DODNEZFRRLE
+)

TRACEBACK

T =T Dk
L—=A RNy 7 A
Ny b ERELE
R

UTFoa<y Ky
FATSNET,
show version
show logging
show region

show stack
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75—t on—Joess~vreazyr

75— k% )L—7  Call Home #2&) 1 |Syslog A N>+ |EXKE HBEBIUETSE
Ry bk nhdavwor

Configuration - - - B FE TSI EE
HA 2 MZEY
La—HERSh
ToBER,
IFoa< Kn
FITSNET,
show platform

show inventory

show
running-config all

show
startup-config

show version

Environmental - - - wR, 77, iR
77—l D
BRER VU IHE
FITEE# T 5 A~
>~ b
UTFDa~ R
FITSNET,
show environment
show inventory

show platform

show logging

— — SHUT 0 IRiEE =20
N iy
Bt L FE LT,

_ - ENVCRIT 2 TR & 71X EN
TEAENZ VT 4
LR L& VMEZ
ZF LT,

_ _ BLOWER 3 MBI DT 7
~ LA DTN,
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Call Home D& E I

75— k% )L—7  Call Home #2&) 1 |Syslog A N>+ |EXKE HBEBIUETE
Ry bk nhdavwor

_ _ ENVWARN 4 IR 2T E L
EENZE LW
EEBxE LT,

_ _ RPSFAIL 4 TR Mk L 7=
F ¥ RN DHY F
ﬁ—o

_ ENVM PSCHANGE 6 B DEE

_ _ PSLEV 6 EIFIREEDEH

_ _ PSOK 6 BIRDS IE W ZEME

LT»s k9T
—a—o
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75—k In—TJoegr~rreazer ||}
75— k% )L—7  Call Home #2&) 1 |Syslog A N>+ |EXKE HBEBIUETSE
Ry bk nhdavwor

Inventory
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Call Home DFE |
B 7>5-tr7r—JoRBI~LrEaTR

75— k% )L—7  Call Home #2&) 1 |Syslog A N>+ |EXKE HBEBIUETE
Ry bk nhdavwor

Inventory A7 — %
AL, L=y bR
a—/L R 7 —h&
N7 HEB=°. FRU
N EYNES e )
PANSY (Wit e Nk =
EShb, h
IE. BRTEHZW
AR ERRE
o, EHIEAT—
B A LB EIC
IRy 40
E4E— N TAE
ST IToOA
PR Ay
=L T IUA R
E— FTHEESN
DT NHE A R
U AyE—TIC
XLTEITSND
o< R

show diag all
eeprom detail
show version

show inventory oid
show platform

TNVEERTE— KT
EEENL7VA
PR BY Ay
TR LTHE
Tensaxy
R

show platform

show diag all
eeprom detail

show version
show inventory oid

show bootflash: all

show

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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75—t on—Joess~vreazyr

75— —T

Call Home E£&11
bk

Syslog 1 X2 +

BEXE

HBEBIUETSE
ndavrk

data-corruption
show interfaces
show file systems

show memory
statistics

show process
memory

show process cpu

show process cpu
history

show license udi
show license detail

show buffers

HARDWARE _
REMOVAL

REMCARD

B— RPN A| b
%d /N B A E
I, A X —T =
AABT 4 8—=T
W7o T,

HARDWARE_
INSERTION

INSCARD

H— RBRAa K
%d A SLE
LTz, B LA
H—"T A4 AL
Yy hETUL
F7,

Syslog

syslog {27 7 fié%k
SNDHAN P
UFD=z~<2 R
FTESNET,
show inventory

show logging

SYSLOG

LOG_EMERG

VAT LHMERA
FREZ KR,

SYSLOG

LOG ALERT

IS P U

SYSLOG

LOG_CRIT

TRAV2 IR T
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Call Home D& E I

75— k% )L—7  Call Home #2&) 1 |Syslog A N>+ |EXKE HBEBIUETE
Ry bk nhdavwor

- SYSLOG LOG_ERR 3 TS —IREECT,

- SYSLOG LOG_WARNING |4 ey

- SYSLOG LOG NOTICE 5 TR 7 N AR
T,

— SYSLOG LOG_INFO 6 ST,

— SYSLOG LOG_DEBUG 7 FRwy T L~
Avl—v,

Test - TEST - Z—HFER LT

TAMAvE=Y
UFoa<y R
FATSNET,
show platform
show inventory

show version

NS =
AvtE—TUDOAHAE
ZITIE. TI— M IN—T Aot —ONEOKERT N OORERLET,

DRI alE, YT AU ERELEROY T va b EENTOET,

*or 7 Tx% A MEATO Syslog 77— hlFEI D,

* XML D Syslog 7 7 — M EAHIDH,

WKORIC, Pa—FTFANAvE—VONET 44—V RERLET,

R17: 23— b TFAF AvtE—P0BR

(251 ~2—73)

(250 =—3)

T—51EE B4
7314 A ID RIESNI=T A 24
HEFR & [SLIE SOV NP QNS 0

TR A Y=

B A~ b OHRB (EEE)

75— ADBRARE

SATAAvE—JICEAINAL YT — L~UL
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AytE—CDRE

KDOFEIZ, T_RTOEL T THRAR Ayt —I8 XML A v — 2B T5NET 4 —/V FE

RLET, BEDOTI— K IV —7 XA vt —JIC@BED T £ —V R,

HBASHET, HARS Y MIEIRLTWET,

@7 ¢ —L ROz

£18: OV THRAMAYE—DEXMLA v E—DFRTIZHBED T4 —ILE

T—4EBR (FL—r TF%X
k& LU XML)

HEB (FL—Y TR MB&E
U XML)

Call-Home * v &— 4245
(XML D &)

BALNAR LT

ISO ¢ ZRGL (YYYY-MM-DD
HH:MM:SS GMT+HH:MM) Z
XBARV DR EZ A LA
BT,

CallHome/EventTime

A vl—TU4%

A ve—TO4HL, BARER
AR MDY A NIT 77— |
TN—TDEEEIA X hkaw
VR, 237 —=) [ZREN
TWET,

va—h TRAR AvE—Y
DIGE D I

Ay — HAT

[Call Home] % #57E,

CallHome/Event/Type

Ayb—=HTH2AT

BEDOA v — 247
full, delta, test

CallHome/Event/SubType

Ao — FT—7F

lreactive] #18E, 7 7 #+/V
M Treactive] THDH7=D, £

Long-text A »&— Y HH]

HRE A v —OENRE (A v+ — | Body/Block/Severity
VERELEUVME, (209 <—
V) B

EfE7T ID J—77u— TV bifg | Long-text A vt — UHL

— i

BEFRET DR S 1 T
/T 7 I VAT

Cisco4000 > —XISRY T +Ux7 avJq4Fal—av A4 F i



B rt—vonzs

Call Home D% E

T—ARIHER (FL—Y TFR
k& & U XML)

HE (FL—Y TR MBE
U XML)

Call-Home * v &— 4245
(XML D &)

T34 A 1D

Av—VEERTHZ R
7 /3A A Unique Device
Identifier (UDI) , A vE&—
W77 7V s A4 vFICHEH
HTRWEE, 207 41—/ R
F2EE, AR
type@Sid@serial,

‘ppeld, Ny 7T L—r

IDPROM 7> & D8 it O

%,

‘@ KB LFTT

*SidlX C T, U7 I/ID
By —3 VYT LERE
ELTHELET,

*serial 1%, Sid 7 4 —/V K
WL - Tl s &=
<7,

i : CISCO3845@C@12345678

CallHome/CustomerData/
ContractData/Deviceld

H A K~ — 1D

PHR— K P—ERIZL-TE
FIEHRLZ DM ID ITEH &
NLHF T g Da—FREN
BT 4 — IV R,

CallHome/CustomerData/
ContractData/Customerld

BH 1ID

PHR— K P—ERIZL-TE
FIEHRLZ O ID ITEH &
NDAT Y a v Da—PFRER
RR7 14—V,

CallHome/CustomerData/
ContractData/Customerld

¥4} ID

vAanggtL=Y 4 D &
23RO R— F —E R
Lo TEROH D ZDMDT—
FIFEHIND AT a D
I —WRREFRER T 4 — /L R,

CallHome/CustomerData/
ContractData/Customerld
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rve—sons I}

T—41EE (FL—r 7%
b & & U XML)

HE (FL—Y TR MBE
U XML)

Call-Home * v &— 4245
(XML D &)

#—/31D

Ayb—=UNT7 7TV T R
A TFPLERSNTWDY
By ZHUIAA v TFOBEBEOT
A A 1D (UDI) ,

‘ppeld. Ny 7T L—v
IDPROM 7> 5 D #ilLft oo 7l
%O

@ IIXEY XFTY,
*Sidl3 C T, U T /VID
B —v )T NVEE
ELTHELET,
*serial 1%, Sid 7 4 —/V

£ TSN DT R
<7

{5 : CISCO3845@C@12345678

BT THRARAyE=TVOD
Bt D,

A w— D

T T — BT DR,

CallHome/MessageDescription

F N R4, AR NBNFEETSH ) — K, CallHome/CustomerData/
ZhE. TAALADFA LT SystemInfo/NameName
D

HY 54 A Ry R RAEFRO 7 — RizB9 | CallHome/CustomerData/

HEEDO WA DY E
%o

SystemInfo/Contact

HAESE E A —L

IOz =y FOBELETHD A
OB/ A—IV T KL A,

CallHome/CustomerData/
SystemInfo/ContactEmail

D=y FOEKETHDH A
WM OBFHE

CallHome/CustomerData/
SystemInfo/ContactPhoneNumber

ZDz=y MNIBEE L7 RMA
TR L OB BT 2 R LT
HATarDT7 40—V R,

CallHome/CustomerData/
SystemInfo/StreetAddress

ET L4

N—F DET L, T
7 7 I VLDO—ETHAEAG
EFIILTT,

CallHome/Device/Cisco_Chassis/Model

TNV

2=y FOYVY =DV YTV
&

CallHome/Device/Cisco_Chassis/
SerialNumber
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AytE—CORE

Y

Call Home D&E |

T—ARIHER (FL—Y TFR
k& & U XML)

HE (FL—Y TR MBE
U XML)

Call-Home * v &— 4245
(XML D &)

Y= OWREE

T —I O ETELCTE
o

CallHome/Device/
Cisco_Chassis/Additionallnformation/
AD@name="PartNumber”

VAT A AT MID

VAT L —BEICHHT D A
%A j_7“7\/“3:7 ]\ IDO

CallHome/Device/
Cisco_Chassis/Additionallnformation/
AD@name="sysObjectID”

AT KER

EIRT A ADV AT L
W

CallHome/Device/
Cisco_Chassis/Additionallnformation/
AD@name="sysDescr”

WORIZ, BEDT F— s ITN—F Ay —IJICEHEORAT 4 —V RERLET,

G¥)

DT T— bk IN—FIZx L TEEDa~ RRNEITIND &

NOGENRHY £7,

WDT 4 —)b R3HD RS

£19: BEDTFS—rIL—T Avt—2ICEABEDEAT4—ILE

o< R4 T XN a~r ROEME 4 | /aml/Attachments/Attachment/Name
ﬁILJ‘O

a4 THYFAL NDOHEAF, i@ |/aml/Attachments/Attachment@type
WX “inline”,

MIME % A 7 WHE L, "text", "plain", F7z1% | /aml/Attachments/Attachment/

HEALE A T DNT DN,

Data@encoding

o< RHEAGTFHFA R

HEIICE T SN2~ RO
WA (TI7—hK 7 A—T70k
fA X heav R, (237
~N—=) R

/mml/attachments/attachment/atdata

RO,

KL A »—2 (TAC 7 —AZNHEETHU AT AEE) L TPHNA vE—Y (V

AT DT =< ADEK T 25| ST RO H L) ITHRASNDOINET 4 —/ RaoR

L/i‘a—o
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AytE—CDRE

K20 AHUBFELIETFHEUAR F Ay E—JITHASNE T4—IL KR

T—AR1EBR (FL—Y TFR
k& & U XML)

BB (FL—r TR MBE
U XML)

Call-Home * v &— 4245
(XML D &)

Y —TDN—RJ T /N—
N IV

Y —TDN—RJ T N—
N IV

CallHome/Device/Cisco_Chassis/
HardwareVersion

A== N P T 22—
TRy T RN—T g

BENY T T 2T XR—=D g
Ve

CallHome/Device/Cisco_Chassis/
Additionallnformation/AD@name=
“SoftwareVersion”

DI D FRU D4 HI

AR R A=V RAERL
TWAHMEED FRU D4 |

CallHome/Device/Cisco_Chassis/
Cisco_Card/Model

HEDHDH FRU DY) 7TILE

=

=

A& - L7=FRUDI VT
IV

CallHome/Device/Cisco_Chassis/
Cisco_Card/SerialNumber

2D IH 5 FRU QLS

R Ak = L7- FRU O Mm%
7!:!7

CallHome/Device/Cisco_Chassis/
Cisco_Card/PartNumber

FRU 2 & v k

AR AvE—UERAERL
TW5 FRU DA R v hEH

CallHome/Device/Cisco_Chassis/
Cisco_Card/LocationWithinContainer

FRU/N— R =7 N—T g

W%k Z L7 FRU O/ ~— K
T N—V g

CallHome/Device/Cisco_Chassis/
Cisco_Card/HardwareVersion

FRUY 7 hU =T N—T g

% # = L7~ FRU TEMET
HIT T2 T NRN—T g v

CallHome/Device/Cisco_Chassis/
Cisco_Card/Softwareldentity/

VersionString

WDORIZ, A _ M) A=Vl ASNDINET 4 — NV RERLET,

RN ARV ) ARV AyE—CDEATA—ILE

T—AR1EBR (FL—Y TFR
b & & U XML)

BB (FL—Y TXARB&L
U XML)

Call-Home #* v t—< 44 (XML
DH)

VX —TDN— R =T N—
Vayv

VY —TDN— Ry T N—
g v

CallHome/Device/Cisco_Chassis/
HardwareVersion

A== NP T 22—
TR T RN—T g

BENY T T 2T R—=T g
Ve

CallHome/Device/Cisco_Chassis/
Additionallnformation/AD@name=
“SoftwareVersion”

FRU 4 AR N AvE—U% 4R L | CallHome/Device/Cisco_Chassis/
TUWA RSO FRU D4 i Cisco_Card/Model
FRU s/n FRU ® U 7 L& R CallHome/Device/Cisco_Chassis/

Cisco_Card/SerialNumber
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Call Home D&E |

HEB (FL—Y TXRARB&L
U XML)

T—ARIHER (FL—Y TFR
k& & U XML)

Call-Home #* v t&—< 44" (XML
DH)

FRU 5 & 5 FRU o il i, 2% =2

CallHome/Device/Cisco_Chassis/
Cisco_Card/PartNumber

FRU 22 v k FRU DA wm v &5

CallHome/Device/Cisco_Chassis/
Cisco_Card/LocationWithinContainer

FRUD/N— R =7 N—' 7
Ve

FRU ~— R =7 =Pz v

CallHome/Device/Cisco_Chassis/
CiscoCard/HardwareVersion

FRU ETEIfELTWD Y 7 b
T N—T g

FRUY 7 hU =7 RN—T g v

CallHome/Device/Cisco_Chassis
/Cisco_Card/Softwareldentity/
VersionString

A T 7% X K TO Syslog 7 5 — ~BEENDHI

WIZ, long-text X TP Syslog 77— M@HOB &R L ET,

TimeStamp 2014-08-13 21:41 GMT+00:00
Message Name syslog

Message Type Call Home

Message Group reactive

Severity Level : 2
Source ID ISR 4400
Device ID ISR4451-X/K9QCRFTX1830AKF9
Customer ID
Contract ID
Site ID
Server ID
Event Description :
by console
System Name
Contact Email
Contact Phone
Street Address
Affected Chassis
Affected Chassis
Affected Chassis

ISR4451-X/K9QCRFTX1830AKF9
*Aug 13 21:41:35.835:

Router
admin@yourdomain.com

ISR4451-X/K9
Serial Number FTX1830AKF9
Part No 800-36894-03
Affected Chassis Hardware Version : 1.0
Supervisor Software Version 15.4(20140812:034256)
Command Output Name show logging
Attachment Type command output
MIME Type text/plain
Command Output Text show logging
Syslog logging: enabled (0 messages dropped,
xml disabled, filtering disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

level debugging, 71 messages logged,
filtering disabled

level debugging, 0 messages logged,
filtering disabled

level debugging, 73 messages logged,
filtering disabled

Exception Logging: size (4096 bytes)

Console logging:
Monitor logging:

Buffer logging:

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

$CLEAR-5-COUNTERS:

4 messages rate-limited,

Clear counter on all interfaces

0 flushes, 0 overruns,

xml disabled,
xml disabled,

xml disabled,
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Count and timestamp logging messages: disabled
Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 70 message lines logged
Logging Source-Interface: VRF Name:

Log Buffer (4096 bytes):

*Aug 13 21:38:04.994: SCLEAR-5-COUNTERS: Clear counter on all interfaces by console
*Aug 13 21:40:55.706: $CLEAR-5-COUNTERS: Clear counter on all interfaces by console
*Aug 13 21:41:27.042: %SYS-5-CONFIG I: Configured from console by console

Router#

Command Output Name : show inventory

Attachment Type : command output

MIME Type : text/plain

Command Output Text : show inventory
NAME: "Chassis", DESCR: "Cisco ISR4451 Chassis"
PID: ISR4451-X/K9 , VID: V03, SN: FTX1830AKF9

NAME: "Power Supply Module 0", DESCR: "450W AC Power Supply for Cisco ISR4450, ISR4350"
PID: PWR-4450-AC , VID: V01, SN: DCA1822X0G4

NAME: "Fan Tray", DESCR: "Cisco ISR4450, ISR4350 Fan Assembly"
PID: ACS-4450-FANASSY , VID: , SN:

NAME: "module 0", DESCR: "Cisco ISR4451 Built-In NIM controller"
PID: ISR4451-X/K9 , VID: , SN:

NAME: "NIM subslot 0/0"™, DESCR: "Front Panel 4 ports Gigabitethernet Module"
PID: ISR4451-X-4x1GE , VID: V01, SN: JAB092709EL

NAME: "module 1", DESCR: "Cisco ISR4451 Built-In SM controller"
PID: ISR4451-X/K9 , VID: , SN:

NAME: "module 2", DESCR: "Cisco ISR4451 Built-In SM controller"
PID: ISR4451-X/K9 , VID: , SN:

NAME: "module RO", DESCR: "Cisco ISR4451 Route Processor"
PID: ISR4451-X/K9 , VID: V03, SN: FOC18271QLX

NAME: "module F0", DESCR: "Cisco ISR4451 Forwarding Processor"
PID: ISR4451-X/K9 , VID: , SN:

Router#

XML 2=k D Syslog 7 5 — L BEEID A

WIZ, XML B CD Syslog 77— MBHIOF 2~ L ET,

<?xml version="1.0" encoding="UTF-8"7?>

<soap-env:Envelope xmlns:soap-env="http://www.w3.0rg/2003/05/soap-envelope">
<soap-env:Header>

<aml-session:Session xmlns:aml-session="http://www.cisco.com/2004/01/aml-session"
soap-env:mustUnderstand="true"
soap-env:role="http://www.w3.0rg/2003/05/soap-envelope/role/next">
<aml-session:To>http://tools.cisco.com/neddce/services/DDCEService</aml-session:To>
<aml-session:Path>
<aml-session:Via>http://www.cisco.com/appliance/uri</aml-session:Via>
</aml-session:Path>
<aml-session:From>http://www.cisco.com/appliance/uri</aml-session:From>
<aml-session:MessageId>M4:FTX1830AKF9:53EBDBDA</aml-session:MessageId>
</aml-session:Session>

</soap-env:Header>

<soap-env:Body>

<aml-block:Block xmlns:aml-block="http://www.cisco.com/2004/01/aml-block">
<aml-block:Header>
<aml-block:Type>http://www.cisco.com/2005/05/callhome/syslog</aml-block:Type>
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<aml-block:CreationDate>2014-08-13 21:42:50 GMT+00:00</aml-block:CreationDate>
<aml-block:Builder>

<aml-block:Name>ISR 4400</aml-block:Name>
<aml-block:Version>2.0</aml-block:Version>

</aml-block:Builder>

<aml-block:BlockGroup>
<aml-block:GroupId>G5:FTX1830AKF9:53EBDBDA</aml-block:GroupId>
<aml-block:Number>0</aml-block:Number>
<aml-block:IsLast>true</aml-block:IsLast>
<aml-block:IsPrimary>true</aml-block:IsPrimary>
<aml-block:WaitForPrimary>false</aml-block:WaitForPrimary>
</aml-block:BlockGroup>
<aml-block:Severity>2</aml-block:Severity>

</aml-block:Header>

<aml-block:Content>

<ch:CallHome xmlns:ch="http://www.cisco.com/2005/05/callhome" version="1.0">
<ch:EventTime>2014-08-13 21:42:49 GMT+00:00</ch:EventTime>
<ch:MessageDescription>*Aug 13 21:42:49.406: SCLEAR-5-COUNTERS: Clear counter on all
interfaces by console</ch:MessageDescription>

<ch:Event>

<ch:Type>syslog</ch:Type>

<ch:SubType></ch:SubType>

<ch:Brand>Cisco Systems</ch:Brand>

<ch:Series>ISR XE Series Routers</ch:Series>

</ch:Event>

<ch:CustomerData>

<ch:UserData>

<ch:Email>admin@yourdomain.com</ch:Email>

</ch:UserData>

<ch:ContractData>

<ch:CustomerId></ch:CustomerId>

<ch:SiteId></ch:SiteId>

<ch:ContractId></ch:ContractId>
<ch:DeviceId>ISR4451-X/K9Q@CRFTX1830AKF9</ch:DeviceId>
</ch:ContractData>

<ch:SystemInfo>

<ch:Name>Router</ch:Name>

<ch:Contact></ch:Contact>
<ch:ContactEmail>admin@yourdomain.com</ch:ContactEmail>
<ch:ContactPhoneNumber></ch:ContactPhoneNumber>
<ch:StreetAddress></ch:StreetAddress>

</ch:SystemInfo>

<ch:CCOID></ch:CCOID>

</ch:CustomerData>

<ch:Device>

<rme:Chassis xmlns:rme="http://www.cisco.com/rme/4.0">
<rme:Model>ISR4451-X/K9</rme:Model>
<rme:HardwareVersion>1.0</rme:HardwareVersion>
<rme:SerialNumber>FTX1830AKFI9</rme:SerialNumber>
<rme:AdditionalInformation>

<rme:AD name="PartNumber" value="800-36894-03" />

<rme:AD name="SoftwareVersion" value="15.4(20140812:034256)" />
<rme:AD name="SystemObjectId" value="1.3.6.1.4.1.9.1.1707" />
<rme:AD name="SystemDescription" wvalue="Cisco IOS Software, ISR Software
(X86_ 64 LINUX IOSD-UNIVERSALK9-M), Experimental Version 15.4(20140812:034256)
[v154 3 s xe313 throttle-BLD-BLD V154 3 S XE313 THROTTLE LATEST 20140812 020034-ios 150]
Copyright (c) 1986-2014 by Cisco Systems, Inc.

Compiled Tue 12-Aug-14 00:13 by mcpre" />

<rme:AD name="ServiceNumber" value="" />

<rme:AD name="ForwardAddress" value="" />
</rme:AdditionalInformation>

</rme:Chassis>

</ch:Device>

</ch:CallHome>

</aml-block:Content>

<aml-block:Attachments>

<aml-block:Attachment type="inline">

<aml-block:Name>show logging</aml-block:Name>

<aml-block:Data encoding="plain">

<! [CDATA[show logging

Syslog logging: enabled (0 messages dropped, 4 messages rate-limited, 0 flushes, 0 overruns,
xml disabled, filtering disabled)

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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No Active Message Discriminator.
No Inactive Message Discriminator.

Console logging: level debugging, 75 messages logged, xml disabled,
filtering disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,
filtering disabled

Buffer logging: level debugging, 77 messages logged, xml disabled,
filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 74 message lines logged
Logging Source-Interface: VRF Name:

Log Buffer (4096 bytes):

*Aug 13 21:42:20.187: $CLEAR-5-COUNTERS: Clear counter on all interfaces by console
*Aug 13 21:42:23.364: %SYS-5-CONFIG I: Configured from console by console
Router#]]></aml-block:Data>

</aml-block:Attachment>

<aml-block:Attachment type="inline">

<aml-block:Name>show inventory</aml-block:Name>

<aml-block:Data encoding="plain">

<! [CDATA[show inventory

NAME: "Chassis", DESCR: "Cisco ISR4451 Chassis"

PID: ISR4451-X/K9 , VID: V03, SN: FTX1830AKF9

NAME: "Power Supply Module 0", DESCR: "450W AC Power Supply for Cisco ISR4450, ISR4350"
PID: PWR-4450-AC , VID: V01, SN: DCA1822X0G4

NAME: "Fan Tray", DESCR: "Cisco ISR4450, ISR4350 Fan Assembly"
PID: ACS-4450-FANASSY , VID: , SN:

NAME: "module 0", DESCR: "Cisco ISR4451 Built-In NIM controller"
PID: ISR4451-X/K9 , VID: , SN:

NAME: "NIM subslot 0/0", DESCR: "Front Panel 4 ports Gigabitethernet Module"
PID: ISR4451-X-4x1GE , VID: V01, SN: JAB092709EL

NAME: "module 1", DESCR: "Cisco ISR4451 Built-In SM controller"
PID: ISR4451-X/K9 , VID: , SN:

NAME: "module 2", DESCR: "Cisco ISR4451 Built-In SM controller"
PID: ISR4451-X/K9 , VID: , SN:

NAME: "module RO", DESCR: "Cisco ISR4451 Route Processor"
PID: ISR4451-X/K9 , VID: V03, SN: FOC18271QLX

NAME: "module FO", DESCR: "Cisco ISR4451 Forwarding Processor"
PID: ISR4451-X/K9 , VID: , SN:

Router#]]></aml-block:Data>
</aml-block:Attachment>
</aml-block:Attachments>
</aml-block:Block>
</soap-env:Body>
</soap-env:Envelope>
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http://www.cisco.com/c/en/us/products/routers/4000-series-integrated-services-routers-ist/relevant-interfaces-and-modules.html
EHMRLTLLIZEN,

2YRT—D AVE—TIARXEDa1—)L

PR—FSINDIRY NT—=7 A F =T AR T haid, kOEBY TT,

'Clscosﬁ41ﬁﬁTl/El EEBIOWAN 2y hU—7 f X —T =24 AT a2—/b, (256

* Cisco SSD/HDD %+ U 7 #— K NIM, (257 ~*X—7)
*HDD £721XSSD D7 7 —L 7 =T DT v 77 L —F, (257 =)
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* Installing the Cisco Fourth-Generation T1/E1 Voice and WAN Network Interface Module

* Configuring the Cisco Fourth-Generation T1/E1 Voice and WAN Network Interface Module

* Installing the Cisco PVDM4
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Cisco SSD/HDD &+ ') 7 71— K NIM
N—Z TiE, B—® CiscoHDD BLWSSD ¥+ V7 I#— RFKNIM 2BV FR—hrEnFEd, 2Aav b
OBLOY 72y M1, 2, FRIE3ICINEEETILERHY T,
Cisco SSD/HDD s % U 7 #— K NIM 2RO\ UhTI,
*CiscoSSDF ¥ U7 I—KNIM: 1 ~2E5DY Y v K AF—hk KIA7 (SSD) % HHK—
}\O
*CiscoHDD 4+ U7 #—KNIM: 1 EBDO/N—K F 427 K547 (HDD) %V FH—F,

SSD/HDD ¥ % U 7 7 — K NIM O/ — ¥ = 7 RePEDFEMIC OV TIE,  [Hardware Installation
Guide for the Cisco 4000 Series Integrated Services Routersl] 2/ L T 72 &\,

SSD/HDD v U7 H— K NIM OHT 77 4 TALETZIIHT 7 7 4 7LD DOFERIZ W CTiE,
SSD/HDD ¥ U7 71— KNIMDOHT 77 4 7B L OHET 77 1 71k, 263 X—) 2L
TLIE&E W,

Ciscol7/R— bk, 27 "— k. BXUVA4FR—F U F7ILNIM

Ciscol R— K, 28— b, BLW4HF—F U T/ANIM L, Cisco4400 > Y — X ISR THHR— h
SINTWHwALFTa har@#e I Tr Ry NV—0 4 0 Z—T 2 ZAEFV 22—/ (NIM) T
T, Ciscol B—h, 2K —=h, BLP4HE—F U TIVNIM T —FHEREZ LR L, BEid A
LoyL 7 —% U JHIEHAO 8Mbps £ TOT—X L— haegle, SESERT TV r—vav
TORMIA & —7 = 208 L ET, o olRelL, &1 2 Y —RA 2 |k Cisco
HDLC WAN A v 4 —T7 2 A AL 7iF 7L —L Vb — A U —T o f AL LTHERTEET,
Ciscol R—=h, 2R —F, BLP4FR—F T UT/UNMIE, MEAOTY 7 VEEa hr—F

(SCC) ZFfH, HRA L =2 D SCCITIFEKAFLERH A, T D NIM OREDFEAIZ OV TIE,

[Configuring the Cisco 1-, 2-, and 4-port Serial Network Interface Modules for the Cisco 4400 Series ISRs
EZML T TEE,

HDD F#=(ESSDD T 7— LIz T7DT7vTJL—F
SSD£72IZFHDD D7 7 — AU =T %7 v 77 L — R$5|Z1%, upgrade hw-programmable module
filename bootflash:filename slot/sub-slot 7~ > R&FEHTE 7,
Sfilename OFEXEFZRUT nim_ssd_manufacturer_firmware-version-number.bin T3,
7 7 —2A5 v =T IZ, bootflash: A DT CHEHTE £,
72 & 21X, bootflash:filename DDV IZLL T OWT DG FT 4 fEE TE £ 7,
* flash:filename
* harddisk:filename

* usbl:filename
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LoV TRy M, 20 30WTRN 1 DT EERTALERDH Y £,

KIZ. upgrade hw-programmable module filename bootflash:filename slot/sub-slot =1~ > K&l L
TMicronP400m 7 4 A7 %7 7 — A7 =7 VBT 2200127 v 77 L— KT 2612 R LET,

Router# upgrade hw-programmable module filename bootflash:nim ssd Micr nP400m _E200.bin
Info: Trying to upgrade Module in 0/3 with nim ssd MicronP400m E200.bin
Info: Current NIM-SSD disk config.
Info: Diskl: rev: 0200 model: MicronP400m-MTFDDAKZ200MAN
Info: Disk2: rev: 0200 model: MicronP400m-MTFDDAK200MAN
/dev/sde:
fwdownload: xfer mode=3 min=1 max=255 size=512
Done.
/dev/sdf:
fwdownload: xfer mode=3 min=1 max=255 size=512

Info: Performing post upgrade check ......

Info: Upgrade to Firmware version E200 on diskl successful.
Info: Upgrade to Firmware version E200 on disk2 successful.
Info: Current NIM-SSD disk config.

Info: Diskl: rev: E200 model: MicronP400m
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v A= SDDHDD ¥+ U7 A— FNIM D K7 A 7 Ti&, SMART =7 —3ELTWVD L 5
PERSNET, SMART =7 =03 AET 5 L, ROPIIRT L D1 Cisco10S =T — A vt —
URERSINET,

$I0SXE-5-PLATFORM: logger: INFO:/dev/sde:SMART error present:please do

'more bootflash:/tracelogs/smart errors.log'.

=7 — 17 (bootflash: /tracelogs/smart_errors.log) TEBNIERZ MR TE ET,

ViR —EX EDa—)L

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

KOV —ERAEVa— APV —F THR— I TVET,
* Cisco SM-1 T3/E3 #—E & £V =2 —/b, (259 ~X—)
*CiscoUCSE ¥ U —X H#—,3 (259 _X—)
* Cisco SM-X L ¥ 2/3 EtherSwitch F—E A2 £ =2 —/1, (259 ~X—)

*Cisco 6 "— F GESFP —E R ¥ 2 —/1, (259 ~—)
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*JL—X D CPUICKEXRAMENTTICE Y 2a— L ELRER AT A, v LFXHE Y |~
777 Vw7 (MGF) ~® 1 Gbps #,

* B 7272 Power over Ethernet Plus (PoE+) #%BE & . IEEE 802.3AE Media Access Control Security
(MACSec) AR— bk ~X—Z® hop-to-hop I 5{tiFs LT Cisco TrustSec IZ L 5. N—FH7= b
BR300 W o fikfaE
B OV TIE, RO~=a T LEBRLTLLZE 0,
* Cisco SM-X Layer 2/3 EtherSwitch Service Module Configuration Guide for Cisco 4451-X ISR
* Connecting Cisco SM-X Layer 2/3 EtherSwitch Service Module to the Network
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E Y o — DG NI T D121, Telnet F 7213 Secure Shell (SSH) #fH L TL—4& 2>V —
JUZEERE L. V— & ECHi#E EXEC & — K T hw-module session slot/subslot 7~ > RZ&fEH L T,
A v F~DE v a B LET,

ROFREF MM LT, e LET,
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* &IZ. hw-module session =~ RE{FEHAL CTL—F bty a 2Bl R LET,

Router# hw-module session slot/card
Router# hw-module session 0/1 endpoint 0

Establishing session connect to subslot 0/1

WIZ, F—HR—FTCtrl-A M L7281 Crl-Q LT, —E bty a 21T

L2 RLUET,

type “a’*q

picocom vl1.4

port is : /dev/ttyDASH2
flowcontrol : none

baudrate is : 9600

parity is : none

databits are : 8

escape is : C-a

noinit is : no

noreset is : no

nolock is : yes

send cmd is : ascii xfr -s -v -110
receive cmd is : rz -vv

Ry KX w 7 (OIR)
Jb—% 1% Cisco JEIEY—E R EV 2 — LB L WNCisco ry hUV—F S U H—T =2 A FEV a—/)b
DOIEMSES, (OIR) ZHAR—hFLTWET, OIREELZMFEHAL T, RKOEELETTEET,
¢ E Yo —/VOTEVEHTR O WG, (261 ~—2)
CEVa— VDT 7T 4Tk, (261 X—2)

N ONDAT L RE—RTOEY 2a—NVEBLOAS v 2 —T A ZADIET 7T 471k, (262
~ReD)

*SSD/HDD ¥ U7 H— RKNIM DIET 7T 4 TAbBLOHT 77 40 71k, (263 *X—)
CEVa—VOBET T 471k, (265 X—)
CEVa— VDT VT 4 TAEB LT 7T 4 TLOREER, (265 2X—)

TD 21— IILDEEHRIRD %R

J—H TlE, EEESNTWABOFEY 2— VOB 4 LICERZR <. ¥ 2—/LOiEMHFR (OIR)
N R—FENTWET, 2FV., 77T 4T REVa— N ENL—ZIZEEL-EET, JOE
Va—LEWNWTNANOY T Auy ML T I ERTEET, TV EEDBIIKHT S
TENLWGERIT, YT Ay MZT T 7 745 — 71— 2SN TERO T TIIEE 0,

EDaA—-ILDIETI T4 74

TV 2= VEIRT 7T 47T DI LR V= D0Ea—VERVITZENTEE
T, L. BV 2= ERVATENC, B2 EELLIET 7T 471528 (FF
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Ry kX w7 (OIR)

A

JVU—ATVZEREA7ICTHZ L) #HRLEST, ELIIET VT 1 71T 5HI2iE. EXEC
& — KC hw-module subslot slot/subslot stop =~ > K& FIT L 7,

G¥)

EVa2—/VOOREZEER L TWD EXITE, BV 2a—VEIET 7T 0 7T DHNCHA 7 —
TxA RN vy N XU T AMLETH Y FHA, EXEC E— KT hw-module subslot
slot/subslotstop 2~ > R&EFATTH L, A VX —T A ADNT 7 4 v 7 NABIITEIEL,
OIR T A CEY 2a— L eRIZINOGDA U F—T = A ANIET 77 4 7S ET, Rk
IZ, OIR DRRIZE Y a2 — VDA B —T = A AZAHBIZHEET 20 TH D A,

WO TIL, show facility-alarm status 2~ > RZEA LT, TV a2 — AR AT ANLED IS
hﬁ_ﬁj{:u\ Ty ) T/])jj/l/ 77—Aﬁ)§i}&éhé7§)t 9 75 %%Htubij—o

Router# show facility-alarm status
System Totals Critical: 5 Major: 1 Minor: O

Source Severity Description [Index]

Power Supply Bay 1 CRITICAL Power Supply/FAN Module Missing [0]
GigabitEthernet0/0/0 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/1 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/2 CRITICAL Physical Port Link Down [1]
GigabitEthernet0/0/3 CRITICAL Physical Port Link Down [1]
xcvr container 0/0/0 INFO Transceiver Missing [0]
xcvr container 0/0/1 INFO Transceiver Missing [0]
xcvr container 0/0/2 INFO Transceiver Missing [0]
xcvr container 0/0/3 INFO Transceiver Missing [0]

V: 1.0v PCH RO/18 MAJOR Volt Above Normal [3]

G¥)

ELWET 7T 4 TDBRICEY 2a— NV ERV N LTEGEETH, 2V T 4 V7T 7 —25 (Active
Card Removed OIR Alarm) MR &£,

WDOADAT U FE—FTODEDS2a—ILELIVA B —T A ADET7 I T4 7

e

Fa—NEFDA L H =T oA ABIET 7T 4 7T BTN, IROWTIDDT— N Thw-module
subslot =~ R&EFHTXE7,

*Ju—NL a7 X 2 b— 3 E— R Thw-module subslot slot/subslot shutdown unpowered
O REEITLTCEY 2= N EZTDA L B —T = RAZIHET 7T 4 71T H8EE1F, V—
FEME) 7= LTbEY2a— AR T = LAWK IICHRELLET D ENTEET,

VE—MEFNICHBEINTVWDLIEY a—VE VY vy NI U T LRERD L5HE, —2 D
Y7 — FEICE Y 2a—ARHBIC T — FLAVWE ST 5ITE, Zoa~vy RARELE
7

* EXEC & — K C hw-module subslot slot/subslot stop 2~ > K& 28551F, €Y a—n

TVL—A 7MWV % v bH T EET, hw-module subslot slot/subslot start o< REE
T3¢ a2a—nAnN) 7—rLET,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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| CiscohlEY—ER ESa—LBLURY FT—H A VE—TTA R ES21—LOBE

Y2 —)V AR SR,

v kR (OIR) [ ]

T2 N EEDA LI =T 2 AETNTHT 77 4 71T 51T

., Fe—L a7 4 Xab—y gy B— RTROWTI O a<y REFEHLET,

FIED

AU RFEREETI V3 Y

E:g)

ATy hw-module subslot slot/subsiot | ). — &2 DIEEO AT Y FBLOY T2y MIEZEINTWVWAEY 2—/1%
1 shutdown unpowered 77T 4TI LET, T,
B - *slot : BV a—VREEINTWDHYY—Y Ay NEFERELE
Router# hw-module subslot 7,
0/2 shutdown unpowered .
*subslot : BV 2 — /)VINEFEINTWE Yy —v DY T Aay NEFETE
ELET,
*shutdown : 5 EL/-EFVa—LET vy hE DT LET,
*unpowered : T 7 4 X2 b — g VPHLET2a—LOTXTOA
VHE—T 2 A ZAEHIRL, BV 2 LOBRELZICLET,
ATy hw-module subslot slot/subslot |}8ED 2 a v " BIOY 7T 2uy MIEEINEZET 22—V E2IETIT 47
-2 [reload | stop | start] LEY, 27T,

£ :
Router# hw-module subslot
0/2 stop

sslot : BV a— L REEINTWELEYYy—Y 2y NESEZIEELE
Er

*subslot : B 2 — L PNEEINTNWA Yy —2 DY 720y NEEZE
ELET,

‘reload : FEE L F Y o — L& EEE L THOHEEE L F7,

*stop : EV2—NINLTRTOAS U F—T = A AXHIRL, £V 2—/b
DERZA7IZLET,

*start : fRED A By MIYBMICEE SNTEY 2 — NV ORE LA
W2, BV a—VOEREAICLET, EVa— A T7r—L T =T N
V7 — kL, Y 2= @by —7 o ALK 1I0Md 8 L O
Input/Output Module daemon (I0Sd) 7'mE A TIEITINET,

SSD/HDD v )7 A—FNIMDET VT4 TILELVBET VT4 Tk
WORFIBE A S hE T

*HDD £ 771X SSDF 4 A7 DRV REETSSD/HDD ¥+ V7 — RNIM 2T 7 7 1 7{bF
7B T 77 4 7T 5 8E TR — S TWER A,

| 0L-29328-03-J
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*150 (SSD £7-1ZHDD) ¥+ U7 #— KNIM 7224 |2EETxE T, BN (SSD
F721ZHDD) ¥+ U7 7— RKNIM ZBORA /T D E. T 2 — VOBIRNDA 773
D, =NV Avt— Bl Avk—y, FHEFTTI— A vE—TN CiscolOS 22V —
JWNCERENET, BNMORIATTT 7 AN VAT EABEET DL EDRMIH D £,

A

& SSD/HDD ¥+ U7 H—KNIM%ZIET 7T 4 7T, T—EZNKbNDZLERHY 7,
SSD/HDD %+ U7 #— RKNIM 2T 7 7 4 7L T 51201%, ROFIEEZEITLET,

FED
ARV RFEEET7I 3 B#
AT w71 |virtual-service name no activate 2~ R T/ —H & ¥ v N 7T 570D %R L
LT, L—ZTHR—KEN TS KWAAS F—E 2% (4§
1 - , _ _ T) F5ELET, SSDE/IIHDD ZEEE LE L/-DASHL L=
e e e f rtaalrservice BRI, TV Yy FEWHT S LaBE0 LET,
AF w72 |noactivate JL—HDKWAAS A VAHX L ATy b AT LET, kWAAS
Y= RIS VA b=V ENTFFITY F£9, HDD/SSD NIM
B - (BYa—)V) OFEIH®%BIC, ZOY—YRE2HT 7T 0 T{bT
outer (config-virt-serv)# n N N
ictivate g b ° DHVENH D iﬁ‘o

R w73 |hw-module subslot slot/subslot [reload | [{E D2y NBLOY 720y NOEFEYa—NAVEIET 27T 47

stop | start] FET /T 4TI LET,

i - *slot : BV a—NREEINTWHYYy—v Ay FEE,
# hw-modul bslot 0/2 st s . R N
gizz:id wviwtxl?os::lo: 21; ;Oguleé SEop *subslot : BV 2 — VREEINTWDH Yy —T DT A1y

[confirm] ]\%%‘

Router# °

* 6 15:13:23.997: . S — Sy

e SR e s *reload : fREDEY 2 —V&2IET VT 4 7L THHHT
(NIM-SSD) offline in subslot 0/2 F oL LET (IR & FEHiLE) |

*stop: TV LTRTOA U H—T oA AZHIBRL,
EFEVa2a—VOEREFZIZLET,

sstart : fEED A v MIWHBICESE SN TP 22—V D
A LRI, TV 2a—NVOEREZANILET, EVa—
N T 7= =T N T —kL, BV 2= @by —
VAEKNIOSd BLOIOMd Vet A TEITESNE T,

ATv 74 |EN (Enable) LED 2MHATT % &£ CTFHf
b, D% SSDHDD ¥+ U7 H— K
NIM ZH D4+ LTS 7280,

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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| CiscohlEY—ER ESa—LBLURY FT—H A VE—TTA R ES21—LOBE
Ry FXT T (OIR) [ ]

EVaA-IDETIT14T1

hw-module subslot slot/subslot stop 2~ > R L CEY 2 — NV EIET 7T 1 712 LT72% T, OIR
EEITETICEY 2 —VEB/BT 77 4 7T 5101, WOWThhDa~r FE (FEEXECE—
NT) fEHLET,

* hw-module subslot s/ot/subslot start

* hw-module subslot slot/subslot reload

EDa—IWDET VT4 TELUVT Y T4 TILDFESR
BV a—NEET I T4 TICTHE, KT DDA E—T A AGIET VT4 7RV ET, £
D=, ZIHDA »H—7 =4 AL show interface =~ > RDOHIZEREN/RL 720 £,
1 Ea2—ANIET I T 4 TR0 E I DEWERT B2, BFHEEXEC 27 ¥ a2 b —
g F&— KT show hw-module subslot all oir =~ > K& A S LE9,
BT 5 E ¥ = —/LIZxf)i L7z [Operational Status] 7 4 —/L RZFH~_E3, KROFITIE, L—
ZOYT 20y b 1ICHEEESNTWAEY 2— A NEH . AU REEBICR>TVWET,

Router# show hw-module subslot all oir

Module Model Operational Status
subslot 0/0 ISR4451-4X1GE ok
subslot 1/0 SM-X-T1/E1l ok

2 EVa—ANT 7T 4 7SI THEUNCEIEL TV D Z & &3 5121, show hw-module
subslot all oir =~ > & A7) LT, WOHFID X 5 IZ [Operational Status] 7 ¢ —/L K73 "ok" |Z
RoTNDZ EEFNET,

Router# show hw-module subslot all oir

Module Model Operational Status
subslot 0/1 NIM-8MFT-T1/E1l ok
subslot 1/0 SM-X T1/E1l ok

Router# show platform hardware backplaneswitch-manager RO status

slot Dbay port enable link status speed (Mbps) duplex autoneg pause_tx
pause_rx mtu
0 0 CPp True Up 1000 Full ENABLED ENABLED
ENABLED 10240
1 0 GE1 True Up 1000 Full DISABLED ENABLED
ENABLED 10240
1 0 GEO True Up 1000 Full DISABLED ENABLED
ENABLED 10240
2 0 GE1l True Up 1000 Full DISABLED ENABLED
ENABLED 10240
2 0 GEO True Up 1000 Full DISABLED ENABLED
ENABLED 10240
0 1 GE1l True Down 1000 Full DISABLED ENABLED
ENABLED 10240
0 1 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240
0 2 GE1 True Down 1000 Full DISABLED ENABLED

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> AAF
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ENABLED 10240

0 2 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 3 GE1 True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 3 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 4 GE1l True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 4 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 0 FEP True Up 10000 Full ENABLED DISABLED
DISABLED 10240

slot bay port mac vid modid flags - Layer 2

0 0 FFP 2c54.2dd2.661b 2351 1 0x20

0 0 FFP 2c54.2dd2.661b 2352 1 0x20

0 0 CP 2cb54.2dd2.661le 2351 0 0xC60

0 0 CP 2cb4.2dd2.66le 2352 0 0x20

1 0 GEO 58bf.ea3a.00f6 2350 0 0x460

0 0 FFP 2c54.2dd2.661b 2350 1 0x20

1 0 GEO 58bf.ea3a.00f6 2352 0 0x20

0 0 CP 2cb4.2dd2.661le 2350 0 0x20

1 0 GEO 58bf.ea3a.00f6 2351 0 0xC60

Port block masks: rows=from port, columns=to port, u=unknown unicast, m=unknown multicast,
b=broadcast, A=all

cP FFP 1/0/1 1/0/0 2/0/1 2/0/0 0/1/1 0/1/0 0/2/1 0/2/0 0/3/1
0/3/0 0/4/1 0/4/0 drops

CP - A um um um um um um um um um

um um um 1

FEFP A - - - - - - - - - -
- - - 0

1/0/1 um umb - umb umb umb umb umb umb umb umb

umb umb umb 0

1/0/0 um umb umb - umb umb umb umb umb umb umb

umb umb umb 6

2/0/1 um umb umb umb - umb umb umb umb umb umb

umb umb umb 0

2/0/0 um umb umb umb umb - umb umb umb umb umb

umb umb umb 6

0/1/1 um umb umb umb umb umb - umb umb umb umb

umb umb umb 0

0/1/0 um umb umb umb umb umb umb - umb umb umb

umb umb umb 0

0/2/1 um umb umb umb umb umb umb umb - umb umb

umb umb umb 0

0/2/0 um umb umb umb umb umb umb umb umb - umb

umb umb umb 0

0/3/1 um umb umb umb umb umb umb umb umb umb -

umb umb umb 0

0/3/0 um umb umb umb umb umb umb umb umb umb umb
- umb umb 0

0/4/1 um umb umb umb umb umb umb umb umb umb umb

umb - umb 0

0/4/0 um umb umb umb umb umb umb umb umb umb umb

umb umb - 0

Port VLAN membership: [untagged vlan] U=untagged T=tagged <VLAN range begin>-<VLAN range

end>
CP [2352] U:0001-0001 T:0002-2351 U:2352-2352 T:2353-4095
FFP [2352] T:0001-4095
1/0/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095
1/0/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095
2/0/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095
2/0/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/1/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/1/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/2/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/2/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/3/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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0/3/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/4/1 [2352] T:0002-2351 U:2352-2352 T:2353-4095
0/4/0 [2352] T:0002-2351 U:2352-2352 T:2353-4095

show platform hardware backplaneswitch-manager rp active ffp statistics : 5l

Router# show platform hardware backplaneswitch-manager rp active ffp statistics
Broadcom 10G port(e.g: FFP) status:
Rx pkts Rx Bytes Tx Pkts Tx Bytes

512~1023
1024~1518
1519~2047
2048~4095
4096~9216
9217~16383
Max
Good
CoS
CoS
CoS
CoS
CoS
CoS
CoS
CoS
Unicast
Multicast
Broadcast
Control
Errored
FCS
Undersize
Ether len
Fragment
Jabber
MTU ck, good
MTU ck, bad
Tx underflow 0
err symbol
frame err 0
junk 0
Drops
CoS
CoS
CoS
CoS
CoS
CoS
CoS
CoS
STP
backpress
congest
purge/cell
no destination
Pause PFC
CoS
CoS
CoS
CoS
CoS
CoS
CoS
CoS

oolololNololeloleleNoNeNe)

oleololololoNeNe)

ok WP O
oNeololeolololololololololoolololololeloleNelNeole]

O O oo

OO O OO oo
o

o

~No b WO
OO OO OO Ooo
OO OO OO Ooo

eNolololololeolololelolNoNelNe)

ok WP O
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Cisco kY —ER ESa—ABLURY FT—H A V8— TR ES2—LOEE |

B =22 L6010 8—T1RDER

~

+va

N

o a

—ILBELVAMUEA—T A RADEE

N—ZFSESEREV2—VEYR—-FLTVET, PFR-FENLHEY2—LD—FHIZHOW
T, A= FrENDET 22—, 2563—) 2R LTLLEIN, EVa2—LVEHR A
TlE, EV 2= Y —=2ZHMATEL L), EV2— V2 EHTLHENMTDRET, 20
Trt R, EVa—AORIM, BEE. 7 TAT Y MIEDARE, AT —F A OWE, VAN
REDZATMHRY £, Y a2 LEREDOFHMIZ OV TIX,  [Documentation Roadmap for the
Cisco 4000 Series Integrated Services Routers)]] [ZFEE SN TVWDHEY 2 — D~V =a T L EZR L T
<TEEW,

JL—# THAR— bk &4 % Small Form-Factor Pluggable (SFP) £ = —/LD—EIZOWTIE,
[Hardware Installation Guide for the Cisco 4000 Series Integrated Services Routers] @ [Installing and
Upgrading Internal Modules and FRUs| OIHAZZH L T IV,

TITIE, BV a—NEA U E—T oA AOERICEAT 2 EMNERE R LET,
CEVa— L AU F—T o ADEH, (268 X—)

Ry I F—r AL vFEEHA LT 2a— LA v Z—T o ZADEHE, (268 2—)

— A=A ADEE

Va2 —LOBEIRIC, TOETVa— VA F—T oA AZHIEBIOERTEES, 1 ¥ —
T oA AERICIE, shut F-Inoshut 2~ REEHA L7 94TV FORER, f vV F—T =
A AR LIV, v Z—T oA AL ~ULOFHEHERO L AR— MR EENE T,

FEVa—NVBIOAS v —T 2 ADERE N T TN a—T 07, Q123—) [T A RX
NTWAshow 2= REFEH LT, Y a— LORERMOFHEEHEREER L E T,

N TL—2AA Y FEFERALEED2A—ILESA R —T A RAD

e

Nyl Tl—=v A =Ry b A vF, (269 <—)

N—H EDET 2= VBLOAS LV H =T 2 A N—F AT =X ADFR, (269 2—)
RNy I T =2 ALy FRERHEROER, (270 ~—)

Ny I T = AL v F K— MEEHEROER, (270 X—2)

cZ2nu vy MEIY B TORR, (271 2—=)

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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| CiscohlEY—ER ESa—LBLURY FT—H A VE—TTA R ES21—LOBE

NG TL—V RA v FEFRALIZED2—ILEA U E2—T 24 ADER

N TL—oA—HRy b RAYF

N—B DNy I L= A=Y Fy b AL v FIZLY, EP—EA TV a2—LElRy FT—
JAHE =T AAXAETa—)L NIM) 2¥HETEET, NI 7b—v A—F Xy AAf v
FiT. RA R NL—F L FOEMRAEETY 2— /LOBOTXTON Yy NinEAEELFT,

Ny g FL—v 4 =%y b AL v FIEHRA b V—FOFHEREE LTEEL, £V 2— 1%
FEL, EY2— O TR T o —flEE R LML E ., ZhiCkD ., v—FERRIZIERE
R4 — KRy 73RS Ed, SO TE., TP a2—BIUOA v E—T o ADE
B, (268 X—) | #BRL TSN, Eo, Ny T b—rv =%y b AL v FIE, &K
ANN—BINEEV2a—V~DRHIEITV—2 7T 47 Tua—bRELET, Ny s L—
VAAYTFIFETV 2 A BILOAS UH =T oA AN — REFHL, £V 2L EOWEFEICHEHNE
NET, "y b7 —btHE NI Ty RNy T VT ERERET DO, EVa—L KT
ARy I FL—v A, v F LHEENET,

Ny F—2 AL vy FICK L THREF AV ZFITTHMLEITIHY FEA, TV 2—Anb, T
RTCOREZITVET, TOREICIOAR I T L —0 24 v FNEEEINDZE L, BEEIN
NI ET, THTXDOEEDOFMIOWTIL, [Hardware Installation Guide for the Cisco
ISR 4000 Series Integrated Services Routers] #ZM 1L T X0y,

GE)

IEEE 802.1D Spanning Tree Protocol (STP) 72X DL A Y271 hajbix, RNy 7 FL—r A —
PF v b AL v FTEHYR— hERFEEA,

W= LEDED2—ILBELUVAVAEA—TITARND—FRAT—3ADXRT

| 0L-29328-03-J

¥¢HE EXEC E— K Tshowplatform 2~ > REZEH LT, EVa—LBIOAS v F—T A A D—
ROFEMEZRRTEET,

W OFE, show platform =~ > KO H /14T,

Router# show platform

Chassis type: ISR4451/K9
Slot Type State Insert time (ago)
0 ISR4451/K9 ok 15:57:33
0/0 ISR4451-4X1GE ok 15:55:24
0/3 NIM-SSD ok 15:55:24
1 ISR4451/K9 ok 15:57:33
1/0 SM-1T3/E3 ok 15:55:24
2 ISR4451/K9 ok 15:57:33
2/0 SM-1T3/E3 ok 15:55:24
RO ISR4451/K9 ok, active 15:57:33
FO ISR4451-FP ok, active 15:57:33
PO Unknown ps, fail never
Pl KXXKX=XXKXX-XX ok 15:56:58
P2 ACS-4450-ASSY ok 15:56:58
Slot CPLD Version Firmware Version
0 12090323 15.3(01r)sS [ciscouser-ISRRO...
1 12090323 15.3(01r)S [ciscouser-ISRRO...
2 12090323 15.3(01r)Ss [ciscouser-ISRRO. ..
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RO
FO

12090323
12090323

Cisco kY —ER ESa—ABLURY FT—H A V8— TR ES2—LOEE |
B /T L— R FEERLEES2—LEA U —T I ADERE

15.3(01r)s
15.3(01r)s

Ny T—2 R4 v FREHEROERT
#AT Y FOMEERLH— ML, BEBLORE

i@—o

[ciscouser-ISRRO...
[ciscouser-ISRRO...

INT= Ny MEETZIFIANA MR ER
ZOEREFEHLT, X727 —0 AL v T OIEIERFR—FNTO T T 4T T

O—%M5Z LM TEET, KIZ. show platform hardware backplaneswitch-manager rp active
summary 2~ > RO OB ZRLET,

Router# show platform hardware backplaneswitch-manager rp active summary
OutBytes

6242 9361008

slot

OO OO ODOODOOONNEFEO

QOB WWNNRHREPROOOOO

port InBytes

InPkts

0

6306 407477

OO O OO OOOOOoo

Ny Y TL—2 R4 v F R— MREHRERD R
Ny 7 F—2 AL o FICHHE L T D AR — MIBEET D #EHEHR A EK AT 5121%, showplatform
hardware backplaneswitch-manager rp active subslot GEO statistics 2~ F&Z i T 79, &
DHNE, Ny 7T v—2 A v F L ZOAA v FITHER L TR — MIBET 2 6tiHEHR %
ForLET,

(]

OO OO OO OOOOoo

OO OO OO OOOOoOo

403209
0
9360934

O

OO O OO OOOOOoOo

Router# show platform hardware backplaneswitch-manager rp active subslot 1/0 GEO statistics

Broadcom 1G port(e.g: NIM, ESM, CP)

Rx pkts

status:

All
=64
65~127
128~255
256~511
512~1023
1024~1518
1519~2047
2048~4095
4096~9216
Good
CoS O
CoS 1
CoS 2
CoS 3
CoS 4
CoS 5
CoS 6
CoS 7
Unicast
Multicast
Broadcast

6294

407477

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K
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Con
VLA
Error
FCS
Run
Und
Eth
Fra
Jab
MTU
Drops
CoS
Cos
CoS
CoS
Cos
CoS
CoS
Cos
STP
bac
con
pur
no
Pause

trol
N
ed

ts
ersize
er len
gment
ber

o Uk WP O

kpress

gest
ge/cell
destination

A0y FEIY B TORTE

Zw oy MY Y TEFIRT HITIE. ROBNTRT K 9 I EXEC £ — R T show inventory =~
YREMEHLET,

Router# show inventory
"Chassis", DESCR: "Cisco ISR4451 Chassis"

| 0L-29328-03-J

NAME :
PID:

NAME :
PID:

NAME :
PID:

NAME :
PID:

NAME :
PID:

NAME :
PID:

NAME :
PID:

NAME :
PID:

NAME :
PID:

NAME :
PID:

NAME :
PID:

NAME :
PID:

ISR4451/K9

Ny FTL—y AL vFEERALEESa—Leqvi—Tz1 2082 ||

0 0

0 0

0 0

0 0

0

0

0 0

0 0

0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

0

0

0 0

0

65
0 0

, VID: V01, SN: FGL163910CM

"Power Supply Module 1", DESCR: "Cisco 4451-X ISR 450W AC Power Supply"

XXX -XXXX-XX

"Fan Tray",

, VID: XXX, SN: DCA1623X05N

DESCR: "Cisco 4451-X ISR Fan tray"

ACS-4450-FANASSY , VID: , SN:

"module 0",
ISR4451/K9

"NIM subslot

DESCR: "Cisco ISR4451 Built-In NIM controller"

, VID: , SN:

0/1", DESCR: " NIM-1MFT-T1/El1 - T1/El Serial Module"

NIM-1MFT-T1/E1 , VID: V01, SN: FOCl6254E71

"subslot 0/1
PVDM4-TDM-280

db module 0", DESCR: "PVDM4-TDM-280 Voice DSP Module"
, VID: V01, SN: FOC16290GRT

"NIM subslot 0/0", DESCR: "Front Panel 4 ports Gigabitethernet Module"

ISR4451-X-4x1GE , VID: V01, SN: JAB092709EL

"module 1", DESCR: "Cisco ISR4451 Built-In SM controller"
ISR4451/K9 , VID: , SN:

"module 2", DESCR: "Cisco ISR4451 Built-In SM controller"
ISR4451/K9 , VID: , SN:

"SM subslot 2/0", DESCR: "SM-X-1T3/E3 - Clear T3/E3 Serial Module"
SM-1T3/E3 , VID: V01, SN: FOC1l5495HSE

"module RO", DESCR: "Cisco ISR 4451-X Route Processor"
ISR4451/K9 , VID: V01, SN: FOCl63679GH

"module F0", DESCR: "Cisco ISR4451-X Forwarding Processor"
ISR4451/K9 , VID: , SN:
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EVA— LBV AEA—T A RADERELNSTIL
a—T4a4Y

EFV 2= VBLOAS VE—T oA ZADEHRE T TN a—F 4 V&7, T e—3L 3
Y7 4Xal—varyE®—RTCROa~vy REHEHLET,

* show platform

+ show platform software backplaneswitch-manager RP [active [detail]]

* show platform hardware backplaneswitch-manager RPactive CP statistics
* show platform hardware backplaneswitch-manager RP active summary

* show platform hardware backplaneswitch-manager [RO [status] | RP]

* show diag all eeprom details

show platform

Router# show platform
Chassis type: ISR4451/K9

Slot Type State Insert time (ago)

0 ISR4451/K9 ok 15:57:33

0/0 ISR4451-4X1GE ok 15:55:24

1 ISR4451/K9 ok 15:57:33

1/0 SM-1T3/E3 ok 15:55:24

2 ISR4451/K9 ok 15:57:33

2/0 SM-1T3/E3 ok 15:55:24
RO ISR4451/K9 ok, active 15:57:33

FO ISR4451-FP ok, active 15:57:33

PO Unknown ps, fail never

Pl XXX -XXXX-XX ok 15:56:58

P2 ACS-4450-FANASSY ok 15:56:58

Slot CPLD Version Firmware Version

0 12090323 15.3(01r)Ss [ciscouser-ISRRO...
1 12090323 15.3(01r)Ss [ciscouser-ISRRO...
2 12090323 15.3(01xr)Ss [ciscouser-ISRRO. ..
RO 12090323 15.3(01r)Ss [ciscouser-ISRRO...
FO 12090323 15.3(01r)Ss [ciscouser-ISRRO...
% 22 : show platform ® 2 « —)L FD:RHA

TJa4—ILF B

Slot An oy hER

Type EFEVa—NVDEAT

State EVa— VDARAT—H A

Insert Time E Y o — /L OEENE ORRIEIRFE

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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show platform software backplaneswitch-manager RP [active [detail]]

Router# show platform software backplaneswitch-manager RP active detail

BSM Software Display

module port

show platform hardware backplaneswitch-manager RPactive CP statistics

0/1/0
0/1/1
0/2/0
0/2/1
0/3/0
0/3/1
0/4/0
0/4/1
1/0/0
1/0/1
2/0/0
2/0/1

port type

NGIO
NGIO
NGIO
NGIO
NGIO
ALIEN
NGIO
NGIO
NGIO
NGIO
NGIO
NGIO

alien type

TRUNK
TRUNK
TRUNK
TRUNK
TRUNK
TRUNK
TRUNK
TRUNK
TRUNK
TRUNK
TRUNK
TRUNK

traf type

NGIO
NGIO
NGIO
NGIO
NGIO
NGIO
NGIO
NGIO
NGIO
NGIO
NGIO
NGIO

Router# show platform hardware backplaneswitch-manager RP active CP statistics

Broadcom 1G port(e.g:

NIM, NGSM, CP)

Rx pkts

status:

Rx Bytes

1024~1518
1519~2047
2048~4095
4096~9216

Good
CoS
CoS
CoS
CoS
CoS
CoS
CoS
CoS

~N oUW O

Unicast
Multicast
Broadcast
Control

VLAN
Errored

FCS

Runts
Undersize
Ether len
Fragment
Jabber

MTU
Drops
CoS
CoS
CoS
CoS
CoS
CoS
CoS
CoS
STP

~No b WO

backpress

6241

O O o

OO OO O oo

9361008

OO OO OO Ooo

403209

40320

OO OO WoOooo

OO OO OO Ooo
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congest

purge/cell

no destination
Pause

o OO

show platform hardware backplaneswitch-manager RP active summary

Router# show platform hardware backplaneswitch-manager RP active summary
slot bay port InBytes

InPkts

OutBytes OutPkts

COO0OO0OO0OOOOONNR RO
OB B WWNNRrRPROOOOO
)
=
[

FEFP

oNololoNololololeleNolNeNe)

OO O OO OO ODOOOOOoOo

show platform hardware backplaneswitch-manager [R0 [status] | RP]

Router# show platform hardware backplaneswitch-manager RO status

OO O OO OO ODOOOOOoOo
OO O OO OO OOOOOoOo

slot bay port enable link status speed (Mbps) duplex autoneg pause tx
pause_rx mtu

0 0 CP True Up 1000 Full ENABLED ENABLED
ENABLED 10240

1 0 GE1l True Up 1000 Full DISABLED ENABLED
ENABLED 10240

1 0 GEO True Up 1000 Full DISABLED ENABLED
ENABLED 10240

2 0 GE1 True Up 1000 Full DISABLED ENABLED
ENABLED 10240

2 0 GEO True Up 1000 Full DISABLED ENABLED
ENABLED 10240

0 1 GE1 True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 1 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 2 GE1l True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 2 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 3 GE1 True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 3 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 4 GE1 True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 4 GEO True Down 1000 Full DISABLED ENABLED
ENABLED 10240

0 0 FFP True Up 10000 Full ENABLED DISABLED
DISABLED 10240

slot Dbay port mac vid modid flags - Layer 2

0 0 FFP 2c54.2dd2.661b 2351 1 0x20

0 0 FFP 2c54.2dd2.661b 2352 1 0x20

0 0 CP 2cb4.2dd2.66le 2351 0 0xC60

0 0 CP 2cb4.2dd2.66le 2352 0 0x20

1 0 GEO 58bf.ea3a.00f6 2350 0 0x460

0 0 FFP 2c¢54.2dd2.661b 2350 1 0x20

1 0 GEO 58bf.ea3a.00f6 2352 0 0x20

0 0 CP 2cb4.2dd2.66le 2350 0 0x20

1 0 GEO 58bf.ea3a.00f6 2351 0 0xC60

i Cisco4000 > —XISRY T b7 avT4Fal—2av A K

0L-29328-03-J |



| CiscohlEY—ER ESa—LBLURY FT—H A VE—TTA R ES21—LOBE

| 0L-29328-03-J

Port block masks:

b=broadcast, A=all

rows=from port,

EDa2a—LULEBLVA VA=A ADERE S TN a—Ta Y

columns=to port,

u=unknown unicast,

m=unknown multicast,

CcP FFP 1/0/1 1/0/0 2/0/1 2/0/0 0/1/1 0/1/0 0/2/1 0/2/0 0/3/1 0/3/0
0/4/1 0/4/0 drops
CP - A um um um um um um um um um um
um um 1
FFP A - - - - - - - - - - -
- - 0
1/0/1 um umb - umb umb umb umb umb umb umb umb umb
umb umb 0
1/0/0 um umb umb - umb umb umb umb umb umb umb umb
umb umb 6
2/0/1 um umb umb umb - umb umb umb umb umb umb umb
umb umb 0
2/0/0 um umb umb umb umb - umb umb umb umb umb umb
umb umb 6
0/1/1 um umb umb umb umb umb - umb umb umb umb umb
umb umb 0
0/1/0 um umb umb umb umb umb umb - umb umb umb umb
umb umb 0
0/2/1 um umb umb umb umb umb umb umb - umb umb umb
umb umb 0
0/2/0 um umb umb umb umb umb umb umb umb - umb umb
umb umb 0
0/3/1 um umb umb umb umb umb umb umb umb umb - umb
umb umb 0
0/3/0 um umb umb umb umb umb umb umb umb umb umb -
umb umb 0
0/4/1 um umb umb umb umb umb umb umb umb umb umb umb
- umb 0
0/4/0 um umb umb umb umb umb umb umb umb umb umb umb
umb - 0

Port VLAN membership:

end>

CP
FEFP
1/0/1
1/0/0
2/0/1
2/0/0
0/1/1
0/1/0
0/2/1
0/2/0
0/3/1
0/3/0
0/4/1
0/4/0

[2352]
[2352]
[2352]
[2352]
[2352]
[2352]
[2352]
[2352]
[2352]
[2352]
[2352]
[2352]
[2352]
[2352]

HHHEHEEEEaEaaaaa

:0001-0001 T:
:0001-4095
:0002-2351
:0002-2351
:0002-2351
:0002-2351
:0002-2351
:0002-2351
:0002-2351
:0002-2351
:0002-2351
:0002-2351
:0002-2351
:0002-2351

show diag all eeprom details

[untagged vlan]

Router# show diag all eeprom details
MIDPLANE EEPROM data:

EEPROM version
Compatible Type
PCB Serial Number
Controller Type
Hardware Revision
PCB Part Number

Top Assy.

Board Revision
Deviation Number
Fab Version
Product Identifier
Version Identifier
CLEI Code
Processor type

Part Number

U=untagged T=tagged <VLAN range begin>-<VLAN range

0002-2351 U:2352-2352 T:2353-4095
:2352-2352 T:2353-4095
:2352-2352 T:2353-4095
:2352-2352 T:2353-4095
:2352-2352 T:2353-4095
:2352-2352 T:2353-4095
:2352-2352 T:2353-4095
:2352-2352 T:2353-4095
:2352-2352 T:2353-4095
:2352-2352 T:2353-4095
:2352-2352 T:2353-4095
:2352-2352 T:2353-4095
:2352-2352 T:2353-4095

4

OxXFF
FOC15520B7L
1902

1.0
73-13854-02
800-36894-01
05

123968

02

(PID) : ISR4451/K9
(VID) : V01

: TDBTDBTDBT
DO
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Chassis Serial Number : FGL1601129D

Chassis MAC Address : 30£7.0d53.c7e0

MAC Address block size : 144

Manufacturing Test Data : 00 00 00 00 00 00 00 0O
Asset ID : P1B-R2C

Power/Fan Module PO EEPROM data:

EEPROM version : 4
Compatible Type : OxXFF
Controller Type : 1509
Unknown Field (type OODF): 1.85.1.236.1
Deviation Number : 0

PCB Serial Number : DCA1547X037
RMA Test History : 00

RMA Number : 0-0-0-0

RMA History : 00

Version Identifier (VID) : XXX

Product Identifier (PID) : XXX-XXXX-XX
CLEI Code : 0000000000

Environment Monitor Data : 41 01 C2 42 00 05 F8 00
50 01 F4 1B 58 03 E8 1F
4 05 DC 21 34 07 DO 21
FC 09 C4 22 60 0B B8 22
92 0D AC 22 D8 OF A0 22
F8 11 94 22 F6 13 88 23

00 19 64 22 D8 1B 58 22
C4 1D 4C 22 BA 1F 40 22
A6 21 34 22 9C 23 28 22
92 25 1C 22 88 27 10 22

Board Revision : PO
Power/Fan Module Pl EEPROM data is not initialized

Power/Fan Module P2 EEPROM data is not initialized

Slot RO EEPROM data:

EEPROM version : 4

Compatible Type : OxFF

PCB Serial Number : FOC15520B7L
Controller Type : 1902

Hardware Revision : 1.0

PCB Part Number : 73-13854-02
Top Assy. Part Number : 800-36894-01
Board Revision : 05

Deviation Number : 123968

Fab Version : 02

Product Identifier (PID) : ISR4451/K9
Version Identifier (VID) : V01

CLEI Code : TDBTDBTDBT
Processor type : DO

Chassis Serial Number : FGL1601129D
Chassis MAC Address : 30£7.0d53.c7e0
MAC Address block size : 144
Manufacturing Test Data : 00 00 00 00 00 00 00 00
Asset ID : P1B-R2C

Asset ID :

Slot FO EEPROM data:

EEPROM version : 4
Compatible Type : OxXFF
Controller Type : 3567
Hardware Revision : 4.1

PCB Part Number : 73-12387-01
MAC Address block size : 15

Chassis MAC Address : aabb.ccdd.eeff
Product Identifier (PID) : ISR4451-FP
Version Identifier (VID) : V0O

PCB Serial Number : FP123456789
Asset ID :

Slot 0 EEPROM data:

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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EEPROM version
Compatible Type
Controller Type
Hardware Revision
PCB Part Number
MAC Address block size
Chassis MAC Address
Product Identifier (PID)
Version Identifier (VID)
PCB Serial Number
Asset ID

Slot 1 EEPROM data:

EEPROM version
Compatible Type
Controller Type
Hardware Revision
PCB Part Number
MAC Address block size
Chassis MAC Address
Product Identifier (PID)
Version Identifier (VID
PCB Serial Number
Asset ID

Slot 2 EEPROM data:

EEPROM version
Compatible Type
Controller Type
Hardware Revision
PCB Part Number
MAC Address block size
Chassis MAC Address
Product Identifier (PID)
Version Identifier (VID)
PCB Serial Number
Asset ID

SPA EEPROM data for subslot 0/0:

EEPROM version
Compatible Type
Controller Type
Hardware Revision

Boot Timeout

PCB Serial Number

PCB Part Number

PCB Revision

Fab Version

RMA Test History

RMA Number

RMA History

Deviation Number
Product Identifier (PID)
Version Identifier (VID)
Top Assy. Part Number
Top Assy. Revision
IDPROM Format Revision
System Clock Frequency

CLEI Code

Base MAC Address

MAC Address block size

Manufacturing Test Data

Field Diagnostics Data

Calibration Data
Calibration values

Power Consumption

Environment Monitor Data

EDa2a—LULEBLVA VA=A ADERE S TN a—Ta Y

4

OxFF

1612

4.1
73-12387-01

15
aabb.ccdd.eeff
ISR4451-NGSM
V0o
NGSM1234567

4

OxXFF

1612

4.1
73-12387-01

15
aabb.ccdd.eeff
ISR4451-NGSM
V00
NGSM1234567

4

0xFF

1612

4.1
73-12387-01

15
aabb.ccdd.eeff
ISR4451-NGSM
V0o
NGSM1234567

5

0xXFF

1902

2.2

400 msecs
JAB092709EL
73-8700-01

ISR4451-4X1GE
V01l
68-2236-01

: A0

36

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00
CNUIAHSAAA

00 00 00 00 00 00

0

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
Minimum: 0 dBmV, Maximum: 0 dBmV

13100 mWatts (Maximum)

03 30 0C E4 46 32 09 c4
46 32 05 DC 46 32 05 DC
46 32 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
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00 00 00 00 00 00 00 0O

Processor Label : 00 00 00O 00 0O 00 0O
Platform features : 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

Asset ID

Asset Alias :
SPA EEPROM data for subslot 0/1 is not available
SPA EEPROM data for subslot 0/2 is not available
SPA EEPROM data for subslot 0/3 is not available
SPA EEPROM data for subslot 0/4 is not available
SPA EEPROM data for subslot 1/0 is not available
SPA EEPROM data for subslot 1/1 is not available
SPA EEPROM data for subslot 1/2 is not available
SPA EEPROM data for subslot 1/3 is not available
SPA EEPROM data for subslot 1/4 is not available
SPA EEPROM data for subslot 2/0 is not available
SPA EEPROM data for subslot 2/1 is not available
SPA EEPROM data for subslot 2/2 is not available
SPA EEPROM data for subslot 2/3 is not available

SPA EEPROM data for subslot 2/4 is not available

A —
=% 7E
ZITHEH BV a—NERTITATBIOT 7T 4 71T o612 R LET,

EDaA—IIEREDETI T4 Tk : B

T2 NVEET /T 47ICLT, TOEV2—/LOOR ZETTEET, KIZ, TEVa—/b
(BIOFDA L H—Tx2AR) BT V7T 4 7 L TCEY 22— VOEBEREZUMT 202 RLE
T, ZOFITIR, BV a—/MIN—FDOH T Ay FOICEESNTWET,

Router (config) # hw-module slot 1 subslot 1/0 shutdown unpowered

EDaA—IEREDTI T4 Hl

PIRNCE Y 2a— VR IET 7T 4TI LTZGEE, O a—NVE2T 7T 476 T&EF, OIR
FATHICE Y 2a— NV EeZDA L F—T 2 A ZAEET VT 4 T Lo TG/, V—2 2 /T
IT 47T D EET 2 — R EENCET 7T 0 T{bEnE T,

WIZ, B 2= NVET I T 47T 50ERLET, ZOFITE, V»—FDRAuy M1IZHDHY
T2y FOICEY a— L NEEFEINTWVET,

Router (config) # hw-module slot 1 subslot 1/0 start
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SFP Auto-Detect & & U Auto-Failover

Cisco 4000 ¥V — X H— 2 FAML—4 (ISR) (ZiE, Sy —T &7 7 A4 X r—T )L DfF
Wppafe 4 7K — 35 Front Panel Gigabit Ethernet (FPGE) R— 3% 0 £9°, *v hT—27 0
o LTSGR, 72— VA —N"—TIEMEROL I AT A TERETEET, ZOMERIL,
CiscoISR I v F 7 4+ — LA TOHYR—FENET,

ZOEF, WO THRINTHET,

* Auto-Detect DA x—7 LAk, 279 ~—

Auto-Detect D 1 f~— T JL1L

AT 4T BATRRESNTWR WA, 7 7 4 /0 b T Auto-Detect BEREDN A 1 — 7 /L2720 &
F, Auto-Detect BfEIT, B SN TWD AT 4 TEZHENIHRH LTI > 2 7 v LET, Wil
DAT 4 TR INTODGE, ROICEBILIEAT TR v anEd, 774/ KT

I, FPGE R— b D AT 4 7 # A 71X auto-select [T EINET, Z—HFIXTFPGEA ¥ —7 =
A AT media-type rjd5/sfp 2~ > REMEM LT, AT 47 # A TERE% RI-45 £7213 SFP (1T &
ETEET, F£72. nomedia-type 2~ RRREIND L. AT 47 ZA THREND T Auto-select]
E— NIZR D £7, Auto-Detect HEHEZE A X —T MZTHITIF, /1 X —T =2 A AT 4 F =
L—3 3 % — K no media-type 2~ > REHH T E7,

Auto-Detect D& FE

Auto-Detect FEEEIT, RiIH/SF /LD Gige "— F TF 7 4L b TA F—T MIEESNTWET,
media-type auto-select] F721% no media-type] Z#FXET H I & T, ZTNBA R—T /Il F
7, Auto-Detect XX ET HIZ1E, ROFINEEZFEITLET,
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. Auto-Detect DX TE

SFP Auto-Detect &5 & U Auto-Failover |

FIEDHEE
1. configure terminal
2. interface gigabitethernet {slot | bay| port}
3. media-type auto-select
4. End
F gD FEH
ARV KRNEREETIVaY E]:g]
& A configure terminal JTa—N"Lary7 4 Xal—aryE— REBEBLE
R
i -
Router# configure terminal
RTFv T2 interface gigabitethernet {slot | bay|port} | (. % —7 s/ 22 7 4 X2l —L a3 F— N5
MLUET,
i -
Router (config) # interface
gigabitethernet slot/port
ATv73 media-type auto-select auto-select E— R CIE. 6 STV B EED D %7 2
PERSNET, ROFTvarBnbo E7,
i .
Router (config-if) # media-type *rj45: R4S ax 7 X R L ET,
auto-select
*sfp : SFP 237 ¥ &fEH L £,
ATvTAa End ya—s L ar7 4 ¥al—iary E—RIORED E
—g—O
i -

Router (config-if) #end

1

WIZ, T 74V FOBREDOHIZRLET,

'no media-type| 73R 41TV 5354513 show running

configuration |IZ XD AT 47 XA TINRRINET A,

Router (config) # show running interface gigabitethernet 0/0/0

Building configuration...
Current configuration : 71 bytes
|

interface GigabitEthernet0/0/0
no ip address

negotiation auto

end

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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|  SFP Auto-Detect # & U Auto-Failover

Is54=2ussvterrdY 27470EE I

T34 )EBEVEAEY AT TDHETE

TIAIV AT ATNRE T L TND I ERRTIEMENL—INZTRDE, B XY 7 x—
NWE=NR= AT U TPAR=T VIR ET, A v FA—=N"—RIZTTA~VU AT 4 THE
HLTH, FUITTA~U AT 4 T7I280 DY FH A, shut =~ F£72(% noshut =~
REFERAT D0, FREETT 2120 —RLT, AT4T AT 2T T74~1 () *

TATICRTBERD Y £,

GESFP R—FTFIA VY ETB DI FY Tx2— A —R_— A5 4 T H2EY Y TH T, &

DFNEZFEITLET,

FIEDHE
1. configure terminal
2. interface gigabitethernet {slot | port}
3. media-type rj45 autofailover
4. End
F gD E$HE
AU RFERETIVaY B
& A configure terminal Ja—nR) a7 4 X2 — gy ET— REHLEG
LET,
£
Router# configure terminal
ATv T2 interface gigabitethernet {slot | port} Ao B —T A AAL T 4 Fa2l—T g F—F
ZBR L ET,
1
Router (config) # interface gigabitethernet
slot/port
ATFwT3 media-type rj45 autofailover HE| 7 = — LA —NR—DF 534~ A5 4T &L
Trds #HEELTCAR—FERELET,
1
Router (config-if) # media-type rj45
autofailover
ATvT4 End Ja—m)arZ 4 Xal—varyE—RIRERD
7,
1

Router (config-if) #end
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B 5 =UssUEh EY AFATORE

!l
W, TI7A~VREDHIZRLET,

Router (config) # show running interface gigabitethernet 0/0/0
Building configuration...

Current configuration : 102 bytes
|

interface GigabitEthernet0/0/0

no ip address

media-type rj45 auto-failover
negotiation auto
end
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Cisco 4000 ¥ U — X )L—Z|ZiX, logging ¥ 721% platform ¥ —V — REfEET H—#HDOa~v > N
NHY, ZNHEADLTHEHEANERES NV, FRITBERICE > TRERHANERE
NET, BERIZESTARERIDOL ) pa~vr L, ¥R— Mgshoa~vr FERRsh
£, VA= bxdgstoa~vs FICBET A allfli~ =2 7 WIS HRAR S NRWTETT,

Cisco 4000 ¥ U — X L—H DY R— b @I D a~y ROY A FE L TFIRLET,
* clear logging onboard slot f0 dram
» clear logging onboard slot fO voltage
* clear logging onboard slot f0 temperature
* show logging onboard slot f0 dram
* show logging onboard slot {0 serdes
* show logging onboard slot 0 status
* show logging onboard slot f0 temperature
* show logging onboard slot f0 uptime
* show logging onboard slot f0 uptime latest
* show logging onboard slot fO voltage
* show logging onboard slot 0 dram
* show logging onboard slot 0 serdes
* show logging onboard slot 0 status
+ show logging onboard slot 0 temperature
* show logging onboard slot 0 uptime
* show logging onboard slot 0 uptime latest
* show logging onboard slot 0 voltage
* show platform software adjacency r0 special

+ show platform software adjacency rp active special

Cisco4000 >')—XISRY T b7z 7 avT4F¥al—2av HA K
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* show platform software ethernet rp active 12cp

* show platform software ethernet rp active 12¢cp interface GigabitEthernet0
* show platform software ethernet rp active loopback

+ show platform software ethernet rp active vfi

* show platform software ethernet r0 vfi

* show platform software ethernet r0 vfi id 0

* show platform software ethernet rO vfi name GigabitEthernetO

* show platform software ethernet r0 12¢cp

* show platform software ethernet r0 12cp interface GigabitEthernet0
* show platform software ethernet 10 bridge-domain statistics

* show platform software flow r0 exporter name GigabitEthernetO
* show platform software flow r0 exporter statistics

* show platform software flow r0 global

* show platform software flow r0 flow-def

* show platform software flow r0 interface

* show platform software flow 10 ios

* show platform software flow r0 monitor

* show platform software flow r0 sampler

* show platform hardware qfp active classification feature-manager label GigabitEthernet 0 0
* show platform software interface fO del-track

+ show platform software interface fp active del-track

* show platform software rg r0 services

* show platform software rg 10 services rg-id 0

* show platform software rg 10 services rg-id 0 verbose

* show platform software rg r0 services verbose

* show platform software rg r0 statistics

* show platform software rg rp active services

+ show platform software rg rp active services rg-id 0

* show platform software rg rp active services rg-id 0 verbose

* show platform software rg rp active statistics

* show platform hardware slot 0 dram statistics

* show platform hardware slot f0 dram statistics

* show platform hardware slot 0 eobc interface primary rmon

Cisco4000 ') —XISRY 2 bz 7 AV 74 FXal—av A4 K
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* show platform hardware slot 0 eobc interface primary status
* show platform hardware slot 0 eobc interface standby rmon
* show platform hardware slot 0 eobc interface standby status
+ show platform hardware slot f0 eobc interface primary rmon
* show platform hardware slot f0 eobc interface primary status
* show platform hardware slot f0 eobc interface standby rmon
* show platform hardware slot f0 eobc interface standby status
* show platform hardware slot f0 sensor consumer

* show platform hardware slot fO sensor producer

Cisco4000 > ') —XISRY 7 bz 7 av74Fal—3> HAF
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