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FA4FIv ILFKRSU VPN |
B Dynamic Multipoint VPN D #REE% 51

JV—HDERZWIR L E£9) . 2 DODDAR—Z L—ZBIZIE. T—2ZNEHEIRESIND LD
(2. IPsec b RIMMEAF 2 o 7 ITHERENE T,

Dynamic Multipoint VPN D #8EE% 51

Dynamic Multipoint VPN ¥§8E(X. GRE b > %L IPsec 55k, B L ONNHRP LV —T ¢ > 7 %A
BOEDLZ LT, 2—VORERELEL T 22DOLDOTY, REIF, 777 AL,
BIXRMN ANV RRA L NDEA T I v T4 ANV E L TTDIL, 20 ) bEET R
TrANEERT LT, AT 497 7 VT N~y T hRERTHLEN IR ET,

ZOMEEIE, VAN LIZIRO 2 OOIRRERET 7 ) a U — RN R— R TR o TWET,

*NHRP : 7 74 7 bMYP =7 haj NTRP—=NT, AR—=Z1Z7TA T F) . /N
TNE, FAR—=T ONRT Y w7 A H—=T 2 A AT KL AP S ILIZNHRP 7 — & X —
APRFFENET, HFAR—7 TiE, BEWFICZNENOFEBEOT RLUABRKERIN, XA
V7 b bRV EESLT D AICIE, NHRP — 2% L, S8 AR —27 OEBEOT KL A
BT DA M T E T,

*mGRE b XV A v B2 —T 2 A : 1 DDOGREA VX —T = A ATEBD IPsec ~ > RIL%
YR—=FTEDHD, REOT—XENDRL R, BRERELBEIZRY £,

ROMITR LIz bR v E LIk @RES T, ZOMRED LI AZBH LZbDTY,

1: mGRE & & U IPsec D#EE kO D15

zzzzzzzzz Dynamic and temporary

Hpa e B Spokecih See 10.100.1.0.255.255.255.0

tunnels - -

Dynamic and permanent Hub |‘IU.1 00.1.1 Static public
Spoke-to-Spoke IPSec «— | IP address

tunnels 172.16.131

10.1.2.0.255.255.255.0
|1u. 1.21
Spoke

Dynamic (or static)
public IP addresses

--------
i

Spoke

10.1.1.1

10.1.1.0.255.255.255.0 TR Spoke i

C BAR—T ENT DML, KFEH72 IPsec b RV TEFR SN TCWET, Xy hUY—F7HIC
FET D AR— 7 a5 DI, K72 IPsec b R TlEH Y A, KFAR—7
1. NHRP YV — D7 T4 T & LTHEEEINET,

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
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IPsec 7O 741 )L B

CEAR—T TIE, MOAR—T BIZHD%565% (FT7A4X—1) BTy b~y NEkE
T 586, NHRP —Noxf L, 585 (X —F v 8 AR—27 OFEEE M) o7 R
DONWTHRENMTbiIvET,

CHBMDAR—T T, =7 v b AR—7 DT T RLVRE [FH) 2L, 2—Fv
F AR—=T ~DXAF 7 IPsec b RN EREETESLLH12720 F9,

CAR—=IMDO b xE, VT HRA L NGREA VX —7 oA AR THEEINE T,
CAR—=IMDOV 71, AR—=TWINC T 7 4 v I BRETHIONCA T~ R THNLE
NEF, 20k, Ty MINTEERIL, AR—J bRV EFEHTEET,
)

GE) AR—=I7YV—=AKR—=27 bR L TABRBENFFNICRE SN TV DA, LV—2 T,
FIUCESNT bz RNl EnY Y —ANHRINET (PsectFx=V T4 7TV m—
var (SA) ),

IPsec 707 71JL

IPsec 727 7 A NVEFEATHE., EEAR Psec RN Y > —IFEHRE | DOREZ LT AT AICFE LD
HTENTEET, TOREZT 4T 413, MOBREHENOARZIEL TSHRTHZ LN
AHETCY, ZAUC KD = —E, 2721 DOREIT T, GRE b2 R E OMRE A B E T X
F9, IPsec 7B 7 7 A NEZRTIUE, 2= NR7 VT N~y TOREETXTT O LT/
720 FEF, IPsec 7B 7 7 A MIEENTNDDX IPsec R T, 77 8A U R MERSLET
Vo TERITEENTOERA,

DMVPN RD S5 T74 v G AT— 3200414 %+2—TIL{L
Cisco I0S XE Release 2.5 1%, PE-PE mGRE k> r/V&ZfEHT 5 Z & TDMVPN kv /LN ® VPN

NoGT7 4w A METED LD ITHEEIRES N TWET, ZOR#EI N7 mGRE b > x
NEFERLT, 9T (F713—H) OVPN T 7 4 v 7 ZERETEET,

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i



4299 ILFRAU VPN |
B oMWPNAD ST vy BT AVTF—2arn( R—T Lk

WDOR & FITke fEG4EXIZ. DMVPNNTDO N7 4 v 7 BT AL TF—a DL Hxki
L=t DTY,

B2: DMVWPNRAD ~Z 7499 T *A0T7—23>

MAN PE2 AR
j_r""
E / LDP
M_\ . 7
Hub WAN-PE/RR

A

3
]
2
m
1

LY
N LDP
__/;l _\‘:\'H_ﬂ_ \Ch.rerGFiE

/ J;'f \ Multiprotocol BGP
/e N ™ (MP-BGP)
( J/ Metwork \ :I for VPMwd routes
/ \ {
A \_/
/GRE GRE,
el v,
Bran:::h o ’5'...., _\I Branch J-;_J;'__ G W
PE1- PE2'

VRF red
CE CE VRF green 3
Spoke A Spoke B VRF blue K

O T, WAN-PEVL— K VU7 VLI ENANTTHY, 727547 bR AR—2 (PEL—
H) Ao TUWET,

*VRF X3 2oHV, ZhEh 7R . [k . [TH) TRLTHL T,

CHEAR—TII, NTERANR—RICHD (wTF e halNH R —F— F— T A
71 ha)L (MP-iBGP) 7 U %) LREIEEIC, N7 ~DGRE F XN EE-TWET,

*BAR—=I NBIE, ZON— FEBIOVPN-IPVA (VPNv4) L7 o 7 ARNTIZT RARF
A AENET,

CNTTIL, T RRI A XEINTN— 2 AR—=TIZHT XA XTHEE, AR—=T 0D
8] LIzT_XTOVPNE 7 RLARIZKRT BRI A MKy T —RELTHEDIP 2%

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
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NAT % &

NAT BBt DMPN [l

FEL, VPN Z &2 —HA/1®D MPLS 7L &E[DYTE4, fRE LT, AR—7 A0S
AR—=T B~D T T 471 "TEN L TCA—T 4 T ENDBZ LR F T,
ZO7 A E BAEFITEHHATAEROL IR ET,

1 ZHR—=27 AIZEYD | VPNVA L— ER3INTIZT RARZ A XEfL, VPN IZT L x BEID B TH
nEJ,

2 ATV AR—=7 BIZV—bET RAZAXTHECT IV E p ICERELET,

3 AFR—UBTIH, AR—FTAZEEFETDOIN T 74 v 72T~V yRNEHIN, TORNT 7 4 v
TN TITHEESINET,

4 NTIETLy BHIBRL T x ZiHT 52 & TVPN T_IVEMITERZ, T 7407
T AR—T ATEELET,

43¢ i DMVPN

%< Oty DMVPN AR— 7 (X NAT L—Z OIE#%ICEE SN ET, 20O NAT L—& I T@HE .
AR—=T A FDOA L H—F v b —ER TafF— (ISP) [ZL VS, AR—7 1—
EDONRA LB —T 2 A AT RUANR, TTAX—=KIPT RLRIZHEDXISPIZ L - TEIIZE]
DETHERTWET (¥ —Fy MNEFRIFAAEZ B2 (ETF) @ RFC 1918 THIE) .

NAT @i 5t )is DMVPN OJLEIEREREIZ XLV | MRPH&IMmbﬁyxf rE— R~ (DMVPN
v hU—7 THELE X415 IPsec E— ]\) MEHIHLTWD WIZFRY . ~ v B 7% L TNAT
N7V w7 TRUVAZZEEBIOMEHTEE7, NAT O % IHLE STV RNAR—7 Jb—
ZIZOWTIEAREK, Ty 77 L— KT 508 b AN, NAT Bk DMVPN #&HE %
HAT25581%, FANCTXTODMVPN L —F ZH L\ a— RZT7 v 77 L— RT5 2 &L aHEt
LET, NATOBICEHB SN TWAAR—IZ V—&Z, Ty 77— RENEZHTH, ~NT L—
ANT T 7= RINDHETIE, HLOVEE (Psec h 7V AR—KME—R) [CHVEZLHZ &
ILTEEE A,

Z @D NAT Z it O JEERH %ﬁ%?ﬂ“ /N7 DMVPN JL—& % A 2T ¢ v 7 NAT OHF%ITH
BTXET+, ZOBWEZFEHTAL-DI121Z. DMVPN DAR—27 L—R2 B L ONT L—FF T
T w7 L— RTDHMLERSD ia“o F£ 72 IPsec Tl b T AR— k T— RE2HHT 20BN
HET,

NAT G VER S DYEIRERE 2 AN T 25121d, M T A7 —b &y MIxLTIPsec b7 2 A
N— b T— RZ2MHHT A LERSH Y £, £7-. NAT ZEME (IKE 3 X N IPsec) NAEZTHI
X, (UDPAR—FEHHALT2oO0IP T RLAZXBTHZLITEY) 2207 (IKEBIW
IPsec) Z[F—DIPT KL AICEHTX 47, DMVPNICH L TIE. ~OMEEIZV R—FShE
H/A, DMVPN Z7R—27 DIP 7 FL AL, NAT Z#if%, %DMWNXT g LI ETHD
EBMBETY, 727U, NATZEHFTOIP 7 R A2 THiE, DMVPN 2R — 7 B THEEL TWT
HFENERA,

WO, NAT ZiExt i DMVPN O F U &R LET,

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i
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B omwPNTOa— L7 RSy 3 Ul

A

G¥)

NAT OF#%I28H 2 DMVPN A R—7 %, XA FI v 7 XA VI b AR—TV—AKR—7 hv
IS LET, ZNHDARR—=71%, PAT TlE7e < NAT 23179 5 NAT HEZR D% IR

BT HMLENHY £, ZONATHERETIL, AR—27 Y —AR— T HEHEOEAETEH, AR—
IMWMAR—T =T LRI LS NATIP 7 R L RICEB SN E T, 1 D0 NAT 20y
%12 DMVPN AR —7 NEEELE SV TWAHIGAE. £ O NAT #as Tld, £ b 0% DMVPN
AR—2 Tl x DI NATIP 7 R L AZEBT HMERNH Y £, £/, TRHDAR—7
MICiX, A4 V27 b AR—=I YV —=AKR—=7 M RLEEETERVEAENHY £, AR—
I —=AR—=T FRNVEHTERWGE, AR—7 Y —ZAR—=7 "7y M, 5l &kt

AR— I —NTJAR— 7 RAEN LU CHELESNET,

3: NAT:ZE@tExt it DMVPN

192.165.0.1/24

——

4

/_,r
MNAT: 172161 1=17218.101 1

] _"--\.._

F"hyrsu::al 172:17.0.1

Tunnel 0: 10.0.0. 1\
._\\

MNAT: 172.16.2.1 +.|‘I 72181022

\/ Physical: 172.16.2.1
ﬂTunneI 0:10.00.12

Spoke A Spoke B
192.165.1.1/24 ————182.168.2.1/24

Physical: 172.16.1.1
Tunnel 0: 10.0.0.11
o I3

- |-

1

DMVPN TOO—J/L 7 kX v 3 Ul

DMVPN %> b7 —27 Tik, fZL &9 &35 b RO HE> T, DMVPNL—4 23 Tifd
Al REBILR D 2 b bV EFHA, 2NV T RIvva VHilEEERT S &, —EICHk
MTED FUFRALOEEHIRTEET, ZHICLY, L—FDAEURLCPUY Y —ADF—/—
7u—ZAETE Y,

A=/ 7 Ry ¥ a UL, DMVPN AR =728 T, AR—=7 L—F BRRRREIZIIZEL
9 &4 B ISAKMAP £ v 3> (DMVPN ko L) O¥EHIRTLHEAICHETT, 20X
9 f@ﬁ?ﬂﬁﬁ%&@“tﬂ/\ I, I AT R vy a UHEOIKESARKIRZRE LE9, Zhickir—

X, BIED ISAKMP SA 1 HilfRE & w325 &, #i7=72 ISAKMP & v 3 VEk (BREE
;U“%’%E) MBEFEEINET,

Flma— 7 R v ya UHlEE. DMVPN ANTZICB W, [FARFICHES. S5 DMVPN k2 kL
BOL— REHIRTIHAICHLADTT, Z0LH7L— MIBRBEZHRTESIL, 2T Ry
val O AT A Y Y —RAGIRERELET, TIUTL D A—FTiX, VAT LOMEHEN
FREMAZBRT D &, HT-72ISAKMP & v ¥ a3 U ER (Hi7-72 DMVPN k> x/L) BEFRINF
T, Biizlet v a VERNSEEIND Z LI2X Y, DMVPN T Lb— & TIIBIED ISAKMP

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
[ 10 | |



| #4439 2LFHL2 VPN
NHRP D L— IR A h=24 [

vy va VEROMERE T TEET, Fio, ~EEEIN-EYy I a v ERTH, VAT LD
fEARMET LR THEIT S iuE, DMVPN N7 b—X IZ X i s £,

DMVPN TO=a—/L 7 NI v a VlEIZER T 5 9 2 T, FhlRsEidnsd v i, 22—
T Ry v a VHEEIORREIZ DWW T, [Cisco 10S XE Security Configuration Guide: Secure
Connectivity] @ TCall Admission Control for IKE] DEZZH L T 7Z 30,

NHRP O L — FHIRR A h =X L

NHRP (X, FFEDA ¥ —7 = A ADHE(E E415 NHRP /37 » h OB EFIRT 57200 1L —
MHIFR A 1 = X A %A 2 T E$, ipnhrpmax-send 2~ > R L CRESNDT 7 4 /L MA
i, A X —T=2A ZAHT=0 10T L12 10,000 /37 >~ b TY, HlREKZBEE LZHA12E, K’
DEHIBRVAT A A vE—URERENET,

$NHRP-4-QUOTA: Max-send quota of [int]pkts/[int]Sec. exceeded on [chars]
ZDVAT A A=Y OFMIZOWTIL,  [System Messages for Cisco I0S XE Software] % 2
LTLZENY,

Dynamic Multipoint VPN D% € /%

NT N—EZBIOAR—7 —F (2% LT mGRE/IPsec b RN v T %A X —TNIZT DI
X, Z7a— UIPsec R 0 — T 7 L— AL TIPsec 72 7 7 A VERETHI &, BE&
W IPsec B 5 ALIZHEAHT 5 mGRE F U RV EZRET HZ ENMETT, Z 2Tk, ROFIEIZS
WCHBI L ET,

IPsec 7O 7714 ILDERTE

IPsec 77 7 A WL, 7V b~y 7OREIMHEHTL20DEREa~y RRLIFEHINE
T, L, ERHT_RTOa~vy R, K IPsec 707 7 A LV THITH LD TIEH Y £H

No IPsec 707 7 A L TIL, IPsec R ¥ —IZxfInT D a~y RETERITTEET, IPsec BT
T R AR, Bk T 287y FERATE00T7 /A ar ha—/L U A~ (ACL) %iEE
THZLIITEEREA,

GE) X2 VT A ITRT 2EE L EITHRPTT D7 OB HT I 2 T8 (L L CWET, IFE
{LIZBET 5 v A a2 O H OHELEFIEIZ DWW TIE,  [Next Generation Encryption] (NGE) &7
£ b RSB LTL S0,

[T L& BHIIC

IPsec 7' 02 7 7 A V& FRET HREIIZ, cryptoipsectransform-set =~ > R&ZHH L Ch T A7 4 —
Lty NeERTOILERHY 7,

Dynamic MultipointVPN 2> 7 4 X2 L—>3 > A4 F
|


http://www.cisco.com/en/US/docs/routers/asr1000/system/messages/guide/xemsg_book.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

IPsec 7R 7 7 1 JLDRTE

AL+ 39l TILFRA VPN

FIROWE
1. enable
2. configureterminal
3. cryptoipsecprofilename
4. settransform-setiransform-set-name
5. setidentity
6. setsecurityassociationlifetime {secondsseconds | kilobyteskilobytes}
1. setpfs [groupl | group2]
FIED
ARV KRFERETIVaY EL:y
RATv I enable FitE EXEC E— R& A X—7 /LT LET,
I : CNAT—=REANLET ERENELE) .
Router> enable
ATy T2 configureterminal sua— L ar7 4 Xal—vary T—RERBELET,
IR
Router# configure terminal
ATFvT3 cryptoipsecprofilename [ ZAR—=TZ T | BLIO AR —T L 2AR—T | L—FBTD
IPsec B 5 LIZHE T % IPsec X7 A —X HER L ET,
i - = . . .
CZDAR Y REFE[TTLE, JV TP vy arv ¥ a
Router (config)f L=y e — FRBG S ET,
crypto ipsec profile vpnprof
* name B1E0ZIE, Psec 70 7 7 A VOL4HIZRTE L E T,
ATFvT4 settransform-settransform-set-name |[Psec 7’02 7 7 A LV THEATEX B NS A 74— AL By NEEEL
\i‘é—(}
&1 : - _ . o
* transform-set-name G1¥UZ1X, T AT +— L5 > FOAH]
Router (config- to-map) # set i
transform-set transz ERRELET
ATv 75 setidentity (EFE) Psec 707 7 A MIKHT DT AT T 47 1 OfiIRFIH
AIRELET,
i -

Router (config-crypto-map) # set
identity

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
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omveN BonT0EE I

AT RFEREETIVa Y

S

ATvT6

setsecurityassociationlifetime

{secondsseconds | Kilobyteskilobytes}

1 -

Router (config-crypto-map) # set
security association lifetime
seconds 1800

(EHE) IPsec 707 7 A MMERTH 70 —r0 S T H A LD
iz EEE LET,

* secondsseconds 7" a 2L, EX VT4 T/ vm—T3
YO A BCIRE LET, £7-. kilobyteskilobytes 7
TyaAliE, EOEX 2T 0 TY Vv —va VR
L CZDOAEDMEINICIPsec 7 TZITEL TED N T 7 4 v
7 OEZRELET (BELIXKB) .

* seconds 318X DT 7 /v METX 3600 T,

ATy IT1

setpfs [groupl | group2]

1 -

Router (config-crypto-map) # set
pfs group2

(FEE) IPseclZBWT, ZDIPsec 727 7 A VKT HHH L
X2 T 4 TIVT— g UNERISNDERIC, BEERIEE
(PFS) MWWZEE 72D X H5FELE T,

C DAy RERELRWGEIEL, 7740 (groupl) 73
B2 E9,

* groupl ¥ — U — NOH4A | #H72IC Diffie-Hellman (DH) 43#t
ZRITTHEUC, IPsec T768 By h DHEKEY 2T % 7/
N—TRMER I ET, group2 ¥ —7— FOHFAIE, 1024
By hDHHFEHEY 2 7 A Z =TS ET,

DMVPN BED/\ T DEE

mGRE/IPsec ST A NT N—2 BRET D (0FEV,

07y A e AT D)

Y

hrzxnvl, EREFIATEE L7 IPsec 7

BT oo~y ReERLET,

G¥)

NHRP x> hU—7 ID X, B—H/WIRBo TEKERE SO, TNETNER STV THENE

WEH A, BARLA LT F U ADENS BT,

(ipnhrpnetwork-id =~ > RZFEH L T) 1

DO DMVPN Xy NU =27 NIZH D RN —Z I LT —EORY hT—9 IDEFESEHEM L
HREHATTN, 22 TRLTLLRA—-THLILEIH Y FHA,

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i
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B oweNEONTOBE

FIROWE
1. enable
2. configureterminal
3. interfacetunnelnumber
4. ipaddressip-addressmasksecondary
5. ipmtubytes
6. ipnhrpauthenticationstring
1. ipnhrpmapmulticastdynamic
8. ipnhrpnetwork-idnumber
9. tunnelsource{ip-address | typenumber}
10. tunnelkeykey-number
11. tunnelmodegremultipoint
12 konFhnaFATLET,
« tunnelprotectionipsecprofilename
* tunnelprotectionpskkey
13. bandwidthkbps
14. iptcpadjust-mssmax-segment-size
15. ipnhrpholdtimeseconds
16. delaynumber
FlED
ARV RFEREETI 3y B#Y
AT enable Fit EXEC E— R& A X —7 LI LET,
Bl *RAU—RE AN LET (ERINESE) .
Router> enable
RTFw T2 configureterminal Jua— ) a7 4 Fal—aryET— NEEEBLET,
i -
Router# configure terminal
2Fv T3 interfacetunnelnumber Mo fN A E—T 2 A AEREL, A F—T A A AT 4
¥al—rarE—RZBBLET,
Bl . \ N .
* number HIEZIE, AERRETLITRET D hoprv A o F—T =
Router (config) # A ZADEEHELET, fERATRER PRV A F—T = A

interface tunnel 5

ADEIZHIRITH D A,

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
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omveN BonT0EE I

ARV EFERET7IV3 Y B&
ATvT4 ipaddressip-addressmasksecondary | v 3%V AV B —T oA AT AT T4~V IPT RLAE1T
A HZVIPT RLAEZRELET,
Bl : GE) [{l—@ DMVPN v b U —27 NIZHFET DT X TDONT
Router (config-if)# ip address BrXOoaR—7i2id, RCIPY TRy MZBET5H57 L
10.0.0.1 255.255.255.0 N Ly
ATvT5 ipmtubyzes FAVE—T 2 ATBWTEEIND IP X7 v F O KIREHR
iz (MTU) D% A X% A MHEACHRELET,
1 -
Router (config-if)# ip mtu 1400
ATvT6 ipnhrpauthenticationstring NHRP Z{EHT 5 A v &7 —7 = A4 AHOFRFELFHN %2R E L E T,
5l GE) [fl—® DMVPN X v b U — 27 NIZHFET 2T B LA
' A—271T%F L T, 97X TR U NHRP §8FESCTH1 % 5% E
Router (config-if)# ip nhrp TAHAVERH D F7,
authentication donttell
ATv 71 ipnhrpmapmulticastdynamic NHRP|[ZEBW T, AR—7 L—X BNHEYIZ~/LF %+ A kN NHRP
vy BT ~BEMEns Lol LET,
Bl : GE) Cisco IOS XE Denali 16.3 Tld, ipnhrpmapmulticastdynamic
Router (config-if)# ip nhrp map DT T H IV FTA RX—T IR > TWVOET,
multicast dynamic
ATvT78 ipnhrpnetwork-idnumber A H—T x2A AWK LTNHRP 2 A X —7 /I LET,
i *number BIEUTIL, T B —RX XY AN v LTFT 7 ER
' (NBMA) *v hU—2 D, Fa— L I—ETHH32
Router (conflg-if)# ip nhrp N b U= RRBI AR LR, #EIEI 1 ~ 4294967295
network-id 99
‘G—g—(}
G¥) Cisco I0S XE Denali 16.3 Ci%, ipnhrpnetwork-id 237 7 +
VR TA F—T N2> TVET,
ATvT9 tunnelsource {ip-address | b A B =T =2 ADKEFELT FLAZRELET,
typenumber}
1 -
Router (config-if)# tunnel source
Gigabitethernet 0/0/0
ATv 710 tunnelkeykey-number (&) ho RNV A H—T 2 ZADID F—% A F—7/LICLE
—a—D

1 -

Router (config-if) # tunnel key
100000

* key-number 511X, bRV F—ENNT DO OHEE
0 ~ 4,294,967,295 O#iF CTIHE L £,

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i
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ARV RFERRTI VY

B

G¥) [{—® DMVPN X v h U —27 NICIHET H AT B LA

AR—7IZK LT, T_XTRCF—EEHKTET HLEN
b0 FET,
ATy 71 tunnelmodegremultipoint o A B =T =2 ZAD T T IALE— F% mGRE (3% 7E L
i‘d‘o
{1 -
Router (config-if) #
tunnel mode gre multipoint
ATv 712 WONWT NN EFEITLET, Fo A B —T xA A% IPsec 710 7 7 A VBT £4,
* tunnelprotectionipsecprofilename * name 51 EUZIL, IPsec 1 7 7 A VDLRIZFRE LET, D
 tunnelprotectionpskkey fEIX. cryptoipsecprofilename =~ > K CIE L 7= name & —%
THMLEIDY F97,
ﬁm: jifi&j
Router (config-if) 4 T 74N b DIPsec 717 7 A VEVERR LT, FAEEAF— (PSK)
tunnel Erotection ipsec profile ﬁﬁa)}\,/;ﬁ/bﬁ%meQ”“%fﬁkmgfh]Jgfﬁf
vpnpro
1
Router (config-if) #
tunnel protection psk testl
ATv 713 |bandwidthkbps FfEL~L Fa R andA v F—T = A AR % BUED#IRIE
EHRELET,
51 .
*kbps BIEUZIX, Fr by MNREMOFREZRRELET, 7
Router (config=if) # bandwidth 7o Ml 9 TF, #EIRO AT 1000 BETY,
*KRZ b A X —T = A AL TEIGRP 2 3 5854
(X, HIRIE O A 477 1000 BLEICERE L TS0, 120
INTIRYR— R T D AR—7 O K - TIE, HIEEOE %
SHICRELSTDHIENPMBELRDGELHD £T,
XTFw T 14 iptcpadjust-mssmax-segment-size J— X B @ET A TCP %7y FOEKREZ AL N H A4 X (MSS)

1

Router (config-if)# ip tcp
adjust-mss 1360

DIz R L £,

* max-segment-size 5| BIZ1E, KRBT AL b YA &4 FH
ALCHRE L £, #iPHIZ 500 ~ 1460 T

*IP MTU D /31 MEH 1400 (25X E STV DA, MSS O
THEIL 1360 T, ZNOOHIREALFA LZHE, [P X7y
FOYA X%, bR TEE] 75X 91, TCP‘IZV“/EJ
T &K o THEREIZ 1400 XA b THE/h S E T,
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pmveN Aoz K—soBE Il

ARV RFERRETI VA Y

B

25 v 715 ipnhrpholdtimeseconds

1 -

Router (config-if) # ip nhrp
holdtime 450

{EMHTX A NHRP J&ZIZ LY NHRPNBMA 7 RLABAZhE LT
T RREAXENDEEER LET,

* seconds B1E21E, 1 TE 5 NHRP &I LY NBMA 7 R
LAWNERNE LTT RARAZ A XEN DM AR HEAL THE L
*9, HEEEOFMIX., 300 ~ 600 FT9,

ATv 716 delaynumber

1 -

Router (config-if) # delay 1000

EE) bV AL HF—T A AN LTEEHLEL—FD
EIGRPV—T 47 A M) w7 #EHELET,

* number 51BN, BEREZEA CHRE L £, #HELTEIZ
1000 T3,

DMVPN D X R—J DEXTE

mGRE/IPsec B HIC AR —7 W—Z &R TETLHHH1E. ROa~ REFEHLET,

)

GE) NHRP X v hU—7 ID &, =—H/WIZ[Ro> TEKER SO, ZNENER > T THEnE
WEH A, BARLA T AORNG AU, (ipnhrpnetwork-id =~ > REFH L T) 1
SO DMVPN %2y hT =27 NIZHDHEN—ZIZK LT —EDORY hT—5 ID F 52 LT
FREEATTE, ZZTRESLET LR —TCTHILEIIHY A,
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B oweNAEORK—sOBE

FIEDHEE

FIEDFFH

© oo NS REwWDN =

- ok ke
W N = O

14.

15.
16.
17.
18.

enable

configureterminal

interfacetunnelnumber
ipaddressip-addressmasksecondary

ipmtubytes

ipnhrpauthenticationstring
ipnhrpmaphub-tunnel-ip-addresshub-physical-ip-address
ipnhrpmapmulticastiub-physical-ip-address
ipnhrpnhshub-tunnel-ip-address

. ipnhrpnetwork-idnumber
. tunnelsource{ip-address | typenumber}

. tunnelkeykey-number

CROWT D EFEITLET,

* tunnelmodegremultipoint

« tunneldestination/iub-physical-ip-address

RONTNNEFATLET,
* tunnelprotectionipsecprofilename

* tunnelprotectionpskkey

bandwidthibps
iptcpadjust-mssmax-segment-size
ipnhrpholdtimeseconds

delaynumber

AL+ 39l TILFRA VPN

ARV RFEREETOVa Y ]3]

&I

enable

{1 -

Router> enable

F¥i#E EXEC T— R& A 2 —7 M LFET,
CRATU—KREANLET ERINTEHA) .

ATvT2

configureterminal

&1

Router# configure terminal

£,

Ja—ary7 4 Xal—arE— REREBL

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
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DMVPN D X R—9 DERE

av Y RFEREF7II Y

=)

X v 73 |interfacetunnelnumber ro A B —T oA RAEREL, A F—T =
A AT 4 Xal—arE— RElBLET,
Bl : . . . ,
* number 31EUZIEL, VERCE T2ITRXET S b v
Router (config) ¢ A2 b =T o ADREARE LET, (R
interface tunnel 5 . "
R FINA U H—T = A ADEIHIRITH Y
FHA,
AT 7 4 |ipaddressip-addressmasksecondary oV A B —T 2 RKTEHTTA~VIPT
RLVAEREIED L ZVIPT RLAZHRELET,
Bl : GE) [ —@®DMVPN X v T — 27 NITAFET %
Router (config-if) # ip address 10.0.0.2 TRTONTBLOAR—Z7121X, AL
299:295.295.0 PY 7%y MY BT RLAZIRET 5
MERDHY F97,
25w 7S5 |ipmtubytes HFAE =T 2 ZAZBWTHEESNDIPT v b
D MTU ¥ A XA FHRALTHRE L ET,
i
Router (config-if)# ip mtu 1400
AT 76 |ipnhrpauthenticationstring NHRP #3254 v 7 —7 = A 2 H OGS
ERELET,
Bl : GE)  [F—ODMVPNF v h7—2 FICHEHET %
Router (config-if) # ip nhrp authentication donttell NTBIORAR—=7IZx L ClE. TXCH
U NHRP FBRESCFHN &2 B ET D EED B D
\iﬁ—o
A 77 |ipnhrpmaphub-tunnel-ip-addresshub-physical-ip-address NBMA %~ NV — 7 |2 S 7= IP 856D
IP-to-NBMA 7 RL A v BV T HAXT 4 v 7T
11 HELET,
Router (config-if)# ip nhrp map 10.0.0.1 172.17.0.1 . hub—tunnel—ip—address . /\7“@ NHRP ﬂ—_/ﬁ%ﬁ
FLET, ZHIEIANTDORET 497 T Uy
7 IPT7 R AL, KfEHIZ~ vy B 7 S
R
* hub-physical-ip-address : /N7 DAX T 4 v 7 I
TV IPT RLRZEHLET,
R 78 |ipnhrpmapmulticastiub-physical-ip-address AR—7 ENNTORTEAFIVvIN—FT 4T

Bl :

Router (config-if)# ip nhrp map multicast
172.17.0.1

o kLA FEHAEEIC L, v LFF Y AR Ty b
BNT =B ~ERELET,
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B oweNAEORK—sOBE
AU RFERETIVa Y B
R 79 |ipnhrpnhshub-tunnel-ip-address NT — 2% NHRP %7 A Rk v 7 e LT
E L ET,
i
Router (config-if) # ip nhrp nhs 10.0.0.1
ATV ipnhrpnetwork-idnumber A H—T x4 AZK L TNHRP 24 3x—7 L2 L
710 £
i " N .
* number 515021, NBMA X > NV —27 D7 a—
Router (config-if) # ip nhrp network-id 99 /\‘/14:#1:%&\«@&)5 32wk * v b T — 7 25
THfRELE T, #PHIT 1~ 4294967295 TF,
() Cisco IOS XE Denali 16.3 TiZ,
ipnhrpnetwork-id 737 7 /L s TA R —7
Ml > TnET,
RFy | tunnelsource{ip-address | typenumber} FU S A VB —T 2 A ADEETET FLRERE
71 L%,
{5l
Router (config-if) # tunnel source Gigabitethernet
0/0/0
ATy tunnelkeykey-number UEE) PR A E—Tx2AAZADID F—%A
712 F—=7 ML ET,
1 - " N .
* key-number 5151, b F— AT S
Router (config-if)# tunnel key 100000 fi&b@%ﬂ@%‘f 0~ 4,294,967,295 @%ﬁf?ﬁfﬁ L
S5
* [[l—®DMVPN * v kU —27 NIZIFET H T
BLOAFR—7IZR LT, T XTHUS—E
ERETLHLLENDHY 7,
ATV RONTNNEFITLET, RN A B —T A ZADH T ENVILE— K%
713 mGRE [ZFE L £,

* tunnelmodegremultipoint

« tunneldestination/iub-physical-ip-address

&1

Router (config-if) # tunnel mode gre multipoint

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F

cZpavwr REFEATIONR. T—% b
T AT EAFTI T AR—=T Y —AKR—7
N7 47 BHEATE 255 TY,

hox A B —T o ZADEHEEHRELET,

CZoavy REFEHATLION, 7—% bT
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EHTE 256 TT,
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pmveN Aoz K—soBE Il

av Y RFEREF7II Y

=)

Bl :

Router (config-if) # tunnel destination 172.17.0.1

ATY WONWTINEFITLET, hog A B —T 2 A A% IPsec 7127 7 A JLIT
7 * tunnelprotectionipsecprofilename B 1 &7
* tunnelprotectionpskkey " name BT, Psec 707 7 A L OX & 4
ELET, ZDfHEIL. cryptoipsecprofilename =1
< R THRELT name & —ETHLERH Y
1 - S
R r (config-if)# tunnel prot ion i rofil
sgtr:nejroico g unnel protectio psec pro e if:@i
T 74RO IPsec 717 7 A VEVER LT, FHi
1 - % — (PSK) M D b o /U IR#EBUE 2 il L
. . \iTO
Router (config-if) #
tunnel protection psk testl
RFy bandwidthkbps Efivv7a b arof o F =T oA AIHTD
715 BAEOH R A% E L E T,
1 - "
* kbps 1K1, F v By NEPHEALOTHRE 2 f5
Router (config-if) # bandwidth 1000 Ebiﬁ‘o T 7 4 ]\,rg 19 T‘j‘o #ﬁ:ijrl]ﬂa@%
T 1000 LA T,
* AR— 7 OFIRIER E L. DMVPN /N7 OH
rllaa XELFECCHLIMNEITIDY £ A, WBE
TR TOAR—=ZIZH LT, R—F =338
fu@mfjirllaa%{éiﬁﬁ?“éﬁﬂ@%lmﬁi
ATy iptcpadjust-mssmax-segment-size JL— X Z@imT 5 TCP 2%~ h® MSS A2 % L
716 £

&1

Router (config-if) # ip tcp adjust-mss 1360

* max-segment-size 5151, KB A bW
A R34 NHEALTHRE L &9, #iPHIT 500 ~
1460 T7,

*IPMTU D/ 34 A 1400 [IZFRTE SN TV D
A, MSS OHELEHEIL 1360 T, Zh b Dt
BHEZ T L728BE. P37y oY A X%
foxs e $25 59212, TCPE Yy v a
AT K o THEREIZ 1400 XA b £ THi/h S %
7T
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B WA/ U7FERFF—2 IPAT Y MRk ERTE

ARV FERET7IVa Y By
ATY ipnhrpholdtimeseconds {E#EC& % NHRP LA IZ L Y NHRPNBMA 7 K L&
F11 DEHELTT R A XENDIHEEETLET,
I .
Bl : * seconds 51 Ex1Z1%, [EHTE % NHRP &I &
Router (config-if) # ip nhrp holdtime 450 » NBMA 7 ]\ A b;ﬁ;ﬁ LLTr ]\/\y/]’ z

SNDEFMZMHEATRE LET, HEEEDOH
B, 300 ~ 600 #>TT,

ATY delaynumber EE) bR A2 —T oA AN LTHEEL
718 72— RMDEIGRPV—TF 4 7 A NY w7 %#FEH L
1 - 7,
Router (config-if) # delay 1000 ® number’yﬁlw_(i\ Eﬁﬁﬁ‘%ﬁ%$}\$’4ﬁf?gﬁé Li

9, HELEHEIX 1000 T,

VRFADY ) T7TEXRAMT—R2IP/\y FEEEZTHRT

VRE ~D 7 VT THANT—XIP Xy MEEERETDHI20E, ROFIEE2FEITLEST, 22
TBAT 28 EIX. Blue] VW9 VREF NERTEHEATHD I &ENHHEIZR > TWET,

A

GE) VRF (Blue) #%ET DL, Zu— b ar7 4 Xalb— gy E— KTipvrfvrfname 2
~ U REEHLES,

FIEDHEE

enable
configure terminal

interfacetypenumber

BN =

ipvrfforwardingvrf-name

FIED

ATV RERIFT7ZIOa Y E]:p]
ATy 1 enable ¥ibE EXEC B — R&2A 2 —7 M L£7,
*RRATU—KREANLET FERINEHE)

1

Router> enable

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
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VRE~DBEEE koL iy rEEnBE I

AU RFEEET7I 3

E[:)

ATFv T2 configure terminal ra—N)arZ 4 Xal—arE— RNEEELE
‘340
{51
Router# configure terminal
ATv73 interfacesypenumber AVE—=T 2 A AZATHHFEL, £ F—T (A
a7 4 Xalb— gy E—RERBLET,
{1 -
Router (config) # interface tunnel 0
ATvT4 ipvrfforwardingvrf-name VRE ~007 ) 77 % 2 57— 5 1P /<1 o MEE AT

1 -

Router (config-if)# ip vrf forwarding
Blue

AILET,

VRF ~ADEEESE bRV Ny MGEDETE

VRF ~DOBF 5L b o R y MREIZET AR ETIEIL, WO LB T, ZZ CiHBAT %
ElX. [Red] &9 VREREEFATHD I ENHHRICR> TWVET,

Y

GE)

FIEDHEE

VRF (Red) ZEET DX, ZFe— UL a7 4 Fab— a3y E— FTipvrfvrfname 2

U REHALET,

enable
configure terminal

interfacetypenumber

el

tunnelvrfvrf-name
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B oMPNAD ST vy BT AT a Vv DRE

FIE
ARV KRFERETI VY B#
ATy T enable FiHE EXEC E— R&Z A R—7 /M LET,
. CNAT—=READLET (ERSNIZHE) .
Router> enable
2Ty T2 configure terminal sua—ar 74 Xalb—aryE—RERBLET,
1 -
Router# configure terminal
ATvT3 interfacetypenumber AVE—T 2 A RABATHREL, AV F—T A AT
T4 X2l —varyT—FRFERBLET,
151
Router (config) # interface tunnel 0
ATvTAa tunnelvrfvrf-name VPN VRF A VAL LV AEREED F 2 RNVEGSE, A 5 —
TxA R, FIFYTA U F—T = A ZZBAET T, VRF
Bl : ~OWEFAL N R Ty MEEETFRILE T,

Router (config-if) # tunnel vrf RED

DMVPN AD 35T 4wy T AT—2 a3V DETE

(Ip= 353

CiscoIOS XE Release 2.5 Tlk, "I 74 v B AT — a9 VOFRERITHEATLIH LV a~
VRIFEASNTWERA, 7L, DMVPN FoRVND NT 7 4 v 7 &7 A MET 51T
L. UBEOE CHRHT A2EEE5E T THX4ERH D £97,

WOVEETIE, DMVPN h oL, BLEW Red) & Blue] @220 VRE DR EFHTHH
LEAEHEE LTWET,

Red £7-1% Blue ® VRF Z&XET HI21E, /u— b a7 4 Falb—3 a3y — RTipvrf
vif-name 2~ REEHALE T,

DMVPN h /L DEREIZDOWTIL, DMVPN HOANT ORE, (13 2—) L UDMVPN A
DAR—7 OFE, (173—) 2B LTLZE, VRFREDZEMIZOWTIX, VRF ~D 7
U7 7xFARN T =2 Py MukEZRE, (223—Y) BEUVRF ~OKb kL 3

4y NIREORRE, (23 =) BB LT EEN,

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
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VPN k> #)LTD MPLS D1 +~— T L1k

Y

DMVPN D kST« vs €5 2Av5—>a208E I

DMVPN R FJIVND NT 7 4 w7 BT AT —3 a I MPLS IR T A0, T 7497
YT AL METABVRFA L AZ L AT LICMPLS 22 ETAVLERH Y 7,

GE)

Cisco ASR 1000 ¥ U —X 77U = g > $—E R JL—F TlL, DAL v T T OB
R—hENnFE9, DAL v F 7 HO ip multicast-routing [vrf vrf-name] [distributed], debug
ip bgp vpnv4 unicast, 35X OV ip cef distributed =~ > FZ{EH L T 72 &0,

FlEDHE
1. enable
2. configure terminal
3. interfacetypenumber
4. mplsip
FIEDEFH
ARV REEEFET7Ia Y B
ATvI1 enable ¥HE EXEC E— FZ& A 3x—7 M LET,
bl PRAV—REANLET ERSHIEHS) |
Router> enable
2Ty T2 configure terminal Jua—sLbar7 4 Xalb—var E— RERHBLE
7,
1 -
Router# configure terminal
ATFvT3 interfacetypenumber Ay B—T e A AL THREL, A F—TxA A2
V74 F¥alb—igry E— REHBLET,
1 -
Router (config) # interface tunnel 0
ATvT4 mplsip WELEZM RNV A B =T oA AWK LTy bD
MPLS # ¥ 75 A X —T7 WIZLET,
1 -

Router (config-if) # mpls ip

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i
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NT JL—ATTJILFZ7A+aJ)LBGP &

4299 ILFRAU VPN |

=L

ax A&

VPN 77 4w ZIZEHT 2 VPNV L7 4 v VT ABIRTXVDT RANF A X X —T )b
2T 572012 iE, MP-IBGP 2R ET HMENH Y £7, BGPEHEHA LT, "T&EAL—FU T LY
ZLLTRELET, TXTORNT T 4 v 7 BHGININTRETLV—T 4 7 3N5H L2127
HI21F. BGPL— R U7 LI EZWL—K VTV I X 2547 (RR—2) I[ZVPNv4 7 L
TA T AT RREARXTHEEIC, BHERIZ AN Ry T ELTHRETD L OICHERELET,

BGP /L —F 4 7 7a k3 /LOEEMIC OV T,

[ Cisco 10S XE IP Routing: BGP Configuration

Guide] @ TCisco BGP Overview] DOEZSM L T &,

FIEDHEE

enable

configure terminal

address-familyvpnv4

neighboripaddressactivate

© e NS R wWDN =

-
- O

. exit

—
N

. address-familyipv4vrf-name

—
w

. redistributeconnected

-
[ I

. setipnext-hopipaddress

FIEDFH

routerbgpautonomous-system-number
neighboripaddressremote-asas-number

neighboripaddressupdate-sourceinterface

neighboripaddresssend-communityextended
neighboripaddressroute-reflector-client
. neighboripaddressroute-mapnexthopout

. route-mapmap-tag [permit| deny] [sequence-number]

ARV RFERRTI VY

B

2TFwv I enable

1 -

Router> enable

it EXEC E— F& A 2—7 /W2 LET,
e NRRAT—KREADNLET (BRINEHA) &

ATw T2 configure terminal

1 -

Router# configure terminal

Ja—)b a7 4 X alb— gy B— RERBL
i‘d‘o

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
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DMVPN D kST« vs €5 2Av5—>a208E I

ARV RFERRTI VA Y

B

ATvT3 routerbgpautonomous-system-number BGP Vv —T 4 V7 T atBADREEA F—T ML
i j‘o
i -
Router (config) # router bgp 1
ATvT4 neighboripaddressremote-asas-number BGP XA N— F—T N F - Z~v/LF a2 k2L BGP
A NR—= T =Tz MY EBMLET,
il -
Router (config-router) # neighbor 10.0.0.11
remote-as 1
ATy 75 neighboripaddressupdate-sourceinterface BGP v a3 TTCP¥OEIESA L X —T =1 A
PMERCTE5 X9, CiscolOSXE V7 hU = 7 &% iE
il - LET,
Router (config-router)# neighbor
10.10.10.11 update-source Tunnell
ATy 76 address-familyvpnv4 TRLA 77 ary74Falb—raryE— K%
BB L., VPNVA 7 RL R L7 4 w7 A&BFEHT S
11 : N—T 4T yaraRELET,
Router (config) # address-family vpnvé
2Ty T neighboripaddressactivate BGP %A N— & DIERAH S A 2 —T M LET,
il -
Router (config-router-af) # neighbor
10.0.0.11 activate
ATFw T8 neighboripaddresssend-communityextended |JiiE= I = =5 ¢ OBIED BGP %A N—IZEE XN
HEIEELET,
1) :
Router (config-router-af) # neighbor
10.0.0.11 send-community extended
ATvT9 neighboripaddressroute-reflector-client N—HEZBGP/L—F U 7L 72 LTHEEL, BE
LIeRANR—%2ZD I TAT v M LTRELET,
i -
Router (config-router-af) # neighbor
10.0.0.11 route-reflector-client
2TFv 710 neighboripaddressroute-mapnexthopout FTRTONT 7 4 v 7 BRI ANTRETL—T 4

1 -

Router (config-router-af)# neighbor
10.0.0.11 route-map nexthop out

YITESNDEIITLET,
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AL+ 39l TILFRA VPN

ARV RFERRETIVa Y

B

ATvIN exit VPNv4 D7 RLA 773U av7 4 Xal— 3
E—-FERTLES,
1
Router (config-router-af) # exit
ATvT12 address-familyipv4vrf-name TRLA 773 ar74Xal—v a3y E— %
BIAE L. HEYEIPVA 7 RL A F L7 ¢ v 7 R &MY
51 BL—F 4T By arERELET,
Router (config) # address-family ipv4 red
ATv 713 redistributeconnected A B —T 2 A AELTIPEZAF—T/MZ L2 LIZ
X HEICHESL STV — B, BHOENV—T 4 T
1 RAAL MORION—T 4 T RAAL o~ L E
Router (config-router-af)# redistribute 7r°
connected
ATy 714 route-mapmap-tag [permit| deny] N—h~<v 7 ar74Xal—ar t— K&k
[sequence-number] L. AE—=2IZT RAZA RSNBHRI A MRy T &
g&/\dé‘ L/i‘a‘o
£
Router (config-router-af) # route-map cisco
permit 10
ATy 715 setipnext-hopipaddress FTANRY THANTIIRD LI ICHELET,

1 -

Router (config-route-map) # set ip next-hop
10.0.0.1

AHR—H JL—E2TOHOTIILFZ7A /L BGP DETE

DMVPN b RNVND T 7 4w 77 A2 METBHIZIE, AR—7 =X ENT DT~
NF 7 ha/ViBGP (MP-iBGP) %% ETHLENH Y £3, DMVPNND AR—7 )L—H T L

2. ROEREFITLET,

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
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FIEDHEE

FIEDFH

DMVPN D kST« vs €5 2Av5—>a208E I

enable

configure terminal
routerbgpautonomous-system-number
neighboripaddressremote-asas-number
neighboripaddressupdate-sourceinterface
address-familyvpnv4
neighboripaddressactivate
neighboripaddresssend-communityextended

© e NS RN =

exit

10. address-familyipv4vrf-name
11. redistributeconnected

12. exit

ARV RFERETIVa Yy E]:g]

ATy T

enable H#E EXEC £ — R& A *—7 /W LET,

- CART—REANLET ERENZHE) .

Router> enable

ATy T2

configure terminal rTa—N) ar7 4 Xalb—aryET— ReBEELE
TO
11 -

Router# configure terminal

ATvT3

routerbgpautonomous-system-number BGP 2> 7 4 X2l —ay T— REBHBLET,

11 -

Router (config)# router bgp 1

ATvT4

neighboripaddressremote-asas-number BGP %A N—F—T )V E I~/ F 71 k2L BGP 3
ANR—F—T =y N BB LUET,
i

Router (config-router) # neighbor
10.0.0.1 remote-as 1
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AU RFEEETIVa Y

B

27w TS5 neighboripaddressupdate-sourceinterface |BGP &~ 3 3 T TCP #t DEIEA o F — T = A AN
EHTE 25X 9, CiscolOSXEY 7 N7 =7 %% E L E
1 3+,
Router (config-router) # neighbor
10.10.10.1 update-source Tunnell
ATFvT6 address-familyvpnv4 TRLAT77IY a7 4FXal—aryFT—RR&2H
WL, VPNVA 7 KL AR L7 4w 7 AEMRT 51—
i T4 Ty varERELET,
Router (config) # address-family vpnvé
2Fv T neighboripaddressactivate BGP %A /3 — & DI A A 4 32— T W LET,
i -
Router (config-router-af) # neighbor
10.0.0.1 activate
ATvT8 neighboripaddresssend-communityextended | JiE = I = =F ¢ OB BGP R A N— |2 EEN S
LofEELET,
i :
Router (config-router-af) # neighbor
10.0.0.1 send-community extended
ATvT79 exit TRLRA 773 ar74FXal—vay ET— ek
TLET,
il -
Router (config-router-af) # exit
ATv710 address-familyipv4vrf-name TRVAT77I) ar7eoXal—raryE— RNl
ML, FEHEIPVA T RL A LT 4 v 7 ARAEHT 50—
i - T4 Ty rarERELET,
Router (config) # address-family ipv4 red
ZFv TN redistributeconnected AVH =T 2 A ALETIPEZA =TI LI &IT X
OB SN2V — R, HDHLV—T 4T R
i - AAIBRION—T 4 T RAAL U ~FHOELET,
Router (config-router-af)# redistribute
connected
ATy T12 exit T7RLA 773 avr7 s Xalb—varE— ek
TLET,
il -

Router (config-router-af) # exit

GE) VRE ZLICAT Y710~ 12 280k L E
ﬁqo
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Dynamic Multipoint VPN + S5 TLsa—F >4 I

Dynamic Multipoint VPN D ~ 5 TV a—F 4 5

Y

DMVPN Z#%E L7-% . DMVPNOEFICENEL TWAH Z & 2B L= Y . DMVPN#HEHEHR E /-
Tty ara 77 L), DMVPN 25 /8y 7 L7209 501%, ZOEEDOZYT 2 FIEE
FEITLET, b0 a~vy NIEEDIEF THEATE 7,

FIEDHEE

FIED

ATy T

GE) ¥ VT AT LB E ZNITHILT D720 DR ALEIITAE A TR L THET, K5
{EIZBET % v A2 2 OREHT OHEREFIHEIZ OV T, [Next Generation Encryption] (NGE) &V
A R R=N—=ZZHRLTIEE,
1. cleardmvpnsession
2. cleardmvpnstatistics
3. debugdmvpn
4. debugdmvpncondition
5. debugnhrpcondition
6. debugnhrperror
1. loggingdmvpn
8. showcryptoipsecsa
9. showcryptoisakmpsa
10. showcryptomap
11. showdmvpn
12. showipnhrptraffic
cleardmvpnsession

ZDa<wy RNEIDMVPN vy ara 707 LET, ROFITIE, BELEZ N RAVDEALFI v T

51 -

DMVPN v a v DHENZ VT ENET,

Router# clear dmvpn session interface tunnel 5
WOBITIE, HELIZ P RVDTRXTODMVPN By v ay (R¥T v 7 ByvarvbZ 41y
7 by va o) N7 VT ENET,
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i -
Router# clear dmvpn session interface tunnel 5 static

R w72 cleardmvpnstatistics
ZOa~vr RiE, DMVPNBEED A 7 o227 VT 558IEHLES, RofITix, fEEL horx
N AR =T 2 A AODDMVPN it v ar hor2a27 0745 EEZRLET,

51 -

Router#
clear dmvpn statistics interface tunnel 5

AT w73 debugdmvpn
ZDa<wy R, DMVPN By > a vy a7 N\y 73T 555 1EH LET, DMVPN OF Ny 77X, H545F
EDFEMITIE L TA =T M/T 4 =T bz 025 Z LN TEET, DMVPNOT Ny 721,
WDOEINZIODDLR_NARHY ET, FOLYUFE, M OT Ny 7 EFITTEET,

LT — L~
*FERE LV
*XTy h LL

WORFITIL, NHRP, Y7 v b, b pUR#E, BLXOK SHERICHT I =T =T RNy 7 a4 _RCTHERT
54 E& DMVPN T8y 7% f 2—T /W ZT 55 EEZRLET,

&1 -

Router# debug dmvpn error all

ZFw 74 debugdmvpncondition
Zoawy RiE, &MU EF Ny FYDMVPNt® v & g VOFERZFRLET, ROFITIE, FED hrx
N AE =T 2 AT LRI ET Ny T2 A X—=TNIT D EE R LET,

{1 :
Router# debug dmvpn condition interface tunnel 5

X w75 debugnhrpcondition
CDavy R, FEDFHFIZESL TNy T EA RX—TNVEIZT =7V LET, RIT, FAF
& NHRP 7Ny VoA R—=T )W T 2D a~x» FOMERF Z R LET,

151 -

Router#
debug nhrp condition

ZXF w76 debugnhrperror
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ATy 17

ATvT8

Dynamic Multipoint VPN + S5 TLsa—F >4 I

ZOa<vw Y RiE, NHRP =7 — 777 4 €7 4 IZHETHEHREZRRLET, KIZ, NHRP O T — A v
=T BTNy Tl F—=TNIT B0 a~y ROFERFlZRLET,

&1 -

Router#
debug nhrp error

loggingdmvpn

ZDawy NI DMVPN DU AT A aX o T A 32— VT H5AIHEHLET, ROFITE, 20
WZELIlZ1ODRA v E—UREREND DMYVPN OV AT A aX VA F—T NI T A 5EERLE
R

51 -

Router (config) #
logging dmvpn rate-limit 20

WIZ, DMVPN XA vt —U N A MNFRRINTZVAT A a7 OflERLET,

51

$DMVPN-7-CRYPTO SS: Tunnell01-192.0.2.1 socket is UP

$DMVPN-5-NHRP_NHS: TunnellOl 192.0.2.251 is UP

$DMVPN-5-NHRP_CACHE: Client 192.0.2.2 on Tunnell Registered.
$DMVPN-5-NHRP_CACHE: Client 192.0.2.2 on TunnellOl came UP.
$DMVPN-3-NHRP_ERROR: Registration Request failed for 192.0.2.251 on TunnellOl

showcryptoipsecsa
Zoazwy NI BEDSAICE > THEASN TWOIRELER R LET, RIZ, 77T 4 TR2T A AD
IPsec SA A7 —Z A2 BERRESNDHM B ERLET,

&1

Router#
show crypto ipsec sa active
interface: gigabitethernet0/0/0
Crypto map tag: to-peer-outside, local addr 209.165.201.3
protected vrf: (none
local ident (addr/mask/prot/port): (192.168.0.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (172.16.0.1/255.255.255.255/0/0)
current peer 209.165.200.225 port 500
PERMIT, flags={origin is acl,}
#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0
local crypto endpt.: 209.165.201.3, remote crypto endpt.: 209.165.200.225
path mtu 1500, media mtu 1500
current outbound spi: 0xD42904F0(3559458032)
inbound esp sas:
spi: OxD3E9ABDO (3555306448)
transform: esp-3des ,

in use settings ={Tunnel, }
conn id: 2006, flow id: 6, crypto map: to-peer-outside
sa timing: remaining key lifetime (k/sec): (4586265/3542)
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HA last key lifetime sent(k): (4586267)

ike cookies: 9263635C CA4B4E99 Cl4E908E 8EE2D79C
IV size: 8 bytes

replay detection support: Y

Status: ACTIVE

AT v 79 showcryptoisakmpsa
Zoavr RiE, ET7OBIEDIKESA # T X TERRLET, 72&2IFROFIX, 2 2D ET RO IKE
Ay — g UREFICFETINRICFE RSO TT,

11 :

Router# show crypto isakmp sa

dst src state conn-id slot
172.17.63.19 172.16.175.76 QM IDLE 2 0
172.17.63.19 172.17.63.20 QM IDLE 1 0
172.16.175.75 172.17.63.19 OM IDLE 3 0

2T w710 showcryptomap
Zoawry NI, 27wy TOREEZFRRLET, KIZ, 7V T b vy TORENTET LIRICEK
RENDH B ER L ET,

51 -

Router# show crypto map
Crypto Map "Tunnelb5-head-0" 10 ipsec-isakmp
Profile name: vpnprof
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={trans2, }
Crypto Map "TunnelS5-head-0" 20 ipsec-isakmp
Map is a PROFILE INSTANCE.
Peer = 172.16.175.75
Extended IP access list
access-list permit gre host 172.17.63.19 host 172.16.175.75
Current peer: 172.16.175.75
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={trans2, }
Crypto Map "TunnelS5-head-0" 30 ipsec-isakmp
Map is a PROFILE INSTANCE.
Peer = 172.17.63.20
Extended IP access list
access-list permit gre host 172.17.63.19 host 172.17.63.20
Current peer: 172.17.63.20
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={trans2, }
Crypto Map "TunnelS5-head-0" 40 ipsec-isakmp
Map is a PROFILE INSTANCE.
Peer = 172.16.175.76
Extended IP access list
access-list permit gre host 172.17.63.19 host 172.16.175.76
Current peer: 172.16.175.76
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={trans2, }
Interfaces using crypto map Tunnel5-head-0:

Tunnel5

R w711 showdmvpn
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ZDzawy RiE, DMVPNEBADE v v a UEREFRRILET, KRIZ, P~V —1FROHIIHEZ L E
7,

&1 -

Router# show dmvpn
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
! The line below indicates that the sessions are being displayed for Tunnell.
! Tunnell is acting as a spoke and is a peer with three other NBMA peers.
Tunnell, Type: Spoke, NBMA Peers: 3,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

2 192.0.2.21 192.0.2.116 IKE 3w0d D
1 192.0.2.102 192.0.2.11 NHRP 02:40:51 S
1 192.0.2.225 192.0.2.10 upP 3w0d S

Tunnel2, Type: Spoke, NBMA Peers: 1,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 192.0.2.25 192.0.2.171 IKE never S

ZF w712 showipnhrptraffic
ZDa~r RiX, NHRP OMFHERE R R LET, WIC, FFED hrrb (tunnel7) (ZBIT 5 H 6% <
LET,

51 -

Router# s
how ip nhrp traffic interface tunnel?
Tunnel7: Max-send 1imit:10000Pkts/10Sec, Usage:0%
Sent: Total 79
18 Resolution Request 10 Resolution Reply 42 Registration Request
0 Registration Reply 3 Purge Request 6 Purge Reply
0 Error Indication 0 Traffic Indication
Rcvd: Total 69
10 Resolution Request 15 Resolution Reply 0 Registration Request
36 Registration Reply 6 Purge Request 2 Purge Reply
0 Error Indication 0 Traffic Indication

ROEXE

[DMVPN DO AT 0% E] & IDMVPN O AR —7 OFE] OEIZHELET,

Dynamic Multipoint VPN #8E 0 5% 7 51

AN -

DMVPN A D /T 3% E 5

WIZ, < ILFRA b GRENPsec A D ANT V—2 OFEFZRLET, Zhid, 7 3TH A
R—=2 N—Z BREEATRE/R 7 a— b IPsec AR Y — T 7 L— & L2 EHIET, KA
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DMVPN D R R— % & TE i

N—= 2712 A EBORE 2 HRICAT O MEIXH Y ¥ A, ZZTlE. EIGRP 3, 7T A ~_—
FPBA L H—T 2 A ABI ORI A U H—T 2 AN L TCFEITEND I IICEREENT
b\i‘é—o

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0
|

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!

crypto ipsec profile vpnprof

set transform-set trans2

|

interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

! Ensures longer packets are fragmented before they are encrypted; otherwise, the receiving
router would have to do the reassembly.

ip mtu 1400

! The following line must match on all nodes that “want to use” this mGRE tunnel:
ip nhrp authentication donttell

! Note that the next line is required only on the hub.

ip nhrp map multicast dynamic

! The following line must match on all nodes that want to use this mGRE tunnel:
ip nhrp network-id 99

ip nhrp holdtime 300

! Turns off split horizon on the mGRE tunnel interface; otherwise, EIGRP will not advertise
routes that are learned via the mGRE interface back out that interface.

no ip split-horizon eigrp 1

! Enables dynamic, direct spoke-to-spoke tunnels when using EIGRP.

no ip next-hop-self eigrp 1

ip tcp adjust-mss 1360

delay 1000

! Sets IPsec peer address to Ethernet interface’s public address.

tunnel source Gigabitethernet 0/0/0

tunnel mode gre multipoint

! The following line must match on all nodes that want to use this mGRE tunnel.
tunnel key 100000

tunnel protection ipsec profile vpnprof

|

interface FastEthernet0/0/0

ip address 172.17.0.1 255.255.255.0

|

interface FastEthernet0/0/1
ip address 192.168.0.1 255.255.255.0
I

router eigrp 1

network 10.0.0.0 0.0.0.255
network 192.168.0.0 0.0.0.255
|

ISAKMP 7'11 7 7 A VD EFHRE L O EDFEMIZ OV TIX, [ Cisco I0S XE Security Configuration
Guide: Secure Connectivity]] @ TCertificate to ISAKMP Profile Mapping| OFEEZ S L T Z I,

DMVPN R D X 7R— 4 & E

ROBNE, TRTDODAR—=7 %, brprrea—anAg 2 —7xA4R7 RLALSEFE CA%R
TRET HHET, 22— PIT ) & REREEBERTE £,
crypto isakmp policy 1

authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
I

crypto ipsec transform-set trans2 esp-des esp-md5S-hmac
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mode transport

|

crypto ipsec profile vpnprof

set transform-set trans2

|

interface Tunnel0

bandwidth 1000

ip address 10.0.0.2 255.255.255.0
ip mtu 1400

! The following line must match on all nodes
ip nhrp authentication donttell

that want to use this mGRE tunnel:

! Definition of NHRP server at the hub (10.0.0.1), which is permanently mapped to the static

public address of the hub (172.17.0.1).

ip nhrp map 10.0.0.1 172.17.0.1

! Sends multicast packets to the hub router,
protocol between the spoke and the hub.

ip nhrp map multicast 172.17.0.1

! The following line must match on all nodes
ip nhrp network-id 99

ip nhrp holdtime 300

! Configures the hub router as the NHRP next-

ip nhrp nhs 10.0.0.1

ip tcp adjust-mss 1360

delay 1000

tunnel source Gigabitethernet 0/0/0

tunnel mode gre multipoint

! The following line must match on all nodes
tunnel key 100000

tunnel protection ipsec profile vpnprof
|

and enables the use of a dynamic routing

that want to use this mGRE tunnel:

hop server.

that want to use this mGRE tunnel:

! This is a spoke, so the public address might be dynamically assigned via DHCP.

interface FastEthernet0/0/0
ip address dhcp hostname Spokel
!

interface FastEthernet0/0/1
ip address 192.168.1.1 255.255.255.0
I

! EIGRP is configured to run over the inside
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.1.0 0.0.0.255

physical interface and the tunnel.

> T 25470DMVPN 0451

WIZ, PET A AL LTEWET D200 AR—ITrTI 740058 T A MET D200
TIU T BTA T =2 a VOREMERLET,

NTDERTE

hostname hub-pel
boot-start-marker
boot-end-marker
no aaa new-model
resource policy
clock timezone EST 0
ip cef
no ip domain lookup
!This section refers to the forwarding table
ip vrf blue

rd 2:2

route-target export 2
route-target import 2
!This section refers t
ip vrf red

rd 1:1

route-target export
route-target import

:2
:2

o the forwarding table

=
=

for VRF blue:

for VRF red:

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i
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mpls label protocol ldp
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco address 0.0.0.0 0.0.0.0
crypto ipsec transform-set tl esp-des
mode transport
crypto ipsec profile prof
set transform-set tl
interface Tunnell
ip address 10.9.9.1 255.255.255.0
no ip redirects
ip nhrp authentication cisco
ip nhrp map multicast dynamic
ip nhrp network-id 1
!The command below enables MPLS on the DMVPN network:
mpls ip
tunnel source Gigabitethernet 0/0/0
tunnel mode gre multipoint
tunnel protection ipsec profile prof
interface LoopbackO
ip address 10.0.0.1 255.255.255.255
interface Ethernet0/0/0
ip address 172.0.0.1 255.255.255.0
!The multiprotocol BGP route reflector (the hub) configuration changes the next-hop
information to set itself as the next-hop and assigns a new VPN label for the prefixes
learned from the spokes and advertises the VPN prefix:
router bgp 1
no synchronization
bgp log-neighbor-changes
neighbor 10.0.0.11 remote-as 1
neighbor 10.0.0.11 update-source Tunnell
neighbor 10.0.0.12 remote-as 1
neighbor 10.0.0.12 update-source Tunnell
no auto-summary
address-family vpnvé
neighbor 10.0.0.11 activate
neighbor 10. .11 send-community extended
neighbor 10. .11 route-reflector-client
neighbor 10. .11 route-map nexthop out
neighbor 10. activate
neighbor 10. .12 send-community extended
neighbor 10. .12 route-reflector-client
neighbor 10. .12 route-map nexthop out
exit
address-family ipv4 vrf red
redistribute connected
no synchronization
exit
address-family ipv4 vrf blue
redistribute connected
no synchronization
exit
no ip http server
no ip http secure-server
!'ITn this route map information, the hub sets the next hop to itself, and the VPN prefixes
are advertised:
route-map cisco permit 10
set ip next-hop 10.0.0.1
control-plane
line con O
logging synchronous
line aux O
line vty 0 4
no login
end

coocoocoo
coocoocoooo
=
N
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AR—I DE

kg
filt

RAR—% 2

hostname spoke-pe2
boot-start-marker
boot-end-marker

no aaa new-model

resource policy

clock timezone EST 0

ip cef

no ip domain lookup

!This section refers to the forwarding table for VRF blue:
ip vrf blue

rd 2:2

route-target export 2
route-target import 2
!This section refers t
ip vrf red

rd 1:1

route-target export 1:1

route-target import 1:1
mpls label protocol ldp

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco address 0.0.0.0 0.0.0.0
crypto ipsec transform-set tl esp-des

mode transport

crypto ipsec profile prof

set transform-set tl

interface Tunnell

ip address 10.0.0.11 255.255.255.0

no ip redirects

ip nhrp authentication cisco

ip nhrp map multicast dynamic

ip nhrp map 10.0.0.1 172.0.0.1

ip nhrp map multicast 172.0.0.1

ip nhrp network-id 1

ip nhrp nhs 10.0.0.1
!The command below enables MPLS on the DMVPN network:
mpls ip

tunnel source Gigabitethernet 0/0/0

tunnel mode gre multipoint

tunnel protection ipsec profile prof
interface LoopbackO

ip address 10.9.9.11 255.255.255.255
interface FastEthernet0/0/0

ip address 172.0.0.11 255.255.255.0

|

:2
:2

o the forwarding table for VRF red:

!

interface FastEthernetl/0/0

ip vrf forwarding red

ip address 192.168.11.2 255.255.255.0

interface FastEthernet2/0/0

ip vrf forwarding blue

ip address 192.168.11.2 255.255.255.0

!The multiprotocol BGP route reflector (the hub) configuration changes the next-hop
information to set itself as the next-hop and assigns a new VPN label for the prefixes
learned from the spokes and advertises the VPN prefix:

router bgp 1

no synchronization

bgp log-neighbor-changes

neighbor 10.0.0.1 remote-as 1

neighbor 10.0.0.1 update-source Tunnell

no auto-summary

address-family vpnv4

neighbor 10.0.0.1 activate

neighbor 10.0.0.1 send-community extended

exit
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address-family ipv4 vrf red
redistribute connected

no synchronization

exit

|

address-family ipv4 vrf blue
redistribute connected

no synchronization

exit
no ip http server
no ip http secure-server
control-plane
line con 0

logging synchronous
line aux O
line vty 0 4

no login
end

AR—4 3

hostname spoke-PE3
boot-start-marker
boot-end-marker
no aaa new-model
resource policy
clock timezone EST 0
ip cef
no ip domain lookup
!This section refers to the forwarding table for VRF blue:
ip vrf blue
rd 2:2
route-target export 2
route-target import 2
!This section refers t
ip vrf red
rd 1:1
route-target export 1:1
route-target import 1:1
mpls label protocol ldp
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco address 0.0.0.0 0.0.0.0
crypto ipsec transform-set tl esp-des
mode transport
crypto ipsec profile prof
set transform-set tl
interface Tunnell
ip address 10.0.0.12 255.255.255.0
no ip redirects
ip nhrp authentication cisco
ip nhrp map multicast dynamic
ip nhrp map 10.0.0.1 172.0.0.1
ip nhrp map multicast 172.0.0.1
ip nhrp network-id 1
ip nhrp nhs 10.0.0.1
!The command below enables MPLS on the DMVPN network:
mpls ip
tunnel source Gigabitethernet 0/0/0
tunnel mode gre multipoint

tunnel protection ipsec profile prof
|

2
2
o the forwarding table for VRF red:

interface Loopback0

ip address 10.9.9.12 255.255.255.255
interface FastEthernet0/0/0

ip address 172.0.0.12 255.255.255.0
interface FastEthernetl1/0/0

ip vrf forwarding red

ip address 192.168.12.2 255.255.255.0
interface FastEthernet2/0/0

ip vrf forwarding blue
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ip address 192.168.12.2 255.255.255.0
!The multiprotocol BGP route reflector (the hub) configuration changes the next-hop
information to set itself as the next-hop and assigns a new VPN label for the prefixes
learned from the spokes and advertises the VPN prefix:
router bgp 1

no synchronization

bgp log-neighbor-changes

neighbor 10.0.0.1 remote-as 1

neighbor 10.0.0.1 update-source Tunnell
no auto-summary

address-family vpnvé

neighbor 10.0.0.1 activate

neighbor 10.0.0.1 send-community extended
exit

address-family ipv4 vrf red

redistribute connected

no synchronization

exit

address-family ipv4 vrf blue

redistribute connected

no synchronization

exit
no ip http server
no ip http secure-server
control-plane
line con O

logging synchronous
line aux O
line vty 0 4

no login
end

IR —TS5ARXITSOF NS4 ©TAT—320TH
25470DMVPN )51

WIZ, BREDT T F FT7 4 AHEINTNDE2ODAR—IB TN T 74w 78T Ak
T2 00REFEZRLET, ZOFTILZ, DMVPN N®D BGP 1A N—|ZFET B/ — b &%
H4 25 X912, EIGRP ViR E S TWET,

NTDEEE

hostname HUB
boot-start-marker
boot-end-marker
no aaa new-model
resource policy
clock timezone EST O
ip cef
no ip domain lookup
!This section refers to the forwarding table for VRF blue:
ip vrf blue
rd 2:2
route-target export 2:2
route-target import 2:2
!This refers to the forwarding table for VRF red:
ip vrf red
rd 1:1
route-target export 1:1
route-target import 1:1
mpls label protocol 1ldp
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco address 0.0.0.0 0.0.0.0
crypto ipsec transform-set tl esp-des
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mode transport

crypto ipsec profile prof

set transform-set tl

interface Tunnell

ip address 10.0.0.1 255.255.255.0

no ip redirects

ip nhrp authentication cisco

ip nhrp map multicast dynamic

ip nhrp network-id 1

!EIGRP is enabled on the DMVPN network to learn the IGP prefixes:
no ip split-horizon eigrp 1

!The command below enables MPLS on the DMVPN network:

mpls ip

tunnel source Gigabitethernet 0/0/0

tunnel mode gre multipoint

tunnel protection ipsec profile prof

!This address is advertised by EIGRP and used as the BGP endpoint:
interface Loopback0

ip address 10.9.9.1 255.255.255.255

interface FastEthernet0/0/0

ip address 172.0.0.1 255.255.255.0

'EIGRP is configured to learn the BGP peer addresses (10.9.9.x networks)
router eigrp 1

network 10.9.9.1 0.0.0.0

network 10.0.0.0 0.0.0.255

no auto-summary

!The multiprotocol BGP route reflector (the hub) configuration changes the next-hop
information to set itself as the next-hop and assigns a new VPN label for the prefixes
learned from the spokes and advertises the VPN prefix:
router bgp 1

no synchronization

bgp router-id 10.9.9.1

bgp log-neighbor-changes

neighbor 10.9.9.11 remote-as 1

neighbor 10.9.9.11 update-source Loopback0

neighbor 10.9.9.12 remote-as 1

neighbor 10.9.9.12 update-source Loopback0

no auto-summary

address-family vpnv4

neighbor 10.9.9.11 activate

neighbor 10.9.9.11 send-community extended
neighbor 10.9.9.11 route-reflector-client
neighbor 10.9.9.12 activate

neighbor 10.9.9.12 send-community extended
neighbor 10.9.9.12 route-reflector-client

exit
address-family ipv4 vrf red
redistribute connected
no synchronization
exit
address-family ipv4 vrf blue
redistribute connected
no synchronization
exit
no ip http server
no ip http secure-server
control-plane
line con 0
logging synchronous
line aux O
line vty 0 4
no login
end

AR—Y DEHRE

AR—%5 2

hostname Spoke2
boot-start-marker
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boot-end-marker

no aaa new-model

resource policy

clock timezone EST O

ip cef

no ip domain lookup

!This section refers to the forwarding table for VRF blue:
ip vrf blue
rd 2:2
route-target export 2:2

route-target import 2:2

!This section refers to the forwarding table for VRF red:
ip vrf red

rd 1:1

route-target export 1:1

route-target import 1:1
mpls label protocol ldp

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco address 0.0.0.0 0.0.0.0

crypto ipsec transform-set tl esp-des

mode transport

crypto ipsec profile prof

set transform-set tl

interface Tunnell

ip address 10.0.0.11 255.255.255.0

no ip redirects

ip nhrp authentication cisco

ip nhrp map multicast dynamic

ip nhrp map 10.0.0.1 172.0.0.1

ip nhrp map multicast 172.0.0.1

ip nhrp network-id 1

ip nhrp nhs 10.0.0.1
!The command below enables MPLS on the DMVPN network:
mpls ip

tunnel source Gigabitethernet 0/0/0

tunnel mode gre multipoint

tunnel protection ipsec profile prof

!This address is advertised by EIGRP and used as the BGP endpoint:
interface Loopback0

ip address 10.9.9.11 255.255.255.255
interface FastEthernet0/0/0

ip address 172.0.0.11 255.255.255.0
interface FastEthernetl/0/0

ip vrf forwarding red

ip address 192.168.11.2 255.255.255.0
interface FastEthernet2/0/0

ip vrf forwarding blue

ip address 192.168.11.2 255.255.255.0

!EIGRP is enabled on the DMVPN network to learn the IGP prefixes:
router eigrp 1

network 10.9.9.11 0.0.0.0

network 10.0.0.0 0.0.0.255

no auto-summary

!The multiprotocol BGP route reflector (the hub) configuration changes the next-hop
information to set itself as the next-hop and assigns a new VPN label for the prefixes
learned from the spokes and advertises the VPN prefix:
router bgp 1

no synchronization

bgp router-id 10.9.9.11

bgp log-neighbor-changes

neighbor 10.9.9.1 remote-as 1

neighbor 10.9.9.1 update-source Loopback0

no auto-summary

address-family vpnvé

neighbor 10.9.9.1 activate

neighbor 10.9.9.1 send-community extended

exit

address-family ipv4 vrf red

redistribute connected

no synchronization

exit

address-family ipv4 vrf blue
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redistribute connected
no synchronization
exit
no ip http server
no ip http secure-server
control-plane
line con 0
logging synchronous
line aux O
line vty 0 4
no login
end

AR—4 3

hostname Spoke3
boot-start-marker
boot-end-marker

no aaa new-model
resource policy
clock timezone EST 0
ip cef

no ip domain lookup

!This section refers to the forwarding table for VRF blue:

ip vrf blue

rd 2:2

route-target export 2
route-target import 2
!This section refers t
ip vrf red

rd 1:1

route-target export 1:1
route-target import 1:1
mpls label protocol ldp
crypto isakmp policy 1
authentication pre-share

2
2

crypto isakmp key cisco address 0.0.0.0 0.0.0.0
crypto ipsec transform-set tl esp-des

mode transport

crypto ipsec profile prof
set transform-set tl
interface Tunnell

ip address 10.0.0.12 255.255.255.0

o the forwarding table for VRF red:

no ip redirects

ip nhrp authentication cisco

ip nhrp map multicast dynamic
ip nhrp map 10.0.0.1 172.0.0.1
ip nhrp map multicast 172.0.0.1
ip nhrp network-id 1

ip nhrp nhs 10.0.0.1

!The command below enables MPLS on the DMVPN network:

mpls ip

tunnel source Gigabitethernet 0/0/0

tunnel mode gre multipoint

tunnel protection ipsec profile prof

AL+ 39l TILFRA VPN

!This address is advertised by EIGRP and used as the BGP endpoint:
interface Loopback0

ip address 10.9.9.12 255.255.255.255

interface FastEthernet0/0/0

ip address 172.0.0.12 255.255.255.0

interface FastEthernetl1/0/0
ip vrf forwarding red

ip address 192.168.12.2 255.255.255.0

interface FastEthernet2/0/0
ip vrf forwarding blue

ip address 192.168.12.2 255.255.255.0

!EIGRP is enabled on the DMVPN network to learn the IGP prefixes:
router eigrp 1

network 10.9.9.12 0.0.0.0
network 10.0.0.0 0.0.0.255
no auto-summary
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!The multiprotocol BGP route reflector

(the hub)
information to set itself as the next-hop and assigns a new VPN label for the prefixes

configuration changes the next-hop

learned from the spokes and advertises the VPN prefix:

router bgp 1

no synchronization

bgp router-id 10.9.9.12

bgp log-neighbor-changes
neighbor 10.9.9.1 remote-as 1

neighbor 10.9.9.1 update-source Loopback0

no auto-summary
address-family vpnvé
neighbor 10.9.9.1 activate

neighbor 10.9.9.1 send-community extended

exit
address-family ipv4 vrf red
redistribute connected
no synchronization
exit
address-family ipv4 vrf blue
redistribute connected
no synchronization
exit
no ip http server
no ip http secure-server
control-plane
line con O
logging synchronous
line aux O
line vty 0 4
no login
end

av > FDOE A5 : show mpls Idp bindings

Spoke2# show mpls ldp bindings
tib entry: 10.9.9.1/32, rev 8
local binding: tag: 16

remote binding: tsr: 10.9.9.1:
tib entry: 10.9.9.11/32, rev 4

local binding: tag: imp-null

remote binding: tsr: 10.9.9.1:
tib entry: 10.9.9.12/32, rev 10

local binding: tag: 17

remote binding: tsr: 10.9.9.1:
tib entry: 10.0.0.0/24, rev 6

local binding: tag: imp-null

remote binding: tsr: 10.9.9.1:
tib entry: 172.0.0.0/24, rev 3

local binding: tag: imp-null

remote binding: tsr: 10.9.9.1:

Spoke2#

tag:

tag:

tag:

tag:

tag:

a< > DA% : show mpls forwarding-table

Spoke2# show mpls forwarding-table

imp-null

16

17

imp-null

imp-null

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface
16 Pop tag 10.9.9.1/32 0 Tul 10.0.0.1
17 17 10.9.9.12/32 0 Tul 10.0.0.1
18 Aggregate 192.168.11.0/24[V] \

0
19 Aggregate 192.168.11.0/24[V] \

0
Spoke2#
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a7 > FDOWE A : show ip route vrf red

Spoke2# show ip route vrf red

Routing Table: red

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route
Gateway of last resort is not set

B 192.168.12.0/24 [200/0] wvia 10.9.9.12, 00:00:02
¢} 192.168.11.0/24 is directly connected, FastEthernetl/0/0
Spoke2#

a< > FDWE A - show ip route vrf blue

Spoke2# show ip route vrf blue

Routing Table: blue

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route
Gateway of last resort is not set

B 192.168.12.0/24 [200/0] via 10.9.9.12, 00:00:08
C 192.168.11.0/24 is directly connected, FastEthernet2/0/0
Spoke2#

Spoke2# show ip cef vrf red 192.168.12.0
192.168.12.0/24, version 5, epoch 0
0 packets, 0 bytes
tag information set
local tag: VPN-route-head
fast tag rewrite with Tul, 10.0.0.1, tags imposed: {17 18}
via 10.9.9.12, 0 dependencies, recursive
next hop 10.0.0.1, Tunnell via 10.9.9.12/32
valid adjacency
tag rewrite with Tul, 10.0.0.1, tags imposed: {17 18}
Spoke2#

a< > RO A5 : show ip bgp neighbors

Spoke2# show ip bgp neighbors

BGP neighbor is 10.9.9.1, remote AS 1, internal link
BGP version 4, remote router ID 10.9.9.1
BGP state = Established, up for 00:02:09

Last read 00:00:08, last write 00:00:08, hold time is 180, keepalive interval is 60 seconds

Neighbor capabilities:
Route refresh: advertised and received(old & new)
Address family IPv4 Unicast: advertised and received
Address family VPNv4 Unicast: advertised and received
Message statistics:
InQ depth is 0
OutQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 4 4
Keepalives: 4 4
Route Refresh: 0 0
Total: 9 9

Default minimum time between advertisement runs is 0 seconds
For address family: IPv4 Unicast
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BGP table version 1, neighbor version 1/0
Output queue size : 0

Index 1, Offset 0, Mask 0x2

1 update-group member

Sent Rcvd

Prefix activity: === ===
Prefixes Current: 0 0
Prefixes Total: 0 0
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 0
Used as multipath: n/a 0

Outbound Inbound

Local Policy Denied Prefixes: = ---—----- = ——-———-
Total: 0 0

Number of NLRIs in the update sent: max 0, min O
For address family: VPNv4 Unicast

BGP table version 9, neighbor version 9/0
Output queue size : 0

Index 1, Offset 0, Mask 0x2

1 update-group member

Sent Rcvd
Prefix activity: === ===
Prefixes Current: 2 2 (Consumes 136 bytes)
Prefixes Total: 4 2
Implicit Withdraw: 2 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 2
Used as multipath: n/a 0
Outbound Inbound
Local Policy Denied Prefixes: = =—--—-——--- = ——————-
ORIGINATOR loop: n/a 2
Bestpath from this peer: 4 n/a
Total: 4 2

Number of NLRIs in the update sent: max 1, min 1

Connections established 1; dropped 0

Last reset never
Connection state is ESTAB, I/O status: 1, unread input bytes: 0
Connection is ECN Disabled
Local host: 10.9.9.11, Local port: 179
Foreign host: 10.9.9.1, Foreign port: 12365
Enqueued packets for retransmit: 0, input: 0 mis-ordered: 0 (0 bytes)
Event Timers (current time is 0x2DOFO) :

Timer Starts Wakeups Next
Retrans 6 0 0x0
TimeWait 0 0 0x0
AckHold 7 3 0x0
SendWnd 0 0 0x0
KeepAlive 0 0 0x0
GiveUp 0 0 0x0
PmtuAger 0 0 0x0
DeadWait 0 0 0x0
iss: 3328307266 snduna: 3328307756 sndnxt: 3328307756 sndwnd: 15895
irs: 4023050141 rcvnxt: 4023050687 rcvwnd: 16384 delrcvwnd: 0

SRTT: 165 ms, RTTO: 1457 ms, RTV: 1292 ms, KRTT: 0 ms

minRTT: 0 ms, maxRTT: 300 ms, ACK hold: 200 ms

Flags: passive open, nagle, gen tcbs

IP Precedence value : 6

Datagrams (max data segment is 536 bytes):

Rcvd: 13 (out of order: 0), with data: 7, total data bytes: 545

Sent: 11 (retransmit: 0, fastretransmit: 0, partialack: 0, Second Congestion: 0), with data:
6, total data bytes: 489

Spoke2#
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[ Cisco 10S XE Security Configuration Guide:
Secure Connectivity] @ TCall Admission Control
forIKE| D=

IKE OFEFEE UIKERY —DEFERE)

[ Cisco I0S XE Security Configuration Guide:
Secure Connectivity]] ™ TConfiguring Internet Key
Exchange for IPSec VPNs| D

IPsec DX EEE

[ Cisco I0S XE Security Configuration Guide:
Secure Connectivity]] @™ TConfiguring Security for
VPNs with [Psec| D

VRF %f)its IPsec D% E

[ Cisco 10S XE Security Configuration Guide:
Secure Connectivity] @ [VRF-Aware IPsec| DI

MPLS DOFHE

[ Cisco 10S XE Multiprotocol Label Switching
Configuration Guide] @ [Multiprotocol Label
Switching (MPLS) on Cisco Routers| D&

BGP O E

[ Cisco 10S XE IP Routing: BGP Configuration
Guide] @ TCisco BGP Overview] D%

VAT A AvE—T

['System Messages for Cisco I0S XE Software ]

ISAKMP 7’12 7 7 A LV DEFR L & TE

[ Cisco 10S XE Security Configuration Guide:
Secure Connectivity] @ TCertificate to ISAKMP
Profile Mapping| D

¥XaUFq avr R

[Cisco 108 Security Command Reference]

HEE S AR LT LY XA

['Next Generation Encryption,]
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WENEIEREINE L,
cleardmvpnsession
cleardmvpnstatistics,
debugdmvpn,
debugdmvpncondition,
debugnhrpcondition,
debugnhrperror,
loggingdmvpn, showdmvpn,
showipnhrptraffic
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DMVPN i ® IPv6

Z O~ =27 )LClE, Dynamic Multipoint VPN for IPv6 #§HED EIETHEIZ DWW TH L ET, =
OHREAENT 2 & 22—V, W¥L—T 1 7 74t (GRE) ki R/L. IP Security
(IPsec) KE51{k. I T Next Hop Resolution Protocol (NHRP) % #iAfbd¥sZ &ickv, H
B DOE TRNS ESERBED PsecN—F ¥ L 7T 4 X— Kk vy hU—2 (VPN) ZHEHE
T& %9, Dynamic Multipoint Virtual Private Network (DMVPN) for IPv6 Ti%, /X7 U v 7 R v
NO—2 (LA Z—Fv ) T2 IPvARy NU—27THY, 7T X— KXy hT—7 (A
Y hTF v b)) X IPV6 IR L TTWET,

DMVPN TOIPv6 ' AR— MME, A & —xy M —ERX Fu/ (X — (ISP) KD/ T Y v
Fy NU—7 (Ao F—Fy ) IIESIVE L7z, DMVPNH®IPv6 k7 o AR — NEEREIX,
IPv6 WAN | OFREA NHRP b /L & Hefff & 72 5 1Psec BE o LICHEEE L T, IPv6 231 > & —
Fy hT_A B — REEEETELLIICLET,

DMVPN H D IPv6 b 7 > AR — MEREIXT 7 4 /L b TA F—7 M S E T, DMVPN HD IPv6
NV AR— MERBEZSES T 272012, 7I7AX—FMNEFR Y NT—7 ZIPVOIZT v 77 L—
RTDMEEHY A, B—D) Ry hT—2 TIPv4 721X IPV6 DWT DT KL A% Aff
ATxEd,

GE)

X2 VT kT DB & TIUTKHIT 2 2D O BALEAINITE X T L T ET, B
BIZEAT 5 v A2 a OEFH OHEREFEIEIZ DWW TIL,  [Next Generation Encryption] (NGE) ARV
£ R R BB LTS,

© PERETE RO, 56 N—

* DMVPN #&H O IPv6 DR, 56 ~—
* DMVPN M D IPv6 [ZDOW\T, 56 ~<—
* DMVPN fH D IPv6 DR E ik, 60 ~—
* DMVPN & @ IPv6 DR ER], 75 ~_—
* ZOMOBSEER, 79 N—T
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B seEsorz

* DMVPN &/ @ IPv6 DOFERETE R, 80 ~=—

HEETRH DR

THEHOY 7 v =27 VY —RATlE, 2OV 22— L THBAEIN T X TOMENTR—FEN
TS LR £8 A, EHOBERER #F L OVEEIZ OV TIX, Bug Search Tool 35 X OV H D
TTy b7 —ABIOY T 2T VY —RADV U —R J— SR LTLZIN, Z0OF
Va— )L T S DMEEICE T A1, BLOBHERER Y AR—bahd Y —20—EiZon
TiX, #eefFRoRESR L TZ30,

TTy N7 A= LD R— FBIOV A2 YT b 2T A A=V O R— MIBET 2 F#0E KRR
9 5IZ1%, Cisco Feature Navigator 2 f# /] L &7, Cisco Feature Navigator |27 7 & 23 % 1Z|
www.cisco.com/go/cfn [ZFE) L 9, Cisco.com DT I T v MILEDH Y XA,

DMVPN #Z 0 IPv6 D RijIE 4

*IPv6 FH®D DMVPN 23&RET 5 1CiE, A—4%— ' — b7 =A 7’1 b2/l (BGP) . Enhanced
Interior Gateway Routing Protocol (EIGRP) ., A4 > 7 <> K /L—7 1> 7 (ODR) . Open
Shortest Path First (OSPF) . B L UVL—T 4 » Z1E#M 7 1 b2 (RIP) OWFhiro 7 b
SANA R—=T RS> TWDBLERD Y 97,

* T _RTOIPV6NHRP A v X —T = A AT, 1 ODIPV6L=F ¥ A KT RLAZZELET,
DT RV AL, 77— UVIZEERRERT RLAM, FRE—Boa—A1 7T FL ALY
HIENTEET,

* F_RTDIPVONHRP A % —7 = A AT, DMVPN 7 7 7 KNDFXTD DMVPN 7K A K
(DFEYV, NTBIOAR—2) T—ETHD1ODIPv6 V7 a—hL T FLRAERE
[_/i‘j‘o

DMVPN #ZE IPv6 [ZTDLNT

DMVPN for IPv6 D&

DMVPN #HEIZX. NHRP )V —F ( > J | ~)VTFRA v bFIILV—T 4 7 7t (mGRE)
b, IPsechf 5t A G LR T, 2—FRHEETa 7740 (A2 T 47 7 VT b~y
TEERTHIOOFENE EEELET) ERVRVZ U RARA L NOEAFI v T T 4 AHN
VEMEHLTESICRETEDL LT LET,

T OMEREIX., VAR LIEROIRIERET 7 ) a0 U—NR— R TWET,

*NHRP : 7 AT v M —_"T7 1 hay (NTRY—N_T, AR—=JIZI7ITA4T8) o 7
TIWE, EAR—=T DONRT VoI A HF—T 2 A AT RUAPKEMEIIZNHRP T — Z ~_X—
APMERENE T, HFAR—7 TlE, BEIHICZENETNOEBRDOT KLU ARBRES, £
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pmveNforiPve DE [

L7 b RV ERENLT BEAIZIL, NHRP U — 2% L, SBEAR—7 OEBREOT KL A
_%ﬁé%Aﬂﬁbhiﬁo

*mGRE ho FV A v B —T 2 A A 1 DODGREA v Z—T = A A THED IPsec ko RL%
YR—FTEDE720, REDT—ZEENDRRY, BHEBELBEICRD 9,

*IPsec 551k : IPsec ho RV A v X —T A AL, XA T 47 W7 VMMUIZ L > THA R
IPV6 N T 7 4 v ODREEESITLET,

DMVPN for IPv6 Tix, X7V w7 Fv hT—7 (L F—F v ) (TR IPvA Xy N T —7
Thy, T4 X=rXy FU—7 (L 37Xy F) IZIPICRHELTWES, 1 M TRy
MZIZ, DMVPNT7T 7/ a o —% M U CHAICHERE S IPvd 7 70 REIZIPv6 7 7 7 K&
BIESE T, BBL22F Y VT AUEEDIPVE %y NI —21ZTHZ N TEET,

NHRP )L—T 14 >

NHRP 7' h z2/Uid, ¥ EDA > v Ty b7 KL A (IPvd £72151IPv6) A v Z—X v b T K
LA (IPv4ETu—REFxy A b </LFT77EA (NBMA) 7 RLR) TR LET,

TORT, DMVPN *r vy hU—27 0 L THEHRINLTWA A T Xy MEIIPv6 7 T K, A
H—F -y MEIHEERIPVvA 7 77 KT, AR—=7 SIBLUS2IE, AXT 4 v 7 ICRESHEZ b
VENEHALTA VA —Fy MEHTATHICERES A TWEST, FrRUIA v F IRy b
LDORID ) —RKTHDHIZH, FUFRIVEEKRDT RURILIPV6 RAA T, 72720, FrFib
(mMGRE = RARA U 8) OEFILT RLRAEFEET FL AL, FIZA 22—y b RAAL U
D IPv4 IZH Y £9. mGRE b /Ui, IPv6 *r v U —27 35k L£7, ZHiX, GRE Svt&
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Il omvPNforIPve DIBEE

V% a ha il IPv6 Ny FTHY, GRE F T U AR—F (FExF¥VT) T ban
MNIPv4 Xy R THDHMNHLTT,

X 4: NHRP % +') H—F % IPv6 F RO

: Hub H
Il
LAN
IPwd

| rternet

Spoke 81‘/T" B ‘T\*Spoke 52
% . S
Tunnel source and
; destination with the

IPwE Hub are IPv4 addresses. : IPvE
LAM 1 : LAM 2

Intranet-facing
interfaces with
|Pv6 addresses
configured.

IToess

LAN LI N®D IPv6 8 A RS LANL2 ND [Pv6 AR A FaTDORTr v FaEET DL E, Xy MI=E
FTLANLINDOF — T =A (AR—2S1) ITA—TF 4T ENFET, AR—7 SLIZTF 27 /L
AL T FTNAATE, DFEV, IPvd & IPV6 DTN ZDAR—7 ETCRESNTHET, S
DIPV6NV—T 4 T T—TNF, AR—=7 2ED N RZNVDIPVET RLATHDFRT A MEy
TEELET, I NBMAT FL R v BV 7T 50ERHLHVPNT KL ATHY . NHRP
ZRUAT—LET,

IPW6NHRP ) 54 LY FEEL T a— Ay MR

IPV6NHRP U %A L7 RidA F—T W72 > TV DA, NHRPIIH ISEE S ANO TR CTOT —
Koy NEHNET, T—% X7y FBRRI LR v hYU—2 ETHAY 35354, NHRP
IZ. NHRP R 77 4 v 7 IERA v e—T %7 —% X7y MOEGFIEIZEE LET, NHRP T,
MELR Y RU— 21T, EBROWPEA LA —T oA A% 1 ODMBR Y MU — 22— B
NHRP %y hU—7 IDIZ KXo T &£,

IPV6 NHRP > =5 — R 1w FI3A R—T W72 > T 54, NHRP [ ZH JIBERE S AN DT _TD
T—H Ny ERITRELET, T—% X7y FOSEIHEA~DONHRP v v = =2 U 2RH
LINEIMEF oy 7 L, HEGAIE, BIIEOM IMEELZ NHRP % v v v 2 NOBEEICE S #x
F, TDOD, T—F 7y ME, NHRP IZ X o TIRIESHZH LA L TAL v F
YTENET,
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NHRP (X, IPv6 Nt Uy v ha2/LZ{E5ET 25 mGRE b2 /L TIEA BN S ivE
T Xy he—T 4T LTCAAL v F U7 RRAZEET HE, NHRPIZHFED R 7 A b KR
TEMREE LT, LEICS UTC NHRP fifik 7 =V — % Bhs U7, fRRICEKTH L7234 . NHRP (X
MoV 2 RARA VN T —ERXR—AZT—F & AN LET, T2k, vYRa=s7 X7
AT FT—T 4 VT OBEEBRRT — TNV T =2 BAENET, VAT Z I AT VAT 3 U—
T AT PA =TI TWDIGE, %D/ T Y MIOWTL, VAT AT VR T
T—T 4T AL v F TP TbiLET,

IPv6 7 KLy 2y EHIFIEIE

IPv6 TiL, ¥FEDIPV6 A X —T =2 A A L THEEDODZ=Fx A N 7T RLAZEATEET, £
7o, Te—F% ¥ A b, wAFFY AL, VT ua—hHLT RLRA, 2%y AT RLARED
Biik7e 7 RV A 2 A4 7T E£9,

DMVPN for IPv6 {1Z1F. 7 RL v 3 v ZICOWTROFRIFEE I H Y F3,

* T _NTDOIPVONHRP A LV F —T = A AT, 1 ODPv62=F ¥ A T FLZA&ZHELET,
ZOT RL AL, Za—sSUZEFERRERT RUAD, Fi3—Eoa—7L T RLRICT
L EMTEET,

* T _XTDIPV6 NHRP A > % —7 = A A|Z, DMVPN 7 Z 7 KNDF T DMVPN 75 A k
(DFEV, "ANTBIVAR—=Y) T—ETHDL1ODIPV6 V7 a—L T RLRAZRE
LE7,

*FALALICRAT b RAREEEER T B0 bR ARROEEE, R R VEE
BT RLAZIPv6 7 KL AICH®DIAT Z E N TE £,

* T XA AIZDMVPNIPV6 b R 1 DU WAL, IPv6 Y 7 a—h)L 7 KL
A% FEITRET HHLEILHY FH A, DOV IZ, ipvéenable =~ FZHEHLTY >
sma—AN T R Az BEVAERLET,

* TNA RZHEELD DMVPN IPv6 b > RV & 554 1%, ipv6addressfe80::2001link-local
avy REMFHL T 7 a—h 7 FLAZFETRETDLERNH Y £7,

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i



DMVPN #2810 IPv6 |

B omvenN gm0 IPe DR ERE

DMVPN 2D IPv6 D% TE 7%

DMVPN for IPv6 @) IPsec 70 27 7 1 JLDERTE

)

FIEDHEE

GE)

T2 UT 41T DEEE FISHHT 572 ORF S LTI . T2 b L CnvET, S
{BIZBE4 3 v 2 2 O OHESEFIE IO\, [Next Generation Encryption] (NGE) 7RV
AR XRX=R=2HHLTEI,

IPsec 77 7 AMZIE, 7V N~y 7OREIFEHTHIFEA LD~ RRFERHINET,
1Pl ZRHTRTOa~<wy KR, K IPsec 707 7 A L THBTHH DI TEH Y £H A,
IPsec 707 7 A )LD FTHRITTEXDHDIE, IPsec B U —IZfEHEINTWDa~2 RZTTY,
L7z3o 7T, IPsec BT 7 RL AR, X7y haEREE LT 50 EIDERETIHIZDOOT 78 A
avbhm— AL (ACL) ITHEETE A,

L& BHHII
IPsec 70 7 7 A )V RET DHNT, IROEELZFATTLOMLERH Y £,
* cryptoipsectransform-set =~ > Rz LT, NI A7 —A ¥y hEERLET,

* Internet Security Association Key Management Protocol (ISAKMP) 7'& 7 7 A L35 7 4 /L b D
ISAKMP REZMEH L TRESNTWD Z L Z MR LET,

enable

configureterminal

cryptoidentityname

exit

cryptoipsecprofilename

settransform-settransform-set-name

setidentity

setsecurity-associationlifetimesecondsseconds | kilobyteskilobytes

© P NGO e WwN =

. setpfs [groupl | groupl4 | groupl5 | groupl6 | groupl9 | group2 | group20 | group24 | group5]
10. end
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DMVPN for IPv6 @ IPsec 7R 7 7 1 JLDRTE .

FlED M
AU RFERETIVa Y B#)
ATy T enable FitE EXEC E— R& A R—7 M LET,
Bl - *NAT—REANLET (FERENTHGE)
Device> enable
2T T2 configureterminal Jua— ) ar 7 4 Xal—yarE—ReBLET,
151 :
Device# configure terminal
ATv7T3 cryptoidentityname TNA ADFEFENICH 27514 (DN) U R M &AL
TCTNRAADTAT VT AT AERELET,
11
Device (config)# crypto identity devicel
ATvT4 exit JUFPIDary74¥al—varyE—REKRTLT,
Ja— a7 4 Xal—grE— REEBLET,
11 :
Device (config-crypto-identity)# exit
ATFvTH cryptoipsecprofilename [(ZR—=T T BIRTAR—T L AR—7 ] L—X&
il CD IPsec B BALIZHE AT % IPsec /X7 A — X HEFZRL
i 7,
Device (config) # crypto ipsec profile ZOavwy Nick-oT, FRARZIIZ VT v~y T ay
cxanpliet T4 X2l — gy E—RICRYET,
XTFYT6 settransform-settransform-set-name IPsec 72 77 A NV THEHATXA NGV AT+ —L Y R
ZHRELET,
1 :
Device (config-crypto-map) # set
transform-set example-set
ATFvT1 setidentity (&) IPsec 72 7 7 A NVCKHT DT AT T AT 4D
HRFH 2 FEE L E7,
{1 :

Device (config-crypto-map)# set identity

routerl
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DMVPN $2E10) IPv6 |

AU REREETO V3 Y

Sl

2FvT8 setsecurity-associationlifetimesecondsseconds| ({L&) IPsec 702 7 7 A WA+ AT a— )L 54 7
| kilobyteskilobytes 2 A LOfEE FEXLET,
B -
Device (config-crypto-map) # set
security-association lifetime seconds
1800
ATvT9 setpfs [groupl | group14 | groupl$ | groupl6 | ({f-F) IPsec|ZBW T, ZDIPsec /' 127 7 A MIHT 5
| group19 | group2 | group20 | group24 | HLWEF2 VT4 TV Im— g UBRERINAREIC,
group5] SEAMATERE (PFS) DML 5 K OHRELET, Z0
o<y REFEE LRWEAIL, T 7 4 /v b @ Diffie-Hellman
il - (DH) 7/ —7 (groupl) NEMIC/2Y £,
D i ( fig- to- ) # t pf - s
;Z;gffo“ rgTeryproTmapii o set pis *1:768 £~ k DH (FEH#ELE) |
*2:1024 £~ k DH OGEHESR) |
*5:1536 £ b DH (GEHESE)
*14:2048 By N DH /L —7%IREL £,
*15:3072 Y hDH Z V—7ZEE L £7,
*16 : 4096 £y F DH /L —7%#IRE L £,
*19 : 256 £ v b Elliptic Curve DH (ECDH) 7 /v—7
ERELET,
*20:384 £y F ECDH /' Vv —7 % ELET,
*24 :2048 £  DH/DSA Z 1V —7ZIEE L E7,
2Fv 710 end JIYVFh~wy T arZ s Fal—ary ET—RaiKT
L. ¥ EXEC E— RIZEY £,
B :

Device (config-crypto-map) # end

DMVPN #2E D IPv6 FID/\NT D

=L =

ax AE

DMVPN &R D IPv6 AIZANT T34 2% E L TmGRE & Psec AT 5 (DFD ., pkOFE
NECERE Lz IPsec 727 7 A L& bV ZBEMMT D) 121, ROEEEZETLET,
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pmveN 2o IPve BN T0EE I}

FIEDHEE
1. enable
2. configureterminal
3. interfacetunnelnumber
4. ipveaddress {ipv6-addressiprefix-length | prefix-namesub-bits/prefix-length
5. ipv6addressipv6-addressi/prefix-lengthlink-local
6. ipvémtubyres
1. ipvonhrpauthenticationstring
8. ipvonhrpmapmulticastdynamic
9. ipvénhrpnetwork-idnetwork-id
10. tunnelsourceip-address | ipv6-address | interface-typeinterface-number
11. tunnelmode {aurp | cayman | dvirp | eon | gre| gremultipoint[ipv6] | greipv6 | ipipdecapsulate-any]
| ipsecipv4 | iptalk | ipv6| ipsecipv6 | mpls | nos | rbscp
2. kOWFNEFEITLET,
* tunnelprotectionipsecprofilename [shared]
* tunnelprotectionpskkey
13. bandwidth {kbps | inherit [kDps] | receive [kbps]}
14. ipvénhrpholdtimeseconds
15. end
FIED
ARV NFERERTIVa Y =LY
ATy T enable FitE EXEC ®— F& A XA —7/WZLET,
il - *RAT—REANLET (FERENTHE
Device> enable
RTFw T2 configureterminal Ja—r\)Lary7 4 Xzl —arye— NEBEELE
R
il -
Device# configure terminal
ATv73 interfacetunnelnumber Mo RN A BE—T 2 A AZREL, AV F—T A A

I -

Device (config)# interface tunnel 5

a7 4F¥alb—var B— REBBLET,

* number 515X, EREITRET S b A
VE—T A AOERE L E T, (ERCAIRETR h
RN A B =T A ZADEITHIRIZH Y £H A,
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DMVPN #2810 IPv6 |

aAv U RFEEET7I 3

=)

2Ty T4 ipv6address {ipv6-addressiprefix-length | IPv6 D—RII 7R 7 L7 4 7 RIZFES W TIPv 7 K LA
prefix-namesub-bits/prefix-length EREL. A B —T A AT 5 IPv6 LI A A 32—
TN LET,
fAi :
Device (config-if)# ipvé address
2001:DB8:1:1::72/64
2Fw S5 ipv6addressipv6-address/prefix-lengthlink-local | { » % —7 = 4 ZDIPv6 U > 7 0 —H/L T KL A5 EE
L. ZTDOA 2 H—T A4 ATOIPV6 LR E A F—TVIZ
A : LET,
Device (config-if) # ipv6é address fe80::2001 . (DMVPN Z\‘ > }\ 7 Vq@j«,\-fc@ DMVPN / —
link-local
’ RC) —BOIPYG U a—HL 7 R L RERE
THOMERHY £,
ATvT6 ipvémtubytes FA VB =T 2 A ATBVTEFEENDIPV6 /7 v R D
KRB ERAL (MTU) A REBRELET,
{1 :
Device (config-if)# ipvé mtu 1400
ATvI1 ipvénhrpauthenticationszring NHRP #3254 % —7 = A AHOTRREL T8 % 7%
ELET,
Bl : GE) [@]—0 DMVPN % v kU —27 WIZIFET H T
Device (gonfig—if) # ipv6 nhrp }5 J: UX 7J_€‘— 7 &:;@T L"C@j:\ j‘/\“( ﬁ [/NHRP
authentication examplexx %@%Ej(?ﬁ”%%ﬁﬁ'@‘é%\%?ﬁ‘% @ i?o
ATvT8 ipvénhrpmapmulticastdynamic NHRP 2B\ T, A— & NEBIRIZ /LT F ¥ A I NHRP
vy BT NBEMEND LI LET,
- () CiscoIOS XE Denali 16.3 T,
Device (config-if) # ipv6 nhrp map multicast ipvénhrpmapmulticastdynamic 737 7 #+ /L kT
dynamie S F—T s TOET,
ATv79 ipvénhrpnetwork-idnerwork-id A B =T 2 A AZK LTNHRP 2 A % —7 M L%
7
Bl : Cisco 10S XE Denali 16.3 Tld, ipvénhrpnetwork-id 737
Device (config-if)# ipv6é nhrp network-id |7 4 /)L hCA X —T VIR > TCWET,
99
2T v 10 tunnelsourceip-address | ipv6-address | Mo RN A B =T 2 A ADERFILT RVAZRELE

interface-typeinterface-number

1 -

Device (config-if)# tunnel source ethernet
0

B
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pmveN 2o IPve BN T0EE I}

aAv U RFEEET7I 3y

=)

ATFvIT1N tunnelmode {aurp | cayman |dvmrp |eon|gre|| N k)L A4 X —T = A4 ZADH FENALTEF— K% mGRE
gremultipoint[ipv6] | greipv6 | WZHRELET,
ipipdecapsulate-any] | ipsecipv4 | iptalk | ipv6|
ipsecipv6 | mpls | nos | rbscp
{1
Device (config-if) # tunnel mode gre
multipoint
ATvT12 RONTNNEFITLET, ho b A B —T = A A% IPsec 7 117 7 A LI EE
* tunnelprotectionipsecprofilename RARE SN
[shared] * name 5150121%. IPsec 72 7 7 A VD4R EFEE L
. tunnelprotectionpskkey * j—o Z @Tﬁti\ cryptoipsecproﬁlename a2 RT
FBELT name &L —ETHXLERNHY £,
i - EJ/e s
Router (config-if) # tunnel protection ipsec T 74N R®D IPsec 717 7 A NVELER LT, FRjA
profile vpnprof F¥— (PSK) HD bR & & ik L E 7,
{1
Router (config-if) #
tunnel protection psk testl
ZFv 713 bandwidth {kbps | inherit [kbps] | receive v~y ra havof B —7 o A AT D BT
[kbps]} DU 2 3 E L E T
Bl - * bandwidth-size 518021%, F vy MEYHEALOHE
MEZEELET, T 740 MEIX9 T, HEED
Device (config-if)# bandwidth 1200 ﬁﬁﬁ%ﬁﬁfﬁ 1000 ELJ:TFTf
ATy 714 ipvénhrpholdtimeseconds {546 C& 5 NHRP &2 X Y NHRPNBMA 7 K L A8
NELTT RRZAXINOIEELEELET,
{51
Device (config-if) # ipv6 nhrp holdtime 3600
ATy 15 end A B =T oA AAL T 4 Fal—g L B— REKT
L. M EXEC £— RIZEY £,
{51

Device (config-if)# end
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DMVPN #%F O IPvé

INTTONHRP JZ ALY FEEIUYa—rhy MERBEDERTE

FIEOME
1. enable
2. configureterminal
3. interfacetunnelnumber
4. ipv6address {ipv6-addressiprefix-length | prefix-namesub-bits/prefix-length
5. RoOWFhmnaEEITLET,
* ipvonhrpredirect [timeoutseconds]
* ipvénhrpredirect [interestac/]
6. ipvénhrpshortcut
1. end
FED
ARV RFERIETI3 Y EL:y
ATv I enable FiME EXEC E— R& A R—7 M LET,
. CRRT— REANLET (ERESNEHA)
Device> enable
2T T2 configureterminal Ja—)ar7 4 Xal—varE— Rz LET,
il -
Device# configure terminal
ATFvT3 interfacetunnelnumber ropV A B —T 2 AEHBEL, A F—T A2
V74 FXal—ary E— REeBBLET,
1 - ” . s N
* number 51EUZIE, ERLETZITRET D Forrn A
Device (config) # interface tunnel 5 B I/f =z @iﬁ%iﬂaﬁﬁiﬂ Lij—o ﬁzﬁiﬂ%ﬁ‘%foﬁ ]\ f/?\/l/
A F =T =2 A ZADBITHIRITH Y FHA,
ATvT4 ipv6address {ipv6-addressiprefix-length| |\1Pv6 O—fk727 L7 4 v 7 ZAZHESNTIPV6 7 KL A%

prefix-namesub-bits/prefix-length

1

Device (config-if)# ipvé address
2001:DB8:1:1::72/64

BEL. A F—T oA AZBITD IPv6 L Z A % —T )L
W LET,
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pmveN 2o IPve DR R—2 0%E I

OV RFERETIVaY B
ATvT5 WONWT NN EFITLET, NHRP U %A L7 " A x—T M LET,
s ipvénhrpredirect [timeoutseconds] | £721%
» ipvénhrpredirect [interestacl] 2—PRACLZHEETELLIICLET,
GE) /N7 C ipvénhrpredirect =~ > K& RET H M E
N ET,
1
Device (config-if)# ipv6 nhrp redirect
i -
Device (config-if)# ipvé nhrp redirect
interest
ATvT6 ipvénhrpshortcut NHRP > a— By b AL v F o T X—T VI LET,
- * A7R—7 T ipvénhrpshortcut =~ > K& 5% ET % M5
' NI ET,
Device (config-if)# ipv6 nhrp shortcut
(GE) Cisco I0S XE Denali 16.3 TlX, ipvénhrpshortcut
DT T4V N TA X —T N5 TWET,
ATvI1T end A B =T Af A ALy T 4FXal—ar T—RaEKT
L. 5 EXEC £— NIZRY £,
1 -

Device (config-if)# end

DMVPN #2H IPv6 AD A R—9 DEE

DMVPN % L72 IPv6 D AR — 7 3% ET H121%, IROEEEFEITLET,
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B owPNEEO IPBEORR—Y DRE

FIEDHEE
1. enable
2. configureterminal
3. interfacetunnelnumber
4. ipveaddress {ipv6-addressiprefix-length | prefix-namesub-bits/prefix-length
5. ipv6addressipv6-addressi/prefix-lengthlink-local
6. ipvémtubytes
1. ipvonhrpauthenticationstring
8. ipvonhrpmapipv6-addressnbma-address
9. ipvonhrpmapmulticastipv4-nbma-address
10. ipvonhrpnhsipv6-nhs-address
11. ipvonhrpnetwork-idnetwork-id
12. tunnelsourceip-address | ipv6-address | interface-typeinterface-number
B konWFhmk ETLET,
* tunnelmode {aurp | cayman | dvmrp | eon | gre| gremultipoint [ipv6] | greipvo6 |
ipipdecapsulate-any] | ipsecipv4 | iptalk | ipv6| ipsecipv6 | mpls | nos | rbscp
+ tunneldestination {Aost-name | ip-address | ipv6-address}
B koOWFNNEFITLET,
+ tunnelprotectionipsecprofilename [shared]
* tunnelprotectionpskkey
15. bandwidth {interzone | total | session} {default | zonezone-name} bandwidth-size
16. ipvénhrpholdtimeseconds
17. end
F g &4
ARV RFEREETIVa Y E]:g]
AT 71 enable F#HE EXEC E— F& A R—7 /M LE T,
- *RAT—REASLET ERSUEHE) .
Device> enable
ATFv T2 configureterminal Juo—nN)ar7 4 FXal—aryET—R2lHBLE
—a—o
i

Device# configure terminal

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
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pmveN 2o IPve DR R—2 0%E I

aAvY RFERET7TII Y

E[:)

ATFvT3 interfacetunnelnumber o A B —T oA RAEZREL. A FZ—T = A
a7 4 X2l —ary T— RERBBLET,
151 " . B s
* number 51 EUTIE, VERRETZITRRET D b A v
Device (config)# interface tunnel 5 K7 I/f =z @@%‘T’EE Li'@‘o ﬁzﬁkﬂ‘ﬁgiﬁ ]\ :/*
VA B =T A ZDEITHIRITH Y FHEA,
2Ty T4 ipv6address {ipv6-address/prefix-length | IPv6 O— {727 V7 4 > 7 AZFHESWTIPV6 7 R LA
prefix-namesub-bits/prefix-length AREL. A B —T oA ATBIT S IPv6 LA A F—
TN LET,
{1
Device (config-if) ipv6 address
2001:DB8:1:1::72/64
XTFwTH ipv6addressipv6-address/prefix-lengthlink-local | 4 > % — 7 = 4 ZDIPv6 V) 7 a—H )L T KL R EHRE
L., ZOA X —T A ATOIPv6 WLBLE A X —T V|Z
41 - LET,
Device (config-if)# ipvé add fe80::2001 . > o — 2 —
Tr e jconltaTE) T ApvE address te (DMVPN * > h U —27 NOFTRTD DMVPN /
RT) —EDOIPv6 U 7 a—h T KL AZHRET
DULBENHY FT,
ATvT6 ipvémtubyres A2 =T x2A A LETHEET D IPv6 /37 v FD MTU H
ARXERELET,
i :
Device (config-if)# ipvée mtu 1400
ATy 71 ipvénhrpauthenticationszring NHRP ZfEf 354 v % —7 = A4 AHOFRIELTHN % 5% E
LET,
I : \ o
- GE) [f—@® DMVPN * v kU —27 NIZFET DT
Device (config-if)# ipvé nhrp BILOAR—=7I1Z% LTI, 7XCJA L NHRP
h i i 1 = - .
authentication examplexx E‘ggﬁyiﬁu%gﬁﬁzﬂ_ég\%b)% @ i_j_o
27wy T8 ipvénhrpmapipv6-addressnbma-address NBMA R v b U — 7 |28kt S 47z IPv6 58550 1IPve 7 K

Bl :

Device (config-if)# ipvé nhrp map
2001:DB8:3333:4::5 10.1.1.1

LAENBMA T RLADV v B T HALT 4 v 71T
ELET,

GE)  IPANBMA 7 R LA AH A — b &i, ATM
E3A =Y Ry b7 PRI R—-b s E

A,
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DMVPN #Z2E1 0 IPv6 FAD R R—9 DERE

DMVPN #%F O IPvé

av Y RFEEREF7TII Y

E[:)

ATvT9

ipvonhrpmapmulticastipv4-nbma-address

{1

Device (config-if) # ipv6 nhrp map multicast
10.11.11.99

SEHEIPV6 7 R A% IPVANBMA 7 RL X2~ v B 7
L/i—é‘o

ATy 710

ipvénhrpnhsipv6-nhs-address

{1

Device (config-if)# ipvé nhrp nhs
2001:0DB8:3333:4::5 2001:0DB8::/64

1 DL E® IPv6 NHRP — DT RL 2 &FEELET,

ATy

ipvénhrpnetwork-idnetwork-id

i :

Device (config-if)# ipv6é nhrp network-id
99

A B —T 2 A AR LTNHRP A R2—T /M LET,
GE) Cisco I0S XE Denali 16.3 TiZ.
ipvénhrpnetwork-id 237 7 + /L h TA X —7 /L
272> TWET,

AT T12

tunnelsourceip-address | ipv6-address |
interface-typeinterface-number
i -

Device (config-if)# tunnel source ethernet
0

RV A B —T oA ZADEETLT FLAZERELE
9,

ATv 713

ROWTIINZEFETLET,

* tunnelmode {aurp | cayman | dvinrp | eon
| gre| gremultipoint [ipv6] | greipvo6 |
ipipdecapsulate-any] | ipsecipv4 | iptalk |
ipv6| ipsecipv6 | mpls | nos | rbscp

* tunneldestination {host-name | ip-address
| ipv6-address}

i :

Device (config-if)# tunnel mode gre
multipoint

&

Device (config-if)# tunnel destination
10.1.1.1

Ko A B —T A ADH FENE— F% mGRE
WCRRELET,

* tunnelmode =~ > K&+ 20D1%, 5—% b7
T A TWEFATIVT AR—T I —RAR—7 T
T4 v EHEHTE LA TY,

F7-0x
MRV A H—=T o ADFEERELET,

* tunneldestination =~ R&ZfEHT 5 DIL, T —#
NTZ 747N T TV RAR—7 b pV %
TXH5EATY,
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pmveN 2o IPve DR R—2 0%E I

aAvY RFERET7TII Y

E[:)

ATV 718 |[ROWTNEIATLET, cop A B —T 2 A A% [Psec 7' 17 7 A /WA BET
* tunnelprotectionipsecprofilename RESE
[shared] * name B 1E, Psec 710 7 7 A L DA4RTEFEE L
« tunnelprotectionpskkey F9, ZODOfHIE. cryptoipsecprofilename =~ > KT
F8E LTz name & —ET HMERH Y 7,
i Foi
Router (config-if)# tunnel protection ipsec T 74/ RO Psec 7007 7 A NEER LT, Faijdts
profile vpnprof F— (PSK) JHD b L fhiak & & gt L E 7,
fA
Router (config-if) #
tunnel protection psk testl
ATFwvT15 bandwidth {interzone | total | session} {default| -{i; L ~/L 7o ha /DA ¥ — T = A ZZ%T B HAE
| zonezone-name} bandwidth-size DEIE 22 E £,
i - * bandwidth-size 515U Z1E, F 0 Ey MFYEALO IR
EHRELET, 7740 MEIZ9 TY, HImilEOHE
Device (config-if)# bandwidth total 1200 ﬁ%ﬁﬁfi 1000 ELJZTFTf
* AR— 7 ORIERIERE L. DMVPN /7 OHASIER
EELERUTHAMNEILHY EHA, BFEIX. TC
DAR—=ZIZKkF LT, [Rl—F 7 I 3FA L e & 4
W32 DMEFRI T,
AT w716  |ipvonhrpholdtimeseconds ST 2 NHRP IS 2L Y NHRPNBMA 7 K L A3
e LTT RREAXINDIBEELELELET,
fA)
Device (config-if) # ipv6 nhrp holdtime 3600
AFw 717 |end AVH =Tz A A AT 4 Fal—TalrET—RFeiT
L. $#HE EXEC T— RICKED £7,
i

Device (config-if)# end
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DMVPN $2E10) IPv6 |
B OMVYPNfor IPve EE DR

DMVPN for IPv6 5% F DHEEE

FIROWME
1. enable
2. showdmvpn [ipv4 [vrvrf-name] | ipv6 [vrivrf-name]] [debug-condition | [interfacetunnelnumber |
peer {nbmaip-address | networknetwork-mask | tunnelip-address}] [static] [detail]]
3. showipvénhrp [dynamic [ipv6-address] | incomplete | static] [address | interface | [brief | detail] [purge]
4. showipvénhrpmulticast[ipv4-address | interface | ipv6-address)
5. showipnhrpmulticast [nbma-address | interface]
6. showipvénhrpsummary
1. showipvénhrptraffic [ interfacetunnelnumber
8. showipnhrpshortcut
9. showiproute
10. showipvé6route
11. shownhrpdebug-condition
FIRORM
ARV KRFERETI VY B#)
ATy T enable ¥t EXEC E— R A R—7 M LET,
_ CNRAT—=REANLET (BERESniz
i PN
a) .
Device> enable
XTFw T2 showdmvpn [ipv4 [vrivrf-name] | ipv6 [vrivrf-name]] |DMVPN EH D& v a VIEREFE R LE
[debug-condition | [interfacetunnelnumber | peer +.
{nbmaip-address | networknetwork-mask |
tunnelip-address}] [static] [detail]]
i
Device# show dmvpn 2001:0db8:1:1::72/64
ATvT3 showipvénhrp [dynamic [ipv6-address] | incomplete | [ NHRP ~ v &°> J{E# A F R LF 1,
static] [address | interface | [brief | detail] [purge]
i -
Device# show ipvé nhrp

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
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pmvPN for IPvs e nieE I}

AR RFEREETOVa Y

E[:b)

25y T4 showipvénhrpmulticast[ipv4-address | interface | NHRP v /L F ¥ ¥ & b~ v Vo I iEREFER
ipv6-address) LE,
{1
Device# show ipvé6 nhrp multicast
RFvTH showipnhrpmulticast [nbma-address | interface] NHRP v /L F ¥ ¥ Ak~ v Vo I EREFER
LET,
i
Device# show ip nhrp multicast
2Ty T6 showipv6nhrpsummary NHRP v v &> 7 Y~V —fEfERRLE
R
1 -
Device# show ipv6é nhrp summary
ATy T1 showipvénhrptraffic [ interfacetunnelnumber NHRP N5 7 4 v 7 #EHE®WAE2FR R LET,
51 -
Device# show ipvé nhrp traffic
ATvT8 showipnhrpshortcut NHRP > a— by MEHRERRLET,
11 :
Device# show ip nhrp shortcut
ATvT9 showiproute IPv4 V—T 4 7 T—T IVOBEDIREE
FRLET,
£ :
Device# show ip route
ATv710 showipvéroute IPV6 V—T 4 7 T —T VOBIEDNE %
FRLET,
i
Device# show ipv6é route
ATvIN shownhrpdebug-condition NHRP &M & Ty iR E R R LET,

151 -

Device# show nhrp debug-condition

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i



B OMVPNfor P OBEEBEDE=S Y 2T B & Ui

DMVPN #%F O IPvé

DMVPN for IPv6 MDERTE EBMEDE=2 ) VT E X UHEH

FIROWME
1. enable
2. cleardmvpnsession [interfacetunnelnumber | peer {ipv4-address | fqdn-string | ipv6-address} |
vrivrf-name] [static]
3. clearipvénhrp [ipv6-address | counters
4. debugdmvpn {all | error | detail | packet} {all | debug-type}
5. debugnhrp [cache | extension | packet | rate]
6. debugnhrpcondition[interfacetunnelnumber | peer {nbma {ipv4-address | fqdn-string | ipv6-address}
| tunnel {ip-address | ipv6-address}} | vrfvrf-name]
1. debugnhrperror
F g 48
ARV REEEFTIVa Y BHY
ATy enable ¥t EXEC £ — F& A X —7/WICLE T,
_ *RAU—REANLET (EREShi
i -
58 o
Device> enable
ATFv T2 cleardmvpnsession [interfacetunnelnumber | peer DMVPN v a %7 U7 LET,
{ipv4-address | fqdn-string | ipv6-address} | vefvrf-name]
[static]
i -
Device# clear dmvpn session
ATFwT3 clearipvonhrp [ipv6-address | counters NHRPX % v ahb T _RTOXAFI vy
T U EHIBRLET,
i
Device# clear ipv6é nhrp
ATy T4 debugdmvpn {all | error | detail | packet} {all | F Xy ZODMVPNt v 3 U EREFRL

debug-type}

1 -

Device# debug dmvpn

\gz—g_‘O
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pMVPN 20> IPve o EEsl I

ARV REEEFTIVa Y B
RATFwSH debugnhrp [cache | extension | packet | rate] NHRP 7\ 7 %A X —T M LET,
i
Device# debug nhrp ipvé
XTvT6 debugnhrpcondition[interfacetunnelnumber | peer NHRP St X5 R VA4 F—T VI LE
{nbma {ipv4-address | fgdn-string | ipv6-address} | tunnel | 4-_
{ip-address | ipv6-address}} | vrfvrf-name)
i -
Device# debug nhrp condition
ATy 1 debugnhrperror NHRP =7 — L~UL T8y FIERAEFR L
7.
£ -

Device# debug nhrp ipv6 error

il

debug nhrp 1< > KD H A1)
WIZ, ipv6 ¥—7 — K& }5/E L 7= debugnhrp =~ > ROl Z R L ET,

Device# debug nhrp ipvé

Aug 9 13:

- 2001
Aug 9 13
Aug 9 13
Aug 9 13:
Aug 9 13
Aug 9 13
Aug 9 13:

13:41.486: NHRP: Attempting to send packet via DEST

:DB8:3c4d:0015:0000:0000:1a2f:3d2c/32
:13:41.486: NHRP: Encapsulation succeeded.
:13:41.486: NHRP: Tunnel NBMA addr 11.11.11.99

13:41.486: NHRP: Send Registration Request via TunnelO vrf 0, packet size: 105

:13:41.486: src: 2001:DB8:3c4d:0015:0000:0000:1a2f:3d2c/32,

dst: 2001:DB8:3c4d:0015:0000:0000:1a2f:3d2c/32

:13:41.486: NHRP: 105 bytes out TunnelO

13:41.486: NHRP: Receive Registration Reply via TunnelO vrf 0, packet size: 125

DMVPN #ZH D IPv6 )% E

5l - IPsec 707 7 A IJLDETE

Device (config)# crypto identity routerl

Device (config) # crypto ipsec profile examplel
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{5l : DMVPN D/ T D& E

Device (config-crypto-map) # set transform-set example-set
Device (config-crypto-map) # set identity routerl

Device (config-crypto-map) # set security-association lifetime seconds 1800

Device (config-crypto-map) # set pfs groupl4

5] : DMVPN HD/\T DETE

Device# configure terminal
Device (config) # interface tunnel 5

Device (config-if)
Device (config-if)
Device (config-if)# ipv6é mtu 1400

Device (config-if)# ipv6é nhrp authentication examplexx
Device (config-if)# ipv6é nhrp map multicast dynamic

( ipvé address 2001:DB8:1:1::72/64
(
(
(
(
Device (config-if)# ipv6é nhrp network-id 99
(
(
(
(
(

#
# ipv6 address fe80::2001 link-local

Device (config-if)# tunnel source ethernet 0

Device (config-if) # tunnel mode gre multipoint

Device (config-if)# tunnel protection ipsec profile example profile
Device (config-if)# bandwidth 1200

Device (config-if)# ipv6é nhrp holdtime 3600

WIZ, /"7 Tipve B L Wdetail ¥ — Y — K& F5E L7z showdmvpn 2~ > ROz~ L ET,

Device# show dmvpn ipvé detail

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding
UpDn Time --> Up or Down Time for a Tunnel

Interface Tunnell is up/up, Addr. is 10.0.0.3, VRF ""
Tunnel Src./Dest. addr: 192.169.2.9/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "test profile"
Type:Hub, Total NBMA Peers (v4/v6): 2
1.Peer NBMA Address: 192.169.2.10
Tunnel IPv6 Address: 2001::4
IPv6 Target Network: 2001::4/128
# Ent: 2, Status: UP, UpDn Time: 00:01:51, Cache Attrib: D
Type:Hub, Total NBMA Peers (v4/v6): 2
2.Peer NBMA Address: 192.169.2.10
Tunnel IPv6 Address: 2001::4
IPv6 Target Network: FE80::2/128
# Ent: 0, Status: UP, UpDn Time: 00:01:51, Cache Attrib: D
Type:Hub, Total NBMA Peers (v4/v6): 2
3.Peer NBMA Address: 192.169.2.11
Tunnel IPv6 Address: 2001::5
IPv6 Target Network: 2001::5/128
# Ent: 2, Status: UP, UpDn Time: 00:26:38, Cache Attrib: D
Type:Hub, Total NBMA Peers (v4/v6): 2
4.Peer NBMA Address: 192.169.2.11
Tunnel IPv6 Address: 2001::5
IPv6 Target Network: FE80::3/128
# Ent: 0, Status: UP, UpDn Time: 00:26:38, Cache Attrib: D
Pending DMVPN Sessions:

Interface: Tunnell
IKE SA: local 192.169.2.9/500 remote 192.169.2.10/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 192.169.2.10
IPSEC FLOW: permit 47 host 192.169.2.9 host 192.169.2.10
Active SAs: 2, origin: crypto map
Outbound SPI : Ox BBOEDO2, transform : esp-aes esp-sha-hmac
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# :omveN Aoz A—205E I

Socket State: Open

Interface: Tunnell
IKE SA: local 192.169.2.9/500 remote 192.169.2.11/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 192.169.2.11
IPSEC FLOW: permit 47 host 192.169.2.9 host 192.169.2.11
Active SAs: 2, origin: crypto map
Outbound SPI : 0xB79B277B, transform : esp-aes esp-sha-hmac
Socket State: Open

{5 : DMVPN FHD R R—9 DEETE

Device# configure terminal

Device (config) # crypto ikev2 keyring DMVPN
Device (config) # peer DMVPN

Device (config) # address 0.0.0.0 0.0.0.0
Device (config) # pre-shared-key ciscol23
Device (config) # peer DMVPNv6

Device (config) # address ::/0

Device (config) # pre-shared-key ciscol23vé
Device (config) # crypto ikev2 profile DMVPN
Device (config) # match identity remote address 0.0.0.0

Device (config) # match identity remote address ::/0

Device (config) # authentication local pre-share

Device (config)# authentication remote pre-share

Device (config) # keyring DMVPN

Device (config) # dpd 30 5 on-demand

Device (config) # crypto ipsec transform-set DMVPN esp-aes esp-sha-hmac
Device (config) # mode transport

Device (config) # crypto ipsec profile DMVPN

Device (config) # set transform-set DMVPN

Device (config) # set ikev2-profile DMVPN

Device (config) # interface tunnel 5

bandwidth 1000

ip address 10.0.0.11 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp network-id 100000

ip nhrp nhs 10.0.0.1 nbma 2001:DB8:0:FFFF:1::1 multicast
vip nhrp shortcut

delay 1000

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) #

Device (config-if) # ipvé address 2001:DB8:0:100::B/64
Device (config-if)# ipvé mtu 1400

Device (config-if)# ipv6é nd ra mtu suppress
Device (config-if)# no ipv6é redirects
Device (config-if)# ipv6é eigrp 1

Device (config-if)# ipv6é nhrp authentication testvé

Device (config-if)# ipv6é nhrp network-id 100006

Device (config-if)# ipvé nhrp nhs 2001:DB8:0:100::1 nbma 2001:DB8:0:FFFF:1::1 multicast
Device (config-if)# ipv6é nhrp shortcut

Device (config-if) # tunnel source Ethernet0/0

Device (config-if)# tunnel mode gre multipoint ipvé

Device (config-if)# tunnel key 100000

Device (config-if)# end

RIZ, AR—7 Tipve 3 L detail ¥ — U — RZ457E L7z show dmvpn =~ > ROH A2 R L
7

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding
UpDn Time --> Up or Down Time for a Tunnel
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B 5 ATTONHRPUSA LY FEEUYa— b hy MEEDRE

Interface Tunnell is up/up, Addr. is 10.0.0.1, VRF ""
Tunnel Src./Dest. addr: 192.169.2.10/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "test profile"

IPv6 NHS: 2001::6 RE
Type:Spoke, Total NBMA Peers (v4/v6): 1
1.Peer NBMA Address: 192.169.2.9
Tunnel IPv6 Address: 2001::6
IPv6 Target Network: 2001::/112
# Ent: 2, Status: NHRP, UpDn Time: never, Cache Attrib: S

IPv6 NHS: 2001::6 RE
Type:Unknown, Total NBMA Peers (v4/v6): 1
2.Peer NBMA Address: 192.169.2.9
Tunnel IPv6 Address: FE80::1
IPv6 Target Network: FE80::1/128
# Ent: 0, Status: UP, UpDn Time: 00:00:24, Cache Attrib: D

Pending DMVPN Sessions:

Interface: Tunnell
IKE SA: local 192.169.2.10/500 remote 192.169.2.9/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 192.169.2.9
IPSEC FLOW: permit 47 host 192.169.2.10 host 192.169.2.9
Active SAs: 2, origin: crypto map
Outbound SPI : 0x6F75C431, transform : esp-aes esp-sha-hmac
Socket State: Open

Bl : NTTONHRP ) ZA LY FELUa—bhy FMEBEDERTE

Device (config) # interface tunnel 5
Device (config-if)# ipvé address 2001:DB8:1:1::72/64

Device (config-if) # ipvé nhrp redirect

Device (config-if) # ipV6 nhrp shortcut

5l - /NT & RAR—%2 TD NHRP DEXE
INTD

Device# show ipv6é nhrp

2001::4/128 via 2001::4
Tunnell created 00:02:40, expire 00:00:47
Type: dynamic, Flags: unique registered used
NBMA address: 192.169.2.10

2001::5/128 via 2001::5
Tunnell created 00:02:37, expire 00:00:47
Type: dynamic, Flags: unique registered used
NBMA address: 192.169.2.11

FE80::2/128 via 2001::4
Tunnell created 00:02:40, expire 00:00:47
Type: dynamic, Flags: unique registered used
NBMA address: 192.169.2.10

FE80::3/128 wvia 2001::5
Tunnell created 00:02:37, expire 00:00:47
Type: dynamic, Flags: unique registered used
NBMA address: 192.169.2.11
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zotnssas W

AR—=Y

Device# show ipvé nhrp

2001::8/128
Tunnell created 00:00:13, expire 00:02:51
Type: incomplete, Flags: negative
Cache hits: 2

2001::/112 via 2001::6
Tunnell created 00:01:16, never expire
Type: static, Flags: used
NBMA address: 192.169.2.9

FE80::1/128 via FE80::1
Tunnell created 00:01:15, expire 00:00:43
Type: dynamic, Flags:
NBMA address: 192.169.2.9

ZTDMDSEEH

EEE N
BEEE R=aTFILBA L
IPv6 7 R L w7 b e [1Pv6 Configuration Guide
HAF Iy <w)FHRA ~ VPN [ Dynamic Multipoint VPN =1 >
T4 X2l —var HA K]
CiscoIOS 2~ R [Master Command List, All
Releases]
IPv6 =~ K [1Pv6 Command Referencel
Cisco 10S IPv6 FiE [TPv6 Feature Mapping.]
RSN DS LT LT Y XA ['Next Generation Encryption]
BES L URFC
24 /RFC 24 kL
IPv6 [ZBH3 5 RFC IPv6 RFCs
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://docwiki.cisco.com/wiki/Cisco_IOS_IPv6_Feature_Mapping
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

DMVPN $2E10) IPv6 |
B omvPN i IPvE D EETER

SRADTY ZHI YR—F

Bdl] 9

EDOURLIZT Z7EALT, YA2am5 7 =3} | http://www.cisco.com/cisco/web/support/index.html
WY R—FERKPIIEM LT ZE, Zh
LD Y=L, VYT NI =T A A=)
LCHELEZY, YA/ R{T 7 ) ay—
(ZBAT D EARAIRIBE A R L 72 0 T D 7o DIl
HLTLZEIV, ZO Web¥A F EDY—)1
W7 7 B AT HERIL, Cisco.com D17 A 1D
BILUOANRY — RRMLETT,

DMVPN 2 0 IPv6 ) #EREE R

ROFIZ, ZOFY 2—/L Tl LIoBRRICET 2 ) U —RE#®E R LET, ZOoRIF, Y7 b
U7 VU= FA U THEEROV R — FNEASNEEDY T hy =T V) =T %
ALTWET, TOKREIZ, FHTED B320VIRY . ThUEO—#HDY 7 by =7 V) —ZTH
PR— SN ET,

TI7 Y 7 d— LDV R=FBLIORA YT MY 2T A A=V OYR— MY D HHREHRE
9 %121, Cisco Feature Navigator % ffi ] L £3°, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
www.cisco.com/go/ctn IZE) L £ 3, Cisco.com DT I 7 MILEDH Y FH A,

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F


http://www.cisco.com/support
http://www.cisco.com/go/cfn

| DmvPN 0> IPve
DMVPN 2600 IPv6 et [

& 2. DMVPN #2EH D IPv6 DHEEEIEER

a1 J1y—= BEBETR IR
DMVPN &/ @ IPv6 Cisco IOS XE Release 3.7S

Iy

Dynamic Multipoint VPN 3> 7 4 ¥aL—> 3> A4 K
|



B omvPN i IPvE D EETER

DMVPN #%F O IPvé

HRER )1)—x

HAEEHR

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F

DMVPNHEREZ 9% & #
Fv—TF 4 7 7L
(GRE) bk /L IP Security
(IPsec) Mf751b. Next Hop
Resolution Protocol (NHRP) #%
MAGbELZ &2k, BW
CEDE TN S E S ERBUE
D IPsec N—F ¥ )V 7T A _X—
bRy FTU—2 (VPN) Zf#
HLCX £, Dynamic Multipoint
Virtual Private Network
(DMVPN) forIPv6 CiL, /X7
Vo7 Xy NT—2 (L 8—
F v b) 3R TPvd 1 v b
V=7 ThY, 774 X=F
Xy FPI—=27 (L FTRy
R) I IPv6 L2k LT E
¥
WO~y RPHANFEIFIER
SHE L7z, clear dmvpn
session, clearipv6 nhrp. crypto
ipsec profile, debug dmvpn,
debug dmvpn condition, debug
nhrp condition, debug nhrp
error, ipvé6 nhrp
authentication, ipv6 nhrp
holdtime, ipv6 nhrp interest,
ipv6 nhrp map. ipv6 nhrp map
multicast, ipv6 nhrp map
multicast dynamic, ipvé nhrp
max-send, ipv6 nhrp
network-id, ipvé nhrp nhs,
ipv6 nhrp record, ipv6 nhrp
redirect, ipv6 nhrp
registration, ipv6 nhrp
responder, ipvé6 nhrp
server-only, ipv6 nhrp
shortcut, ipv6 nhrp
trigger-sve, ipv6 nhrp use, set
pfs. set security-association
lifetime, set transform-set,

show dmvpn, show ipvé6 nhrp.
show ipv6 nhrp




DMVPN #%H 0 IPv6

DMVPN 2600 IPv6 et [

)1)—x

HAEEHR

multicast, show ipv6 nhrp nhs,

show ipv6 nhrp summary, show
ipv6 nhrp traffic

DMVPN D IPv6 T o AR —
~

Cisco IOS XE Release 3.8S

DMVPN D IPv6 T > AR —
FEBEIX. TPv6 WAN MRl D RE
ZNHRP kgL & L 70 %
IPsec MEE{LICHESE LT, IPv6
WA B =Ry F TS r—F
BHRETEH L oI LET,
DMVPN D IPV6 T > AR —
MEBEIZTFT 7 4L N TA X —F
JZENET,
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DMVPN #2810 IPv6 |
B omveN B0 IPvs D EETER

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
[ 84 | |



%4%

FODN % {# /A L 7= DMVPN % &

FQDN %f# /il L 7= DMVPN S EHAEIC LV, X2 A R Ko7 27547~ (NHC) %% A b
Ry 7 HP—s3 (NHS) |[TBETE 7,

ZOMREEFHT S L. AR—2 (NHC) T/ (NHS) OHT7r— Ry A~ ~LF 7L 7T
J7EA Ry hT—27 (NBMA) 7 RLRIZFEEES KA A 4 (FQDN) Z%ET 5 LN TX
£, AR—ZIIDNSH—E 2%l L CEQDN % IP 7 K L AR L, BTk Sni=7
RLUATATICRELET, 2k, AR—ZFXFQDN 2H L TANTDIPT RLA%EZ X
AFTIVvIICRHETHZENTEET,
ZOMEAFERTE, AR—27TATOTE ha L T RLAZRETAHLEITIH D T,
AR—Z1INT ONHRP BEEIEE N NT DT O halL 7 RLAEXAFI v Z7ICFRBLET,
RFC 2332 2%V, NHRP %8k % %{5 L 72/~ 7L NHRP B BICMBE D7 ha) 7 KL A%
GO TSELET, TDD, AR—ZIENHRP BEILE Ty b AT7TO7a bz 7 R
LAZFELET,

Cisco I0S Release 15.1(2)T LLH{fD U U — & Ti, Dynamic Multipoint VPN (DMVPN) T NHSNBMA
T RUVARIXIPVE F721XIPv6 7 FL A TREINTWE L=, NHSIZX A F I v 7 NBMA 7 K
VAZZET D EICRESNTWZIZD, B SIZENBMA T L A% NHCA G L, NHS
\OBERT 5 Z EIXR#EET L=, FQDN Z il L7~ DMVPNREHEAEIZ LV . Z OHIRAMRH S
T, ZOMEEEZHATSE, NHCIZIP 7 KL ATiE7< FQDN 2 L T4 A FI v 71
NBMA Z#H T L. NHS ICBETHZ LN TXxFE1,

* HERETE R OMERE, 86 ~X—

* FQDN Z{#i[fl L 72 DMVPN iR & DRI, 86 ~—

* FQDN % f{#i i L7~ DMVPN %€ DOHFIFHIHE, 86 ~X—

* FQDN ZA#i [l L 72 DMVPN % /EIZDOWT, 86 ~—

* FQDN %f#ifi L 72 DMVPN %€ DR E 1L, 87 R_—

* FQDN %{#if] L 7= DMVPN %/EDH], 94 ~—

* ZOMDOBEEEL, 95 N—

* FQDN Z{#i [l L 7= DMVPN iR & DFEREGH, 96 ~—
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FODN % &M L7 DMVPN 52 |
[ T Y

A Y = 5]

WEEIFER D MERR
THERHOY 7 27 VU —RATiE, 2OFY 22—V TitBHENE T XTOEENRTHR— &
TWD EIERY /A, O X OEEIZ- DV TIE, Bug Search Tool 38 L ONZHEH O
Ty b7 —2BLNY T T V) —=ADV Y —R /= ESHLTLEIVN, ZOF
Va— /LTIl SN AEERICET AW, BLOFEENTR— b)) —2AD—EIZHoN
TiE, BREFROREZSRL TIES N,
TT7y R — DY R—FBLOV R YT MU =T A A=V OV HR— MIET HIEREMRR
9% 1Z1%. Cisco Feature Navigator Zf# ] L &9, Cisco Feature Navigator (27 7 & 29 5 {Zi3,
www.cisco.com/go/ctn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,

FADN Z{&£ /A L 7= DMVPN 5% D HITE S

CiscolOS KA A > F—h AT L (DNS) 774 T "MW AR—7 THARRETH 5 LR H
D E£9,

FODN % {£FH L /- DMVPN X E D &l#9E 18

FQDN /BRI S U7 NBMAIP 7 KL AR, Fu ha)Ll 7 RLAZFRELTZNHS IZv v B 7
ENRWEA, AR—T ENTICRET D2 LiIxTE LA,

FODN Z#{#H L 7= DMVPN :XEI[ZDL\T

DNS #aE

RAA v F—L AT 5 (DNS) 2547 MEDNS F—_LlfE L, KA MLZIPT LA
ICEB L ET,

Jb— bk EOHHEDNS — R FE7/ZIEDNS 7 74 7 b, F v v =22 DNS #— 3025 D FQDN
DNSIEEZ T A 7 H A KOl o>THMNLET, DNSZ T4 7 M, 74 754 L0HIREIN
WZRDENCRID 7 =) 2 E LIEa. Sy viaDm FUBEREEMALET, Fvvian
RG22 % &, DNSZ 4 7 2 MEIDNS — 27 = U — %265 LE 9, NHS O NBMA 7
RUADNBEBICERE SNDEAIE, DNSZ MU DT A 7 X A AEFHLIFRETLHILENRH Y F

T TATEADDRENE, AR—7 B NHS OFH LW NBMA 7 KL A EFWIRD 5 £ TIZHERRE]
MIPINDAREMENH D £77,

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
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https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

FQDN % {5/ L = DMVPN %%

ons H—np@EALF UL I}

DNS —/\DEA LT F

DNS = N, N7 Ry NI WNEZEIANT T R AR—7 X MU —7 OHBICHE TE
F7,
WIZ, DNS H— "D — R XT3 7 257 0% 4 O-x LET,

* TRty 4 DNS ZERIZIE, FQDNIZHRESNTWAIP T KL ADY A KD IP

T RUANIEFIZEH D B ToHET,

CHEAMITFT TR BEY Ty RoEry o= R RT UV U FICBEITWETS, IPT R
ICHEAE 7 —FREID Y THORET, EAERAREIWVITE, IVZLOAMRCNT 7 4 v
I hZ TS Z LN TEET,

CHIERE IRy hU—7  HERO o — R NT v TR, BERTICHERA S R B alm
D, FTERLERO LW ) — RICER A RS TE 7,

* T —N— . T LN B — KRGS, B— K ANT U RERED
J— REMFEHARF BT 5 FE T, TXRTOERPE—OFRR MIEFINET, FHHAH
CHT SN GE, T T4y 713 A NNOMEARTREZR RO /) — RiZiEt SN E 7,

FADN Z{#F L 7= DMVPN ERE D% E /7 /%

AR—%2 TOH DNS H—/\DERTE

AR—27 TDNS b —NZRETHITIT, WOEELZTATLET, ZOEXEIL, F58 DNS —
% ffif} L T FQDN %ﬁepﬁ%ﬁ“éz%ﬂ%éfﬁ/\ COHREITLTLIZE N,

FIEDHEE

FIEDFH

2D =

enable
configureterminal
ipname-serverip-address

exit

ARV NEERETI Y3y B8

&M

enable ¥iHE EXEC £— R& A 2 —7LIC LET,

- CRRT—REANLET ERSNEHH) .

Router> enable
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B onsvy—nosmx

FODN % &M L7 DMVPN 52 |

ARV RFERETOIVa Y B&Y
2Ty T2 configureterminal Ju—sar7 4 Xalb—arE— RERBL
i‘a‘o
i -

Router# configure terminal

2773 ipname-serverip-address ZA— 7 T DNS H— % i iE LET,
£
Router (config)# ip name-server
192.0.2.1
ATv74 exit Ja—nmar7 4 ¥alb—varE—RaekTL
ESc AN
11 :

Router (config) # exit

DNS H—/\DEFE

DNSH— " ZRET DI, ROEELFATLET, DNSHY—NTREZITOMLENDH D 4,

FIEDHEE

enable
configureterminal
ipdnsserver

iphosthostnameip-address

R LN =

exit

F IR D8

ARV RFEERTI VA Y

B8

ATy enable

11 -

Router> enable

il EXEC E— R& A 32 —7 /M LET,
* RATY—=FRKE AN LET (ERENZEES) .

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
88
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JorarzrrzemALE-FNOSRE

aAv U RFEEET7I 3y

S]]

2Ty T2 configureterminal sua— L ar7 4 Xalb—vary - RERBLET,
fAi
Router# configure terminal
ATvT3 ipdnsserver DNS #— "% A X =T/ LET,
i
Router (config) # ip dns server
ATvT4 iphosthostnameip-address DNS E =2 —@DDNSHA ¥ ¥ v =2 TIPT KL A& FQDN
(RA M) Z~vv 7 LET,
Bl GE)  AA—2 T DNS #—ASHRE SN TV BHA L,
Router (config)# ip host DNS ’H‘“*/*\“C“iphost a<v RERELET, AKR—
hostl.example.com 192.0.2.2 21~ DNS 4}~/<753‘§£Eéhfk\f£b\i}2—é\bi\ -0
av REAR—V TRELETS, [AFR—7TO
DNS H—"DORE] 2L T 7ZS 0,
25w FE exit Jua—syLar74Xal—aryT—RERKRTLET,
i

Router (config) # exit

JOkra)L 7 FLRZ{FERLT-FODN O%E

FIEDHE

7u ka7 R Az H L TFQDN %

RIET IR, WOEEEFITLET, FQDN 2R ET

HEEE. NHS O 7' e a7 RLAZRE L TR LERH Y £9, ZOEETIE. NBMA %
R L TCTAR—=T7 T8 L £,

enable
configureterminal

interfacetunnelnumber

LD =

number]
5. end

ipnhrpnhsnhs-address [nbma {nbma-address | FODN-string}] [multicast] [priority value] [cluster
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B JoraL7RUREEALEFODNOBE

FQDN % {&F L /= DMVPN % &

FIEDFH
ARV KRFERETIVaY BHY
ATy T enable ¥t EXEC E— R& A X —7MIZLE T,
Bl AU —FREANLET FERInH6) .
Router> enable
ATFv T2 configureterminal Ta—r ) ar7 4 Xal—ary T— REGLET,
IR
Router# configure terminal
ATFvT3 interfacetunnelnumber AR —T A A AT 4 FXal—aryT—REEELE
j—o
i
Router (config) # interface tunnel 1
2Ty 4 ipnhrpnhsnis-address [nbma AR e NTICEEE L E T,
{nbma-address | FODN-string}] i i o
[multicast] [priority value] [cluster CRD2ODHETAY Y FEeRETEET,
number] * ip nhrp nhs protocol-ipaddress nbma FQDN-string :
Bl FQDN SCFHIZMEH L CAR—27 2T I8 8T 5
' BRIz oa~r REERLET,
Router (config-if)# ip nhrp nhs
192.0.2.1 nbma * ip nhrp nhs protocol-ipaddress nbma nbma-ipaddress :
examplehub.examplel.com multicast NHSNBMAIP 7 ]\ L = %ﬁi}zﬁ LT* Zko_ Y 75_’/\7‘\01
BT G GIE I 0a~vr REERLET,
GE) IPv6 7 N L A &% 4k3 256 1%. ipvé nhrp nhs
protocol-ipaddress [nbma {nhs-ipaddress | FODN-string}|
[multicast] [priority value] [cluster number] 2~ > N %
ERTEET,
ATv 75 end AV B =T A A AT 4 Xal—gry F—REKT L.
e EXEC £ — RIZEY £,
i -

Router (config-if) # end

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
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NHS 7o ka7 RLregALELFONoEE

NHS 7B ko)L 7 RKLAZEALAL FADN D% E

NHS v k=)L 7 R L 2 2 48312 FQDN 2% &1 5121, ROEEZIAT L £,

FIEDOHME
1. enable
2. configureterminal
3. interfacetunnelnumber
4. ipnhrpnhsdynamicnbma {nbma-address | FODN-string} [multicast] [priority value] [cluster value]
5. end
FIEDFEHE
ARV RFERETI3 Y E]:3]
RATv I enable Rt EXEC E— R& A X—T7LIZLET,
Bl - CRAT—=REANLET FERIWEZHE) .
Router> enable
ATy T2 configureterminal sa—r L ar7 4 Xal—varyET—RelBLET,
il -
Router# configure terminal
ATFvT3 interfacetunnelnumber Ao B —TxAf AT 4 FXa2lb—gy T— REBHEBLE
—640
il -
Router (config) # interface tunnel
1
ATFvT4 ipnhrpnhsdynamicnbma AR—T BNV LU E T,

{nbma-address | FODN-string}
[multicast] [priority value] [cluster
value]

1 -

Router (config-if) # ip nhrp nhs
dynamic nbma
examplehub.examplel.com

*NHS 72 haL 7 RLARFIAR—=ZIZL-THAFT Iy
CHGSNET, RO2HOOHETa~v L FeRETEE
—g—o

* ip nhrp nhs dynamic nbma FQDN-string : FQDN 35

FEHEH L TCAR—7 ZNT IR T 28T 0
~  FEFEHRALET,

* ip nhrp nhs dynamic nbma nbma-address : NHS NBMA
IP7 RUAZEBHLCAR—7 2 nTI8ET D56
XZoawr FEERALET,
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I omvPNFODN BEDRER

FODN % &M L7 DMVPN 52 |

ARV RFERRTI VA Y

E:)

GE) IPv6 7 N L A Z B4k 4 %3513, ipv6 nhrp nhs
dynamic nbma {nbma-address | FODN-string} [multicast]
[priority value] [cluster value] =~ > K&l C& &
D

ATvT5

end

1 -

Router (config-if) # end

A A —TxARAAL T 4 F2l—arET—REETL, B
e EXEC £— FICEV £,

DMVPN FQDN &% 7 D f#E 2

Z ZTiX. DMVPNFQDN R E X R T D10 DIFHM AR -T2 HEEZ R LET, RO show 2+
Y RIITEEDIEF CIATTEET,

FIRDHE

F IR D 48

ATy T

ATy T2

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F

enable
showdmvpn

showipnhrpnhs

RN =

enable

showipnhrpmulticast

showrunning-configinterfacetunnel/unnel-number

b EXEC B— RE2A RX—7 NI LET, SRAU—REZASNLET (FEREINTEHD) .

1 -
Router# enable

showdmvpn

DMVPN EA DOt v g U EREFRLET,

51 -

Router# show dmvpn
Legend: Attrb --> S - Static,
N - NATed, L - Local,

D - Dynamic, I - Incomplete
X - No Socket

# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting



ATy T3

ATvT4

ATy TH

FQDN % {5/ L = DMVPN %%

pmveNFaDN E0RRE [

UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell, IPv4 NHRP Details

Type:Spoke, NHRP Peers
Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

.1,

192.0.2.2 UP 00:00:12 S

(hl.cisco.com)

# Ent
1 192.0.2.1
showipnhrpnhs

NHS DA F—% 2% FK < LFET,

51 -

Router# show ip nhrp nhs

IPv4 Registration Timer:

Legend: E=Expecting replies,
Tunnell:

192.0.2.1 RE NBMA Address:

10 seconds

R=Responding, W=Waiting

192.0.2.2

Il
o

(hl.cisco.com) priority = 0 cluster

showrunning-configinterfacetunnel/unnel-number
BIEDFETAL 7 4 ¥ ab—val Iy ANVETII N ANV A L E =T 2 A ARTEONEEZR R LET,

151 -

Router# show running-config interface tunnel 1
Building configuration...
Current configuration
!

interface Tunnell

ip
no
ip
ip
ip
ip
ip
ip
ip
ip
ip
no

address 192.0.2.1 255.255.255.0

ip r
mtu
nhrp
nhrp
nhrp
nhrp
nhrp
nhrp
nhrp
nhrp

ip route-cache cef

edirects
1440

462 bytes

authentication testing
group spoke group2
network-id 123

holdtime 150

nhs dynamic nbma hl.cisco.com multicast

registration unique

registration timeout 10

shortcut

tunnel source Ethernet0/0

tunnel mode gre multipoint
tunnel key 1001
tunnel protection ipsec profile DMVPN

end

showipnhrpmulticast
NHRP vV FF ¥ X b vy B 7R ERRLET,

1 -

Route# show ip nhrp multicast

I/F

Tunnell

NBMA address
192.0.2.1

Flags:

nhs
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FQDN % {#F L 7= DMVPN % &
B FoDN %R L= DMVPN SO

FADN % f&£ A L 7= DMVPN % 7€ O 151

O—7A )L DNS H—/\D & E 5
WROFITIE, 72—H/LDNS V—RERET D HEEZRLET,

enable
configure terminal
ip host hostl.example.com 192.0.2.2

4 E8 DNS H— /DR E 5
KBTI, S DNS $— B S 5 i AR L

AR—=2

enable
configure terminal
ip name-server 192.0.2.1

DNS H#—/\

enable
configure terminal
ip dns server
ip host hostl.example.com 192.0.2.2

JA ka7 ELAENBMA 7 FLRX%EER L= NHS D% E

WOFITIE, e haLr 7T RLAENBMA T RLAZEHA L TNHS 2% ET 2 HiEEZ R LE
—é—O

enable
configure terminal
interface tunnel 1
ip nhrp nhs 192.0.2.1 nbma 209.165.200.225

A ka)L 7KL X & FADN Z{E A L 1= NHS D&% EHI
WOFITIL, v haj 7 R AL FQDN Z{#iH L CTNHS Z®ET 5 HiEERLET,

enable
configure terminal
interface tunnel 1
ip nhrp nhs 192.0.2.1 nbma examplehub.examplel.com

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F



| FoDN %%/ L - DMVPN &5
JOraL 7 RELRAEETETICNBMAY LA EERALE- NS 0BzEs [

JOFINLTFZRLRAZIEEETETIZNBMAZ KLAZ{FER LT NHS D
=X EH

KOFITIX, e a7 RLAZEEETICINBMA 7 RLAZfH LT NHS Z2&ET 5 HE
ZnLET,

enable
configure terminal
interface tunnel 1
ip nhrp nhs dynamic nbma 192.0.2.1

JOra)L 7 FLRZIEEE T (Z FADN ZfEF L 7= NHS D% E

WOFITIL, v han 7 RURAEEERETICFQDN Z#H L CNHS 2% ET 5 HiEEa R L%
7

enable
configure terminal
interface tunnel 1
ip nhrp nhs dynamic nbma examplehub.examplel.com

T DDSE &R

REER
BEIEE I=aTFILEA R
CiscolOS =z~ [Cisco IOS Master Commands List, All Releases.]

DMVPN® 2= KESL, 22w RE— R, 7 | [Cisco IOS Security Command Reference ]
TNV EHLEOTA T4 BLUW]

12
R 24 ML

ZOMRETIE, FTLWEKE EIIEFT INZHE | -
BTV AR—FINTWETA, T2, BEIFOH
FAZKT T AR — MIEEIZH D TH A,
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FODN % {£ A L 7= DMVPN

FODN % {$ /A L 7= DMVPN % & D #EEE ¥R

FODN % &M L7 DMVPN 52 |

MB®D' VY

Z OEREIC K> THAR— F SN 58 L MIB
FLRREAEFEINTMIBIZHY FHA, 722
DOIEREIC L D BEE MIB OH R — MIEE L H
D EHA,

BIRLETT7y b7+ —24, Cisco /7 hU =
7UVIV—=A BLXOT7 4 —F % v D MIB
ERBELTH Y r— RT25881%, IROURL
({23 % Cisco MIB Locator Zf#H L £,

http://www.cisco.com/go/mibs

RFC
RFC 24 kL
RFC 2332 [NBMA Next Hop Resolution Protocol (NHRP)

SRADTHZAIIL YR—+

558

)y

HDOURLIZTZ7E®ALT, YAaDT 7 =%
N R— MERKRBIIEHL T EEN, I
5O Y—=RF, VTN 2T A A R—)L
LTRELZY, YAaDRBLT 7 /md—
R D BRI E A R L7205 5 72 DIl
ALTLZEN, 2O Web A h EDY—1
W27 7B AT AEEIL, Cisco.com D1 7o 1D
BLOARRT — RNRMETT,

http://www.cisco.com/cisco/web/support/index.html

X TE DHEREF IR

RORIT, ZOFY2— L THII LIHREICBET 5 Y ) — AR LET, Zo®F, Y7 b
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RLTWET, ZOMRIL, BIZKY BNRWIRY, 2B —#HD Y 7 v =7 U —XTh
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cleardmvpnsession,
debugnhrpcondition,
ipnhrpnhs, ipvénhrpnhs

Dynamic MultipointVPN 2> 7 4 X2 L—>3 > A4 F
|



FODN % &M L7 DMVPN 52 |
I FoDN %4/ L7 DMVPN SBE O AETESR

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
[ 98 | |



5.

DMVPN F>RIL AR =AY S LA
B/ 7w 7 NHS

DMVPN k> RV~ VR =LY 7 LEfE (N 277 v 7'NHS) #EEZ 7T % &, Dynamic
Multipoint Virtual Private Network (DMVPN) ™7 ~O#Ef ez fl#EcEs £4, £/, 7714~V
NTIZE TE RN E ZIRBENT ~OY Y 2 AT,

DMVPN kb LA =4 Y o7 el (Ny 277 > 7 NHS) HERED IR T HEIE A =
ALTIHE, BEENBELIEAR— Y =T NNV EROT 7T 4 TIRAR—7 Y —/"T |
VFNVTEIMZH LK, AR—T EZO MR RIANGEIESEET, AR—7 %
AR—=7 BIRICRESNTWDERZ A h Ry 7 H—s3 (NHS) OV A R NHS (0NT) %53
RTEFET, NHSIZTTA AV T 4 fHZRE LT, AR—7 3 NHS 28R DA 2l <&
£7,

* HERETEMOMERE, 99 N—¥

* DMVPN F )b~V A E=H Y 7 a8y 777 » 7 NHS IZ2W T, 100 ~—Y
* DMVPN b ~VAE=Z Y 7 LR Ny 77 » 7 NHS OfRESTIE, 107 ~—
* DMVPN b b VA ®=4 Y 7 LNy 77 7 NHS O ER], 112 ~—
* TOMDBEER, 113 ~—

* DMVPN F )b ~ILVRA =4 Y o7 a8y 777 v 7 NHS ORERETF R, 114 ~—

AR DR

THAOY T 2T VY —ATIE, 20TV 2— /LT EN T X TOEENRTR— &N
TWD EIERY 8 A, FTORENRE#E L OVE 2o TiE, Bug Search Tool 8 L ONTfEH O
TR —LBLRY 7 2T VY —ZADU U — Z/*F%ﬂ%bf<ﬁéwo:®%

Va— /LTl SN OHEERICET AR, BLOSEENLTR—FEhd ) U —2D—ElZo0
TIE, HRBEFROREZSRL TIEE N,
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7Ty N7 A —LOYR—FBLOV AT YT N =T A A=V OWR— MNIET L ERE BB
F %121, Cisco Feature Navigator i /] L £, Cisco Feature Navigator (27 7 & 23 % |Z1%
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH YD FH A,

DMVPN > RIL AR BEZAYGEEENYIT Y
ZNHS [ZDU\T

NHS D1K7E

NHS L, AR—=27 Y =T h U R ZET D2 DI TICEEM T b5 & FRFIIRENRZE D
DE9, ROFTIE, NHS OFFIREIZHOWTHEHA L E7,

= 4: NHS OikEe

1K5e SR BA

DOWN NHS 1ZAFr Y a— ) U 72 L T ET,

PROBE NHS /X [DOWN] & LTESENTWETA,
[UP| 12T AFDICAR—I BT IT 47
A —T7 B S L E T,

UP NHS IZ b RNV EFESLT B T2 DI AR — 7 1B
HAHF 5 TWVWET,

NHSD T4 AT+«

NHS D7 T A F VT 13N TIZED Y TOENDIHETT, ZHNICL-> T, AR—TNAR—Y
YV NT N RNERESIT DRI T BRI T DEF AR L3, T4 4V T 4 oA
0~255T, 7744V T 41300 bE<, 255 DI bIE< 720 97,

NT DT TAFYT 41, ROFETEID Y THZ ENTEET,
*TRTONHSIZ—EDOTTAF VT 0 2EID U TS,
—HDONHS IZR LT IAF VT 4 L zE0 8 TS,
*1 BONHS, —#ONHS, £/ET_XCONHSIZTTA A4V T 4 ZEL2R (fH0)
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DMVPN kU RIL AR EZRY VT EEE/NY Y Ty T NHS

(TP FEES I |

NHSEV S RZ ETIL

NHS #E2 F A% 7N ELiE, NHSIZTI7A 4V T 1% HI VST, NHS # 7 L—F 1205 L7
WET/LTY, NHSFHZ T A X EFT /A TlL, §XTONHS Z 1 DDT 74/ N ZA—F|ZF &
O, BE S IV HR NHS #5580 DWW TR 2 HERF L £ 77, R NHS B8fedic s 1%, 7 7
AANTHET 7T 4 7 ThDHVEND D NHS Bt DT, K NHS S5 50 A shiix,
0~ 255 T7,

TIAFVT 4 lEENTIZED B TT, AR NAR—T Y =T~ RV EMENTT DB
TEENTDNEFZRE L E T, 72720, 7 TAZ EFTIALTINSDTTA4 4T ¢ ZE Y
THHAIIRFEDOHIERH Y £,

WDRIZ, T TAZ TTNTTITAF VT 4 ZEN0 B THEOHIBROFZRLET,
%£5:FEV5RE ETILOIRE

RAEGY - 3

NHS NHSDTS4 XV T4 | ¥F A1 Ut 2
NHS Al 1 UP UP

NHS Bl 1 UP PROBE
NHS C1 1 UP UP

NHS A2 2 DOWN UP

NHS B2 2 DOWN DOWN
NHS C2 2 DOWN DOWN

A. B. BEIOCD3IDDF—Z B Z—%Fol-3FTIUAEBELET, K7 — 22 —13F
NEN2EDNHS THER S TWET (NHSAL & A2, NHSB1 & B2, BXU'NHSCI & C3)

FT—H X —T 1|22 H O NHS BEHREETT N, AR— 7 BWE IR T 5 NHS 13467 — 4
T H—TIHEDAETT, Lo TRAREFRMEIZIICREINTNWET, 2F0, 3D2DAKR—
T —=NT NUFIVPRESLINE T, 7o & 21X, NHSBI B ET 7 7 ¢ 772 5724546 NHS Bl
WEEM T ONIAR—=T =T hRABRE T LET, 7744V T 4 BT MITHEN, K
DT TAFVT 4 EEFDH, 2 —HNOKRICHEHFEEZ NHS Th D NHS A2 3, AR—7 Y —
T ARV EERLTCT v IREICR Y 3, 2L, ZOBAE MRV ERET S AR—Y
T —H o Z—BONTBNEEM T TNz, BN S EEAL, LER- T,
F—H X — B ~DERHIHENL S ER A,

ZOMBEIEX, NHS #8725 7 NV—ICHET 52 L Cffikca£d, £ N—71 7 V—TEA
DEREFGHEEZRETEET, WTHOZ L —FIZHE 0 B THENTWARWNHS 1Z5 7 4 /L b
Th—FIZBLET,
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NHS 7 5 X%

DMVPN kYL ALR EZ8 1 V5 EEHENY ST v INHS |

NHS 7 5 X%

xR6: U3 XFDHKEE

WORIZT T AXEREROBZRLET, SEIFERhT—F ¥ —IZxET HNHS % 7 /v —71k
LTI IAZERLET, NHSAL (7 A4 4V T 4 1) ENHSA2 (T4 A4 VT 12) BNV T
AH 1, NHSBl1 (74 A4V7 41) &ENHSB2 (77 A4 A4VT 12) BN/ FAZ2 NHSCI (7
TFAFIVT 41) ENHSC2 (FT7A4AVT 42) W7 TAZILLTENENT NV—TEINT
WEF, NHS7. NHSS8, BLUNHSOIIT 74k 7 T RAXIZBLET, K7 T AXDRKY
FTAAENTICRESNTWDZD, 42D 7 TAXDTRTTHREL T DDAR—T Y —
INT N RV ICHESL S IVE T,

TFUA 1T, ENENDY TAZTT T4 4V T 4 DbV NHS Al, NHSB1, 8L O
NHS C1 28 UPJRRE T, VU A2 TlE, AHR—7 & NHS Al Bom AUk sh, AR—27 L
NHS A2 (RICZ T AZDNT) LOMICERIHLSNE T, 77440 T 4 b EV NHS
ALIZPROBERREIZZ2 D £9, ZD LT, WIZ3ODOT —Z B F—~DOHH N T X THEL S
ET,

NHS NHS DTS4+ | V5 R4 N FIUF FIUF

T4 1 2
NHS Al 1 1 1 UP PROBE
NHS A2 2 DOWN UP
NHS B1 1 2 1 UP UP
NHS B2 2 DOWN DOWN
NHS C1 1 3 1 UP UP
NHS C2 2 DOWN DOWN
NHS 7 1 STk D) UP DOWN
NHS 8 2 UP UP
NHS 9 0 PROBE UP
NHS Fallback Time
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NEKTEDLNHS DS DD, 7IT7A4AF VT I TENENR>TWET, THH0O NHS i
TRTCT T4V 7 TAZI/LTCNET, RAEREIT 1 TF,

K7 T+— NNV IBEERE LEWNEED NHS DEIE

NHS NHSDT | 9ZRE | SF VAL 2FUF2 OF VA3 | oFUAF4|2FUFS
4%
T4
NHS 1 1 >4, |PROBE |PROBE |PROBE |PROBE |UP
k
NHS 2 2 57 4, | PROBE PROBE PROBE UP DOWN
]\
NHS 3 3 5~ 4, | PROBE PROBE UP DOWN DOWN
]\
NHS 4 4 5~ 4, | PROBE UP DOWN DOWN DOWN
]\
NHS 5 5 F7 5 | UP DOWN DOWN DOWN DOWN
]\

CFUVF1I TR, TO9AFT Y T AP BEVNHS 5 S AR— 7 IZHHE S L. B U RVl &S
NWET, NHSS KV 7T 44U T 4 REWMELOT T NHS 1% PROBE fREETT,

FUF2TNHSANT 7T 4 7B &, AR—=ZITBAFED b v & Ok 2 @l L <,
NHS 4 & OF LW AL LES, v F VA3 BIOTF VA4 TlE, K074 4) 7408
BWNHSNT 7T 4 72 b &, AR—=27 13 BICBFEOBR 2 R LTl L b o RV 2T
SNLET, YT UAS TR II7A4F VT 48 bEWVNHS (NHS 1) 287 77 4 712725 TV
L7, AR—=TIFXINCER LT R RV EZ R L. ZONHSHIET 77 1 71270 5 F THERF
LET, NHS1 DO I7A4F VT 4 B bm\ O T, ffiod NHS |Z PROBE IREEIZ /2 0 8 A

WDFETIE, 7+ =y ZHEBOREIZE > TRREIR T T v © o V&l % HikzRm"LUET,
KRBT 1 T, 30 BOT7+—nA "y JIFEN AR —27 THRESNTWET, TV AF2T
AR—=ZIZBEHEAMAT SN NHS KO LTI A4 AV T A MEWNHS T 77 4 71272 > Th,

T A=y R T D FETAR—TIIBFO b o xR AR L EE A, Lo T
NHS4 X7 77 4 727> T ThH, hr R EEEd, UPIRREICIE/R Y £ A, NHS4 X7
TTATIREETTN, 74— ANy ZJREDBRIRT H5FE TR RUTERESNEEAL, 74—
NNy Z ISR D & AR—=21ET 77 4 TIRNHSOHRTT T4 AV T 1 D3 b &V NHS
WHEEL £,

THIZEoT, XVEWTIAL AT A DONHSHT 7T 4 Wb LTSI ET D77 v 7%
[EgECE £,
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R8: TA—ILNYYBREERTE LT=15E D NHS DEIE
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4%
T4
NHS 1 1 =>4, |PROBE |PROBE |PROBE |yup ({f |UP
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NHS 2 2 77 4/ | PROBE PROBE UP ({# |UP ({# |DOWN
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NHS 4 4 774/ |UP (f& |UP (f&# |UP (& |UP (f&# |DOWN
K £r) £r) £r) £7)
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~
NHSEE T A+ X

NHS[EIE &1, BEfED N RADIET 77 4 Tl ol & EIRBEAR =Y — T Rk

MeSE L, BHERHIRIE RN T IRt T 2 7 mE AD Z & TY,

DL D IE T NHS B IZ>WTEHA L £,

RERXAR—S2Y—/\TNHS > RIL

AR=T =T MR EPFEE LIS AT, BTLOAR =Y =T bR TRy T
Ty TTHMERHY ET, HLONHSIE, BEERRELIEATHET DR 7250 5ER

SNET, THTEv,

V=T N RIDNEICHER SN ET,
WDFIZ, NHS N 7 7 v THREDOH 2~ L £,
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nsEETotz I}

R 9: NHS /N O T v THske

NHS NHSDTS5A4F4 | U 5 R4A RAERYK iy o rUA UL
54 1 2 3

NHS Al 1 1 | UP PROBE PROBE
NHS A2 2 DOWN UP DOWN
NHS A3 2 DOWN DOWN UP
NHS A4 2 DOWN DOWN DOWN
NHS Bl 1 3 ! UP PROBE PROBE
NHS B2 2 DOWN UP DOWN
NHS B3 2 DOWN DOWN UP
NHS B4 2 DOWN DOWN DOWN
NHS 9 7 7 4V bk 77 %V bk 1 UP UP DOWN
NHS 10 DOWN DOWN UP

AR—=T V=T "NV DEy NT v, 7IAZTIBIONT T AKX IIZET S 415D NHS
ET TNV I TALIZBTH2HEDONHS #HTEET, T XTONHS IZENENDT T A
FTVTFAPRESNTVET, RREGEHITI3I SO TAXTTRTIICRESNTWEY, o
FO, KT TAXDOLRL EHL1IAEDONHS WHICAR— 7 IZHER SN, b RV BT D 0HE
N E9,

FUA1TIE, V5AX 1 DONHSAL, 77 AX3DONHSBl, BLXOT 73V~ 7T RAZD
NHS9 A UP T4, ZHNHIIAR—7 LOWEEMLL, RIRDAR—I V=T MR NVETE
MLEST, FUA2TlE, FRENDI FTAZTTIAF YT Nk bE ) NHS Al B L O
NHSBLMIET 77 4 Tl >TWET, DD, WIZTTA AV T A ENEWVNHSA2 B
NHS B2 & AR —7 ORI N U FVBHESLESNE T, 7212 L7744V 7 4 Db\ OIX NHS
Al L NHSBI THh D2, AR—=27FnbD 7o —7 %Mkt LE9d, L7z ->T, NHSAI &
NHS B1 /X PROBE {RRED & £ T,

27U 43 Tl&, NHSA2, NHSB2, BLXONNHSONIET 75 4 T2/ o> TWET, AR—271Z
PROBEIRFEDNHS 3T 7 7 4 TIZIR o oM E I MEMERLET, 7277 4 7> TV LG4,
AR =2 1EE D NHS ~OFH 2L L E T, £721FF VA4 3 TRT X512, PROBE RED
NHS RENSHT 7T 4 TR TWRWEE, AR—71F37 T AXZ 1 ONHSAI BLOY TR A
3O NHS B3 [Z##i L £3, NHSAI & NHSBI (X, AFR—7 L8 LT &k L, UP
IRHEIZ72 5 F TPROBE REED £ ¥ T,

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i
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E{ERFICE

5 10 - NHS [Bl15H#4E

DMVPN kYL ALR EZ8 1 V5 EEHENY ST v INHS |

B NHS kU RIVIZE D

ATR—=T I —=INT N RIBENEAET DL, T4 4V T A ERICE W NHS 26/ LT
N DT o7 NOFRABHESLEINET, 7744V T 4 EIMEV NHS T b > RV Sz
BEb, AR—7IITTAFV T AP RBEWNHSO Fu—7 2k LEST, 794 A4) T+
EAEOLEWNHS N7 7T 4 72 b e, AR—ZZZFDONHS D b RVEHSLLET, =
DOFEF, £ NHS (T UPIRFEIC /20 £,

WDFIZ, NHS [IEEEZ R LE T, AR—2I Y =T FoxOvy vT v, 7T AH 1
BIONI TAF BT DHA4EBEDONHS & T 74V b 7 T AXIZETH2HAEDONHS 2T %
T TRTONHSICERAR DT T4V T 4 BHESNTWET, RAEGHEILLICHES N TWY
F9, VST UA1TlH, FTNENDI TALZTT T4V T 4 B3 bV NHS A4, NHS B4, B
FONHS 1023, b RNV EFENLT HAR—7 LT ONEST, AR—21F, 77403V 7«
EA BV NHS & Ot 2 N T 572012, K0EWT T4 4V T 4 ZFFONHS O 7' r—7
kR LET, LR Ty F U A1 T, 7 TAXTTI7A44 Y T E K S E VD NHS Ok
HEIZPROBE T, ¥} U A 2Tk, 7277 4 72 NHSAl NAR—Z7 LD F v x &K LT
UPKRBICZ2 0 £9, NHSAL DT I7AF VT 4 B b @O T, AR—=71F7 T AL N

NHS 7o —7LEtA, LER-T, 77 AX 1 O NHS 133 2T DOWN (REE T,

NHS B4 & OGN U S =HE. 7 7 AX3ONHSBL ST 77 4 7 TlEip\nizh, AR—7
X774 40T A EBRRICE WV NHS B3 (2856t LE3, ¥ U 43 TIEINHS Al 35| & & UPIR
BTT, EBIWLTZTARAEITTIAFTV T 4R EBEWNHSBL BT 77 4 712720 v
ERALTCUPKREIZRDET, LRS- T, 77 A% 3 OMd NHS X PROBERIETIIH Y £
Yh, 1L, T4V I TAZTTTAF VT 4P BV NHS 10 23 UPIREETH H 7=
O, AR—=TFI TAINTERLEWT TA AV T 4 ZFFONHS9 O o —7 Zfke L9,

U A4 TliE, NHSAI & NHSB1 285| &% UPIREET, T 74V N VT AXTHRLEWT T
AFVT 4 ZEONHS 9 2N UPIRFEIZAR > TWET, ZHCkY ., £/ 72 TENEFNERDE
W' T A F VT 4 ZFFONHS & AKR—7 NEEAT 545 DT, PROBEREDNHS iZH 0 &
/Uo

NHS NHSDTS4 | VS5 R4 mRAEREH |(PFUA oFIF oFIF UFYF
T4 1 2 3 4

NHS A1l 1 1 1 PROBE UP UP UP

NHS A2 2 DOWN DOWN DOWN DOWN

NHS A3 2 DOWN DOWN DOWN DOWN

NHS A4 2 UP DOWN DOWN DOWN
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DMVPN kYL ALR E=4 Y V5 EEHE/NY S 7 v 7 NHS
DMVPN k> RL ALR E=2 v e@ENy o7y IS DEESE I

NHS NHSDTS54 | V5 R4E RRERE (v UA A A ol
TUT4 1 2 3 4
NHS Bl 1 3 1 PROBE PROBE UP UP
NHS B2 10 PROBE DOWN DOWN DOWN
NHS B3 10 PROBE UP DOWN DOWN
NHS B4 30 UP DOWN DOWN DOWN
NHS 9 FI74 bk |F7xb |1 PROBE PROBE PROBE UP
NHS 10 100 UP UP UP DOWN

DMVPN F > RILAILR EZAZ )5 EEIENYI T Y
7 NHS DEEHE

NHS 7 5 X 2 D KEMBMDERTE

NHS 7 7 2 5 QU B e RESGT A BOET DITIE, IROIEREFATLET,

FIEDHE
1. enable
2. configureterminal
3. interfacetunnelnumber
4. ipnhrpnhsclustercluster-numbermax-connectionsvalue
FIE D £
ARV RFFERRETIVa Yy S]]
ATy T enable FiME EXEC € — R& A X—7 /L LET,
. CNRAT—REANLET (ERanizh
i A
a) o
Router> enable
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DMVPN kYL ALR EZ8 1 V5 EEHENY ST v INHS |

B v Dy o EMORE

ARV RFERRERTI VA Y

S]]

2T S2 configureterminal Jua—nN) a7 4 ¥ a2l —arE—REH
LU ET,
i
Router# configure terminal
ATvT3 interfacetunnelnumber AN —T oA A AL T 4 Xl — g B
Na2Bm L ET,
i
Router (config) # interface tunnel 1
ATvTA4 ipnhrpnhsclusterciuster-numbermax-connectionsvalue | Y, 3570 e KB AR E L E T,

1 -

Router (config-if)# ip nhrp nhs cluster 5
max-connections 100

G¥) IPv6 X E DY 1%, ipv6 nhrp nhs
cluster cluster-number max-connections

value A< REFEHL T,

NHS 2 A+ —)L/\y J BFfE DERTE

NHS 7 4 — Ny 7 ZRET HITIE, ROEXEZFITLET,

FlEDHE
1. enable
2. configureterminal
3. interfacetunnelnumber
4. ipnhrpnhsfallbackfallback-time
FED M
ARV FERET7IV3 Y B&Y
2ATFwv I enable ¥¥HE EXEC E— K& A X2 —7 M LET,

11 -

Router> enable

CNAV—=FREANLET ERSNZHE) .

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F



| DMVPN Fo L ALR B4 Y LG EEBENYY Ty T NHS

NHS DTS 1A Fcae s —TEnEE [

AU RFEEETIVa Y

B

2T S2 configureterminal Ja—R_) a7 4 X2 lb—yaryE— R2lBLE
‘gAO
i -
Router# configure terminal
ATvT3 interfacetunnelnumber N B —T 2 A A Ay T 4 X2l — gy T— F4H
MLUET,
i -
Router (config) # interface tunnel 1
ATvT4 ipnhrpnhsfallbackfallback-time NHS 7 +— /" 7 B2 E L ET,

11 -

Router (config-if) # ip nhrp nhs fallback
25

GE) IPv6 3% E D54 1X, ipv6 nhrp nhs fallback
fallback-time 2~ > RZ2EH L £7°,

NHS D TSA A TAEETIL—TEDERTE

NHS D7 A4 4V T 5L I N—T (0%

RIET DI, ROEEZFITLET,

FIrDOHE
1. enable
2. configureterminal
3. interfacetunnelnumber
4. ipnhrpnhsnhis-addressprioritynhs-priorityclustercluster-number
FlED M
ARV RFEREETIVa Y EL:y
ATy enable FrtE EXECE— R A X —7 /T LE T,
) - CNATU—=REANNLET (R

Router> enable

58)

o
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DMVPN kYL ALR EZ8 1 V5 EEHENY ST v INHS |
B OMVPN FoRLALR EZ8 Y LT EEENY S Ty T NHS BEEDFER

AU RFERETIVa Y B#
ATFv T2 configureterminal ra—) ary7 4 Xal—ay E—
NA&BmG L ET,
fi
Router# configure terminal
ATFvT3 interfacetunnelnumber Ao B —Txzf AT 4 X2l — g
E— FZBRBLET,
1 -
Router (config) # interface tunnel 1
ATvT4 ipnhrpnhsnis-addressprioritynhs-priorityclustercluster-number | 870 7S5 4 F VU F (fEL 7 T A X [EE

&1

Router (config-if)# ip nhrp nhs 172.0.2.1 priority 1
cluster 2

ELET,

GE) IPv6 5% & D& E1X. ipv6 nhrp nhs
nhs-address priority nhs-priority
cluster cluster-number 2> R%&

AL £

DMVPN F> RILAIIR EZAR Y G ERIE/NY T 7w 7 NHS #EED

R

FIEDHEE

FIED M

ATy I

DMVPN kb~ LA E=Z Y 7 L (N7 7 v 7'NHS) HEEOREIZEET 2 1E#RE £
RB X OERT AL, ROEEEZFITLET, KRDshow 2~ RELEDIAF TEITTEET

enable

showipnhrpnhs
showipnhrpnhsredundancy
showipvénhrpnhs

R W=

showipvénhrpnhsredundancy

enable

BeME EXEC B— RE A R —7 NI LET, R U—FREZANLFET (EREINTZHEE) .
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ATy T2

ATv74

ATy TH

i -
Router# enable

showipnhrpnhs

DMVPN F >R ALR E=2 Y v e@ENy o7 v T NS aeniR [

NHRP NHS H# = F o~ LET,

51

Router# show ip

nhrp nhs

Legend: E=Expecting replies, R=Responding, W=Waiting

TunnelO:

10.0.0.1 RE priority = 0 cluster = 0

showipnhrpnhsredundancy

NHRP NHS [iEfFH & £ R L E T,

51 -

Router# show ip
Legend: E=Expect

No. Interface

1 TunnelO

2 TunnelO

3 TunnelO

No. Interface

1 TunnelO
showipvénhrpnhs

nhrp nhs redundancy
ing replies, R=Responding, W=Waiting

Cluster NHS Priority Cur-State Cur-Queue Prev-State Prev-Queue
0 10.0.0.253 3 RE Running E Running

0 10.0.0.252 2 RE Running E Running

0 10.0.0.251 1 RE Running E Running
Cluster Status Max-Con Total-NHS Responding Expecting Waiting Fallback
0 Enable 3 3 3 0 0 0

IPv6 [ A & NHRP NHS a4 F R L £,

51 -

Router# show ipv6é nhrp nhs
Legend: E=Expecting replies, R=Responding, W=Waiting

TunnelO:
2001::101 RE pri

ority = 1 cluster = 5

showipvénhrpnhsredundancy

IPv6 [ 4 > NHRP NHS EEIE#E2F R LE T,

51

Router# show ipv6é nhrp nhs redundancy
Legend: E=Expecting replies, R=Responding, W=Waiting

No. Interface
1 TunnelO
No. Interface
1 TunnelO

Cluster NHS Priority Cur-State Cur-Queue Prev-State Prev-Queue
5 2001::101 1 E Running RE Running
Cluster Status Max-Con Total-NHS Responding Expecting Waiting Fallback
5 Disable Not Set 1 0 1 0 0
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DMVPN kYL ALR EZ8 1 V5 EEHENY ST v INHS |

B OMWPN FURLALR EZRY U EEE/NSY Y T v T NHS OBES

DMVPN F U RILAIJILR EZR YT EEIENYI T Y

7 NHS D% 7€ 5

NHS U 5 X 2 D Kigk D% E 5

WOFITIE, 77 AZ0IZET 5 35D NHS IZ-2VWT max-connections] fE% 3
ZRLET,

interface tunnel 0

bandwidth 1000

ip address 10.0.0.1 255.0.0.0

no ip redirects

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast 172.0.2.1
ip nhrp map 10.0.0.253 172.0.2.1
ip nhrp map multicast 172.0.2.2
ip nhrp map 10.0.0.251 172.0.2.2
ip nhrp map multicast 172.0.2.3
ip nhrp map 10.0.0.252 172.0.2.3
ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.252 priority 2
ip nhrp nhs 10.0.0.251 priority 1
ip nhrp nhs 10.0.0.253 priority 3
ip nhrp nhs cluster 0 max-connections 3

ip nhrp shortcut

delay 100

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

NHS 7 #—JL/\v I BRI DK EH
ROFEITIE, NHS 7 +— /Ny 7Rl & 25 RN ET D FiEE R LET,

configure terminal
interface tunnel 1
ip nhrp nhs fallback 25

NHS DTS A4 ) T 4EE T IL—TEDEREH

WOFITIE, NHS ZHEED Y ZAZZ T N—TI L, %7 T A XTI DK
FitEERLET,
Configure terminal

interface tunnel 0

ip nhrp nhs 10.0.0.251 priority 1 cluster 1
ip nhrp map 10.0.0.251 192.0.2.4

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
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DMVPN kU RIL AR EZRY VT EEE/NY Y Ty T NHS

ip nhrp map multicast 192.0.2.4
end
configure terminal
interface tunnel 0
ip nhrp nhs 10.0.0.252 priority 2 cluster 2
ip nhrp map 10.0.0.252 192.0.2.5
ip nhrp map multicast 192.0.2.5
end
configure terminal
interface tunnel 0
ip nhrp nhs 10.0.0.253 priority 3 cluster 3
ip nhrp map 10.0.0.253 192.0.2.6
ip nhrp map multicast 192.0.2.6
end
configure terminal
interface tunnel 0
ip nhrp nhs cluster 1 max 1
ip nhrp nhs cluster 2 max 1
ip nhrp nhs cluster 3 max 1
end

ZDMDSEEH

EEEH

zonszas W

HEEE

XZaT7ILEA ML

CiscolOS =< K

[Cisco I0S Master Commands List, All Releases.]

DMVPN®O 2= KL, a~r FE—F, 5
TxNh FERHEOTA RT A0, BLOW]

[ Cisco I0S Security Command Reference]

2

Py

24 FIL

ZOBRETIX., FTLWHIKEZIIEE SN
iZR—Fr SN TWERA, 7. BEOH
KAk T2V R — MIEFEITH Y T8 A,

MB®DY >Y

ZOBRETIE., FILWHBEIIEFTSNn-H
iV R—FrENTWEFA, £7-. BBEOH
AT DY R— FMCEEITIH Y 5 A,

BIRLZT 7y b7+ —2A4, Cisco /7 hU =
7 VIV—=ZA, BLOYT 4 —F ¥ v D MIB
AR L TH U rm— T 2881%, IROURL
\Z & % Cisco MIB Locator {5 L £,

http://www.cisco.com/go/mibs
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DMVPN kYL ALR EZ8 1 V5 EEHENY ST v INHS |

DMVPN k2 RJL ANJLR EZR Y U5 ERE/NY T 7 v T NHS DBEEIER

RFC

RFC 24 kL
ZOWRETY AR — FSBEMELIIEE ST |-
RFCIEIH Y £H A,

DRAMTYZ AL HR—F

B vy

HDOURLIZTZEALT, YAaDT I =7
WY R— NERRBIEHL TSN, 2
BOYY—RF, VT NI =T EA A=)
L/VCEQH/E_’LfCD N ‘:/X:f@@uuu%oﬁ:& Jna—
BT D BRI RIRE A fR T L 72 0 §~ 5 72 DIl
HALTLZEW, 20O Web¥ A b EDY—i1
W27 7B AT AL, Cisco.com D174 1D
BILUOANRY — RRMLETT,

http://www.cisco.com/cisco/web/support/index.html

DMVPN F>RILANIILR EZA1)
7 NHS O #REE R

G ERTEINYIT Y

ROFIZ, ZOFEY 22— /L THH LIEEEICET Y U —AFRERLET, ZoRT, Y7
=7 VU= FbA U TEEREDOY R— bR EASNIZEEDOY T My =T VI —RET%
ARLTWET, ZOMEEIX, FRZED B WIRY . 2O —#HDOY 7+ v =7 U U —ZThH

PR—FENET,

TIT N T F =DV R—FBLIR 22V T 2T A A=V DY R— MCET HRERE

9 %121%, Cisco Feature Navigator Zff ] L 97,

Cisco Feature Navigator |27 7 £ A3 51213,

www.cisco.com/go/ctn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
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DMVPN kU RIL AR EZRY VT EEE/NY Y Ty T NHS

DMVPN k> R)L AR E=2 v eEENy o7y TNS oigaeE® [

R1T:DMVPN 2R ANJLR EZR Y VG ERE/NY Y 7 v T NHS DHEEETER

HRE

Iy

1)) —x

HAETEHR

DMVPN bk R/ ~JL A E=
Y rlEliE Ny o7 o7
NHS)

Cisco IOS XE Release 3.9S

DMVPN kL ~LA E=
gV reEE Ny Ty
NHS) HeafEH 2 &
DMVPN /7 ~DHzfe 450 % il
T&EET, £, 794~V
NTITHHE T E I & E IR
INT SO R Z D ATHE T,
WD A~ NPEANETTER
SAVE L7z, ipnhrpnhs,

ipvonhrpnhs, showipnhrpnhs,
showipvonhrpnhs
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DMVPN kYL ALR EZ8 1 V5 EEHENY ST v INHS |
B OMVPN FURLALR B8 LT EEENY S T v T NHS DiEEER
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%6%

DHCP k> )L HiR—

DHCP k> /b $R— MEHETIX, DHCP Z#fiH L TV —TF 1 v 7 B 7 {t (GRE) k
VANAVE =T 2 AAD ) — R (FFRIFAR—Y) 28 A FI v 7IZHRETEET,

Dynamic Multipoint VPN (DMVPN) v U —ZIZZ ML TWAEAR—27 (2%, FLCIP ¥ 7
Iy MZBLTWLE—EDIP 7 RLUANMLETYT, KHFMAZ DMVPN *y hU—27 TliL, *v
N — 7 EHENAR—T T RUAZTFEICRET HZ EIXNEE TS, L2 > T, DHCP % ffi
FALTDMVPN %y U —2 TAR— T RLAZZAT I v 7ITRELET,

¢ 1:72& Iﬁ#&@ﬁﬁwu, 117 ’\0’““/

* DHCP kb R — F O#IFIEIE, 118 ~_—

* DHCP kv bV HAHR— FZDOWT, 118 RX—

* DHCP b /L AR — FOREFTE, 120 ~2—

* DHCP b XV $R— hOFREW, 122 _X—

* FOMDOEEEER, 123 NX—V

* DHCP b v %/L PR — h OSRERGE R, 124 _—

HEETRH DR

CHEHOY 7 R 2T UY—ATIE, ZOFEY 22— L THBENETRTOMENYR— FEh

TV LR £ A, EHOERER R L OIS IZ DWW TIX, Bug Search Tool 58 X OV HEH D

TR T A= LBIRNY 7 2T V=AY Y —R )= EZRLTLEIN, Z0F

‘/“:LPA/I/“Ciﬁ‘ﬁﬁﬁéﬁ“LéT%%A BT 2 H, BEXOSHEENTR— SN2V U —2D—FElZon
. HEEERoORESR L TIE3N,

TI7Y N7 —bOY R I BLIORAY T b =T A A—VOYR— MIET DR E MR
J % IZI%, Cisco Feature Navigator Zffi /] L &7, Cisco Feature Navigator |27 7 & 29 % 1Z1%
www.cisco.com/go/ctn IZBE) L 3, Cisco.com DT I 7 MILEDH Y FXH A,

Dynamic Multipoint VPN 3> 7 4 ¥aL—> 3> A4 K
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DHCP koL HHR—k |
B DHCP R UFL HER— FOHIMEIE

DHCP k> )L 7 R— FDHFIFIEIE

* DHCP #—/N{ZDMVPN " FICEATE ¥ A, DMVPNNNT R L—x2—T =2 hE LT
F¥BE L. DHCP #— NI DMVPN NI L TEASNAMLERH Y £1°,

* 7 KU AMFED DHCP #8E1X DMVPN TV AR — FENTWER A,

DHCP k> k)L B R— FZDUVT

DHCP D2

DHCP|Z7— F A N7 v 77 ra ka2 (BOOTP) IZH2SWTEY, TCPIP R > U —2 EDKRA
MIREFREET 7L —2 U — 27 2t LE9, DHCPIZ LY, BRIy NU—2 T
RLVABIORES TV = /784/5’ X FARAMIHBMIZRID B ToND L IICRY F
4, DHCPI2 oD a R —x M THEINET, 1 213F X MNEADRE/NT A —4F % DHCP
P—RNNEHRAMIBETA D072 bar T, I 1 DEFA MRy NTI—7 T RL A%
TV ETHEDODAI=ALTY, DHCPIZY 74 7 > MNP —NET VST ET, BE
SNFEDHCPH— R A MR, AT I v ZITHRESNDERA MK LT, Xy hU—27 T R
AEEND YT, RENTA—=FERMELET, MOV TIEL, [ Cisco 10S IP Addressing
Configuration Guide] @ TDHCP] OIHAZZML T 7ZE0Y,

2RIV Ry T —% TO DHCP D ENE

DMVPN ZR—7 /) — K%, FHHRRESNZDMVPN %7 A kAR 7 H—s" (NHS) (KT ) —
R) EDMURVERHIL, hor RN A X —T 2 ATIPT RLUANRE SN DHHINIC NHS &
IP X7y hEZHLES, Zhicky, AR—=27 EODHCP 7 74 7> k., BXO'NHS LD
DHCP V) L — = — = b £ 721X DHCP #— 38 DHCP £ vt — % %%{5 & £4, DHCP Y
L—x—Vx> heid, 7279472 NV — T DHCP N7 v N &E#LET HARA N TT,

AR—=T DR RN UPIRRETH D), 77T 4 772> TCVDEE, AR—7 TFRRE S
NIenT ) —RED N RNVEMHNLLET, MRV OBEKERIZ, AR—7 LATHO R xv
(2%} L CIP Security (IPsec) M5 EALNRESNDILGENH IV T, AR—T BT ED F 3L
ZREST L7221 7, DHCPIZGRE o b A v B —T = A AUPBHMEZZELE T, AR—7Y
TREEN/ZDHCP 7 74 7> MiE, ~7 (DHCP VL — x—Y = hEZIFEY—/X) & DHCP
Py hEZHALTC, GRE b RV A X —T =2 ADIP T KL AZESTHMENDH Y £
T, L7 >T, GRE h> R A ¥ —T A AUPEAMN DHCP r—"F/2iZV L—x=—T =
¥ MZEFEENDHNS, AR—=T V=T N FIVNT 7T 4 TIREIZR> TV DHILERH Y F
7

DMVPN AR —27 CTC7a—RKEx¥y A hENDHIP 37y MEZDMVPN NTIZEELE T, AR—7
1Z. GRE ho XNV A Z—T A ZADIP 7 KL XA ZEET AHETNZ. DMVPN /~7 @ DHCP V
L' — x— x> FZ DHCPDISCOVER # vk —2% 7 — K%+ X b L%9, DHCP L.
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| DHCP kL HR—
DHeP yL—z—SzvhreLTodmennT [l

DHCPDISCOVER X v —VHEA LTI/ IAT v MZA 77— 2=F ¥ A LET, ~NTIX
AR—27 75 Next Hop Resolution Protocol (NHRP) &% 5f5 LWL AR—7ZIP /N7 > }\252
BETEEH A, DMVPN AT THRESN/ZDHCP Y L— = —Y = &, DHCP 7 747 > k
%7 v b (DHCPDISCOVER £ L O DHCPREQUEST) (2~ v B> ZEWABM L £9, DHCP 7
FA T v MOBMENEZ~ Y By ZERIZ. DMVPN N7 DHCP — &% U L—73 5729
WERTEET,

GE) DHCP A GRE bR/ f B =T 2 A4 ZADT RLAZEETDHE T, AR—I0nHEESN
% NHRP BERITHIR S ET, ZD7D, [FHHTE ZHE%E DHCP A v — YV ORZENATHEIC
R0 E4,

DHCP )L —I—2 x> & LTODDMVPN/NT

J—x2—V =2 b THDHCP IFEECE £d, Vb —x2—Y = ME, DHCPZ 747
Y EBEIOY—DRIOH T Ry M LIGEICOAMERAESNEST, Vb—x2—Y = ME
DHCP 7 A 7> k& —RHOEEF v /L& L THEREL £3°, DHCP b /L 7R — MERE
TlX. DMVPN "7 A DHCP #— N[ZDHCP A vt —Y%2 U L—95) L —T—2x hE LT
BERET AN H Y £,

DHCP #— X DMVPN v hU—7 OHHIZH D . DMVPN T ) — RIPHEE A% LT
TIRATEET, AKR—2 /J—FRiZ, "TV—RR—27 brx)L (GRE b R/V) ZiE-o> T
DHCP #— NZH[#E L £9°, DHCP #— 32 DMVPN AR —27 MO EHERET L Z LIX T 8
Ao DMVPN N7 EODHCP V L— =—Y = b, AKR—2 E®DHCP 7 74 7 > b & DHCP
H— R[TTDHCP 7' & h 2L X vt — TR T HERICEN L E T,

DMVPN KRB

Ta1TFILINT VS )LDMVPN FAROD

T 2T N7 7V DMVPN bR e 2Tk, DMVPN TR MRS 24 7 XA U 7 o
(HA) H¥7AR— b &4 2726 U DHCP % — N2l F DT 4T 2 BN H Y £5, T E2HER
% DHCP Y— Bt 235413, AR P 7 KL A 7— &7 R L AED Y CTHIC
RETLHIHERDH Y T,

TaT7ILINT TaFJ)LDMVPN RO D

T 2T NT T 2T /L DMVPN bR m U Tid, T 1B & O DHCP Y— NIZEER S E
DMVPN 7 (DHCP J L— x=—y x> ) |, U L —Z#72 DHCP E3RIZZ T4 7 > MO K
YFVIPT RV AZEE®HET, DHCP E3RiE, DHCP ¥ — "B IELWT— /A5 IP 7 KL R &
DY THEDIHERESNET,
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DHCP koL HHR—k |
B DHCP kL HER— FOBESE

f&FEE DMVPN ~Ra o

DMVPN OREfER! kR a2 Tik, DMVPN NTICEHO L~ n3BH 0 £4, 7277 L hoxrb A v
H—=T 2 A ADIPT RLVAIL, TR_RCE—-DIPH T Xy b 7T RLANLE DL THNET,
DHCP 7 A4 7> b7 ua— KX ¥ A ks \Fy NI, BEERINANATIZ7r—R¥y A L
NEJd, TOD, §XTOL~ULD DMVPN /N7 (X, DHCP #— X% 72/Z DHCP V L — T —
Vxr FOWTNINTHALILERSH Y £9, DHCP 4 — & FHT 2546, —0F —ZX—
A& T 2 MERH Y £9, DMVPN/NT X, DHCPZ A 7 b 737 v k& H190 DHCP ¥ —
NIZHEETHDHCP V L— =—V 2 M ELTHETHALENH Y £9, DHCP H— 303 Hige N
TIHBEENTWAES, TXTODHCP 7o — F¥ ¥ A MIV L —x2—Y 2 FCU L—&h
T DHCP % — NIZE#E L E7,

DHCP kR J)L HR— FDEREFE

DHCP [t EZ1=F v A T HODDHCP ) L— I —2 1Y FDER

I_l_I
=
DHCP JE& %2 a2 =F ¥ A T HLIIZDHCP V L— = — = NERET AT, ROEE(4E
1ITLET,
77 4/ h TlZ, DHCP J&& X DMVPN NI 0B AR—7 17 0 —RKEy A hE&nEd, 2Dz
B, WHRIE D/ N— 2 F23EE L £, DHCP b > /L YR — MMEREIX, DHCP X v &— Y0 7 o —
Ry A hENns EHELETA, L=2-> T, DHCP Z DMVPN Bihi CHERE &+ % (21X, DHCP
Jb— 22—V 2V MR DHCP A vt —V %2 2=F Y A NTHLIICEETIHILERDLY £,
FlEDHEE
1. enable
2. configureterminal
3. ipdhcpsupporttunnelunicast
4. exit
FEDEHE
ARV RFEEETIa Y Bry
ATy T enable ¥EHE EXEC E— K& A X —7 ML ET,
il - XA —REANLET (EEREINEZHE) &
Router> enable

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
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| DHCP kL HK— b

Jo—

F¥x 2 k7555573500 DMPN 2K—s0%E I}

AT RFEREIT7IIY

B

ATFv T2 configureterminal Ja—)ary7 4 Fal—aryET— REHELE
j‘o
i -
Router# configure terminal
ATFvT3 ipdhcpsupporttunnelunicast DMVPN %> h U —27 FTDHCP jn&x%Z2=%% & |
FTHAR—=T V=T RNV ERELET,
i -
Router (config) # ip dhcp support tunnel
unicast
ATvTAa exit Ja—Lar 7 4 F¥al—yaryE—RERTLE
‘a—o
i -

Router (config) # exit

JO—FX ¥R T759%9 )79 5H=60DMVPN X R—Y DRE

FIRDHE

Ju— KXy AN T7T7 7% U7 45K
LET,

HIZDMVPN AR —7 ZERTET HIZIE. IROVEZHE%EFELT

DMVPN A R—7 %, 7 7 4/ ks TDHCP ® DISCOVER 3 L T*REQUEST X v Z—IiZ7r— K

FYANTI7ERELES, TDOLD

DHCP VUV L —x=—Y = ML, DHCP & Z 1 =F ¥ A

T A7 DICHBERIERNZE A>T ThH, DHCP IR EZ AR—7 |27 0 — REy 2 N EESH %
BEFA, LERST, DMVPN AR—I 06D 70— REFy A s 75 7% 7 VT T 50ENRD

Di‘j‘(}

enable
configureterminal
interfacetunnelnumber

ipdhcpclientbroadcast-flagclear

RN =

exit
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B DHCP UL HER— FOBER

DHCP kL HR— b |

FIE
ARV RFERETI3Y =Lz
ATy enable Fite EXEC E— R& A X—7 /LT LET,
bl C SRR FEANLET ERSALH) .
Router> enable
ATvT2 configureterminal ra—\ )L arZ 4 Fal—varyE— FelBLE
j_o
i
Router# configure terminal
2Ty T3 interfacetunnelnumber NN A L E—=T oA ABFEL, A X —T AR
OV 74X al—ya Ly EB— RERBLET,
il -
Router (config) # interface tunnel 1
27vT4 ipdhcpclientbroadcast-flagclear FR—F¥% A} 7527%2 U 7F%E5ICDHCP 7 5
AT MERELET,
il -
Router (config-if)# ip dhcp client
broadcast-flag clear
ATvT5 exit AV B =T e A AT 4 Fal—arET—REKT
L, Zu—bar7 o Xalb—varyE—RIRYE
51 - caR
Router (config-if) # exit

DHCP + > )L HiR— FDE%

DHCP [t EZ1=F v A T HODDHCP ) L— I —D 1Y FDER

7€ 51

€ 1

WOFITIE, DHCP JEE A2 =F ¥ XA s 5L H5ICDHCP Y L—x=—V = NEHRET HHESY

~LET,

Device# configure terminal

Device (config)# ip dhcp support tunnel unicast

Device (config) # exit
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| DHCP kL HK— b

JO—K¥v Rk 7255%5 Y75 500 DMPN R R—40BES ]

JO—KFRXv RN T7559%9)TF7$5=6H0DMVPN X R—9 DEXRTE

1

WROHFITIE, 7o—RXy AN T7T77 %27V 79T5L5ICDMVPN AR—7 2% ET D HEER

L/i‘j—o

Device# configure terminal
Device (config) # interface tunnel 1

Device (config-if)# ip dhcp client broadcast-flag clear

Device (config-if)# exit

ZTDMDSEEH

EEEE

I=—aF7ILAR2A LI

CiscoIOS === K

[Cisco I0S Master Commands List, All Releases.]

CiscolOS tFHF=2UF 4 a< K

[ Cisco I0S Security Command Reference]

CiscoIOSIP 7 KL v v VR EEE

[ Cisco I0S IP Addressing Configuration Guide]

CiscolOSIP 7 Ly v o7 —E R a<w K

[ Cisco IOS IP Addressing Services Command
Referencel]

2

Py

24 kL

ZOOMRETH R — N ENDFHOEREE 7= 138
BN EHEIHY FHA, 77, BEFEOEYE
DY R—MIEEINLTHEREA,

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i



http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

DHCP > #JL HiR— b DHEREIEER

DHCP kL HR— b |

MB®D' VY

Z OEREIC K> THAR— F SN 58 L MIB
FLRREAEFEINTMIBIZHY FHA, 722
DOIEREIC L D BEE MIB OH R — MIEE L H
D EHA,

BIRLETT7y b7+ —24, Cisco /7 hU =
7UVIV—=A BLXOT7 4 —F % v D MIB
ERBELTH Y r— RT25881%, IROURL
({23 % Cisco MIB Locator Zf#H L £,

http://www.cisco.com/go/mibs

RFC
RFC 24 ML
RFC 2131 Dynamic Host Configuration Protocol

SRADTHZAIL YR—+

BLL]

)y

FDOURLIZT Z7EALT, YRAaADT I =%
N R— MERKRBIIEALTLEEN, I
BOYY—RF, YT N =T A A =)L
LTRELEY, YRAapfEFrr /ad—
R D BRI A fR D L 72 0 §~ 5 72 DIl
ALTLEEY, ZOWeb¥ A FEDY—1
W27 7B AT HEEIL, Cisco.com D1 7o 1D
BILONRRAY — RRLETT,

http://www.cisco.com/cisco/web/support/index.html

DHCP k> I Y R— F DBEEEFER

ROFIZ, ZOFEY2a— /L THH L7eEEEICET2 Y ) —AfFRE R LET, ZORT Y7 |
=7 VU= hbA U TEBEOY R— FBREASNIZLEDY T =T V) —R7Z1T %
ARLTWET, TOMEEIX, FFICHY BRWIRY . 2O —#HOY 7+ o =27 U —ZThH

PR—bSNET,

Ty N7 —LbDYR—=FBIOV AT MY =T A A=V OV R— MIETLIERE MR

95 IZI%, Cisco Feature Navigator Z i L £,

Cisco Feature Navigator |27 7 £ A3 51214,

www.cisco.com/go/ctn IZBE) L £ 9, Cisco.com D7 U7 2 MIMLEDH D £H A,
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| DHCP kL HK— b
DHCP k> yRi— booigaerssk

R 12: DHCP + > )L H7R— F D#EEEIESR

HERE J1)—=Z HRETEER

DHCP k> /b HR— b Cisco I0S XE Release 3.9 DHCP k> /L # R — MeRET
(¥, DHCP Zfffl L T GRE F
VAINVAH =T 2 AD ) —
K (E7FAR—7) 24T
IV TICRETEET,

Cisco IOS XE Release 3.9S C
X, Cisco4400> V) — X H—t
AEEH N — & 35 LR Cisco
CSR 1000V U —X 7 Z 7 K
=B R —FITZ OEEEN
FAEINE LT,

Cisco IOS XE Release 3.13S T
1%, Cisco4300 v U — X H—FE
AFETIN—Z TOFR— FA
BNEiE L,

WD <y RPBEAEIIEE
SjLE L7z, ip address dhep,

ip dhcp client broadcast-flag. ip
dhcp support tunnel unicast

Iy
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DHCP koL HHR—k |
B DHCP kUL HER— FOMEEESR
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7.

DMVPN F>RIL AR =AY S LA
18

ﬁ%fiy77w?ﬁ47FVHJ®MWW)%V*wmwx%:5UV7&E@%%ViD

VAT LA TDMVPNA Ry hEE=XBLRUR— T DRENRIL S ET, 2 OREEEIC

EE/RDMVPN A X Mt T 25 %y bV —27 &7 1w ka2 (SNMP) NextHopResolutlon

Protocol (NHRP) i#AIDH 7R — k& DMVPN Syslog A v —Y D% R — F S HAA TN TV E

f F7-. ZOMBEEZMHHT S Z LT, DMVPN b RLDIEFEMHICHESNT, VAT A TRV
IV A B —T oA ADREEHIFE T ET,

* HERETE IR OMERE, 127 ~—¥

* DMVPN k> /L ~)LVA B=H U o7 LEIEOFHESRME, 128 X—Y
* DMVPN k> R/L A~V R E=H U o7 L EEORKIFIEIE, 128 X—
* DMVPN R /)L ALV A E=X Y 7 LEEIZONT, 129 R—
* DMVPN R U R~V R B=X Y U7 ERIEORE R L, 132 X—
* DMVPN kR ~LVA E=F Y 7 & RO ER], 135 ~—
* DMVPN h U Rb ~LV A E=2 Y 7 EEIEOSEEEL, 136 ~—
* DMVPN k> )b~V R E=2 Y 7 L RIEOBREE#, 137 ~<—

P AE IR R D HERR

RO 7 27 VU —RATiL, 2OFY 22— /L TitBAENE TR TOMENRTFR— &N

TS LR £H A, BT OERER #E L OVEEIZ DWW TIX, Bug Search Tool 3 X OVTEH D

T R A —LBIRNY 7 =T VI —ZADYV Y —R J— BB LTIEIN, Z0F

Va— /LT SN OERRICET 2B W, BLXOSHEENYR— &bV U —2D—FElZon
Tl #efFRoRLSR L TZ3N,
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DMVPN k)L ALR E=4 LS L EE |
B OMWPN FURLALR B4 Y DS L EEORTIRES

TT Y N7 A =D R— PRIV R YT v =T A A=V OV R— MIET D IEREHER
9% 21X, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 23 5121,
www.cisco.com/go/cfn [ZF58) L 9, Cisco.com DT H 7 MILEDH YD FH A,

DMVPN > RIL AR E=AR ) Y EEIEDHIHIESEHE

SNMP NHRP ;&%
*SNMP BT AT A ETAF—TWIZEINTNWDLILERDH Y £7°,
* Get #{EFS K OF Set 4 & BENT X 25 — XA 72 SNMP R E & 2 A7 L RIZFAET 5 B0
HoFET,
*BAEFT ST XTONHRP N7 v 7T RA R—=T STV DORERH Y £7,

DMVPN F > RILANIILR EZAR Y U5 LEEIEDHIFIEIE

MIB SNMP
* SNMP SET UNDO {IH# AR — F SN TWEE A,

* Ja— RZRIZMIB-SNMP 7 — & D3R S 115 . MIB OFERGHEREIX AR — F STV ER A,
FELUMIB@EHNZY he—L F 77 MZOWTIE, ZDOERN a7 4 Fal— 3
vawr RIA4 v A =T x4 A (CLID) O bHF vy 7 F ¥ INTWB DA T

PhET,
* A L Syslog (AL —T ¢ 7B KRR (VRF) MG TIEH Y 8 A,

*L— MR E B2 L 2m @M, IPvd L IPv6 D71t b o)L X A T TOEWIH D £
A,

4B —D 4 RIKREDHIE
S HE—T A AREOHENT, V—T AR—T ) — R TFIIRETXET,
A H—T A RREOHIETIL, IPv4 72T B R— SN TWET,
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| DMVPN Fo L ALR E=4 YUY EEE
DMVPN koL ALz EzsyvseEgizont [l

DMVPN > RIL AR EZAY G EEIEIZDINT

NHRP #i5& MIB

NHRPJEHEMIB £ 2 —/Lid, 7 IA T bV —_OEFDO-0OD Y XA L7 ESEOF
WEEHTAIA T2 e RO K D 7R EE DMVPN A X kD72 SNMP 8 51 % & Fld
AT PR ENET,

CAR=T@INTHE T L2 EBRMUET, ZHUE, AR—27 BLUREINT IR ST
WARWERIZH AL T,

C AR—=I WIEFIINANTITRGEINE T,
CNTNIAR—=IVBE T LI Z BB LE 1,
CNTFIAR—I B L2 L2 L £,

¢ AR—7 F 7213 T 1E,. NHRP B &2 X » TREAHT 5TV 72 W Bl NHRP B 7 34 o7 2
L2 2B LET, 2 xiE. AR—Z LAR=T7 LOBO XV NE T T HIEE
<7,

¢ AR—27 F721F3 71, NHRP Bk I » CTEIE#EAH T 51TV 7Zeun 3l NHRP B 7 235G EL
L2 2Bl ET, & 2E. AR—=2 L AR—=7 LOBE D b 2N EE LT 556
<7,

A F =T =2 ALETNHRP N7y MIx L TRES NI L— MllRZ 8B A2 TWET,

MIBDT—Y ) FOEECL ST, BED NI v T2 xy NT—JEBRY AT AET21X CLI
A R—TNEFIIZT 4= NCT A FER RIS N E T,

DMVPN Syslog » v t—
DMVPN Syslog #§REZ T2 &, IRDA X2 D Syslog A v —TV %I TEET,

CTRTORZ AL By PREA N b, L& VAT LATHRI AN Ry 7 H—=nN
(NHS) . X7 A AKy T 27F747 > F (NHC) . £7213% 7 A M Ay 7 7 (NHP) M
HEEL TS, FREA T L TWAIENESEINZEETT, LD AvyE—T0D
BRELNVIHEREE LTREINET,

* NHRP fifEiR A X2 b, T2& 20X, AR—7 PRz E— b AR—27IZxLTEETD L
&, FTIEINHRP AN S E ZZEETICHA LT U R LIZEETT, ZNHDORA -V
DEREL~VIHERE LTRESNET,

*DMVPN 559514 X b, 72& 201E. DMVPN Y7y b = RURA—Fombrn—X,
FIX B —ADA =T NIEFEINTZLEETT, INHDORA vy E—VOEKE L ~LT
HWEE LTRESNET,

Dynamic MultipointVPN 2> 7 4 X2 L—>3 > A4 F
|



DMVPN k)L ALR E=4 LS L EE |
B sz zxnEonm

*NHRP =7 —i@%l, 7-=& 21X, NHRP Bk E 723k A N ARG LIZE &, VAT 4

Frw 7 AR IRRELIZE & ETIENHRP U 7R/ b= T — 23584 L7z & |2 NHRP
—EHNFRENET, TNHDORAyE—VOEREL~VUITT —L LTHRESNE

TO

LUFIZ, NHRP =57 — A v =YDl RLET,

Received Error Indication from 209.165.200.226, code: administratively prohibited(4), (trigger src:

209.165.200.228 (nbma: 209.165.200.230) dst: 209.165.202.140), offset: 0, data: 00 01 08 00 00 00 00
00 00 FE 00 68 F4 03 00 34

TT— A=, =T—0BRELE/ —FKDOIPT FLA, F#ELH TITa—RF v A
k= FT 27X (NBMA) . BLO%ET FLAREGEnLTWET,

*DMVPN =7 —iffil, 72 & 21%, NET ID fE2FEE STV E X F£721X NHRP v /L F
XX ARDOLTV r—rary T —0RNRELLEETT, EREL-ULL, NET IDfEA v
T UNRE I TORNWEEITEAICRESIL, NHRP vV F Xy A O LT r— 3
VET—RRELEBAIIZ I IR EINET,

* A —T 2 A ALETNHRP X7 v MIX L TRESNTZL— MIEZ#EXTWET, 20
A X ME, NHRP 7o A CULFR & L5 NHRP /X7 v b, A v X —T = A A RIZERES
NTNDL— MlBZBA 7L XICHRAELET, INHDOA vy E—VOEKE L ~LTEE
ELTRESINET,

423 —T A RIKREDHITEH

A B —T A ZREOFIEBELZH AT 2L, A X —T7 24 A LD FUBNFEEL T
HINE I DNTESNT, NHRP TA VX — T = A ZADWREEFIETEET, A F—T =A% I
_ﬁﬁéntﬁmf@mmw&ﬁ/bfwéﬁ% ZdH T L HYNHRP THitH S 472354, NHRP
CEOoTAVE =T oA ADRENF T ANZEBTINET, LrL, A ¥ =Tz ALICHRE
éhtw?h#wmm#@@kbfwé & AANHRP Tl S e ima, IRBBIIEERICA R S
nEJ,

NHRP TA »Z —7 = A ADRENEE S NTZHE, TOMO I A3 —E 2T, REBOZEKIZ
JECTRD L DI TEET,

CAUE—T oA ADREREHL INT6H, wWLv—T 4 7 7k (GRE) A ¥ —
7 = A AT LinkUp A »vt—U % 721X LinkDown X v — % HET 5 IF-MIB#EH (7 >
7)) WERSINET, INUHDO Ty T EMHEHL, VAT ATDMVPN 7 7 U RiZxtd 542
BRI ET,

A UH—T 2 ADIREENZ 7 BRSNS E, CiscolOS Nw 77 v A v X —T =
A ARERENBIIE L, =T — Il o 727 T A< ) NRAORBARR BT B72DDR DA
B—T A APRVAT LATHEHINS L IICTEET,

CAUE =T A ADRENX T ANELEINTHE, TXTOXATFTIvI =T 47
7m%nw;%héﬂ67/77—b#/27Afiméhi#04/& 7 = A AREED
HIEBEREIX, vV F R A > KN GRE (mGRE) A v ¥ —7 2 A ANX T LIZBRIZHE A F I >
I N—TFT 4 T HITI T 2=V A— "= A = XL Z L E 9,
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| DMVPN Fo L ALR E=4 YUY EEE
L P ER TS LTI

A B =T oA ADRENF T ANEFINTHE, mGREZ X7 A My 7L LCHAT
HFTRCDOAAT 4w I = BV AT AT VT EINET, A ¥ —7 A ZRREDHH
BEBEIX. mGREA > ¥ —T = A ABRX T LB —T 4 VT &BITH 7 =— /)L —/3— R
F= A LwEMt L ET,

A B —T = A ZIRBEOFREHEREIX, A WY —FRA L " A F—T =2 AL mGREA & —
T xA ADOMITTEWELET,

A3 =724 RREDFIHMDERET—- 70—
WORIT, A ¥4 —7 = A ZRIEOHIERE R DIIULT D B0 L AT LOBEE R LET,

K5: 4203 —7 x4 RIKEQFIEREDNHLT—Y 70—

Cisoo |05

@ Services

Lrve e Activation
State Event

Line Up/P rotocal Up

@ NHRP Interface State Control @

Line Up/Protocol Down @

(3) NHAP Registration (7))

IPsec Session Up

Initiate IPsec tunnel @

¥

@ IPsec and IKE session
negotiation

1=87 18

A B —T oA ZAREOHFOHIIZTKRD L S IZEEL £,

1 22 —7 = 4 ZRREOHEEEIZ., GRE A % —7 = A AD NHRP % E CTA F— 7 /I
ESNET,

2 VAT AT b a/WRENHIHME S, BRE SN2 NHS I0ET 5 0N WEAIC, 7
ADT vTeTa haloF g ARENEREINET,

3 TA40DT v IREEDEF|ZX - T, NHRP Bk ot ANBB I ET,
4 NHRP B§k7 1ot 2 TlIPsec b RADBBESNE T,

5 IPsec hRNADBALBIZE 5T, IPsec E IKE v RNV DFR I m— gy T ARG IH
F7,

6 rrxLORXRITZ— gy PR EARNERICETLEDS, VAT A TIPsecEy > a Ty
T A=V N AT ANEEENET,

7 NHRP Z$x 72t ATIPsec By ary Tyl Ave—URN2E8nET,
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B OMWPN FURILALR 24 Y LS EEEORES

DMVPN k)L ALR E=4 LS L EE |

8 NHRP BT v AT, FA4 D7 v 7Fe7Fa haldy v FIRENGREA V' F—T =1 A

(XL THE SNVET

9 GREA Vv H—T A AREBNTALDOT v 7a bhaldr v A ICEBEINET,
10 > 257 A2 k> T, GREA U Z—T oA AREBOLEEN A V7 "= TICHEINET,

I REEDEFIZEN, A v F—T = A A A X M@, SyslogA <>, DHCP DEH, IP/L—
rDY 7L wya, SNMP b T w7l Aa h—e 2N M) H—EnET,

DMVPN F U RILAJLR EZAR ) T EEEDERERE

DMVPN k> R~V R BE=H Y 7 L aliEfRE 2 i3 2% &, SNMP NHRP @A & A v % —

SNMP NHRP

FIEDHEE

FIEDFH

Tz A AREERETEET,

BRIZERT H=-DDA 3 —T 24 ADEHE

NHRP 1 X2 MIXLUTSNMPNHRP 7 v 7R ENns k512, /1 X—T oA ALK ET
XFET, IBIE, VATAEADL NI T BREED RN T v L —RNIEREIND L O ICHRETE
F4, SNMPNHRP #M&Z A v H—7 =2 A LTRETHITNE., ZZCTitAHT2FIELZFEITLE

To

enable

configureterminal
snmp-servercommunitys#ringrw
snmp-serverenabletrapsnhrpnhs
snmp-serverenabletrapsnhrpnhc

snmp-serverenabletrapsnhrpnhp

© e NS R wWwDN =

end

snmp-serverenabletrapsnhrpquota-exceeded

snmp-serverhostip-addressversionsnmpversioncommunity-string

aAv Y RFEEET7I 3y

S

ATy T

enable

1 -

Device> enable

B HEEXECE— R&A R2—T7 /I LFET,

cNRAT—KREAHNLET (FRxhn
7=5%E)

o

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F



| DMVPN Fo L ALR E=4 YUY EEE

SNMP NHRP BX1 25T 51-00( v 4—71 4 20%%E I}

aAv U RFEEET7I 3 Y

S

ATFv T2 configureterminal Ja—)ary7 4 Xal—ay E—
RNZBts L £,
il -
Device# configure terminal
ATv73 snmp-servercommunitystringrw SNMP~D7 7 & A& AF2 L 5 1c. =
Ra=F A TIEBEAARARN) VT ERBREL
i - ESC AN
Device (config) # snmp-server community public rw
ATvT4 snmp-serverenabletrapsnhrpnhs NHRP NHS #5144 2 —7 /2 LET,
i -
Device (config) # snmp-server enable traps nhrp nhc
ATy 5 snmp-serverenabletrapsnhrpnhc NHRP NHC @H1%2 A 2—7 M LET,
{51
Device (config) # snmp-server enable traps nhrp nhc
ATFvT6 snmp-serverenabletrapsnhrpnhp NHRP NHP @41% A %— 7 /MZ LET,
{51
Device (config) # snmp-server enable traps nhrp nhc
ATy 71 snmp-serverenabletrapsnhrpquota-exceeded NHRP %47 > FMZH L THRESINTZL— |
HIRRSA > 5 —7 = A A LGl L7546
LI DA F—T M LET,
Device (config)# snmp-server enable traps nhrp
quota-exceeded
ATFw T8 snmp-serverhostip-addressversionsnmpversioncommunity-string | SNMP B EED IS E

1 -

Device (config) # snmp-server host 192.40.3.130 version
2c public

* 57 /)L b TlX, SNMP@EMIL T v
TELTEEEINET,

* 3 XTONHRP k7 v 7%, public
a3a=74 AN T EFEHLT
IP7 R L % 192.40.3.130 & —f&I23@
L — N ZEfEENET,
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B 5711 RETOI8—T o1 RREOHBOHRTE

DMVPN k)L ALR E=4 LS L EE |

aAv U RFEEET7I 3y

S

ATvT9

end

1 -

Device (config) # end

T L. FHE EXEC E— RIZRY 97,

FSTWNa—TFaTDEV
SNMP NHRP ;@1 kT 7V a—TF 4 > 7 %47 9 1Zi%, debugsnmpmibnhrp =~ > R&fEH L

£7,

AB3—TIARETDA 22 —T 24 RIREDFHIHDERTE

A B —T = A ZRBEOHIESEEZ T2 2L T, A VX —7 = A ATERF STV 5 DMVPN
Ry R DNREEN N E I NCESE, VAT LATA U —T oA ZADOWREEAHIET S X 52 TX
FI, AV HF T2 ALTOA U H—T = AREOHITEZZRET HI21E, ZZ CtHT T

FIEDHEE

FIEDFH

N2 AT L £

enable
configureterminal
interfacetypenumber
if-statenhrp

LA S

end

AU RFERETIVa Y

E:)

ATy T

enable

11 -

Device> enable

¥iME EXEC T— F& A R2—T7WMZ L ET,
cNRRATU—REANLET (FEERENEHE)

ATvT2

configureterminal

51

Device# configure terminal

Ja—n)ary7Z 4 F¥al—yarE—RefBLE
TO
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| DMVPN Fo L ALR E=4 YUY EEE

DMVPN oL ALz =2y vy emaEnzzEs I}

AR RFEREERTOVa Y

S]]

ATvT3 interfacesypenumber AVE—T a2 A AZATEZHFEL, {2 F—T xR 2
V74X a2l —ary T— NEBEBLET,
1 -
Device (config)# interface tunnel 1
ATvTA4 if-statenhrp MR A B2 —T = A ZADIRREE KT 5 72 D NHRP
EA X =TI LET,
1 -
Device (config-if)# if-state nhrp
25y FE end HEOa L 74 Fal—ary B— 2T L., B
EXEC £— NIZR D £7°,
&1

Device (config-if)# end

DMVPN F > RILAJLR EZR Y S EEEDEREH

{51 - SNMP NHRP @£01 D% 5E

1

R DOEE

Device (config)
Device (configq)
Device (configqg)
Device (config)
Device (config)
Device (configqg)

L NNTEIFAR—7 D SNMP NHRP BEORE T EEZ -~ LE 1,

# snmp-server community public rw

# snmp-server enable traps nhrp nhs

# snmp-server enable traps nhrp nhc

# snmp-server enable traps nhrp nhp

# snmp-server enable traps nhrp quota-exceeded

# snmp-server host 209.165.200.226 version 2c public

B —T A RIREDFHIEDERTE

ROFNE, AR—=7IZxT D4 o F—7 = A ZAREOHIERERE DR E T iEZ2 R~ LE T,

interface Tunnel 1
address 209.165.200.228 255.255.255.0
ip redirects

ip
no
ip
ip
ip
ip
ip
ip
ip
ip
ip

nhrp
nhrp
nhrp
nhrp
nhrp
nhrp
nhrp
nhrp
nhrp

authentication cisco

map 209.165.201.2 209.
map 209.165.201.3 209.
map multicast 209.165.

map multicast 209.165
network-id 1

holdtime 90

nhs 209.165.201.3

nhs 209.165.201.2

165
165

.201.10
.201.11
201.
.201.

10
11
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ip nhrp shortcut
if-state nhrp
tunnel source Ethernet0/0
tunnel mode gre multipoint
|
end

DMVPN ko RIL AR EZF Y U AR

DMVPN F o RILANIILR EZZ )T LEEIEDSEER

HEIEE

X=-aT7IL 3L L

CiscoIOS =~v > K

[Cisco IOS Master Commands List, All Releases.]

HAF w7 </LFHRA L b VPN EH

[ Cisco 10S Security Configuration Guide: Secure
Connectivity] @ [Dynamic Multipoint VPN
(DMVPN)] D&

IKE OFTEFEE UKERY > —DEF L Y)

[ Cisco 10S Security Configuration Guide: Secure
Connectivity] @ TConfiguring Internet Key
Exchange for IPsec VPNs| D

IPsec DR EVEE

[ Cisco 10S Security Configuration Guide: Secure
Connectivity] @ TConfiguring Security for VPNs
with [Psec] D

VAT A A=

[ System Messages Guide]

RES ZURFC
R#E/RFC 24 bIL
RFC 2332 [NBMA Next Hop Resolution Protocol (NHRP)J
RFC 2677 [ Definitions of Managed Objects for the NBMA Next
Hop Resolution Protocol (NHRP)J
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| DMVPN Fo L ALR E=4 YUY EEE
DMVPN koL AR =2y vy eEaEokims [

MIiB MB®D' >y

BIRL7T Y b7 4+—24, CiscolOS V Y —
A, BLOT7 4 —Fx v MCBET S MIB &
* NHRP-MIB BELTH Y u— 4512, KO URL I2H
% Cisco MIB Locator Z{#fH L =9,

http://www.cisco.com/go/mibs

* CISCO-NHRP-EXT-MIB

SRADTHZAIL YR—+

&% EA o

EDOURLIZT Z7EALT, YZ2adF 7 =3 |http://www.cisco.com/cisco/web/support/index.html
NP R— 2 RRBICERALTZS0n, Zh
DY Y=L, VYT MU =T A A=V
LTRIELIZY, Y RAaDRERT 7/ ny—
(ZBE D BRI A AR L 72 0 35 12 D12 ff
MLTLIZE, 2O Web A k EDY—)b
W27 78 AT 5B, Cisco.com D1 27 A 1D
BILUORRAYT — RBUETT,

DMVPN k> RIL AR EZAR ) U5 L EEDHEEERR

ROFIZ, ZOFEY 2— /LT LIHEICE T Y U —AF#RERLES, ZoRE, Y7
=7 VU= hlbA U TEBEOY RN— FBREASNIZLEDY T =T V) —R7Z1T %
RLUTWET, TOKREIE, R0 3720 RY . 2hBEO—EDY 7 by =7 VU —ZTh
PR—bSNET,

TT v RN T — LD R— FBIOV A2 YT h =T A A=V OV KR— MIMET D IERA SR
9 %121%., Cisco Feature Navigator Z#f# ] L 9, Cisco Feature Navigator (27 7 & 29 5 {Zi3,
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT AT MIMLEHY FHA,
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DMVPN k)L ALR E=4 LS L EE |
B OMVWPN FU L ALR B4 YUY L EEOKEER

F13: FURILAIR BRI U5 EEEOHRETER

Heae 4 )1)—= BEBETR IR

DMVPN : k> )L~ & &= | Cisco IOS XE Release 3.9S DMVPN : k¥ RILA~JLA =
Ve (2 —Tx Ve (2 —Tx
A A T A i) A A T A i) HEEETIX.

DMVPN b > )L D TE & PRI 5
ST, NHRP T kLA
B —T = A ZADIRREZ T X
£7

Cisco I0S XE Release 3.9S T
1T, Z OHEAEIX Cisco CSR
1000V 2V —X 757 R %—
EAN—ZZEANSIE LT,
Cisco 10S XE Release 3.13S C
X, Z OHEEIL Cisco 4000 &
J—X $—ERHEHL—H
IEASIILE LT,

Cisco IOS XE Release 3.13.1S T
%, = OFEAEIT Cisco ASR 1000
V=X TV =g
PR N—HITEAINE
L7z,

KO FPREASHEL
7z, if-state nhrp
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DMVPN f Rk FL—2 20

DMVPN A >k h L—3 0 ZBREIL, Cisco I0S Dynamic Multipoint VPN (DMVPN) @ k7 7
Ny a—T 4 TR T DR L= 77 )T o 2R LET, ZOBREEZEHRTS &,
DMVPN OA X b =7 — B EE=FTXET, EITRIZ, /X hL—R X
H=ALZE STy 7 7 8IRIC b L— R FRPTEER SN E T, BTRAN=AACLV TNy T
TP XN T a—-REnET,

DMVPN A X b b L— > THE A2 L CF A AREOJFRK %2 /0487 T £9, DMVPN A
R b =V U THEREERET D &L —ZITEFED DMVPN 7V AT A a2 R—% 2 b
MHEDA =T ETNAADAEVIZEELET, AEVIRESNTVD FL—RA X vtE—
VERRLIZY, Ty AMIBRAFLIZDTHZENTEET,

© BERETE RO, 139 N—v

* DMVPN A XV b hbL—3 2 7220, 140 _X—
* DMVPN A Xk hL— U P ORETE, 140 _—
* DMVPN A Xk hL—3 0 ZORER], 142 _—
* ZTOMDOBEERL, 143 N—

* DMVPN A X b b L—3 0 ZOREEER R, 144 ~—

4Bk |=E =3

*ﬂz Ae |ﬁ *EODEE At
SHEAOY T 2T VY —RA TR, ZOFEYV 22— LTRSS TR TOBRENRYR— &N
TWD LR £8 A, EHOERER #F L OVEEIZ OV TIX, Bug Search Tool 35 X OV H D
T M7 —ABIRNY TN 2T VUV —ADY IV —R = EZERLTITEIN, ZOF
Va— VT SN AHHEEEICET 2B, BLOSHER TR —hsd ) U —2AD—E|Zo0
TiE, BREFROREZSRL T EE N,
TTy RN A= LD R— FBIOV A2 YT b 2T A A=V O R— MIBET 2 F#REHRER
J % 1ZI%, Cisco Feature Navigator Zffi ] L &4, Cisco Feature Navigator (27 2 & A4 5121,
www.cisco.com/go/cfn [IZFE) L 9, Cisco.com DT I 7 v MILEDH Y XA,
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DMVPN A R> k bL— oy |
B oMwPNARUEF FL—Y U SIzoNT

DMVPN A/ Rk fL—2 2 F12D0V T

DMVPN /1 Rk FL—L T DF A
CEATRRZa L Y — L TT Ny FIEREFR R TEET,
CHBEDOT Ny T a—)VERBETE D0, T/ ADONT —< AN AELET,
* AEVHEBEAEHKTE ET,

DMVPN /1 Rk L= 0T AT 3y
DMVPN A <X M/H\‘//Wféé . ARV NTF—Z A TOEHRE., A oexy I F vt
HISBEDIRME, v SICT VB AL TEET L0 _zgr‘xw\/H:cu;wt%ﬁwtljﬁ%ﬁwi%
RDZIZ, DMVPN 4f<‘/ M PL— U THRER R L CRE= 2 TEAEHEA T g v 2R LE
—é—O

R1Y4:DMVWPNAR b FL—R A T3y

AR BT & BA

NHRP A X> | h L —2A Next Hop Resolution Protocol (NHRP) 7'm k=
Jb. NHRP A v t&—3 NHRP 7 —##iETO
ZEW ., NHRPNBMA F£7-1X7'm b2 7 Kb

ADIEE, NHRP 7 v 772 L —fki)72 NHRP

A~ b,
NHRP =7 — hL—2A FT_TOHONHRP =5 — A X |,
NHRP $i5h | L — A F_XTD NHRP filsh A <2 |k,
IR e N N N ERANGN NV VI GOV N

N S, . N =JL = 3

DMVPN /A Rk L=V VT DERTEAE
DMVPN A X2k h L—3 U ZREREIR, B /NT A — X TSV CHRiME EXEC E— RE 72137
2—/NL a7 4 Xalb—ary BT R TRHETEET, FHEXEC E— RELF T r—L
LT 4 X2l —ary T R CEATEASEIERRNTA—HZIZHOWTIE. [Cisco IOS
Security Command Referencell % 2L T 20,

DMVEN 1~ b b L= ZEERET 5101, KOVWT RO OIEEE ETLET
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| DMVPNAARZF FL— 2y
HAE EXEC E— RTODMWPN A Rk rL—ovsoiE I}

YSHEEXECE— FTODMVPN A R b FL—L VT DERTE

HiHE EXEC E— RTDMVPN A XV kN ML —3 U P REBETHICIE. IROEXE2EITLET,

FIEDHE
1. enable
2. monitorevent-tracedmvpn {nhrp {error | event | exception} | tunnel} {clear | continuous [cancel] |
disable | enable | one-shot} | tunnel}
FlEDFH
ARV RFERRTI Y ]3]
AT enable ¥t EXEC £ — & A X —7/WIZLE T,
. AT —=REANLET ERINTY
151 - N
&) o
Router> enable
2T T2 monitorevent-tracedmvpn {nhrp {error | event | DMVPM h L —Z%E=4F L O L %

exception} | tunnel} {clear | continuous [cancel] | disable | 4-
| enable | one-shot} | tunnel}

51

Router# monitor event-trace dmvpn nhrp error enable

JAa—N\)LaArT74FaL—Y3 2 F—FTODMVPN /R |+ k
L—2 U DERFE
Jua—s ) ar7 4 Xal— g2 EF—RFRTDMVPN A Xk hL—3 U 7 EFRET DI,
ROVEHEZEFEITLET,
FIEDBE

1. enable
2. configureterminal

3. monitorevent-tracedmvpn {dump-file u7/ | {nhrp {error | event | exception} | tunnel} {disable |
dump-file ur/ | enable | size | stacktrace value}}

4. exit
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B oM AU R LSS DRER

DMVPN A R b kL—2 24

FIEDFH
ARV REREET7TIVa Y ]3]
RATv T enable ¥t EXEC E— R& A X —7 MICLE T,
_ *RAT—KREANLET (FRkani-
vk N
&) o
Router> enable
ATvT2 configureterminal Ja—rary7 4 ¥al— gy E— K&
BLUET,
il
Router# configure terminal
ATvT3 monitorevent-tracedmvpn {dump-file u7/| {nhrp |\DMVPM F L — X% F=F B L OMI#H Lx 7,
{error | event | exception} | tunnel} {disable |
dump-file ur/ | enable | size | stacktrace value}}
i
Router (config) # monitor event-trace dmvpn nhrp
error enable
2Ty T4 exit Ja—sar7 4 Fal—va - Rifk
T [/ i j—o
i
Router (config) # exit

DMVPN A1 Rk fL—2 205D

&% 7€ 151

YSH¥E EXECE— FTODMVPN F R b FL—2 20T DEREHI

WOBTIiL, ¥4 EXECE— RTCNHRP =5 — hL—2RZF=F 45 HEELZRLET,

Router> enable

Router# monitor event-trace dmvpn nhrp error enable
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| DMVPNAARZF FL— 2y
SO—AL VT4 ¥1L—v a3 E—FTODMPN ARk fL—yosoiEs I}

JgO—N\)LarI4FXaLb—3 2 E—FTODMVWPN ARk k
L—2 0T DERER
KOFITIX, Zue—L a7 4 X2l —2g3 F—RCNHRP =TI — ML —X&ZFE=FT5
FEERLET,

Router> enable
Router# configure terminal
Router (config) # monitor event-trace dmvpn nhrp error enable

ZTDMDSEERN

BEIEE R=aT7ILEA L

CiscoIOS a2~ K [Cisco IOS Master Commands List, All Releases.]
DMVPN == R [ Cisco IOS Security Command Reference]
B

R 24 FIL

L --
MiB

MIB MB®DYU>Y

L --

RFC

RFC 24 kL

=L -
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DMVPN A R> k bL— oy |
B oMPN Rk R LS U DR

SRADTY ZHI YR—F

Bdl] 9

EDOURLIZT Z7EALT, YA2am5 7 =3} | http://www.cisco.com/cisco/web/support/index.html
WY R—FERKPIIEM LT ZE, Zh
LD Y=L, VYT NI =T A A=)
LCHELEZY, YA/ R{T 7 ) ay—
(ZBAT D EARAIRIBE A R L 72 0 T D 7o DIl
HLTLZEIV, ZO Web¥A F EDY—)1
W7 7 B AT HERIL, Cisco.com D17 A 1D
BILUOANRY — RRMLETT,

DMVPN A1 Rk b L— 0T DHEEETEER

ROFIZ, ZOFY 2—/L Tl LIoBRRICET 2 ) U —RE#®E R LET, ZOoRIF, Y7 b
U7 VU= FA U THEEROV R — FNEASNEEDY T hy =T V) =T %
ALTWET, TOKREIZ, FHTED B320VIRY . ThUEO—#HDY 7 by =7 V) —ZTH
PR— SN ET,

TI7 Y 7 d— LDV R=FBLIORA YT MY 2T A A=V OYR— MY D HHREHRE
9 %121, Cisco Feature Navigator % ffi ] L £3°, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
www.cisco.com/go/ctn IZE) L £ 3, Cisco.com DT I 7 MILEDH Y FH A,
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| DMVPNAARZF FL— 2y
DMVPN Rk kL—yosomieEs

F15: DMVPN A RN b kL— U5 ORISR

HERE J1)—=Z HRETEER

DMVPN A Xk h L—3 7" | Cisco I0OS XE Release 3.9S DMVPN A Xk hL—v 7
HEHEIL. Cisco IOS DMVPN O
N TN a—T 4 TV
THLR—RT7V VT 4%
AL 9, ZOMRELZ R
5&E. DMVPNOA Ry k| =
T—, B EE=F TZ
F9, FETHIE. A b
L—A A= AALZ LTy
7 7 fEIIC b L— R IE R RIS
SNET, BRAIT=ALIZE
DT Ry 7 TP X
NFa—KRasnETd,
WDa~y RPNEANFIFELEE
ShE Lz,

monitorevent-tracedmvpn,
showmonitorevent-tracedmvpn

Iy
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DMVPN AR k FL—2 04 I
. DMVPN 4 R> kb kL—3 U5 OREBEIESR
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%9%

NHRP MIB

Cisco NHRP MIB 1%, fiig > b —27&# 7 a h =2/l (SNMP) %4 LTNmeRwMMn
Protocol (NHRP) DEFBERLE=H %179 9 2 CAHHMH 2 NHRP MIB % %7K — k3 % 7= OHHE
7. NHRPMIB |[ZH8E S NToA T V=7 b & RET HIEEHE—20D SNMP #1E (GET #1F) (T

0. HEHEROWNESLET =X %2179 Z LN AEETT, NHRPMIB (X VPN L—7 1 > 7B L
fiz% (VRF) IZXSLTHEY, VRExGEZ =) —%2 %R —FLTWET,

A

CGH xR VT ISR BB E THUSHBLT 5 720 ORFSALESNTHE 2 TR L TV E T, W5
LIZBET 2 v 2 2 DR OHEEFIAIZ SV T, [Next Generation Encryption] (NGE) 77
AR AR EBHLTL S,

© BEREE RO, 147 ~—v

* NHRP MIB #1525 7= OFiHESM:, 148 ~—v
* NHRP MIB OHl#) 55 0H, 148 ~—

* NHRP MIB (ZOWT, 148 ~—

* NHRP MIB OfE ]l 5k, 149 _X—

* NHRP MIB O EH], 150 ~—

* ZOMOBEEE, 151 ~—

* NHRP MIB OFREGH, 153 ~—

HEEIRH DR

THEHOY T R VY —ZATiE, ZOFYa— LT ENAT R TOBEENRTR— N
TWB EFRY £/ A, RFTOBEREREH I L UL |22\ Tid, Bug Search Tool 38 X N fEH D
TS T F—ABIRY T 2T VU —Z2DY U —R ) — 2SR LTLEEN, ZOF

Dynamic MultipointVPN 2> 7 4 X2 L—>3 > A4 F
|


http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
https://tools.cisco.com/bugsearch/search

NHRPMIB |
B NHRPMIB AT B - DORTIREH

yl%wfﬁ%éﬂé%A’ﬁﬁékﬁ BLOFHEL IR —FEhd ) Y —20—FKiZon
. BEEFHROREZSIML TIES 0,

TITY b7 A—LOYR— P BIUPT AT YT MU =T A A=V OV R— M 2R E R
F % IZI%, Cisco Feature Navigator Zffi /] L &7, Cisco Feature Navigator |27 7 & 29 % |Z1%
www.cisco.com/go/cfn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,

NHRP MIB Z {9 5 -0 DHIEEH

* SNMP DR EFEZHIL TWD Z & BANLETT,

NHRP MIB O %955 18

* RFC 2677 [Definitions of Managed Objects for the NBMA Next Hop Resolution Protocol (NHRP)J
THUE STV D MIB A8 D HI1E, /X:T%T FSnTWRWnbD b £9, ¥
R—=bFENTWHEHKDOY X b BLOZOMRICET 52 OMOEEFEEIZ OV T,
Agent Capabilities 7 7 1/ L E BB LT X, YA 3T, RFC2677 THEINLTWD

SET #fEIX IR —F LTWEHEA,

NHRP MIB [CDL\ T

CISCO-NHRP-MIB

CISCO-NHRP-MIB (Z13. H%Exf%tzw DE/ Eém“é NHRP MIBE#H2H Y £3, ZhbHd
THHRIX, 7947 FEFICEET LD, —N"EFIcEET LD, 7747 FEP—N
HFICHET D DI EINE T,

NHRP MIB & ¥ =2 —/WZHEEND AT V=7 FOT—T/WIFERO 10 fH T,
*NHRP ¥ ¥ v =2 7—7 /L
* NHRP {§EERT — 7L
*NHRP 7 747 v b 7—7 )V
*NHRP 7 7 A4 7 MNEKEERT —7 v
*NHRP 7 74 7> K NHS 7—7 )V
*NHRP 7 74 7 MEaHE®RT —7 v
* NHRP H#—/\ 7 —7 1
*NHRP #— "\ F ¥y vz 7—7)1

* NHRP #—/ 3 NHC 7 —7 /L
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| NHRPMIB
RFc-2677 I}

* NHRP ¥ — \$EEHE T — 7 v

VA ADEIETIE, NHRP {HEERT — T NV ERLS TRTOT—T AR R — I THET,

RFC-2677

RFC-2677 [Definitions of Managed Objects for the NBMA Next Hop Resolution Protocol (NHRP)J 1Z 1,
SNMP 241 L TNHRP D U &— k £=X 217 ) BUIHEM TE 2 EHEMEA T V= 7 PBRES T
TWET, ZOFHHRAT V=7 MIE Y, NHRP O/X7 4 —~ » BT 2 F R A s
TEET,

NHRP MIB O {FE A%

NHRP MIB K HE 2 5353 2 BRI R B iR @134 B » £ A, NHRPMIBIZ, SNMP 7 L — AU —
7 A L COFBEC& 9, VRF i NHRP MIB OEFH G 1EOBNIZ OV Tix, NHRPMIB D%
ER] S L TN,

ZIZTIE, IROAATIZTHOWTHHALET,

NHRP MIB X T — % X DHER

NHRP MIB A7 —# 2 Z Wi+ DIEZEITRD LBV T,

FIEDHE
1. enable
2. showsnmpmibnhrpstatus
FlEn
OV RFERETIVa Y B#
ATy T enable EXEC E— R& A X —7 WM LET,
- P RAV—REANLET ERESIHE) .
Router> enable
2T T2 showsnmpmibnhrpstatus NHRP MIB D AT —H% A% HK R LET,
i
Router# show snmp mib nhrp status
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NHRPMIB |
B nHRPMIB 3R E

NHRP MIB )% E 5l

NHRP MIB X T— % X D525
show snmp mib nhrp status 2~ > FZETTH L, ROX S RNAERHDIhET,

Router# show snmp mib nhrp status

NHRP-SNMP Agent Feature: Enabled

NHRP-SNMP Tree State: Good

ListEnqueue Count = 0 Node Malloc Counts = 1
Spoke 103#

NHRP-SNMP Agent Feature:| @ [Enabled] A7 —# A{X, NHRP MIB 73 A F— 7 /LZ72 > T\
HZLERLTWET, NHRPMIBAT 4 E—7 /L Thiud, ZO#E5721E [Disabled) &£ S
N Ed, [ListEnqueue Count] 3 LT Node Malloc Counts| DAANZE RSN TWDLETIE. N
HE 728l T4, [ListEnqueue Count| 1%, fEMZFIHEL TS/ — FOHERLET, [Node
Malloc Counts| 1%, FIV Y THNTWD ) — FOEERLET,

VRF %1 /it NHRP MIB % 5 5

ZZTIEEMFIE LT, SNMPIZKAE=F Z2F(TT H720HIZ, Vifl LW 5 44 H1D VRF 7 —7 )L
EERET D HEERNLET,

ip vrf vVrfl

rd 198102

! Name of the SNMP VPN context

context Vrfl-context

|

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0
|

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
|

crypto ipsec profile vpnprof

set transform-set trans2

|

interface TunnelO

bandwidth 1000

! DMVPN tunnel for Vrfl VPN

ip vrf forwarding Vrfl

ip address 10.0.0.1 255.255.255.0
ip mtu 1400

ip nhrp authentication sample

ip nhrp map multicast dynamic

ip nhrp network-id 99

ip nhrp holdtime 300

no ip split-horizon eigrp 1

ip tcp adjust-mss 1360

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|
interface Ethernet0

ip address 172.17.0.1 255.255.255.0
|
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| NHRPMIB
zowoszar M

interface Ethernetl
ip address 192.168.0.1 255.255.255.0
|

router eigrp 1

address-family ipv4 vrf Vrfl

network 10.0.0.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary

autonomous-system 1

exit-address-family

|

! V2C Community ABC for VRF Vrfl
snmp-server group abc v2c context V3red context read view V3
snmp-server view view V3 iso included
snmp-server community abc RO

snmp-server community public RO
snmp-server context Vrfl context

|

1

snmp mib community-map abc context Vrfl-context
Spoke Configuration for DMVPN Example
crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0
|

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
|

crypto ipsec profile vpnprof

set transform-set trans2

|

interface TunnelO

bandwidth 1000

ip address 10.0.0.2 255.255.255.0
ip mtu 1400

ip nhrp authentication sample

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1
ip nhrp network-id 99

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

ip tcp adjust-mss 1360

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|
interface EthernetO

ip address dhcp hostname Spokel

|
interface Ethernetl

ip address 192.168.1.1 255.255.255.0
|

router eigrp 1

network 10.0.0.0 0.0.0.255
network 192.168.1.0 0.0.0.255

ZDMDSEEH

&R E I=aTFILEA ML
CiscoIOS 2~ K [Cisco I0S Master Commands List, All Releases.]

Dynamic MultipointVPN 2> 7 4 X2 L—>3 > A4 F
|


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

ZDHDSEERN

NHRP MIB

ESPEBEY=]

XZaFILEA ML

SNMP D#iHH, SNMPMIB O, Ly =
IDEFET A ATIUT D SNMP Dk E SFIED
B

[ Cisco I0S Network Management Configuration
Guide] @ TConfiguring SNMP Support] D

¥XaUT g avr R

[ Cisco I0S Security Command Reference]

RSN DR SALT LY XA

['Next Generation Encryption,]

2

R B4 kI
L -
MIB

MIB MB®D') >y

CISCO-NHRP-MIB

BIRL7TF7y b7+ —2A, Cisco Y7 FU =
7 YVIV—=A BLO74—=Fv &y FDMIB
ERELTH U ra— T 28581%, IROURL
123 % Cisco MIB Locator Z {5/ L £,

http://www.cisco.com/go/mibs

RFC
RFC B4 b
RFC 2677

[Definitions of Managed Objects for the NBMA
Next Hop Resolution Protocol (NHRP).J
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NHRP MIB

SRADTY ZHIL YR—F

nHRPMiB DigkeiEsR I

Bl

)

FEDOURLIZTZ7EALT, YRAadT =%
WY R— R ERKBIEALTLZEN, i
LDYY—RiL, VT RNT =T HEA A=
LCRELEZY, vAZOHESLT 7 Jany—
BT D BRI RIRE A Rk L7205~ 5 72 DIl
HALTLLEEY, ZOWeb¥ A F EDY—)1
W27 7 A4 BB, Cisco.com D1 7 A 1D
BILUOANRY — RRMLETT,

http://www.cisco.com/cisco/web/support/index.html

NHRP MIB O REE

DRI,

ZDFEYa— /LTt L7-RBICET 2 ) )V —2ERAERLET, ZOFREF, Y7 b

727 YU —A P AV TEHBEOTR—FREAINZLEDOY 7 T V) —R7ETF%
RLTWET, ZOMREIL. 5FICH 0 B2 RY . ZHLEO—#HDO Y 7 vy =7 U Y —ZATH

PR—FENET,

T N T F =LY R—FBLR A2V T =T A A=V OYR— MCETHFRERE

9% 121%, Cisco Feature Navigator #ff ] L 97,

Cisco Feature Navigator |27 7 £ A3 521X,

www.cisco.com/go/ctn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,

5% 16 : NHRP MIB D H4RE1E%R

Hee4 1)) —x

HAEEHR

MIB

DMVPN x v kU—27 » NHRP | Cisco IOS XE Release 2.5

Cisco NHRP MIB (%, f#i5 + v
=2 EB T hajn
(SNMP) %4 L T NHRP D%
HOE=4 %179 9 A CHHZ
NHRPMIB % %7~ — hJ 5729
ORETY, NHRPMIBIZfRE
ENATV 27 FERETD
FEHER—Z D SNMP #:/E  (GET
BAE) 12XV HEHEROIUE
RE=FZ(TH T ENARET
7

WD A~ RPEANETITEE
SHVE L7, debug snmp mib
nhrp. showsnmpmibnhrpstatus
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NHRPMIB |
I NHRP MIB igEEfESR
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NAT 7/\f ADEFRICEE SN-ATR—F
FODDMVPN XA+ 32vo xR

NAT 7 /31 ZADEZRIZELE ST AR —Z7 O DMVPN 44 I v 7 N RUEREIC LD | 1

DETEBDOAR = B3Ry V=2 7 FLUAZH (NAT) 734 ZOBERICEE ST

T, NextHop Resolution Protocol (NHRP) A7R—7 Y —RAR—7 k%)L % Dynamic Multipoint
Virtual Private Network (DMVPN) [ZHSETE £,

* FEREtE R OMERE, 155 ~—

* NAT 534 ZDEHBITEE SNT-AR— 27O DMVPN A 73 v 7 kU4 5]
FIHIHE, 156 ~—¥

* NAT T34 ZADEHRITHE SNIZAR—27 D DMVPN A+ v 7 F X LTDONT,
157 _—

* ZOMDSEEEL, 162 N—Y

* NAT 731 ADOHRITEE SN AR —27 DO DMVPN 4 53 v 7 k2 RVOBERETE R,
163 ~~—

HEEIFRR DR

THHOY 7 27 VY —ZATiE, ZOFYa— /LT INLETRTOBENRTFR— SN

TS LR £H A, BT OBERER P L OVEEIZ OV TIX, Bug Search Tool 3 X OVTEH D

Ty b7 —bBIRY T 2T V) —=2ADV V=R J— b EBBL TSN, Z0OF

Va— /LT SN AKERIZET A ER, BLOKKERYFR—Fsnd VU —20—&ElZoWn
TiX, #EfFmoRLSR L TZ3N,

TT v R T —bDOPFR— PRIV R YT vy =T A A=V OV KR— MIHET D IERE HHR
9 %121, Cisco Feature Navigator % f#i il L £3°, Cisco Feature Navigator (27 7 & A9 521X
www.cisco.com/go/cfn (ZFEEN L F9°, Cisco.com DT AV > MILEH Y FHA,
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NAT /34 ZDE#HICEREEN=-RK—YBRODMPN 51+ roriL |
B TR ROERICERESNEAR—SBODMPN 44+ 34 b LIZET BHI%EE

NAT 7/N 1 ADFRIZEE Snf-XHKR—2IH O DMVPN
FAFZIYYT FPoRIVIZET BHIFEIE

AR—TRINC N RNV BT HITIT, 2 ODAR—7 TENAEND NAT B DT R L AN S
NWTWAUENS Y F9,

NATEHE CAR—I VYV —RAR—27 hox U o 75T ABICIE. OB EEZE LT
X,

CHEHBMONAT T : &7 v ME, F7e—FF¥ 2 wLF 727t X (NBMA) DMVPN 7
T U ROBEHD NAT 734 A% @il TE | 5eElZBET 5 E TIZ, W20 (BEETR
V) BEHEITWET, REODONEEREWICRY 3, ZNEMHEH LT, &%ED NAT
TNA A% L TCAR=TIZEIFET HTXTOT A AT, NATE#EERT 2005 TF,

*NATHID7 FLRZHERALTCEETEEZINTFRLEFIRR—9  HE DO AR~ %[ U NAT
TN, ADHHRIZEHETE, NATHIOIP 7 RV AZFEH L CRIET LI ENnTEET, b
VANANEFELL BRWWRRETEEL N H - TH, NATHRDIP 7 FL A MEEEN
F9, WMTDAR—T REUTNA A% LTNAT 2EHT 5548, 237~ 23 NAT T/
A ADBELEBVICEE (NHIDAMINZ, &2 WIZAMUIDLNAND) LARWNWZ ERH Y,
BN ATON N ERnH Y 77,

* NAT SIED T /81 R & NAT IERED T /84 R EDHEEIZEAM : DMVPN Z4# ] L TR &
NBHF >y NU—27 TlE, NHRP NAT #RE & H 925 7 /31 A0 NAT FEXFIG DT /3 A A &oEl
9252 ENHEETT, NHRP N7 > b ~y X —OEREE v NI, BEI0T /31 A0 NAT
PR 28T 20 80, (EEOZEHIORLET,

*B—DNAT LM : AR—VDONATHDIP T RL AL, AR—IBNEHFDONT LEETS
AbthoAR—7 LBETHHALRE—-THILENHY £3, 7L 21E, AR—I N0
DMVPN %> hU—ZWNT R R 37y hEWTHOEATNZEE LTS, AR—27 O NAT

HBOIPT RLRAIRECTHAILENH Y £,

*NAT D H A ZHRIIZPAT TH D 2 DD NAT T /354 ZADZNFNDHIZAR—7 BELE S
TWAHEA., TD2ODAR—7TEy v a UREHBENTH., £0® vy g VTN T
FEH A,

WIZ, NAT A > Z—T =4 AZBIFTBPAT D 1 DOREME R LET,

ip nat inside source list nat acl interface FastEthernet0/1 overload
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| NAT S\ ROEHICERBENF-RA—SBODMWPN ¥ 1+ vs FoRIL
NAT 7/8 4 ADEHICEBEN=AR—SBODMPN 41 +3v4 trruizont [

NAT 7/ ADFRIZEE SN 1=-RXR—27E @O DMVPN
BAFIVT FORILIZDINT

DBEDOETIE, 1 2FFIZWEFDAR—7 FIRA ABNAT T34 ZADOBERICHEBINTWTH,
NAT 534 ZADOEBICEHE SN AR —27 DO DMVPN #1453 v 27 hrpUifelc Ly, 2
R—T Y —RAR—7 N RIVOREEEFAIREIZT D FIEIZOWTHA L £,

NATT /A RADEFRIZEREBINTLVEWVRER—2 IZHIFE S 2DMVPN
AR—DY—RHKR—9 boRr) Y

NATZEHT 5 &, W—F R EOH DT NA AR, A F—Fy b (F72F X7V 7 Ry
NO—21) ta—n (72 [7F74—F] ) Xy NU—I D T—y =z e LTH
ECEEd, NATHEIZEHI N DIE, FIHABERIPT FLARREL TWDHEHETT, NAT
TNA ZADINTBIZKI L TCT AN, AT N—T 2R 2R —EDOIPT RLUAN1IODLETT, Fio,
NAT iZEF =2V T BLOEH ELOANTHRASNET,

DMVPN % v hU—7 TCliE, AR—=I7 YV —RAR—7 hr 3V U7 EEETE D5PNL, NAT 73
A ZADHFZITEE SN TWRNDAR—ZIZHIR SN E T, 1 DF I T O AR —27 53 NAT 73
A ADEFBRICHE SN TVWEHEE, AR—7Y—AR—7 h V% NAT T /34 AR LT,

FIIINAT T A ADBIEETEEFA, T, AR—2Y—RAFR—27 bV v T 7 4>
JIWZEENBAELTZY ., NI 70 v o nERHEKDNLDS (177 v 7 k—nfb) b)) mraetk
NHDHT-HTT,
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NAT T/ ADERICEESNFAKR—IBODMVPN 51+ v R

B VAR ROERICEESATOENRR—SIZHIRBEH S DMPN RHE—5 Y—RK—4 k2R
vy
UTORBLIOUBOETIE, AR—7 Y —ZAKR—2 ~h32 U 7B NAT 734 ZADOEHITHE
EINTWRWAR=ZIZREISILTNDEEIC, DMVPNR ED X 5 ICHEET 22002 R~ LET,
B6: NATT/AA ADBERICEBEESNTWEVWRR—VICRE SN S DMVPN R R—5 Y —RAR—9 ~ox
) oy DRE
Key
Dynamic permanent
|Psec tunnels
NMHRP mapping
i 192.168.0.1/24 10.0.0.11+17216.1.1
Routing table o, 10.0.012+72.1821 (172.16.2.1)
P?Ei'ﬁ::ﬂjﬁ;?ﬂ II?I.‘I : 192.168.0. 0/24—»Connected
o T U 192.168.1.0/24—10.0.0.11
/ 192 168.2.0/24 =1 0.0.0.12
| E
o ;
. £ . Physical 172.16.2.1
Physical: 172717.0.1 S Tunnel0: 10.0.0.12
TunneIU:miU.U.H . 172162 1«=172.182.1| "~ [
\ﬁSpak& A Spoke B
192.168.1.1/247|® S 192.168.2.1/24
10.0.0.1=172.17.0.1 10.0.0.1-»172.17.0.1
10.0.0.12-+172.17.0.1 10.0.0.11==17217.01
192.168.0.0/24—>10.0.0.1 \ 192.168.0.0/24—>10.0.0.1
192.168.1.0/24—>Connected — ] 192.168.1.0/24-+10.0.0.11 R
192168 2.0/24—=10.00 12 192168 .2.0/24—Connected ﬁ
NHRP Z£3
NHRP %8k % {575 &/~71X. NHRP /X7 > kDA 72 /AL GRENP ~» X —OEFEILIP 7 K
VAL NHRP &7 > MIEENTWHEFILNBMAIP 7 RLAZRAELES, Zhbd
IP7 RLUZARERZRLYA. NHRP (3, NATIZ X > THNBIP ~v ¥ —%(EXT RLABNER I L
TV LR LET, N7, BEESNTZAR—7 DO NATHIOT KL AL NAT DT KL AD
W7 R L £ T,
)
GE)

WA b 2T 2858 1%, IPsec F 7 v AR—F T— RZ#H L TNHRP A 2 —7 /LT 5
VN F9,

R showipnhrp =~ > KHAHNIL, EDORD AR —2 BIZET 2 NHRP N7 v hDOXETLIP T
RFLABIO M 2UERZRLTOVET,
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NAT T/ ADERICEESNFEAKR—IBODMVPN 51+ Iy R

NAT T3 RDEBRICEBINTVEVWRR—2IZHEB IS DMVPN R E—4 Y—E—4 Lo B
vy

A

GE) AR—27 BONBMA (NAT# D) 7 FL A%, 172.182.1 TF (BER & 7= NBMA (NAT #i
D) EEILT L RIF172.162.1 TT)

Router# show ip nhrp
10.0.0.11/32 via 10.0.0.11, TunnelO created 00:00:21, expire 00:05:38
Type: dynamic, Flags: authoritative unique registered used
NBMA address: 172.18.2.1
(Claimed NBMA address: 172.16.2.1)

NHRP fi#iR

Wiz, FOBINGTRULIEAR—7 AL AR—27 BIIONHRP R 7 u v 2AZ2#HAL £, AR—7
BIZNAT ¥4 ZOERICEE SN TEY . NATHIOT R A% 172.162.1. NAT#% D7 KL A
1 172.18.2.1 T4,

*NT EDAR—=27 BONHRP 7—7 /L = FUIZiE, NATHODOT KL AL NATHIOT R
AWEFEFNTWET, NTE, AR—=ZBDVPNT KL X (hvrx/V 7 FLR) I 5
NHRP iR Bk 22 1Tl AH &, AR—2ZBONBMAT RL 20KV IT, T HEDNBMA
7 RLVATIELET,

NTNE, AR—7 BMOEE SN AR — 27 (2%F9 5 NHRP iR BERZ Tl D &, T
HEDONBMA 7 RLATIEAELET, ZHUTED, AR—=I B LEDAR—I Y —AKR—7
Mo RNVEREEL LD ERBTZGE, T4 X7y "PRAR—I Y —RR—7 MR T
372 NTENLTHRICEEESND LT 4,

I &R L ET,

* CEETIPT FLA192.168.1.1 (AAR—7 A DOHH%) 75558 1P 7 KL A 192.168.2.1
(AR—=7 BOEHR) ~OFT—H NT7T7 47XV, AR AN NI T—ENT,
AR—=7B (10.0.0.12) (XTI FERZ R T A N BRy T —& (NT) IZEESN
7,

AT EREZE L, AR —2 B (100.0.12) O~y b7 = N EZHRRLE
T, AR—7 BliX, NAT T34 ADERITEEIN TS, X b LT
L. BH®ONBMA 7 FL- 2 (172.17.0.1) THEELET,

AT, AR—27 A (10.0.0.11) I[ZHTHMREREAR—27 BOZFLET, A
AR—27 BliX, NAT 7 3A ZAOBFRHRICHE SN TWAHIZD, Yrx & LTHIEL., H
HDONBMA 7 KL (172.17.0.1) TIEELET, ik, AFR—=7BIC hrxn
EHENTE IS, NT =X E@iaTHAR—=7 BICHAV T 5T R TORAR—7 Y —
AR—2 N7 T 4 v BHIRSIVET,
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NAT T/34 2D
ZALZ 7

BICEBENFAR—SBODMPN ¥4 +3 v botL |

NAT 7/34 X Z{EF L 7= NHRP R R—5 Y — R KR—

NAT 7/\f R Z{FEAL7T= NHRP R R—H YV—RHK—

NAT Z{fffl L7= NHRP AR—7 Y —RAR—27 ko F/UEERETIX, NHRP 7’12 b =2)L|Z NAT :5E
MAEASIL, ZHUTHBIIZA r—71I27e D £9°, NHRP NAT #E5EHIL, 72 ha LB LW
NAT %D NBMA 7 R L AT HEMBEENDZ 74T 2 MEH=> Y (CIE) => U T
T, 1 DDAR—7 FIIEH ST DO AR—7 B NAT T34 ADOFERICHE SN TWDLEHE, 208
MERIC LY, AR—=IV B TAR—=I VY —AR—2 hof VBV R—FTEET, b T 7407

2 2 9%

PRHIMEEEL (77 v 7 dR—ib) TOMEREETLZLE3HY A,

GE)  AR—=IY—=ZAR—=7 bURART v FREICRERNZENHY £T, 2R Sh
LT, T—4 8774y 71F KRoh T (7T v I R—fbanTio) ~NTamilnLE
?—O
TDORIZ, NHRP AR—27 YV —AR—=27 MU RIANEDL HIZNAT EHEBIT 500 %R~ LET,
7: AR—=9Y—RKR—=4 23 ILED NHRP

Key
Dynamic permanent
IPsec tunnels
MHRP mapping
Routing table | 192.168.0.1/24 10.0.0.11*172.16.1 1
NAT table 10.0.0.12-+172.18.21 (172.16.2.1)
Physical: 172.17.0.1 u 192.168.0.0/24—=Connected
Tunnelo 10004 & 192.168.1.0/24->10.0.0.11
// 192 168.2.0/24-+10.0.0.12
- A 1
e
MAT
’ T
Phvsical 17297.0.1 iz Physical: 172.16.2.1
zical ! il -'_,-: [y ", .

Tunneld: 10/0.0.11 [72.162 teei72 1a2.1] N tunnel0: 160.012
\ﬁSpnke A Spoke B%/J
192.168.1.1/24 7% w|192.168.2.1/24

10.0.0.1-+172.17.0.1 10.0.01-+172.17.0.1
10.0.012—=172.18.2.1 10.0.011==17216.1.1
=
192 168.0.0/24-*10.0.0.1 /\\ 192.168.0.0/24-10.0.0.1
192.168.1.0/24—+Connected e 1 192.168.1.0/24—10.0.0.11 B
192.168.2.0/24—>10.0.0.12 192.168.2.0/24+Connected | &
NHRP &8 70t X

WD AT~ 7 Tlk, NHRP &7 vt ROV T L E7,
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NAT T/ ADERICEESNFEAKR—IBODMVPN 51+ Iy R

NAT 7,54 R £ LT NHRP 2 K—5 v—2#t—2 Foxl I}

1 ZR—=0 RN, AFR—7 EOFREIHE- T, BEERE & HI2NAT-Capability=1 /37 A —Z B &
UNT D NBMA 7 R LA NAT NHRP ¥EES #3242 L9,

2 \TUX, NHRP (NAT) $REHEZ 2 OEEFHO NBMA 7 R LA LI L, AR —27 23 NAT
TNA ADERIZH DM E I AL, £ T71E, A1 GRENP.(ZICT R L A% NHRP
N7y MNDAR—27 ODNBMA 7 RL R LG LT, AR—27 3 NAT 7 /31 ZADEZITHLE
SNTNDEINE I nETEELET,

3 TR, AR—=T BNAT T3, ZADHHIZH D EMH LTIZEA. NI b RAR—7 ~D Bk
JRBIZIZ, NATNHRP LR & AR —Z DO NAT DT RUAREGENTNET,

4  Z7R—7 % NHRP B&%H% O NAT NHRP JE3EM Bt 45 &, B CTHATE 2 L 9T NAT #
DIPT RL A& LET,

NHRP fZRE L WEETOER

WD AT >~ 7 CTlid, NHRP fifi B L OV ET v A2 W CEA L E T,

1 2R —7 B NAT 734 ADOHFZITHE STV HEAIC NHRP fRIRER 2 EET D & &, &
AN— 27 121X NAT NHRP JE3RE N & F N CWVET,

2 NTRNRIEREZZIELET, AR—Z N NAT T34 ZADOHEHITHE S TWT, 5D NAT
JEBEE N 0 W IGA . T IR, NATHREESZ BN L TonD . 2 OPREE 2 /S A2 > TIRD J —
K (AR—=7 F72F3 %7 AN By 7 =) _ﬁxﬂébit 212U, T INER % IE NAT Jk
BRERE IS /) — FICHEET 288, NTIXZDONATHIOIP 7 RL A TiEARL, 7y FRERD
EIETENBMA ZE Xz TERICAR—ZDONATHDIP 7 RL AL LET,

3 ZEM (AFR—7) X, NATNHRP LR L 22— R (NAT #Fi&) £ 7213247 NBMA 7 K L

A (NAT;HEWE%?&) EHEALT, RV EBERLET, ZTOARAR—Z B NAT 7/314 AD
TRIHE SN TWDAEES., ZOAR—7 OZICIE. BEONATHLES G EHTWET,

GE)

NTUE, AR—27 120> TNHRP R ERICINE LER A, 7135 IS NHRP fi# R ER %
FSREINZ P XNLVIPT RVAZFEFOTZ U R AR—=I M, FHIEIARARDIPT RLAMLE
RENTZT—FEHNPS B B AR—7 2k LET,

KIZ, FORNGTRTAR—27 A L AR —27 BRIO NHRP 7t 223 LET, AFR—7 B
IZNAT T34 ZADOEZITEHBE SN TEBY . NATHIOT KL A% 172.162.1. NAT#% D7 KL A%
172.18.2.1 T,

CANR—T ADERIZHDEA FND 192.1682.024 % T =T ~DF—HX NT7 4 v 7T
o, AR—=7BDO M F/NIPT LA (10.0.0.12) & NHRPfFRZRN Y H—&h,
TENLTERSINET, NTIFRREREZZEFE L, AR—7 BIZEIELET, AF—7 B
/X NHRP iR ERICE ENDHAR—27 A DEFIENBMAIP 7 RLAEMBHLTHY A I >
7 AR—=T Y —=RAR—27 b FAEEHR L, AKR—7 A NHRP fRIRIGE # HEELE L E
9, Z D NAT NHRP i~ v X —|ZIZAR—27 BONAT#HDOT KL ARG ENE T,
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NAT /34 ZDE#HICEREEN=-RK—YBRODMPN 51+ roriL |
B otoszay

*E7o. AR—7 B EONAT 734 ZDOBEHITEE SN TVDHREA FD 192.168.1.024 R >
NTV—=I~DRTT7 4712k, AR=2ADPFVIPT FL2 (10.0.0.11) 12335

NHRP fRIRBERN R ) H—ENFET, AFR—27 Bid, HEHDONATHEDIP 7 R L A & fifik 2
RO NHRPNATJEEESIZEBIN L E T, NTIFFREREZZEL, AR —27 AlIZHiRELET,
ZHR—2 A% NHRP NAT JEEH AT L. AR—2 BONATHDT RLAZEH LTk
FIVEREF L, AR—7 BICHEBISELET,

ZTDMDSEERH

EEEH

ESPERE=]

I=Za7ILAA LI

CiscolOS =< K

[Cisco I0S Master Commands List, All Releases.]

NHRP=2~ > K : o< FX, a~vr KE—
K, o< NERE., 7741 MiRE, #HHICHE
T HEEFEESL L O

[ Cisco 10S IP Addressing Services Command
Referencel

HAFI w7 <wLFRAL F VPN

[ Cisco I0S XE Security Configuration Guide:
Secure Connectivity] @ [Dynamic Multipoint VPN
(DMVPN)| D

b

A 24 kL
ZOMRETYH R — N ENDFROEREE 7138 | -
FEINEARETH Y FHA, F72. BEFOEYE
DFR—MIEFEINLTHEEA,

MIB

MIB MB®'Y) >4

Z ORI L > THR— b EN5H L MIB
FFEFEINZMIBIZHY $HA, 722
DOFEREIC L D BEE MIB O W R — MIEE L H
DEHA,

BIRL7=T7T v b7+ —2A, CiscolOSXE V7
=27 VY —2 BIOT74—Fx &y k
DOMIB DG B LA U m— KT 51213,
& ® URL 123 % Cisco MIB Locator Zf i L %
7

http://tools.cisco.com/ITDIT/MIBS/servlet/index
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://tools.cisco.com/ITDIT/MIBS/servlet/index

NAT 7/34 ZOERICERESNF=ZAR—IBODMVPN 4 A+ v LRI
NAT 734 ADBRICERBESNI-AR—IHEODMVPN 51+ 395 b RILOEEEER .

RFC

RFC S84 kL

OV =Rk oTHR—=F EINBH LW |-
RFCRZEE SN/ RFCIEH Y £H A,

SRADTY ZHI YR—F

&5t BA )y

EDOURLIZT Z7EALT, YA2ad5 7 =3} | http://www.cisco.com/cisco/web/support/index.html
WY R—=FERKRPIIEA LT ZS, Zh
BOY Y=L, V7 V=T &AL A =)L
LTHRELEY, VAR T 7 ) ny—
(ZBES D BINAIRTBEA R L 72 0 32 T2 012 fif
ALTLEE Y, 20 Web A b Eo>—)1
W27 7 AT BE{E, Cisco.com D v 74 > 1D
BILUORAYT— RBMETT,

NAT 7/\ 1 ADOFRIZEE Snf-XHKR—27 /O DMVPN
BAFIVH FoRILDOEBETEER

ROFIZ, ZOFY 2—/L Tl LIoBERRICET 2 ) U —RE#®E R LET, ZOoRIF, Y7 b
V7 VU= FLA U THEEROV R — FNEASNIEEDY T h =T V) —XET%
ARLTWET, ZOWREIZ. FHTH D BRWRY | ZLIEO—EDY 7 h =7 VI —ZXTh
PR—bFINET,

TI7 Y T d— LDV R=FBLIORAY T b Y27 A A=VOYR— M D HREHRE
9" %121, Cisco Feature Navigator % ffi | L £3°, Cisco Feature Navigator (27 7 & 29 5 1Z1%,
www.cisco.com/go/ctn IZBE) L £ 3, Cisco.com DT I 7 > MILEDH Y £H A,

Dynamic Multipoint VPN 3> 7 4 ¥aL—> 3> A4 K
|


http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

NAT 7/8f ADE%ICRBESN=AR—SBODMPN £ 1 +3 v boti |
B AT TR ROERICERESNEAR—SBRODMPN 44+ 3 v 4 bl O#keER

R 17: NAT T3 ADBRICEBESN-RXKR—VBO DMVPN A F 399 k2 RILOBEEFER

HEEES J1)—= BERETEER

NAT 534 2 D% 12k & | Cisco I0S XE Release 2.5 NAT 7 /34 2D HITEE X
Nz AR —7 8D DMVPN Z A N7z AR —7 8D DMVPN # A
FIvT FrRL FI v hURUERRIZLD

1 DEIFEED AR — 2773
Xy hT—2 T KL AZH

(NAT) 7 /31 ADTE%ICHLE
ENTWVWTH, NHRP AR—7
YV—2AKR—7 R RNVE
DMVPN % v b U — 7 [CTHESC
FET,

Cisco IOS XE Release 2.5 T,

Z OFEREIX Cisco ASR 1000 >
V—XT77)Fr—gy b—
HICEANSINE LT,

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
[ 160 | |



A

11.

N RILIREIZ L D IPsec £ FH

h o ARNARHEIZ X D IPsec AHEREZEHAT D &, b RADMEEINTIRE T, TP Security
(IPsec) EX=2VT 4 TV xT—v gy F—H~_—R (SADB) % 2 2L EOEHL—T ¢
7 BTNl (GRE) R A B —T oA AMTEETEXET, ZTNOHD R RV A2
X —7 = A A%, Dynamic Multipoint Virtual Private Network (DMVPN) R EIZ&EN D, H—
DIEARN 7205 Bk SADB, K 5fb~ v 7, BLWIPsec 71 7 7 A AR EFEINET,

1 DD IPsec SADBN TIPsecEX =T 4 7TV o— 3 (SA) By arndEgantn
WA, IPsec SA 28, A7 IPsec SADB., MW T o7 o pb A v X —T = A AITH

HAHF 5T, IPsecSADEBERL N RNV A v X —T A4 ADT T v 2 74T B[N

HVET, PNV A E =T 2 A ANT T T D (AT, REEFT T A L REENE
BRI CME LY D B D) L. 2y NU— 7 EERICIIERRAE L E7,

G¥)

X2 VT AT DB E UKL D72 O SALEANIEHME 2 T2 L TWET, K
{BIZBET % v R a O EFOHELEEIRIZ OV TIE,  [Next Generation Encryption] (NGE) &7
A b N=N=EZRLTIZSN,

* BERENE R OOMERE, 166 ~—

* MU RVIRFEIZ X D IPsec I DORIHESAF, 166 ~—

* P ANRGEIZ L D IPsec A IZET S FIH, 166 ~—
* R RARHEIZ LD Psec HITONT, 167 _X—

* PURVRFEIZ X D Psec I ORRESE, 168 _—

* MU FRHEIC X D Psec F DOFBERF], 170 =—

* XTOMDOBEERL, 179 ~—v

* MU ROVIRFEIZ X D IPsec I OREREIGH, 180 ~_—

© HEELE, 181 N—v
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http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

B #essors

R RILREICE D IPsec 5 |

HEEIFRR DR

HHOY 7 2T VY —RATIE, ZOEFEVa— A THAINLITRTOBRENRTR—FEn

TWD EIERY /A, O X OEEIZ- DV TIE, Bug Search Tool 38 L ONZHEH O

Ty R T7F—BIRNY T 2T V=ADDY== ESRLTLIEIN, ZOF

Va— /LTIl SN AEERICET AW, BLOFEENTR— b)) —2AD—EIZHoN
TiE, BREEROREZSR LTI EI N,

TT7 9 R 7 =DV R—FBLR AT YT b7 A A—=VOWR— MIEAT HEMRE BT

9" %121, Cisco Feature Navigator % f#i il L £3°, Cisco Feature Navigator (27 7 & A9 521X
www.cisco.com/go/ctn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,

K RILREIZ K B IPsec EEDRMRSH

* v /VFHRA 2 F GRE (mGRE) KXW 1IPsec b RAVZHELT SHIZIE, crypto isakmp policy
av AL T A ¥ —xy b =5 (IKE) R —%2ERLTEIRLERDH Y
£,

M RIVIRFEIZ K B IPsec KB ICEHT 4 HIF9FIE

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F

* FURNAVEETLNFELTHLTXTO R X A Z—T =24 A% LT, tunnelsource =
<~V REBRETIHIHLENRH Y £4, REIZIE, PRV DIPT RLATIERLS, A 04—
T oA ADEATEBIOESEZHEHLET,

CRURNREREITLA VH—T 2 A ANFE L THLTXTD F RV TR—D IPsec 717 7 A
JVZEAEH L. tunnelprotection shared =~ > RZ X ET 2 MLE R H VY £5, ME—DHISMT

MR EETREIC T, P RASEEDIP T FLAZZFNLFR —ETHHETY—ET
(P2P) GRE h> R/ A v X —T 2 A ADIHINV AT A TRESNTWHHEAETT,

A R R EIEIE R FOUIIE, Blx D IPsec TR T 7 A N EBATHLERH Y F
TO
& 21X, T he %L 1) |Z tunnelsourceloopback0 =~ > RZFEL, [hrxn2) BX
U\ [k /7\11/ 3] I¥ tunnelsourceloopbackl =~ > R&ZH L THATLGAIE, [hoxw
(2t L Cldipsec-profile-1, [ b x2) X T R3] 12 L Tl ipsec-profile-2
%%ﬂ%ﬂﬁ)ﬂ LET,

HEHER VDL OOFELEFY LI, HBIO IPsec 707 7 A NVEMRTHZ ENMET
‘g—o

e ziE, Rl ~50 h RV EFEIEE LT loopbackd 23 S 4L, h b6~ 10
D b EETEE LT loopbackl 23MEA SN TWAHELA, b1 ~5iZxt LT
ipsec-profile-1, k> /L 6 ~ 10 2%} L CiX ipsec-profile-2 2 ZNENEHR LT,


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

ko RILREEIZK B IPsec £FH

boroLiREic L3 Psec £HIOVT I}

*RIU bRV EETREHERTLIERO NV A H—T 24 AT, Psec kg
EHEFE LRI EEHEREL £,

7o& 21X, FDMVPNZ 77 RIZK L TR DDA Z~—D5HET H L) leth—E X 7'r
AL —BRETIE, FEDHAL =00 NNV A U E—T 2 f A~OERIZFEE L, i
DSND T AL~ —InbD IPsec By v a v A LIEVFFAILBRVORLELWTT, 20D
& 972354 . Internet Security Association and Key Management Protocol (ISAKMP) 7’1 7 7 A
NWEEH LT, hAX <=0 L ISAKMP 7' 10 7 7 A JL~D/3A » RELTWD, Z0D

ISAKMP 7’12 7 7 A VA L CIPsec 7R 7 7 A MZHH CE £9, ZOISAKMP 7’17 7
AZEY | IPsec 707 7 A )V TRFAI SN D EEREIL, XS d % ISAKMP 7' 7 7 A /LI
ALEbOREFICHIBENE T, ISAKMP 7’1 7 7 A VB LN IPsec 7’12 7 7 A V1%, [Fl—
® IPsec SADB # A L CTWRWDMVPN 7 77 R (R A ¥ —T 2 R) TEIC

ERNCESFCE 7,

AR RN A H—T 2 A4 A (VID 12X L TIE, IPsec DIEAFITE L TR ST, FAR—F
HEINTWERA, VINZEY . V—T 4 VTR A VX —T = A A X A 7 %> TIPsec
N RN ERESHTE DI, A MEICRERELZ ER L TAH— 1~ A Xy bV —7 %4
TEET,

O RIVIREIZ K B IPsec EFIZDUVT

BE—®IPsecSAE GRE oIty 3y

TaT I NT T aT/VDMVPN hARR Y TIE, MUY A T2 250 RARA » METEED
GRE h> /vty vay (MR OEREILBLOSEIFR TR, bl F— 3872 5)

BN CEET, ZOEAIEL, HEO IPsec SA ZEH L TH D GRE o x/)v v g &
RLTLFEEN, 290D MRV A B —T 2 A ZAD N FAVEETLHRE L THHHEEIT, [Psec
A4 w7 F—FK (QM) EREEL LD MRV AV FZ—T 2 A ATUEB LUV K450
IR ETE EHA,

F—D7am 77 ANVBIRN A ANVFETA VF—T 2 A REEHT 5T XTO R A
B —7 x A A%t LT, il IPsec SADB Z1ERK 7 5354 1%, tunnelprotectionipsecprofileshared
ZV/F%QELiﬁo_®§E@;D\HL&%7®20@:VF£4V%%K%5¢&T@
GRE b xb (bR VOFEEILB L OSBRI UEA, b —i3fas) axrL <, 4
D IPsec SA Z il T& £9, F7-. tunnelprotectionipsecprofileshared =~ > K& H I 25 & |
IPsec QM DULEEASAREIC 22 0 £, Zhid, SADB 2344 SN I D SADB (k> FIL A
B =T 2 A AZTLIZ1D) MERASNDIEAELITRERY, T _TCOEF RV A F—T = A
ANZHRT LT, A1 IPsec QM ZERK 72N 1 5D SADB THHEL SN 5720 T,

Mo A H—T 2 ATHKTH QM 7B AR—F /LD SA 1%, 34 SADB B LUK b~ v 7
WNIA—FEFH LTI INET, Z7I T T —F TV —2TiE, BElbasniz Yy b &
OGRE 1 7B/ ERBRESNT Ay NME, =—AV T RLA, UE—F 7 RLA, BLOA
Fa DR F—AERICESNT, GREEY 2— /LT LW WL EL SN 9 2T, bl
roHN A B =T oA ANEEENET,
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B by RIVIREIZ K B IPsec EBEDHRES X

IPsec S A DI Kfnikzr=> k (MTU) »%E 35 &, QuantumFlow Processor (QFP) LU — K
U= TR L= YD SAMTU S EH 41, IPsec MTU & —E L9, MTU DI,
VAT LTEONT y R Ra v TS, — R 72 %ATTN-3-SYNC_TIMEOUT =7 —/3 =1
V= VIZEREINDZEBHY 7,

G¥)

FoRVEEIL, brxrsid, BXO ML F— G EY b AAA N 1, v—F EoT
RTOR N AE =T oA R L T—ETHLINENDY £, M RASEENRE
ENTWRN LT HRA Y FGRE (nGRE) A > % —7 = A ADEEIEL, bRk EFETE b
VRN F—DRXT N —E THLUENRDY £, 72, A8 GRE /T > MIEYIIZ P2P GRE
Fo gV EBRE S, —ER2WGEAIEImGRE L EREINET,

ERIREIZ K B IPsec EEDERTEAE

DMVPN DfEH bR A B3 —T 4 RIZL 3 IPsec SADB DHFH

DMVPN OBEH RV A H—T = A AW T IPsec SADB 2334 &1 5 X 9 1T Cisco I0S /L—#
BHRETHITIE, ROMEEAFEITLET,

F 2T NT F 2T )VDMVPN bR P T, EBICAR—T V—F ZRETHLEND H5EE
X, ZOEEDOFIEL VIR L TEMOAR—7 Z8RELET,

FIEDOBE
1. enable
2. configureterminal
3. interfacetunnelnumber
4. tunnel source {ip-address | interface-type interface-number}
5. tunnelprotectionipsecprofilename [shared]
6. exit
1. exit
FIED
ARV RFEEETIVa Y EL:y)
ATy enable Fite EXEC £ — R& A X —7 /LT LET,

&1

Router> enable

CNAU—=REAALET (ERSNWZHE)

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
[ 168 | |



| FoILIREEIZ £ B IPsec £

DMVPN D#E# kR £ v A —F 1A Rk % IPsecSADB 0 ]

AR RERERETIVa Y

Sl

ATFv T2 configureterminal Jua—nN)L a7 4 FXalb—aryET— 2B LET,
i
Router# configure terminal
ATFvT3 interfacetunnelnumber RN A HE—T oA AEHREL, A X —T AT 4
Fal—varyE—RERHAELET,
1 : " . S ,
* number 5IEZIE, AERRETLITRET H b A o F—T =
Rguter(confiq) # interface tunnel /]) 7\@@%*‘5% Liﬁ“o ﬁzﬁkﬂﬁgif ]\ :/7\\/1/ /r VR —T x
A ZADEUZHIRITH D £H A,
ATvT4 tunnel source {ip-address | MoV A B =T 2 A ADOKERFEILIP T R LA E T HEE e A
interface-type interface-number} VH—T o f A A TEREEEBELET,
- * tunnelprotectionipsecprofile =~ > FZ{E 3+ 25451%. b
o YENERFITEDIP T RVATIERLA VF—T = A A% fq
it R B S R % SR RS
ATFvTH tunnelprotectionipsecprofilename o A B —TxA A% IPsec 712 7 7 A )VIZEHEATT F
[shared] -+,
i - * name H1HUTIE, Psec 71 7 7 A VDOAFI AR ELE T, =
DAL, cryptoipsecprofilename =~ > K CTHE L 7= name &
fig-if)# 1 N o
protection ipsec profile vpnpros| | HTDLEBHY ET,
hared
o *shared ¥ — U — F&F§ET 5 &, FL b XLRIET P %
BE LTEED F RV A B —T = A AT IPsec & v
araFTEL LR ET
ATvT6 exit AV HA—=Tx2Af AT 4Xalb—raryT—FaKTL, 7
o—N)L a7 4 F¥al—ary ET— RICAY £,
i
Router (config-if) # exit
AT971 exit ra— L ar7 4 Falb—varE— REKT L, FfEEXEC
T— FZRBLET,
1 -

Router (config) # exit
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K RILIREIZ K S IPsec EHDHREH

Bl : TaF7INT IL—2 Ta2F7JLDMVPN /RO

UTFORICR LT 2T AT Jb—& F 27 /L DMVPN R 21, ROEMERH D £,
CHENT N—HIZE, mGRE b r)V A U H—T oA AN 1 OREINET,

CENTN—HFX, 1 ODODMVPNY 7w b (7T 7 R) ([Z#kS, AR—27ZDMVPN-1
& DMVPN-2 DX F I8k SN E T,

CBAR—T N—HIZIEX, mGRE h RNV A H—T =2 A AN 2 OBREINET,

*— D mGRE F> R A H—T 2 A ATDMVPN-1 IZ)E@L., &9 —J5® mGRE k> x®/L
A B —7 A AZDMVPN-2 |28 L £,

*Z mGRE Fo XV A B —T 2 ZZFA—D F v ZAEETIP 7 RUARRES N, WiH
DT h R RENIEE SNVET,

K8: Ta7INT JL—F Ta17I)LDMVPN R

192.168.0.0/2
HUE- ‘I | | HUE-2
10001 172.17.01 10.0.11
Static
/] 1?2 'I? 0.5 i
Dynamic

DMVPN-1
10.0.0.0/24

DMVPN-2
Y ‘yi'_jn.n.mrzai
4

10.0.0.11 B e \f\ 10.0.1<n+10>

| SPOKEqn,}

192.168.1.0/24 192.1658.<n=.0/24

1gmool

192.1658.2.0/24
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1 : DMVPN D% k> RIL A 5 —T = ZABTD IPsec SADB 0T I}

5l : DMVPN DEH )L A4 2 —T = 4 A[ETD IPsec SADB D&%

=

X

Bl NT1DETE
INT 1 ENT 20, BT 5 DMVPN W75 2 LA RTIE, TORENRIXRFELTY,

/N7 1 O DMVPN BEIFRD & B0 T,
*IPH 7 v b :10.0.0.024
* Next Hop Address Resolution Protocol (NHRP) > k7 —7Z ID : 100000
* b b F— 1 100000

* ¥ AF3I v V—F 42 Fua ka/L: Enhanced IGRP (EIGRP)

|
hostname Hubl
|
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|

crypto IPsec transform-set trans2 esp-des esp-md5-hmac
mode transport
|
crypto IPsec profile vpnprof
set transform-set trans2
|
interface Tunnel 5
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
no ip next-hop-self eigrp 1
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
ip tcp adjust-mss 1360
delay 1000
tunnel source GigabitEthernet 0/0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection IPsec profile vpnprof
|
interface GigabitEthernet 0/0/0
ip address 172.17.0.1 255.255.255.252
|
interface GigabitEthernet 0/0/1
ip address 192.168.0.1 255.255.255.0
|

router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.0.0 0.0.0.255

no auto-summary
!
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Bl NT2DHEE
/N7 20D DMVPN ZEIIRD LBV T,
*IPH7 %> b :10.0.1.0/24
*NHRP * v h7—7 ID : 100001
* b FRL F— 1100001

XA FI v V—TF 47 Fua =z EIGRP

|
hostname Hub2
|

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|

crypto ipsec transform-set trans2 esp-des esp-md5-hmac

mode transport

|

crypto ipsec profile vpnprof

set transform-set trans2

|

interface Tunnel 5

bandwidth 1000

ip address 10.0.1.1 255.255.255.0

ip mtu 1400

no ip next-hop-self eigrp 1

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100001

ip nhrp holdtime 600
no ip split-horizon eigrp 1
ip tcp adjust-mss 1360

delay 1000

tunnel source GigabitEthernet 0/0/0

tunnel mode gre multipoint

tunnel key 100001

tunnel protection ipsec profile vpnprof
!

interface GigabitEthernet 0/0/0

ip address 172.17.0.5 255.255.255.252
!

interface GigabitEthernet 0/0/1

ip address 192.168.0.2 255.255.255.0
!

router eigrp 1

network 10.0.1.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary
|

Bl RIR—U 1DERTE
AR—7 11Zx%FT 5 DMVPN FREIZRD LBV TF,

hostname Spokel
|

crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
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crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface Tunnel 5
bandwidth 1000

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1
ip nhrp network-id 100000

ip nhrp holdtime 300]

ip nhrp nhs 10.0.0.1

ip tcp adjust-mss 1360

delay 1000

tunnel protection ipsec profile vpnprof shared
!

interface Tunnel 5

bandwidth 1000

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp map multicast 172.17.0.5
ip nhrp network-id 100001

ip nhrp holdtime 300

ip nhrp nhs 10.0.1.1

ip tcp adjust-mss 1360

delay 1000

tunnel protection ipsec profile vpnprof shared
!
interface GigabitEthernet 0/0/0
ip address dhcp hostname Spokel
!
interface GigabitEthernet 0/0/1
ip address 192.168.1.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.1.0 0.0.0.255
no auto-summary

Bl RIR—9 2DETFE
AR—27 212%9 % DMVPN ZEIFRD L BY TF,

hostname Spoke2
!

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

Dynamic MultipointVPN 2> 7 4 X2 L—>3 > A4 F
|



R RILREICE D IPsec 5 |
B 5 OMVPN O R HRIL A 28— T 1 A RETO IPsec SADB DR E

!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface Tunnel 5
bandwidth 1000

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1
ip nhrp network-id 100000

ip nhrp holdtime 300]

ip nhrp nhs 10.0.0.1

ip tcp adjust-mss 1360

delay 1000

tunnel protection ipsec profile vpnprof shared
!

interface Tunnel 5

bandwidth 1000

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp map multicast 172.17.0.5
ip nhrp network-id 100001

ip nhrp holdtime 300

ip nhrp nhs 10.0.1.1

ip tcp adjust-mss 1360

delay 1000

tunnel protection ipsec profile vpnprof shared
!

interface GigabitEthernet 0/0/0

ip address dhcp hostname Spoke2

I

interface GigabitEthernet 0/0/1

ip address 192.168.2.1 255.255.255.0
I

router eigrp 1

network 10.0.0.0 0.0.0.255

network 10.0.1.0 0.0.0.255

network 192.168.2.0 0.0.0.255

no auto-summary
!

Bl : RIR—9 1 DFER
AR—27 112k % DMVPN ZEDFERIFKR DO LB T,

Spokel# show ip nhrp

10.0.0.1/32 via 10.0.0.1, Tunnel 0 created 00:06:52, never expire
Type: static, Flags: used
NBMA address: 172.17.0.1

10.0.0.12/32 via 10.0.0.12, Tunnel 0 created 00:03:17, expire 00:01:52
Type: dynamic, Flags: router
NBMA address: 172.17.0.12

10.0.1.1/32 via 10.0.1.1, Tunnel 1 created 00:13:45, never expire
Type: static, Flags: used
NBMA address: 172.17.0.5

10.0.1.12/32 via 10.0.1.12, Tunnel 1 created 00:00:02, expire 00:04:57
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5 : DMVPN D#EH LRIV A 58 —T = A4 A TO IPsec SADB DE&E

Type: dynamic, Flags: router
NBMA address: 172.17.0.12
Spokel# show crypto socket

GE)

7V 7 MR, 172.17.0.12, 172.17.0.5. B L OV172.17.0.1 D3 DDA TT, 2-2DONHRP & v
>3 (10.0.0.12, Tunnel0 & 10.0.1.12, Tunnell) 1%, 7B —KRF¥y A K v LFT 7 &R
(NBMA) @ 1IPsec 7 7 RLANFELTHDH-0H, EBLHBEICIPsec By v a v TY,

Number of Crypto Socket connections 3
Shd Peers (local/remote): 172.17.0.11
/172.17.0.12
Local Ident (addr/mask/port/prot): (172.17.0.11/255.255.255.255/0/47)
Remote Ident (addr/mask/port/prot): (172.17.0.12/255.255.255.255/0/47)
Flags: shared
ipsec Profile: "vpnprof"
Socket State: Open
Client: "TUNNEL SEC" (Client State: Active)
Shd Peers (local/remote): 172.17.0.11
/172.17.0.5
Local Ident (addr/mask/port/prot): (172.17.0.11/255.255.255.255/0/47)
Remote Ident (addr/mask/port/prot): (172.17.0.5/255.255.255.255/0/47)
Flags: shared
ipsec Profile: "vpnprof"
Socket State: Open
Client: "TUNNEL SEC" (Client State: Active)
Shd Peers (local/remote): 172.17.0.11

/172.17.0.1
Local Ident (addr/mask/port/prot): (172.17.0.11/255.255.255.255/0/47)
Remote Ident (addr/mask/port/prot): (172.17.0.1/255.255.255.255/0/47)

Flags: shared

ipsec Profile: "vpnprof"

Socket State: Open

Client: "TUNNEL SEC" (Client State: Active)
Crypto Sockets in Listen state:
Client: "TUNNEL SEC" Profile: "vpnprof" Map-name: "vpnprof-head-1"
Spokel# show crypto map

Crypto Map: "vpnprof-head-1" idb: FastEthernet0/0/0 local address: 172.17.0.11
Crypto Map "vpnprof-head-1" 65536 ipsec-isakmp
Profile name: vpnprof
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={
trans2,
}
Crypto Map "vpnprof-head-1" 65537 ipsec-isakmp
Map is a PROFILE INSTANCE.
Peer = 172.17.0.5
Extended IP access list
access-list permit gre host 172.17.0.11 host 172.17.0.5
Current peer: 172.17.0.5
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={
trans2,
}
Crypto Map "vpnprof-head-1" 65538 ipsec-isakmp
Map is a PROFILE INSTANCE.
Peer = 172.17.0.1
Extended IP access list
access-list permit gre host 172.17.0.11 host 172.17.0.1
Current peer: 172.17.0.1
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={
trans2,

}
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Crypto Map "vpnprof-head-1" 65539 ipsec-isakmp
Map is a PROFILE INSTANCE.
Peer = 172.17.0.12
Extended IP access list

ko RILIREIZ K B IPsec £FH

access-list permit gre host 172.17.0.11 host 172.17.0.12

Current peer: 172.17.0.12
Security association lifetime:

PFS (Y/N): N
Transform sets={
trans2,

}

Interfaces using crypto map vpnprof-head-1:
Tunnell
TunnelO

A

4608000 kilobytes/3600 seconds

GE)

showeryptoipsecsa O HH /5 RIZIT, 32D 27 V7T My a Bl FO R RV A2 —T =

A 2R L TEREINTHWET GO0 MU 2ETD) . 2T, EH5D0 A4 & —
TxAAH, 32O b EZFOR U IPsec SADBIZ<w v B 7 XN TWAZHTT, 20D

e, TOXOI, WRPMEHELTHOSNET,

Spokel# show crypto ipsec sa

interface: Tunnel 0

Crypto map tag: vpnprof-head-1,

protected vrf: (none)
local ident (addr/mask/prot/port): (172.17.0.
remote ident (addr/mask/prot/port): (172.17.0.

current peer 172.17.0.1 port 500
PERMIT, flags={origin is acl,}
#pkts encaps: 134, #pkts encrypt:
#pkts decaps: 118, #pkts decrypt: 118, #pkts verify:

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0,
#send errors 22, #recv errors 0
local crypto endpt.: 172.17.0.11,
path mtu 1500, ip mtu 1500,
current outbound spi: 0xA75421B1(2807308721)
inbound esp sas:
spi: 0x96185188(2518176136)
transform: esp-des esp-md5-hmac ,
in use settings ={Transport, }

134, #pkts digest:

conn id: 3, flow id: SW:3, crypto map:

sa timing: remaining key lifetime (k/sec):
IV size: 8 bytes

replay detection support: Y

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: OxA75421B1(2807308721)
transform: esp-des esp-mdS5-hmac ,
in use settings ={Transport, }

local addr 172.17.0.11

#pkts decompress failed: 0

remote crypto endpt.:
ip mtu idb FastEthernet0/0/0

11/255.255.255.255/47/0)
1/255.255.255.255/47/0)

134
118

172.17.0.1

vpnprof-head-1
(4569747/3242)

conn id: 4, flow_id: SW:4, crypto map: vpnprof-head-1
sa timing: remaining key lifetime (k/sec): (4569745/3242)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE
outbound ah sas:
outbound pcp sas:
protected vrf: (none)
local ident (addr/mask/prot/port): (172.17.0.11/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.5/255.255.255.255/47/0)

current peer 172.17.0.5 port 500
PERMIT, flags={origin is acl,}
#pkts encaps: 244, #pkts encrypt:
#pkts decaps: 253, #pkts decrypt:

244,
253,

#pkts digest:
#pkts verify:

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
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#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 1, #recv errors 0

local crypto endpt.: 172.17.0.11, remote crypto endpt.: 172.17.0.5
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0/0/0

current outbound spi: 0x3C50B3AB(1011921835)

inbound esp sas:

spi: Ox3EBEB4EF (1052673263)

transform: esp-des esp-mdS-hmac ,

in use settings ={Transport, }
conn id: 1, flow id: SW:1, crypto map: vpnprof-head-1
sa timing: remaining key lifetime (k/sec): (4549326/2779)

IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: Ox3C50B3AB(1011921835)
transform: esp-des esp-mdS5-hmac ,

in use settings ={Transport, }
conn id: 2, flow_id: SW:2, crypto map: vpnprof-head-1
sa timing: remaining key lifetime (k/sec): (4549327/2779)

IV size: 8 bytes
replay detection support: Y
Status: ACTIVE
outbound ah sas:
outbound pcp sas:
protected vrf: (none)
local ident (addr/mask/prot/port): (172.17.0.11/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.12/255.255.255.255/47/0)
current peer 172.17.0.12 port 500
PERMIT, flags={origin is acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 2, #pkts decrypt: 2, #pkts verify: 2
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: O
#send errors 0, #recv errors 0
local crypto endpt.: 172.17.0.11, remote crypto endpt.: 172.17.0.12
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0/0/0
current outbound spi: 0x38C04B36(952126262)
inbound esp sas:
spi: OxA2EC557(170837335)
transform: esp-des esp-mdS-hmac ,

in use settings ={Transport, }
conn id: 5, flow id: SW:5, crypto map: vpnprof-head-1
sa timing: remaining key lifetime (k/sec): (4515510/3395)

IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0x38C04B36(952126262)
transform: esp-des esp-mdS5-hmac ,

in use settings ={Transport, }
conn id: 6, flow_id: SW:6, crypto map: vpnprof-head-1
sa timing: remaining key lifetime (k/sec): (4515511/3395)

IV size: 8 bytes
replay detection support: Y
Status: ACTIVE
outbound ah sas:
outbound pcp sas:
interface: Tunnel 1
Crypto map tag: vpnprof-head-1, local addr 172.17.0.11
protected vrf: (none)
local ident (addr/mask/prot/port): (172.17.0.11/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0)
current peer 172.17.0.1 port 500
PERMIT, flags={origin is acl,}
#pkts encaps: 134, #pkts encrypt: 134, #pkts digest: 134
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#pkts
#pkts
#pkts

decaps: 118, #pkts decrypt:
compressed: O,
not compressed: O,
#pkts not decompressed:
#send errors 22,
local crypto endpt.: 172.17.0.11,
path mtu 1500, ip mtu 1500,
current outbound spi:
inbound esp sas:
spi: 0x96185188(2518176136)
transform: esp-des esp-md5-hmac ,
in use settings ={Transport, }
conn id: 3, flow id: SW:3, crypto
sa timing: remaining key lifetime
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: OxA75421B1(2807308721)
transform: esp-des esp-mdS-hmac ,
in use settings ={Transport, }
conn id: 4, flow id: SW:4, crypto
sa timing: remaining key lifetime
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE
outbound ah sas:
outbound pcp sas:
protected vrf: (none)
local ident
remote ident

#pkts compr.
Or
#recv errors 0

118,
#pkts decompressed: 0

remote crypto endpt.:
ip mtu idb FastEthernet0/0/0
0xA75421B1(2807308721)

(addr/mask/prot/port) :
(addr/mask/prot/port) :

ko RILIREIZ K B IPsec £FH

#pkts verify: 118

failed: 0

#pkts decompress failed: 0

172.17.0.1

map: vpnprof-head-1
(k/sec): (4569747/3242)

map: vpnprof-head-1
(k/sec): (4569745/3242)

(172.17.0.11/255.255.255.255/47/0)
(172.17.0.5/255.255.255.255/47/0)

current peer 172.17.0.5 port 500

PERMIT,
#pkts
#pkts
#pkts
#pkts

flags={origin_is acl,}

encaps: 244, #pkts encrypt:
decaps: 253, #pkts decrypt:
compressed:
not compressed: O,
#pkts not decompressed:
#send errors 1,

244,
253,

#pkts compr.
Or
#recv errors 0

local crypto endpt.: 172.17.0.11,
path mtu 1500, ip mtu 1500,
current outbound spi:
inbound esp sas:
spi: Ox3EBES4EF (1052673263)
transform: esp-des esp-md5-hmac ,
in use settings ={Transport, }
conn id: 1, flow id: SW:1, crypto
sa timing: remaining key lifetime
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: Ox3C50B3AB(1011921835)
transform: esp-des esp-md5-hmac ,
in use settings ={Transport, }
conn id: 2, flow id: SW:2, crypto
sa timing: remaining key lifetime
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE
outbound ah sas:
outbound pcp sas:
protected vrf: (none)
local ident
remote ident

remote crypto endpt.:
ip mtu idb FastEthernet0/0/0
0x3C50B3AB(1011921835)

(addr/mask/prot/port) :
(addr/mask/prot/port) :

244
253

#pkts digest:
#pkts verify:

0, #pkts decompressed: 0

failed: 0

#pkts decompress failed: 0

172.17.0.5

map: vpnprof-head-1
(k/sec): (4549326/2779)

map: vpnprof-head-1
(k/sec): (4549327/2779)

(172.17.0.11/255.255.255.255/47/0)
(172.17.0.12/255.255.255.255/47/0)

current peer 172.17.0.12 port 500

PERMIT, flags={origin is_acl,}
#pkts encaps: 0, #pkts encrypt: O,
#pkts decaps: 2, #pkts decrypt: 2,
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#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0
local crypto endpt.: 172.17.0.11,

path mtu 1500, ip mtu 1500,

remote crypto endpt.: 172.17.0.12

ip mtu idb FastEthernet0/0/0

current outbound spi: 0x38C04B36(952126262)

inbound esp sas:
spi: OxA2EC557(170837335)

transform: esp-des esp-mdS-hmac ,

in use settings ={Transport,
conn id: 5, flow id: SW:5,
sa timing: remaining key lifetime (k/sec):

IV size: 8 bytes
replay detection support:
Status: ACTIVE
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: 0x38C04B36(952126262)

crypto map: vpnprof-head-1

(4515510/3395)

transform: esp-des esp-mdS5-hmac ,

in use settings ={Transport,
conn id: 6, flow_id: SW:6,
sa timing: remaining key lifetime (k/sec):

IV size: 8 bytes
replay detection support:
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

ZDMDSEEH

crypto map: vpnprof-head-1

(4515511/3395)
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MTEET,
DMVPN @ Per-Tunnel QoS #&REIZIZIROF 238 D 77,
*QoSARY Y —=BDMVPNNTIZT Z v F IS4, b 8T T7 4y T~y F o4 584
MEAR—T LUAZE L THBIIN T TRESND (FEICL 2K BORENRE)
CNANTINHAR=T DT T 47 AR— 7 HIHIRTE D,
TR ST T 4 I B NE R AR —TICEE (BLOA—N—F ) TER,

s MEHEDOZ ] AR—I03MEST T MY U R ATHIRBEOREZHIRTX 5720, N7
T4 9T ESTAT DY J—=ARME SN THD AR =7 BN J— 2% 2 72 Ip D HERE
ZERECE D,
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DMVPN O NHRP QoS 7ot a=>4 [}

DMVPN @ NHRP QoS O EY 3 =>4

Next Hop Resolution Protocol (NHRP) &, NHRP 7 /L'— 7 %{#i ] L T DMVPN @ Per-Tunnel QoS
WiEZ 7Y a =7 LET,

NHRP 7 /L — 713 Z OFSRE CTHE A 7= HiHEHE T, Dynamic Multipoint VPN (DMVPN) / — K (&
R—=27) IZE>TDMVPN AT IURESNDH 7 —T IDIEHRTT, NTIXZOFEREE - T,
0=V TEFRINTWD, UE—F /— KD Quality of Service (QoS) HRVU T — A L AH A
L £,

DMVPN## L —TF (7 B 7B (GRE) ho A v B —T 2 A A FDAR—T JL—&Z T
NHRP /'L — 7 %2R ETEF T, NHRP /)L — 741X, AR—I MO NTIZEIHICEESIND
NHRP BZER T L I TR E SN ET,

NHRP 7 /v —7"& QoS R Y ¥ —D~v v ¥ 71X, /"7 DMVPNGRE h /L A ¥ —T7 = A R
TRESNET, AR DOZEESNIENHRP 7V —F 2 R 713, W"TY—ZAR—2 b
FIVICH AT CEA &5 QoS R v —li~v v B 7 anEd,

AR—=ZIZNHRP 7V —T7 %2 ELTH, NTIET ITEE SN FE T A, RO TSGR ES
WCEEESNET, AKR—21F, GRE b v A X —T x4 AT EIZ1 DD NHRP 7 /V—F DI
B TAHZENTEET, AR—27 2O DMVPN v hU—72 (%D GRE k> %L A
H—TxAfR) DL LTRETDHEHAIE. GRE b RV A v H—T = A AZ LITH2 5 NHRP
TN—T R e AR—= 7\ ZRETE E7,

AR—2 /35 NHRP 7 /b — 7 PG SN WGEIL QoS R Y —NEH I, ZOAR—7IT
FTCIZHEH SN TND QoS AR Y & — T X THIFR SV E T, AT NHRP %8k T NHRP 7 /L— 773
ZEENTWARWEARIZAR =275 NHRP 7V —7 B2 EEND &, 5T 2D QoSA Y o —7n
WH I ET, LLETO NHRP &8 ER &R U NHRP 7 /L — 7% AR—7 InLZIE LGS, £
AR=ZIIETTTIZTQoS R Y v —NWH SN TNWD Z Ll d iz, MbFEITSNEEA, RBID
NHRP BEEREF L 1 ZR A2 572 NHRP /L —F 2 AR—7 o2 ET 5 &, WA TS QoS
AU —T T XTCHIFR S, #H LW NHRP 7L — 2% L2 QoS AR YU v —A @ S,

AR—Y BEEHRD k> R=I)L T ED QoS

QoS : DMVPN D A 7" — 7 [ii] Per-Tunnel QoS #%HEIZ & W . DMVPN 7 7 1 7 > k(4 Next Hop Resolution
Protocol (NHRP) %Ml L CAR—27 YV —AR—7 B2/ L, b X BI QoS R U ¥ —%ff
HALTWABIODMVPN 7 ZA T NeDZA VLT N 7 UT N NURVELTEET,

Z OFEREIZ X > TS QoS over DMVPN BERE S PEARE XA, i F rIBE 7o tidsiig i 2 S < B o = —
=T o T FERNCHIIRZ EETE D X )12 £,

AR —7 Y —AR—7 $#iiX. nhrp attribute group =~ > K& L CTAKR—7 THREI =Y

N—TIDHEHA, NHRP X & — 7T 4 X— NMIEE (VPE) ICL > TAR—Z W TRIBEIND &
TN SIVE T, NHRP N ¥ — 7T A X— ML, NHRP §ilf#l/35 > N (NHRP fi#R 2k
BIOREDO ATy M) 7 v fbsivTOET,

Xy hT—=ID2ODAR—7 (AR—7 A LAR—27 B) PATITEHFEISNL TS E LET,
A7R—7 AT nhrp attribute group =~ > RRE I, AR—27 A L AR—27 BORIZNT
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B DMVPN O Per-Tunnel QoS DEEE %

T A I PFET D%E . AR—27 ADSORFERICRN X — 7T A X— ML (VPE) O—
HELTIZNA—7IDERNPEGEENET T, AR—7 BIIMIREREZ(ETDHE, VPE~v ¥ —%
HH L, SRRER Sy b O—HE LTRIE LTER X A T 2R LET, VPEJLRICZ V—7
XA THREENTWVWAHEAE, NHRP VPE N—H—T 7 L —7FERB¥m s, —&3T 5~ 70
GFETDEIZNEIDPPEREINET, BT H~ Y TRAOI0D L, QS IIRGEDA v 2 —T <A
ATCTHRY) —%@ALET,

DMVPN @ Per-Tunnel QoS D% E Ak

DMVPN O Per-Tunnel QoS #§RE & iX B9 5 121F, AR —7 {Z Next Hop Resolution Protocol (NHRP)
TN—T%EFL, £DNHRP 7 /L —7 % /7 D Quality of Service (QoS) HNVU T —iZ<wv 7
Li‘é—c

AHR—2 TOHONHRP 5 )L— TDETE

FIEDBE
1. enable
2. configure terminal
3. interfacetunnelnumber
4 koWFhr1 o2 AN LET,
* ipnhrpgroupgroup-name
* nhrpgroupgroup-name
5. end
FlED M
ARV RFEEEFT7Ia Y B#
ATy enable FiME EXEC E— K& A R—7 MIZLET,
i *NAT—REANLET (BFERINTGE) .
Device> enable
2ATFY T2 configure terminal Jua—rbar 7 4 Xal—arET— RERKBL
i —a‘o
1 -
Device# configure terminal

Dynamic Multipeint VPN 2> 7 4 ¥a L—> 3> HA F
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zk—scoNHRP T L—TEH0EE [

ARV RFERRTIVa Y

B8

ATvT3 interfacetunnelnumber MoV A B =T 2 A REREL, AV F—T =
A A7 4 FX¥al—raryE—RFEHBLET,
i -
Device (config)# interface tunnel 1
ATv74 WDOWT 1 DEALET, A 7"— 27 1Z Next Hop Resolution Protocol (NHRP) 7
P A
« ipnhrpgroupgroup-name VT ERELET .
* nhrpgroupgroup-name
i :
Device (config-if) # ip nhrp group
spoke groupl
i -
Device (config-if)# nhrp group spoke groupl
ATv 75 end A B =Tz AT 4 Fal—YarET—RE
T L, %M EXEC E— FIZIRY £7,
11 :

Device (config-if)# end

AHR—2 TOHONHRP 5 )L—TEMHE®D

FIRDOHE

enable

configure terminal
interfacetunnelnumber
nhrpgroupgroup-name

nhrpattributegroupgroup-name

N o a R wbdh-=

end

=JL ==

ax &

nhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name
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DMVPN 0> Per-Tunnel QoS |

FlED M
aAv U RFEREET7TIVaY B#)
ATw 71 | enable FMEEXECE— R&ZA X —T7 /ML E
j—O
i . . ,
Device> enable * NRRAU—KREANLET (FRE
NS E) .
RTFw T2 configure terminal Ja—N) a7 4 FXal—gy
T— FEBBLET,
1) :
Device# configure terminal
ZFwF3 |interfacetunnelnumber NN A B =T oA AERIE L,
A B —T A A AT {Fal—
i - vary E—RFERBLET,
Device (config)# interface tunnel 1
ATvTa nhrpgroupgroup-name A 7R — 2 |Z Next Hop Resolution Protocol
(NHRP) /' NV—7 %% ELET,
1
Device (config-if)# nhrp group spoke groupl
25w T5 nhrpattributegroupgroup-name AR—=271Z QoS Z—"7 ID IHEH & 7%
ﬁ_i‘ L/ i TO
i
Device (config-if) # nhrp group attribute spokel
ATvT6 nhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name Quality of Service (QoS) ARV v — <
£ 7|2 Next Hop Resolution Protocol
i (NHRP) 7V —7ZBMLET,
Device (config-if) # nhrp map group spoke groupl service-policy
output groupl parent
A7y 71 |end Ao B =T A AT 4F 2l —
var E®— AT L. ¥k EXEC
i : T FICREDY £7,

Device (config-if)# end
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NTD QSR —~DNHRP ' )L—TDT v EVY

INTD QS HKYS—A~ADNHRP ¥ )L—TD<vEVY

FIEDHEE
1. enable
2. configure terminal
3. interfacetunnelnumber
4 RkoONFHNEFITLET,
* ipnhrpmapgroupgroup-nameservice-policyoutputgos-policy-map-name
* nhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name
5 end
F g o> %48
AT REREETOVa Y E]:g]
AT w71 |enable Fite EXEC E— & A X —7 /ML
i ﬁ—o
i -

Device> enable

AT — RKEASLET (FR
ENEEA) .

ATw T2 configure terminal Ja—\)ars7 4 Fal—a
ET— NEBBLET,
i -
Device# configure terminal
AT w73 |interfacetunnelnumber R RNV A v H—T o ABBEFEL.
A H =T 2 A AT 4 Fal—
11 : varE®E—REMMBLET,
Device (config)# interface tunnel 1
ATV T4 [ ROWTINEFITLET, /N7 @ Quality of Service (QoS) 7RV

« ipnhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name

+ nhrpmapgroupgroup-nameservice-policyoutputqos-policy-map-name

51 -

Device (config-if)# ip nhrp map group spoke groupl
service-policy output groupl parent

L — < v £ 7|12 Next Hop Resolution
Protocol (NHRP) Z/L—7ZB/NL
ESC AN
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DMVPN @ Per-Tunnel QoS

AT RFEREETO VI Y

S]]

51 -

Device (config-if)# nhrp map group spoke groupl service-policy
output groupl parent

ATy T5

end

51 -

Device (config-if)# end

AV B —Tx2A A AT 4 F 2l —
Yaly '— REKT L. R EXEC
t— FQZE D i—g«o

DMVPN @ Per-Tunnel QoS D FE:R

FIEDHE
1. enable
2. showdmvpndetail
3. show ip nhrp
4. showipnhrpgroup [group-name)
5. ROWTNNEFEITLET,
+ showipnhrpgroup-map [group-name]
* shownhrpgroup-map [group-name]
6. showpolicy-mapmultipoint [tunneltunnel-interface-number|
1. showtunnelendpoints
F g 48
ARV REREETIYaY BeY
AT 71 enable FitE EXEC £ — R& A R—7 /I LET,
1 - AT —=REANLET (FERSNTZHE) .
Device> enable
ATvT2 showdmvpndetail %t > 3 @ Dynamic Multipoint VPN (DMVPN) ##HHE
W (X7 ARMAYT =3 (NHS) BEONHSDAT—X
B : A, W5ty a AW Yy NOFEMRLY) R RLE
Device# show dmvpn detail +
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DMVPN O Per-Tunnel 008 OFE2 I}

ARV RFERRTI Y

=)

s AR, AR =27 92 B52{5 L7z Next Hop Resolution
Protocol (NHRP) 7 —7, BLORKR—7 hrxib
(23 S 40TV % Quality of Service (QoS) AU v —3
BENET,

ATvT73 show ip nhrp NHRP ¥ v v ¥ 2 &, AR—2705%F LIZNHRP 7/ v —7
BFRRALET,
151 :
Device# show ip nhrp
ATy T4 showipnhrpgroup [group-name] NHRP /' V—7 ~ v B 7 FRr LET,
- s HZIE, BEAT T B2 QoS AN Y —D AT E E D
%ﬁw#wwipmmgmw QoS AU v—FfA LTS b/l = KA > b
DY A RBEENET,
ATvT5 WONWT NN EFITLET, NTTRESNTNDINA—TLRY v—D~ v 7 BIWY
U S PN =
« showipnhrpgroup-map [group-name] | QS =V ¥ PR SN TND R VERTLET,
* shownhrpgroup-map [group-name]
i -
Device# show ip nhrp group-map
groupl-parent
i :
Device# show nhrp group-map
groupl-parent
ATy 76 showpolicy-mapmultipoint ~NWVTFHRA b PUFRVICHEH ENTND QoS ARY v—0D
[tunneltunnel-interface-number) A IR LET,
151 :
Device# show policy-map multipoint
tunnel 1
ATvIT1 showtunnelendpoints ~IVTFHRA N PRV DEETLB L OSEET  RARA
MZBT 215, BEOAKR—7 hrxrTc@EfEShTn
1 - % QoS K v—HFRLET,

Device# show tunnel endpoints
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& E

DMVPN @) Per-Tunnel QoS @ % & 45

5l - RIR—% TH NHRP ¥ )L— T DHTFE

WOHITIL, 3 2D AKR—21Z 220 Next Hop Resolution Protocol (NHRP) 7 /V—7F%FKET 5

THiEERLET,

1BZBDRAR—I DFRE

interface tunnel 1

address 209.165.200.225 255.255.255.224
ip redirects

mtu 1400

ip
no
ip
ip
ip
ip
ip
ip
ip
ip
ip

nhrp
nhrp
nhrp
nhrp
nhrp
nhrp

authentication testing

group spoke groupl

map 209.165.200.226 203.0.113.1
map multicast 203.0.113.1
network-id 172176366

holdtime 300

tcp adjust-mss 1360

nhrp

nhs 209.165.200.226

tunnel source fastethernet 2/1/1
tunnel mode gre multipoint

tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1

ip address 203.0.113.2 255.255.255.0

2FBDAKR—Y DERFE

interface tunnel 1

address 209.165.200.227 255.255.255.224
ip redirects

mtu 1400

ip
no
ip
ip
ip
ip
ip
ip
ip
ip
ip

nhrp
nhrp
nhrp
nhrp
nhrp
nhrp

authentication testing

group spoke groupl

map 209.165.200.226 203.0.113.1
map multicast 203.0.113.1
network-id 172176366

holdtime 300

tcp adjust-mss 1360

nhrp

nhs 209.165.200.226

tunnel source fastethernet 2/1/1
tunnel mode gre multipoint

tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1

ip address 203.0.113.3 255.255.255.0

3FRDAKR—Y DERE

interface tunnel 1

address 209.165.200.228 255.255.255.224
ip redirects

mtu 1400

ip
no
ip
ip
ip
ip
ip
ip
ip

nhrp
nhrp
nhrp
nhrp
nhrp
nhrp

authentication testing

group spoke group2

map 209.165.200.226 203.0.113.1
map multicast 203.0.113.1
network-id 172176366

holdtime 300

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F
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B 2K—scoNHRP F L—TEHENEE

ip tcp adjust-mss 1360

ip nhrp nhs 209.165.200.226

tunnel source fastethernet 2/1/1
tunnel mode gre multipoint

tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1

ip address 203.0.113.4 255.255.255.0

5l - RFIR—% TH NHRP ¥ )L— TR DERTE

WORFITIL, 2 DD AKR—21Z 2 D0 Next Hop Resolution Protocol (NHRP) 7 /L — 7 @M% 5% 7E
TLHEERLET,

1BEHDRKR—Y DERTE

class-map match-any class2
match ip precedence 5
end
|
policy-map p2
class class2
priority percent 60
end
|
interface TunnelO
ip address 10.0.0.2 255.255.255.0
no ip redirects
ip mtu 1436
ip nhrp authentication hlthere
ip nhrp attribute groupl
ip nhrp map group groupl service-policy output p2
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 253
ip nhrp nhs 10.0.0.1
ip nhrp registration timeout 600
ip nhrp cache non-authoritative
no ip mroute-cache
tunnel source 172.17.0.2
tunnel mode gre multipoint
tunnel key 253
tunnel protection ipsec profile dmvpn-profile
end

2ZBBHDARAKR—Y DERE

class-map match-any classl
match ip precedence 5

policy-map policy pl
class classl
priority 70

interface TunnelO

ip address 10.0.0.1 255.255.255.0
no ip redirects

ip mtu 1436

ip nhrp authentication hlthere

ip nhrp attribute groupl

ip nhrp map group groupl service-policy output pl
ip nhrp map multicast 172.17.0.2
ip nhrp map 10.0.0.2 172.17.0.2
ip nhrp network-id 253

ip nhrp nhs 10.0.0.2

ip nhrp registration timeout 600
ip nhrp cache non-authoritative
no ip mroute-cache
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B 5 \TDWSKYS—~DNHRP S L—TDI v ELY

tunnel source 172.17.0.1

tunnel mode gre multipoint

tunnel key 253

tunnel protection ipsec profile dmvpn-profile

end

Bl NTDQSHKY)L—~DNHRP FIL—TD<TvELY

WOFHITIL, /N7 D Quality of Service (QoS) 7~ U 2 —IZ Next Hop Resolution Protocol (NHRP) 7
N—T o~y 74 55EERLET, ORI REER Qos AU >— (Bl :

groupl parent/group2_parent, - : groupl/group2) L. Dynamic Multipoint VPN (DMVPN) @
Per-Tunnel QoS #RE DX EICHH SN F T, £ ZOHITIE, /~7 T, NHRP 7 /L— 7 spoke_groupl
% QoS 7~ U »— groupl parent |2, NHRP 7 /L'—= spoke group2 % QoS 78 U I — group2 parent (Z
ETNEN~y 7T HHELRLTNET,

class-map
match ip
class-map
match ip
class—-map

match-all groupl Routing
precedence 6

match-all group2 Routing
precedence 6

match-all group2 voice

match access-group 100
class-map match-all groupl voice
match access-group 100
policy-map groupl

class groupl voice
priority 1000
class groupl Routing
bandwidth percent 20
policy-map groupl parent
class class—-default
shape average 3000000

service-policy groupl
policy-map group?2

class group2 voice
priority percent 20
class group2 Routing
bandwidth percent 10
policy-map group2 parent
class class—-default
shape average 2000000

service-policy group2
interface tunnel 1
address 209.165.200.225 255.255.255.224
ip redirects
mtu 1400

ip
no
ip
ip
ip
ip
ip
ip
ip
ip

nhrp
nhrp
nhrp
nhrp
nhrp
nhrp
nhrp

authentication testing

map multicast dynamic

map group spoke groupl service-policy output groupl parent
map group spoke group2 service-policy output group2 parent
network-id 172176366 B
holdtime 300

registration unique

tunnel source fastethernet 2/1/1

tunnel mode gre multipoint

tunnel protection ipsec profile DMVPN
interface fastethernet 2/1/1

ip address 209.165.200.226 255.255.255.224
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1 : DMVPN 0 Per-Tunnel 008 0#:2 [}

{51 : DMVPN @) Per-Tunnel QoS D F&:E

WOHITIL, AR—7 1 55%{5 7= Next Hop Resolution Protocol (NHRP) 7 /L— 7 IZB5 51§
WL, KFAR—7 b FVIZEA STV D Quality of Service (QoS) RNV v —%FRT D Hik%E
RLET, Z0avy REINTTHERITTEET,

Device# show dmvpn detail

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding
UpDn Time --> Up or Down Time for a Tunnel

Interface Tunnell is up/up, Addr. is 209.165.200.225, VRF ""
Tunnel Src./Dest. addr: 209.165.200.226/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "DMVPN"
Type:Hub, Total NBMA Peers (v4/v6): 3
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network
1 209.165.200.227 192.0.2.2 UP 00:19:20 D 192.0.2.2/32
NHRP group: spoke groupl
Output QoS service-policy applied: groupl parent
1 209.165.200.228 192.0.2.3 UP 00:19:20 D 192.0.2.3/32
NHRP group: spoke groupl
Output QoS service-policy applied: groupl parent
1 209.165.200.229 192.0.2.4 UP 00:19:23 D 192.0.2.4/32
NHRP group: spoke group2
Output QoS service-policy applied: group2 parent
Crypto Session Details:
Interface: tunnell
Session: [0x04AC1D0O0]
IKE SA: local 209.165.200.226/500 remote 209.165.200.227/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 209.165.200.227
IPSEC FLOW: permit 47 host 209.165.200.226 host 209.165.200.227
Active SAs: 2, origin: crypto map
Outbound SPI : 0x9B264329, transform : ah-sha-hmac
Socket State: Open
Interface: tunnell
Session: [0x04AC1CO08]
IKE SA: local 209.165.200.226/500 remote 209.165.200.228/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 209.165.200.228
IPSEC FLOW: permit 47 host 209.165.200.226 host 209.165.200.228
Active SAs: 2, origin: crypto map
Outbound SPI : 0x36FD56E2, transform : ah-sha-hmac
Socket State: Open
Interface: tunnell
Session: [0x04AC1B10]
IKE SA: local 209.165.200.226/500 remote 209.165.200.229/500 Active
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel id: 209.165.200.229
IPSEC FLOW: permit 47 host 209.165.200.226 host 209.165.200.229
Active SAs: 2, origin: crypto map
Outbound SPI : 0xAC96818F, transform : ah-sha-hmac
Socket State: Open
Pending DMVPN Sessions:

WIZ, AR—=7 5% E SN NHRP 7 V— 1T AERE R R TLH2HEOMEZRLEST, =
Da<y RINTTEITTEET,

Device# show ip nhrp

192.0.2.240/32 via 192.0.2.240
Tunnell created 00:22:49, expire 00:01:40
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DMVPN 0> Per-Tunnel QoS |

51 : DMVPN @ Per-Tunnel QoS DR

Type: dynamic, Flags: registered
NBMA address: 209.165.200.227
Group: spoke groupl
192.0.2.241/32 via 192.0.2.241
Tunnell created 00:22:48, expire 00:01:41
Type: dynamic, Flags: registered
NBMA address: 209.165.200.228
Group: spoke groupl
192.0.2.242/32 via 192.0.2.242
Tunnell created 00:22:52, expire 00:03:27
Type: dynamic, Flags: registered
NBMA address: 209.165.200.229
Group: spoke group2

WIZ, N"TDONHRP V' )V—7 < B T O, B~y BV 7 TEFR STV 5% NHRP 7
N—TEFEHALTND b2V DY R NERRTLHHEOHZRLET, ZOa~wy RigNT T
FITTEET,

Device# show ip nhrp group-map

Interface: tunnell
NHRP group: spoke groupl
QoS policy: groupl parent
Tunnels using the QoS policy:
Tunnel destination overlay/transport address
198.51.100.220/203.0.113.240
198.51.100.221/203.0.113.241
NHRP group: spoke group?2
QoS policy: group2 parent
Tunnels using the QoS policy:
Tunnel destination overlay/transport address
198.51.100.222/203.0.113.242

WIZ, R RiRA Y MOEH ST DRED QoS A Y v —IZBHT 2 G E R 2 £RT
LHEORERLET, Zoavy RigNnT TEITTEET,

Device# show policy-map multipoint

Interface tunnell <--> 203.0.113.252
Service-policy output: groupl parent
Class-map: class-default (match-any)
29 packets, 4988 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any
Queueing
queue limit 750 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
shape (average) cir 3000000, bc 12000, be 12000
target shape rate 3000000
Service-policy : groupl
queue stats for all priority classes:
queue limit 250 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Class-map: groupl voice (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: access-group 100
Priority: 1000 kbps, burst bytes 25000, b/w exceed drops: 0
Class-map: groupl Routing (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: ip precedence 6
Queueing
queue limit 150 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
bandwidth 20% (600 kbps)
Class-map: class-default (match-any)
29 packets, 4988 bytes
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5 minute offered rate 0 bps, drop rate 0 bps
Match: any
queue limit 350 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Interface tunnell <--> 203.0.113.253
Service-policy output: groupl parent
Class-map: class-default (match-any)
29 packets, 4988 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any
Queueing
queue limit 750 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
shape (average) cir 3000000, bc 12000, be 12000
target shape rate 3000000
Service-policy : groupl
queue stats for all priority classes:
queue limit 250 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Class-map: groupl voice (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: access-group 100
Priority: 1000 kbps, burst bytes 25000, b/w exceed drops: 0
Class-map: groupl Routing (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: ip precedence 6
Queueing
queue limit 150 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
bandwidth 20% (600 kbps)
Class-map: class-default (match-any)
29 packets, 4988 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any
queue limit 350 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Interface tunnell <--> 203.0.113.254
Service-policy output: group2 parent
Class-map: class-default (match-any)
14 packets, 2408 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any
Queueing
queue limit 500 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
shape (average) cir 2000000, bc 8000, be 8000
target shape rate 2000000
Service-policy : group2
queue stats for all priority classes:
queue limit 100 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0
Class-map: group2 voice (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: access-group 100
Priority: 20% (400 kbps), burst bytes 10000, b/w exceed drops: 0
Class-map: group2 Routing (match-all)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: ip precedence 6
Queueing
queue limit 50 packets
(queue depth/total drops/no-buffer drops) 0/0/0
(pkts output/bytes output) 0/0

Dynamic MultipointVPN 2> 7 4 X2 L—>3 > A4 F
|



DMVPN () Per-Tunnel QoS D5 & & $}

bandwidth 10% (200 kbps)
Class-map: class-default (match-any)
14 packets, 2408 bytes

DMVPN @ Per-Tunnel QoS

5 minute offered rate 0 bps, drop rate 0 bps

Match: any
queue limit 350 packets

(queue depth/total drops/no-buffer drops) 0/0/0

(pkts output/bytes output) 0/0

DMVPN @ Per-Tunnel QoS DZ%E & ¥

EEEE

XZaT7ILEA ML

CiscolOS =< K

[Cisco I0S Master Command List, All Releases.]

X2V a~vwF

* [Cisco 10S Security Command Reference
Commands A to CJ

* [Cisco I0S Security Command Reference
Commands D to L

* [Cisco I0S Security Command Reference
Commands M to R

* [Cisco I0S Security Command Reference
Commands S to ZJ

IPNHRP =2~ K

[Cisco I0S IP Addressing Services Command
Reference,]

HAWR Aa 2 g AT VA TH T —F
T DFXE

[IP Switching Cisco Express Forwarding
Configuration Guide]

NHRP D% E

[IP Addressing: NHRP Configuration Guide]

RSN AREE LT LY XA

[Next Generation Encryption,]
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http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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Bdl] 9

EHEDURLIZT Z7EALT, YA2amOF 7 =7 |http://www.cisco.com/cisco/web/support/index.html
WY R—FERKPIIEM LT ZS, Zh
LbOY Y=, VT MU =T A LAV
LCEELEZY, YA RET 7 ) ay—
el el AR5 3 11020 ] i = Ry 27 S By el RS e oY Rl
HLTLLEIV, ZO Web¥A FEDY—)L
W7 7B AT HERIL, Cisco.com D17 A 1D
BILUOANRY — RRMLETT,

DMVPN @) Per-Tunnel QoS & REIE#R

ROFIZ, ZOFY 2—/L Tt LIoBRRICET 2 ) U —RE#®E R LET, ZOoRIF, Y7 b
U7 VU= FLA U THEEROV R — FNEASNILLEDY T hy =T V) —XET%
ALTWET, TOKREIZ, ST B320VIRY . ThUEO—#HDY 7 by =7 V) —ZTH
PR—brINET,

TI7 Y b7 d— LDV R=FBLIORAY T MY 2T A A=TVOYR— MY D HREHRE
9" %121, Cisco Feature Navigator % ffi ] L £3°, Cisco Feature Navigator (27 7 & 29 521X,
www.cisco.com/go/ctn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,
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%% 19 : DMVPN 0> Per-Tunnel QoS DH4EETE$R

DMVPN @ Per-Tunnel QoS

Iy

HRE J1y—2

HAETEHR

Per-Tunnel QoS Cisco IOS XE Release 3.11S

DMVPN O Per-Tunnel QoS HHE
IZ. DMVPN® k> R/LZ LD
QoS AR — R &ML L. IPSec
oV A B =Tz AAD

ko T & D QoS /X7 F—

v AR ESEET,

Cisco IOS XE Release 3.11S T
X, Z OBEREDSTRIL ST TIPVG
T RUARYR—hSnD LD
2720 £ L7,

RO~ RPEANETITLEE
S E L7z, ipnhrpgroup. ip
nhrp map. ip nhrp map
group, nhrp group. nhrp map
group, show dmvpn, show ip
nhrp. show ip nhrp
group-map. show nhrp
group-map. show policy-map
multipoint tunnel

QoS : DMVPN @D AR —7 [E] Cisco IOS XE Release 3.15S
Per-Tunnel QoS

QoS : DMVPN D A 7R— 7 [
Per-Tunnel QoS #4BEIZ X V) |
DMVPN 7 7 A 7 b i Next
Hop Resolution Protocol

(NHRP) #fEH L CTAR—2
V= AR AL, b
Y F VR QoS AR Y —Zfil
LTWHRHIODMVPN 2 Z AT
YheDEAVI N 7T R
bRV ERENLTE T,
RDA~ Y RPHEANEITER
S#VE L72, nhrp attribute
group, show dmvpn, show ip
nhrp. show ip nhrp group
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~DERTE

TrustSec DMVPN A > T A > XX 7 HR— MEREIZ L V. IPsec 13 Cisco TrustSec (CTS) &
Xa T4 JN—7 %7 (SGT) % IPsec B 7 M Tk T& £,

* HERETE RO, 203 N—Y

* TrustSec DMVPN A > T A ¥ Z X2 7 KR — b OREDOHHESRM, 204 A—

* TrustSec DMVPN A > T A v XX 7 AR — NOREIZET HHI9H, 204 X—

* TrustSec DMVPN A > T A > Z X2 7 HR— FOREICDOWNT, 205 _—

* TrustSec DMVPN A > T A > X X 7 HR— hORE ST, 208 _—

* TrustSec DMVPN A > T A v X ¥ 7 $iR— FOFREH], 210 _—

* TrustSec DMVPN A > T A > XX 7 HR— hOEEEE, 214 _—

* TrustSec DMVPN A > 5 A o XX 7 HR— h OEERFH, 215 _*—

HEEIRH DR

THEROY 7 rT =T VY —ZATIE, ZOEY2— LTl EN5TRTOMBENR—FEh

TV LR £ A, EHOERER I L OVEEIZ DWW TIX, Bug Search Tool 35 X OV H D

Ty N7+ —LBIRXY T =T V=20V ) — ) — 2B LTI, Z0F

‘/“:L%/I/“C‘ifﬁfﬁ SNHHEEEICEIT 2 1EH. BLOKHEENYFR—FEnb U Y —2A0—EIZo
. BEREIEHROEREZ L T EE N,

TIY b7 A—LOYR— P BIUPVAI YT MU =T A A=V OV R— M 2R E R
F % IZI%, Cisco Feature Navigator Zffi /] L &7, Cisco Feature Navigator |27 7 & 29 % |Z1%
www.cisco.com/go/ctn IZBE) L £ 3, Cisco.com DT I 7 MILEDH Y £H A,
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TrustSec DMVPN f >S5 1 > 4 ¥4 #K— L ORE |
B TrustSecDMVPN 1 0514 > 805 HK— FOBREDRIRE S

TrustSec DMVPN £ >S54 > 3 X5 Y R— FDEHRTED

HIRS

AV B —Fy b F=ZH A= 922 (IKEv2) BI W IPsec Z/b—F THRETLHMLENH Y F
9, FEMIC DWW TIE,  TConfiguring Internet Key Exchange Version 2 and FlexVPN Site-to-Site] 35 &
Y TConfiguring Security for VPNs with IPsec] DEZZH L T 7230,

Z OFEREIE. Cisco ISR G2 890, 1900, 2900, 3900, ¥ LXTF3900E /L —F TOHHAR—FI T
£

TrustSec DMVPN £ >S54 > A X5 HR— FDEKRFEIC
B9 5HIHEIE

TrustSec DMVPN A > 7 A > X % 27 7R — MEREIL IKEV2 TOAF 2 T — RMA[RET, IKEv2
EFHLTREY R — P LET,

« DMVPN

CHAFI IR A H—T = A X (AVTI)
* b RiEA M L7 GRE

* A M VPN

CARZT 4w VT vy

CARET 4 VBN R A B =T = A A (SVTI)

TrustSec DMVPN A > T A > X %7 R — MEREL, ke AR —FLEEA,
* Cisco AnyConnect
* Cisco VPNClient
* IKEvl Zf#/fl L 7= DMVPN
* EasyVPN
* FlexVPN
* GetVPN
*IKEvl IPsec AV v K
» SSLVPN
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TrustSec DMVPN 1 > 51 > 4 x> 5 ##—ro@zEic>0t [l

TrustSec DMVPN £ >S54 > 3 X5 iR— FDOEHRFEIZ

2T

Cisco TrustSec

N

Cisco TrustSec (CTS) 7—F7 7 F % Tl&, ID, BN, BLIUORY v —ZflhtbE, =2—F
NI va vz RELTR—AR—2ADRY) v —%2@HT52 LT, FEETELI 1y T —
I TIAADRAL VBRI, X aTexy NU—7 ZHEETE £, CTS ILRGERF IC RS
Lica—H LT A 20 IDIEREFEM LT, Xy hUV—=ZITEAT LTy FERBLET,
CTS TIX, CTS X NU—7 ~DHEANIRFI /T > NMIH T E2AHT D & TE Ny SO REDHE
FanEd, Zhucko, "y MEIF—4 "2 2K Z2 B U TELS#E SN, EX2) 748
ROZOMORY —HERNEASNET, Ty bERET =53 A v TFRT 7 AT
A —NIREORy NI — 7 ik ERRRICT X2 VT 4 J—T7 Z 7 (SGT) HEHLTH
TRIF S, DBEICESWTT 7R ary he— L R —REHA I ET,

TrustSec @ IPsec £ > T A > XX JHEEIL. SGT D% v F U —7 T34 ZEHET B ERIC
EALET,

G ZOBEREN Y AR — F STV WA X, SGT Exchange Protocol over TCP (SXP) H&/E % fifi H
TEET,
CTS 33 XL OV SXP DFEMIZ DU Tix,  [Cisco TrustSec Switch Configuration Guide] #ZM L TL 72
AN
SGT & & U IPsec

IPsec (X7 /0 TY XA, — BIUMEORXI=— 9 U ZIKE 7o baLzifH L x4,
IKEv2 i%, IPSec D A= — 3 & SGT HREICEE T 2l mIcEH SN ES, ©7 TSGT # %
VSRR SIS &L SGT ¥ /%5 (16 B ~) 2 SGTCisco A ¥ 7 —4 (CMD) <A 17—
F& LT IPsec B S tL, ZEMOETIZEEINET,

TIRA VLAY TNAALAREGF Ty VEBRELET, T2 A LAY T8 AFEFEY—
MHSGT % fEL, IPT RL AL SGT #&E N7y MIFIV Y TEST, 2F0D, IPT L A%
SGTIZXA V' RLET, ZOIPT RLAESGTDONRAL T 4 ITNT v T AR —L F/NA R
WIS, SGT R—ADKRY v —b AT XX rnEAsnET,

F(EM T IKEvV2 75 SGT e A * 2> = — M5 X O ITRESNTWHEE, F(EMIIEL SA_INIT
PR C SGT BEREE s A28k L £ 9, InZAICIKEV2 28 SGT B2 x Iy o — 5 1 ) IR E
SNTWDIGE, BN SAINIT JSE CHEFRISZE L, BEM LISEMITE T ~OFT TN
Ty MR LTA U ITA U ZX T a5 &% IPsec (AT L £,
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TrustSec DMVPN f >S5 A ¥ 2 X245 4R— rOBE |
B KEv2 O £ BEEITO SCT

BT TAUTA Y ZX TR R— RSN TWADEE, HJIRFIZ IPsec 13 SGT HREE 7'V 7 ¢ 7
A% IPsec A B — RIZIBIMLET, HAR— RSN TWRWEE, Ty MNIZ 7T anEd

Ao

ATIEEIZ, IPsec 1% SGT MEREIZ DWW TN v hEMRE L ET, ¥ V7 BEAAEERG A, IPsec (34
TIHEREPSG L CT AL AEREZELET (T 2X TR IT— N ENDEAED
) o BTy M, IPsec IZL > TEE DO/ N7y M LT S ET,

KDFET, HHBILOASNED [Psec DEIEICOWTEB L £,

=20 HAH/RATD IPsec DENE

AUSARELTDORTL | CTSIZ& S SGT DIR{H IPsec D EH1E

I—i3y

Yes Yes SGT CMD % /347 > MBI L
F7,

Yes No SGT CMD Z B3 87 »

FEEELET,

No Yes F 7213 No SGT CMD ZBiE3 1287 »
X ELET,

£ 21: AH/NRTO IPsec DEIE

Ny bDAR T A4 BAXTDRTY | IPsec DEIE
I—vav

Yes Yes N> D SGTCMD Z ALE L
i‘d‘o

Yes No N> D SGTCMD Z /LB L
FH A,

No Yes F 7213 No Ny N EIEE O IPsec /N v
FELUTHREBELET,

IKEv2 O FE8I & I ZETD SGT

IKEV2 & v 3 » CSGT A F— 7 /WIZT HIZIE, eryptoikev2cts 2~ > RZ {4 L T SGT #HE
PR— 2 ETIZEETHLEND Y £9, SCGTILV A A OHRETY, L7z -> T, SA_INIT
B TIINZ—1ID (VID) A m— & LTEEINET,

RDOFE T, SGT HRENREM LIGEMTRESNTWDL YT Y FIZHOWTHHALET,
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552 7—vavonE ||

& 22 : IKEv2 DFIEHI & IEEBID SGTH#EHE

SGT N REFER TS R—TIL SGT A EER TS R—TIL k.

Yes Yes FAGM & ISEAM O T VID 23
LS, SGTA > T4 4
X o 7 H4HE T IPsec SA 3 A F—
Tl £,

¥es No FEAZMNE VID 2427 L E 378,
SR VID Z SRR L £,
IPsec SAIXSGT 1 T4 &
X THERECA R — T MT2 D
FH A,

No Yes FAZMANE VID Z4RE3, I8
AT VID 2o 11— R & %(E
LEH A, IPsec SA i SGT A
VI B THERETA R —
TR FEA,

No No FIZMIL VID 2R, i
ZAlE VID A 71— RE%E
LEH A, IPsec SA X SGT A
VIA U H R THERETA F—
TN 8 A,

IS5 rA 77— 30008
TIGTRA T =g 0E, RO 2 ODOFETUHENE T,

*IPsecHID 7T T AT — 3y :IPsec N7 T T A MEENRT= N ry baxZETH L. &
TIT A N E T ERET,

*IPsec D7 T T AT —3ar :IPsec /37 v MISEEEALIZIC 7 T 7 A v MES=54A.
WD T T T A SR T SnET,
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TrustSec DMVPN 1 >S5 1 > 8 X5 Hik— bOBE |
B TrustSecDMWPN 1 > 514 > 805 HR— FOBREHE

TrustSec DMVPN £ >S54 > 3 X5 R— FDOEBEA
%

IPsec 1 >S54 3X25D4%+—TI)Lik

[ C&BHIIC
IKEV2 38X W IPsec 7% ETHHLERH Y 97,

FIEDHE
1. enable
2. configure terminal
3. cts sgt inline
4. exit
FlED M
aAv U RFEREET7TIVa Y =]:g]
ATy enable Fi#E EXEC E— K& A 13— 7 M LET,
Bl *RAT—REANLET (FEREINTEHE)
Device> enable
AT 2 configure terminal Ja—rLarZ 4 Xal—varE—RefBLET,
i -
Device# configure terminal
ATv73 cts sgt inline DMVPN @ TrustSec % A % —7/WIZLET, ZDa~vr K
X, ¥FL—T 4 7 7ML (GRE) & b LA
1 B —T 2 A A FT— RIZHLTOHEEHTT,
Device (config)# cts sgt inline
2Ty T4 exit Ja—rarz 4 Xalb—varyE— Rk T LET,
41 -
Device (config) # exit
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TrustSec DMVPN 1 > 51 > 2 X257 yfi—rpE=4 s I

TrustSec DMVPN 4/ >S5 A >V A X T HiR—bcDEZ=ZAR ) U5 L TER
TrustSec DMVPN A > T A > XX F $iR— MREEZT=F B L OHRT B121F. ROTFEESHE
1ITLET,

FIEDHE

enable

show dmvpn

show ip nhrp nhs detail

show tunnel endpoints

LA S

show adjacencyinterface-type interface-number detail

FIED M

AT w71 enable

1 -

Device> enable
¥iHE EXEC E— RZA X —7 M LET,
AXFw 2 showdmvpn

151 -

Device# show dmvpn

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: TunnelO, IPv4 NHRP Details
Type:Spoke, NHRP Peers:1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDbn Tm Attrb

11.1.1.99 10.1.1.99  UP 00:00:01  SC
Dynamic Multipoint VPN (DMVPN) [EH Dt > v a UAEREFRTT HICIE, Zoa~vr REFEHLET,

AT 73 show ip nhrp nhs detail

&1 -

Device# show ip nhrp nhs detail

Legend: E=Expecting replies, R=Responding, W=Waiting
TunnelO:
10.1.1.99 RE NBMA Address: 1.1.1.99 priority = 0 cluster = 0 reg-sent 44 reg-failed 0 repl-recv
43 (00:01:37 ago)
TrustSec Enabled
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TrustSec DMVPN f >S5 A ¥ 2 X245 4R— rOBE |

B TrustSec DMVPN £ > 51 » 2 X5 HR— L OBREHI

ATvT4

ATy TH

Next Hop Resolution Protocol (NHRP) %27 & k78 v 7" #—,3 (NHS) fF#EzER~T DL, ZOa~v R
EREHLET,

show tunnel endpoints

&1 -

Device# show tunnel endpoints
TunnelO running in multi-GRE/IP mode

Endpoint transport 1.1.1.99 Refcount 3 Base O0xF3FB79B4 Create Time 00:03:15
overlay 10.1.1.99 Refcount 2 Parent OxF3FB79B4 Create Time 00:03:15
Tunnel Subblocks:

tunnel-nhrp-sb:
NHRP subblock has 1 entries; TrustSec enabled

2 IVFRA v RN —T 4 7 T 'L (MGRE) E— R TR R EFETLTWAEEIZ, Forrk
NV RRA L FOT RURRRICHE END bV = RiRA v b T—=ER—ZADODHNKEERTDH
i, Zoa<wr REFEHRLET,

show adjacencyinterface-type interface-number detail

i -

Device# show adjaceny tunnel0 detail

Protocol Interface Address

Ip TunnelO 10.1.1.99(2)
0 packets, 0 bytes
epoch 0

sourced in sev-epoch 1

Encap length 32
4500000000000000FF2FB76901010101
01010163000089090800010100010000
Tun endpt

Next chain element:

Fa kB B A RS B, Coawy RefA LT

TrustSec DMVPN £ >S54 > A X5 HiR— FDEXREH

Bl :IPsec A 2542 32X TDA—T )L

WOFITIE, AXT 47 VTITOREREF AT I v 7 VIIOJEEM TIPsec £ v T A v ZF
ToAR—TNMITHHEEZRLET, TOREEHEA LTIV T~y 7BIORVIIZHET
=F7,

AT 49 NTI DHREROHRTE

crypto ikev2 proposal pl
encryption 3des
integrity md5
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5l : IPsec £ 542 AFXTDA x—T )Lk

group 2
|

crypto ikev2 policy policyl
proposal pl
|

crypto ikev2 keyring key
peer peer
address ::/0
pre-shared-key cisco
|
peer vi4
address 0.0.0.0 0.0.0.0
pre-shared-key cisco
|
|
1
crypto ikev2 profile prof3
match identity remote address 0.0.0.0
authentication local pre-share
authentication remote pre-share
keyring key
|

crypto ikev2 cts sgt

|

crypto ipsec transform-set trans esp-3des esp-sha-hmac
|

crypto map cmap 1 ipsec-isakmp
set peer 10.1.1.2

set transform-set trans

set ikev2-profile prof3

match address ipvédacl

|

!

interface Loopbackl

ip address 209.165.201.1 255.255.255.224
ipvé address 2001::4:1/112

|

interface Loopback?2

ip address 209.165.200.1 255.255.255.224
ipv6 address 2001::40:1/112

|

interface Embedded-Service-Engine0/0
no ip address

shutdown

|

interface GigabitEthernet0/0

ip address 192.168.210.74 255.255.255.0
duplex auto

speed auto

|

interface GigabitEthernet0/1

ip address 172.16.0.1 255.240.0.0
duplex auto

speed auto

ipv6 address 2001::5:1/112

ipv6 enable

crypto map cmap

|

ip forward-protocol nd
|

no ip http server

no ip http secure-server

|

ip route 0.0.0.0 0.0.0.0 172.16.0.2

ip route 10.12.255.200 255.0.0.0 172.31.255.254
|

ip access-list extended ipvéacl

permit ip host 209.165.201.lhost 192.168.12.125
permit ip host 209.165.200.1 host 172.18.0.1
permit ip host 172.28.0.1 host 10.10.10.1
permit ip host 10.12.255.200 host 192.168.14.1
|

logging esm config
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5l : IPsec f 54> AX2TDA x—T )ik

ipv6 route ::/0 2001::5:2
|

|
!
|
M
control-plane

|

|

!

line con O

exec-timeout 0 O

line aux O

line 2

no activation-character
no exec

transport preferred none
transport input all

TrustSec DMVPN 1 > 54 ¥ 2 X U5 HR— FDFRE

transport output lat pad telnet rlogin lapb-ta mop udptn v120 ssh

stopbits 1

line vty 0 4

login

transport input all
|

exception data-corruption buffer truncate

scheduler allocate 20000 1000

B4 T2y I NTI DEERIOETE

crypto ikev2 proposal pl
encryption 3des
integrity md5

group 2

|

crypto ikev2 policy policyl
proposal pl
|

crypto ikev2 keyring key

peer peer
address 172.160.1.1 255.240.0.0
pre-shared-key cisco

!

peer v4 _p2

address 172.31.255.1 255.240.0.0

pre-shared-key cisco
|

crypto ikev2 profile prof

match identity remote address 0.0.0.0

authentication local pre-share
authentication remote pre-share
keyring key

virtual-template 25

|

crypto ikev2 cts sgt
|

crypto ipsec transform-set trans esp-null esp-sha-hmac
!

crypto ipsec profile prof ipvé
set transform-set trans

set ikev2-profile profl ipvi4
|

|
interface Loopback0

ip address 192.168.12.1 255.255.0.0
!

interface Loopbackl

no ip address
|

interface Loopback?2

ip address 172.18.0.1 255.240.0.0
!
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interface LoopbacklO

no ip address

ipvé address 2001::8:1/112
|

interface Loopbackll
no ip address

ipv6 address 2001::80:1/112
I

interface Embedded-Service-Engine0/0

no ip address

shutdown
|

interface GigabitEthernet0/0
ip address 10.1.1.2 255.0.0.0

duplex auto
speed auto
ipv6 address 2001::7:1/112

ipv6 enable
!

interface GigabitEthernet0/1
ip address 10.10.10.2 255.255.255.0

duplex auto

speed auto
|

interface GigabitEthernet0/2

Bl Psec 1 >34 axvin4 72—t

ip address 192.168.210.144 255.255.255.0

duplex auto
speed auto
|

interface FastEthernet0/0/0
no ip address

shutdown

|

interface FastEthernet0/0/1
no ip address

|

interface FastEthernet0/0/2
no ip address

|

interface FastEthernet0/0/3
no ip address

|

|

interface Virtual-Template25 type tunnel

ip unnumbered GigabitEthernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile prof ipvi4

interface Vlanl

no ip address

|

1

ip forward-protocol nd
|

no ip http server

no ip http secure-server
|

ip route 0.0.0.0 0.0.0.0 10.1.1.1

ip route 172.17.0.0 255.240.0.0 10.10.10.1
|

logging esm config

ipvé route ::/0 2001::7:2
|

control-plane

|

|

!

line con O

exec-timeout 0 O

line aux O

line 2

no activation-character
no exec
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B TrustSecDMVPN £ 514 > 8 X5 Hk— L DS EEH

transport preferred none

transport input all

transport output lat pad telnet rlogin lapb-ta mop udptn v120 ssh
stopbits 1

line vty 0 4

login

transport input all

|
exception data-corruption buffer truncate
scheduler allocate 20000 1000
end

TrustSec DMVPN £ >S54 > 3 X5 HiR— bDSEE
#

BAEE H
&R E I=ZaTFILEA ML
CiscoIOS a~<w > K [Cisco I0S Master Command List, All Releases.]

X2V T7 4 av R
=7 * [Cisco I10S Security Command Reference

Commands A to CJl

* [Cisco I0S Security Command Reference
Commands D to L

* [Cisco I0S Security Command Reference
Commands M to R

* [Cisco I0S Security Command Reference
Commands S to ZJ

Cisco TrustSec 33 & Y SXP D% iE [Cisco TrustSec Switch Configuration Guide,]
[Psec DX E IPsec %M L7z VPN DX 2 U T 1 DFRE
IKEv2 DFXE [ Configuring Internet Key Exchange Version 2

(IKEv2) and FlexVPN Site-to-Site]

Cisco Secure Access Control Server Cisco Secure ACS D> 7 4 X2l — g H
1 F
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/switches/lan/trustsec/configuration/guide/trustsec.html
http://www.cisco.com/c/en/us/support/security/secure-access-control-system/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/secure-access-control-system/products-user-guide-list.html

| TrustSec DMVPN 1 5« » 2 ¥4 HHR— FDBRE

TrustSec DMVPN 1 >S5« > 2 %25 4i— roieeEd [

SRADTYHY ZHI YR—

&5t A )y
EDOURLIZT Z7EALT, YA2am5 7 =3} | http://www.cisco.com/cisco/web/support/index.html
VY R— MR RRIIEH LT Z3n, Zh
DY Y=L, VYT MU =T A A=V
LTRELEZY, YRAaDBERT 7 ) nd—
(B3 D BRI A R L 72 0 3 2 2 012 ff
ﬂq LTSN, ZO Web A kDY —/1
W27 72 AT BE{E. Cisco.com D v 74 > 1D
BLOANRYU — RRMLETT,

TrustSec DMVPN 1 >S5 1 > 2 X2 J HR— L DHRER

#H

WROFIZ, ZOFY2—/L Tt LIoBERICET2 ) U —RE#RERLET, ZORIZ, Y7 b
=7 JU—RA FLA U TEHEEOYR— IR EAINTLEXDOY T b7 V=A%
RLTWET, TORKEEIZ, FRIWT D B2 0WRY , ZRLBEO—EOY 7 by =7 VU —RATH
PAR—bhEINET,

TITY b7 A= LOYR— P BIOVARY T v =T A A= OFHR— M L ERE R
J % 1ZI%, Cisco Feature Navigator Zffi /] L &7, Cisco Feature Navigator |27 7 & 29 % 1Z1%
www.cisco.com/go/ctn IZEE) L 3, Cisco.com DT I 7 MILEDH Y FH A,

R 23: TrustSec DMVPN { >S54 > A X5 HiR— FDHREICEAT S H4ae1EHR

HEEES J1y—= BEREEER
TrustSec DMVPN - > F o » % | Cisco IOS XE Release 3.13S TrustSec DMVPN A > T A v X
X7 PR—h XU PaR— MERIZED

IPsec |4 Cisco TrustSec (CTS)

X2 VT IN—TF 2T
(SGT) % IPsec &7 [#]CIrik

TEET,

WO~y RPEANFEIFIER

SHVE L7, ctssgtinline,

show dmvpn. show ip nhrp

nhs, show tunnel endpoints,
show adjacency
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http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

TrustSec DMVPN f >S5 1 > 4 ¥4 #K— L ORE |
B TrustSec DMVPN «f > 5 1 & 8 X5 HR— F DEEIER
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-

AR—YI B NHRPH <) —<T v

AR—=ZHNHRP ¥~ U — < v 7T, Ky U —27 LONHRP R ~ T 7 1 v 7 2 45EK8
FOHIEL £,

© PREETHER O, 217 ~—¥

* AR—ZBNHRP ¥~V — v 722N T, 218 X—

* AR—ZMINHRP '~V — ~ v 7OREHE, 220 ~—

* AR—ZMINHRP '~V — ~ v 7OREH], 224 ~—

* AR—=ZMINHRP ¥~V — v FOZEEE, 226 ~—

* ZR—Z B NHRP ¥~V — ~ v 7OMEER &R, 227 <*—

R AE IR R D HERR

CHEHOY 7 R 27 U —ZATlE, ZOFTa— A THAINETRCTOBERENRYFR— NS
TS LR £H A, T OBERER #F L OVEEIZ OV TIX, Bug Search Tool 38 X OVTEH D
Ty R F—BIRNY T 2T V=ADDY== EESRLTLIEIN, ZOF
Va— /LT SN OERRICET 2B R, BIXOSHEENRYR— &bV U —2D—FElZo0
TiE, BREEFROREZSR LTI EI N,

Ty R T —LDOY R —FBIR AT YT N2 T A A=V R — MIET L IEREBR
9 %121%. Cisco Feature Navigator Z#f# ] L 9, Cisco Feature Navigator (27 7 & 29 5 (Zi3,
www.cisco.com/go/ctn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,
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https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

AR—

ZR—SBNHRP T —< v T |

B NHRP 43 1)— < FIZDVT

AR—YHBINHRP < 1)— < v F[ZDL\T

AR—Y B NHRP <) — <y T

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F

DMVPN 7 = — R 3 Ti&, /b— MERIBAT TEITSNET, ~NTIE, AR—7 BHDAR— 7
DEZICHDHAXY NT—ZIZEETHDORT A NEy 7T, Xy " NeZEToE, 2
ER =NV AR=TIZ)EA VT N Aye—VZFEL, sy NU—7 @NextHopResolution
Protocol (NHRP) fRZERZIX(ETH LI ICHRLET, TOMRERN NTIZ X > T LAN
Fy FU—=7 DY EF—hAR—7ZHESNET, UVE— b AR—7 I TRRERISE L, 7—
HIVAR—=T DRV ERIBELET,
AR=21F 83—V R A D ONHRPRRECRIDIGE S 5 & &2, V=T 1 w7 1if#H~—AZ (RIB)
DOYIRKRIP T RV A Xy NI =7 BTy b v A7 ZEALES, VE—F AR—27DOH
BICHDLRA RR T =N AR—T7 DERITHDHF Y NT— 7W®Tx%kﬂﬁy%%§@¢é
Wi, ZNHOEHD Ky b T — 7 2RO NHRP A v & — VNN TT, RO AR—2
RFAR—7 DHHRIZH D KB % v BT —2712%F % NHRP A v b — P &4 5 = LT
[ QN
W@@Nm@%&mﬁf FFEDXR Yy NU—7 TER< m—Hh ZAKR—=7 OB#ICH LY b
T 2 IEHRNM RSN 2D, AR—7BONHRP 2 vE—VOKEHIBTE £,
zﬁ~ﬁ%wa%vU~v/ffm\mmP%&m%TMB@WTsz*y%U—ﬁkﬁ
TFxy b A7 TlEe, HREFADOIPT RLA Ry NT—27 LY TRy h A7 2BHLE
T RIBIZEENDIPT RL ARy NU—7 DM, REFHDIPT RLA Xy hT—7 10
L2 (F 7%y b A7 EREVEN) BAH, AR FREEADIP T FLA Xy hU—
7Y TRy v AT ZNHRP RS ETCHEALET, 2L, xy hT— 7W@wa%
WhT 74y 7 PEHNBIOHRSNET, AR—27 TNHRPV~ VU —~ v TERETDHIC
ipnhrpsummary-map =~ > & H L £4,

AR—Y I NHRP 43 1) — < v TOHED LA
fRIFBERAZZIETHE, AR—7IIRO L IITEEL £,
1 RIBTIPT FLAREYT Xy b ~A7%BRLTKLET,

2 PTRLRLES TRy R EREFEHSDONHRP YV~ —< v 7 LBEL, 585CIPT7 KL
AREENTVDENE INEERLET,

3 NHRP fRIGE T~ — v 7% VT —h AR—JICEELET, VE—F AFR—2 D
NHRP I —H )V AR =T DRI A MKy THESTIPT RLAELEYT Ry b A7 % RIB
B L F9,

n—H) AR—7 ODERIZHDHT Y NT—T7 2K, 1 DO NHRP IR ERIZL > T E— K &
RN—7 TH S ET,



| RFE—HRANHRPH <) — < T
IPv6 A —N—L A 1=t 2 NHRP o< ) — <z v T ok—+ [

KORNZ, AR—ZBNHRP ~ VU — ~v 7O ELERLET,

9: AIR—Y B NHRPH <) —< v T

Hub
182.0.0.0/16

%=

Spoke Spoke?2
192.0.0.0148 190.0.0.014

365293

o —7% /L LAN FICH DT FL A% 192.0.0.0/19 D —H )b AR—27121%, T_TD 32-24 RIB
T b U (192.0.0.0/24,....192.0.31.024) BHV 7, ZOa—I/N T RLRZEROT RARZ A X
\ZEIGRP D X H /e —TF 4 > 7 Fa ha PRSI H856. v NV —27 % 192.0.0.0/19 |24
KL TATWET RRNEALRXT DI —T o7 7a halpnZESnEdT, NTidinz
192.0.0.0/16 IZE HIZEMN L THID AR =7 1ZT RARZA XL ET, O AR —7 %, RIBND/
TOXT A MRy FEEHLT, 192.00016V—F 4> 7 F—T N ) TORIEEY £7°,
UE—h ARZ MR 192.0.12.1 LBETH8E. v —H /L ZAR—2713192.0.12.1/32 & NHRP fiFik5
KEZELEST, v—Hv AR—7 X RIB #ZH L, NHRP fEHRISE T 192.0.12.0/24 2K L &
7

2—7 /L AR—2IZNHRP %~V — 7 (i : ip nhrp summary-map 192.0.0.0/19) 235%7E S 41
TWDEGA, B—J/L AR —7 53192.0.12.1 DfFRZEER %515 L CRIB 2 /875 &, 192.0.12.0/24
DIEEINET, WiIZr—HV AR—271%, ¥~V — v 75&E 192.0.0.0/19 TS5 192.0.12.1/32
NEENTNDHNE I NEMER L, NHRP f#RSE T 192.0.0.0/19 23K L £,

IPv6 A —/N\— L AT BNHRP <) — v T HHR—k

AR—27 I NHRP %~ U — < v 7HHEIL IPv6 TH A — h 4 CH Y. ipvénhrpsummary-map =
~V REHFALTRELET,
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AR—YBINHRP <) — < v

B AR—UmNRP <y — <y TOBERS

AR—OBNHRP <) — v TD

AR—Y THORR—YENHRP <) — <7 TDHETF

Y

BXTE A7k

FIRDHE

FIED

GE) WONEEIZL S TAR—=T TR AERETETET,

© o NS G R wwDh=

o = S Y
W N = O

enable

configureterminal

interfacetunnelnumber
ipaddressip-addressmasksecondaryip-addressmask
ipnhrpauthenticationstring

ipnhrpsummary-map {ip-address|mask}
ipnhrpnetwork-idnumber

ipnhrpnhs [hub-tunnel-ip-address] nbma [hub-wan--ip] multicast
ipnhrpshortcut

. tunnelsource {ip-address | typenumber}
. tunnelmodegremultipoint

. tunnelkeykey-number

. end

ARV RFERRTIa Y B

ATy T

1 -

enable

Device> enable

FiHE EXEC E— R&EA X —7 M L E T,
CRXRT—REANLET (FERSNTEHE)

ATvT2

1 -

configureterminal

Device# configure terminal

B

Ja—)ar7 4 Xalb—va T — RERKRLE
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| RE—SRNHRPHTY—< v T

ZKR—o TORK—2RINRP H7 U — 7y T0HEE ]

ARV RFERRTI VY

Br

ATFv T3 interfacetunnelnumber AN A LB =T 2 A AEREL, AV Z—T A
Aar74Xal—varyET—FRefBLET,
£ . . s
* number : VERRETCITRRTET D b pv A4 o —
Device (config) # interface tunnel 5 7:]:/( Xa);ﬁff#éﬁ Li'@‘o ﬁzﬁkﬂ‘ﬁgéﬁ ]\ :/*}1/
A Z =T = A ZADRITHIRITH D EH A,
ATFvT4 ipaddressip-addressmasksecondaryip-addressmask| s o x)V 4 B —T 2 A AZKT B TS5 A~VIPT
RLUAEITEDZVIPT RLAZHRELET,
Bl : GE) [i]—@ DMVPN v b U — 27 WIZAFIET %
Device (config-if) # ip address 10.0.0.2 TRTONTBLIOAR—Z7121X, [T IP
255.255.255.0 N . — N
29:299.259 BT %y MUBT DT FLRARIRET D HE
N ET,
ATvTH ipnhrpauthenticationstring NHRP Z 4% A v % —7 = A Z ORI LTI %
mELET,
i
Device (config-if)# ip nhrp authentication
donttell
ATvT6 ipnhrpsummary-map {ip-address|mask} Fv hU—27 EONHRPFRR N T 7 1 v 7 HHEHB X
UHIE L £7,
i
Device (config-if)# ip nhrp summary-map
10.0.0.0/24
2Fw 1 ipnhrpnetwork-idnumber A B =Tz A AWK LTNHRP A R2—7/VIZLE
D
i . .
*number : T O — KXy A F 2 LFT IR
Device (config-if)# ip nhrp network-id 99 (NBMA) * v hT—2Z D, 7na *‘/*\/I/QCQTEEVC“
HHREy bRy NU—IHRITEEELET,
ATFw T8 ipnhrpnhs [hub-tunnel-ip-address] nbma INT JL—HZZNHRP X7 A hRy P — L LTH
[Aub-wan--ip] multicast EFLET,
1
Device (config-if)# ip nhrp nhs 10.0.0.1 nbma
172.17.0.1 multicast
ATvT79 ipnhrpshortcut NHRP s — Ry F AL v F U T X —TNITL
ij—o
£

Device (config-if)# ip nhrp shortcut
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B <AE—UBNHRP YU — <y TORR

ZR—SBNHRP T —< v T |

ARV RFERRETI VY

Br

2TFv 710 tunnelsource {ip-address | typenumber} forNV A H—T 2 ADEEFEITLT RUABEEL
i‘j‘o
i -
Device (config-if) # tunnel source
Gigabitethernet 0/0/0
25y 71 tunnelmodegremultipoint NN A B =T 24 ADH TN LT~ RE~ /L
FRA v MR —T 4 7 7 L (mGRE) (2
1 - HELET,
Device (config-if)# tunnel mode gre Ual7p 3= 2% %%4%)5%'?_5 DT, F—H% T 7 S
multipoint . - . A . _
TNWHEAF I T AR—=TY—RAR—7 +T
T4 v BT 58T,
ATvT12 tunnelkeykey-number EE) FPoRA AL B —T = ADIDF—% A X —

1

Device (config-if)# tunnel key 100000

TN LET,

* key-number : 2 F)V X —Z BT B 72D OEAE
AT LET, F—ODMVPN* >y k7 —27 NI
FETDITRXTONTBILORAR—7 2R LT,
A CEARET DLERHY £,

ATy 713 end

1 -

Device (config-if) # end

A B —T A XA T 4 Fal— g F— ek
T L. ¥ EXEC E— RIZED £,

AR—O B NHRP <) — < v TODHER

FIEDHE

1. enable

2. showipnhrp
=3 E{F:3

X w71 enable

il Dynamic MultipointVPN 3> 7 4 FalL— 3> A F



| RFE—HRANHRPH <) — < T

ATy T2

AR—IRBNHRP Y —T v TD ST a—TF4 25

FIEDHEE

FIED

AR—SBNHRP I ) — v TD LS TN a—TF405

1 :
Device> enable

¥ ME EXEC E— R& A 3x—7 M LFET,
N2 —REANLET (FERkEn=8H4) .

showipnhrp

&1 -
WIZ, AR—27 TD show a2~ ROH W ZRLET,

Device# show ip nhrp

15.0.0.1/32 (vrfl) wvia 15.0.0.1
Tunnel3 created 09:09:00, never expire
Type: static, Flags: used
NBMA address: 123.0.0.1

15.0.0.20/32 (vrfl) via 15.0.0.20
Tunnel3 created 00:00:54, expire 00:04:05
Type: dynamic, Flags: router nhop rib
NBMA address: 42.0.0.1

190.0.0.0/22 (vrfl) via 15.0.0.10
Tunnel3 created 09:09:00, never expire
Type: static, Flags: local
NBMA address: 121.0.0.1

(no-socket)

201.0.0.0/22 (vrfl) via 15.0.0.20
Tunnel3 created 00:00:54, expire 00:04:05
Type: dynamic, Flags: router rib nho
NBMA address: 42.0.0.1

Next Hop Resolution Protocol (NHRP) < v B> 7 DIF#EFRR L ET,

1. debug dmvpn all nhrp

debug dmvpn all nhrp

AR— 7 PRFFERICH L TZELLEIP T RLAEH TRy b w27 &l

151 -

Device# debug dmvpn all nhrp
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ZR—SBNHRP T —< v T |
B <AE—BNHRP YU — <y TOREH

NHRP-RT: Attempting to create instance PDB for vrf global (0x0) (0x0)
NHRP-CACHE: TunnelO: Cache add for target 67.0.0.1/32 vrf global (0x0) label none next-hop 67.0.0.1

NHRP-CACHE: TunnelO: Cache add for target 67.0.0.0/24 vrf global (0x0) label none next-hop 15.0.0.30

80.0.0.1
NHRP-CACHE: Inserted subblock node (2 now) for cache: Target 67.0.0.0/24 nhop 15.0.0.30
NHRP-CACHE: Converted internal dynamic cache entry for 67.0.0.0/24 interface TunnelO vrf global (0x0)
to external
NHRP-RT: Adding route entry for 67.0.0.0/24 (TunnelO vrf:global (0x0)) to RIB
NHRP-RT: Route addition to RIB Successful
NHRP-RT: Route watch started for 67.0.0.0/23
NHRP-CACHE: Updating label on TunnelO for 15.0.0.30 vrf global (0x0), old none new none nhop 15.0.0.30
NHRP-CACHE: TunnelO: Cache update for target 15.0.0.30/32 vrf global (0x0) label none next-hop
15.0.0.30
80.0.0.1
NHRP-CACHE: Deleting incomplete entry for 67.0.0.1/32 interface TunnelO vrf global (0x0)
NHRP-CACHE: Still other cache entries with same overlay nhop 67.0.0.1
NHRP-RT: Received route watch notification for 67.0.0.0/24
NHRP-RT: Covering prefix is 67.0.0.0/22
NHRP-RT: Received route watch notification for 67.0.0.0/24
NHRP-RT: (0x0):NHRP RIB entry for 67.0.0.0/24 1is unreachable

AHR—2 B NHRP <) — < v TOKEH

Bl : RIR—HZ B NHRP <) —< v

Bl : RAIR—S B NHRP <) —< v
wiz, <=1 — <o PRI NN TDMVPN 7 = —X 3 R ETHHE R LET,

interface TunnelO

ip address 15.0.0.1 255.255.255.0

no ip redirects

no ip split-horizon eigrp 2

ip nhrp authentication ciscol23

ip nhrp network-id 23

ip nhrp redirect

ip summary-address eigrp 2 190.0.0.0 255.255.252.0
ip summary-address eigrp 2 201.0.0.0 255.255.252.0
tunnel source GigabitEthernetl/0/0

tunnel mode gre multipoint

tunnel key 6
end

WOFITIE, AR—27 1 TAR—=JBNHRP '~V — <~ v 7 E2HRTTDHIHELERLET,

interface TunnelO

vrf forwarding vrfl

ip address 15.0.0.10 255.255.255.0
ip nhrp authentication ciscol23

ip nhrp summary-map 190.0.0.0/22
ip nhrp network-id 5
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| RFE—HRANHRPH <) — < T
Bl RE—sENRPHTU—<vT ||

ip nhrp nhs 15.0.0.1 nbma 123.0.0.1 multicast
ip nhrp shortcut

tunnel source GigabitEthernet0/1/0

tunnel mode gre multipoint

tunnel key 6
end

WOFITIE, AR—2 2 TCAR—JBNHRP ~ VU — <~ v 2R TTDHIHELERLET,

interface TunnelO
ip address 15.0.0.20 255.255.255.0
ip nhrp authentication ciscol23
ip nhrp summary-map 201.0.0.0/22
ip nhrp network-id 5
ip nhrp nhs 15.0.0.1 nbma 123.0.0.1 multicast
ip nhrp shortcut
tunnel source GigabitEthernet0/0/0
tunnel mode gre multipoint
tunnel key 6
end

WIZ, /N7 TO show ip nhrp 2~ > RO IHI &2~ L E9,

Device# show ip nhrp

15.0.0.10/32 via 15.0.0.10
TunnelO created 00:22:26, expire 00:07:35
Type: dynamic, Flags: registered used nhop
NBMA address: 41.0.0.1

15.0.0.20/32 via 15.0.0.20
TunnelO created 00:13:43, expire 00:09:36
Type: dynamic, Flags: registered used nhop
NBMA address: 42.0.0.1

WIZ, AR—2 1 TOH showipnhrp =~ ROHAHIZRLET,

Device# show ip nhrp

15.0.0.1/32 (vrfl) via 15.0.0.1
Tunnel3 created 09:09:00, never expire
Type: static, Flags: used
NBMA address: 123.0.0.1

15.0.0.20/32 (vrfl) via 15.0.0.20
Tunnel3 created 00:00:54, expire 00:04:05
Type: dynamic, Flags: router nhop rib
NBMA address: 42.0.0.1

190.0.0.0/22 (vrfl) wvia 15.0.0.10
Tunnel3 created 09:09:00, never expire
Type: static, Flags: local
NBMA address: 121.0.0.1

(no-socket)

201.0.0.0/22 (vrfl) via 15.0.0.20
Tunnel3 created 00:00:54, expire 00:04:05
Type: dynamic, Flags: router rib nho
NBMA address: 42.0.0.1

WIZ, AR—2 2 TO showipnhrp 2=~ > ROH AR L F9,

Device# show ip nhrp

15.0.0.1/32 via 15.0.0.1
TunnelO created 09:08:16, never expire
Type: static, Flags: used
NBMA address: 123.0.0.1
15.0.0.10/32 via 15.0.0.10
TunnelO created 00:00:04, expire 01:59:55
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Type: dynamic, Flags: router nhop rib
NBMA address: 121.0.0.1

190.0.0.0/22 via 15.0.0.10
TunnelO created 00:00:04, expire 01:59:55
Type: dynamic, Flags: router rib nho
NBMA address: 121.0.0.1

201.0.0.0/22 via 15.0.0.20
TunnelO created 09:08:16, never expire
Type: static, Flags: local
NBMA address: 42.0.0.1

(no-socket)

ABR—JBNHRP Y <) — v TDSEEH

BEEIER T=aTFILRAL L

CiscolOS 2~v > K [Cisco IOS Master Command List, All Releases.]

CiscolOS EFx 2 U7 ¢ a<w R
15co =V74 R * [Cisco 10S Security Command Reference:
Commands A to CJ

* [Cisco 10S Security Command Reference:
Commands D to L]

* [Cisco I0S Security Command Reference:
Commands M to RJ

* [Cisco 10S Security Command Reference:
Commands S to ZJ
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R24: AR—Y I NHRPH <) — < v TDH#EEIEER

L 1)1)—2R HRETEER
AR—7 [f NHRP ¥~V — Cisco I0S XE Release 3.17S A 7N— 7 [#] Next Hop Resolution
~ v Protocol (NHRP) #~V—~v

THEREIX. Ry FU—7 ED
NHRP figik b7 7t v 7 %455
BLOHIL £,
ZOKREIZE D Roa~w R
PDEANEITETINE LT,
ip nhrp summary-map. ipvé6
summary-map
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DMVPN T® BFD 74— k

DMVPN TOXF 07 + T —F 4 > 7k (BFD) $AR— MZ XV | FEE M A
7a b aMIEEEN, Xy NI RO AL NA—D = L ARNER S NS 2 LT, EmEEY
TREEREAER L T,

© BERETE I OMERY, 229 ~—
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CHHOY 7 R 2T U —RATlE, ZOFEY 22— LT ENLITRTOMENRYFR—KEh
TS EIFRY A, ORI #E X OEEIZ- DV TIE, Bug Search Tool 38 L ONZTHEH O
Ty b7 —2BLRNY T T V)—=ADV Y —R J— ESZHLTLLEIVN, ZOF
Va— /LTI SN AEERICET AW, BLOFEENTR— sV ) —20—EITHoN
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DMVPN T® BFD #HK— k|
Il oMvPN TO BFD K— L DRTIRE M

DMVPN T® BFD H-7Kk— F DRIMESH

DMVPN @ BFD (ZIPv4 & IPv6 Ol DOF—_"—1L A 7 RLAZHFR—FLTEY ., #HEET L
2 77 I VITRIELEE A

BFD DRIFESEAFDOFEMIZ DU TIE,  [Prerequisites for Bidirectional Forwarding Detection| % Z R L
TLZEW,

DMVPN T® BFD H7Rk— ~ZEH T S HI$9E18

*HIfE. NHRP (XBFD DX U A X FTOHRERELET, T 7 A X b TIHERELEE
Ao

'MD#T%F%x75MD%ﬁﬁ@E7T RETDHHLENHY ET, WITNHOETIZBFD
REINTWRWE, H 9120 T IIX U A REFIIARHRIREDOBFD Yy v g V%
mei#o

*ARA L BV —=RA b (P2P) b RADOEEIE, DMVPN TO BFD 7R — b &R ET % Al
2. X7 A M ARy 7 H—s (NHS) ZRETHLENH Y £7,

CAR—VHEHFHNEEEBVICEET D L I, BT ICERE S iz BFD [l@iX BFD = 22—
ET—REFEICTHIULENDY F9,

*Cisco 7 7 V=T a v —E A L—% 1000 >V —ATliL, BIEST v F 7 4—20 BFD
Ty va BN 4095 IZHIR S TW D728, BFD &5 ﬁbﬁﬁ ® DMVPN ™7 % K
4095t v v arETIETE £, FIRX YT b—Rua— KK NF 7 (SLB) .
M RR 72 & Ol O E TR EFB VI DMVPN 2 KfE/h 52 s Tc&E 4, Zh
1Z. BFD 23iRE STV DMVPN D A 7 — LT3 L 8 A,

DMVPN T® BFD #7R— 2DV T

BFD D ENE

BFDIZ, A v H—T A A, T—H V7, BIOIRETL—r 280D T, 2 00O#EL— 2
DHRE/NA T, A — =~y ROV VEM OB ERH R R L E5,

BFDIZIA v H—T7 =2 A L LB T 1 han LTS, 2—7 /I T A7 e haLT
T, YA TIEBFD ERME—FE2YVR—FLTVWET, ZOFT— KNI, 2HDOV AT AT

BFD i/ 7r v & EETDHZ L TL—ZBDOBFD 2 A N— kv a7 77 4 7{b L THE
FFLET, Lo T, BEDE Yy v a VAERT 51T, MO A7 A ((72IZBFDEY) T
BFD ##%ET A MENH Y £, #2711 b=/ (NHRPB L OA—"—L AT HL—T o
Y7 7a han) LT, A F—T 2 A LB UL—4 LUV TBFD A 32— /b
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DMVPN T® BFD #7R— +

pMmvPN ©o BFD HR— +FlE I

IZ3T5L. BED Yy g UIMERENTBFD # A4 ~—Nprd v x— &N E9, BFD 7 1H%
v xr— b EN7-[MME T BFD §ilf#l N >~ N OMAEREEZBRG L £,

DMVPN T® BFD 47/K— FDF|=

VI EEEIVEIMHTE T,

s JEREBAL DB ABRBE DA, AR—Z EANHRP BN L A LT 7 b T 5 F THNT OFEEZ K
HTEEHAL, £, NTENA—T 4 7L DH I R—V x V ANRWEECTHRET
HoTH, NTOXy v aPMRUINIC/ 5 ETAR—7 DfEEZHRIT T EH A, BFD
TIHEZO X9 REFEZREICHRHTEET,

L ZIENTNAR—=T DROVISET DL IITHEINTWAIEEIZ, BEDITHERD 72
Wty g U OEREAR A REEL 17,

*BFDIZ bRV Z@BLARWIKE F—77 74 77213 DPD & IFE LRV, Mo idgET
T RY =2 ROT—H RAERIEL £,

*BFD u—7 347 — Ra[gE T,
DMVPN T® BFD # A — F HIZRER 72 NHRP 8 E %179 L BT H Y £ A, NHRP XA > & —

7 x4 ATBFD %A 3X—7/WZT 57217 T3, DMVPN & EICDVWTIEL,  Dynamic Multipoint
VPN ORETTE] 2L T EEN,

DMVPN T BFD Y7 R— FDEREFE

DMVPN T® BFD H7/R— FDERE

BFD [l@iZ. RO LS b A X —T 2 A ATHEXETEET,

enable

configure terminal

interface tunnell

bfd interval 1000 min_rx 1000 multiplier 5
no echo

WIRT LT, 7oL —bE2ERELTh R A U A —T oA AT HZ & T, BFD
RBAERTETAHAZ L TEXET

enable

configure terminal

bfd-template single-hop sample

interval min-tx 1000 min-rx 1000 multiplier 5
interface tunnell

bfd template sample
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Il 5 DMVPN TO BFD HR—
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5 : DMVPN T BFD #7K—
RIZ, /7 TDMVPN TO BFD #AR— b &% E T 262~ LET,

bfd-template single-hop sample
interval min-tx 1000 min-rx 1000 multiplier 5
|
interface TunnelO
ip address 10.0.0.1 255.255.255.0
no ip redirects
ip nhrp authentication ciscol23
ip nhrp network-id 5
ip nhrp redirect
ip mtu 1400
ip tcp adjust-mss 1360
bfd template sample
tunnel source GigabitEthernet0/0/0
tunnel mode gre multipoint
tunnel key 6
|
interface GigabitEthernet0/0/0
ip address 10.0.0.1 255.0.0.0
negotiation auto
!
router eigrp 2
network 10.0.0.0 0.0.0.255
bfd all-interfaces

auto-summary
|

WIZ, AAR—2 TDMVPN TO BFD ' R— FaRETAH %2R~ LET,

bfd-template single-hop sample
interval min-tx 1000 min-rx 1000 multiplier 5
|
interface Tunnell
ip address 10.0.0.10 255.255.255.0
no ip redirects
ip nhrp authentication ciscol23
ip nhrp network-id 5
ip nhrp nhs 10.0.0.1 nbma 10.0.0.10 multicast
bfd template sample
tunnel source GigabitEthernet0/0/0
tunnel mode gre multipoint
tunnel key 6
!
interface GigabitEthernet0/0/0
mtu 4000
ip address 11.0.0.1 255.0.0.0
media-type rj45
negotiation auto
!
interface GigabitEthernet0/0/1
mtu 6000
ip address 111.0.0.1 255.255.255.0
negotiation auto
|
router eigrp 2
network 11.0.0.0 0.0.0.255
network 111.0.0.0 0.0.0.255
network 10.0.0.0 0.0.0.255
bfd all-interfaces
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auto-summary
|

ip route 0.0.0.0 0.0.0.0 10.0.0.2

WIZ, AR—=7 TOar =Tz Ae@mfb T 5602 R LET,

interface Tunnell

ip address 18.0.0.10 255.255.255.0

no ip redirects

ip nhrp authentication ciscol23

ip nhrp network-id 12

ip nhrp nhs 10.0.0.1 nbma 10.0.0.10 multicast
bfd template sample

tunnel source GigabitEthernet0/0/0

tunnel mode gre multipoint

tunnel key 18

tunnel protection ipsec profile MY PROFILE
|

bfd-template single-hop sample

interval min-tx 1000 min-rx 1000 multiplier 3
echo

|

router eigrp 2

bfd interface Tunnell - -———=—-——————-——————— > Specify the interface on which the routing
protocol must act for BFD up/down events

network 11.0.0.0 0.0.0.255

network 111.0.0.0 0.0.0.255

LROBEELMENT LS L, BFD DX 7R LA — b SZEZIC 3 FTHRIE) | EIGRP /X RIB
mHA A PSR — P EBIBRLET,

WO HENT. ~T DOV~ —HHERLTWET,

device#show dmvpn

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell, IPv4 NHRP Details
Type:Hub, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 172.17.0.1 10.0.0.1 UP 00:00:14 D
1 172.17.0.2 10.0.0.2 BFD 00:00:03 D

BFD 23 LVNRRETH D L) Z Lk, By v a VT T A (IKE, IPSec. 3 J T NHRP)
TIN5 L O UPIREETT 2, BFDA v a2 DOWN LBk L7t 2EBWLET,
wEERBY, ZoREIZEya RN UPKRETCIEZWVWER PV YERLTWET, /2, 2
THFx Yy v o M ICoB@EHSET, ZOFKE LTiX, BFDIZX > TDOWN &k

Hanizz b, FRIEBFD BAXAUITRESIN TV NI EREZOLNET,

ROWNPNL, AR—7 DY~V —HhzERLTWET,

device#show dmvpn
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket

Dynamic Multipoint VPN 2 > J 4 ¥aL—2av 4 F i



DMVPN T BFD H7K— |
Il 5 DMVPN TO BFD HR—

Tl - Route Installed, T2 - Nexthop-override

C - CTS Capable

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnel2, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

2 172.17.0.2 10.0.0.2 BFD 00:00:02 DT1
10.0.0.2 UP 00:00:02 DT2
1 172.17.0.11 10.0.0.11 UP 00:05:35 S

WDOHFIX, show ip/ipv6 nhrp =~ > RO ZR L THET,

device#show ip nhrp

10.0.0.2/32 via 10.0.0.2
Tunnel2 created 00:00:15, expire 00:04:54
Type: dynamic, Flags: router nhop rib bfd
NBMA address: 172.17.0.2

10.0.0.11/32 via 10.0.0.11
Tunnel2 created 00:09:04, never expire
Type: static, Flags: used bfd
NBMA address: 172.17.0.11

192.168.1.0/24 via 10.0.0.1
Tunnel2 created 00:00:05, expire 00:04:54
Type: dynamic, Flags: router unique local
NBMA address: 172.17.0.1

(no-socket)

192.168.2.0/24 via 10.0.0.2
Tunnel2 created 00:00:05, expire 00:04:54
Type: dynamic, Flags: router rib nho
NBMA address: 172.17.0.2

FEOFEDOBFD 77 7k, ZOETICBFD vty v a v RNHH5ZEERLTCVWEYS, ZDOv—
FUNTH T N EHTT,

R OHIiL. show tunnel endpoints =~ > ROH T ZRL TWET,

device#show tunnel endpoints
Tunnel?2 running in multi-GRE/IP mode

Endpoint transport 172.17.0.2 Refcount 3 Base O0x2ABF53EDO9F0 Create Time 00:00:07
overlay 10.0.0.2 Refcount 2 Parent 0x2ABF53EDO9F0 Create Time 00:00:07
Tunnel Subblocks:
tunnel-nhrp-sb:
NHRP subblock has 2 entries; BFD(0x2) :U
Endpoint transport 172.17.0.11 Refcount 3 Base O0x2ABF53EDOB80 Create Time 00:09:07
overlay 10.0.0.11 Refcount 2 Parent Ox2ABF53EDOB80 Create Time 00:09:07
Tunnel Subblocks:
tunnel-nhrp-sb:
NHRP subblock has 1 entries; BFD(0x1):U

FTARTO MR = RARA ML T, HTLWTF X~ [BFD(handle):state] 723E1 S 4UE
7. KE&IZUP (U) . DOWN (D) . NONE (N) . F72IXINVALID () OWFHnTT,

*BFD NETICHE SN TWARWES, FE&KICE v g U208 UP TR WAL, RKE
BN F9,
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device#show nhrp interfaces
NHRP Config State

Global:
BEFD: Registered

Tunnell:
BFD: Disabled

Tunnel?2:
BFD: Enabled

IR L~y R T, BfEIX. NHRP2SBFD D27 5472 R THANE I H., BIW
BFD/ANHRP f > Z—7 =2 A A TA X —T MRS TWVENE I MBRFRREINET,

DMVPN T® BFD H7/R— FDSEEH

BREE H
&R E I=aTFILEA ML
CiscoIOS 2a~v 2 K [Cisco I0S Master Commands List, All Releases.]

[Dynamic Multipoint VPN =2 7 ¢ ¥ = L—33 | [Dynamic Multipoint VPN 2> 7 ( ¥ = L—31 3

> AR > AR
['TP Routing: BFD Configuration Guide/ TP Routing: BFD Configuration Guide/
MIB
MIB MB®') >y

WIRLZ7T7 v 7+ —2A, CiscolOS V I —

+ CISCO-MIB .
AL BROT74—F % £y MIFET 5 MIB %

* NHRP MIB BLCTH v m— 9501, KO URL IZH

+ Cisco NHRP Extension MIB % Cisco MIB Locator Zfli [l L £7,

« BFD MIB http://www.cisco.com/go/mibs

* b /L MIB
¢ [PSec MIB
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DMVPN T BFD H7R— ~ D#EEETEER

WDFRIZ, ZOFEY 22— /LTt LIEHEICET 2V ) —XEHRERLET, ZOFRKIT, Y7 b
77 VU —R N A U TEEROV R — IR EAINLEEOY 7 =T VY —AEF%
ARLTWET, ZOEEIX, FRCH O 3720V RY . ZNBBEO—#EDO Y 7 by =7 VY —ZXTh
PHR—bhENET,
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