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WIZ, A3 T 31 A~D Cisco Networking Service B3R A v —V D7 +—~ > &R LET,

<?xml version="1.0" encoding="UTF-8"?>
<SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope">
<SOAP:Header>
<wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="0">
<wsse:usernameToken>
<wsse:Username>john</wsse:Username>
<wsse:Password>cisco</wsse:Password>
</wsse:usernameToken>
</wsse:Security>
<cns:cnsHeader version="1.0" xmlns:cns="http://www.cisco.com/management/cns/envelope">
<cns:Agent>CNS CONFIG</cns:Agent>
<cns:Request>
<cns:correlationID>IDENTIFIER</cns:correlationID>
<cns:ReplyTo>
<cns:URL>http://10.1.36.9:80/cns/ResToServer</cns:URL>
</cns:ReplyTo>
</cns:Request>
<cns:Time>2003-04-23T20:27:19.847%2</cns:Time>
</cns:cnsHeader>
</SOAP:Header>
<SOAP:Body xmlns="http://www.cisco.com/management/cns/config">
<config-event config-action="read" no-syntax-check="TRUE">
<config-data>
<config-id>AAA</config-id>
<cli>access-list 1 permit any</cli>
</config-data>
</config-event>
</SOAP:Body>
</SOAP:Envelope>

GE)

[ReplyTo] 7 o —/L FIFEE TY . ReplyTo 7 4 —/b R3ZRWGEIE, ORISR 2 00833
KROBEILTHDIEICEFEEINET, ZOA v E—VOREHZIT, XA v—REEhH,
[Agent] 7  —/L R CHRE X417z Cisco Networking Service T— 3 = 7 MZ L » CAUEE I E T,

EAvE—T

WIZ, BRIZHT DIEELE L TOU AT T34 A5 O Cisco Networking Service JinE A v & —
D7 F—~v bR LET,

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username infysj-7204-8 /wsse:Username

wsse:Password NTM3NTg2NzIzOTg2MTk2MjgzNQ==/wsse:Password
/wsse:UsernameToken /wsse:Security

CNS:cnsHeader Version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CNS_CONFIG /CNS:Agent

CNS:Response

CNS:correlationID IDENTIFIER /CNS:correlationID

/CNS:Response

CNS:Time 2005-06-23T16:27:36.185Z /CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config"
config-success config-id AAA /config-id /config-success
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/SOAP :Body
/SOAP:Envelope
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Correlationld DfE L, RIS THFERA v E—UMmbza—SNET,

ZDA = VOREEHSTIE, BRIZHT DI AT T AL ANLDIEPREENLET, BRD
EFICRHE ENTZ5E . AT ERZAHE L e — Y = v M X o TRA S UG E OfE
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RLET,

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username dvlpr-7200-2 /wsse:Username

wsse:Password /wsse:Password

/wsse:UsernameToken

/wsse:Security

CNS:cnsHeader version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CN57CONFIG7CHANGE/CNS:Agent

CNS:Notify /CNS:Notify

CNS:Time 2006-01-09T18:57:08.441Z/CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config-change"
configChanged version="1.1" sessionData="complete"
sequence lastReset="2005-12-11T20:18:39.673Z" 7 /sequence
changeInfo

user/user

async port con 0 /port /async

when

absoluteTime 2006-01-09T18:57:07.973Z /absoluteTime

/when

/changeInfo

changeData

changeItem

context /context

enteredCommand

cli access-list 2 permit any /cli

/enteredCommand

oldConfigState

cli access-list 1 permit any /cli

/oldConfigState

newConfigState

cli access-list 1 permit any /cli

cli access-list 2 permit any /cli

/newConfigState

/changeItem

/changeData

/configChanged

/SOAP:Body

/SOAP:Envelope

HWEIA v =%, BREEEMTONTZ L ZITHINT DERA =T R L TY AT T3 A0
LIREINET, A vE—VORKZIZBEMONA, v — R KREEN, =T —FRVEENDIHE
b0 FET, VAT TS RTER ENTZERA vE— U0 XML fEHTIZRHAL L, [Correlationld]
T 4=V REITCE WS, =7 —RBEORDVICZT —@MA v E—UREEINET,



I Cisco Networking Service D E% &
Cisco Networking Service ID B

I5— LR—F

TT—F, JEEA v =T FERIFEMA v =TV DOARED SOAP Fault =L A > F THE SN E
T, WIZ, VR—bhZ2F7—D 7 x—~<v bERLET,

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username dvlpr-7200-2 /wsse:Username

wsse:Password /wsse:Password

/wsse:UsernameToken

/wsse:Security

CNS:cnsHeader version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CNS_CONFIG /CNS:Agent

CNS:Response

CNS:correlationID SOAP IDENTIFIER /CNS:correlationID
/CNS:Response

CNS:Time 2006-01-09T19:10:10.009Z /CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config"
SOAP:Detail

config-failure

config-id AAA /config-id

error-info

line-number 1 /line-number

error-message CNS_INVALID CLI CMD /error-message

/error-info

/config-failure

/SOAP:Detail

/SOAP:Fault

/SOAP:Body

/SOAP:Envelope

Cisco Networking Service ID

Cisco Networking Service ID I%, $FiE? Cisco Networking Service =— = > MNEIF CHEAIND T
F 2 F3CFHITY,  Cisco Networking Service ID 1%, Cisco Networking Service =—3 = > ks 23 #{§
T —NT TV =g KL TR ZBAIT 57wl s Ed, =& 21X, Cisco
Networking Service ¥ E-— = > ML, Xy NIV —F T FRf RLarT7 4 F¥al—ay
=N DB THIET HHAOREID NEENET, a7 4 Fal— a3 $— L, Cisco
Networking Service i & ID ¥ — & L CTHEHA LT, RETNVOHEEFEILTH LT 31 AHD Cisco
CLIREZ GTEMEE RO £,

Fy NU—VEHZX, V=T 47 T ATERK STV D Cisco Networking Service = —
Yz MID L V=T 4 7 T ZORETHICT DT 4 L7 MU BMEICE £ D Cisco
Networking Service T— = > N ID A~ L TWDH Z L 2RI HILERHY £, L—T 1
7534 A2 TIL, Cisco Networking Service =—3 = > h ID DT 7 # /b MEIZHF IZHR A MR E
SNFET, TAMEPETEIND L, CiscoNetworking Service =— = > N ID AR INFE T,
Cisco Networking Service =—3 = > FID S CLI ZfE ] L TRRE SN TW DA, BEN TS
EAvE—=UN syslog IZEEENDD, FTFANU N A=V REEINET,

Cisco Networking Service T— = > M ID i3t X% = U 7 ¢ BEEIZKHL L FH A,

Cisco Networking Service 1> 7 4 X2 L—3 3> #4 K. Ciscol0S XE Release 3S (Cisco ASR 1000)
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Cisco Networking Service D% & I

Cisco Networking Service /XX 7 — K

Cisco Networking Service /XX J— K

Cisco Networking Service S A U — R, Cisco Networking Service 7 /A A DFBFEIZfEH S E 7,
WO TT /A A%fdiE L7z & &, CiscoNetworking Service ’SA U — RZRET HHLENH D £,
Cisco Networking Service /XA U — Ri%, #FET YV (CE) ITHESNTWET— AT v
NRAT—=REFCICTDHERH Y T, TAMABLPCET—FA T v 7O HD/AT —
RIZT 74V MREEEH L T DH56, FiL<BEINTZT A AT CEICHERTE T, #%
fe &% L. CE I Cisco Networking Service /S AU — R&Z&EBL L £, Fv b U—27&HEIT,
Cisco Networking Service /82 U — RINEH I TR NWT L ZERT 20 ENH Y £7°, Cisco
Networking Service /SA U — RWEH X5 &, CE ~O#EftIILDONET,

Cisco Networking Service £ 0 %2 v F

[l Cisco Networking Service 3> 7« a2 L—3 3> /74 I, Ciscol0S XE Release 3S (Cisco ASR 1000)

Cisco Networking Service € 17 % » FHHEIX, 7 /34 A2 Cisco Networking Service % & T > ¥ 1T
Pt L, EREZHBNICREG T 28 2 v FRERAY Y 22— a VAR LET, 2oL,
P—ERITMALTNDY—ER T r A, X =D Fa—PFF @B T 5 — 07—
MNARNT o TERET 7 A4 ML THHEEIZZ2 Y £9, Cisco Networking Service 7 L' — AT — 27 T
I BEIE, A H =T A RZAT BRIAT artun—F 247 AT ) nE
DTN AFFEEZR Y U= EAOERELEAETIC, ZORNAT— AT v TREL
ER T & X9,

Cisco Networking Service #2f5ei#EIT. Cisco Networking Service #fi7 > 7L — ks v M &AL
TR E SN F T, Cisco Networking Service £%#5t 7 1 7 7 A /L1Z, Cisco Networking Service i% & T
VUNIER L. IMAEEANRS (CPE) 7 /34 AT Cisco Networking Service ##ft7 7 L — b
ZIAET D72 OIT/ERC L £ 97, Cisco Networking Service #fit £ $4(%, Cisco Networking Service #%
fe7 7T — MRENDT L —=ARN =L LTHATEEY, 727747 DLCIREDZ DL
#i%. Cisco Networking Service #ft 7 > 7 L — RT3, 2D/ 8—H—|Z3K(E SN HANC, FEEE
DIELEZHZ bNET,

o ¥y FEREEAEHTLI2E, SN T A RCHT — b A N T v TRENPMLET
T, ZOREIZIL, Cisco Networking Service £t 7 > 7 L — | Cisco Networking Service 5t 7
777 AL, BLWens configinitial =~ RAEENET, D=~ RiL, Cisco Networking
Service Bt HERE 2 B E) L £ 7,

Cisco Networking Service #EHiHREIX, T /31 ADA U H—T = A A [Alf}, BLOMEFAIEE/ =
Y EhuE—F &N L TEEO ping VK LEFITLET, MVIRL I LT, CiscoNetworking Service
PEGISAEIT Cisco Networking Service f% &L 2 ¥ /(T ping kA F 9, ping DIEFIZFEITSIND
&, Cisco Networking Service g% i =2 ¥ U b BE T 2% E G A ¥ Vo n— R T&E £, Cisco
Networking Service 7% iE T > ¥ T HEGE T & 72 54, Cisco Networking Service #25iA%AE (18I &
NleA v H—7 oA AT S5 E % HIBR L. Cisco Networking Service #f5t 7" &2 2 2 73 Cisco
Networking Service £t 7' 10 7 7 A /L THRIE SN IRICHE A ATRE/e A V¥ — 7 = A ATHB S E
7

Cisco Networking Service €17 % » FHEREIZIL, ROFIERH Y £7,
* Cisco Networking Service =~ > FO—EM 2R T £,



Cisco Networking Service D% &

Cisco Networking Service D% /5% [ |

*Fy LY —b A=y b El£/HETIarbo—F) ZEATEET,

Cisco Networking Service D% E A%

Cisco Networking Service 7/ 1 X DEE

20y (Foy) BREEMHTDHE, VE— KT AR EK,. ZOMICRETEET, 20
FXEIL. Cisco Networking Service iX EL YV Z N L TCFEHTITHOMLERH D T, VIR LT
EHERTLE, RET VT L — FOEE, NI 2= OfE, BIOT A A~OFHHEET 7
Ry hE, VT MU TN R =7 FHEESETICFEITTEET,

([T L& BRI
Cisco Networking Service DFIMEEE % F#H)TA A M =L T 51201%, ROEEZFATLET,

e F TS AE, T bR R Ty TREMTFORIRET THHB S TOET, 75 2
I, MO CEIRNDEASND &, Cisco Networking Service (X EL > ¥V LI ET X TE2H
BEICEUG L ET2, FEITITO 2L b TEEd, MIHIERER. R4 RS 2D EHRZES
(#5y) REHET L VTHIELTEET,
Cisco CNS T > 2> 2] L T CNS #IIa% E 2 H 84 2 FIEOFEANC SV T, [Cisco
CNS Configuration Engine Administrator's Guide
(http://www.cisco.com/en/US/docs/net_ mgmt/configuration_engine/1.3/administration/guide/ag13.html)

AL TLLTEEN,
Cisco Networking Service D ¥ 5% E

VE—FTNAZARFy FU—7 ETHkESND &0 UE— T3 ZOMIBREITH BRI
TonEd, EET, ZORELFHTITTILHILLTEET,

Cisco Networking Service (X, —EDIP 7 RLUAEIFIHRA ME U E— b T31 AZED Y TE
T, IP 7 KL ADfiEF4 (Serial Line Address Resolution Protocol (SLARP) . ATM Inverse ARP
(ATM InARP) | F7Z{ZPPP 71 b= vz2ffiffl) | VAT AIMEETRAL » R—Lh VAT A
(DNS) UN—=R )Ly 7T v T a2 MH LT, 73 RZHRA MM EHID 2T, Cisco Networking
Service T— = h & #LE) L, Cisco Networking Service i Ex > Y L UIMRELZ X V1 —
FLET,

ENERE
FEYRRIE Z BT HITIX. Cisco Networking Service 23l L TV . £ 72 Cisco Networking Service
TV MRRESNTOVEILERD Y £7,

Cisco Networking Service 1> 7 4 X2 L—3 3> #4 K. Ciscol0S XE Release 3S (Cisco ASR 1000)
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Cisco Networking Service D% & I

FIROWE
1. enable
2. configure terminal
3. cns template connect name
4. cli config-text
5. AT w7 4EMYIELT, LERCLI A~y FEdT_XTEINLET,
6. exit
1. cnsconnect name [retry-interval interval-seconds] [retries number-retries| [timeout timeout-seconds)
[sleep sleep-seconds]
8. koWThrEFEITLET,
* discover {line /ine-type | controller controller-type | interface [interface-type]}
* template name
9. exit
10. cns config initial {Aost-name | ip-address} [encrypt] [port-number] [page page] [syntax-check]
[no-persist] [source interface name] [status url] [event] [inventory]
11. exit
FIEDFEH
ARV RNFERETIVaY B&Y
ATv 71 enable FikE EXEC £ — R& A X —7 VI LET,
- C AV REANLET ERSREHD)
Device> enable
ATvT2 configure terminal Ja—\)arZ 4 FXalb—vary T— KB LET,
i -
Device# configure terminal
ATv73 cns template connect  name Cisco Networking Service 7> 7 L — hEfi 2> 7 4 =2 L —
va v E— R&EMLE L. CiscoNetworking Service #5f5¢7 > 7
i L— hOATTEERLET,
Device (config)# cns template connect
template 1
ATvT4 cli config-text A B =T A AERETHAY FERELET,

B :

Device (config-templ-conn) # cli
encapsulation ppp

[l Cisco Networking Service 3> 7« a2 L—3 3> /74 I, Ciscol0S XE Release 3S (Cisco ASR 1000)



Cisco Networking Service D% &

Cisco Networking Service 7/ R DEZE .

AR RFEREETOVa Y

E[:b)

ATv 75 AT v T 4%V L T, BBERCLI=Z | AT v T 45OV LT, f ¥ —T = AEITET LE
vV RETRTBEMLET, MAERET H72HOMD CLI 2~ > REBMLET,
i -
Device (config-templ-conn)# cli ip
directed-broadcast
ATvT6 exit Cisco Networking Service 7> 7' L — i > 7 f 2 L —
v ayE— FEHKT L, CiscoNetworking Service #fi 7 > 7
K L—hOREETET LET,
Device (config-templ-conn) # exit GE) exit 2~V NOANNIIMNETYT, HoTeliz~v
REMTFICa~vr FEETTL 2 8RR E 9,
ZOEIBRFEPBE SN TOET,
ATvI1T cns connect name [retry-interval Cisco Networking Service #fit 2> 7 4 ¥ 2 L —Y a3 » E— K
zn'terval-se.conds] [retries number-retries] % BH%4 L. Cisco Networking Service 7% = > ¥ 55T 5
[?meout tmzleout—seconds] [sleep 72 8 @ Cisco Networking Service #ft 7 17 7 7 A /L DX T X —
sleep-seconds) B RERLET,
1 -
Device (config)# cns connect profile-1
retry-interval 15 timeout 90
ATvT8 RONWTIINEFETLET, (EE) WH7—FA T v TREEZHRELE T,
* discover {line /ine-fype | controller * discover : Cisco Networking Service i% & T > ¥ (T Hf5¢
contr oller-type | interface 9% 728 Cisco Networking Service ¥t 7' 10 7 7 A /L
linterface-typel} MDA 2B —T g R8T A= e LET.
* template name
F 70X
Bl * template : 7 /N ADFREIZHEH 415 Cisco Networking
' Service #f5t 7' 11 7 7 A JLIN®D Cisco Networking Service
Device (config-cns-conn) # discover Vetr o L — DU R NEFRELET,
interface serial
1 -
Device (config-cns-conn)# template
template-1
ATv79 exit Cisco Networking Service i 2 7 4 ¥ = L —3 3 » E— R
ERTL, Jae—NL a7 4¥al—var E— RIRE
i nET,

Device (config-cns-conn) # exit

Cisco Networking Service 1> 7 4 X2 L—3 3> #4 K. Ciscol0S XE Release 3S (Cisco ASR 1000)
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BRE

Cisco Networking Service D% & I

AU RFEREETOVa Y

E[:b)

ATy 710 cns config initial {host-name | ip-address} | Cisco Networking Service %€ - — = > h Z L& L. Cisco
[encrypt] [port-number] [page page] Networking Service i iE T > ¥ NZHERE L, #IIRRE % BtA
[syntz]uE-cthteck] [lll]oipersits]t][-[sourie in]terf wllLEd, Zoawr FeffTE 5%, PR AT A
name] [status url] [event] [inventory B BIIZIR DL E
Bl - GE) Secure Socket Layer (SSL) ZHAR— r$ 251 A —
Device (config)# cns config initial \‘/EBE 0 ) 7\]—70\‘/ 2P encrypt ToUe }\%f%
10.1.1.1 no-persist }Eﬁf%i‘ﬂ—
FE NVRAMITHTHRR E & F & JATe & Z (2 no-persist ¥ —
U—REAETHE, TOT— A NT v TERER
FEEZINET,
ATvIN exit Jua—srLarZ 4 Xal—ar T— REKRT L, it
EXEC E— FIZRED 7,
1 -

Device (config) # exit

=JL ==

= E 7} Cisco Networking Service #£EED R TE

FIRDHE

[l Cisco Networking Service 3> 7« a2 L—3 3> /74 I, Ciscol0S XE Release 3S (Cisco ASR 1000)

£ Y & 72 Cisco Networking Service F&HE

WET DI, ROVEFEETFATLE T, CiscoNetworking

Service T—Y = > FAREMEL TV D & %@ﬂﬁ@&ﬂ%ﬁ'@% XETEE9, Cisco Networking Service

AR 2=V A F—

TIVIZERE

E1n==4

DFED, TRAADTA U N—REET 22—V

DA X K~ % Cisco Networking Service g% &L ¥ 258 T& ., Cisco Networking Service 1

VAR RN B— REEBTEET,
Z DAt & EE 7R

Z X Y. Software Developer's Toolkit (SDK) 7% 1{# H L T Cisco Networking Service
HEIDEAE HFIER MIB EHRA~DT 72 A J5iEE R

ETEE9, FERLR (SNMP) I 7 EL{k &

B (XML) B 7'M D, 2507 TR EEHTX E T,

enable

configure terminal

cns inventory

transport event

N o a R wbdh-=

exit

cns mib-access encapsulation {snmp | xml[size bytes]}

cns notifications encapsulation {snmp | xml}



I Cisco Networking Service D% &

B E7: Cisco Networking Service #RE D E% 5 [ |

FIEDFH
ARV KRFERETIVaY B&Y
ATy T enable FitE EXEC E— R& A X—7 /LI LET,
1 *NRAT—REANLET (FERENTHR)
Device> enable
ATy T2 configure terminal sua— L ar 7 4 Xal—varyET—RERBLET,
i -
Device# configure terminal
ATFvT3 cns mib-access encapsulation (EE) MIBIEHA~OT 7B R EHAT B H T2 MMED % A T hits
{snmp | xml[size byfes]} EFLET,
- * MIB fF#A~ DT 7 & AZIRLIR D T /AL 2 T 5 K D1
FBET 2I121E, snmp F—U—REMHLET,
Device (config)# cns mib-access
encapsulation snmp * MIB fE#~DT 7 & TRk 72 b 235 & 9 Icfi
ETHICIE, xmlF—T— RE2EHLET, 723 o Dsize
F—U— I, J&EARY FORRYA X (A b)) ZHREL
£, T 74N ROAA MEK 3072 T
ATv74 cns notifications encapsulation (fLE) Cisco Networking Service #HI DEFRFIZHEH T 50 7L
{snmp | xml} D2 A THIEELET,
i - * Cisco Networking Service i 1 D 26{5 BEIZIERLIR 7 72 AL &
, AT 2 X9 ETHIZE,. snmp F—V— REHHALET,
Device (configqg) cns
notifications encapsulation xml * Cisco Networking Service 8 %1 D 2515 R IRDIR 1 78 Al % fF
THEOIHEETHIZIE, xml ¥—T— REHLET,
ATvT5 cns inventory Cisco Networking Service f >N h ) =—T = & A X—T7/LIC
L. Cisco Networking Service f > X U £— RZ BB L 7,
5 - . . .
f CTIAADTA U= RFBIOPEY 2—DA X2 F U,
Device (config)# cns inventory Cisco Networking Service METUICEEISNET,
ATvT6 transport event A X2 kU HR A Cisco Networking Service 4 > X2 h I =—

51 -

Device (cns-inv) # transport
event

Vb AyE—VTREIND LI ELET,

Cisco Networking Service 1> 7 4 X2 L—3 3> #4 K. Ciscol0S XE Release 3S (Cisco ASR 1000)
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Cisco Networking Service D% & I

B Cisco Networking Service T—2 x> bD LS T)La—F a0y

ARV RFEREETO VI Y

Sl

ATvT1

exit

51 -

Device (cns-inv) # exit

Cisco Networking Service f > X R F— K&K T L, Ze—rb
a7 4 Fal—aryE—RIEDET,

cIpawy REMVIKL T, 5 EXEC T— NIZEY £7,

Cisco Networking Service T— > D S TN a—Ta 09

FIEDHE

F IR D 48

Z Z TlE, Cisco Networking Service =— = > NOREZ N T TNV a—T 4 75 HIECD
WTHBILET,

Cisco Networking Service 4 A —3 =— = > M HIZIERC S 4172 show 22w > RiE, 7354 ANTE
Wi n—RangicEeicty hENHERERRLET, A A—VEUET 0B XAORE
WEoTEH, LA A—=URT I e— RIN2WEERH Y T, T <IcVe— sk
WA 1— RIZRI L7=84 1%, Cisco Networking Service f A —3 =—3 = k@ show =
<V REHEHLT, A A=Y ==Y = bV HTTP TA A —VREV — B T dany
I, FTRIFA A—Y =— = > F A Cisco Networking Service £ X2 s WA ETT 77U Fr—v 3
VINHANRY R EZEFELTWDENE I D EHERLET,

enable

show cns image status

clear cns image status

show cns image connections

show cns image inventory

debug cns image [agent| all| connection| error]

show cns event connections

O NS R DN =

show cns event subject [name]

AU RFEEIEFT7II Y

Sl

ATy T

enable

11 -

Device> enable

FEEXECE— K722 &, BALOMRL Va2 A X —T NI LE
ﬁ‘o

CNRAT—= R AN LET FERSNEHE) .

[l Cisco Networking Service 3> 7« a2 L—3 3> /74 I, Ciscol0S XE Release 3S (Cisco ASR 1000)



Cisco Networking Service D% &

Cisco Networking Service T—S x>V bD RS TV a—F o045 [ |

AU RFEERETIVa Y

El:b)

ATv T2 show cns image status () Cisco Networking Service f A —Y =— = hD A
T—H AT HIERER R LET,
i -
Device# show cns image status
ATv73 clear cns image status (fEE) Cisco Networking Service f A —Y =—Y = hD A
T2 ADMEEHRE 7 VT LET,
i -
Device# clear cns image status
ATvT4 show cns image connections (&) Cisco Networking Service 4 A — V& B — /3 HTTP
FTZIT HTTPS #56LCB D i ma TR L £,
i -
Device# show cns image connections
ATy 75 show cns image inventory (ff&) Cisco Networking Service f A—Y T=—Y =2 hDA
Ny P UIEREFRTLET,
i . .
DAY NE, AA—TY =V 2 FDA RN
Device# show cns image inventory Ej@)‘ /"E—\‘/&Zﬂﬁ”éﬁi\%fﬂéﬁ éﬂé XML @57“\/70
EFRARLET, XMLEAE, 77V r—vaildk-T
R SN DB REMERE T D0l TE £,
ATy 76 debug cns image [agent| all| connection|| ({T:%) CiscoNetworking Service f A —Y T=—Y x> h H—t
error] ADT Ny S Ay — YR LET,
i -
Device# debug cns image all
ATv 71 show cns event connections (fE) Cisco Networking Service 1 X h =— = > ~ DOHEfE
DAT—=H A% Fom L (F—=hU=AIZHERSNTWD 0, £
- BEEI, EINET 774 77RE) | ZOARY h =Y = b
Device# show cns event connections (2 & /)T@%ﬁﬁ éhé b—_ k ]7 x4 k %O) IP7 RFLA k 7‘1‘\0_ k
T FRLET,
ATvT8 show cns event subject [name] UEE) 77U — a &> T & 415 Cisco Networking

1 -

Device# show cns event subject
subjectl

Service f XV b ==V 2 FOYV TV bDOY R M EFER
LET,

Cisco Networking Service 1> 7 4 X2 L—3 3> #4 K. Ciscol0S XE Release 3S (Cisco ASR 1000)
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[l Cisco Networking Service 3> 7« a2 L—3 3> /74 I, Ciscol0S XE Release 3S (Cisco ASR 1000)

Cisco Networking Service D 5% E I

Cisco Networking Service T— U FD STV a—F a5

1

RIZ. show cns image status #7+E EXEC =~ > N & ffi F§ L T Cisco Networking Service f A —3 T=—
VY bFDOAT—ZAFHRERRTT OB ERLET,

Device# show cns image status
Last upgrade started at 11:45:02.000 UTC Mon May 6 2003
Last upgrade ended at 11:56:04.000 UTC Mon May 6 2003 status SUCCESS
Last successful upgrade ended at 11:56:04.000 UTC Mon May 6 2003
Last failed upgrade ended at 06:32:15.000 UTC Wed Apr 16 2003
Number of failed upgrades: 2
Number of successful upgrades: 6

messages received: 12

receive errors: 5
Transmit Status

TX Attempts:4

Successes:3 Failures 2

RIZ, show cns image connections £## EXEC =~ > K% f ] L T Cisco Networking Service £ A —
VEBEHTTP #HiD AT — 4 AT DI Zn T o612 R LET,

show cns image connections

CNS Image Agent: HTTP connections

Connection attempts 1

never connected:0 Abrupt disconnect:0

Last successful connection at 11:45:02.000 UTC Mon May 6 2003

I, show cns image inventory £ EXEC =~ > K% f# | L T Cisco Networking Service f A —3
T—=V = bDA RN S VIZET O ERERTT L0 ERLET,

show cns image inventory

Inventory Report

imageInventoryReport deviceName imageID Router /imageID hostName Router /ho

IOS (tm) C2600 Software (C2600-I-M), Experimental Version 12.3(20030414:081500)]
Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Mon 14-Apr-03 02:03 by engineer /versionString imageFile tftp://10.25.2.1.

RIZ. debug cns image £t EXEC =~ > R4 il L T¥ T Cisco Networking Service 1 A —
T—Yx U N —ERADT RNy T Ayt —V%kFAT L0~ LET, I DOHIO CiscoNetworking
Service f A —Y =—V = NI HTTP TA A—¥ $—NITHH L CWET, Bk, 1 A—
= F R TR ADA R N EHERLUET,

Device# debug cns image all
All cns image debug flags are on
Device# cns image retrieve

May 7 06:11:42.175: CNS Image Agent: set EXEC lock

May 7 06:11:42.175: CNS Image Agent: received message from EXEC

May 7 06:11:42.175: CNS Image Agent: set session lock 1

May 7 06:11:42.175: CNS Image Agent: attempting to send to

destination (http://10.1.36.8:8080/imgsrv/xgate) :

?xml version="1.0" encoding="UTF-8"? cnsMessageversion="1.0" senderCredentials userName
dvlpr-7200-6 /userName /senderCredentials

messagelD dvlpr-7200-6 2 /messagelD sessionControl imageSessionStart version="1.0"
initiatorInfotrigger EXEC/trigger initiatorCredentials userName dvlpr-7200-6/userName
/initiatorCredentials /initiatorInfo /imageSessionStart /sessionControl /cnsMessage
May 7 06:11:42.175: CNS Image Agent: clear EXEC lock

May 7 06:11:42.175: CNS Image Agent: HTTP message sent url:http://10.1.36.8:8080/imgsrv/xgate
May 7 06:11:42.191: CNS Image Agent: response data alloc 4096 bytes

May 7 06:11:42.191: CNS Image Agent: HTTP reqg data free

May 7 06:11:42.191: CNS Image Agent: response data freed

May 7 06:11:42.191: CNS Image Agent: receive message

?xml version="1.0" encoding="UTF-8"?

cnsMessage version="1.0"

senderCredentials

userName myImageServer.cisco.com/userName

passWord RO1GOD1hcgGSALMAAAQCAEMmMCZtuMFQxDS8b/passWord
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Cisco Networking Service M 5% E 1l .

/senderCredentials

messagelID dvlpr-c2600-2-476456/messagelD
request

replyTo

serverReply http://10.1.36.8:8080/imgsrv/xgate /serverReply
/replyTo

imageInventory

inventoryItemList

all/

/inventoryItemList

/imageInventory

/request

/cnsMessage

WIZ, 7940 = b U= ABIONY I T T F—F T2 DIPT KLALEKR— EFD
FlZ R L £,

Device# show cns event connections
The currently configured primary event gateway:
hostname is 10.1.1.1.

port number is 11011.
Event-Id is Internal testl
Keepalive setting:

none.

Connection status:

Connection Established.

The currently configured backup event gateway:
none.

The currently connected event gateway:
hostname is 10.1.1.1.

port number is 11011.

Wz, 77V r—a Lo TIMA S L5 Cisco Networking Service £ X2 h =— = hDH
TV DY R NERRFT LU ERLET,

Device# show cns event subject
The list of subjects subscribed by applications.
cisco.cns.mibaccess:request
cisco.cns.config.load
cisco.cns.config.reboot
cisco.cns.exec.cmd

Cisco Networking Service 0 % 5 5l

{5 : Cisco Networking Service 7/\1 X DEE

Wiz, VE—bF TAA A LOYHRER 2R LET, VE—F TAAL ADKRA T —ED ID
T, Cisco Networking Service X EL> VD IP 7 KL A1 172.28.129.22 T,

cns template connect templatel

cli ip address negotiated

cli encapsulation ppp

cli ip directed-broadcast

cli no keepalive

cli no shutdown

exit

cns connect hostl retry-interval 30 retries 3
exit

hostname RemoteRouter

ip route 172.28.129.22 255.255.255.0 10.11.11.1
cns id Ethernet 0 ipaddress

Cisco Networking Service 1> 7 4 X2 L—3 3> #4 K. Ciscol0S XE Release 3S (Cisco ASR 1000)
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cns config initial 10.1.1.1 no-persist
exit

{5l : Cisco Networking Service t 0 #2 vy F V1) 12— 3 VDFEH

SYTFILA B —T A4 ALEDPPP DEFE
Wiz, VTN A H—T 2 A ALETPPPEHRETDHEDDT— AT v TREFEZRLE
7,

cns template connect ppp-serial

cli ip address negotiated

cli encapsulation ppp

cli ip directed-broadcast

cli no keepalive

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}

exit

cns connect serial-ppp ping-interval 1 retries 1
discover interface serial

template ppp-serial

template ip-route

exit

hostname 26ML

cns config initial 10.1.1.1 no-persist inventory

ERHA 42 —T A4 XA LEDPPP DEFE
Iz, FERAA VX —T 2 A RZPPP ZHRTET HIDDT— A NT v THREFEZRLET,

cns template connect async
cli modem InOut

exit

cns template connect async-interface

cli encapsulation ppp

cli ip unnumbered FastEthernet0/0

cli dialer rotary-group O

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}
exit

cns connect async

discover line Async

template async

discover interface

template async-interface

template ip-route

exit

hostname async-example

cns config initial 10.1.1.1 no-persist inventory

YFILAB—T x4 RLDHDLC DEERTE

WIZ, YU TN A H—Tx A RINA LYV F—& U 7HI#H (HDLC) ZRETH-0HD
T— b AT TIREIZ R LET,

cns template connect hdlc-serial
cli ip address slarp retry 1

[l Cisco Networking Service 3> 7« a2 L—3 3> /74 I, Ciscol0S XE Release 3S (Cisco ASR 1000)
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exit

cns template connect ip-route

cli ip route 0.0.0.0 0.0.0.0 ${next-hop}

exit

cns connect hdlc-serial ping-interval 1 retries 1
discover interface serial

template hdlc-serial

template ip-route

exit

hostname hostl

cns config initial 10.1.1.1 no-persist inventory

ENTNNARAVA—T A ADEKE

Wiz, BTN A2 —T x4 ABLO, T34 A (DCE & bFEND) o= hr—
TDOVIVTNALE =T oA ZAeBRETHH 2R UET, SEaT 572010, BT A R

WIERA S R —=RA U b FTA L H =T =2 ARETDLENRDH Y 77,

EBEYFILAVE—T AR

interface Serial0O/1

no ip address

encapsulation frame-relay
frame-relay intf-type dce
exit
interface Serial0/1.1 point-to-point
10.0.0.0 255.255.255.0

frame-relay interface-dlci 8

A rA=5DVYTFIAE—TAR

controller Tl 0
framing sf
linecode ami
channel-group 0 timeslots 1-24
exit
interface Serial0:0
no ip address
encapsulation frame-relay
frame-relay intf-type dce
exit
interface Serial0:0.1 point-to-point
ip address ip-address mask
frame-relay interface-dlci dlci

B

IP over Frame Relay D% 7E

RIZ, CPET /31 A|ZIPoverFrameRelay X ET 5720 D7 — b A b T v TR EBI R LET,

cns template connect setup-frame

cli encapsulation frame-relay

exit

cns template connect ip-over-frame

cli frame-relay interface-dlci ${dlci}
cli ip address dynamic

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}
exit

cns connect ip-over-frame

discover interface Serial

template setup-frame

discover dlci

template ip-over-frame

Cisco Networking Service 1> 7 4 X2 L—3 3> #4 K. Ciscol0S XE Release 3S (Cisco ASR 1000)
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template ip-route
exit

cns config initial 10.1.

T1 4 L 7= IP over Frame

1.1

Relay %7€

Cisco Networking Service D 5% E

WIZ, CPE 7 /34 AIZ, T1 %4 L7z IP over Frame Relay Z X ET B2 0D T — M A NT v TRE

BlarmLET,

cns template connect setup-frame
cli encapsulation frame-relay

exit

cns template connect ip-

over-frame

cli frame-relay interface-dlci ${dlci}

cli ip address dynamic
exit

cns template connect ip-

cli ip route 0.0.0.0 O
exit

cns template connect tl-

cli framing esf
cli linecode b8zs

cli channel-group O timeslots 1-24 speed 56

exit

route
.0.0.0 ${next-hop}

controller

cns connect ip-over-frame-over-tl

discover controller T1
template tl-controller
discover interface
template setup-frame
discover dlci
template ip-over-frame
template ip-route
exit

cns config initial 10.1.
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Services Command Reference.]
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['Cisco CNS Configuration
Engine Administrator Guide, 1.3
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12.2(33)SXI RIS 2 — ERDEAT
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Z DOMEBEIZ L U | clear cns
config stats, clear cns
counters, clear cns event stats,
cli(cns). cns config cancel, cns
config initial, cns config notify,
cns config partial, cns config
retrieve, cns connect, cns
event, cns exec, cnsid, cns
template connect, cns
trusted-server, debug cns
config, debug cns exec, debug
cns xml-parser, logging
cns-events, show cns config
stats, show cns event
connections, show cns event
stats, show cns event subject
Ha~y FPEANEIIELS
E LT,
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UA MR TL2HEIL. ZOFT 2 —LORZICHIEEEROREZSRL TIEI N,
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9% ZI%, Cisco Feature Navigator Zf#if] L &4, Cisco Feature Navigator {27 7 & 24 51213,
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Cisco Networking Service fX & = — = > MM, v A3 T34 AR E S L LI O3 E

IZEENTWET, CiscoNetworking Service X iE-— = &7 77 4 71TF %IZIE. cns config
CLI 2= FOWFArE AT LET,

Cisco Networking Service 1> 7 4 X2 L—3 3> #4 K. Ciscol0S XE Release 3S (Cisco ASR 1000)

| "


http://www.cisco.com/cisco/psn/bssprt/bss
http://www.cisco.com/go/cfn

eNsBEI—Czv bk |

Cisco Networking Service D ¥ H3% E
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=T 4 T TA AE, IO TEEIT 2 &, 4 CLI =+ R Th 5 cns config initial =~ >
K& L C TCP i 2 ffexr 3% Z L 12 X - T Cisco Networking Service # EL— = hdD
T4F¥alb—var =N arR—xr MR LET, T RTEREFEITL, 27«
Fal—vary P— N —BOREID ZRIELTT A A EH L ET,

Cisco Networking Service Web — XX 2> 7 4 F a2 b —a v 77 A NVOEREZETSH L. Java
P—=7 Ly FEMOHL, YT 2HDIALa— FEETLET, ZOHDIALa— FOFRIZ
& > T, Cisco Networking Service Web h—/337 4 L7 b U = REBLOT 7 AV VAT AT
JHEAL, ZOTNA A (REID) ADar74Xal—var 77 Ly AT 07— %
AR EF, RET—V=V MI, 707 L= MRHICHEESN TV L TRTONRT XA — X
2 TOT AL ADEHREENRALT, a7 4 FXab—Yary TrA VDAV RE v A%E
RLET, ar74F¥alb—ar b= NI, RET 7 ANEN—T 4 7 T8 ZTHRET
% 7281 Cisco Networking Service Web —/NZH&E L £ 77,

Cisco Networking Service i & — 3 = > M, Cisco Networking Service Web ¥— SN LR E 7 7
ANEZFE LT, XMLHTZ#54T L, iz T =y 27 L (EE) . REZ7 7 A VEu— KL%
T V=T AT TR RAFTRER— FDAT—F A%, Xy NI—7 F=F Y T ERTT—
770 —=T TN r—=a B TR TATTEDLANFELTHELET,

Cisco Networking Service 7% & ¥ & f#i ] L C Cisco Networking Service D #JHIE & % H #hi1y1C
A VAR =T D HEOFEMIZOWTIL, [ Cisco Networking Services Configuration Engine
Administrator’s Guide]  (http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cns/ce/rel13/agl3/
index.htm) ZZML T 7E SV,
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Cisco Networking Service D ZE 7 5% €

F v MU — 7 W@ 3 5 &, Cisco Networking Service ¥ E-— Y = v M EFEH L TH LWV —E
AEBMTEET, 2y ) BREIN—T 4 7 TNHAL AZEEFETEET, EEOREE,
AR AR B —RELTARY NPTz A2 LT (Fy v o) | 2137510 2
TN AR =2 g VERBSELESA N ME LTEETEET,

N—TF 4 T TR, AL, REEZHEATHANCFOHLETF = v 7 TEET, HUNELWES
. =T A T TN RTEGREEBEHA L, 207 4 Falb—Ta =N Z(E BT
RRDARY FEFRITLET, V=T AT TR ANENHREEHWA Lo Tothh, =7 —
BT AN M EFITLET,

N—T 4 VT TNA ANESRELZEH LTch, ZORELZNVRAMICEZ AL Z L, EXIA
HIEROGBEN KL ETHHETH L TEET,
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Cisco Networking Service 1 "> F T—V 2 U FBKUVEXECTI—V T
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v bDEE
FIEDHE
1. enable
2. configure terminal
3. cns config partial {host-name | ip-address} [encrypt] [port-number] [source interface name] [inventory]
4. logging cns-events [severity-level]
5. cns exec [encrypt] [port-number] [source {ip-address | interface-type-number} |
6. cns event {hostname | ip-address} [encrypt] [port-number] [backup] [failover-time seconds] [keepalive
seconds retry-count] [source ip-address | interface-name][clock-timeout time] [reconnect-time time)]
1. exit
FIED 54

ARV RFEERET7TIOa Y BRI
AT enable ¥#E EXEC £ — R& A 2 —7 /T LET,

71
B - *NRXAT—RKEANLET (FEREINEHE) .
Device> enable
2Ty configure terminal Ta—r ) ar7 4 Xal—ary T— REGLET,
72

51 -

Device# configure terminal

ATY cns config partial {host-name| | ({£3&) Cisco Networking Service i¥ E=— = h&EE L9, ZhiZ
73 ip-address} [encrypt] . XY, 23 7 F A7 FIZ Cisco Networking Service i% & ¥ — &7 A 3 ik
[port-number] [source interface XL EL () BENBESShE

name] [inventory]
Ay 4 F¥al—var h—R"OFR— NEFERET DI, AT
1 - > a D port-number S M LET, 774/ ME 8O TT,

Device (config) # cns config * Cisco Networking Service X E=— = FDBEDOERETLE LTIPT
partial 172.28.129.22 80 o = ) > f - ° S N

RUVRAZEBEAT AL HICHEET DL, A7 a3 > Dsource ¥— 7 —
K& ip-address 51 L £,
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B Cisco Networking Service f N> F T—S U FE LUV EXECT—2 1Y FDRE
ARV KRFERETI VA Y B#J
*HTTP ER D & L T Cisco Networking Service g% &2 3 T /3
AADTA LV H—REXRT2—LDA X N ZRETDHITE, A
7' a @ inventory ¥ — U — REHEH L ET,
GE) SSLAZYR—FT 54 A—VITRY . A7 3 D encrypt F—
U— Rz TE £,
AT logging cns-events (fEE) XML 74—~y FDYAT L ARV F Ayb—Y ¥ Iz
74 [severity-level] Cisco Networking Service £ X2 b NRAZN L TEFTEET,
il - *RAyt—UEu JICRET AEREOESELITARIEZTRET SIC
. . . &, A7 3 D severity-level BIEEFEH LET, 774/ MILX
onoocuengs 20 | Teasing AT (FRy ) T,
ATvY cns exec [encrypt] [port-number]| ({£7) Cisco Networking Service EXEC =— = > h & A X —7 MZ L,
75 [source {ip-address | RELET, Tk, A3 7T 47 MI Cisco Networking Service
interface-type-number} | EXEC ¥ — B 2 AR X L £,
i - *EXECH—DOR— b FESEZIFET D21, A7 3 O port-number
, , SIEEFEHLET, 7740 MX80 TY,
Device (config) # cns exec
source 172.17.2.2 * Cisco Networking Service EXEC =— = > h Ol{g DkfEc & LT IP
T RUVREERT 5 XD ICRET HIIE. A7 3 D source ¥ —
U — R & ip-address/interface-type number 5130 & FEH L E7,
GE) SSL Z % AR—FF 54 A=DIZIRY . A7 3 O encrypt ¥ —
U— RZ2fHTEET,
ATY cns event {hostname | ip-address} | 3 2 21 7 5 A 7 > 1 |Z Cisco Networking Service £~ |k H— & 2 Z #2fit4-
76 [encrypt] [port-number] [backup] | 7 Cisco Networking Service X b 7 — b 7 = 1 %% E L7,
[failover-time seconds]
[keepalive seconds retry-count] *SSL # U AR — hT A4 A—=DITRY , 7T 3 @ encrypt ¥ — U —
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[source ip-address |
interface-name][ clock-timeout
time] [reconnect-time time]

51 -

Device (config)# cns event
172.28.129.22 source
172.22.2.1

REFHATE £,

AR N Y= NOR— FEFERET DI, A7 aro
port-number 51 EHER L ET, T 74/ ME, 11011 (KB4 L)
BIO11012 (FEkHL) TT,

CIDT— NI ANNR I T T = T2 A THDHIEERTIT
I, A7V a D backup ¥—V— RFKEfEALET, Nv o7 v

=R 2 A BRETDHENS, TTA~Y F—F 7oA MEEINT
WHZ EEMRLET,
R I T T =T A ~D— SPHEL SN, T4~

=T A DON— N EFHET AR (B) 2EET 513, 4
7 3 O failover-time ¥ — U — R & seconds 15 EH L 9,
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ARV NEEEFTIVa Y B#J

X =TT IAT AT TN (B BROERITREELEET 5
1L, A7 =3 D keepalive ¥ — U — K & seconds ¥ & O retry-count 5|
BEERLES,

* Cisco Networking Service 1 X f =— = FOBEOEEITLE LT
IP7 RLAZMENT 5 XD IHET DITIE. A7 3 D source F—
U — R & ip-address/interface-name 550 % M H L £ 97,

CIEfER 7 vy 7 ML oS (SSL7aY) IZ7 vy 7 RNERESH
% @ % Cisco Networking Service £ N2 h =— = > MBS DK
Wef] (90) ZHEET DI, 47 3 > @ clock-timeout &+ — 7 — RN %
FERL £,

CIHRKBERITZA LT U NOREARER EREZFRET 2I121F, A7V =
> @ reconnect-time ¥ — U — NZ&#fH L £9,

GE) cnsevent =~ R% AJj9 % % T, CiscoNetworking Service 1 X
¥ D NASOEREHERIIHESL L A, 2072, Z Do Cisco
Networking Service T— ¥ = > MIBH L A,

2Ty exit Ja—s\ ary7 4 Falb—varyE®—ReE T L, FEEXEC E— R
71 IRV £,
i -

Device (config) # exit

SOV a—TaTDEV

* Cisco Networking Service f X2 kb —— = > [ 73 Cisco Networking Service -1 X2 b 77— |
U= ANTERE SN TS Z & AR T 5HI1%, show cns event connections =~ > K& L
E AN

CAA=Y =Tz N OV TV MADPBERINTWD Z & ZfERT 511X, show cns
event subject =~ > R&fH L EF, Cisco Networking Service 1 A — =— =¥ hOH T
Y= 7 M40 cisco.mgmt.cns.image CTIAE D £,

CNSEZEEIT— x> FDERTEH

{5 : Cisco Networking Service T— > DA R—JILIEB K UVHRTE

KIZ. ensconfigpartial 7~ RCRETL—V 2V haA F—TNMITDHIENBRBLTEEX
F 72 Cisco Networking Service =— = & A RX—7 /MI L THEL, VE—F T4 R LT
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. {51 : Cisco Networking Service 1 * — DY —/ M > DEE

gy (E4y) BXEZE1THHlZ /R L £, Cisco Networking Service X ETL> V> D IP 7 KL AL
172.28.129.22, A — & 51X 80 TJ, Cisco Networking Service EXEC =— = % IP 7 KL &
172.28.129.23 T, Cisco Networking Service f X2 b =— = > F & IP 7 R L A 172.28.129.24 TA
F—7WZ L E9, Cisco Networking Service £ N> h =— = & A X —T/VIZTHET, fll
® Cisco Networking Service =— ¥ = > MIBIWEL XA,

cns config partial 172.28.129.22 80

cns exec 172.28.129.23 source 172.22.2.2

cns event 172.28.129.24 source 172.22.2.1

exit

KIZ, CLI Zf#H L T Cisco Networking Service f A— =— x> b NT A —F ZRET HH%
/~RLET, GigabitEthernet £ > ¥ —7 = A Z0/1/1 DIP T RLVAZBHTHELIICA A=V ID %
FE7E L. Cisco Networking Service f A— T— x> b h—ERAD/RAT — K& E L, Cisco
Networking Service 1 A — 7 v 77 L— RiEATRIRZ 4 3ICRE L, A A —VEHY— B
FORAT =2 A P —_ERELET,

cns id GigabitEthernet0/1/1 ipaddress image

cns image retry 240

cns image password abctext

cns image server https://10.21.2.3/cns/imgsvr status https://10.21.2.3/cns/status/

RIZ. Cisco Networking Service 1 X2 b N Z & 195 X 9 (T Cisco Networking Service A A —
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cns id hardware-serial image

cns event 10.21.9.7 11011 keepalive 240 120 failover-time 5
cns image

cns image password abctext
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cns image retrieve server https://10.19.2.3/cns/ status https://10.19.2.3/cnsstatus/
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TiX, TS ADFR MaEERLET,

Cisco Networking Service f A —Y ID %, f A=Y T—V =V b LEEINTZA v -V TEE
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[T L& BHIIC

CLI =~ R%&f#H L T Cisco Networking Service f A—Y =—T x> b NI A—FERET HIZ
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*HTTP £ 721X HTTP over SSL (HTTPS) #{FM L TA A— — R L@ET 5 L 91T Cisco

Networking Service f A —Y = —V = > M EFRET DT, A A—Y — "D URL B LA
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*HTTPS ZfEH L CA A=V B —NLBETIHE., BX2 VT 4GEHELZRTE LT, #6
DOREIIFIZY — NN A=V 2=V 2 ML > THEIEEND LI THAMLENRD Y £,

1. enable

2. configure terminal
3 KOWTNIEFATLET,
scnsid fype number {ipaddress| mac-address} [event| image]

+ cns id {hardware-serial| hostname| string fext} [event| image]

cns password password
cns image [server server-uri[status status-url]]
cns image password  image-password

cns image retry seconds
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ZFwF7 |cnsimageretry seconds
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ATwv T8 |exit
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[T L& BHIIC

ZOVEETIE, OFIEAME LT Cisco Networking Service f A —Y T—Y = > DR EHFATH
HZEEEMHREE L TVET,

FIEDOHME
1. enable
2. configure terminal
3. cns image retrieve [server server-uri[status status-url]]
F gD+
ARV KRFEREETOVaY B#Y
AT 71 enable FiHE EXEC £ — R& A R2—7 /LI LET,
- PAAV—FEANLET ERSNEHD)
Device> enable
ATvT2 configure terminal sua—r ) ar7 4 Xal—varyET— REBBLET,
11 :
Device# configure terminal
ATvT73 cns image retrieve  [server Cisco Networking Service 4 A — VEME— cHk LT, H LW
server-url[status status-url]] A A=Y NHIHEERIFF T a—RLET,
Bl - CAT—HA Ay VREZIATID Web —/3D URL &
BET D%, A7 a0 status ¥ — YU — K& status-url
Device (config) # i tri o
server httpe://10.10.2.3/ingsves | SIEEMALET,
tat
hit;s?j/lo .19.2.3/imgsvr/status/ * server 13 K U'status ¥ — 7V — RZ45E L2 o 723813, ons
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cns config partial 172.28.129.22 80

cns exec 172.28.129.23 source 172.22.2.2

cns event 172.28.129.24 source 172.22.2.1

exit
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cns id GigabitEthernet0/1/1 ipaddress image

cns image retry 240

cns image password abctext

cns image server https://10.21.2.3/cns/imgsvr status https://10.21.2.3/cns/status/
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cns id hardware-serial image

cns event 10.21.9.7 11011 keepalive 240 120 failover-time 5
cns image

cns image password abctext
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ZOFRIE, V7B

77 VU= N A U TEEROVFR— R EASNLLEEDOY 7 =T V=R T %
RLTWET, ZOEREIL. FRICH 0 320 R . ZRLBEO—#HO Y 7 vy =7 J Y —RATH

PR—FENFET,

Ty R T F— DY R—FBLRZ2a YT NI =T A4 A=W R— MIBETLIERERE

9 5121%., Cisco Feature Navigator Z i i L 97,

Cisco Feature Navigator |27 7 & A3 5 (Z1%,

www.cisco.com/go/cfn |ZFE8) L £, Cisco.com D7 7Y MIMEH D FHA,
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CNS A A—CT—Szvh |
B NS A—S T—TUry hOREEER

% 4 : Cisco Networking Service { * —2 T— = > b OHEEER

Hhre4 1)1)—= HREER
Cisco Networking Service 4 A — | Cisco IOS XE Release XE3.8S | Cisco Networking Service A A —
Pxz—Yxrh 12.2(33)SEE Y =—v .z MERBIX, Cisco
123(1) [0Sy NT—F 7 T34 A
T Cisco [0S A A—T D HBfjA
12.2G31)8B2 VAR VBEOT 2T 4 7L
12.2(33)SRB % A[EIZ9 D, CiscoIOS V7
12.2(33)SB NI =TRNDOA Y TTANT S

12.2(33)SXI ERSEE

Z OFEREIZ X Y | clear cns
image connections, clear cns
image status, cnsid. cns
image. cns image password,
cns image retrieve, cns image
retry. debug cns image. show
cns image connections, show cns
image inventory, show cns
image status D5 2~ > RV
ANEFEREShE L,
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PEREIE SR OMERR, 43 ~—

* CNSA XY h =—TVx MIDOWNWT, 43 X—Y

* CNS A X> b ==V x> FOBREFE, 44 L—T
* CNS ARy b === hORER], 47 =

* ZOMOBEEEL, 47 X—

* CNS A Xy b =—V = FOSRENG ], 49 ~—

HEEIFIR D MR

CNS 1

CHHAOY 7 =T VY —ATE, ZOFY2— /L THHENTRTOBEN Y R—F&h
T LIIRY EH A, RFOEES L OBEENRIZOV Tlt,  [Bug Search Tooll 35 & U8
HOT Ty h 7 —nb YT b =7 YU —REHE LT U —2% /) — FEBRLTL &0,
ZOFY a— VIRHIN TV DEEEOFEMARKE L, SHENYR—hFShTnd YU —20D
UAPZHRT 256, 20TV a—VORRICH DWEHBROREZSML TSN,

Ty N7 —ADOY R I BIORAY T b =2T A A—VOYR— MIET DR E MR
9§ %1Z1%. Cisco Feature Navigator Zf#i /] L £, Cisco Feature Navigator |27 7 & 24 % (Z1&
www.cisco.com/go/cfn IZBE) L 9, Ciscocom DT T 7 MIMLEH D FH A,

ROMI—DT2 MZIDNT

Cisco Networking Service f X f T— U bk

Z DA Cisco Networking Service T—3 = > R ETE £ T3, ensevent =2~ R AT) &4
% & THLdD Cisco Networking Service =— 7 = o MIBM# L £ A, ZiUZ, Cisco Networking Service
AR f ==V FRFEDOMD T T D Cisco Networking Service =— 37 = > k @ Cisco Networking
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CNS AV FT—Szob |
B s ~RUrI-—SIvroBREAE

Service £ X N NAS~DELEE TS 5720 TT, £ Do Cisco Networking Service =—

¥ x M, Cisco Networking Service 1 X2 s NRZA~OEHGAZHEH L TA v -V 2 EZE L E
7, Cisco Networking Service f X h =— = MME, A v E—VOFHARY B I OEHEEZITV
FHEA,

CNS /AR FI—CxY MDEEAE

Cisco Networking Service 1 R F T—J 2 U FEBKIUVEXECT—V T
v bDEE

FIEDHE
1. enable
2. configure terminal
3. cns config partial {host-name | ip-address} [enerypt] [port-number] [source interface name] [inventory]
4. logging cns-events [severity-level]
5. cns exec [encrypt] [port-number] [source {ip-address | interface-type-number}]
6. cns event {hostname | ip-address} [encrypt] [port-number] [backup] [failover-time seconds] [keepalive
seconds retry-count] [source ip-address | interface-name][clock-timeout time] [reconnect-time fime]
1. exit
FIED R4

ARV NEERETI Y3y =[]

ATY enable FiHE EXEC £ — R& A R—7 /LT LET,
71 )
vk CRAV—FEANLET (ERSNEHD)
Device> enable
AT configure terminal Jua—rL ar7 4 Xal—gy B— NEBEBLEL,
72
i -
Device# configure terminal
ATV cns config partial {host-name| | ({£&) Cisco Networking Service ¥ E-=— = h&EEIL 9, ZHiZ
73 ip-address} [encrypt] kv, 23 7 Z 47 FZ Cisco Networking Service i & — & A 23l

[port-number] [source interface Xhu. 3Esy (B4Y) BEASEML S ET
name] [inventory] ’ °

a4 Xal—vary Y—OR—- NESEEET DI 4T
> a3 O port-number S EEHLET, 774/ ML 80 T,

[l Cisco Networking Service 3> 7« a2 L—3 3> /74 I, Ciscol0S XE Release 3S (Cisco ASR 1000)



| ensqaRUbrI—zok

Cisco Networking Service 1 N> F T—C 1V FEEUEXECI—S 10 FDRTE [ |

AR RFEREETOVa Y

=)

51

Device (config)# cns config
partial 172.28.129.22 80

* Cisco Networking Service T — = > FDWBEDXETE LTIPT
RLUAZFEHT L L OIHEET HI2IE, 72 a3 D source ¥ — 7 —
K& ip-address 5135 A L 9,

* HTTP ZRD—i & L T Cisco Networking Service g% & =2 ¥ T T /3
AADTA U H—=REEV2a—NDA R b ZEETHITE, A
7T a @ inventory ¥ — U — R&EFEH L ET,

G¥) SSLZHAR— T 54 A—=UIZ[RY | A 72 3 D encrypt ¥ —
U—RE2fHTEET,

ATY logging cns-events (fEE) XML 74—~ Y "DV AT L AR N Ayt —yaxX oo
74 [severity-level] Cisco Networking Service f “X> h N2 &N L CEETEET,
i - Ayt —Uru JICRET DEREOFR S ELIIARELERET DI
X, A7 a D severity-level BIB A L ET, 7740 MILA
vi ig)# i e
omo-avenns 20 T 1odaing N1 (TR 7)) TY,
ATY cns exec [encrypt] [port-number]| ({1:%) Cisco Networking Service EXEC =— = > h & A 2 —7 /LT L,
75 [source {ip-address | RELET, ZNICKY, A3 7T 47T MZ Cisco Networking Service
interface-type-number} | EXEC % — ' 2 MR f S 1% 3
i - *EXEC Y —"DR— MESEZIEET DL, A7 2 a & O port-number
, , SIEAEEMLET, 7740 ME 80 TT,
Device (config) # cns exec
source 172.17.2.2 * Cisco Networking Service EXEC =— = > h Oili{g D%[Foc & LT IP
T RUVAZEAT 2L OICRET DT, A7 3 D source F—
U — R & ip-address/interface-type number 5130 %FEH L £97,
GE) SSLAZYR—FF 54 A—VITRY, A7 3 D encrypt F—
U— Rzafifi T £,
ATY cns event {hostname | ip-address} | 2 2 21 7 5 A 7 > 1 |Z Cisco Networking Service f ~X> k H— & 2 2 #2fit4-
76 [encrypt] [port-number] [backup] | 7 Cisco Networking Service 1 X2 k 7 — 7 = £ %R E L £ T,

[failover-time seconds]
[keepalive seconds retry-count]
[source ip-address |
interface-name][ clock-timeout
time] [reconnect-time time]

51

Device (config)# cns event
172.28.129.22 source
172.22.2.1

*SSL VAR —hT 54 A—=TITRY , 7T 2 @ encrypt ¥ — U —
NEfEHTE£7,

C AN N Y =AROR— NESEEET DT, AT a o
port-number BB EFER L ET, 774/ ME, 11011 (F5{k72 L)
BLO11012 (BE{kdHv) TT,

CIOF— N YA BRI T T b U ThDH I LERTIC
I, A7 =2 O backup ¥—U— REHEHLES, NvrT o7
Pt U= A ERET DN, T4~V F— U= A PNREINT
U\ZS k %fﬁ%wu ngkviﬁ
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CNS AV FT—Szob |
B Cisco Networking Service f N> F T—S U FE LUV EXECT—2 1Y FDRE

ARV RFEEETIa Y B#

R I T T =T oA ~DNV— FBFESLENT- 12, T4~
F— R Tz A D)— N EFETDERFEERE ) 2/HRTT 21203, 4
7 g > failover-time & — U — K & seconds 515 & H L ¥ 9,

CX—TTIAT ZALT TN (B) BIOHRAITREERAREET 52
L, A7 a3 O keepalive ¥ — U — R & seconds 35 X O retry-count 5|
BEEHLES,

* Cisco Networking Service f X f =—Y = FOEEOEEFEILE LT
IP7 FLAZMEHT 2 XD ICHRET HITIE, 72 3 D source ¥ —
U — R & ip-address/interface-name 3|13 & HEH L 3,

*EfER s vy 7 B LT HHR% (SSLRE) (IZ7 vy 7 BRES N
% @ % Cisco Networking Service £ “X> b T— = > M BFHET B Fck
e (4) ZHEET DX, A7 3 O clock-timeout — 7 — K%
EALET,

CHRRFRITZ A LT U NORERE: LIRZHET HI2iE, A7 =
@ reconnect-time ¥ — 7 — NZ&Z#H L £9,

GE) cnsevent =~ > K% A /19 5 FE T, CiscoNetworking Service 1
¥ D NASOEREHEGRIIHENL L E e 2072, Z Do Cisco
Networking Service T— = > MIBEE L £H A,

AT exit rTa—r L ar7 4 FXal—yary EB—RREET L, B EXEC E— K
71 IR £,
B -

Device (config) # exit

SOV a—TFTaoTDEV

* Cisco Networking Service f X3 kb @—— = > [ 73 Cisco Networking Service -1 X2k 7 — |
T = AN SN TS Z & AR T 5HITIE, show cns event connections =~ > K& L
ESr N

CAA—Y =TV FOY TV MAPBERINTND Z & T 5121, show cns
event subject =~ > RZfliH L £, Cisco Networking Service f A —Y =— = hDOH 7
Y= 7 441X cisco.mgmt.cns.image CTIAE D £,
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| eNsqRvrT—Czob
ens ARV I—vzyroBEs I

CNS ARV I—Dx 2 FDEREH

{5 : Cisco Networking Service T—2 > FDA R2—TILEE K UVHRTE

KIZ, cnsconfigpartial 7~ RCRETL—V 2l A X —TNMITHI ENLHBLTEEE
% 72 Cisco Networking Service T—Y = > & A X—7 /ML THEL, VE— b T4 R ETHE
4y (E843) BREZEITHHlZ R L £, Cisco Networking Service X ET-> P> D IP 7 KL AL
172.28.129.22, R— F& 512 80 T9, Cisco Networking Service EXEC =— =2 h% IP 7 KL A
172.28.129.23 T, Cisco Networking Service f X b =— = F & IP 7 R L A 172.28.129.24 CA
F—T7WIZ L ET, Cisco Networking Service £ N f =—V = & A R—T7/VIZTHET, fll
® Cisco Networking Service =— 3 = > MIEMEL A,

cns config partial 172.28.129.22 80

cns exec 172.28.129.23 source 172.22.2.2

cns event 172.28.129.24 source 172.22.2.1

exit

KIZ, CLI Zf#H L T Cisco Networking Service f A — =— x> b NT A —F 2R ET HH%
/~RLET, GigabitEthernet f % —7 = A A 0/1/1 DIP T RLVAZFHTHELIICA A=V ID %
}87E L. Cisco Networking Service f A —Y =— =z h h—ERD/XAT— K& FE L, Cisco
Networking Service f A — 7 v 77 L— FERETHREZ 4 2MICREL, A A—VEHI—F
FORT =22 =W ELET,

cns id GigabitEthernet0/1/1 ipaddress image

cns image retry 240

cns image password abctext

cns image server https://10.21.2.3/cns/imgsvr status https://10.21.2.3/cns/status/

RIZ, Cisco Networking Service 1 X2 b /SN2 % {95 X 9 (T Cisco Networking Service A A —37
TV NERETDHHZRLET, Xy NV—F T THRALADN—RT =T YT E
FELTA A=V ID ZREL, /X7 A —% %Z5E L T Cisco Networking Service £ X2 |
T—Yx A X —T7 /T L, Cisco Networking Service f A —Y =—Y = haF¥F—U— &
TxA 7 a UERELRWTA X—7 /M LE T, Cisco Networking Service f A —Y T—3
> M, Cisco Networking Service f X2k /NA ETA Ry R &ELZITET,

cns id hardware-serial image

cns event 10.21.9.7 11011 keepalive 240 120 failover-time 5

cns image
cns image password abctext

Z D DOBEEE

FAEIE B I=aTILEA R
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V7 VU= FLA U THEEREROYR— M PREASNLEDOY T Mo =T V=R T %
ARLTWET, TOBRRIE. R B0 0RY | ZRLBEO—EDY 7 by =7 VU —ZTh
PAR—hInET,
Ty N7 —LDOVR—FBIR A YT U7 A A=V OV R— MIET HIERERR
F %121, Cisco Feature Navigator Zffi /] L £, Cisco Feature Navigator |27 7 & 23 51,
www.cisco.com/go/ctn [ZFEHE) L 9, Cisco.com D7 A7 MILEH Y FH A,

% 5: Cisco Networking Service 1 X b T— 1 ¥ FDHEEIER

HHER 1)1)—2x PEREIRER
Cisco Networking Service f -3~ | Cisco I0S XE 3.8 Cisco Networking Service 1 <~
f ==z b 12.0(18)ST f =— = M. CiscoIOS

77U r—3 3 8 Cisco

12.0(22)S ‘
Networking Service 1~/ | /3
12201 ARTA Sy NERTL, A
12.2(33)SRA TZ 5, CiscolOS A > 7T A
12.2(33)SB N7 7 FxD—ETYT, Cisco
12.2(33)SXI Networking Service A 2 |

=—Y = ME, Cisco
Networking Service g% /& T— 3 =
v HERE L EEE L CENMEL £
—g—o

Z OREREIZ X Y . cns event,
show cns event connections.
show cns event stats, show cns
eventsubject D75 21~ L NH3E
ANEIFEEINE LT,
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5% TE BUIS 1L 5k

© HERETE SR OMERE, 51 ~—v

* CNS ffT/MRIEE DO E BUFILRIC DWW T, 52 =Y
* CNS 17/ HE & O E B ILRE OB EHIE, 52 ~—
* CNS 17/ fE & O % & BASILE O ER], 53 ~—v
* TOMOBIEE L, 54 N—

* CONS #R1T/MIFREE O BRE RS ILR OMAENRT R, 55 ~—

HEEIFER DR

THEHOY 7 2T VY —RATHE, ZOFY2— L THHEINLITRTOBRENTR— K&
TS EIERY £ A, EHOELEL LOWRIERICOWVWTIE, [Bug Search Toolll ¥ LT
HO7Z7y v 73—V 7 =7 VY —=RZHIG LT U —R ) — FESHRLTIEE0,

ZOEY 2= VIR SN TV OEREBOFFMA R L, SEESYR—FSnTnWbsr I J—20D
URA M EfET 525813, ZOEY2—VOREICHLHEEFHRORELESHL TIZSV,

TT 9 R T A= LD R— PRIV R YT vy =T A A=V OV KR— MIMET D IERE HER
9% 1Z1%. Cisco Feature Navigator 2 L 3, Cisco Feature Navigator {27 7 & 2 F 5 1ZIZ,
www.cisco.com/go/cfn |ZF®E) L £, Cisco.com D7 A7 MIMESH D FH A,
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Cisco Networking Service B3 /T/RIRIEE DR TIMEME |
B NS ERFAEREEOREREEIEICONT

CNS B 1T/MifmEE DR ERISHLRICDO LT

Cisco Networking Service i 17/fE1fm 15 & D 5% € BIFHLE
Cisco Networking Service fF#81 T/ WafiE & DX E BAFHLHRAEEEIL. cns config retrieve =1~ & NITHT

LWHEEEZIBIML T, FT AT v K — 0 bREDIIG LTI 2 i THIRRB L OWITE T
& DI (B) Z2fETE 2L 91 LET,

CNS B 1T/MRTEE DR E IS RD K E 77 A

Cisco Networking Service X TE D H—/\H 5 DERIF

AT 4 FXal—ay P NCT A, AORELEERT HITIE, WOEEEZFEITLET, cns
trusted-server 2~ > RZEHL T, FOar 7 4 Xalb— g P—MEHATX 50 (EEHT
x50 HEELET,

(X L& BRI

ZOEETIE, NTATy RP—"PREFATHDLZ EZAHEE LTWET,

FIEDHE
1. enable
2. configure terminal
3. cns config retrieve {fost-name | ip-address} [encrypt] [port-number] [page page] [overwrite-startup]
[retry retries interval seconds] [syntax-check] [no-persist] [source inferface name] [status url] [event]
[inventory]
FIEDFHE
ARV REEETIVa Y EL:y
AT enable Fite EXEC E— R& A XA —7 /LT LET,
B *NRAT—=REANLET (FERSNTEHE
Device> enable
ATv T2 configure terminal Jau—)ary7 4 ¥al—raryE— REHBLE
TO
i
Device# configure terminal
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| Cisco Networking Service B3 1T/fE1f@1E & 0 5% & B 1FHL IR

cns BRiTAmEEoREEnEozes [l

AR RFEREETI VI Y

Sl

ATvT3

cns config retrieve {host-name | ip-address}
[encrypt] [port-number] [page page]
[overwrite-startup] [retry retries interval seconds]
[syntax-check] [no-persist] [source interface name]
[status ur/] [event] [inventory]

51 -

Device (config)# cns config retrieve serverl
retry 5 interval 45

TNA AN Web T — "IN RET— X #RETE 5 X
IZLET,
*retry ¥—U— Ri, 1~ 100 OFEPHOEAE T, 1
~ 3600 7> DO#iPH D interval D A F1 &2 BER L ¥4,

GE) NSGTNYa—F s TDrH
&G 7 vt A2t d 5881, Ctl+Shift+6
F—2 ANTLET,

CNS B 1T/MHRis ED

{5 : Cisco Networking Service

&% TE BN 1S5k D 3% TE

BREDY—/\M 6 DEIF

Cisco Networking Service c 5 X7 F H—/\MW5DHRET—F2 DEE
KIZ, 10111 DT ATy R B —NICREXZERT HHP 2R LET,

cns trusted-server all 10.1.1.1
exit
cns config retrieve 10.1.1.1

KIZ. cns config retrieve 2~ R&H LT, 10.1.1.1 IZHD N T AT v F H— N TFRE & Tk
L. Cisco Networking Service & & fGHIR A ET B2~ LE T,

cns trusted-server all 10.1.1.1
exit

cns config retrieve 10.1.1.1 retry 50 interval 1500
CNS Config Retrieve Attempt 1 out of 50 is in progress
Next cns config retrieve retry is in 1499 seconds (Ctrl-Shft-6 to abort this command) .

00:26:40: $CNS-3-TRANSPORT: CNS HTTP_CONNECTION FAILED:10.1.1.1 -Process= "CNS config retv",

ipl= 0, pid= 43

00:26:40: %CNS-3-TRANSPORT: CNS_HTTP_CONNECTION_FAILED -Process="CNS config retv",

ipl= 0, pid= 43......

cns config retrieve 10.1.1.1

WE{LET—2OETIVI4FXaL—23Y I74IL~DEA

WIZ, V=" LR ET —F 52T =7 L, FfT7ar 74 ¥al—yalr 774K
AT 5%~ LE 9, Cisco Networking Service i¥ ET— = > ME, RET — ¥ DEFHITHK
g 20, E7ILSERRT 5 E T, 30 RIRBCTRET —#2BEL LD & LET,

cns config retrieve 10.1.1.1 syntax-check no-persist retry 5 interval 30
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Cisco Networking Service B3 /T/RIRIEE DR TIMEME |

ZDHDOBEE R

WMEBT—2ICkPRE— b7y T a0 74F2L—2ary I7(ILOLESE
KIZ, AB— T v T arv7Z Xalb—rar Ty A VE—"DLBELERET —4 TLE
ETHHERLET, ZORET —FITFETar 74 Fab—ra T IEREA,

cns config retrieve 10.1.1.1 syntax-check no-persist retry 5 interval 30
cns config retrieve 10.1.1.1 overwrite-startup

ZDDEEE R

ESPERCYS!

CiscoIOS =2~v o K

X=—aT7ILE3A L

[Cisco I0S Master Commands
List, All Releases.]
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1. exit
FIED 54

ARV RFEERET7TIOa Y BRI
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SR, REZ YV UBREITVET,

TNAAID, Ay V¥ —VHAEREHRET VT L—F BLOKTA U h— NERITE
Va— VRV TEET 7 L— MIHESWT, Lightweight Directory Access Protocol (LDAP)
T4V N ERELET,

2 T L—FDslotnumber /XT A —X %, V¥ —T DA LR M) DOEBEORT v FEEIC
BEEXHzET, 2KV, UL FMIELWI A A= REREFEY 22— AT v |
BEE T HMAZFBEOREICRD 7,
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Cisco Networking Service 70— X )L— JOE 3 =>4
Cisco Networking Service 7A0—R )L— JOEY 3 =>4 [ |

3 ZoOUHEREEX—7 >y T AL AZHZ 7 — RKLET, CiscoNetworking Service =— 3 =
Y MEL EET A RCRELEMN L ET

W ODIKIZ, Cisco Networking Service 7 2 —A/)L— 7y a =7 7T—%7 7 F vy 2R LET,

1: Cisco Networking Service 70— X )L— JAEL I V0 7—X%TUF v

LAN
CNS agents
%\- T1, ADSL
. serial -
: ; g CNS
S 1'/_ configuration
: L2
'“]f WAN registrar
P ;
il ¥, DNS
CNS agents T s s server
" T1,ADSL, ! (opticnal)
serial i

721

Customer premises

Cisco Networking Service 70— X J)L— JAEL a5 DEFE

Cisco Networking Service 7 1 —Z/L— 7 by a = 72k, VE— b T84 22815 3 i
DREND D FT,

T—rR Sy TEE

Cisco Configuration Express (Cisco.com 4 —4% — T N U YV — VT AAENT-BEF—ER) %
HRALZY Aa~DF—Z =D LT, 2OV ) a— 3 VPMEFT D FRIEREF -7 — b
A LT TREEEELET, Cisco Networking Service 7% iE T > ¥ v ~D et & HEH9 2 — %N
ABIZERETIERWT — A NI v PREEXRELET, A3k, TXTHELE 7o i
BT, A—F—DTRTOT NS RCZOBRELZEM LET, ZOBEIT, BRRARICHBIRY
WZEITSNET,

IR E

Cisco Networking Service iXE = > ¥ 1%, WIHRELZ BT X7 n— RLT—K7—FA b
Ty TREXBEEHMZAET, TOREF. T ADRFREERAM (NVRAM) IZRAFLTH L
2 THENER A,

REEZRFT DL, 7= PR N7 vy TREFLEFEZINET,

WEERIF LI o256, T3 AOBREGIW L% TRAT LN v — KT
JERHE Y IR LUEITSNET, Furua— RKRREEZEVIRLIETTDIE, T4 R Z2—F0D
NABRLICETFOYAa a7 4 Falb—a AZEBHESNET,

Cisco Networking Service 1> 7 4 X2 L—3 3> #4 K. Ciscol0S XE Release 3S (Cisco ASR 1000)

"



[l Cisco Networking Service 3> 7« a2 L—3 3> /74 I, Ciscol0S XE Release 3S (Cisco ASR 1000)

Cisco Networking Service 70— X )L— FOEYa=>4 |

Cisco Networking Service 70—X )L— JOE 3 =24

—20ID

=5 (Ea) BHXE

LI V) 7' — FERZ, 25 () RENETINT, Ry NV —J % vy ME U5 L
RRENEHINET, ZOXIRREF, 2—FNRHHBET L7 v V2 BLE 72137 341 A
B OBERIZS U 7 VIR TR X £97,

Cisco Networking Service 7 B — A /b— 70 BV g = 7 O#IE, KT /3 AZHMTEH LT
W—E D ID & BEAT AEETT, ZO—BDIDIE, A—F—x= ), 4, Tunrva=
YU BEOHAIZOWTEBERO VAT AMI#EE L, BEEOA—F—2 2 N VAT L%k
AADZIEVAT LIV 7 TEET, 29 L2 IDITIFROFFERLET,

* IO & U CRIERED B ATRE,

SR B — b B LN v — TR AT HE,
CTNRAADY AT YT by =T T,

* T NA ADYEIFEIEFEALIT A HATHE,

CRFEDV X —VBLOR Y NT—7 ~OFFEDOT N KAV hOGl RS,

Z 9 L7z ID ZEFKT H720IZ, Cisco Networking Service 7 B—A/L— 7B Y 3 =2 7 T,

Cisco Networking Service =— = & MIREHE, FrIC—E D ID OEZRFTIEDOFEITE T 28T
Lhwavwr RtEy b (ensa~v> R) PHESINTWET, YA V7 =T iE, 2—F0HE
ETDHTRB LT D ERICES T, v —v DT U TAEE, MACT RLA, IPT RLX
REO—EDOID ZHEMH TEE T, ens =~ Fid, FIEFRFIZ Cisco Configuration Express (T %t
LTHREENT, WESNHT A, ZADT — A NT v TREO—ETT,

Z OFIPHAN T, Cisco Configuration Express 3 . WNens =~ > K& H L T, B&ERF 2@ LEF 53T
o, BEIIC2 =y FOT— MR N7 v TREICHBIAEN D, B DIEERIZEDETZ I A
X ENEEX T ERTEET,

YAAE, ens AV FTHR—FENDBEMMIDICH LT — P A 72T TCnEd, 20
7z, ZOID MRS S —2— R TRHARY . MAFO VAT Mt T £9, &2, 2
NHEOID I, BEEODVAT ALV AIDS =L — AT —H A TV EDMO XML V7 k
Tz T DEHEA L F =T oA AN TE L5720, N—a— R TR AMENRL 72 F
9, Cisco Networking Service T— = > ME, 74— KXy 7 A=A LALLM LET, ZD X
H=ALTIE, VE—F T AL ANXMLA Ry b ERIFa~y REZELTTF AL ADID 2%
BT, RUT A ARIHFHRID 27T A X haeT7a—RE¥x A MLET,

EHENRA b

FEAEDRY NT—7 T, DEDOVE—F T AL AR —H N THEHLZICRESNHTHNET, Z
i, Ry FU =7 OREEHER KON D 2T TR BBFRENEFORE LB LT, 7/
AAPMERTE RS RY SHITIER Y MU —7 LRI DN D RN T AT HTHAEL,
BRARMEICR D TREENH Y £,



Cisco Networking Service 70— X )L— JOE 3 =>4

Cisco Networking Service 7O0—X)L— JOEYa=v4 B

ZOREICRHLT H72DI2, Ry NI =7 NICEBIARA > FEHETE EF, @BHIE. CiscolE2100
Cisco Networking Service X ET > ¥V U NEHAA > hEEEL, TXTOVE—F T4 A LD
REZ BT DX IICHRELET,
ZDYVYa—varEAR—7IT DT, FTar 74 Xab—2a VIEERH DTN
Cisco Networking Service £ X2k /N2 ETA X2 M &%5179 % X 95 1T Cisco Networking Service T —
VeV MERELET, O ME BEA (R ZEMIORLET, 20720, FER
AV T, T, AND Telnet $ifse, A7 V7 FOMMH, E7a07 4 Fab—va U 2EOH
HEEZ L HRRIE &HRE DB DORFER &, JERMED I W—HOENEEZ T T 2 BEN R LR
7, £, RELEOMS Ry N —IFBH T g f 2L (SNMP) % k7 >~ (SNMP MIB
Ty ML TITORD) 2700 U352 TEET,

RAVEY—FRA P ARV FNR

SHOE YR ABRKE T, BRENERICKIL ) D% ERIS L)L OY—E R E BRI L
THRIAETEDARENH Y £9, TDOEHIZ, *y NT—T BIRINE RN —=V 7)) —%T
n— K%y A RTHEEHIZ, 72U —RHEH > TREIIT ANA AD/NE YTy FH K
BOINE 2 VRS IV — A RGAT SV r—2a a7 77 4 71 LET,

NI =" R —F TN 572D, IWETDHT AL AIA XY b NRAOWEHFEDT 71—
R¥ ¥ 2N TR F 4L, ZORDVIZZA VI DRV Y =KL N Fyxb
TIRETHVENHY ET, TXTOTNAA RE, IWETHVENDD 72 ) — 2T Ccx5 &
INCTBE—=RXx A NENTZR—Y T ORSELELE LETR, T35 ANEOOIRE % 78585
THLETIHY A, RURERIGE T A —RXXY A PDO—#ELTT NS ADI ) — &%
KEIZaE—, HEEFETHIEEF, BERRATF—J 8T 0 OFRICR2Y £,

ZHOLIEAT—7 )T 4 ORI 572 DIZ, CiscoNetworking Service 1 X2k /S 221,
R—=TF—= AT = a VL EBEWBETDRA U MY —RA o MEGHEREDR H Y £77,

Cisco Networking Service 70— X )L— JOEC 3= 5 DF S

BHEERE

Cisco Networking Service 7 7 —A/L— 7'm Y g = 7%, X EZf}:% Cisco Networking Service
BRETVVUIBITL, YA ar7 4 Xalb—YayEHBEHRTEHEHICLT, A4
M= mfibLET, LA FTIE. XML, Active Directory Services Interface (ADSI) /Active
Directory, HTTP/Web #—/3_ ATM Switch Processor (ASP) . Publish-Subscribe - X2 k /X273
EL e E RS LY 7 e U — & H LE 9, Cisco Networking Service i &L —3 =
> M. Cisco Networking Service i E LY VU NV E— K~ TNNA AR T T 7T R LA KT
METEDLLIICLET,

—BDIPT7TRLRERR +A

Cisco Networking Service 7 01— A/)L— 7B E Y g = 7%, DNSUNR—RZ )Ly 77 v 7 ZEHL
TIPT7 FLRZESTZETHRAMEZRGL, IPT FLABIWMEE THRA Mz E— b7
NARZEN Y TES, 207D, IPT RLABIWERR MIF—ETHDLZ ENRIES N E
‘d‘o
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Cisco Networking Service 70— X )L— FOEYa=>4 |
[ | Cisco Networking Service f N> bk T—U 12 b /T A—4

BRI 2 R0

Cisco Networking Service 7 @ —A/)L— 7B BV a =720 | HITERRBRNDaund, 7#2<
THIVE— R TS RERETEET, Xy MU =7 ~OHERFFICREN BB TITHOILD DT,
Ay NT—=7 2 D=TRFINERA A VBT IMERD Y EE A,

HE 73 R

I 72 BR D72y, Fole N —%Th, v Aa V7 by TIZET 5 e ARk
BAEVLEL LNV TTISIZIE— N TS RAEREBETE DD, T3 A2 HERKIOICHRE S
NAPFNICHAT LT, HEFERSW R ChbBBEs T2 0Nt £,

E A

TNA AL, VE—FxZy Ra—¥ I 4 MIE#ZHMIND720, AETORESCATICLHE
EIIMLEHD EH AL, RET. Xy MU —7 ~OEGERICBBMICIThET,

JE— FEH

Cisco Networking Service 7 B —A/L— Fmr ¥ a = 7%, REOEH, H— & 20BMLHIER
Z HBEICALEE L £ 9, Cisco Networking Service i/ E LY ¥ 37 v ¥ 2 (L 2 F T LTV £ —
N T R EEFE L E T,

¥l T4

VE—=bFT AL ALOBOA RN ST T 4y 7 F, Ry NT—7 ORIEY A7 —F723RAE
2%t L CABEH CF,  Cisco Networking Service T— = > NME, A3 V7 My =7 Ok
Fa2 VT oML TVET,

Cisco Networking Service f N> F T—2 1z F NS A—4

Cisco Networking Service £ X2 b =— = > k =< Necnsevent |21, XEAIHE/R/NT A —H
NHY E9, N7 7T 7 Cisco Networking Service £ N> b 7 — U = A ZRE L TV DH5H
I%, failover-time ¥ — 7 — R723M#F||T9, Cisco Networking Service f X h =— = F BT —
P xAICHRHRLED ELTNWT, 7I9A4< 0 F— b 0o A ~ONL— LD BFHIASNY 7T v
T—=hr 7z A~DON—FPMEHTE D Z &2 L2, seconds 51%13. Cisco Networking
Service f N2 b =TV 2V RNV I T T T = Y = A ~OEf 2 AT T ORI T A <V
T—= MUz A~DON— FERRT DR ZEE L ET,

WIEA R SN2 ) 7 Z A L TOWRWGEIE, F—T T 747 24 L7 7 & FRITEE
ERETLOLLERDYET, 9T 52 LITED, Cisco [E2100 FHET v ¥ NIEENFEE LT
BETHLEHRY NV—JZEFIEITTEET, =TT 747 T —Znpne, ZOXkH7%k
EENEAE LGS, TXTOT A ATFEOEENVLEITR Y 3, seconds BT retry-count
B2 HMF 7212 & > T, Cisco Networking Service £ N> h =— = "3 F— b U = A ~O$Efi
UMW LT, A AT T 2 E TOT A ROV E D £  retry-count DIEIZIEL 2 Bl E%
HESEL 9,
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| Cisco Networking Service 70—z )L— FOEY 3 =24
Cisco Networking Service 70— R J)L— FOES 3 =5 DREARZE [ |

7 arDsource ¥ —T— REMFHATH5E, BMETIPT RVAZREDAS VX —T =4 AD
Y HAFYVIPT RLAIZLT, By NU—NEATOXRy hNU—27 0O LTI TE5 X
W LET,

Y

GH) Z DD Cisco Networking Service T— 3 = ' M & ETE £7 7%, cnsevent 2~ R AJ)
SN 5 F T Cisco Networking Service ©— 3 = > MMIBH# L £+ A, Ziui, CiscoNetworking
Service 1 N> h =— U = N FDOMD T TD Cisco Networking Service T—3 = > F D
Cisco Networking Service A X b /N A ~DHREHEE A T 572D TT,

Cisco Networking Service 7A—X JL— JAE 3= 4
DEXTEHE

Cisco Networking Service f X F T—V VU FBEKXUVEXECT—2

IN A=
> bDETE
FIEDHEE
1. enable
2. configure terminal
3. cns config partial {host-name | ip-address} [encrypt] [port-number] [source interface name] [inventory]
4. logging cns-events [severity-level)
5. cns exec [encrypt] [port-number] [source {ip-address | interface-type-number}]
6. cns event {hostname | ip-address} [encrypt] [port-number| [backup] [failover-time seconds] [keepalive
seconds retry-count] [source ip-address | interface-name][clock-timeout time] [reconnect-time time]
1. exit
FIBDFHE

T =P
ATY enable e EXEC £ — & A X —7 M LET,
71 AT R EAS LET (ERSHEEA) |

151 -

Device> enable
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Cisco Networking Service f X> k T—2 1Y FE KU EXEC T—

Cisco Networking Service 70— X )L— FOEYa=>4 |
PEBANOE'F S

AR RFEREETOVa Y

=)

2Ty configure terminal Ta—r ) ar7 4 Xal—ary T— REBBELET,
72
i -
Device# configure terminal
ATy cns config partial {host-name | | ({1-&) Cisco Networking Service i E-—Y =¥ & EEIL T, Zhic
73 ip-address} [encrypt] L0, A3 7 J 47 NI Cisco Networking Service 7% & — & A 342k
[port-number] [source interface X, L (ESY) BENBELSh
name] [inventory] X
carI74Xal—var P—n"OR- EEEEETHICE, AT
1) - ¥ a @ port-number S EFEHLET, 7 74/ ML T,
bevice (config) # cns config * Cisco Networking Service i E T — = hDWEDXEFEILE LTIPT
partial 172.28.129.22 80 RLUAZFEHT L L OIHEET HI2IE, 72 a3 > D source ¥ — 7 —
K& ip-address 513 L £,
* HTTP ZRD— & L T Cisco Networking Service 5% & =2 3 T /3
AADTA VI —REET 2= VDA X MY ZRETDHITIE, A
7> a @ inventory ¥ — U — REHEH L E7,
GE) SSL #H% AR — T 54 A—=UIZRY | A7 3 D enerypt ¥ —
U— Rz TE £,
ATY logging cns-events (fEE) XML 74—~ Y "DV AT L ARV N Ayk—y a7k
74 [severity-level] Cisco Networking Service f “X> b N2 &N L CEETEET,
i - Ayt —Uru JICRET DEREOFR S ELIIARELIEET DI
. . . X, A7 a D severity-level BB A L ET, 774 MILR
one-eventa 20 OIS T (FRy ) T
ATY cns exec [encrypt] [port-number]| ({£7&) Cisco Networking Service EXEC =— = > h & A X —7 /MZ L,
75 [source {ip-address | BELET, ZAUTKY, A= 7T 47T MZ Cisco Networking Service
interface-type-number} | EXEC % — ' 2 MRt S 1% 3
i - *EXEC Y — DR — FELSEZIRET D121, A7 a > D port-number
, , FIEFEHLET, 7740 ML TT,
Device (config)# cns exec
source 172.17.2.2 * Cisco Networking Service EXEC =— = > h Oili{g D%[Foc & LT IP
T RUVAZEAT 2L OICRET DX, A7 3 D source F—
U — K & ip-address/interface-type number 5150 %FH L £ 7,
G¥) SSLAZYR—FT 54 A—VITRY . A7 3 D encrypt F—
U— Rafifi T £,
ATY cns event {ostname | ip-address} | 2 2 21 7 5 A 7 > ~|Z Cisco Networking Service f “X > h #— 2 Z4g{t3°
76 [encrypt] [port-number] [backup] | 7 Cisco Networking Service X b 7 — k7 = 1 %% E L 7
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| Cisco Networking Service 70—z )L— FOEY 3 =24

Cisco Networking Service 1 R h T—CU U FEEUVEXECT—P 2 FDRE [ |

AR RFEREETOVa Y

=)

[keepalive seconds retry-count]
[source ip-address |
interface-name][ clock-timeout
time] [reconnect-time time]

51

Device (config)# cns event
172.28.129.22 source
172.22.2.1

*SSLAZYR—F T4 A—VITRY . A7 9 D encrypt F¥— U —
REHTEET,

AR DY =ROR— "B ERET DT, AT a0
port-number B &R LET, 774/ ME, 11011 (BE{b7e L)
BLo11012 (BfkdH ) T,

CIOF— NI ANNY I T T = b= ThDH I EERTIC
I, A7 a D backup ¥—U— REfEHLET, Nv 77y
TF= b T2 A ZRETDHANS, TTA~Y F— b 7= A PEREZNT
WHZ L aER LET,

Ny I T T F—=br T ~DN— FBRFESL SN, T T4~
JT— T A DON— N EFHET HREREBR B 2EET A3, 4
7> a @ failover-time % — 7 — K & seconds 5|18 & EH L £9,

CX—TTIAT HZALT TN (B BRLOERITREEEZEET 512
£, A7 a3 O keepalive ¥ — U — R & seconds 35 X U retry-count 5|
B LET,

* Cisco Networking Service X f =— = FOIEEOEFEILE LT
IP7 RFLAZMEMT 2 XD ICHRET 2IT1E, 72 3 D source ¥ —
U — R & ip-address/interface-name 5|5 % AEH L £ 77,

CEfEle s vy VB LT R (SSLAeY) 127 vy Z BERE I
% D % Cisco Networking Service f “X> f =— = > F DT DK
B (90) ZHRET 12T, 472 3 v D clock-timeout ¥ — 7 — K%
ERL £,

CIRKBERITH A L7 U NORERER ERARET HI121F, A7V =
@ reconnect-time ¥ — 7 — NZ&ZHH L £9,

GE) ensevent =~ N& A/J4 % £ T, CiscoNetworking Service A
¥ NASDEEREE ML L E A, TDTD, OO Cisco
Networking Service =— = > MIBE L ¥ A,

2Ty
71

exit

51

Device (config) # exit

Ja— ) ar7 4 ¥al—3ay T— REKT L, H#EEXEC E— K
IRV £,
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Cisco Networking Service 70— X )L— FOEYa=>4 |
B Cisco Networking Service 7O0—X )L— JOEY a3 = 5 DHREH

SIS a—F42FDEY K

* Cisco Networking Service £ X k = — = > ;23 Cisco Networking Service f x> k 77— k
U= AN SILTWD Z & AR T 511X, show cns event connections =~ > K& L
EJr RN

CAA—Y =V OB TV MADBBERINTWD Z & ZERT 511X, show cns
event subject =~ > RA&fEH L EF, Cisco Networking Service f A —Y =—V =¥ hOH T
¥ x 7 M4 cisco.mgmt.cns.image CTAAE D £,

Cisco Networking Service 7A—X JL— JAE 3= 4
DEFR]

{5l : Cisco Networking Service 70— X JL— JOE S 3=>4

{5 : HDLC B k2L LT T1 Z &M L 7= Cisco Configuration Express 7 7 A JL

WIZ, VE— b —F &R 7R ESITICELE T DRI, Cisco Configuration Express 7 7 A /L
EHEALTYVE—F TS RAEZRETHHZRLET, ZOFITIE, 172.28.129.22 7 Cisco
Networking Service (X ET-> YD IP 7 KL ATT,

cns config initial 172.28.129.22 no-persist
!cns configure and event agents

cns event 172.28.129.22

controller tl1 O

!Tl configuration

framing esf

linecode b8zs

channel-group 0 timeslots 1-24 speed 64
exit

cns id s0:0 ipaddress

interface s0:0

!Assigns IP address to s0:0

ip address slarp retry 2

exit

ip route 10.0.0.0 0.0.0.0 s0:0

!IP static route

end

Bl MEETYTL—F
WIZ, TIRET 7 L— a2 LTTI THEAT7OOREZAENRT 26127 LET,

hostname S${LDAP://this:attrName=IOShostname}

enable password ${LDAP://this:attrName=IOSpassword}
controller T1 O

clock source ${LDAP://this:attrName=I0STl-clocksource}
linecode ${LDAP://this:attrName=IOSTl-line}

framing ${LDAP://this:attrName=IOSTl-framing}
channel-group ${LDAP://this:attrName=IOSTl-channel-group}
timeslots ${LDAP://this:attrName=IOSTl-timeslots}

speed ${LDAP://this:attrName=IOSTl-speed}
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Cisco Networking Service 70— X )L— JOE 3 =>4

#1 : Cisco Networking Service 70—z )L— FoECa=>v5 |||

voice-port 1/1

codec ${LDAP://this:attrName=IOSvoice-portl}

exit

dial-peer voice 1 pots

application ${LDAP://this:attrName=I0Sdial-peerl}
port 1/1

BHl:)E—FFTNAR
wiz, VE—hF T RAORER R LET,

Router# show running-config
Current configuration: 1659 bytes
!

version 12.2

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname tira-24V

|

|

network-clock base-rate 64k

ip subnet-zero

ip cef

|

ip audit notify log
ip audit po max-events 100
|

class-map match-any voice
match access-group 100

|

!

policy-map gos

class voice

priority percent 70

voice service voip

h323

|

no voice confirmation-tone
voice-card 0O

|

|

controller T1 O

framing sf

linecode ami

|

controller T1 1

mode cas

framing esf

linecode b8zs

dsO-group 0 timeslots 1 type e&m-immediate-start
dsO-group 1 timeslots 2 type e&m-immediate-start
|

|

interface EthernetO
ip address 10.1.1.2 255.255.0.0
|

interface Serial0

bandwidth 1536

ip address 10.11.11.1 255.255.255.0
no ip mroute-cache

load-interval 30

clockrate 148000

FRET I L— b EFHL CEFRE2MHHT 200

RE B Dl 2R LET,
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K

Cisco Networking Service 70— X )L— FOEYa=>4 |

Cisco Networking Service 70— X )L— JOEY 3=

!
ip classless

ip route 223.255.254.254 255.255.255.0 10.3.0.1
!

no ip http server

ip pim bidir-enable

access-list 100 permit udp any range 16384 32767 any
access-list 100 permit tcp any any eq 1720

call rsvp-sync

|

voice-port 1:0
timeouts wait-release 3
|

voice-port 1:1

timeouts wait-release 3
|

!

mgcp profile default

|

dial-peer cor custom
!

dial-peer voice 1000 pots
destination-pattern 1000
port 1:0

forward-digits 0

|

dial-peer voice 1001 pots
destination-pattern 1001
no digit-strip

port 1:1

forward-digits 0

|

dial-peer voice 2000 voip
destination-pattern 2000
session target ipv4:10.11.11.2
codec g7llulaw

|

dial-peer voice 2001 voip
destination-pattern 2001
session target ipv4:10.11.11.2
signal-type ext-signal

codec g7llulaw

|

|

line con O
line aux 0
line 2 3
line vty 0 4

Bl: )7L AE—T A4 ADER

KIZ, Cisco IE2100 Cisco Networking Service iX E T ¥ NIt L, X E& X Vo a— KT 5728

DYITNA L E—T 2 ADFEH Z R LET, [E2100IP 7 KL A%, 10.1.1.1 TJ, 10.1.1.0
F NIRRT DD — = A D IP 7 KL A1X 10.11.11.1 T9, Cisco Networking
Service 7 7 #/V N ID (ZF A MDD T, ensid 2~ RIZMESH Y A, 7272L. hostname
21> K73 Cisco Networking Service ¥ ET L Vv FEORE T 7 A N E BT 572 OICEEIT/R Y
£

DORETZ, VE—FM—F EOKEI VTN A F—T oA AZNAICHERFTTL T, config-cli =
YU REXEDA A =T A A ﬁﬁﬁ L. cns config initial =~ > FNTHE I N7 KL X
ping ZFAE T, KT D L. WEOYMBRENITTOILET,

! Initial basic configuration (serial interface) PPP

cns connect serial retry-interval 1 retries 1
config-cli ip address negotiated
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config-cli
config-cli
config-cli
config-cli
exit
hostname 26ML
ip route 10.1.1.1 255.255.255.0 10.11.11.1
cns config initial 10.1.1.1 no-persist
cns inventory config

Initial basic configuration

encapsulation ppp

ip directed-broadcast
no keepalive

no shutdown

(serial interface)

ZDHDOBEEEM

HDLC

cns config connect serial retry-interval 1 retries 1

config-cli ip address slarp retry 1
config-cli no shutdown

exit
hostname tira-36V

ip route 10.1.1.1 255.255.255.0 10.11.11.1
cns config initial 10.1.1.1 no-persist

cns inventory config

Incremental configuration (serial interface)
cns config partial 10.1.1.1

cns event 10.1.1.1
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Z OFEHEIZ XV | cns config
cancel, cns config initial, cns
config partial, cns event, cns
id, cnsinventory, cns
mib-access encapsulation, cns
notifications encapsulation,
config-cli, debug cns config,
debug cns event, debug cns
management, debug cns
xml-parser, line cli. show cns
config connections, show cns
config outstanding. show cns
event stats, show cns event
subject D 2~ RAVE A F
TIIERSNE LT,

GE) cns config connect-intf
o< KL, ens
connect 35 XX cns
template connect =~
YRICESHILN
L7
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1. enable
2. configure terminal
3. cns trusted-server {all-agents | config | event | exec | image} name
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5. cns aaa authentication authentication-method
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event 10.19.2.5
ATvT4 cns message format notification {version 1| Cisco Networking Service 7 /34 A5 DM A »E—T D

| version 2}

{1 -

Device (config)# cns message format
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enable
configure terminal
cns trusted-server event 10.19.2.5
cns message format notification version 2
cns aaa authentication methodl
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EHEAT2VE—FT AL R, a~v > RAFYa—F %2 L TEAMMICCLIZE®) L TF N
AATHEBT HA A—TEEHFTEET,

vy R AF T a—F 232 o0 EAN R Tav AnH D F9, AU — U2 ML, REZLE
IXFER TEITESND, BREM SN/ EXECCLI =2~ REETfT Tk s E4, KIiT,
1 DEZITEEORY >— U X MR —EMRE%R. FFEDO AR, £70I3 A7 AEEIRICEITS N
HZE9AFY 2= LEY, ATV a— LS A LRI, —ERTERIIBIRLE
ITTHEOITRETEET,

Y ER7Ta1—7 (Kron) DFRFESE

IVKRRTD2a—FR)O— A FEXUVAFHLUVRADETE

Aw Y R ATV a—TDFN VAT, ATV a— L AR MELTERESINET, R —
UARME, —EREE, BEORK, 3 AT AREBFICEITSND L ICRELET, &
Uo—URANMI, 1EH, DAL AR IELT, FREMVIRLARMELTETTEE
R

AV R AT Va—T B VA, BHEMNT SRR = U A SRRESNDANC AT
Ta—l I TEETN, RV U= UV RAMPFEATINDLLIAT V2= U 7T HHNIARY >—
VA RNERETDEOICEIDIEENERRINET,

[T L& BHIIC

EXEC Cisco Networking Service 1v > RO a<w > R A7V a—5 KU — VR ety N7 v
L, avY RAFrTa—F WV RA%EFHE LT, Cisco Networking Service 2~ > K& FE(T9 5
T CORMEZIIRIRZEET D I2IE, ROEEE2FEITLE9,

ARV KR RTDa—5RKIYO— YR

RYT— U A ML 17U LORSEM EXECCLI 2~ > RTCHERENET, "YU —URARMA
DI _RTOHa< 2 KX, kronoccurrence 2~ REfHEHL Ca~v L RAFr P2 —JI12k->THRY
V= URAMRETIND EXZEITEINE T, BADRANCETSND CLI 2~ > RIZIFBIOR



I av Y R AR5 Pa1—5 (Kron)

A

vy R RECa—5 Ky — Uz rEUAILY20BRE I}

Vo— VA EMMLET, WEREILY EHEA, R ¥— VR MIBE LIIERFTITS
NET, =2 MY ZHIBRT 2121, i 2~ RO no IR D #ITi#Y) 72 EXEC =t~ K& L
ifo%ﬁ@ﬁvv%Uxb%%ﬁﬁfékx%Lmiy%U@%@ﬁUVaUxb@%%K
BsnvEd, RV —URAMOZ Y 2FRT HITIE, show running-config =~ > N A& fif
HALET, RUT—URIBIEIZTETEND K 92/7/;_) VT ENRTWAIEAIR, FELT
1% show running-config =~ > R CTHR U > — U X MIFERINEHA,

ARV —VARML, RVV—URARMBRATVa— ) T INTERICRETEETN, EXR) v—
YA NI, FTT2L9 A7V a—Y UV SNOENCHRET DLENRH Y 7,

ARV KRR Da—FFHLUR

rsuay X, a~v UV N ATV a2a—F T VUV ARETEIND L HOAT Y 2—1 79 5Hi
W, =T A T TR RZEETHLERDH Y T, 78 v 7EENHRE I TWRWEES,
Kron occurrence 37/%%\?)\7‘]?5 L BEAvE—URay Y —VEEICRRSET, 7
2y 7 R 2R ET DL, dock 2w REIIRY U —2 XA A 7m hab (NTP) %l
HALET,

v R ATV a—FI ko THEITEND EXECCLIE, V=T A>T TNRAALETTARL
T, 7ar 7 haAERLEYD, F—A e —7 TEITHRHEILIZD T2 2 R ETandhe
IMEMERT HMLENRHY 7, CLIBLTT7—0HI55E, a~v RAZXrYVa—F13F0RY
= VA REEEHIBRLTCLEI D, WIOICTAMLTEL ZENEETT, KU — U X
k2B B 8A1E. CLI OEFRERICE » T —nRE LAV E I LET,

conditional ¥ — 7 — R % kron policy-list =~ > RIZIEET S L, =7 —DBAELESLEICa~vy
ROFEITITEIL SN ET,

FIEDHEE

G¥)

CFIFICFEIT T AL IR 2= I TEBRRY— U X ME3LELLTFTY,

CHEA NV A B ATV 2=V LT EIL. A L ADFET#IT show running-config
a<w REMALTH, TOLF DL R TRRENTEEA,

enable

configure terminal

kron policy-list /ist-name [conditional]
cli command

exit

o R =

kron occurrence occurrence-name [user username) {in[[numdays:|numhours:nummin| at
hours:min[[month] day-of-month] [day-of-week]} {oneshot| recurring| system-startup}

policy-list list-name

. exit

© o N

. show kron schedule
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av Y F X522 —3 (Kron)

ARV R RTDa—FRKYS— YR MBLUFTH LU RADRE

FIE
AU RFERETIVa Y B#Y
ATwv71 |enable FitE EXEC E— R& A R—7 M LET,
1 - *NRAT—REANLET (FERENTEHR)
Device> enable
AFwF2 |configure terminal sua— L ar7 4 Xal—vary ET—RERBLET,
1 :
Device# configure terminal
27wy 73 | kron policy-list list-name FHRE RSO~ K A7 Ya—F £ v— U 2 FO4TE
[conditional] FEE L., kron-policy 2> 7 4 ¥a b —a T — REIBELET,
i - * list-name SFTHLOBGEIX, FiHIARY o — U X MEEDER S
NET,
Device (config)# kron policy-list
cns-weekly * list-name NPEAFDO LD TH HGEX. ZOBFORY — 1V
A MEEIZT 7 2ALET, AU — U R MIHE LZIEC
FATSH. MREREREIZ DV EH A,
* 47T 3 ® conditional ¥ —7U — R&EfFHTLH L, =7 —N
BELTHEEICa~y FOFITIHMEESRET,
ATv7Ta |ci command fRESNTavry A7 Ya—F R vy— VA MO RY &L
TEBMENDZEEMEXEC a2~y B I OR#E T A2 X A2EE L
i - *7,
bevice (config-kron-policy) eli | ey | g, BiE LIIEICK Y v— U & MBmShET,
cns 1lmage retrieve server
HECPSi//10.19.2.3/ensueek/ SEARS |y - oy Bl A M0 R LT, FIE 72 FIRIE TEITT B o
https://10.19.2.3/cnsstatus/week/ EXECCLI =<y RERY — U2 MEMLET,
GE) Tar T NEEMRLIZD, =R ha—27 TEITRHE
ENT=V T2 EXEC 2~ KL, =7 —&720 £7,
ATy 75 exit kron-policy 2> 7 4 ¥ =2 b —1arE—REKTL, TXAM 2%
og—N)Lary7 4 F¥al—gryEF—RCIRLET,
1 :
Device (config-kron-policy)# exit
RATYT6 kron occurrence occurrence-name |FIFEIIMGFO AL R AF TV a—TF FH LV ADLETE A4
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[user username]
{in[[numdays:numhours:|nummin| at
hours:min[[month)] day-of-month]

Y a—)LEIE L., kron-occurrence 17 4 ¥ a2 L— g E— K
BB L ET,



av Y R AR5 Pa1—5 (Kron)

ARV FRTDa—FRYS— VR MBEVF ALV RADHRE

AT REREETOVa Y

E[:b)

[day-of-week]} {oneshot| recurring|
system-startup}

51 -

Device (config)# kron occurrence
may user sales at 6:30 may 20
oneshot

FZoa~y ROBRERHIIIAT 5 5 A ~ — D RE ST L
REHIRIG & SR E T 5 101E, in ¥ — U — REMEMLET,

*HRFZIEET D21, at F—TU— & LET,

CARU R ATV a—T ARV A% L EIEITHED K LA
Ya—U 74 5IZ1%, oneshot ¥—7 — K ¥ 72/ recurring
F—U— ROWVWTNNEBINLET, ATV RETAT A
BRI T D5/, 47 2 3 > O system-startup ¥ — 7 — K
ZBMLET,

ZFwF7 |policy-list list-name a<w R AV a—7 KV — VA MEEELET,
_ KT RVIF, RESNTIECAI LR U R NMIBINEN
i -
iTO
Dev%ce(cgnfig—kron—occurrence)#
potieyTiist salestnay G EY— URRNOCLI 3~y R, 70r 7 hE AR
L7 —Abr—2 Lo THIraNDT5HL, =
F—0AEREI, ETORY — U X MIHIBRESNET,
ATv78 exit kron-occurrence 27 4 ¥ a2 L — g U EF— REZKT L., T/8% &
rZua—)L a7 4 Fal—ragrEFE—RIRELET,
£ : . .
CCOFEABVIRLT, Fr— L a7 4 F¥al—gy
Device ( fig-kron- rr ) # .
eiitce con g on—-occu ence :E. ]\%?’ﬁ%T Li-@‘o
2FwvT9 show kron schedule EE) a2~ FAFVa—F FH L ADAT—H AR IR

51 -

Device# show kron schedule

TV a— M EREFRRLET,

1

WOPTIE, BESNTWALaA L RATa—FFH LV ADAT—EABIRAFr P 2—

MERPERRSNET,

Device# show kron schedule

Kron Occurrence Schedule

cns-weekly inactive, will run again in 7 days 01:02:33
may inactive, will run once in 32 days 20:43:31 at 6:30 on May 20
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aAX2 R RH5Pa2—5 (Kron) |
B ‘rsorva—Fsv50Evb

SO a—TFTaDEVE
O KRR Va—T0awy FBEDO VT TNy a—T 4 7 %47 9 I2iE. FiHEEXEC £ — R
Tdebugkron =~ FEMHLET, T v 7 a<v 2 FEIEELTHALTIZEN, Ak
NHOMNEIZ LS TT A, ZOMENES 2o/ EILLTED T2 E03HY 7,

AT R X5 a—5 (Kron) DERTEH

Bl : AR R a—5R)O— 1A MBELEUAAHLIUR

KIZ, CiscoNetworking Service 7~ > K& & T2 DD EXECCLIE v h #5177 5 X 912, cns-weekly
EWOARID AT R AV 2a—T R v—2RETLH0ZRLET, £LT, £TORY v —
EMO2ODORY —E—FEIC, THE TR 30 0 ZLICFITTH LA Va— L LET,

kron policy-list cns-weekly

cli cns image retrieve server http://10.19.2.3/week/ status http://10.19.2.5/status/week/
cli cns config retrieve page /testconfig/config.asp no-persist

exit

kron occurrence week in 7:1:30 recurring

policy-list cns-weekly

policy-list itd-weekly

policy-list mkt-weekly

RIZ., Cisco Networking Service 2~ > RZZFEITLTY E— h ="\ EFEDA A — V% BT
5 E9IT, salessmay EWOAHIOAY Y R AV a—TF K o—2RETLHHZRLEST, £
LT, ZORY =% 5H 20 HOFRT 630 12— ERTFETTHLIICAr Ya— L LET,

kron policy-list sales-may

cli cns image retrieve server 10.19.2.3 status 10.19.2.3
exit

kron occurrence may at 6:30 May 20 oneshot

policy-list sales-may

RIZ, Cisco Networking Service 2~ > RZF{TLTY T — K = "\MBEFEDA A —V 2 HGT
% £ 912, image-sunday E WO ARTDO AU R ATV a—F R U—%RETLHHZRLET,
ZL T, 20K —&mE AW H OFRT 730 ICETT 2 X HICAr Y a— L LET,

kron policy-list image-sunday

cli cns image retrieve server 10.19.2.3 status 10.19.2.3
exit

kron occurrence sunday user sales at 7:30 sunday recurring
policy-list image-sunday

RIZ, Cisco Networking Service 2~ REZEITL T E— N U—"0DOEEDT 7 A V2 TS T
% L 91T, fileretrieval L WIHIARID A~V R ATV a—F R —%2FETHHERLET,
ZL T, ZORY =% AT AEBIRHZFEITT DL OICAT YV a— L LET,

kron policy-list file-retrieval

cli cns image retrieve server 10.19.2.3 status 10.19.2.3
exit

kron occurrence system-startup

policy-list file-retrieval
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Z D DEEE R

zomwomEEas [

ESPERE=]

I=—a7ILAA LI

CiscolOS =~ K

[Cisco IOS Master Commands
List, All Releases]

Cisco Networking Service @2~ & R : =2 FEXOFEM, =2~ | [Cisco 10S Cisco Networking

YV RE—FK, avr RERE., 571 MRE.
H, BIXOW,

fEH EOEEZE | Services Command Reference.]

Cisco Networking Service #%ETx > ¥ (CE)

['Cisco CNS Configuration
Engine Administrator Guide, 1.3

ZEESKXURFC

RZ/RFC

24 kL

COMEEIZEI DR — N SNDHIRFEITEFE
SNT-HERE/RFCIIH Y WA, T2 Z OFRE
2 X DEEAEOFEAE/RFC DY R— MIZEE |TH
D EHEA,

MIB®D' >y

Z OREIC Ko THAR— h &5 8 L MIB
FRREFEINT-MIBIZHY FHA, Fi2Z2
DOFEREIC L D BEE MIB O W R — MIEH L H
D EHEA,

BINL7Z27F Y h74—2L4, Cisco V7 hU =
7 V)= BLXOT7 4 —F % v D MIB
ERBELTH Y ra— T 25881%, IROURL
({24 % Cisco MIB Locator Zf#H L £,

http://www.cisco.com/go/mibs
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aAX2 R RH5Pa2—5 (Kron) |
B =< Fx722—5 (Kon) OHEEIESR

SRADTY ZHI YR—F

&5t A )y

AP R—FBIORKRF a2 X5 —3 g | http://www.cisco.com/cisco/web/support/index.html
Web¥ A hTik, ¥vruo— Ka[fERr~==27
I, VTR =T =Nl DF T A
VAL TWET, Zhbnl Y —X
X, Y7 =T AV A RV LTREL
D, YRAaBELT 7 v U—IZBT AT
HRTEZ R LT T 572D L T2 S
VW, 2O Web A b EOY— T 7 E AT
5 ER1Z. Cisco.com D174 2 ID B LA
U— RO ETT,

O R RXRF7Pa—5 (Kron) DHERETEIR

WORIZ, ZOFY 2— /LTt L7oBERRICET 2V Y —XF#RERLET, ZoORIX, Y7 b
TxT7 VU= M A U TEEEOYR— FREASINTZEEDOY T by =T V) —XET%
RLTWET, ZOMERIT. FRICH O B2 0ERY . 2R UBEO—#O Y 7 vy =7 VY —ZATH
FAR—FEINFET,

TI7Y RN 7=V R—= I BLOVRAY T h T =T A A=V OV R — MM DHERE B
J % ZI%, Cisco Feature Navigator ZffifH L &9, Cisco Feature Navigator |27 7 & 23 5121,
www.cisco.com/go/ctn [IZBHE) L £9°, Cisco.com DT T2 MIKEH Y £H A,

R1: ATV KR Ta—5 (Kron) DEETEHR

HRES )1)—= HREIEER
g~ R 24 2—5 (Kron) | Cisco IOS XE Release 2.1 awy R AFY 2 —THEREIT.
12.3(1) —¥DEXECCLI 2~ > KD
122(33)SRA ﬁ%fﬁﬁ@‘ﬂ%‘:%if:&i%fﬁﬂ@ﬁﬁ
FRCAY Y a— /L HHHe 212
12.2(33)SRC HEL 9
12.2(33)SB

ZDOEREIZ X D | cli, debug
12.2(33)SXI kron, Kkron occurrence, kron
12.2(50)SY policy-list, policy-list, show
kron schedule D% 1< > KM
MAFELIAEREINE LT,
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av Y R AR5 Pa1—5 (Kron)

av R Ry 2a—35 kon) oigieEs I

| =2 o
AT MBI o2~ K 24 | Cisco I0S XE Release 3.8S L2F MRE o~ K R
Ya—7 (Kron) RNU—  122(33)SRC P05 (Kron) AU L —fhe
12.2(50)SY E, VAT AEERFICaY R
ARy a—TiReE AR — N T
122(3)8 $BEHICLET
12.4(15)T
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ARV RRZTa—5 (Kron) |
B o< 521 —5 (Kon) OH#EEER
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- 1T,

Yy cJ—0%ETORIL

Ty hU—=7@ETm b a (NETCONF) 1%, fv hU—27 T84 2O, BET —Z D
B, BLOFLWRET —FDOT v 7/ a— REBEEIT O OO AN = AL EERT DD
?DTF, NETCONF Tid, FET7T —#BL 0T m bar Ayt —T L UTHRREARE~Y—27 T »
‘S8 (XML) R—ADT— 25 5b AL £,

* BEREIEHOMER, 103 ~—

* NETCONF Oi#eseM, 104 ~—

* NETCONF O, 104 ~<—

* NETCONF OEH{E, 104 ~—

* NETCONF OF%ERF], 112 ~—

* NETCONF (2B 28 fEH#, 115 ~—

* NETCONF OHEREEH, 116 ~—

s JHREEE, 117 ~—v

L s =
PR IR ER D FERR
THEHOYZ7 27 VU —RATiE, 2OFY 22—V TiAENETXTOEENRTR— &N
TWD EERY £HA, EFHOEER LOMREEHRICOWTIX,  [Bug Search Tool] 35 XU
HOT 7 b 74—V 7 =27 VI —RZHHSE LY UV —2 )= EZR LTI,
ZOEY 2= VSR SN TV OEREDOFEMAZ MR L, FHEEL Y R—FshTnd ) V=20
UANEHERTOIHEIR. ZOFTa—LOREKIIHDHEEFROEZEZZB LTI EEN,

TT 9 R T A —bDOFR— PRIV R YT vy =T A A=V OV R— MIET D IERE HE
9% 1Z1%. Cisco Feature Navigator 2 L £ 9, Cisco Feature Navigator {27 7 & 2 F 5 IZIZ,
www.cisco.com/go/cfn |ZF8E) L 9, Cisco.com DT A7 Y MIMESH D FH A,
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Fvbko—sBEIOraL |
B NeETCONF omTIREH

NETCONF D RIIZSH

netconf max-session =~ > N THE SN TS K 912, & NETCONF & v 3 Tty {THMLET
R

NETCONF OO #1 2

NETCONF ;& 47

Nmrmw@\MH&WFLT&E%E@@%%%ELifo@ﬁﬁ REEBENMTONI-Z &

ERTANRNTY, BEICIE, REOBM, HIFR, £ iﬂ%E?ﬁi‘&)Diﬁ“o WENL, WEENAT

DN EEEDRZIT, uﬁszwﬁémt HEDBATIZOWVTEBD A vE—UTiE<,
SHOEEEZTFT 1 OOAvE—IL L'Cﬁé{:.éﬂi’h

NETCONF D&% %E /5%

NETCONF Ry FD—HO 12— 75— 3 VDERTE

FIEDHE
1. NETCONF % SSH %7 v A7 A& LT T X 912, NETCONF X hU—7 <% —
TV —a VERET DI, RO CLI CFHNEHEH L ET,
2. NETCONF & v ¥ = v Ot <IZ, <hello> 2 & Tek D X 572 XML XEEEETDHZ LI
LoT, —OfEL R LET,
3. ko XML LFFNEEA LT, NETCONF %> hU—27 w3 —T % 77U r— 2 )
NETCONF @ 2 X2 ETEH L 21 LE T,
4. NETCONF % hU—7 <F— % 77V r—3 3 O NETCONF ;@i DO%(E £ 1-13%E %
B4 52i%, RO XML XF8 &2 L £,
FIE D FEHE

ATw 1 NETCONF % SSH %7 v A7 A& L THOHT X 512, NETCONF v hU—7 ~F—V % 77V Ir—
g UERETHITIE. RO CLI XFHNZFEH L ET,
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ATy T2

ATvT3

ATvT4

NETCONF v t7—4 2 2—Sv 77U —vavniE I}

51 -

Unix Side: ssh-2 -s companyname@l0.1.1.1 netconf

NETCONF & v 3 » OfEN#% T <IZ, <hello> ZETeIRD L H 72 XML XELZEETDHZ LITL- T,
P — \OREE R LET,

51

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
<capability>
urn:ietf:params:ns:netconf:capability:startup:1.0
</capability>
</capabilities>
<session-id>4<session-id>
</hello>]11>]11>

7547 M. <hello> 258 XML XELZEEL UK LET,

51 -

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
</capabilities>
</hello>]1]1>]11>

GE) ZOFITIE, = 3D <hello> A v E—TVDERFRRICZ FA T MDA vE—UNRFES Z LI
725 CWET A, NETCONFH7 > 27 AOPMb#%Z T <2, Wi A RODIZIEFRFRZ A v &—
UNREEINET,

Ev bk T TONETCONF ZKiE, ZROK DY ZR-T]>]]> THROLILERH D T, P> —
FUANEFEEINDET, T AFERZLHE L R A,

R DOBNZHWTIE, ] : NETCONF over SSHV2 D% E] #ZMH L TL &0,

WD XML L5501 L C, NETCONF % v kU —27 vx— % 77U »r—3 3 L) NETCONF il &l &
EZETELEIITLET,

i

<?xml version="1.0" encoding="UTF-8" 2>

<rpc message-id="9.0"><notification-on/>

</rpc>]11>11>

NETCONF %~ hU—2 =3%—% 77U A —3 3 0O NETCONF SBHIDOEEF I ELE I3
1. kD XML CFEANEFH L E9,
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Fvbko—sBEIOraL |
B NETCONF < O— FOE(E

51 -

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.13"><notification-off/>
</rpc>11>11>

NETCONF X O— FDE{E

NETCONF XA B— K& Ry hU—F ==V % TV r— 3 AZBETHITIE. RO XML
SCFHNEEA L ET,

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http://www.cisco.com/cpi 10/schema" elementFormDefault="qualified"
attributeFormDefault="unqualified" xmlns="http://www.cisco.com/cpi 10/schema"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<!--The following elements define the cisco extensions for the content of the filter
element in a <get-config> request. They allow the client to specify the format of the
response and to select subsets of the entire configuration to be included.-->

<xs:element name="config-format-text-block">

<xs:annotation>
<xs:documentation>If this element appears in the filter, then the client is

requesting that the response data be sent in config command block format.</xs:documentation>

</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:element ref="text-filter-spec" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="config-format-text-cmd">
<xs:complexType>
<xs:sequence>
<xs:element ref="text-filter-spec"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="config-format-xml">
<xs:annotation>
<xs:documentation>When this element appears in the filter of a get-config request,
the results are to be returned in E-DI XML format. The content of this element is treated
as a filter.</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:complexContent>
<xs:extension base="xs:anyType"/>
</xs:complexContent>
</xs:complexType>
</xs:element>
<!--These elements are used in the filter of a <get> to specify operational data to
return.-->
<xs:element name="oper-data-format-text-block">
<xs:complexType>
<xs:sequence>
<xs:element name="show" type="xs:string" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="oper-data-format-xml">
<xs:complexType>
<xs:sequence>
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<xs:any/>
</xs:sequence>
</xs:complexType>
</xs:element>
<!--When confing-format-text format is specified, the following describes the content
of the data element in the response-->
<xs:element name="cli-config-data">
<xs:complexType>
<xs:sequence>
<xs:element name="cmd" type="xs:string" maxOccurs="unbounded">
<xs:annotation>
<xs:documentation>Content is a command. May be multiple
lines.</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="cli-config-data-block" type="xs:string">
<xs:annotation>
<xs:documentation>The content of this element is the device configuration as it
would be sent to a terminal session. It contains embedded newline characters that must be
preserved as they represent the boundaries between the individual command
lines</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="text-filter-spec">
<xs:annotation>
<xs:documentation>If this element is included in the config-format-text element,
then the content is treated as if the string was appended to the "show running-config"
command line.</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="cli-oper-data-block">
<xs:complexType>
<xs:annotation>
<xs:documentation> This element is included in the response to get operation.
Content of this element is the operational data in text format.</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element name="item" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="show"/>
<xs:element name="response"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:schema>

NETCONF BEXHD T +—< v k

NETCONF R hU—7 =3 —T % TV r—aid, xsd Ax—< 77 A )VEMHEHLT,
NETCONF * v hU—2 =% — % 77U #—3i 3 & NETCONF over SSHv2 ¥ 7213 NETCONF
over BEEP 358192 7 /3 A A & O] TR &5 XML NETCONF @I A v E—Y D7 4 —~< v
ek LET, TNOEDT7 7 ANET T IO EIFAXT—<HAY Y — LV TERTEET,
INHDAX—<52FEH L TXMLOZYMEZRGECEET, INDLDAXF—< TRtk 501,
R EINDT—HZ DT 3 —~< " ThHo THETIEHY HA,

NETCONF [ <edit-config> F{REZ I L T, FFEDRET N TEREDF —7 v MREICH— R
LET, TOHLOVREZAN LSS, #—7y MRERBEESHAONEEAL, =7y MK
B, BROREFEILOT = BLOBERSNIZEEIS U TERSNET,
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Fvbko—sBEIOraL |

NETCONF @X1D 7+ —< v k

KRIZ, CLI, CLIZ7 vy 7”7 BLOXML D% 7 +—~ v D NETCONF <edit-config> #§HED A F—
~ERLET,

NETCONF <edit-config> &3k : CLI 7+ —< v k

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<cli-config-data>
<cmd>hostname test</cmd>
<cmd>interface fastEthernet0/1</cmd>
<cmd>ip address 192.168.1.1 255.255.255.0</cmd>
</cli-config-data>
</config>
</edit-config>
</rpc>11>11>

NETCONF <edit-config> i5%:CLI 74+ —< v +

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-id="101" xmlns="urn:ietf:params:netconf:base:1.0">
<ok/>

</rpc-reply>11>11>

NETCONF <edit-config> Z3X : CLI 7By Y J4+—<w b

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="netconf.mini.edit.3">
<edit-config>
<target>
<running/>
</target>
<config>
<cli-config-data-block>
hostname bob
interface fastEthernet0/1
ip address 192.168.1.1 255.255.255.0
</cli-config-data-block>
</config>
</edit-config>
</rpc>11>11>

NETCONF <edit-config> 5% : CLI 7R vy J4—< v b

<?xml version="1.0" encoding=\"UTF-8\"?>

<rpc-reply message-id="netconf.mini.edit.3" xmlns="urn:ietf:params:netconf:base:1.0">
<ok/>

</rpc-reply>]11>11>

WIZ, CLIBXOCLI 7 1 v 27 D& 7 4+ —~ > K ® NETCONF <get-config> FEHED A ¥ —~< & /R L
ij‘o

NETCONF <get-config> 3k : CLI 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
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NETCONF BHID T+ —< v + [}

<running/>
</source>
<filter>
<config-format-text-cmd>
<text-filter-spec> | inc interface </text-filter-spec>
</config-format-text-cmd>

</filter>
</get-config>
</rpc>11>11>

NETCONF <get-config> [&2: CLIl 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data>
<cmd>interface FastEthernet0/1</cmd>
<cmd>interface FastEthernet0/2</cmd>
</cli-config-data>
</data>
</rpc-reply>11>11>

NETCONF <get-config> Z3k : CLI 7@ vy 74+—< v b

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>
<running/>
</source>
<filter>
<config-format-text-block>
<text-filter-spec> | inc interface </text-filter-spec>
</config-format-text-block>
</filter>

</get-config>
</rpc>11>11>

NETCONF <get-config> [5% : CLI 7R Y9 J4—< v b+

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data-block>
interface FastEthernet0/1
interface FastEthernet0/2
</cli-config-data-block>
</data>
</rpc-reply>]1>11>

NETCONF | <get> #fEZ i L T, EB L BT A ZADREEHRZ TS L E9, NETCONF

<get> 7 4+ —~ v M, CiscolOS show =~ FIZHHY LE T, <filter> NT A—HF X, VAT A
RIEB LT A ZARET — X ORIFES ZHEE LE T, <filter>/37 A —Z NZEOLAIX, T
I FER A,

KRIZ, CLIBEUCLI 7Ry 7 DT 4 —~ > bD <get> BRED A X —~ Z/R L ET,

NETCONF <get> 3K : CLI 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message—-1id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
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<config-format-text-cmd>
<text-filter-spec> | include interface </text-filter-spec>

</config-format-text-cmd>

<oper-data-format-text-block>
<exec>show interfaces</exec>
<exec>show arp</exec>

</oper-data-format-text-block>

</filter>
</get>
</rpc>11>11>

NETCONF <get> i5Z: CLI 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data>
<cmd>interface Loopback0</cmd>
<cmd>interface GigabitEthernet0/1</cmd>
<cmd>interface GigabitEthernet0/2</cmd>
</cli-config-data>
<cli-oper-data-block>
<item>
<exec>show interfaces</exec>
<response>
<!-- output of "show interfaces" ------ >
</response>
</item>
<item>
<exec>show arp</exec>
<response>
<!-- output of "show arp" ------ >
</response>
</item>
</cli-oper-data-block>
</data>
</rpc-reply>]1>]11>

NETCONF <get> &K : CLI JAv Y 7+—< v k

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<config-format-text-block>
<text-filter-spec> | include interface </text-filter-spec>
</config-format-text-block>
<oper-data-format-text-block>
<exec>show interfaces</exec>
<exec>show arp</exec>
</oper-data-format-text-block>
</filter>
</get>
</rpc>11>11>

NETCONF <get> i-% : CLI 7AOw Y 74+—< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>

<cli-config-data-block>
interface LoopbackO
interface GigabitEthernet0/1
interface GigabitEthernet0/2

</cli-config-data-block>

<cli-oper-data-block>

<item>
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<exec>show interfaces</exec>

<response>

NETCONF v > avnE=4 UL s8sU4v7T+o2 ||}

<!-- output of "show interfaces" ------ >

</response>

</item>

<item>
<exec>show arp</exec>
<response>

<!-- output of "show arp"

</response>
</item>
</cli-oper-data-block>
</data>
</rpc-reply>]1>11>

NETCONFE Yy a3 DEZARYUITELVATFUR

S

GE) * 4 fHLL EDOJEEE NETCONF & v v a VAR ETHHENH Y £,
* K 16 [HOEKE NETCONF £ v v a VAR ETXET,
* NETCONF TiX SSHvl iV H— F &N FHA,

FIEDHEE

enable

debug netconf {all | error}

bl o

clear netconf {counters | sessions}

F IR D48

show netconf {counters | session| schema}

ARV RFERERTIVa Y

=)

ATy enable

&1

Device> enable

it EXEC E— R& A 2—T7 /W LET,
cNRAT—KREASNLET (BEREINZBS)

ATw T2 show netconf {counters | session| schema}

Bl :

Device# show netconf counters

NETCONF 8= Fr~ LET,
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B NeETCONF DA
aAvY RFERET7TII Y B &
ATv73 debug netconf {all | error} NETCONF & v 5 DF Ny T A x—T /L
i‘j‘o
151
Device# debug netconf error
ATv T4 clear netconf {counters | sessions} NETCONF #&t75 7 o % 38 L UYNETCONF & v 3 =
CEZIVTL, METAY Y—REEKRL, vy 7y
Bl - BREFRE L F9,
Device# clear netconf sessions

NETCONF o) % E 45l

5l : NETCONF ry b D—9 22— 7IUH5—S 3V NHETE

[l Cisco Networking Service 3> 7« a2 L—3 3> /74 I, Ciscol0S XE Release 3S (Cisco ASR 1000)

WIZ, NETCONF % SSH 7> A7 A& L TR T XL 512, NETCONF *v hU—7 < R—
U TV = arERETLHHERLET,

Unix Side: ssh-2 -s companyname@l0.1.1.1 netconf
NETCONF t v ¥ 3 » Ofgrte 3 <2, <hello>ZFZT0IRD L 5 R XML LHEAEET L2 &Ik
T, =Dz " LET,

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
<capability>
urn:ietf:params:ns:netconf:capability:startup:1.0
</capability>
</capabilities>
<session-id>4<session-id>
</hello>1]1>11>

74T v M, <hello> 5T XML LEZEXEL UK LET,

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
</capabilities>
</hello>]11>11>
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# :NETCONF v > 3>nE=49>s I}

RO XML CEF| 2 LT, NETCONFA* v hU—2 ~%— % 77U r—3 3 U )XNETCONF
BHEEZECTELELIICLET,

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.0"><notification-on/>
</rpc>11>11>

NETCONF % v hU—27 =32 — % 77U A7 —3 5 O NETCONF A DEE £ - 13ZE 2=
T 5121, RO XML XFEANEFH L E9,

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.13"><notification-off/>
</rpc>11>11>

5] : NETCONF v 3> DE=2Y) T

Iz . show netconf counters =~ > N5 il E < LET,

Device# show netconf counters
NETCONF Counters
Connection Attempts:0: rejected:0 no-hello:0 success:0
Transactions
total:0, success:0, errors:0
detailed errors:

in-use 0 invalid-value 0

missing-attribute 0
missing-element 0
unknown-namespace 0
resource—-denied 0

bad-attribute 0

too-big 0

unknown-attribute 0

bad-element 0 unknown-element 0

access-denied 0
rollback-failed O

lock-denied 0
data-exists 0

data-missing 0 operation-not-supported 0 operation-failed 0
partial-operation 0

KIZ. show netconfsession =~ > N O 2R L E£7,

Device# show netconf session

(Current | max) sessions: 31 4

Operations received: 100 Operation errors: 99

Connection Requests: 5 Authentication errors: 2 Connection Failures: 0
ACL dropped : 30

Notifications Sent: 20

show netconf schema =~ > KO /713, NETCONF ZXKi5 L NE DERIZH T HIGED T L A
Mgz R LET, ZOAF—~iX, #Y)72 NETCONF ZRDOIERE L O O BRI 2 164
DIRFFICHE TE £4, AF—~<0D /) — RIZOWTIZRFC 4741 THESHTWET, KIZ,
show netconf schema =~ > K> DOH flZR< L E T,

Device# show netconf schema
New Name Space 'urn:ietf:params:xml:ns:netconf:base:1.0'
<VirtualRootTag> [0, 1] required
<rpc-reply> [0, 1] required
<ok> [0, 1] required
<data> [0, 1] required
<rpc-error> [0, 1] required
<error-type> [0, 1] required
<error-tag> [0, 1] required
<error-severity> [0, 1] required
<error-app-tag> [0, 1] required
<error-path> [0, 1] required
<error-message> [0, 1] required
<error-info> [0, 1] required
<bad-attribute> [0, 1] required
<bad-element> [0, 1] required
<ok-element> [0, 1] required
<err-element> [0, 1] required
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<noop-element> [0, 1] required
<bad-namespace> [0, 1] required
<session-id> [0, 1] required
<hello> [0, 1] required
<capabilities> 1 required
<capability> 1+ required
<rpc> [0, 1] required
<close-session> [0, 1] required
<commit> [0, 1] required
<confirmed> [0, 1] required
<confirm-timeout> [0, 1] required
<copy-config> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<delete-config> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<discard-changes> [0, 1] required
<edit-config> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<default-operation> [0, 1] required
<test-option> [0, 1] required
<error-option> [0, 1] required
<config> 1 required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<get> [0, 1] required
<filter> [0, 1] required
<config-format-text-cmd> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-text-block> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-xml> [0, 1] required
<oper-data-format-text-block> [0, 1] required
<show> 1+ required
<oper-data-format-xml> [0, 1] required
<show> 1+ required
<get-config> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<candidate> [0, 1] required
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<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<filter> [0, 1] required
<config-format-text-cmd> [0, 1]
<text-filter-spec> [0, 1] required
<config-format-text-block> [0, 1]
<text-filter-spec> [0, 1] required
<config-format-xml> [0, 1] required
<kill-session> [0, 1] required
<session-id> [0, 1] required
<lock> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<unlock> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<validate> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1]
<cmd> 1+ required
<cli-config-data-block>
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1]
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<notification-on> [0, 1]
<notification-off> [0, 1]

required

[0, 11

required
required

NETCONF 289 5 E/NEER

NETCONF [ZFf 9 % & m1EHR

required

required

required

required

EEEE

XZaT7ILEA ML

CiscolOS =< K

[Cisco I0S Master Command List, All Releases.]

NETCONF == R : w2 R, v R
T— K, a<r KERE, 771/ b, #HHICE
THEEFE, BILOW

[ Cisco IOS Cisco Networking Services Command
Referencel]

X2 VT A BLPIPT7E8A VAR avy
K a<y FEEXOFM, a~<> FE—F, =
~ v RERE, 774V FaXE, H EoFEESE
H, BIOW

[ Cisco I0S Security Command Reference]
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I NETCONF migEEfESR

BREL X URFC
R#/RFC 24 ML
RFC 4251 [ The Secure Shell (SSH) Protocol Architecture]
RFC 4252 [ The Secure Shell (SSH) Authentication Protocol]
RFC 4741 [ NETCONF Configuration Protocol]
RFC 4744 [ Using the NETCONF Protocol over the Blocks
Extensible Exchange Protocol (BEEP) ]

DRAMTY Z AL HR—F
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VW, 2D Web A N EODY =T 7 EAT
AHBE%. Ciscocom D 7 A L ID BLUIR
U— RBMETT,

NETCONF D gE1EER

ROFIZ, ZOFEY2— /L THH LEEICET Y ) —AFREe R LEST, ZOoXRIEZ Y7 b
=7 VU= LA U TEBEOY R— FBREASNIZLEDY T =T V=A%
ARLTWET, ORI, FrZE D Z20WIRY . 2B —#HD Y 7 h =7 J U —ZThH
PR—bSNET,

TI7Y R 7 =DV R I BLOVRAY T h T =T A A=V OV HR— MIFET D IHEREMBE
9 %121, Cisco Feature Navigator Zffi /] L £9°, Cisco Feature Navigator |27 7 & 2§ 5 1TIZ,
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5= 12 . NETCONF D&% EE 5 4R

[=E3 B

HEER 1)) —2x HREER
NETCONF Cisco IOS XE Release 2.1 NETCONE 7 & k 2 /LiE. % v
12.233)SB NT =2 FA ADEH, B
12.2(33)SRA ET—Z OHFfF, BLUE LW
12.2(33)SXI RET—HDT v 7T a—RL#
12.409)T W@%iﬁfw:XA%iib
%9, NETCONF TiX, i%E
T=ABLOT R AL Ay
=& LTHERE~Y— 7
7 v 7SR (XML) _X—ZOD
T2 bR L ET,
T DOMEEEIZ X U | clear
netconf, debug netconf, show
netconf D2~ L RANE A F
TIFEEINE LT,
NETCONF XML PI Cisco IOS XE Release 3.8S NETCONF 7' &2 k 2 /)L2MEIE X
15.3(1)S L. clear netconf, debug
15.3(1)T netconf, show netconf =~ >
% B9 T D CiscoIOS EXEC
A~y ROFRBHEDO YR —
NEMEE L,
BEEP : 7 0 ZHRIRAIREAHL 7 10 b 2L, axx s va UREERBIMHAER O ORI T 77V

g—arvZahalr gL —LU—7,

NETCONF : Xy hU—7

Tu A, Xy U= TNA ZAOEH, RET —F DHUGE.

BIUOH LWERET —¥D7 v 7 u— REBEORHERA D=L EERTH T hal,

SASL : Simple Authentication and Security Layer, #i-<\— A D7 & s 2 )VIZFRAEY R — h ZBInd

R

HI20DA B —3y MEHESA, SASL%Z, tX= U7 1 77747 AL Lightweight Directory

Access Protocol (LDAP) H— L DORITHEAL T, =—VR

ZHEETE £,

SSHV2 : EX a7 v/ 3— 322, SSHIL, BEMEOE W NV AR— MNago B THEITX
. TR RRAERAE b R B LS RE A TRIL L E T, SSHV2 2T 5 L. BlOoa s Ba—H TRy
NI =0 %N L CREBILT VB AL TR a~v Yy REEITTEHLH120 £9,

TLS: N7 U AR—MNEtX=2Y T 1, HARIE TEMEDOTZDOD/Ny 2D, 7T A "2 —
IREDT-ODIEFLEZFREIZT HZ LT, 7747 bV — "L DRI F =27 20l(E 238
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THT SV r—g Lk e fa e, TLS TiE, EFRE, A —. BLUWEx—
AL £,

XML : JLaEFE~— 27 7 v 7538, World Wide Web Consortium (W3C) IZ X > TEHE I TW
L. BWMEEERIEETD~— 2 7 v I ERBEERT DT OO H ERT DR, &I,
HHOINE (KT A XV w7 K7pE) Tl HHROX AT NAELST RLARY) %

EFRLET, SMEOT B ATINDOOHEMELRIEL, SESF 2T+ —~ v FTAKRTD
LM TEET, XML TIE, MAICHAI A AL~y —0 T v/ ESlEERTEET,
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Fv N =278 E 71 k=2 (NETCONF) over B =7 v =)L /38— 32 (SSHv2) FEHE

EA LT, Ba{bIEkIC LY Ciscoa~> R4 v A v Z—T x4 A (CLI) 4 LCxy hU—
JREEEITTEET, NETCONEZ A7 FhTHDHNETCONF v h U —27 =32 —T v i,
NETCONF #—/_"~DF v U — gk e LTEF a7 =/ /=52 (SSHv2) %17
HRENRSH Y 9, NETCONF H— 23 #EH D NETCONF 7 74 7 R i3t CX £7,

* BERETESROMERR, 119 X—

* NETCONF over SSHv2 DREHESAE, 120 ~<—

* NETCONF over SSH Dl HE, 120 ~—

* NETCONF over SSHv2 [ZD\W\ T, 120 ~<—

* NETCONF over SSHv2 D% E ik, 122 ~<—

* NETCONF over SSHv2 DR EH], 129 ~—

* NETCONF over SSHv2 |Z B84 28 0fE®#, 131 ~=—

* NETCONF over SSHv2 DOHEREIF ], 132 ~—

L 5 =
FEEERER D FERE
THHOY 7 R T UY—RATE, ZOFY 2 — L THHEINETRTOMBENRYR— X
TS EIERY £ A, EHOELEL LOHWRIERICOWTIE, [Bug Search Toolll 3 L1
AT T b 74—V 7 2T VI —RZKE LY YV —R2 ) —FE2BRLTLEE N,
ZOFY2—)VICEHEH SN TWDOEREOFEMARE L, SN AR— = Tns ) J—20D
VA NEHERTHIHAIE., 20T a2a—LOREIZHDIEBEFROEELZSZBL T EEN,

TT v R T —bDOPR— FBIOV R YT vy =T A A=V OV KR— MIMET D IERE HE
9% 1Z1%. Cisco Feature Navigator 2 L £, Cisco Feature Navigator {27 7 & 2 F 5 1ZIZ,
www.cisco.com/go/ctn (ZFEHEN L £9, Cisco.com DT I U > MIMLEDH Y FH A,
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B NETCONF over SSHv2 DBTIRE 4

NETCONF over SSHv2 D FijiZ &4

* NETCONF over SSHv2 TlX. netconf max-session =~ > K CH7E L7~ NETCONF & v 3
Tliivty R EHETORLERDH Y £,

NETCONF over SSH D #l#93E18

* Xy hNU—Z#&ETm 2/l (NETCONF) X% =27 =/l X—T 52 (SSHv2) L. &
K16 DRty g 29 R—FLET,

*SSH A= a2 0B R—FEINET,

NETCONF over SSHv2 [ZDULYT

NETCONF over SSHv2

NETCONF over SSHV2 #§REZ FEATT 57202, 7 74T b (A2 V7 M= T 03BEHL T
HY AT INAR) [T —/3 (NETCONF X v hU—7 w3 —Tv) L O SSHUEREE 2T L
£, WOKIZ, HEAAH)Z NETCONF over SSHV2 % v b U —7 OWkERLET, 7 T4 T
RV —NF, EXF 2V T 4 BLOANRAY— RIESGICEHT 2% —%2 28 L £ 7, NETCONF
ZEITTAHSSHR Bty aroa—F IDBLORRATY — R, #FAB X UGREEE1T 9 7202l
HanEd, 20—V OHERL~ARNEH I, +”’%w%@vAwT&&hi 7
FAT by arhb NETCONF BIEIC 7V 77 B A TE £ A, RiE. &Fal. 7o
T 47 (AAA) PEESNTHDEAIFE. T3 Ak L T2 —Y R EHSSHE v v a v &k
SELTEDD X DI AAA —ERANMER S E 1, %ﬁ@ﬁ%;)74 E%@%#é& E3ES
=L LAZNETCONF ~ATT 52 ENTEET, 7747 > MIRFECAENT 5 & SSH #f¢

Za haLEFOH L, SSHEy v a VAL LET, SSHE v a Vi snbs &, =2—H
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NETCONF over SSHv2 [}

FET7T U r—2 3 0%, Tneteconf] £WV9H SSHY 7V AT 4L L CNETCONF ZFFOV L F
TO

2 : NETCONF over SSHv2

EEM Policy

Event Register Keyword * Required in every policy

Environmental Must Defines

Mamespace Import

Entry Status

Body » Required in every policy

Exit Status

155585

Secure Shell /A —< 322

SSHv2 &, fRIEMEDE W b T AR — MEO EETHEIT S, SR 7R8REEE & S (LhERE £ 12
L Ed, SSH2 2424, Bloarva—XIiry hU—2 &2t LTRBIZT 7 EALT
LRI ATY FEIATTELH L9122 £7,

NETCONF [X SSHvl AR — K LTWEHA, SSHAN—T 32— O EIL, SSHAA—V 3
V1 OFREELEFRETYT, RETDHSSHDON—V 3 U EET DL, ip sshversion =~ > K& {#
MLEF, Zoa<xr FERELRWES, 7740 P TSSHITABE— FTETSNET,
N=Va ] EX=Va L 2l FOHERBFIATEET,

GE)

SSH \—v 3 v 1, B#ETERSh TR e b2 T, REZROT T har (N—
Tarl) TR ANT F— Xy 7 LIRWE 5129 5%, ip ssh version =~ > K % {# ff]
L=V a2 2 8ET HHENDHY £,

A% TE T A D Rivest, Shamir, and Adelman (RSA) F—% i35 SSH #ki a1 1+ — 7 /WIZT HIT
I%. ip ssh rsa keypair-name =~ > K% L £7, ip sshrsakeypair-name =~ R%  F— ~
T ORI EFEA L CRET 256, SSHIZF — XT BEET DHEICA Z—T MR D, F—
T BB TERT 25 G BN A X —T IRV ET, Z0a~vy REfEHR L TSSHA A *—
TMZT D56, RANBIONRAAL VAZRETHHLEILIHY FHA,
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B NETCONF over SSHv2 DR EH %

NETCONF over SSHv2 D% E A%

RRAMBERAAVZEZFERALLZSSHANA—D 30204 1+~—TI)L{E

TDXATHEFITLT, SSHAR—=T g 2DT A A%, RARGE RAAL A &FEHLTRE
LEd, RSAF—_TRHREZMHHAL T, SSHRA—V g 28R ETHZ L TEET (RSAF—
N7 EFH L= SSH A=V a 204 32—T7 Uk, (123 X—) &) |

FIRDHE

enable

configure terminal
hostname hostname

ip domain-name name
crypto key generate rsa

ip ssh [timeout seconds | authentication-retries integer]

No o wDh-=

ip ssh version 2

F IR D48

ARV KRFEREFTIaY B #
ATy T enable ¥ EXEC £ — K& A 2 —7 ML E7,
* RATV—REANLET (FEkEn-

) .

1 -

Device> enable

RTFw T2 configure terminal Ja—) a7 4 F¥Fal— gy EF— RE2B
BLET,
11

Device# configure terminal

ATFw T3 hostname /fostname FNRAZADFA NG EBEELET,

I -

Device (config) # hostname hostl

ATFvT4 ip domain-name name FRAZAD RAAL VZERELFET,

1 -

Device (config)# ip domain-name domainl.com
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RSA ¥— X7 &@EALESSHA—Sava2nsx—Tutt [

AU RFEEET7I 3

B

ATvT5 crypto key generate rsa 2 —7VB XY £ — FRFEMIZ SSH r— 3%
A X—=T M LET,
il -
Device (config) # crypto key generate rsa
ATFvT6 ip ssh [timeout seconds | authentication-retries | ({17%) 5 /34 2 T SSH #lHEM A HE L F
integer] 4,
il -
Device (config)# ip ssh timeout 120
ATvI1 ip ssh version 2 TN ATHEITT D SSH OAA—T 5 U Z4RE L

1 -

Device (config)# ip ssh version 2

i‘a—o

RSA X— X7 &ERHALT-

FIRDOHE

SSH\—ava2m(4r—TI)LiE

ZDBARATHEFITLT, FAMRRAAL VAZRETTICSSH A=V a 2% A4 X—7 /2L
F9, HELEXF—XTBRTTIHFEEL T DLHE, 3% CERINSYA. SSHAN—Y 3
VALNA RX—=T M FT, RARMBIORAL VAOBREEHEHLTSSH A=V a 2%
RETHZELTEET (RAMMERAASAZEHA LI SSH Y=V 3 2 2 DA 31—T UL,

(122 =) &) ,

enable
configure terminal

ip ssh rsa keypair-name keypair-name

A S o

ip ssh version 2

crypto key generate rsa usage-keys label key-label modulus modulus-size

ip ssh [timeout seconds | authentication-retries integer]
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NETCONF over SSHv2

FlED M
AU RFERET7TIVaY B#)
ATy T enable it EXEC E— K& A Rr—7 ML ET,
i CNAU—REANLET (FERSNTEHE)
Device> enable
ATFv T2 configure terminal Ja—) ary7 4 Xal—gy B— REBBLE
ﬁ_o
i)
Device# configure terminal
ATFvT3 ip ssh rsa keypair-name keypair-name SSH Z{E T ABCfEH4 5 RSA F— X7 2/ TELF
ﬁ—o
Bl - GE) VAT A ANTITHEILOD RSA F— T &%
Device (config)# ip ssh rsa keypair-name TETEET,
sshkeys
2T T4 crypto key generate rsa usage-keys label |5 N1 2Co—H LB LN E— FEIEAE{TH SSHY —
key-label modulus modulus-size REeAf F—T W LET,
i - SSH /N— = 12 Tl #ikfH A 213768 £/ FLALET
' HOLVENRDH Y F£7,
Device (config) # crypto key generate rsa . R A
usage-keys label sshkeys modulus 768 G RSA F— <7 ZHIERT 2 I2I1E. crypto key
zeroizersa 2~ RZH L E9, RSA =~
¥ REHIBRT 5 &0 SSHY— SR ABIZT «
=Ty £9,
XTFwTH ip ssh [timeout seconds | FNA A |C SSH &l %/ ELET,
authentication-retries integer|
fi
Device (config)# ip ssh timeout 120
ATvT6 ip ssh version 2 TNRAATEITTHSSHONRN—V g VEFRELET,

1 -

Device (config)# ip ssh version 2
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YE—F FAAREDBESEEy s

JE—F TNAREDESE Y 3 DR

VE—FRy FU—=F 7T AL ZLDIEEbE v v a CERGT 51213, ROERELFATLE
(THAA AZAR=TNVIT HRETHY FHA, SSHIZT 4 =7V E— RTHFEITTEE

j—
ED)

o

UNIX £ 721X UNIX 7 A 7 72T /34 A BiE, @, woa<w REEA LT, SSHEva v
ST L ET,

ssh -2 -s user@router.example.com netconf

FIEDHE

1.

FIEDFHH

RONWTIINEETLET,

e ssh [-v {1|2}] [-c {3des| aes128-cbc | aes192-cbc| aes256-cbc} | [-m{hmac-md5 | hmac-md5-96
| hmac-shal | hmac-shal-96} | [1 userid] [-o numberofpasswordprompts n] [-p port-num] {ip-addr

| hostname} [command)

ARVKRFEREETI VY

E:)

ATy
71

WDOWTNNEEITLET,

e ssh [-v {1|2}] [-c {3des| aes128-cbc | aes192-cbc]|
aes256-cbc} | [-m{hmac-md5 | hmac-md5-96 |
hmac-shal | hmac-shal-96}] [1 userid] [-o

numberofpasswordprompts n] [-p port-num) {ip-addr

| hostname} [command)

151

Device# ssh
user2 10.76.

&1

Device#
ssh -v 2 -c
user2@10.76.

-v 2 -c aes256-cbc -m hmac-shal-96 -1
82.24

aes256-cbc -m hmac-shal-96
82.24

VE—R v hT—2 FRL RO LI
Ty varERBLET,

1 >ODOFNIE, SSH A= 3 > 2 OFEICHELL T
WET, KV ART RN Yy a VBIkAE
1T, =L ERA MICHEETD LT, &
ZIE, 2O0DOREFTEH, 1 2DDH] & [F UkER
DFEBIET,
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B t5orva—Fcrv0EVE

SO a—TFTaDEVE
ip sshversion =~ > KX, SSHORED F T TNy a—T 4 I TEET, X—Va %
BEFTHILICkoT, MERSHL SSHA—Ya v ERETEET,

RDEE

ssh 2~ > ROFEIZ DWW TiE,  [Cisco I0S Security Command Reference] %2 L T 72E 0y,

X217 DI IIVEHEDRT—2 ADIESR
TNRA A LD SSHEHGED AT —HF A& FormdT D%, WOEEEZFEITLET,

MY

GE) WD show 2~ > Nit., =—H EXEC F— NE 7134 EXEC F— R CTX £9,

FIRDOHE

1. enable
2. show ssh

3. show ip ssh

FIEDFH

m IV N3 i F A7 B B#
2T w1 enable ({£E) ¥iME EXEC £— R& A 3 —7 ML ET,
*NRAT—REANLET (FERENTEHE)

51 -

Device> enable

2ATFw T2 show ssh SSH — Nt D AT — X A% TR LET,

&1 -

Device# show ssh

ATFvT3 show ip ssh SSH D=V a v BIORET —Z &R RLET,

&1 -

Device# show ip ssh
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NETCONF over SSH2 01 *— Lt [

1

KD show ssh =2~ ROHIZIT. SSH A= 5 0 2 DEFICET A AT —Z ARFERINTH
F9,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

%No SSHv1l server connections running.

KD showipssh 2~ ROHITIL, A F—T Mo TWDHSSHDONR—V g v JBGEX A LT
U ME, B EORREOHRITREE SR RSN TOET,

Device# show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

NETCONF over SSHv2 O 14 =—JJL1t

)

NETCONF over SSHv2 % A % —7 /W2 T H1T1E, IROVEEEZEITLE T,

([T C&H BRI
SSHV2 Z AN T 2 LEDRH Y £,

FIEDHEE

GE) [AF NETCONF & v > = LR UL LD viy (TR E SN TWDMENH Y 7,
Y
GE) * 4 fELL EDOJEEE NETCONF ¥ v v a v ERETHHENH Y £,

* K 16 [HO[ERE NETCONF £ v > a v ARETEXET,
* NETCONF TiX SSHvl iV H— F &N FEFHA,

enable

configure terminal

netconf ssh [acl access-list-number]
netconf lock-time seconds

netconf max-sessions session

U A o o

netconf max-message size
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FEDEFHA
ARV REEET7IVa Y B
ATy 1 enable FEHE EXEC E— R& A RX— 7 LIZLET,
- *NATU—KREANLET (FERINEHGH) .
Device> enable
ATFw T2 configure terminal Fa—r ) ar7 4 Xal—ary ET— REBGLET,
fA
Device# configure terminal
ATvT3 netconf ssh [acl access-list-number] NETCONF over SSHv2 % A % —7 /L2 LE1,
- AEE T, ZONETCONF kv a DT 7k A a2 b
' n—/L URANERETEET,
Device (config) # netconf ssh acl 1
ATFvT4 netconf lock-time seconds ({£3Z) NETCONF HE % T R#E/EM T nr iz e v
7T 5 RERMEZBEMTHRELE T,
fi N e
*HRRFAIT, 1 ~300 K CY, T 74 ME 10 R
Device (config) # netconf lock-time <9
60 °
ATFvTH netconf max-sessions session (=) ZFRINHFERENETCONF v a O R
'_.ﬂ:z Lij_o
{1 N e
BN EPAIZ, 4 ~16 T, T 7 A4/L ML 4 TT,
Device (config) # netconf max-sessions
5
ATvT6 netconf max-message size (fEE) NETCONF v a v TRETIHIA vE—TDEKK
A X%xa (b (KB) THELET,
{1 - - e
s BN HIPHIZ, 1~ 2147483 KB T, 7 7 4/ MEIX
Device (config) # netconf - I <
2‘7/'222 conrig netcon max-message “\‘I'SE-’C—g—-O
KT A RERIZERET HITIE. no netconf
max-message 1~ > R&fiH L E7,
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NETCONF over SSHv2 D&E51 [

NETCONF over SSHv2 ) % 5E /5

Bl : RARMBELIV AL ZEFRALI=SSH2 DA +~r—TJ)L1E

configure terminal
hostname hostl

ip domain-name example.com
crypto key generate rsa

ip ssh timeout 120

ip ssh version 2

RRAXF—%#EALf-EFa7zibn—2ar2nAx—TILEDH

WIZ, RSAF—%HLTEXaT Vol AXN—Ua 254 3= NI T A6 %R LET,

Device# configure terminal

Device (config)# ip ssh rsa keypair-name sshkeys

Device (config) # crypto key generate rsa usage-keys label sshkeys modulus 768
Device (config)# ip ssh timeout 120
Device (config)# ip ssh version 2

JE—F TNAREDESIEEY L 3 VOERBDH

WIZ, UNIX F72I1X UNIX B2 DT, AnD, VE—F Ry hU—F 27 T3 2 & DK E1L
SSHt v arvawthT 20 ER~RLET,

Device (config)# ssh -2 -s user@Qrouter.example.com netconf

NETCONF over SSHv2 % 5 51

FIEDHEE

RIZ. NETCONF over SSHV2 # iR ET DR L F T,

Device# configure terminal

Device (config) # netconf ssh acl 1

Device (config) # netconf lock-time 60
Device (config) # netconf max-sessions 5
Device (config) # netconf max-message 2345
Device# ssh-2 -s username@l1l0.1.1.1 netconf

WIZ, V=T RNy A B —T A A113DBELXTETHHEZ R LET,

1. 5wz, Thello)] #%ELET,
2. iz, get-config BRAZHEF L E T,
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B NETCONF over SSHv2 D&

FIEDFH

ARV RFERETIVa Y

S m

2791 RIC, Thello) &i%IE LET.
1
<?xml version="1.0" encoding=\"UTF-8\"?>
<hello><capabilities>
<capability>u?rn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:capability:writeable-running:1.0</capability>
<capability>urn:ietf:params:netconf:ca?pability:roll?back-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:startup:1.0</capability>
<capability>urn:ietf:params:netconf:ca?pability:url:?1.0</capability>
<capability>urn:cisco:params:netconf:capability:pi-data-model:1.0</capability>
<capability>urn:cisco:params:netconf:capabili?ty:notificati?on:1.0</capability>
</capabilities>
</hello>]1>11>
ATY T2 | IRIT, get-config BRZEE L £,

11 -

<?xml version="1.0"?>
<rpc
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"xmlns:cpi="http://www.cisco.com/cpi 10/schema"

message-id="101">
<get-config>
<source>
<running/>
</source>
<filter>
<config-format-text-cmd>
<text-filter-spec>
interface Loopbackll3
</text-filter-spec>
</config-format-text-cmd>
</filter>
</get-config>
</rpc>11>11>

WOHEINIT A 2 ETCERENET,

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply message-id="101"xmlns=\"urn:ietf:params:netconf:base:1.0\">
<data>
<cli-config-data>
interface Loopbackll3
description test456
no ip address
load-interval 30
end
</cli-config-data>
</data>
</rpc-rep?ly>11>11>
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NETCONF over SSHv2 [ZB§ 9 % B 01E%R

NETCONF over SSHv2 (ZB§9 5 EMN1EHR

EEEH

ESPERE=]

I=—a7ILAA LI

CiscolOS =~ K

[Cisco I0S Master Command List, All Releases.]

NETCONF v R a~< KfEX, a~v K
E— K, avr V@i, 774/ b, #HICE
THEERE, BILOW

['Cisco 10S Cisco Networking Services Command
Referencel

P77&8A YA avr R: avy RO
M, o~y RE—FK, a~vr NEE, 77+
v NERE, BEHLEOETEESFE, B0
X2 VT avr N a~wr REESTOFEM,
avw U RE—F, avr FNERE, T74L M
B, A EoFEEFEHE, B LU

[ Cisco 10S Security Command Reference ]

P77EAVAL

['Cisco IOS Security Configuration Guide: Securing
the Data Planel]] @ [IP Access List Overview] 35
J O [Creating an IP Access List and Applying It to
an Interface] D

X T BT =T g
2

[Cisco IOS Security Configuration Guide: Securing
User Services] @ [Configuring Secure Shell] &
T a—)

RES LU RFC
RFC 24 b
RFC 2246 [ The TLS Protocol Version 1.0]
RFC 4251 [ The Secure Shell (SSH) Protocol Architecture]
RFC 4252 [ The Secure Shell (SSH) Authentication Protocol
RFC 4741 [NETCONF Configuration Protocol]
RFC 4742

['Using the NETCONTF Configuration Protocol over
Secure SHell (SSH)/
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NETCONF over SSHv2 (D14 B 15 4R

SRADTY ZHI YR—F

NETCONF over SSHv2

Bl

)

VAADYR—FBIRFFa2 AT —va
WebV A FTlE, Fvorno— Ra[fEe~==27
V. TR xT, V=IO A T A
V=Z2ERELTWEST, bl V—2A
3. Y7 U =T EA ARV LTRE L
0., YAIO/ELT 7 2 v o—IZBT 5 A
HIRMEZ R LT T 57O LTS
VW, ZO Web A N EDY =T 7 AT
BBRI%. Cisco.com D117 A D BL VIR
U — RAMETT,

VAaADYR— kK Web VA hDOY—IZT I
T A4 BHEEIE, Cisco.com D —H D I LY
AT — RPMLETT,

http://www.cisco.com/cisco/web/support/index.html

NETCONF over SSHv2 0 #4815 R

WROEIZ, ZOFY 2— /LTl LIHEREICET2 Y U - FRERLET,

=7 VU= bbA U THEREOY R — bR EASNIZEEDOY T by =T V) —=RIZT%
ARLTWET, ZOMRRIT. FrIZE D BRWVIRY . 2o —#HD Y 7 by =7 U J—ZTh

PR—-FENFET,

ZoERFI, YT H

Ty R T F— DY R—FBLRZ2a YT NI =T A4 A=W R— MIBETLIERERE

9% |21, Cisco Feature Navigator Zf#i fl L £,

Cisco Feature Navigator |27 7 & A3 5 (Z1%,

www.cisco.com/go/cfn |ZF®E) L £, Cisco.com D7 A7 Y MIMESH D FH A,
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% 13 : NETCONF over SSHv2 D H4RETEHHR

NETCONF over SSHv2 #gaetgs [

Hee 4 1)1)—= BEBETR IR
NETCONF over SSHv2 Cisco IOS XE Release 2.1 NETCONF over SSHv2 #HE % i
12.2(33)SB MTnL, Bafbshizc b7~
A A B —T x4 A (CLI)
122G33)8XI Dk %Ry Uy AR T
12.49)T TxET,

Z DOFEBEIZ X U | netconf
lock-time, netconf
max-message, netconf
max-sessions, netconf ssh D%
av RPEANEITEE SN
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