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@ [Destination Prefix ToS] DHEKIF v v 2 LA U key 7 4 —/b FE X W nonkey 7 1 — /L KHMiE
HEnET,

ZDEFIEFRF S L 32— FIZFHZ, NetFlow XT3 AZ@RT ARy hI—27 b T 7 497
DI TR TEDLT — A e XY T F v T H72DITKILHET,

G

ZOHFEAERFHAL I—RIL, IPvd 8T 7 4 v 7 OHIETFIERTE £,

RDFIZ, Flexible NetFlow O RIEFKF A L =2 — R [Destination Prefix ToS| TfEH 415 key
74—/ FEB L WPnonkey 7 4 —/V RERLET,

%% 10 : Flexible NetFlow DERIEZHFH L a— K [ Destination Prefix ToS] TERShBDkey 71 —ILFH LV
nonkey 7 4 —JL K

Z4—ILE key 7 1 —JL KEf=IZ nonkey | EE
Z4—ILF
IP ToS Key ToS 7 4 —/b K DA,

IP Destination autonomous system | Key SESEIP 7 KL ADBHEY AT

A (BT ERITAV DY)

IPv4 Destination Prefix Key STV T AT A AT %
5> T AND KRR S 41725656 1P
T R A,

IPv4 Destination Mask Key SEHET LT 4 v T ANDE > k

Interface Output Key N7 4w I REEESNTA

H—"T A A,
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TJ4—IJLF
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TJa4—ILF

[—=4
=

Flow Direction Key 7 a—NER I TV B HI,
Counter Bytes Nonkey Ju—WNTHEEHIN- "1 b
Counter Packets Nonkey Tu—NTHRE SNy b
Time Stamp System Uptime First | Nonkey BHIDO/ N NI EI T L
EOTAT L@ (LU
Hifit, ZOT /3, ZABREAN
7— ML THhHORH) .
Time Stamp System Uptime Last | Nonkey BHON Iy "I b

EOVAT LEERRL (R VR
BN, Z DT /3 AR
T— LT HOER) |

ERIEEFAL 33— K TPrefix]

Flexible NetFlow D FITEF AL 2 — K [Prefix] TlX, N T 74 v 7 77— FT—HDEETT
L7 4w 7 ABIOREELET L7 4 v 7 22 ST 7 —MER &V E T, Flexible NetFlow
FHNEFRFE A L 32— K [Prefix] TiX, LLATO NetFlow @ [Prefix] OHEKF ¥ v 2 LA U key
74—V FEB LW nonkey 7 4 —/V RREHENET,

G¥)

COERIERFAL a— RIiE, IPVABLOIPY6 N T 7 4 v 7 OHHITEH T& 9,

IPv6

ST 4IRS BN LT 4w ASZAZRIZOE Y FERARESRET,

WDFRIT, Flexible NetFlow DHEATEFRF# L = — R [Prefix] THEHA SN Dkey 7 4 —/L FBLD

nonkey 7 4 —/L K&/~ L E9,

5= 11 : Flexible NetFlow DERIEZEFH L a— K [Prefix)] THEBENS key 7 1« —IL KE XU nonkey 7 4 —

LR

TJ4—IJLF

key 7 « —JL F E =% nonkey
Ja4—ILF

[—=4
K=

IP Source autonomous system

Key

FEETIPT RLAOHAMEY A
Th (ETERITFI V)
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Z4—ILF key 7+ —JL FEf=z[X nonkey | EE
Ta4—IL K
IP Destination autonomous system | Key SESEIP T RLUADHEES XT

A (ETERITAV DY)

IPv4 or IPv6 Source Prefix Key EEILIPT FLAREEELS
L7 (w7 A~ AT OiHE,
T2, ER N7 e—0R
TEETLIPT RLADT L

TA T A,

IPv4 or IPv6 Source Mask Key EETTL T4 v 7 ANDOE Y
~ 3.

IPv4 or IPv6 Destination Prefix | Key SBET VT 4 v T ATAT %
{5 C AND Rk S v 7z%a i IP
7 RV A,

IPv4 or IPv6 Destination Mask Key EHT LT 4w 7 ANOE y b
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Interface Input Key NS Ty I NEES A v
A —T A A,

Interface Output Key NS T4y I NREE S A v
H—T A A,

Counter Bytes Nonkey Ju—WNTHEmINT- "1 |k
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Counter Packets Nonkey TJur—NTHEBENEZ A7y -
%,

Time Stamp System Uptime First | Nonkey BHIDO N NI LT L

EDOVAT LRREFEHE (R U
HAL, ZOT /3 AR
T— LT B DR |

Time Stamp System Uptime Last | Nonkey B ONN s "IN L
E DV AT LEERE (X U
WAL, ZOT A ADNEAN
7 — F LTHhBORH) |
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Flexible NetFlow D ERIE&REFAL 21— F

EAIEZEFHA L a— K TPrefix Port]

Flexible NetFlow D HAEFKF AL 2 — K [Prefix Port] Tk, b7 74 v 7 78— F—XDi%FE
LTV T4y I AER=PFBIOHEEET VT 4 v 7 AR — MIESHTT7 e —MER S E
9, Flexible NetFlow DRI EFHRFE L 2 — K [Prefix Port] TiX. LLH{TOD NetFlow @ [Prefix Port]
DENF ¥ v 2 EFL key 7 4 —/v FEB L WNnonkey 7 « —/L RBEHINET,

ZOFEATERW 4 L3 — FIFTHRIT, NetFlow XHGT A Az @@ 5%y NU—27 T 7 4 v 7
DFEIL LI EMRTEDLT — A 2X ¥ T T ¥ THEDIEILET,

GE)

ZOFEFTERF AL I—RiE, IPv4 b7 7 4 v 7 OSTETICERTE £97,

R DFIZ, Flexible NetFlow D REZF ~ L 32— F [PrefixPort] THEHA IS key 7 4 —/L KB
S Wnonkey 7 4 —/V FERLET,

% 12 : Flexible NetFlow DERIEZEEZH L 31— K [Prefix Port] THERIN S key 7 1+ —IL FE &K U nonkey
Ta—ILF

Z4—ILEF key 7 1 —JL KEf=IZ nonkey | EE
J4—ILF
IP ToS Key ToS 7 4 —/L RO,
IP Protocol Key IP a2 hajb 7 4—)LRD
it
IPv4 Source Prefix Key FETLTIPT RLVALEEETLT

VT T AR AT DT,
F7k, BRI 7 e -0

TEETIPT RLAODT L
TA T A,

IPv4 Source Mask Key EETTL T4 v 7 ANOE Y
]\ i&o

IPv4 Destination Prefix Key ST VLT 4 T AT AT K
> C AND fRER S v 7z5a it IP
7 RL A,

IPv4 Destination Mask Key T LT 4w 7 ANDOE y b

Transport Source Port Key hF v AR— FEDEE TR —
k74— ROAH,
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Flexible NetFlow O E#TEZF4#La1—F [l

Z4—ILF key 7+ —JL FEf=z[X nonkey | EE
J4—ILF
Transport Destination Port Key F T v AR— FNEDOSEER— b

7 4 —Jv RDfHE,

Interface Input Key N T4 IDZEEINTZA
H—TxA A,

Interface Output Key N7 4w I DEEINTA
H—T A A,

Flow Direction Key 7 a—NER I TNV B HI,

Counter Bytes Nonkey Ju—WNTHEE I N1 b

Counter Packets Nonkey Tu—NTHRE SNy b

Time Stamp System Uptime First | Nonkey IO/ NI EI - L

DOV AT LB (R VR
BT, ZOF A ARRYN
T— LT ORI .

Time Stamp System Uptime Last | Nonkey BEO/ Ny NI L
E DV AT LB (XU
B, ZOT N ABREYNC
7— ML THhHOREH) .

ERHIEZEFA L I— K TPrefix ToS |

Flexible NetFlow D HETEFHF L = — F [PrefixToS] T, EHETLTT V7 4 v 7 2B I OEEE
TV T 4T ALETS N T 7 4w 7u— T =X ZHESNTT7 e —nNERSILET, Flexible
NetFlow D HREFEF L 2 — K [Prefix ToS] TiX. LLA{D NetFlow @ [Prefix ToS] DEERKIF v v
v a LU key 7 4 —/v FEB L WPnonkey 7 « —/L RBMEA SN ET,

ZDHEFIEFRF AL 2 — FIIFHZ, NetFlow fIinT A AZ@@T 23Ry hI—2 FTT7 4 w7
DOEETL LI EMR TEDLT A2 XY T TF YT 52O HZEBET,

GE) COFEFTERF L I—RiE, IPv4d T 7 4 v 7 OSETICERTE £97,

RDOFEIZ, Flexible NetFlow DFHIEFKFH L 2 — R [Prefix ToS) THEHIN D key 7 4 —/V NI
X Wnonkey 7 4 —/V RERLET,
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Flexible NetFlow D=

% 13 : Flexible NetFlow DERIEZFH L O— K [Prefix ToS1 THEREN 3 key 7 1 —IL KE & U nonkey

J4—ILF
T4—ILFK key 7 « —JL FEfz[& nonkey | E=E
J4—IL K

IP ToS Key ToS 7 4 — /L K DA,

IP Source autonomous system Key EETLIPT RLAOHEY A
Th (BT EREFFY V)

IP Destination autonomous system | Key S5 IP 7 RLAOBRBEV AT
L (BT ERITAV V)

IPv4 Source Prefix Key PEETLIPT RLARALEETLS
LT 4w I A AT OfmBiFE,
FE, ERSnE 7 e -2
TEEILIP T RLADT L
T AT R,

IPv4 Source Mask Key FETLT VT 4T ANDE v
4

IPv4 Destination Prefix Key STV T A T AT AT &
fif > T AND #ik S hu7-56% IP
7 R A,

IPv4 Destination Mask Key SEHET LT 4 v T ANDE » k
i‘&o

Interface Input Key N A A =R W e VA
H—T A A,

Interface Output Key N7 4w 7 BEE ST A v
=T A A,

Flow Direction Key T —nER I TWA N,

Counter Bytes Nonkey Ju—NTE#E I "1 b

Counter Packets Nonkey Tu—WNTRHBINE My b
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Z4—ILF key 7+ —JL FEf=z[X nonkey | EE
J4—ILF
Time Stamp System Uptime First | Nonkey BHIDO N NI EI T L

SO AT N (2 VR
BAL, ZOT /A ADBEMNT
7 — F LT EORFRH]) |

Time Stamp System Uptime Last | Nonkey BONRTry "R INT L
SO AT KR (2 U
HfZ, ZOT A ZAREANC
T— L THhHORR)

ERIEZEFHAL 3— K Protocol Port ]

Flexible NetFlow D HFHBIEFF & L 2— K [Protocol Port] Tix, N7 7 4 v 7 7u—F—XD7
7 haER— M MIESINT T —NER SN E T, Flexible NetFlow DFFEZRF AL a2 — K

[Protocol Port] T, LAEI® NetFlow @ [Protocol Port] DEMNF ¥ v = LE Ckey 7 4 —/V K
BEL Pnonkey 7 —/L RABMEH S NET,

G¥) COERIERFAL aI— RiE, IPVABLIOIPV6 N T 7 4 v 7 OSHFITHEHTE £9°,

W DFIZ, Flexible NetFlow D H R EFEH 4 L 21— K [Protocol Port] THH SN D key 7 4 —/L F
B LW nonkey 7 4 —/V RE/RLET,

£ 14 : Flexible NetFlow DERITEEFH L a— K [Protocol Port] TEREN S key 7 4 —IL K& & U nonkey

J4—ILF
Z4—ILF key 7 1 —JL FEf=z[E nonkey | EE
Ta4—IL K

IP Protocol Key P72 a7 4—)LRD
i,

Transport Source Port Key h 7 U AR— NgDOFEFE LR —
r 74— RDfE,

Transport Destination Port Key F T U AR— NEDOSESER— b
7 4 —/V ROAH,

Flow Direction Key 7 —NERE TV B A,

Counter Bytes Nonkey Ju—WNTHE#BIN- "1 b
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Flexible NetFlow D ERIE&REFAL 21— F

Z4—ILF key 7+ —JL FEf=z[X nonkey | EE
J4—ILF
Counter Packets Nonkey Tu—RN TR EINT Ay
.
Time Stamp System Uptime First | Nonkey BIDO/ N NI EI T L

EOVAT LB (R VR
BN, DT A AN
T— R LTHhHORR) .

Time Stamp System Uptime Last | Nonkey BB DOy NIRRT L
E DV AT LBERFE (XU
HAL, ZOT /A AR
7 — K LTHhBORH)

ERIEZEFAL 3— K Protocol Port ToS |

Flexible NetFlow D FHBEFHF & L 2— K [Protocol Port ToS] Tik. N7 7 4 v 7 F—2D 71
R, A=k, BEIOToSEIZESNT 7 o0 —2MERK S E T, Flexible NetFlow O S5l & 35
F L 22— K [Protocol Port ToS| Ti&. AR NetFlow @ [Protocol Port ToS| DHEMF v v = &
[T key 7 4 —/L KB LW nonkey 7 4 —/V ROMEH S ET,

COFRERFALI— KX, T—FE2Xxv 7Ty L, T T4 v I EATTEDRY NU—F
FERRILZ R D581, FRTERSLB £ T,

GE)

COFHTERFE AL T — RIE, IPVA F T 7 1 v 7 OOGTETIERTEET,

RDFIZ, Flexible NetFlow O FHIEF KA L 21— K [Protocol Port ToS| THEH 4% key 7 1 —
)V REB L O nonkey 7 4 —/V RERLET,

%% 15 : Flexible NetFlow DERIE ZHiFHA L3 — K [ Protocol PortToS] THEHA SN 5 key 7 « —IL K& & U nonkey
J4—ILEF

J4—ILE key 7 1 —JL KEf=IZ nonkey | EE
J4—ILF
IP ToS Key ToS 7 4 —/ KD,
IP Protocol Key IP7a bz 74— KD
il
Transport Source Port Key N v AR— MNEOEETLH—
~ 74— FOfA,
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E X1}

Flexible NetFlow DERIE&EFH# L 31— F

TJ4—IJLF

key 7 « —JL F E =% nonkey
TJa4—ILF

[—=4
=

Transport Destination Port Key F T v AR— FNEDOSEER— b
7 4 —)v FOF,

Flow Direction Key 7 a—NER STV B HI,

Counter Bytes Nonkey Ju—WNTHE#EHIN- N1 b

Counter Packets Nonkey Tu—NTHRE Iy B

Time Stamp System Uptime First | Nonkey BHIDO/ N NI EI T L
EOTAT L@ (LU
Hifit, ZOT /3, ZABEAN
77— h LTHEOREH)

Time Stamp System Uptime Last | Nonkey FHRON sy "I b

EOVRAT LB (R VR
HAL, ZOT A AR
T— LT H DR

-
»,

FH L a— K TSource Prefix

o
=R/

Flexible NetFlow O HRiEFR K & L 2 — K [Source Prefix| TlL, *v NU—2 KT 7 4 v 7 Dk
GV 7 4 v 7 RSN T 7 r—2MERSILE T, FlexibleNetFlow D HEERFTHA L T — K
[Source Prefix] Cli. LARI® NetFlow @ [Source Prefix] OHENF v v = LR L key 7 14—/
R &L W nonkey 7 ¢+ —/V ROMEH S E T,

G¥)

COERIERFAL a— RiE, IPVABLIOIPV6 N T 7 4 v 7 OGP TX 97,

R DF|Z, Flexible NetFlow D EAIEFRHF AL 2 — K TSourcePrefix] THH I B key 7 £ —/V R
B LW nonkey 7 4 —/V KE/RLET,

5= 16 : Flexible NetFlow DERIEZEFMH L a— K [Source Prefix] TERA SN key 7 « —IL K E & U nonkey

J4—ILFK

J4—IJLF

key 7 « —JL FE =% nonkey
TJ4—ILF
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IP Source autonomous system

Key

FEETIPT RLADOHMEY A
Th (ETERITFI V)
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&
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e

Counter Packets Nonkey Tua—RNTREEINT- "y
.

Time Stamp System Uptime First | Nonkey BAIDNr sy RIS T L

EOVAT LEERRL (R VR
BN, Z DT /34 AN
T — LT ORR]) |

Time Stamp System Uptime Last | Nonkey HHBONRTry "IN L
SO AT KR (R U
WAL, ZOT A ADBRANC
7=k LTHhH DR |

EREEFHAL 3— F Source Prefix ToS |

Flexible NetFlow D F R EFHF A L 2 — K [Source Prefix ToS] TiL, *v hU—2 vTF7 4 v
DRFTRT VT 4 v 7 AL ToSHEIZHE SN T 7 o —2MER STV E T, Flexible NetFlow O # i i 3%
#H L 1— F [Source Prefix ToS| Ti&. LART NetFlow @ [Source Prefix ToS] DHEKIF ¥ v =
LHEIC key 7 4 —/V RE X W nonkey 7 4 —/V KM S ET,

ZOEFERHFE L 32— FII4FIZ, NetFlow XfitnT A A& @B T3y bI—2 T 7 4097
DEETEMRTEDLT —H XX T T v T 572DIKILBET,
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A

GE) CDHEAEEFHAL a— RiE, IPvd b T 7 4 v 7 O FIERTE £,

RDFIZ, Flexible NetFlow DHEHIEFKF # L 2 — N [Source Prefix ToS| THEM S5 key 7 1 —
v RE XL O nonkey 7 4 —/V RERLET,

5% 17 : Flexible NetFlow DERIEEFH L a— K [Source Prefix ToS] TERAEND key 714 —IL FE LUV
nonkey 7 4 —JL K

J4—ILEK key 7 1 —JL KE 1=l nonkey | EE
TJa4—ILF
IP ToS Key ToS 7 4 —/b RO,
IP Source autonomous system Key FETLIPT RLAOHFEI A

Th (ETERITAV V)

IPv4 Source Prefix Key EEILIPT FLARAELEELS
L7 (w7 A~ AT OiHE,
F2lE, ER SN e -0
TEETLIPT RLADT L

T4 T A,
IPv4 Source Mask Key FETLT VT4 v T ANDOE Y
&
Interface Input Key N T4 I PZEINTZA v
F—=T A A,
Flow Direction Key 7 u—RER STV B 5,
Counter Bytes Nonkey Ju—NTH#E®HINT-N1 b
Counter Packets Nonkey T —NTERE SNy b
Time Stamp System Uptime First | Nonkey BHID/ N SIS LT L

EOVAT LEERRL (R VR
BN, Z DT /34 AR
T— R LTH O

Time Stamp System Uptime Last | Nonkey ROy "I L
SO AT KR (2 U
HfZ, ZOT A ZABEANT
7=k LTHhHORRH) |
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B Flexible NetFlow 3 A5k

Flexible NetFlow D% E A%

HAATA XA L-78— La— FDETE

HAZ L Tua— La— RERETDHIE, ROEEEFITLET,

ANAZZA A L7 a—La— N3, FFEOAW TN 7 4 v 7 T—=F &0 5720 L
¥, IAFvA A LT=7a— La—RZiE, key 74— /L FELTHEHT S 1 2L E® match
FEHEN VI T, BH X nonkey 7 4 —/L K& LTEMT S 1 DLLED collect Z£HERH D F 97,

WA A X LTe7a—Lba— ROIEFNL, HELOMREMERH Y £, ZOEETIE, "laEMt:
DHDHNEHND 1 DEAEERT DT2ODOFNEICHOWTHBALET, MNEISLUTIOEEOFIEEZE
FL, B APbETHAZ L 77— La— REERLET,

FIROWE
1. enable
2. configure terminal
3. flow record record-name
4. description description
5. match {ipv4 |ipv6} {destination | source} address
6. VEIZIGLTCAT v 75 20 L, La—RKoBElkey 7 4 —/LV RE#HELET,
1. collect interface {input | output}
8 MHEIZIEULTAT v 7T E2MEVIEL, L a— FOBMnonkey 7 4 —/L RZFHELET,
9. end
10. show flow record record-name
11. show running-config flow record record-name
FlED M
ARV KRFERRETI Va3 Y B#
ATvI1 enable ¥t EXEC E— R& A R—7 M LET,
5l - SRRV FEASLET ERENEHE)
Device> enable
2Ty T2 configure terminal Jao—nN)ar7 4 Fal—ary ET— RERBELE
R
i -
Device# configure terminal
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nzav4ZLt=70—La—roze |

aAvY RFEEET7II Y

Sl

ATvT3 flow record record-name 7nr— L a— R&{ER L, FlexibleNetFlow 7 17— L 21—
Karv74F¥alb—vary®— Rt E7,
i -
*ZDavwr TR, BFOT7n— b a— RE&ERET
Device (config)# fl d - <
Desiceicontis)t tlov recor BIrbTEET
RATFvw T4 description description (EE) 7a— La— ROHBPZIEHR L ET,
il -
Device (config-flow-record) # description
Used for basic traffic analysis
ATFvTH match {ipv4 |ipv6} {destination |source} |7 o — L a—RKDkey 7 4 —/L FERELET,
address
GE) ZOFITIE, IPvASET FLA&Z L a— KD
il - key 7 4 —/V K& LT ELET, matchipvd
’ o< KT TTREZR Z DD key 7 4 — /b
Device (config-flow-record) # match ipv4 N :}‘o’cl:()“key 74—V RO EITE AR/
destination address A i
Z DD mateh =~ > RIZHOW T, [Cisco
10S Flexible NetFlow Command Referencell % %
LTI 7ZEN,
ATvT6 MEZRLTAT v 7 S 2 0iRL, L |—
a— RDiBlkey 7 4 —/V RERE L E
D
ATFvT7 collect interface {input|output} ANNA v H—T 24 A% L a— RKDnonkey 7 4 —/L K &
LTHRELET,
B GH WIS, AN v =T = A% LI— KD
I?evice (conlfig—flow—record) # collect nonkey 74—V R& LCHETAHEZRLE
interface input 7fo nonkey ;74’*_/VIQO)EQfEL:fﬁﬁHEqﬁEiﬁ%E
DAt collect 7~ > RIZOWTIE,  [CiscolOS
Flexible NetFlow Command Reference] %=Z M 1L
TLEENY,
ATvT8 VEIGECTAT v 7 T E2EVEL, L |—
21— KB nonkey 7 4 —/L RZFRE L
£
ATvT9 end Flexible NetFlow 72— L 23— K 23> 7 4 Fa l— 3
Y E— REKT LT, Rk EXEC E— FIZRD £,
15

Device (config-flow-record) # end
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ARV FERET7IVa Y El:g]
ATv710 show flow record record-name R BESNF-7o— L a— FOBED AT —HF R
ERARLET,
{1 -
Device# show flow record FLOW_RECORD-1
ATFvyIT1N1 show running-config flow record (L) BEsSnF7e— La— ROREXFERLE
record-name +.
{1 -

Device# show running-config flow record
FLOW_RECORD-1

20— LaO—FOBREDAT—RF ADERR

Zu— La— ROBIEDAT —Z A& FRRTHIE, WOAT v a MEEEZFEITLET,

FIRDHE

1. enable

2. show flow record
FIE D FE

AT w71 enable
enable =~ RIZ k- T, BMEEXECE— RZBELET (a7 ERERENEZHRATU—FRE AT

LEY) o

51 -

Device> enable
Device#

AXFw 2 show flow record
show flow record =~ > R TiL, F8ETH 70— FE=HDBREDAT —Z A EFR R LET,

&1 -
Device# show flow record
flow record FLOW-RECORD-2:
Description: Used for basic IPv6 traffic analysis

No. of users: 1
Total field space: 53 bytes
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Fields:
match ipv6 destination address
collect counter bytes
collect counter packets
flow record FLOW-RECORD-1:

Description: Used for basic IPv4 traffic analysis
No. of users: 1

Total field space: 29 bytes

Fields:

match ipv4 destination address
collect counter bytes
collect counter packets

SEL S =
JO— La— FEEEDHE:E
AN Licar7oXalb—rayavwy ReERT DT, ROA T a AMNEEEFITLET,

FIRDHE

1. enable

2. show running-config flow record
FIED

X w71 enable
enable =~ FIZ k- T, BMHEEXECE— RZBBLET (o7 MRERENEZHRRATU—RE AN

LET) .

51

Device> enable
Device#

AXFw 72 show running-config flow record
show running-config flow record =~ > FClL, f§ETLH7n—F=FDar7 1 Fal—v gy avy
NEeRRLET,

i -
Device# show running-config flow record

Current configuration:

|

flow record FLOW-RECORD-2

description Used for basic IPv6 traffic analysis
match ipv6 destination address

collect counter bytes

collect counter packets

|

flow record FLOW-RECORD-1

description Used for basic IPv4 traffic analysis

Flexible NetFlow 21> 7 « ¥ a2 L—3 3> H4 K. Cisco l0S XE Release 3S (ASR 1000) [ |
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[ ] ENERAALI—FEEALIPMERIZIPG 5T 49 oD T7A— EZ2DHRE

match ipv4 destination address
collect counter bytes

collect counter packets

collect timestamp sys-uptime first
collect timestamp sys-uptime last

FREEFALI—FZEALEIPMEEIXIPG ST 99D
A—E=-32DETE

7 v — & =X @ Flexible NetFlow D FEHIEFRF A L 2 — K [NetFlow IPv4/IPv6 Original Input| % f#
AL IPVA/IPV6 N T 7 4 v 7 ICxtT b 70— =X %R ET HI01E. WONBEEE®FETLE
7

K7u—F=X X, FHOXFy vy vaBFDETonTWET, 7e—F=FT &2, v v
Va U NONEBEIRLAT Y MEERETHLa—FBRMETT, La—RFRZ7xr—~vv b
I, FHIERBEADOLIA—R 74—y hOWVWTNNIT B EHLTEETH, ERO2—FT
H X Flexible NetFlow 72— L a2— K 227 ¥ = L—3 3 » E— KT collect 33 J: (X match =
<~V REHFEALTHEOLa— K 73—~y baEkT 22 b TEET,

FIEDHE

GE)

Tu—F=XZ DL a— K T7p—<v hErrecord 1~ RTEET AL, ORI 2—F
ZAEWMALTHLITRTDA L EZ—T oA ANE, 70— F=FZHIBRL TEL LERD
@ij‘o

enable

configure terminal

flow monitor monitor-name

description description

record netflow {ipv4 | ipv6} original-input

end

show flow monitor [[name] monitor-name [cache [format {csv | record | table} |][statistics]]

O NS R DN =

show running-config flow monitor monitor-name
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BHEREALI—FEHERALEIPVEEILIPG F5 T4 v DTO— E=FDEE [ ]

FIE D
ARV RFERETI3Y B#Y
ATy enable ¥iME EXEC E— F& A R—7 ML E T,
5l - *RAU—REASNLET (ERINTZHE)
Device> enable
ATFv T2 configure terminal Jua—»)L a7 4 FXalb—3ar B— RZ2BG
L/\i‘a_O
i :
Device# configure terminal
ATFvT3 flow monitor monitor-name 7u—E=X%{ER L. Flexible NetFlow 7 = — E
=Har74X¥al—varyE—FFEBBLET,
i -
*IoATY RTHE, BFO7n— =42k
Device (config) # flow monitor FLOW-MONITOR-1 E-g—é el & %) f% iﬁ—o
RTFw T4 description description (EE) 7o— =X OmAZ{ERL £,
11 :
Device (config-flow-monitor)# description
Used for monitoring IPv4 traffic
ATvT5 record netflow {ipv4 | ipv6} original-input Ju—F=HDlLa— REEELET,
1 -
Device (config-flow-monitor) # record netflow
ipv4 original-input
ATvT6 end Flexible NetFlow 70— E=% a7 ¢ a2 L —
valr E— RFaf T LT, %M EXEC E— FIZR
i - D ET,
Device (config-flow-monitor)# end
ATFwT] show flow monitor [[name] monitor-name [cache| ({I-7%) Flexible NetFlow 7 2 — E=X D AT —HX
[format {csv | record | table}]|[statistics]] AB L O ERE IR LET,
il -
Device# show flow monitor FLOW-MONITOR-2
cache
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B o ==4A070—T/RKE—420ET

ARV RFERRTI VA Y =Y
ATvS8 show running-config flow monitor monitor-name| ({LiZ) {EEINT-7 80— F=F DR EXFE L
£,
I
Device# show flow monitor FLOW MONITOR-1

JA—E=-42HAO 70— IO RXRKR—FDETE

FEMZR AT 2 HAY & LT, FlexibleNetFlow (2 X » TIRESN DT —4 &2 U E— h VAT A
W=7 AR— T HE0IC7e—F=HO 70— 7 AR—FERETHITE, ROL T3
NEEETFATLET,

7 nu— =7 AR—42L, Flexible NetFlow TIUE T 57 —F % NetFlow Collection Engine 72 £ D
VE—h VAT LANKETHEOIHEHENES, =7 AKR—FTIL, FTUAFR—F Frk
a/Le LTUDP, =7 AR— K 74—y & LTA=Va r9REHINET,

FIEDHEE

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

G¥)

To— T AR—=FZ LI, 1 OEOHENYR— N ENFT, BEROEECT—F 52Ty
ZR—bT 5581, O 70— 2 AR—FEZRELTC 70— F=H|ZED Y THNLE
NV ET,

IPvd £72131Pv6 7 FL ADWT M EHEH L T/ AR — FTEEJ,

enable

configure terminal

flow exporter exporter-name

description description

destination {hostname | ip-address} [vrf vrf-name]
export-protocol {netflow-v5 | netflow-v9 | ipfix}
transport udp udp-port

exit

© e NS RN =

flow monitor flow-monitor-name

—
o

. exporter exporter-name

=Y
—

. end

-—
N

. show flow exporter exporter-name

—
w

. show running-config flow exporter exporter-name



|  Flexible NetFlow DHE
Jo—x=4An7a— s 2R—40%E I

FIEDFH
ARV RFERETI3 Y B#
ATy enable K EXEC E— R A X —7 /M LE T,
5l - *RAT—REANLET (FEREINTEEA)
Device> enable
ATy T2 configure terminal sua— b ar7 4 Xal—vary - REBLE
ﬁ—o
il -
Device# configure terminal
2Ty T3 flow exporter exporter-name Tn— 7 AR—FZE L. Flexible NetFlow 7 11—
T AR—HF a7 4FXal—ar T— REMBL
15l 7
Device (config) # flow exporter EXPORTER-1 N =0 ]@«Gci %ﬁ@7 R 4 7\7]'\9*—5 ;%
ERERSTHZEHTEET,
ATFvw T4 description description EE) 77— =) AR—FOHHEER L ET,
il -
Device (config-flow-exporter) #
description Exports to datacenter
RATFwTH destination {/ostmame | ip-address} [vrf T AR—Z CT—A B R ETHHE AT LDRA
vrf-name] HEFEIP T FUAZRELET,
Bl GE) PV E£ITIPV6 7 RLADOW TR ZMA L
' THLIZ T AR— N TEET,
Device (config-flow-exporter) #
destination 172.16.10.2
25976 export-protocol {netflow-v5 | netflow-v9 | | == 25— 4 i ff] & 115 NetFlow = 7 A4 — | 71 |
ipfix} ANDON—T a ERELET,
B - * 5 7 /L ME : netflow-v9,
Device (config-flow-exporter) #
export-protocol netflow-v9
ATvIT transport udp udp-port N7V AR—F 7m bz LCUDP Z%EL, =7
AR— b E#L5 Flexible NetFlow k7 7« v 7 &5
I : AT LRSS H UDP A — R EHEE L E T,
Device (config-flow-exporter) # transport
udp 65
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Flexible NetFlow DM Z |

ARV RFERRETIVa Y

B

ATvT8 exit Flexible NetFlow 72— =7 AR —H 27 f Fa L —
varyE—FREKTLT, ZJue—lary 7 Xal—
i TaryE'—RIRERYET,
Device (config-flow-exporter) # exit
ATvT9 flow monitor flow-monitor-name ERNAER &2 7 v — £ = #|Zx] L C Flexible NetFlow
TJu—F=H arJ 4 FXal—iaryE—REeEBL
i - £
Device (config)# flow monitor
FLOW-MONITOR-1
ATv710 exporter exporter-name HANER SN T AR —Z OA4RTEfRELE T,
il -
Device (config-flow-monitor) # exporter
EXPORTER-1
ATvITN end Flexible NetFlow 7 10— £=4 a7 4 Fal— 3
E— FEHET LT, FiHE EXEC E— RIZRY £,
il -
Device (config-flow-monitor)# end
RATFvw 712 show flow exporter exporter-name UEE) lBESN 77— AR—FZDHED AT —
ZARRLET,
il -
Device# show flow exporter
FLOW_EXPORTER-1
279713 show running-config flow exporter (R $EE SN 7 B — =/ A — 2 DREA T L

exporter-name

I -

Device<# show running-config flow
exporter FLOW EXPORTER-1

iTo

WRAEATAAXAL-70— =2 DER

ARG T a— F= S 2ERT D11E, ROVLFEEZFATLET,

K70 —F=HIZE, EHOXF Yy v aRE OB THENTWET, 7e—F=X T L2, Ty v
Va xRN ONEBIRLAT U NEERTHLI— RNRMLETT,
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[T L& BHIIC

Flexible NetFlow D HFRIEHRF AL 2 — KOOV IZHT A X~ A A LTz a— REERT 256
1. ZOFRT BFETTIHENC, WA A AL a— RE2ERTA2HERDH Y £,

Fe R ET I AR— T HEDIIT O —Z I AR — T a0 — =X BT AR, o
AT HSE T T DRI AR—Z BERTHALENHY £,

GE) 7r—F=4 Trecord 2~ NO/XT XA —FZZEHF HHIIZ, no ip flow monitor =~ > N %
ERALT, 3 XTOAL o Z =T oA ADLHEAEHAO 7 n— E=F ZHIBRT 2 0ERH Y £
3, ip flow monitor ==~ > R|Z-2W\TiX, [Cisco IOS Flexible NetFlow Command Reference] %
ZRLTIEZSN,

FIEDHE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }
1. MWEIELTAT v 7 6 2MOVIKLT, 2070 —F=HDX Yy via RNTA—FDERE
FETLET,
8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
13. show running-config flow monitor monitor-name
FIgDFH
ARV RFERERTIVa Y EL:Y
AT enable Fite EXEC £ — & A X —7/VIZLET,
Bl *RAT—REANLET (ERENHE) .
Device> enable
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Flexible NetFlow DM Z |

aAv Y RFEEET7I 3y

S

2Ty T2 configure terminal sua—s ) ary7 4 Xalb—v gy T— Feth
LET,
fAi
Device# configure terminal
ATvT3 flow  monitor monitor-name 7w — =% %Z{ER L. Flexible NetFlow 7 = — &
=Har7 4 Xal—yarET—REMBLET,
i
cZpavy RTIE, BEFo7e— =4 %%
Device (config)# flow monitor FLOW-MONITOR-1 ﬁiij‘%) - & 16 Tﬂcg i»ﬁ«
ATFv T4 description description (EE) 7a— =2 OMHEZFEHRLET,
fAi
Device (config-flow-monitor)# description Used
for basic ipv4 traffic analysis
ATFvTH record {record-name | netflow-original | netflow | 7o — =% L a— R F&EELET,
{ipv4 | ipv6} record [peer]}
11 -
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATvT6 cache {entries number | timeout {active | inactive| ({L7%) 7um—F=F Xy v o T A —F (X
| update} seconds | type {immediate [normal | | ¢ 27 . Fro ol FUEK Frouia
permanent; FATE) BERLET,
1l - * timeout ¥ — U — FZFET 5% — U — FOfE
bevie (contigtl Cor b eache t X, ¥ ¥ v a2 XA 77 immediate |23 E I
evlice (conrig- Ow—-monitor cachne e
normal 7 e NTWBEGAITIIKE SN ERA,
ATvT1 VEIS U TAT v 6 &YKL T, ZD7 |—
H—E=XDF¥yya NTA—FOER%
ETLET,
ATvT8 statistics packet protocol (f£&) Flexible NetFlow =% O~ 1 | 2 L4538

11 -

Device (config-flow-monitor)# statistics
packet protocol

MatEMONEZ A R =T VI LET,
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Jn—E=4nBENRT—4220%% M

aAv Y RFEEET7I 3y

S

ATvT9 statistics packet size (f£#) Flexible NetFlow & =% O A X4y #hist
HHROWEZ A X —T VT LET,
fAi
Device (config-flow-monitor)# statistics
packet size
ATy 710 exporter exporter-name (EE) FANER SN AR —X DA RTE 1
E L/ i @—O
i
Device (config-flow-monitor)# exporter
EXPORTER-1
ATy TN end Flexible NetFlow 72— £=4% 217 4 ¥ 2 L —
vayE— REKT LT, Rt EXEC E— RIZK
i 0 ET,
Device (config-flow-monitor)# end
ATvT12 show flow monitor [[name] monitor-name [cache | ({£-7) Flexible NetFlow 7 & — E=X D AT —X
[format {csv | record | table}]] [statistics]] 2B L OWEHE AR R LET,
{1 -
Device# show flow monitor FLOW-MONITOR-2
cache
2ATv 713 show running-config flow monitor monitor-name| (L&) HEEIN-7 08— F=FXDOFEEZ R R L

11 -

Device# show running-config flow monitor
FLOW MONITOR-1

£

JO0—EZANHREDRAT—RADERT

Ta— T2 X DBIEDARAT — X AR RTHITIE, RO T v a AEEEZFETLET,

FIRDEE

1. enable

2. show flow monitor monitor-name
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B oo E-48FryramoT—20RT

FIEDFH

AT w71 enable
enable 2~ R L - T, BHEEXECE— FZBAELET (7 IRFRRINTEBENRAT—RE AT
LET) .

51 -

Device> enable
Device#

A Fw 72 show flow monitor monitor-name
show flow monitor =~ > R TiE, EETH 70— E=XDHEDAT — X AR R LET,

i -
Device# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic ipv4 traffic analysis
Flow Record: FLOW-RECORD-1
Flow Exporter: EXPORTER-1
Cache:
Type: normal
Status: allocated
Size: 1000 entries / 50052 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs

JA—E=- A Xv vy alDT—ADERTR
Ta— =X Ty v aNOT—HEFRTHIZIE, ROA T a U MEEE2FEITLET,

[T L& BHIIC

TH—FE=H Xy aNOTa—%EK KT HIHIZIE, NetFloworiginal L 2 — R TEFRK Iz
HEIZHEET DN T T4 v V2% EGTHA L —T =4 A, ANi7u— =X EEHT 505
VAT SR g A

FIRDOHE

1. enable

2. show flow monitor name monitor-name cache format record
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FIEDFH

ATy I

ATy T2

Jo— =4 FvviamnrF—a0xsc |

enable
enable 2~ RIZL > T, ¥HEEXECE— RZBIELET (o 7 ERERINTZH/NRAT—REAT]
LET) .

51 -

Device> enable

Device#

show flow monitor name monitor-name cache format record

show flow monitor name monitor-name cache format record =~ > NXXFH|TIL, 7o — FE=HDAT—H
R MEHEH., BXOX vy v aNO TR — F— X EFRLET,

i
Device# show flow monitor name FLOW-MONITOR-1 cache format record
Cache type: Normal
Cache size: 1000
Current entries: 4
High Watermark: 4
Flows added: 101
Flows aged: 97
- Active timeout ( 1800 secs) 3
- Inactive timeout ( 15 secs) 94
- Event aged 0
- Watermark aged 0
- Emergency aged 0
IPV4 DESTINATION ADDRESS: 172.16.10.5
ipv4 source address: 10.10.11.1
trns source port: 25
trns destination port: 25
counter bytes: 72840
counter packets: 1821
IPV4 DESTINATION ADDRESS: 172.16.10.2
ipv4 source address: 10.10.10.2
trns source port: 20
trns destination port: 20
counter bytes: 3913860
counter packets: 7326
IPV4 DESTINATION ADDRESS: 172.16.10.200
ipv4 source address: 192.168.67.6
trns source port: 0
trns destination port: 3073
counter bytes: 51072
counter packets: 1824

Device# show flow monitor name FLOW-MONITOR-2 cache format record

Cache type: Normal
Cache size: 1000
Current entries: 2
High Watermark: 3
Flows added: 95
Flows aged: 93

- Active timeout ( 1800 secs) 0
- Inactive timeout ( 15 secs) 93
- Event aged 0
- Watermark aged 0
- Emergency aged 0
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IPV6 DESTINATION ADDRESS: 2001:DB8:4:ABCD::2

ipv6 source address: 2001:DB8:1:ABCD::1
trns source port: 33572

trns destination port: 23

counter bytes: 19140

counter packets: 349

IPV6 DESTINATION ADDRESS: FF02::9

ipv6 source address: FE80: :A8AA:BBFF:FEBB:CC03
trns source port: 521

trns destination port: 521

counter bytes: 92

counter packets: 1

— /e =
JO0— E=-32RTFEDHEDR
AN Licar7oXalb—rayavwy RERT DT, ROA T a AMNEEEFEITLET,

FIRDHE

1. enable

2. show running-config flow monitor
FIED

X w71 enable
enable =~ FIZ k- T, BMHEEXECE— RZBLET (a7 MRERENEZHRRATU—RE AT

LET) .

51

Device> enable
Device#

A w 72 show running-config flow monitor
show running-config flow monitor =~ > R T, fFE L7 rn— E=FDar 7 4 Fal— g a~v
Y FeFRLET,

i -
Device# show running-config flow monitor FLOW-MONITOR-1

Current configuration:
|
flow monitor FLOW-MONITOR-1
description Used for basic ipv4 traffic analysis
record FLOW-RECORD-1
exporter EXPORTER-1
cache entries 1000
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1va—oz42~070—=20ER I}

A3 —T I AANDT7A— FE=Z2NEA

Tu—%=SET VT 4 TET DN, 1OULEDA 7 =T = A RS 20BN H Y £,
Tn— E=FET 7T 47T DT ROMAFEEEZFITLET,

FIEOME
1. enable
2. configure terminal
3. interface #ype number
4. {ip |ipv6} flow monitor monitor-name {input | output}
5 ZRT v T3BIV4ERYVIELT, NI T4y I BE=XTHTNRNAADMDA 2 —T = A
ATT7R—E=F&2T 7747 LET,
6. end
1. show flow interface #ype number
8. show flow monitor name monitor-name cache format record
FlED
OV bFEREETOVa Y B&Y
ATy enable FitE EXEC E— R& A X—7 /LI LET,
- P RRT— REAALET ERSNLZHE) .
Device> enable
ATFv T2 configure terminal rJua—n)L a7 4 Xal—3g )y F— RE2HG
l./ \i j—O
1 -
Device# configure terminal
AFvT3 interface type number Ao B =T o f REAEE L, A F—T 2 Ry

51 -

Device (config)# interface GigabitEthernet
0/0/0

T4 X2l —TaryE®—RERBLET,
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Flexible NetFlow DM Z |

AR RFEREETOVa Y

E[:b)

ATFvT4 {ip | ipv6} flow monitor monitor-name {input | |{EkFHD 70 —F=F % FT 7 4 v 7 OS5H%
output} RENRDBALVE—T A ATEHV B THI LT, %
DT7a—F=HET 7T 47 LET,
51 -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATvT5 ATy T 3IBLVAEBEVIRLT, NTT7 4y |—
JHT=HTHT A ADMDA o H—T =
AARATTIe—F=XET 7747 LET,
ATvT6 end A B =T Af A AT 4 X2l — g F—FR
T L. FifE EXEC £— RIZEY £,
1 -
Device (config-if)# end
ATvIT show flow interface nype number FREESNI=A v % —7 = A AD Flexible NetFlow ¢
AT =B A (A F—TNVERITT =T N) &%
1 RLET,
Device# show flow interface GigabitEthernet
0/0/0
ATFv T8 show flow monitor name monitor-name BEShEZ7ue—F=FDAT—F A WHEHER.

cache format record

1 :

Device# show flow monitor name
FLOW _MONITOR-1 cache format record

BLOX vy v v aNOT7u—TF =2 2K RLET,

A4 >3 —7 x4 X CFlexibleNetFlow™ 1 r—TJJLILENTLNBZ ED

R

FIRDHE
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va MNEEEFITLET,

1. enable

2. show flow interface type  number
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FIEDFH

ATy I

ATy T2

Flexible NetFlow @)

=

E

enable

Flexible NetFlow 0% 5E i

enable 2~ RIZL > T, ¥HEEXECE— RZBIELET (o 7 ERERINTZH/NRAT—REAT]

LET) .

51 -

Device> enable
Device#

show flow interface type

number

show flow interface =~ > K CiX, A % —7 = A AT Flexible NetFlow 2’ f 2 —T7 /WLl 72 > TNH I L%

R L ET,

151 -

Device# show flow interface GigabitEthernet 0/0/0

Interface GigabitEthernet0/0/0

FNF: monitor:
direction:
traffic(ip):

FNF: monitor:
direction:
traffic (ipv6) :

FLOW-MONITOR-1
Input

on
FLOW-MONITOR-2
Input

on

Device# show flow interface GigabitEthernet 1/0/0
Interface GigabitEthernetl1/0/0

FNF: monitor:
direction:
traffic(ip):

FNF: monitor:
direction:
traffic (ipv6) :

FLOW-MONITOR-1
Output

on
FLOW-MONITOR-2
Input

on

&% TE 151

5] : IPv8d ~ 5 7 « v 2 FA®D Flexible NetFlow &

K& L a— KNS

=L
5374

KIZ, Flexible NetFlow D HFEFHF &L 27— K [BGP ToSNext-Hop| #fH L C7u—E=4%

FEL. IPVA N T 7 4 v 7 BT ZTAFEOHZRLET,
o, Fa— L ary 74X al— gy B— RTHEBELET,

flow monitor FLOW-MONITOR-1
record netflow ipv4 bgp-nexthop-tos

exit
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!
ip cef
|

interface Ethernet 0/0

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|

5 - IPv6 k5 7 4 v BD Flexible NetFlow BRI E&E XA L 01— FD%

X

RIZ. Flexible NetFlow DR EFHF A L 22— K [Source Prefix| #fH L C7n— =X Z2RE
L. IPV6 N7 7 4 v 7 =T 5 HEOHEZRLET,

OB, Fe— L ar 7 4 Fal—vary B RCRHHLET,

flow monitor FLOW-MONITOR-2

record netflow ipvé source-prefix
exit

ip cef

ipvée cef

|

interface GigabitEthernet 0/0/0

ipv6 address 2001:DB8:2:ABCD::2/48
ipv6 flow monitor FLOW-MONITOR-2 input
|

Bl AFIREREINI-O0—ZFFRITLIEEFEND 70— La—F v vy

=L

o aAMETE

W, W—=EZDT_XTCDA B =T 2 A ALDEAT 7 P — & (ToS) 74—/ REEHS
HTOOBRERZRLET, ZOHL, show flow monitor =~ > R&ZfEH LT, /L—% THH
DBEIMT—FZWNETDHZEEZHNE L TWDED, T AR—FIIRESHTWHETA,

ZofNE, Fe—rL ar 7 4 FXal—rar T— RCHBLET,

flow record QOS RECORD

description UD: Flow Record to monitor the use of TOS within this router/network
match interface input

match interface output

match ipv4 tos

collect counter packets

collect counter bytes

exit

|

flow monitor QOS MONITOR

description UD: Flow Monitor which watches the limited combinations of interface and TOS
record QOS_RECORD

cache type normal

cache entries 8192 ! 275 (combos of interfaces) * 256 (values of TOS)
exit

|
interface GigabitEthernet0/0/0

ip flow monitor QOS MONITOR input

exit

|
interface GigabitEthernet0/1/0
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ip flow monitor QOS_MONITOR input
exit

|
interface GigabitEthernet0/2/0

ip flow monitor QOS MONITOR input
exit

!

show flow monitor =~ > FCiX, v v a2 DBHEDAT —X AEFR RLET,

Router# show flow monitor QOS_MONITOR cache

Cache type: Normal
Cache size: 8192
Current entries: 2

High Watermark:
Flows added:
Updates sent ( 1800 secs)

o NN

Bl :IPv6 FS 74w IDE=ZRAYVITRODAARAL ZJO— LOa—F

=JL ==

Ty v a1DETE
WOBITIE, IPV6 T 7 4 v Z7ERFADOH AL L 77— La— R v viazERLET,
oL, Fa—r L ar7 4 FXalb—ary T—RKCTHBLET,

!

ip cef

ipvé cef
!

flow record FLOW-RECORD-2

description Used for basic IPv6 traffic analysis
match ipvé destination address

collect counter bytes

collect counter packets

!
flow monitor FLOW-MONITOR-2

description Used for basic IPv6 traffic analysis
record FLOW-RECORD-2

cache entries 1000

|

interface GigabitEthernet0/0/0

ipv6 address 2001:DB8:2:ABCD::2/48

ipvé flow monitor FLOW-MONITOR-2 input

!

interface GigabitEthernetl/0/0

ipv6 address 2001:DB8:3:ABCD::1/48

ipvé flow monitor FLOW-MONITOR-2 output

|

Bl BHOFHRSN-70—Z2&AY HKkEMNETIO0—La—FXry

T AMNETE

WIZ, —=ZDTXCDA L H—T A ALDOXAT &7 H—EA (ToS) 74—V REEHRT
Bl DEREBZR LET, ZOHIL. show flow monitor =~ > R&Z{#HH L T, /L—& THITH
DBMT —ZHZNETAHZLEZANE L TWATED, =7 AR—ZIIREINTWETA,
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oW, Fae— )L a7 4 FXal— gy F— FCHBLET,

I
ip cef
|

flow record QOS RECORD

description UD: Flow Record to monitor the use of TOS within this router/network
match interface input

match interface output

match ipv4 tos

collect counter packets

collect counter bytes

exit

|
flow monitor QOS MONITOR
description UD: Flow Monitor which watches the limited combinations of interface and TOS
record QOS RECORD

cache type permanent

cache entries 8192 ' 275 (combos of interfaces) * 256 (values of TOS)
exit

!
interface ethernet0/0

ip flow monitor QOS MONITOR input
exit

|

interface ethernet0/1

ip flow monitor QOS MONITOR input
exit

|

interface ethernet0/2

ip flow monitor QOS MONITOR input
exit

!

interface serial2/0

ip flow monitor QOS MONITOR input
exit

|

interface serial2/1

ip flow monitor QOS MONITOR input
|

show flow monitor =~ FTiX, v vV aDBEOAT —X A 2R RLET,

Router# show flow monitor QOS MONITOR cache

Cache type: Permanent
Cache size: 8192
Current entries: 2
High Watermark: 2
Flows added: 2
Updates sent ( 1800 secs) 0

{5 - IPvdE K TIPV6 k5 7 « +v ¥ A D FlexibleNetFlowEgressAccounting

o

)

A

X &

WIZ, IPvd BEIPv6 T 7 4 v 7 D Flexible NetFlow (N7 H o5 ¢ o PR3/ ET D HE
OB &R LET,

o, Fa—rar 7 4 X2 b—v gy B— RCHBLET,

!
flow record v4 rl

match ipv4 tos

match ipv4 protocol

match ipvé4 source address
match ipv4 destination address
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match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long

|

flow record v6_rl
match ipvé traffic-class
match ipv6 protocol
match ipv6 source address
match ipvé destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
|
flow monitor FLOW-MONITOR-1
record v4_rl
exit
|
!
flow monitor FLOW-MONITOR-2
record v6_rl
exit
|
ip cef
ipv6 cef
|

interface GigabitEthernet0/0/0

ip address 172.16.6.2 255.255.255.0
ipv6 address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 output
ipv6 flow monitor FLOW-MONITOR-2 output

NetFlow HJ A4 42 —J 24 X i R— FD:

=JL ==
X B

wOFNL, IPvd b T 7 4 > 7 D Flexible NetFlow 7' A L Z—7 = A4 A Y R— NEHRETDH

EERLTWET,
OB, se— L ar T 4 Fal—vary B RCRHBLET,

|
flow record vé4 rl
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
|
flow monitor FLOW-MONITOR-1
record v4_rl
exit
|
ip cef
|

interface Ethernet0/0.1

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|

WIT. IPV6 57 4 » 2 F1O NetFlow # 7 A 2 #—F = 4 2 HH— hET S 2 L— h 21017

Flexible NetFlow Z X E T 2 HFiEDOHIZ R L ET,
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{51 : Flexible

oW, Fae— )L a7 4 FXal— gy F— FCHBLET,

flow record v6_rl
match ipv6é traffic-class
match ipvé protocol
match ipvé source address
match ipv6 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
collect timestamp absolute first
collect timestamp absolute last
!
flow monitor FLOW-MONITOR-2
record v6_rl
exit
|
ip cef
ipvé cef
|

interface Ethernet0/0.1

ipv6 address 2001:DB8:2:ABCD::2/48
ipvé flow monitor FLOW-MONITOR-2 input
|

NetFlow TOEHIT I AFR— FEDERTE

WK DOFL. Flexible NetFlow /L F =7 AR — "NEEZRET HIHFEEZRLTNET,
O, re— L ar 7 4 Xal—Y gy B— NCHEBLET,

flow exporter EXPORTER-1
destination 172.16.10.2
transport udp 90

exit

|

flow exporter EXPORTER-2
destination 172.16.10.3
transport udp 90

exit

|

flow monitor FLOW-MONITOR-1
record netflow-original
exporter EXPORTER-2
exporter EXPORTER-1
exit

|

ip cef

|

interface GigabitEthernet0/0/0

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|
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Z D DEEE R

&R R SHE
CiscoIOS =2~ R [Cisco I0S Master Command List, All Releases.]
Flexible NetFlow OHE&1E #ids L O E1ESE [Flexible NetFlow 2> 7 4 X2 L — 3 H
£ K]
Flexible NetFlow =~ > R [ Cisco IOS Flexible NetFlow Command Referencel]
1R ZE/RFC
R 24 kL

ORI DR — N ENDAFIRETITEF | —
SIN-HEHE/RFCITH Y FH A,

MiB
MIB MB®D!') s
2L B LT Ty N7+ —A, VAV 7 Y=

7 V=2, BLXOV 4—F % &y D MIB
PRRLTHE Y — R D588, kO URL
\Z 3 % Cisco MIB Locator Z{# ] L £,

http://www.cisco.com/go/mibs
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Flexible NetFlow M #RE &R

SRADTY ZHI YR—F

Flexible NetFlow D=

Bl

)

VAADYR—FBIN N2 AT —v g v
Web VA FTlt, v oo — KAlfER~==7
I, V7 N7 V= NIpEDOF L TA Y
V=Z2ERELTWEST, bl V—2A
. Y7 MU= TEA ARV LTRE L
D, YAORKCT 7 ) v v—I2BT B Hl
HIRMEZ R LT T 57O LTS
VW, ZDWeb WA KN EDY—)ZT 7 EAT
HERIZ. Cisco.com D7 A ID B LS A
U — RAMETT,

http://www.cisco.com/cisco/web/support/index.html

Flexible NetFlow #8215 3R

WORIZ, ZOFY 22— /LTl L7-EEICET 2 ) U — X FHRERLET,

Ux7 VU= hLA U THEEROV RN — FNEASNEEDY T =T V) =X T%
ARLTWET, ZOKEET. FICH Y BRWIRY . ZRUEO—EDY 7 by =7 J U —2TH

PR—bSNET,

ZoRIF, VT b

T R 7 =DV R—FBLR 23 YT 2T A A—VOWR— MNMIEAT DGR E R

951X, Cisco Feature Navigator Zffif L £,

Cisco Feature Navigator |27 7 £ A3 51214,

www.cisco.com/go/ctn [IZBHE) L £9°, Cisco.com DT T2 MIKEH Y £H A,
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5= 18 : Flexible NetFlow D 4RETE 4R

Hae 1)) —2x HRETE R
Flexible NetFlow 12.2(33)SRC

12.2(50)SY

12.4(9)T

15.0(1)SY

15.0(1)SY1

Cisco IOS XE Release 3.1S

Iy
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Flexible NetFlow D=

HRER )1)—x

HAEEHR

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

Flexible NetFlow 73 A X1 £
L7z,

Z DHEREDH AR — M, Cisco
7200 >V —X L—ZHL LT
Cisco IOS Release 12.2(33)SRC
cTEMEShE L,
KD~ RPVEANETITER
S#vE L7, cache (Flexible
NetFlow) . clear flow
exporter, clear flow monitor,
clear sampler, collect counter,
collect flow, collect interface,
collect ipv4, collect ipv4
destination, collect ipv4
fragmentation, collect ipv4
section, collect ipv4 source,
collect ipv4 total-length, collect
ipv4 ttl, collect routing. collect
timestamp sys-uptime, collect
transport, collect transport
icmp ipv4. collect transport
tcp. collect transport udp,
debug flow exporter, debug flow
monitor, debug flow record.
debug sampler. description
(Flexible NetFlow) .
destination, dscp (Flexible
NetFlow) . exporter, flow
exporter, flow monitor, flow
platform. flow record. ip flow
monitor, match flow, match
interface (Flexible NetFlow) .
match ipv4, match ipv4
destination, match ipv4
fragmentation, match ipv4
section, match ipv4 source,
match ipv4 total-length, match
ipv4 ttl, match routing, match
transport, match transport
icmp ipv4. match transport
tcp. match transport udp.
mode (Flexible NetFlow) .
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HeEA )= HRETEER

option (Flexible NetFlow) .
record, sampler, show flow

exporter, show flow interface,
show flow monitor, show flow
record, show sampler, source
(Flexible NetFlow) . statistics
packet, template data timeout,
transport (Flexible NetFlow)
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Flexible NetFlow : IPv4 1 —F+v X k 70—

Flexible NetFlow : IPv4 =%+ A k 7 2 —#§HEIZ K > T, Flexible NetFlow TIPv4 F 77 1 v 7
T HTEET,

© HERETEIROMRE, 67 N—Y

* Flexible NetFlow IPv4 = =% ¥ A k 72 —|Z2D\ T, 67 ~X—

* Flexible NetFlow IPv4 -t =% v A b 70— DR EHE, 68 X—
* Flexible NetFlow IPv4 = =% v A k 7 0 —ORERF], 80 ~X—

* Flexible NetFlow : IPv4 = =% ¥ A N 7 o —OEREFHR, 82 ~LX—

R AE IR R D HERR

THERHOY 7 27 V) —RATiL, 2OFY 22—V TitBAENE T XTOEENRTFR— &
TS EITRY £ A, EHOEEL LOERIEHRIC OV TIE,  [Bug Search Toolll ¥ X OTfilE
HOTZ7y v 74—V 7 bz T7 VI —RZHE LY U—R = 2L T EEN,
ZOEYV 2= /MIRH SN TODEEOFM LR L, SEENYR—rShTnd Y U —20D
UM Ef#ET 55813 ZOEY2—VOREICHHEEIFRORELSHL TIZIV,
TT7y N7 —LDOYR—FBIRRa YT N =T A A=W R— MCET HERERK
9 %121, Cisco Feature Navigator % f#i il L £3°, Cisco Feature Navigator |27 7 £ A3 521,
www.cisco.com/go/ctn (ZFEHEN L £9, Cisco.com DT I 7> MILEDH Y TH A,

Flexible NetFlow IPvd 1= v X k 78 —[ZDLVT

Flexible NetFlow : IPvA 1 =—F v X k JO0—DHE

Z DOHEREIZ X > T, Flexible NetFlow TIPvd b 7 4 v 7 2 E=H TE £,
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I Flexible NetFlow IPvd 1 =% v X b JO—OBRFEHE

Flexible NetFlow IPvd 1.=F% v+ X b 7 A—DHRTEHE

HREAIARXLIz78— La—FDHRE
HAZ L Tu— La— RaRETHITIE, ROEEZFEITLET,

NAB~wA R LTe7v—Lba—RNE, BEOHWTANI 74 v 7 T —F &2 T 5O L
FT, WA AAXLI7a— La— R, key 74—V R& L THEMT S 1 2L ED matech
FEUEN WA T, X nonkey 7 4 —/L RE L THEHT 5 1 DLLED collect ZEYENH VD F 97,

WAL A X LTe7a—La— ROIEFNIL, HELOMREMERSHY £, ZOEETIZ, "TREtE
DHHNEFND 1 DEAEET D7D DOFEICHOWTHBHALET, MNEIS L TZOEEDOFIELZE
FL, B DbETHAZ L 77— La— REERLET,

FIEDHE
1. enable
2. configure terminal
3. flow record record-name
4. description description
5. match {ipv4 |ipv6} {destination | source} address
6. MEIZIELTAT v 7 5 &YKL, La— RoEMkey 7 4 —/V RERELET,
1. collect interface {input | output}
8 MEIUSLTCAT v 7 Ta#HVIKL, La— KOBN nonkey 7 4 —/V REZHE L ET,
9. end
10. show flow record record-name
11. show running-config flow record record-name
FIEDFEHE
ARV RFEREET7TIVa Y B8
AT enable Fite EXEC E— R& A X —7 /LT LET,
1 - AT —=REANLET ERInEHE) .
Device> enable
ATFv T2 configure terminal Jau—nN)LarZ 4 FXal—aryET— R2HBLE
TO
i -
Device# configure terminal
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nzav4ZLt=70—La—roze |

aAvY RFEEET7II Y

Sl

ATvT3 flow record record-name 7nr— L a— R&{ER L, FlexibleNetFlow 7 17— L 21—
Karv74F¥alb—vary®— Rt E7,
i -
*ZDavwr TR, BFOT7n— b a— RE&ERET
Device (config)# fl d - <
Desiceicontis)t tlov recor BIrbTEET
RATFvw T4 description description (EE) 7a— La— ROHBPZIEHR L ET,
il -
Device (config-flow-record) # description
Used for basic traffic analysis
ATFvTH match {ipv4 |ipv6} {destination |source} |7 o — L a—RKDkey 7 4 —/L FERELET,
address
GE) ZOFITIE, IPvASET FLA&Z L a— KD
il - key 7 4 —/V K& LT ELET, matchipvd
’ o< KT TTREZR Z DD key 7 4 — /b
Device (config-flow-record) # match ipv4 N :}‘o’cl:()“key 74—V RO EITE AR/
destination address A i
Z DD mateh =~ > RIZHOW T, [Cisco
10S Flexible NetFlow Command Referencell % %
LTI 7ZEN,
ATvT6 MEZRLTAT v 7 S 2 0iRL, L |—
a— RDiBlkey 7 4 —/V RERE L E
D
ATFvT7 collect interface {input|output} ANNA v H—T 24 A% L a— RKDnonkey 7 4 —/L K &
LTHRELET,
B GH WIS, AN v =T = A% LI— KD
I?evice (conlfig—flow—record) # collect nonkey 74—V R& LCHETAHEZRLE
interface input 7fo nonkey ;74’*_/VIQO)EQfEL:fﬁﬁHEqﬁEiﬁ%E
DAt collect 7~ > RIZOWTIE,  [CiscolOS
Flexible NetFlow Command Reference] %=Z M 1L
TLEENY,
ATvT8 VEIGECTAT v 7 T E2EVEL, L |—
21— KB nonkey 7 4 —/L RZFRE L
£
ATvT9 end Flexible NetFlow 72— L 23— K 23> 7 4 Fa l— 3
Y E— REKT LT, Rk EXEC E— FIZRD £,
15

Device (config-flow-record) # end
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ARV FERET7IVa Y El:g]
ATv710 show flow record record-name R BESNF-7o— L a— FOBED AT —HF R
ERARLET,
{1 -
Device# show flow record FLOW_RECORD-1
ATFvyIT1N1 show running-config flow record (L) BEsSnF7e— La— ROREXFERLE
record-name +.
{1 -

Device# show running-config flow record
FLOW_RECORD-1

JO0— IO RAKR—BDETE
Tl — T AR—HEZRETHIIE. WOVEEEL2FEITLUET,

Y

GE) Ta— T AR—=H T LI, | DBEOLENYR—FENFET, BHEOEEIT—HF ey
AR—= T DA, BHEOT7To0— 2 AR—FZEREL T 70— T=FIZE Y B THNLE
NV £9,

IPv4 F£7213XIPv6 7 L ZDOWIF Nz L CsEkice 7 AR— FT&E £,
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FIEDHEE

FIEDFH

enable
configure terminal
flow exporter exporter-name

description description

dscp dscp

© oo NS REwWDN =

—
Q

. output-features

-—
—

. template data timeout seconds

—
N

. transport udp udp-port

—
w

. ttl seconds

-—
=

. end

—
(2]

. show flow exporter exporter-name

—
D

sn—zoxf—4soxe W

destination {ip-address | hostname} [vrf vrf-name]

export-protocol {netflow-v5 | netflow-v9 | ipfix}

source interface-type interface-number

option {exporter-stats | interface-table | sampler-table | vrf-table} [timeout seconds]

. show running-config flow exporter exporter-name

AT RFEREETIVa Y

EL:)

ATy T

enable

51 -

Device> enable

¥ EXEC E— K& A F—7 ML E T,
*NATU—REANLET (FERSNTEHE) .

ATvT2

configure terminal

&1 -

Device# configure terminal

Ja—\ a7 4 FXal—grE— REEBLET,

ATvT3

flow exporter exporter-name

&1 -

Device (config)# flow exporter
EXPORTER-1

Jua— xJ7 AR—H %&{EK L., Flexible NetFlow 7 1 — T
JAR—F a7 4 X2l —arF— RERBLET,

cIavwy RTIE, BEFEO TV n— = AR—H &R
e I R S ==

ATv74

description description

&1 -

Device (config-flow-exporter) #
description Exports to the datacenter

(EE) 227 4 ¥ = L—1 3 8 K Oshow flow exporter
avy ROHNCRFIEND T 7 AR—FZ O 23R E L
\i—a—o

Flexible NetFlow 21> 7 « ¥ a2 L—3 3> H4 K. Cisco l0S XE Release 3S (ASR 1000) [ |



B o—ozxf—so8E

Flexible NetFlow : IPv 1=% v X k 7a— |

AR RFEREETOVa Y

Sl

25w TS5 destination {ip-address | hostname} [vrf | 7 ZR—Z DR AT LD IP 7T RV AFE T IEAR A K
vif-name] & EFELET,
6l GE)  IPVAETEIPv6 7 RLAOW T EEH LT
' SESCIcT 7 AR—hTEET,
Device (config-flow-exporter) #
destination 172.16.10.2
ATy 76 export-protocol {netflow-v5 | netflow-v9 | | = 7 28— & Cffifl X315 NetFlow =27 AR — k 7’1 |
ipfix} INDNR—Y g EEELET, NBAR i S
74—V ROLZY AR — MIIPFIX TOHYHR— &N T
11 : WET,
Devi fig-flow- # o= .
expOrEprotosol necfiowvs. 77 4 /v M - netflow-v9,
ATy 71 dscp dscp EE) =/ AR—ZICE > TEREENDT—Z 7T LD
Diffserv 2— K i"A >k (DSCP) "I A —HZ &R ELFE
Bl - 4,
Device (config-flow-exporter)# dscp 63 . %I;& dSCp @%ﬁ&i 0~ 63 'C“jﬂo 5‘_7 FL bk [0]0
ATvT8 source interface-type interface-number (FE) TV AR—HF T, =TIV AR—NINTET—H T
LDEEILIPT RLALE LTIPTY RLREFEHTHa—
B : BN ALHE—T A AERELET,
Device (config-flow-exporter) # source
ethernet 0/0
2FvT9 option {exporter-stats | interface-table | (FERB) ZJAR—HFDOF T ay T—FZ NRXTA—H%&
sampler-table | vrf-table} [timeout seconds] |z 7= | £,
i - 3ODF TV a UERIFFICRETEET,
Device (config-flow-exporter) # option ¢ %I@S@C()nds @%ﬁﬁi\ 1 ~ 86,400 VC"@—O '7:7?/1/ k
exporter-stats timeout 120 ﬁﬁ : 600,
2Fv 710 output-features (f£#) Quality of Service (QoS) & H5EALZHAH L=
AR—h Xy NOERFREA X —TMILET,
1 -
Device (config-flow-exporter) #
output-features
ATFvIT1N template data timeout seconds (EE) ZA LT T MIESNWTT 7 L— FOHFEEL
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Device (config-flow-exporter)# template
data timeout 120

BELET.

* 514 seconds D#EIFHIL. 1 ~ 86400 TI (86400 # =
24 E:‘I_I:FEﬁ) o
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hzav14ZLt-70—x=40kk |

AR RFEREETOVa Y

Sl

AT T12 transport udp udp-port T AR—=RNEINDT —H T T LE5EIEy AT AT
% UDP R— M &fEL £T,
£ "
* 51 udp-port DML 1 ~ 65536 T,
Device (config-flow-exporter) # transport
udp 650
ATvT13 ttl seconds (LE) =7 AR—ZILELsTEEENDT—F T T LD
fefoi ATRERFRA] (TTL) fEZa%E L E 7,
151 : "
* 5% seconds DFIPHIL 1 ~ 255 T,
Device (config-flow-exporter)# ttl 15
25y F14 end THa— T AR—H ar7 4 Fal—rarE— ik
T L. ¥ EXEC £— FIZREY £7,
151 :
Device (config-flow-exporter) # end
ATvT15 show flow exporter exporter-name EE) BEESh70— =7 AR—ZDBIED AT —
A AxRKRLET,
1 :
Device# show flow exporter
FLOW EXPORTER-1
27y 7 16 show running-config flow exporter () HEE ST n— =7 AR— 2 OREEFFL

exporter-name

151 -

Device# show running-config flow
exporter FLOW_EXPORTER-1

£,

WRAEATAAXALF-70— =2 DERL

NAL N Tu— F=FZET D123, ROVAFEEEZETLET,

K7 —=FZE, HEHOF Yy v aBE DY ToNTWET, 7a—F=Z2T L2, v v
Va U NIONEBIRLAT U NEERTDHLI— RNPMLETT,

[F L& BRI

Flexible NetFlow DEHRIEFF AL I — ROV I A X~ A X LIz a— REHHT 546
X, ZOX AT EETTIHRINC, WAX~A AL a— REERRT20ERH Y 9,

F—R BT AR— R T HEDIITa—2 ) AR—F 270 —F=F BT 5881,

ZDH

A7 5T T AN AR—Z BERT HMLENH Y 3,
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B 7x45<14XLt-70—E=40#RK

A

G¥)

7Ha—F=%Trecord 21~ NO/XT A —FZZEHF HHIIZ, no ip flow monitor =~ > K%
LT, 3_XTOA L F =T =2 A ADOEMEFEHAO 70— E=F ZHIRT D2LENH Y £
7, ip flow monitor =~ > RiZ-DWTIL, [Cisco I10S Flexible NetFlow Command Referencell %
ZHLTLIEEN,

FIRDOHE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }
1. VWEIZJEUTAT Yy P62V IRLT, 207 — F=F DXy via TG A—FDOEFE
SETLET,
8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
13. show running-config flow monitor monitor-name
FIED 54
YU RERRTIV Y At
ATv T enable FibE EXEC E— R& A X —7 /LT LET,
Bl - *NAT—FRE AN LET ERINEHE)
Device> enable
ATw T2 configure terminal Ja—xN)L a7 4 Xl — gy F— REpis
L/ \32 j—O
il -
Device# configure terminal
ATFvT3 flow monitor monitor-name 77— FE=H& Z{ER L. Flexible NetFlow 7 11— &
=Har74Xal—varE—REfBLET,
il
CIoavy FTE, Biffo7 e — B=4 248
Device (config)# flow monitor FLOW-MONITOR-1 Ej—é = %f % T% ij—

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)
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hzav14ZLt-70—x=40kk |

aAv Y RFEEET7I 3y

S

ATFv T4 description description (EE) 7a— =X OMHEZFEHRLET,
{51
Device (config-flow-monitor) # description Used
for basic ipv4 traffic analysis
ATFvTH record {record-name | netflow-original | netflow | 7o — =% L a— R &EELET,
{ipv4 | ipv6} record [peer]}
11
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATvT6 cache {entries number | timeout {active | inactive| ({L7%) 7un—F=F Xy v a2 T A —HF (X
| update} seconds | type {immediate [normal | | ¢ 27 |l Fr ool FUEK Froia
permanent; FATE) BEELET,
- * timeout ¥ — 7V — N|ZE T 5 F— U — FOfHE
bevie (contigtl Cor b eache t X, ¥ ¥ v XA 7 immediate |23 E I
evlice (conrig- OoOw—-monitor cachne e
normal ? e NTWBEAITIIKE SN E A,
ATvT1 VEIZGELTAT v 76 &20IKLT, 207 |—
= EF=FDX Yy a NTFTA—FOETE
SETLET,
ATv T8 statistics packet protocol (f£&) Flexible NetFlow =% ® 7 1 k2 L4538
FEHEMOINEE A R — T WIZ L ET,
{1
Device (config-flow-monitor)# statistics
packet protocol
ATv79 statistics packet size (f£&) Flexible NetFlow & =% D% A X380k H
HHROWEZA RX—T NI LET,
{1
Device (config-flow-monitor)# statistics
packet size
ATv 710 exporter exporter-name LE) FANER SNy AR—% D4 % 15

1 -

Device (config-flow-monitor)# exporter
EXPORTER-1

Ebiﬁ—o
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aAv Y RFEEET7I 3y

S

ATvIN end Flexible NetFlow 72— F=% 2.7 4 ¥ =2 L —
Tar E'— FEK&T LT, FitE EXEC E— NIZKE

{1 DET,
Device (config-flow-monitor)# end

ATwT12 show flow monitor [[name] monitor-name [cache | ({T-7&) Flexible NetFlow 72— E=Z D A5 —X
[format {csv | record | table}]] [statistics]] 2B X OWEHEREF R LET,
1 :
Device# show flow monitor FLOW-MONITOR-2
cache

ATy 713 show running-config flow monitor monitor-name| ({13&) EEINZ70— FE=F DR ELE L

1 -

Device# show running-config flow monitor
FLOW _MONITOR-1

jz—g«o

A3 —T I AANDT7A— FE=Z2NDEA

TOu—F=XET T 4 TAET RN, 1 DU LEDA U H—T o AT HOMERS D 7,
Tu— =B ET VT 4 T BTN, IROVBIEEA2FEITLET,

FIEDHEE

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

enable
configure terminal

interface type number

LA S

ATC7u— =427 7747 LET,
end

~ o

. show flow interface #ype number

8. show flow monitor name monitor-name

{ip | ipv6} flow monitor monitor-name {input | output}
ATy TI3BIOAZHYVE LT, NITA v I HFT=FTHT7 M ADMDA o F—T =4

cache format record
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1va—oz42~070—=20ER I}

FEDEFHA
ARV REEEFET7Ia Y B#
ATy 1 enable FibE EXEC E— R& A X —7 LI LE T,
i CNAT—=REANLET FERINTEHA)
Device> enable
2Ty T2 configure terminal sua—s ) ary7 4 Xalb—gy ®— etk
L/ijqo
1 -
Device# configure terminal
ATvT3 interface fype number AVE—=T A AGEEL, AV F—T =, XA
TA4Xal—yar EB— FERBLET,
1 -
Device (config)# interface GigabitEthernet
0/0/0
257y T4 {ip | ipv6} flow monitor monitor-name {input| | JERFEHOT B —F =S % NT T 4 v 7 DL
output; BLRBA L H—T A ACEIVSTHZ LT, Z
D7R—F=FET I T 4TI LET,
151 -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATvTH ATy 3B E{EVIRLT, N T 74y |—
I AT EHT A, ADMD A v —T =
AARTTR—F=XET 774 7L LET,
ATv76 end A B =T A AT 4 Fal—gr EF—FR
ZHT L. HHE EXEC £— RIZR Y £,
1 -
Device (config-if)# end
ATvT1 show flow interface type number WWEINIZA v Z—7 = A AD Flexible NetFlow @
AT =B A (A F—=TNEIEZT =T N) &%
51 ~LET,
Device# show flow interface GigabitEthernet
0/0/0
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B 7% T9 XK~ FIZ& % Flexible NetFlow DFEE & 1 F— T L1k

ARV RFEREERTIVa Y Sy

ATvS8 show flow monitor name monitor-name BEIN-70—F=F DA T —F A $HeHEH.
cache format record BLUF ¥y aNOT0—F— 2 2 FRLET,
K
Device# show flow monitor name
FLOW_MONITOR-1 cache format record

T—A I/ RiR— FIZ& 5 Flexible NetFlow DEREE 1 *—TILik

Xy aT—HETIAR—NTDERNT T4 v I DEATERET HIZIE, 7 —F=F%1{E
BT DMERHY ET, T—FDOTT AR—ERETH 12U EDOA U H—T7 = A AT
HZEWLESDT, 7 —F=H A X—TNVITHDMLERHYEST, T—% =7 AKR—FT
Flexible NetFlow Z i E L CTA X — 7 M BIZIE, ROMNHEZ A7 FEITLET,

K7 —FE=FZE, FHOF Yy anFD Y ToOhTnET, 7r—F=FTLIZ, F¥v
Vaxz U NIONEBIOVAT Y MNEERETHLI— RBMETT, La—FK 7r—<v h
iF, FHIEREFEAOLI— K Tr—~y hOWTRNITLZ b TEEd0n, EROa—T
H#LIL Flexible NetFlow 72— L a— K 227 4 X2 L —3 3 > F— F T collect 33 X U matech =
~ U REEHLTHAOLa— R 74—~y FEERT 22 b TEET,

GE) Ja—F=HFDlLa— K 73—~y hxrecord 2~ RCEET AL, ZOHIICTZ7a—F
=X EWMHLTHAEIT R TCOA L F—T 24 ANL, 70— F=FXZHIBRL TR LEND
D ET,

FIEDHEE

enable

configure terminal

flow monitor monitor-name

record {record-name | netflow-original | netflow {ipv4 | ipv6 record [peer] }]
exporter exporter-name

exit

interface type number

{ip | ipv6} flow monitor monitor-name {input | output}

© o NS RE WDN =

end

10. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]][statistics]]

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)
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F—#& T4 RHK— ML B Flexible NetFlow Dz E 1 +— Tt I}

FIE D
AU RFERETIVa Y B
ATy T enable ¥iME EXEC E— R& A X—7 /T LT,
. *RNAU—KREADLET (FERINEHE) .
Device> enable
ATy T2 configure terminal sua— b ar7 4 Xal—varyET—ReliLE
@—O
11
Device# configure terminal
ATv7T3 flow  monitor monitor-name 7 —E=4%{ER L, Flexible NetFlow 7 17— F =%
a7 4 FXalb—varyET—RNERBLET,
11 :
*ZDaxy FTE, BFO 77— E= 2 AT
Device (config)# flow monito \s S
FLgvlq—MONITorlz—l ! e DILELTEET,
ATFvT4 record {record-name | netflow-original | Ja— F=FZOLa— REEELET,
netflow {ipv4 | ipv6 record [peer] }]
11 :
Device (config-flow-monitor)# record
netflow ipv4 original-input
ATvTh exporter exporter-name FANER SN AR —Z D4R EfRELET,
il
Device (config-flow-monitor)# exporter
EXPORTER-1
ATvT6 exit Flexible NetFlow 71— E=% a7 4 ¥al —i g
EF—FEKTLT, Zu— L a7 4F¥al—s
il - v E—RNIZRED ET,
Device (config-flow-monitor) # exit
27y T1 interface fype number Ao B =T oA AEHREL, A F—T = f X AL T 4

51 -

Device (config) # interface GigabitEthernet
0/0/0

X2l —grET—FE2HBLET,
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AR RFEREETO V3 Y

B

2T vT8 {ip | ipv6} flow monitor monitor-name {input [Ef i H07 m— =5 %, RF 7 4 v 7 DHHRIE
| output} LRBALE—T 2 AZEIN Y THI LT, 2D
N— =527 7747 LET,
51
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATv79 end AV HE—T 2 A a7 4 Fal—aryE— Rk
T L. # EXEC T— FIZE Y £,
51 -
Device (config-if)# end
2Fv 710 show flow monitor [[name] monitor-name (f£&) Flexible NetFlow 72— EFE=HX DA T —H AL

[cache [format {csv | record |
table} |][statistics]]

51

Device# show flow monitor FLOW-MONITOR-2
cache

FOMEHEREZFR R LET, UL, 7—F =7 AFKR—
AR T7B—F=H Xy v alX L TA R—T N>
TWAZ L aiERLET,

Flexible NetFlow IPvd 1. =%+ X b 7 A— D E 5

B EHT Y AKR— FEDETE

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

WIZ, IPv4 E72FIPV6 D ST 7 4 v 71T

EOP 2R L ET,

Flexible NetFlow O DT 7 AR — MNeadiRETH

ZofNE, Fe—rL ar 7 4 F¥al—rar T— RCHBLET,

flow exporter EXPORTER-1
destination 172.16.10.2
transport udp 90

exit

|

flow exporter EXPORTER-2
destination 172.16.10.3
transport udp 90

exit

|

flow record v4 rl

match ipv4 tos

match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port
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5 : IPvd 5 KT IPV6 +5 7 « v -7 FAD Flexible NetFlow Egress Accounting 0 5% 5 B

collect counter bytes long
collect counter packets long

flow record v6_rl

match
match
match
match
match
match

ipv6 traffic-class

ipv6 protocol

ipvé source address

ipv6 destination address
transport source-port
transport destination-port

collect counter bytes long
collect counter packets long
!

flow monitor FLOW-MONITOR-1
record v4 rl

exporter EXPORTER-2
exporter EXPORTER-1

flow monitor FLOW-MONITOR-2
record v6_rl

exporter EXPORTER-2
exporter EXPORTER-1

|

ip cef

interface GigabitEthernetl1/0/0
ip address 172.16.6.2 255.255.255.0

ipv6

address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 input

ipv6 flow monitor FLOW-MONITOR-2 input
RIZ, 70— F=H N2 OO AR—=Z|IT—=H2x 7 AR = LTS Z L aerndHihplz
ALET,

Device# show flow monitor FLOW-MONITOR-1
Flow Monitor FLOW-MONITOR-1:

Description: User defined
Flow Record: vd rl
Flow Exporter: EXPORTER-1
EXPORTER-2
Cache:
Type: normal (Platform cache)
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs

{5l : IPvaE K UIPV6 5 7 « v & D FlexibleNetFlowEgressAccounting

@D

=N

X &

A

=

wIZ,

IPv4 BEONIPv6 kT 7 ¢ 7 FHD Flexible NetFlow W7 h 7 o5 ¢ v V&R ET HH51E

DB ZRLUET,
O, Fue— L ary 74X al— gy B— NTREBLET,

flow record v4 rl

match
match
match
match

ipv4d tos

ipv4 protocol

ipv4 source address

ipv4 destination address
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match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long

|

flow record v6_rl
match ipvé traffic-class
match ipv6 protocol
match ipv6é source address
match ipvé destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
|
flow monitor FLOW-MONITOR-1
record v4_rl
exit
|
!
flow monitor FLOW-MONITOR-2
record v6_rl
exit
|
ip cef
ipv6 cef
|

interface GigabitEthernet0/0/0

ip address 172.16.6.2 255.255.255.0
ipv6 address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 output
ipv6 flow monitor FLOW-MONITOR-2 output

Flexible NetFlow : IPv4 11 =%+ X kb 7 O—O#REIER

WDOFIZ, TOFY 22— /LT LIMEEICET A2 ) Y —XERERLET, ZOFRIL, Y7 b
77 VU —RX N A U TEEROYR— IR EASNLLEEOY 7 =T VY —RET%
RLTWET, TOMEEIT, FFCHT O BNV RY . ZnBEO—#EDO Y 7 vy =7 VY —ATH
PR hERET,

TT Y N7 A —bDOFR— PRIV R YT v =T A A=V OV R— MIMET D IERE HER
F %121, Cisco Feature Navigator Zffi /] L £, Cisco Feature Navigator |27 7 & 23 514,
www.cisco.com/go/ctn [ZFEHE) L 9, Cisco.com D7 A7 MILEH Y FH A,
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|  Flexible NetFlow : IPv4 =%+ X k 70—
Flexible NetFlow : IPva 1 =%+ 2 + 7o—o#seis®n |

% 19 : Flexible NetFlow : IPvd 1 =% v X b 7 O—DHEEETELR

HHe4 1)1)—=x HREER
Flexible NetFlow : IPv4 ===+ | 12.2(33)SRC Flexible NetFlow T® IPv4 7
AL T7B— 12.2(50)SY 74 v DEREAF—T NI
12.4(9)T LETS
15.0(1)SY Z OERED Y AR — ME. Cisco

7200 LY — K — K E LT
15.0(1)sY1 Cisco I0S Release 12.2(33)SRC
Cisco 10S XE Release 3.1S TEMENE L,

Cisco I0S XE Release 3.2SE WD A~ RAREAE - IEH
SHLE L7z, collect routing,
debug flow record. collect
ipv4. collect ipv4 destination,
collect ipv4 fragmentation,
collect ipv4 section, collect ipv4
source, ip flow monitor, match
ipv4. match ipv4 destination,
match ipv4 fragmentation,
match ipv4 section, match ipv4
source, match routing,

record. show flow monitor,
show flow record
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Flexible NetFlow : IPv6 == ¥ A k 7 2 —kEHEIZ K > T, Flexible NetFlow TIPv6 h 7 7 1 v 7
EE=HXTEET,

* WERETE IR OMERE, 85 N—¥
* Flexible NetFlow IPv6 -t =% ¥ A kb 72 —[ZDW\T, 85 ~X—
* Flexible NetFlow IPv6 -t =% v A kb 70— DR EHFIE, 86 ~X—
* Flexible NetFlow IPv6 = =% ¥ A & 7 12 —@OiXER], 98 ~—

* Flexible NetFlow : IPv6 L =% ¥ A b 7 o —OERERF R, 100 ~L—

E 0) EE At

RO 7 27 VU —RATiE, 2OFYa2a— /L TitBAENE T X TOMENTHR— &N
TWDEIERY FHA, EHOEER LU HRIZ OV TIE,  [Bug Search Tool] 38 X UNZfE
HOTZ7y v 74—V 7 =7 VI —RZHS LY V=R ) —FE2ZRL T EE,
ZOEY 22— /WIS N TV OO AR L, SN R—FSnhTns Y J—20D
UZ MR T 25815, 2OFVa2a—LORRICHHIEEFRORESRL TIEIN,
TTy N7 A= LD R FBIOV A2 YT b 2T A A=V OV R— MY 2 ERE BT

9 5IZ1%, Cisco Feature Navigator Zf# ] L &7, Cisco Feature Navigator |27 7 & 23 521X
www.cisco.com/go/ctn IZFEEN L £9, Cisco.com DT B 72 MILEDH D FH A,

Flexible NetFlow IPv6 1. =%+ X k JA—[ZDW\T

Flexible NetFlow IPv6 1. =%+ X F 70— =E

Z DOFEREIZ L. o T, Flexible NetFlow TIPv6 N7 7 4 w7 =X TEx£7,
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Il Flexible NetFlow IPv6 1 =% v X + J0—D®REH*

Flexible NetFlow IPv6 .=F% v+ X b 7 A—DHRTEHE

HREAIARXLIz78— La—FDHRE
HAZ L Tu— La— RaRETHITIE, ROEEZFEITLET,

NAB~wA R LTe7v—Lba—RNE, BEOHWTANI 74 v 7 T —F &2 T 5O L
FT, WA AAXLI7a— La— R, key 74—V R& L THEMT S 1 2L ED matech
FEUEN WA T, X nonkey 7 4 —/L RE L THEHT 5 1 DLLED collect ZEYENH VD F 97,

WAL A X LTe7a—La— ROIEFNIL, HELOMREMERSHY £, ZOEETIZ, "TREtE
DHHNEFND 1 DEAEET D7D DOFEICHOWTHBHALET, MNEIS L TZOEEDOFIELZE
FL, B DbETHAZ L 77— La— REERLET,

FIEDHE
1. enable
2. configure terminal
3. flow record record-name
4. description description
5. match {ipv4 |ipv6} {destination | source} address
6. MEIZIELTAT v 7 5 &YKL, La— RoEMkey 7 4 —/V RERELET,
1. collect interface {input | output}
8 MEIUSLTCAT v 7 Ta#HVIKL, La— KOBN nonkey 7 4 —/V REZHE L ET,
9. end
10. show flow record record-name
11. show running-config flow record record-name
FIEDFEHE
ARV RFEREET7TIVa Y B8
AT enable Fite EXEC E— R& A X —7 /LT LET,
1 - AT —=REANLET ERInEHE) .
Device> enable
ATFv T2 configure terminal Jau—nN)LarZ 4 FXal—aryET— R2HBLE
TO
i -
Device# configure terminal

il Flexible NetFlow 2> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)
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NAETA A Lt=70— La—ROH [ |

aAvY RFEEET7II Y

Sl

ATvT3 flow record record-name 7nr— L a— R&{ER L, FlexibleNetFlow 7 17— L 21—
Karv74F¥alb—vary®— Rt E7,
i -
*ZDavwr TR, BFOT7n— b a— RE&ERET
Device (config)# fl d - <
Desiceicontis)t tlov recor BIrbTEET
RATFvw T4 description description (EE) 7a— La— ROHBPZIEHR L ET,
il -
Device (config-flow-record) # description
Used for basic traffic analysis
ATFvTH match {ipv4 |ipv6} {destination |source} |7 o — L a—RKDkey 7 4 —/L FERELET,
address
GE) ZOFITIE, IPvASET FLA&Z L a— KD
il - key 7 4 —/V K& LT ELET, matchipvd
’ o< KT TTREZR Z DD key 7 4 — /b
Device (config-flow-record) # match ipv4 N :}‘o’cl:()“key 74—V RO EITE AR/
destination address A i
Z DD mateh =~ > RIZHOW T, [Cisco
10S Flexible NetFlow Command Referencell % %
LTI 7ZEN,
ATvT6 MEZRLTAT v 7 S 2 0iRL, L |—
a— RDiBlkey 7 4 —/V RERE L E
D
ATFvT7 collect interface {input|output} ANNA v H—T 24 A% L a— RKDnonkey 7 4 —/L K &
LTHRELET,
B GH WIS, AN v =T = A% LI— KD
I?evice (conlfig—flow—record) # collect nonkey 74—V R& LCHETAHEZRLE
interface input 7fo nonkey ;74’*_/VIQO)EQfEL:fﬁﬁHEqﬁEiﬁ%E
DAt collect 7~ > RIZOWTIE,  [CiscolOS
Flexible NetFlow Command Reference] %=Z M 1L
TLEENY,
ATvT8 VEIGECTAT v 7 T E2EVEL, L |—
21— KB nonkey 7 4 —/L RZFRE L
£
ATvT9 end Flexible NetFlow 72— L 23— K 23> 7 4 Fa l— 3
Y E— REKT LT, Rk EXEC E— FIZRD £,
15

Device (config-flow-record) # end
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B oo—ozxf—s0%

ARV FERET7IVa Y El:g]
ATv710 show flow record record-name R BESNF-7o— L a— FOBED AT —HF R
ERARLET,
{1 -
Device# show flow record FLOW_RECORD-1
ATFvyIT1N1 show running-config flow record (L) BEsSnF7e— La— ROREXFERLE
record-name +.
{1 -

Device# show running-config flow record
FLOW_RECORD-1

JO0— IO RAKR—BDETE
Tl — T AR—HEZRETHIIE. WOVEEEL2FEITLUET,

Y

GE) Ta— T AR—=H T LI, | DBEOLENYR—FENFET, BHEOEEIT—HF ey
AR—= T DA, BHEOT7To0— 2 AR—FZEREL T 70— T=FIZE Y B THNLE
NV £9,

IPv4 F£7213XIPv6 7 L ZDOWIF Nz L CsEkice 7 AR— FT&E £,

Flexible NetFlow 21> 7 4 21 L—3 3> 74 K. Ciscol0S XE Release 3S (ASR 1000)
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FIEDHEE

FIEDFH

enable
configure terminal
flow exporter exporter-name

description description

dscp dscp

© oo NS REwWDN =

—
Q

. output-features

-—
—

. template data timeout seconds

—
N

. transport udp udp-port

—
w

. ttl seconds

-—
=

. end

—
(2]

. show flow exporter exporter-name

—
D

JO0—THRK—EDOH [ |

destination {ip-address | hostname} [vrf vrf-name]

export-protocol {netflow-v5 | netflow-v9 | ipfix}

source interface-type interface-number

option {exporter-stats | interface-table | sampler-table | vrf-table} [timeout seconds]

. show running-config flow exporter exporter-name

AT RFEREETIVa Y

EL:)

ATy T

enable

51 -

Device> enable

¥ EXEC E— K& A F—7 ML E T,
*NATU—REANLET (FERSNTEHE) .

ATvT2

configure terminal

&1 -

Device# configure terminal

Ja—\ a7 4 FXal—grE— REEBLET,

ATvT3

flow exporter exporter-name

&1 -

Device (config)# flow exporter
EXPORTER-1

7ua— x 7 AR—H %VER L, Flexible NetFlow 7 12— =
JAR—F a7 4 X2l —arF— RERBLET,

cIavwy RTIE, BEFEO TV n— = AR—H &R
e I R S ==

ATv74

description description

&1 -

Device (config-flow-exporter) #
description Exports to the datacenter

(EE) 227 4 ¥ = L—1 3 8 K Oshow flow exporter
avy ROHNCRFIEND T 7 AR—FZ O 23R E L
\i—a—o
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AR RFEREETOVa Y

Sl

25w TS5 destination {ip-address | hostname} [vrf | 7 ZR—Z DR AT LD IP 7T RV AFE T IEAR A K
vif-name] & EFELET,
6l GE)  IPVAETEIPv6 7 RLAOW T EEH LT
' SESCIcT 7 AR—hTEET,
Device (config-flow-exporter) #
destination 172.16.10.2
ATy 76 export-protocol {netflow-v5 | netflow-v9 | | = 7 28— & Cffifl X315 NetFlow =27 AR — k 7’1 |
ipfix} INDNR—Y g EEELET, NBAR i S
74—V ROLZY AR — MIIPFIX TOHYHR— &N T
11 : WET,
Devi fig-flow- # o= .
expOrEprotosol necfiowvs. 77 4 /v M - netflow-v9,
ATy 71 dscp dscp EE) =/ AR—ZICE > TEREENDT—Z 7T LD
Diffserv 2— K i"A >k (DSCP) "I A —HZ &R ELFE
Bl - 4,
Device (config-flow-exporter)# dscp 63 . %I;& dSCp @%ﬁ&i 0~ 63 'C“jﬂo 5‘_7 FL bk [0]0
ATvT8 source interface-type interface-number (FE) TV AR—HF T, =TIV AR—NINTET—H T
LDEEILIPT RLALE LTIPTY RLREFEHTHa—
B : BN ALHE—T A AERELET,
Device (config-flow-exporter) # source
ethernet 0/0
2FvT9 option {exporter-stats | interface-table | (FERB) ZJAR—HFDOF T ay T—FZ NRXTA—H%&
sampler-table | vrf-table} [timeout seconds] |z 7= | £,
i - 3ODF TV a UERIFFICRETEET,
Device (config-flow-exporter) # option ¢ %I@S@C()nds @%ﬁﬁi\ 1 ~ 86,400 VC"@—O '7:7?/1/ k
exporter-stats timeout 120 ﬁﬁ : 600,
2Fv 710 output-features (f£#) Quality of Service (QoS) & H5EALZHAH L=
AR—h Xy NOERFREA X —TMILET,
1 -
Device (config-flow-exporter) #
output-features
ATFvIT1N template data timeout seconds (EE) ZA LT T MIESNWTT 7 L— FOHFEEL

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

51 -

Device (config-flow-exporter)# template
data timeout 120

BELET.

* 514 seconds D#EIFHIL. 1 ~ 86400 TI (86400 # =
24 E:‘I_I:FEﬁ) o
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hzxa<z4XLt=7a—x=420k I}

AR RFEREETOVa Y

Sl

AT T12 transport udp udp-port T AR—=RNEINDT —H T T LE5EIEy AT AT
% UDP R— M &fEL £T,
£ "
* 51 udp-port DML 1 ~ 65536 T,
Device (config-flow-exporter) # transport
udp 650
ATvT13 ttl seconds (LE) =7 AR—ZILELsTEEENDT—F T T LD
fefoi ATRERFRA] (TTL) fEZa%E L E 7,
151 : "
* 5% seconds DFIPHIL 1 ~ 255 T,
Device (config-flow-exporter)# ttl 15
25y F14 end THa— T AR—H ar7 4 Fal—rarE— ik
T L. ¥ EXEC £— FIZREY £7,
151 :
Device (config-flow-exporter) # end
ATvT15 show flow exporter exporter-name EE) BEESh70— =7 AR—ZDBIED AT —
A AxRKRLET,
1 :
Device# show flow exporter
FLOW EXPORTER-1
27y 7 16 show running-config flow exporter () HEE ST n— =7 AR— 2 OREEFFL

exporter-name

151 -

Device# show running-config flow
exporter FLOW_EXPORTER-1

£,

WRAEATAAXALF-70— =2 DERL

NAL N Tu— F=FZET D123, ROVAFEEEZETLET,

K7 —=FZE, HEHOF Yy v aBE DY ToNTWET, 7a—F=Z2T L2, v v
Va U NIONEBIRLAT U NEERTDHLI— RNPMLETT,

[F L& BRI

Flexible NetFlow DEHRIEFF AL I — ROV I A X~ A X LIz a— REHHT 546
X, ZOX AT EETTIHRINC, WAX~A AL a— REERRT20ERH Y 9,

F—R BT AR— R T HEDIITa—2 ) AR—F 270 —F=F BT 5881,

ZDH

A7 5T T AN AR—Z BERT HMLENH Y 3,
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B 7247170 —E=50%K

A

G¥)

7Ha—F=%Trecord 21~ NO/XT A —FZZEHF HHIIZ, no ip flow monitor =~ > K%
LT, 3_XTOA L F =T =2 A ADOEMEFEHAO 70— E=F ZHIRT D2LENH Y £
7, ip flow monitor =~ > RiZ-DWTIL, [Cisco I10S Flexible NetFlow Command Referencell %
ZHLTLIEEN,

FIRDOHE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }
1. VWEIZJEUTAT Yy P62V IRLT, 207 — F=F DXy via TG A—FDOEFE
SETLET,
8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
13. show running-config flow monitor monitor-name
FIED 54
YU RERRTIV Y At
ATv T enable FibE EXEC E— R& A X —7 /LT LET,
Bl - *NAT—FRE AN LET ERINEHE)
Device> enable
ATw T2 configure terminal Ja—xN)L a7 4 Xl — gy F— REpis
L/ \32 j—O
il -
Device# configure terminal
ATFvT3 flow monitor monitor-name 77— FE=H& Z{ER L. Flexible NetFlow 7 11— &
=Har74Xal—varE—REfBLET,
il
CIoavy FTE, Biffo7 e — B=4 248
Device (config)# flow monitor FLOW-MONITOR-1 Ej—é = %f % T% ij—
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hzxa<z4XLt=7a—x=420k I}

aAv Y RFEEET7I 3y

S

ATFv T4 description description (EE) 7a— =X OMHEZFEHRLET,
{51
Device (config-flow-monitor) # description Used
for basic ipv4 traffic analysis
ATFvTH record {record-name | netflow-original | netflow | 7o — =% L a— R &EELET,
{ipv4 | ipv6} record [peer]}
11
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATvT6 cache {entries number | timeout {active | inactive| ({L7%) 7un—F=F Xy v a2 T A —HF (X
| update} seconds | type {immediate [normal | | ¢ 27 |l Fr ool FUEK Froia
permanent; FATE) BEELET,
- * timeout ¥ — 7V — N|ZE T 5 F— U — FOfHE
bevie (contigtl Cor b eache t X, ¥ ¥ v XA 7 immediate |23 E I
evlice (conrig- OoOw—-monitor cachne e
normal ? e NTWBEAITIIKE SN E A,
ATvT1 VEIZGELTAT v 76 &20IKLT, 207 |—
= EF=FDX Yy a NTFTA—FOETE
SETLET,
ATv T8 statistics packet protocol (f£&) Flexible NetFlow =% ® 7 1 k2 L4538
FEHEMOINEE A R — T WIZ L ET,
{1
Device (config-flow-monitor)# statistics
packet protocol
ATv79 statistics packet size (f£&) Flexible NetFlow & =% D% A X380k H
HHROWEZA RX—T NI LET,
{1
Device (config-flow-monitor)# statistics
packet size
ATv 710 exporter exporter-name LE) FANER SNy AR—% D4 % 15

1 -

Device (config-flow-monitor)# exporter
EXPORTER-1

Ebiﬁ—o
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aAv Y RFEEET7I 3y

S

ATvIN end Flexible NetFlow 72— F=% 2.7 4 ¥ =2 L —
Tar E'— FEK&T LT, FitE EXEC E— NIZKE

{1 DET,
Device (config-flow-monitor)# end

ATwT12 show flow monitor [[name] monitor-name [cache | ({T-7&) Flexible NetFlow 72— E=Z D A5 —X
[format {csv | record | table}]] [statistics]] 2B X OWEHEREF R LET,
1 :
Device# show flow monitor FLOW-MONITOR-2
cache

ATy 713 show running-config flow monitor monitor-name| ({13&) EEINZ70— FE=F DR ELE L

1 -

Device# show running-config flow monitor
FLOW _MONITOR-1

\i—g_‘o

A3 —T I AANDT7A— FE=Z2NDEA

TOu—F=XET T 4 TAET RN, 1 DU LEDA U H—T o AT HOMERS D 7,
Tu— =B ET VT 4 T BTN, IROVBIEEA2FEITLET,

FIEDHEE

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

enable
configure terminal

interface type number

LA S

ATC7u— =427 7747 LET,
end

~ o

. show flow interface #ype number

8. show flow monitor name monitor-name

{ip | ipv6} flow monitor monitor-name {input | output}
ATy TI3BIOAZHYVE LT, NITA v I HFT=FTHT7 M ADMDA o F—T =4

cache format record
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1v8—7x42~070—=20ER8 I}

FEDEFHA
ARV REEEFET7Ia Y B#
ATy 1 enable FibE EXEC E— R& A X —7 LI LE T,
i CNAT—=REANLET FERINTEHA)
Device> enable
2Ty T2 configure terminal sua—s ) ary7 4 Xalb—gy ®— etk
L/ijqo
1 -
Device# configure terminal
ATvT3 interface fype number AVE—=T A AGEEL, AV F—T =, XA
TA4Xal—yar EB— FERBLET,
1 -
Device (config)# interface GigabitEthernet
0/0/0
257y T4 {ip | ipv6} flow monitor monitor-name {input| | JERFEHOT B —F =S % NT T 4 v 7 DL
output; BLRBA L H—T A ACEIVSTHZ LT, Z
D7R—F=FET I T 4TI LET,
151 -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATvTH ATy 3B E{EVIRLT, N T 74y |—
I AT EHT A, ADMD A v —T =
AARTTR—F=XET 774 7L LET,
ATv76 end A B =T A AT 4 Fal—gr EF—FR
ZHT L. HHE EXEC £— RIZR Y £,
1 -
Device (config-if)# end
ATvT1 show flow interface type number WWEINIZA v Z—7 = A AD Flexible NetFlow @
AT =B A (A F—=TNEIEZT =T N) &%
51 ~LET,
Device# show flow interface GigabitEthernet
0/0/0
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B 7% =5 xHK— FI=& % Flexible NetFlow D% & 1 = — T L1

ARV RFEREERTIVa Y Sy

ATvS8 show flow monitor name monitor-name BEIN-70—F=F DA T —F A $HeHEH.
cache format record BLUF ¥y aNOT0—F— 2 2 FRLET,
K
Device# show flow monitor name
FLOW_MONITOR-1 cache format record

T—A I/ RiR— FIZ& 5 Flexible NetFlow DEREE 1 *—TILik

Xy aT—HETIAR—NTDERNT T4 v I DEATERET HIZIE, 7 —F=F%1{E
BT DMERHY ET, T—FDOTT AR—ERETH 12U EDOA U H—T7 = A AT
HZEWLESDT, 7 —F=H A X—TNVITHDMLERHYEST, T—% =7 AKR—FT
Flexible NetFlow Z i E L CTA X — 7 M BIZIE, ROMNHEZ A7 FEITLET,

K7 —FE=FZE, FHOF Yy anFD Y ToOhTnET, 7r—F=FTLIZ, F¥v
Vaxz U NIONEBIOVAT Y MNEERETHLI— RBMETT, La—FK 7r—<v h
iF, FHIEREFEAOLI— K Tr—~y hOWTRNITLZ b TEEd0n, EROa—T
H#LIL Flexible NetFlow 72— L a— K 227 4 X2 L —3 3 > F— F T collect 33 X U matech =
~ U REEHLTHAOLa— R 74—~y FEERT 22 b TEET,

GE) Ja—F=HFDlLa— K 73—~y hxrecord 2~ RCEET AL, ZOHIICTZ7a—F
=X EWMHLTHAEIT R TCOA L F—T 24 ANL, 70— F=FXZHIBRL TR LEND
D ET,

FIEDHEE

enable

configure terminal

flow monitor monitor-name

record {record-name | netflow-original | netflow {ipv4 | ipv6 record [peer] }]
exporter exporter-name

exit

interface type number

{ip | ipv6} flow monitor monitor-name {input | output}

© o NS RE WDN =

end

10. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]][statistics]]
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F—#& T4 RK— M= & 3 Flexible NetFlow Dz E 1 +—T Lt I}

FIE D
AU RFERETIVa Y B
ATy T enable ¥iME EXEC E— R& A X—7 /T LT,
. *RNAU—KREADLET (FERINEHE) .
Device> enable
ATy T2 configure terminal sua— b ar7 4 Xal—varyET—ReliLE
@—O
11
Device# configure terminal
ATv7T3 flow  monitor monitor-name 7 —E=4%{ER L, Flexible NetFlow 7 17— F =%
a7 4 FXalb—varyET—RNERBLET,
11 :
*ZDaxy FTE, BFO 77— E= 2 AT
Device (config)# flow monito \s S
FLgvlq—MONITorlz—l ! e DILELTEET,
ATFvT4 record {record-name | netflow-original | Ja— F=FZOLa— REEELET,
netflow {ipv4 | ipv6 record [peer] }]
11 :
Device (config-flow-monitor)# record
netflow ipv4 original-input
ATvTh exporter exporter-name FANER SN AR —Z D4R EfRELET,
il
Device (config-flow-monitor)# exporter
EXPORTER-1
ATvT6 exit Flexible NetFlow 71— E=% a7 4 ¥al —i g
EF—FEKTLT, Zu— L a7 4F¥al—s
il - v E—RNIZRED ET,
Device (config-flow-monitor) # exit
27y T1 interface fype number Ao B =T oA AEHREL, A F—T = f X AL T 4

51 -

Device (config) # interface GigabitEthernet
0/0/0

X2l —grET—FE2HBLET,
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AR RFEREETO V3 Y

B

2T vT8 {ip | ipv6} flow monitor monitor-name {input [Ef i H07 m— =5 %, RF 7 4 v 7 DHHRIE
| output} LRBALE—T 2 AZEIN Y THI LT, 2D
N— =527 7747 LET,
51
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATv79 end AV HE—T 2 A a7 4 Fal—aryE— Rk
T L. # EXEC T— FIZE Y £,
51 -
Device (config-if)# end
2Fv 710 show flow monitor [[name] monitor-name (f£&) Flexible NetFlow 72— EFE=HX DA T —H AL

[cache [format {csv | record |
table} |][statistics]]

51

Device# show flow monitor FLOW-MONITOR-2
cache

FOMEHEREZFR R LET, UL, 7—F =7 AFKR—
AR T7B—F=H Xy v alX L TA R—T N>
TWAZ L aiERLET,

Flexible NetFlow IPv6 .=+ X b 7 A—D & EH

B EHT Y AKR— FEDETE

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

WIZ, IPv4 E72FIPV6 D ST 7 4 v 71T

EOP 2R L ET,

Flexible NetFlow O DT 7 AR — MNeadiRETH

ZofNE, Fe—rL ar 7 4 F¥al—rar T— RCHBLET,

flow exporter EXPORTER-1
destination 172.16.10.2
transport udp 90

exit

|

flow exporter EXPORTER-2
destination 172.16.10.3
transport udp 90

exit

|

flow record v4 rl

match ipv4 tos

match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port
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Bl : IPvd B & U IPv6 k5 7 ¢ %~ FD Flexible NetFlow Egress Accounting 0 5% .

collect counter bytes long
collect counter packets long

|

flow record v6_rl

match ipv6 traffic-class

match ipv6é protocol

match ipvé source address
match ipv6 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long

|

flow monitor FLOW-MONITOR-1
record v4 rl

exporter EXPORTER-2
exporter EXPORTER-1

!

!

flow monitor FLOW-MONITOR-2
record v6_rl

exporter EXPORTER-2
exporter EXPORTER-1

!

ip cef

|

interface GigabitEthernetl1/0/0

ip address 172.16.6.2 255.255.255.0
ipv6 address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 input
ipv6 flow monitor FLOW-MONITOR-2 input

%J’UZ\ TH— EF=IN2ODTY AR—ZNIT =BT AR— LTS L AT Hhl%
ALET,

Device# show flow monitor FLOW-MONITOR-1
Flow Monitor FLOW-MONITOR-1:

Description: User defined
Flow Record: vd rl
Flow Exporter: EXPORTER-1
EXPORTER-2
Cache:
Type: normal (Platform cache)
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs

{5l : IPvaE K UIPV6 5 7 « v & D FlexibleNetFlowEgressAccounting

@D

=N

X &

A

=

wIZ, IPv4d BENIPv6 kT 7 4 w7 D Flexible NetFlow (N7 o o5 ¢ v F &3/ ET D ik
Ol ERLET,

O, Fue— L ary 74X al— gy B— NTREBLET,

|

flow record v4 rl

match ipv4 tos

match ipv4 protocol

match ipv4 source address
match ipv4 destination address
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B Flexible NetFlow : IPv6 1 =%+ X 7 O—DiEEIESR

match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long

|

flow record v6_rl
match ipvé traffic-class
match ipv6 protocol
match ipv6é source address
match ipvé destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
|
flow monitor FLOW-MONITOR-1
record v4_rl
exit
|
!
flow monitor FLOW-MONITOR-2
record v6_rl
exit
|
ip cef
ipv6 cef
|

interface GigabitEthernet0/0/0

ip address 172.16.6.2 255.255.255.0
ipv6 address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 output
ipv6 flow monitor FLOW-MONITOR-2 output

Flexible NetFlow : IPv6 .=+ X kb 7 O—D#REIER

WDOFIZ, TOFY 22— /LT LIMEEICET A2 ) Y —XERERLET, ZOFRIL, Y7 b
77 VU —RX N A U TEEROYR— IR EASNLLEEOY 7 =T VY —RET%
RLTWET, TOMEEIT, FFCHT O BNV RY . ZnBEO—#EDO Y 7 vy =7 VY —ATH
PR hERET,

TT Y N7 A —bDOFR— PRIV R YT v =T A A=V OV R— MIMET D IERE HER
F %121, Cisco Feature Navigator Zffi /] L £, Cisco Feature Navigator |27 7 & 23 514,
www.cisco.com/go/ctn [ZFEHE) L 9, Cisco.com D7 A7 MILEH Y FH A,
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Flexible NetFlow : IPv6 1 =3+ X ~ 7 O—DH&AEIEER B

5% 20 : Flexible NetFlow : IPv6 1 =% v X b 7 O—DHEEEELR

HReR 1)1)—=x HREIEER

Flexible NetFlow : IPv6 == ==¢ % | 12.2(33)SRE Flexible NetFlow T IPv6

AbT7E— 12.2(50)SY T4y EERTEET,
12.420)T Z OFEREDH R — K&, Cisco
15.0(1)SY 7200 3 KX TR 7300 F v R T —7

x> (NPE) v U —X
J—F M & LT, CiscoIOS
Cisco IOS XE Release 3.2SE Release 12.2(33)SRE Cild il & U
Cisco I0S XE Release 3.3S L7
ROa~ >y RPEANEITER
SHVE L7, collect routing,
debug flow record., match
routing, record, show flow

15.0(1)SY1

monitor, show flow record,
collect ipv6. collect ipvé
destination, collect ipv6
extension map. collect ipv6
fragmentation, collect ipv6
hop-limit, collect ipv6 length,
collect ipv6 section. collectipv6
source, collect transport icmp
ipv6. ipv6 flow monitor, match
ipv6. match ipv6 destination,
match ipv6 extension map,
match ipv6 fragmentation,
match ipv6 hop-limit, match
ipv6 length, match ipvé

section, match ipv6 source,
match transport icmp ipv6
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Flexible NetFlow : MPLS H{ /] NetFlow $¢REZ M9~ & MPLS 7L DT f AR g HRE
TENTVWD Yy by DED MPLS/N7 y b & LTA—ZIZEE L, IP/37 » b & LTHERE
ENDT Y O 7n—fFRExy 7T T2 ENTEET,
© BERETHEOMERE, 103 ~—
* Flexible NetFlow MPLS 1 /) NetFlow (2 DWW T, 104 ~X—
* Flexible NetFlow MPLS 1) NetFlow D% & %, 106 ~—
* Flexible NetFlow MPLS 7] NetFlow D% ERF], 113 ~—
* TOMOBEER, 114 ~—
* Flexible NetFlow : MPLS {1 /] NetFlow O#§efg , 115 ~—

AL D

THEHOY 7 2T VY —RATHEE, ZOFY 22— L THHEINITRTOBRELNTR— &N
TWD EIERY £HA, ERHOEEL LOMREJFHRIC OV TIX,  [Bug Search Tool] 35 XU
HDOTFy v 73—V T 72T V) —RCHS L2 U —2 J— b 2SR L TLIEEN,
ZOEY 22— VIR SN TV OERBOFFM AR L, SEESYR—FSnTnWbHr I J—20D
UZ MR T 25615, ZOFYV 22— LORRZRICHHEEFBHROREZSRL TI IV,

TT v "7 A —bDOPR— FBIOV R YT by =T A A=V OV KR— MIBET D IERE HER
9% 1Z1%. Cisco Feature Navigator Zf ] L £ 9, Cisco Feature Navigator {Z7 7 £ 2§ 521X
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT H 72 MIVLEDH D £H A,
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Flexible NetFlow : MPLS t 77 NetFlow |
. Flexible NetFlow MPLS i 71 NetFlow [ DT

Flexible NetFlow MPLS 1 77 NetFlow [T DU\ T

Flexible NetFlow MPLS 1 1 NetFlow

Flexible NetFlow : MPLS {1 7] NetFlow #2145 &, L—Z I~ F7a hair T X
A vF7 (MPLS) /X7 v hELTHERFL, Py hELTEEEND Ay h, IP7—
BWa Xy 7F ¥ TxET, ZOBETIZ. VPNDO—FDHA F5R T VPN OMF O Ak
FTTaNSE =Dy R— 2 %iEiET 5, MPLSVPNIP 7 2 —% % ¥ 7' F v T& £7, Flexible
NetFlow : MPLS 7] NetFlow #§fE% 4 % —7 MIZTHI1E, 7oL X —DFy NU—71ZhHD
HAS<—T v (CE) £ vV H—T A A~DT RN A X —=Tv (PE) T, H1 (BE) £—
Fo7o—Ev=%%@EMALET,

WO, 42O VPNLIHA E2ODVPN2Y A "B3HB, MPLSVPN 2 hU—72 hiRmy
OFERLET, HMOE—FODT7a—E=F%@H L, 5 PEA % —7 = A A T Flexible
NetFlow : MPLS /) NetFlow & A *r—7 /L% % &, PEIZ (MPLS VPN 725 D) MPLS /37
FELTHERFBL, IPX7y FELTPENL—ZIZEREEND Xy b, TP 7o —{ERNT v 7
FyaInEd, WIIHIZRLET,

CWTHADYE—RVPNIHA D VPNI O A R 2IZEEEND N T 7 v 7 DT a—
EXY 7T TLHIE, T AL — Ty Y L—H PE2 DY 7 PE2-CE5 T, HJE— K
D7H—FE=L oA F—T VI LET,

CWTIAOYE— R VPN2H A R VPN2 O A M IZERREESND N T 74 v 7 DT r—
XYy I F T AL, e X —xvY )L—F PE3 DV 7 PE3-CE4 T, i 1E—F
D7B—F=H e F—TMILET,
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LCES-I |

71— 5 —#& X Flexible NetFlow D% ¥ v > 2 [T EINET, v v iaNO7a—F—4%
FoR_T BHIZiL. show flow monitor monitor-name cache =~ > K& L ¥4,

7 : Flexible NetFlow : MPLS i 1 NetFlow #$8ED &% % MPLS VPN &y k0 —% kRO Dl

Flexible NetFlow : MPLS f} /] NetFlow #re T35 7 v — F =4 H & L T Flexible NetFlow = 7
AR—=HEHE LTHEIE, PEA—ERNXy VT F vy Snl7n—%, 7af{F—Fxy hT—7
WIZRESNTZaL I X TR, AT AR— LET, Xy NT—F T—X TFHFI74F
VPN Solution Center (VPN-SC) 72 D7 7V r—va i, fv 7 F v Iniz7e—nbiFR%s
IWEEL, A MR VPN b T 7 ¢ v 7 OFEHERZFHE L TERLET,

HIRE IR

VRF #5% 3 IP 7 7 ¢ v 7 D7=HI|Z, Flexible NetFlow Z ] L TMPLS 7 77 RO v IZdH
DV—BDRENT T 4 v 7 ET=FTH5EE, RO —/V FRRESHT, 302720
£

CEEEY RS

CREERTLT 4T A
*EESE AS B

CEEELEBGP VT T4 v AT T A
CRXTANKYT
*BGP * 7 A bRy
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B Flexible NetFlow MPLS t: 71 NetFlow ()38 7 75 i%

Flexible NetFlow MPLS H /1 NetFlow D% E A%

JO0—E=AFAMO 78— I Y9 RAKR—EDHETFE

Y

SR Z2 TR E &2 B & L C, FlexibleNetFlow [ X > CTINESNDT —X &2V E— b VAT A
o AR—= b T BRI T7Tu—F=ZHO 70— 7 AR—F ERET DI, ROA T3
MEEERFEITLET,

7nu— =7 AR —%L, Flexible NetFlow TIUE 415 7 —# % NetFlow Collection Engine 72 £ 0
UE—F VAT LNKETLHOIENESNES, =7 AR—FTIE, P77 AKR—K 7 b

/& LTUDP, =7 AR—h ZH—<y b LTA=VarIniflanEd,

FIRDHE

il Flexible NetFlow 2> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

G

Tn— T AR—=H LT, 1 O5EEDHBNYR— N ENFET, EEROmICT 42T
AR—= T HEAE., BHROT7o— 2V AR—FZEREL T 70— F=FITE Y B THNLE
NHYET,

IPv4 F721XIPv6 7 FL AW TN EEH L Tokicey AR — FTEFET,

enable

configure terminal

flow exporter exporter-name

description description

destination {hostname | ip-address} [vrf vrf-name]
export-protocol {netflow-v5 | netflow-v9 | ipfix}
transport udp udp-port

exit

© NS REWDN=

flow monitor flow-monitor-name

—
(=]

. exporter exporter-name

-—
—

. end

—
N

. show flow exporter exporter-name

—
w

. show running-config flow exporter exporter-name
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Jo—x=4An7a— s 2R—40%E I

FIEDFH
ARV RFERETI3 Y B#
ATy enable K EXEC E— R A X —7 /M LE T,
5l - *RAT—REANLET (FEREINTEEA)
Device> enable
ATy T2 configure terminal sua— b ar7 4 Xal—vary - REBLE
ﬁ—o
il -
Device# configure terminal
2Ty T3 flow exporter exporter-name Tn— 7 AR—FZE L. Flexible NetFlow 7 11—
T AR—HF a7 4FXal—ar T— REMBL
15l 7
Device (config) # flow exporter EXPORTER-1 N =0 ]@«Gci %ﬁ@7 R 4 7\7]'\9*—5 ;%
ERERSTHZEHTEET,
ATFvw T4 description description EE) 77— =) AR—FOHHEER L ET,
il -
Device (config-flow-exporter) #
description Exports to datacenter
RATFwTH destination {/ostmame | ip-address} [vrf T AR—Z CT—A B R ETHHE AT LDRA
vrf-name] HEFEIP T FUAZRELET,
Bl GE) PV E£ITIPV6 7 RLADOW TR ZMA L
' THLIZ T AR— N TEET,
Device (config-flow-exporter) #
destination 172.16.10.2
25976 export-protocol {netflow-v5 | netflow-v9 | | == 25— 4 i ff] & 115 NetFlow = 7 A4 — | 71 |
ipfix} ANDON—T a ERELET,
B - * 5 7 /L ME : netflow-v9,
Device (config-flow-exporter) #
export-protocol netflow-v9
ATvIT transport udp udp-port N7V AR—F 7m bz LCUDP Z%EL, =7
AR— b E#L5 Flexible NetFlow k7 7« v 7 &5
I : AT LRSS H UDP A — R EHEE L E T,
Device (config-flow-exporter) # transport
udp 65
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Flexible NetFlow : MPLS t 77 NetFlow |

ARV RFERRETIVa Y

B

ATvT8 exit Flexible NetFlow 72— =7 AR —H 27 f Fa L —
varyE—FREKTLT, ZJue—lary 7 Xal—
i TaryE'—RIRERYET,
Device (config-flow-exporter) # exit
ATvT9 flow monitor flow-monitor-name ERNAER &2 7 v — £ = #|Zx] L C Flexible NetFlow
TJu—F=H arJ 4 FXal—iaryE—REeEBL
i - £
Device (config)# flow monitor
FLOW-MONITOR-1
ATv710 exporter exporter-name HANER SN T AR —Z OA4RTEfRELE T,
il -
Device (config-flow-monitor) # exporter
EXPORTER-1
ATvITN end Flexible NetFlow 7 10— £=4 a7 4 Fal— 3
E— FEHET LT, FiHE EXEC E— RIZRY £,
il -
Device (config-flow-monitor)# end
RATFvw 712 show flow exporter exporter-name UEE) lBESN 77— AR—FZDHED AT —
ZARRLET,
il -
Device# show flow exporter
FLOW_EXPORTER-1
279713 show running-config flow exporter (R $EE SN 7 B — =/ A — 2 DREA T L

exporter-name

I -

Device<# show running-config flow
exporter FLOW EXPORTER-1

iTo

WRAEATAAXAL-70— =2 DER

ARG T a— F= S 2ERT D11E, ROVLFEEZFATLET,

K70 —F=HIZE, EHOXF Yy v aRE OB THENTWET, 7e—F=X T L2, Ty v
Va xRN ONEBIRLAT U NEERTHLI— RNRMLETT,
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hzav14ZLt-70—x=40kk |

[T L& BHIIC

Flexible NetFlow D HFRIEHRF AL 2 — KOOV IZHT A X~ A A LTz a— REERT 256
1. ZOFRT BFETTIHENC, WA A AL a— RE2ERTA2HERDH Y £,

Fe R ET I AR— T HEDIIT O —Z I AR — T a0 — =X BT AR, o
AT HSE T T DRI AR—Z BERTHALENHY £,

GE) 7r—F=4 Trecord 2~ NO/XT XA —FZZEHF HHIIZ, no ip flow monitor =~ > N %
ERALT, 3 XTOAL o Z =T oA ADLHEAEHAO 7 n— E=F ZHIBRT 2 0ERH Y £
3, ip flow monitor ==~ > R|Z-2W\TiX, [Cisco IOS Flexible NetFlow Command Reference] %
ZRLTIEZSN,

FIEDHE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }
1. MWEIELTAT v 7 6 2MOVIKLT, 2070 —F=HDX Yy via RNTA—FDERE
FETLET,
8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
13. show running-config flow monitor monitor-name
FIgDFH
ARV RFERERTIVa Y EL:Y
AT enable Fite EXEC £ — & A X —7/VIZLET,
Bl *RAT—REANLET (ERENHE) .
Device> enable
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aAv Y RFEEET7I 3y

S

2Ty T2 configure terminal sua—s ) ary7 4 Xalb—v gy T— Feth
LET,
fAi
Device# configure terminal
ATvT3 flow  monitor monitor-name 7w — =% %Z{ER L. Flexible NetFlow 7 = — &
=Har7 4 Xal—yarET—REMBLET,
i
cZpavy RTIE, BEFo7e— =4 %%
Device (config)# flow monitor FLOW-MONITOR-1 ﬁiij‘%) - & 16 Tﬂcg i»ﬁ«
ATFv T4 description description (EE) 7a— =2 OMHEZFEHRLET,
fAi
Device (config-flow-monitor)# description Used
for basic ipv4 traffic analysis
ATFvTH record {record-name | netflow-original | netflow | 7o — =% L a— R F&EELET,
{ipv4 | ipv6} record [peer]}
11 -
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATvT6 cache {entries number | timeout {active | inactive| ({L7%) 7um—F=F Xy v o T A —F (X
| update} seconds | type {immediate [normal | | ¢ 27 . Fro ol FUEK Frouia
permanent; FATE) BERLET,
1l - * timeout ¥ — U — FZFET 5% — U — FOfE
bevie (contigtl Cor b eache t X, ¥ ¥ v a2 XA 77 immediate |23 E I
evlice (conrig- Ow—-monitor cachne e
normal 7 e NTWBEGAITIIKE SN ERA,
ATvT1 VEIS U TAT v 6 &YKL T, ZD7 |—
H—E=XDF¥yya NTA—FOER%
ETLET,
ATvT8 statistics packet protocol (f£&) Flexible NetFlow =% O~ 1 | 2 L4538

11 -

Device (config-flow-monitor)# statistics
packet protocol

MatEMONEZ A R =T VI LET,
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1va—oz42~070—=20ER I}

aAv Y RFEEET7I 3y

S

ATvT9 statistics packet size (f£#) Flexible NetFlow & =% O A X4y #hist
HHROWEZ A X —T VT LET,
fAi
Device (config-flow-monitor)# statistics
packet size
ATy 710 exporter exporter-name (EE) FANER SN AR —X DA RTE 1
E L/ i ?—O
i
Device (config-flow-monitor)# exporter
EXPORTER-1
& | end Flexible NetFlow 7 11— £=% 217 { ¥ 2 L —
vayE— REKT LT, Rt EXEC E— RIZK
i 0 ET,
Device (config-flow-monitor)# end
ATvT12 show flow monitor [[name] monitor-name [cache | ({£-7) Flexible NetFlow 7 & — E=X D AT —X
[format {csv | record | table}]] [statistics]] 2B L OWEHE AR R LET,
{1 -
Device# show flow monitor FLOW-MONITOR-2
cache
XTFv 713 show running-config flow monitor monitor-name| (L&) HEEIN-7 08— F=FXDOFEEZ R R L

11 -

Device# show running-config flow monitor
FLOW MONITOR-1

£

AR—T A A~ANO 70— F=_2DEH

Tu—F=ZET 7T 4 7AbT BN, 1DUEDA v —T 2 A ATEHTHLERDH D T,
Tu—F=H BT T 4 7T DI, ROMEEEEEITLET,
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B sz zx~0n70—E=450EA

FIEDBE
1. enable
2. configure terminal
3. interface #ype number
4. {ip|ipv6} flow monitor monitor-name {input | output}
5. 27 v 73BLV4EMYVIELT, NI T4 vV EE=FTHT S ADMDA v 2 —T =4
ATCT7u—F=HET 7T 4 7L LET,
6. end
1. show flow interface type number
8. show flow monitor name monitor-name cache format record
FED M
AU RFEEET7I 3y B#)
ATy enable ¥iHE EXEC E— K& A 3x—7 M LET,
il - CNRAT—REANLET ERINHE) .
Device> enable
2Ty T2 configure terminal Ja—\) ary7 4 Xal—g T — Reth
LET,
1 -
Device# configure terminal
ATv73 interface 1ype number Ao =T 2 A AL EL, /X —Tx2f A
T4 X2l —v gy ET— REBEBLET,
1 :
Device (config)# interface GigabitEthernet
0/0/0
ATvT4 {ip | ipv6} flow monitor monitor-name {input | |{ERkFHLD 7O —F=H % T 7 4 v 7 OS5H%t
output} RLERDALI—T =2 A ATEIVYTHI LT, %
DT7A—F=HET I T 47 LET,
1 -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATy 75 ATy FIBIP4EBVIRLT, bTFT7 4 v |—
T TS T DTN, ADMDA X —T =
AARATTO—F=ZET 77 47 LET,
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Flexible NetFlow MPLS i 71 NetFlow %6 [l

AU RFERETIVa Y E]:g]
ATvT6 end A B =T A AL T 4 X2l — g F—FR
T L. Bt EXEC £— RIZREY £,
i -
Device (config-if)# end
ATv 71 show flow interface fype number FBEIN=A v % —7 = A AD Flexible NetFlow
AT =B A (A F—TNVEIIT =T N) &%
1 - ~LET,
Device# show flow interface GigabitEthernet
0/0/0
ATv S8 show flow monitor name monitor-name WBESNhE7a—F=FDOAT—F A HEHE#R.
cache format record BLOF vy valNO7n—F—2 %7 LET,
1 :

Device# show flow monitor name
FLOW _MONITOR-1 cache format record

Flexible NetFlow MPLS 1 1 NetFlow 0 % 7€ 5]

{5l : IPvAE K UIPV6 ~ 5 7 ¢ v 7 FHDFlexibleNetFlowEgressAccounting
DEHTE
WIZ, IPv4 BELVIPV6 kT 7 ¢ w7 FHD Flexible NetFlow tH 17 7 7 4 v 7 hgRET 5 ik
DR LET,

ZOFNE, Fe— L ar 74X al—ay B— RCHBLET,

|

flow record vé4 rl

match ipv4 tos

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long

|

flow record v6 rl

match ipvé traffic-class

match ipv6é protocol

match ipvé source address

match ipvé destination address
match transport source-port
match transport destination-port
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collect counter bytes long
collect counter packets long
|

flow monitor FLOW-MONITOR-1
record v4_rl

exit

|

!

flow monitor FLOW-MONITOR-2
record vé6_rl

exit

|
ip cef
ipv6 cef

|

interface GigabitEthernet0/0/0

ip address 172.16.6.2 255.255.255.0
ipv6 address 2001:DB8:2:ABCD::2/48

ip flow monitor FLOW-MONITOR-1 output
ipv6 flow monitor FLOW-MONITOR-2 output

Z Dt DEEE

BEEE S5
CiscolOS 2~v > K [Cisco IOS Master Command List, All Releases.]
Flexible NetFlow OBEREH IS L O ENFHE [ Flexible NetFlow =7 4 X2 L — 3 7]
1K)
Flexible NetFlow =~ > K [ Cisco 10S Flexible NetFlow Command Reference]
¥R#/RFC
R4 24 ML

COMBEBICIVYR—-NEINDIHHREITETE | —
SN7-HEHE/RFC 13H D £H A
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Flexible NetFlow : MPLS 1 /1 NetFlow
Flexible NetFlow : MPLS 71 NetFlow 0#éaetgss [

MiIB
MIB MB®D!')>s
2L B LT Ty N7+ —A, VAV 7 >

7 UVI)—=X, BXOT7 4 —F ¥ > O MIB
ERBELTH U v— RT 58581, RO URL
\Z 3 % Cisco MIB Locator Z{# i L £,

http://www.cisco.com/go/mibs

SRADTHZAIL YR—+

BLL] o

VAaADYR—FBLIUORF a2 A TF—3 g 0 | http://www.cisco.com/cisco/web/support/index.html
Web¥ A FTiE, FUurmr— RKa[iEle~=a7
. VT N2 T =N DT A
VAL TWnWEY, Zhbnl Y —2R
X, Y7 U =TEA ARV LTRELE
D, YRAaWET 7 v Y —IZBT S Hifk
FIRBEZ R LT T 5720 L T 7EE
VW 2D Web A kN EDOY =TT AT
BHERIE. Cisco.com D1 74 2 ID BLOVIR
U — RBMETT,

Flexible NetFlow : MPLS 1 /7 NetFlow D #£EE1EER

ROFIZ, ZOFY2a—/LTHH LEEICETLS ) ) —AFRE R LET, ZOoXRIE Y7 b
V7 VU= FLA U TEERROYR— FPREASNTLEDOY T Mo =T V=R T%
ALTWET, ZOMREIZ, FRCHI D BRWRD | ENLIEO—ED Y 7 vy =7 VY —ZTh
HAR—bhINET,

TT v R T A —BDOPR— PRIV R YT vy =T A A=V OV R— MIMET D IERE HHR
9% 1Z1%. Cisco Feature Navigator 2 L £3°, Cisco Feature Navigator {27 7 & 2 F 5 1ZIZ,
www.cisco.com/go/cfn |ZFE8) L £, Cisco.com D7 7Y MIMEH D FHA,
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B Flexible NetFlow : MPLS t /1 NetFlow D #5154k

5% 21 : Flexible NetFlow : MPLS 71 NetFlow O HEE TSR

Flexible NetFlow : MPLS t 77 NetFlow |

HEEES J1)—= BERETEER
Flexible NetFlow : MPLS {7 | 12.2(33)SRE Flexible NetFlow : MPLS /7
NetFlow 12.2(50)SY NetFlow B8REZ R 32 &,
12.4(22)T MPI\JEZJ\‘H/@? A ZOZK DAV
UMFETEINTWBE /Ny b,
15.0(1)SY SED . MPLS %4 v R & LT
15.0(1)SY1 N—ZIZEEL, PNy R

Cisco IOS XE Release 3.1S

LTHEESND Ty FODIP
Ta—lEREX YT Ty TH
ENTEET,

Z OBEDH AR — ML, Cisco
7200 3 LV 7300NPE ~ ) — X
N—4 ML LT, CiscolOS
Release 12.2(33)SRE TiEN X4
F L7,
ZOMSREIC L > TEAE T
FEni-a~r FiEidbv £+
Ao
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Flexible NetFlowvd T X7;h— k 74+ —< v
~

ZOBREIZ, N—Var 9T AR—F Txr—~v FEEHA LTI AR—F 2y hOEE
A R—=T M LET,

© BEREIE RO, 117 ~—v

* Flexible NetFlow v9 =7 AR — K 74—~ v hORHESEME, 118 ~X—v

* Flexible NetFlow vO =7 AR — Kk 74 —< > MIDOWT, 118 X—

* Flexible NetFlow v9 =7 ZAR— k 74—~ v hOREHE, 119 ~—

* Flexible NetFlow v9 7 ZAR— k 74—~ v b ORREH], 122 ~—

* Flexible NetFlow v9 =7 AR — K 74—~ v MIBET2BME®R, 123 ~—

* Flexible NetFlow : NetFlow v9 ™ 7 AR — k 74—~ v N OMREEW, 124 2X—

4 ob == =3

*gz AE |ﬁ *&O)EE At
THAOY T b =T VU —ATE, ZOEY2— LTSN 5T _RTOEER Y R— &
TV EIERY FHA, BFHOEER LOBERER HRIZOWTIEL,  [Bug Search Tool] 35 X ONTfE
HOTZ7 9 v T7x—LEVT7 b7z T7 VY —RZHIGLTEY V=R — FESRLTIES0,
ZOFEYV 2= /MIERH SN TV OEEEDFEM AR L, SR R—FEnLTns ) U —2D
U A NEHGET 2HmE1E. ZOEY 2 —LORKBIZH OWEFHROKRESR L TIIZEW,
TTy b7 =D R RIS AT YT b =T A A=V OV R— MIBET D EREME
9 %121, Cisco Feature Navigator Zffi /] L £3°, Cisco Feature Navigator |27 7 & 2§ 511,
www.cisco.com/go/ctn IZBE) L £ 3, Ciscocom DT 7 MIMLEH D FH A,
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Flexible NetFlow v T4~ X R—k 7+ —< v k|
B Flexible NetFlow vd T4 RHK— + T+ —< v FDAIREH

FlexibleNetFlowvd T X7/R— k 74+ —< v FDHNHREH

* Xy NI —F 2 F 34 AT, Flexible NetFlow 3R — h a7/ 22 U U —223H L
TWahrZ &,

Flexible NetFlowvd T4 X R— bk 74 —< v FIZDULVT

JO— IH RAKR—A

TH— T AR—Z|E, V—FDaALr T 4 Fal—arTHOaryR—xr e LTERSH
F, T AR—=ZE, Jo—F=F Ty vanb NetFlow 2L 7 X2 D) E—F VAT
AT =BT 7 AR — T AHEDIC, 70— F=XIZEVYSToRET, 70— F=X%TiL.
O AR—F 2V R—FTEET, 7 AF—XL, FHINEZ7e—F=%, BIOY
F—HB DT AR— FED NetFlow 2 L7 Z DY AT LA T L OICIAZ~ A ATEE
7

Flexible NetFlow 70— T4 X FR— A2 DF &S

FlexibleNetFlow CTl¥, BEEOE MG L CEHDOIEIER T —T 7 AR—HF HRETEE
$, IRIZ. Flexible NetFlow 7 2 — =7 AR —H OF|HDOWL DZE R~ LE9,

CTIAR—BEFERTDLE, ST 2T XTOXATDORNT T 4w 712 LTy AR—H
EERTE D720, NI 7 4 v I DFA T T EIZHE 2D NetFlow 2 L7 X ~EGT 52 &0
TEXET, LAiD NetFlow Tl, 9 &N7zdT _XTCO NI 74 v 7 DX vy v aNOT—H
N, K2OOT T AKR— Mtk EahEz L,

* 7B AR—H T, TR =X DLITRK 10 DTy AR—F BHR— FEnE
T, LIBETO NetFlow 13, ¥ v v a2 L2007 AR— MMeOIZHIBEENTWE L
7.

*T7n— U AR—HZF, =7 AKR— I TCP & UDP Oli F&#HH T £,

=X ZLHoTE, 7u— I AKR—F T, =7 AFR— MNEIZEEINE/ 7y FHO
F—BER 7T A (CoS) ZHHTE D10, Xy NT—27 2K T/ Ty M@ R 77144
VT o BEESNET, LIETO NetFlow &7 AR—H L, ©7 AR— MEICEEFEENH R
7 RINTCoS ZHL CWERATL,

Y= Lo TIE, Ju— TV AR—F N5 T 4 v I EEELTEET,
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Flexible NetFlowvd T4 2 #K—+ 7+ —< v toBEA%E I}

FlexibleNetFlowvd T X7;R— k 74+—< v FDEZTEAHE

[0 E |
20— IO AR—2DETE
Ta— T AR—HEHRETHICIE, ROVLBEIEELFEITLET,

)

G¥) Tn— T AR—=EZ LI, 1 OEOHRDYR— N ENFT, BEOEECT—F 52Ty
ZAR—bT 5581, BHO 7o — 2 AR—FEZRELTC 70— E=H|ZE DY THNLE
NHY FT,

IPv4 L7213 IPV6 7 RL ADWT i a il L T Eic= 7 AR — F T&E £,

FIEDHEE

enable

configure terminal

flow exporter exporter-name

description description

destination {ip-address | hostname} [vrf vrf-name]
export-protocol {netflow-v5 | netflow-v9 | ipfix}
dscp dscp

source interface-type interface-number

© NS RN =

option {exporter-stats | interface-table | sampler-table | vrf-table} [timeout seconds]

—
Q

. output-features

=Y
-

. template data timeout seconds

-—
N

. transport udp udp-port

—
w

. ttl seconds

—
=

. end

—
(2]

. show flow exporter exporter-name

—
D

. show running-config flow exporter exporter-name

FIEDFH

ARV RFEEEFT7IOa Y EL:3]
ATy enable ¥# EXEC £ — K& A 2 —7 i LFET,
* RAT—REATTLET FEREINZEHE)

51

Device> enable
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Flexible NetFlow v T4~ X R—k 7+ —< v k|

AR RFEREETOVa Y

Sl

ATFv T2 configure terminal Jau— a7 4 Xalb—yarE'T— RRE2BELET,
i -
Device# configure terminal
ATvT3 flow exporter exporter-name Tnu— 27 AR—=FZER L, Flexible NetFlow 7 1m— T
JAR—=Z a7 4Xalb—arE— RERBLET,
1 - .
CIpDavy RTIE, BEO 7 — o7 AR—Z &%
Device ( fig)# fl t - <
Device (config)# flow exporter HYHILbTEET,
ATv T4 description description (£E) 27 4 X 2 b—¥ 3 8 X O show flow exporter
awy FOHNCEREND 7 ZAR—FDOHZHRE L
i - *9,
Device (config-flow-exporter) #
description Exports to the datacenter
25w T5 destination {ip-address | hostname} [vrf |7 ZR—F DB AF LD IP 7 R AFE T IETHR A R
vif-name] LERELET,
K GE)  IPVAET2EIPve 7 L ZOW T EMEH LT
' STy AR—FTEET,
Device (config-flow-exporter) #
destination 172.16.10.2
ATFYT6 export-protocol {netflow-v5 | netflow-v9 | | — 7 2 7R— % T 4% NetFlow =27 AR — ~ 71 k
ipfix; ANDN—T 3 CEEE LET, NBAR Bl &S
74—V RO T AR — MIIPFIX TOHYAR— KT
i - WET,
Device ( fig-flow- ter) # Pa— .
export-protocol netflow-vs 77 /v ME - netflow-v9,
ATvI1 dscp dscp EE) =7 AR—ZICE > THESNDET—F 7T LD
Diffserv = — K 7"A > & (DSCP) /XT7 A—X ZE L E
B : 4,
Device (config-flow-exporter) # dscp 63 . %I%( dSCp @%ﬁ@i 0~ 63 T'ﬂ—o 51-7 F L ]\ : [0]0
2778 source interface-type interface-number | ({Lf) T/ AK—H T, T/ AK— b ENET =L T

&1 -

Device (config-flow-exporter)# source
ethernet 0/0

LDEETIPT FLALE LTCIPT RLVAZER+T A —
N A B —T oA AEEELET,
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|  Flexible NetFlowvd T4 R AK— k Z+—< v b

sn—zoxf—4soxe W

AR RFEREETOVa Y

Sl

ATFwT9 option {exporter-stats | interface-table | EE) = AR—FDEF T vay T—H NNTA—HK%
sampler-table | vrf-table} [timeout seconds] | 25 = LET,
i - 3ODF T v a UERIFFICRETEET,
Device (config-flow-exporter)# option ¢ ?Ilﬁseconds @%ﬁ{i\ 1~ 86,400 VC"@—O 7:7ﬁ‘/1/ ]\
exporter-stats timeout 120 ﬂﬁ : 600,
2Fv 710 output-features (f£#) Quality of Service (QoS) & H5EALZHH L=
AR—=K" Ry NOEEFEEAR—T M LET,
1 -
Device (config-flow-exporter) #
output-features
ATFvIT1N template data timeout seconds EE) ZA LT T MIESNWTT 7 L— FOFEEL
BELET,
i - "
* 5|4 seconds D#EIFHIL. 1 ~ 86400 T9 (86400 # =
Device (config-flow- ter)# templat
Sice (ontig-tigwenorten s tenslate | 24 W)
2Ty T 12 transport udp udp-port T AR FENDBT—H J T BEFEEY AT DT
% UDP R— M ZHEE L £7,
i - "
* 51%% udp-port DI 1 ~ 65536 T,
Device (config-flow-exporter)# transport
udp 650
ATv7T13 ttl seconds (ERB) =7 AR—HIZL > TCEEEINDT—H T T LD
fifot ATRERFR (TTL) fEZF%E L E7,
151 "
* 514 seconds DFIFHIL 1 ~ 255 TT,
Device (config-flow-exporter)# ttl 15
P E AT end TH— T AR—F AT 4 Falb—var T Fafk
T L. ¥ EXEC E— NIZIEY £,
1 -
Device (config-flow-exporter) # end
ATFvT15 show flow exporter exporter-name UEE) BEENnN/-70— = AR—FZDOBRIED AT —

1 :

Device# show flow exporter
FLOW_EXPORTER-1

FAERRLET,
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Flexible NetFlowvd T4~ X;R— k 74+—< v k

AR RFEREETOVa Y

Sl

ATv 716

show running-config flow exporter
exporter-name

51

Device# show running-config flow
exporter FLOW EXPORTER-1

(BB BEShl-7o— =/ AR—=FOFREEFRL
iﬁ‘o

Flexible NetFlowvd T4 X7 R— bk T4 —< v FDERTEHI

5] : NetFlowvd T RR— bk 74—< v FDERE
WIZ . Flexible NetFlow (253 28— 32 9 =7 2 F— N OB EHEOH %57 LET,
ToOflE. Fu—r L ar T 4o L— gy F— OB LET,

flow exporter EXPORTER-1
destination 172.16.10.2
export-protocol netflow-v9
transport udp 90

exit

|

flow record vé4 rl

match ipv4 tos

match ipv4 protocol

match ipv4 source address

match ipv4 destination address

match transport source-port

match transport destination-port

collect counter bytes long
collect counter packets long
|

flow monitor FLOW-MONITOR-1
record v4_rl

exporter EXPORTER-1

|

ip cef
|

interface GigabitEthernet 0/0/0

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|
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Flexible NetFlow v8 T% 2 K— k 7+ —< v bc@d demEsn |}

FlexibleNetFlowv9 T 49 X R— k 74+ —< v FIZEHT 53E
JEEE

EEEN
ESPERE=] T=aTFILAA L
CiscoIOS =2~ R [Cisco I0S Master Command List, All Releases.]
Flexible NetFlow DA EFE RIS L OFR EEZE [Flexible NetFlow =7 4 ¥a L —Y g
£ K]
Flexible NetFlow =~ > K [ Cisco IOS Flexible NetFlow Command Referencel
RE
TH 24 bIL
L —
MiB
MIB MB®D!') 2%
L BIRLITT >y 74—, CiscolOS U U —
A, BIOT74—F ¥ £y MIBET 2 MIB %
WLTH Y m— R4 523, RO URL IZH
% Cisco MIB Locator Z i L £,
http://www.cisco.com/go/mibs
RFC
RFC 84 R
RFC 3954 [ Cisco Systems NetFlow Services Export Version
9l
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Flexible NetFlow v T4~ X R—k 7+ —< v k|
B Flexible NetFlow : NetFlow vd T4 R7K— b 7+ —< v b OHEEEHR

SRADTY ZHI YR—F

Bdl] 9

R2aOYR— bk Web A FTiE, A=z | http://www.cisco.com/cisco/web/support/index.html
LT 7 /=T L R T T a—
T4 TR EINTWEETH LI, v==
TNARY—=NEIZLO LT LEERAT T
UY =2z L TWhES,
BHEWORGOEF 2 U T 1 FHRSOHEINEHRZE
AFT5H7=0IZ, CiscoNotification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
74— R EOKFE—ERITMATE ET,

VAaADYR— bk Web YA FDOY—)UZT s
T 294 BEL. Cisco.com D—H ID B LU/
A ]7"— ]‘\‘7‘1)‘)‘%‘%‘?#0

- [e)
Flexible NetFlow : NetFlowvd T X7/Rh— bk 74+ —< v b
Lp, ==
DHEBEIF IR
WRDOEIZ, ZOFY 22— /LTt L7 GBIZET 2 )V —AERE R LET, ZOFRIZ, Y7k
727 V=2 M A U TEHEOYR— "N EAINZEEDOY T v T VU —R7E1T%
AL TWET, OB, KR 32 WRY . FRLBO—EHOY 7 by =27 J Y —ZATH
PH— b ENET
T N7+ =D R—F-BIR A2V T NI T A A—=VOWR— MIETAERE2HR

9% IZI%. Cisco Feature Navigator Zf#if] L &4, Cisco Feature Navigator {27 7 & 24 %1213,
www.cisco.com/go/ctn IZBBE) L £9, Cisco.com DT IV MIVLEDH Y FH A,
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|  Flexible NetFlowv8 T4 Z— k T4 —< v b
Flexible NetFlow : NetFlowvd T4 2 R— k 7+ —< v ro#aeEsn [

% 22 : Flexible NetFlow : NetFlow v T4 RR— b T+—< v ~ DH#EEIELR

s V-2 HeRETA
Flexible NetFlow : NetFlow v9 = | 12.2(33)SRE M. D a 9Ty
s AR= b Tamw b 122(508Y A | T ey Al
12.409)T LIem g 2R — b /8y b
EREEAR—TNMLET,
15.0(1)SY i
Z H D 7. N— N 1
15.0(1)SY1 DORED Y AR — ML, Cisco

7200 5 L TV7300 *y hU—7Z
Cisco 10S XE Release 3.1S T2y (NPE) 2 U —X
Cisco I0S XE Release 3.2SE —&H & LT, CiscolOS
Release 12.2(33)SRE TN &
F L7z,

WD~y RPEANETITER
SN FE L7, export-protocol
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%6%

JT—4R T/ XAi1— bk TO Flexible NetFlow

JAVA Ab
jJ' % AE
Z OFERBIE. Quality of Service (QoS) LM EALAZMEH L7z AR — K X7y FDOEEEZ A X —
T LET,

© BEREIEROMER, 127 X—v

* F—4 T AR— k TO Flexible NetFlow H JIHEREDRTFESAT:, 128 _—
* F—H4 =7 AR— kT Flexible NetFlow i IHEHREIZ DWW T, 128 ~2—

* F—H4 =7 ZR— kT Flexible NetFlow tH IHERE DR E ST, 129 ~—
* 5 —X T AR— kT Flexible NetFlow H JIERED R ER], 137 _X—

* ZOMOBEE L, 138 N—

* F—X% x 7 ZR— b TO Flexible NetFlow : Hi /THEREDKERER 1, 139 ~—

HEETRH DR

CHRAOY 7 =T VY —ATEH, ZOFYa— /LT ENLTRTOBIEN Y R—F&h
TV EIERY FHA, BFHOEER LOBERER HRIZOWTIEL,  [Bug Search Tool] 35 X ONTfE
HOT5y v 74— VT Rz T7 V) —2Ca L7 U —2 ) — REBBLTLEEN,
ZOEY 22— /WIS N TV OO AR L, SN R—FShTnWbH Y J—2D
UA MR TL2H5EIE. ZOFV 2= LORZRICHDIEEFERORESR LTI,

TI7Y N7 —AOY R BIORAY T MU =T A A= OV R— MIET DR E MR
J %1%, Cisco Feature Navigator ZffifH L £, Cisco Feature Navigator |27 7 & 23 521X
www.cisco.com/go/ctn IZBE) L £ 3, Ciscocom DT 7 MIMLEH D FH A,
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F—#/ T4 ZK— kTO Flexible NetFlow & H#se |
B 7% =7 2%~ kT Flexible NetFlow H S A DRTIR 1

T—% T RR— kTO Flexible NetFlow 't 71 8E D AT
RS

*Xv MU —F 7 F X4 X T, Flexible NetFlow 289 R— b &= 2o U —2NBE L
TW5Z L,

P4 bS50 9%
Xy N =% T FRAANIPEN—T 4 THICERESN TS Z L,
CVAA XTI AT VAT F U =T 4 T ERIIHERIL A 2 AT VA T3 T —F 47
DWEFNDDS, AFH T D L— & ¥ L U Flexible NetFlow & A % — 7 /LT 2T _TDA X —
T2 A ATA F—TNZENTNDHZ &,

IPv6 F5 D197

* Xy N =X T FNRA AR, IPV6IL—T 4 VITHICHRESNTWS Z &,

CVARATLI AT VAT H T =T 4 T IPVO ETI B A ) AT VA T T —T ¢
T DONT D, fFEHAF DL —# 5 L O Flexible NetFlow 7 A 2 — 7 /L2 T 5T _XTDOA
VH =T 2 ATA X =T IZENTNDH I &,

T—4 LY XR— kT Flexible NetFlow H H#&#E(Z D
LT

JO— IH RKR—A

TH— T AR—FI, N—E DAL T 4 Xal— g o THOaryR—xr e LTEREN
F4, TIZRAR—ZE, Jo—F=F Ty vanb NetFlow 2L 7 X2 O E—F VAT
AT — BT AR— T HEDIZ, 70— F=FIZHYV Y THNET, 7u—F=F TlI.,
O AR—F 2V R—FTEET, 7 AF—XL, FHINEZ7e—F=%, BIOW
F—HB DT AR— FED NetFlow 2 L7 Z DY AT LA T LI AZ~ A ATEE

T

Flexible NetFlow 70— T4 X FR"— A2 DF &S

FlexibleNetFlow CTl%, BEEOE MG L CEHDOIEIER T -T2V AR—HF HRETEE
9, IRIZ. Flexible NetFlow 7 2 — =7 AR —H OF|HDOWL DnZE R~ LET,
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| F—% T4 X#— T Flexible NetFlow Hi H1#4E
F—#% T4 ZK— +TO Flexible NetFlow & a0z E s % I

CTIAR—HEHERTHE, G THTRTOXATDNT T 4 v 71K LTI AR—H
PR TE D720, NTF T4 v I DEATFTLITHE D NetFlow 2 L7 Z~EETHZ LR
TEFEJ, LIAIO NetFlow TlX, DTSN T_RTCDO RN T 74 v 7 DX v v aNDT —H
N, wK2OO= 7 AR—MNEICEEENE L,

*T7B— T AR—=FTIEL, 7R—F=F T EITHRKRNI0 DT AR—Z B R—FIivE
9, LLETD NetFlow 1X, ¥ v 2T L2507 AR— MeOARITHIBESILTWEL
7~

*Tn— w7 AR—H L, T ZF— RS TCP & UDP O 2 M T £,

VY —R|ZXoTiE, 70—V AR—Z T, =7 AR— FMEIZEEFEEINDH 7y FAD
P—ER 7T A (CoS) #FHTE D70, Xy NT—7 BIKTRT v M@~ 744
U DR ESNET, LIATO NetFlow =27 AR—Z 3, =7 ZAR— MNMEICEESNH
7 FNTCoS ZEA L TWEHATLT,

* VYV =R ZkoTE, 7r— I AR—F T T 4 v 7 B TEET,

T—%4 I XiR— k TO Flexible NetFlow 1 J1#8E D %
E ik

HFEIR

Tu— T AR—Z T LI, 1 OBEOBRYR— s ENFET, BEOmELICT 2% 7 X
A= T2, BEOT7Te—2 ) AR—FEHREL TR —F=X|ZED B THELERHY
F9, TRr— T AR—HF, Ta—F=H Fx v anbDT—H I AR— e Fx—T
T HEDIC T — E=Z | BMENET,

A

GE)  KROIEETIE. ZnbDZ A7 T S5 Flexible NetFlow =1 o RIZHERF— U — RN
FOBIEDOHIZONTHIHALET, ZiL5 O Flexible NetFlow =2~ > R Cffi " RE7R & DD
X —U— R EFIEITOWTIE, [ Cisco IOS Flexible NetFlow Command Referencell % 2/ 1L T<
7ZEW,

JA— IO AR—BDHRTE

Ta— T AR—ZERET DL, ROVEEELFATLET,
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F—4& T4 XR— T Flexible NetFlow H H#ARE
B oo zszk-sonE

A

GE) To— T AR—EZ LI, 1 OFEOBDBY R — NENFET, BEROBEICT— 22y
ZAR— T AEESTE. O T — 2 AR —FEBEL T IR — =X |ZE Y YT A0
N ET,

IPvd £721XIPv6 7 RL ADW T EFH L Tamice s AR— FTEFET,

FIRDOHE

enable

configure terminal

flow exporter exporter-name

description description

destination {ip-address | hostname} [vrf vrf-name]
export-protocol {netflow-v5 | netflow-v9 | ipfix}
dsep dscp

source interface-type interface-number

© e NS AR N =

option {exporter-stats | interface-table | sampler-table | vrf-table} [timeout seconds]

—
(=]

. output-features

-—
—

. template data timeout seconds

—
N

. transport udp udp-port

—
w

. ttl seconds

—
=

. end

—
(4]

. show flow exporter exporter-name

—
(=]

. show running-config flow exporter exporter-name

F IR D8

ARV FFEERTI VI Y S0

ATy 1 enable ¥iHE EXEC £— R& A 32— 7 LIC L£T,

- CSAV—FEASLET (BRSNS .

Device> enable

2Ty T2 configure terminal ra—rar 7 4 FXal—grEF— REBEELET,

1 :

Device# configure terminal
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sn—zoxf—4soxe W

AR RFEREETOVa Y

Sl

2Ty T3 flow exporter exporter-name Tu— 27 AR—=HZER L, Flexible NetFlow 7 17— T
JAR—H a7 4 Xalb—arE—RERBLET,
1 - .
CZpawy RTIE, BEO7u— ) AR—Z EE
Device (config) # f1l t - <
Device (config)# flow exporter 5L bTEET,
ATvT4 description description (EE) =27 4 ¥ = b—1 3 8 X Oshow flow exporter
Ay ROHNCRFEND T AR—Z O ZRE L
1 - *7,
Device (config-flow-exporter) #
description Exports to the datacenter
25w T5 destination {ip-address | hostname} [virf |7 ZR— 2 DHEHT AT LDOIP T RLAEEITA A b
vif-name] SEYRELET,
Bl - GE) IPvd £721XIPv6 7 R L AD Wil LT
' ST AR— hTEET,
Device (config-flow-exporter) #
destination 172.16.10.2
27976 export-protocol {netflow-v5 | netflow-v9 | | =/ % K — % CffiJfl £ 115 NetFlow =7 AH— b 71 b
ipfix; ANDA—Ya U EELET, NBAR 2OifH S
74—V RO Y AR — MIIPFIX TOHYHR— KT
i WET,
Device (config-flow- ter)# .= .
export-protocol netflow-vs 774 /V ME : netflow-v9,
ATvI1T dscp dscp EE) T AR—ZICE > THESNDZT—E 7T LD
Diffserv = — K 7RA > & (DSCP) /XT A—X 2% E L F
B : 4,
Device (config-flow-exporter) # dscp 63 . 6@5( dscp @%ﬁ&i 0~ 63 w@-@—o 5:“7 F ke [0]0
2Ty T8 source interface-type interface-number | ({LiF) T/ AK—H T, TI AK— FERET—H T T
LADEEITXIPT RLALE LTIPT RLAZEHT 5 —
1 - HNAVE—T 24 AERBELET,
Device (config-flow-exporter)# source
ethernet 0/0
ATFvT9 option {exporter-stats | interface-table | UEE) Z 7 AR—BFOF T ay F—H NRNFTA—F%

sampler-table | vrf-table} [timeout seconds]

51

Device (config-flow-exporter)# option
exporter-stats timeout 120
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FELET,
3ODF TV a v EREFICRETEET,

* 5% seconds DEIFAIL. 1~ 86,400 T, 574/ k
15+ 600,




B o—ozxf—so8E

F—#% T4 ZK— kTO Flexible NetFlow H H1ikae |

AR RFEREETOVa Y

Sl

ATy 710 output-features (&) Qualityof Service (QoS) LW E bEfEHA L=/
AR—=F" Ry FOEEFEEAR—T M LET,
1 -
Device (config-flow-exporter) #
output-features
ZFv TN template data timeout seconds EE) A LT 7 NS TT 7 L— hOFEEL
1 - "
* 5%k seconds DFFHIL, 1 ~ 86400 T (86400 F» =
Device (config-flow- ter)# templat
ice (ontig-tgenorten s tenlate | 24 W)
2Ty T12 transport udp udp-port TYAR—NSINDET —H T T LEIET AT DT
% UDP A— M ZHEE L £,
1 - "
* 513 udp-port DFIPAIL 1 ~ 65536 T,
Device (config-flow-exporter) # transport
udp 650
ATvT13 ttl seconds (ER) =7 AR—HIZL > TEEEINDT—H T T LD
17#5t AT RERFR (TTL) fEZ8%E L £9,
i - "
* 518 seconds DFIFHIL 1 ~ 255 TT,
Device (config-flow-exporter)# ttl 15
ATvT14 end TR— T AR—F a7 4 Fal—arE— e
T L. ¥ EXEC E— FIZEY £,
1 -
Device (config-flow-exporter) # end
2Fv 715 show flow exporter exporter-name EE) BEEN-70— 2 AR—FDOBRIED AT —
HAZRRLET,
1 -
Device# show flow exporter
FLOW_EXPORTER-1
25y 716 show running-config flow exporter (L) BE&SNETo— =7 AK— X OBREEFRL

exporter-name

51 -

Device# show running-config flow
exporter FLOW EXPORTER-1

jz—g«o
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| F—% T4 X#— T Flexible NetFlow Hi H1#4E
I0—TH RKE— R OBREDRT—420% T [}

JO—IJRR—FDBEEDRAT—F ADERTR

T0— T AR=HDBEDAT —H AT R_THIIE, ROA T a L E¥EE2FITLET,

FIEDHE
1. enable
2. show flow exporter [export-ids {netflow-v5| netflow-v9} | [name] exporter-name [statistics |
templates]]
FlaDFH

AT w71 enable
enable 2~ FIZ Lo T, HHEEXECE— RZBRELET (oL 7 MREREINTZHLRRAT—RE AN
LET)

51 -

Device> enable
Device#

XFw 72 show flow exporter [export-ids {netflow-v5| netflow-v9} | [name] exporter-name [statistics | templates]]
show flow exporter =~ R TCiX, f§ETDH 70— TV AKR—FDHBEDAT —X A2 TR LET,

51 -

Device# show flow exporter EXPORTER-1
Flow Exporter EXPORTER-1:
Description: Exports to the datacenter
Export protocol: NetFlow Version 9
Transport Configuration:
Destination IP address: 172.16.10.2

Source IP address: 172.16.6.2

Source Interface: GigabitEthernetl1l/0/0
Transport Protocol: UDP

Destination Port: 650

Source Port: 55864

DSCP: 0x3F

TTL: 15

Output Features: Used

Options Configuration:
exporter-stats (timeout 120 seconds)
interface-table (timeout 120 seconds)
sampler-table (timeout 120 seconds)

JO0— I AKR—FDEHRTEDIER

ANLTcar7 s Xalb—ray avy ReflERT LI, ROA T a NEELZFEITLET,
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F—#/ T4 ZK— kTO Flexible NetFlow & H#se |
[ | T—4 T4 RR— FIZ& 5 Flexible NetFlow D% E &« +—J L1k

FIEDHEE

1. enable

2. show running-config flow exporter exporter-name

FIEDFFH

AXFw 71 enable
enable 2~ RIZ Lo T, HHEEXECE— RZBRBLET (a7 MRFEREINTZHLRRAT—RKE AN
LET)

&1 -

Device> enable
Device#

X w 72 show running-config flow exporter exporter-name
show running-config flow exporter =~ > N Ci&, 8 ETLH 70—/ AR —FDars 7 Falb— g
avy RaefmRLET,

51

Device# show running-config flow exporter EXPORTER-1
Building configuration...

Current configuration:
|

flow exporter EXPORTER-1
description Exports to the datacenter
destination 172.16.10.2

source GigabitEthernetl/0/0

dscp 63

ttl 15

transport udp 650

template data timeout 120

option exporter-stats timeout 120
option interface-table timeout 120
option sampler-table timeout 120

end

T—4 L9 RR— k& B Flexible NetFlow DX E & 1 *— T )Lk

XYy aTF—Fax I AR— DT T4y DEATHHRET DHIIE, 7Tn—E=F%{F
KT HMERHY T, T—HDOTI AR— NeET 51 DU EDA X2 —T = A AT
HZEICEST, 7R—F=HEAF—TNITHMERSD ET, T—X =7 AK— KT
Flexible NetFlow % #%E L CTA X —7/WMZT DX, IROMEX A7 ZFEITLET,

Kru—E=sE, HRAOR Yy L2 n8E S TORTWES, 7n—E=4 Zkic, Fv o
Vo T  PUOWEBLERLAT Y FEERT AL — RAKETY, La—F 74—vy b
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| F—% T4 X#— T Flexible NetFlow Hi H1#4E
F—#& T4 RHK— ML B Flexible NetFlow Dz E 1 +— Tt I}

. FRIERBFHAOLa—R T pr—<y hOoWTFnncTs 2 b TEETN, EFOa—3T
HaUIE Flexible NetFlow 72— L a— K 227 4 ¥ 2 L—3 3 » F— R T collect 33 . ¥ match =
< REHEALTUMEBEOLa— K 74—~y FE{ERTHZEHTEET,

A

GE) TJa—FT=HZDLa— K 73—~y haxrecord 2~ RCTEET AL, ZOHIIZZ7a—F
=AEBMALTHILITRTDA L H—T oA A6, 70— F=FZHIBRL T LERD

D \32 j—O
FIROWME
1. enable
2. configure terminal
3. flow monitor monitor-name
4. record {record-name | netflow-original | netflow {ipv4 | ipv6 record [peer] }]
5. exporter exporter-name
6. exit
1. interface type number
8. {ip|ipv6} flow monitor monitor-name {input | output}
9. end
10. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]][statistics]]
FlED
ARV KRFERETIVaY B
ATvT1 enable ¥t EXEC E— R& A R—7 /WM LET,
1 *RAT—REANLET (FERESNTEER)
Device> enable
ATy T2 configure terminal Ja—nR_) a7 40X a2l —arEFT— RE2BLE
D
i -
Device# configure terminal
ATv73 flow  monitor monitor-name 71— =% %{Ek L, Flexible NetFlow 7 12— E =%
2y 74 Xa2lb—varyE—RERBLET,
i
CIpavy RTE, BFO 7 — =X 2EFET
Device (config)# f1 it - <
FLOWMONTTORLL LIEBTERT,
ATFvT4 record {record-name | netflow-original | Ja—F=ZOlLa— REEELET,
netflow {ipv4 | ipv6 record [peer] }]
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F—% T4 ZAR— k TO Flexible NetFlow H H#4aE

AR RFEREETO V3 Y

B

51

Device (config-flow-monitor)# record
netflow ipv4 original-input

ATvTh exporter exporter-name FHNER SN AR =X OL4FIEfRELET,
i
Device (config-flow-monitor)# exporter
EXPORTER-1
ATvT6 exit Flexible NetFlow 71— E=% a7 4 ¥ a2l —i g
F—REKTLTC, Zu—Lary7 4 Xa2l—3 3
i v E—RIZRED ET,
Device (config-flow-monitor) # exit
ATv 71 interface 1ype number A B =T 2 A AEREL, AV X =Tz AT 4
Fal—rarET—REBLET,
£ :
Device (config) # interface GigabitEthernet
0/0/0
27 v78 {ip | ipv6} flow monitor monitor-name {input | [E 707 10— T=5 % kT 7 4 v 7 ORI
| output} LRBAVHE—T 2 ATEHD B THI LT, 207
H—E=XET 7T 4TI LET,
I -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATvT9 end AV B =T AfA ALy T 4 Fal—ar T—Rek
T L., H EXEC T— NIZED 7,
151
Device (config-if)# end
279710 show flow monitor [[name] monitor-name | ({1:3) Flexible NetFlow 7 1 — =4 0 AF— % A 35

[cache [format {csv | record |
table} ]][statistics]]

51

Device# show flow monitor FLOW-MONITOR-2
cache

JOMEHEREZFR R LET, UL, T—F =7 AKR—
MRT7a—F=F ¥y 2|2 L TARX—T N>
TWHZ L EMRLET,
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| F—% T4 X#— T Flexible NetFlow Hi H1#4E
F—#4 T4 ZK— kTO Flexible NetFlow : higaenzes [

T—% T4 XHR— kT Flexible NetFlow H H#RED %
7E 31

5l : QS ZFEALI=T UV RAR—F /Ny FEEDETE
RIZ., Flexible NetFlow =27 AR —k /35> F T QoS A R—7 WIZT Hfla R LET,

N

(51) Flexible NetFlow I7 XTJ—S‘—‘ ]\ /\Db‘\y ]\gi\ FastEthernet /I’ :/&__7:]:/1» Z 0/1 (g{g%ﬁgiué
AIRETRA V¥ —T = A R) T, QoS AL THEFERAR R (P T KL% 100.1.2) Ck(E S
nET,

ZOBNE, Ye— L ar 74X alb—y gy E— RCREBLET,

flow record FLOW-RECORD-1
match ipv4 source address
collect counter packets

|

flow exporter FLOW-EXPORTER-1
destination 10.0.1.2
output-features

dscp 18

|

flow monitor FLOW-MONITOR-1
record FLOW-RECORD-1
exporter FLOW-EXPORTER-1
cache entries 1024

|

ip cef

|

class—-map match-any COS3
|

policy-map PH LABS FRL 64k 16k 16k 8k 8k
class COS3
bandwidth percent 2
random-detect dscp-based
random-detect exponential-weighting-constant 1
random-detect dscp 18 200 300 10
|
interface Ethernet 0/0
ip address 10.0.0.1 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|

interface Ethernet 0/1

ip address 10.0.1.1 255.255.255.0

service-policy output PH_LABS FRL 64k 16k 16k 8k 8k
|

Wi, T2 Ak ENITF— B TD QoS D% A 5T T % HH R A — k%R L
R I R T A T

Device# show flow monitor FLOW-MONITOR-1
Flow Exporter FLOW-EXPORTER-1:
Description: User defined
Tranport Configuration:
Destination IP address:

10.0.1.2
Source IP address: 10.0.0.1

1
0.
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Transport Protocol: UDP
Destination Port: 9995
Source Port: 56750
DSCP: 0x12
TTL: 255
Output Features: Used

Z Dt DEEE

F—4& T4 XR— T Flexible NetFlow H H#ARE

ESPERCY=! SHE

CiscoIOS =~v > K

[Cisco IOS Master Command List, All Releases.]

Flexible NetFlow OB EIE#RFS L O EIEE

[Flexible NetFlow =7 4 X a2l —3 g i
£ K]

Flexible NetFlow =~ K

[ Cisco IOS Flexible NetFlow Command Referencel

1Z#/RFC

T
i

24 kL

COMBEBICIVYR—-NEINIHHREIIERE
SNT-HEHE/RFC 13H Y £H A

MIB®D'>Y

L

BIRLET Ty h 74 —4L, YA YT by =
7 IV —=Z2, BLXOT7 4 —F+ &y hd MIB
ERBELTH U e — RT55581E, IROURL
123 % Cisco MIB Locator Zf# ] L £,

http://www.cisco.com/go/mibs
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| F—% T4 X#— T Flexible NetFlow Hi H1#4E
F—#8 T4 ZK— ~TO Flexible NetFlow : Hhisenmsetts [

SRAMTYIZAILYR—F
& EAR )y

ATV R—FBIORKRF o2 X 57— g | http://www.cisco.com/cisco/web/support/index.html
WebV A FTlE, Fvoro— Ra[fE~==27
I, VT No2T V=Nl EDOF L TA Y
V=Z2ERFELTWEST, b0l V—2A
3. Y7 =T EA ARV LTRE L
D, YA T 7 ) v T —ZBT S Hk
HIREZ R L2 0 T 572D L T2 &
VW, ZO Web A N EODY—IZT 7 AT
BHERI%. Cisco.com D117 A D BL VIR
U— RPN METT,

— [e) - - £
F—A& T4 XA7R— k ThHFlexible NetFlow : = e D #4%
Ab \l
BEE R
WDOFEIZ, ZOFY2—/LCTHA LIEREICET ) ) —AERE2RLET, ZOFEF, Y7 b
U7 UU—R Fof U TEMREDOF R — MPNBASNILEZDOY T =27 U —R7ET%
FRLTWET, ZOBREIT. FHCHi0 BRVRY . 2RO —#HOY 7 by =T V) —ZTh
PR—FEINFET,
T R T7 =DV R—FBLRZ2a YT 2T A A—=VOWR— MIET DGR AR

J %1%, Cisco Feature Navigator Zffif] L £, Cisco Feature Navigator |27 7 & 24 5121,
www.cisco.com/go/ctn [ZBHE) L £9°, Cisco.com DT T MIKEH Y £H A,

+®23: T—4 T4 RFR— T Flexible NetFlow : H HH4REDHEEETE R

Hhe4 1)1)—= HREIER

Flexible NetFlow : 7 —% T2 |12.420)T QoS LW H A Lz 7 X

AR — N TOHTIHRE Cisco I0S XE Release 3.1S =R Ty FOEEFEEA R—
TMZLET,

DA~y RPEAINEL
72, output-features,
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F—#/ T4 ZK— kTO Flexible NetFlow & H#se |
B 7% =7 2%~ T Flexible NetFlow : H HiEEDHEEIER

il Flexible NetFlow 2 > 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)



%’7$

HAE IR R DR

THAOY 7 vy =T VY —ATHE, ZOEV2a— L THHING TR TOMBENYFR— &
TS EIERY FHA, RFTOEEE LUOBEREEHRIZ OV TIE,  [BugSearch Toolll 38X WNT
FHOTZ7y 74—y 7 =7 VI —RATHn L2 V=2 /= 2SR LTES
VY, ZOEFEV 2V SN TV DR AR L, SN R—rshTns U —
AZADY A N EHEGET 2HAEE. ZOFY 2=V OREZIZH DBREFHROELEZSZHML T ZE W,
TI7 Y R 7d— OV R—FBLOV R YT b =T A A=V OFR— MIET 2 E#E K
&9 %I1Z1%, Cisco Feature Navigator Zffi HH L &3, Cisco Feature Navigator |Z7 7 & 29 %121,
www.cisco.com/go/ctn IZBE) L 3, Cisco.com DT 7 2 MIMLEH D £ A,

* Flexible NetFlow NetFlow V5 =27 AR— K 71 hajb, 141 R_X—

Flexible NetFlow NetFlowV5 T4 X;R— k 70O L

Flexible NetFlow NetFlow V5 =27 AR— k 7’11 h 2 VeI, N—Y a3 527 AKR—k 71 b
aNEMHEALEZZ I AR — b Xy bOREEAS F—T M LET,

ZDOEED YR — R, Cisco 7200 B LWV 7300 % T —Z7 BT (NPE) v U —X /)L—
% & LT, CiscolIOS Release 12.2(33)SRE TiBN &1 E L7z,

Flexible NetFlow NetFlow V5 T/ X/ R— k A kO )L DHIFIEIE

* Cisco IOS Release 12.4(22)T THRANZE A S L7z NetFlow /X—T a2 > 5 =7 AR— K 7’1 h =2
JViX. Flexible NetFlow O FHIEFREF L = — F (NetFlow-Original, Original Input, 35 X T
Original Output) ZfEH+ 570 — E=Z Ik L TOHRYR— N ET,
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HEEEHROER

B Flexible NetFlow NetFlow V5 T~ R7/R— + O k3 )LIZDWVT

Flexible NetFlow NetFlow V5 T4~ X7;R— k 770 k3 JLIZDWLVT

Flexible NetFlow V5 T4~ X7F— k 70 Fa )L DEE

TR, N—Va S5zl AR—F Fr halEFERA LT AR— kY FOEEEA
F—=T M LET,

Flexible NetFlow NetFlow V5 T X/ R"— bk A O JLDEEFE

JO0— IO RAKR—EDEKTE
TH— ) AR R ERET B, ROMEEEEETLET,

Y

FIRDHE

G¥)

Tu— T AR—Z LT, 1 OEOLBBYR— N ENFET, BROEEICT—ZE Ty
AR—= b TEERIT, B OT7o— 2 ) AR—FZEFHREL T 7 — F=Z |CE) B THLE
NHY FET,

IPvd £721XIPv6 7 FL ADW T EFH L Tafice s AR — FTEET,

© e NS G RN =

— e md md el ol
S 1A WN = O

enable

configure terminal

flow exporter exporter-name

description description

destination {ip-address | hostname} [vrf vrf-name]

export-protocol {netflow-v5 | netflow-v9 | ipfix}

dscp dscp

source interface-type interface-number

option {exporter-stats | interface-table | sampler-table | vrf-table} [timeout seconds]

. output-features

. template data timeout seconds

. transport udp udp-port

. ttl seconds

. end

. show flow exporter exporter-name

. show running-config flow exporter exporter-name
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Flexible NetFlow NetFlow V5§ T~ X7;K— k 70O FaLDHREH X

FlED M
AU RFERIETIVa Y B#)
ATy I enable Rt EXEC E— K& A Rr—7 ML ET,
Bl - *NRAT—REANLET (BERENTZHE)
Device> enable
ATy T2 configure terminal sua—srbar 7 4 Xalb—varyE— BB LET,
11 :
Device# configure terminal
2TFwv T3 flow exporter exporter-name Tu— 27 AR—=HZER L, Flexible NetFlow 7 17— T
JAR—=B a7 4 FXal—ar®—FefBLET,
11 : .
CIOavwy FTE, BMFO 7 n— o) AR—F 2k
Device ( fig)# fl t - <
Device (config)# flow exporter WY 5L bTEET,
ATy T4 description description (EE) 27 4 ¥ = L—1 3 8 X Oshow flow exporter
avy ROMNIRRINDL T 7 AR—F Ot 2% E L
151 : £7
Device (config-flow-exporter) #
description Exports to the datacenter
ZF w5 destination {ip-address | hostname} [vrf |7 ZAR—Z DS AT LDOIP T RLUAELZITHR R
vif-name] HEfRELET,
K GE) IPv4 721X 1Pv6 7 KL ZDWF Rzl LT
' SEEICT 7 AR— R TEET,
Device (config-flow-exporter) #
destination 172.16.10.2
2576 export-protocol {netflow-v5 | netflow-v9 | | = 7 2 K — # Cffi fil X415 NetFlow =7 ZH— k 71 b
ipfix} ANDA—Ya U EELET, NBAR 2Ol S
74—V RO AR — MIIPFIX TOHYHR— K EZiT
11 : WET,
Device ( fig-flow- ter) # P .
export-protocol netflow-vo 77 4 /v ME : netflow-v9,
ATy T1 dscp dscp (EEB) =7 AR—ZIZL o TERENDHT =X T T LD
Diffserv =— K 7R > b (DSCP) /37 A —X %% E L F
B - 4,
Device (config-flow-exporter) # dscp 63 . %I@ dSCp @%ﬁ@i 0~ 63 w(:\-a—o .7:7 F L ]\ . [0]O
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wheERO®R |

AR RFEREETOVa Y

Sl

27 vT8 source interface-type interface-number | ({LE) 7 AK—H T, TI A hENFF—H J T
LDEETLIP 7 RLALLTIPT L RZMHT 50—
fl : AN A B =T 2 A ARBELET,
Device (config-flow-exporter)# source
ethernet 0/0
2FvTS9 option {exporter-stats | interface-table | (EE) = AR—HFDOF T ay T—FZ RXTA—H%
sampler-table | vrf-table} [timeout seconds] | 2= | %4,
i - 3ODA T v a rERARICRETE ET,
Device (config-flow-exporter)# option * 5% seconds DHFPHIZ, 1~ 86,400 T, T T F Vb
exporter-stats timeout 120 ﬁg : 600,
ATv 710 output-features (f£#) Quality of Service (QoS) EtHFEALZHEH LIz
AR—=bt Ry NOEEFEEAF—T M LET,
i -
Device (config-flow-exporter) #
output-features
&R | template data timeout seconds EE) A LT NMIESNWTT 7 L— FOFEEL
RELET,
i e
* 514 seconds DHFFAIL, 1~ 86400 TY (86400 F» =
Devi ( fig-flow- ter)# t lat
Gata timeout 120 Lo LoriTEETRIEREl 24 WD .
ATy T12 transport udp udp-port T AR—NSINDT —H T T L& AT MBS
% UDP AR— F&faE L £ T,
£l e
* 518 udp-port DEIPHIZ 1 ~ 65536 T,
Device (config-flow-exporter)# transport
udp 650
ATvT13 ttl seconds (EE) =7 AR—FICL->THEEESNDT =TT LD
fEfi T RelRsf#] (TTL) 2R E L E7,
i »
* 51%L seconds DFAPHIL 1 ~ 255 T9,
Device (config-flow-exporter)# ttl 15
X7_"‘jj°14 end Ja— T AR—X :lf/7/]’3’\:;7_[/‘_“\/5:/%‘_‘]:%,’f\:
T L. ¥ EXEC E— RIZED £7,
i -

Device (config-flow-exporter) # end
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Flexible NetFlow NetFlow V5 T4 X7/R— k 70O k3 )LD R EH .

AR RFEREETOVa Y

Sl

2FvT15 show flow exporter exporter-name (LB BESnF78— =7 AR—FDOBIED AT —
A AR LET,
i
Device# show flow exporter
FLOW_EXPORTER-1
ATvT16 show running-config flow exporter (EE) fBESN-7u— o AR—FDOEREZFE TS L

exporter-name

51 -

Device# show running-config flow
exporter FLOW_EXPORTER-1

£,

Flexible NetFlow NetFlow V5 T4 X/ R— k 7’0 k3 JLDE&REHI

Bl - IN—3 08T RAEBR—FDERTE

W DOHIE. Flexible NetFlow (2% T A3/ 3— g 527 AR— NOBREHEEZRTLTWET,
ZofNE, Fu— )L a7 4 Xal—i gy — NTRBLET,

|

flow exporter EXPORTER-1
destination 172.16.10.2
export-protocol netflow-v5
transport udp 90

exit

|

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-input

exporter EXPORTER-1
!

ip cef
|

interface Ethernet 0/0

ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 input
!

Z Db DB HEE #

EEEH
ESPERLYS! SHRE
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[ Cisco 10S Flexible NetFlow Command Reference]

1RZE/RFC

Gl

24 kL

COBREIZE VIR — P SN DHHETITEE
SN AFHE/RFC 1TH Y £H A,

MB®DY >y

L

BIRLS-T Ty v I —b, VAT YT "z
7 VIV—=ZA, BLOYT 4 —F ¥ v D MIB
ERFELTCH U a— RT585451F, IROURL
123 % Cisco MIB Locator Z{# 1 L £9°,

http://www.cisco.com/go/mibs

SRADTY ZHI YR—F

Bl

)y

AADYR— I BILRNNF 2 AT —Ta v
Web¥ A FTlE, FUrm— Ra[fEe~=a7
b, T "o T, V=N EDOE T A
VA&l LTWEST, b0y Y—R
X, Y7 b7 A A=V LTRELE
D, VAT 7 ) v —I2BT A H
HIRMEZ R LT T 5720 L T 7EE
VW, ZDWeb WA KN EDY—)ZT 7 EAT
A%, Cisco.com D 7 A ID BLU/IR
U— RBMETT,

http://www.cisco.com/cisco/web/support/index.html

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)


http://www.cisco.com/go/mibs
http://www.cisco.com/cisco/web/support/index.html

| waemmomR
Flexible NetFlow NetFlow V5 T~ X7R— k 770 O )L DH#EEEIEHR [ |

Flexible NetFlow NetFlow V5 T~ X7;R— k 7’0 kO )L DH#EETEHR

ROFIZ, ZOFEY 2— /L THH LIHECE TS Y U —AF#RERLES, ZoRIE, Y7 b
D=7 VU= bLA U TEBREOI R— bR HEASNEEDY T =T VI —R7Z1T %
ARLTWET, ZOMERIT, FRICK 0 BRWERY . 2RO @O Y 7 vy =7 J Y —ZATH
PAR—FENET,

TI7Yy RN 7d— LDV R—= R BLOVRAY T T =T A A=V OV R— MIET D HERE B
J" %1%, Cisco Feature Navigator Zffif] L &4, Cisco Feature Navigator {27 7 & 24 5121,
www.cisco.com/go/ctn IZFEE) L £9, Cisco.com DT H 72 MIVLEH D FH A,

5% 24 : Flexible NetFlow NetFlow V5 T4 XR— k 70 k3 )L DHRETEER

RAEE JY—2 e
Flexible NetFlow : NetFlow V5 | 12.2(33)SRE NV ay STy Af— 7
T AR—bF 7 han 12.2(50)SY N
12.4(22)T M RTy FOEEEAR—T
MILET,
15.0(1)SY

Z OHRED AR — M, Cisco
7200 B L V7300 * v R T —7
Cisco 10S XE Release 3.1S Ty (NPE) U —2X
—&H & LT, CiscolOS
Release 12.2(33)SRE TiEM X4
F L7z,

WDa< RRAREASNEL

72, export-protocol,

15.0(1)SY1
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NetFlow (X, /v —F Z#iT 537 v NOMFHERDBGEONLT A2 T 7 /v —7T7, NetFlow
IE, IP Ry NU—I DOHEED P 7 — % 2B T 272 OFEMESE T, NetFlow I, *v b
U= teXa VT OEM, xy NU—Z8 B, VT 740970, BEXORIP T AT 4
VT Y R— T AT =X ERAELET,

Flexible NetFlow (X, FEEEOBELIZEDLH TN T T 4 v I W RT A= e DAL~ A AT D%
BEAIBINT 5 Z & ¢, LLA® NetFlow LY $ e STV E T, Flexible NetFlow TiX, F 7

T A IO T OB AER B L= 0 . R ATREZ R 2 R — x> N &
LCT— %5227 AR— T DHIENEGIZRD ET,

* PERETE IR OMERE, 149 ~—

* Flexible NetFlow 7 12— H > 7' U v 7 % T % 72 ORiESM:, 150 _—
* Flexible NetFlow 7 12— H > 7' U 7 % T 2 72D ORI FHE, 150 =—
* Flexible NetFlow 7 72— > 7 U » 7IZDOWT, 150 X—

* Flexible NetFlow 7 17— H > 7 U 7 O&E %, 150 ~—

* Flexible NetFlow 7 1 — H > 7V o 7 O ERF], 155 ~—

* TOMOBEERE, 157 ~—

* Flexible NetFlow 7 17— %7V o J ORREREH, 158 ~L—

HREIFHR DR
ZHEHOY 7 27 VY —ATHE, ZOFEY 22—V THAINDTXTOMENTFR— K

TS EIFRY FHA, EHOEER L UOBRERHRIZ OV TIL,  [Bug Search Tool] 35 X ONTff
HO7Z7 9 v 73—V 7 yzT7 VY —RZHIG LT U —R ) — FESRLTIEE0,
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B Flexible NetFlow 70— 4> F 1) L5 £ AT - HDAREM

ZOFEV 2= MIREH SN TV OEOFEMAZMAE L, FEESNYFR—rshTns U J—20D
VAR T 5813, ZO0FEYa—VORRIZHDHEEFRBROEXZEZSZRL TILES W,

TITY b7 A—LOYR— P BIUPT AT YT MU =T A A=V OV R— M 2R E R
J % IZI%, Cisco Feature Navigator ZffifH L £, Cisco Feature Navigator |27 7 & 23 521X
www.cisco.com/go/ctn IZBE) L £ 3, Cisco.com DT 7 MIMLEH D £ A,

FlexibleNetFlow 78— > 7Y U5 #{FERT 1= DFH]
REH

* Xy hU—F% 7 T34 AT, Flexible NetFlow 3 VR — h &N/ A3 U Y —2A23B@ L
TWBZ L,

FlexibleNetFlow 7 O0—4% > 7)) U5 % FERT 5 - DI
SERIE]

Flexible NetFlow 72 O— H > 71 452DV T

J20—HY>275
TJa—HrFIEF A—FADar T 4 Xal—LaryTHoaryR—xr e UTERENE

T, 7a— Y% 7IE, oAICERIREND N7y FOEHIRT 5 Z & T, Flexible NetFlow
EFEITLTWVWDET AL A LEOARER ST -0l ET,

Ta—Hr YT TR, V= E DN T ;=< LV AIKTHE=L Y U TREENS SN E T,

Yo Tk Tu—FFICEATHE, T — = ENONT ANED B Sy N R
LD, —=HTT7a— F=HEFTTDH-OD0F—_—~y FAMMETLES, 7u—F
S H TR ENB Ny MR T A E, 7 — F=X DXy v 2 IS A BHORE
S, FRUSGCTIR FLET,

ip flow monitor =~ > REZMH L CTA v ¥ —T7 = A AZHHAT 256, hor 777 — =%
BB DR ET,

Flexible NetFlow 7 O— Y > 7Y V5 DH/EAHE

Ta—H TV T ERERTLE. SISOy B L, FlexibleNetFlow 12 L5 k5
T4 TN D CPU A — 33—~y RSN ET,
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Flexible NetFlow 70— H> 71 5 D{ER

A

so—x=408% I

G¥)

WOVEHETIE, TNDHDOHX AT T &% Flexible NetFlow 2~ > RIZHME /2% — T — KB
FOBIEDOIIZHONWTHBH L ET, T4 5D Flexible NetFlow =~ > R Tffi F AlgE72 = Dt
X —U— R EFIEITOWTIE, [ Cisco IOS Flexible NetFlow Command Referencell % 2[R 1L T<
72 &0,

JO0— EZZDHETE

Yo7 van—F=Z b L A X —T oA R CEAESNET, $ TV T ERAR—T
T BITIE, 7 —F=XEER LT, ONMTD N T 74 v 7 A TERETILENDD E
T, Tua— B R ERETHITIE, ROLEEELETLET,

F7r—E=FITiE, FHOF Yy vy a2PFV Y THENATNET, 7re—F=F2TLIT, Fvv
Vaxz  NIONEBIOVAT Y NE2ERTHLI— RBMETT, La—FK 7r—<v h
E, FRIERFHLOL I — R 74—y FOWTHNITHZ L TEETR, EFoa—HT
H UL Flexible NetFlow 72— L a2— R a7 4 X2 L—3 3 > F— KT collect 33 ;U match =
~UREEHALTHEDOLVa— R 74—~y M52 &b TEET,

FIRDHE

FIED

G¥)

7r—F=4 Trecord 2~ NO/XT XA —FZZEHF HHIIZ, no ip flow monitor =~ > N %
ERALT, 3 XTOAL o F =T oA ADLHEAE RO 7 n— E=F ZHIBRT 2 0ERH Y £
ﬁ‘o

enable

configure terminal

flow monitor monitor-name

description description

record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}

A S o

end

ARV RFEREFTIVaY E]:g]

ATy T

enable ¥# EXEC £ — K& A 2 —7 i LET,

2K CSRT—RFEANLET (ERSNEZHE) .

Device> enable
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Flexible NetFlow 7 O— 5> 7 V7 DfEMRA

AT RFEREETI VI Y

E[:)

ATFv T2 configure terminal Jua—nR) a7 40X a2l —arET— RERGL
i‘ﬁ‘o
{1 :
Device# configure terminal
ATV7T3 flow  monitor monitor-name 7 —E=4%{ER L. FlexibleNetFlow 7 7 —E =
X ary7 4 Xal—raryE—REBLET,
{1
CZpawy RTE, MEO T u—T =X BEH
Device (config)# flow monitor - )
FLgr:/Lq—MONITo;—l ! : THIELTEET,
ATFv T4 description description (EE) 7e— =2 OMHEEZFEHRLET,
11 :
Device (config-flow-monitor)# description
Used for basic traffic analysis
ATFvTH record {record-name | netflow-original |netflow | 7 o — =% p L a2— FZEELE 1,
{ipv4 | ipv6} record [peer]}
11 :
Device (config-flow-monitor)# record
netflow ipv4 original-input
ATvT6 end FlexibleNetFlow 72— =% 27 fF =2l — 37
Y E— FEKT LT, %k EXEC £— FICRY %
B : 4,

Device (config-flow-monitor)# end

JO0—H 2 T)UTDNHRESLUVA R—TILE

Ta— Y FIERELTA X—TNMCT AT, ROVBELEEITLET,
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Jo—4rIyviosEsstsr—Juie

FIEDOE
1. enable
2. configure terminal
3. sampler  sampler-name
4. description description
5. mode {deterministic | random} 1 out-of window-size
6. exit
1. interface type number
8. {ip |ipv6} flow monitor monitor-name [[sampler] sampler-name] {input | output}
9. end
10. show sampler sampler-name
FIEDEFH
AU RFERET7TIV3 Y B
ATv 1 enable FHE EXEC E— R& A X —7/LIC L E T,
il - *NRATU—REANLET (FERINEHH) .
Device> enable
RTFw T2 configure terminal Jau—N)ar7 4 Fal—ary ET— REEEBELE
7
i
Device# configure terminal
ATFvT3 sampler sampler-name Yo TIEER L, YT T a7 4 Fal—a
E— FZBsLET,
i .
* DAy FTE, BBFOV T I E2LETH D
Device (config) # sampler SAMPLER-1 t %)ngfgij_o
ATvT4 description description (FE) 7u— Y7705 EERLET,
{51
Device (config-sampler) # description
Sample at 50%
ATFvTH mode {deterministic | random} 1 out-of YT E—FBLRTe—HY SOOI 4 R W

window-size

11 -

Device (config-sampler) # mode random 1
out-of 2

ARXER/ELET,
* 513k window-size DHIPHIZ, 2 ~ 32,768 T,
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Flexible NetFlow 7 O— 5> 7 V7 DfEMRA

ARV RFEERETIVa Y EL:Y
ATvT6 exit 7T ar7s4Xalb—varyE—KekTrL, 7
g—)L a7 4 Fal—garET—RNIREDFET,
i -
Device (config-sampler) # exit
25T interface fype number LB =T oA ABARE L, A2 H—T o A AT 4
Xal—varyE—REHBLET,
i -
Device (config)# interface
GigabitEthernet 0/0/0
ATFvT8 {ip | ipv6} flow monitor monitor-name Bk L7 — =28l 0N 77— Yo 7Fo% A
[[sampler] sampler-name] {input | output} | % - . ¢ 2z =YY HLFYL T EA F—TF
M LET,
il -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input
ATv79 end A H—TxAfRAAT 4 Fal—TarET— ek
T L. ¥ EXEC E— RIZED £7°,
i -
Device (config-if)# end
2Ty 710 show sampler sampler-name REFEHLTAX—T N LT-7a— Yo TTOAT—
H AR L OHEHERE T LET,
il -
Device# show sampler SAMPLER-1

J0—H%275

BEDAT—H R EMETRHDERT

EFHRTA Z—T I LT 0 — T TDAT—F A L O EREF R4 5120, kD

EEDIEREEZFITLET,

FIRDOHE

1. enable

2. show sampler sampler-name
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FIEDFH

AT w71 enable
enable 2~ R L - T, BHEEXECE— FZBAELET (Fun 7 IRFRRINTEBERAT—RE AT
LET) .

51 -

Device> enable
Device#

X Fw 72 show sampler sampler-name
show sampler =~ > R ClL, f8ETHH T ITOHREDAT—H A EFKRLET,

51 -

Device# show sampler SAMPLER-1
Sampler SAMPLER-1:

ID: 2
Description: Sample at 50%
Type: random

Rate: 1 out of 2
Samples: 2482
Requests: 4964

Users (1):

flow monitor FLOW-MONITOR-1 (ip,Et0/0,I 2482 out of 4964

Flexible NetFlow 7 O— 5> 71 > 45 D% EH

Bl:IPVARS D4 v IDIUEA LY TSDERESLUVA R—TILE

WIZ, IPVAR TN T 74w DT F LY TN TEERE L, A R—TNMIT D FIEOH 2R
LET,
ZOoHX, Fua—)Lar7 4 Fal—gy B— RTHBELET,

!
flow record v4 rl
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long
|
flow monitor FLOW-MONITOR-1
record v4_rl
exit
|
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Bl 20— FEZANT TITA R—TILDGEITTO—EZ LRI TSHEBMT S

sampler SAMPLER-1

mode random 1 out-of 2
exit

|

ip cef

|

interface GigabitEthernet 0/0/0
ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 output
!

WIZ, IPVAANTTI N T 74w I DT ELY TN TEHRE L, A F—TNMIT D IFEOH 2R
| =
oW, Fae— )L a7 4 FXal— gy F— RCHBLET,

!
flow record v4 rl
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
collect counter bytes long
collect counter packets long

|

flow monitor FLOW-MONITOR-1
record v4_rl

exit

|

sampler SAMPLER-1

mode random 1 out-of 2
exit

!

ip cef

|

interface GigabitEthernet 0/0/0
ip address 172.16.6.2 255.255.255.0

ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input
!

Bl . 20— F=ZANTTITAR*—TILDBEIZ72A—F=F(ZHY
TS5 %EBMT %

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

WOFITIE, VYo T TR L TA v EZ—T 2 AT, R—=T MR TWNWETa— =X I
T 2 BINT 355 08EEZ R LET,

Device (config) # interface GigabitEthernet 0/0/0

Device (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

WORFITIL, 7a—F=FE2H 7T LA R—TNMIZTELLICTHEDIT, £ 25—
Tz A ANB WS TEABIRT D2 HEE R LET,
Device (config) # interface GigabitEthernet 0/0/0

Device (config-if)# no ip flow monitor FLOW-MONITOR-1 input
Device (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input
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#:vn—t=sns09>7504E I}

Bl 20— F=Z40h50DH 2 TSDHEIK

Wiz, 770X —U— REBIXUE %7 L THWipflowmonitor 2~ > K& AL T, 4 ¥ —
Tz A LDTa— F=200H T T EHIRT 258 OMEOHERLET,

Device (config) # interface GigabitEthernet 0/0/0

Device (config-if)# ip flow monitor FLOW-MONITOR-1 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in sampled mode and cannot be
enabled in full mode.

ROPITIZ, YT TRLTARX—T I TEDL LI, V7T L—/ITA RX—T MR- T
WH 70— =LA B —T oA ADNLHIRT A HEERLET,
Device (config) # interface GigabitEthernet 0/0/0

Device (config-if)# no ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input
Device (config-if)# ip flow monitor FLOW-MONITOR-1 input

Z DD EEE R

BEE M

EPERERS SRt

CiscolOS 2~ R [Cisco I0S Master Command List, All Releases.]
Flexible NetFlow DOHE&IEH IS L OB ENFE [Flexible NetFlow =27 4 X2 L —Y g

14 K]

Flexible NetFlow =~ > [ Cisco 10S Flexible NetFlow Command Reference]
1E#/RFC

T 24 kL

ZOMREIZI DY R — N INAFIRETITEF | —
SN-HEHE/RFCIZH Y T8 A,
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MiIB
MIB MB®D!')>s
2L B LT Ty N7+ —A, VA Y7 Y=

7 UVI)—=X, BXOT7 4 —F ¥ > O MIB
ERBLTH U e— RT58581%, RO URL
\Z 3 % Cisco MIB Locator Z{# ] L £,

http://www.cisco.com/go/mibs

SRADTHYZAIL YER—+

BLL] o

VAaADPYR—FBLIUORF a2 A TF—3 g | http://www.cisco.com/cisco/web/support/index.html
Web¥ A FTiE, FUurmr— RKa[iEe~=a7
e VTN =T V=R EDOE T A
VAL TWnEY, Zhbnl Y —2R
X, Y7 bho=T B A=V LTRELE
D, YRaWET 7 v Y —IZB T S Hifk
FIREZ R LT T 5720 L T 7EE
VW 2D Web A b EDOY =TT AT
BHERIE. Cisco.com D1 71 2 ID B L OVIR
U — RBMETT,

Flexible NetFlow 7 B — H > 7)) U5 OHEEEHR

ROFIZ, ZOFY2a—/LTHHLIEEICETLS Y ) —AFRERLET, ZoXRIE Y7 b
=7 VU= bbA U THEREOY R — bR EASNIZEEDY T by =T V) —RIZT%
ALTWET, ZOMREIZ, FRCHI D BRWRD | ENLIEO—ED Y 7 vy =7 VY —ZTh
HAR—bhINET,

TT 9 R T A —BDOPR— FBIOV R YT vy =T A A=V OV KR— MIMET D IERE HHR
9% 1Z1%. Cisco Feature Navigator 2 L £, Cisco Feature Navigator {27 7 & 2 F 5 1ZIZ,
www.cisco.com/go/cfn |ZFE®E) L £ 9, Cisco.com D7 7Y MIKEH D FHA,
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Flexible NetFlow 7 0— 4> 7y v o ousets®m I}

5= 25 : Flexible NetFlow 7 O0— > 7'\) 45 D HEREIEER

Flexible NetFlow : 7 > % & | 12.2(50)SY 7A=Y T I =IO
AP 12.4(20)T AT A Fal—ra S THIO
Cisco IOS XE Release 3.1S TR b e LTRSS

£, 7e—HrTIIE o
PSR S %~ v b3k
Z PR3 % Z & T, Flexible
NetFlow %z %17 L TV %7 /3 A
VSESR= Vil AN et S0 !
SNEY., Y7o 7
YA NETTHEERY T v
JFE (F—F) zfEHLE
R

RO~ RPEANETITLEE
EjLE L7z, clear sampler,
debug sampler. mode,

Cisco IOS XE Release 3.2SE

record, sampler, show sampler
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Flexible NetFlow : L1 V2 J74—JL F

Flexible NetFlow : L' ¥ 2 7 1 —/L REEEEIZ L » T, MAC 7 R L A/AE LAN (VLAN) ID 72
EDOVA¥2 74—V FOFEHEREZ., FT T4 v 7 MBIETEET,

* HERETE IR OMERE, 161 ~—

* Flexible NetFlow L' -f ¥ 2 7 ¢ —/L KIZ2\ T, 162 ~X—

* Flexible NetFlow L' 4 ¥ 2 7 4 —/)L RORETE, 162 _—

* Flexible NetFlow L'/ ¥ 2 7 ¢ —/L KO EH], 169 ~X—

* TOMOBEEEL, 170 ~—

* Flexible NetFlow : L' A ¥ 2 7  —/L ROMEREIEWR, 171 _X—

L | =
WEEIFER D MERR
THERHOY 7 27 VU —RATiL, 2OFY 22—V TitBAENE T XTOEENRTFR— &
TS EITRY £ A, EHOEEL LOERIEHRIC OV TIE,  [Bug Search Toolll ¥ XUl
HOTZ7y v 74—V 7 bz T7 VI —RZHE LY V=R —FE2ZRLTEEN,
ZOEYV 2= /VMIRH SN T DEEOFM LR L, SEENYR—rshTnd U U —20D
UM Ef#ET 55813 ZOEFEY2—VOREICHLEEIFHROKRELSHL TIZI U,

Ty R T —LDOY R —FBIR AT YT N2 T A A=V R — MIET L IEREBR
9% 121%. Cisco Feature Navigator Z /] L £3°, Cisco Feature Navigator {27 7 & 2 F 5 1ZIZ,
www.cisco.com/go/ctn (ZFEHEN L £9°, Cisco.com DT I 7> MILEDH Y TH A,
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Flexible NetFlow : L4 ¥2 74 —L K |
B Flexible NetFlow L 1 ¥ 2 7 ¢ —)L FIZDW\T

Flexible NetFlow L 1 ¥ 2 7 4 —J)L FIZDL\T

Flexible NetFlow : L1/ ¥ 2 7 4 —)L FOHIE

Flexible NetFlow : L' 4% 2 7 4 —/L FEREIC L > T, MAC 7 F L 22{R48 LAN (VLAN) ID 72
EOLAY 27 44—V ROKEHEHREZ, T 74 v I BIUETEET,

Flexible NetFlow L4 V2 7 4 —JL FOHRTFEH*

HRATAAXLf-720— La—FKDEFE
HARL 7O — La— RERETDHITIE, ROEEEFEITLET,

NAB~<A R LTe7vn—La—RE, BEOHW TN 74 v T —F &G TH7OITHHL
FT, WAXwAAXLI7a— La— KX, key 74—/ F& LTEMT 2 1 2L ED mateh
FEHENMIA T, BH X nonkey 7 4 —/L K& LTHEMT 5 1 DLLED collect FEHERH D F 9,

HAR<A A LT=7v— L a— ROIEFNE, HELORREERNH Y £, ZOEETIE, mTREME
DHHNEFND 1 DEAEKT HT-DDOFMEICOWTHHALET, MNEISLTZOEEDOFIELZE
WL, BHIZAEDETCHAX L 77— La— REERLET,

FIaDHE
1. enable
2. configure terminal
3. flow record record-name
4. description description
5. match {ipv4 |ipv6} {destination | source} address
6. VEIGLTAT v 520K L, La—RoBkey 74—/ RE#&ELET,
1. collect interface {input | output}
8 MEIZIELTAT v 7 7 &2#VIKL, La— ROEN nonkey 7 4 —/V RZFHE L ET,
9. end

10. show flow record record-name

11. show running-config flow record record-name
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nzav4ZLt=70—La—roze |

FIE D
ARV RFERIETY Va3 Y EL:y
ATy enable FitE EXEC E— R& A R—7 M LET,
Bl AT —=REANLET ERINEZHE) .
Device> enable
2Ty T2 configure terminal sa—sLar7 4 ¥al—vary E— RERBLE
‘g_O
il -
Device# configure terminal
ATv7T3 flow record record-name 7r— L a— RZ{ER L, FlexibleNetFlow 7 7 — L = —
FRarv74Xalb—vary T— Rl £,
i -
cZDavr RTE, BFEO 7o — L a— REEE T
Device (config) # fl d - <
Deviosicontig)t flow recor HILHTIET.
ATvT4 description description (EE) 7e— La— OB Z/ERLET,
il -
Device (config-flow-record) # description
Used for basic traffic analysis
2Ty TE match {ipv4 |ipv6} {destination |source} | 7o — L a—RdDkey 7 4 —/L FERELET,
address
GE) ZOBITIE, IPVASEET RL A& La— oD
Bl key 7 4 —/L N & LTRIEL£T. matchipv4
' g~y RO FREZR ZE DD key 7 4 — /L
Device (config-flow-record) # match ipv4 F iSJ:CFkCyj7/{“/V}$U>EQEEGZ{§fﬁEqﬁEi§
destination address ) ‘
F DD match =~ > KIZHOWTiL, [ Cisco
IOS Flexible NetFlow Command Referencel % %
LTS 7ZEN,
ATvT6 MEWZR L TAT v 7 S 2 0iKL, L |—
o— RO key 74—/ REREL
D
ATvT1 collect interface {input|output} ANIA B —T = A A% L 2— RdDnonkey 7 4 —/L K &

{1

Device (config-flow-record)# collect
interface input
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Flexible NetFlow : L4 ¥2 74 —L K |

AT RFERET7II Y

Sl

GE) Wiz, ANA v B =T A A% L a— KD
nonkey 7 4 —/L K& L CRET DB 2R L E
9, nonkey 7 4 —/\ RO EIMH AIHE/ %
DAL colleet =~ > RIZOWTIL,  [CiscolOS
Flexible NetFlow Command Reference] =% 1L

TLEEN,
ATvT8 VEIZECTAT v 7 7 &0ikL, L |—
21— ROiBH nonkey 7 4 —/L R&FRIE L
i‘é‘o
ATvT9 end Flexible NetFlow 72— L a— R a7 4 X2 L—3 g
¥ E— Nz T LT, ¥ EXEC E— FIZRY £75,
{51
Device (config-flow-record) # end
ATy 710 show flow record record-name (EE) fFEEShE7u— L a— ROBEO AT —F A
rRALET,
{5
Device# show flow record FLOW RECORD-1
ATy 71 show running-config flow record (LB EBEsnr-7e— La— RoOREXFERLE

record-name

{1 -

Device# show running-config flow record
FLOW_RECORD-1

R

WRAEATAAXLF-70— =2 DR

HAK K 7 a— F=XEBERT BT,

WROMIAVEREZFATLET,

K7 —F=XIZE, BHOX Yy v v aREH DB ToNTWVWET, 7Jr—F=H T L2, Ty v
Va U NIDOHRBILOLA T U NEERTHLa— RBMETT,

[F L& BHII

Flexible NetFlow DERICHmF AL 2 — FORDOVICHAX~ A A L= a— REERAT 56
X, ZOX AT EZETTIHRINC, WAX~A AL a— RE{ERRT20ENH Y 97,

T—HET I AR— T HEHICTr—

T AR—HE T —F=F|ENT AL, 20X

AT T T DN AR—=ZZNERT 2B RH Y £7,
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G¥)

77— E=H Trecord 2~ RDO/XT A —X %JEHF HHIIZ, no ip flow monitor =~ > K%
LT, $_XTOA L F =T =2 A ADOEMEFEHAO 70— E=F ZHIRT 20BN H Y £
7, ip flow monitor =~ > RiZ-DWTIL, [Cisco I10S Flexible NetFlow Command Referencell %

ZRL T ZE Y,

FIEDHEE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }
1. WEIELTAT v 7 62 MVIELT, 2070 —F=FDX Yy va RTA—FDEHR%
e LET,
8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
13. show running-config flow monitor monitor-name
F D48
ARV RFERERETIVa Yy B8
ATvT1 enable FitE EXEC £ — & A X —7 VIZLET,
Bl - CNAT—FRE AN LET ERINEHE)
Device> enable
ATvT2 configure terminal Ja—s ar7 4 Xalb—var E— Rabiln
L/ \32 —g—o
i -
Device# configure terminal
ATvT3 flow  monitor monitor-name 7u— =4 %{ER L. Flexible NetFlow 7 17— &

{1

Device (config)# flow monitor FLOW-MONITOR-1

=H a7 4 Xal—are—FeRBLET,

cZpavwy RTIE, BFD7u— =4 52K
W52 L TEET,
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aAv Y RFEEET7I 3y

S

ATFv T4 description description (EE) 7a— =2 OMHEZFEHRLET,
{51
Device (config-flow-monitor) # description Used
for basic ipv4 traffic analysis
ATFvTH record {record-name | netflow-original | netflow | 7o — =% L a— R N&EELET,
{ipv4 | ipv6} record [peer]}
11
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATvT6 cache {entries number | timeout {active | inactive| ({IL7%) 7um—F=F Xy v a2 T A —HF (X
| update} seconds | type {immediate [normal | | ¢ 27 Nl Fr ool FUEK Frouia
permanent; FATE) BERLET,
- * timeout ¥ — 7 — N|ZE T 5 F— U — FOfHE
bevice (contigtl Cort eache t X, F¥ v a2 XA 77 immediate |23 E I
evlice (conrig- OoOw—-monitor cachne e
normal ? e NTWBEAITIIKE SN EEA,
ATvT1 VEIZGELTAT v 76 &20IKLT, 207 |—
= F=FDX Yy a NTFTA—FOETE
SETLET,
ATv T8 statistics packet protocol (f£&) Flexible NetFlow =% ® 7 1 k 2 L4538
FEHEMOINEE A X — T MIZ L ET,
{1
Device (config-flow-monitor)# statistics
packet protocol
ATv79 statistics packet size (f£&) Flexible NetFlow & =% D% A X380k H
HHROWEZA RX—T NI LET,
{1
Device (config-flow-monitor)# statistics
packet size
ATv 710 exporter exporter-name LE) FANER SNy AR—% D4 % 15

1 -

Device (config-flow-monitor)# exporter
EXPORTER-1

Ebiﬁ—o
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1va—oz42~070—=20ER I}

aAv Y RFEEET7I 3y
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ATvIN end Flexible NetFlow 72— F=% 2.7 4 ¥ =2 L —
Tar E'— FEK&T LT, FitE EXEC E— NIZRE

{1 DET,
Device (config-flow-monitor)# end

ATwT12 show flow monitor [[name] monitor-name [cache | ({T-7&) Flexible NetFlow 72— E=Z D A5 —X
[format {csv | record | table}]] [statistics]] 2B X OWEHEREF R LET,
1 :
Device# show flow monitor FLOW-MONITOR-2
cache

ATy 713 show running-config flow monitor monitor-name| ({13&) EEINZ70— E=F DR EEZE L

1 -

Device# show running-config flow monitor
FLOW_MONITOR-1

jz—g«o

A3 —T A AANDT7A— FE=Z2NEA

Tu—F=XET T 4 TAET RN, 1 DU LEDA U H—T o AZHEATHOSERS D £7,
Tu— =B ET VT 4 T BTN, IROVBIEEAFEITLET,

FIEDHEE

enable
configure terminal

interface type number

LA S

ATC7u— =427 77 47 LET,
end

~ o

. show flow interface #ype number

8. show flow monitor name monitor-name

{ip | ipv6} flow monitor monitor-name {input | output}
ATy TI3BIOAZOE LT, NITA v I HFT=FT 0T M ADMDA o Z—T =4

cache format record
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B sz zx~0n70—E=450EA

FEDEFHA
ARV REEEFET7Ia Y B#
ATy 1 enable FibE EXEC E— R& A R2—7 LI LE T,
i CNAT—=REANLET FERINTEHA)
Device> enable
2Ty T2 configure terminal sua—s ) ary7 4 Xalb—gy ®— etk
L/ijqo
1 -
Device# configure terminal
ATvT3 interface fype number AVE—=T A AGEEL, AV F =Tz XA
TA4X a2l —ar EB— FERBLET,
1 -
Device (config)# interface GigabitEthernet
0/0/0
257y T4 {ip | ipv6} flow monitor monitor-name {input| | JERFEHOT B —F=F % NT T 4 v 7 DLETRE
output; BLRBA L H—T 2 A ATEIVSTHZ LT, Z
D7R—F=FET I T 4TI LET,
151 -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATvTH ATy 3B EHEVIRLT, FT7T7 4w |—
IR AT EHT A, ADMMD A X —T =
AARTTR—F=XET 774 7L LET,
ATv76 end A B =T A AT 4 Fal—gr EF—FR
AT L. HHE EXEC £— RIZR Y £,
1 -
Device (config-if)# end
ATvT1 show flow interface type number WWEINIZA v HZ—7 = A AD Flexible NetFlow @
AT =B A (A F—=TNEIEZT =T N) &%
51 ~LET,
Device# show flow interface GigabitEthernet
0/0/0
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ARV RFEREERT IV a Y Sy

ATvS8 show flow monitor name monitor-name BEIN-70—F=FDAT—F A $HeHEH.
cache format record BLUOF v v aNO7a—F—2 2 &R LET,
i -
Device# show flow monitor name
FLOW_MONITOR-1 cache format record

Flexible NetFlow L. £ ¥ 2 7 4+ —JL KD EH|

5l - MAC B &K UVLAN#EHEHRE =4 ") > % FH D Flexible NetFlow D)%

—

X

WDENL, MAC 38 X O VLAN #EZHEHRES L H 12 Flexible NetFlow 3 ET 5 FiELXZ R L TWE
7,

ZOFE, Fu—r a7 4 Fal—vary = NTHBLET,

flow record LAYER-2-FIELDS-1

match ipv4 source address

match ipv4 destination address

match datalink dotlg vlan output

match datalink mac source address input
match datalink mac source address output
match datalink mac destination address input
match flow direction

|

exit

|

!

flow monitor FLOW-MONITOR-4

record LAYER-2-FIELDS-1

exit

|

ip cef

|

interface GigabitEthernet0/0/1

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|
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B zotomssas

Z D DEEE R

&R R SHE

CiscoIOS =2~ R [Cisco I0S Master Command List, All Releases.]

Flexible NetFlow OB Hds S OREMEHE [Flexible NetFlow 2> 7 4 X2 L — 3 H

£ K]

Flexible NetFlow =~ > R [ Cisco IOS Flexible NetFlow Command Referencel]
1R ZE/RFC

R 24 ~IL

ZOBRICE VYR — P SN OFREITER | —

SNTAERERFC 1 IH Y £H A,
MIB

MIB MB®D!) >y

mL BIRLZT Ty b7 4—h, YA YT hy=

7 V)=, BLXOT7 4—F % &y D MIB
PRRLTCHE Y — R 5881, kO URL
\Z 3 % Cisco MIB Locator Z{# ] L £,

http://www.cisco.com/go/mibs
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|  Flexible NetFlow : LA ¥ 274 —JL K
Flexible NetFlow : L1 ¥ 27« —)L ko#eeEsn [

SRADTY ZHIL YR—F

&5t A )y

ATV R—FBIORKRF o2 X 57— g | http://www.cisco.com/cisco/web/support/index.html
Web¥ A hTik, ¥vruo— Ka[fERr~=27
I, VTR =T = NIl DF T A
VAL TWET, Zhbnl Y —2X
3. Y7 b =T EA ARV L TRE L
D, YRAaABELT 7 v U—IZBT A i
HRTEZ R LT T 572D L T2 S
VW, 2O Web A b EOY— T 7 AT
BHBX. Cisco.com D 7 A > ID BLOVIR
U— RPMETT,

Flexible NetFlow : L1/ ¥ 2 7 4 — )L FDHEEIEER

ROFIZ, ZOTY2—/LTHP LIHEREICBET 2 Y U —X a2 L Ed, ZoXRT Y7k
V7 VU= FLA U TEERROYRN— FREASNTLEDOY T v =2T VI =R T %
ARLTWET, ZOMAREIL. FRTHD 2R | TR LEO—ED Y 7 F =T VY —XTh
PAR—hSHET,

Ty N7 —LbDYR—=FBLOV AT T =T A A=V OV R— MIETLIERE MR
J"%1ZI%, Cisco Feature Navigator ZffifH L &9, Cisco Feature Navigator |27 7 & 24 5121,
www.cisco.com/go/ctn [IZBHE) L £9°, Cisco.com DT T MIKEH D £H A,
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B Flexible NetFlow : Lo 27« —)L FO#ENEH

%R 26 : Flexible NetFlow : L1 7 27 4 —JL K D#EEIESR

Flexible NetFlow : L1 ¥ 227 4 —JL F

Cisco IOS XE Release 3.2SE

HEEER J1y—= BERETEER
Flexible NetFlow : L 1 ¥ 2 12.2(33)SRE MAC 7 R L A48 LAN
74— 12.4(22)T (VLAN) ID 72 ED LA ¥ 2

74—V ROKEHEHRZ, b7
T4 I MBINETE FT,

Z ORERED YR — R, Cisco
7200 3 L7300 % v kT —2
WPLx > (NPE) U —X
JL—%2 & LT, CiscolOS
Release 12.2(33)SRE TiEM &1
F L7

RDOA~ L RPEAETITEE
ShE LT
collect datalink dotlq vlan,

collect datalink mac. match

datalink dotlq vlan, match
datalink mac
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Flexible NetFlow : A 77 VRF 5 7R—

Flexible NetFlow : AJJ VRF 7R — MMEREIZ L > T, key 7 + —/L KE72Id nonkey 7 4 —/L K &
LTVRFIDZET L2 70— La— R RRboA7e—E=4 %@L, V—% TEE 7y
k7> 5 Virtual Routing and Forwarding (VRF) ID ZUUE T £,
© BERETHE O, 173 ~—v
* Flexible NetFlow AJJ VRF %7 — RMZ2OWT, 174 <=
* Flexible NetFlow A7) VRF #AR— h DR EFHE, 174 _X—
* Flexible NetFlow A JJ VRF $7"— F DFER], 181 ~<—
* TOMOBEEEL, 181 ~—v
* Flexible NetFlow : AJJ VRF AR — F OBRENG @, 183 ~X—

AL D

THEHOY 7 2T VY —RATHEE, ZOFY 22— L THHEINITRTOBRELNTR— &N
TWD EIERY £HA, ERHOEEL LOMREJFHRIC OV TIX,  [Bug Search Tool] 35 XU
HDOTFy v 73—V T 72T V) —RCHS L2 U —2 J— b 2SR L TLIEEN,
ZOEY 22— VIR SN TV OERBOFFM AR L, SEESYR—FSnTnWbHr I J—20D
UZ MR T 25615, ZOFYV 22— LORRZRICHHEEFBHROREZSRL TI IV,

TT v "7 A —bDOPR— FBIOV R YT by =T A A=V OV KR— MIBET D IERE HER
9% 1Z1%. Cisco Feature Navigator Zf ] L £ 9, Cisco Feature Navigator {Z7 7 £ 2§ 521X
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT H 72 MIVLEDH D £H A,
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Flexible NetFlow : A7 VRF 47—k |
B Flexible NetFlow A 71 VRF 7K — k2D T

Flexible NetFlow A 3 VRF H7R— ~ 2DV T

Flexible NetFlow : A 71 VRF Y-7;R— F D E

ZDOREIZ L 5T, key 74—/ RE 72T nonkey 7 4 —/L K& L CVRFID #U4ET 5 72— L
a—RBRbAHANNT7r—FE=F %A L, V—% TE(E/ 7 > K5 Virtual Routing and Forwarding
(VRF) ID ZUEETE £,

Flexible NetFlow A 71 VRF H7~R— kDR TEH %

o > =L ==

DARATA A LF-70— La—FDEXRE
AL Tu— La— RERETDHITIE, ROEXELZFAITLET,
NAB~<A R LTe7vn—Lba—RNE, EOHWTANI 74 v 7 T —FE2GHTH7OICHHL
T, WA AAX L7 — La— R, key 74—V F&E LTEEHT 2 1 -2LL D match
FEYENWVIZE T, B IE nonkey 7 4 —/L RE L THEAT S 1 DLLED collect ZEVENH VD F 97,
NAZSA A L7 n—Lba— ROIEFNL, BESORREENH Y £9, ZOMERETIE, "TRetk

DHLHNEFND 1 DENEET D7D FEICHOWTHHALET, MNEISLTZOEEDOTFIELZE
FL., B DbETCHAZ L 77— La— REERLET,

FIRDHE

enable

configure terminal

flow record record-name

description description

match {ipv4 |ipv6} {destination | source} address

MG U TAT v 75 ik L, La— ROEkey 7 4 —/V FEFRELET,
collect interface {input | output}

VEISUTAT 775V IKL, La— KOiEN nonkey 7 4 —/L RZFHE L E T,
end

© 0N o RE wWwN=

10. show flow record record-name

11. show running-config flow record record-name

il Flexible NetFlow 2 > 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)
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nzav4ZLt=70—La—roze |

FIE D
ARV RFERIETY Va3 Y EL:y
ATy enable FitE EXEC E— R& A R—7 M LET,
Bl AT —=REANLET ERINEZHE) .
Device> enable
2Ty T2 configure terminal sa—sLar7 4 ¥al—vary E— RERBLE
‘g_O
il -
Device# configure terminal
ATv7T3 flow record record-name 7r— L a— RZ{ER L, FlexibleNetFlow 7 7 — L = —
FRarv74Xalb—vary T— Rl £,
i -
cZDavr RTE, BFEO 7o — L a— REEE T
Device (config) # fl d - <
Deviosicontig)t flow recor HILHTIET.
ATvT4 description description (EE) 7e— La— OB Z/ERLET,
il -
Device (config-flow-record) # description
Used for basic traffic analysis
2Ty TE match {ipv4 |ipv6} {destination |source} | 7o — L a—RdDkey 7 4 —/L FERELET,
address
GE) ZOBITIE, IPVASEET RL A& La— oD
Bl key 7 4 —/L N & LTRIEL£T. matchipv4
' g~y RO FREZR ZE DD key 7 4 — /L
Device (config-flow-record) # match ipv4 F iSJ:CFkCyj7/{“/V}$U>EQEEGZ{§fﬁEqﬁEi§
destination address ) ‘
F DD match =~ > KIZHOWTiL, [ Cisco
IOS Flexible NetFlow Command Referencel % %
LTS 7ZEN,
ATvT6 MEWZR L TAT v 7 S 2 0iKL, L |—
o— RO key 74—/ REREL
D
ATvT1 collect interface {input|output} ANIA B —T = A A% L 2— RdDnonkey 7 4 —/L K &

{1

Device (config-flow-record)# collect
interface input

Flexible NetFlow 21> 7 « ¥ a2 L—3 3> H4 K. Cisco l0S XE Release 3S (ASR 1000) [ |



B 7x45<14XLt-70—E=40#RK

Flexible NetFlow : A7 VRF 47—k |

AT RFERET7II Y

Sl

GE) Wiz, ANA v B =T A A% L a— KD
nonkey 7 4 —/L K& L CRET DB 2R L E
9, nonkey 7 4 —/\ RO EIMH AIHE/ %
DAL colleet =~ > RIZOWTIL,  [CiscolOS
Flexible NetFlow Command Reference] =% 1L

TLEEN,
ATvT8 VEIZECTAT v 7 7 &0ikL, L |—
21— ROiBH nonkey 7 4 —/L R&FRIE L
i‘é‘o
ATvT9 end Flexible NetFlow 72— L a— R a7 4 X2 L—3 g
¥ E— Nz T LT, ¥ EXEC E— FIZRY £75,
{51
Device (config-flow-record) # end
ATy 710 show flow record record-name (EE) fFEEShE7u— L a— ROBEO AT —F A
rRALET,
{5
Device# show flow record FLOW RECORD-1
ATy 71 show running-config flow record (LB EBEsnr-7e— La— RoOREXFERLE

record-name

{1 -

Device# show running-config flow record
FLOW_RECORD-1

R

WRAEATAAXLF-70— =2 DR

HAK K 7 a— F=XEBERT BT,

WROMIAVEREZFATLET,

K7 —F=XIZE, BHOX Yy v v aREH DB ToNTWVWET, 7Jr—F=H T L2, Ty v
Va U NIDOHRBILOLA T U NEERTHLa— RBMETT,

[F L& BHII

Flexible NetFlow DERICHmF AL 2 — FORDOVICHAX~ A A L= a— REERAT 56
X, ZOX AT EZETTIHRINC, WAX~A AL a— RE{ERRT20ENH Y 97,

T—HET I AR— T HEHICTr—

T AR—HE T —F=F|ENT AL, 20X

AT T T DN AR—=ZZNERT 2B RH Y £7,

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)



|  Flexible NetFlow : A 71 VRF 47—

A
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77— E=H Trecord 2~ RDO/XT A —X %JEHF HHIIZ, no ip flow monitor =~ > K%
LT, $_XTOA L F =T =2 A ADOEMEFEHAO 70— E=F ZHIRT 20BN H Y £
7, ip flow monitor =~ > RiZ-DWTIL, [Cisco I10S Flexible NetFlow Command Referencell %

ZRL T ZE Y,

FIEDHEE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }
1. WEIELTAT v 7 62 MVIELT, 2070 —F=FDX Yy va RTA—FDEHR%
e LET,
statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
13. show running-config flow monitor monitor-name
F D48
ARV RFERERETIVa Yy B8
ATvT1 enable FitE EXEC £ — & A X —7 VIZLET,
Bl - CNAT—FRE AN LET ERINEHE)
Device> enable
ATvT2 configure terminal Ja—s ar7 4 Xalb—var E— Rabiln
L/ \32 —g—o
i -
Device# configure terminal
ATvT3 flow  monitor monitor-name 7u— =4 %{ER L. Flexible NetFlow 7 17— &

{1

Device (config)# flow monitor FLOW-MONITOR-1

=H a7 4 Xal—are—FeRBLET,

cZpavwy RTIE, BFD7u— =4 52K
W52 L TEET,
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aAv Y RFEEET7I 3y

S

ATFv T4 description description (EE) 7a— =2 OMHEZFEHRLET,
{51
Device (config-flow-monitor) # description Used
for basic ipv4 traffic analysis
ATFvTH record {record-name | netflow-original | netflow | 7o — =% L a— R N&EELET,
{ipv4 | ipv6} record [peer]}
11
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATvT6 cache {entries number | timeout {active | inactive| ({IL7%) 7um—F=F Xy v a2 T A —HF (X
| update} seconds | type {immediate [normal | | ¢ 27 Nl Fr ool FUEK Frouia
permanent; FATE) BERLET,
- * timeout ¥ — 7 — N|ZE T 5 F— U — FOfHE
bevice (contigtl Cort eache t X, F¥ v a2 XA 77 immediate |23 E I
evlice (conrig- OoOw—-monitor cachne e
normal ? e NTWBEAITIIKE SN EEA,
ATvT1 VEIZGELTAT v 76 &20IKLT, 207 |—
= F=FDX Yy a NTFTA—FOETE
SETLET,
ATv T8 statistics packet protocol (f£&) Flexible NetFlow =% ® 7 1 k 2 L4538
FEHEMOINEE A X — T MIZ L ET,
{1
Device (config-flow-monitor)# statistics
packet protocol
ATv79 statistics packet size (f£&) Flexible NetFlow & =% D% A X380k H
HHROWEZA RX—T NI LET,
{1
Device (config-flow-monitor)# statistics
packet size
ATv 710 exporter exporter-name LE) FANER SNy AR—% D4 % 15

1 -

Device (config-flow-monitor)# exporter
EXPORTER-1

Ebiﬁ—o
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ATvIN end Flexible NetFlow 72— F=% 2.7 4 ¥ =2 L —
Tar E'— FEK&T LT, FitE EXEC E— NIZRE

{1 DET,
Device (config-flow-monitor)# end

ATwT12 show flow monitor [[name] monitor-name [cache | ({T-7&) Flexible NetFlow 72— E=Z D A5 —X
[format {csv | record | table}]] [statistics]] 2B X OWEHEREF R LET,
1 :
Device# show flow monitor FLOW-MONITOR-2
cache

ATy 713 show running-config flow monitor monitor-name| ({13&) EEINZ70— E=F DR EEZE L

1 -

Device# show running-config flow monitor
FLOW_MONITOR-1

jz—g«o

A3 —T A AANDT7A— FE=Z2NEA

Tu—F=XET T 4 TAET RN, 1 DU LEDA U H—T o AZHEATHOSERS D £7,
Tu— =B ET VT 4 T BTN, IROVBIEEAFEITLET,

FIEDHEE

enable
configure terminal

interface type number

LA S

ATC7u— =427 77 47 LET,
end

~ o

. show flow interface #ype number

8. show flow monitor name monitor-name

{ip | ipv6} flow monitor monitor-name {input | output}
ATy TI3BIOAZOE LT, NITA v I HFT=FT 0T M ADMDA o Z—T =4

cache format record
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Flexible NetFlow : A7 VRF 47—k |
B sz zx~0n70—E=450EA

FEDEFHA
ARV REEEFET7Ia Y B#
ATy 1 enable FibE EXEC E— R& A R2—7 LI LE T,
i CNAT—=REANLET FERINTEHA)
Device> enable
2Ty T2 configure terminal sua—s ) ary7 4 Xalb—gy ®— etk
L/ijqo
1 -
Device# configure terminal
ATvT3 interface fype number AVE—=T A AGEEL, AV F =Tz XA
TA4X a2l —ar EB— FERBLET,
1 -
Device (config)# interface GigabitEthernet
0/0/0
257y T4 {ip | ipv6} flow monitor monitor-name {input| | JERFEHOT B —F=F % NT T 4 v 7 DLETRE
output; BLRBA L H—T 2 A ATEIVSTHZ LT, Z
D7R—F=FET I T 4TI LET,
151 -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATvTH ATy 3B EHEVIRLT, FT7T7 4w |—
IR AT EHT A, ADMMD A X —T =
AARTTR—F=XET 774 7L LET,
ATv76 end A B =T A AT 4 Fal—gr EF—FR
AT L. HHE EXEC £— RIZR Y £,
1 -
Device (config-if)# end
ATvT1 show flow interface type number WWEINIZA v HZ—7 = A AD Flexible NetFlow @
AT =B A (A F—=TNEIEZT =T N) &%
51 ~LET,
Device# show flow interface GigabitEthernet
0/0/0
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Flexible NetFlow A 71 VRF 4 K— r s I}

AR RFEREETOVa Y

Sl

ATvT8

show flow monitor name monitor-name
cache format record

1 -

Device# show flow monitor name
FLOW_MONITOR-1 cache format record

FESNETR—F=F DAT—5 A, HEHHR,
BIOFy v yaNOT7u—F—2E2F R LET,

Flexible NetFlow A 1 VRF H-7R— k D% E 5l

{5l : A 71 VRF 4 7R— kD 1= D Flexible NetFlow D% 5E

WIZ, key 74—/ RELTVRFID ZilNETH 70— La—RKRHHA N 7a— =4 %A
LT, NV—% THIE/X/ v h) 5 Virtual Routing and Forwarding (VRF) 1D ZINEET 5 720 DREE

Bz R L TWES,

oL, =)L ar 7 4 Xalb—gy E— RTHEBLET,

|

flow record rm 1
match routing vrf input
match ipv4 source address
match ipv4 destination address
collect interface input
collect interface output
collect counter packets

|

flow monitor mm 1

record rm 1

|

interface GigabitEthernet 0/0/0

ip vrf forwarding green

ip address 172.16.2.2 255.255.255.252
ip flow monitor mm 1 input

|

end

Z Db DEEE R

EEEE SHRE

CiscolOS === K

[Cisco IOS Master Command List, All Releases.]
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ZDHDOBEE R

Flexible NetFlow : A /1 VRF H-7R— k

ESPEBEY=]

L%

=Z nn

Flexible NetFlow OHEAE#HF L O E/EE

[Flexible NetFlow 27 4 ¥ a2 b — g H
A4 K]
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[ Cisco 10S Flexible NetFlow Command Reference]

1RZE/RFC

Gl

24 kL

COBREIZE VIR — P SN DHHETITEE
SN AFHE/RFC 1TH Y £H A,

MB®DY >y

L

BIRLS-T Ty v I —b, VAT YT "z
7 VIV—=ZA, BLOYT 4 —F ¥ v D MIB
ERFELTCH U a— RT585451F, IROURL
123 % Cisco MIB Locator Z{# 1 L £9°,

http://www.cisco.com/go/mibs

SRADTY ZHI YR—F

Bl

)y

AADYR— I BILRNNF 2 AT —Ta v
Web¥ A FTlE, FUrm— Ra[fEe~=a7
b, T "o T, V=N EDOE T A
VA&l LTWEST, b0y Y—R
X, Y7 b7 A A=V LTRELE
D, VAT 7 ) v —I2BT A H
HIRMEZ R LT T 5720 L T 7EE
VW, ZDWeb WA KN EDY—)ZT 7 EAT
A%, Cisco.com D 7 A ID BLU/IR
U— RBMETT,

http://www.cisco.com/cisco/web/support/index.html

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)


http://www.cisco.com/go/mibs
http://www.cisco.com/cisco/web/support/index.html

|  Flexible NetFlow : A 71 VRF 47—
Flexible NetFlow : A 71 VRF 4K— tigaetssR [

Flexible NetFlow : A 71 VRF H-7Rh— ~ D#EREHE R

WORIZL, ZOFY 2— /LT LTERICET 2V UV —REF#RERLET, ZORIE Y7 |
T VU= M A U TEEREOYR— FREASNEEDOY 7 =T V=X T %
ARLTWET, ZOMERIT, FFICH 0 B2 VWERY . ZRUBEO—#O Y 7 vy =7 J Y —ZATH
PR—hENET,

TT7Yy N7 — DOV R—= I BLOVRAY T h T =T A A=V OV R— MIBET D IHEREMBE
9 %121, Cisco Feature Navigator Zffi [l L £, Cisco Feature Navigator |27 7 & 2§ 5 1TI,
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT H 72 MIVLEH D £H A,

5 27 : Flexible NetFlow : A 71 VRFHR— k DHEEETEER

i e )1)—2 HRETER
Flexible NetFlow : A7) VRF ¥ | 12.2(33)SRE key 7 4 —/L K% 7213 nonkey
AN—h 12.2(50)SY 74—/ R& LT VRFID &Y
15.0(1)M EF5r7n—La—RKRbb
AN 7w —E=F%HH LT,
15.0(1)SY =B THEET Y M
15.0(1)SY1 Virtual Routing and Forwarding
(VRF) ID ZIUETE 5 L9
I LET

Z OBEDH AR — M, Cisco
7200 B L7300 * v T —7
e (NPE) v —X
N—% L LT, CiscolOS
Release 12.2(33)SRE TiEM & 1
F L7z,

WO~y RPBANEITER
SHLE L7z, collect routing,
match routing, option (Flexible
NetFlow) . show flow monitor
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I Flexible NetFlow : A 71 VRF 47— + D#aEfE#R
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11.

Flexible NetFlow NBAR 7 ') 5 —< 3 V&R
D=

NBARIZL - T, key 7 4 —/LV RE7ldnonkey 7 4 — /L RELTT 7V r—va U4 &2IUET S

7a—La—Ribbr7ue—F=XEEHL, 2200 IP KA MNATERRENDT 7Y r—r 3
TLICRR L7 — a2 FTE T,
© BERETE O, 185 ~N—v

* Flexible NetFlow NBAR 7 7"V 7r— 3 g U RFRIZ DWW T, 186 ~X—

* Flexible NetFlow NBAR 7 7° U 77— 3 ViRl D% E H ik, 186 ~_—

* Flexible NetFlow NBAR 7 7' U 77— g LRk D% EH, 193 ~—

* ZOMOBEE L, 194 N—

* Flexible NetFlow NBAR 7 7' U /7 —3 3 »iBik OFEREREH, 195 ~<—

HEETRH DR

SOV T 2T VY —RA TR, ZOFEYV 22— L THAISNL TR TOBRENRTR— &N
TV EITRY £ A, EHOEEL LOWRIEHRIC OV TIE,  [Bug Search Toolll ¥ XTI
HOTZ7y v 74—V 7 =7 VU —RZxS LY V=R ) — FE2ZRL T EEN,
ZOEY 22— /WIS N TV OERBOFFMA R L, SN AR—FSnTWnWbH Y J—2D
UM ERET L5813, ZOFEY 22— LORZICHHEEIFERORELSHL TIZIV,

TITY b7 A—LOYR— P BIUPT AT YT MU =T A A=V OV R— MY 2R E R
9 %121, Cisco Feature Navigator Zffi /] L £9°, Cisco Feature Navigator |27 7 £ 2§ 5121
www.cisco.com/go/cn IZBE) L £9°, Cisco.com DT T MILEH Y EH A,
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Flexible NetFlow NBAR 7 7' 1) ¥ — < 3 USRS DB E
I Flexible NetFlow NBAR 7 7 1) 7 — 3 3 URB5I DN T

Flexible NetFlow NBAR 7 7'') r— < 3 UEBEIZDINT

Flexible NetFlow NBAR 7 7' r— < 3 VR DI E

DHCPv6 #— F#§REIX., RNIEZ2 DHCP — L) L— =T FMNHDT RAAK A XA R
A=V ~DNEET ey LET,

Ny MEZ3FEIED DHCP A v E—YOWNT NI INET, TXTOI7IFA4 T N Ay

=, TS A —VZBRR S EIZAAL v F RTT, DHCPH— X vEe—UF, 731

A B— LR —RNIZREINTWDIHEEICET, SHICAEPREDLNET, b— N X vtE—

DI B HMBIZIE, DHCP Y — 7 RARZ A XX h (EEIEREB IO —" TV 77 1
) R DHCP #—NB& (A ST V7 4 v 7 ADBE) BNaEhEd,

7A4X#Dmmﬁ~nkbf RESNTWAEE, TXTOAyE—VBT /A 2 B—/LDOF%
W7 AL v T RTHHAMLERDH Y £,

Flexible NetFlow NBAR 7 7 &r— S 3 VRSB OEHEH;

HAATARAL-70— La—FDHETFE
HARL 7O — La— RERETDHITE., ROEEEFEITLET,

NAZZA A LTe7r—La—RNE, FFEOCHWN TN I 74 v 7 T =23+ 57D L
FT, WA A A7 — La— R, key 74—V FELTHEMATS 1 OIQLJ:@ match
FEEN VAT, WX nonkey 7 4 —/L K& LTHEHT 5 1 DLL LD collect ZEHEN BV £77,

HABZ<wA X LT=7a—Lba— ROJEFNIL, BELORREERH Y £, ZO/EETII, "hREME
DHHNEFND 1 DEAEKT DT ODOFEICOWTHHALET, MNEISLTZOEEDOFIELZE
FL, BHIZADETHAZ L 77— La— REERLET,
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nzxgz4xLtza—La—roizE W

FIEDBE
1. enable
2. configure terminal
3. flow record record-name
4. description description
5. match {ipv4 |ipv6} {destination | source} address
6. MEIZIRULTAT v 7 52 MVIKL, La—RoiBlkey 74—/ RERELET,
1. collect interface {input | output}
8 WMHEIZIE UL TAT v 7 7&K L, La— ROEM nonkey 7 4 —/V REZFRELET,
9. end
10. show flow record record-name
11. show running-config flow record record-name
FIEDFFH
OV RFERETIVa Y B#
ATy T enable FHE EXEC E— R& A X —7 LI LE T,
5l - CRAV—REANLET ERShEBH) .
Device> enable
2Ty T2 configure terminal Jao—nN) a7 4 Fal—ary ET— RERBELE
R
{5
Device# configure terminal
ATv73 flow record record-name 7nu— L a— R&{Ek L. FlexibleNetFlow 7 & — L 21—
Farvr7 4ol —rvarE—RehLET,
{1
cZpawr KT, Mo 7o — L a— REEHES
Device (config) # fl d - <
FLOW-RECORD-1 dLebTERT,
ATy T4 description description UEE) 7a— La— FOBBAZER LET,
{5
Device (config-flow-record) # description
Used for basic traffic analysis
ATFwvTH match {ipv4 |ipv6} {destination |source} |7 o — L a—RDkey 7 4 —/L FERTELET,
address
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Flexible NetFlow NBAR 7 7 1) 4 — 3 3 VRHOBE |

AT RFERET7II Y

Sl

11 -

Device (config-flow-record) # match ipv4
destination address

G¥)

ZOBITI, IPV4 5T KL AR L a— Ko
key 7 4 —/V R & LTEELET, matchipvd
o<y R CHEMREERZ OO key 7 4 — /v
R, BEQkey 7 1 —/L RO E M H ATHEZR
Z D> mateh 1~ > FIZOWTIE, [Cisco
1OS Flexible NetFlow Command Referencel % %
RLTSIZEN,

ATvT6 VEIZIECTAT v 7 5 & 0ikKL, L |—
a— RDiBMl key 7 4 —/V REBRE L E
‘g—O
27y T7 collect interface {input | output} ANNA B —T 2 A A% L3 — KPDnonkey 7 4 —/L K &
LTHRELET,
B H)  KIC. ANA A= T g AELa— KD
Device (config-flow-record)# collect nonkey 7 4 —/L R & LTHRETHHZ R LE
interface input S NSl ) - L
79, nonkey 7 o —/L RO EITMH AIREZR %
DAL collect 1< > RIZHOWTIL,  [CiscolOS
Flexible NetFlow Command Referencell % ZHa L
TLEEN,
ATvT8 MEWZR L TAT v 7 T2/ 0IRL, L |—
21— ROiBH nonkey 7 4 —/L R&FHE L
£
ATy end Flexible NetFlow 72— L a— RN a7 4 F a2l — 3
VE—REERT LT, B EXEC E— RIZED £,
i -
Device (config-flow-record) # end
257w 710 show flow record record-name EE) BESnE7a— 1 a— ROBEDO AT —H R
ARRILET,
i -
Device# show flow record FLOW_RECORD-1
PESPLL show running-config flow record (L) BESNET n— La— RORELFR LT

record-name

{1 -

Device# show running-config flow record
FLOW_RECORD-1

D
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hzav14ZLt-70—x=40kk |

WRAEATAAXALF-70— =2 DR

Y

HAR DL Ta— = F EBERT A0, ROMEEEEFEITLET,

K70 —F=XIZE, BHOX Yy vy v aREH OB ToNTWET, 7r—F=2H T L2, ¥y v
Va T RIDONEBLORLAT U MNEERTDHLa— RBMNETT,

[T L& BHIIZ

Flexible NetFlow DEHREFHFAL I — FORDOVICH A X~ A XA LTz a— REEAT 256
X, ZOX AT EZEITTDHRINC, WAX~A AL a— REERRT20ERDH Y £17,
F—RE T AR— T EHEDIITA—T I AR—F 70 —E=Z BINT5881%. 20X
AT T T HRNIT Y AR—ZEVERT LB RH Y £97,

FIEDHEE

GE)

71— E=XTrecord 2~ RDO/XT A —X%ZZH 3 HHIIZ, no ip flow monitor =~ > R %
HEHLT, $_XTOA L F =T oA ANOEPFEHDOT7n— E=F ZHIRT D2 LERH Y £
7, ip flow monitor =~ > RiZ-DOWTIL, [Cisco I0S Flexible NetFlow Command Referencell %
ZHLTLIEEN,

enable

configure terminal

flow monitor monitor-name
description description

record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}

o Gk wh =

cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }

1. VEISEUTAT Yy P62 OIRLT, 2070 — F=F DXy v a NTRA—FDOEF%
FETLET,

8. statistics packet protocol

9. statistics packet size

10. exporter exporter-name

11. end

12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]

13. show running-config flow monitor monitor-name
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Flexible NetFlow NBAR 7 ') ¥ —< 3 VR D E

FIE
ARV RFERIETI3Y EL:y
ATy enable Fite EXEC E— R& A X —7/LIZLET,
Bl *RXAT—KREADLET FERENZHE) .
Device> enable
ATFv T2 configure terminal ra—)ary7 4 Xalb—3iay EB— NEEG
L\ij—o
il -
Device# configure terminal
ATv7T3 flow  monitor monitor-name 7ra—E=XZ{ER L., Flexible NetFlow 7 17— &
=X a7 4 Xal—varE— RERBLET,
il -
*Ioawr RTE, BMFOT7n— =424
Device (config)# flow monitor FLOW-MONITOR-1 ET%) ! k %) T% i?‘—o
RTFw T4 description description (EE) 7a— =X O#HPAZIERLET,
i
Device (config-flow-monitor) # description Used
for basic ipv4 traffic analysis
ATv 75 record {record-name | netflow-original | netflow | 7o — =%l a— R NZEELFT,
{ipv4 | ipv6} record [peer]}
i -
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATvT6 cache {entries number | timeout {active | inactive| ({17%) 7m— F=F Xy v o T A—HF (X
| update} seconds | type {immediate |[normal | | ¢ 7w M. Fr v ol B Frvia
permanent; } HATFIE) BERLET,
Bl - * timeout % — U — F(ZBJH 5 ¥ — U — RO
bevico (config-tl Cor)t cacho t L. ¥v v o XA 77 immediate [ZF%E S
e ce(con - ow—mon or cacne e
nommal oo " NTOBHEITIRMR I EE A,
ATv 1 VEIIGELTAT vy 76 &2# VKL T, 207 |—

O— FToHDF Yo NTA—FDOEHRL
BT LET,
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1va—oz42~070—=20ER I}

aAv Y RFEEET7I 3y

S

ATFvT8 statistics packet protocol (f£7&) Flexible NetFlow E=% O~ 1 s 2 L4538
MEHEBRONELZ A X —T ML ET,
{1
Device (config-flow-monitor)# statistics
packet protocol
ATv79 statistics packet size (&) Flexible NetFlow & =% OH A X453kt et
BHHROWEZA RX—T NI LET,
{51
Device (config-flow-monitor)# statistics
packet size
ATv710 exporter exporter-name (TE) FANMER SNy AR—2 D4 | %1
ELET,
{1
Device (config-flow-monitor)# exporter
EXPORTER-1
ATvIN end Flexible NetFlow 70— £=4% 27 (¥ = L —
Yary '— REHEKT LT, Rt EXEC E— NIZE
{51 DETF,
Device (config-flow-monitor)# end
ATFwT12 show flow monitor [[name] monitor-name [cache | ({1-7) Flexible NetFlow 7 2 — E=X D AT —X
[format {csv | record | table}]] [statistics]] 2B L OREHEREZFER LET,
{1
Device# show flow monitor FLOW-MONITOR-2
cache
ATFvT13 show running-config flow monitor monitor-name| (L&) HHEIN-7 80— F=XDOFEXFR R L
i ‘é—o

1 -

Device# show running-config flow monitor
FLOW_MONITOR-1

AR —DT A RAANDT7AO— E=Z2NDEH

Ta—F=ZET 7T 4 7L TEENC, 12U EDA v E—T 2 A ATEHATLHMLERH D 3,
Tu— EF=EZET T 4 b T AR, ROVFEFEEEZETLET,
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B 57212~ 070—E=40HEA

FIEDBE
1. enable
2. configure terminal
3. interface #ype number
4. {ip|ipv6} flow monitor monitor-name {input | output}
5. 27 v 73BLV4EMYVIELT, NI T4 vV EE=FTHT S ADMDA v 2 —T =4
ATCT7u—F=HET 7T 4 7L LET,
6. end
1. show flow interface type number
8. show flow monitor name monitor-name cache format record
FED M
AU RFEEET7I 3y B#)
ATy enable ¥iHE EXEC E— K& A 3x—7 M LET,
il - CNRAT—REANLET ERINHE) .
Device> enable
2Ty T2 configure terminal Ja—\) ary7 4 Xal—g T — Reth
LET,
1 -
Device# configure terminal
ATv73 interface 1ype number Ao =T 2 A AL EL, /X —Tx2f A
T4 X2l —v gy ET— REBEBLET,
1 :
Device (config)# interface GigabitEthernet
0/0/0
ATvT4 {ip | ipv6} flow monitor monitor-name {input | |{ERkFHLD 7O —F=H % T 7 4 v 7 OS5H%t
output} RLERDALI—T =2 A ATEIVYTHI LT, %
DT7A—F=HET I T 47 LET,
1 -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATy 75 ATy FIBIP4EBVIRLT, bTFT7 4 v |—
T TS T DTN, ADMDA X —T =
AARATTO—F=ZET 77 47 LET,
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Flexible NetFlow NBAR 7 7 1) 7 —+ a3 v R0 mEs [

AU RFERETIVa Y E]:g]
ATvT6 end A B =T A AL T 4 X2l — g F—FR
T L. Bt EXEC £— RIZREY £,
i -
Device (config-if)# end
ATv 71 show flow interface fype number FBEIN=A v % —7 = A AD Flexible NetFlow
AT =B A (A F—TNVEIIT =T N) &%
1 - ~LET,
Device# show flow interface GigabitEthernet
0/0/0
ATv S8 show flow monitor name monitor-name WBESNhE7a—F=FDOAT—F A HEHE#R.
cache format record BLOF vy valNO7n—F—2 %7 LET,
1 :

Device# show flow monitor name
FLOW _MONITOR-1 cache format record

Flexible NetFlow NBAR 7 7 1) r— < 3 VU ERE DR TEH

Bl : 2y bT—9 R=XF7 T r—2 3 UFRFHOD T- & CFlexibldetFlow

DETE

WIZ, key 74—V RELTTF U r—va b AaET L 70— La— R RRbsrh7n— E=X
FEAL, Ry NT—IR_R—2 7Y »r—3 g ik (NBAR) #FEH LT, 250 IP & A 4
TRREINDZT TV r—a v ZEICB D 70— 5 ERT 20 2R LET,

ZoHNE, Fe—rLar 7 4 FXal—rary T— RCHBLET,

|

flow record rm 1
match application name
match ipv4 source address
match ipv4 destination address
collect interface input
collect interface output
collect counter packets

|

flow monitor mm 1

record rm_1

|

interface FastEthernet0/0

ip address 172.16.2.2 255.255.255.0
ip flow monitor mm_1 input
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[ Cisco 10S Flexible NetFlow Command Reference]
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COBREIZE VIR — P SN DHHETITEE
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MB®D') >y

L

BRIy b7 r—b, VRV T7 MUz
7 IV —=X, BLOT7 4 —F+ v O MIB
ERBELTH Y a— R854, IROURL
\Z & % Cisco MIB Locator {8 L £,

http://www.cisco.com/go/mibs
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Flexible NetFlow NBAR 7 7 ) #— 3 vidsousetss I

SRADTY ZHIL YR—F

B )y

RAaADYR— FBIRRF = AT —3 3 2 | http://www.cisco.com/cisco/web/support/index.html
Web¥ A hTik, ¥vruo— Ka[fERr~=27
. VT NI =T VAR EDF T A
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(Flexible NetFlow) . show flow
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Flexible NetFlow /N1 7XRA S E )T 1 OWERAE

FIEDHEE
1. enable
2. show redundancy [clients | counters | history | switchover history | states
3. show redundancy states
4. show sampler broker [detail] | [picture]
5. show flow exporter broker [detail] | [picture]
6. show flow record broker [detail] | [picture]
1. show flow monitor broker [detail] | [picture]
F gD
ARV KRFERETIVaY B8
ATy T enable Fi#E EXEC £ — R& A X—7 /L LET,
_ *RAT—=REANLET (FERksni%
- A
&) o
Device> enable
RATFw T2 show redundancy [clients | counters | history | |SSO ZHEIEFEHRELF <L F T,
switchover history | states
i
Device# show redundancy
2T T3 show redundancy states TNA ANDSSOE— FTEEL TWD Z & 1R
LET,
i -
Device# show redundancy states
ATvT4 show sampler broker [detail] | [picture] Flexible NetFlow 3> 77 DX/ AR —4 7 —7
DORREICET D FHREFRRLET,
i
Device# show sampler broker detail
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ATv 75 show flow exporter broker [detail] | [picture] Flexible NetFlow 7 @ — =7 AR—Z DT a—H D
RIEBIZBE T 2 ERER R LET,
{1 -
Device# show flow exporter broker detail
ATvT6 show flow record broker [detail] | [picture] Flexible NetFlow 72— L 22— RO 7 o —h Ok
RBICEET AEWmAER I LET,
&
Device# show flow record broker detail
25y T show flow monitor broker [detail] | [picture] | Flexible NetFlow 7 1 — & = % 07 12— % O HEIT

&1

Device# show flow monitor broker detail

B oiFmaRrLET,

Flexible NetFlow /\{f 7RALSEFT 14D

Flexible NetFlow /A 7 XA T B U T 4 #EEDOREMITIH U FH A,

Bl: > T5 JO—hDHEMERAT—2ADERT

KRIZ. FlexibleNetFlow 72— L a— R 7o —hHDRAT—H ZAHI1OFZ R LE7,

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

RDIEFE

&% 7 151

T _XTOFIL. Flexible NetFlow /A T XA T EU T f DAT—F ZADERIZDOWVTORFITT,

ZOHAIE,

Yo7 Ta—h, Ja—xTJAR—F Ta—h, Ta—F=H Ta—hDL ) Mo Flexible

NetFlow 7 2 —H OH NI L PLTWET,

Device# show flow record broker detail
Brokering for Linecard 7 (0x80)
Multicast groups :-
0x7F801C95D000
Linecard 7 (0x80) enabled for download
Consume report for Linecard 7 (0x80) (pos 1)
24/0 completed/pending updates (all VRFs)
Update list ranges from pos 1 to pos 0 :-
1 - 24 updates
0 - 0 updates
Broker records :-

* = - Start of list

1 - - Flush

1 - Mod - Create netflow-v5

1 - Mod - Create options interface-table

1 - Mod - Create options exporter-statistics
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- Mod - Create options vrf-id-name-table

- Mod - Create options sampler-table

Mod - Create options applications-name

- Mod - Create netflow-original

- Mod - Create netflow ipv4 original-input

[ N
|

Bl . 72— La—F JA—HAHDRT—E R YT —DRT

RIZ., Flexible NetFlow 72— L a— K 7 a— DA T—Z A V<) —DOH IO E R L ET,
oW, YT Ta—h, Ja—x I AR—F Tu—h, TJu—F=HF Tau—hDL>
72t Flexible NetFlow 7 & —# @ H /112 L < Ll TUNvE T,

Device# show flow record broker picture
Key:
‘['=start record, ‘]’=end record, ‘F’=flush record, ‘D’=display record
‘+<n>’=sequenve of <n> Modify update records
‘-<n>'=sequenve of <n> Delete update records
‘C<<1lc>:<vrf>>'=consume record for linecard(s) <lc> and VRF(s) <vrf> <*=all>
Borokers:
[FC<T7 <0x80>:*>]

5 . SSO MNFEEIMNTULEME S M DFERR
ROMAFIL, 7734 A1 SO BRESN TS T & &R LET.

Device# show redundancy states
my state = 13 -ACTIVE
peer state = 8 -STANDBY HOT
Mode = Duplex

Unit ID = 49
Redundancy Mode (Operational) = sso
Redundancy Mode (Configured) = sso
Redundancy State = sso
Maintenance Mode = Disabled

Manual Swact = enabled
Communications = Up
client count = 67
client notification TMR = 30000 milliseconds
RF debug mask = 0x0

. ZHEINTWNSSS0 JO LaILETTUS— 3 0FRRT D

WOHENFNL, T34 212SSO 7 haLFEExT ) A —T g LTRESNET ) r—
varBrowae ralrol) A ERLET,

Device# show redundancy clients

clientID = 0 clientSeqg = 0 RF INTERNAL MSG
clientID = 29 clientSeqg = 60 Redundancy Mode RF
clientID = 139 clientSeq = 62 IfIndex

clientID = 25 clientSeq = 69 CHKPT RF

clientID = 1340 clientSeqg = 90 ASR1000-RP Platform
clientID = 1501 clientSeq = 91 Cat6k CWAN HA
clientID = 78 clientSeq = 95 TSPTUN HA

clientID = 305 clientSeqg = 96 Multicast ISSU Conso
clientID = 304 clientSeq = 97 IP multicast RF Clie
clientID = 22 clientSeq = 98 Network RF Client
clientID = 88 clientSeqg = 99 HSRP

clientID = 114 clientSeq = 100 GLBP
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clientID =
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clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID
clientID

clientID =

65000
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clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
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clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =
clientSeq =

102
103
110
111
112
113
114
120
128
130
131
132
135
149
152
153
154
155
171
173
174

185
186
189

191
192
204
215
220
221
222
223

240
241
255
257

273
280
289

291
296
303
305

311
319
322

336

ASR1000 DPIDX

Cat6k SPA TSM
ASR1000-RP SBC RF
SBC RF

XDR RRP RF Client
CEF RRP RF Client
BFD RF Client

MFIB RRP RF Client
Cat6k CWAN Interface
Tableid HA

NAT HA

TPM RF client

Config Sync RF clien
Virtual Template RF
Frame Relay

HDLC

LSD HA Proc

MFI STATIC HA Proc
IPROUTING NSF RF cli
DHCPC

DHCPD

MPLS VPN HA Client
SNMP RF Client

ATM

AAA

L2TP

CCM RF

History RF Client
RSVP HA Services

FH COMMON RF CLIENT
SNMP HA RF Client
LDP HA

IPRM

ARP

FH_RF Event Detector
ASR1000 SpaFlow
ASR1000 IF Flow

AC RF Client

AToM manager

SSM

MQC QoS

Config Verify RF cli
IKE RF Client

IPSEC RF Client
CRYPTO RSA

DHCPv6 Relay
RF_TS_CLIENT

ISSU Test Client
Network RF 2 Client
FEC Client

DATA DESCRIPTOR RF C
Network Clock

VRRP

RF_LAST CLIENT
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['Cisco 10S XE In Service Software Upgrade
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[Stateful Switchover] 3= —/L

AY—ERA YT =T TyTTL— &
RATTDERDOART A b e

[High-Availability Overview, Cisco I0S Software:
Guide to Performing In-Service Software Upgrades.]

AP —ER YT NI 2T T o F 7 L— Nl
& ROV TOE RN 5 [RIE

[Cisco I0S In-Service Software Upgrade, Questions
and Answers ]

CiscolOS =< K

[Cisco IOS Master Commands List, All Releases.]

Cisco [0S NA TR_AFE VT4 A~ K

[ Cisco I10S High Availability Command Reference]

CiscolOS 7 /Ny 7 a< o K

[ Cisco I0S Debug Command Referencell

SSO : BFD [IP Routing Protocols Configuration Guidell 0
[Bidirectional Forwarding Detection|
SSO HSRP

TIP Application Services Configuration Guidel
[Configuring HSRP] D

SSO : MPLS VPN 6VPE # X U 6PE SSO 7R —
K

[NSF/SSO and ISSU - MPLS VPN 6VPE and
6PEJ

Cisco ASR 1000 >V — X T® SSO 5 & ' RPR

[ Cisco ASR 1000 Series Aggregation Services
Routers Software Configuration Guide]

SSO VRRP

[ Application Services Configuration Guidell
[Configuring VRRP] DE

SNMP D EEE

[ Network Management Configuration Guidel ®
[ Configuring SNMP Support] £ = —/L

SNMP =< K

[ Cisco 10S Network Management Command
Referencel]
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FIEDHEE

FIEDFH

enable
configure terminal
flow exporter exporter-name

description description

dscp dscp

© oo NS REwWDN =

—
Q

. output-features

-—
—

. template data timeout seconds

—
N

. transport udp udp-port

—
w

. ttl seconds

-—
=

. end

—
(2]

. show flow exporter exporter-name

—
D

sn—zoxf—4soxe W

destination {ip-address | hostname} [vrf vrf-name]

export-protocol {netflow-v5 | netflow-v9 | ipfix}

source interface-type interface-number

option {exporter-stats | interface-table | sampler-table | vrf-table} [timeout seconds]

. show running-config flow exporter exporter-name

AT RFEREETIVa Y

EL:)

ATy T

enable

51 -

Device> enable

¥ EXEC E— K& A F—7 ML E T,
*NATU—REANLET (FERSNTEHE) .

ATvT2

configure terminal

&1 -

Device# configure terminal

Ja—\ a7 4 FXal—grE— REEBLET,

ATvT3

flow exporter exporter-name

&1 -

Device (config)# flow exporter
EXPORTER-1

Jua— xJ7 AR—H %&{EK L., Flexible NetFlow 7 1 — T
JAR—F a7 4 X2l —arF— RERBLET,

cIavwy RTIE, BEFEO TV n— = AR—H &R
e I R S ==

ATv74

description description

&1 -

Device (config-flow-exporter) #
description Exports to the datacenter

(EE) 227 4 ¥ = L—1 3 8 K Oshow flow exporter
avy ROHNCRFIEND T 7 AR—FZ O 23R E L
\i—a—o
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B o—ozxf—so8E

Flexible NetFlow IPFIX T4 X;R— b T+ —< v b I

AR RFEREETOVa Y

Sl

25w TS5 destination {ip-address | hostname} [vrf | 7 ZR—Z DR AT LD IP 7T RV AFE T IEAR A K
vif-name] & EFELET,
6l GE)  IPVAETEIPv6 7 RLAOW T EEH LT
' SESCIcT 7 AR—hTEET,
Device (config-flow-exporter) #
destination 172.16.10.2
ATy 76 export-protocol {netflow-v5 | netflow-v9 | | = 7 28— & Cffifl X315 NetFlow =27 AR — k 7’1 |
ipfix} INDNR—Y g EEELET, NBAR i S
74—V ROLZY AR — MIIPFIX TOHYHR— &N T
11 : WET,
Devi fig-flow- # o= .
expOrEprotosol necfiowvs. 77 4 /v M - netflow-v9,
ATy 71 dscp dscp EE) =/ AR—ZICE > TEREENDT—Z 7T LD
Diffserv 2— K i"A >k (DSCP) "I A —HZ &R ELFE
Bl - 4,
Device (config-flow-exporter)# dscp 63 . %I;& dSCp @%ﬁ&i 0~ 63 'C“jﬂo 5‘_7 FL bk [0]0
ATvT8 source interface-type interface-number (FE) TV AR—HF T, =TIV AR—NINTET—H T
LDEEILIPT RLALE LTIPTY RLREFEHTHa—
B : BN ALHE—T A AERELET,
Device (config-flow-exporter) # source
ethernet 0/0
2FvT9 option {exporter-stats | interface-table | (FERB) ZJAR—HFDOF T ay T—FZ NRXTA—H%&
sampler-table | vrf-table} [timeout seconds] |z 7= | £,
i - 3ODF TV a UERIFFICRETEET,
Device (config-flow-exporter) # option ¢ %I@S@C()nds @%ﬁﬁi\ 1 ~ 86,400 VC"@—O '7:7?/1/ k
exporter-stats timeout 120 ﬁﬁ : 600,
2Fv 710 output-features (f£#) Quality of Service (QoS) & H5EALZHAH L=
AR—h Xy NOERFREA X —TMILET,
1 -
Device (config-flow-exporter) #
output-features
ATFvIT1N template data timeout seconds (EE) ZA LT T MIESNWTT 7 L— FOHFEEL

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)

51 -

Device (config-flow-exporter)# template
data timeout 120

BELET.

* 514 seconds D#EIFHIL. 1 ~ 86400 TI (86400 # =
24 E:‘I_I:FEﬁ) o



|  Flexible NetFlow IPFIX T4 R — k 7+ —< v k
Flexible NetFlow IPFIX T 2 K— k 7+ —< v F0BEH [

AR RFEREETOVa Y E]:g]

AT 712 transport udp udp-port T AR—=RNEINDT —H T T LE5EIEy AT AT
% UDP R— FZHEE L £7,

i
* 5148 udp-port OFIPHIL 1 ~ 65536 T,
Device (config-flow-exporter) # transport
udp 650
ATvT13 ttl seconds (FB) =7 AR—FIZLoTERENDT—X 7T LD
frfoe FTREREH] (TTL) fEZsRE L E7,
i

* 5|4 seconds D#EIFHIL 1 ~ 255 TJ,

Device (config-flow-exporter)# ttl 15

25w T4 end TO— TV AR—HF 2T 4 X2l — g F— FE
T L. Fi#E EXEC E— RIZEY £7°,
i
Device (config-flow-exporter) # end
2FvT15 show flow exporter exporter-name L3 BEsn7a— o7 AR—ZOBFED RAT —
A AxRKRLET,
i

Device# show flow exporter
FLOW EXPORTER-1

ATy 716 show running-config flow exporter UEE) BESN 77— 7 AR—FDOREEF L
exporter-name =S
151 -

Device# show running-config flow
exporter FLOW_EXPORTER-1

Flexible NetFlow IPFIX T X R— k 74 —< v FDETE
4l

{5 : Flexible NetFlow IPFIX T X7/R— k 74+—< v FDEETE

RIZ. Flexible NetFlow IPFIX =7 AR—hk 7 —~v "R ET HH 2~ LET,
TOFE., Fa— L ar 74 Xalb—3gy B— RCHBLET,

|
flow exporter EXPORTER-1
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Flexible NetFlow IPFIX T4 X R— k I+ —<w k

I Flexible NetFlow : IPFIX T4 X K— k 74— v b O#EERESR

destination 172.16.10.2
export-protocol ipfix
transport udp 90

exit

|

flow monitor FLOW-MONITOR-1

record netflow ipv4 original-input

exporter EXPORTER-1
|

ip cef

|

interface Ethernet 0/0

ip address 172.16.6.2 255.255.255.0
ip flow monitor FLOW-MONITOR-1 input
|

FlexibleNetFlow : IPFIXT 7 X/ R— k 74— v b D#EE

L

ROFIZ, ZOFY2—/L T LEEICET LY ) —2AFHRERLET,

T7xT7 YU—A P AU TEEEOYR—FPREAINZLEEOY 7 T VY —RET%
RLTWET, ZOEREIL. BRCH 0 20 RY . LD —#DO Y 7 vy =27 VY —ZATH

PH— b SRET,

ZOFRIZ, YTk

Ty N7 —ADOVR—FBIR A YT 2T A A=V OV R— MIET HIERERR
F %121, Cisco Feature Navigator Zffi /] L £, Cisco Feature Navigator |27 7 & 23 5 Z1Z,
www.cisco.com/go/cfn [ZF8) L £, Cisco.com D7 7Y MIMEH D FH A,

% 30 : Flexible NetFlow : IPFIX TH XR— b T4+ —< v b O#EARIER

HRES

IJIJ——;(

M EETR R

Flexible NetFlow : IPFIX — 7 X
R—h 7+—<v b

15.2(4)M
Cisco IOS XE Release 3.7S

IPFIX =7 AR —h 71 hab
AL AR— Kk
NDOEFEEA X—T ML E
7. NBAR bl Sz
T 4=V RO AR— NMNIE
IPFIX TO AR — K I T
£,

Z DOHEREDH AR — RIX, Cisco
I0S XE Release 3.7S T Cisco
ASR 1000 'V —X 7 7'V /7' —
vay =B R N—HITEN
ShE LT,

WDa<wr RNEAINEL

72, export-protocol,

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)



http://www.cisco.com/go/cfn

14.

IPv6 7 K L X~ Flexible NetFlow T4 X

IPv6 7 R L A~DxT 7 AR — MEREIZ L > T, Flexible NetFlow TIPv6 7 RL A& L TF —
A EEFllc e s AR —FTE £,

© BERETE R OMERR, 213 N—v

* IPv6 7 F L A~ Flexible NetFlow =27 AR — RIDOWT, 214 ~X—

* IPv6 7 R LA~ Flexible NetFlow =7 A7R— hDRXEFE, 214 ~—

* IPv6 7 K L A~ Flexible NetFlow =7 AR — h OFERF], 217 ~—

* ZOMOBEE L, 217 N—

* IPv6 7 K L A~ Flexible NetFlow = 7 AR — k OEFERTR, 219 ~—

HEETRH DR

CHRAOY 7 =T VY —ATEH, ZOFY2a— /LT ENLTRTOBEN Y R—F&h
TWDEIERY FHA, BHOEER L OBERER HRIZ OV TIEL,  [Bug Search Tool] 35 X ONTfE
HAOTZ7 o b 74— Y7 27 V) —2Z0S LTV )V —R ) — "2 LTLL &N,

ZOEY 22— /WIS TV OO AR L, SN R—FSnTnWbH Y J—2D
U A NEMERTD5E1E, 2OV a— VORERKRIZH OEREFRORESR L T Z30,

TITY b7 A= LOYR— P BIUPT AT YT MU =T A A= OYR— M 2 A RER
F % ZI%, Cisco Feature Navigator ZffifH L £, Cisco Feature Navigator |27 7 & 23 521X
www.cisco.com/go/ctn IZBE) L £ 3, Ciscocom DT 7 MIMLEH D £ A,
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IPv6 7 K L X A Flexible NetFlow T4 X7K— I
. IPv6 7 K L X ~® Flexible NetFlow T5 X7R— 2D\ T

IPv6 7 & L X ~® Flexible NetFlow T X7/R— K~ [ZDIVT

IPv6 7 K L X~ Flexible NetFlow T4 X /Rh— F DHEE

Z OREREIZ X 5T, FlexibleNetFlow TIPv6 7 RL A& L CF — &% 2 E LI 7 AFR— T
%iﬁ—o

IPv6 7 & L X~ Flexible NetFlow TV X /R— FDERTEH
ik

[0 E l_l_I
JO0— IO AR—2DETE
Ta— T AR—HEHRETDHICIE, ROLFEEEZFZEITLET,

)

GE) TH— T AR—Z LI, | OSEDOBDB Y R— N ENFT, BEROBEICT— 22y
AR— M THEARIT. 0o 70— 2 AR—HFEZRELTCT7a— T |ZH ) Y THNE
N ET,

IPv4 F721XIPv6 7 RL ADOW TN EEH L Tkl AR — FTEFET,
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FIEDHEE

FIEDFH

enable
configure terminal
flow exporter exporter-name

description description

dscp dscp

© oo NS REwWDN =

—
Q

. output-features

-—
—

. template data timeout seconds

—
N

. transport udp udp-port

—
w

. ttl seconds

-—
=

. end

—
(2]

. show flow exporter exporter-name

—
D

sn—zoxf—4soxe W

destination {ip-address | hostname} [vrf vrf-name]

export-protocol {netflow-v5 | netflow-v9 | ipfix}

source interface-type interface-number

option {exporter-stats | interface-table | sampler-table | vrf-table} [timeout seconds]

. show running-config flow exporter exporter-name

AT RFEREETIVa Y

EL:)

ATy T

enable

51 -

Device> enable

¥ EXEC E— K& A F—7 ML E T,
*NATU—REANLET (FERSNTEHE) .

ATvT2

configure terminal

&1 -

Device# configure terminal

Ja—\ a7 4 FXal—grE— REEBLET,

ATvT3

flow exporter exporter-name

&1 -

Device (config)# flow exporter
EXPORTER-1

Jua— xJ7 AR—H %&{EK L., Flexible NetFlow 7 1 — T
JAR—F a7 4 X2l —arF— RERBLET,

cIavwy RTIE, BEFEO TV n— = AR—H &R
e I R S ==

ATv74

description description

&1 -

Device (config-flow-exporter) #
description Exports to the datacenter

(EE) 227 4 ¥ = L—1 3 8 K Oshow flow exporter
avy ROHNCRFIEND T 7 AR—FZ O 23R E L
\i—a—o
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IPv6 7 K L X A Flexible NetFlow T4 X7K— I

AR RFEREETOVa Y

Sl

25w TS5 destination {ip-address | hostname} [vrf | 7 ZR—Z DR AT LD IP 7T RV AFE T IEAR A K
vif-name] & EFELET,
6l GE)  IPVAETEIPv6 7 RLAOW T EEH LT
' SESCIcT 7 AR—hTEET,
Device (config-flow-exporter) #
destination 172.16.10.2
ATy 76 export-protocol {netflow-v5 | netflow-v9 | | = 7 28— & Cffifl X315 NetFlow =27 AR — k 7’1 |
ipfix} INDNR—Y g EEELET, NBAR i S
74—V ROLZY AR — MIIPFIX TOHYHR— &N T
11 : WET,
Devi fig-flow- # o= .
expOrEprotosol necfiowvs. 77 4 /v M - netflow-v9,
ATy 71 dscp dscp EE) =/ AR—ZICE > TEREENDT—Z 7T LD
Diffserv 2— K i"A >k (DSCP) "I A —HZ &R ELFE
Bl - 4,
Device (config-flow-exporter)# dscp 63 . %I;& dSCp @%ﬁ&i 0~ 63 'C“jﬂo 5‘_7 FL bk [0]0
ATvT8 source interface-type interface-number (FE) TV AR—HF T, =TIV AR—NINTET—H T
LDEEILIPT RLALE LTIPTY RLREFEHTHa—
B : BN ALHE—T A AERELET,
Device (config-flow-exporter) # source
ethernet 0/0
2FvT9 option {exporter-stats | interface-table | (FERB) ZJAR—HFDOF T ay T—FZ NRXTA—H%&
sampler-table | vrf-table} [timeout seconds] |z 7= | £,
i - 3ODF TV a UERIFFICRETEET,
Device (config-flow-exporter) # option ¢ %I@S@C()nds @%ﬁﬁi\ 1 ~ 86,400 VC"@—O '7:7?/1/ k
exporter-stats timeout 120 ﬁﬁ : 600,
2Fv 710 output-features (f£#) Quality of Service (QoS) & H5EALZHAH L=
AR—h Xy NOERFREA X —TMILET,
1 -
Device (config-flow-exporter) #
output-features
ATFvIT1N template data timeout seconds (EE) ZA LT T MIESNWTT 7 L— FOHFEEL

i Flexible NetFlow 0> 7 ¢ ¥a1lL—3 3> H4 K. Ciscol0S XE Release 38 (ASR 1000)
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Device (config-flow-exporter)# template
data timeout 120

BELET.

* 514 seconds D#EIFHIL. 1 ~ 86400 TI (86400 # =
24 E:‘I_I:FEﬁ) o



I IPv6 7 K L X~ ® Flexible NetFlow T4 X7K— +

IPv6 7 K L X~ ® Flexible NetFlow T4 R R— D& EH|

ARV KRFERETI VY B#)
AT 712 transport udp udp-port TJAR— N ENDT—H T T LBV AT DT
% UDP R— M 24EE L 7,
i "
* 51 udp-port DML 1 ~ 65536 T,
Device (config-flow-exporter) # transport
udp 650
ATvT13 ttl seconds (LE) =7 AR—ZILELsTEEENDT—F T T LD
fefoi ATRERFRA] (TTL) fEZa%E L E 7,
i y
* 518 seconds OHIFHIL 1 ~ 255 TT,
Device (config-flow-exporter)# ttl 15
25w 718 end TH— T AR=F a7 4 F¥al—ar E— ek
T L. ¥ EXEC £— FIZREY £7,
i
Device (config-flow-exporter) # end
XTFwvwT15 show flow exporter exporter-name UEE) BEESNnN7a— 2 AR—FZDOHED AT —
H AR LET,
i
Device# show flow exporter
FLOW EXPORTER-1
2T 716 show running-config flow exporter EE) BEsSn-7a— o/ AR—FZDOB/EEFRL
exporter-name =S
i
Device# show running-config flow
exporter FLOW_EXPORTER-1

IPv6 7 K L X ~ Flexible NetFlow T4 X i K— ~ D& EH

Z Dt DEESE

ESPERCY=! b

CiscolOS 2= K

[Cisco IOS Master Command List, All Releases.]
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ZDHDOBEE R

IPv6 7 K L X A Flexible NetFlow T4 X7K—

ESPEBEY=]

L%

=Z nn

Flexible NetFlow OHEAE#HF L O E/EE

[Flexible NetFlow 27 4 ¥ a2 b — g H
A4 K]

Flexible NetFlow ==~ > K

[ Cisco 10S Flexible NetFlow Command Reference]

1RZE/RFC

Gl

24 kL

COBREIZE VIR — P SN DHHETITEE
SN AFHE/RFC 1TH Y £H A,

MB®DY >y

L

BIRLS-T Ty v I —b, VAT YT "z
7 VIV—=ZA, BLOYT 4 —F ¥ v D MIB
ERFELTCH U a— RT585451F, IROURL
123 % Cisco MIB Locator Z{# 1 L £9°,

http://www.cisco.com/go/mibs

SRADTY ZHI YR—F

Bl

)y

AADYR— I BILRNNF 2 AT —Ta v
Web¥ A FTlE, FUrm— Ra[fEe~=a7
b, T "o T, V=N EDOE T A
VA&l LTWEST, b0y Y—R
X, Y7 b7 A A=V LTRELE
D, VAT 7 ) v —I2BT A H
HIRMEZ R LT T 5720 L T 7EE
VW, ZDWeb WA KN EDY—)ZT 7 EAT
A%, Cisco.com D 7 A ID BLU/IR
U— RBMETT,

http://www.cisco.com/cisco/web/support/index.html
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I IPv6 7 K L X~ ® Flexible NetFlow T4 X7K— +
IPv6 7 K L X~ Flexible NetFlow T4 X R— k DHLRETER [ |

IPv6 7 K L X ~® Flexible NetFlow T~ X R— D E
R

ROFIZ, ZOFY 2—/L Tl LICBERRICEAT ) U —AE#RE R LET, ORI Y71
U7 YU—RA hLA U THBREOY R— FREASHEZLEDY 7 hv =T VY —RET%
ARLTWET, ZOMREIL. FRTHD BR2WRY | TR LEO—ED Y 7 by =T VY —ZXTh
PR—bhINET,

TI7Y RN — OV R—=FBLOVRAY T MU =T A A=V OV R— MIET D HEREHE
9 %121, Cisco Feature Navigator Zffi ] L £, Cisco Feature Navigator |27 7 £ 2§ 511,
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT H 72 MILEDH D FH A,

%= 31: IPv6 7 KL A~® Flexible NetFlow T4 X R— DR IEHR

HeRe J1)—=x FEEETRER
IPv6 7 K L 2 ~® Flexible 15.2(2)T Z DOFEREIZ X - T, Flexible
NetFlow : =7 AR — K Cisco IOS XE Release 3.7S NetFlow TIPv6 7 K L A % {# A

LCTF—#ERERIC I R
R—hrTExET,

WD <y RPBEAEIIEE
SN FE L7, destination
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IPv6 7 K L X A Flexible NetFlow T4 X7K— I
. IPv6 7 K L A~ Flexible NetFlow T4 X 7R— ~ DH#EEEIEER
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Flexible NetFlow : 1 71 VRF H-7Kk—

Flexible NetFlow : {17/7 VRF ¥R — MMEREIC L > T, key 7 + —/L KE72Id nonkey 7 ¢ —/L K &
LTVRFIDZET L2 7n—La— R FRboathive—E=4Z@EH L, L—% TERE 7
kA% Virtual Routing and Forwarding (VRF) ID ZIUEETE £7,
© BERETHE O, 221 ~—v
* Flexible NetFlow {1 /) VRF H# 7R — MIDWT, 222 ~X—
* Flexible NetFlow /) VRF ¥ — s D% EH1E, 222 ~—
* Flexible NetFlow {1} 7] VRF ¥R — h DFRERF], 229 ~—
* TOMOBEERE, 229 N—
* Flexible NetFlow : {1{7] VRF ¥4 — k OrElE#H, 231 ~—

AL D

THEHOY 7 2T VY —RATHEE, ZOFY 22— L THHEINITRTOBRELNTR— &N
TWD EIERY £HA, ERHOEEL LOMREJFHRIC OV TIX,  [Bug Search Tool] 35 XU
HDOTFy v 73—V T 72T V) —RCHS L2 U —2 J— b 2SR L TLIEEN,
ZOEY 22— VIR SN TV OERBOFFM AR L, SEESYR—FSnTnWbHr I J—20D
UZ MR T 25615, ZOFYV 22— LORRZRICHHEEFBHROREZSRL TI IV,

TT v "7 A —bDOPR— FBIOV R YT by =T A A=V OV KR— MIBET D IERE HER
9% 1Z1%. Cisco Feature Navigator Zf ] L £ 9, Cisco Feature Navigator {Z7 7 £ 2§ 521X
www.cisco.com/go/ctn IZFEE) L £9°, Cisco.com DT H 72 MIVLEDH D £H A,
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Flexible NetFlow : 7 VRF 47—k |
B Flexible NetFlow i 71 VRF 7K — R =D\ T

Flexible NetFlow i 3 VRF H7R— ~ 2DV T

Flexible NetFlow : i 71 VRF Y-7;R— F D=

Flexible NetFlow : {1{/] VRF % 7" — MEREIZ L > T, key 7 4 —/L RE/2idnonkey 7 1 —/L & L
TVRFID 2T 5 70— La—FRbotih7o— =42 L, V=% TEE 7> b
7> Virtual Routing and Forwarding (VRF) ID ZIN&ETX £7,

Flexible NetFlow 1 51 VRF H7R— F DERTE A%

o > =L ==

DARATA A LF-70— La—FDEXRE
AL Tu— La— RERETDHITIE, ROEXELZFAITLET,
NAB~<A R LTe7vn—Lba—RNE, EOHWTANI 74 v 7 T —FE2GHTH7OICHHL
T, WA AAX L7 — La— R, key 74—V F&E LTEEHT 2 1 -2LL D match
FEYENWVIZE T, B IE nonkey 7 4 —/L RE L THEAT S 1 DLLED collect ZEVENH VD F 97,
NAZSA A L7 n—Lba— ROIEFNL, BESORREENH Y £9, ZOMERETIE, "TRetk

DHLHNEFND 1 DENEET D7D FEICHOWTHHALET, MNEISLTZOEEDOTFIELZE
FL., B DbETCHAZ L 77— La— REERLET,

FIRDHE

enable

configure terminal

flow record record-name

description description

match {ipv4 |ipv6} {destination | source} address

MG U TAT v 75 ik L, La— ROEkey 7 4 —/V FEFRELET,
collect interface {input | output}

VEISUTAT 775V IKL, La— KOiEN nonkey 7 4 —/L RZFHE L E T,
end

© 0N o RE wWwN=

10. show flow record record-name

11. show running-config flow record record-name
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| Flexible NetFlow : H! 7 VRF 47K— k

nzav4ZLt=70—La—roze |

FIE D
ARV RFERIETY Va3 Y EL:y
ATy enable FitE EXEC E— R& A R—7 M LET,
Bl AT —=REANLET ERINEZHE) .
Device> enable
2Ty T2 configure terminal sa—sLar7 4 ¥al—vary E— RERBLE
‘g_O
il -
Device# configure terminal
ATv7T3 flow record record-name 7r— L a— RZ{ER L, FlexibleNetFlow 7 7 — L = —
FRarv74Xalb—vary T— Rl £,
i -
cZDavr RTE, BFEO 7o — L a— REEE T
Device (config) # fl d - <
Deviosicontig)t flow recor HILHTIET.
ATvT4 description description (EE) 7e— La— OB Z/ERLET,
il -
Device (config-flow-record) # description
Used for basic traffic analysis
2Ty TE match {ipv4 |ipv6} {destination |source} | 7o — L a—RdDkey 7 4 —/L FERELET,
address
GE) ZOBITIE, IPVASEET RL A& La— oD
Bl key 7 4 —/L N & LTRIEL£T. matchipv4
' g~y RO FREZR ZE DD key 7 4 — /L
Device (config-flow-record) # match ipv4 F iSJ:CFkCyj7/{“/V}$U>EQEEGZ{§fﬁEqﬁEi§
destination address ) ‘
F DD match =~ > KIZHOWTiL, [ Cisco
IOS Flexible NetFlow Command Referencel % %
LTS 7ZEN,
ATvT6 MEWZR L TAT v 7 S 2 0iKL, L |—
o— RO key 74—/ REREL
D
ATvT1 collect interface {input|output} ANIA B —T = A A% L 2— RdDnonkey 7 4 —/L K &

{1

Device (config-flow-record)# collect
interface input
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Flexible NetFlow : 7 VRF 47—k |

AT RFERET7II Y

Sl

GE) Wiz, ANA v B =T A A% L a— KD
nonkey 7 4 —/L K& L CRET DB 2R L E
9, nonkey 7 4 —/\ RO EIMH AIHE/ %
DAL colleet =~ > RIZOWTIL,  [CiscolOS
Flexible NetFlow Command Reference] =% 1L

TLEEN,
ATvT8 VEIZECTAT v 7 7 &0ikL, L |—
21— ROiBH nonkey 7 4 —/L R&FRIE L
i‘é‘o
ATvT9 end Flexible NetFlow 72— L a— R a7 4 X2 L—3 g
¥ E— Nz T LT, ¥ EXEC E— FIZRY £75,
{51
Device (config-flow-record) # end
ATy 710 show flow record record-name (EE) fFEEShE7u— L a— ROBEO AT —F A
rRALET,
{5
Device# show flow record FLOW RECORD-1
ATy 71 show running-config flow record (LB EBEsnr-7e— La— RoOREXFERLE

record-name

{1 -

Device# show running-config flow record
FLOW_RECORD-1

R

WRAEATAAXLF-70— =2 DR

HAK K 7 a— F=XEBERT BT,

WROMIAVEREZFATLET,

K7 —F=XIZE, BHOX Yy v v aREH DB ToNTWVWET, 7Jr—F=H T L2, Ty v
Va U NIDOHRBILOLA T U NEERTHLa— RBMETT,

[F L& BHII

Flexible NetFlow DERICHmF AL 2 — FORDOVICHAX~ A A L= a— REERAT 56
X, ZOX AT EZETTIHRINC, WAX~A AL a— RE{ERRT20ENH Y 97,

T—HET I AR— T HEHICTr—

T AR—HE T —F=F|ENT AL, 20X

AT T T DN AR—=ZZNERT 2B RH Y £7,
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G¥)

77— E=H Trecord 2~ RDO/XT A —X %JEHF HHIIZ, no ip flow monitor =~ > K%
LT, $_XTOA L F =T =2 A ADOEMEFEHAO 70— E=F ZHIRT 20BN H Y £
7, ip flow monitor =~ > RiZ-DWTIL, [Cisco I10S Flexible NetFlow Command Referencell %

ZRL T ZE Y,

FIEDHEE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }
1. WEIELTAT v 7 62 MVIELT, 2070 —F=FDX Yy va RTA—FDEHR%
e LET,
8. statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
13. show running-config flow monitor monitor-name
F D48
ARV RFERERETIVa Yy B8
ATvT1 enable FitE EXEC £ — & A X —7 VIZLET,
Bl - CNAT—FRE AN LET ERINEHE)
Device> enable
ATvT2 configure terminal Ja—s ar7 4 Xalb—var E— Rabiln
L/ \32 —g—o
i -
Device# configure terminal
ATvT3 flow  monitor monitor-name 7u— =4 %{ER L. Flexible NetFlow 7 17— &

{1

Device (config)# flow monitor FLOW-MONITOR-1

=H a7 4 Xal—are—FeRBLET,

cZpavwy RTIE, BFD7u— =4 52K
W52 L TEET,
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aAv Y RFEEET7I 3y

S

ATFv T4 description description (EE) 7a— =2 OMHEZFEHRLET,
{51
Device (config-flow-monitor) # description Used
for basic ipv4 traffic analysis
ATFvTH record {record-name | netflow-original | netflow | 7o — =% L a— R N&EELET,
{ipv4 | ipv6} record [peer]}
11
Device (config-flow-monitor)# record
FLOW-RECORD-1
ATvT6 cache {entries number | timeout {active | inactive| ({IL7%) 7um—F=F Xy v a2 T A —HF (X
| update} seconds | type {immediate [normal | | ¢ 27 Nl Fr ool FUEK Frouia
permanent; FATE) BERLET,
- * timeout ¥ — 7 — N|ZE T 5 F— U — FOfHE
bevice (contigtl Cort eache t X, F¥ v a2 XA 77 immediate |23 E I
evlice (conrig- OoOw—-monitor cachne e
normal ? e NTWBEAITIIKE SN EEA,
ATvT1 VEIZGELTAT v 76 &20IKLT, 207 |—
= F=FDX Yy a NTFTA—FOETE
SETLET,
ATv T8 statistics packet protocol (f£&) Flexible NetFlow =% ® 7 1 k 2 L4538
FEHEMOINEE A X — T MIZ L ET,
{1
Device (config-flow-monitor)# statistics
packet protocol
ATv79 statistics packet size (f£&) Flexible NetFlow & =% D% A X380k H
HHROWEZA RX—T NI LET,
{1
Device (config-flow-monitor)# statistics
packet size
ATv 710 exporter exporter-name LE) FANER SNy AR—% D4 % 15

1 -

Device (config-flow-monitor)# exporter
EXPORTER-1

Ebiﬁ—o
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1va—oz42~070—=20ER I}

aAv Y RFEEET7I 3y

S

ATvIN end Flexible NetFlow 72— F=% 2.7 4 ¥ =2 L —
Tar E'— FEK&T LT, FitE EXEC E— NIZRE

{1 DET,
Device (config-flow-monitor)# end

ATwT12 show flow monitor [[name] monitor-name [cache | ({T-7&) Flexible NetFlow 72— E=Z D A5 —X
[format {csv | record | table}]] [statistics]] 2B X OWEHEREF R LET,
1 :
Device# show flow monitor FLOW-MONITOR-2
cache

ATy 713 show running-config flow monitor monitor-name| ({13&) EEINZ70— E=F DR EEZE L

1 -

Device# show running-config flow monitor
FLOW_MONITOR-1

jz—g«o

A3 —T A AANDT7A— FE=Z2NEA

Tu—F=XET T 4 TAET RN, 1 DU LEDA U H—T o AZHEATHOSERS D £7,
Tu— =B ET VT 4 T BTN, IROVBIEEAFEITLET,

FIEDHEE

enable
configure terminal

interface type number

LA S

ATC7u— =427 77 47 LET,
end

~ o

. show flow interface #ype number

8. show flow monitor name monitor-name

{ip | ipv6} flow monitor monitor-name {input | output}
ATy TI3BIOAZOE LT, NITA v I HFT=FT 0T M ADMDA o Z—T =4

cache format record
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B sz zx~0n70—E=450EA

FEDEFHA
ARV REEEFET7Ia Y B#
ATy 1 enable FibE EXEC E— R& A R2—7 LI LE T,
i CNAT—=REANLET FERINTEHA)
Device> enable
2Ty T2 configure terminal sua—s ) ary7 4 Xalb—gy ®— etk
L/ijqo
1 -
Device# configure terminal
ATvT3 interface fype number AVE—=T A AGEEL, AV F =Tz XA
TA4X a2l —ar EB— FERBLET,
1 -
Device (config)# interface GigabitEthernet
0/0/0
257y T4 {ip | ipv6} flow monitor monitor-name {input| | JERFEHOT B —F=F % NT T 4 v 7 DLETRE
output; BLRBA L H—T 2 A ATEIVSTHZ LT, Z
D7R—F=FET I T 4TI LET,
151 -
Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input
ATvTH ATy 3B EHEVIRLT, FT7T7 4w |—
IR AT EHT A, ADMMD A X —T =
AARTTR—F=XET 774 7L LET,
ATv76 end A B =T A AT 4 Fal—gr EF—FR
AT L. HHE EXEC £— RIZR Y £,
1 -
Device (config-if)# end
ATvT1 show flow interface type number WWEINIZA v HZ—7 = A AD Flexible NetFlow @
AT =B A (A F—=TNEIEZT =T N) &%
51 ~LET,
Device# show flow interface GigabitEthernet
0/0/0
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Flexible NetFlow 71 VRF 4 K— r sl I}

AR RFEREETOVa Y

Sl

ATvT8

show flow monitor name monitor-name
cache format record

1 -

Device# show flow monitor name
FLOW_MONITOR-1 cache format record

FESNETR—F=F DAT—5 A, HEHHR,
BIOFy v yaNOT7u—F—2E2F R LET,

Flexible NetFlow 1 1 VRF H-7/R— k D% E 5l

H 71 VRF Y7 R— k D 1= & @ Flexible NetFlow @ % E {3

WIZ, key 74—/ RELTVRFID ZlNETH 70— La—RKRHLHHh7e— =% %A
LT, NV—& THA5/3/ v h)> 5 Virtual Routing and Forwarding (VRF) 1D ZINEET 5 720 DREE

BlzmLET,

oL, =)L ar 7 4 Xalb—gy E— RTHEBLET,

|

flow record rm 1
match routing vrf output
match ipv4 source address
match ipv4 destination address
collect interface input
collect interface output
collect counter packets

|

flow monitor mm 1

record rm 1

|

interface GigabitEthernet 0/0/0

ip vrf forwarding green

ip address 172.16.2.2 255.255.255.252
ip flow monitor mm_ 1 output

|

end

Z Db DEEE R

EEEE

I=-aTF7ILBZA L

CiscolOS === K

[Cisco IOS Master Command List, All Releases.]
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ZDHDOBEE R

Flexible NetFlow : 1 /1 VRF H-7R— k

ESPEBEY=]

XZaFILEA ML

Flexible NetFlow OHEAE#HF L O E/EE

[Flexible NetFlow 27 4 ¥ a2 b — g H
A4 K]

Flexible NetFlow ==~ > K

[ Cisco 10S Flexible NetFlow Command Reference]

1RZE/RFC

Gl

24 kL

COBREIZE VIR — P SN DHHETITEE
SN AFHE/RFC 1TH Y £H A,

MB®DY >y

L

BIRLS-T Ty v I —b, VAT YT "z
7 VIV—=ZA, BLOYT 4 —F ¥ v D MIB
ERFELTCH U a— RT585451F, IROURL
123 % Cisco MIB Locator Z{# 1 L £9°,

http://www.cisco.com/go/mibs

SRADTY ZHI YR—F

Bl

)y

AADYR— I BILRNNF 2 AT —Ta v
Web¥ A FTlE, FUrm— Ra[fEe~=a7
b, T "o T, V=N EDOE T A
VA&l LTWEST, b0y Y—R
X, Y7 b7 A A=V LTRELE
D, VAT 7 ) v —I2BT A H
HIRMEZ R LT T 5720 L T 7EE
VW, ZDWeb WA KN EDY—)ZT 7 EAT
A%, Cisco.com D 7 A ID BLU/IR
U— RBMETT,

http://www.cisco.com/cisco/web/support/index.html
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| Flexible NetFlow : H! 7 VRF 47K— k
Flexible NetFlow : 71 VRF 4 K— toigaetssR [

Flexible NetFlow : H 71 VRF H-7Rh— ~ D#EREH R

ROFIZ, ZOFY 2—/L Tl LICBERRICEAT 2 ) V—AE#RE R LET, ZoRT Y71
T VY —A FLA U TEEROVR— FREASNZLEEOY T by =T V) =R T %
ARLTWET, ZOMREIZ. RO B2WRY | ZNLUEO—ED Y 7 F =T VY —ZXTh
PR—bhSNET,

TT7Yy N7 — DOV R—= I BLOVRAY T h T =T A A=V OV R— MIBET D IHEREMBE
9 %121, Cisco Feature Navigator Zffi [l L £, Cisco Feature Navigator |27 7 & 2§ 5 1TI,
www.cisco.com/go/ctn IZFEE) L £9, Cisco.com DT I 7> MILEDH D £H A,

3 32 : Flexible NetFlow : 71 VRFHR— k DHEEETEER

HEE# J1)—=x BERETEHR
Flexible NetFlow : /7 VRF # | Cisco IOS XE Release 3.8S key 7 4 —/V R % 7213 nonkey
ek 7 4—)L K& LTVRFID %Y

4 r70—La—KRbd
Hh7e—t=2%#EML T,
N—BTRIE T Y b9 b
Virtual Routing and Forwarding
(VRF) ID ZIUETE 5 L9
I LET
WOa~ >y RPEANEITER
SHVE L7, collect routing,
match routing, option (Flexible
NetFlow) . show flow monitor
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I Flexible NetFlow : 7 VRF 47— + D#aEf&#R
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Flexible NetFlow : MPLS H-7K—

Flexible NetFlow : MPLS 7R — MM&HREIZ, RO MPLS B# D 7 4 — /L RDE=Z U o F %P R—
FLET,

*MPLS 7-~L1~6 B34 bk : I~ 20y b, EXPO3EY F, EOSO1EY ) |
e LT VD EXP (FL1DEXP 7 4 —/LR)

I TV TTL (701 O TTL 7 44—V K)

PERETH B ODfERE, 233 ~—¥
Flexible NetFlow MPLS 7" — RZDUWT, 234 RX—

* Flexible NetFlow MPLS Y7k — b OFRE 1L, 234 ~X—
* Flexible NetFlow MPLS H-48— k O ER], 242 ~—

* FOMOBEEE, 242 RX—Y

Flexible NetFlow : MPLS #78— h OREREIGEH , 243 ~—

A IHER DR

THEHOY 7 2T VY —RATiEE, ZOFY 22— L THHEINITRTOBRELNTR— K&
TS EIIRY EH A, BHOELEL LOWRIEHRIC OV TIE, [Bug Search Toolll ¥ LN
HDOTZw b 74—V 7 b0z T V) =2 LYV —RA ) — 2L T EE,
ZOEY 2= MIERB SN TV HHEEOFEMZRE L, FHEERYR—FEnTHnD ) J—2D
URMEHERTD5E1E. ZOEY 22— LORZICHDIEREIERORESML TIZI 0,

TTy R —BDOPFR— PRIV R YT by =T A A=V OV R— MIBET D IERE SR
9% 1Z1%. Cisco Feature Navigator Zf ] L 9, Cisco Feature Navigator {Z7 7 £ 2§ 521X
www.cisco.com/go/ctn IZFEE) L £9, Cisco.com DT I 72 MIVLEDH D £H A,
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Flexible NetFlow : MPLS +7RK— K
. Flexible NetFlow MPLS - 7R— k(2D T

Flexible NetFlow MPLS H7R— K [ZDL\T

Flexible NetFlow : MPLS H7/R— F DHEE

ZOREIC X 5T, key 7 4 —/V RE7ZiE nonkey 7 4 —/L K& LCMPLS 7YV ID [T 5
Zu— Lba—RpRdHiH7e— E=F%Z#EH L, MPLS 7L ID ZINETE £7,

Flexible NetFlow MPLS H-7/K— kDR EHE

JO0—EF=Z42HAO7A— ITH9XAKR—2DHETE

A2 TR 2 HE L LT, FlexibleNetFlow (C K » TIESNDT —F &2 U E— K VAT A
o AR—= 5 0Ic7u—E=F O 7 u—x 7 AR—Z EFRETHITIE, ROF T =
NEEEFEITLET,

7u— 17 AR—HIL, Flexible NetFlow TULE X415 7 — # % NetFlow Collection Engine 7¢ & ™
UE—bF VAT LANKET LM SNET, =7 AR=—ZTiE, hTFAKR—F 7Fm b

A& LTUDP, =27 AR—h 74—~y b LTA—=Va IRl Ed,

GE) Ta— T AR—=H LT, 1 O5EEDHBENYR— N ENFET, EROmEICT— X &2
AR—= b TEERIT, B O 70— 2 ) AR—=ZEFHREL T 77— F=F 1CE) B THLE
NHY FET,

IPvd £72131Pv6 7 FL ADWT I EFH L Tafice s/ AR — FTEET,
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Jo—x=4An7a— s 2R—40%E I

FIEDHEE
1. enable
2. configure terminal
3. flow exporter exporter-name
4. description description
5. destination {hostname |ip-address} [vrf vrf-name]
6. export-protocol {netflow-v5 | netflow-v9 | ipfix}
1. transport udp udp-port
8. exit
9. flow monitor flow-monitor-name
10. exporter exporter-name
11. end
12. show flow exporter exporter-name
13. show running-config flow exporter exporter-name
F D8
ARV RFEEETI 3y EL:y)
ATy T enable FiME EXEC £ — K& A X—T7 /W LET,
Bl - *NRATU—REANLET EREIn=HE) ,
Device> enable
25y T2 configure terminal Fr—rL 3T 4 Fal— gy e NEBE L E
¥
il -
Device# configure terminal
ATvT73 flow exporter exporter-name 7u— =7 AR—F%Z{ER L. Flexible NetFlow 7 17—
T AR—H arv T 4 FXal—varE— REHBL
i - 5
Device (config) # flow exporter EXPORTER-1 7 F= = A N Gl %;@@7 O— T/ AR—Z %
EHETLHIEHTEET,
ATy T4 description description EE) 77— 7 AR—FOHFAZERR L E T,

1 -

Device (config-flow-exporter) #
description Exports to datacenter
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ARV RFERRETIVa Y

B

RFvTH destination {hostname | ip-address} [vrf T AR—Z TCT—HF B RETHHE AT LDRA
vif-name] HEFITIP T RLARRELET,
Bl GE)  IPvAE720TIPv6 7 RLADW Tzl L
' THHEIZT T AR — N TEET,
Device (config-flow-exporter) #
destination 172.16.10.2
27976 export-protocol {netflow-v5 | netflow-v9 | |7 % K— % Tfifi £41% NetFlow = 2 Z7K— k 71 k
ipfix} VDR —=T 3 UERELET,
Bl - * 7 7 4/ ME : netflow-v9,
Device (config-flow-exporter) #
export-protocol netflow-v9
ATvI1 transport udp udp-port N7V AKR—F 7 hajt L CUDP ZREL, =7
AR — k&35 Flexible NetFlow k7 7 1 v 7 &45656
I - AT LR D UDP AR — M & 4EE L £ 7
Device (config-flow-exporter)# transport
udp 65
ATvT8 exit Flexible NetFlow 7 12— =7 AR—H a7 4 X a L —
YaryE—REKTLT, /re—ULary7 4FXalb—
{1 TaryE'—RIRERYET,
Device (config-flow-exporter) # exit
2Ty T9 flow monitor flow-monitor-name HENER & 7= 7 2 — F =% 2%l L T Flexible NetFlow
TJun—F=H a7 4Xal— gy EB— FERBL
i - £
Device (config)# flow monitor
FLOW-MONITOR-1
ATv710 exporter exporter-name HANER SNT== 7 AR—Z OL4FIZRELET,
il -
Device (config-flow-monitor)# exporter
EXPORTER-1
ATvIN end Flexible NetFlow 71— E=% 27 4 X2l —3 g
E— K& T LT, FHE EXEC E— RIZRED £,
1) :

Device (config-flow-monitor)# end
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hzav14ZLt-70—x=40kk |

ARV RFERRETI VY

B

2Ty T12 show flow exporter exporter-name UEE) lBEESNh-7ae—x2 7 ZAR—FDHED AT —
ZAZRRFLET,
i -
Device# show flow exporter
FLOW EXPORTER-1
259 T13 show running-config flow exporter (LE) EESNE T 0 ) AR ORE & o7 L

exporter-name

1 -

Device<# show running-config flow
exporter FLOW_EXPORTER-1

=7,

WRAEATAAXAL-70— =2 DR

ARG L T u—F=F 2ERRT 21213, ROBFEEEZFATLET,

£ET70—F=XIZiE, BHOX Yy v v aRE OB ToNTWET, 7Jr—F=H T L2, Ty v
Va U NIOHRBIORLA T U NEERTHLa2— RBMETT,

A

[F L& BRI

Flexible NetFlow DEHREFHFA L I — ROV I A X~ A X LIz a— REHHT 56
X, ZOX R ZEITT AN, DAX<A AL a— REERTAILENDY F9,
F—RET I AR— T EHEDIITA—T I AR—F 70 —E=Z BINT58581%. 20X
AT T T DHENIT Y AR—ZEVERTHLERH Y 97,

GE)

77— E=XTrecord 2~ NDO/XT A —X %ZEHF HHIIZ, no ip flow monitor =~ > R %
EHALT, T NTOA U F =T 2 A APLEMAFEAD 70— T=F ZHIRT204ERHY &

9, ip flow monitor =~ > R{Z D\ T,

ZHLTIZS W,

[ Cisco 10S Flexible NetFlow Command Referencel] %
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FIEDHEE
1. enable
2. configure terminal
3. flow monitor monitor-name
4. description description
5. record {record-name | netflow-original | netflow {ipv4 | ipv6} record [peer]}
6. cache {entries number | timeout {active | inactive | update} seconds | type {immediate | normal |
permanent} }
1. WEIZIELTAT vy 7 6 2V L T, 2O70— F=FDF ¥ va NI A—XDOELE
SETLET,
statistics packet protocol
9. statistics packet size
10. exporter exporter-name
11. end
12. show flow monitor [[name] monitor-name [cache [format {csv | record | table}]] [statistics]]
13. show running-config flow monitor monitor-name
F IR D £
ARV RFERERETIVa Yy B8
ATvT1 enable FibE EXEC £ — R& A X —7 VIZLET,
Bl *RAT—KREADLET ERENZHE) .
Device> enable
ATvT2 configure terminal sa—sYL ary7 4 F¥alb—vay E— REf
l./ \i j—O
i -
Device# configure terminal
ATvT3 flow  monitor monitor-name 7ua— =% %{EM L. Flexible NetFlow 7 1 — &
=X a7 4 Xal—yarE— RERBLET,
i -
CIoavwy FTE, Biffo7 e — B=4 24
Device (config)# flow monitor FLOW-MONITOR-1 HIAZ LT i'é—o
ATvT4 description description (EE) 7r— E=F OBz R L £7,

11 -

Device (config-flow-monitor) # description Used
for basic ipv4 traffic analysis
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hzav14ZLt-70—x=40kk |

aAv Y RFEEET7I 3y

S

ATFvw S5 record {record-name | netflow-original | netflow | 7o — =% L a— R N&2EELE+,
{ipv4 | ipv6} record [peer]}
{51
Device (config-flow-monitor)# record
FLOW-RECORD-1
RXTFvT6 cache {entries number | timeout {active | inactive| ({-%) 7o — =& Xy v =2 T A —X& (X
| update} seconds | type {immediate | normal | ALT Y ME ¥y viaxr hUE v via
permanent; } B4 TRY) BEELET,
- * timeout ¥ — U — RIZBE T 25 ¥ — U — FDOfE
bevice (configofl tor) omcho t I, F¥ v = ¥A 7 immediate |[ZFXE I
ni\;;g? conrig Ow—monitor cachne ype ﬂ(b\é%é\@zb‘i}iy&éﬂiﬁho
ATvI1 VEIECTAT v 76 2MVIE LT, ZD7 |—
= F=FDX Y va NTFTA—FOEEE
SETLET,
ATFw T8 statistics packet protocol ({£E) Flexible NetFlow E=% D7 1 | =2 /L4538
FEHEROWNEEZ A X—T ML ET,
11
Device (config-flow-monitor)# statistics
packet protocol
ATvT9 statistics packet size (f£:#) Flexible NetFlow & =& D% A X438 Et
HHRONEZ A RX—T VI LET,
{1
Device (config-flow-monitor)# statistics
packet size
ATv 710 exporter exporter-name (EE) FANIER SN 7 AR—Z D4 i %5
’_.E_‘ Liﬁ‘o
{1
Device (config-flow-monitor)# exporter
EXPORTER-1
ATv7T N end Flexible NetFlow 72— F=4% 27 { ¥ L —
vayE— REKT LT, R EXEC E— RIZEKE
{1 DET,

Device (config-flow-monitor)# end

Flexible NetFlow 21> 7 « ¥ a2 L—3 3> H4 K. Cisco l0S XE Release 3S (ASR 1000) [ |



B 5 7z1x~070—E=20EA

Flexible NetFlow : MPLS 7R— k

aAv Y RFEEET7I 3y

S

2ATFvT12 show flow monitor [[name] monitor-name [cache | ({-7&) Flexible NetFlow 72— E=Z D A5 —X
[format {csv | record | table}]] [statistics]] 2B L OREHER AR LET,
i -
Device# show flow monitor FLOW-MONITOR-2
cache
ATy 713 show running-config flow monitor monitor-name| (L&) ¥EEINT-70— F=F DR EEZFE L

1

Device# show running-config flow monitor
FLOW MONITOR-1

jzjﬂo

ARA—T A RAADT7O— EZ2NDEH

TOu—F= X ET I T A TAET RN, 1 DULEDA U H—T o AT HLERS Y £7,
Tn— F=H 5T 7T 4 7T B, ROVBENREEZFEITLET,

FIEOHME
1. enable
2. configure terminal
3. interface #ype number
4. {ip |ipv6} flow monitor monitor-name {input | output}
5. 2T v 3BIV4ERVIELT, NI T4 v I BE=XTHT A ADMDA 2 —T = A
ATCT7a—EF=HeT 7747 LET,
6. end
1. show flow interface #ype number
8. show flow monitor name monitor-name cache format record
FIEDFEH
AU bFERETOVa Y B&Y
ATvT1 enable FikE EXEC £ — R& A X —7 M LET,
i - *NRRAT—REANLET (FERINTHE)

Device> enable
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AU RFERETIVa Y B#
ATFv T2 configure terminal Jua—N)L a7 4 FXFalb—ay ET— Ra2BG
LET,
£
Device# configure terminal
ATvT3 interface fype number AVHE =T A RAEREL, f v F—T A A
T4 X alb—varET—RNElBLET,
i
Device (config)# interface GigabitEthernet
0/0/0
25y T4 {ip | ipv6} flow monitor monitor-name {input| |JEiKHDT B —F =%, NT T 4 v 7 DL
output} RERDAL =T oA ATHD B THZ LT, £
DIA—F=HET 7T 4TI LET,
1 -

Device (config-if)# ip flow monitor
FLOW-MONITOR-1 input

ATvTh AT T3BIO4EEVELT, v T 74 v |—
I HEE=RTHTFNAL ZADMDA B —T =
A ATTu—F=H T 7747/ LET,

ATvT6 end A B —T 2 f A AT 4 Fal— gy F—FK
T L. B EXEC B— FNICEY 77,

1 -
Device (config-if)# end

ATvI1T show flow interface #pe number BEENi=A ¥ —7 = A AD Flexible NetFlow D

AT =B A (A FX—=TNELETT 1 8—TN) &%
B A LET,
Device# show flow interface GigabitEthernet
0/0/0

ATFvT8 show flow monitor name monitor-name BEINTFE7Te—F=FDORAT—X A FEHEH.
cache format record BLOF vy vaNO7n—F—2 2 #RLET,
Bl :

Device# show flow monitor name
FLOW MONITOR-1 cache format record
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Flexible NetFlow MPLS - 7R— ~ D% E 4l

{5 : MPLS H7R— k D 1= D Flexible NetFlow M % 5E

KIZ, Flexible NetFlow D HEFEFH &L 27— K [BGP ToSNext-Hop| #fH L C7a—E=4%
BREL, IPv4 KT 7 4 v 7 BF=FT D HEOFERLET,

oL, Fae—L ar 7 4 Xal—gy E®— RTHEBLET,

flow record mpls 1

match mpls label
match mpls label
match mpls label
match mpls label
match mpls label
match mpls label
match mpls label
match mpls label

collect mpls
collect mpls
collect mpls
collect mpls
collect mpls
collect mpls
collect mpls
collect mpls
|

flow monitor

record mpls_1
|

U WN P

label
label
label
label
label
label
label
label

mpls 1

details
exp

ttl

details
details
details
details
details

1

1
1
2
3
4
5
6

details
exp

ttl

details
details
details
details
details

interface Ethernet 0/0

mpls flow monitor mpls 1 input
mpls flow monitor mpls 1 output

Z Dt DEEE

HEIEE

CiscolOS 2= K

[Cisco IOS Master Command List, All Releases.]

Flexible NetFlow OHEEE#RIS L O EMFEE

[Flexible NetFlow =7 4 X a2l — g i
Y

Flexible NetFlow ==~ > K

[ Cisco IOS Flexible NetFlow Command Reference
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1Z#/RFC

TH 24 b

COMBEBICIVYR—-NEINDIFREITETE | —
SNT-HEHE/RFC 13H Y £H8 A

MIB
MIB MB®D!) >4
L BINLET Ty M 74 —A, VAT YT R <

7 IV =2, BLXOT7 4 —F+ v hd MIB
ERBLTHE U E— FT55581E, IROURL
|24 % Cisco MIB Locator Z{f ] L £,

http://www.cisco.com/go/mibs

SRADTIZANLHYR—F

BLL] 9

VAaADPDYR—FBIRRF 2 A F7—3 3 0 | http://www.cisco.com/cisco/web/support/index.html
Web# 1 F Tk, ¥ u— RKa[fEr~=o7
N, VTR T | VR EOF T A
V=AML TnET, Zhbnl Y —2A

I, Y7 N7 B A VANV LTERELR
D, YRAIOBELT I v T —ITBET A H
HIREZ R L2 T 572D L T 72 S
W, 2O Web VA b EOY =T I AT
HEIZ. Cisco.com D 7 A ID BL A

T — RINMETT,

Flexible NetFlow : MPLS H7R—  D#4REE R

WOFIZ, ZOFY 22— /L THPLIEEICET SV U —AFHRERLET, ZOFRIE Y7 b
Tx7 JU—R FLA U TEHEEOYR— IR EAINTZLEOYT7 by 2T V=R T%
RLTWET, TORKEEITL, FRIWD D372 0RY . ZRLUBEO—HEOY 7 b7 =7 UV U —RATH
PHR—bhENET,

T N7 —ADOYP R I BIOVRAY T b T =T A A—VOYR— MIET DR E MR
9% Z1%, Cisco Feature Navigator Zf#i ] L &4, Cisco Feature Navigator {27 7 & 24 51213,
www.cisco.com/go/cfn IZBBE) L 3, Ciscocom DT 7 MIMLEH D FH A,
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k 74—/ N& LTMPLS 7L

IDZ#ETH7r— La—F
Nhbr7a— F=FZEAL
T, MPLS 7~V ID ZI4ET
EHEOICLET,
RDA~ 2 RPHEANETITER
SHLE L7, collect mplslabel,

match mplslabel, mpls flow
monitor
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