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Commands Ignored by ASDM ASDM

Tools

Status of Connection to Device ASDM  FWSM
Connection to Device

Save to Flash Needed ASDM

Refresh Needed FWSM ASDM
FWSM
CLI

SSL Secure  ASDM SSL

[ oL-15463-01-J
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ASDM |

W Asom

e Time FWSM

Connection to Device

ASDM  FWSM

ASDM

e Apply ASDM

File
TFTP

e Reset

e Cancel
e Help

ASDM

FWSM

Reset

Refresh
Refresh

Save

Apply

i ASDM

OL-15463-01-J |



| 1 ASDM

i P.1-19
. P.1-19

e About ASDM ASDM
e Search

e Using Help

e Glossary ASDM

e Contents
e Screens
e [ndex ASDM

Netscape

Tools > Internet Options > Advanced > Reuse window

ASDM
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1

ASDM |

H Home

Home

ASDM Home

FWSM
ASDM

Device Information

General
Host Name FWSM

ASDM Version ASDM
FWSM Version FWSM
Firewall Mode

Total Flash FWSM  ASDM

64 MB

Device Uptime FWSM
Device Type FWSM
Context Mode

Total Memory RAM
License FWSM

System Resources Status CPU

CPU CPU

CPU Usage (percent) 5
Memory

Memory Usage (MB) 5

Interface Status

Kbps
Interface

IP Address/Mask

Line

Link

Current Kbps

Traffic Status

Connections per Second Usage

UDP

Home

CPU
MB

5
TCP

UbP

ASDM

MB

Kbps

TCP

Home

FWSM
10

Device

MB

i ASDM
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Home M
Name Interface Traffic Usage (Kbps)
ASDM
Kbps Kbps
e Latest ASDM Syslog Messages FWSM 100

Clear Content PC

Save Content Copy
Color

Settings
Configure ASDM Syslog Filters  Logging Filters
Enable Logging ASDM

Stop message display

Resume message display

ASDM
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H Home

ASDM
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ASDM FWSM
CLI
ASDM P.2-4
ASDM P.2-5
History Metrics P.2-8
P.2-9

p.2-2

CHAPTER

P.2-3

ASDM
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W Asom

ASDM

FWSM
ASDM HTTPS FWSM HTTPS
setup
FWSM 5 ASDM
80 ASDM
ASDM pP.7-12
ASDM
FWSM  HTTPS IP

hostname (config)# http

HTTPS

hostname (config)# http

HTTPS
ASDM

hostname (config) # http
hostname (config)# http

192.168.3.0

hostname (config)# http

source_IP_address mask source_interface

server enable

192.168.1.2

server enable
192.168.1.2 255.255.255.255 inside

ASDM

192.168.3.0 255.255.255.0 inside

ASDM

i ASDM
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CLI

CLI

ASDM ASDM
CLI

FWSM

firewall transparent FWSM
FWSM

FWSM

hostname (config)# firewall transparent

hostname (config)# no firewall transparent

ASDM
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W Asom

ASDM
ASDM Windows ASDM
1
IP
ASDM
1 FwsM Web

https://interface_ip_address

A

ASDM

Java

URL

https http

2 OK Yes

e Download ASDM Launcher and Start ASDM
e Run ASDM as a Java Applet

3 Download ASDM Launcher and Start ASDM

PC

4 ASDM

i ASDM

OL-15463-01-J |



ASDM

ASDM
e ASDM ASDM p.2-5
. ASDM P.2-5
e Web ASDM p.2-7
ASDM ASDM
ASDM Windows
ASDM ASDM
1 Cisco ASDM Launcher
2 FWSM IP OK
ASDM FWSM ASDM
ASDM
ASDM
ASDM Windows
ASDM ASDM
o ASDM
e ASDM ASDM FWSM

e Content Security and Control SSM CSC SSM

ASDM
ASDM
. GUI
Refresh
e admin monitor-only read-only
File

Save Running Configuration to Flash

Start

ASDM

ASDM
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W Asom

Save Running Configuration to TFTP Server
Save Running Configuration to Standby Unit
Save Internal Log Buffer to Flash

Clear Internal Log Buffer

Tools

Command Line Interface

Ping

File Management

Update Image

File Transfer

Upload image from Local PC

System Reload

Toolbar/Status bar > Save

Configuration > Interface > Edit Interface > Renew DHCP Lease

Failover
Interface
NAT
Clock
ASDM
1
a. ASDM http://www.cisco.com/cgi-bin/tablebuild.pl/cat6000-fwsm
asdm-version-demo.msi
b.
2 Cisco ASDM Launcher Start

3 Runin Demo Mode

4 ASDM
Demo Demo Mode
5 ASDM
ASDM
a. http://www.cisco.com/cgi-bin/tablebuild.pl/cat6000-fwsm

asdm-version.bin
b. Demo Mode Install ASDM Image

ASDM

ASDM
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ASDM

6 OK ASDM
Demo Mode
Web ASDM
Web ASDM
1 FWSM Web URL
https://interface_ip_address
IP
https http
2 OK Yes
¢ Download ASDM Launcher and Start ASDM
e Run ASDM as a Java Applet
3 Run ASDM as a Java Applet
4 Java OK Yes
ASDM
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M  History Metrics

History Metrics

History Metrics FWSM ASDM
Graph/Table
10 60
12 5

e ASDM History Metrics

ASDM
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||
FWSM
Startup Wizard Configuration > Properties >
Startup Wizard
Configuration
i IP
. AAA
FWSM IP
IP EtherType
EtherType FWSM IP
AAA Rules HTTP
FWSM RADIUS TACACS+
Filter Rules FTP FWSM
Websense Enterprise Sentian  N2H2
URL Configuration > Properties > URL Filtering

Service Policy Rules

FWSM
TCP UDP
DoS
e NAT
OSPF RIP
o FWSM
IP

TCP

TCP

[ oL-15463-01-J
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3 FWSM

ARP

Monitoring

DHCP

OSPF LSA OSPF
AAA

CRL DNS

i ASDM
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e CLI

e ASDM

e VLAN

e CLI

¢ CLI

CHAPTER

FWSM Catalyst 6500 Cisco 7600
CLI
ASDM
pP.3-2
P.3-3
pP.3-4
P.3-5
P.3-6
P.3-9
VLAN P. 3-13
FWSM P.3-16
P.3-17
Firewall Services Module pP. 3-19
ASDM
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3 FWSM |

ASDM

e ASDM P.3-2
. pP.3-2
. P.3-3

ASDM
ASDM

* VLAN
b PortFast

* VLAN
e SVI
. VLAN FWSM

ASDM  Configuration > Switch

i / VLAN
N VLAN

Catalyst 6500 Cisco 7600 FWSM

MSFC

. MSFC Cisco 10S

. Catalyst MSFC
Cisco 10S ASDM

FWSM

ASDM Catalyst
Cisco 10S Catalyst

CLI Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Configuration Guide

ASDM
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| 3 FWSM

CLI

CLI
ASDM
ASDM
FWSM

Router> show module [mod-num | all]
show module
Router> show module
Mod Ports Card Type Model Serial No.

1 Catalyst 6000 supervisor 2 (Active) WS-X6K-SUP2-2GE SAD0444099Y

2 48 48 port 10/100 mb RJ-45 ethernet WS-X6248-RJ-45 SAD03475619

3 2 Intrusion Detection System WS-X6381-1IDS SAD04250KV5

4 6 Firewall Module WS-SVC-FWM-1 SAD062302U4
show module FWSM 6 EtherChannel

P.3-16 CLI FWSM
ASDM
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3 FWSM

W Asom

ASDM

ASDM CLI

1 SNMP

Router (config) # snmp-server community string

string 1 32
SNMP

@ SNMP

Cisco 10S

2 SSH

Router (config) # hostname hostname
Router (config)# ip domain-name domain-name

Router

Router (config)# transport input ssh
Router (config)# ip ssh time-out 120

Cisco I0S

SNMP

(
(

Router (config)# crypto key generate rsa usage-keys modulus 1024
(config)# line vty line-number [ending-line-number]
(
(

3 ASDM login local login tacacs

ASDM
Cisco I10S

SSH

login authentication

i ASDM
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ASDM SNMP  SSH

Configuration Switch

Switch Credentials

Sup IP Address

SNMP Credentials > Read Community P.3-4
SNMP

SSH Credentials

OK

ASDM

ASDM Switch
Switch

P.3-4

ASDM

ASDM
IP SSH

ASDM

VLAN

Switch Credentials

Refresh ASDM FWSM

Refresh

ASDM
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3 FWSM
N

ASDM VLAN
e Interfaces P.3-6
. P.3-6
e VLAN pP.3-7
Interfaces
Configuration > Switch > Interfaces VLAN
Configuration > Switch > Interfaces
Vlans and Vlan Groups Configuration >
Interfaces and Configuration > Security Contexts FWSM
e VLAN SV IP
Vlans
e VLAN VLAN Vlan Groups
e FWSM Configuration > Interfaces
Interfaces
VLAN groups VLAN
Interfaces
Interfaces Configuration > Switch
VLAN
VLAN
N
FWSM EtherChannel 6
Interfaces ASDM

up down  PortFast

1 Configuration > Switch > Interfaces

Modify Port(s) Parameters

i ASDM
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| 3 FWSM

||
2
e Speed(Mb/s)
e Admin St Up Down
e Port Fast STP PortFast
STP PortFast
Layer 2 LAN
1 Layer 2
PortFast STP
1
BPDU
PortFast
PortFast BPDU
e Mode
S
ASDM VLAN
FWSM
3 Switch IP Add  Mask
IP
IP
ASDM IP
IP
4 Apply P.3-7 VLAN
VLAN
VLAN VLAN
1 Configuration > Switch > Interfaces VLAN 1
Ctrl
Shift
S
FWSM
VLAN
ASDM

[ oL-15463-01-J



3 FWSM |

2 Assign Port(s) to Vlan

Assign Ports to Vlan

3 Vian# VLAN ID Add VLAN
VLAN P.3-9 VLAN
1 Vlan Id VLAN
VLAN
4 OK
5 VLAN VLAN
e Assign the VLAN to a VLAN group that is assigned to an FWSM  FWSM VLAN
VLAN secured VLAN Secured VlanGroup
VLAN ID FWSM
VLAN
VLAN
VLAN
e Assign the VLAN to a VLAN group that is not yet assigned to an FWSM  VlanGroup
VLAN ID Secured
FWSM VLAN
VLAN pP.3-13 VLAN
6 VLAN
FWSM IP FWSM
VLAN
FWSM 5
7 VLAN  SVI Switch IP Add Mask
IP
SVi Vlans Ssvi
P.3-9 VLAN
IP
ASDM IP
IP

ASDM
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| 3 FWSM

VLAN n
8 Apply

Y

VLAN  Configuration > Switch > Vlans Vlan Name

Secured Vlan Group Switch IPAdd Mask

VLAN
ASDM VLAN MSFC
SVI VLAN SVI VLAN FWSM P.3-13
VLAN FWSM Layer 3 VLAN MSFC
* VLAN P.3-9
e SVI P.3-9
* VLAN Svi P.3-11
VLAN
FWSM VLAN
¢ FWSM VLAN FWSM VLAN
FWSM VLAN
. VLAN
e VLAN1
e 2 1000 1025 4094 VLANID
Y
WAN VLAN 1020 1100
VLAN
SVI
1 SVI MSFC  FWSM
SVI MSFC VLAN
FWSM

3-1

ASDM
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3

FWSM

W vLan

VLAN 201

VLAN 100

MSFC

VLAN 200

<6

FWSM

VLAN 201

| |
IE;;;JJ
—

IPX
VLAN 201

3-2 IPX

VLAN 201

92883

FWSM
IPX

FWSM

Svi

VLAN 100

@MSFC

VLAN 200

VLAN 201
MR

s

IPX 7R~

IE| ]
7

IP 7R

92884

IPX

MSFC

FWSM

IPX

3-2 IP

i ASDM
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| 3 FWSM

VLAN ||

VLAN Svi 3-3
Svi 1 VLAN

3-3 Svi

! VLAN 100

&S

VLAN 151 | VLAN 152
VLAN 150 T e VLAN 153
&IH
UFERR aLTERRA | av5 %21 B| IUFERRC
VLAN 203 VLAN 204
RER AR
B%E B mac &
VLAN Svi

VLAN SVI
1 Configuration > Switch > Vlans
2 SVI  FWSM Allow to add more than one SVI to FWSM
3 VLAN Add

Add Vlan
4 VLAN 1 VLAN

e VLAN 1 Add single VLAN
Vlanld VLAN ID FWSM VLAN P.3-9
VLAN
Vlan Name VLAN VLAN number

ASDM
| oL-15463-01-J .m



3 FWSM

VLAN
Svi VLAN  SVI Svi

Switch Interface IP SVI  IP
Switch Interface Mask

e VLAN Add VLAN Range VLAN ID
2-5,7,10-20
VLAN VLANSs
5 OK
VLAN Vlans
6 Vlans
e VLAN
VTP VLANID 1 1002 1005
VLAN2 1001 VLAN
e SVI SVI
VLAN SVi
2 Y| FWSM
VLAN VLAN  SVI
VLAN 1 Svi
e SVI IP Svi
¢ VLAN VLAN
Y
Secured and Vlan Groups
7 VLAN VLAN Delete
VLAN SVI VLAN
8 Apply
)
VLAN ASDM

OL-15463-01-J |
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| 3 FWSM

VLAN ||
VLAN FWSM FWSM
VLAN FWSM VLAN
VLAN FWSM
e VLAN P.3-13
e VLAN FWSM P.3-14
VLAN
VLAN
. 16 VLAN FWSM
VLAN 1
° VLAN
o VLAN VLAN VLAN
1 FWSM 1 VLAN FWSM
FWSM VLAN FWSM
VLAN
~
ASDM VLAN FWSM
FWSM ASDM
VLAN FWSM VLAN
U ASDM VLAN
~
VLAN FWSM
ASDM

ASDM  VLAN
CLI

Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module
Configuration Guide

p.3-17

VLAN
VLAN

[ oL-15463-01-J
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3 FWSM |

N VLAN
VLAN FWSM
VLAN FWSM
1 Configuration > Switch > Vlan Groups VLAN Add

Edit

Add/Edit Firewall Vlan Group

2 Vian Firewall vlan group VLAN ID
3 1 VLAN ID >>
VLAN <<
4 VLAN FWSM Assign vlan group to current FW module
VLAN
VLAN
6 VLAN P.7-20
5 Standby module slot
VLAN
VLAN FWSM
P.3-3 CLI
Y
VLAN FWSM
ASDM
ASDM  VLAN
CLI Catalyst

6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Configuration Guide

6 VLAN FWSM FWSM

VLAN P.7-20

ASDM
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3 FWSM

VLAN n
Configuration > Switch > Interfaces Vlan Groups
a. Firewall Configuration FW Interface Name
1 VLAN VLAN
VLAN ID inside
VLAN2 3 4 inside2 inside3 inside4
b. Security Level 0 100
c. FW Interface IP IP IP
1 VLAN
VLAN 1
VLAN IP
IP
d. FW Interface Mask
VLAN 1 VLAN 1
e. 1
>> VLAN
Add
URL
<<
VLAN
Vlan Groups
Y
FWSM VLAN VLAN Firewall Configuration
VLAN
7 OK
8 Vlan Groups Apply
ASDM
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3 FWSM

N cu FWSM

CLI FWSM

FWSM
FWSM

EtherChannel

6-GB 802.1Q

EtherChannel

NP

EtherChannel
FWSM

EtherChannel
NP 3
FWSM

Router (config)# port-channel load-balance {dst-ip | dst-mac | dst-port | src-dst-ip |
src-dst-mac | src-dst-port | src-ip | src-mac | src-port}

src-dst-ip

i ASDM
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||
. p.3-17
. p. 3-17
. pP. 3-17
2 802.1Q VLAN
QoS QoS
CoS 5 VLAN
EtherChannel
BPDU
P.A-2
FWSM LoopGuard
LoopGuard FWSM EtherChannel
EtherChannel  err-disable LoopGuard
Catalyst 84 1 Cisco 10S
12.2 18 SXF5 FWSM  VLAN
FWSM
VLAN
FWSM  VLAN
FWSM  VLAN
FWSM
45
FWSM
e VLAN
e VLAN
)
FWSM

[ oL-15463-01-J
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Cisco 10S
Cisco 10S

Router (config)# firewall autostate

Catalyst
Catalyst
SV VLAN
SVI svl 1P
SVI VLAN 55 56
sVl IP

Console> (enable) set vlan 55-56 firewall-vlan 8
Console> (enable) set firewall multiple-vlan-interfaces enable
Console> (enable) switch console

Router> enable

Password: *****%

Router# configure terminal

Router (config)# interface vlan 55

Router (config-if)# interface vlan 56

Router (config-if)# end

Router# ACACAC

Console> (enable)

SVi

i ASDM
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| 3 FWSM

CLI Firewall Services Module

CLI Firewall Services Module
FWSM

. P.3-19

i P.3-19

* FWSM

FWSM
MB
Cisco 10S Catalyst

e Maintenance partition cf:1

¢ Network configuration partition cf:2
FWSM  TFTP

e Crash dump partition cf:3

e Application partitions cf:4 cf:5
ASDM

e Security context partition cf:6

disk

FWSM cf:4

Router (config) # boot device module mod num cf:

Router# show boot device [mod num]

cf:5
cf:5

cf:1

n

64 MB

P.3-20

cf:4

copy

ASDM

128

cf:n

RSA

cf:5

[ oL-15463-01-J



3 FWSM

N cu Firewall Services Module

FWSM

Router# show boot device

[mod:
[mod:
[mod:
[mod:
[mod:
[mod:
[mod:
[mod:
[mod:

CLI

1

W 00 J o Ul i W N

FWSM

cf:4
cf:4

cf:4

FWSM
Telnet FWSM

FWSM

FWSM

FWSM reload reboot

FWSM

Router# hw-module module mod num reset [cf:n] [mem-test-full]

cf:n

mem-test-full

9 FWSM

Router# hw-module module 9 reset

Proceed with reload of module? [confirm] ¥y
% reset issued for module 9

Router#

00:26:55:%SNMP-5-MODULETRAP:Module 9 [Down] Trap
00:26:55:SP:The PC in slot 8 is shutting down. Please wait

cf:4

i ASDM
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Startup Wizard

CHAPTER I

ASDM Startup Wizard FWSM
FWSM Startup Wizard
Startup Wizard
. FWSM
. FWSM
. ASDM
e FWSM IP
. DMZ
Startup Wizard
e FWSM NAT
e DHCP
DHCP
Startup Wizard
. FWSM
e NAT PAT
e DHCP IP

e Startup Wizard ASDM  Wizards

e Help ?
. Startup Wizard Finish
Startup Wizard FWSM
Startup Wizard
e Back
e Next
¢ Finish

FWSM

FWSM

FWSM

PAT

Help

FWSM

[ oL-15463-01-J
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4 Startup Wizard |

e Cancel Cancel Exit Wizard
Exit Wizard Cancel
Wizard Wizard Back

Launch Startup Wizard Startup Wizard

N

Launch Startup Wizard Wizards > Startup Wizard

ASDM
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| 4 Startup Wizard

Welcome to the Startup Wizard W

Welcome to the Startup Wizard

Welcome to the Startup Wizard Cisco ASDM Startup Wizard
Welcome to the Startup Wizard Next Cancel Help
Y
Back  Finish
L] L] L] L] —_—

Basic Configuration

Basic Configuration FWSM FWSM

63

ASDM FWSM
16
Change privileged mode (enabled) password

Password Confirmation

Basic Configuration Back Next Finish Cancel Help

¢ FWSM HostName FWSM 63

e Domain Name FWSM IPSec
63

ASDM
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4

Startup Wizard |

Bl Welcome to the Startup Wizard

e Privileged Mode (Enable) Password ASDM

Change privileged mode (enable) password
Old Password
New Password

Confirm New Password

FWSM

16

ASDM
Configuration > Properties > Device Administration > Device

Configuration > Properties > Device Administration > Password

i ASDM
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| 4 Startup Wizard

Management IP Address Configuration

Management IP Address Configuration

A

Management IP Address Configuration IP

Management IP Address Configuration Back Next Finish Cancel Help

e Bridge Group
1 63

e Management IP Address ASDM

e Subnet Mask IP

ASDM

Configuration > Features > Properties > Management IP

ASDM
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4 Startup Wizard |

M Auto Update Server

Auto Update Server

Auto Update Server FWSM FWSM
FWSM ASDM
Auto Update Server Back Next Finish Cancel Help

e Enable Auto Update FWSM  Auto Update

e Server
Server URL http  https http Auto
Update URL Auto Update
IP
Verify server SSL certificate Auto Update SSL
e User

Username Auto Update
Password Auto Update
Confirm Password

e Device ldentify

Device ID Type
ID User-defined name Device ID

Device ID ID

ASDM
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| 4 Startup Wizard

Outside Interface Configuration W

Outside Interface Configuration

Outside Interface Configuration IP

N

LAN Configuration > Features
> Interfaces

Outside Interface Configuration Back Next Finish Cancel Help

* Interface
e Interface Name
e IP Address IP
IP Address IP

Subnet Mask
IP

Default Gateway

ASDM

Configuration > Interfaces

ASDM
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4 Startup Wizard |

l  Interface Configuration

Interface Configuration

Interface Configuration
Edit Edit

Outside Interface Configuration
Outside Interface Configuration

Interface Configuration Back Next Finish Cancel Help
e Interface
¢ Name
e Enabled LAN
e Security Level 0 100 100
0 FWSM
e IP Address IP

Subnet Mask IP

a

Interface  Name Security Level

e Edit Edit Edit Interface
Edit Interface
Enable Interface

Interface

Interface Name

Security Level
0 100 1 99

IP Address IP
Subnet Mask IP

N

Edit Interface Interface Interface Name Security
Level

ASDM
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| 4 Startup Wizard

Static Routes

ASDM

Configuration > Interfaces

Static Routes

Static Route

IP
0.0.0.0 0
1 FWSM IP IP
FWSM IP ARP IP
ARP
Metric 1

Add/Edit Static Routes

Add/Edit Static Route

ASDM
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4 Startup Wizard |

H DHCP Server

DHCP Server

DHCP Server FWSM
DHCP IP
DHCP IP FWSM
e DNS WINS
DHCP
ASDM Configuration > Features > Properties > DHCP Services > DHCP
Server
e DHCP 256
DHCP Server Back Next Finish Cancel Help
e Enable DHCP on inside interface FWSM  DHCP
e DHCP
Starting IP Address DHCP IP
FWSM IP 256
Ending IP Address DHCP IP
FWSM IP 256
e DHCP
DNS Server 1 DNS DNS IP
WINS Server 1 DNS WINS  Windows
IP
DNS Server 2 DNS DNS IP
WINS Server 2 DNS WINS IP
Domain Name DNS DNS
Lease Length (seconds) IP
3600 1
ASDM

Configuration > Properties > DHCP Services > DHCP Server

i ASDM
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| 4 Startup Wizard

Address Translation (NAT/PAT) W

Address Translation (NAT/PAT)

Address Translation (NAT/PAT) NAT
PAT FWSM
PAT IP 1 PAT
1 IP
PAT FWSM PAT IP
IP
IP
PAT 65,535 1 IP
NAT
IP IP
NAT IP FWSM
ISP
IP
PAT
. FWSM
e established
. FTP Inspect protocol ftp strict access-list
FTP
. DNS
PAT
Address Translation (NAT/PAT) Back Next Finish Cancel Help
e Use Network Address Translation (NAT) NAT IP
Starting Global IP Address IP IP
Ending Global IP Address IP IP
Subnet Mask IP
e Use Port Address Translation (PAT) PAT
1
Use the IP address on the outside interface FWSM PAT IP
Specify an IP address PAT IP

[ oL-15463-01-J
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4 Startup Wizard |

Bl Address Translation (NAT/PAT)

e Do not translate any addresses FWSM IP
nat (inside) 0 0.0.0.0 0.0.0.0

ASDM
Configuration > NAT

ASDM
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| 4 Startup Wizard

Administrative Access l

Administrative Access

Administrative Access IP
IP
S

Administrative Access Back Next Finish Cancel Help
e Type FWSM ASDM/HTTPS SSH Telnet
e |[nterface
e |P address IP
e  Mask
e Add / IP
e Add / IP
e Delete
e Enable HTTP server for HTTPS/ASDM access HTTP

HTTP FWSM ASDM/HTTPS

e Enable ASDM history metrics
Graph

ASDM
Configuration > Properties > Device Access > HTTPS/ASDM

Configuration > Properties > Device Access > Telnet

ASDM
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4

Startup Wizard |

MW Add/Edit Administrative Access Entry

Configuration > Properties > Device Access > SSH

Configuration > Properties > History Metrics

Add/Edit Administrative Access Entry

Add/Edit Administrative Access Entry

e Telnet protocol Telnet
e ASDM/HTTPS protocol Tools > Command Line Interface HTTPS SSL
HTTP
Y
ASDM HTTPS FWSM

e Secure Shell (SSH) protocol SSH

FWSM ASDM  CLI FWSM
Password Authentication

ASDM CLI
Used by ASDM Screens Help > About the FWSM

Add Administrative Access Entry
Cancel Help

e Administrative Access Type CLI
ASDM/HTTP SSH Telnet

e |nterface Name
e |P Address IP
e Subnet Mask

Edit Administrative Access Entry

Command Line Interface Commands

OK

i ASDM
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| 4 Startup Wizard

ASDM

Startup Wizard Completed

Configuration > Properties > Device Access > HTTPS/ASDM

Configuration > Properties > Device Access > Telnet
Configuration > Properties > Device Access > SSH

Configuration > Properties > History Metrics

Startup Wizard Completed

Startup Wizard Completed FWSM
J Back
e Finish FWSM
e Startup Wizard ASDM

Startup Wizard Completed Back Finish Cancel Help

[ oL-15463-01-J
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4 Startup Wizard |

M Startup Wizard Completed

ASDM
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CHAPTER 5

. pP.5-1
. pP.5-2
. pP.5-7
0 100
100
0 DMz
[ ]
NetBIOS
OraServ OraServ
FWSM
. HTTP S FTP
e NAT NAT
NAT
NAT
NAT NAT
NAT
e established

established

ASDM
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o P.5-2
o P.5-3
¢ Interface P.5-3
FWSM VLAN ID

Security Contexts

Failover > Setup

Interfaces
1 Configuration > Interfaces Add Edit
Add/Edit Interface General
2 Interface VLAN
ID
3 Enable Interface
4 Dedicate
this interface to management-only
5 Interface Name 48
6 Security level 0 100
P.5-1
7 IP Address Subnet Mask IP

ASDM
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Interface

8 Description

240 1

LAN Failover Interface STATE Failover Interface LAN/STATE Failover Interface

9 MTU Advanced MTU 300 65,535
1500
101
0 100 1
Y

NAT NAT
Configuration > Interfaces Enable traffic between two or more interfaces which are
configured with same security level

. Enable traffic

between two or more hosts connected to the same interface

Add/Edit Interface

e Add/Edit Interface > General P.5-5
e Add/Edit Interface > Advanced P.5-6

[ oL-15463-01-J
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Interface

Interfaces

¢ Interface ID

Security Contexts

Failover > Setup

Interfaces
IP Failover > Setup

e Name
e Enabled Yes No

e Security Level 0 100

e IP Address IP
e Subnet Mask
e Management Only FWSM

e MTU MTU MTU 1500

e Description LAN Failover
Interface STATE Failover Interface LAN/STATE Failover Interface

e Add p.5-2
FWSM VLAN ID

Security Contexts

e Edit p.5-2

Failover > Setup

e Delete
Security Contexts

e Enable traffic between two or more interfaces which are configured with same security levels

101
0 100 1

NAT
NAT

ASDM
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Enable traffic between two or more hosts connected to the same interface

Interfaces

Add/Edit Interface > General

Interface  VLAN ID FWSM

Enable Interface

Dedicate this interface to management only

Interface Name 48
Security Level 0
IP Address IP

Subnet Mask

Description 240

LAN/STATE Failover Interface

VLAN ID

100

LAN Failover Interface

FWSM

STATE Failover Interface

Add/Edit Interfaces

[ oL-15463-01-J
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Add/Edit Interface > Advanced

e MTU 300 65,535 MTU 1500

1. Add/Edit Interfaces

ASDM
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||

. p.5-7

. P.5-8

. P.5-9

e Interface P.5-9

IP 2
8
FWSM
FWSM
FWSM
o FWSM IP
syslog AAA
Y
Configuration > Interfaces > Bridge Groups Add Edit
Add/Edit Bridge Group
Bridge Group 1 100 ID
IP Address IP
IP FWSM IP
IP
AAA FWSM
FWSM
ASDM
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FWSM
4 Subnet Mask
132

/30

ARP

5 Description

FWSM

—

Configuration > Interfaces

Add/Edit Interface

5 Interface Name

ASDM

255.255.255.255

255.255.255.252

FWSM
/30
FWSM
ARP

VLAN ID

Security Contexts

Failover > Setup

Add Edit

General

Interface

p.5-7

Enable Interface

48

Interfaces

VLAN

Bridge Group

OL-15463-01-J |



6 Security level 0 100
P.5-1
7 1P Address Subnet Mask IP
8 Description
240 1

LAN Failover Interface STATE Failover Interface LAN/STATE Failover Interface

9 MTU Advanced MTU 300 65,535
1500
Y
NAT NAT
Configuration > Interfaces Enable traffic between two or more interfaces which are configured

with same security level

Interface
Add/Edit Interface

¢ Bridge Groups P.5-10

e Add/Edit Bridge Group P.5-10

e Transparent Interfaces P.5-11

e Add/Edit Interface > General p.5-12

e Add/Edit Interface > Advanced P.5-13

ASDM
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Bridge Groups

e Bridge Group
e IP Address

AAA
FWSM

e Network Mask IP
e Description

e Add

e Edit

e Delete

Add/Edit Bridge Group

Add/Edit Bridge Group

e Bridge Group
e |P Address

AAA
FWSM
FWSM

e Subnet Mask IP
255.255.255.255
255.255.255.252

FWSM

e Description

ID 1

FWSM

FWSM

ARP

/130

100

FWSM

132
/30

ARP

i ASDM
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Transparent Interfaces

Transparent Interfaces

¢ Interface

Security Contexts

¢ Name

e Enabled

e Security Level
e Bridge Group
e MTU MTU
e Description

Interface

e Add
1D

e Edit

e Delete

STATE Failover Interface

Failover > Setup

Interfaces
Failover > Setup

Yes No

0 100

MTU 1500

LAN Failover
LAN/STATE Failover Interface

FWSM VLAN

Security Contexts

Failover > Setup

Security Contexts

e Enable traffic between two or more interfaces which are configured with same security levels

ASDM

[ oL-15463-01-J
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Add/Edit Interface > General

Interface  VLAN ID
Enable Interface
Interface Name

Security Level

Bridge Group
1 100

Description

Interfaces
FWSM
48
0
1
pP.5-7
240

LAN/STATE Failover Interface

LAN Failover Interface

VLAN ID

100

Interface

STATE Failover Interface

Interface

Add/Edit Interfaces

i ASDM
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Add/Edit Interface > Advanced

e MTU 300 65,535 MTU 1500
1
—_— [ ] [ ] [ ] —
1. Add/Edit Interfaces
Interface
ASDM
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CHAPTER 6

Objects FWSM
1
. P. 6-6
. P.6-9
. P.6-31
. P. 6-32

Objects

P.6-2

[ oL-15463-01-J
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. P. 6-2
. P. 6-2
J P. 6-3
. P. 6-4
. P. 6-5
IP
AAA
AAA
ASDM
ASDM Addresses
1 Configuration > Global Objects > Network Objects/Group Add > Network Object
Edit
Addresses
Filter IP
Filter * ?

Add/Edit Network Object

ASDM
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e Name

e |P Address IP
e Netmask IP

e Description

OK

64

a z A Z 0 9

Configuration > Global Objects > Network Objects/Group

Edit
Addresses
Filter
Filter
Add/Edit Network Object Group
Group Name
a z A Z 0 9
64
Description 200

Add > Network Object Group

[ oL-15463-01-J
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Network Objects/Groups

Remove

Add
Members in Group

Create New Network Object Member

Members in Group

Members in Group

OK

Existing

Add

Addresses

Browse Source Address

ASDM

Browse Destination Address
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2
Filter IP
Filter * ?
. P.6-2
J P.6-3
Selected Source/Destination
3 OK
Configuration >
Global Objects > Network Objects/Group Find

Usages

ASDM
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e Service Groups P. 6-6
e Add/Edit Service Group P. 6-7
e Browse Service Groups P. 6-8

Service Groups

Service Groups 1

. TCP

« UDP

« TCP-UDP
« ICMP

. IP

ICMP
NAT
ASDM

e Add
Service Group

e Edit
e Delete

e Find Find Filter
Filter Find

Filter

Filter
Clear Filter
e Name +

e Protocol

e Source Ports

e Destination Ports

e |ICMP Type ICMP

e Description

ASDM
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Add/Edit Service Group

Add/Edit Service Group

TCP Add/Edit TCP Service Group

e Group Name 64

e Description 200

e Existing Service/Service Group

Service Groups

Predefined
e Create new member

Service Type
TCP UDP TCP-UDP ICMP

Destination Port/Range TCP UDP TCP-UDP

Source Port/Range TCP UDP TCP-UDP

ICMP Type ICMP ICMP
Protocol

Members in Group
e Add

Remove

ASDM
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Browse Service Groups

Browse Service Groups

Add/Edit Access Rule
Browse Source Port Browse Destination Port

e Add
o Edit
e Delete

e Find Find Filter
Filter Find

Filter

Filter
Clear Filter

e Type TCP UDP TCP-UDP ICMP Protocol
All
1 TCP
UDP

* Name +

ASDM
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. P.6-9
e DCERPC P.6-10

e FTP P.6-12

e GTP P.6-13

e HZ225 P.6-17

e HTTP P.6-19

e MGCP P.6-26

e SIP P.6-28

e SNMP P.6-30

Security Policy Service Policy Rules
FWSM

FWSM

NAT
NAT

TCP ubP

FWSM
RFC

6-1

ASDM
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6-1
DCERPC DCERPC DCERPC
DCERPC Microsoft /
FTP FTP FTP
TCP/IP
FTP FTP
FTP PUT FTP
GTP GTP GTP GTP
TCP/IP
GTP
GTP
H.225 H.225 H.225 H.225
H.323
HTTP HTTP HTTP HTTP
HTTP RFC HTTP
HTTP
HTTP
MGCP MGCP MGCP MGCP
VolP MGCP
SIP sIp sSIP SIp- VolpP
SIP
VolP
SNMP SNMP SNMP SNMP
SNMP SNMPV1 2 2¢ 3
SNMP
DCERPC
DCERPC DCERPC
DCERPC DCERPC
DCERPC  Microsoft /
DCERPC TCP 135 EPM
TCP EPM
IP EPM
EPM

OL-15463-01-J |

i ASDM



e Map Name
Edit

e Pinhole Timeout DECRPC 2
e EPM Service

e EPM Service Lookup

e Add Add DCERPC

e Edit Edit DCERPC

e Delete

Add/Edit DCERPC Map

Add/Edit DCERPC Map DCERPC

DCERPC

e Name DCERPC DCERPC
DCERPC

¢ Pinhole Timeout

DCERPC

0:0:1  1193:0:0
2
e Enforce endpoint-mapper service
e Enable endpoint-mapper service lookup
Enforce Service Lookup Timeout
Service Lookup Timeout
ASDM
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FTP

FTP FTP
FTP

e Map Name
Edit
e Mask reply to system command
e Denied Request Commands
e Add Add FTP

e Edit Edit FTP

e Delete

FTP

FTP

FTP

FTP
FTP

FTP

FTP

Add/Edit FTP Map

Add/Edit FTP Map
FTP

e FTP Map Name

e Mask reply to system command

e Denied Request Commands
APPE
CDUP
DELE
GET
HELP
MKD
PUT
RMD
RNFR
RNTO

FTP

FTP

FTP

FTP

i ASDM
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GTP

SITE
STOU
GTP GTP GTP
GTP GTP
GTP
S
GTP

GTP Map Name

Edit
Description GTP
Fields GTP
Values GTP
Add Add GTP

Edit EditGTP

Delete

[ oL-15463-01-J
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Add/Edit GTP Map > IMSI Prefix
IMSI Prefix GTP IMSI

e GTP Map Name
e Description
e |MSI Prefix to Allow

Country Code 0 3 1 2
0 3

Network Code 2 3

Add IMSI Prefix

Delete IMSI Prefix

Add/Edit GTP Map > Bounds
Bounds GTP

e GTP Map Name
e Description

e Message Length UDP
e Minimum UDP 1 65536
e Maximum UDP 1 65536

e Queue Size
200

e Queue Size GTP 1 9999999

e Maximum Tunnels Count
500

e Maximum Tunnel Count
1 9999999

ASDM
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Add/Edit GTP Map > Timeouts

Timeouts GTP GSN PDP
GTP

e GTP Map Name
e Description

e GSN GSN
30

e GSN hh:mm:ss hh mm SS
0

e PDP-Context GTP PDP
30

e PDP Context hh:mm:ss hh mm SS
0

¢ Request Queue GTP GTP

e Request Queue hh:mm:ss hh mm SS
0
e Signaling GTP
30

e Signaling hh:mm:ss hh mm SS
0

e Tunnel GTP
1

e  Tunnel hh:mm:ss hh mm SS
0

ASDM
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Add/Edit GTP Map > APN

GTP

GTP Map Name

Description
Access Points to Drop

Add/Edit GTP Map > Action

Name APN
APN
Add APN  Access Point Name
Delete APN  Access Point Name
GTP
GTP Map Name
Description
Permit packets with errors
FWSM
GTP Versions to Drop
GTP Version GTP
0 255 0 Version0 1 Versionl GTP  Version0 3386
Version 1 2123 GTP
Add GTP Version
Delete GTP Version
Message IDs to Drop
Message ID 1
255 ID
Add Message ID  Message ID
Delete Message ID  Message ID

i ASDM
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H.225

e Permit Response GSN GSN  SGSN GGSN
GTP
Object Groups to Add
From Object Group
Browse
To Object Group
Browse
Add Object Group  Object Group
Delete Object Group ~ Object Group
H.225 H.225 H.225
H.225 H.225
H.225 Cisco CallManager ~ HSI H.323
FWSM H.323
H.225 HSI
FWSM
¢ Name H.225
Edit
e HSIGroupID H.225 HSI ID
HSI HSI H.225 HSI
5
e IP Address H.225 IP
e Endpoints H.225
e Add Add H.225 Map
e Edit Edit H.225 Map
e Delete
ASDM
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Add/Edit H.225 Map
Add/Edit H.225 Map

Cisco CallManager  HSI
FWSM
H.225

e HSIGroup ID H.225

HSI HSI
5
e IP Address H.225
e Endpoints H.225
HSI

e Add AddHSI Group
e Edit Edit HSI Group

e Delete HSI Group

H.225
H.323
H.323
H.225 HSI
FWSM
HSI ID
H.225
IP
10
HSI
HSI Group
HSI

H.225

HSI

HSI

i ASDM
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Add/Edit HSI Group

Add/Edit HSI Group Cisco CallManager  HSI
H.323 H.323
HSI

e GroupID H.225 HSI ID
HSI HSI H.225 HSI

e |P Address HSI IP
e Endpoints HSI 10
IP Address IP
Interface
Add HSI
Delete

HTTP

HTTP HTTP HTTP
HTTP HTTP
HTTP

e Map Name
Edit

e Checks Enabled HTTP
e Add AddHTTP

e Edit Edit HTTP

e Delete

e Field HTTP

¢ Enabled

e Value RFC Compliance Content Type

e Action

e Generate Syslog

e Edit EditHTTP

ASDM
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Add/Edit HTTP Map > General

General

e HTTP Map Name

e Description
e RFC Compliance

Action FWSM

Allow Packet

Drop Packet FWSM

RFC 2616
RFC 2616 HTTP

Reset Connection FWSM

Generate Syslog FWSM

HTTP

FWSM

TCP

Verify Content-type field belongs to the supported internal content-type HTTP

FWSM  HTML

audio/* | audio/basic | application/x-msn-messenger
audio/mpeq | audio/x-adpcm | audio/midi
audio/x-ogg | audio/x-wav | audio/x-aiff |

application/octet-stream

application/pdf

application/msword

application/vnd.ms-excel

application/vnd.ms-powerpoint

application/postscript

application/x-java-arching

application/x-java-xm

application/x-gzip

image | image/cgf | application/zip
image/jpeqg | image/png | image/gif |
image/x-3ds | image/x-bitmap | imagel/tiff |
image/x-portable-bitmap | image/x-portable-greymap | image/x-niff |
text/* | text/css image/x-xpm |
text/plain | text/richtext | text/html |
text/xmcd text/xml text/sgml

i ASDM

OL-15463-01-J |



video/-flc video/mpeg

video/*

video/sgi video/x-avi

video/quicktime

video/x-mng video/x-msvideo

video/x-fli

Verify Content-type field for response matches the Accept field of request HTTP

HTTP Accept

Action FWSM

Allow Packet FWSM

Drop Packet FWSM
Reset Connection FWSM

Generate Syslog FWSM

HTTP

TCP

Add/Edit HTTP Map > Entity Length
Entity Length URI HTTP HTTP

HTTP Map Name

URI

Inspect URI Length  FWSM  HTTP URI

Maximum bytes HTTP URI
1 65535

Action URL FWSM

Allow Packet HTTP
HTTP

Drop Packet HTTP
HTTP

Reset Connection URI
FWSM TCP

Generate Syslog FWSM

Inspect Maximum Header Length FWSM  HTTP

Request bytes HTTP
1 65535

URI

URI

URI

ASDM

FWSM

FWSM

HTTP

HTTP
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Response bytes HTTP
1 65535

Action HTTP

Allow Packet HTTP
FWSM HTTP

Drop Packet HTTP
FWSM HTTP

Reset Connection
FWSM TCP

Generate Syslog
FWSM

Inspect Body Length  FWSM  HTTP

Maximum bytes HTTP
1 65535

Maximum bytes HTTP
1 50000000

Action HTTP

Allow Packet
FWSM HTTP

Drop Packet
HTTP

Reset Connection
FWSM TCP

Generate  Syslog
FWSM

FWSM

HTTP

HTTP

FWSM

FWSM

Add/Edit HTTP Map > RFC Request Method
RFC Request Method HTTP

e HTTP Map Name

Method to be Added FWSM

Add

HTTP

i ASDM

OL-15463-01-J |



Remove

Action HTTP
FWSM

Allow Packet FWSM  HTTP
Drop Packet FWSM  HTTP
Reset Connection FWSM  TCP

Generate Syslog FWSM
HTTP FWSM

Action HTTP FWSM

Allow Packet FWSM  HTTP
Drop Packet FWSM  HTTP
Reset Connection FWSM  TCP

Generate Syslog FWSM
HTTP FWSM

Add/Edit HTTP Map > Extension Request Method
Extension Request Method HTTP

e HTTP Map Name

Method to be Added FWSM HTTP

Add

Remove

Action HTTP
FWSM

Allow Packet FWSM  HTTP
Drop Packet FWSM  HTTP
Reset Connection FWSM  TCP

ASDM
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Generate Syslog FWSM
HTTP FWSM
Action

Allow Packet

Drop Packet

Reset Connection

FWSM  TCP

Generate Syslog FWSM
HTTP FWSM

HTTP FWSM

HTTP FWSM

HTTP FWSM

HTTP

Add/Edit HTTP Map > Application Category

Application Category HTTP

HTTP Map Name

Category to be Added FWSM

Add

Remove

Action

Allow Packet FWSM  HTTP
Drop Packet FWSM  HTTP
Reset Connection FWSM  TCP

Generate Syslog FWSM

HTTP

HTTP

HTTP FWSM

FWSM

i ASDM
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Action
HTTP FWSM

Allow Packet
HTTP FWSM

Drop Packet
HTTP FWSM

Reset Connection
HTTP FWSM  TCP
Generate Syslog FWSM

HTTP FWSM

Add/Edit HTTP Map > Transfer-Encoding
Transfer-Encoding HTTP

e HTTP Map Name

Encoding-type to be Added FWSM HTTP

Add

Remove

Action HTTP
FWSM

Allow Packet
HTTP FWSM

Drop Packet HTTP
FWSM HTTP

Reset Connection
HTTP FWSM TCP

Generate Syslog
HTTP FWSM

ASDM
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MGCP

Action

Allow Packet
HTTP

Drop Packet

HTTP FWSM

Reset Connection
HTTP

Generate Syslog
HTTP

FWSM

FWSM  TCP

FWSM

MGCP MGCP

MGCP
MGCP

Name
Edit

Command Queue Size MGCP

Group ID
1

Gateways
IP

MGCP 2727

Call Agents
IP
MGCP

Add Add MGCP

Edit Edit MGCP

Delete

2427

MGCP
MGCP

ID
MGCP
ID
0 2147483647

MGCP

i ASDM
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MGCP Map

MGCP MGCP
MGCP
Edit

¢ MGCP Map Name
e Command Queue Size 1 2147483647

e GroupID 0 2147483647 ID

e Gateways
IP

MGCP 2727

e Call Agents MGCP
IP
MGCP 2427

e Add Add MGCP Group
MGCP

e Edit Edit MGCP Group
MGCP

e Delete MGCP

ASDM
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Add/Edit MGCP Group

Add/Edit MGCP Group
MGCP

e Group ID
1
0 2147483647

Gateway to Be Added
IP

Add IP
Delete IP
IP Address

Call Agent to Be Added

Add IP
Delete IP
IP Address

MGCP

1 MGCP

MGCP 2727

MGCP

MGCP

2427

SIP

SIP SIP
SIP
SIP

SIP

SIP

SIP
SIP

SIP

i ASDM
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TCP UDP SIP

e Name

Edit
e |P Address IP
e Add AddSIP

e Edit Edit SIP

e Delete

FWSM SIP

Add/Edit SIP Map

Add/Edit SIP Map
IP
SIP

SIP

TCP UbP SIP

e SIP Map Name
e IP Address Privacy IP

SIP

SIP

SIP

FWSM SIP

SIP

TCP

ASDM
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[ |
SNMP
SNMP SNMP SNMP
SNMP SNMP
SNMP
e Map Name
Edit
e Disallowed SNMP Versions SNMP SNMP

e Add Add SNMP

¢ Edit Edit SNMP

e Delete

Add/Edit SNMP Map
Add/Edit SNMP Map SNMP SNMP

¢ SNMP Map Name
¢ SNMP versionl SNMP 1
e SNMP version 2 (party based) SNMP 2

e SNMP version 2c¢ (community based) SNMP 2c

e SNMP version3 SNMP 3

ASDM
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Time Ranges
1
FWSM
N

* Name

e Start Time

e EndTime

e Recurring Entries

ASDM
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||
Add/Edit Time Range
Add/Edit Time Range
FWSM FWSM
NPT
~
e Time Range Name
e Start now/Started
/
Start Now
Started
e Startat
Month 1 12
Day 01 31
Year 1993 2035
Hour 00 23
Minute 00 59
* Neverend
e End at (inclusive)
11:30 11 30 59
11:31
Month 1 12
Day 01 31
Year 1993 2035
Hour 00 23
Minute 00 59
e Recurring Time Ranges
Add
Edit
Delete

ASDM
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Add/Edit Recurring Time Range

Add/Edit Recurring Time Range

N

e Days of the week
Every day
Weekdays
Weekends
On these days of the week
Daily Start Time

Daily End Time (inclusive)

e Weekly Interval

From

Through

Hour 00 23
Minute 00 59

ASDM
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CHAPTER

. p.7-2

e CLI P.7-10
N P.7-12

. p.7-20

ASDM
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1 FWSM

. P.7-2
. P.7-2

. P.7-2
e FWSM P.7-3

. P.7-8

i FWSM

. BGP

BGP
OSPF RIP

FWSM

. P.7-3
. P.7-3
. P.7-3

ASDM
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FWSM

FWSM

FWSM

MAC

MAC

P.7-5

TFTP

FTP

FWSM

P.7-4
p.7-4

admin.cfg

MAC

admin

HTTP S

FWSM

MAC

admin.cfg
FWSM
IP
IP
1
ASDM
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1 FWSM

NAT
NAT
static NAT

static
10.10.10.0 10.20.10.0 10.30.10.0

o A

static (inside,shared) 10.10.10.0 10.10.10.0 netmask 255.255.255.0

. B
static (inside, shared) 10.20.10.0 10.20.10.0 netmask 255.255.255.0

. C
static (inside, shared) 10.30.10.0 10.30.10.0 netmask 255.255.255.0

NAT
NAT
NAT

show np 3 static

e NAT NAT
NAT

static
static

ASDM
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7-1
IP B
B
71
1Ny SRS
Y 209.165.201.3
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| HET |
EEE H
JUTFE Rk aVTFRNA aTFAMB Y

o= g== FETRL AL
E:I Ezl 209.165.201.3—> 10.1.1.13
(== ?l
Y
VLAN 200 VLAN 250 VLAN 300
RER
BEEB
| il
y A y 4 y A
RRR RRR RRR
10.1.1.13 10.1.1.13 10.1.1.13
7-2 B
B
VLAN 300 B
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A

VLAN 100

=g
aAUTXXE IVUTXXLA avTHALB

VLAN 200 VLAN 250 VLAN 300
R MR
BEA BEEB
| | L
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7-3 B
B
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|
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3
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\
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FWSM 1
NAT
NAT
NAT
)
FWSM
e NAT p.7-8
. p.7-8
. p.7-8
NAT
NAT
NAT
NAT
NAT NAT
NAT
DNS
NAT
www.example.com DNS
NAT DNS

ASDM
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7-4 2 Web
FWSM

FWSM

www.example.com
209.165.201.4

HTTP /X7 ok
EETRLA:
209.165.201.4

VLAN 100
g
:/T—"FXF :‘/T:’F—Zh aATHFRE ay
=l-===j ﬁigggiﬁ —
ATV E R
E: E: 10.1.2.27> 209.165.201.4
FWSM
VLAN 200
VLAN 200

HTTP /7 ok
SEHETRLR:
209.165.201.4

HTTP /X7
EHETELR:
10.1.2.27

p—
OIS

Syslog H—/\ AAA H—/\

92899

ASDM
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N cu

FWSM

CLI
o pP.7-10
o pP.7-10

FWSM
mode
FWSM
2

old_running.cfg

admin

hostname (config) # mode multiple

FWSM

FWSM

FWSM

ASDM

P.7-10

admin.cfg

FWSM

i ASDM
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CLI

hostname (config)# copy o0ld_running.cfg startup-config

hostname (config) # mode single

FWSM

ASDM
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FWSM
FWSM
Y
FWSM FWSM
VLAN
. p.7-12
. P.7-15
FWSM
. p.7-12
. P.7-14
. P.7-14
FWSM
100% FWSM
Bronze 20%
10 200%
20%
ASDM
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2%

e Telnet 5
e SSH 5
e |PSec 5
e MAC 65,535
B Gold

95
112
il BRE 5% E)

Silver 75X
(—HRDHIREZE
ERIE)

Gold 5 X
(FTRTOHIE
HERTE)

104689

2%

i ASDM
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e Resource Class P.7-15
e Add/Edit Resource Class P.7-16

Resource Class

Resource Class

e Class
e All Resources 0

e Connections 2 TCP UDP
1

e Hosts FWSM

e Xlates

e Telnet Telnet 5
e SSH SSH 5

e ASDM Sessions ASDM 5 ASDM
2 HTTPS 1 1
ASDM
80 HTTPS 160

e |PSec IPSec 5

e MAC Addresses MAC MAC
65535

e Conns/sec /

e Fixups/sec /

e Syslogs/sec /
e Contexts

e Add

e Edit

e Delete

ASDM
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Add/Edit Resource Class

Add/Edit Resource Class

e Resource Class 20
e Count Limited Resources

All Resources

1 Percent
0 Absolute
100
Hosts FWSM
1 Percent 100
0 262144
Absolute
Telnet Telnet
1
Percent 100
1 5 Absolute
100
IPSec IPSec
1
Percent 100
1 5 Absolute
10
ASDM Sessions ASDM
1 Percent 100
1 5 Absolute
80 ASDM
2 HTTPS 1 1
ASDM
80 HTTPS 160
Connections 2 TCP UDP
1
1 Percent 100
0 999900
Absolute

ASDM
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Y
FWSM 2 NP
NP
NP
NP
NP
Xlates
1
Percent 100
0 266144 Absolute
SSH SSH
1
Percent 100
1 5 Absolute
100
MAC Entries MAC MAC
1
Percent 100
0
65535 Absolute
e Rate Limited Resources
Conns/sec /
1
Percent 100
0 102400 Absolute
Syslogs/sec /
1 Percent 100
0 102400
Absolute
Fixups/sec /
1
Percent 100
0 10000 Absolute
e Show Actual Class Limits
ASDM ]
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FWSM
ACE AAA 12
1 P.A-7
FWSM
12 14,103
14,103 1
1 13 1
2 14,103 11
14,103
Y
P.A-7
pP.7-20
Y
FWSM
1 Configuration > Security Contexts Number of ACL Partitions
1 12
ASDM
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¢

2 Apply

3 FWSM

12

P.7-20

11

Tools > System Reload

ASDM
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Security Contexts

P.7-20

Security Contexts P.7-20
Add/Edit Context P.7-21
Add/Edit Interface Allocation P.7-23

ASDM FWSM
Home > Device Information > General

Security Contexts

ACL Partition

Change Firewall Mode

FWSM

Tools > File Management

CLI

CLI

ASDM
CLI

Tools > File Transfer

i ASDM
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e Delete

e Number of ACL partitions (1-12) 12
FWSM

ACE AAA 12,130 12
1 FWSM
12
12,130 1

1 2 12,130
11 12,130

FWSM

CLI

CLI

Add/Edit Context

Add/Edit Context

e Security Context 32
customerA CustomerA 2 System
Null

¢ Interface Allocation

Interface ID

ASDM
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Aliased Name ID

Visible

Add
Edit
Delete
e Resource Assignment

Resource Class
Edit
New

ACL Partition FWSM
Default

* Config URL URL

FTP URL
ftp://server.example.com/configs/admin.cfg
FWSM
e Login
e Failover Group /

e Firewall Mode
Security
Contexts Change Firewall Mode

e Description

ASDM
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Add/Edit Interface Allocation

Add/Edit Interface Allocation

e Vlans
Vlan Range ID ID

e Aliased Names ID

Use Aliased Name in Context

Name
Range
VLAN ID
VLAN ID
Range
e Show Hardware Properties in Context
VLAN ID
L] L] — — [ ]

ASDM
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Device Administration P.8-1
Auto Update P.8-19

Device Administration

Banner

Device Administration FWSM

Banner P.8-1

CLI Prompt P.8-2
CPU Threshold P.8-3
Device P.8-4

FTP Mode P.8-4
ICMP Rules P.8-5
Password P.8-7
Secure Copy P.8-8
SMTP P.8-9
SNMP  P.8-9

TFTP Server P.8-15
User Accounts P.8-16

Banner
ASDM
$(domain) $(hostname)
$(hostname) $(domain)
$(system)

CHAPTER

FWSM

ASDM
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W Device Administration

CR RAM
ASCII Enter 2
Telnet SSH FWSM
TCP
Apply
Apply
ASDM Tools >
Command Line Interface
CLI Prompt
CLI Prompt CLI
Available Prompts domain priority slot state
Selected Prompts context hostname
Selected Prompts Available Prompts Add Remove

Add

Move Up

Apply Reset

Available Prompts

e context (Multiple mode only)
e domain
e priority  failover lan unit
e slot

e state

Selected Prompts
Remove

Available Prompts

Move Down
CLI Prompt Preview

i ASDM
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Selected Prompts

e context (Multiple mode only)

Device Administration W

e hostname
CLI Prompt Preview Apply
Reset
e Apply ASDM FWSM
Save
e Reset Refresh  Apply
CPU Threshold
CPU Threshold CPU CPU
CPU CPU
CPU Utilization Traps
e Enable CPU Threshold and interval CPU
e Monitoring Interval CPU 60 3600
1
e CPU Utilization Threshold CPU 10 100%
10%

[ oL-15463-01-J

ASDM |



W Device Administration

Device

Device FWSM

FWSM
example.com syslog
jupiter.example.com

e FWSM Host Name

¢ Domain Name

jupiter

RSA

FWSM

default.domain.invalid

FTP Mode

FTP Mode FTP

e Specify FTP mode as passive FTP

FTP
FTP

FWSM
FTP

i ASDM
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ICMP Rules

ICMP Rules

ICMP
ICMP

FWSM

Device Administration W

ICMP FWSM  ICMP

FWSM ICMP

FWSM ICMP
FWSM
ICMP
ICMP

Security Policy

ICMP
FWSM

ICMP

PPTP

type 3
ICMP  Path MTU Discovery
Path MTU Discovery

1195 RFC 1435

ICMP

ICMP

ICMP

FWSM ICMP

FWSM  ICMP

e |[nterface ICMP FWSM

e Action
e |P Address

e  Mask

e |ICMP Type

ICMP /

ICMP 8-1

e Add Add ICMP Rule ICMP

¢ |nsert Before

e Insert After
e Edit

e Delete

8-1 ICMP

ICMP
ICMP
Edit ICMP Rule

ICMP

0

echo-reply

3

unreachable

4

source-quench

ASDM
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W Device Administration

8-1 ICMP

ICMP

redirect

alternate-address

echo

router-advertisement

10

router-solicitation

11

time-exceeded

12

parameter-problem

13

timestamp-request

14

timestamp-reply

15

information-request

16

information-reply

17

mask-request

18

mask-reply

31

conversion-error

32

mobile-redirect

Add/Edit ICMP Rule

Add/Edit ICMP Rule

FWSM

ICMP Type

Interface ICMP
IP Address

Any Address
Mask

Action

Permit
ICMP

Deny

ICMP

ICMP /

ICMP

FWSM

ICMP

ICMP

8-2 ICMP

ICMP

i ASDM
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Password

Device Administration W

8-2 ICMP
ICMP
0 echo-reply
3 unreachable
4 source-quench
5 redirect
6 alternate-address
8 echo
9 router-advertisement
10 router-solicitation
11 time-exceeded
12 parameter-problem
13 timestamp-request
14 timestamp-reply
15 information-request
16 information-reply
17 mask-request
18 mask-reply
31 conversion-error
32 mobile-redirect
Password
Telnet SSH FWSM FWSM
EXEC
Telnet SSH
AAA Access
EXEC
ASDM
User Accounts enable_15
AAA Access HTTP/ASDM

[ oL-15463-01-J
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W Device Administration

e Enable Password
Change the privileged mode password
Old Password
New Password
Confirm New Password

e Telnet Password cisco
Telnet Password Telnet SSH

Change the password to access the FWSM console
Old Password

New Password

Confirm New Password

Secure Copy
Secure Copy FWSM SSH
FWSM
FWSM
e SSH 2 FWSM VPN-3DES-AES
e Enable Secure Copy Server FWSM
ASDM
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Device Administration W

SMTP
SMTP SMTP
/ SMTP IP
IP ASDM IP
Configuration > Properties > Logging > Email Setup

e Remote SMTP Server SMTP SMTP

e Primary Server IP Address SMTP IP

e Secondary Server IP Address (Optional) SMTP IP

SNMP
SNMP SNMP FWSM
PC

FWSM SNMP
SNMP

e Management station PC

SNMP

e Agent SNMP FWSM SNMP

e OID SNMP ID OID
SNMP
e MIB Management Information Databases MIB;
MIB
MIB
MIB SNMP
MIB
MIB

ASDM
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Device Administration

e Trap
SNMP

SNMP

MIB OID
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
URL

syslog

OID

ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz

MIB

FWSM SNMP MIB

FWSM Cisco syslog MIB

MIB-II  System Interface

snmpget
e Cisco MIB Cisco Memory Pool MIB
¢ FWSM Cisco MIB
e cfwSecurityNotification NOTIFICATION-TYPE
e cfwContentInspectNotification NOTIFICATION-TYPE
e cfwConnNotification NOTIFICATION-TYPE
e cfwAccessNotification NOTIFICATION-TYPE
e cfwAuthNotification NOTIFICATION-TYPE
e cfwGenericNotification NOTIFICATION-TYPE

snmpwalk

SNMP CPU

FWSM SNMP CPU

HP OpenView SNMP

Cisco Process MIB  CISCO-PROCESS-MIB.my

cpmCPUTotal Table

MIB

MIB

FWSM CPU

MIB 2 cpmProcessTable cpmProcessExtTable

cpmCPUTotalTable CPU

MIB

cpmCPUTotalPhysicallndex 0 Entity MIB  entPhysicalTable
of Entity MIB  FWSM  SNMP

cpmCPUTotalIndex 0 Entity MIB  entPhysicalTable
of Entity MIB  FWSM  SNMP

cpmCPUTotal5sec 5 CPU

cpmCPUTotallmin 1 CPU

cpmCPUTotal5min 5 CPU

i ASDM
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http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz

Device Administration W

FWSM
cpmCPUTotalTable 1

CPU

FWSM

3 show cpu usage

MIB cpmCPUTotalTable

cpmCPUTotal5secRev
cpmCPUTotallminRev
cpmCPUTotal5minRev

Community string (default)

SNMP
32
SNMPv2c

Contact FWSM

Security Appliance Location FWSM

Listening Port SNMP
Configure Traps
SNMP Management Station
Interface SNMP
IP Address SNMP

Community string
Community String (default)

SNMP Version
Poll/Trap

FWSM
syslog

UDP Port SNMP UDP
Add Add SNMP Host Access Entry
Interface Name
IP Address IP
Server Poll/Trap Specification Poll

UDP Port SNMP UDP
UDP 162

Help

SNMP
SNMP

SNMP

FWSM

FWSM

SNMP

Trap

ASDM

FWSM
SNMP
FWSM

public

127

127

161

FWSM

162

SNMP

[ oL-15463-01-J



W Device Administration

Edit Edit SNMP Host Access Entry

Delete

Add/Edit SNMP Host Access Entry

SNMP
SNMP
1. Add SNMP Host Access Entry
2. Interface Name SNMP
3. IP IP Address
4. SNMP UDP
5. SNMP Community String
SNMP Configuration

Poll Trap
7.

¢ OK

e Cancel

e Help
SNMP
SNMP
1. SNMP SNMP
2. Edit Edit SNMP Host Access Entry
3. Interface Name SNMP
4, IP IP Address
5. SNMP Community String

SNMP Configuration

6. SNMP UDP
7. Poll Trap
8. SNMP
9.

¢ OK

162

162

Community String (default)

Community String (default)

i ASDM
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e Cancel

e Help

SNMP

SNMP

1. SNMP
2. Delete

SNMP

e |nterface name SNMP
e |P Address SNMP IP

e UDP Port SNMP

UDP

e Community String SNMP
e SNMP Version SNMP
e Server Port/Trap Specification

e Poll

e Trap

e OK
e Cancel
e Help

FWSM

Device Administration W

162

syslog

SNMP Trap Configuration

FWSM  SNMP
FWSM

FWSM

ID OID
oID SNMP

FWSM

SNMP 2

SNMP
FWSM

syslog

SNMP

SNMP  mib-2.system.sysObjectiD

SNMP

[ oL-15463-01-J
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W Device Administration

FWSM 3

e syslog

SNMP Trap Configuration

e Standard SNMP Traps
Authentication
Cold Start
Link Up
Link Down
e Entity MIB Notifications

FRU Insert FRU

FRU Remove FRU

Configuration Change

Alarm Asserted Entity MIB

Alarm Clear Entity MIB

Redundancy Switchover

e |PSec Traps IPSec
Start I1PSec
Stop IPSec
* Remote Access Traps
Session threshold exceeded

* Resource Traps

Resource Limit Reached

Rate Limit Reached

e NAT Traps NAT

Packet discarded

e CPU Utilization Traps CPU
CPU rising threshold reached CPU

ASDM
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e CPU Utilization and Monitoring Interval CPU
Configure threshold and interval CPU

Device Administration W

CPU Utilization threshold CPU CPU 10
100
Monitoring interval FWSM  CPU 60
3600
e Syslog syslog
Enable Syslog traps SNMP syslog
TFTP Server
TFTP Server FWSM TFTP
Y
FWSM  TFTP

File > Save Running Configuration to TFTP Server

TFTP FWSM

TFTP  RFC783 RFC1350 Rev. 2

FWSM
TFTP
Configuration to TFTP Server
configure net TFTP IP
/
Configuration write net
FWSM TFTP 1
Properties > Device Administration > TFTP Server
net write net : IP

show tftp-server
no tftp server

File > Save Running

Tools > Command Line Interface

FWSM

tftp-server

ASDM  File > Save Running

TFTP
TFTP Configuration >
CLI  configure
FWSM  TFTP
tftp-server

[ oL-15463-01-J
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W Device Administration

TFTP
e Enable TFTP
e |nterface Name FWSM TFTP
e |P Address TFTP IP
e Path TFTP /
TFTP [tftpboot/FWSM/config3
Y
(/
TFTP FWSM
User Accounts
User Accounts
L ASDM
ASDM
Password
ASDM
Y
HTTP Authentication
RADIUS TACACS+
HTTP
e Telnet SSH Authentication
Telnet Telnet
[Telnet FWSM

ASDM
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Device Administration W

* enable Authentication
CLI ASDM
. Authorization
0 15 ASDM
15 5 3
3 3
)
CLlI EXEC
2 2
CLI
RADIUS TACACS+
login
1
¢ VPN
Password enable_15
enable_15
CLI enable password 10
enable_10

e User Name

e Privilege (Level)
Authorization

e Add Add User Account
e Edit Edit User Account
e Delete

ASDM
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W Device Administration

Add/Edit User Account > Identity

OK User Accounts
e Username
e Password
32
S

e Confirm Password

* Privilege Level
15

Authorization

ASDM
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Auto Update W

Auto Update

Auto Update FWSM Auto Update
Auto Update FWSM

Auto Update FWSM

i NAT

Auto Update

Auto Update FWSM
Auto Update Auto Update FWSM
FWSM Auto Update
Auto
Update FWSM
Auto Update FWSM CLI
FWSM
FWSM  Auto Update Cisco Secure Policy Manager
FWSM
e FWSM Auto Update ASDM
Refresh File > Refresh ASDM with the Running Configuration on the Device
ASDM
e Auto Update HTTPS FWSM  SSL
FWSM  DES 3DES

Auto Update

e Enable Auto Update FWSM  Auto Update
HTTP(S) server Auto Update

e Verify Certificate Auto Update CA
Auto Update FWSM CA
e Protocol Auto Update FWSM
http  https
e Server Auto Update IP FWSM

e User Name (Optional) Auto Update

ASDM
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M Auto Update

e Port Auto Update
80 HTTPS TCP 443

e Path Auto Update
e Password Auto Update
e Confirm Password Auto Update

Timeout FWSM  Auto Update

e Enable Timeout Period FWSM Auto Update

e Timeout Period (Minutes) Auto Update

Polling Parameters FWSM Auto Update

e Polling Period (minutes) FWSM Auto Update

e Retry Period (minutes)

e Retry Count FWSM Auto Update
e Advanced Advanced Auto Update Properties

HTTP TCP

FWSM

FWSM Auto Update

Advanced Autoupdate Properties

e Use Device ID ID
Auto Update

e Device ID ID
Hostname
Serial Number
IP Address on IP

MAC Address on MAC

User Input ID

ID FWSM

FWSM  Auto Update

FWSM  Auto Update

i ASDM
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Auto Update W

ASDM
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M Auto Update

ASDM
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CHAPTER !E"

DHCP DNS

DHCP IP DHCP
FWSM DHCP DHCP FWSM
DHCP DHCP
DHCP DHCP
1 DHCP
DHCP

e DHCP Relay

e DHCP Server

e DNS Client

[ oL-15463-01-J
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9 DHCP DNS |
Bl DHCP Relay
DHCP Relay
DHCP Relay FWSM DHCP DHCP
1 DHCP
DHCP DHCP 1 DHCP
DHCP DHCP
DHCP
DHCP DHCP
e DHCP DHCP
e DHCP DHCP DHCP
FWSM DHCP
DHCP
1 DHCP DHCP
DHCP Relay Agent DHCP
e Interface Edit
DHCP Relay Agent Settings
DHCP
e DHCP Relay DHCP
DHCP
Yes No
e Set Route DHCP
DHCP
DHCP
Yes DHCP
No
e Edit Edit DHCP Relay Agent Settings
DHCP
DHCP Relay Global Servers DHCP
DHCP DHCP
e Server DHCP IP
DHCP Relay - Edit DHCP Server
DHCP
e Interface DHCP

i ASDM

OL-15463-01-J |



9 DHCP DNS

e Add DHCP Relay - Add DHCP Server

DHCP

DHCP

e Edit DHCP Relay - Edit DHCP Server

DHCP

e Delete DHCP

FWSM

e Timeout DHCP
1 3600

DHCP Relay Interface Servers

e |nterface

e Servers

e Add DHCP
e Edit DHCP

e Delete DHCP

60

DHCP

DHCP

FWSM DHCP

DHCP

DHCP

DHCP Relay M

DHCP

Edit DHCP Relay Agent Settings

Edit DHCP Relay Agent Settings

« DHCP

DHCP

DHCP

DHCP

FWSM DHCP

ASDM
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9 DHCP DNS |

Bl DHCP Relay

e Enable DHCP Relay Agent DHCP
DHCP DHCP

e Set Route DHCP
DHCP
DHCP DHCP

DHCP Relay - Add/Edit DHCP Server

DHCP Relay - Add DHCP Server DHCP

DHCP Relay - Edit DHCP Server DHCP
4

DHCP DHCP

e DHCP Server DHCP DHCP IP

e Interface DHCP DHCP

ASDM
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| o9 DHCP

DNS

DHCP Relay

Add/Edit DHCP Relay Server

DHCP DHCP
DHCP
Interface DHCP
Server to Add DHCP DHCP IP
Add DHCP
Delete

[ oL-15463-01-J
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9 DHCP DNS |
Wl DHCP Server
DHCP Server
DHCP Server FWSM DHCP FWSM
1 DHCP
Y
DHCP DHCP
DHCP DHCP Relay
* Interface ID ID
Edit DHCP Server DHCP
DHCP
e DHCP Enabled DHCP
DHCP Yes
No
e Address Pool DHCP IP
e Edit Edit DHCP Server Edit DHCP
Server DHCP DHCP
e Ping Timeout FWSM 1 ICMP ping
2 DHCP Ping Timeout
FWSM  DHCP ping
10 10000 50
e Lease Length IP
300 1048575 3600
1
e Other DHCP Options DHCP
Enable Autoconfiguration on interface  DHCP
DHCP DHCP
DHCP DHCP WINS
DHCP
Other DHCP Options
Enable Autoconfiguration on interface  DNS WINS
DHCP
DNS Server 1 DHCP DNS IP
DNS Server 2 DHCP DNS IP
Domain Name DHCP DNS
example.com DNS
Primary WINS Server DHCP WINS IP
Secondary WINS Server DHCP WINS IP

Advanced Advanced DHCP Options
DHCP

i ASDM
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| o9 DHCP DNS

DHCP Server W

Edit DHCP Server

Edit DHCP Server DHCP
DHCP

e Enable DHCP Server

DHCP
DHCP
DHCP
DHCP
e DHCP Address Pool DHCP IP IP
IP
IP
Advanced DHCP Options
Advanced DHCP Options DHCP
DHCP DHCP
DHCP 150 DHCP 66 TFTP Cisco IP Phone
Cisco 10S
DHCP DHCP DNS WINS
DHCP
DHCP Server 2
DHCP
1.
2. DHCP
3. DHCP

ASDM
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9 DHCP DNS |
DHCP Server
DHCP DHCP
DHCP DNS WINS
DNS
WINS DHCP DHCP
e Option to be Added DHCP
Select the option code 1
12 50 54 58 59 61 67 82 DHCP 1
255
DHCP
DHCP Option 2 Time Offset
16 DHCP
e Option Data DHCP
DHCP
DHCP
e IP Address IP DHCP
IP 2
A
IP Address DHCP
DHCP Option 3 Router
Router 1 Router 2
IP Address 1 10 IP
IP Address 2 10 IP
e ASCI ASCII DHCP
)
Data DHCP
DHCP Option 14 Merit Dump File
Data File Name
Data ASCII
e Hex DHCP 16
Y
Data DHCP
DHCP Option 2 Time Offset Data
Offset

i ASDM
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9 DHCP

DNS

DHCP Server

Data 16 0x
Add DHCP
Delete DHCP
DHCP DHCP
Option Code DHCP DHCP
Option Data
ASDM
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9 DHCP DNS |

H DNS Client

DNS Client

DNS Client FWSM 1 DNS

IP Add/Edit Trustpoint Configuration >
Enrollment Settings Add/Edit Trustpoint Configuration > CRL Retrieval Policy

AAA DNS IP

e DNS Servers DNS 6 FWSM
DNS DNS DNS
Lookup 1 DNS

Server to be Added DNS IP
Add DNS
Delete DNS
Servers DNS
Move Up DNS
Move down DNS
* DNS Server Parameters

Timeout DNS 1 30
2 FWSM
2

Retries DNS 2

e DNS Lookup DNS
Interface
DNS Enabled DNS Yes No

Disable DNS
Disable DNS

ASDM
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CHAPTER 10

e AAA
e FWSM AAA

ASDM
| oL-15463-01-J .m



10

AAA |

LIV
AAA AAA ASDM

AAA

e AAA

e AAA

e LOCAL
AAA

AAA FWSM

AAA ACL

Telnet ACL

IP AAA
FWSM
Telnet FWSM
U ID
ID
FWSM 16
FWSM
. FWSM
IP
FWSM

AAA

AAA LOCAL 1 AAA

AAA LOCAL
AAA LOCAL
AAA

i ASDM
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| 10 AAA

AAA ||
LOCAL AAA FWSM AAA
AAA
LOCAL
AAA
LOCAL
10-1 AAA LOCAL AAA
LOCAL Configuration > Properties > Device
Administration > User Accounts AAA
Configuration > Properties > AAA Setup > AAA Server Groups
Configuration > Properties > AAA Setup > AAA Servers AAA
10-1  AAA
AAA ‘RADIUS ‘TACACS+ ‘SDI \NT ‘Kerberos LDAP
VPN !
VPN !
2
3
VPN !
1. VPN ASDM
2. RADIUS ACL ACL
RADIUS
3.
LOCAL
FWSM
e User Profiles
VPN

Configuration > Properties > Device Administration > User Accounts

e Fallback Support
VPN
FWSM

ASDM
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10 AAA |

W Fwsm AAA

AAA
AAA
AAA
. AAA
. AAA
AAA
FWSM
e Telnet
e SSH
e ASDM
e VPN
Configuration > Properties > Device Access > AAA Access AAA
AAA
Configuration > Security Policy > AAA Rules
AAA FWSM AAA

ASDM
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| 10 AAA

AAA | |

AAA

AAA Setup AAA AAA
e AAA Server Groups

e AAA Servers
e Auth. Prompt

AAA Server Groups

AAA Server Groups FWSM AAA

AAA AAA AAA Servers

15 4
16 4

AAA

AAA AAA

N

AAA Server Groups Edit AAA Server Group
AAA Server Group

Apply

e Server Group
e Protocol AAA

e Accounting Mode
FWSM 1
FWSM

e Reactivation Mode Depletion Timed
Depletion

Timed 30

e Dead Time
Depletion

e Max Failed Attempts

ASDM
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10

AAA |

LIV

e Add AddAAA Server Group

e Edit Edit AAA Server Group
LOCAL Edit AAA Local Server Group

e Delete

Add/Edit AAA Server Group

Add/Edit AAA Server Group AAA Server Group
AAA
AAA Server

e Server Group
e Protocol

RADIUS
TACACS+
NT Domain
SDI
Kerberos
LDAP

e Accounting Mode

Single FWSM 1
Simultaneous FWSM

e Reactivation Mode
Depletion
Timed 30

e Dead Time

e Max Failed Attempts
1 5

Add

Edit

Depletion Timed

Timed

i ASDM
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| 10 AAA

AAA

Edit AAA Local Server Group

Edit AAA Local Server Group

e Enable Local User Lockout

e Maximum Attempts

LOCAL

AAA Servers

AAA Servers AAA AAA

AAA Server Groups

RADIUS TACACS+ NT SDI Kerberos LDAP

AAA AAA

e Server Group (Protocol) AAA

* Interface

e Server IP Address AAA IP

e Timeout FWSM

AAA AAA FWSM
e Add AAA
e Edit AAA

e Delete AAA

ASDM
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10 AAA |

LIV
Add/Edit AAA Server
Add/Edit AAA Server AAA
AAA
~
4

e Server Group Configuration > Properties > AAA Setup > AAA Server Groups

¢ [nterface Name
e Server IP Address AAA IP

e Timeout FWSM
AAA AAA FWSM

e RADIUS Parameters RADIUS
RADIUS

Retry Interval

10

Server Authentication Port
1645

v

RFC RADIUS UDP 1812
1812

Server Accounting Port
1646

Server Secret Key C8z077f

FWSM

RADIUS RADIUS
RADIUS

RADIUS
64

ASDM
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| 10 AAA

AAA ||
Confirm Server Secret Key
Common Password RADIUS
RADIUS
RADIUS
RADIUS FWSM
RADIUS
RADIUS FWSM
RADIUS
jsmith jsmith
RADIUS
Y
RADIUS RADIUS
Confirm Common Password
e TACACS+ Parameters TACACS+
TACACS+
Server Port
Server Secret Key
Confirm Server Secret Key
e SDI Parameters SDI
SDI
Server Port
Retry Interval
SDI Version SDI SDI
5.0 SDI 5.0
e Kerberos Parameters Kerberos
Kerberos
Server Port
Retry Interval
FWSM
Kerberos Active Directory 0
2 10
Kerberos Realm Kerberos USDOMAIN.EXAMPLE.COM
64 Windows 2000 Windows XP
Windows.NET
IP Server IP Address

[ oL-15463-01-J
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LIV

e LDAP Parameters LDAP

LDAP
Server Port TCP
Base DN DN
LDAP OU=people, dc=cisco, dc=com
Scope LDAP
One Level DN 1
All Levels DN
Naming Attribute(s) LDAP Relative Distinguished Name
Common Name cn
User ID uid
Login DN DN LDAP Microsoft Active Directory
FWSM LDAP
FWSM
Login DN
Login DN FWSM
FWSM

cn=Administrator, cn=users, ou=people, dc=XYZ Corporation, dc=com

Login Password

Confirm Login Password

e NT Domain Parameters NT
NT Domain

Server Port TCP
139

NT Domain Controller NT
PDCO01 15
Authentication Server Address

ASDM
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10 AAA
AAA u
Auth. Prompt
Auth. Prompt AAA
TACACS+ RADIUS FWSM
HTTP HTTPS FTP Telnet AAA
AAA FWSM
Y
Microsoft Internet Explorer 37 Netscape Navigator
120 Telnet FTP 235
e Prompt FWSM AAA
Prompt 235 31
Enter Enter
* Messages 235
31
Enter Enter
User Accepted
User Rejected
Invalid Credensials Password Expired
Invalid Credentials
Password Expired
RADIUS
Windows Active Directory
Y
FTP
FTP authentication HTTP HTTP Authentication Telnet

ASDM
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Device Access

e AAA Access

e HTTPS\ASDM
e Secure Shell

e Telnet

e Virtual Access

ASDM
| oL-15463-01-J .m
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Device Access |

H AAA Access

AAA Access

AAA Access
P.10-4 FWSM AAA

e Authentication
e Authorization

e Accounting

AAA

Authentication
FWSM
FWSM
e FWSM
Telnet
SSH
HTTPS/ASDM
e enable

e Require authentication to allow use of privileged mode commands
Enable
Server Group

Use LOCAL when server group fails
LOCAL

e Require authentication for the following types of connections

HTTP/ASDM HTTP/ASDM
Server Group

Use LOCAL when server group fails
LOCAL

SSH SSH
Telnet Telnet

Telnet FWSM

i ASDM
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AAA Access N

Authorization

FWSM

Configure Command Privileges

Set ASDM

Defined User Roles ASDM

15 CLlI

3
ASDM Defined User Role Setup Yes ASDM  FWSM

Yes ASDM
3
Command Privilege Setup ASDM  FWSM
1 Edit

e Enable FWSM

e Server Group

e Use LOCAL when server group fails

LOCAL

e Set ASDM Defined User Roles ASDM Defined User Roles Setup

e Configure Command Privileges Command Privilege Setup

[ oL-15463-01-J
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H AAA Access

Command Privilege Setup

Command Privilege Setup

e Command Mode -- All Modes --
Command Modes

e CLICommand CLI
¢ Mode

e Variant show clear
* Privilege

e Edit Select Command(s) Privilege
1 OK
Command Modes

e Select Al Command Modes

ASDM Defined User Roles Setup

ASDM Defined User Roles Setup
FWSM AAA
Access Authorization Set ASDM Defined User Roles . .

e Command List CLI

CLI Command CLI
Mode

ASDM
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AAA Access

Variant show clear

Privilege
* Yes FWSM

User Accounts 15
5 3
e No
Accounting
FWSM
IP
AAA
FWSM
Y
TACACS+ TACACS+
Configuration > Properties > AAA Setup > AAA Server

Groups

e Require accounting to allow accounting of user activity
Enable

Server Group
TACACS+
--None--

S

e Require accounting for the following types of connections

SSH Secure Shell SSH;
Telnet Telnet

ASDM
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H AAA Access

e Require command accounting for FWSM

Enable

Privilege level

ASDM
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HTTPS\ASDM

HTTPS/ASDM HTTPS

¢ |[nterface

e |P Address
e Mask

e Add
o Edit
e Delete

e Enable HTTP Server
ASDM HTTPS

ASDM

ASDM

FWSM

Add HTTP Configuration

Edit HTTP Configuration

Web

HTTPS\AsDM H

Add/Edit HTTP Configuration

Add/Edit HTTP Configuration

e |[nterface Name FWSM

e |P Address
e  Mask

HTTPS

FWSM

FWSM

ASDM
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W  Secure Shell

Secure Shell

Secure Shell SSH
FWSM
IP SSH SSH
AAA Telnet

SSH Monitoring > Administration > Secure Shell Sessions
Secure Shell

e Allowed SSH Versions FWSM SSH

SSH 1 SSH 2
e Timeout (minutes) FWSM  SSH 1 60
5
® SSH Access Rule SSH FWSM

Edit SSH Configuration

Interface SSH FWSM
IP Address FWSM
IP
Mask FWSM
IP

e Add AddSSH Configuration
e Edit Edit SSH Configuration
e Delete SSH

Add/Edit SSH Configuration

Add SSH Configuration SSH
Edit SSH Configuration

e |nterface SSH FWSM
e |P Address FWSM SSH IP
e  Mask SSH

ASDM
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Telnet W

Telnet

Telnet

ASDM
FWSM

FWSM IP

Telnet

Tel

net Telnet

Sessions

Telnet

AAA
Monitoring > Telnet

5 Telnet
5

5 Telnet

e |nterface Telnet

Y

e Netmask

¢

e Timeout FWSM

FWSM ASDM

P Address FWSM

PC

FWSM IP

FWSM

FWSM IP

Telnet
5

e Add Add Telnet Configuration

Edit Edit Telnet Configuration
Delete

ASDM
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H Telnet

e Apply ASDM FWSM
Save

TFTP
File
e Reset Refresh  Apply
Reset Refresh

Add/Edit Telnet Configuration

e |nterface Name FWSM Telnet
e |P Address FWSM Telnet IP

e Mask FWSM Telnet

e OK
e Cancel
e Help

Telnet
Telnet
1. Add Telnet > Add

Interface FWSM

3. IP Address FWSM Telnet
ASDM IP

v

FWSM IP

ASDM
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Telnet

Telnet

4. Mask Telnet

S

Telnet W

FWSM

5.
e OK
e Cancel

e Help

Telnet

1. Edit Telnet > Edit
2. Interface

3. [P Address FWSM
ASDM IP

S

FWSM
Telnet

FWSM

4. Mask Telnet

v

FWSM

e Cancel
e Help

Telnet

1. Telnet
2. Delete

ASDM
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Device Access |

H Telnet

Add Edit

1. Apply ASDM
Save

2. Reset

Delete

FWSM

File

Refresh
Reset

TFTP

Apply
Refresh

i ASDM
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Virtual Access

Virtual Access

e FWSM
o HTTP

FWSM

Telnet SSH

FWSM

FWSM

Telnet FTP

FWSM

Telnet
SSH

AAA
Successful.

NAT
NAT

FWSM

HTTP

HTTP
HTTP
HTTP

AAA
FWSM

AAA

HTTP

Virtual Access W

Telnet SSH HTTP
P.11-13
P.11-13
HTTP
P.18-5 IP
HTTP S
FWSM  HTTP Telnet FTP
Telnet SSH HTTP
FWSM IP
AAA Telnet HTTP
IP
Authentication
NAT
NAT
IP
HTTP FWSM  HTTP
FWSM AAA
HTTP FWSM
HTTP HTTP
AAA HTTP
HTTP
HTTP FWSM HTTP
AAA
FWSM  HTTP AAA
HTTP
HTTP
ASDM
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MW Virtual Access

e Virtual Telnet Server Telnet IP

e Virtual SSH Server SSH IP

e Virtual HTTP Server HTTP IP

e Host FWSM HTTP AAA
HTTP

Username for ‘HTTP Authentication (sessionID) from host_name’ at server
virtual_http_ ip

AAA HTTP
e Display Redirection Warning HTTP FWSM

ASDM
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¢ High Availability and Scalability

ASDM
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|
Failover FWSM
Failover
2 FWSM
FWSM
FWSM

e hello

VPN FWSM

FWSM VPN
FWSM Active/Standby  Active/Active 2
e Active/Standby
e Active/Active
Active/Standby
Active/Standby FWSM
FWSM FWSM
FWSM
FWSM
FWSM
IP MAC

IP MAC ARP

Active/Standby FWSM

i ASDM
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Active/Active

Active/Active FWSM
Active/Active FWSM
FWSM  Active/Active
Active/Standby
1 FWSM
2
1
1
1
Active/Standby Active/Active
Active/Standby
1
Y
. 1
1
1

[ oL-15463-01-J
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Active/Active

Active/Active

LAN IP MAC

o NAT
. TCP HTTP
e HTTP HTTP

e H323 SIP MGCP UDP

* |ISAKMP IPSec SA

. uauth

e HTTP HTTP
o ARP

ASDM
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High Availability and Scalability ||

High Availability and Scalability

High Availability and Scalability Active/Active
Active/Standby

High Availability and Scalability

¢ High Auvailability and Scalability

e High Availability and Scalability Active/Active
e High Availability and Scalability Active/Standby
¢ High Auvailability and Scalability

High Availability and Scalability
High Availability and Scalability ASDM Wizards > High

Availability and Scalability Wizard
Next
Back

Cancel

FWSM Finish

High Availability and Scalability Active/Active

High Availability and Scalability Active/Active

Next

1 Choose the type of failover configuration Configure Active/Active
Configuration Type
2 Check Failover Peer Connectivity and Compatibility IP

Test Compatibility

Failover Peer Connectivity and Compatibility Check

ASDM
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N High Availability and Scalability

3 FWSM Change Device to
Multiple Mode FWSM
ASDM FWSM

Change Device to Multiple Mode

4 Context Configuration

Security Context Configuration
5 Failover Link Configuration

Failover Link Configuration
6 State Link Configuration

State Link Configuration

7 Standby Address Configuration FWSM

Standby Address Configuration

8 Summary Back

Summary
9 Finish

FWSM

High Availability and Scalability Active/Standby

High Availability and Scalability Active/Standby

Next

1 Choose the type of failover configuration Configure Active/Standby
Next

Configuration Type

ASDM
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High Availability and Scalability

2 Check Failover Peer Connectivity and Compatibility IP
Test Compatibility
Failover Peer Connectivity and Compatibility Check
3 Failover Link Configuration
Failover Link Configuration
4 State Link Configuration
State Link Configuration

5 Standby Address Configuration FWSM

Standby Address Configuration

6 Summary Back

Summary
7 Finish

FWSM

High Availability and Scalability
High Availability and Scalability

e Configuration Type

e Failover Peer Connectivity and Compatibility Check
e Change Device to Multiple Mode

e Security Context Configuration

e Failover Link Configuration

e State Link Configuration

e Standby Address Configuration

e Summary

ASDM

[ oL-15463-01-J



12 |

N High Availability and Scalability

Configuration Type

Configuration Type

Choose the Type of Failover Configuration

FWSM
e Hardware Model FWSM
e No. of Interfaces FWSM
¢ No. of Modules FWSM
e Software Version FWSM

e Failover License

¢ Firewall Mode

e Configure Active/Active Failover FWSM  Active/Active
e Configure Active/Standby Failover FWSM  Active/Standby
e Configure VPN Cluster Load Balancing FWSM VPN

Failover Peer Connectivity and Compatibility Check

Failover Peer Connectivity and Compatibility Check

e Peer IP Address IP
ASDM

e Test Compatibility
ASDM

ASDM
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High Availability and Scalability

Change Device to Multiple Mode

Change Device to Multiple Mode Active/Active
Active/Active FWSM
FWSM
FWSM
admin.cfg
FWSM FWSM
High Availability and Scalability
Devices Status
FWSM FWSM
e Change device To Multiple Context FWSM device
FWSM
e Change device (peer) To Multiple Context
device FWSM
e Device Status FWSM

ASDM
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N High Availability and Scalability

Security Context Configuration

Security Context Configuration Active/Active
Security Context Configuration

System > Security Contexts

e Name

e Failover Group

Failover Link Configuration

Failover Link Configuration

e LAN Interface

e Logical Name

e Active IP 1
IP
e Standby IP 1
IP
e Subnet Mask IP IP

e Secret Key

ASDM
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High Availability and Scalability

State Link Configuration

State Link Configuration

e Use the LAN link as the State Link LAN
e Disable Stateful Failover
e Configure another interface for Stateful failover

State Interface

Logical Name

Active IP 1
IP

Standby IP 1
IP

Subnet Mask IP IP

Standby Address Configuration
Standby Address Configuration FWSM

e Device/lnterface  Active/Standby

ASDM
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N High Availability and Scalability

Summary

Device/Group/Context/Interface  Active/Active

Active IP

Standby IP
Standby IP

Active IP
Is Monitored

ASR Group ID

None

Summary

Next

Finish

Back
Summary

i ASDM
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e Failover
¢ Failover

e Failover

Failover

Failover Active/Standby
Failover

Interfaces

e Failover: Setup
¢ Failover: Interfaces

e Failover: Interfaces
¢ Failover: Criteria

Failover: Setup

FWSM
e Enable Failover
FWSM
Y
Configuration > Interfaces
e Use 32 hexadecimal character key Shared Key 16
Shared Key
e Shared Key
Use 32 hexadecimal character key 16
32 16 0 9 a f

ASDM
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Use 32 hexadecimal character key

LAN Failover LAN

Interface

63

LAN

LAN

Configuration > Interfaces
Active IP

Subnet Mask

Logical Name
Standby IP

Preferred Role FWSM

State Failover

Interface

LAN

LAN

LAN

LAN

Active IP

Subnet Mask

Logical Name
Standby IP

i ASDM
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Enable HTTP replication

HTTP
HTTP HTTP
HTTP
Failover: Interfaces
FWSM IP
e |nterface  FWSM IP
IP
Interface Name
Active IP IP
Standby IP IP
Is Monitored
e Edit Edit Failover Interface Configuration

[ oL-15463-01-J
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Edit Failover Interface Configuration

Edit Failover Interface Configuration

IP

¢ Interface Name
e Active IP Address

e Subnet Mask

e Standby IP Address

e Monitor interface for failure

FWSM

Unknown

Normal
Testing
Link Down
No Link
Failed

FWSM

250
Hello

hello 5

Hello

25

i ASDM
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Failover: Interfaces

Interface  FWSM

Interface Name
Is Monitored

FWSM
FWSM

25

Unknown

Normal
Testing
Link Down
No Link
Failed

Bridge Group FWSM

FWSM
Bridge Group

Active IP Address
Network Mask

Standby IP Address

FWSM

250
Hello
3 15
hello

Hello

FWSM

ASDM
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Failover: Criteria

e Interface Policy

Number of failed interfaces that triggers failover
FWSM
1 250

Percentage of failed interfaces that triggers failover
FWSM

¢ Failover Poll Times Hello
Hello

Unit Failover Hello 1 15

Unit Hold Time Hello

3 45 3

Monitored Interfaces 3

e Preempt

with optional delay of
1 1200

500 999

15

i ASDM
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Failover

e Failover - Routed

e Failover - Transparent

Failover - Routed

Failover

IP
e Interface table FWSM IP
IP
Interface Name
Active IP IP
Standby IP IP
Is Monitored
e Edit Edit Failover Interface Configuration
L] —_— —_— L] —_—
Edit Failover Interface Configuration
Edit Failover Interface Configuration
IP
e Interface Name
e Active IP Address IP IP

e Subnet Mask

[ oL-15463-01-J
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e Standby IP Address

e Monitor interface for failure
FWSM
FWSM

Unknown

Normal

Testing 5
Link Down

No Link

Failed

250
Hello

hello 5

Hello

25

Failover - Transparent

e |[nterface FWSM
Interface Name
Is Monitored

FWSM
FWSM

25

250
Hello
3 15
hello

i ASDM
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Unknown

Normal

Testing 5
Link Down

No Link

Failed

e Bridge Group FWSM
FWSM
Bridge Group

Active IP Address
Network Mask

Standby IP Address

Hello

FWSM

Edit Failover Interface Configuration

Edit Failover Interface Configuration

¢ Interface Name

e Monitor interface for failure
FWSM
FWSM

Unknown

Normal

Testing 5
Link Down

No Link

250

hello

Hel

Hello

lo
15

ASDM
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Failed

Failover

Active/Active

e Failover > Setup
e Failover > Criteria
e Failover > Active/Active

Failover > Setup

e Enable Failover
FWSM

A

FWSM
Active/Standby

Active/Active

FWSM

Configuration > Interfaces

i ASDM
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e Shared Key

e LAN Failover LAN
Interface

LAN

LAN
LAN
Configuration > Interfaces

Active IP IP
Subnet Mask

Logical Name
Standby IP IP
Preferred Role FWSM LAN

e State Failover
Interface

LAN

LAN

Active IP IP
Subnet Mask

Logical Name
Standby IP IP
Enable HTTP replication

HTTP

HTTP HTTP
HTTP

ASDM
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° ° — —_— [ )
Failover > Criteria
~
Active/Active
Failover > Active/Active Active/Active
Active/Active

e Interface Policy

Number of failed interfaces that triggers failover
FWSM
1 250

Percentage of failed interfaces that triggers failover
FWSM

e Failover Poll Times Hello
Hello

Unit Failover Hello 1 15 500 999

Unit Hold Time Hello

3 45 3

Monitored Interfaces 3 15

ASDM
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e Preempt

with optional delay of

1 1200
Failover > Active/Active
FWSM  Active/Active
Active/Active
FWSM Active/Active
FWSM
1
FWSM 2
1
1
Y
Active/Active
e Failover Groups FWSM
Group Number
Preferred Role preempt
1
ASDM
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Preempt Enabled

Preempt Delay
0 1200

Interface Policy

1 250
1 100 %

Interface Poll Time 3 15

Replicate HTTP HTTP

HTTP HTTP
HTTP
Setup HTTP

e Add Add Failover Group
2
Add/Edit Failover Group

e Edit Edit Failover Group
Add/Edit Failover Group

e Delete

Add/Edit Failover Group
Add/Edit Failover Group Active/Active

e Preferred Role

ASDM
OL-15463-01-J |



Preempt after booting with optional delay of

Preempt after booting with optional delay of

Preempt after booting with optional delay of

0 1200

Interface Policy
Criteria

Number of failed interfaces that triggers failover
FWSM
1 250

Percentage of failed interfaces that triggers failover
FWSM

Poll time interval for monitored interfaces
15

Enable HTTP replication
HTTP
HTTP HTTP

HTTP
Setup HTTP

ASDM
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CHAPTER 1

SNMP

25

SNMP P.13-21 SNMP

FWSM

Catalyst 6500 Series Switch and Cisco 7600 Series
Router Firewall Services Module Logging Configuration and System Log Messages

FWSM syslog

ID system
1D ID
P.13-6 Advanced Syslog Configuration

[ oL-15463-01-J
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SNMP |

Logging Setup
Setup

Syslog Setup syslog

P.13-5 Syslog Setup

E-Mail Setup
P.13-5

Event Lists
Event Lists
Logging Filters
ID
Rate Limit
P.13-16 Rate Limit

Syslog Server FWSM
P.13-19

Syslog Setup

Syslog

P.13-12

P.13-3 Logging

Logging Filters

syslog

P.13-9

i ASDM
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Logging Setup W

Logging Setup

Logging Setup FWSM
EMBLEM
FWSM
e Enable logging FWSM
e Enable logging on the failover standby unit FWSM
e Send debug messages as syslogs
711011
debug
e Send syslogs in EMBLEM format syslog
EMBLEM
e Buffer Size
FTP
4096 4096 1048576
e Save Buffer To FTP Server FTP
FTP
e Configure FTP Settings FTP FTP
e Save Buffer To Flash
Y
e Configure Flash Usage
KB syslog
A
e FWSM Logging Queue Size FWSM

ASDM
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M Logging Setup

e P.134 Configure FTP Settings
e P.134 Configure Logging Flash Usage

Configure FTP Settings

Configure FTP Settings FTP

e Enable FTP client FTP

e Server IP Address FTP IP

e Path FTP
e Username FTP

e Password FTP

e Confirm Password

Configure Logging Flash Usage

Configure Logging Flash Usage

e Maximum Flash to Be Used by Logging
KB

e Minimum Free Space to Be Preserved KB

ASDM
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Syslog Setup W

Syslog Setup

Syslog Setup syslog

e Facility code to include in syslogs syslog
LOCAL(4)20
UNIX
8

e Include timestamp in syslogs
e Syslog ID Setup Syslog ID
Show all syslog IDs  Syslog ID ID

Show suppressed syslog IDs  Syslog ID
ID

Show syslog 1Ds with changed logging Syslog ID
ID

Show syslog IDs that are suppressed or with a changed logging level Syslog ID
ID
ID

e Syslog ID Table Syslog ID Table View

e Advanced ID

e P.13-6 Edit Syslog ID Settings
e P.13-6 Advanced Syslog Configuration

ASDM
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SNMP |

Bl Syslog Setup

Edit Syslog ID Settings

Edit Syslog ID Settings

e Syslog ID(s)
Syslog ID

e Suppress Message(s) Syslog ID

e Logging Level

Emergency 0

Alert 1
Critical 2
Error 3
Warning 4
Notification

Informational

Debugging 7

Syslog ID

Syslog Setup

Advanced Syslog Configuration

FWSM EMBLEM

FWSM

Advanced Syslog Configuration

EMBLEM

e Enable Syslog Device ID

e Hostname 1D

e IP Address ID
Interface Name

e String ID
User-defined 1D

EMBLEM

i ASDM
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E-Mail Setup W

E-Mail Setup

E-Mail Setup

Logging Filters

Logging Filters

e Source E-Mail address
e Destination E-Mail Address

e Syslog Severity

e P.13-8 Add/Edit E-Mail Recipients
e P.13-12 Logging Filters

ASDM
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M E-Mail Setup

Add/Edit E-Mail Recipients

Add/Edit E-Mail Recipient

Logging Filters

¢ Destination E-Mail Address

e Syslog Severity

ASDM
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Event Lists

Event Lists

Setup
1

Logging Filters

auth

debugging

ID

101001-101010

e Name

e Event Class/Severity

All
auth
bridge
ca PKI
config
ha

ids

ip IP
np
ospf OSPF
rip RIP
rm
session

snmp SNMP
sys

Emergency

Alert 1

Critical

Error 3

emergency

Event Lists

ASDM

Event Lists W

Logging
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H EventlLists

Warning 4
Notification 5
Informational 6
Debugging 7
e Message IDs ID ID 101001-101010

P.13-10 Add/Edit Event List
P.13-11 Add/Edit Syslog Message 1D Filter
P.13-12 Logging Filters

Add/Edit Event List

Add/Edit Event List

ID
auth
emergency
debugging
ID
101001-101010 ID
* Name

e Event Class
All
auth
bridge
ca PKI
config
ha
ids

ASDM
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Event Lists W

ip IP
np
ospf OSPF
rip RIP
rm
session
snmp SNMP
sys

e Severity
Emergency 0
Alert 1
Critical 2
Error 3
Warning 4
Notification 5
Informational 6
Debugging 7

e Message IDs Filters ID
ID 101001-101010

Add/Edit Syslog Message ID Filter

Add/Edit Syslog Message ID Filter 1
ID

* Message IDs ID ID
101001-101010

ASDM
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B Logging Filters

Logging Filters

Logging Filters

Event Lists

e Logging Destination

FWSM
Syslog
SNMP

Telnet
e Syslogs From All Event Classes

e Syslogs From Specific Event Classes

e P.13-12 Edit Logging Filters

e P.13-11 Add/Edit Syslog Message 1D Filter
e P.13-14 Add/Edit Class and Severity Filter
e P.13-9 Event Lists

Edit Logging Filters
Edit Logging Filters

Event Lists

ASDM
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SNMP

e Logging Destination
e Filter on severity
Filter on severity
e Use event list
Use event
e New

e Disable logging from all event classes

e Event Class
All
auth
bridge
ca PKI
config
ha
ids
ip IP
np
ospf OSPF
rip RIP
rm
session
snmp SNMP
sys

e Severity
Emergency 0
Alert 1
Critical 2
Error 3
Warning 4
Notification 5
Informational 6
Debugging 7

Logging Filters W

ASDM
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B Logging Filters

Add/Edit Class and Severity Filter

Add/Edit Class and Severity Filter

auth

emergency
debugging

e Event Class
All
auth
bridge
ca PKI
config
ha
ids
ip IP
np
ospf OSPF
rip RIP
rm
session
snmp SNMP
sys
e Severity
Emergency 0
Alert 1
Critical 2
Error 3
Warning 4
Notification 5
Informational 6

Debugging 7

ASDM
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Logging Filters W

Add/Edit Syslog Message ID Filter

Add/Edit Syslog Message ID Filter
ID ID

* Message IDs ID ID
101001-101010

ASDM
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W Rate Limit
Rate Limit
Rate Limit
Logging Setup
ID
syslog
e Logging Level
Disabled
Emergency 0
Alert 1
Critical 2
Error 3
Warning 4
Notification 5
Informational 6
Debugging 7
¢ No of Messages
Number of Messages Time Interval
e Interval (Seconds)
Number of Messages ~ Time
Interval
e Edit Edit Rate Limit
. syslog
Syslog ID ID

Logging Level
P.13-16 syslog

No of Messages
Interval (Seconds)
Add

* Apply
File
TFTP

* Reset

Refresh

i ASDM
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Rate Limit W
e P.13-17 Edit Rate Limit for Syslog Logging Level
e P.13-18 Add/Edit Rate Limit for Syslog Message
Edit Rate Limit for Syslog Logging Level
Edit Rate Limit for Syslog Logging Level
syslog

e Logging Level ID
Disabled
Emergency 0
Alert 1
Critical 2
Error 3
Warning 4
Notification 5
Informational 6
Debugging 7

¢ No of Messages

e Time Interval (seconds)

e OK

e Cancel

e Help

e Reset Refresh

ASDM
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W Rate Limit

Add/Edit Rate Limit for Syslog Message

Add/Edit Rate Limit for Syslog Message

e Syslog Message ID

e Number of Messages

e Time Interval

Number of Messages

Time Interval

i ASDM
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Syslog
Syslog
Syslog Servers FWSM syslog
syslog Logging Setup
Logging Filters
A
4 syslog
e Interface syslog
e |P Address syslog IP
e Protocol/Port syslog FWSM
e EMBLEM EMBLEM Protocol/Port  UDP
e Queue Size syslog FWSM
e Allow user traffic to pass when TCP syslog server is down syslog
e Deny connection upon queue full Queue Size
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e cpmCPUTotalTable
FWSM

e rising threshold

CISCO-REMOTE-ACCESS-MONITOR-MIB

FWSM MIB
FWSM

¢ session-threshold-exceeded

CISCO-SYSLOG-MIB

FWSM
e clogMessageGenerated

MIB

i ASDM

OL-15463-01-J |



| 13 SNMP

SNMP

13-1 SNMP MIB
MIB
CISCO-UNIFIED-FIREWALL-MIB FWSM MIB

FWSM

e cufwUrlFilterGlobals URL
IF-MIB FWSM

e |fTable
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e system
NAT-MIB FWSM MIB

FWSM
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FWSM
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ASR Group
ID ASR Group
1
1 FWSM 2
2 FWSM NAT
FWSM
ASR
Group ASR Group
Y
Stateful Failover
2
. 2
ASR Group FWSM

* Interface FWSM
e ASR Group ID ASR Group

ASR Group -- None --

1 32
ASR Group
ASR Group ID ASR Group
ASR Group 1 ASR Group 8
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« RIP

BGP
FWSM  BGP BGP

e BGP P.14-3
e BGP P.14-3
e BGP P.14-4

BGP p.28-1

BGP
FWSM BGP

o BGP
e BGP 1

FWSM BGP UPDATE
BGP

. BGP

e BGP IPv6 VPN NLRI
iBGP eBGP

BGP
FWSM  BGP

e BGP
BGP

e FWSM BGP

BGP

1 Configuration > Routing > Dynamic Routing > BGP
BGP

2 Enable BGP Routing BGP
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BGP

Router AS FWSM
AS 1 65535
Router ID FWSM ID
IP
FWSM IP
BGP BGP
a. Neighbor Address BGP IP
b. Remote AS BGP
C. Password BGP
Confirm Password
BGP FWSM

S1@#$%A&*()-_=+\}{[" ::/><.,?

Mode
BGP
FWSM 200
a. IP Network
b. Netmask
c. Add BGP Networks
d. BGP Networks
Delete
Apply FWSM
BGP BGP
1 1 BGP

BGP Routing Parameters

e Enable BGP Routing BGP
BGP

e Router AS FWSM

BGP

ID FWSM

1 65535

BGP
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e Router ID FWSM

BGP Neighbor BGP Neighbor

¢ Neighbor Address BGP
e Remote AS BGP
e Password BGP

¢ Mode
e Confirm Password

BGP Networks BGP Networks

e BGP Networks BGP
¢ |P Network
e Netmask IP Network

e Add

Dynamic Routing W

ID ID IP FWSM
IP
FWSM IP
BGP BGP
IP
MD5 BGP
BGP

BGP Networks

e Delete BGP Networks

BGP P.14-3

BGP P.28-1

OSPF
OSPF

OSPF RIP

OSPF MD5
RIP

NAT

LSA

OSPF

OSPF
2 OSPF
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Boundary Router ASBR;

ABR LSA

3LSA

OSPF

FWSM

NAT  OSPF

Area Border Router ABR;

Autonomous System

OSPF ABR
ABR

3LSA

AS

3LSA

FWSM  ASBR
5 LSA

NAT

OSPF

e Setup

e Interface

e Static Neighbor
e Virtual Link

e Filtering

* Redistribution

e Summary Address

Setup

Setup OSPF

OSPF

OSPF

FWSM

5 AS External LSA

FWSM

OSPF

RIP

OSPF

e Setup > Process Instances

e Setup > Area/Networks

e Setup > Route Summarization
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Setup > Process Instances

OSPF 2 OSPF
e OSPF Process 1 OSPF Process 2
e Enable this OSPF Process OSPF
FWSM RIP OSPF
e OSPF Process ID OSPF ID
OSPF OSPF ID

65535

e Advanced Edit OSPF Process Advanced Properties
Router ID djacency Changes Administrative Route Distances Timers

Default Information Originate

OSPF

OSPF

Edit OSPF Process Advanced Properties

Edit OSPF Process Advanced Properties
Administrative Route Distances Timers

e OSPF Process OSPF
e Router ID ID

¢ Ignore LSA MOSPF
syslog

Router ID  Adjacency Changes

Default Information Originate

Router ID IP
FWSM IP
FWSM
ASDM

ID

6 MOSPF LSA
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RFC 1583 Compatible

OSPF

Adjacency Changes
syslog
Log Adjacency Changes
FWSM

Log Adjacency Changes Detail

Administrative Route Distances

Inter Area 1
1 255

Intra Area
1 255

External

100

Timers LSA
SPF Delay Time OSPF

SPF

SPF Hold Time SPF

10
LSA Group Pacing LSA
Default Information Originate ASBR
Enable Default Information Originate
Always advertise the default route

Metric Value OSPF

Metric Type OSPF

2
Route Map

syslog

OSPF

0

10

65535

1800

RFC 1583
RFC 2328
RFC
OSPF
FWSM  syslog
100
255 100
SPF
5
1 65534
240
OSPF
OSPF
0 16777214
1 2 1
2
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Setup > Area/Networks

Area/Networks FWSM

e Area/Networks OSPF

Add/Edit OSPF Area
OSPF Process
Area ID
Area Type

ID

Networks

Authentication
Password MD5

Options
Cost
e Add Add/Edit OSPF Area

¢ Edit Add/Edit OSPF Area

e Delete

Dynamic Routing W

OSPF

OSPF

NSSA

None

Add/Edit OSPF Area
Add/Edit OSPF Area

e OSPF Process

OSPF ID

e ArealD
IP

e AreaType
Normal

OSPF

OSPF
FWSM OSPF

OSPF

ID
10

ID 10

0 4294967295

OSPF
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Stub
LSA 5LSA
LSA 3 4
Summary
LSA
NSSA not so stubby
7 LSA

Information Originate

Redistribute

Summary
LSA

Default Information Originate
NSSA

Metric Value
16777214

Metric Type
2 2

e Area Networks OSPF
Enter IP Address and Mask

IP Address

1

Netmask IP

255.255.255.255

Add Enter IP Address and Mask

Delete
Area Networks
IP Address
Netmask
* Authentication OSPF

None

Password

MD5 MD5
e Default Cost

AS External
Summary
NSSA
NSSA Summary
LSA
Redistribute Default
NSSA
NSSA
NSSA
7
OSPF 0
1
OSPF 1 1
2
IP
0.0.0.0 0.0.0.0 0.0.0.0
Area Networks
Area Networks
OSPF
0 65535
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Setup > Route Summarization

OSPF ABR 1

ABR OSPF
Summary Address

e Route Summarization FWSM

Add/Edit Route
Summarization

OSPF Process OSPF OSPF ID

Area ID
IP Address
Network Mask

Advertise
yes
no

e Add Add/Edit Route Summarization

e Edit Add/Edit Route Summarization

e Delete
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Add/Edit Route Summarization

Interface

Route Summarization

Add Route Summarization
Edit Route Summarization

e OSPF Process OSPF
e ArealD ID
e |P Address
¢ Network Mask 1
e Advertise
3 LSA
3 LSA
Interface OSPF

* Interface > Authentication
¢ Interface > Properties
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Interface > Authentication
Authentication FWSM

e Authentication Properties FWSM

Interface
Authentication Type

None OSPF
Password
MD5 MD5
Area

e Edit

Dynamic Routing W

OSPF

Edit OSPF Interface Properties

OSPF

Edit OSPF Interface Properties

Edit OSPF Interface Authentication
Edit OSPF Interface Authentication

¢ |Interface

e Authentication OSPF
None

Password

MD5 MD5
Area

OSPF

OSPF

Add/Edit OSPF Area
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e Authentication Password

Enter Password 8
Re-enter Password
e MDS5 IDs and Keys

MD5

MD5

MD5
OSPF
ID

Enter MD5 ID and Key MD5

Key ID

Key 16

Add

Delete

MD?5 ID and Key
Key ID

Key

ID 1

MD5
MD5

255

MD5 ID
ID
MD5

Key

MDS5 ID Key

Interface > Properties

Properties

e OSPF Interface Properties

Properties
Interface OSPF

Broadcast
No
Yes

Cost
Priority

MTU Ignore MTU
MTU

Database Filter
Yes

e Edit

OSPF

OSPF

Edit OSPF Interface

Yes

OSPF

No
Yes

LSA
No

Edit OSPF Interface Properties
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Edit OSPF Interface Properties

e |nterface OSPF

e Broadcast

VPN

Static Route

OSPF
OSPF
OSPF VPN
OSPF OSPF
e Cost
* Priority OSPF
0 255
e MTU Ignore OSPF
DBD MTU
OSPF
¢ Database Filter
LSA
CPU
OSPF LSA

OSPF

Static Neighbor

OSPF
OSPF
clear local-host all
VPN
10
2
ID
1 0
MTU
DBD
IP MTU
OSPF LSA
LSA
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Edit OSPF Interface Advanced Properties

Edit OSPF Interface Advanced Properties OSPF  hello
dead OSPF
e Hello Interval hello hello
1 65535
10
e Retransmit Interval LSA
LSA LSA
LSA
1 65535
5
e Transmit Delay LSA
LSA
LSA
1 65535 1
e Dead Interval hello
1 65535 Hello Interval
4
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Static Neighbor

Static Neighbor

Static Neighbor

e Static Neighbor OSPF
Add/Edit OSPF Neighbor Entry

OSPF Process OSPF
Neighbor IP
Interface

e Add Add/Edit OSPF Neighbor Entry

e Edit Add/Edit OSPF Neighbor Entry

e Delete Static Neighbor

Add/Edit OSPF Neighbor Entry
Add/Edit OSPF Neighbor Entry

o 2 OSPF
. Static Route

OSPF Process OSPF

Neighbor IP
Interface
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Virtual Link
OSPF

2 OSPF OSPF

Virtual Link
Add/Edit Virtual Link

e OSPF Process OSPF
e ArealD ID
e Peer Router ID ID

e Authentication

None
Password
MD5 MD5
Virtual Link
e Add Virtual Link Add/Edit Virtual Link
e Edit Add/Edit Virtual Link
e Delete Virtual Link
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Add/Edit Virtual Link
Add/Edit Virtual Link

e OSPF Process OSPF
e ArealD OSPF NSSA
e Peer Router ID ID

e Advanced Advanced OSPF Virtual Link Properties
OSPF

Advanced OSPF Virtual Link Properties
Advanced OSPF Virtual Link Properties OSPF

e Authentication OSPF
None OSPF
Password

MD5 MD5
e Authentication Password

Enter Password 8
Re-enter Password

¢ MDS5 IDs and Keys MD5 MD5
OSPF
MD5 1D

Enter MD5 ID and Key MD5

Key ID ID 1 255
Key 16

Add MD5 MD5 ID Key

Delete MD5 ID MD5ID Key
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Filtering

MDS5 ID and Key MD5 ID
Key ID ID
Key ID

e Intervals

Hello Interval hello
hello

1 65535 10

Retransmit Interval LSA
LSA
LSA LSA

Transmit Delay LSA
LSA

1 65535

Dead Interval hello
1 65535
Hello Interval 4

1 65535

LSA

Filtering OSPF ABR 3LSA

ABR 3 LSA 1

OSPF OSPF OSPF

OSPF ABR 3LSA OSPF

ABR 3LSA

OSPF
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Filtering
Add/Edit Filtering Entry
e  OSPF Process OSPF
e ArealD ID
e Filtered Network

¢ Traffic Direction OSPF LSA Inbound
OSPF LSA Outbound

e Sequence # LSA

e Action LSA Permit LSA
Deny

e Lower Range
¢ Upper Range

Filtering
e Add Filter Add/Edit Filtering Entry

e Edit Add/Edit Filtering Entry

e Delete Filter

Add/Edit Filtering Entry
Add/Edit Filtering Entry Filter

e OSPF Process OSPF

e ArealD ID

e Filtered Network CIDR a.b.c.d/m

e Traffic Direction OSPF
LSA Inbound OSPF LSA
Outbound
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e Sequence # 1 4294967294
LSA
e Action LSA Permit LSA
Deny
e Optional
Lower Range Filtered
Network Upper Range
Upper  Range Lower
Range
Lower Range Filtered Network

Redistribution

Redistribution

Redistribution
Add/Edit OSPF Redistribution Entry

e OSPF Process OSPF
e Protocol

Static

Connected IP
AS

OSPF OSPF
e Match

e Subnets Yes
e Metric Value
e Metric Type 1 1 2

e Tag Value 32 10 OSPF
ASBR 0 4294967295
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* Route Map

Redistribution

e Add

e Edit

e Delete

Dynamic Routing

Add/Edit OSPF Redistribution Entry

Add/Edit OSPF Redistribution Entry

Redistribution

Add/Edit OSPF Redistribution Entry
Add/Edit OSPF Redistribution Entry

e OSPF Process

e Protocol

Static

Connected

OSPF
OSPF
e Match

Internal AS
External 1

External 2

NSSA External 1
OSPF

NSSA External 2
OSPF

Redistribution

OSPF

IP
AS

OSPF
OSPF ID

1 OSPF

2 OSPF

1 NSSA

2 NSSA
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e Metric Value

e Metric Type

e Tag Value

4294967295
e Use Subnets

* Route Map

OSPF OSPF

1 OSPF
20

32 10
ASBR

1 16777214

OSPF

Summary Address

Summary Address

OSPF

Summary Address

e OSPF Process
e IP Address

e Netmask

e Advertise

e Tag

OSPF

OSPF ASBR OSPF

Add/Edit OSPF Summary Address Entry

OSPF

Yes
No

32 10
ASBR

OSPF
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Summary Address
e Add Add/Edit OSPF Summary Address
Entry
e Edit Add/Edit OSPF Summary Address Entry
e Delete Summary Address

Add/Edit OSPF Summary Address Entry

Add/Edit OSPF Summary Address Entry Summary Address
Summary Address

e OSPF Process OSPF
e |P Address IP

e Netmask

e Advertise

e Tag 32 10
OSPF ASBR
0 4294967295
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RIP

RIP

RIP

FWSM RIP 1 RIP

RIP

RIP 1
RIP 2
RIP
FWSM

OSPF RIP

RIP

e FWSM RIP
e RIP 1
e RIP 15

e RIP

RIP 2
RIP 2

e RIP 2 FWSM

* RIP 2
224.0.0.9

e RIP RIP RIP
Configuration

Interface RIP

Action
RIP
default route
Passive RIP

BCast default route & Passive RIP

Version RIP

Auth Type
MD5
Text

15

1D RIP 2

224.0.0.9

RIP 2

Add/Edit RIP
RIP

RIP

BCast

RIP

RIP 2
MD5

i ASDM

OL-15463-01-J |



Dynamic Routing W

Auth Key RIP 2
Key ID RIP 2 ID
e Add Add/Edit RIP Configuration RIP FWSM
e Edit Add/Edit RIP Configuration RIP
e Delete RIP RIP 2
224.0.0.9
Add/Edit RIP Configuration
Add RIP Configuration RIP FWSM
RIP RIP Edit
RIP Configuration RIP
e Interface RIP 2
RIP
e Action options RIP
Broadcast/multicast default route RIP
Passive RIP RIP
RIP
BCast Default route & Passive RIP: RIP
e Version options RIP
RIP 1 RIP 1
RIP 2 RIP 2
RIP 2
224.0.0.9
ASDM
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Version 2 Authentication RIP

Enable Authentication

MD5
Clear text
Key

Key ID

RIP

MD5

RIP

FWSM

FWSM

FWSM
16

FWSM
1 255
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Static Route

Static Route FWSM
ECMP 3
Equal Cost Multi-Path routing ECMP;
ECMP
IP
IP 0.0.0.0 0
3
1
1 FWSM IP IP
FWSM IP ARP IP
ARP
Static Route Static Route
¢ [nterface
e |P Address IP
0.0.0.0 IP 0.0.0.0 0
e Netmask
0.0.0.0 0.0.0.0 0
e Gateway IP IP
e Metric
1
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Add/Edit Static Route

Add/Edit Static Route

¢ [nterface Name

e |P Address IP

0.0.0.0 IP 0.0.0.0 0
e Mask

0.0.0.0 0.0.0.0 0
e Gateway IP IP
e Metric

1
1
OSPF 110

ASDM
OL-15463-01-J |



| 14

ARP

arp H

ARP
IP
MAC ARP MAC
IP 2 IP
ARP IP IP
MAC
ARP IP ARP MAC
NAT FWSM
FWSM ARP FWSM
ARP FWSM  MAC
¢ Interface
e Proxy ARP Enabled ARP  NAT
Yes No
¢ Enable ARP
ARP
* Disable ARP
ASDM
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Multicast FWSM
IGMP PIM IGMP
IGMP
PIM
Y
UDP
Enable Multicast Routing FWSM IP
IP
e IGMP
e MForwarding
e PIM
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IGMP

Access Group

IP
IGMP IGMP
224.0.0.0
UDP224.0.0.0
FWSM IGMP
¢ Protocol

e Access Group
e Join Group
e Static Group

Access Groups

Group
Interface

Action

Deny
Multicast Group Address

Netmask
e Insert Add/Edit Access Group

e Add Add/Edit Access Group

e Edit Add/Edit Access Group

e Delete

239.255.255.255

224.0.0.2

DIP

224.0.0.1

ASDM
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Add/Edit Access

Permit
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Add/Edit Access Group
Add Access Group Access Group
Edit Access Group
Interface
Action permit
deny
Multicast Group Address
Netmask
1
Join Group
FWSM Join Group FWSM

FWSM
Static Group

e Join Group
Interface  FWSM
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Multicast Group Address

e Add Add/Edit IGMP Join Group

e Edit Add/Edit IGMP Join Group

Add/Edit IGMP Join Group

Add IGMP Join Group
Edit IGMP Join Group

e |nterface FWSM

e Multicast Group Address
224.0.0.0  239.255.255.255

Protocol
Protocol FWSM IGMP
e Protocol IGMP
Configure IGMP Parameters
Interface
Enabled IGMP Yes
IGMP No
Version IGMP
Query Interval IGMP
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Query Timeout
Response Time IGMP

Group Limit
Forward Interface

e Edit

IGMP

FWSM

IGMP

Configure IGMP Parameters

Configure IGMP Parameters

Configure IGMP Parameters
IGMP

e |[nterface

e Enable IGMP

FWSM

e Version
1

IGMP 2
e Query Interval

e Query Timeout

255

e Response Time IGMP

FWSM

1 12
2
e Group Limit
500

e Forward Interface IGMP

IGMP

1 3600

500

IGMP

IGMP
IGMP

IGMP
1 IGMP 2

IGMP
125

FWSM

60 300

IGMP
FWSM
10

None

IGMP

IGMP

FWSM

IGMP
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Static Group
IGMP
2
e Join Group
FWSM
e Static Group FWSM
FWSM

IGMP

e Static Group

Interface FWSM
Multicast Group Address

e Add Add/Edit IGMP Static Group

e Edit Add/Edit IGMP Static Group
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Add/Edit IGMP Static Group

Add IGMP Static
Group
Edit IGMP Static Group

¢ Interface FWSM

e Multicast Group Address
224.0.0.0 239.255.255.255

ASDM
OL-15463-01-J |



MForwarding

MForwarding

MForwarding

IGMP

e Multicast Forwarding
Interface  FWSM

Multicast Forwarding Enabled

Multicast Forwarding Enabled

Yes
No
Yes No
e Enable
e Disable
° — [ ) — —
. P.15-1
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MRoute

FWSM

e Multicast Route FWSM

Source Address IP

Source Interface
Destination Interface
Admin Distance

e Add Add/Edit Multicast Route

e Edit Add/Edit Multicast Route

e Delete

GRE

Add/Edit Multicast Route

CIDR

Add/Edit Multicast Route

FWSM

e Source Address IP

e Source Mask IP

e Source Interface
e Destination Interface

Add Multicast Route
Edit Multicast Route

RPF

i ASDM

OL-15463-01-J |



| 15

MRoute H

e Admin Distance

ASDM
[ oL-15463-01-J



15

H Pm
PIM
FWSM PIM
PIM
PIM
e Protocol
e Rendezvous Points
e Request Filter
e Route Tree
Protocol
Protocol PIM
e Protocol PIM
Edit PIM Protocol
Interface  FWSM
PIM Enabled PIM Yes
No
DR Priority
Hello Interval PIM  hello
Join-Prune Interval PIM
e Edit Edit PIM Protocol

Edit PIM Protocol

Edit PIM Protocol

¢ |[nterface
e PIM Enabled

PIM

PIM
PIM
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e DR Priority
DR 0 4294967294
DR 1 0 FWSM
¢ Hello Interval PIM hello
1 3600 30
e Join-Prune Interval PIM
10 600 60
Rendezvous Points
PIM RP 1
RP
RP
1 RP
IP 224.0.0.0/4 RP
RP RP 1
e Generate 10S compatible register messages RP  Cisco 10S
FWSM Cisco 10S PIM
PIM
PIM 4
e Rendezvous Points FWSM RP
Rendezvous Point RP  IP
Multicast Groups RP RP
--All
Groups--
Bi-directional Yes
No
e Add Add/Edit Rendezvous Point RP
e Edit Add/Edit Rendezvous Point RP
e Delete RP Rendezvous Point
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Add/Edit Rendezvous Point

Add Rendezvous Point Rendezvous Point
Edit Rendezvous Point RP
o RP 2
. RP  All Groups

e Rendezvous Point IP Address RP  IP
RP

Use bi-directional forwarding

FWSM
PIM
Y

FWSM PIM  hello

e Use this RP for All Multicast Groups
RP
e Use this RP for the Multicast Groups as specified below RP
e Multicast Groups RP
deny
RP
Multicast Group
Action Permit

deny
Multicast Group Address
Netmask
e Insert Before Multicast Group
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e Add Multicast Group
e Edit Multicast Group
e Delete
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Multicast Group
1
Add Multicast Group
Edit Multicast Group

e Action Permit

Deny
e Multicast Group Address
¢ Netmask
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Request Filter

FWSM RP
RP Request Filter FWSM
PIM
e Multicast Groups
deny

Request Filter Entry
Action Permit
deny
Source

Destination
e Insert Before Request Filter Entry

e Insert After Request Filter Entry

e Add Request Filter Entry

e Edit Request Filter Entry

e Delete

Request Filter Entry

Request Filter Entry FWSM RP
FWSM IP
e Action FWSM
Permit
FWSM Deny
e Source IP Address IP

e Source Netmask
e Destination IP Address
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e Destination Netmask

pv W

Route Tree
PIM

FWSM

Use Shared Tree for All Groups

Multicast Groups

Action

Multicast Group Address
Netmask

e Insert Before Multicast Group

e Insert After Multicast Group

e Add Multicast Group

e Edit Multicast Group

e Delete

Use Shortest Path Tree for All Groups

Use Shared Tree for the Groups specified below

deny

Multicast Groups
Multicast Groups

deny

Multicast Group

Permit
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3
IP 3
FWSM
ARP ARP
ARP
MAC
MAC MAC
e FFFF.FFFF.FFFF TRUE MAC
e 0100.5E00.0000 0100.5EFE.FFFF IPv4 MAC
e 3333.0000.0000  3333.FFFF.FFFF IPv6 MAC
e (100.0CCC.CCCD BPDU
e 0900.0700.0000  0900.07FF.FFFF Appletalk
FWSM
IP
EtherType IP
Y
FWSM CDP 0x600 EtherType
1S-1S
BPDU
OSPF RIP EIGRP BGP
HSRP  VRRP FWSM
IP AppleTalk IPX BPDU MPLS EtherType
DHCP
DHCP IP/ITV
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FWSM  NAT
MAC
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syslog FWSM
FWSM 1
CCM  H.323
H.323
H.323 FWSM
NAT FWSM  MAC
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FWSM
16-1
16-1

192.168.1.2

92895

ASDM
OL-15463-01-J |



16-2 2 FWSM

g%

AAA FWSM

IP
IP P.5-7

FWSM

FWSM

ASDM

[ oL-15463-01-J



16

NAT
. IP 3 FWSM
EtherType IP
16-1
16-1
FWSM
FWSM
IP EtherType IPv6 EtherType
IPv6
DHCP DHCP
DHCP
DHCP
DHCP
FWSM LoopGuard
FWSM EtherChannel
EtherChannel  err-disable
FWSM
VPN VPN
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CLI

FWSM

firewall transparent FWSM
FWSM

FWSM

hostname (config)# firewall transparent

hostname (config)# no firewall transparent
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EtherType
EtherType
1 1 EtherType
IP IP
Y
FWSM
FWSM
EtherType IP
EtherType EtherType
. EtherType P.17-2
J P.17-5
e EtherType P.17-8
EtherType
EtherType
o EtherType P.17-2
. pP.17-2
. P.17-3
. P.17-3
. EtherType P.17-3
. P.17-4
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EtherType
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EtherType

FWSM

EtherType IPv4
EtherType 8037 IPX  EtherType

EtherType

EtherType FWSM
FWSM

FWSM

Access Rules Download Complete: Memory Utilization: < 1%

EtherType

ARP

EtherType

IPv4

EtherType

FWSM EtherType

EtherType
P.A-7

10.0.0.0/8 10.1.1.0/24

show access-list

FWSM

Access Rules Download Complete: Memory Utilization: < 1%

1000
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1000
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|
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FWSM /AT :m
J ~
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ek @ HR \ Eng&
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10.1.1 .14_)732%165/‘72?\11; — 10.1.3.34—> 209.165.201.8
FAY — =
10.1.2.67—> 209.165.201.6 AFTAY7 NAT 3
RAF 494 NAT 8
e NAT IP P.17-5
. P.17-7
P.17-7
NAT P
NAT P
NAT
FWSM
17-3
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EtherType
17-3 IP NAT
209.165.200.225
=
AN
MED
7&18 ACL
10.1.1.0/24 A5 209.165.200.225 ~EFA]
10.1.1.0/24
10.1.1.0/24—> 209.165.201.4:port
PAT ®
17-4
17-4 IP NAT

209.165.200.225

=
&

ACL
Q09.165.200.225 M5 209.165.201.5 ~ZEEFA )

10.1.1.34—> 209.165.201.5 §
RAT499 NAT e

NAT
17-5
NAT
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17-5 IP

RAT499 NAT
209.165.200.225 > 10.1.1.56

SHER

MED
/\

ACL
10.1.1.0/24 55 10.1.1.56 ~ZFFA]

10.1.1.0/24

10.1.1.0/24—> 209.165.201.4:port
PAT

104635

TCP

ICMP

ICMP
ICMP

EtherType
NAT
UDP FWSM
FWSM
ICMP
ICMP
DHCP DHCP
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EtherType
17-1
17-1
DHCP uDP 67 68 DHCP
FWSM  DCHP
EIGRP 88 —
OSPF 89 _
UDP D
224.0.00 239.x.x.X
RIP vl v2 |UDP 520 —
EtherType
EtherType
. EtherType P.17-8
. EtherType P.17-8
e MPLS P.17-9
EtherType
EtherType 16 16 EtherType
EtherType V2
802.3
EtherType
EtherType BPDU BPDU SNAP FWSM
BPDU
FWSM FWSM BPDU
BPDU VLAN BPDU
FWSM VLAN
Y
EtherType
BPDU
EtherType
EtherType
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MPLS

MPLS Label Distribution Protocol LDP; Tag

Distribution Protocol TDP; TCP FWSM

FWSM MPLS LDP TDP
ID FWSM IP
LDP TDP MPLS

Cisco 10S LDP TDP

interface FWSM

hostname (config)# mpls 1ldp router-id interface force

hostname (config)# tag-switching tdp router-id interface force
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Access Rules

Access Rules

F2
ASDM
p.17-2 EtherType
e Add
e Edit
e Delete
e Move Up
e Move Down
e Cut
e Copy Paste
e Paste Add/Edit
Rule
Paste
Paste Paste After
¢ Find Find
Filter Filter Find
Filter Interface Source Destination
Source or Destination Destination Service Rule Query
Condition Source Destination Source or Destination
Destination Service is contains is
Source/Destination contains
10.1.1.1/32  10.1.1.1 10.1.1.0/24
10.0.0.0/8 any tcp port 80 tcp any
tcp port 80
Filter Interface
Source Destination
IP

Browse Address
Destination Service TCP UDP TCP-UDP ICMP IP
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Browse Service Groups
Filter
Filter
Clear
Define Query Flter Query
e Diagram Rule Flow Diagram
e Export HTML
e Show Real-Time Log Viewer syslog
Access Rules
Insert
Insert After Insert Insert
After
* No
e Enabled
e Source Destination Type
IP IP any
any
inside: any
e Destination Source Type
IP IP any
any
outside: any
IP [209.165.201.1-209.165.201.30]
xlate
IP
e Service
e Action Permit Deny
e Hits Preferences
Access Rules
e Logging
e Time
e Description Implicit
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e Services

e Time Ranges

Define Query

Define Query

e Name
e Description
e Match Criteria

Filter

any of the following criteria
all of the following criteria

Field
Value inside

Remove

Define New Criteria

Field Interface  Source Destination
Rule Query

Value Interface

Action

Permit  Deny Rule Query

Destination IP
Browse Address
Service TCP UDP TCP-UDP ICMP

Browse Service Groups

Add Match Criteria

Service Action

Source
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| |
Add/Edit Access Rule
Add/Edit Access Rule
P.17-2 EtherType
e |nterface
e Action Permit Deny
Permit
Deny
e Source Destination IP
IP any
IP IP
e Destination Source Type
IP IP any
IP IP

e Service

e Description
e Enable Logging

Logging Level default emergencies alerts critical errors warnings notifications informational
debugging

e More Options
Enable Rule

Traffic Direction
incoming outgoing

Source Service TCP UDP

Logging Interval
Time Range

ASDM
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Manage Service Groups

Manage Service Groups TCP UDP
TCP-UDP IPSec
ASDM CLI

ftp telnet smtp

FWSM TCP

bgp chargen cmd daytime discard domain echo exec finger ftp ftp-data gopher h323 hostname
http ident irc klogin kshell Ipd nntp pop2 pop3 pptp smtp sqglnet sunrpc tacacs talk telnet
time uucp whois www

e TCP TCP

e UDP UDP

e TCP-UDP TCP UbP

e Service Group table
Edit Delete
Add
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Add/Edit Service Group

Add/Edit Service Group TCP UDP

e Service Group Name

e Description

* Service

e Range/Port #

Advanced Access Rule Configuration
Advanced Access Rule Configuration
FWSM
FWSM
FWSM
1 FWSM
CPU
FWSM
FWSM
DoS
FWSM
CPU
p.17-2 EtherType
Log Options
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e Maximum Deny-flows FWSM

e Alert Interval
106101 1

e Per User Override table

4096

300

RADIUS

RADIUS

Log Options
Log Options
P.17-15 Advanced Access Rule Configuration
Log DoS
Access Rules Advanced Maximum Deny-flow
e Use default logging behavior FWSM
106023
e Enable logging for the rule
FWSM
106100
FWSM
Logging Interval FWSM
FWSM 0
1 FWSM
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Logging Level syslog

Emergencies 0 FWSM
Alert 1

Critical 2

Error 3

Warning 4

Notification 5
Informational 6
Debugging 7

Logging Interval FWSM
600

Disable logging for the rule

syslog

300
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N EtherType

EtherType

EtherType Rules
EtherType

EtherType

e Add

e Edit EtherType
e Delete EtherType
e Move Up

e  Move Down
e Cut
e Copy

* Paste
Rule

EtherType

Paste

EtherType Rules

After
After

e No
e Action

e Ethervalue EtherType
16 0x600 1536

* Interface
e Direction Applied
e Description

Permit

EtherType
FWSM

EtherType

p.17-2

Paste

Paste

Deny

IP
EtherType

EtherType

Paste After

Insert

Insert

IPX BPDU MPLS-Unicast MPLS-Multicast
Oxffff

EtherType

Add/Edit

Insert
Insert
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Add/Edit EtherType Rule
Add/Edit EtherType Rules EtherType
EtherType p.17-2 EtherType
e Action Permit Deny
e Interface
e Apply rule to
e Ethervalue EtherType BPDU IPX MPLS-Unicast MPLS-Multicast any 0x600  Oxffff
16 16 0x600 1536 Oxffff

EtherType
e Description
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AAA
AAA P.11-2 AAA Access
e AAA p.18-1
¢ AAARules P.18-2
. P.18-5
. P.18-9
. P.18-15
¢ MAC p.18-17
e Advanced AAA Configuration P.18-18
FWSM
Osl
FWSM
AAA FWSM
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H AAARules

AAA Rules

Security Policy
AAA
AAA
AAA Rules MAC
AAA AAA
AAA
Telnet AAA
FWSM
2
@
AAA
[ ]
[ )
e AAA
. Telnet FTP

AAA
10 AAA

FWSM

DMZ

FTP

MAC

1. Configuration > Features > Properties > AAA Setup > AAA Server Groups

2.
Administration > User Accounts
3.
4. AAA
e Add AAA
e Edit AAA
e Delete AAA
e Move Up

e  Move Down
e Cut
e Copy

Configuration > Features > Properties >

Paste
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e Paste

Paste

e Find

Filter

Filter
Query

Filter

Source

AAA Rules W

Add/Edit Rule

Paste
Paste After

Find
Filter Find

Interface Source Destination Service Action Rule

Interface
All Interfaces Action
Permit  Deny Rule Query

Destination IP
Browse Address
Service TCP UDP TCP-UDP ICMP IP
IP 1

Browse Service Groups

Filter
Clear

Filter
Rule Query

Rule Queries

e Show Rule Flow Diagram Rule Flow Diagram

* No
e Enabled

e Action AAA

Authenticate Do Not Authenticate
AAA Rules

Insert Insert After
Insert Insert After

e Source Destination IP

AAA

IP

e Destination Source IP

AAA

e Service

IP

e Action Authenticate Do Not Authenticate Authorize Do Not Authorize

e Server Group AAA Server Group AAA Properties
> AAA Setup > AAA Server Groups AAA

e Time

e Description

1
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® P.18-5
¢ P.18-7
FWSM AAA
° P.18-5
* P.18-5
. PAT HTTP P.18-6
e FWSM P.18-6
Timeouts
Telnet FTP FWSM
Telnet FTP
HTTP HTTPS
Basic=Uuhjksdkfhk==
Web
FWSM
HTTP HTTPS Telnet FTP
FWSM
FWSM  AAA
. 21 FTP
° 23 Telnet
. 80 HTTP
. 443 HTTPS
Telnet FTP FWSM FWSM
HTTP HTTP HTTPS
FWSM
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S
HTTP Advanced AAA Configuration HTTP
Web AAA
Web
HTTP
HTTP
FTP FWSM @ FTP namel@name2
FWSM @ FTP
password1@password2
name> jamiec@patm
password> letmein@hellO
@
PAT HTTP
HTTP PAT FWSM
FWSM 80
HTTP
TCP 889 80 www
static (inside,outside) tcp 10.48.66.155 889 192.168.123.10 www netmask
255.255.255.255
889  10.48.66.155 FWSM
HTTP FWSM HTTP Web
HTTP
80
static

(inside,outside) tcp 10.48.66.155 889 192.168.123.10 111 netmask
255.255.255.255

FWSM
Web
FWSM
FWSM HTTP S Telnet FTP
Telnet SSH HTTP Telnet SSH HTTP
Telnet SSH HTTP FWSM

IP FWSM
P.11-13 Virtual Access
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Interface and Action

¢ Interface
e Action Authenticate Do not Authenticate

e  AAA Server Group AAA
> AAA Setup > AAA Server Groups

e Add Server/User AAA

Source

e Type any IP Network Object Group

IP address

IP Address
IP address

Netmask
Network Object Group

Group Name
Browse Address

Interface IP

Interface
Destination

e Type any IP Network Object Group

IP address

IP Address
IP address

Netmask
Network Object Group

Group Name
Browse Address

Interface IP
Interface

Protocol and Service
e Protocol tcp udp ip icmp
tcp udp
Source Port
Service

Properties

Interface IP

Browse Address

Browse Address

Interface IP

Browse Address

Browse Address
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Group Service Groups

Browse Service Groups

Destination Port

Service

Group Service Groups
Browse Service Groups
icmp
ICMP Type ICMP
ICMP Group Service Groups

Browse Service Groups
Groups

other
Protocol IP

Protocol Group Service Groups

Browse Service Groups
Service Groups

Rule Flow Diagram Rule Flow Diagram

Do Not Authenticate
Options

e Time Range

e Description

Browse Service Groups

Browse Service Groups

Browse Service

Browse

Authenticate

ASDM
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FWSM

e TACACS+ P.18-9

¢ RADIUS p.18-11

TACACS+
TACACS+ FWSM
FWSM
IP
FWSM
FWSM TACACS+
TACACS+ FWSM
FWSM
TACACS+

Interface and Action AAA

e |nterface

e Action Authorize Do not Authorize

e AAA Server Group AAA Properties

> AAA Setup > AAA Server Groups

e Add Server/User AAA

Source

e Type any IP Network Object Group Interface IP

IP address

IP Address
IP address

Netmask
Network Object Group

Group Name
Browse Address

Interface IP
Interface

Browse Address

Browse Address

ASDM
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ASDM

Destination

Type any IP

IP address

IP Address
IP address

Netmask
Network Object Group

Group Name
Browse Address

Interface IP
Interface

Protocol and Service

Network Object Group

Protocol tcp udp ip icmp

tep udp
Source Port

Service

Group Service Groups

Browse Service Groups

Destination Port

Service

Group Service Groups

Brow

icmp
ICMP Type ICMP

se Service Groups

ICMP Group Service Groups

Groups
other

Protocol IP

Browse Service Groups

Protocol Group  Service Groups

Service Groups

Browse Service Groups

Interface IP

Browse Address

Browse Address

Browse Service Groups

Browse Service Groups

Browse Service

Browse
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Rule Flow Diagram

Rule Flow Diagram

Authorize
Do Not Authorize
Options
e Time Range
e Description
L] L] L] L] —_—
RADIUS
RADIUS RADIUS access-accept
P.18-5
FWSM RADIUS
FWSM RADIUS
FWSM  RADIUS
FWSM RADIUS

e Per User Override

Per User Override

Per User Override

P.17-15 Advanced Access Rule Configuration
. ACL RADIUS p.18-12
. ACL RADIUS P.18-14
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ACL

RADIUS
Cisco Secure ACS

Cisco Secure ACS
RADIUS

Cisco Secure ACS

Cisco Secure ACS

1

access-list

Cisco Secure ACS

Shared profile Components

Downloadable IP ACLs Content

FWSM

acl_name extended

RADIUS

Name:

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

acs_ten_acl

ACL Definitions

tcp any host 10.0.0.254

udp any host 10.0.0.254

icmp any host 10.0.0.254
tcp any host 10.0.0.253

udp any host 10.0.0.253

icmp any host 10.0.0.253
tcp any host 10.0.0.252

udp any host 10.0.0.252

icmp any host 10.0.0.252
ip any any

FWSM

#ACSACL#-ip-

acl_name
Secure ACS

FWSM

access-list
access-list
access-list
access-list
access-list
access-list
access-1list
access-list
access-list
access-1list

Cisco Secure ACS

acl_name-number

Cisco Secure ACS

#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-1ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-1ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-1ip-xxx-acs_ten_acl-3b5385f7
#ACSACL#-ip-xxx-acs_ten_acl-3b5385f7

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

P.18-12
p.18-13

access-list

acs ten_acl  number  Cisco

tcp any host 10.0.0.254

udp any host 10.0.0.254

icmp any host 10.0.0.254
tcp any host 10.0.0.253

udp any host 10.0.0.253

icmp any host 10.0.0.253
tcp any host 10.0.0.252

udp any host 10.0.0.252

icmp any host 10.0.0.252
ip any any
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RADIUS
Cisco 10S RADIUS cisco-av-pair VSA VSA 1 FWSM
Cisco 10S RADIUS VSA RADIUS Cisco
10S RADIUS VSA RADIUS ID9
cisco-av-pair VSA access-list extended 1 ACE

access-list acl_name extended

ip:inacl#nnn=

nnn 0 999999999 FWSM
0 cisco-av-pair RADIUS VSA ACE

RADIUS cisco-av-pair VSA

ip:inacl#l=permit tcp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
ip:inacl#99=deny tcp any any
ip:inacl#2=permit udp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
ip:inacl#100=deny udp any any
ip:inacl#3=permit icmp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0

cisco-av-pair
RADIUS
FWSM

AAA-user-username

username

FWSM RADIUS

access-list AAA-user-bcham34-79AD4A08 permit tcp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
access-list AAA-user-bcham34-79AD4A08 permit udp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
access-list AAA-user-bcham34-79AD4A08 permit icmp 10.1.0.0 255.0.0.0 10.0.0.0 255.0.0.0
access-list AAA-user-bcham34-79AD4A08 deny tcp any any
access-list AAA-user-bcham34-79AD4A08 deny udp any any

access-list 2

79AD4A08 FWSM RADIUS

ASDM
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ACL RADIUS

FWSM RADIUS
IETF RADIUS filter-id 11

filter-id=acl_name

S
Cisco Secure ACS filter-id HTML
filter-id= acl_name
filter-id RADIUS
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i pP.18-15

FWSM FWSM TCP
RADIUS TACACS+

AAA
AAA IP

Interface and Action

¢ Interface
e Action Account Do not Account

e  AAA Server Group AAA
> AAA Setup > AAA Server Groups

e Add Server/User AAA

Source

e Type any IP Network Object Group

IP address

IP Address
IP address

Netmask
Network Object Group

Group Name
Browse Address

Interface IP

Interface
Destination

e Type any IP Network Object Group

IP address

IP Address
IP address

Netmask
Network Object Group

Group Name
Browse Address

UDP

Interface IP

Browse Address

Browse Address

Interface IP

Browse Address

Browse Address

ASDM

[ oL-15463-01-J
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Interface IP
Interface

Protocol and Service

e Protocol tcp udp
Source Port

Service
= 1= > <
Group Service Groups
Browse Service Groups Browse Service Groups
Destination Port
Service
= 1= > <
Group Service Groups
Browse Service Groups Browse Service Groups
Rule Flow Diagram Rule Flow Diagram
Account Do
Not Account
Options

e Time Range

e Description

ASDM
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MAC ||
e MAC p.18-17
MAC
FWSM MAC
FWSM TCP
TCP MAC
e Action MAC Exempt No MAC Exempt MAC Exempt
MAC No MAC
Exempt MAC
ffff.ffff.0000 MAC MAC
MAC
e MAC Address 12 16 nnnn.nnnn.nnnn MAC
¢ MAC Mask MAC FrFf.fEFf A
MAC fff.ffff.0000 8

[ oL-15463-01-J
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Bl Advanced AAA Configuration

Advanced AAA Configuration

HTTP Proxy Limit
Configuration > Features > Security Policy Advanced

e Secure HTTP Secure HTTP HTTPS

Enable Secure HTTP HTTP HTTP HTTPS
FWSM
FWSM  HTTP
At
Enable Secure HTTP AAA HTTP

e Proxy Limit Proxy Limit

Enable Proxy Limit
128

Proxy Limit 1 128
16

e Authentication Challenge FWSM
AAA
FTP Telnet HTTP HTTPS FWSM

FTP
FTP
FWSM HTTP
FTP

FTP FTP
HTTP HTTP
HTTPS HTTPS
Telnet Telnet
e Expired Connections clear uauth

109036
Interface IP
IP Address IP
Mask
Add IP
Edit IP
Delete IP

ASDM
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Advanced AAA Configuration W

clear uauth
IP
IP
109036
¢ [nterface Name IP
e |P Address IP
e Mask

[ oL-15463-01-J
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Bl Advanced AAA Configuration

ASDM
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Filter Rules

v

CHAPTER 1

e Filter Rules P.19-1
e URL Filtering P.19-6

Filter Rules
HTTP HTTPS FTP URL
URL Features >
Configuration > Properties > URL Filtering URL Filtering
Filter Rules FWSM
FWSM
ActiveX Java
HTTP URL Secure

Computing SmartFilter ~ Websense

URL CPU

URL

[ oL-15463-01-J
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Ml Filter Rules

* No

e Source

e Destination
e Service

e Action

e Options

e Add
Add Filter Rule

Add Filter ActiveX Rule
Add Filter Java Rule
Add Filter HTTP Rule
Add Filter HTTPS Rule
Add Filter FTP Rule

e Edit Edit Filter Rule

e Delete
e Cut

* Copy
e Paste
e Find

Filter

Select Source
Filter
Clear
Rule Query
e Rule Diagram Rule Diagram
. Addresses

Type All 1P Address Objects IP Names
Network Object

Name
Add
Edit
Delete
Find
° Services

Type All 1P Address Objects IP Names
Network Object

Name
Edit
Delete
Find

ASDM
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Filter Rules W

° Time Ranges

Add

Edit

Delete

Add/Edit Filter Rule
Add Filter Rule
Y
HTTP HTTPS FTP URL
URL Configuration

> Properties > URL Filtering URL Filtering

e Action

Filter ActiveX

Do not filter ActiveX
Filter Java

Do not filter Java

Filter HTTP (URL)

Do not filter HTTP (URL)
Filter HTTPS

Do not filter HTTPS
Filter FTP

[ oL-15463-01-J
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Ml Filter Rules

Do not filter FTP

Rule Flow Diagram and the Filtering Option

Source Host/Network

IP Address IP

Name

Name Name

Interface

IP Address IP

IP

Mask IP Address
Destination Host/Network

IP Address

Name

Name Name

Interface

IP Address IP

IP

Mask IP Address
Browse Select host/network
Rule Flow Diagram FWSM
HTTP Filtering Option Filter HTTP

Filter HTTP on port(s) FWSM

TCP/UDP
Block connections to proxy server HTTP
Allow outbound traffic if URL server is not available URL
FWSM
URL
URL Web

Truncate CGI requests by removing the CGI parameters FWSM CaGl
Long URL Filter HTTP
FWSM 1159 URL Websense

URL 4 KB URL
Configuration > Properties > URL Filtering > Advanced
URL Filtering
Drop FWSM URL
Web

i ASDM
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Filter Rules W

Truncate FWSM  URL URL
Block URL
e HTTPS Filtering Option Filter HTTPS
Filter HTTPS on port(s) FWSM
TCP/UDP
Allow outbound traffic if URL server is not available URL
FWSM
URL
URL Web
e FTP Filtering Option Filter FTP
Filter FTP on port(s) FWSM
TCP/UDP
Allow outbound traffic if URL server is not available URL
FWSM
URL
URL Web
Block outbound traffic if absolute FTP path is not provided FTP
FTP

Filter Rules
URL Filtering

ASDM
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M URL Filtering

URL Filtering

ACL
FWSM
e HTTP HTTPS FTP Websense Enterprise
e HTTP Secure Computing SmartFilter Sentian
HTTPS FWSM Sentian HTTP
FWSM
FWSM Web FTP
FWSM
FWSM
FWSM
FWSM FWSM
1
2
3
4 Filter Rules
5 Web
e http://www.websense.com
e http://www.securecomputing.com
4
16 FWSM 1

1 Websense
Secure Computing SmartFilter

ASDM
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URL Filtering

HTTP HTTPS FTP

URL Filtering Server
Websense Websense URL

Secure Computing SmartFilter Secure Computing SmartFilter URL

Secure Computing SmartFilter Port Secure Computing SmartFilter

4005
Interface
IP Address
Timeout

Protocol
TCP Connections URL

Add Websense

Insert

Edit
Delete

Apply
Reset
Advanced

TCP

Secure Computing SmartFilter

URL

Filter Rules

[ oL-15463-01-J
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M URL Filtering

Add/Edit Parameters for Websense URL Filtering

Interface  URL
IP Address URL IP
Timeout
Protocol
TCP1 Websense URL
TCP 4 Websense URL
UDP 4 Websense URL
TCP Connections URL

TCP
TCP 4
uUbP 4
TCP

Add/Edit Parameters for Secure Computing SmartFilter URL Filtering

Interface  URL
IP Address URL IP
Timeout
Protocol
TCP Secure Computing SmartFilter URL

UDP Secure Computing SmartFilter URL

TCP Connections URL

TCP

TCP

UbP

i ASDM
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Advanced URL Filtering

URL Cache Size

URL Filtering W

FWSM
FWSM
IP
e Enable caching based on
Destination Address URL
Websense URL
Source/Destination Address URL URL
URL
e Cache size
URL Buffer Size
FWSM
Web
Web
HTTP
e Enable buffering
Number of 1550-byte buffers 1550
Long URL Support
FWSM 1159 URL Websense
e Use Long URL Websense URL

e Maximum Long URL Size URL
e Memory Allocated for Long URL

[ oL-15463-01-J

ASDM |



19 |

B URL Filtering

ASDM
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CHAPTER 20

FWSM

. P.20-2
e Service Policy Rules P.20-3
e SUNRPC Server P.20-26

ASDM
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ASDM CLI ASDM
3
1.
3.
1
ACE ACL
1
1 Security Policy Service Policy Rules Add

Add Service Policy Rule Wizard - Service Policy

2
Create a service policy and apply
to Interface
Create a
service policy and apply to Global
3 Policy Name 40 Next
Add Service Policy Rule Wizard - Traffic Classification Criteria
4
Traffic match criteria Add/Edit Security
Policy Rules Traffic Criteria
Source and destination IP address (uses
ACL)
5 Next
Add Service Policy Rule Wizard - Rule Actions
6 1

e Protocol Inspection
e Connection Settings

ASDM
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Service Policy Rules ll

7 Finish

Security Policy Service Policy Rules

Service Policy Rules

FWSM

NAT
NAT

FWSM

23 TCP Telnet

Service Policy > Access Rules
Search

e Add

e Edit
e Delete
* Move Up

¢ Move Down
e Cut
e Copy Paste

ASDM
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Ml Service Policy Rules

Paste
Rule

Find
Filter

Filter
Query

Filter Interface

Destination

Service

Browse Service Groups

Filter
Clear Filter

Rule Query Rule Queries

Show Rule Flow Diagram

Packet Trace
Tracer

Service Policy Rules

After
After

Name
No
Enabled

Match

Source Destination
Destination Source
Service

Time

Rule Actions

Description

Add/Edit
Paste
Paste Paste After
Find
Filter Find
Interface  Source Destination Service Rule
All Interfaces Rule Query
Source
IP
Browse Address
TCP UDP TCP-UDP ICMP IP
Rule Flow Diagram
Packet
Insert Insert
Insert Insert
IP
IP
IP
IP

i ASDM
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Service Policy Rules ll

Service Policy

Service Policy

e Create a Service Policy and Apply to

Interface
IP

Interface

Policy Name

Description

Global - applies to all interfaces

Policy Name
1

Description

Edit Service Policy

Edit Service Policy

e Description

ASDM

[ oL-15463-01-J



20

Ml Service Policy Rules

Traffic Classification Criteria

Edit Service Policy Rule Traffic Classification

¢ Name
e Description (optional)
e Traffic match criteria
Default Inspection Traffic

Source and Destination IP Address (uses ACL) ACL IP

TCP or UDP Destination Port TCP UDP

RTP Range RTP
IP DiffServ CodePoints (DSCP) QoS  Differentiated Services

IP Precedence QoS  IP precedence
Any traffic
e Add rule to existing traffic class

e Use class-default as the traffic class
class-default

ASDM
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Default Inspections

Default Inspections Traffic Classification Criteria

Default Inspection Traffic

* Service
e Protocol TCP  UDP
e Port
fixup
FWSM
FWSM
20-1
20-1
ctigbe tep 2748
dcerpc tep 135
dns udp 53 53
esmtp/smtp tep 25
ftp tep 21
gtp udp 2123,3386 2123,3386
h323 h225 tep 1720
h323 ras udp 1718-1719
http tep 80
icmp icmp
ils tep 389
mgcp udp 2427,2727 2427,2727
netbios udp 137-138
pptp tcp 1723 1723
rsh tep 514
rtsp tcp 554
sip tcp  udp 5060
skinny tep 2000
sglnet tep 1521
sunrpc udp 111 111
tftp udp 69
ASDM
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Ml Service Policy Rules

20-1
waas
xdmcp udp 177 177
Rule Actions Protocol Inspection
Source and destination IP
address (uses ACL) Service Policy Rule Source Host/Network

Destination Host/Network

A
Protocol and Service
inspection_default
FWSM
A
Connection
Settings
Protocol and Service
1 Security Policy Service Policy Rules Add

Add Service Policy Rule Wizard - Service Policy

to Interface

service policy and apply to

Global

Create a service policy and apply

Create a

i ASDM
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10

11

12

1

Service Policy Rules

Policy Name 40 Next
Add Service Policy Rule Wizard - Traffic Classification Criteria
Source and destination IP address (uses ACL)

Protocol and Service Source Port Destination Port
Next

Add Service Policy Rule Wizard - Rule Actions

Finish

Security Policy Service Policy Rules
Add

Add Service Policy Rule Wizard - Service Policy
Next
Add Service Policy Rule Wizard - Traffic Classification Criteria
Create a new traffic class
Source and destination IP address (uses ACL)
Traffic Match
Protocol and Service 2 OK

Security Policy Service Policy Rules

Security Policy Service Policy Rules Add

Add Service Policy Rule Wizard - Service Policy

[ oL-15463-01-J
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Ml Service Policy Rules

10

11

to Interface

service policy and apply to

Policy Name 40

Create a service policy and apply

Create a
Global

Next

Add Service Policy Rule Wizard - Traffic Classification Criteria

Source and destination IP address (uses ACL)

Protocol and Service

Add Service Policy Rule Wizard - Rule Actions

e Protocol Inspection
e Connection Settings

Finish

Security Policy Service Policy Rules

Service Policy Rules

Insert Service Policy Rule After

Traffic Match

Protocol and Service

Security Policy Service Policy Rules

Next

Insert After

i ASDM
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Source and Destination Address

e Select an action

e Time Range
Time Range

New Add Time Range
Time Range

e Source Host/Network x

IP Address
Mask
Name
Group
Interface
IP Address
IP address
IP Address

Select host/network

IP Address

Mask IP address
IP Address

Name
Name

Group
Hosts/Networks

¢ Destination Host/Network
IP Address

Mask
Name

Group

Interface
IP Address

Service Policy Rules ll

Add/Edit

Group

ACL
ACL
IP TCP/UDP
Time Range
IP
Interface IP address
Name
Interface Group
IP
Group
IP
Interface IP address
Name
Interface Group
Group

[ oL-15463-01-J
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Ml Service Policy Rules

IP address
IP Address

Select host/network

IP Address

Mask IP address
IP Address

Name
Name

Group
Hosts/Networks

Rule Flow Diagram FWSM

Protocol and Service

TCP TCP

UDP UDP

ICMP ICMP

IP IP

Manage Service Groups Manage Service Groups

Source Port TCP UDP
Service
Operator 1
= not=
range 2
. Service
UDP

Service Group
Manage Service Groups

Destination Port TCP UDP
Service
Operator 1
= not=
range 2
. Service
UDP

Service Group
Manage Service Groups

ICMP Type ICMP
ICMP type ICMP

Service
ICMP

Group

TCP
<

TCP
<

TCP

i ASDM
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IP Protocol IP
IP protocol IP
Service
IP
[ ] [ ] [ ) [ ) —_—
Destination Port
Destination Port Traffic Match Criteria TCP or UDP
destination port
TCP UDP
e TCP TCP
e UDP UDP
e Operator
range 2
e .. Service TCP
UDP
[ ] [ ] [ ) [ ) —_—
ASDM
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Ml Service Policy Rules

Rule Actions > Protocol Inspection

Protocol Inspection
Configure

P.6-9

e CTIQBE CTIQBE
e DCERPC DCERPC
Configure Configure DCERPC

e DNS DNS
Configure Configure DNS

e ESMTP ESMTP

SMTP
ESMTP
FWSM 1
e FTP FTP

Configure Select FTP Map

e GTP GTP
Configure Select GTP Map

N

ESMTP

GTP

e H323H225 H323 H225
Configure Select H.225 Map

e H323RAS H323 RAS
e HTTP HTTP
Configure Select HTTP Map

e ICMP ICMP
e |ICMP Error ICMP Error
e ILS ILS
e MGCP MGCP
Configure  Select MGCP Map

e NETBIOS NetBIOS
e PPTP PPTP

e RSH RSH

e RTSP RTSP

e SIP SIP

i ASDM
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Service Policy Rules ll

Configure Select SIP Map

e SKINNY Skinny

e SMTP SMTP SMTP
ESMTP
SMTP FWSM
3 1

e SNMP SNMP
Configure Select SNMP Map

e SQLNET SQLNET
e SUNRPC SunRPC
o TFTP TFTP

* WAAS: WAAS

e XDMCP XDMCP

. P.6-9
e  Catalyst 6500 Series Switch and Cisco 7600 Series Router Firewall Services Module Command
Reference Inspect

Configure DCERPC

Select DCERPC Inspect Map DCERPC
DCERPC DCERPC
DCERPC DCERPC Select DCERPC
Map
e Use the default DCERPC inspection map DCERPC DCERPC
e Select a DCERPC map for fine control over inspection radio DCERPC DCERPC
Add

e Add Add DCERPC Map

ASDM
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Ml Service Policy Rules

Configure DNS
Maximum DNS packet length (default 512) FWSM DNS
Select FTP Map
Select FTP Map FTP FTP
FTP FTP
FTP Select FTP
Map
e FTP Strict (prevent web browsers from sending embedded commands in FTP requests) FTP
FWSM FTP

e Add Add DCERPC Map

ASDM
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Select GTP Map

Service Policy Rules ll

Select GTP Map GTP GTP
GTP GTP GTP
Select GTP Map
Y
GTP FWSM
GTP FWSM
e Add AddGTP Map
Select H.225 Map
Select H.225 Map H.225
H.225
H.225 H.225 H.225

e Add Add H.225 Map

Select H.225 Map

[ oL-15463-01-J
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Ml Service Policy Rules

Select HTTP Map

Select HTTP Map HTTP
HTTP
HTTP HTTP HTTP
Select HTTP Map

e Add Add HTTP Map

Select MGCP Map

Select MGCP Map MGCP MGCP
MGCP MGCP
MGCP
Select MGCP Map

¢ Add Add MGCP Map

ASDM
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Service Policy Rules ll

Select SIP Map

Select SIP Map SIP
SIP
SIP SIP SIP
Select SIP Map
e Use the default SIP inspection map SIP SIP
e Select a SIP map for fine control over inspection radio SIP SIP
Add
e Add Add SIP Map
Select SNMP Map
Select SNMP Map SNMP SNMP
SNMP SNMP
SNMP Select
SNMP Map
e Add Add SNMP Map

ASDM
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Ml Service Policy Rules

TCP
Rule Actions > Connection Settings TCP State Bypass TCP
TCP
. FWSM P.20-20
. P.20-21
e NAT P.20-21
. P.20-21
FWSM
FWSM
FWSM
SYN
TCP
FWSM SYN
TCP
FWSM
FWSM 1 SYN
FWSM 1
FWSM 2
SYN
20-1
FWSM
20-1

— RENTVY
NE—=2 +5T497

ASDM
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TCP

UDP TCP
non-SYN FWSM

TCP

e AAA 1 FWSM

NAT

FWSM
FWSM
FWSM 1 FWSM 2

> Connection
60

Rule Actions > Connection Settings

Connection Settings
TCP
TCP

e Maximum Connections TCP UDP

Maximum TCP and UDP Connections
65,536

e Randomize Sequence Number Randomize Sequence Number
TCP

ISN

TCP 2 Initial Sequence Number ISN;
1
TCPSYN ISN
ISN

Service Policy Rules ll

2 FWSM
TCP

FWSM
TCP

FWSM

NAT TCP
NAT

Properties > Timeouts
TCP

TCP UbP

SYN

[ oL-15463-01-J
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Ml Service Policy Rules

ISN ISN

e TCP Timeout
Embryonic Connection Timeout

0:0:0
5 30
Half Closed Connection Timeout
0:0:0
5 10
Connection Timeout
0:0:0 5
1
Send reset to TCP endpoints before timeout TCP
e Idle Timeout
Idle Timeout
0:00:00 5
1
e Advanced Options TCP
TCP State Bypass TCP P.20-20
TCP
Edit Class Map
Edit Class Map
e Description

ASDM
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Edit Rule
Edit Rule
e Select an action Select an action
Permit Deny
Permit
Deny

e Apply to traffic
Incoming to source interface
Outgoing from destination interface

e Syslog status  syslog

e More Options
More Options

Log Options
Advanced Access Rule Configuration

e Time Range
e New Add Time Range

Source and Destination Host/Network IP Address IP

Interface
IP address IP
Browse Select Host/Network
Name Interface IP address Mask
Mask
e Name
Hosts/Networks
IP Address / IP
e Group Hosts/Networks
Interface
Group
e Protocol and Service: TCP and UDP TCP/UDP
Source Port Destination Port
Source Port Service HTTP FTP
ASDM

Enable Logging

[ oL-15463-01-J
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Ml Service Policy Rules

Source Port Service

range 1

Source Port Service HTTP  FTP
Browse Service
TCP UDP
Source Port Service Group  Service Group
e Protocol and Service ICMP ICMP ICMP
Browse Service
ICMP
e Protocol and Service IP  IP IP
Browse Protocols
IP
e Manage Service Groups
HTTP
FTP 5 8 9
TCP UDP TCP-UDP TCP-UDP
TCP UDP
Manage Service Groups
e Description
L] [ ] [ ] JR—

i ASDM
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Service Policy Rules ll

Edit Service Policy Rule > Traffic Classification

Traffic Classification

e Description

e Default Inspection Traffic

e Source and destination IP address (uses ACL)

IP
e TCP or UDP destination port TCP UDP
e Any traffic
L] L] L] L] —_—

ASDM
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H SUNRPC Server

SUNRPC Server

SUNRPC Server

Interface  SunRPC
IP Address SunRPC
Mask SunRPC
Service ID FWSM

Protocol SunRPC
Port SunRPC
Timeout SunRPC

FWSM

SunRPC

SunRPC

TCP UbP

Add/Edit SUNRPC Service

Add/Edit SUNRPC Service

Interface  SunRPC
Protocol SunRPC
IP Address SunRPC
Port SunRPC
Mask SunRPC
Timeout SunRPC

HH:MM:SS

Service ID FWSM

IP

IP

FWSM

TCP UbP

SunRPC

SunRPC

i ASDM
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CHAPTER 21

e NAT P.21-2

e NAT P.21-17

e xlate p.21-17
. NAT P.21-18

. NAT P.21-30

e NAT p.21-37

ASDM
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B NaT
FWSM  NAT
e NAT P.21-2
. NAT P.21-3
. NAT P.21-3
e NAT P.21-5
e NAT P.21-6
. NAT P.21-11
e NAT P.21-14
. NAT P.21-14
e NAT P.21-14
. P.21-15
e DNS NAT P.21-15
NAT
NAT
2

NAT

FWSM NAT NAT
NAT
NAT
NAT
P.5-3
NAT
P21-5  NAT
At
NAT NAT
2
1 60 2

50 1 2
NAT
e NAT
. IP

ASDM
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NAT ||

NAT
21-1 NAT
10.1.1.27 Web
10.1.1.27 209.165.201.10 Web
209.165.201.10 FWSM
FWSM 209.165.201.10 10.1.1.27
21-1  NAT
Web H—/\
WWW. cisco com
209 165.201.2
EET _____ %
el AAZ
10.1.2.27—> 209.165.201.10 209.165.201 .10 —>10.1.2.27

‘||\_|
132925

10.1.2.27
NAT
NAT NAT
FWSM 2 VRF VRF BGP
VRF NAT
NAT
NAT
o FWSM
o FWSM
FWSM
NAT
MAC FWSM
NAT FWSM MAC
e alias

ASDM |
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NAT
. IP
PAT
e ARP
ARP
ARP
21-2
NAT NAT
NAT 10.1.1.27
Web
10.1.1.27 209.165.201.10
209.165.201.10 FWSM
FWSM
FWSM 209.165.201.10
10.1.1.27 FWSM
192.168.1.2 FWSM
10.1.1.3
21-2 NAT
www.example.com
=
—4
A—
=B LEDRET19) L—b:
— 209.165.201.0/27 5E& % 0>
EETTRURERR ZR)—Ls JL—EA
10.1.1.75—>209.165.201.10 / \
X TA TISATUR
EDORET4VY L—):
192.168.1.1/24 5E% 5™
VA RY—L JL—EA~
EIETTRLRAE

192.168.1.2—>209.165.201.10

250262

i ASDM
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NAT ||
NAT
NAT NAT
NAT
21-3
21-3 NAT
209.165.201.1
NAT
NAT NAT
PAT
NAT 21-4
21-4 NAT

FWSM

FWSM

209.165.201.1
>

10.1.1.1

LARJL 50/ LARJL 50
EJES
FaS:il

LAJL 50

NAT NAT PAT
NAT

21-5

21-5 NAT

209.165.202.129

209.165.202.129 209.165.202.129 >

209.165.200.240

ASDM

132949

10.1.1.50
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NAT

W NAT

NAT

NAT
NAT
NAT

NAT
NAT
p.21-37 NAT

NAT P.21-17

NAT

NAT

NAT

NAT

NAT

P.7-3 FWSM

NAT
NAT
NAT

NAT

NAT

Port Address Translation PAT,;

NAT

i NAT
e PAT P.21-8

. NAT
i PAT
e NAT

P.21-6

P.21-8
P.21-9

NAT
NAT

FWSM

Timeout

NAT

NAT
NAT
NAT

P.21-10

NAT

NAT
PAT

PAT

21-6

FWSM
NAT

FWSM

i ASDM
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21 NAT

NAT

21-6

Web H—/3
www.example.com

10.1.2.27

Y

Py

10.1.2.27—> 209.165.201.10

132950

——4

10.1.2.27

FWSM

21-7

Web H#—/\
www.example.com

l
EI
7

209.165.201.2
] 209.165.201.10

——
I —

I FWSM 7
E3

10.1.2.1

—

10.1.2.27

132951

AN

v

ASDM
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N nNaT
NAT
PAT PAT
64,000
NAT PAT
IP GRE version 0 PAT
PAT
NAT PAT pP.21-2 NAT
PAT
PAT IP FWSM
1024
10.1.1.1:1025 10.1.1.1:1026
30
PAT
FWSM
NAT PAT
PAT
FWSM IP PAT
PAT
NAT PAT P.21-2 NAT
~
NAT
NAT
NAT PAT
NAT
NAT

ASDM
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NAT ||
NAT NAT NAT
NAT
NAT
PAT
PAT TCP
UDP NAT
NAT
FTP VolP
FWSM
FTP HTTP SMTP
PAT 21-8
21-8 PAT
R+
|
L
——r
FiETICRY
209.165.201.3:21 > 10.1.2.27
FMETICRY
209.165.201.3:25 —> 10.1.2.29
EMETICET

209.165.201.3:80 —> 10.1.2.28

=
4

0.1.2.27

]
L)

—

—" —
FTP #—/% IE'—SMTP H—i

10.1.2.29
_—

HTTP #—/\
10.1.2.28

132933
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W NAT
PAT
Web 8080 80
8080
6785 Web 80
NAT NAT
NAT NAT
NAT NAT
NAT NAT
NAT NAT
p.21-2 NAT
3 NAT
° NAT NAT NAT
NAT
A B
NAT
NAT
NAT
NAT
NAT NAT
° NAT NAT
A
NAT B
NAT
NAT NAT
NAT
p.21-11 NAT
A
NAT B
e NAT NAT
NAT
NAT NAT
NAT
NAT
NAT NAT

ASDM
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NAT
NAT
NAT
NAT
NAT A
A
B
FTP VolP
NAT
1P
FWSM
)
NAT NAT NAT NAT
NAT P21-37  NAT
NAT NAT
NAT
219 2 10.1.2.0/24

209.165.201.11

209.165.202.129

209.165.200.225

209.165.202 130

21-9

H—s\1
209.165.201.11

l
L;;;Jl
——

209.165.201.0/27 ‘
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1 Configuration > Firewall > Objects > Global Pools Add
Edit
Manage Add/Edit Dynamic NAT Rule
Add/Edit Global Address Pool
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3 Pool ID 1 2147483647 ID
4 |P Addresses to Add Range Port Address Translation (PAT) PAT Address Translation
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6
PAT PAT
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ID
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NAT
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p.21-24
. NAT
5 DNS Connection Settings
Translate the DNS replies that match the translation rule
DNS NAT DNS
DNS
DNS
DNS DNS
P.21-15 DNS NAT
6 Connection Settings
Y
P.23-3 Connection Settings
FWSM TCP
FWSM  TCP
e Randomize sequence number FWSM
TCP TCP 2 Initial Sequence
Number ISN; 1 1
FWSM TCP SYN ISN
ISN ISN
TCP
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FWSM WAAS
e Maximum TCP Connections TCP 0 65,535 0
e  Maximum UDP Connections UDP 0 65535 0
e Maximum Embryonic Connections 65,536
TCP 0
TCP TCP SYN
DoS
TCP SYN
TCP SYN
7 OK
NAT PAT
21-20 NAT PAT
21-20 NAT
FAF3v9 K)o — NAT FAF3vy RS — PAT
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209.165.201.1:2020
209.165.201.1 > '
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NAT PAT

1 Configuration > Firewall > NAT Rules

Add Dynamic Policy NAT Rule
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3 Source ASDM
IP
10.1.1.0/24 /
IP 0
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IP
10.1.1.0/24 /
IP 0
any
5
FWSM NAT
FWSM PAT
PAT
p.21-22
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ID P.21-18
NAT
. Manage
p.21-24
. NAT 0
6 Description
7 DNS Connection Settings
Translate the DNS replies that match the translation rule
DNS NAT DNS
DNS
DNS
DNS DNS
P.21-15 DNS NAT
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Y
P.23-3 Connection Settings
FWSM TCP
FWSM  TCP
e Randomize sequence number FWSM
TCP TCP 2 Initial Sequence
Number ISN; 1 1
FWSM TCPSYN ISN
ISN ISN
TCP
FWSM eBGP eBGP MD5
MD5
FWSM WAAS
e Maximum TCP Connections TCP 0 65535 0
e Maximum UDP Connections UDP 0 65,535 0
e Maximum Embryonic Connections 65,536
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TCP TCP SYN
DoS
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NAT
5 IP
e Use IP Address
IP ASDM IP
10.1.1.0/24 /
IP 0
e Use Interface IP Address
Y
NAT Original Translated IP
6 PAT Enable Port Address Translation (PAT)
a. Protocol TCP UDP
b. Original Port
c. Translated Port
7 DNS Connection Settings
Translate the DNS replies that match the translation rule
DNS NAT DNS
DNS
DNS
DNS DNS
P.21-15
DNS NAT
8 Connection Settings
Y
P.23-3 Connection Settings
FWSM TCP
FWSM  TCP
e Randomize sequence number FWSM
TCP TCP 2 Initial Sequence
Number ISN; 1 1
FWSM TCPSYN ISN
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5 Translated Interface
6 IP
e Use IP Address
IP ASDM IP
10.1.1.0/24
IP 0
* Use Interface IP Address
7 PAT Enable Port Address Translation (PAT)
a. Protocol TCP UDP
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c. Translated Port
8 Description
9 DNS Connection Settings
Translate the DNS replies that match the translation rule
DNS NAT DNS
DNS
DNS
DNS DNS
P.21-15
DNS NAT
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Y
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FWSM
FWSM
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Number ISN; 1 1
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ISN ISN
TCP
FWSM eBGP eBGP MD5
MD5
FWSM WAAS
e Maximum TCP Connections TCP 0 65,535 0
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e Maximum Embryonic Connections 65,536
TCP 0
TCP TCP SYN
DoS
TCP SYN
TCP SYN
11 OK
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1 Configuration > Firewall > NAT Rules Add > Add NAT Exempt Rule
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Destination
IP

10.1.1.0/24 /

NAT Exempt Direction

Description
OK

NAT
NAT

Add NAT Exempt Rule

a. Action: Do not exempt
b. 3 8

No Exempt Exempt
FWSM
NAT exempt No Exempt

Exempt

any

Insert

No Exempt
FWSM
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ARP

W ARP

ARP

ARP

ARP Inspection P.22-2

Edit ARP Inspection Entry P.22-3

ARP Static Table P.22-3

e Add/Edit ARP Static Configuration

ARP Inspection

ARP Inspection

ARP

ARP

ARP
ARP

ARP

¢ Interface
* ARP Inspection Enabled ARP

ARP
ARP

ARP

MAC
MAC

MAC

¢ Flood Enabled ARP

e Edit

P.22-4

FWSM

FWSM
ARP

ARP

ARP

ARP

MAC IP

ARP

FWSM

FWSM

ARP

man-in-the-middle

ARP

ARP

MAC

Yes
No

ARP

MAC

ARP

Yes No

No ARP

i ASDM

OL-15463-01-J |



22 ARP
ARP ||

Edit ARP Inspection Entry

Edit ARP Inspection Entry ARP
e Enable ARP Inspection ARP
¢ Flood ARP Packets ARP
MAC IP FWSM
Y
ARP FWSM no-flood
ARP Static Table
IP
MAC
IP
MAC ARP ARP MAC
ARP
ARP ARP ARP
IP MAC
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W ARP

S
FWSM ARP
ARP
ARP Static Table MAC IP
ARP ARP

e |nterface

e |P Address IP

e MAC Address MAC

e Proxy ARP FWSM ARP FWSM

IP ARP MAC

e Add ARP

e Edit ARP

e Delete ARP

e ARP Timeout FWSM ARP 60 4294967

14400 ARP
ARP Static Table
ARP

Add/Edit ARP Static Configuration

Add/Edit ARP Static Configuration ARP

e |nterface

e |P Address IP

e MAC Address MAC 00e0.1e4e.3d8b

e Proxy ARP FWSM ARP FWSM

IP ARP MAC
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MAC
. p.22-5
. P.22-6
e MAC Address Table P.22-7
e MAC Learning P.22-8
bump-in-the-wire BITW
2
FWSM
8
FWSM
FWSM
FWSM
syslog AAA
IP
NAT
IP 3
FWSM
ARP ARP
ARP
FWSM
IP
EtherType IP
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H  wmac

Y
FWSM CDP
OSPF RIP EIGRP
HSRP  VRRP
IP AppleTalk IPX BPDU
DHCP
IPITV
FWSM
MAC
FWSM
syslog
MAC
ASDM
FWSM CLI firewall transparent
no firewall transparent
FWSM
firewall transparent FWSM
FWSM
FWSM

EtherType

DHCP

ARP
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MAC Address Table
MAC Address Table MAC
MAC MAC
MAC MAC MAC
FWSM MAC
FWSM FWSM MAC
MAC

FWSM
FWSM MAC FWSM
o FWSM IP ARP

FWSM  ARP
. FWSM IP ping FWSM  ping
e |[nterface MAC
e MAC Address
e Add MAC
e Edit MAC
e Delete MAC
e Dynamic Entry Timeout MAC MAC

5 720 12 5
ASDM
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H  wmac

Add/Edit MAC Address Entry

Add/Edit MAC Address Entry MAC
MAC MAC
MAC
1 MAC
MAC
FWSM

e |[nterface MAC
e MAC Address MAC

MAC Learning
MAC Learning MAC
MAC
FWSM MAC
MAC MAC
FWSM
e Interface
e MAC Learning Enabled MAC Yes No
e Enable MAC
¢ Disable MAC
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Bl Anti-Spoofing

Anti-Spoofing
Anti-Spoofing Unicast Reverse Path Forwarding Unicast RPF;
Unicast RPF
IP
IP IP
FWSM Unicast RPF
FWSM Reverse Path
Forwarding FWSM
FWSM
RFC 2267
FWSM Unicast RPF
FWSM
FWSM
FWSM

Unicast RPF
e ICMP
e UDP TCP
e Interface
* Anti-Spoofing Enabled Unicast RPF

Yes
e Enable Unicast RPF
e Enable Unicast RPF
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Connection Settings
Connection Settings TCP UDP
TCP
A
TCP Service Policy Rules
FWSM
TCP FWSM  TCP
DoS FWSM
TCP TCP SYN
DoS
TCP
2 Initial Sequence Number ISN; 1
1 FWSM / ISN
1 ISN ISN
Interface
Address
Maximum TCP Connections TCP
Embryonic Limit 0
Maximum UDP Connections UDP
Randomize Sequence Number TCP
Yes No

Add
Edit
Delete
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W cConnection Settings

Set/Edit Connection Settings

Set/Edit Connection Settings

e Host/Network

Interface

IP Address IP
Mask

Browse Select host/network

e Maximum Connections TCP UDP

Maximum TCP Connections TCP 0 65535 0

Maximum UDP Connections UDP 0 65535 0
e Maximum Embryonic Connections 0 65535 0

FWSM TCP
TCP SYN
DoS
e Randomize Sequence Number TCP
TCP
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Fragment
Fragment FWSM IP
NFS
e Fragment
Interface  FWSM
Size IP
200
Chain Length 1 IP
24
Timeout
5
e Edit Edit Fragment
e Show Fragment FWSM IP
IP
1 Fragment Edit Edit Fragment
2 Edit Fragment Size Chain Timeout OK
Restore Defaults
3 Fragment Apply
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M Fragment

Show Fragment

Edit Fragment

Show Fragment

Size
200

Chain 1
24

Timeout

Threshold IP

Queue
Assembled
Fail
Overflow

Edit Fragment

Interface  Fragment

Size

Chain Length 1
Timeout

Restore Defaults
Size 200
Chain 24
Timeout 5

Edit Fragment
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Ml TCP Options

TCP Options
TCP Options TCP
e Force Maximum Segment Size for TCP Proxy 48 TCP
1380 0
FWSM
1200 1300
FWSM 1200

e Force Minimum Segment Size for TCP Proxy 48

0
Force Minimum Segment Size for
TCP Proxy FWSM
400
300 FWSM 400
e Force TCP Connection to Linger in TIME_WAIT State for at Least 15 Seconds TCP
15 TCP TIME_WAIT
TCP
FWSM
2 FIN FIN ACK
FWSM
RFC 793
CLOSING CLOSING
WinSock
e Reset Inbound FWSM
FWSM TCP FWSM  TCP

FWSM
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Timeouts
Timeouts FWSM
hh:mm:ss
TCP 60
~
Cisco TAC

Authentication absolute  Authentication inactivity

e Connection
0:0:0 5

e Half-closed TCP
5 10
0:0:0
e UDP UDP 1

0:0:.0
e [CMP ICMP

e SUNRPC SunRPC 1
10
0:0:0
e H.323 H.323 5
0:0:0
e H.225 H.225 H.225
1 01:00:00 00:00:00

1 00:00:01

e MGCP MGCP MGCP
MGCP 5 00:05:00
0:0:.0
e MGCPPAT MGCPPAT 5
00:00:05 30

e SIP SIP
5 30

¢ SIP Media SIP
1 2

¢ Non TCP UDP TCP/UDP
10
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H Timeouts

e Authentication absolute
Translation Slot

0:0:.0

S

FTP 0:0:0

e Authentication inactivity
Translation Slot

e Translation Slot 1
3
0:0:0
e S|P Invite PROVISIONAL xlate
1 3
0:0:0
e S|P disconnect xlates
1 2
0:0:0
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CA

CA
CA

FWSM 1

Authentication P.24-2
Enrollment P.24-3
Import Certificate P.24-4
Key Pair P.24-5
Manage Certificate P.24-7
Trustpoint  P.24-9
p.24-17

PKI
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Hl  Authentication

Authentication
Authentication CA
CA
FWSM  SCEP CA

e Trustpoint Name CA

e Edit Trustpoint Name
e New

e Fingerprint FWSM CA
FWSM

FWSM

e Import from afile
Browse

Browse Load Certificate File

e Enter the certificate text in base64 format

¢ Authenticate

FWSM

CA

CA

i ASDM
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Enrollment

Enrollment

FWSM

Import Certificate

e Trustpoint Name

e Edit Trustpoint Name

e New
e Enroll CA

SCEP

base 64
ID

CA

CA
16

Enroliment W

CA

ID
enrollment request
ID

ASDM
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Bl Import Certificate

Import Certificate

Import Certificate CA
CA
CA CA FWSM

e Trustpoint Name

e Edit Trustpoint Name

e New

e Import from a file ID
Browse

Browse Load CA certificate file

¢ Enter the certificate text in base64 format
FWSM

ASDM
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Key Pair

e Key-pair Name

e Usage RSA
Special
2

e Size
1024

e Add Add Key Pair
e Show Details

FWSM

RSA
Special

512 768 1024

Key Pair

General Purpose
FWSM
ID 2

2048

DER-encoded

e Delete
e Refresh
Add Key Pair
Add Key Pair
e Name <Default-RSA-Key>
FWSM
e Size 512 768 1024 2048
1024
e Usage RSA
RSA General Purpose Special 2
Special FWSM 2
ID 2
e Generate Now
ASDM
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W Key Pair

Key Pair Details

Key Pair Details

e Key Pair
e Generation Time
e Size RSA
512 768 1024 2048 1024
e Usage RSA RSA General Purpose
Special 2 Special FWSM
2 ID 2

e Key Datatext DER-encoded

ASDM
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Manage Certificate W

Manage Certificate

Manage Certificates
FWSM

e Subject
e Type CA RA RA RA ID
e Trustpoint
e Status Available Pending
Available CA ID
Pending CA ID

e Usage
e Add Add Certificate FWSM CA/RA/ID

FWSM
e Show Details Certificate Details

General table CRL
Available Pending

Subject table DN X.500
Available

Issuer table X.500
Available

e Refresh Manage Certificates

e Delete Delete Certificate CA
FWSM ID

ASDM
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Bl Manage Certificate

Add Certificate

Import from a file
Browse

Browse Add Certificate

Enter the certificate text in base64 format
FWSM

Add Certificate CA/RA/ID
Trustpoint Name Manage Certificates
Edit Trustpoint Name
New
Certificate Type CA RA RA RA
Serial Number FWSM

16

i ASDM
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Trustpoint W

Trustpoint
CA ID CA ID CA
1 ID

e Configuration P.24-9

e Export P.24-15

e Import P.24-16
Configuration

Configuration CA CA

Configuration CA
CRL
e Trustpoint Name IP
e Device Certificate Subject FWSM DN

e CA Certificate Subject CA

e Add Add Trustpoint Configuration
e Edit Edit Trustpoint Configuration
e Delete

¢ Request CRL CRL CRL
Monitoring > Administration > CRL

Add/Edit Trustpoint Configuration > Enroliment Settings

Add Trustpoint Configuration > Enrollment Settings
Edit Trustpoint Configuration > Enrollment Settings

e Trustpoint Name CA IP

e Generate a self-signed certificate on enrollment FWSM
SSL

ASDM
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W Trustpoint
e Key Pair
New Key Pair
e Show Details General Purpose Special
DER-encoded
e New Key Pair Add Key Pair RSA
e Challenge Password CA
e Confirm Challenge Password
e Use manual enrollment PKCS10 CA
FWSM FWSM
e Use automatic enrollment SCEP SCEP
FWSM  SCEP
e Enrollment URL URL 1000
e Retry Period FWSM CA FWSM
1 60
1
¢ Retry Count FWSM CA FWSM
FWSM

01 100 0 0

e Certificate Parameters Certificate Parameters DN FQDN
Add Key Pair
Add Key Pair
e Name <Default-RSA-Key>
FWSM
e Size 512 768 1024 2048
1024

e Usage RSA

RSA General Purpose Special 2

Special FWSM 2

2

i ASDM
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Trustpoint W

e Generate Now

Certificate Parameters

Certificate Parameters DN FQDN IP
e Subject DN X.500
Edit Edit DN Subject DN
e FQDN Subject Alternative Name Fully Qualified Domain Name FQDN;
FQDN
URL www.examplesite.com
e E-mail Subject Alternative Name
e IP Address Subject Alternative Name IP
* Include device serial number FWSM
L] L] L] L] —_—
Edit DN
Edit DN DN
Attributes Value Add
e Common Name (CN) Pat
e Department (OU)
Geology

ASDM
[ oL-15463-01-J



24 |

W Trustpoint

Company Name (O)

Country (C) 2 0oz
State (St) Kansas
Location (L)

Email Address (EA) Pat@example.com

49 Wizard St.

University of Oz

Add/Edit Trustpoint Configuration > CRL Retrieval Policy

CRL Retrieval Policy

CRL DP CRL
URL CRL

Use CRL Distribution Point from the certificate

Use Static URLs configured below  FWSM  CRL

Add Add Static URL
URL URL HTTP LDAP
4l CRL

Edit Edit Static URL

Delete URL

Move Up URL

Move Down URL

Static URLs

CRL

URL 5

URL 5

URL

i ASDM
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Trustpoint

Add/Edit Static URL

URL: URL HTTP LDAP SCEP
I CRL

Add/Edit Trustpoint Configuration > CRL Retrieval Method

CRL Retrieval Method CRL
ASDM
e Enable Lightweight Directory Access Protocol (LDAP) LDAP
Name CRL
Password Name
Confirm Password
Default Server LDAP IP
Default Port 389
e Enable HTTP HTTP CRL
e Enable Simple Certificate Enrollment Protocol (SCEP) CRL
. . . . —

ASDM
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W Trustpoint

Add/Edit Trustpoint Configuration > Advanced

Advanced CRL
CA
CA
FWSM
CA CRL
CRL
FWSM
e CRL Check CRL
No Check CRL
Optional CRL
Required CRL
e Cache Refresh Time
1 1440
e Enforce next CRL update Next Update
Next Update
CRL

* Accept certificates issued by this trustpoint FWSM

CRL
CA
FWSM CRL
CRL
CRL
CRL
FWSM
FWSM
60
CRL
CRL Next Update

Trustpoint Name

e Use the configuration of this trustpoint to validate any remote user certificate issued by the CA

corresponding to this trustpoint
CA

i ASDM
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Trustpoint

Export

Export PKCS12
base64
CA
ID FQDN

FWSM

FWSM

e Trustpoint Name
e Edit Trustpoint Name

e New

e Encryption Passphrase PKCS12

e Confirm Passphrase

e Export to afile
PKCS12 PKCS12 base64
16

Browse Select a File

e Display the trustpoint configuration in PKCS12 format Export Trustpoint Configuration

Import
OK

e Export

ASDM
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W Trustpoint

Import

Import PKCS12
CA
RA ID FQDN

FWSM

FWSM

e Trustpoint Name
FWSM
FWSM
/

e Decryption Passphrase
e Confirm Passphrase
¢ Import from a file

base64 16 PKCS12
Browse

Browse Load Certificate File

e Enter the trustpoint configuration in PKCS12 format PKCS12
base64 16

e Import

ASDM
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VPN

. p.24-17

. P.24-17

. SCEP  P.24-18

e CA P.24-19

e CA P.24-19

. P.24-20

. P.24-21

e Managing Certificates P.24-22
CA ID

SCEP
Help

1. ID
2.
3. URL
4. CA
5. CA ID FWSM

2
RSA General Purpose  Usage 2
General Purpose 1 Usage
ID 2
ASDM RSA
Configuration > Properties > Certificate > Key Pair Add
Add Key Pair
Generate Now
ASDM
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Show Details ASDM
SCEP
CA ID CA ID
1 ID
Configuration > Properties > Certificate >Trustpoint > Configuration Add
Add Trustpoint Configuration
a. Trustpoint Name Trustpoint Name
b. Enrollment URL Enrollment Settings Enrollment Mode SCEP
Use automatic enrollment
URL 10.20.30.40/cgi-bin/pkiclient.exe
C. Challenge Password Confirm Password
CA
X.500
Common Name CN; Organizational
Unit OU;
a. Enrollment Settings Key Pair
b. Enrollment Settings Certificate Parameters
C. DN Certificate Parameters Edit
d. Edit DN DN Attribute to be Added Attribute
Value Add
Command Name (CN) Value Pat Department
(Ov) Value Engineering
e. DN OK
f. FQDN E-mail IP Address Include device serial number
g. OK

i ASDM
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4 Apply preview ASDM ASDM
CLlI
Send
CA
CA CA FWSM SCEP
CA SCEP CA
Browse
SCEP
CA
1 Configuration > Properties > Certificate > Authentication Trustpoint Name
2 Authenticate
3 ASDM  Authentication Successful OK
CA
ID
ASDM ID

1 Configuration > Properties > Certificate > Enrollment Trustpoint Name

2 Enroll

ASDM
Copy Trustpoint Configuration to Standby

OK

ASDM

[ oL-15463-01-J



24 |

CA ID

1 Configuration > Properties > Certificate >Trustpoint > Configuration Add

2 Add Trustpoint Configuration Trustpoint Name
3 Enrollment Settings Key Pair New Key Pair
4 Challenge Password Confirm Challenge Password

5 Use manual enroliment

6 Certificate Parameters

a. DN Certificate Parameters Edit
b. Edit DN DN Attribute to be Added Attribute
Value Add
Command Name (CN) Value Pat Department
(Ov) Value Engineering
c. DN OK
d. FQDN E-mail IP Address Include device serial number
e. OK
7 Configuration > Properties > Certificate > Enrollment Trustpoint Name
8 Enroll Enrollment Request
OK
CA Web
9 CA Configuration > Properties >Certificate > Import Certificate

Trustpoint Name

10

a. Import from a File
CA CA
ID

b. Enter the certificate text in base64 format CA ID
Help

ASDM
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11 Import

12 Save

ID CA FWSM

FWSM

PKCS12

1 Configuration > Properties > Certificate > Trustpoint > Export

2 Trustpoint Name Encryption Passphrase Confirm Passphrase
Help

a. ExporttoaFile

b. Display the trustpoint configuration in PKCS12 format

Help

4 Export

1 Configuration > Properties > Certificate > Trustpoint > Import

2 Trustpoint Name Decryption Passphrase Confirm Passphrase
Help

a. Import from a File

ASDM
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b. Enter the trustpoint configuration in PKCS12 format

Help
Managing Certificates
Configuration > Properties > Certificate > Manage Certificates
Show
Detail Certificate Details
General Subject Issuer 3
General
e Type CA RA ID

e Serial number

e Status Available in progress error fail

e Usage

e CRLDP CRL URL
* Dates/times within which the certificate is valid

Subject

* Name

e Serial Number FWSM

e X.500 fields for the subject of the certificate CN OU
e Hostname of the certificate holder wland.com

¢ Serial Number of the hostname
Issuer X.500 DN

e Common name (CN)

e Organizational unit or department (OU)
e Organization (O)

e Locality (L)

e State (ST)

e Country code (C)

e Email address of the issuer (EA)

ASDM
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CHAPTER 25

FWSM Cisco ASDM 5.2F ASDM
Configure ASDM Logging Filters
Logging Filters
P.13-12 Logging Filters

13 SNMP

e Log Buffer P.25-2
e Real-Time Log Viewer P.25-4

[ oL-15463-01-J
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Bl Log Buffer

Log Buffer

Log Buffer Viewer

Logging Level
View

Emergency Debugging

Settings Create Rule Show Rule

13

Refresh

Copy

Save

Clear

Color Settings
Create Rule

Show Rule

Show Details Explanation

Explanation
ID IP
Find
Help
Filter By
Filter

Refresh Copy Save Clear Color
Show Details

SNMP

ID 106100 106023
Recommended Action Details

Recommended Action
Details syslog

Enter

i ASDM
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Log Buffer W

¢ Show All

e Filter

ASDM
| oL-15463-01-J .m
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Bl Real-Time Log Viewer

Real-Time Log Viewer

e Logging Level Emergency Debugging
e Buffer Limit 1000
* View

Real-Time Log Viewer

Refresh Copy Save Clear Color Settings Create Rule Show Rule

13

e Pause Real-time Log Viewer
e Copy

e Save

e Clear

e Color Settings

¢ Create Rule

e Show Rule
ID 106100 106023

e Show Details Explanation
Explanation
Recommended Action

Details

Recommended Action Details

Show Details

SNMP

syslog

i ASDM
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Filter By
Filter

Show All

Filter

Real-Time Log Viewer

Enter

ASDM

[ oL-15463-01-J



25 I

Bl Real-Time Log Viewer

ASDM
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CHAPTER

e Failover P.26-1
e Failover P.26-6

Failover
e Status
e Graphs
Status
Status
o /

system

Failover Off

Failover unit Primary

Failover LAN Interface: test Vlan 200 (Configuration incomplete)
Unit Poll frequency 1 seconds, holdtime 15 seconds

Interface Poll frequency 15 seconds

Interface Policy 50%

Monitored Interfaces 0 of 250 maximum

ASDM

[ oL-15463-01-J



26 |

W Failover

Failover state of the system FWSM
show failover

e *Failover On Off
e Failover unit Primary Secondary

e Failover LAN Interface LAN
Not
configured

e Unit Poll frequency/holdtime hello
hello

e Interface Poll frequency hello
e Interface Policy
e Monitored Interfaces

e failover replication http HTTP
e *Last Failover
¢ *This Host(Context)/Other Host(Context)

Primary or Secondary

*Active
*Standby
*Disabled

*Listen
*L_earn

*Failed
*Active Time

*[context_name] Interface name (n.n.n.n)
IP

Failed
Link Down
Normal

No Link

ASDM
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Unknown FWSM
(Waiting)
Testing

*Stateful Failover Logical Updates Statistics
Link

e Link
interface_name
Unconfigured

e Stateful Obj

Xmit
Xerr
rcv

rerr

General

sys cmd LOGIN

up time

RPC services Remote Procedure Call

TCPconn TCP

UDP conn UDP

ARP tbl ARP

L2BRIDGE tbl 2

Xlate_Timeout

VPN IKE upd IKE

VPN IPSEC upd IPSec

VPN CTCP upd cTCP

VPN SDlupd SDI AAA

VPN DHCP upd DHCP
e *| ogical Update Queue Information

Recv Q

Xmit Q

Cur
Max
Total

*Lan-based Failover is active LAN

e interface name (n.n.n.n) and peer (n.n.n.n)
IP

Status

e Make Active
FWSM

Stay Alive

ASDM

Failover
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W Failover

e Make Standby /
FWSM

¢ Reset Failover

e Reload Standby

e Suspend/Resume Config Sync
Suspend Config Sync
Resume Config Sync

FWSM
FWSM
FWSM
FWSM
FWSM
e Refresh system
Graphs
Graphs

Graphs

e Auvailable Graphs for 1

4
Selected Graphs 1

ASDM
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RPC services information FWSM  RPC
TCP Connection Information FWSM  TCP
UDP Connection Information FWSM  UDP
ARP Table Information FWSM  ARP
L2Bridge Table Information

Xmit Queue

Receive Queue

Graph Window

Add

1

Available Graphs For

Graphs

Remove Selected Graphs

Selected Graphs

Show Graphs

Selected Graphs

Failover W

4
Selected

ASDM
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W Failover

Failover
e System
e Failover Group 1 and Failover Group 2
System
System
. /

Failover state of the system FWSM
show failover

e Failover On Off
e Failover unit Primary Secondary

e Failover LAN Interface LAN
Not
configured

e Unit Poll frequency/holdtime hello
hello

¢ Interface Poll frequency hello

e Interface Policy

e Monitored Interfaces

e failover replication http HTTP
e Group x Last Failover

e This Host/Other Host
Primary or Secondary
Group X
State Active Standby Ready

ASDM
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Active Time

context_name Interface name (n.n.n.n)
IP

Failed

Link Down

Normal

No Link

Unknown FWSM
(Waiting)

Testing

Stateful Failover Logical Updates Statistics
Link

e Link
interface_name
Unconfigured

e Stateful Obj

xXmit
Xerr
rcv

rerr

General

sys cmd LOGIN
up time

RPC services Remote Procedure Call

TCPconn TCP

UDP conn UDP
ARP thl ARP
L2BRIDGE thl 2

Xlate_Timeout

VPN IKE upd IKE

VPN IPSEC upd IPSec

VPN CTCP upd cTCP

VPN SDl upd SDI AAA

VPN DHCP upd DHCP
e Logical Update Queue Information

Recv Q

Xmit Q

Cur
Max
Total

Stay Alive

ASDM

Failover

[ oL-15463-01-J



26 |

W Failover

Lan-based Failover is active

interface name (n.n.n.n) and peer (n.n.n.n)

IP

System

Make Active
FWSM

Make Standby

FWSM
Reset Failover

Reload Standby
Refresh

FWSM

LAN

/ FWSM

system

Failover Group 1 and Failover Group 2

Failover Group 1 and Failover Group 2

Failover state of Group[x]

Last Failover

This Host/Other Host
Primary or Secondary

Active

show failover group

i ASDM
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Standby
Disabled

Listen

Learn

Failed
Active Time

context_name Interface name (n.n.n.n)

Failed

Link Down

Normal

No Link

Unknown FWSM
(Waiting)

Testing

Stateful Failover Logical Updates Statistics

Link

Link

interface_name

Unconfigured

Stateful Obj

Xmit
Xerr
rcv

rerr

General

sys cmd LOGIN
up time

RPC services Remote Procedure Call

TCPconn TCP

UDP conn UDP
ARP thl ARP
L2BRIDGE tbl 2
Xlate_Timeout

IKEupd IKE

VPN IPSEC upd IPSec

VPN CTCP upd cTCP

VPN SDIl upd SDI AAA

VPN DHCP upd DHCP

Stay Alive

ASDM

Failover
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W Failover

e Logical Update Queue Information
Recv Q
Xmit Q

Cur
Max
Total

e Make Active FWSM

e Make Standby FWSM

¢ Reset Failover

e Refresh system

ASDM
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ARP Table

ARP Table

ASDM

ARP Table P.27-1

DHCP P.27-2

MAC Address Table P.27-4
Dynamic ACLs P.27-4
Interface Graphs P.27-5

ARP MAC
ARP

Static Table

Interface

IP Address IP

MAC Address MAC

Proxy ARP ARP
Clear Dynamic ARP Entries

Refresh FWSM

Last Updated

ARP

CHAPTER

27

ARP
IP
Configuration > Properties > ARP

Last Updated

[ oL-15463-01-J
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H DHcP

DHCP

FWSM DHCP

e DHCP Server Table P.27-2
e DHCP Statistics P.27-3

DHCP Server Table

DHCP Server Table DHCP

e |P Address
¢ Client-ID MAC

e Lease Expiration DHCP
IP
Updated

e Number of Active Leases DHCP
e Refresh FWSM
e Last Updated

ID

DHCP

Last

i ASDM
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DHCP Statistics

DHCP Statistics DHCP

e Message Type DHCP
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

¢ Count

e Direction Sent

e Total Messages Received FWSM

e Total Messages Sent FWSM

e Counter DHCP
DHCP UDP Unreachable Errors
DHCP Other UDP Errors
Address Pools
Automatic Bindings
Expired Bindings
Malformed Messages

e Value

e Refresh DHCP

e Last Updated

Received

pHCP W

ASDM
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H WMAC Address Table

MAC Address Table
MAC Address Table MAC
MAC Configuration >
Properties > Bridging > MAC Address Table
e Interface
e MAC Address MAC
e Type
e Age MAC Address
Table
* Refresh FWSM
Dynamic ACLs
Dynamic ACLs ACL ACL
FWSM ACL
ACL
ACL ACL (dynamic)
ACL ACL
e ACL ACL

e Element Count ACL
e HitCount ACL

* Refresh

e Last Updated

i ASDM
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Interface Graphs Hl

Interface Graphs

Interface Graphs
FWSM

¢ Available Graphs for: 1

Byte Counts
Packet Counts
Packet Rates

Bit Rates

Buffer Resources
Overruns FWSM FWSM

Underruns FWSM

No Buffer

Packet Errors

CRC Cyclical Redundancy Check
CRC CRC

FWSM  CRC CRC

Frame

Input Errors

Runts 64

Giants 1518
Deferred FastEthernet

Miscellaneous
Collision Counts FastEthernet
Output Errors

ASDM
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M Interface Graphs

Collisions 1
LAN

Late Collisions

2
2 1
FWSM
FWSM

Input Queue

Hardware Input Queue

Software Input Queue

Output Queue

Hardware Output Queue

Software Output Queue

Drop Packet Queue
e Add
* Remove

Available Graphs for:
Delete
e Show Graphs
Selected Graphs
ASDM IP Graph
Graph (2)

e Selected Graphs

4

Show Graphs

ASDM
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Graph/Table
Graph

Interface Graphs

Graph

History Metrics

* View
History Metrics

Real-time, data every 10 sec

Last 10 minutes, data every 10 sec
Last 60 minutes, data every 1 min
Last 12 hours, data every 12 min
Last 5 days, data every 2 hours

e Export
Export Graph Data

e Print Graph
Print Graph

e Bookmark Graph
1
URL
ASDM

Graph

Graph/Table Name

URL ASDM

[ oL-15463-01-J
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M Interface Graphs

ASDM
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CHAPTER 28

FWSM

e BGP P.28-1
e OSPFLSA P.28-3

e OSPF Neighbors P.28-7

* Routes P.28-9

BGP
BGP

e BGP Neighbor P.28-1
e BGP Networks P.28-2
e BGP Summary P.28-2

BGP P.14-3 BGP

BGP Neighbor

BGP Neighbor BGP
e BGP Neighbor BGP Neighbor show bgp neighbors
BGP
Catalyst 6500 Series and Cisco 7600 Series Switch Firewall Services Module Command
Reference show bgp neighbors
e Clear BGP Session BGP BGP

ASDM
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W BGP

BGP Networks

BGP Networks

e Router identifier FWSM

IP
ID FWSM

e BGP Networks BGP

Network

Next Hop
0.0.0.0

Metric

LocPrf
Weight
Path

e Clear BGP Session

BGP Summary

BGP Summary

e Router ID FWSM

ID FWSM
e Local AS Number FWSM
e BGP Session Table BGP

Neighbor BGP
Version

AS Number
Messages Received
Messages Sent
Table Version

InQ

outQ

Up/Down BGP

State/PfxRcd BGP

Idle
e Clear BGP Session

BGP

BGP
ID ID bgp router-id
IP
IP
IP
BGP
100
BGP BGP
BGP
ID bgp router-id IP
IP
IP
BGP
BGP
Established Established
PfxRcd
Idle
Admin
BGP BGP

i ASDM
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ospFLsA N

OSPF LSA

FWSM OSPF LSA 4
LSA LSA
. LSA 1LSA
i LSA 2 LSA OSPF

. LSA 3 4 LSA
. LSA 5 7LSA
LSA
e Typel
e Type2
e Type3
o Type4d
e Typeb5
e Type7

Type 1

1LSA OSPF
1LSA 1LSA

Type 1 FWSM 1LSA
1 LSA

e Process LSA OSPF
e Area LSA OSPF

e RouterID LSA OSPF ID
e Advertiser LSA ID LSA Router ID
e Age
e Sequence #
LSA LSA
* Checksum LSA

e Link Count

ASDM
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H OSPFLSA

Type 2

Type 3

2 LSA

2 LSA

Type 2

Process
Area LSA  OSPF
Designated Router
Advertiser LSA
Age

Sequence #
LSA

Checksum LSA

LSA  OSPF

LSA

LSA

OSPF ID

3 LSA

Process
Area LSA  OSPF
Destination
Advertiser LSA
Age

Sequence #
LSA

Checksum LSA

LSA  OSPF

LSA

ABR

3 LSA

i ASDM
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ospFLsA N

Type 4

4 LSA 4 LSA
ASBR 4 LSA

* Process LSA  OSPF

e Area LSA OSPF

e Router ID ASBR ID

e Advertiser LSA ABR ID
e Age

e Sequence #
LSA LSA

e Checksum LSA

Type 5

5LSA ABSR 5LSA
AS NSSA LSA

e Process LSA  OSPF

e Network AS

* Advertiser ASBR ID
e Age

e Sequence #
LSA LSA

e Checksum LSA

e Tag 32
OSPF

ASDM
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H OSPFLSA

Type 7

7LSA ASBR
S LSA

5LSA

Process LSA  OSPF
Area LSA  OSPF
Network

Advertiser LSA
Age

Sequence #
LSA

Checksum LSA

Tag
OSPF

LSA

7LSA

ASBR

NSSA AS
5LSA

32

7 LSA
NSSA
ABR

i ASDM
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OSPF Neighbors

OSPF Neighbor
OSPF

e Neighbor

e Priority

e State
Down

Attempt

Init

hello
ID  hello

2-Way

hello

neighbor

2-way

DR

v

FWSM

OSPF

OSPF
hello

FWSM

Full

NBMA
FWSM hello

hello

FWSM
ID

hello

hello

FWSM
hello
Router ID

Full

FWSM

BDR

OSPF Neighbors W

OSPF

hello

hello

Down
Attempt

hello

hello
FWSM

FWSM

Full

Init

Database Descriptor

2-way

Exstart

¢

DR

BDR FWSM DR

FWSM DR BDR

BDR

DR/BDR

DR

DR

DR

ASDM
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OSPF Neighbors

28-8

ASDM

Dead Time

Exchange Exchange OSPF
Descriptor LSA
DBD
DBD
Loading
FWSM LSA
LSA
Full
LSA
Full OSPF
Full

Address
Interface OSPF

OSPF hello

DBD

LSA

2-way

2-way

Database
LSA
DBD
2-way
DR BDR
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Routes M

Routes
Routes FWSM
e Protocol
RIP RIP
OSPF OSPF
CONNECTED
STATIC
e Type
1A OSPF
El OSPF 1
E2 OSPF 2
N1 OSPF  not so stubby NSSA 1
N2 OSPF NSSA 2
e Destination IP /
e Gateway IP
e Interface

e [AD/Metric]

ASDM
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H Routes

ASDM
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AAA Servers P.29-2
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FWSM
. Catalyst 6500
Cisco I0S 10S
Catalyst (OF]
A-1
Cisco I10S MSFC 2 Cisco I10S
A-1
o Cisco 7600
Cisco I10S
A-1
Cisco I0S MSFC 2 Cisco I0S
A-1
FWSM WAN VLAN WAN
WAN FWSM MSFC
A-1
A-1 FWSM 3.2
Cisco 10S
12.2(18)SXF 720, 32
12.2(18)SXF2 2,720, 32
Cisco 10S
12.2(18)SXF4 ‘720, 32
Catalyst
8.5(3) 12.720, 32
1. FWSM 1A
2. Catalyst Cisco 10S
MSFC Cisco 10S

MSFC
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50
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* GTP/GPRS
e BGP
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A-2
6-Gbps CEF256
32-Gbps
e 1GB RAM
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A-3 FWSM
A-3
AAA RADIUS 16 4
TACACS+
250 250
Websense |16 4
Enterprise Sentian N2H2
8500 8500
250
Syslog 16 4
16
VLAN
256 100
FWSM VLAN
1,000
8 8
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| |
A-4 FWSM
p.7-12
A-4
MAC 64 K 64 K
FWSM 256 K 256 K
10,000/ 10,000/
IPSec 5 5
10
ASDM 115 5
80
NAT 256 K 256 K
SSH 2 5 5
100
FWSM FWSM
30,000/
30,000/
syslog
syslog
25,000/
25,000/
1 999,900° 999,900°
34
) TCP 100,000/ 100,000/
UDP
Telnet 2 5 5
100
1. ASDM 2 HTTPS 1
ASDM 80 HTTPS
160
Telnet SSH 15
4. FWSM 500
TCP
RSH RSH
FWSM
5. PAT PAT 256K
NAT
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AAA 80/ 80/

3,500 3,500
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ACL 32K 32K
1K 1K

ARP 64 K 64 K

DNS 5000/ 5000/
4K 4K
32 32

NAT 2K 2K
30,000 30,000
32K 32 K

Shun 5K 5K

NAT 2K 2K
TFTP 999,100 999,100
URL 200/ CPU 200/
50 CPU 50
50K 50 K
150 K 150 K
15 15
1. FWSM 11 TFTP 1024
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. P.A-8
A-6
~
P.17-3 EtherType
A-6
12
AAA 6451 992
74,188 10,633
established 1 460 70
2764 425
ICMP Telnet SSH HTTP 1843 283
NAT ACE? 1843 283
4147 1417
92,156 14,173
1. established
established CLI ASDM
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A-6
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1 Command Line
Interface 1

show np 3 acl count

show np 3 acl count partition_number

P.A-7

9216 Fixup
ACL

show np 3 acl count

—————————————— CLS Rule Current Counts --------------

CLS Filter Rule Count : 0
CLS Fixup Rule Count : 9001
CLS Est Ctl Rule Count : 4
CLS AAA Rule Count : 15
CLS Est Data Rule Count : 4
CLS Console Rule Count : 16
CLS Policy NAT Rule Count : 0
CLS ACL Rule Count : 30500
CLS ACL Uncommitted Add : 0
CLS ACL Uncommitted Del : 0

s

established 2
established
established CLI ASDM
2 Configuration > Properties > Dynamic Resource Allocation
3
Control
Data Established 2
established CLI ASDM
ASDM
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9-7
9-8
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14-16
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14-19
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APPE 6-12
Apply 1-18
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14-9
14-9
ARP 22-2
ARP
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27-1
ASBR
14-6
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A-5
1-20
Authentication 14-13
14-13
14-13
B
BPDU
3-17
C
CA 24-1
Cancel 1-18
Catalyst OS A-2
Catalyst 3-2

9-7

CDUP 6-12
CEF A-3
Cisco 10S A-2

Configure IGMP Parameters
15-6

15-6
15-6
CPU 1-20
Create a Service Policy and Apply to
20-5
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cache refresh time 24-14
enforce next update 24-14
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CTIQBE
20-14

D
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20-14

Denied Request Commands 6-12
DHCP

9-1

9-6
17-8
27-3

IP 27-2
27-2
27-3
DHCP Relay 9-2
9-2
9-2
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9-2
DHCP Relay - Add/Edit DHCP Server
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DHCP Server 9-6
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E
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9-3
9-4
Edit DHCP Server
9-7
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Edit OSPF Interface Authentication
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14-13

Edit OSPF Interface Properties
14-15

14-15
Edit OSPF Process Advanced Properties
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14-7
Edit PIM Protocol
15-12
15-12
EIGRP 17-8
ESMTP
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5-1

A-7
EtherChannel
3-16
3-16
EtherType
MPLS 17-9
17-3

20-14
9-7
15-12
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F

Filtering

FTP

GTP

H

H225

H.323
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HELP
Help
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HTTP

17-2
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20-14
19-5
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20-14
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import certificate 24-4
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L
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M
MAC
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MPLS
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NAT
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NAT
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PAT
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NAT
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21-14
NAT
21-11
A-7
NetBIOS
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LSA 14-21
LSA 14-20
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14-18
14-24
14-17
14-17
14-5
14-13
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28-7
14-22
OSPF Neighbors 28-7
28-7
28-7
OSPF
14-9
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14-11
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PAT
NAT
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Properties 14-14
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14-14
Protocol and Service 20-12
Protocol IGMP 15-5
15-5
15-5
Protocol PIM 15-12
15-12
15-12
Q
QoS
20-6
R
RADIUS
18-12
18-11
RAM
RAM 1-20
Redistribution 14-22
14-22
14-22
Rendezvous Points 15-13
15-13
15-13
Request Filter 15-16
15-16
15-16
Reset 1-18
RIP
14-26
14-26
14-26

RIP 14-26
RIP 2 14-26
14-26
14-26
RNFR 6-12
RNTO 6-12
Route Summarization 14-11
14-11
14-11
Route Tree 15-17
15-17
15-17
Routes 28-9
28-9
28-9
RPC
20-15
RSH
20-14
RSH A-5
RTP
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20-14
S
Secure Computing SmartFilter
Web URL 19-6
19-6
Secure Copy 8-8
8-8
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8-8
Secure Shell
11-8,11-13
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Setup 14-6
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20-14
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20-15
SNMP
MIB 13-21
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STOU 6-13
Summary Address 14-24
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TIME_WAIT 23-8
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CRL 24-13

CRL

24-12

device certificate subject 24-9
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