st
CISCO.

Cisco ASA 5505

7.2

R
Customer Order Number: DOC-J-7817612= /’
Text Part Number: 78-17612-02-J /A



www.cisco.com/jp/go/safety_warning/

Information Packet

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as
part of UCB's public domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

CCSP, CCVP, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems, Inc. ; Changing the Way We
Work, Live, Play, and Learn, and iQuick Study are service marks of Cisco Systems, Inc. ; and Access Registrar, Aironet, BPX, Catalyst, CCDA,
CCDP, CCIE, CCIP, CCNA, CCNP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco 10S, Cisco Press, Cisco Systems, Cisco Systems
Capital, the Cisco Systems logo, Cisco Unity, Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, FormShare, GigaDrive,
GigaStack, HomeLink, Internet Quotient, 10S, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, LightStream, Linksys, MeetingPlace,
MGX, the Networkers logo, Networking Academy, Network Registrar, Packet, PIX, Post-Routing, Pre-Routing, ProConnect, RateMUX,
ScriptShare, SlideCast, SMARTnet, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered trademarks of Cisco Systems,
Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply
a partnership relationship between Cisco and any other company. (0601R)

Cisco ASA 5505
Copyright © 2006 Cisco Systems, Inc.
All rights reserved.

Copyright © 2009,
All rights reserved.


http://www.cisco.com/jp/go/safety_warning/

CONTENTS

cHAPTER 1 1-1

CHAPTER 2

2-1
2-2
1
2-4
2 DMZ
2-6
3 IPSec VPN 2.7
VPN 2-8
5 VPN
ASA 5505 2-9
2-11
2-11
CHAPTER 3 VLAN 31
ASA 5505 VLAN 3-2
ASA 5505 3.2
VLAN 3.2
VLAN 34
VLAN a5
2 VLAN 26
DMZ 3-8

Cisco ASA 5505

| 78-17612-02-J [ |




W Contents

3 VLAN 3-9
3-11
cHapPTER 4 ASA 5505 4-1
4-2
PoE 4-3
4-4
4-5
ASA 5505 4-6
PC 4-7
4-9
4-9
4-10
LED 4-11
4-11
4-13
4-14
CHAPTER 5 5-1
5-2
Adaptive Security Device Manager 5-3
Startup Wizard 5-5
Startup Wizard 5-5
Startup Wizard 5-6
5-10
CHAPTER B DMZ 6-1
DMZ 6-2

Cisco ASA 5505
78-17612-02-J |




DMZ

ASDM

6-8

Web

DMZ Web

DMZ Web
6-17

6-22

CHAPTER [ IPSec
IPSec
IPSec

ASDM
IPSec
VPN
VPN

IKE

Contents W

6-6
6-6
6-7
6-8
DMZ Web
DMZ
IP 6-9
6-11
ID 6-14
HTTP
VPN 7-1
VPN 7-2
VPN 7-3
7-4
7-4
VPN ASA 5505 7-6
7-7
7-9
7-11
7-13
7-14
7-16

7-18

| 78-17612-02-J

Cisco ASA 5505 |




W Contents

IPSec Encryption

Authentication

7-19
7-20
VPN 7-22
7-24
cHAPTER 8 VPN 8-1
VPN 8-2
8-3
8-3
VPN 8-3
ASDM 8-4
8-5
VPN 8-7
IKE 8-9
IPSec Encryption Authentication
8-11
8-12
VPN 8-14
VPN 8-15
8-16
cHAPTER 9 Easy VPN 9-1
Easy VPN ASA 5505
9-2
NEM 9-4
Easy VPN 9-7

I Cisco ASA 5505

78-17612-02-J |



Contents W

Easy VPN 9-10
9-11

APPENDIX A 3DES/AES A-1

Cisco ASA 5505
| 78-17612-02-J




W Contents

Cisco ASA 5505
78-17612-02-J |




ASA 5505

ASA 5505

VLAN

w

VLAN

N

ASA 5505

DMZ

VPN

IPSec

VPN

Easy VPN

Cisco ASA 5505

[ 78-17612-02-J




Cisco Security Appliance Command Line
Configuration Guide

Cisco Security Appliance Command
Reference

Cisco Security Appliance Logging
Configuration and System Log Messages

Cisco ASA 5505
78-17612-02-J |



http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/cmd_ref/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/cmd_ref/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm

ASA 5505
. 2-2
. 1 2-4
. 2 DMZ 2-6
. 3 IPSec VPN 27
. 4 VPN 2-8
. 5 VPN ASA 5505
2-9

Cisco ASA 5505
[ 78-17612-02-J




2-1

Cisco ASA 5505
78-17612-02-J |




2-1
ENAILISAT ENAILISAT UL
Cisco SSL
VPN SA4T7 >k 924F7 LA
VI bz T7EHER SSL VPN

< F1)# 4 : Cisco SSL <F1)# 5 : Cisco SSL
VPN 547>k VPN 547>k
ENMILYSAT R JE—FHA b+
VPNY I b7 EREtEX) T a
94T bEFER FISA4T VR

13—y bk

<+ 1A 3: IPSec VPN

it

SFUL 6 A RY—HA b
VPN i

BRAMEXLY T4
TISAT VR &

Web H#—/\
;‘\J P~

PEADE ERIHE- 3 : ol G S Vb 2F U 2: DMZ ZfER L= ERML
A VAML—Ya Y

BF AL H—N

190924

Cisco ASA 5505
[ 78-17612-02-J .m




2-2

18 —3v k

ISP JL—%

190925

Cisco ASA 5505
78-17612-02-J |




PIX 501
PIX 501

PIX 501 ASA 5505

Cisco ASA 5505
| 78-17612-02-J




2 DMz

2 DMZ

Demilitarized Zone DMZ;
DMZ

HTTP

2-3 DMZ

Ny hO—2
(o8 —Fy FERD

BRAEEX2YT 1
TISATUR Sy

P~
DDz \\\\y/ g
\/ \>
N—YF)arvEar—~4

T34 R—F (RED) v bT—2

DMZ

DMz

Web

DMz

//////////W;

Web H—/\

//////////W;

BEFA—IL H—\

190926

DMZ

I Cisco ASA 5505

78-17612-02-J |



3 IPSec ven H
3 IPSec VPN
IPSec VPN
VPN
2-4 IPSec VPN
IPSec VPN
&

T34 R—F (RER) v bT—2

/ Cisco VPN 2 54 7> b
B VIR TERATS
WINS H#—/\ f23—=Fvt ENSAIL H54F 2k

\
\
)

=)}

BRABEtEXaY T4

TIZ2AT VR
CiscoVPN 2 547 >
; VILIITERTT S
N—=YFIJarvEai—~% §
= S
IPSec VPN 7
IPSec VPN
Cisco ASA 5505

| 78-17612-02-J




| 4 VPN

4 VPN

VPN
VPN

VPN 1

2-5 VPN

sPL—5 (A= FvE

190928

Cisco ASA 5505
78-17612-02-J |




5 VPN AsA 5505 W
5 VPN
ASA 5505
ASA 5505
VPN 1
VPN
Easy VPN
VPN
o VPN
. VPN
2-6 Easy VPN

Cisco ASA 5505
| 78-17612-02-J




| 5 VPN ASA 5505

VPN A= E 7
54Tk

2-6 VPN
JE—FEREZE
#EH
ISP
"> )L-—-f;
e S, s
Ay RTy R M=% L 70 )
= TINA R g
‘ L
W
~ IPSec Z4R—+9 %
ASA 5500 1) —X
l\ Cisco I0S JL—%
SN
N
3 LAN

ASA 5505 VPN
9 Easy VPN

190930

I Cisco ASA 5505

78-17612-02-J |



ASA 5505
ASA 5505
1 5
2 DMz 6 DMZ
3 IPSec 7 IPSec
VPN VPN
4 VPN 8
VPN
5 VPN 9 Easy VPN
ASA 5505
3 VLAN

Cisco ASA 5505
| 78-17612-02-J




Cisco ASA 5505
78-17612-02-J |




CHAPTER

VLAN

ASA 5505 VLAN
IP
VLAN ASA 5505 VLAN
VLAN
e ASA 5505 VLAN 3-2
e VLAN 3-5
N 3-11

Cisco ASA 5505
| 78-17612-02-J




3 VLAN |
W AsA 5505 VLAN
ASA 5505
VLAN VLAN
ASA 5505 VLAN
e ASA 5505 3-2
e VLAN 3-2
e VLAN 3-4
e 2 VLAN 3-6
e DMZ 3-8
e 3 VLAN 3-9
ASA 5505
ASA 5505 8 Fast Ethernet
8 2 Power Over Ethernet
PoE PoE PC IP DSL
LED 4-11
VLAN
8 VLAN

VLAN

I Cisco ASA 5505

78-17612-02-J |



| 3 VLAN

ASA 5505 VLAN
ASA 5505 VLAN1 VLAN2 2 VLAN
0/0  VLAN2
VLAN1
VLAN
VLAN
VLAN1 VLAN2
2 VLAN
VLAN VLAN
VLAN 2
ASA 5505 VLAN
Base
1 VLAN Security Plus
1 VLAN
VLAN
VLAN
ASDM Startup Wizard 5
ASDM GUI ASDM
Cisco Security Appliance Command Reference

Cisco ASA 5505

| 78-17612-02-J




3 VLAN |

W ASA 5505 VLAN

VLAN
ASA 5505 VLAN
ASA 5505 2 VLAN
20 VLAN
DMZ VLAN
1 VLAN
VLAN
Base DMZ VLAN VLAN
VLAN DMZ VLAN DMZ VLAN
VLAN
Security Plus DMz
3-1
3-1 VLAN
Base 2 VLAN
3 VLAN DMZ VLAN
VLAN
Security Plus 3 VLAN 1
20 VLAN
DMZ1 DMZ2
VLAN
8 VLAN 1
VLAN

Cisco ASA 5505
78-17612-02-J |




| 3 VLAN

VLAN ||
~
ASA 5505
VLAN
VLAN

VLAN VLAN
e 2 VLAN 3-6
e DMZ 3-8
e 3 VLAN 3-9

Cisco ASA 5505
| 78-17612-02-J




3 VLAN I

N vLAN

2 VLAN

3-1 VLAN VLAN 2
VLAN

3-1 2 VLAN

MEB VLAN

L
\.
b
|
(
oy
g

T4 \/ e
IR—=YFIL
avEa—4
VLAN VLAN VLAN
VLAN VLAN
VLAN
7
VLAN WAN ISP
3-1 VLAN ASA 5505 4
VLAN 1 3

Cisco ASA 5505
m. 78-17612-02-J |




| 3 VLAN

VLAN ||
o PIX 501
PIX 501
PIX 501 ASA 5505
2 3-2
VLAN
VLAN VLAN VLAN
2
3-2 ISP VLAN
IP E:E
AEB VLAN

~
~
~
~

‘91"&[‘ VLAN

§ ,?z"’ Ny T79T

PP NN E
IN—YFIL ;
avEa1—4

2 VLAN
Cisco ASA 5505

| 78-17612-02-J




3 VLAN

N vLAN

DMZ
3 VLAN
DMZ DMZ DMZ
VLAN

3-3 3 VLAN

HERrRy kD=9
(428 —2y bR

DMZ

WAHAEEXL T4
TITS5AT7 R Gy

//////////W;

Web H—s\

N
N

&

U
v

TS R— bk (HER) Fv kT—% P U=

190926

3 VLAN 2
DMZ VLAN 1
VLAN 2

Cisco ASA 5505
m. 78-17612-02-J |




| 3 VLAN

VLAN ||
3 VLAN
3 VLAN
VPN
3-4 ASA 5505 VPN
ASA 5505 3
VLAN
VLAN
. DMZ VLAN
. VLAN DMZ VLAN
VLAN
ASA 5505 VLAN
DMZ VLAN
VLAN
Easy VPN
VLAN
Easy VPN DMZ VLAN
VLAN
VLAN
Cisco ASA 5505

| 78-17612-02-J




3 VLAN

N vLAN

I Cisco ASA 5505

3-4 3 VLAN

M (+2 4 X) VLAN

HHER

T
L\
153756

ASA 5505
e 3 VLAN
1 Power over Ethernet PoE IP
e 3 DMZ VLAN
o VLAN
WAN
ISP
VLAN DMZVLAN
VLAN

Cisco Security Appliance Command Line
Configuration Guide

78-17612-02-J |



| 3 VLAN

4 ASA 5505

Cisco ASA 5505
| 78-17612-02-J




3 VLAN |

Cisco ASA 5505
78-17612-02-J |




CHAPTER I

ASA 5505

ASA 5505

e PoE 4-3

. 4-4

. 4-5
e ASA 5505 4-6

. PC 4-7

. 4-9

. LED 4-11

. 4-14

Cisco ASA 5505
| 78-17612-02-J




4 ASA 5505 |

4-1 Cisco ASA
5505

4-1 ASA 5505

", =
S5 =3

Cisco ASA 5505

BR75 74

=2 BBDA—HRy =T

Cisco ASA 5505
m. 78-17612-02-J |




| 4 ASA 5505
PoE u
PoE
ASA 5505 Ethernet 0/6 Ethernet 0/7 IP
IEEE 802.3af PoE
PoE
IP PoE
0 5 PoE
PoE
ASA 5505 PoE
e EO0/6 EO0/7 PoE E0/6 EOQ/7
ASA
5505 PoE
~
Cisco PoE PoE EO0/0  EO/5
Cisco Powered Device PD;
e Cisco IP Phone 7970 ASA 5505
Cisco ASA 5505

| 78-17612-02-J




4 ASA 5505 |

ASA 5505
1
2 0
a.
b. 1
DSL ISDN
~
0
3 7
1 7 1
Power over Ethernet PoE PoE
6 7

Cisco ASA 5505
78-17612-02-J |




4 ASA 5505
||

1 RJ-45to RJ-45

2 4-2

4-2

(H) (H)

POWER = == == == == == = o == =
e ﬁﬂﬁﬂﬂﬁﬂm
A
RuverETHERNETS 5 4 3 2 1

. ;
0

153761

| 78-17612-02-J

Cisco ASA 5505 ||




4 ASA 5505

W ASA 5505
ASA 5505
ASA 5505
1
2
3 AC
 ASAS5505 3
4 LED

4-11

Cisco ASA 5505
m. 78-17612-02-J |




4 ASA 5505

PC L
GUI Adaptive
Security Device Manager ASDM PC
ASDM VPN
ASDM 5
ASA 5505 PC
1 ASA 5505 1 PC
ASA 5505
PC
10 100 Mbps
2 DHCP PC ASA 5505 IP
PC  ASA 5505
ASDM
192.168.1.0 1P
PC
IP

Cisco ASA 5505
| 78-17612-02-J




4 ASA 5505 |

| PC
3 PC  ASA 5505
1 7 1
4 LINKLED ASA 5505
ASA 5505 LINK LED
ASDM  ASDM Startup Wizard
ASA 5505
5

Cisco ASA 5505
78-17612-02-J |




| 4 ASA 5505

ASA 5505

. 4-10

ASA 5505
4-3 PC

4-3

| 78-17612-02-J

Cisco ASA 5505 ||




4

ASA 5505 |

PC

9600 8

ASA 5505

2 ASA 5505

I Cisco ASA 5505

78-17612-02-J |



| 4 ASA 5505

Lep W

ASA 5505
. 4-11
. 4-13
ASA 5505 LINK/ACT

2 LED
4-4 ASA 5505

4-4 ASA 5505

(? @ ® (®

Cisco Systems
m DNigacy ® Power ® Status ® Active ® VPN @ SSC
100 MBPS
Cisco ASA 5505 series

Adaptive Security Appliance

/LED
1 |usB — —
2 — 10 Mbps
100 Mbps
3

Cisco ASA 5505
[ 78-17612-02-J .m




4 ASA 5505 |
| LED
/LED
4
5
6
7 |VPN VPN
VPN
8 |SSC SSC SSC
~
LINK/ACT LED
ASA 5505

I Cisco ASA 5505

78-17612-02-J |



| 4 ASA 5505

Lep W

4-5 ASA 5505

4-5 ASA 5505

5

IO

@ ®

LED

1
2
3 CLI
4 |RESET
5 |2 USB v2.0
6

0 5 2

Cisco ASA 5505
| 78-17612-02-J




4 ASA 5505 |

LED

7 |PoE

PoE IP Phone
IP Phone
PoE
0 5
PoE

I Cisco ASA 5505

78-17612-02-J |



Cisco Adaptive Security Device

Manager ASDM CLI
ASDM
. 5-2
e Adaptive Security Device Manager 5-3
e Startup Wizard 5-5
. 5-10

[ 78-17612-02-J

Cisco ASA 5505 ||




Cisco
ASA 5505
o 2 VLAN VLAN1 VLAN2
e VLAN1
inside
Ethernet 0/1 Ethernet 0/7
100
Ethernet 0/1 o/7
IP 192.168.1.1 255.255.255.0
e VLAN2
outside
Ethernet 0/0
0
DHCP IP
. ASDM
DHCP
DHCP
ASDM
CLI Cisco Security Appliance Command Line Configuration
Guide

I Cisco ASA 5505

78-17612-02-J |



Adaptive Security Device Manager ||

Adaptive Security Device Manager

Cisco SYSTEMS

Cisco Adaptive Security
Device Manager

@ 2009-20068 Cizco Systems, Inc
Cizco, Cisco Systems and Cizco Systems logo are registered trademarks
of Cizco Systems, Inc. andfor its affiliates in the U5, and certain other countries

Adaptive Security Device Manager ASDM

Web Web

ASDM

Cisco ASA 5505
| 78-17612-02-J




| Adaptive Security Device Manager

ASDM Web

Cisco Security Appliance Command Line Configuration Guide
Cisco Security Appliance Command Reference

Cisco ASA 5505
78-17612-02-J |




Startup Wizard ||

Startup Wizard
ASDM
Startup Wizard Startup Wizard
Startup Wizard
e Startup Wizard 5-5
e Startup Wizard 5-6
Startup Wizard
Startup Wizard
1 Web Java  Javascript
2
3
IP
e ASDM  HTTPS SSH Telnet
IP
e NAT PAT IP
e DHCP IP
e WINS IP

Cisco ASA 5505
| 78-17612-02-J




| Startup Wizard

e DMZ 3 VLAN
e FEasy VPN
Easy VPN IP
Easy VPN
Startup Wizard
Startup Wizard
1 PC  ASA 5505
a. RJ-45
b. RJ-45
c.
2 ASDM
a. ASA 5505 PC Web
b. Web

2

VLAN

VLAN

https://192.168.1.1/

URL

I Cisco ASA 5505

78-17612-02-J |



Startup Wizard u

Y
192.168.1.1 IP
https S
HTTP over SSL HTTPS
c. ASDM

ASDM Launcher

4 Yes

ASDM

ASDM Java

Enter

Yes

| 78-17612-02-J

Cisco ASA 5505 lm




| Startup Wizard

e v bt

bpmees banesa rew liomam
"
[re——

B ki P

o i e ] e T

e ey
: -

5 4 L

[P rgames.  hmrmaey '

= Lomen
R et b

L 15— g H L
Al e AR wop Naps
Tt M Flel R
Vg g ki Vo hmsa
o7 Lisus

L= i N

Forwaed Pl Togo Frrme =a =g
Edmtme EEn
[ [E e ey iam
P =1 e
r - - *‘
Tl e = . L
AN D = I
R
[ A PRECTER N S R e IS T
Troifn ke
RN L} g S Py e oy
v 2 R
e A A WS T
B i v

Ii&

toeej
.
"

| A

B4

5 Wizards

6 Startup Wizard

Startup Wizard

Startup Wizard

Help

I Cisco ASA 5505

78-17612-02-J |



Startup Wizard ||

ASDM
> |CMP Rules
IP 0.0.0.0

ICMP

ASDM

Configuration > Properties > Device Administration

0.0.0.0 Action

| 78-17612-02-J

Cisco ASA 5505 |




1
DMZ Web 6 DMz
VPN 7 IPSec
VPN
VPN 8
VPN
Easy VPN 9 Easy VPN

Cisco ASA 5505
78-17612-02-J |




CHAPTER

DMZ

Y
Cisco ASA 5505 DMZ Security Plus
e DMZ 6-2
e DMZ 6-6
o 6-22

Cisco ASA 5505
| 78-17612-02-J




DMZ

N pmz

DMZ

6-1
DMZ

6-1 DMZ

X274
HTTP 95472k FISA4TVR

A
[:]I NEA VB —T T4 R @ WA B —T T4 R
pr—| 9 192.168.1.1 &l 209.165.200.225
=i’<7‘54&‘— N7 FLR) immmmet (/ST v 7 FLR)
192.168.1.2 |
(F54R—F 7 KLR) DMZ A >3 —TxA2
10.30.30.1
(F5A4R—K 7 RLR)

@_I

I
A—)

DMZWeb J3A4A~A—FKkIP 7 KLX:10.30.30.30
Y—\ RNTYwy IP T FLR:209.165.200.226

e Web
. HTTP
] DMZ Web
1 IP
209.165.200.225
6-2 DMZ Web
HTTP

!

132064

DMz Web

HTTP

I Cisco ASA 5505

78-17612-02-J |



| 6 DMZ

DMZ
6-2 HTTP
HTTP ZEskA¢ DNS
DMZ Web H—/\[Z3{E H—\
TEB K312 BHEIIC. _a—y
URL®D IP 7 KL R fRiR% =
ASRENHYET, [ |
|
¥l TFq J _l
HTTP .
54Tk DNSER  TTIATVR _ AQ"
ﬁl (NEA B —T A R) / y——2
p.__ =8 192.168.1.1 NI i o 8—T2 AR e AL
— g vR—rv k) 79T
— > . 209.165.200.225 m—
192.168.1.2 HTTP 23R ARNGEDITRANRS Dl
— < . py——
(F31~—+ 7 ELR) DMZ A Y 8—7 24 R 4
2547 & HTTP EX% _ 1030301 Web #—/3\
ASA [ZfEL. ASA FZDER%E | (FFIA—FTFLR)
DMZ Web #—/\Zézk LEF H
DMZ %y k7—% I
—
A N
DMZWeb FSA4~_R—FkIP7KLZ : 10.30.30.30 3
$—/8 KT ys IP 7 KL R:209.165.200.226 .
6-2 DMZ
Web HTTP DNS
DMZ Web
1. ISP DNS DMZ Web
IP
2. HTTP
3. DMZ Web IP
Web
4, DMZ Web IP
HTTP
5. HTTP

Cisco ASA 5505

| 78-17612-02-J




6 DMZ |

N pmz

DMZ Web HTTP
¢ DMZWeb IP DMZ Web IP
10.30.30.30 209.165.200.225 DMZ
NAT
DMZ NAT
DMZ Web
IP 10.30.30.30 10.30.30.30
DMZ Web
¢ DMZ Web IP DMZ Web
IP
e DMZ Web HTTP
6-3 DMZ Web IP
HTTP

Cisco ASA 5505
78-17612-02-J |




)
=)
=
N

DMZ | |

6-3 HTTP

DMZ Web H#—/\® @HTFP ZERH DMZ

X2 Fq %7")%77’F‘bx Web H—/ D/ T 1) v 4
= . SETDEEERN 7 RLRIZEESNh S,

TIZATYR e Sk ans.

E]l sy Ky, 0T,
‘_"4 ____________________ ‘._.: ..... N _J..-"' 774_7/ k
—- —— l

mm— i@&aﬁ%m?lﬂ/xﬁ r—

] i Web¥—DTS5AR—kIP 7 FLRIZ ]

=) . ZREN5, Web +—/%

y 4 i

a— .

m @

H’A l @ Web 'U'_/{b‘\
-_,I AVTUOVYDERERET D, .
_r E

DMZWeb ZF54~_X—FkIP 7 KLX:10.30.30.30
Y—\ Ty IP 7 KL R:209.165.200.226

Cisco ASA 5505
| 78-17612-02-J




DMZ |

N pwmz
ASDM 6-1
DMZ
ASDM  Startup
Wizard
DMZ 0 100
50
Startup Wizard 5
. 6-6
e ASDM 6-7
6-8
. DMZ Web 6-8
e DMZ Web ID 6-14
e DMZ Web HTTP 6-17
DMZ
° DMZ Web
. DMZ Web

I Cisco ASA 5505

78-17612-02-J |



DMZ

ASDM

Web

¢

ASDM

IP

DMZ

https://192.168.1.1/admin/

https S

HTTP over SSL HTTPS

ASDM

: 8 Wl ;

Powmi Bl e [ Sl s

B e ]

e F ety =

x ' [

el e [ S
. Sl ¥ .
8L e = - 8 =
e
ot it b b b e e e e

o B

-]

gy

iy g Rl

el W

- e

i

el =

£

o B X R
TR

Cisco ASA 5505

| 78-17612-02-J




6 DMZ |

N pmz

IP
IP
ASA 5505
IP
DMZ Web
DMZ Web
2
¢ DMZ Web IP IP
10.30.30.30 209.165.200.225 DMz
NAT
e DMZ Web IP IP
209.165.200.225 10.30.30.30 DMz
NAT
DNS
DNS DMZ Web IP
~
DNS DNS
DNS

Cisco ASA 5505
78-17612-02-J |




| 6 DMZ

DMZ ||
. DMZ IP
6-9
e \Web 6-11
DMZ IP
DMZ IP
NAT
1 ASDM Configuration
2 Features NAT
3 Add Add Static NAT Rule
Add Static NAT Rule
4 Real Address IP
10.10.10.0
a. Interface Inside
b. IP
IP 10.10.10.0
c. Netmask 255.255.255.0
5 Static Translation
a. Interface DMZ

Cisco ASA 5505

| 78-17612-02-J




6 DMZ |

N pwmz

b. IP Address IP
IP 10.10.10.0

c. OK Static NAT Rule Configuration > NAT

Sumsom Poss v & L GE

Pl e -

|
.
QR

7 Apply

Cisco ASA 5505
m. 78-17612-02-J |




| 6 DMZ
DMZ
Web
Web IP NAT
ASDM Configuration > NAT
Add Add Static NAT Rule
Add Static NAT Rule
Real Address
a. Interfaces DMZ
b. IP Address DMZ Web
IP
209.165.200.225
Static Translation
a. Interface Inside
b. IP Address DMZ Web IP
IP 10.30.30.30
Cisco ASA 5505

| 78-17612-02-J




6 DMZ |

N pwmz

B Add SEabic HAT IRula

Fieal Ak rit
Fenace  DMI v
W Bodeeid. 200 1RL 0N I0S - I:I
Mefmack: D55 248 295 248 e

Thalsl Trarrialan
Lg - o i ATk W

P adiess [ERETRE] ]

] Erssbie Fret Address Traralabon (FAT)

¥

g

i
13104

Cisco ASA 5505
78-17612-02-J |




DMZ

DMz ||
OK Configuration > NAT
i s
s
E Sumsom Qo v & 5 QR |G e e ot e
E -: =+ T ol EIUEE DS o i ol =17 A oE
I T T I TR
&
.
A
[
i
ot
e
il s A i
R - S e
o ] =] g
— o E

Cisco ASA 5505

| 78-17612-02-J




6 DMZ

N pmz

DMZ Web ID
DMZ Web

IP

Web
209.165.200.225

1 ASDM
2 Add

Add Static NAT Rule
3 Real Address

a. Interface

b. DMZ Web
10.30.30.30

c. Netmask

4 Static Translation Web

a. Interface

b. IP Address

DMZ Web IP
HTTP
Web
IP 10.30.30.30 IP

Configuration > NAT

Add Static NAT Rule

DMZ

255.255.255.255

Outside

Interface IP
IP

I Cisco ASA 5505

78-17612-02-J |



| 6 DMZ

DMZ

LY Fq E]l
HTTP 2547 k FISATUR =

y
[:]I REA L B—T AR @ NEA L BR—T AR
pr—| 9 192.168.1.1 q  209.165.200.225

HTTP 2354 7>k
==/<7°34&‘—r7|<‘u7\> -_—_‘—_-.4' (XTUvo FELRA) —l
192.168.1.2 [:l
(FSA_R—K 7 KLR) DMZ A 3 —T x4 R ]
10.30.30.1 A—)
(FSA_R—F 7 KLR) ﬁ HTTP H—/%
‘ —
=
H—/\
o <
DMZWeb FS5A4~_—FkIP 7 KLX:10.30.30.30 $
H—/N R TY s IP 7 KL R:209.165.200.226 <
5 Port Address Translation
IP 1 Port Address Translation
DMZ Web IP
IP Port Address Translation
a. Enable Port Address Translation (PAT)
b. Protocol tep
c. Original Port 80
d. Translated Port 80
e. OK Address Translation Rules
Web IP 10.30.30.30 Web
IP 209.165.200.225

Cisco ASA 5505

| 78-17612-02-J




6 DMZ |

N pmz

6
i
s
b e
5 :: <o T sy e L= ol =17 ua acE
| vl e oommemamgm e R immsiesd |
@
i
L
[
A
-ug- L) []
]
Ly
e ] =] g
= - a8 @-ﬂ-u—n-—-ﬂ =
7 Apply

I Cisco ASA 5505

78-17612-02-J |



Add Access Rule

Interface Action

a. Interface Outside

b. Direction Incoming

c. Action Permit

Source Type Any
Cisco ASA 5505

| 6 DMZ
DMZ ||
DMZ Web HTTP
DMZ
Web DMZ Web
HTTP
DMZ Web
HTTP
ASDM
a. Configuration > Security Policy
b. Access Rules Add Add Access
Rule

| 78-17612-02-J




6 DMZ |

N pmz

4 Destination

a. Type Interface IP
b. Interface Outside
5 Protocol Service
a. Protocol tcp
b. Source Port Service =
Any
c. Destination Port Service =
HTTP/WWW

Add Access Rule

Cisco ASA 5505
78-17612-02-J |




6 DMZ

DMZ | |

s g el - Aifion | o Pl

fype G ww - Frm ol iriwrince 1F

s I -

Source P [opcSrmaien Pord

T s = = . T Sarwra = [y .

T LT
Frid Vi [y e

a2
iy 06 1 25 2N
ssssande of Firml sanss "

Cpmoray

Lo J| owmm | ww

1#18%7

d. OK Security Policy > Access Rules

Cisco ASA 5505
| 78-17612-02-J




6 DMZ |

N pwmz

6
fw (e fem T o
% S U
mm Tl v i
E- B B | e o Sy e P [T
s | Wil W L B el | ] Elu-l-r
i [ T p—— - [p— Er-.-n- - |
&- - s ] S B B . S e e Dl
o [ e = F e
ﬁ & i o oy
o B T ——
z o O - -
.
=
LTy
i
ot
L'h-h"- -i [
l-—!-.—.l P ,ﬂ_ ||-|—|—..h-|-|
S -+
I i | [ s | s | ;
-— w38 =
7 Apply
DMz
Web HTTP

Cisco ASA 5505
m. 78-17612-02-J |




| 6 DMZ

DMZ | |

File Save

ASDM

Cisco ASA 5505
| 78-17612-02-J




6 DMZ |

DMZ Web

Cisco Security Appliance Command Line
Configuration Guide

Cisco Security Appliance Command Reference

Cisco Security Appliance Logging Configuration
and System Log Messages

VPN 7 IPSec
VPN
VPN 8 VPN

I Cisco ASA 5505

78-17612-02-J |


http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/cmd_ref/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm

CHAPTER i

IPSec
VPN

IPsec VPN
Easy VPN
e |PSec VPN
e |PSec VPN
. 7-24

Cisco ASA 5505

VPN

Easy VPN

7-2
7-3

| 78-17612-02-J




7 IPSec VPN
W pPsec VPN
IPSec VPN
7-1 Cisco Easy VPN
VPN
VPN IPSec
7-1 VPN
DNS H#—/\ _l
10.10.10.163 ‘Q,’
E.I ——
|| e SNE 5 ’;V%l“ﬁ";
TISAT7 VR
10.10.10.0 === "
AnyConnect
E.| 95472k
u O
% A—Y
WINS H—/\ ——
10.10.10.133 | — 2
TSHHFR—2M §
994728 7

I Cisco ASA 5505

78-17612-02-J |



| 7 IPSec VPN
IPSec VPN n
IPSec VPN
IPSec VPN
Easy VPN Easy VPN
7-1
. 7-4
e ASDM 7-4
e |PSec VPN ASA 5505 7-6
e VPN 7-7
e VPN 7-9
. 7-11
. 7-13
. 7-14
. 7-16
e |KE 7-18
e IPSec Encryption Authentication 7-19
. 7-20
. VPN 7-22
Cisco ASA 5505

| 78-17612-02-J




7 IPSec VPN |
W PSec VPN
IPSec VPN
o IP IP
VPN
AAA
e VPN
DNS IP
WINS IP
IP
ASDM
Web ASDM
IP https://192.168.1.1/admin/
S
https S HTTP over SSL HTTPS
ASDM

I Cisco ASA 5505

78-17612-02-J |



7 IPSec VPN

IPSec VPN ||

P Cpmre baN e e — el =

§ 4 I 3 &

= T3 L4 . o o] a3 sl i

- [T T Bawi  Trwwd  Puhel T Bahas - -

e b bErmmn W

e — whmima & ik e B am ™ e
- WirE i~ - S

EER ] Sermiagkppied e | - - g & -

e LT [T TS FRTA ST & aEa T " O 0w

allmyeEr AR gy . ARk F e ] == B E

Tl L - M e

T P i Tuw ey HINE O RS —

o L 11t Sk

¥E " ra ¥ - g R TR EE ! TS

bpmees banesa rew liomam

» - ST _BLEL L
r# L =
i . T S D
[
igun g B i g
-
Ty et cwied v sl “mEm— 1" I'_Li. 3--..-- o

Cisco ASA 5505
| 78-17612-02-J




W pPsec VPN

7 IPSec VPN

IPSec

VPN ASA 5505
VPN

1 ASDM

W Vi'H Wieard
L
VPN Wisard

Wizards

VPN Wizard
VPN Wizard Step 1

WP Tl Tppn (S2ap 1wl b

Uil'ﬂll'l-d-'ﬂﬁ crligute fubw BlE-80- e VTN B dF fee Piencle @loESE VI

PiTE ARVICRE i) il & AR RS Purre e i Colrechional A
nw-d:l:hﬂdh-:.nh:llnndlmll BTy B [BCORFREE T | Cled PeOle B00811
Brren

Tosy v oo Dats arvd Cordguratons e vou omn sl e Lung e ASDE

b i Sebs te it Wl

15 it A l!ﬂﬂt @__ E‘I‘:‘H

Y Turwsl Infertecs:

T P -
I._-_.h-;luru.furs-t Ldrms s IRt Ceia oy Al [y
Jum-nmuh:lrﬂmﬂnnh:
= =

I Cisco ASA 5505

78-17612-02-J |



| 7 IPSec VPN

IPSec VPN ||
2 VPN Wizard Stepl
a. Remote Access
b. VPN
Outside
c. Next
VPN
VPN Wizard  Step 2
1
VPN Cisco VPN
Client

Cisco Easy VPN

Cisco ASA 5505
| 78-17612-02-J




7 IPSec VPN |

W pPsec VPN

Feiniss Ariess D (Shep F ol

Ferde miers uters of vaan s Lan g TR Sunree B Ses 810 ol e g i)
W¥ el 1w By e

(2 Mooy Ao clael wnny LITF o PGa

LE =1 4kl

Ltect | et Lo | {1 ]

2 Next

Cisco ASA 5505
m. 78-17612-02-J |




| 7 IPSec VPN

IPSec VPN ||
VPN
VPN Wizard  Step 3
1
N Pre-Shared Key
Cisco
IPSec
. Certificate
2
ASDM

e Challenge/Response Authentication (CRACK)

Cisco ASA 5505
| 78-17612-02-J




7 IPSec VPN |

W pPsec VPN

B PN Wizard _ﬂ
VPN Wizsnd WA Cliesd Aulbsenbic alion Melhod and Tunel Group Bame {Step 3ol ...)

e B84 albinrs i Mo i pvade oas b usind bl i Girvinistt diofaheifiain) (e drelions
el clent abtribetes configuned in the subsequent soresns. Configune suthenbicstion method and
harred geoas For this revnobs comreschion, Lk the sames buneed groap e For thes deevics and tha
el el

Frechaed bey e
= Certifese

et stn S Moot ey
el e | |

1™ Chasbene Irespores sUtheniticstion { R0

Turmres Group
Tuseed Grongs bonrme: [

LE= = 0F)

stk | s | D0 | goeel | e

Cisco

3 Next

Cisco ASA 5505
m. 78-17612-02-J |




| 7 IPSec VPN

IPSec VPN ||

Authentication,
Authorization, and Accounting AAA,;
AAA RADIUS TACACS+ SDI NT Kerberos
LDAP

VPN Wizard Step 4

Authenticate Using the Local User Database

a. Authenticate Using an AAA Server Group

b. Authenticate using an AAA Server
Group New
AAA

Cisco ASA 5505
| 78-17612-02-J




7 IPSec VPN |

W pPsec VPN

B PN Wizard _ﬂ
VPN Wizsnd Chenlt fsdherlicalion [Sep 4 of ...}

To suthancicnbs ravats weers veing loosl devacs uear detshses, salect ths Firss aphion beloss.
Fiu) G Criste (e Aol in L ek it

Touee etermsl AAE servers rstesd, seldat the cacand opdtion. Wil can st B svidhing A
PEVET QRDAIS oF rEAhE B reay N WHineg e hes batbon Dedave.

Py srvacone ol o o Gy i B, (DS Configuratan. o Derens et | AU I
e gty AS[RH wruckiper.

1% Butrentosts usng tha sl user datshass)
7 Mo el uing a6 AAA Sereir group

== =] e

133403

stk | s | D0 | goeel | e

3 Next

Cisco ASA 5505
m. 78-17612-02-J |




| 7 IPSec VPN

IPSec VPN

ASDM

VPN Wizard Step5

Add

i Vit Wieard

o PN Wisard Ussr Argramu s {Hep &l 1h
Erter m ravw Llew i T Lo mE Ty it o
e i e detanane o b P T troe e databane, g B0 CorfigLnaion » Frooere
= Oarviton Acdrirmilrabion « Lises Sdotunt i B men
Imes b [ Aacwsea
(R f
P
() Cim—
Fat i d (ebina oo ]
Ll Pt rwird [oplreall
-
T EERIEA]

Next

Cisco ASA 5505
| 78-17612-02-J




7 IPSec VPN |

W pPsec VPN

VPN IP
209.165.201.1
209.166.201.20 IP

VPN Wizard  Step 6

1 Name

New

Add IP Pool

BS Add IF Pool X

[Ty S prre 2o e d Peadl
et P Sddres S IRE 201 6
Erciirg P Arkdress 0 VRS 20 a0l

Skt Makk w

Loox  J[ coms J[ v |

—
[

Cisco ASA 5505
78-17612-02-J |




IPSec

VPN
IPSec VPN
2 Add IP Pool
IP IP
b. Subnet Mask
IP
c. OK

VPN Wizard Step 6

Al Poad (e ol B4

B @ el oF iouel Seitnirine b b e T asdareg dyee (P ackinesies b resobi IR
iy

1535916

Tt Crpui Pl Crado
Pred Vv R = Jl=rproni - | Ly i;l'-_ -.i
e Sstirgn
Barge Shw Addrepn 0 A0 20
Waarnge [ rad Akdreda MG M X0
S Wi
[ =mack | et = | [Camcet | | Hew |
3 Next
Cisco ASA 5505
| 78-17612-02-J




7 IPSec VPN |

W Psec VPN

DNS WINS

ASDM

Easy VPN

DNS Windows

VPN Wizard  Step 7

Cisco ASA 5505
78-17612-02-J |




| 7 IPSec VPN

IPSec VPN ||

i VirH Wieard IFI:

’ PN Wisard bl e P o Clead (Opienal (e P ol 81}
} epae bmers e 13 P LT e st T e ey 1 P

AR B vy do nol weend en sBnbuie pushed o S clent, lsess e comesponding fekd bl
Turdes G O
Firry LS et 20 18, 208 1
Secoraey TR farem 00 S 20T £
Py VlbS Lo mir 206 B 00 TN
Carawaly PN Era 05 Dl 00 18
fo lmill Croerwan Fire s il ]

[ «Buck || est= | [Coreel | [ree | |2

2 Next

Cisco ASA 5505
[ 78-17612-02-J .m




VPN |

7 IPSec
W PSec VPN
IKE
IKE
ID
ASDM VPN
VPN Wizard Step8 IKE
1 IKE
DES 3DES AES
MD5 SHA Diffie-Hellman 1 25 7
B Py [Seep bl B}
Lol 8 T v vyt e B, mulhenl mbee s e [ S el (oo Ve e
et 1 g (o nesgotants s intmered Wy e henge (0] necity sppocstom bt v,
s Condipuabion on Soi e of e condecton s mch sy
Lrecrpgbors s b
afbrde slery THi W
oo
ot | v | (o= =] [E

78-17612-02-J |

I Cisco ASA 5505




| 7 IPSec VPN

IPSec VPN ||

2 Next
IPSec Encryption Authentication
VPN Wizard  Step 9
1 DES 3DES AES MD5
SHA
x|
VPN Wizsnd et Encryplion and fsthemlicsbion [Sep 3ol 11)

Sebert Bhe enorypbion and suthenticstion sigorthers for ithis [Pasc WP bunnsl, Configurstions
o bath sides of th chion st maskch, sty

153543

stk | g | 00 | el | pee |

Cisco ASA 5505
| 78-17612-02-J .m




IPSec

VPN |

W Psec VPN

2 Next

VPN Wizard  Step 10

Selected Hosts/Networks
Add

IPSec

IPSec

Network Address Translation NAT;

IP

Delete

I Cisco ASA 5505

78-17612-02-J |



| 7 IPSec VPN

IPSec VPN ||

Addvess Translolhon Esorglbon amd Splil Tussselissg {Opliomal) [Sbep 00 o 11)

Fas ek uckinend Troareilaten (NAT] i ueed o Py | inad v ol o v b Brionn b ol Wi Can
e sxiephaones Ly NAT Ly eapirks the enfre or parl of Lhe el st i gatPerin stod remls
s prabeched by WP

T AP Hioh it Festrainrk bushind theb indstt Safuns inbarf e B0 rafmobe YRH utand wathadk MAT,
kel U L i, b

Slnctvd Morte Plstworhe:
e 1010100
Ttwefoon; [m =l |
Bdermsg: [10.90.0000 = |

sl baralineg bo bet remcke Faven st arans srcryphed accets ko the rascarces
pmmﬂ.wmmn:;wwmm-

gt | | o | coont | o | (3

S

Enable Split Tunneling ...

VPN

2 Next

Cisco ASA 5505
[ 78-17612-02-J .m




7 IPSec VPN

W pPsec VPN

VPN
VPN Wizard  Step 11 VPN

B PN Wizard _ﬂ
VPN Wizsnd Lomwnary (Shep 10 of 11}

Voun b b & Rt e Sooers VPR bumned with the folowing stiribubes:

VIR Ture Ioterd icn: cutliade
1P bl iy kit r-irgdd Bty L
Turwred Growg ame: Cisod
DnFaci G Folioy: Then
L ol i s o) el e L v
e s erested i the kool detabane: joh ot fare_smith
[Pl af [P sddnerses or VPR chants [PesoThentPeol
G2, 155, 5011 - D35, Le5.201.210]
IPrivvcrey DR 0P 065, 319, 109
Seorebry DAE: SR, 195, 20 LR
[Prirvasry WS 209, DES . 2065.118
Secondery WING: 207, 105, 205 168
DRk Do ima: B850, 6560
IFE Py Ereryplic | Stleenbictinn | DHtoeg: S0ES | 310 | G &
[Pz E Ererypstions [ ESP futhenbiestion: 30ES | 548
[nbeamesl rebvwork: elaments axpossd (o reamobs: ¥oh weers without NAT:

B e IR0
Spiit purneingr enabiod
Latod ] v - | ormn | gomeel | e | [
Finish
File Save
ASDM

Cisco ASA 5505
m. 78-17612-02-J |




| 7 IPSec VPN

IPSec VPN ||

Cisco ASA 5505
| 78-17612-02-J




7 IPSec VPN |

VPN Cisco VPN

Cisco Systems VPN
http://www.cisco.com/en/US/products/sw/secursw/ps2308/index.html

VPN
Cisco Security Appliance Command Line
Configuration Guide
Cisco Security Appliance Command Reference
Cisco Security Appliance Logging Configuration
and System Log Messages
DMZ Web 6 DMZ
VPN 8
VPN

Cisco ASA 5505
78-17612-02-J |



http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/cmd_ref/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
http://www.cisco.com/en/US/products/sw/secursw/ps2308/index.html

VPN

VPN
VPN
VPN
1
2
. VPN 8-2
. 8-3
e VPN 8-15
. 8-16

[ 78-17612-02-J

Cisco ASA 5505 ||




8 VPN |

| VPN
VPN
8-1 2 VPN
8-1 VPN
ISP L—% 43;;:;::;5
SLER » ’
44 FA 44 +B

S MED
10.10.10.0 2.¢ 10.20.20.0

BEhHE X)) T4
TISATUARA

Bt a) T4
TISATUR2

AN o A\
IN—YFIL S N—YJ7F+ )b X o
:I‘/E:L—’;'l\\>/ 3)51—9\\// %
8-1 VPN 2

Cisco ASA 5505
m. 78-17612-02-J |




| 8 VPN

||
8-1
VPN
. 8-3
. VPN 8-3
i IP
IP
IP
VPN
ASDM VPN Wizard VPN
e ASDM 8-4
. 8-5
. VPN 8-7
e IKE 8-9
e [PSec Encryption Authentication 8-11
. 8-12
e VPN 8-14
Cisco ASA 5505

| 78-17612-02-J




VPN |

ASDM

Web ASDM
IP https://192.168.1.1/admin/
)
https S HTTP over SSL HTTPS
ASDM
B i i ST EMII-
F ey Fowm  rey e el =
4 5 L4 + ; a3 sl [
- e weweg - For o - ame - -
e b bErmmn W
— s Hmimn A [ iam ™ -
P =1 e - S
i [ T ] - L= L
EEF R 1N T — i Bl b ey Vo - L= [
allmyeEr AR gy . ARk F - " B -
v bk B el ML e
oy g o h vemm R
o L
¥E " ra ¥ - g Lo #

bpmees banesa rew liomam
"
[re——

B ki P

o e e ] =

e ==

B4

Ii&

I Cisco ASA 5505

78-17612-02-J |



8 VPN

| |
A
Security Appliance 1
Security Appliance 1
1 ASDM Wizards VPN Wizard
ASDM VPN Wizard
VPN Wizard Step 1
a. Site-to-Site VPN
Y
Site-to-Site VPN 2 IPSec
VPN IPSec
b. VPN Tunnel Interface VPN
Outside

Cisco ASA 5505
| 78-17612-02-J




8 VPN |

1S WP Wieard

VPN Wizard

WP Tumasl Type (SEp D al )

Lisa thi vz aed be configurs e site-bo—pbs VPR burnedy of res remcie sccess VPN bunnals, &
Pyl Batuaten ey deitns i oaled 5 cRealn-lte bnne el B bidirertional B bnnesl
esabibied by sk from rersifie uierd fuch as Dol e ters o @ olied reewite Soev vl

This wizaed srsstes basac bunnel configurstions Hhast o can eck lsber using Hhs RS0

W Tunnel et ace: I;'dr "|'|

7 natie irbound [Paac st bo brpaet indef ace socess lefe. Geoup poloy and pa s
e ey i bt Gl iy B2 et

[ e | oo | oo | o | [

c. Next

I Cisco ASA 5505

78-17612-02-J |



8 VPN

VPN
VPN
A
VPN Security Appliance 2
VPN Wizard  Step 2
1 IP 209.165.200.236
Cisco
2
. Pre-Shared Key
Cisco
IPSec
A
IP
ID
. Certificate

Certificate Signing Algorithm

Trustpoint Name

ASDM

¢ Challenge/Response Authentication

Cisco ASA 5505
| 78-17612-02-J




8 VPN |

b
Femmurn e Pers (isp Fodl B
Conngurt D F ISP ETL OF el DS O, Sulrenicalon seimod 5 e rre oD i T
die-lz—zle by
Pt P Scicrsgn: | 206 1040 2060 2060
el mlier el
[ Pea-ahvrad by
Feplraed By | Chiu
[ Corimiont
CEpioas Sy MpEIE 1180
Frumigoen Faess
{73 Chnlesgmibsapaonis marenticabion | TFATH)
Turrel Qg
For ole-toesle comrecbons with gre-chared oy mifeniceton, B o groue rame s
B e nmw bL pE e feer B RSl ALE oF T [ Mamrdeed Wi rayer il e e e
[ R ]
Torrratd Caragp Finseas SO0 1 B, SO0 2
= eTTE
= Bk | pat e | [ carcnt | [ b | o

3 Next

Cisco ASA 5505

78-17612-02-J |




| 8 VPN

||
IKE
IKE VPN
ID
ASDM
VPN 2
VPN Wizard  Step 3
1 IKE
DES 3DES AES
MD5 SHA Diffie-Hellman 1 2 5
i Vit Wieard i:
’ WPN Wisard BT Py {SEep 1w i)
L 8 W v sy g B, mutede plee spe e e [ Heleae pou Ve B
e 13 e b rngobate an inered Ky (acresge (WET] mesourty st bt e,
e Corpuaiony o ok (R 1 e Sonneton St R Sy
oo N
A el alen HA Lo
o r e
e S| -]
Bk [ pami = | EE LA
Cisco ASA 5505

| 78-17612-02-J




8 VPN |

A

Security Appliance 2 Security Appliance 1
VPN

2 Next

Cisco ASA 5505
78-17612-02-J |




| 8 VPN

| |
IPSec Encryption Authentication
VPN Wizard Step4
1 Encryption DES 3DES
AES Authentication MD5
SHA
i Vi'H Wizard =
’ PN Wisard e | nargpeeen s S e st n (6 sp 4ol B
Ll 8 W v oA et mer b e meptees S B R VUM arrel Cordae saes
i i micks b oo T CorTneChoe i makch ooty
e N
dufrerie aeey THA w
== (=) () [

2 Next

Cisco ASA 5505
[ 78-17612-02-J .m




8 VPN |

IPSec
Add Delete
A 10.10.10.0 Security Appliance 1
VPN
IPSec
Add
Delete Security Appliance 1
B 10.20.20.0
VPN Wizard  Step 5
Y
VPN 2
1 IP
2 IP
Y

I Cisco ASA 5505

78-17612-02-J |



| 8 VPN

VPN Wirand [ Msabe oot Mobwssrtn  qitap b otk

B [Pl b S olets et doocharesd By dolected hecfts ol iifwirid ot the kool e
ot e, Pemie nberithp bt ared Fotvecet 3 B b uped Ftee [ el

Ik Pdetescak.

Ibwipoee s

o [Prmres =] | e [Bramem =]
Pasten: ot 00 o] || | PAdbes st om0 o]

Pl il - LTRSS R L TR e e

FETTETE v BT o

IF Everres AL sy henfinmtver Froe g pas trarslatson: [rinse =]

stk | > | oo | coent | e | [

3 Next

Cisco ASA 5505
[ 78-17612-02-J .m




8 VPN |

VPN

VPN Wizard 6 VPN
Finish

1S WP Wivaed B 1.!
WPN Wizard Cawranay  Slep Lol B

‘o b arstedd & et b VPR barral wath thas Follossing sttt

W Tureesl el aie: outsde
Prar 17 Bakdres: 205 1052000 2
Frosd muthemicyton e o t-oa ed Ly oo
Pasesl Group Mars: 209, 188 200, 1%
I Py [rerypbin | Authanbiabon | [Fdaun: 05 [ 54 ) Getap T
e T Crirypphcr: | TP Acdhankicghion: 0T [ WA
Pl o b b probactd by L burmel:
ety 208 1605 -2 )
et | 305 105 00 755
Perlent Formand Seredy (PFS)c afabied

ot [ | o | ] e

File Save

ASDM

Cisco ASA 5505
m. 78-17612-02-J |




| s VPN

VPN ||
Security Appliance 1
VPN 2
8-5 VPN
8-14
A}
Security Appliance 2
Security Appliance 1 VPN

Cisco ASA 5505
| 78-17612-02-J .m




8 VPN |

VPN
Cisco Security Appliance Command Line
Configuration Guide
Cisco Security Appliance Command Reference
Cisco Security Appliance Logging Configuration
and System Log Messages
DMz Web 6 DMZ
VPN 7 IPSec
VPN

Cisco ASA 5505
78-17612-02-J |




CHAPTER

Easy VPN

Easy VPN ASA 5505
ASA 5505 Virtual Private Network VPN;
Easy
VPN
e Easy VPN ASA 5505 9-2
. NEM 9-4
e Easy VPN 9-7
J 9-11

Cisco ASA 5505
| 78-17612-02-J




9 Easy VPN |

W Easy VPN ASA 5505
Easy VPN ASA 5505
Cisco Easy VPN Easy VPN
Cisco Easy VPN
Easy VPN Easy VPN
Cisco ASA 5505 Cisco Easy VPN Cisco Easy
VPN
Easy VPN VPN
. VPN
. VPN
9-1 EasyVPN VPN

Cisco ASA 5505
78-17612-02-J |




| 9 Easy VPN
Easy VPN ASA 5505 ||
9-1 VPN Easy VPN
IJE£—k LAN fs LAN
y
= | . )
- JE—FEREZE
A3 —
S SIS S
U
|
ASA 5505 ISP L—% Easy VPN H#—/°
P (Easy VPN /\— K 7 (ASA 5500 1) —X
D]4 554T ) BEEEF1)T 4 TISAT VR,
—/ Cisco VPN 30xx. s
—, &) ‘ F1=1% Cisco 10S 12.2(8)T) 3
Easy VPN
DMZ
ASA 5505 ASA 5505  Easy VPN
ASA 5505 Easy VPN
VPN

Cisco ASA 5505

| 78-17612-02-J




9 Easy VPN |

| NEM
Easy VPN Network
Extension Mode NEM; 2
Easy VPN
Port Address Translation PAT;
Easy VPN
Easy
VPN VPN PAT
IP Easy VPN
NEM
IP
DHCP IP
NEM PAT VPN
VPN NEM
ASA 5505
Easy VPN
Easy VPN
ASDM ASDM
CLI Easy VPN
9-2 Easy VPN ASA 5505
Easy VPN ASA 5505

Cisco ASA 5505
78-17612-02-J |




| 9 Easy VPN

NEm W
9-2 ASA 5505
IJE— bk LAN gt LAN
y y
= | - = |
L L
192.168.100.3 /:’/’5'\ 192.168.200.3
*/ J—
0@ o b @0
] u o
ASA 5505 ISP /L—% Easy VPN #—/\
S (Easy VPN /N— Koz 7
— EPE S
A—" &
192.168.100.4 o
thR LAN A5 JE—k LAN B\ D g
7 RLRIZRZAZ 7 RLRIFRZGL ©
Easy VPN NEM ASA 5505 IP
IP
VPN
NEM Easy VPN Easy
VPN
9-3 NEM ASA 5505

| 78-17612-02-J

Cisco ASA 5505 |




©

Easy VPN

9-3 NEM

192.168.100.3

192.168.100.4

NEM

ASA 5505

IJEE— k LAN

Bk LAN
./
I |
|
Y 192.168.200.3
4 ~

(Easy VPN /\— Kz 7
D347 R)
fisk LAN 5 JE—k LAN A\ D g
7ELRBRZS 7RLRIZRZ3 @
ASA 5505  Easy VPN NEM
e Easy VPN
VPN
. Easy VPN
NEM
e VPN
. Easy VPN

I Cisco ASA 5505

78-17612-02-J |



Easy VPN

Easy VPN

Easy VPN

ASDM

Easy VPN

1 ASA 5505

a. Web
b.

Easy VPN

ASA 5505 Easy VPN

ASDM

ASA 5505

https://192.168.1.1/

N

PC

Easy VPN

ASDM

https
HTTPS

S

HTTP over SSL

c. ASDM
ASDM Launcher

2 ASDM

3 VPN

ASDM

Configuration

Enable Easy VPN Remote

Cisco ASA 5505

Java

| 78-17612-02-J




9 Easy VPN
W Easy VPN
Enable Easy VPN Remote Apply
Easy VPN
Easy VPN
Easy VPN

Easy VPN Remote

'i?

v j@ ‘”‘T

L T

R T LA R ol T BT BT e T ST el S T LS e PSRBT
i P [T i - e By P Tarem
o B Ay s B

. ::.--u—-.—| i

!
i

¥ i
]

Bt e Ll

1 e gy

"1 v O

o R WAL g K
IralEcdrnn)

o E& 5 O
i
I
I

16740

Uy v i A
=t

4 Enable Easy VPN Remote
5 Easy VPN

Client Mode Network Extension Mode

I Cisco ASA 5505

78-17612-02-J |



9 Easy VPN
Easy VPN ||
6 Group Settings VPN
e VPN
Group Password Group Name  Group
Password
7 User Settings ASA 5505 VPN User Name
User Password
8 VPN Easy VPN 1
a. Easy VPN Server To Be Added Easy VPN IP
b. Add Remove Easy VPN
Easy VPN
Cisco VPN 3000
9 10
9 Apply
Save

Cisco ASA 5505

| 78-17612-02-J




Easy VPN

Easy VPN

Easy VPN

Cisco IP Phone

. ASA 5505 NAT
Easy VPN
Y
NAT NAT
NAT ASA 5505
Easy VPN Remote
Advanced

I Cisco ASA 5505

78-17612-02-J |



| 9 Easy VPN

Easy VPN

DMZ Web 6 DMZ
ASA 5505

Cisco Security Appliance Command Line
Configuration Guide

Cisco Security Appliance Command Reference

Cisco Security Appliance Logging Configuration
and System Log Messages

Cisco ASA 5505
| 78-17612-02-J



http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/conf_gd/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/cmd_ref/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm
http://lbj.cisco.com/push_targets1/ucdit/cc/td/doc/product/multisec/asa_sw/v_7_1/syslog/index.htm

9 Easy VPN |

Cisco ASA 5505
78-17612-02-J |




APPENDIX

3DES/AES

Cisco ASA 5505 DES
SSH ASDM
VPN VPN
3DES/AES
Cisco.com 3DES/AES
Web

http://www.cisco.com/go/license

Cisco.com Web

https://tools.cisco.com/SWIFT/Licensing/RegistrationServlet

show version
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A  3DES/AES |

1 hostname# show version

2 hostname# configure terminal

3 hostname(config)# activation-key activation-4-tuple-key
activation-5-tuple-key

activation-5-tuple-key 5
16 1

0xe02888da 0x4ba7bed6 Oxflcl23ae Oxffd8624e
0x 16

4 Thostname(config)# exit

5 hostname# copy running-config
startup-config

6 hostname# reload
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