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AIP SSM

AIP SSM
SSM SSH
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AIP SSM

1 ASA 5500

host nanme# session 1

Openi ng conmand session with slot 1.
Connected to slot 1. Escape character sequence is

cisco

Telnet

AIP SSM

" CTRL-~X' .

AIP

AIP SSM
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| ogi n: cisco

Passwor d:

Last login: Fri Sep 2 06:21:20 from XXX.XXX.XXX. XXX

***No‘rl CE***

Thi s product contains cryptographic features and is subject to United
States

and | ocal country |laws governing inport, export, transfer and use.

Del i very

of Cisco cryptographic products does not inply third-party authority
to inport,

export, distribute or use encryption. Inporters, exporters,
distributors and

users are responsible for conpliance with U S. and local country |aws.
By usi ng

this product you agree to conply with applicable |laws and regul ations.
If you

are unable to conply with U.S. and local laws, return this product

i medi atel y.

A summary of U.S. laws governing Cisco cryptographic products may be
found at:
http://ww. ci sco. coml wM / export/crypto/tool/stqgrg. htm

If you require further assistance please contact us by sending emil
to
export @i sco. com

*** || CENSE NOTI CE***

There is no license key installed on the system
Pl ease go to http://ww. cisco.confgo/license

to obtain a new license or install a license.

Al P SSM#

/
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1 AIP SSM

sensor# setup

2 IPS IPS 6.0
1 ASA
5500

AIP SSM IPS

e Configuring the Cisco Intrusion Prevention System Sensor Using the Command Line
Interface

e Command Reference for Cisco Intrusion Prevention System

3 AIPSSM IPS

sensor# exit
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host nane(confi g) # context name
host nane(confi g-ctx) #

host name(confi g-ct x)# allocate-ips sensor_name [ mapped name] [ default]
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sensor _name AIP SSM AIP SSM
allocate-ips ?
show ips
show ips
AIP SSM
allocate-ips
AIP SSM

mapped_name
mapped name

sensorl Sensor2
A highsec lowsec
sensorl sensor2 B medsec
lowsec sensorl sensor2
default 1
1 no

allocate-ips sensor_name

AIP SSM

4 IPS

host nane(confi g- ct x) # changeto context context_name

Cisco ASA 5500
m. 78-18002-01-J |



| 13 AIP SSM

AIP SSM | |
context_name IPS
P.13-14 AIP
SSM
sensorl sensor2 A sensorl
sensor3 B
ipsl ips2
A sensorl

B AIP SSM

host nane(confi g-ctx)# context A

host nane(confi g-ctx)# allocate-interface gigabitethernet0/0.100 intl
host name(confi g-ct x)# allocate-interface gigabitethernet0/0.102 int2
host nane(confi g-ctx)# allocate-interface
gigabitethernet0/0.110-gigabitethernet0/0.115 int3-int8

host name(confi g-ct x)# allocate-ips sensorl ipsl default

host nane(config-ctx)# allocate-ips sensor2 ips2

host name(confi g-ctx)# config-url
ftp://userl:passw0rd@10.1.1.1/configlets/test.cfg

host nane(confi g- ct x) # member gold

host nane(confi g- ct X) # context sample

host nane(confi g-ctx)# allocate-interface gigabitethernet0/1.200 intl
host nane(confi g-ctx)# allocate-interface gigabitethernet0/1.212 int2
host name(confi g-ct x)# allocate-interface
gigabitethernet0/1.230-gigabitethernet0/1.235 int3-int8

host nane(confi g-ctx)# allocate-ips sensorl ipsl

host name(confi g-ctx)# allocate-ips sensor3 ips2

host name(confi g-ctx)# config-url
ftp://userl:passw0rd@10.1.1.1/configlets/sample.cfg

host name( confi g- ct X) # member silver

host nane(confi g-ct x) # changeto context A

Cisco ASA 5500
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Hl AP SSM

AIP SSM
AIP SSM

1 AIP SSM class-map
1

host nane(confi g)# class-map IPS
host nane( confi g- cmap) # match any

host nane(confi g) # access list IPS extended permit ip any 10.1.1.1
255.255.255.255

host nane(confi g)# class-map IPS

host name( confi g- cmap) # match access-list IPS

2 AIP SSM

host nane(confi g)# policy-map name
host nane(confi g- pmap) # class class_map_name
host name( confi g- pmap-c) #

class_map_name 1

host nane(confi g)# policy-map IPS
host nane(confi g- pmap) # class IPS

Cisco ASA 5500
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AIP SSM | |

AIP SSM

host name(confi g- pmap-c)# ips {inline | promiscuous} {fail-close |
fail-open} [ sensor {sensor_name | mapped_name}]

inline promiscuous AIP SSM
P.13-3
fail-close AIP SSM
fail-open AIP SSM
AIP SSM Sensor sensor_name
ips ... sensor ?
show
ips
P.13-11
mapped_name
AIP
SSM
AIP SSM
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Hl AP SSM

4 AIP SSM IPS

host name( confi g- pmap-c) # class class_map_name2
host name(confi g- pmap-c)# ips {inline | promiscuous} {fail-close |
fail-open} [ sensor sensor_name]

class_map_name2 IPS
3
A sensorA
sensorB A class
class
A
class sensorB
5 1
host name( confi g- pmap-c) # service-policy policy _map_name [ global |
interface interface_ID)]
host nane
policy_map_name 2
global
interface interface_ID
interface_ID nameif
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AIP SSM | |

IP AIP SSM
AIP SSM IP

host nane(confi g)# access-list IPS permit ip any any

host name(confi g) # class-map my-ips-class

host nane(confi g- cmap) # match access-list IPS

host nane(confi g- cmap) # policy-map my-ips-policy

host name( confi g- pmap) # class my-ips-class

host nane(confi g- pnap-c)# ips promiscuous fail-close

host nane(confi g- pmap-c) # service-policy my-ips-policy global

10.1.1.0 10.2.1.0 IP
AIP SSM AIP
SSM
my-ips-class sensorl my-ips-class2
sensor2

host name(confi g) # access-list my-ips-acl permit ip any 10.1.1.0
255.255.255.0

host nane(confi g)# access-list my-ips-acl2 permit ip any 10.2.1.0
255.255.255.0

host nane(confi g)# class-map my-ips-class

host nane(confi g- cnap) # match access-list my-ips-acl

host name(confi g)# class-map my-ips-class2

host nane(confi g- cmap) # match access-list my-ips-acl2

host nane(confi g- cmap) # policy-map my-ips-policy

host name( confi g- pmap) # class my-ips-class

host nane(confi g-pmap-c)# ips inline fail-open sensor sensorl
host nane(confi g- pmap) # class my-ips-class2

host name(confi g- pmap-c)# ips inline fail-open sensor sensor2
host nane(confi g- pmap-c) # service-policy my-ips-policy interface
outside
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IPS Configuring the Cisco Intrusion Prevention
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Cisco Intrusion Prevention System Command
Reference

Cisco Security Appliance Command Line
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IPS AIP SSM

Cisco Security Appliance Command Line
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Cisco Security Appliance Command Reference

Cisco Security Appliance Logging
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DMZ Web 8 DMZ
VPN 9 IPSec
VPN
10 Cisco AnyConnect
SSL VPN Client
11 SSL VPN
SSL

VPN 12

VPN
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CSC SSM

ASA 5500 Content Security and
Control CSC SSM CSC SSM
FTP HTTP
POP3 SMTP CSC SSM
~ CSCSSM ASA 7.1(1)
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. CSC SSM

P.14-5
. P.14-19

Cisco ASA 5500
[ 78-18002-01-J .m




14 CSCSsM |

W cscssm
CSC SSM
Trend Micro
CSC SSM
Trend Micro
Trend Micro
CSC SSM
URL FTP
CSC SSM
CSC SSM ASDM
CSC SSM
ASDM CSCSSM  Weh
GUI
CSC SSM GUI Cisco Content Security and

Control SSM Administrator Guide
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5. CSC CSC SSM
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Cisco.com
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CSC Ssm

Username Password
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OK
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APPENDIX A

3DES/AES

Cisco ASA 5500
DES SSH
ASDM VPN VPN
3DES-AES

Cisco.com DES 3DES/AES
Web

http://www.cisco.com/go/license
Cisco.com Web

https://tools.cisco.com/SWIFT/Licensing/RegistrationServlet

show version
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Cisco Security Appliance Command Line Configuration Guide

1 hostnane# show version

2 hostnane# configure terminal

3 hostnane(config)# activation-key |activation-4-tuple-key
activation-5-tuple-key

activation-5-tuple-key 5
16
1
0xe02888da 0x4ba7bed6 Oxflcl23ae Oxffd8624e
0x 16

4 hostnanme(config)# exit

5 hostnane# copy running-config
startup-config

6 hostnane# reload
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