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N CEHRTIVLENH DB ONTFHELIHBHALE T,

o TAD Agent ¥+ & CRET 2 LEN & % Windows Firewall #ist) (P.2-3)

o [{ERBID Active Directory KA A ¥ 2 b —7 v TRET HMENH5H Windows Firewall
B4k (P.2-4)

FOMDODEEY — RX—F 4 T AT 4= VT "I TICHONWTIE, XA —D~v=a2 T LT
YFLEINOREFEESRL T EEN,

AD Agent ¥ U TERET SWEM$H S Windows Firewall $15+

AD Agent ¥ C Windows Firewall A HNIHE N TWDEEIEL, ROBIELZFEITTHLER D
D ET,

a. ko7 F K5V T Windows Firewall Fil 2 B RIJICERE L T E W,
— C:¥IBF¥adObserver¥ADObserver.exe

— C:¥IBF¥radiusServer¥runtime¥win32¥bin.build¥rt daemon.exe

AD Agent <~ 3> C Windows Server 2008 % 7-(% Windows Server 2008 R2 3 FEIT I N TV 554
X, LT Windows 2~ > R A4 VAL T b0 ERLET (Ehthoa~vr R
T 1ATICATILET),

— netsh advfirewall firewall add rule name="Cisco AD Agent (AD Observer)" dir=in
action=allow program="C:¥IBFYadObserver¥ADObserver.exe" enable=yes

— netsh advfirewall firewall add rule name="Cisco AD Agent (RADIUS Server)" dir=in

action=allow program="C:¥IBF¥radiusServer¥runtime¥win32¥bin.build¥rt_daemon.exe"
enable=yes

AD Agent ~ 3> C Windows Server 2003 (SP1 LA LA > A b—)Li) BDETINTWDIEHAE, U
T? Windows 2~ K I V2 FHLTIAbOHM4AEERZLET (EnFhoa~r NI 14T
WA LET),

— netsh firewall add allowedprogram C:¥IBFY¥adObserver¥ADObserver.exe "Cisco AD
Agent (AD Observer)" ENABLE

— netsh firewall add allowedprogram
C:¥IBF¥radiusServer¥runtime¥win32¥bin.build¥rt daemon.exe "Cisco AD Agent
(RADIUS Server)" ENABLE

N

(G¥) ot Windows Server 2003 Ci% Windows Firewall iZH% A — h I TW\WEH A, Windows
Server 2003 SP1 < Windows Firewall (Z%t)iz L £ L7273, T 7 2/ b Tix Windows Firewall
IR E STV E T, Windows Server 2003 SP2 T3 Windows Firewall 135 7 # /L T
BEHRE STV ET,

1. adacfg dc create =~ > NZfEH LT AD Agent ¥ > > & 1353 D Active Directory KA A > =22 |
n—7 vV U ERET 5% AR, AD Agent v ¥ 2 T, 4872 WMI BI#(E & FF A% Windows
Firewall 4 & ERT 2 HENH Y £,

N

(F) ADAgent~I &, ZOFTEFHIORAL L ar br—F v T Windows Firewall
DHEDCHESNTEY, ADAgent X AD KAA Y arvtuo—F v LBETILERND
LH|EITEIC, BT WML OFINERET HDULERDV ET, WThhOv T
Windows Firewall RFETIN TN RWEAE, O~ T WMIBIZMNIVNESH D A,
AD FAAL Y 2 ha—IR” 1 2THY, ADAgent nZDORAA L arta—JLFELE~vY
VTCEITINTWAEAE S, WMI BSMIARETT,

Cisco Active Directory Agent 1 YR bL—>av /Yy b7y T HAE, Y)—X 1.0
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AD Agent ¥ > C Windows Server 2008 ¥ 721% Windows Server 2008 R2 RFEIT SN TV 555
X, AN D Windows 2~ R A4 VAL TZ o WMI BEDOHINZERZLET (ZNLZENLD
a<wy R LATICATILET),

netsh advfirewall firewall set rule group="Windows Management Instrumentation (WMI)"
new enable=yes

AD Agent ¥ > C Windows Server 2003 (SP1 BL kA > 2 N —/LE) BETIN TV DLEHAIL.
LIFo Windows <> K I »&BHALTZO WMI BEOSIs 2 ERLET (ZhFhoa~<
YRR TATICAS LET),

— netsh firewall add portopening protocol=tcp port=135 name="Cisco AD Agent
(WMI_DCOM_TCP135)"

— netsh firewall add allowedprogram program=%windir%¥system32¥wbem¥unsecapp.exe
name="Cisco AD Agent (WMI_UNSECAPP)"

%)

{&510 Active Directory KA > aY brA—5 IV THRET ZHEHLH S Windows
Firewall 515}

AD Agent ¥ T adacfg client create ==~ > R & L TEE L7273 D Active Directory KA A
v ay bhu—7 < C, Windows Firewall REZRGAIE. TORAAL L av be—F < T
W7 WMI B 0@ E 23774 5 Windows Firewall #l4+2 €24 2 ML ENH D £7°,

TDRAALY oy br—F <3 T Windows Server 2008 = 7= 1% Windows Server 2008 R2 7317 &

NTWDEAIE, LD Windows 2> R A4 &2 H L TZ 0 WMI BIEDOFIANZRETE ET
(Z= FIZ 1ATICA LET),

netsh advfirewall firewall set rule group="Windows Management Instrumentation (WMI)" new
enable=yes

ZDORAAL Y arybr—F =T Windows Server 2003 (SP1 LA A > A b —L ) DNEITENT
WAEAIX, BLF® Windows 2~ K 74 U2 FHA LTI WMI BIEOFINZHETEET (2~
VERIZTATICAILET),

netsh firewall set service RemoteAdmin enable

=T R—rDYR B

# 2212 AD Agent 37 T A T >k T34 AR L Active Directory KA A > 2> ha—7 & OiEfF
AT ek~ e k=L (TCP) A—hla— F—%7F A Fu kha) (UDP) R— ko—
HWuE R LET, AD Agent TIXIZNHDOR— bR A—F L TRITNIZARY ¥ A,

N
GE) ZOY A M, WMIICEDEHIN2EEVIRY (T2 L) R—bEFEIEENTOETA,
* 2-2 AD Agent DA —TF> R— DY R k
R—+ES Joral Y—EZR
8388 TCP A
(a—H KAL)
514 UDP Syslog
+_XToA%— |UDP L 77 2— RADIUS
7z A AT 1645
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= B

£ 2-2 AD Agent DA —T> R— DU R+ (FE)

R— &S Jaokal Y—EZR

FT_TCoA & — |UDP L 43— RADIUS Accounting
7 x4 AT 1646

T _XTChHA%— |UDP RADIUS

7 A AT 1812

+T_ToA%— |UDP RADIUS Accounting

7= A AT 1813

HELAFB L RADIUS AOR— FEBIEIN—Fa—FT 4 V7 ENTRBY AR TX A, AD Agent
2T INGDR— NEBEFERTAMO Y 7 =27 TV A —2a 0B FETLARNTLIEE N,
7= & 21X, AD Agent ¥ ¥ > ThHIlD RADIUS H— "R FETINTHWTIER D /A,

Active Directory D &4

ADAgent N FAA > av bu—7 LiBET57OIIE L TORHRSRF 2 L TWDRERH Y 7,

o I—FNRu S A UHPICERIEERITL, EX 2V T 40 v RN AD Agent Ik W E=F SN 54 D
£ AD FAA Y ary be—FTiE, ROPHR— kI TWS Windows Server /3— 3 > DOWT 1
MRETEINTWDELERDH Y 97,

— Windows Server 2003
— Windows Server 2008
— Windows Server 2008 R2

~
(3£)  Windows Server 2003 R2 iZHHR—FENTWEHF A,
)

GE) HEHBEEEYR—-FEShTHEEA,

e F7-. Windows Server 2008 ¥ 7=i% Windows Server 2008 R2 NFEITINTWVWAE KA AL 2 b
o0—F < T, 4TS Microsoft Ry N7 4 v 7 ARAL LA R—LENTVWALERH Y F
T, ADAgent P RAA L ar ha—F vV AIEEA VA M= LINTWDED, EIERAAL
vario—I v E— MRAMETE=ZZ LTODENE I NCERARLS, Ay h 7497 A
A VANV TLORENRDH Y FT,

Windows Server 2008 NFEITENTWD RA AL v 3 ha—F 2k, L FD 2 -5® Microsoft 4~
74T REBEA VAN LT IHLERDY T,
a. http://support.microsoft.com/kb/958124

Z Oy FIE, Microsoft ® WMI TOAEY V= HEELET, ZORAEY U—7 %EIE
L7k, ADAgent B RAA  ar ha—JZ#Hi LT [ 7y 7] AT—2RZeDH T &R
TEEHA,

b. http://support.microsoft.com/kb/973995

Z Oy FIE, Microsoft ® WMI TORAEY V—7ZEELET, ZOAEY V-7 %2 EE
L 72\ & | Active Directory 2SI B2 F8FER A X &2 FAAS Y av b —F0kx =2 VT «
0 7 EZIADRUVRAHBEICEAELET, ZOHE, AD Agent (IZD KA A a2 b
=7 %N LTRIESIND2—F m /A v O—HICHIETH~ vy B T E2EETEERA,

[ oL-25134-01-J
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Windows Server 2008 R2 BNFEITEINTWD KAAL Y v b —F < Tk, L F® Microsoft
Ry b7 4w R VANV THRERBHY T (SP1 A VA =L ENTWRNEGA

http://support.microsoft.com/kb/981314

Z O3y FIE, Microsoft ® WMI TOAEY V= ZEELET, ZORAEY U—7 %EE
L7puv& ., Active Directory 2N ERFBFEBSE A X b2 RAAL Y avy bt —FDkEF =2l
T4 B FICEEADROIRAEDEROICEELET, ZOHA. AD Agent Z3ZFD KA A2 2
Yher—=J 2N L TRAEESNL =Y n s A L O—HiC fo”?‘Z)'?/t/?’Eh“;’”Té‘i’d‘
oo

o [AIERIZ, 2=V U TICRAEEEITL, X207 0 u /B8 AD Agent ICE D E=4 S
LMEBID AD RAA Y 2 br—F T, [BEAKRY > —] ([Group Policy Management] M2 E D
—¥) CTIEF v 7T otoT%ODAD FAAf v aviba—7 w2 >® Windows E¥ = U7 ¢

B A R MRERIND EHICRESNTWDILERHY £, [AD Agent TD AD
RAA :‘/l\m—ﬁb%@f%é&ﬂiﬁm&ﬁj (P.2-9) Z2ZMMLTIZSW,

o adacfgdccreate = v AL TH—NAS Y arybe—F v 2R ET DTS, (AD
Agent vV U TRET DI RAAS v av i —F w2 02N LE) 2a—VRFEEE=FTDHT T
DEAA (Fl: FAA > Dfi]) & OMIEEBEBARESILTND AL (Fl: RAA )
2. AD Agent BRANCBMLTNDE Z L EFERL TSN,

Active Directory R A A » OFEEICIE U CHEER VT U A ZUTICRLET,

1. YU I N TFH VAR, YU TN ALV i T RTORAAL v avba—TF w202
XD RAAL ™1 DDH (Dfi]) THY, ZHIERAA 2 J EL[E—T7, AD Agent
CYVEIRMINC I DT T RAAL NIBINT HHERH Y £3, TOMD KAA >
T S WnWicd, 20D RA A & OMICEEBREHRET 2LEITH £
Ao

2. .‘//7‘» TH VAN, /VF RAAL L VTNV TH LA RNNDTRTORNAAL BT, T
.ﬁ@ﬂﬁm®1n¥EE§{"f‘75‘ RYESNTWET, L7z2o> T, AD Agent TR Z D7 +
FRNDO1ODORAAL L JIZBMLET, TORAL L JIE, FAAS L avybo—F <=
’iﬂ“ﬁ”é RAA Y Dfi] DWTEbR—-THEIMNELIHY EHA, FAAL L J &% DJi]
RAA 2 EORNTIZER OEEBERAHRE SN TV, FHEBEFREFAROICHET 2HE
TH 0 A,

3. YAF THLARN, WAF RAL L RAL UV IRBETHT7 ALV AR, KA a2 b
0—3 v:/‘/aziffﬁtia“é D[] D1 DULED RAALUBET L7+ VA NIRRT LN D
DES, Z0 V& Dfi] FAAL L RAL L JOMIZ, ROWTINETIZM S O HIET
ﬁfjjfmnﬁﬁfa'éﬁwh RESNTND Z & EPRIICHER T 208N H VD F7,

a. 2 o0 KRAAYy (Dfi] &J) OBITIIHF MO EHEERERTETEET,

RAAL Y D] IZHIET DT A VA NE FAL U JIZRIGT D7 4+ LA FORIC, MIFHED
T4+ VA MEEBERERETEET,

153ERATR & 5% 3 5121, [Start] > [All Programs] > [Administrative Tools] > [Active Directory
Domains and Trusts] % #4R L £,

GE) ZOBEMFIHISET ., FFED DC v ¥ VBT B TWD RAA V& DRIZLEREFBEBRIRE
ENTWVD RAALUIZ AD Agent =2 U BIBML TW W4 adacfg de create =~ > REfEA L T
ZDODC VY ERETOEELEFATTH L, EFIC TLtJ:O CRxEF, L, FODC <
VCIRIERIZE W CPUAM R EDIFIERMENRRBELBDDLZ EBH Y 7,

Cisco Active Directory Agent 1 YA kL—>av /ey b7y T HAF, Y)—X 1.0
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| 2% Active Directory Agent D1 >R k—JLEERTE

Active Directory Agent O 1€ >~ X F—JL ||

Active Directory Agent D1 > X F—JL

AFvFT 1

A7y 2

AFyvFT 3

ATv7 4

Active Directory Agent %4 VX b—ILF BIZIE. ROFIEEZETLET,

Active Directory Agent - > A2 b —/L9 % Windows ¥ /|2, Active Directory Agent f ' A h— 5
FTT7 AN EAE—LET,

AD_Agent-v1.0.0.32-build-539.Installer.exe 7 7 1 L% LT L £ 7,
[Cisco AD Agent Setup] ¥4 7 a7/ Ry 7 ARFREINET,
[Yes] %7 U w7 L. A% Mm% HE4T LET

A A R—=FI2k Y AD Agent 7 Windows v~ > D C¥IBF¥ T 4 L7 RV IZA VA =L ENET,
A VANV OBEI TR EFER TEET, A1 VA M= ANREFICETT 5L, [Completed] £ v
T URERTREINET,

[Close] #27 Vw27 LT, A VA —F%K&TLET,

14 VR k—IL &N }= Active Directory Agent DHEER

AFvFT 1

A7y 2
AFyvFT 3

4 X F—JL#IZ Active Directory Agent NETINATLEINE S HERERT BICIE. ROFIEZE
ETLET,

Windows Command Line Prompt (Zf8) L & 9~ ([Start] > [All Programs] > [Accessories] > [Command
Prompt]),

cd C:¥IBF¥CLI & AJJ L E7,
adactrl.exe show running & AJJ L &7,
WD LD I NFRSNET,

running C:¥¥IBF¥¥watchdog¥¥radiusServer.bat since 2010-12-27 T15:32:31
running C:¥¥IBF¥Y¥watchdog¥¥adObserver.bat since 2010-12-27 T15:32:38

O, AD Agent N7 B2 AN Z D~ TEITHM L ARFICHET 2B MRS ET,

Active Directory Agent D7 >4 VX =)L

27y T 1

ATFvF 2

Active Directory Agent # 7> VX b—)LF B3I, ROFIEERTLET,

C¥IBF¥ 7+ VX IZBEN L £,

7 7 # )V h TliX, Active Directory Agent (X Windows ¥~ > ® C¥IBF¥ 7 4 L' 7 U IZA A h—/L
INTHET,

AD Agent.Uninstaller.exe 7 7 A L & FE{T L £ 7,
AD Agent N7 A VA h— L ENET,

[ oL-25134-01-J
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W Active Directory Agent DEE

Active Directory Agent DE&5E

AD Agent DA > A h—/L1#1Z, Windows Firewall 2 E D7 7 A 7 7+ —/L72% AD Agent ~ 3 CHEFT
SNTWDHEHEITIT AD Agent ¥ 3 TRERBISMNARE SN TND Z & RANCHER LTI ZEWN
(TAD Agent v ¥ CRRET 5 L2 & 5 Windows Firewall 54 (P.2-3) 25, TD#%. AD
Agent TUTFERETOLENRDH Y 3,

o —YNu s A UPICRIEE FEITT BB Active Directory KAA 2 av ba—F, 2O KA A
varrte—=InbHLWWY Yy B EBFETLED, Zoarbte—J0Xa )T v R
AD Agent (IZ XV E=F SNET,

N

GE) Fh, BATOINYIT T RAA L arbma—9%2 T _XTEDLILERHY 7,

e AD Agent ¥ 2 > h 5 IP-to-user-identity = v B> 7 2 BGT 2 L ) ICRESNTWDE 2 I T~
FF XA A (ASA T34 A7 E),

Syslog #—N2m 7% #(ET 5L 912 AD Agent X ETHZ &b TEET,

GE) AD RAA v arhue—JL0 7470 F T, AOFERNCET AD Agent T Syslog — %R E
THE, NTTNTa—T 4 T IEHD localStore 12 % Syslog V— S THLHEHTED L H T2V F
. 2O RT TN a—F 4 I Syslog F— S TEEELTEL &L By b7 v FIICRENTE
ELEGAICELDLET,

AD Agent DA A b —/V#%, adacfg =~ F&EITT HHNT. AD Agent BWEUNZHIHbEN D ET
LIEH < (F308) BRELITEI,

e AD Agent NETEINTVRNE ZICWTNDD adacfg 2~ FEETTDIHE ROA v E—UN
FKRINET,

Error: HTTP request sending failed with error “Couldn’t connect to server”! For
further syntax information, use adacfg help.

e AD Agent NEEICHIHHE SN BBV D adacfg =~ REETTDHE KD A v =R
FKRINET,

Caught exception: Module PipConfigurator not initialized!
Z 2T, ROEBICOWTHBALET,
o [AD Agent T® Syslog ¥ —"~Dnu 7 HFE0HE] (P.2-9)
o [AD Agent T AD RAA Y 2y hua—7 1L OERIEOHE] (P.2-9)
e [AD Agent TZ A7 > b T34 22X % AD Agent 75 OEHEE 27+ 55 @ ) (P.2-12)

GE) ZokZv 3T, AD Agent TITOMERH DR EIC OV TOLABALET, YU a—Ta i3l
UNCHERET B 7201C1E, 7 94T b TRAL A TAD Agent & AD FAA Y ar be—J4%RETD
VELHY F9, MOV TIE, AS4 x> fz—P v =2 TA2BR LTSN,
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Active Directory Agent D% M

AD Agent T®D Syslog H—/\~D A JXEDHTE

AFvFT 1
A7y 2
AFyvFT 3

BEEOHME, "I TNVa—T 4 VITEROATFORDIZ, Syslog —"~a 72 RETDH LD
IZ AD Agent ZiXETEE T,

Syslog H—/\AO 5 %#%ETHL 512 AD Agent ZRET B, ROFIEEZETLET,

AD Agent Windows v iza /A4 LET,
avy R I74y 7Frr 7 FCed C:MBFYCLI & AL ET,
WROa~<w REANLET,
adacfg syslog create -name <syslog-target-nickname> -ip <IP-address> [-facility <syslog-facility>]
i
o syslog-target-nickname 1%, Syslog ¥ — NZEID B TH 7L RUATY,
e [P-address i Syslog H—/3® IP 7 KL AT,
o syslog-facility fi% LOCALO ~ LOCAL7 T¥, 7 74/ ;% LOCAL6 T,
WKDOA =T NFREINET,

Reply: Command completed successfully.

AD Agent TD AD FAA Y ar bO—5H 5 DIEHRMBDORTE

GE)

Z—WRa 7 A U PICERREE AT T A E5B] Active Directory KA A > 22 hr—F (% AD Agent = Cf#
BNZHET HOMERDHDET, THIZLED, ADAgent IZZDRED KA avtue—J70&EFxa Y
T4 T EE=HFL, TORAL Y 3 ba—F 5 LU IP-to-user-identity = v &> 7 % %E T
TET,

BANTDOHINIT v KA arba—7 vV 23T _XRTCEDLILERDH D £T,

BEDAD FASY a2 bA—F T UM LIFHREMTT 5L 512 AD Agent ZBET HI2IF. R
DFIRERTLFET

AD FAA Y arbe—F = TEITENTWD Windows Server AL —F (> 7 VAT LD
NRe=Pa PR, FR-FENTNENR—Va > ThHDH I L E2HBLET, ([Active Directory D EE{: |
(P2-5) #ZM),

AD RAA v arv bha—7 <2 T Windows Server 2008 ¥ 72/ Windows Server 2008 R2 23 F4T &
TV AHEAIE, 4T 2D Microsoft Ky b7 4 v 7 ARSI UL VA =L INTWVD T & 2R
L%7 (TActive Directory D %] (P.2-5) #ZM), HHESNTWDIHRY M7 4 v 7 ZABHEH ST

W20y Windows Server 2008 £ 7213 2008 R2 BAEITSNTWAH AD RAAS Y ar tr—J %R LT
T2 0 F8 A,

Windows Firewall R EDT7 7 A T U4 —)L V7 U THRAD RAASL Y arv be—F v TAMIC
o TWBHEAIE, AD RAL Y arv bu—F w3V CRERT 7 AT 7+ —AFINAREZRI LT
52 EHERLET (MEBD Active Directory KAA > av ha—F vV U TRETILERH D
Windows Firewall 54t (P.2-4) &),

[ oL-25134-01-J
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%23 Active Directory Agent D4 X F—JLEEE |

W Active Directory Agent DEE

ATF9FT 4 FAASv arbe—7 vV CBEEST O TS RAAL 12, AD Agent <> U BRBMT 25 KA A
Ve DM EHEBRARESN TNWD I LR LET,

ATvF 5  TEEKRY —| ([Group Policy Management] D% ED—H) T, IEW2n /4 Ilk>TED AD R
Ay arbun—7 <O Windows £F =2 U7 4 0 ZITHERA X2 MPEREND KD ITHRE
SNTNDZ L& LES (A% Z i Windows @77?» FRETTN, ZOREVELWNT
ZHTHICHER T DLERH Y £9), T EERT HITiE, [Start] > [Programs] > [Administrative
Tools] > [Group Policy Management] %8R L £ 93, [Group Policy Management] O /| D) 57—
vay XA U TIROBIELFEITLET,
a. [Domains] ® FC#YT D RAL VICBEILET,

FTer—var v —2REMALET,

[Default Domain Policy] #4727 U v 2 LE7,

[Edit] A== —HBEZERLET, ZHIZEY [Group Policy Management Editor] 238 = £ 97,

[Group Policy Management Editor] O[O F S — g XAV CIROBIEEZ FEIT L ET,

[Default Domain Policy] > [Computer Configuration] > [Policies] > [Windows Settings] > [Security

Settings] # I L £,

— Windows Server 2003 % 72 1% Windows Server 2008 (R2 LI} ®35A 13 [Local Policies] >
[Audit Policy] @R L £9, 2 20K Y —IHH ([Audit Account Logon Events] & [Audit
Logon Events]) T, xfit9 % [Policy Setting] IZ [Success] Jﬁﬁbﬁ PR E T XIS E E
NTWAZEEMRLET, [Success] PRI FEEEICE © B I [Policy Setting] (Z [Not
Defined] Z#EL £ 5., ZOHAE, EL KAL) %ﬁfﬁfﬁﬁ‘r’rl_ﬁ( SN b7, [Success] IR
EIRIICED D L D I2ZEDENL KA A @ [Policy Setting] % E T2 ML E N H Y £,

— Windows Server 2008 R2 ®#;4 1% [Advanced Audit Policy Configuration] > [Audit Policies]
> [Account Logon] Z3&R L £9, 2 2R U —HH ([Audit Kerberos Authentication
Service] & [Audit Kerberos Service Ticket Operations]) \Z*Hi 9% [Policy Setting] (&, Aifik
D £ 51T [Success] IREEN EHEF L IIMEMICEEN TN D Z L2 EER L E T,

g. [Audit Policy] DEHHERENEE IN TV LA 1L, Tgpupdate /force] ZZE1TL TH LWRE %
IREIFNCEINCT DMERH D FT,

ATvF 6 AD Agent Windows v > ica /A v LET,
AFvF 7 av> R I4 a7 FTed C:MBFYCLI & AL ET,
AFyFT 8 WoOavrFEAHNLET,

adacfg dc create -name <DC-nickname> -host <DC-hostname-or-FODN> -domain
<full-DNS-name-of-AD-domain> -user <username-member-of-Domain-Admins-group> -password
<password-of-user>

A
e DC-nickname i%. RAA Y a2 bra—JZE8VHBTLHL 7L FULTT,

e DC-hostname-or-FODN 1%, AD Agent IZCX VWV E=43n5 AD KA a2 fue—F =3 D
RANGEITZREM FAA 4 TT,

* full-DNS-name-of-AD-domain 1%, AD KA A D54 DNS 4 T,

e username-member-of-Domain-Admins-group 3. KAA L ar to—7 =3Okt Fa2UT7 4 1
TDE=ZNMHSNDEGFOT AT FO2—F4/TT,

TOTHTLMIIRAAL Yy av hua—F w2 rDEXa )T 4 0 V520D DI LERNE
RO 5 SN TWALERHY £, l-domain] 7Y a VIZHEELIZ FAAL D AD v —7
Domain Admins| (2T D57 V> hEHRETDHI LT, BEDOMEIIZOBRELFETTEE
7,

- ® 2 0 T
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HBHWNE, PLTFOTRCTOEMIHE L TWiE, TDomain Admins] Z/b—FIZB &7 A v
N—THLMERMEREZ G TE ET,

— 7Hh vy b2 AD 7 v—7 [Distributed COM Users] (2@ L T\ 5,

- THUY NI, RAf arvir—F w0 WMI Z.ﬁﬁiﬂf"i (sl TCIMV2) 4 HiZEH])
DT 7B ARPNESATWD, ZOHREZRET 2121E, Twmimgmt.msc] AT > 7' A
VEMAT LN, FREE I R AL ET (3“/\(03 RAAf v arvin—7 ~

BT D5E), FEL<IT.
http://blogs.msdn.com/b/spatdsg/archive/2007/11/21/set-wmi-namespace-security-via-gpo-scri
ptaspx ZZH LTI ZI W,

- FAAf v arvin—=9 v r0EXalTg AXU s el EHahBROMERNT BT MOt
HENTWS, ZOHERZRETHICIE. VP A MY O CustomSD ¥ —2H+ 250, £7=
i% Group Policy ZfH L ET (FRXTORAL Y avhe—TF vV KM T254), 7
L <. http://msdn.microsoft.com/en-us/library/aa363648%28v=vs.85%29.aspx &S L T
<IEEW,
o password-of-user 1%, fHE Lic— Y HIZXHIET H/3AT — KT,
DA E—UPRERENET,

Reply: Command completed successfully.

BHAERESNTWVWD AD FAS Yy av ba—F w3207 v FEREFIET L ATF—FZADY X b
EERAT DI, adacfgdelist 2~ FEEHALET, Zoa~vy REEHMICEITL, AD RAA
varhu—5 v DATF—H A EEHERTEET,

BEED AD KA A v 2 ba—F 2{ERT 5 adacfg de create =~ > K& EITL7Z% T, £ AD K
AAf > aryhu—IDAT—FANAMFED Tdownl 205 Tup) £/ Tdown(no-retry)l 12725
ETLELL (1) BHELIEIN,

o Tupl IREEIZ, ZD AD FAA Y a b —F ~OERN/IHELINTZZ 2R LET, )
TiE, FFED AD RAAL v arvba—F w23 PoH T Tup) IREEIZZ2 o F2REAH % uﬁu@
RO EUITREDT U NERE S, adacfg cache list =~ R CRIRTEDH LR DHET,
ILHSy (F3In L0 v EVWHIR) FORERH Y £9,

o [down(no-retry)) KfgIL., (Z LTIy LRBRoTND I &R ENRKT) #Ehtx i T& 7,
AD Agent DML 2 FRIT LW EZ2RLET,

o [down) fKEEIX, BIfE AD Agent 132D AD KA A Vv av br—F w3 R LT R0,
Pefoeie S & TR FRITT 5 2 L 2R LET,

F£7-. adacfg dc erase =2~ F&@HH LT AD Agent "HAEED KA A > av bu—F#ELHIKRT

LHTEHTEET,

Ihbpa<wy RIZoWTREL <L, Tadacfg de list] (P.A-8). ladacfg cache list] (P.A-9), LW
ladacfg dc erase] (P.A-8) ZZHML T Z&EW,

[ oL-25134-01-J
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%23 Active Directory Agent D4 X F—JLEEE |

W Active Directory Agent DEE

AD Agent TY 547> kb T/34 RIZ& S AD Agent h 5 DIERINEG & 5F

Al 9 HEKE

GE)

AFvFT 1
ATFvF 2
AFvT 3

ADAgent 37 F AT b TARAARLOER (2D AD Agent »Hb D~ v B IIEREZ(FET 52
K) WIEETDHLEHIC, ADAgent THITAT U b THRA R (ASA 7 E) 2RETIHVNERSD E
‘j_o

1 2® AD Agent TIERK 100 D7 747k T4 A2 (ASA T 3L A7 L) BDHFR—FITHE
R

BEDI AT TNAREBIETHE I AD Agent Z2BRET HICIF. ROFIEZEERTLET,

AD Agent Windows v > >iza 74 LET,
A< R IA42 77 hTed C:MBF¥CLI & A LET,
WDa<wy REANLET,

adacfg client create -name <client-nickname> -ip <IP-address> [/<prefix-length-for-IP-range>]
-secret <RADIUS-shared-secret>

B
o client-nickname 1%, €D 7 FA T > T A RZEY B THT7 L R4 TT,
o [P-address/<prefix-length-for-IP-range> (X, €D 7 TA T2 N TNRAADIP 7 KL A& gE
LET, A7 var T 7 xy MEAZERTEET,
e RADIUS-shared-secret i%. RADIUS 71 s 2L 321 2 L/ FE T, D secret 1L,
FDITTAT N TNARAATRESNDIEETT,
N

(3¥) IE LV RADIUS-shared-secret Z A L7=Z L Z2HER LT E W, TOXkHIcLpne, #
DIFGAT v b FAA AN DERNEH SN ET,

MDAy E—VNRFRINET,

Reply: Command completed successfully!

BTEREINTWAE I TA TV b TNAADY R N EFRRT HI121F adacfg client list =~ > N &
L.AD Agent "OALED 7 74 7 v b T8 AREZHIFRT 2121% adacfg client erase =~ > R & ff
ALET, ZiubDa~vy RIZHOWTEEL <X, ladacfg client list] (P.A-5) # XU ladacfg client
erase] (P.A-5) #ZML T ZE W,

WEDI FAT v~ TS AZHTLFIRICHEN, 2D AD Agent v U BT DRI T4 7
VTR R ERELET,

Il Cisco Active Directory Agent 1 YA kL—Ya v /vy b7y T HA4F, YY—R1.0
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Active Directory Agenta<> K 1)o7
LA

Z OfFEkIZIE, Active Directory Agent [ D~ RR 7L 7 7Ny MECR#H S THET, o<

v

RiZix, ROE—KRH Y £,

adactr]l : AD Agent OB#th, 121k, FEEI L AD Agent DEITAT —HX ADE=H ) IS
nET,

adacfg : Active Directory Agent TZ 7 A 7 b 7 /34 A Active Directory KA A > 2> hra—
7. B Syslog V—NERETHDIHEHINET,

ZOMERTIR, v RILIC, TOFHGEOEREZRGH, a~2 FoWt, EHEOTA RT A

<N

BLUOBMAIZRLET,

OO, kDO LB T,

TAD Agent il =2~ > F| (P.A-1)
[AD Agent =27 4 X2l —3 3> a< ] (PA-3)

AD Agent filfla~< >

ZIZTIE, kOawy RIZOWTHBALET,

N

adactrl help

adactrl restart
adactrl show running
adactrl start

adactrl stop

adactrl version

GE) T TCoadactrl 2~ FTRALFE/NIXFNRRI SN ET,

[ oL-25134-01-J
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W ADAgent#H#a< K

adactrl help

adactrl A~ REZDHELDOY A NE2FRRLET,

X
adactr] help

]

C:¥IBF¥CLI>adactrl help

Cisco AD Agent adctrl -- version 1.0.0.32, build 539
Usage: adactrl COMMAND

where COMMAND can be:
start - to
stop - to
restart - to
show running - to
version - to
help - to

adactrl restart

start the AD Agent

stop the AD Agent

restart the AD Agent

show the running status of the AD Agent

view info on AD Agent version currently installed
view this help

AD Agent Z#1E 1L L THEB L ET,

#x

adactrl restart

#l

C:Y¥IBF¥CLI>adactrl restart

OK

adactrl show running

AD Agent DN =2 AR —3 > & (radiusServer 35 Z O adObserver) D AT —F 2% KR LET,

#x

adactrl show running

#l

C:¥IBF¥CLI>adactrl show running
running C:¥¥IBF¥¥watchdog¥¥radiusServer.bat since 2011- 1- 5 T10:25:44
running C:¥¥IBF¥Y¥watchdog¥¥adObserver.bat since 2011- 1- 5 T10:25:44

adactrl start
AD Agent # Bt L £,

B/

adactrl start

Il Cisco Active Directory Agent 1 YA kL—Ya v /vy b7y T HA4F, YY—R1.0
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7l

C:¥IBF¥CLI>adactrl start
OK

adactrl stop
AD Agent {1k L £,

B
adactrl stop

7l

C:¥IBF¥CLI>adactrl stop
OK

adactrl version

AD Agent av 74 ¥aL—avavrr A

Windows ¥ & A VA b=/ T D AD Agent DN—V 3 2 RRLET,

#x

adactrl version

7l

C:¥IBF¥CLI>adactrl version

Cisco AD Agent adactrl -- version 1.0.0.32,

(Built from sources last modified 2011-04-21 12:20:17 +0300)

ADAgenta>J44¥al—33> v

ZITHEH, Roavy RiIZonTaBLET,
e adacfg help

e adacfg help client

e adacfg client create
e adacfg client erase
* adacfg client list

e adacfg client status
e adacfg help dc

e adacfg dc create

e adacfg dc erase

e adacfg dc list

* adacfg help cache

e adacfg cache list

e adacfg cache clear

2 N

[ oL-25134-01-J
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e adacfg help options
e adacfg options list

e adacfg options set

e adacfg help syslog

* adacfg syslog create
e adacfg syslog erase

e adacfg syslog list

e adacfg version

S

(GE)  adacfg =~ RCIEHKRIFELE/NDILFLRRNENERE A,

adacfg help
adacfg =~ MEXOMEFREF R LET,

X
adacfg help

7l

C:¥IBF¥CLI>adacfg help

Cisco AD Agent adacfg -- version 1.0.0.32, build 539
Usage: adacfg [COMMAND]
where COMMAND can be:

client - to manage client-devices of AD Agent

dc - to manage AD domain-controller machines monitored by AD Agent
syslog - to manage syslog-targets of AD Agent

options - to manage configurable settings for AD Agent

cache - to manage cache of identity-mappings maintained by AD Agent
version - to view info on AD Agent version currently installed

help - to view this help

help COMMAND - to view the help for specified COMMAND

adacfg help client
7747 v N adacfg 2~ > ROFEMARELOENER R LET,

X
adacfg help client

%
C:¥IBF¥CLI>adacfg help client
Cisco AD Agent adacfg -- version 1.0.0.32, build 539

Usage: adacfg client [SUBCOMMAND] [ARGS]
where SUBCOMMAND can be:

create - to configure a new client

list - to list all previously configured clients

erase - to erase a previously configured client

status - to view status of clients subscribed for notification

Cisco Active Directory Agent 1 YA kL—>av /ey b7y T HAF, Y)—X 1.0
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AD Agent av 74 ¥aL—avavrr A

help - to view this help
detailed syntax (write command on a single line!):

adacfg client create -name <client-nickname>
-ip <IP-address>[/<prefix-length-for-IP-range>]
-secret <RADIUS-shared-secret>

adacfg client 1list

adacfg client erase -name <client-nickname>

adacfg client status

adacfg client create
LI FAT U N TARL AEHRELET,

Bx
adacfg client create -name <client-nickname> -ip <IP-address> [/<prefix-length-for-IP-range>]
-secret <RADIUS-shared-secret>

A
o client-nickname : 7 7 A7 ' 8 TRARZFHVBTHZ ENTEL 7L R4,
o [P-address : 7 AT v FTNRAADIP T KL A,
o prefix-length-for-IP-range : 73 a > CIP 7 3 v MHEHEZERTE ET,

e RADIUS-shared-secret : RADIUS Y u ha Lz kD 7 54T h FAAL R L OWBEICHERINS
RADIUS #£HFE, Z D secretld, 7747 b THRA ATHREINLEETT,

]

C:¥IBF¥CLI>adacfg client create -name asal -ip 10.77.202.1/32 -secret ciscol23
Reply: Command completed successfully!

adacfg client erase
PRNCRE LI A4 7V NEWEELET,

X

adacfg client erase -name <client-nickname>

client-nickname 1%, 7 747 2 s T/ ZADLEITT,

]

C:¥IBF¥CLI>adacfg client erase -name asal
Reply: Command completed successfully!

adacfg client list

INEFTITREINTZTRTOIIFIAT N TRAAEYANLET,

B/

adacfg client list

Cisco Active Directory Agent f YA kL—>av /ey b7y T HAF, U)—X 1.0
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7l

C:¥IBF¥CLI>adacfg client list
Name IP/Range

asal 10.77.204.2
asa2 10.77.101.3
asa3 10.77.101.4

adacfg client status

BE (BENERHETr On-Demand 7 =V —, £713 L7 U r— g UREER) BESNLTWDL Y T
AT ORIIAT—FZ A EFRLET,

X

adacfg client status

]

C:Y¥IBF¥CLI>adacfg client status
Subscribed-IP Sync Status

10.77.101.2 In-Sync
10.77.101.3 Out-0f-Sync
10.77.101.4 Out-0f-Sync
10.77.101.5 In-Sync

adacfg help dc
DC B3 adacfg =~ > FOFEMRHELOEN 2R R LET,

B/
adacfg help dc

7l

C:¥IBF¥CLI>adacfg help dc

Cisco AD Agent adacfg -- version 1.0.0.32, build 539
Usage: adacfg dc [SUBCOMMAND] [ARGS]
where SUBCOMMAND can be:

create - to configure a new AD domain-controller machine

list - to list all previously configured AD domain-controller machines
erase - to erase a previously configured AD domain-controller machine
help - to view this help

detailed syntax (write command on a single line!):

adacfg dc create -name <DC-nickname>
-host <DC-hostname-or-FQDN>
-domain <full-DNS-name-of-AD-domain>
-user <username-member-of-Domain-Admins-group>
-password <password-of-user>

adacfg dc list

adacfg dc erase -name <DC-nickname>

Cisco Active Directory Agent 1 YA kL—>av /ey b7y T HAF, Y)—X 1.0
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ADAgentav 7 ¥alL—avazrr M

adacfg dc create

HLWAD FASf v av b —F vV U Z2RELET,

X

adacfg dc create -name <DC-nickname> -host <DC-hostname-or-FODN> -domain
<full-DNS-name-of-AD-domain> -user <username-member-of-Domain-Admins-group> -password
<password-of-user>

A
e DC-nickname : Active Directory KA A > 2 ke —J DL4HI,

e DC-hostname-or-FODN : AD KA A Y 2 ha—FDKRA M, £7213 Active Directory KA A
voar hue—JOESEM KA A 4 (FQDN),

e full-DNS-name-of-AD-domain : AD K A A > D54 DNS 4,

* username-member-of-Domain-Admins-group : NKAA v aryte—7 w2 vrOktxF2U74 v s
DE=Z Y U TIMHERINDBEGFEOT U v hDax—H4,

TOTHTLYNIERAAL Y avbr—F v rDeXa )T 4 al 2HLRA OIS E
B EENTWHWABMLENRDH D 9, l-domain)] A7 a VIZEELTERAAL D AD Jr—7
Domain Admins] ([ZBT27 TV FEHRETDHIET, BHDOMEIZZOBELE(TTEE
ERS

HBHNE, PLTFOTRCTOEMHE L TWiE, TDomain Admins] Z/b— 2B &7 A v
N—THLMERMERZ G TE ET,

— 7Hh vy b2 AD 7 v—7 [Distributed COM Users] (2@ L T\ 5,

- THUY NI, RALYy aryir—7 w0 WML A2 (Fl2 TCIMV2) 4122 )
DT IR AMRPFEEN TS, ZOMHREFET 51X, Twmimgmt.mse] A F > 7o
VEBBAT LIS, EREINAN—T R = HHLET (TRTORAS Y avba—TF <
UL RT DA ). L IR
http://blogs.msdn.com/b/spatdsg/archive/2007/11/21/set-wmi-namespace-security-via-gpo-scri
ptaspx ZZH LTI ZE W,

- FAfvarvie—=7 v r0txalT 4 A al 2@ HrROMERNT B Mt
HERTWS, ZOHERZRETHICIE. VA MY O CustomSD ¥ —2H3+ 257, £7=
i% Group Policy ZfH L ET (FRXTCORAL Y avbe—TF vV KT 254), 7
L <IE. http://msdn.microsoft.com/en-us/library/aa363648%28v=vs.85%29.aspx ZZH L T
<TEEN,

o password-of-user : RiR D2 —FHITKIET H /AT — R,

]

C:¥IBF¥CLI>adacfg dc create -name abc-dcl -host amer.acs.com -domain acs.com -user xyz
-password axbycz
Warning: please make sure that this DC machine has:
[1] all necessary patches installed, and
[2] a properly configured Audit Policy.
For more details, visit:
http://www.cisco.com/en/US/docs/security/asa/asa84/release/notes/README FIRST.html

Command completed successfully!

[ oL-25134-01-J
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adacfg dc erase
VIRTIZEREENTZ AD FAA v avbo—F v U2 HEELET,

X

adacfg dc erase -name <DC-nickname>

]

C:¥IBF¥CLI>adacfg dc erase -name abc-dcl
Reply: Command completed successfully!

adacfg dc list
INETERESNTZTXTOAD FAS Yy arybue—F v &Y A MLET,

X
adacfg dc list

]

C:¥IBF¥CLI>adacfg dc list
C:¥IBF¥CLI>adacfg dc list

Name Host/IP Username Domain-Name Latest Status
abc-dcl amer.acs.com domainAdmin ACS up

abc-dc2 amer2.acs.com domainAdmin down

abc-dc3 amer3.acs.com domainAdmin down (no-retry)

adacfg help cache

¥ ¥ v = B adacfg =~ > FOFEMRM OB LT RLET,

B/

adacfg help cache

%l

C:Y¥IBF¥CLI>adacfg help cache

Cisco AD Agent adacfg -- version 1.0.0.32, build 539

Usage: adacfg cache [SUBCOMMAND]
where SUBCOMMAND can be:

list - to view the currently cached mappings
clear - to clear the currently cached mappings
help - to view this help

detailed syntax:
adacfg cache list
adacfg cache clear

Cisco Active Directory Agent 1 YA kL—>av /ey b7y T HAF, Y)—X 1.0
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AD Agent av 74 ¥aL—avavrr A

adacfg cache list

BEX vy a2 3N TWb~v oy BV 7 a2ERLET,

adacfg cache list

Bl

C:¥IBF¥CLI>adacfg cache list

IP User-Name Domain Response-to-Probe Mapping-Type Mapping-Origin Create-Time
10.77.100.1 Userl AD1 true DC AD1 2011-01-05T09:37:172
10.77.100.2 User2 AD1 true DC AD1 2011-01-05T09:37:212

adacfg cache clear

(F)

BAEX vy 23N T0Wb~y 72707 LET,

X

adacfg cache clear

]

C:Y¥IBF¥CLI>adacfg cache clear

Removed 10 records.

Xy v VaWNEPREBIZZ VT ENLIETEBHELLEI, ¥y v a0 U T DEMIE, BE
Ty v aENTWNAEY Y E L TOICE > TRRD 9,

XFrvaWNOYy BV TOEPIEFRICZWVIEE, BRIZZ VT TIHETITHN L o £, £z,
Z OMWBRDFATHIZ adacfg cache list =< > REFOHT &, v v B IIRELFELTNDL I EMN
IRENDBGEAR, [T—F_X—2ARay 7 SNTWDE] ZELxRT SQL =7 —NREINDILERH Y &
T, ZOXIBBERIILZRCERTEET, Frvia 7 U TERIENRNETRET L72#% T adacfg
cache list =~ > K% 3479 2% &, [Total mappings count] 230 & L CTREINFET,

adacfg help options

F 7 a R adacfg =~ 2 ROFEMREXOENZ R R LET,

B/
adacfg help options

]

C:¥IBF¥CLI>adacfg help options

Cisco AD Agent adacfg -- version 1.0.0.32, build 539
Usage: adacfg options [SUBCOMMAND] [ARGS]
where SUBCOMMAND can be:
list - to view the current settings of the configurable options
set - to configure one or more of the configurable options

[ oL-25134-01-J
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help - to view this help
detailed syntax:
adacfg options list
adacfg options set [-<optionName> <optionValue>] [...]

an <optionName>/<optionValue> pair can be:

[-userLogonTTL <number-of-minutes>]
Time duration after which logged-in user is marked as being logged-out.

[-dcStatusTime <number-of-seconds>]
Time span between consecutive monitorings of DC-machine up/down status.

[-dcHistoryTime <number-of-seconds>]

Amount of time before the present from which to start reading

the security logs of DC-machines that are configured

(via 'adacfg dc create') for the first time ever.
[-notifyAttributes <text>]

Comma-separated list of attributes to be sent in notifications to

subscribed client-devices.

Fully expanded list:
domain, time-stamp, responds-to-probe, mapping-type,mapping-origin

Wildcard equivalent to the fully expanded list:

*

[-logLevel <level>]
Logging level for the customer logs (localStore and syslogs).

Valid values: FATAL, ERROR, WARN, INFO, or DEBUG

Default value: INFO

adacfg options list
WREA TV a v OIITREMEFR I LET,

#x

adacfg options list

7l

C:¥IBF¥CLI>adacfg options list

Option Value
userLogonTTL 1440
dcHistoryTime 86400
dcStatusTime 60
notifyAttributes *
logLevel INFO

Cisco Active Directory Agent 1 YA kL—>av /ey b7y T HAF, Y)—X 1.0
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AD Agent av 74 ¥aL—avavrr A

adacfg options set
| DU EOBREAT v a vEHFELET,

X

adacfg options set [-<optionName> <optionValue>] [...]
optionName & optionValue D7 IZI1E, ROWTNNEIT TN TEHETEET,
e [userLogonTTL <number-of-minutes>] : R 7 A 2—HFRa 77 hL7cbD L L Tvy—7r &
b ETOHM,
* [dcStatusTime <number-of-seconds>] : i L TiTHON 2 DC~v DT v FERIFF T R
T=FADE=H Y T DI,
e [dcHistoryTime <number-of-seconds>] : ladacfg dc create] Zffif L Ce&E N7z DC < D
X2 VT4 vl afo TR BihY oA E TORM,

* [notifyAttributes <text>] : BELINTNDL I T4 T > b T/ RATEFE SN LBEHICIEESND
BEOa <X YR, LAFOWTNLELIET X TCORBMZIEETE T,

— domain, time-stamp., responds-to-probe, mapping-type, mapping-origin
— * (TRTORMEICHYT 2T AL R —F)

* [logLevel <level>] : 7 A% ~— 12 (localStore 3 L O Syslog) ®»r 7 L~Ub, Fh72fHix
FATAL. ERROR, WARN, INFO. BX O DEBUG T9, 774/ F® L~LiX INFO T,

N
(3¥) AD Agent %, NOTICE] =7 L~ ([INFOJ & TWARNJ OO L~v) ZHLT—
o AE~— vl A yE—U%ERLETH, adacfg options set -logLevel =~ > R4 fif
M LT logLevell] @a&EfEE LT INOTICE] #MRAICEIRT 2 Z LIXTEEH A, H

WZOWTIE, 8B W AZ~—nr Xvt—U)] 282 LTLZEN,

adacfg help syslog
Syslog Bi# adacfg =~ > ROFEMARE L OB ZRRLET,

B/
adacfg help syslog

%l
C:¥IBF¥CLI>adacfg help syslog
Cisco AD Agent adacfg -- version 1.0.0.32, build 539

Usage: adacfg syslog [SUBCOMMAND] [ARGS]
where SUBCOMMAND can be:

create - to configure a new syslog-target

list - to list all previously configured syslog-targets
erase - to erase a previously configured syslog-target
help - to view this help

detailed syntax (write command on a single line!):
adacfg syslog create -name <syslog-target-nickname>
-ip <IP-address>
[-facility <syslog-facility>]
valid syslog facility values: LOCALO - LOCAL7
default syslog facility wvalue: LOCALG6
adacfg syslog list
adacfg syslog erase -name <syslog-target-nickname>

Cisco Active Directory Agent f YA kL—>av /ey b7y T HAF, U)—X 1.0
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adacfg syslog create
F LV Syslog #—7 v hERELET,
X
adacfg syslog create -name <syslog-target-nickname> -ip <IP-address> [-facility <syslog-facility>]
A
 syslog-target-nickname : Syslog H—/XD 44 i,

e [P-address : Syslog — "D IP 7 R L X,
s syslog-facility : 77 ¥V 7 4 fi (LOCALO ~ LOCAL7), 7 7 # /L hiZ LOCAL6 T,

%l
C:¥IBF¥CLI>adacfg syslog create -name mysyslog -ip 10.77.202.1 -facility LOCAL6
Reply: Command completed successfully!

adacfg syslog erase
LIRTIZEEE Sz Syslog ¥ — 7 v b EHE LT,

#x

adacfg syslog erase -name <syslog-target-nickname>

syslog-target-nickname 13 AD Agent (Z42#¢ L T\ % Syslog # —7 v FOARITTY,

]

C:Y¥IBF¥CLI>adacfg syslog erase -name mysyslog
Reply: Command completed successfully.

adacfg syslog list

INETICRESNTZTRTO Syslog #—4% v hZVARLET,

X

adacfg syslog list

]

C:Y¥IBF¥CLI>adacfg syslog list
Name IP Facility

mysyslog 10.77.202.4 LOCALG6

Cisco Active Directory Agent 1 YA kL—>av /ey b7y T HAF, Y)—X 1.0
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| f18% A  Active Directory Agent A<~ F UJ7L >R

AD Agent av 74 ¥aL—avavrr A

adacfg version
Windows ¥ UNZA VA =L E N T 5D AD Agent DN—V 3 U EFORLET,

X

adacfg version

]

C:Y¥IBF¥CLI>adacfg version
Cisco AD Agent adacfg -- version 1.0.0.32, build 539
<Built from sources last modified 2011-04-21 12:20:17 +0300>
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WM ADAgentav7s¥alL—v3ravoF

Cisco Active Directory Agent 1 YA kL—>av /ey b7y T HAF, Y)—X 1.0
m. 0L-25134-01-J |



HARAR— AT Ayt—2

ZOfHERTIE, AD Agent iI2 LV (TlogLevell GEA 7> a Y OBATEIZESNT) Elsd S F
SkhhArAd~v—nl Avb—VEEEDIT TV HNTRLET,

MogLevel | & EZZH T 5I21%, adacfg options set —logLevel =~ R&fH L £,

N

GE) —#HorZs AyE—UF INOTICE] v27 L~b ([INFOJ & TWARNJ DD L~L) (ZBEEAT
HNTWETA, Al adacfg =~ > F&EHEH LT lNoglevel] Z%ET 2%4121E INOTICE] %
BIRTEEHEA,
WDRr— AT, FEMEMENS ONBIEICR 7 LLVOREEERLET, A ¥V v 7K CTRENT
W5 INOTICEJ i lloglevel] THRETE A4 arTEdY A, KFTREINTND
[INFOJ (X, TlogLevel] @7 7 4V hi%ETT,

FATAL < ERROR < WARN < NOTICE < INFO < DEBUG
N

GE) MEONI TN a—T 4 U7 EITOBICIE, T 740 % EMEO [INFOJ ZFFMEN K b E
IDEBUG) IZEETHEZIOIENELHVET, LELZORETIE, AD Agent D37 r—~
ANHEB R RAF T AR B D 3, BEDNMER L7725 Toglevel] OFEZETIZELTEBLL Z L%
BEIOLET,

F#EIZ, Toglevell &5 7 4 /L Fa%EM® [INFO| ZFEMEN K LK TWARN] ICEE 35 L
AD Agent D/87 4 =<V AIZRWEREKIFT I LENHY T, 72720 ZORE T TINFOJ £/
X TNOTICE] LD A vt—y (FHESPEEOAM TEETHLIAREENH D A vE—) NS
INFEEA,

INEFTOIRE~w— 0T Ave—V0Ou—0) T—hA4 7%
[C:¥IBF¥radiusServer¥runtime¥logs¥localStore] 7 4 L' 7 b VIZRFF SN TWET, Zhbou s
A vE—UIL, adacfg syslog create =~ F&H L TRESNTWDEED Y E— I Syslog ¥ —
7y MIbisEISNET,
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& B HRET— AT AvE—T
|
F B-11Z, BAF~— a JICigksnDd ADAgent HHEDA v —Y DA vyE—Y a—F, s L~
N, AvE—Y 7TRA AvE—V THFAL, ﬁﬁﬁﬁﬂff?biﬁ‘o DU RANMIERENDTRTD
AvE—URIEEIN T2 DITTIEH Y FHA, 2L x2iE, WHD RADIUS BI#E A v & —T 7 8D
ZFOMDRA v E—VIEEERTHER A,
% B-1 AD Agent A5 A y&—T
rwy
- Axyy
a—F LR rAytE—U U5 AvE—Y FEXF Bk
AD Agent OBtk & =1L
(&L 0 JKHFPH 22— O A v+ — ) Windows Application Event Log IZFRE SN CWET), FEMIC Wi, A8k C
[Windows 77V r—yar Ay ka2l 22 LT EE0N,

31502 |INFO STARTUP-SHUTDOWN Started Runtime AD Agent ® [RADIUS #—3) #+7
aVR—R MRBBESIVE LT,

BREEE

68000 |NOTICE |IBF_CONFIG_CHANGE Created DC configuration AD Agent T adacfg dc create =~ >
EHEALCRAAS Y arvia—TF v
VIRRRESAVE LT,

68001 |NOTICE |IBF_CONFIG_CHANGE Deleted DC configuration AD Agent 75 adacfg dc erase =~ >
REfFHLTRAS Y 2 b= <
VUBEDNHIBRSNE LT,

68002 NOTICE |IBF_CONFIG_CHANGE Created RADIUS-client AD Agent T adacfg client create =~

configuration VREFEHLTZIAT N TR
DRESNE LI,
68003 |NOTICE |IBF CONFIG CHANGE Deleted RADIUS-client adacfg client erase =~ > R&fEf LT

configuration

74T v TNA AREN AD Agent
MOHHIBRSNE LT,

Ry EVTOEH

12862 |INFO IBF_RADIUS_SERVER |Updated mapping in Identity |AD Agent OI#F ¢ v & = T

Cache IP-address-to-user-identity ~ » &> 7
DNBINEIEES SNE L,

12855 INFO IBF_RADIUS SERVER Dropped Identity Cache o 774 U REZIS (TuserLogonTTL ) §%
mapping-update due to EA TV a yEREEICLT) 2R VAT
userLogonTTL Thor-oH, HiE

IP-address-to- user-identity E A
FHTA AD Agent IZ LW BRI E L
[

12856 |INFO IBF_RADIUS SERVER Dropped Identity Cache # 15 IP-address-to-user-identity ~ v &’

mapping-update: older than | 7 & #H % AD Agent [Z XV R S E

existing mapping

L7, Zhix, BEffiTonTnde
A UEELIN, AD Agent (2 X Y HTE
Xy v a2ENTWHHERLIP T FL 2R
D7y ELTOEDEY BN T
7
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| HB B HZREI— O Ave—3
% B-1 AD Agent DOY A vE—T (HE)

ry

-2 |axyy

a—F LR AytE—U HUSRX AvE—Y FEXXF Bk

12859 INFO IBF_ RADIUS SERVER Dropped Identity Cache 15 IP-address-to-user-identity ~ » £’
mapping-update having VT HEHMN AD Agent 12 L 0 B I E
timestamp in future L7z, ZhiE, BhEfIT SN TWnWb e

T A A DPER DL T 5729 T
R

12861 |INFO IBF_RADIUS SERVER Dropped Identity Cache %18 IP-address-to-user-identity = » £’
mapping-update: same time | 7 H#H% AD Agent (2 L W ER SN E
as existing mapping L7z, ZThid, BEffTonTns e

T A VIR, AD Agent (2 XV BLUTE
FroyraINTWDHEUIP 7 RLA
BIUOa—P40<=v b Z7DH0 L
F—Tho7=DTT,

12867 |WARN IBF_RADIUS SERVER Approaching stress limit on  |AD Agent T, ¥ v v 23N TW5
Identity Cache < v B2 T ORI IR AT
mapping-updates SWTWET,

BITE 100,000 ##Bx 5~ v B 7n
FrovaINTWVWET, Frvia
WCANHILTWD = v BV 7 DM
200,000 1233 % &, AD Agent I3 #¢
DEB~yE TEHABEELET,

12868 |ERROR |IBF RADIUS SERVER  |Dropped Identity Cache AD Agent D~ v 2 7 O e JULZ I [
mapping-updates: stress limit (%% (200,000 v v v’ /) ICELZ
exceeded O, Bl RE~ Y E ZEHIT T~

THHEINET,

12893 | INFO IBF_RADIUS_SERVER |Deleted mapping in Identity |AD Agent DN v v & = 425

Cache IP-address-to-user-identity ~ » &> 7
DHIBRENE LT,

EIHIER

12869 |INFO IBF_ RADIUS SERVER Detected Synch request with |AD Agent D& v v ¥ 2 \[CHIEEGEN T
registration for notifications |WA4_XTHO~ v 7Dy g

F—2 A F v TFvay bEZETDH
EBITTAT U N T ANRERLE
L7
7747 ME AD Agent ~D L7V
=3 DT DREREBR LT
ESSaR

12860 |INFO IBF_RADIUS_SERVER Detected Synch request with |AD Agent D% v v ¥ 2 ([CHIEG EN T
no registration for WAHRTRTOwv BT Dy ay
notifications F—H AFvTay NEZETDHZ

EBITTAT U N T ARERLE
L7

7747 ME AD Agent ~D L7V
=3 DT DREREBR LTV
EFH A,
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i B HRET— A Aye—
|
% B-1 AD Agent DOY A vE—T (HE)
Ay
-2 |axyy
a—F LR AytE—U HUSRX AvE—Y FEXXF Bk
12870 |INFO IBF_ RADIUS SERVER Detected Synch request AD Agent DF ¥ v ¥ 2 IZHIEF ENT
without change to registration |\WW5 4 XTHO~v v 7Dy g
state T8 AFyTvay NeRETLHZ
EBITTAT U N T ANRERLE
L7
7747 MIAD Agent TV Y r—
varBEOREZET LEREA,
12871 |INFO IBF_RADIUS SERVER Detected deregistration 74T vk T A5 AD Agent
Request SDOVFY r— g BRI & R
LE LT,
12872 |WARN IBF_RADIUS SERVER Approaching capacity limit  |AD Agent T, —JC@EIREATRE R
on max registrations == JTAT VN TR ADEDK
KFIFRIZES DT WET,
BIE100 2R H2=—7 7 74T
N TS ZARWABEE STV D ATRE
HRHVET, 2=2—27 7 I7A4T b
TN ADEMN 120 IZ#ET D &, AD
Agent |3 Z N LAREAEAE 3 2 il HOBR SR EK
EERLET,
12873 |ERROR |IBF_RADIUS SERVER Dropped registrations: AD Agent T, —EIZHEMBERATRE/ 2 =

capacity limit exceeded

=0 JITAT Uk FTAL AOEN K
KHEIRETH D 120 ICEL=7=H, AD
Agent [ZEET 5 H 72 2 BB EHER %
FTARTHMAL ET,

CoA-Based +53 271979

12884

INFO IBF_RADIUS SERVER

Sent RADIUS CoA-Request
with Notification to PEP

AD Agent X, 7 7 A4 T v b T84 AT
W s NN It A SR g W e
B TIoONWT T ITAT v b TNA A
WZHFRTICI@E L E T,

#rix. RADIUS CoA-Request /347 v b
EHEALTEESNELE,

11223

INFO Dynamic-Authorization

Received CoA ACK response

AD Agent 23, 7 7 A4 T 2 b TNA AD
5 ¥%fg &7z RADIUS CoA-ACK X
Ty beZELELE, 27747k
F A A%, AD Agent |2 X - TEfE &
N7 CoA-Request /X7 v N DEZAE & Tl
BLELL,

11224

INFO Dynamic-Authorization

Received CoA NAK response

AD Agent 23, 7 7 AT v b TNA A
555 &7z RADIUS CoA-NAK /¥
o bNEZELELE, 277472k
TN A%, AD Agent IZ XV EfE I
7= CoA-Request /37~ MZBHT 5 RilE
R LE LT,
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| & B  HRE4Z—0OF *yt—2

% B-1 AD Agent DOY A vE—T (HE)

rwy
-2 Axyy
a—F |[LRL Ay—Y US5R A=Y FEXEX By
tyday F—4 XF¥vIvay Lok
12878 |INFO IBF_RADIUS SERVER Stopping current transfer of |HRIEHEITHD T FTA T b T34 A~
session data snapshot Devyvary F—% AFvFvavh
DEEEZEIE L TWET,

12881 INFO IBF_RADIUS SERVER Started transfer of session I3 AT N FNRALA~NDEY T g
data snapshot F—H AF v T ay hOWmERHT-
WS E L,

G¥) ZowZmHEBAIZ 258 ED
RADIUS 7> h&EHT 5 A
TV a v MREOHRITMEH
SNET, 1 FEHONT v M
#12881 C~—F 73N Ed,
Btk D3 X #12883 T
v —FrrInET, ZOMO
Ny MET T #12882 T
~v—F T ENET,

12882 |INFO IBF_RADIUS SERVER Continued transfer of session |HIIEHETF DI SA T > h T34 A~

data snapshot Deyvary FT—F% AFyFay b

DEEEDPGAT LE T,

G¥) ZowZmHEHAIZ 3250 ED
RADIUS "7 > b Z2HT 5K
A ;Y7 a v MRED A
RS ET, 1 FEHDOAN
7 ME #12881 Tw—F > 7
N, mBEOST Y T
#12883 CT~—F 7 ENnE7,
ZOMDOFTRTO/RT v MME
#12882 C~—F 7 EnEd,

12883 INFO IBF_RADIUS SERVER Finished transfer of session PGAT Y N TFNRALRA~NDEY g2

data snapshot F—HR A F T ay NOEENER

IZETLE L,

1 2@ RADIUS ¥4 v M E 5 3EH
WM Ay 7 g v MRZEIT
DuZEHHDOLTY—F 7 ENET
23, #12881 £ 7/-1% #12882 1 ZIHH I
~—F T ENEE A,

On-Demand ¥ LY —
12864 |INFO IBF_RADIUS SERVER Detected On-Demand DIGAT N TRAANKEEDIP T R
Entity-Request from PEP LAD< B 7T OZEEERLEL
7o (BfBMERZEALTVDLIGE L
BHAOTORWGEERHY 7).,
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HER B HRET—OF 29b—3 |
|
% B-1 AD Agent DOY A vE—T (HE)
Ay
- Bxyy

a—F [LRL

Aye— HS5R

Ayt—Y FERE

B8

12866 |INFO

IBF_RADIUS_SERVER

Could not find identity in
Identity Cache

AD Agent 23, FERESN/ZIP 7 FL =R
NEEFNTVWDHYEL T XY
VaTHRDTDHIENTEEHATL
72

F—T7I534TER

12885 |INFO

IBF_RADIUS_SERVER

Detected Keepalive Request
from PEP

VAT Vb FAL AR =TT T4
78R %E AD Agent [IZEfFE L E L7,

FALY RTF—E8R 9T —

12890 |INFO

IBF_RADIUS_SERVER

Prepared Domain Status
Query-Response

AD Agent D¥ERNET L. FFED
Active Directory K A4 IZB3 2% AD
Agent DEEAT — X A& TR LT 7
AT > b TR ARITK L TURE & 4E
TEOREIZHY £7,

RASY a3 bA—5 RAF—RAD S vXVT

12892 |INFO IBF_AD MONITOR ActiveDirectory domain ADAgent AR AA Y avbu—7 <
controller status changed DT TERIFIE T AT —H A
DERZBHLE L,
T Dt
12888 |WARN IBF_RADIUS SERVER Internal Warning AD Agent TINEIORBEDN AL E L
7=
12889 ERROR IBF_RADIUS SERVER Internal Error AD Agent THITOBENHAELE L

776

A Pass/Fail R 7—42 X

(Zo k5 n s = ML, BEf T 65TV [IbfSessionlD] & D E AN

—ThorE=r M) aRLET)

5200 NOTICE

Passed-Attempt

IBF request succeeded

AD Agent 1Z, 7 74T b T/8A A
OLARNZ G LicEk (F#Ek, 4

vIwry R ooz — =TT IA4T
R, RAAL LV AT —HRA 7] —)

BFIEFICMETEF L,

5400 NOTICE

Failed-Attempt

IBF request failed

ADAgent 7 54 7> b T84 AL
ANCRZAE Lo Bk (R#IZk, Ao 7
v R 72— =TT T4 THEKR,
RAL Y AT —F R 72 —) ZEHE
ICHEITE EFHATLE, T,
[FailureReason] J& D EIZ R S LTV
DA NFEEKETT,

Z @ [Failed-Attempt] = 7 = h U &
TixEofmoFEED GLA)
[Failed-Attempt] 22" => ~ U ®
[FailureReason] ® 2— K%, ZDFKOD
WOV 77 v a ATRLET,
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| fiE B HRET— A5 Ave—D

% B-1 AD Agent DOY A vE—T (HE)

Ay

-2 Axyy

a—F |[LRL Ay—Y US5R A=Y FEXEX By

5405 NOTICE |Failed-Attempt RADIUS Request dropped AD Agent X RADIUS /%7 v b %15
L % L7275, [FailureReason] & D
WRSATWDHEBENFERKT, 2o
Ty hetA LM Rry 7 LEL
7
Z @ [Failed-Attempt] = 7 = kU &
T OO FEEED  (PLH)
[Failed-Attempt] =2 => ~ U ®
[FailureReason] ® 2 — K%, ZDXRD
WOV T 7 a AR LET,

5413 NOTICE |Failed-Attempt RADIUS

Accounting-Request dropped

AD Agent i3 RADIUS
Accounting-Request /37 » h & 3%{5 L
F L7=7%, [FailureReason] & DEIC
REINTWLEBERRE T, ZDx
Ty et A L MIRry P LEL
7=

Z @ [Failed-Attempt] = 7 => kU &
Tk z oo D (FLH)
[Failed-Attempt] =2 => ~ U ®
[FailureReason] ® 2 — K%, ZDHRD

WO T 7 a R LET,

[FailureReason] D * v &—

([Failed-Attempt] 22 =2 h VIZRSNTWANZIORDOZ DOV 77 v 3 270 [FailureReason] =— R, AD

Agent W= T — L LTH->TLEEW)

11007

DEBUG

RADIUS

Could not locate Network
Device or AAA Client

BIERESNTNWDLEDI FA4T v K
TN AT S BT DAL TW R TP
7 R 25 RADIUS X7 > b &51F
L ¥ L7z, ladacfg client create] % {f
MLTZOT A ARREENTND
TEEBERLTLIEEN,

11011

WARN

RADIUS

RADIUS listener failed

RADIUS ZEROZEFIZEHT S 1 2L
DO UDP A— 2 ZENTEER
ATLTz, AD Agent ¥ TE DD
Tk ARKR— b 1812, 1813, 1645,
F 2031646 ZHEH L TRV & &4
RLTLLEEN,

11012

ERROR

RADIUS

RADIUS packet contains
invalid header

R~y X —RNEENLTVD
RADIUS "7 v ba%fgLE L, 7
FAT VN FRA AT AD Agent & D
HEMERHY | BEEICHREEL TWD 2
EEMRRLTLIIEEY,

11013

INFO

RADIUS

RADIUS packet already in
the process

%18 RADIUS Zk2 AD Agent 12 XL Y
SN E L, ZHuE, ZoBR,
LIHIZAE L CHRELBF ORI D7 »
MEBEHEL WD T,
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fifF B HRE23—0F Ayt—2

& B-1

AD Agent DAY Avt— (HE)

*y
-

>

a—F

AxXyy
LR

Aye— HS5R

Ayt—Y FERE

B8

11014

ERROR

RADIUS

RADIUS packet contains
invalid attribute(s)

7 @ 2N E £ TV 5 RADIUS %
Ty bESELELE, 77947 b
T34 212 AD Agent & O HIEMEN B
V., WEUNIREINTRY, ®YITH
LTV Z 2R L TIEEN,

11021

ERROR

RADIUS

RADIUS could not decipher
password.packet missing
necessary attributes

Kb TE RV SRR T — RREGENT
V% RADIUS /37 v h&%fELE L
Jee 7 74T v N T3 AT AD Agent
EOHEMMERH Y | WENIRE ST
BY., HEUITHEL TV Z L 2HR
LTS, ZIAT R T/HAALRA
& AD Agent D)7 TH U RADIUS 3t
HMEREIICHREINLTNDHI L%
AL TLIZEW,

11029

WARN

RADIUS

Unsupported RADIUS packet
type

Wiy N XA THREENRTND
RADIUS N7 v hEZfELE L, 7
FA Tk T AT AD Agent & D
HEEERH Y | WUNIEREINLTED,
WUNHERE L T D Z & & fERB L T <

EEWN,

11030

WARN

RADIUS

Pre-parsing of the RADIUS
packet failed

fE2h72 RADIUS X7 v F&ZfELEL
T7ee 2 7AT VK TN RIZ AD Agent
EDOHEBMENRH Y | BEHNIRE ST
BO, EUNCHEREL TVD 2L 2R
LTL7EEN,

11031

WARN

RADIUS

RADIUS packet type is not a
valid Request

RADIUS ZR X7 v b3 FH ST
% & =12 RADIUS J&& 7 v N &E%A5
LELiz, 24Tk FRAL R
AD Agent & DHIAMENRH Y | WEHNTFE
EEINTEY, @MUICHEIEL WS Z
CERMBERLTLSIZEN,

11036

ERROR

RADIUS

The Message-Authenticator
RADIUS attribute is invalid.

27 [Message-Authenticator] J& 423
GENTVD RADIUS /X7 v b & %15
LELE, 79472 b T34 A
AD Agent & OHHMENH Y | HENTFR
ESNTEY, WYNHEELTWVD Z
EERERLTLSEE N, 27471
T34 AL AD Agent Ot TH U
RADIUS LA N U E ST
WHIZ LB LTS IEE0,

11037

ERROR

RADIUS

Dropped accounting request
received via unsupported
port.

FAR—FIH TR\ UDP A— &5
T RADIUS Accounting-Request /37
MeZfELELRE, 7947 8 TN
A A2 AD Agent E O BN H Y |
ONCRESHTRY, WUITHREL T
WD ZEEBERL TSN,

B-8
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| & B  HhR4=w— AT rvbe—
% B-1 AD Agent A5 A yt— (fiF)

ry

-2 |axyy

a—F LR AytE—U HUSRX AvE—Y FEXXF Bk

11038 |[ERROR |RADIUS RADIUS Ny NSy B — 2
Accounting-Request header  |[Authenticator] 7 1 —/V R¥ & £ T
contains invalid V% RADIUS Accounting-Request /%
Authenticator field. o bNEZELELE, 277472k

T34 212 AD Agent & O HHEMEN B
D, WYNCRESNTERY , Yo
BELTWD ZE2MERL T IZEN,
I IAT N TR AD Agent D
7 TR U RADIUS &4 b4 23 i 8z
RESNTNWDLZ LR LTS
U,

11039 |INFO RADIUS RADIUS authentication NE e FBEE T —Nfm S E Lo,
request rejected due to critical |+/372Z8 X F ¢ R VKN BN LA
logging error R TH D RN H D £,

11040 |INFO RADIUS RADIUS accounting request |N¥in ZB#— T — 2 S hvE Lz,
dropped due to critical FHRIEET 4 AT RENRNT &N
logging error. A THAAREERH D E97,

11050 |WARN RADIUS RADIUS request dropped due |N#fio ZBE- 7 —RN SN E L=,
to system overload FReE T 4 AT RBENRNT LN

FIKTHDREMERH D £,

11052 |[ERROR |RADIUS Authentication request PFHR— I TV UDP R— &5
dropped due to unsupported | T RADIUS Bk X4/ v "2 {ELFE L
port number 72 7747 N T NA AT AD Agent

EDOHBIENR DY | WENIFRE 4T
BY, WKL TWD Z & 2R
LTL7EEN,

11053 |WARN RADIUS Invalid attributes in outgoing | PN 23 ER TH1E RADIUS JG& A7
radius packet - possibly some | k 23MEGSIZ /2> TWET, Tk, 8
attributes exceeded their size |# v NE&EKOY A X, F1FT 8w
limit D 1 DO BEEEMED Y A X0 e Kl R

AT Z ENRATH 5 rTREMED &
D ET,
11103 |[ERROR  |RADIUS-Client RADIUS-Client encountered |3%{g RADIUS /34 v ~ ORI |2 PNES

error during processing flow

TR ShE LR, 2747
kT84 212 AD Agent & @ A HMENR
BV, WUNCRESNATEY, @I
HWEEL TWD Z L 2R LT EE N,
74T N T AL AD Agent O
i 5 ClE U RADIUS AR 03w
RESNTVWDLZLEHRL TS
U,
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& B HRET—AOF AvE—T
|
% B-1 AD Agent DOY A vE—T (HE)
Ay
- Bxyy
a—F LR Ayvte—Y HFX AytE—L FEXX b Bl
11213  |WARN Dynamic-Authorization No response received from AD Agent 2ALLATIZ CoA-Request /¥
Network Access Device: lost |47 v FNEEELETNRA R 254 T v
communication with F G, MR Y b (BEEFETIES
notification subscriber ) ZELEHFATL,
ADAgentiZZ D7 FA TV N T/RA R
EOBENRKRbNIZLOEBEL, A
7 —H# A% [Out-Of-Sync] IZ#ELE
7
11214 |WARN Dynamic-Authorization An invalid response received |AD Agent 23LLRTIC CoA-Request /<
from Network Access Y FNEERELETAALA A TTAT
Device: lost communication MBS EESZ(ELE LT,
with notification subscriber AD Agent l3= 007 547+ T34 %
EOBENRKRbNIZLOEBEL, A
T —4& A% [0ut-Of-Sync| (Zg%@E L%
7
32006 |WARN Logging Could not log to critical WEia 7SS — NS E L,
logger FHREET 4 AT ERNIRNT LD
FRTHLAHEERH D 7,
32016 |FATAL Logging System reached low disk FHREET A RAIREND Y T8 A,
space limit
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APPENDIX c

Windows 77U 45— a>v AR k0y

ZOMERTIE, WITRTRUTAD Agent Y7 bV =70 (WRF~—al Ave—I0MxT)
Windows 7 7V 7r—va s A X b e T 54X bOENERLET,

e ADAgent V7 b =T DAL A—b, TUALVAR—)L BIWRAD Agent v DY 7— |k
(ZFEV . AD Agent AE (EEICIINEO [T+ v F Ry 7] Big) BBmEIIELSNT,

e AD Agent ®N#ES TAD Observer] 33X O TRADIUS $—/3) @R —x 2 b2 adactrl 2= > R
AL CFETRHRMAEITIEIRES N,

e ADAgent Y7 hU =T DUt v F Ry Z7BEICID b7 2D 1 2L ETI Ty v ad
TIXERART T =P RH SN72% T, AD Agent ®N#EE TAD Observer] ¥ X0 TRADIUS H—
Nl AR —F MR HBWFIEEITBES SN,

Windows TZNH DA X AR T 51T, ROBFFTIZH D TEvent Viewer] YV — A Z ML 7,
[Event Viewer (Local)] > [Applications and Services Log] > [Cisco AD Agent]
INHTRTOA Ry MIZR DB & ENRE SN THET,

e Source : Cisco AD Agent

e Level : Information

e Task Category : None

Cisco Active Directory Agent f YA kL—>av /ey b7y T HAF, U)—X 1.0
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- fik C  Windows 7 7Y4s—vav 4R+ 07 |
£ C-1IZ, ThbHDAXFDARFID, Ayt —Y T2, GiHZRLET,
% C1 Windows 7 FU 4 —Yay A Ay oy
ARV B
ID Ayte—Y FEXRE L]
10 Watchdog Service Was Started AD Agent DN T + v F Ry 7 —E ARG LE L7,
WH., ZOAvE—1F AD Agent DA A b—/LEHE, 1L AD
Agent v D) 7 — FMRIZE TR ENET,
11 Watchdog Service Was Shutdown AD Agent DNE T 4 v F Ry 7 H—E 25321k LE LT,
W, ZOAYyE—VIXAD Agent DT A A M LIREIZER R S
F9, 72, [Windows Services] #3% /LT Cisco AD Agent % T8 CTf5
IEETHESH LELAICbRRENDILERHY £7,
20 C:¥¥IBF¥¥watchdog¥¥radiusServer.bat |AD Agent ® RADIUS #—/3) 7 a R —x> +23 (adactrl =<
Was Started YREMALT) FEITHIAS N, FE (VT v v a
EREZID) BEICHER I NLE LT,
20 C.-¥IBF¥¥watchdog¥¥adObserver.bat  |AD Agent @ [AD Observer| ¥ 7 2R —x> 23 (adactrl =<
Was Started FEHEMALT) FEITHBEISL TS, Fd (7 F7 vy vaEikid
MEERAERIC) BEICHES INE LT,
21 C:¥¥IBF¥¥watchdog¥¥radiusServer.bat |AD Agent ® [RADIUS ¥ —/] 7 av R - b7 7 v al
Was Shutdown e, EREEEORMZICELLE L,
21 C:¥¥IBF¥¥watchdog¥¥adObserver.bat | AD Agent ® [AD Observer] ¥ 72 R—3x "BV T v ali
Was Shutdown M EFEEORMBRICEELE L,
21 rt_daemon.exe Was Shutdown AD Agent ® [RADIUS ¥—/3| 7 arR—*> k3 (adactrl =~
YREMFERLT) FETHELEIRELL
21 ADObserver.exe Was Shutdown AD Agent ® TAD Observer] 7 2R —>x> b3 (adactrl 2~
RFEfEHLT) FBTHFEIhELE
22 C.¥¥IBF¥¥watchdog¥¥radiusServer.bat |AD Agent ® [RADIUS —/3] 7 3R —x > b oS@EyNcfss <
Failed To Start XFHATLE,
22 C:¥¥IBF¥¥watchdog¥¥adObserver.bat | AD Agent ® [AD Observer] ¥ 7 22 R—x > hBSEEIZMATE &

Failed To Start

HFATL,
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APPENDIX D

Active Directory Agent DREED 3 )L
a—Ta Y

Z OfFEIE. AD Agent O TIZIEAT D ATREMEDY & 2 R A K5 d6 K OMRIR - 2 BRI L1
WL TWET, ZofMEROHERIZ. kD LB TT,

e [hITNYa—T 4 7EROEE) (P.D-1)
o [TAD Agent CONET Nv 7 a7 OHFL] (P.D-2)
o [FREDME] (P.D-4)

SO a—T 1 L TIREBORRG

TNV a—T 4 U IERIT. AD Agent IZE VAR SNDERBR A AL v— a I bEGTEE
T, IhborZiE AD Agent v DT 4 L7 R
C:¥IBF¥radiusServer¥runtime¥logs¥localStore (2% ¥ ¥,

F7-, AD Agent D AKX ~v— a J% Syslog h— NIZEETHZ EHTEET, ZNb0ur T E2%(F
T 2% K 91T Syslog h— &R ET D HIECHOWTIEL, TAD Agent TO Syslog r—"~D 1 ZEFD
i) (P2-9) 2L T IZE,

adacfg options set -logLevel =~ > F& [ L C, localStore & Syslog DWW F DI AL ~v— 1 7 TD
ML~V EHIE T E £,

BHETAIIAZ~— 107 Ayt —UDY A MIOWTCL, (B (hAX~— 10 d XAvkb—v) 25
FRLTL 2 &0,

T 74N RTIE, 77 LoULIT INFO IZRRES iU, FRA v E—V AP RESNET, HEOMSE
DETTNY a—=T 4T &TO%HEE. BIMFEREZBST 270122007 LNLVEEETL L
MWTEET, »7 LRXVOER ATV a v aFMEOER NS OB R LET,

« DEBUG

e INFO

¢ WARN

¢ ERROR

e FATAL

Zoa~y ROFEMIZOWTIE, lTadacfg options set] (P.A-11) ZZMRL T 2S00,

NI TNY a—T 4 VTR OERIFEE LT, F AKX ~— 1 7Oz Windows 77V 7r—va v A
Rk vrrsRHYET, Zor s, Windows Event Viewer 7 —/ L ([Event Viewer (Local)] >
[Applications and Services Log] > [Cisco AD Agent]) ZfEH L TR RTEET, ZDOY—/iT AD
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figk D Active Directory Agent ORIEED FSTL a—T1 25 |

WM AD Agent TORBT/ v OJOEMIE

Agent V7 F v =7 N7 A TAD Observer] 3 XU [RADIUS ¥— 3] OBfhiA N b LAFE L
AN bERELET, FMICOVWTE, 8k C [Windows 77V r—va v A Xk ry ) 221
LTLZE,

MBEOHRERIC, AD Agent ¥ V> CHET Ny 7 a7 2B TLE20EI D, BILOIAX~— 1
relbllInoou 7 ERETHINE I pRFRONET, Zhbor ZIXMEEZW B L O
LB B ET, INLONET ANy Z v 72 HHICT 5L, TAD Agent TORNET Ny 7 1n s
Dby (P.D-2) LTI,

AD Agent TORET/N\v T AT DEXE

BER N T TN 2a—T 4 T DO, RO 2FEHEONET Ny 7 a P29k T& £7,
e« [AD Observer 2 7| (P.D-2)
e [RADIUS #— 12| (P.D-3)

AD Observer A%

27y T 1
AFyvF 2
ATFvFT 3

ATv7 4
ATwT 5

[C:¥IBF¥adObserver¥logconfig.ini] 7 7 A /VIZ, AD Observer 7 2> K —F v hOWNHET Ny 7 v
T LULREESNTWET, 7 74/L b TiE LOG_LEVEL i¥ LOG_NONE IZEE SV TWET,
ZDOFRETIE, AD Observer ¥ 7 a2 R —3 2 FOWNET Ny 7 u Z3AERESNERA,

LOG _LEVEL IZIZXRDEDOWFh iz iEE T& £1°,

+ LOG _VERBOSE : i batfizem 7,

e LOG DEBUG: hT7 TNy a—T 4 ITEBIOT Ny 7EENEGELET,
e LOG INFO : ff#iA vE—UBNEENET,

* LOG WARN : i 2 o —UNEGENET,

e LOG ERROR : =7 — X v b=V n&EEh £,

e LOG FATAL : EKATT— XA vb—VOANEENET,

a7 L~LiE LOG_VERBOSE (R biEHMAZ\Y) »H LOG FATAL (g biE#®MA D7) FTT,
CONEIC L AAMMELS RV ET, FT TN a—T 4 U 7iEREIGT 5272%. LOG_DEBUG % %
THZLEBEIODLET,

AD Observer W7 /N 7 v 72 H I T HI121E, RO FIEEZEITLET,

AD Agent ¥ > C C:¥IBF¥adObserver 7 « L7 NV IZBEILE T,

[Notepad] 72 EDEE DT ¥ A~ =7 ¢ # T logeonfig.ini 7 7 A V& & £,
IDary74Fal—vary 77ANVDREDE TV AZRDEIIZEELET,
LOG_LEVEL=LOG_VERBOSE

logconfig.ini 7 7 A VERIE L 7,

COEREMT A=, adactrl restart =~ FE&fEH LT AD Agent Z FilZdE L £,

ZAL T, AD Observer W7 /Sy 7 v IR EZMEIE L7z, AD Agent IZ & Y ADObserverLog.txt
7 7 A /W C:¥IBF¥adObserver 7 4 L' 7 N U IZARSILET,
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N

GE)

AD Agent TORERT/Sy S oJnEHnt M

AD Observer 7 a R —3 2 NOWEHT Ny 7 A=A L0 ILOG_LEVEL] #&EIL., adacfg
options set =~ N® -loglevel REA T T a & 1ZBtREH D EH A,

RADIUS #+—/N %

AFvFT 1
ATFvF 2
AFvT 3

RADIUS h—REFRET Ny 7 n s ar7 4 F¥al—vary 77 AV TlE, &£ & E7% RADIUS
=N BT arR—=R NORNIT Ny 7 aX o T EFHELITEHITEET, ZDOT7 74 VDY
Frid C:¥IBF¥radiusServer¥runtime¥win32¥config¥RuntimeDebugLog.config T,

TNV ETHEH, TRXTCOYFTaryR—32 N TT Ry 7 ax o 7FNREYTT,

DAy 74 Xal—vary IrANTIE, T T uX B4 T7E2134 12 TE 5 RADIUS
=R P Tar R =% FRROIEXDOE TR A MERET,

#components.[Acs.RT.|variable=off
variable \[ZIZIR DY 7 a UV R—R v bOWTFNNERETEET,
* ConfigVersionManager
¢ ConfigManager.XmlManager
e Statistics
e ConfigManager
e Logging
* Dictionary
* MessageCatalog.CatalogRepository
¢ Crypto.CRLHttpWorker
¢ EventHandler
¢ EventHandler.EventDispatchTable

RADIUS =" H 7 a VK= FOWNERT Ny 7 o X 72 {02 T 51203, IROFIEZETLE
R

AD Agent ¥ 3> C C:¥IBF¥radiusServer¥runtime¥win32¥config (2B H) L £ 7,
EEDOT XA~ =7 1% (WordPad 72 £) C RuntimeDebugLog.config 7 7 1 /L % B & 7,

IoarI4Fal—vary TyANT, TRy T a7 EZHAHITT D RADIUS —/3 7 a0 K —
FY R &Y AN HTOKDYICH 5 HFE off Z on ICE SR E T,

TRy T a BT LT XITOF T a L R— MIOWT, HiEoff Z on [CE & FT,

N

GE)  ZOETERXFEALTFAXBISES, HEEoff & on (TN FEMA LTI ZE,

RuntimeDebugLog.config 7 7 4 LV Z {17 L £ 7,

AD Agent IZX 0D RADIUS #+— R av 7 4 Xal— gy 77 A NVOEENHBMICHE S,
RADIUS #— F Ry 7 a ZREMCR 0 ET, Zhboa ZXROGHTICH Y £7,

C:¥IBF#¥radiusServer¥runtime¥logs¥radiusServer_debug.log

[ oL-25134-01-J
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figk D Active Directory Agent ORIEED FSTL a—T1 25 |

N gromsE

R EDREIE
o7 arTiE, IKALNAREOREIIOWTIHH LES, 22 TlE. ROEHIZHOWTHHA
LE9,

o [ UTAT U N TANARANLDOERNER SIS (P.D-4)

o Tladacfg client status =~ > FiZE D 7 T4 7k T34 ZH [Out-of-Sync] TH D L #HEEND
. BRRBPARHTHLS] (P.D-5)

o [IP-to-user-identity = v &' 7' NI ¢ AD Agent ¥+ v v a2 biHE SN 5| (P.D-5)

o FEDDC <~ K VFBFES Iz — 174028 AD Agent ([ XV H (BXOWHE) &h
2] (P.D-6)

e ladacfgdclist a~> R&EFETTHE, RALY arbue—F =2 Tup) REBIZEL TH2RWN
Zersns) (P.D-7)

o TAD Agent N FE -7 < HBEL 72\ (P.D-8)

o [ladacfgdclist) =~ FEFEITTHE, AL arbr—F =2 Tdown(no-retry)) JIRAE
WCELEZ Lpvrand) (PD-8)

e [ADAgent~v> %27 — b+ DEnrF R+t 5) (P.D-9)

D547 b TRARDLDERNERShD

e I IA4T b T ANEDOERN AD Agent ¥ L U ZEE L TWRN ),

ERELEMB om0 1

1. ADAgent CiBETD LI TAT U b TAL AREYNIHESI LTV
TRVHREMER H Y FT,

- ~ 2. Windows 7 7 A 7 U4 —MZEX>TCRADIUS b T 7 4 v o7y s &
FronoRA R B TR B D £,

3. AD Agent ¥ T adacfg client create =~ > RZHEH LT 747 K
TNA AERE LT & X A&7z RADIUS 3EHME N> T ET,

1. 77472 h T/XAL AR, AD Agent ¥ > LlBET 5 & 5 ICHEEICHRE
ENTVWDZ LEHARLET,

2. Windows 7747?ﬁ_/Vif:bifEfﬂ@774777k—/b 7 =T
MEIT SN TWDEEIEL, T E) (P2-2) THHAT LI ICHEER
77/1’7'71“—/1/@’%73‘ RESNTWAZ LR LET,

3. hAX~—uZ (localStore F£7=1X Syslog) %<, 47 [RADIUS
Authenticator] 7 4 —/L R E 721% [Message—Authenticator] BEE R s
A vE— ‘/“Zﬁiﬂﬁéﬂf%éﬂ\&“ﬁ7)”&4’1@}81/1? ZoXoAyE—
U EINTHBAIE. 774 T N TN AL AD Agent O3, [A]
U RADIUS i@ﬁﬂ{ﬁ EHEAT2LICELLERESN TS Z & 2R
LET,

fRRE
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m. 0L-25134-01-J |



| f18% D  Active Directory Agent DRIEED ST a—F4 Y

geomE W

adacfg client status A< > FICKY I 547> b T34 XH [Out-of-Syncl THBIEBESh
A0, RENTHTHS

AD Agent ¥ > RADIUS CoA-Request IZ L > TBHEH 7 747 > b
ERF - XMRE THNA RZEE LT, 2947 b T8 26 CoA-ACK 2% LEH
Ao

1. 72I9A T2 TRAADNEEL T L TWAHD, FRITdEuicREshT
W Z & ANEIK T RADIUS CoA-ACK ZiXE LR T2l REMEN H 0 £
‘é_o

- - 2. Windows 7 7 A 7TV 4 —MIZL>TRADIUS I 7 4 v /7 vy &
FALhORA RTINS TR D Y 27,

3. /74T kT8, AD CoA-ACK % %(ET 5725, RADIUS 4R A
o TWAHT2HIZ AD Agent v v U BT OERE Fu v 7' L TW5 AlRgtk
BHYET,

1. J27A4T 2 N TAALABRBUET » 7 LTEY, AD Agent ¥ > LilfE T
DEIICHICRES N TV Z 2R LET,

2. Windows 7 7 A 7T U4 —NVERIFEUO T 7 AT U4 —N V7 Ty xT
METINTWAEA L, TEE) (P2-2) TUAT 5 X9 IcHhER
T7AT U —NBIARREINTND I 2R LET,

3. hAX~—uZ (localStore £7-1X Syslog) %, #4h7e [RADIUS
Authenticator] 7 1 —/L K& 7213 [Message-Authenticator] Bz 9 17 7
Ay E—UNREHRINTNEINEIDEHERLET, ZO0OL2%AvE—
UHIREENTEEBAIEL. 7T ATk TN AL AD Agent Ol 508, [\
U RADIUS HMELZFEHT L L ICELIEREINTVD Z & 2R
LET,

fRRE

IP-to-user-identity ¥ v E > FHREHAE T AD Agent ¥ v v ahibEEEIhd

T u IP-to-user-identity ¥ v B> 753 AD Agent ¥ v > v a nbEAHIM CHEINE
SER FE - IEFRE 3.
=~ adacfg options set =~ > N luserLogonTTL| REA 7> 3 » DHEATREIC
BAGNORE iy 5 M %7
R a—F 74 TTL O 2R CHREL T EES W, FEMIZ OV T,
ladacfg options set] (P.A-11) &ML T EEW,

Cisco Active Directory Agent f YA kL—>av /ey b7y T HAF, U)—X 1.0
| oL-25134-01-J .m
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N gromsE

BEDDC TovIckY

Ly

BEEESh-2—Y T4 UM AD Agent [Tk YIRH (B & URE) Shix

FERF = (TRE

KEDODC Y ML VRFEES N2 —H v 743 AD Agent (2 L9 i
(BLowsE) snEA,

ZEZAbNBRE

1.

BED DC < Ay F YN S TWRWATEEER H Y F5,
IHWNRRT, BiAFA X MR X2V T 0 g JICEZIRAENRNZ &N
&)Dij‘o

ZODC VY rOBERRY O —NHEUICERE SN T RWAREERH U F
7,

AD Agent 13~ v B ZHEF A L2, (D AZ~— n ZICiEEksS LT
WD) MEROMEIZEY ZOEHE Re y 7 LIErERH Y £, &
ZONDHED 1 2L LT, =y BV T EHFITERDOY A LAY TR
GENTOND] ZEBHVET, ZhiE, DC~>>rDZ vy 7 ) AD
Agent v o7 my 7 L0 H 10 4B THEATWDBEITRAEL F
KR

iR

BEDDC <V ARy FRELLBEHINTWDZ LE2ERLET,

BEDDC Y v OEERY S —NELLRESN TS L2MHRLE
7,

AD Agent ¥ > ® localStore VAR b U (F721% Syslog) #fEH L T,
AD Agent vV U BRIETH~ v BV I EHEZEFEL, ED XD REEHT
b Rry 7 LBRnESICLET,

AD Agent ¥ UM HNDEB Ty VUV EHE Re v 7T 5561,
COMEPRFTESNTWDZ EZERLET, LT, vy B 7 EH
W TFERD XA DAZ T ) BWEENTVWHEHEIE, DCvyroray
7L AD Agent v D7 vy 7 REGIZFEH S THWA L HITLET,
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geomE W

adacfgdclist AT F#RITTHE. FASY a2 bA—5 72 UH Tupl REIZEL TLVEL
ZEMTRESNhD

adacfg dc list =~ > NEFEITTH L, FAA L avytrn—F v UM Tup)

REEIZ > TN Z R ENE T,

1. FAAf v arvyire—7 v THR—FENTNENR=Ta D
Windows Server 3 FEIT SN TWARWATEEME 2 H W £,

2. FAAY av hE—F 8y FREL @S TOROAREES S ) £
D

3. Windows 7 7 A 7 U4 —NEHEFEUO T 7y A T I4—V V7 b =T
WLV, RASf v avbe—F w38 AD Agent v~ DD WMI K
T4 I NT Ay ENTWDHAEEENRHD 7,

AD Agent ¥ 3 AD RAA VIZBINL TR, RAAL L a2 b
n—7 v DAD RAA L AD Agent w2 U BEIML TS AD KA
A ORNZET 2R AR E SN TR WATREER H Y £7,

5. adacfg dc create =~ > RIZ AT SHILTAED TR S TWDFREMEDRH D 7,
B, RAALVDFERDNS ARAT ST W, Thver b 7 LT
VVX MRS TWDEN, RAAL Yy arviie—F v rotXa Ty
07 &R D T2 DAy IR EEN T 1 v M E STV AR W ATRENE
NV FET,

1. FAAS Vv arbue—F w2 TEITEIN TS Windows Server D3 —
Va DY R—hrENTWNHE =T 3 0 THY ., Windows Server (273
FRBWUNCHEHENTNA Z EHMERL T &,

2. Windows 77 A 7 U —NLVEH3EUOT7 7 AT Ox—V V7 b7
NEITENTWABIEEIL, KB WML ISR EIICRESL TS Z L
R L £,

3. A v arvtra—I5 <= rDAD RAAL &MY R EHEBURNHRIE S
NTW5HAD FAA ICAD Agent < U BB ML TWAHZ L AR L%
‘é_o

4, adacfgdccreate 2~ RIZADLIZENELWT 2R LET, £,

RAALVDEEDNS LERELTEBY, RAMy aryiire—7 vy 0o
iR X2 VT4 ulEmARL OO RBHENMIE SN TWDET AT
FOIZ VT Uy VERELTCND Z 2R LET,

5. MEZIE U T AD Observer 4+ 72 U iR—% > FOREBF NNy 7 a F5H
L, LFONBENREGEENTWNDENE I NERLET,

— The RPC server is unavailable (0x800706ba) : 2D A v — Y NEE
NTWAEEAE, RAL Yy arybtn—F vV U RE T LT0DED, &
I E RGN R EETIC T 7 A T U — N EH L TS 72HIC
WENTE Yy 7 SNTWBHAREENRSH VD 7,

— Access is Denied (0x80070005) : =D X v —UYRNEEFN TV DHHA
. BESNZT ATV MI, ALy avite—F v rDtFa
U7 4 u @B MO0 DI BN R0 £3 7 VT
A MW TV DL AN H Y £7,

FERF = (TRE

FEAbhBHRE 4.
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N gromsE

AD Agent WE-> = #aeL &L

fER F 1= (XREE

AD Agent NE -7 <R T, K CLI a2~ FE2ANTHE, =F— A >
— Tcouldn't connect to server! | ﬁ@?é:%%éﬂifh

EZEAbNhBHRE

—EOT U F U4 NA YT N T T as T AT, cygwinl.dll 23 {AE(LEE
HOBRHE L TT7ry 7SN ERHBILTHET, L. 2 oWk
BEE L TN DMLER DY £, AD Agent IZIE~ /Ly = TIEEEN T
FH A,

fRRE

1. ADAgent f VA M —FF[TT7 7 A NVERITLEHB T, TUoVFT UL NA Y
7 v =T Or 7w, C:¥IBF¥radiusServer¥cygwin¥bin¥cygwinl.dll
(¥£7213 CHIBF 7+ VA HNOZ DD T A 7 1) BETER &S E LT
0y 7 SRLTWANE I AR LET,

2. ZOE5 ADAgent Y7 AR =R ERT R v 7 SPNTWDHEHEIE,

BT arR—Fr b a7y 7 ETICETT LI EEAHRICHRTT S &
AT VFIAUNA VT N 2T ERELET,

ladacfg dc list] <> F#XTTdE. FASY ar rA—F T2 A ldown(no-retry)] tK%E
IZELI=-CENTREND

fER F = XREE

adacfg dc list =~ > REFETTH L, RASf L avbr—F w2 R
[down(no-retry)| IREEICE L7 Z EBRENET,

FEADNDHRE

FAS v arbe—F 2 Xy FREYICHEH ST RNz, 20
RAAL v arvba—F <3O WML —EZNEE L TWRWATREERH Y
9,

fRIREE

1. FAAf v ar b= vV IRy FRELLHEAINTWD Z L 2R
LET,

2. FAAf v avira—7 < rO WMl —ERZHEZE L T EE0,
3. AD Agent O#f & RFIFNICHRITT 121X, ROWTNNEITVET,

- AL arbe—JRELHIFRL TA2 5, adacfg dc create =~ >
FaH L THERLET,

— adactrl restart =~ > K&l LT AD Agent # FEE L 7,
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geomE W

AD Agent YL 2% 1) J—b35ERTFUNKKT S

ADAgent # Y 7 — h T 5L ROTT—NHAELET,

ﬁﬁif:(iﬁ:ﬁiﬁ Windows could not start the Cisco AD Agent service on Local Computer.
ERROR 1069: The service did not start due to a logon failure

AD Agent 8 (RIU AD RAA D) D KAAL v avr tr—F vV UIIHE
PeAf VA P—= A SN TWDAREMENRH Y £57,

Z OB, AD Agent DA YA b= AHICRD A v — P ETFTEA T 0T
RNy I ANRRRINET,

%1 bhé,ﬁ ‘IBF_SERVICE USER’ account already exists. OK to recreate? (Pressing
'No' will abort the installation.)

WARNING: Make sure you are NOT attempting to install AD Agent
directly on more than one DC machine (for the same AD domain)!

[Yes] IR L7-Z & T, ZoOMBEREELET,

1. RAA Bk anzdka—nv 747> + [IBF_SERVICE USER| ®
NAT—=RELT, BEROMEEFHTHRE LT

R 2. ADAgent 3A UV AR—LENTWAERAL L arhr—F vV T,
LSRR — REEAT5 X 512 IServices] 73k [Cisco AD
Agent] HHZFHTEEL D, ZOV—EAZHEET L0,
WIRAAS avbe—F v &) T—FLET,
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