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Active Directory = —%, 4 DDA 7> 2 > ([Access Permissions] ¥ & O [Launch and Activation
Permissions] @i 51Z%F3 % [Edit Limits] & [Edit Default]) @3 X TIZBMENDILERH Y 9,
222 ML TLTEE0,
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| 2% Cisco Context Directory Agent D1 > X k—)L
= B

7w 7 6 [Access Permissions] 3 X O [Launch and Activation Permissions] @i 7 iZxt L Ca—Aa 18 LYY
E—bF T BRETNTCEHFAILET,

2-2 [My Computer Properties]

My Computer Propetrties x|

General I Options I Default Properties |

Defaul Pretocals | MSDTC COM Secuity

 Access Permissions
Vou may edit who iz allowed default access to applications. Y'ou may
alzo zet limits on applications that detemmine their own permissions.

Edit Limits...

r Launch and Activation Permizsions
ou may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determine their own permiszions.

Edit Lirnits... Edit Default...
oK Cancel Apply | g
g
2-3 [Access Permissions] DA—ALE LU E—F 7I+ER
Default Security |

Security Limits |
Group or user names:

2. cdauser (cdauser@IBF-2.LOCAL)

GI'OIJD Or User Names:

2. cdauser (cdauser@IBF-2.LOCAL)

Add.. |[ Remove | Add.

Pemissions for cdauser Allow Dery Pemissions for cdauser Allow Dery
Local Access O Local Access O
Remote Access O Remote Access O

Leam about access control and pemissions

Leam about access control and pemissions

OK Cancel

320182

OK Cancel

Cisco Context Directory Agent, Release 1.0 f YA FL—Yav/arvI4F¥al—vav 41 F i
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% 2E Cisco Context Directory Agent D1 > X k—JL |

2-4 [Launch and Activation Permissions] DB—ALELX UV E—k 7R

Securty Limits |

Group or user names:

Launch and Activation Permission

2l

2 cdauser (cdauser@IBF-2.LOCAL)

Default Security |

Group or User names:

Launch and Activation Permission

il

2 cdauser (cdauser@IBF-2.LOCAL)

Add... | Remove I
Pemissions for cdauser Allow Deny Pemissions for cdauser
Local Launch l% O Local Launch O
Remote Launch O Remote Launch O
Local Activation O Local Activation O
Remote Activation O Remote Activation O
Leam about access control and pemissions Leam about access control and pemissions
OK Cancel oK Cancel

320183

WMI Root\CIMv2 & EiIZ2MI=xt 3 R

Active Directory = —HIZIE, T 74/ N TAY v ROETEBIQNY £— NOFNLOHEREH Y £

o T BT wmimgmt.mse MMC =2 Y — VAR L5 2 EnTE £,

AFvF 1 [Start]>[Run] %7 J » 7 L, wmimgmt.msc & AJJLE T,
ATFvF 2 [WMIControl] #4527 V v~ L. [Properties] %7 U v 7 LET,
AFwF 3 [Security] ¥ 7 C [Root] Z/EBI L., [CIMV2] &K LT,
ATvF 4 [Securityl] 7 U > s LET,

ATFyT 5 2-5 T/ & 51T, Active Directory =— W& B L, MLERMHEREZEML ET,
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| g2%

Cisco Context Directory Agent D1 > X k—JL

= B

2-5 WMI Root\CIMv2 &RTZEM DM ELHER
| Permissicn Entry for CIMV2 =
Object

Mame:  cdalser (ESHABAT-WShcdallser)
Apply to: [This namespace only 'l
Permissions: Allios

Execute Methods

Full Wrike

Partial \Wrike

Prowider 'Wite
Enahble Account
Remote Enable
Read Security
Edit Security

ODEEEEEEE|E

Apply these permissions to objects and/or
containers within this container only

Clear all

Manaqging permissions

[ Ok H Cancel ]

20172

Active Directory FAS > 2 rA—=50tFa1 T4 ARV F ATOHRARYT VR

ATFvFT1
A7y 2

AFwT 5

Windows 2008 LAF&TlX, Event Log Readers & MEIN 5 /L — I a—HF&BINT 52 & TEITTE
£7.

Windows DT _RTCHDENA—=T a0 Tid, VOABMY F—%2ROLHIHFETHZ L TEITTEET,

X2V T4 AR BT AANDT I RERET D720, TAHD 2 bO SID # A2 F 7,

TRTOSID 7HT Y bEFERTHITIE, K 2-6 ITR7TEIC, a~r RIS rhbkoawy R
FRLET,

wmic useraccount get name,sid

BEDZ—PHE FAL K LT, kOa~vr FeERT52LHTET,

wmic useraccount where name="cdaUser"get domain,name,sid

SID # R, VLYAMNY) =74 ¥ &HE, ROGHEBRLET,

HKEY LOCAL_ MACHINE/SYSTEM/CurrentControlSet/Services/Eventlog

[Security] #2 U w27 L., [CustomDS] ¥ 77 U w27 LET, 2-7 %ML TLIEEN,

7o & 21X, cda_agent 747~ (SID : S-1-5-21-1742827456-3351963980-3809373604-1107) ~0
BAEYD T 7 AEHF AT HITIEL. T(A;;0x155;S-1-5-21-1742827456-3351963980-3809373604-1107)
EADLET,

DC ECWMI YV —bvAZHEEBLET, RKO2EYDOHFETWMIb—ER2HEE X E7,
a. CLIDb®kDa<wy REFEITLET,

net stop winmgmt

[ oL-26299-01-J
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% 2E Cisco Context Directory Agent D1 > X k—JL |

W cContext Directory Agent A ~ X k—Jb

net start winmgmt
b. Servicesmsc ZE/TLET (2L V. Windows F—ERAEHY 1 > RN Ed),

Windows ¥ —E 2 FE Y > K7 T, [Windows Management Instrumentation| ¥ —t 2 % {5
L. £i7 U > 7 LT [Restart] &K L £,

X 2-6 TRTOSID 7H IV FDOERTR

mmand Prompt

Iyl osoft Windows [Version 5.2.37981
(C> Copyright 1985-2883 Microsoft Corp.

C:sDocuments and Settings“Administrator>wmic useraccount get name.sid
LELT] SID

Administrator §-1-5-21-174282745%6-3351963780-38073 73684588

Guest §-1-5-21-174282745%6-3351963780-38093 73684581
krbtgt §-1-5-21-174282745%6-3351963780-38093 73604582
SUPPORT_388%94%a@ $5-1-5-21-1742827456-3351963980-3809373604-1081
cda_agent 8-1-5-21-174282745%6-3351963980-3809373604-1187

C:%Documents and Settings“Administrator>_

=
8
2-7 CustomSD XF3ID#RE
EditString 21|
Walug name:
ICuﬂnmSD
Yalue data

&|mr2

Context Directory Agent ®1 > X k—JL

Context Directory Agent X ISO A A — & LT Ay —YENTWET, Cisco.com 26 /Ny Fr—
EHUa—RLT, TREHEHD X86 v £721X VMWare ESX ¥ — N2 A VA h—LF 5 L
DTEET,

(G¥)  Cisco CDA & VMWare |24 > A F =3 555 1%. [Use Guest OS as Linux CentOS 4/5 32 bit] % 4%
TERTOIVLENRDHDET, YA OS OREE#AD E, N7 4= UV APFEFIZTRL5E08H Y F
7T

(3£) Cisco CDA % VMWare +—/NIZA VA b—/L$ 5 & VMWare ¥V — /LN HENUIZA VA h— L3N FE
‘a_O
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| 2% Cisco Context Directory Agent D1 > X k—)L

ATFvFT1

A7y 2
AFyvFT 3

ATv7 4

Context Directory Agent ® 1 >R k—JL ||

Context Directory Agent 4 X b—LF BIZIF. ROFIEEZERTLET .

Cisco CDA ISO A A — cda-1.0.0.xxx.i386.iso X V> ua— KL T, £k —n YRY b Uk

ﬁbi‘é—o
ISO £ A =% DVD ICEZ AL ET,

DVD ZHiAL T, KFERIATHEAL A=V EBA VA= NTIHF T a v ERIRLET,
Cisco CDA Ny 75—V DA VA M—=ANHBLET, A VA M—ANRETTLE, v R 7—F

LET, 7= b =T U ANRETTLH L, ROTm T RRFRINET,

LR RS SRS SRS SRS SRR R R R R RS R EEEEEEEEEEEEEEEEE DRSS

Please type ‘setup to configure the appliance

R R R I Ik b b I h I 2 b S b b S h I b S 2 S S Sk R h R I 3

T— b =R 2 TR T LET,

a7 R Tsetupl EAJILT, By b7 7 7al I 8E2BALET, Xy hT—F 7 T

A=ZERODOI VT X NDANERD DT v T MRFIRSNET,
WiE, Yooty v 7y X TFu I LT 7NN Fur T b ERLTHVET,
localhost.localdomain login: setup

Press 'Ctrl-C' to abort setup

Enter Hostname[]: cda-server

Enter IP address []: 192.168.10.10

Enter IP netmask []: 255.255.255.0

Enter IP default gateway []: 192.168.10.100
Enter default DNS domain []: cisco.com
Enter primary nameserver []: 200.150.200.150

Enter secondary nameserver?Y/N: n

Enter primary NTP server [time.nist.gov]: clock.cisco.com
Enter secondary NTP server?Y/N: n

Enter system timezone [UTC]: UTC

Enter username [admin]: admin

Enter password:

Enter password again:

Bringing up the network interface...
Pinging the gateway...

Pinging the primary nameserver...

Do not use 'Ctrl-C' from this point on...
Installing applications...

Installing cda...

Pre install

Post Install

Application bundle (cda) installed successfully
=== Initial setup for application: cda ===
Generating configuration...

Rebooting. ..

[ oL-26299-01-J
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% 2E Cisco Context Directory Agent D1 > X k—JL |

W Context Directory Agent 1.0 /Sy F 1 D4 VX h—JL

ATvF 5  CiscoCDA ®/XvF 1 %A A h—/L L %7, [Context Directory Agent 1.0 /S F 1 DA A h—)1 ]
(P.2-14) ML TL7ZE W,

AFyFT 6 ~ NV T—hLEHE, CiscoCDACLIICu A LT Ry =YD A VA M=V ERRBRTEET,
WIFH TN OMEGEBFIEZ /R L TVET,
# login: admin
/admin# show application
<name> <description>
cda Cisco Context Directory Agent

/admin# show application status cda

CDA application server is running PID:2840

AFYvT 7T ZHT, CiscoCDA 22—V S Z—T A A/ A LT, CiscoCDA OREEBHBTEH LI
0 E L,

GE) Wy vT v Il AP E L2 =YL L AU — KL, CLI & GULI O FICEA T %
T, 2=V A =T A ZEFEHLTCGUI XRATY—FEZEFTLTH, CLINAU—RNZET I
T ZOBOHE LR LTT,

BEEIEE
o [HR—FEINDHFXL—F 427 VAT L] (P2-1)

o In—FRvx7EM (P2-2)
o [HEfeEME) (P.2-3)
e [Cisco CDA & D IEH 2Bkt 7= @ Active Directory DA (P.2-4)

Context Directory Agent 1.0 \YF 1 DA VX k—JL

Cisco.com 7°5 Cisco CDA 1.0 X"y F 1 #X¥voua—FKL, f VA=V TEET,

ATFYFT 1 RNyFECDALT v 7u—RTELLIICYURY FYEERLET, VRY Y OIERGIEDOFIEIC
DWTIE, lrepository] (P.4-112) 2B L T &0,

AFwT 2 EFLEUARZFMVIZCiscoCDA Ry F 1 2F v u—RLET,
AT7w7 3 Ipatchinstall] (P.4-29) OFHIZHE> T, Cisco CAD Sy F 1 %A A =N LET,
ATvFT 4 ROFIAIHEST, Ry TFRA A=A EINTNDLI L EHERLET,

/admin# sh application version cda

Cisco Context Directory Agent

Version : 1.0.0.011

Build Date : Tue May 8 15:34:26 2012
Install Date : Mon Dec 17 08:53:18 2012

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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| 2% Cisco Context Directory Agent D1 > X k—)L

Cisco AD Agent » & Cisco CDA ~0pZ(FL—3> M

Cisco Context Directory Agent Patch
Version : 1

Build number : NA

Install Date : Mon Dec 31 09:35:09 2012

Cisco AD Agent 5 Cisco CDA ~ADI A5 L— 3>

Cisco CDA % Cisco AD Agent & F#etE3H Y £9, AD Agent ¥y NV —JIZTTIZT 7 A Ih
TWBEE, RFEOSHET 28 EEMEH LT, CiscoCDAICE > TENEEEXHZ A ENTEET,
IDX—=2ADT7 747 V4= Y a—aromoarR—x2k (Active Directory #r—/3 &
Identity 2> v 2 —~< 7314 2 (ASA/WSA)) T, Y7 MUz T OERRT v 77 L— R&EITHLE
EH Y EE A

Cisco AD Agent 725 Cisco CDA (2T HA1IZ, kD AD Agent % EDFEMATIRL THE T,
o EKEREDF TS a v
AD =—Y x>k 2= K adacfg options list % i [l
e IP 7 FL 2B L UHEEE & Lp Syslog H—3
AD =—Y x> | 2= K adacfg syslog list % F

o Z—HWH NRAU—F KA M BIOKAA Y FQDN % & e85 4D Active Directory DC U
A bk

AD =—Y = bk 2~ K adacfg de list Z ] (VAT — K&F R LA
s IP7 RLA/H TRy b EEMELELA Y Ya—~ TAA A (TP TEY )
AD =—Y x> b 2= K adacfg client list 2/ GLAMEEZERLRWV)

FRRoa~y ROTToOMILEHIBNZSWTIE, [installation and Setup Guide for the Active
Directory Agent, Release 1.0] ZZHL T 7ZE0,

BETED Cisco AD Agent 7 7'V r— a3 Skt d 2 & 912 Cisco CDA A VA h— VB L UFREL
£7.
o A 3T, Active Directory DEARFELRE L £ T, Cisco CDA ® AD £=% Y 7L,
Cisco AD =— = h @ deStatusTime |[ZfH L E 7 (Cisco CDA TiX7 7 4L T 10 TT
2, CiscoAD T—Y = FTIEHT 74NV TO60 B THDLEANRRY 7).

Cisco CDA DX, AD =— Y = > b @ dcHistoryTime (24124 L £9 (CDA TiX7 74/ R T
10 TTN, AD=—V x> b TIET 74/ h T4 KR TH Dm0 RA2 0 £9),

CDA O =—H a7 A UAHIRIL, AD =—Y = @ userLogonTTL 2/ LEF (F7 4
VD 24 FERIZFEI U C9),

e DC~v~vitteFxalT 4 RYT—%FELET, Active Directory DX =2V 7T ¢ KU U —E
(\ZB99" % Cisco AD =— = > | & Cisco CDA O HiE X, Windows 2008R2 ¥— NIt L T?D
A T& £9, Cisco CDA D4, [Active Directory ¥— DB EHE] (P.7) OAT v 72
T SN T 5 X 512, Microsoft Windows 2008 R2 H— 27 v v MERZHEL T,

o I arT,AD =—V = D logLevel IZHIST 5 X D2, v 7 LULRIEZ Cisco CDA 12
BELET,

o A7 3 C, adacfg syslog list 7>% Cisco CDA |Z syslog — %8 L £7,

e §_XTD Active Directory ¥ —~3% adacfg dc list 7> 5 Cisco CDA (ZEML £,

[ oL-26299-01-J
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% 2E Cisco Context Directory Agent D1 > X k—JL |

W Cisco AD Agent 7 5 Cisco CDA ~DZ4/FL—La >

e FXT? Identity = > ¥ = —~ % adacfg client list 7> 5 Cisco CDA (2B L £ 7,
FCHAANG/NP T FLVAZMERHLTAD =—Y = b —3% Cisco CDA — L BEHZ DG
arva—< 7T A (ASA/WSA) REEZELT 20T R, arva—~ T4 ZTABIC
Cisco CDA IZHHE L C, ID v v B> ZIEMEZTS L E T,

TR EFRA D | Hi721Z Cisco CDA T — " ZEAIEBEMT 2546, £O#H L Cisco CDA — 3% 15
TEIZ, avva—~v TS RAOREXEHTLHLLERND Y 9, FHFMIZOV T, Cisco.com D
ASA BIURWSA OBRZZHL T 7EEW,
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CHAPTER

Context Directory Agent DE{E

Cisco Context Directory Agent (CDA) 1%, HCEAGEHELMM L THTTPS ¥R — 9 2% Web
NR—=ATFYr—arTT,

COEONFIZ, KOLEBY TT,
e [CiscoCDA =—H A4 L & —T = A ZADWHE] (P.3-1)
e [Cisco CDA &—H A X —7 = A ZAD#AE] (P.3-3)

CiscoCDA A1—H /23— 114 ADIPE

ZOHDHEIE, RO LBY TT,

e [HAR—hrahd77v¥) (P3-1)

o [Cisco CDA ~»u 7 A ] (P.3-2)

e [Cisco CDA ¥ v ¥ 2k — R (P.3-3)

HR—rShdT5VH

WD 7 Z 7 YMR Cisco CDA THR— K ENTWET,

% 3-1 Cisco CDA THHR—+rEhZT5IY

FRL—TF1 T VR

T L YR—rShBT59H

Linux Firefox /XS—Y 2> 9 BX OV 10

Win 7 Microsoft Internet Explorer /X\— =2 > 8, 9 (H#¥aE— K), Firefox /X—
Yar9bBLUll

Win XP Microsoft Internet Explorer /3—3 = > 8, Firefox N\—Y 2 > 9 BL U 11

Mac OSX Safari /X—Y =3 5.1.5

BEEE

e [Cisco CDA ~pa 71 | (P3-2)
e [CiscoCDA # v 24— F] (P.3-3)

Cisco Context Directory Agent, Release 1.0 1 YA kL—> a2 /av24Fal—>ay HAF
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WM  CiscoCDA1—4% A28 —T (4 RDBE

Cisco CDA ~pna45 4 v

Web 77 UV AEBE, Web £ > % —7 =1 2% LT Cisco CDA I T& £,
Cisco CDA ICa 7' A 4 512i%, ROFNEAETLET,

AFvF 1 Web 77 UH#IZ Cisco CDA ¥ > ® URL (https://<ip_address/hostname>/cda) # AL F7,
RFYTF 2 W4 ESRT— K% Cisco CDA 1 /A ~— (H 3-1) \cAS L. [Login] 2 U v 7 LEF.

341 Cisco CDA a5 ¥ R—

> @ Context Directory Agent
I ! 3 S 1.0.0.011
i .
. User Marme I r F
Password | |
- |
&

[ Remember username
Problems logging in? H

Copyright 2012 Cisco Systams Inc atlvatis
cISco

302135

ATYT 3 HHTORTA T Cisco CDA ¥ v v adh— RREmEnET (K 3-2),

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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CiscoCDA1—4 A v4—J x4 20#%#E M

. s s s
3-2 Cisco CDA #v > aif—F
lisils mﬁ b
aiffiiln. Frvwall
Erbtn) Cemtint &% tHome | Mapprge | v Bogetersd Deecss  Lvelog  Syvtem | v
Confguration STatus
Adhc] A thee Nreciory Server Add Cormmer Devioe Adic] Sydes Berver (Optional)
3 . < :
=
| Ly
4 3 3 v
= x i i ¥ Ok L
* B - = P data peatabin

EPERCEE]
o ¥AR—-bL&h2770%) (P3-1)

e [CiscoCDA # v =Hh— K| (P.3-3)

CiscoCDA &£y aiR—FK

Cisco CDA % » ¥ 2R — RiZiX, Active Directory #—/3, 2 v a—~< 5731 X Syslog #—/3,
B ROEHE 2B, e, E3HIBRT 27200 %y va by FBAHBESATHET,

Flo, v a by MIIBEF O Active Directory —/3, a2 v a—< 731 X LT Syslog
=Y 2 IRHY EF, IHIT, ¥y v aR— NIZiE, Active Directory DR E, BERFE AT
NAADR—=TY BLOR T LRALRE~OI 7 bbb ET, K 32 %2BRLTIEIN,

MO~ —VeH Y v aR— RICESICIE, [Home] 227V v 27 LET,

EEEE
o [HAR—Fcnd77v4%) (P3-1)

e [Cisco CDA ~»ua 7 A ] (P3-2)

CiscoCDA 31— 42— x4 AD#EE

ZOHOHERIL, KO LEEBD T,

o [aria—< F A 2] (P3-4)

e [Active Directory %—/3] (P.3-6)

» [Syslog #—,31 (P.3-10)

e [IP-to-User-Identity ¥ v 2> 2"| (P.3-13)
o [=wyv 7 7 40%) (P3-15)

o [BERFHTNA 2] (P3-16)

[ oL-26299-01-J
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W  CiscoCDA1—4% A28 —T A ROk

Mg (P.3-16)

o N2TU—FKY—] (P3-17)

e [Zyvarvo# A7 (P3-18)
o 547 ur) (P3-18)

a2 a— TN R

a2 v a—~ T3 Al Cisco CDA 7 b @ IP-to-user-identity v v V> 7% 7 7 7 4 7IZHf%
(BLXOSy v TZ%Z(E) LET, v hT—27 T, Z08M, k. HIREZITS 2N TEET,
CiscoCDA VX, ZOTFT—7 VD IP 7 RV AFHENER S22V E2MFEL £9,

CDHEOWMIT, RO LBV TT,

o Tavva—~ TS ADBNERmE] (P3-4)

o [avva—~< /1 2DHIBR] (P.3-6)

e [avva—~vITNAADT 4 VEZ Y 7] (P.3-6)

a2 a—T FINL RADBMEERE

AFvFT A1

Hyvalby hDaryva—~< T_AAL AT UL, EBEOASABLOWSA 77 A4 T U4 —)V 5
NARERFBETED A, ROVIZ, TRENOa v a—~ T34 2 = FJ L, RADIUS %
f LT Cisco CDA &WET D100 ARNL—1L T, IP T RL A (A7 232 OBE) £72137
RFURHEH (A28 0~ 31 OBA) 2 LET,

AL va— TR AT M) ET =T AEREF v a by MUERLTH, EBRTIET A AL
DOBEEPHBEEINDZ EEH 0 EHA, V—ABEREINS71TTT, Cisco CDA 1%, ZDOHAIT
RADIUS H— L LTEWWET A0, TRARLEDH " —2 g &ML ERA, Cisco CDA &
® RADIUS o\t —v 3 VEBIMMTD2DIIEBODa v a—~< TRAATY, PIZaryva—<
FTNRAAZADIP 7 KL A E 7213 IP #iPH % Cisco CDA TEML., ®IZ CLI £/213EH GUI 2 H L T
Cisco CDA L8 T 5 L 52T A ABAEEZR T LET,

ALV a— TNAA AEBMEIIRET ST, ROFIEEZFEITLET,

[Identity Consumers] # v > =2 L > hT[Add] 227 Vv 27T 50, TAL AOKICHLTF =y 7Ry
AEF AT U THREDTZDIZ [Edit) 27 Vv 27 LET, H DL, [Add Consumer Devices] V 7 &
HyvaR—RTr7 Uy /7352 LbTEET,

[Consumer Device Configuration] # A4 7 2 7Ry 7 ARFRINET (K 3-4),
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Context Directory Agent DR{E

3-3

[Identity Consumers] #v>al v b

CiscoCDA1—HF A v4—J x4 20 W

_ = Eﬂ-]mu Boguiersd Dwvces Ui log  Syvtem | 7 -

Corfiguration Stafus

Al AL thve Direciony Server

Y

Add Corrumer Device

15 Domara

$ At Dewctory Ganed
SetTIgE

B achve Dreciory Sersen

Bl ofeddd | 3 Dee

s Doman
*» B E7loou

i Jdentity Conmumen:

& Vern Fogitersd Devim

Al Syslo Server [Optional)

T Syuiog Serven

B Loy L Gttt

weinn B |l ooy Cormmens ssustedt [ utme | # Sping Sermn P—
3 [ { Lty . b ik ' mimiw
Pl & [P A Bk Pl o P Ao Faciey
C ) [m T 553 2 A Hio i el
O matamy Lilt
L] e il
O e pme AnAg
. E
« »

[Consumer Device Configuration] ¥4 7045 Kv 5 R

J

B oaddin |

Mk angm) ||
Shared sacret |
[ Srurw jacret

WROFEMFEHEZ AN EIIRELET,

LAV va—w FAL R (FALAOHE) OIP T FLA (F7 %y B,
[Mask (range)]: 0 ~ 32 ®¥5, ZHIZ CIDR HFRDO vy a—< FTAAL 2D IP #HAEFELET,
[Shared Secret] : = > ¥ = —~ T /54 A Cisco CDA T /3A 2 & DBEICHEHATH AT L—X,

CZICANT AL, FOIPT FLAEFSFT AL X (FILIP HHEOERDOF A 2%

AT 2
e [Name] : /L —/V D4,
e [IP Address] :
nEN) ITRE
DEITSNET,
ATY
ATy 7

ENFELOLFETCICLTLEEY, ZDO/L—/LIZ k> T Cisco CDA ~D7T 7 & A

HHMEE T L —2 TXF 2 N TERT DAL, [Show Secret] T = v 7 Ry 7 2AE AT LET,
[Savel 227 U v 7 LET,

LRy bU—27 T34 A [Identity Consumers] # v ¥ = Ly MZ—ERRENET,
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EEEA

o [arvva—~ T4 ZADHIEE] (P.3-6)

o [avva—~TFTNRXALADT 4 VH Y 7] (P3-6)

a2 a1—7 TN ADHIK

ALV a—< T AEHIRT SI2E, ROFIREZFTLET,

AFwv7 1 [ldentity Consumers] ¥ v+ 2L v b T, VA NNOHIRTET A ADBICHETF = v 7Ry 7 A%
F Az LT, [Delete] #27 Vv 7 LET,

Cisco CDA 7B HEEMNRRD BN ET,
AFwF 2 [OK]%#7VU>yr7LET,
Ly a— TNA ARHIBRENET,

BEEIEH
o [avya—< FRAZOBEIMERE] (P.3-4)
o [avva—~TFTNRALADT 4 VH Y 7] (P3-6)

AV aA—I TNARDTANE YT
WOIMEIZ TSN Ty a—~v TRAAET A NE ) T TEET,
e IP7 FL A
o TR7J
o A4
AV a— TNRARA VAN T 4 NE ) 7T BHI00E, WOFIEEZETLET,

AFw7F 1 [Identity Consumers] # v ¥ 2Ly hCT AN NG TAavEs ) v LET,
ATFvF 2 TanBVTTLEEEANTILET,
ATvF 3 Enter L ET,

BEIER
o [arva—~ T AL AOBMERE] (P.3-4)

o [avia—< TS ZDHIK] (P.3-6)

Active Directory H—/\

Active Directory (Z#1#k ID 5 X O OFHRAZ BB L £ 3, Cisco CDA IE, Active Directory (F721% K
AAf v ariu—7) LHEBEL, MSWMI 71 k2 /L&l L T IP-to-user-identity = v &> 2
Tz BfE LET, Active Directory —/SDiBI, fRE. HIFRZITS Z &N TEET, Active
Directory RAA Y a2 ha—=J3DORy 77 v w0 2BMT 5568 EH Y £7°,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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ZOHEORERIT, KO EBY TY,

 [Active Directory ¥ — 303801 & #wtE) (P.3-7)

» [Active Directory % — 3D HIEx| (P.3-9)

o [Active Directory —/"D 7 4 & U 7| (P3-9)
 [Active Directory DA E | (P.3-9)

Active Directory H—/\D:EMN & #wEE

BREH
Cisco CDA L OIEH #0912, [Cisco CDA & DOIER 2285 D 72 D Active Directory D {4 |
(P2-4) THMT LT R TOEMENMZINTNDL I L EMRBLET,

Active Directory % — & B E 72 3RET 21213, ROFIEZFETLET,

ATwF 1 [Active Directory Servers] # v =Ly hT[Add] 227 V v 750, h—"OEICHLTF = v 7Ry
AT N L THREDTZOIZ [Bit) 227V v 27 LET, HDViE, [Add Active Directory Server] U
YLy aR—= Ty 35 LB TEET,

[Active Directory Server Configuration] # 4 7 2 7Ry 7 ARFrENET (K 3-5),

3-5 [Active Directory Server Configuration] ¥4 7A45 Ky 9 R

ATvT 2 ROFMEREZANLET,
* General Settings
— [Display Name] : Active Directory —/SDFE R4,
— [Domain FQDN] : Active Directory —/ 30 K X A V522 Ef/fi K A A >4 (FQDN),
— [Host FQDN] : Active Directory #— 3?7 X ~ FQDN,
* Administrator
— [User name] : Cisco CDA 2% Active Directory tr— N & O@EEICEAT 52— V4,

— [Password] : Cisco CDA 7% Active Directory — N& O@EFICHEA T2 /82 07— R, Ziud,
FRTHE L2 —FRICHIET 2 /RAT = RIZLTLIEEW,
ZDOT7 A7y Mk, [Cisco CDA & OIEF 7p##e 0> 7= O Active Directory O ZE| (P.2-4) Tt
W9 2 BRI 5 SN TV D RERDH Y £7,

AFvF 3 [Savel 2V w7 LET,

Cisco Context Directory Agent, Release 1.0 1 YA kL—> a2 /av24Fal—>ay HAF
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AFvFT A1
AFyvFT 2

1L\ Active Directory #—/372% [Active Directory Servers] % > v = Ly MI—ERRFINET,

KAAf v arvbr—F ETETIND T N—T KRY v —2 [Send NTLMV2 response only.Refuse LM
& NTLM] IZRRE STV D561, 3-6 ML, NTLMv2 Z#ffflL CRAS L av br—F i
BT D 0BERH Y £9, CDA ZIEFIZRAAL Y 3 ha—J 28T 5121, Active Directory @
FERFRIET [Use NTLMV2] F = vV Ry 7 R F T HMERHY £7,

FAAf v ary b= @A END V=7 R —ONEEZERT DI, ROFIREZFATLET,

[Start] > [Administrative Tools] > [Group Policy Management] Z &R L £ 7,

[Default Domain Controllers Policy] ##{R L, 27 U » 2 LT, [Edit] ZERLET,
TN—T R)—FHTT ¢ I RIS NET,

[Security Settings] > [Local Policies] > [Security Options] % &R L 7,

[Local Security Settings] # 7127 N—7 KU v —BERINET,

3-6 X UTARE

Network security: LAN Manager authentication lev... _

Local Security Setting | Explain

MNetwork security: LAN Manager authentication level

(I}
Al

|§Send NTL w2 response only. Refuse LM & NTLM Pw

Modifying this setting may affect compatibility with clients, services,
é and applications.

For mere infermation, see Network securty: LAN Manager

authentication level. (1823655)

OK || Cancel || oy |

320236

MEER
e [Cisco CDA & D IEH 228kt 7= @ Active Directory DA (P.2-4)

o [HEReEfE) (P.2-3)
» [Active Directory % — 3D HIkk| (P.3-9)
» [Active Directory h—"D 7 42V 77| (P.3-9)
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o [Active Directory ®F=AR T (P.3-9)

Active Directory H—/\DHllk

Active Directory ¥ — "z HIfRT 51213, ROFIAEZFATLE T,

ATwvF 1 [Active Directory Servers] # v = L' v b T, U X NNOHIERT % Active Directory $— SOBIZH %
Fxv IRy s A%A LT, [Delete] 22 YU v 7 LET,

Cisco CDA O HERN KD b ET,
ZFvF 2 [OK| %7V v/ LET,
Active Directory % — \DHIFR A E T,

BEEH
o [Active Directory %— 30BN & R4 (P.3-7)
o [Active Directory — "> 7 4 L% U > 7| (P.3-9)
o [Active Directory ®FEAR T (P.3-9)

Active Directory 4—/\D 7 4 L2 ) V5

KA A > FQDN 235\ T Active Directory — %7 4 L Z J T TEET,
Active Directory —/X U 2 "% 7 4 V& Vo 73 5100F, ROFIEEZFEITLET,

RFv7 1 [Active Directory Servers] # v 2l y NCT7 42 SR TAav &7 v LET,
ATFyFT 2 H—1OKAALLUFQDN ZALLET,
AFv7F 3 Enter zfLFET,

BEER
e [Active Directory h— DB &R (P.3-7)

o [Active Directory — 3O #Ik] (P.3-9)
o [Active Directory ®FEAR T (P.3-9)

Active Directory OEXRE
Active Directory O RAFEHZEH LT, Cisco CDA 7' Active Directory ¥ — N & 56595 Fik &% E
T&EET,
Active Directory D FEARRE 21T 9121, WOFNEAZETLET,

AT7w7 1 [Active Directory General Settings] Y > 7 24 v 2R —RFKTrZ U v 7 LET,
[Active Directory General Settings] ¥4 7 2 7R v 7 ARFKRINET,
ATv7 2 ROFMFEHEZATLET,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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[AD Monitoring] : DC v~ > D7 v 7| XUy AT —Z ZADHEFE=F Y o 7 HOFEHRHIRE,

[History] : ¥ EESNTWD DC~¥ DX VT 4 aZ OfAly B4k L CThH A aMIT 5
MEBELET, e 2010 nEOBENLERL, 10 E AT LET,

» [User Logon Expiration Period] : Z ZIZRE L7-RHIARKRIBT A &, vl (4 2a—FiFgn s 7y
Mew—UfFENET,

[Use NTLMV2] : Z2OF = v 7Ry 7 A& F A2 LT, NTLMv2 7o barz#HLET, Zh
\Z& Y| Active Directory R A A > 2 b —F |4 L7z & 12, CAD 7 NTLMv2 #iE~7" = k
anEFEHTLE1ER0ET, 74T, ZOF =y 7Ry 7 A, Cisco CDA, /Sy F 1
DA A BF—=VBITA TR FHA,

Cisco CDA L O IEH 2#EktD7=®12, Cisco CDA & DIEH 7285t D 72 O Active Directory %
ft1 (P2-4) THHAT LT R COEMENHZSINTND I &R LET,

FAA4Y avha—F ETHETEIND T V—T R —2 [Send NTLMv2 response only.Refuse
LM & NTLM] 123 E & TV A A1, 3-6 x5 L, EFICRAL Y av be—F (28T
DO NTIMV2 ZEH L TRAAS Y ar br—J Il T 2081 HY £7,

AT9F 3 [Save] 27 Vv LET,

MEER
o [Active Directory % — 0B & #iE | (P.3-7)

» [Active Directory % — SO HIER| (P.3-9)
» [Active Directory h—/"> 7 4% Y > 7| (P.3-9)

Syslog #—/\

Cisco CDA 1T, BHE NI TNV v a—T 4 7T AERPEENLTNDLr % 1 DLl D Syslog
P —NZHERETEET, ZhbDOrZ7ORNEIL, Cisco CDA v Tr—UVIZHEHTFIRE/R I A &
~— v LEUTY, Syslog V— DB, ME. HIBREITO 2 ENTEET,

ZOHOHERIL, KD LEEBD T,

o [Syslog »— oL iwmEl (P.3-10)

o [Syslog —">OHIkk (P3-11)

o [Syslog b —"D7 4% VU7 | (P3-12)
e T LULERE] (P3-12)

Syslog H—/\MiBN & R
Syslog = ZBINEZITHRET HI1T1E. KOFIEEZETLET,
ATvF 1 [SyslogServers]| ¥ =2l y hCT[AAd| 227 U v 7350, $Y—"OBIHET v IRy 7 AEF

VLU CHREDT=DIZ [Bdit) 27V v 7 LET, H DN, [Add Syslog Servers] V> 7 %X v v a
R RTr Uy r3B2EbTEET,

[Syslog Server Configuration] ¥4 7 2 /'R v 7 AnFrEhEd (X 3-5),

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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37 [Syslog Server Configuration] #4705 Ry H X

HE019

ATvT 2 ROFEMEHRZADLET,
e [Display Name] : Syslog ¥ — 3D FE /R4,
e [IP Address] : Syslog #— "D IP 7 KL A,
e [Facility] : Syslog #&#E.
AFvF 3 [Savel &2V v s LET,
# L\ Syslog ¥-—/378 [Syslog Servers] % v ¥ = Ly MI—ERRINET,

EEEE
o [Syslog — "OHIR (P3-11)

o [Syslog H—D7 402V 7 (P3-12)
o TmZ LouLvgEl (P3-12)

Syslog Y —/\DHllk&
Syslog #— " ZHIFRT HI2i%, WOFIEEFETLET,

AFT9F 1 [SyslogServers] ¥ ol v hT, U X MNOHIBRT 2 Syslog M —"DHEICH BT = /Ry 7 A%
ANz LT, [Delete] #7 Vv 27 LET,

Cisco CDA 7 LB RO HILE T,
ZFyF 2 [OK] %7V w7 LET,
Syslog — MRS ET,

BEER
o [Syslog — soEh & fREl (P.3-10)

o [Syslog h—"D7 4%V 27 (P3-12)
o ImZ LLERGE] (P3-12)
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Syslog ¥—/\D 71 LB Y VY

ATFvT 1
AFyvF 2
ATFvFT 3

a4y LRIL

g{!ll

E

ATFyvFT 1

A7y 2

ATvT 3

RO FEHEZELSNT Syslog br— 27 4V H ) o T TEET,

o A

e IP7 FL 2%

o FuE

Syslog =N U R 2T 4 LE Y 7T DI, ROFIEEZFATLET,

[Syslog Servers] # v 2Ly R TT 4 L ¥ B TAAvEIY I LET,
TANE Y T T HEEE NI LUET,
Enter 4 L £,

MEER
o [Syslog — 0B & HE) (P.3-10)

o [Syslog »—">HIkx (P.3-11)
o o7 LrULEE]l (P3-12)

a7 LoULERIENL, Syslog ¥ — M2 E Sz 7B LU Cisco CDA vV VIZRfF SR CnWbr 7
HHEND 70— LBET, RENRIZTA T 07O FCa—HF L4 —T o ALY RRTE
3

Ju—sipud LAUVEREEITO I, ROFNEEZFEITLET,

[Log Level Settings] V > 7 &2 ¥ v ah—RTr U v 7 LET,
[Global Log Level Settings] # A4 7 2 /AR v 7 ANKRRINET,

[Log Level] kw7 ¥y VA MTEY LLEBERLET, Cisco CDA IZIZROBR 7 LLin’nd
nET,

e Fatal
e Error
e  Warning
* Notice
e Info
¢ Debug
[Savel 227 VU v 7 LET,

EEEE
o [Syslog r— oI &) (P.3-10)

e [Syslog — "> HIkk; (P3-11)
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o [Syslog b —D7 4% VU 7| (P3-12)

IP-to-User-ldentity ¥ E >4

Cisco CDA TiE, HEF ¥ v ¥ 2 SR TW5HTXTD IP-to-user-identity ~ v B> 708 —E R R,
BHEIZOS YL IO T by va, TAAF YT BEOWIREIT) 2N TEET, K 3-8
i%. IP-to-user-identity v v "> 7 _R—VZ R L THET,

3-8 IP-to-User-ldentity Y v E> 5 R—

i
arlvalne Dbdntly Basad Firdwall

‘cisoo  Lonfect Directarg Agent

5 o % Home Muggngs| ¢ Rogetonsd Dewoes  LveLog  System | v

" 2 mrnites
a rLIbe

-] maEpeEnG-Lype daman PrLEREn Do Bme-Aamp SE-NaETe reponc-1o-prcks

2

IP-to-User-ldentity ¥ E>J D—Ex R
IP-to-user-identity ~ v ¥ 7 % —&#K/x 3 5121, [Mappings] > [IP to Identity] Z3®R L £ 7,
IP-to-User-ldentity T v E> S R—Sn)ILvyia
TOR=VIET 7N ETR 0BT EICEHNCY 7y vad3nEd, V7 yva b— MIKROD
WTNNICERE TEET,
. 208
e 30 Fb
e 1 ﬁj\
e 2 ﬁj\

o 2L

IP-to-User-ldentity T v EL Y R—SD 748 YT

TA T TANE FTvarEqIRER T 4V 37> a %A LT, IP-to-user-identity = » £°
YT Lva—RKET4NANEY) L TTEET,

AT7wv7 1 [Mapping] > [IP to Identity] 3R L E 3,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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ATFvF 2

AFyvF 2
ATFvFT 3
ATv7 4

[Mapping of IP Addresses to Identities] ~— U NERENFE T, T DX—IIZiL. IP-to-user-identity
vy La— KRB RRINET,

[Show] Fay 7 ¥y VA NEI Vw7 LTI ANE FTvarvz—BRRLET,

T IA v TanE T NZ Y THOIET v Z . [Manage Preset Filters] 73 3
(Zan2 IV THOT ey b 7422 EHTES) ZRIRTEET,

IP-to-user-identity ¥ > £°> 27 U 2 MIR 5121, [Show] Ky 7 F oy U b [All] &R L E
To TANEZV U TRLTTIRTORY vy B I RRARINET,

D499 4N X TLavEFERALTIANR Y VTTBHICE, ROFIEERTLET,
JA v 7 4% TiX, [Mapping of IP Addresses to Identities] ~— ¥ D& JBMEIZ TSN T
IP-to-user-identity v v B> 737 4 VZ Y TSN ET,

TANBY T B, WTRAOT =V FREEZ ) v 7 L, THRA D Ry 7 RTHREEL
ANLET, X=URY 7y a3 T, #R2 [Mapping of IP Addresses to Identities] ~~— 123
RENET, 74— &7 YT T 5L, [Mapping of IP Addresses to Identities] ~<X— 2§ X TD
Ty BT DY R MRRRINET,

HEITANLE AT avEFERALTIAMEYVTTBICIE. ROFIEEZRTLES,
JEBR 7 4 V2 TlE, L0 MRS %A L IP-to-user-identity ¥~ v B> 7% 7 4 VX Y 7 TEE
T, 74—V R BT AEICESW T~y B T 2T g N EZ ) T35 1 DL EDT 4 V2 RE
FNTVWET, 11TIC 1 2O T 4 VE DA, v~ v B TIEIERBNEE 7 A VFIZER LTEIZESNT
TANED T ENET, EEROT A NVE EHFEAL TEOREEZITV., 1 DOIEEY 4 VAN TENRD
DT ANZONTAN ] DFEREFLHEFEA L ey B 727N F )T TEET,

Fay7Zy s JA MG RIEEZRIRL £, RO L 2— NEMET IP-to-user-identity v v &' 7 L
a—RETA4NEZY) T TEET,

e [P

e Mapping-Type

e Domain

e Mapping-Origin

e Time stamp

e User name

* Response-to-probe

Fey 77X VR MPOEEFEZRIRLET,
BIRLZBHEICEEZADLETS,

77 ANEEBIMT 512 [AddRow] (T A [H| =) dE 227Uy 7 L, 74 VZEHIBRT S
i% [Remove Row] (v A F A [[1f5) RZ %27V v LET,

BT 4 NEOMBEIC—HSEDICR[AN 227V v 7 L, WTFhur 1 207 4 M F OEIC—E I 5121
[Any] 27V v 7 LET,

[Gol &2V w s LCTANEY v 7 Bk LET,
[Savel] 7TA 2> %227 U w7 LTI 4 VE BRIFLET,
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[Save a Preset Filter] ¥ 4 7 u VRRA-ENFET, 74V FERGFTDLT7 7 A V4%EANTIL, [Save] &
7V w7 LET, FT27V kY b 74 VFDOARNIEIAR—ZIMEATEEA, BIEOT 4V
BERFELRNT T 4 NE %7 VT3 5I2i%, [Cancell 27V v 7 LET,

IP-to-User-ldentity < v E > 5 DOHIk

AFvFT 1
2AFvT 2
AFyvFT 3

v vV EERLTHIRTL2Z2EL, HO2WVETRTOSvE LY La—KRK&27 ) T73$524LHT
TET, INDOEREIREG & bAEMICIERBTH B2, [Identity to IP] v~ v B> R_R—VICTEH
DI DIZIE, HDRERN 0 97,

¥y BT EHIRT DI, ROFIREZFATLET,

[Mappings] > [IP to Identity] #i®R L £,
HIBR T 2~ v B T ORICH DT =y IRy 7 AT T LET,
[Delete] 7 U v 7 LET,

TvEYYT J41LE

2AFvF 1
AFyvFT 2

ATFyvFT 3

ATv7 4

[Mapping Filters] Zfifi35 &. Cisco CDAICL > TE=X SN2V E I ICHEDZ—F LT IP T
FLA&zTwy 7 TEET,

T4 NEEERL, 2—HF L EIP T RLAO—FEEMFE2EE TE £9, Cisco CDA IZHEEIN
Fra—FLEIPT FLAO—FEHEMAFICED2~v vy B 7ORFHEBEL, 2 SOFH» GBI
oS F=HENELETAL, TAaNF ) T ENFma—F IP T KL ADTF —#|E Cisco CDA
Lo THFy vy vadnEthA, L7z -> T, [IP-to-Identity] ¥ v B> 7 R_R—=VIC—EHRREND 2
LY, A va— TNRAAL R END I ELH Y EHA,

XY T T AN BT DR ROFIREZFATLET,

[Mappings] > [Filters] Z 34K L £,
[Add] 2 U v 7 L&,
[Mapping Filters Configuration] %A 7 12 7' /R v 7 ARKRINET,
ROFEMFEEEZATLES,
o [Username] : 70 v 73T AMBEDH BT NA ZAD2—H4,
o [IP Address] : 7 v v 7T HMBEDH LT /NAADIP T LR,
* [Apply on existing mappings] : ZDF = v 7 Kv 7 AX, 7 4 /& & BEfF O [P-to-user-identity
vy U7 La— Na#EAT 58I I LET,
[Savel 227 U v 7 LET,
BLWT A NVERT 4N EOR=DIC—FRRSNET,

[ oL-26299-01-J
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BERBHT

EHE

ETEEDEML R

ATFyvFT 1

A7y 2

AFyvFT 3

1 X

[Registered Devices] ~<—I2id, HEDIP 7 FL A (BRICA LY T< o F) i~y by s 5F—
HR—=ARE (BRI T7 NV Frrn—R) ZHTvy Er7oRFzZETHs LTty
%, CDA IZEfisizcayva—~v TS ADY A MRRFINET,

—HDarva—< TAL AFEHFBREINT, LEITLELTCDA L#EE LIEHATH, 20—V
WCERINZVWI EIZEELTLLEZIY, ZOXIRT AL AT, ZHRRBEL RV EFA, 29
L7=F A ZDFNZ Cisco WSA 285 0 £,

FTRTCOBEEE AT A A RRT HITIE, B—25 =T [Registered Devices] # 7427V v 7 L%
7

ZOXR—=VICFROFEMEEN—BERRINET,

o AT —HRA

e IP7RLX

o WIEH

o FRIEHIDH

[status] 7 4 —/L Ri%., 734 A% Cisco CDA & TE# (k) Fix DBER#) GR) onwFhThsd
DERLET, D7 4 —L RiZid, T30 AR ERICHEE SN TEERPERENET,

CiscoCDA 2—H A V¥ —T = A AT 7 B AT 2 E MR F 72 132 — P HEFR % £F-> Cisco CDA & #
FErBINTEET,

Z—VPHERO A E FF OB EE L, [System] A =2 —FRV =9 TD Cisco CDA GUI i F L UHE
7 78 ATEET,

o —HERR & HEAER O & FF OB B X, [System] A = =2 —% &1 9T Cisco CDA GUI &
BLUOBEEI T 7 BATEET,

EHEZBMEITRET 2121E. ROFIREZFITLET,

[System] > [Administrators] %3®&R L =7,
[Administrators] X— U RFRINET,
WONTNNEEITLET,

e [Ad] %7 Uy 7 LT, HILWT AL REZBMLET,
e URAMNNOHGFEHEDORIZISH LT = I/ Ry 7 A% A2 LT, [Bdit) 227V v 7 LET,
ROFEMEEE AT LET,

R

e NRATU—F

o NAT— RO

o HEMR

« 4
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ATFwvF 4

FEEDHIR

ATFyvFT 1
ATFvF 2

AFvT 3

CiscoCDA1—4 A v4—J x4 20#%#E M

o Ik
[Save] #27 V v 7 LT, BMELIIRE LZEEBE2RELET,

BEEZHIRT D121, ROFIREZETLET,

[System] > [Administrators] %3%&R L £,

U2 FAOEIRT 3 EREORICH DT = v s Ry 7 A% A AT LT, [Delete] 27 U v 7 LET,
Cisco CDA 2> 6B RO 5N E T,

[OK] %27V v 27 LET,

BEEREDHIBRENET,

INA)— K Ry —

ATFvFT1

ATvT 2

X2 VT A EDTDIERET AT MTANAT =R RY v—2fpli T £, ZITEXRTD
HRY =&, Cisco CDA IZB W TEHEMEREZ FFOT X TOTH v MIEH SN ET,

NAT— R RY v—%RET DT, ROFIEEZFEITLET,

[System] > [Password Policy] # &R L £,
[Password Policy] ~S— Y NFERINET,
ROBREANTILET,
o HLWART—=RIZEDRFITRORVKROBMEEL A F2iTA7ICLET,
— N
- RX7F
- HF
— BRI
o HLWARRAT—RIZED IR BRWVKROEMEEZ A 7134 7ICLET,

— [Three or more consecutive characters] : ZDOF = v 7 R v 7 A, T 5 3 XL EOE A
ZHIRT 2B EICA T LET,

— [Username (or reversed)] : 2O F = v 7Ry 7 AL, BHEL—VLEITFOLFOWIAT
OERMZRIRT 2H5GICA I LET,

— ["Cisco" (or reversed)] : ZDF = v 7Ky 7 A%, Bk Tcisco) EIEZFDXFOHNETD
EREHIRT 2HE A I LET,

— [Custom word (or Reversed)] : 5% L= HFEE T IXZ DO XFOWNETOMHAZHIR L £,
e [Minimum Length] : (%Z) SRV — ROR/NE (XTFH) 2HELET, 7740 M4 XFT
‘j—o
e [Maximum Length] : (%ZH) AT — ROREKE CUFH) 2HEELET, 7740 ML 99 XUF
‘(“‘j—o
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¥ 3% Context Directory Agent DiEfE |

W  CiscoCDA1—4% A28 —T A ROk

ATvF 3 [Savel 227 Vv 7 LCRY V—%RFLET,

Ly a DRAALTI R

Cisco CDAIZHBWTH, TDOGUI Yy v a v DT 77T 4 7 Tol &SRS/ LILEETVD Z &30
AR OR S ZRETE £7, DHAOKRMZIEET 522 LTS, LTORMARIET S & Cisco
CDA FEHFAZ /7T U N LET, By arD¥ A L7V ME, BEFIL, Cisco CDA = —¥ o1
F =T A AT 7 EATHEHRe A T H0ERH Y £,

Ty alrOEA LT NERETDHICE, ROFIHEZFETLET,

AT7w7 1 [System] > [Session Timeout] %R L £,

[Session Timeout] X— U NRRINET,
ATF9FT 2 koL arOXALTY MEESEAMTADLET,
ZAFwT 3 [Save] #7 U v s LET,

— N N

547 049
Cisco CDA 7 A 7 v 7iZi%. CDA OEMEEZZK, " T TNy a—T 407 BEETDHAD=XLNH
BEINTWET, 47 02, VAT LADERLE N T TNy a—TFT 4 U TICHERTXTOKRE

WELET, 747 alix, db/reports.db 7 7 A /L & & EF D Syslog — NIRIFSNET, T4
7 mZ GULIZIX, CDA T &> THEMRS IR A v & — Y3 % KT 10,000 RS ET,

Ayk—T 4T

CiscoCDA 747 B ZIZIF RO A ve—UR—BRRINET,
 CDA A vE—

s REDERE

s wyuVBLVITDEM

o [EYIZER

¢ COARX—RX T 747

s ByiaryF—HORFy S ay FOERE
¢ On-Demand 7 =Y —

o X—TTTATHENR

o RAALAV AT —HR Jx—

e DCAT—=FAD LT vF T

Idy— arFoy

CiscoCDA 7 A4 7 u ' A v b—VIZIIROERPE TN E T,
o A LRELUT

o ERE

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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| 3% Context Directory Agent Dig{E

CiscoCDA1—4 A v4—J x4 20#%#E M

e JLaAVFE—FR b
e XAyt — Coe

s Ayk—V TFHFAL

o4 LR
WIZRT DI, Cisco CDA THR—FENdun S LNV EZDRAT —H A FTT,

'L‘il:' Debug

{E}‘ Info

6 Notice
Warning

x Error

@ Fatal

LA
Cisco CDA Tid., ROEOWT AT FEEMARETEET,
¢ NONE
e FATAL
¢ ERROR
 WARN
e INFO
¢ DEBUG

S47 05074805

RO TBWETIAT a7 4 NB ) I TEET, RO BENRD Y 7,
o FALRZLUT

o HAKSE

e LIV AR—Fr b

e RXyk—U

o B

TAT a7 4 NEZ )T LI, ROFIEEZFATLET,

AT7wF 1 [Live Logs] X—YT7 4 /L& E TAaArEIY v LET,
ATFYT 2 TERANRYITRITANZEREEANLET,
TANE Y T ENTT —EREREINET,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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¥ 3% Context Directory Agent DiEfE |

W  CiscoCDA1—4% A28 —T A ROk

[Live Logs] R— D) 7Lwvia
CON—=VETI7HATIE IO I LICHBMICY 7Ly adnEd, V7 by va L— MIKOW
THNCELTEET,

. 207
. 30®
-1
e 2%

o 2L

547 BJ DHIR
[Clear] RZ > %27 Y v 7 LT, $XTOIAT al&s )T TEET,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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GE)

CHAPTER
CiscoCDA a<w> K UZJ7LYUR

ZO#ETIL, Cisco Context Directory Agent (Cisco CDA) IZFEADa~y RET LT 7~y MEILR
LE9d,

Ay RIZiE, RDE—FBRHH £,
* EXEC
- VAT ALY
- FR
o RIE
— a7 4 Fal—Tary P TE—F
N

GE) =z 74Fal—vary EF—RIT727EAT 5T EXEC E— RTY AT A L~ULD config
o~ FE7I configure =~ REFEMALET,

IOETIX, avr RIZ&IZ, ZOMMAGEOHBRFHH, 2~ FOHX, fEH oA KT A
BXOMERFARLET, ZDOETIL, Cisco CDA #— %, Cisco CDA +— DR MDY
W2 CDA &\ 0D &RiEFERALET,

avy REMHL T =B ELEEAIL. debug 2~ FEZEHL T, =7 —DJREZHW LT
<TEEW,

ZOfERTIE, WOBFHEBIZOWTHBALET,
e [EXEC =~ kK] (P4-2)

o [show == ) (P.4-49)

e [av 74 Fal—vary avr k] (P4-80)
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F4=

CiscoCDA a7 F )I7L>R |

WM EXeEc o= F

EXEC o<k

ZOHETIE, & EXEC 2~y Fe—HF R L, MATEOM R,
ARTA BEOHABIZRLET,

#4112, ZOHETHHAT S EXEC a~v 2 FO—EEZRLET,

% 4-1

EXEC av Y FDO—E

awy RO, M Eor

application install
application remove
application reset-config
application reset-passwd
application start
application stop
application upgrade
backup

backup-logs

clock

configure

copy
debug

delete

dir

exit
forceout
halt

help

mkdir
nslookup
patch install
patch remove
ping

ping6

reload

restore
rmdir

show (show =~ K &%
HE)

ssh

tech

telnet

terminal length

terminal session-timeout
terminal session-welcome
terminal terminal-type
traceroute

undebug

write

application install

N

(F)

CiscoCDA 77U r—v g Uid, $R—MR{ROTRTOT 7F7A4 7 AR IO VMware _EIZH# it X

NICISOA A=V TT A LA R—=AEINTWEHT2D, @HEM T TiX CLI 225 application install
avy FEITTEEE A,

application install application-bundle remote-repository-name

Cisco CDA USOEEDT 7V Ir— a & A v A F—/35121%, EXEC &— KT application
install =~ FEZETLET, ZOKREZHIRT 512i%. application remove =~ > FZEH L £ 7,

WX DA

application

TV = arDA A =)L EEBDTZHO application 2+ > K,

install

BEDODT XV hr—yarvkA A =L LFET,

application-bundle

£7,

TN r— gy N RADT 7 A N4, 255 LFE COEBFTIEEL

remote-repository-name

UE—bF VRV FUA, 255 LFETOEBFTHRELET,

T4+

77 # v P OBEREIEH D EE A
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avwv kR E—F

HHEDHA K51V

3l

BEgEa< K

EXEC av>F M

EXEC

BELLET 7V r—var NURLVET TIAT VAL VA M=V LET, TTVr—var RNy
RV Z7A0E BBELEYARY MU pLEESNET,

TV —va kA A M=V EIFHIER L TV AR, application install = v R0
application remove 2~ RZRIRETTDH L, ROBEA v E—UNRRFINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

/admin# application install cda-appbundle-1.0.0.011.i386.tar.gz myrepository

Save the current ADE-OS running configuration? (yes/no) [yes] ?
Generating configuration...

Saved the ADE-0S running configuration to startup successfully
Initiating Application installation...

Application successfully installed

/admin#

avvFk L

application install TV r—varERELET,

application remove TV = a VERIBREIIET VA ARV LET,

application reset-config TV r— a3 CORELR RO WERIECZV Yy FLET,

application reset-passwd BEESNZ2—YOT )V r—2a v ORAT—=F%2 kv NLE
R

application start TV = a v EEBELIEA =T M LET,

application stop TV =y a v EEIREEREIT =TI LET,

application upgrade TV r—vary N RNVET T T L— NLET,

show application VAT AIZA VAR =AENTWET I =gy Ry r—Y07
TV r—va s ERERRLET,

application remove

N

(E)

WX DA

T w77 L — OO R S L7256 2RV T, CLI 2°5 application remove =< > R %
EITLTCiscoCDA TV r—ya v EHIBRTAZ EIXTEERA,

Cisco CDA PSDFFED T 7'V or— a & HIBRT 5121, EXEC £ — T application remove =~
VRERITLET, ZOBEZHIRT  IE, Zoa~vr Rone BEXEFEHALET,

application remove application-name

application TV r—vardDA A ML EFEBOTZDO application =< K,
remove TV —va v EHRELEIT A AL LET,
application-name TTVr—varvs, 255 LFETCORBTCTHRELET,

[ oL-26299-01-J
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WM EXeEc o= F

TIHILE

™.

H
I

™.

avy

BERLEDAS K1Y

3l

pgdEa<w R

application

XX DEE

T4+

T 7 4V N OBERLEIXDH U EH A,

EXEC

TV r—va rEHIRELIET A A ML LET,

/admin# application remove cda
Continue with application removal? [y/n] y

Application successfully uninstalled

/admin#

avy kR

A

application install

TV r—varERELET,

application install

TV =gy N RLVEAL VA M=V LET,

application reset-config

TV = a VOREE HHEOMHIREIZY Yy hLET,

application reset-passwd

WEShEa—FOT7 7Y r—a 02U —ReYEy b LE
‘é_o

application start

TFV =g vERBEIEIIA R—T I LET,

application stop

TV r—varEELEERIEIT =T LET,

application upgrade

TV = ary R RLVET v ST L—RLET,

show application

VAT LA VAR =NLENTWAET I r—ay Xy r—U07
TV r—va UEREERLET,

reset-config

CiscoCDA 77V rr—vavgEs Uty hL, CiscoCDA 7 —4#X—2% 7 V734 5I2i%, EXEC
& — KT application reset-config =~ > REZHHALET (ZDa~vr RE, IPT7T RLA, Xy hv XA

7, BHEL—Y

— T 2 A A NRAT—RREDOHHT Y —v a7 4 X2 —a VOREE

Uty bLEVA), 2OV Ty MERED B L LT, #H LV Cisco CDA BHEL & XA T—FE2 AN

TOMLBERHY FT,

application reset-config application-name

application

T7V = aryDf A= EEROIZ®O application 2+ R,

reset-config

CiscoCDA 77V r—saroFxE# Yy hL., Cisco CDA 5 — & ~X—
A&7 VT LET,

application-name

Uty b7 75—y a VREDAH, 255 LFE TORBFTHEL
iﬁ—o

77 4 P OBEREIEH D EE A
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avwv kR E—F

HHEDHA K51V

il

pgdEa<w R

EXEC av>F M

EXEC

application reset-config =~ > R&#H3 2% &, Cisco CDA 7774 7 A% 7-1% VMware % A
A—=IAfbEFIC, CiscoCDA 2> 7 4 F a2l —vard Uty hEBIU Cisco CDA F—F_X— 2D
U7 %ITH 2 ENTE, £/ CiscoCDA 2—HPH L NRX2RU— &2Vt y FTEET,

N

()  application reset-config =~ > KiZ Cisco CDA 22> 7 ¢ ¥ = L —3 3 > & RO IR E
WUty hLETH, X —7F 47 AT A (Cisco ADE-OS) 27 4 Fal—va
XD FEHY £9, Cisco ADE-OS 2> 7 4 Fa b—v 3 Uiid, v bV —27#E, CLI
NAT—=RK RV — BILOR I 7 v TBEREOHEANGENET,

Bl 1

/admin# application reset-config cda

The existing configuration will be lost. Are you sure? [Y/n] Y
Stopping CDA Watchdog...

Stopping CDA Application Server...

Stopping AD Context Manager...

Stopping AD Context Observer...

Stopping CDA Logger...

Enter the CDA administrator username to create[admin]:
Enter the password for 'admin':

Re-enter the password for 'admin':

Starting CDA...

/admin#

avwyk B

application install TV r—varERELET,

application install TV r—vary NUORVEAL A=V LET,

application remove TV r—varEHIBRELIET A A ML LET,

application reset-passwd BESNIZa2—YOT7T )V r—2a b ONRAT—F2 Uy NLE
T

application start TV = a v EEBELIEAA =TI LET,

application stop TV = a v EEILELET =T VI LET,

application upgrade TV r—vary RUORVET v T 7 L—FRKLET,

show application VATFAHIA VA=AV INTWET TV r—vay Ry b—T07
TV r—va sEREFRRLET,
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WM EXeEc o= F

application reset-passwd

2= THT N I LTy x ViR, Cisco CDA NTHRESINIz2—F T v b (i
TEFOEBET H 7 b)) OFHEL—Y S F—Txf Al Ly RAT—FR&Uty b 5IC
¥, EXEC ®=— KT application reset-passwd =~ > RZFH L 7,

application reset-passwd application-name administrator-ID

application TV r—vardDA A ML EFEBOTZDO application =< K,
reset-passwd BHET AT ONRRT—FKEV Y FLET,
application-name T7Vr—varvs, 255 LEETCORBTFCHRELET,
administrator-ID MR TWNDED, NAT— KRBty NTAMEOEHE T H Y
~ DA,
TI+IE 77 40 F OBECEIESH D XA,
avv kK E—F EXEC

EHEDHM FS4Y EHEASZAT—F2 Uty FLET,

3l admin# application reset-passwd cda admin
Enter new password: ***x*x*
Confirm new password: *****x

Password reset successfully.

/admin#

EEaTUF avwUF A
application install TV = a v EHFRELET,
application install TV r—=vary Ny RLVEAL A =L LET,
application remove TV = a rEHIBRELIEZT A A M=V LET,
application reset-config TV r—va rOREE BWREOMIRECV Y FLET,
application start TV r—a v EEBELIIAR—T VI LET,
application stop TV r—varEELEERRT =T M LET,
application upgrade TV r—vary N RVET ST L— RLET,
show application VAT LA VAN ALENTWET I r—vary RNy b —VDT

TV r—va EREERLET,

application start

BEDOT 7Y r—a kA X —7 M7 5%, EXEC E— KT application start =~ > N & fifi fi
LET, ZOMRELEIRT I, Zoa<vr Fone BXREZHEMALET,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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XX DEL

T2+

avy kR E—F

HHEDHA K51V

3l

EXEC av>F M

application start application-name

application TV = a DA A M=V EFEBRDT DO application 2 v R,

start TTV =gy Ny RVEA 3x—=T W LET,

application-name AFX—=TNCT D, BENCERSINTZT TV r— g D40, 255 X5 F
TORKFCTHRELET,

T 7 4/ N OBERLEIRDH U /A,

EXEC

TV = arvEALF—T NI LET,

ZDa<wr R, CiscoCDA 77U —y g ORENIIEHTEEFHA, Z0a~vr REEHLT
TV r— g BT S L. Cisco CDA BT TIZETEINTWVWDLZ & 2R Tx £,

/admin# application start cda
Starting CDA...

show application status cda =~ > FZ{H L T, Cisco CDA D AT —F X% @R T& £ 9, Cisco
CDA ZEE) L1 ERIZAT —F R MRT 2L, WOBMNIBRRINET,

/admin# show application status cda
CDA Application Server process is not running.

Lo, D LBRICKRD LS iy £4,

/admin# show application status cda
CDA Application Server is running, PID: 16420

BEgEa<w K

avvFk L

application install TV r—varERELET,

application install TIVr—vary N RVEAL VA M=V LET,

application remove TV = a VEHIBRERIZT A A M=V LET,

application reset-config TV = a OREEEEHEOYSIRECY Y FLET,

application reset-passwd BESNIZa2—VOT7T )V r—2a b ONRAT—F2 Uy NLE
D

application stop TV = a v EEREERET =TI LET,

application upgrade TV r—vary N RNVET T T L— NLET,

show application VAT AIZA VARV ENTWET TV r—vay Xy lr—vo7
TV r—varifRe R LET,
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WM EXeEc o= F

application stop

LS e
TIHILE
avy Rk E—F

BERLEDAA K1Y

3l

WEDT TV r—varvw7T =7 F 5I2iE, EXEC £— R T application stop =~ > N % f H

Li‘d—o

application stop application-name

application

TV = a DA A =V EERDTDO application v R,

stop

TV = arET 4 =TI LET,

application-name

T4 —=TNZT D, EICERINTT TU r— g D4R, 255 XF
FCOFEKTTHRELET,

T 7 A FOBIEREITH Y A,

EXEC

TV r—varET =T LET,

/admin# application stop cda

Stopping CDA Watchdog.

Stopping CDA Application Server...
Stopping AD Context Manager...
Stopping AD Context Observer...

Stopping CDA Logger...

/admin#

avy kR

A

application install

TV — g ERELET,

application install

TV r— g N RLVEAL VA R—LLET,

application remove

TV = a v EHIRERIIT A A R—= L LET,

application reset-config

TV = a VOREE MHREOMBREIZY Yy FLET,

application reset-passwd

EsNFa—VFoT AV r—2a O AT—FRE2 sy FLE
7,

application start

TV r—vareRBE I A R—T T LET,

application upgrade

TV r—vary N RLVET v 7L —FRKLET,

show application

VAT LA VA R=ILENTWBT Y r—vay Rylr—07
TV r—variERERRILET,
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CiscoCDAavR> R )I27LYR

EXEC av>F M

application upgrade

WX DA

T4+

avy

T

™.

BEREDHL FF1

BEOT7T IV r—vary Ny KVvET v 77 Lb— K9 5121%, EXEC “E— KT application upgrade
avry FEERLES,

application upgrade application-bundle remote-repository-name

application TV r—=ardDf A ML EFEBOTZDO application 2+ K,

upgrade VE—K VRS NINOBEDT IV r—ar Ry RNLVET v 77 L—
FLET,

application-bundle TV = a b, 255 LFETORKTCTHEELET,

remote-repository-name | J &—hk URT U4, 255 LTFETOFEKTTHRELE T,

77 4V b OBEREIESH D EH A

EXEC

TNV r—ary R RVET v 7L —RL, 77—y a v RET — X 2R FELET,

TV = arERIRRT v 7 L— KL TWAMIZ, application upgrade =2~ R&579 5 &
WD X o —ONFRENET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

]

7 w77 L— RHIL, backup F721% restore 2~ REZFATLARNWTLZIW, ZDOT7 7 va %
FATTH L, T—HR—ANWBET D ARERH Y T,

ZoOTTVr—vary Ty L—RKavry FEEALTEHLWI Y =7 v 77 L— RT BRI,
FOHLWI Y —RMHETHI V-2 ) —+DOT v 77 L— RFEEESRBTLZ2LERNHY 5, U
U= /=M, LWV —RZT v 77 L — R 570l E SN -EBE2FIERNGENTE
D, ZRUTTES RERH Y £7°,

/admin# application upgrade cda-appbundle-1.1.0.362.i386.tar.gz http
Save the current ADE-0OS running configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the ADE-0S running configuration to startup successfully
Initiating Application Upgrade...

Stopping CDA application before upgrade...

Running CDA Database upgrade...

Upgrading CDA Database schema...

CDA Database schema upgrade completed.

Application upgrade successful
/admin#
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WM EXeEc o= F

backup

GE)

WX DA

T2+

avv K E—F

avvk B

application install TV =y a v ERELET,

application install TV Ir—vary R RLVEAL A=V LET,

application remove TV = a VERIBREIIET VA ARV LET,

application reset-config TV =g COBREE Ao Y PLET,

application reset-passwd BESNZ2—YOT7T )V r—2a v ONRAT—=F%2Ut®y NLE
R

application start TV = a v EEBELIEA R =TI LET,

application stop TV r—varEEREERET =TI LET,

show application VAT ARZA VAN =AENTWET I =gy Ry r—Y07
TV = a MEREFRLET,

CiscoCDA 2> 7 4 ¥al—ay T—HDONy I T v THFTLT, TONY I T v T VRT b
VIZHRFT 51212, EXEC £— KT backup =2~ K% E4T L E£$, Cisco ADEOS F—% &,
CiscoCDA 77V r—va vy T—2DOHhONy 7T v 7 &F4TT 5I2iL, application =2~ > R
LET,

EXEC £— FTZ® backup 2~ REEHT LA, FEfTar74Falb—vardxy hU—7
PR P OBRERBFNICa Y —F 30, CDA YV —R"ORAXY— T v ar7 4 ¥2l—arbl
THREFETIVLENRHD £F, CiscoCDAT TV r—av a2 vl 7 v TBILOVAT LA u/inbH
TERE N T TN 2a—T 47 FTHLEL, ZOARF— T v ar74Xal—vaa2fiHT
xFT, EfTar 74 X2l —ralrhbAX— Ty a7 4 FX¥alb—rar~Dab—oOEM
W22V TiE, Teopy) (P4-14) 2B LT &N,

backup backup-name repository repository-name application application-name

backup Cisco CDA & Cisco ADEOS DNy 7 7 v TaFEATL, Ny s T v T %)
R RT3~ R,

backup-name NI T v 774 NMDL4H, 100 LFE TOEKTFTTRHRELET,

repository VR MY aw kR,

repository-name Ty ANENY T T v 7T L, 80 XFETOFKFETHELET,

application application =~ F (Cisco ODE OS v A7 A T =4 &<, 77V r—
TaYDHDONY I T ),

application-name TV =y a v, 255 LFETORKECTHEELET,

T 7 4/ N OBMEREIRDH U /A,

EXEC
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EXEC av>F M

EREDHS K54y Cisco CDA B L' Cisco ADEOS T—% DNy 7 7 v T RFEITL T, TONRw I T v T UKRT R
IR LETS
Cisco ADE OS 5 —# Z &3, CiscoCDA 77V r—ay F—FDOHDONNy 7T v 7T+ 5
(2%, application =~ > R&MHAH L £,

3l Bl 1

/admin# backup mybackup repository myrepository

% Creating backup with timestamped filename: backup-111125-1252.tar.gpg
/admin#

#l 2

/admin# backup mybackup repository myrepository application cda
% Creating backup with timestamped filename: backup-111125-1235.tar.gpg

/admin#
BEa<w YR avwyk HTL:]

backup-logs VAT A BT BNy I T T LET,

delete Cisco CDA #— R ED7 7 A LEHIB L ET,

dir Cisco CDA =Nt 7 7 A V&2 —EFRLET,

reload VAT AEYT—MLET,

repository Ny 2T T EBETHHOICY R Y B 7E—FRIZAD ET,

restore B EDVRY FVIZONWT, Z7ANVHNEDNRY 7T v 7 HEILLE
D

show backup history VAT EDONy T v T IEEER R LET,

show repository BEDY R MIZHLHHEHFERANY 7T v 7 77 ANVERRLE
R

backup-logs

VAT LA R T BNy T v 7T 5i12id, EXEC E— FT backup-logs =~ > F&HEH L £,

backup-logs backup-name repository repository-name

WX D backup-logs VATFARTRBIOT IV r—vary a2 YRY RVICARy I T v FF
La<w K,
backup-name Ny T vt 1 OEFIFERD 7 7 A VD4, 100 L5 £ TOREEFE
THELET,
repository URY MY avr K,
repository-name Ty ANENy T T v 7T L, 80 XFETOFKFETHELET,
T7AILEb T 74N S OBIEREIZH D EH A
avv kK E—F EXEC

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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WM EXeEc o= F

EREDHA K51 b Ovyva) NRAT— REREFES LIS TWARNT L—2 TF AN AT — A& T
VAT A v T ENy T v LET,

i /admin# backup-logs mybackup repository myrepository encryption-key plain Labl2345
% Creating log backup with timestamped filename: mybackup-111125-1117.tar.gpg
/admin#
EEaTUF =1 A
backup (Cisco CDA # £ Ot Cisco ADE OS) v /7 v 7 &ETLT, ZD
Ny 77T HVERY NVITRIFELET,
restore FEDIVRY FVIZONWT, Z7ANVNEDNNy 7T v 7 2@l &
R
repository Ny T v THaRET DD RY MY BT7EF—FICAD T,
show backup history VAT ADN I T v S IBREEERLET,
show repository BEDYRY N IICh BTSN Y 7T v T T AV ERRLE
B
clock

VAT A a7 ERETHIZIE, EXEC E— RFTeclock =2~ FEHEHLET,

clock set [month day hh:min:ss yyyy]

BX DA clock set VAT LA IRy I ERETHATUR,
month BEOA DAL, 3 XFETORFETHELET, =& xIE, January i
Jan EFRELET,
day BEOR (A, BX7EiX 0 ~ 31 0T, 2HETORMETIEEL
9,
hh:mm:ss BEORR (24 BKRER . 0. BLUOR,
yyyy HEOHE (BRI LR
T4+ T 7 4 NOBEREIZH Y FHA,
avv kR E—FK EXEC

#ERLDAHS RSAY VAT A a7 ERELET, BEEEDCTHOCE, /ry &Yy b Lk, Cisco
CDA H—REHEHTILENRNSH Y £9, (NTP ZiREINT) W@HEORMTIE, 2o~y Raff
HALTCVAT A 7ay 7 #FEICTRETHHABAITH Y THA,

>

lig
of

CiscoCDA 77547 VARAED VAT LBREEETSHL.CiscoCDA 7TV r—L 3 URNBEAR
BTHEATELCRYET,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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Y

GE)
B
BlEav K
configure
BXOHRH
TI4NE
avv K E—F

HREDHA K51

3l

EXEC av>F M

AVAN=NVEFIZELWV AT ABANREIND LT, By T v 7 v ¥F— KL,
NTP 4 —"DOANZER L TR ZRHAET, VAT AR ZFICEEICHER T2, By N7 v
THITEE SN NTP = NICHEFFER TEZ D X I L TR LERH D F9, Ziud, BREES
CMOS Ny T VEED -2 BIOS BN REM L 72, TOREERLE LTY 77— FHEFIZ ADE-OS v &
T ARLNIE L 7 e D A[REMEDR H D5 H1C, FFICEE T,

/admin# clock set May 5 18:07:20 2010
/admin# show clock
Thu May 5 18:07:26 UTC 2010

/admin#

avwyk L]

show clock VATA YT MU T 70y ZICEREINTWS B LR & SRR
LET,

a7 4 F¥al—vary F—RCADIZIE, EXEC £— KT configure =~ FEHFEHALET, 20
o< RCreplace 77 a v aHAT5L, VE—FMRENVAT AIZaE—3, BBFEOREN E
HEINET,

configure terminal

configure Ay 7 4 Xal—vary - RefhTsavr R,
terminal Oy 74X alb—vary avy RERNrbFEITLET,

T 7 4 P OBERLEIEH D EH A

EXEC

ZoavwryRE, ar74FXalb—vary s RERBITHIBAICEALET, Z0E—FKDa~vy
Rix. (Enter L T) ANTALTCIC, FfTar 74 Xal—ay 77 A L~DEXRALEIT
WET,

a7 4Xal—var E—RFe&T L TEXEC £— FIZEDIZIX, end £721T exit & AJ1T 520,
Ctrl+z #ff L £ 7,

AT 4 X2 —Ta i To R EEARE R T H121%, EXEC *£— N T show running-config =
S REMERLET,

Bl 1

/admin# configure
Enter configuration commands, one per line. End with CNTL/Z.

[ oL-26299-01-J
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WM EXeEc o= F

/admin (config) #

#l 2

/admin# configure terminal
Enter configuration commands, one per lineAug.nd with CNTL/Z.
/admin (config) #

BEa< KR avwyr HTL:)]
show running-config BEOEFary 74 ¥al—vay 774 VEREFary 7 X2l —
varONFERRLET,
show startup-config AB— KT T ar7 4 Xal—vary 7y NEiFar7 g
XFal—varyONEERRLET,

copy

TrANE A= a—EIlar—35121%, EXECE— RTecopy =2~ FEHEHALET,
Cisco CDA Teopy 2~ N&FTTH L, a7 Falb—vary (EfTar74Falb—var=
32 Z— "7y T arg s Falb—vay) Bav—snEkd,

LfFarI«4¥alL—ay

CiscoCDA DT 7T 4 77 ar 7 4Xal—varTld, TDOar 7 4¥a2b—y g BIED Cisco
CDA RAM 2 ENET., ANTAT_RTOar 74 X¥al—ay avwy N, a7 4

Fal—railEgFEFnEdT, CiscoCDA V—R"%2 YT — F5L, Ffrar74Falb—varn
KbhET, MATEEFERETIHEE., EfTar 74X —varidxy hI—7 =7
DBEEBRIGANC 2 —4 50, Cisco CDA V—_"DAZ— T v F a7 4 Xalb— g8 LTH
FTo20ERH 1,

ARE—bF7yFaAvI74F¥alL—3Y

AA—=F T T ar74Xalb—va M TEERECEETA, ANTEHTXTOa~wr RiE, F17
a7 4 X2 b=y g VIRGFEEN, FEfTar 74X 2l =Yg v EAX—NT v T a7 ¥
L—yalab—35ZtMTEET,

2D2FV, CiscoCDA Y — N T— TDHE AF— T v 7 a7 Xalb—a rPNRPIOFETa
V74X L= gl RVET, ar7 4 Xal—va A EETLHE, FElTa 7 4 Xalb—3
VIEEHENETHNAF— T v T a7 4 FXalb—a VEERESNARNED, 2 00T (X a
L—a NZERANELET, BEEZKBNREOIZTDHITE, EfTar 74 Falb—va 2 AX—
NPy ar7g4Falb—vaAlabt—3 o508 RHY £T,

WD a~y RTA4 0%, R copy 2~ K v F UV AO—#E2RLTHET,

copy running-config startup-config : E{7a> 7 4 Fa Ll —va b ERF— Ty a7
Fal—varilat—LET,

copyrunstart : AX¥—h7 v a7 4 Fal—valrEFETars o Xal—va lEEH
AET,

GF) FEfrar74Xal—ralrEREFELRVWEA, KAl Cisco CDA — %2 U 7 — L7z & &
W2, a7 4 X ab—ya VIZMATZEERTXTRbLET, BIEOary 74 ¥ 2l —v =
VISIELWIZ LB TETZL, copyrunstart 2~ REHHAL T, 27 4 Fal— 3
VEAF—RT v ar7 4 Xal—varicar—LET,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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(F)

EXEC av>F M

copy startup-config running-config : A% — 7 v 7 a7 X a b —arExFETa T
Fal—rvaviiat—LET,

copy startrun : AX¥— 7 v 7 ar 7 4 Xal—varEETar7 4 Fal—raiiv—yv

LET,

copy [protocol://hostnamellocation] startup-config : V£ —h 77 A N ERXZ— T v 3
T4 Xal—vaiiab—LETn, v— T LEFA,

P —

copy [protocol:/lhostnamellocation] running-config : V £—F 77 A LV EF[Ta T 1 Fa L —
variiar—LTv—YLET,

copy startup-config [protocol://hostnamellocation] : AZ — N7 v 7 a7 4Fal—a %
VE—F VAT AHIZaE—LET,

copy running-config [protocol://hostnamellocation] : &

P —

fTary74F¥z2lb—yarzE—hF v

AT AZar—LFET,

copy logs [protocol:/lhostnamellocation] : ¥ AT LDv 7 77 A NVEROGHICa Y —LET,

copy Z¥ > Rit, =W F4 A2 LTEFHE— FShTHBY . UEY FUICH LT a—

FENTWERA,

XX DEE

copy

HAZaE—=45a<w R,

running-config

BIEDFEITary 74 Xal—ay 774 V5ELET,

startup-config

YL (A2 — 7 7)) B ESN a2y 74 FXFalb—vay 774
NEFRLET,

TIHILE

protocol 7a ha)y F—U—RKOF T a o TiE, R 425 LTLEE
AN

hostname a B —EDRA N,

location o B — e DT,

logs VAT AOuT 774,

all T _RTD CiscoCDA B 77 A NVE VAT ANLIOEFIcay—LE
T, T_XToOr /L, cdalogs.targz & LT/ 8y r—Jfk&h, UE— bR
A NDOEINTZT 4 V7 MU IIEIRET,

filename H—0 CiscoCDA Y 77 A L&xabt—L, 077 A L%&)E—b K
A MZBDIEESNTZT 4 V7 FUIZ, TOARITEELET,

log_filename show logs =~ NIZ X - THEREH 5D Cisco CDA 17 7 7 A )LD 4R
(255 CFLN) .

mgmt Cisco CDA FH T N7 mnr & Tomcat R 7% v AT Aipbab—1,
mgmtlogs.tar.gz & LTSN KL L72H 2T, UE—F AR EOEESH
774 V7 FUICHRELET,

runtime Cisco CDA 7V # A L TNy T 0Ty AT Ainbat—L,

runtimelogs.tar.gz & L TN KA L7292 C, VE—bF AR b EOBREX
N7 4 b7 FUICERERLET,

T 7 A FOBIEREITH Y A,
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WM EXeEc o= F

avwv kR E—F

HHEDHA K51V

EXEC

copy =¥ ROIEARWZREREL LT, 1 DOEFLRIOBIIC, 7740 (VAT AL A A=V
Y74 F¥al—vary TrANRE) Aavr—T&Ed, HELEV s A ADat—TRB L 0aE—
SElZiE, CiscoCDA 77 AV Y AT LEMHL T, AR — S TW0Wbe—RVERITVE—F 77
ANVDEFHERETEXET, FHENTHWE 7740 VAT A (B—=0 AE) Y—RFET) E—
F Y ATFL) IZE-T, avr RCHEASNAEIBRESNET,
VERTRXToav—xéabt—%oER, BLXOEMT22—FH L RATU—-FNza<v 2 FTA4U1(Z
ANTEET, FE, copy 2~v 2 FEANLT, REERPHL2HEICY— 2T v 7 M aRR
SEDHIENTEET,

DURA VR T ERAR

3l

TA VT RAEFRT L, ANEHIMETEET, =& 2L, copy run start (copy running-config
startup-config =~ > FOEWE) L ANTL LN TEET,

O — T ANERICETTDH5ETITE, BB »2280m3H0FES, 2T, EHLTWE Y
o halotry hI—212koTHRARY £,

T ANEREIZE, T4 L7 FNVICKT LT A EBHHLET,
FOHE., EBAHED FTP £721XSCP =T — A v b —URRETHZENHD £7,

® 4-2 AR TLI4VvIRDF—T—F

*—J—F aE—xFkFaE—%

ftp FTP * v FU—2 =" a b —xE/ida ' —5%o URL, ZOxA Y7 AD
L
ftp:[[[//username [:password|@]location]/directory]/filename

scp SCP x> N —27 h—ROBETLEITEELD URL, ZOTA Y T ADREL :
scp:[[[//username [:password|@]location]/directory]/filename

sftp SFTP X U —2 H—n_pab—xEziZa =D URL, 2O A YT AD
3
sftp:[[//location]/directory]/filename

tftp TFTP %y hU—2 H—n_Oabt—xE/id=a—%d URL, ZOxA YT 2D
3
tftp:[[//location]/directory]/filename

Bl 1

/admin# copy run start
Generating configuration...
/admin#

#l 2

/admin# copy running-config startup-config
Generating configuration...
/admin#

Il Cisco Context Directory Agent, Release 1.0 f Y X kL—¥av/avI4F¥alb—Yav HAF
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EEa< R

debug

WX DA

%l 3

/admin# copy start run
/admin#

Bl 4

EXEC avw Y F

/admin# copy startup-config running-config

/admin#

)

/admin# copy logs disk
Collecting logs...
/admin#

%l 6

2/

/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir

Username:
Password:
/admin#

avy kR

58

application install

Cisco CDA A > A X v A& REFE 13 L E9,

backup (Cisco CDA # XUt Cisco ADE OS) N» /7 v 7 HFEITLT, £D
Ny 2T v TaEIVRY NVIZRTFELET,

delete Cisco CDA =R ED7 7 A L EHIBRL £,

dir Cisco CDA H— R EDT7 7 A V% —EFRLET,

reload VAT AEYT—MLET,

restore BEDOVRY MVIZONT, Z7ANVABTONRNY 7T v 7 %@L E

‘d—o

show application

TNV r— gy AT —HZRAER—=U g UIEREFORLET,

show version

VAFLADY T RT 2T RNR—= g LNIONWTOERERRLET,

A< FORBITHT 2T —F /2134 R FE2FRT 51T, EXEC £— FT, debug =2~ F#&

FEHLES,

debug {all | application | backup-restore | cdp | config | icmp | copy | locks | logging | snmp |
system | transfer | user | utils}

debug

Cisco CDA =D I EFSERTT—EF{NT 2 a~v 0 R,

all

FRTCOF N T de A F—T M LET,

[ oL-26299-01-J

Cisco Context Directory Agent, Release 1.0 f Y X FL—Yav/avIq4Falb—Yarv 4 F



%4F CiscoCDAaTYFUYI7LYR |

WM EXeEc o= F

application

TV r—vay Ty A,

e all: TRTOT TV r—2arvOTF Ny JHhEAFX—TNMILET,
0~T7DOMTLVERELET, 0FEK, 71EFTXTTT,

o install : TV r—a DA VA N—LADTF NNy TH 1A F—T L
WCLET, 0~7T ORI TLLaRELET, 0IFEKR, 71 39TCT
ERS

o operation : 77V r—a VEBEDT Ny FH N EA F—T M LE
T, 0~7T OB TLVEBRELET, 0 FEK, 7137 TTT,

e uninstall : 77V r—aDT A LVARN=NVDT NNy THI1HA
F—=TNMZLET, 0~TDOETLNLERELET, 0IFEKR, 71F
TXCTT,

backup-restore

Ty ANENy I T v TBIMETLET,

s all: Ny I Ty TRBIWMERTT, IRXTOT ANy T2 A4 =TV
WLET, 0~7TOMTLNLEZRELET, 0IFEK, 71E9ITT
\?AO

o backup : Ny 7T v TBIOEILT, Nyl T v T OT RNy S %
AX—TNMILET, 0~TOMTLXVERELET, 0IFEK, 7
EF T,

» backup-logs : Ny 7T v TBIWEILT, Nv T v arlOF Ry
THhEAFX—=TNMZLET, 0~ T OB TLLEHELET, 01
ER, TIETTTT,

o history: Ny 77 v TBLOETT, BEOT Ny W EA RX—T
MILET, 0~TOMTL Vb ZRELET, 0FEK, 7139 T
VC“?O

o restore : Ny I T v TBIOEILT, Bror Ny S HHEA Fx—T
MILET, 0~TOMTLAVERELET, 0IZEKR, 7139~ T
VC“?O

cdp

Cisco Discovery Protocol =27 4 ¥ alb— a3y 77 A/,

e all : ¥_T® Cisco Discovery Protocol 2> 7 4 ¥ a2 L —v 3 v F
Ny THNEARX—=T M LET, 0~ T ORI TL L EERELET,
0XEKXR, 71T TTT,

» config : Cisco Discovery Protocol D> 7 4 ¥al—vay T3y 7
HAEAX—TMILET, 0~TOMTLLERELET, 0FE
K. THEHFTRTTT,

* infra : Cisco Discovery Protocol DA 7T A N7 Fx Ty 7 HH
HNeARX—=T M LET, 0~TDOMTLLERELET, 01FE
R, TiF$F~TTT,

Il Cisco Context Directory Agent, Release 1.0 f Y X kL—¥av/avI4F¥alb—Yav HAF
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EXEC av>F M

config a7 4FXal—vary IrA,

o gll : TRTOaLyT7 4 Xal—arDOF Ny ITHhEA3—T T
LET, 0~7DOBITLVERELET, OIXEK, 713+ CTT,

o backup : Ny I T v AT 4Xalb—arOFr Ny ITHIEA
F—TNMZLET, 0~TOMTL_XVERELET, 0IFEKR, 71
TRTTY,

PolockiTm 3‘/74¥1W~‘/a‘/@%“A‘M‘Wvﬂz@j»
j—\O

s infra: AT A X 2L —Yar AT TANT I FXDOT Ny T
EAR—=TNMILET, 0~TOHTLLERELET, 0IXEKX,
7T RTT,

e fron: A~V R ATV a—T a7 4FXal—varOT ANy I HT
A FX—=TMZLET, 0~7T O TLLEFRELET, 0FEK,
7IE9_RTCTY,

e network: Xy NI —27 a7 4 X2l — g OF RNy THEA
F—TNMZLET, 0~TORTLVEFRELET, 0IFEK, 7%
TRTTT,

e repository : VIRV b a7 4 Xal—varDOT Ny SHEA
F—TNMZLET, 0~TOMTL_XVERELET, 0IFEKR, 71
FTRTCTTT,

o service: —ER a7 4 F¥al—g V@?\/i/ﬁxﬁﬁ%4’ —
LZLET, 0~T7T DR TLXNEHRELET, OIFEKR, 7133 T
<9,

icmp AVH—Fy Ml A vE—Y v hai (ICMP) oxa—R&a

T4 X2l —3,

all :ICMP ma—J8&ay 74 Xal—2 a5 Ny a4 x—7

LIZLET, 0~T7 ORI TLANLEFRELET, 0IFEKR, 71X3TT

\a—o

copy a—avwr R, 0~T7OMTLLERELET, 0 IFEK, 71393T
Tj‘@

locks Vy—2uayx 7,

e qll: TXTHOY Y—2A l:l/ﬂe‘/ﬁ‘d)?/\‘/7&73%4’*“‘7“/1/6:Li
T 0~7T DR TL_VERELET, 01FEK, 73T XTTT,

e file: 774»m/%yﬁwfﬂ/7Mﬁ%4x TMZLET, 0~
TORTL IV ERELET, 0FEK, 7139 XTTY,

logging n¥rJ ar4Xal—var 7rA,

all FTRCORX ST avr7 4 Xal—varOTF Ry THNEA F—

ILET, 0~T7 DO TLVEZRELET, 01FEK, 7133 ~TT

j_o

snmp SNMP 27 4 FXal—Tay 77A)b,

all : TRXTOSNMP 2> 7 4 Xal—va DT Ny SN EA F—T L

WLET, 0~7TDOMTLNAEZRELET, 01TEKR, 7133 TTT,
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WM EXeEc o= F

T4+

T
H
I
™.

avy

HEREDHA K51

3l

pgdEa<w R

system VAT AN T A,

o all: TRTOIVATF AL T7ANDT Ny THIEAX—T NI LE
T, 0~7TDOEITL_NVEHRELET, 0 IFEK, 71X+ _XCTY,

o id: VATAIDOT Ry T EA F—TMZLET, 0~T ORT
LV EFRELET, 0ITEKR, 7133 _XTTT,

. info:/Xbeﬁiﬁ@Tﬂ/7ﬂj7}724’Z TMZLET, 0~ 7 O
TLALEHFRELET, 0 FEK, 717X CTTY,

e init: /XTA®@%M®7A/&ﬁﬁ%4Z T LET, 0~7
OEITLVERELET, 0IXEKR, 713TXCTT,

transfer Ty AV, 0~ T ORICL_AEZHRELET, 0FEA, 73T ~TT
j—\O
user o — W

e all: ﬁ‘/\“f@:hv—ﬁ:mff!i@?/*‘/ﬁ‘ﬂjﬁ%%* T LET, 0~7
DR TLLERELET, 0XEKR, 7139 XTTT,

e password-policy : /XA T — RAKRY v—Da—HFEBROT Ny TH 1%
AF—=TMILET, 0~T DR TLVERELET, 0XEK, 7
IET_TTY,

utils a—FT 4 VT4 a7 4 FXal—ary TrAI,

all : T_XTO2=T 4 VT 4 ar T4 FXalb—varOT7 vy 74

F—TMZLET, 0~TOBTL_AEZRELET, 0 FEK, 71375

<<

774 P OBEREIEH D EE A

EXEC

By hT T 2T —Rar T 4 Fal—var 27— Y, CiscoCDA V—"HNOIFEIFERTT—
AT 5121, debug =~ REFHLET,

/admin# debug all
/admin# mkdir disk:/1
/admin# 6 [15347]: utils: vsh _root stubs.c[2742] [admin]: mkdir operation success

/admin# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
/admin#

/admin# undebug all

/admin#

avwvk L]

undebug SFESFERa~v RORPT, debug 2~ FOMI (=7 —F 721
AR NDER) BT 4—T NI LET,
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EXEC av>F M

delete
Cisco CDA =305 7 7 A V& HIBRT 5121X, EXEC £— KT delete 2~ NEFEALET, 2o
MEEAHIBRT A1, Zoa~<wr Fono X aHHELES,
delete filename [disk:/path]
X DERBA delete Cisco CDA "6 7 7 A LV EHIRT 2 a~< 2 R,
filename Ty AN, 80 LT ETOEKTTHRELET,
disk:/path AT,
TIANLE T 74N N OBERMHEITH Y EH A
avY kR E—F EXEC

BREDHA K1Y AT 4 FKa2lb—=ay TrANERIEFAA—VEAIBRLED & 758, HIBRZERT 2720071
VT IBRIRENET, o ORIV AT L A A—VEHIRLE S L LEELEA L. HIRZHE
BT HOOT R T INRRRINET,

{1 /admin# delete disk:/hs_err pid19962.log
/admin#
EEa<UF =1 A
dir Cisco CDA #— R EDFT_XTOT7 7 A ME—ERFLET,

dir

Cisco CDA — R EDO 7 7 A V&2 —EFKRT HI1F, EXECEF— RFTdir =~ FEFERALES, =
OHEEZHIFRT 2I2E, Zoa<vwr Fone BRXEZFEHLET,

dir [word] [recursive]

B DA dir O—HN ATFAEDT AN E - ERETLav R,
word T4V b4, 80 XFETOFEKTFTHELET, T4 L7 FVAODH]
WZiX disk:/ ZHEETHLENH D 7,
recursive a—hV T4 L7 M) ERTT s ANLEERICEEZRLET,
T4 77 4V N OBERLEIZSH D FHA,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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WM EXeEc o= F

AvUF E—F EXEC
ERLOHA K54 722l
B Bl 1

/admin# dir
Directory of disk:/

2034113 Aug 05 2010 19:58:39 ADElogs.tar.gz
4096 Jun 10 2010 02:34:03 activemg-data/
4096 Aug 04 2010 23:14:53 logs/
16384 Jun 09 2010 02:59:34 lost+found/
2996022 Aug 05 2010 19:11:16 mybackup-100805-1910.tar.gz
4096 Aug 04 2010 23:15:20 target/
4096 Aug 05 2010 12:25:55 temp/

Usage for disk: filesystem
8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
/admin#

#l 2

/admin# dir disk:/logs
0 Aug 05 2010 11:53:52 usermgmt.log

Usage for disk: filesystem
8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
/admin#

%l 3

/admin# dir recursive
Directory of disk:/

2034113 Aug 05 2010 19:58:39 ADElogs.tar.gz
2996022 Aug 05 2010 19:11:16 mybackup-100805-1910.tar.gz
4096 Aug 04 2010 23:14:53 logs/
4096 Aug 05 2010 12:25:55 temp/
4096 Jun 10 2010 02:34:03 activemg-data/
4096 Aug 04 2010 23:15:20 target/
16384 Jun 09 2010 02:59:34 lost+found/

Directory of disk:/logs
0 Aug 05 2010 11:53:52 usermgmt.log
Directory of disk:/temp
281 Aug 05 2010 19:12:45 RoleBundles.xml
6631 Aug 05 2010 19:12:34 PipDetails.xml
69 Aug 05 2010 19:12:45 GroupRoles.xml

231 Aug 05 2010 19:12:34 ApplicationGroupTypes.xml
544145 Aug 05 2010 19:12:35 ResourceTypes.xml

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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EXEC av>F M

45231 Aug 05 2010 19:12:45 UserTypes.xml
715 Aug 05 2010 19:12:34 ApplicationGroups.xml
261 Aug 05 2010 19:12:34 ApplicationTypes.xml
1010 Aug 05 2010 19:12:34 Pdps.xml
1043657 Aug 05 2010 19:12:44 Groups.xml
281003 Aug 05 2010 19:12:38 Resources.xml
69 Aug 05 2010 19:12:45 GroupUsers.xml
2662 Aug 05 2010 19:12:44 RoleTypes.xml
79 Aug 05 2010 19:12:34 UserStores.xml
4032 Aug 05 2010 19:12:38 GroupTypes.xml
1043 Aug 05 2010 19:12:34 Organization.xml
58377 Aug 05 2010 19:12:46 UserRoles.xml
300 Aug 05 2010 19:12:45 Contexts.xml
958 Aug 05 2010 19:12:34 Applications.xml
28010 Aug 05 2010 19:12:45 Roles.xml
122761 Aug 05 2010 19:12:45 Users.xml

Directory of disk:/activemg-data
4096 Jun 10 2010 02:34:03 localhost/
Directory of disk:/activemg-data/localhost
0 Jun 10 2010 02:34:03 lock
4096 Jun 10 2010 02:34:03 journal/
4096 Jun 10 2010 02:34:03 kr-store/
4096 Jun 10 2010 02:34:03 tmp_storage/

Directory of disk:/activemg-data/localhost/journal

33030144 Aug 06 2010 03:40:26 data-1
2088 Aug 06 2010 03:40:26 data-control

Directory of disk:/activemg-data/localhost/kr-store

4096 Aug 06 2010 03:40:27 data/
4096 Aug 06 2010 03:40:26 state/

Directory of disk:/activemg-data/localhost/kr-store/data

102 Aug 06 2010 03:40:27 index-container-roots
0 Aug 06 2010 03:40:27 lock

Directory of disk:/activemg-data/localhost/kr-store/state
3073 Aug 06 2010 03:40:26 hash-index-store-state state
51 Jul 20 2010 21:33:33 index-transactions-state
204 Aug 06 2010 03:40:26 index-store-state
306 Jun 10 2010 02:34:03 index-kaha
290 Jun 10 2010 02:34:03 data-kaha-1
71673 Aug 06 2010 03:40:26 data-store-state-1
0 Jun 10 2010 02:34:03 lock
Directory of disk:/activemg-data/localhost/tmp storage
No files in directory
Directory of disk:/target
4096 Aug 04 2010 23:15:20 logs/

Directory of disk:/target/logs

0 Aug 04 2010 23:15:20 ProfilerPDP.log

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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WM EXeEc o= F

BiEa<w YR
exit

EX DA
T4+
avo kR E—F

BEREDHL FF1

3l

EEa< R

2208 Aug 05 2010 11:54:26 ProfilerSensor.log

Directory of disk:/lost+found

No files in directory

Usage for disk:

filesystem
8076189696 bytes total used
6371618816 bytes free

15234142208 bytes available

/admin#
avy kR L]
delete Cisco CDA +— LD 7 7 A L ZHIBEL £7,

Cisco CDA =06 u 70 NSEDHZET, 77T 47 RREy v a B TTLHN, o
T4 X2l —TaryET—FnH 1 D2LEOF—F LULICEITT 21013, EXEC £— FCexit 22 N

ZfEMLET,

exit

FIERLF—U—FiEdH Y HA,

77 4 P OBEREIEH D EE A

EXEC

EXEC F— RFTexit 2~ FEHH LT, (CiscoCDA YV —R%20 777 F22L7T) 777477
oL arERKRTTAEN, 27 4 FXal—Yary EB— ML EOE—RIIBITLET,

/admin# exit

/admin#

avwv kR 7L

end a7 4 Fal—rary E—REETLET,

exit a7 4FXalb—vary ®T—RFRERIZEXECE—FEKTLET,
Ctrl-z a7 4 Fal—vary BT—REETLET,

Il Cisco Context Directory Agent, Release 1.0 f Y X kL—¥av/avI4F¥alb—Yav HAF
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forceout

WX DA

T2+

avwv kR E—F

HHEDHA K51V

il

halt

LS e
TIHILE
avry Rk E—F

BERLEDAA I

EXEC av>F M

22— % Cisco CDA V— X0 bnu 7o hEEBHZ LT, T T 4 TRMRYE v a v a2l
T&E® 5121, EXEC ®&— R T forceout =~ > FAHEH L £,

forceout username

forceout BEDIAT L a— DT RTOEy g rZlfllcae 77w h5a
< K,
username a—YPOLHT, 31 XFETOHEKTETHRELET,

T 7 4V N OBEMEREIRDH U /A,

EXEC

EXEC &— KT forceout 2~ REHEHA LT, 2—VFDOT7 77477ty a U EZEHMOICKTSE
ij‘o

/admin# forceout userl
/admin#

VAT L EVxy v MUV LTUVAT AOEREZYSIIZIE, EXEC E— R CThalt a~ > REEHLE
7,

halt

FIERLF—U—FEHY THA,

T 7 4V N OBERLEIZH U EH A,

EXEC

halt =~ RZFETT AR, CiscoCDA DB, No 77 v 7 Hi, A VA=, Ty T T L—F,
F I ITHIBREEE FITHR TRV L 2R L EJ, Cisco CDA NI HDOWTINDOEIEEZIT- T
L halt 2~ FEFETTDHE, WOWVWTNNOEERX v E—UNREREINET,

WARNING: A backup or restore is currently in progress! Continue with halt?

WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

[ oL-26299-01-J
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WM EXeEc o= F

i

EEa< R

help

B DEEA

T4+

T
H
I
™.

avy

BEREDAL K1

THLEDOWTNDOEENFRENTZEES., VAT LAEREKRTT 5121 Yes &AL, MK T %2
Fr oA TAHIZIE N EASNLET,

halt 2~ > FEFEHA L&, FRERREINEZEEA -V LT Yes E AN LTz EEIC
TANETEINTWRWEAIZIE, Cisco CDA MBHRD AT Y 9 v if@“éﬁé%%kéniﬁ

Do you want to save the current configuration?

Yes AT L T, BETFD Cisco ACS 2> 7 4 Fab— g U Z{RIF L E9, Cisco CDA IZRD A v
U NEREINET,

Saved the running configuration to startup successfully

/admin# halt

/admin#
avwyFk iR
reload VAT LBV T—LET,

Cisco CDA % — O G D~V T 2 2T JMZHOWTDOFHMZERRT 5121E, EXEC £ — FT help =
~ FEEHLET,

help

FIERLF—U—FiEdH Y HA,

77 # v b OBEREIZH D EE A

EXEC
TRCOary7 4 FXal—yay E—K,

help =~ F&FTT 2 &, RIUKTF~NT VAT LORBERBANTRRSNET,

o BiEDa~v K E— FTHAFMERTIRTHOa~vy FE—ERRTDHITE, VAT L T 7 b
TR () ZADLET,

o BEDNFIITHESL A~ K URANEEST AL, BEOa~ F =2 M) OERIZ, &
B (2) ZANILET, ZO~ATOERIZ, ATNESNTERECHELIF—T— RNEIT 3[%(
P —ERRTEHEDT, V=K~ LT LI ET,

o =y NICHEMITIOLNTVEX—U—FBLUSIHKE —EXRTRTHIE, a2~ KT AT,
X —U— RELITFIEHORDVIZERMST (2) ZALEST, 2o~ ToRAIL, ¥ TICAAL
Favwry RRed—U—F, BXOBEICESWTHEHEN -V — FER 351 8E -BFErTD
DT, a<wy REX~VT LI ET,

Il Cisco Context Directory Agent, Release 1.0 f Y X kL—¥av/avI4F¥alb—Yav HAF
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EXEC av>F M

{5l /admin# help
Help may be requested at any point in a command by entering
a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the
available options.
Two styles of help are provided:
1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.
2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

/admin#

mkdir

Cisco CDA H— NZH LWT 4 L7 MU ZERT 51213, EXEC £— FCTmkdir 2~ > K& H L E

\?AO
mkdir directory-name [disk:/path]
B DA mkdir TAVZ R EERTDa~v R,
directory-name BT 257 4 L7 b U DO&ART, 80 XFTETOERKETTHELET,
disk:/path T 4 V7 N YA disk/path O EFERLET,
T2XIE 77 4 b OBEREIEH D EE A
avy kK E—F EXEC

BRLEDHA FSMY T4 V7 NURAIZIE diskipath DX EFER L ET, £ 5 ThiFhX, disk:ipath DIEEPLETH 5
ZEERTZT—NRRINET,

1 /admin# mkdir disk:/test
/admin# dir

Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/

16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

4096 May 07 2010 12:26:04 test/

Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
/admin#

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
| oL-26299-01-J .m



%4F CiscoCDAaTYFUYI7LYR |

WM EXeEc o= F

BEEavwY R avw> kR HL
dir CDA YV —NREDOT7 7 A NE2—EEKRLET,
rmdir BFEOT L7 MY ZHIBRL £,
nslookup

Cisco CDA h—NZH D U E— b VAT ADKA M ERZET 5I12iE. EXEC £— KT nslookup =
<~ REMEHLET,

nslookup word

EX DN nslookup VE— K ATADIP T FLAFERIIFARA M ERKRTRa~vr RN,
word VE—h SAFLDIPvA T FLAFFIZARA MM, 64 LFETOEKFT
BELET,
T4 T 7 4V N OBERLEIZH D FHA,
avwYkF E—FK EXEC

HHEDHA K51V 7L,

] #11

/admin# nslookup 1.2.3.4

Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms
Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found: 3 (NXDOMAIN)
Received 127 bytes from 171.70.168.183#53 in 1 ms

/admin#

Bl 2

/admin# nslookup 209.165.200.225

Trying "225.200.165.209.in-addr.arpa"

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 65283

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: O

;; QUESTION SECTION:
;225.200.165.209.in-addr.arpa. IN PTR

;; ANSWER SECTION:
225.200.165.209.in-addr.arpa. 86400 IN PTR 209-165-200-225.got.net.

;7 AUTHORITY SECTION:
200.165.209.in-addr.arpa. 86400 IN NS nsl.got.net.
200.165.209.in-addr.arpa. 86400 IN NS ns2.got.net.

Received 119 bytes from 171.70.168.183#53 in 28 ms

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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EXEC av>F M

/admin#

patch install
patch install =~ > Ri%, CLI 7> patch install =2~ > REFETT AR/ ED /) — K ETOART 7Y
T=var DNy F N R A=V LET,

TV r—=a DRy F N RVEA VA R—LT 5%, EXEC £— KT patch =~ > R&ffi A
LET,

patch install patch-bundle repository

XX DA patch TOawYRE, VAT AR FERRT IV r—var Ny FEA VR
=1 LE7,
install T r— g OBEEDRyF N RAVEA VA M—LTDHavr R,
patch-bundle Ry F N RV T 7 AN4, 255 LFETORKEFTTHELET,
repository URY b U4, 255 UFFE CORKTTHELE T,
TIALE T 7 AN N OBERMHEITH Y EH A
avY R E—F EXEC

EHEDHM FS4Y TV =2 a VOREDNR Yy TF N RVEA VA=V LET,

BFEONRyFLOENNA=Da DOy Foef A=V LEIETDHE ROTT— A yE—DNR
KRENET,

o

% Patch to be installed is an older version than currently installed version.

GE) ZORyTF ARV avwr FEEMLTRyFEAL X M—=AT DN, £O/Ny FITMHET D
JUV—=R J=hTHRyFOAL A=A FIREZZRTILERDHY £, VI =R /=M, £D
Ny FaA A= NTHEDICEFSNICEHERFIARGENTEY . TR BERH Y £7,

%11
/admin# patch install cda-patchbundle-1.0.0.010.i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...
Saved the ADE-0S running configuration to startup successfully
Initiating Application Patch installation...

Patch successfully installed

/admin#

Bl 2

/admin# patch install cda-patchbundle-1.0.0.010.i386.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? no

Initiating Application Patch installation...

Patch successfully installed
/admin#

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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WM EXeEc o= F

pgdEa<w R

%l 3
/admin# patch install cda-patchbundle-1.0.0.010.i386.tar.gz disk
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...

Saved the running configuration to startup successfully

Initiating Application Patch installation...

% Patch to be installed is an older version than currently installed version.
/admin#

avwUFk B

patch remove TTV = a VORBED/NNyF N KL AN—U g VEHIERT S o
<~ R,

show version BER—RERNTWEY 7 h =7 OA—=Y a VT HEHRE L b
W, "—FRo =7, BEXOTAAS REREERLET,

patch remove

DA
T4+
avy kR E—F

HEREDHA K51

S

GE)

T7V =2 a VOREDNRyF N RV Ve CEEIBRT DICIE, EXEC £— R T patch 2~ K%
HHLET,

patch remove word word

patch COa=wyRiE, VAT ARy FERFT TV r—vary RoFEA R
F—nLET,

remove TV — g OEEDNNyF RN N RXR—= g U EHIRTAa~v R,

word Ny FEHBRT BT 7V r—v 3 O4HE, 255 LT E TOREKTTIREL
F7,

word HIBRT By FON—V a v FR, 255 LTFETORETTHRELET,

77 4 P OBEREIEH D EE A

EXEC

TTV = a Y OREDSy F N R ERHIBRLET,
A YA P=AERTNRW Sy FEHIBRLE D LT DL, ROTT— Ay e—YRFRENET,

[

% Patch is not installed

ZONyFHIFRa~v FEFHL TRy TF2rn— Ry 7T HEMHT, Oy FIfET DY U —2A
J—hFTARyFou— Ny I FEESRTHILERHY £, VY —R /— ML, LLEiA A
M=V ENT=RyFea— Ny 7T HEDICEFHTINCEERFIENEETNTEY, ZRICHEI HE
NdHY E4,

Il Cisco Context Directory Agent, Release 1.0 f Y X kL—¥av/avI4F¥alb—Yav HAF
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3l

pgdEa<w R

ping

EX DA
T4+
avY R E—F

EXEC av>F M

Bl 1

/admin# patch remove cda 3

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled

/admin#

Bl 2

/admin# patch remove cda 3
Continue with application patch uninstall? [y/n] y
% Patch is not installed

/admin#

avwy R L]

patch install T r— g L DEBEDNSF N R B A N—LT B av
]\\‘O

show version BAR—FRFENTWAY 7 R 27DONRA—T g AT 5EHRE LD
2. N—Fu =7, BT S A FREERLET,

VE—h VAT L EOEKRNR IPVA F v NV — 27 OGN 229 51213, EXEC £— T ping =
~V REfEHLES,

ping {ip-address | hostname} [df df] [packetsize packetsize] [pingcount pingcount]

ping UE£—hFIP 7 FL A% ping 523~ F,

ip-address PING #F4T DV AT LD IP 7 FL A, 32 LT E TOFKTTHRELE
K

hostname PING #HEITT D5V AT LADKRAR MM, 32 XFETORKEFETHELET,

df RNry b 77X T—a BT AT,

af Ry N 77 AT —va v ERIETAEAE. HE LICREL, 7—
ARy N T T 7 A0 M 586122, DF % ELZ2WEEIT3 I
BELET,

packetsize PING /X% v h®OH A X,

packetsize PING /3% v hDOH A X% 0 ~ 65507 O#iPATHE L £,

pingcount PING = = —ZR DL,

pingcount PING = 2 —ZRD¥ % 1 ~ 10 OFFTHEL £7,

77 4V b OBEREIZSH D EE A

EXEC

[ oL-26299-01-J
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WM EXeEc o= F

BRLEDAA R34V ping =~ NiE, =a—BRATy 2T FLRIEEL T, ISEE2/HHBET, PING i, & A
b ASDRADEFENE, NADBIE, RA MIBIEATRRNE ) AT T 5 DICEIL B E T,

{5l /admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2
PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.
18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms
18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms

--- 172.16.0.1 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2

/admin#
EEa<UF avv kR L
ping6 UE— bk IPv6 7 KL A% ping LE7,

ping6
IPv4 @ ping & FIEkIZ, EXEC E— KT IPv6 @ ping6 =~ F&H L £,

ping6 {ip-address | hostname} [GigabitEthernet 0-3][packetsize packetsize] [pingcount

pingcount]
WX DR ping JE—FIPV6 7 KL 2% ping +5 <>k,
ip-address PING #1775V ZAF LD IP T FL A, 64 XFETOWHKFTHEL E
¥
hostname PING #F4T T DV AT LDKRA M, 64 LFETORBLFTRHELET,
GigabitEthernet f—YVRXy N A FZ—T A A,
0-3 A =Py M AU F =T A ZAEFERNLET,
packetsize PING /X7 v hDH A X,
packetsize PING /37 v OH¥ A X% 0 ~ 65507 OFFH THE L ET,
pingcount PING = = —HZR D %%,
pingcount PING == —ZRDH A 1 ~ 10 O#HTHELE T,

avyEFI4NLE T 7 4V N OBEREIRDH U EH A,

avwv kR E—F EXEC

BRLEDAA R34V IPv6 @ ping6 =t~ NiX, =a—HRN 7 v M7 FLRIZEF LT, IWEE2FEHE T, PING HH
X, BRSO ZAOEEME, NAOBIE, KA MIBIFEFEEDE 9 D& 5 DIC&ELH F 7,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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3l

reload

XX DEE

T4+

EXEC avw Y F

IPv6 @ pingé =~ > Fi%, BEFFD IPv4 @ ping 2~ > RIZHEEL L TWE$, pingé =~ Fix, IPv4
ping D7 Z 7 AT —vay (IPvd O df) 7Y ar Y R—FLERANR, 723 TA o H—

TaA AEEETEET, AV F—TxA A F T avid, BA v F—T oA XACEEDOY 7
2—#H/L 7 N AT ping TAELEIZHZTY, packetsize =72 3 > & pingcount 47 3 X,
IPv4 =~ FOBFE L RRICHEE L ET,

Bl 1

/admin# pingé

PING 3ffe:302:
:20c:29ff:

3ffe:302:
64 bytes
64 bytes
64 bytes
64 bytes

--- 3ffe:

/admin#

Bl 2

11:2
from
from
from
from

3ffe:302:
11:2:20c:

3ffe:302:
3ffe:302:
3ffe:302:
3ffe:302:

11:2:
29ff:
feaf:
11:2
11:2
11:2
11:2

20c:29ff:feaf:dal5
feaf:da05(3ffe:302
da05 eth0O: 56

:20c:29ff:
:20c:29ff:
:20c:29ff:
:20c:29ff:

302:11:2:20c:29ff:feaf:dal>b
4 packets transmitted,
rtt min/avg/max/mdev =

/admin# ping6

PING 3ffe:302:
3ffe:302:11:2:

18 bytes
18 bytes

from
from

3ffe:302:
11:2:20c:
20c:29ff:
3ffe:302:
3ffe:302:

4 received,

feaf:
feaf:
feaf:
feaf:

ping

:11:2:20c:29ff: feaf:

data bytes

da05: icmp seqg=0 ttl=64
da05: icmp seg=1 ttl=64
da05: icmp_ seqg=2 ttl=64
da05: icmp seqg=3 ttl=64
statistics ---

0% packet loss, time 3118ms

0.065/0.221/0.599/0.220 ms, pipe 2

11:2:
29ff:
feaf:
11:2:
11:2:

20c:29ff: feaf:dal5
feaf:da05(3ffe:302
da05 eth0: 10

20c:29ff:feaf:dal5:
20c:29ff:feaf:dal5:

data

GigabitEthernet 0 packetsize 10 pingcount

:11:2:20c:29ff: feaf:
bytes

--— 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---
2 packets transmitted,
rtt min/avg/max/mdev =

2 received,

0% packet loss, time 1040ms

0.073/0.073/0.073/0.000 ms, pipe 2

da05)

time=0.
time=0.
time=0.
time=0.

da05)

from

599
150
070
065

from

ms
ms
ms

icmp seg=0 ttl=64 time=0.073 ms
icmp seg=1 ttl=64 time=0.073 ms

/admin#
avyvFk B
ping JE—RIP 7 FL 2% ping LET,

Cisco CDA AXb—F 4 7 VAT A& a— RFT5(2iE, EXEC £E— R Creload =~ REFHL

£,

reload

FIERLF—U—FiEdH Y HA,

77 4 P OBEREIEH D EH A

EXEC

[ oL-26299-01-J
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WM EXeEc o= F

HEREDHA K51

3l

EEa< R

restore

reload =~ RIZv AT %2 7—hLET, v 74 Falb—vaERE2 77 A VAL, CLI
CEFAL T A Fal—a v h KB AR — R T T v 7 4 Xal— g0 ’{%T?L\ Web &
Ha—P AL X —T 2 A By a DT XTOREZIRIE L%, reload 2~ FE2EHLET,
reload =~ K& ETT HHIIZ, Cisco CDAN, Ny 7T v 7 Hi, A VA=, Tv7TL—
R, F2I3HIBR B EZ FITHP TRV & 218 L E9, Cisco CDA BRI HDWTHNDEIEEZIT -
TWa i reload 2~ > FEFETTHE, RONTNIOEERX v E—URRREINET,

WARNING: A backup or restore is currently in progress! Continue with reload?

WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

INLOWVWTNDOEENLIRINTZGA, VAT LAEMEIK T 5120 Yes E AL, S@Hl&T %
Xy AT HITIEN EANLET,

reload =~ REZFA L&, FRRRRENTZEEA v E—IZH LT Yes E AN LTz E X
2t ANFEITINTOARWEARIZIE, Cisco CDA 2HIRDOA T v a v ﬂ‘ﬁ“éﬂ?g%ﬁ%?kéﬂi‘?

Do you want to save the current configuration?
Yes E ASJL T, BEFED Cisco ACS 2> 7 4 ¥ b —3 a2 RFELE T, Cisco CDA [ZRD A v
T—URERINET,

Saved the running configuration to startup successfully

/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

/admin#
avwv kR 7L
halt VAT LA ET A E—T I LET,

HiElD Ry 77 v 7 H2E LT HI21E, EXEC £— R Trestore 2~ FaMH L3, ExEfETIX
Cisco CDA 7217 T72< ., Cisco ADE OS B#E D7 — % 1t X E 3, Cisco CDA DHDOT 7V 4r—
Tary T—HDLURIDNY I T v %1’271:?%’) X, EXEC *£— R application =~ > K% restore
a<w 2 NIZEBEMLET, ZOBREHIRTAI2E,. Z0oa~vr Rono BRXEHEHLET,

WDa~< Ruff LT, Cisco CDA 77V 77— 3 B X Cisco ADE OS [CHT 55 — % 218
gL LET,

restore filename repository repository-name
WDa<y REEHLT, CiscoCDA 77V r—y g NZORBEEST LT —ZE2H T LET,

restore filename repository repository-name application application-name
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WX DA

T2+

avy kR E—F

HHEDHA K51V

il

pgdEa<w R

EXEC av>F M

restore VAT AEBEIETHav R,
filename VARY MVICHFET DN I T T T3 ANDT 7 A N4, 120 LFFET
DRBFTTHRELET,

GE) 77 AN4D%KIT, targpg & WO IKETF AT 2 MERH Y £
(myfile.tar.gpg 72 &),

repository repository =¥ K,

repository-name Ny 72T TmbETT 5 VR MU DT

application application =¥ K,

application name BT HT7 TV r—vay T—2O4H, 255 XFETOEBTTHEL
£7

T 7 4/ N OBEERLEIRDH U /A,

EXEC

Cisco CDA Tt a~yr R&H4 25 &, Cisco CDA — "N HEEICHEHEE L 3,

F— X OETTRFIIE, X —3A 7> a T, BB —%2#RMHE L O RWLRHTIONR Yy 7 7 v 7 &
R—FT 2854, B5¥—72 L T restore =~ FEFEHTX £,

/admin# restore mybackup-100818-1502.tar.gpg repository myrepository application cda
Restore may require a restart of application services. Continue? (yes/no) [yes] ? yes
Initiating restore. Please wait...
CDA application restore is in progress.
This process could take several minutes. Please wait...
Stopping CDA Watchdog...
Stopping CDA Application Server...
Stopping AD Context Manager...
Stopping AD Context Observer...
Stopping CDA Logger...
Starting CDA Watchdog...
Starting CDA Application Server...
Starting AD Context Manager...
Starting AD Context Observer...
Starting CDA Logger...
Note: CDA Processes are initializing. Use 'show application status cda'
CLI to verify all processes are in running state.

/admin#

avwy R i eA

backup (Cisco CDA B LUt Cisco ADEOS) RNy 77 v %I4T LT, D
Ny T v TH2VERY FNVIRELET,

backup-logs VAT A alE Ny T v LUET,

repository Ny 2T v T ERETHEDICVRI MY 77— FRICAD £,

show repository BEDYRY N IICh BTS2/ T v T T AV ERRLE
7

show backup history VAFADNY I T TIREEF R LET,

[ oL-26299-01-J

Cisco Context Directory Agent, Release 1.0 f Y X FL—Yav/avIq4Falb—Yarv 4 F



F4=

CiscoCDA a7 F )I7L>R |

WM EXeEc o= F

rmdir

WX DA

T2+

HHEDHA K51V

]

BEFOT 4 L7 M ZHIBRT 521X, EXEC £— FTrmdir =2~ FZ2ERLET,

rmdir word

rmdir BEOT L7 N EREIBRT < R,
word Ta4L7 M4, 80 XFETOEKTTHELET,

T 7 4/ N OBEEREIRDH U /A,

EXEC

2L,

/admin# mkdir disk:/test
/admin# dir

Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/

16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

4096 May 07 2010 12:26:04 test/

Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
/admin#

/admin# rmdir disk:/test
/admin# dir

Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 logs/

16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available
/admin#

A4 F
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CiscoCDAavR> R )I27LYR

show

WX DA

EXECc aw>F N

avy kR L]
dir CiscoCDA =Rt 7 7 A NEZ—EEKRLET,
mkdir HLWT L7 B BERRL E9,

FATV AT AOEREFR/RT HI121EL, EXEC £— FTshow 2~ FEMHL 9, show =~ Kid,
Cisco CDA REDRRIMHT 5. mbEfLa~v RD 1 DTY,

# 43 Davr FEFHATHAIE, 72 & 21E show application status @ L 9 (2, show 2~ FDOH#

2% — 0 — REHET S BERH Y £, MO show 2+ KT,

show application version ® X

I, F—T— FORICHIBEITLEEEZRETHIHLERNDH Y T,
F_T? Cisco CDA show =1~ ROZFEMMZHOWTIL, Ishow =2~ K] (P4-49) 2L L Z&

AN

show keyword

# 4-3 TiX, show a2~ FOEHEZRLET,

= 4-3 show a7 Y FOEH

avy K EY

application AVAR=NLENTWETF Y r—a AT AER (AT —F AERSe

(F—U— R3%EE)2

N=Ua UERRY) 2F2RLET,

backup
(F—U— R348

Ny 77 v FICHETHEREERLET,

cdp
(F—U— R348

H%h7 Cisco Discovery Protocol A > ¥ —7 = A AT HEHREFRLET,

clock

AT L vy 7 OWER, B BEZ RS, BLOEERRLET,

cpu CPU E#HERRLET,

disks FARIDT 7 AN VAT AERERFTLET,

interface Cisco ADE OS IZREREENTNDETRTDA v Z—T = A AZDONTOHHE
WMERTLET,

logging VAT LAOuRX U TIERERRLET,

(F—0— FHLE)

logins
(F— 10— RA 23

VAT LAOR T A VIERER R LET,

memory

FETPOFT_RTOTr AL ARV ENEEZRRLET,

ntp Xy NT—=2 ZA L Fubal (NTP) ODRAT—F A &R R LET,
ports TIT AT = NeZETHITRTOTreRAE KR LET,
process Cisco CDA = D7 7T 4 77 u v ACET A EREF T LET,
repository BEEVRS NI DOT7 7 ANVONEER T LET,

(F—1U— R L)
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WM EXeEc o= F

* 4-3 show OTY Y FDEH (FKEE)
avwy KR! B
restore Cisco CDA —"OELEREZ R R LET,

(F—1U— R L)

running-config CiscoCDA —NOBEDEITFa Ly 7 4 Xal— gy 77 A VONKEFR

LET,
startup-config CiscOCDA Y —RDAZ— R T v T ar7 4 FXal—a  ONFEEXFLE
‘é—o

tech-support MEZHE T2 & &2, TAC ICREEAER I AT AMERB LU= 7 4 F 2

L—ra UiERERTILET,

TIHILE

™.

H
I

™.

avy

BERLEDAS K1Y

3l

ssh

terminal HIEDOWERBIBMOMAE I 74 Xalb—ay NTRA—XOBREICHET AEHR
ZFRRELET,

timezone Cisco CDA H— RO #HA2E R LET,

timezones Cisco CDA Y— T A RER T X CORRIH 2 Frn L5,

udi Cisco CDA @ Unique Device Identifier (UDI) (ZB4+ 21E#HEZHERLET,

uptime 074 L TWAHY AT ANERL T 0B E2F 7™ LET,
users HEn 74 L Tnba—FoFHfesErLET,
version AVA =L ENTWAT I r— g0 D=2 g IETAHIEREFRL

i‘j_o

1. ZoORIIHDa~vy FEEMRTHHAX, 72 & 21X show application ® X 512, show 2~ FOKIZF—T— K
ERETHILERD D T,

2. —#Ed show =2~ FTiX, show application version ® & 912, ¥—U— RORKRICHIEE - IEKE2BET 24
BWRHVET, ZOshow I i, YAT LA VA=A ENTWET TV r—arOR—=Y g U aRoR
L E7 (Ishow application] (P.4-49) #&M),

T 7 4V N OBERLEIZDH U FH A,

EXEC

T R_RTO show 2~ Rk, HWRET A0 <t 1 2OF—TU— RAKLETT,

/admin# show application

<name> <Description>
CDA Cisco Context Directory Agent
/admin#

VE—F VAT LEFLENT-EYy a3 VERBT 5I21E, EXECE— RTssh a~v > FEEHL
ij—o

ssh [ip-address | hostname] username port [number] version [1 | 2] delete hostkey word
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EXEC aw>F N
BX DA ssh UE—h VAT LALEDOBbENT-E Yy v a v EET D a~< U |,
ip-address VE—K AT LDIPT RLRA, 64 XFFTOEBFETHELET,
hostname VE—h VAT LDKA M, 64 XFFETORKETTHRELET,
username SSH 2/ LCr /A > LT b a—Fpa—W4,
port [number] (EE) VE—bF AAFDOKR—FEZFEZRLET, 0~ 65,535 OFHCTHEE
LET, 7744 ME22 TY,
version [1 | 2] EE) N—YarFEEaRrLET, T74LME2 TF,
delete hostkey FEDKRZ D SSH 7 4 H—7V > F&HIRLET,
word UE—F AT LD IPVA 7 RLAEITARA M, 64 LFE TOREBFT
BELEd,
TIAILE FLLZ e
avv K E—F EXEC (Admin F 721 Operator)
ERALEDHS RS4Y ssh 2~ FiE, VAT L2050 F—F VAT LAFERT—ND, BRI -85 2 et
LEd, 2oL, BEAEE(LEND HERWT Telnet D7 7 kX7 o NG & [REEOHERE 2 12
L EF, SSHZ 747> ME, BFEB LU ELICE Y, EEXFaThry NT—7 ETEX 2T
IBEENTEET,
i i1

tech

WX DA

/admin# ssh cdal admin
admin@cdal's password:
Last login: Wed Jul 11 05:53:20 2008 from cda.cisco.com

cdal/admin#

#l 2

/admin# ssh delete host cda
/admin#

BRIy NI —0 A F =T A A LD NG T 4 v 7% H 7T 5I101F, EXEC £— R T tech =
~Y NEfEHLET,

tech dumptcp <0-3> count <package count>

tech TAC 2= K,

dumptcp TCP Ry r—Vhkayy— Xy 7FT5av s R,

0-3 XYy b A= Xy b AU F =T oA ZADFEZ (0005 3),

count BRRN =Y IO MERELET, T 740 Mt (EHIR) T3,
package count 1 ~ 10000 %K — bk LET,
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WM EXeEc o= F

TIHILE

BERLEDAS K1Y

]

2T,

EXEC

tech dumptep 7T ARE UDP F = v 7 h 2 EENKRRINTHBBERWEERH Y £7, tech
dumptep =~ > KX, 1 —¥ Ry b w177 vy P 2B L TR TTDHEIIC, BE Ty MERE
LET, BIEOKRBGOA —V2y F FoAx, BEATFy bOF=v 79255 HLET, L
MoT, ANV —=FT AT VAT A YT N7 AX v 7GR EIT O ER A, TORD, ¥EN
7y MIARRUDP F =y 7 HANESINDH2DEF—BHUICEIS Ao s Z & TT,

cd-pos-devl7/admin# tech dumptcp 0 count 30

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on eth0O, link-type EN1OMB (Ethernet), capture size 96 bytes
10:27:32.923319 IP (tos O0x10, ttl 64, id 1377, offset 0, flags [DF], proto: TCP (6),
length: 92) 10.77.122.201.22 > 10.77.204.132.3142: P 165

9025089:1659025141 (52) ack 793752673 win 12144

10:27:32.923613 IP (tos O0x10, ttl 64, id 1378, offset 0, flags [DF], proto: TCP (6),
length: 156) 10.77.122.201.22 > 10.77.204.132.3142: P 52

:168(116) ack 1 win 12144

10:27:32.940203 IP (tos 0x0, ttl 55, id 12075, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.43876:

13150 NXDomain* g: AAAA? cda-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:32.952693 IP (tos O0x0, ttl 119, id 52324, offset 0, flags [DF], proto: TCP (6),
length: 40) 10.77.204.132.3142 > 10.77.122.201.22: ., ck
sum 0x4ed3 (correct), 1:1(0) ack 168 win 64192
10:27:33.201646 IP (tos 0x0, ttl 64, id 39209, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.50340 > 72.163.128.140.53: [b
ad udp cksum b8a2!] 49140+ AAAA? cda-201.cisco.com. (35)
10:27:33.226571 IP (tos O0x0, ttl 55, id 26568, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.50340:

49140 NXDomain* g: AAAA? cda-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:33.415173 IP (tos 0x0, ttl 64, id 39423, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.56578 > 72.163.128.140.53: [b
ad udp cksum 8854!] 62918+ AAAA? cda-20l.cisco.com. (35)
10:27:33.453429 1P (tos O0x0, ttl 55, id 12076, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.56578:

62918 NXDomain* g: AAAA? cda-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:33.579551 arp who-has 10.77.122.120 tell 10.77.122.250
10:27:33.741303 IP (tos 0x0, ttl 128, id 21433, offset 0, flags [DF], proto: UDP (17),
length: 306) 0.0.0.0.68 > 255.255.255.255.67: BOOTP/DHC
P, Request from e4:1£:13:77:13:34, length: 278, xid:0x1377f72b, flags: [Broadcast]
(0x8000)

Client Ethernet Address: e4:1£f:13:77:13:34 [|bootp]
10:27:33.788119 IP (tos 0x0, ttl 64, id 39796, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.43779 > 72.163.128.140.53: [b
ad udp cksum 2ffc!] 32798+ AAAA? cda-201.cisco.com. (35)
10:27:33.812961 IP (tos O0x0, ttl 55, id 26569, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.43779:

32798 NXDomain* g: AAAA? cda-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:34.003769 IP (tos 0x0, ttl 64, id 40011, offset 0, flags [DF], proto: UDP (17),
length: 63) 10.77.122.201.23267 > 72.163.128.140.53: [b
ad udp cksum 2e85!] 18240+ AAAA? cda-201.cisco.com. (35)
10:27:34.038636 IP (tos 0x0, ttl 55, id 26570, offset 0, flags [none], proto: UDP (17),
length: 123) 72.163.128.140.53 > 10.77.122.201.23267:

18240 NXDomain* g: AAAA? cda-20l.cisco.com. 0/1/0 ns: cisco.com. SOA[|domain]
10:27:34.579054 arp who-has 10.77.122.120 tell 10.77.122.250
10:27:34.927369 arp who-has 10.77.122.42 tell 10.77.122.40
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CiscoCDAavR> R )I27LYR

telnet

WX DA

T4+

BERLEDAA K1Y

3l

EXEC avw Y F

10:27:35.727151 IP (tos O0x0, ttl 255, id 64860, offset 0, flags [none], proto: UDP (17),
length: 317) 0.0.0.0.68 > 255.255.255.255.67: BOOTP/D
HCP, Request from 3c:df:1e:58:0f:c0, length: 289, xid:0x161504, flags: [Broadcast]
(0x8000)

Client Ethernet Address: 3c:df:1e:58:0f:c0 [|bootp]
10:27:36.190658 CDPv2, ttl: 180s, checksum: 692 (unverified), length 384

Device-ID (0x01),
30 packets captured

30 packets received by filter
0 packets dropped by kernel

cda-201/admin#

length: 12 bytes: 'hyd04-1lab-SW'[|cdp]

Telnet Z# ¥R —h L TCWHFRA MZa 71 3 5I21%, Operator (=—) F721X EXEC £— KT
telnet =~ > REMFEHALE T,

telnet [ip-address | hostname] port number

telnet Telnet # ¥R — FFTH5FZ2 Na s Ao+ 5avw R,
ip-address VEeE—h VAT LDIP 7 FL A, 64 XTETOXEKTTHELET,
hostname VE—h VAT LDKRA MM, 64 XFETOEKFTHEELET,

port number

LETS

(ER) VE— M AAPDOFR—FEEZRLET, 0~ 65,535 OHFETHE

77 4V b OBEREIESH D EH A

Operator
EXEC

2L,

/admin# telnet 172.16.0.11 port 23

cda.cisco.com login: admin

password:

Last login: Mon Jul 2 08:45:24 on ttySO
/admin#

terminal length

BIEEDOE v v a2 CORIEDE KB EDOITH AR ET 5121%. EXEC £ — KT terminal length =~ >~

Rz L E9,

terminal length integer
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WM EXeEc o= F

DA
FI74I+
avY R E—F

BEREDAL T4

3l

terminal session-timeout

DA
FI74I+
avyv kR E—F

HEREDHA K51

i

terminal WRITRT A—FEHRETHa~v K,

length BEOE v v a i 2BAOHKE I EOITHREFRET Ha~v R,

integer W DOITE, 0~ SIL{TOHMPETHELET, 0 2i5ET5 &, HUBEEM
TO—WHEIENT 4 =T M7 £,

24 97

EXEC

A7 L3 length OEZ N LT, EE@EHEOH AR —FHFIE$ 57 4 I 72 RELET,

/admin# terminal length 0

/admin#

TRTCOEYy v a IR THMIEE X A L7 U M ERET 512X, EXEC £ — R T terminal
session-timeout =~ FZfEH L £9,

terminal session-timeout minutes

terminal

AT ST A—5 HBRET 57 K,

session-timeout

TRTOEy v a VOEFEHHZA LT U FERET DAY,

minutes BWIRENZ A LT U OB ERELET, AZRFMHIZL, 0~ 525,600 T
T, Be (0) 2FETDEXALTUNBT 4 B—T IR ET,

30 47

EXEC

terminal session-timeout =~ > K2 ¥l ETDHE. XA LT U FBRRESINETHA,

/admin# terminal session-timeout 40

/admin#

avyo kR

A

terminal session-welcome

VAT AT A T HTRTCOI—FIZERINDIOAA v E—
BEUAT HIERELET,
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terminal session-welcome

LS e
TIHILE
avy Rk E—F

BERLEDAA K1Y

3l

BEgEa< K

EXEC av>F M

VAT AT AT HTRTCOI—FICRRINDIHUIA v — V% VAT AMIHET DT,
EXEC &— R T terminal session-welcome =~ > RZfEfH L £9,

terminal session-welcome string

terminal

WA T A—H ERET H A~ R,

session-welcome

VAT AR A T T RTOA—FICERENLPMA vE—
EUATFAIRETHavL R,

string

MAA vy =, 2,048 FTOEBFTHELET,

T 7 4V N OBERLEIZDH U FH A,

EXEC

2,088 LFETOA v E—VEBELET,

/admin# terminal session-welcome Welcome

/admin#

avwy kR

A

terminal session-timeout

FTANTOEy v a /LT, BIFEZ A LT U b 2RELET,

terminal terminal-type

BXDERH

TIHILE

HEDY v a v OBREORBRICHERE SNDMMARKDZ A F2IEET 5%, EXEC £=— KT terminal
terminal-type =~ > RZ2fEH L £7,

terminal terminal-type fype

terminal

WART/ ST A—5 2 RET 52~ K.

terminal-type

R SNDWMKD I A TEIFET DA~ R, 7740 bOWAKS A
71X VT100 T,

type WRDARIE XA T EEFR L, TOY—ERAOX A TaEMTHHE R
MZLDuiRRrI v =—vaZ#HF LET, 80 LFFE TOHFEEKTT
BELET,

VT100
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F4=

WM EXeEc o= F

avwv kR E—F

HHEDHA K51V

i
traceroute
XD
FI+IEF
avykF E—F

BERLEDAA K1Y

]

undebug

XX DEE

EXEC

T 7/ b VTI00 L B2 2856, MRKFA TE2RLET,

/admin# terminal terminal-type vt220
/admin#

INT oy RIRSESEDT R L RIZHEE S ND & ZICERICH AL — M ERT 512i%, EXEC E— T
traceroute =~ FZ AL £7,

traceroute [ip-address | hostname]

CiscoCDA a7 F )I7L>R |

traceroute ST RLZA~D/ry DO — b EBET5a<w2 R,
ip-address VEeE—h YATLDIP 7 KL A, 32 XFETCOXEKTTHRELET,
hostname VE—F VAT ADKRA M, 32 LFETOEKTFTTHRELET,

T 7 4V N OEBERLEIZH U EH A,

EXEC

2L,

/admin# traceroute 172.16.0.11
traceroute to 172.16.0.11 (172.16.0.11),
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

30 hops max, 38 byte packets

/admin#

TRy THEEER T 4 B —T7 izt 5121, EXEC £— KT undebug =2~ > FEFHLET,

undebug {all | application | backup-restore | cdp | config | copy | icmp | locks | logging | snmp |
system | transfer | user | utils}

undebug Cisco CDA #—= DS ESERT T —OMB 2T =T NMIT Ha~v
[
all FTRCOT R T %T 4 8—T M LET,
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EXEC av>F M

application TV r—vary TrA,

e qll . TRCOT TV r—varDT Ny I HhET =TI LE
K

e install : TV r—a DA VA N—=NDTNRNy THIET 12 —7
Mz LET,

o operation : 77V r—a VEMEOT Ny TN ET 4 E—TiC L
iﬁ—o

o uninstall : 77V r— a3 DT A LAN=LADTF RNy TH I ET 4
=7z LET,

backup-restore Ty ANEN I T v TBIOETLET,
s all: Ny I T v TRIWMERT, IRXTCOTRNy TN ET 4 8—7
LIZLET,

. backup N I Ty TBIMITT, Nyl Ty T OT Ry I %
FA4E—=T M LET,

» backup-logs : Ny 7T v TBIWEILT, Nv Ty arlOF Ry
THHET 4 =7 M LET,

o history : Ny 7T v TFBIMNMERLT, BREOT ANy FHET 42—

T LET,
o restore : Ny 7T v TRBIWMELT, HOT Ny IH N ET 4 =7
LizLE9,
cdp Cisco Discovery Protocol =227 4 ¥alb— a3y 77 A/,

e all: 3 7C® Cisco Discovery Protocol 2> 7 4 Falb— 3 Ty
THhET 42— LET,

» config : Cisco Discovery Protocol D> 7 4 ¥al—vay T3y 7
HhuET 1 —7 M LET,

e infra : Cisco Discovery Protocol DA > 7 Z A NT 7 Fx Ty 7 H T
BT 4 =TI LET,

config a7 4FXalb—Tary 774,

e qll: T RTOaLy 7 4Xal—arOFNy I HhuaT 4 k&8—T7L
ILET,

o backup : Ny T v AT 4 FXal—arOT Ny ITHNET 4
=7 LET,

e clock: 7yl a7 4 Xal—alOFT NNy I HhETF 4k —7
LIZLET,

e infra: AT A4 X2l —val AT TANTIF Y DOT Ny T
AT 4= LET,

e kron: a<wY R AT Va—F ar7 4 Xal—varOo7r vy I
T4 =TI LET,

o network: Xy NI —V a7 4 FXal—arDF RNy ITHIET ¢
=7z LET,

o repository : VARV M) a7 4 Xal—valOT Ny THITET 4
=TIz LET,

e service: M—Y R a7 4 Xal—rarDOT NNy I HNET 42—
Tz LET,

[ oL-26299-01-J
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WM EXeEc o= F

copy ab’— aw K,
icmp ICMP mo—j8&pary 7 4 F¥Fal—val,

all . ICMP = a— 5 a7 4 X2l —2 a3 DT _XRTOT Ny IS %
F A= NI LET, 0~ T OB TLLZHRELET, 0IXEKR, 7%

FARTTT,
locks Vy—2nmvyf o,
e qll: T RTODYY—RAayvXr ZOF Ny ITHIET 4 EB—7 L
iﬁ‘o
o file: 77 AN BRI DT Ry THNET 4 2—T N LET,
logging a¥Xy/ ar74Xalb—vary 7rA,
all - aX o7 a7 4 X 21—y g DT _XRTOTFAAy ITHIET +&—
T LET,
snmp SNMP 27 4 Falb—vay 774/,
all :SNMP 220 7 4 X 2L —2 g DT _RTOTAAy ITHhET 1 &—7
MILET,
system VAT AN T A,
e all: TRTDOIVAT A T7ANDT Ny THhET 4 2—T LI LE
K

o id: VAT ALID OT ANy JWHNET 4 B—T M LET,

o info: VAT AEROT AR ITHNET =T NI LET,

o init : VAT LOPIULDT Ny TN ET 4 B—T M LET,
transfer 7 7 A VR,

user o —FE

o all: TRTCO2—VEHOT Ry THMN%ET 42— N LET,

e password-policy : /XA T — KK Y v—Da—HFEBROT Ny FH 1%
T4 —T NI LET,
utils a—FT 4 VT4 a7 4 FXal—ary TrAI,

all: T RTCOa—5T 4 VT4 a7 4FXFalb—arOF "y T Hh%
Faoe—T Mz LET,

T4+ T 7 4V OBELEIESH D T A,

T
H
I
™.

avry EXEC

HEREDHA K51 2L,

5l /admin# undebug all
/admin#

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
m. 0L-26299-01-J |



| $4% CiscoCDAaRYFK YI7LYR

EXEC av>F M

P i=iedVN S avwvk L]
debug Ay RRIOE T —E 72134 Ny b e RRLET,
write
CiscoCDA ¥ — D ar 7 4 FX¥al—raryzabt—, £x, ERIEET LI, #@YR515 %
£ LT EXEC £— KT write 2~ FEEHALET,
write {erase | memory | terminal}
EXDHNA write FITV AT AOEREZZ AL ZDDa~ > K,
erase AR— T v a7 F¥al—arEEELET, 2047 a ik,
Cisco CDA TIIMNIZ/e > TWET,
memory EITa 74X al—valrERF— R Ty T ar7 ¥zl —a il
abv—LEd,
terminal FEfTar 74 Xal—arvEgaryy—zar—_L%ET,
T4+ T 7 4V OWMIEREIZSH Y £ A,
avy kK E—F EXEC

ERLDHSL KS1Y Cisco CDA TliZ., erase =7 a > CI D write 2~ REMHAT D Z L I3ENIT/>THET,

erase 47> 3 CTwrite 2~ R&EHT 5 &, Cisco CDAIZIRDTT— A vb—UNEKRINE
7,

)

% Warning: 'write erase' functionality has been disabled by application: cda

3l Bl 1

/admin# write memory
Generating configuration...
/admin#

Bl 2

/admin# write terminal

Generating configuration...

|

hostname cda

i

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 10.201.2.121 255.255.255.0
ipvé address autoconfig

|

interface GigabitEthernet 1

shutdown
|

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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WM EXeEc o= F

interface GigabitEthernet 2
shutdown

|

interface GigabitEthernet 3
shutdown

|

ip name-server 171.68.226.120

|

ip default-gateway 10.201.2.1

|

clock timezone UTC

|

ntp server clock.cisco.com

|

username admin password hash $1$6yQQaFXM$UBgbp79ggDlbG3kpExywwZz0 role admin

|

service sshd

!

repository myrepository
url disk:
user admin password hash 2b50ca94445£f240£491e077b5£49fa0375942£38

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet 0

|

icmp echo on
I

/admin#

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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showav>rF W

show a<> K

ZOHTIE, 4 show 2~ N2 —~HFRL, MMGEOMBELHMH, a2~ Fomsr, M Lol
P40 BLOHBlZRLET,

# 4-412, ZOHETHAT S EXEC E— KO show 2~v > FO—&E %2R LE7,

® 4-4 EXEC show a7~ FO—¥
¢ show application ¢ show logins ¢ show tech-support
¢ show backup history ¢ show memory ¢ show terminal
e show cdp e show ntp ¢ show timezone
¢ show clock ¢ show ports ¢ show timezones
e show cpu ¢ show process e show udi
¢ show disks e show repository ¢ show uptime
¢ show icmp-status ¢ show restore e show users
* show interface e show running-config * show version
e show inventory ¢ show startup-config
¢ show logging

show application

VAT BWZA VA= EINTWBT S r—vay Nyr—y07 ) r—ya UERERRT D
121, EXEC < — KT show application =~ > F&fH L ET,

show application [status | version [app name]]

BX DA show application Cisco CDA ©OF 7 U /r—v 2  AEHEFErT 5~ K,
status SV AR—AERTWET FY r—va v DAT—H Ak FRLET,
version AVAR—=NLENTWBET F Y r— 3 (CiscoCDA) OT7 7V /r—
Var N—=VarERRrLET,
app_name ALAR=LENTWDET I r— g DLHI,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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WM showaw>F

TIHILE

T
H
I
™.

avy

BERLEDAA K1Y

3l

e+ 28 %%

begin : =BT H%—, 80 LFETORMFTHELET,

count : HADIT¥EH T b LET, HEE count DHRICETZBINL
£,

|« e+ 2% (F 4-5 258,
end : —ETHITTHKRTLET, 80 XFETOHEHKFTHELET,

exclude : —% T 21T L ET, 80 XFETOREKTTHELE
\?AO

include : —ET 21T 8D ET, 80 XFE TORKTTHELET,

last : B DFBEDEATEFR LET, Wil last DRIZHEFZBML E
T OATETOFRREYRN—MLET, 774/ ME 10 TH,

| - WAEMiT &% (& 4-5 250,

& 45 Count F1=IX Last O HISHHFES

| I E R+ 255K

begin : —K T B2 —2, 80 XFETORETTHELET,

count : BH1DITEAE I 7 M LET, HEE count DEITE T ZBML
*7,

|« HER T 25
end : =BT 21T THRTLET, 80 XFETOEBFTHELET,

exclude : =BT H21T2RNALET, 80 XFETORKFTHRELE
TO

include : —E 3T 217250 FET, 80 LFTETOIKTTHELET,

last : B OEEOEATEE R LFE T, HEE last ORIZETZEBML E
T, 80TETCORMREYER—FLET, T 74/ ML 10 T,

| - HER T 255K

T 7 4V N OEBERLEIZDH U EH A,

EXEC

2L,

Bl 1

/admin# show application

<name> <Description>
cda Cisco Context Directory Agent

/admin#

Il Cisco Context Directory Agent, Release 1.0 f Y X kL—¥av/avI4F¥alb—Yav HAF
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pgdEa<w R

Bl 2

show a<w v F

/admin# show application version cda

Cisco Context Directory Agent

Version :1.0.0.11

Build Date : Sun Apr
Install Date : Sun Apr

/admin#

%l 3

8 14:04:41 2012
8 14:11:45 2012

/admin# show application status cda

CDA application server is running PID:2840

/admin#

avwyFk

g!l‘:

T

application install

TV r—varERELET,

application install

TV =gy N RLVEA VA M=V LET,

application reset-config

TV = a VOREE HHEOMHIREIZY Yy P LET,

application reset-passwd

BESNnNra—YoTr ) r— a2 T—RE2 kY FLE
7

application remove

TV = a v EEIRERIZT A A R—= L LET,

application start

TSN = arEiREELIIA =T LET,

application stop

TV = a rEELEERET o= I LET,

application upgrade

TV —ary N RAVET v T L—RLET,

show backup history

EX DA
T4+
avyv kR E—F

HREDHA K51

VAT LDy 7T v TIREERFRRT 5121L, EXEC £ — KT show backup history =~ > K% ffi [

L/ij‘o

show backup history

show backup

Cisco CDA DR w 77 v FlEREF R+ L5a~<w2 K,

history

VAT ALEDTRTONy 7T v FITET HIREERE R TR LET,

77 4 P OBEREIEH D EH A

EXEC

L,

[ oL-26299-01-J
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-

WM showawoF

3l Bl 1

/admin# show backup history

Wed Aug 18 12:55:21 UTC 2010: backup logs logs-0718.tar.gz to repository fileserver(007:
success

Wed Aug 18 12:55:53 UTC 2010: backup full-0718.tar.gpg to repository fileserver007:
success

/admin#

#l 2

/admin# show backup history
backup history is empty

/admin#
EEa<UF avwv kR EL
backup (Cisco CDA # XUt Cisco ADE OS) v/ 7 v 7EFETLT, ZD
Ny 7o THVKRY NVICRIFLET,
restore B EDVRY FUIZONWT, Z7ANVNEDONRNY 7T v 7 HEILLE
D
repository Ny 2T T EBETHEZHOICY AR Y 7 —FRIAD ET,
show repository BEDYRY NVIChAHHARER NNy VT v T 77 ANEERLE
‘é—o
show cdp
A F—T7 )T > T 5D Cisco Discovery Protocol A > % —7 = A AT AR E TR T HITiT,
EXEC ®— K CTshowedp 2~ RZFEHALET,
show cdp {all | neighbors}
EXOHN show cdp Cisco Discovery Protocol @ show =< RZFERT LD a~<r |,
all F%h 724~ T Cisco Discovery Protocol 1 & —7 = A4 2 &R LET,
neighbors Cisco Discovery Protocol DF A N—% KR LET,
TIHIE 774 FOBEREIEH Y EH A,
avY K E—F EXEC

BERLEDAS K1Y 2L,

3l Bl 1

/admin# show cdp all

CDP protocol is enabled...
broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
m. 0L-26299-01-J |



| $4% CiscoCDAaRYFK YI7LYR

showav>rF W

CDP is enabled on port GigabitEthernetO.
/admin#

Bl 2

/admin# show cdp neighbors
CDP Neighbor : pmbu-ibf-sw-ins

Local Interface : GigabitEthernetO
Device Type : E-24TDWS-C3750
Port : GigabitEthernetl/0/17
Address : 192.168.100.254
/admin#
BEEaTUF avy kR A
cdp holdtime ZAET A ADN— 2 5% T B> 72 Cisco Discovery Protocol /3
v NEBEETLETIC, TAERETOIRMEAERELET,
cdp run Cisco Discovery Protocol % A X —7/LIZ L E T,
cdp timer Cisco CDA #— 3% Cisco Discovery Protocol 7 v 77— F & %{5 7
LEERIRELET,

show clock

VATAYTZ M7 ORFOMER, A, B, K. KRS, BRLOEERRRT ST, EXEC
£ — N T show clock =~ > R&EFEHL £,

show clock
BXDHH FIESLF—U— RiEb v £HA,
T4 77 4 b OBEREIESH D EE A
avv K E—F EXEC

HEREDHA K51 2L,

] /admin# show clock
Tue May 8 08:33:50 IDT 2012
/admin#

N

(GE) Eoflo show clock O DIZiE, WEMREE (UTC) 72137V = » VIEHRE (GMT), 3
ER, A= —IEENEENnTWET (7 LoRFMEIC OV TiE, A-84 21— L A-85
NR—=ITH D 4-13, 4-14, 4-15 OFEEBR),

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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WM showaw>F

BEEavwY R avwy kR HL
clock FRHAOVAT L 7y 7 BRELET,

show cpu

CPU [E# A £7~T 511X, EXEC £— KT showecpu =~ FEFEHLET,

show cpu [statistics] [|] [|]

= O ;] show cpu CPU E#HEFRTHa~v K,
statistics CPU #alHEM AR R LET,
| et 2%

o begin: —HTHF—, 80 LFETORMFTHELET,

e count: BWHDITHEE I T M LET, HEE count DHRIZEFTEIBML
\i\?‘o

| - AEM T (& 4-6 250,
e end: ~ETDHITTHRTLET, 80 XFETORBMFTIHEL 7,

o exclude : —ETHTEBANLET, 80 XTFTETOHEBMTTHELE
‘j—o

e include : —HT T2 EDET, 80 XFETOFRMFTHELET,

o last: HWOOEBEOEITEZERLET, HiE last DBRICEFTEZEBMLF
7, 801TETORREYR—MLET, T 74/ T 10 TI,

| - AEMT &5 (& 4-6 25,

* 4-6 Count E7=1& Last DH H S TFEHK

| I E B2 %
o begin: —HTHF—, 80 LFETORBMFTTHELET,

o count: BT AE I b UET, HEE count DI T A8 L
i‘j—o

| © KOs 284K,
e end: —EITDHITTHKRTLET, 80 LFETOEEFTTHELET,

e exclude : =T HITERI L ET, 80 XFE TOEKTTHELE
7,

o include : =T T2 EDET, 80 XFETOFTFTTHELET,

o ast: HOHOBRGOEITEF R LET, HiE last ORI TEZBIMLE
T, 80fTECOEREYR—FLET, T74/L I 10 TT,

|+ R T

T4+ T 7 4V OEHERLEIESH D A,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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avwv kR E—F

HHEDHA K51V

]

pgdEa<w R

show disks

EXEC

2L,

#l 1

/admin# show cpu

processor : 0

model : Intel (R) Core(TM)2 CPU

speed (MHz) : 1596.000
cache size: 2048 KB

processor : 1

model : Intel (R) Core(TM)2 CPU

speed (MHz) : 1596.000
cache size: 2048 KB

showav>rF W

6400 @ 2.13GHz

6400 @ 2.13GHz

/admin#

il 2

/admin# show cpu statistics
user time: 265175
kernel time: 166835
idle time: 5356204
i/o wait time: 162676
irg time: 4055
/admin#

avwvk §RBA
show disks FRCOF 4 AT DY AT MEBREETRLET,

show memory

FERHENTWDEL AT A AT OEEZVAT L FTak ABICEKRL
9,

FURT TrAN VAT MMEREF T D101E. EXEC F— F T show disks =~ > FEMFH L E7,

show disks [|] [|]

[ oL-26299-01-J
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WM showaw>F

DA
TIHILE
avykF E—F

BERLEDAA K1Y

]

SHOWISKS FARI LT 7 AN VAT Ml ERFT DI R,
| O E 7255
o begin: —¥T 5% —, 80 LFETOEMFTHELET,

o count: BT AE I b UET, HEE count DI T8N L
i‘j—o

| - OB A% (£ 47 22H]),
o end: —ETLHTTHRTLET, 80 XFETORMFTRHELET,

e exclude : — BT 2T L ET, 80 XFE TOEETTHELE
7,

* include : T H1TEEOET, 80 XFETORBMFTHEL £,

o last : W OEEOBATEZFR R LET, B last ORIZEFZBEML
T 0ATETOFRREYRN—FLET, 774/ T 10 TH,

| - A EMIT 25 (& 4-7 250,

& 4-7 Count F1=I1% Last DHEHIEHFERK

| e 225K
o begin: —ETH\H—r, 80 LFETORMFTHELET,

e count: BI1DITEE I 7 P LET, HEE count DRITETEIBML
7,

|« I fEfn 724K,
e end: —HTDHITTHKRTLET, 80 XFFETOFEKFTTHELET,

e exclude : —ET DTN LET, 80 XFTETORBTTHRELE
\?AO

e include : —HT 21T EDET, 80 XFETORKTTHELET,

o last: HOOERBEOEITEF R LET, HiE last DRITETZBMLF
T, 0ITEFTCORREYR—FLET, T74/ M 10 TT,

|« HER T 25K

T 7 4V N OBERLEIZH U EH A,

EXEC

show disks =~ > NiE, T4 R T7 AN VAT AEHATET Ty 74— L TOHRYR—FNENE
\?‘O

/admin# show disks

temp. space 2% used (36460 of 1984044)
disk: 2% used (208816 of 14877060)

Il Cisco Context Directory Agent, Release 1.0 f Y X kL—¥av/avI4F¥alb—Yav HAF
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showav>rF W

Internal filesystems:
all internal filesystems have sufficient free space

/admin#
BlEav K avyk HIL:]
show cpu CPU E#aRRLET,
show memory FEHENTWDEVAT A AFRYDEEZ VAT A T ABNIERL
iﬁ‘o

show icmp-status

AVE—Fy MHHIA vy E—Y T haroza—fEZO0ar 7 4 Fab—va UIFRERFTDIT
i, EXEC *£— KT show icmp_status =~ > R&#HLET,

show icmp_status {> file | |}

TR show icmp_status AL HE—Fy MEIEIA v E—Y Fr haltoza—mEoary 7 4 Xa
L—va e fRToa~vr b,
> WA DT,
Jfile U F) (stdout) % U XA LT W4 57 7 A /LD,

| Mgt o~ R
o begin: —BT L F—, 80 LTE TORKTFTHELET,

o count: BIOITHE U S LET, HEE count DEICHTEBML
7,

— | HAEHiFa~2 R (% 4-8 2BM),
o end: —HTDHITTHRTLET, 80 LFETORKEFTHELET,

e exclude : — BT DITERINLET, 80 LFETOREKFTTHEL
7,

o include : —EHT T2 EDET, 80 XFETORKTTHELET,

o last: HAODKRBOEITEFE R LET, HiElast ORI FZBMNL %
T, 0ITFETCORREYR—FLET, T 74/ FF 10 TT,

— | HAEHiFa~2 R (% 4-8 2BH),

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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WM showaw>F

T4+

T
H
I
™.

avy

HEREDHA K51

i

BEgEa< K

% 48

Count E7-1& Last DH HEHTFEHK

H T E Al 255
o begin: —HT D% -1, 80 UFETORKFTHELET,

o count: BADOITEE I b LET, HEE count DRI T ZBML
i‘j_o

| o HER 22
o end: ~BIDHITTHRTLET, 80 XFETORKEFTHELET,

o exclude : —E T TR LET, 80 X FETORBFTHEL *
R

o include : —EHT 2T EDET, 80 XFETORKTTHELET,

o last: WHOBRBOBATEFR LET, HEh last ORI TZBML £
T 80TETCOFRREYR—FLET, 7740 MI 10 T,

| R TR,

77 4 P OBERLEIEH D EE A

EXEC

2L,

Bl 1

/admin# show icmp_status

icmp echo response is turned on

/admin#

%l 2

/admin# show icmp_status

icmp echo response is turned off

/admin#

avvk A

icmp echo AV A —=Fy M A vE—Y v b2 (ICMP) Oxa—ER%
RELET,

show interface

IPICREENTNWAA L F—T oA AD2—HF YT 4 AT —F A%2F KT 521X, EXEC £— KT
show interface =~ R&fEH L £,

show interface [GigabitEthernet] |

Il Cisco Context Directory Agent, Release 1.0 f Y X kL—¥av/avI4F¥alb—Yav HAF
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DA
T4+
avY R E—F

BEREDAL T4

3l

showav>rF W

show interface A B —T oA AERER T Ha~v K,

GigabitEthernet FHTEYy b A=V Ry h A X =Tz AR RLET, <0-3>% AL
7

| HJME T4

o begin: —¥T B/ % —r, 80 AFETOEMFTTHELET,

o count: MO E v M LET, HEE count D% T ZBML
7,

e end: —HTDHITTHKTLET, 80 XFFETOFEKFTTHELET,

e exclude : —ETHTEBANLET, 80 XTFETOHEBMTTHELE
‘j—o

e include : —ET 1T G0 ET, 80 XFFE TCORKFTHELET,

o last: HOOERBEOEITEERLET, HEE last DRICEFTZBML
9, 801TETCOFRREYVR—FLET, T 74/ T 10 TT,

77 # v b OBEREIZSH D EH A

EXEC

show interface GigabitEthernet 0 i JJD A > % —7 = A XIZTIX, 3 DO IPv6 7 FLANRH Y £,
BHDA v H—F v b T RLA (3ffe THAEHT7 KL RA) X, A7 — L AHBBEZHHA L CHS
SINET, ZODITIE, IPVOL— b T RRX A XA Mo, ZOY T Xy B TA X —TNMZT D4
BRHYET, ROT FLA (fe80 TIHEDHT KL A) 1, HEAA SN SEDA =T ZFiz/20 Y
Y7 a—H)N T RLATY, IPv6 HEIRE £ 7213 DHCPv6 &2 EICfRe<, Vv y a—Hh v 7 RL
ALHIZRTEINET, HEDOT KA (2001 THED T RLR) (&, IPv6 DHCP — )b Hifs &
IIARER T,

%l 1
/admin# show interface
ethO Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
sit0 Link encap:IPv6-in-IPv4

[ oL-26299-01-J
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WM showaw>F

NOARP MTU:1480 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0
/admin#

Bl 2

(0.0 b) TX bytes:0 (0.0 b)

/admin# show interface GigabitEthernet 0
ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0

inet6 addr:
inet6 addr:
inet6 addr:

3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
fe80::20c:29ff:feaf:dal05/64 Scope:Link
2001:558:££f10:870:8000:29ff:fe36:200/64 Scope:Global

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

/admin#
P i=iedVN S avwyk L]
interface AN VBE=T 2 A A BATHERELTC, AV F =T f ATy

Xl —iagry P 7TE—RITAD ET,

ipv6 address autoconfig

AV HF—=T 2 ATIPV6 AT — L AHETCEA F—T I LE
‘é_o

ipv6 address dhcp

A B —T A ATIPv6 7 RLZ DHCP # A %—7/LIC LE T,

show inventory

CiscoCDA 77 T7A T A ET ARV TNRGRE, "—FU =7 A P UICHT L RER
R HI2iE, EXEC € — K C show inventory =~ > N&fH L £,

show inventory |

X DR show inventory

N=RT =T A _RMIFERERTRT DAY R,

I E B2 %
o begin: —HTHF—, 80 LFETORBMFTTHELET,

e count: WHDITHEE I T M LET, HEE count DHRICEFTEIBML
\i\?‘o

e end: —ETDHITTHRTLET, 80 XFETORBFTHEL X,

o exclude : —ET HITEBRALET, 80 XFETORMTTHELE
7,

* include : T H1TEEOET, 80 XFETORBMFTHEL £,

o last: MO ORBEOBATER T LET, HEE last DRI FZBML F
T, 80fTETCORREYR—FLET, 774/ ME 10 TT,
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showav>rF W

TIFIE T 7 4V F OBHERLEIEH D FHEA,

= EXEC

BERLEDAS K1Y 2L,

1 /admin# show inventory
NAME: "CSACS-1121-K9 chassis", DESCR: "CSACS-1121-K9 chassis"
PID: CSACS-1121-K9 , VID: VOl , SN: LAB11122278

Total RAM Memory: 4017680 kB
CPU Core Count: 2

CPU 0: Model Info: Intel(R) Core(TM)2 CPU 6400 @ 2.13GHz
CPU 1: Model Info: Intel(R) Core(TM)2 CPU 6400 @ 2.13GHz
Hard Disk Count(*): 2

Disk 0: Device Name: /dev/sda

Disk 0: Capacity: 250.00 GB

Disk 0: Geometry: 255 heads 63 sectors/track 30401 cylinders

Disk 1: Device Name: /dev/sdb

Disk 1: Capacity: 250.00 GB

Disk 1: Geometry: 255 heads 63 sectors/track 30401 cylinders
NIC Count: 2

NIC O: Device Name: ethO

NIC O: HW Address: 00:15:17:29:68:A2

NIC O: Driver Descr: Intel (R) PRO/1000 Network Driver
NIC 1: Device Name: ethl

NIC 1: HW Address: 00:15:17:29:68:A3

NIC 1: Driver Descr: Intel (R) PRO/1000 Network Driver

(*) Hard Disk Count may be Logical.

/admin#

show logging

VAT LA uX S (syslog) OREEBLIOEHEDT AT A uX 7 Xy 77 ODNEEHFERT DI,
EXEC &— K C show logging = ~> F&fEH L £,

show logging {application [application-name]} {internal} {system} |

X DERBA show logging VAT A uX U TERERTITHa v R,
application TV r—aryunlERRLET,
application-name : 77V r— 3 4, 255 XFETORKFTHEELE
‘j—o

— tail : Tail ¥ A7 L@ syslog A vE—,

— count : Tail DI 7 b A vE—I%8, 0~ 4,294,967,295 O
HCHRELET,

| e 7% (FRRzZi),

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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%4F CiscoCDAaTYFUYI7LYR |

WM showaw>F

T2+

T
H
I
™.

avy

HEREDHA K51

il

internal syslog D7 4 Fal—varz2®RLET,
system VAT LD syslog #FERLET,
| H s i1 2 5%

o begin: —HT 55—, 80 LFETORMFTTHELET,

e count: BWHDITHEE I T M LET, HEE count DHRIZEFTEIBML
\i\?‘o

e end: —HTDHITTHKRTLET, 80 LFETOFEEFTTHELET,

e exclude : =T 2T L ET, 80 XFE TOEETTHELE
7,

o include : =TT EDET, 80 XFETOFRTFTTHELET,

o ast : WO OBRGOEITEF R LET, HiE last DBICETEZBIMNMLE
T, 80/TECOERREYR—FLET, T 74/ I 10 TT,

T 7 4V N OBEERLCEIRDH U /A,

EXEC

Zoawr R, syslog T7—HBIRA RV N B X TOREZERLET, ZOREIZIE, AR b
T RLVA, aX B, 32— RoTnbaXr 7o (avyy—, =4, Ny 77, £/
IFARAN) BDEENET,

Bl 1

/admin# show logging system
ADEOS Platform log:

Apr 18 11:03:57 localhost debugd[1756]: [2170]: config:network: main.c[252] [setup]l: Setup
is complete
Apr 18 14:04:13 localhost debugd[1756]: [3005]: application:install cars_install.c[245]

[setup]: Install initiated with bundle - cda.tar.gz, r
epo - SystemDefaultPkgRepos

Apr 18 14:04:13 localhost debugd[1756]: [3005]: application:install cars_install.c[259]
[setup]: Stage area - /storeddata/Installing/.13347470

53

Apr 18 14:04:13 localhost debugd[1756]: [3005]: application:install cars_install.c[263]
[setup]: Getting bundle to local machine

Apr 18 14:04:13 localhost debugd[1756]: [3005]: transfer: cars xfer.c[58] [setup]: local
copy in of cda.tar.gz requested

Apr 18 14:04:15 localhost debugd[1756]: [3005]: application:install cars install.c[272]

[setup]: Got bundle at - /storeddata/Installing/.13347
47053/cda.tar.gz

Apr 18 14:04:15 localhost debugd[1756]: [3005]: application:install cars install.c[282]
[setup]: Unbundling package cda.tar.gz
Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install cars install.c[294]

[setup]: Unbundling done. Verifying input parameters..

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install cars install.c[316]
[setup]: Manifest file is at - /storeddata/Installing/
.1334747053/manifest.xml

Il Cisco Context Directory Agent, Release 1.0 f Y X kL—¥av/avI4F¥alb—Yav HAF
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CiscoCDAavR> R )I27LYR

™.

show a<v >

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install cars_install.c[326]
[setup]: Manifest file appname - cda

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install cars install.c[389]
[setup]: Manifest file pkgtype - CARS

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install cars_install.c[401]
[setup]: Verify dependency list -

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install cars_install.c[413]
[setup]: Verify app license -

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install cars install.c[423]
[setup]: Verify app RPM's

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install cars_install.c[431]
[setup]: No of RPM's - 1

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install cars_install.c[442]
[setup]: Disk - 50

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install ci util.c[325]
[setup]: Disk requested = 51200 KB

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install ci util.c[345]
[setup]: More disk found Free = 211595264, req disk = 51200

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install cars install.c[453]
[setup]: Mem requested by app - 100

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install ci util.c[369]
[setup]: Mem requested = 102400

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install ci util.c[384]
[setup]: Found MemFree = MemFree: 1284664 kB

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install ci util.c[390]
[setup]: Found MemFree value = 1284664

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install ci util.c[393]
[setup]: Found Inactive = Inactive: 1361456 kB

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install ci util.c[399]
[setup]: Found Inactive MemFree value = 1361456

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install ci util.c[409]
[setup]: Sufficient mem found

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install ci util.c[415]
[setup]: Done checking memory...

Apr 18 14:04:22 localhost debugd[1756]: [3005]: application:install cars_install.c[475]

[setup]: Verifying RPM's...
--More—--—
(press Spacebar to continue)

/admin#

%l 2

/admin# show logging internal
log server: localhost
Global loglevel: 6

Status: Enabled
/admin#

%l 3

/admin# show logging internal

log server: localhost
Global loglevel: 6

Status: Disabled
/admin#

show logins

VAT A T A OREEFRRT HICIE, EXEC £ — KT show logins =~ > FEHEH L 7,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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%4F CiscoCDAaTYFUYI7LYR |

WM showaw>F

show logins cli

BXnHH show logins VAT L uX U BRAFRT A R,
cli civn /1 ks SR TLET,

T4+ T 7 4V N OBMIEEIZH Y FHA,

av YK E—F EXEC

EHEDHA K1Y ci ¥ —UV—FZEETHILERDY T, FHELRWVWEGE, =7 —»NRELET,

5l /admin# show logins cli
admin pts/1 10.77.203.182 Tue May 8 08:32 still logged in
admin pts/1 10.77.203.182 Mon May 7 14:05 - 14:58 (00:53)
admin pts/1 10.77.203.182 Mon May 7 12:23 - 13:29 (01:06)
root pts/0 64.103.124.254 Mon Apr 23 11:54 still logged in
root ttySO Thu Apr 19 17:57 still logged in
admin ttyS0 Thu Apr 19 17:57 - 17:57 (00:00)
admin ttySO Thu Apr 19 17:23 - 17:56 (00:32)
admin ttyS0 Thu Apr 19 18:28 - 15:59 (-2:-29)
admin ttyS0 Wed Apr 18 20:43 - 21:16 (00:32)
admin ttyS0 Wed Apr 18 14:58 - 15:28 (00:30)

wtmp begins Wed Apr 18 13:59:32 2012

/admin#

show memory

TRCOEFTTuv A0 AT VFHELFRT 5121E, EXEC € — KT show memory =~ > K% fii F
LET,

show memory

B DA SR —U— RiEdb 0 £H A,
T4+ T 7 4V h OEHERLEIESH D A,
avv kR E—F EXEC

HEREDHA K51 2L,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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CiscoCDAavR> R )I27LYR

3l

show ntp

WX DA

TIHILE

BERLEDAA I

3l

/admin# show memory

total memory: 1035164 kB
free memory: 27128 kB
cached: 358888 kB
swap-cached: 142164 kB

/admin#

showav>rF W

NTP BHEfF T D AT — % 2% FwT 5121k, EXEC £— FCTshowntp 2~ > REMFHALET,

show ntp

FIERLF—U—FEHY THA,

T 7 4V N OBERLEIZH U EH A,

EXEC

2L,

i1
/admin# show ntp
Primary NTP cd-acs-ntp.cisco.com
synchronised to NTP server (10.56.60.29) at stratum 3
time correct to within 64 ms
polling server every 1024 s

remote refid st t when poll reach delay offset Jjitter
127.127.1.0 .LOCL. 10 1 5 64 377 0.000 0.000 0.001
*10.56.60.29 64.103.34.15 2 u 98 1024 377 0.001 0.205 0.054

Warning: Output results may conflict during periods of changing synchronization.

/admin#

il : 2
/admin# show ntp

% no NTP servers configured
/admin#

[ oL-26299-01-J

Cisco Context Directory Agent, Release 1.0 f Y X FL—Yav/avIq4Falb—Yarv 4 F



%4F CiscoCDAaTYFUYI7LYR |

WM showaw>F

BREav VR avwyk HTL:)]
ntp K3 DOONTPH—"ONTP 2> 7 4 Fal—Ta VERELE
R
ntp server VATLEADONIP b—NEFEHALTCY 7 by =T 07 vy 7 R
LET,
show ports

TIT 4 T7RE—FNTRZETDZTRTOT e REHT I EHREETRT HI121F, EXEC £T— KT show
ports =~ REfEHALET,

show ports [|] [|]

B DA show ports

Cisco CDA DA —7" > R— F TRETIHITXTOT oA 2K RTIHa~v R,

HIER 225K

begin : =BT H 14—, 80 LFETORBFTHELET,

count : BHDITEETI D N LET, HEE count DHBRITETZEBMLET,
| - WM ES (R 49 22H),

end : —BTHITTHRTLET, 80 LFE TORMFTHEL LT,

exclude : =BT 21TaBRA L ET, 80 LFE TORBFTHELET,

include : =BT 2172 EHET, 80 LFFETCOEPFTHELET,

last : WO OBRBEOEITER I LET, HiE last ORI TEZBMLET, 801TE
TOFRREYR—FLET, 774/ ME 10 TT,

| - BRI+ (& 4-9 22 H),

% 4-9

Count £7=I1% Last DHHIEHFES

HHMER+ 285K

begin : =¥ 32532 —2, 80 XFEFTORBMFTIHELET,

count : BWHOITEAE T U N UET, HiEH count DHICET2EMLET,
|« e,

end : — BT HITTHRTLET, 80 XLFETOXEKFTHRELET,

exclude : =BT 21T %A L ET, 80 LFE TORKFTHELET,

include : =BT 2175 EHET, 80 LFETCOEMFTHELET,

last : WD OEEOEITER R L ET, HEE last DRIZHTEZEMLET, 801TF
TORTEYIR—FLET, 7740 ML 10 TT,

| - HER T 5K

TIFIE T 7 4V F OBHERLEIZH D FHA,
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CiscoCDAavR> R )I27LYR

avwv kR E—F

HHEDHA K51V

il

EXEC

showav>rF W

show ports =~ > FEFETTIHHE, R—BT 77 4 Tty a VCBEEMT EN TV DHLERN

&)Dij‘o

/admin# show ports

Process :
tcp:
udp:

Process :
tcp:

Process :
tcp:
udp:

Process :
tcp:

Process :
tcp:

Process :
tcp:
udp:

Process :
tcp:

Process :
udp:

fe80::215:

4:21:123,

/admin#

show process

portmap (2560)
0.0.0.0:111
0.0.0.0:111

sshd (3312)
0.0.0.0:22, :::22
rpc.statd (2600)
0.0.0.0:662
0.0.0.0:656,
java (18838)
::ff££:127.0.0.1:8005,
java (18811)
:::54826, :::8091
java (18849)
:::8020, :::8090
$::1812, :::1813,
java (18787)
:::8093

ntpd (4213)
192.168.100.156:123, 10.56.14.156:123,
17ff:fe29:123, £d00:1234:5678:abcd:123,
fe80::215:17ff:fe29:123, ::1:123, :::123

0.0.0.0:659

:::8009, :::80, :::443,

:::1645, :::1646, :::50672

127.0.0.1:123,
2001:420:44ff:1

:::8092

0.0.0.0:123,

TOT 477 e AT HIERERRT H121E. EXEC E— RT show process =~ > R L

£7,

show process |

WX DA

show process

VAT A TukREFRIRTHav R,

(EE) H e A%
e begin

iﬁ‘o
e end: —HTHITTHRTLET, 80

e exclude : —EB T HI1TERIIL T,
ER

T A NE =, 80 WFE TOEKTTRELET,
o count: BHDITHEE I T P LET, HEE count DHRIZEFTEIBML

XFETORBFTRHRELET,
80 LFE TORKFTHEL F

* include : T H1TEEOET, 80 XFETORBMFTHEL £,

o last: MO ORBEOBATER T LET, HEE last DRI TFZBML F
T, 80TETCORFREYAR—ILET, 774/ ML 10 TT,

[ oL-26299-01-J
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CiscoCDA a7 F )I7L>R |

WM showaw>F

TIHILE

BERLEDAS K1Y

3l

T 7 4V N OBERLEIXDH U EH A,

EXEC

2L,

TREADT 4=/ FOHHIE, £ 410 2SR LTI 7ZS 0,

/admin# show process

USER PID TIME
root 1 00:00:00
root 2 00:00:00
root 3 00:00:00
root 4 00:00:00
root 5 00:00:00
root 6 00:00:01
root 7 00:00:00
root 8 00:00:00
root 9 00:00:00
root 10 00:00:00
root 11 00:00:00
root 15 00:00:00
root 16 00:00:01
root 17 00:00:00
root 113 00:00:00
root 114 00:00:00
root 117 00:00:00
root 119 00:00:00
root 186 00:00:00
root 187 00:00:02
root 188 00:00:02
root 189 00:00:00
root 190 00:00:00
root 351 00:00:00
root 382 00:00:00
root 383 00:00:00
root 384 00:00:00
root 388 00:00:00
root 389 00:00:00
root 396 00:00:00
root 409 00:00:36
root 436 00:00:00

COMMAND
init
migration/0
ksoftirgd/0
watchdog/0
migration/1
ksoftirgd/1
watchdog/1
events/0
events/1
khelper
kthread
kblockd/0
kblockd/1
kacpid
cqueue/0
cqueue/1
khubd
kseriod
pdflush
pdflush
kswapd0
aio/0

aio/1
kpsmoused
ata/0

ata/1
ata_aux
scsi_eh 0
scsi_eh 1
kstriped
kjournald

kauditd

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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CiscoCDAavR> R )I27LYR

show a<w v F

root 469 00:00:00 ? udevd

root 1011 00:00:00 ? kedac

- -More- -

/admin#

# 4-10 show process O 7 1« —JL FDEHEA
Z4—ILF B

USER gy Ay Liza—W

PID vt A ID

TIME a~ v RAREICHEH Sz kel
TT a2 & HE LTV D IR
COMMAND |ffH&nh7=7atArEida~vr Kog A~

show repository

DA
TIHILE
avy Rk E—F

BERLEDAA I

3l

VR MV D7 7 A4 VONEEFRFRT HIZIE, EXEC £— R T show repository =~ > R&ZfEH L ¥

B

show repository repository-name

show repository

VAV R U ONEERET ST K,

repository-name

WEZERRT DIV ARY M DAL, 30 LFETORBFTHEL ET,

T 7 4V N OBERLEIXDH U EH A,

EXEC

2L,

/admin# show repository myrepository

backl.tar.gpg
back2.tar.gpg

/admin#

avwyFk £ BA

backup (Cisco CDA 3 Lt Cisco ADEOS) Ny 77 v 75 FEIFLT, 2D
Ny T v TEVEY NVICRELET,

restore BEDVRY FVIZoWT, Z7ANNEDONNy 7T v HETTLE
‘é_o

repository RNy T o TERETHEDICIRD MY +7F— RIZAY £7,

show backup history

VAT LEDONy T TR ERRLET,

[ oL-26299-01-J
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WM showaw>F

show restore

BB A £ 4 5121%. EXEC & — KT show restore =~ > FZ2HH L £,

show restore {history}

BEX DA show restore BwitERrERrTHa~vr R,
history B s R~ LUET,

TI4+IE T 7 4V OWMIEREIZSH Y £ A,

avy Kk E—F EXEC

HHEDHA K51V 7L,

] #l 1

/admin# show restore history
/admin#

Bl 2

/admin# show restore history
restore history is empty

/admin#
BEgEa< K avwy kR L

backup (Cisco CDA # XUt Cisco ADE OS) RNy 277 v F&2EFLT, D
Ny T v TH2VERY NVIRELET,

restore BEDVRY RVIZHONT, Z7ANVNEDON Y 7T v 7 RETLE
‘d—o

repository Ry T v FERBRETHEDICIRD MY 75— RICAY £7,

show backup history VAT DNy T v TIEEAERRLUET,

show running-config

BIEDFATar 74 Falb—vary 77 ALVEREar 74 Fab—va VONEEERRT HITIE,
EXEC &— KT show running-config =~ > R&fHEH L 9,

show running-config

B DA SR —TU— RiEdb 0 £H A,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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TIHILE

BERLEDAS K1Y

3l

showav>rF W

show running-config =~ > FiX, ¥ X CHa 7 4 Fal—va  fFRERRLET,

EXEC

2L,

/admin# show running-config
Generating configuration...
|
hostname pmbu-ibf-pip06
|
ip domain-name cisco.com
|
interface GigabitEthernet 0
ip address 192.168.100.156 255.255.255.0
ipv6 address autoconfig
|
interface GigabitEthernet 1
ip address 10.56.14.156 255.255.255.0
ipv6 address autoconfig
|
ip name-server 192.168.100.100 10.56.60.150
|
ip default-gateway 10.56.14.1
|
ip route 192.168.209.0 255.255.255.0 gateway 192.168.100.
ip route 192.180.209.0 255.255.255.0 gateway 192.168.100.
ip route 192.168.218.0 255.255.255.0 gateway 192.168.100.

ip route 192.168.204.0 255.255.255.0 gateway 192.168.100.
|

I

clock timezone Asia/Jerusalem
|
ntp server cd-acs-ntp.cisco.com
|
username admin password hash $1$00jG7EQh$gDjDJIK1SZWx5ImaUEqQZAOl role admin
|
service sshd
!
repository rp
url ftp://10.56.61.75/ACS _AUTO VMS/OLD-ACS.5.0.FCS/
user anonymous password hash 37£90f7eb86fb8e00895b133c6de3278f£545¢c54
repository tftp
url tftp://192.168.100.153
|
password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6
|
logging localhost
logging loglevel 6
|
cdp timer 60
cdp holdtime 180

[ oL-26299-01-J

Cisco Context Directory Agent, Release 1.0 f Y X FL—Yav/avIq4Falb—Yarv 4 F



%4F CiscoCDAaTYFUYI7LYR |

WM showaw>F

cdp run GigabitEthernet 0
|

icmp echo on
|

/admin#

BZEaTUFR avv kR L
configure a7 4 Fal—T gy ET—RIIADET,
show startup-config A= Ty arZ4FXalb—vary ZJrANERITary 74
Fal—varONFERRLET,
show startup-config
AE—R T v arZ s Xal—yary Iy ANVEREFa Ly 74 Fab—va VONEERTT DI
i, EXEC *— KT show startup-config =~ FZf#HL 7,
show startup-config
XX DA SIERF—TU—FIEH Y /A,
FI+IEF show startup-config =~ > Ni&, +_XTHORAZ— T v 7 ar 74 Xalb—va fERE2EFLE

avwv kR E—F

HHEDHA K51V

]

R

EXEC

2L,

/admin# show startup-config

|

hostname pmbu-ibf-pip06

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 192.168.100.156 255.255.255.0
ipv6 address autoconfig

|

interface GigabitEthernet 1
ip address 10.56.14.156 255.255.255.0
ipv6 address autoconfig

|

ip name-server 192.168.100.100 10.56.60.150

|

ip default-gateway 10.56.14.1

|

ip route 192.168.209.0 255.255.255.

ip route 192.180.209.0 255.255.255.

ip route 192.168.218.0 255.255.255.

ip route 192.168.204.0 255.255.255.

gateway 192.168.100.
gateway 192.168.100.
gateway 192.168.100.
gateway 192.168.100.

I S S
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showav>rF W

clock timezone Asia/Jerusalem

ntp server cd-acs-ntp.cisco.com

username admin password hash $1$00jG7EQh$gDjDJK1SZWx5ImaUEqZAOl role admin

service sshd
|

repository rp

url ftp://10.56.61.75/ACS_AUTO VMS/OLD-ACS.5.0.FCS/
user anonymous password hash 37£90f7eb86fb8e00895b133c6de3278£f£545¢c54

repository tftp

url tftp://192.168.100.153

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet 0

|

icmp echo on

/admin#

BEaT YK avUFk BREA
configure a7 4F¥alb—v gy E—RIADFET,
show running-config BEOFTary 74 Fal—vary ZrA vERFar7 4 Fal—
arONFEFRRLET,
show tech-support
WFA—NIREDT 7 =R BR— MEWREER T HITIE, EXEC £— T show tech-support =~
Y REHEALET,
show tech-support file [word]
BX DA show tech-support F U= R MEREFERT S a~w s R,
file TN HR—F F—=EE2T 7 AN LTE—TN T 4 AZITRIFLE
\?‘O
word RET D7 744V 4, 80 LFETOREFTRHRELET,
TI+ILE NAY—=RRZOMOEF 2 7 4 fF@IT, HAOCFRRSNEEA,
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WM showaw>F

avvk E—F EXEC

HALDHAL ES4Y  show tech-support =~ > FiZ, N7 7 AT =2—F 4 ZOHMT, Cisco CDA ¥ — BT 5 K&
DOIEHRMENET 2DICELLET, BEEZRET DL EIT, 77=0 PR — o4 F W %42
L £,

il /admin# show tech-support

FHEF A
Application Deployment Engine (ADE) - 2.0.2.057
Technical Support Debug Info follows...

FHEF AR

Ahkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhk

Checking dmidecode Serial Number (s)
khkhkhkhkhkhkhkhk kA hkhkkhkhkhkhkhkhkhkkhhdhkhkhkhkhrkhkhkhkhkhhrhhdxkhxkxx

None
VMware-56 4d 14 cb 54 3d 44 5d-49 ee c4 ad a5 6a 88 c4

Ahkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhk

Displaying System Uptime...

KAk KAk Ak A Ak hhhhhhhkhkhhkhkhhhkhhkhkhhkhkhhkhkhkhkkhkkhkkhkkhkk,kk*k

12:54:34 up 18:37, 1 user, load average: 0.14, 0.13, 0.12

KAk KA Ak Ak A Ak hhhhhhhkhkhhhkhhhkhhkhkhkhkhkhhhkhkhkkhkkhkkhkkhkkk**k

Display Memory Usage (KB)

Kk hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkkxkxk

total used free shared buffers cached
Mem: 1035164 1006180 28984 0 10784 345464
-/+ buffers/cache: 649932 385232
Swap: 2040244 572700 1467544

KAk Kk hkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkkkkkxx

Displaying Processes (ax --forest)...
khkhkkhkhkhkkhkhkkhkhkhkhhkkhkhkhkhkhkhkhkkhkhkkhkhhkhkhkhkhkkhkhkkhkhkrhhkkhhkkhx
PID TTY STAT TIME COMMAND
12 Ss 0:02 init [3]
22 S< 0:00 [migration/0]
32 SN 0:00 [ksoftirgd/0]
4 2 S< 0:00 [watchdog/0]
57 S< 0:00 [events/0]
--More--

(press Spacebar to continue)

/admin#
BREav VR avwrk B
show interface A E—=T 2 A AD2—PF YT 4 AT —FZAEF R LET,
show process TIT 477t AT OERERSLET,
show running-config HIEOETa Ly 7 4 FXFal—aryONEERLET,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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showav>rF W

show terminal

WX DA

TIHILE

avy kR E—F

HHEDHA K51y

]

KRR E/ ST A — X OREICET LR E2 ST 51213, EXEC *€— KT show terminal =2~ > R & fif
ALET,

show terminal

FIERLF—U—FEHY THA,

T 7 4V N OBERLEIZH U EH A,

EXEC

2L,

/admin# show terminal

TTY: /dev/pts/0 Type: "vt100"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes

/admin#

# 4-11 TiX. show terminal DH /1D ~7 ¢ — /L FIZOWTEBH L E T,

x 4-11 show terminal ® 7 1 —JL FDEEA

TJa4—ILF BieA

TTY: /dev/pts/0 WARDZ A TN T RO N 2R R LET,

Type: "vt100" BIEEH SN TV DImKRDZ A 7,

Length: 24 lines WERT A AT LA DEX,

Width: 80 columns WRT 4 AT VA DLFH T ADIE,

Session Timeout: 30 minutes |+ v L g T, BfHtE2 K T95 £ TORM (B : 45,
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WM showaw>F

show timezone

VAT LICEE I N TV DR 2R R T 5121X, EXEC £— K C show timezone =~ > R&fEH L
S

show timezone

X DERBA Gl —TU— NiEZH v THA,
TIFIE T 7 4V F OBHERLEIZH Y FHA,
avY Rk E—F EXEC

HHEDHA K51y 7L,

i /admin# show timezone
UTC
/admin#
BEgEa< K avy kR SheR
clock timezone VAT LD AR E L ET,
show timezones VAT L TR AR R A FOR LT

show timezones

N ATEER IR D Y 2 2 Ff59 5121%. EXEC =— R T show timezones =~ > R&Z#FEHA L £9,

show timezones

X DERBA Gl —TU— NiZH v THA,
TIFIE T 7 4V F OEHERLEIEH Y FHA,
avwv kK E—FK EXEC

HBALOHAAL R4V CDA ¥ — S THEH AIREZR R O FIZ DTk, Telock timezone) (P.4-85) ZZ ML T 7Z& W,

i /admin# show timezones
Africa/Blantyre

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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showav>rF W

Africa/Dar_es_Salaam
Africa/Dakar
Africa/Asmara
Africa/Timbuktu
Africa/Maputo
Africa/Accra
Africa/Kigali
Africa/Tunis
Africa/Nouakchott
Africa/Ouagadougou
Africa/Windhoek
Africa/Douala
Africa/Johannesburg
Africa/Luanda
Africa/Lagos
Africa/Djibouti
Africa/Khartoum
Africa/Monrovia
Africa/Bujumbura
Africa/Porto-Novo
Africa/Malabo
Africa/Ceuta
Africa/Banjul
Africa/Cairo
Africa/Mogadishu
Africa/Brazzaville
Africa/Kampala
Africa/Sao_Tome
Africa/Algiers
Africa/Addis_ Ababa
Africa/Ndjamena
Africa/Gaborone
Africa/Bamako
Africa/Freetown
—--More--

(press Spacebar to continue)

/admin#

BlEav VR avwyk L]
show timezone VAT AIEREEN TV AEMH 2 FERLET,
clock timezone VAT LAORFME EERE LET,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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WM showaw>F

show udi

WX DA

TIHILE

avy kR E—F

HHEDHA K51y

]

Cisco CDA 7774 7 > 2D UDI 2T 5 A K" 52i1E, EXEC £— FTshowudi =~

ZEMLET,

show udi

G F—U— FiEdH Y £ A,

T 7 4V N OBERLEIZDH U FH A,

EXEC

2L,

#l 1

/admin# show udi
SPID: CSACS-1121-K9
VPID: V01

Serial: LAB11122278

/admin#

VMware ¥ — 3T show udi =2~ F& %
#l 2

/admin# show udi

SPID: CDA-VM-K9

VPID: V01

Serial: 5C79C84MLYH

/admin#

show uptime

ToHL WOHMNBFERENET,

Cisco CDA —Nize 74 » LT bl LR 2 &R 7 512X, EXEC E— KT show uptime =

~ v REFEHLET,

show uptime |
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DA
TIHILE
avykF E—F

BERLEDAA I

]
show users
BXOEH
FI+IEF

avw> kE—F

BERLEDAA K1Y

3l

showav>rF W

show uptime Cisco CDA #—zmr /A4 v LCWEHBEFHRT 52~y R,

| H A E AT 255K

iﬁ—o

j‘@

o begin: —¥T D5/ % —, 80 LFETOEMFTTHELET,
o count: BT % I b UET, HEE count D% T %8N L

e end: —HTDHITTHKRTLET, 80 XFFE TOFEKFTTHELET,
e exclude : —ET DTN LET, 80 XFTETORMTTHRELE

e include : —HT 21T EDET, 80 XFETORKTTHELET,

o ast: WO OEBOEITEFE R LT, HiE last OBRICETEBMLE
T, 0ITETCORREYR—-FLFET, T 74/ MK 10 TT,

T 7 4V N OBERLEIZDH U EH A,

EXEC

2L,

/admin# show uptime
3 day(s), 18:55:02
/admin#

Cisco CDA —NiZu /A4 L TWba—HDO—E 2K T 25121E. EXEC £— KT show users =~

YREHEMALET,

show users

FIERLF—U—FEHY THA,

T 7 4V N OBERLEIZH U EH A,

EXEC

2L,

/admin# show users

[ oL-26299-01-J
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M - o %iL—2avawuk

USERNAME ROLE HOST TTY LOGIN DATETIME
admin Admin 10.77.137.60 pts/0 Fri Aug 6 09:45:47 2010
/admin#

show version

VATADY T N =T N—Ta AT HERERTT HIZIE, EXEC E— R T show version =~
VREMFEHLET,

show version

X DERBA G —U— NiZH v THA,
TIFIE T 7 4V h OBHERLEIEH D FHA,
avv kK E—FK EXEC

EREDHS KSAY ZDav RiZ, Cisco CDA H— X ET3179 5 Cisco ADE-OS Y 7 b =7 DONR— g UIER L,
Cisco CDA X —V g &2 F A LET,

i /admin# show version

Cisco Application Deployment Engine OS Release: 2.0
ADE-0OS Build Version: 2.0.2.057
ADE-0S System Architecture: 1386

Copyright (c) 2005-2011 by Cisco Systems, Inc.
All rights reserved.
Hostname: pmbu-ibf-pip06

Version information of installed applications

Version : 3.0.0.11
Build Date : Tue Apr 10 13:05:05 2012
Install Date : Mon May 7 12:06:23 2012

/admin#

aAvIJ4xXal—varavwrlk

ZOHETIK, a7 4F¥alb—vary avry Fe—ERRL, HAFEOMERBT, a2~ Ro
WX, EHEDOTA T4, BEOHAFIZRLET,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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avI74F¥aL—szvawrr

a7 4Falb—ary avy RZiE, interface <° repository 2D~ RAH D £3,

Gx) —oar 7 4 Fal—vary avRTHEH, avr R ar7 4 XFal—va 2287952010,
a7 4 X a2lb—vary $T7E—RERBETILEND D £7,

AT 4FXalb—Tary E—RNIT 7R HICiE, EXEC £— KT configure =~ F&{HEHT 5

VERHY FT,

#£ 41212, ZOHETHHAT I a7 4 X2l —vay axr FO—E& 2R~ LET,

® 412 aAvI74F¥al—varavrykRko—%

¢ backup-staging-url
e cdp holdtime

e cdp run

e cdp timer

¢ clock timezone

e do
e end
e exit

* hostname

e icmp echo

* interface

e ipv6 address autoconfig
e ipv6 address dhep

e ip address

e ip default-gateway

* ip domain-name

* ip name-server

e iproute

kron occurrence

kron policy-list
logging

ntp

ntp authenticate

ntp authentication-key
ntp server

ntp trusted-key
password-policy
repository

service

shutdown
snmp-server community
snmp-server contact
snmp-server host
snmp-server location

username

[ oL-26299-01-J
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M - o %iL—2avawuk

backup-staging-url

RNy 7Ty TEEB X OETEIER, Sy 7T v 7 77 ANERy F—IHEB LT v 3y r—Ufk
TLHRODAT =V JHEEE LTHERT 2Ry hU—2 77 4L X7 A (NFS) OEHT&#&ET
EHEIICTHITIE, =27 4 F 2 L—3 3 F— N T backup-staging-url =~ > RZ#H L £,

backup-staging-url word

WX e backup-staging-url Fv hT—2 T7 A VAT L (NFS) OBz Ny 77 v FEER L O
WRBERNER T2 AT =V VIR E LTRET Db a<v sk,
word AT — v 7O NFS URL, 2048 X5 TOFEKTTHELE T,
nfs://serverpath' &\ 5 B AR LET,

1. server (I —/34 T3, path |% /subdir/subsubdir Z %5 L £3, server DZIZary (1) BHLETT,

T2+ T 7 4V N OBEERLEIRDH U /A,

avy Kk E—F a7 4F¥al— gy

BRLEDHA FS54Y  URLIEINFS A TY, a2~ ROBHXIL, backup-staging-url nfs://server:path T9,

2L FHRALTWANFSOEFXFaU)TA52HRELT, CiscoCDAY—/ D IP 7 FLANGDHT 1 LY
FJICFOERTESELSICLTLESLY,
i /admin (config) # backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe

/admin (config) #

cdp holdtime

ZAZT /XA AM Cisco CDA #—/325 @ Cisco Discovery Protocol /37 v b & FE#FT 5 £ TIcE %
HREFT B 2 ET HICIE, 27 4 ¥ 21— 3> £— FT cdp holdtime =~ > Rl L%
T TIANRRECETICIE, Zoa~vr Rone BXEMHHLET,

cdp holdtime seconds

BXOiRHA cdp Cisco Discovery Protocol D/37 A —X 2% ETHa~v L K,
holdtime PR S 17z Cisco Discovery Protocol DR FFIRER,
seconds BR—=IV RN Z A LERETHELET, EIX 10 ~ 255 TT,
T4+ 180 ¥

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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avwv kR E—F

HHEDHA K51V

il

cdp run

BXDERH

T2+

avwv kR E—F

HHEDHA K51V

avI74F¥aL—szvawrr

2y 74 Fal— g

Cisco Discovery Protocol /X7 v b %& | fFHe FIBERFH. DF U RFFRFMOME L & HITRE L ET, REF
Rpf] 2835 &, {57 /3 A1 Cisco Discovery Protocol /3% = k@ Cisco Discovery Protocol 1%
WMEWELET,

cdp holdtime =~ > RIZHRETE 25183 1 o720 T, BEIEE LG AIE. =7 —08AELET,

/admin (config)# cdp holdtime 60
/admin (config) #

avw vk ]

cdp timer Cisco CDA —/323 Cisco Discovery Protocol 7 v 77— M & %57
LHEERELET,

cdp run Cisco Discovery Protocol %14 x—7 Mz LET,

Cisco Discovery Protocol A4 Rr—7/MZTHIZE, 207 4 Fal—v a3y E—RTedprun 2 v
KFZ{EH LEJ, Cisco Discovery Protocol 7 4 E—7 MZT 521X, ZDa~<> RO no A %L
HLET,

cdp run [GigabitEthernet)

cdp Cisco Discovery Protocol D/3F A —X & ETHa~< 2 K,

run Cisco Discovery Protocol # 4 R —7 NV EZT 4 E—T VT Hav
F‘O

GigabitEthernet Cisco Discovery Protocol % % — 7 /L1294 % GigabitEthernet 1 > % —
T2 A AEHELET,

T 7 4V N OBERLEIRDH U /A,

2y 74 Fal— g

ZDavwryRTE, 12047y a o8l (f v F—T=ARARL) ZHRELET, A7 a o
B —T 2 AGENBESNRWEA, a~ 2 Rix+T_XTDA % —7 = A AT Cisco Discovery
Protocol =4 X —7 WIZLET,

S

G¥) ZoawrROTF74LFTHE, TTEETINTNDIA X —T =4 ATHELET, A
H—T A AR T 55E1%. £7 Cisco Discovery Protocol 1L L Th 5, FE Cisco
Discovery Protocol ZEH) L T 723\,
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M - o %iL—2avawuk

3l

/admin (config)# cdp run GigabitEthernet 0
/admin (config) #

cdp timer

XX DEE

T2+

avwv kR E—F

HHEDHA K51V

3l

avwU R SiieA

cdp holdtime ZAZT XA AP Cisco CDA $— /3055 17 Bt - 7= Cisco Discovery
Protocol /X7 v h & FEHET HF TICEFNEREF I IEME2HEEL E
7,

cdp timer Cisco CDA #—/3% Cisco Discovery Protocol 7 v 77— k& %153
LHEEERELET,

Cisco CDA #—/378 Cisco Discovery Protocol 7 v 77— M2 ETHHEABETHICIE, 207«
Fal—yar E—RFTedptimer 2~ FEMEMALET, 7740 FRECKETICIE, Z0a~vr
R no HXAMHEHLET,

cdp timer seconds

cdp Cisco Discovery Protocol ®/3T A —4 2 ET D a~v 2 K,

timer Cisco Discovery Protocol O IEE F#H+ 5 a2~ K,

seconds Cisco CDA #—/328 Cisco Discovery Protocol 7 v 75 — N & %59 D4 E
ERECHEELET, HIXS5 ~254 B TY,

60 Fb

2y 74 F¥al— g

Cisco Discovery Protocol /X7 v b %& | fFHt FIRERFH. DF U RFFRFMOME L & HITRE L ET, REF
Rpf 2835 &, {57 /31 A1 Cisco Discovery Protocol /3% = k@ Cisco Discovery Protocol 1%
WAEmELET,

cdp timer =~ > FIZHRETE 55150 1 o7 9, EEBE LA, =7 —BBAELET,

/admin (config) # cdp timer 60
/admin (config) #

avwvk BREA

cdp holdtime AT /34 AN Cisco CDA — 32253 (F Bt > 7= Cisco Discovery
Protocol /X7 > NEFEFET HE TIZ, TNERFETIHRMEEELE
R

Cisco Discovery Protocol % 1 X —7/LIZ L ET,

cdp run

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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avI74F¥aL—szvawrr

clock timezone

S ARET ST, 237 4 F2b— g2 F— FTclock timezone =~ > REZEFTLET, =
DOHRER T 4B —T T DI, Zoa~<r Ko ne JBXEMHALE T,

clock timezone timezone

WX clock A RET S a v K,
timezone AT LOWHEERET 53~ K,
timezone BEMEIRR I R D I O 4T, 64 XFE TORMTFCREL XY
TI+IE UTC
avyhk E—F a7 4 Xalb—vay

BERLEDAA K1Y VAT LORERIIZIZ, UTC TORZDRF S E T, BARRNRRREN DN RWEE . ik, [,

BLOHHTEZANTEET (AT AICANT DY T IVORRIHFIZ OV TIL, 4-13, 4-14, 4-15 D

HREZH),
& 413 HEDRET
MR E = (XA I 4

B

GMT. GMTO.
GMT-0, GMT+0,
UTC. Greenwich,
Universal, Zulu

7 =y VIR (UTC)

GB

e [E

GB-Eire, Eire

TANT K

WET

P 3 —u oy i (UTC)

CET g —o o o YERERE (UTC + 1 FERE)
EET Wa—n v R (UTC + 2 REfH)
REBLUHTH

EST. ESTSEDT

FREPERHERE (UTC - 5 W¢fi))

CST. CST6CDT

TR HERE (UTC - 6 BR§fi])

MST. MST7MDT

HLHEE AR HERE (UTC - 7 W§fd])

PST. PST8PDT

RAFFERERER (UTC - 8 RffH])

HST

ND A FEHERE (UTC - 10 F#fi)
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M - o %iL—2avawuk

& 4-14 F—R +3 1) 7 OEEH

A—ZE50 7!

ACT? Adelaide Brisbane Broken Hill
Canberra Currie Darwin Hobart
Lord Howe Lindeman LHI? Melbourne
North NSw* Perth Queensland
South Sydney Tasmania Victoria
West Yancowinna

. HEHFTEAT v a (/) TRESTANLET (B : Australia/Currie) ,

2. ACT = Australian Capital Territory (4 —2 kZ U 7 & 40455 Hulk)

3. LHI = Lord Howe Island (7— K /~DgER)

4. NSW =New South Wales (==2— ¥ 7 2 7 x—/L X)

® 415 7 7 OFREH

77!

Aden® Almaty Amman Anadyr
Aqtau Aqtobe Ashgabat Ashkhabad
Baghdad Bahrain Baku Bangkok
Beirut Bishkek Brunei Calcutta
Choibalsan Chongqing Columbo Damascus
Dhakar Dili Dubai Dushanbe
Gaza Harbin Hong Kong Hovd
Irkutsk Istanbul Jakarta Jayapura
Jerusalem Kabul Kamchatka Karachi
Kashgar Katmandu Kuala Lumpur Kuching
Kuwait Krasnoyarsk

1. Z7YVTORMEICIE, R7Y7, m7YT7, WETYT, BTYT, BLXORHRTOTRH Y £97,
2. ML HEEIZIEE AT v a2 (/) TRU->TAHALET, =& 2%, Asia/Aden,

(i) LA b A FTRE AR B HE 23V o W 97, Cisco CDA $— 3T, show timezones =~ >
ANJ1T 5L, CDA Y — _"THAEER T X CORERIHNERIN T T, Y oA IR b i
LB 2 IR L £7,

>

AR F—JL#IZ Cisco CDA 7 7S A7 VA LOBMEL2EETSE. 0D/ — KD Cisco CDA
FFVr—2avhBRATELGLBYES, =EL. A YA =Lzt Yy b Py T 9o F—FK
ICE>THEFZEETALSERSA-BAEF. FEIT5EMB% (TI4IL D UTC) 2%ETE
F9,

g
of
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3l

pgdEa<w R

do

avI74F¥aL—szvawrr

/admin (config) # clock timezone EST

/admin (config) # exit
/admin# show timezone
EST

/admin#

avwyFk

g!l‘:

T

show timezones

VAT LT ATRE R 2 RN L E T

show timezone

VAT AIHERTEEIN TWAFMELZERLET,

a7 4FXal—vary BE—RELEFary 74 FX¥al—vay $7F— R0 5 EXEC L_LDa~w
REFETTHICITE, 207 4 Fal—rary F—RTdoa~r REFEHALET,

do arguments

WX DA

do aryZ74FXalb—vary E—RELEFVTUrOa 7 X2 — g
YT — L EXEC LD a<wy RaFEITT 572800 EXEC a2~ K,

arguments EXEC Vv o<y RE% 7T 5 EXEC 2w R (K 4-16 %5 W),

= 4-16 Doavw>YyFmavwyK#*+FLay

avy kR 2B

application configure

BEOT TV r— g v ERELET,

application install

BEDOT SV hr—ya kA A =L LFET,

application remove

BT ) r—3a CERHIBRLET,

application start

BEOT I r—varEE#ERids x—7 I LET,

application stop

WEDT 7V r—va v wBELERET =7 M LET,

application upgrade

BT ) r—varE® T v 7T L — R LET,

backup

(Cisco CDA 5 LU Cisco ADE OS) Ny 77 v 7 HFITLT, 2Dy
IT v T HVRY NVIBREFELET,

backup-logs

Cisco CDA H— NIk EINTWa T _XTorn s %, UE— MOEFFHIC
Ny 2T v 7 LET,

clock Cisco CDA 4 — DY AT h 7y 7 ##FHELET,

configure AT 4 Fal—ary ET—RIIADFET,

copy =N L I —HRIEEDO T s ANV —LET,

debug SESEhRavwr PR (RExiE, Ny s Ty FeET, a7y
Xoal—Tgy, avt— VY —ROuvr, 77ALERE, 2—VE
L) T, =27 —FHE3A RV EaERLET,

delete Cisco CDA #+— R D7 7 A L ZHIR L ET,

dir Cisco CDA +— R D7 7 A N2 —EERLET,

[ oL-26299-01-J
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* 4-16 Doavwy Koavwy RK#x7oay (e
avwY R L L
forceout HE D Cisco CDA / — K 22—F D4+ _RCOE v a r2liflyica 7

TURLET,

halt Cisco CDA H—R&F 4 =T NIZT 50, ¥vyv hEo L LET,

mkdir FHLWT 4 L7 MY EERLET,

nslookup VE—hF AT LD IPVE T FLAFIEARZ M 2B LET,

patch VAT ANy FEIZT IV —vary Ry FEAL A=V LET,

pep ATA Y RAF ¥ /) —RERELET,

ping VE—h VATLATODIPVA Ry NT—2 T T 47 4 ZHWLET,

ping6 IPv6 Y E— K VAT ATOIPV6 Xy bT—2 T 7 4 €7 4 ZHW L
7

reload Cisco CDA —"% U7 —hLET,

restore WiEFEITLT, VATV NI DRy 7 Ty 72 BELET,

rmdir MFEOT V7 Y ZHIBRL £,

show Cisco CDA H—NIZBAT 2 1FMERRFLET,

ssh VE—F VAT O SbINTcE Yy a VEBRIELET,

tech Technical Assistance Center (TAC) =2~ FZ#EHEL ET,

telnet UE—k VAT LD Telnet i 2 et LE T,

terminal length

UARBIBED/RT A —F ZRELET,

terminal session-timeout

FTRTOF—=IF NV Eyva il LT, BESHZ A LT T FEREL
£7,

terminal session-welcome

TRCOZX—IF Nty valrTRRINDIYA v -V E AT A
WZHRELET,

terminal terminal-type

BEOYEy Y a VOBEOERRICER SN TWDIMED X A TEREL
iﬁ—o

traceroute VJE—RIP7 RLADOL— &2 L —RALET,

undebug SESFEhawr PR (ZEziE Ny s 7y FeEx, av 74
Fal—iary, at— Vy—2xouavr, 7yANEE, o—PE
72 L) T, debug 2~ RO (=T —£72013A4 X FOEKR) &
Fae—T Mz LET,

write Ty T v 2—F 4 VT 4 BRFIENCIITLCR Yy hU—2 3T

Xl —valEBRTDIAZ— T v a7 4 Falb—va&wiH
EL, A — T v ar 74 ¥al—va AlEfTFar7 1 ¥al—
vavidavr—L, aryV—L RETFay 74X alb—a L EFRR
LET,

AYURTFIFILE T 7 4 P OBEREITH Y EE A

T
H
I
™.

avy

a7 4Falb—varyE—FREhFar74Xal—vary $r7E—F
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HEREDHA K51

3l

end

XX DEE

T4+

avI74F¥aL—szvawrr

Zoawy Rk, =0 EFIZ, EXEC 2~ K (show. clear, debug 2 X% a~ F) &%
TT25aCMLET, EXEC a2 FOETR, VAT AFMEHAL W a7 1 Falb—va
YE-RIZRYET,

/admin (config) # do show run

Generating configuration...

|

hostname cda

I

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipvé address autoconfig

|

ip name-server 171.70.168.183

|

ip default-gateway 172.23.90.1

|

clock timezone EST

!

ntp server time.nist.gov

|

username admin password hash $1$JbbHVKVGS$xMZ/XL4tH15Knf.FfcZZr. role admin

|

service sshd

|

backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

--More--

/admin (config) #

BEOa 7 4Xa2lb—varytyvalraz&TLTEXEC E— RIZEDIZE, vy 74X alb—
valryE—KTend 2~ REMHHLET,

end

FIERLF—U—FiEdH Y EHA,

77 4 P OBEREITSH D EH A
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avy kK E—F a7 4F¥al— gy

$EREDHS KSLY Zoavry NI, BEOay 74 FXal—vay B— RV 7TE— Fzanrb b, EXEC £— RIZ

BITLET,
Toa<wy RiE, VAT LAREEKT L, EXEC T— RIZRE-> T, BIFFIEEZEITT2HACHERL
e I
151 /admin (config) # end
/admin#
P i=iedVN S avwvk L]
exit T 4 X2l —YaryE—REKTLET,
exit (EXEC) CiscoCDA ="\ ua /7o 52T, 72747 E—3F
NevarEBEUET,

exit
a7 4 Fal—Yary ET— REKTLT, CLI F— FEEBTRIZEWE— RIZBITT 51T, =2
T4Xal—varyE—RFTexita~r FEHEHLET,
exit
B DA B —TU— FiIhH £ A,
T4 77 4V N OBERLEIZH D FHA,
avy Kk E—F a7 4F¥al— gy

$EREDHS KSLY exit =~ NiZ. Cisco CDA #+— AT, HEDa~v L F E— FE2% T LT, CLI E— B T®RIZE
Wa<wy R E— RIBITTHLEICHEHLET,

72L& 21X, EXEC E— FIZREZIZE, 2074 Fa2lb—v g F—RTexit a~r REHEHALET,
a7 4FXal—valry P TE—FRTexit a~2 FEEHTDIHE, a7 4 Fa2lb—var T—FIZ
R FET, K ED EXEC £— FTexit 2~ FEHAT2 L, EXECE— F&#& T LT, Cisco
CDA Y — LRI E T (exit (EXEC) =~ > FOFMBAICOWTIE, lexit) (P4-24) 2%
LTSN,

i /admin (config) # exit
/admin#

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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P i=iedVN S avwvk L]
end a7 4 Fal—vary T—REETLET,
exit (EXEC) CiscoCDA YV — "\ 6ua 7o N5 8T, 77747 RE—F
NevarEBEUET,

hostname
VAT ADKRA NEBRETHIZE, 27 4 X2 —3 32 F— KT hostname =2~ > R&EEH L
FT, VATANLEARA MMEYBRTAICIE, 2oavr Fone BEREER LT ATAEZE— T
AARMCUEY FLET,
hostname word
BXOiHHE hostname RARNLEBRET DR,
word RANDLRL, 2~ 64 LFOFEKETETHR () THRELET, A2 MK
AR—=APND L FETIHRD D MENH Y £,
T2+ T 7 4V N OBEMEREIRDH U /A,
avy kR E—F a7 4 F¥al—vay

EREDHA K51 TN A VAR A ZA T Daw R THD hostname 1L, VAT LADRERIC—EZITEITLE
T, RARLITIE L OOBIHEEGDDIHENDH D T, N WEES, =T —NEELET,

ﬂm /admin (config) # hostname cda-1
Changing the hostname or IP may result in undesired side effects,
such as installed application(s) being restarted.
Are you sure you want to proceed? [y/n] y

cda-1/admin#

icmp echo

A F—Fy bMiliIA vy E—Y 7 b2l (ICMP) Oxa—|8EE2RET DL, 2074 F=2b—
Y3y F— RKTicmp echo =2~ FEHEHLET,

icmp echo {off'| on}

XX DA icmp AV E—=Fy MHHA v —Y o balOxza—EREBRETH-D0
av R,
echo ICMP = a— & ##&ELET,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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T4+

T
H
I
™.

avy

HEREDHA K51

i

BEgEa< K

interface

GE)

BXDERH

GE)

off

ICMP = a—8& %27 4 Z—7 M LET,

on

ICMP =2 —53& %A x—7 M LET,

VAT DT ICMP =3 —IRERF Y (A R —T ) O%E LRBRICEIEL £4,

a7 4 X2l —g

L,

/admin (config) # icmp echo off

/admin (config) #

avwy kR

A

show icmp-status

ICMP = — & Dary 7 4 Fal—i g U EREPFRLET,

AVHE—T 2 A ADEATERELTA L E—T oA A AT (Fal—ary ET— NICADITHE.
a7 4 F¥al—3 3y F— FTinterface 2~ FEEHLET, 2oz~ Nt no ERXEdh

D EH A,

VMware B~ > Tt (KB~ BN ENTZFR Yy T —7 A Z—T A A (NIC) DI

LT, Z2HDOA =T = AN TEHE1HY £F,

interface GigabitEthernet [0 | /| 2 | 3]

interface A H =T 2 ABHETHa~v K,
GigabitEthernet FHEY P A=YV Ry b A X —T A AR ELET,
0~3 RETHXHEY b A —H Xy b F—FDH,

interface =~ R TX Ty h A v Z—Fy b R— FDOEEANIIT 5 &, config-GigabitEthernet =
V74X 2b—rvary BT E—RIZADET (20 HEXOMEA) 22M1H),

do EXEC =< K, Z0OF— RFCTEXEC a~v v RBREFTTEET (Ido)
(P.4-87) #BM),

end config-GigabitEthernet ¥ 7 & — K& #& 7 L, EXEC £— RIZREY £,

exit config-GigabitEthernet =2 7 4 ¥ 2 L —Y 3> ¥ 7 E— REZKRTLET,

ip A —HFy b A H =T ZAZH LT, IPT RLAE Ry b~ A7 &k

ELET (lip address) (P.4-96) &),
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ipvé DHCPV6 % —/ 335 IPv6 HEIRET KL AL IPv6 7 FLAZREL £T
(Tipv6 address autoconfig) (P.4-93) & Tipv6 address dhep) (P.4-95) %
2,

no ZOE—FDa~v s FERELES, KO 2 50F—U—FafiflTxZ
\j‘o

s p:AVHF—T A ADIPT KL AL Ry hvRATEHELET,
e shutdown: A VX —T7 A A& ¥y hE T LET,

shutdown f B =T A%y v bE 7 LET (Ishutdown) (P4-115) 2%
W,
T4+ T 7 AN N OBERHEITH Y EH AL

T
H
I
™.

avy a7 4 FXal—g v

ERALEDHS RS4Y interface =~ NI, SE&EREMEZIR— T2 TA L F—T oA ZDREITHEHLET,

{5l /admin (config)# interface GigabitEthernet 0
/admin (config-GigabitEthernet) #

BeEaOT VR avwrk B
show interface VAT A AE—T oA AETAHEHREFERLET,
ipaddress (f > ¥ —7 =4 |A V=T zAADIPT FLALFy h~ATERELET,
A a7 4F¥alb—vay
E— )
shutdown (f > ¥ —T7 A | ¥ —TxA A% ¥ v XU LET ([shutdown] (P.4-115)
A a7 4FXal— gy W),
E—R)

ipv6 address autoconfig

IPv6 A7 — FL AHEREEA X —T7NMIZTHITE, 207 4 F 2 L—3 3 F— FTinterface
GigabitEthernet 0 =~ > REfHLET, Zoa< NiZiX, no BRiTH Y XA,

Linux TiZ, IPv6 7 RV AHBFREIET 7 4 /v hTA F—7 W27 0 £9°, Cisco ADE 2.0 i%, £ *—
TN S THWAEBEDA VB —T oA ADFE[Tar 7 X2l —a NOIPv6 7 KL A B8R E
ZRLET,

interface GigabitEthernet 0

BT DA interface AVE—T A RERET Ha~v R,
GigabitEthernet XEHEY A=YV Ry b A EZ—T A ZAEZRELET,
<0-3> RETDHXHEY b £ =YXy h F—FDH,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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BERLEDAS K1Y

T 7 4V FOBERLEIEZXSH D FHA,
a7 4Fal—g v

IPv6 A7 — b L 2 HEREICIL, THIATEEZR IP 7 FLAZEET 52X 27 4 EOXMRH Y £
To TORXRKE, TTAN—IRRICE o> TR ENET, show a2~ FE[HEHT L, 7T AN
o IRIRBERE S A R — T T o TN D T L EHER TE ET

#l 1

/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
/admin (config)# interface GigabitEthernet 0

/admin (config)# (config-GigabitEthernet)# ipv6 address autoconfig
/admin (config) # (config-GigabitEthernet)# end

/admin#

IPv6 BB EEL A X —T NI THE, FTa 74 FXal—3a AIRkDEHIRA v E—T = A A
Exr~LET,

interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipv6 address autoconfig
|

show interface GigabitEthernet 0 =~ N T 5L, f =T = A ARELZRRTEET, f
2T AV EZ—T2A A3 ODIPV6 7 FLARH L N RENET, BIIOT Rz (3ffe T
WBEHT RLR) I, AF7— ML 2ABBBRELHFEH L BB SNET, A7 — ML AABEREE FEITT
521, FOV TRy NETIPV6 b— K8 T RRF AL XA haA X—TNZTHHERHY 7, K
DT KA (fe80 THEDT KL RA) X, RA MDIEENOLD AT —T2FF2720W I 7 a—Fn T
KL AT, IPv6 BEhakED> DHCPv6 R ENICEFRR L, Vo a—h0 7 RLRIFICRRFIN
F9, &EOT FLA (2001 ThEE D) &, IPv6 DHCP — "o B&ES N E T,

Bl 2

/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:ff10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

/admin#
RO RFC 1%, IPv6 A7 — ML ZABERED T T A N — L a Rt L E T,

http://www.ietf.org/rfc/rfc3041.txt
7T A N —YERMSEE N A R — T TR TN D T & BFEER T 5121, show interface

GigabitEthernet 0 =~ > REHEALET, I AN —IREEFZR2NWT KL AL 7T A4 —4k
BEROT FLAD 2 OOBFEHRET FLABRRRINET,

Il Cisco Context Directory Agent, Release 1.0 f Y X kL—¥av/avI4F¥alb—Yav HAF
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WOF 3 Tix, MAC I3 3ffe:302:11:2:20c:29ff:feaf:da05/64 T&H v . 3F RFC3041 7 F L A2 MAC #*
EENTWET, £, TT7ANN—PEET F L A% 302:11:2:9d65:€608:5929:d4b9/64 T4,

A, oL SRS ET,

%l 3

/admin# show interface GigabitEthernet 0

ethO

/admin#

Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05

inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:e608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:60606 errors:0 dropped:0 overruns:0 frame:0

TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000

avwyFk

g!l‘:

T

show interface VATFAALVHE—T oA ACETABEREF T LET,

ipaddress (f > F—T =A |2 EZ—T2AAZADIPT RLALXY h~AZ ZHRELET,

A Ay 7 4 F¥al—

£—R)

shutdown (A > #—T7 =A |f 2 HF—TxA A% ¥ v bZ U LET ([shutdown) (P.4-115)
A aryZ4Xal—ary |EBR),

T—F)
ipv6 address dhcp A H—=Tx2AATIPv6 7 KL A DHCP %4 X —7/MIZLET,
show running-config BUEDEITa Ly 74 Xal—vay 7oA VEREa Ly 7 X2l —

varORNRERRLET,

ipv6 address dhcp

EX DA
TIHILE
avykF E—F

IPv6 7 KL 2 DHCP A4 X —7 VT AI0lZ, 2> 74X 21— 32 F— KT interface
GigabitEthernet 0 =~ > REHLET, Zoa<2 N2, no BRiTH Y XA,

interface GigabitEthernet 0

interface AU B —T 2 A ABRETHa~v K,
GigabitEthernet XAy h A=V Ry h A F =T oA AEFELET,
0 BETHXTEY b A=V Ry FOFR— FEF,

77 v b

DOEIEREIZH Y FH A,

a7 4F¥alb—ar
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HEREDHA K51

i

GE)

EEa< R

ip address

L,

/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
/admin (config)# interface GigabitEthernet 0

/admin (config-GigabitEthernet) # ipv6 address dhcp

/admin (config-GigabitEthernet) # end

/admin#

IPv6 DHCPv6 %A F—TNMZT D&, FATar 7 4 Xal—vaiFROI I A v H—T = A A
ExRLET,

1

interface GigabitEthernet 0

ip address 172.23.90.116 255.255.255.0

ipv6 address dhcp
!

IPv6 A7 — F L AHBENZEE & IPv6 7 KL 2 DHCP %, EWIZHHATIEH D 8 A, RMUA 22—
T7xAALETIPV6 AT —F L ABEHETEL IPv6 7 FL A DHCP Ol F #RETE 4, ¥EDA
H—=T 2 ATHAEZINTWD IPv6 7 KL A& K /RT 5I21L, show interface =~ FaEH L F T,

IPv6 25— F L ZABEERE L IPv6 7 FL X DHCP i x4 % —7Micd 5 &, Effar7 4 ¥a
L=y a 3RO EIBRA L E—T 24 AREERLET,

interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipv6 address dhcp
|

avy kR L]

show interface VATFA A HE—T oA AT HEREERLET,
ipaddress (f v ¥ —T=A AU —TzAADIPT KL ALy h~RATERELET,
A a4 Xal—gv
F— )

shutdown (/> % —7 = A A F =Tz A%y v hE v LET ([shutdown| (P.4-115)
A ayZ4Xal—vary |25,

EF—F)

ipv6 address autoconfig AV B =T 24 ATIPV6 AT — h L AHBHEEEA X—F M LE
‘é—o

show running-config BEOEFaL 7 Fal—ay 7oA NEFEIL T Fa Lo

varONRERRLET,

A=V Fy b A F =Tz AZH L, IPT RLAERY b~ RATEZRET DI, A F—T A
A arvZ4Xal—var E—FTipaddress 2~ FEHHALEI, IP 7 KL 2 EHIERT 55, IP
Tut T eT 4= MIT LR, Zoavwry Fone BN LT,
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ip address ip-address network mask

GF) BHEOAN L F—Tz2A AT, AILIPT RLAZRETEET, ZTOHREITLD, 225004 F—T =
A A HEZICHERay 7 4 Fab— g CFRIEZHIRBTE £,

B DA ip address GigabitEthernet f % —7 =A ZADIP 7 KL AL Xy = A7 ZRETD
a< R,
ip-address [Pv4 N—=2a D IP T RL A,
network mask B onz P71y hDOw R,
TIHIE AEHTT,
avY R E—F A H =T 2R AT fFalb— g

EHEDHM FS4Y TRLRLRy b= A7 24T 1 OTORETLOILENDHY £, feELRWEE., =7 —2BAELE
R

11 /admin (config)# interface GigabitEthernet 1
/admin (config-GigabitEthernet) # ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,
such as installed application(s) being restarted.
To verify that CDA processes are running, use the
'show application status cda' command.
/admin (config-GigabitEthernet) #

Eav VR avwyk HL]

shutdown (/> % —7 = A A B =T A A%T 40— LET ([shutdown] (P.4-115)

A ar7Z4¥al—iar |[EBR),

E—R)

ip default-gateway AV B —T 2 A ADTFIHNVE F— R T z2ADIP T RLAZHEL
9,

show interface VATLEDIP A H—T A AT HEREFRLET,

interface AV H—=T 2 A ABATERELTA L H—T =2 A F—KIZAY
ESc N

ip default-gateway

IP7 FVRAZEELTCT 74N b V= bV = ZERELARETLHITF, ar7 4 Falb—var
£— KT ip default-gateway =~ > REZEHLET, ZOHELT 4 E—TICT DL, Zoav
Y RO no BAEMHL £,
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ip default-gateway ip-address

B DA ip default-gateway IP7 FLZAZELTT 74V N F— b oA BEFRTLHa~v U R,
ip-address FI7HNE A= R T2 A DIP T KL A,

T4+ 2 Gl

avy kR E—F a7 4 F¥al—vay

BREDHA RS54y HEEOSIBEHFELESE, 5B EREL TV RVWERET T —BEELET,

5l /admin (config)# ip default-gateway 209.165.202.129
/admin (config) #

BlEav VR avyk EL
ipaddress (f % — A=V Ry A F =Tz ADIPT FLALRXY b~A 7 5ZFRELE
TxARX a7 4F%= |T,
L—yay £—K)

ip domain-name

Cisco CDA — PR A M ETERESTELDIERTHT 74NV MO RAL U4 EERT DI,
ar7 4 X¥al— 3 T— KTipdomain-name 2~ FZHEHLET, ZOWEEZT -7 L
T B2, Zoa~r RKone BN EHHLET,

ip domain-name word

BX DN ip domain-name FITFIN RO RAL R EEHRET LI~ R,
word KA ML ERRSEDEOIERT DT 74V D RAAL %, 2~ 64X
FOREKE T TRELET,
TI4ILE AT,
avy kR E—F a7 4 F¥al—vay

EHEDHA K4V AN LIEBIENR LT ELHAELEIARR LTV ISE,. =7 =08 AELET,

5l /admin (config)# ip domain-name cisco.com

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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/admin (config) #

avwyr B4
ip name-server DNS 7 =V —[fICfE 95 DNS — %2R E L ET,

g!l‘:

ip name-server

~

GE)
DA
T4+
avykF E—F

BERLEDAA K1Y

il

DNS 7 = U —ZATRHMEMN T2 FA A > f—2 =3 (DNS) OV —R"2RET DI, 27 4
Falb—v a2 EF— RTip name-server 2~ RZMHHLET, 1 ~3 5D DNS ¥ — "% ETX
F9., ZOBEET 4 BT T HITE, Z0avy RO no BREHEH L ET,

Zoavwry RFono BREMEHTLE, REPLTXTOR—L F—RHlfrshEzT, Z0oavw
Dno EXEIPAD 1 SEMMT DL, TOR—L =" RHIBRSHET,

ip name-server ip-address [ip-address*|

ip name-server FHT LR —L F—="DIP T RLAZHRETHa~vr R,
ip-address F— A P—DOT FL A,
ip-address* (LE) BMoFx—h =D IP 7 RL A,

GE) F—L V= NF KR3AETRETEET,

77 4V b OBEREIZSH D EH A

a7 4F¥alb—Tar

ip name-server =~ F&f ] L TBIMESNDRMOR— 2 F— N3, RYOMNELEFLES, &
AT DE, NS ZDOR—L B—="ZfALTIP 7 FLAZMRLET,

F—h P—NF, R B F) ICETLHET, —EICL1BERLFTTARTEZENTEET, VAT AL
TTIL3EDR—L F—ARREINTVDIHAE, L tb 1 BEHIRTLETR—L h— %58
MTEEHEA,

1l BEDOFR—b F—NRERPOMEBEIZREL T, ¥ 7 AT ARNETEOF—R"2MHHT 5L 52T 51
X, Zoavr Fone BFREMA L TTRXTOR— L B—_"ZHIERL THOAMZED 20X H Y
iﬁ‘o

/admin (config) # ip name-server 209.165.201.1

To verify that CDA processes are running, use the
'show application status cda' command.
/admin (config) #

Cisco CDA ZFEH LR WE IITBIRT 52 LT TEETH, ERITARTRY £7,
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ip route

avwvFk EL
P —RNRHKRA MR EIEETEDIHERTA2T 74V D RAAL
LEEZRELET,

ip domain-name

WX DA

T2+

avwv kR E—F

il

ABT 4w —FEBRETDICE, 207 4Fal—rar T—FRTiproute 2~ FEEHALE
T, AEZTF 47 L— AT HICE, Zoa~vr Fone BRAFHLET,
ALT 4y 7 = MEFBTRES NS0, kLD TEADR (Fy FT—2 bR Y—D%
LICBHICHATEEEA), FEWICLELTWET, A¥T 47 b—NMNIL V=T34 T T
T EeEETOHII L RHERTE LD, WRROEHELEEILTEET, £, V=T 47
R —DEEERZHZLET,

ip route prefix mask gateway ip-address

no ip route prefix mask

ip route IPLr— b EaRETLHa~VU R,

prefix D IPV— K TV 74 v T A,

mask WWHDOT VT 4 T ATRT,

ip-address Xy MU= ICBET DDA FRARR 7 AN Ry TOIP T KL A,

T 7 4V N OBEPCEIRDH U /A,

a7 4 F¥al—va

/admin (config)# ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
/admin (config) #

kron occurrence

XX DEE

1 2FFEEOa~v R A5 Va—T a2 R, BEOHRIC, 23Rl THEITEIND &
INZAHT D a— o 7 T5H120F, 207 4F 2l —3 3 F— FTKron occurrence =~ > K% {# [
LET, TOAFYa—LEHBT 5123, Zoa<wr Ko no BXEFEHLET,

kron {occurrence} occurrence-name

kron av R AFVa—F av Ly RERFa— Y T Ah3dbDavwy K,

occurrence av LV R AV a—T av s REAFa—) 7 LET,

occurrence-name FH VU ADLEL, 80 XFETOERKTTHRELET, ko TE) & T
OB 2SR,
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(G¥)
T4+
avv Kk E—F

HEREDHA K51

3l

avI74F¥aL—szvawrr

kron occurrence =~ N T occurrence-name ¥ —7U — K& ANJj3 2% & config-occurrence =7 1
Fal—var ¥7E—RICADET (20 HEXOBRNH 25H8),

at WELLEBRECA DV ARFAITIND L OICHEELET, EHFE : at
[hh:mm] [day-of-week | day-of-month | month day-of-month]

do EXEC =<v> K, ZOF— FTEXEC a~vy RBRFEFTTEET (Ido)
(P.4-87) =&Y,

end kron-occurrence > 7 f ¥ a2l —i g B TE— &K T L, EXEC £—
NIZREYD £7,

exit kron-occurrence 2> 7 A ¥ a2l — 3 v B— REETLET,

no IOEFE—FDavwr FEGRELET,

KD 3 HOOF—U— FafliffinieTd,

o at: MHFIE : at [hh:mm] [day-of-week | day-of-month | month
day-of-month]

e policy-list: AL AL o TEITEINDIAR I — VR MERELE
o 80 XFE TORKFTHELET,

o recurring : KU — U R MOFETEMY KL ET,

policy-list FHL AL TETEND A~V R 25V 2—F RY— VR NafE
Eb\i‘j‘o

recurring BMORLTHEITTEILI LU Z2EZBELET,
Y

(G¥)  kron occurrence Z#E VIR L CTHEITLRWHE., ATV 2 — L% E
STy 77w 7® kron occurrence I 7 4 X2 L— 7 UL
FITRIZHIBR S E T,

77 4 P OBEREIEH D EH A

a7 4 Falb—g

kron occurrence =~ FE L policy-list =~ > REMHL T, 1 2L EOARY >— U R h&[E U
MELEBRTETEIND LA T Y2 — L LET,

EXECCLI =~ FaFra~vy F A7 a—7 RU U—%E LT, & L72IKZIZ Cisco CDA
= NTEITSIND LAV 2a—V 7T 512, kron policy-list =~ F& bl eli a~vr R
ZfEH L E9, Tkron policy-list] (P.4-102) ZZML TS 7ESVy,

S

GE) kron a2~ REFETTDHLE, —BOLRET (XA L AFZTOBIMILY) TRy 7T w7 N
VERABMMERENDS DT, AW EEXINDLZZILIEIHY A,

B BRANYITYT
/admin (config) # kron occurrence WeeklyBackup
/admin (config-Occurrence) # at 14:35 Monday

[ oL-26299-01-J
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/admin (config-Occurrence) # policy-list SchedBackupPolicy

/admin (config-Occurrence) # exit

(

/admin (config-Occurrence) # recurring
(
(

/admin (config) #

Bl2: BRixwor7yT

/admin (config) # kron occurrence DailyBackup
/admin (config-Occurrence) # at 02:00

/admin (config-Occurrence) # exit
(

/admin (config) #

Bl 3:BRNYYOITYT

/admin (config) # kron occurrence WeeklyBackup
/admin (config-Occurrence) # at 14:35 Monday
/admin (config-Occurrence) # policy-list SchedBackupPolicy

(

( )

/admin (config-Occurrence)

/admin (config-Occurrence)
(

/admin (config) #

# no recurring
#

exit

BEaYF avwyFk

8

kron policy-list

O R ATV a—T R —DLRIERELET,

kron policy-list

av R ATV a—7 KUY —DARIEHEE L. kron-Policy List 27 4 ¥a L—Y 3 v H7E—F
WCADIZIE, 27 4 F =2 b—3 3 F— FTkron policy-list 2~ > FEHHLET, a~v K A7
Va—7 R —EHIKRTHICIE, Zoavwr Rono BREFEHRLET,

kron {policy-list} /ist-name

EBXX DA kron

avw L R AV a—T avw  REAFa—) o745 b0a<v R,

policy-list

AV R AT Va—7 R —OARTZRELET,

list-name

RY— YA DAL, 80 LFETORBMFTHELET,

(3¥)  kron policy-list = ~ > FC list-name = AJ)9 % & config-Policy List 2> 7 f Fa L — g 7
F—RIZADET (2o MEXOHY] 238),

cli

A a—FIE o TEITESNEa~< 2 R, 80 LFETOEKTTIREL
iﬁ‘o

do

EXEC 2a~v v R, ZOEF— RTEXEC 2= RBRETTEET ([doJ
(P.4-87) &#ZM),

end

config-Policy List 2> 7 f ¥a L —v g v 77— F&#& T L, EXEC
E—FNIZREY £7,

exit

IOV TE—RERKRT LET,

no

ZOFE—ROavr REHEELET, KO 1 S>OF—7— RBFEHAET
7,

e cli: ATV a—JIlkoTCHEITESNDa~vw K,
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TIFIE T 7 4V F OBHERLEIEH D FHEA,

™.

H
I

™.

avy AT 4 Falb—vay

BALDHA FF34Y  EXECCLI a~y FaHFira~vy R A7 Va—7 RY U—%ERL T, 5E L7RZIC CDA #—
THEITEND LAV 2—Y 74 52i%, kron policy-list =~ > K& & HiT cli a2~ FaA
L %9, kron occurrence =~ > NI LN poliey list =~ > FEFEHL T, 1 2UEDOKRY T — U 2 |
ZR UM E 23R CRITEND L H A Va—L LEd, liproute) (P4-100) 2B CTL 72
SN

i /admin (config) # kron policy-list SchedBackupMonday
/admin (config-Policy List)# cli backup SchedBackupMonday repository SchedBackupRepo
/admin (config-Policy List)# exit
/admin (config) #

EEa<TUF avwv kR A
ip route OV R ATV a—T FHVVADAT Y a—)b T A —H EIRE
L C. config-Occurrence 2> 7 4 ¥ a2 L — 3> £— NIZAD £7,

logging

SATAMIEAYVE—F VAT LAANDRTDEEERS, vl LD ar T 4 X al— g E A R—
TVCTBHICE, a7 4 Fal—v a3y T—RTlogging 2~ FEEHALET, ZoHiEET «
=TT BRI, Toavry Rono BEREFEHLET,

logging {ip-address | hostname} {loglevel level}

BX DA logging VAT A X T ERET DAV R,
ip-address o7 EEXETAIE—F VATADIP T FL X, 32 XFF COREMKF T
ELET,
hostname 07T AV E— R VAT ADKRA MM, 32 LFEETORBFTTIHE
LET,
loglevel logging =~ Ko/ LYULERETHa~v 2 R,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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T4

avwv kR E—F

HHEDHA K51y

]

level BT Ay —VERETHIHLEDTIAFYVT 4 LIVDOFRE, TT74F

e laalert (77— 1) : EEBIZENMLE,

e 3-err (=7—) : =T —IREE,

e 4-warn (&) . BEHEIRRE,

e 6-inform: (F 7+ 1) IHFHF A vE—,

o 7-debug: TR T AyE—,

V74 LV TOLEY T (F=U—FOEZEAT),
o O-emerg (WEFHE) : ¥ AT ADBEIHARA,

o 2ecrit (Z VT 4AN) 7 VT ¢ HILIRIREE,

e S-notif GEH) : EHTH D, EERRAE,

T 7 4V N OBERLEIZH U EH A,

2 74 X¥al— gy

Ioa<wr RTE, IPT7 KL A, KA M, £7213 loglevel ¥— 7 — R

HVET, INLOFBEEEIREST DL T —BRELET,

#l 1

/admin (config) # logging 209.165.200.225
/admin (config) #

Bl 2

/admin (config)# logging loglevel 0
/admin (config) #

DOWTINNEIRET B HHN

avwvFk HL

show logging VAT YA NEERLET,

NTP 2> 7 4 X2 b—a VERETHICZIE, avry74Fab—r g

~ F. authentication-key =~ >~ I, server =~ K, K XU trusted-

~U FEERLET,
ntp authenticate
ntp authentication-key <key id> md5 hash | plain <key value>
ntp server {ip-address | hostname} key <peer key number>

ntp trusted-key <key>

&— KT, authenticate =~
key 2~v 2 F& & HZ ntp =
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BX iR ntp NTP a7 4 X2 lb—ag v dEETH00av s R,
TIHILE 2L
avy kR E—F a7 4 Fal—ay

BALDHA R4y  ntp 2~ REZHEHALTCNTP a7 4 Fal—va b ZEELET,

T 3A A ETNTP —bER2%&H# T3 521X, authenticate., authentication-key. server, 35X
trusted-key /e PO F — U — FLF|HEFEE LT, nontp 2~ > REANTIHLERDH Y £7, L&z
(X, LARGIC ntp server =~ REFRITLIZGA L, server £ L bl nontp 2~ REFEHALET,

NTP % — SO EFFIEDOFHEMZ OV T, Intp server] (P.4-108) &ML T 7ZEW,

11 /admin (config) # ntp ?
authenticate Authenticate time sources
authentication-key Authentication key for trusted time sources
server Specify NTP server to use
trusted-key Key numbers for trusted time sources

/admin (config) #
/admin (config) # no ntp server
/admin (config)# do show ntp

% no NTP servers configured
/admin (config) #

Eav VR avwyk HL]

ntp authenticate TRTORLAROFRIEE A F—T M LET,

ntp authentication-key BEEN TV ARATRORAEF — 2% ELE T,

ntp server VAT ADNIP H—R_ZEHEALTY 7 b7 07 ay 7 R
LET,

ntp trusted-key NTP fREEF— & LCEERTOIMNEND HEHEIN TV DEZIRO F—
BEERELET,

show ntp NTP BT T IS T 5 AT — X A FEHRER T LET,

ntp authenticate

TR CORBIRORIEE A *— 7 /VI2 T 5I2iE. ntp authenticate =~ > FZ{FH L £ 9, NTP &3
XA FERORREIL, R snEti,

COMEEAT 4 E—T7 T AT, Zoavwr RO no BERAEAFHL £,

ntp authenticate

BXX DA ntp NTP 2> 7 4 ¥al—va v EET5a~vr R,
authenticate TRCOEINREOREE A X —7 VI LET,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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TIHILE L
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BRLDHS 31> ntp authenticate :l’\?/l*%:ﬁﬁﬁ LT, T RXCORBEORIEE A X —7 WM LET, ZDa~vr Fix
ﬂ‘7/a/f%@\ AR 0)3?/]\72]\/“(%)4{% Lij_
—ERDOP— NIZOBFEENMLE (DFD, — OV — ORI ICHE SN T —B0EE) RS
“—]*‘/CuunEﬂ‘éiEl/\ N _@ZV/F%%??Lfib\VG<ﬁ_éb\o

{1 /admin (config)# ntp ?
authenticate Authenticate time sources
authentication-key Authentication key for trusted time sources
server Specify NTP server to use
trusted-key Key numbers for trusted time sources

/admin (config) #

/admin (config)# ntp authenticate
/admin (config) #

PREaOTU R avwvk L]

ntp NTP 2> 7 4 Fal—iarvaiEETHa~v R,

ntp authentication-key EHSN TV ORIEF — 2R ELET,

ntp server VAT ALADONTP VP —REFEHLTY 7 b7 07 vy 7 %R
LET,

ntp trusted-key NTP BFF¥— & LCERT D LEN D HEH STV B LR F —
HEEREELET,

show ntp NTP B#AHFICBT 5 27— XAz R LET,

ntp authentication-key

REEIR OFRGREF — 2B ET 2551, 274 Fal—var = T -BOBITB IO — %
f87E L T ntp authentication-key =~ > FZEH L 7,

COMREET 4 E—T T AR, Zoavwr RO ne BXAEEHL £,

ntp authentication-key <key id> md5 hash | plain <key value>

X DEREA ntp NTP 2 7 4 F¥alb—a v di8ETHa~vr R,
authentication-key Eﬁéhfwéﬁﬂﬁﬁmﬁ% ERELET,
key id ZOX—ITEI D ST HEBIT. 1~ 65535 DEMEE Y R—F LET,
md5 SREEXF— Db X A 7,
hash <word> BIAED NNy Vo F— WAL A S IFEE Ny va) F—%iE
ELET, 40 XFETTHELET,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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plain <word> BAEDT L= T F A F—, BELY A T lFE LS Tz
TL—=VTFXAN F—EEELET, IS5 LFETCTYHR—FLET,

<key value> 52 mdS5 plain | hash DWW —Bd 5 A0 —1H,

7L

a7 4 Falb—g

ntp authentication-key =~ > RZfH L T NTP iRAEDORBIEF — 2 FF oM 2% E L., BHET S
¥— 1D, F—Hf %1t§747 jbctUﬂe EORELFELET, ZOF—2FETELY A MIEM
L T2 5 ntp server 2~ > RIZEMLET,

FHETE 2 Y X MBS N7z NTP @BREx — 2 Fro 2 WL, R sh A,

/admin# configure

/admin (config) #

/admin (config)# ntp authentication-key 1 md5 plain SharedWithServe
/admin (config)# ntp authentication-key 2 md5 plain SharedWithServ
/admin (config) # ntp authentication-key 3 md5 plain SharedWithSer

Y

(3¥)  show running-config =~ Kl¥, E¥= ) T 4 D=8, Message Digest 5 (MD5) 'L —v
WATAh S IF—2 Iy Va2 B UTEBM L TERRLET, 2L 2 ntp
authentication-key 1 md5 hash eel8afc7608ac7ecdbeefc5351ad118bc9celef3 D L HIZFK AR L
£,

/admin (config) # no ntp authentication-key 3
GRAEx— 3 ZHIBRL £97)
/admin (config) # no ntp authentication-key

(TR TORFEF—ZHIBRLET)

avwyk B

ntp NTP 2> 7 4 Fal—aviaRETDHa~vr R,

ntp authenticate TRCOBLIROBIEE A F—T M LET,

ntp server VAT ADNIP H—R_ZEHEALTY 7 b7 07 ay 7 R
LET,

ntp trusted-key NTP fREEF— & LCEERTOIMLEND HEHIN TV DEZIRO F—
BEERELET,

show ntp NTP BB T 2 AT — 2 AEWREFR R LET,
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ntp server

NTP = NIZ KBV AT 2DV 7 vy =7 OBFORBULEZFF AT 512X, a7 4 Falb—v g
E— T ntp server 2~ REHLET, BOITOENENDOF—T, ¥Y—_"%&{mK3 DF THFAl
LET, F—1FA T a3 DT A—=FTETMN, NTP BIEIZITHZETY, Cisco CDA 121X, ®IZHZ)
THFEAREZ: NTP — 003 T,

F—3FA T a DN TA=ZTER, NTP b =LA DBENDH LG EIRET 2LENDH Y
ij‘o

COWREE T 4 B— T MITT DI NTP =" ZHIBR L TRl — N2 BT 55608, 20D
~Y RO no JBRAMLH L £,

ntp server {ip-address | hostname} key <peer key number>

B DR ntp NTP 2> 7 4 ¥alb—arv&igETHa~vr b,

server VAT ABBELEY—ALRMT LI EEFAILET,

ip-address | hostname  |BfEF ORI ZIRIET 29— "D IP 7 N L A E 23R A MM, 515UE 255 X
FECTORKEFTTHRELET,
key (EE) ©7 ¥—0&KE, 65535 LTETORTTHRELET, Z0x—
IX. ntp authentication-key =~ > F&fH LT, ¥ —ETERT HLEN
HV ¥+, £/, ntp trusted-key 2~ FEHEHL T, EETE¥%—L
LCEMNTIVNERDY £7, B2 AT HITE, F—BLUOF—fE
N, EEONTP =N ETERINEF—BLOF—ELFRLUTHHME
B0 FET,

T2+ FIZFILFTRESNTWDET—NTHY £H A,

AT R E—F AT 4 FXalb—vay

BALDHA K51y VAT APEE LIn Y — N EEMT 5 Z L A AT 5841, B TE 2% —%HE L T ntp server
av s REHEHLET,

XF—I AT 3 TR, NTP BEECK L CEMETT, £9. ZDOF—% ntp authentication-key
a2 RTEFK L. ntp trusted-key =~ > RIZIEBM L72%. ntp server =~ RIZEMLET,

show ntp 2~ Rix, AORAT —FZ AR R LET, REINTZ NTP — SRBZEATRE TRV
By FRIFTREEINTOVRWIGS (NTP FBAEREREE SN TV AEE) 1. Zoa~vy NIg/PMNED

B =AM T AR AR T LET, NTP b — ARBGEARRED, FIEEWICERIES TR WEE
X, Zoa~wr FIE OREHEROEEIL 012720 £,

Cisco CDA HFHla—H f L Z—T = f ATNTP $—N a7 4 Fab— 3 rBRLORGEE EH
5121, [Cisco Identity Services Engine User Guide, Release 1.1.1] @™ [System Time| 3 XU INTP
Server Settings] DIHEZZML T EE W,

GE) Coa=wy RiE, A7 2FBlET2ERERIELET, A7 o X3, 7T E TITHRK 20
BIIMNDZ ENHY 7,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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Bl 1

/admin (config) # ntp server ntp.esl.cisco.com key 1

% WARNING: Key 1 needs to be defined as a ntp trusted-key.

/admin (config) #

/admin (config) # ntp trusted-key 1

% WARNING: Key 1 needs to be defined as a ntp authentication-key.
/admin (config) #

/admin (config)# ntp authentication-key 1 md5 plain SharedWithServe
/admin (config) #

/admin (config)
/admin (config)
/admin (config)
/admin (config)
/admin (config) # do show running-config

Generating configuration...
|

# ntp server ntp.esl.cisco.com 1
# ntp server 171.68.10.80 2

# ntp server 171.68.10.150 3

#

hostname cda
!
ip domain-name cisco.com
|
interface GigabitEthernet 0
ip address 172.21.79.246 255.255.255.0
ipv6 address autoconfig
|
ip name-server 171.70.168.183
|
ip default-gateway 172.21.79.1
|
clock timezone UTC
|
ntp authentication-key 1 md5 hash eel8afc7608ac7ecdbeefc5351adll8bc9celef3
ntp authentication-key 2 md5 hash flef7b05c0dlcd4cl8c8b70e8c76£37£33c33b59
ntp authentication-key 3 md5 hash eel8afc7608ac7ec2d7ac6d09226111dcel07da37
ntp trusted-key 1
ntp trusted-key 2
ntp trusted-key 3
ntp authenticate
ntp server ntp.esl.cisco.com key 1
ntp server 171.68.10.80 key 2
ntp server 171.68.10.150 key 3
|
--More--
/admin# show ntp
Primary NTP : cd-acs-ntp.cisco.com

synchronised to local net at stratum 11
time correct to within 448 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 46 64 37 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 46 64 0 0.000 0.000 0.000
171.68.10.150 JINIT. 16 u 47 64 0 0.000 0.000 0.000

Warning: Output results may conflict during periods of changing synchronization.

/admin#

[ oL-26299-01-J
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PREaOTU R avwvk B
ntp NTP 27 4 Xal—a U &BETLIav B,
ntp authenticate TR TORAROBGEE A 2 —T VI LET,
ntp authentication-key BHEHIN TV LREZRORBIEY — &% E L £,
ntp trusted-key NTP FBiE¥— & LCERTHILENH HEHE SN TV AEEZJRO % —
FRERTELET,
show ntp NTP B A ICBET 5 27— % 2R ERFLET,

ntp trusted-key

REIRZEECTE 2 U A MSBEMT 512X *ﬁ@?ﬁi%’]?%?ﬁﬁ? L T ntp trusted-key =~ > K% f
LET, ZOBEET 4 B—T7NICTHI0E, Z0oa~vr RO no BXEFEHLET,

ntp trusted-key <key>

B DA ntp NTP :‘/74 Fal—YarzRETsa~vr R,
trusted-key ZOXF—|ZEIY YT LT
key NHMWE¥ LLTE #6%%ﬁ%5%ﬁéhfwé%ﬂﬁ®%~%
BFEBELET, 65535 LFETORETHELET,

FI4I+ L

T
H
I
™.

avy a7 4 FXal—g v

ﬁFFIJ:(Dﬁ'f F34> ZDOFxF—% NTP & At nE"’? s LT [_/\ NTP "j‘”—/\L:JEjJH—aﬁé Bl 1D§ET% AHY A \—Lj][] L/ijﬁ
fEHETED Y A MIBMENTZF—1E, NTP 3 — Lo T AT AL DRI EZFHFAIT 58I DH
fERACTEx £,

i /admin# configure
/admin (config) #
/admin (config) # ntp trusted-key 1
/admin (config) # ntp trusted-key 2
/admin (config)# ntp trusted-key 3

/admin (config) # no ntp trusted-key 2
(key2 ZEHHTE 5V A M DHIKRLET)

/admin (config) # no ntp trusted-key

(TRTOF—ZFHTELU X FHHIERLES)

BEaTUF avUF A
ntp NTP 2v 7 4 ¥al—var&ifETdavr kK,
ntp authenticate TR COFLNROFEE A X —7 VI LET,
ntp authentication-key FHESN TV AHRLEORIEF—2RELET,

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
m. 0L-26299-01-J |



| $4% CiscoCDAaRYFK YI7LYR

avI74F¥aL—szvawrr

avwy kR BieA
ntp server VATADONIP b—NEFEHALTY 7 by=T7 07 vy 7 &R
L/iﬁ‘o
show ntp NTP B#fHF 2B A AT — X AfEHwAEERLET,
password-policy

GE)

BX DA

VAT HIRTHENRAY— R X —T L ETLIXRET DL, a7 4 F2lb—ary EF—RT
password-policy =~ > FZfEH LET, ZOWREELZT A E—7LICT DX, ZOa~r RO no JB
KEFEHLET,

password-policy option

password-policy =~ > FiZiX, R v — 47 a rAuBETT (HEXOMH] 281),
password-expiration-enabled /%, ff10> password-expiration =~ > RORNZANTAMLENH Y £,

password-policy NAT—=RFRY—ZRET DA~ R,

N

(i) password-policy =~ K& AJj$ % & config-password-policy 2> 7 4 Fa b —T g W
TE—RNICADZ ENTEET,

digit-required RNRAT = RITIIHFREEN TV DIRERD D 77,
disable-repeat-characters 59l DR —DXFEEZEATNAHANRAT— ROMELT & —7 /b
WZLETS
disable-cisco-password NAT— Rz, TCiscol X [Ciscol Z#HOLFEEFHTERNE I
LET,
do EXEC =2~ K,
end Ay 74X al—ary E—REKRTLET,
exit OV TE—REKRTLET,
lower-case-required NAT — NN IFNEFEENTWVARERDH Y 7,
min-password-length B2 /82T — ROR/NUFHRERELE T, 0~ 4,294,967,295 ®
BHTHELET,
no Ay REBNZT D0, 20T 74V MIEELET,
no-previous-password BiEDONRZT — RO—EEFMFHTE WIS LET,
no-username NRAT—=RIa2—FLHE2EDDL 2RI LET,
password-expiration-days RAT—ROFNAE, 0~ 80 ODEHTHEELET,
password-expiration-enabled |2 T — FOFRHARE A X — T M LET,
(i¥) password-expiration-enabled i3, L™ password-expiration
Ay ROFNZANT20ERH Y £,
password-expiration-warning | X2 U — FOWRNIB > TWE Z L2 BATHEELRBTHETO
H¥, 0~ 4,294,967,295 O THEL T,
password-lock-enabled BELEEBOBITHRRI LS, RATUY—RKE2o vy 7 LET,

[ oL-26299-01-J
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password-lock-retry-count AATHIEZFRE LT, ZOREOMITRRET D LAY — KR

7y 7 ERET, 0~4,294,967,295 OEEETHRE L ET,

upper-case-required

INRAY — RIZKLFNEENTWDHIMLENHD 77,

special-required

NAY = RICRBRXFREEN TV ORLERD Y 7,

T2+ T 7 4V N OBEREIRDH U EH A,

AT R E—F AT 4 FXalb—vay

HHEDHA K51V 7L,

{1 /admin (config) # password-policy

/admin (config-password-policy) # exit

(

/admin (config-password-policy) # password-expiration-days 30
(
(

/admin (config) #

repository

Ny I T v THHRETDHEDIZVRY MY 7= RICADIZIE, av7 4 Fa21— g3 F—RT
repository =~ > R HLET,

repository repository-name

BX DA repository

URY M) aRET DA~ R,

repository-name

UARY FY DA, 80 XFETOREBFTHELET,

()  repository =~ RTURY MY OA4HTE AT 5 & config-Repository 27 4 Fa b—ra v ¥
TE-RICAYVET (Z0 HEXOBH) 228),

do

EXEC a~> F, ZOF—RFTT_TO EXEC a2~ R&FEfTTE £
(Tdoy (P.4-87) #ZHR),

end

config-Repository 7 &— FZ#T LT EXEC £ — FIZEY £7,

exit

ZDE—REHRTLET,

no

IOE—FRDavr RERELET,
WD2HODF—T—REfTEET,

e url: UARY FU® URL,

e user: VAV MNIIZT 78 AT BIZDDOZ—FH LE/RAT— K,

url

UARY hY D URL, 80 XFE TOXRKTFTTHELET (% 4-17 22 M),

user

T I BATHEOOA—FLENRAT— RERELET, 30 LFETORX
B THRELET,
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* 417 URL ODF¥F—7—F

*—7—F JE—xFEFaE—%

word Y= NBLOASZERE G YR FY O URL #AH LET, 80 LT TOH
By THRELET,

cdrom: o —A /L ® CD-ROM K747 (FEHIYHA),

disk: a—A) A KL —,

=N URY MY DT RTDT 7 A NVERRFT LIZIE, show repository
repository_name % FIT L E T,

GE) T XTou—Hn URY FUIL, /localdisk /N—F 1 v a VIERR SNV E
T, UARY YD URL Tdisk:// ZHET D L. AT Aid. /localdisk
WCHRT DR RATT o L7 R EERLET, 72& 21,
disk://backup LT+ 5 &, T4 L7 b Vi /localdisk/backup (ZfFRk &

NET,
ftp: FTP % v hU—2 ¥ — RO a b —itx/-id=a =% o URL, ftp://server/path' &
W95 URL ZfEH L E7,
nfs: NES % v hU—27 =Rz’ —irk/-13= v —%0 URL, nfs://server:path’
W) URL 6 LET,
sftp: SFTP % v hU—2 H—R_Oa b —mE i3 = & —%0 URL, sftp:/server/path’
W9 URL M LET,
tftp: TFTP % v kU —2 H— "D at’—7TE7ziE=a ' —5%0 URL., tftp://server/path'
W) URL #fHLET,
)
(F) CiscoCDA 7 v 77 L— FOFEITIC, TFTP UAY h VIiFfEH T £
A/o

1. server {Z#— 34T, path i /subdir/subsubdir 4§ L £3, NFS x> hU—2 $—NDHF—_"LDHKITIT, =
gy () BRETT,

TIFIE T 7 4V F OEHERLEIEH Y T A,

™.

H
I

™.

avy AT 4 Falb—vay

BRALEDSHA R34 Y7 E— R CTurl sftp: 2R ETHHEIE. CLIZELTUAY ) avr 74 X211 — 3 FT
host-key ##2fit L, RSA 7 1+ > A —7"V > b % SSH BEMIAR A MIBMNT2HERH Y £,

COMEEER T 4 =TT B I, 7 E— FT host-key host =~ > KD no BXE/MHL FT,

Secure FTP Y A" kU % [Administration] > [System] > [Maintenance] > [Repository] > [Add
Repository] DEHL—W (L F—7 = f A THRIET 55 E . Cisco CDA [FRDELEZFKRLET,
ZOYVRY MY EFERATSEHE, SFTP — "Dk 2 k $—% CLI 238 L T host-key &7+ = »
ZREELTENMTO2LERH Y £7,

BFA N F—ZBEETIZ Secure FTP VAT MUy 77 v 7L L9 &4 5 &, Cisco ADE 1 7%t
T DT —BEAEALET,

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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Bl 1

/admin# configure termainal

/admin (config) # repository myrepository

/admin (config-Repository)# url sftp://cda

/admin (config-Repository)# host-key host cda

host key fingerprint added

# Host cda found: line 1 type RSA

2048 £2:e0:95:d7:58:£2:02:ba:d0:b8:cf:d5:42:76:1f:c6 cda (RSA)

/admin (config-Repository)# exit
/admin (config) # exit

/admin#
BlEa<v >R avwy R L]
backup (Cisco CDA LUt Cisco ADEOS) Ny 77 v FHFITL T, D
Ny 2T v TEVEY NVITRTFELET,
restore BrEFEITLT, VR NI bRy 27 v 72BELET,
show backup history SATFLADONRy 7T TIEREEFR R LUET,
show repository BED YRS N IChHAMAARERAYy 7T v T 77 A NEFRLE
‘é_o
service
BT AV —EREEETAICIE, a7 X2 —3T 32 F— RTservice 2~ REFHLET,
ZOMREEET A=W T AL, Zoavr RO ne JBREFEHLET,
service sshd
EXOHN service BHMGOF—CAERETLa~v K,
sshd Secure Shell Daemon, SSH OF —F> a2/ 5 AT,
T4 77 4V N OBERLEIZSH D FHA,
AT R E—F AT 4 FXalb—vay

HEREDHA K51 2L,

] /admin (config) # service sshd
/admin (config) #

Cisco Context Directory Agent, Release 1.0 1 Y X kL—>a>/avI4F¥al—>av HAF
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shutdown
AE—T 2 A RAET XYy NETTHINE, AV F—TxzAf A a7 4Falb—ary ET—RT
shutdown =~> RZEHALET, ZOHEEZT +E—7 T HI21E, 2D~ KO no Bl
ALET,

X DERBA IR —U—RiZb A,

T4 T 7 4V N OBERLEIZSH D FHA,

aTv Rk E—F A B =T AR AL T 4 Fal—g

EREDHS FS1Y ZOavwU REFALTA Y —T2A RV Yy "ADULTEHE, TDOA L F—T oA AERHD
Cisco CDA 777 A4 7V A~DERERN Kb ET, ThiX, 77747V AOEBRPEAINL T
THEDLYFERHA, L. 77947 ALIZHIOIP ZHFEHLTC2EFBDOA VX —T oA AEHE
L. ZDOA B =T 2f ANV Yy hETVENTHWRITNIE, TDO2FBDOA L F—T =2 AFHAT
TIITAT AR TE ET,

AVHE—=T oA ATy N UFTBBOFEEL LT, ONBOOT X7 A—X&fEf LT,
/Jetc/sysconfig/metwork-scripts \Z &% % ifcfg-eth[0,1] 7 7 A NV EEEFTHZ L HTEET,

o AUH—TxAR%ET 4 E—T /T HIZIE, ONBOOT="no" L& EL £,
o AUHF—T A AEARX—TNITT HIZIE, ONBOOT="yes" LRE L LT,
no shutdown =~ > FEZHHL T, A VX —T =2 A2 A F—TNMITHZLHLTEET,

i /admin (config) # interface GigabitEthernet 0
/admin (config-GigabitEthernet) # shutdown

BlEav >R avwy Rk B
interface AVE—T 2 ARABATERELTA L F—T =2 A ET—RKIZADET,
ipaddress (f v % — A=V Ry F A FZ =T ADIPT RLALXY b AT ZRELE

TxA A A7 4F=2 [T,
L—v a3y E—N)
show interface VATADIP A H =T A AT HERER R LET,

ip default-gateway AE=T 2 AADTTH N TF—=FT=ADIP T FLAZRELET,

snmp-server community

x>y =27 a ha) (SNMP) ~O7 VAR T5H5aIa=74 T778A AR
TERETDHITE, 27 4 F 2 b—¥ 32 F— KT snmp-server community 2~ > R&E#H L E
T, ZOMEEZT 4 E—T7 T HIE, Zoa~vr Ko ne BEREFEHLET,

snmp-server community word ro

Cisco Context Directory Agent, Release 1.0 1 VA kL—> 3> /av24Fal—>ay HAF
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DA
T4+
avY R E—F

BEREDAL T4

i

snmp-server community |SNMP % — & ZET B a~ K,

word NRAT—= KDL IITHIET DT 7 B AXTFH], ZiiZd > T SNMP ~D
T RARFAEINET, EAHIFEHTEEEA, 255 LTFFE TOERKT
THELET,

ro ARV EHT 7 AEEELET,

T 7 a0 bOBEREIZH Y EHA,

a7 4Falb—g v

snmp-server community 2~ FTIX, 2 Ia=7 1 AN T L5 ro #IBETHLENRHY
T, HELRWES, =T —0BRELET,

Cisco CDA ® SNMP =— = > ME, kD MIB ~DFHAE Y FHH SNMP vl 3 LU SNMP v2¢ 7 7

A ZRML T,
e SNMPv2-MIB
 RFCI1213-MIB
e [F-MIB
e [P-MIB
e [P-FORWARD-MIB
e TCP-MIB
« UDP-MIB
e HOST-RESOURCES-MIB

e ENTITY-MIB : ENTITY-MIB Ti%, &K 3 5O MIB £ DOHB IR — hEHTHET,
— H5 ID : entPhysicalModelName

— /X—3 3 1D : entPhysicalHardwareRev

— YU T NA¥E5 : entPhysicalSerialNumber

* DISMAN-EVENT-MIB

* NOTIFICATION-LOG-MIB

* CISCO-CDP-MIB

/admin (config) # snmp-server
/admin (config) #

community new ro

avyo kR

A

snmp-server host

FT T EYE—F VAT AICERELET,

snmp-server location

VAT AT, SNMP 24— 30 MIBEZ&RELET,

snmp-server contact

AT 5T SNMP Bt MIB i 7% & L £9,

Il Cisco Context Directory Agent, Release 1.0 f Y X kL—¥av/avI4F¥alb—Yav HAF
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snmp-server contact

WX DA

T2+

avv K E—F

HHEDHA K51V

]

BEgEa< K

SNMP #ft DEFER_—2 (MIB) AT AT LMMIHETHITIE, 23074 Falb—ar E—F
C snmp-server contact =2~ RZEA L EF, VAT AEELEFERZEIRT HI12F, Zoavr Ro
no BREHEH L ET,

snmp-server contact word

snmp-server contact ZOEHRG ) — RO@EKIEELEZBNTH-00a~v 2 K, 255 X7 F
TOEKTTHRELET,

word J— RO AT MERKLIERERT LT, 255 XFFETOREFTHEEL
i‘j—o

T 7 4V N OBEEREIRDH U /A,

2y 74 Xal—g

2L,

/admin (config) # snmp-server contact Luke
/admin (config) #

avvFk L

snmp-server host NIy T EVE—R VAT AZEEFELET,

snmp-server community SNMP ~DF7 7 v A%+ 523 2a=F 44 TI7A AN V7%
HELET,

snmp-server location VAT LT, SNMP 24— 3D MIBEZ#EELET,

snmp-server host

WX DA

SNMP rZ v 7 & VE— b 2—PFIZHEETDHIZIE, 207 4F 21— 3 E— R T snmp-server
host =~ FEEEMLET, M7y THELHIRTZICE. Z0oavr Fone BAEZEHLE T,

snmp-server host {ip-address | hostname} version {I | 2c} community

snmp-server host SNMP @& ZETHHRA RERETHa~vr R,
ip-address SNMP @HIZAR A D IP 7 KL A, 32 LFETOFRBFETHELET,
hostname SNMP il &I A h D4 H, 32 XFETOERBFTHELET,

[ oL-26299-01-J
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TIHILE

T
H
I
™.

avy

BERLEDAS K1Y

]

FEi=iedN S

version {1 | 2c}

(EE) Ty TOREIMETATE SNMP O R—2 5 T, 5744 ME
1 ‘/C“é_o

version ¥ — 7 — REZFEHT 25H51E. KOF—U—RFOWTNNEEEL
9,

e 1:SNMPvl,
e 2c: SNMPv2C,

community

B CTEFEINH AT =R OaIa=T 4 AR 7,

2T,

a7 4F¥alb—ar

—BICRM SN TV LEIRERELET, HELRWESE, =7 —2RELET, SNMP 7 v 7

PR—FINTVEE A,

/admin (config) # snmp-server community new ro
/admin (config) # snmp-server host 209.165.202.129 version 1 password

/admin (config) #

avvk A
snmp-server community SNMP ~DO7 7 v A&+ r5aIa=54 T77%8RA RN T %
wELET,

snmp-server location

VAT AT, SNMP 24— 30 MIBEZ&RELET,

snmp-server contact

AT 5T SNMP ##5:> MIB i 7% & L £9,

snmp-server location

SNMP i —3a O MIBEZ Y AT ACRET HI21F, 27 4 Falb—ary E-RFT
snmp-server location =~ > REMHHALET, AT L var—ra UEREHEIBRT 22, Zoa~
RO no BREHEHLET,

snmp-server location word

WX DA

snmp-server location

COEMRG ) — NOYBN R EHRET Ha~v K, 255 XFETOR
BFCTHRELET,

word

AT L OB IR G AT WA R S 5 30, 255 T E TO R T TR
ELET,

TIHILE

T 7 4V N OBERLEIZDH U EH A,
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AT R E—F AT 4 FXalb—vay

BRLOHAESAY  word OLFHITIE, HEEORICT 2227 () FrEng 7y () 2+ LaBE#oLE
o word DXFHITHEOMICEAZERT 5 EG,. XFIE ZEFAF (") CHLDLERH Y F
\?AO

il Bl 1

/admin (config) # snmp-server location Building_3/Room_214
/admin (config) #

Bl 2

/admin (config)# snmp-server location “Building 3/Room 214"
/admin (config) #

EEaTUF avwUF A
snmp-server host NI TEUE—F VAT AIEELET,
snmp-server community SNMP ~D7 7 v A% Fa[+AaIa=F4 778A AN 7%
ELET,
snmp-server contact VAT AT, SNMP ar—varo MIBEZ#HELET,
username

SSH #ff LT CiscoCDA 7 7 I A T VAT VB ATESLaa—F2BIMNTAHICIE, a7 4K

L—y a3y E—RKTusername 2~ > REHEHALET, =2—VR T TREFEETIHARIL. Zoavy
REFEHALTRAT—=R, FHELL, SREMFZERELET, VAT AL —FEHIBRT I

X, Zoa<r Fone BXEFHLET,

username username password {hash | plain} password role {admin | user] [disabled [email
email-address]] [email email-address]

BEfEOa—Fioxt LCid, U FToa<vwr R A7 a v 2EHLET,

username username password role {admin | user} password

XX DA username SSH #f LT CiscoCDA 7774 7V RIZT 78 AF D2 —WEAERT

DleHDa~vwr R,

username 5%z username 121X 1 DOHFEDOHEZFFETE EI, ZZAS _EHSHL ()
WEEHTEERA, 31 XFETORBFTHRELET,

password NAT— RBLO2— a— L2 HETLHOIHEHTLIa~v K,

password SNAT—R, 40 LFETORBFTHELET, XAT— KL, $3TD
e —FIHRETDMLERH Y £75,

hash | plain INRAT—=RDE AT, 34 LFETOFRBEFTHELET,

role admin | user 2—HFOEBL L ERELET,

disabled I—HPDOELA—IN T RLARIEST, 2—HF52F 4 E—T VI LET,

email email-address I—PFOETA—N T KL R, & zxiX, userl@mydomain.com O X 512
BELET,
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TIHILE REREO Y = — P T,

avy Rk E—F a7 4 Fal—vgy

BRALEDSHA FS14Y username =~ > KT, username 35 £ O password ¥ — 7 — RD#%IZ, hash | plain 3 &£ O admin |
user A7V g VEBETOLERDHY £7,

] #l 1

/admin (config) # username admin password hash ###### role admin
/admin (config) #

#l 2

/admin (config) # username admin password plain Secr3tp@swd role admin
/admin (config) #

%l 3
/admin (config) # username admin password plain Secr3tp@swd role admin email

adminl23@mydomain.com
/admin (config) #

EEaTUF avwUF A
password-policy WNAT =R R =% A R—=T VML TRELET,
show users 22—V LENENOHERL~NVO—EEFRLET, T E,
nrAy a—Fo-EHLERRINET,
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Active Directory ¥—/3DiBM, fE 3-7
AD~ v 1-3
AD i 2-4

E

EXEC =2~ F 4-2

IP-to-User ID O~ v &> 7 3-13

S

show =~ N  4-37, 4-49
Syslog #+—~%  1-4
syslog #— 3B, fwE  3-10

b))

M 1-2
EFHEFEOBM 316

-
a< K
EXEC
application install ~ 4-2
application remove 4-3
application reset-config  4-4

application reset-passwd ~ 4-6

INDEX

application start  4-6
application stop  4-8
application upgrade  4-9
backup 4-10
backup-logs 4-11
clock 412
configure 4-13
copy 4-14

debug 4-17
delete  4-21

dir 4-21

exit 4-24
forceout 4-25
halt 4-25

help 4-26

mkdir  4-27
nslookup 4-28
patch install ~ 4-29
patch remove  4-30

ping6  4-32
reload 4-33
restore  4-34
rmdir  4-36
show 4-37, 4-49
ssh  4-38

tech 4-39

telnet  4-41

terminal length  4-41

terminal session-timeout 4-42
terminal session-welcome  4-43
terminal terminal-type  4-43
traceroute  4-44

undebug 4-44
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write  4-47

show
show application 4-49
show backup history  4-51
show cdp 4-52
show clock  4-53
show cpu  4-54
show disks  4-55
show icmp-status  4-57
show interface  4-58
show inventory  4-60
show logging  4-61
show logins  4-63
show memory 4-64
show ntp  4-65
show process  4-67
show repository  4-69
show restore  4-70
show running-configuration 4-70
show startup-configuration 4-72
show tech-support  4-73
show terminal  4-75
show timezone 4-76
show timezones 4-76
show udi  4-78
show uptime  4-78
show users  4-79
show version  4-80

a7 4F¥alb—Tar
backup-staging-url  4-82
cdp holdtime  4-82
cdprun 4-83
cdp timer 4-84

clock timezone 4-85

do 4-87
end 4-89
exit 4-90

hostname  4-91
icmp echo  4-91

interface  4-92
ip address  4-96
ip default-gateway 4-97
ip domain-name  4-98
ip name-server  4-99
ip route  4-100
ipv6 autoconfig  4-93
ipv6 dhcp  4-95
kron occurrence  4-100
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