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CHAPTER 15‘
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(192.168.1.2) %A X —T =24 AD)IRT Y v T KL A
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2. NE 27 74T v M., DMZ Web —"D %7 ) » 7 [P 7 KL A0 5 Web

NR=VEFRLET, @M EX2 VT 0 754 T 23, FOREA
VHE—T A A FOEREZIELET,
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T RVAEZORT FLAIZE#BL (209.165.200.225 -> 10.30.30.30) ,
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EZFDODMZ A v Z—T =2 A A LDOT—Z%2ZEL., TONE;A X —T =
AAMBA—PFIZT—Z EHEELET,
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GE)
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Y X2 VT4 TTIAT UV AERET D HEZOWTHBHALET, FIETIE
TFUFICH SN T RG AR A LET,
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EINTWEAL U EZ—T oA ARHDLZ EERIRELET, DMZ A V¥ —T7 =
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DL, KONETHELSHTHET,

Mgt (P.8-10)
NET 16 (P.8-11)

(W7 A4 T heA B =%y b EOT A AL OBEEAHRICT D)
(P.8-11)

W2 AT heA B =%y P EDT AL AL DOBEEEREICT D)
(P.8-11)

W2 47 > k& DMZ Web — & OdE 4w REICT 5 (P.8-11)

[DMZ Web —"~DRT Y w7 T IR ADIZODAZT 4 v 7 PAT D%
E (R—=+r 72U—=5 7)) (P.8-18)

[DMZ Web ¥—/_"~D/7 Y w7 HTTP 7 7 & 2Dt (P.8-23)
ZOREEFEEST D HECHOWTHPALET,

WEA X2 VT 4 TFI3A T ADZ O DMZ R TIE, IRO L 5 iR ENL—
VRGBT,
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HEELEBL—I

W2 FA4T R, A
YH =%y D Web
Y= bR E ERT
EIA
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ExZBNTILETHY EEA,

W Z A4 T > MR,
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WAEBERTE D

e DMZ Web U —_"OEEREDIP 7T KL AZNRTY w7 [PT RLRAIZE
#3425 (10.30.30.30 7*% 209.165.200.225 ~), DMZ A v #—7 =
A AENEA v BZ—T x4 A D NAT L—)L,

o WHZFAT U Xy NU—I DEBROT FLRAEERTS, NEA
VHE—T 2 A AEDMZ AU E—T A AFD NAT L—b, ZDvF
VAT, WESR Y P =2 DFEIP 7 RLAXZDET FLAHEKIC
) SnEd, 2F0, WXy NUV—2DFEIP T RLAF, N
W Z 47T NS DMZ Web $—-% (10.30.30.30) Ci#EfET 5 & &I
FRENET,

NI T AT NI,
DMZ Web $— 3025 1%
WEERTED

e DMZ Web 4— DTV v 7 IPT RKLAZFDTTA_X—KIP T
KU RIZEHT D (209.165.200.225 725 10.30.30.30 ~) . #EBA o~
H—=T 2 A AL DMZ AV HE—T A AEDOT KL AL )L —)L,

e DMZ Web +— 550 HITP v T 7 4 v V2R THT /R o
v hka— — 1,
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DR EFIRZ FAAT 2R, ROEREZMEL £,

© ATV ys Ry NI=I kDI TAT MK LTHA AT 5 DMZ 7Y
DF—_RONEIP 7 KL A (ZD>F ) A Tik Web —3),

o DMZ NOY—_Oi=bilfliHEnNs /37 7 IPT7T KLA (T Y o
Xy "= b7 T4 T MIRXT Vw7 IPT RLAZEHA LT DMZ
NOY— T 7 8ALET),

o RIENTFT T4 v I TRHREIP T FLRAORDLYICARBZFAT L NIPT R
A2 (2D FVFTIE, AEBA v Z—T 2L ZADIP T RLZ), WEIP T
RUABRARHENZWE S, BEZIAT N v 774927132 DT7 F
LAMBREENTZLIICERENET,

FEAVE—RY P EDTINAREDBRIEZE

WEZ FAT Y MZEDA LV E—Fy b EDTNRAANLO T OERE
FAT BT, B2V T4 TTIAT U ANRNEZ T4 T 2 b OFER
DIPT7 RLREBNTA LV H—T oA ZADIKT LA (DFV#EEEX 2V
TATTIATADNRT Y w7 IPT RLVR) CEBLET, BENT 74 v
J, ZOT RULANLREINTZLIICERINET,

NEY 547> k& DMZ Web H—/\EDBIEZFREICT S

ZOFIETIZ. NEZ 547> 725 DMZ ND Web Hh— R & Z2IZ@ETE 5
ko, X2 T 4 TTI9AT U AZRELET, ZOFIEZFEITT
5@& EWRNL— N ERETDHLENDY T,

DMZ Web & — _ROEBEDIP 7 KL AZZD/RT Y v 7 IPT7 RLUAZE#RT S
(10.30.30.30 7% 209.165.200.225 ~) . DMZ A v Z—7 = A A L NHA > & —
T A ZADO NAT L—LERELET,

ZDON— VBB IR DX, WEkZ A T RO DNS Vv 7 7w 7ERKEZIREL
72 & %12, DNS — 238 DMZ Web — XD XF U » 7 IP 7 RLAZIRT -8
<7,
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N DVMZBEAOEGEtX1)T4 7TSAT7UADRE

S

(i¥) WE A > b7 —27 Ei2iE DNS — 303720 72, DNS R i@ %2 U
TA T TIAT UV ANLHT, £ & —% v b E® DNS % — N2 X » TR S
NRTNE7en ¥ A,

COHEIE, WONETHERESNLTWET,

o THEA v Z—TxAAZEDMZ AL EZ—T A ABORNE 7 547 K~ IP
7 R ADOEH ] (P.8-12)

o THEA X —TxA ATHO Web Vb — DT v 7 7T RLADZFDET K
VA~DZHE ) (P.8-15)

RIS 3 —T A REDMZ A 32— 4 ABORBI AT RIP 7
FLRDZE

WA v B —T 2 A AL DMZ A v Z—T = A A THNE 7 AT NPT R
VAEET 5L DI NAT 2% ET 5120E, ROFIEIZHENE T,

AT7wF 1 [Configuration] > [Firewall] > [NAT Rules] A V' DJEIZZ UV v 7 L, fkad +
(FTR) TA4ar%2 Y v L, [Add "Network Object" NAT Rule] Zi®R L
ESSR®
[Add Network Object] ¥4 7 2 7Ry 7 ANRKRINET,
AFyFT 2 KOEEASHLET,
e [Name]l 74—V R, A7V =7 MAEATILET, a~z, A~Z,
0~ 9, BUARN NAT7v W=, FLEBET F—=227 O F a2/
LT EEW, £l 64 XFLTICTD2MERDH Y F77,
e [Type] kv 7 Z o UARMnpDL, [Network] 28R L E T,
e [IP Address] 7 4+ —/V RIZ, 7947 bERIEERY NT—7 OEBED IP
TRVAZANLET, ZOVFIUATE Xy hU—=2DIP T FLAX
192.168.1.0 T,

e [Netmask] 7 4 —/V RIZ, IP 7 RLVARIPvA 7 KL ATHHGEHITT T
Xy b wRAZEZASIL, IPT RUANIPV6 7 RLATHHELHITT V7«
J A ANTILET,

e (A7vay) [Description] 74—/ KiZ, Xy U= FT7 V=7 hOF
HEATLET (RK 200 XF),
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AFyvFT 3
ATFyv7 4
AFwT 5

DMZ ERADEGE X1 T4 7I547vAnEE A

[NAT] £ 7 ¥ 3 U BERSNTOARVESIE, [NAT| 22 Y v 27 LTk va

CEREBFLET,

[Add Automatic Translation Rules] = v 7 R v 7 A& 42 LET,
[Type] Fe vy & UR Mb | [Static] Z#IRLET,
[Translated Addr.] 7 4 —/v NiZ, W27 FA4 7V NERIIXY VT —2 D IP T

FLRAZ AN LET, E7203,

[..]% 2V > 2 L. [Browse Translated Addr] %

ATRITRy I ANLT RUAZERLET, [IP Address] 7 4 —/L FiZ, X
FI—2DIPT RLAZANLET, ZOTFIVFTTIE, Ry hT—2IDIPT

FL 213 192.168.1.0 TY,

B Add Network Object

MName: | internal |
Type: |Network W |
IP Address:  |192.168.1.0 |
Metmask:  |255.255.255.0 v

Description: |trans|ates client IP addresses bebvween inside & dmz |

NAT

Add Aukomatic Address Translation Rules

Type:

ES

Translated Addr: | 192.165.1.0/24

[

[ Ok ] [ Cancel

Help
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N DVMZBEAOEGEtX1)T4 7TSAT7UADRE

ATwv7 6 [Advanced] #7 U v 2 L. [Advanced NAT Settings] # A 7 1 7R v 7 A TRD
FTvarERELET,
* [Source Interface] kv v 7 X U A KT, [inside] /> ¥ —7 = A A% 5%
RLET,
¢ [Destination Interface] Kr > 7 &7 UX kot [DMZ] A ¥ —T = A
AaERLET,

ID2ODFTEIZED, NAT V— Nzl HT2EEOA X —T = R L
T T ENDHA B —T oA AZIRELT-Z &R Y £1,

B= Advanced MAT Settings

[] Translate DNS replies for rule

Interface

Source Interface: |inside v |
Destination Interface: |dmz v |
Service

Protocol: |E’/ kep w |
Real Pork: | |

Mapped Part: | |

[ QK H Cancel ” Help ]
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AFYF T [OK] %7V > L%F, [Add Network Object] # A4 77K v 7 AR £,
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| $8% SFuA:DMZEBE

DMZ ERADEGE X1 T4 7I547vAnEE A

ATvF 8 [OK] %7 Vv LTA—N%BML, Address Translation Rules ® U A MMIERE
D ijﬁo

=R, BRILIEEBVIER SN2 L 2R LET, BRENDIHFRTITR
DEHTHRY EF,

B Chce ASDM 8.7 for ASA - 192,168,1.90

P Yow _Fadk. Wamd . Seow. e

= - bt a]ua]u
3 o5 ot | ] remtren e Qo Qw9 P o) J cisco
Contorar som ;. (wemall 2 SAT Aifes =]
Sadd-@od [owetn + 4 L M- G Fnd [ Dugas O Facket Trace
radch Crftoria Ovaginal Packet Aatde [rambated Pokct
f S fnt! Dt bt e CErraner Jarvce e Carstirghion S i i
i g e o -len':* tin ' ’ oo Taruishe e  acidevies ba
" L
Foply | Semst :{E
=
Base  dos w 7] ) [B 2o s mne | 5
ATFvT 9 [Apply]l 227 Vw27 LT, Mg EX2UT 4 77 IA TV ADRELERLKT
LET,

REA B3 —T 4 ATDHD Web H—/\D/RT v PELADEFDET K
LAADZE

Web — "D RT Y v 7 [P 7 RVAEZZDOEED IP 7 KL RAIEHT 5 NAT
V=V ERET DI, WOTFNEIZHENET,

AFwF 1 [Configuration] > [Firewall] > [NAT Rules] XA > DIEIZZ V » 7 L, OO +

(FZ7R) 7A4ar%27 Y v 7 L, [Add "Network Object" NAT Rule] %8R L
Er AN

[Add Network Object] ¥4 7 a7 R v 7 ANRERINET,
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ATFvT 2 KOMEEAINLET,

e [Name] 7 4 —/V KT, A7 V=7 MMEANILET, a~z, A~Z,
0~ 9, BVAR NATv hr=, ELRT U F =237 OXTFaEH
LT EEW, AHNT 64 LFLTICT D2MERH Y F7,

e [Type] km vy 7 &y UX b, [Host] Zi&R L ET,

e [IP Address] 7 « —/v KiZ, DMZ Web +— SOEED (F7A4X—1F) 7
FLAZADLES, 2O FUATiE, IP 7 FLA1E10.30.30.30 T7,

e (A7 =z ) [Description] 7 4 —/L RiZ, Xy NT—27 FT7Vx7 MO
Bz A LET ek 200 X5,

GE) [NAT] &7 v a v BERINTOHARWVWEAIE, [NAT] 227Uy LTk v
CERRLET,

AT7w7 3 [Add Automatic Translation Rules] = v 7 Rv 7 A% A2 LET,
ATvF 4 [Type]l kavy7H o URARMnpb, [Static] Z#IN L F T,

AFwF 5 [Translated Addr.] 7 4+ —/L KiZ, DMZ Web — D87 Y 7 7 KL R (F
Tid~y 7 T RLR) AL LETS, £/1E, [.] %2V v 2 L., [Browse
Translated Addr] ¥4 70 7Ry 7 ANHLT RLAZERLET, 2O+
TlX, IP 7 F L A% 209.165.200.225 T3,

& Add Network Qbject

Tame: | public |

Type: | Hosk v |

IP Address:  [10.30.30.30 |

Description: |translates weh server public address on inside intfce |

NAT

»

Add Automatic Address Translation Rules

Translated Addr: |2|:|9.155.2|:|n.225 B|
[ a4 ] [ Cancel ] [ Help
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DMZ ERADEGE X1 T4 7I547vAnEE A

ATwv7 6 [Advanced] #7 U v 2 L. [Advanced NAT Settings] # A 7 1 7R v 7 A TRD
FTvarERELET,
* [Source Interface] Ku v 7 X JA KT, [DMZ] A V¥ —7 =1 A% 5k
RLET,
* [Destination Interface] Ku v 7% 7> U X KT, [inside] A v #—7 =1 X
BBIRLET,

ID2ODFTEIZED, NAT V— Nzl HT2EEOA X —T = R L
T T ENDHA B —T oA AZIRELT-Z &R Y £1,

B= Advanced MAT Settings

[] Translate DNS replies for rule

Interface

Source Interface: |dm2 v |
Destination Interface: |inside A |
Service

Protocol: |E’/ kep w |
Real Pork: | |

Mapped Part: | |

[ QK H Cancel ” Help ]
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AFYF T [OK] %7V > L%F, [Add Network Object] # A4 77K v 7 AR £,

AFyvF 8 [OK] %7 VU7 L T/L—/L%&BML, Address Translation Rules ® U A hMZ &R
D ET,
=B, BRLEEBVIER SN Z L 2R LET, ERINDIHEITK
DRI ET,
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B Chucs ASTUA B, dee ASK - 192,168,190
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1 e e o e . o UL —Cegeal~  — Orignal - trarsiates dherd I abbesirs b
) et o o 1RO @ v ] o mhemad Cwigral
% ¥
L
[Crony | [ = =
&
Base  dos w 7] [ [ 2rmrmn v e | 55

ATFvT 9 [Apply]l 227 Vw27 LT, Mg EX2UT 4 77 IA TV ADRELERLKT
LET,

DMZ Web 5 —/\~AD/XT ) v FHORADI=HDRX A
T4v9 PAT DHRE ((KR—bk 240—FT42%)

DMZ Web — X%, £ v F—% v b EDTRTOFRAIDSLT 7 BATE DM
ERHYET, ZORETIE, DMZWeb y—_"DFF5 A4 X—K[PT7 FL 2%
NRT Vw7 IP T RURIZEHR L, SMBHTTP 7 74 7 v bR Ex =2 U
FUTTIAT v AERBETICWeb y— 7 7R TEL L ICTAHMHE
BHYVET, ZOTFVATIE, DMZWeb 4 — T, RTYU v 7 [PT7 FL X
LW X2 VT 4 TTIAT U ADHEA 2 —T =4 ANREFIN T
£3 (209.165.200.225),
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| 8% SFu#:DMZEE

ATFvF 2

GE)

AFvT 3
2AFyv7 4

DMZ ERADEGE X1 T4 7I547vAnEE A

EFED Web — 3D IP 7 F L2 (10.30.30.30) 237V v 27 IP 7 FL-*
(209.165.200.225) 1A X T 4 v 72~ v ¥ 7T HI12iE, ROFIRICHEVNET,

[Configuration] > [Firewall] > [NAT Rules] XA > DIEIZZ U v 7 L, fkad +
(FF2) TA4ar%2 Y v7 L, [Add "Network Object” NAT Rule] %3&{R L
F7

[Add Network Object] ¥4 7 2 7Ry 7 ARKRINET,
WOMHEEATILET,

e [Name] 74—V R, A7V =7 MAEATILET, a~z, A~Z,
0~ 9, BUARN NAT7v Wr=, FLEBET F—=2a7 O Fz /M
LTLZEW, AfNE 64 XFLUTICTDRENHY £7,

o [Type] FryFH T URRnb, [Host] ZFIRLET,

o [IP Address] 7 «+ —/V KiZ, DMZ Web — OEEEDO IP 7 KL A&Z AL
I, OV FUATIE, IP 7 RV A% 10.30.30.30 T3,

e (A7 a ) [Description] 74—/ RiZ, Ky hU—7 A7 O
Bz A LET (k200 X5,

[NAT] £Z ¥ a U BERENTWARWEAZ, [NAT| 227 Vv Z7 LTEZ v 3
CvEERELET,

[Add Automatic Translation Rules] = v 7 R v 7 A& A1 LET,
[Type] Kr vy 7 X7 U Edn, [Static] ZEIR L ET,
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DMZ BRADEGE LX) T4 7TS54 7 VADRE

[Translated Addr.] 7 « —/V RiZ, Web —_THEHINL 7Y v 7 IP T R
ABRADLET, ZhE, BELEA v F—T x4 A (ZOHEEFINBA v 2 —
TZxzAAR) OIP 7 RLVATY, £720%. [..] %7 U v 2 L. [Browse Translated
Addr] A4 7Ry 7 ADBET RV AEZRIRLET,

B Edit Network Object

Mame: |staticP.ﬂ.T |
Type: | Hosk v |
IP Address:  |10.30.30.30 |

Description: |configures static PAT for DMZ Web server |

NAT

»

Add Aukomatic Address Translation Rules

Translated Addr: |209.165.200.225 B|

I a4 H Cancel ][ Help ]

245547

[Advanced] %7 U > 7 L. [Advanced NAT Settings] ¥4 7 2 7R v 7 A TRD
FTvarERELET,

[Source Interface] K v &7 URXNT, [DMZ] A v % —7 =4 A %%
WLET,

[Destination Interface] K v 7 &7 U X b, [Outside] 1 % —7 =
AR EBRRLET,

ZD2ODREIICEY NAT v— LA T 2 EBEOA v 4 —T A A L
Ty T INDA L E =T A ARRELLZEICRD ET,

R— NEBERTE LAY T ¢ v NAT Zi%ET 51X, [Service] D
[Protocol] Ku w7 & U R Kb [tep] ZBIRL F 7,

[Real Port] 7 4 —/L RIZ 80 & ASJLET,
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DMZ ERADEGE X1 T4 7I547vAnEE A

e [Mapped Port] 7 ¢+ —/L RIZ 80 & ASHLET,

B= Advanced NAT Settings

[] Translake DMS replies For rule

Intetface

Source Interface: |dmz w |

Destination Interface: |Dutside w |

Service

Protocol: |m/ tcp w |

Real Park: |BD |

MMapped Ports |SD |

[ a4 ] [ Cancel ] [ Help ] %

@
[xY)

N7V w7 IP 7 KL RZ 1 2771722 T, Port Address Translation ZffH L .
DMZ Web % — "D IP 7 L AZ#IHEX 2 VT 4 7T TA TV ADIRT

Vo Z IPT7 RLA A v Z—T =2 A ZADIP 7 FLR) ICEHT ELENR D
D ET,

AFyF 7T [OK] %7V w27 LEd, [Add Network Object] ZA 7 /R v 7 AZRED £,
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AFvF 8 [OK] %7 U7 LT/L—/L&EBML, Address Translation Rules ® U A ~Z
nEJ,

=R, BRILIEEBVIER SN2 L 2R LET, BRENDIHFRTITR
DEHTHRY EF,

B Ciace ASDM 8.7 fer ASA - 197,168,110
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LET,
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| 8% SFu#:DMZEE

DMZ ERADEGE X1 T4 7I547vAnEE A

DMZ Web Y—/S~®/3T71) v HTTP 77 £ XA D1R#

AFvFT 1

ATvT 2

TN ETIE, WIS X 2T TTIATARE, N7V 7 Xy b
T—INOERFTHNTI T4 v 75T _XRTERLET, A F—X v b2b
DMZ Web 4 —RIZT7 7B AFTBHNT 7 4 v 7 AT 5121E. DMZ Web H—
PNEEDER AHTTP b7 7 4 v 7 2R[T57 78X 2 ha—)L b—)LEFHE
TAHLENHY 77,

OTIEA av i ar— L = VFE, FNTFT 4 v T BN HHEIGE X2 Y
TATITTATVADA B —T 24 R LT, F 774 v I MEEFEEID
MEID, T T4 v I ORELBLOEE, BLXOHFATH N7 v 0 7
o0 haltY—E2A0X A TEEELET,

COETIX, T T4 v DFEENDMZ Ry hU—27 D Web —_Th D5
Bl AV E—Fy FEOKRANERIEIFR Yy hT—7 MERIF SN D %EE HTTP
NG T 4w I BHRTEIT VA NVL—NANEERLET, TV v s Xy FT—
IMBFERFETHMOTRTONT 7 4 v 7 IHESESNET,

TR ary br—L =)L EHRETDHITIE, WOFNEIZHENET,

A4 ASDM 7V 4 > FU T, WONEEZFIATLET,

a. [Configuration] > —/v %27 U v 27 LET,

b. [Firewall] ~*+ > T, [Access Rules] 27 U v 7 LE7,

c. MEADTTA T A arw27Y 7 L, [Add Access Rule] 3R L 7,
[Add Access Rule] ¥4 7T r 7Ry 7 ARERINET,

[Add Access Rule] A4 7 a /Ry 7 AT, WONKEFITLET,

a. [Interface] Fm >y ¥ R b, [Outside] ZiEIRL 7,

[Permit Action] =7 a > R&Z %227 U v LET,

[Source] 7 4 —/V NiZ Any & AT LET,

[Destination] 7 -t —/L RiZ, Web — D7) » 7 [P 7 RV R
(209.165.200.225) &= AJJLET,

e. [Service] 7 4 —/v RIZ TCP/HTTP & A1 LET,

Z DM T, [Add Access Rule] # A4 707Ky 7 20z b UKD L 51273
DET,

e o T
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& Add Access Rule

outside

Interface:

Action: (%) Permit () Deny

Source: |an'f E]|

Destination |209. 165.200.225 E]|

|tcp,|'http B|

Service:

Description:

Enable Logging

Logging Level: |Default “

More Options

I ol s H Cancel ][

Help

]

<

248720

f. [OK] %727 VU v 27 LT, [Security Policy] > [Access Rules] ~A IRV £,

FREINDIETEIFKRO L1220 ET,

Jl Cisco ASA5500 > —X RE4—+7vF HAF
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7 LET,
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AHEBETIHAIT., N TOHRENTE T LE L, ROBINMOFIEZ FEITT
HTEHLTEET,

EITRE e it

MR ERB LA T v a Ve L PE T Cisco ASA 5500 Series Configuration

SRAERE DY E Guide using the CLI]

HE72EMRIZ OV T [Cisco ASA 5500 Series Command
Referencel
[Cisco ASA 5500 Series System Log
Messages ]

WEOT 7V r—a X2 VT 4 T IA T UV AERETEET,
WROETIX, WMt X2 T 4 TTIAT 2V ADMD— &t T 7V o —
Ta VOREFIEICOWTHHLET,

EITRE e dicbH

VE— 727 %% VPN ORE % 9% [ F U4 IPsec VE—RT
7+ A VPN #% &

Cisco AnyConnect Y7 hv =7 7Z |5 105 [~ ) U4 : Cisco

=t

A7 > F® SSL VPN D% E AnyConnect VPN 7 7 1 7 > s AIHEfE
DBE |
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oF)A :IPsec VE— 7O ER
VPN %5

ZOETHE, M2 VT TTIATUAEBHEHLTC, VE—F’T 2k
Z IPsec VPN #4522 T ANDS FEIZOWTHBHLET, VE— T 7 k& X
VPN i35 E, A ¥ —Fy bl T2 T7 28w (b)) &1E
BT&E, A7 A bO2—WICEFaT7RT 78 RE2BTEES, Z0FAT
®» VPN #FETiE, VE—bF =—¥, Cisco VPN 7 74 7 F&FEITL T, @&
WY X2 VT 4 T I TV AERETHIMNENRHY £,

Easy VPN YV U = —3 3 U 2 RIET 556 ZOETIE, Easy VPN —AX
(Bll&, ~y Ry R FAALR) BRETHHFECONTEHALET,
ZOEL, WOBETHEREINTOET,

e [IPsec Y E— 77 EAVPN x> hU—72 hiRvaTofl] (P.9-2)

e [IPsec VE— h7 27k A VPN > U ADEHE] (P.9-2)

o RDO1EE) (P9-17)
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IPsec YE— F75+tZA VPN oFyFonxzE A

ZOWF, WONBETHERINLTWVET,

KT SHIFH

NET D15 (P.9-3)

MPsec VE— K7 7+ & VPN ©#&E] (P.9-4)

[VPN 7 747 v~ %4 7 DR, (P.9-5)

VPN kv 7 —74 L3BGE X DfEE] (P.9-6)

[ —YRREE A 0fEE] (P.9-7)

(A7 vay) a—F 7hyr boEEl (P.9-9)

7 RLA F—LokiE] (P.9-10)

(7747 s 7 R Ba—hoE (P9-11)

MKE RV >—oie| (P.9-13)

[7 RLAZEHOBISABLOATY v h U v 7OfRE] (P.9-14)
[7 FLAZBOHINIE L OAT Y v b U o 7OfE] (P9-14)
[V&—h7 27 %A VPN ZEDHR] (P.9-16)
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ATV AERETDHFIEEBET DRI, ROBEHREFTICHEL T EEWN,

IP NV CHEHATAIP 7T RLADOHFE, “ b7 KU AL, ERICES
EnbdE, VE—FVPNZ 747 MZEID S THNRET,

0 — W NVBHET — 4 RN— R BT 5 L EIERAT 22— D) 2 b (3R
FIZ AAA V=R ZHHAL T A HEEERL),

VPN 2T 2 %81, VE—F 27947 FAMERT DRy FU—F
7, WAIZRD LBY TT,

— P94V BIVOEIZYDDNS — "D IP 7 KL%
- 794~V BLOEDZY D WINS B—"DIP T KL A
— FTITFNVEDRAAL 4

BIEENTZVE— N V7 IA TV MIT 7 ®ATE 0=V KA B,
InN—7, BLXORYy hU—=27DIP 7 KL ADY 2 b

| 78-19186-01-J
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W IPsec YE—F75 R VPN oF A DRE

IPsec ') E— F7%9 X VPN D&E

VE—hr7 78R VPN ZRET DL, RO FIEIZHENET,

ZF9F 1 ASDM AA > (v KT, [Wizards] K v 7% %0 A =a—ini [VPN
Wizard] #3R L %9, VPN Wizard ® Step | BiENE R SNET,

B VPN Wizard @

¥ VPN Wizard VPH Tunnel Type (Step 1 of ..}

Uze this wizard to configure new site-to-site WPMN tunnels or new remate sccess WPN
tumtels. A tunnel between two devices iz called a site-to-site tunnel and iz bidirectional. &
tunnel establizhed by calls from remote uzers such as telecommuters is called remote access
tuirited.

Thiz wizard crestes basic tunhel configurstions that you can edit Ister using the L5DM.

PR Tunnel Type:

Site-to-Site VPN

Remote

() Site-to-Site

Remote
Intarnat ‘5?'
£ =
....... T
WRN Tunnel Interface: Ioutside A |

Enable inbound IPSec sessions to bypass interface access lists. Group policy and per-user
autharization access lists still apply to the traffic.

AFwF 2 VPN Wizard ® Step 1 T, KO FNEIZHENE T,
a. [Remote Access] A7 av RZ &7V v 7 LET,

b. FuyF&Zur U b, #HE VPN P RAVTHEMRA VE—T A A

L LT [Outside] #®IR L £,
c. [Next] %7 U w7 LTHeATLET,

153910
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IPsec YE— 742X VPN v 7 )+oxE A

VPN 75472k 24 TDER

VPN Wizard @ Step 2 T, KO FIHIZEVET,

AFYFT 1 oS 2 VT 4 TTIA T URACERT D) E— b 2—FE2HFMT
HVPN I IAT Y NOXATHEBELET, 2O F YA TiE, [Cisco VPN
Client| A7 vay R¥ %70 v 7 LET,

Z Do Cisco Easy VPN U & — MU SR TE E9,

#% VPN Wizand [E
¢ VPN Wizard Remote Access Client (Step 2 of ...}

Remote access users of various types can apen ¥PN tunnels to this ASA . Select the type of
WRN client for this tunnel.

PN Cliert Type:

(%) Cizoo PN Cliert, Releaze 3. ar higher

or ather Easy wPM Remote product

() Microsoft Windows client using L2ZTP over IPSec

153911

ATFvTF 2 [Next] #27U v 7 LTHATLET.
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VPN FoRIL TIL—T& LB ARXDIETE

VPN Wizard @ Step 3 T, IROFIEIZHENE T,

ATy 1 ROWTNIOEIEZFATLC, T IRIED XA TEfEELET,

o FWFEIZAEZT 4 v 7 EHHHEAF—2MEMHT 51TiX. [Pre-Shared Key] 47
var Ry EZY v L, FEiAX— (& X, TCiscol) AL
F4, ZOXF—L, IPsec xTvT— g THAINET,

o WFEICT VX NFEAEEHEHT DI, [Certificate] A7 v a v R¥ %7
Yy 7L, FuyZZor JRAMRLREAFEZAT LT AL 2RI
WIT, FHRESNLTVWD FTRAIRA V MMaE ey T2 T 0 A R)»
%@Wti?

FRRIEIZ 7/5111/ FERAEZMHT LI FECT, SN T A MRSV A B
TWARWEEIT, %@20@?7/a/@ﬁ?hﬂ%ﬁ%bf?%%—b%
FATCTE iﬁ“o RRERRE L, =% ASDM ¥ 4 > RO &M L TH% TIEIET
xFET,

. [Challenge/Response Authentication (CRACK)] A7 v a v R¥ %227 U v
73 5E. ORISR EEHTEET,

Cisco ASA 5500 &) —X R4 — k7w 7 HA K
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B= YPN Wizard
VPN Wizard

IPsec YE— 742X VPN v 7 )+oxE A

WP Client Authentication Method and Tunnel Group Name (Step 3 of ...}

The ASA allows you ko group remoke access tunnel users based on common connection parameters
and client aktributes configured in the subsequent screens. Configure authentication method and
tunnel group For this remoke connection. Use the same tunnel group name For the device and the
remote client,

rAuthentication Method

{+ Pre-shared key
Pre-Shared Key:  [test

" Certificate
Certificate Signing Algorithm:  rsa-sig
Certificate Mame: I LI

" Challengeresponse authentication (CRACK)

~Tunnel Group

Tunnel Group karme: Icisco

< Back | Mext = | Eimist | Cancel | Help |

153912

A7y 2

HHEOERHNRNTA—ZRBILOITFAT N T M) Ea— b E2FEHALT, 20
WX 2 VT 4 TS5 T LV RAEG T ER2—F oty hO ho L &
N—7% (=& z1X, TCiscol) ZASILET,

[Next] #27 U v 27 LTHIATLET,

1—FBEHROIEE

2=V ORIEE, B —HARBIET — ¥ _N— A F72FSMT D Authentication,
Authorization, and Accounting (AAA; #BiE. @BF, 7H VT 7)) =
EHALCHEITTCEET (AAA — ) 21F RADIUS, TACACS+. SDI. NT,
Kerberos. B XWLDAP BH 0 £7),

| 78-19186-01-J
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VPN Wizard @ Step 4 T, IROFIEIZHENE T,

AF9FT 1 HEEREX 2 VT4 TTIAT VAL T —F_R= 25 Ef L Ca—H%
FRAET B 1Z1%. [Authenticate Using the Local User Database] 47+ =z > R& >
/)y LET,

ATvF 2 B AAA =N TN —TEEN L Ta— Y ERAET 55513, RO TFIEIZHEN

£7
a. [Authenticate Using an AAA Server Group] 7> a v A& %27V v/ L
35 ‘?-o

b. FARE SN TND P —s3 F/L—7 % [Authenticate using an AAA Server
Group] Fa vy 7 &y VA RNPLEBRIRT 55, [New| %27V w27 LTHL
W AAA Y= T —T BN LT,

B= YPN Wizard =
VPN Wizard Client Authentication (Step 4 of ...}

To authenticate remote users using local device user database, select the First option below,
‘¥ou can create user accounts in the next step.

To use external 344 servers instead, select the second option. You can select an existing A48
SErVer group or create a new one using the Mew bukton below,

To manage all other AAA settings, go to Configuration > Device Managemenk > Users/A48 in
the main ASOM window,

= Authenticate using an A&A server group

A48 Server Group Mame: LI (=

< Back. | Mesxt = | Fifisty | Cancel | Help |

153913

ATYFT 3 [Next] %7 Vv 7 LTHATLET,
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(FTvav) a—4 7hoU FDORE

nD—h) a—H F—FR—2EFFH L Ca—F2RIET2HE. ROFIETH
LWa—% 7 Hhor NEERTEET, ASDMREA » F—7 = A&EHHL
T, B Ca—PEBEMTEZLHTEES,

VPN Wizard @ Step 5 T, IRDOFNAIZHEVET,

RFYF 1 HLOa—FEBEMNT2E, 2—F4 L SXT— &AL, [Add] %7V v
7 LET,

g2 VPN Wizard

X

¢ VPN Wizard User Accounts (Step 50f 11)

Add new users inko the user authentication database. To edit existing entries in the database
or ko remove thern from the database, go ko Configuration > Device Management =
Usersfans = User Accounts in the main ASDM window.

User ko Be Added

Username;

& |
Password {optional):

Confirm Password (optional):

AFYT 2 HLOLVZ—FOBEBMMNKT Lz, [Next) 227 Vv 7 LTRHRITLET,

245742
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7 KLR T—ILDOERE
VEe—h JIA4AT "Xy NU—ZIZT 78 AT A%, BRI LI &
WYV E—FVPNIZIA T MIEIVYTHIPT RLADT — )V EHRTET DM
ERHVET, ZOTF U FTiE., F—0F 209.165.201.1 ~ 209.166.201.20
OFPAD IP 7 KL AZHEHAT L IICRELET,

VPN Wizard @ Step 6 T, IKDFNAIZHEVET,

ARTYT 1 TN EANT D0 FRRRE SN TS T —/L% [Pool Name] Ky 7& v
UAMPBEIRLET,

&= VPN Wizard
¥ VPN Wizard Address Pool (Step 6 of 11)

Erter a pool of local addresses to be used for assighing dynamic IP addresses to remote YRR
clients.

Turnel Group Matrne Cisto
Pool Name: RemoteCliertPool vi ’ Mew ...
~Pool Settings

Range Start Address: 209165201 1

Range End Address: 209165201 20

Subnet Mask:

153915

F70E, [New] 227 YU v 27 LT, HLWT RL R F— L% Ek LET,
[AddIP Pool] A 7 a /Ry 7 ARKRENET,
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A7y 2

ATFvFT 3

IPsec YE— F75+tZA VPN oFyFonxzE A

& Add IP Pool

Marne: |Remu:uteCIientF‘u:u:uI |
Starting IP Address: |2|:|9.155.2|:|1.1 E]|
Ending IF Address: |2|:|9.155.2|:|1.2|:| E]|
Subnet Mask: | w |

[ o] 4 l [ Cancel ] [ Help ] E

=Y

(]

[AAdIP Pool] A4 7 a Ry 7 AT, WONEEFITLET,
a. HPHOBHMEIP 7T RVAEKTIP 7 FRLAE A LET,

b. (7Y =) 7y b ~vRA7 % AT %0, [Subnet Mask] Fr > 7 ¥
7 UARNPLIP T RVAFEHOV 7 2y b A7 2@ LET,

c. [OK]%#27 V> 27 LT, VPN Wizard ® Step 6 IZEY £7°,
[Next] #7 U v 7 LCIATLET,

93472 7R Ea— FDEE

KVE—NT IR IITATY IR RY NU—JIZT 7 BRATHIZIE, HEHT
% DNS =% WINS — %, FT 3L D RAAL VAR EDIEAN R E Y b
J— 7 REHFRNLETT, FVE—bF 7747 bE2EAICRETDHOTIE
72, ASDM T 74T MERERETEET, B/ HILIND &, ik
WX V70 77747 RF, ZOEREVE—FN 7747 MERIE
Easy VPN N— R0 =7 7747 MIEALET,

MTIELVEZFEL TLEZEWN, ERELL2WGEAE, VE—F 774 T
kAR DNS & #fEH T& 22V, £721% Windows %X v U —X% o 7 &
TERWVWEWI RERREALET,
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VPN Wizard @ Step 7 T. IROFIEIZHENE T,

AF9T 1 VE—FI7IAT7 0 MCEAT LRy P REHFREATLET,

&= VPN Wizard E]
¥ VPN Wizard Attributes Pushed to Client (Optional) (Step 7 of 11)

Attributes you configure belovw are pushed to the WP client when the client connects to the
ASA I you do not want an attribute pushed to the cliert, leave the corresponding field blank.

Tunhel Group: Cizco

Primary DNS Server: | 209165205129 |
Secondary DNS Server: | 2[]9.1 B5.202.139 ‘
Pritnaty WANS Server: | 209165202118 ‘
Secondary VWINS Server: | 209165202 168 |

Default Dotnain Marme: Cisco.corm ‘

153917

ATFvT 2 [Next] #27 U v 7 LTHATLET,
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IKE K1) —De&kE

ATFvFT1

= VPN Wizard
¥ VPN Wizard

IKE (%, 7— ¥ %R#E L 7T AN — 5 RFET 2L R e Eiexr T =—
vary 7u bhanrT, ET7OID Z#ERTABMSFRNTHLH T, 1TEALED
$4. ASDM OF 7 4 /b MEZzHEHA+TIE, +2ictF 2772 VPN b 3%
s, cE E9,

VPN Wizard @ Step 8 TIKE R U ¥ —Z45ET H121%. RO FIEIZHENET,

IKE¥x2VT 4 7Y/ —va B0 CEMExa VT4 7774 T
ABNERAT DR E{L 7L =) X4 (DES. 3DES. £721% AES), #8FE7 /12
X2 (MD5 ¥£721% SHA) . ¥ X Ot Diffie-Hellman 7 v—>7 (1. 2. 5. £7-1%
7) EEINLET,

IKE Policy (Step § of 11}

Select the encryption algorithim, authentication algorithm, and Diffie-Helliman group for the
devices to use to negotiste an Internet Key Exchange (IKE) security associstion between
thetn. Configurations on both sides of the connection must match exactly.

Encryption: ISDES e |
Authertication: ISHA ~ |

153915

ATFyvF 2

[Next] #27 Vv 27 LTHATLET,
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7 FLREBROPNABLUVRTY Y b bRV TDERE

&2 VPN Wizard
¥ VPN Wizard

A7V b hoRV T ERMGERTAE, VE—FT A IPsec 7 747 > b
iZ. 7w FEEMICE - T, IPsec bR R TIRET A Z L (B %ﬂ:ﬁ/
) R XY NI =T A F =T RAZEETDHZE (TFAMEX) BT
XFET,

EISHEX =2 VT 4 77747 A%, Network Address Translation (NAT;
T MU= T RUVAEH) ZHEALT, WEIP 7 KL ADMERICAR S s
WESIZLTWET, SNV E— b =PI T VB RAEZHFATHn—%
WA RNBIONRYy hT—V ZETH LT, 20Xy MU — 7 R#ICFIS
ERETEET,

VPN Wizard @ Step 9 T, IROFIEIZHENE T,

FArENZVEF— b 22—V T 7B RZFATINELY V—AD Y A M AN
DIERAN, IN—7, BXOxy hU—2 & ELET,

[Selected Hosts/Networks] fHIKDOF A b, 7 v —7 BLOXRy MU —27 ZERY
WZABINT 2121X [Add]. BRI HIBR 3 2 121X [Delete] 227 V v 7 LET,

IPsec Settings (Optional) (Step 9 of 11)
MNetwork Address Translation (MAT) is used ko hide the internal network from outside users. You can

make exceptions to MAT to expose the entire or part of the internal network to authenticated remote
users protected by WPM,

To expose the entire network behind the most secure interface to remote YPM users without MNAT,
leave the Exempt Metworks field blank.

Interface: | inside b |

Exempt Networks: [10.10.10.0 B

Enable split tunneling ko let remote users have simultaneous encrypted access to the resources
defined above, and unencrypted access ko the inkernet,

Enable Perfect Forwarding Secrecy (PFS)

Diffie-Hellman Group: 1 w i

245744
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AFyF 2 AFVv b bRV T EAF—TNIIT BHI21E, [Enable Split Tunneling]
Frxvl Ry 7 A%F N LET, A7y b bRV TE2ERTLE. &
ELleRy NT—=0DONED T 7 4 v 71F, Wb E&iLiz VPN b bz #%
HETICA ¥ —xy MCEERESNET,

AT9F 3 PFS A FX—7WIZT 5IZIL, [Enable Perfect Forwarding Secrecy] = » 7
Ry 7 A% AN LET, PFS A X—T VT D&, 7x=—RX2Psec ¥—D
HERTHERT2ESZOTA ARFEEINET,

PFS . HILWF—3T T, HHWLBEOF—LER LAV EWV )RSk
7 R T9, IPsec x A m—3 5 Tl PFS A RX—7 VM7 5 £ T,
T2—RX2F—F 72— R 1 F—IZESNTWET, PFS TlE, ¥F—OAERKIZTF
T~ U FRB A SN TOWET, PFSICE - T, MEXT—D 1 200K
fEFHIN TS, —HOEMABRF—BLOMEX—0OIRELEEYy 3
RTINS 2D FT,

S

(G¥)  PFS T, HGOMM TS X —T VT HLERH Y £,

AF9FT 4 T 4= N TA—TIDERIRLET, ZOIDIE, 2 2D IPsec B 7 A3,
HUMIHAE T 2 Z & ARE 2 EEMT2DIERNLES, 7741 D
Group2 (1024 v b F7 4 —~b~>) |, Group 5 (1536 £ k) &
LT, CPU OEATREMITENTT A, LT 20 9, Group 7 1%,
Movian VPN 7 54 7> ks EEHA LE 928, Group 7 (ECC) ZHAHR— ¥
DT RTOET EIITBEL £,

ATFYFT 5 [Next] 27V v 7 LTHATLET,
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) E— 79X VPN SREDHER

VPN Wizard @ Step 10 T, #H LW VPN b RADOFEET MV B a— k&R
LEY, BRENDIEEFRD L S22 F7,

= VPN Wizard EI
¥ VPN Wizard

Summary (Step 10 of 11}
‘aou have created a Remaote Access VPN tunnel with the Following attributes:

WPM Tunnel Interface: outside

IPsec authentication uses pre-shared key: test

Tunnel Group Mame: Cisco

Defaulk Group Policy: Cisco

User authentication using local user database

Pool of IP addresses for WPM clients: RemoteClientPool
(209.165.201.1 - 209,165.201.20)

Prirmary DMNS: 209,165,205,129

Secondary DMS: 209,165.202,139

Prirmary WINS: 209.165.202.118

Secondary WINS: 209,165,202, 168

IKE Palicy Encryption | Authentication f Diffie-Hellman Group: 3DES [ SHA [ Group 2

Internal network elements exposed to remote WPN users without NAT:
10.10.10.0

Split tunneling:  enabled

Perfect Forward Secrecy {PFS): enabled
Diffie-Hellman Group: 1

Mext = [Einish ] | Cancel § [ﬂelp ]

BWYNCRRE SN TWDEAIL [Finish] 27V v 7 LT, @cHEX=2 T4 7
TIAT UV AIERNEZBHLET,

WIZTNA A BT S EXICHAShD LI, RELFEEZARAF— T v

ALY T 4 ¥ab—a VRETAHAIL. [File] A==2—25 [Save]l 7V v
7 LET, £7001%. ASDM 2T 75 & ZITREL T 2 YK AMIHRTT 5 &

RO BINET,

RELELERAELRWGEIE, RICT NS 22 EBT 5 & S ICERRTORENE
DEFHEASNET,
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RDIEE

zoiez A

ENRANPEBEE X T VI =D —ATOELRERHICZ Ry —x RO
4t VPN b o V&L HI120E,. Cisco VPN 7 A4 T Y7 b =T % A
FLET,

Cisco Systems VPN 7 7 4 7 > F OFEMIZOW TR,
http://www.cisco.com/en/US/products/sw/secursw/ps2308/index.html Z &M L
TLIEENY,

VE— 72782 VPN BELFICHEGEYX2 VT 0 T I7A4 7 AEET
LT, TN THUMRENKTLE L, 510, WOFIEEFETTLIZ LG
TEF7,

EKITHRE BHRE

MR ER RO T v a e L BE | Cisco ASA 5500 Series Configuration

IR RE DRX E Guide using the CLI)

H &R 722D\ T [Cisco ASA 5500 Series Command
Reference]
[Cisco ASA 5500 Series System Log
Messages)

BEOT 7Y r— g VISR 2 VT 4 T IOAT UV AEBRECEET,
WOETIX, Wt VT 4 T FI5AT L ADMD—%H 72T 7Y Ar—
T a v OBREFIEIZHOWTHALET,

EKITHE SmE

Cisco AnyConnect ¥ 7 v =7 7 F |5 10% [+F U4 : Cisco

A7 > F® SSL VPN OF%E AnyConnect VPN 7 Z 1 7 >
DFRIE ]

IIAT RV A (TTUHFR=2) |5 10% [F VU F : Cisco

SSL VPN D% E AnyConnect VPN 7 7 1 7 > s H##:
DERIE ]

HA NV —H A~ VPN OFE B I2E VA A by —H o
k VPN & 7E |

| 78-19186-01-J
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= CHAPTER 10

>7FJ# : Cisco AnyConnect
VPN 7 547 > FREBORE

ZOETIE, UE— bk =¥, Cisco AnyConnect VPN 7 T A 7 > k% ff F
LCSSLEEmEMMY T2 IV T 4 TTIAT U AERET
DHIBCHOWTHBHAL T,

ZOFET, WOETHR SN THNET,

e I[SSLVPN 7 747 v FMgEfIZOWT) (P.10-1)

e [Cisco AnyConnect VPN 7 Z 4 7>~ V7 vv =7 OHfF) (P.10-2)

e [AnyConnect SSL VPN 7 54 7> b &M L7z bR Yol (P.10-3)
e [Cisco SSL VPN 7 U A 34| (P.10-4)

o TkofE%) (P10-12)

SSLVPN 7 347> bERHRICDONT

SSL VPN 7 A 7 b (AnyConnect) DA ZBMET HICIE, VE— b 22—
FIX7 7 oW, Eeiltex=27 4 77747 ADSSLVPN £ v 4 —7 =
AADIP 7 RLAEZIZFQDN # A LET, 77 7L SSL VPN BE I
ROTNDA U H =T A AL, BT A VlHZERLET,

(3¥)  Cisco AnyConnect VPN 7 F A4 7 > b2 HIDTA Y A b — Vv E T ZF 7 rn— K
TORICIE, BEREMERPLIEL 2D F9,

Cisco ASA 5500 ) —X R4 — k7w T HiA K
[ 78-19186-01-J ﬂ.ﬂﬂl




$£10F >+ Ux :Cisco AnyConnect VPN ¥ 51 7> FAEHORE |
W Cisco AnyConnect VPN 547> + VI FY T 7OlE

Fooa—RKngEbde, 77472 MIBFICA VA P—ILBLIUORES
M. WIT, L4272 SSL B SNE T, BsKTIsE, 79472
V7MY =TIE, BRIV T4 TTIAT L ADOREIHNE T, TDE
FERLIDBEBMNCT VA VA M=V ENET,

UE— bk 2—¥FREEIC SSL VPN Rt LT Z b, 7747 b
V7 T HNABBNCT VA A =L ENDREITR o TOVRWEES, 22—
PIRFEFIZ, WIS X2 VT 4 T T IAT VRIS T TAT Y FDIR—
Va BRI, MBS TCT vy IS L—RENET,

Cisco AnyConnect VPN 547>k VI k
)7 DIRF

AnyConnect VPN 7 A4 7>k V7 b =7 iX, @Mt x 20 T4 7774
TUAZEL STy RAad Web 4 EOEEINET, ZOETIE, REY A«

#— K& L7z SSL VPN Of%E FNAIZ DWW CHiili L £ 7, Cisco SSL VPN
ZhU=TE, RETREAFICF U E— R TEET,

AnyConnect VPN 7 4 7 > ME, 2—¥R#EIGHAEtX 2T 4 777347~
Apb AT ra—RTEh, VAT LAEBRENFHTIE—FPCIZA VA F—
NTEET, PENCED7 94T Y7 02T OA A M—MZET 55

Mz oW T, TCisco AnyConnect VPN Client Administrator Guidel] %*Z/ L
TLEEN,

WIS X2 )T 4 TFIA T ATIE, ZV—7 R o —F 721386 2 e
THA—YFDO2—FLT F Ea— MIESNWT, 7947 8 VY7 =T
NBEHENET, B2 VT4 T FIAT v R, 22— RH 2 ST
THEZITAT MBREBMICER SN X912, HDHWVIE, =2—FIZxF LT
TIAT v hedura—RT5MWEINEETDHIILERDDLIICRETE
T, BHEICBWTL, 2—VFRINE L2581, 24 57 v M
EIRIZITA T NPHBMNIZER SN, HD50E, SSL VPN v 71 >
BHENAFERENDIIICHEISEH X2 VT 4 T IAT UV AERETEET,
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| $10& <73 Y#:Cisco AnyConnect VPN ¥ 54 7 > + REHDRE
AnyConnect SSLVPN 7547 r&@EALE FRaSos B

AnyConnect SSLVPN V547> hE&ERALT-
fARB D DH

10-1 12, AnyConnect SSL VPN V7 h U = 7 RFATEINTNDH T FA4 T b
DEREZIAT, 207 747 M 6O SSL Hft &2 LT 5 K 5 ITRE S
NS X2 VT ¢ TTFS5AT 2% R LET, EISHEX2F 0 77
ZA 7 v AX, AnyConnect VPN V7 b7 = 7 REITEINTND T TFTA T b
LT TUFR=AD I FAT v FOWHITHIETE £,

10-1 SSLVPN ¥+ UFDry bT7—9 LAL4TFI b+
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ZFwT 1 ASDM AA > ¥ 42 K&C, [Wizards] FR v 7472 2 =a—b [SSL
VPN Wizard] ##R L £3, SSL VPN HEED Step 1 DB E AR R INE T,

g2 551 ¥PN Wizard x|
SSL VPN Wizard 55L ¥PN Connection Type (Step 1 of 6)

The security appliance provides Secure Sockek Layer (SSL) remaote access connectivity From almost any
Inkernet-enabled location using only a Web browser and its native SSL encryption. The security
appliance provides bwa different bypes of S5L YPM connection.

Flease select the type of S5L YPN connection to configure:

Sy ﬁﬁﬁ

The security appliance allows SSL-enabled web 'J:
browsers ko access HTTP or HTTPS web servers on a Browser SSLVPN  Group
parkal page. based Gateway  Policy

[~ Cisco 550 WPN Client (AnyConnect WP Cliznt)

The security appliance downloads a self-installing
AnyCaonnect WP Client ka the remoke PC that allows

Sy ﬁﬁﬁ

full, secure access ko resources of an internal Cisco S5LVPN  Group
Cliant Gateway  Policy
carparate network,
o
- o
= Back | Mext = | Finiist | Cancel | Help | =

AFw 7T 2 SSL VPN Wizard ® Step 1 T, RO FNEICHENFE T,
a. [Browser-based SSL VPN (Web VPN)] F = v 7Ry 7 A& A4 LET,
b. [Next] #2 U v 7 LTHATLET,

Cisco ASA 5500 &) —X R4 — k7w 7 HA K
m. 78-19186-01-J |
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#5472 FSSLVPN v+ UroxE B

SSLVPN A 32 —2J x4 ADIRTE

ATFyvFT 1

&2 S5L VPN Wizard
¥ SSL VPN Wizard

SSL VPN Wizard ® Step 2 T, RO FNEICHENE T,

Ut— b 2—V0EhT oA 2HRE L £,

SSL ¥PN Interface {Step 2 of 6)
Pravide a connection profile and the interface that SSL VPN users connect ko,

Connection Profile Mame: |CIientIess—\-‘PN |

The interface users access For S5L YPM connections,

S5L ¥PM Interface: !outside ~ |

Digital Certificate -

‘when users connect, the security appliance sends this digital certificate to the remote web browser to authenticate
the ASA.

Certificate: -- Wore -- v

Accessing the Connection Profile

One accesses this connection profile either by its Group Alias or Group URL. One selects the Group Alias from the
Group drop-down list at the login page. ©ne enters the Group URL in a Web browser,

[ Conmection Group Alias{URL |

Display Group Alias list st the lagin page

Information
@ URL ko access S5LWPM Service: https:// 192.168.1.10
URL to access ASDM: https:// 192.168.1.10,/admin

248751

[SSL VPN Interface] Ky 7F& 72 U X ks, Ue— b 2—H0REFT 5 A
VHE—T x4 AEBRLET, 22—V RIDA U F—T x4 A~OEHGE & LT
%L, SSL VPN OR—F )L N—=VRnFRENET,

[Certificate] Fr v FZ U YR Rnb, W@HEMEX2 )T T4 T A

FRITAEDICHESE X2 )T 4 TTPIALT AL ->TYE—F 22—
ICRE S DFEFEZBIRL £,

GE) T 744 FTiE, ASAS500 VU —RIC Lo CTHOCEBLIFHER AR S NET,
X2 VT o &L, 77 UTOBEEX yE—URKRINBNE DT D
DI, AWIEE SN SSL VPN SEHEZBEA L T b v AT A% EREIEREE
WWBITTAZ L TEXET,
Cisco ASA 5500 ) —X RE— b7y T HA K
| 78-19186-01-J ﬂ.nﬂl
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M 55472 FSSLVPN >FUFnxE

1—FBEHROIEE

ATFvFT1

#2 SSL VPN Wizard
¥ SSL VPN Wizard

2=V OFIEL, B —HARERET — ¥ _N— A F7234MA D Authentication,
Authorization, and Accounting (AAA; ik, BF[, TH VT 7)) F—
EEALCHEITTEET (AAA — 321X RADIUS, TACACS+. SDI. NT,
Kerberos. BXWLDAP BH 0 £7),

SSL VPN Wizard @ Step 3 ¢, RO FIEIZHENE T,

FRREIZ AAA B—NFET2 T — R TN —TE2EHT 255, ROFIRIZENET,
a. [Authenticate using a AAA server group] A 7> a >y Rx %227V v 7 LET,

User Authentication {Step 3 of 6)
The security appliance supports authentication of users by an external A& server of local user accounts. Specify how
the security appliance authenticates users when they login,

@ Authenticate using a AAA server group

444 Server Group Mame:! | group2 v| | Mew, .., J

() Authenticate using the local user database

User to be Added
Lsername:
Password:

—

Confirm Password:

248756

Cisco ASA 5500 ) —X RB—+ Py T HA K
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5547vFSSLVPN 5 UAoxz B

b. HAIREINTWND Y —,3 7 L—7% [Authenticate using an AAA Server
Group] Rey 7 Xy YA SDRBEIRT 55, [New] %27V v 7 LTH L
W AAA =R T =T EREMLET,

L AAA = T =T 2Bl $ 21213, [New] 22 U v 7 LET,
[New Authentication Server Group] A 7 2 7R v 7 ARFRINET,

IOFALTaTRy 7 AT, WOHBEBEZEELET,
- =R T —74%
9 53857 2 k=2 (TACACS. SDI. NT. Kerberos. LDAP)
AAA YV — 1D IP 7 FL A
— WX VT TTIA TV ADA L E—T oA R
— AAA Y — L OBIFEHA T D X —
[OK] 22V v 7 LET,
AFwFT 2 v Na—W F—EFXR—REFHL Ca2—VZ2EIET IH5E, ROFIATH
Lb\:L~47L THhHY Yy MEERTEET, ASDMREAN VX —T oA A&HERAL
L BECTa—VEENTAIELTEET,
FLWL—FZENT 5101k, 2= P4 L 2T —REANL, [Add] %2 U v
ybij‘o

ATYT 3 HLa—FOBMAKET LS, [Next] #27 Vv 27 LTRATLET,

Cisco ASA 5500 ) —X R4 — k7w T HiA K
[ 78-19186-01-J .m
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FIL—TF R) —DIEE

SSL VPN Wizard @ Step 4 T, IROFIRIE->TI/N—T RY —%HELET,

AFw7F 1 [Create new group policy] 7> a> RE %27V v LT, IN—T4EEE
L\ij—o

ES =N

[Modify an existing group policy] 7> a v K& %7 Vv -7 LT, Fry”/
By VAN I N—T 5B ET,

SL ¥PN Wizard x|
SSL VPN Wizard Group Policy (Step 4 of 6)

A group policy is a collection of user-oriented attributefvalue pairs. Unless assigned ko a specific group
policy, all users are members of the default group policy (DFtGrpPolicy). Therefore, configuring the
default group policy lets users inherit attributes that you have not configured at the individual group
policy or username level,

{+ Create new group policy IGroupSaIesl
= Modify existing group palicy IDﬂtGerDIicy b I

< Back | Mext = | Eimist | Cancel | Help |

191615

ATFvTF 2 [Next] %7V v 7 LET,

Cisco ASA 5500 ) —X RB—+ Py T HA K
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JE—FA—YDITVvIT—9 )X FDERK

2—PRHEICT 7 BATEAURLDY A RERETAHIEICE ST, A—H
NN R=T DENTITOFR—ADITTA T RG22 T4 T T

A T v A~D VPN #f5e & N UT- RIS £ R S B KB 72 Web ~_— U & {Epk T &
7,

SSL VPN Wizard ® Step 5 T KD FMEIZHE> T VPN R— X )L R—D|ZFIRT
% URL #faEL £,

ATv7 1 BFEOT7 vy ~—2 VALEEBEETDHITE, FIvT7 X0 VAN T v
~—7 VYA MOARTZERL £7,

# SSL VPN Wizard X
L4 SSL VPN Wizard Clientless Connections Only - Bookmark List (Step 5 of 6)
Configure a list of group intranet websites that appears in the portal page as links that Clientless users can navigate to,
Bookmark Lisk: | -- Mone -- V| [ Manage... |
i
=
FLWIRAMEZBIMLZY, BEfFOY X M &mE LY 3 5121%, [Manage] %
7V vy 7 LET,

Cisco ASA 5500 ) —X RE— b7y T HA K
[ 78-19186-01-J .m




F1ME  LFUF:SSLVPNISAFY FLREH |
M 55472 FSSLVPN >FUFnxE

[Configure GUI Customization Objects] A 7 2 7R v 7 ARFRINET,

8 Configure GUI Customization Objects

Configure Bookmark Lists that the security appliance displays on the S50 WPN
portal page.

This patameter is enforced in either a YPM user, a group policy, or a dynamic
access policy configuration.

& add| @ ﬂ & Import| [Z Export
Bookmarks

[ O H Cancel ][ Help ]

240760

AFvT 2 HLWT v r~v—2 VR NEERT SIS, [Add]) 22 U v 7 LET,

BEfFD7 v ~—2 VA NERETHITIE, WMET DU A NZERL T, [Edit]
Vv LET,

[Add Bookmark List] A4 70 7Ry 7 ARFRINET,

#= Add Bookmark List x|
Bookmark List Mame; IGrDupSaIesBookmarks
MName | LIRL | ]z |

Edit |
Delete |
Mowe g |
[Move Down |

K, Cancel Help

191843

Jl Cisco ASA5500 > —X RE4—+7vF HAF
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F YA :SSLVPN 5472k LRER

ATvT 3

ATy 4

AFvT 5
2AFv7T 6

AFyFT 7

ATFv7T 8

2AFv7 9

2Fv7 10

ATFv7 1

5547vFSSLVPN 5 UAoxz B

[URL List Name] 7 4 —/bV R T, fE{T 27 v/ ~v—27 DV X M E4EEL %
T, ZOURAREN VPN AR—HF )L RX=TDHX A MLz £,

[Add] %7V v 7 LC, Fv7~=—2 UR Mo L\ URL %3800 L £,
[Add Bookmark Entry] £ 7 7Ry 7 ARFRINET,

m Add Bookmark &

Bockmark THE: | LalesRepot

IJRL: hite % | of | v, Ecarnple. com o
Cptions Sellirgs

Sibkile:

Theamilsnad; == Mgrmm == = Manags

| | Enabde Smart Tunned

(5] Alow thes uizers b bosckmark: the bk,
Audw anced Uptions S

) (et ) (o] B

[ o

[Bookmark Title] 7 4 —/V KT, UADHA MAERELET,

[URL Value] ke vy 7 ¥ v URX MG, HET S URL OfEEZEELET,
7z & 213, http, https, ftp R & AR L £,

Wiz, N—=Yo5E2 URL 2HEELET,
[OK] %72 Vw27 LT, [Add Bookmark List] ¥4 7 r 7 ARy 7 RZREY £7°,

Ty r~—27 UANOBMMBPKT Lizfa, [OK] %2V v 2 LT [Configure
GUI Customization Objects] # A4 7 R/ AR 7 ZIZED £,

Ty =2 JAPOBEMNBS LOWENKT Lo, [OK] 227V v 27 LTSSL
VPN Wizard @ Step 5 [ZR Y £,

[Bookmark List] ke v 77X w2 U i, 20O VPN ZV—T7DT v 7 ~—
7 U A FOAHTEERL £,

[Next] #2 Vv 27 LTHATLET,

Cisco ASA 5500 YV —X RE4— 7y T HAE
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T11E  LFU*:SSLVPN 45472 FLRES |

M 55472 FSSLVPN >FUFnxE

RENBDHEE

SSL VPN Wizard @ Step 7 T, RENAENELNWZ 2B LET, BRIND
BRERRDOLSITRD F7,

g2 551 ¥PN Wizard x|
SSL VPN Wizard Summary {Step 6 of &)

You have created & S5L WPM connection with Following attributes:

Selected Features:  Clientless

Connection Mame:  Clientless-%PR

S5L WPM Interface: outside

User Authentication: LOCAL

Group Policy: Groupsales

Eookmark Lisk: Group5alesBookmarks

i Mext = | Einish | Cancel I Help I

191847

N E STV A840E [Finish] 227 V v 7 LT, SR t*2U7 4 7
TIAT L AERANEZBHLET,

WIZT A A EBT LS ITHASND L HIC, RELEFEZAF— T v
Ay 7 4 X2 b—a SRET S AL, [File] A==—25 [Save] 27V v
7 LET, £720%. ASDM 2K T35 & ICRELEH &2 RKANCRET D X
TR ENET,

REEFZRFELRWEAIE., RICT A, AL ELET 5 L SICETRIOR TN
OFEFHEAINET,

Cisco ASA 5500 ) —X RB—+ Py T HA K
.nmi. 78-19186-01-J |
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zoiez A

RDIEE

2547 L ASSLVPN BEFPIFICHEEE X 2T ¢ 77547 0 2%/
BT 25603, CNTUHRENK T LELE, b2, ROFIEELFETTDHZ

EHLTEET,

EITRE e it

MR ERB LA T v a Ve L PE T Cisco ASA 5500 Series Configuration

SRAERE DY E Guide using the CLI]

HE72EMRIZ OV T [Cisco ASA 5500 Series Command
Referencel
[Cisco ASA 5500 Series System Log
Messages ]

HWEOT 7V r— g X2 VT 4 T IAT UV AERETEET,
WROETIX, WMt X2 T 4 TTIAT 2V ADMD— &t T 7V o —
Ta VOREFIEICOWTHHLET,

EITHE Sk

DMZ WN® Web Hh— &+ 5720 |4 8% [ U4 : DMZ % i

DOESEX2 VT 4 TTITAT A

DFRIE

YE— 727 & A VPN OHFIE 9 [V F U4 :IPsec UE— T
7 A VPN iR |

AnyConnect VPN D% E % 10 & [ 7 U 4 : Cisco
AnyConnect VPN 7 7 4 7 b fi##e
DEXE |

#A hY—H A b VPN OE B REIFIAF A Y=o
~ VPN #&E |

Cisco ASA 5500 ) —X R4 — k7w T HiA K
[ 78-19186-01-J .m
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= CHAPTER ‘I::!

DTFIVF YA Y=Y A
VPN %7€

ZOETHEH, WSR2 T4 TTFIAT U AZMALT, A by —H A
r VPN Z 1B 2 FIEIC O W CHIA L £,

BWISHEX 2T 4 T T4 T 2 A ibo TWBH A MY —3 1 b VPN ##E
PHATDE, BETIRY NI —2 EX2 VT4 M LEEE, 2y bU—
JEPEELTEYRA R— =R E—F 7 4 AL O TERa =
NONRTY v 4 —Fy MERZFEBETEET, VPNERTIX, EX%=7
ek, ODFED FURARE T DOBFINLHOBFH~FT — 2 2 XETE F
T, T, ETEROMEEZFRIEL, RIZ2 2O0H A METERFINDHT T
DOF —X BB ST 52 LIc k> THREICAR2 Y £,

ZDOEIL, WOEBETHERENTWET,

o YA Y—HA VPN Xy hU—2 hFRuarofl] (P.12-2)

o [H A4 hY—HA kv FIUFDFELE] (P.12-3)

o [VPN ##5t 0 o E | (P.12-13)

o [RDIEE] (P.12-14)

| 78-19186-01-J
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$FUF YA bY—H4 L VPN BRE |

B 94 rY—H1 FVPN Ry FO—5 rROSOH

Y4 Y—YAL VPN Ry FT—9

i =PInT!]

X 12-112, 2 B2 T 4 77747 AB D VPN k> RO HF

TR LET,

121

Y4 bY—YA FVPNRESFVFORY FT—9 LLFD b+

ispL—n (f¥F=FE
/
s8R ] Ak
209.165.200.226 X 209.165.200.236
Y4 LA Y4+ B
AR
10.20.20.0

TFISATUARA

BHEEEFLY T 1

BHEEX2L) T4
TISATUR2

190929

12-1 DX 572 VPN YA by —H A MERZAERT 21213, 2 BodEs it
X274 TTIAT U AZRET DHEND Y £T (FEROLNLADMIC 1

BT2),

Jl Cisco ASA5500 > —X RE4—+7vF HAF
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| £12% 25Ut 44 by—94 b VPN BE

Y4 by—41+ vFrutoxs N

YA bY—HAL ~ OFVFTDOERE

CZOHETIE M 12-1 I TRFRENTWDIE—FT7BA T FDONTA—Z
WJ’E%)EHL’C YA BY—HFA b VPN ERICEERE X2V T TTI7A4T
ZRET DB OWTHIAL £7,

COHEIT, WONETHERSALTWET,
o TREEF DN (P12-3)
o ¥A hY—H%A F VPN ORE] (P.12-3)

KT S1FH

HEFINEAZ BT 2R1IC, ROBHRERE L E7,
e VE—LOMIGHEX2VT 4 TTIAT L AETDIPT RLA

e UE—FMHYA MDY Y—RLEDBFIZN RV EFHATDIERFATIN
7-a—HNVAKRARERY U= DIP T KL A

e O—NN U Y—ARLDBBIZ I RNVERRATDIZENHFATEINZY E—
FARARNERY FU—ZDIP T FL X

B4 bY—Y A + VPN DEEE
Z ZTl¥, ASDM VPN Wizard Zfi i L THA b —+ k VPN Il &
X2 T4 TTIAT LV RAERET DHEZOWTHALET,
ZOHEIT, WONETHRINTOET,
e To—N YA TOEX2YT 4 TTI7A4T7 L 2ADORE] (P12-4)
e TUE— 1k VPN ETICEAT H1EHRDO AT (P.12-6)
e MIKE RV v—o&E] (P.12-7)

» [IPsec Encryption /37 X —# 15 L O" Authentication /37 A — % DX E |
(P.12-9)

o [RAMBIUORY FU—2ofsE] (P.12-10)
e I[VPN7 RV Ea2— b DOEREY 4P —FDKT) (P12-12)
WOETIL, FRETNELFITT 2 HFIELZTEMIHALET,

Cisco ASA 5500 J—X R4— 7w 4K
| 78-19186-01-J
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B S ry—Yq bt oFUTORE

O—AIL YA FTOEXIYT 4 PTSATUOADRERE
N

() ZOTFIATE, BYOYA Fo#ESEX 2 VT 4 TTIAT U RAE
Security Appliance 1 & FEOVE T,

Security Appliance 1 # & E 7T H121E, WO FNRITHEVFE T,

ZFwF 1 ASDM AA > ¥ 4> KOG, [Wizards] F2 v 7472 2 =a—inb [VPN
Wizard] #2R L £3, ASDM T, &) VPN Wizard B 235 & £,

VPN Wizard @ Step 1 T, RO FNEIZHENFE T,

a. [VPN Tunnel Type] fI% C. [Site-to-Site] 7> a > R&¥ %7 U 7 L
i‘é‘o

N

(3¥)  [Site-to-Site VPN] A7+ a v &2 H L. 220 IPsec EF = U
TA T N A PRERSNETYS, ZRKEESR e 2V T o
TFIAT A VPN arter bb—& Elid A by —H% 4 |
IPsec #fe VAR — b T B ZDMDOT NSA ARG ENDAREERH Y
E7,

b. [VPN Tunnel Interface] Kue > 7% 7 U X kot BIFED VPN b2 b
THEMRA v H—7 = A A& LT [Outside] Z3&IRL £,

Cisco ASA 5500 &) —X R4 — k7w 7 HA K
m. 78-19186-01-J |
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¥PK Tunnel Type (5tep 1 of

Use this wizard to configure new site-to-site YWPI tunnels or new remote access YR tunnels, A&
tunnel between bwo devices is called a site-to-site tunnel and is bidirectional, & tunnel
established by calls From remote users such as telecommuters is called remote access tunnel,

This wizard creates basic tunnel configurations that wou can edit later using the ASDM,

WP Tunnel Type:
Site-lo-Site VPN

Remole

" Remote Access

YPM Tunnel Interface: Ioutside - I

m Enable inbound IPsec sessions ko bypass interface access lists, Group policy and per-user
authorization access lists still apply ko the traffic,

= Back | Mext = | Eimist | Cancel | Help |

C.

[Next] #2 V v 27 LCHATLET,

153904
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B S ry—Yq bt oFUTORE

I)E—F VPN E7ICEAT 51BHDAN

VPN E7iE, BRELTWAEROL O —FDOWRIZH DV AT AT, #EITY
T— bk VA MTHY FET,

~

GE) oy FUATIE, VE— b VPN 7 % Security Appliance 2 & FEOVE T,

VPN Wizard @ Step 2 T, IROFINEIZHENE T,

ATF9FT 1 ETOIPT FLRA (ZDYF U ATiL, Security Appliance 2 D IP 7 KL &
209.165.200.236) &, ~r i FA—T74 (& x1X TCiscol) AL ET,

AFYT 2 KOWNTNIOFEIHEFREBIRL T, FHT LD F A TEEELET,

FALIZAZ T 4 v 7 FEiHAF — 2 H T 512i%, [Pre-Shared Key] 47
varREEZY v L, FRiHEX— (71&7; X, TCisco)) # AL
F9, ZOX—E, WIEHEX VT 0 TTTA T ARO IPsec r 2V
T—a VY THERAINET,

N
GF)  FRiAXF—FBREEHEHTEEA. PR TA—TZHIIET O IP
T RLVRIZTHHLENDHY £9,

o FFEICT VX VFEFHEEME AT 5I21E, [Certificate] 7' a v R¥ &7
Y w7 L, [Certificate Signing Algorithm] Ku v 7 &Z v > U X k5 RERA
FHELTNIAY ALERIRL, RICT, FATRESNTND P T A RMEAL R
4 % [Trustpoint Name] Kva v 7% '7/ DA RMPLEIRLET,

AR T VA NIEHEEZFERTATET, EENTAMKRA U M ERH
TWARWESIE, D2 >OF T a oL aEHA LTy £ F— h%
AT X £, WIrREIL. =% ASDM il A4 H L THE TIEETE £4,

. [Challenge/Response Authentication] 7> a v RF %7V vy 7 LT, Z
DRFEFREHLHTEET,

Cisco ASA 5500 &) —X R4 — k7w 7 HA K
m. 78-19186-01-J |
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#% VPN Wizand

¥ VPN Wizard Remote Site Peer (Step 2 of 6)

Configure the IP address of the peer device, authentication method and the tunnel group for this
zite-to-site tunnel.

Peer IP Address: | 209165200 236

~Authertication Methocd

(%) Pre-shared key

Pre-Shared Key: | Cisco

() Certificate
Certificate Signing Slgorithm:  rea-siy
Trustpoirt Marme:

O Challengefresponse authentication (CRACK)

- Tunnel Group

For site-to-site connections with pre-shared key authertication, the tunnel group nsme must
ke the same a5 either the peer IP address or the peer hostname, whichever is used as the
peer's identity.

Tunnel Group Mame: | 209165200 236|

[ = Back ” Mexxt = ] Finlzh [ Cancel ] [Help ]

153905

AFvF 3 [Next] 7Y v7 LTHATLET,

IKE K1) & —DE&E

IKE X, 7— %52 R#E LT TAN—2RFET AL R G r T v —
vay a k =GN 7 O ID %%’Emu mu\uiE*%é %_)?Efﬁ'l\:éhi‘?—o FEAL

DG, ASDM OF 7 4V MaZEFEATIUE, +2ilEF =277 VPN b xb
% 2ODET I TE 9,

Cisco ASA 5500 ) —X RE— b7y T HA K
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A bY—Y A+ F VT ORE

VPN Wizard @ Step 3 T, IROFIEIZHENE T,

IKEtx=2VT7 4 7Yvx—ra B0t )T 77947
ANERT ST AT Y XA (DES, 3DES. F£7213 AES). #iE7 /v =Y
A2 (MD5 F£721% SHA) . £ L O Diffie-Hellman 7 v —>7 (1, 2, F721%5)
7 Vw7 LET,

& YPN Wizand @
¥ VPN Wizard IKE Paolicy (Step 3 of 6)

Select the encryption algorithm, authertication algorithm, and Diffie-Helman group for the
devices to use to negatiste an Internet Key Exchange (IKE) security associstion between
thetm. Configurations on both sides of the connection must match exactly.

Ay thertication: ISHA b |

CH Group: |2 AR |

[ = Back ][ Mgt = ] Finish [ Cancel ] [Help ]

153506

ATvT 2

4

(3¥)  Security Appliance 2 Z&XE T %413, Security Appliance 1 Ti#R L
B A T ar LRICEZIEMICATI LE S, VPN ki,
AU AT S D —RAREIRIT, BB b AREETT,

[Next] #27 Vv 7 LTHATLET,

Cisco ASA 5500 ) —X RB—+ Py T HA K
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IPsec Encryption /35 4 —4% £ & U Authentication /35 A —4% DFRE

VPN Wizard @ Step 4 T, IROFIEIZHENE T,

AT7w7 1  [Encryption] Kny 7 &y X Mhbifa{7v3Y X4 (DES, 3DES,
F 7213 AES) % . [Authentication] K2 v 77X U U A R LEEBRET LY
A2 (MD5 £721% SHA) ZBIRL £,

# VPN Wizard E3
¥ VPN Wizard IPsec Rule (Step 4 of 6)
Select the encryption and authentication algarithms and configure Perfect Forwarding Secrecy
(PF5} fFor this IPSec WPM kunnel. Configurations on both sides of the connection must match
exactly.
Eneryption: I
Authentication: | sHA b |
Enable Perfect Forwarding Secrecy (PF3)
Diffie-Hellman Group: 1 L7
- 2
[ < Back “ Mext = | Finish [ Cancel ] [ Help ] '@
il

AT7w7 2 [Enable Perfect Forwarding Secrecy (PFS)]| 5= v 7 Ry 7 A% A4 A LT, 7 =—
R 2 IPsec ¥ —DAERIZIBNT, PFS AT 27 E 5 2% 5E L. [Diffie-Hellman
Group] kry 7 XUy VA MDLERTIESO A XEHBELET,

PFS iF, HILWHF— 3T _XT, HH0HREOF—LEFRELARNVENIKE(La
7 T, IPsec F T —3 g Tk, PFS A X —TNMICR D £ T,
Tr—R2F—F 72— 1 F—I2ESTWET, PFS TlE. ¥—0AERKICT
T g4 == RS TOET,

ATFvT 3 [Next] 227U v 7 LTHATLET,
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B yory—Ha bk oFUtORE

KA LBEUVARY FO—I DIERE

ATFvFT1

A7y 2

bRV DEFHUD AR A FB LRy hT—27 L D@BEIZZ D [Psec L%
ERT 2 ENTFr N —I0 A4 FORANBLIORy MU —7 ZH5E
LET, [Add] £72i1% [Delete] 27 UV v 27 LT, M RA~DT 7 & ANRFHAE
NTEFRANBIORYy NU—22EELET, BIEEOT TV ATE, Xy hT—
7 A (10.10.10.0) 226D ~ 7 7 ¢ > 7 % Security Appliance 1 12 X > TH; 51k
EAL. VPN PR VR CTEESNE T,

EHIC, A=AV RAPBIOR Y NT—=7~D7 7 EZIZZO IPsec b R
ERERT2Z2L 2 TH)VE—F A FOKRRX MBI R Y NT—2 Z45E
LET, A RMBIORy MU —27 Z@8ITBINT 5121% [Add]. BIBRT 212X
[Delete] 27 UV v 7 LET, 2O F U AITBWT, Security Appliance 1 Tl
VE—h Xy hU—271F%xy FU—2 B (10.20.20.0) T, ZOXy hT—7H
LOREIENTZ T 74 vy 7T b FVRRBATHAIINET,

VPN Wizard @ Step 5 T, RO FNEIZHENFE T,

T D, FRIIMREEL MRS 20—V Ry U= DIP T FLAZ AT
L, Al (L) AEEZV Yy LT, RAMERY FU—=7 DY X h b
RLUET,
T 5, FREIRELMRTDVE— Ry b= DIP T RLAZATT
L, Al (L) REEIZV I LT, RARERY FT—7 DY R bk
RLET,
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Y4 ry—H1r >FrutoxE B

= VPN Wizard
¥ VPN Wizard

X

Hosts and Networks (Step 5 of 6)

An IPsec tunnel protects data exchanged by selected hosts and networks at the local and
remote sites, Please identify hosts and networks ta be used in the IPsec kunnel.

Metwork type: (3 IPvd () IPve

Local Networks: — [10.10.10.0 E]|

Remate Networks: i209.165.200.236 E]|

Exempk ASA side hostfnetwork from address translation: | inside w

[ < Back ][ Next = ] Finish [ Cancel ] [ﬂelp ] -

245747

ATvF 3  NAT £721% PAT #fi [ L T 72413, [Exempt ASA side host network from
address translation] 7= v 7 Ry 7 A% AL T, Kay7Z oy JARRDL
[Inside] 4 > % —7 = A A& ZEIR L £,

AFvT 4 [Next] %7V w7 LTHATLET,
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B yory—Ha bk oFUtORE

VPN7 FJEa—FDRRET4F—FOKT

VPN Wizard @ Step 6 TiZ /E L7z VPN b RV OBEY A F&HBLET,

= VPN Wizard EI
¥ VPN Wizard

Summary (Step 6 of 6)
‘ou have created a Site-to-Site YPM tunnel with the Following attributes:

YPM Tunnel Inkerface: outside
Peer IP Address: 202,165,200.236
IPSsec authentication uses pre-shared key:Cisco
Tunnel Group Name; 209,165,200,236
IKE Policy Encryption | Authentication [ Diffie-Hellman Group: 3DES [ SHA [ Group 2
IPsec ESP Encryption § ESP Authentication: 3DES J SHA
Perfect Forward Secrecy (PFS); enabled

Diffie-Hellman Group; 1
Traffic flow to be protected by this bunnel;

(localy 10.10.10.0

{remote) 209,165.200,236

245745

< Back || Mext > [Einish ] | Cancel | [ﬂelp ]
HENCRE STV B EA1E [Finish] #2 Y v 7 LT, @EHE*a Y71 7
TIAT A ERNEEZEM L ET,
WIZTNA ZAZEET 2 L EICHEMASND L OIC, RELFEAZ—FT v
2V T 4 Fa L— g ARTET DAL, [File] X =2 —75 [Save] 7 U v
7 l_/\i—aﬁo
F721X. ASDM 28 T35 & EICREEE 2 LK ANIRET D L H1TRD B
ET,
RELETEZRFELBRVGEIL, RICTAA R 2 BB T 5 & SICETRIORENZ
DEFEHAINET,

ZOEIEIZ L D | Security Appliance | OFFET 2B ABRKT LET,

7
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| £12% 25Ut 44 by—94 b VPN BE

VPN o xfion: W

VPN £#50 Rl DR E

INT, a—INOEEEX2 VT 4 T IAT U ADOKREILET LE L,
Wik, VE—bh VA F TSIV T4 TTIAT UV AERET HHLEN
HYET,

VEe—F 4 FTIE, VPN ET L LTOHREZRE-T 2 oBO@E ISR
FATITIAT LV AERRELET, e— W AOHESHEX2 VT 4 TFI5A47T
VAEBRELIZEELECPRIEEFERALET, Tr—h v A FTOEF2Y

TATTITAT U ADFKE] (P12-4) MHBABL, [VPN T U B =a— hDFR
rEU 4= RO T) (P12-12) THRTLET,

Security Appliance 2 R ET 2HE. B— /L AR MBLOxX Y FU—27 &R
WTC, Security Appliance | THRIRL7-%5A7 v a v &R UEEHEA L ET,
VPN HEl3 R d 5 — kB R R RN E . REEA T,

PA BV —F A VPN OREDHEREII N T TN 2 —TFT 4 L 7IZHONT
%, [Cisco ASA 5500 Series Configuration Guide using the CLI] ®
[Troubleshooting the Security Appliance] PIHZZH L T 72 &0,

BexDRT TNy a—=TF 4 TRFEIZOWTE, ROV A MTHD
[Troubleshooting Technotes| &M L T 72 &\,
http://www.cisco.com/en/US/products/ps6120/prod_tech notes_list.html

SNV NTTNT a—T 4T a7 4 Fab—ra VEBEIZOWTHEE, RO
%A k@ [Configuration Examples and TechNotes| # &ML T 7230y,

http://www.cisco.com/en/US/products/ps6120/prod_configuration_examples_list
html

#:(Z, [Troubleshooting Technotes| (&5, ASA ZfH L7214 bV —H1 |
VPN (L2L) ZB99 % TECHNOTE # &M L T 72 &V, [Troubleshooting
Technotes] TiX, RIZATLS57%, A h>Y—H4 A K VPNRED 77V

S a—T 4T EFHITOD v RIZOoOWTEHEHALTWET,

e show run isakmp
e show run ipsec
¢ show run tunnel-group

e show run crypto map

| 78-19186-01-J
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W xo#x

* debug crypto ipsec sa
* debug crypto isakmp sa

“hbpa<wy FOFEMIWTIE., [Cisco ASA 5500 Series Command
Reference] ZZML T 7ZEW,

RDExR

PA MY = A VPN BRBELZTICES X2 T ¢ 77T 7 L AXRES
DH%EIE. IUTHMRENET LELEL, S, ROFIHEFITTHI L H

T&ET,

EITRE e it

FEMRERERB LA T v a Ve LB T Cisco ASA 5500 Series Configuration

IRMERE DRR E Guide using the CLI]

H &R 72ERIZ DN T [Cisco ASA 5500 Series Command
Referencel
[Cisco ASA 5500 Series System Log
Messages ]

BEOT TV =y a X2 )T 4 T T IAT VAR ETEET,
WOETIX, WMt X2 T 4 TTIAT 2V ADMD— i T 7V o —
va ryOREFIEIZOWTIHAL T,

RITAR SHE

YE— 7 Z7EZ2 VPN OFE 9= [ U4 IPsec UE— T
7+ A VPN #%iE ]

IIAT U RN VAR (TTUHR—2) |5 11 %2 [+ VU4 :SSLVPN 7 FA

SSL VPN D% & T b L A

Cisco AnyConnect ¥ 7 v =7 7 F |5 10% [+F U4 : Cisco

A7 > F® SSL VPN D% E AnyConnect VPN 7 Z 1 7 >
DFRIE ]
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= CHAPTER

AIP SSM D&% 5E

F 7 ardAIPSSM iE, A1 T4y T— RELILRAET—FTENDOEFX =
VT A M ERIT DEERIPS Y7 b =T EEITLET, Wit x=l

TA TTITATVAZ, 7y SBHIA 2 —T = A ADBEE SN D EA]
(F721F VPN BEBALDRE SN TV AIBSIIF LB’ TThN 5D, IO
T AT U=/ RY =SB, 7y FE AIP SSM ICHR%E L E
T, 2exiE, TIZEA VA NIk TT vy 7 &N v ME. AIP SSM
WZHRE S NER A,

AIP SSM A SNAHAIE, ZOETRTFIEZFEH L CROEEEZEITL
E3

o AIPSSM ZHEET D M7 7 4 w7 #WETH X IR EX 2V T4 7
TIAT LV AERET D
e AIPSSM ~Dk v arafEsyl, By VT v 7T E2ETTDH

AIP SSM 1. Cisco ASA 5500 >V —X VY7 h =7 ~"—T a2 70 (1) LUk
THR—FENTWET,

AIP SSM % ASA 5500 2V —X@ISH X 2 VT ¢ 7754 7 AT {1
LbNET, AIPSSM L, V—ARRy NU—7 UL NAREEENHD FT
T4 T %Fy NT—=JICEBE 52 DHNIClED 570, T, 7 VEERE
i 2 BB S AT 2T 2&EERIPS V7 h =T #FTLET, 20
X, WOHETHER S TWET,

o Mt Xa VT 4 TFIA4T AL D AIP SSM O@EfE] (P.13-2)

o TAIP SSM D& (P.13-6)

o ko3 (P13-15)
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H  APSSMIizDW\T

AIP SSM [CD1MT

-
—
°
L]

DIEIE, ROWNETHER S THET,

NE X2 UT ¢ 77I5A4T7 2L D AIP SSM O#fE] (P.13-2)
MEh{Et—F~] (P.13-3)
At o —ofi ] (P.13-4)

BEREEX21)T4 TTZ4T7RED AIP SSM DOENE

AIP SSM iZ, WX 2 VT4 TTIA TV AMBIOT 7TV r—ya %
FEITLET, L, 207 AV r—va 3l T 0 TSI T
AD KT T 47 7a—IlHREINET, AIP SSM BiKIZIL, BHEHA V¥ —

T A AERE, A v —T = A AFASTWERA, IPS HRAED 2 HE G
WYX )T 4 TTIAT VAT I 74 v 7 2BETHHE. P T 74 v 270F
WE X207 4 77747 AL AIPSSM 2@ L CRO L ) IcinEd,

1.
2,
3.

6.
7.

N7 4N T 0 TTITA T RITAD T,
Tr7AT U=V R =0 NnET,
Ny P FL—rnb 877 4703 AIP SSM IZEEENET,

K77 4227 ®at™—d AIP SSM ~DOXEEFFIconTid, (#EE— K]
(P.13-3) 2L TS,

AIPSSM IZZDtFx 205 4 RV —%2 T 7 4 v 7 ZHMA LT, @yl
AVER 24TV E T,

Ehe NG T7 4w 73N Ny L —r REoCHGHMEX 2 VT 4 TS5
AT RZBIEENET, AIPSSM R ZDt®F=2UT 4 RU =T/ -T
HDHENT 74w BT uy I TDEEE TON T T 4 v 7T ESNETA,

VPN RV v—REHEINET EESNTWDIHE),
N7 4y RS2 )T 0 T ITAT U ANLHET,

B 13-11%, AIPSSM A>T 42 E— R THELTCWABHEED T T 4 v 7
Tnon—%RLET, ZOBTIE, AIPSSM 3B LR LEN T 70 v 7 % H
BT ey 7 LTWET, ZOMO RN T 7 4 v 7 3T R CHEEHEX =2V 7 o
TIIAT U AERBALTBESNTHET,
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| #£13E AIP SSM DERE

AlPssM i=o1vt W

B 13-1 BEREEX21YTA FISAFVAOAIPSSM F574v9 70—
10340 E—F

t¥alT4 77747/1'

I_-l’
AV DRT L ’

By oS

FENDEFITavY

———————————————————— Ny Tro—:
——
Jaovy
IPS 1 YRR 3>
AIP SSM 2

BEE—F

RONWTNIDE—FEMHEH LT, FT 71 v27 % AIP SSM IZEETEET,

o fUTAL FT—FR:ZOF—FTIEL, AIPSSMIZ+T77 4 v 7u—(ZH
BEEINET (X 13-1 228), IPSHREIZIRE L NT 7 4 v 7 D3 s
MY Xa V7 4 TTIAT U AERET DT, £7 AIPSSM 2@0 ., £
DREEZZ THULENDY £, MBICREET 25002537y M EREY
A ENHHNTOTEND D, ZOF— KRR LEETT, £7-. AIP
SSM Tix, X7y bZ e uyF 7 R v—ZFEcE £+, 2L
ZOFE— RNEIAN—Ty MIEEEL 52 5FENH D 7,

e BRAEE—FR:ZOFE—FTIH, FI7 74 v Z7OEMBLIZA Y —L0 AIP
%M_%héhi¢o:@%~P ILZEMITILEVETH, VT 747D
AN—"Ty MTITIEE AL LR %%:Erziﬁ/u ATy T—RNEITR
., IRAEE— %Ti AIP SSM i3ISt = U T 4 7774 7 AIZ b
TT7 4w EBERET AN, WIS T4 TS IAT S ANDE &
VEey NTAEIERTHIETHETS, VI T7 4 v o %7 ay s TEET,
F72, AIPSSM A T 7 4 v 7 &L TWAHE, AIPSSM A RT7 7 1 v
7 HEIMET LRIV ED N 7 4 v I NS EX 2 VT 0 TTIFAT
AW THBRENH 0 £, 13-2 1ZBEE— RO AIP SSM 2R L TW
F9, ZOFITIE, AIPSSM (3EBE L THRESNTZ N T 7 4 v 71T L
THGHE X2V T4 TFIAT L ACEBMA v —V2FELET,
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H  APSSMIizDW\T

13-2 BEEEXL) T PTSAP7VADAIPSSM F5240vH 20—
BEE—
XalUFq 77"747/1!
AV DRT L —

TE-&nBH R34 .
———————————————————— Ny Tro—:

191314

AIP SSM

REtH—0OER

IPS V7 ho =7 NR—T 3 6.0 LAEEZEITL TS AIP SSM IF# 5D
VY —HETTEET, OF YD, AIPSSM THEEOEXF 2V T 4 R —E &
ETEET, | 2FBFEHONEE L —IKFar T A NERE I

%~F@ﬁmﬂt%19?477?4?Vx%%@%fkb\@ﬁ@ﬁ%:U

T4 aATHRAMER U —ICEYYTCOENET, PAR—FENRTW

DIk KEU =KL, Bt —OFEMIC OV TIE, [PS == T V55K
LTSN,

1331k, Ao I F—FD) fFEE Y — 129081 20kF=2V T4 o
VTERARNEATICRY, FARHC2 20 F 2V T 4 2T ¥ A MAFE U
TP —EHFLTNDEEZASERLTNET,
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191316

AIP SSM

13-4 1%, (f T4 F—FKD) BEOIAEL =N 70 T— D
WY X2 VT 4 TTIAT U RERTIIRY, EXSINTEZ T 7497 7
a—NENENER L =T TVWAEZAZRLTVET,

13-4 UL E—RDEXALUT 4 PTSATUREEROFEE Y —

EXaUF14 FTSATFUR

.@
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N

A l--l’

|:|‘ A VRTL

_,‘ - cS5274991 h
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W APSSMozE

AIP SSM &

AR E

S OHE, KOWETHRSNTOET,

TAIP SSM FIEOME | (P.13-6)

TAIP SSM ~DF v 2= »ffsr) (P.13-7)

TAIP SSM TOE X =2 U7 ¢ AU —oDgkE] (P.13-8)

M —DtX2VT 4 a7 y~0H D 4T (P.13-9)
[NF7 7 4 v 27D AIP SSM ~Diirk | (P.13-12)

AIP SSM FEDHIE

AIP SSM DRFE L, AIP SSM % #%E LT/ 5 ASA 5500 U — Rii il % =
V74 TTIAT Y RAERET 270 EATT,

1.

WX 2 VT 0 TTITAT A0 AIPSSMIZE Yy ¥ a U EESLLE
T, [TAIP SSM ~Dt v = U] (P13-7) 2L TS0,

AIP SSM T, BEBIOME#ERY o —2RELET, Zhicky, 5
T4 OBBEFEEBAPBRE SN L XIATOMRENREY 4, <L
F o H— £— KT AIP SSM # EITT 2 AL, KA =gk LT
MEBIORERY O —%2RELET, TAIPSSM TOEF =2V 7 4 KR
U—DO%E] (P13-8) ZZBL T EIW,

YNAF ArTHRAL T RO ASAS500 vV —REGHE X2 VT 0 T
FAT VAT, £V THXAMNMEHTE D IPS KB —2HELET
(B —%2FELEA), Y —0kX2V T4 3Ty
~OEY H T (P13-9) #BBLTLIIEE,

ASA 5500 >V —Rj@EEM Y X2 VT 4 TS T7A4 T AT, AIP SSM (2#x
ETHNT T4 EBRELET, [T 7 0w 7D AIP SSM ~DHii% |
(P.13-12) 2L T Z& W,
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APssMmaiz W

AIP SSM ~D+t v & 3 UfEIL

ATFvFT1

ATFvFT 2

AIP SSM DR EZ BT AT, WX 2T 4 77 I7A T ANE AIP
SSM ~t v g &t LEd (SSH F7-1% Telnet Z4#H L T AIP SSM &5
AV B =T oA ATEEEHT LI LB TEET),

WIS X2 )T 4 T IAT A0S AIPSSM Ik v ¥ a v EESLT DI
I, WOFIAIZHENET,

ASA 5500 >V — XIS X2 VT 4 TTTAT A0S AIP SSM (Z® >
TarvEWST A, ROoav L REANLET,

hostname# session 1

Opening command session with slot 1.
Connected to slot 1. Escape character sequence is 'CTRL-"X'.

2—PHERRT—FREASLET, T4/ bDO2—F4 L2 T— KX
lciscol T,

S

GE) AIPSSM I TR A v Lick &, T 74/ hO/RAY — REEES
BE5RDONET, SRT— FIE, 8 XFLET, WKERLRNE
WETHOIVENDY £7,

login: cisco

Password:

Last login: Fri Sep 2 06:21:20 from XXxX.XXX.XXX.XXX

***NOTICE***

This product contains cryptographic features and is subject to United
States

and local country laws governing import, export, transfer and use.
Delivery

of Cisco cryptographic products does not imply third-party authority
to import,

export, distribute or use encryption. Importers, exporters,
distributors and

users are responsible for compliance with U.S. and local country laws.
By using

this product you agree to comply with applicable laws and regulations.
If you

are unable to comply with U.S. and local laws, return this product
immediately.

| 78-19186-01-J
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A summary of U.S. laws governing Cisco cryptographic products may be
found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email
to
export@cisco.com.

***LICENSE NOTICE***

There is no license key installed on the system.
Please go to http://www.cisco.com/go/license

to obtain a new license or install a license.
AIP SSM#

(8D 7 by =T N—= g UIZTICRREIND) HIilBIDOT A & A@ENFE
RENTEZHE. AIPSSM OV T =F % 77 ANDT v 77 L— KNREIZRD
FTCAE—VEEBHALTOLENVETA, AIBRTABVA F—PNA R b—
NENDHET, AIPSSMITHREDO Y V' =F % LUV TEIELEST, F4 R
F—IIBTA L A=A TEET, T4 2 F—1L AIP SSM DO ELEDHEREIC
HEEHEZETA,

AIP SSM TOt*xa ) T4 KR —DEEE

A7y 2

AIPSSM T, hT7 7 4 v 7 OBREBEFIELRANBRE SN & EITITO1EEE DR

ETOHREBLOR#ERY V—2RETDI2IE, KOTFIEICENET, #HicEE
X2 0T 4 TTFIAT A5 AIP SSM ~t v ¥ a3 & fESLT 51213, TAIP

SSM ~®Dt v a VL] (P.13-7) #2L TLEEW0,

AIP SSM TO®F 2 V7 4 KU —%FET DI, KO FIEIZHENET,

AIP SSM OWIHIRER Dy N7 v 7 2—F 4 VT 4 ZFTTHIE, ko=
<~ REANLET,

sensor# setup

IPStEx=2UT 4 RY—%2FELET, IPS X—T 3 6.0 IECHRMAE
P —2RETIHE, WTHrOEL P —%2F 741 e LTHELET,

ASA 5500 >V — XSt X2 VT ¢ T4 T VAR EPIEEE o —
LEBELTOWRWEAIE, 77408 By —0REHINET,

Cisco ASA 5500 &) —X R4 — k7w 7 HA K
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ATFvFT 3

R Y—

N
(i)

AFvFT 1

APssMmaiz W

AIP SSM TEITENAIPS V7 h 7 =T E. ZO~=a 7 A TIEEN S ORERE
WCOWTHHA L TV RWE), AR ERRIC OV TIIRO~Y =2 T V2S5 M
LTL7EEN,

» [ Configuring the Cisco Intrusion Prevention System Sensor Using the
Command Line Interfacel

» [Command Reference for Cisco Intrusion Prevention System]

AIP SSM OFRENFET LIzb, ROa~<wr REANLTIPS V7 hu =T %#%
TLET,

sensor# exit

WIS X2 T 4 TT7IAT A5 AIPSSM Ik v a v &HESL L2
G, X2V T 4 TTIAT AT 7 MR £,

DEXa1UT4 AVTINDEIYHT

B X2 VT 4 TFIATUANRTILF aTFF AN T—RFROBEE, 1O
FITEEO IPS Bt —Z2Far TR A MIEIV Y THNET, KRIZ, b
7747 % AIPSSMICERT L2 TXAMERET %A, 20T F
ARZEVETONDEEU Y —ZBETEET, 20 T7FAMIEIDYTRLo
Tre =3B ETCEERA, Brh—%ar T %2 MIE D Y TRWES,
AIP SSM TREHESNTF 741 b BV —nEHERET, ALY —a2E
BoOarTxFAMIEIVETCHZENTEET,

B Y —2FAT DI LTF a0 THF AN E—RTHILETIH Y £
o YTV E—RTH, Db T 707 7u—lR b —%HH
TEET,

1 >FHFEHEOE Y —%EX2UT 0 a2 TFAMIEIDETHIZE, RO
FNEIZENE T,

AT HFRRARREE— FICADIZIE, VAT LFTAR—ATRDO a2~ FE A
HLET,

hostname (config) # context name
hostname (config-ctx) #
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Cisco ASA 5500 ¥ )—X R4—+7uv T H4F 1




F13E AP SSM oz |

W APSSMozE

ATFvT 2 LY —FarTHFAMIEYY AL, koa<ry FEANLET,

hostname (config-ctx)# allocate-ips sensor name [mapped name] [default]

AUTFFRAMIBEIDY TR Y —T0ICZ0avr REANLET,

sensor _name F#01% AIP SSM TRE SN/t —4 T3, AIP SSM TRE
SN —%KRT BT, allocate-ips ? =2~ > K& ASLET, FIHA
RBRTXTOE P —RY X NERET, showips 2~ RE AT L
TEFET, showips 2~ FiX, v AT AFETAR—R TR COFHATRE
oY=V AMLET, AUTHXFANTEDAVY REANTLLE, a0TF
APMCFTIZEY Y THNZE P —RERENET, £72 AIPSSM IZnE
Y —HERETLE. =TI T2, allocate-ips =~ RIZZEDEF
ABEnET, AIP SSM IZZDLARIOE P —ZERTHET, 2 TFA b
k=L Tnd LRI ET,

AVTHFANNTHERATE 22 —ADZA VT AL LT, O V-4
TIX72< mapped name 51 E=HEALET, v~ v TLEBELLRWGE, B —
AR TFHRAINNATHASNET, ¥X2 VT 2EEBTHE, oo H—
NAarTFFARTHEHENTWEDE I THFA R T RI=ZZA FL—X{ZHbN
T2 BWEERH Y £, £/21F. 3V TR MRED L AT HEEN
HVFET, E2E TRTOa TR BMT Isensorl] & Tsensor2] W95+
VY —HFERALEWES, 2 7% A b AT Thighsec) ¥ —& Tlowsec] &
Y% —% sensorl & sensor2 (2~ > L, 27 FA kB Tit Imedsec] &
#—& Tlowsec] & —% sensorl & sensor2 12~ v 7 CxFET,

default ¥ — U — R&ZIEETIHE, aVTFAMILIZ I DOV =BT 7 4
kU= L TREENET, 2V THRAMRETEV Y —4BN B EESN
TWRWEE, AV TXANTEIOT 740 Brh—>MiHASET, =
VTFXARLIDIDE, 1 ODF T HI N B —LRETEERA, T4
Nk B —%2EFT 5545, no allocate-ips sensor name 2~ K& AN L
T, BEOT 74k oY —%HIBELTHS, LT 750 b Borh—%
BDYCTEST, BV =T TN FELTHRELTW WD I THF A M
BB —AREENTWRVEA, N7 74 v 71X AIPSSM TF 7 4/ k
v —EFHLET,

ATFYT 3 aUTHXFRARNIELICAT YT 1 AT VT 22 BVIRLET,

AFYT 4 aUTHXFARIPSKY U—%RETAHICINE, kOa<r FEERALTCarsx A
FEATAR—RIZED £7°,

hostname (config-ctx) # changeto context context name

Cisco ASA 5500 &) —X R4 — k7w 7 HA K
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APssMmaiz W

Z Z T context_name B1HIL, HET DAL THFANDLAFTT, [T 7 4 v
7 ® AIP SSM ~0DiiEi%] (P.13-12) IZR#HINTWNDH LHIC, FarTHFA b
BV, IPSEX=2VUT 0 KU V—2RELET,

WOFEITIX, sensorl & sensor2 A= 7 F A b A |Z, sensorl & sensor3 7%=
VTXARBIZEHIDETHENATHET, EE50arTXA MLV —4%
lipsl] & Tips2) IZvy 7L TWEd, ar7F A~ A TiE, sensorl 1T7 7+
UY=L LTRESNTOWETA, 2 7F A~ B Tt AIP SSM THE
SINTWLT 7NV EIBREHAEND LS. T4V MERESNATHERA,

hostname (config-ctx) # context A

hostname (config-ctx) # allocate-interface gigabitethernet0/0.100 intl
hostname (config-ctx) # allocate-interface gigabitethernet0/0.102 int2
hostname (config-ctx) # allocate-interface
gigabitethernet0/0.110-gigabitethernet0/0.115 int3-int8

hostname (config-ctx) # allocate-ips sensorl ipsl default

hostname (config-ctx)# allocate-ips sensor2 ips2

hostname (config-ctx) # config-url
ftp://userl:passw0rd@10.1.1.1/configlets/test.cfg

hostname (config-ctx) # member gold

hostname (config-ctx) # context sample

hostname (config-ctx)# allocate-interface gigabitethernet0/1.200 intl
hostname (config-ctx) # allocate-interface gigabitethernet0/1.212 int2
hostname (config-ctx) # allocate-interface
gigabitethernet0/1.230-gigabitethernet0/1.235 int3-int8

hostname (config-ctx) # allocate-ips sensorl ipsl

hostname (config-ctx)# allocate-ips sensor3 ips2

hostname (config-ctx) # config-url
ftp://userl:passw0rd@10.1.1.1/configlets/sample.cfg

hostname (config-ctx) # member silver

hostname (config-ctx) # changeto context A
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W APSSMozE

35274990 AIP SSM ~DE5E

WIS X2 )T 4 T IAT AN AIPSSM ~ M7 7 (v 7 5%+ 5 &
FPEET AT, WOFIEIHENET, w/LF arFTFRA N E—RT, £
THXARNEITAR—ZATINSLDFIEEZITVET,

ATFyF 1 AIPSSM THET D 77 4 v 7 ZHET ST, class-map =2~ K&
LTl DFERBFEHD I TR <~y T HBINMLET,

72 z21E, ROa< FEERALTIRTO NI 74 v 7 2 —HEIEDHZLENT
xET,

hostname (config) # class-map IPS
hostname (config-cmap) # match any

BEDNI 74 v 0 —BIEDD, 7/7ER VA E—HIELHZLNT
EET,

hostname (config) # access list IPS extended permit ip any 10.1.1.1
255.255.255.255

hostname (config) # class-map IPS

hostname (config-cmap) # match access-list IPS

ATFYFT 2 AIPSSMIZ N T 7 4 v 7 285k T 5 LB ERTT DR v— <= v 7T EBEM
L=V, WETDHIE, koa<vwr FEALLET,

hostname (config) # policy-map name
hostname (config-pmap) # class class map name
hostname (config-pmap-c) #

Z 2 Tclass_map_name (3A7T v 7 1 oD T A vy 7 TY,
ROBIZEBEIT LT TEEN,

hostname (config) # policy-map IPS
hostname (config-pmap) # class IPS

ATFYFT 3 AIPSSMIZ T 7 4 v 7 ik 3 512iF, koa<w> FE A LET,

hostname (config-pmap-c)# ips {inline | promiscuous} {fail-close |
fail-open} [sensor {sensor name | mapped name}]

Z Z Tinline % —7— K& promiscuous ¥—7 — K% AIP SSM O #{EE— K
ZHIE L £, FEMICOWTIE, TEEE— ) (P13-3) 2ZRLTIEI W,
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ATv7 4

APssMmaiz W

fail-close ¥— 7V — RZ#EET 5 &, AIP SSM NMEA T 2 WEE, #ISH v
X2 VT A TTIAT LV ARFTRTCDO N T T 4 v 0270y 7 T5LICRE
EnEd,

fail-open ¥— 7 — REZ$EET 5 &, AIP SSM BMEM TE 2 WG4, BEIGE
Xa VT4 TTITATVRAFITRTONT 7 4 7 OWBEERAER L THFT
LEolITREENET,

AIP SSM TEARE »—2 T 254G, sensor sensor_name 518 L T
U —AEBECEET, FAARRE A EFRRT DHITE, ips ..
sensor ? 2~ REZ AJJLET, FIHFRERE Y —BY X FNZivET, show
ips a~v U REEHTL b TEET, EINEX2UVT 4 TTIA4AT AT
VAT arTEAN B REERAT LG, 2T FAMIEY STz
PoRHHEETEET (L F—0Lxa )T avT oy ~0F )Y
Tl (P13-9) #58), 20T F AR TREINTWDEEIX. mapped name
EHEALET, B —AZ2BELRVWEAE, VT 70y 23T 740 B
Y—%2EALET, vV F arTFANE—FTE, 2VTFAOT 744
U —EEETEET, VUL E—F, £RESATF FE—FRTTF I 4L
MV —ZEELRVGES, NPT 7 4 v 7L AIP SSM THRESNTWDHT
Tx bk =% MHALET, £/ AIPSSM IR WARTZANTHE T —
W72, a~r RESINET,

(FFvar) orsZ7 A0 774y 7% AIP SSM ICEERE L, [PSARY v—%
RETHITIE, Woa~vr RE AN LET,
hostname (config-pmap-c) # class class map nameZ2

hostname (config-pmap-c)# ips {inline | promiscuous} {fail-close |
fail-open} [sensor sensor name]

T 2T class_map _name2 5130%, IPS REZETTDHD Y 7R < v S D4HI
TY, avr R AT a VOFMIZONWTIE, A7 v 7 3 2L T EEN,

FF 74w 2i%, FCREE A FICONWTEBED I TR v~y T —HEE5 T
LixTEERA, LER-T, F*v FU—27 A % sensorA IZEE L, fthdd X
THORNF7 4> 7 % sensorB IZIEETAGAIE. Ry FU—27 Al class 2 v
FEAFLTRG, T_XTDORTT7 4 v 7l class 2~ R AT L0ENRH
DNET, ZHLR0VE, (Fy b= AZER) TXTO T T 4 v 7 D&
® class =~ K& —F L, sensorB 2 ESNE T,
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1 DERITEBEOA v F =T 2 ATRY U— v v TE2HEDCTDITIE, ko=
v REANLET,

hostname (config-pmap-c) # service-policy policy map name [global |
interface interface ID]
hostname

Z Z T policy map _name \IA7T 7 2 TREINIZRY > — <7 TF, 2D
RV — =TT _XRTDOA L F—T A ADNT T 4 v 7 AT DT,
global ¥ — UV —FEZFHLET, R — v TEHEDS X —T = AD
N7 7 4w 7 AT 512X, interface interface ID A7 a v EEHALE T,
Z Z Tinterface ID 1%, nameif 2~ RTA ¥ —T oA RIZHID HTHAT
AT,

ERATEL 7 a— UL RY —iF, 1 DIREoNET, A F—T 2 ADY
B—rL R Y =2 NS T DI, TDA v H =T oA AT —EA R
V—%BHLET, A F—T oA RATHEHTEDLIR) v— <= TE, 1 02
7 C9,

WOFITIE, T_XTDOIP T 7 4 v 271X AIP SSM ITIRAE— R THeE &S, fi]
HMDOFIR T AIP SSM o — RIZBEENEA LEBA. IP VT 7 4 v 7139 _T
Tuy s ENET,

hostname (config) # access-list IPS permit ip any any

hostname (config) # class-map my-ips-class

hostname (config-cmap) # match access-list IPS

hostname (config-cmap) # policy-map my-ips-policy

hostname (config-pmap) # class my-ips-class

hostname (config-pmap-c) # ips promiscuous fail-close

hostname (config-pmap-c) # service-policy my-ips-policy global

WORFITIE, 10.1.1.0 x> FT7—27 & 102.1.0 * v FU =225 THNETT
DIP 774y 713A T4 F— KT AIP SSM IZHzik S, a5 D DJHA
T AIP SSM 1 — RICHEENBE LSRG, TXTONT 7 4 v 7P @BTE £
7, my-ips-class b7 7 ¢ v 7 O sensorl MEM S 4L, my-ips-class2 k7
7 4 v 7 OEE sensor2 BNMEH SN FET,

hostname (config) # access-list my-ips-acl permit ip any 10.1.1.0
255.255.255.0

hostname (config) # access-list my-ips-acl2 permit ip any 10.2.1.0
255.255.255.0

hostname (config) # class-map my-ips-class

hostname (config-cmap) # match access-list my-ips-acl

hostname (config) # class-map my-ips-class2
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hostname (config-cmap) # match access-list my-ips-acl2

hostname (config-cmap) # policy-map my-ips-policy

hostname (config-pmap) # class my-ips-class

hostname (config-pmap-c)# ips inline fail-open sensor sensorl
hostname (config-pmap) # class my-ips-class2

hostname (config-pmap-c) # ips inline fail-open sensor sensor2
hostname (config-pmap-c)# service-policy my-ips-policy interface
outside

RDExR

IHT, WSt X 2T 4 T IA T AR A M ERET DU T
Fliz, MO=aT7 VEMFHLT, FEENFIEC#ENE X2 )T o
TTIAT LV ADREERFITET,

EITRE e it
IPS & — D% E [ Configuring the Cisco Intrusion

Prevention System Sensor Using the
Command Line Interfacel

L0 — X R > —%1ER [ Cisco ASA 5500 Series Configuration
95 &2k B AIPSSM & CSC SSM  |Guide using the CLI]

DIRT F—~ 2 AD Il
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W xo#x

IPS Zo % —L AIPSSM V7 b =27 ZRE LS, ROBIMOFIEE FEITT

rrtbTEET,

KITRE

BHR%

RIS LU T o = e L A
HEBIEORE

[Cisco ASA 5500 Series Configuration
Guide using the CLI]

H &R 72E ISV T

[Cisco ASA 5500 Series Command
Referencel

[Cisco ASA 5500 Series System Log
Messages ]

N=RU =T ALTFUABIOT
TN a—T 4 TR O

[Cisco ASA 5500 Series Hardware
Installation Guidel

BEOT TV r—a iRt X2 VT T IAT U ARRETCEET,
WOETIE, Mot xX=2 VT 4 7T IT7A4A T ADMD— 2T 7V or—

T a v OREFIEICOWTHHLET,

RITHE

BR%

DMZ Web $— DR E

% 8% [V U4 : DMZ % i€

VE— 727 &ZX VPN ORE

%9 [ U4 IPsec UE— T
7% A VPN #7E )

VTR =T II7AT DY E—F
7 7 & A SSL i i

% 10 % )V 4 : Cisco
AnyConnect VPN 7 7 1 7 h ll##:
DFE |

TIOHR—ADVE— T 7 A
SSL #éfeirx i

% 11 %= [+ VU4 :SSLVPN 7 74
TR L A

HA bV =1 b VPN OBRE

B2 T VA Y g by —o
F VPN #%7E |
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CSC SSM DE&E

ASA 5500 >V —X At ¥ 2 VT ¢ 77 F A 7 A%, Content Security 3
LW Control V7 b7 =7 %3179 5 CSC SSM ##H— kL TWWEF, CSC
SSM i, @I EX 2 VT 4 77547 A0 CSC SSM 124359 % FTP,
HTTP, POP3, BLWXSMTP D& N T 7 4 v 7 B AXF ¥ $THIET, VAL
AL AL T 2T ANL BIOZOMOERER T 7 4 v 71 L THREL
3

CSC SSM {Z1% Cisco ASA 5500 vV —X V7 hoy=7 N—Y =3 7.1 (1) L
DS LT,

ZOFEIX, WOETHERINTWHET,
e [CSCSSM izoW\T | (P.14-2)

o [CSCSSM #5802 VT 0 TT T4 T 2 ADEKIZONT
(P.14-2)

e [ FUF :arF Y vXxallTF s ®F-HCSCSSM Z##iL7-tx=2V
T4 TTITAT o A] (P.14-4)

o TRoOEXE] (P.14-16)
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CSC SSM 22U\ T

CSC SSM %, Trend Micro D7 v 75—k H— B EHMICHFH SN D,
BOLWa T YOV =Fy TaTd A IVINASTe T 7 A VEMEELET,
CSCSSM [FideMex =2 V7 4 7T ITAT UV ANLGZEIND N T 74 v I %
Z2F ¥ L, % Trend Micro b2 T A a7y a7y A Vet
BLET, RiIC, EROa T UV EEEEYX2 VT 0 TT 74T A G
ELTA—F 47 LY, blLWwarror s 7oy 7 LTHELET,
Trend Micro ttm 627 a7 7 A VEZITRAD T TR, VAT A
7T RI=A M=%, CSCSSM PBEMD 8T 7 4 v BA TG EAX v
VITDHED REENAL~ARTHIELTEET, e 2T, VAT AT
RI=XA ML —HIHEDURL 27 av 7 F-3740% L0, FTP BX O
EAXA— NV RIA—F 52Xy T5L9 CSCSSM #FHETXET,

CSCSSM DY AT A By b7 v 7REMIZIZ ASDM 2 H L F9, CSC SSM
V7 T TCarsTyY X a T4 R U—OEERREELTAHIC
ASDMNTYU v 27 %27 1Y 7 LT, CSCSSM ® Web <—2D GUI | 77?2
LET,

COETE, #ISHE X2 VT 0 TTITAT U AZRE L TR T 5 HFIEIC
W CRILEA LiTo CSC SSM GUI & EIZ >\ TiX, [Cisco Content
Security and Control SSM Administrator Guide] (250 SN TWET,

CSC SSMEZDEE XL )T FTS547F
DADBRIZDNT

WSR2 VT 0 T4 T AN CSCSSM & & HictlkasnTnsdxy
7 —2TiZ, CSCSSM IZAX ¥ U LTZWET 7 4 v I DX A TIEZTEET D
YoM X2 VT 4 T IAT UV AERRELET,

K 14-1 1. ¥Ry hU—27 #MEMEXa VT4 77547 2 AB L CSC
SSM, ifJ VE—Fy MNEOIERNR N T T 4y Tu—E R LET,
K 14-1 ICBRENTZXy hT—=Z 3RO ORH Y 97,

e CSCSSM BA VA M—LE N, BEINTWIHESEEX=2VT 4 775
AT A

o YOI T 4w CSCSSM ITHEE SN TAXF ¥ SNDINEIRET Dl
W X2 VT 4 TTIAT A LEOY—E R KR v—
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CSC SSM EBOEEE X2 T4 7I51 7 A n&ERI<>LT A

14-1 CSCSSMD +Z574v9 70—
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AU VRTFL i
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FEENBLST4vY

HS4T R S R AR
CSC SSM 3

ZOFITIE, 7 74T MiE Web YA MZT 7 EAL, FTP b= 67 7 A
NEZTru—RL, £7IPOP3 =" A—NeZEFT 58y FT—7
A—PLEXLNET,

ZD
1.
2,

METIE, NI 74 vy 7u—3Kko kS0 £9,
IIAT v B EREHLET,

WIS X2 )T 4 T IAT UV ANFOEREZEL, A V2 —% v b
WZHRk L ET,

RSN arT oy ERGTLIE, BISEEX2 VT4 TTITAT A
. FO¥—E 2 RY—RZDarTF Y A7 % CSC SSM 1252 L
TAFXF Y I RETUVELTERLTWD ES vl L, BE., 5%
LCAXy  LET,

CSC SSM iFIGHRlt X 2 VT 4 TTIAT UV ANL AT UV EZEL,
A% ¥ LT, 0 Trend Micro 2> 5> 7 4 VEDEHT v 75— b
L L E9,

arvT Uy NELbLWES, CSCSSMiZav v ya7ay s L, A X
Fe@ELET, T yREb LI RWVWEAIX, CSC SSM X, L—
TV OEDEREIN-a T UV ERESREY X )T TIAT
AL L ET,
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(i¥) CSCSSM ix. SMTP "o 7 4 w7 i ar Ty X A4 7 L3872 5 51T
BLET, CSCSSMIZSMTP F 77 4 v 7 2% fELTAR Yy U LTtk L—
TATDEDIZNT T 4y 7 BN VT ¢ T TA47 0 AR
LEFA, fPVIZ, CSCSSM X SMTP + T 7 4 v 7 ZiEcElEx= U7 4
TTTAT v ATHES LT SMTP H— NICE##EEX L ET,

UFHFIF ATy X )T 14Dz CSC
SSM #R8#BLF-tXa T4 7TI4T7VR

14-2 12, CSCSSM ### L7-isf X2 V5 4 T4 T v ZAD—#%H)
TR AR LET,

14-2 CSC SSM #&pi> U+

BEEREEXa YT«
Iy |
mE [ == Trend Micro
E-l . [192.168.100.1 Ty TFE— h Heis

— N _ y
HTTP A DARTL |5 =]
JOFy |EsmA— 10.6.13.67 [

[ﬁ 192.168.50.1

___________

ASDM CSC SsMm
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| - EE
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SFUL aAVTFUY X2 )T 1 DI® CSC SSM 2#H LctXxaUuTs 7751702 M

IOVFYV AT, BEEIZaCTF LY X2 U T O H CSC SSM % #5#
LS 2 VT 4 7T IA T ABERLTOET, BICEBEEO O
KD HTT,

o WIS X VT 4 TTIA T AIHERE Ry NU—2 Fl2h F4,
HHEHR Y NU—7 OFEHIIMNAETIEIH D AR, B2V T 0525
. TS L RHEREL £,

o ZOWMNEX2VT 4 TTIAT U AREIZIT2 OOFEHF—FRHD
FT, | D3R X2 T 0 TFIA T REEM, b9 1201 CSC
SSM HTY, 9 _XTOFHAR MNIMFOIP 7T RLAICT /7 BATESH D
ENBETT,

e HTTP uaxv #—Nk, Ay b —27 LEREHERY NT—J )
IZHSm SN TWET, 2RIz kY CSC SSM (%, Trend Micro D7 v 7
F— N P DB EH SN AL T Y R YT 4 T4 M EERIGTE
9,

e TRI=ZAFML—HIZCSCSSM AV FEBAMTEHLS, BHRXY b
U — 2121 SMTP 4 — & Eh TnEd, FBEX Y U —71ZiE, CSC
SSM IZ L W AR SNz a 2 RFT B2 syslog — b EENTNET,

ZOHEIZ, ROWNETHERENTHET,
o [REZM:) (P.14-5)
o [avF oYy X2 T 4 DD CSC SSM D% E] (P.14-6)

RERMH

WS EX 2 )T 0 TTI73A TV AOEREFET 256, Fv NU—27 0K

DEMZE- L TWA I ENEETT,

o SSMEHKR—FDIP 7 KL AIX, ASDM OFETTHAINSHFA MIX
D77 ERATERITNIEZRY ERHA, 72720, SSM FELAR — b6 L OGS
MYl VT 4 TTIATUAERA X —T =24 ADIP 7 KL RAITHRA
DY TRy MTHDIHENRDD £7,

e SSM & AR — ~Z. CSC SSM 2 Trend Micro 7 » 75— bk H— \TH|E
TEHEH, A ¥ —Fy MTERETERITNERY THA,
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ATV X2 T1D=HD CSC SSM DERE

* 7> a D CSCSSM TV a— )L QG2 VT 4 TS I7A4 T
AEELLIGE, PIBREEZETTHETIZ, WS ONMELFIENAH Y £
T, WX VT 0 TV I9AT U ATITHOREFIEL HiX, CSCSSM T
FITLTWEY 7 b7 TITHFIELH Y 97,

IOR=aT7 DI NEY BRIOBEDFIIE> TWDEHE, ZORFET, 74
BUA VTR TICEVEIGR X2 )T 0 TTTAT A VAT AREME
LTHY, Startup Wizard ZfH L CTEAT R T MEBRAT SN THWET, K
W2, av7 oY ¥Xa VT RO DIC#EN 2 VT TTIAT R
ERELET,

EARMNRFIHIRDO LB TT,

1. Ciscocom WSV 7 b =T T/ T4 _—vary =2 AFLET,
CSC SSM DR EIWCHLERIEREIE L ET,

ASDM ZEH LT, FRELZMIE L ET,

ASDM T, CSCHEV 4 ¥ — F&F{TL, CSCSSM & ELFET,

ASDM LT HrF 7 4 v 27 % CSCSSM ITHRE L, AF v F25 L5
WM X2V T 4 TTIAT A 2RELET,

IO OFNEOFEMIE, IROBEICEB SN THET,

COHEIT, WONETHERESNLTVWET,

e [Ciscocom 6DV 7 Ny =T TI7 T 4= a3y F—DATF] (P.14-6)
o MEHOWNLE] (P.14-7)

o TFHREDHER] (P.14-7)

e [CSC Setup Wizard ®3E47 | (P.14-8)

o v b

Cisco.com oDV I DT 79 T4R—3 0 XF—DAF

CSC SSM (2 & v, Product Authorization Key (PAK) %515 L T\ 5I1X7 T
9, PAK ZfiH L T, ®k®d URL T CSC SSM Z X&KL £ 7,

http://www.cisco.com/go/license

B, EA—ILTT 7T 4 _"—v a3y ¥—%2%F L3, [CSC Setup
Wizard ®F17) (P.14-8) [Zit# SN =FIEZE T T DRI, T 7T 4 X—
Tay F—NNETT,
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| #£14FE CSC SSM & E

fHERDUNE

B 1 3% 7E D FEEER

SFUL aAVTFUY X2 )T 1 DI® CSC SSM 2#H LctXxaUuTs 7751702 M

WIE X2V T 0 T7F74T7 AL CSCSSM ZRET DN, ROE#RE
WEELET,

e CSCSSMEHAR—FDIPT RLAERXYy h~AY, =+ Tx2ADIPT
Frzatxy h~27, @It EX2 VT4 TT7ITATADIP T KL A
1%, {18k A [3DES/AES T4 £ 20HE] IZTZ#HEnTWb Loz
Startup Wizard 258 7 L7z & 2B Y TohE L,

N

GE) SSMEHFE—FDOIP 7 KL Z1X, ASDM OETTHEH SN H A
MZED T 7B ATERITNERD E8A, SSMEHAR—FBLOY
WS X2 VT 4 T IA TV AEHA L X —T =4 ZADIPT K
VAR DY T3y MZHDIBERH D 7,

o CSCSSMIZEHTAHRA M E RAAL 4

e DNSH#—1DIP7 KL

e HTTP &Y —1ROIPT KL A (f ¥ —F v b~ HTTP 77 &2
WXy =7 T U RMEREN TV DHEHE)

o EXA—JLBHIZMERATAE A=V T RLABLIORSMTP =D [P 7 KL
AL R— EE

e CSCSSM ~OEBT Vv RAEHATDHEOOFRARNERY NTU—=IDIP T
INAPZS

B2 &, WIS X2 VT 4 TTI7A4 7 AR EDREE 2R L

T, TA B RAITHEROHRINR S B2, ¥X =2 U T 1 A X2 b OFEE,
CSCSSM pavFvY Z4A0¥% VA NOHBT v 75—, 94
CIIERFIIEM CH D Z ENEE T,

R R E DREE 2 B 1213, ROFNRICHENE T,

o HHIREAXFHTHIET LG, /ey VRELXHRLE T, ASDM T,
[Configuration] > [Device Setup] > [System Time] > [Clock] DNEIZEIR L E 7,

o NTP %M L CRERIRRE ZHilHH L TV A 3E 11X, NTP BEA s L £,
ASDM T, [Configuration] > [Device Setup] > [System Time] > [NTP] ®JI§

| 78-19186-01-J
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E14E CSCSSMORE |
B S5 ut:a070Y £%2UF140Df8 CSC SSM B LIct*xa T4 7 IS4 F VR

CSC Setup Wizard O%E1T

CSCHEY 4 ¥V — F&F(TITD12iE, kOFIAEIZHENET,

ATYv7FT1 ASDM AA v 77V /lr—var vy RUT, [Configuration] > [Trend Micro
Content Security] > [Wizard Setup] > [Launch Wizard Setup] DNEIZER L £ 7,

[CSC Setup Wizard] B AR R SNLET,

ATwF 2 CSC Setup Wizard @ Step 1 C. [Base License] B L', %47 5454 1% [Plus
Licensel| 7’0 %7 v 777 4_X—3 3 a— K& AJJL%E 7, [Plus License]
DT 7T 4= 3 32— KX CSC SSM OWMIRERICATTTE 77,

SC Setup Wizard |
C Setup Wizard Activation codes Configuration {(Step 1 of 7)

Enter activation codes below to enable Features on the CSC 55M., all activation codes need to enkered
in thie Formnak X3 =i - K- = -0

Base License

Product; Base License (Anti-Yirus, Anti-Spyware, File-Blocking)

Activation Code: IPX-D‘\.I'WE-NSJFJ-GUZJB-QRSPB-WXPVT-FLSSD

Flus License

Product: Flus License (Anti-Spam, Anki-Phishing, Content Filkering, URL Elocking & Filkering)

Activation Code: IF‘X-?SFQ-DL?\"F‘-JZVWR-ﬁBFUG-TKETV-?NM4M

= Back

243013

)| Einish | Cancel | Help |

AFvFT 3 [Next] 27V vr LET,
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AFw 7T 4 CSC Setup Wizard ® Step 2 T, RDOIEHREASILET,

o CSCEHALHA—T A ADIPT FLA, Xy hU—27 =27 BIW
F—rxAIPT7 KL R

e Primary DNS #—/ 3D IP 7 F L&

e (FFvay) HTTP 7uxy — RO IP 7 RLAB IO F2FL R— |k
(% hU—Z7 THTTP 7u x> —"%MH L T HTTP k% 1 ¥ —
F v MZEFELTWLHEA

F= CSC Setup Wizard Xl
CSC setllll Wizard IP Configuration (Step 2 of 7)

‘“ Canfigure IP settings.
~Management Interface
IP Address: |1?2.23.59.110 Mask: FSS.ZSS.ZSS.D - |
Sl |1?2.23.59.9?

DS Servers

Prirnary DR5: |1?2.28.226.120 Secondary DNS: I

{optional)

Proxy Server

Proxy Serwver: |1?2.ID.241.169 Proxy Pork: IBDBD

{optional) {optional)

< Back | Mext = | Eimisty | Cancel | Help |

243006

AFyF 5 [Next] 7 U v 7 LET,

Cisco ASA 5500 ) —X RE— b7y T HA K
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CSC SSM OBE |
B S5 ut:a070Y £%2UF140Df8 CSC SSM B LIct*xa T4 7 IS4 F VR

AFw7F 6 CSC Setup Wizard ® Step 3 T, RDOIEHREASILET,
e CSCSSM ORA ML E RAAL U4
o O—NNA— NP —NIZEIVERFRASLS L ELTHERHENTWD FAAL U4

N

GE)

TUFANA R —=iF, ZORAALNIADE A=V T T 4
JIZIETEA S ET,

o WHHADT FI=ZAML—HDEA—=IL T KLVA EAXA—=LHP—1_"DIP7T
RL A, BLOFR—H

CSC Setup Wizard |
C Setup Wizard

i
)

Host Configuration {Step 3 of 7}

Enter Host name, Domain name, E-mail server domain name and Mokification settings

~Host and Domain Mame:

Hostame: Ijrupf—ssm

Diomain MNarme: Icisco.com
~Incoming E-mail Domain Mame

Incoming Email Domain: Icisc02.c0m

~Motification Setting:

Administrator E-mail:
E-mail Server IP Address:

Part:

Itest@cisco .cam

|1u.u.0.1

B

243006

= Back I Text = | FEimish | Cancel I Help I
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AFw7F 8 CSC Setup Wizard @ Step 4 T, RDOIEHREASILET,

e CSCSSM ~DEMT 7 B AMEFHF > TWAITTD, £V 7%y FB LUK
ARDIPT RVAEFRY NU—F v R7 T 75T, §XTORy b
7 —271Z CSC SSM ~DEHT 7 AENH Y £,

S

GE) LFa2UT428BZ, BEOV TRy FOBFHEARA M~DT 7 & A
IR 2 2 L AHER L £,

o« FAMEXRY FNU—7 OH LOHABEEEANT ST, [Add] E227 ) v 7
Li‘j—o

o BEFDOFRANERY NU—7 OMAATEZHIBRT 5121, [Selected
Hosts/Networks] U A h225 1 B4R L, [Delete] %27V v 7 LET,

[ CSC Setup Wizard x|
CsC SEtUP Wizard Management Access Configuration (Step 4 of 7)

Enter the subnets and hosts granted access to the 55M.
Selected Hosts/Networks:
&
=y

~HostfMetwork
0.0,0,0/0

IF Address: |10.21.125.35

add... |
Mask: l].D.D.D - |

Delete |

= Back I Mext = | Einist | Cancel I Help I
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ZF9yF 9 [Next] 7 U v 7 LET,

Cisco ASA 5500 ) —X RE— b7y T HA K
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AT7v7 10 CSC Setup Wizard @ Step 5 T, IROIEHREASILET,
o THIHMEDFT 740k 2T — K Tciscol
o BWHT IV AMOHMRANARAT—F
o HHLSAT — FOMER

§% CSC Setup Wizard |
CSC Setup Wizard Password Configuration ({Step 5 of 7)

‘ Enter the current password, new password and confirm the password,
Cld Password: I

Mew Password: I

Confirm Mew Password: I

243005

< Back | Next = | Eimishi | Cancel | Help |

ATYF MM [Next] 27UV v 27 LET,

Cisco ASA 5500 ) —X RB—+ Py T HA K
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AT7w 7 12 CSC Setup Wizard @ Step 6 T, CSC AFX ¥ > D7=dD b T 7 ¢ v 7 &R %

#LET, [AdD] 22V v 7 LET,

#% CSC Setup Wizard |
CSC Setup Wizard Traffic selection For CSC Scan (Step 6 of 7)

"y

Interface Source Destination Service Add

glabal an an tC."FtD; tepdhttp, . &l
Delete |

= Back I Mext = | Eimish | Cancel I Help I

[Specify Traffic for CSC Scan] # A 7 v /AR v 7 ANRERINET,

B Specily Lrallic for CSC Scan |
e | - |
Snumres [are = |
Destnabion:  [any =l
Service: [vemtitkp eprsanta, boplopd tea o = |
Descriphion: |

B C5C cand fale;  Permd (= Che

K I Cancel Help

243011

| 78-19186-01-J
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$£14E CSCSSMmEE |

W S50t :a070Y £%2YT D8 CSC SSM £ HLIceX1 T4 FTSAFUR

P & K

ATv7 14

AFvFT 15

ATFvFT 16

2AFvF 17

ATv7 18
2T7Fv7 19

AFvF 20

ATFyvFT 21
ATFvT 22

Fey 77X VAN A B —T 2 AZRIRLET, FIHARRRA

v = &, [global (all interfaces)]. [inside]. [management], 3 X T [ssm
management] T,

[[Pv4 Network Objects] Y A h b3k y NT—2 T 7 4 v 7 OF(EI0EFER
L. [OK] &2 Y o7 LET,

AF ¥ D7D CSC DIy hU—7 NTF 7 4 v 7 DFEEEET HITIX. B
5% 27 U > 7 L, [Browse Destination] ¥4 7 /ARy 7 A &R R LET,

[IPv4 Network Objects] U A Fn by NT—27 T 7 4 v 7 O3 aERL
[OK] %7 U v LET,

AZx ¥ Deh CSC DY —EADZ A THIFET HIE, BRiLsE22 Y v
L. [Browse Service] ¥4 7R 7Ry 7 AR LET,

VAR —Ex (BHOBELHY) ZRIRL, [OK] 227 Uy 7 LET,

CSC TAX ¥ THxy hNT—2 vT7 47 OFRERED T £ —/L RIZA

SILET,

AFp AR LIESHEICCSC TRy FYV—7 FIT7 4w 72 AF ¥ TED

NEIPRETDHEIE. WONEELFEITLET,

o AXXUETIHNI T4y 7 OB ETH T 555X, [Permit] 227 VU > 7
LET,

o AXYLEPICRT 7 4 v/ BB LAV E 31T 5121, [Deny] %7
Vw7 LET,

o REERAFTHITIE. [OK]Z27 V7 LET, BNMSNIZ T T4 v oD
FEAMAY [Traffic Selection for CSC Scan] Bif IZF R SN FE T,

o INDLDOEEXPEIH L, [Traffic Selection for CSC Scan] M IZFR 5 121X,

[Cancel] #27 U v 7 LE9, [Cancell] 7 U v 27 325L, ASDMIZ LDk
EEWERT DA TRy 7 ARFRINET,

[Next] #27 U v 7 LET,

CSC Setup Wizard @ Step 7 C. [Summary] Hijf T CSC SSM IZ AN LR EN
BaiBLET,

Cisco ASA 5500 &) —X R4 — k7w 7 HA K
m. 78-19186-01-J |
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C5C Setup Wizard |
C Setup Wizard

~Ackivation Code:

Base Pi-DWWE-MEIFI-GLZIB-9REPE-WRPYT-FL3SD
Plus PX-73F0-DLAYP-J2YWR-6BFLG-TRETY-7MM4M

1P Parameters

The hosk has the address 172.23.59.110 255, 255.255.0 using the gateway at
172.23.59.97, The primary DNS server is ak 172.28.226.120. The proxy server is at
172.10.241. 169 listening on port 3030,

~Hosk and Domain Names

The host name is jrupf-ssm and the damain name is cisca.com.
The domnain name For incaming e-mail is cisco2, com. The e-mail adminstrakor's e-mail address
is kest@cisco.com, The e-mail server is at 10,0.0.1 liskening on port 32,

~Managerment Access List

—Password

The password has not been changed.

< Back | [ext = | Einish | Cancel | Help |

243010

ATw7 23 HEHUNCHESINTWDEHAIE, [Finish) 227V v 7 LET, REAZEETHIC
T, ZETOREVERINTODEEIZARDHE T [Back] #27 V v 7 LET,

CSCSSM BT 7T 47 ThoH I LamdiHERA Y E—VUNRFREINET,

T 74V FTlE, CSCSSM %, (T FUALNLA, TUvF AL, TUF
T4 s BXOarvFyy T4 XY T EERBAERS D) AL
FTAB LA LER S THEN o2 T X2 VT 482X 35
XoREENTWET, F7-. Trend Micro #D7 v 75— K H— 35 EHARY
W7 v 7T = e ATTHEIOBREINTNET,

Plus 714 B AZBEALTEHEAITZ. URL 72 v % 7B EXOURL 7 4 L% )
YIIEF TR, EA—N NTA=FRFTP /RNT A—HF DI A K NI E & AR
TEET, FEMC oW T, [Cisco Content Security and Control SSM
Administrator Guidel] %21 T &0,

Cisco ASA 5500 ) —X RE— b7y T HA K
[ 78-19186-01-J .m
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W xo#x

RDIEE

Z . Trend Micro Interscan for Cisco CSC SSM Y 7 7 = 7 & ET 5 HEfi
MTEELL, ROV=aT7 VEMERL T, FERENFISCLEISH T2 Y

F U T ITIAT LV ADREEFTET,

ERAE

BHR%

FEREF2 )T 4 RY v—re L
CSCSSM V7 h = 7 DOHRE

[ Cisco Content Security and Control
SSM Administrator Guide

QT T YNE Y TR
ASDM T®EN CSC SSM ¥ HE DR E

ASDM F > A4 v~

LR —E R KU —E1ER
T5HZ LIk D AIPSSM & CSCSSM
DIRT —~ 2 ADEcmll

[Cisco ASA 5500 Series Configuration
Guide using the CLI]

CSCSSM Y7 U =7 ZRELTZDH, ROBMOFIEZFATT LI LHTEET,

EXRE

BEE

BEAF ORI RS £ U7 1 4
fig & IR R

[Cisco ASA 5500 Series Configuration
Guide using the CLI]

H 72 E IO\ T

[ Cisco ASA 5500 Series Command
Referencel

[Cisco ASA 5500 Series System Log
Messages ]

IN=R 2T AT F U ABLIONNT
TNy a—T 4 T EROMHER

[Cisco ASA 5500 Series Hardware
Installation Guidel

BEOT TV r—a Rt X2 VT T IA T UV AERETEET,
WOETIE, @ISt xX=2 T 4 7774 T ADMDO— R T 7V r—

T a VOFREFIEIZHOWTHALET,

Jl Cisco ASA5500 > —X RE4—+7vF HAF

78-19186-01-J |
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CSC SSM &

zoiez A

EXAE

BR%

DMZ Web H— X D% &

% 8% [V U4 : DMZ & i)

VE— 727 &ZX VPN ORE

5

% 9% [ U4 IPsec UE— T
7% A VPN #7E )

VI N2 T AT DY E—
7 7 A SSL Bifiak &

% 10 & [ 7 U 4 : Cisco
AnyConnect VPN 7 7 1 7 ¥k
D E |

TIOHR—ADVE— T 7 A
SSL #éfeeax i

% 11 % v UA4:SSL VPN 7 7 o
TR L A

P bV —H1 b VPN ORE

W12 [T U YA b= o

~ VPN %7€ ]

| 78-19186-01-J
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= CHAPTER ‘I:Ei;

7 74 /\[ I+ 4GE SSM DEEE

AGESSM (% 2 UF 4 H—E R TV a—A) (1, A —HF v b K— 1354
2%V, &AR— ML SFP (Small Form-Factor Pluggable) 7 7 A /NFE 72X RJ
45 LW 2FEDAT 4T AA T AT a b £7, R 4GE SSM I —
REMHLT, A —hEe 77 AN K- EREIEHLENTEET,

4GE SSM 1Z21% Cisco ASA 5500 ¥V —X Y7 by =7 N—T=a 7.1 (1) LA
Eﬂ%ﬁi‘ﬁl\é\gf'@#o

ZOEF, WOBETHERINTHET,
o [4GESSM A v % —7 = A AD/r—7 )V#k:] (P.15-2)

e [T AN AU E—=T2AAADAGESSM AT 47 XA T7ORE (X7 =
>)1 (P.15-4)

o [RofEZE) (P.15-5)

TITHNIDAT 4T ZATREFA =Y Ry FTHLD, A=Y xy b A
YE=T 2 A AT DHBEIAT AT A TRELERT 2LETHY £
A,

| 78-19186-01-J
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$158  T74/ A+ 4GE SSM ORE |

W 4AGESSM A L 4—T A RADT—TLES

AGE SSM 1 2 —2J = 4 AD 47— T LR

AGESSM A > X —T = A A& —T Nk T D12k, *y NI —27 T34 AT
BT 2R — b DL ICROFIE N E T,

RJ-45 (A —H XV R) A F—T oA RA%Xy NT—27 FNAL R ZEEFETBIZ
W, AV H—T oA AT EICROIEEEEITLET,

a. 77k8%) Xy brLEADA—F Ry M =TV EROTET,

b. r—7VADO—)Dki% AGE SSM O A —¥ 1y b R— M LET
(¥ 15-1 #&H),

X 15-1 A —Hxy b R— b~DEH

1 |RJ45 (A —HFv ) F—Fb

C. =70 —hDlERy NI —2 TANAL RTERELET
(F7Far) SFP G774 2°) R— &M+ 25815, SFPEYa—1%
RO, r—78kLEST (K 152 25H),

a. SFPEY2—/1% SFPAR— FMZELIAR, I F v EENRTIETATIA R
SHFET, ATFvEVNIFERTIUL, SFPEV 2 — AR FR— ey 7 Eh
TWVWET,

b. WY AiF72 SFP 26 06AR—F I 7 2WM0 L ET,

Cisco ASA 5500 &) —X R4 — k7w 7 HA K
m. 78-19186-01-J |



| #£15& I 74/\Alt 4GE SSM D&E

4GESSM A v 4—7 x4 ZA05—T iz A

c. 4GESSM 7 7% VU v bbb LC axs 4 774X r—7L) %
RO E4,

d. LC =7 ¥ % SFP R— NI L ET,

15-2 LC IR 2 D

1gsn_zasn_1wow

143647

1 ﬁC:*7ﬁ \2 ‘ﬁp%yl—w

e. LCaxsamb 5~ HDhiaxy MU —7 FAL RTHERLET,

SFPAR— &Ry hT—27 TAAL AR LIz, % SFPA v X —T = AD
AT 4T B TEREGEFTAHALERSYVET, [T A A H =T =2 AD
4GESSM AT 4 7 XA TORE (A7 ar)] OFIEEFETLET,

| 78-19186-01-J
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$158  T74/ A+ 4GE SSM ORE |

WM S7(RA28—TJ(RADAGESSM A 747 84 TDRE (X FLav)

TJ7ANAE3—TD LA ADAGESSM AT 147
FALTDHXRE (AT aV)

GE)

AFvFT 1
A7y 2
AFyvFT 3

AFwT 5
ATFvT 6

ATy 7T

TrANA B =T 2 A ZAZFEHLTWABEEIL, % SFP AV #—7 =1 AT
FHLT, ATAT ZATREET 74NV IRE (A —F Ry ) HDHT7AN
SR BCEETLILERD Y T,

TITFNVIDAT 4T A TREFA =Xy FTHDIEED, A —V v b A
— T 2 A ZAEFERTLIEBIEIAT AT A TRELZERETHXLEITH D £
A,

ASDM %232 SFP A v X —T 2 A ADAT 4T A THBRETDHIC A
A2 ASDM Vo & RUMNBIGE L RO FIIHEN £,

ASDM U ¢ v R O# E¥#C, [Configuration] # 7% 27V v 7 LT,
ASDM 7 ¢ > RUDEMT, [Interfaces]| ¥ 7% 27 U v 7 LET,

[4GE SSM] A v % —7 = A 2% 7 U v » L, [Edit] #2 U v 7 L£+. [Edit
Interface] ¥4 7R 7Ry 7 ARERINET,

[Configure Hardware Properties] # 2 U 7 L7, [Hardware Properties] % 1
TRy I ANRRINET,

[Media Type] Rr vy 77X U A EJa6, [Fiber Connector] BBERLET,

[OK] #7 VU v 7 LT [Edit Interfaces] ¥ A 7 a2 7R v 7 AT KIZ [OK] %
TV I LTAVE—T oA AREDE AT TRy 7 A E'%Diﬁ‘

ZOFNEE, B SFP A X —T7 oA AR L TRV IELET,

ATAT ZATFA~v U RIALUPORETHI L TEET, FFMICONT
&, [Cisco ASA 5500 Series Configuration Guide using the CL1] @
[Configuring Ethernet Settings and Subinterfaces] #ZM L T 72X,

Cisco ASA 5500 &) —X R4 — k7w 7 HA K
lnz.r 78-19186-01-J |
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2 7 14/\FIt 4GE SSM D&E

RDIEE

zoiez A

CHTHIHIRENPKE T LE LTz, ROBMOFIEZEITTLZLHTEET,

RITHE

BR%

BHIATES LA 7S 2 e L I
BHED

[ Cisco ASA 5500 Series Configuration
Guide using the CLI]

H AR E Iz T

[Cisco ASA 5500 Series Command
Referencel

[Cisco ASA 5500 Series System Log
Messages ]

N—RT 2T ALTFFUABLNNS
TN a—TF 4 v T IEROMR

[Cisco ASA 5500 Series Hardware
Installation Guidel
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- APPENDIXA

3DES/AES 51 2 ADMF

Cisco ASA 5500 v ) — X @2 V7 4 T 747 AT, ek
fit42 DES A4 B ANMELTWES, X7 UVE— & (SSH.
ASDM 72 &), ¥ A Y —H% A F VPN, UE— K 727X VPN 72 EDORED
WRE 2 A X — T NI T DI BT 7/ v U — %43 5 3DES/AES 74 & A
ERETEET, ZOTABUVAEA RF—T T DI, BT AR
F—DNETT,

Cisco.com D& —V D4, 3DES/AES B 2T 4 B 2% AFT 51T,
WD Web B A MMZT 7 EALTLEEW,

http://www.cisco.com/go/license

Cisco.com DXFEL —F TRNGAIL, KD Web A MIT 7 EALTLEE
AN

https://tools.cisco.com/SWIFT/Licensing/RegistrationServlet

g, EFA—NLT FL A, BLO show version =~ NI TR REN D IE
WY X2 VT ¢ TTIAT U ADV Y TAEREEZATILTL IS,

TABVVA T w77 —REFERTHE 2ERUNIIC, @inftxa) 7o
TTIATVADHFH LT 7T 4 X—2 g v F—NEEENET,

TITANR—=vay F=OELITY T N =T OT v 7T L— ROFEHICD
Wi, [Cisco ASA 5500 Series Configuration Guide using the CLI] %281 T
<&,

| 78-19186-01-J
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5 A

A7Ty7 1

ATy7 2

AT973

ATv7 4

AFy7 5

A7y7 6

TIT4R_R—vay F—fHT IR ROFIEITHENET,

avwv Rk

E]:)

hostname# show version

V7 =27 JY—A N—Ry=T av
TA4Falb—rary, 48V AF— B
FOBEOEEMM T —# 2R R L ET,

hostname# configure
terminal

Jau—)L a7 4 X2l — g F—
K2R LET,

hostname (config) #
activation-key
activation-5-tuple-key

activation-4-tuple-key EHE=FH LT 1 &
VATERE LT V2T 4= ay T
BEEHZ T, BT 7T 4= a v
X—%TH LET, activation-5-tuple-key
EHIT 5 DOHEHRTHERIND 16 HEEHL
FHC, FEEMITIT 1 DT OAR—2MRN
HYEF, =&z, 0xe02888da
0x4ba7bed6 0xflcl123ae 0xffd8624e T,
M0x) 1FA4 7> a T, §XTOMIE 16
EHTHDERRINET,

hostname (config) # exit

Ja—)L a7 4 FXal—g L F—
REM®TLET,

hostname# copy
running-config
startup-config

REZRFELET,

hostname# reload

WXV T TTIAT A%
T—FrL, FEEYR—FLET,

Jl Cisco ASA5500 > —X RE4—+7vF HAF

3DES/AES StV ADRE |
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