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kTi%. Cisco NTP #—/3 (time.sco.cisco.com) N LT Y ¥ X2 T 4 77 T74 7T 2 ATHH %
RT27edic= MY ELTEMNMERE L, NTP V— DK A M4 EZ AL, [=2 bV B
(Add Entry) 1 &2V v 27 LTEMO NTP ¥ —_"Z2RELET, FEMICONTIE, [V RT ARFZIORK
i1 (P.14-46) ZZHL T EE W,
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| 2% +®9 b7y AV -, BLUVEXREE

N

(E)

GE)

LR—=bDOF—HEWNETDHE, EX2 VT4 BT TV IAT VAL TCT—ZIIHEA L AX LT
DEHSNET, AL AZ UL, TOAT LA OKRE] (P.14-46) OFNATEEINTHRELHE
HALTHEAINET,

X2 VT 4 EEHT T ITA T UART —FEWET B HEOFHEMICONWTER, X207 7754
TYARILE D VA= NAT =2 OWEFE] (P3-2) 2L T EIN,

AsyncOS @ admin 7 7 7 h DAY — REEEFTLHLERH Y £9, HLOWANRAT— R 6 XFLU
FOESITHIULENRHD 3, NAT— RITLZEBRGINIICRE LT ESN, NAT— ROEETT
TIZEMZRY ET,

WNAT— ROBREZRIZT AT AREZMVHELTH, NAT— FOERITTITREY T8 A,

AutoSupport D1 *r—TJJL{E

Cisco IronPort AutoSupport #8E (77 4/ N THR) T, EX =2 U TF 4 EHT 7T 47 L RITHET D
fEEZ A Z~— PR—MIBEMTHZLICLY, TRV A — FERETEET, FEMICON TR,
[Cisco IronPort A— ¥R — K] (P.14-37) #2ZH L T X0,

v hT—9 DFGE

N

GE)

Ry bIO—HEE

(E)

VUV DHRA NG EEFRL, F— U1 L DNS HEHEEZHTELET,

5

X2 VT A EHT T ITAT AR, BHAR—-FZ@BEL TRy P2 IZERINTND 2 L 2R L
ESUaN

X2 VT A BET T IAT VADEEEBMHARA NEANLET, ZO4FNE. *v NV —27 EHE
NEID B THXLERH Y £9,
X2 VF A BEHT S IAT U ADIP T FLAEZANLET,

Xy hI—=2 EDT 74NV =% (F—b+T=xA) OFy hT—7 A7 L IPT RLABZAALE
7,

WIZ, Domain Name Service (DNS) fREMZFRE L E£7, AsyncOS (ZiX, A ¥ —*y DL — |
Y= NCEZEMWEDETE S, WEERNE DNS U Y/ Fx v a BHABAE N TOE T,
FRELZDNS =2l 2 2L b TEET, MAOY— 2T 25815, % DNS +—10D
IP7 RLRERETOIMERHYVET VAT Ly N T v v F—FEH L TASITE 5 DNS
ik, 4 BETTT,

FEE L DNS —ROPg 7744V 7 0120 TH, sEMCOVTIE, TRAAL Y F—L VAT AD
iE] (P14-42) =R L TLEEN,
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ﬂ{l:l

TE DFE

RDFIR

(E)

TTIAT AT, BEEROIZOD DNS VY 77 v 72 FATT 572010, BlliH o DNS +—
NDT TR ANMETT, T7TIAT v A28y NT v 7 THLEC, TFIAT U ANST 7B AT
e B @ DNS — R Z 45 E TE 2413, [Use Internet Root DNS Servers] Z#iR+ 252>, &
HALE =T 2 ADIP T RLVAZ—RENICHET DI LICL o TV AT LAYy NT v T U4 =K
BT CEET,

T, Aﬁbtﬁﬁfﬁ®%@ﬁ?X%AtyF7y774?—PK%%§ME¢O%E?é%%
B DHEEIEL, X—=Y DO FEICH D [Hi~ (Previous) %27 Vv 7 L, HEHREWMELET,
HREMB L%, [ZOREE A A h—/L (Install This Configuration) 1 %27 UV v 7 LE7, &I
%ﬁéﬂéﬁm?47ﬁﬁf/7xf[4VXFﬁWﬂmMD]%7UV?Li70

VAT LAY RT T U4 = RICEo T X2 VT A BHT 7 I7A TV ACHEENIELL A VA

F—n&NsE, [YAT LBy 7 v 7ORD AT v 7 (System Setup Next Steps) | ~— VBN FER
SNET,

[VAT LBy T v T ORDAT » 7 (System Setup Next Steps) | X—YDOWTNhrDY 7 %7
Yy LT, vAa avsyY ¥Xa 074 77 74TV ADREEKITLET,

X2 VT A BT T IAT UV ABALA VA R—=N L, VAT A Y VT v7 74— REFET LK,
TFIAT A LOMOBREEEELT, =XV 7 h—ECRAEZRETEET,

REBLONNT TN a—T 4 VT ERG T DD, [V a—va G AOBZE] (P2-1) T
T 27 a2 2L 2R L £,

BENRT T34 TF7 o ADEMIZDONT

KT T4 T AR L THRYORREFY— 2 %5 E#é&% . BHESGROET A —/L Web
X2 VT 4 TTIAT VA2 X2 VT4 EBT 7747 AT mbiﬁ

PR—=FENTVWABEFA—NABIURWeb X )T 4 77547 A%, [SMA Ak~ VU 7
A1 (P2-2) IZRE#iEnTnET,

VE—RNTITIAT UV AZEBMTAHE, X2 VT 4 BT T IA T RCL-T, VE—FTT7F
AT VARG BT DT T IA T ADZA TRk SNET, 72 2F, [Web X2V 7 o
T7I7A4 T ADEM (AddWeb X274 7774 T RA) | XN=VEMFHLTT 74T A
ZBNTDHE, ZOTTIAT LRI Web BxX 2V T 4 77 IAT LV ATH-TEFA—NL X
VF 4 T7I9AT U ATRHBROWI L EZHRT L7200, Y2 VT BB T 7747 A 2L-»TY
TN TTIATUAORBLN T 2y 7 INET, o, EX 2 VT4 EFHTTITATURE, Y
ETE—hTITIAT U ALEOE=F) T —ER%2TF v/ LT, TNONELLSEES N, At
75‘&)%) k%%n Liﬁ—

[EXx=V7 4 77747 A (Security Appliances) | X—IIZiX, BIMLEEGET 7747
ANFRENET, BT SN TWET22? (Connection Established?) 47 A%, £=% 1V 7
P —ECADOERBHEINCRES N TODEINE I hERLET,

BHRT 747 U AOBMBEZ, ROFIBEICEENTHET,

o [BHHNBOEES AN X2 T 4 TTITAT U ANDRREFRIFE S XA —)L LIR—T 4
7 H—rZ2oiEmMm (P.4-3)
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| 2% +®9 b7y AV -, BLUVEXREE

o EHHMBROKBESF AN X2 VT 4 TTITAT UV ANDHREFAIR o — T oF 7
P—r A0 (P.6-3)

o BHMNBDOEBEBTA—IN X2 VT 4 TTT7A47T 2 ANOHFRERR Z A [FEEY— B 208
Jny (P.7-7)

o [BHMHBROBZBFA—N X2V T 4 TTIAT U ANDEHRY > —, UL )LVA, T RT L
A4 7 WREEY— e 208 (P.8-5)

o [BHHLDE Web X )T 4 T IAT LV A~OFREFTR Web LR—FT 4 7 B —ERZAD
By (P.5-4)

e Webt¥xal7 4 77747 ADiEIE Configuration Master D /83— = > & O B} (T
(P.9-5)

EEXNRT T 747 VABREDwSE
FIR

ATYFT 1 X2 VT4 BHTTIAT VAT, [EHT 7747 A (Management Appliance) | > [ /& HE
#—1t A (Centralized Services) 1>[&F¥ =2V 7 ¢ 777 A7 A (Security Appliances) ] Z&R L
ij—o

AFvT 2 [&Xx=2VUT 1 T7T747T A (Security Appliance) | &7 > a2 v T, METLHT 774 7 2 AD4HI
270y LET,

ATFYT 3 TTIATVADRECHERETETOET,
el F=F VT = CROF 2y IRy J A A RIZBA TS D, 77 ANVEET 7k
AEHRET D, LT IP T RLAZETET S, REODEFEITOET,
N

GE) BHMNETTIATUAOIP T RLAEZERTHE, SESERMENIBETDAREENRH Y
4, Web tXx 2T 4 77I7ATVADIP T RLARZETTBHLE, T77A4T 2 ADNEH
BRENEbDIL, AP a—LENEAY a7 LT Web X2 T4 TFI7A4T AN
BERBRINTWD E, AT —BRELET, EIVYTOENETRCOT T I T A
EHEATAHLIICRESNIZAZ Y2 — VEAARY a 73, #E82ZTEHA), BT A—
NEX2 )T 4 TTFIATVADIP T RVRERERTLE, T I9A TV AD N T X T
TRATGEVT 4 T—ERKbNET,

ATvF 4 [EF Submit) 1227V v 7 LT, X—V LEOEFTEXFL, [AHEZHE (Commit Changes) | %7
Uy LTEERERELET,

EENRET TIATVADY R MNODT T34 7 2 ZADHIE

[ZC®HBHIIZ

V=T FI9A T A X2 VT 4 BT 7I7A TV ANGHIBRT ARNCEDT 774 T AT
AN T X TCOEMNEEY — AL W THHLER SV ET, o xid, UK o— U1 LR
TONT A VRS —EARENRES, B ANV X2 VT4 TTIAT LV ATETEDOY—
ERAEMNITINERSYET, BT A—NELEIRYy NI DX VT 4 TTITAT U AD
voa T VESRLTIEIN,

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F i



28 Y FPYI AR BRUEFERE |

FIR

AFYFT 1 X2 VT AEHT S IAT AT, [T 77 A7 A (Management Appliance) ]> [£EREH
H—1t A (Centralized Services) 1>[&F¥ =V 7 ¢ 777 A7 A (Security Appliances) ] Z&R L
iﬁ_o

AF9T 2 [BX=2VT 4 77T747 % (Security Appliances) | E2 > 2> T, HIRTH2EHART F7A4 7
CADITIZBH S IIFT A ar w2 v LET,

2797 3 BOXA TRy 7 AT [HIBR (Delete) 1227V v 27 LET,
ATFvT 4 EEEHEL, RIFLET,

X1V TAEEBTITSAT7 VRATOY—ERDETE
BrA—N X2V T 4 P—E R
o 5 4% PRETEET A —L %2l T g LE—F ¢ v F O/
e HOE B AN RAvE—VDRINTvF LT
o % 7% [Cisco IronPort A /%A [FEEDE B |
o 8 MEHNKRIY—, UANLA, BIOT YU M7 LA 7R
Webt¥=U7 4 —ER:
o 5 [hREFR Web LR—T 4 V7 BIRNT v& v 7O
e HIOE WebtXaUT 4 TTT74T L ADEH

BREEEDIZ Y FELUBHE

2 arFrY vXa T4 TTFIAT U AGUI TREXZEE LB, 1ZLAEDEE. ZBH A4
Ry NTAMLERH Y F7,

2-2 [ZEE#%#®E (Commit Changes) ] K% >

I Cammit Changes # I

B#Y BERNE

FTRCORBHOEEEZ Iy M5 (U RUDHEEZHLA L VOO [ EEEHT
(Commit Changes) | HRh¥ %27 Vv 7 LET, EENED
FEEEML, [#ET D (Commit) |27V v7 LET,
a2y MBRBERERZFETLTORWEGE, [EEEZHEE
(Commit Changes) ] DRV IZ7 L —D [ K D W72
L (No Changes Pending) | R ¥ U RERENFE T,
TANTORETOLEEZWES D U4 RUDELEICH LAV UED [ EEEHEE
(Commit Changes) | R¥ > %27 U w7 L, [EEEHEE
(Abandon Changes) ] %7 U > 27 LET,
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F8:E1EH
o Uiy hLzar74F¥al—ar~0a—A Ny 7| (P.14-52)
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CHAPTER

LAR— F TOEE

RS TOARVRY . COEORKEIT, Y Aa0arFrY €52 ) F A BHT 754 T VR
DEAA—/LBLOWeb LAR— hOWGIZHEHA S ET,

(VAR—TF 4 7 T =2 %R R~TDHHE (P3-1)

(X2 VT4 7T I7AT AL DVUVR— MNHT—20IETE] (P.3-2)

[LAR—F F—HDOEa2—DHAX~A X (P.3-3)
[LAR=PMIEEND A E—UR N T W7 v a v OfElDFRR] (P3-8)

BT A= LR— DR T 5 —< 2 2D ] (P.3-8)

"WAR—=T 47 T—HBLON T vx 7 T—XOHRB I =7 AKR— 1+ (P3-10)

[VAR—=T 4 T BIXON T o TICBITD YT RAL VA R~ RAAL DL
(P.3-12)

B+ A—/ LR— B LU Web LAR— K] (P.3-12)

LR—T 420 T—32%2KRTY5F&E

% 31 Lik—F 1 V5 F—4 5 RwT %

B# BHE%

Web N—ADA LV EFITF 4T LHE—F R=Y | o [LFE—F F—FDCa—DHAL 7L ]
BREBLOH AL~ A ZT % (P.3-3)

o B ABEIPREFAEFEL AL X2 T 4
LVR—T 4 7 OEH ]

o B S5E [HhREfRRl Web L R—TFT 1 7B
ST o IO

PDF L— P £721E CSV LR — P2 HBIICHE | o [BF AL LR bORT Va2 — L@k
DR LA % (P.4-56)

o [Web LA~ hDAY Y2 —LERIE]
(P.5-67)

PDF L R— FEIZCSV LAR—rEA T~y | o [T RTOETA—/L LR— DAL
R CAERKRT D i1 (P.4-58)

o [F2F <2 RTD Web LAR— D4R
(P.5-71)
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H3E LE—+TOEER |

% 3-1 LR—FT 127 T2 %2RTTHHE &EE)
B BHR%
Ty AFR—bT D T —X OB L7 AR — k] (P.3-10)

o [Hry~KHIY (CSV) 774 L THOHL
A=k F—=ZDxr 2K— K] (P.3-11)
LAR— bk F—%® PDF #4795 (VR—=TFT 47 T=EBLR N T X T—

ZOHIRIB L= 2R — K] (P.3-10)

LAR—MEREABDEBHECMOL—PIZEFA— | o [F T~ RTOEBFA—IL LIR—FDE

NTEET S i1 (P.4-58)

o [BFA—ILR—=FDARFY 2—LiRIE]
(P.4-56)

o [FUF<=r RTH Web LAR— FDAR
(P.5-71)

e Web LA R—FDAHF Y 2 — LiRIE]
(P.5-67)

AV a—VENTEVR— ERIEIA VTR | 7—h A7 &7 Web LiR— hDFREEH)

LR—MNDOT—HA THEHDatrt —%, 275 |(P.5-72)

MOHIREND ETERRTD

BEDRNT Y7 a T AEREZMET S e TLAFR—MIEENDIAvE—VR T W

7 va rOioFER] (P.3-8)

() DXL T LR—F 4 TOENNIOWVWTIE, TeXo 7 LR—F 127 (P15-1) 28K LTLFE
S,

tXa)T4 PITSATURIZEBLR— FRAT—2DIRE
&

X2 VT A EHT T IAT AT, IS 5T EICT R TCOEERNRT T4 T ANELTXTO L
R—=PFDF—E%HTNL L, FNODT FIAT LV ADT—EEENLET, FHTLIT7T 547 R
YoTiH, EX2 VT4 BHT T IAT VUV ATLR=T 47 T—RIZHFED A v —T ZAiATe
DICHEREPEBENH Y £9, T—ZDOERICONVTIE, [ AT L AT —H X (System Status)
| NV EBREL TSN,

() X2 VT 4 ERT T IATURE, VA= NOT—FRWET IR, EX=2 VT A FHT 77347
VA LTI EE T L BRICERE LIZERN O Z A L AF TR A LET, EX2V 7 o FHT
TIAT A LORRBREDFEMCONTIL, [T AT AR ORE] (P.14-46) 2R LT EEWN,

LR—F 42T T3 DORELE

TRCOTTIAT VAT, VR—T 427 T—EMEFEINET, £ 3212, &ETTI7A4T VAN
T—F BRI T MM E R LET,
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| £3% LFE—FTOER

® 3-2 BFA—IWTTISAFTUREWeb X2 )T 1 PTS5A7VRTOLER—FT 1 V5 F—2OBRE
8245 = £8 &8 28 =4
D—ﬁll/ Vﬂ{"—]\ L4 . o . °
BF AN X2 T 4 TTF
A7 R2ERIZTWeb EF =2V
T4 TTIAT VA
BFA—NEBF2VT 4 TFT |* . . .
ATV AEIZWeb EX =2V
F4 TTFTAT L ATOHYE
FRLR—F 4 T
X2 VT A BEBT SIA T . . * * *
A

LR—T 498X UV0T7YyTIL—FIZDT

HLWLR—T 4 U THREIL, Ty 77 L —RENCET SN T o7 g VIZITEHATE R WSS
NHOET, ZhiF., ZNEDORFHF I a i lionTiE, BT —ZDEFHFINTOVARVES N H
BH1HTY, VR—=T 47 T=EABLOT v 77 L— RICEET AHIRBICHOWTIE, ZFEFDY
V=20 Y ) —X /J—FESRLTIEIN,

LR—F T—2DE2—DHRE2TAX

Web v #—T7 = ATLR— b T2 a2RTTIHHE, Ca— b VAL~ ATEET,

B

BRERNE

TTIA TV AEFLAR— N T —
TEILT A EERRTD

(T TIGAT VAERIVR—T 4T TN —T DL R—
T AT T—=2DER] (P3-4) ML TLIEEE N,

i YA PH 2 48 E 9

AR — hORRFEE ORI (P3-4) 22RLTLEX
A

(Web LA— hOIA) F— MET 5
F i BB B

[(Web LAR—hD&H) Fv— MbT 57— DOER
(P3-5) &ML TLZE0,

T=TNENAZZA AT D

[LAR—F R=VDOT—TNDOH AR~ A X
ZHB LTI,

(P.3-6) %

FoRTHEEOERELIZT—F DV 7
vy NERETD

o BFA—L LR—FITHOWVNTIE, HMEBEBIOA 4
FIT 4 T EBEFA—IN LIR—F =] (P4-6)
BLTL &N,

e Web LAR— MZOWTIE, IFEAEDT—TNLDTH
W22 (% Find) | A7 varEqF [ 74 0%
(Filter) | A7 v a v EHFE LTI EE W,

o —HWOT—TNMTIX, B LT —Z OFEMA~D Y
7 (FOOTHAN) BNEaEnET,

VAR— M DORELZIEET D

[V 77 L2 20 @RE] (P.14-58) 2L L&,

ERALEZWF Yy —hERET 27D
AHB L LR—EERTS

(AL LR— k] (P3-7) 2B T &0,
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N

(GF) ITRXTOUVFR—NMITRTONARY YA AEREEFHTE DT TEH EEA,

TFIZGATORERELR—T 4T TI—TOLR—T12T T—53D
R
BT A—LBLT Web DE L F— MIONT, BEOEFA LDV AT A Fx /80T 4 LFE— b

IZOWTIE, TRTCOT I IAT U ANS, TP RTEHINTWDE 1 BEOT TIAT U AND
TR EFRRTEEL,

BT A=) LR—=FTIE, [BEFA— LR—K Z—7DER] (P4-4) OFPICHENEF A —IL
X2 VT 4 TTIATVADITN—TE2ER LIERE, BEVR—=T 4 7 TN—TDOF —F R
TEFET,

Ea—%ETHIE, PFR— &b X—YD [T—%5MR (View Datafor) | VA 6T 77 A
TURAETIIIN—T R ER L ET,

Management Appliance Web

Reporting Message Tracking
Overview
Printable (PDF
Time Range: | Day » L ¥iew Data for: | All Email Appliances w
Z0 Moy 2011 12:00 to 21 Moy 2011 12:13 {GMT -05:00) Data in time range:100.0 % complete

Wit, BloeXa VT 4 EHT T IAT UVANLDT—F52 NNy 7T v 7 Licexa VT o BHT 75
AT VATUR=F T—=2 27T 5581% £7. [FHT 7747 A (Management Appliance)
1> [EMEHE Y — A (Centralized Services) |>[&x=V T 4 77747 A (Security
Appliances) | THT 7' T4 7 AEBIMTL2MENHY T (T2l L, 77747 R &L ORI
S L7 T 2SN,

LiR— DR E DER

WFEAEDEMERZL R — F 2=V T, EFEND7T— ¥ OMHIEZENTE £9, BRL-EH
#PHIL, [WFREIEPH (Time Range) | A== — CRZZEERINTHE T, IXTOLHR—h =T
SLTCHAESNET,

AT RE R S A > a v id, T IA TV AT EICR R S xa VT4 BT S I5A4 T
ALEDE A=V LAR—FBLORWeb LAR— MMZE-oTHRARY 9,
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| £3%

LiR— FTOER

"
\l
-

® 33 LR— FOREERA T3y
SMA
EF
*—JL SMA
LR— Web L
TFoay ELE [ ESA R—F |WSA
B (Hour) W 60 77 &K 5 7O IER FEE] . *
H (Day) i 24 HFE * * ¢ °
# (Week) YHORBEMEST, @ET HE | . . .
30 B (30 days) Y H OB A2 ST, @230 AR |° . . .
90 B (90 days) Y HOKBRM A2 G, K90 AR |° * *
£ (Year) W 12 » A LHAEAR ORI B .
BEH (Yesterday) TTTAT U ATER IR E | . . °
EH L7z, BiIH® 24 R (00:00 ~
23:59)
%8 (Previous AD®HE 1 HAD00:00 52D A D |* . y
Calendar Month) KB D23:59 £ C
HR%5 LEE (Custom | = — W5 E DR EEH, . * * °
Range) BA F T & A T RS2 840 % 55
X, Z2OF 7T arEBERLET,

ViR— b N=UORRFEHIZ, 7 =y VIR (GMT) 47ty P TERSNET, 2L K
PEARYERR I, GMT + 7 B§fd] (GMT + 07:00) T,

TRTCOULFR— T, VAT LAREORBHICESE, 7V =y UEYR: (GMT) 4 7t% v FTHA
BLORAERAIFRRENET, 2L, 5—% =7 AFR—FTlE, HROEE O XA L V= DB
DU AT KMIHINT D22, GMT THRZINFERINET,

074 T LN HICETRT L, T 740 FORM#EHAZIRECTCE T, Sz »wTix, 177
Ty L A0 FE] (P14-58) R LT 7EE N,

(Web L R— FD#H) Fr— MET HT—5 DER

% Web LAR—T 47 X=YDTFT 74Nk Fx¥— ML, RICSRENDIT—FZBRRRINET
N, RO VICERLRET—2%2F v — MET 2 EHIBIRTEET, =B BEOFv— + 1D 2EE
i, Fr— b TEICEETEET,

WE., Fry— b0 Ty a i, LR—FNNOT—TADH T ALEEBLUTYT, 2L, Fy— METE
NI T ALHVET, DPTLORHBLIZOWTIE, [Web LiR—bDT—7 L 7T AOFHM
(P.5-11) &ML TLEEW,
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H3E LE—+TOEER |

F ¥ — it BEEMTONEZT =T NMICERT DL HICER LZEHE (1T) BRICEFRRL, 7—7 v
BT LADERHARER T RTOT — B ESnE T,

FlRr
ATvTA1
AFwFT 2 FRTHTFT—XERRLET,
ATFvF 3 [52T (Done) 1227V v2r LET,

LiR— bk R=SDT—TILDHRETALX

Frv— R DOTFDO[7F7 A7 a (ChartOptions) | %27 V> 27 LET,

% 3-4 Web LK— b+ R—SDF—TLDHREIAX
=Ly BRERE BT

o BIMOHT LEFRT D

o FIRF[BER T T L EIER
RIZT 5

o T—T VIZERFIRE
7 NEHIET 5

T—=TNLDOTFD [F
(Columns) 1V > 7
U v T L, RN
TH5HT LEERL
T, [T (Done) ]
Vv LET,

ZEAEDT—TNTIE, T 740 FT—EB

DT ENRIEERRITRD FT,

ViR—h =Lz, B h T L08R

éhij‘o

BT LDEMIONTIL, ROEEZBRLT

CTIEEW,

o [BEF AN VR—T 4T X=TD
F—TI BT L0 (P.4-9)

o [Web LiR— DT —7 L 717 LD
(P.5-11)

T—=TN AT LDIEFEEZ

N7 LDORMELZH

) BONEETRT v
7 LET,
BIRLEZARHLTT—7 V% | BT720RHBLEY  |—
V= 95 Uy Z LET,
FRT BT —ZOITHEM | T7—7 VD4 EIZH  |Web LIR— FOIFE, T 7 4/ b DOFRFITH
ERA L EREINTZTA ERETHELTEET, (V7L

7 A (Items
Displayed) ] K= >

TET VA RS,

TR AT & E IR
LET,

20 FE] (P.14-58) #ZML TLZ&E,

"RER G A, T—T L =

U DR £RT D

T =T NVHNOF LD
TNV EITY Y
LET,

[LAR—=FZEENDIA v =V N T
7 va rOFMOER] (P3-8) HLEMLT
<TZEWY,

F— DS — N EEEEDOY T
Ty MTK D iATe

ARRRRG L. T —
TILDOFDT 4 )LE
E CEAZBIRT 5
. ASTLET,

Web LAR— N HTATREZ . 7 4 L Z TN T
X, FLUAR— b A=V TY
*9, [Web LiR—F 4 7 _—=I2D\W T

(P.5-7) LTI ZSW,
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| £3% LFE—FTOER

||
[«]

HRA2L Lik—F
BHEOLER—FOX—=VnbF ¥ —h (FT77) LT —TNEMABEDETHAZ LE AL &
2T 4 LAR—FDOR=VBLOIAZ L Web EF 2T 4 LAR—FDOR—=TE{ERTE FT,

B# BENE

HAH L LIR— |k 1. [A—/V (Email) | £721% [Web] > [ LA — F (Reporting) 1> [~ LA&— b (My Reports) ]

N—=T~DEY a— WBEL, MEE LWL EVa—LDOEEBEO X227V v 7 LTEDEY 2— /L%

v DB HIBR L E 9,

2. ROWFTNLEFATLET,

— HAZ AL LFR— MIEY2—VEBMNMT A2, [ A—/V (Email) | ¥ 7 £721% [Web] ¥
TDOLVR—F R=PNOE2— )L LD [+ v LE—F (+My Reports) | RZ > % 7
Uy 7 LET,

— [ A=/ (Email) | £721% [Web] >[ LA — F (Reporting) ] >[~A LHA— bk (My
Reports) JIZBEIL, [+ TV =2—/L LA —F (+ReportModule) | A"¥ %27 U 27 L,
WITEBMT HLUAR—F V2= LEBRLET,

3. EVaABRTIANIREICEBMESNET, WAZ~A X LT (To&ziT, Sz, ik,
FFAEFEALZY, Fr—bOT 74V NUHNDT —F KR LD LT) EVa2— %
BINT 525613, Z6DEY2—AZBMLTEE, BEIRAZvAALET, TOEY 22—
N ORI RFF S EE A,

4. BONBEELT v — b EBNT 854 (& X, (B (Overview) | X—Y b0 7 5
7)) 1. ABIEBNCEMNLET, HBEDSC T, AFITHRH L TWD T —Z ORIOAEIZ K
Fwv 7 TR FayXLET,

(1)

¢ LAR—F R=VREV2—NICEo T ERZOFED | DOLPMEATERLOHH Y £97, 1
ODOFEEFH L TEY 2 — L EEBMTERWEAIT, thoFEER LTI ZE0,

o HAXA LE—NMIKOEY 2 — VT EMTXEHA,

— [T 7747 A (Management Appliance) |> [/ Y — 2 (Centralized
Services) |> [V A7 A A7 —4 A (System Status) | X—VDTRTOEY 2 —/L

— [Web] >[ L A— K (Reporting) 1> [#JHF[AE7Z27 —% (Data Availability) ]DO~<X—2 D
NRTOEY 22—V

— [ A=/ (Email) |>[VHA— 1 (Reporting) 1> [H%h7%e LA — T F—4% (Reporting Data
Availability) 1 X—Y OFTXTOEY 2 —/b

— [ A=V (Bmail) |>[AvE&—Y F7 vF 7 (Message Tracking) |>[H®h7e A vt —

Y I v¥ U F—% (Message Tracking Data Availability) | X—Y DT X TOEY 2 —
v

— EEETO T 7 ANVEMLER— hOR—=T 050, [SenderBase 70 b DIk {E#H (Current
Information from SenderBase) ]. [ 5% 7 /v — 7 f§# (Sender Group Information) ]. ¥
X[ %y b T —71E® (Network Information) | & W o7z KA A VHALOE Y 2—)L

— [7U T A2 7 4% (Outbreak Filters) | LAR— bk X—T @ [#E | FERO T A LA
77U 7L A2 Y=Y — (Past Year Virus Outbreak Summary) | ¥+ — b B IO, [iBE 1
MO ANA T N7 LA 2 (Past Year Virus Outbreaks) | 7—7 /v

- TRTOLUE— b OBRRREE

o BEV2a—NAEBEMTELOF1IEZTT, LR—MITTIZEBEDEY 2 —LEZBIMLTW
DHAEE, TOETV2a— N EEBNTAIAETVa UBMEHFRETIEH Y A,
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H3E LE—+TOEER |

|

B BERE

AL I LR — R 1. [ A=/ (Email) ] £721% [Web] > [ LA — k (Reporting) 1> [~ LA—k (My Reports) ]
NR—=TDOFER R LET,

2. TARTOLR—= FOR—=VITRRES PUIRERE 2, [ VA — K (My Reports) ] <X—D
FTRTOEYV a— M ShET, FRT 2RFHEHZ@RL £,

FLBMENTZETD 2= WEIHTAF L LR— O EHICERENET,

HAX AN LE— K
R—=TDEY 2—)b
D R E

HHIOBANZE Y 2— V& KT v TR Rey 7 LET,

H AR L LR— |k
R=TUMNHDE
o — )L DI

EVa— D4 EBICH S [X] %22 Y v LET,

LR—KMIEFENEA v E—O0 NI T I L 3 VOFEHRD

KR

AFvFT 1

ATvT 2

FIR

L R—=F XR=POTF =T NI DHECOESFE7 ) v 7 LET
(INEDV I RHDEOE, —HOT—TNVDOHRTT),)

TORICEEND Ay E—VEREF N T U7 aiF [ AvE—Y T yF 7 (Message
Tracking) ] £721% [Web k7 » ¥ 2 (Web Tracking) [ ICZNENRRZINET,

Av—VERIIN TV a DY A NEFRRTDHIZE, A7 — Xy LET,

BAErEYY
e WO [FETA—N AvE—VDRNTvF 7|
e Web 7 v ¥ 2 (Web Tracking) ) (P.5-55)

BEFA—I LR—FDNNTFHF—T 2 ADMAL

AWNICEBEDOZ Y hUBREERAELTEZE T, ERNVR—T 4 T DONRT 53— U ABKFT 554
X, VR=T 4 7 T4 N ZEERA L CRIFEERGE LIz VAR — b ([FE4FE (Last Year) ] LAR— )
TOT—XOEMNEFHIRLET, ZN6DOT7 4 AZIZED, LER— FNNOFEM, [Hx D IP, KAA
Frolda—Y T2 EHIRCTEET, MELFR—FBLOY~ U —FRIT, 51 & TITOLER—
FCHIATEET,

CLI T reportingconfig -> filters A =2 — % T 5L 1 DU EDLFR—F 74 V2 EA X —T LI
TEET, EEEZADCT DR, 2HEZ2aIy FTOIXLERHD 5,

o [IP ¥z L ~/L D7 (IP Connection Level Detail) |, ZO7 4 VXA 32—T M5 &, &
X2 UT A BHT 7 IA4 T AE, laxOIP 7 FLACETLEREZLELETAL, ZO7 4L
iE, WBIZELDKEDZEIP 7 RUAZMHET L5 AT MM L TWET,

ZDT 4 F X, RO [WEE (Last Year) | LiAR— MIEEEY 52 F7,
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| £3%

LiR— FTOER

N

— Sender Profile for Incoming Mail
— [P Addresses for Incoming Mail
— [P Addresses for Outgoing Senders

[=—V DM (User Detail) |, TOT7 A NFEARX—TNICTDHE, X2 VT BHT ST A
TUAL, BIANEEZETHELO—F, BLO2—VFOEFA—NVICHEAINS 2T
VY T4 NEICHETAERATELEYA, TOT 4 FIT, MEHFLONE L —FDOBETF A —
NEMIRST BT FIA T A, FTREV AT ANZEEDT FLAEZRIELARAVWESICEL TWE
7

ZOT7 4 ix, RO [WEE (Last Year) | Lik— MIEBE 52 £9,
— Internal Users

— Internal User Details

— [P Addresses for Outgoing Senders

— Content Filters

[A—N bT 7 4 v 7 OFEH (Mail Traffic Detail) ], 207 4 VX & A X—T VT HE, &
X2 UT A BT T34 T AL, TTIAT VARE=ZZTEHELDRAAL U BEIORyY h T —
JICEATAEREFRBELET A, TOT A NFIX, BHREGBETIIRIE AL L OBERET IO
B CHE SNHHEICH L TWET,

ZOT7 4 id, RO [WEE (Last Year) | Lik— MIEBE 52 £,
— Domains for Incoming Mail

— Sender Profile for Incoming Mail

— Internal User Details

— Domains for Outgoing Senders

GE) BEIBMORFOLFR—F T—F%2FRT DL, BHxOT 7747 R el 4 LT, £ZT

=

ZaFRTHMERHY £,
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H3E LE—+TOEER |

LR—T 42T T—28&LUVFI9vF2T T—2OHRE

LU XKR—Fk

® 3-5 LiR—k T—42OHRBET Y RR—F
iVECPSES PDF |CSV [®R#HE aJAVk
AVETITT 4T LER— kK . AV BT T 47 LAR—F |PDF L, BEFRRLTNDIIDAZ<A
~—3® PDF R=Y O LICHD [AIRIA [B—va BB EsnEd,

#E (PDF) (Printable (PDF))
1V 2%y 7 LET,

PDF X, 7V U ZXIGOFERICHE SN E
ke

LAR—k 5 —%® PDF

AT a— VRESHT- L
R—brEEZA T~ RO
ViR— NEfERCLE T, RO
BHAEZHL T ZE0,

o [T~ FTOE
A—JL LiR— kDR
(P.4-58)

e [FEFA—I LAR—FD
Al 2 — VIR TE
(P.4-56)

o [F 5~ RTD Web
LAR— h DA
(P.5-71)

o Web LAR— DR
Va— Vgl (P.5-67)

raw 7 — 4

[Br=XKglh (CSV) 77
ANELTOLE—| F—
ZPpxy ZAR— k] (P.3-11)
LML TSN,

Fr— MELIXT—T VDT
WD [T AFR— |
(Bxport) | V> 2 %27V v
LET,

CSV 77 A NVIZIE, T — MRERTHDZ
LDOTELT—XFETF TR, TXTOwEHA
ARER T — X B EENE T,

AV a—VRESHhEZ L

R—=rFEEIA T~ FD

LAR— hEERLET, RO

KEHEZBL T &N,

o AT~ FNTOEF
A=) LiR— kDA
(P.4-58)

o [BEFA—NV LVHE—FD
A Y 2 — ) VER T
(P.4-56)

o [F 5~ FTOD Web
LAR— b DAL
(P.5-71)

e [Web LiR— FDRAN
Va—ixE ) (P.5-67)

% CSV 7 7 A /ZiF, &K 100172505
LR TEET,

LR— MTEBOT— T ANEEN DA,
T —T IR LTHIME D CSV 7 7 A V)3
TERR S ET,

—EOIER L AR — MME, CSV EXTHEAT
X EH A,
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| £3% LFE—FTOER

u
% 35 Lf— bk F—S MR ET I RR—F (HE)
IMERR PDF |CSV ##NE =P
SESERFHICEDLAR— | 0 ViR— h & A7 ¥ 2 —/VikiE |Windows = B2 —& ETHIERE, HAGE,

k

FHh, AL T KR
T oL EIE, LER LR
BHABIRLET,

F 7 IXEGFE C PDF 2 4ARKT 2121E, %4
574> b 78y 7 % Adobe.com NHHF T
yua—RLT, a—0) aryva—F24

VARN—NATLUERHY ET,

(Webtx=UT ) LAR—
NF—=HDOH AR FT
vty b FEOZ—FHOD
T2 L),

[Web b7 ¥ 27 (Web
Tracking) | TR ZFIT L.
[Web b7 > ¥ 27 (Web
Tracking) ] ~—<® [Hkl
AEERA U — |
(Printable Download) ] V ~
7%27 Y v L%EY, PDF
B F 721E CSV B % IR
LT,

PDF (21%. Web X— DT R TOERMN S

FNTWARWEAERH Y £7, BARMIZIT,

PDF 7 7 A MIZIFUL G £ E 1,

o HAN1,000D T Y riay,

o AR TBYA. BET 5 100 O b
AV A BN

o BRENT W g L&A 3000
pra=a

CSV 7 7 A MiZlE, MBEFMIC—&T 57

NXTDraw T —EZNEENET,

(BF AN EX2UF 1)
FT—BEDHNAZ L Ty
N BEO2—FHOT—X
28,

[AvE—Y FTFoFr T
(Message Tracking) ] T
R FET L, MBHRO LI
D[ AFR— ]

(Export) 1 V¥ 7 /i3 [T
R CEk=x s AFR— bk (Export
Al) 1V 27%&27Y v LE
7

[=27 AKR—h (Bxport) | V7 TiL, #
RSN BRE R A EH L TREBEEECTHE
ENHRETCSV 77 A LEL T m—
FLET,

[T_XTxz=2 AFR— | (Export All) 1 U
7 Tl RFBERMIC—ET D 5K 50,000 14
DA =G CSV 77 ANV EX T
n—RLZET,

B b 50,000 Ll ED XA -V ET S
AR — MTBHEENH HGET, BRI
PHOT 7 AR— DOty FEFETLET,

AUREYY (CSV) Z7A4ILELTODLR—F T—2DITH RAKR—F

raw 7 — X & < XYY (CSV) 77 AWM=/ AR — bk L., Microsoft Excel 72 & DT — & ~_— 2
TIVr—varEHERLTT 7B ABIOMETEET, T— X 27 AKR— b T 5ZOMDFIEL
ONTHE, [VR—=TFT 47 T—H2BIRN T X7 T—XOHIMB L= AR — 1+ (P3-10)
EHBLTLLEEN,

CSV =7 AR — Mlidraw 7 —F DHEEND T2, Web R—ZAD LR — h R=Vipbx 7 ZR— b
SNTT—=FIE, "=k T =V REDHAT = NEENTVRVWEARH Y £7T (207 — 273
Web X—ADLR— F TERRINIEHAETH, FERLTOVRVWEGAENH Y £7),

EWIA—IN A=Y FITvF U ITBIOLR =T 47 F=ZIZHOWTIE, ¥F 2 U T4 BFHT S
TATVAICREEN TVWAHNEFICEFZE R, =7 AR — kL7 CSV F—F 39T GMT THERE
NET, 2., BICTEBDEZA L =0 DT FIA T ANST— 2 E2BRT 58, 77
FGAT VAL TEBRRL T =22 FERT DI ERNEZ TR £,

wOFIL., Anti-Malware 772U LAR—bhDraw T —F =7 AR—bhDOx= ) THY | KFEHFEER
Bl (PDT) 23 GMT -7 B CERENTWVET,

Begin Timestamp, End Timestamp, Begin Date, End Date, Name, Transactions Monitored,

Transactions Blocked, Transactions Detected
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H3E LE—+TOEER |

1159772400.0, 1159858799.0, 2006-10-02 07:00 GMT, 2006-10-03 06:59 GMT, Adware, 525,

2100, 2625

& 3-6 raw 7—4% T M DERTR

ATIT) A F— & e

Begin Timestamp 1159772400.0 TRy I Lo TRENTZ =) —Bidh
HEZ,

End Timestamp 1159858799.0 TR IMLORETRENTZII Y —KT
WEA,

Begin Date 2006-10-02 07:00 GMT 7 ) —OEH,

End Date 2006-10-03 06:59 GMT |/ = Y —#& T H.

Name Adware ~NT =T BT 3 DL,

Transactions Monitored |525 F=X VT ENTERNT YT v a U

Transactions Blocked 2100 A=A 4 Wl N A AV B )

Transactions Detected [2625 N T g DEEE
BHENTE NP7 va v+ 7y s &
nizhzr¥sva g,

GE) H73V ~oF—iF, VR-IDOFAT LR T,

O—NT7A4 RXENTZCSV T—H I AR— 1 T5HE, 7T VHICE-oTERHLBELIERSN
RWEERHVET, Thik, 777 HICLoTE, m—h T4 XINT7F A ML T b2 307
Ty hBMERASNARVEAERNHDZENLRELET, ZOMEDEMBEE LTIX, a—h1 v
W7 7 ANVERIEL, [Z7 740 (File) 1>[BI< (Open) 1AL TEED Web 77 U¥FCT7 74
NEBREET, 77ANVERWEDL, B DT A RENETFAMNERRTIEOOXT Y b E2EIR
LT,

LR—T 4V TBELV I vFXTI2EHE YT RAMDE
ALV FAL D DHER

VR—=T 4V TBIRN T R TORBTIE, B RLLD RAA
(http://george.surbl.org/two-level-tlds IZRTRENTWAHIK KA A ) X, RAAL LV ZATHRYT R
AAVERUEIICRZAETR, V7 RAAL L 3BloBETREIE T, RICHEZRLET,

o LAR— M, cocukRED2 LD RAAL VOFERITEENFTHAD, foo.co.uk DFFEITE
FFET, LAR— ML, cisco.comREDEHRBERAAL VDT T RAL UBREENE
s

o MUK FAA YV co.uk IZxT D MT v F U TRBEMEICIE, foo.couk ED RAAL TEENER
AN, cisco.com (X AR B 121X subdomain.cisco.com R EDT T R AL URNEFEFNE T,

TBFA—IL LR—FEEUL Web LAR—F

B A=V L= MIEADOHERICOWTIE, B 458 THRETRET AL X2 )T 1 Lil—
T4 OM ZBRLTIESN,
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| £3% LFE—FTOER

Web L7AR— MIBEBHOERIZONWTIE, 26 58 HREFEH Web LAR—FT 4 > 7 BL RN T vx 7
DA 22 L T ZE0,
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- CIiA\P1FEIi‘¢1.

hREPUEFA—IL X2 T4 LR—
T4 T DER

o [ThRAERMET A —L LR—F 4 7O (P4-1)

o T tErhE T X — /L LR—F 4 7 ORE] (P.4-2)

o [EBFA—I LAKR—F T—XOEME (P4-5)

o [[A— LAR—1 (Email Reporting) ] ~—OMt%) (P.4-7)

o [ AT Va—NNEBEINEZETA—N LER—F AT ROEBEFA—I/L LR— MIOWT]
(P.4-51)

o [FUF<v U RTOETFA—N LFR— DAL (P.4-58)
o [BEAF A= LR—FDAF Y 2a—)LiZE] (P4-56)
o [T—HATETA—N LFE—FOERLEHE | (P.4-60)

RREDREBEFA—IL LIR—T 1 VT OBE

ARaDaArTUY X a VT 4 BT I T U RIF, BFA—ND N T T 4T RE—= B
X2V T 4 VAZEZERTEAIIIC, HIELRZIEROEFA—N X2V T 4 TTFIAT A
MHOEFERERLEST, VINAFXALTLR—MEEITLT, BEOHMDLV AT LTI/ T 4 €
TA AT TIT 4 TICERTDHIEL, VR— A Va— R ELT, EHNICETTH L
HLTEFET, Flo, VER—T 4 U HBREEFERALC raw T — X2 7 7 A MIZ T AR — T HZ LY
TEFET,

ZOMRBIZEY, EBFA— NV EX2 VT4 TTIAT U AD[E=4 (Monitor) ] A==2—D FIZV
AbhENDHUAR— IBREFERINET,
FREPRET A =L VR =T 1 U 7BREE, IR LA - 2ERK L TRy FY =7 TRETND D

EERMETE LT TR BEDO RALS Y, 2—F B ITIVDRNT T 4 v 7 OFEliZ. KV
N LTHERBTE £

¢%$¢M}7/#/7% X, BHEOBF AN X2 VT4 TTIAT LV AZBHET LEF A —
VA=V OB A ATREIC LET,

BTA—N X2 T 4 TTIATUVATT —EBPREEINDIDIE, a—I)V VR—T 4 VI RMEH
ENDAHEETET T, PREFRLR—FT 4 L T EBF AN X2V T 4 TTIAT L ATKHLT
AX—=TNILTEGAE, EFA N X2 VT4 TTIATUVATIE, VAT L Iy 0T 40 BIW
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

VAT AT =R ALUSNDVIR—T 4 7 T X FEEINEYAL, PREFRETA—L LR—
TAVITPA X =T NTRVGSE, ERENDLVER—MIVAT L AT —H ALV AT A Xy 8y
T A2 T,

FREF LR —T 4 > T ~OBTTBLOBITHRDO LR — ~ 77— OO OV TR HE
WODEB A=V X2 VT 4 77747 AD [Centralized Reporting Mode| OTEAZZR L CL 12X
Uy,

PREPREBEFA—IL LIR—T 1 VT DETE

N
GB)

e

HREERRIE A —)L LAR—T 4 V7 2RET DI, ROFIEENAF EBVICETLET,
e X2 VT 4 EHT T IA TV ATOFREFIET A —/V LIR—T 4 T DA F2—T Ak
(P.4-2)

o MEHMNBDEBLIA—N X2 VT 4 TTITAT UV ANDHFRREFRE S A —)L LKR—TF 1
7 H—r ZzoEhn (P4-3)

o [BFA—N LR—F ZA—FDfER] (P4-4)

o B AN EX2VT 4 TTIAT LV ATORREPIES XA —)V LIR—T 4 T DA FX—T
Ak (P.4-5)

LR—=FT 4 7 b T v R TR R—T NP, VR—=T 4 o7& bT vF 7 NEY)
WCHEREL 2V A, 2, VR—TFT 4T NI M ETA N X2 VT TTI73A47T
VATHEIZHERICETERE LI — I NMREINR OGS, LR L RIAE T LIZEED

Avl—Y b7 oXF U TOMBIE. PRLEEBERZET - HLETA, I, SH¥E (LER—T 10

T, NToXT) OT—FN, TOWRENA X—T NIRRTV DLEICORX Yy TF v INDHHT
7

X1 FAEETFTSATPUORATORREGRIBFA—II LKR—F 1>
G044 xr—T )L

AFvFT 1

A7y 2

(X L& BRI

o HREFALKR—T 4 LT oA FX—TNVICT DRI, TRTOEBFA—N X2V T 4 TTT74
TUANREESH, HELCBYVICHELTWALENHY £,

o HMREFRES A -V LR—T 4 VT oA F—TNMIT DRI, 03727 4 A7 @SN — e 2
WEY L THNTWAZ AR LET, [F 4 R EHEOSI] (P.14-56) 2B LT &
A

FIR

X2 VT A BT TITAT AT, [BHT 77417 A (Management Appliance) |> [ E/E
#— B 2 (Centralized Services) 1> [ A —/V (Email) 1> [#£EMEF#H LA — b (Centralized Reporting) ]
AN ET,

[£%) (Enable) 127V v 27 LET,

Il AsyncOS 8.1 for Cisco Content Security Management 21— A F



| £48F FHREFYHEFA—ILEF2UTq LKR—TFT1250ER

ATFyvFT 3

ATFvT 4

vx%Aﬁ/k7/7?4$ REFATLTHORO THREFHETA—NV LR—T 4 T & A
X—=T T BT, = Fa—¥ T4 v 28 ELFHR L, [/ (Accept) 127V v 7 LE
S

EHEEERFL, RELET,

N
GE) T7TI9ATUATESA—IN VR—T AT NARF—TNMIZ2>TWNT, ZONBRIZT 4 AT

FIAE D Y THORTORWES, 74 A7 BSR4 Toh5 ET, hREPES A —
N UR—=T 4 TR LER AL, B AL LR—T ¢ /7?%1:0 bR TITHRET D

A =N, BIEMALTWLT 4 A7 BRI b REWVGE, VR—T 4 7BXIO NI v
FTOT 2T ERDUEE A, FERIZOW TR T?%X?{i)ﬂ%@%ffﬁj (P.14-56) =2
LTLIEEN,

EENEDEEFA—N X2 T A FTSATVAANDHREGFEF

A—JL LR—

27y T 1

AFyvF 2

AFvT 3

GE)

T4 2T S—EXDEM

T TCHEITTAFIEZ, hoh g hRIEHBEEDRERIC, T TICZOT FIA4 T A B0
EIOMZE o TR 7,

FIg

EX2 VT4 EBRT T ITAT AT, [BHT 7747 A (Management Appliance) | > [#E4% B

H—1t' X (Centralized Services) |>[tF¥=VU T 4 777147 A (Security Appliances) | Z&IR L
ESUaN

ZOR=YDYAMI, TTEEFA—NEX2VT 4 TTIAT U RAEZBIMLTOLHEE. KO
FIAZFITLE T,

a. BT AN EX2VT 4 T77IT7AT LV ADARTIEZ Vv 7 LET,

b. [#£/&# LR — b (Centralized Reporting) ] ¥ —E A& R L £,

BIA—N X2V T 4 TTIAT AR ELEML TORWEEIE, ROFIEEZFEITLET,
a. [A— NV T7T734 7 ADENM (Add Email Appliance) | #27 VU v 7 LET,

b. [77747 2% (Appliance Name) [ B L O [IP 7 KL X (IP Address) | 7% A~ 7 41—/
2, BEXR 2 VT A BT S IA T ADERA =T 2 AA ADT T TAT AL L IP T FLA
EANTLET,

[[P 7 KL A (IP Address) ] 7% A b 74—/ RIZDNS &4 & A LI2GETH, [/ (Submit) ]
BV r35HE, TSITIPT RLAICHRENET,

[E#EB LR — b (Centralized Reporting) | h—E AR HEFHIBRIRI L TNET,
[ B2#5t D HFESr (Establish Connection) | #27 U v 7 L¥1,

e. BHHRBLRBT TIA T VADEHET H T bO2—HL ERRT—=FEAS L, [#OH
37 (Establish Connection) | %27 U v 7 L¥7,
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

GE) vlA VBREREANTIE, EX2 VT4 BT 7 IAT ANV~ T T IA4T
AND T 7 A NRED DDA SSH F—NEINET, e /A4 VEKRERIZ. B2V T4
BT SIAT AR EEN T A

f. [H%h (Success) | A v E—IB_R—=V DT —TND LICEREND £ THELET,
9. [7 A F#Eki (Test Connection) 1 %2 U v 7 LET,
h. 7= L0 LEOT A MNEREHRLET,

AFyF 4 [ (Submit) 1227 Vv 27 LET,

AFvT 5 HREFHMLR—FT 4 T 24 X—TNCTEEET AN VX2 T4 TTITA4T 2 AIx LT,
COFRIREREY R L ET,

ATv7T 6 LEHEERFLET,

BFA— L— b TL— TR

X2 VT A BT T ITATUANS VR =T 4 7 TR BRI DHEL AN X2 VT4 T
SATUVAD T NV—TEERTXET,

TN—T0F 1 DULEDT FIA T U RAEZEDDEENTE, T IA TV RIEBEO 7 V— 712 R
TEET,

[ZLC®HBHIIC
BT TIA T ATHREF LR —T 4 VT NRA X =T NI TNWDZ L EMHERLET, EHX

BOBZEFA—NEX2VT 4 TTIAT L ANOHPREPUEF A —)L LR—=T 4 7 P —E 2D
B (P4-3) Z2ZML TS ZE,

FIR

ATYvFT 1 X2 VT4 EHTTIAT VAT, [FET 7747 A (Management Appliance) | > [ E#EHE
P — 1t 2 (Centralized Services) |> [#E#&EH LA — & (Centralized Reporting) | ZER L E3,

AFvF 2 [ZA—T%EM (AddGroup) 1 %7 Vv 27 LET,
ATFYT 3 TA—TO—BOLHIEATLET,

BT AN EFX2VT 4 TTIAT VAT, BX2 VT 4 EBT 774 T ABIMLEZ BFA—L

X2 VT4 TTIAT UVARKRINET, JNV—TICEBMNMT DT T I7AT o AERIRLET,

BITED 7N —TORKEIL, BERFARRET AN T T ITAT LV ADRKBLLT T,

~

) BAANEBF2VT A TTIIAT R X2 VT 4 EBT 7747 2 RTBEM LT,
URARMIERENRWIEEIL, EX2 VT 48T P I9A T UVARBFA—N X2 T 4 T

TIATVANOBLVR—T 47 T—E2ENETHIHC, TOEBTA— N X2V T 4 7
TIAT VADOHREERELET,

AFyF 4 [N (Add) 1227V v7 LT, [FN—F #*23— (Group Members) | U A MITFT7A4 T A%
BLET,
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AT97 5 EHEEXREL, RFLET,

BF AL EXa)TA4 PTS5AT7ARATORREFREFA—)L LR—

TATDA R—

JILiE

EHRBOZEFA—N X2 VT4 TTIAT VAT, PREFREBEFA—NL LR—FT 4L T %A

F—

T T H2RBERHY £,

FIAIZOWTIE, BHEVWOEFA—NL X2V T 4 T IAT VAR T =T LD
[Configuring an Email Security Appliance to Use Centralized Reporting] D E 72134 F A > ~ L7
EZRL TSN,

BEFA—I LR—F T—2DHRE

L R—=F T—=2DOT7 7 ABLORRICETEZL T arond, IVR—TFT 47 T—F %%
T 5HED (P3-1) BB LTLLIEEN,

VR—=bF 7—=FDCa—% N AZ <A AT LHELCHONTE, [VAR—F F—=FDEa—0OHRH
~A X (P3-3) ZZMLTIZEN,

T NOREEDITHFRERRT DL, TRBEBLOA XTI T 4 TE T A=V LR— |k _—
V1 (P4-6) L TLIEEN,

ViR— MERZEIMEZZ= 7 AR = 451203, (VR—TFT 47 T—2BIO T vF 7
T OHIRB LR AR — ] (P3-10) 22 LTLZX0,

SESERALHETIT 4T VIR— b X=UEHMETHI2E, [[A—n LA—b (Email
Reporting) ] X—YOE ] (P4-7) 2L T EIW,

VR—bhedrT~r RCTEKRTDIIZE, [FrT~2 RTOEFA—/L LR— FDOARK]
(P4-58) =&ML T Z&EV,

BELEMBRE I ORANCHEIMICFEITEIND LIV R— 2R 7 P2 — LR ET DL, [E
FA = LR— DAY a— ViEHE] (P4-56) =ML T EE0,

T—=HAT LA T ROLAR— MBI OAF 2 — VR ELIZLVR— NE2ERTHIT
[ 7 —D A TETA— LR—FOEREEH] (P4-60) 2L T ZEW,

Ny T RERIZOWTCE, X274 779470 R XD VER— NHT—% DIk
JiiE] (P3-2) #BRLTLEEN,

KEDOFT —H BT 5 L XT3 —~ U A&l EE®HI1T1E, [BEFA— LR—FD
T —~<rADM ] (P3-8) ZBRLTLIEE,

Fx— b ERIET =T VRIICEODY) 7 L LTERENDITZ T 4T 4 F7203F 529 2 56/
PERETHICE, 2T 4 T EREEEE 7Y vy LET,

R d = o B R N &%ﬁﬁéﬂfwéﬁA COMBEAFERALCaryT Y T4 LE Y v
7. T 2R IERY) = ICERK LA v — /@Eﬁéfﬂi%i‘%ﬂ‘ﬁ‘é ENTEEST, ThIT
AvtE—Y N7 oXx 7 CHETIRBEZFEITLET, BREERTT DT, X&waﬁﬁ/
L7,

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F i



F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

BEBLUVSA VIV T4 TEFA—IL LR—F R=D

AETITATBFA—N LR—F X=UDLL TR, X—=VDFEIZ [R5 : (Search For:) ]
Fay 77Xy A=a—0Bb0 ET,

Ray7Zy s A=a—hb, ROKD BREEBEOFRIETRETEET,

e IP7 LA

e NAAV

o Xy hU—7 F—F—

o WHfzx—¥

o S RAA

o WHIEEHZEDRKAAL Y

o WHEEEHZEDIP T RLA

o EHETLS RAA

o FEfETLS RAA

Z< OMRBETIE, MBET XA MIERIZ—EHIEDIN, AN LETHFANTHELIHEE ZRET D0
(7= 212, Tex) THEDIHEAEZMBET H5G. Texample.com) BN—FHLET) 2N LET,

IPv4 BB TIE, ANDLEETHFAMBRHRRTAIP AT v b (Fy MEE 10 #EFL) O%EHE LTH
IR S ET, &2, T17) 13 17.0.0.0 ~ 17.255.255.255 OFPHTHRE I N HD T, 17.0.0.1 iX
—ELETH, 172001 T—HLEHEA, TE-BBRROLBAIE. 4 2T XTOFT 7Ty FEAAL
3, IP7 FLAREKRIT, 77 AV A RAAL HN—F 12 (CIDR) 3 (17.16.0.0/12) &4
R—FLET,

IPv6 B DOGA, WOBIOEREEM LT, 7 KL RAEATEET,
e 2001:db8:2004:4202::0-2001:db8:2004:4202::ff

e 2001:db8:2004:4202::

e 2001:db8:2004:4202::23

e 2001:db8:2004:4202::/64
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[ #—JL L R— b+ (Email Reporting) ] R—C D=

% 4-1

[#—JL LiR— (Email Reporting) 12 70*+ T ay

[#—) LR—F (Email
Reporting) ] #=a—

Tovay

BFA—IL LR—TF 1250 [BE
(Overview) ] R—2

[ (Overview) | X—TIZlE, BHEVOELA—1L &
X2 VT4 TTIATVATODT 7T 4 BT 4 OWMENREKR
SNFET, INIE, BEBIUOREA v E—VICETSE S
IR — TF—=TANEENET,

P OWTIR, TP A=V LR—=FT 4 70 [
(Overview) | %—] (P4-11) 2B L T EEW,

[ZEA—JL (Incoming Mail) ] R—2

[ A —/v (Incoming Mail) ] ~<—2i%, EHAISRO E
FA—N X2 VT 4 TTIAT VAT HREINTNDT
RTCOYE—F FARDYTNEA LMERD, A8 F 0
TATIRVAR— IMRERINET, VAT AIETA—VE
BELTWHWDIPT RLA, RAL Vv, BIOFRY hU—7
F—TF— (k) OBFREMNETEET,

FEMIZ oW T, [[318 A —/V (Incoming Mail) ] ~<—)
(P4-16) ZZHL T ZEV,

[#f8% (Outgoing Destinations) ]
R—Y

[#155E (Outgoing Destinations) | ~—IZ, &N E
A—VEEET DD R AL AZDNTOFERNERS N
F9, R=UVO LI, BEEBEA Yy E—V T L0 LAO
i, BLOREZ U —v Xy bv—UR0 Lok a r~d
TII7MEREINET, X—=UOTEHIZIE., RZEHEELHNC
V—hENT (T 74N REE) BT LERTRBIFREN
e

PRI DWW T, [[##E% (Outgoing Destinations) ] ~—
V1 (P4-24) 2L TIZENN,

[EfEA vt—TiEEHE (Outgoing
Senders) ] R—Y

[ A v&—VikEH (Outgoing Senders) | ~<—IZid,
2y RT—=IJHNOIP T RLABLRRAL UnbEEEN
BB AL EEICOVWTOHBERNFRINET,

BT OWTIR, T[AER v E—Y#EH (Outgoing
Senders) ] X—v| (P.4-26) #ZBRL T &0,

[RE1—4 (Internal Users) ] R—

[W#E=— (Internal Users) 1 iZIX, &EFA A —n 7 FL-X
LB P Lo TEZEENTET A —/MZO0T
DIEWMRFRSNET, 1 NO2—=FREBOBEFA—N T
RLAZF>TWOEERH £, LA—FTIE, &F
A= T RUARELDONERA,

FEMIZ oW TIX, T[WEB=— (Internal Users) ] ~=X—<]
(P4-28) Z#ZHL T EEN,

[DLP £ > F >k < 1)— (DLP
Incident Summary) ] R—2

[DLP A > >7 » ¥~ U — (DLP Incident Summary) ]
NR=IZE, BHEA—NVTHRAE LT — 2 mEiE (DLP)
WY v—i#ERA T v MCET A ERPAINET,
FEMZHoOWTIX, T[DLP A >+ F >~ b ¥~ VU — (DLP
Incident Summary) ] ~<—<7) (P4-31) ZZRL T ES
AN
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F4FE PREPEEFA-N EFaUT1 LR—T1JTOER

% 4-1

[A—JL LiR— b+ (Email Reporting) 12 70#FLay (#HE)

[#— LAR—F (Email
Reporting) ] #=a2—

Toay

[3>7>Y 74)L% (Content Filters)
=

]

[2>TF > 7 % (Content Filters) | ~<—IZi%, %%
Farryry 74020 i—3 (RbHEL DA v E—VIC
—HLlear Ty 7o 0F) T AERNERRINE
T, ZON—=VTIE, T—EB™EIS 7 7LV A MOERXTYH
FarRENET, [2T Y 7 4% (Content Filters) ]
R=VEEATDHE, avTrY T4 X T EERIF—Y
TLICERY VMR TEET,

PRI OWTIX, [z 7Y 7 4% (Content Filters) |
~N— ] (P4-34) L TLIIZS0,

[94 LR 24T (Virus Types) ] R—
S

[VANA X AT (Virus Types) | X—TTiL, Xv bV —
JTCREZEINTEVANAOBENREINET, [VA LA
& A7 (Virus Types) ] X—2IiE, BT AL X2
TATTIATVATEBL, EX=2 VT4 ERTTI747
VAWLRRENDTVANA AX Ly TV UL o THIH
SN VA NARFRREINET, ZTOLVR—FEHEHLT,
BEEDO T A NATK L TREZITNET,

PRI OWTIE, T[UA LA XA (Virus Types) ] ~4—
V) (P4-35) 2L TLKEI,

[TLS #&#%: (TLS Connections) ] R—

[TLS ###%¢ (TLS Connections) ] X— 2k, A— LDk
fFICfiH &N 5 TLS #5027 RS ER SN E

To ZOUVAR—FTIE, TLS iz L TA — V&R ET
528 RAAL VOFMIZ OV THERISNET,

FEMIC DWW T, T[TLS ##¢ (TLS Connections) ] ~<—3]
(P4-37) LTI,

[ SMTP & (Inbound SMTP
Authentication) ] R—2

[ %1% SMTP it (Inbound SMTP Authentication) ] ~<—
WZiX, 72747 v FiEAEOHHEHR, BLOETFA—L &
XalT 4 TTITATVAEZ—YFDA—IN I T74T K
il T SMTP v a V&FiET 272D SMTP AUTH =2+
v RRERENET,

PRI OWTIE, [ %158 SMTP #83E (Inbound SMTP
Authentication) ] ~—] (P.4-39) &ML T EEW,

[L— FHIER (Rate Limits) ] R—

[ L— RiilBR (Rate Limits) | ~_X—12i, #EEHTZHV O
A —VZEERIHT L TCHELEZLEWEEZ B 5E
A— L 3%fEFE (MAIL-FROM 7 FL 22D <) NERE
nET,

PR OWTIE, T b— RAIFR (Rate Limits) ] ~—27)
(P.4-40) ZZML T ZE W,

[F2RTLALY T4 48 (Outbreak
Filters) ] R—

[TV b7 VvA 2 7 4% (Outbreak Filters) ] ~— 121,
UANAEGT 4 VB Ko CTRBES e DT v R T L
AIRAyE—VICHATLIERPDREINET, ZOXR—V%
FERLT, VANVARRIIHT LA E=% LET,

FHICOWTIE, ([T R 7 v A2 7 4% (Outbreak
Filters) 1 X—v) (P4-41) 2B L T &0,
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||
& 41 [A—JL LiR— b (Email Reporting) 12 70#FLay (#HE)
[ A=) LAR—F (Email
Reporting) ] #=a2— Tovay
[V RTFLEE (System Capacity) ] LR—TF AT T—2 X VT 4 EWT 54T A
R= WCIEET 5, &Ky —Ja— RERRTEET,
FEMICOWTIX, [ A7 A% & (System Capacity) ] ~<—
V) (P4-44) ZZRLTLLTEE N,
[B%4LAR—+ F—4 (Reporting BT TFIAT LV AD BFXF2a VT4 BHT IS4 T7 A LD L

Data Availability) ] R—< N=T 4T T2 ORBLERTEET, FEMIZONT
iE, [[A%7ZevAR— b 5—% (Reporting Data Availability)
] =1 (P4-50) #BHLTIESN,

BEF AN LR—FORTZa—VEBE |[HEE LERBEHEO LR —FDORT Va2 —LERETEE
T B OVWTIE, BT A—L LAR—FDATVa—)L
i) (P4-56) ZzZML TS,

F—HATEFA—IN LR—FDRREE |7 —HA T HEHDLFR— FEERBIOEIHTE 9, M
B WZOWTHE, 7 =0 A TE A=) LiR— FDFRREEH]
(P.4-60) ML T 7Z&EW,

Fro. AT R VER— b EERTAZELTEET,
[y F=y RCOBEBTA— LE— DAL (P4-58) %
ZHLTL &,

BFA—I LER—TFT 12T R=SOT—TIL hS5 LDERHA

& 4-2 BEF AN LR—F 42T R=SOTF—T I H5LOBHHK

H5 Lk EE:
Z{Z A=/ DM (Incoming Mail Details)

B 4T (Connections HAT RU v =l k-~ TTay 7 ENET_XCOER, 77747
Rejected) VAIZLEWAMBDT BN TWAIEE, EE SR O B

s fFHEMCHRF TS £ A, b VIC, B8 SR,
A= T DORRIEEELTITH L TR SNET,

#ifek#®  (Connections AN DTS T R T O

Accepted)

RITENTZA v =V | TRTOZTANONIEERIT L S S #EkaiIT,

(Total Attempted)

ZEH AR vy MUIZ L DR I, vEaT—vary TA XY U FICL DD 1 HET
(Stopped by Recipient T HAT $llREOWThh (1 K472 ORRZEHEK,. A v
Throttling) VR ORRZEEFELR, SEHNORRA v E—V8) 2827

FOMIESNEZEEA vE—Y0KERLET, ZHIT, [V
a7 —3ar 740255181k (Stopped by Reputation
Filtering) | 23384 U7z, & &z, £721% TCP EE S iz Heke
WCHEET A EHEA v —VaHE L TEFSRET,
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

® 4-2

BEFA N LR—F 42T R=SDTF—TN A5 LOHRHA (HEE)

h3 L%

B

LE¥aT—vay 7400 L
%f21k (Stopped by Reputation
Filtering)

[LE=2T—vay 740285151 (Stopped by Reputation
Filtering) ] DfEi%. ROFHOBERIZE S THRIBINET,

o ZOEBEMNLD THREINZ] AvE—TOK

o HEm SN, E72IT TCPIEROHRE (oI EisnE
+)

o BT LDRA v —URITHHT AIEZ DI ETE

T TIA TV AICEWNEMANTONTWAEE, ESSN-#
BED EME 2 B R EEINCHERF CE /A, bz, RSN
TR, AV Z— LT OBEREELT TIT LR S
NET, Zo0%E, BRINDEET TR, 2E0baiEb
DEDA v —NHIEENT- IR TE £,

N

(F)

[BEZ (Overview) | —Y D [LEaT—v 3y 7 4L
Z1Z X 5151k (Stopped by Reputation Filtering) ] O#& %%
X, TRTOES SR OELRETHEICF I LS
TWET, REHE D OBRHEI T IE, AR R E CRRE R
LD/ £,

MR EH & LTFIE
(Stopped as Invalid Recipients)

ek LDAP EEIC L » THE ST X TOEF A —ILZESE
B+ ~To RAT 55540 2 72 fE,

Z 3L (Spam Detected)

BHENTZT_RTDO AL,

7 A VAR (Virus Detected)

B ST XTOUA VA,

ATV T4 NMZIZ L HELL
(Stopped by Content Filter)

aT Y T4 NZICE o THIEENTZ A vE—V D%,

B EHE % (Total Threat)

B A vy E—Y GHMIIC L VLS b o, B RZEE, A
Nh BEORUALRE LTHIESATZ S D) DR,

~—4 7 47 (Marketing)

RERp~w—FT 4T AyvE—VL LTHRHBENRTZA vy E—VD
i&o

1E% (Clean)

FTRTCOIV—2 Aok—,

User Mail Flow Details ([ Nii==—% (Internal Users) ]| ~<—3)

ZfE AN (Incoming
Spam Detected)

Rl STz N TOHRE AL,

ZA5 U A VAR (Incoming
Virus Detected)

B SNIZER T A LA,

ZEavyTY T4 FD—K
% (Incoming Content Filter
Matches)

BHlEnE=EBEarys oY 740020 —5,

ATV T4 NBICRDEE
&1k (Incoming Stopped by
Content Filter)

BESNTWEILT Y T4 AEOEDICHIEENTEHEA v
-,

EH 725215 (Incoming Clean)

FTRTOERZ V= AvkE—,

EE AL (Outgoing
Spam Detected)

M STz 315 A8 4,
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| 4%

PREFBEF AL £F2UT1 LR—T1 T OERA

® 4-2 BEFA =N LR—F 42T R=SDTF—TN A5 LOHRHA (#HEE)

h3 L%

B

EETUA LAY (Outgoing
Virus Detected)

B SN RET A NVA,

REavTrYy T rE0O—%K
¥ (Outgoing Content Filter
Matches)

BHENTEREa LTy 740 0E2D—E,

arTyY T4 NANRICE DG
{21k (Outgoing Stopped by
Content Filter)

BEINTWEI LT Y T4 NEZOTFOHIESITERIEA v
-,

IE# 72 15{5F (Outgoing Clean)

TRTCOREIY—v Avv—,

Incoming and Outgoing TLS Co

nnections ([TLS #:#% (TLS Connections) | ~=*—7)

W72 TLS : kB (Required
TLS: Failed)

KW L7z, MBE/23To TLS #fi,

B2 TLS : i%E) (Required
TLS: Successful)

B LTz, #3723 C o TLS ##i,

B9 % TLS @ 0% (Preferred
TLS: Failed)

KUz, B+ 54 ~To TLS #ifi,

B9 % TLS : i%Zh (Preferred
TLS: Successful)

KoLz, B4 54 To TLS #Ekt.

&Mk (Total Connections)

TLS B DA 5,

A3t A vE— UM (Total
Messages)

TLS A v t&—T DR,

T NTLA 2 7445 (Outbreak Filters)

T N7 LA 7% (Outbreak
Name)

T NI LA DL,

7 k7 LA 27 ID (Outbreak
ID)

7Y h7T LA 2 1D,

BNC 7 B — LR L T2 H
¥ (First Seen Globally)

YA VAN 1 — VSR R S U B

1R [  (Protection Time)

T A IV AND LRSI TUV TR,

fREES e A vy Ee—

(Quarantined Messages)

PREEICRE T2 2 v —

BFA—IL LR—T1 270 [BE (Overview) ] R—2

X2 VT4 EBRT T ITAT U AD [ A=/ (Email) ]>[ LA —F (Reporting) ]> [#E3=

(Overview) | X—2lE, BT AN X2V T 4 TTFA T UADLDETFA—N AvE—T T
JT 4T 4 OMERFRINET, [BE (Overview) | X—TIZiE, 777, BEBLURIE
A=V OERNT —TIVRERINET,
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F4=E

PREPBEEF A £F2 YT« LE—T1 2 TOER |

41 [A—JL (Email) ]1>[L#R—k (Reporting) 1> [#ZE (Overview) ] R—
overview
Prirtahle (POF)
Time Fange:; .D-!I'l' L Yiew Dala Tor: ..l"'.ll Ernal Apphances \":

26 Apr 2003 0500 to £7 Apr 2013 05137 (GMT)

Incoming Mail Graph m

Dutgoing *Mail Graph m

Draita im time range:0 3% complene (service disabled)

Incoming Mail Bummary m
Hessage Calagory Messages
B stopped by Reputation Filbering LA, 29%
Flopped a: [nvald Beapenis 1.8% 291
Spam Detected EERIL R
Addibional Epam Delacted by Inlalligent
L Hulti-Sean 0.8% L0
W Wirus Detected 0.0% o
Stopped By Content Filter 0.0 o
Tatal Theeat FMessages:  40.3% RG2S
Markebng Meassagas S.6% 918
Clean Messages 1 0,905
Total Attempted Messages: 14k

Outgning Mall Summary

Message Processing

: Spam Detected 0.0 o
16 N B virus Ostected .04, o
14 Floppad by Contant Filler 0.0% i)
E B stopped by OUWP 0.0% ]
& _ Claan Messages L0 0%, 130
[ - M - Tatal Messages Processod: . | 130
T - - 1 Expart...
L

B | 'r||H| | i L I'—II | Message Delivery Mescages
(L= 1£00 2200 02:00 000 1600 1400 Hard Bounces 0.0 o
Export..: A — 100.0% 128
Total Messages Delivered: 128
Expart...

Search for: : L &an ‘N‘I exact match : "_5_"

B L~Lo (% (Overview) | ~—Jlc, %%

ShET,

fEA—NDT T T LEZFEA—NOY <Y —RHRR

A=) LU R TT7F, A=V 7e—%2HlRMICRLEZLOTT, Z2ONX—=YDA—)L fL UK
TIT75EHLT, T IAT UV RAETERTHTRATOA—NDHNET=F TEET,

[ RAA OB T 47 Y~V — (Domain-Based Executive Summary) | LA — hBIWN [

€77 47 ¥~VU— (Executive Summary) | LR — ~Z, BT AL LR—T 4 7O [HHE
(Overview) | X—VIZHESEEF, HEMIOWVWTIE, [[KAA VBOZITEIT 47 <1 —
(Domain-Based Executive Summary) ] LAR— k) (P4-53) BLIQX [/ 87747 H~U—
(Executive Summary) ] LARA— K| (P4-56) 2R L T ZEVy,
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PREFBEF AL £F2UT1 LR—T1 T OERA

® 4-3

[#A—/L (Email) ]>[L&KR—F (Reporting) 1> [#ZE (Overview) ] R—T DM

€ovay

SiBA

ByfI%ER (Time Range)

FoRT OB ZBIRT 720047 a v Ray
TR YA R, FECOWTIE, TLAR— s ORRE&HEO
IR (P3-4) 22 L TSN,

F—4 3R (View Data for)

[BEZ (Overview) | DT — X 2R R_TIHE A -V ¥ =
VTG TIIAT VAZBERT D0 [BRA—NTIIA4T
v A (All Email Appliances) | ##{R L £,

(T T IAT LV AERFVR—T 4 7 T N—T DL R—
TAr T T—=20FRR] (P3-4) bBRLTIEIV,

2EA—ILDT 7 (Incoming Mail
Graph)

[Zf§ A—N D2 Z 7 (Incoming Mail Graph) ]IZi%, &f&E
A—=NDONRE VT NEA LTHEHENR L2 T 703 FR
SNET,

E/EA—ILDYJ ST (Outgoing Mail
Graph)

[FfEA—ND 27 Z 7 (Outgoing Mail Graph) ]iZix. 77
TAT VATOREA—NVONREREINR LIZS T 77
RRINFET,

2{EA—JL YT U— (Incoming Mail
Summary)

[%/8 A —/V %~V — (Incoming Mail Summary) ] (ZiX, L
Var—vay 740E ) 72X o> TS
(SBRS) A wt—v, MHhpszfzF L L TCHIEINTEA Y
=T, ANABBH SN A yE—Y UANVARKRHE
NieAve—v BLOarrry 74021285 THIES
NiAvE—= REWNC 7V —r) ERARENTEAY
T DONR— TV ENFRENET,

A& A—JL $<1)— (Outgoing Mail
Summary)

[ %18 A —/ ¥~ U — (Outgoing Mail Summary) | &7 =
VIR, REBBA v —CBLUOREI V- AvE—
DERPREENET, £, BEShAyE—VEN—F
NI AESNTEA v E—VORRbEENET,

BEA I AyvE—DDhV U bAK

AsyncOS 1E, A vE—VZLDOZEHEHISECCEHEBA—NVEI Y M LET, & I,
example.com 225 3 AOZEHFIZEFBINTLERGA v E—VIE, ZOXEEFEELLO I BOA vy E—Y

LLTHTV s FENET,

LEa2T—vay Z4N0E) 0TI EoCoayy SR Ay—U EBICHEES =2 —ITAD
WD T, TTI7AT L RT, BREAVE—VOZEZDOY) A MIUIT 7 BATEEHA, ZOHA.
REEFEH L CZEHFOEN TR INET, ZORMIBETFOBET — X ORBML /27 v 7 iR#E

IZHEASNWTWET,

TISATUORIZEDBFA—IL A yE—CDOREAE

AvB—VIIBETA =N N, T T BB TIOT, BEOIT IV ICELTIHERDHY T,
72 z2iE, AvB—ICARNAEERIITANAEHEE W)~ — T BT AN TEET, avT
VY T4 NFI—BEEL B TEET,

TN DEIN—/UTHNT, RO KD RS E I ERHEMTONET,
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

— TONTVLAT T4 H DR
(ZOBE. A vE—URREEN SRS D ETEFFINT, (EEX 2 —ICLD2ABENF]

ThivEd)
— ANARGPE
— AR

- AT T4 NEED—K

IHNHLORANIHES T, A=V RNARAgME~—7 END L. TUFARARENARLGMED
AvE—VE Ry T TE5LI0CHESNTVDIHEICIE, 2TOAyE—URRr vy 7S, A4

AT UERES LET,

IHIT, ANRNLBHEDORA v —TVEBIEHREEL AN NA T T TREL, DEOa T Y
TANENIDAyE—VR Ry D NUVR EFRERHET 2 L5107 v FANRARENHKE I
TWAEARILH, AL BTV EWSLET, A v —URNARAGEEIE YAV ABE T2
WIS, TV T4 E BT RS T AT T,

[ (Overview) | R—STOBFA—IL A v E—SDHE

[BEZE (Overview) | X—YTlLAR—FENDAvE—VE, KOXIZHEINET,
® 44 [IE (Overview) | R—ZSODEBEFA—ILDATIY

AT3Y

Bl

L¥aT—vary 74
NEZKBEL
(Stopped by
Reputation Filtering)

HAT RV =tk oT7u v 7 ENET_NToERERIC, BEERK (153
A= Avv—UOh v NFE] (P4-13) 2HHR) 2HET-bH0IC, %
BHEOZA Yy F) ko T Ty 7 SNETRTOZEEREMZT-
8,

[#%% (Overview) ] X—Y D [LEaTF—Tar 74Xk Bk
(Stopped by Reputation Filtering) ] O##iL, T X TOHEL S -k
FRBPEFMEICHITESOTWET, REFROHEREIZTIX, AR
THREMZRHDIZRY ET,

#E2%f5% (Invalid
Recipients)

HEKD LDAP ESIC L o THEGE ENTET N TOET A —LZEERIZT~
TO RAT HES5H &N 2 7218,

AL A yE—URH
(Spam Messages
Detected)

TUFARK AXyr 2 VU THME, ERI38RVWHD & LTRSS
A =0, SHIT, AL ETAL AL ADETTHREE RSN
A =0,
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| 4%

PREFBEF AL £F2UT1 LR—T1 T OERA

S
(L)

® 4-4 [#8Z (Overview) | R—SHBFA—LOATTY (HE)

Vil al=1) B

TANR RAE—=UH | TANZGEEERZRATIZRWE BRI ENT A v — Yok L O
H (Virus Messages |&.

Detected)

MDA ve—I1F, [ VA VAR (Virus Detected) | #7 IV IZH 7 b
SINFET,

o UANAR AFXX UFERD [EE (Repaired) | F7oid Y
(Infectious) | THHA vE—V

s WEALENIZEAYE—TVEUVANAZEDAyE—VELTH TS T
HAT L a VPRBIRINTWDEAIC, UANVA AX v URERN (K5
{t. (Encrypted) 1 TH2D A vE—

o AXFUTERWVWAE—IVIHTLHT 7 a [ EE] 2L
(NOT "Deliver") | DHBHEIT, VA NVA AF ¥ VHERD [ AF v VR T
(Unscannable) | ThHhdH A vtE—

o REA—N FAPNELIINBZEEAREETLIA TV a VBB REN
TWAHBHAIT, TA LA ZAF % URERD [ A ¥ v AR
(Unscannable) | 721 [Hf 51t (Encrypted) ] TH2H A v E&—Y

« TYRTUA VRN D FRE IS A LT T MCEVEIRS A v
-

ATy T ANEIT
X 3121k (Stopped by
Content Filter)

AT T4 NEILE o THIESNTE A vE— Y DORE,

N=TTAVT Ay
&— (Marketing
Messages)

RERp~—rT 407 AyvbE—UlBHINTEA vE—V O X OE|
Bo ZOXR=UDOZDY A NEBF, VAT AT T 4T FT—HEN
FAEL TWAEARICEITERENET,

EERAyE—URE
(Clean Messages
Accepted)

ZOHTIVIE, ZIFANRBI, TANLATHEANATHLRNVE RSN
A — LT,

ZEZFEMNDOAT Yy T vay [Hror—L F) o—TCUEINEL
BT AE—UhE) 2EBELELEXCZESNZZ ) —0 AyE—

FRbLIEMEEIZELEZLOTT,

7272 L, ARABHEEIITANVABHEE W) v — T BT bR, £
THEREINDI A vE—IEh T FENRWED, BIESNDIEED A v
TV V= A=V EITRERDAREENDH D 9,

A=V A= T Z =L, 74N ZICE>T Ry &

N, N UAINZD LTWRWEARIE, 72— R AytE—YELT
BonEtd, Avt—Y 74 L Z LT Ry FENEN, NYURE

NieA =%, BEICEENEREA,

AX Y U TCERVA v —=VELERGLENTEA v =V ERETLOL T U FUANVARER

1To =54,

THRHDRAyE—=IF, UANVAEMHEE LTTIEERLS, 72— Avb—U8 LTERH

SNET, TRUNDEEIT, A vE—VEB VA NVAGEE L TR SNET,
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

[#{EA—IL (Incoming Mail) ] R—

X2 VT A BHT T4 T AD [%15 A—/V (Incoming Mail) 1> [ L7R— b (Reporting) ]>[5
1§ A=/ (Incoming Mail) | X—ICi%, BENRD ¥X 2 VT 4 BT 774 7 v AT SN T
WHTRTOYE—RNKRANDY TAEA DMEROA XTI T 4 TR VR—IRERENET, ¥
AT DCEFA—NEEEFELTVWDLIP T RLA, RAS Y, BEORy bU—7 A—F— (k) o
BWENETEET, o, A—AEEBHEOIP T RLA, RAL V| MOV T, REEFE T
Ty ANVBBREFRITTLHILHTEET,

[%1§ A —/L (Incoming Mail) | X— ik, 2 2OXEEREI v avnbeEd, 2F0, EXE
H (BEAYE—VORHEI Y = AvE—VOARFTLD) EELDIEA—N FLUR TTT
Lo [ZEA—VOFEM (Incoming Mail Details) | A >4 777 47 T—7 A TY,

[%f5 A —/L@FEM (Incoming Mail Details) ] A %7277 47 7—=7MZiE, HEDIP T FL A
RAA L Elidxy V=7 F—F— (Jlfk) ZOVWTOFEMIERPERINET, [ZXEA -V
(Incoming Mail) | X— Ei3fthod [X(EH 7 7 7 7 4 /L (Sender Profile) | X—® LIz H 5 %t
TR s RS v sFHE IPT RLA, KA, E1ld%y NI —2 H—F—0 [REET
1 7 7 A /L (Sender Profile) | ~— 27 7 EAT&EET,

[%18§ A —/v (Incoming Mail) | X—Y Tk, ROBIEEFITTEET,

o X2 VT 4BEHT IIAT LV ACEFA—NEEELIEA—NEEEDIP T FLA, RAAL L,
FloZry NU—7 F—F— () BT 2MBEEITT L, MBI 27277 478
T A= LAR—F X—=) (P4-6) B LTI EEI,

o EKEFEIN—T VR—b2RRLT, HEDKEE I/ N—TEBLIOA— N Tun—R)— T2
/5/ o THMAEET=F T D, FEMZONWTIE, [[FEEH 7 V—7 (Sender Groups) ] L
— bk =) (P4-23) 2L TSN,

o BIA—NETTITAT 2 ATHEE LIEREROFMARMEHEREZERT 5, MatlF®iZ
Fal7g =R GETANE Y T TUFARL TUFUANARE) ZEoTT
0y INTEAyE—VOEREENET,

°'7V?XNAiﬁ;f7/?74ﬂO<t%n)?%ﬂ”ﬂﬁﬂiiofwﬁéfwijk%@xNAi
I ANAREF A=V EEE LEEEEINCY— T 5,

e SenderBase L 27— gy —EREMHEHLTHEEDIP 7 FL A, RAA ., BXUHEEOR
DOBRO ST 24TV, BEHFICHEHT 2HEHRE ST 5,

o E[EFED SenderBase LYo — g AaT, RAALUNREITIC-HBLEXEEISI NV—TRYE
SenderBase L B =7 —vay h—EANLEEEICET 5 EMEIET 5, BEEEZREES
N—TBINT B,

o TUTFANRLERIFT VFUANRA X2V T 4 P—ERIZELSTHESND, KREDANLE
TXUANABET A=V EEE LI EOEEHE IOV TOFEMEHRZ ST 5,

[2{EA—JL (Incoming Mail) ] R—PADE 21—
[318 #—/L (Incoming Mail) | X—JIZIE, KD 3 2O =2—0HY £T,
e IP7 RLX
o ALV
s Xy b= FA—F—

INHEDOE2—TlE, VAT ACERINTZVE—F RAMDODRF T gy b, BRLEE 22—
DarTHANTREINET,
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| 4%

PREFBEF AL £F2UT1 LR—T1 T OERA

[Z{E 4

GE)

I 5T, [ZfE A —/v (Incoming Mail) | X— D [ZE A — /LD (Incoming Mail Details) ] &~
T3 /'C . [EEHIP 7 R X (Sender’ sIP Address) ]. [ KA A 4 (Domain name) ], F£721%
[%v FU—2FTEENEH (Network Owner Information) 1227 UV v 745 &, BED [REET 1

7 7 A WEH (Sender Profile Information) ] #HfF T& 9, [#E&EF 7 n 7 7 1/ (Sender Profile)
] DIEBOFEMICOWNTIX, T[EEE 7 77 7 AL (Sender Profile) ] ~<X—) (P4-20) #&M L T
72E0,

Ty P~ F—F—F, RAAS LV EELT T 4T 4TY, FXLAF. IPT RL 22T
T 4T 4 TT,

BIRL7-E 2= C T, [ZEA—AOFEM (Incoming Mail Details) | A > % 7277 47 T—7 /L

2, BFA N EF2VT 4 TTIATVATRESNIZTRTONRT Y v 7 JRAF—ZEFA—/L

EREELEEMIP T RLR, RAL Y, 03Xy NV =2 F—F—nRKRENET, 7T I74T7
WCASTETRTOA— LD T u—%FT=4 TEET,

IP7 RLVA, RAALY FREIRY NIV—2 F—F—% 7 Vv 3D, [EEETa 774V

(Sender Profile) | X—Y OFEEEDFHEMZIT 7 A TEET, [EFEEHE 27 71 /L (Sender Profile) ]
—VIIREDIP 7 RV A, FAAL U EIRy N =2 A—F—IZEA D [ %5 A —/L (Incoming

Mail) ] X—T T,

EEEINV—TO A= 7a—iFRIZT 7B AT 5%, [%1E A —/v (Incoming Mail) ] X—T D

THEZH D [EEH I/ V—7D LR — b (Sender Groups Report) | V> 7% 27V v 7 LET, [[#£E

#7 NV—=7 (Sender Groups) ] VAR—k =] (P4-23) 2R LT X0,

—JU (Incoming Mail) ] R—CTOEFA—IL A vtE—CDHEE

[%1§ #—/V (Incoming Mail) | X—Y TLR—FEINDA v =T, ROLIITHEINET,
% 45 [Z{EA—JL (Incoming Mail) ] R—COBEFA—ILDOHhTITY

AF3Y B

LEaT—vay 7402 EDEL HAT RY =2k TT7r v 7 SN T_XTOERKIC
(Stopped by Reputation Filtering) BiERE ((HEA—N AvE—VDh Ty Nk
(P4-13) 22/ 2HT-boI, ZEEOAT Y MY v
T EoTT7 vy 7 SNTTXCOZEEHEMNZT-E,

[VEaT—v a3y 74 ZIZKDHEL (Stopped by
Reputation Filtering) ] OfEIZ. RO DO EHFIZILSNT
RHENET,

o ZOEBEMNLD TFREINZ] A vE—T DK

o HEESNT. E7IE TCP A Ok (B IR
SNET)

o HERZLDA Yy VRITHT DA DR

TFIAT VACEWVARENT BN THWAEE, EHSh
TG D ERE I e REE B CHEFFCE /A, RV IC

HEE S EREIL, A 2=V O RKEEEZITIC
LTHERFSNET, ZOGE, BaREINAHEIT TR,

DFEVDORLLELZOHEDA vE—UNHIEI NIz ERIRT
xET,

50725 15% (Invalid Recipients)  |1EK? LDAP HiEIC L o> THE SN T RTOEF A —/b
ZEFERITT T D RAT LK ZE N AT,
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

% 45 [Z{EA—JIL (Incoming Mail) ] R—CDEBFA—ILDATI) EEE)

ATV B

AR5 A=K (Spam TUF AN AF v m U THME, ERI3RVHY &

Messages Detected) LTREEINTEA vE—VORE, 612, ANAET AL
AZD ST THMEE B Iz A > 2 — Y OREL

TANVA A yE—UBRH (Virus UANAGVETZIR AR A TIE RN e Sz A vy E—TV D

Messages Detected) BB LOHEIE,

ATV T4 NFITEBELER AT T4 NFITE o THIEShTE A v E— VDRI,

(Stopped by Content Filter) TR RKERTCA vt Ty RS P A ERTX

HgE. TOVLR—bDaryT Y 7 4 )V FERIZHT S
A=Y NI XU TOFMERRT HITIE, ROFW
FroYV 2% 7 )y 7 LET,

=TT Ave— RER~—lrT 407 Ayb—VEBHEEINEA Yy E—T

(Marketing Messages) OBBBLOEE, ZO0X—=YDZ0U X NERIZ, VAT
D~ —=TT 4 7 T= 2 PFEL TV DL EITET R
SNET,

EFERAE—U%E (Clean ZITANBIL, VANVATHEANLATHERNWE BRIk

Messages Accepted) A=)y ZEEFRMOAX Y T 7 ary (fixDA—)L

R —TURINIHH LI Ay E—URE) 2BE L
LEIIRESNTZZ Y = Ayt —VaRbIEMICE L
bOTY, L, ARNAGHEELZ YAV AGEE WS
Y7 T ONREN ENTHORES DA yE—DITD
VP ENRNED, BUME SN DEED A v —UHILY
U= Ay =V e TR DREENDH D £,

GE) AF vy TERVWAyE—VERERSIEINIEA vy —VZEETLIRICT VFUANAREL
Tolelmt, ThoDAye—DF, VAARGEE LTTIERLS, 7= Ayt —U L LTER
SNET, TRUNDEEIT, A vE—VEB VA NVAGEE L TR SNET,

IHIZ, AvbE—=URAXot—2 T a5l —K L, 74NE2 Lo TCReyXEnkty, Ny xR
ENTZVLTOVARVWES, 2V —v R Ave—UL LT bRLEYT, AvE—Y 740 %Ik oTHR
oy 7ENEN, NTUAENTEA =V, BREICEEREE A,

BEICEoTE, WS ONDLR—F X=VIZ, Py T L_XAOR—=UnET 78 ATE LME DY
TUR—IDPEEEEINDIZERNHVET, 2L 2E, EX2 VT 4 FHT T ITA T AD [%ZFA—
v (Incoming Mail) ] VAR—h X—=UTiE, fADIP T RLA, RALY, BELORyY hT—7 F—
F—DERERRTEET, ZNDOEF [ZEA—/ (Incoming Mail) ] LAR—k R=UNBT 7 k&R
T&5HTN—=UTT,

by 7L R—= (ZOEHAIZIE [/ A —/L (Incoming Mail) | VAR— k <X—) OF RiZh 5 [
Fil AT e PDF (Printable PDF) (Vv 2 %27V v 7325 L, TNHOKT T LR—h X—YOER%E,
1 2OMELVHR— MIAERTEET, [[A—L LAR— K (Email Reporting) ] X—Y D% (P.4-7)
DOEEREREZRL T TEEW,

[ A—/v (Email) ]>[ VAR —F (Reporting) ]>[%15 A —/v (Incoming Mail) ] ~=—IZTiTk?D
Ea—2obET [IP7 FLA (IP Addresses) ]. [ RAA » (Domains) |, FXiE [y hT—7
A4 (Network Owners) |
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| 4%

PREFBEF AL £F2UT1 LR—T1 T OERA

4-2 [2{§A—JL (Incoming Mail) ] R—C : [IP 7 FLR (IP Address) ] Ea—
Incoming Mail: IP Addresses
| BP Adreiiai | Danans | Metnark Ouid)

X Bary T 38 58 s IT dpe 2827 85,40 [5MT)

Tap Senidres by Tabal Therat Hessmges

Top Sendees by fleas Hessages

Hralziss I | 1w DRE SFY | 1w

st s ptarrarion [l o CRVE R Y B
Tavmotcam | s LR P
Yatyroam | FLE CETEIYEE LY 1Y
Shatpcticam | 7LIG LREERLLETLY 1
IMBaiynci am | MU TR E AT
Zarvndiesm | @1 C STETE. TR
asiieam | mm LU FRERTRE Y
Sarnat.oem | m i, 30218
ot cam | s I FFRTERTIR Y
] T LY LT ' [T R T
[T HEdSAORE
Eapart Expart

Iagafmisg Hail Details B

fR sregped
B Sappead [
[ EERAAEN | 8 Invald T - L o t|  Teu
Serater 1P Riddoia (e Afesmpled | Fltewura) (F) | Bocgesetc | Daleclsd | Belecled | Fllsr | Thoesl  Makohsg | Clesn w
o A A 1l i 14,30 frigTs 1 dd 4 & & Ha
A0 0098 50 | B B ek sy 11t & ] 11 & 3 & ™
12 179204 48 | T8 D04 bnprchs oo 114 ] 4 12 E: [ Bl ] L
1S9 134, 102.73 | .04 133 P auprchi com 111 ] 1 12 ] ] ] L]
32 5,470 44 LETFTT R 134 & i n o N E ] [
CEEETE LT 10,78 118 & ] I n FL & M
LIRFEEELT] 38 Pty oo L ] L B o a2 * b
;28 52,98 100 | .57 50 18Lawpechi com Y ] L] 4 ] L ¥ ] L]
1ot 730 208 < T3 28 B cem 111 ] 1 4 o ) ] ]
2161 404.0 | . 168 E04 Anegnchs com 0T ] 4 H [ ] ] i
Codsrmad... | Fapart

[%ZfE A =DM (Incoming Mail Details) | A v X T 77 47 T—TNMIEENDT — X DI
DONTHE, [[ZEA—VOFEM (Incoming Mail Details) | 7—7 /v (P.4-20) #ZL T ZS0,

ZoFITIE, [ RKAA > (Domain) | B —RBREINTWET,

[%18§ A —/v (Incoming Mail) 1 X—Y 75, PDF 4K L7=Y ., raw 7—% % CSV 7 7 A VT 7/
AR=PLIEDTDHI b TEEY, 77 A NEHRE T 2R = b4 2 FIEOFEAIT OV TR,
[ A—/ LA—1 (Email Reporting) | X— O] (P.4-7) 2R LTLIEI,

[%f5 A —/L (Incoming Mail) ] LAR—F X=Y DR 7V a—LRESNZLVR—F2ERTEET,
B A= LR—RDRATVa—LRE] (P4-56) 2BRLTIEIW,

[ FAA UiESRMNBHY EFEA (No Domain Information) 11 >4

EX 2 VT4 ERT I IAT U AERHR LI DD, ¥T/VDNS Iy 7T v THRIECTERN-T2 R
AL BHRAL Y [ AL ERPH Y £ A (No Domain Information) | (2 HEIFJIZ/E S R
FT, TNOLOFMEORIESNRNAA M| BREHEORIEICE > TED LS ICEHT 20 &M TE
F7, FEEOHRIEOFEMIZO VWL, ZHEHADEF AN X2 VT4 TTIAT LV ADT =27
NEFIEF L FA Ly ~VTEBRLUTLITE SN,

[ERENTZT A7 4 (Items Displayed) | A== —%MH LT, U R MIERT HEREE O A BRIR
TEET,
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

A=) ML Y R T35 71281 B EMERE

AADIT TR, SESEREDANSHRNLTRATEET, ALF—FOR, B, A, BLO
EQEa— g BRTEET, F—sE AL LTE=H ) 2 7 SRTOEOT, [FBILEMNICE
FEN, F—y =2 T ESNET,

FERIREE OFEMIC OV TIE, TR — FORRFE ORI (P3-4) 2L T ZE0,

[ZEA—ILDFH (Incoming Mail Details) ] 7—7L

[31& A —/L (Incoming Mail) | X—Y D FHIZH DA X T 7T 4 775 [ZEA—/LOFEM
(Incoming Mail Details) | 7—7Viid, BLA— N X2 VT4 TTIAT VA LORT Y v Y
AF—llE RIS N IS EENRRINET, ZOT—7MICiE, @RI 2 —1ZE ST, K2
A IPT RUVA, EloidRry NV —7 F—F—nRERINET, 7—4%2 /= THIZE, #T7 4
RHLE7 Vv 27 LET,

ST DNS b 2 T FHRFETTHZET, VATAZIVE—F RAFDIP 7 LU ADIEY M4
BEBIOKIELET, 7LV DNS Vv 7 7 v 7 BIOEEERIEOEMIIOWVWTIL, BFA -tk
X2 VT TTIAT VADY =2 T VERIFAF T4 ~VT SRl T EE,

[ 3218 A —/LDFAN (Incoming Mail Details) | 77— 7V DRWIDO AT b, FIT [BEA vE—V DRk
{574 AL (Top Senders by Total Threat Messages) | ICERSNDEEFEE, 2FV Ry hT—7 F—
FT—=  IP 7 RLRAEIZE FAAL AZONTIEL, [¥E#E (Sender) | 7T [ RAAL VIEERRH Y £H
/v (No Domain Information) 1 V2% 7V v 7325 &, RMEFEOFHMERNBFTRINET, BRIT.
[#fEFHED7 17 7 A /v (Sender Profile) ] X—IZHRR I 4L, SenderBase L a7 — g $—t
AMBDY T INEA DERBEENET, FEET 0T 7 AN X=Unbld, HEDIP T FLAFER
IRy hU—7 A —F— T 252 R R TEET, FEIC OV T, [[HMEET 7 7 AV
(Sender Profile) 1 <—v) (P4-20) #ZH LT E&EW,

[%f& A —/v (Incoming Mail) | X—Y D FEIZH D [FEE 7 /V—7 DL AR— 1k (Sender Groups
Report) |27 U v 7 LT, [#[E&H /L —7 (Sender Groups) | VAR— h2HERTDHI L TEET,
[#fE#& 7 v—7 (Sender Groups) ] LAR— h =T OFEMIC OV TiE, [[#5FH 7 v —7 (Sender
Groups) ] UAR—k =) (P4-23) 2B LTS,

TIRAMBRTA Y E—Y NI F T T—FERRTEDLHA, 2OVR—b DI T Y 7 40
ZERICHT DA vE—Y NI X T OFEMERRTHICIE, BEOFWESZOV 27270 v 7 L
£,

[EEEFETD T 74JL (Sender Profile) ] R—

[ %1 A —/L (Incoming Mail) ] X—3 T [%{5F A —/L DM (Incoming Mail Details) |1 > % 77
TA4T TTNDEEEEI Y v T DHE, [FEE T 2T 74 (Sender Profile) | X—UNRKRI
NEF, 22 BEDIP T FLAL FAS Y @3y bU—27 F—F— (k) OFMmE#
DERAINET, [ZE A=/ (Incoming Mail) | X—T F/ 3o [EFE T =7 7 A4/ (Sender
Profile) | X—IWZHorxtedT 2V 2% 27 Vw7 35E, IPT RVA, ALY Elidxry hT—
J F—F—0 [EEF v 7 74/ (Sender Profile) | X—JIZT7 /B ATE T,

Fy P2 =T FALEEFLR T 4T 4 TF, FALAT P T R A EGiexy
T 4T 4 TY,

IP7 RLVA, RALVBEIO®RY hU—2 —F—ICH L TRRINDIEEE T 77 ML =V
X, 20820 FT, ThZROR—VIE, BEOEBENLDOEREA—VICET L7 7 78X 0
V=T —=TNAPREENET, FT7T7DOTFTORIZ, F#MEHCHEEMTONT FAL CFITIP T L
ANRERENET, HL2DIPT FLAD [KEE T 77 7 A/ (Sender Profile) ] ~<—IZ, FEMl7e
UAMIGENERFA), [EEHET 27 71/ (Sender Profile) | X—II2iE, ZOEFEHEDOBED
SenderBase [F#t., EEH I/ NV—TF#HR, BLOxRy NV —JFREZE0FEHRE v a b0 ET,
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| 4%

PREFBEF AL £F2UT1 LR—T1 T OERA

Ry NI—=2 F—=F =TT 7 X=VI2FE, Xy NV =2 F—F— BLOZOXRy MU —
7 A —F—ICHET D RAAL RIP T RLAICHET HERPEENET,

AL TuT 7 X=VZF, ZORAASLBIOZO AL CCHEET S IP 7 KL RIZH
THHERNEENET,

IP7RLAR Za77A40 R_X=J2%, IPT7 RLAORICEAT AEENGENET,

% [#E& 727 7 AL (Sender Profile) ] ~=X—iZiE, =T O FHOBEDERT — 7 MZRD
TEANEENET,

SenderBase fHlith —E AN 6D 7 v — UER, =& 2. ROEHRTT,
— IPT7TRVA, FAAS A, F3FR Y FU—7 F—T—

- XY NU—T F—F—Oh 7Y (Ry NU—T F—F—DH)

— CIDR % (IP 7 KL ADH)

— IPT7RVA, RAAS L FEFXRY PV =2 A—F—O R~V =F 2 — FEB LU H HAL
~J=Fa—F

— ZOEBEPORNDA v E—VE2ZEFELTHLOBRK

— WEOFREE I N—TL DNS PRAES NI E I D (IPT RLVREEES v 7 7 AV =
D)

HHEAM~Z =F 2— Fid, B 24 BRI AL VR R ELEA v =Yoo BT, #iEL
WETDEDICHAEND Y b & — 27 —)LEFEEEIC, SenderBase ¥~ 27 =F = — FiE, 10 ZE L
Lkt AEE R L CRIE SN D A v =V BORERMN T, BEORKHEGRMET 10 (25 E
ENFET, ZhE. HROBEBFA—NL AV E—V0BICHY LET, ZOXEABAST L7285
G, 7T =Fa— KD 1 RS2 b EFIE, EBEOED 10 fF8IMNCHEYS LET,

ABL~ 7 =F 2— FiE, Eif 30 HRIZHEESNTZEF A -V ORIZESHTEIGNRE SN
RERWT, HEf v/ =Fa— FERUCFEZEA L TREENET,

- ¥ T =Fa— K (IP7T RLADH)

— MREBENLBOHOE IPT LA a7 7 AL X—=TUDH)

— Bonded Sender A7 —4% A (IP7 KLVA a7 7 AL X—=T D)

— SenderBase §lffiz =7 (IP7 KL A a7 7 AL =Y D)

- BHIOA =Y PODORB (XY NI —7 F—F—L RAL 2 TaTy A X=YDHR)

- ZOFRY NI—J F—F—IZH#ET L RAL D (Ry NT—F F—F— Tuardr A

NR=VBLORAAL L T T 74 X=T D)
- IOy NI—=T F—F—=DIP T FLADEK (R NIT—F F—F—Tua7r7A L X—=
BXORRAAS Yy TaTdr AL X—=DH)

— BT A—LORGBIHEHESNEZIP T FLADH (R hU—2 F—F— _X=TD%K)
SenderBase FHlih — BRI Lo TREIN A TR TOHFRE R T X— V2R RT HITIL,
[SenderBase 75 OFEM{EH (More from SenderBase) |27 U v 7 LET,

DRy NI—20 F—F—lXoTEHIND AL UBLOIP 7 RL AT 5EMIZ. 2y
=2 F—F =TT 74N X=VZETRINET, RAL AN IP 7 R LRI 554/
T, RAAL Y R=VIZERrINET,

RAAL Y a7 7 ANDR=IUNnS, BEDIPT FLAZ7 Y v LTHBEDERARTITLZL

b

T 77 A NDR=TERRTHE L TEET,
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. F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

4-3 >y bI—9 F—F—OBREDER

il

ent Information for EXAMPLE OOM

Current Infarmation from SenderBase & miy mepe| | Sender Group [nformation o o doepos|
Netwark Cwner Category: NSP
Daily Magnitude: 7.8

Menthly Magnitude: 7.5

Last Sender Group: UNKNOWNLIST
Cays Since Fired Message from Uns Nebeark Cwrer;

== gays
Humber of Domans Assooated with s Neltwark Cwer; 1,928
Numbrer of [P Addresses Used lo Send Mad; 3.7M

Mare from SenderBase LT Add to Sender Group...
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| £48F FHREFYHEFA—ILEF2UTq LKR—TFT1250ER

4-4 [#{EETO I 74 (Sender Profile) ] R—

Sender Profile: 34asyncfs.com
Printable (FOI)

Time Range: Day -

26 Apr 2017 500 t5 27 Apr 2013 05:29 (GMT) [raks in Gme range:100.0 % complete

Incoming Fall from this Sender Domain

o Messages by Cateqory ¥ Messages
4 B stopped by Reputation Filkering 0.0 L]
48 : topped a5 Invalid Recipisnts ERLS F )
i = I
ml= . . M Eparm Delacted 16.2% i3
1 =
10 I W virus Detected 0.0%, a
24 stopped by Content Filker &4.0% n
18
Clean T5.5% 558
12 |
" Total Attempted:  100.0% a9
o =1 1 L |
(] (F 130 0100 05 Connections by Category
Cxport... ﬁ.-_F_.-:Nl 0%, 0
Aocepted 100.0%, i
Total Connectinns:  100.0% ans

IF Addresses @ m

Ttems Displayed 0

Stopped Stopped
by Stopped by
Tatal Repartation a% Tnwalid Spam Wirus Contenk | Taotal
Sender [P Address Hnstnamn arternpied Filtering (7) Recipients Cretrcted Detected Filter Threat Clean =
SaHEEELAT0. 212,34 | L T02L2 B as pneds.com 6 o L} o a o o &
3 g el R R o B0 B0 M Az yncfs com 1] w Li] o i) o w 14
2.12.11.24 120113485 pnefs .com 4 m n n 0 n m 4
2467192, BT M asvncfs .com 4 w Li] o i) o w 4
fa.4r.1.34 9421, 3asynefs.com 4 m n n 0 n m 4
66.178.176.34 v T B ATE, 3 as pncds oom 4 i) 1] ] ] i} o 4
coffoLE. 1ad 5 ... 144 99, M asvncfs .com 4 w Li] o i) o w 4
effffz24.2 5934 .42 59, 3 asynofs .com A m n n 0 2 4 4
il 24.2.135.3H v 135 8 et com 3 i) 1] z ] i} 2 4
B 3 g e R AT L FR1A% M asvncfs .com 4 w Li] o i) o w 4

Colufmng... | Export..,

[E{EFJ I —T (Sender Groups) ] LiR—k R—

[#%{F& 7 v—7 (Sender Groups) ] VAR— h X—=IF, F#EHEIN—THEBIRA—L 77— K
=T va o0y <) —z2R{M L SMTP #itl L OA—1 7 — R =D L Rz
MR TED LT LEY, [EEFEHEI/NV—TI12L D A—/L 71— (Mail Flow by Sender Group) ] U *
MZIE, FERFEIN—TOEEBLOERENRINET, [A—NV 77— KR —T 7 aril
X 54kt (Connections by Mail Flow Policy Action) | 77 71, A — 7ua—RY— T 7=
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

VOO E G ERLET, ZO—IZi%, Host Access Table (HAT; "A b 727 & A T—7 L)
R —OFHMEOMENRENET, HAT IZET 25> TiE, B AL X207 4 77
FTATUVAD=aT VERIZAF Y TA v ~VTEZSRLTLITEE N,

[%f5#H 7 v —7 (Sender Groups) | VAR— bk N—T &2 HKRTBI121E, [3%15 A —/L (Incoming Mail)
JVAR—=F X=POTFHIZHD [HEH I NV—TD LR — 1 (Sender Groups Report) | V> 27 %27 U v
7 LET,

4-5 [%{8&J —7 (Sender Groups) ] LIR—k R—

Sender Groups

Frintable (FOE)

Time Range: | Day w

25 Apr 2003 19:00 10 26 Apr 2013 19236 (GHT -07: ()

Conneclions by Sender Group @ Conneclions by Mail Flow Policy Aclion & X0 TR

15.0%
ALL e
LN MO T JAd Ok H3.0%%
HLACKLIST L
suseEcTusT [ ) Acenpt (RS 0%) Rejnct (15 0%)
o A1 Ol 000k F'Hrll'.-"l'. ok
Laf PR

Hail Flow by Sender Groop
Sendar Graup W% Connechions

ALl 20.0% 3428k
UEROAWNLLST 0.0% a0k
BLACKLIST 15.0% 129.0k
SUSPECTLISET S.0% 430k
Toelal Incoming Conneclions 100.0% B&0.5k

[#%fE# 7 v—7 (Sender Groups) ] VAR— k =5, PDF 24K LY, raw T —4 % CSV
T7AMIT I AR—= P LIZDTHZLHTEET, 77 A NVERIMELIZTZ AR— M2 HEOFE
AZOWTIE, [ A= LAR— b (Email Reporting) | ~—Y O3 | (P4-7) 2R LTS,

[%f8# 7 /v —7" (Sender Groups) | ViR— Kk R—=YDAF Va—LFEEINZLVRA— M EERTEE
T, [BF A= LR— DAY a—ni#&iE] (P4-56) #BRL T EE,

[i%£{E% (Outgoing Destinations) ] R—

[ A=/ (Email) 1>[ VA — 1 (Reporting) |>[i%#{55 (Outgoing Destinations) ] ~<—IZid, k%
WEFA—NVEFRET DHED RAL VZOWTOFRPRRINET,

[#%15% (Outgoing Destinations) | — V%A LT, ROFEREAFTEET,
o BIA—NEX2VT 4 TTIATVANEFA—NVERFET D560 FAA
o BHRAALAVIZEEINDBETA—NDR
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| £48F FHREFYHEFA—ILEF2UTq LKR—TFT1250ER

||
o JU—r, ANRAEME, EliFar T Y T HIZEBIED A —LOEIE
e BESNTEAYyE—VBRIUSEY =N s THA— AT U 2RISR A v E—V D
4-6 [#—JL (Email) ]>[LHR—+ (Reporting) ]>[i#{85% (Outgoing Destinations) ] R—

v

OQutgaing Destinations
Priritable (POF}

Time Range: 50 days -

27 Jan 2013 00:00 ke 27 Apr 2003 01:57 (GMT -07:00) Data i bime range: 34.74 % complels

Top Destinations by Total Threat Messages o Hy Reparts Top Destinations by Clean Messages o My Reports

EOMTEhD COm Az ddcom [ mum
orcetcon W S =TT
'] o0k adhOk G000k BDO0.Ok ] 4.|§M l.D.M 120k
Messages Messages
Expart... Expart...
Dubgoing Destinations Delail @
Liestinaton Messages Coelivery
Ciestinatian Spam Wirus Stopped by Tatad Total Hard Total Messages
Crarmain Detected Dietected Contenk Filter Threat | Clean | Processedw Bounced | Deliverad Deliversd
enampked com ] 422 Ak o 422k | BAM .3M B.9M a &.8M
AT Com o J0.0k 1] qnok 1.1M 1.1M 1.1M (L] 1.1m

Columng... | Export...

WD U A RTIiL, [#%5% (Outgoing Destinations) | X—YOIFIEREZ 3 VIZHOWTHAL

ij‘o
= 46 [#—JL (Email) ]>[LR—F (Reporting) ]> [¥%{E% (Outgoing Destinations) ] R—
PAOE ]

N7 B B

BE®EE (Time Range) (FAYZFHY |1 ~90 B E/- 30 2% AR HEHBEREETED Fuy 74

v YABM) v U AR, BERIHEIPEOFM & KO =— XA b h A
B A RO TIE, TVR— ORI O (P.3-4)
EBRBL TSI,

BEAvtE—CDREELELL (Top FREIC Ko TEESNTZRELEBA v E—Y (AL TV

Destination by Total Threat) FIANARE) OEOSEHE RAL Y, 2T T 4L
Zh NV T—=LTEANRAGEEZIT T A VARG A >
t—TEET, BEA vV ORI,
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

& 4-6 [#A—JL (Email) ]>[L#R—F (Reporting) ]> [i%¥{E% (Outgoing Destinations) ] X—
COFEM (EE)

o3y By

EREGAvE—SDREELLEL (Top ML > TSN Y =2 RBEBRBA v E—V 0Dk

Destination by Clean Messages) DS R A A

EEEDFHM (Outgoing Destination  [fHHRIC L > THEESNTZTRTORERX v EB—I D565 B A

Details) A TS REEELINCY — b ENTT N TOFEMIE

W, FEMBRICIIBE SN AL, YA LR, T Y=

A=V EREGENET,

TIRBAMERTA =Y VT vF T T —HE2ERTX

YA, TOLVR—=b DT Y T 4 VA ERICKT D

Aoyt —Y NI yX U T OHMERTT DI, BOFNWE
B0V %7y LET,

[#%15% (Outgoing Destinations) ] ~X—7225, PDF 24 L7V, raw 7 — X % CSV 7 7 A /L=
JAR—=FLEDTHZELTEET, 77 AV ZRHMEIZT 7 AR — 25 HEOFHEMIZHONT
%, [ A=/ LAR—F (Email Reporting) ] X—Y O] (P4-7) 2SR LTI ZE0,

(F) [%f% (Outgoing Destinations) ] N—YDAF YV a— @ ESNELVER— MaERTEEd, (BT
A=V VIR=F DAY a—NVBiE] (P4-56) 2R L TIIZEW,

[ZEE A vt—U%E®E (Outgoing Senders) ] R—P

[ A=/ (Email) ]>[ VA& — bk (Reporting) >[5 A v —T%(EF (Outgoing Senders) ] ~—
WiE, Fy hIT—=ZAHNDIP T RLABLORAAL UDLEESNTEE T A VO EEEIZONTO
BHRNFREINET,

[#fE A v E—V%E#H (Outgoing Senders) | X—V &M LT, ROEHREZAFTE ET,

e BRULESDUANVAERLFANLGMEDOE S A—NVEERFLIZIP T FLA

o RLBEEICaLTUY T4V EERN)H—LIZIPT RL X

o BHLELDA—NERETDLRAL Y

o FUENFITINHFT TR I NT= 2 EE ORI

[#fE A v EB—V%EH (Outgoing Sender) | X—V AR FT HITIE, ROFIEEFATLET,
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| 4%

PREFBEF AL £F2UT1 LR—T1 T OERA

4-7
Senders) ] R—2 (IP

Outgoing Senders: IP Addresses
[ Domans | 1P Addresses]

[#A— (Email) ]>[L#R—F (Reporting) 1> [#EA vE—U#{EE (Outgoing

7 RLRERTH)

Fordatle [FOF)

Tne Range: Day -

26 ApF 201F 02000 ta 2T Apr 2013 G348 (CHT -0Ti00)

o Fly Egart

Top Semders by Tolal Theeal Messages

ouina0l [ |
200l 14T | 1L

P00 247 [ T
0oL I R

200157 I
2ouL20d I =

2001:: 33 | T
om0 [
2001z 560 N 1

L Bk _ T
2 1 1) a8
Hbgtagat

Expan..

Sender Detaily @ o by fmperta |

Sendar BF Spam Virus Sinpped by Siepped by Tl Total
Addrenn Houlnars Dwtected Catacted Cenbar Filar oLe Threat | Chean | Meisageir
o081 g, OO - L ww it g ] 8 ] i k4 143 200
00147 s 20O LT e gl Lo ] 111 ] -] 111 ar 138
b B i [UER o Bk B LT T L] 1x L] -] 1¥ am 7
T80 1T s, DO - U T T e nals oo ] Ll n -] L] a5 )
F L] GUE.PDBL: TR ey, o [ 4 [ ] PR ] 1m
000 14 GUELZDEL 2 s Ryl [ w [ -] w n i)
T T PR (& BE R EFE P e [ 4% [ 1 Lo B 4
PP FOLE o B ER L Y o L ] LI 1 123
F Y] GUS.ZDTLE 8 LaE i A o 15 u L] FER T 1y
DoLIILEY QUE.ZDEL 2L ER ATy nels oM ' ¥ U L] | s 118
Lk ... | Expart

DIAta in time FARQE: 100D % Eomplete

o My Hepset

Top Senders by Clean MHessages

FLTTEIE TH s N 1T

2000::93 | 1%
R 1%
2000 | 1w
00040 | 147
EITRCHC R T —
2008::118 | [ 3]
LR PR 1 &r
2000125 | 18
0081263 | 18
] £ i 1&2]
Magsages

EXpErL.

Merne Deiplaped 10 =

[#fE A v E—V%EE# (Outgoing Sen

ders) | DFEEITRD 2 IO E 2 — CEATE ET,

e [RAA Y (Domain) 1: ZOE=2—TIEL, HF AL VDO EEENTEFA—NDOEERRTE

£7,
e [IP7 RL A (IPaddress) ]: 2D

Ea—TiE, HbELDUVANA AvE—V%EE LN, F

IR b ES DTy T4 NEE NI H =L IP T FLAEZRRTEET,
WDV A FTIiE, [%F% (Outgoing Destinations) | X—Y O O 2 —DIFSEhtE s a v

WZOWTEA L £,

= 47 [#—/ (Email) ]>[LR—F (Reporting) 1> [#E4vE—U#%EE (Outgoing
Sender) ] R— DM

toay H7L]

BB (Time Range) (FAY 74D |1 ~90 A E/ 30 A% AR EHEHMERRET TS Fuy 74

Y URE) vy U R b, RO & EEEO =— X h bW A

B2 A RNZHONWTIE, LR — hORFf&EMEOER ] (P.3-4)
ZHRLTLLIEE N,

BEAYE—VUDEFEELL (Top
Senders by Total Threat Messages)

FRBNORBEB A v —Y (AL, TUyFUANVRR
E) O FEMEEZE IPT FURBIEFIZ RAAL R,
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

& 4-7 [#A— (Email) ]>[L#KR—F (Reporting) 1> [#EA vE—U#{EE (Outgoing
Sender) | R—TDEM (&)

oay Bk

EELZAvE—COREELE (Top FREN TR SN V=V R REA v =20 Bk ER

Sender by Clean Messages) (IP7 RLVRBETIZ RAAL R,

#EfEHEDEM (Sender Details) FERENICE > TEFESINTZTRTOREA vE—VDOEREE

DT XTOFHMER (IP 7 FUARBEIZRAA LR, 3%
MEHICIIRE ESNTZARL, UANVA T Y= A yE—
VIR EDEENET,

T O BAMBRTA v — NI ux o/ F—FAFRTE
LA ZTOLR—FDODLP BLRa Ty 7 4 V4%
KIZHT DAY= NT7vX U T OiEMEZRTRT DI,
FDOEFWEED) &7 ) v LET,

(GF) ZON=VILE, AvE—VEEICETAERIIFRTRINEEAL, FEDRAAL NDLDONRNT U AEN
A=V EORERERE BT I, BURBF AN X2 VT4 TTIA4T VA
o7 4L, [E=% (Monitor) ]>[XFLEAZT —% 2 (Delivery Status) ] &R L £7,

[#E A v E—TV%EHE (Outgoing Senders) | ~2— 225, PDF 24 L7V, raw 7 —# % CSV
TrFAMITEI AR= LIV T Db TEET, 77 A NVEARIEITT 7 AH— b2 HiE0z
oW TiE, [ A= LAR— b (Email Reporting) | — YO | (P4-7) 2BML T EEW,

GE)  [#EA vEB—V%EHR (Outgoing Senders) | LiR— bk R—=Y DA Va— LR ESNTZLE— &
AR TEET, BT A= LR—FDRZ Y 2a—LRE] (P4-56) #BRLTLEEN,

[AE1—4 (Internal Users) | R—

[ A=/ (Email) ]>[ VA —F (Reporting) ]>[ANii=—4 (Internal Users) ] X—IZi%, &7
A= TR TSN =PI L o TEZESNTZE LA — VIOV TOEFERPRRINET, 1
AND2—=PPREHDOET A=/ T N AZF> T EERH Y £F, LA-FTE, EF AT
ReaBngELHohERTA,

[N~ —¥ (Internal Users) | A > % 72T 47 LiR—h R=V&HHATH L, kDL D RIERE
BoEET,

o HKLEL DAEEA—NEEE L2 —H

e RLEL DI —VEBETA—NEZE LW

o HRLELDANRLEZE LIza—H

s FEDaLTUY TA4NEE N H—Lia—W

o BEDA—YNOLDBEFA—NEHIELIEZaT Y 7 4L E
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| 4%

PREFBEF AL £F2UT1 LR—T1 T OERA

4-8 [#A—JL (Email) ]>[L#R—F (Reporting) 1> [R&E1—H (Internal Users) ] R—

Internal Users

Frwiatls (PO

Tire Ranga: 90 dayi
27 B P03 BE08 e T Ape 2013 05:07 (GHT)

Tap Users by Elesn baceming Mosisges

ussri Ehaibdamand.com 15

usarTEmabdama.com |

uperd Pitkarrain L. com | ]
upsrd T sidomead.com | ]
UEATIT IR AA L [ 1
urergl esbdomamnLcon | =
vier M berstkarrspin L. com [ I
urerATheikarrain L com | 4]
v Feidumeal.com | 112
v Fesdorneal oo | 112
& ] b »
Managen

Unrr Haill Flam firtails B

Irvsmara
1 ] ! W E ot
Spam wirgg [
Tatarnal Lier Datected | Dabached | Mabohas
AET FRETETEE 11 a w
up I F e blmanLoen H a .
urerd FlasblomanL.oen ] a e
uriarl FlavibdmainLcom i a
urer B bman L ? a
urgF s bkman L 4 a
uber PR bR L ] a .
wigr B Pleidomsal.com ] a "
uidr Mgyl com 4 ] e
w0 Fomtkemain Loom H ] E

SAeEE Cungsing | Smpard
ty Salgraryy | Shlgosng | Candent by
setarn | Ircomerg  Ingemina Goar v Figr | Coreest | Cunacisg
Tk Maikelos)  Cledn ¥ Debected | Detictid | Mabched | Fllar | Clew
[ [ o] [ [ o [ o
& a o) [ ] 6 [ 6
] L] L] L] L] ] ® ]
[ [ ] [ [ o [ o
[ [ m a [] o [ o
1 [ E] [ [ o [ o
a 1t & ] 6 [ 6
1 L] 1 L] L] ] © ]
1 ] 17 ] ] o o ]
- ] 17 [ [ o [ o

Tk i v P B8 07 e st

Top Warrs By [haan Defgaing Mestages

upsreyidomenl com [

Heiagen

Nedd Oriplared 10 =

% 4-8 [#—JL (Email) ]>[LHKR—F (Reporting) 1> [RE 11— (Internal Users) ] R—TD&#

fa

ovay

B

BEf%EE (Time Range) (FOwyF4
Y YRBR)

1 ~90 HIEIE /I AZ A HEHIEEZIEETE S Ny 74
v U R b, BEREEEH O & EEO = — X I2h b A
B <A KON TIE, TLVR— N ORRFFIPH O (P.3-4)
EBRBL T I,

oo —4 (EELGREAVE—D)
(Top Users by Clean Incoming
Messages)

N TEEINTZZ ) =V RERBA vy =0 Bif2—W
(IP7 FLVABIEIZ R AL B,
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

% 4-8 [#—JL (Email) ]>[LHKR—F (Reporting) ] > [R&1—Y (Internal Users) ] R—C D
i E D)

o3y Bl

Efa—4 (EEGEEAvE—D) MN TRERE SN2 V=V RREEA v =V 0 Hiia—

(Top Users by Clean Outgoing QP 7 RLARBIEFIZ RA AL LRI,

Messages)

A—H A—)L 7O0—0OFM (User Mail |[=—H 2 —/L 7o —0FH (User Mail Flow Details) ]

Flow Details) VAT T 4T v a TR, EEFA—N T RLAT

KZE LB AN [EH (Clean) ], [ A/SAMH
(Spam Detected) | (fGD&H) . [ VA NV AfH (Virus
Detected) ]. [>T > 7 4% D—E (Content Filter
Matches) JICBEINET, VT L~y X —% 27 U7 T
Lk, E#REY—-PITEET,

2 —FOFEMESRT 511X, [WH=—¥ (Internal Users)
1 H T ACa—HPLhEs Y v s LET, Sl oNTH, (]
Wi —F O35 (Internal User Details) ] ~<—37)

(P.4-30) #zZHL T EEN,

T I RAMERTA =Y N TRV T—HEERTE

HDEE. TOLVR—b DT Y T 4 VA ERICKTT D

Ayt —V N7 XU T OEMERRT L, EOFNWE
BFEOV &)y LET,

[ N#B=— (Internal Users) | ~X— /5, PDF 4/ L7720, raw T —4 % CSV 7 7 A VT 7 A
R=HML7EVTBHZLHTEET, 77 ANVEZHMEIZT I AR — T2 FIEOFEMZOWTIE, ]
A—/L LAR— 1 (Email Reporting) ] X—Y O] (P4-7) 2L T EIN,

G¥)  [WNEB=— (Internal Users) | X—Y DA 7 P2 — ViR ESNLVR— AR TEES, TEBEFA—
VLR — DRV a— Vi E] (P4-56) S TIIZS 0,

[REBL—H DM (Internal User Details) ] R—2

[NEB—V DFEM (Internal User Details) | ~<X— Tk, &4 7 2V ([ A/3AH (Spam Detected) ].
[V A /v ARH (Virus Detected) ], [>T Y 7 4L Z 2L 5121k (Stopped By Content Filter) ], 3
FOER (Clean) ]) DA v —VHERTEREBIOREA v E—VOWNRRE, 22—V 53
MIERSRENET, FZEa VTV TANZO-BLRINET,

BHREWHL—Y L3, Rept To: 7 L AICESOW TV AT ATETFA—NEZETIHE2—F D &
TT, FENH—HIE Mail From: 7 KL R IZESWTEY, ARy T =27 NOREHENEEL
TWOEFA—NVOBEZ BT 55 5ICZIbET,

AT T 4V OFEMERESIST AT Y T4 NV F RS- VICRRT AT, EDOa
FUY T uNELEIY) v LET ([[25 Y 7 4% (Content Filters) ] ~<—3"]| (P.4-34) %
Z), TOFERERTLE, BEOa LT oY T4 AR —H LI A=V EREZELETITO
a—HFDY A NHLERTEET,

GE)  EEA—OPITE NT AR BEEP Il IR TV L bD0RH Y £9, ZNLDORESE
X, FE TR &L LTSN ET,
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| £48F FHREFYHEFA—ILEF2UTq LKR—TFT1250ER

HEORBL—FDRRE

[N —Y (Internal Users) | X— VB LU [N —F OFEH (Internal User Details) | X—YDF
HICHDHMBET7 +— LT, HEONIL—F (BEFA—NV T FLR) ZRBETEET, BKTFA b

WCHERIC—ESEE0, ANLTETH A NTHELIHAZMET L) (Toé 21X, Tex) THEHEHA

BT HBE. Texample@example.com] 28— L £3) 2BIRLET,

[DLP 1 > 7> k 3 1)— (DLP Incident Summary) ] R—

[ A—/v (Email) 1>[ V& — b (Reporting) ]>[DLP 4 > >7 > k %~ U — (DLP Incident
Summary) ] _X—UIiE, FEA—ATRAE L, T—ZIRRPLL (DLP) AU v —IERT LA v
T NOERPRENET, EBFA N EX2VT 4 TTIAT AT [FEA—NVRY —
(Outgoing Mail Policies) ] 7—7 Vv TA X—7WIC LI DLP &A=V RY —&2FEHL T, =2—HF
MDEELIHET -2 2RI LET, DLP AU U —IZEXKTIEEA v —UBRRET BT, A
VT RELTRESNET,

[DLP A > 7> b ¥~ U — (DLP Incident Summary) | LAR— b &EHAT 5 L, kD X5 2 EHRE
/eEET,

o —WNEE LIHET — ¥ O

e ZNHODODLP ATy hOEKE

e INLDAYE—VDIL, BEEINTAvE—VDHK

o INBLDAYE—=TYDOIL, FryZTINTAyE—TVDHK
s INHDAYE—VOEEE
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

4-9 [#—J (Email) ]1>[L#R—F (Reporting) ]>[DLP <1 — (DLP Summary) ] R—2
DLP Incident Summary
Prickakls [FOF)
Time Rampes 30 devs -
27 Jen 2013 00:00 ta 2T Apr 200N 04312 (GHT) Dot in ime ranges 34,00 % comslets
Tap Incidents by Rewsrity Trer bk S sy
o B criteal 0% 0
j:‘l!- 1 High LY ]
1;_’ W sediam LR F
:'- Lo A% m
s L e e
Fjes 1MTeb ITeb IPMe M DR TR Tatal 414
BEpart.., Ricpart

Top BLP Policy Malches

Emsincted Files | 1 265
Fayrent Sard Industry Data 5., [ &
HAPAA (Haaks Insuranee Pert., | a
[ 1® | i (5]
Messages
Export...
L Insident Dutails B | 4 14p Fimpoits ]
Deliversd Celivared
CLP Paliay Low  |Mediem | Wigh | Crmcal | Tetal v (erory pied) {nlear) Drapred

Rastrioied Fles [ g 26E ] 66 ] ] [
Farment Terd Indusiry Cats Sagurke L] L I 0 T ] [ [
Standerd (PCI-DEED

HIPAA (Heakk Inpurgnce Bortabiiky gnd 5 7 o ] a2 Q [ LH
Apsgurisbiity Act)

Calumad... | Expart,

[DLP A > > k ¥~ U — (DLP Incident Summary) | X—IZIFRD 2 DDA AL &7 3 iR
HYET,

o EARE (& (Low) 1. [ (Medium) 1. [& (High) 1. [Z V7 ¢ #2/v (Critical) 1) Bl EAr
DLP A > TV FBIORY o—0O—FHEENTEDLPA LTV MO RN LUK 757

e [DLP A > 7 FOF¥fl (DLP Incident Details) ] U & b

% 4-9 [#—/ (Email) ]>[L&—F (Reporting) 1> [DLP £ >¥F> k ¥<1)— (DLP
Incident Summary) ] R—C O

wHay H L

HE®EE (Time Range) (FAYZFHY |1 ~90 BRI E/- 30 2% AR HEHBEREETCE D Fuy 74
YURBM) vy U A b, BRI O & ERO =— XA by X
A RNZHOWTIE, VR — h OB E#HEOEIR (P.3-4)
EERL T &N,

BEXEHNELESA VST (Top BERERID EAL DLP A > 7 v b,
Incidents by Severity)
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| £48F FHREFYHEFA—ILEF2UTq LKR—TFT1250ER -
% 4-9 [#—JL (Email) ]>[L*R—F (Reporting) 1> [DLP £ >>F> k < 1)— (DLP
Incident Summary) ] R—S O ()
o3y By
14T b ¥3Y— (Incident EET AN T TIAT LV ADEEA—NL R O —TCHRE
Summary) A F—=T Nl > TS DLP R Y >—%, [DLP A » ¥ 5~

L %< U — (DLP Incident Summary) | X— D FEBIZH 5
[DLP £ > 7 > h @74l (DLP Incident Details) ] 1 > %

FIT AT T NIRAENET, FFMERERTTDIC
X, DLP RV > — D4R 7 U v 7 LET,

DLP R &——Hd Lf (Top DLP —%LTWb EAL DLP RV > —,
Policy Matches)
DLP 4 >>F > F®&# (DLP Incident |[[DLP 1 5> kDMl (DLP Incident Details) ] 7—7
Details) MZiE, RV —TEDDLP A T v hOEIZMA T,
HRELV-LBIOAGR, A vB—VONT 0N Y 7IZE
fFENnizh, Kb TREINTZ2, Fay 7 Ihizh
DRINET,

[DLP f >35> h @AM (DLP Incident Details) | 7—7
NOFERMZOWTIX, [[DLP o > 5> hOFEf (DLP
Incident Details) ] 7—7 /v (P4-33) #ZMLTEE
A

KU —ZE o THRHEEINTZDLP A > ¥ 7 > MIBET 2FEMEREZF T DI12iE. DLP RV v —D4
BiZz27Y 7 LEY, ZOFEZFERATLIE, R v—IckoThHENTZ, BT — 25251 A—L
EREELET2—FOY X NERETEET,

[DLP 4 > 7> DM (DLP Incident Details) ] 7—7)L

[DLP A > 7 > b @M (DLP Incident Details) | 7—7 vk, KUY —ZTE D DLP A T bD
Blzmx<T, BRELSABONR, Ave—y0o0ngdhons U 7ICEE S iz, b S Thd
BENEL, Fuy P E8NEPRNERENDIA LT IT 4T T—TNTT, T—F%&2J— T35
. 7 LRHLEZ U v 7 LET,
ZOT—TNMIRREND DLP R Y > —OFMEREMBET HIZIE, DLP R o—£4%2 27 Vv o L
T, ZODLP KV v —D_X—=V%FRRLET, MOV TIE, [[DLP K'Y v —5£# (DLP Policy
Detail) ] —3) (P4-33) 2B L T L&,

T BAMRTA =Y bTvF T T—HEFRRTEDLEE, ZOLFR— MNIRHEIND A v
=TI TAEAvE—Y FT XU T OFEMERRT DL, BOFWEEOV I E 7Y v L
iﬁ—o

[DLP K1) > —5## (DLP Policy Detail) ] R—

[DLP A > 7 > b @& (DLP Incident Details) | 7—7 /L CDLP KU v — D4 %7 Vv 7 L=
G, TORRELTEREND [DLP A 7 b OFEM (DLP Incident Details) ] <X—IZZ DR Y
VBT A DLP A YT U b T REREINET, ZOX—VICiE, BEREICES N DLP A

VIVTUNDT T T RERINET,

ZONR—=UIZE, DLP RY V—ICE X LT A v —VERE LTSN —F 2 £R5T 5, X—UF

BRICH D [1B(EH B > 7 > b (Incidents by Sender) | 7—7 Vb EENE T, ZOT—T I,
ZORY =T 22— T LD DLP A 7 v FOREBUTINA T, HRELNAJIONER, A v

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F i
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=TT NIRRT U TICEG ST, BELESNTERE SN, Fey IR RINE
T, [FEZMA 7 b (Incidents by Sender) | 7—7 NVEMEHT L &, MEOEET —2 %221 v
NI =7 QD2 —=PIZEFELIEAEEOSH D2 —FEME TS £,

ATV NV OREFLE 7Y v 7T 5 L [NEB=— (Internal Users) | _X— UM & F
T, FEMC OV T, [[A#EE=— (Internal Users) ] ~—3] (P.4-28) &ML T &V,

[2>T2Y T4J)L% (Content Filters) ] R—o

[ A=/ (Email) 1>[ VA —F (Reporting) |>[=2 7Y 7 ¢/L% (Content Filters) ] ~—IZ
X, BREI T Y TANZO LB (RBZL DAy =Dl B LTcaryT Y T4 H)
T A EERRFRENET, ZOX—VTE, T—FRIEST 7LV R MO CHLEREINET,
[2>7 > 74 v% (Content Filters) | X—Y&FEHT2EL, a7y 74 0¥ T Fia—
PTLIChRERY O —%MB L, ROEREZIETEET,

o ZEFEA—NELEFREEA ML TRIA—ENBHOELZ N2 T Y T 44

s FEDALT VY T 4NEE N H— LI A=V EEZE L L —H

REDT 4 NZ DFMERERRT DITE, 7484527V LET, [T Y 74 VZ D5
# (Content Filter Details) | X—YRERRENET, [ZoT Y 7 4 X DM (Content Filter

Details) ] X— Y DFMHONWTIE, [[arF Y 7 4 ZDF# (Content Filter Details) ] ~<—3
(P.4-34) ZBRL T &,

TIRAMRTA = b T vF T T—HEFRTEDLHA, ZOLR— MNIRHEND A v
=PI TBEAvE—Y F T v X T OFEMEFRRT DI, BOFWEEDOV LI E ) v L
9,

[z 7 > 7 4% (Content Filters) ] ~—725, PDF Z/Ep L7V | raw 7—# % CSV 7 7 A
MIE I AR—=h LIV FTH b TEEY, 77 ANVERIMELIZT 7 AR — b9 5 HIEOFMIZS
WL, [ A= LAR— K (Email Reporting) | X—Y O | (P.4-7) 2L TIZE0,

GE) [=vTvY 7 4% (ContentFilter) | =Y DAF Va— LR EINTVHR— MNEERTEET,
[BAA—N LR—=FDAFV2— ViR E] (P4-56) #2R LT EEN,

[>Ty 7420 (Content Filter Details) ] R—

[Ty 7 4 HOFEM (Content Filter Details) | X—I2iE, 2D 7 4 V¥ ORI 22— X
OPNER—F RO —FHNERENET,

[ &R — 5l —%£ (Matches by Internal User) | 2 ¥ 3 > ¢, Wil —¥% (BEFA—/L 7 FLR)
DFMR—VERRTH—HET V7 LET, FEMICO WL, [N —F OFEM (Internal
User Details) | <—v] (P4-30) #&HLT7Z30,

T BAMRTA v E—Y NI ovF T T—HEFRRTZDHEHE, ZOLFR— MIRHIND A >
T—VICHT A=Y NI R T OFEMERTT DT ROBFWEZDOY 7% 7Y v s L
\i\?‘e
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B 4-10 [3>T2Y 742 DM (Content Filters Details) ] R—

Outgoing Content Filter: free_stuff

Frintable (FOE)

Time Range: Haur »

12 Sew 2013 OF:20 lo 12 Sep 2013 08:22 (GMT -0700)

Malches Over Time m]

20
154
164
HE e
124

™
i,

Zmﬂﬂﬂ\(mg | [

-

(¥

[t ] {750 07 Al 0750 GE 1 0820
Expiart...
Intarnal User Metcages
userl 2@evample.com 7

[DA4ILR 24T (Virus Types) ] R—

[ A= (Email) ]>[ Vb A&—F (Reporting) ]>[VA/VA ZA 7 (Virus Types) ] X—YTix, *v
U= CTRZESNIZTVANVAOHENRENET, [VA VA Z A7 (Virus Types) ] X—VIC
X, BEF AN EX2VT 4 TTIFATATHEBHL, X2 VT ERT S I7A4T VRAZRRIN
DIANAAF Yy UV UICH o THRBEINTE VA NVARRTIEINET, TOLVEAR—RFEHHL T,
BEDOTANAIH L TUEEZITOVET, 72L& 21E, PDF 7 7 A MCHAAEND Z EAVHB LT
DIANAEREIZZELTWDOEE, PDF DI SNTWEA v — V% RBET 27 4 V2 T 7
varvEERTAZENHERSNET,

G¥) TANAREGET 4 VB TiE, 22— RNATEHZ LR, ZTROHOFEEDO T A NV AER LTIZ A vE—
ChEBEEET A N TEET,
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F4=E

PREPBEEF A £F2 YT« LE—T1 2 TOER |

4-11 [#—JL (Email) ]>[L#R—F (Reporting) 1>[74J/)LR &4 T (Virus Types) ] R—%
Virus Types
Priritable (POF}
Time Range: 90 days -

ZT Jan 2013 00:00 Lo 27 Apr 2013 0Z:40 (GMT -07:00)

Top Incoming ¥irus Types Detected

W2 My Do - A
WA Gibe-T
MalBredoZp-0
Wik Bughear-B
Traj/Tirame -1

L

WiZ/Rughear-Cram
wiz/Bagle-a
TrapInva-Zip

MalFakeday-L1
Wit Kler-H

o 1000k 1000k

Hessages

Expart...

Wirus Types Detail

Wires Type Incoming Messages
WAL My Down-A 101.7%
WG] Ir Ak
wiz/Bughear-B 31.1k
Hal/BredoZp-B 3.0k
Trajf1frarme -7 .3k
Wi Bugbear-Dam 3.0k
Wi hagle-a 19.1k
Trajiinve-Tip 14,5k
Hal/Faked-LT 13.3k
W lez-H 11.4%k

Drata in bime range: 4,74 % cormolets

Top Dutgoing Yirus Types Detected

W2 My Do - A
WA Gibe-T
WAz Bughesr-0
Traj/Tirame -1
Mal/Bredap-B
WiZ/Rughear-Cram
wiz/Bagle-a
TrapInva-Zip
Wit Kler-H

WA DuUman-A

120k

Hessages

Expart...

g My Reports

Ttems Displayed 10 -

Qutgaing Messages Tatal Infected Messages=

96.3k 198.0k
4210 (L1
5.3k B30
32.5% 65.5%
332 2 Ak
25.9% 48.9%
19.1k LR
14,30 A8.00
131k 26 Ak
176k 2.k

Columng... | Export...

BEOTANA A% vy 2O EFFLTOIHE, [TANVR 47 (Virus Types) | ~—I2
I, ARX—T VRO TNDTRTOTA VA ZAFX Yy UV UDORPBEENET, = TIZFER
ENDBTANADLRNE, TANA ZAFyy TP Lo CHESNTZA4MITY, #HoAx v
TUDUR T ODOTANAERLERA, RUTAAZITH LTHEEOT Y b BEET S AR

HYEF,
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* 4-10 [#—JL (Email) ]>[LHR—F (Reporting) 1> [74 LR B4 T (Virus Types) ] R—
DEEH
oay Bk
BB (Time Range) (FAYFHY |1 ~90 HElE 23 A X L HEHAAIEECTCED Fny 74
Y URE) v VRN, FEEFAOFEM & EEEO =— XA by e R

GE)

A< RIZHONWTIE, TV — b oORFMFEEOEIR] (P.3-4)
R LTLLTEZN,

BELERZEIIILR BLTOLELE (Top (2B 7230 TiE, Xy NT—JIZEEENZTUALAD

Incoming Virus Types Detected) Fy— b Ea—MNEREINET,

BHLEZEEISILR BLTOLE (Top |72 a0 Tlid, Xy FPI—I bR EENTEZTA LR
Outgoing Virus Types Detected) DF¥—F Ea—0NEKRrINET,

4R 24 TEEM (Virus Types BETANA XA TOHMBEREINDA L ETIT 4T
Detail) T—T I,

DANAZEY LA v =P %2Ry U —ZICEE LR A F2FRRT 51205, [ZEA—L
(Incoming Mail) | X—IZBEI L, [FUHREMMZEEL T, AV ABEINIC Y — b LET, [HEE
W, XY NT—INTUANAGHEOBTA— N EEEFELIZIP 7 RV RAEZFRRT HIZE, [EFEA v
t—UkEH (Outgoing Senders) | X—TYZERL, VA NVAGHEA v E—VRIIZY —FLET,

[VA A X AT (Vitus Types) | X—V b, PDF #4£E% L7720, raw 7 —% % CSV 7 7 A LIZ=
JAR—=NMLTEDTEHIEHTEET, 77 ANVEHNEZIZZ= 2 AR — b5 FIEOFEMIZONWT
%, [ A=/ LAR—F (Email Reporting) ] X—Y O] (P4-7) #ZHL T ZE0,

[VA VA X AT (Virus Types) | =Y DAV a— L@ ESNIZLVR— AR TEET, [E1
A= VIR—hDAT V2= i) (P4-56) 2ZRLTIEEN,

[TLS ##t (TLS Connections) ] R—¥

[ #—/v (Email) ]>[ VA — bk (Reporting) ]>[TLS #%#%¢ (TLS Connections) | ~{—JIZix, A—/
DEZAFITHEH D TLS #kt O 2R RS RS INET, ZDOLAR— M T, TLS #ki %
HEHLTA—NEEETIE RAL COFFICOVNTHRENET,

[TLS ##f%t (TLS Connections) | X— Y2 HEMAT5 L. ROBFREZPETEET,
o EREHHEICL D, &M TLS O AEIA
o TLS BEfEICHI L7/ S— b —
o TLS #filcpliZh Liginoferi— b —
e TLS RGEICHED®H 53— hF—
o = hF—MTLS i H L7= A —LOKRAREE
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412

Connections) ]
TLS Connections

[TLS ## L7R— kb (TLS Connections Report) ] R— : [ 2{EEHEM (Incoming

Time Range: 30 daps -

E7 Jen 200 00:00 to 3T Agr 200N 0341 (GHT -07:03)

Incessssg TLS Connections Graph

Nl 25l 8 dge 12 Mgw

Dapart

Incessieg TLS Connections Details

Data in times ranges .74 % pomplebs

o My Bepirts

B successhul - Bequired 0.0% o
Sugeesiful « Prefarred 0.0% o

W raded - LS Baquirsd 0.0% o
Faded « Preferred 0.0% o
Unanoryphed Conactans 100.0% 13M
Tatal Connections (]

LS Bserppled oa% o
Usasncryplnd 100 0% L04AM
Total Measages (LA ]

Export.

Fwmie Digplayed 10 -

TLE Req TLS Reg TLE Praf TLE Praf '-_u-.-l LS Unencrrpted % TLE of o Mestagas by

= 4-11 [#—JL (Email) ]>[L7R—F (Reporting) ]>[TLS ##t (TLS Connections) ] R—S®
toay H7L]

B (Time Range) (FAY 74D |1 ~90 AR E/ 130 A% AR EHEHMERRET TED Fuy 74
Y URE) v U RN, FERHEHOFEME FEEEDO=— X H bRl A

B2 A RWZHONWTIE, [LVAR— hORFM&EEOERR ] (P.3-4)
ZHRLTLLIEE N,

{8 TLS ##&#M 7 57 (Incoming TLS
Connections Graph)

TS5 700%, BIRLIEZ AL 7L —AIZS 0T, HIED 1
I, 1 B, F23 1 MBI 5, %15 TLS o bz
PERB IO S L INR VRO 2 —RNERRINET,

2{5 TLS #E#H#H Y < — (Incoming
TLS Connections Summary)

ZORITIF, BEAvE—VoRE, BEbENT /At
SNV RA =08, K/ KRB LT-%/F TLS K51k
AvbE—VOEREREINET,

RETLS AvtE—2 2 —
(Incoming TLS Message Summary)

ZORITIE, HEA v E—VOREOMENRRINET,

{8 TLS #&#&¥F#EH#E (Incoming TLS
Connections Details)

RITIT, BELINTA Yy E—VEEZET D RAL VDR
MNERSIET, & RAAL ICONT, ERORE, *E
SNIA =V BLORL/ KM LT TLS # 0B x #&
RCTEET, & FAAL NTONT, i)/ KM LTt D E|
BERTTDHILEHTEET,
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[ Z{& SMTP

||
# 4-11 [#A—JL (Email) ]>[LAR—F (Reporting) ]>[TLS ##& (TLS Connections) ] R—2®
il ®E
o3y By
B8 TLS BT 57 (Outgoing TLS |77 7121, BIRL7-FX A A 7L —AZG 0T, HiTD 1 K
Connections Graph) I, 1 B, F23 1 MBI 5, 55 TLS o b iz

BB LU SIS NRVWEROY 2 —RNRRINET,
&1E TLS #Efiy < 1) — (Outgoing ZORITIET., BEAvE—VORE, EbInT /KL
TLS Connections Summary) SNV A v E—TVDE, EJZIJJ/S’%%Z L7=325(8 TLS 51k
AvE—VOBNERINET,

Outgoing TLS Message Summary ZOEITIE, BEAvE—VORENRERINET,

X1 TLS BB M (Outgoing TLS | HK(TIT, WElLSNm A v —VEEZETDH RAL D5t
Connections Details) MNEFREINFET, & RAAL ITHOWNWT, OB, BE
SNTEAvE—T, BB/ KRB LT TLS #fto$, B LU0
HBOTLS AT —HFAERRTEET, & RAL NTONT,
B/ R Ul 0BG 2R R TH L TEET,

#2iE (Inbound SMTP Authentication) ] R—<

[ 318 SMTP 58iF (Inbound SMTP Authentication) ] ~X—IZiE, 7 74 7 MEBHEOMHEAFE SR, B

NEFA—N X2 T 4 TTIAT LRI DA—NV 7 F7A4T > NETSMTIP Y v a %
AT 572D SMTP AUTH <> RRRRENET, 7774 7 A%, GEBEE 721X SMTP
AUTH 2~ Rzxmlf ANb L A= 774 T h~D TLS #faM L LEST, 7747 MEZ
DEREAERH L CTA vy E—VERELET, 77747 RF, 2hbORITE2 22— PRI CaMTX
oo, LAR— MO, FAAL UL E RAAL U IP T RLURIZHE SN T SMTP k0GR RR S
3

WOEREMHERT DT, ZOLVR— b EHEHLET,

o SMTP #BiEA £ L T\ 5 {5 Bkt Ok

o UV TAT v MERAELMERL W DO

e SMTP AUTH Zfli i L T\ % ki ok

o SMTPFEFEZMHEMH L LS & LT, BRI LI RAAL

o SMTP FBEAMKIM LI=—FH T, 74—y 7 ZEFITHEH LTV D8O

[%15 SMTP 583t (Inbound SMTP Authentication) | ~<X— ik, %2(5 Liz#kid 7 7 7 SMTP ik
%ﬁ%%ﬁ?? L7z A= {n%@y AN j’oi()\&‘fﬂu@umn TT®H$%E%E@T’*7/V7)‘2‘%%§“§'§—

[543 L7=8#%t (Received Connections) | 7' 7 7 Ti, #8/E L-KF&EH IV T SMTP #GE % i
LCERERBIFELLY E LA 7 T4 T bOEFE BRI RENET, 207 T7710%, 777
/l) 7/% Z)l 'fl:l L/ft—ﬁf'flh@'f&érﬁ SMTP [F NEE%{%)EH quu nE%uﬁ?j—‘ L/fd?ﬁ)/) t%‘fm@iﬁ 7 7/r 7 /

MRERAE 2 0 U CRBREDS RIS KL OVEh L 72 88fi 0%, SMTP AUTH =~ > R4l L CRRRED &
M LR LIe i OBN R RSN ET,

[3%15 Lf_xfu%‘ (Received Recipients) | 77 7121k, SMTP #RBiE&EEHA LT, A v —VERET
DIEDIZEF AN EX2 VT 4 TTIAT UVANOERERIAEL LI E LI A=V I TFA4T b
%ﬁ#éxh%@ﬁ# RENET, 2OV T 7 TR, HERSRIESNIEZEE O, B L OHER»R
FESNh o EFEHEOR b RENET,

[SMTP FBIEDOFEAM (SMTP Authentication details) | 7—7/VIZiE, A vtE—V2EETDHD
A= EXalT 4 TTITAT UV A~OHEERERBIEL LS & Lt:b—*f%%a@ RAA /@uifﬂiﬁ\?%T
SNET, RAALLTEIL, 7472 FiEAELHER LoisT (RS E 7Tk 0%, SMTP
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

[ L— kiR

AUTH =< > FEER L7287 (R FEITRB) o, BXOY 74 7 > FEERAEEGRITH
KL%, SMTPAUTH IZ7 = — ANy 7 LEEEOREFERTXET, =V DY 7 % {F
HALT, FASLZEZIFIRAAL L IP 7 KL AN Z DIFREFERTE 7,

413 [ =4 SMTP z2:iE (Inbound SMTP Authentication) ] R—
Inbound SMTP Authentication

[ Dammpins | 1P Bddresras]
Frirviable [FOF

These Range: %0 dire -

2T Jan 3037 0300 ba 37 Aper 3310 0N {GMT -07:30) Dt i iy rrec R, T4 % comiplats

Eeceived Connections P o My Bepirts

Tokal Bacerved I | 75
withaut Buthetcates Atempr I |

Ayttrbcated Wih & Chant Cartficats

Failad ta Authentizate With a Chent Carshizate Tetal Rocerved I 0
Augthrbicatsd With SMTP BUTH Cammand Autanticatsd
Failad ta Authenticate With SMTP AUTH Camemand Hen Authenticated I 0 5
[] Lo 20w 108 U 00M 00N JO0W 4008
Dot Export

SMTE Asthentscation Details By Demasin Name
Ioprra Diplayed 10 =

Faded 15

Aytharhcated | Aytherboabs
with 4 With &

Fadad to Dealipmed to | fad m | Fall-back from

Faled s Authetiated | Authashitale Authenbliate 4 Chaft
Withaut Authanbcated | Agthenfcate With SMTE wWith SHTP With SMTF Cart be to 8 | Certficyts to
Besthriication | Wk a Chest | With & Clhent ALTH ALTH AUTH SHTP AUTH | & SMTF AUTH

Diomaen Totslew Azamrgt Cartficats Cartficate Carmemagynd (= ] Command Command Comimarsd
v ) com S Tk el TR & =) D 1] 1] 1] 1]
et 2o 5,875 5ATS a o o o
BLE T 5,815 541% a o o o
Tachs sam 5,5 . a o o o
Ve 2o 4,68 4478 a o o o
dpofd. oo 4,80 4 AT2 a o o o
Tladh.com 4,7 4.4 a o o o
tachi.com 4,541 4381 a o o o
13achi.com 4,523 4.31% a o o o

(Rate Limits) ] R—

TR —TREHETLEOV— MREEHNT S & A—VEEFEET FLRZESHT, lx DXES
MO ORHHEZ & OBEF A= Ay —UREEHLEHIRTE 4, [ L— MilR (Rate Limits) ]
ViR— MZiE, ZofilRzfib ERl-> ek EERRRINET,

ZOVR—MI, U FERETHHAICELLET,

o REDANLEZFETHEOIHEM SN AREOHLZEMTERVa—Y Ty |

o EH., TT— b, HERE AR LICEFA—AEZHEAT 2MBNOHBARET 7Y r—va v
o NEBFERSLY Y —RAEFHO DI, BN TE T A — L ZIRREIZRE L TV D EET

o ANRLLIFRALZINBLVE, REDEREBEFA—N T 74 v 7 EFELTWDHEEL

WEHEEHFICHE T 2MEHERZE0Mmo LA — b ([NE=—F (Internal Users) ], [EEA v & —
%{5%& (Outgoing Senders) |72 &) Tik, EEFESINLA vE—VOHOLFHHENET, ZhbD L
A— b TlE, DEORX v —VESHOZEEITEE LR EHETH#MI S ETA,
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| £48F FHREFYHEFA—ILEF2UTq LKR—TFT1250ER

- - o o
4-14 [L— +HIEB (Rate Limits) | R—
Rate Limits
Prinabda [PCF)
Time Range: | 90 days ("]
2% Aug 2011 00:00 85 27 Mow J0LL 0032 (GMT +05:20) Diats i e FANGE 9002 T complate
Top Mfenders by Incident tl“-l-- fote) Top ffenders by Rejected Recipients
userTHREest.com [T userTHREest.00m: ]
sdran@te st oo 13 sdriniitest.com 145
UFerddn @est Lom 13 UFArL 11 st comm 1 44
wEErl@hest oo 12 ugerdd @est oom 131
userl X3i§tastoeom [T § USEFLELAGHEE SE M 130
usera@ipvi20L: 4] 11 UEAr1 21 T GhEe st corm 1 20
UFArL 11 st comm 11 USErLEIEe St Lo 115
usaplddEtest.oom 11 i rld FlEte st com
userdli@testoom [0 1 ugerldiiestcon
UEAr1 21 T GhEe st corm 11 uEErd YIEE st Lo 17
o 2 4 & 8 il o 20 A 5] B
Cxpat.. Expart...

[ LAr¥®E (A >35> FBl) (Top Offenders by Incident) | v — MZiE, BREFAHIREL Y H %<
DZEHEIZA v E—VERBBEBIIEELLI L Lo N — TR EERERINET, FRTH 1
AV TU MY LET, ZOF ¥ — T, TRTOIV A F—=nbDA o7 v MEMER S LE
-?—O

[ LArs®E (S L7232 {E#H %) (Top Offenders by Rejected Recipients) ] F v — hZix, REHFH
DfIREZ EA S, bZ DZEFICA v E—VERE Lz Xu—FREERLRINET, 20O
Fr—hTHE, TRTOV AT —OOZEHELENEFSNET,

[ _u—T%EEO L— MR (Rate Limit for Envelope Senders) | %/ E & & Te [ L — MR
(Rate Limiting) ]REX. BFA— N X2 VT4 TTITAT VA D[ A=) FIJ— (Mail
Policies) |>[A—/L 7r— KU > —Df%E (Mail Flow Policies settings) ] T{TWE 3, L — MR
DFFEANCONTIE, ZHHOEFA—N X2 VT 4 T IAT L ADY =2 T VERFF T4
VT EBRL T ZE N,

[7o T LAY T4)L% (Outbreak Filters) ] R—Y

[ A—sv (Email) 1>[VA&— bk (Reporting) ]>[7 7V 7 LA 2 7 ¢/L% (Outbreak Filters) ] ~—
IR, IEOFEARIRL A NVABER T 4 V2L > TREES Nz A v — BT 2B RNER S
NWET, TOXR=VEMHTLE, WEARLERSTCTA N, TR BROT 4 v ¥ ZBEBITHT
LB EE=2TEET,

[7Y b7 VL A2 7 4% (Outbreak Filters) | X—Y%#HHA LT, ROFBEREAFTEET,
o UANRERT A NG L= Lo TRBES N A vy E—V DR EMEH S r—

o UANADFREIIKRTDH, UANVAEIEED Y — F XA A

o T u— L UANVAFEYIEAE LI LTma— L U A L ADFEAIRI

[ %4 7B (Threats By Type) 1€ 27 v avidif, 7774 TV ATRE LIS EIERMEHEOE
WAy e—UREREINET, [BHEY~ Y — (Threat Summary) | &7 v a i2idk, AR,
T4y T HBE BRUOTEKICE D A v E—YORNRBEFRINET,
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

[BE14FEMOT Y N7 LA 2 ¥~V — (Past Year Outbreak Summary) ]IZiX, Ri#FED 7 12— 317
REBLOr =TV TORERRIENDLDT, B—INV Xy NU—2 FLr RETm—rL FLv
FaimcEEd, J7ua— L3 EY X ME, TXTORE (VA NVAETANVALSNOME) O EAL
HLETT, ZNIH LT, m—BAREE, BEVNOT T I7A4 7 L RACHBEE 5 274 VAREIZR
EINTWET, B—IARET —ZITFETVANVAEOBRIIE EFNET A, 7o — UL REYR A
F—HE, TU NI A JREECHRERE SN TS LEWEEZB X7, Cisco IronPort Threat
Operations Center |2 L > TN SN/ TR TCORPERLET, m— W VERERET—XIZ, 7V b
TUA VIREECERERESN TS LEWEEZBXZ, ZOT7 774 T v ATRHEINZTRTO A
NAREYAERLET, [m— I REDOHEREM (Total Local Protection Time) ] i, Cisco IronPort
Threat Operations Center IZ £ 24 7 A W AEROBIL L, FEN X —IZEDT 0 FUANA T =
F v Offfir & ORFFZEICH ICESONTVES, BT LTI TOT o — LREAER, BEWDOT 7T A
TR BESZ DD TIESD Y A, T EiX, FEEFEATFELRVDD, ToFUA LA R
VE—NB VT =T Y FEMEAFTTERNILERLET (O F 1T, VT =T v RE A2 RE
LERHA), Tk, REEMAErTHD I E2RTOTIHARL, RERMOR I LERFHRE A
FTERVWIEEZRLET,

[FRlfE S 417z 2 v — (Quarantined Messages) | &7 v a U Cid, YT 1 L ¥ ORRBER I OBEZE

DRINET, ThuE, ERET L Z R LTZIBTERRERA v — VOB EHET 2 DITEILOR
ETY, WBESNZA v — D, MEEHCER SRET, BF, T TUANA L= LBEOT

FANRK =L RMERFRRIC R AENC, A v E—URREESNE T, A vEe—UR@EHhshd e, 7

VFUANA VTR 2T BIOT VT ANRA YT R 2 TICEoTAF X ShL, UA VAR,
7V —rpEHESNET, BN X SOBMHEEIZEY . Xy —UBRREEENICH D L&
TH, AvbE—VORREEL—L (BELOBEEMT N BH4E) b)wﬁéﬂé%/\#%@i?‘o (PR P BE
BUC A T2 R TIE 722 <) MRIEFEIC A v B — VA2 EHTHZLI2X0 ., HHEROEBC L DIRILEZHE E
R

[BE OFE (Threat Details) | U A MZix, BEOBI T IV (VA NVA, GBIk, £id7 4 v
AN 172N ’%E,Q@:E‘Eﬁﬁ A ENTEA v E—UHKRE BEOREIZOWTOFERPERRINET,
T A NVAEIEAE DS, [BE1FEMOTALVA T R7 LA 2 (Past Year Virus Outbreaks) ] {2/
ety BLUID, '74/Vxlizi:’%ﬁ§%fﬁﬂii7‘\ﬁﬁf“/l/ii§%"ﬁéh?’:ﬂ%e%3: Aff, B 7 4 22k oT
RESNTFE, BLORHEEN A v e—VHEBEENRET, ElOA=a—%FHL T, F/r—A
NREFETIZEr —IAREEONTID, BLORRTEHEA v E—VOEERIRTEEST, VT L~y
=%l Vw7352 LIk, £REY—FTEET,

[N 7 v — L THEFR L 7= HIF (First Seen Globally) ] gL, AR KEBEOEF A —/LB &
OWeb b7 74wy F=FV 27 v NU—2Thb SenderBase 16 DT —HIZH-S %, Cisco
IronPort Threat Operations Center (2 > CIREINFE T, [Ri#FEH (Protection Time) ] 1%, Cisco
IronPort Threat Operations Center |~ X 2 &K EZBOMM &, FERU T —ICLDHT7VFUANA VT =
F v DR L ODRFRZEICE ICE SN TVES,

M-) 1L, RERERIBEELRWD, TUFIALNRA XU E =N P =F v R AFETERNT
LERLET (—EHORUF L, VS =F ARG LERA), REREAEeTHD Z L AR
LTWADITIEHY FHA, LA, RERHAOREBICHNEREREZAFTERNIEEERLE
\?‘O
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4-15 [F2bTLAY 744 (Outbreak Filters) ] R—2

Outbreak Filters

Fratable [FOF)

08 Apr 2012 D000 e 27 Axe 2003 0237 (GHT -07:00)

Throats hy Type = My Reports Threat Summary & My Erporis

TRARAT C AR gary LTTTEETTY
Phish T Maluare 0.1k
Money Mule Phish 7886k
Faloe Dreal
Fidod Dighored Feam 1.3H
Caling Wirug 0.5k
Reguest Quote Total Hessages: Z.0M

High Criffs Ragian
Inhgrtance
Charity

LEERrY Winner

o 0.0k W00k

MeEssages
Expare...
Year ¥irus Oul
Total Lecal Probection Time: 23488 hours
Locsl Qutbresks; ¥
Glubad Outbroaks; 1,774
Threat Detalls
e Displayed 10 =
Tulal
Categary  Thraat NAMA DAsEApsian METEAGE T
Fhish Phish Tt may pose a5 a legitrnabe company, tricking victims into revealing personal information, TLO.3k
Scam Hignay Mule The serder mar trick viclirs iwko passing bad dhadks on their bahalf, AER Ak
Beam Faka Daal Tmar pode a6 @ loglenale company progeng a rakeree rangacton, ol regqueils mongy Irsmn the 611k
wiafien to enrrplete 8 busieess deal.
Ecam Faka Diploma 1285k
Seam Eratlang T
Seam Reguest Quote | The sender may propess a business relsbonshp snd subomit & request for guotstion or proposal. Do not 0.6k
disclase any sensitve information in respanse,
Scam Hmh_ Crime 1t may originate from gecgraphic regiors thet send a high wolume of sceen traffic, A48k
Hagion
S Inhefieanes Thie sender may poss a5 & hasrister or Lywyer infamming vietims that they are diss an inharitanes and FEN
sl prgvde inlermmaban be collect.
SCAMm Charty 18 migy trick wictinng odo donsting 86 & fake cherky. These chanties oftén pose &5 relief afforts affer ap 5k
nataral disasters.
Scam Lotbary Winner | It may sdicate the reageent has won & lotbery and must pay b receve winnings, ik

Iearms Displayad| 10 = | Global outhrosks

Dhthresk Name Cutbreak 10w First Seen Globally Prataction Time (7] CQuarantingd Mﬂisaun:'}'
Trojen Wariank 202 24 Apr 2003 13:3% (GHT -07:00) == ]
Trupen Warank S.FE1 26 Apr Z0LT 09:33 (GMT -07:00}) == o
Tropen Wanant S.700 | 26 Apr ZOLT 0F:00 (GMT -07:00) == 1]
Trajan WarARE 0000 | D6 ARF PO 086 (GMT 0700} - ]
Tropen Warank E/%08 | 26 Apr 2003 0353 (GHT 07 :00) 1]
Trojen Wariank E.507 24 Apr 2003 03:24 (SHT -07:000 == ]
Trupen Warank 5006 26 Aor Z0AT 00033 (GMT -07:00) == o
Tropen Wanant S.P05 | I5 Apr ZOLT ZZ:49 (GMT -07:00) == 1]
Trojan Wariant 5904 | 25 Apr 2003 10T (GHT -07:00) - o
Tropun Wariank E/%03 | 25 Apr 2003 1735 (GMT 07000 1]

Columes... | Export...
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N

(G¥) [7Y b7 VLA 7 4% (Outbreak Filters) | X—VIZT7—T7ANELLLERINDZDHITIE, &
X2 VT AEFT 7747 2 A) downloads.cisco.com EHETCEANLERH Y £9°,

[ R TLZEE (System Capacity) ] R—¥

[ #—/v (Email) ]>[V7A— I (Reporting) ]>[+ A7 L% & (System Capacity) | ~2—¥ Clx, E
EXa—NORXA =V BEEBIOREA yE—Y (8, ¥4 X, 50, &F7% CPU =,
BEBERID CPU RS, A€ X—Y AU v FERR E VAT LATTFOFFEMB RSN ET,

[ AT L% (System Capacity) | X—VEEHT DL, ROEREMHBTEET,

o BF AN EX2YT 4 TTIAT VAR v RO T 4 2 0OBRT2D, ZHIZL-T, &
EDORMELEITEBINT T4 TV AD, WORBEIZRT-00 b £,

o XX NNUT 4 ORMENSBRIBET HREMEEZ RT VAT LAEBOBRED F LU R,
o NI TNYa—T 4T DD, VATLEANERDY V—RAEMERHLTWAESEE L ET,

Monitor your 7 A=/ X2V T 4 7T7I7AT7 U RAEE=F LT, F¥ XU T AR Ay E—VEIT
WLEbDIZR> TWAINEMBLET, =T, FFHAORBIZES THTHEMLETN, Eolice=4
Vo7 LTWiud, BIF vy o7 4 S0 ERELEZ PHICHEHATEE T, VAT A Fy Ny
T A B AT HIRDERNRITEZ, 2FNRE, FEXa—NOA vy E—Y BLOY YV —RHiK
T—ROA T BT SZ LT,

e E:IEW RRAvE—VEELERENTO [@F] OANL 7 EHET L2 ENEETT, B
WCZOT—Z%ZBHLT, B0¥NEELET, [%/EA—/ (Incoming Mail) | X—I B LW
[#18 A —/L (Outgoing Mail) | X—VZFHT 5 &, BREFVICEZBIFCE E7, FMIONT
%, [V A7 L% & (System Capacity) ]: [515 £ —/L (Incoming Mail) 1) (P.4-46) L I]
VAT L (System Capacity) | : [15{8 A —/L (Outgoing Mail) 1) (P4-47) #5MRL T
I,

o fEEXa—  fEEX oI ANRAKBOWRNE T A VE Y T EITVD, EARK AvE—VD
BRI AR 5 TREEEE) & L THRFFERT0ET, 2L, EEX 2 —I13AmONn
MO TND VAT MaRTHEETLH Y £3, B, HERMEER 22—y 77 v 73 T4
T A OMEERLTWARRRENRS D £9, [ AT L& (System Capacity) 1: [V —7
¥ = — (Workqueue) | X—V%#HT L L, (FEXF2—NOT 7740 €T 4 B CEET, 7
MIZOWTIE, [ A7 4% & (System Capacity) |: [V —7 ¥ =— (Workqueue) ]/ (P.4-45)
EHRLTLLIZEN,

o VY —REHHE—FR : T TFIAT UV ANF—N"—a—RNichre, JV—2HHE—F (RCM)
12720, CRITICAL VAT A 77— MREEEINET, TOFT—RIL, T4 AZFEL, R
DA v —PEABETEX D LICRH SN TVWET, BHEWVWDOT F7 47 A%, BHEIC
RCM 12725 D TlE/e <, A—NVEPIEFICEL WS EIERFITHEM L Z5EI1C O RCM 1272
HUERHY ET, BHERRCM 75— M, VAT ARF—R_R—a— RIIRVO2H 5 L &R
LTWAH AR ® Y £9, RCM 1L, [ A7 A% & (System Capacity) ] ~— ¥ TIHBHCTZ
FHEA,

—
4

VAT LBE (System Capacity) ] R—PICRTRENEHT—2 OBRAE

[V AT 2% E (System Capacity) | _2— V2T — & &R § DRI 258+ 256, RO Z L1
BETHZENEETT,
e Day L7AR— b :Day LAR— N Tid, Bl 7 —7 L2 BA L, 24 B ORI LI EICT7 774
TUABNZFE L ) — O MR REFR R LET, ZOFRITRERT -7 A n b SN E T,
AT IERE R EME T,
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PREFBEF AL £F2UT1 LR—T1 T OERA

r—
4

e Month L'R— b : Month L R— FTiZ, 30 B £ 31 Al (FOoHDBEHKIZSELS) OR

T—7NEREL, 30 AMEXIZ 3 FMOEML7 ) —BE2RRLET, I b ERREET
R

[V AT L% & (System Capacity) ] X—T @ [H&K (Maximum) | fEA > ¥ —&i%, fEESN7-H]
MoORKEEZRLET, [FH (Average) | EIFIRE SN OT X TOMOFEH T, EFHHIR
I, A= MO L CEIREN IR CTRR Y £5, 221X, ABRMOF ¥ — FOHAIE, H
fZED [ (Average) |l E [FH&A (Maximum) |fEZRRT DI ENTEET,

¥eED T Z 7O [ (View Details) (Vo2 %227 Vv 7358, axDETA—L X2V
TATTITATVADT—EBIONEX 2 VT BT T34 T LV AER SN T T ITA TV AD
F— B EENFRENET,

BE (System Capacity) ]: [7—% Fa1— (Workqueue) ]

[V A7 L% ® (System Capacity) ]: [ 7 —7 ¥ =— (Workqueue) ] ~<—II2i%, f5E I =HH D
1’?%*\‘1*[5\70)7‘ vE—VENRTINET, £, FUHMOEER =2 —NORERA v -V ERR
SNFET, B, B, A, FRFFOT—XE2R7-THIEHTEET, [V—7 Fa2— (Workqueue) |
777 TéTEE}qODZ/VI'7 X, ERTHY, BETHRREERH Y T, A0 7 OFEFHEN
m< 70 BRI o CTRBRORERRS HE. T 30T 4 OMBEEZ R L TWAH AR H Y £

o [V—7 % =2— (Workqueue) | —TVAHERT D EEE, FEXa— N7 v 7OHEELZNE
L\ 10,000 A v =TV EZBR DMEHEF 2 — Ny I 7y FAIZERETHZ ERHREINET,
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|
4-16 [ R T LBE (System Capacity) ]: [7—%9 Fa— (Workqueue) ]
System Capacity
[ Workquese | [nsemisg Fal | Cwvipsing Fal | System Laad | 40
Priraable (PDF)
Tieno Range: 30 daps - Wiem Bala lor: 40 Emasl Apghaes -
BT Jan B3 00000 te 27 Asr 200 06: 26 [GMT) it w bime range: 5 01 % complete
AvEFaQE TiMe Spent in Werk Queus
i 1.'-m-l I Imr.rn FEXTT T [ X au;-
View detaly
Euport
Whew delads
Masimem MEessagEs in Work Queue
Lindl|
] ||'I
:::j |\__‘ II |
e — — frurty,
BN [ oy AN A\
ﬁ.;i ] i - e f/ '
Tl 11-Feb I BT 13-bae EL A :ulur I
Vi detals
Experl
N E
[ RTLAE (System Capacity) ]: [Z{EA4A—/U (Incoming Mail) ]

[ AT L% & (System Capacity) | : [%18 A —/V (Incoming Mail) | ~<—UI2i%, HlE#6, &G
A=V ORE, FHRA =Y A X HFEAvE— 7@%@‘5‘479\75§ﬁ“?§ﬂiﬁ“ H, ., A.
FEIITFORBRERTTHAILELTEET, THHORRBICBIT2@EEOA v E—VREANL 7O b
Vo REBEL TRBS ZENEETT, [V AT LA R (System Capacity) ]: [3{E A —/V
(Incoming Mail) | X—V&#EHT D L, BFFICA —VEOHEMZBHL, AT A XX 30T 4O
FITHZNCHZENTEET, HEA—NT—HEREET O T 7 AV T—FELEGE LT, FFEDO R
AADHF Yy NT—JIZEEENDELT AN AvE—VORBRO MLV RERRTDHZE RS
nEJ,

GE)  ABEEREOHEIMNI. LT LV ATLAAMICEELEZX 2D TIEHY XA,
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r—
4

417 [V R T LBE (System Capacity) ]: [32{§+4—/L (Incoming Mail) ]
System Capacity
[ weskgueun | Ineameng Mail | Outgsing Mail | Syitem Laad | a8
Pnntabla (FOF)
Time Rampe; 20 dars - Wiew Dats fors AN Emal dpclsnces -
27 Jan 2007 00:00 ta 2T Apr 201 28 (GMT] Crata i ime range: 84,00 % comzlets

Tatal lnsaming Cosnectinne

T jan LrFady b 1l e g el

wing Messsge Size [Dples)

Wiewr detals

Epo..

ZE (System Capacity) ]: [:%5f§ # —JL (Outgoing Mail) ]

[ 2T A& (System Capacity) | : [15{5 A —/ (Outgoing Mail) | <—I21%, BIEER. ®E
Ay —VORER, FHA =T YA X RBEA Y E— ?@%"**f%/’fﬁféhi?‘ H. H, A.
FRIFFOR/PEELRTRTHIELTEET, THHORRICBITD2EHOA vE—VEEANSL 7D
VY RZHEMLTBS ZENEETT, [V A7 A% (System Capacity) ]: [#/§ A —/ (Outgoing
Mail) | N—YE2ERT D &, BEMICA — LV EOEMAZBHIL, AT A Xy /30T 4 OFHEZSLT
HIENTEET, BEA—NT—FERERET —F 2B LT, FFED RAAS VELFIP T FL
AMHEFEENDIE T AN AvE—VORDO MLV FERRFTH LRI ET,
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4-18 [ R T LBE (System Capacity) ]: [#{§ A —JL (Outgoing Mail) ]

System Capacity
[ Workquess | Drcameng Mad | Dulgesng Mall | Spstem Load | £1]
Pranbabile (PO}

TiE Bange: 70 days v view Data far: all eread agslianees -

27 Jan BELE 000 e 27 Apr 2003 06131 [CHT) (RS [ e Famdl i 01 % samplece

Tolal Dulguing Comneclions

- Jaan 12-Fek HeFeh LrE N Hrlar 1% g Thhp

Han 1368k I Fab PR Tebar T dpr ThAp

View detads

Expowt,

—
\'l

AT LBE (System Capacity) ]: [V RATLDATR (System Load) ]

VAT LA LUR— M, B AN X2V T 4 TTT7A4 T ATORKR CPUMARNREINE
7T, AsyncOS X, 74 FARED CPU VYV —2AZH L TA vy E—Y 20 —7 >y F&R EEE2D &
B SN THET, CPURHAEREL TH, BT LLVAT A X307 4 OMEEZ/RTHIT
TIEH YV EH A, CPUBAEREL . DOERY 2a—LDAEFY =2 2T v VU IR AET 5
AN

B, XY T A OMEOFREERH Y 9, ZOX—=U T, A=A, ARXABIONTA LR
TPy, ViR—b, BIXUOREEIR P SESEREEBICL - THEN S CPUDEBERERTLH ST
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| 4%

PREFBEF AL £F2UT1 LR—T1 T OERA

HRESNET, BEMCPU DY I 7, VAT A ETHEBEL DY Y — 2]+ %8508k %2 =T
FRIECT, 77747/X®W EALNLBEIRGE ., DT T 713, HEST 4 v —7 Wb DM HE 7k RE
W 5 OIS D F3,

A X=T AU ITDTT T, VAT ALEDT A AT ~DR—=U U TRV E R L
*9 (KB/FHAL),

4-19 [ RTLBE (System Capacity) ]: [V R TLDAR (System Load) ]

System Capacity

[ weskgueun | Ineamng Mal | Gutgang Mal | System Laad | a1}
Printable (106

Time Ramge: %0 davs - View Data fors Al Email SApobances -

27 Jan 2023 00:00 ta 37 Apr 201 633 (GHT) Coaky in tivw ranaei #4901 % camplete

fwwrall CPL Leage | 4 45 Fegans|

e dutaih

Esgort..

CPU by Punction My Ragartt

A —— p——
Lt 5’k—.___r"'—- — e
[ " . R — BET] T -
Thlan Ty kb v . [T Thhgn
B et Spen srivva [l MelPocessing [l Pepesting Suwartine

e detmhe

Memary Page SEagping

LFEEEEEERES
?
f)

- Jaa ra s e fraTm Frare e Frre

i
-y

AEY R=U RADYEVHICEAT IEAEEE

VAT AT, EFNCAEY E AT o T T HEIICRE SN TWELEDT, —HDOAEY AUy BT
TEZVH/AIHOTHY, 777347V ADOMEEZTRTHLOTIES Y EXHAL, VAT LN EITER
U;—A@X%vayEyﬁ%ﬁi%ﬁu%i X%)XU/E/?@E%T%D EZ 552
FTT FFIZCIS0 T T TA T ADEE), mE2iE, K 42012, @RV 2—2DAFEY AUV
VT EFIATI VAT AR LET, A71~7/X%ﬁtéﬁé X, Xy b =2 A3 ayv
TV X2 VT 4 TTITAT U RAEBMT D0, HEEZHEL T, KKOALV—T > NEfET D
ERMERGAELHY FET,
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4-20 [V R T LEE (System Capacity) ]: [V X TLDERK (System Load) ] (REFEKNIX

TL)

r—
\'l

AT LEE (System Capacity) ]: [TT (Al ]

[T_T (AID) ] =TI, ZRNETOTRTDOY AT A Fy /80T 4 LiR— FZHE—O_X—=I10H
AL, SESEFRUVFA—MRILEOBBREEZERTHAZENTEET, & 2T, @BRIRATY) AT
VI DFRELRFMIZA v E—Y Fa—REWVWI EEERTEET, L, e 3vT 0 ORED
JETHDAREERH Y £, ZDORXR—=VFPDF 77 AL E LTIRIFEL, B TERT L7201 (F72
VR —F A2V T EIEFETEEDIZ) VAT R TH—<w L ADA T ay NeRET5h &
DR XN ET,

[E%hi LR— k T—42 (Reporting Data Availability) ] R—

[ #—/ (Email) ]>[ LA — K (Reporting) ]>[H#7LR—F 7—% (Reporting Data
Availability) | =Y Tk, VY —ZAERARBLCE A= b T 7 4 v 7 OEEOSHDGHNRY 7TV
A BRI EIND X T =2 E2ER, EFBLIOY— b TEET,
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4-21 [F#7% A=) LR— b+ F—% (Email Reporting Data Availability) ] R—
Reporting Data Availability

Frirtable (POF}

-

Time Range: 20 days -

27 140 2013 0000 to 27 ApF 2003 05:38 (GMT) Diata in time range: 94,01 % comalete

mwerall == My Ropuris

5

L 1 I
28 Jan 11-Feb T5-Fely B1-Mar T5-Mar O8-Ap 22887

|
I
0.0 I
|
|
|

|
R
|

ZON=Uhs, X2 VT A BBT T IAT VAL TEBREINDT I T4 T Vv AZKOT—

i
TRATGEVT 4 H2GOT, T RTCOT—F VY —AfFHEBLONETFA—NV T 7 4 v 7 IZEED

OHGIPFRSNET,

—

ZDOVR— b X=Unb EDT T ITAT UV ABLIOKMEHOT —% T4 V)T 1 2RKR7T
5z

EHTEET,

Ao a—ILEBEEShE=BFA—IL LIR— b EATFTUFR
DEFA—IL LR— FIZDOWNT

ERATEEL LAR— FDEE

FFRLORWIRY | ROZATDEF A=/ &Fxa VT 4 LVR—MI, A7V a—VRESHEZE LR -
FEEOA T v F LAR— b LTHEATEET,

[2>7 > 7 4% (Content Filters) ]: 2O LAR— MITIRKK L0 DT 7 4 VX RFE
RENFET, ZOR—VICERRENDZDOMDIERIZONWTIE, [[m2F7 Y 7 1% (Content
Filters) ] ~3—<) (P4-34) 2L T 7Z& 0,

[DLP 1 > ¥7 > k %<1V — (DLP Incident Summary) |: Z D= IZE RSN B HEHRIZONT
i, I[DLP oA > 7> h ¥~ U — (DLP Incident Summary) ] —| (P4-31) 2L T2
S,

[ HEEE AT — % 2 (Delivery Status) | : 2D LR — k X—=J2iF, BEOZEE AL E72
BT — T =A 7 FLASDOEEDOREIZOVWTOERPRRINET, /o, 20—V
. ET 3 REHLINIC Y AT D K o TRE SN A v E—U D B2 20, 50, £721F 100 OZAF
FERAL DYV A NPRRFINET, SHEHEROI T LEHLOY 7 %227V v 7325281
LT, BEHDOKRAN AT =L R T T4 7RZEEH (T740 8, U Lo, BEEISNh
TZEH, VI E AT URA ARV, BEUN— R ANy U RAZEFERCY—bTEET, &
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

A= XalT 40 TTITAT L ATO [FERIEAT —H X (Delivery Status) ] ~X— Y D&H
DFEAMZONTIE, BEVWOEBEBF AN BX2 VT 4 T T IA TV AD~Y=a T VERIEIA T
AL ~SIVTESBLTLLTEZND,

o [FAAf VDO IEY T 47 H~ VU — (Domain-Based Executive Summary) ]: 2D LR— I
B A=) LIR—TFT 47O [#E (Overview) ] X—VIZHESE, HESNIZ AL DT —
TICHIRENE T, RRSNHERICONTIE, [ RAAS O T BT 47 Y~V —
(Domain-Based Executive Summary) ] L AR — M (P.4-53) #ZML T ZE0,

e [=7EVF 47 ¥~V — (Executive Summary) |: ZOLHR— ML BE ANV LR—FT 17
D [BZ (Overview) ] X—VOEFEWMIZESEE T, BRSINDHERITOVTIEL, [ FAA D
T~ 7¥r 7 47 %~ 1U— (Domain-Based Executive Summary) ] L'/A— k| (P.4 53) ML T
<TEEWw,

o [%f§A—/ P+~ VU — (Incoming Mail Summary) ]: ZDX—VICERRINDHEHRICONTE, T]
A5 A —/L (Incoming Mail) ] <X—] (P4-16) #ZML T ZIW,

o [N —H D~ Y — (Internal Users Summary) ] : Z D—VIZRR SN D IHFRICOWVTIE,
[[NEB=~— (Internal Users) | ~<—"] (P.4-28) &ML T E&W,

e [TUNTVLAZ 7 4% (Outbreak Filters) |: Z D= JIZERENDIERIZONTIE, [T
7 N7 vA 2 7 4% (Outbreak Filters) | <—| (P.4-41) SR LTI7ZE0,

o [%fE5E (Outgoing Destinations) ]: Z D —JIZFERENHERICONTIE, T[HE %
(Outgoing Destinations) | ~—¥] (P4-24) #ZML T ZE W,

o [%f5 A—/L ¥~ VU — (Outgoing Mail Summary) ]: Z D= IZERENDERICONTIE, ]
EE A v E—TEEH (Outgoing Senders) | ~X—) (P4-26) ML T E IV,

o [HEEA v E—TV%E#H (Outgoing Senders) | : Z D= IZERENDERICONTIE, [E(F
A »t—Y%EH (Outgoing Senders) ] ~<—) (P.4-26) #ZML T ZEW,

e [EfEHZV—7 (Sender Groups) ]: ZDN—VIZEKRINDHERICONTIE, [[EEH 7 V—
7 (Sender Groups) ] LiR— k =) (P4-23) 2B LT &N,

o [V AT AR (System Capacity) ]: ZOR_R—VICFERENDHERICONTIE, [V AT 25E
(System Capacity) ] <X—] (P4-44) #ZRL T Z30,

e [TLS ##% (TLS Connections) ]: Z D~ {—VIZFRENDFHRIC OV TiE, [[TLS Bt (TLS
Connections) ]<X—] (P4-37) #ZML T Z30,

o [UANA XA (Virus Types) ]: ZDONX—=VICEREINDHERICONVTIE, [[TA VR X AT
(Virus Types) 1 ~*—) (P4-35) #ZB LT &0,

i S

L LUAR—ME, BiA., @E7 BE. giH. @BEOBR (K250 B), Foix@EOH (&K 12 2 A)
OF—ZEEobirickEcaEd, £ BELEAE 2~100 B) F-xdEEL-A% 2~
1248) OF—2%ED5Z b TEET,

ViR— b OETRFIC 2000 B3 ERfORHEME GEZE 1 RRH, 1 B 1EFE, £23 15 8) ©
T=2OHENEENET, LT, HRVA— 2T RICFEITT 2R 0ICA T Y a— L E2REL
2%, LAR— MZIERTH @ 00:00 225 23:59 FTOT—ZBEFENET,
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| 4%

PREFBEF AL £F2UT1 LR—T1 T OERA

(F)

EELNS—)L

il OVE— NFEO R — L&A LT, PDF LA— F RS Pa—ARELEY, aw 7— 4 &
CSVIZ7ANE LTI AR—RLIEDTHZENTEET, [EMLA—F (Scheduled Reports) ]
N—VDFFHE IRy S F Y A= a—TE, 2a—FRBERRL WD e — LB LUEE T PDF L
N PFERRELIFAT V2= VT HEBRTEET, [VR—=T 47 T—2BLIO T vF 7
F—4 OB L= s AR — k) (P3-10) OBERERFEREZSRL TSN,

7—hA4 TFEHLKR— FORE
LiR— FOBRGFEHIC, 7T—0A THEHALER— RO T AT ANGHIBRENNICOWnWTE, [7—
WA TEFA—IL LiR— FOFREFH] (P4-60) 2L TN,

ZTOMDLAR—F 24T

X2 VT4 ERT I T AD [ A— (Email) ]>[LA—F (Reporting) ] &2 3> Tid,
WD 2 FHOKN R VR— N E2AERTEET,

o [RAA VOB T 47 %~V — (Domain-Based Executive Summary) ] L' — b
o [=7EVT 17 ¥~ VU— (Executive Summary) ] LA —

[EXA 2 BOITES T4 7 Y7 1)— (Domain-Based Executive Summary) ] L7/R— b

[ FAAS O ¥ 7T 47 ¥~V — (Domain-Based Executive Summary) | LAR— ML, R v
FO—=ZAD 1 DERIFEEDO KA VOERBIOREA v —VoOMERERENET, ZhiF]
7 €77 47 %~V — (Executive Summary) ] LA R— hELITWETR, LR—h T—FB, HE
L7e RAAL UTHEZEEND A v E—VICHIBRENE T, [EEA—/L H~ U — (Outgoing Mail
Summary) ]iZi&, EEYV—OPTR (KA % La—FK) ORAL VR, BELLZ AL VIi—3
TOGRICOBRT —FIRERRINET, BEHO RAAL VBEESNTWDLGA, 20T 7747 VA
FTRCORAL DT —H% 1 OOLR— MIEHLET,

P RAL L DUK— FEERT DI, BFA—L X2 )T TTILAT U ABLER EFa Y
TAERT T IA TV ADVR—T 4 7 VAT AT, BRAAL Vv EED L RL~UL RAL L ELT
BT 20ERHY 3, 72 21E, examplecom ZEH 2 RL~Ub KA AL & LTEMLEEA,
subdomain.example.com D L5 7RV 7T FAAL V&2 VR—TFT 4 VA TEL L OITRVET, S
Y RLUL RAAL C&BINT 51203, BF ANV X2V T4 TFFA47ZADCLI T
reportingconfig -> mailsetup -> tld #FEfTL, EX 2 VT FEHTFF3 47 ZAD CLI T
reportingconfig -> domain -> tld #E1T L £,

EFOMDAT Y 2a—VEESNI VAR —FEFRRY | [ FAAA OB T 47 U —
(Domain-Based Executive Summary) ] VA — MIT7T—h A4 7 INFEHA,

[FAALVBDOITTEY 717 Y=< 1)— (Domain-Based Executive Summary) ] Lik—hELEaT—3> 400
A)oJIck->TIAYI SNz AyE—D

LE2T7—valy 74 0E )0 TIlioTo7ay 7 ENTEAvE—VIMEES 2 —IZADLRNTZD,
AsyncOS I ZZNEHEDA v =TI LT, 58% AL UV EHET OO T ERA, T
URXRZE 5T, RALA VT EIHEREINTA v E—VEPHEEESNE T, AL TEDTuy 7 &
NIZA Yy E—VDIEMRBEMDIZIE, A vE—UZEHELV~L (RCPTTO) I[ZETL2ETEX =Y
TAEET TTAT A HAT G ZEBIELET, £ 95 LT, AsyncOS BERFBA vE—Uh b5
FEET A ENETEXDLLICRVET, BT ANV EX2UT 1 77747 AT listenerconfig
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GE)

>setup 2~ FEFHL CTHESEZELELZENTEET, ZEL, 2047y a ViFv AT LD
T AR RIETTARERH Y £7, B L HAT EGOFEMIZO VW TIX, ZffHOE
A= X2 T 4 TTIAT LV ADY =2 T IIVEBRL T TN,

X2 VT A BET T ITAT VAT RAAL O TS T 47 ¥~V — (Domain-Based
Executive Summary) [ LAR— RO [L 2T —v a3y 74 X2 K BEIE (Stopped by Reputation
Filtering) | ODfiRE2FTRTHITIE, BFA N X2 VT 4 TTIAT AL ¥XF 2T BHT
7T AT ADiK ST hat_reject_info A X—T VT HUNENRSH Y ET,

X2 VT 4 EET 7 74T AT hat_reject_info % 1 *—7 /123 521X, reportingconfig >
domain > hat_reject_info =~ > FZETLE T,

[FAS o BDITES T 17 < 1)— (Domain-Based Executive Summary) ] LiR—FD F AL U ELUZEEDY

A bDER

AT 4 F¥al—vary TrANVEERLTC, [RALVEOZITEIT 4T <~ —
(Domain-Based Executive Summary) ] LAR— FD AL U BLOZEFEZEHTEES, a7 4
Xal—Tary Z7A40MF, TFI9A T ADaAry 7 4 FXalb—ary T4 7 NIICHREINET
FAR TZ7ANTT, ZOT77ANOTT LI, FAMOLVR—FRAERESNET, ZhiZk>T, K
BORAAVBIOZEZEEZ 1 OOLR—RMNIEDDIIENTE, HEDORAAL L LEA—FE2 1250
a7 4Xal—vary 77 /VTERTEET,

a7 4FXal—vay TrANVDOEITITE, AL VADANR—=ZARYIY VA NE LER— FZE
BDOBFA—N T FLADAR—ZARGIY Y XA I REENET, FAS LDV A LNEBFA—ILT
RLADY A MIHr~TRY S ET, subdomain.example.com O L 912, Bl KA A 4 OriizH
TRAL L EC VA REBNMTHE, YT RAALS L EEDDHIENTEET,

WITRT 77 AT, 32OV R—F2ERTE 1 OOLR—h a7 4FX¥alb— a3y 7744 7T
ERS

yourdomain.com sampledomain.com, admin@yourdomain.com
sampledomain.com, admin@yourdomain.com user@sampledomain.com
subdomain.example.com mail.example.com, user@example.com

aAr74Xalb—vary 7yl 1| OOAHMTE VAR - MOERSNERELZMEM LT, HEO LV
A= MEREMICERT D ENTEET, =& xiE, Bigfish &9 4RO Redfish & Bluefish
EWIHLETIOEEEIL L, Redfish & Bluefish @ F A1 v &5 & & #ERF9 25 & LEJ, Bigfish t-
i, Hx DO RAAL Y UAR— MIXHET D 3TAEENLa T4 FXFab—vay 77 A VEHFERALT
1 OO [ RAAL O SE ST 47 Y~ VU — (Domain-Based Executive Summary) ] LA — b & {ExL
LET, 7TT7I9AT VAT RAAL L HBOZTEY T 7 ¥~ U — (Domain-Based Executive
Summary) ] LA — A& S5 & Bigfish o4& #E51X Bigfish.com, Redfish.com, 3 LW
Bluefish.com ® LR — k%3515 L. Redfish thD &L (X Redfish.com KA A > D LR — FE%[F L,
Bluefish tE D& H# X Bluefish.com KA A DL FR— b E2ZELET,

B ELR—PZLICRB R R a7 4 Xal—vay Ty ANVET TIAT VAT v Fa—RT

TET, £ BEOLRE-MIHLTRALaZ Yy 74 Falb—vay Zy A VEBATZ LT

FT, R, BARDIHMORUL RAL T LT —2RFEREND, EEOL4FITE L AR— %
B CEET, 794 T RIZar74Xal—vay 77ANET v 70— KT 58813, 77

ANZEEFELROEY, GUI TLAR— FREZEHTIOILENDH D FHA,
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[FAABOITEY T 147 < 1)— (Domain-Based Executive Summary) ] L/R— b DR

ATFyvFT 1

A7y 2

AFvT 3

ATv7 4

AFyT 5

ATFvT 6

ATy 7T

FIR

X2 VT 4 EHT S IA T UVATLR— I DAV a— L ERETHI L, TITLR— N4
TAHIELTEET,

LR— MDA P a— VEFRETDHIZIE, WOFEEZEITLET,

a. [A—/v (Email) ]>[ VA& —F (Reporting) 1> [EM LA —F (Scheduled Reports) ] &R L
ij‘o

b. [EMLAR— h%ZiBEM (Add Scheduled Report) | %27V v 7 LE T,
Fr T B UR— FeERT 5123 ROFIEEZFATLET,

a. [A—/v (Email) ]>[ VA& —F (Reporting) 1>[7—H A7 LAR—F (Archived Reports) ] %
BIRLET,

b. [47<VbAR— &4 (Generate Report Now) 1 %27 U v 7 LET,

[LA—k 247 (Report Type) ] KR w7 XY UR b, [ KAL VDI CI T 47 H
U — (Domain-Based Executive Summary) | VAR — h # A 7 & RIRL 7,

LAHR—=FZ2EGD2 FAALUVBLRVR— I ZEZEDODESFA—N T RFLAZBELET, LAR— 24
KT D200, IROWTNLDOF T g BRI TE£7,

o [fEBID RAAL L EFRELTLAR— h%& AR (Generate report by specifying individual domains) ],
VT—%@%%4/%iUVT—F FEOEFA—NT FLAZANLET, #HO= ) %
KI5, Br~EHEHLET, F7-. subdomain.yourdomain.com @ & 5 7247 KA A > &4fi
M+sz <E HTEET, HEVHEBIZILEINLRWE FREINDIDEDO AL D LVR— FEE
T 2% A, FAAA 2N ET D L el L £,

e [TZ7ANET v u— RNLTLAR— &4, (Generate reports by uploading file) ], L A— ~®
FAAL Y, BIOZEEDETFA—IN T RLADVRAREGENDS AL T4 X2l —ary 77
ANELR—FLES, TFIF9AT L ADAL T 4 Falb— gy F4L7 MNIhbarr g
Xal—vary 77/ VERIRTHIIEL, e—Hb avBa—FnLTvy7r—R352Ld
TEET, HBIIAFENDIEZHDO AL L DLR— EERTIHEEF. 207 4 F2b—T 3
VI FANVOFEREHELET, AL R—Z2DLAR—FDary 7 Fal—var 77 AL
DOFFEMONTIE, [ KAA O /¥ 7T 47 ¥~ U — (Domain-Based Executive
Summary) | LAR—FD RAA VBLOZEEDO) A MOER] (P4-54) 25 LTLEEW,

GE)  AET AU b (Yahoo! A—/bE7-1% Gmail 72 &) (12 LK— k2 %ET 2HAE. LF—k
Ry — U TANMSES AN E D IHET BT hOAT A b U2 hicLF—
4V EET FL A BT 5 LER S DEA D ) £,

[54bw(ﬁm)]%%x$74~WPK\vﬁ—%@ﬁ4bw%%kﬁbi#

AsyncOS TiX, VA= FMER—ENE I DIIHRINET A, BEZBT 572012, B U4ARTCHEE
DUR—=FEERLRNTI IS0,

[#18 KA A > (Outgoing Domain) | &© 27 v a > T, BEA—N Y~IU—DRAL L XA THRIRL
F9, &KL [V—2358] (By Server) ] £721x [ A—/v 7 F L 23] (By Email Address) ] T9,

[ RIHEPH (Time Range to Include) | ke v & 0y A b, LiR— b 77— ORFFHPH 2 &R
LET,

[ (Format) | &2 a>C, LAR—FOBXEZRINLET,
WROAT>ar B ET,
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e [PDF], BMEH. 7—HAT7H, £7213F0W S OMETPDF JEAD F¥ =2 A FE{ERLET,
[PDF LA — b % 7 L B a2— (Preview PDF Report) 1 %7 Vw27 55&, 727HIZPDF 77 1L
TULR—FERRTEET,

e [CSV], Zo~=RGIYWDMEL LTCraw T —Z NG ENS ASCII TF A b 77 A L EER L ET,
£ CSV 77 A, K 10017T2E8D5 2N TExFET, LAR— MIBEHOBEOENEGEN
LEE . BEICH L TRAED CSV 7 7 A ABMER ENE T,

ATFvFT 8 [A#7VYa—/b (Schedule) | &7 avind, LiR—hE2AERTHAY Va—LaEIRLET,

BRI [0 (Daily) 1. [ (Weekly) | RO Ry 7E v JARMRHY EF) £0E [
f#H (monthly) ] T,

ATFYT 9 (EE) VIR—bOHARFL T vI7u—FLEd, nid, LR— bOEEICERSNET,
e ZoOmIE, KR TS550x50 B2 EAD jpg. .gif., £720F png 7 7 A NVICTHLERH Y 77,
e NI Ty ANET vy u—RKLRMhoE, T 740 O Cisco 7 IRHEHINET,

AFYFT 10 ZOLFR— b OEFEEERLET, TUVTEHETO PDF 77 A VOAERKICOWTIE, [ViR—F 4 7
F=ABLOR N T X7 F—2OHIRB LU ZR— 1] (P3-10) OFRERFEFRABRLTLE
W,

ZAF97 1M [%E (Submit) 1227V v 27 LT, =Y LOEHEEZEEF L, [£E LM E (Commit Changes) | %7~
Uy 7 LTEREZRTFLET,

[T5€9 7«17 Y=< 1)— (Executive Summary) ] LR—k

[=7E82 7 47 = 1U— (Executive Summary) | LAR— ME, BFA—N X2 T 777347
VAN DEEBLIVREA vE—Y T/ T4 T o OBETT, EX 2 VT A BT SIAT R
ETERRTEET,

TOVR—F RX=VZE, BrA—N LER—T 470 [ (Overview) ] — Y TRRTEZDH
WMOMBENFREINES, [EFA—N LR—T 17 OHE (Email Reporting Overview) ] _—
DFFMCHONTIE, [EF A= VR—=T 4 70O [#ZE (Overview) ] ~<—] (P4-11) 2ZHL T
<TEEW,

BFA—I LIR—bDRT D a—)LERE
(R a— ViRESNTZETA =L LR— AT ROBTA—/L LAR— MIOWNT]
(P4-51) IRENTVETRTDOLR— F2ATVa— LR ETEET,
VR—= DAV 2 — VR EDEBRFIFEICOWNTEL, RESMLTIEIN,
o R Va—nESNLA—DEM (P4-56)
o R Va—NFEEINIZLFR— FORE] (P.4-58)
o (A Va—nEESNEZLVFR—bDOHIE] (P4-58)

AT Ta—ILREShf=LKR— FDEM

ARV a—ViRESNIZE A= VR— FE2BENT 512, ROFIEEZFIATLET,
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ATFvFT1

A7y 2
AFyvFT 3

ATy 4

AFvT 5
ATy 6

ATy 7T
AFyv7T 8
AFyvFT9

AFvF 10

ATv7 11

ATFyvF 12

FIR

X2 VT 4 EHTSTAT AT, [A—/ (Bmail) ]>[ L A—F (Reporting) > [T LA—k
(Scheduled Reports) ] IR L F 7,

[E#LAR— hZiBEM (Add Scheduled Report) 1227V v 7 LET,
ViR— K A4 7B ET,

LR— b ZA 7OFHPFAIZONWTIE, ATV a— LR EESNTZBFA—I LIR— AT~ FOE
T A =L LAR— Mo T] (P4-51) #BRLTLIIEEN,

Y
GE) [FAAVvEOTIEY T 47 P~V — (Domain-Based Executive Summary) ] LAR— kD%

EDOFEMZ NI, [[ KAA v BOZ7 ¥ T 47 ¥~ U — (Domain-Based Executive
Summary) ] LAR— M (P.4-53) LTSN,

N

GE) AT a— ) VREENTZVR—MUEHRATE 24T a it ViR—F A 72X o THRARY
¥4, ZOFIEDOEY O THAT LA S avd, T _XTOLR— MIEMT 5 0HEITH
DEHEA,

[#A kv (Title) ] 74—V RIZ, VLR—FDZA a2 ANLET,

R CARIOBEEDO LR — FEERT AL E2BIET A0, DT WHA M EFERATLZ &L 2H
L ET,

[ R5f#%iPH (Time Range to Include) | K v 7H Dy A=a—0 0 LAR— O ZRIRL ET,
ERREND VAR— FOBREZBIRLET,

T 74 " ERXIZPDF T, FEALEDLR—FTlE,. raw T —% %2 CSV 77 AL E LTIRET D Z
& %)j‘ bT‘j—o

UAR— MIGE U T, [17% (Number of Rows) | T, LAR—MIEGHLIT—XOEEZERIRLET,
VAR—MISCT, VAR— 2 Y — T 2REELRDINT LEZBRLET,

[ A% Y 2—/L (Schedule) [ KT, VAR— b DAV a—LERETHHE, #l, £7213HORIC
LA T vary REVEBRLET, £, VAR— MDAV a— VREICHAEED L Z E%T%i
T WP, TRE O RFAEMEL L7HANTe 0 £9 (00:00 ~ 23:59 23 1 H),

[ A= (Email) ] 7% %k 74— R, ARSNELE— FREESNEETFA—L T FL A%
AN LET,

BEIA—NZEEERBELZVWEATH, LR—-MIT7T—DA4730FT,

VNS U8 (BEe b Ede) OLFR— M ZEFEZBMTEET, LR FE2ZEOT KL RZEEFET
HUVENHBEE. BIICREEERTETHEV ., A=V 7 URXMEERTIIEINES TT,

ViR— b OEFEZERL £,

TUVTERBIOVWTUR, [VR—=TFT 4 7 T—=2BLO N7 X7 F—2 OB LT 7 2R —
~1 (P3-10) OHEEREREZZML T2 S,

[%fE (Submit) 1227 Vv 27 LET,
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RirOa—IEESINT-LR— OGRS
FIR

ATFYT1 X2 VT4 BT 7747 AT, [A—/L (Email) |>[ LA —F (Reporting) ]>[EH 1L HK—
(Scheduled Reports) | Z3&R L E7,

ATvF 2 [VA—bLDXA Fv (ReportTitle) | HT7 5D, BEEFTHVLR— V7% 7V v LET,
AFvT 3 LA RFREMEEELET,
AFvT 4 EHEEEEL, RIFLET,

AR a—)LEBEEINLER—FOFIE

AV a—VBEINTZVER— T, 5BOA LV AZ U ANERINBZNVE T HITE, KORAT v
TEFEITLET,

FIR

ATFYT 1 X2 VT4 BT 7747 AT, [A—/L (Email) |>[ LA — I (Reporting) ]>[EH L HK— k
(Scheduled Reports) ] iR L £7,

AFYFT 2 ARENIETELE- NS TA2F v 7 By 7 A RIRLET, A7 Va—ARESNEZTRTO
LR— R EBIRT 2101, [T2C (Al) ] F=v 2Ry 7 25 @R LET,

ATvF 3 [HIE (Delete) 1227V >v27 LET,
N

GE) HIBRENTZVAR— b OT—H A THIE, BEIMWICHIBREN DD TIED IV EFHA, LIANTAER
ENTEVR—FEHIBRT DI, 74 TEADOLFR— FOHIBR] (P4-61) 251 TL
7230,

AT FTOEFA—IL LIR— FDAER

[ A=/ LAR—F (Email Reporting) ] ~—Y O (P4-7) THHALILA X T T 47 LAR—
h X=VZFEHLTER (BLOPDF 24K) TXHLAR—NMIMAT, [Arva—A@EEINT
BEFA—I LR—FEF T ROBEFA—/L LER—FZHONT] (P4-51) IR LELVER— D,
BELEAAL TLV—LDPDF 77 A VETziZraw 7—% CSV 7 7 A L EZWDOTHRIFTE ET,

AT N VR—= MEAERT 2ITE, ROFIREZFETLET,

FIR

ATF9T 1 X2 VT 4BHMTTIA4T AT, [A—/4 (Email) |>[ LA — b (Reporting) 1>[7—HA7 L
A — bk (Archived Reports) | &R L £,

ATF9FT 2 [H5T<SUA— &4 (Generate Report Now) %27 U v 7 LET,
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| £48F FHREFYHEFA—ILEF2UTq LKR—TFT1250ER
ATvFT 3 LR—F XA TEBRLET,
LViR— bk A TOHPIZONTIE, RV a—VRESNTEEF AL LR— e F T FOE
T A=) LAR— M2 T) (P4-51) LTI,
AFyT 4 [HZA b (Title) | 7F AL 74—V RIZ, LR—FOXA MV AEATILET,
AsyncOS Tid, LAR— MR —ENE I NIERINET A, RELZET D720, R CARTTEE
DUR—FEERLRNTIES N,
S
GE) [NAAYEBOZIEIT 47 ¥~ U — (Domain-Based Executive Summary) ] L R— kD%
EOFEMINZ ST, [[ FAA v o= €27 47 H~ U — (Domain-Based Executive
Summary) | LAR— k| (P4-533) #ZBRLT7ZE0N,
N
GE) AT Va—RESNLVR—MUEHATE LA T a i, VA=K ZA7ICL->TERDY
£, COFIEOEY O THATHA TV a v i, TTOLVR— MIEAT 2 LEHEH
D ERA
ATFvF 5 [ (Time Range to Include) | Kry 7& 0 U X b, LAR— b 7 —X ORI HLHH % 8N
LET,
I AL LREHEIHA 7 2 T,
AFyF 6 [EX (Format) |27 a T, LR—bOBEREZBIRL £,
WROF T arRnNbh) £7,
o [PDF], BMEH. 7—HAT7H. £7213F0W S OMETPDF JEAD F¥ =2 A M &{ERLET,
[PDF LA — b % 7L B a— (Preview PDF Report) 1 %7 Vw27 55&, 727HICPDF 77 1L
TULAR—FERRTEET,
e [CSV], Hu =KD DED raw 7T —# NEEND ASCHTHFA L 77 A VEERLET, &
CSV 77 A M, BK 100172 EHDLZENTEET, LAR— MIEROFEHOENREGEND
BhE. ERICKLTHIED CSV 7 7 A A BER SV ET,
ARFYT T VAR FEITTDT T IATVAEIRET T IAT VA TN—TH%RIRLET, TTITAT VAT
N—=TEERLTORWEES, 2O+ 7y a v idFERINERTA,
ATvT 8 [HEEAT T a2 (Delivery Option) | EZ v arhnb, ROATva v 2RIRLET,
e [7T—HA7 LiR—F (Archive Report) | F=v /7Ry 7 A%A I LT, VLR— 2T —hA
TLET,
O TvarvEBRIRTLE, UR— B[ T—HI47 UAR—b (Archived Reports) | ~X—I1Z
TRINET,
Y
GE) [FAA VO EI T 47 H~ Y — (Domain-Based Executive Summary) ] L7R— [Z
T4 T TEERA,
o [AFZEHITA—/L%2%D (Email now to recipients) | F = v 7Ry 7 A4 12 LT, b
R—rE2EFA—LTEELET,
TXAL T 4= FIC, VIR—= FOZEEDEBFA—NAVT FLAEZ AN LET,
AT7F97 9 ZOVR—-FOFHEBRLET, 7VTFHTOPDF 7 7 A VOEKIZONTIE, [VAR—=T 47

T=HBION T vx 7 FT=F OB IO AR — 1] (P3-10) ORERERERESHL T
éb\o
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |

AFvF 10

[ 2OV A— b Zi%fE (Deliver This Report) ] #27 U v 27 LT, bAR—bFaAERLET,

T—HhA4TEFA—I LR— FDRTEEE

ATV a—VBHEINTZ VA= MBI OA T K bR—ME, —EHM 77— DA 73nFET,
X2 VT4 BT SIAT AT, ATV a—ABESNTEZLER—FOEKRKI2DA VAR LA
T, ARESNTEEFOLR—F 2T _XTOLR— MIX LT, &5 1000 X—Y a3 > FTHREELET,
124 AZ L RAEWSHIRIZE, A CARERERFADO Ay ¥ 2 — LR EINLA LA— MIEA S
ij‘o

T—=HATHEHDOLVHR— MIBBICHIBRESNET, HrLVLAR— FRBINEND &, L AR— R
HIBR S 40, H1Z 1000 &0 5 BBHERE S LE T,

T—=HATHEHDLR— ML, TTTAT 2 AD /periodic_reports 7 4 L7 M UVITIRESNET,
FEMIZOWTIE, (8 A TP A X —T =2 AA ABXOT T IA4 T ANDT 7 A] LT
éb\)o

T—hA TEHDLR—ADT IR

ATFyvFT 1

[ A=/ (Email) ]>[ VA —F (Reporting) [>[7—HA 7 LA— b (Archived Reports) ] X—
Wi, ARENTERELHESNTELT ., T—HA T T LI LEERELL, A7 Va—AREINE
L R— kAT~ R LR— ERERENET,

FIg

[ A=/ (Email) 1>[ LA — b (Reporting) 1>[7—H#A 7 LAR— K (Archived Reports) ] Z#IR L
ij‘o

[7—HA47 LFR—b (Archived Reports) | DU R h3ERENE T,

4-22 7—#h4 7 LR—F (Archived Reports)

Archived Reports

Available Reports

Generate Report Mow...

Show: RG] e L

Report Tile Type Format = Applisnce Group TiFng Rangs Generated on imi
Conbent Fllers Content Fillars PLCF ALL Calandar Weaek 0% May 2011 12:31 {GMT -07:00) |:|
Defivery Stakss Delivery Status POF all Casstnm 0% May 2011 12:32 (GMT -07=00) O
Cralele J
ATF9FT 2 VRAMBEVWHBEIZHEOLR—FE2R2TF 212, [FE2R (Show) | A=a—nbLAR—h A 7%
BIRLCYVARNETANEZ D TT o0, EREFANT O~ =% VI L, ZOHTLTY—h
LET,
ATFvF 3 [LAR—FDXA b (ReportTitle) 1227 Vw7 T25L, ZOLR— FRERENLET,
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| £48F FHREFYHEFA—ILEF2UTq LKR—TFT1250ER

7—hA TEHDLKR— FDHEIE
[T —H A TEF A= LiR— FDOFEREEH] (P4-60) THHLIZL—IHWE- T, LiR— MNIHES
MV AT A bHIRSNET, 2Z L, AERLVAR— N2 TFETHIRT L Z &L TEET,
T—HATEHDOLR— N EFTEITHIERT 5121, ROTFIEEZFITLET,

FIE

ATF9FT 1 X2 VT4 BT 7SI7A4T AT, [A—/L (Email) |>[ LA — b (Reporting) |>[7—HA7 L
A— b (Archived Reports) | Zi&R L £ 7,

BINARER T — DA TERD LR — FRFRRINET,
ATFYT 2 HIBRTD 1 OFHITEBEDOLR— b DOF 2y 7Ry 7 2ERIRLET,
AFvF 3 [HIE (Delete) |27V v27 LET,

ATFYT 4 ATV VEBREINTEVER— T, 58O VAZ VANEREINBZNE Y IZTHITiE, (27
Va— ABEINTLR—FOHIE] (P4-58) BTN,
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F4FE FREPEEFA-N EF2UT1 LR—T1VITOERA |
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¥ CHAPTER 5

chiSEch® Web LK—7 4 VT B & B RSy
£ DEE

o [HhtEh Web LAR—F 4 > 7 O (P.5-1)

o [HhtEth Web LR—F 4 > 7 0% E] (P.5-2)

o (AU BFUT 47 Web LiR—T 1 27 _R—=TOEE] (P.5-7)

e Web VAR—F 4 v 7 X=2zo50 T (P.5-7)

o (AT Va—nNFESNTELVAR—LA T~ R Web LAR— MZ2WTJ (P.5-66)
o [Web LiIR— DAY 2—Li%iE] (P.5-67)

o [FUF<w RTO Web LiR— sk (P.5-71)

o [7—Hh AT &N Web LR~ FDFEREEH] (P.5-72)

hREFE Web LR—T 1 VT DBE

AADALT Y X2 VT4 BT SIAT AT, Har DX )T A HENSIERAINE L,
Web hT7 7490 RE—REFxFa2UT 4 VAIZOE=HIFERATELRTFT—F 2Tk LET, LiR—
FEVTNEALTETLTIHEDODHBENDOY AT AT 7T AT A AL ET T 4 TITERLE
D, ATV a—VEERLT LR N2 EHCEIT LIV T 5B TEET, £, LR—T 4~
THREZHFAL T, raw T —F 2 7 7 A M7 AR—rTHZ L HTEET,

B Web LR —7 ¢ U 7 BEREAR T A L, EEHEIIMEL AR - FEERL TRy hT—7 O
HREZRBETE D720 TR, BEDORAAL Y, 2—W, FEZITIVDONT 7 4 v 7 OFEME, N
VILVE T L THRTE £,

FA A &R

RAAL DN TIE, Web LAR—F ¢ U BB TUL T OT —FHEHFEEEK L, FAAL L LER— MNIE
WHZENTEET, 72 & 213 Facebook.com R A A BT HLAR— FE2{ER L TWAES, LAR—
MIKDIE#RE M TEET,

e Facebook.com |27 7 A LTz Ffia—H DY Z K

e Facebook.com N CT7 7 A&/ E{f URL ®VY & k

a—4
Z—PIZONTIE, Web LER—F 4 V7 HEBETCUTOT—FBHEEZAR L, =2—F LEAR—MIEDD
ZENTEET, L xE MNamiel 2 WH XA FLDOLR— MIRDIEREEZEDDHZENTEET,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

o o—W [Jamie] WT V7 EALE L RAAL DY X |
o YNTUTERIZVANANEMETH -2 AL URL ® U X b
o 2—% [Jamie| WT 27 EALE FubTTIDY A B

2l k=)

ATFAVITHLTUE, A7FY LER—NMNIEFEDLIT—H %, Web LAR—T7 ¢ V 7HERRCTERTEET,
7o & 21X, TSports) £ WO AT TVICRDEREEZD DL ENTEET,

e [Sports] #T7FTVIZHFEENTWIZEML FAL DY R b

e [Sports] 7 IV T /AL Eff2—HF DU Xk

EROEDOHDOLER—F L, Xy NU—7 FOREOHBIZET 2 EENR 2 — 2Rt LT, FHE
MR TE DL HICTHZEEEMELTVET,

— g
DXL R=DLULR—FT 4T R=VOFEMoONTE, Tex 7R —7 427 (P15-1)
L TLTEE0,

GE) 7T77EBAINERFED URL 23 TRL, 2—¥RFHTETRXRTORAL UEREZEGTHZENT
EFET, =BT I/ EALTWEHEED URL, £ URL IZT 7 A L72KL, £ ® URL NFF] X
NTNDENEI DR EDERZEATT HITIE, [Web F T v F 7 (Web Tracking) ] ~<—? Web 7
nXy P—ERCL o THUBEESNZ N T T v a rORBEFHLET,

GE) WebtXalUT7 4 T77IATVATT —EPREFENDLIDIE, e—V VR—T 4 I RERAIND
BATTTT, Web X )T 4 T FI9A TV ATHEERFRLR—F ¢ VI WNA =T VR EE.
ZOWeb tX2 VT4 TTIATUVATRYAT A XY RUT L EVAT D AT —HADT =5 D
HNMER SN ET, PREFH Web LR—F 4 L N R—T IR > TWRWES, AkEnsd L
R—=bMEIVAT L Fy T LVAT N AT =H AT TT,

X2 VT A ERT T IAT LV ATUR=T 47 T—=2%Fmd 5I12E, W ONDHERDY %

7

o AUHTIT 4T LiR—hF R=UEFRTILEHEIE. [Web LIR—T 4 7 R—=TIZ21 T
(P5-7) #ZBRLTLIEZEW,

o LR—IEFUFvL RTERTAIZIE., [ F~2 R TO Web LAR— M4k (P.5-71) %
ZRLTLEEN,

o LAR—FBNEHAICHY IR LMEREND LAV a— 2R ETIHER., (A7 a— i
EENTZVR—hEF T2 K Web LAR— FZHOWT) (P5-66) ML TL7ZEW,

o DFENCETENTZLVAR—F (AT Va—ARESNTZLVER— AT~ RTERENTZLR—
FDOWS) DT —HA TR AEERT L HECHOWNWTIE, [T —h A7 &7 Web LAR— FDFERE
FH] (P5-72) #ZHL T ZE0,

hREFE Web LR—T 1 VT DEETE

R AE TR Web LR —T 4 V7 2 RET DI, WOFEZEFEBY FEITLET,
o (X2 UT 4 BT 7I7A4T L ATORRERE Web LR—T 4 7 DA Fx—T7 4] (P.5-3)
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| 5% thash® Web LK—74 Y IBEU RS v TORE

o [WebtXxa2VUTF 4 75T ATOHRREFRLR—F ¢ T DA %—T 4] (P.5-3)

o [MEPNLEDE Web EX a2 UF 4 T I3 T U A~OHPEFR Web LR —F 4 7 H—E 2D
B (P.5-4)

e [Web LAR— FTOa—FLDELA] (P.5-5)

X1V TABEBTITSAT7UVRATOHRRESFE Web LIR—FT 1 25 DA

*r—TILiE

2AFvF 1

ATvT 2

ATFyvFT 3

ATv7 4

AFvF 5

FIE

R BRI Web LAR—T 4 U 7% A X —T VST HRIE, +5070T 4 A7 EENA Y — e R 2HI Y 24T

BNTVDZ 2R LET, [T 4 A7 MHEOEH] (P.14-56) 2ZML TS ZEW,

X2 VT 4 EFHT T TA T URT, [EET 7T 47 A (Management Appliance) |> [ £F0%& 21

H#— B R (Centralized Services) ]>[Web] > [#£#& L L 7R — b (Centralized Reporting) ] 3R L

ES N

VAT ALY N7 T U4 = FOFITRNO THREGU LR =T 4 T oA X =T WZT 256

X, ROFIEEZFATLET

a. [FH%) (Enable) 1227V v 27 LET,

b. =V Fa—% S48 A HELHB LT, [AZ (Accept) |27 Vv LET,

DRHNZHREFR LR —T 4 75T 4 8—T NI L, ZDOH%AFT—TNMITEEHEIE. ROTFIEEHE

fTLET,

a. [REzimE (Edit Settings) 1227V v 27 LET,

b. [/ Web LA — M —E2X%ZH%)IZ3 5 (Enable Centralized Web Report Services) | &= v 7
RNy 7 AZERLET,

c. 'Web LAR—hFTOa—V4OEA{] (P5-5) ZZZTEITTHIEL, BTHEITTHILEHT
EFET,

EREZFEL., RMELET,

N

GE) T77FI9ATATWeb LIR—TFT 4 VI RA X =TT >TWT, ZOMEIZT ¢ A7 FERAN
EIDYTHNTWARWGESE, T4 AZHEEBEIV Y ToNDET, FREFE Web LAR—T «
VIR LEY A, Web LIR—TFT 4 VI BL O MN T v U FICRET DI +— X, BIEM
ALTWETF 4 A7ERED B REVWEA, Web LAR—T 4V I7BLO N T vx T O5F—%
RbLEE A, FEIZONTIE, T4 A7 HHEOFH] (P.14-56) 22HL T IZEW,

Web X274 FISATUVRATORREFRLKR—T 1 27 DA R—

JILiE

R ERR L R—F 4 T A F—T NI TBENC. T_RTOWeb EX2UF 4 T 7547 2 AN
EI, BELBVICEIELTWARLERH Y 97,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

PREPFRI LR —TF 4 7%, ZNEEHT28 Web X2 VT4 7774 T AT LA X—T L
T HRERH Y £,

[ Cisco IronPort AsyncOS for Web Security User Guide] @ TEnabling Centralized Reporting] % %M
LTL7IEEN,

EEXNEDEWeb X2 )T 4 FITFATVAANDHRREHE Web L
R—T 42T 5—ERDENM

I TETT D PIAL, o REFREHEEORERFIZ, T TIZLIOT IIA4 T U AZBM LN
Eomicko TR £,

FIg

ATF9FT 1 X2 VT4 BT TIAT AT, [BET 7747 A (Management Appliance) | > [ #£EFE B
H—1t' X (Centralized Services) |>[tF¥=VU T 4 777147 A (Security Appliances) | Z IR L
ESUaN

ATvF 2 UARNMIWeb X2 VT4 77747 AZBMELOLEIL, ROFIRZFEITLET,
a. WebtXa U714 77 I7AT L RADLARIEZ V27 LET,
b. [#£f&# LK — b (Centralized Reporting) | 7 —E A &&ER L £,

AFYT 3 WebtxalT7 4 77747 AZEEBIML TOARWESIE, ROFIEEZFEITLET,
a. [Web 77747 A0 (Add Web Appliance) | #7 U v 7 LET,

b. [77747 2% (Appliance Name) [ B L O [IP 7 KL X (IP Address) | 7% Ak 7 41—/
i, Web e X2 )T 4 T IA TV ADEHRA LV H—T 2 A ADT TITAT A% L TP T RLA
EASTLET,

N
GE) [IP7FLx (JPAddress) ] 7FA b 74—/ RIZDNS 4 &2 AN LEHETH, [%E
(Submit) 1227 Vv 27 32&, F<ICTIP 7 FLRICHRSET,

c. [#EfEB LK — b (Centralized Reporting) ] —EANHFNIRIRS L TWET,
[ %#5t D FESr (Establish Connection) | #27 U v 7 L¥1,

BHMRERDT T ITAT VADEBRET IV hO2—YH L RXAT— READ L, [HEHOH
37 (Establish Connection) | %72 U v 27 LE 7,

GE) v lAVEBREREANITDE, EX2 VT A BT T I3A TV ADLIE— N T T4 T
AP T 7 A NEEEDTZD DA SSH F—NEINET, v/ VERERIE. B2V 7«
BT T4 T ATIIMEES N E Y AL

f. [HZh (Success) | A v E—IB_R—=V DT —T VO LICEREND ETHELET,
g. [7 A MEEHE (Test Connection) 1 %27V v LET,
h. 7—7VO EOT A MNEREHRLET,

ATwvF 4 [#E (Submit) |27V y 7 LET,

AFvT 5 HREFHLR—FT 4 T 24 X—TNICTEEWeb EFX a2 VT 4 T7ITA4AT L RIH LTIDOFAE
BV IRLET,
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| £5%

hREFE Web LE—FT 4 VI BLV RS vX L TOER

Web LR—

EHERIFLET,

FTCHAI—TFRZDELRIE

TI7HN BT, VR—=T 47 X=Y L PDF [Ca—FARFRENES, EL, 2—F 07 IA
N—%RET DO, Web LAR— F T2—FH 2@ TERVLIITTHILATEET,

ZOTTIAT ADEHERZFF O =TI, A F T 7T 47 VR— P ERRTLHEE, I
=YX ERRTEET,

B 5-1 A—HFanRREhiLR—F v R—
Users
Printable [PDF)
Time Range:  Day ,,¢_]

27 Mo 2011 10000 to 20 Moy 2001 10:57 (GMT -08:00)

trmy 132 timmy [T 10 TRE
tecumseh ur tecumseh [T 264,808
wells 126 franklin.d [T 1549686
franklin.d 118 wells [T 14 40E
trmy 106 davies [T 136068
frank 154 timmy [T 131568
murgatroyd ¥ 8.19.75.105 | 230268
dawies w5 tim [ 109 568
alices L2 chan [T 20T.5KE
kard ™ franklin.d [T 193,008
(] 100 00 :

3 B

19538 B 5H5.968

Transaclions

Bylies

Chart Optians... | Expart... Chart Opliens... | Export. ..

Tems Cisplayed | 10+

Usér [0 gr Clignt [P Bandwidth Used T Spent Transactions Completed Transectons Blocked w Tatal Transactions
HimTry I20.7KB 00:33 151 132 @3
tecumseh 264, BEB 0g:39 121 127 244
wells 154 4KB 0027 124 126 250
frankhin.d 259.6KB 0g:27 117 118 235
By 2231.%KB 0024 104 106 210
frank 162.3KB 0g:12 8 104 162
g troyd 186.BKB 0024 BL o5 164
davies 236968 00:33 108 9% 203
alices 1B6.1KB 00:24 B9 94 163
warl 185.2KB 0027 G2 9 186

Totals {all available data): 10.0MB 21:48 4,763 4,648 G,411
l— Caolumns... | Expart...
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

5-2 A—HEEBRICLELR—T 42T R—=
Users
Printable (PDF)
Time Range: | Doy -H
I7 Mov 2011 11:00 o 2§ Nov 2011 11:29 (3MT -08:00)
Acab2BI62ATY 13 Acab26202d79 [T 120.TE
AcaIP02c26EaITTC (Fig AcaIP02c262a2I20Te [T 1 BRE
A2IVGALADTY 126 4445483741 2640270747 [T 10 ERE
4440482741 26402707437 118 422326484070 [T oos aan
AcdhIEIE2ATT 100 4348224023270 [T s sen
444n48374179 14 Acab2E262479 [ @11 5Ku
4Ee2nd4 XA2cdad T2d337e = 0d07 0 adaTi2aca?0%00:70 [ 2mucks
4348224332070 uh 4cdh2679 [ ara gan
4AM64hI0332a70 LT 422326464na Td44R0ad4 2770 [ sov sEn
412R3ad87c [T 444p483741 26402707437 [T 190.mn
o II:I?I ik 1] ’H:ﬂ 0 IQ’SI'II:I'\ 1) BRI SMI‘JI:I'I
Transactons Bytes
Chart Ogtiens... | Cxpoet... Chart Optians. .. | Expart...
items Dolened_to_ 3
User 1D ar Client [P Bandwidth Lised Time Spent Transactions Completed Tramsactions Blocked = | Tatal Transactinns
4rdhPEI634 70 . M. 7KA . ﬂl:l!ﬂﬁ. 151 . 132 . 24
dpdI202e2A2a2 3207 PE4_RKRA f0:3% 121 137 248
432336464aT9 P54 _4KA 00:27 134 1346 250
44andAR T4 1 Fe4hITOT43Te I59.EKA 00:27 117 114 235
Acdb2BA624T7Y 231.5¢B 00:24 104 106 210
didadB2T41T9 162.3KB 00:12 Fy | 104 182
A62c2ad4 02 e ad TAd I3 T 1B6.BXB 00:24 BS &g 1B4
4348224623279 236.5KB 00:33 108 L] 203
4B261420232a79 1B6.1KB 00:24 B9 Lo 183
41282a467c 1B5.2KB 00:27 o2 Lo 1B6
Totals {all available data): . 10.0MB . 21:48 . 4,763 4,648 . a1l
I Conms...

LAR— R Ca—Ha 2@l TE 20k 9129 2103, ROFIEEZFITLET,

Flg

ATvF 1 [EHET 7747 A (Management Appliance) | > [£K& B — 2 (Centralized Services) ]>
[Web] > [ # LR —  (Centralized Reporting) ] 2R L 9,

ATY [R%EZ#msE (Edit Settings) 1227V v 27 LET,

ATFvT [LAR— b Ta—H L4 %ESIZT D (Anonymize usernames in reports) | F= v 7Ry 7 A& A 2L
£7.

ARFyT 4 EEEFEEL, RELET,
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| £5%

hREFE Web LE—FT 4 VI BLV RS vX L TOER

4283597147 Web LiR—T 4 0T R—DDiEE

AET 7T 47 Web ViR—T 4 7 RXR=TTlE, VAT LNTEHNRLETD 1 2FHTTITO

Web tX=2UT 4 TT7I3AT VAT T T7A47T R

T oEHRAEE=FTEE T,

INHDN—=VOHRIEIZHONTIE, WOEBAZZRL TIEE N,

% 5-1 12859 F 47 Web LIR—F 1 0 J R—S D
=) ik

LR—FNF—FDOT IV EABIOERA S a
RS D

(WR—F 47 F—FEF T 5H) (P3-1)

T—=TNNOT —Z DOEREHFET D

[Web LIR— sDT —7 v 51T LD |
(P.5-11)

ABTIT AT VIR— b RXR=Y D a—%&h
AL <A XD

MR —KF—HDOEa2—DHAX~<A X
(P.3-3)

T NOERERERT D

[Web K7 v %2 (Web Tracking) | (P.5-55)

VAR— MEREZEIRE 7237 AR =425

(VR=T v T=I B0 T vR T F—
2 QIR L= 7 27— K~ (P.3-10)

SFESERAUETIT 4T LR—F =T
SWCHES S

[Web L R—F ¢ 7 ~—=Ho0nWT) (P.5-7)

ViR— et T~y RTERT D

(A a—VRESNTZLVR— AT~
K Web LAR— MZ2>W\ T (P.5-66)

LR — R 2SETE L2 AR THTE OREZIC B B
FITSNDEIAT V2=V ERET D

(27 a—HESNEZLVR—FeF T~
K Web L' AR— ~zoWTJ (P.5-66)

T=HATHEHDF T R VR— MRS
Va—NVENLR— b ERRTD

[7—H A7 ENT- Web L R— FDFERE B
(P.5-72)

T =2 OWEGIEEZBRT S

txa V74 77747 ALK DVR—-MH
7= ORESIE)] (P3-2)

Web L R—T 1 29 R—IIZTDVT

[Web] >[ LAR— bk (Reporting) | ¥ 7iZlE, L AR— K T—=HE2RRTHEDOLT T a2 R0 20
HVFET, ZITIH, ZOXTIEZRRINDIEVR—T 4 7 X=V BIOELVR—T 47 ~<—

PVILRRSNDHEBRICONTHAL L9,

[Web L'AR— k (Web Reporting) | # 7D EDE T v a vt T~y RERFATF Y2 — L EHRL

A—hrE LTHEHTE 20002250 TiE,
MZ2WT) (P5-66) #5RLTLEIW,

(A7 a— VR EESNEZVR—FEAF T~ K Web LAR—
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® 5-2

[Web L#E—F (Web Reporting) ] % 7 D&

[Web L7R— Fk (Web Reporting) 1]

Aa—

Toay

Web LR— FOBIE

[#Z (Overview) | X—IZid, BHEWDO Web =V
TA T TITATVATDT 7T 4 8T 4 OBENRFRRINE
T, ZHUTE, BEEBIOREN T VYT v a VKT A S
7RV — T—TNALEENET, MOV TIE,
[Web LAR— h D (P.5-13) 2B L T &,

[2—% (Users) ] LFR—F (Web)

[=—H (Users) ] _X—IIZITHEHEDO Web T v ¥ 7 U
INFREN, F2 =YD Web b7 v &0 I IERE BT
TET,

[=—% (Users) | <—TTlik, VAT ALO=2—F (1 A
EFEE) DA —y b, BFEOYA b, FRIERE
® URL THER LR L, ZO2—F R LT D ik
BOREEZRRTEET,

[—% (Users) | X—YDA XTI T 4Tl [2—H
(Users) | 7— 7NV THAxD2—YE2 I Vv I35HL. D
FEE D — P OFEME R [ — Y DM (User Details) ]
NR=VWIZRKRINET,

[—VDFEM (User Details) | ~X— Cix., [Web]>[ b
A— K (Reporting) ]>[=—% (Users) | X—T DA ¥
Z07 4 7% [=2—¥% (Users) | 7— 7NV THRELZ2—
WZOWTEEKNRIERZMB TEET, ZOX—=IU b, B
HENDL AT A TOEL—FDT /T4 T 4 A RETEE
o FFIZ, 2= LNV OFRAEZET L TV LHEAIC, +—
PRT 7 HEALTWDY A b, 2—FRERLTWD VL
T =T OB, =R T I EALTWAS URL A7 3V,
N0V A NTHRHEOZ—FRESL L TV DR &% i
BT DODMERHD L EIX, ZOXN—URELHLET,

FElCOWTIE, [[=—H (Users) ] LAA— 1 (Web) |
(P.5-17) #BRLTLEEN, VAT AIZBITAEK2—H0
HFRIZOWTIE, [[2—¥F 07 (User Details) ] (Web L
RN—=7147)1 (P5-20) 2ZRLTIIZE,

[Web ¥4 + (Web Sites) ] LiR—

[Web 1 I (Web Sites) | X—Tlx, BHEIIRT 774
TUATHEALTNWDT 7T 4T 4 2IREHLEK L THERT
TET, TOXR—UTEH, FEORMEERNICT 78RS
72U A7 OFEW Web A hEE=XTEET, FEMIZOV
Tix, [Web ¥ & (Web Sites) ] LAR— k] (P.5-24) %%
BRLTLSEEN,
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hREFE Web LE—FT 4 VI BLV RS vX L TOER

& 5-2 [Web L7R—F (Web Reporting) ] 2 7D @)

[Web L7 R— F (Web Reporting) 1]

A=a—

Toay

URL A7 I LiR—F

[URL #7 =V (URL Categories) | X—YTix, 77 &R

ENTWBERD AL URL 7 3V #FRTEET,

o NIV I varIZlIIHAETETRY Y T varE
i3s3 a % Y H— L7z B URL,

o BTLENIF VYW vave, L LTy 73N Thh
hIUWrvarolibestgl Lz, f8E LR
HIANOTXTHOURL 52V, ZRIZAET7
TATRBTERBLOBDA XTI T 47 T—T )b
Lo TVWT, BREWGLTCT—% %Y —bT&ET,

PR OWTIE, TURL #7 2V LAR— K] (P5-26) &%
LTS ES,

[Z77U4r—2a>onET (Application
Visibility) ] L#— k

[77V 4 r—v a3 0FRnR (Application Visibility) ] ~<X—
T, EX =2 VT 4 BBT 7 I9A4T U ABL N Web £F =
V7q4 7TIATANTRHEDT 7 r—vay 247
WCHEA SN TV HHIEZEA L, BRTDH2ZENTEET,
R OWTCIX, [ 77V r—va »oF 2z (Application
Visibility) ] LA— FJ (P.5-30) BB LT E S0,

[Tz 7x5%E (Anti-Malware) ] L
R—+

[T =T x% (Anti-Malware) | <X—Y Cid, f8E L7

REEIFEBHNIC T v T~ o= 7 AFd vy =V THRIBE

Nz, <V =7 R—h&=Lv=7 A METHEHR

FERRTEET, LEA—IDLEEICIE, oK<~ 1r0 T
A= FBIOE~LT =7 Web 1 FNOERENPF RS

9, VA—FOTFEIZIE, SN~V T =27 R—hE
Ny =T A MRERREINET, MOV TIE, (=
7 =7 %% (Anti-Malware) ] LAR— ] (P.5-33) &L
TL7EE W,

[V547>F =iz 7 YRS (Client
Malware Risk) ] LR—k

[7FA4T7 v b~ =7 URAZ (Client Malware Risk) ]
NV, EF 2 VT BHEO LR =T 4 S R—T T,
ZON=VEMHEALT, FLIBHBCY VY 2T FA hfi
BELCWD RN D SMHA DI T4 T F avBa—Fx
FETEE7,

PRI OV, [ 947 kw4 =7 UA2Z (Client
Malware Risk) ] LAR— K] (P.5-40) Z2ZRL T 7ZEV,

[Web LEaF—>3> 14 (Web
Reputation Filters) ] LR— k

TR L-REEEANO 7 o7 v a izt d b, Web L

Bard—ay 74 0EZ ) JICETLVR— hERRTE
FT. FEMCOWTIE, [[Web LB 2T —ay 7 4%

(Web Reputation Filters) ] LR — k) (P.5-43) &ML C
<TEEWN,

[L4 k574099 =4 (L4 Traffic
Monitor) ] L#R—k

FRE LI REHEEANIC L4 R T 7 4 v 7 E=FZ TR SN

o, AT R—hEw AT =T A MIETLEREY
FTARTEET, SOV TE, T[L4 b T 7 4 v 7 E=X
(L4 Traffic Monitor) ] LA&A— k] (P.5-46) &ML T2
IV,
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& 5-2

[Web L7R—F (Web Reporting) ] 2 DM (@)

[Web L7 R— F (Web Reporting) 1]

A=a— Tovay
[SOCKS FO*< (SOCKS Proxy) 1 L |5ift, ==—¥7 ¥, SOCKS 7uxy¥ hI ¥ 7y avn
HR— F—HEFRTEET,

FEHIZ DWW T, [[SOCKS 71 %3 (SOCKS Proxy) ] v
A=k (P5-51) 22RL TSV,

aA—H¥asy—va iloLR—t
(Reports by User Location)

[Z—W v — a3 BloLAR—F (Reports by User
Location) | X—YTiX, ENA L 2—Fnxa—hL VA7
LERIFVE—F VAT AMLITLTWDET 7T 4 BT 4
MR TEET,

FEAICOVWTIE, T=2—=Y v —va VRIOLAR— |k
(Reports by User Location) | (P.5-53) &ML T 723,

Web +3v¥>% (Web Tracking)

[Web kF > %2 (Web Tracking) ] X— Y Tlk, kD ¥ A
TOERERBTEET,

e Web 7y h—t R CLoTUHEENTZNT Y Y
VA OB TIE, AN Web BhEEH (77747
VATHILEN TS Web T 7 4 v I DEATIRE)
HEMLTRRTLHIENTEET,

i, ErEEE, =—% 1D, 79 A4 T FIP TR
L AR EDIEEMREEND1EN, $EDF A 7D URL.
BHHEN EA LTV AR O &, FFE D= — ¥ D Web
RO N T v I EDIFERLEENET,

e 14 v T T4y E=HIZKoTHHENT N T Y
LA ORBTIE, AT T ORET 7T 4 EF 41T
BELTWAYA F, A—h BLXOIZFZA4T7 NPT
FL 2D L4ATM 5 —F 2R TE £7,

e SOCKS 7uxi|ZlkoCTHUHEIENE T Y7 g
DO TIX, SOCKS 7u iz ko TE I T
Vv a v ERBETEET,

PR OWTIE, TWeb 7 v &2 (Web Tracking) |

(P.5-55) &ML TLIIEEN,

[ RTLAEE (System Capacity) ]
R—

VIR—T 4 v T4 X2 VT A EHT T IAT A
WCEET 5, 2EMRY—ro—RERRTEET,

P OWTIR, [ AT A& (System Capacity) | ~<X—
¥ (P5-61) 2ZRLTIIZE,

[EFRATEE%A 7 —4 (Data Availability) ]
R=

BT TITATVAD X2 VT 4 ERT T7IA4T A LD
R—=T 47 T2 OEBEHRETEET, FEMIZONT
%, [[EAATREZ 7 — 4 (Data Availability) ] ~<—<)
(P.5-65) #ZML T EEW,
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| 5% thash® Web LK—74 Y IBEU RS v TORE

(F)

Web LHR—

S
(L)

& 5-2 [Web L#R—F (Web Reporting) ] 2 7D (=)

[Web L7 R— F (Web Reporting) 1]
A=a— Toay

E# LA — b+ (Scheduled Reports) BELEFE#SHEOLR—NORF P a— L2 RETEXE
T FEMZOWTIE, (AP a— @ ESNTELR—F &
FrF <2 K Web Li— MMZzoWT) (P.5-66) 5L T

AN
7—Hh4 T LAR—F (Archived BE LIERMESEHEO LR — 2T —h A4 7 T&E3, FHHIC
Reports) DNWTIE, 77— 4 7 &7z Web LAR— hDFR & EH

(P.5-72) ZZML TS EEUY,

FEALED Web LR—FT 4 7 A7 TV TULR—MEAFVa—ARETEET, 2L, HES
N URL A7 TV BLOE T AV r— gy A4 FICETAEMOLER— FREENLET, L
R=bDAT Y 2= VB EDFEMIONTIE, (AT Y a—n@ESREZLR— 4T~ K Web
LAR— MZ2W T (P5-66) BB T &,

cDTF—TIL HS5 LDERA

ZITHEH, SESERWeb LE— K R=VOT—T AL THEHAEINDI T LARBLICOWTEBELE
ﬁ—o

TRTCODTLEHFLVR— N RXR=UTHATELDIITHELY A, £z, FEHFAERTXTOD
TEANT 74NV N TRRENDIDITTIEDHY EHA, T—TNATHEAFERD T LEFR AT DI,
T—=7NVOFO[F (Column) |V 27%&27 Y vr7 LET,

LR—=FTOT—=TNVOEEOFEMIONWTIE, [LR—F X=YDOT7—TNVDOHh AKX~ A X (P3-6)
L TLTEE0,

# 5-3 Web LR—F 4 24 R—=SOF—TIL HS5 LDOFHREA

hS LA B

KAA v EZIX VLA (Domain or THAMERTERINDZ—FDRAL U FEF LIV

Realm) VAN

2—H D FHIFE7 7947 FIP (User |TF A MERTEREINDEZ2—HVFDO=2—HID £7/2137 T

ID or Client IP) A7 v k1P,

i FA 5 538008 (Bandwidth Used) BEOZ—WFEFILT 7 a AT ko TS5
RO R, HIEOHEAIT, N FELIL % CTERINE
\j‘c

TayX I o THBTEREE |(FFED N T v aroray s 0o &l

(Bandwidth Saved by Blocking) g OB, #IWIEEALII AN, N CERRINET,
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® 5-3

Web L R—F 4 0J R=SODT—TIL A5 LDOFHA ()

h3 L%

B

AR (Time Spent)

Web X—VICEL SN, = —FORERBNOS
A, % URL 7 2V Ta—FNEHELLFRB, URL ©
N7 o F T, EOFFED URL (1282 —FREHR
L 7= B,

Ko7 ar £ MT Iviewed]l D F 7R 5
no (z—¥2HwEo URL ([ckte) & [
(Time Spent) | DEDFHFE 3B S L, Web LAR—T o
VT T=TNDOT =)L RELTEMNSNET,

TR SN Z R T 5720, AsyncOS 137 7T 47
=YL, 1 MO T 7T 4 BT 41w LT 60 e
WO R 28 B TEF, o1 plokbic, %
Z—PNEL LTI, FO2 =N %& KA A
CVEITHEICE Y ENET, XX HH—FRT
IT 4T 1 RN 4 DD D AL THEATEEA.
ZDA—WIIHK RAL L TISHTOERLEZE A&
e

RImFFRE OMEICEA LT, U TOEEFEAZZEL T
I,

o TIUT 4T a—WiX, TTIAT L AENLT
HTTP 774 v 7 &FEEL, Web 1 M7 7 &
A LT, T7bb AsyncOS i [N—Y B a—) LA
BYEE Tl —YPAFEILIP 7T RLAELT
ERINTVET,

e AsyncOS TiX, 7 7A4A 7 N TV r—v a3 VD H
T HER &ITWIC, 22—V DBALET D HTTP 2k
ELTA—=Y Ba—%EXRLET, AsyncOS IE
ta2—URT 4y 7 TAITYXLEMEHLT, 768
IRV BRI — Y R— B a—%#BI L ET,

HALIRHE - AT RS E S,

Fra iz URL 77 =Y (Allowed URL
Category)

RSN T IV OKEFA T, BAE ST oY
Vary AT TEREINET,

E=X# N7 URL 7 =Y (Monitored
URL Category)

FT=Z YT EINTWEIIT I DEE XA T, BLE
Ko rvay XA T TRRIINET,

BEINZURL 72
Category)

(Warned URL

BENBITENTE DT TV OHEL AT, BALE T
W vary ZLTTERRINET,

URL #7302k 5d7m 2 (Blocked
by URL Category)

URL #7 U RNFRNTCTrny s &N o707 v
Ve M N T Y ay XA T TERREINET,

TV r—va rEIET T =
v A4 7k BT r s (Blocked by
Application or Application Type)

TV r—vary FATRRNTT ey 7 ST 7Y
=gy, BLI N o¥ s gy A4 T TERIN
ij‘o

Web L E=2T—vavilkdsryay s
(Blocked by Web Reputation)

Web L E 2T —varplzdbryay s SNz T8
vayv, I T o s ay B T TEREINNET,

AT =T REICL BT a7 (Blocked
by Anti-Malware)

Anti-Malware IC X~ Co7ny /7 &= b7 0¥ 7 s
Vo B N T v v ay AT TERRENET,
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hREFE Web LE—FT 4 VI BLV RS vX L TOER

® 5-3 Web LR—TF 4 0T R—=SOT—TIL h 5 LDBRE @)

h3 L%

B

ZTothoTay s IR T va
> (Other Blocked Transactions)

Tay I ENEMOTRTONT YT g, B
cNov¥rvary 24T TRRINET,

WIRIERIRE DO H D v T+ va v
(Transactions with Bandwidth Limit)

MR DOHIRAHD N7 7 v a o,

IR D2 W R T oY 7 g v
(Transactions without Bandwidth Limit)

WIE OHRIBRN 72N T oY 7 g O,

TuyrsEnNE NI Ivay (TS
U sr—3 a3 4] (Transactions Blocked
by Application)

BEDT IV r—y gy A4 ko T T my 7 Eni-
A INAOL - &

AN NI o223 (Warned
Transactions)

D= PICEERRESNTZT R TO N T T v a v,
BAE N T v ay AT TERINET,

N7 %72 a 58T (Transactions
Completed)

a—PNET LT rvar, B N7 097
vary AT TRRIENET,

A=/ (W el A A/ A= B
(Transactions Blocked)

Tay 7 ENETRXTORNT Y vay, BT NS
VY vary AL T TERRIENET,

#WhZ Y73 a2 (Total Transactions)

BELEZNTZ U7 a &,

Web LR— FDIIE

[Web] >[ L' A"— bk (Reporting) ]> [#% (Overview) ] X—ITlik, BHEVOWeb X2V T 1 7
TIAT VATODT 7T 4T 4 OMERFRRINET, ZHICE, HFEBLIOREN T V7 a v

W27 770~ — F—T7 b EENET,
5-312, [#%E (Overview) | X—Y&/RLET,
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PREDE Web LR—T 1 VT B&UV RS v TOHRA |

5-3 [Web] > [LFR—F (Reporting) 1> [#ZE (Overview) ] R—2
Overview
Printabde [PCF)
Tine Kange: | S0 days b Yiew Data for: Iml

B0 Aug 2001 0000 £ 28 Mow 2011 12:01 (GMT -00:00)

Expart...

(KRDR—J2z<)

1l-hug 14-Sep 24 Sep 13-0ni H-Ca & Mov 25Ny
Expoart...
i M i et e e A e P b W B

Ly S

WwWeb Proxy Summary
sactions
. Zuspecl Transachons 0.6% 22.3k
1 Clean Transactions 5947 AhM
Total Transactions: JM
I Export...

itor Summary

Suipedd Connachions Deleclad 1]

Transactinons Summary

Transactinns

] Blocked or warned by URL

Calegory
Blocked by application 0.0% 2
B elncked by Weh Reputation 2T £, 157
. Datected by Anli-Malware BER-L Y 10.0%
ther Blocked Transactions 10.1% 4,034
Total Suspect Transactions 2.k

Delecbed: .
Expart.

P N e ST

b=
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| $5% SREPE Web Li—T 1 > TBEU FT v TORHA =

(A= b D)

\
Top URL Categarins: Total Transactions Top Application Types: Total Transactions
Camputers and Tnfemet L - 160
! Mmdan i
Search Fnginns and Partals 167 9k Ineermet Litilitiss FrE

Sncaal Networking
Sorial Metwarking |l 135

Addvertisameants [ s

Camputer Security | 1056k Enterprisn Applicatinns || 4ae%
Hrws || awm Blngaing § 3,0

Buginess snd Industey )| 7182 Webimail | 2330
Shopmng ) 998k [iesand Messaging ' 1,765

Relarance | cask Ty I 1,642

sl | 1,226

ncatagonzed URLS | 408

o L Lo 108

Ao L] 1860k il ) 1040

Transactions Transactions

Chart Optimns.., | Frpost.. Chart Optinns... | Fxpost..

19051 100,05
198.51.100.12
mhnson [ 0
bee I-su
smith | — i3
1

jonas F &y

wilhams [N 550
adware [ 15m singh 181
Trajan Horse | & schnide i.:z
Trogan Downleader |2 gonzeles Iq.;l
o 1000 z.rlm 1,000 -] I 2,008 4000
Transactions Transactinns

Transsactiors Mordored Warned Transetions

B Transactions Mocked B Transactions Dlocied

Chart Dptigns.., | Expoet.,

Chart Ogtiens.., | Cxpoet,.

[#Z (Overview) ] X—T @ E#IZiX, URL & 2—HFOFEHARICET 2 FHFHEHR, Web a7
IT4ET 4, BEXOEHE N T o7 v ary P~ —RERrENET, hTo¥Friar <l —iC
1T, EOIIEEMZR P Ly RERARENET, 2R BbLWh I rvar b 0TI T70
BizEzN oD T varinTyay s AN, BT e v s AnFERNERSRET,
[#Z (Overview) | X—y O F¥03i, HARRICETAERIZEHASINET, 2F0, FRENT
WHEMLURL A7), 7uv73nNTWb BT 7V r—yary AA4A7BI0TIV, ZnbH0
Tuy 7 ERIFEERARLTVWD i a—FRERENET,
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WDOY A NTHE, [#E (Overview) | X—Y0% 7 v a oW THHALET,

& 5-4 [Web] > [ L7 R—k (Reporting) 1> [#tZE (Overview) ] R— DM

Eovay L

FE®EE (Time Range) (FAYZFHY |1 ~90 BRI E/ 13/ 2% LA HEHBERETE D Fuy 74
Y UAB) vy U R b, BP0 & KO = — X h bW A

B A RNZOWTIHE,
BT EEN,

MR — b ORI OER ] (P.3-4)

F—45BMR (View Data for)

WEF— 252 ER-TEHWeb X2 VT4 7754 T A%
BRI D2, [T3CTH Web 77747 2 (All Web
Appliances) | ##IRL F 7,

(7T IA TV AERIFIVR—=T 4 7 TN—T DL KR—
T4 T T—=2DFER] (P3-4) b LTI TZEN,

Web 0% 74T 1 ET « %% (Total
Web Proxy Activity)

IOk arTIiE, BEEX VT BE TSI T A
TEHEIN TS Web X2 )T 4 7T7I9A4 T AITE -
THEIND Web 70Xy 777 48T 4 2R TEFET,
DB va iR, FTZ U v a roEBROK HEoH
), BLOYT 77487 4 BB ELTEBLZOHMN (B
OWEfEH) NERINET,

Web 7O0%>DH<1— (Web Proxy
Summary)

IOk varTiEH, BbLWWeb YuXy 7T 48
TAERFEER TR T2 T4 T 4 DLRE, T
P aORBLEDTERTEET,

L4 k537499 E=2DYTY— (L4
Traffic Monitor Summary)

IO, BEEX VT A BEHT S IAT UATERX
NTWEWeb BEF=2VT 4 7774 T AT ko THES
NAELL NTT7 4 v I MEREINET,

FEHLWFS VYo 3> (Suspect
Transactions)

ok varTlE, BEENEDLW NI U gk
SHELZWeb T v araRRTEET,

ORI variZid, PV v a rDEEDE Gito R
W), BEOT 774 8T mNBELEBLZORA (K]
DWW NEREINET,

EbhLWrSoHsvavnyvy—
(Suspect Transactions Summary)

ZoOv I varTiER, Tay s FREESEIRERED LWL B
FUW I varORERRITEET, £, RS TT
Oy ENE NI a AT, BEOED T
W rarNEBICTay 7 SRR EERETEET,

B9 a3 AL URL A7 T
1) (Top URL Categories by Total
Transactions)

DB va iR, Ty ER TS BN 10 @ URL #
TAYNERENFET, URL T IV DX A7 (fiEo B R
D), ¥EXATOHhT ITYNRERICT v v 7 ShT-EE
FEOBEKY) Z2ERH Y F7,

TTICERBSIN TS @D URL AT I VITEFHSND Z
ERBHYVET, T LEFEHRCLDL LR~ MER~DOFEIC
ST, [URLATTY By hOEHFELFR—
(P.5-28) #BB LT &N,

BESOHOaVvBRIEGET T 75—
3> 24 7 (Top Application Types
by Total Transactions)

DB va iR, Tuy I ERTWD LT TV r—
var AATRRRINET, L, BEOT Y r—
vary ZAT4 WEOBREY), FEOT U r—va Ui
Tay s ENEE BOBEY) BEENLET,
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| 5% thash® Web LK—74 Y IBEU RS v TORE

||
& 5-4 [Web] > [ L7 R— k (Reporting) 1> [#tE (Overview) ] R—C DM (EE)
o3y Bl
BELEEEZLYZT ATTY (Top |20k g 0id, &N+ _XToO~Lr =T T
Malware Categories Detected) UNRERINET,

IRy s FELEFEEShEINSVHIYa (o sy aidid, TauvsEnkE oo sy arE s
v@OLEfi1—4 (Top Users Blocked or |35 356/ TSz b T o H27 &g U 2 AER L TS EED
Warned Transactions) I—PFRFEREINET, 2—FFIP T FLAE T —F
HTRARTEET, 2—FLEFBTER2NEIHICT DI

L. [Web LAR— R TOa—FL4DELAL (P5-5) %5
LTL &,

[1—% (Users) ] L R—F (Web)
[Web] >[ LA — b (Reporting) ]>[=—% (Users) ] {—TIZik, K2 —1F D Web LR—F 1 7
HFMERRTEHEEDY V7 BRERENET,

[—H% (Users) | X—Y T, YAT A EOa—% (1 AFEIFEER) BA o F—F> b, BEOY
A b, FRIIHED URL TERL LR E, 2O —WFMEH L TV A RO R ZF T £,

GE) X2 VT ABEHTTIAT VARSI A= TEDLIWeb X2 VT4 TT7I7AT VA LKL —V
1% 500 T9,
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5-4 [Web] > [ L#— k (Reporting) ]>[1—4 (Users) ] R—
Users
Printable (POF)
Time Range: | 50 days W

30 Aug 2001 00:00 to 28 Mov 2011 12:44 (GMT -08:00)

Top Users: Transactions Blocked Top Users: Bandwidth Used

e 156 .51.100.9 ] JunGe
198.51.100.37 ] muca
198,51.100.132 [N 1t 98
1905110020 [ o eGe
1A.51. 000208 [ 50
1905110004 [ s sae
1568.51.100.116 [ &.2G68
1985110047 ] LeGe
158,51, 000.142 [] 554 map

190,51, 10067

10511001752
198.51.100.28
1%8.51.100.14

190,51 000,114

1%8.51.100.208

198.51. 100,174

198.51.100.151

190,51 000,197

LHLSL 100, 0

19051000065 || soeime

] 20 4,000 of P0G A0.0CH

Transschons Byhes
Chart Optisns... | Cxport... Chart Options... | Cxport...
I ———

Items Displayed |10+ |

Wsar 1D or Cheat [P Bandwidih Used Tumie Speant Transachions Completad Transachons Blocked = Tokal Transachions
198.51.100.67 1.6G8 18:39 62,3k . 3,841 6.1k
190.51.100.132 16.9GE B1:40 198.5% . 2,603 2011k
1%0.51.100.20 6,658 S4:02 3687.5% . 2,023 369.5k
1%0.51.100.14 5.5G8 45:18 1.6k . as0 92.5k
190.51.100.116 +.2G8 B0:32 3089 . 814 309.7%
198.51. 100 205 5.6G8 33:43 98 Ak . 496 98.9%
198.51.100.174 e 01:1% 0 . isT 357
1%0.51.100.151 494, 1HE 14:00 31,9k . 201 32.1k
195.51.100.193 3.7HE 00:36 S84 . 146 730
1%0.51.100.00 328 AME 01:37 8,615 . &0 8,705
Totals (all available data): 123.6G8 w1 70:00 3.7 . 11.7k 3.7M
l— Find User [D Calumng... | Export...
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| 55 dkShd Web LE—T4IBEU LS v ¥ T OB

||
[— (Users) | _—IciE, YA F A LOo—F 2T 2K OBHRSER SHET,
% 5-5 [Web] > [ L7 R—k (Reporting) 1> [1—¥ (Users) ] R—I DM
2o ay B
Eff%EBH (Time Range) (FAY Y |1 ~90 A E/-II A X A AKHBMEIEETEX D Fry 4y
oV YA B) YU R b, BRSO L EEO=— X hbE e A4~
A RZOWTiE, TUAR— FORFRHFEEOEER ] (P.3-4) %5 HK
LTLZEN,
TOovyshE=rSo¥ooavBBl |Cokv s g icid, IP 7 FLxERida—4 ORrENE L
Lfia—+4 (Top Users by fr—H (HEOHEY), TO2—FR7T oy s Sl kT oF
Transactions Blocked) Jyarol BOBKY) NERINEST, LE—F L7

ZHML LT, 2— VA EHIZIP 7T FLRAERBTEARVE D
T2 ENTEET, ZOXR—VELFATF V2 —LERTS
Nz bR — h Ca—HPL4 MRS T D FikOFEMI oW
Tk, TEXa VT BT 7T 47 o A TOHRERH Web
VR—=T 4 7 DA =T 4k) (P5-3) 2L T 7ZE0,
FIFNIRETIL, TR_XTO2—PLRNFERENET, 2—
P4 % IEERITT DI, [Web LAR— F TO2—P 4 DEA
b1 (P.5-5) &ML T EEN,

ERFHFEIER L2 —Y (Top IOEZ v a i, VAT A ETROEIBE (A M|

Users by Bandwidth Used) MNOFEHEEZRTHOBEKY) ZEHL TWAD Eira—30,
IP7 RLRAEFa2—F4 (HEOHKD) TRRINET,
[2—% (Users) 17— TDOTF—TNDOF—F DR HONTIZ., [Web L R— FDTF —

TN AT LOHH) (P5-11) ZZRLTIEIN,

I, EOZ—HFID £/F 7747 NPT RLA%EKR
KTEET, [=—% (User) 1 BZ v a V FHOTF AR

T4 =NV FICREDE—YID £721327 747 FIP T FL A
EANL, [2=PID £/HE7 747 FIP T FLADKBE

(Find User ID or Client IP Address) 1| %27 V> 27 LEd, IP 7
RLUABIERIC—FH L TR THRERITRESNE T,

[—% (Users) | 7—7 /L Tik, BEO=2—F%E27 U v7 L

T, ELICHKENREREZGL LN TEET, ZOFRIT, [
2 —HFOFEM (User Details) | X—VicFErahEzd, [=—HF
DOFEM (User Details) | — Y OFEMICO>WTIE, [[2—F 0D
FEAM (User Details) ] (Web L R—F 4 > 2) | (P.5-20) & H
LTLEEN,

(i) II73A T MIPT RFLAORDVIZ2—HID 2R F-TDHINE, EX=2 VT 4 BT 794 T U A%
E L. LDAP — b a—HEREBST 2LERH D 3, FEMIC OV TIE, 5§ 9 D [Creating
the LDAP Server Profile] &L T 720,

©

m
\l
-

ZOVHE=FDEa—2 DAL A AT DTN, 42T 7T 47 Web LiR—T (7 ~—=V D
fE) (P5-7) ZZRL TS,

[2—% (Users) | X—YOEABNZONTIE, 1 =2—F 04 (P.D-1) 2L TIEE0,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

GE) [=—% (Users) | " X—VZ2ON T, VAR—FEERELIFIATZT TV 2—NTEH5ENTEET, G
SNWTI, RV a—ARESNTZLVR— A T2 K Web LAR— MzoWT) (P.5-66) 2%
LT TEEN,

[1—Y D (User Details) ] (Web LR—TF 1 %)

[=—H DM (User Details) ] ~—Tid, [Web] >[ LR— bk (Reporting) ]>[=—H (Users) ]
R=PDA BT 7T 477 [—% (Users) | 7—7 /N TCHE Liza—VICT 5 BRI H 4 f
WTEET,

[2—% DM (User Details) | X—VTld, VAT ATOlXD2—VDOT 7T 4T 4 ZfHETE
F9, B, 2—F LYULOWEEZFET L TWVAEAIC, 2—FRTI7EALTWAEY A b, 22—
DEBHLTWASLY 27O, 2—FRT 7EALTWAURL #F IV, ZhoDH A FTHE
Da—PFREHEL L TCWHRR CEHERTILERDH D L X E, ZOX—IUREILET,

BEOZ—F O [2—P DM (User Details) | — T &K/ 5I121E, [Web] > [ =—% (Users) ]
R=VO [2—% (User) | T—INTHEO2—F %27V v 7 LET,
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5-5 [2—YDOE# (User Details) ] R—

Users = 1985110067

Printahle (PDF)

Time Range: 90 days |

30 Aug 2011 00:00 to 26 Mov 2011 13:40 (GMT -08:00)

URL Categories: Transaclions Blocked Trend: Telal Transaclions

1600k
[llegal Actavits
ey 4| vikies
Advertisements
& 000
Computers and Inbermak
Infrastrecture T
&.000

Straamng Media

Buginess amd Induskry 5000
Swence amd Technolegy 4000
Uncategonzed URL: 3.000
Inlrastruchure amd Content Dalivery Mabw.., 2008
Arts and Entertainment | o 1.000 M ﬂ
'] 20 400 -] M

01-Sep 15S5ep 9% 1300 0o 1Moy  24-Hev
Chart Cplions,.. | Export...

Transactions

Chart Optians... | Expart...

URL Categories Matched

Iterns Dwplayed 10«

UL Categary Bandwidth Lised Time Spent Blocked URL Category Transactions Completed Total Transactinns +
Uneategarized LIRLS . T8 .5HB o0 1] 258.7k . 257k
arrs and Entertainment 101 MR 00 1] &,275 8,275
Search Engines and Portals S3.EMR m1:33 1] £,525 5,525
Advertisemeants TR AME o1& 1] 4,007 4,232
Cornpaters and Tnternet 19.0ME an:aa n 3, 7TR 3,855
Came s 148.7HB nnse n 2808 2,808
Infrastruchisre E0.THR nraz n Z443 2,532
Business and Tndustey 32.3MB 02 ng 1] 2,165 2,235
Sacial Metworking 14.3HB &0 1] 1557 1,582
Streaming Media 405 .2HA on:5s 1] TR a5z

Totals (all available daka): . 1 .EGR LA:39 390 [ . &35k

Columnng, .. | Export.,,
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oy

E5% FREDH Web LE—T4UIBEUFSvELYOEA |

(A= b D )

I

applicatians Fatched

Falware Theeats Detected

data):

Policies Matched

air or JF

[ Find Application |

Find Malware Threat

Ttomns Displayed | 10w |

Cigrniasn or LP Dandwidth Used Tené Spent Fransactons Comaleted TFansactions Bocked Total Transactions =

S o LIAMDB 0:29 24 5k ] 24.5k
Vyrsaafleies LOM AL AN 2.0z omr L] (SR F
e com AL.ZME LIS B 1) EN L L] 309
Fiaanall, O 1.fMp LIS 5) 19 1,M9 1,340
e s Ree DO R ] LIS E) 1,041 L] 1041
PR Com ZAMD 021z 1,739 Liln) 1419
# L LI.GMBE LIS ) 1,003 L] L0a7
Waalle riet pALRST (L] LIS E) 1,001 L] 1001

il S OO a6, 0 [T 4 (10} a0z
bl com B.EMB [ R ITE 1] iTE

Coburins .., | Export. ..

Iterns Displayed | 10~

Applcation Apphcabon Trpe Bandwidth Used Transachons: Completad CHher Blocked Trans aclons Tolal Transachions
peglie e Intarnetl Uliisas 3.7THE 1832 i) 1832
Tl Wideo Hedia I60.6HB 1,517 o 1,517
Pueaibian Gareral P wilegien 10.2HE 1,283 i) 1,283
Lila Hedia 274 . 2HB 517 o 517
A [iesbant Messagqing J373ER 25 i) 25
=i Webmal 1AHE &8 o &8
wiish Masl Webmal 425.8KE &l o &l
Tuas il Soiaal Nelmarking Fé1 SEB 1 i) 1
weaibaimi Photloy 2.2HE 2 o 2
Hedia 157 .6HB 40 o 40
Totals {all avalable data): | =- &§32.1HB 5621 o 5621

Coburns... | Export. ..

Malware Bandwidth Saved hy Transactions Transactinns Tatal Malware Transactions
Mabmare Threat CatEgory Blocking Mondtored Blocked Dietected =
io U J A deare [e]L] [EF5 (1] [EF5
- = A deare [e]L] 1] w W
Sl Iropan Horse LA L] (1] 3 3
Totals (all availahie T6.0KB a 3 93

Codurmnns... | Fxport. ..

Palicy Mame Polcy Type Bandeedth sed Cormgleted Transactions Blocked Transactions Fotal Transactons =
Policy 1 ACCess 1.0 B2k 1,174 Bl4k
Pubcy 2 ACCess {121} (1] FREC ZhLS
Policy 3 Decryption FHU ARG 91 [} a1
Totals (all avadable data): | -- 1,560 62,3k 3,041 G 1k

Codurmnns... | Fxport. ..
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| 5% thash® Web LK—74 Y IBEU RS v TORE

[—HDFEM (User Details) ] X—2I2iE, VAT A LDl O —HIZBERT 2R OIERNBFER S

nEJ,

& 5-6 [Web] > [ L/ R— k (Reporting) 1> [1—Y (User) ]1>[1—Y DM (User Details) ]
R—SOREM

oay §5 B8R

HEEME (Time Range) (FOvY | LAR—MNIEHLIT—X OREHBEEZRIRTE D A =2 —, I

92 URER) FIHBA D FERI & KERD = — X bR A~ A KIT2NT

. TR — N ORI ORI (P.3-4) Z2ZML T EE W,

BrFSUTOavBIURLATT |20k 73 a3 i, BEO—FRFEHL TV AHEED URL

1) (URL Categories by Total HFITVDOY R RNBELRINET,

Transactions) . . Y .
TTICERINTWNDL—E#HO URL A7 TV ITEHIND &N

HVET, 2 LEERCEIDE LR — MER~DOEBIZONT

X, TURL #73Y &y hOEFHELFR— ] (P5-28) 25M

LTL7Z&EW,
BrSUFI a3 BBER (Trend (2075 7121E, 2—F 2 Web ICWD 7 7 A LI RFERS
by Total Transactions) nE,

e ziE, 1 HORBEDKRLIZ Web b T 7 4 v Z7IZRKE AN
ATVBHEETDENEI N, T2, ZNDD AL TR NDFA
Lies, 2077 7nbbny £3, [FEMEME (Time

Range) | kry ¥ VA MNEFERTLE, 20T 7 %YL
BEL., 2o —%5 Web ZHE L TWERMERRZT 5 X DM

MEEWBTEET,
—¥Lf URL #5731 (URL [~ L7 URL #7 =Y (URL Categories Matched) ] &7
Categories Matched) vallit, BT LE v Yo vavbrday s &Nz
YT a VOB FICOWT, —H LTI RERINE
ﬁ—o

ok varTiE, HEDURL AT IV 2HBETHZELT
XFET, B arTFEHOTXAS 74 —/L RICURL A5 =Y
ZAJiL. [URL 77 =Y O (Find URL Category) | &7~
Vo2 LET, BT TVITEMIZI—HLTWAILETIHY £8
Moo

TTICERZEIN TS —EO URL AT IV ITEHFEND Z &N
HVET, ZHOLEEHICLD LR — MER~DEEIZHONT
%, TURL #73VU &y hOEHFELAR—F] (P5-28) 2H

LTL7E&EW,
—H¥ L= FA4S> (Domains ORI varTEH, TO2—YFRT I ALTEHED KA AL
Matched) VEFRITZIP T RLVRAEERTEET, 2, 2R hoo

BT AV THESL LR, BIOI T A Ea—TCTHELLEED
OIS ESERFERVEBMCEET, BV a VU FEOT XA
N 74—V FRNIZRAALETLFTIP T RVAEZANL, [ FAA
VERIFIP O#FR (Find DomainorIP) |27V v 7 LE T,
RAAL L EZIZIP 7 RUALIEREIZL—F L TWAXLEEH Y £
T A,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

% 5-6 [Web] > [ L R—F (Reporting) 1>[1—% (User) ]>[21—HDr# (User Details) ]
R—TOHEME ()

o3y EL:

—HBLEFIVr—>ay IOwv 7 varTiE, BEO—FRMERA LTV AT T

(Applications Matched) Vhr—ya BB TEET, 28 21E, Flash ©5 4% %4

P A MZZ—HFRTI7EALTWDAEEER, [TV r—va
> (Application) | # T DMZZDT SV r—a v XA THE
RENET,

7 valyTFHOTFRAN T4— NV RNZT TV r—va itk
ABL, [7T7V r—va o (Find Application) | %7

Uy Z LET, 77V r—v 3 VOARNIERIC—ELTHD
VENTH D A,

BlHEh-<TLYz7EE (Malware |Z D7 —7 L Clid, HEDOZ—FR MY T—LTW5B EfrD~
Threats Detected) N T EBEHERTEET,

BEDOSNLY = T HEOARNCET 2T — 2% [~ VY = T H
DOfF (Find Malware Threat) ] 7 4 —/L RTHRETE £ 7,
SN =T EBOLEEANT L, [FA T =T EER OB (Find
Malware Threat) | %27 U v 27 LTLZ&, w7 TEHBED
ZANIEMEIC—H L TWAIRLEETH A,

—B L= R >— (Policies DB aryTiE. Web lZ7 7B AT AR O —W |2
Matched) AENDEIRY V— TN—TeHmBTEET,

v a FEHOTHRADL 74—V FIZRY —E2 AL, [
ANV =ik (Find Policy) 122U vy 27 LET, RY T —D
Z BN IEREIC B L TV AREEH Y HA,

GE) [Z7F9AT7 vk =A=7 UZXZOFEM (Client Malware Risk Details) | 7—7 A0 7 547k L
A= FTE, =2—VFLOKRRBIZTAZ YU RT (*) DN TWARZERHVET, HexiX, 7947
> b UAR— MZ Tjsmith) & [jsmith*| OGO N BRFREINDIHBERHV FI, TAX U A
7 (*) BT BE—FL4T, =2 —VPOREE LI — AR — S THREINL TN &%
ARLTOET, ZORT, B — "B ZORETHATES, 2OoRFAFEI—AZHHTERVE
ELNT T4 v I BHATEEICT I IATVARRESR TV AEAICHRELET,

[—¥D3EM (Users Details) | _X— 0 HFNZHSWTIE, 11 =2—F 04 (PD-1) 2K
LTS,

[Web 44 + (Web Sites) ] L/ R—Fk

[Web] > [ LA—F (Reporting) ]>[Web %  (Web Sites) | ~—2Tix, BFHHRDOT 7T 47
ATRELTNDT 7T 4 €T 4 B2KREEHLIZHDOTT, 20—V T, FEORMEEENICT 7
TRAINTCY AT DOEW Web A hEE=FTEET,
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5.6 [Web #4 k (Web Sites) ] R—%
Web Sites
Primtahle (POF)
Tirme Fange: | 90 days L

31 Aug 2011 00:00 to 29 Hov 2011 17:11 (GMT -08:00)

Top Domains: Tolal Transaclions Top Domains: Transaclions Blocked

w5 com — LEM

N p it com _HE.W . W coin

e anul

W nel |l 104.5k eiinflieman ypielialis. 00T
gl FFU.'JI LB e B
- com F 5.0 R O
- com '1'.'.':1 ' A0.11
el 'II.:"I: i el
r 205k el
et | 2ann 230,189

] :I.I;M 200 1.0 ] 1000 2000 1,000 4,000

Transactinns Transactinns
Chart Options... | Expart... Chart Optinns... | Fxpost..

Items Displaysd 10~

Cowmiann or [P Bandwdth Usad Time Epant Tansachons: Cormpletad Transachions Blocked Tolal Transachions =
=] 10.0GB 1901:32 1.6H a 1.6H
ranpar, o 69AGE 21931 625.5k 1] 625.5k
S Lcam 1AGE A48:53 1342k 108 134.3k
net 1.2GB o1:0-4 108.5k a 108.5k
2.1GB 26:53 &2.9k a &2.9k
Gorn TO6.3MB ;24 59.2k 7 8.2k
= 294.6MB o0:01 379k a 379k
mak 100.0MB a0: 00 3.7k a 1.7k
249.9MB 51:35 29.5k a 9.5k
et 2341.5MB a0: 00 4.9k a 2.9k
Totals {all available daka): 125.8GB 448623 3.7H 11.7k 3.7H
I— Fird Dormi&in or [F Columns.., | Export..
[Web ¥ b (Web Sites) ] _2— Ik DFERAFRENET,
& 5-7 [Web] > [ L7R— + (Reporting) ]>[Web # k (Web Sites) ] R—L D4
tovay B2
Frf%EBE (Time Range) (FAv Y |1 ~90 AR E/AII 0 A X A AEKHMEIRETE D Fuy 4y
HH2 YRR U A b, BRI O & KD =— RIS A DT A Y <

A KZHOWTIE, TV A= ORRHFEMH O (P3-4) 22H
LT EEN,
BESZUFI2a VBRI Ay (0BT ailiE, VA MV ETT 78 ASNTE B R AL

(Top Domains by Total NI T IR TR RENET,
Transactions)
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

& 5-7 [Web] > [ L R—F (Reporting) 1> [Web ¥4 F (Web Sites) ] R—OrHM (FE)

o3y HL

TAvHENERSOFILa VBBl (o7 g liE,. FIUF I a r TRICRAT AT Ry
L6z KA1 > (Top Domains by 2T varkE NI H—LE R RAL VR, I 7R TR
Transactions Blocked) RENET, 2, 2—VFRHD KA NITI7EALEZ
N, FEORY —NEA SN TW=lwlc, 7avyy 77
varNhIF—EhizELET, TORAAS L EF Ty X
NEFFUoF 7o a 2 LTIOYI7ICBMEN, Try s
TIvarvE NI T—=LERAL Y A PBRRREINET,
—¥Lf-FA4> (Domains DB varTE, YA M ETT 7 BRAINTZ RAAL Ui A
Matched) VETIT 4 TRT =T NVIERENET, ZOT—T LT,
BEDRAA L H 7Y v 7T HZLET, ZORALUICET S
SEHICHEMARERICT 78 ATEET, [Web T ¥ 7
(Web Tracking) | _X— 2 [ rF% v —E X (Proxy
Services) | # 7 RERIN, MTovF U TERE. FFED R A
ArBn7uyr Shi-HEAZERTEET,
ZOT—=TNDOF =L DFEMIONTIL, [Web LR— DT —
T BT AOHA] (P5-11) 2B L TLIEE N,
BEDRNAL L E 7Y v THE 2D RAL LD Effa—H,
FORAALTOEL T ay, —EH L7 URL A7 2
V., BIUOBHE SN~V 2T OEBRFRINET,

Web R T v ¥ 7o RAENZSWTIEL, 12 : URLD RT >
X7 (PD-5) #ZH LTI EEN,

o

Evh ZOVE—-ROEa—2W AL~ XTHITE, (A HT75 47 Web LE—F 4 7 R—=T D
1 (P.5-7) ZBL TS,
)

GE)  [Web ¥4 & (Web Sites) ] X—YDIFRIZHOVWT, VA= MEERELIZAT Va2 — LT 5T ERT
TFET, FEMCONWTIE, AT Pa—FEESNTZLER—FEF T~ K Web LAR— MzoW T
(P.5-66) #ZML T 7ZEW,

URL #5731 LER—F

[Web] > [ LA&A— I (Reporting) ]>[URL »7 =J (URL Categories) ] ~—TZEHL T, ¥ AT A
FO2—FRT I EALTWVWDEY A PO URL 7 3 2RKRTEET,
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| £5%

hREFE Web LE—FT 4 VI BLV RS vX L TOER

5-7

URL Categories

[URL 573" (URL Categories) ] R—

Primtahle (POF)

Tirme Fange: | 90 days L
30 Aug 2011 00:00 o 28 Nov 3011 14:53 (GMT -08:00}

Top URL Categuries: Tolal Transaclions

Compulars and [nbarmel
Soal Nelworking

Search Engines and Portals
Adverbsermants

Cormpuber Sacunly

Hews

Busimass and [ndusbey
Shopmng

Relerance

Uncatagonzed URLs

Top URL Categories: Blocked and Warned Transaclions

2AM Hlsgal Ackiabas
Search Engines and Porlals
Computers and Inberpel | 24
Alezhal |3

Sonsl Mekbworking | 3

Games |

Neaws |2

Spinkual Hashng | 2

‘Weapons | 2

Hale Speach |1

o 1M

—

Fird URL Cateqory

2.0 4.0M 1] 1000 1,000
Transackions Transactinns
Chart Oprians... | Expart... Vdarresd URL Cabegory

UHL Categories Matched

Allowad Momitored Warned Blocked Cther
Time URL 11 LIkl by LIRL Blacked Transactions | Transactions Total

URL Categary Spent CatEgery Category  Category CatEgory Transactions | Completed Blocked Transactons =
Camputers and JEALG:4h o 2.m L] od 2,192 z.Jm 2,210 2.0
Intevmek
Socal 126:09 o 26d.dk a = z o1k 5 2641k
Metworking
Search Engines 3505 1] 18749k ] iR 16 1AT. Ak 124 158.0k
and Fortals
advartisernents ul.ar o 1250k L] L] 9 1259k EET 1262k
Computer 196:17 o 105 0k L] L] (L] 105 0k b 10%.0k
Secunty
Mews 0934 Th 7.8k a 2 1] 7.0k 2 4.9k
Business amd 20:04 2,061 5.9k a L] Z,245 1.0k 2,245 73.2k
Tndisstry
Shapping L2133 L 540 58.5k ] L] 1] 600k (1] B0k
Referencs L1:30 1] S6.5k ] L] 1] G655k (1] 6.5k
Uneategorized N5:34 o an.ak n n 17 4an.ak L7 4n.ak
IMLs

Totals (&)l S474:9% 11.0k JEM L] 1410 G205 M FozZy 3.
avadable data):

1.0k 1.0l

B Cmocked by UL Cabepony

Chart Ogtions... | Cxport..

Items Displaysd 10~

Columns.., | Export..

[URL #7 =Y (URL Categories)

| =PI EROERPERSNET,

% 5-8 [Web] > [ LAR—F (Reporting) 1> [URL #7=1 (URL Categories) ] R—T Dl
o3y B L

Ff%EER (Time Range) (FAY Y | R— FOFREMARIR L £, FEMIcHOWTIE, TUFR— |
o URB) DOEERIFIPH ORI (P3-4) 2BML TS0,

BRSO a 83 LM URL
531 (Top URL Categories by
Total Transactions)

ot vaiZii, A4 b ETT 7R E N B URL 7
SR T 7R TERRINET,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

#* 5-8 [Web] > [ LR— k (Reporting) 1> [URL 773" (URL Categories) ] R—Z D&

o3y

B

TRy FFEEShEZFSOH)
a3 BB LS URL AFTY (Top
URL Categories by Blocked and
Warned Transactions)

IOk a L liE, T v a T ECRET LT R Y
T varEidEgLE T g w N A— LU= EALURL 8
77 TR rINET, e xE, 2= 2RHD URLIZT
JRALEN, FEORY v—NEH I TWD=Hic, 7
Dyl 7T varEEEERN NI S-S0z LET, 20
URL 1L, ey s Fmix&gEsn-zr7o¥r7var e LTz
DT 7ITEMENE T,

—®L7#= URL h575Y (URL
Categories Matched)

[—% L7 URL #7 =Y (URL Categories Matched) | &2
a ik, B L RFREEEENIC T S URL 7 2 Y B0 K
FUW s v a OB M SRR, BT Y THR
SNTRMNFRINET,

RAED URL DHRN 15 ~ 20 % Z LRI SEAI1T. koA
TarERFLTLSEZ N,

o REDR—HTA XS URL OHFAIT, A% 5 URL
BT Y EERL, FEOA—FELFZINV—=T FY >—
WA CTE E9, FEMIZ OV TIE, [Cisco IronPort
AsyncOS for Web Security User Guide] @ [Custom URL
Categories] ZZM L T 7ZE VY,

o BEFELIZEOMD AT IVITEDDLREHF A MTHONT
iE, T3 TSN URL &R ¥ED URL @ LAR— b
(P.5-29) ZBML T ZEWN,

©

Evhk ZOVLE—POEa—2 W RAE~ARXTHIE, (A0 2T77T 47 Web LR—T 4 7 X—=V D
fE1 (P5-7) #ZRLTIEEN,
N

GE) o IOV HLILITEHMAR LR - MEERT HIZIE, [ A URL 27 =V - §8E (Top URL
Categories — Extended) | (P.5-68) #ZML T Z &,

e URL AT IVIZHETAAF YV a—NVRESNTZLVAR—-NNTT =% 7S FEVT7T 4 BMERH SN
TWAHEIT, WTNDLDOT I IA T LV ATT = ZICRERDHD & X—=VOTHIC [ Z ORFFGE
FHO—ERDT — X IfERAARA TLZ, (Some data in this time range was
unavailable.)| &I A v E—UNERINET, REVPLOERIIMLERINERE A,

URL A73Y £y FOEHFELKR—F

[URL #7 =Y &y hoWHLbRhERR a7 XL —2 g & (P9-24) THBHEIATWAS
oz, EX 2 VT4 BET T IAT U ATIE#HDERFH» URL A7 T NEHMICEHT SN

BRHY ET,
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| £5%

hREFE Web LE—FT 4 VI BLV RS vX L TOER

INLOEHPITONEHZE, bW T TV o7 —&2i%, H T ETER R 25 £ T, Bl&ks L
R—h& Web b7 vx U IfERICRRSNET, #7320 £y FOEHKICERSNIZLER—F 7—
ZIIFF L WA T IYMEHSINADOT, RULAR— MNIHFHE O T TV NRRRINDILGERH D
ESsR®

HWAT TV EH LW T T OMTEELEHA D556, AARKEHEREHEH7-DIC, LViE
BERES LA — MEREZMIET ARENELDZ ENRHV ET, 2L 21T, AERIROLZ AL T L —A
MIZ lMnstant Messaging] #7 = U & [Web-based Chat] # 7 =V 23 [Chat and Instant Messaging |
WS 1 2DA TV —TINTWE, lNnstant Messaging] 35 £ O [Web-based Chat] 17
IVIHIGET DA b ~DO~—TRTOT 7 & A% [Chat and Instant Messaging] D& 7> b
ENFERA, AR, A AX N Ave—T 07 A FEZIT Web =2 Fyr v b A F~D
~—UHOT 7 A%, [Instant Messaging] F 7213 [Web-based Chat] #7 2V OAFHEIZITE TN
FHA,

[URL #5731 (URL Categories) | R—CEFDMDLER—T 41 > R—DOHH

[URL #7 =V (URL Categories) ] ~X— & [T7 U — 3> dDFER (Application Visibility) ] L
A= FBIO[2—% (Users) ] LA— K (Web) 0T 2L, FrED—F L FEDOZ—FRT
JEALEDIELTWABT SV r—vay A 7E72E Web A FEFHETEET,

722X, URL 73V LiR—RT, A4 BT 7ERAINTTXTO URL A7 2V OfFMzER
AT A, NEHMRTOMEL R — b EAKTEET, ATA—Y® [URL #7 =2V (URL
Categories) | A v #7277 47 7—7/Cix, URL #7 =2V [Streaming Media] (Zf89 5 & 5 I1Z5%
LWEREZINETEET, [AMV =3I 2 A7 47 (Streaming Media) | 77 2Y Voo %27V v
73 % &, FED [URL #7 =Y (URL Categories) ] LAR— b XR=URRRFINET, TDOX—IC
iZ, ANV =0T AT 47 A MZT 7 BALTND Eia—FRERRINDTZT TR (BT
YT a yHoHT YR B — (Top Users by Category for Total Transactions) | &7 > =
>). YouTube.com %° QuickPlay.com 2 £ D7 7t A& FAAL v bERENET ([—FHLEZ A
A > (Domains Matched) | A #5277 47 T—7 ),

CORRT, HEDZ—PICHTLELIZFHELWEREGONET, 2L AF, HEDZ—FITLHE
HABREHLTWEDOT, Z20a2—F07 7 B ALE EMEICHERTILERHLELET, 220D, [
a—4F (Users) | AV 4T T 47 T—TNDa—F%2 U v s +52bRNTEXET, ZOT7 73
NTEY [2—F O (User Details) ]| (Web LiR—F 1 7)) BEREN, TO2—FD L2 R
ZHER L., TO2—F D Web TOITEN A EfEICE T £7,
SOICEHELWERDVLERGE X, A VX T 0T 47 T—TALT["NTFrHFrvarvET
(Transactions Completed) 1 V> 7 %27 Vv 7 LT, Web 7 v X 7 OFEMEZRRTEET, T
XV, [Web k7 %27 (Web Tracking) ] X—UIZ Web 7 r & h—bER (ko> TSN b T
VWL a VOBBRFERES N, 2—FERY A MIT 7R LB, 5847 URL, Z® URL TH=X
SNTEHFEZR 1o\ T, EROFEMBEREER TEET,

[URL #7 =Y (URL Categories) ] X— YOO FERBINZOWTIE, #3772 2HDZL URL
7 3) OHE] (PD-6) LTI,

ROTHESINT URL &EXR7PED URL D LKR— K

o TSz URL & RSO URL 22\ T, ko URL THETE £,
https://securityhub.cisco.com/web/submit_urls
EEANRITFMEIN, SBONLV— A EHFIIEH S NE T,

BE &N URL D AT —H AR T HI1TiF, 20—V ® [/ L7z URL ® A7 — X X (Status on
Submitted URLs) | # 7 %27 V> 27 LET,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

[7F7U5—2a>dFkER (Application Visibility) ] L7R— k
N

GE) [T77V4r—varoFx (Application Visibility) | @FEMIZ >\ CliX, [Cisco IronPort AsyncOS for
Web Security User Guide] @ [Understanding Application Visibility and Control] # &ML T2 &
AN

[Web] > [ LA — b (Reporting) 1>[7 7V —a DEKA (Application Visibility) ] ~~— Tl
X2 VT A BFRT T IA TV ABIOWeb EX 2 VT4 7T I7A TV ANOREEDT 7V r—a
v AL TIHIEAEN TE £

TV = a VR FEATAE, URL 74 VX ) T OLEFERTAIHELIY S Web b7 7 4 v
I 2 DMNLHETELE T TR, RODEATOT TV r—arBIOT TV r— g A
T ORIHE R TE E T,

o [EMET TV r—Tar (T /)= APRREL 2R E),

e OFRL— a3y T Ur— 3 (Cisco WebEx, Facebook, f v AX v kN Aytk—T 77
),

o VY—REREMETEZT IV r—ay (RAN)—=3v 7 A5 4 T77RE),

FI)r—o3 07T )r—230 24 TOENZDLNT

LR— NS 27 7 r—a v 2212, 77V r—var b7 7 r—var 247
DOENEEFT 5 2 EDNIEFICEETT,

o TV r—varv AT, 1 DFFEEOT TV r—varE G T 3Y T, f2& ZITRE
TP, Google Search <° Craigslist 72 E DB Vo a2 G 7 7V r—ray ¥4 7 TY,
AVAF VN AvE—T 27X, Yahoo Instant Messenger X° Cisco WebEx 72 E&# &R0 T 7'V
r—vay XA 7 TH, Facebook 77V r—va v XA TH,

o T —av, TV r—ary BALFICBLTWAEDT ) r— a1, 222
X, YouTube IZAF 47 77XV r—>ay BAFICEENET SV r—3 3 T,

o TV —vavEifE, 77U =3 a N TCa—PFRETTELIHEDT 7 a £ -ITEET
7, =& ziE, =—V% Yahoo Messenger 7e E DT 7V r— g OFHATIZT 7 A )V EEEET
EFEF, TRTOT TV r—vail, EEARRT 7V r—ya VEMERE ENTWA DT TiE
HYFEEA,
N

(3¥)  Application Visibility and Control (AVC) => ¥ > %l L C Facebook 77 7 1 £ 7 1 ZHl#HI4 5 )5
EOFEMIZ OV T, [Cisco IronPort AsyncOS for Web Security User Guide] @™ [Understanding
Application Visibility and Control) Z#ZM L T 72X,
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| 55 dkShd Web LE—T4IBEU LS v ¥ T OB

5-8 [7FUr—2a>n&T (Application Visibility) ] R—
Application Visibility

Prirtahle (POF)

Time Range; .'BIZI dars e
31 Aup 2011 00:00 to 29 Nov 2011 1T:26 (GMHT -08:00)

Top Applicalion Types: Tolal Transaclions Top Applications: Transaclions Blocked by Applicalion

L s B L6E.2k
Media
Internet Ubktes
Socal Nelworksng
Ememrprnse Apphcalsons
Bloggeng
Wabmal
Instant Hagsageng
som il - am Apphcabong: Games |00 2
o 1010k Nl.';'.tl A0k ] 2I4 l-lljlln
Transactions Transactions
Chart Optinns... | Fxpost... Chart Options... | Expart...

Application Types Matched

Iems Cisplayed |10 |

Application Type Bandwidth Lised Transactions Completed Transactions Blocked by Application Total Transactinns +
L.&GR 1852k 2 16820

Hedia 2950 735k 1] 7.5k
Intermet Litilities SE.1MB 275k ] 7.5k
Sncial Hetemarking TEMB 152k 1] 13.2%
Enterprise Appheatinons &N.AMA 4,445 0 4,445
Elngqing &3 EMB 3,794 0 3,798
wehrnail 26 TMB 3,043 1] 3,043
Instant Messaging 7.AMR 1,717 0 1,717
TOR.GMB 1,642 1] 1,642

B.OMB 1,117 1] 1,017

Totals (all available data): ZrAGHE 5.5k = 299 .5k

Columng... | Export...

Applications Matched

Iems Cisplayed |10 |

Bandwadth Transactions Transactions Blocked by Ttal
Applications Applicaton Type Used Completed Applicatsan Transactions =
eneral * it 140568 1449, 7k ] 1497k
tast Media 2160 2k (1] .
o mnalytics Irternet Lsilities A7 24,6k o 24,k
Vided Media 11.16%8 1rak (1] 170
Media LUNER L) 1r.z2k (1] 175k
e Social Networksng (TR L 129k o 12.9%
Pheates " i EXE R 1z.0k (1] 12.0%
=i ZChat b Wideo " i 1% . L2k (1] BZ210
Chal
= Enberprise B0 AHE 4445 i) 445
Appleations
Media 4RI TEE 3,961 1] 3,961
Tatals (all avadllable 32 AGE 2995k 2 299 .5k

Jdatal:

Calumns... | Expart...
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

[77Vr—v =3 0F5 (Application Visibility) | ~X— VIR OFERDPEREINE T,

% 5-9 [Web] > [ LA R— k (Reporting) 1>[F TV 47— a3 >DFF (Application Visibility) ]
R—U DM
oay H L)

€M (Time Range) (FAY
Ao YR B)

1 ~90 HEEIII A X AHEFFHAIEETE D Rry 7¥ Y
v U RN, BEFSEAOHME LBEO=—XIGbE I A Z <
A XZHOWTIE, TR — FORFRFHORIR (P3-4) 25K
LTLEEN,

BSOS VB EET T
r—< 3> 24 7 (Top Application
Types by Total Transactions)

ok svaiZiEk, PA b ETT 78 ASNTZ ELT 7Y
g—ay BATRT TR TERRINET, L& 2T,
Yahoo Instant Messenger 72 E DA VAKX U v Avg—T T
¥ — L. Facebook, Presentation &5 77U Fr—var XA
TRERINET,

JavsEshntcSU¥o L 3 UEA
7 FUHr—2 a3y (Top
Applications by Blocked
Transactions)

ORI vaiZid, RV a T EICRAET LI TRy
o T7ovark bV A= LT Y r—ay BATRT
TR TERRINET, &2, = —¥ D Google Talk X°
Yahoo Instant Messenger 72 EOFFEDT 7'V r—va v 2 A4
AREHILEDELES, BEORY V—RHEAINTNDHE®D
W2, Tuy s 7rvarms i A—aSnict LET, 207
Vor—yaid, eyl Ein3EgEsnitcr oo rvay
LLTCZorZI7isBEmEnET,

—BLE7IVr—av 247
(Application Types Matched)

[—%L7~=T7VUr— 2> %47 (Application Types
Matched) ] >4 5 75 47 F—F LTk, [# - 52
a7 T Y r—v 3 v #47 (Top Applications
Type by Total Transactions) | 7 — 7 /MICRRINTNET 7Y
r—vay A4 TICETLEILICFELWEREFRTEET, [
77V —3a v (Applications) | 77 AT, FEMEERAT S
TV r—vark )y TEET,

—BLE7IVy—2ay
(Applications Matched)

[~ L7777V r— a3 (Applications Matched) | &7
Ta Ak, FRE LIERHEEANO T~ ToT7 7Y r—3 a3 v
METREINET, ZWIA L E T T4 7R AT LEBLOH
HBAUETIT AT T=TNERoTNT, BBEIISLTT —
) —FTEET,

[—%L7/7=77V 47— = (Applications Matched) ] &7
VaVIRRTONT AERETHIENTEET, 2ok
YavOHTADBRECONTIX, (A% T 77 47 Web L
R=T 4 7 X=VOE] (P5-7) 22 TIEEN,

[77V 7 —a (Applications) | 7— 7 /WIZRRT HHA %
B, BRRTHIHEOHE [RREINTT A7 A (Items
Displayed) | kv 7 XUy A=a—0biRRTE 9, BR
B 1% [10]. [20]. [50]. [100] T,

&5, [~& LT 7Y r— =3 (Applications Matched) ]
v a v NTREDT 7V r—va v ERERTEET, 20D

7 al TEOTFAL 74—V RIREDT 7Y r—3 3

HEANNL, [TV r—a ro#% (Find Application) ]
2V LET,
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| $5% SREPE Web Li—T 1 > TBEU FT v TORHA =

EYk COVR—FDOEa—%HAFARXTHINE, (A 2T7 7T 47 Web LiR—T 4 7 RX—TU D
fE1 (P5-7) L TLIIZEN,

GE) [77V o —varo&ER (Application Visibility) | X—YOFRICEL T, A7 Yo —AREINE
VA= E2ERTDLZENTEET, LR—FDATVa—LREIZONTE, (AT Va—ABES
NEEVR—bEF T~ K Web LAR— MZHOWT) (P5-66) 2L TS 7ZE,

[Tz 7xE (Anti-Malware) ] L7AR— k

[Web] > [ LA — K (Reporting) 1>[~/V 7 =7 %K (Anti-Malware) | X—JidtEx =2 U 7 4 BED
VR—=FT 4 7 X=UThY, A X—T N7 AFx x> =V (Webroot, Sophos. McAfee, F7-i%
Adaptive Scanning) 12X 5 A% ¥ VRN KM SN ET,

ZON—=VEMFBALT, Web XR—RAD~ N T =T OFBEFEBLOE=FTDHIENTETET,

GE) L4 +r774v7 T=F VT THRHENE~VY 2T OT—F%FER_T D12, ([L4 VT 74> 7
E=%4 (L4 Traffic Monitor) ] LA— bk (P.5-46) &ML T Z&,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

5-9 [Tz 7x%E (Anti-Malware) ] R—2

Anti-Malware
Printable (FOI)

Time Range: '_-'m days v_'
31 Aug 2011 6000 ko 29 Nov 2001 17:37 (GMT -08:00)

Top Malware Categories: Monitared or Blocked Taop Malware Threats: Monitored ar Blacked

Samfas $t s (] 1 ey

T i

A S
Adware (I 1,50 i e |
Trojan Horse |8 T g | o
Trajan Downloader | 2 LTl ST T = T )
o 1,00 & 000 3,000 1] (] 200y 000
Transactions Transactions
Traremctions bonbored Trananactiore: Mondnnsd
B Trarveclions Blocked B Transaclions: Blocked
Chart Oplsong.., | Export... Chart Oplions, .. | Expart.,.

Malware Categories

Bandwridth
Malware Saved by RAequests Responses RArquests Responses Transactions Transactions Transactinns
Category Blocksng Manitered Montored Blocked Blocked Montored Blocked Chatacted =
adwars {121} (1] 1,40 L] L] 1,790 L] 1,40
Frajan Horss ELERILd L) (1] L] L] 2] L] 2] 2]
Fradan {121} (1] z L] L] 2 L] z
Downloader
Trtals {all 96.0KB o 1,792 Li] - 1,792 - 1,800
availahle
datal):
Calemns... | Expart...
Mabmars Dandwidth Saved by Trans&chons Transactigns Fransactons
Halware Thraat Calagory Blocksng Mosnbored Blockead Crateglad
b LN Adware o] 1,773 L] 1,773
LT s b Adware []:] q 1] Q
ing Adware 0B & L] &
Sl g e Trojan Horse 60.0%B i) 5 g
Trojan Horse 36 .05B i) 3 3
Trojan []:] 2 1] 2
- Dowmnlaader
Tatals (all avadllable W .0KR 1,792 & 1,800
Jdatal:
Calemns... | Expart...
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| £5%

hREFE Web LE—FT 4 VI BLV RS vX L TOER

[T =T 55K (Anti-Malware) | X— VIZITROIERNB RS INE T,
& 5-10 [Web] > [ L R—k (Reporting) 1> [</L2 = 7x%E (Anti-Malware) ] R—I DO

€ovay

SitEA

F:fI%EEH (Time Range) (FAw
Ao JXB)

1 ~90 BRIE7-1Z WA X AHEHEAIEECTED Fry 74y
YU A b, BRI E EREO=— XA bE I A S <
S RZHOWTIE, LA — FOREREORIN (P3-4) 231
LTL7E&EW,

2oz AT E=4FE
I¥7Av%9 (Top Malware
Categories: Monitored or

Blocked)

OB va Al TEDAT Y XA I o THREEN
b~y =7 ATV REREINET, ZOHRITTT 7
A TRREINET, B~ v T 73V OFEMIZON
Tt T=Av=T7DOhTAVICHNT] (P5-39) 2L TL
720,

ERRILVITERE  E=FFIED
By % (Top Malware Threats:
Monitored or Blocked)

TRy a o lE, EOS AT =2 T OBENAERINET,
ZoERITZS T 7R TR RENET,

N7 A7) (Malware
Categories)

[vvo =T 173V (Malware Categories) | 1 > % 77T 4
T T M, [ i =7 73 (Top Malware
Categories) | F¥— MIERINTWLEA DALY =T BT
TV DM RS R R S NLET,

[~ =7 #7=2Y (Malware Categories) | 1 ¥ 777 «
TT=INVRNOI s ) v TR HxOwAT =T B
TAVBEIORy PU =7 TOBREBHTICET 2S5 LY
HRNPFRSINET,

Bk ZDOTF—=TND [T I RTVvAT ta—URT 47
(Outbreak Heuristics) | V> 7 #fif+25EL, £OohT7 YT
WO KT UV T a URBELTEDERTT v — hR3ERER
7,

Bohie=A T =7 BT TV OFEMONTIE, (=L T =T D0
T IAVIEDONTY (P5-39) 2L TLLESN,

<ILO z7EB (Malware Threats)

[~no =T % (Malware Threats) | A > ¥ 777 47 7—7
MZiE, [ B~ = 7B (Top Malware Threats) | &2
LA ICERENTOBEA DALY = 7 OBBICET %3
HRPERRENET,

[Outbreak] M7 ~)LEFBZDFNTWDEBIT, DR F ¥

TV E1EBIC, Adaptive Scanning BEREIC L o THiEE Sz

BT,

GE) [~/ v=T7%&E (Malware Threats) | T7—7 V%257
JEiZY — 9 2L, VR MOREBIZ [ FAHYLDT =T
(Unnamed Malware) | R RINET,

ZDOLVR—=FDEa2—% B AX~AXTHINE, (A 2T 7T 47 Web LIR—T 4 7 RX—=TU D

Bl (P.5-7) ZZRL TS,

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F i



- EE5E PREPHB Web LAR—T1 v IBLVFSvF IOER |

2oz 7 ATIY LR—F

[y =7 #7231 (Malware Category) | LAR— b X—=Y T, flx DO~V 7 T 73V Ry
FNU =27 TOZOEMEICET M RE R R TEET,

[y =7 #7321 (Malware Category) | LAA— s X—=JZT7 7 AT 51, ROFIEEZETL
£7.

FIR

AFYT 1 wX2 VT4 ERT ST T AT, [Web] > [ LA— b (Reporting) ]>[</Lv =7 x5
(Anti-Malware) | Z&#R L E7,

ATFvF 2 [wnAv=7 A7 2Y (Malware Categories) | A v ¥ T 7T 47 7—TNT, [vA V=T H73Y
(Malware Category) | # 7 2NOAT IV %7 Uy 7 LET,

[vvy =T #7=3V (Malware Category) ] LAA— h X—UNERINET,

5-10 [RIL2 =7 ATTY (Malware Category) ] LiR—k R—
Malware Category
Adware
Prirtable (FOF)
Time Range; .'EIIZI dars |

31 Awg 2011 00:00 to 29 Nov 2001 17:44 (GHT -08:00)

Malware Calegory: Adware

300
Pyl

ol-Sep 15-5ep 5 -5ep 13-t ¥t 10-How 24-Mow

Export...

HMalware Threats in Category: Adware

Malware Threat Transactions Monsared Transactions Blocked Transactions Detected
T3 1] 1,773
& 0 k]
& 1] &

Columng... | Export...

ATFvT 3 ZDLR—=FDEa2—% B AF~AXTHINE, (A 2T7 7T 47 Web LIR—T 4 7 R—=TU D
fE1 (P5-7) &L TLIZEN,
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| 5% thash® Web LK—74 Y IBEU RS v TORE

[RILy = 7EB (Malware Threat) ] LA R— bk

AFvFT 1

A7y 2

[ =7 %@ (Malware Threat) | LiR— b _X—21E, HEOEBICELENTWE I T4 T
M, BEOERELEWREERS D7 FA T POV A RNBERSI, [Z7T7A47 2 oM (Client
Detail) | =Y~V 7 08H0VET, LR—FEHO ML R 7T 712F, FBE LZRKRRMEAN T
BERICELTE=Z SN I o rvarBltTuny s SN b oFrva v BnERENET,
TEOT =7 MZiE, BE LRMEENTEBICE L CE=4 SN o v 7 varBl0iy ey
JENTE N T U a DEBOBBRFERINET,

[~no =7 % (Malware Threat) | LAR— bk RXR—=JZT7 7 22T HI21%, WOFIEEZEITLET,
FIR

X2 VT EFHTTTAT AT, [Web]>[ LAR— b (Reporting) ]>[~/L U =7 %3
(Anti-Malware) | Z&IR L E 7,

[~no =7 % (Malware Threat) | A > X 2277 47 7—7 0T, [vAV U =7 H#7 =31 (Malware
Category) | W7 LNOIT IV E7 Y v LET,

[ D =7 % (Malware Threat) | L AR — K XR—URERRINFET,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

(E)

5-11 [Ty 7&B (Malware Threat) ] L#— b R—
Malware Threat

Printahle [POF)
Adware > Elsikisabe DRGE L 5

Time Range: | 50 days o

F1 Aug 2001 0000 b 29 Mow 2001 1755 (GMT -08:00)

Bl or e

10 B Deocked

15 15-5ep 95ep 13-0ct 270t 10-Mo 4-Mow
Cxport..

Clienls al Risk Tor Threal; 858 S G G0 s

User D/ Chant 1P Address Transactuons Monstared Transachrons Blodked Transachions Deleced -
srath 1,286 o 1286
jenes 325 i) 325
len 78 o 78
qonzales 28 i) Z6
FETA 17 o 17
Lull k) o 17
Lw et 10 o 10
selwrndl L] o &
martsn g o 4
roy z o 2

l— Fend User ID S CBent 1P address Coburmns... | Cxpoet..

IDOVR—=FDEa—2HAZIA XT DL, (A 2T7 7T 47 Web LIR—FT 4 7 X—=VD#H
Bl (P5-7) #ZML TS,

FERICOWTIE, T ADOTFO [AR— b R—% L <7 =T (Support Portal Malware
Details) | V> 27 %27V v 7 LTSN,

[ =7 %% (Anti-Malware) | =X—Y O [ L7z Lt~V =7 #52Y (Top Malware
Categories Detected) | B L[ L7z Efi~v v = 7 %K (Top Malware Threats Detected) ] (2B
LT, ATV a— VB EINTLLVR— I NEERTHZERNTEET, ZEL, [vAhv=T Z73V
(Malware Categories) | 8L O [~/ U = 7 & (Malware Threats) | LA — b X—=UnbAERIND
LR— &, ATV a—VRETHILIEITEEFA, LE—FDORT Va2 —ABREICONTIHE, T2
TV a—VRESNIZVAR— AT K Web LAR— MZoWT) (P5-66) 2L TLES
AN
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| £5%

PRETE Web L—

TAVITEEV LS vX TDER

YNNI FDATIYIZDONT

Web tXx=UT7 4 77747 A%

IROEATDONT 2T BTy TEET,

RILITT7DEAF

e

FROxF

TR =7I0iE, RN Ta—YFE2RMNIFET DL, T XTOY 7 =T
FEAT A 774»%&0777%/#aiﬂi¢0TF7:7779ﬁ~

a ORIz, BlxO T AERFICETLTHEWEET=Z ¥ T, WE
EABALTALORH Y £, BRMOPIZIT, v U RNEBESNSZOICH
LMEITIND LI ﬁé%mﬁ%bifoit\_ME@7D77ALio
TEF 2V TARENERTINT, 2—FRT T UFREBEAL T a ., TAY
b7, BEXOZEOMD U AT AREEZERCERIRDIGELHV ET,

TS9P AJIN—FT
PN

TIPSR =F T2 ME REORFRRL—PREDFE -V (2B
BT SESERBELZETTO2BENDROHLT7 70V 7T 74 TT,

BRYRATL ®=4

WHY AT A E=2E, EYRFRICESTERDIA B ATRETE %,
VAT AN B FORMEEBATLY T N =T TY,

4%

AYTIE, FETLHLINIHDZ A T DA F—Ry b T 7 EAZFAL
T, 22—V OFETHI A 2 LT, RIEBEBETEO 272 EEERIFR E 7213
I b i—%%%?¢57m77Affo

— R RIRL T

A 2T A Ea—FIf VA=AV ENDIATDOYNT =T T,
—FIHMOND Z L ZOFFMIERZPIEL £9,

N Txyvh—

NATx v H—F, 2=V OREETHN AW LIZ2—% % Web ¥4 hiC
FELEV T TLEFIATLIZD TEAL O, VAT LAREEZER L
D, 2—VFDOVRAT LI AREREREZMZTZ0 LET,

ZOMDOTILIT

ZOHTIVIEF, ERELOEDOITIVICHLHETUIELRN LT T LEE
bLOVEMEICHEH S E T,

F9rILM4Y Ea—
YRTFa49Y

ZOATAVIEF, OT rFe Ty 2T 2V BRI
Scanning IZ X > TR SNz~ D =T 2R L TWVET,

Z. Adaptive

714v>>%J URL

74 v Z URLIZ, 797907 RL X R—ZFRENET, HAICE-
TiE, EYR RALVERMB L KA v ABMERESRET, 74007
W, VY—v 2 =7 ) T EEMRIOm G EER L CEAT — 4
%%Hmmr@nuu l\ﬁiﬁ% ‘77*::':'[7;— FrZ4 2 1D ﬁ%ﬁ@ *ﬁ(j—

PUA BELLLRWT AU r— a0 &, PUA T, BETIERVAGE LA
WERBRENBT TV r—y 9 C9,
SRTFLEZS VAT A ET=ZZITIE, WOWTNIDT 7 arvEETTAY 7 R TR

EENET,
NRE . FERIRENT, VAT LA FrbxRa—Y 7o L ERERT S,
INHOREREBTHE L THRERTES L9127 5,

koA DFA—4

feAf O ya—FF, A VA=A ZIZVE—F KA N/ VA MNMZT &
AZLTC, VE—F RAMNOER =7 74 VA baAf VA —)LF
5haADOKRETT, TNHDOA A M—E, @BFET2—FICEMPND Z
EAiThbhvET, £z, buAoFvre—FFUE—F KA MEZETY
A My ra— RS ERfET 50T, f VA M—AT Lz, a—RK)
B0 0 £9,

AL DOKE

feA DOKREIX, BERT IV r—a 2\ EERTO ST ATE, U4
NAETRRY, oA DORBIZHCERLET A,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

RNIITDEALT B

fOL DTS feAsDO7 4 vyt BRELEI L Ea—X A THEED Web ~_— M)
T HAINDDE/HFOD, FITEG LIz~ VB AX Yy L CEHITY A
b A= var %A b, HDEIWVIAVTA U RHY A MCBEBRT A 2—F
L ENRRAT— NERELET,

%II

J4ILR T ANART, 2—FRE i ar e —File— R, 2—FoE
BICKLTCHEITEND T /I 5FEZEa— RTT,
D EN U—AlZ, 2o Fa—% Xy NU—7 FCHCZER L, ®FITEELRT Y

TarvEETTASu S I AFERIZTATY XAATT,

[V5472 k<o 1JRY (Client Malware Risk) ] L7/R— k

[Web] > [ LA —F (Reporting) | >[27 F7AT7 ¥k vy =7 UAZ (Client Malware Risk) ] _X—
. 24T b~V yxT VR TIOT AT 4 2F=FTH7OIEATEL X2 ) 7 ¢ B
DVR—FT 47T R=TTT,

[277A4T7 vk~ y=T UAZ (Client Malware Risk) ] X—Y T, VAT AEFHENRLEL T
0y 7 ERTEEEZ T NIV EERTEET, 2OV TNEINZFERIS, FHEHEIX
a—F Y%7V v LT, F2O—FRELEDOTa v /REELZ T TVAERE, BLORy b
U—27 oo —F L0 b Z< BB ENTHWDHFRE Lo TnDH2—FOITE 2B TE 7,

IHIL[7TA4T7 v h =7 URAZ (Client Malware Risk) | X—JI2id, L4 T 7 4 v 7 E=
2 (LATM) IZL > CTRRESNE, HEOREWS LD = TERICES LTV 747 NPT R
ANERENET, VT =T A MIEHBEICERT D a0 Ea—Hid, vV 7= TICERLTND
ARRENHVET, Thboov vy =T PO a~vr N/ arybe— L =N LELD ET50
T, BRELRTNIERY FHA,

5-121c 7947 kw7 U A2 (Client Malware Risk) ] X—YZ/RLET,
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| 55 dkShd Web LE—T4IBEU LS v ¥ T OB

5-12 [954F> bk =ILocF YRS (Client Malware Risk) ] R—
Client Malware Risk

Printakle (FOE)

Time Range: | 90 days w
31 Aug 2011 G000 to 29 Nov 2001 18:15 (GMT -08:00)

Weh Proxy - Top Clients: Monitored or Blocked L4 Traffic Monitor: Malware Connections Detected

198.51.100.5% (I 3w 168.51.100.126 [ 1am
190.51.100.12 (I 1,558 190.51.100.40 [ 1654
johinson [l 137 1%A.51.100.155 [ 110
lem | 28 198.51.10041 [T 276
smith | 13 190.51.100.118 3 151
Jones | 17 1905110045 [ 60
williams | 12 1905110047 | 57
sangh | & 198.51.100.17 | 42
schimidt |4 170.51.100.12 | 31
gonzalez |3 195.51.100.50 | 12
(1] &0 B0 12 0k o 1000 2,000 3.000 4,000
Transactions Transachons
ks Traresctions bonkoren Mordored B Bt
. Msherars Trarsactions Blocked Chart Ogtions... | Cxpost. ..

Chart Opliens... | Export...

web Proxy - Cliegnt Malware Rishk

Ttems Displayed | 10 = |

Liser 10 / Clisnt 1P Address Malware Transactions Monitoeed Malware Transactions Blocked Total Malware Transactions Detected +
195.51.100.59 7,965 3 TA58
198 58.100.02 1,538 1] 1538
Joahnsan 237 1] 337
e 28 1] 1]
srith 19 o 19
Jorss i7 ] ir
williams 12 o 12
zingh [ o &
schmidt L o 4
gonzalez [i] 3 3
Todals {all avalalde daka): 9,918 B 2026

I Fird User 10 ienk [P Address Colurmns... | Export...

L4 Traffic Manitor - Clients hy Malware Risk

Items Displaysd 10~

Chenk [P Malware Connachions Monitored Makrars Connectons Blocked Tatal Malware Conneclrons Delecled +
1%8.51.100.128 2,172 1] 2,172
190,51, 100 40 1,654 a 1,654
190,51 000.1%% 30 1] 310
198 51.100.41 276 1] 276
19051000110 151 1] 151
195.51.100.46 &0 a &l
1905110047 57 a 57
198.51.100.17 LF a 42
190.51.000.12 31 1] 3l
198.51.100.50 12 a iz

Tolals (all avalable data): #, 195 a 4,795

Colurmns... | Export...

—
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©

\l

-

# 511 T[7F9A4T7 b ~nrw=xT UAZ (Client Malware Risk) | X— Y DIFRIZONCTHH L

7
£ 5-11 [V54F> k2L F JRY (Client Malware Risk) ] LE—F
R—SORE
oay H L)

€M (Time Range) (FAY
Ao YR B)

LAR— MEED LT — X ORFEFHEZRIRCTE A A= —, 3
MZOWTIE, TR — FORFMEE ORI (P3-4) 25 L
TLTEEW,

Web FO¥Y : E=42F (k7099
ML 547> F (Web
Proxy: Top Clients Monitored or

Blocked)

TOF v —RMNIE, AT 2T DY RTNRAELT B 10 AD
A—PRERENET,

L4 k57499 =4 @& hi
<L = 7S (L4 Traffic
Monitor: Malware Connections

Detected)

ZOF ¥ — M, BN TRLBEBICY ALY =T A OB
HMLTWD 10 B0aryEa—FDIP 7 FLAREREINET,

ZOFr—FI L4 57 4 v 27 E£=% (L4 Traffic Monitor)
] vAR—1N~]) (P5-46) O [ iz 747 1P (Top Client IPs)
]F¥—FERUTY, FFMBLOFvr— bk 723 /2DONT
FZOHAEZRL T ZEV,

Web 70X : 95472 <L
7 x7 'YX (Web Proxy: Client
Malware Risk)

[Web 7mx>: 277347 s w7 URX2 (Web Proxy:
Client Malware Risk) ] 7—7/LiZid, [Web 7 rF v <)L
77 URAIBENY Z ATk (Web Proxy: Top Clients by
Malware Risk) ] €2 v a VIR REINTWEEA DI T4 T
MZBIT 2FEMIERP £ RSN ET,

ZOT=TINTHA—YE2r Vv rT0E ZDIITAT
(BT [ 2 —F DFEH (User Details) | X— VBN FRINE
T, ZON=VOFEMIZOWTIE, [[2—VF D5 (User
Details) ] (Web LAA—7 1> 7)) (P.5-20) #&M LT ZS
AN

TNV TEEDV 757y r3hE, Aroa—WL,
AT 2T DYV AT E NI T =L TWBEDOL—FDT I T 4
ETF 4 EDICFELLERTEET, exid[=—VID/ VT
A7 MNP 7 KL A (User ID/ Client IP Address) | 77 5D
Voo %70y o358, £202—%0 [=2—H% (User) | —
DICBE LET,

L4 F5T7499 =8 L7
YRIHI 547>+ (L4 Traffic
Monitor: Clients by Malware Risk)

IOTF—T NI, HENTYL Y 2T A NMIEBICT V7 ®
AL TWAaA L Ea—FDIP T RLARERISNET,

ZoTF—7MEI L4 8T 7 427 F=% (L4 Traffic Monitor)
] VvAR—1h]) (P5-46) O [7 T4 7 ~/—Z1IP (Client
Source IPs) | 7—7 /W ERLTY, T—7NVOBEIEIZONTIHE
ZOHESRLTIZIN,

ZDOLVR—=FDEa2—%HAXAXTHINE, (A 2T7 7T 47 Web LIR—T 4 7 =T D

fE1 (P5-7) 2L TS,
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| 5% thash® Web LK—74 Y IBEU RS v TORE

[Web LEaT—3 3> 7414 (Web Reputation Filters) ] L7/k— k

[Web] >[ LAR— b (Reporting) ]>[Web L' E =7 —3 3> 7 1 /L% (Web Reputation Filters) ] I,

faiE

L7EBEBEHNO b7 o7 g kT D5 Web LE 2T —2 3y 740 (—PRERE) O

FERERTTH, EXa VT A B#EOLEAR—T 4 7 N—=UTT,

Web LEaT—23ay Jq4L3 &I

Web L E =27 —v a3y 74 0ZiE, Web —OEEZ 5T L, URL X—AD~< /LT =T BNEENT
WA AR EZ BT 272D L EaT7— g 2Aa7 % URLICED Y CTEd, ZOMEX. =K
2—FDOT T AR —RREOWBEERZ BRI ST URL X—2D< LT =T #fi T2dIic&yL b
¥4+, WebtxalF 4 77547 %F, URL L 2T — gy R2a7#EHALT, bLWr 2
TAET A ZRETDHELEDLIZ, YAV THEEZRRIIIEET, Web L E 2T — 3y 7404
. T2 R =L ERY —Dl T EMAELETHEHTE £,

Web LB =27 —Yay 74 ¥ TiE, AOICAERRT —2E2FEHL TS Z—F>y b RAALDE
MR &, URL DL EaTF—a L ZRAaT7AHFONET, HED KA AL URBEINLTY
7-HIR, Web A FBRHERAFEINTWDLEFT, Web —"NEAFI v 7 IPT RLAZEHLTWD
MDEIPREDT =X EHEHRAL T, FFED URL OFEESHE I NET,

Web LB 2T —32 a3 DFETIE. URL 2%y FU—27 RIA—FZEENIT T, /LY =7 BIEAE
THAREEPHESNE T, vV T = T BRFEET S RO BEH A, -10 ~ +10 O Web L E =27 —
Tay AaTiIlv v B ENET 10 BNy = T EE T A EEES i B IRV,

RIA=FITUF, 2L 2TROLDORHY £7,

URL 5387 — %

AU rna— Rufg/Ra— ROTFEE

EL RHER= Y Fa—F T4 28E (EULA) OFE
Ta—NRpR) 2a—hERY 2—LDEF
Xy NI —27 F—F—{EHR

URL O J@ i

URL ¥ i

Tuvy s URA NI

AT U A MCIFEAE
ANZDOHD KAAL D URL ¥4 7 A
FAAL DLV RTIEHR

IP 7 FL A 1EH

Web L E =27 —ay 7 4% U 7 OFEMIZOWTIL, [Cisco IronPort AsyncOS for Web Security
User Guidell ® [Web Reputation Filters] #Z 1L T 72 &0,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

5-13 [Web LEaT—Y 3> 71J)L% (Web Reputation Filters) ] R—%

Web Reputation Filters

Prirtahle (POF)

Time FRange; | A0 dars |
30 Aug 2011 00:00 o 2§ Nov 2011 15:20 (3MT -08:00)

Web Repulalion Aclions {Yolume)

Agtian Transactiom

Black 0.1 B 19T

L0k . Scan Furthar; Malware Datedad 0.3% 10,0k
9.0 - Gean Further: Clesn 2ha wirak
4208 -
Allaw T 2% 2.
35 10k -
Total LT
Ik nta ]
Expbirt...

11-Aag 14-Sep - Sep 12-Oci Bt 1 Mow 23-Mov
Export...

web Reputation Threat Types by Dlocked Transactions wWeb Heputation Threat Types by Scanned Further Transactions

Adware |
adware 1 Tropan |0
alharrmalwars 1 Ctharmnalware |00
phusheng Plugheng |1
Lrapan Spaim
o 2000 4,000 000 o 10k 20,0 0T
Transactions Transactions
Expart... Expart...

web Reputation Actions (Preakdown by Scor

COOrE - Bock Soan Nuther: Malware Datected Soan Further: Clean LT

104 ... 5.1 1To L] 1] L]
a.m ... -8l g8 [ L] [ 1] L]
a.m ... -7.1 4 594 [ L] [ 1] L]
7. ... R 1288 [ L] [ 75 L]
&.0 ... 5.1 ar [ RS [ 258k L]
L QR O 1] [ 414 [ 2,08 L]
4.0 ... -5 1] [ 5 [ 10.7k L]
A0 ... 2.1 1] [ 1,033 [ 462k L]
| QL I I'I. I:‘":I. 179k L]
1.0 ... -0.1 1] [ 1,771 [ 1549k L]
[y I'I. QLﬂ. 17686k L]
10 .. 1.9 I'I. Rl [ &0.1k L]
20 ... 2.9 1] [ a3 [ 395k L]
30 .39 1] [ 3,393 [ 455k L]
4.0 ... 4.9 1] [ TI7 [ M55k L]
S0 ...5% 1] [ %1 [ 12581k L]
[y W I'I. ﬂ. 1] 1AM
70 ...7.%9 I'I. ﬂ. 1] a0k
&0 ... 8% I'I. ﬂ. 1] 135.3%
a4 ... 100 I'I. ﬂ. 1] E36 .50
M seore 1] [ 513 [ 425k L]
Exporti...
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| 5% thash® Web LK—74 Y IBEU RS v TORE

[Web L ¥ 27— 3 7 4% (Web Reputation Filters) ] ~<X— JIZITROERPFE RS NE T,

#* 5-12 [Web] > [ L R—F (Reporting) 1> [Web LEa2T— 3> 71JL4 (Web Reputation
Filters) ] R—S DM

wHoLay HL
BMI%E (Time Range) (FAY Y |1 ~90 HME/RII A X A HEHHEZIEETE A Fny 74y
A2 JRB) v U RN, BB O E EBEO=—X ISy I A X <

A RZHOWTHE, TR — hoORRIHEEORIR ) (P.3-4) 25
LTL &N,

Web LEaTF—2av 7923y
({2M) (Web Reputation Actions
(Trend))

Zov 7 va lE, FBE LSRR (B o RERE) (2%
HWeb LEaT—2ay 77 gy BAFMoOBRED)
N, FI7RATERRINET, 2087 v a Tk, Fio
BORICEY Web L 25— g0 7273 a VOBERR ML
RNEfERcaxEd,

Web LEaT—2a>v F7oday
(R 2—L4) (Web Reputation
Actions (Volume))

OB a . Web LE 2 TF—var T/ ardR
Va— 2N oW a v BORBTRRINET,

Web LE2T7—>a BE4247 (I
= RVR - ¥ (8 =l o 7% /- T D)
(Web Reputation Threat Types by
Blocked Transactions)

IO valE, Tuy s ENEWeb LT —v gy #
A TNERENET,

Web LE2T7—>avBFE4247 (B
HWISX¥voEhf-b5059>ay
A1) (Web Reputation Threat
Types by Scanned Further

Transactions)

Adaptive Scanning 281 X —7 AV DFLE, ZOw T v a LITiFE
WO FREMER RN STz b7 Y va v oBBRFERINET,
Adaptive Scanning 731 F—7 /L TRWEE, 20k 7 v a T
T7 vy 7 SNTTDIZSIDICAF Y L EET D Web L
Ea7—vary A TPRERSNET, Web LE 2T —3 3
T ANE Y T ORERD [Scan Further] OE, N7 0¥
VaviET Ty 2T Y UICE SN TEMO A ¥ ¥ LR
fThivEd,

Web LEaTF—2av 7923y
(RaA7IZLBHHER) (Web
Reputation Actions
(Breakdown by Score))

Adaptive Scanning 231 X —T /L TRWEE, ZOA 2T 7
TA4T T=TNVEET I va D Web LEaT—v g R
a7 ORNRBERINET,

Evk IDVR—=FDEa2—%NAZARTHNE, A ZF7 7T 47 Web LIR—F 4 7 =T D

1B (P.5-7) L TIEEN,

Web LEAT—Y 3 UERTEDRRE

BEFREHDO Web LE 27— 3 0
ZIE, LEWERaT ZHRELEZY

BEE, LAR— MERICESWTHRET L R TEET, L
Adaptive Scanning % 1 X —7 NV EIXT =T ALY T

TFET, Web L 27— a3 VOREICET MO TIX, BV D Cisco IronPort AsyncOS for
Web Security D/3— 3 VIS T D2 —H HA FEBZRL TS,
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[L4 FS5 74 v =4 (L4 Traffic Monitor) ] L/R—k

[Web] > [ LAR— T (Reporting) 1>[L4 +T 7 1 v 2 E=% (L4 Traffic Monitor) ] <—IIHEL
T-HFRIFEPHNIC LY R T 7 4 v 7 FE=ZILL o THRHEVOWeb EX 2T 4 77747 A ETHRE
SNV =T R—be~vnrv =T A MIETLOERPFRSINET, vV =T B A MIHE
T 7 E8ALTWD 7 I7A4 T bOIP T FLABRRINET,

L4 Fo97 4y 7 FE=ZE, S Web X2 VT4 T T ITAT L ADTRTOR— MIERFETDIRY B
T—2 v 749 7%Y v AL, AL UVZHEIP T RLAEZMBDT —FX—X F—T )OIk
VERAGLTC, BRN I 74 v I EREN T T4 v 7 2R TINEIDERELET,

ZOLR—=FDOT—FEFEHLT, "= FE7EV A b aT7nv 730 E 202 B LY, FFED
IIFGAT VNPT RUARZE LBV =27 YA MIBEHRLTWIEB (& 21X, D IP
7 RUVRICHER T Nz arBa—40, FRoawr N/ arba— =R LEI > T 5D
AT TICEELCNDRE) ZFHELEZY TEET,

©

n
\'
-

COVR—FDOEa—%HAFARXTHINE, (A 2T7 7T 47 Web LiR—T 4 7 RX—TU D
fE1 (P5-7) #BHLTLIIZEN,
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| 55 dkShd Web LE—T4IBEU LS v ¥ T OB

5-14 [L4 kST 495 E=4 (L4 Traffic Monitor) ] R—
L4 Traffic Monitor
Printahle (PDF)
Time Range: Cray w
I8 Mov 2011 12:00 to 2% Nov 2011 12:14 {GMT -08:00)
Top Clienk IPs: M: re Conneclions Delecbed Top Malware Siles: Malware Conneclions Debecbed
1958.51.100.128 AT el e e g A%
L9858 100.40 1654 g 153
19§.51.100.155 [ 310 el Bl
190.51. 10041 |5 376 Foul: i Siprieml 4y [T 160
198.51.100.118 [ 151 wS gt el B [T 166
198.51.100 A6 [ 60 i R e e E—
198.51.10047 [ 57 i e e T
158.51.100.17 | 42 Ll L e R
196.51.100.12 | 31 i st =t [T 136
198.51.100.50 | 12 taod i Sapetiaal e [T ] 135
T T T T T T
] 100 2,000 3000 4,000 L] 200 400 L]
Transachons Transachions
Mordored [ Blocked Wordored [l Blocked
Chart Opticns... | Cxport... Chart Dpticns... | Export...
ttnens Displayed 10
Clignt LF Malwars Connections Monitored Malware Connections Blocked Fotal Malware Connections Detected »
196.51.100.128 2,106 1] 2,146
198.51. 000 .40 1,604 1] 1,05
198.51. 000,155 a1n 1] no
195.51.10041 s ] i)
198.51.000.115 191 ] 141
198 5110046 ] 1] &0
195.51.10047 &7 ] &7
198.51.000.17 47 1] ar
1968.51.100.12 k3 | ] k3 |
198.51. 000,50 12 1] 12
Tatals (all avadlable data): 4,7Ra ] 4,788
Colunng, .. | Export.,,
T == ——— - — _— - — ey

(RD~—12f5e< )
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B5%

(A= b D )

e rors

PREDE Web LR—T 1 VT B&UV RS v TOHRA |

Port Malware Connections Monitored Halware Connections Blocked Totsl Malware Connections Detected «

L] 4,300 (L] 4,300
(212N L} (L] L}
b i~ (L] 1
447 1 (L] 1
L] & (i} &
{i]e ] & (i} &
3209 z [ 1] z
25 1 [ 1] 1
TR4E 1 [ 1] 1
A5RE2 1 [ 1] 1

Tatals (all avadlable data): . 4,788 . 1] . 4,788

Columng... | Export...

Malware Sites Detected

Iterns Displayed 10 |
Malware Connections Malware Connectinns Tatal Malware Connections

D stination 1P website Hanitored Blocked Detected
—— . — T 0 a3g
o M iy pEik) L] i
b L Fralil - el - gria il -4 mz L] wmz
=¥ B Fromd bttt 6 pLiln} L] pRiLE)
. & = - 166 L] 1Lt
b L Frlil - el - gria . -4 1.y L] sy
a® ® Flaml o miSE S | a9 0 a9
1 = = =4 1] 124
BN _ L LR ] 138 1] 138
L = - Pl cmia T 135 1] 135
Tatals (all availahle 4,788 0 4,788

datal:

l— Columns... | Expart...
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| 5% thash® Web LK—74 Y IBEU RS v TORE

||
# 5-13 T[L4 T 7 4 v 27 =% (L4 Traffic Monitor) | X—VICERENDEREHHALET,
#* 513 [L4 k574 v E=4 (L4 Traffic Monitor) ] LiR—k R—SDKR
=
wHoLay HL
FE%EE (Time Range) (FAOY Y | LR— MR ORREHEZBIR CTE D A =2 —, FHMICHOWT
A2 JRB) W, TR — N ORI ORI (P3-4) 2R LTIES0,
£S5 47>+ IP (Top Client ok va s llE, BN TR ORI LY =T YA MT
IPs) B L TWVWAa v Pa—FDIP T RLARS T 7R TERS
nEJ,

F¥—h DFD[FF7 A7+ =2 (Chart Options) | V> 7 %
7V w7 TDHE RRERANR [RE SN D = 7 Hik
¥t (Malware Connections Detected) | 75 [~ /L7 = 7 5 43
E=% I E L7z (Malware Connections Monitored) ] £721% [
TN = THERN T vy 7 SivE L7z (Malware Connections
Blocked) JIZAETXET,

ZOF¥—NMI. [Z7F7A4T7 v h~roxT UAZ (Client
Malware Risk) ] VR— k] (P.5-40) O [L4 vT 7 4 v £=
Z it S ie~ vy = 7 HgiE (L4 Traffic Monitor: Malware
Connections Detected) ] & [FI LT,

ERRILYTT Y4+ (Top TRV alE L4 R T T4 v BRIk o THRE SR
Malware Sites) RO~V 2T RALURT T 7R TERRENET,

Fy¥— DFD[ZF 7 A7+ =2 (Chart Options) | V> 7 %
7V DHE RRERAGOR [RE ST = 7 Hik
% (Malware Connections Detected) ] 226 [~ /LU = 7 #Hn
E=% I E L7z (Malware Connections Monitored) ] £721% [
TN = THERN T vy 7 SivE L7z (Malware Connections
Blocked) JIZAETEET,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

& 5-13 [L4 k57495 E=4 (L4 Traffic Monitor) ] L—k R—SDR
B S
Hoay REA
95472k Y—ZIP (Client ZOTF—T N, HEENTY ALY =T YA MBI ESE L
Source IPs) TWAaryEa—HDIPT RLARKREINET,

BEOR— I NOT =212 E2EDDHITIE, T—7 NV FHOR Y
J AR = EFEAIIL, [RA— RNz 7 444 (Filter by

Port) 127 Vv 7 LET, ZOMEZFEHALT, ~L =7 R
EOR— P EFALCALT =T A b~ [5FE] LTHDEN
ZHECTE ET,

BHRDO R — FRGEIE R A A 70 EOFERE 2 £m 7 21213,
T NHAOT N E Yy LET, b, HOHE
DIITGATY NPT FLARD [T THERENT O v 7 &0
F L7z (Malware Connections Blocked) ] 23 W%~ L C
WHEE, ZONTLOBEE7 ) v T HE Try I
TeBEHOV A MM RENET, ZDYU X ME, [Web]>[ L
A— 1 (Reporting) ]>[Web FZ > * 27 (Web Tracking) ]
R—=YD[L4 V77 4 v 2 =4 (L4 Traffic Monitor) ] ¥ 7
MR L LTRRSNET, VR FOFEMICHOVTIE, L4
N7 74w F=XI Lo TUBINTE T 7 v a O
#) (P.5-60) 2L T 7EEN,

ZOT—=TME, 27747 b ~nro=7 YAZ (Client
Malware Risk) | VaR— k| (P.5-40) O [L4 vT7 74 v 7 £=
22w 7 YRIZHZ Z 47 (L4 Traffic Monitor:
Clients by Malware Risk) | 7—7 /L LR LT,

<)L z7 R— b+ (Malware Ports)

ZOT—TMIE, L4 b T T 4 v T B HIZK o TIRBEEEIC
< LT 2T R ENTER— PRI E T,

HMAERRT IR, T AR NI E Y v LET,
& ZE, [l &~y = 7 ERHRI (Total Malware
Connections Detected) | OEfEE 27 V v 2735 &, ZOKR— K
DEBERROFEMERPETRENET, ZDY X M, [Web] > [
LUAR— | (Reporting) ]1>[Web T v ¥ 2 (Web Tracking)
1 =YD [L4 vF7 1 v 2 =4 (L4 Traffic Monitor) ] ¥ 7
SRR L LTRRENET, U X FOFFMICOWTIE, L4
NT7T7 4w FE=HILEoTHREBEINTE N T v a ok
1 (P.5-60) #BML T EEN,
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| 5% thash® Web LK—74 Y IBEU RS v TORE

[ |
% 5-13 [L4 k57495 E=4 (L4 Traffic Monitor) ] LR— k R—SOK
B &S
wHoLay HL
RILYTT YA bREEShFELE ZOT—TMZIE, L4 T T 4 v T BT Ko TR BIEHEIC
(Malware Sites Detected) VT 2T N EINTZ AL UREREINET,

BEOR— I OT =212 E2EDDHI2E, T—7 NV FHOR Y
J AR —=EFEAIIL, [RA— RNz 7 444 (Filter by
Port) 1227 Vw7 LET, ZOMREEZHERLT, ¥4 MEIZ
R—ha27 vy 7 FT0EI0EHEcEET,

M AEERTBIE, T ARNOE NI ESY v LET,
T ZE, [ TERNPT ey 7 SvE LT (Malware
Connections Blocked) ] D¥fE% 2 U v o 35L& FEDHA
ML TT ey 7 SnE#ERO Y XA FRFRShET, =
DY A K, [Web]>[ LA — bk (Reporting) ]>[Web b7 v &
v 7" (Web Tracking) | X—VD[L4 vTF77 4 v 7 =% (L4
Traffic Monitor) ] # 7IZHERFERE LTRRSNETST, VA
DFECONWTIE, L4 F T 7 4 v 7 FE=XIZL> TS
e Z v a0l (P5-60) ZZRLT7ESN,

IDOVR=PDEa—2NAZIAXTHIZNE, (2T 7T 47 Web LiR—T (27 N—=V D
B (P5-7) ZZM LTI &,

BEENEYY
e L4 +T 74wy F=XIZkoTREEINTE T UH 7 a0z (P.5-60)

[SOCKS 7o %< (SOCKS Proxy) ] L R—Fk

(F)

[Web] >[ LA — b (Reporting) ]>[SOCKS 71 % (SOCKS Proxy) ]~ —YCid, %%, =—%
728, SOCKS Ve ¥ v 2B TCUHENL N T oI/ a DT —4BLO M RERRTEE
\?AO

LiR— MIEREND565IE,. SOCKS 7 747 b (BEILXT T UY) 7 SOCKS 71 UNCkET
57 RLATT,

SOCKS RV > —DFEEEET 5 HFIEIZ DN, [Cisco IronPort AsyncOS for Web Security User
Guidel] #ZR L T ZEW,
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oy

PREDE Web LR—T 1 VT B&UV RS v TOHRA |

S50CKS Proxy

Prictakle (FOE)

Time Range: Day

cscudd com: 29
@sens.com;: 29
wsvol.com:ld

cscel0.com:14

cscel3com: 18

csceld com: 28

cscedlcom: 38
@seub.com;: 18
wsvol.com: 18

cscelcom:19

Crnrmidn/TP: Port
el com:d
cigeol.com:d
cisenl.eam:13
sl .comild
Ciseol.com:ly
aseal.com:l9
Cigeol.com:2d
cisenl.eom:?d
aseallcwn:ld

Ciseoll.com:14

User 10 or Client [F
userlil
userll
ugerls
userld
userld
ugerly
userls
userl?
ugerly

userla

Todals {all avalalde data):

I1 Qe 2012 1500 10 0L Nov 2012 15:56 (GMT -07:00)

Top Destinatinns far SOCKS: Total Transactions

e

Transactions

Chart Optians... | Expart...

TCR S Lbe

Tatals (all available data):

Bandwidth Used

4,1508
35,0408

1]

£, 9908

10,0508

R RiLE] L]

79908

10,1108

FAaa0n

&,2408

162068

Bandwideth Lised

1208
_—
w108 |
4208
guuuu.
S70B

2J0n

Transactions Allowed

Transactions Allowed

Top Users finr SOCES: Total Transactinns

usars
userld
userl?
userdd
userZl

usard
userl?
userdi
userld

userlé

Transactions Blocked

Transactions Blocked

Transactinns

Chart Optinns... | Fxpost...

Items Displaysd 10 -
Tatal Transactions

o 4
u 4
1] ¥
o 3
o 1]
o 3
o 1
o 4
o 1
o . i
1] . &2T

Columns.., | Export...

Hems Displayed 10 -

Total Transactions

1] 20
i) )
] 26
1] 35
i) 17
] 26
1] 35
i) 2%
0 24
L] 627

Columns... | Export...
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| 5% thash® Web LK—74 Y IBEU RS v TORE

BEENEYY
e [SOCKS 7uFxviZko T EINZ T v H T v aromiZl (P.5-60)

aA—4¥ a4s—2 3 R0 LHKR—F (Reports by User Location)

[Web] >[ LA — b (Reporting) |>[=2—% B4 — 3 VBl LA — bk (Reports by User Location) ]
NR=U T, TSN =R —H N VAT AERFYE—F VAT ADLIETLTNDT VT 4
U7 4 R TEET,

MNBERDT I T A ET 4IF RO ELBY T,

e D— NN 2—FBIRVE—F 2—FRT7I7EAL TS URL 472V,

e N— NN a—PFEBIRIE—K 2—PRT 7 AL TWVEYA MIEZoThIF—ENTWNWET
VFNT 2T TITAET £,

e D—N a—FEBIOVE—F 2—FRTI7EALTWVEH A FO Web LE=2T—T 3,
e B—H N a—PRIRIE—F 2—FRTI7EALTNET SV r—r3 L,

o a—H (B—ANABIRYE—}),

e =N a2—FBIRVE—F 2—FRTI7EALTWVND KA A,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

5-15 [1—% a5 —LavBlDLR—F (Reports by User Location) ] R—%

Reports by User Location

[ Sumimary | URL Cateqory | anti-Malware | web Reputation | applications | Users | Domains | S0CKS ] .
Printahle (PDF)

Time Range: | o0 days L
30 Aug 2011 00:00 te 2§ Nov 2011 15:41 {GMT -08:00)

Tolal Web Prosy Aclivily - Remole Users

Mo dars war found in the selacied tme rangs Weh Proxy Summary

M Gata was Found i the falacted Bt range

Total Webh Prowy Activity - Local lisers

Weh Proxy Summary

ok
30k weh Provy L3 Transactinns
560K Clean EEFE AHM
0.0k B suspect 6% 223k
ar0k

Total Transactinns: 3.7
3500 . .

Expart...

210k

T.000

31-Aug 1d-Sep 285
Lxport...

Suspecl Transaclions Delecled - Remole Users Suspecl Transaclions Summary

Ao gata was faund in the selacted fime rangs Mo datn was found in the selectad fime range

Suspecl Transaclions Delected - Local Users

Suspecl Transaclions Summary

Transackions

2000 5
Blocked or Warned by LRL
1800 B CHtagery 1 1416
L5600
L0 Blocked by Application 0.0% 2
1,200 . Blocked by Wab Repulation Fillars 27.7% 6,197
1000 :
Transactions Detected by .
A0 = Anbi-Malware 45 1008
LU ther Blocked Transactions 10.1% 4,054
400
Total Transactions: 2.9k
200 l 1
Export...
L]

I
31-Aug 14-Sep 120t il Mo 23Mi
Lxport...
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| £5%

hREFE Web LE—FT 4 VI BLV RS vX L TOER

©

[2—% mr— 3 BloLwR— K (Reports by User Location) | X— PICIFRDIERNE RIS ET,

& 5-14 [Web] > [ LFR—F (Reporting) 1> [1—% B —> 3 VRO LER—F+ (Reports by User
Location) ] R—S Dl
oay H L)

€M (Time Range) (FAY
AoV YR B)

1 ~90 HEEIII A X AHEFFHAIEETE D Rry ¥y
v U RN, BEFSEAOHME LBEO=—XIGbE IR Z <
A XZHOWTIE, TR — FORFRFHORI (P3-4) 25K
LTL &N,

20 Web 7% 79 T4 E
F4 : YE—F 1—¥ (Total Web
Proxy Activity: Remote Users)

DRI va ik, BELRZER (BEAHm) B85 Y E—
b a2—VFOT T T 4 (EHFR) B, 777X TERE
nEJ,

Web 7R¥> 047 1)— (Web
Proxy Summary)

Zov 7 va i, VAT A OB —HL 22— L Y E— |
2—YFOT I T A ET A DBEHNRFRRINET,

20O Web 7O¥%> 7971 E
F4 : A—AJL 21— (Total Web
Proxy Activity: Local Users)

DT va i, BELRZERM BAHm) B8 bH Y E—
Na—YoOT 7T T 4 (HEHm) BN, 77 T7ERTERS
nNEJ,

BREShEESMDLWNS VYOV 3
Y : JE—F 21—Y (Suspect
Transactions Detected: Remote
Users)

DRI vaAliE, VE— b 2—PIZHLTCERLEZT 7 &
ARV =2k o THRE LZEMN (BUFR) (SR Shiz5
DLW YT vay (Ehm) B, 77 7 TEREh
ij‘o

EbhLWrS 8o vavnyvy—
(Suspect Transactions Summary)

oV a i, VAT A EDYE—F 2a—HF DD LW
KMo H o varOBERIRFRINET,

BREShEESDLWRS VY I L 5
v : A—AJ)L 2—Y (Suspect
Transactions Detected: Local
Users)

ok va i, VE—F 2—PIHLTERLET 7
A RY =L > THE LEREN BFm) (2S5
bLWhT ¥ T gy (Behm) »n, 77 7FERTERSN
e

BHOLWFS VS a0y —
(Suspect Transactions Summary)

ok VaviciE, VAT A FEOR—H L 2 —HFDEH LW
KN oWrvarOBEHNRERINET,

[2—H% nlr— a3 Rl LaR— (Reports by User Location) | <—¥ Tk, m—A /L 22— LY
FT—ha2—YOT I T4 T4 EZRT VR FEERTEES, LY, =2—For—F1 77
TAET AL VE—RN T T 4T 4 2HHICHBTE ET,

EvE CDODVFR—RNDEa2a—% NAZSARXTHINE, A 2F7 7T 47 Web L R—F 4> 7 X—=T D
fE1 (P.5-7) ZZHLTLSEE N,
~
GE) [=—V ar—rarilorir—1b (Reports by User Location) | X— Y DFERIZHONWT, AT a—

NRESINTZVAR—ME2AERTDHIZENTEET, VR—FDORAF Va2 —LREIZONTIE, (27
Va— LREENTZLVR— EF T F Web LAR— MZOWT] (P.5-66) ML TLZEV,

Web 35 v¥>% (Web Tracking)

[Web N7 w ¥ 2 (Web Tracking) | X—YE#FEALT, flxD M7 H 7 vargEiidiEblLwv b
TG rvaroRE—rvEBRL, ZFOFMER T LET, BETHEMNT - RICESE, B
TLHX T TRBEITNET,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

e [Web 7oy h—vE R T EINZ T VT v aromifEl (P.5-56)
e L4 v T 74v 0 F=XIZkoTHUHEEINTZ T o7 v aromi#] (P.5-60)
e [SOCKS 7uX itk TEEINZ N T HF I g OBk (P.5-60)

Web 7rXx v & L4 77 4 v 7 B=HOEWIZOWTIL T Cisco IronPort AsyncOS for Web Security
User Guidell ™ TUnderstanding How the Web Security Appliance Works| Z#ZH L T &\,

BEENEYY
e [Web N7 X 7 BLIOT v 77 L—FRizonT) (P.5-61)

Web 7O0%Y H—ERIZK>TUREBEN= FSOoTFI S a3 DRER

GE)

ATFyvFT 1

ATFvF 2
AFvT 3

ATv7 4

[Web] > [ LAR— T (Reporting) ]>[Web 7 v ¥ 2 (Web Tracking) | X—T D [FrFT $—b
Z (Proxy Services) | # 7 &#MHL T, xDEF=2VT 4 avKRK—3r b BIXOT27®7E 7N
I—REHA LR =R N LIESNI Web N T v XS T ERELET, ZOT—HIZ L4
NG T 4wy =R T THITEENEREA,
OTF—2EFEALT, ROBEEZHPTHENRTEET,
o ABIERREE~FI—Tx, MIEOHIBINOEEBICET I LR — M ERELET,
e xiE, [Faxy —E R (Proxy Services) | ¥ 7 &#FEHL T, =2—PNT7 7 AL TV5%F
ED URLIZHOWT, a—FR7 7B A LKL, TN &7z URL THLHNE S, &
Wo Tz fE s g & £9,
e Xy MU= X2 VT 4BHE, SHOX Yy NI BREEBDAY— T+ EN LTIV
T2 T DBBIZELEIN TV E I EREELE T,
FrEOBIBNICEHEEINT- T o7 vay (Tuyl, F=X2 )07, BIXOEEINEN T 92
vayv, ZBTLEE U varield) ORB/ERERRTEEST, URL ATV, w4027 D
B, TV r—yaril, BEROGHEEERAL T —4BRE2 74 NVZ )V T TH2LTEE
T

Web 72 % %, OTHER-NONE LUAAD ACL T >V ay 27 a0 v 707 a 0B brR—h
LET,

Web +7 v ¥ ORI OWNTIE, TH] 1 ==V it (PD-1) 2R L TS0,

[Zux —t A (Proxy Services) | ¥ 7 &fthdd Web LiR—7 1 > 7 =T OB DN T,
[[URL &7 =V (URL Categories) ] " X—Y L ZDMDLR—T 7 ~—=TCOHEH] (P.5-29) &%
LTS,

BILDHA Web TV T A BT 4 DA VARV AERBET AT, ROFIEEZFEITLET,
FE

X2 VT4 EHT T AT AT, [Web] >[ L AR— bk (Reporting) ]>[Web kT v %227 (Web
Tracking) ] Zi®IRL E7

[Zux> #—vE R (Proxy Services) | ¥ 7 %7 Vw7 LET,

MBAT L av b7 A4NA YT ATy a BT _XCERTDHIE, [JEE (Advanced) 1227 Y v 7
LET,

MREMEEZATILET,
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| 55 dkShd Web LE—T4IBEU LS v ¥ T OB

# 5-15 [FaxY Y—EX (Proxy Services) ] 47D Web 3 v x> JBREH
FF7oay E7L:)]
T4 FORFEH

R HEPH (Time Range) LAR— MG ORFMESHEEZRIRLEST, EXa2 V7o FRT 77947
ATCTHEATE AERSEHEIC OV TIE, [UAR— N ORFR#PH O EIR
(P3-4) ML TLLZENY,

22—/ 747 h1IP LAR— MIERENDFIE—T 4, FRITERNG0 7 74T 2k
(User/Client IP) IP7 RLAZREETASDLEY, IP#FAE 172.16.0.0/16 O X 5 72
CIDR EXTANTHZ b TEET,

D7 4= FEZZLTEBL L $RXTO2—FITHT D BRHK RN
EINFET,

Web %1 b (Website) B4 Web 4 FEEETAANLET, ZO7 4 — /L REZEIZL
TEBLE, T3TDO Web A MIBETIMBREEN/KINET,
NI vary XA4T |BBHRO NI I a0 TR [TRTON T Iy
(Transaction Type) (All Transactions) ], [52T (Completed) ]. [V 7 v 7 FH
(Blocked) ]. [E=## % (Monitored) |. £7-i% [EEHFA
(Warned) | O33R L E 7,

BETRREN

URL 77 =3V URL 7TV TT74NF Y7 3510%, [URL AT IVIZLD T«
(URL Category) V% (Filter by URL Category) ] ZiFIRL, 74L&V U TR LT D
AL NETNLERFE S URL 7 TV OEELTEAS LET, FoR
ENTZVRA ML T I ZRIRLET,

—i#EO URL #7 T I RNEH DL E, —HOHTIVIC

[Deprecated] O 7~V HTFOENLIHZERHVET, ZnNbDOHT A
Vix, 27 b 1 >OFEINR Web ¥X=2VT 4 TTIF7AT AT
DHLWE TP 7 a o TIIMEATERS RV ES, 727200, £0h
T3 Y RHENBRENIHAE LT mL D N7 o7 v a 2o TiE, Bl &
BEMBELEETCTCEET, URL T2V By FOEFITHOWVTIL,
[URL 732V &y hOEHFELAR—F] (P5-28) 2L TLKEX
Uy,

Key7Zor VA MIERINDITZ U UAICERARLS, 73V
LW THEAD T 7 a N R_RTEENET,

FIY r—a FIY e a v TIANE Y I B, [T Y r—a vick
(Application) %7 4% (Filter by Application) | Zi&R L, 7 4 & U o JIZMHEMH
THET TV r—va rEEIRLET,

TV r—vay BATTT4NEZI 7T, [TV r—=
v BATFITE D7 1% (Filter by Application Type) | Z34R L,
TANZ Y MRS 2T 7V r—vay A4 T 2RRLET,

AR Y — (Policy) RY—= TN—TFTT4NEZ) 7T HIZE, [RV—IcLb7 40
% (Filter by Policy) 1 Z&IRL, 74NV Z VU TIEMRTHRY vo—
TN—THEANTTLET,

ZORY =N WebtF¥alT o TTIAT U ATEEHEATHDZ
EERERL TSN,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

% 5-15 [FA%> #—EX (Proxy Services) ] 4 7M Web +35 v ¥ JBREH

rFvay BTLL]

<L = T DR BED<LVT 2T ODEBTT 4 NF Y 7T 510, [T =T B
(Malware Threat) \2& %7 1 v# (Filter by Malware Threat) | Z&IRL, 74 1%V

TIERTB~N T =T OBRLEATILET,

N 2T HTIYTTANEZ Y TTHINE, [ =T A7V

\2& b7 4 0% (Filter by Malware Category) | Z#R L., 7 4L &Y

VIOERT A AT 2T AT T BRIRLET,

WBRS [WBRS] &7 ¥ a>TlE, Web X—AD L EaT7— a3y 2aT7ick

HITANEY T L BED Web LE 2T —2a VOBBICLD T ¢

VA TIRARE T,

e Web LV a7 —ay RAa7 TI4NEY L TTAHIZNE, [AaT
i (Score Range) | #BIRL, 74 &V AT LR
il & FRREZRIRLET, HDWE, [A=27 72 L (No Score) ]
EBBIRT DL, AaT7 B2 Web A a7 4 V2 Y 7 TEE
7

e Web LB 2T —va OB TT74NE) U 7T5I2F, [VE=
T—a BRI L D7 4 v (Filter by Reputation Threat) | %
BIRL, 7402V U 7IMEHT 2 Web LE 27— 2 OFE
EANTTLET,

WBRS A 27 O DWW TiX, [Cisco IronPort AsyncOS for Web
Security User Guide] %#ZM 1L T 723\,

AnyConnect £ ¥ =7 £b |VE—bEHFa—INV TI7RATTZ 4 AZ ) 7T 5120%, [2—F
Y7 ¢ (AnyConnect nl—a k57 4 /v% (Filter by User Location) ] Z#&IRL, 7
Secure Mobility) IR A THRBIRLET, TRTOT 78R XA T2EDDHITIT, |
7 4 NE T T 5 (Disable Filter) ] Z3&R L £ 7

(IHY U —ATiX, ZOF 7T 3 i Mobile User Security & FEEALT
WELR),

o —# Rk (User Request)
=PI Lo TERICHMM SN P F YT a T4 Z ) o7
2%, [2—=YBRY VAN LI T U7 va it lbd 7404
(Filter by User-Requested Transactions) ] Z# &R L £7,

) ZOT7A4NF A 3= NICT DL, BRBEHRFIIT TR EOHER
FNovH T arBnEENET,

Web 77747 A BED Web 7 FT7A TV ATTANEY) 7T 5HI121E, [Web 775 A

(Web Appliance) T ALK D7 4% (Filter by Web Appliance) | DD A4 7> 3
RELHIV I L, THFARN T4 =NV RICWeb TS F3A4T VA% %
AN LET,

[ 74 V% 28T % (Disable Filter) ] #2BIRT 5 &, BRICiTE
X2 VT A EBRT T4 7T AT BT NTO Web % =
VFr 4 TTIAT VARG ENET,

AFvF 5  [#HFE (Search) 1227 Uy 7 LET,
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| 55 dkShd Web LE—T4IBEU LS v ¥ T OB

Web +3vF 2 THRRFBRICONT

T 74/ N TR, EREIZAL AFZ T TY— S, EOBREN R ETICEREISNET,

5-16 Web FSyX2JREHER ([FAaxL y—EX (Proxy Services) 14 7)
T ———
Iterns Displaysd | zu0 |

Cosplaying 1 = 250 of 1000 ke, = Pravious | 1| 2] 3|4 | Hext =
Time {GMT -08:00) + Websike [count) Chsplay Detals.., Cusposibion B andwidih Usar # Chent [P
30 Hov 2011 17:28:56 | hittp:/fdownlnads iranpart.com 3h  Allow B138E | 195251.100.008
30 Moy 2011 17:28:15 | = - b —— (2) Meniter 1,06TE | 199.51.100.40
30 Nov 2011 1T7:28:42 s + . (2 Block - Policy OB 1%9.51.100.1%%
30 Nov 2001 17:28:14 | =% - - (6) Block - WEBRS;: -9.1 OB | 198.51.000.41
30 Hov 2011 17:28:07 | &8 - - - {5y | Allow 8,6148 | 199.51.100.118
30 Hov 2011 17:27:59 | =8 - - - {2} | Block - URL Cat OB | 198.51.100 A6
30 Hov 2011 17:27:45 | =8 d + {2} | Block - WBRS: -T.3 0B | 198.51.10047
I Now 2011 17:27:4% | hitp:Sfdewnloads . ironport.con allow 10670 1%0.51.10017
o RVl TR L L B E T o ol = i gt e o

[#ER (Results) 17 4 ¥ RUIIFROERDP TR RINET,

e URL 37 7 & A S ikl

o FF UYL a TR LT Web YA b

o B— RENTA A=V, FITS NI JavaScript, 77 BRA Szt XY YA L 2—4n

B LI F T o7 v a VCE > TRAELEEE N7 v ¥ 7 v a v of, ZoHER. 77 LR
Lo [ ##%& %7 (Display Details) | V> 7 O TFIZh vy a CHERLTERINET,

o WH (T H T varofiR, Y4 T256, NI rvarnryay s ERi3IE=4Shiz
HEH, HEWVIIEEREITEINZHEHERERINET),

o T UV I T a OFEIE

o 2—WID/Z7IAT L MIPT RL R

ATv7T 6 F7 U7 a OV T I BICFEMAERE R T TDITIE, [Web 11 b (Website) 1 77 ARHL
O [FE# & 7R ... (Display Details...) (V> 27 %27V v 7 LET,

N

() 1000 A2 HEREZRRT HLENH 555X, [HIRIFREZ 4 7 > 12— R (Printable
Download) |V 2% 27 Vv 325L, BM#ETH NI Y 7T a0z kRd raw 7 —4% —
XN EENTZCSV 77 A VEBRTEET,

©

n
\'
-

FERO URL BUIVEED LN TV EHEIE, EORANWebEFX 2T 4 TTI7A4 T ATh
TUF s a Y PBENTENCER L, EOT T ITAT U ADT 7 Au TR T D L
58472 URL 2R E TS £7,

500 FETOE FT 7 a DY R NERATHITIE, [BERNT 7 23 (Related
Transactions) | V> 27 %27 Vv 7 LET,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

L4 FS5 74990 EZRIZE>TUREEIN- SOOI VDBR

[Web] >[ LA"— bk (Reporting) ]>[Web 7 v %> 2 (Web Tracking) | X—Y D [L4 T 7 4 v 7
®=4 (L4 Traffic Monitor) | % 7IZix, v~V 7 =7 ¥4 bEBLOKR— b~ BIT 2 MM #®
MERINET, vV T =T A b~OEHRIL, ROZA TOHFERICE > TRETEET,

o FMH&EMH

o YA, HHENZIPT RVAFERIIRAAL Y

e K—h

o HMBENO 2L 2 —F ICHEMNT ORI IP T FL A
o fElH AT

o WGAMH LI WebtX=2UT 4 TFIA4T A
—E LR AERD D BRI 1000 1R RSNET,

BOLWHA MCHDIARA M, FBF T o7 a BRI LIEWeb B X2 VT4 77747
AHBFRART DHITIE, [EFH IP 7 K2 (Destination IP Address) | 47 7 AR Lo [FE %2 £oR
(Display Details) 1 V> 27 %27V v 7 LET,

Z OIEMOFEM M FEICOWTE, [[L4 8T 7 ¢ v 2 £=% (L4 Traffic Monitor) ] LA — k]
(P.5-46) ZZML T2,

EENEYY

e l[L4 77 4 v 7 =% (L4 Traffic Monitor) ] L'7R— ] (P.5-46)

SOCKS 7OXxV(c&»TREEINE S VYO a v DOBRE

ATvTA1
A7y 2
ATvT 3
ATvT 4
AFyF 5

Tay &N oY s var, BT LN I ay a—W HERNAAL L, mBEIP TR
VA, SRR — MR Y, SRkt T T o s v a v aRRTCEEY, AKX L URL T
V., —HR)—, BrlOa—HF ar—vay (—bLFEHRFVE—F) 1LY, EREP 7 ¥
Vo4 nrz b TEET,

FIR

[Web] >[ LA— K (Reporting) ]>[Web FT7 > %2 (Web Tracking) ] ZERL £7,
[SOCKS 7= %3 (SOCKS Proxy) | ¥ 7% 7 U v/ LET,

MRETZA4NZ ) 7T B, [JEE (Advanced) 1227V v 7 LET,
MBEHEEANTILET,

[#%% (Search) 1 %7 Vv 7 LET,

BErEYY
« [[SOCKS 7m %t (SOCKS Proxy) ] L&— k] (P.5-51)
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| 5% thash® Web LK—74 Y IBEU RS v TORE

Web FrS9y X2 5B8XUVT7y TS5 L—FIZDT

FLWWeb N7 v 7HERRIZ. 7Ty 77 L—RENZET SN N T o7 va izl TcE Ry
LBAERHY ET, X, NSO RNT U7 v a ionTiR, BAET DRI TV RWEGES
NHDHHTT, Web hT7 v x 7 T—2BLOT v 77 L— NIZBEET AHIRIZOWTIL, A
DY) —2DY Y —R )= EZRLTIEI,

[ RTLABE (System Capacity) ] R—¥

[Web] > [ LA— K (Reporting) ]1>[ A7 A% & (System Capacity) ] ~— TiL, Web ¥ =

TA T ITIAT AL TExF 2V T4 BHT T I7A4 TV ATRATHIERAMEREZERTEE

T, EERRIL, [V AT LK E (System Capacity) | X—Y&FHAL T, BRI KE M T v %
TLTCVAT A XX AT 4 OHBENYTONAZETT, WebtX=aV T4 77947V REE=
ZFDHE, T XU T A DNEBEORICHEL WA 02 TE I, BiX, ORI T8I
IMLUETHR, WUICE=XY 7 LT0IuE, BN v o7 0 FRERELEL THICEHHATE £
7

[ A7 L% & (System Capacity) | X—YaHHT 2L ROBEREMATEET,

e WebtxalT 4 T77I7AT U ARHLEIND CPU XY XU T 4 20O ELET,
ZHIZE T, BEOKELCBINT 7747 2 ARWNDUENZ s TodiNbm) £77,

o NI TNYa—T 4T DD, VATLEANERDY V—RAEMERHLTWAESEEN L ET,
o IREWEMESuXT Ny Ty AFEY EHEBLET,
e 1 BHIEVOINTI Y I var, BLOBHEREREZWRLET,

r—
\'I

AT LBEE (System Capacity) ] R—VICEKRREINDT—2 OFERAE

[V AT LE R (System Capacity) | _X—VICT — % & Fox T HRRIFH 28T 255, kO LI
BETHZENEETT,

e Day L'R— |k : Day LAR— b TiE, FEflT—7 2 BE L, 24 FFORIC 1 IS S ic7 774
TUABRZAFE LT ) — DO EMERREFR R LET, ZOFBRITRERT -7 A bIE SN ET,

e Month LVAR— b : Month LAR— FTix, 30 BHfE721% 31 AR (ZOHOBEIZILD) OH

T—T7hEREL, 30 AMEXIZ 3 FMOEML7 ) —BE2RRLET, Zhb ERREET
R

[V AT L% & (System Capacity) ] X—T @ [H&AK (Maximum) | fEA > ¥ —&i%, fEESN7-H]
MoOBRKMEEZ R LET, [FH (Average) | fEHIFHEE IN/ZHH O T X TOMDIFE T, HEiHHIH
X LAR— MEx U GEREN MBI L TR £3, & 21X, ABRMLOFv— bOREIX, A
2 & D [FH (Average) | E [ K (Maximum) | fEZFFTHZENTEET,

GE) o LAR— b TREMIC [ (Year) | ZBIRL72HEIE, RRORHEH TH 2 90 A 28 INT 5 2
RS E9,

[V AT L5 & (System Capacity) | X—IZ7 7 BAT 5%, ROFIEEFETLET,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

\'l

ATFvFT1

FIR

X2 VT 4 EHT S TA T AT, [Web] >[ LA— 1+ (Reporting) ]> [ A7 A& & (System
Capacity) | ZiERLET,

5-17 [YRTLAER (System Capacity) ] R—>

System Capacity

Prirtable (FOF)

Time Range: | 90 days w

30 Aug 2011 G000 to 28 Nov 2001 18:20 (GMT -08:00)

Nuerview of Averaged Usage and Performance

‘Weh Seourty SR Response Time Proxy Bauffer Transactions Par Connections Bandwidth Qut [Bytes
applignce o D5age % {mish Mernory (Bybas) Second gt Per Second)
WA 01 2F. 0" 21l o (L] 11 144
WEA_02 32.1% =zl ne 5} ) 135
Wiza_ 07 WA 1l oe a 45 15

Columng... | Export...

DX A TOTF =2 %K AFT DI, [4] (Columns) 1227 Uy 7 L, RRT5H7T—FZEBRLET,

H—DT T IAT VADVAT A XX 80T 4 2 FomT 51203, [ FEEHEBLORT7 4+ —< 2D
W2 (Overview of Averaged Usage and Performance) ] 7—7 /L ® [Web X2 V7 4 77747
AN AT LTHNDT FI7A T A2 ) v 7 LET,

DT TITAT VAT S [ VAT AR &E (System Capacity) | 77 7RFRSnEd, Zo0o_—
DT ZIERD 2 FIEIZ /A TOETS,

o [ VAT L% ®E (System Capacity) |: [ A7 AOHfM (System Load) |
o [[¥AF7 A% & (System Capacity) |:[ > b7 —2Afi (Network Load) )

ATLBE (System Capacity) ]: [V RATLDATR (System Load) ]

[V AT L% E (System Capacity) | V4> RUDRAO 4 >OF7Z7 7%, VAT AAWICETSL L
R—=rTTd, ZNHOLFR—MNIL, T T4 T ATOEENZ: CPU RN RENET,
AsyncOS 1%, 74 RARKEO CPU Y YV —AZFERALTCRI ¥ rvay Ar—7y haHEsdd
IoltkEbanTWET, CPUBEAERELS TH, T LHEVAT A X307 0 OfEZRT D
TS EHA, CPUBAERELS, »OBRY 2—ADAETY X—=U AU VI NEAT L
B FANT A OBEOREMERH YV F4, ZOX—IZiE, Web X2 T4 TTFIFTA4AT L AD
VIR—T 4 VOB DS E X ERMIETHEMAINS CPU B4R T 77 7 bRrENET, HAER
CPUDT T 7iE, VAT ALALTRLEL DY V—AHHAT2REOHEEE RITEE T, 77747
VADERGECN BB, TOT T 7%, HEST 4 B — T LD LT R A BT 5 DI
N

I, IRERB/BED ST 7L I BHZVD NI oW I a DT 7I0iE, BRERISEER (3

UREAD) . B X O [FRI (Time Range) | Fu vy 74Uy A =a—TiRELEZAMHETO 1 B
HIVDONT UV T v a VDR ENET,
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| £5%

hREFE Web LE—FT 4 VI BLV RS vX L TOER

5-18
System Capacity > wsa_01

Time Range: | 90 days w |

[ RTFLER (System Capacity) 1: [V RATFLDER (System Load) ]

Prirtable (POF}

30 Aug 2011 B0:00 to 28 Nov 2001 18:37 (GMT -08:00)

0000

mm:\_\_‘
antee |

Expart...

01 -Sep 15-5ep

4 Sep 13-0nt Frge ] 10 how

B aversns W macrim

Transactions Pee Second

24-he

Exporti...

Cxport...

Export. ..
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

r—
\'l

AXE (System Capacity) ]1: [*rv FT7—2 &% (Network Load) ]

[~ 27 L% 58 (System Capacity) ]‘74'/]"70)/}*(@777 . EEHERE. O HEE, e
Ry Ty f%)@%n+rﬁ$&7b‘Téﬂij— A, @, A, FL3FEORRERTTLIEHTEET,
CTEHHOREICBITOBEREL AL IO ML F"i’fiﬁgb'(i5< ZENEETT,

[Fm¥*> Ny Ty A%V (Proxy Buffer Memory) ] i, @®EERFICE T2y hTV—7 5
T4y DBMERLTVAHEAELHY TR, I 7 7RBRREE THRAIZERLTWDIHEE. 77
TATUVARDF ¥ R T A BDERKEIZELTEY, $¥ 307 0 OBMERFTRETH D AREND
HYFEF,

WDOF ¥ — ~i&, [[ AT L% & (System Capacity) |: [ VA7 LAOFAfM (System Load) 1.
B 5-18 LRILR—=YTINHOF ¥ — FO FIZRRSNET,

5-19 [V AT LAR (System Capacity) 1: [RY FT7—S &% (Network Load) ]
i 1]
450
A0
E.Iill
g2 /-\,f/\/ vv\f\A A p/
= A~ > W \AN
‘g |--|-|-r|----|-|——-. T T T TTTT
015 15:5p 29-’5‘0 !3 Dt.! TTDt 14 i

B 2vernge B Waeimum

Expart...

Expart...

Export...

TOX Ny TP AEY RADYEVSIZHET 3 FEEIE
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VAT AL, EHNC TR XY RNy Ty AEVERT v TTLIIICHKFEINTWBEROT, o
Xy Ny Ty AEY RTEUTZIFIRIVGELILOTHY, 77734 T ADMEERT LD TIX
B FEFA, VAT APBEEIINTERY) 2a— DT XL Ny Ty AFVERT v ST AHELEERX.,
Taxy Ny Ty AFVORAT v U TITIEEPOWE OBETT, VAT ADBERIC KED LB A




| 55 dkShd Web LE—T4IBEU LS v ¥ T OB

TV, KRETHDLH=DICTaxy Ny 77 AFVEMZT AT v T 2585813, Fv U —2712Web
X2 VT 4 TTIAT U AZBNTE), 3R L—7y bR KRICRD LI ICRELTEL T,
NI =< AN EEZHDEVENRH D £97,

[ERATEE%T—4 (Data Availability) ] R—2

[Web] >[ LAA— b (Reporting) |>[fEfHAlfE/T — 4 (Data Availability) ] ~2— 2, EEERFRO
BZEWeb X T4 TFFGAT LV AZHINT AR U T 4 G754 TV ATLR—FT 40 F
FO"Web hT v X0 F—F i TE 5 AMNHBEOMENRRENET,

5-20 [E#17% Web L R— b ¥—4% (Web Reporting Data Availability) ] *—
Web Reporting Data Availability

Prirtable (POF}

Web Reporling Dala Range

Cosplaying 1 - 1 of 1 spphancas,

. Web Raporbng Wab Tracking and Raportng Detal
web Securty
Apphance From = T Frodm To Shalus
Public Proxy 01 Jul 2010 00:00 28 Hov 2011 19:12 14 Jud 2010 15:00 26 Mov 2011 19:12 ok

Qverall; | 01 Jul 2010 00:00 (GHT 28 Hoy 2011 19:12 (GHT 14 Jul 2010 15:00 (GHMT 28 Mov 2011 1912 [GMT
7:00) 000 n7:n0) n&:00)

Displaying 1 - 1 of 1 appliances.

Web LIR—FT 4 VI NT 48 —=T N DE, X2 VT BT 774 T AT Web X 20T ¢
TIITATUANLH LT —FER&G L2 ) T8, URIICREG LT —X1E X207 4%
7Y FITAT RIS TWET, T4 AZEAFROEIRFEIZONTIE, [T A7 EHEOE)
(P.14-56) LML T E &0,

[Web L7R— K (Web Reporting) ] ® [ZH A (From) | 77 A& [46858 (To) 1 77 &, BL U [Web
LAR— k& hTw¥ 7 (Web Reporting and Tracking) ] @ [ A (From) ] 47 A& [4i5E (To)
VAT LTAT—HANRRDGEIE. [AT—% A (Status) | 7 7 AT BERAGERSRENET,
WEDT TIAT VADT =R TRATEVT 4 %7 7 7R TERTHITNE, [Web X2 VT 4 T
TIAT VAV ITETT T IAT A% 7Y v 7 LET,

Web Reporting Data Availability: W5A_01

Frintable (PO

Time Range: | 90 days w
30 Aug 2011 6000 ko 28 Now 2001 1927 (GMT -08:00)

Data Recelwed

B1-Aug 18-S Hhp L0t 2R (- 23-Neve
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

GE) URLITIEVICETHAT Va—ViEHLER— b CT—X T4 TV T BERISNTWDHEHE,
WTNDDOT T IZAT U ADT =2 IZF Yy v T BRDH DL N—=VOTFHIZ [ZORHFEHO —F o7 —
Z AR AT L7, (Some data in this time range was unavailable.) ] £\ 5 A v —UBRERRINFE

\?‘O
Xy v IRFEELBRVGA XML R RINERA,

AT a—ILEBEShfzLIR— AT K Web L
Hmh— kDT

FFRLD R WIRY . ROZA T D Web tx a7 4 LAR— e, AFVa—A&ESNILLAR-FMEL
FAT<r B LA =& LTERTE 97,

[Web LAR— b O#EE (Web Reporting Overview) | : ZDO_X—VIZERINDIFEHRIZ O T,
Web LAR— FOMEZ | (P.5-13) 2B LTI ES0Y,

[—H (Users) ]: ZO_X—VICFRRINDHERICOVTIL, [[=2—HF (Users) ] LA— b
(Web) | (P.5-17) ZZML TS 7ZEW,

[Web 1 & (Web Sites) |: ZDON—TIZRREINDHERITHOWTIL, T[Web 14 F (Web
Sites) ] LA— ) (P.5-24) 2S5 L T 7Z 3V,

[URL #7 =Y (URL Categories) ]: ZD_—VICERENDHEHRICO>NTiE, [URL 7 =V
LAR—br] (P5-26) 2L T &0,

[ A2 URL #7 =V - $L3E (Top URL Categories — Extended) ]: [ iz URL 77 =V - $Lik
(Top URL Categories — Extended) ] ® L' AR — F & A& T 5 HIEIC DWW TX, T B URL A7 =Y
- JE3E (Top URL Categories — Extended) | (P.5-68) #ZM L T Z &,

ZOVR— AT R UVR—FE L THERAT2ZLIXTEEREA,

[TV —varofks (Application Visibility) ]: 20— UICRKR SN D IHERIT OV T,
N77V 47—+ aro0FER (Application Visibility) ] UAA— k| (P.5-30) #5R LT ZE0,

[ Bfro7T 7V r—va v 247 - L3k (Top Application Types — Extended) ]: [ EfiZ URL # 7
ZY - JKiE (Top URL Categories — Extended) ] @ L AR— M &AERS 5 HFEIZH>WTE, T Eo
TV r—vay XA 7 - JLik (Top Application Types — Extended) | (P.5-70) #&M L T2
I\,

ZOVR— 2T~y R UVR— M LTHERATZLIXTEERA,

[/ =T %K (Anti-Malware) | : ZOX— VIR RINDHERIZHOWVTE, [~y =T %t
% (Anti-Malware) ] LAR— R (P.5-33) 2ZRL T ZE0Y,

[7F7A4 7k ~nu=xT YA (Client Malware Risk) |: 2 O_X—JIZRRINDHERICON
Tix, M[7747 s wnvw=7 UAZ (Client Malware Risk) ] LA— k] (P.5-40) &L
TL7ZEw,

[Web L E 2T —3 3 7 (/L% (Web Reputation Filters) ]: Z OX— TR RSN B ERIZD
WX, [[Web LE =27 —3 a2 7 ¢/L% (Web Reputation Filters) ] LAR— ] (P.5-43) &%
L TLIZEN,

[L4 77 1 v Z7E=4 (L4 Traffic Monitor) |: Z D X—IZFREINDIFEHRICOVTIE, [[L4
N7 7 4 w2 F=%4 (L4 Traffic Monitor) ] LAA— k] (P.5-46) &ML T 7EI 0,

[EXA NV EXF=2T VU a— 3 (Mobile Secure Solution) ]: Z D_X—IZFK R INDERIC
DN, [2—% vl —va Uhlo LR — K (Reports by User Location) ] (P.5-53) &ML T
<&,
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| 5% thash® Web LK—74 Y IBEU RS v TORE

Web L R—

A
()

o [V AT LR (System Capacity) ]: ZOR_R—VIZFERENDHHFRICONTIE, [V RAT 25E
(System Capacity) ] -X—<] (P.5-61) LTI EEV,

FDRT T a1—ILERSE
2T, RONEBICOWTHHALET,

o (A Va—nNEESNZLVR— oM (P.5-67)
o (AT Va—nNFEESNELVA— MOMRE] (P.5-68)
o AT Va—nEESNTELVA— MOHIER] (P.5-68)
o NBMOIEELHR— ] (P.5-68)

TRTCOLFR— T, 2—PLAEZRFETERNEICTHIENTEET, FFMIC>VTIE, TWeb L
R—FTO2—FLDELI] (P5-5) #8R LTI EE0,

HEA, BN, FEEFABMTEITIND CUVAR— MR a— VEBETDHIENTEET,
AT a— )V E S LAR— M, AiHE, ﬂf7ﬁ% AiH., WEDOH (kX250 H), i8EDH
K121 H) OF—2%2EDDHEIHICRETCEET, £/, HBELZEE 2~100 B) FITEE
LA Q~127H) OF—2%25db2 b TEET,

ViR— P OETRFIC 200 b ERfORHERE GEZE 1 RRH, 1 B 1EFE, £231 5 8) ©
T=2DOHNEENET, LT, HRVA— &A1 RICFEIT T2 X 0ICA T Y a— L E2REL
2%, LAR— MZIERTH @ 00:00 225 23:59 FTOT—ZBEFENET,

X2 VT4 EHT I IATURT, AR LTEEFTOLVR— 2 EFLET (TRTOLUFR— MIx L
T, KRTI1000 N—P ), MESUEE (Pebidl) OLR—FZEEL2ERTEET, &
FA—NZEEEZRELRVWEATH, LR—MIT—IA T ENET, LR—FZ2ZHOT FL I
EETHIHVLENDIGA. IR EZEZRETDHIEIVL, A=V 7 VR MNEERTDHIEI DRSS
<7,

FIFNIFTIE, ATV a— LB EINEELER—FD L, HIED 12 DL FR— BT —h A7 XN

F9, VR— NI, 77T 4T AD [periodic_reports T« L7 hUIZIREINE T, GEHIZOW
TiE A P A F =T 2 A ABIOT T IA T A~DT 78R ] ZZRLTIZIWN),

R Ta—ILERE St LR— DB

ATFyvFT 1

ATFvF 2
ATFvFT 3
ATy 4

AFvT 5
ATFvT 6

FIR

X2 VT A BT TTA4 T AT, [Web]>[ LA —F (Reporting) ]>[EH LR — b (Scheduled
Reports) ] ZFIRL E7,

[EH LR — h%iEM (Add Scheduled Report) 1 %2 U v 7 LET,
[#4 7 (Type) | DD R v FHE DT A=a—inb, LiR— b 24 FE2RRLET,
[#A kv (Title) ] 74—V RIZ, VLR—FDZA a2 ANLET,

[ CARTOEEDO VAR — b aAElR T2 2 L 2Bk 4570, DhrRdna A MV EERTL 2L &2
BEL £,

[HERIHPE (Time Range) | K2y 740 X =a—pb, LA— h ORRIEEH %8R L E T,
AR SN LA b ORE RN L ET,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

774/ MERIZ PDF TF, ZEAEDOLVAR—FTIE, raw 7— X% CSV 77 A L& LTRIFT D
EHAMEETT,

AF9F 7 [HE% (Numberof Items) | DD Fu vy 7 F v UA MG, AfIhd LAR— MO+ 5HE
DO AERINLET,

BENRMEIE 2 ~20 TT, 7740 MEIX S TY,

ATFyF 8 [/ 77 (Charts) | TiE, [#r-T 57 —% (Datatodisplay) | D FOTFT 74/ k FXx—r&27 U v
L., VLR—FDOEFT ¥ — MIRRTEHT—XEEIRLET,

AT7FvF 9 [Y—1F] (Sort Column) | DD Ka v 7F oy UARNNPL, ZOLVR—=RFCT—4%2Y—F 957
OB T LEERLET, ZHICEY, ATV a— VR ESINEZLVR—TNNOEEDON T LA FEUEL
%A INJ HOEBO LR— FE2ERTE £1,

AFwF 10 [ A4 P 2—/L (Schedule) | $HI T, LAR— FORFPa— L akRETLHH, H, 130 0MICH
DA Svar RAEEIRLET,

ZAFYvT 1M [A— (Email) |7FA L 74— Fio, AlSRELHE— FRARESNIEFA—L 7 FL 2%
AHLET,

BIA—NL T FLRAZEBELRPSTEHAIE. LR— DT —h A TOBRPTOIET,
ATvFT 12 [#fE (Submit) 1227V v 27 LET,

AT Ta—IEESIN-LR— FOHESE

UAR— b &EfRET H12i%, [Web] > [ LA — bk (Reporting) |> [E# LA — bk (Scheduled Reports) ]
NR=VIZBEL, WETDHILFR—NIHIET DT =y 7Ry 7 AL iz LET, REEEFTL, [
& (Submit) 1227V v 27 LTX—YTOERZEEL, [EELME (Commit Changes) | A% v %
7V LCT T IAT Vv A~NDERZ HELET,

AT a—EE SNz LR— FDOHIRR

UAR— M EHIBRT 521E, [Web] > [ VAR —F (Reporting) |>[E# LA — I (Scheduled Reports) ]
N=UIZBH L, HIFRTOLA— MR T2F 2w 7Ry 7 A% I LET, A7V a— VR ES
NI VA= 2T _CHIBRT 25 A481F, [T3C (AlD) | Fov 7Ry 7 AZRIRL, [HIER (Delete) ]
BIATLCEEZ [#eE (Commit) | LET, HIBRSNZ LKA — bOT —H A THUTHIBR S E A,

EBMDYRR LHR— +

SHIZ2FHOLR—F 2, ATV a— VREEINTZLVEAR—FE LTOREF2 VT BT SI747T
VATCHHATLZ ENTEET,

e E{ZURL #7 =V -JriE (Top URL Categories — Extended)
o M7 7V —var 247 - JL5k (Top Application Types — Extended)

E4#1 URL A7 3 - 43k (Top URL Categories — Extended)

[ A2 URL #7 =V - 4k3 (Top URL Categories — Extended) ] L AR— bk, EHE2 [URL #7572
U (URL Categories) ] VAR— FE 0 bFHEMARERE LB L T HIHBITKLLET,
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| 5% thash® Web LK—74 Y IBEU RS v TORE -
7o & 21X, %o [URL #7 =Y (URL Categories) ] VA — hTix, KEWURL #73Y L)L T
e € OESE B O Hr g i AR &2 FEA 9~ 2 M2 INE T& 97, 4 URL A7 2 U @ A7 10 filo> URL,
F7213% URL 7 TV O EAL S ADA2—HFIZHONT, g OE R 2 € =2 2572 LR —
EART 212iE, [ B URL A7 =2V - JE9 (Top URL Categories — Extended) ] AR — h&fHH L
£7
(GE) o IDHIATDULHR—=FTEKTE ZRAVHR— ML 20 TY,
o EFRWEAHDOURL BT I VAMIEHINDLIZLENHY ET, ZT5 LEERICTLD LA MER
~OFEIZHOWTE, TURL 7 T £y FOEHE LAR— 1] (P5-28) 2BHL TN,
[ A2 URL #7 =2V - 4L3E (Top URL Categories — Extended) ] VAR — M &£ 512X, RO TFIE
ZFEITLET,
FIg
ATF9T 1 X2 VT 4 BT T4 7 AT, [Web]>[ LA —F (Reporting) ]>[E#H L AR— b (Scheduled
Reports) ] ZiER L £,
ATFvFT 2 [EMLA—FZEM (Add Scheduled Report) 1 %27 U > 7 LET,
ATF9FT 3 [ZA47 (Type) | OO Fay T HE Uy A=a—00, [ L URL 27 2V - §E#E (Top URL
Categories — Extended) ] Zi®#IRL £,
Add Scheduled Report
Type: | | Top UL Categaries - Fxtended w
Title: | [Top URL Categories - Extended
Time Range To include: | | Previous 7 calendar days -
bl "'-?' FLI Pravigw POF Reporl =
Oesv @
Number of [berms: | |5 s
Sort Calumn: Tk o —
Category; Calegory Mame | Transactions Takal w
Sehedules | o oty axtime: o1 s | o0 e
@ weeldly v | Sunday e
{_;'u Maonthly &0 First day of manth
Ernail o |
Teparats Mook sodresfas with comotas. Lague Mank oy archive oy
Reporl Language: | | Loglish/United Stakes [en-us]
ATFvF 4 [ZA ) (Title) | 7FA M 74—V FIZ, URLIEIRLVFAR— DX A bLEATILET,
ZFyF 5[4 (Time Range) | R v 747y A=a—inb, LA— hORRIREEA @R L ET,
ATFvT 6 AERIhDLAR— FOBEREZRIRLET,
7 7 4V MEXIL PDF T,
ATy 7 [HB% (Numberofltems) | DD Fuy 7 H oy VA MML, ARShdLAR—MIHHT5

URL 77 3V o EERLET,
B Eix 2 ~20 T, 774/ MlEIX5 T,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

ATFyvFT 8

AFvF9

2Fv7 10

2ATv7 11

AT97T 12

[ — 1% (Sort Column) | DD Fu w7 H L UAMNL, ZOLR—FNCT—X%Y— T 57
ODOHTEERIRLET, ZHICED, AT Va—NAEESNELR—FNNOEEDOH T La iYL+
%N INJ fHoOmEBEDO LAR— N EERTEET,

[Z7Z 7 (Charts) | CTi&, [ERT 25T —# (Datatodisplay) | O FOTFT 74V Fx—ha27 U v
L, VA —b+DOETF ¥ — MIERTHT—FEZBRLET,

[A%7 ¥ 2—/L (Schedule) |fEHILT, VA= NDRTVa—VA2RETDHH, B, ELITAOKIH
DA T ary REUEEBRLET,

[ A=/ (Email) | 7% A K 74—V RIZ, ARENTZ VAR — IREEFEENDLIE T ANV T RLR%
ADLET,

[%f5 (Submit) 1227V v 7 LET,

D7 TIVr—ay 247 - kiR (Top Application Types — Extended)

2AFvF 1
AFyvFT 2

AFyvFT 3

ATv7 4
AFvT 5
&

AFvFT 7T

V& D]

ATv7 9

ATv7 10

AFv 7T 11

ATFvF 12

[EAroT 7V sr— 3y ¥4 7 - L3 (Top Application Types — Extended) ] V7R — F &£ T 51
X, ROFIEEFATLETS

FIE

X2 VT 4 EEHT TTA T AT, [Web] >[ LA— b (Reporting) ]>[E# LA — b (Scheduled
Reports) ] Z&INL £7,

[E# L HR— h%iEM (Add Scheduled Report) 1 %2 U v 7 LET,

[#47 (Type) | DO Ky T XTIy A=ma—0nb, [ EOT 7V r—a > %47 - §EiE (Top
Application Types — Extended) | Z IR L £,

ZONR=VDF T a NIEBRENDEERHY T,

[#A4 kv (Title) ] 7F A b 74—V RIZVR—rOXA MAEADLET,

[FEI#EPE (Time Range) | Fu vy 74Uy A=a—nb, LR— NOREFEHFHZRIRL £,
AEND LAR—FOBREBERLET,

7 7 4 /v MEXIX PDF T,

[ E# (Number of Items) | DF{D Fu v 7 X7 YA Rnh, RSN VR— MIENT 57
Vir—yvary 247088 RLET,

ARNRMEE 2 ~20 TT, 7740 MEIZS TY,

[ V— k%l (Sort Column) | DEED Ry FH 7 YA NG, T—TNWVIECRRT DN T LOXA Tk
BIRLET, BIUKIE, [T %2 2 a5 T (Transactions Completed) |, [ r v 7 S b
v 3 a3 (Transactions Blocked) ]. [ b 7> %2 ¥ 3 > %Gt (Transaction Totals) ] T3,

[7Z 7 (Charts) | Ti&, [T 57 —% (Datatodisplay) | FOT 74V Fxr—rE2 VU v
L, VR=FDEF¥— MNIRTFT LT —FEZFIRLET,

[ A7 Y 2—/ (Schedule) |fHIKT, LAR—bDRAFr Y2 —LERETHH, B, ITAORICH
DA Svar REEEIRLET,

[ A= (Bmail) | 7% %k 74— Kio, ARSI LHE— FBRESNLEFA—L T FL 2%
A LET,

[ (Submit) 1227 VU v 27 LET,
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| 5% thash® Web LK—74 Y IBEU RS v TORE

AT FTO Web LR— FDER
AT a—)VERETEDBLR—-FDIELALX, AT~ FTOERD /TEETT,

~
GE) —EDOLR— M, ATy RTIEABELS ATV a— VB ESNTLR—FE LTORERHTX E T,
FBEMMOYRIEL AR — K (P.5-68) &R LT EIW,

VAR— b ad o7~y RTHERT 2123, KOFIEZFTLET,

FIE

AFvT 1 X2 VT 4FHTTITAT AT, [A—/b (Email) |>[LA—hk (Reporting) |>[7—HA7 L
A— b (Archived Reports) | Zi&R L E7,

ATF9FT 2 [5T<UAR— &4 (Generate Report Now) 1 %227 U > 7 LET,

AF9FT 3 [LAR—bF A7 (Reporttype) | 7 a>T, Fay7Zyy VA RNLLR—K XA 7ERIRL
F7.

ZOR=TUDOF T a VFEREINDGERHD T,
ATFvT 4 [54%»(ﬁ%)y?%x%74w»FK\vﬁ%bw54bw%%ﬂﬁbi¢

AsyncOS Tid, VAR— MADB—ENE I DIIHRINEE A, RELZBEIT 272912, R CARTCHEE
DUFR—FEERLRNTLIZE N,

ATy 7 5 [F#H (Time Range to Include) | ke vy 7 & D2 U b, LAR— bk 7 —& ORFRI#HH 2 2R
LET,

AFyF 6 [EX (Format) |27 a T, LR—bOBEREZBIRL £,
KOFTvarPnNdb ET,

e [PDF], BfEH. 7—HATH., £EFZ2OWMGOMKETPDF HRAD R¥ 2 A FEERLET,
[PDF LA — h %7 L B a— (Preview PDF Report) 1 %7 Vv 27 35&, I27EHIZPDF 77 4L
TLAR—hERRTEET,

e [CSV], By~ DIEE L TCraw 7T —ZBEEND ASCIL 7F A b 77 AV EERLET,
% CSV 774021, BR1001T2EDHENTEET, LAR— MIEROBEOENEGEN
LA, KHFRITHLTHED CSV 77 A A BERE SN E T,

AFYFT T VAR—MCHEHAERS TV 2 VIOECTROER 2R L ET,
e [17% (Number of rows) |: 7 — 7 NMIERT LT — X DT,
e [777 (Charts) |: VAR—FDOF v — NIERTDHT
o [FRTH7—% (Datatodisplay) | D TFTOTFT 74V s A7V a v a#RLET,
e [ Y— 1%l (Sort Column) |: &7 —TNDY— NEHEL 2D T1T A,
AFvT 8 [HEEAT T a3y (Delivery Option) [ B v arhnb, ROAT v a v #RIRLET,
o ZOLFR—FE[T—HI47 LA—F (Archived Reports) | X—IZRKRTHIZE, [T—H AT
LUAR— b (Archive Report) | F = v 7Ry 7 AERIRL 7,
N

GE) [FAAv@BOZTEI T 47 Y~ U — (Domain-Based Executive Summary) | L'AR— kit
T—hATTEERA,
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B5%  hREDH Web LK—T4VIBEUFS v SOERA |

o LAR—IMEEFA-NTEETLIHAIE. [T <EEEBICA— V%D (Email now to
recipients) | F = v 7Ry 7 A& A A LET,
o THXAN T4, VR-IDOZEFEOEFA—NT FLAEZANLET,

AFvF 9 [ZOVvFR—%%E (Deliver ThisReport) | %27 U v 7 LT, ViR— FEAERKLET,

T—h4TEht-Web L R— FORTEEE

[Web] > [ LA —F (Reporting) 1>[7—H 47 LAR—F (Archived Reports) ] ~—JIZIFRDONE

NERENFET,
o (AT Va—NBEEEINZLR—FDBEM] (P5-67) OFEAEFEHL CAFYa—LERELIZL
R— Tk

o [F2TF <2 FTOD Web LAR—brDERK] (P5-71) OFIAZMHEHA L TERLEZLAR—

VR— NERRTHIZIE, [VAR— DX A bv (Report Title) | A7 L TLR— R ME7 Vv 7 LE

T [#£% (Show) | Rey 7 XUy A=a—7T{k, [7—H#A47 LFAR—b (Archived Reports) ] ~<—
VICRTREINDVR— b DEATHT A NE Y T TEET,

VA NBREWGEIFED LR— FE RO 5121, [#R (Show) | A==a2—MbLEAR—F XA 7%
BIRLTYVRANET AN TTHN, FTEITL2O~Ny T —% 7 V7 L, TOHTALTY—
LET,

TTIAT VAT, A7 Va—VZESNIELVR—FZEICRK 12 DA VA U APMRFEESNET
(XK 1000 VR—R), T—HATHEALDLR— NI, 77T TAT 2 AD /periodic_reports 7 A L

7 MVICREINET, 7—IA4 7HEHADO LR — MIBBIMICHIRINLET, HFiLLAR— FREBNE
B E, HOLAR— EARHIBRI L, FIZ 1000 & W ERMERF S ET, 12 A AZ R0 SRR

I, R CARIERRFEHEO A7 V2 — LB E SN LA — MIEH SV ET,
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BFA—I AvtE—SDRSvFDYT

e [NTZvuxr 7 h—v 2] (P.6-1)

o [HREPH A v — N T vF 7 ORE] (P.6-2)

e Ayt —Y F IR T T8 TATEYT 1 O] (P.6-4)
o [BFA—IL AvE—VDBHK] (P.6-5)

e [NovXxv 7 72 —fERIZHOWNT) (P.6-8)

FSYyXD T H—EXDEBE

AaDArTY X2 VT A BT SIATUADN T v XU =B R L, BEFA—IN X
V74 T7I9AT7 A MBELET, X2 VT A EBHT II7A4 T VAL - T, B A—VERE
T R_RTOEF AN X2 VT 4 TTIAT LV AZRBTIHEA Y E—VDRAT—Z A% | EHFNLD
B CTEET,

X2 VT A EEHT T IATUREERATDEE, BT AN X2V T 4 TTIAT U ATUI S
DAY E—VORT—HAERGIHMHTEET, BT A—NWVEHEL, A vV O EMRERT A
WrdsZ&T, ~T TR a— L EREICRRETEET, BERETIEX VT4 BBT S IAT
AEFERALT, FEDA v E—IIZDONT, BUE SN, UAVARBRERRIE Sz, A AREEE
AN, HAWTA—IL AN —AUSNOBETTICHLONEHE X E4,

grep RFEKOY — L EZFEA LTS 77 A VERBETHROVIC, EX2 VT 4FHLT 7547 A
DEWRR N TR T A =T oA ABHEH L TA =V OB ETEEd, SETIEH
RRTGA—FEMBEPETCHEHTEET,

N ox o7 7o) —ICIRODERA2EHDLZENTEET,

e TN —TER: METLITXA LTI EAN L, FEDT L Nu—TREHELITZEEN
BOAyE—VERELET,

o ANV EHE—  HLEITOTHFANLENNERELET, &5 HlHlickvzoko T yx T
NS TWDBRETIE, ZOXA TOMRBEMHEHLZNTL ZEW,

o FALTU—h RESHIEARERNICEESNIZA v =V 2B L ET,

o EETIP T FLRAELRERGEINEER  HEDOIP T RLANLDA v —VEBBRLET, F
720X, BB RNOIES S EEs R LET,

o W77 ANEG  AvE—VERMN T 7 ANLTHRRTEET, BELELBORNZ 74 0084
B<EBL I O2FENTVD A v E—UPRBERICERTTINET,

N7 F—< A LEOBENS, OLEA T V=7 FREDOIRNTZ 7 AN ZIP 77 AN EDT —
HATIEEND 7 7 A NVATBFENERA,
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B6E BFA-LAvE—VDFSvFY |

W7 7 A VOPRIZITER SN OLH D ET, X7+ —v X EOEBANL, BT 77 AL
BZDAF v ANIMDOAF v VEHWED —BRE L TOARAETEINET, &z, AvEe—VEiEa
YT T4 Y7 DLP, REHHEAXZ TR ETT, ST s ANVAER. T ANVDBE
PR ENTWEIMICAL AT Y V2 BIBTHIA v =Y TORMEATEET, N7 74140
FREINZWFIZRIZRLET (EELINGICBERONLZDITTIEHY FHA),

- VAT LRACT Y TANEOBRERHMLTEY, Ty FANLAELFT VFUA LA
TANBILETRAyE—=VB Ry Faniin, ZORMN T 7 A4 VIRkRE S IZSGE
— RYAF ¥ UOFITHINC, AvE—VRRRY V—ICLoT—EHDOA Yy E—=VNOIMAT7 7 A
VRBRE I NIZGA
o ARV N UANREME, ANAGME, FRIEARLDRVOT T IRFREINTZA vE—U0,
BfE SN/, "—F AT 2EN, Y7 M AT RS, EREVANRA T N T LA 7R
BEICEE SN A v =V R L HEINTAXRV MC—HBTDHAvE—VERBLET,
e AyE—YID:SMTP Message-ID:) ~» ¥ —_ F7=i% Cisco IronPort A vt&— ID (MID)
EHAILTA v E—VERRBLET,
s BFANEX2VT A TTIAT VR (FRAR) : RBEFHEFREDE S AL X2V T 4
TTTAT VAR AL, TRTOBHIRT 774 T AERBLET,

PREFRAYE—T FIYFTUITDEE

FREFHR A o — VT o F U 7 H2RETDITINE. ROFIEEZINEFEBVICETLET,

o X2 VT4 BHRT T I7A T ATORREFHET A —/L T v X T OA F2—T 4]
(P.6-2)

e [BF AN EBXa2VT 4 TTIAT LV ATOFRRIERRRA v —2 T o F U TORE]
(P.6-3)

o TEEGRORBIA—N EXa )T 4 TTTAT LV ANORREFHA v &= b Ty X7
H—r20iEM (P.6-3)

LX) TFABEBTFITISATUORATORREFHREFA—IL FSyFDYT
DA x—TILE

27y T 1

AFyvF 2

AFyvFT 3

ATv7 4

FIg

X2 VT 4 EHT T TA T URT, [EET 7T 47 A (Management Appliance) |> [ £F0%& 21
#—1t" 2 (Centralized Services) | >[ A—/V (Email) |>[#£8A v —Y T v %27 (Centralized
Message Tracking) | Z3IRL £,

[AvyE—Y T yF*r 7 —E R (Message Tracking Service) | 2 < = T [H%) (Enable) | %
7V w7 LET,

VAT LBy T T AP = FERIT LT THREFHUET A o= b T v X T oA
F—=TNCTHBEAE, = Fa—F S A ELHB L., [AFR (Accept) 1227V v 27 LE
R

EHERAEFEL, RFELET,
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| $6% BFA—LAvE—SOISyFVY

BFA—NLEFaA)T4 TTSATUVRTORREDBA v E—D FSY

*UTDEE

A7y T 1

AFyvF 2

AT9T 3
ATFvT 4
ATvT 5
ATvT 6

AFvFT 7T
V& D]

FIg

BIA—N X2 T 4 TTIAT LV ATAyE—Y NI oF U IRB/EIN. EFICEHEL TS
ZLEmMRLET,

[E¥=U7 4 —t R (Security Services) |>[ A vt—Y FT vF 7 (Message Tracking) ]I
BELET,

[R% € & #weE (Edit Settings) |27 VU v 27 LET,

[#EREH N T v %2 (Centralized Tracking) ] ZEIRL £,

[i#{E (Submit) 1227 VU >y 27 LET,

BT A—NVOEMN T 7 ANVAERBEBLIOREHETE L LT 5E6F,. RKORICEELTIEIN,

PRED1IDDRAFALT LY T4 NG EFATRLA T ¥ VRS TFA—L X2 )T 4 7T T
AT VATRESN, A F—TNMIRoTNBIEEMRLET, 2T Y 74 AFTBIOARLA
Xy VOFEMIZONWTIL, THEHAOEF AN X2 VT 4 T IA TV AD~Y =2 T IIVEIIA
TA L ~VTHEZRLUTLIEEZN,

ERERTLET,
BN BDOEBEFA =N X2V T4 TTIAT A L TCZOFEEZEVEL £,

‘”‘IE‘T%@% EF A= X2 T a4 FTSATUORANDHRRERTE A vy
— FSYyXUT H—ERDEM

A7y T 1

ATvT 2

AFvT 3

ZZTCETTAFRIET. oh B RS HESREORERIZ, TTICZDT I T U AERBM L)
EoMmiZ Lo THRRY £7,
FlE

X2 VT4 EBRT TS ITAT AT, [BBT 7747 A (Management Appliance) | > [#E4% B
P —t X (Centralized Services) ]>[tF =V T4 77747 A (Security Appliances) ] ZER L
ESUaN

ZONR=TY DY AN, TTILESFA—N X2V T4 TTITAT U AZEBMNML TWABEA, RO
FlEAFATLET,

a. BIA—NEX2VT 4 TTIAT UV ADLARTEY YV v 7 LET,

b. [#£AvyE—Y FJ vF 2 (Centralized Message Tracking) ] ¥ — bt 2 & #ER L £,
BIA—N X2V T 4 TTITAT U AEBEMLTORWEEIE, ROFIEEZFITLET,
a. [A—NT7I747 A0 (Add Email Appliance) | 227 U v 27 LET,

b. [77747 24 (Appliance Name) | B L O [IP 7 KL X (IP Address) | 7% A~ 7 4 —/L
W2, BFA—N X2 VT4 TTIAT LV ADERAN L BE—T 2 A ADT T ITAT VAL EIP T
RLRAEZATILET,
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B6E BFA-LAvE—VDFSvFY |

|
S
GE) [IP7 FL2 (P Address) | 7% A b 7 1 —/L FIZ DNS 4 & AN L7-BAThH. [3%3
(Submit) 1227V w7 45L, F<ITIP 7 FLARITHERINET,
c. [EMAvE—Y M7 vx 7 (Centralized Message Tracking) ] —E XN TIZERI LT
iﬁ—o
d. [#EDfeSr (Establish Connection) | 27 U v 27 LEd,
e. BHHRBLRBT TIA T VADEHET H T bO2—HL ERRT—=FEAS L, [#OH
37 (Establish Connection) | %27 U v 7 L¥7,
S
GE) vlAVEREREANTLIE, EX2 VT ABHT T IAT ANV E— N TTI7A4T
AANDT 7 A MEEO T ONH SSH F—BWSET, 771 CEHERIE, T¥a) T o
BET 774 T VAR EESNER A,
f. [&% (Success) | A v =V N_X—=TVDOT—T N0 LK RENDETHELET,
9. [7 A F#¥Eki (Test Connection) | %2 U v 27 LET,
h. 7= 7V LEOT A MEREZHERLET,
AFyvFT 4 [#F (Submit) |22V v 27 LET,
ATFwFT 5 HPREFHR - P T vFR T EAX—TNCTIEET AN X2 VT 4 TTITAT VAL
XL, ZOFIEEZHEY KL ET,
ATyT 6 LEHEEREFLET,
BERBADT IV L RDOEE

FHH A7 ZBNTHRT 256, 7— 2R (DLP) KU v —I0ENT DA v E—VICRRE
NOWEERA~DOT 7B AZHIRT HI2T, A vyE—Y 87 v¥ 7 TO DLP BEEFEHR~DOT 7 &
20l (P.13-24) Z2ZRL TSV,

Ayte—9 rIYXVYT T2 FRALAFEY T 1 DFER

AFvFT 1

Avk—Y FIvF s FAIEEND AMEREHRRT 52 L. BLUOEOT — 4 DREA
B— N VEBINT D ENTEET,

[ A=V (Email) |>[AvE&—Y b7 v %27 (Message Tracking) |>[H#heA vt —Y FT7 v ¥
v 7 F—% (Message Tracking Data Availability) | %R L FE 7,
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| $6% BFA—LAvE—SOISyFVY

BFA—IL AvE—DDBFE

X2 VT AEHT TIAT U ADIN T vxX U7 —EREHEH LT, A vb—IH417. BEEOH

B, = _Ro—7REBERITZEE. LAV N (ZEzE AvE—URuA VA ERITA
INAGHENE D R, N— K NG U RAERIFEEENZNE I D) 2l HBE LR —8%T 24F

EDBEFA—IN Ayt —VFEREFA =YD N—T2HRBTEET, Avk—Y b T oFH I T
I, AvE—Y 77—t a—RNERRINET, Elo, FEOETA— NV AvE—TE RV
oL, AR N /N7 7 AN, moRe—T B0y X —FRiR L, A vE— VDM
BFMEMRTH L L TEET,

() CDONT X T aviR—3x2 MLV EAxOETA—N A vE—V ORISR E T3,
ZOaAUR—R U M EFHLTA Yy E—VORNREZHO I LT TEER A,

FIR

ATYvFT 1 X2 VT4 FHTTIA4T AT, [A—/ (Email) |>[AvE—Y FT7vF% 7 (Message
Tracking) |>[A>vtE—Y b7 vF 7 (Message Tracking) | #3IR L £,

AFwvF 2  (EE) [#E9E (Advanced) | V2 %27 U v o L, ZOMORBEAT v a v 2RRFLET,
AFvT 3 BREHEANLET,

~

G¥) FI R TBRRTIEZ, VAN RI— FCFRERRBII R - ShEzdA, FTvF 7
MR TIERF &N CFE K SN EE A,

o [ _u—7i%E% (Envelope Sender) |: [k TChhE S (Begins With) ], [ RIZEE T2 Is) .
FIX[REET (Contains) | ZIEIRL, 7F A FXFHNE AT LT Nue —T R EEELREL
FI, BEFA N T RLR a2—F4 FLERAALCEZANTEET, RKOBXEHEHLET

- \TA—N R DOHE

example.com, [203.0.113.15], [ipv6:2001:db8:80:1::5]
- FERRBF AN T FLADHRE

user@example.com, user@/[203.0.113.15] £ 7213 user@/[ipv6:2001:db8:80:1::5]
- XFEANTEET, AORFETFEITENET A,

e [ _Xue—7%(5%# (Envelope Recipient) ]: [ &K T#ES (Begins With) ], [ KIZEET 5
(Is) 1. X [k%EETe (Contains) | ZIRL, 7TF A MEANL TR —TZEEEZRHR
LET, BIFA—NVT RLVA, 2—W4 FLEF AL EZANTEET,

BIA—NEX2VT 4 TTIAT VAT VT ARIZTZA VT XA T =T N EMHEHLTND
Bald, Akoz oo =77 RLATERL, IBRINEZEET RLABRFEINET, £
NUHNOH P HGEICBNTE, AvE—Y FToXrF 72 —ZXoTARKOZ VR —
TEZEET FLARKRREINET,

CORERTIE, =0 —TFZEHEOANRBBERMETE R —TEREEDOHE LR LT,
XFEANTEET, ATOBGEEEITESNER A,

o [#4 (Subject) ]:[ K ThiE D (Begins With) ], [RIZEET D Us) |. [REET
(Contains) ]. X [IFZETHD (IsEmpty) ] ZRIRL, 7F X MLFHIEASLTA v E—
AT ERRLET,
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B6E BFA-LAvE—VDFSvFY |

o [ZFELZA Yy E—U% (Message Received) ] : [ATH (Last Day) ]. [5ifF 1 M (Last7
Days) ]. F72iX [ 7 2% L% (Custom Range) | Z##A LT/ =) —D HEEOHBEZHEEL E
T, BE 24 FERLAD A v 2=V 2B T DL [ATA (Last Day) | A7 > a v &AL, B
THEORA v =T RBET D003 [ f&iL 1 8RB (Last 7 Days) | A 7Y 2 > &Y H ORRERER 2
ERLET,

AffzEE L2 nE, 72V —id, $X_XTOHMSHET 27— 2 2R L ET, ReHFEEMHZT 24
ETHE 7V —id, TRTORMMRER B> TZORFBFENOT — 2 2K L ET,
BT HERTRANCBIEDO BT L 23:59 Z48ET 2 &, 72 ) —ZBAEDO BT 535 ~To
T2 EIRLET,
AT &L, 77— _X—RIRE SN LB GMT IBRICEf i EnEd, 77747 A L TH
fHER A ERRT DEEIT, ZOT 7747V AOB MR CERINET,
Ay E—VORBHERITZ. TNOA Y E—UREFA—N EX2UT 4 TTIAT L AORTIC
S, EF2 VT AT T IA T UARRBLIER TORERENET, BZ7OY A XL
A=V T OEIZL>TIE, BTA—N Ay E—UREEINZHEHE, TR NI vF T
LUR=T 4 T ORERICEBRICFRR SN DM & OMICOTNRENEL D Z ENH Y £,

o [E(E#F IP 7 FL- X (Sender IP Address) ]: XEHFDIP 7 FL Az AN L, AvE—VaE T
D D VITIES SN RIS T AR T 20 A @R L E T,

— IPVv4 7 FL R I VA RTREUILNTZ 4 DOBETHY . ZNENOHAEIL 0 ~ 255 T7elF
niEe v F8A (B 203.0.113.15).,

— IPV6 7T RFL AT, 82016y D 16 EEEN 20 TRYIGN THERSNET,
W 1 T T, 2001:db8:80:1::5 D L H Iz uEfEaHHTE £,

o [AvE—Y A4k (Message Event) |: BEfiIROA X FERIRLET, 73 i, =
YTV T4 FIC Lo TSR, RY = UANVA FREFT Y BT LA 7 RERCHED
5 [ UA VAR (Virus Positive) 1. [ A7z A 34 (Spam Positive) 1. [ F A7 k A4
(Suspect Spam) . [ %4552 T (Delivered) ]. [DLP &K (DLP Violations) ] (DLP &RV v —4
AT UER O BEREF 7 TxH a2 EIRAEE) . [ ~— F N 2 (Hard Bounced) 1. [ V7 F A
7 % (Soft Bounced) ]. BL [ A3 & L THRHAE (Quarantined as Spam) ] T3, FT v ¥
7 7)) =BT 5% < D&M LEN, A X2 MT TOR) EAEFEZEMNLTBINL 3, B
DANRY FNEBRT DL, RBERHRITIERLET,

e [AvE—YID~v & —¢& Cisco IronPort MID (Message ID Header and Cisco IronPort MID) ] :
A=V ID ~yF—0O7 F A FLFFH, Cisco IronPort A v&— ID (MID), F72IEZE DM
FaANTLET,

e [7=URE (Query Settings) ]: RryFX U Ama—nhb, AL LT T RETOI/ Y —D
FATHREM Z@IR L E 9, A7 a3, [14 (1 minute) ], [2 4> (2 minutes) ], [5 47 (5
minutes) ]. [10 47 (10 minutes) ]. [ REMI#HIRZ: L (No time limit) ] TF, 7=V —»hbiIh
DRERORKREE (Fek 1000) HBR L ET,

o [Wsft7 7414 (Attachment name) |: [ K CTiEE S (Begins With) 1. [KIZEZET 5 Us) .
FE [kREET (Contains) | #BER L, MR T HIRNM 7 7 A V4 D ASCIL F721F Unicode 7 %
A2 RLFHNEASLET, ANLETHFA MOLBEBIOREDO A= IBESHEEA,

FTRTOT 4 — )V FIZANTARETHY A, [ A vE—Y £ b (Message Event) | 47

arEkE, 7= U —iX TAND] RFICRVET, ZO7 ) —X, BT 1 —/V RTHEZ N

TAND| FHHc—%T DA vE—V%IRELET, L2, 2o _Xa—TZEHELHLITONRT A—H

WZTF A AR 7 RBET DL, 72 =3, BESNToT o _u—TFZGE LT D AT

—HTEHEA =TT EERLET,

ATFyFT 4 [#HFE (Search) 122U v 7 LET,

N=VDO T =) —fERPFIRESNET, BTB 1 OOBEFA—/L Ay —VITIELET,
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| $6% BFA—LAvE—SOISyFVY

6-1 IAotE—T FSYXUT HIT) DR
Results Items per page
Desplaymg 1 = 20 of 197 fams, Page 1 of 10 = Pravious J1]213[4]5] Hext =
1 26 Apr 2011 10:02:21 (GMT -07:00) ML 114390707 Gecurityl (192.0,2.255) ‘e Dstails B

jorshrmne e st.oom
bt Baronpart.com
Successfull Order AR50
Hrssage 114390709 to testl@iranport.com received remate SHTR respanse ‘sent’.
A Order details.np
2 26 Apr 2011 10:01:10 (GMT -07:00) 110 114350700 H Sacurityl (192.0.2.255) Show Delails

wierL@test, com
LeslZ@iranport.com
Sueenssfull Order 207915
Hessage 114390702 10 LestZB@wonport.com recerved rafvole SHTP response "senk’,
J-' Order details.zip
3 26 Apr 2011 09:56:02 (GMT -07:00) MICH 114390626 H Secuntyl (192.0.2.255) Shiw Dietails CF
jsmith@smith.com
Jjoeshmoe ironport.com
Successiull Order 72528
Mgssage L142900629 quarantingd 1o Virus. anti-virgs verdict WIRAL,
£ Corder details.zip
4 26 apr 2011 0955915 (EMT -07F:00) M1 114790421 Securityl (192.0.2.255) Show Details &

BAT CRBEMEVBPRTSINET,

WENTIATEN [ X—=T %720 0T A 7 2% (Items per page) | 7 4 —/V FCHELLZMELID b REW
Bt BREIEHON—VIZERINET, S—VHMEBETHICIE, VA MO EFHELIETEHICH S
R=UEEEI VI LET,

VBTG UT, FLWBREEEZ AN L THREBEZz&SD, 07 ) —2FTLEd, HDHWVIE. K
DETHHAT L LT, MRty FERVIAALTHREKELZ®EDLZEHTEET,

BWREY FOBRYIAHA

ATFvFT1

I Y —%FETTHE, Rty MIUEY EOFBRBREENTWLZ ERBV ET, Lyl —
PERTAOTERL, RV R FOTHOEEZZ Y v L, Rty FE2KVIALRET, 227 v
IFDE, FORTA—IEPRROSFMEE LTCBMERET, e 2E, 72V —RICERD B
DAvE—UNEENTVWASE, THOREOHMEZZ Vv 7358, ZORMICZEINTZA Y
VRN EREINET,

FIR

SMEE LTEMNTAED EIZh—Y 2B LET, ARG THEFARRINET,
WDRT A =L EEFEHA LT, MBEEZEELLET,

e HHIF (Date and time)

e AvE—YID (Message ID) (MID)

e KA (Host) (BFA—NEX2VT 4 TTI7A4T L R)

o %{E# (Sender)

* %{% (Recipient)

o Avb—VOMWATT. i34 D KEERE
Bz 27 LT, MBEHEMLLET,
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B6E BFA-LAvE—VDFSvFY |

[FER (Results) &7 v avid, TOIZ ) — RIZ2—FELNEMLEFHF LWEFIC—KT DA v
- UBRERREINET,

RFYT 3 RESLT, HEAOMOMEE S Y v LT, REE S bICHELLET,
)

GE) 7=V —FM2HIBRT DI, [HE (Clear) 1227 Uy 7L, HILWEFvFo 7y 7l —
EETLET,

FSwx T 9T —HRIZDOINT

FovXr T 7)) —fERICIE, FTIyF T 72 ) —THRELERMFIC BT LHINTOA v E—
ORIV ARENET, [AvE—Y £ b (Message Event) | A7 v a3 v &RE, 7o U —5&M4
AND) HAETFZEMNLTEINLET, #REty FPNOX vy =3, 33TD TAND) ST
LTWAHMERHY £, &I, oo —7EEHEIL I THEY, L IXr THELIZLE2ETE
THE, 72V —E, MAOFEEZT Ay -V T ERLET,

Ay VOIS RE FRT AL, KA vE—U 0 [0 F (Show Details) ] V2 %2
Uy LET, BEMICOVTIE, T4 vt — Ui (P.6-8) #BBL TS,

S

(GE) e S04ULDZEERNDAvE—VIE, b T vF S s —fiRICERSLEYRA, ZORME

X, 5% 0V U —ATHRRIND FETT,

e VU —%IBETHLE, KK 1000 HFOMBRERERTRTHI L ETIRTEET, FIFET—HKL
7oA vE—U%KEK 50,000 HRRT AT, MREREZ Va0 kO [T RTEZT AKR— |
(Bxport All) ]V 2 %27 YUvZ L, BIOT TV 75— a2 TRERD csv 77 A VEREET,

o LR—FRXR=TDY I %I VI LT, Avk—Y FITvXrTOAyE—T3MERRL,
FORENTHIL2 VLD Th oA, Tk, REMPICLVFR—T o 7 N Ty T %
FIFFIZB L O L CTA 2 — 7 MIZ L TR WESIZRAET A RS D £,

e XAyt —V FIovF U ORBE/EOHIMB IR AR —MZOWTFHELLIE, [VER—T 4
T TF—=2BIOR T X7 FT—=XOHRBLIOT S AR —F] (P3-10) LT ZEW,

A vE—DDFEM

Ay =T Ny X HFROUHE DML L FEDBE T A —/V A v —VOFMEREFRT DI,
SRR R Y XA FOEBEDOT A7 LT [F#MOFT (Show Details) 1427V vy 7 LET, Avk—TD
FHMRERINTZH LT 0 FURHAEET,

A=V OMCIIROE 7 v a VB EERET,
e [y Ru—T Lty Z—0H%<Y—] (P.6-9)
o [RAR F~U—DKEl (P.6-9)

o TRLPRFERE) (P.6-9)
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| $6% BFA—LAvE—SOISyFVY

IoRO—FEAYyEF—DYT)—

DI aliF, moRNa—TEREECREERLE, AvkE—vonrRu—TFLlAay -0
HHRNFRREINET, WETHAERITKRO LB TT,

[%Z1EHR] (Received Time) |: BEFA— N ¥xX 2T 4 TTIATUVANAvE—VEZELL
58

[MID] : 2 v+&—¥ 1D,
[#4 (Subject) ]: # vE&—Y D447,

A= N WEES . FRIRET AN X2 VT 4 TAITATARR Y 77 AT
LT ERET D2 LI ESN TV RWEGA, N7 vX U IEROELITIE T4 L (No
Subject)) ] LWOHICRDZ ENH Y T,

[mr_r—7%E%# (Envelope Sender) ]: SMTP = N —7NOKXEHEDT KL X,
[ ~_m—7%{5% (Envelope Recipients) | : SMTP = RXu—7FNOZEFEHEDT KL A,

[AvE—YID ~» & — (Message ID Header) |: FETA—/L Ave—T%—BICHNT D
Message-ID:] ~» % —, ZHIUIRHNZA v =R ER SN D & & %J\éﬂiﬂ"o
[Message-ID:] ~» ¥ —Z, FEDA v —VEMBTHRICEISOLARH Y £7,

[Cisco IronPort 75 A b (Cisco IronPort Host) ]: A v E—VEAMELL =BT A— L X2V T o
TTIAT A,

[SMTP Auth =—+# ID (SMTP Auth User ID) | : 3(5% 75 SMTP BIEZ ] L CHET A — L% 3%
ELET, BIEF D SMTP it —W4, ZhLSAOHEE. ZOix IN/A] L7230 3,

[&fF7 74 v (Attachments) ]: A vE—VICEAM SN T 7 A VDAL

KRR b YY—DEE

ANEEREEHN

[DLP =

[#5]% DNS & &2 14 (Reverse DNS Hostname) | : BEMIHR R hDA R M4, #5] % DNS
(PTR) Ny 7 7 v 7 THEESNET,

[[P 7 KL A (IP Address) ]: EEMAAFDIP 7 RL A,

[SBRS % =17 (SBRS Score) ]: (SenderBase L' E'=F—3 3> 2=7), #PHIEL, 10 (FbHIEHE
TEHEEH) ~-10 (HALNRARLKESE) TF, 2270 [Nonel DFAH, TOAvE—V
DMLER X7 HERIZB W T, ZOFRA MIBETAIERBTFEELR» -7 L 2FER L ET,

ORI va Al AveE—VoOMBERIIe SICREREINEIEFESERAT—H R A PR
FREINFET,

TRV, Ty TFARLABIORT Vv FIANA ZAFy R EDBFA—L R > —DIHR,
Ao —=UBER EZOMDA R MCETAERNEENET,

AvbE—UNREESND L, REOHEMERNZZICRFIINET, L xiE, A vE—UREME
S, AE=DBEHICRFESN T HERHY £7,

FLER SN DA N2 ME, LEOFEMN THFAER T SILE T,

—¥ L1-N%& (DLP Matched Content) ] 27

oty va il —ZJRPiE (DLP) RV v —IlEKT a7 oY RFRRSNET,
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B6E BFA-LAvE—VDFSvFY |

WE, ZOa T UVIIIBRENS R, 28 IEREMES, Z LYy b h— RERS, BEZEO
R EDENERNEEND D, X2 UT A EHT FI5A TV A~DT 7% AT H %3S
HELVNSUVOEREZFTEFL TR N —FIZXH L, Z20ar 7Y ~OT7 78 RA%&T 4 B—7/VIC
TARLENELDZERHVET, TAvE—T N7 X7 TO DLP EER~DOT 7 8AD
Bl (P.13-24) ZZRLTIEEN,
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= CHAPTER ;

Cisco lronPort R/\L[FEE0) S

e [Cisco IronPort A /X AfFEEEIZOWT ) (P.7-1)

o Tt 2 R NEEEORE ] (P.7-2)

» [Cisco IronPort A/SN A[RBE~OEIRE 2 —H 7 7 £ 20 E] (P.7-8)
o [TV Fa—HPDbdANNLEBEIEDRTE) (P.7-9)

e [ Fa—¥Fot—7V X BLOTryZ Y2 MO (P.7-16)
» [Cisco IronPort A/ SARREEND A v — DER ] (P.7-17)

Cisco IronPort X/\LMEEEIZDINT

Cisco IronPort A X AFEEETIX, MBENOBF A — L 2—PIZHT DAL XA v B—URLAALTH
HLBDLND Ay E—UEMEELET, ASARHEHEL, TRRBRH] (EROBETA—ABANLLE L TH
HEZIIHIBREND Z &) DEBEE SNIEMTOE—TH— R AD=XL L0 ET, Z ORI
FU, =R 2—FBIOEHEETIL, ARLETTTHTENTZA v =2 MR L Th b K7
WEETTZENTEDLLICRVET, I, E—T7 VAN Ty s X MEREEA X —TLIC
T2EL, FOLIBAYE—TEARAL L TCY—2FTE30nET K a—W (BEFA—L 2—9%) N
I CcE AL £,

RV —, UANVAR, TUNT LA ZREEL, ANARHEE X820 9, FEC T, #HHT S
BIA— N X2 T4 TFIAT L ADS=aTABLIOE 8§85 HEHRY—, AL X B
N7 T LA JIREE) 2SR LTIIZEN,

z—2L? Cisco [ronPort AR AfREEIL, BEFA— NV X2 T4 F—brUaA TTIAT 2 RITH
BELET, BREFVAa0ar 7o reXa VT A BBRT T 734 T ATTR, floarysoy 77
FTAT v RIZd DA Cisco ITronPort AN A[FREC Y TICEEINAA vE—VEMFEHTEET,

Cisco IronPort A/ XABHE~DO = K 2—F D7 7 R E, HELa2—VEida—% -7
SHLTCOHLEETEEYS, T, IV R a—Y 77 RA&EELLE T, =0 F 2—VFRiEkT
NDOA Y E—VEEFTBIOMMT 22 MFLEAERWESIT, 7782 2T 4 —7 M TEE
j‘o

Flo, ARLBLOEDORVOH LA v E—VRRH SNl L a0 F 2 —FICE L A —/VTlA
T5E9IC, AsyncOS #RETH I L b TEET, WAL, D —FmIFIZHIE Cisco IronPort
ANLRHECHIIE SN TV D A v E—VOEHNTRINTWET, 2—HFFZoA vV Z MR L
T, BFA—NDOZERy 7 ZTEET D0, HIBRT 202l cEE7, Fo. 2— VIR
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$T7E CiscolronPort R/XLRHEDEE |

AvE—UVEEKERETHILENTEET, ANARBECITEINA vy =Y N7 7 8ATHI L,
Web 77 U EMEMLTESETY 7 AT TEET, (ANLREEHCT Y F 2 —VRE#HT 7+
AT BT, BIENLETT), S VW TiE, Ty N 22—V~ 7 7 205 E] (P.7-9) %
ZILTIEE W),

7 4L FTlE. Cisco IronPort A/ SA[REHIEC A LT F L ABZ > TVET, HFA vE—IiC
X o TIRBEREIR AT X THE SN D Z L &l 57291, AsyncOS X Cisco IronPort A /X AFGEEED 5
ERIIZ A — L E2HIBRLES,

BHELNLDOTXRTCO2—Y (5740 bO admin = —V 72 F) (L. Cisco IronPort A /X LFEHEC T
JEAL, BEEITHIZENTEET, AsyncOS XL —H a2—% BLUOHAZ L B—lk->T
ANRABHEA~DOT 72 AMEREID L THENTWDH—F i, Bl 7Y ORRBLIOEHRN T E
T, BEEREDEEITTE EH A, Cisco IronPort ZA/RAEHE~D T N 2—% 77 & 2031 12—
TR TWDEE, A—NADxTy B a2—Wid, REEERICHIB5DOA vy E—VICT 7 BATE
F9,

| O = =

hR&ERR X /N LIGEEDRTE
AN LR A PRI AR, AL CWAEFA—NL X2 VT 4 T IA T ATR—T
NDOANLGEREZHE L, BEE T A NTHLERH Y F7,
TIT 4 TIRANAGEBET AN X2 VT4 TTITAT U ANLEX 2 VT A EET 7747
VANBATT BT, ROEEZNEFIIT-> TS EE,

o TR IP 7 FLADHKE] (P.7-2)

o X2 VT AEFT FF 47T ATO Cisco IronPort A3 AgHEDKRTE ] (P.7-2)

e [EX2 VT4 FHT T IATVATDA X —T 24 ZADFE] (P.7-4)

o [HREPRANLGHOTLDODE S A=V X2 VT 4 TTIT7A4T 2 2AORGE] (PT-5)

o [BHHEDHRBEFA—N EX2UT 4 T IF3A4T 2 A~DHRIERT 2 LFRHEY — 2 D8
my (P.7-7)

WMERIP7 FLADETE

(CX o VT AT T IA TV ATOREIPA VX —T oA ADRE] (P.7-4) OFJNETHEHAT S IP
T RUAZAFELIIHEELET, B, ST EX2 VT 4B/ T 7SI A4 7 AD Data2 A ¥ —
Tz AADHDIZRD ET, *y N BEHEOFEMIZOWTIX, 8B Ixy hU—2 L IP 7 KL
ADENY M T ZBRL TS,

XA TFAEBT7TS5A4F7 AT Cisco lronPort A/ \LREEDEETE
FIE

ATF9FT 1 X2 VT4 BT II7A4T AT, [BET 7747 A (Management Appliance) | > [#EHEHE
#—1t A (Centralized Services) ]> [ A/3A[EHEfE (Spam Quarantine) | IR L £,

AFYT 2 TATAL BN vT U4W— RDFEITHE, Cisco IronPort A X AREREZ WO TA R —T T B
A, RKOFIEEZFITLET,
a. [A%) (Enable) |27V v 7 LET,
b. = FNa—% T4 A ELHERBL T, KR (Accept) 127 Vv 27 LET,
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| g7%

Cisco IronPort /S LFES D EE

ATFvT 6

ATFvF9

BEF O E ZimET 5 861%. [Cisco IronPort 2 /X Af@EfEDFR & (Cisco IronPort Spam Quarantine
Settings) ] &2 v a T [&ExmE (Edit Settings) ] 22U v 27 LET,

[ IP f > % —7 = A % (Quarantine IP Interface) | 7 > 2> T, FEyFF T R kb AN
LIREER OB /2 TP A v B —T = A AL R—bEEELET,

F 74 h T, AL CIIEBA X —T o AL R - 6025 ZFHALET, IPA Vv F—T =
ARE, BEANEBV VAT DIEICHESNTVD EX2 VT A BHT T I7AT LV ADA
B —T 2 A ATY, REER— NI, BET T4 7 o AN EEHERETHEA L TWAR— FEST
7

BIA—N X2V T TTIAT VAR X2 VT A HHT T ITAT LV ALFE LRy NI —7IZAF
ELRVEE, BHA LS =7 = RGBT HLERHY £,

[%fF A v &— (Deliver Messages Via) | 27 2> T, ®IGETH5T7F AL 74—/ Rz, A—%
Bk T 57200774~ ) L— e REAL—-FNEZADLET,

X2 VT A EHT T IAT RN A =V REERET LI LI LRV, BIET D REEERER
DEA A=/ (ANLRHEDNDIRE END ANLEHRA v =T E) 13, Ay —VREFRES
NTWHMDT T T AT o AEIT Y — "2l L TRET 208 H Y £,

INBEDORA =T, SMTP £330 —F Y =7 —R"EFHHLTCEETEES, £, EF
A= X2 VT4 TTIAT LV ADRIEV AT — A X —T 2 A (@FITData2 A X —7 = A
R) BIEETH L TEET,

RERAT FLA X, a— RT3y 72— — =L £,

BAA—N X2V T4 TTIAT VABPERES L5801, BHAROEEDEFA—L X2V
TATITIATVADRE) A — A B =T 2 AT T4~ T RUVAEEEINERT KL &
LCHHTEET, onbidnTFhbE A2 —7 A % (Datal £7-1% Data2) #FREV 2 F—
LLTCHERATAILERD Y £9,

INBEDT RLARIZOWTOMOEEFHEZ MR CHEE L T EIN,

[RD B ORKE%ICHIER (Schedule Delete After) | &7 > a T, A vb—U%EIRT DRl
LHBERELET,

F2ix, [HIBRB 2972 (Do not schedule a delete) | A7V ay R¥UVERRL T, A7 Pa—
NENTZHIRET 42—V LET, BIBREZEA 7Y a—NAT2589, REZRET LI E2HIELE
o REECE > THF RN T A BN o FWICed L, HRbWA vy E—UnbHIBRESLET,

[ 7 #/v b 57 (Default Language) | E7 >3 > T, T 74/ FEFBELEHELET,
ZHUE, = K 22— Cisco IronPort A/RARRHEIZ T 7 A LT & EICRRINDFHRTT,

EF) [AyE—YD U Y —RKRIZ Cisco IronPort (Zi#%1 (Notify Cisco IronPort upon Message
Release) | C. SNz A v =YD a b =% D7-HIZ Cisco IronPort IZEE T HEED T = »
IRy I AEA N LET,

RSN A vy =V 20 OTDICEFETLHE ), BlfZzRET D2 L2 HEEL £,

UEE) [ANAMEMD T ©7 7 > A (Spam Quarantine Appearance) | 7 ¥ a3 > T, =¥ K 22—
[REERE R ZRRT DL EICERRENDIRN—TVEIARAZ A A LET,

WOFT v arnb 7,
o BU{EDOm T%EM (Use Current logo)
* Cisco IronPort AN A[FEEED 2 %M (Use Cisco IronPort Spam Quarantine logo)
e WARHZLmIAET v u—K7F5 (Upload Custom logo)
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$T7E CiscolronPort R/XLRHEDEE |

AFv7F 10

AFv 7T 11

2AFvF 12

2797 13

[BAX buTd%T v r— 4% (Upload Custom logo) | #INT 2 & RS- A v&—
VERRTDHEDIZ =R S A > Liz & &1Z, [Cisco IronPort A/ A [EEE (Cisco IronPort
Spam Quarantine) ] ~—Y O EfICr IRKRRINET, ZorIlE, HKRKTS550x50 ©7 &L
D jpg. .gif. X png 77 A NMIZTHRERHV ET, v T A ABRNEES, T 740 b
@ Cisco IronPort A3 Af@HEO = IR EHR I ET,
UEE) [m7 A4 v AvE— (Login Page Message) | 7¥ A~ 74— /L NIZ, al/ Ay X—=T0
AyvE—VEANLET, ZOAvE=VE, = F a—WFiTH L TREfE~Or A Tur 7 &
FRTBH L XITFRENET,

47> a >, Cisco IronPort A /X A[FEEEE FRT HHEREZ D2 —F DY A FE2EAE L3, FHIC
S TCIE, [Cisco IronPort A /S ARGEE~OEIE 22—V 77 2O E)] (P.7-8) 25T
AN

F7arT, 2R a—VFOT A, BLOARLBEMEZRE LET, stz >NTE, T2 R
Z—FDIHDANLEEEREORE] (P7-9) #2ZHL T,

EHAERFEL, RFLETS

XA TFTA BB TSATUVARATDA 33— 24 ADERTE

o X2 VT 4 EBHT T IAT LV ATOREIPA VX —T oA ADRE] (P.7-4)
o [RNRLMBEECT 78 AT HEZODIP 7 FLADFE] (P.7-5)

XA ) TFAEBTISATURATOREIPLA VA —T L ADERTE

X2 VT A EHT T TAT AT, REECBERT A A v —Y GRHSCBBINTZE T A— LR E)
HBFA—N X2 VT4 TTIAT AR ETDHA L E—T oA AR ELET,

FIR

ZOFRIEZ, TIP A ¥ —7 A ZAO#RE] (P.A-2) OB EFETHEITLTILEIN,

X2 VT 4 EHT T ITA T URT, [EET 7T A4 7 A (Management Appliance) |>[ % v b7 —
7 (Network) |>[IP A > % —7 =4 A (IP Interfaces) | Z®R L ET,

[[P A% —7xAADEN (AddIP Interface) | =7 U v 7 LET,
OB EMEATILET,
o Al
o A—HFy b E—F
WHE X Data2 12720 £9, BRMICIE, ZORET [ EFET 7747 A (Management
Appliance) ]> [ £KEH Y —E 2 (Centralized Services) ]> [ A X A[EHE (Spam Quarantine) |
O [ A8 LRHERR E (Spam Quarantine Settings) | ~—IZBWW T, [ #fE A v E— (Deliver
Messages Via) |t 272 a v CTFIA4 <Y $—NIHEELLEEF ANV X2V T 4 TTI74T
VADT =B A B =T A AR L THDLILERDHY 7,
e IPT FLA
FTHRELEA VA —T oA ADIP T FL A,
s Xv hvwRA”
o KA
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| g7%

Cisco IronPort /S LFES D EE

AFyT 5

7L z1E, Data2 A ¥ —7 = A ADEFEIL, data2.sma.example.com ZfEH L E T,
DA HE—=T 2 A AD [ AL (Spam Quarantine) | £ 7 ¥ 3 VIZIEAS LARNWTLEEN,
EEEFEL, RIFELET,

ANLREEICT IV ERTE-ODIP 7 FLADERTE

27y T 1

AFyvFT 2
AFvT 3

ATv7 4

BFHEEZIIT U R 2—PRARAEEHCT 782925 Xk, EROT7I709 70 KU
ij‘o

FIg

X2 VT4 EBRT TS IAT AT, [FET 7747 A (Management Appliance) 1> [* vy MV —
27 (Network) ]>[IP A > #—7 =4 A (IP Interfaces) | Z#®IR L £,

BEA L H—T =24 ADLHIEZ ) v 7 LET,

[ A3 L0EEE (Spam Quarantine) | £ 2 3 a v T, ANAWRHICT 7 ¥ AT 5-00FEEITVET,
o [HTTP] $£721% [HTTPS]. H 2 W EZ Dl F 4N L, K— bxEELET,

o WL ANLRBED T T UY U4 UM IS URL Z4EE L £7,

ezE, HHLTWD2 X2 VT A BHT 774 TV ADKA M EERLEZL ZWEAIZE,
ROYVDEA N EFRETEET,

ZZWANLEZURLRIP 7 L AR, EHLTWS DNS 4 — TR TX B Z & 2R L TL
7230,

EHERFEL, RFLET,

hREGE R /NLIFGEED=-ODNDEF A —IL X2 Ta4 FTSATUARD

Eﬁ

=

E

X2 VT4 BT T4 T U ATHREFAD Cisco [ronPort A/ ARGHEY — B R &2 4 51213,
ETA—N CF2 )T TTTAT Y ATASARMORE L —WEET 5 BERD Y £,

BRIERE BHR%

FBrA—N X2 T4 TTITAT VATAN | —
LPREEATELSEEL TWAZ &L 2R LET,
i SEORIEN D DIHEIL. AN ARHEZE kg
RN D RNCAER L ET,

X2 VT A EET T ITAT U AENBANRLRE |[HREFRZRABHEOZDODET A —L &
B LCHEATDOIE) B AN EX2VT o (T2 VT 9 77747 20%E] (P.7-6)
TTITAT L AAX—T UEBIORELE
j‘o
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$T7E CiscolronPort R/XLRHEDEE |

BRERE SBE
FBEF AN X2V T 4 TTIAT A Tr— | THEHAODEFA—N X2V T 4 TTI7AT
HNDANRALGEET 42— VI LET, AD~=a T VERIIA S TA v ~IVTD

Disabling the Local Spam Quarantine |,
COEFIZLSsTELZA— NV R U— %
DIebOEETEELET, A—L RY —TS
HANLRHEZE T2 K512 £7,
BIFA—NEX2DT 4 TTITAT AT | THEMOBEBF AN X2V T4 TTI7A4T
DU—=HNDANLGHEA v =V 2EHS LT | AOY=aT VELFA YT ~LTO
EEERLET, [Migrating from a Local Spam Quarantine to an
External Quarantine],

PREPEZNNLBED-ODEFA—I X1 T4 PTSAT7RADEKE

S

GE)

AFyvFT 2
AFvT 3
ATv7 4

AFvT 5

B AN X2V T 4 TTIAT UV ATEX 2T AEHT 7747 2 AD Cisco IronPort A /%A
WEEEZ T 5ICiE, BF A= X2V T4 TTIAT L ADONEEELZRET OILENH Y £7°,

INET, BEF AN TX2VT 4 TTITAT 2 AZH DO ANRLGHEEZRE L TCWEHEE. F
P ZONEBANLREER EET 4 B =T VT HHEND Y £7°,

AEBREEA R ET D121, ROFIEEZT_XRTD BEF AN X2 UT 4 TTIAT UV ATEITT DL
EhRdHET,

FIg

BT AN EX2VT 4 TTIAT VAT, [BXx =Y T 1 h—E R (Security Services) |> [4Mi A
N LFEEE (External Spam Quarantine) | &R L £,

[#%7E (Configure) 1 %27 VU > 27 LET,
Frv 7Ry 7 Z2BIRL T, SMBASLREEZ A A — 7 VIZLET,

Cisco IronPort A/ X ABBEO LRI Z AT LET, RBEEEEKA 2 tX=2 VT 4 BEHT 747 LV AD4
BEANTHZ L TEET,

X2 VT4 BT TIAT U ADELWA L H—T 2 ADIPT RVAZ AN LET,

BHEITEEA X —T oA AT FLRAIZRY EF, BRI, [FET 7747 A
(Management Appliance) ] > [ /& ¥ — " 2 (Centralized Services) ]>[ A X A[EHE (Spam
Quarantine) | ® [ A X A[REBERE (Spam Quarantine Settings) | X—IZH D [[REEIP A v ¥ —7 =
A A (Quarantine IP Interface) | FZET, EX 2 VT 4 BT T IA T VR E LA VX —T = A
ANZEY BT IP 7 RL AT,

WELIEA Y F =T 2 A ZADIP T FLAZFRT DITIE, X2 VT FHT 7747 AT, [ B
777 A7 A (Management Appliance) ]>[ x> h U —2 (Network) |>[IP /> X —7 = A X
(IP Interfaces) | #B|IRL T, A1 > X —T A A4 E 7V v 7 LTLIEI,

ANRDBIOZDRENVDOH D A vt —VORGBICHEMT 2R - ESEANLET, 7740 MZ
6025 T+, ZOFR—FFEFIX, [FHT 7S T7 47 A (Management Appliance) |> [#EMEH Y —E
A (Centralized Services) |>[ A3 [@HfE (Spam Quarantine) | @ [ A X A[RHERE (Spam
Quarantine Settings) | X—Y TANLERHR— FES LU THLILERDH Y £5,
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Cisco IronPort /S LFES D EE

AFYFT 7T BHHEICTEH720IC, E—7 VAN Tay 7 ) A MERBIIBZTREL T, 2EOFE L FEMIzOVT
W, = Fa—Fot—7VR N/ T7ry7 X MERBOFKELER (P7-12) 2L TLEE
VY,

AFwFT 8 EFEEXREFEL, RFELET,

AFYT 9 v HINDOARLGHET =T NI LET, THHODE AN X2 VT4 TTITATVAD
~Y=a 7 VERIEAF T A ~L 7D [Disabling the Local Spam Quarantine] #ZM L T 7230y,
ZOEFIZLTELEA—N RV —% BT -00BEEIEBLET, A= R 2 —THER
ANLGEHEEERT A L2120 £9,

ATFYT 10 BEHHBOEF AN X2V T4 TTITAT A LT, ZOFIEZHVKLET,

BENEDEEFA—N X1 )Ta4 PTTAT7OAANDFREDFE Z /N
L @it — E X MIEH

::f%ﬁ?é%ﬁi oo B R RS B RE DR ERFIZ, T TIZZ DT I T4 T AZBM L=
EOMIT Lo THRZRY 9,

FIR

ATF9FT 1 X2 VT 4BHTTIAT AT, [BEHT 7747 A (Management Appliance) | > [ & B
H#—1t A (Centralized Services) 1>[&¥=2 V7 ¢ 777 A7 A (Security Appliances) ] Z &R L
7.

RARFWT 2 ZOXN—VDOYANMI, TTIREFAN X2 IT 4 TFIAT U AEBMLTWAEASIZ, kO
FlEAFITLET,

a BIANEX2VT A TTIAT UV ADLARIEY Vv 7 LET,
b. [ A/XAEEE (Spam Quarantine) | h—EAZEIRL 7,

ATYT 3 BIANEX2VT 4 TTITAT U AEZEIZEMLTORWGEEIE, ROFIAEFATLET,
a. [A—NVT 7747 ADEM (Add Email Appliance) | 227V v 27 LET,

b. [T77A47 2ABLWUIP 7 KL (Appliance Name and IP Address) | 7 ¥ A~ 7 1 —/L
2, CiscoIronPort 7 77 A TV ADEBRA LV H—T =2 A ADT T IFTAT VAL EIP T RV A% A
ALET,

S
GE) [IP7 RL A (IP Address) ] 7% A~ 74— /L RIZDNS & & AN LIZHBE T, [KE
(Submit) 127 Vv 27 95&, F<ITIP 7 FLRIRENET,

Spam Quarantine % — E AR FFHIEIN SN TNET,
[ ke DS (Establish Connection) | 227 U v 27 LE7,

e. BHMRLRDT TIAT LV ADERET AV FOa—HFHENRAT— RE AL, [ HERt DO
37 (Establish Connection) | %227 U v 7 L¥7,

GE) v lAVEREREAINITDIE, EX2 VT BT T I3A4 TV ANLIE—NTTI3A4T
AD T 7 A NEREDTZ DDA SSH F—NEINET, e/ A4 VEREFERIZ. B2V T4
BT 7547 v ACIIRE SN E Y AL
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ATv7 4
ATwT 5

f. [&% (Success) | AvE—VN_X—=TVDOT—T N0 LI RENDETHELET,
0. [7 A F#Eki (Test Connection) | %2 U v 27 LET,

h. 7= 7V LEOT A MEREZHERLET,

[#%fF (Submit) 1227V v 7 LET,

ANRLEBEE A R —TNZTDEF AN X2V T4 TTITAT AT LI, ZOFIEEHD KL
9,

EHAERIFLET,

Cisco IronPort R/ \L[RBE~DEEEL—Y 7O AN

TE

AFwFT 5
AFv7 6
AFyFT 7T

Z DD FNEEFEFTT D &, Operator, Read-Only Operator, Help Desk ® v —/ L F 7% Guest 17—
N, BIOARLBHHCT 7 BATE LN AX L a—% a— ) LEFFOFME 2 —49 3, Cisco IronPort
ANRABHECA v E—VEBEETEDL LR ET,

5 7 # vk ® admin == —%, Email Administrator == —% % & ¢» Administrator L'~ LD — %, H
WCANRALRBEZ T 7 BATE 50T, ZOFEEMEH L TA XL RBEEKEEICEE T2 LB EH Y $4
Ao

N,

GE) BEHELANADUSNDOZ—FIZARLRBHDOA v —DICT 7 A TEETR, RBHORELR
T HZLITTEERA, BHELLO2—FT, AvbE—JICT7 78R L, REEWET
HZEWTEET,

TERREHEEREFF > TORWEHE L —FRANARBHDO A v — P2 FRTE L L9127 21
T, WOFMEZFEITLTILES N,

FIR

2—PEER L, ZO2—WFIZARLRHA~DOT 7 AR S D 2—F n— L E2E D Y THLNEND
D ET, FHEMICONTIE, TEEX 27 058>0 T (P13-1) 2ZRL TS,

X2 VT4 BHT S TAT VAT, [FHET 77 A7 A (Management Appliance) |> [ EHE B
H—1t 2 (Centralized Services) ]>[ A 3A[EHEfE (Spam Quarantine) | IR L £,

[ AR L [REBERR E (Spam Quarantine Settings) ] £ 2 2 =2 > T, [H%) (Enable) ] £721% [
(Edit Settings) ] %27V v 7 LET,

[ AR AF@BfEs% & (Spam Quarantine Settings) | £ 7 ¥ a2 > ® [&# = —¥ (Administrative Users) ]
KT, [m—H /L =—H (Local Users) ]. [FMHBRFE=—Y (Externally Authenticated Users) ]. &
72X [ AH L 22—+ v—/b (Custom User Roles) | DRV > 7 %27V w7 LET,
ANRAREHED A v —VERAFBLOEBTEDLT VB AMEMNET 22— 2R L T,

[OK] %7V v/ LET,

VERIGE, 20k a o [BEEa—Y (Administrative Users) 12U A R SN TWDZ DD H

A7 ([m—Hn 22—+ (Local Users) ]. [4MH#RFE=—¥ (Externally Authenticated Users) ]. £7-
(Z [ B AKX L 2—H v—)L (Custom User Roles) ]) IZ2OWTHEYIELET,

7E %tk

R
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| £7% CiscolronPort R/SLIREEDEE

ATFyvFT 8

EHzXRE L, RFLET,

IV RA—YFD=DRA/INLEHEMEEDRTE

S
GE)

o [V K a—VFRRHt~DT 782D E] (P.7-9)
o [V Ra—FDEbD AL EHMOHE] (P.7-10)
o [y Ra—HFok—7U RN/ T7ray s R MERORTEEEH] (P.7-12)

BARREITWT I 1 SDEITHRETE, TRUIMIRETE FEA, & AE FIZERICESNT,
FlFRESNTZ2—FICDORT 7 v AZHAT 56, =0 Fa—% 778X &2RETEETHR,
AN LJEFNTRRETE XA,

IR A—YREADTIERADEE

2AFvF 1

ATvT 2

ATFyvFT 3

ATFyv7 4

AFwFT 5

BT A—/L 2—H2, Cisco IronPort AXARREECHI DA v —VEFHTEH LI LET,

FIE

X2 VT4 BT T ITAT AT, [BHT 7747 A (Management Appliance) | > [#EH% B
H#—E 2 (Centralized Services) ]> [ A/ XA[@EE (Spam Quarantine) | ZiER L EJ,

[Cisco IronPort A X AfGEHEDF E (Cisco IronPort Spam Quarantine Settings) | €2 v a > CT[&E%
fm# (Edit Settings) 1 %27 V> 7 LET,

[ Fa2—FDfEHE~D7 7= A (End-User Quarantine Access) |7 v a v EFTCAZ7ua— L L%
R

[ F2—FDREHE~DT 7 B2 EHZT 5 (Enable End-User Quarantine Access) | 5= v 7
Ry 7 AeF N LET,

TR a—PREEE SN A v E—VERRLELY>E L&, 20 N 22—V %2EiET 25 X%
EFLET, A—/LR v 7 ZZHFF, LDAP RaF, 7203 L) 2fETE £,

o A—JLRy 7 AREE : HFEHDO LDAP 7 4 L7 N U NV A FOBE. ARNABEETIE, 2—
PFDORA—=ILR Y 7 AZEH L TWHEAED IMAP b —£7212 POP — 22—V DEF A —/L
T RUVAENRRTY—RFERETLZENTEET, WebULIZu Ao FHL&, =2—FTHFD
SEEREBLTA—IN T RLALA—NR Y7 ZAONRAT— REAHLET, EBHELZ ONEH %4 H
L, #Oa2—HF L LTA—NRy I A Y —Ncal 4 LET, vl A VIS THE, 2O
I —WFITFRREE AL, AL — VP OZEREATFETICA—NAAR Yy 7 A =" bn s 7
7 hLET, LDAP T 4 L7 U BFEH LAWY A MIE. A—VRy 7 AFRFERHERINE T,
2L, A=Ky 7 ARBFETIE, BEOBAA—V =AY T REE SN IREEFE A A v —
VERRTEERA,

ARy I A F—=_"DHX AT (IMAP £7212 POP) ZBIRLET, $— 4% &, BERERIC

SSL #4250 E I 0aRELET, F—"OR—- ESZANLET, KMEMOZ—FL D%
AIZIBMT S KA 4> (company.com 72 &) # AN LET,
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POP — BN\ F—|Z APOP ' R— h &7 RAZ A XT55E1F. X2 7 0FEANSL (T
bbb, NAT—= KRR 7Y TRRETHEEINRNE D), 77747 ATiE APOP 721F % ff
MLES, —HO=2—% T APOP 23R — F SN TWRWEEIL, APOP 27 F/AX A X L7
LI POP Y —R"EHRETHIMLERHY 7,

— [LDAP] : LDAP %—ANFE =37 7 F 4 T iemy B 2—PRAES T U — EE SA T8
£1%. [Management Appliance] > [ & A7 A4 #L (System Administration) ]> [LDAP] U >
7RI T, LDAP Y —"GEEL Ty R 2—WiRiE/ =) — A N 7 2R ELET,
LDAP fBREDFKE DFEMIZ OV TIEL, [TLDAP h—" a7 7 A L OER) (P11-2) 2B L
TLZE,

— [7Z2L (None) ]:#RfE%E A X —7 M2 L7 < Th, Cisco IronPort A /X AfGEEE~D T K
2—FOT I AEFAITEE T, ZOHE, 2—FFEMA VDOV I E 7V v I L
TIREEIZT 7B ATE, VAT AFA =Ry 7 AFRFEE 7213 LDAP RFEZITWEH A,

AFYT 6 [BHENO A v —URMBEENDENC, A vE—VARLEERTEINEIDERELET,

ZOF v IRy I ANRIREN TS &, [Cisco IronPort A /X AREHE (Cisco IronPort Spam
Quarantine) | X—V TA v E—VARLER R TE < ET, bV LT, RSN A v E—
VEFTFRTHITINE, FOA =V EBMBML TS, 2—FDA—)L 77U —3 2 (Microsoft
Outlook 72 &) THRIATHLERHY 9, ZOMHREIL. R —BLOHNH (RRLETXTOET
A=NET —=NATTDHIENERINTWDIEERE) ~DarTFI3A4T7 VAOHTHERTEE
T

ATF9F T EHEEXREL, RFELET,

IV RA—HD=HDRINLEHNDERTE

A X ALGEE L VX, Cisco IronPort A/ S ARREENIZ A v —UNIE SN TVWD E X2, BT A—/L 22—
PICEFEENDIEF AN A yE—VDOZ ETT, B, TO2—VEOF SN AN AET

EFDORNOBDZ A E—VDOY A NREENET, BT, Fx—IFRETNENOREEI N A v

B—VERRTERV VI DEENET, A RX—TMIC #6&‘%Ebtx&yl~wmﬁofﬁﬁﬁ
BEEIRET,

AN LNEEEEAT S & 1/%3—ﬁwdDAPM&iti%~wf/7zmﬁ%ﬁﬁbﬁmTXA
LIREEIC T 7 A L TEBEICRVFET, 2—FE, ZELLBEFA—LBAEZN L CHEIECT 7 22
LET (ZOREECH L TEENA R—T IR > TWAER), Avt—S05 270 v 7458,
a—WIIREEED Web Ul lcu 74 » LT,

(i) ZourgA4rGRTIE, FOT R a—FREo TV A RO H Ao A U 7 2560 EHEFE &
A yt—) ﬂ«%féhiﬁm F2, T I9AT VAT LT-B%ICERE S NDAEA Y A MBS E
BanHms., BERoZEENFOY A NORUREHICT 78 A TE$£7,

TTITAT VARANLBME LR T D HETED L IIThoTVnEIZD, 2—HiE, HODE S A—
A YT AGEOEBD AN BN EZETHZERNDHVET, i, HEOBEBTA—NL T KL X%
AL T 2—FY, HEOARLBEMEZETHZER¥b0 T, EEoBML. =1 V7 AfHiE
BEEEZERA L C—H0oREZB S ENTEET, LDAP —RNERRIT 7T 4 Tz A ) 7T ARE
I Y —BREINTVWRVWEAIX., [EFHT 77417 A (Management Appliance) | > [ VAT A&
# (System Administration) | > [LDAP] EEBIRLT, LDAP H—NBRELZA VT AHEE I =Y —
AMY U T EFRELET, SHICOWTIE, Ty Fa—F D700 2N L EMBEEDORE] (P.7-9)
EHZRLTLIZIN,
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| g7%

Cisco IronPort /S LFES D EE

ATFvFT1

A7y 2

ATvT 3

ATFyv7 4

AFy7T 5
ATv7T 6
A7y 7
ATvT 8

AT9T 9
ATFv7 10
ATv7T 1
ATy 12

AFvF 13

FIR

X2 VT4 ERT STAT AT, [T 7747 A (Management Appliance) > [ K%
P — B Z (Centralized Services) ]>[ A/ AWREHEE (Spam Quarantine) ] ZEIRL £,

[Cisco IronPort A /X AFGEEEDF E (Cisco IronPort Spam Quarantine Settings) |2 v a > C[&E%
fmte (Edit Settings) 1 %27V v 27 L7,

[ AR 2@En %= B 2029 5 (Enable Spam Notification) | F = > 7Ry 7 A& AN LT, A/ NA@H
BAR—=T M LET,

WHIO [EELT VA (From Address) | # A LET, 207 FLR%&, a—YFOEFA—NL 7T
ATV RTHR=FENTWD [RTA FYRAR ZBNTH2ZEHTEET,

WEO [14 (Subject) | ZAHLET,
NAB <A XFTHBHO [ZA v (Title) ]2 AN LET,
[77 4/ hERE (Default Language) | ZER L E T,

Ay —VARLED AL~ A X LET, AsyncOS Tlx, A v =Y ARLFHAEIND L, Hx DT
R =PI L2 EZEOEIER SN2 N OND A v =V B HEN I R— S TWES, =&
Z1E. %username% (¥, LD —F~DBANEREIND & 2, BEO—TLICERSNET,
PR—=FSND Ay E—VERITIT. ROLDORHY £7,

o [HHA>YE—T% (New Message Count) | (Y%onew_message _count%) : = —HFDxHEO R 7
A PBEOF LN A v =V DR,

o [#AvE—T% (Total Message Count) | (%total _message count%) : = N = —HF@#ENIZ
HDHZDI—WHDRA vE—TY Dk

o [ AvEe—UHREHM (Days Until Message Expires) ] (%days_until_expire%)

o [ F@BE URL (Quarantine URL) ] (%quarantine_url%) : A/ SAEEECw 740 L, AvE—
% FKaT 572D URL,

e [Username] (%username%)

o [HHIAYE—Y—F (New Message Table) ] (%new_quarantine_messages%) : FREfEFEIL N IC
HHZDA—YHOFLNA Yy E—VDY R |

INHEDAyE—UEEIT, [ A v E—IYARL (Message Body) | 7 4 — /L ROTF A MNICEBEAT
LT, AvE—VRLHATEET, HIWVIE, BEEHFATIGMCI—YVERELTHO, 4
M [ Av¥—I %% (Message Variables) |V A2 FNICH I EROLH T2 v/ +52 L TEE
‘j—o

Ayt —UX HTML, 7% A, £/ HIML/ 7% X ) &@&RLE T,
NGV AT RUVAERELET, AU VAINZBHE, 207 FRLACEEFEENET,
VNG U T, B2 7 FLUATHUL LDAP 2 —HICEE SN A v =V a2 HAETEET,

WA 2—VERELET, BHEZAIC—E, #IC—E, $7203mA (FAOAR, FRI3BEELE
OT) ORTELEEMICERETA L) IR ETEET,

EHzXRE L, RFELET,
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IR A—YOt—TURMTAYI YR EEEDRTE L EE

GE)

TUR AP EsE—T VAL Tay s Y A ROIEREFFALT, AS5L LTART5E
A= Ay —TEEVEOICHIETEET, E—T7 VR MNCEoT, EESNEI—PFB LUK A
AUMOEDA—=NAPANRKE LTI NRNEIICTEET, Try 2 VAT, hox—FB X
RRAALVINEDA—IVPNEICANRAE LTSNS LI LET, =7 VAN TuryZ R}
BHENA XA —T s d &, £ R a—HiF, BOOBEFA— NV THT7 MIRLTE—7 U R
heomryZ A NEMRTEDXLIITRDET,

=T UVRAIRT Ry YRMERELTH, AvE—VIZHTEHVALADRAF v R0, AR
LizA— L R v —DEWEE X v —URNlT0E I nOHEIX, EF ANV X274 777
AT VATEITENET, E—T VA FDAUR=DEREENTZA v E—VOHE, tho A% v @
FEIZHE > TERE I NRWGEERH Y 77,

2—PRE—T VR EF Tyl VAN NI EBENTHE, 2O MU EXR2 YT o
BT T I7AT VA LEDT = R—RREE SN, BETETRXTO BETA— N X2 T 4 777
AT VAT, EFRICESFBLORBINET, ROz NI, E—7 VA eTrY 2
ARNOEEET —HZX—=2DM | (P.7-13) 2R LTIV, T—FRX—=2ADNy 77T v 7Dt
MZoWTiE, TBE—=7 VRN TayZ VAN T—EX=2AO Ny 77 v 7 L) (P7-15) =&
LTL7E&EN,

=7V 2T ry IR NME, R 2a—PIlk o TERBEIOA YT RAENET, 2771,
ZOBEEEARX—T ML, TRy Z VA MO MIIZ—HTHETA N Ay VOREH
EERETDOIEHETT, E—7U X &7 w27 U X M Cisco IronPort A< AR BE# 45
7o, BE OEMEIX, o7 U FARAFREICOELSINE T, BFA N AT TFTA LU TAyE—
UNETA N X2 VT 4 v XV X ZERET ARNCHAET HUIIESNT, AvE—URT
FANRKENAXY VEAXFy S THZENRHDET, Ay e— V0BT 23EMERICOVWTIEL, B
FENDETFA—N X2V T 4 TTITATVADY=a T VERIIFT L TA 2 ~LTD
[Understanding the Email Pipeline] &ML T 7230,

T ZIE Ty FARL A%y U &2 AFX Yy 7T 5512 HAT T TAccept] A—/L 7m—RY v —%
BETDHE, ZTOV AT —ETA—NEZZETI =Y TIE, BoOE—7 VA Ty 7V RARD
BRELETDY AT —ETZEEINTZA—MZEBA LWL HIZ2 0 £4, FEEC, —HoXvykr—U%
BEIZONWTT UVTFANRL AR Y U EAXy T THEA— AT — R U—%ERTD L, TNbDx
FFIX, BOOE—7V A T oy 7 VA NORENEHINRL 2D 9,

=7V AN/ Tury Y RAN XAyE—VOREOFMIOVWTIE, =7V A eTrY 7 UR L
DA v—TEME] (P7-14) 2B L TLE &,

X1V TAEBTISFATUVRTODE—IVR M TAYI )R DA R—TLEERE

ATFyvFT 1

AFyvF 2

=TV AN/ Tay s )R MERE A X —T LT BRI, 77T A T AT Cisco IronPort A /%A
WEEZ A 2 — T LT D ME N H D £3, Cisco [ronPort A/ S ABHED A Rk — T WAL D FEMIZ OV T
W, THREFR 2 R AREEORE] (P7-2) 22 LTLIZE0,

FIg

X2 VT4 EBRT TS ITAT AT, [BBT 7747 A (Management Appliance) | > [#E4% B
#—E 2 (Centralized Services) ]> [ A/XA[7EHE (Spam Quarantine) | 21BN L E7,

[End-User Safelist/Blocklist] €2 v 2 > C[£%) (Enable) |27V v 7 LET,
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ATFyvFT 3

ATv7 4

AFvF 5

ATv7 6

AFyFT 7
ATFvFT 8

[ Fa2—% &—7URX L/ 78rvr A (End-User Safelist/Blocklist) | £27 > a > T [
(Edit Settings) 1 %2 U v 7 LET,

[ Fa—Y =70 RN/ Tavyr U)X MEBEZHEZIZT % (Enable End User Safelist/Blocklist
Feature) | F= v 7Ry 7 ARF NI TNDH I L xHERLET,

a—H L DRERY A MERMAERELET, ZOMEIT, 2—FRNERFNLOE—T VX N/ Tay s
UAMIEDBIEDTEDLT RLRE RALVDORRETY, F 74/ M 100 T,

S

GE) =2V TLDVARAMNZUMNIEKERELTDEE, VAT LORT p—< RAZEEEBLH 25
ZERDHY FET,

aegos THS

5

FHHEZRIRLET, ZOEICEST, AsyncOS B AT AIZHD BT AN ExX2VT 4 T
FTATVADE—TYAN/ TRy 7 YURANT—FX—2ETHTHHENRRED £, M10, M600,
BELEM6S0 7T I7AT L AOT 740 ME, 2R Z L TF, M1000 BEZMI1050 777 A 7 > A
DT 740 NI, 4 K Z & T,

EHzXRE L, RFELET,

ZOMEOTREFIEYSR—FTEL), BF AN X2V T4 TTIAT UV AEZRELET,
[(BEFA—N EX2DT 4 TTIATLATOE—7V AN Ty 2 Y oHE] (P7-13) 25K
LTL7EEW,

BEF AL X2 T4 FISAT7VRTOE—TYR M TAYI YR OEE

ATFyvFT 1

ATvT 2
AFv7 3
ATvT 4
ATvT 5
ATv7T 6

BHHEDBFA—N X2 VT4 TTIAT L ATE—TI AN/ Try 7 A NOBREXITHIC
. FENFNOEAA =N X2 )T 4 TTFIAT UV ATROFIEEZFZEITLTLIZE N,

FIR

BTA—N X2 VT 4 TTIAT AT, [EF =Y T 4 ¥—E R (Security Services) | > [F A
N A[@EE (External Spam Quarantine) ] 23R L £,

[E%RE (Bdit Settings) | RZ %227V v 7 LET,

=T VAN Try U AMERBREAR—TNCT DT =y /Ry 7 AR RIRLET,
Ty ) AMIGEENDIEEENLDA v —CZBHET 20, HIBRT 200 28R LET,
EEEFEL, RIFELET,

BHAROBFA—N X2 VT4 TTITAT7 AR LT, ZOFIEEZHEVRLET,

T—JYRFETAOYHI VR MDBREET—EFR—ADREH

X2 VT A EHT T IA T URAEERT DL, RIS, TR TOEERRT SI9A4T7 L ATE—7
AN T7uay VAN T—E_X—2A%RPTDLLENTETET,
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$T7E CiscolronPort R/XLRHEDEE |

GE) ET—7VAN Ty ZURANT—FR=2A%RPT B, E—T7 VAN Trv 7 U R MGEEZA
F—TMMEL T, 2 b 1 BOEBMRT I IAT VA% X2 VT 4 BT 7T T L AITIB
M0 RHY £, BENBRT 7747 0 A% BINT 5 FEOEMCO NI, EHESRT 77
AT U ADBIMZONT] (P2-12) 2R LTIV,

=7 VAN Try 7 VAN T—EX—2A% T HIE, [BETTI74T A (Management
Appliance) ]> [#EKEH Y — A (Centralized Services) | > [ A/SAB@EfE (Spam Quarantine) ] <
VT[T RCOT T4 7T A %[AH (Synchronize All Appliances) | R¥ > %27 Vv 7 LET,

EPEHEELZ I L THEEBROT 7947 o A2 ET 25013, BPERLMM L TEBAERTEZR
ETEFET, EPEFRLMLEHLARVEAIT. '?:‘/‘/F'a'ﬂf“%&tﬁ)*éébfb\é LEFETHRTE X
\?AO

FTP 2 L TCT 7T A TV AT 7B AT B HFEOFHEMIONTIL, A TIPA v H—T A A
BLORTTIS5A T AZA~DOT7 72| (P1) BFRLTLEE N,

—2YRMETAVIUR MDAy E—DERE

=TV AT I VR NEBARX—TNITDHE, BTA—NEX2VT 4 TT 747 AR,
TUFANRA ARy VOEANIE—T7 VAN TRy VAN T—Z_XR=ALBELTAYyE—U%
2Fx ¥ LET, TTXI9AT AR R a—PFov—7 V2 N/ Tay s )2 NREC—BT L%E
HELIIRAAS VERELEZEE, E—T VAN Tyl VR NRENERDIZEENEEIFLET D
L. ZDAvE—ViIInEIEINET, X, BEEXDZEEA LEZEEB OWMFIZA yE—T
EEELIEELET, ZEHEAOE—T7 VXA NMIFEEFEEX O NIRHYETH, ZIEHEB O
=7V AL Try 7 VRANIYL, ZOREFEEOZ NIRHY EHA, ZOHAE. AvE—TIF
2O0MDAyE—VID T2 ODRAyE—VIZpElEhET, ZEHEAICEEINTA vE—VITIE,
X-SLBL-Result-Safelist ~v 5 —IZ L > T, =7 U R MIBFEENTND W) ~v—7 BT HILE
T THUCED, TUFRARARAF Y UBAFy TINET, ZEEHEBICAETHNTEA vE—VIF,
TUVFANRAAX Y TV TAXF Y U ENET, TOH, EHLLDA Yy E—UH LT T A
(TvFUANRARAF Yy, 2Ty RV —RE) 2HITL, REISNTNDLTXTOREITHEN
£7

Ay —VOREEELII AL BT ry 7 VA MIEENDLHE. BRIEOEEL 7uny 27 U A b
TrvarREILLTREYET, E—T7 VA FORMBEOHE LRI, E—T7 VAN Ty
ANREORLDEBOZEENTFET DL, TOA Y E—VERHLET, HHLILAYE—VD)
HT7uy 7 YA MIEFENLGDE, Try 7 VAN T 7y a VRECGSCTREESh D Fr v
ShET,

(¢3) Ty I VAT Iy avid, BFA—N X2V T 4 T4 T 2 ADHNEBANLGEERE THRE
LET, e 0Tk, MR B2 AR 7= O DE S A—N X2 VT 4 TTITA T AD
HEl (P7-6) &ML T EEW,

Ayt —VERRHET LT ey 2 UR N T2 a B RELESES, AvE—J3AF Yy En,
BRAICRE SN E T, A v b=V 2RI D L1 7D/7)7<I\77/a/%: HE LIS,
=7V AN/ Tyl YAN AFYUOEZIZA vy E—VIFHIBRSNET,
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T—2VRAKMNTAYHGYRF T—ER—ADNYI Ty TEER

GE)

ATFyvFT 1

ATFvF 2

ATFvFT 3

ATv7 4

AFyT 5

=T VAN Tay I VAN T=ER=2ADONy I T v T EMEFTEDLLIIC, X2 )T BT
TIATVATT—EX—=R% csv 77 ANELTIRIEFETEET, esv 77 ANV, 7T IFAT R
DREVKBMEND XML a0 7 4 Xal—vary Zr AL EFRICRESNES, 7754 TR
BT STV RTLGEE FREFVAT A Y Ny T U= REETT LA, T, B—7
VAN Ty Z AN T—=FX=R% csv 77 ANy 7T v 7T H0ERHY 7,

SV 77 ANERELTCNLT vy r—RKT25L, fAOZ R a2—FOE—7J A MBLNT R Y
JUYRANEERTEET,

FeBR=2AERNy I T v TTBE, TTIAT L ACL ST, csv 7 7 A ABRRDOMLBANCHE- T
/configuration 7 4 L7 M UITRIESNE T,

slbl-<serial number>-<timestamp>.csv

X2 VT A BT T IAT U AEZNy I T v 7 T5LXE, =7V A BIOTry 7 URFD
T A R= R RN BICEDDLINEIDEBIRTEZTT (X2 VT BT T IA TV ADT—HD
Ny T w7 (P14-7) #5RLTITEEN,

FIR

X2 VT4 ERT TTAT AT, [FHTY 7747 A (Management Appliance) |> [ AT A%
# (System Administration) ]> [ &~ 7 4 /L (Configuration File) | # 3R L £,

[ Fa—F =TV RN Tay 7 JARr T—HX—2 (A XA[RHE) (End-User
Safelist/Blocklist Database (Spam Quarantine)) ]| &2 v a > E TR/ r—/L LET,

T—HR—=R% csv 77 A NNy I T v I T HI0E, [5T <3y 27T v 7 (Backup Now) ] %72
Uy s LET,

[VA 792577 A N%EER (Select File to Restore) | %27 Vv 7 LT, T—4_X—2A&H\E L LET,
TTI7ATAIZEY | Jconfiguration T 4 L7 MUIHRESINTWDEI NNy I T v T 774D Y R
FARERRINFET,

BT 28—V RANTay 2 VAN 2T v 77 ANERIRL, [VA LT (Restore) | &7
Vo7 LET,

T—2JYRFETOYHIYRMD CS TV aA—Fa 25

TR a—WE, BoDE—T7 VAT VR MNEEELET, BFHEN, = Ra—W¥ T%h
7y MIZEOZ—YFOuTA L ENRT—RTalA T HE, 2 Fa2—FDk—7J X ET
X7 mryZYURANMITZ7EATEET, £0F, BHFETE—T7IV AN Ty VRN T—FR—2X
DRI T oT N=VarzZyrua—RKLT, @Alox—Fo ) A NERETEET,

=7 VA T VA NIETAMELEZ N T TNV a—T 4 7T EHEDIC, nd Ty ANVE
TEV AT A T I— e pRTEET,

BIA—N Ay E—URE—TIVARN TRy ZIVAMNREZL- T RYZ7ENDE, ZOT 77
U ISQ logs F/FT v FARL BT Ty AR FXF T INET,

77— NI, TER—ABRERELITEH SN, T _XR—AOEEETE—T7 VAN T
By 7 YVARNPREADFITICEBN T I —BRELZY T EFREINET,

T I — FOEEMIZIONWTIE, (77— hDEH ] (P.14-33) 2L T E&E W,
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oz 77 ANDEMRCONTIZ., F 155 (eX 7] 28R LTLIEEN,

IVFKFA—YTDE—2UYXR LUV TAVYI YR MOEH

TR a2—HE BELEEEENLDOA vE— V2 ANRAOHENLRNAT D7D, BE—7 U R
%%Wﬁféiﬁoik\%Ebt%%%ﬁ%wfyﬂ—y%#mxﬂA&Lfﬁﬁt Wz, Tavs
MefEfCTEET, ez, = Fa—WFiE, ZELELKABAVWETA—NLEA—Y T JRX L

w% BT2HEERHVET, ZOXEFEEEZ TRy 7 VA NMIEBINTLE, ZOEEENLDOETA—
Ay E—UNREESRRNL IRV ET, —FH, U R =¥, EEREEEILOBT A —
b A& — Cisco IronPort AR ARBHEIZIEE SN TWVWDE Z LIZRDSE, ZOBTA I A vE—
UNANRKE LT EINZNEIICLTEZWNWEBZDZENHD T, TOBREENDL DA — LI R
ENZNWE T AT, 2—FDk—T7 U A MIEEFEEBMLET,

N

GE) ®—7VANTuvZ YR NREF VAT LEEENE ﬁé@“éﬂﬂ@;&ﬁ@%%%;fia“ &z
X, B—7 VXA MIBHEINTND A vE—T8, W%/vxllﬁ@&#lllﬁént . ERIEEHEAE
Lo THENBEDEF A=/ RY —ITHEHRL TR ST S Z85E. @%/k VILELE
EhEthi,

t—JVRrETAYI VR IADTIER

HMPmﬁiti%~wT/7X(WMPitiHP)m&%ﬁ%bf?ﬁﬁ/%#mﬁéﬂél/
Fa—#iE, =7V 2T ay s R MIT 72T 57202, Cisco IronPort A 3 AFGEED H 4
DT H DY T m74fﬁéﬁgmkbiﬁo_n6®l/hi % T WAL A S AR A T
Ay =V 7 EALTWVWAE LTS (ZOEAIE—MIZ LDAP SREEE 7213 A — LR v 7 AER3E%
PVELELERA), BT AT Mol A4 LadniEe F8A, =0 F 2—VRIEN [ L
(None) JICREREINTWADEE, = R a—HiF, =7V AN/ 7ry 7 VR MNREILT 7 AT
DECESOT U Mu A4 T H0EETHD EHA,

t—DJURFBLUVTOVIYRRADI Y MY DEM
T hY (APv6 7 RV RAZHHT b0 aET) 28—V AN Tuy 7 )X MIBNT S L &I
X, ROBREHLEHTEET,
e user@domain.com
user@[203.0.113.15]
user@[ipv6:2001:db8:80:1::5]
e server.domain.com
e domain.com
[203.0.113.15]
[ipv6:2001:db8:80:1::5]

TR a—PEF, AUEEEELEIRAA 2 E—T7 VR T ry 7 U R NOMFIZFERIZITEM
TEE¥A, L. b‘?)'é RASL v 2E—T7 DA MIBINML, 2O RAAL VTR T 52— E2 71y
VA MIBIMLESE, MO —AREAINEST (FOHAEbRETT), e = F
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Z—WN example.com ¥ —7 U A MIBIL, george@example.com %7 727 VA MIBMT 5
L. T4 T ALK, example.com NHDTRTDRA—) L& ANKNE I DAF v o TICHEAME L
F 305, george@example.com 126 D A — )V [FANLE L THUB L ET,

T2 R 22—, .domaincom DX I X EFBH LT, V7 RAL L O#PAZHFRI LD, Ty
JLEVIETEERA, 2L, = F 2—H%%, server.domain.com D X 9 22 LT, HiE
DRAA L HRPRIC T 0y 7452 LIXTEET,

-2 )X FORE

Ty R a—FE, KD 2 SOFETEEZEFE—7 U X MEMTE 9, Cisco IronPort & < A [
Do, IIT7T74 9N a—F A F—T x4 ADH EICHD [ a (Options) | A=a—%7
Uy 7L, [E—7 U AL (Safelist) | ZBRL T, FHTEEZFE2 -7V R MBNTEET,

BIA—L T RURELERAL 2 2 MGEML, [V A MCEM (AddtoList) 142V vz L
E

T R a—H%FE, A vE—I0 Cisco IronPort AR ARREEIZEEENR TV TS, FOXEEZELE—7
VA MIBINTEET, BEDEEENDD A v E—7 Cisco IronPort A S ARREEICHIIES N TV 5
Bh, T R a2—WEEDA v —VORICH DT =y VT Ry 7 2% AL T, FryFZys A
Za—26 [V YU —RALTE—7Y R MIEM (Release and Add to Safelist) | ZiEIRTx E 9,
FRELIEA =N DT Na—FREFLERASy X =W LbE—7 U R MTBEMENET, K
ENTZA =T, FNUFEOETA =NV AT T4 VHNOEES 2 —OUEE AX v 7 LT, 58
X a—~EHEESLET,

(F) TUFRa—FE, ARAEHA v E—VEEALTA v — V%MK T 22 b TEET, [A/RAT
X7y (NotSpam) (V> 2 %27 Vw7 LT, FFEDAvE—VEMKLET, EEEEZTZ VK 22—
POr—7 VR NMIEBMT AT varbhH T,

Ty )R FDOEE

TR =L, Ty JRAMEERALT, HELLEEEENLDA—ADREEINBZNEIICT
TET, REHEET R Y7 YA MIBNT2ICE, = F 2 —FREEE2 S [ 472 3 > (Options) ]>
[7ry 27U XK (Blocklist) ] Z@RL E7,

T R a—FEHENS, 74—V RICEFA—L T RLVRERIZRAAL E AL, [V X MIEM
(AddtoList) 1227 U v 27 LET,

FBAA—N X2V T4 TTIATRE, 7y 7 VA NNOT L P E—HTHEBFA—IL T K
VAEFRIZRAAL U DEDA =NV EZE3THE, TOA=)VEANRLLE LTORHELEY, 7y 7 U R
N7 7ya rBREISEU T, TOA—VIHIBREZIIBEE S 5,

Cisco IronPort R/ \LREERDA v E— D EE

Z 2Tk, BHEE D Cisco IronPort A XARREEN D A v — T2 EHT L HEICOWTHBHALET, &
HENFEEZ RRT 28568, TORBERICEEZENIE2TXTORA vy E—VEHHATEET,
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GE) Avb—VhrRRBIVEHT A I 74N 22— L% —7 =4 A%, Cisco [ronPort A /X AFF
BT 7 8AT D2 Ra—VPHOLDO LIV LERVES, = Fa2—FRADTF7 7 4 IV 2—F
AV H—=T oA AZONWTiE, = K 2—% L LT Cisco IronPort A/ XA[RERICT 72 A L, AT
A ST EZRLUTITEE N,

EERE & LT, Cisco IronPort AR ARBEEND A v 2= IZt LTIROT 72 a v &2 FATTEET,
o Autb—VDOFER
o Avk—YORMUE
o Ayt —YOHIKR
o AvE—VDMHR

Cisco IronPort A/\LIEEERNTD A vtE—PDBE
FIE

ATYT 1 X2 VT 4BHT T ITAT7 AT, [A—/L (Email) ]>[ A vE—TV OB (Message Quarantine) ]
>[ A3 L[EHE (Spam Quarantine) ] 2R L £,

AFwT 2 [A/3L[EEE (Spam Quarantine) ]V v 7 &R L £,

AT7F9T 3 WETH—LT, BRRTDIEMEANLET, BEEOH, FLFBEOENOA v E—VERRTEE
To FlFI. v F—=TAarEs )y LT, BAHIAZ®RRTE T,

ATy 4 AT arT EHAT FLA ZWMAT FLA, AvbE—UHFAOT XA PXFHIEHEELET, A
NLTEPRERRICEEND, GEALRV, R e &, kL % KRERL -BoVFhirziEiR
LET.

AFYT 5 F7valrT, mR_u—TZEEERELET, AWLEEMBRERICEEND., GEnn., &
e —%, KL KREL—HFZHOWTNLZBIRL £,

TrR_r—7%fEHLIE, TRCPTTO) SMTP 2w RTEHRSNTWHEFA—N A v E—U%(F
FEDOT RLVATY, =o_Xn—7%(F41%, Recipient To] 7 KL A F721% [Envelope Tol 7 KL A
EREENDZ b B ET,

ATFvFT 6 [#FE (Search) 122 VU7 LET,
MRBRMIC—BT DA v E—INX=TD [ MR (Search) | EZ v a D FICERRINET,

REAYE—DDRE
Cisco IronPort A/ S ABEENIC KED A vt —UBNREESINTEY . BMBRUEIES ERZINL TR
Yia., MBEREREOFRICEERINPNDE R0, 72 —REA LT U RNTHIERNHD FT,
TOHE, MREFIEITTINE I DHERINET,

GE) KREOMRBRERICEBFETTIE., 7T F9A TV AORT 4 —< L ACERBELEZ L2050 F
ﬁ—o
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Cisco lIronPort R /\L[GEERND A v E—DERR

AvtE—UDY A MIEY, Cisco IronPort A/ SARBEEND 2 v B — U NFRINET, 1 X—VIIR
RENDA v E—VOEERRTEET, VZ7LRHLEZY v/ 35281280, £REY—FTE
FT, BEATLAABLEZZ Vv 558, V- MOEZKEIETEET,

Ave—VOW4%E 7Y v LTAyE—VERRLET, ZHICIE, KL~y F—NEGEhET,
[ A=Y O (Message Details) | ~X—I2id, A v &=V DR 20K NEREINET, A v
T—UNENLY BEWVWEAIE, 20TV EOLNET, XR—VDOTEHICHH) 7% 7Y v I T
HE, A=V OKY O BFRRINET,

[ A v =0 (Message Details) | ~— 225, [HIFR (Delete) ] 23R L T A v &— T & Hlkk
L7zh., [VVU—2 (Release) | ZBINL TA v —VZBEEN OB LIZY TE XY, AvE—T%
BT 5L, FOAvE—VIIREINET,

HTML #* v t— Y DORF

Cisco IronPort AR AREETIX, HIML X—Z2D X v —VIFIEPUTEREINE T, 4 A —VIFFERE
nEEia,

HElEIhf-AvE—CDERTR
Base64 THHILS NI A v E— Vi, HELSNTHLRRSAET,

Cisco IronPort A/ \L[EEERD * v tE— DERME

A=V EBEDORDITHBET 5I2F, Ave—VOBCHrF 2y 7Ry 7 ZA&ERLT, [V
JU—2Z (Release) 1427V v 7 LET,

NR=VIZERINTNDTARTOA Yy E—VERIRT 5103, ABUITICH LT =y IRy 7 R F v
LET,

fEf SN A v =ik, ZNLUBOBETA—N SA T T4 VNOEEF 2 — DR EAX v 7 LT,
side = —~EEER ET,

Cisco IronPort X/\LEEEN LD A v t— T DHEI

Cisco IronPort AN ARREECIL, FEE SNZFFHRICA v — VPN EHBITHIR SN K2 ICRETE
7, Cisco IronPort A/NXA[REENS A v —T % FEITHIBRT 2 2 & HAMRETT,

ERID A v =V ZHIBRTBI21E, BIRTAA v E—C0RIChEF 2y 7Ry 7 A4 LT, |
HIBR (Delete) 1227 Vv 7 LET, X—=VICRRINTVITRTOA v -V ZEIRT HI121%, A
HULITICH 2T =y 7Ry 7 2% 42 LET,

Cisco IronPort A/ X ARBEENO T RTO A v —VZHIRT D%, [BEET FI74 T A
(Management Appliance) ]> [/ BEH—E 2 (Centralized Services) ]> [ A/ NAMFE#HE (Spam
Quarantine) | X—VNLREEZ T 4 E—T7 I LT, RSN D [ TXTHIER (Delete All) ] %2
Uy s LET,
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= CHAPTER

E£HRYO—, Y919 ILR, BLUT7HRTL
1 9 bk

MERIRRBEOMEZE ) (P.8-1)

(RYv— UANAR, BEOT Y NI LA 7 RHEOER) (P.8-3)

(RYv— UANZ, BEOT Y NI LA 7 REEOER]) (P.8-9)

[RYY— UANA TURNT LA TIREEND A v —2 O#EFE) (P8-17)

SRRt DBE

BIA—NEXF2VT 4 TTIAT L ALORED T 4 VF, R v—, BLOAF ¥ VEAIEICLD
MBS NTe A v —D0F, ROERICMH A T—REMICRE T 2 DICEEBNICELS 2N TEET, v
AaPaALFrY X a )T 4 BT TSI T AOEEDBET AN X2 VT4 TSI T VR
PO OREEEENTEET,

EHRIREE TR O & 5 RRERH Y 97,

BHOETA—N X2 VT4 TTIAT U ANLRHEENTZAvE—V% | ST CEBETEE
j—o

REES N7 A v E—1F, DMZATIERLS 774 T U4 —VOBFRIRGEIN, EX=2UT 4V
AT EWH LET,

X2 VTF A BT S ITAT UV ADERO NNy 7 T v IO —E L LT, ENREET Ny 2
Ty T TEET,

WO 2 RO Z R TE LT,

RV —, UANVA, TUNT LA 7R

TANAKERAR YV BIOT U N T LAT T4V ZOELELICHLEHORHENALD £9, A v
= TuNEY T ar Ty T4 R ) 7 BEOT —ZIRELERY o —THRE SR
A=V EREFETA7200R ) —fRMEER L E9,

ZOAUN =13
% 7 % [Cisco IronPort A /S ARREEDOEHL | Z#2L T7Z2& W,

BIERICOWTIE, BF AL X2 UT 4 TTIAT LV AD<=27/L® [Quarantines] DE%
ZHRLTLLTZIN,
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H8E

BHERYS— VIR BXKUFY LI LL I REE |

T Y

PRt DI 4H

Rt 2 1 T

Pt

T4
FTIEY
ATLT
EREh
Bh

i

e

oA LA

7 A JVA

Yes

TANVAKFELZ N2k »T
HESNTZT-D, v VU =T %
EETIAEEOHD A vE—
CERELET,

TUNTLVAY

T NI
4

Yes

ANRNETNI~L T = 7 ORBE
MRS T T N T LAY
T ANZIZ Ko TR Sz
AvE—UEEELET,

HY -

Y o—

Yes

AvE—Y 74N E, arTv
Y T4 F, BLODLP Ay
- T a ko THRE
ENTEAE—VEREELET,
T 7N N DR Y > — RN E
BRENTWET,

Yes

Aot — T4V E arTv
Y 74 NE, 721X DLP A v
t—Y T arTHRESNE
MEEEAHIR SN TV B EE DR
Aye—TERELET,

ZOREHTIE DT 4 M EFETIE
Aok —U T I7varizbEY
WMTHZ LI TEEREA,

(B 57 TERK
L7=RY
> —BREk)

No

Ayt — T4 E arTw
Y 74 F . BLXODLP A v
=T 7 varyTRHATLE
DIHERT 2R Y o —FREgE,

[RY—, A
WA, BLOT D
r 7 LA 7 REEED
B (P.8-9)

(RY>—, A
VA, TURNT L
A 7 RREERN D A
=T OBES
% (P.8-17)

AN

AN

Yes

Ay —VOZEHEEIITER
FNVLVE 2 —F5720DZ AN A
Ay—UFFP AT B A
WA A=V EELUET,

% 7 % [Cisco
IronPort A /% AFg#ED
HH
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| £8F& HHKRYS— 9MILAR. BELUVTI T LA YRl

RYS— DINR BLUVT7 I T LA I RBEDOEHN

RYS— DAILR, BLUTY T LA VRBEDER

FIF

B

ATy

THHOBF AN X2 VT4 TTIAT U ANDMZNIZHY ., &
X2 VT A BET S IAT VAN T 7 AT 04— NLDHRIIHIES
W, 77 I9A T UABRERNFRY v—, UANLA BIORT U RN T LA7
MRt — 2 AR TEDL LT 7 AT U —VNOKR— & E
7

18 C 17 74 7 0 4 —NAEH ]

ATy7 2

X2 VT 4 BHRTSIAATUAT, ZOMESENZLET,

v X2 VT A BHT S I9A4 T ATD
LR —, AR BIOT Y
N7 LA T REEED A 32— T Ak
(P.8-4)

A7973

X2 VT AEHT T ITAT AT, HEANRNLRINT « 2 7 gz
DY TET,

[ 4 27 MEOEH] (P.14-56)

ATv7 4

(A7 ay)

o MERBETEX2 VT A HBRT T I747T L RAZEHNRY o —IREHE
ZAERR L7,

o ERUANABIOT Y T LAV IREEEZRE LET,

BITORNC N OORELEHET 2%E. THEMOEFA—L X2

TATTIAT AORFHEZSZRTEET,

N AL LBATORET LB WL R T2 2 &b, £ EBAT

DEICTRBENERL SN D L OICTDHZ &b TEET, BITHICER I

T _RTOMRBEILT 7 40 FRETT,

0 — 71 L DI ORE TIREER 23 F U T b EBAMRBE TR F S EE

Aoe

(R Y v —EEEDOERL (P.8-12)

ATy75

X2 VT BT S IAT AT, BHTIEBEF AN X2V T 4
TTITAT R BINT 20 BIMNERT 7 T4 7 ADEREHY —
E2ANE [RY o— UANVABIOT Y M7 LA 7 REHE (Policy, Virus
and Outbreak Quarantines) ] 47"+ a v Z&IR L E7,

ZHEHOBT AN X2 VT 4 TTIATVANT TAZEITY
DA BEOLV (vyv, I—T Fld7 72%) BT
TRCOTTITAT LV AX, ZDI TAINOLEDOESFA—NL E¥a
VFra 7794 T U ATHEHNENZ [F)—, UANLABLORT U b
7' LA 7 IE#E (Policy, Virus and Outbreak Quarantines) | Z A %23 %
A EX 2 VT 4 BT 7747 L RATEBMTL28ER’H Y £,

(EHNGEORELA— LT X2 )T 4
TTIGA TV ANDERRY —, 7
ANA, T N7 LA TRRHEY—E A
DiEM) (P.8-5)

AT976

KHEERGFLET,

AT971

X2 VT A EHT TIAT VAT, B AN X2V T4 TTI7A4
TUANBBEFEORY —IREEOBITERE L ET,

(RY Y= DANVA T RT LAY
PEEEDBAT O E] (P.8-6)
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H8E

BHERYS— VIR BXKUFY LI LL I REE |

WM Rus—. 91LR, BEUT7YFTLA I RBOER

FIE TR R

ATYI8 | BFA—L EX2 VT4 TTIAT VAT, EHRY — UA LA, | BENOBETA—L X2 )T 4 7T
BLOT U R T LAV [REESREEZ BN LET, FGAT VAP =T ILD
BE lCentralizing Services on a Cisco

' Content X = V7 4 BEHT 774 T
BFA—NEX2UT 4 TTIATUVATRI = UANA BEDY | 2] oEp, BIcRkOELZBB LT
TR VAV IREEEREFHFOEE, BB LT RTOAYyE—Y |[2x0,

DOBATIZZ D i LT IITRtAL £,

B REEZWIET 5 &¥ bl 7 » [About Migration of Policy, Virus,
and Outbreak Quarantines |
 [Centralizing Policy, Virus, and
Outbreak Quarantines |
27979 EMOBTF A=A EX2 VT4 TTIAT U AEBITLET, —

—EIZ 1 DOBATT R AT LMABEITE RV ATREED & Y 9 il

DBATHET T DRI, BIOBEF A=V ¥X2 VT4 TTIAT U AD

R —, UANVAR, BIOT U NI LA 7 REEEEDCLARNT

<TZE W,

ATV | BT U TR A e L E T [RY > —RREEEDOER) (P8-12)
BATHICER S N7 Rl x. B8 L OWNERREEES 2307 U b InoNEs
fREECOBRETIERL T 74V MRETERSNET,

ARVIN (Aot — T g ar Ty TyNS BEODLP Ayt —V 7  BEVWOEBTF AN X2 VT4 T
7 v a UNERMRBEOATI CEBIMICEH T RWIGA, BEVWOE TAT VAP T A v ~VTEII
A=V EBFX2 VT4 TTIAT VADINLDORELXZFHTELH LE |2—F A RORAvE—T 741 H,
7 arFeY 74 NE BEIODLP Ay
VIASRETIE, TANIBEOA v L=V Ty v arizory |[VoF V78T PoeCoY =T
TERSNTOIHEAIRY , 7AAFBROA v =Y T vavig |55 B
FFED L~V THBINICER TE £,

ATVIN [ (HE2E) EOT T IA T UABERTERVEA, VI —2&RitAy |V U —REh Ay — 2 0ET %
TV EUETLDICE AN X2 VT 4 TTIAT U RAERRE RET 7747 o ADHE] (P.8-8)
LET,

ATYIB (B2 F L =Y o VCERAERETORA, BEOHIETT 28 A% |[HAX K 2—H u— L OB

RETLBENDHY £7,

7 AOFE] (P.8-8)

LX) TFABEBTFITISATUORATOEHNRY O—, 94ILR, B&LKU7
JrILAORBEDA R—TILIE

(X L& BRI

[RYY—, UANLAR BLOT Y M7 LA ZIREHEOHEN] (P.8-3) ORI INT ZDOFIEOFTE

TOFMEZTNTET LTSN,

X2 VT BT S TAT AT, [FHT 77 A7 A (Management Appliance) | > [/ E B

H#—E 2 (Centralized Services) 1> [HR VP —, VA NABLIOT U b7 LA ZEHE (Policy, Virus,

FIR
ATvTA1

and Outbreak Quarantines) | Z 3R L 9,
AFYF 2 [FH%) (Enable) | %27V v/ LET,
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| £8EF H£#HERUS— YMLR BLUTY T LAY Rl

RUS—, 94 LR, BEUTYI RIS smHEOE#% N

ATFYT 3 EBEFAN VX2V T A TTIAT LV ALBIETAEDA =T oA AL R = 2RO X I IZHRE
LE9,

o INLEEETLHEMBRVIRY, 774V hOBRREZZITANET,

o BT AN EX2YT 4 TTFIAT VAR R 2 VT A BEHT I I5A TV ALE LRy NU—2
WCIFELRWGEA, BHEA VI —T oA ZAEMHTHIMLERD Y 7,

o TFATUF—NTHWER—FERUR—FE2FERALET,
AFyF 4 [ (Submit) 1227V v 27 LET,

ROEX
(RY = UANA BLOT U M7 A 7 REEOEX) (P.8-3) WORDRDAT v FIZRY £,

EEMNBEDREEFA—IN X2 UTa FTS3AT7RAANDEHRY) O—,
DAILAR, T RIT LAY REY—EXDIEMN

TRCDBEF AN EX2 VT4 TTIALT LV ADTRTORIEOHKA L 2 —2RFTHITE, +
TORMEZERNT DR RCOBF AN B2 VT TTIAT U RAEBMTH I L &R LT
<IEE0,

(X L& BRI

[RYT— UANA, BEOT U T LA 7EEOER] (P8-3) OFIZFHEIN-ZZFEFTOTA
TOFEEZET LI 2R LET,

FIR

ATYT 1 X2 VT4 EFRTTITAT AT, [EHT 7747 A (Management Appliance) | > [ 5E40E B
#— B 2 (Centralized Services) 1>[EFx=VUT 4 777 A 7 A (Security Appliances) ] &R L
£7

RARFWT 2 ZON—VDYANMI, TTIREFAN X2 IT 4 TFIAT U AEBMLTWAEASIZ, kO
FlEAFEITLET,

a. EBEAF AN TX2VT 4 TTIAT LV ADLHIEI Y v 7 LET,

b. [FUI—, UANALABLIOT Y M7 LA ZEHE (Policy, Virus, and Outbreak Quarantines) ] ¥—
EALZERLET,

RAFYT 3 BEIANEXF2VT 4 TTIAT U AZRBMLTORWEAE, ROFIEZFETLET,
a. [A—nNT7I747 ADENM (Add Email Appliance) 1 %27V v 7 LET,

b. [77747 24 (Appliance Name) | B L U[IP 7 KL 2 (IP Address) | 7% Ak 7 41—/
W, BIMLTCWABT T IA TV ADERA L H—T 2 A ADT T ITAT AL ETP T KL AEA
ALET,

N

(¥) [IP Address] 7% % b 74 —/L FIZCDNS 4 & AN L7=BAETH, [%]
IJ3BHE TSITIP T RLRICER S ET,

(Submit) 1 %7 U >

pafl

c. [RUv—, UANABIORT U N7 LA 7EEE (Policy, Virus, and Outbreak Quarantines) | —
EREH LN COBIRINTWET,
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F8E HHRUS— 9MILR. BLUT7Y T LA |

WM Rus—. 91LR, BEUT7YFTLA I RBOER

& A

d. [##¢DOWesr (Establish Connection) | %7 V v 2 LE71,
BB ERDT T IAT VAOEHET I bO2—FRZLNRRAT— K2 AL, [#EROTH
32 (Establish Connection) | %27 UV » 27 LE7,
N
GE) wZrA EREREANTLL, EX2 VT AEBT I T AN E— N T I I7A4T
ANDT 7 A NMEIEDTZ D DN SSH F—NEEINET, v 7 A4 VERERIT. EX=2U T 1
BHT 74T VAR EESNEE A,

f. [HZ) (Success) | A v =V R_R—V DT —7 VD LICEREND ETHBELET,
[%fF (Submit) 1227V v 7 LET,

[RU— UANABROT U 7 LA 7[FEEE (Policy, Virus, and Outbreak Quarantines) ] & HZhiZ
THEEBTA—N X2V T 4 TTIAT L ACKHLTZOFIEEZBRED IR L TIToTLIEE W,

2L VT AINOMDT FI7A4 T o A&BMLET,
ERERGFLET,

RDIER
RV Y=, VANA BEOT U T vA 7 REEOHEK] (P.8-3) NORDKRDAT v IR £7,

R)—, DAIWR, 7ILTLA I REBEDBITDEE

(X L& BRI
o [RYUT— UANA BLXOT U NT LA ZRBEOHELN) (P8-3) ORICHHINIZZIZETD
TRCOFEEZET LI L 2R LET,

s BT mERIIHTHIEELHERICOVTIE, BEVWOESFA—N X2 T 4 TTITA4T A
D~ ==7 /O [Centralizing Services on a Cisco Content EX = U 7 4 FHT 7T A4 T A | O
#? [About Migration of Policy, Virus, and Outbreak Quarantines| OIHZZM L T X0,

FIE

X2 VT4 EHRT T IAT AT, [BHT 7747 A (Management Appliance) | > [#EH% B
H#—b R (Centralized Services) > [HR Vv —, VA NABIOT v b7 LA 7 EEE (Policy, Virus,
and Outbreak Quarantines) | ZER L E 7,

[TV ¢« ¥— RojdE) (Launch Migration Wizard) | %7V v 7 L¥ 7,
BATHEEBIR L7,

Il AsyncOS 8.1 for Cisco Content Security Management 21— A F



| £8F& HHKRYS— 9MILAR. BELUVTI T LA YRl

2AFyv7 4
AFvT 5

AFv7 6

AFyvFT 7

RUS—, 914, 8&UT7YI T oML A

& =R ZOtD1EHR

o TRTOMETIETFA—N X2 T 4 777 |HE) ZoTat AR L TER
AT AN DT XTORAFRY v —FEEEZ 1779 | (Automatic) | SN2 T R TOEMHNRY »—
L%E. PREEIX, BT A— X2l
BLO '\74 217“'744’7‘/10)@ C4

- RO FREE DR E I BIFR 72 < |

o FUAHTORY —[RHtZ T X TOEFA—L & = 4L b ECHE B
Fa2VT4 TTIAT7 A LTR-DOBREICT D EEhET,
e
T BATHRIC T h b ORE % T
BLO THMERHY ET,

FTRTCDEBFA—N X2 VT4 TTIAT VA
A& FF OB — RN Y v —Rltic~— YT 2546

R C4ETORY o —[EHERBIOB A A—N BXa | HAX L BATHI Tl 722 < BAT RIS ERK
VF 4 T7I9AT A ETRRLFEEITHR>TUW | (Custom) | THTXTOEHIRY > —F

TZDEVWEHERT 256, B30 LW RS 5 7
E s T ANV EBRETHRESNE
N ‘j‘o

WIREEO —HEBIT L, thoT X TEHIRT 55 7 ; %
z\?\ 13 i il fafIT L. o3 ZHIBRT 2% BATHRICZND DR ELEH

e TANEND Y £,
F7-01%

PERREE A R 7s o - 4 T O ERIREEC BT T 2 54

F7-0%

B KRB 72 B4 BT O NI REEE ~ — U

DA

[k~ (Next) 1 &7V w27 LET,

[ BE) (Automatic) | Z3&R L7254, ROFIAICHEVF T,
BITT R @B L OMERZON—VOMOEHREZHER L ET,
TANVABEIOT 7 N7 LA VRO BITSE T,

[# A% 25 (Custom) ] ZRIRL7GA. ROTFIEIZHENE T,

TRCOBF AN X2 VT 4 TTITATUANLOREEERRT D, TE 1 2T 5
DIREEE R T 202 RIRT HI1C1%, [ BEEOZE "ot (Show Quarantines from) ] U A k7> 5 38R
&R LET,

FHEARY > — RSB T 2 NER Y o — Rl 2 BN L £,

VENGE CTBMOENRY O —REEEER LET, IhHIET 740 MREICRD 7,
FREEA IR &N FER RSN E T,

EDT =T Wi TOLRHEIBITSNT ., BITRICETA— L ¥X2 0T 4 7774 T A
MHHIBRENET,

FOT—T N LIREEZEIR L [ £OMREED S5HIBR (Remove from Centralized Quarantine) | % 7
Uy LCHR#O~ v B T2 AR TEET,

METIE T [R~ (Next) |27 Uy 7 LET,
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F8E HHRUS— 9MILR. BLUT7Y T LA |

WM Rus—. 91LR, BEUT7YFTLA I RBOER

ATFyvFT 8

EHzkE L, RFELET,

ROV
[RY = UANVA BLOT U b7 A 7 REEOER] (P.8-3) WORDRDAT v TR £,

J)—RENF-AVvE—SHENEBTAIREBT ISATURADIEE

27y T 1

ATFyvF 2

ATvT 3
ATv7 4

W, AvE—URENRENL V) —AZND L&, ¥X 2 VT BT T4 T 2 AIEVNTED
Ao —VEBERNREICOEE LEETFT AN X2 T4 T IAT VAT 27201 2 E iR
LE9d,

A —VORETDOETFA—IN X2V T4 TTIAT U ABFAARETRVWEGES, VU —2&h
A=V EBOEFA—N X2 VT 4 TTITA TV ATUELEECTEET, TOBHDOT
TAT U AERELET,

(X L& BHIIC

o NV —RAXINTAvE—VERBETFIAT UV ATHUEL CHETEZEFIDERLET, &2
W BB e TV FUANAFBAXTY VORTEE., 774~ TFIAT U ADRURE E —&
THMENHY 3,

o RETTFIAT AT, BRRV > —, UANA, BIOT U N T bA JIRBEICERICRET D40
ERHVET, TOTTITAT U AZEALT RV Y—, UANLA BIXOT Y N7 LA 7 EEED
H£%) (P.8-3) DEDOFIHAFITLET,

FIg

EX2 VT4 EBRT I ITAT AT, [BBT 7747 A (Management Appliance) | > [#E49% B
H—1t' X (Centralized Services) |>[tF¥=VUT7 4 777147 A (Security Appliances) | Z &R L
ES N

[REV V=R 77747 ADIRE (Specify Alternate Release Appliance) | R¥ > %27 U » 7 L ¥
T

FEFA—N X2 T4 TTIAT U AZRERLET,
EHEERFL, REFELET,

BEEIEE
o [BFA—NEX2UT 4 TTIATUVANMETE RN EXDA v E—DY U —2Z ] (P.8-9)

HREAL A—Y O—I)ILDENIEERT U ERADERE

HABL 2—Y a— LEFOEFHBENEBEF AN X2 VT4 TTFIAT A LEDA =B L)
ATy TANERABLUDLP A vk —Y 773 a VNTEMNRY U —REiAiEETE 5 L9107
A70100F, EX 2 VTF 4 BHT SI5AT U AOBEERY v —[RHf~D N b —W T U REH
AL, ¥Xa2 VT 4 BHT 7 I7A TV AUNERT DI AZ L a—F a—VEAREFA—L X2
FATITIAT VA LEDLDE —HTHLERLY £,
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| £8EF H£#HERUS— YMLR BLUTY T LAY Rl

RUS—, 94 LR, 8&U79 T omEnsE A

BEEIEH
e [Custom Email User = —/L D 1ER%] (P.13-7)

EHR)O— DALR, BERUTI I LA I REEDT « E—TIL{E

WBE., INOOENREEEZ BT ANERHIGEEIBEF AN X2 VT 4 TTIA TV ATE
NETHOVLENRDD £7°,

ENEATOTHAOREDO I A R, R V—, UANLA T NI LA 7 REEO O
IZOWTIE, BEWOBEBFA—N X2 )T 4 TTFITATVADET T, ~AVTERT~v=2T
L TLTIEEN,

BFA—IN X2 T A PTSATUOARANMERATZLHNEZDA vE—D

D)) —A

R o—,

W, A —UNENRHENS ) ) 2SN EE, BX2 VT4 BHT T4 T U RIRINED
A=V ERHRICEELEBETFA— N X2 T 4 T IAT VAT T A7 DI 25K
LET,

Ay —VDRETDESFA—IN X2 T 4 TTI7AT U ANRFHARRETRZWEGEA, V) —X&R
A E—UEBOBEF AN X2 )T 4 TTIAT U ATUEELEECEET, Z0ANT, L
BV =R T T IAT U RAERETILERDH Y £,

RET T IA TV ANERTERVEE, REVYV X T 7747 AL LTRIDETF AL X
VF 4 T I9AT VAR ETCEFOT I IAT UV ARF2—ICA>TNAHERA v E—U %408 L TR
ZLE,

BT AN X2V T 4 TTIAT LV ANDEFEICH VIR UL LIZHBIC, 77— 22T £77,

BEEIEE
o [N —RENEZAYE—VELBRTIRET 7747 2 ADE] (P.8-3)

VAIVR, BELUT7I IS RBEDEER

o [RIVv— UANAR, BEROT U NI LA ZREECKT 5T 4 A7 fEkOFE Y 2T (P.8-10)
o [REEEND A v & — Y ORI (P.8-10)

o THEWICMEINIRHEA v —Y DT 74 N T3] (P8-11)

o [V 27 MERIBEEORR E OMERR) (P.8-12)

o [RY —REBEDIER] (P.8-12)

o KUY — UANA TU LT LA VREMOEDmE] (P.8-13)

o MREEZHIVUTHTZANABIORA Y=Y T 7 a v ORE] (P8-14)
o RV —FREEDHIBRIZOWT) (P.8-14)

o [[REERRE, BRE, BLXOT7 277487 4DE=4#1 7] (P8-15)

o [MREEHOT 4+ A7 KEOMEHRIZEET 57 7— ) (P8-16)

o KU V—REHE X7 (P8-16)
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F8E HHRUS— 9MILR. BLUT7Y T LA |

WM Rus—. 91LR, BEUT7I T LA I AMOEE

o [ A=V ZY X OO 2—F ~OfMFIZ2oV T (P.8-16)

o ~ g = — —
RY—, D4R, BELUVT7O M ITLLA O RRIZHT HT 14 R IFEED
BYHT
T4 AT OE Y S TIWIZHOWTIE, [T 4 AZHEOERE] (P.14-56) 22 LT ZE0,
HEORBEND A v —1%, BH—0ORMNO A v =T LRIUEEDT 4 A7 @ EHE LT,
TONTVLAT T4 E EERREBEOT FNFEH2GE, UTOX 12720 £,
o WAV T— UANAR, TURNT LA ZRBEZH DS TCONTEEBETA— N X2 VT 0 775
ATV ADTNTOT 4 AN, TR T VLA 7 V= ARNEBHENIZZRCINED A
=TV EAXF YT DO, TUYNT VA ZRBENDO A v E—YOab—%2 R T 57Dk
boTHEHENET,
o EXaVTFA4BEHMT FIAT UVALDOTF 4 AT, EF AN X2 VT4 TTI5A4T A
DIEATRERT 4 AV RO BRI L > THIRE NS ATHEMERH 0V 3,

o ZOWRBOFEMITHONTIE, [FEEEN O A v v — Y OREEEH] (P.8-10) ZZML TS,

ESPERCTE]
o [WREERIE, AR, BEIUOT 2774874 0E=4Y 7] (P8-15)

o REEHOT 4 27 FBEOMMFICEAT 27 7 — ] (P8-16)
o [FREEERND A vt —T ORI (P.8-10)

PREERID A v & — 2 DR B

A =R ORG TREED S BBIRICHIBR SN E T,

o EEOHMMIBYIN ; AR, BRBEENO A v —VIC—8LET, REEZLI2A vy =T D%
BREHZEELET., £ A vV, ZRENWVMBOEHIREH Y. U X MIERRENE
T 2O MY 7 THBATDHHORNBIELRTIIE, A v —VIBESN-RR7Z T HRE S
nET,
Y
GE) 79NV A7 ZA4NENORX =0 OREERIX. 77 87 LA 7 REENTiX

2, BFA—NVRIT—D[TU TV AY 7 4/% (Outbreak Filters) |7 v =3
TREINET,

o BHIOFHMIREIN : A v —TVIFRREINTW D IRE RN R E T 2 Aiic BB S s a2 8 bR

SNFET., ZNITROEASICEAET HAREM N H Y £,

— RV y— UANVAR BIOT U N7 LA VIRBERCHNT 5T 4 A7 @R OEN D 24T
(P.8-10) ICEEINTWVBTXTORREED YA XH|RIZEE LT,
WA XHIBRICET D &, RBECEfRZ2, ROBEWVWA v E—YBUBEINA v E—V T DT
THNEN T I va B, TRTCOREBEDO Y A XNFEY A ZHIREMIZ/R D ETETINE
T, ZORY —if, First In First Out (FIFO; e ANCH L) TY, mFTOAZWIRICE S
WTHEBDEEEND A v v — U BRI £,
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| £8EF H£#HERUS— YMLR BLUTY T LAY Rl

RUS—, 94 LR, 8&U79 T omEnsE A

UEE) 74 A7 BN+ TRWZOIE 2 OFEBER Y U — X 72 ITHIR» ORI S 5D &

INIRET DI ENTEET, TRTCORBERRRINSNT 4 A7 FHEBPEEIZET D L) ITE
ETDHE, EX2 VT BT T4 7 ATHEEDFHAAGEICRDET, Ave—UNRE

A= X2 VT4 TTITAT UV AHREINET,

X2 VT AERT T IA TV RAFA v =V E ATy LARVED, EHT U T LA R
BERNDOBZEA v E—V0abt —13, BIICA Y=V L -EFA— L X2 0T 4 77
TAT UV ABREGFENET, ZTNCESTCEF AN X2 T 4 TTITAT U REIT U b
TVUvA T T4NE V=L PREFEINIT-NIEEEES N TOWA A v E—VEHAXR YL, b
IEBEFRRENBNA =V EX 2 VT A BT I IAT UV RABRDIENTEE
T, T NT LA RO H O B—XFFIZA v 2—T DR UE Yy b EZRFFT20ERH
DVEF, LIeRoT, BFA—NEX2 VT4 TTITAT U ADT 4 A7 FEBITZEE 2372 <
RHLEWVWIENRRIATIE, WHEDOT FIAT L AZADT I N T LA ZBEERNO A v —T D
VBRI ELHEENH DA TH,. RHIREINAE 2D £,

T A ATFDO~ A NVA D=2 ONWTT T — b aZT WY £9, [REEHOT + 27 58O
EMRIZET 277 — k) (P8-16) 2ZMLTIZE,

— FERAE—VERE LTV DLREEEHIRRT 5,

A o=V NREEEN D BEIRICHIRENDEBE, TOAvE—=VTOFT 740N T/ a URFETE
NET, THEWIBEINAREEA v t—DFT 7408 727 v av] (P8-11) #5HLTLK7EE

AN

REBMOBRAROREE

HEHET T T4 7 v AOR;RH OZEITRAEEFICEE L EEA,

FREEDIRERAZZEE T DL LW A vy =TT LWAMMIRZ RS £,

VAT A7y 7 EEETLHE MBICET LTWVDIETORA v E—URROER S Y] R
BRGINIC 2 £,

VAT A 7y 7 OEFIIHIRGIAIC R DL P O A v — DT S EE A

BEMNICMEBEINBAREHA Vv E—CDT 7Ly

FREEN D A v & — P ORI (P.8-10) THRHASNICRRD ENPBRREETDHERD — v AL

A

TORNT LA IREEND A v =TT 740 8 T a rDNETENET,

UTFD2o0F T34~ TT74) 8T 7varBmNbHEd,

B - A v E—UnEIBRERET,

VY= : Avt—VEHEETLIEDIZV IV —REINET,

VY —=Z2DBEIZ, A vt =V UANAARELFTARLG R P o THAR Y END
BAENH Y £, FMICHOWTIE, RSN A v E—YDHEAFy 2O T] (P8-23) &%
BLTL7EEWN,

EHIC, TEOHRBEBMAEBZ ANV —ASN A vE—F, X~y F—0BNRE, 0
MOBEZITY) 2N TEET, FEMCOVWTIE, TR U —FREEDIER ] (P.8-12) 2#BML TL
720,

EBRIREEND U ) =2 ENEA v =V, WEOEDIIRETOE ANV X2 )T 4 T
FTAT VAR ENET,
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F8E HHRUS— 9MILR. BLUT7Y T LA |

WM Rus—. 91LR, BEUT7I T LA I AMOEE

¥ AT LERkbrik 0B E D HERR

EEEZ T 2R, PHSNTORVREEL ST 7 40 MNEBEOREEZ VA S~ A XA LET,

R o —RBEDER

L& BHIIC

o REBEEMBIOT 74V N T2y ar a8, REENO A v —URNEEINICERIND FiEx
HELET, REENO A v 22— O] (P.8-10) B LW THEMIWEE X D BREE A ~
=TT 7NN T ar) (P8-11) LTSN,

o KMEEECT 7B RATHa—VERREL, 2=V BLIOV AL L 22— o — L2l HIEKR L £7,
PRI TRRBEICTY 2 B A TE L a— Zr—7) (P8-17) #ZMRML T EINY,

FIR

ATy F 1 [A—N (Email) |>[ A vE—VORHE (Message Quarantine) | >[HRV ¥ —, VA NLABLOT U k
7' LA 7 [EEE (Policy, Virus, and Outbreak Quarantines) ] Z3&R L £,

ATFvF 2[RV —[@HEEEM (Add Policy Quarantine) |27V v 7 LEd
ATFvFT 3 EHREANLET,
WOREBFE LTI,
o REEOARNILEE TE EH A,
o FRELEMBHMOKTINCZ OREMNO A v — V&0 L20k 52T 28481, WEET « %
IR ZE XN T, [FREA—AN—T0—RKIlAvye—JRT 74NV DT I a vk

WAL TAREEZMKLET (Free up space by applying default action on messages upon space
overflow) ] ZHEZNZ L £,

TRCOBEETZOF T a rZRRLAANVTLLEID, 2ty 1 DOBEEN B A v —T%
HIBR L C, ZEXfEZ2EDLERHY £,

o FTIUFNKNTIYart LT[V U—% (Release) | Zi&INT 5 &, REYH KRBT ZE1CY
V—AENDA v E—VICHEASNDEBMT 7 ara2RETCEET,

AFvay &R

4 0ZEH  (Modify Subject) FEXANEANL, TOAvE—VOBLOLEBEEFIZRR
WENEZBMTANE I EEELET,

7EZ2E Avb—URREYRar Ty EGLerb L
NI L EZEREICBETLIHRENDY £,

GE) FEASCH XFZEECHALAEZELSERT DD,

413 RFC 2047 129> TSI N TV D MEDN H
nET,
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| £8EF H£#HERUS— YMLR BLUTY T LAY Rl

RUS—, 94 LR, 8&U79 T omEnsE A

AFvay

Lk

X-Header #3851 (Add X-Header) [X-Header %38/ (Add X-Header) ] TiX, A vtE—T O

EomkrRt e Ed, . L AIREDA v E—
CUNEE S EHICET S AT T D & & LIk
AHET,

AT fEE AT LET,
B
%ﬁﬁ: rInappropriate—J:elease—early 1

fili = ITrue |

Wit 7 7 A4 VAR (Strip W7 7 ANERETDHZZET, ZOXI7RT7 7 A VITHE

Attachments)

TORREMEDOH D VA NANLRELET,

ATy 4 ZOREECT 7 EATELDROZ—FEFELET,

1—4

Lt

o—ha—F
(Local Users)

o—h)L a—H U2 MUIBEIC T 7 A TE b0 — L aFHoa—H =0
/él\inij‘o
TRTCOEHEIIRBEECABEICT 7 EATX A0, 20U A NCIIEEME
R oo —H 2R LET,

NEFRFES N2 —H
(Externally
Authenticated Users)

SMBRRREZ BET 2 ME R DV £,

HAHL I 2—W g—)L
(Custom User Roles)

[REE~DT 7 & AR T O AZ L a—HF a—LE2bn &b 1 DfEk LT
BRI DH, ZOF T a rNERENET,

ATwF 5 EHEEXREL. RFELET,

RDEE

o FREBIA N ETX2VT 4 TTFIATUANGRHEEZBITL TOARWIEES . ROFIEIZHEVLE

j‘o

BITAUHO —HME L TINODOREAE A v —Y 740 20ar T Y 74 V2B LONDLP A v
=T T g TEID S TET,

o TTCIZEMMBHEICBIT L2EAE. ROFIEIZEWVE T,
BEVNOBEBTA—N X2 T4 TTIAT VAR A v E— V3 BERTAIAE—T 7 ¢
NERaALT Y TANEBEIRDLP A vt —2 7273 ar bl bR LET, B A—
NEeX2 VT 4 TTITAT L AD—Y A REITL U TA v ~NVTESRLTLIESND,

RYD— DAIVAR, T LT LAV REDREDRSE

S

() o REEOARNIER TE £H A,
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F8E HHRUS— MR BLUTYFILLIEE |

WM Rus—. 91LR, BEUT7I T LA I AMOEE

o REEFRORFMHEORE (P8-11) LML TIZEN,

WREEOREEZEE T HITIE, [ A=V (Email) 1> [ A v E—Y DR (Message Quarantine) ]> [ Y
Ve, UANABIOT U M7 LA ZEHE (Policy, Virus, and Outbreak Quarantines) ] Z3®IR L. &
B4z 7 Y v 7 LET,

[REEZEIYETAIAINEBE LV AYE—U TIULaVDRE

[REEICBIEAT T NI A vy B— T4 VE, arT Y TJ40% DIP AvEe—Y 72733y, BX
NENFNDRREEINTWVEEF AN X2 VT 4 T T IA TV AERRTEET,

FIE

AFvF 1 [A—N (Email) |>[ A vE—VOREE (Message Quarantine) | >[HR VU ¥ —, VA NLVABLOT U K
7 LA JEBE (Policy, Virus, and Outbreak Quarantines) | %72V v 7 L9,

ATFwT 2 BETIRY U —RHiO4RTIZ2 U v 7 LET,
ATF9FT 3 R=VOFHIIAZ e =L LT [BEfTONTZAye—Y T/ aT Y 7 404 DLP A v

t—3 727 a2 (Associated Message Filters/Content Filters/DLP Message Actions) | %~ L E
7

R —FRBEDHIBRIZ DT

o KU V—IREEZHIBRT DRI, EITHFOT 4NV EZEIETA Y=V T 7 arBEMITLNT
WENEIDEHRLET, (REEZEHV Y THE T ANZBLIOA =Y T2 ¥ 3y ORGE]
(P.8-14) ZBML T EE W,

o TUNEFERFAE—T T/ a IZEHOHBTOENTWDHEETEH, AU U—lREELHIBR T
iﬁ—o

o ZETHRWIREBEZHIBRT 2856, T 4 AV ICEEHEHEMN 2 WA v E—VZHIBR L2V E WD
TrarEBEBRLTYH, BEECEBRBINET 74V T2 arNT_RTOA vy —TIC@#H S
NFET, THEMIZLHINDIBHEA vt —Y DT 730 77 ar] (P8-11) 2L L2
W,

o TUNEFEEEFAYE—Y T varEBEMTONBEEEEIBR LR, 207 VX FIX
A=V T a I E VB ERERBESNIZ A v — VT T N TR HEREEEE SN E T,
WEEEZ HIBR 3 D RNIC, ROERHEOT 7 4V bREE DAL~ A RTHMERH Y 3,

o ROHREEIHIERTE EA,
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| £8EF H£#HERUS— YMLR BLUTY T LAY Rl

fREfIKRE, BE.

RUS—, 94 LR, 8&U79 T omEnsE A

BEOVOTF7ITAETADE=R) VY

nE FE
ﬁ‘AT@}FX/\AﬁmH’E HoY¥Torh |[[BET 7747 A (Management Appliance) | > [/
TW IO & #H— B X (Centralized Services) | >[HAV v —, UA LA

BLOT Y N7 LA 7k (Policy, Virus, and Outbreak
Quarantines) | Z&R L, X—TORPIOE 7 v 3  THER
LEd,

L TEEFET LI, [T A7HHEOER)
(P.14-56) BB LT Z &V,

TRTOIEANLRERE CHRAEMEN TE
%

[ A=V (Email) >[4 v E—TORHEE (Message

Quarantine) [>[HRV ¥ —, VA NABIRT U LT LAY

BI%%E (Policy, Virus, and Outbreak Quarantines) ] Z &R L,
—7NOFT T THRERLET,

TRCORBECHEEAFTOAHAER

[EH#T 77 A7 A (Management Appliance) |> [4£50%
#— b 2 (Centralized Services) [> [V AT L AT —H
A (System Status) | Z#IR L FE T,

FIREEE C B EE A T DR &

[ A—/V (Email) 1> [ A v E—YORHEE (Message
Quarantine) 1> [RV ¥ —, VA NVABIOT Y M7 LA
i (Policy, Virus, and Outbreak Quarantines) | Z3®&R L,
Wit 227 Vv 7 LT, T—7LOREL DT TICh 51T
TZOWHREMERLET

TRTCORRBENOHIED A v E—T D

[T 774 7 > A (Management Appliance) |> [0
B — 12X (Centralized Services) |>[ VAT L AT —4
Z (System Status) ] ZEIRL ¥,

HIREENIC D DBAED A v B — %

[ A—/V (Email) 1>[ A v E—T0FREME (Message
Quarantine) 1> [R V¥ —, VAN ABIOT Y N T LA
i (Policy, Virus, and Outbreak Quarantines) ] 2R L,
T NDEDORBEOITE MR L ET,

T RTOMRAEIC L 5 CPU =R

[E#T 77 A7 A (Management Appliance) |> [4E§0%&
i — B A (Centralized Services) | > [V AT L AT —H
A (System Status) | ZEIR L T [ AT A1EH (System
Information) | © 7 v a » CHERLET,

RBEDA v —UNEREECEE SN
7= AR (R OB 2 Fr<)

[ A=V (Email) >[4 >y E—TOREE (Message
Quarantine) [>[HRYV ¥ —, VA NLABIRT U T LAY
fR#EE (Policy, Virus, and Outbreak Quarantines) | Z3&R L |
T—=TNDEDRREREDIT 2R LE T,

WY —RREEDMER S o B AT

R Y > —RBEDERE D4l

[ A—/V (Email) ]1>[ A v E—Y DR (Message
Quarantine) 1> [HR V¥ — VAN ABIOT Y N T L A7
fiE (Policy, Virus, and Outbreak Quarantines) | Z#R L,
WREtZ 227V v 27 LT, T—7NVAOREEL DT S TFich 54T
TZOEREHEZBLET

TERE H 38 X OMERE D& BT S AT LMERL L - FREE Tl
AEnEHi,

WEEEIC BT S 7 4 VX B LW
A=V T vav

MREEAZBIV LM CEHTANEZBIRA Y=Y T 7 a0
WE] (P8-14) L T ZEW,
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F8E HHRUS— MR BLUTYFILLIEE |

WM Rus—. 91LR, BEUT7I T LA I AMOEE

fREEFADT 4 RV BEDEREICEETS7I5—F

WY = UANA TURT A TREEOGFH A ANREFED 75 "—k b, 85 /8—& . 95
Nt MCETLINBADLEHIIT I— P RESNET, ZOF =y 713, Ave—UREHETY
TICANDONTZEZICFITSNET, LT BEE~D A v =Y OBIMTH A XM LRAERED
5% \IZRDIMELFT#BAL L, TI—FBRFESNET,

T I — FOEEMIZIONWTIE, (77— h0EH] (P.14-33) 2L T &V,

R)o—fmignx>y

AsyncOS 12XV | REESN DT R TORX v E—IUMEBIce X 7 InET,

Info: MID 482 quarantined to "Policy" (message filter:policy violation)

FFIMNIZIE, A v =V ZREESEZ A vE— 7 4V F F7213 Outbreak 7 « L Z BEEED L — L3 H
HENET, AvE—UPANONLMREEZ LIS Lcn 7 = MU RNERSET,

F7o. AsyncOS IZ LV, RRBET U 7 blirESND A vE—UbElIcr ¥ 7 EnET,

Info: MID 483 released from quarantine "Policy" (queue full)

Info: MID 484 deleted from quarantine "Anti-Virus" (expired)

Ay —=URNTRXCOEBENOEREIN., BRICHIBRIND D, BEHIZAZrYa—anbd e, 1L
LDRA =V V AT AL > THRO LY IZEBICeX FEnET,

Info: MID 483 released from all quarantines

Info: MID 484 deleted from all gquarantines

Ao —URNHIEASNDE, FTILWA Y= ID MID) 2R LWA v —U A7 V=7 MR
ERENET, ZOZEiE, ROXEHIC TBLAAY ] OFLWMID 2 5BEGF0OR 7 A vE—U % #
ALTeX rEnEd,

Info: MID 483 rewritten to 513 by Policy Quarantine

Ayt—TNEBE XY OO I—FADEFIZDONT

AvE—VDOLEa—BILOREOX X7 2OFEREL—F~RETESET, KITHEZRLET,
o AFHMIERY U —fRliz L= — LB TE £,
o EHMMIIHANH~Y T U TR ERTE E T,

REEDRELIRET H L EIL, TR0 —FICT 72 AMEREZE Y Y TET, R —F28ms
DITiE, BT 22 —FRT TIFEL TV LOIRERH Y £7,

Ha—WiE, TRCELFHMOBHEICT 7 BATE2L910T228b, oK TI7BATE 20
kol r b TEET, BEEOBELZHF TSN TRV —FZ6 LTIE, GUI £7-1% CLI O
HED Y R NFROE ZIChS, FORBEOFIEL RTIEMII—UEREINEE A,

BEEIEE
o [fREEICT 7 ¥ ATED2—Y 7 —7) (P8-17)

o 13 E [EEX R D5
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| £8EF H£#HERUS— YMLR BLUTY T LAY Rl

RUS—, 9LLR, 79 TLA VREAD * vE—C0RksE B

REICFOERTEDA—F T )IL—TF

(E)

R o—,
BRAETGIE

I—YNRREEIC T 7B ATEDL LT DXL, EITTELT77vayid, Roa—% 7 —77

LRIy F9,

o EHEFIILIIBETA—NERE I/ N—T7 02— L, REEOIER, BRE. HIBR, BIXOHEKNNT
X RBEEA v — VB TXET,

o FRL—& HFRAL BAHARABREHAAR L= BIOSNNVT TR Oa—Y FA—713, IRl
BWHHER A FFON A Z K 2—% a— LR, RBEEND 2 v B— YV OR%E, Fon, BIOWHNT
XETH, BEEOKREEZER LI-0, BEEZ/ER., HIFR, EREFENTLHIZLIXTEERA, 1
TNORBEZZNOLDOEDL—YRZDOREEIZT 7 AT 2500 %EELET,

e Technicians 7 V—7I1ZJ@+ 2 2 —FIIEEEIC T 7 A TE £H A,

Avt—Y N7 vX U BIOT — 2R L EOBE#EED T 7 AMERS . [ FREEE
(Quarantine) | X—VIWICHRKRINDIA T v a VEBIOERICRELET, HLxid, =2—Ficxvt—
U RT R T ADT IR AMERBIRVGEE, TOa—F RSN A v —DICBlT DA v -
VIR TIEREMBETEETA,

X2 VT4 BT T IAT VAR ESINTEI AT L 22— a0 — BT 4V ZBLODLP X vt—
T varOR) —[EERETCED LTI, [ HAZ L 2=V a— VOEKIERET 7
TAOBE] (P8-8) ZHZMBML T LI,

VDAINAR, TIORITLALIRHEADA Y E—SD

o [REEND A v —TDFER] (P.8-18)

o [RUv— UANLR, TUNTLATREHERNA Yy E—VOKE] (P.8-18)
o [FEITOREEND A v — DM (P.8-19)

o MEROWRHEND A v E— ) (P8-21)

e Ry —VORMBLIOAvyE—Y arTFryokr] (P8-21)

o (REESIIZA Y E—VDHAF ¥ >N T) (P.8-23)

o [T T VLA JIRHE (P.8-24)
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F8E HHRUS— 9MILR. BLUT7Y T LA |

WM Rys— 9ILR, 7Y T LA IREERD * v E—SOBRER

fREERID A v £ — O DERTR

B

FIE

REEN DT RTD A v E—DFRR

[ A—/V (Email) ]1>[ A >y E—TOREE (Message
Quarantine) 1> [RV ¥ —, VA AABLIOT U T LA 7
f@HEE (Policy, Virus, and Outbreak Quarantines) ] Z &R L &
7

MES 5 BEEDIT T, ED[ A vE— (Messages) |50
HFWEZEZ7 Vv LET,

TUNT LA TRBERNOA =D
FoR

o [A—s (Email) ]>[ A vE—TOMEEE (Message
Quarantine) | >[RV ¥ —, UALZABLOT U R 7L
A 7 [@HfE (Policy, Virus, and Outbreak Quarantines) | %
BINLET,

MES 5 BEEDIT T, EDO [ A v E— (Messages) ]
FIOFENEEE7 Y v LET,

o [[A—#=VUTEH (Manage by Rule Summary) ]
U7y (P8-24) ZZML TS,

FREEND A v E—DU 2 FDFE
7=k

[A~ (Previous) ]. [k~ (Next) ]. ~X—V&%E., £721L
TERAOYV I E 7Yy LET, _ERMEEHATS
EL VR MORIE ([<<]) EREEE ([(>>]) OX—VCB
#LET,

FREEN DA v E— DU 2 R Y — k

FIRHLZZ Y v 7 LET (BEROEARESEND ATREMED
HBHINETNL [ ZOMONERE (In other quarantines) ] 5% B
<)s

EOHNOY A XER FIRHLEOT 4 XA X% KT v 7 LET,
Avb—URREHEINEZRRO a7 |[T—HLEREDOFRR] (P8-22) #2H LTI IZ&EW,
Y DI

fREt S = A v Et—UBKUERIXFtEY b

Ayt —VOMAICEELTE Y b Q2 A b TAR, BEOIHE ASCI OFF 51{k) OXFREEN

REZEER

XTERREINET,

[V > —F@BE (Policy Quarantine) ] ~2—3 Ci&, FE ASCII XXF D470 E S SN T#

R)D—, D4ILR, FIOrRTLAVREBRAA Y E—DDEER

N
(B« KUv— UAAR TURT LA IRHEADRETIE, X SARHEAO A v — VRSN &
¥,

o aA—WX, A—FRT I EATELMEMENDOA v =TT ER L THRBT L2 LN TEET,
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| £8EF H£#HERUS— YMLR BLUTY T LAY Rl

ATFvFT1

A7y 2

AFvT 3
2AFyv7 4

RUS—, 9LLR, 79 TLA VREAD * vE—C0RksE B

FIR

[ A—/V (Email) 1>[ A vE&—YDREE (Message Quarantine) | >[HR VU ¥ —, VA NVABLRT ¥ |
7' LA 7 EEE (Policy, Virus, and Outbreak Quarantines) ] Z3&R L £,

[ OIEEE % T 525 (Search Across Quarantines) | A% %27 U v/ LET,

Jo

Evbh TURNTLAZBEETIZ, 77 F 7L A2 =Nl E o TR SN -T_RTORA v —T %M
BITHZEbTEEST, [TYU T L A2 (Outbreak) | 7—7NMTD [—)b H~< 1 TEH
(Manage by Rule Summary) 1 V> 2 %27V v 27 LT, BM#ETLILV—NLE27 Y v 7 LET,

TSR & Kl 9™ 5 MRl 2 @R L £,

(EE) MOMBRITEEZATLET,

o TUANN—YREEEBIVT AN —TREFETII. EEOXLFEANTEET, A ORGEITSE
T EE A,

o MMMRITIZ, HELLERMO I NTUI BT LA v —VRIREENET, L F =X
0 —7ZEE LMAERE LSS, = a—T%EE L O W G THRIE SN &I —
BT A v E—VRTREINET,

ROEXE
IO ORRRERIT, WREEY 2 S 2RI 20 L RRICHEATE E£9, FFMIc VTR TFETOR
HER DA vy =DM (P8-19) 2L TIZEW,

FETORRERAD * v E—2DU0E

N
(E)

FHTA v E—VEFRUIETEHAT. [AvE—Y 7273 2> (Message Actions) | X—I b A
=V DA vV T a v EFETRRLET,

RSA Enterprise Manager #3528 ATIX, EX 2 VT o FEHT 7747 X, F7I% Enterprise
Manager FLICRRBES NI A v E— VR RRTEETH, AvE—UTT 7 v a 21757012
Enterprise Manager 32 % %23 % V £ 7, Enterprise Manager DFEAMIZ DWW TIE, BT A —/L &
X274 TTIAT 2 AD~ =27 /)LD [Data Loss Prevention] OEZZML {723\,

A=V TROT 73 arEITHIZENTEET,

e HIBR (Delete)

c UU—2

o [REEEDND DT TEDIRIT

e BELIZESFA— NV T FLARZAvyE—YDavbt—%i%(E
o 1 ODMREED B HIDRRBE~D A v —T DOBH)

B, WOMEEZITH) EXICERENDIV A MNNDA =Y T v araFEETEEd, 72720,
FTRTCORWTTRTCOT 7 ¥ a UIMERAFRERDITTIEIH Y 5 A,
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F8E HHRUS— MR BLUTYFILLIEE |

WM Rys— 9ILR, 7Y T LA IREERD * v E—SOBRER

o [A—/V (Email) |>[ A vE—TOMEBE (Message Quaranting) |>[ARV ¥ —, UANLABLIOT
7 h 7 LA 7@t (Policy, Virus, and Outbreak Quarantines) | ~<— Y D[RHED Y 2 D | [
NOAyE—U8E7Y) v LET,

o [HEEOIREEEE 5T (Search Across Quarantines) | %2 U v 7 LE9,
e WRHEOARTIEZZ Y v L, REENZREL £,

WIZ, BEDORA v e— YV TROBIEEZREICETTEET,
e Avt—T URIDOEIEHDOERY X "B AT v a v a®IRT 5,
o NR—VLEDEAE—VORDOTF =y IRy I AEERT D,

s Ayt—V VURARMDEHORAHLAOT = v 7Ry 7 ZA2ERT 5, TR THEICE RSN T
WOLTNTDOA Y E=VICT 7 v arPElSNET, lOR=—YOR v =V 3R BEZ T EE
/Vo

TR UATREEND A v =PI L TUTBMOA 7> a U BSRIAFARETY, BFA—L EFa
VFr g TT7I79AT L ADF Y T4y ~)VTElE2—Y% A RO [Outbreak Filters] DED [/L—/L
P~ U CEH (Manage by Rule Summary) | B2 —IZ 200V TOFHREBHL T EE N,

EEER
o [HEORBEEND A v E&— ) (P8-21)

o THENWYIZAMBRINATREEA v E—DF 740 s 727 v ay] (P8-11)

IytE—SOaE—DEE
Ayt—V0ar’—if, BHEISI N —TICBEL TS —Y N EETEET,

Ayt —VOabv—%xRkET5ITF, [ —DE(EL : (Send Copy To:) ] 7«4 —/V RIZEF A —/b
7RV REZADL, [#E Submit) |27V vy 7 LET, AvE—YOab—%EFFELTH, 20
Ay =X L TEDOMDT 7 v a v RIATINDZ LIEHY FHA,

R O—RERBIDIBITA v E—VITDOVT
1 OOT7 54T AET, 1 2ORY —[FEENSMORY O —[RBHE~FETA v — V2B T
ij‘o
A =T BRIDOREEA~BEIT 21213, RO FNEIZRE-> T TZE VY,
o HHMBIIEEEINFETA, A vtE—IF, TORBEOIRERRZH#ELE T

o Avbt—UNMEESNTZEHERIZ, 20T oY 0—HRFOMOBET AEMLEOLETF I EY
/Vo

o AvET—UNEHOREEIHY, ZOAvE—TOat —2FT TIZHRE L TWDHEEIIBITT 55
B, AvE—ToBEBEIND 2 —OFHRE X OWREEOJRIAN, siEDREtcb b EH D
Ayk—Y0oarr—oFnbE EEEXLET,
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| £8EF H£#HERUS— YMLR BLUTY T LAY Rl

RUS—, 9LLR, 79 TLA VREAD * vE—C0RksE B

BHORERDA vE—

AvE—UPO 1 OFITEBROREENICH 2856, BEEA v 2—Y VA o [ZOMmOFERE (In
other quarantines) | %12, TN O DIEDDREEICT 7 B AT HH AN H L5008 9 TR, [1IEW
(Yes) ] BERINET,

BEOBEEND A v —

EPNTOERREHEOT X THEA v E—UR T Y —AEINR2WNEVEESREYA, TXTOMR
B DHIBREND E, TELRETCEEY A,

A=V NEINTNWDTRTCORBHENSHIBREZIE) V=R IR0 ED . CORBEENS b
RSN FEHEA,

Ayt —VEIVIY—ALEIEL TR RRA v —URNEINTWAFEEEOTXTIZT 7 AT
SRWAREENRH D720, ROAL—REH I ET,

Ay—Uid, BEBRFET DT X COREET ) 70 ofEiish s £ T, EORBETY 776 big
HENER A,

Ay —=UiE, WTNLOLORBHEN THIRE 2L ~—27 SN b & MOREENS BEMETE2R< Y
E£9 (L, V) —=ATEET),

L7=RoT, AvE—URNEROBEENICY 2 —A v 7 &8N, 2—FRFDH550 | DFE - ITERORE
BECT 7B ATERWEAIE, ROZ ENEZ D 9,

2—HFF, 2—FRT IV ERATXAKRBEICONWTEDA v E—UREETANE I EMEINE
7,

GULIZ, 2—¥ BT 7 v XA TELREEDIREYMO T EKR THROAZFRRLET (RICA Y
T VITR LT, WREEZ &2 O T RRFRFEL ET),

Z—HE, FORA =V EEE L TV AMOEEOLEIZ S SLER A,

a—PiX, 2—VNT 7 B AMEREFRZRVREHICA vV EELS RN E 2o ar Ty O—
HEMBETEETA,

A=Y —2F, 2a—FRT 7B ATEALFa—ICFT9ERH Y £,
D—PRT 7 ERATERVVMILORBEHIC S A v E—U R X a— A U T ENTWBES. Y ORFEEEC
TV HVATEDL2—PFIZL TR EINDIET (HDHWVITEMFEZi3@mE oIk > T TE
2] VY —RENBFET). FORA v E—UFLEBINTICREENICEY 9,

AvtE—CNEHAE IV AYE—D AT UOYDERTR

Ave—V0ars Y EFRLEY, [BEESN7 A v+ — (Quarantined Message) | ~*— 27T
JEXALEDTAITIE, Ave—YoM417452 20 v LET,

[ FRBE X7z A »&— (Quarantined Message) 121X, [FREEDFEM (Quarantine Details) ] & [ A >

+—

COFM (Message Details) | D2 207 a2 vndbb 9,

[FREE =i/ A »E— (Quarantined Message) | X—U b, A vE—VOFHARAIRY, A vE—T 7T
srvaraEBRRLEY AvkE—Y0abt—aRELY TEET, k. AvbE—UNRHETY 7
Ll S35 & X2 Encrypt on Delivery 7 4 V2 77 2 a Ko THB(LI LD 0 E 9 &R
HZEHTEET,

[ A v =DM (Message Details) | F 272 a3 ik, AvbE—UARL, Avk—Y ~v&— B
TR 7 7 ANVDBERINET, A vBE—URIRAO 100 KB 72 BERENET, AvE—
MENLY BREWIEEIE, B&AIO 100 KB AERRSIL, TO®RICEKLS () P& E7, EEO
AvE—URPVETORDIZEIEH D EFA, ZOREFIERTRAPOZOTEFIITONET, [A Y

+—

T OFAM (Message Details) ] D THUZH D [ A v B—I8 Sy (Message Parts) ] &7 v 3 »IND
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WM Rys— 9ILR, 7Y T LA IREERD * v E—SOBRER

[message body] Vw3 HZELITL D, A /“E—‘/ZIUUS:&?/D—]\'C%&?‘O E N AT

Tr7ANDT 7 ANLEI V7T HZELICED, AvE—VDEBEORN 77 AV EX T m— KT
HTLEHTEET,

VANADEEND A v b=V EaRFTHEE, ZHHOa L Ca— 2T by T TUFUAL
AVTRT2TRA VA M=LINTNDE, FOTVFUANA VT MU 2T b, TA VAR
HMENTEEEINLIHERHY £9, ZhE, THEHAOa Ea—2iCx L TERTIERWD,
WL THREDH Y FH A,

Ay EB—VOHMERRTHITIE, [AvyE—Y T vF 7 (Message Tracking) | V27 %27 U

y L/ij‘o
~
GE) H5i 72 Outbreak FREEDBA . BIMOEELZRHATEET, [T N7 LA 7 iREE (P.8-24) #ZHEL
TLFEEY,
—BL-RBDOERT

Attachment Content 514, Message Body % 7213 Attachment 52, Message AL, F 721
Attachment WERSME L BT 5 A v =V LTCHREET 7> a3 U ERE LSS, BHShz Ay
T—VHNO—HMLEENAEZRRTEET, A vbE—VUALEZRRT 256G, DLP R Y v —ERKDO—K
FERE, ~EHLENAENEAOTHRMERINET, £7/2. $MatchedContent 77 ¥ a VA ZM AL
T, AyE—VO—HLIEARLar Ty T4 NIDO—BEA v E—VOWRIEDDHILHTE
£7,

— I LTENERNGMN 7 7 A MCE TN HEIE. TOHEREN DLP R V—EK, avT Y 74
WEEME, Ave—T T 4V BZ S, FRITEBFET OWTIICLE D ONIERZR L, T 7 74
NOWNENZFORBEEERB & L bIcERINET,

A= T4 NEETZa T TANEDONL—VE N H—= LT —0 L REND XA vt —
ERRTDHE, TANE T 7 var R BEII NI T— Lo TmAEN (F4 N T arvsE b
UH—LIRNELEEDIZ) GUI TERRINDZERHY 9, GUI £orid, NEO—E &% fKrE T
DEEDOTA RTA L LTHHAINETN, NEO—FKI X FEEMICKBLTWD EIERY A,
i, GUI THEHESINDINE—Fe vy 7N, 740X THEASND HOIEERE TlIani-oHikt
ZVET, ZOBBEIE, A vE—VUARINTOMBRRICH L TOALABTFTEVET, AvE—VDOK
R—=FNO—F XTI E ZICKINT DT 4V —L e LI ERRTHIRITELL ERENE
7
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| £8F& HHKRYS— 9MILAR. BELUVTI T LA YRl

RUS—, 9LLR, 79 TLA VREAD * vE—C0RksE B

8-1 R)—RHT) FRATRREINE-—BAE
= Folicy
Astachmant Mame | Matched Content | Candition
FPL.L %tk & M5 B30 USA Facilities GE2-0dG-0520 jFamuelson@acmecorp.com FFLADIG A DLF Classifier: Contact Information

ABZS1IT0TOILZTA0 Acme Sorp [rene Gibbs B08 Bumnper Slresl Gresnwood
M5 38930 USA Publishing AE2 6460527 igibhsi@acmerorp.com 2/1/07
AAULZALLFD0TLUGD Aome Corp Kathy Lopez BID Sumnér Srest
Grasmwoed M3 38930 USA Markebing 662-646-0541 klopes@acmecorp,cam
2107 471E298RE 2510197 Acme Carp Marty Smith 308 Sumner Street
rarasnwand MG IEHD 1A FAAIRSAFRA - Fui-N5a

H-lronFort-ay: E=Sophosi="d 47,202,124 0010600%;

d="txt'Tscan’2087;a="178202"

Recrived: from 42 vrmeel 2 3-hedod.ibga (HELO wnwn?3-bsdnd dhaga) ([172.22.007.17)
By 002 ikqa wath CSMTF; 20 Jul 2009 L6 2%:03 +0%10

Message-10: <=792087 518002035 -sandEmal@vinwi23-bedDd =

Frarm: “issarditest.com”  usendbest . com s

To: "userl@test com” <userlitest. com s

Subpect: DLPTEST

Date: Tise, 25 Tl 2009 08242111 +0000

H-Madler: sendbmail-1.5%

MIME-Veriion: 1.0

Content-Type: multipartmized; boundarys=". ... MIME delimiter for sendEmail 53852571461 2864

Test

A Size Details
[emessage boedy ] & | AESCIH bexk, vkl SELF hne bermmmators
FPL.8 &t 1K | ASCIT bext

RMIIF7ALOFIO—F

[ A v&—84 (Message Parts) | £721% [~ L7=N%A . (Matched Content) | &7 v a > NOEST
Tr7ANDT 7 ANLEIT V7 THZLICEYD, AvE—VORMN 77 ANEX T n— RTEE
9, AsyncOS 76, RHMOEEILNOLDORM 7 7 A NMTIX VA NVAREEN DA REMENH D Z & &R
TEENRREN, $ATT 20 EIpFRLONNET, VANLRAEZELNRL LALRWRGZ 7ML EEC
FEIZBWTH U rye— RRLET, [ A vy E—US (Message Parts) £ 23 VIO [message
bodyl] 7 Vw7352 LICLV, AvE—VARXEF Y a—RTEHILHTEET,

fREE SN A v E—CODBAXX v I2DUVT

REENICH D F 2 —FT _XThoAvE—UNT U —REND L, TTTA47T o AT ATRE R HERE 1AL
DEBRIOA Yy E—UNEVIREESNTZA =L RY —IZH LT, ROFAF ¥ VBB INET,

o RUT—BIORIANZRBEHENSV Y —RAEINBA =TT ARG TPzl THA

Xy ENnNFET,
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F8E HHRUS— 9MILR. BLUT7Y T LA |

WM Rys— 9ILR, 7Y T LA IREERD * v E—SOBRER

o TUNTLAVRHENDL ) U —2AEND A v E—PIEARLIEREBL O A L AT DT
LoTHAX YV ENET (TU NI LA ZREHEF DA v — VO AF v > OFEIC OV T,
BIA—N EX2VT 4 TTIAT L ADF Y TA 2~ T EIZFa2—F HA RO [Outbreak
Filters] O®Z SR L T2 & W),

HBAX YT, HIEERNPFIRZDRA v =V L Z0HERRELE —ETI2HEE, TDOAY
t—VIIEREE S EE A, WIS, HERRRD L, TOXA vE—VRMOREHCHE TE T,

FHEAIZ, A v =V OREHENERICHRYVIRISND Z TR 0VE IR THWET, e xE, Ay
T—URER LI TN T, ZORRE, Virus lBEECEE SN ELET, BEERZORA v E—V%
VU—RZRLThH, VA NAKEL L D UTEEFDORA v — V2 E L TEERA, LL, FDOA Y
T —VIIERBE SN VWLERNH A, TR —TRELE RV ZDORA v =X T ELRHENS Y
V—2&NR< 20 ET, 2EEGHEELFECAERICRDDOT, VAT A% 2 BIOIZIE Virus FREEE %
HWLET,

VAP AVE Rt

TORNT AR, 7O NT LAY TAARBREOENRTA B A F—BANENTWEHES

WCFELET, TUNT LA T4 VEZBERETIEZ, LEWEE Y M2 TA v =Y N T R 7L
47%%_%héhi¢oﬁﬁ ONTHE, PBEBFA—N X2 VT 4 TTIAT VAT TA 2~
T E T2 —Y HA R [Outbreak Filters] OEAZZSHL T,

TURNT LA 7R, MORBEEL R C L S ICERIN, AvE—VOMKR, Ave—TYDY U —RF
TIXEIBRZ ENTEET,

TU T LA 7 RREECIE, tMOMREECIXERTERWVIBMOBERH Y £9, Zhidix, [V— e
U C&# (Manage by Rule Summary) | Vv 7 ., A vE—VOFMERRLTNDLEED [ AT~k
1% (Send to Cisco) ] HERE. BIL O[T TE (Scheduled Exit) | PHFEIZ L » THREEREND X ¥
=T EY— b TEHEF T a BBV ET,

Outbreak 7 4 VA HERED T A B ADHEMHMMBIIND &, AvE—VE2T U N7 LA JIREECZEN
PLEBMTER< 70 £, Wt ) 7TNICBERET D A vE— P OREHHPET LTIV 7L
AV IRBENZEIC D &, GUI ORREEY 2 MZT U b7 LA 7 BREEITFE TR SN2 e 7,

TFIOrRITLLVREHADA Yy E—SDERX Y

LS BITENTN =ML ST, RSN TWAD A v E—U RS I BETIIRWVWEEZEZLNLH5AIC
X7 U N7 LA IR AN O NI A v E—VIXEBIICY V=R ESNET,

TITIATVALETT UV FARABIORT VFUAINLANAL ZT—=TNNIZ 2> TWNWEHEE, AF vy =
VIUNE, AvEe—JICEAINA A= Ta— R) = IINWT, T NT LA T RREED SRR
ENTFETRTCORAYE—VFAF Yy LET,

[/L—L 3= 1) TEE (Manage by Rule Summary) 11U >%

fRHfE U A kT Outbreak EEEDEZH 5 [/L—/b Y~ U TEHEH (Manage by Rule Summary) ] V> 7 %
7V v 7 LT, [P~V CEHE (Manage by Rule Summary) | X—Y %2R R L ET, RBEE=Y 7
NOFTRTDORA Yy =KL, TNHD A v E— V&R S BB IV — SN T A v —
¥ 727 v a2 (Release, Delete, Delay Exit) #FEITTEET, Zhud. 7Y M T LA ZREED> DK
BORA vy =V ENBTLHAICEL TWET, Bl W T, EF ANV EX2UT 4 7754
7yxmﬁy§4/mw7itin W A K@ TOutbreak Filters] OFED [/L—/L P~ VU CTEH
(Manage by Rule Summary) ] B2 —I{ZOWTOERESHL T ZI 0,
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| £8EF H£#HERUS— YMLR BLUTY T LAY Rl

RUS—, 9LLR, 79 TLA VREAD * vE—C0RksE B

BREFREEDLWVDAYE—DRaADLR—F
TORTUVATRBEEND A v 2=V DA v 2—UeRR Lz E &I, BREEZFRED LV A »
=T E LR FTEEDICIDRA =T EVAITHETEET,

FIR

AT9T 1 TURNTULATREENDOA v E—VICBEILET,

ATvFT 2 [AvE—VOEM (Message Details) |22 >3 C, [YAaZab—%%(FT 25 (Send a Copy to
Cisco Systems) | F = v 7 HR vy 7 A% RIRLET,

ZFyF 3 [%E Send) 157V v LET,
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WBE  EMKYL—. YALR. BEUTY FTLAIFE |

WM Rys— 9ILR, 7Y T LA IREERD * v E—SOBRER
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= CHAPTER

Web t¥al) T4 FITSA4AT7VADER

o [HitErpRlay 7 ¢ X o L—y g VERIZOWT) (PY9-1)

o [#EGIZRRREAHFAORE] (PI-1)

o [Configuration Master ®#% %] (P.9-2)

o MEET7 7 A NVRHEMHT 272008 E] (P9-14)

e WebEXa T 4 T7T7AT VA ~DEEDLAR] (P9-14)

o MY aTvoAT—2 R LEREOFETR] (P.9-20)

o WebtxalUT 4 77IAT LV ADAT—X ADFER] (P.9-21)

o TURL A7 Y &y FOFEFLEPREPRH T ¢ Fab—a UEH) (P9-24)

hRERFB O T4 XaL— 3 VEHEZDOINVT

EHRESHEZERNTLHE, P 2a30arT o yeXa VT 8T 7547 0 A5 ET 5 Web
X2 VT 4 TTIATVACREEZRARTED LR, ROLI RAEIELNET,

e WebtXxaUT 4 R —DOREXCKREDEH ZMADOWeb X2 UT 4 77747 ATlE R
X2 VT A BT T IAT U AT—ETHIEITTHA, BHAEHE (B LORE L TcEE7,

o EBSN TSRy Y= 2T, K v—aB BT ET,

REE Web X T4 TTI7ATVRAZART2HET2 250 £,
» Configuration Master #{£ 9 %

s WebtXxalT 4 77I3A4T7 U ANbDary74F¥ab—vary 77 A VEENTL JEEY 7
A NVEREERT %)

@) 7F R EDNFRAXDIRTE

X2 VT A BT T IAT U ANDHREEANRTDITNEIELRD 2 DOFERDY, ThENRR D%
EEARLET, REOTITIIHFREFRHTCEIRTERNLEOLH Y T,

—EANTITRD L D122 £,
o WROFEITH L TiE, Configuration Master Z{fH L £ 9,

WebtXa U7 4 777347 A0 [Web EX 2T 4 v3r—T % (Web Security Manager) ] £
Sa—IRTRENDHHEE, RY =W AX L URL O 7Y 8L,
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FIE WebtFaUT4 7ISA7LADER |

BISt L4 bT7 7 4w =X (L4ATM) OFEIL. Configuration Master DX RIZEHE ENEH
Mo

PR — b OXG L 72 BH%REIX. Configuration Master D /3— 5 UL - TEDY 9, ZD3—
¥ = 1 AsyncOS for Web Security O /3— g xS L ET,

Configuration Master TERETE 5 —HOEREIL, BIFSE L7202, Web X2 VT4 7754
TUATHEEHRET DLEND Y 9, /=& 21X, SOCKS Y 2 —i% Configuration Master T
REFRETT A, WHINZ SOCKS 7 X v % Web tX a2 V7 4 77 T4 7V ATHBERET D4
ERH Y FET,

o ROBECHLTUL, arv 74 Fal—vary 774 GLET77AVAR) ZHEHALET,

TTFIAT o ADOEHICEZRTOHEE, 2L xE, vl 727 ) 7o a R0 T7 T — FORE.
FRFERBETOSRR L,

Bilg)

X2 VT A BET T IAT UV AEER LT, Web X2 UT 4 T I7A4T 2 ADORDIREE A
T DL, FRERET DI LITTE A EAEROAHEERED FIPS ©T— R, % v hU—
A B =724 ADFE. DNS. Web Cache Communication Protocol (WCCP), 7 v 7 A k
V—h Fuxy Fo—7, FEHE, Fuxd E—F, NTP 2 LXOKMHEE. L4 NT 747 E
=% (L4TM) #E. BLXOIEY XA L7 F KRR M,

INLORET, BHARO Web bt X2 )T 4 77 I7A 7V ATHEHERET 2HERHY 7,
[ Cisco IronPort AsyncOS for Web Security User Guide] %S L T 7230,

Configuration Master DE&5E

Configuration Master i L THREFR a2 7 4 Fa b —a VEBERET DI,
[Configuration Master OF% & OHEE | (P.9-2) Tl 2 FIAZNAFICHE > TEITL T IE IV,

YERT 7 A NVRBATZT 25 L 5T 2123, HERY 7 A VRBAZM AT 272D ORE |
(P.9-14) ZZML TS 7ESVY,

Configuration Master D& EDHE

Web ¥X =2 U7 4 77747 AP REFHFXTERT LTV ATLAEZRETHIZE., ROF
NEIZRE > TL 720,

AFYT 1 (EE) WebtFxa2UF4 TTFIFATLV R, TRTOWebtxa )T 77T 7 U ADREET L
ELTEELTWD Webtxa )T 4 77 ITA TV ARTTICHLEAIE. TD Web X2 U T ¢
TIIAT ANy T 4 Falb—vay JyrA X ra—RKLET, 2077 A VEHEHRT
&, X2 VT A FHT 7T A7 A TO Configuration Master OF%E 2B IZITH Z N TEF
9, FIEICDOWTIL, [Cisco IronPort AsyncOS for Web Security User Guide ] ® Saving and Loading
the Appliance Configuration] &M L T 72X\,

a7 4 Falb—ar 7y A/LbE Configuration Master /N— 5 O HMEIZ DWW T, 2DV U —
2PV Y —2 /— b (http://www.cisco.com/en/US/products/ps10155/prod release notes_list.html) %
ZHL TSN,

ATvF 2 BREDEDO—RNREMRRLEEFEHLMR L E T, [Configuration Master #fH 9272 D EHE 7R
EEFHE] (P9-3) #ZRLTIEIN,

ATYT 3 HWebtXalT g 77747 RMEMT 5 Configuration Master D/N— = U 2R L £7,
[ fi 9% Configuration Master D /3— 5 > OHER ] (P.9-3) #BMML T ZEN,
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| £9&% Web+tFalT«14 77547 VRADEHR

AFvF9

X2V T4 EET IIAT VR, ERNHRTCEHEHLEZAEDCL, RELFET, X2V T o EFHT T
AT VATOHRREF a7 o Lb— g VEHOA F—7 4k (P.9-4) L T ZE0,

X2 YT 4 BET T4 7 A, Configuration Master # ##i{t. L £ 9", [Configuration Master ¢ 4]
Hfk) (P9-4) ZzZWL TS,

X2 VT4 BEBTSIFAT VR, WebBEX =2 UT ¢ 777 A7 A% Configuration Master |2 B
FiFEd, [Webex=2VUF 4 77747 AL Configuration Master @ BI# 17122\ CJ (P.9-5)
EFHZBLTLLEEN,

X2 VT A BEBT S TAT VR, RV —, BAXLURLAT IV, BIUN Web 7k /S48
Z U A k% Configuration Master 24 > AR— 350, FEITRELET, ARDODDORE]
(P.9-6) WL T ZEW,

¥X a2 YT A BET S ITAT VR, TNEND Web EFx 2T 4 TTITAT UV ATA X—T SN
TWBDHREEN, TOT 774 7T » ACBEAfTT 51T 5 Configuration Master T 13— 7 /M2 I T
WHBREL —BILTWD Z L2 LE3, MEREDSHICA X—7 LIS TWVD 2 L DR

(P9-11) #ZWLTLLEE W,

X2 VT4 BET ST TR, %E LT 5 Configuration Master 3% 7E L, MERHERES 1 X —7
MILTeh, WebtXa T4 77747 ACEEEARLET, [Configuration Master DB |
(P.9-14) ML T 7ZE W,

Configuration Master ZERJ 5-ODEELITEEH

N
GB)

HREPRCER TS Web t X2 V7T 4 T I7A4 TV ADZNERUICONT, FAD LILVAIKT S
BRENFE—THLHEERNT, [*> b7 —2 (Network) ]>[58iE (Authentication) ] T+ XCToD
[Lv2a4 (Realm Names) | N7 /I AT VALK T—EICR-TVWDHI L EMHRLET,

89 % Configuration Master ®/3\— 3 > DFEER

GE)

X2V T A FHT T ITA T RABEBOREY AL =132, BEOWeb X2V T4 T
TAT UV ATRRDHRER TR — N T DR 25 /3— 3 D AsyncOS for Web Security 23EfT SN T
W5 REEFRRERE CHOENNICERTE £,

ZHZ4L D Configuration Master (213, AsyncOS for Web Security DFFED/N— a2  THEMT R E
PATHONTVET,

i LTV % AsyncOS for Web Security ?/3—30 3 > Tl fl T& % Configuration Master % ¥|§r3 %
IZix. TSMA Bk~ U 27 2] (P2-2) 2L TLKEE0,

EOREZ15 521X, Configuration Master D/ X— a3 B, WebtXx =2 UT 4 77734 T AD

AsyncOS D=2 a VERICUTHAMERH D £9, &V /3— 3 O Configuration Master 7> 5 Hr
LWA—=g DO WebBEFXa VT 4 T4 T A LTARRZITYOE Web X2V T 40 775
A7 v ZADFEFED Configuration Master DR E & —EH L TWZRWGAIZIE, LEBIZKRT2BZENNH
DET, ZOMEIZ, [Web 7 F T4 7 & 257 —4 ZDFA (Web Appliance Status Details) ] ~<—
VICA—ERRONRVGETORET LI LNHY T, ZOGREIE. KT T IA TV ATORELE
FETHRTOILERHY £7,
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FIE WebtFaUT4 7ISA7LADER |

XA T A BB ISAT7UORTOHRREFE I T4 FaL—a Y

EEDA +—

AFyvF 2
ATFvFT 3

ATv7 4

JILiE
FlE

X2 VT A EET T TAT AT, [BET 7747 A (Management Appliance) ]> [ 5% 2L
#— B 2 (Centralized Services) ]>[Web] > [ #EH Rk E~ X — + (Centralized Configuration
Manager) ] Z&R L £,

[£%) (Enable) 1227V w27 LET,

VAT ALY by T U4 = FEETL T LMD TEARETRZ AT 2581, = F
a—W T AU AR EETHER L, KR (Accept) | &7 U v LET,

EEREFEL, REFELET,

Configuration Master O ##A1kE

N
()

Configuration Master 7.1 % Configuration Master 7.5 83X OV 7.7 iICa— L7720, A KR — 4 5Hi0
IZ. TConfiguration Master 7.5 38 LW 7.7 X ET DRIOEEFH] (P.9-25) 2L T &0,

FIg

AA BX2 VT4 EHT S T34 7 AT, [Web]>[=2—7 1 U7 1 (Utilities) | > [RE~AX —
(Configuration Masters) | Z#3#IR L F 7,

[A 7> a2 (Options) ] 77 LD [#I#1t (Initialize) ] 227 U v 27 LET,

[Configuration Master ®#J#i{t. (Initialize Configuration Master) | X— T, O FIEEZFEITL £,

o LHi» Y U —AF® Configuration Master 239 CiZ& ¥ | H L\ Configuration Master ClRl Uk E
Zi M L7 WA, [Configuration Master @ = v°— (Copy Configuration Master) | Z &R L %

R
F 72, % CBEfF D Configuration Master " SHFXEE A VAR — b T252 L b TEET,
o LRICHEHELARWGAIE, [T 74V MixEEMEM (Use default settings) ] Z#IRL £,
[#1#14k (Initialize) 1% 27V v 27 LET,
Z#C Configuration Master 23 F ATRE 72 R TBIC 72 0 £ 57,
FNEh o Configuration Master D/3— ¥ 3 NI L CHIHILIEEZ BV R L £,

Configuration Master # #1#{t 32 &, [##{L (Initialize) | 47> a VidERATE RV T, =
OROLYIZ, TAHOTEDDORE] (P.9-6) Tl I T2 HIEOWT A% L T Configuration
Master #&E L E7,
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| £9&% Web+tFalT«14 77547 VRADEHR

Web X217+ 77547 >R E Configuration Master @ BEE T [+
[ZDUT

HRETHTEIT L Web EX 2T 4 7T IA TV ADENENIZBWT, DT T I7A4 TV AD
AsyncOS /N—3 = > L —%T % Configuration Master (2R Y ¥ —f%EZ BEMN T2 LERH Y £,
el 21, Webt®x a7 4 77747 AT AsyncOS 7.7 for Web & FEITH DAL,
Configuration Master 7.7 ({Z B AT 2 L ERH Y 4,

TOTDOFK G MR GEIL, RIS LK TERRY £,

FH BRI HFIE

FLEWebtXa T4 7T I7A4T7 0 R%EXa |[[WebtXa )T 77747 208BME

VT A BT 74T A ITBMLTHARN Configuration Master D /3— 2 g > & O BEAF T
(P.9-3)

FTTICWeb EX¥ 2T 1 77747 A%BM |[Configuration Master D/3N—3 3 > & Web &

HFEHTHD Fa VT4 TTITAT AL DOBHEMNT
(P.9-6)

Web 22154 775472 ADiEME Configuration Master D/3\—2 3 > & DBEES

I+

27y T 1

ATFyvF 2

ATvT 3
ATv7 4

AFyFT 5
ATFvT 6
AFvFT 7T

FEWeb X2 UT 4 7T T4 7 0 AEHREFTEIHOBIEML TWRWEEE, ZOFIEELHE
TTLTL7EEN,

FIg

FEALTNWE WebEX=2UT 4 77F347 AL, ZD AsyncOS for Security Management @V U —
A CfEM T % Configuration Master DN— 3 & OB AZFE L £9, [SMA Aiftt~ hU 7
A1 (P2-2) 2L TIZE0,

X2 VT A BT TIAT AT, [BHT 7747 A (Management Appliance) | > [ HH%E B
#—E 2 (Centralized Services) 1>[EFx =2 VT 1 777 A 7 A (Security Appliances) ] &R L
e

[Web 77 Z 147 20BN (Add Web Appliance) 1 %27V v 7 LE T,

(77247 A% (Appliance Name) 1B L O[IP 7 KA (IP Address) ] 7 ¥ A b 7 4 —/L RiZ,
WebtXa T4 TTITATVADEBRS X =T 2 A ADT TIAT A% EIPT KL AZATIL
ij‘o

N

(GE) [IP7 FL A (IP Address) | 7% A~ 74— /L RIZDNS & &2 AN LEEHETYH, [%fF
(Submit) 1227 Vv 27325, F<ITIPT FLRITRESNET,

Centralized Configuration Manager ¥ — E A BN FRITRIN I TWET,
[###5t D FEEST (Establish Connection) | %27 VU v 27 LET,

BHANBRLERDT TIA TV ADERET DTV FO2—YH ERRAT—RE AL, [#EF DML
(Establish Connection) 1 %2V v 27 LE 7,
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FIE WebtFaUT4 7ISA7LADER |

GE) vlA VBREREANTIE, EX2 VT4 BT 7 IAT ANV~ T T IA4T
AND T 7 A NRED DDA SSH F—NEINET, e /A4 VEKRERIZ. B2V T4
BT T4 T ATIIMEES N E Y AL

ATYvF 8 [HI (Success) | AvE—VBRR—VDT—TND EICFERINDETHELET,
AFvFT 9 TTTA4 7 AICBEAMIT S Configuration Master D3 — 3 V&R L E T,
AFyFT 10 EFEEZEEL, REFELET,

AFyT M FREFAa T XL g VEBAEAFX—TNITDE Web X2 VT 4 TT7ITAT VAT E
W, ZOFIEEEEV KL ET,

Configuration Master ®/\—> 3> & Web 2¥Xa) T4 775347 R EDOBEEMIT

Web t X274 77I7A4T7 L A%tXa ) TAEHT T I747 0 RTBMELOBEE, ROFIE
EHEALT, Web X =2V T 4 77747 A% Configuration Master O /N— 3 5 (25 < B
F5ZENTEET,

FIE

AFvT 1 HHALTNWE WebtX2UT 4 77I74T7 AL, 2D AsyncOS for Security Management ® U U —
A CfEM T % Configuration Master DN— 3 > OB AZFE L £9, [SMA Aiftt~ KU 7
2] (P2-2) #BZRLTIIEE,

ATvT 2 X2 VT4 EFHTTIAT AT, [Web]>[=2—7 1 U7 ¢ (Utilities) > [HE~ AKX —
(Configuration Masters) | Z@&IR L £ 7,

N

(3¥) Configuration Master 7% [ #%) (Disabled) | & FR SN TV IHEICA F—T M T BITIE
[Web] > [=—7 ¢+ U7« (Utilities) [>[tF =V 7 ¢ F—ERAEKR (Security Services
Display) JDINEIZZ U > 7 L, RIC [RAZREOHwSE (Edit Display Settings) | %27V v 2o L
F3, %532 Configuration Master DF = v 7 Ry 7 AZERNLT, A X—7TVIZLET,
FEIZ oW TIX, (AR 2MED A 2 —T k) (P.9-12) 2B LTI EEW,

ATYFT 3 [TTITAT L AENETY X FofFEE (Edit Appliance Assignment List) (%27 U v 27 LET,

AFvF 4 BEMTLZTTIATADITTZ Y v L, [vAX— (Masters) | 7 LI TF =y 7 ~—7 %A
ij‘o

ATFwT 5 EHEEREL, RIFLET,

NEADT=-HDEETE

NBRAT HE%E % Configuration Master (258 E L £,
Configuration Master DR EIZIE, WL OO FERH Y £7,
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* AsyncOS for Security Management ®LLRTDO U U — 257 v 77 L— T 554 LLATOBEFO
Configuration Master % = £°— L T#H[ L\ Configuration Master ®/3— = > 2 #JH{L L T7en
LA, AR =Ta B A UR— TN TEET, [BEFEO Configuration Master 7> 5
AR —1r] (P9-7) 2L T EEN,

e WebtXaUT 4 7347 UV AEREFAHAT.BHOWeb €EXa2 7T 4 77747 ATRHRL
REXMHLIZWGE R ESh Wb ary 7 Xal—vary Iy A VETTITALT U AND
Configuration Master {2 AR — F L£J (IConfiguration Master D& &) (P.9-2) Tar 7 4
Xal—var 774 NVERIFLIZSS).

A VR=FOFMEIHONTIE, [Web tFa T 4 TTTAT U ANLDOBEDA L R— 1|
(P.9-7) Z#ZML T ZEVY,

o AVHR—FMLEFEELEFET DAL, [Configuration Master T? Web = = U 7 1 FEHE D B 2
RE] (P9-8) ML TN,

e WebtFxalT 4 777347 ATRY— URLAT IV | NANZAHREL ELEHEL T
WA, EX 2 VT4 BRBT S IA T U ATING OFRE L X)IET % Configuration Master (252
ELET,

S >V CIE, [Configuration Master T? Web © & 2 U 7 ¢ HEEOEHLE) (P9-8) &M
LTL7EE W,

BE#£ D Configuration Master M5 DA >V R— b+

GE)

ATFvFT1

A7y 2
ATFyvFT 3

AFwFT 5

BETF @ Configuration Master % 37 L \» Configuration Master D/3— 3 N7 v 77 L— R§5 2 &R
T&FE9, 72& 21X, Configuration Master 7.1 OF%E %, Configuration Master 7.5 3 LW 7.7 121
R—=hT25ZENTEET,

Configuration Master 7.5 B3 X W0 7.7 IC 2 B —F /i3 A A — b3 2 #i1lZ, [Configuration Master 7.5 35
FO 7T ZET HAIOEEFE] (P9-25) ML TIESVY,

FIR

X2 VT A BHT T4 T AT, [Web]>[=2—7F 4 UT ¢ (Utilities) | > [RE~AH —
(Configuration Masters) ] Z&R L £ 7,

[A7 a3 (Options) | 77 AT, [REDA A — bk (Import Configuration) | %2V v 27 LET,

[R%E Y —ADEIR (Select Configuration Source) ] T, U A hind [EE~ AF— (Configuration
Master) | Z#i#IR L £,

ZOREIWZ, BBFEON AL L 2—F a— L ERD AL E I DEEIRLET,

HAZ L 2—H o — L OFEMC OV TIL, [Custom Web User = —/LC>W T (P.13-9) #ZBB LT
TEEW,

[f>A—=1 mport) 1427V v 7 LET,

Web X)) T4 7T5A4F7VANLDEREDS ViR— b

D Web tX=2 V7 4 77747 ATHEL TWADBFORELENT 2561, £0ar
T4 F¥a2l—vary IrANEEXR 2 YT A FHT 7747 L AZA R — kLT, Configuration

Master HOT 7 /v DR Y —REEFFERTE £,
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a7 4 Falb—var 7y ALE Configuration Master /N—3 5 O HHMEIZSOWNTIX, 20V U —
2PV Y—R /— b (http://www.cisco.com/en/US/products/ps10155/prod_release notes_list.html) %
ZRLTLZEN,

AFvFT 1
ATFvF 2

AFv7 3
ATv7 4

ATFvT 6
AFvF 7

BHABROWeb BEX a2 VT4 TT7IAT VACREZT TICABLTH LA TH, HfEDOH
HZWebar74Falb—ay 77 ANEMEITHA VR-FTH5TENTEET, 2ZEL, =
V74X a2 b —v 3y 77 A /L% Configuration Master |24 > AR— hT 25 &, BRLE
Configuration Master IZBIEFHT DN TV EREN EEXINDHZ LICHEBRLTIEE N, £, |
tX a2 UT ¢ $—EREKR (Security Services Display) ] X—IDEF =2V 7T 4 H—EXADFHKTE
X, AV R— b LT 7 AV E BT HEIBRESNET,

Configuration Master {2 Web 2> 7 4 a2 b —3 3> 77 AV ERDIALICIE, KOFEEZFETLE
7T

FIR

WebtFX=2)T 4 79470 ANy 7 4FXalb—ray 77 ANV RTFELET,

X2 VT A BHT T4 T AT, [Web]>[=2—7F 4 UT ¢ (Utilities) | > [RE~ A X —
(Configuration Masters) ] Z&R L £ 7,

[A7 a3 (Options) | 77 AT, [REDA >A— bk (Import Configuration) | %27V v 27 LET,

[%ED#EIR (Select Configuration) | ke vy X o U b, [Web % EZ 741 (Web
Configuration File) ] Zi®&IR L 7,

[FrLneRXZ—0DFT 74/~ (New Master Defaults) |22 2 T, [/ (Browse) |27 U v 7
L. WebtF¥a )T 4 TTIAT U ANDHAMRary 7 4 Falb—vary 77 AV a2RRLET,

[Z77ANV%EAA—1b (ImportFile) %27 Vv 7 LET,
[f>A—=1 mport) 1227V v 7 LET,

Configuration Master T?D Web 21 1) 7 1 #EEDEERTE

Configuration Master Ti, /N\— 2 G U TROBREZ R ETE £,
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Configuration Master 7.1

Configuration Master 7.5

Configuration Master 7.7

ID

SaaS RV v —

BWERY v—

N—TFT 4T R —
TIRAKRY —

AR D 57 Sl oD Il R

Cisco IronPort 7—% &% =
VT4

SNER T — & IR Lk
Outbound Malware Scanning
J3 A% 5 URL 7 =Y

TE 25 A 00 IRg [ i A

IS SRR

ID

SaaS RV v —

BERY v —

N—TFT 47 K —
TIERARY v—

AR O 5 g oD i R

Cisco IronPort 7 — % &% =
U7 4

SMER T — & ISR Lk
Outbound Malware Scanning
I AZ L URL BT =Y

TE #5700 IRe [ i

XA INARTE

ID

SaaS RV > —
B"HERY v—

N—TFT 47 K —
TIERARY v—
AR O 5 R oD 1l R

Cisco IronPort ¥ —#
F*=2UT g

AT — 2 IR 1k

Outbound Malware
Scanning

SOCKS &RV 2—
AL L URL 17 =Y
TE FE U F O i i P

N RARE

Configuration Master TH&HHE % B % E T 5 121%, [Web] > [Configuration Master <version>] >

<feature> % ER L E 7,

lConfiguration Master CHEBEZR FXE T B A D SMA A D&V (P.9-9) THHT 2 —EOIEE 2Bk
VT, Configuration Master CHEEZ R ET 2 71EIL. Web £X =2 V7 ¢ 7774 7 A TIA UMhE
ERETLHHGEFRLTT, MO TE, ZHEHOWeb EX 2T 4 TTIA TV ADF VT
AV~ IVT L FRERETAX —DON—T 3 HIET D AsyncOS /X— 3 > @D [Cisco IronPort
AsyncOS for Web Security User Guide] %2/ L T 23, LEREAIEL, [EHT % Configuration
Master D/3N—2 a2 o Ofiggd] (P9-3) ZZML T, LTS WebtFa VT4 77 I747 AT
*fI&9 B 1E L\ Configuration Master & 531 L T 7280,

Web £ = U7 0 2—H HA Fid,
http://www.cisco.com/en/US/products/ps10164/products user guide list.html TT X THON—T 3 %
AFTEET,

Configuration Master TH#EEZRET 515D SMA FHDEL

Configuration Master TH{REZ R ET 2 & (12X, LLFTRHBT L2 Web X2V 71 77747 R
THUHREZEEHRET 256 L OBENIERL TSN,
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FIE WebtFaUT4 7ISA7LADER |

® 9-1

HEEDERE : Configuration Master & Web £¥a ) T4 PS54 7R EDRL

BReEE(ER—-D

T RTOMHEE, F12% U Y —AT |Configuration Master TiXET AHMEEIC OV T, X2 VT 4 BHT T I7A4 T A

DHTHERE

T [Web]>[=—7 ¢ U7 ¢ (Utilities) ]>[tF =2 U7 ¢ ¥—ERAEKR (Security
Services Display) | Z® DHfER A F— T LT DHERH Y 9, FEMIC OV T,
BEEEMNFIZA R —T M ENTWVAH Z k@ﬁﬁgﬁj (P.9-11) 2B L TLIZEW,

ID

» TConfiguration Master T ID Zff T 586Dt~ (P9-10) 2L T
W,

 FICARIT, 2570 havazilT L5845 Webtxa )74 77747
AN VIV A3 H354A . Configuration Master THJD L L A Z L i) 72 A % —
LEERLET,

o FIUAXT LY a—HIDEZYR—-FTIRFEL L LDRH D Web EF =V
TATTIATVANEERRRT 774 T AL LTEMNERTHWDHE, ID O
BANE 72 TR I [ 2 — ¥ 2 & a5 9% (Identify Users Transparently) ]
F7vareEHTEET,

Z OFREIL. Configuration Master 7.5 TEA I E LT,

SaaS R VU v —

BIEA T a v [HBBR R — TN L > THRIBE 72 SaaS =2 —HFIc 7 v 7 b
#7719 % (Prompt SaaS users who have been discovered by transparent user
identification) Jix, hF7 AT Lk =% ID # %R — M T BFEFEL /L AR E
ENTEWebEXa )T 4 TT7ITAT VU ANEHRMGT 7747 AL LTEMENRT
WOBBDHAMTRY £7,

[7 7R KUY — (Access
Policies) |>[ 7/ — 7 Dimk

(Edit Group) ]

[RVT— 2 0EFH (Policy Member Definition) 1 ®2 v 2 > C[ID &=2—¥
(Identities and Users) ] 47> a VEARET D&, SMBT 4 L7 MY H— a2l L
TWLEAIIE, P EA S ET,

[ 7 —7Of%E (Bdit Group) | X—Y T/ N—TE2WM%KE LG E. MBERERO KL
D500 HE LORRINERFA, JARETDHITNV—TNREDONERNEGA i DT
N—"7"% [Authorized Groups| ([ZIBMT 2 ZENTEET, ZNETHITE [T+
L7 U (Directory) ] #Z 7 4 —/L FiC _@7»~7%AﬁUC[EM(AM)]
REHEI ) v LET,

[727EA KUY — (Access TOR—VTHETESLA v a X, B#d % Configuration Master 1Zxf L T
Policies) ]>[Web L ¥’'= 77— = |Adaptive Scanning 231 X — 7 /VZENTWEHENE I N L > TEDLY £9, [Web] >
VESAT 2T RIKOBRE (Web  |[2—F 4 U7 ¢ (Utilities) ]>[&F =V 7 ¢+ ¥ —ERAFE/R (Security Services
Reputation and Anti-Malware Display) ] TZOREZMHR LTS IEIW,

Settings) ]

Z OF4HEI%. Configuration Master 7.5 CEA I E LT,

Configuration Master T ID #{ERT 5H80E Y +

X2 VT A EFHT T TA T UATID 2EKT DBRICIX, FFEDOT I ITA TV ADIHITHA SN D A
TraribET, FEX, EX2 VT 4BHT S IA T UREHAL, Web X2 UT 4 T
TAT VAT EIER ENTEZHEO Web vt X2 VT 4 TTIAT VA a7 4F¥alb—variRy
VR TOBEAIE. 1 oD T s A VBT la— RL, RICMO~T U nbLFEITRY v —%B
M BHERH Y £,

INEETTDIEODOFED 1 2L LT, £T7 7 I7A T AZ—E#HOID Z2/Ek L., 25D ID 2%
BT2HRY O —RETHIHEROVET, EX2 VT BT I IA T UABRREEARTHE, =
NooID &L ID 2B 5RY U—XHBICHIBRES, T4 EB—T7 R0 ET, ZOHEEHEA
THE, FETHOGRETDHLERD Y £E A, TIUTEARNIC [7FF74T7 2T ©ID TY,
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ZOFEOWE—DRMEIX, 774NV ORY —F T ID B, A MEITRALZEETT, ek

X, 2% A FTIEARY >—% Tdefault allow with auth] (ZF%E L. BIOH A b Tix ldefault deny
WCERELTWEHAETT, ZOHAE. T7IA T AZLEDID ER) v—%F 7 4L FOF < RICfE
BT ARERH Y ET, BARWIZIIMBD 77408 RY—%{ERLET,

HWRENEIZA R—TILIZEh TS Z EDFER
Configuration Master AT 2R1IC, TNUBAMIND T & & ABRKICBMOBEEEN A r—7LIC
7Y, BRTAEIICHRESNTNDAZ L 2R LET,
ZOEOITIE, KOG E2IATLTIIZEN,
o [ X—=TNZENTWHEERED ] (P.9-11)
o [ABRT2HEED A X —T 11k (P.9-12)

GE)  HERDBRENA X —T IR o T DHEED Web ¥ X2 VT 77747 A0 U Configuration
Master IZHI D 4 THNTWDEAEIE, K7 7747 AE[EICART 2 L 212 L, Az s
DFNEEFATT 2MERHY 7,

A R—TIIZEN T SBEEDLLE

ENENDO Web EFX 2T 4 TTIAT UV ATA R—TNMZENTODEREN, ZOTTTA4T A
B9 1T 5TV % Configuration Master TA X — 7 /WIZENTWAHHEEEE —F L TWDH Z & 2 HER
LET,

GE) R DHREEFF SO Web X2 U T 7774 7 > A A U Configuration Master (28] 0 24T 5
NTWDAEAEIE, &7 7S I7A4 T U AZJMENICART 2 L5120, AN ZOF = v 7 25479 D05

B0 ET,

Web X274 7T ITA4T UV ATAR—=T SN TV DEREZ MR T D11, ROFIREZFETL
£,

Fig

AFYFT 1 X2 VTABET TSI AT AT, [Web]>[=2—7 1 U T 4 (Utilities) 1 >[Web 777 A 7 A
A7 —H4 A (Web Appliances Status) | Z &R L F7,

AFw 7 2 Configuration Master Z/ABT2% Web tXx =2V T 4 7754 7 2040 %2 27V v 7 LET,
AFwF 3 [EX¥x=2VUTF 1 B —ER (Security Services) | 7—7NVETAZr— L LET,

AFvT 4 AFX—TNCINTVDLTRTOEEDT A B A F—=0137 277 47T, HREII TR\ & AR
LT,

ATFvyFT 5 [Y—ERX (Services) | 7T LD T ZHE L £7,

[Web 77 Z A 7 A —¥E % (Web Appliance Service) | T Lt [BHT 7T T LV ATEKRE
NTWo ¥ —1rZ (Is Service Displayed on Management Appliance?) | 7 7 A0 [E U Th 5 HE X H
nEJ,

e [£A%h (Enabled) ]=[iZ\ (Yes) ]
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o [#%h (Disabled) 1 B L[ AKEE (Not Configured) J=[ W\ x (No) | 7203 [ %)
(Disabled) ]

e NA=#HAINERA, 72&2I1E, ZDOA 7T 3 »id Configuration Master T E T& £ H AN,
—EIZIEERENT, FM BV A XF—DAT— X A5 WRTDHIENTEET,
AT 4 Fa b=V a VPR -BOBREIE. XFPRETRRINET,
ATFYT 6 HIOIEEICONTOANF—TNBLET 4 =T NVOBRED —H L TORVERIE, KOWThEE
TLET,
e Configuration Master DX 9 2% EE2EH L ¥, AT 2HED A *—7 () (P9-12) %
ZRLTIEEN,

e WebtFalT7 a4 77I7A4T U ADUFEOKELA X—TNVELITZT 4 —7 VI LET, £H
WEIC L - TE, EHROERBICHET L LGP H Y £, BET 28I >V T, [Cisco
IronPort AsyncOS for Web Security User Guide] & ZM L T 7Z& 0,

AFT SHBED A R —TIL1E

Configuration Master Zffi [l L TR ELZ AT 28MEZ A X —7 M LET,

(3¥)  Configuration Master (Zxf L CHEER A F—T7 MIZ LT, TOHEN Web X2 VT 4 77747
YATA R =T NTR DT TIEHY £ A,

% Configuration Master {Z%f L CA Rr—7 /LI LB REIX, [BF =V 7 1 F—EAFER (Security
Services Display) | — ICERNSINE T, IN/A] EFERINTVWDIEHEEIX. TOWERZED
Configuration Master OD/3— 3  CERATERWVWI 2R LET,

NETOREEE A =T VT DR, ROFIEEFATL T EE N,

FIE

AFYT 1 ARX—TNCT ML T A E—T M T2BREEZMALET, [ X =7 /IS TV S HERED LR
(P9-11) 22 L TIIZEW,

AFYFT 2 X2 VTABETTSIAT AT, [Web]>[=2—7 1 UF 4 (Utilities) | >[&Fx=2V T 4 ¥—b
AF7~ (Security Services Display) | Zi®&R L 7,

ZRFwTF 3[4 (Bdit Settings) |27 U v 7 LET,
[EX=2VT 4 = 2FROMRE (Edit Security Services Display) ] ~<—1Z, % Configuration
Master IZERRINDEEN—HINET,
N

GE) Web Fuxiid#fel LT—EESNnTWERA, 2T, Web 7u X3 Web =V 5 4
TP IATUVATERHIN TS aXxY XA 7ONTINEETTIHEDICA X —T I
RoOTNWAEERRINTWNWAEEZDTT, Web X 27 18— 2t 5E, WebtFal
T4 T TITAT VAR ENTZTRTORY —NER S E T,

ATFvFT 4  (EE) M L7 Configuration Master IZFEERICLET, BRLAWEEBRET L0 %BIT 5720,
i I L 72\ Configuration Master ©F 4 £—7 /L4t (P.9-13) @ ] 2B L T EEW,

ATwF 5 fHHT 54 Configuration Master (22T, A F—T7 M T DEMEEICKTT 2 [TV (Yes) | F=v 7
RNy 7 AR E TR IR L E7,
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ATFvF 8

AFv7 9
2F7Fv7 10

WOFFERRRIZITRFICER L TS (fEHARE7e 47> a 1%, Configuration Master /33— =
RS THERY E£9),
o FIUANRTLUEE=R, YAV — R EF-FE2MALEEE, 7oy S SXKREIEEMAT
ERASG /o DS
o HTTPS mr ¥, HTTPS Yu ¥ L, BERY v —%2FETTHLDIIA =T NMCTDHLERD
D ij‘o
o TyTANI—ATuXy IN—=T, V=T 47 RY = EHTLHEIE. Web EXx =2l
TATTIATVATT v T AN =L T Xy JA—TREHTED L1272 TWVDRLENR
b ET,
f# 9~ % % Configuration Master 2% L CTERZ M2 F 7,
[%fF (Submit) | 27 Vw27 LET, EXa2 V74 P—EROREITMZTZEEN, Web X =Y
T4 TTIAT LV ATRESNIEARY V=BT 250, GULIZKEDEE A vy E—UBRRREN
FI, BEEEET D2 EDMERGAE, [T (Continue) 127 U v 7 LET,
[E¥=VUTF ¢ —ERFR (Security Services Display) | X— T, BR LKA T a ORI [
I (Yes) ] ERFIND I EEHERLET,
ERERFELET,

NEEDT TFI7A4 T R LT, TRTOEEDRE LA R—TNVELIETT 4 B—T MR >TWND
TEERMRLET, [ RX—T7MZINTWOHREDEE (P.9-11) 2R LTI &0y,

A L% Ly Configuration Master 7 « £—7JJL{t

GE)

ATFvFT1

A7y 2
AFyvFT 3

il L 72> Configuration Master # R/ R LRWE S IZTHZ ENTEET,

7o & 2%, —#Bo Configuration Master %5 4 £ —7 /M Lz & &, [RE~ A X — (Configuration
Master) | #7 & [E% =2 U7 ¢ ¥ —EREKR (Security Services Display) | ~X—IZKRD L 5 IZFKR
SNET,

Configuration Master 27 4 E—7/MZT D5 &, ZNICHT DT XTOSRN, KIS TDH [RE~ A

% — (Configuration Master) | # 7 % & T GUI O A& E T, £ ® Configuration Master % ff
AT 2HRETOABY 2 7I3HIR S L, #EFE D Configuration Master (ZH] 0 4 THNTWZT_XTO
Web tF =2 U7 4 77T7A4AT7 A0, Y THRATHRVWED L LTHSHINET, Padld

1 >® Configuration Master % 1 X — 7 /VIZT 20BN H D 5,

FIR

CF 2 YT TS TAT VAT, [Web] > [2—F 1 UF 1 (Utilities) ]>[£¥= U7 4 #—t
A Fe7~ (Security Services Display) | #3R L £ 9,

[ E%mE (Edit Settings) |27V v 27 LET,
#H L72\ Configuration Master I2%F 3 2 F = v 7R v 7 2 &2 BINFERR L E 7,
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Edit Security Services Display

Conliguraltion Master Securily Services Display Sellings

Flaate match the afe covrantly condfipundd on o Wed Sy Ansdancas. [F thard It ranation wihin pour deplopmant pou shoiid anfwer
s T of fhe SEBOn 1F wfed O SRy BSONEACE W PO SRR PIEnE,

M configuration Master 7.1
Ervalfe s Confipuralion Master lo dispfay e svadalde aolions

B Configuration Master 7.5
weh Applance Options for Configuratinn Master 7.5

00 your Web Applisnces have Transparent mode snabledr (7

o pour Web applisgnces have FTP Prony enabledr

Do pour Web Apphances have HTTPS Proxy enablad? r;'?
Al et Pt S b ol b s Nl R e e B p i b T A pmmns g mabee @t

El'ﬂ @&

ATvT 4 EHEEXREL, RFELET,

R 71 IVBHZERT 510 DKRE

L A7 1T Configuration Master ZfEH T 5 £ 9 R EINTWDIGEIL, IEIRY 7 A VARICKT 5%
EBITOITWVET,
9 TRWEAIEL, WOETHAT L FIEZFET LTSN, Zbix, IEEY 7 A VAR TR
<. Configuration Master DABIZ bEMA SV E T,

o X2 UT 4R VIAT VATOHRREFH a7 4 Falb—a VEROA X —7 11k

(P.9-4)
» [Configuration Master ®#I#i1t| (P.9-4)
e [WebtX¥=U7F 4 77747 AL Configuration Master O BT 122\ T ) (P.9-5)

Web €t¥Xa1T14 7TSAT7 VR ~ADEEDLH

+ [Configuration Master OB (P.9-14)
o HEEZ 7 A VAT K 2% EDABE] (P.9-18)

Configuration Master MR
Configuration Master THREZME L /21T A A — F L7, TOE%. Configuration Master (2B
BT ONTNDE Web X2 VT 4 775347 UV ANREATEET,
« [Configuration Master # A3 2 ilz) (P.9-15)
e [Configuration Master OB | (P.9-16)
» [Configuration Master % % H/ABH | (P.9-17)
o [awy RIA L A ¥ —7 x A AZL S Configuration Master DB (P.9-17)
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Configuration Master Z2ABf3 % il

Configuration Master #8875 & % ® Configuration Master |ZB#fF 1T 5T %5 Web £¥% =2 Y
TA T TIAT LV ADEFEORY v —F@MS LEFEEINET,

Configuration Master Zffi [l L TR E CTX % EDFEMIC OV T, EY)I 23 E AR T OUE |
(P.9-1) #ZHL T IEEN,

Configuration Master AR 5HNC, RO Z &L ZMERLET,

o XHBERD Web X2 VUT 4 T7T4T 2 AD AsyncOS D /3— = > 73, Configuration Master
ONR=Va bR UNERIDVHLNEDOTHLIULERD Y £, BARMZRELITOVTIL,
ISMA Ak~ hU 7 2] (P2-2) 2L T &, AsyncOS 7 5%F{TLTWD Web &
X2 VT4 TTI7A47 A% L TAMT %12, Configuration Master 7.5 #3252 & %94
HEREL £,

o (#ElD ) TConfiguration Master DFZE | (P.9-2) THHIT D FIHICENET,

. ﬂ%k#é%wwt#19%47??47yx#%:/74¥;u—yay774»%%ﬁb
CABENTEREICL > THBERE LGS CRFORELHE L TEDL LT LET, FHMico
l/"C %, [ Cisco IronPort AsyncOS for Web Security User Guidel %ZML T Z &0,

» Configuration Master 23ABA A EHi L, ABRZICEXT HHEN A RX—T IR D L 51T HIC
X, HFWeb X274 77747 0AL ZHICHIET D ConﬁguratlonMaster DEERE % R
L., REIUSUTEEZMAET, [ F—7 2SN TV HEERED ] (P9-11). B LWL
WS CTC TABT 2HBED A 2 —T7{k) (P9-12) #BML T IE &,

[ U Configuration Master (Z%] Y éf%ﬂ“(b\éf@%?ﬁ@ Web ¥ X274 77747 AT
DREREDRA X —T NIRRTV DHEIE, T T I7A4 7 AEJIEICART L LIl #nEh
@&%%K%%ﬁ%*~7»&ﬁo1mé LEMERT DRENDH Y T,

o MBEDOWebtxalT 4 7FT7AT AT AsyncOS 2T LIZHEBIE, TOTTI9A4 T A%
#73 % Configuration Master & BHENT T 227 UL H22WIEERH D 3,

e Configuration Master %, F 7 AT L2 b 2—HF D BA R—T WIZR ST LV A EFFZ720
WebtXa U7 4 77747 AR LEbOO, [ID (Identity) | E721% [SaaS AV v —
(SaaS Policy) | C [FEi) 7= —¥i#lBl (Transparent User Identification) ] #ER L T3 &
ROE ST £,

— [ID (Identity) ] ®¥5# . [FEiRA 7= —¥ik5] (Transparent User Identification) ] (X7
=Tz R VI [FRIEMA L (Require Authentication) |47 a V@RI E
‘j—o

— [SaaS 7R Y 2»— (SaaS Policy) ] D356, [ZilEA72 = — V55| (Transparent User
Identification) | 47> a7 4 =7 IR0, RDOVICT 74V bOA T 2 (SaaS
—WIx L THIC T 1 R URBEEAR ER) DNEIRS L E T,

e WebtXalT 4 T7FI7AT L ATaIy hLTZEZIT Web 70X OFEEBMLIEIZ/R LT
NEIL. FNE BF a2 VT AT FIA T ANGRAMLEE XL 0% OFEE) VB
W0 ET, ZoOBREFE BERSBRELET,

TuXTOREENSLERERE Web b X2 VT 4 TTIATUATITH & ARRFICH T m ¥
VOBEBNEETAZENHVET, LLXIE WebtX2UT 4 T34 T U ATH LWS
N—T%T 78R RKY =D 7N —TRBIEREITEMT 5 & &IZ Configuration Master 232
SNDHLEITWeb 7YXV AREESLES, 20X REAIF. e omEENIciT 2EE
FRAELEREA,

Web 7 ¥ OFEBICEY, Web EX =2V 7 ¢ h—E R T —FEAJICHBr&ivE S, Web 72 ¥
T OFRENC X 5 BEOFEMIC OV TIX, [Cisco IronPort for Web Security User Guidel] o
Checking for Web Proxy Restart on Commit] &M LT 7ZE0,

e IDICHTHZERZRHTLHL, TXTOTY N a—¥FRHRIELZIT OLENELCET,
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FIE WebtFaUT4 7ISA7LADER |

GE)

X2 VT4 EHRT T T4 T A RSA = NHICRES N TV RWEED Web X =207 4 7
TFIAT AT, AMBDLP R =AML THREDH Y F¥ A, RFALES ETDE EFa Y
TAERT T 4’ TUANG, KON AT —Z AEERK(F ZET, [The Security Services
display settings configured for Configuration Master <version> do not currently reflect the state
of one or more Security Services on Web Appliances associated with this publish request.The
affected appliances are: "<WSA4 Appliance Name>".This may indicate a misconfiguration of the
Security Services display settings for this particular Configuration Master.Go to the Web
Appliance Status page for each appliance provides a detailed view to troubleshooting this issue.Do
you want to continue publishing the configuration now? ]

ANBAEHRAT L2 A, RSA P —_"AIRRESN TRV Web EX 2T 4 77T 7 AL, 456
ImPf)y~%§ELi¢ﬁ INHORY =T 4 =T N ENET, S DLP — B E
ENTWARWES, WebeX=2UT 4 77747 AD [4M5 DLP (External DLP) ] ~X— 213
%éﬂtf)/ #%Téﬂiﬁh

Configuration Master 4\

AFvFT 7T

FIE

[Configuration Master # AT 5 /(2] (P.9-15) OEEATFLFERESHM LTI I,

X2 VT4 EHT S TAT AT, [Web]>[=2—7 1 UF 4 (Utilities) ]>[Web 77T A4 7 > A~
DA (Publish to Web Appliances) | #3#{R L 9,

[543 <EEE/ABT 5 (Publish Configuration Now) | 227 U v 7 LET,

T 74NN T [VAT LERDY 2 74 (System-generated job name) | NZBIR I TWET, HD
WE, 2—VFEREDOY a T4 (80 XFELUTF) AN LET,

/ABA3 % Configuration Master # 3R L £,
Conflguratlon Master DR LD Web BEX a2 VT 4 7774 T A ’ELTR L £, Configuration

Master IZE W 4 TOHNTWNDETRXTOT T T4 TV ATHEEABT 212, [FIvYToENZT T
DT 77 4T A (All assigned appliances) | 2R L E 7,
E 70

[U=A ]\V\]U)T7°547‘/?< B L T 2 &V (Select appliances in list) ] Z&R L T,
Configuration Master IZFIV ¥ THNTNWDIT T IAT UV AD—HERRFLET, REOAMKLE LD
TTIAT U AERRL ET,

[ZAB (Publish) | %7 U vz LT,

[ 2BAH (Publish in Progress) ] ~X— VICERRIN D REDORMER/N— LT F 2 ME, AFICT

TeBRELIZZEERLET, OV a TRBEEARF OGS, ERIFAIOY a TRET T 5 & FAT

EnET,

Y

GE)  #ATHROY a TOFEMIE. [Web]>[=2—7 ¢ VT ¢ (Utilities) ]>[Web 777 A4 7 L A~D
ZxBf (Publish to Web Appliances) ] X—IIZbFmSnET, [ABHT (Publish in Progress)
1T 7829 H12i%, [EBAT— &X@Eﬁmu (Check Progress) ] &7 Vv 27 LET,
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ATFyvFT 8

AMAPELSET LI L2 LET, TAMBEEOFK R (P9-20) 2ZRL TSV, BLEILA
PSR TCHARERRSNET,

Configuration Master % H /B

avrk

ATFvFT1
A7y 2

AFyvFT 3
2AFyv7 4

AFvT 5
ATFvT 6
ATy 7T

ATFvT 8
AFvF9

2Fv7 10

GE)

S
(L)

54

FIR

Configuration Master Z AT 5HMZ) (P.9-15) OEELRI/FLERESHRL TIZI N,

X2 VT A BHT ST AT AT, [Web]>[=—7 1 U7 ¢ (Utilities) 1>[Web 777 4 7 2 A~
D25B (Publish to Web Appliances) | Zi®R L E 7,

[YVaTdwArYa—NT5 (Schedulealob) |27 VU v/ LET,

T 74N NTIE [ VAT LERDY 3 74 (System-generated job name) | DRI TWET, HD
Wik, —=FEROY 274 80 XFTLLTF) AN LET,

Configuration Master #ABT 5 HFEZ AT L E T,
/ABAF % Configuration Master # 3R L £,
Configuration Master DRBREL 722 Web EX 2 VT 4 7T I7A4T R ’ﬁ:i%?ﬂ L %7, Configuration

Master IZEV U TOHNTWNDETRXTOT T T4 T U AIHEEABT 212, [FIvYToENZT T
DT T4 7 A (All assigned appliances) ] ZER L £ 7,
EeEs

[U= ]\Ij‘]@77°54’7/1 B L TL &V (Select appliances in list) ] Z&R L T,
Configuration Master IZH| D ZTONTWAT T I7A T AD—EEFRLET, HEOAKLL D
TTIAT U AERRIRLET,

[%fE (Submit) 1%227 VU v 27 LET,

AP a— L ERTWDSY a7 DY A kL, [Web] > [2—7 1 U7« (Utilities) ] > [Web 777 A 7
v ZA~DABH (Publish to Web Appliances) ] XR—VIZERREINET, A7 Va—LrInTnidYa7

ERETDHITIE, FOTVaT04RFE Y v LET, RETOYa T EF v AT DI, LT
LTHFTAET Y7 LT, YaTdOHIBREHEBELET,

AHPIELSET LI L 2B T5720I1IC, BAFICHTORAEFEESE (WL ¥ —72E810) 1EK
THIEbTEET, [AREREOER) (P9-20) 2ZML T EE W, BEICARSNRN- LA
MERSNET,

AT a—VINTRRY a TRBETIANS, 77 I9A T A%V T— b ERIEIT v 77 L—RL7z
BEIE. Va T ERERAS YV a— AT H0ERBY £,

14 V3 —7 x4 RIZ& % Configuration Master M2 Bd

[Configuration Master Z 2B 212) (P.9-15) OBEBEAFELFHREZSBL TIIZEN,

X2 VT4 EHT T4 T AT, D CLI 2+ R&fH LT Configuration Master 7> 5255
BAETEET,
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publishconfig config_master [--job name] [--host_list | host_ip]

Z 2T, config_master (£ 7.1, 7.5, £7213 7.7 T¥, ZOXF—U— FEIUHATT, job_name &7
va VIFEMEFTHE T, IRE LA o A ERENET,

host list ¥ 73 a NI AT D WebBFx 2T 4 T IAT LV ADKRAMELITIIP 7 FLADY
A NTC, HBE L2 d o 72 8541% Configuration Master (IZEI D 4 THNTWAHTRTHOR A MIAR SR
£3, host ip A7 a v iCiE, B TRYI> TEEDHA NP7 RLRAZIBETE £1,

publishconfig =~ RAEBI L7z Z & 2 RS 5121, smad_logs 7 7 A L& FH~ET, [Web] > [
2—7 1 U7 4 (Utilities) ]1>[Web 775 4 7 A2 X7 —# X (Web Appliance Status) | Z#i&R3 5
LT, BX 2 VT4 BEHT T TAT U AD GUI DO ABBIENRIIZ o722 LB HRTHZ LT
EFET, TOX=Uhb, AHBROEMETRD Web 77T AT AERRIRLET, £72. [Web] >
[2—5 1 U5 ¢ (Utilities) ]>[ZA[ (Publish) ]>[AMERE (Publish History) 112X b . [4ABE
J& (Publish History) | X—ViCitrZ E N TEET,

5k T 7 4 VAR K BEE D AR

WEZ 7 A NVAREZFERALT, EfMtE0HE XML a2y 7 4 Falb—vay 77 v&E, a—h
T7 AN VAT LANLEHAIBDO Web BX 2 U T 4 T I9AT AT v a2 LET,

YERT 7 A NVARBAZM N L TRE TE 2R EDFFMIC oW TR, NE 2230 E KB 7 AokE ) (P9-1)
ZZHRLTIESN,

GE) WebtxaVT 4 77747 ATaIy bLELEZITWeb 70V OFEEINMLIEIZ R ETFRNE
i, ZTNE X2 VT4 BT I T UANPLARLELEICL Y0 OFRENLEICRY
T, WET FANAEEEN TS L X, TR OREBNCETAEENRELET,
Web 7o X ORBEICED, Web X = U7 4 F—EX I —FCHEranEd, Web 7’ex 0

FEENC X 2 BEBOFEMIC OV TIX, [Cisco IronPort for Web Security User Guidel] @ TChecking for
Web Proxy Restart on Commit] ZZH LT 7E &0,

JEEZ 7 A VAR ZE FATT H121E, IROWTNEEIRL 97,
o LT 7 A VAR [£F SERIEZ AT % (Publish Configuration Now) 1) (P.9-18)
o TJEBRT 7 A VAR : [#2TB (Publish Later) 11 (P.9-19)

BRI 7AIVARA : [9F CHREZ2LEI S (Publish Configuration Now) ]
FIE

RFYT 1 TeRBWebtEXa T4 TFI5AT VAN, a7 4 FXal—ay Z77ANLERTELET,
77 A NOHBHEICONTIE, [SMA Bk~ hU 7 2] (P2-2) 2B L T EE,

WebEXa T TTIA4T U ANbAry7 4 X¥alb—vay 7y A NVERGET D HECOWNTEL,
[ Cisco IronPort AsyncOS for Web Security User Guide] % 2L T 7230,

AF9T 2 HHEIEOWeb X2 VT4 TTITATVAIBNT Web X2 VT 4 77747 v AOWEAFORRGE
AT 4 FXalb—vary TrAWIRGFLET, FEMICOW TR, [Cisco IronPort AsyncOS for
Web Security User Guide] %ML T E&EW,

ATYT 3 X2 VT4 EFETTIATVADAAL L T4 RUT, [Web]>[=2—7 ¢ U7 ¢ (Utilities) ]>
[Web 77747 A~DB (Publish to Web Appliances) ] Z &R L £ 7,
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ATFyv7 4
AFwT 5

AFv7 6

ATy 7T
AFyv7T 8

[543 <EREZRABT S (Publish Configuration Now) | 227 U v 27 LE7,

TI7ANBNTIH[ VAT LERDY 3 74 (System-generated job name) | BRI N TVWET, HD
Wit a 74 (80 XFET) EASILET,

[ABAd A% E~ A ¥ — (Configuration Master to Publish) ] T, [fEl7 7 AL A7 v a v
(Advanced file options) | # IR L FE T,

[ZH (Browse) | %27 Vv 27 LT, A7 v 7 1 TRELEZ7 7 A NVERIRLET,

[Web 77 Z A7 A (Web Appliances) | Kr vy 77X UR G, [UANNDTFZA4T A
2B L T2 E W (Select appliances in list) ] E72X [T TR AZ—IZHV S THNE L (Al
assigned to Master) | Z®IR LT, a7 4 Fal—al V7 ANDAREERDT II7A4 TV A%
BIRLET,

[ABA (Publish) ] &7V v 27 LET,

YR 74 ILAE - [ T2AE (Publish Later) ]

AFvFT 1

ATFvF9

FIR

TERDBWeb BEXa2 UT 4 TTIAT VAN, a7 4Fal—ay 774 NVEREFELET,
T 7 A NDOHBHEICONTI, [SMA Bt~ R U 7 A (P2-2) 25 L T E&E,

WebtX=2UT 4 7T IAT U ANLary74FXalb—vay 77 A NVERETDHIECOWVTIHE,
[Cisco IronPort AsyncOS for Web Security User Guide] % ZM L T 7230y,

FHHED Web X 2 VT 4 TTITAT LV ACBNT WebteFXa T4 77747 v ADBEAFDR
Far74X¥alb—valry Z7rANMIRGELET, FEMIC>WTIE, [Cisco IronPort AsyncOS for
Web Security User Guide] %#ZM L T ZE W,

X2 VT 4 BHT 7T AT AT, [Web]>[=2—7 1 U7 ¢ (Utilities) | >[Web 7774 7 A~
D25B3 (Publish to Web Appliances) | Z3&R L %9,

[YaTdaA7Ya—n+% (Schedulealob) 1227V v 27 LET,

T 74N NTIE [ VAT LERDY a 74 (System-generated job name) | RIS TWET, HD
WEva 74 (80 XFET) #ASLET,

BEZRHT D AREZ AL ET,

[ABA9 5% E~ A F — (Configuration Master to Publish) ] T, [§El7 v A AT 23 v
(Advanced file options) ] ZZIR L, WIZ [ (Browse) |27 Vv 7 LT, A7 v 7 1 TRIFL
arZ74X¥al—vary 7rANVEERRLET,

[Web 77247 A (Web Appliances) | KRy 7 X7 VXML, [URANNOT T34 T R
BRI L T 7ZE 0 (Select appliances in list) | £721X [ TR THAAZ—IZH VLY ToiE Lz (Al
assigned to Master) | Z IR LT, a0 74 Xal—Yar J7ANDRBEERDT T34 T v A%
BIRLET,

[2Bd (Publish) 1227 U v 7 LET,

)
=

x

iE
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NI TORT—F R EBEDERT

o (AT Ya—NBRESHEAHEY a7 0FR] (P.9-20)
o [BIEOAHY a 7DOAT—% ZDFE 7] (P.9-20)
o [rPHEEDFR] (P.9-20)

AT a—)LERESNELHY 3 TORTE

AP a— VR EINTNDHEDOD, FREFETINTVRVWARY a 7Oo—B 284 212i%. [Web]
>[=—7 4 U7 ¢ (Utilities) 1> [Web 7774 7 ZA~D/B (Publish to Web Apphances) ] &%
RLUT, [REF DY a7 (Pending Jobs) |7 v a v &R LET,

REDXRYa TORT—E ADEKR

BEEITTOREY a 7ORT — & X 2 MRT 5121, [Web]>[:L~—f4 U7 ¢ (Utilities) ]>[Web
T7TA T v A~DR (Publish to Web Appliances) ] #%IRL T, [ABOESRRA T — & 2
(Publishing Progress) | &7 v a v &R LET,

NRBEEDRT
NRBEEZRTRT DL, KRATICEELEAREREOH 227 —DF = v 7 ITRILHET,

FIR

ATvFT 1 X2 VT4 EFEBTTI7A4T AT, [Web]>[=2—7 1 U7 ¢ (Utilities) ]>[/ABERE (Publish
History) ] Z&IRL £,

[ ABHERE (Publish History) ] <X—IZid, BTSN miEOT X TORAY a 7R Y A hInET,
T AMERIZIE, Ya T, Va TETRHE, Iz Configuration Master (E721%, JEiET 7 A
NABEFEITLEEAIEI XML 20 7 4 Xalb—Yay 77 A VDLRD., Ya 7oA LET S
SAT v ADK, ioJ:U\XT Z A ([ F%2h (Success) | E72i% [ &M (Failure) ) 23H 0 £3,

AFvT 2 FEOVaTICHLTSOICHMEZRRT 212, [Ya 74 (JobName) | 7 ATREDY 3 74
DNANR—FTFAN V7% 7) v 7 LET,

ATvF 3 [ABBIE : ¥ 2 7 OiE# (Publish History: Job Details) | X—Y Tk, 7774 T A4% 7 U v
FTHZEIZLY, [Web]>[=—7 ¢ U7« (Utilities) 1> [Web 77747 X 27 —& X (Web
Appliance Status) | X—VERRL T, VaZOREDT FT7A4 T AT HEMOFHMEZRRT
XET, VaTOREDT TIAT VAILEATOAT —HADFEMER T THIEHTE, ST D[
FEM (Details) | V> 2 %27 U2 LT [Web 77747 2 AABOFEA (Web Appliance Publish
Details) ] <—IZFEM & =R L E T,

[Web 77247 2 A7 —4 X (Web Appliance Status) | X—®D [Web 7774 7 A —E R
(Web Appliance Service) | # T LDAT—F AL [T 7I4 T 2 Al i‘%ﬂ“éﬂ“@\ H—E =
(Is Service Displayed on Management Appliance?) | # 7 AD AT — & ZAZRK—EN &b v NPHALER
DRBMLUET, WMGHOHT LT, BEPA X —TNMZRoTWEHEDOD, 3T 5 ?/HZ‘/X F—n
TIT 4 Tl o TV RWEGES IR L) 1[0h, ABRLENRKLET,
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Web tXal) T4 FITSAT VADRT—E ADRT

[Web 7754 72X AT7—42 X (Web Appliances Status) ] R—

[Web] >[=—7 4 U7 ¢ (Utilities) ]>[Web 7774 7 2 X7 —4 X (Web Appliance Status) ]
NV, ZHEHOEX 2 VT BT I T U RITHERINTND Web BEX 2 U T4 T T A
T ADE VSV BEENRRIINET,

GE) RRWRRRT—¥BHD501E, EHEHEI R T D~ DHRTT,

9-1 [Web 775147 >YR RT—4 X (Web Appliances Status) ] R—2

Web Appliance Status

B srtertion Requred, Chok an the sppbance names far detsls Ttsl wab Apphafdei: 1

B Addrads Lat Publishad Configurstion Sacurty Service:

Applisrcs Hams & ar Magtnams ARycors Varpos User  Job Mame Configuration Tnabilsd Ditsblad
F s 10.92.153 49 5,050 frpaklia ] []
b a0 10.92.145.13 750258 (it fune 13 &

A waaeD 1053152 50 T.80-037 (onpubdafud) 9 [

GE) Webtx=UF 4 77747 AD Acceptable Use Control Engine D&/ N\— a2 >3, &
FaUT BT T IAT L ADN=Ta LB LRWBRIE, BEAyE—URRREN
FT, TOV—EANRWebEF=2VT 4 7T ITAT UV ATT 4 B—=T NI RoTWNDED, £
ZICFELRRWEGIE, [N/A] ERRSNET,

[Web 77 Z 47 2 A7 —4 X (Web Appliance Status) | X— 120k, I TWV5D Web ¥ =
V754 T7TI7AT L ADY AN, TTIFAT A4, IPT RLZ, AsyncOS N—2 3 | IZICA
SN ERHR (=—F, Yad4, avr7 o Fal—var "—=Var), EHTEEZIZERR
AIZSNTWDEXF2 VT 4 =20, BIOERLTWDLT 7747 20848 (kKX 150)
LEBIIRTREINET, BET A aL, H#RESNTT I IAT U AD 1 DICHEERLER I LERL
TWET,

A

GE) WebteXxalT 4 T7I7AT VATRELLERFORELETN [Web T 77T VA AT —H
A (Web Appliance Status) | X—VICKBENDETIE, BN enHVET, T—X
EICICEHT DI, [T—XOFEH (RefreshData) |V 27 %27V v 7 LET, X—T0D
BALARZLTE, T—E2BRRBIZY) 7Ly v a SRR EZRLTHET,

[7 75472 R RAT—4 X (Appliance Status) ] R—2
[ 77 FA4T A 27 —% A (Appliance Status) | X—JICiE, BRI TWDIET T I7A4T L ADIR
AR RSN ET,

[Web 77247 A2 A7 —% X (Web Appliance Status) ] X— Y CTEILNSSR Web X =2V T7 4 7
TAT VADFMERRT DL, TTIAT LV ADLHET Vv 7 LET,

AT —HAERE LTUL, SN TWE Web X2 T4 7547 22T 5 —&%IHHR, #h
LONBENTHRE. ABBRE., 5S4/ XA XF—DATFT—X AL ERLY T,
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[T7F4T7 A A7 —4%Z (Appliance Status) | _X—IZiE, O 7 v avPNH 5,

o [[Web 77 IA47 A AT —Z ZADFEH (Web Appliance Status Details) ] X— @ 27 A &
T2 A, REDARBERE, BLOPREPU LR —F (T DRT —F X

o [[Web 77747 A AT —X ADFEM (Web Appliance Status Details) ] X—> : &% 2 U7 ¢
=R 7 a )

o [[Web 77747 A AT —4%ADFH (Web Appliance Status Details) ] ~—<" : AnyConnect
X7 FEYT 4, Fuxd, BLUOREORE)

9-2 [Web 7754 F7VR RT—2 ADO#M (Web Appliance Status Details) ] R— :
DRATLRT—ER, BEOAKHRBRE, LUTREFBLRE—F 4 VIDRTF—4R

Appliance Status: wsad3

Chats Refreshed: 20 Now 2011 20:50 (AT -0@:00% Refresh Dats

Appliance Status
Syslem

Uptime: 1 week, 2 days, 9 hours, 25 mins, 1 sees
Up sincs: 19 Ny 2011 11:2% (GMT -00:00%

Muidal: | 160
Serial Number:
Asynclls Version: | 750 255 for web
Bunld Crate: | 2011-11-18
AsyncOs Install Date/Time:  20101-11-19 11:27:53
Configured Time Zone: | arnerica/Los angeles
Hiest Ham=: | wi 03 mxample.com

Cenbralized Conliguration Manager

Configuratinn Publish Histary: | Publish DateTire Jnb Wame Configueation | Result User
Versian

10 Mow 2011 13:52 iemith_ 10_Mow_2011.13:52 7.5 Success | jsmith
(GMT -n&:00) {rurrent)

0 Mow 2011 18:54 Jsmith_ 00_Mow_2011.10:54 TS5 Success | jsmith
{GMT -08;00)

DA Maw 2011 1507 Jsrmth_fiR_Mav_2011.15:07 75 Suerss | jemith
(GMT -00:00)

Tl fg? succas sl condrouratnn published sooears in bold.
For & congaiebe Wl of apolances i each pabdsfing avent, po o Bed = Uiitles = Subdiely Malory

Centralized Reporting

Statlug:  Connected and ransferred dala
Last Data Transfer Attermpk: 28 Nov 2011 20:52 (GMT -0&:00)
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9-3 [Web 7754 F7UR RAT—2 ADO#M (Web Appliance Status Details) ] *—2 : #%a
Y574 B—EX €I V3>

i cne ar mars of the sarvions an the Wab Appiancs does not match tha correspanding Secunty Sandos Dipiny saing on the Management
Apnitanse
Sarvices | Fealure Kays

Is Sarvice Deplayad [
Cresgniphion Wab Applance Service an Management Apphanca? Shaluz | Tune Remawung  Expiralson Crake
Sy IrgnPorl Web Proxy & DVE(TM) Engine | Enabled TaL | Acdive . Pearpalual HAA
Crscw IrenPort L Trathe Mamtor HAA Heh, | LA LA WA
Proxy Hode Fuarveard Ho {Bypass Proxy) | .
FTP Proxy Enaldad TaL |
Ciew IrgnPort HTTPE Proxy Enaldad TaL | Acdive . Pearpalual HAA
SOCKE Proxy Chsablad TaL | .
Upslrearn Prosy Growps ol Sonfigured Hi {Routing Policass) |
AnrConmect Secure Molihty Cicn ASA e [Cieco AZA) | Acdive . Pearpalual HAA
Ciwew IrgnPorl Wab Usage Conlrols Enaldad TaL | Achive | Parpalual HAA
Appbcation Yisibahly and Conlrel Enaldad TaL | .
Ciew IrgnPorl Ceptrahzed Web Beporting Enalded Tas |
Cigce IrgnFort web Reputation Filters Lnabled Tes | Ackive | Perpetusl KA
Adagtive Scanning Lizabled H& .
Weabroot Ant-Malwars Lnabled Tes | Ackive | Perpetusl KA
Miafes Arti-Malears Lnabled Tes I Ackive | Perpetusl KA
Sophos Antivinug Lnabled Tes I Ackive | Perpetusl KA
End-Liser Acknowdedgrment Enahled Tes | .
Cisen IrpnPort Data Seciurity Filters Enahled Tes |
External DLP Servers Mot Canfigured M |
Credential Enoryptinn Disahled M |
Identity Provider far Saas Mot Canfigured M |

Acceplable Use Controls Engine Updales
Update Type Wab Apphance Version | Managameant Apphance Vearaion
Wel Calagonizsbon Calegones Lisk 13372253186 1337225318 |
Appbcation Yisibalily and Conlred Dala 1346296093 1316296993 |
X 9-4 [Web 77547 VR RT—42 ZANO# (Web Appliance Status Details) ] R— :

AnyConnect t¥217 EEUT 1. FAXY . B URMOHE

Crwco ASA: [IP address and port go heree]

Upstraam Proxms: | Mo upsfrean: progies conlpuared,

HTT® Ports to Proxy: | [Part gors here]

authentication Realms: | Nama Profacal Servers Support Transparent Liser Tdentification
MTLM &UTH NTLM ad.example.com Mo
LDAP AUTH LCAR ad.example.com Hu
Authentication Sequences: Name oirder of Realrns
Al Realing NTLMSEP; NTLM AUTH

Basic: NTLM AUTH, LDAP ALTH

Unreachable Avthentication Service Achon:  Block all trafhc f authsnbcation fails

PR IR OERAE ENET,
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FIE WebtFaUT4 7ISA7LADER |

o X VT4 AT —X AR BEBEK., 77947 A TF I, VY TILEES, AsyncOS D
N—Ta v, EJVRH, AsyncOS O A A FN—/LHIF, FA M)

L]
e

EARBRE (KRBBKE, Yad4h, avr7sFal—vary N—Var, [HEOKE =—9)
o HITIIEATEINTZT —FEBOREL72 &, FREFH L RN—T 4V TDORAT—F R

e WebtXx=UT sHRED AT —HZ A2 (BREMM, REDOY~V—, EXx=2VT 4 —ERAD
FTABUVA F—DARAT—HR)

o ZOfEHIT BT T IA T AT RETRERZRET HHAITEMLET,
o EWHRGEBIOEHMDOT 7Z AT AP Acceptable Use Controls Engine ®/3— 3
e AnyConnect ¥ =7 LU T ¢ DT

£

Re

o FTuXTHBE (T FSARNI—A FaXT a0 HTTP B— 1)

o WFEY—E R (HAHI. v ban, FEREELVLAOY— ] FREFNRIZE T 5 LV LD 4RI &NEF,
FFZUANXT LU h 2—YID OV R— bOFE, FBIECKRLEGAEO NI 7 v OT 0y
* 72 IEFFA)

©

m
\l
-

Web X2 UT 4 TTIATVAIEREZMATZEER, TTT7AT VAT HEREZRTE RN
VIS Ry E—URERRINTZHAIHEMZ Y 7Ly a3 5100F, [T—ZOEH (Refresh Data) ]
Vo 0%7 )y 7 LET, X=VDHALRAZTE, T—EREREBRICY 7Ly o SNERGERL
TWET,

URL h53Y £y FOEFHFEARERR DT FaL—
vaVvER
URL #7 =2V &~ FOEHIL, Configuration Master 7.5 LLEEIZx L CORBEH SN E T,

VAT LT Web DEAFRLZERTL-DICHANEREINTWD URL I 7 IV R OREBICHERT 5
7= 121%, Cisco IronPort Web Usage Controls (WUC) @ URL #7 2V &y hEFETEFLET, T
TALETIE, WebtEXa VT 4 7 IA4T VA X2 U T A EHT 7747 AN URL AT Y
ty hevAapb BN Y —RL, WebtFXa T4 T I T UVARINDDEH&E
R ONSE S UNICHEICZE LET, TH SNz URL #7 2 Y & I, Configuration
Master 7.5 LD ID & 777 A T VA R Y U—IZl 2 bIlERENET,

UFDZExFEmLTIIEEN,

e TURL A7 =Y &y NOEHICLDHBOMRN (P.9-24)

e [URL A7V &y hOFEBHIHET LT 7— b&2%l5] (P.9-25)

» [Configuration Master 7.5 8L W 7.7 # R ET 2ai0EEFHE] (P.9-25)
o THMERBERSNTZIT IV OFT 7 4V hEEDHRE] (P.9-25)

e [URLZ73V &y FOBEFHFIZKY —& ID OFEE MR (P.9-25)

URL A 73Y v FOEFICL SEEDER

URL A7 3V &y hOEHORIZICETT D FIEOEELFTHICHOWTIE, =27 /1] (P.1-4) @
Uo7 Bl &b, [Cisco IronPort AsyncOS for Web Security User Guide] ¢ [Managing
Updates to the Set of URL Categories] DFEAZZML TS ZEW, I 7 T VIO TIE, ALED
[URL Category Descriptions] TitB SN TET,
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| £9&% Web+tFalT«14 77547 VRADEHR

URL 7Y &y FOEHICET575— F£21E

Configuration Master DR Y ¥ —REICHEEL KITT URL #73) £y NOEHITHONWT, 77— b
EETHEIICT BT, [FHT T4 7 A (Management Appliance) ]> [ AT LA H#
(System Administration) 1>[7 7 — b (Alerts) ] Z&R L, [ A7 A (System) | #7 2V TEE
LANAVDT 7= b aZET 2L O0RELET, 77— MIOWTOFEMIE, 177 — FOFH]
(P.14-33) 2L T ZEW,

Configuration Master 7.5 5 & U 7.7 &% EJ HHIDTELIA

Configuration Master 7.1 D&% % Configuration Master 7.5 721X 7.7 I 2 ¥ —F /i3 VA — T 25
ELCURL AT AV BT 25T TODID BLOAR Y > —8 Configuration Master 7.5 3 LV 7.7 TE
BEhET, 2RV ELT, ELKRESNTZWeb X2 T4 7T IAT U ANLI LT ¢
Fal—vary 77ANESL VR TDHTENTEET, o, E—FLEA VIAR— MDA
Configuration Master 7.1 OFHR Y 2 —IZ DWW TRGIED URL B EZFHUITHZ & b TEET,

FREF-ITEREINAEATFTIDTI4IL FEEDIETE

fk, URL 77 =2V &y bBRFEH IND &, BEFED Configuration Master 7.5 IO KR Y v — DO E{E
NETZAREMERH Y £9, URL A7 3Y &y MEFHTAHAZ, URL 74V Z VT HE{THIRY
ORI T AV =V ENTE AT IVICT T4 FOBERIRET A0, NN T TICRES
NTWEWebtFalT 4 TTIAT LV AMNBREEA VR— T HXLERH D £,

FERIZ DWW TUX, [User Guide for Cisco IronPort AsyncOS for Web Security] @ TURL Filters] D FIZ
&% [Choosing Default Settings for New and Changed Categories] M, F72/X Web X =27 1 7
TIATLVADF L TA Y ~AVTRBRLTLIEI N,

URL A73Y v FOEFRIZAKR) O—& ID OFREEFHHESR
HTIY By hOFFHIZLST, WO2FEHAOT T — MR NI T—ShET,
o HTIAVDEEIZONTDOT T — h
o HTAVDETIZL-TEREN, FHET A= NMIZENTEZRY —IZONWTDT 77— b

URL #73Y &y NOEEILET LT 77— F&%(5 L7254 1L, Configuration Master 7.5 LA CTRETF

@URL?J*’/::U THESIRY v— &ID%:HEML'C %ﬂ%ﬁ@l%@u%ﬂ') =D RAMERZ LT
TEEMERLTLIIZS N,

EENMELREFEOFEMCONTL, ~==271]) (P1-4) oV 7ic#@BEshTcnb, [Cisco

IronPort for Web Security User Guidel] ® [Responding to Alerts about URL Category Set Updates] %
ZRLTEEN,
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= CHAPTER
DRTL RT—Z3RADE=H2) 2T

o (X2 UTHAEHT TIAT A AT —F A ZHOVT] (P.10-1)

o (X2 UTHEHT I IAT UARBEOET=41 7] (P.10-2)

o BHMT T IAT UV ANLDT —HBEDAT —HADE=41 7] (P.10-3)
o [FHNRT TIAT VADBREAT —H ADER] (P.10-5)

o [VHR—FT 4T T TRATEVT 4 AT —XADE=XY 7] (P.10-6)
o [BIA—N NT XU T T—H AT—H2A0F=K 17| (P.10-7)

o BHMBT IIAT VADF YNV T 4 OE=H1 7] (P.10-8)

o 7277 477 TCP/IP ¥ —t 2DikH] (P.10-9)

XA TFTAEEBT7TSATIUORRT—R2RIZDNT

T 7NV N T, [YAT L AT —H A (System Status) | = WET T UL AT arFrYk
X2 VT A BT T IAT VAT VAT D LEZIIRINCERRENDEN—TTT, (FrT 407
NR=VUEBEFETHIE, (Y 77020 #HE) (P.14-58) 2R LTLEEW)

ENLUANOHEIZ [ AT A AT —HF A (System Status) | X—IZ7 7 ERTAHIZIL, [FEHT 77
A 7 A (Management Appliance) ]> [#E/EH Y — X (Centralized Services) | >[ AT A &
7 — 4 A (System Status) ] Zi&R L E 7,
P—CADE=Z Y T EAFX—TNMIILT, BEART FIA4T o AZEBMTLETIE, [VAT A
&% (System Information) | &2+ 3 > TORRAT —Z ZAERBRESNET, VAT A Ly hT v
T U4 = REETL, FREHY—ERAEZENIL T, ERART T IA T AERBMT D&, [
FIE Y — 1 2 (Centralized Services) | Z27 v a v BLO [ X2 VT 4 T 7 I7A4T VAT —Filinik
A7 —H& A (Security Appliance Data Transfer Status) | 7 v 3 T —FNEREINET,
AT —Z AERITIE, RONEBZTENET,

— EWNBEY—ER LT o —OEARI EORENETIHY — 2 DRI,

— VAT ABERE T4 T U AREEL TV RO R S
CPUFEAE : £x=F VY 7 P—ELRZL-THEHAEN TS CPURE

- VRATFAEAN=Ta EH T NAER. AsyncOS (AL —T 4 T VAT L) N—Va v,
A A b=VHA, BIOT I TS

BEEEE
o [Fa—WBEOE=4Y 7] (P.10-2)

o I[CPUEHEDE=%Y 27| (P.10-2)
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o BT IIAT VANLDT —HERiEDAT =X ADET=F Y 7| (P.10-3)

XAV TAEBTITSATUORBEDE=2) VYT

o [Fa—WHEOE=%Y > (P.10-2)
o [CPUMEMAERDE=4Y 7| (P.10-2)

Fa—ONEOE=Z) T

ATFvT 1

ATFvF 2

ATFyvFT 3

BFA—/LE Web LR— b, BEOT 7747V ARKHRERCTETIN T L0 EHETT 5729
DT vxF T LAR— MIUEHSN A0S = —OFEHRE EHOICHE TE £,

PR 2 —12F, ¥ X2V T4 BT 7794 T VAL DB EHFHEL T DEFRILR—FT o 7
T7ANVBEIO N T o X7 7 A APRGFENET, BF., EX2 VT 4T 7747 A,
WSRO VR —T 4 T T7ANE N TR T T A NDONRNFEZEFELET, LHXz2—DOL
R=FT 4T TrANERIZ T o7 T A VOEEE, BF., 77 ANVNERT 74T A
MBERESI, X2 VT o BHT 774 TV ATUHEIND EEFLET,

LR = —DEEIL, Fa2—IlhbB 77 A NVOETHEESNET, 7740 VA XIEESHEE A,
S, EX 2 VT AT 54T AN ATOME DL NRRINET,

FIR

[E#T 7 F 47 A (Management Appliance) | > [ /&Y — 2 (Centralized Services) ]> [
AT A AT —H A (System Status) | Z&R L E T,
R— Lo [HE£EH Y — X (Centralized Services) | ®7 > a T, WITxT 48 F = —DF|
BESZRLTIEES .
o [H£AVEP LR — T (Centralized Reporting) ] ([E A—/L &% =2 U7 « (Email Security) ] %7
v ay)
o WAV E—Y T vF T (Centralized Message Tracking)
o [HEMEILL A — b (Centralized Reporting) ] ([Web %= U 7 1 (Web Security) |7 &~
vay)
WX o — DFEHRENEFH E 72T B ICDo TEWEE THAGAIE. VAT ARE R EICES
LTWET,
COBEIE, X2 VT A BERT TIAT O ANSERMRT T TAT AN D0 EIRT 50, B
Mo X2 )74 EHT TFIAT LV RAEA A=A TDH, ZOWMFEITI 2L 2R LTS
AN

CPU EREQDE=42Y VY

BEFEHS — R TEXF 2 U T BT 54TV AREHLTWS CPURBEOEISE2RFZTBIC
X, AFOFINEIZHE- TL 72 &0,
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AFvT 3

[EET 77147 A (Management Appliance) | > [EMEE Y —E X (Centralized Services) 1> [~
AT b AT —H A (System Status) ] ZFIR L E T,

[ A7 LfE#H (System Information) |27 v a2 v £ TAZ7u—/L L, [CPUEHE (CPU
Utilization) | %7 27 v a v &#FRLET,

[CPU ff /1= (CPU Utilization) | DEIAIE., ¥ X2 VT 4 FHT 7 T4 7 2 2D EERER BB —
EAZRENCHDILD CPULEOFEZRLET, W O00OH —EADMHAROESITHE I
TWABRRRENRS D FT, =L xE, BFA—NLE Web U R—T 4 70, TViR—T 4 7 ¥—F
2] DFICHEEEN, AL, RV —, UANLRAR, BIOT Y N7 LA VR TFREEN—E 2] O
TICHEAEENET, EX 2 VT 4B\ T 94TV ADOEEIL, X2V F 4B/ T 754 T A

OPHARELO T/ v—7bEnE 7,

BT —F 2 RAT DT 77U ETHLET,
CPU MR OE AR, FIZELLE T,

BET7ITSAT7 VANGDT—REEDAT—R2ANDE=S

I/

FEPEIEEELFTT DA T, X2 VT4 BHT T I T7 A E, BHIRT T 74T Anb
EX 2 VT4 EHT T ITAT CRLT AP EFICEREIND Z L EAHELE LTHET, [EF=Y
TA T T ITAT VAT —FEREAT —HF A (Security Appliance Data Transfer Status) | &2 + a2 > C
. X2 VT A BT T IAT VRAZEBSND KT T IAT P ADAT =X AERPFIRSNE
T

TI7FNINC [EXa VT TTI7A4T AT —HERHERAT — X X (Security Appliance Data Transfer
Status) | £27 ¥ a VICIEEK 10 BOT 774 TV ANRERINET, ¥X2 VT 4 BHET 7747
ANRN0 BEBRDT T IAT VAERERT DEE, [RRSNIZT A7 5 (Items Displayed) ] A
Za—EFHALTCERRTLT 7 I7A4 TV AOKERIRTE £,

[V AT 5 AT —# A (System Status) | ~X—® [ —t & (Services) | &7 v a iz, F—F Rk
AT =B AOMBEHERNFRENET, [¥F2VT 4 TTIAT VAT —HEREAT —HF A
(Security Appliance Data Transfer Status) |7 > a YIZid, 7774 TV ABBEDOT — X HRiEAT —
BANREKRENET,

[VAT 5 AT —H A (System Status) | X—V D [FX=2 VT 4 TTITAT VAT —HEEAT —X
A (Security Appliance Data Transfer Status) | €27 > a v T, FEDT I ITA TV ADOERAT — X
AOBEEAFERTEE T, 7754 T ADKE P —E 2D AT —Z AT 5 EEMBRICOVTIE, 7
TIAT A E IV I LT T TI3A TV AD [ F—F ik AT —4 A (Data Transfer Status) ]
N—=UEERRLET,

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F i



F108E SRTFLRT—HROE=RYLY |

10-1 [F—4E%£RXT—4% X (Data Transfer Status) : <7 7547 U RE>] R—

Data Transfer Status: esall

Tt

Last Dt Trafifer Amafrel

Pt Tenig

Configurstion Mansger Mot enabisd M
Rsparting Mgwer cornachsd M
Tracking Bapwar conn ched BT
150 SafulishDlackiit Mawer cornachsd M

[ 7 — Z 5k A7 —# A (Data Transfer Status) : 7777 7> X £ ] _X—T2iE, £F=4V 7 ¥—

=5
LR

Web

F
ot
(Wa

TRBICT — ZEENRAE LEBANFRENET,
A= X2 VT 4 TTITAT UV ADT —HREARAT —X AE, WOWTINDMEIZR Y £,

[M%h (Notenabled) |: ®E=X VL7 —EANR B AN X2V T 4 TTITAT LV ATA
F—T o TV EH A,

[Hfi SN TWEEA (Never connected) ]: E=Z V7 h—ER T EFA—L XU T 4
TTITAT VY ATAR=T NSO TWETN, BEFA N X2 VT4 TTIA4T 2L &
Xa VT 4 BHT T4 T ADBTHERBHL SN THVERA,

[F— %5+ (Waiting for data) |: BEF A=V EX2 VT4 TTXIAT VAN X2 T 4 &
HY 7I9ATVALPERESNTWT, T—FOZEEHHL T ET,

[#fE L, 7 —Hirk S E L7z (Connected and transferred data) |: B A— 1V X2 UT 4 7
TIAT AL X2 VT 4 BT TTA4T 2 ADOR THERNHENL ST, 7 —Z BN ERICHES
WE L,

[ 7 7 A WEEERC (File transfer failure) |: BT A— NV X a2 VT4 T I7A4T7 AL XY
TAERT T T4 T AOR THERPMHESL SIVE L2, 7 — XHRRICRIMLE Lz,

X2 VT T ITAT VU ADT — LR T —F A L. ROWTHODOEIZE Y F7,

[#%) (Notenabled) ]: FREFHa L T 4 F a2l — g v32—Vxid, WebtFx=2UT 4 7
TITAT VATA F—T NI >TOERA,

[Bf s T ERHA (Never connected) |: HREFR a2 7 4 Fal—ar v x—Vxidk
Web ¥ X207 4 7T I7A TV ATAF—T NI TWVWETN, Webtexa )T 4 77747
VAL vX 2 VT A BT T TAT U ADOR CHREPHEL SN TOWER A,

[F— % 5+ (Waiting for data) 1: Web tx 2V T4 7774 T AN Ex a2 T4 FHT 7
FTAT v AEERINTNT, T—FOZEEHELTOET,

[#i L. 7 —ZfEkSvE L7z (Connected and transferred data) 1: Web EX =2 V7 1 7774
TrvAL ¥Xa VT4 BT 7747 ADOBTERAMN S, T2 BEFICEEINEL
7o

[ 56 (Configuration push failure) |: E X2 VT A BEHT 774 T ANV 7 4 X a
L—vay 7740 Web X2 T 4 777347 R Tvra Ll o LE LR, K
KEELE LT,

[ % EH=4 % (Configuration push pending) |: X2 VT A EHT 7T A 7 A5 Web £ ¥ =
V74 TTIAT AL ary 7 4 F¥alb—vay Z7ANVET vy adT H0HPTT,
[REHERYKT (Configuration push success) |: Ex 2 VT 4 EHT 774 T A1 Web £ =
V5 g TT7IA4T Ay 7 4 Xal—vay 7y ANVEERICT vy v2LE LT,

ZHARORMEIL, —FRRy NV =2 OMBEELEIT 7947 V AOREORELZ KL TW5D
NHYFET, AT —H A [HEHSNTHEEA (Never connected) | BL O[T — & £k
iting for data) 1%, RUNCEHMNBT 7 I7A T v Ak vX a2 VT A BET 774 T L AIZEBML
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AT RT—RADE=LR YUY

el ED, BEOBITAT —HATT, AT —HARKEKEIIC (B L, 7 —FBEIhE Lz
(Connected and transferred data) [ IZZ{L L7enol25E. 20T —F kAT —Z Aid, REDOME
ERLUTWAAREMERH Y 7,

TTIZAT A7 7 A NMVERERM (File transfer failure) | A7 —Z ANFRENLHEIET, £OT
TIAT v AEE=H LT, ZORBENP IRy NT—7 OMEICL Db DO, TT 74TV ADHRE
ORMBIZL Db DORODEEB LET, T —FEFWETEXRVHEHARR Y U —7 ORETIERL, A
T—H AN [HFL, T— ¥k SNE Lz (Connected and transferred data) ] 1224k Lia WG4,
T—RAEENTEDLR I T I IAT LV ADOREELEET DUERHY £7,

EBNERT T34 TV ADBRERT—F ADERT

X2 VT BT T TIAT AT, [BET 7747 A (Management Appliance) | > [ /& F
#—t 2 (Centralized Services) |>[tF = VT 1 7774 7 A (Security Appliances) ] Z &R L
3

Security Appliances

Centralized Service Status

Epam QJuaranbing; | Service disablad
Pobcy, Viruge and Sulbreak Quaranbinges;  Enabled, using 1 bosnse

Almrmate Juarantine Relesce Apphance ® ; Mat speahed  Specify alermste Release applisnce...

Centralized Email Reparting: | Servics disabled
Centralized Fmadl Message Tracking: | Servies disabled
Centralized wWeb Configuration Manager: | Servies disabled

Centralized Web Reparting: | Enabled, using 0 Beenses

Add Lrnad applisnce.,.

Services

Palicy, Wirus
IF Address or | Spam and Outhrealk Cannectinn
AppEance Nama Hastname Quarantine Cuarantines Reparting Tracking Estahlished? Dielete

W

10.%2.149.7

TEs

Add Weh fﬂEIium...

Eevvyrces
Conmechion
Apphance Marms IP Address or Hoslname Conhgurabion Manager Feporting Estabhshed? Cialals
wealll 10.92.1%.7 W TS -}

[P —EAD AT —H A (Centralized Service Status) ] &7 >z iz, Ak TWHH—E R
L ERTEIHERFOT A B ABERERINET, [BF 20T 4 77 T4 7T A (Security
Appliances) 1B v a Zid, BMLET 7947 ARV A MNRREINET, Fxv 7 v—71%,

AFR—=T NI o> TWVDH Y —ERER L, [#DPHEL IV TWET 2 ? (Connection Established?) ]
AT NE, T7ANMEET 7 EARELLFEESNTOHENE I ERLET,

BEEIEH
o [V —RENTAYE—VENBTIRET ST 47 v ADFE] (P.8-8)
o BB T S T4 T L ADEIMZHONT] (P.2-12)
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|

Web tXa)T4 ZFTSATUADEBMAT—4 XA 1ER

WebtX=2UT 4 TFI7A4T AT HBMAT =X ZFRICHOVWTIE, Web X2V T 4 77
TATVADAT—HADFER] (P.9-21) Z2BRLTIE I,

(o] — - 3 o> — » — — —
LiR—T 42T T—32 FRATEY T4 AT—2ADE=
I
RY2Y
X2 VT A BT T IAT AL S>T, RESNEHBOLR—T 47 T—=H2DT AT
TAEET=HTEDLEICRVET, TTI9A4T ARG LT v a v a5 LT IEEN,
o B AN EX2VT 4 LR—bF FT—XOaHtoE=42Y 7] (P.10-6)
e 'Webt¥=2UT 4 LR—F FT—20OaHt0E=4%Y 7] (P.10-7)

BEF;A—ILEX21YTa LER—F T—E2OHEEOE=4S4Y) Y5

X2 VT A BT T IAT UVATETA—N X2 VT 4 TTITATUVANLDLR—T 4 7
TR EE=FZTHIZE, [ A=V (Email) ]>[ b HA—F (Reporting) 1> [HXLA—k 7—%
(Reporting Data Availability) ] <—Y & FK R LET,

10-2 [E#%LKR— b ¥—4 (Reporting Data Availability) ] R—<

Reporting Data Availability

Time Range: | Menth (30 days) =
13 Ausg TO07 03:00 be 11 S D07 1739 (GMT -0705)

(Dwte i bray range: 77,74 % complebs

1 ey LTS

Hoasg 165

B

s
s
0005 o
e
o 4
0
WL o
e
10
s = —_—————— = = = = = =

L ke ol I dy ab bep 10500

[A%h72 LA — K 7 —4 (Reporting Data Availability) ] <X— 056, HESNUZMMIC X2V 7 o
T TIAT AN BFA N X2V T 4 TTIAT VANOZELIEVR—=T 4 7 T =2 D
FaacRRTEET, BT 71F, BHEGHANCZE LT — 202t E2 R LET,

VR—=TFT 4 7 T—=2 TXA 0T 0%, gioB, #, FIZONWTE=FTEET, EFX=2 VT4
BT TIAT AN EBET AN X2V T 4 TTIAT U ANSZELIEVER—T 4 7 T =N
100% R DOBAIL, T—F B ARRERRIENT TN ET, T—% T4 TV 7 4 EREMH
LT, VR—TFT 47 F—FORIFEBL OV AT LAORBEO NI IV a—TFT 4 IR TEET,
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N

GE) N— R 2T EEFFIZMOBAHT, BFA—N X2V T4 T FI9AT U AOKENVE T/ T~
BA. BEBMZONEEBEFA N X2 T4 TFIATUVANLDT =2 3EbNEEALN, FD
F=HIexX 2 VT4 BT TS IAT UV ATEFICERESNET A,

Web X2 T« LR—F T—20OFAAKOE=21) Y

X2 VT4 BT T IAT UV ATWeb X2 VT 4 T T IATUVADLDVR—T 4T T—H %
EF=FF5121%. [Web] > [ LAA— |k (Reporting) ]> [ FIAEZ2 7 —# (Data Availability) ] ~<—3
EFRRLET,

[EHATREZ2 7 —# (Data Availability) | X—Y 0O 7 — X ORFHRB IR — b N TE, UV —AFEH
FEELOWeb N7 7 ¢ v 7 OREEFTZY T VEA LIRRTEET,

Wab Reporting Data Availability

Weh Reportieg Dats Renge

Dsplaping L - 2 of 2 sopliarces
) ) el Regorting Wb Tracking ard Beportng Detad
P Fram * To Fram To Status
s | 26 Aug 2010 (00 27 Aug 2010 0222 26 Aug 2608 1100 7 fusy T00 02123 ok
s WA s [T i Hever
ffffff ted
Qveral: | 76 Aug 2000 0900 (GMT 37 Aug 2000 02:22 (GMT 26 Aug 2000 1300 (GMT | 27 Auwg 2030 0222 (GMT
»03:00) #03:08) 53:08) #0300}
Displaying 1« 2 of 2 sppharees

(GE) [£A%h72 Web L'iR— [ 5 —# (Web Reporting Data Availability) | 7 « > K7 CiZ, Web Reporting &
Email Reporting OFH T 1 £ —7 L OEFEIZDI, Web Reporting 237 4 E—7 VL Th DH LR RS
ET,

TDONR—=U N, TRTOT—F U Y —REFHALLI N Web N7 7 1 v 7 OREETEERTEE
T, VARERENTWDEWeb X2 VT 4 TTITAT AV T70O0WTNNEI v ThHE, £
DT TIATVADVR—=T 4T T—H TXATEVT 4 2R RTEET,

VR—T 4T T—% TXAZEUT 4, BIOH, #, FlZOoWTE=FTEET, BX=2V T4
BT TITAT VAR WebEX a2 VT 4 TTITATUVANLZE LI VR—T 4 7 T =528 100%
KMOGEX, TP REERIENT IOV ET, T—X% T4 F U7 o EREMHEHA LT,
LVIR—F 4 7 F— 2 ORIAB LRV AT LAOMED N T TNV a—F 4 VIR TEET,

URL A7 FVICHTHAT Va2 — L RESNTLAR— FNNTT =% 7TXA 8 TF 4 BMEH ST
LDEEIE, WITWDBOT I IA TV ATT —HICRERDH DL L, X—=Y O FEIC [ Z ORFMFEEO —H
OF —HIEHAARFTL, (Some data in this time range was unavailable.) | &5 X v E— U NRER
SNET, REPBRVEGEIMEFERINERE A,

WebEXa U7 77747 A0 [HHAEEZRT —# (Data Availability) ] ~X— Y OFEMIC DT
X, [[#EAATREZ2 7 — & (Data Availability) ] <X—] 2B LT ZE0,

BFA—I FSIYXVT TR RAT—2ADE=ZZY VY

BIA—IN N T X T T—HDARAT—HAEZE=FT 52, [A—/v (Bmail) |>[A>vE—Y b
7 v %7 (Message Tracking) | > [A#7 A v & — bT v¥ 7 F—% (Message Tracking Data
Availability) | X—Y &R R LET,
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F108E SRTFLRT—HROE=RYLY |

s

() BIA—NEF2UT 4 TTIATLRE, FTIAT AP LIELHE—TF 427 F— 2 & |
TRV T F=ADOAC—EER L, T—F 77 ANDA—%FT 74~ T4 L2 B LIFHIOBE
M7 NV FIARIELET, KIS, 2RO T A A EDNPRINSETFT—Z 2B T E5Ic, Exal
FUERT TIAT AR RETEET,

10-3 [E¥AvE—2 FSyEH S T—4 (Message Tracking Data Availability) ] R—<

Message Tracking Data Availability

Becurity Apphance Ciata Eange

Dedcriptan Fram - Ta Setus

HAS0pl0.prep 3 Jal 300F G012 (SHT -SR03 11 Sep 200F 39:a3 (OMT =I5 Mot updated oy 333 freful el

Drmrsldl: 31 Jul 2007 DL:AG [GAT -0F00) 11 Sep POOTF IN:AF [GHT 0703}

Iteera Caplayed [ 12 =]
Maging Dwts Rsnge
To

11 Sap 2007 2341 (GMT -0700

11 Sep
11 Sep
11 Sep
11 Sep

11 Sep

11 Sap 2007 20

[B#h7e A yE—Y FT ¥ 7 F—% (Message Tracking Data Availability) | X—JI2 k> T, &
X2 VT BT T IAT AT DT —FREA L EZ—NVERRTEDEIICRVETS, T—4
REA L HE =, X2 VT A BT T I7A TV APHBOBLI AN X2 )T 4 TTIA4T
VANDL A=Y VT yF T T E%E Lol TY,

HEDEMRBRT FIAT VA, STEV AT LIEHLITRTCDEBEFA—N X2 VT4 TTI547
VADT =R TRATEY T A EE=HXTEET, AvE—Y "I oX T T—HDT—FREA
H—ANBREEINTEZSGAE. TP REERIENTSICONDET, =X T4 TV T«
FREFHL T, Avt—Y I vF T T—HORIEBIOVATLAORED N T TNy 2 —F 4
VINTEET,

EBRWNET TSATUOADXYINOTLDE=ZRYVY

XD VT A EHT TIAT VAN DEART T IAT VADKEEYE=ZTEET, T_TOE
FA=NLEFITIWeb EFXFa2VT 4 T FIAT U ADREHIREERBLIOMEMNOT 7547 o ADER
R TEET,

RRTHBE BHRx
BHABDOWeb tx 2T 4 7F7A4T7 A |[[[V AT L% (System Capacity) ]
~—] (P.5-61)

BHABOBT AN X2 YT 0 7774 |[[ AT L E (System Capacity) ]
T A ~—| (P4-44)
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| £10& LRTFLARTF—ERADE=LYVY

T T4 7% TCPIIP —E X DA

X2 VT A BT T IAT VATHEAENDT 77 4 772 TCP/IP ¥ — B A &#BIT HI121E, 2~y
KA A —TxA AT tepservices 27 FEMFHLET,
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= CHAPTER

LDAP & DS

o IHfEEy (P.11-1)

o [Cisco IronPort A/~ A [RHE L HHE S 2720 @ LDAP OixE] (P.11-1)
o [LDAP %— 777 A VOfERk] (P.11-2)

 [LDAP 7 =V —0fE] (P.11-4)

o [TRAfR_R—X 7=V —] (P.11-8)

o [Fx—r 7=V —] (P11-10)

o TAsyncOS %84 m LDAP H— /3 & #iffs 4 % 7= 0f e (P.11-11)
o [LDAP #ffifl L7 EHa—VF OINERFEORE ] (P.11-14)

=

®FD LDAP 7« L7 N U (] : Microsoft Active Directory. SunONE Directory Server, 72/
OpenLDAP ¥ 4 L7 U/ E) Oy K 2—FDNRATV—FBLOEFA—/L =4 VT AZEHT5H
%A, LDAP T 4 L7 MU BEH L TROZ—FEFIET D ENTEET,

e Cisco IronPort A/ NA[REEIZT 7B 2T 520 R a—HB L OE o —,

L —H M Cisco IronPort A /X AfEEED Web Ul 121 7 A ¢ 584, LDAP — g /1 o4 &
RAT— REMFEL, AsyncOS (Ixtitd 2 %E %X%»14J7x®)1b%ﬁﬁbi? D
2—HFDBFEBAFA =NV A VT ADOWNTIICERF SNEREEA v —1F, 7774 T v ARE
XMz 72V R Y Cisco IronPort AN A[RHECHR R TXE4,

[Cisco IronPort A S AfGEE L BHE X E 5720 LDAP Oi%E] (P.11-1) 2L T IF &V,

o NEFEENAMIHRESINTWIEIEE, Y RaparT o yeXxa VT 4B 7T 947 RICE
LT HEHE o —,

TLDAP ZAEH L7 o —F OSNTRRIEORRE | (P.11-14) 2L T2,

Cisco IronPort A/\LfREE L EE ST 5D LDAP D%
TE

AaarsyY X a)T 4 TFIAT A LDAP T4 L7 R U LS 2101, L FOFIE
s T, BT AN, =T 47, ZA VT T, BIORIAI L — RERETHALERHY F
j‘o
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$11%E LDAP LO#& |

ATFvFT1

ATvT 2

ATFvFT 3

FIR

LDAP =R 7u7 7 A VERELET,

Y= Tu 77 A LONEIE, AsyncOS 75 LDAP H— NIZ8fkE 757200, RO L D RIEHRTT,
o P AHBEIOE— R

¢ ~N—Z DN

o Y—RENLUF 4 TFT B0 OFRBIEEL

=N T T 7 A NVOREFTEOFMIONTIE, TLDAP — 7u 77 A VvOEK] (P11-2) %
SR LT IEEN,

LDAP #—" 7 a7 7 A VEAEKT 5 & &2, AsyncOS 7> 5 ORI & 72 D LDAP Y — & G &
TEET, MOV TIE, TAsyncOS Z#4D LDAP »— LS g 57200#%E] (P11-11) %
ZHLTLIZEN,

LDAP 7 = J —%HELET,

LDAP — R 77 7 A VAICAERENTZT 74V EOANSNLREHE7 =) — % RT3, 72033
BRUCHEA T2 LDAP OFEE L 2AX —<|ZADbE CHS D7 =) —%2{EfT 52 LN TEE T, KRIC,
ANAKEH, BEOWREE~OY Fa—Y 77 B 2ARGECHEAT 777407 72V —%BELET,
) —DFMIONTIE, [LDAP 7 = U —D&RE] (P.11-4) 2L T Z&E,

Cisco IronPort 2 S ALEHEIZ%I LT, LDAP = Ra2—¥ 772 RB LI VRN LBAEA X—T VT
l./\i—;—o

Cisco IronPort A/ XABEEIC KT D=y Ra—WF 77 2% A4 x—T /I LT, = Ra—V0kEhE
Ay —UERRLEDVEHR LIV TEALICLET, 2 —FREHOBAEZELRNLE ST,
NABHOTZA Y T AMEEA X —TNMITDHZILEHTEET,

PRz oW T, THRREFRZ SARHEORE) (P7-2) 22 L T EI0,

LDAP H—/\ O 774 ILDYERK

ATFvFT1

A7y 2
AFvT 3

ATy 4

AFwT 5

LDAP 7 ¢4 L7 b U ZEMHT 5 & 512 AsyncOS & E L 7wHE1E. LDAP — NICBT 2 1H M % 4R 17
T 572D LDAP — R Fu 77 A L EERLET,

FIR

X2 VT4 BRI TAT AT, [EHT 7747 A (Management Appliance) |> [ ¥ AT L
# (System Administration) ]> [LDAP] Zi&R L £,

[LDAP % —/ 77 7 A L %381 (Add LDAP Server Profile) 1 %27 U > 7 LT,

[LDAP $— N 7' m 7 7 A V4 (LDAP Server Profile Name) | 7% A b 7 4 —/L RiZH— 775
ANDLAFTEANTTLET,

[ % 14 (Host Name(s) ] 7% A h 7 ¢ —/A FIZ. LDAP #—_DOF A & ASH LET,

BEOARANEANTHE, LDAP = D7 2 — LA —nR"—Rn— R RT3y IR TESL LD
270 £, BB MY ZEETLIHAIE. A< TRYY 9 FEIC oW TR, TAsyncOS %
D LDAP F— " LS E 5720 0#E) (P11-11) 2ZBL TS0,

RAES AR BIR L 4, BEARELENT L2, 2a— PR EANRT—REHEET LI L HTEE
ﬁ—o
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| £11% LDAP LO#i&

N

(E)

ATFvT 6

AFyFT 7T

ATFyvFT 8

A7Tv7 9

2797 10

A7y 7T 11
& Vi

ATv 7 13

ATFv7 14

2AFvF 15

VR—=bhEDIZTAT U MIPT RUVATIERLS 7 T4 7 v b 2—% ID #FK 77 5HI1C1%. LDAP i
ERETHMLENSHY 3, LDAPRBIEEHEA LR2WEE, VAT ATIEHIP 7 RLAIZEL22—F0D
BHOHBNTEET, [XAT—FZ#H (Use Password) | 47 v a v RFUEZBIRL T, =2—V4
ERRAT—FREANLET, [WE=—H D%~ U — (Internal Users Summary) | ~<— a2 — W4 R
FTRINET,

LDAP ¥— N ¥ A 7% [Active Directory]. [OpenLDAP], F7=iX [ R 1ZZEN LIS (Unknown
or Other) | N HER L E T,

RN—bFEZEZ AN LET,

T 7 A0 A= T 3268 TT, ZhiE, HEEOY—NBET/ 0=V B En T ~OT I A%

A X —TWIZT % Active Directory DT 7 /L b R— h T,

LDAP #— DX— 2 DN G&5l4) 2 A LET,

=P/ ENRAT = FTRIAEZIT O HE, 2— PRI ARV = FREER TS MU D54 DN
DEHEENTHDIRERHY FT, =& 2 iE, EFA—N T RLAD joe@example.com & V5 L—HF 73
=TT TN=TDa—YE L LES, Zoa—VHOT L FUIE, RO R DX HITH

nET,

uid=joe, ou=marketing, dc=example dc=com

[#£3% (Advanced) ] T. LDAP $— 3L Di@E(EIZ SSL AT 2228 5 & BIRL 7,

¥y va A REMEANLET, ZOMEIE ¥y a2 RETOIRROEITT,

BRETLIX vy a = NI ORREEATILET,

R R DI R A AN L E T,

H—RNRNT 7 DEDIZLDAP =N I a7 v A VERET 2%E. T b OERILY X FTH

E ST LDAP — M TRy ENE T, & 2T, FRFEEREE 10 EREL., 3 50— "%l

LTHmDOr— K NZ v 72T H85E1X, AsyncOS IZ X o TH—"~OHEHED 10 T 2{ER S 41,

B OMREIL 30 20 F3, IOV TIE, Te— R AT 007 (P11-13) 2L TEE

AN

)

GE)  FFREEERORRIICIE, LDAP 7 =) —IZfil &N 5 LDAP B EnE+, 2720,
Cisco IronPort A /X AFGEHED 728 D LDAP §8ilk % A X2 — T NI T D%H. 7774 T v AlE=
v B =PRI LT 20 OB A FF R L, B OMBEIT 30 &80 £,

P — N~ T A N T D720, [T AN $—3 (Test Server(s)) | RZ %227V LET, #
D LDAP H—RZHE LIZHAIE, T X TOV—1"OT XA MBRFITINET, 7 A FOFERN [ #
A7 —# A (Connection Status) | 7 4 —/V FIZERINET, iEMIZONTIE, [LDAP — D7
AN (P11-4) ZZRLTSEEN,

ANRLREHEY =V —EAERLET, BN T DT =y I/ Ry 7 RAEF LT, 74—V RICAALE
T

a—YRTy Ra—PFEHiHce /A 095 L X0 —F 2R+ 5, BT F2—VRiEr =
U—%RETEXET, 2 Fa—FRBFA N oA VT AT LIREEEMZZ RS2V E 512,
TA VT AHAE7 ) =R ETEET, Zho0r7x ) —2@HT 51, [Aoh7kr7 U L LT
E9 % (Designate as the active query) | F= v 7Ry 7 A% A2 LET, sEHIIC OV TIE, [LDAP
7Y —ORE] (P11-4) #ZBLTIEIN,

[V D7 AL (TestQuery) | ARFZ %27 Vw7 LT, ANALRHI =) —%2 T A MLET,
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$11%E LDAP LO#& |

TANNG A= AN LT[TAMDFEIT RunTest) |27 U7 LET, T A MOFERD [ Bk
A7 —# A (Connection Status) ] 7 4 —/V FIZEFRENET, 7T U —DERLBIEICERZ MR 72
Braid, [ 8% (Update) 1227 V> 27 LET,

N

GE) ZERAU—FTONRAL Y RZFHATDHEIICLDAP —A"ARRESNTWDHIEAIT, AT —
KR74—=NVRKNRETHI7TY—DT A MNIAKERD FT,

AFvT 16 EHEZEEL, RIFLET,

Active Directory $— 3% TiZ., Windows 2000 T TLS BHOFFENH T I NEH A, T,
Active Directory ®EEFI DB TY, Active Directory 3 & U8 Windows 2003 @ TLS §8ikiL, #hfE L F
7%

GD)  F—SBEOBIEHIRCT A, Y- AT, =y Fa— RIS =Y —% | DL A U T AKEY
=Y —% | SETRETE ET

LDAP H—/\DT X k

[LDAP ¥— " a7 7 A L %&BN/#wE (Add/Edit LDAP Server Profile) | - X—T® [T A b H—
(Test Server(s)) | A% > (£721% CLI ® ldapconfig 2< ¥ R test 7 a~< K) &AL T,
LDAP ¥ —"~O8HiaE 7 A M LET, T —/3 R— b~OBHIZE LRI LT E R A
T—UNERREINET, HEDO LDAP +—"ERE LA L. AsyncOS IZ L - THH— 037 2 k
S, FERBEBNCERINET,

LDAP 7 ') —DHKE

WD v a T, Cisco IronPort ANA[FEES =V —DX A 7282, T 74V D7 =) —FF|

LEREOHMERLET,

o ANRALRBEE~NOTY R —FRFENI =) —, FMIZ OV TE, TANNARGEE~D = R —HF
FED 7 =Y —] (P11-5) 2L TLIZEN,

o ANALRBHEDTZA VT RAHED I =Y —, FEMIZONTIE, TARAREO=A VT 2FHE I =
U—] (P.11-7) 2L TS0,

WEECco Y Ra—% 77 v A £ I3 AL @MD LDAP 7 = ) — AT 5I12iE, [FohRr =V &L
THET S (Designate as the active query) | F= v 7Ry 7 R4 A LET, BEET 7 & 2 &l
FTHZY Ra—HFRFEI7 =) —% 1 2L, ARNBAROZA VT AHEIs =) —% 1 DIEECTEE
T BFOT 77 47 72V — i ZTRCT 48 —T MR ET, EX2 VT BHRT T IA4T R
T, [HHT 7747 A (Management Appliance) ]> [ A7 A% B (System Administration) ]>
[LDAP] R—VERIRLET, TAX VR (*) N7 7747 7T —DORRICERINET,

RAAL L R=2AD /) —FlcidF=—v 72—, TI/T 477 Fa—F 7 r7ER 7] —
FlFAASNLEMZ =Y =L LTHRETEEY, FFMIC VLTI, TRAS =2 7] —|
(P.11-8) BELW [Fz—r 7=V —] (P11-10) 2L TIZIW,
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| £11= LDAP LD#E
||
S
(G¥) [LDAP] =YD [Z7=U®DF7 A (Test Query) | A& > (F7-i% Idaptest =~ R) ZHEHAL T,

IV —NORINDFERPYFLIZLBY THDLZ L 2WBLET,

LDAP 7/ T1)—MDtEX

LDAP NRAWNTAR—=Z2ZMHATEES, FIHFCTHOLETIDH Y F¥ A, CN & DC OB T, K
LFEANCFHTEB S L EE A,

Cn=First Last,oU=user,dc=domain,DC=COM

I —IZANTHERL TIE, KT ENAXTFREENES, F2, ELLEET S0,
LDAP L —H L TWAMENRHY £9, /=& xiE. v 7 F T mailLocalAddress & AJjL7=
LXIIZFEITEND 7 = U —i%, maillocaladdress & AJjL7- & & L1320 5,

WD —2 % LDAP 7 =) —ATHATE £,
o {a} 22—V H@FNAA 4

o {d} FAAY

o {dn} @54

o g} I N—T4

o {u} =—¥4

« {f} MAILFROM: 7 F L 2

(f} F—Z EBEHTEZ0E, ZFARZ =) —DOHTT,

el 21X, A= NVEZIFAND =D Active Directory LDAP H— 295 7 = U —id,
(|(mail={a})(proxyAddresses=smtp:{a})) \Z72 ¥ £,

ER L7z 2 =Y —i%, [LDAP] X—>Y® [7 A bk (Test) | ##E (F721% ldapconfig =~ > KD test H
TavwrUR) EHEALTTANT A LR LET, HIFLEEBYORENKREND Z & %20k
ALT2B, VAF—IZxt LT LDAP HiEE A 32— 7 LI L TL &V, FEfic o2\ Tik, TLDAP 7
TU—DOFT A L] (P11-8) 2L T &N,

ANLREADITY FA—FEREDH T ) —

T R2—PFRFED 7 = Y — L 1E, =—3 23 Cisco IronPort A /S ARl 7oA VB L &lza—H %
BGEES 2720027 =) —TF, b—2r v {u} 1, 2—VFE2RLET (=—Forrf 22K LE
T), b= {a}iF, 2—FDOEFA—/L T FLA&RLET, LDAP 7= U —(Z Lk~ T [SMTP:]
MELT A=V T RLANLRESNDZ EIEH Y WA, 7270, AsyncOS X2 DEE T KL A D
bErELET,

Y= ZA TSN, ROT T ANV 72 ) —=XFHIRT Fa—PRIE7 =Y — I S E
j‘o

* Active Directory : (sAMAccountName={u})
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$11E LDAP LO#E |
|

* OpenLDAP : (uid={u})
o [FRHFEIZZENLS (Unknown or Other) |: (7 Z > 7)

T74NRTE, 774~ ) A= VR mail T, MADZ =Y —L X AREE AN TEET,
7 =Y —% CLI TYERY 5121%, ldapeonfig =~ > F® isqauth V7 3~ R&MHLET,

GF) =2—FoolA U FCEADETFA— T RLASKE AT ST 581,

(mail=smtp:{a}) &\ 9
7Y —XFHNEHEHLET,

Active Directory T > FaA—H B DREDH

Z Z T, Active Directory $—/Nt = R —HRFE7 = U — DR EDOH EZ R LET, ZDOHITIL,
Active Directory —/ 30D 82 7 — RFEGE, Active Directory %— /3D 72 DT R —FRFEDT
T b 7Y —3FF], mail B L proxyaddresses A —/VEtEEEH L £,

£ 1141 LDAP H—/3& R/ LIERE~ND T Y FA—HREEDEES] : Active Directory

BEAR NRJ)—F%EA
(BRFEAICNAL U FTE2-DDBHEDI—FEERT 0. ELREE
BETIRENRHYFET)

Y- a47 Active Directory

R—Fk 3268

~R—2 DN (77 7)

EHI7oran (7727)

HITY—XF5 (sAMAccountName={u})

F—ILEMH mail,proxyAddresses

OpenLDAP T FaA—HBEAIDREDH

Z 2 TiE, OpenLDAP Yr—/3t v Fa—HRGE7 = U — OB EDOHZ/R LE T, ZOFITIE,
OpenLDAP % — "OELFFE, OpenLDAP — "Dizb DTy Ra—PRFEDT 7 4/ b 7= —
WFH|, mail BEL P mailLocaladdress A —/VEMHEEMEH L F9,

® 11-2 LDAP H—/3& R/ LIERE~ND T Y FA—HREEDERES] : OpenLDAP

BEEAR Ef

Y= 2a47 OpenLDAP

R—F 389

~_—2Z DN (77 >7) (HWAF—< TIEEEA 2 ~N—Z DN Offi fi 2325k
ENDHZEBHY ET)

E&EJ7oran (752 7)

2 T —X=F3 (uid={u})

*—I)LEH mail,mailLocalAddress
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| £11% LDAP LO#i&

ANLIREEDTA YT AHEI T —

ANRLBEAEHEHT 25613, ANLREHEO=A Y T ARG =) — AL TEFA—NL =AU T
A1 DIFELDDE, ZEENTA VT AT LICHRBERMEZ TS Z 3R RV ET, 2L
X, HDOZIEHEN A —/L T KL A john@example.com, jsmith@example.com, L
john.smith@example.com DA — NV 52ZFHD & LET, = VT AREGEFERATH L, ZEFNZIT
D ANL@mE L@ &R0 £, XEEIT, Z0a2—FOZA VT RAFTRTUTHEIND A v
=D T T~ A= T RFLRAL L TERINEZT FLATT,

AvE—VEFRAELTT T4~ A= T RLRAIZEET DL, ZEEORBOBEFA— =AY
TAERBT D107 2 —Z2{ERL T D, ZEEFOTT7A<Y A= 7 L 2% [ A—/LEM
(Email Attribute) | 7 4 —/V RIZATI LET,

Active Directory % — SDEEIL, T 74N bD T =Y —LFHIIX

(| (proxyAddresses={a}) (proxyAddresses=smtp:{a})) C. F 7L DA —)VEMIE nail T,
OpenLDAP % —DOEHIE, T 74N DI U —XFHNE (mail=(a}) T, 774NV D A—VE
Ml mail T, MADOIZ Y = A—VEBHEEZERT LI L L TEET, BUESEROSLAEIZ. Vv
Y TCXREIY 9, ANTDA-NVBUENERD D HE1E. BP0 A—VEELE LT, ZE)T 2 6D
HHEEEEFE B (72 & 21F proxyaddresses) TliEe< ., iz 1| 27T HEHT 3 —BEoEM (=2
ExiEmail) FANTDHZ EEHRLET,

7= J—% CLI TYERT A IZ1L. ldapconfig 2~ R®D isqalias V7 a~r FaEHLET,

Active Directory T4 ') 7 A& DELTEDHI

Z Z T, Active Directory — &= A U7 AEE 7 U —OREDHZRLET, ZOHITIX,
Active Directory ¥— NZkf L TEARFELMH L, Active Directory r— N3 2 =41 U 7 A&
A7) —3CFHEREL, A—/VEEIE nail ZEALET,

# 11-3 LDAP H—/RE RINLIZEED T A 1) 7 REFEDEREHI : Active Directory
REEHH E4

HY—n 247 Active Directory

R—k 3268

~R—2Z DN (77> 7)

EHESoraL Use SSL

Y TYY—XF5 ((mail={a})(mail=smtp:{a}))

A — LR mail

OpenLDAP T A ) 7 A& DEEEDHI

Z 2 TiE. OpenlDAP #— b x A U7 AiEE 7 ) —OREDOH 2R LET, ZOFTIE,
OpenLDAP #—/ Nk L CIEARGEZHH L. OpenLDAP Hh— N2kt § 5 =4V 7 AfGHO 7 =
U—FFNEREL, A— VBT nail ZHEHLET,

= 114 LDAP H—/RER/NRLIFHD I A 1) 7 RAHEEDEESH : OpenLDAP

RIEHX E®

Y- a2a47 OpenLDAP

R—Fk 389

~A—2Z DN (7Z7v7) (HRF—<TIEEER 22~ —X DN Off
HARERInNsZembo £9)
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$11%E LDAP LO#& |

® 114 LDAP H4—/RE R/NLIGBED T A 1) 7 AHEDERES : OpenLDAP (#E)
EHEIOraL Use SSL

9T ) —XF5| (mail={a}))

A—ILEE mail

LDAP VT )—DTA b+

KA AR

ATFvFT1

ATFvF 2

[LDAP — 7 a7 7 A LziB/fHE (Add/Edit LDAP Server Profile) | X—Y D [7 = OF A
I (Test Query) ] A% > (F£71% CLI ® 1daptest I~ K) ZFEALT, 7=V —%F7AMLET,
AsyncOS W, 72U —HHT A POBEAT —VOFEMPERRINET, LRI BYOAT =YD
SMTP FREEIZAEE) LIz RIE L7z, SA > RIRE ORI LT FERD true 7> false 2>, 72 £ T,

ldaptest 2¥ Y NiX, ROBAD XL SNy TF av > FE LTHERHTEET,
ldaptest LDAP.isgalias fool@cisco.com

I Y —IZANTDEERL T, AXFENXFPEHIAET, iz, ELLEET B0
LDAP FE#L —~H L TWABMERH Y £3, 7-& 21E. A—VEMEIZ naillocaladdress & AJTT 5
L. maillocaladdress & AJJT 284G I3 R 72 ) —%2FTLET,

JxY—%TARNTDHITNE, TANNRTGA—=FEANLT, [TAPDHEIT (RunTest) |27 VU v 7
LE9, [7 A Mt (Test Connection) |7 4 —/V FIZFHERNRFRREINET, = Fo2—FFiEr =
U — k3 LA, [Success: Action: match positive] & WIHFERNBFRINET, =41 U T ARE
7 U —DgEE, FAé%Lf_Z/\A@%M) ET A—/L T KL R EIHIZ, [Success: Action: alias
consolidation] & WHRERNF/RENET, 7=V —NERKTH L, —~3H7T 5 LDAP La— KnHE-
NHRWN, —E L7zl a— RZA—LVBEBEREER TRV L, RIROFRIRRENET, HEO
LDAP y—REHHA L TWEEE, Y23 arF Y ¥x2 0T 4 77547 A%, LDAP ¥ —A
LW —HTARLET,

—ARA V1) —

RAAL Y _R—=2 7Y —Lid, LDAP 7 =V —% %A TRHNZ T N—T{ L., KAA SN TZD
DTT, EEOB D LDAP — "B EAR D AL CEEAM T S5 TWE R, = Ra—PEaET 7
TR L, TTDLDAP =T/ =) —2ETTDMERDHLIBHE. FALf L R_R—=RA 7 —
OERAZHELELET, 72L& 2 X, Bigfish &9 & EiD4hAY Bigfish.com, Redfish.com, & X W
Bluefish.com &\ 5 RAA U EFIFELTWNT, ZREND KA A BT 2 EEE A5 LDAP
Y= REEHT S L Li‘@” Bigfish X, RAA L X=X 72V —=ZfFHLT, 320 KKAAL 2T T
@ LDAP T/f L7 b X_J‘L/TI/ ]\:—_"'j‘%—fnunﬁﬁﬁé &ﬁ:’(é’:i‘g‘*

KA A /“\_X Jx ) —ZEHL Ty Fa—3 77 & A £721% Cisco IronPort A /% ARgHED @ %N %
HET D%, ROFIEEZFITLET,

FIR

FAAL LV R—=R 2 —THHATIEERAAL NZDNT LDAP —XX a7 7 A VEERLET, %
Y—=RTa 77 A VTlE, AL R—R 2 —THHTHI/ ) —ERELFET, FEMIONT
1Z. TLDAP — 77 7 A LDOERK] (P.11-2) 2L T &0,

RAL L R—=RA T2 —%E LET, RAA L _X—X 72 —%ERTDHEXIC, £ —1R T

TrANPE =Y —%EBRL, RAA X=X 7= —% Cisco IronPort AXALREEDT 7T 4 7
s Y—L LTHRELET, 722U —DIERFEOTFMIONTIE, TRAAL "= 72 —D1E

i) (P11-9) #ZHL T ZEN,
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| g1 =

LDAP ¢ D&

ATFyvFT 3

FAAL D R—

ATFyvFT 1

ATFvF 2
AFvT 3
ATv7 4

AFy7T 5
ATv7T 6
A7y 7
A7y 8

AFv7 9

X2FwF 10 Cisco IronPort A XARGEEC R A A > "= 72U —%&HHTBHIC

Cisco IronPort AR AMREEICH LT, =y Fa—% 77 B XA £ IT A M@z A X —
POV TR, TR REFRI X S AFEEORE) (P7-2) 2R L TLLEE0,

T LET,

RO IT)—DERK

FIR

X2 VT A BT T ITAT AT, [FET 7747 A (Management Appliance) | > [ ¥ AT L%
B (System Administration) ]>[LDAP] Z&R L £,

[LDAP] _—>C, [#:8E (Advanced) 1 %27V v 7 LET,
RAL L R—=R 7Y —D4RTIEATILET,
I —DH A TERRLET,

A

(F)

RAAL L R—=RA T2 —%ERTDEXE, VoI N 72— XA TEHEE
V—DHF A THEIRT DL, 7%
T4—=NVK Ky 7Zor JARNZ

LES, 7=
W47 —=NLDAP =R T 7y A pb sl —
BEND LT ET,

[ FAA %I4T (Domain Assignments) | 7 1 —/L KiZ
CORALCHEEMT D 7 =) —2RIRL £,
fTZBMLT, FASR=RA 7Y =D RFAAS LTI/ ) —2#RLET,

O ) =2 —HLARANWEEZIZHETTD, TNV NI ) =2 AN LET, TN FDI T
V—% AN L7angEaE, [7eL (None) | #BIRL E T,

FAAL a2 A LET,

111 FALR=X 9T )—Df

Add Domain Assignments

I
Mame: | [Bigtven_aeath
ey Tree: || Spam duaransne Bad ier Autestication % | [ Desagaate a3 the sdtive guery
Damain Assigrmants: || genn o Fartisl Dosan tuery add e |

Brestshizam S ]

Fetcem Eadiuh.g user_suth = ]

< arp: | Mar -

Tast | T, wry |

== [ st |

[Z7=UDFT A K (TestQuery) | RZ %2 Yy 7 L, [TAF /"TA—% (Test Parameters) ]
T4V RIZT AT Da2—F0ons A eRAT—F, FRFEB ANV T RLAEZAALT, 7
T —%T7AMLET, [t AT—#% A (Connection Status) | 7 4 —/L RIZFE RN ERENE T,

X (AR =) L LTHRET D
(Designate as the active query) | F = v 7 Ry 7 A& AN LET,

A

(E)

RASL L R—=RA 72 —N, FBESINI/ V= FATDT 75T 47 LDAP 7 =V —
F9, 2L xE,. RAALSUR—ZR 72 —RNzy Ra—PEFECHEH I N TWD5EAR
Cisco IronPort AXABEEDT 77 4 7 =0 Ra—HRFE7 = U —{272 0 £,

12720
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$11E LDAP LO#E |

AFy7 11 [%E (Submit) 1227 Vv 7 L, [ETS (Commit) 1 %7V v 7 LTELERFLET,
N

() FUREEZI~Y RIA L A =T oA ATITHZE, a~> R 742 Fr 7 hT, ldapconfig
a2 R® advanced 7~ RE AN LET,

Fx—2HOI)—

Fx—r 72U —E, AsyncOS 238 Rt L TEITT 5 —# D LDAP 7 = J — 7T, AsyncOS i& LDAP
= SDHEEMR VAR ABRIND &, 3K EO 7 =) —CHEENR VAR ARBEEIND
PR TDHET, YV —ANOE I Y — [Fz—2 ] NOFKFI/ Y —52FETLET, Fz—1r /T
U—DENODIE, LDAP 7 4 L7 hUNOZ Y RV IZRWT, SEIERBEICEL O (71X
— D) EREMHINTWDIHATT, & 2, HROBHMN, Bied 247D LDAP T4 L7 |k
VEFEALTHDZERH Y F3, 1T #F2° OpenLDAP i H L, & 34925 Active Directory %
HALTWDELET, 72V —NHHFEOXATDOLDAP T4 L7 FUVICK L TEITSINTNDLZ L%
WRTHEDIC, Fo—r 7 —2FHTEET,

Fr—r 72 —%FHL Ty F2—F 77 Z2F7=1T Cisco IronPort A/ A FREEE D @ %0 % 44
212, WOFNEEZFEITLET,

FIR

AF9vFT 1 Fx—r I/ )—THERTZ/7)—Z421 292, LDAPH—ANTur7r A vEERLET, 2
DY =R TFaT 7 A LDENETNICONT, Fa—r 72 —ITHHTH7 ) —2FELET, it
AZDOWTIE, [TLDAP — 7o 7 7 A VOfER (P.11-2) 2R LT EEW,

RARFwT 2 Frx—r 7=V —%/ERk L. Cisco IronPort A SA[GEEOT 75 47 /=) —+ LTCHELET, i
MZOWTIE, TF=—2 72U —0DOfERk) (P.11-10) BB LT ZE0,

AFw 7 3 Cisco IronPort Z /S AFREEICSKT LT, LDAP = R —% 7 7 B A F /21X AL @ E A 2 —T T L
F9, ANRABEEOFEMIZOWTIE, [HREhR 2 R ABEEOZE] (P.7-2) #SHRLTLIFE0,

Fr—2 VI —DERK
Jo

p g CLI 5, ldapconfig 2~ R advanced Y$Tawr RLEHTEET,

FIR

AFvT 1 X2 VT 4EHT T IAT AT, [BET 7747 A (Management Appliance) |>[ > AT A%
# (System Administration) ]>[LDAP] > [LDAP ¥—~% (LDAP Server) ] ##R L £,

AFwvF 2 [LDAP ¥—X 717 71/ (LDAP Server Profiles) | ~*—Y® [#:3E (Advanced) |27V v 7 L%
\?AO

ATwvF 3 [#HH7 =V %ZBH (Add Chained Query) 1 %7V v 7 LET,
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| £11% LDAP LO#i&

AFyvT 4 Fxz—r 7Y —DLHETEATTLET,
ATFYT 5 ) —DFATEBEIRLET,

Fo—r 7TV —%ERTHLEEIT, FOaALVR—F L O/ 2 —FTRCERLIZTU— XA TT
LET, 72V —DFATEREIRT DL, #%4TH72V—DLDAP "/ — 74—/ K Frv
TR YA RMIFRENET,

AFYT 6 Fxz—rOEPOI/T ) —ZERLET,
VAI AVTUY X2 VT4 TTIAT VAL ST, SO TRELRIEIC =) —pNETSNE
T, Fo—r 72 ) —TEBHEDO I Y —ZBMT DA, il o) —ORIZIL#EHR 7 = U —»
B EOWCIERATT D Z & 2 HESE L £,

11-2 Fr—2 oT)—0f|

Add Chained Quary

AFYF T [7xVDOT AL (TestQuery) | A& %27 Vv L, [T A 237 A—% (Test Parameters) |
T4 =N RiZaz—FouarsA4  ERXRAT—R FHEEFA—NVTRLAEZANLT, 72 —%T
AR LET, [##HiAT —H A (Connection Status) | 7 4 —/L RIZHERNFREINET,

AFwF 8 CiscolronPort ARXARGEEC R A A Y 7 ) —2MHT DT, [FRR7) L LTHRET S
(Designate as the active query) | F = v 7 Ry 7 A% F 12 Li?’
N

GF) Fz—r 7z V=N WBESNTIZV— XA TDT 7T 47 LDAP 7 =Y —Z7x ) £,
7Lz, Fo—r 7o) =Ny Ra—VEFEIHEHA I N TV D HEATL. Cisco IronPort A
NRUGEEOT 7T 47 = Ra—VFAE7 =Y =127 7,

AT7w7T 9 EHEEXREL, RFELET,

(GF) FRUBREEZIYU RIS AVE—T oA ATITOZE, a~v 2 K 742 Fr 7 hT, ldapconfig
2= KD advanced VY 7 a~2 KE AT LET,

AsyncOS ##EH D LDAP H—/\ELEHESE5-HDHRE

LDAP 7’0 7 7y A NVEFRETHLEIL, YR avT Y vXa 0T 4 77747 VA0 O
L2 D188 @D LDAP $h— % U X I\J:L'C”“””C%i‘f ¥ D LDAP F— "2 21213, 1‘%1’*!’*]
STV IER, WG, AT 2GEEREF T 2L0ERHY £4, La—Faeiae T 2R/
Y= =T 4 bRt THET,

WOREEEAT 25E1%, WE LDAP — Ntk + 5 L Icvra avy 7oy %2074 77
FGAT VvV ALE %Liﬁ“o
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$11%E LDAP LO#& |

o Tx—NF—N—, I Ra arrFrY X274 7T TA47 RN LDAP —NITHEETE A
WAL, U A PTRICIRE SN TV DY — NTHEf L7,

e B—RKNFUIVF vAa ars Y ¥Xa T4 T7I7A47 AL, LDAP 7 = U — % EfT
THEEE, UANCTIHESN TS LDAP — O THfiE o L £,

JUE LDAP h— %R ET DI, [FHT 7747 A (Management Appliance) |> [ AT L%

¥ (System Administration) ]>[LDAP] ~<X— % 721% CLI ® ldapconfig 2~ R&EMHEH L £,

Y—NEIT)—DTR

[LDAP ¥— a7 7 A L %&BN/#wE (Add/Edit LDAP Server Profile) | X—® [T A b H—
(Test Server(s)) | AR H > (£721F CLI @ test ¥ 7 a2~ F) &#H LT, LDAP +— ~O#Hi % T
A MLET, HEO LDAP b —"E2ERT 551, £V —"OT X MRETEINT, £V — 0Ok
ERERNCERSINET, £ LDAP VP —N"TOI7 =Y —DT A MHFETEIN T, BERMEBICER S
nET,

2IT—I)LA—/\—

LDAP — N"THEEIZI/ =) — %L TEX 5 L9127 5121k, 7=— A —"—HIZLDAP 7u 7 7
ANVEFRETEET,

A arvT) X a VT4 TTIAT VAT T T4 T A%, LDAP —3 U X "NDOEH]D
=N ~OEE A, FTEDORKFHSRET L2 ETEITLET, 7774 T AN Y 2 NAORYIO
LDAP — 2R TE WAL, U A PHNORO LDAP — A "~O#EmndiTanEd, v A2
A T X2 VT 4 TTITAT UV ABHERIZT T4~ Y LDAP — NZT 7 4V FCTERET D &
T BTN, FOY— "N LDAP — N U X FDOEHEICATTENTWDZ 2R LTI TEE N,

VA ATy vXa VT4 TTITAT AN 2EFEBO, F213HEDO LDAP — 28k 9 55
B OV —NRADEFIIFTEORMIARET 2 £ CHiFEINET, ZORBRAREBTDIE, 7774
T ALY A PNORFIOY — IR L CEER 2 RIT LE T,

LDAP 7z —)IA—/nN—@=HDLRaADAVTIY FISATVADEKE
FIE
ATF9FT 1 X2 VT4 BT TI7A4T AT, [FET 7747 A (Management Appliance) |> [ v AT A%
# (System Administration) ]> [LDAP] &R L £,

AT9FT 2 HETHLDAP Y — T a7 7 A VERIRLET,
WOHIT, LDAP ¥ — 34 1% example.com T,
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| £11% LDAP LO#i&

11-3 LDAP Jx—J)LA—nR— AV T74FaL— 3006

LOARF Sereer Settings
Sewwer Allributes
LDAP Sarver Profile Wame: | Foamate com

Hast Hamads):

werl axamsle.com, Mazderverl anample com, Mepservard.example com

Aot Aoutnaine or 1P Toparate fmouoie eatre) stk @ oo 8

e Mathad: | (5
(Dlss Paprword

Usersase:
Fappeord:

Servar Tree: (| | wskamn o Gther &8

Part: (T | fizan
Dape DM Y [cmpamsle, demess=
= Bdvanced: | Comnaction Fratocel: 0 uee 551
Cathe TTL {tima b bve): P secone
Myuimym Ratsined Cache Dones; W

ManpRus fefber of Sfelineon cosnecions for eath hedt EU
Multisle hadt 1

3 Losd-bslence cosnectisne smeng ol Bosts Reted

1 Fadaver concedtasd i the arder hsted

[AA R+ (Hostname) ] 7 ¥ A b 74 —/L RIZ, LDAP #—/3 (ldapserver.example.com 73 &) %
ABLET,

[# AR b OfecKFERFEEHIER (Maximum number of simultaneous connections for each host) ] 7% % k
74— BT, R Z AT LT,

ZOFITIX, R REERED 10 T,

[~EXNTWBIEFTOERD 7 = — /L4 — N— (Failover connections in the order list) ] DR{IZH
DATvar REEI ) v LET,

Z oMo LDAP A7 a v AMEIS U TRELET,
EREEEFL, RIFLET,

A—k NS0T

A— KNS Y

ATFvFT1

ATFvF 2

LDAP #fi % 7 /v—7N?D LDAP H— SEIZ S EDITE, e — K RXT v T D7=dd LDAP 7
077 A NVERELET,

O— R ARNSUV VT RFERLERES. A3 avTs ey v Xa )T 4 T I5A TV ANL ORI
A NN LDAP U — N2 SNET, ERICKKRLIZEERF ATV N LEEEE, 77947
VARIIEAFEE 7 LDAP H— "2l L, AR — NCHER LET, 77747 AL
BHLE N E Ui KRR B IS W C . RIS T DRt O 2k E L £ 1,
UANTHRESNE LDAP =D 1 ORIGE LR Ro=GA1E,. 7774 T VAL OER DA
WixFE v © LDAP — oS E 5,

DODEHDLRADAVTFUY FITSATUADEE

FIR

tX 2 VT A BT T ITAT AT, [FET 7747 A (Management Appliance) > [ ¥ AT A%
# (System Administration) ]> [LDAP] ZiER L £,

WET D LDAP — R a7 v A L EBIR L £,
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$11%E LDAP LO#& |

WKOFT, LDAP #— 3413 example.com T,

11-4 O— R ARSIV avIqaFaL—avnfl

LOAF Server Settings
Sewwer Allributes

LDAP Sarver Profile Wame: | Foamate com

Hast Hamads):

Jdapsereenl axamsle.com, ISazderverl anample com, Mepservard.example com

Wiy aralifed bopthane or I, eparale foled ealrey @ 8

Buthermication Mathad: | () Ansnpimaus
(Dlss Paprword

Usersase:
Fappeord:

Sewvar Trge: (T | uskaown or Other 5

Parki (T | [a2da
Diape DN LT | fvmgarisle, demins
= Bdvanced: | Comnaction Fratocel: 0 uee 551
otk TTL (et ke Fe ssoones
Miwimum Retsingd Cache Dainas: T

ManpRus feimber of Sfelinion colnecions for eath hedt: o
Multisle hadt estisn:

®  Losd-balsnos cosnectisns smeng ol Bosts eted

(D Fadaver contedioss s the arder lsted

A7y F 3 [AAM4 (Hostname) ] 7F A b 7 4 —/L KiZ, LDAP % —/3 (ldapserver.example.com 72 &) %
ADLET,

AFyFT 4 [#%F A N ORKFERHEF S (Maximum number of simultaneous connections for each host) ] 7 % & h
T4 =V RIS, RRERBEATILET,

ZOFITI, KRB 10 T,

AFwFT 5 [TRTOKRA MNETOAMI S (Load balance connections among all hosts) | DR{IZH 5 47
var ®NErEI7Y I LET,

AFvT 6 FOMOLDAP 7Y a v EVBEIS L TRELET,
ATYT T EBEEFEL., RELET,

LDAP ZEA L -EE 11— D/ EBFEREDEEE

Fy NU—7 EOLDAP T4 L7 MU EEH L TER—VE2RALTLLICT I I9AT UV AERE
TEFET, TOEIHRETDE, 2—FREHD LDAP 2— VL L XAV FEFERAL T, VA=
T X2 VT 4 TFIAT AR T A U TELLHITRY F1,

FIR

ATF9FT 1 LDAPH—ARNRT7urrsAVERELET, [LDAP — 7o 77 A VOER (P11-2) 25 1LT
<TEEW,

AFvFT 2 a—FTHIVIERDIDI DO/ ) —EERLET, LDAP h—1 a7 711D, [ 4B
2=V (External Authentication Queries) |27 v a > C, 7= U —%{EfK L CLDAP 741V 7 Y
NO2—Y THory hERBELET, EH—VORBIMOT-ODO—Y THU b 72U —|
(P.11-15) =L TIEEN,
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| £11% LDAP LO#i&

AFYFT 3 TnN—F ARy P I ) —ERLET, HI22—FRT AL 7 N TA—TF DAL N—Th
BNEIDEEWTE ) —EER L., BEITN—T DT R TCORA U NR—2 BRI IR O ) —%
ER L E9, sV TIE, EFHE—VOFRIEDTZOD T IV—T A N—2 T J 2] —|
(P.11-16) BEOZHHOE T AN X2 VT 4 TTIAT VADY =2 T VERFF S TA 2~
NT B LTSN,

GEF) ZoX—=V0 [4ERERFEZ =V (External Authentication Queries) |27 v aiZH b [T A~ 7=V
(Test Queries) | A% > (F720% 1daptest a~w > K) #FEMA LT, 72V =26 I DR EPIRE
LBV THDHZ EaERLET, BEERICOWVTIE, [LDAP 7=V —07 A k] (P.11-8) %%
LTSN,

AFv7 4 LDAP V—N"%ERT LR EEEY V7 vy S LET, 2D LDAP 4}~/\’E:L~4fum (ZfiE
AT2L5T77I9A4A TV A%ZFEL, 2—F B— L% LDAP 74 L7 NUADO T L—1ZHY 4T
FT, FEMICONWTIED EFH o —F OINTRFED A X —7 k) (P.11-17) iSJ:U‘?éT¥X~/I/ X
VT7 4 TTIAT LV ADY=a T VERIEIF T4~V 7O TAdding Users] #Z5 LT Z X0,

EHEI1—YORIEAD-ODA—YF FHhIOU M I T)—

B —FEBEIET H 72D, AsyncOS 1T/ =) —2FH L CEDa2—F DL a— % LDAP 7 1
7 FUNTHRIEL, =— ‘3‘0)7/1/ F— LS TV D BEMEEZ RO 7, HHENRIRL 2V —
NEALTIELTT, AsyncOS IZ X2 TCT 74V DI Y —LF 74V FOBUERATIENET, 7
AT ERERHL TN —FIEEETLHEICT I IAT UV RAERETHILEHTEET, ZHIC
X, RFC 2307 THEINTWAREMEDN LDAP =—H% L a— FANTERINTWILERH D £
(shadowLastChange, shadowMax, 15 LT shadowExpire), =—¥F DL a— K2R HBH KA AL L
L DX—A DN B TT,

F 11-512,AsyncOS > —H 7 H 7> k% Active Directory $— S ETHRHET D L XIHERINDT
THN DI Y —=LFH e a—FDT ) R—LEEERLET,

& 115 Active Directory 4—/S\MF 4L+ 2 T 1) —3F3
Y—nR 4847 Active Directory
~A—Z DN (77v7) (=¥ La— N2 R0 5T EERN R ~N—X
DN #ERAT 2 LERH Y £7)
HIT)—3=FF (& (objectClass=user) (sAMAccountName={u}))
A—HDI )L R—LHEHMEShTINSE |displayName
%

# 11-6 12, AsyncOS 82—+ 7 H 7> % OpenLDAP +— S ECRITH L EIHHINDT 7+
NED7 Y =TI 2= DTN x—L@EERLET,
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$11E LDAP LO#E |

|
% 11-6 Open LDAP 4—/A\OF 7+ )L b 4 T —X£5|
Y- 847 OpenLDAP
A—Z DN (T7Z7v7) (2—¥ La— FzR20 I3 B e~—2X
DN ZfEHT 2 LENH D E97)
HIT)—3XF5| (& (objectClass=posixAccount) (uid={u}))
A—HDITN r—LHIEMESHh TSR |gecos
13

EHI—YORBED-ODTIN—T AoNnN—9T HT)—

LDAP /N—T %7 T I7AT VAT VAT HEOO—Y u—L EREA T2 ENTEET,

AsyncOS 1L, H22—FNT 4 L7 b IN—T DAL NR=THLI0EIDEHWTH7 =) —0,
BLITN—=TDFTRTDALNR—RKRT IO ) —%2fHTLZ2bTEET, T4V 7 MY
TN—T A=y TRNDOA L N—= y TICE 5T, TO2—F DI AT LANDOT 7 & AFFA[ 3k
FVE9, GUI D [EFLT 7 F 4 7 A2 (Management Appliance) > [ v A7 AL (System
Administration) ]>[=—% (Users) ] %— (F721% CLI ® userconfig) THHRIE A Rr—T )L
ZFs&&il, 2= v—Z LDAP 74 L7 PO IZA—=FZEHY 4 TES, 2—H n—ic
FoT, Z20a—YPNT AT LNTEOT 7 B AFFAPILED £, SMIRERES N2 —F D%E 1.
BVl D2 —FTIERT 4L 7 F) TA—TIZEHDETONRET, mExE ITEVWIT o
Lo MY A= NO2—HFIZ [Administrator] &9 2 —/ L& &0 4T, [Support)] W57 1 L
7 bY I A—FDa—IZ Help Desk User] &5 m—n%%H0 Y4 CET,

Z—PFREL D a2—Y o— L EFHEOEEO LDAP /v — 2B T 5851, AsyncOS A2 —HTik b
RS N7ca—/LOMREZED L CTETd, 2L 2IiE, =—32 Operator #EIR % >/ /L —7 L Help
Desk User #EfRZ > 7V —7 1@ T 284, AsyncOS 1Z=—1Z Help Desk User v — /L D HERR % &
DYCTET,
TN—T A=y TEBWEDEDLZOD LDAP 7R 7 7y A VERETDHEXIT, FJA—T L
= RRIIENTNET A L2 bY LLDR—=ZDN Z AN L, Z—T A R—Da—P4 0
SN TWaREIEE, ZJV—T403BMEN TS EEZ AN LET, LDAP —R_ a7 7 A
R L CERE N — N F A SHESNWT, a— PR ETNV—TXOREDT 7 4V MELT 7 +
Nk 7Y —3CFHIN AsyncOS I X >~ TABhENET,

N

(G¥)  Active Directory 4 —SOEEIL, 2 —FRBEED TNV —T DAL R—=InES pafliT 572007
T A R D7 =Y =355 (&(objectClass=group)(member={u})) T3, 7272 L. i3 2% LDAP %
F—<IZBWV T, Imemberof] ™Y A h Ta—4 TIIR<HMNAMMEA SN THEEAIE, {dn} &
{u} ORbYIHEATE £,

# 11-7 12, AsyncOS 7% Active Directory h—/ S ECH NV —7 A U N—3 oy TIERERBT 5 & X124
HENs7 74V b0 7 =) —XFFEBEEZRLET,
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| g1 =

LDAP ¢ D&

® 11-7

& 11-8

Active Directory 4—/\DT 74k Y T —XFHH L UVREME

9T —xXF3

Active Directory

~_R—X DN

(772 7) (F—F La— K& RO DIIT KR 72— 2 DN %
ERTZ2LENHD )

I—FREFED T N—T D
AU N=E S I E
B0y ) —3LFH]

(& (objectClass=group) (member={u}))

GE) T2 LDAP AF—<IZBWVWTALYAN—=DU A FDHFT2—
WL TR AL BPER I N TV BEAIE. (v DIVbYIC
{dn} ZfEHCTE £,

TN—TDFTXTD A
N—ZHBT57 =) —3
£

(& (objectClass=group) (cn={g}))

B A NR—Da—HL (F
IixFoa—Fora—FK
@ DN) DI TND
B

member

TN—=T BN ST
2 Btk

cn

# 11-8 12, AsyncOS 78 OpenLDAP $— N ETIN—7 XA "= o PIERERRBT D L S ITHH S
NDZT 7N IO —=XFH & @MEERLET,

Open LDAP H4—/ADT 74+ k VT —XFHNELUVEK

9 T —3F3|

OpenLDAP

~_—2X DN

(FZ7v7) (Ir—7 La—R&E RO 512 B2 ~<—2 DN %
FFRTILERH Y £9)

Z—PNEFED T N—T D
AR —=nE D ) EH
B0y ) — 3T

(& (objectClass=posixGroup) (memberUid={u}))

TN—=TDFTXTDO A
N—2HRT 57 =) —
7

(& (objectClass=posixGroup) (cn={g}))

KA N—Da—Y4 (F
FixFo2—YolLa—F
®D DN) BHMHInTWD
JE

memberUid

TN—TH PRI T
% ek

cn

EHEI1—YDONERREED A *—TILiE

LDAP =N 777 A VEBL U7 =) —ZfE L72#% T, LDAP Z M+ 2 /MR EL A R — 7 /v

WCTHZEMTEET,
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$11E LDAP LO#E |

FIR

ATF9T 1 X2 VT 4BHRTTIA4T VAT, [FHT 7747 A (Management Appliance) | > [ ¥ AT L%
P (System Administration) ]>[=—¥ (Users) ] X— TV % RN L E 5,

AFwFT 2 [A%) (Enable) 1227V v 27 LET,

AFyT 3 [HERGEEAEDICT D (Enable External Authentication) ] F = v 7 Ry 7 A& 4 A2 LET,

ATFyT 4 FBFEXA 7L LT[LDAP] #2IRL £,

ATYFT 5 2—WERFET S LDAP INFEGEY =V — % RIRL £,

AFYT 6 HALT T RTDHETT IIAT U ART =D DIGEZFOWE 2 EM TAN LET,

ATFYT T TTIATVATRIATDLDAP T 4 L7 NUMBDO I V=T HE AL, I A—TDa—FZxtd
LHu—LERRLET,

ATvF 8 Fio. [1ToBEM (AddRow) |27 Vv 7 LCHIOT 4 V7 MY JA—T%BMTHZ b TEET,
TTIAT VARRIAETDET A LI N =TI LT, AT v 7 TEAT T8 EHVIRLE
7T

ATFwT 9 EHEEREL, RIFLET,
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SMTP IL—T 14 VY DERTE

ZOETE, YAaarsrryotXxa V7 4 EBT7 7747 UV AZBIRTHETA—NVDONL—T 4
VIR IOERBICEER 5 2 AHEE. BEL O [SMTP L — & (SMTP Routes) ] ~<—" L smtproutes
A<y ROERIZOWTHA L ET,

O—AIL FALVDEFA—ILDIL—TFT 12T

X2 VT4 BEHT IIAT LRI RKDA—NENL—T 4 T LET,
e ISQICkVW VUV —REN, SMTP V—T 4 > 7 HEHTEA v E—D
e T7—1h
e RELAMEIZA—NLTEDLIAY 74X al—vary 7rA)b
s EXRINLEZB/HFIIHLERFTELHR—MERA Y E—T
BHO2TEEDO A v —0F, 5BHE~DOEZIC SMTP A — FBMEH SR ET,

BIA—N X2V T4 TTITIAT VAT, A—NEa—H) RAALURHT, [FTTI7A47
A (Management Appliance) |>[* v h7—2 (Network) ]>[SMTP /.—  (SMTP Routes) ]
~N— (E7213 smtproutes =~ K) ZEHA L TIHRESNLERA MIV—T 4 7 LET, Z OB
1%, sendmail ® mailertable #8EIZEL TV ES, ([SMTP /b— F (SMTP Routes) ] ~— &
smtproutes =~ > Ri%, AsyncOS2.0 RA A UX A Lo MEREITELZHDTT),

GE) GUIDVATLAREVA Y —FKERETL, BRERTFLESE. TORATANILEZS RAT = RV
WKt LTCT I I9AT v A2 FOEYIO SMTP L —F = M AEFRLE T,

SMTP /L— F D E

SMTP /b—  Tld, #7225 Mall Exchange (MX) KA FA~FFED RAAL DT RTOEBEBF A=%D
HA VLY bTEET, 72& 21E. example.com *D groupware.example.com ~D~< v B 7 %2475 =
ERTEET, ZOyEUTICL ST, [2rXe—7%{5# (Envelope Recipients) | 7 K L &IZ

@example.com & FFOTXTDE T A —/MN, {8V IZ groupware.example.com (ZiEHLILET, T A
T A, WEOESFA—AEMED X 91T, groupware.example.com T MXJ Vv 77 v 7 &2EITL,
WIZARARNT A Vo2 7T o7 %FTLET, ZORBEMX AR ML, DNSMX La—RiZU & k
SNTVLRETRLS, Flol BFA—ARIZA LT FERTND RAL DA UN=IR->TND
VELHY EHEA, ARV —T 4 7 VAT AT &K 10,000 D SMTP V— F v v B 72y

2o aryFyY ¥Xa T4 TTFI9AT AR ETEET, (ISMTP L— FOHIR] (P.12-3) #&
B,

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F i



128 SMTPL—T4VJ0HE |

COMIETIE, FALE TOENCEVIZT D] T LAHETT, example.com 7R EDT KA A %
BETDE. example.com CHRDODZTXTORAL N R E—EHLET, &I,
fred@foo.example.com & wilma@bar.example.com |, MGFEbey B TIc—8HLET,

SMTP b— ks T—7/VZHRA B3 0EEIE, DNS AL CMX vy 7 7 vy IREFTSNET, #&
iz, SMTP v—bh 77— M L THT = v 7 ENFEH A, foo.domain ® DNSMX = kU n
bar.domain D¥E | foo.domain IZHERF INDTXTDET A —/L bar.domain I[ZHUE S NVE T,
bar.domain MHMODHE A b~~~ v B 7 EEMR LTZHA. foo.domain ~iEE INDEF A — VT
BrZ TERA,

SFEV, B/ VIR E EH A, a.domain °D b.domain U XA L7 FENDHT MU RDH
Y. b.domain 25 a.domain (IZ VXA VL7 hENDHZ L NI BEDORIZH DGR, A—LDONL—T13E
B EAEE A, TOHE, a.domain ITIEE INDHET A —/LIX, b.domain THE I/ MX &R MZ
BefE SN FET, KFIZ, b.domain I[ZEF ENAE T A —/VIX, a.domain THRE I N MX & A NI
FanET,

TRTCOETFA—NAEAE T, SMTP v— bk 7—7 i, ESlEICHEARONET, v v BT L —
B9 omkb BENRy MURERENET, 72 xiE. SMTP v — bk 7—7 L
hostl.example.com & example.com D FD~ v B2 7 3d 58414, hostl.example.com D5 M E
K V2> TS, ZHEMERSNEY, BEKTRNE D exanple.com =2 kY
DEICH-TH, RUBRIZRVET, £ TRVWHEEEF, =X —7ZEEDO AL TERED
MX Vo 7T v TRETSINET,

TI4IL D SMTP JL— k

Btk —U—Fat #HALT, 74/ bD SMTP L— F b EHRTEET, KA A2 SMTP
N—=hr URARNOLURIO~ v EL T L= LARWEA, T 74/ FTid, T atn =2 b Y THRE S
N MXEAMIVEZAS LT hENET,

SMTP v—F = F U ZEIRIT 2854, 5744 F®D SMTP — MMEatn: & LT—EEREINET,
T 7 4 h® SMTP — MIHIBRECEEHA, ANLFEMEEZ 7 VT35 EOHRAHRETT,

[T 7 F 47 A (Management Appliance) 1>[* >~ b7 —2 (Network) ]>[SMTP /L — h
(SMTP Routes) | X—T &M HT 27, 7213 smtproutes =2~ > K&HHL T, 774/ ~® SMTP
N—FERFELET,

SMTP /L— FDES

BIA—N EX2VT 4 TTFITAT L RFIR =N FAL U TORA—NVE, [FH-T I3, 7 R
(Management Appliance) ]>[* > F 7 —72 (Network) ]>[SMTP /L'— k (SMTP Routes) ] ~<~—
(£7-21% smtproutes =~ > F) ZHEHA L THESNLEFRA MILV—T 4 V7 LET, T OBKEET.
sendmail ¢ mailer table #E8EICL TWE T, ([SMTP /b— | (SMTP Routes) ] ~X—< & smtproutes
a< 2 Rk, AsyncOS 2.0 RAA L U A L7 MEREZILELZSDTT),

[EET 77147 A (Management Appliance) |> [ ~> b7 —2 (Network) ]>[SMTP /L — h
(SMTP Routes) | X— (F721% smtproutes =~ K) ZHEHALTL— FE2ERLET, HLL—
FEERT DITE. £, KR — P EERT D FAAL UETIE R AL O—EHERET D 0NERN
HVET, RIZ, SEFANERELET, SEEFA MI, BEEMFA NELTANTLII LD,
IP7RVAELTANTLZEBTEET, Z 2 M E—HTDHAvE—VER Fry TS T570DIC,
HFER72 565K A B /dev/null ZHETHZ b TEET, (FEBRIZ /dev/null 27 740k b— MIZ
WBETDE, TTITATUVARZE LA —VIFEME ENR LR E£9),

B DOSHAA S = FVIT, BREMAA N EIP T RLADW 2G5 ENnTEET, HE
DOy N ERETLIEHAF. Vo~ TRYY 7,
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| £12&% SMTP L—T 4 5 OH%E

1 DFFIFEBORA FBIEE LRWES, A v —I13FERRERAA IO 1 DICEEINNET, &
EINTZTRTORRA MRIGELRZWGEAE, A—VEIZOFRA FOXF 2 —ZKMEnET MX La—
FOFERIC 7 =— L F—"—LEHA),

SMTP /L— F DR

K 10,000 b — FETERTEET, HEDOT 74/ b b— b awL i, ZOHIBNONL—KELTH
T RENET, LER-ST, EHRTEDLDTIHKAK999 OHh AKX L L— L Fk$—TU— K aLL
FERT S 1 >0 — T,

SMTP /L— k& DNS

MX V77 v TE2FTLT, BED NAL VICHTHARI AN Ry TERETDHELHIT T TA4T7
AR T B, Fik¥—U— Ruseons AL ET, ZHud, V7T RAAL DA =V EFFEDR
A MINV—=TFT 4 T T IUERDIGEEIELLET, 72L& 21X, example.com ~D A — /L R{EFHED
Exchange = NMIFEESND Z LI > TWDOEE, RO K H 72 SMTP b— MZR>TWD Z &0 dH
nET,

example.com exchange.example.com
el SEIERYT FAAL L (foo.example.com) 58D A —/LDFEIL, RO K H 72 SMTP L— k
ZBEMLUET,

.example.com USEDNS

SMTP /L—F, A—JLEE. BELUVAVE—DHEA

EE 1 ODA =12 10 AOZEHEMNNT, 284 U Exchange — 2@ T 554
AsyncOS TiI TCP #ft% 1 DBl&, A—/L A MTIZIE 10 DBl2 DA v =TI, AvE—Y
Z 1 ODOREELET,

FAZ  FRRICHEREL T8, 1 DDA v E—UN 10 DRRDZ AL D 10 NOZEHITELND S
&, AsyncOS TiZ 10 ® MTA IZxt9 % 10 O#EREZ &, £NEFNIZ 1 DT 2ET A —/VEE 21T
7,

1 ODERA Y E—VIT 10 AOZIEENWT, ZRENNH] % O Incoming Policy 7 /v —7
(10 Z7Vv—"") ICET254A. 10 AREOZEHNFE U Exchange —"Z AL THWTH, A vtE—
VIENHLET, DFED . 10 OFlx DEFA—/LR 1 D0 TCP Hfe TRUE S E T,

SMTP J/L— k & 3{§ SMTP ZE&E

g SMTP iRt v 7 7 A MV IMEKR S N6, SMTP v— MIEHCTEE 3, itk -T, xv b
T— Ty DIThAH AN VL — P —ROHFERIC AT arTFerY X2 0T g T34 T AN
BLE SN TWAEAI, BEA—NVERIETEET,
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128 SMTPL—T4VJ0HE |

LX) T4 BEEBF7TSAF7UATOHO SMTP /L—FOERE
FE

ATF9FT 1 X2 VT4 BT TIA4T AT, [FHT 7747 A (Management Appliance) |>[F v NV —
7 (Network) 1> [SMTP /.'— | (SMTP Routes) ] &R L £7,

TOR—VEFHALT, TFIA T ATSMIP L — FEERLET, ZOXR—UnE, T—7 L0
<o BT OBEM, EE, BXOHIBRZIT) ZENTEET, SMTPL—F = F U &7 AKR— Lk
FlEA A= T BRI ENTEET,

SMTP /L— +DiEN
FE

AFYT 1 X2 VT 4 BEHTTIAT AT, [BHT 7747 A (Management Appliance) |>[F v b U —
27 (Network) ]>[SMTP /— k (SMTP Routes) | #i®IRL £,

ATFvF 2 [A—1+%&ENM (AddRoute) |27V v 7 LET,

ATF9T 3 ZEMRAL L LHEERA NEAT LES, HEO AR MBI 512, 1708 (Add
Row) 1227 U v 7 L, HLWTIZROGEHREF A P2 AT LET,

ATy 4 R— "NEFEEBET DITIE, 58585 R NMT T:<port number>] %BMLET (ffl : example.com:25),
ATvT 5 EEEFEL, RELET,

SMTP /L— L DS
FE

AFYT 1 X2 VT4 BEHTIIAT AT, [BHET 7747 A (Management Appliance) |>[F v b U —
27 (Network) ]>[SMTP /— k (SMTP Routes) | #i®IRL £,

ATvF 2 SMTPL—F+DYU R KNT, BEFD SMTP V— D4R Z7 Y v 7 LET,
ATy T 3 NA— b ERELET,
AFyvFT 4 EFEEXREL, REFELET,

SMTP /L— FDHIBR
FIR
ATYFT 1 X2 VT4 EHTTIAT VAT, [BHT 7747 A (Management Appliance) |>[ v b7 —

7 (Network) 1> [SMTP /b — & (SMTP Routes) | #iER L £,
AFvT 2 HIERT D SMTP L — hOLANCH DT = v 7 Ry 7 A% BRIRLET,
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| £12&% SMTP L—T 4 5 OH%E

ATFyvFT 3

[HIB® (Delete) 1227V >27 LET,

T_TO SMTP /L— b ZHIRT 2121E, [TXT (AlD) ] VWS TRXLDOfNWeTF =y 7Ry 7 Ak
RLUT[HIBR (Delete) 122V w27 LET,

SMTP L— kDT XKR— b

ATFvT 1

ATFvFT 2

RAL T 7 ®AT—=71 (HAT) BLOZEET 7 €A 7—71 (RAT) OHE RIS, 77 A0
ETIAR—IFBIOA VA= FLTSMTP v — b v o BV 7 E2EETHZ L HTEET,

FIR

[SMTP /L— k (SMTP Routes) ] X—® [SMTP /b— h &7 27—k (Export SMTP Routes) | %
7V vy 7 LET,

7 ANOLFIEANI L, [E (Submit) 127V v/ LET,

SMTP JL— kDA wiR— bk

ATFvT 1

ATFvF 2
ATFvFT 3

AFvT 4

Host Access Table (HAT) ¥ LU Recipient Access Table (RAT) DA L FIERIC, 77 AV Ex= T A
A—FBLOA VR —=KMLTSMTP b —h v~ o BV T2 ERTTHZ L L TEET,

FIR

[SMTP /L— k (SMTP Routes) ] *—® [SMTP /— k%A AR — b (Import SMTP Routes) | % 7
Vo7 LET,

T AR—=FSNTZ SMTP L — FBREENTWDL 7 7 A Va2 RIRLET,

[%fF (Submit) | %227 Vv s LET, £ R —MZEY, BEfFO SMTP L — F R T RTEEHZ SN
DI ENEEINET, TXADN Z77ANMITHDLTNTO SMTP L— F A U AR—FSnET,

[>A—1F (Import) 1%7 Vv 7 LET,

TrAMIT Taxs b 2T ET, XF ) THELTII= A FERZRESH, AsyncOS 12
XoTERENEY, RIHlZRLET,

# this is a comment, but the next line is not

ALL:

CORRT, BTA—N T = Y = A OREIFZROE DT T,
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128 SMTPL—T4VJ0HE |

12-1 NIy YRF—RIZEEEShI= SMTP L— |
e T
¢ SMTP

N7V » 7 Y ZF—:InboundMail
RANTI7®A T—T)L

(HAT) :

WHITELIST: STRUSTED

BLACKLIST: $BLOCKED

SUSPECTLIST: $THROTTLED smtproutes Iw > NA&MHH LT,
UNKNOWNLIST: $SACCEPTED /X7 Y w7 2 — InboundMail
spamdomain.com REJECT :Ei’ FAINL BT example. com

. spamdomain.com REJECT LD A — )L R A K

251.192.1. TCPREFUSE exchange.example.com {Z/b—
169.254.10.10 RELAY F oI LUEF,

ALL: $ACCEPTED

IP A > % —7 =4 A:PublicNet (f]:192.168.2.1)

A=V Xy b L ¥ —T =A A:Data 2

Email
X2 VT4 TTFIALT VR

—‘ A—PRy b AV F—T7xA X:Datal F
‘IP £ VB —7 =4 A:PrivateNet (i:192.168.1.1) ‘

€
-

exchange.example.com
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= CHAPTER ‘1

BEI R DOER

o [MEHZ R Ohy#lzo>NT) (P.13-1)

o Ta—HF m—rnoHv YT (P13-1)

o EHa—VoORIOER]) (P.13-11)

o [BXaUTF4ERT SIA4T L A~DT 7 AT HEINO%I#E ] (P.13-21)
o [Ryt—Y FT7vF 7 TO DLP WEEHR~OT 72D (P.13-24)
s EHa—Y 77747 1 DR (P13-24)

EBIAX ) DHEUZDINT

= THyr MBIV Y Cla—Y a—ZESNWT, thoa—F iz Ranars oy %2l
FUEET SIAT L ADERE A7 B TEET,

BEHE AN EIND X HICEET DI, FRIERINZ2—F o= AR =— &MWL TND
MEIPEHW LT, BRI AZ L a—F o—LE2EKRLET, RIC, EX2UT 4 TFI5A4T
ATH—HVEHA—FORIEZITH . BLO (F7213) A OFRERD LDAP *° RADIUS
AT AEFEH L T CEBE 2 —VOREEIT) LT T IA TV AEZHRELET,

S, TTIA TV ABIOT 7 IAT VA LORBEDIER~DT 7 2 ABMOHEHEZIEE TE F
j—o

A—H O—)LOE|Y 4T

X2 VT4 EHT T IATVRZNE, BFA—NEWeb X2V T 4 TTIAT L ADET=H Y v
TEBIVEHEZITIZDO, FHIEEL—YV a— Lt hAX L 22—V o—LOBFRAHESINTHE
j"o

o [FHaIEF=2—Y v—1] (P.13-1)
o [HAX L 2—H m—,] (P.13-5)

FRERLI—Y O—)L

BRORVEY | KORTHRA STV SR E FOBRRE—F n—, FLEH AL L 2—F
B ICH ) S TH D L RTEET,

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F i



F13E SESRIOHH |
[ |
* 1341 31— O— )LD
Web LR—
a—4 Aa—JILE B8 Ta2T1
THLAR—
e
admin admin = — VXS AT L2DTF 74V s 2a—F THhT L N Th |HV/HY
D, TRCOEIMERZFF-> T ET, HHLE, admin =—
TAU 2 Z ZICREBHLELED, Zhda—Y o—1%
ERLTHIV YU THZ LIETET, AU — ROEELSS, R
ECHIFRDL TEER A,
resetconfig =~ > K& revert 2~ RZHITTE DL,
admin = —V721F CT9,
Administrator Administrator 7 — /L 2O — TH U MITVATLADT | HD/HY
NTOBREIHT DIERIRT 7 ¥ AMEFF> TOET,
Operator Operator 2 — V& FOZ—HF TAH T MIKOZENTEE |V /dHY
A,
o a—HF TH UL N OMERE T ITRE
o TTIATVADT v 77 L—FK
* resetconfig I~ NDFRAT
o VAT AEY NT v U 4P — ROFELT
o I—HWHENRRT— RSO LDAP —N a7 57 AL
HEDETE (LDAP BAMBREFEIC R L TA Rr—T W72 -
TWBEE),
o [REEDFE. MME. HIBR, FIXER,
Zh B LS. Administrator 7 —/L & [ UAER 28D £ 97,
Technician Technician @ —/ V& RO —H T HU > MNMI, Ty 77— |[[A—)
RBEQRXVT—h, 7734 T ANLDOay T 4 F¥al— (Email) 1 #~7
Yary 7y ANVDORTE, TAEUVA F—DFBRREDTV AT |[ITERIND YV
LEBT 7T 4T 4 ZRBTEET, S ANNE A
T4 LR —
r~D7 7 &R
Read-Only Read-Only Operator = —/LZ o2 —Hx, REHFHRESHR  HV /7L
Operator TBHT 7 AMEEFo CT\E T, Read-Only Operator 17—/ L
RO — WL, WEEOREFIEEZHERT T2 DICKEyOE
AT TERFTEETN, RETEETA, FHITRTFEZL
FELLRWERETHIZLENTEET, 20— Oa2—W
&, T B ABRERRIGE, RBBENOA vy —VEFEHTEE
‘j‘o
Zoua—LOa—FiE, LTFIE77EATEERA,
o Ty AN AT AL, FTP, SCP,
o [REEZ1ERR, WE, AR, EFEFEETLZDDOK
i,
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| $13% HEIRIOHK

% 13-1 a1—Y¥ O—)LOHE #E)
Web LR—
1—H A—L& | B TA2TI
EHLAR—F
e
Guest FA N m—=NERFO—Y TH UL ML, T RAERIE |[HY/72L
DTHNL, REENDA v =D AT — X AEREHER LE
HCT&E7d, Guest e — L EFFOL—WF I AvE—Y T vx
YITRET I EATEERA,
Web Web Administrator 2 — /L& o2 —4 7 H 7 MME, [Web] [HV/HY
Administrator B TUERRENDTRTOREICKHT DT 7 ¥ A a b £
‘j‘o
Web Policy Web Policy Administrator 2 —/L K> —H% 7 v MMI, |[72L/72L
Administrator [Web 7754 7 v A A7 —4% A (Web Appliance Status) ]
~— L Configuration Master O3 X TDONX—IIZT 7 & A
TEEJ, Web AU —FHHEL, ID, 77&8RA RY —,
W LR v— =T 4 T RY — TrFy SRR
HAKX L URL 772V BLOKME@EHEERECEET,
Web R Y o —FHEIL, REZARTETEEA,
URL Filtering URL Filtering Administrator 2 — V&> —% T hH o>~ |72L/7% L
Administrator i, URL 74 V¥ Y U IR EHFETEET,
Emai.l _ A—NVEBEEO—LVEFFO—Y ThH Uy NI, RS [ |[ZRL/L
Administrator A= (Email) ] A=2—IlH5TXTORE~DT 7 & A
MeDHEFHET,
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E13E HEIRIOHE |

#* 1341 a—Y O—)LOBE @E)
Web LR—
A—4 0—ILE (BB Tl
EHLR—
e
Help Desk User  |Help Desk User 2 — /L & o2 —FRT 7 LA TE5DIKRD (72 L /72 L
WZHIR S v E T,

e Avk—U T oFS
o [REEND X vt — VEH

Zor—EfFoa—Fx, CLI &0 o v 2T A
7 782 TEERHA, 2—FICZor—1E2E Y HTE
B, TO2—FNRT 7 EATED L) ICRHEEZRET D HLEN
HoEJ,

ARG L A= AL L 2= g — LY B ToENTNDHa2—F T HT |lel/eL
M, RY —, e, £HE 20— LI E 2 b=
EDORY L —FTITREREA L R Z R LTDH, ForB &
OREEITAET,

# L\ Custom Email User 2 —/L % 72 13% L\ Custom Web
User 2 — UL, [B—h/L =2—% DB (Add Local User) ]
N=UNBERTEET, L, v—AEHEATELL I
FTHIE, ZDOHAF L a— %D%» CHERRZEI D XY T 5
EWRBHY EF, HREZEVLTHITE, [BET T I7A4 TR
(Management Appliance) ]> [“/X?A’”“é?fj!i (System
Administration) ]>[=—% m—/ (User Roles) ] ZB@L
T, 2—V4E7V v LET,

((£) Custom Email User 2 —/LIZE[ Y ¥ THNTWD 2 —
Pix, CLLICT 7 ®BARATEEH A,

FEAIZOWTIX, T AZ A 22— m—) (P13-5) #2H
LTL7E&EW,

—# o v —/ (Administrator, Operator, Guest, Technician, 354U Read-Only Operator) 1%, GUI
L CLIOWAFIZTY 78 ATEET, fildow—/L (Help Desk User, Email Administrator, Web
Administrator, Web Policy Administrator, URL Filtering Administrator, 38X OH A ¥ & = —H) |
GUI 72778 A2AT&E £,

2 —WEFIET DH7DIZLDAP 7« L7 b B#ERAT 25, =2— v — i@l x o= —% Tidi
<74v7b)7w~7%%0éfi¢o1~%m~w_74v7h)7»~7%%@éfék\%
DIN—=TDFEZ—FIZFO2—Y 0 — LV TERINTMEREZ TR £9, FEMIZO VT, T4
2 —VFERE) (P13-18) &ML T 72&E W,

2 —FRREECT 7 B AT HRICEDT 7B A AT HLERH Y £, [Cisco [ronPort A /XA
fREE~OEHE 22— 772 2AOFKE] (P.7-8) BLW KU —[REEDOIER] (P.8-12) &ML T
<IE&EWN,
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| $13% HEIRIOHK

AREL aA—¥ O—)L

Administration #[R % FFox—HFiX, X2 VT A BET T IA TV RAEFALTCHAZ L v—ILi
EHMREZB(LTEET, PAFX L o—E, FiERSINza2—Y -k, =2—Fo77+k
AR xE U TR HIE 21T 2 9,

HAZ L 22— o= V2B )Y Tla—WiL, 77747 A, i, AT F 2=V 7

Ty FMZBELT, R —DOFHELIIVER—b~DOT 7222172 F T, =& 20X, BOEICH D
BoOZHTIEH, FRTERMEARY O —0NHEROARIE LIZR 2> T DHAIT, Web —E R (2B L

TELE2Z T EEHEIL, XHOR) Vv —OFHEHFTEES, VAX L 2—F u— L EERL T,
ENHOR—)UIT 7B AMEEF VY THZ LT, BHERTLET, BIEINEEHAERERBLY
WETEARY V—, HRE., LAR—F, TRXAFXLURL AT IV R ER2RELET,

FEMZOWTIE, UFEZRLTIES 0,

e [Custom Email User = —/Li2>W\WT | (P.13-5)

« [Custom Web User 2 — L2\ CJ (P.13-9)

o [H2ZL 22— n—LOHIK (P.13-11)

Custom Email User O—)LI[ZDUNVT

GE)

HAZL B—NLEEY)YTHE, BESNTEEHEN X2 VT BT 77347 RTHDRDIEA
BICT 7 A+ 52 L2 TEET,

o TRTOLR—F (AFvarTLR—F 47 TA—F12X > THIR)

o A= RYL— LR—F (7Y arTLR=FT 47 ZA—FI2L > THIR)

e DIPLAR—F (AFva v TLR—T 47 ZN—F12 L > THIR)

e Avk—V FTvFLT

o [
INSOHEHEROFEMIONWTIE, UTFOEZ7va TR LET, /2. ThoOHEREMN S ST
TARTCOa—YFL, [FET 77 A7 A (Management Appliance) | ¥ 7 > [EMEER Y —E X

(Centralized Services) | A== —%HL T, [*AT A A7 —H X (System Status) | R R TEFE
7, Custom Email User = —/L{ZHI D B THR T D 2—H %, CLIIZT 7 ERATEEHA,

BIA—N EX2VT 4 TTIATVADH AL L =Y a—LF, vX2 VT4 EFHT FI7A4T
APa—HF o= L0 b KVFEMRT 7B AMEZRELET, L& 21X, A—AVBIODLP &Y
b, AVT YUY TANEADT VR AEFLETEET, FFMIIOVWTIE, BEVWOET A —L
X2 VT 4 TTIAT UV ADY =T NVERFA T A2 ~)L 7O TCommon Administration] @
# ¢ [Managing Custom User Roles for Delegated Administration] O 2 3 v ESZRL T EE W,

BFA—I LR—Fas V5

w7 varyTHIAT LRI, BIA—N LR—bOT 7R AMEE A AL 5 2—H v — L ff
HET&EET,

X2 VT4 EHT TIATUAD [ A= X2 U T 4 =% (Email Security Monitor) ] ~{—
DFEAZDNTIE, THREPFREB AL X2 VT 4 VR—T 4 V7O OST2EEBH
LTL7EEN,
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FRTOHOLAR—F

HAB L B—UNITRXRTOLR— b~DT IV EAEENETDHE, Zor—LEFHV Y ToRT2—
PFIE, TRTCDO B AN X2V T4 TTIAT VA, FHEEFRBRLEZVEA—T 4 7 T A—T7D
WINNET B, RO [A—N &F =27 4 =% (Email Security Monitor) | X— Y%K /RTE
9,

o M (Overview)

o %[ A—/L (Incoming Mail)

o %{8% (Outgoing Destinations)

o FEA v E—VIRESE (Outgoing Senders)

o WE=— (Internal Users)

e DLP >35> (DLP Incidents)

e V7Y 7 4% (Content Filters)

o UAJNR XA (Virus Types)

e TLS #t (TLS Connections)

e TUNITVLAZ 7 4% (Outbreak Filters)
o VAT LZHR (System Capacity)

o A7V AR— K 7—% (Reporting Data Availability)
o EHILFR—1 (Scheduled Reports)

e 7—HhA7 LAR—1 (Archived Reports)

A—JL R >— LR—F (Mail Policy Reports)

HABZL D= A=) R v— LR— b DT I AEEAETDE Zor—LE2HD Y THR
fea—FiE, TRTOBEFA N EX2VT 4 TTIAT VA, FRERRLICVAR—T 47 7
=T DTN T D, RO [ A= X2 YT 4 £=4% (Email Security Monitor) ] X— %
KRTEET,

o M2 (Overview)

e %fg A—/ (Incoming Mail)

e %{Z4¢ (Outgoing Destinations)

o XEA v E—UKESE (Outgoing Senders)

o W= — (Internal Users)

o V7Y 7 4% (Content Filters)

o UANA XA (Virus Types)

e 77U LT AZ 7 4% (Outbreak Filters)

o H#/aLAR— bk F—% (Reporting Data Availability)
o 7—HA7 LA—1 (Archived Reports)

DLP L'/ R—+ (DLP Reports)

HAZ L B—VIZDLP LR— h~OT7 JERAMEE METLHE, Zon—nE B0 YTon/ca—W
. TRTCD BFA—N X2 VT4 TTIAT A, SRFBBRLEVR—T 4 7 =T D0
TINIRT D, RO [ A= &F¥ =Y T ¢ E=4 (Email Security Monitor) | X—T %R R TXFE
7

e DLP A>3 (DLP Incidents)
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e A%V A— K F—% (Reporting Data Availability)
e 7—JA47 LA—1I (Archived Reports)

Ayt—2 b3 vx24 (Message Tracking)

[}

HAZL B =AY T =Y b TR T~DT IV AMEENGTHE, Zon—LE 8L THN
FFa—HFE, EXa U F A BHT S IAT L RACLE ST I vF U T EINETRTOA v E—VD R
TR AEFRRTEET,

DLP R Y > —|ZEXKT D A v =V NOEEEHR~OT 7 22 HET 212, (Avke—Y FToF
¥ 7O DLP BEHWMA~DT 7 £ ADHI#] (P.13-24) ZZRLTIIZS0,

X2 VT4 BT T IA T UVATAYy =Y R T vR U T ~DT IR EA X—T NI TDHDD
TTIATVAOREFERE, AvE—Y N7 vFXF U TOFMICONTIER, TETA—V AyE—
DT vxr) ZBERBLTLIEEND,

ARG Do —)VIZGE~DT 7 A5 5L, Zorn—nzflh S Tonlca—HiE, 2otk
Fa VT ABET T IAT U ADTXTOREEA v =V 2RE, v, VI —A, FLFHIRTE £
R

2—PNREECT 7 B AT AENCZEDT 7 2 A2 HMITHHLENSH Y £9, [MTCisco IronPort A /<2
fREE~OEHE 22— 77 AOHE] (P.7-8) 1, [THRU —[RHEO/EMR (P.8-12) ), BLW ITH R
B — a— )L OEEEET 7 & ADRE] (P8-8)] #BMML T IFE,

X2 VT A BT T ITAT UV ANDL ZOREE~DT VA5 A X —TNCTREDDOT T34 T A
DFREFERE, ARLREEOFEAIZ > W TIL, [Cisco IronPort AN ARRHEEDEFL] OEEZ SR LT
<TZEWY,

Custom Email User O— /LD {ERL

(F)

BTA—NV VR—=T 47, AvE—Y b I7ovx 7, BXOBEHE~OT 78R LT, HAZ L
DA =) 22— a— VEERTEET,

INLORKAT T a CHFRSNTET 7B AMEOFEMIZ OV T, Custom Email User 2= — /L (2D C
LEDOV TR arESBRLTLIIEE N,

K OEEMZR T 72 AN, ETIXMMOERE, LA—F, RU T —~DOT 7 BRAMEZF 5T HITIE, & &
FA—N X2V T 4 TTIAT LV ATEEI AT L 22— 0—LE2{ER L T ZE,

FIg

[BEET 77147 A (Management Appliance) |>[ A7 L& # (System Administration) ]> [
2—# m—/L (User Roles) ] Z#iR L £,

[A—n o2—H v—/ DB (Add Email UserRole) 1 %227 U v 7 LET,

Jo

Evbk F720%, BEED Email User n— /L2 ERIL T, LWV — L 2ER T £9, TIIE, %Y
+ %7 —7 A OfFT [ B (Duplicate) 1 743427 Y v/ L, RSN 2 E—ifilh L
\i‘j‘o

a—HF a—AO—ED4RT (7=& 21¥ Tdlp-auditor]) L#HZALILET,
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AFvF 7
V& ]

e Email &£ Web Dh A X L 2—% 0 — L EFR CIZ LN TL ZE0,

o AHNTIE., IXF, BT BROF v v aDBh a2 LTI ZEN, KBHE Y v v 2 73BT
TLZELIXTEERA,

e ZOou—NLDO—WIZENRY > —[REE~DT 7 B AMEREFTL., 20— LD —FNE
A=) X2 VT4 TTIATVADRA = T4 VFZRa T Y 7407 B ODLP
AvE—U 77 a N INOOENRHEZIEETCEL2L2CT28HA6, PAX L 2 —LOD
KEIEWTITDOT T34 T ATRCICTHMLERHY 77,

IO —VIZK L TA X—TNIT DT 7 AERZERIRL 9,

[(E (Submit) 1 %2V v 27 LT [=—H% m—/ (User Roles) ] X—VICRED &, FHrLa—H m—
RFERINET,

VIR—=T 4 7 IN—TFZ LT 7 e ZAMEEFIRT 5613, 4T 02—F a—ArD[A—1 L
A— bk (Email Reporting) | 77 HIZH D [TV —TRRINRSTWERA (no groups selected) | U
VORIV LT, AR Eb 1 DOV ER—T 4T TA—TERRLET,

EHEERFLET,

ZOa—VIIRHE~DT 7 e AMEEM ST 25EEIE. Zor— WX LTT B AMEE AN LET,
WEBRL TSN,

o [Cisco IronPort A/ S ARREE~DOEBRE 22— 7 72 20K E] (P.7-8),

o IRY —IREEDER) (P.8-12) .

Custom Email User O—)LDEMA

Custom Email User 2 —/VZEID Y THONTWD—YRT T I TR a7 358, TOa—
PFIE, 2—FRT 7 AL O>EX 2 VT 4 BiE~D Y L EIRERRINET, 2O —FIL,
[+ a2 (Options) | A==2—7T[7 v MER (Account Privileges) ] #BIRTHZ LT, W
DTHLIDAAN—=VIWIRDHDIENTEET, ZNHO—HF L, Web X—T D EFIZH D A
Za—EERLT, 77 B AMEFOBEBIZT 78232526 TEET, ROFITIE, =—FiX
Custom Email User = — /LI Lo T, EX 2 U T 4 BHT 7747 L A THEMAARER T X TOMEIE~D
T AMEERLET,

131 Custom Email User B—)LAEIY BTOHLNTWEREREEEED [7HV > FER (Account Privileges) ] R—2

Logged m as: Tull-access on example.com
Ogtigns = Help and Support

Account Privileges (full-access)

Lmail Reporting

FMessage Tracking

Quarantines

Mal Polcy Beporls fram all Emal Applances

Vimw and analyoe ened ralfic

Message Tracking

frack messages,

Manage messages in the Spam Quarantine

LIANEGE MESIEges i BEEENaT QUarantines,
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Custom Web User A—/)L[ZDINT

Custom Web User 72— /L Clx, Z—FNHRY > —%F|DO Web ¥X =2 VT 4 7T 74T RZABT S
TENTE, WAXLRELZWMELTZD, BOT T 74T RAZAETED X120 £97,

EX2 VT4 EBRT T T4 T L AD [Web] > [RE~ A ¥ — (Configuration Master) ]>[ 7 A ¥ A
URL #7 =Y (Custom URL Categories) | ~*— Y Tid, HHBLOAHTE25 URL #7 3V &R
V—HFARTEET, F7o, [Web]>[2—7 1 VT ¢ (Utilities) >[4 T <HREEZAHTD
(Publish Configuration Now) ] X— ICBEIL T, ARARELRFTTHILHTEET,

AR EZFFOTAS L a— VEER LGS, 2—VBa /0358, AR A=2—0K
TRENBRNWZ LICEELTLEE Y, URLRY — Z T DNEELZ W=, 20k ) pa—F
WIFEAHA =2 —BEREINT, MEAAOBEHmNARTINET, 2FED, EOBTIY E1TR
Uy —bABFERIIEHTCE VW —T2/EoTLEH Z &ITR D F1,

COMBEORBRE LTE, 2—FRNAIZTEDZN, EorT7 IV 3R v —bFHTE WL
HZTEHHE, EORV—THHEHEINTWARNWIAZ L BT ITY BER L, ZOa—H |2, D
NARL T AY B ERTLHEREARTHHEBEZMETOILERDVET, 20X TDE,
2—WRZEDOHTZY TURL ZBMEITHIRLTH, MIZEERENERTA,

HAZ N 2—Y a— LB ERBLUOWRE L T, Web FBA BT £,
e Custom Web User = —/L D 1EK
e Custom Web User = —/L DfftE

Custom Web User O— JLD{ERK

ATFvFT1

A7y 2

AFvT 3

ATy 4
AFwT 5

FIR

[BF#T 7747 A (Management Appliance) |1>[ A7 AE# (System Administration) ]> [
2 —+# m— L (User Roles) | &R L ET,

[Web =—% m—/L DB/ (Add Web UserRole) 1272 U v 27 LET,

Jo

Evb F7203, BEFEO Web User e — 2B LT, LV e —AZ2ERTEET, THITIE, %Y
+5F 7T [ (Duplicate) | 74 2242 U v 2 L. Ak Shi-aE—2fifk L
9,

a—H¥ a—LO—FEDLET (72 & 21% lcanadian-admins]) &#FHAZ AL L ET,
N

GE) 4AnciE. IXFE, BT BXOX v a0 EFRALTLEIW, LHEEs Xy 2lcT 52
LITTEERA,

T7HNRIT, RY =B AFZ L URL AT Y ZRRT 20, ERRCTLINEEIRLET,
NEIMERZ A T D0, ATICT 0 ERIRLET,
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COMERERFFOL—WE, 22—V BT /A FRY —FZIFXURL 7 IV 2HETEXHTXTO
Configuration Master /AR CT& 9,

ATYT 6 HLW (ZED) RETHDDLN, BMEOHAZ L a—F n— ik at—F50%@8RLET, BHFEO
A=Y =L EZab—F 55513, at—7250—1E Y R MMLEIRLET,

AFyF T [#%E (Submit) ]2V v s LT [=2—% v—/ (UserRoles) | X—VIZEZ &, HL2—H o—

IWRFRENET,
~
(X)) Web LAR—F 4 VI TCEABKIEEL A F— T NMIZLTWEERE. Web LR—F 4 7 ~DT 7%

AMEHRFEFOTRTO—Y g —2iE, A /5’7&74’772 I/T% F R=TTRETE 20

=P/ L= UNERREIND LRV FET, B 5 F THREFR Web LR —T 4 7B X
N TvF o 7OMM] D Web I/Tﬁhﬁ)xﬁ/;%/v REDE 7V a w3 LTLES

VY, Administrator &2 — /L OHA 1L FIS I, X#/n%/bmméhf’ UAR— h CEREO—W
MEHERTEET, BAKENA X—T IR TWAEAE, L — 2B L Web BHE T

Ko TER SN A V2 — L% ”Eéﬂtl/fv—]\il:% fi@iﬂ“o

(GE) [Web]>[=—7 ¢ U7« (Utilities) 1>[&F =2V T 1 F—ERKR (Security Services
Display) 1>[t* =2V 7 4 —EARTOME (Edit Security Services Display) ] _X— Y &
Fl LT Configuration Master ® 1 2% IERRFICL TV DG, [=—H% 2—/1 (User Roles) |
R=VTHXET D [EE~ A X — (Configuration Master) | 77 ANRFEFRRITAR D 328, JE
FIRIT 72 - T % Configuration Master (2% D HEMRFR EILRFF SN FE T,

Custom Web User O—)LDfRE
FIE

AFyF 1 [=2—% o— (UserRoles) | =Y Tr—n£%27Uv7 L, [2—% v—10OfE (Edit User
Role) | N—TY&E£RLET,
AFwFT 2 AL HH BLXORY =B AX A URL AT AV ERRTIEINEIDREORELMEL ET,
AFvF 3 [ (Submit) |22 Vv 27 LET,
AL L =Y m— L OHEREFEET D12, ROFIEZETLET,
[ =—% m—/L (User Roles) ]f\°~—“/“LZ$§§§JLiﬁ‘O

o TURA R V—MHRERET DI, [T 7R KU — (Access policies) ]2V v 27 LT,
Configuration Master | _ux?'féizhfb\57&'lzx RIT—DVAMERFLET, [0S
(Include) 1 # 7 LT, 2—VFRET 7 AL FET LRI —DF 2w IRy 7 A%F 2L
£9, [XE (Submit) ]2 U v 27 LT, [—H% m—/ (User Roles) ] X—TIZRY 77,

ER

o WAZLURL AT AVHERERET DX, WAFLURL AT AV %227 ) w27 LT,
Configuration Master ICER SN TWVWHLHAX L URL #7 TV DY A MR RLET, [GDD
(Include) | 7 AT, 2—VRET 7 EAMEMGTEIHIAX LA URL AT IV OF =y IRy
AuA T LET, [#F (Submit) 122V v 27 LT, [ =—W% m—/ (User Roles) | X—IZ
R ET,
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HRE L aA—H O—)LOHIR

1 N EO2—FICEY B TENTNDIHI AT L 2—Y a—LEZHIRT 2846, =7 —1I%ELEE
/\/O

ﬁqﬂE:L ffoDmdeG)%gﬂﬂ

A INT2—HFET I TV ATE—HIVWIER LD AT EFEHT AT, 77547
VAT AT 7 A EHETEET,

o IEMEFL—FDONRAT— FEHE] (P.13-11)
e [Locally-Defined H#l = —¥ &) (P.13-11)
o (A= —HEE) (P13-18)

EWEI1—HDINRT—FER

S,
GE)

MEHE | 2—VFORZAT—RFIGUI £ CLI AR TCE £,

GUI i L TSR — REEETH21%, (BT 7717 A (Management Appliance) ]>[ v
AT LEB (System Administration) ]>[:L —# (Users) | N— U Z@RLT, BB —FEERL
E7,

HEHFEL—YDONRAY — K& CLI O EH T 5I201% password 2~ FEEHLET, SAU—KIZ6
XFLUETHEIVLENDH Y £9, password I~ KT, EF 2V T 4 DEHITHEWWIRT— KD A
jjﬁid\égf‘ﬂ‘o

FHREL—F THO L FORRAT = REENTESGAIE. SAV—F 2y hF27edliih Ag~—
PR— K TaNf = THERE LS TES N,

WA= ROEFFT ITADIRY, BEZXETLILERDY XA,

Locally-Defined 1 —4 D EHE

e [Locally-Defined =—¥ ™840 (P.13-12)

e [Locally-Defined = —%# D] (P.13-12)

o [Locally-Defined = —%# D] (P.13-13)

o lm—HNiZEEZENIZ=2—F DY R hDFR] (P13-13)

o NRU—ROFELEHE| (P.13-13)

o INAT—RORELLV A OEM] (P.13-13)

o [ax—WiZkT 2REI RV A VDA T — RERDOFBEFT) (P.13-16)
e lm—na—Frhvrshonyr7BL0ny 7 (P13-17)
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Locally-Defined 1 —H M 3BH0

Y
B

AFvFT A1
AFyvFT 2

AFvT 3
ATFyv7 4

AFvF 5
2AF97T 6

AFyFT 7
ATFvFT 8
AFv7 9

AFBREZ M L COZRWHEAIE, ROFIHICHE->T, 2—%& tX2 VT4 BT 7747 R
BEHEEM LU ET, F£721E, CLI T userconfig =~ > REEALET,

ERFIEL A R — T L THAEEIT., v — Db 22— LRI SN2 —FL L EHE LW L
R L TLIZE,

TTIAT VAR TED2—F T AU FOBITHIRIZH Y £H A,
FE

HAL b A= B EE S THHEAL, EOr—LERICERLTE 2L HRLET,
H 5 a—H% m—] (P13-5) ML TS,

EX2 VT4 EBRT T ITAT AT, [FET 7747 A (Management Appliance) > [ A7 L%
P (System Administration) ]>[=—% (Users) ] ZER L £ 7,

[—#%E0 (AddUser) 122V v 27 LET,

2—FO—FOAHEATILET, VAT ATTFHINTNDHEE (Toperator] < Troot) 72 &) & AT
THZELIETEERA,

SHBRBRE BT 25813, 2= VA ZATRIEES NI —FAH L EHESEDL 2 LITTE LA,
a—YFORAEANLET,

FHIEEINTZe— AL FEE AL a— L E@RLET, 22—V v— L OFEMZOVTIE, £ 13-1
EHERLTLIZEN,

#H LW Email 2 — L F 721X Web v — /L& Z ZITEBMNT 2581, v—LOL4RIZ AN LET, s L
DRIV TIE, [Custom Email User & — /LD 1ERL ] (P.13-7) £721% Custom Web User = —/L D
ERL) (P.13-9) &ML T &0,

NRAT—FRZAHL, RRAT—FRZHEANLET,
EHEEERFL, RELET,

TDONR—=VIWIZHAL L 22— a— L EZBMNTI581E, CORFSTEOr—/VIZHEREZEI Y Y TET,
Fﬁ%&b1~#m~WJ@BS)%%%LT<téw

Locally-Defined 1 —H D%

ATFvFT1
A7y 2
AFvT 3

e ZE NAV = REEETLHITE, ROFIEZFITLET,
FIR

[—% (Users) | ~fiCax—¥oLfizrs V7 LET,
=PI L TEE 2TV ET,
EEEFEL, REFELET,
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Locally-Defined 21— D&

FIE

AFvF 1 [=—% (Users) | " ET2—FOLAFNIHIETLIIFOT A arE2r U7 LET,
AT9FT 2 FRENHEEXAT a7 THIBE (Delete) 1227V v 7 LTHIBRZRERLET,
ATvF 3 [#ETDH (Commit) | %27V v/ LTEREZRFLET,

O—ALICEEEIAF-2—HF0DY R FOERT

B—AVCER SN2 —F DU R M &2RRT DI2F, [HET 7747 2 (Management
Appliance) |> [+ A7 L& (System Administration) ]>[=—% (Users) | #®R L E T,

N,

GE) TAHXVAZIF, BESHEFEHIOSC T2 =PIV S TONEI AT L 22— a—LERLET,
2—WFDOH AKX L m— LREIRENEAIE, (#1024 TR L (Unassigned) | RS BREINET,
HAL L 2= a— LOFEMIHONTIE, [HAZ L a—F n—) (P13-5) 2L TIEEN,

NAT—FDRELER

o —HEBMTIHEIEL. ZO2—FITHMANSAT— FEEELET,

o VAT AIRESNTEZ—FONRRAT— RELETT 521X, GUI © [=—V DOfFEE (Edit User) ]
NR=UEMEALET GEMIL. [Locally-Defined = — ¥ Dffs | (P.13-12) 2L T Z&W),

o VAT ALDT T AN MNEBRA—Y TAT L FONRAT— REERTLH12F, EEHE2—F DR
U— REE] (P13-11) 2R LTI,

o A—WINRRAT— FOERELBHITDIC1E, 2=V H&EIR 7 A VRO /NRAT — REFED
THEMT) (P13-16) 2B L TS0,

o GUI Al LD [A 7> a3 (Options) | A==—%27 127 LT, [/SAT— ROZEH (Change
Password) | A7 v a v EBRT L2 LT, 2—HFIEIEAHZDONNAT - REEHFTEET,
[/SAD— F®ZHE (Change Password) | —Y T, WA —RFEZAALTND, HLLWIR
U—READL, HRBOED, ZOHLWART—REFAALET, [#F (Submit) ] %7
Uy Z7 LT, vZ 77 LET, B7 A VEHENPERINET,

NAT—FOH/REHIVATA VDEH

=W TH N ERRT - ROFKIREER L T, MEEEEIZ SR T — R R o —% 58601256 5
HZEMTEEYT, a—F T H T e RXRTU—RDOHIRIZ. EX2 VT A BHT I 94TV ATE
I TnWbde—hn a—FcEHAInEd, ROZEMEHRETEET,

c I—FTHTLRORY S, A—PFRTHYL LRy T Y NSRS ETO, B IA RAT

DR Z EZRTE LT,

o NAU—FHIROBKAL, 77 A L RICE—PN SRRV = ROELEZERISNDHETD, NAT—F
DfEMIMZ ERZTE £,

o NRRAU—FDHRAl, EOXLFIMERET, EOXFNUHENRE, 2—FRBIRTE 52T — RO
Mz ERTEET,
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FIR

AFyF 1 [BHET 7747 A (Management Appliance) |> [ A7 LEH (System Administration) ]> [
a— (Users) | &R L E T,

ATF9FT 2 (oA a2—FThyr 2T —KOEE (Local User Account and Password Settings) ] & 7
YarvETR=VETICAZu—LLET,

ATy 7T 3  [HEZmE (Edit Settings) | 27 V> 7 LET,
AFvT 4 £ I32IRTREEERELET,
& 13-2 A—ANL A= 7hIoY FERRT—FORE

RE EL

2= THT O A= PREFICR T TERVWERIC, 2= TAV M ery s T5

w2 (User Account | E I MEPRELET, THUL "Ry 7 ENDETHO, v /A o 5kiiE
Lock) HaEEELET, 1 ~60 O#HFEATIEEOHTEANTEES, T 7441

1% 5 ¢4,

ThHU Y Oay 7 ZRETHIHEIEL. v/ LEoELT0nD2—HFC
FRENDA Vv E—=VEANLET, T8y bD ASCII XTFEHFEH LT, 7
FRANEANLET, ZOAvE—VF, 22—V RuvrsINETHT b
WCIEELWARATY— K2 AN LTEBATE TR RENET,

=W T AT IR e 7 SNEEAE, BEEN GUL O [ 22—V Ok
(Edit User) ] ~X—%>, userconfig CLI 2a~> R&EMHFH LT, o v 7 iEkR
T&EET,

D—WRNEERIEH L~ o, ERiEEsofE (SSH 7212 HTTP)
WEMRARL . R L7ze 7/ vilfTiia— Y DL IcBl SN Ed, =2 —UR
Egicnrs7Ar3sE, RLizn 1 r#857REE8EE e (0) Vtvy b
EnE,

R LT 7 A Vi TORRBIZELZZDICa—F T Ahv 2y " ie vy
TUNSNEEA, T FREEFICEEINET, 20T T—MNIT
Mnfo] BRELLICRESNET,

GF) FExO—V THy b ETFEITrYy 7 T2 TEET, [T

L= Thurhory ] (P13-17) 2L TLLEE
A
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& 13-2

O—AL A—BF FPHIY FENRRT—FOBE E&E)

e

e

IRAT—RKDJ -t b
(Password Reset)

BHENT—FONRRT — REETH, 22— IR T — ROET % i@ 5
HEMNE I ERELET,

Flo, NAT— ROFHHRBIOINT-HZIZ, 2—FIZRAT— ROLEE L
HTD2MWEIMEIRETDHZEHTEET, 2—HILLDXRT—-FOEHE
DLBNZIRADETD, WAV RFOAHEEEAN LET, 1 ~ 366 O
THEEOBFAEANNTEEYT, T740 ML T, A7 Y a—NAS Dk
Mz, =PI NAT — ROEE KT 5I12id, T=—Fckd 5 %kianm

TA DO NRAT — REEOEGEMT] (P13-16) 2B LT IZEW,

RNRAT — ROMBPRGIN I, 2 — PSR T — FOEEZRHT 555
X, REIDOANZRT — FEREGINIZ OV TO@AMEZR R TEET, HRTID
il HATIC@AMAITON S a2 RIR L E£T,

SRNAT— RRBIREINC /2% &, 22— PFIFKEIO R 7 A VR T 7 2 b
SRAD— ROLEE Z R SN ET,

G =2V THIVIBPRAT—FR Fy LV TiHR< SSH ¥—%1#F
ALTWAEEL, X2V —Fo Uty MEANTEH SN ET,
SSH —%#oa2—HF 7 h v FRHBROINICR S L, Z0a—
WS WARR T — RE AT 50, BHFIKELT, SAU— K%
FEITEEL, 7AH Uy MIBEMFTONEF—E2AETLTHH )
VERH Y F97,

INAT — R)b— )b
(Password Rules:)
<number> CFLL B

ZT9, (Require at
least <number>

characters.)

INAT— RIZEDDIRNLTFEEATILET,
e (0) UbkolAiifEsTb AhTEET,

INAY— R)L—)b:
(Password Rules:)
BFE (0~9) 1K
FULEMETT,
(Require at least one
number (0-9).)

NRAT—=RIZ 1 XFULOBFEZDLUENH L0 E S nEPRELET,

INAT — R)b—)b:
(Password Rules:)
FRERSCFDS 1 305 R
METH, (Require at
least one special
character.)

INRAT—RIZ 1 LT ORI T2 EDDNENHDLNE I NERELE
T, NAT— R, ROBBHBIFEHERATE £,

~ 2@ # 5% N & * - + =

N/ DT )y <>y e,
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& 13-2 O—AI I—HF FHIYFENRRT—FOHE (HF)

BE EL

INAT— K)—)b: MIET 22—V LEF2—FLAOEME LR L DE, SR T — RICHEH
(Password Rules:) TEDLMWEIDERELET, 2—THOELEOEREZEIET 5546, K

R OB RZAT — RIZEH S nE T,

BNAT—RELTHE | o RIXFIVNLFEDITEFEZRLS, NAU—RNEZa—H£4 LREUCTH- TE
HA+szlizTcasd AN ANTAN

a/;a tglfvlﬁ;gfgg | RIERAECBIRRC  AR T R R R L b0
FLTHo IR B,

passwords.) ) )
o NAU— NI, ROXFEBMBPITONIZA—YL, i —V4 %
LB D LRI TH- TR B2,

- Ta) ofkbvic T@l £721x T4)

- Te) ofkbbviz 3]

- ) ofbyic My, Ny, F£7203 Ty
— ToJ b viz T0)

— Ts] ofbviz I$) F7=1F 15)

— Ity ofkbvic T+ £ 17

INAT — R)b—)b: 2PN RAT — FOETEZHET 25510, REFEH LA T — Ra#
(Password Rules:) WTEDENEIDERELET, ED/NNAT— ROFFHZEIE LS

B3 <number> fE 0 < . BAHEZREIET 5REDNSZAT — FOEEEATILET,

AU —REFEERT L |1~ 15 OfETEEORTEANTEET, 7741 M3 T,
ZEIFTEERAL
(Ban reuse of the last
<number> passwords.)

ATFwT 5 EHEEREL, RIFLET,

A—HFIZXFTBIREIQT A VEO/INNRAT— REEDHRFEM T
TRTCO, FRFER LIZ2—TIC, REE X2 VT 4 BT T IAT LV RIT 7RV A L EEITNRA
T— REEFTDHEIICERTZICEF, RKOFIEEZETLET, ZHEI1TERYOTZ v aTF,

WNAY— REEET DO EMNZREREZ BEILT 5120%, [RAV—-RORELLOR 7 A D%
1 (P13-13) TSN TS [NATY— RO Ut w b (Password Reset) | A7 a &ML E
\?AO

FIE

AFvF 1 [EBHET 7747 A (Management Appliance) |> [ A7 L& (System Administration) ]> [
o—# (Users) | Z&R L F7,

AFyFT 2 [=2—¥ (Users) | EZ v arT, REOT A L THRATV—= RFOEENSER2—FOMOF = v
RNy 7 AEBIRLET,
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ATFvT 3 [XRAU—FDVUEy | (PasswordReset) ] %7 U v 7 LET,

O—Ala—¥ F7hooronyvoEEU0 Y @R
a—YF T hT Oy T, o= a—FRNTTIT A TR a A T EDEBIELET,
=P THTY ME, ROWTRPDOHARICIe v 7 SNDHZERHY 7,
e TRTOu—INa2—F Thor ha, RELERITEEOBZICZ—FREF e 7 A IR
THEu VI THEIC, RETDHZIENTEET, (RRU—FROREBIOR 7 A OFEA:
(P.13-13) 2L T 7Z &V,

o EBHEIFI2—V THUYVMETFEH Ty TEET, [T THUY o v 7
(P.13-17) &ML T Z &,

[=—VDfEE (Edit User) | X—YTa—H T hH Y haFRRTDHE, AsyncOS Ik Va2—F 7Th
T Rmay 7 SNEERANRTINET,

FHICKB1—HFTFhor ooy y
FIE

AT 1 HEOH T TIAT U AERELT, 2= TAHAV DRy VA X—T /I LET,
a. [BHT 7747 A (Management Appliance) |1>[ A7 A& (System Administration) ]> [
o—H (Users) | ICBEIL ET,
b. [m—UN a—F THUL e RZ2T—RFOFRE (Local User Account & Password Settings) ] &
7 va v T, [#EEMWE (Edit Settings) |22 Vv 27 LET,
c. [BEENTFH T T7HU b a2ry 7 LTWAHE, By 7 E3NTHWAT IV N AytE—
V&K~ T % (Display Locked Account Message if Administrator has manually locked a user
account) JIZHTE5F =y /ARy 7 AEZRINLT, AvtE—YEANLET,
d ZEZEELET,
ATvF 2 [EHT 7747 A (Management Appliance) |> [ A7 A% 2 (System Administration) ]> [
2 —% (Users) |IZBEL T, =—F 4% Vv 7 LET,

N
GE) admin 7V hER Y T HEN, By VMRTEDLIZILE2HRLTLIEZEY, o= 7
Ao hony 7 EE (P13-17) © () #ZRLTLEE0n,

ATF9F 3 [ThHvrbouws (Lock Account) [ %7 Y v o LET,

AsyncOS 1T, 2—FNT FIA T L RAZB T AV TERIBRDENVIA v E—VEERL, Mt 5
DEIPEMNEDETEET,

A—HFF7hor ooy yER

=Y THU U NEry JERTDHICE, [2—F (Users) | " ETa2—¥4% 27Uy 7 LTa—H
THhHOY NERE, [TAV Y howy Zfigk (Unlock Account) 1 %227 VU v 27 LT,
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(E)

admin 7 H 7 hEr v 7 LEEEEIE, YU T ary Y —L R— h~DL ) TIVBESERE T
admin £ L Cus/ A LCH /7@4:[5/?’9"5 L1 A, admin 2 —Y(F, admin 7H V> bR
JINTEHAETH, YITN aryy— v R— el LTEICT 7747 AT 7 BATEET,
VUTN aryy— L R— b EFHLTT T4 7 AT 72T 5 HFEOFEMIOWTIE, Bilin
DBFA—NEXF2YT 4 TTIATVAD =2 T VERIFA T A~ 7D [Setup and
Installation] OFEZZHL T Z IV,

SR —HREEE

)
()

F v hU—27 D LDAP %7212 RADIUS 5 4 L 7 F Va2 —WIEREZREFETHHEAIL. AT 017 b
VEFHL T 77472 u A 0352V 2RiT5L) X2 VT 4 BHT 774 T A
ERETEET,

° (tlbﬂ@ﬁxyv‘?/l) XJ (P14-57) uﬂ% éhfb\ééiﬁ@% i 571‘ Kuuuﬂz:’-“_“}j‘ i'fﬁﬂ%f
TEHA,

d %Fﬂ'ﬁfﬂ jJ}I/uqukﬂ‘ BubuEO)ﬁﬁ%{ﬁ)ﬂ Lfb\é%{zl\ 07— v :l“—']j‘% kﬂ‘nﬂuunﬁj‘“—'ﬁ‘
ZEFECIZLRNTLZEN,

o TTIAT VAN T 4 L7 ) EBIETERWGA, AT h o hea—hv 7oy b
O oa—W L, v—HL a—F THY L 2FERLTT A I9A T RACu /AT %
7,

LDAP EEREDERTE

LDAP #FEEFRET 2121, TLDAP M L7z & —F OINRIEORE] (P11-14) #BZHL T
<TEEW,

RADIUS EB5ED 1 = —J UL

GE)

2AFyvFT 1

2—YEFIEL, TTIAT U AEZERL TWDa—F m—ila—F FL—7%2E ) B TLHDHIC

RADIUS 7«4 V7 R Y i T& £7, RADIUS #— NX CLASS B2V R— T2 0ERHY F

7 (AsyncOS IZ RADIUS 7« V7 bV Da—HEa—4 o— /L ZEID Y T5H79HIC CLASS BMHEZ
MLET),

S —Y 5 RADIUS 7V —7 Oa—H v— V2B ET L, HMa—FIEXT7 7I7A4 T Ahbe
T ML, B A T HMRENRLDET, Z0Oa—FEH L0 —LOEREZREDL T,

(XL &SI
RADIUS ="~ F—7 Ly b F—OE I 48 XFL T TRITNIERY 8 A,

FIE

[BEET 77147 A (Management Appliance) |>[ A7 L& # (System Administration) ]> [
a2—H (Users) | X—Y T, [F%) (Enable) 127V v 27 LET,
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ATvT 2
AT9T 3
ATFvT 4
AFvT 5
ATvT 6

AFvFT 7T
ATFvF 8

AFv7 9

ATv7 10

[FMHBFRFEEZ AT % (Enable External Authentication) | F= v 7R v 7 A& 4 iz LET,
FRFEX A 7L LC RADIUS #i&iIR L £ 9,

RADIUS #— DA A M & AN LET,

RADIUS #—="OAR— rESZEZ AN LET, 774/ bOR— FEZIT 1812 T,
RADIUS #— o F—r by b F—2 AN LET,

~

GE) BFANEX2UT A TTFIATUADY F AR L TR EZBENCT I, 75
AENOTRCOTTI7A T ATRILERE—Z7 by N =2 AN LET,

BA DT NTEBETCT IIAT VAR —NEDIEE R EOM 2 WEMTAD LET,
FIE7a bae LT, NAU—FREIET e b= (PAP) ZEHT 250, F3Fvy Lo N K
AT 2L (CHAP) #HEMAT 208N L F14,

(EE) [1To8EM (AddRow) 1% 27 VU v 27 LTHI®O RADIUS —ZEBMLET, FBAEDT=DIZT
TIAT U ATHEATHE RADIUS =N CH L TCAT v 76 L AT v 77T YK LET,
O —REEET RS, TTI9A T RE. T7I9AT VAL EZINTWAIERFETH—
WWERLET, 1 OOV —"R—FRIZEHTERWEE, 72— VA —NR"—%2FTT&5 ko2, &
BONHBY —_REERETHHAEDRHY £,

Web 21— f v X —T = A AT, BRI LT o v VE2IRTET AR Z A LET,

~

(G¥) RADIUS V=N T L H A L NRAT—K (2L ziE, b—=27 Vo ERENE /AT —R)
ZEMT 255G, Er (00 Z AN LET, EEZErIZHKET D L. AsyncOS 13, BIEDOE v
g UVHIZEREED 7292 RADIUS —RIZH T 72 A LEHA,
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A7y 7T 11

ATFvF 12

TN—7 <y BT OERE

BRE

SitEA

SRR S T —
B OR—H v v—
WZEIY B TEF Map
externally authenticated
users to multiple local

roles) (H$E)

AsyncOS 1L, RADIUS CLASS J& #2325 T, RADIUS a—YET7T
FAT A a—LIZE )Y TEJ, CLASS BrEoE L .

e 3 XFULE
e 253 XFLLF
o ony, Hrw, FLEFEITLFRL

e £ RADIUS —HIZxf L | DLl LD~ v 7 CLASS @it (Z o
HEEMERT 2545, AsyncOS IE., ~ v 7% A CLASS EBIED 720
RADIUS 2—HP~D7 7 A ZHEELET),

¥ ® CLASS Bt $H % RADIUS = —V D4, AsyncOS I3k b il R
SINfer—zHY Y TET, =& xiE, Operator = — LI~y BT
INTWB CLASS B &, Read-Only Operator 2 —/L{iZ~ v B 7 X
AL TWB CLASS BYED 2 o738 RADIUS = —H2H 5854, AsyncOS
i%. Operator = —/L &L 1 ][R & #1172 Read-Only Operator = —/L{Z
RADIUS = —# % 4 TET,

WDOT T 74T A a—iL, §IEODRNE O BINERIZIER5HTC
WET,

* Administrator

* Email Administrator

e Web Administrator

e Web Policy Administrator

e URL Filtering Administrator

o WAZ L a—Y m— (BEfA—/ETIT Web)

=PI HAZ L 2= v — I~ B T EINEEBEDO I T A8
PEREIY B THENTWDHEE, RADIUS — DU R FDRHBED 7
T AN ER SN ET,

* Technician

* OQOperator

e Read-Only Operator
e Help Desk User

¢ QGuest

FERFRAE S ﬂf_?‘f\f@
a— PR EHEICEHD Y

T%xd (Map all

externally authenticated

users to the Administrator
role)

AsyncOS 1% RADIUS = —¥ % Administrator 2 —/L{ZHI Y Y TE T,

(EE) [T (AddRow) 122V 27 LTI N—T%2BIMLET, T7F47 2 ABRIET

Ha—HogT—7

W LTAT 7 11 #H0iELET,
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AT9FT 13 EHEEZXREL, RFLET,

XA YT A EBTITSIATUARAADT I 2RIZXT BB
D il

o IPR—20Oxy NU—2 77 vAOE] (P.13-21)
e WebUltvvary A7y boikE] (P13-23)

IPR—ZXDARY FIT—H PHERADERTE

RNV E—F 22—V ax v 21T 256, 7794 TV ACEEERE T 22—V, BIY
WreXTEN L CEET A2 — o7 78R JARNEERTAZILET, 2—FREDIP TR
VAN EX a2 YT A BT T I5A T L RIZT 7R T 5005 HETXET,

E %
X2 VT4 EHT SIAT L RCHERE XL~ D IP T RLA, 7%y b, £/2IXCIDR 7 R
LAREETEET, 22—, 778X VA FDIP T RLAZFHSTXToOIonb, 7754
TUAIT 7B ATEET, VARMIEEFNTWARWT RLANSLT IIAT AR LELY 45
2—H, T/ ERAEBESISNET,

70X RADES

MO Ry hU—27 T, VE—bF 22—t exa T 4 BHT 7794 T ADMTHi 7 a ¥
UHRFERINTWEE A, AsyncOS TiE, 77 I7A4 TV ARLERTEL72XF D IP T RLADT 7
A URNEEKRTEET,

Wrax AL TWDEEATH, AsyncOS if, = —HERBFAI SN TS IP 7 RLAD U R b
EHRAELT, UE— R 2—HFDOvTrDIPT7 RLAZKBRIELET, VE— K 2—HFDIP T FL 2%
FBAA—N X2 T4 TTIAT L AEEFET DL, 2% T x-forwarded-for HTTP ~ v
H—%T TITAT VA~DERBERICEDDHLENRH D £77,

x-forwarded-for ™~ ﬁ_liﬂf RFC #£%# HTTP ~v H—THY BRIk LB T,

x-forwarded-for: client-ip, proxyl, proxy2,... CRLE.

DN E—DEIFH L ~FYOVDIP 7 RLADY A RNTHY, EWOT NLANY E£— h 22— <
DT RLVAT, 0%, BRERZEE L HOKZE7eX 07 FLARKEET, (~y
F—ZIRENRETT), X2 VT A EHT T I7AT VA, ~v X =L &E L E—F 22—V
DIPT7 FLABLUOERHR e OIP T FLA%E, 77%A X MNOFTESN2—FIP T R
ABLOTaFUIP T RLAERAELET.

(G¥) AsyncOS %, x-forwarded-for ~y ¥ —TIPv4 7 RL AT Y R—FLET,
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TR )R NDERK

GUI D [y hT—2 727 (Network Access) | ~*— F72i% CLI ® adminaccessconfig >
ipaccess I~V Rinb, Xy NU—27 T2 YR MEERCTEET, X 13-21F, XV 7 o FH
TTITAT VASOEBENREGERTFAI SN TNDE2—FIP T RLAD Y R MRFE RSN [F > b
U—2 727 +&A (Network Access) | —T & RLTWVET,

13-2 Yy bI—=9 7O RBREDH

Network Access

Hetmark Adcess

Wb L0 [nactivity Tmeaut: |3 M

UsSer Aptiddi | Cosfrad fpiters soomdd by 0F dddeedd,
Cnly Abow Spacfic Connachons w

10.00.X03F, 10.0.0 5303, 10.0.0.1300%3, 10.0.0.1063, 10.0.0.155%03,
10,0023, 10.0.0 26552, 10.0.0.209%352, 10.0.0.30L32, 10.0.0 40032,
10.0 0.5L13F

IF Acjdrypy of Promy Farder

rigin 1P Haadar

AsyncOS 12i%, 77 A UA MIHTERD 4 5ORZIHEE— RBAABESH TWET,

o [FTRTEH (Allow All) o ZDOE—RTIX, TFITA T LV ANDTNTCOEGNT TSN E
o T, T 7 AN FOBIEE—FTY,

o [FFEDEHLDHZFFA] (Only Allow Specific Connections) |, ZDF— K&, =—FDIP 7 KL
AN, TIZERAVARNMIEGENRLTWASIP 7 KL A, IP i, F7-1% CIDR il & —83 2854
2, 2=V DT TIAT LV A~OER & LET,

o [HEDT X UREBKOAEFHFA (Only Allow Specific Connections Through Proxy) ], Z®
F— Rk, ROFUERHEZESNTZHEIC, 7 aX v eN L=V DT I T4 T v A~OHRi %
FALET,

- BT eX D IP 7 RLAR, [FrX v —s3% (Proxy Server) | 74— /L KOT 7 &R Y
ARDIP T RLARIZEENTWD,

— X T, HEHERIC x-forwarded-header HTTP ~y ¥ —0NE T T\ 5,
— x-forwarded-header DENZE T2V,

— UE—hF 2—FDIP 7 FL AW x-forwarded-header IZEZFI. TNNT 7 A U X NND
IP 7 KL A, IP #iPH, F7-1% CIDR #iH & —E 3 5,

o [FFEOHEBELIZT r XU REBHOAZFFA] (Only Allow Specific Connections Directly or
Through Proxy) ]o ZOEF—KiZ, 2—=FDIP 7 KL AR, T7EA VA MIEHEENRTHDIP T
KL, IP #iH, £721% CIDR il & —H T 25 K12, 2—FoETnF 2 Lz, HH0T
BT 774 T U ASNOEREH A LET, 77X 2N LEEROSME. [HEO v X
VRO A% FF Al (Only Allow Specific Connections Through Proxy) |1 €— FOHE LT
<7,

WONTNINORFITEET 56, EREAY 7 Iy FBXPaIy FLERIC, TTI9A4T AT
JHRATE R BRDAREENRDH Y £7,
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ATFvFT1

A7y 2
AFyvFT 3
ATy 4

AFwFT 5

Web Ul v

o [HFEDOHHEDIHEFFA (Only Allow Specific Connections) | Z&#R L, BEO~ D IP 7 K
VARY A MZEER T RWEA,

o [FEDT 1 XU RRMEEE DA ZF A (Only Allow Specific Connections Through Proxy) ] % 8#4R
L. 77 94T VAZBEEREIN TSmO P 7 RLART Xy U R MRS, D
P~y X —OENFFAI SN IP 7 RLAD Y A MIRWEE,

o [FFEDHEBEEITT v URRBBRO A&7 Al (Only Allow Specific Connections Directly or
Through Proxy) ] Z##R L, k3% TLE 2546,

— TDIP ~y X —DENRHFAIEINDIP T RLADY R MR
F7oX

— TEDIP ~ X —DENRTAENDIP T RLADY A MR, TTXIAT U RICHERENT
WAHT7BRXTOIP T RUARTFRIESND T aXx O X NI,

TR AURNBEESTIIHIT LSS, 2—VRETE2HETET D &, AsyncOS (7 77 AT A
Noa—Yo<wrERE T e 20l L £,

FIR

[ A7 2%8H (System Administration) 1> [y hU—2 77k A (Network Access) ] ZiERL £
\?AO

[ E%mE (Edit Settings) |27V v 27 LET,
TR URNOHIT— FEBIRL £,
A—WRT T ITAT LV ANDERNHFAISNDIP T KL 2AE AN LET,

IP7 LA, IP7 FLUAFPHEIX CIDR #ifi 2 A1 T F3, oz M) 2XKU 5121, v
~EEHLET,

7a % R OGN R SN TV DS, ROEHRE A LET,

o TITIAT UVANDERNHFITENTWELE7axT D IP 7 KL A, o= M) Z2XKE5I120%
Hr<EFEHLET,

o TRXVNTTIATURICKHET HRIETO IP ~y X —D4HL, Zhidid, VE—b 22— <
SUDIPT RLRE, BREEGEELEZTaXFY =D P 7 RLARGENET, T 74/ T
X, ~y X —DLHID x-forwarded-for T9,

EHzXRE L, RFELET,

VENE EFNAVRNOL 5

X2 VT BT T4 T AD Web Ul 025 AsyncOS 3, T 77 4 T ipa—F a7 7o T
LHETORMEARETEET, 2O WebUl By ay A4 L7 M, admin 50T, TXTD
a—PIHEA S, E7-HTTP By a2 & HTTPS vy a v oGl shE9,

AsyncOS IC Ko Ca—FRu s 7 U hand e TT7I7AT VAT —FD Web 77 U n 7 A
NR=VIZIHEA VLT FLET,

WebUI*YZ//a/ XA LT T MiX IronPort AXAMEEEE v v a ViZEHENERA, 20E Yy U
NZE 30 DEA LT T ERRESNTEY, BETEEHA,
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AFvFT 1

A7y 2
AFyvFT 3

ATFyv7 4

Ayt —
w1

27y T 1
AFyvF 2

ATFvFT 3

ATv7 4

FIR

[ A7 2% H (System Administration) 1> [y FU—2 77k 2 (Network Access) ] _X— % ffi
ALET,

[F%E€ % fmtE (Edit Settings) |27 VU v 27 LET,

L= *7“75§3‘F77*?47°«Ui?§&1f£0f:%}% fpiEgicn 77U hEndne A LET, A4 L7 U R
RFFICIZ 5 ~ 1440 A ERTE X7,

EHzXRE L, RFELET,

O FIYyX2JTHDLP BEBHRADT VXD

T —2EHEILE (DLP) AU Y —I0ERT DA vyE—VICid, @, BEOHEFROMAER (7
LYy b = RESREEZ IR R R L) Lo tlEEERNEERTOEY, T 741 T, 20
WEIIA v E—Y FTvF U THERIZRRENTNDEA v E—TD [ A vE—U DM (Message
Details) ] ~X—12d % [DLP IZ—# L7=N% (DLP Matched Content) | # 7IZFEK R ENE T,

DX TEZONFT, BOBTOENTWVDLHEAERINTZE—LEIID AT L v — LIl T,
X2 VT4 EHT T IAT U AD—PIERRENRNEIICTArZeRnTEET,

FIg

[T 7 Z 47 A (Management Appliance) |>[ A7 A& P (System Administration) ]> [
o—H (Users) | X— IcBEILET,

[DLP k7 » % 7#EBR (DLP Tracking Privileges) | 7 v a T, [RELZMmE (Edit Settings) ] &
707 LET,

AvE—Y NI F LT TODLP F—F~DT Ve AWML 5T 50— V52BN LUET,
A=Y NIRRT AADT IR AEEFFON AL N v — VTR ERRENET,
EHRZEEL, RIFELET,

DREEFNCT DL, [FET 7747 A (Management Appliance) > [ £HEFE Y — 1 X
(Centrahzed Services) | THREPREBT A —)L XA vt — F T v X VHleE A X —TNVICT D
ERH Y ET,

EE1—Y 70T ET14DRT

o Web ZFERLI-T7 27T 47ty varndFr] (P.13-25)
o [a=w U RIA LV AL B =T 2 A RAZNLEEHA—Y 775 40T 0 DFER] (P.13-25)
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Web #FR L7074 7H5EyParvDRT

X2 VT ABHT T IAT VAT, I3 XCOT 7T 47y vardk, 7794702 nrA

YLTWhHa—HFEFRRTEET,
¥
AFvFT1 U4 RyOAFENS, [T a3y (Options) | >[7 77 4 77 va (Active Sessions) | %
HWRLET,
13-3 [79 747"ty 3> (Active Sessions) ] A =a1—
Lesagenel ify a5: aeianie o w80
| Active Septiens |
Active Sassions Account
T -~ 1
|LFI{"'¢"E Eple Lageh Tane w 1de Tine Paffete Hasl irtarface

[ 7277477k yar (Active Sessions) | X—U b, 2—F4, 2—FRFoTnbdr—/l,
a—Fou 4 UEE, TA RVER, B2 —FPRa~vr I/ GUIDELLRbB T A
Licima R TEET,

AV KRIFAVAVE—T AR ENLEEBA—YF 70T ET4DR

N

WIZ, TFIAT v AZANDER 2 —F T 78252 R— T 2a<vr ReprLET,

e who 2~ FiZ, CLINH VAT AIZa A LT _XTCoOa—%, ol A VB, 74 RVER
B, BXOa—¥ra s LizVE—F FA M2 —EEZRLET,

mail3.example.com> who

Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli

e whoami I~¥Y R, BER /A LTV 2—HFDa2—FLBLOKRALE, 22— RBELTWVD
IN—T%RRLET,

mail3.example.com> whoami

Username: admin
Full Name: Administrator
Groups: admin, operators, config, log, guest

o last ARV RNIE, TTIAT VAR ER A v Liza—YE2ERLET, VE—F KA LD IP
TRLA, vl A4y, varZ 7y b BIXOGHEMLERSNET,

mail3.example.com> last

Username Remote Host Login Time Logout Time Total Time
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|

admin 10.1.3.67 Sat May 15 23:42 still logged in 15m

admin 10.1.3.67 Sat May 15 22:52 Sat May 15 23:42 50m

admin 10.1.3.67 Sat May 15 11:02 Sat May 15 14:14 3h 12m

admin 10.1.3.67 Fri May 14 16:29 Fri May 14 17:43 1h 13m

shutdown Fri May 14 16:22

shutdown Fri May 14 16:15

admin 10.1.3.67 Fri May 14 16:05 Fri May 14 16:15 9m

admin 10.1.3.103 Fri May 14 16:12 Fri May 14 16:15 2m

admin 10.1.3.103 Thu May 13 09:31 Fri May 14 14:11 1d 4h 39m

admin 10.1.3.135 Fri May 14 10:57 Fri May 14 10:58 Om

admin 10.1.3.67 Thu May 13 17:00 Thu May 13 19:24 2h 24m
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CHAPTER

— RN EEZIRY

o X227 DET] (P14-1)

e T4V A X—TOFEE) (P.14-2)

o [CLIz~=y F&EMEMLEALT T AEEDFET] (P.14-3)

o [VE— NEREHDA F—7 11t (P.14-6)

o [EX2 UF 4 BT SSAT L ADT—H DNy 7T v 7] (P.14-7)
o (X2 UTAEHT TIAT LV ATODT AP AL YA | (P14-14)
o [TTIAT VA N—RD=TOT v771L—1F] (P.14-16)

e [AsyncOS ®7 > 77 L— K] (P.14-18)

o [AsyncOS DLIRTDNR— g o ~DETTIZHOWT ] (P.14-30)

o [To7F—rizonT) (P.14-32)

o TEREINTAvE—VDEEFET NLUADRE] (P.14-33)

o 77 —1oEH (P.14-33)

o Xy MY —IREMDER] (P.14-41)

o [V AT A DOKE]) (P.14-46)

o a7 4F¥al—valrREORTFELEALHR— ] (P.14-48)

o [Fo27HEDOER) (P.14-56)

e [BEa—DhAZ~AX] (P.14-57)

EEAI XY DET

VAT LEHARZAIDIFELER, ST T 4N 2= L F—T =24 A (GUD) O [VAT LEH
(System Administration) ] A =2 —%#H L CIITTEET, 72ZL, —HDO T AT AEHEEREIL,
av  RIA4 0 A F =T x4 A (CLD) W"OLDORIATTEET,

Fo. B I0E (VAT LA AT—=HZADE=HF Y 7] TSR TWS L 512, [E=4 (Monitor) ]
AZa—TTTFTIATLVADAT—H AT VIR HEHT N TEET,

ZOETHIATIHESCa Y FOPIZIE, V=T 4 VT OBRIEMICEREZ RIETHLORH Y £17,
A OWTIE, [IP 7 RVA, f v =Tz A, BLOA—TFT 1> 7] (PB-3) 2L T EX
W,
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T4V R X—TOEX

X2 VT4 BT 7747 AT, GUI 2R LT [E8T 7747 A (Management Appliance) |
>[ AT LEEE (System Administration) ]>[Z A £ A %— (Feature Keys) ] #®IRL T (E71X
avy RIA4 v Trr7 Nnb featurekey 2~ R T) F—%2 AL, BETHMAEZ AT LET,

X—X, TTI9AT L ADVITAEBFIZEEOLDOTHY, FloA F— T NI T HHEICHEAET
T, 1 DOVATLADOFX—%, BIOVAT ATHAHATLZ LI TEERHA, F—ZMESTASHLE
BAIE, =5 — Avb—UNERINET,

Cisco W AZ~v— YR— NI, VAT L ETHREDHELAENCT HF—2 T 2560860 £7,

[ 74> RA %— (Feature Keys) | X—V & [T A F—0D%E (Feature Key Settings) | ~=X—
D2ODN—VT, T4V A F—DOHENRIEENET,

[54 >R ¥— (Feature Keys) ] R—

X2 VT4 EHT T T4 T R T AL, [EHY 7T 47 A (Management Appliance) ]> [
VAT LEM (System Administration) |>[ 7 A & A %— (Feature Keys) | Z#RLET, [TA
T X ¥— (Feature Keys) ] _X—U Tlik, ROEH¥EEETLET,

o TTIATVADT VT 4 TIRTA VA F—%FT XTHEKRT D,
o TIUT4R—Y g UEREBITOTRTOIA LA F—2FRT 5,
o RITENEHLVWIF—ERET D,

e IABUVAF—FA LA I—NT D,

[FA B A% —DRNE VU T IVE R <Serial Number> (Feature Keys for Serial Number: <Serial
Number>) 1 &2 v a lid, 7774 T VAR LTA R—=T VLo TV DHERED —EAR RS
7, [REFTDT A A (Pending Activation) | B2 a3 Zik, 77747 A LTRITS
N, FET7 774 X—=FENTWRVWITAS BV RA F—D—BERFRENET, T 74V bTIE, T
FATAE, LW —2EHNICHRBLET, 77 I7A TV AREELEETDH L, ZOBELET
TEET, &6, [HLF—%F =7 (Check for New Keys) | RZ %27 VU v LT, EF
DFXF—D—FHE) 7L yaTEET,

FLWI AR =2 FETEMTHITIE, [71 A F— (Feature Key) | 7 4 —/V RIZx—%
BEO R 22, F3AS L, [F—%2%E (SubmitKey) 1227 U v 27 LET, BREIBMNES N0
BEE, =279 — Ave—UREREINET (E2E F=BELLRWVWEAERY), Tnsofs
I, AV A F—=00 X MZBMENET,

[ FDZ A& A (Pending Activation) |V A FDHLWTA LU A F—%T 7T 4 _X— T35
i, TOF—&2IRL (IR (Select) | F=v 7Ry 7 A&EIN), [BIRLEZF—2420L
(Activate Selected Keys) ] &#27 U v 27 LET,

FLNF—RRITESN XL, F—FHBNICFY Y a—RBLOAS VA b—VTDH LI, 777
ATV AERETEET, ZOHE, [RET DT 42X (Pending Activation) ] U A MIHIZZEH
2720 £,

[Z14 2R F—DERE (Feature Key Settings) ] R—2

[&HT 7 F 47 A (Management Appliance) |>[ A7 A% #E (System Administration) ]>[ 7

A A F—DFE (Feature Key Settings) | X—YEZHERA LT, T ITA TV ABFH LT AL A
X—DHAINMRL, ¥V —RTENEID, EX—NEENIT 7T 4 _X—hINDNE I
ZHE L E7,
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—RULGEES R

HROINSA VR F—

TI7EHALELIELTWAEED T A2 F—DOHEIMBENIN TWAEASIT, A afiyEFE £~
WD B A~ — PR — Mk E TTEE L EE 0,

CLIavw Y FZERALEA VT U RERDEST

CCTERHTARELa Y REFHTAL, EX 2 VT A BT S IAT A LETA LT F U AIZE
T AEEEZETTEET, T T, KOBIELE a~<w L RIZOoOWTHALET,

e shutdown
* reboot

* suspend

e offline

* resume

* resetconfig

e version

XA TABEBT7ISATIORADI Y REHY

X2 VT4 BT TIAT A%y NE U UT B, [BHET 7747 A (Management
Appliance) 1> [ A7 A& EL (System Administration) > [ v v & T2/ HLE)
(Shutdown/Reboot) | X—T % HHAT 55, 2~ K7 A a7 T shutdown =~ K&
LET,

TITIAT U AR Yy NI T 5HE AsyncOS BT L. 77 I4 TV ADEREZRIIA 71T
TEFET, 77947 2%, BEF2—DA v E—V2kbTIcg CHENTCEES, 77947
AV Xy NE T HRIEEAE ANTEHENH Y T, T 7 40 FBEEEIL 30 B TY, AsyncOS
TiX, FOBEMOIIA—T v FORREET CEET, TOBIEEEBX S &, T —7 O
DA T b E T,

XAV TAEBTFISATUADY) T—+

X2 VT4 EERT TIAT A% Y T — T 5I21E, GUI O [ AT LE#H (System
Administration) ] A == — TR AR [+ v v b¥ U2/ fRS) (Shutdown/Reboot) ] ~— % fif
M7 272>, CLI Treboot 2~v2 REMHHLET,

TTIAT AR 7= T 25 &, AsyncOS RHEEBI SN2, T 747 Vv ADERE LA
I, TFIAT R YT = NCEET, 7IIAT A%V vy MU T HBEMEEANTIT S
VERH Y EF, T 740 MBIEEX 30 T3, AsyncOS Tix, £ ORBIEMOFIIA— 7 > h O
EETCTEET, TOREEEBZ L L, A= ROERRERHIICHALONLET, 7FI9A4 T A
AHEHLTS, EXa2—0AA vt —Vid3kbhEYA,
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XAV TAEBTISATUOREAVT T UORAKEIZT S

VAT A AT FURETOBARIE, EX 2 VT A BT S IAT U REE T T4 REBICLET,
suspend B L W offline 2= RiE, AsyncOS 247 T4 VIREEBIZLET, #7714 VIRETIE, K
DI ET,

o AEEFA—NERITZTANLONER A,
o REBETFA—NBEITFILEINET,

o mJHEIFFILSNET,

o CLIIZ7 7 BAFRROEEIZRD £,

AT A VIREBIZT DT I IAT VADBREEE ANTIHILENSY 3, 77+ /0 MEEIEEIX 30 7
T9, AsyncOS TiX, TOEBIEMOMIZA—7 v HoEfiZE T TEEd, TOREMEEX 5 &,

F—7 U OBEENEHIIICEH U ONET, A= PSRN RWIESIL. TCICE T T4 iRERIC
B FET,

(G¥)  suspend =~ R & offline =~ > ROME ML, suspend =~ N~ N Y 77— It ThH
ZORMEEZRDZ LT, suspend 2~ RERITLTHRLT I I3A4 T 0 RA% ) 7— T D5E1F.
resume 2~ FEHEH LT AT L&A T4 AREICRTHLERH D £7,

BEIEE

o BHWOEBEFA—NEX2VT A TTIAT LV ADR=a T NVERITA S TA 2 ~VTD
Suspending Email Delivery), Resuming Email Delivery), [Suspending Receiving), ¥ X
[Resuming Receiving |,

suspend 8 & U offline a< > F

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com> offline

Enter the number of seconds to wait before abruptly closing connections.
[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

2754 REM b DEAH

resume 2+ KX, suspenddel =~ RFE7=|% suspend =~ REMH L72%IC, AsyncOS % i@
DEERIBIZR L E T,
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-~ >
resume O 2 K
mail3.example.com> resume
Receiving resumed.

Mail delivery resumed.
mail3.example.com>

HEROMARE~NDEED) Y +

TTITAT v AR YERICERE T B & x|

HRIBICT S I9A4 T v A%V Yy b TH2 L b TEXET,

FTIMROMEE IR 2 /B OFER L LT, HffR O]

FE O OREEZVEBy M ECLINGUVEESTZ iy, 77747 A (FTP, Telnet, SSH.
HTTP., HTTPS) ~O#HRICHEH L TV A —EANE/RY , =2—F T h o MRl EnE
\?AO
B BERE

o HEFRFOPHRIE~T ~TD |1,
REEZIEY R

s TRTDLAR—F IV F%
707

=l N
o nl 7y A NEkE
o [RHERA v E— P EARFE

G¥)

FIT ANV NOEBRA—F THU L FERAT—REMAL,
VIUTNAE =T A AEHEHLTCLIICERT D00 E
TFIET 74V PEREEAMEA L CEBR— MR LT, U

Ty NMRIZT T I9A T VAR TEDL L 2R LET,
FIFINVINBREDT FT7AT LV ANDT 7 ZADFEMITON
T, F2E 2y b7y 7, A A b=, BLOER

WRE] #ZRL TS,

FT7IATTTIAT A2 G LET,
[&BLT 7 Z A 7 A (Management Appliance) |> [~ AT
LB (System Administration) > [XE 7 7 1 /v

(Configuration File) ] Z&IRL, [VE> ~F (Reset) ] &7~
Uy LET,

Vbey M. T I5AT UV ANT T 54 L RBEICHEIN
WREYET, Vv MNICEF A —/LOXRENTR SN
TWaHA, BEIXVEy FMRICERITSNET,

o HATREOPIHIREE~T TP
HEEV Y b

. FRTOF— 2 EHIR

diagnostic > reload CLI 2~y RZ&ZfEHL £,

A

I

Zoavwy NI, YRARaoLr—FFE -
AL v TFTHEAEINAZEUDa~
KERIUTIEZH Y FHA,

resetconfig a<v > K

mail3.example.com> offline

Delay (seconds, minimum 30) :
[30]> 45
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Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values? [N]> Y

All settings have been restored to the factory default.

AsyncOS D/\— 3 VIFHRORT

FIE

X2 VT4 EBRT I ITAT AT, [BBT 7747 A (Management Appliances) ] > [#E49% B
#—1t 2 (Centralized Services) ]> [ A7 & A7 —# A (System Status) | ZiBR L F7,

NR=VDFHETAZ r—L LT, [/A—=V 3 AFH (Version Information) ] T, HIEA A h—/L &
TV AsyncOS D=V 3 VB LET,

HDHWE, a~vr RTI A4 a7 M Tversion 2~ REFHTLHZ b TEET,

) E— FEREEDAS R—TILE

ATFyvFT 1

VE—"NOT T4 T A Y —VO&ERE Uy T 5H6E1X. M380 5L O M680 /N— K7 =
TTCORMEHTEET,

VE— IO TFI9A4AT U AOEREVEY PTEAL5CT5I121E, ZZCHHTAFIREAFEHL
T, FHANCZOMEZ A X —T7 VI L TRETHILEND D £77,

(X L& BRI

o F—TNEFHLT, EHOVE— MEREHEFA— X723y N7 ICHEHBEERLE
o FEIZOVWTIE, N—RU =7 A A bb—vary A FE3RLTIEI N,

o TITIAT VAN E—IDOLT IV BATEDILEMHERLET, XX, 77 AT Ur—I%
HIET D72 DITMERR— N ERE ET,

o ZOMREIZ., HHOUE— MNERBEHEA L X —T 2 A ZCEHAD IPVA 7 FLANKLETT, Z0
AE—Tx2ARF, T THAT 2 TFIETOARERRE T, ipconfig I~ REMAH L T
ETHIEIETEERA,

o TITIAT U ADERE —EY S THHHEKEAT SHIZIE, Intelligent Platform Management
Interface (IPMI) N— 32 2.0 2V R —hT D57, ZAZEHTE LY — K8—F o8y — )3
VETT, ZTNHOY— L E2EATHHEFNATETWAEZLEMRLET,

o A9 LU RIALVAUE—T 2 —A~DT I ERCEATAEEMIONTIE, CLIVZ7 LA HA
FZZBRLTLEE N,

FIR

SSH. Telnet, £721Zs V7 av Y — 1 F—rZ2FEHLT, 2~ I A F—T oA RIIT
7 ALET,
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AFyvF 2
ATFvFT 3

ATv7 4

ATvT 5

&
AFyFT 7

BHET VR AMEEEOT A NEERLTr A LET,
WwWoa<r Re A LET,

remotepower

setup
T T MNIEST, WOZEEBELET,
o ZOMEEHOIPT FLZA, BIUOXy h~XZ X — T =1,
e power-cycle =~ REFETTHHDICHTE o —FH L RXAT— K,
IHEDIVF U XL, T IA TV ANDT 7B AMERTHMD 7 LT oy v & 3%
HYFEEA,
commit Z AL CEHEEZHEIFEL £9
REEXTARL, VE— "D T FI9A TV ADBREYEHMTCEAZ L 2HALET,
AN LT VT ooy VRS BESRICFIHATRE THD Z L 2R LET, &2, ZoFERE2ZE
TRGFTICRE L, ZOF AT OFEITHRUBILRDIGAEDODERENLER I LT Uy VT 7R
TELZ L EMRLET,

BEIER
o [VE—IDOLDOTFIAT U ZBFEOY Y M (P.16-6)

XA YT ABEBT7ITSATIUORDT—3DINYITvT

e Ny TyTINDET—4] (P14-7)

o Ny T v 7ORIKIFEES L UM (P.14-8)

o IRy 7o 7HM (P.14-9)

o IRy I T ovTHOF—ELRADOT XA FEYT 1] (P.14-9)

e Ry 7 o7 FukxodE | (P.14-10)

o H—FITEMANY I 7T v T DORT Y 2—i%E] (P14-11)
o [RIEE Ny 77 v 7O (P.14-12)

o INvITvT AT =X 2D (P.14-13)

o [ ZDOMOEERNY I T v T BT (P.14-14)

NG TFTvTENBET—4H

FTARTCDOT—=F Ny 7T v 73528, FRBROT = OEEOMBEDEE NNy 7T v 752
LEBRIRTE £,

o Aub—U AFT—HFEETe A LR

o Avk—V AEF—EEEGLEFA—IN FTvFLT (Avk—Y bTuF L))
e Web T vFx o7

e LAR—T 47 (BT A—/LBILU Web)

e E—7URN/TrYZURL

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F i



E14E —MHLGEESRY |

e AvE—VUBIORAY T—HEEALTVWIEHNRI —, UANVAR, BIOT Y N7 LA 7 EEE
F=HDERENETTELE, 2007 FIA T ADT—ENE—ICRD £9,

ZOMMEEIToTCH, REL R TIWEIARN I T v T EINERAL, TNEDTATE2ENY I T v T 5T
HBIZOoWTIE, TFOMOBEERNNy 7T v 7 X A7 ] (P14-14) 2SR L TLEE0D,

WDy 7T v THOENy 7T v iR, BIRIONYy 7T v THRIER SN EEROAZ 2 E—LE

\?AO

Ny T7 Y ITDRHERS L UVEY

RNy DTy TEATY2—VRETDHHNT, ROFKIFHRL IOEMFZEEL T ZE,

HIFFEER

Eia

AsyncOS /~\—
Yav

V—=ADBLOF =y hOEXa VT o EFHT 7747 A0 AsyncOS /3 —
TVarRRILTHAIMNENDY ET, N—Ta VOFRRERS DG, Ny
Ty TR a— VT BENC, MUYV —RIT T IAT VAT v 7 L—FK
LET,

F*v hU—7 k
PP At/ A NV
TFITAT A

=0y N TTITAT VAR NU—7 FIZRESNTVWARERH Y £,
B—By N TTIAT VARFROBAE, AT LBy b T v 7 T4 F— %
FETLTCHEREREFANLET, FHCHOWTE, 2= Yy b7 v 7, A
A R—)b, BIOEARE] 2ZBLTIEEN,

TIIAT A
R DEE

V—=ABIOF—F v N X2 VT BT 7T (47 AL, SSH 2/ L Cil

ETEDLICR>TVDBMENSGY ET, ZOEDKROL IR ET,

e WMEDTFIZAT L ADKRE— 122 W THEBLMERHVET, T 7411
TE, ZOR—FMITVAT A By N T v T U4 —REEITTIHEHETET,

o FAAY F—L % —s3 (DNS) T, A La— K& PTR L a— RO 2]
LC, WEDT T T7A4T VADKRA M EfRFTE DLENRD Y 7,
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HFFEER

B

TTIAT A
T STT A

B—=lF N T TIATVADFT YNV T AN, V—=ATTITAT LV ADX v /Ry
TAEREUETHIVERNDLVET, =T v N T T IAT UV ADT— X D%
A FIZEDLETOENTWDEIT 4 AZEET, YV—A T T I7A4T7 20T D
ED Y CORICTE ERA,

GE) TRCOT—HONy I T v ICABRARN—ARE—7 > b EIZHZ,
RKEWYS—=ANL/NSWE =Ty R X2 VT BT TSI T U AND
NPT T AP a—)VRECEET, Iz, V—RATFI73A47
VAN MI1060 T, /hEVIED D M50 RNE—4 v DA, REWIEHID
M1060 TEIV ETHNTWNDHAR—ZZHEL T, /NEWVIEH D M650 7
TIAT U ATHAARERAN—A L —HTILICLTLLEE, T4
AT FER OB BT OWTE, [T AZEHREOER] (P.14-56) =&
LTS IEEn,

B, FRE, 3
L Fz—r
Ny 7797

Ny T o7 7atRAF—FIZ 1 DOFETEITTEET, fiONNy 7 T v TRETT
DHNCEATMAT V2= ENTWDINy I T v I AT v 7 Sd, BENEES
nEJ,

X2 VT4 BT T IAT AN LDT—ZF, 1 20X T BT 7T
AT VRN I T v TEET,

F =2 NI T 9T (Rl TovT~DRw 7T v7) TR —hrENTWE
A,

Ny 9Ty TR

BRAIOFER NNy 77 7 TiX, 800GB Oy 77w FITHRK 10 K00 £7, HONNYy 7T v
I, ERENEHEK 3 RN £, BEELIZBAOANY 77 v 73 EVRIDPPLIHEVDHY F
To INHLOETHEITL - THERRY £7,

R 7T o THONY I T v 7 T AT, EDODARY I T v TNEERINTEZT 7 A LDH

PEE SN ET,

TS, TOHRDONY T Ty T LEMITOI ANy 7 T vy TOHAE XY HEL

e ET, Oy I T o SITHERFERIX, BEINET -8, BRIRET7 AV BEO]
BEDONy 7T v TUBREDRED 7 7 A MRERBINTZ0ICE > TRRY 9,

NI TFyTHROY—ERDTRLFE) T4

X2 VT A EET T IAT UV AER I T v T T5L, V=] ¥X2 VT BT TI7A4T7 A
Mo [ Z—F o b ¥X%a2 VT A BT T IAT VAT IT 47 T—F vy "R avr—SnEd,
IDEE, a—D V=R | 7T T34 7 AOHFWEILE/RICIH A HivE T,

Ry T o7 TabtADT =R, TNOERY—EADT XA TV T 4 IZKIFTHEIIROLEE

D ‘(“‘d—o

=
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o Tax—R 1R Ty T TaADT2—X11E, VAT TIAT LV AREEZ—Fy N TTF
ATV AMOT —F OERETRIEENE T, T—FDREFR, Y—A T TIA TV ATOY—F
ALFEITINTEFIL DD, T—XNEEZOEEMTCEET, L, =Ty T
FATUVATEY—EAR Yy NI ENET, V—ADLE =T N TTITAT U A~D
T A DEIENZETTEH L, 72— 2 NHBENET,

o Tx—XR2: 7 x—R2NWWEDL, VAT TIAT VAT ANV Yy NEU LV ENE
T, DT ¥ v NE TN, V—ABIOF—F v N T T IAT LV AOMTOT — Z#nikf
WCINESNEMHESN Y =Ty N T T IA4 T A a—8, P—EARY—RLZ—F vk
OWFEDONRy 77 v FICRENET, LY, V=R T T T4 7 2 ETRROBBRE %
HEECTX . WTNDDT FI5AT v ADT —ZNBETEZ N0 ET,

Ny 2T oTHIZ, T=EDTRATEVT 4 LAR— "R LR RD2EAERH ET, £,
AvbE—Y NI FUITRRERTTDLE, FAYE—UORR NI [RER] L0 D T L0
T ERBHY FET,

VR—= &R Va—ARELLIE LTI EEICL, Ny 2T v 7RETHTHDL Z LEEN TV
LAk, [EB7 77 A4 7 A (Management Appliance) ]> [/ FLY — 2 (Centralized
Services) | ZBIRL T, VAT LADAT—HAEHRBRTEET, ZTOUV 4 FUIKIE, VAT LD
Ny 2T o TREITHRTHDL E VI BERRRINET,

e e

Cartralaed Sarvioes Htwor ‘Freem Admanatratian

di System bacip in progress. Some seneces may be semponany unpeadsble. More Infermatien

Security Appliances

Configuration Manager [Web]:  Tnabisd, waing O kosrss

Foam Caanting:  [nabied, wing O boenes
Raperting:  Sececs dashind

Tracking: | [nabied, waing @ bosntss

Security Applances
il

Adkd Ernad % I

Mt apphances hdve beos added.

Ny Y7y Ta X0
N

GE) NoulTvTOEITFTHICY—RATTIAT L ADFH LAWY T — s Rl3Ho-ThH, X—F v N T
AT R ZOEILEERBRLEYA, F—F YN T T IAT VAT I T v 7 2%y BT 50
WHRHY F9,

Ny T o7 TatZAOFRHY, TONRY I T v 7 TrEARZET LTHWAREWES, Xv I T v
THERICGRITLIE L EIL, X2 VT 4 BHET 774 TV AIMEL LIEE Oy T v 7 Tatk
AEBhCTEET,

HEITHONY 7T v T eXx 2352 L3RI NERAL, 2L, BEFOT — X B AREEIT/
D, TT—NRELEGAEE. WOy I T v TNRETTLHETHEHATE RN ERNH Y F3, #TH
DR I T T DX BV RMLBERGET, TELETRESEENNY I T v 7 BEZIT L, M
RBEEONy 77 v Tl L T &,
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—RULGEES R

EL_

FEEERANVI TV ITOR 21— ILEE

(E)

ATv7 4
ATvT 5
AFv7 6
A7y 7
ATvT 8

AFv7 9
2F7Fv7 10

BHB—$3 NNy 7 7 v TEEFRELEEEIIT) X0 AFVa— LB ETEET,

(X L&A
V—=A T T IAT VADEREL—BTHar7 4 FXal—Vay JrANEI =y N TTFI3A4 T
Zlze— RKLET,

VE— N vV UNZEITHONRN Y T o IR H DA, Ny 77 v Tav A FHEBINEYA,

FIg

BHEHELLCSSHEyvavice /A v LET,

a2 R 7u 7 kT backupconfig & AL, Enter L 7,

7T 28FEZINL £,

o [View] : ATV a—NRELINY I T v TR TEET,

o [Verifyl : \w I T7 v T RVE—F YV UTAT Y a— LR ETELINE I NEHHBELET,

¢ [Schedule] : T IA T L AN I T v T AP a—LRELET,

* [Cancel] : ATV a—AREINTNY I T v ThFx 2V LET,

* [Status] : FITHONY I T v T DRT =R A% KR LET,

* [Setupl : Nw I T v NTRA—HEZRELET,

V=R TTITATUVABLOY =Ty b TT 747 AR OBEGENRIETH 2551%. 7 — ¥ Efix
“ZLET,

setup L ASILT, Y ML ET,

Schedule & AJJ LT, Enter 1 L £7°,

E—0y heXa U T 4 BT T IAT U ADIP T RLAE A LET,

=0y N TIIAT L AEHBINT DAL E AT LET (&K 20 XLF),

B—=Gy N TTIAT L ADERA—FOLFBIORAV =2 AN LET,

Ny 27T 57 =2 T 27 v 7 MUSELET,

INT, EX2 VT4 EFBT TS IAT VRAZE =Ty b vV OFEEHRRL, F—F v h v UiC

TR EZIT DI FRAR=ARNHL0E > a2 L ET,

B—IFy N vV DAR=ARRSRERT, RO T— Ao —UNERENET, Backup

cannot be scheduled.Reason: There is not enough space for Spam Quarantine, Email Tracking,
Web Tracking, Reporting.Please increase disk allocation for these services on the target

machine|, 7 —ZIFBEINFEHA,

Z—0y F vV URRIEEND &, ROBREAERRENET,

1. [Setup Repeating Backup Schedule] : BNV I/ T v T H AT Va2 — VR ETEET,
2. [Schedule a single backup] : H— Ry I 7 v TEAF Va2 — L ETEET,

3. [Start a Single Backup Now] : BIRi/Ny 77 o 7R BltACTE £,

BNy 77 T Ay a—RET D983, 2 2 A1 LT, Enter Z# L £,
NSy 7Ty ThH A5 a— VR ET IHEE. ROFIEEZETLET,

a. 1% AL T, Enter #fLET,
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27y 7T 11
AFvFT 12
2T7FvF 13

ATy 7 14

b. KOBERENEFEREINET, 1. [Daily]. 2. [Weekly]. 3. [Monthly],

c. EHINy T v FOREMAZEIR L, Enter ZHf L E T,

Ny 77 v 7 E2FETOREDOBAMAELILIAB LORHA A LT, Enter L £,
Ny 2Ty 7 Tak 204 A LET,

Ny I T o TMEFICAT Y 2a—VREINT-Z 2R LET, a~v> K 77 KT View &AM
L. Enter Z¥ L ¥,

(ZOMODEERNY 7T v 7 227 | (P14-14) bEZRLTIEZS N,

BIgs/ Ny 2 7 v T DOEE

GE)

AFvFT A1
AFyvFT 2

ATFvT 4
ATvT 5
ATvT 6
ATvT 7T
ART9T 8

[ZC®HBHIIC
V—=ATTIAT VADREL—BTDHarT7 4 FXal—Yay Iy ANVEA—F Y N TTI3A4T
2l — KL%,

VE— N 2 NZETHFONY I T v TRH LA, Ny T v 7 Tav A FBIERA,

FIE

BFHELLTCSSHEYyYa a4 LET,

a2 K 7'm 7 T backupconfig & A7) L., Enter Z# L £ 7,

FATT HEMEEZEIRL £ T,

o [View] : ATV a—ARE LNV I T v T ERHERTEET,

o [Verifyl : R\w 27 v T7RVE—F vV VTRV a—LRETEAINE I NEMRLET,

* [ A Va—)b (Schedule) 1 : TTIAT VRN I T v TR Va—VRETEET,

* [Cancel] : AT Va—AREINTNv I T v ThFx 2LV LET,

* [Status] : EfTHONY I T v T DAT =X AEHRTEET,

e [Setup]l : Nv I T v NRIRA—HERELET,

V=R TTITATUVABIONY =Ty N T T T4 T VAR OBEGPRIETH 25E51E. 77— Efix
Az LET,

setup EASILT, Y ZMLET,

Schedule & AJ7 LT, Enter #ff L 7,

Z2—Gy heXa VT4 BB T S ITA T ADIP T RLAEZATILET,

B=y N TIIAT AT DAL E AT LET (K20 XF),

B—=lF N TTITAT VADERLI—FOARBL ORI —REATLET,

Ny Ty 7T 57 =2 ICHTH7m 7 MIRELET,

INT, X2 VT ABHT T IAT VAT E =Ty b vV U OFEEHRL, #—F v b v UiC
T =R EZITDLDICARRANR=ANSLNE > EHB L ET,
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AFv7 9
2F7Fv7 10

A7y 7T 11
& Vi

B—0F N vV DAN—ARRFSRIGEIEL, ROZT— Ayt —UREREINET, IBackup
cannot be scheduled.Reason: There is not enough space for Spam Quarantine, Email Tracking,
Web Tracking, Reporting.Please increase disk allocation for these services on the target

machine|, 7 —ZIFWEINFEHA,

Z—y NV UNBRESND &, Y — VIR OBERIENRFRRINE T,

1. [Setup Reoccurring Backup] : EMINy I 7 v T & A7V a— LR ETEET,

2. [Schedule a Single backup] : =Ry V7 v TRV a— VEETEET,

3. [Start a Single Backup Now] : BNy 7 7 v 7% CTE £ 7,

3 b AALT, Enter 2 L E 9,

RNy T v 7 Va7 ORNRARTZ AT LET,

Ry T o7 Tae AR THIAL, Y—A Vb ¥ —Fy b w3 ~OF — 4 OiEEDP LA
ENFET, BN 77 o 7REBEND L. ROA v =V NERENF T, [Backup has been

initiated and will begin in a few seconds],
LE) Ny r 7 v 70BN ERTTHI0E, avr FI9A4 2 F a7 LT Status & AN LET,
(EDOMOEER Ny 7T v 7 Z A7 (P14-14) bBRLTIZ S0,

INYD Ty T RATF—3 ADHERR

Oy 274ILOES

Ny 2Ty aliFZg Ay Ty Fatv A2Er K TECEELET,
Ny 2T T A a—) 7T ERILZ, SMA v ZHIZHD £7,

RO a—=)LENtE=Nv o7y TORER

27y T 1
ATFvT 2
ATFvFT 3

FIg

FHEHELLTSSHEyvavicn /A LET,
a2 K 7'm 7 T backupeonfig & A7) L. Enter Z# L E T,
View BIEA BRI L £7,

ETRDINY I T Y TDRAT—5 ADHER

2AFvF 1
A7y 2
AFyvFT 3

FIR

FHHELLTCSSHEy v avicue s A4 LET,
o~ R 7r 7 kT backupconfig & A7 L. Enter 28 L £,
Status BIEZBINL £7°,
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EDMDEELGNYIT VT BRY

CITHHINTWAIRY I T v T RATIEIARN I T v 7 ENTWEHANEDND Z & ZBh1kd
D120, BXOT 7947V AODBENRE LRI EX 2V T A BHT T34 TV AORHEED
D72, WOZ xR LTLIEEN,

o TI5ARY BXa YT 4 EHT IIAT UANLRERRETHICIE., a7 4 Fal— g
REDHIFEEA AR —1] (P14-48) 2B L&, 794~ X2 VT4 BHT T4
T AL ORERGFICay T 4 X2l —ay TrA NV EBRELET,

e BX2UT4BHT T IAT UANSIOEGRTICO S 77 A NVERET D HIEICOWTL, e s
Y727 Far] (P15-21) 2L TLIZE N,

Ehic, Ny TryFurson s Y727 ) Fra rERETCEET, IGUI Tov s 727
Vg v ofER) (P15-23) 23R LT &N,

XAV TABEBTITSATURTDTAYTRA AN
X2 VT A BHT T ITA T UARTHE TR LG ET, ROFIEEZEHRAL T, X207 o FH

Y= ABIOR I T o LT =422 E T LET, L (X2 VT BT T4 T AD
T—=2DNy 7T v (P14-T) OEHREER L TEHIIZRTFL TOET,

—WRIIRT T TA T L ARTEER 14-1 DL H 2D T,

14-1 TA4HRE JHhR)  —BHEIRE

ESA 1 ESA 2 ESA 3 WSA 1

SMA 2

ZOBRET,. SMALTIZESALl ~3BIVOWSAL 26T —%52ZELTWE7 74~ %274
BT S I7A4 T ATT, SMA2IZSMALl WX 77 v T—HEZELTWAIR I T v 7 &
X2 VT BT TSI T LV ATY,

KB LUIEEAIE, SMA2 N7 T4~ ¥Xa VT A BHET 7 IA4 T ACRDEIICRET DLENRN
HYFEF,

SMA2 ZH LW I A4<Y X2 UT 4 BT 54T AL LTREL, —E2x&2ETLTHIC
X, WOFINEEFEITLET,
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ATy 7 |BERE BINtER

AT EREY S — TR BEOT YN BTA—A X2 VT4 TTIALTUAD
LAV RBER M L TV ARSI T2 E  |v=a 7 AV TEHIRYI —, AL B
TTLET, XOT7 0 N7 LA U IREEE T 5 H ik
AT AN X2 )T TFITrn | EERLTIESY,

T, ERRREEEE B LET, NI, BTHLOWEXR 2 YT EET S
FGAT L ABATT D ENFNDOET A —
NEXR2 VT 4 TTIAT v ADNERR B
EVERR L £9,

ATy72 N T o7 X2 )T 4 EHT 77947 (a7 4Falb—vary 7y bDa—
VA (SMA2) 12, 74~V X% =2 K1 (P.14-50) &L T ZE0,
TAET T4 T A (SMAL) 2 HA%

Flirary 74 Xal—ay 774 V%
o—RKLZEJ,

AF973 |MEESFEAELEZSMAL S IP 7T KL2% (1. SMA2 T, [%v h7—2 (Network) ]
FER L, SMA2DIP 7 FLAICERELE >[IP A v % —7 A A (IP Interfaces) ]
9, >[P A5 —7xAZADEM (AddIP

Interfaces) | #&R L F77,

2, [IPAvZ—T7=AADEM (AddIP
Interfaces) | X— T, BEENFEAE L
SMA1 OFT XToORHE IP fF#H % 7 % A
M7 4—=NFRIZAJILT, SMA2 DA
VHE—T A AEEEKRLET,

IP A v & —7 = A ZADBEIMOEEIZ SN T

W, P A v Z—7 =4 ZADOFKTE] (P.A-2)

FZRLTLLIEZN,

ATv74 | BEEREL, RELET, —

AT975 FHLWEX2 VT A EFBRT T I3 TR (b2 VT BT 94T L ATOH—
(SMA 2) T, @HAFHRERT X COPRES | EADOEKRE] (P2-14) 25 L T EEN,
Y —C R RX—T W LET,

23976 | FRTOTFIAT U REH L kX a ) |[EERGET T TA T 2 ADEIT OV T
FUERT I T A (SMA 2) 138 |(P2-12) #BRLTLZE,

LET,
TTTAT U ASDERE ML L, T DO
WETANTDHZET, KT TITAT A
DA FZ—=TN R, HWEELTWNWDH I L%
TANLTCHERLET,

AT BRERY V=, AR BROT U RTTRY Y= U R BEGT Y R LA
LAV RHEA R LTV B HE, HiLE | ZEEOER) (P8-3) #BML TS
Fa2 VT AT T T4 T 2 LIZREED |0,

BITZREL., TORMLERETA—L &
X2 T4 T IAT VAL ICBITEE
ML THRELET,
ATy78 | MERUTC, BT —FE2EELET, (ZDMDEERN Y I T v BA |

(P.14-14) zZR LTSSV,
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IO ANTETLIEE. SMA2 R T I7A4 <) X2 VT BT I I9A4 T ARV ET, Zh
<. 1421273 FTEOIC.BESA1 ~3 & WSA1 o bT_RTOT—FN SMA2IZELND L D7
DE L,

14-2 TaHPRE JAhNY : BREER

ESA 1 ESA 2 ESA 3 WSA 1

FIZGAT VR N—KIzTFDT7vTITL—F

TNWEX 2 VT A BT I IA T U ANSHLWETIIZT v 77 L — R+ 5848, WOFIELZEITL
T, TWT T ITATUANLHLWT T I7AT VAT — X 2 EFICEIELET,

GE) BRAVARD X2 UF 4 G754 T VAR T — 5 EETAZLIITEETN, LT
TIAT v AIIRIZEL EOY A ARED) B THENTWARLERH Y 9,

B 14-3 FLOEFLUTFA BB ISATURAN—FIZTFOF v FTL—F
M160 M650
(¥—=2) (ZF—=F v b)

Fey
(X L& BRI

o X2 VT4 BT FIAT L ADT—EDNRy 77 v 7] (P14-7) OIFRZIHE L ET,
o IRy 77 v 7OMKFEEL LOEM] (P.14-8) T EN TWARMHESIEE2 - LET,
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AFvTA1
A7y 2
ATvT 3
ATy7 4

AFwFT 5
AFv7 6

ATFv7T 8

o VAT IFIAT L ADAL T 4 FKalb—ay I7ANDat—% X—F o NTTI7A4T
AMBBETE DGFNICHEIFELET, (20 74Xl —a VREDRTELE A VR — ]
(P.14-48) B LT &,

o VT 4XKaAl—al I rANERLWT I IAT AL R—FT BRI, BAICL VR
HE£TH2VENRNHVES, 22X AVH—T oA AIPT RLAZEBHBLT, £OT KL AN
Fy NI =7 TC—RBIZRDEIICLET, 7o, BILWT T IFA TV ADA U Z—T = A AL,
TWT T IAT U ADHIGT B E—T oA AL —FHTBHEHICLET,

FIE

HLWT T IAT VATV AT A ¥y N v U4 P —REFITLET,

TITIAT U AERET DN, A7 4F¥alb—vary IJrA kAl R—FLET,
BHELLTCSSHEYyvavicrs 4 LET,

a2 K 7'm 7 T backupeonfig & A7) L. Enter Z# L E 7,

FATT OB IEE IR L £,

o [View] : ATV a—ABE LNV I T v TR HERTEET,

o [Verify] : "v 77 v 7% VE—F VU TATV2a—ABRETELINEIDEMRLET,

e [Schedule] : 77 FAT VRN I T v T o A7V a— ViR ETEET,

e [Cancel] : ATV a— LB EINTNY I T v T E2Fy BALLET,

o [Status] : FITHONY 7T v TDRAT—Z A %R TEET,

Schedule * A7) LC, Enter ## L £ 7,

B—o N X2 VT ABEBT T IA TV ADIP T RLAELRTE AT LET,

INT, BEX2 VT4 BT T IA TV REE =Ty N vV URNFEETDINE I, BLOF—F >
b T = BRI DDA FRAN=AND LI E D InEHER L ET,

BRLZPARXD EXa VT4 BT T IAT VAR TT —F ZBEET LT LIETEETR, LT
TIA T ANERFEL EOY A IRFD B THNTWLAEEERDY £T, #—F v h v DR
N=ANARF 3 HE T, ROET— Ay bt—UNERSNE T, [Backup cannot be
scheduled.Reason: There is not enough space for isq, tracking, reporting, slbl.Please increase disk
allocation for these services on the target machine), 7 — Z 3k I EHA,

=0y N URBGEEENS L, 2 Y — VICROBBIRENRRENET,

* 1. [Setup Reoccurring Backup] : N> 77 v FH A7V 2 — VRETEET,

* 2. [Schedule a Single backup] : H—"v 77 v FE A V2 — LRETEET,

e 3. [Start a Single Backup Now] : ENEF N 7 7 v 7 & BRATE £ 7,

3 L AJLT, Enter ## L E 7,

Ny 27 w7 T ARG L, Y —A T rinb 2 =5y b v DT — 2 ORENT IZH 4R
SNET, QAN 77 v TR END &, RDOA v E—VBRERRINET, [Backup has been

initiated and will begin in a few seconds],

o<y RI A4y 7a 7 NI suspendtransfers =~ > REZAJJL, V=R TTFI7A4 T ALH LN
B—=F N TTITATVAROTRTOT —XEEkEE —REIL LE T,

suspendtransfers =~ > RKIZ X > T, f WY =R X2 VT 4 EHT T T34 7 LV ADT — X ZIEMNE
IESNET,
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ATFYT 9 LEHORATF Y T2NES5EHROVIRLT, V=AY THFLWA LV AZ L N RNy 27 v P52 ETLE
ERS

ROVE%E
resumetransfers 2 REFH L CTF—Zik2HA L £,

T—HEREDAT — X A HERT H I, [HEREBY— 1 2 (Centralized Services) | >[ v AT A A
7 —4 A (System Status) ] IZBEIL £,

AsyncOS 7w 77 L—F

o [Ty 77 Vv—FNHONyF a<xr K] (P.14-18)

o [Ty T T VL—=RET T TF— DRy NU =T HEORE] (P.14-18)

e [T 7 7L —FRGFX: VE—FELIF AMI =7 (P14-18)

o [Ty 7 7L —FBIOY—ER T v7 75— bsORE] (P.14-22)

o [Ty 7 7L —NT 20N BEERFIA (P.14-27)

e [AsyncOS 7 v 77 L— K| (P.14-27)

o NI TR AT = RODAT—XADER, Ty v, 7038 (P.14-29)
o [Ty 77 L— Rt (P.14-30)

FyvIoL—FAD/N\YyF a<v2 K

Ty T —REEHADOAN Y F a~vr ROFEMIZOW T, [CLI Reference Guide for AsyncOS for
Email] (http://www.cisco.com/en/US/products/ps10154/prod_command_reference list.html) % 2
LTL7E&Ew,

TFTTULU—FKETFYTT—RDRY NI—HBEHDRE

Cisco IronPort 7 v 75—k +— L, A4 FI v 7 IPT RLVAZHHLET, BER77A47T
A= KUY —%EHAL TWDEHEIE, AsyncOS OT v 77 L— KRICEHR R GET O E NS
RLZEVRDVET, T TV —RBELT, 77ATUVF—IARECAIT 4 v 7 IP BLETH
% LMl L= 8A0E, Cisco W A F ~— PAR— MIEK LT, LERURL T FLRAZRGELTLEE
AN

N

(i¥) BEFED 7 747 7 4 —/b )b—)L T upgrades.cisco.com A" — k (22, 25, 80, 4766 72 &) mHD LA
V=TT —=ROX T ra— KRFAINTWEEEIE, ZNDEHIBRT S0, BEELEY 7 A
TG VB E R DMERH Y T,

TFFTIJL—FAKX: VE—FFREEF R M) =25

VAINET T TAT TD AsyncOS OF v F 7 L— KA, UTFO 2 fEDOFE (£ TV—2))
ARELTVET,
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| Z1a%

—RULGEES R

R kY—5

o ARNY—=I VT T T T VL—KR: % T 7747 AL Cisco IronPort 7 v 77 L — K H—3)n 5
HTTP # /- LT AsyncOS 7 v /7 L — RZEHEF 7o n— R LET,

o VE—hKNT 7T —FR v RAambT v 77— RK A A=V& 1 EEFE 7 a—FL, 77
FTATVARTELET, RIS, TP IA4 T RiE, Xy bT—=ZNOY— 305 AsyncOS 7 v
T —REXyra—RKLET,

(77 7L —FBIOY—ER 7y 77— ORE] (P.14-22) oD, Ty 77— NFLERE

L9, 7Y 2T, CLI T updateconfig =~ > F&fHLET,

JT7vITL—FOBE

AN =T Ty T —FRTEH, ROLIICE VR a7y vXa T4 T ITAT VAR
[H#% Cisco IronPort 7 v 75— h $—NIZ8H LT, Ty 77— FRE2MBELTHX v a—RFLET,

14-4 AM)—22 7YvTTF— AR

SHEROaY Ty TP AT U —NEN L
X2V T 4 TTITAT VA HTTP %

Cisco IronPort

EHY—

ZOFKTIH, 77T7A47 AN Cisco IronPort 7 v 75— h —NIZRxy b U—7 b EHER
HUHERHY £,

JE—FTF7yvFITL—FOBE

F 7z, CiscolIronPort 7 v 7T — K = "\NHEET v 7T —  eRET5 (AN =T Ty
TV —F) OTERL, Xy hU—IHANLE =L T AsyncOS IZ7 v 7F— X v ru— KB
FOKRAL (VE—F Ty 77 VL—NF) §5Z2LHTEET, ZOBBEEFEHALT, 1% —Fy |
T 7 BATED Xy hI—27 EOTRTOP— N2 HTTP THEILENTZT v 7T —F A A=V %
Fyrua—RKLET, Tov7lT—h A A=V FZ Ty ra— T 555, W HTTP —» (7 v
F—hwF—V%) EREL, EX2 VT4 EBHT T TAT AT AsyncOS f A=V ERAT 47
THZENTEET,
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ATFvF 2
ATFvFT 3
ATy 4

14-5 JE—F 7y FF— AR

Cisco IronPort Systems, Inc.

FH—

|

I s o — 7 {7 U+ —LENLE

- — e 7 — X v b~ HTTP 5%

l

BN
HTTP 77k X%
fEH L7z Web J—x LZ2RaAparFrY kxa ) F 4
TTFIAT VR

AR T o A F, ROEEBY TT,

FIR

(V= 777 L—=FKDONN—KRU =738 EBLOY 7 bu =7 %4 (P.14-20) BXO TUE—F
T T T V=R AA=VDRAT 7] (P14-21) OIEREZBHELLTFE W,

Ty T T =R 77 A NVERELTUHET LI, a—mL P—N"EHELET,
ToTTL—FR 7y v EXyrue—RKLET,

[EHT 77 A7 A (Management Appliance) ]>[ A7 LB (System Administration) ]> [
7 v 75— & (Update Settings) | IR L FE T,

ZOR=VT, B=AN =Nl T L5577 IAT L 2A2RET LI EEBELET,

[E#T 7 J 4 7 A (Management Appliance) ]>[3 A7 LA (System Administration) ]>[ 3
AT AT v 77— K (System Upgrade) | IR L E T,

[ERAREZ2 T v 727 L— K (Available Upgrades) | %27V v 7 LET,

GF) a~r I Tar7 i hb, RETH>ZEHTEET,
updateconfig =~ > FZ 3T L T/ 5 upgrade =~ > F & T 5,

LA OV TIE, TAsyncOS O7 v 77 L— K] (P.14-18) #Z&ML T E& W,

=111

JE—F 7Y FTTL—RON—FOz7EHEE LUV I M2 7EHR

AsyncOS 7 v 77 LV — R I 7 A Ve #rm— FED1IZE, WEE Yy FT =27 ICREFFO VAT L3
%\gﬁ‘a—o

e (Cisco IronPort 7 v 75—k h— R~ A ¥ —Fv N TV E®X,
e Web 77 U¥,
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—RULGEES R

Y
)

AEOY Y — x<7/7f~h%~A®7PVXA@HNT77?x%#7#677477¢~»%
EBERETALERNHAEES. BEDIP 7T FLATIEZRL DNSALEMHERTALERNH Y 1,

AsyncOS 7 v 7T — K Ty A NEF R T 7 2 Z7F H120E, Ny MU —ZICREFFO T — P
T,

e Web #—,3, 7= & 21X, D L H 72 Microsoft IIS (Internet Information Services) % 721% Apache
F=Tv V=R P,

24 XFERRRI2, T4V M) ERETT 7 A NVAORTE VR b

— T4 L7 ) BRICHIG

- B4 GRREZR L) FloidsEA (Tfi5 ) fEEAICRESh TS

— %% AsyncOS 7 v 7T —h £ A—=TZHR L TAH72< &b 350MB OZEET A7 N H 5

JE—FTFZYTITL—FR A A—=SDOKRRTFa VY

2—H L = SOFEMNZET L7z b, http://updates.ironport.com/fetch_manifest.html (27 7 & 2
LT 7T —=R A A=V Dzip 77 A NEF 72— RNLET, A A-VEF T ra—RT5IT
X, A3 ar Ty X2l T4 TTIATVADV I TAEFZEN—Va v BEE AILET,
FIHFATREZR T v 7L —FD U A SRR RENET, Ty T T V=N A A=V Dzip 77 A NVEX DT
= RTE57 ST L= "=V arvik7Vy 7 LET, AsyncOS 7 v 77 L —ROT v 77 L— N
A A— /%ﬁﬁﬁ?‘é i, v—b B—ROEAURL % [ 7 v 7’5 — MR E & ME (Edit Update
Settings) | X—VIZ AN LET (F721%L CLI @ updateconfig ZEH L ET),

Xy b= by Ra arTry ¥xa 074 777347 AR RT v 77 v— Rz,
http://updates.ironport.com/fetch manifest.html TIER L7/ —T 3 VIZRETH XML 7 7 1
NE, O—N P —=NRTHERAT 4 7 THZEHLTEET, YAa aryT oY vXa T4 7774
T v ALETE, CiscoIronPort 7 v 75—k =67 v 77— FR&ELyrn—RKLET, 7o/
JU—=RURARNER—IN F— NIRRT 4 T T DEEIE, zip 77 A VEX DT 2—RLT,
asyncos/phoebe-my-upgrade.xml 7 7 A /L 0 —Hh )L F— "D — K T4 L7 FVIZEBELET,
AsyncOS 7 v 77 L— ROT v 727 L—F VXA M &EHF 51213, XML 7 7 4 v ®584: URL % [
7 v 77— MRELMmE (Edit Update Settings) | X—IC AT LET (F720% CLI @ updateconfig
EHEHLET),

VE—F 777 L= FOFEMIONTIE, Ly X=2 (IFLryy =2 (P1-5) =ZR) %
RI DI YR— b Ta A =BV EDbEIZE N,

JE—F 7yTTL—FARITEITHEELEL

AN =T Ty T T L— F‘ﬁﬁ&tt?ﬁb’( AsyncOS #a— ) =7 v 77 L—FK (U
— N7y T TV —FR) THHAITE, ROBWRHDLZ LICERLTLIEIN,

o Hyru— RNz, Ty T T L —FRIZELBA VA=A NTICHETENET,

o Ty T L —RTavRORYO 10 B, XF—RRRINET, ZONT—RRRFINTND
flx, Ctrl L -REET C 2L, Furo— FOBBENICT v 77— a2 &2§KT
T,
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7yvIoL—

TyvIFTTL—

FEELUVY—ERX 7y TT— FDOERE

VA aryTuY kX2 VT4 TFIATUVAREF 2T 4 =LA T v 7T — b (FFRHL—

N E) BEXWAsyncOS 7 v 7/ L —R&EF v rn— KI5 HkeRETCEET, & xiE, Cisco

IronPort — _"FE7iZn—H )L h—"\nb A A=V EZRATELEFICT v 77— RBLIOT v

F= P EHNCF T a—RTENEI N, Ty 7T — MNIRBERETHINEI ., BBT v 75— b
ETFAR—TNCTENE I MEBIRTEET,

AsyncOS IE, H LW AsyncOS 7 v 77 L— FERLS, T _XTOEF 2V 74 $—ER arR—x
F~OFLWT v 7T — BN, EMICT v 77— b =W E b E T, AsyncOS %
T v 77— RFT5I2iE, AsyncOS WMEAFTRER T v 77 L— FEBWEbE 5 k5, FEIcHEKY
LULENRDHY ET,

Ty T L—=RBLOT v 77— FREIX. GUI (RD 2 >OEABM) T, £/2IE CLI T
updateconfig A~ REZMEHA L THETEET,

FELUVT7YTTF—FDERTE
% 14-110. BETRERT v 75— FBEOT v 77 L— FREERLET,
% 14-1 EELUTF L $—ERDT Y TF— FEE
w5 5189

FYvFITF—hH—i8 (A Cisco IronPort 7 v 77— k $—"FE 7z iFm—H /L Web —r3n 5
*—Y) (Update Servers |Cisco IronPort AsyncOS 7 v 727 L — FEL O —E R 7 v 75— v
(images)) TRUxT A A=Y (L AVRTA LA F—DT v T T — 2
E) X yoa— RT3 EINEERLET, T 740 NI, Ty 77
L— RBXOT v 75— O J5 T Cisco IronPort 7 v 75— k +— T
7T

ROGE, B—H/ Web Y —NEHHT 55607 H0 £,

o AFT 4T T RVANLT TIAT VACA A=V ERFT m— R
TOVEND D, Wik 7 7 AT vr—V K v—&2@EHALTND
BEDAZT 47 Ty 77— RBLOT v 77— = GE
(P.14-23) ZZMM LTI ZS W,

e WE. 77747 AIZ Cisco IronPort AsyncOS 7 v 77 L — K A
A—=VEFUa— KT 5, (ZOHBAETH, Cisco Ironport 7 7
T—=hF =N HF—ER T T T A A=V EBIH T
o— R T&EET),

H—=AN T T T = = RERR LGS, Ty T 7L —FET
TTF= DX T m— R ﬁﬁﬂﬂ‘éﬁ‘%/\@%ﬁiURL LAR— FESTEA
DLET, Y= \RRREELELT 256, AR —FHLEAARAT—F
BANLET,

SRz OWTCIR, 7y 7 —REX VE—FERIT AR —I T
(P.14-18) BXW® [V E—F 7 v 77 L — FOWME] (P.14-19) &ML
TLIE&EN,
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u
#* 1441 tXxal)F4 Y—EROP v ITF—FEE ()
B Bie

FyIT—ro—N (VR
k) (Update Servers
(lists))

FAMRERT v 77— RBIOY—ER T v T7TF—Fr DV A (v=
Z7xA kXML 77A) %, Cisco IronPort 7 v 75—k r— _F =1L
a—HhnL Web b—_"DOELLENLX T E— RTE0ERIRLET,

TI7ANNE Ty T T = RBIOT v 77— F D5 T Cisco
IronPort 7 v 75—k =TT, T v 77 L —FR&T v 7T — ML,
ENENRR DB ELBINTXET,

BUT DG, R 7 7 A7 74— RY —%@H L T HERE
DART 47 To7TL—FRBLOT v 7T —F — 1 3E)
(P.14-23) &ML TLLIEEWN,

a—H)N T T T — K P NERIRLIZGE, =077 A VAL L
OR— b EFE2EL, FVA D=7 2 ANXML 77 A /LD T )L IRA
EANNLET, R—=FDT7 4 =)L FEZEOEEIZ LA, AsyncOS 1
A—h 80 ZFEALET, Y—\BRFEELELTHHEG., A= —%
HENRAT—FH AT LET,

FECOWTIX, [Ty 77— FAFX VE—FERIT AN —I 7]
(P.14-18) BIXQY TVE—F 777 L—FOWME]| (P.14-19) &ML
TLEEN,

BB 7y IT—F
(Automatic Updates)

L — VOB v 77— AT onE S pEBIRLET, A
R=TNMCT D5EE. Ty T MR T OMREANLET, 0
HBaldm, BEOBEITh, FOLAITd ZKEITEMLET,

A23—T4R
(Interface)

RERIHS L— /L2 AsyncOS 7 v 77 L— K72 ¥ %7 v 75— k — 2]
WEbEL XL, EOXy NI —0 A B —T oA RAEFERATLHIEER
RUET, FHMER ey T—F AV F—T = ARERINET,
FIAN TR, FHTAA =T 2 A ART TITAT AT E Y ER
EnEd,

HTTP 7axY ¥—%
(HTTP Proxy Server)

T FA Y =4O HTTP a3 $— SE(E L, BIENLERES
X, = EFH, 2 —YL4. BLXORAT—FRE2ZZICANLET,
Taxy Y—R_"ERETLHE.GULICYV A RENTVWAEY—EA~DT 7
vABIOT v T MIENBNERH SN ET,

HTTPS 7%y H4—n
(HTTPS Proxy Server)

7w FA Y =50 HTTPS a3 — "fE(E L, RBIENLERES
. = NEHR, 2—F4, BLORRTU—FE2ZZIT AN LET,
Tudxy P—RERETLHE, GULIZYV A REINTWVWAEY—EZA~DT 7
TABIOT v T —MIENBNERH SN ET,

BREI7AT72+—IL RUS—ZBALTWAIBREBEDR T4 v Y 7T L—FELU
7T TF— bk Y—\E&E
AsyncOS 7 v 77— K $—_F, ¥4 FIv I IPT RLAZEALET, BEICAZT 47 IPT

RUABBEREIR T 7 AT O 4= R —%2WHALTWBEHEAE. [7 v 75— bi%E (Update
Settings) ] X—Y TROBRELXEH L E7,
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14-6 [7yFT— bk H—% (£ A=) (Update Servers (images)) ]
Tha updiate sarvers Wi be s fo addaln update images S the fallowing sensoes:

- FEatung Kéy updates
- Tirme Tonwe rufes
framPart d5pnecd angrades

Update Servers (Images):

) | Cisoo IronPart Update Servers
f?'.- Local Updals Servers {locabion of update snage hles)

Base Ll (all serviees |I'rrr|'|:.".r‘|mwnlnnr|= static.iranqart s
eoeept Time 20ne | Lo oo s
bt mniaads e rarnode. com
rules and Cisey |77 -
Tranfart ASnets | e rtieation {aptional):

upgrades]:
Usernanme;

Password;

Relype Password;:

Bease U (Time zane | [doenloads- static.iranpare. com:&n
rules): format: FHwomds xamis Coun 80

part: (8 [an

= Click to use different seftings for AsyncOS upgrades;

BEYARCDS Upgrade settngs
f:".- Congo IronPort Update Servers
% | Loecal Update Sereers (location of wpdate mage files)

Hast {Cisen IranPost | [iyndates . static.iranpore.com.
AYRC0S uporedes): L. Fowniaads examsde. com

14-7

The L0l walf e used to oddan the it of avaifable updates for the follawing sarvioes:
=TI Done rules
':’_‘I' e IronPort Updale Servers

= | Loeal Updare Servers (bacation of lst of availahle updates file)

Update Servers (list):

Fullurd Ih:tp:.-".."updnte-manlﬁeﬂs.irunpur‘t.com Port: (7 |-H-J-

Flter: Afupdates exande conyiny_updates amil

Authentication {opticnal):

Lisername:
Passward:
Rerype Passward:

The LEL wild be used o oddal W st of avaifeble updales for the folowing services;
Ciran fronford dspnols upgrades
0 Cigco LronPort Update Servers

= | Local Update Servers (Jocalon of kel of avalable updates hle)

=
Full el [hetpe ffupdate- manifiests. ironport.com port: (7] [243
Fite: update s scanngde conimy_undstas. xmd

Authentication (oprional):

Usarnams:
Password:
Felype Password:

BEDRAST4v% URL

Part: Iﬂ-l'l (aptiamal)

[y FT—bk Y—s8 (UR F) (Update Servers (list)) 1 REDNDRXS T4 v%- URL
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& 14-2 BRI 7ATo4—N RYD—Z2BRALTWAIBRIEDR 2 T4 v9 7RLR
A2 T4vY9 URLIIP 7 FLRAB &K
tovay ®E YR—F
7 v 75—k #—,% (« |Base Url (all services except Time |http://downloads-static.ironport.com
;.t —3) (Update Servers |zone rules and Cisco IronPort 204.15.82.8
(images)) AsyncOS upgrades)
Port 80
Base Url (Time zone rules) downloads-static.ironport.com
204.15.82.8
Port 80
Host (Cisco IronPort AsyncOS updates-static.ironport.com
upgrades) 208.90.58.25
Port 80
7 v 75—~ H—, (Y |For updates: Full Url update-manifests.ironport.com
Z k) . (Update Servers 208.90.58.5
(list):)
Port 443
For upgrades: Full Url update-manifests.ironport.com
208.90.58.5
Port 443
GUINLD7 Y TT— rEEUVT7 Yy TV L— FREMBDRE

FIR

AFyF 1 [BHET 7747 A (Management Appliance) |> [ A7 LEH (System Administration) ]> [
7 v 75— FR® (Update Settings) | Z 3R L E T,

ATFvFT 2 [Ty TF— bRELWE (Edit Update Settings) |27V v 7 LET,

(7o 77— FRBLXOT v 7F— Fo#E] (P.14-22) OHHAZER LT, ZOFIEOREZHER L
9,
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AF9F 3 [Ty 7T— k%=, (f A=) (Update Servers (images)) | €7 a> T, Ty 7T —hDA A—
COFY = RO —NEEELET,

14-8 FYIT—F A A—SDY—/EEE

Edit Update Settings

Update Settings for Security Services

Update Servers (imagesh: | The update servars will be wiad fo shinin updlate images for the following sarioes!
- Fagfure Mep uodates
= Tirree 2one rules
Ciran franford Aspnols wpgrades
) Cigco IronPort Updats Servers
':’_‘I' Local Update Sarvears (locsbon of update mmage hles)

Base U (all I- -~ T o e Pt |:?:|'

SErvices excapt F 1o
At fidownionds sxampls com
Time zone rules s "

and Ciscn . )
IFanPOrt ATYREOS Authenbicabon (oplional):

uparades): LIS Ernamme: N
Fasswaord: l—
Hetype I—

Pazsword;

Base Ul (Time

L zans rules): Fornnat, Sownioeds . & x ke Som B

b Click tn use different settings for AsyneS upgrades:

ATvFT 4 AsyncOS 7 v 77 L —KRDOA A=V R F T ra— T30 —"EHELET,

a. MCEZTarOFET, [Z7Vy 27 LTAsyncOS 7 v 77 L—RKORRIFBEEERTD
(Click to use different settings for AsyncOS upgrades) | V> 27 %27V v 27 LET,

14-9 TYFTL—F A A—C0Y—1BEEEBET DI VY

Edit Update Settings

Updale Sellings lor Securily Services

Update Servers (imagesh: e update servars il be ured 10 Sbdan update inmages for the falomrsg ferves:
= Faglure ey uodeles
Tiea zovws makas
= Ciee Irondort AEpno0s uparades

'.":‘:' s IronPort Updale Servers
| Loeal Update Servers (neation of update image files)

Bage Url (&l | 1
sErvices axcapl
Tirne zane rules

and Cisco

Part: 'ri‘_'

fallp: Aldownioedy e xavnmle oo

authertication (optonal):

TrunPorl
Asyncon Usernarme i—

upgrades):
Passward: i—
Retype i—

Password:
Base Usl {Teme
rane rules):

farmat: downlards.aramale. somedd

b Chek o use differant selbngs for AcyncdE upgrades.

Update Servers (listh: Pl Lo ! B gped 20 obdmn the st of available updates for the Folloming servmes.
= Tirree sovre ruwles

b. AsyncOS 7 v /7 L—RDA A=V %X T a— RT500OY—"RELHRELET,
AFYF 5 [Ty 7TF—hF %= (UAF) (Update Servers (list)) |7 > a T, fERT v 75— B X

W AsyncOS 7 v 77 L— RO Y A MR T 2 —"E2HELET,

EHoO¥Tv s v a 37 v T - MTEHSET, THOP T v a 3T v 77 L— FITEH

EnET,
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ATv7T 6
ARTYT 7T
A7y 8
AFv7 9

7yvIToL—

AFvFT A1

AFyvF 2

ATFvFT 3

ATy 4

AFvT 5
ATy 6

B L —LBL0S V=T = AOREERIFELET,
EE) ZTuxy b—ROBEEHFELET,
EEREEEL, RIFLET,

FERDTEEY R LET,

[ 7> 77— Fi&E (Update Settings) | X—URERRSNTWRNWGAIL, [EFET T4 TR
(Management Appliance) ]>[ A7 A% H (System Administration) |>[ 7 v 77— M%E
(Update Settings) ] #8IR L E 5,

—#8 URL Tix, ¥— S URL I Tasyncos] 7« L7 FUDBNBMENE T, ZOR—HIEHR L TH
FWEHA,

F9 B : EELFIR

(XL & BRI
(77T L—RET T T = DRy NI =7 BHEORE] (P.14-18) THy MU —7 EH 2B L
TLIEEW,

FIE

WOEHICLT, T—XOMKEILT D, Eli3h/MRICIHZ ET,

o HLWT T IAT VAL DRT 4 AVEERH Y, HEINEIET —F XA TIZRFEU EOY
AAPRFY Y THENTNWD I EEAMRLET, BRT 4 A7 HEBEHY Y T) (P14-56) 25H
LTLZEN,

o T HARVTHEBIZONWTOMBENDEELEZZTMAGEIL. 7Ty 77 b— RERET 50, 7+
A7 FERIC BT DA T TR L TS Z &0,

TIIAT AN, XML arv 7 4¥alb—vay 7y A VERELES, HEOa 7 4 X

L—=vay 77AVOREFEBEIOxT 7 2K — 1] (P14-50) THHATLIEEZ2SRL TSV,

=7V AN Try 27 ) A MEREEHLTOL2HEE. VAMERy 7 Z2pbx 7 AR —FLE

ﬁ—o

[E#T 7717 A (Management Appliance) ]>[ A7 LB (System Administration) ]> [ 7%

iE 7 7 A /v (Configuration File) 1227V v 27 L TAZ u—/L X LET, SO VTR, BEW

DYV —=AD~v=aTVESRLTIEEN,

CLIMMBT v 77 Lb— REETLTWDEE1L, suspendlistener =~ R&EMHEH L TU A F—%1{5Ik

LET, GUIDGLT v 77 L— REETLESEIE. BBINIC) AT —O—RHEILBRBE L FT,

A= Fa—TUNY Fa—%fikLET,

Ty 7T — FEREPHEEBVICREIN TV L Z2EERLET, [Ty 77— RFBLUY—b

ATy T T—ORE] (P14-22) 2BRLTIIZEL,

AsyncOS O7 v 7T L—F

Foyra—RKEA VA= VER—DBETTEET, IRV IITTIT L RTHEIE—RLbE
TAVAR=NTHZIELHLTEET,
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(3¥)  Cisco IronPort #— 350DV ICu—h )L =05 H—DOHIET AsyncOS ¥ 7 n— KL T
Ty T TV—= T LGE. Ty b= RIS T m— PAZTSICAA R b= SRET,
Ty T T =R Fae RORMBRIC, NT—2N 10 BEERRINET, ZORNF—RNRRIN TN SHH
%, Ctrl ZHL7RRET C 283 &, Yoo — ROBRMBENCT v 77 L— K 7o A& TTxE
D

[Z L& BHIIC

o Ty UL —REVRAIANLEEL YA —RTH500, ERIEBEVOR Y FU—F EOP—N
DT v T T V=R AA=VERAMNITIONERIRLE T, 0%, ERLEZFLE2PFR— b
THIIWEAY NV =2 ERELET, RIC, BIRLEZY —ANLT v 77— REEHET5 L9
T I A T V AET ﬁbi?‘f7/77V~hﬁﬁ VE—FEFIT AN —I 07
(P.14-18) BIWY (7 v 7V L —RFB LY —E R 7T v 75— boi#EiE] (P14-22) 252 LTL
7230,

* TyT 7= FEdIZA VA M=ATOHRAETY, [Ty 77 b= NI 500« HE AR TFIA
(P.14-27) OFIHITHE- TS ZE N,

FIg

AFyFT 1 [FHET T 747 A (Management Appliance) |> [ A7 A% #L (System Administration) ]>[ &
AT T w77 — K (System Upgrade) | ##INL F7°,

AFyvF 2 [Tv7T7L—F (Upgrade) | A7 arv a7V yr LET,
AFwFT 3 KROATvarEERLET,

By BENE
H—DEECTT v 771 —F% |[[#vra— K& A A b=/ (Download and Install) ] %27 U »
Fora—RKLTA VA= |7 LET,

TTIA VA IN—FTEF 7 B—FLTW5 . BEFox T v
n— Rz EEXTLILITBENET,

Ty T TVL—RA A =T |[#vra—FKDH (Downloadonly) | %7 Vw7 LET,
zFyrm—F TTWA VA N—=TF X a— LTS N R AT dyAVg
n— Kz EEXT5L9BSNET,
AVAR=TEY—ERFWDORNNNY T T T RTH T a—
REITVET,

Fyra—RLie7 vy 77— |[[4A A=/ (Install) 1 &7V w27 LET,
Eiggk‘7%4VXF”‘ COFTFra vt AVAR—TRE T n— RS EAIC T
/ ° FRINET,

A YA M—=AF 25 AsyncOS /S— a2 UE [ A h—/1 (Install) ]
FFvarDFICFEREINET,

AFvT 4 DA a—FRENTA VA —=T% A VA =L LTW WO THIIE, FIFAARERT v 77
L—RDU R R»rbH AsyncOS N—Ta VERIRLE T,

AFyT 5 ALAR=ALTVIHE
a. BIEOREET 7747 > AD configuration 7 4 V7 M UIRTFT 20 E ) DEERINL 9,
b. RETZ7ANDNAY =R~ A7 T 508 0a@RLET,
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& A
AFyvFT 7T

N

(E)

YA ENTNAT — RRTRINICRIET 7 A Vi, GUI @ [ (Configuration File) ]
R—TR CLI @ loadconfig A< Kb — R TX EH A,

HETZ7ANDAE—%BE LA —NVTEETIHART., 77 ANVEELFA—NTEETLIESTA—
VT RVAEANLET, BEOETFA—N T NLRAEBETIHAIE. 1~ TRUD £,

[%efT (Proceed) 1 %7 Vv 7 LET,

A A R—=LLTWAEE :

a. WEHEE T e T NMIEZONDLOIZLTNTLIEEN,
WA E CHLBEA R L=,
R—=T O EEICRIBE R N—DEREINET,
b. 7u 7 +T, [47T<HES (RebootNow) %27 VU v 7 LTI,
~
GE) V7= R LT EHL 20 0 BTAHFET, WhRDZEARL-TYH (T 77 L—
ROREZ N T TN 2a—T 4 T T5720ThoTh) T 774 T 2 AOERE W L
BRNTLEE W,
c. MI0DHB, 77I9AT AT 7E8AL, a4 LET,
ROEXR

TaeARFEENTZGE, e A ERBALET,
T T —FRKEFE Ty ra— KL, £ 2A =L LTWRWESFE., ROFBERIENET,

Ty T T — R A A =L T HEFNTE5, NILDDEIIC] OHEORHRSEIEZ &0 Tk
WL ZNSDFIEICHENET, LOLA VA M—ADF T a b ERLET,
ToTFIT—REALA VA=V LTWDLHEIZL, [Ty 77 L— K% (P14-30) 22 LT
I,

T T —=REL T ~AVTEERTHITNE, 790 vy o277 0L, 7708
EHRTLTHLY —EREET, 2k, IR Oa 7o Yy0T7 790 vy ransl
TENET,

NS9O R A9 o0—FORAT—R2ADRE. v otiL, £=1&

HIRR

ATFyvFT 1

ATFyvF 2
ATFvFT 3

FIR

[EELT 7T A 7 > % (Management Appliance) ]> [ A7 A H (System Administration) ]>[ 3/
AT AT v 77 L— R (System Upgrade) | ZERN L E T,

[Ty 727 VL—F (Upgrade) | A7 arar )y 7 LE,
WD T v a @R LET,
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B BIERE

A ra— ROIRRE & FoR NR=TUOHFRIZETL E &,

HEITFOX T E— FBLIOA VA N—AEEDOX T o — N5
TLTRWF T ya— KRR WEE, ¥yre— R X7—X% XE#R

NERSINEHA,
TSI — RORT—X XX upgrade logs THLRLHZ ENMTEE
‘d—o

A A=El N SR OV R=VOhfch b [FUrn—FaEFy &/ (Cancel
Download) | R&Z %27 U v 7 LET,

IDFTvaiE, Fura— RRETHOREORFREINE

7,
Foyra—RENFEA VA b= | NX=VDHRICHD [ 7 7 A VEHIFR (CDelete File) | R¥ > % 7
7 & HIbR Uy LET,
ZOFTvariF, A VA =TI RF T ra— RENEGEICET
FoRENFET,

» >
TyvFIL—F#&

T TL—RKRBETLEL, WOFIEEZEITLET,

o (PIETAHABFA—NEFXF2VT 4 TTFIAT L ADHLEANREORS) VAT —%FEA 32—
Tz LET,

e WebtXa VT 4 77I7AT7 VABEOEADES) HFORE~ AL —%2VF— 5L
VAT LEFHFELET, [Configuration Master OFREDOHEE | (P.9-2) 2BZML T EEW,

o REZRGTLEZNEIHIILET, IO NWTIE, a7 Fab—2a UBREORTEA
VAR— R (P.14-48) #ZHL T ZEN,

AsyncOS QOLRID/NA—D 3 UADETITDOULNT

BRARZIE, ATORBE A=Y 3 ® AsyncOS ICRTZ ENTEET,
TITIGATVALDTRTCOT =227 V7 L, HLW, 7 U —UREBENGHD DHAIT. BHIEFEIT
FOELRICERTZE S TEET,

ERICLSFEICETIEELIEFH

VA arFoY kX2 T4 TFIAT U RIBIT D revert A~ RO AL, FEH ICHEERN 72
BECRVET, Z0a~vy FETR_RTOBRER /BLOMAET — X 2K AMELET, &6, #Hx
TRT T IAT UV ARFERESNDE TA—NVABERFENET, Z0a~vy N+t TOREEM
S 57780, revert A~ RERBITTARESIT. VA2 a7 X2 T4 T I7A4T L AND
WE e — L T 7 A EMLTHET AL HIICLTIEE N,
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S

RLEDNA—23r0arT74Falb—2ay I7AVNBETY, AV T74Fab—2ary 7741
ISR, BAEBRMED B Y FEA,

AsyncOS D&t

ATFvFT1

A7y 2

ATFvF 4
AFvT 5
& A

(X L& BRI
BEWOEBEBFA—N X2 VF 4 TTIATVATEHNRYI OV —, UA LR, BIOT YT LAY
BEEDN BN > TWBERE, FNODT FIAT VAN TA v — ORI 5 X 5 ICEMEE
N LET,

FIR

RLIEONR—=g00ar 7 4 Xal—2ay J7AMRHLILEHA LTSS, a7y
Falb—Tagy 7740, BFEHBEERDH Y A,

TTIAT VADBEOHRED NNy 7T v 7 at—%, (RATU—R&E<wA7 LRWIREET) Blo~v
VICRFELET, TR, BEFA—NTHSICEE LY, 77 A4 0% FTP THEELEJ, HHIZ
T9121E, mailconfig CLI <> REFEITTDHE, TTIAT UV ADBRED Y 7 4 Fal—a v
T ANNIEELIZA—=IL T FLAZEEENET,

N

GE) HEILRICe—FRTADZ. Z0ar 74Xzl —ay 774 ATIELY FHA,

=7 IVA N TRry 7 VA MEEZERT 56, E—T7 VAN TRy VAN T—HR—2F
B~ AZxm 7 AR —FLET,

EBEAA—N X2 )T 4 TTIAT VAT, I _XTCOY A F—% K& ELFES,

A=) Fa—NEIRDETHELET,

N=LavxRTTTIA T ADCLIICn 7 A4 LET,

revert A< REFETTIHE, W On0ELETa T IMRHENET, 2o 0EET o7 M
FETDHE, <INV arZ2RIMENBEBELET, 207D, BXai0oFEEZZETTLHE T, #H
T BB RZAZRELRNTI I,

avw L RIA4y a7 rhbrevert a2 REASL, 77 MOSELET,

wIZ, revert =~ ROB AR LET,

m650p03.prep> revert

This command will revert the appliance to a previous version of AsyncOS.

WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy

quarantines)

- all reporting data (including saved scheduled reports)

- all message tracking data

- all Cisco IronPort Spam Quarantine message and end-user safelist/blocklist data

Only the network settings will be preseved.
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ATFvF 8
AFv7 9
2F7Fv7 10
AFv7T 1
ATFyvF 12

AFv7 13
A7y 7 14

S
(L)

7T T—

Before running this command, be sure you have:

- saved the configuration file of this appliance (with passwords

unmasked)

- exported the Cisco IronPort Spam Quarantine safelist/blocklist database
to another machine (if applicable)

- waited for the mail queue to empty

Reverting the device causes an immediate reboot to take place.

After rebooting, the appliance reinitializes itself and reboots again to the desired
version.

Do you want to continue? yes

Are you sure you want to continue? yes

Available versions

1. 7.2.0-390
2. 6.7.6-020

Please select an AsyncOS version: 1
You have selected "7.2.0-390".
Reverting to "testing" preconfigure install mode.

The system will now reboot to perform the revert operation.

TTIAT U AN2EY T — T 5FTRHELET,
CLILZEHLTT 7947 A un A LET,

TTTAT AN AsyncOS 7.5 LIEE FEITT D Web e X2 U T 4 7774 7 U AEEHT AT,
INOEDTTITAT L ADLREL 1 2FBMLTHOLESFHE LT, URL 73 7y 75—k
RWebEXalT 4 7TFI3AT o ANBE T a—RENDEHITLET,

URL A7V DOT7 v T — "R TLizb, ELEDONR=Va a7 X2 —vay 77 A0
#ru—RKLET,

=7V AN Tuy )R MEREFHTIHEF. E—T7 VAN Tuey I VAR T—HX—=R%
A VAR—=FLTETLLET,

BFA—N X2V T4 TTITAT VAT, TRTOY AT —&2HUA X —T M LET,
EHRERFLET,

EIRMGET LIey A3 av Ty v%a )74 77747 2 A%, RSN AsyncOS /A==
A L ORI £

BINBFETLTC, YA arvys oY vx%a T4 TTFI9A TV A~NDaL Y —)L T 7 ANRFOFIH
AEEIC/R D ETITiE, 15 ~ 20 5503030 £,

FZDUL\T

P—ER T v TF— MIEHICF Vo n— RA[RICTEE T, 2NbDF v a— RORTELEIET
THIE, [Ty 77— RFBLXOY—ER 7o 75— FDORE] (P14-22) 2B L TN,
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Cisco IronPort Web #RZEH#H® URL h573) €y b 7y FT5—FkIC
2UVT

e TURLZ7 TV &y hOBHFELHPREFR a7 X oL —ra EH] (P9-24)
e [URL 73V &y FOFEH L LAR—F] (P.5-28)

EfEnf=-Avt—TU0BET7 FLADERE
ROGEIWZX LT, AsyncOS THEREIN/TA — LD e —T R EHEERECTEET,
¢« NUVR RXyk—
e LAR—F

BET FLAOERR, 2—%F, BERRNAASVAERETEET, AL VAR — b U =A K

AL OEHZERT D L TEETS,

GUIL ® [~ A7 L& # (System Administration) ] A ==—/nbFJHTE % [R(E%7 FL A (Return
Addresses) | =Y &M HT 5%, CLI T addressconfig =~ > RZH L E 7,

VAT ATERESNZE T A=V AvE—YDRIET KL A% GUI TEET L2, [EELET KL

A (Return Addresses) | ~X—U T [&ExMmE (Edit Settings) 1 %27 V> 7 LET, 1 2FITHEEK
DF RUAZZE LT [1%E (Submit) %27 Y v/ L, BEARELET.

75— rDEHE

TI—hEE, TTIATVATRELTOEA Ry MCETAERBTEH SN TS, BT A—/LIC
R2BHMOZLTT, ZHHDA R MIETA T —H AV Y —ETOEREE (FFERE) L
VR, —RENCT TTAT LV ADRFED 3 R—F 2 PERIIEREICEEL TWES, 7T —
. 77 I9A TV ATEREINET, EOTT—F Avk—UREDa—FIZEEFEIh, A XD
BERENEORETHLHAICT 7 — R EEENLE, EFIZESOMMPR LV THRETEET,
77— FOEHEIX, GUI O [FBT 77147 A (Management Appliance) |>[ ¥ A7 AEH
(System Administration) ]>[7 7 — F (Alerts) | X—Y TITWET (F72i%. CLI T alertconfig
avr REFEHALET),

75— FOBE

WOBEREIC L - T, BT A — /VBRAOBENHIE SN ET,

o 7I9—bh B FANVBHEZITNLT 77— FaFELET, 77— M, 79— FOREE (%
BTYI7—FDEFA—NV T RVRA) & TT7— M@ (ERKELTT—F XA T 2ETe) THER
SNTWET,

o TI—IMRE: 77— MEROERWREELRELET, L2 77— FoEEE GEWN
A : (FROM:)) o7 RV A, BT 7— b2 EET 2B, BLO[4—FFR—1
(AutoSupport) ] ZHNZT20EI» (B, A7 a v TCHEKRTA—- ML AR—FE2EETD
MEI) REERELET,
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F5—h: 75— FREE,. 75— r28E. BLUVEEE

77— &, N—RFU =T HER EOREOHEIZCOVWTOERPEENTVAET A —IL Ay
E—UELFBEMTHY, TIT—FOZEHEICEEFEINET, 77— ZEZH LT, T 77— bEMRE
BENDETA—NT RLAOZLTY, BACEENAIERIL., 77— bMOSEELEREICL-T
REVET, EOT7T— I pHEE, FOBEBRET, FFEOT 7 — MNZEHFICEETINEHEETEE
T, 77— b2 PrEHEALT, ZEFICEFEEINDGT 7 — MEiEMicHiEcx 4, =& 203,
B LUV Critical THY . 77— b XA 70 System OFEE, HEOX A TDOT 77— hDH
NZEFCEBEINDILICVATLAERETEET, 72, BN AREELHFECEET (7
T— FMREMEDOEE] (P14-37) 2R LTLLIEZEWN), §TOT T —FDY R MNMZHOWTE, 7
F—hk UA K] (P14-38) 2L T &,

77— bDSE

AsyncOS TiX, RO7T 7 — My EEFELET,
— VAT A
- N"—FKu=7

EXE

77— NI, WOBBREIZHE S TEESNET,
— Critical : 3 <X VB 70

— Warning : 5% E =%V 7 PUERMEE 23T —, T ITHLRLERREESH Y E
ﬁ—

— Info: ZDOF AL ZADN—T 4 ERETAEK ENDIEH

TI7—IRETIH, 77— FORBRMBREELRELHBELET, REIFIKROILI>REERSHD £

‘j—o

e RFC 2822 Header From : 77— b2 RET DX A I 7 (T RLAEANT D0, T4 RO
Talert@<hostname>J ZHEHLET), £72. alertconfig -> from I~ R&EEH LT, ZDOfE
% CLI CRETAHIELTEET,

o BEHILLT T — MEFET D E TICRHET 2B OVIMIHE,
o BEHILLT T — MeiFET D FE TICRHET 2B D i KE,
e AutoSupport DAT—HF X (A RX—TNVETTT 4 =T ),

e Information VXV DV AT AT IT—  eZETHLICRESINTET 7— FNZEHE~D,
AutoSupport DK AT —H# A LR— k Di%(E,

EFELETS— FOEE

AsyncOS WEM L7727 7— b2 EET I ETICHET A2REOMPELZEECEEY, ZOfEE 01
BELISGE, BEELETY 77— OV~ —@FEXEINT, RbVICTRTOEHELEZT 77— MR T
NEADZEBEENET EHNBICKEDEF A —LE2ZETHIAEENH Y £4), BEELLZT 77—
FEEETIECIHETIRET., 77— F2RETHZNCHEMLET, o, #HET50
i, HRTOMBO 2 FE2MAT-bDIZ20 £3, 2F 0, FREREMD 5 BROSHBE, 77— MISH
%, 15 Bk, 35 Bk, 75 &, 155 B, 315 B VWo B TEE SN E T,
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RACHNS . EEMRIIIEFICRS R £3, [EET 7— MEERORRFFHRMH () (Maximum
Number of Seconds to Wait Before Sending a Duplicate Alert) ] 7« —/L K& LT, fH&MREOR
BUCHIR AR T2 2 N TEET, ez X, PIHELZ S ICREL. RKXEL 60 RIZHRET S &,
77— M5 B%. 15 B% 35 8%, 60 B, 120 PR E Vo BRTEE SN ET,

75— FDBEME

TI—RAve—YEFvRaarrrY X274 77747 ARNOREOBMICER SN 7
B, FEEIC AsyncOS DIEEA —NLFUEL AT LEHEH L EEA, RDVIC, TI7—F AvE—VF
AsyncOS TEKZQR VAT AMENFAE L CTHEMET 5 & 2 IRt sn, @I iTEfES 2%
A=) VAT ATUH S NET,

T Ik A= AT LXK, AsyncOS LRI—OREEXLFLETA, DD, 77— bF AvE—
DI RO LSO A —VEUE L ITETRAR2EEL T LA ER DY 7,

e 77— AyE—VIX EEDODNSMX La—RBLXOPALa—FoOLy 77 v 7 a2l L TR
FanEd,

- 5.X KV HHETD AsyncOS N—2 a2 Tk, 77—k Ay &—TIZ SMTP v— RMER S E
A,

- 77—bF AvE—VIEDNS = U &30 F vy al, TOF vy ald 300 T8I
V7 byvadiEd, Zo7d, DNS EHRIZHT 7— MBS E S,

o TI5—hFAvE—VIIV—Y Fa2—FBmBELARNED, UANLZAEIITANLD ZF v k54
T, AvkE—Y T4 AZFERITZIrT oY T4 AXOMBRRICLEENEE A

o TI—hAvE—VEREF2—Z@EBELRWD, N ADT 0T 7 AV E T TEE L
DR FRICITE L Z T £ A,

=7 57— FORT

By BERNE

DT 77— DY A b ERR BHEBLOARL =2 O7 72O H D a—VI, [F
MY 7747 A (Management Appliance) ]> [ A7 A
FH (System Administration) ]>[7 Z— bk (Alerts) | %
BIRL, [ BT 7 — & FER (View Top Alerts) ] A&
Vv LET,

TI— NI, BFANATHEMTOIMENR D> THFRRIN

35
VA &Y —h WMoORBLEZ Y v 7 LET,
ZOVANMMBRGFETET 77— OKK |av> K74 A #—T7 x4 A (CLI) T alertconfig 2
BEtEE ~U REERLET,
Z OHBEE I T D avr RIA4 2 A H—7xAA (CLI) T alertconfig 3
SUREEALTT 7— bomREEERr (0) IZRELE
7
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75—k AvE—o

T T — b A vbB—IIEAREH R EF A —)L A v E—TY, Header From: 7 RV R IRETCE £
B, AvE—TVOEOMOETITEBMICAKR S ET,

75—F®DFrom7 KFLR

Header From: 7 KL Ai%, GUI T [RE%MmE (Edit Settings) | A& %27 Vv 73 %0, CLI
([Cisco IronPort AsyncOS CLI Reference Guide % W) %A L CTRETXET,

75— hbOHA

77—k Ave—volaE, OB ET,

Subject: [severity]-[hostname]: ([class]) short message

TI— bk AvtE—O0H

Date: 23 Mar 2007 21:10:19 +0000

To: joelexample.com

From: Cisco IronPort M670 Alert [alert@example.com]

Subject: Critical-example.com: (AntiVirus) update via http://newproxy.example.com failed

The Critical message is:
update via http://newproxy.example.com failed

Version: 6.0.0-419
Serial Number: XXXXXXXXXXXX-XXXXXXX
Timestamp: Tue May 10 09:39:24 2007

For more information about this error, please see
http://support.ironport.com
If you need further information, contact your support provider.

75— FREEOUE
N

GE) v RATLDOEy N7 v 7R AutoSupport A R—7 M LTEHE, HBELICETFA—NL T RLAX
TT7AN T, TRXTCOEREBIVCZ FADT F—ba%ELET, ZOREFVOTHLAETEE
T

FIR

ATvF 1 [EBET 747 A (Management Appliance) |> [ A7 A& (System Administration) 1> [7
F—F (Alerts) | #ZBIRLET,

ATvF 2 [%EHE%EM.. (Add Recipient) | #7 UV v 7 LET,

AFYT 3 ZEHFOBFA—NVTRLVAEZAALET, BEOT L 22~ TR TAANTLZ LB TE
ij‘o

AT9T 4 TI-IREFVPXETDI7T 7 FERELZRIRLET,
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AFvT 5
ATFvT 6

[*fE (Submit) 122V >y 27 LT, 77— FZEHEZEBMLET,
ERzREFELET,

75— FREEDKRTE

AFvFT A1
AFyvFT 2

AFyvFT 3

ATv7 4

AFyT 5

75—

-

BEIZ., X2 VT4 BT I T UAREET LT RTCOTI— MNCEHRESET,
FlE

[7Z— b (Alerts) | ~—T T [RELMmE (Edit Settings) 1547 U v 27 LET,

77— hOFFEIHE AT S Header From: 7 KL A% A7 55, [ BEIAER (Automatically
generated) ] (lalert@<hostname>|) #3®R L £,

HELLT 7— b 2RET D E TR T DRBEZRET 2581, Ty 2Ry 7 224 IicLE
T FEMICOWTIE, TEELZT 7— FoE(E] (P14-34) 2R T EEN,

e HHBELALT 7—FEXETD2ETITHET 2B OMIMEZIRE L £7,
e HHBELALT 7 —FEXETL2ETITHETIRBORRIELZIREL£7,

WMEEZ)G T C, [Cisco IronPort AutoSupport] 473 = > %R L T, AutoSupport A Fr—7/L{Z L
%9, AutoSupport ®FEMIZ >V Tik, [Cisco IronPort 4 — F ¥R — k| (P.14-37) 2BWL L&
AN

AutoSupport 2314 X —7 VDA Information LA DU AT AT T — heZETHILICHEESN
727 7 — FRAFFEIZ, WK AutoSupport LAR— FREFEINET, Fxv IRy 7 AEFEMLT, 2
a7 4E—7 N TEET,

EHzXRE L, RFELET,

RO
[ Ef27Z— K (Top Alerts) ] U A NIRRT DT 77— MORREEZHRE, X[ 77— F
(Top Alerts) | HépEZ Mhlz 9 AI12iE, TRH7 7— bORR] (P.14-35) 2L TLIEE0,

Cisco IronPort 7— k5 7R—

Fa Y R—F ELBDOY AT AEEORGZFRICT 5720, VAT LATERSNETXTOT T —
M A=V AICEETAIOICI AT a T oY 2Xa 0T T I9AT UV AERETEE
T, (A= PR —=1] EMEEND ZDHREIL, WV AZ~— P R—MIIEZBEHEOD=—X~D7 T
TT A4 TR B ET, T2, A— VR — MIV AT AOBMEERE, status =2~ > ROH 7,
BIOHEH SN TS AsyncOS N— 3 U ZBHIT 5 LR — b 2 EE%EE L ET,

T 74N RTIE, 77—k ZA 70 System THERKE L~ Information DT 7 — b EZFT 5L 9

CHESNTVDT 7= FRZEHL, YAIEEENLIEA v E—VOabt—2ZE LET, NEIC
7 7—h )‘ /JZ PEBHEXE LRSI, ZOREZENITEET, ZOMEE AR EITE
T HIE, 177 — MREEOHRE] (P14-37) 2ZRL T EEVY,
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72—k URE

WDRIZ, TT7— N,

N—F9x7 75—k

T, BEXOERERE, 77— M EnBEMNTRLET,

£ 14-3121F, 77— FOBHLT 7 — FOEKREZR L, AsyncOS (IZ& > TER SN D AREEDH 5 S
FIERN—RU =T TIT—bERLTHY £7,

* 14-3 N—FIx7 F5—FrOYR

77— k4 By EXE

INTERFACE.ERRORS A B =T A T—%2HHLEESICEES  |Warning
WET,

MAIL.MEASUREMENTS_ FUARAT R—F 45 N T5% Off =TV | Warning

FILESYSTEM AR E SN ET,

MAIL.MEASUREMENTS_ FART R—F 43 N0 % Offi =z 7= |Critical

FILESYSTEM.CRITICAL B (95 %, 96 %, 97 % 72 &) IZRIESNET,

SYSTEM.RAID_EVENT_ BT A7 RAID-event BNFAE LA ICEEESNE Warning

ALERT 4+,

SYSTEM.RAID_EVENT_ RAID-event 2354 L= &I E &N E T, Information

ALERT_INFO

SRFLTI—F

# 14-41201F, 77— FOBBRT 7 — FOBEKEZR L, AsyncOS (ITX > THER S LD AREMEDH 5 S
FIERVAT LTI ERLTHY ET,

* 14-4 VRATLTI3—FDYR
75— h4& g EXE
COMMON.APP_FAILURE RURT 7V r—v a VIEEDPRE LI GAIck | Critical
BahEd,
COMMON.KEY_EXPIRED_AL |5 1> 2 F—D RSN HAIC%E S |Warning
ERT nET,
COMMON.KEY_EXPIRING_A |F (& 2 F—DHIHIRNTIN DB EICEE S |Warning
LERT ET,
COMMON.KEY_FINAL _ FA LA F—OENMBAUN D H/AEORKALO | Warning
EXPIRING_ALERT WwamE LTHESNET,
DNS.BOOTSTRAP_FAILED TTTAT v ANR/L— bk DNS =2V A b |Warning
HIEBTERVERICEREENET,
INTERFACE. Ny 7T w7 NICXT Vs B —7 =1 A |Warning
FAILOVER.FAILURE _ Mg LB A Ik E S hET,
BACKUP_DETECTED
INTERFACE. NIC X7 D7 = —/LA— "= L7=834123% | Information
FAILOVER.FAILURE_ EZEEhET,
BACKUP_RECOVERED
INTERFACE.FAILOVER. Ay B—T oA ALY, NIC X7V v Critical

FAILURE_DETECTED

Tz A== AR E NG RICRE S E
R
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% 14-4 YRTLTFI—FOYRL (#E)
FT7—+4 B EXE
INTERFACE.FAILOVER. AU —T = ALY NIC <7V > 7 Critical
FAILURE_DETECTED_NO_ T r— Lt —R—IHHEhThE s, Ny s
BACKUP TS AE—T oA ARFIHTE VAT
Y (X
INTERFACE.FAILOVER. NIC X7 D7 = —/LA— =30 L7z854 2% |Information
FAILURE_RECOVERED FsnET,
INTERFACE.FAILOVER. B NIC X7 ~OFH 7 = —/LA— =g s |Information
MANUAL NG AIckEENE T,
COMMONL.INVALID_FILTER |72 7 ¢ L & MEIET 2 A Ic4{E S E4, | Warning
LDAP.GROUP_QUERY_ LDAP /' v—7 7 =) =2/ Lz Haicikfs & | Critical
FAILED_ALERT nEF,
LDAP.HARD_ERROR LDAP 7 = U —H (F_RTOH—"TRITL7=7%) |Critical
SERICKIM LG EICEEINET,
LOG.ERROR.* XFXFhuX oS T —, Critical
MAIL.PERRCPT.LDAP_ HZEH D AF ¥ W2 LDAP Z v—7 7 = ) — |Critical
GROUP_QUERY_FAILED TR L BA I EShET,
MAIL.QUEUE.ERROR.* A= Fa—DEESERN—F TT—, Critical
MAIL.RES_CON_START_ AFVMARN S ZT L U Y =2 L& g4 |Critical
ALERT.MEMORY i L7 A Ic Rt E SN ET,
MAIL.RES_CON_START_ A= Fa—RBBARERY, Y AF L Y Y—2 |Critical
ALERT.QUEUE_SLOW HIRIRA =T T o TSI E S ET,
MAIL.RES_CON_START_ Fa—MARBL AT LY Y- AL EE | Critical
ALERT.QUEUE il LG AICEE I NET,
MAIL.RES_CON_START_ T ¥ a—DFA ARKETES=H, U X Critical
ALERT.WORKQ F =R —HHE LSRG EICHEINET,
MAIL.RES_CON_START_ TIIAT AN )Y —2Hif) &— FicA- |Critical
ALERT A ICEEEINET,
MAIL.RES_CON_STOP_ FFIALT L AD (U — A% E— K2Rk | Critical
ALERT SNTHAITEREINET,
MAIL.WORK_QUEUE_ U— 2 ¥ a— SN Salc S E S nEd, | Critical
PAUSED_NATURAL
MAIL.WORK_QUEUE_ U— s %o — N SR AICE S nES, |Critical
UNPAUSED_NATURAL
NTP.NOT_ROOT root & & LT NTP RFEFEN TV i=|27 7 |Warning
FTAT UV ARKEL ETETERWESRICEES L
£7,
PERIODIC_REPORTS. RALHEET 7 A LT T — 0 R S h7-424  |Critical
DOMAIN_REPORT. SR E S ET,
DOMAIN_FILE_ERRORS
PERIODIC_REPORTS. RALARET 7 A VBZEDOH ARG ShES,  |Critical

DOMAIN_REPORT.FILE_
EMPTY
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#* 14-4 VRTLTI—FDYREF (&%)
FTo— k4 B EXE
PERIODIC_REPORTS. RFAALEET 7 ANDRONSRNESIE(E | Critical
DOMAIN_REPORT.FILE_ EnE,
MISSING
REPORTD.DATABASE_ LE— R UL RF— N 2 5B 24 |Critical
OPEN_FAILED_ALERT CREE SR ET,
REPORTD.AGGREGATION_DI |2 25 A DF 4 2 7 fEN A E L TWAEAIZ¥E |Warning
SABLED_ALERT fEanEd, uZ = NIICHET BT 4 22 A
Epn 7ffHEO LS VWEABERT 5 & reportd
BENET =T L, 79— eEELE
T
REPORTING.CLIENT. L= 2o DU NLE— | F— X A EFETE 7 | Warning
UPDATE_FAILED_ALERT Mo AT EE SN ET,
REPORTING.CLIENT. LAR— N Z o PN T— 2 2 RfETx g | Critical
JOURNAL.FULL BICEESNET,
REPORTING.CLIENT. LAR—F o PURNBOEHHET— ¥ 271X % |Information
JOURNAL.FREE Lo B EITEEENET,
PERIODIC_REPORTS. LAR—F 2o DB E— FEFERTE RS |Critical
REPORT_TASK.BUILD_ ISR SR ET,
FAILURE_ALERT
PERIODIC_REPORTS. LR —FNEEBEBTFA—NTEETE o241 |Critical
REPORT_TASK.EMAIL _ ElEShET,
FAILURE_ALERT
PERIODIC_REPORTS. L= 2T —h A T TERN-TEAICEES | Critical
REPORT_TASK.ARCHIVE_FA |31 &4
ILURE_ALERT
SENDERBASE.ERROR SenderBase 725 OJSE A |z =5 — %4 L |Information
TG AIZEE SN ET,
SMAD.ICCM.ALERT_PUSH_F || A ELOAFARA FTary 7 X2l —3 307~ |Warning
AILED Vall KRR LTEHBITEESNET,
SMAD.TRANSFER. SMA B 73 hT v v 7 5F—4 % 2 s c& (Warning
TRANSFERS_STALLED RO BE, ERREVR—F 47 F—2% 6
RFEBG CTE o LRI EEINE T,
SMTPAUTH.FWD_SERVER_F |SMTP ZZaF#iik# — SN ARG TH 554 10% | Warning
AILED_ALERT EsnE+,
SMTPAUTH.LDAP_QUERY_F |[LDAP 7 =V — el LA IcEEESNnE T, Warning
AILED
SYSTEM.HERMES_ V7= DY AT L&Yy Yy hF DU LTCW5  |Warning
SHUTDOWN_FAILURE. BRICHIEAN A LGS ICEE INET,
REBOOT
SYSTEM.HERMES_ VAT LEYY v NEU LTV ABICHEN R | Warning
SHUTDOWN_FAILURE. ELTESGAIGEESINET,
SHUTDOWN
SYSTEM. SEERIEDOT v 7T — MR L2412k |Critical
RCPTVALIDATION.UPDATE_F | nE+,
AILED
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—RULGEES R

% 14-4 VRAFLTFTI—FDYR b+ (#EE)
75— h4& B BEXE
SYSTEM.SERVICE_ Cisco IronPort ¥R — b~ #— 2 AFIcfEk &7z b |Information
TUNNEL.DISABLED VELANRT 4 — T NOBRAICEE SN E T,
SYSTEM.SERVICE_ Cisco IronPort A" — bk $— b 2 HIZ/ERk &7z b |Information
TUNNEL.ENABLED VRARA F—T L OBAITEE S ET,

2y FI)—ORFENDEE

ORI varTE, TTIAT LV ADF Yy MU — 7 BIEOREIHEHT HHEEIC W THA L £,
INHDOWRETIE. P27 A8 vy T v 7 U g = FO%ET] (P2-8) TYATAkYy T v
g4 P FEFIH L CRE LR Z R4, DNS. BLO—7 4 > 7 OREMICESET 7 L A Cx &
7

T 2T, ROBREBIZHOWTIHHAL £,

® sethostname

e DNS #&& (GUI T&RE, BELWCLI Tdnsconfig I~y REMFEHL TRE)

o N—T 4 VI RE (GUI THRE, BLOCLI T routeconfig I~ K& setgateway 2~ K&

A L CE%E)
® dnsflush

o NRNAT—FK

VATL KRR MEDER

HRARE, CLIZe Y7 N CURAT AE#BTABICEASNE T, BEEMAR N EATITHH
ERH Y £9, sethostname I~V RN, av 7Y ¥ X274 T IA TV ADLRIZRELE
T, BHHAA FIE. commit 2~ REFITLTHD THDITRD £,

sethosthname <> F

oldname.example.com> sethostname
[oldname.example.com]> mail3.example.com
oldname.example.com>

BRA N DOEEEFICT HI2IE, commit I~ REANTEILERSHY £, FAMNLOETE 2 H
ETHE, CLL7u 7 MTH LWEAR MREREINET,

oldname.example.com> commit
Please enter some comments describing your changes:

[1> Changed System Hostname
Changes committed: Mon Jan 04 12:00:01 2010

Tua T MIFEREAA MNP RO LI ICERREINET, mailld.example.com>
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FAAL Y R—L SRTLDETE

AT X2 VT4 TTIATUVADRAAL Y F—5 VAT 5 (DNS) %, GUI @ [EFBLT 75
A7 A (Management Appliance) 1>[*x > 7 —2 (Network) ]>[DNS] X— 7%
dnsconfig I<¥ Y FEFEH L THRETEET,

ROBEMWEHRETEET,
o A =%y F®DNS ¥ —"FEFTa2—YMEAD DNS —~"ZFHT 250, BLOHEMTS
H—

* DNS FT77 4 v 7 IMEMT DA H =T = A A
o WiBIEDNS VY 7T v TNIA LT T M5 ETHRHET DMK
* DNSFvvianz 7

DNS H—/\DiEE

AsyncOS Tl&, A % —x v F®/L— |k DNS Hr— 2—HMH D DNS — f o F—F v FD
Jb— bk DNS %=/ F7ZHEEL-HB DNS b — "2l TEES, A1 F—Xy FDOL— | H—
NEMMATDEET BED RAAL NHERTLRBES— "2 ET S5 L b TEE3, 0% DNS
P—NFH—D AL THEA S NDT20D, %8 R AL AT DM — /Y (472 DNS L =1 —
F&AEE) 22> TWORERDH Y 3,

AsyncOS TiX, 4 % —% > h® DNS H—"EHEHLARWGAIZ TA7Y » b DNS —3%1
AR—hrLTWEST, 2—FHEONILF—NEHEHL TWDIHEE, BIADO NAL U BIXOBEEST S
DNS +—NZHETHZ L TEET,

27U > ] DNS 5% E L TW\W5 & =%, in-addrarpa (PTR) —=> h VU L RERICERET HLERH
DEF, 20D, 2z Tengl 72V —%3x—A%—3123412V %1417 bTHBEIZ, T
TO .eng =2 FUMB 17216 % v hU—21CHbBHE. 27V v k DNS #EIC
leng,16.172.in-addr.arpal % KA A L LCTHRETILERH Y 7,

BRI ETSAF) T2

ATJT 5% DNS H—2, BHETT FA4 A V7 4 ZIBETEET, AsyncOS Tix, I 44V 7 4 H
012/ biEV DNS — O EZHAET, £D DNS — 03 ERE LeWgGA. AsyncOS ZkD~
FTAFVT 4 ROV —_OFEAEZRLET, BCST7A44 YT 4 28> DNS =Nz b
VERETDIHE, VAT AT 2 —%2FTT5-CCE LT 744V T 1 2FF> DNS —1% Y
ARPDT U LNIROET, RICVAT AFRYIO 7 =) —BHREIIICR 20, (XA LT D R
I E CHEFEFE L%, SOITNI VDO PNCEVBRESET D Lo iEE T £9, 5%
R O R &1, DNS = NDOEEORE L, RESINTZTIA AV T 4o TRRV FT, ¥ A A
T RNOEIRITIAFTY T 4ICERERL. T_XTOIP T RLATRERUTY, RIIOTI5AFVF ¢
IR DEWIA LT T IDREREINTBY, ROTITAF) T 41T L VEWI A LT T FBRRES
NTWET, BEHRZA LT T NERIITN 60 TT, 1 20T T4 AV T 4 2R ELTWDHHE.,
FEDOTITAFT VT 4T DET—ROEA LT T MI60 IRV ET, 22007744V T 4 %
BRELCWDIEE, BUIOTITAA VT 4 IZHTHEY—OX A LT MIISBIZRY, ROTF
AT VT4 THEF—ROEZA LT U MIAS IRV ET, T4 FVT AN 3 O0%E, ¥4
AT T NMISH, 108, 45 2 9,
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72l 21E. 4 OODNS b —REREL. 2T T4 AV T4 0%, 1 D7 T7A4F VT4 1%, b9
1207 I7A4F VT4 252K ELTZELET,

® 14-5 DNS #—/%, 54 F YT 1. BLUEA LT MRS
7347FY

T4 H—in BRALTI (B)

0 1.23.4, 1235 5.5

1 1.2.3.6 10

2 1.2.3.7 45

AsyncOS X, 7FA AV T 4 0 ICRESNTZ 2 oDV —NE2F o X RBIRLET, 7I34 4V T 4
0DV =D 1 ORE T LTWDEEHEIE, b 120 —n"NHINET, 7744V T 10D
P—NBWEL T LTWBEA, 77944V 7 40 1 OV —o3 (1.2.3.6) BMEA I, BENICTT
AF VT 42 (1.23.7) OF—_"NFEHEINET,

ZALT Y MERIZTIAFVT 4 0O —=NEW G LBREETHY, 7704V T 4 1 OF—N2iF
LTV RVWIFRBRESI, TI7A4F VT 4 2D —NIZES HIZRWVRHARESNLET,

A28 —Fy b b—k Y—/1\DOEEMA

N

(F)

AsyncOS DNS U VL 8, mHRER B A — VEUMEIC M E 72 KEOD[FAIFF DNS 8kt INFTX 5 X 9
ICRERF STV ET,

774/ F DNS = NZAf 2 —Fy b b— b =LA ERET D L EBRLGE, RES
NI = NI — N R o TRV AL D7 =) —Z HRINCHFR TE DLERH Y £,

FE5IZEDNSILYITYTDEIAL LT+

DNS 75—+

VA arsyY kX a VT4 TTITA TV AFETA—NOEZEORE, VAT —ZERELTWD
TRTOYVE—F FARMIHLT TZEDNS Vw27 v 7] OETEZRLET 2F V., 7L DNS
N 2T T EFEFTEHZET, YATFAIVE—F RZX D IP 7 FL 2D IE Y& R X OWEF
LET, ZHUE, BFILAA MO IP 7 RLRIZHT 55| & DNS (PTR) /vy 277 w7 e, FHUlke
S PTR VY 7 7 v 7RERICHT HIESIE DNS (A) vy 7 7 o7 b4, Z0%, VAT AL
ANV I T o TORRNPIR V7T v 7T ORRE BT DINEIDETF =y LET, RSP
LW, Aba— FRFEELBRWEES, VAT AIIHRA N T2 RAX T—7/ (HAT) No= > RV
L—HFTDHIPT RLVAOREFEHALET, ZORARYA LT NERIXZ DN v 7 T v ST O H5
Aan, Mo N ETTA44Y T 4] (P.14-42) THHEESNA TS —KEY722 DNS A A7 7 MZ
WA S ERA,

T 7 4/ MEE. 20 BT, BEIZ T0) ZANTHIET, _TOY AF—ZxLTFr—rULZ
Wil DNS AV I 7w TDOEALT I e F 48— NI TEEST, Hx 0 BDICHRELIZEA. Wol
EDNS /Ly 77 v I3 iTENT, RO VICEEDZ A LT 7 MeZBENTSITRENE T,

TFIATADY 7 — MFZ, A v E— [Failed to bootstrap the DNS cache] 235 ST 7 —
FRERINIGEDRENICHV ET, ZOAYE—VF VAT AICEDT T4+ DNS Hh—r3~
DEINEDERTERDP LI LEZRLTVET, ZOHERIT, Xy MY — 7 HEHEPHEL SN DA

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F i



E14E —MHLGEESRY |

[ |
DNS & 7Y 2T ANA L TA o288, 77— DEAI VI TRALET, 20X =N
BOEA I T TEREINTEZSGE, 2y N—7BBEBREAELTWD ), 721X DNS % E CTHZ 2
=P ESN TRV EERLTOHET,

DNS ¥vv>amo )7

55740 1—HB L08—TJx(4 RX%EEHALT- DNS &BEED

A7y T 1

ATvT 2

ATFyvFT 3

ATv7 4
AFvF 5
&

AFyvFT 7

GUI D [¥+ v =a2%2 U7 (Clear Chashe) | A% >, F72i% dnsflush 2~v > R&fEMH LT, DNS
Xy v aDTRTOEREZ Y T LET (dnsflush 2~ ROFEMIZ W TIX, [Cisco IronPort
AsyncOS CLI Reference Guide] #ZR L T 72&W), B—H /L DNS VA7 ARERINERIC, 2
OHRBEZHFEHTEET, a~vr FETCICETIN, Fv vy aOFRAPIC—RIICHEENMETT5
AREMER B Y T,

AXTE
FIE

[EHT 7 Z A7 A (Management Appliance) 1> [ v F7—2 (Network) ]>[DNS] *X— T, [
WEEME (Edit Settings) | B2 2 &7 U v o LET,

A H—Fy DN —F DNS $—NF=[Zax—HME O DNS 4— "D EL L 2HT 20253 R L
T. M DNS — " ZHEEL £,

a—HFMHE D DNS % —ZfEHT 575, #E DNS — 24 ET 5561, —ID Z# AL [1T
DM (AddRow) 1 227 Vw27 LET, HFH—"TIOMEELMYIKLET, =—FIME D DNS
Y= ANTLEEF, 7T7A4A4 V7 4 bREFHIHEE L ET, SOV TIE, TDNS #— 1 0fF
il (P14-42) Z2ZRLTSZE,

DNS "o 74w DA v Z—T oA AZRIRLET,
WE|XDNS Ay 77 v 7 %Xy BT AFECICHETAREEATLET,

VEISL T, [Frv>y>¥=2%227 U7 (Clear Chashe) ] %27 V> 27 LT, DNSF¥rviazsUTL
£,

EHzXRE L, RFELET,

TCPIIP +5 24 v IL— FDEKTE

—HOXy N —JRETI, BEOT 74NV N T — N2 AUNDNT T v V— b EFEHATS
MERHYET, AXT 4 v 7 — FOFRIX, GUI O [EFHT 7747 A (Management
Appliance) ]1>[* v U —2 (Network) ]1>[/L—F 47 (Routing) ] 2—¥, E£7/iZ CLI D
routeconfig 2~ N&fEH L TITWET,

GUI TORET4v7 IL—DERE

[E#T 7 F 47 A (Management Appliance) 1>[* > bV —2 (Network) [>[/NV—T 17
(Routing) | X—YEMHEA LT, A¥T 4 v 7 L— bOER, WE, EIFEIREITAET, 20—
VINLT 7 AN = U2 DERLTEET,
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RET4v9 IL—bDEM

FIR

ATvF 1 [EHT 7747 A (Management Appliance) |>[* v hU—72 (Network) |>[NV—T 1> 7
(Routing) ] X—v T, —hk VR LD [/L—+%iEM (AddRoute) ] 27 U v 7 LET, L— FD4
Az A LET,

AFwT 2 5EIPT FLAEZATILET,
AFYvT 3 F—FrUzADIPTRFLVAEZAHNLET,
AFwT 4 FTHEEEEL., BELET,

AET 499 I— FDHIB

FIR

AFYFT 1 [A¥T 4w Z7/b— 1 (StaticRoutes) | DU A IMND, AXT 4 v 7 — FAITHIGT I IHT A
ar&7 Yy LET,

AT9FT 2 FRSNLEEXAT w7 THIER (Delete) 1227 YU v 7 LTHIBRZMHER L ET,
ATv7T 3 EHERFLET,

RETF499 IL—bORSE

FIg

AFyF 1 [A¥T 4w L—1] (Static Routes) | DU A M TL—bDARTZZ Vw7 LET,
AT97T 2 N—FOREZLELET,
ATvT 3 EEEFEL, REFELET,

TIALVES—F2z/ADEE (GUD

FIE

AFvFT 1 [W—7 127 (Routing) | =Y DN—hk UAKNT[FT 74Nk A—b (Default Route) 1 %7 VU »
y L/i‘j_o

AFvvT 2 HF—FUzADIPTRLVAEZEELET,
ATYT 3 EBEEFEL., RELET,

AsyncOS 8.1 for Cisco Content Security Management 1—4 54 F i



E14E —MHLGEESRY |

TI+xIE HF—Fr2z4DETE

GUI » [E#T 7747 A (Management Appliance) 1>[ > FV—72 (Network) ]>[/V—7T «
7 (Routing) ] =—¥ (IF74 ks F—F A DEHE (GUD ) (P.14-45) #ZMLTLIZS
VW), F£721X CLI @ setgateway 2~ REHHALT, 74V = bV oA 2R ETEET,

AT LBRIDERE

TTIAT ADV AT LARZERE L, LR ETE T, GULO [FET 7747 A
(Management Appliance) |> [ A7 A% 8 (System Administration) [>[# A & Y —> (Time
Zone) | X—T k., [T 7747 A (Management Appliance) |> [ A7 L& H (System
Administration) ]> [#FZIE%E (Time Settings) | X— & H L %9, 71X, CLI T ntpconfig,
settime, BL Wsettz A< REFEHL ET,

[#4 L V—2 (Time Zone) | R—¥

[FEf% (Time Zone) ] X—¥ (GUI @ [ v A7 A% #E (System Administration) ] A = = —» 5| H
AEE) T, Ay Ty vXa VT TTIA T U AOBMENE R ENE T, FEORRME £ 721X
GMT A7+t v P& BRIRTE £,

Bl D4R

TTITAT o AOR M ZRET DI, ROFIEELIATLET,

FIg

AFyFT 1 [FHET T 7147 A (Management Appliance) ]> [ A7 L& B (System Administration) ]>[ %
A & Y — (Time Zone) | &R L £,

ATy 2 [EELMmE (EditSettings) 127V v 7 LET,
AF97 3 ik EH. BRORRHAEZER L ET,
AFyT 4 EHEEXREL, RELET,

GMT # 7t v FD:REIR

AT arFY X2 UT 4 TTFIGAT U AO GMT A7y FE2BRETHI2I1E. ROFIEIZHEN
ESC

FIR

ATvF 1 [EHT 7747 A (Management Appliance) |> [ A7 A% 2 (System Administration) > [ %
A L Y —> (Time Zone) | Z&R L F7,

AFvF 2 [#EEWE (Bdit Settings) |27V v/ LET,
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ATvF 3 HIEOU 2 25 [GMT A7+ > b (GMT Offset) | Z&IRLET, [¥ A L V' —FE (Time Zone
Setting) | X—YNEH I, [# AL V' — (Time Zone) | 74—V FIZGMT A7k v b & EN
LR ET,

14-10 GMT #7t v FOEE

Edit Time Zone

Tne Fomd: Regren: | [GaT oitsat =]
Coutry: | [GaT =
Tene Zomk: | [ (Gam) =1
==1

AFyvF 4 [#A4L V—2 (TimeZone) | 74—V RETAH7 vy hEBRLET, A7y b e, 7V =v¥
T oue—H VIR TH D7) = VERER (GMT) 12, A F7I3BAE T Mo = & T, H
Mo~ A FA5E ([-) BV TW LA, 7 =y P PROBERICHZY £3, 7T X575
I+ OHFA. 7V =y PFFRORAICH -0 £7,

AT9F 5 EHEEXREL, RFLET,

) EX2VT4BHTSIAT AT, VR—FOF—FRWET LB, X2 VT A BT FI5A47T
VA BT EEIToBICHRE LIEERNS X A 2 AX o FREA L ET, e »Tix, Tt
X2 VT TTIAT LV ARZLD VAR = NHT—ZOWEFE] (P3-2) 22 LT ZE0,

BEIE 7 74 ILDEH

WTNNDEOREETICEETE R H > =G EIINT, TT7I7A TV ATINLORME 7 7 A V2 EHT
DMERHY FT,

KEH I 7ML OEBEDR

FIE

ATFvFT 1 [EHT 7747 A (Management Appliance) |> [ A7 L% EL (System Administration) ]> [
7 v 75— M E (Update Settings) | IR L E T,

ATYFT 2 [HAL V=2 V= LOHET v 7T —EHEMNZT 5 (Enable automatic updates for Time zone
rules) | F =y IRy 7 REFICTLET,

ATvF 3 MRZANLET, BEERFERICOVTUI, =V ED[?] ~AVTZ27 Vv LET,

ATy T 4 FEEFLTORWVWEASIT., 20— OMoOBEMBERELET, [Ty 7L —RFBLOH—E R
T o7 T —FORE] (P.14-22) B L T E0,

KEH I 7 ILOFHEDR

FIE

AFvF 1 [EHET 7747 A (Management Appliance) |> [ A7 L% H (System Administration) ]> [ B
%% & (Time Settings) ] ZiBR L F7,
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ATvFT 2 [H¥AL V=2 T77ANVOEH (Time Zone File Updates) | &7 > a v 2R LE T,
ATy T 3 (EHATRERRHE 7 7 A VOEFH N D L5E. [4 T <EH (Update Now) %227 U w7 LET,

VAT LRZIRE DRSS

FETY AT AL ERET D0, FREEHL WD Ry b —2 LERIEA ¥ —3x v b EOfllo
A= F X2 VT A FHT T ITA T UAVAT A vy Y ERET 572912 Network Time
Protocol (NTP) ¥ — "ZfEHCTX £,

5 7 v h® NTP %— 3% time.sco.cisco.com CT9,

(X L& BRI
T 74 O NTP =% ED, S NTP b —_"E2EHT2H5EIE. 77 A4 T U —/Z@ERT 54
BRR—FEREET, B CE (77 AT U4 —ER] 2BRLTLIIEEN,

FIR

ATvF 1 [EBET 747 A (Management Appliance) |> [ A7 L& (System Administration) ]> [ K
%% & (Time Settings) | ~*— T, [RTxMmE (Edit Settings) |27V v7 LET,

AFw7 2 BAOREHFAEZBRLET,
ATF97T 3 EHEEEREL, LBSLTaIv FLET,

AV T7AFXaAL—2aVEBREDREFEEA VR—
N

G ZITEHBHAISRTWAI T4 Fal—ary TrANE, EX 2 VT A BH T TIIAT U ADHRE
WWHERAESNET, 9% WebtFa2UT 4 77947 AOEH] THEASATWSEa L7 X
L—a ¥ 77 AE X Configuration Master (X, Web tXx =2 U7 4 77547 2 AOREICMH A
énij‘o

X2 VT A BT T IAT UV ADOKEIOREIF, 1 >Oa T 4 Fal—vary 77 A LVTEHT
& ¥9, D7 7 A /L Extensible Markup Language (XML) 74—~ F CIREF SN ET,

WDE I, ZOT77AMISEIERARHERATX £,

o TIAT) BX 2 VT A FBT T IAT UATTHLRVEEREALEGEIC, 2FHBOoEX=
VT 4T T IAT o AT ERSHEL, V— 2 &2ETTE LT,

e AT 4Xa2l—al TrANENDVAT AMUMRGFEL, BERRET —F 2 \v I T v 7B
JORFFCEET, 77 7A TV AOFREFICHEVEL LGS, RELERGTOa 7 4 X
L—yay Z7AMIa—LNy 7 TEET,

e MFDar 74 Xal—vary IyANEXTra—RL, T7I7A TV ADEKORELFR
SHERTEEYT HLWIFUVFDELITIT XML 77 A LV EEHELVZ Y 7T ARERE EN
TWET), Zhid, BIEORTICHIAREEOS D~ T — 2T — FEiRL) OrT 7L
Va—T 4 TR ODGENRH D FT,
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e MFDOary 74 Xal—vary IyANEXU - RLT, BEEZTV, RILTTI79A4T7 A
W27y 7 r—RTExET, ZOHAEF., FEMICREDER TS 72912 CLI & GUI O A3
[N RR] SNET,

e FTPA2 AN L TCar74Xal—>ay 774N KET vy ue—RKLEY, a7 Xal—
vay 7y ANO—E% CLLICHEE® V70352 B TEET,

e TDT77AMIXMLIERIZCARS>TWATESD, a7 4FXal—Yay 7741003 XTO XML
T4 T4 Bk S, BET A EAER (DTD) bfitcnEzd, XML =27 ¥ =
L—yay 77 A 0ET7 v 70— RTAFIICZODID 24 v a—RLTXML 227 4 ¥
L—3ay 727 ANERBRIETCEET (XML BRIEY —idA v X —% > N CBEICAFTEXET),

XMLaOY74XaLb—2a3y D740V 2EALEEHO7 TSAT7U0ADER
A

& H23 X1 FABBFISAFURILHD X2 ) F4ERBFISAFRICaAVT4Xal—
230 I7ANEALVR— LT BEEE. RO[BITERELTLEELY,

[+

FEOBERNDTART (IPF7FLRZEL) M, avI74X¥a1Lb—23y IJ7A4LIZEERATHET,
AV I74XaALb—2a3Y J7MALVERELTIP 7 RLREZLEFTTIH), T XY F+BEF7 S
SATUANFISAVIZHE>TWSCEEHELET,

Ff=. SSH BEEIEIAR T IS LITEFRLTLESWL, E5UoBARK, BRchi=93TO
Web X2 T4 7TS3AT7VABEIUBFA—N X )T 7TFA4T7 R EDEREEFRIL
TEILELAHYET,

o AT TIAT UvANLMEORE T 7 AN EL T a—RL, BEEITWD., MOTFI5A4 TR
W27y 7m—RTEET, ZZEY, BEOTTI7A4 TV ADA A M= )VEBEIZEBTX S
X2 EST, 2L, BFA—NBX2VT 4 TTFIAT AL T4 EHT 75
AT VR, BET 7 ANV ER—FT5Z LITTEERA,

o BHETTITAT AN Ya— RENTMEOa Ly 74X ab—vay 7rA)vE, HED
YT vaichBETEET, BEOT T IATUARED) TRTOT 7T A7 A THiE
TAHINODEZ S avEEFREL, Y77 a OB LDEY Va L EMOT 54
TrAZR— RTEET,
7= & 21X, Global Unsubscribe =<2 K& T A T 5720 T A MNRETT 7947 A&2EMT
EFET, Tu— EEELEY A NEBEYICRELESRIE. TAN T 7794 T AD T B —N
NEEEILREE S v a v BT _XTCOEBE T 7747 AlZa— RT&E7,

aAvI74FXal—2ary I7/IILOERE

TTIATATary74¥alb—vay Z7ANVEERTHIZE, [BET 747 R
(Management Appliance) [>[ A7 A% BE (System Administration) |>[fXE 7 7 1 /v
(Configuration File) ] ZER L £7,
[f%E 7 7 1/ (Configuration File) ] ~<X—2iZ, kOEZ v a v REENTVET,
o [HBFEDFE (Current Configuration) |: BIfEO a7 4 Xal—val 77y A NVEREBLO=
JAR—= T LD LES

e [#E%nr— K (Load Configuration) |: 2> 7 4 Fal— a3l 77 A LORKEIT—H%
= T Lo LET
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e [y Fa—HF t—T7URN Ty s YRk F—Z~—2 (Cisco [ronPort Z /% 1[Gk
(End-User Safelist/Blocklist Database (Cisco IronPort Spam Quarantine)]: E—7 U X h/ T a v 7
YA R F=F_X=2OFHMEH L ET

o [REFEHD V> b (Reset Configuration) | : BUEDKE % T 7 /L MEIZY £y M5
eI HLEST (Vey FACREELRTFTOLERDH Y £7)

BEIE A
e PHIzI v hLizar74¥al—var~oua—ILy 7] (P14-52)

RENDIAVIA4Xa2aL—23y I7M4ILOREBEIUVIVRAR—

GE)

[T 7 Z 47 A (Management Appliance) |>[ A7 A% 8 (System Administration) ]> [
&7 7 A /v (Configuration File) | _X—® [BITEDFE (Current Configuration) | &7 v 3 v %A
THE, BIEDa LY T4 FXal—ay TrAVEk, B—HL v URELEY, TFI5A TR
TERIFEL7ZY (FTP/SCP /— k@ configuration 7 4 L7 M UIZRIFESINET)., BESNZT FL
AZEFA—NVTHEELILY TEET,

INRAT—FDIRY
MBEISL T, F2v 7Ry I A%EF LT, 2—=HFDONRAT— K227 LET, RATU— K&~
AT BHE, TOREFALEINTZRAT — KB, =7 AR— FFELIIRIFEINTZ T 7 A LT [Hsxkx )z
EEXHZ HNET,

NAT—= KPR 7 ENTcar74Fal—rvay 77402 — RLT AsyncOS IZET Z LT
FH A

aAvI4FXal—ay Iz na—FK

RET7AME, REET—FTDET7 7T T ALRE L=V 3D AsyncOS ZFETLTCWDHT
TAT VY APORIFEINDILERH D 7,

[EHT 77 A7 A (Management Appliance) ]> [+ A7 LB (System Administration) ]> [5%
&7 7 A /v (Configuration File) 1 ~—>® [&E% = — K (Load Configuration) ] &7 > a V& fiH
LT, HILOBREERET 7747 A Za— RLET, HRITKRO 3 SOV ThnohlikETe— KT
TET,

* configuration 7 4 L7 MUIZHEREMKML, 77— FT5%

e AV T4 Xal—Tary IrANEua—hL v UNLEETY Yy S a— KT 5

o GUIIZEREN W2 EHAE Y 17 %

NRAT— R KRw R 7 ENEZary74Xalb—vay 774V En— FTEEHA,
EOFEDHFETH, RED LK DX TE2EHLMLENH Y 7,

<?xml version="1.0" encoding="ISO-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

. your configuration information in valid XML
</config>

</config> U ¥ ZIIREEROZICEET HHLENH Y 9, XML f#EXOMHEIZ, v A3 a7
X2 VT4 TTT7A4AT 2 AD configuration 7 4 V7 F U IZ&H 2 DTD & & L CTHEMT R X OHGiE
SNET, DTD 7 7 A VDL HIL config.dtd T, loadconfig A~ R&EfEH L &ica<w K
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—RULGEES R

>

TA U TRIEZ T —NRESNEZEE, BF o —FEShEdA, 2074 F2b—vary 77 AL
7 v 7u—RtTHHNS, TT7I9A TV ADHNEBTDID #% v o un—RL, avr7 X2l —3 g
77 ANVERIETEET,

WTFNDOFIEDEETH, a7 4 Fal—vary 774 LVEK (KBENOZ 7 THD
<config></config> M CEZSINTER) F/oidar 74 X2 b —va vy 77 A4 0D complete 33 LV
unique 787 v a v (EROESH IV REEN, <configs</config> ¥ JHICHFET DHE) 24
VIR— FTEET,

lcomplete (5842) ] &id, DTD TERSNEZY T v a v ORBE 7BIOKT Z 72ENE £
HIEEERLET, LT, ROa—F 27 v 7Fe—RELFMOVHITL L MIE= T —23FEL
£,

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

<autosupport_enabled>0</autosu
</config>

LirL, ROa—Fz7 v 7r— RELEMVATTH BEET7 —3ELEEA,

<?xml version="1.0" encoding="IS0O-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>
<autosupport_enabled>0</autosupport_enabled>

</config>

lunique (—&)J &%, Ty 7e—RELFMOVHToNL 207 4 Fal—vary 774000 T
B varP BEELTEENTRNWIEEZERLET, 2EXE, VAT AT 1 DOFA ML LY
FThnwizdw, koa—FK (BB X W<configy</configs ¥ 7 &&Te) #7 v 7 u— K452 L1k
"R T,

<hostname>mail4.example.com</hostname>

LML, YATFAICIEFNFNRRAZEZ T VA F—TANERINTEHDO Y 2 —NEH
NTWAAEENRH L2, WOa—FDh%ET v 7an—RT5Z2LIIZENTHDERREINET,

<rat>
<rat entry>
<rat_ address>ALL</rat_address>
<access>RELAY</access>
</rat_entry>
</rat>

ZRINTHDLD, 1782 BEXTHoTHFHFAISNEE A,

BE QU4 Xalb—Yayv IrALEREFEIVIAXAL—2a3 Y IFPAMLDY TS aVETY S
A— FEEIFEYFITEBEE. SRPIOTEENHD. RESATVWEVNEEREEINDZ LM
HYET,
DT LEBEShI=4Y

AT 4 FXal—yary TrANDE I arET v a— RERIZEY T 288X EENLET
T, ZTEEDRNVE, AT 4 Fal—ay T7ANDT v a— RBFICREDENET SN E
YA, L, ZAX 725050 E, REOHENMEEINET,

el ziE, WOa—R&E7y7Fa—RKT5L VATLANLTRTOY AT —DHIRENET,
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<listeners></listeners>

>

[+
of

AVI74Xalb—2ay I7MALNOF T avE7yFO—KFLi=Y., BBYHHF=Y LE=BE.
GUI X CLI Y Eh, RKEOBRET—EAVRIBEESNEZEADBYET, AlOTFTO L,
YFILAE—T AR, FEEEBER—FDTF I+ FREZFERALTT TSA 7 U RIZBEHT
ELMERF, COAXYRFTH—ERETFsE—TNIZLBEVWTLEESL, £f-, DTD TE&HSH
EFREEXNAEI SOOI SLEINMESIX, COaATY FEFRALGNTLESL, FFLVvaY I ¥
L—23ay 274020 —F3F 300, DTFRET—E2ENYITYFTLTLEZL,

a4y 47X 1) T3 DNRAT—ROO— RIZo0WTHEEEE

NRAT—=RKPRERa s BT RV Fvarvkgivrary 74 Xalb—vary 7740 —RLED
ELTH (2L z21F, FTP v v 2 %) . loadconfig <> RIZARPH RN AT — RIZHOWTEL L
FtH A, FTP 7 v a3 L. logconfig I~ REMH L TIELWRA T — RERET H F &L
DAERINET,
XFEYy b Ta—F4 UJIOVTOIESEIR

XML 27 4F¥alb—vary 774D lencoding] BYEX, 77 ANEFT T4 CEIET D728
WAL TWE Ty M%<, [150-8859-1] THEHMENH Y £9, showconfig T~ K,
saveconfig 2< Y N, F7/2ld mailconfig A< REFRITTHI-ONNZ, = a—F 4 TEENRT 7
ANVTHREINET,

<?xml version="1.0" encoding="IS0-8859-1"7?>
BFETIX, 2oz vra—T 4 v 75 oar74¥al—vay 7y A NVETFEu—RTEET,

BREDHRED) Y k
HIEOHEEZ VY hT5E, VR avTFy Y X2 0T 77547 v ANHGREOIEREEIC
BELRLET, VY FTARNCEREEZRFLTIZIN,
AR O WHRIE~DZRED Y > F ) (P14-5) 2B LT EE,

PRIazIybrLEaAYI«Xalb—avAnaO—iLiiyvyh

iy hENEREICE—IL RNy 7 TEET,

a<v RFI7A4 v v H—TxA AT rollbackconfig A~ REFEHL T, HID 1040 I v b»
b1 ERIRL 7,

B— Ny JEaIy bFHIEEREINZEXZIT[WVWNZ (No) | ZANLTEE, AEEA=2 Iy
M AWEZ ZDr—L Ny Z7RaIy NLET,

EHET 7w AEEFF O —Y T rollbackconfig I~ REMEHTE £4,

GE)  DEIORENEILTHLn T Ayt —UFEIT 77— MIERSNEEA,

e

GE) %ﬁ®7 ZERFET D107 A X274 A7 M E BV S TT L0 o=y TR
— ZIRRARET D RN H Y 9,
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AVI74FXaLb—aY 774IADCLIaR YR

Woa<wy REfTE, av74X¥al—vary 77 A VERIETE £,
® showconfig

® mailconfig

® saveconfig

® Jloadconfig

® rollbackconfig

* resetconfig (IHMRFOYMIRE~OREDO Y N (P.14-5) #5MH)

® publishconfig

® backupconfig B (X2 VT 4 EFHT T IA TV ADT—H DNy 7T 7] (P.14-7))

showconfig. mailconfig. & U saveconfig a<v > F

a7 4F¥a2lb—v gy a2 KO showconfig, mailconfig, B LN saveconfig DFEIL. BT
A—NVTERINDI T 7 ANETLEFERENDI T 7 A NVICNAT = REGZDLINEINEIRTHZ L%
ROONET, NAV—REGDRNVWI LEZE/IRTHE, NAT—R 74—V RRZEHADOEFEIIRY
F9, EX 2V T s OMEZLETIHAEIL, XAT—=REEDRN EERIRTEET, 2L,
loadconfig v Y REMALTr— RINLzhHE. XATV— KRRV ary 74 ¥al—vary 774
IR LES, 07 72270 7y a v/ 27— ROoa— RZoWTOEEFHE] (P.14-52) %
ZRLTIEEN,

NRAT—REEDHDHZ L EER LSS (TDo you want to include passwords? | 12 lyes] &[RIZLFE
) WCar74Falb—rary Ty A VeRFE, TR, FREEFA-NAVTERETDI LS, AT —
Ridis b snE4, 2720, WES— LiFAEIIR S (L SN TWARWPEM 74—~ v b TEHENE
\?AO

Showconfig 2~ FIXHAEDORELXBEICH I LE T,

mail3.example.com> showconfig

Do you want to include passwords? Please be aware that a configuration without passwords
will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0O-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">

<l--
Product: Cisco IronPort model number Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date
[The remainder of the configuration file is printed to the screen.]

mailconfig 2 REMFHL T, BEOHREL L —FIZETA—NVTEELET, A vE—I01F
config.xml EWILEIDO XMLIERD a7 4 X2l — gy 77 A ANRERMNENET,

mail3.example.com> mailconfig
Please enter the email address to which you want to send

the configuration file.
[1> administrator@Rexample.com
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Do you want to include passwords? Please be aware that a configuration without passwords
will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.

X2 VT A EHT 7T AT AT saveconfig A~ R&2HEHTIE, —BO7 7 A VL EHEHL
T, TRTOREYAF— 77 A4/ (ESA BELUWSA) 7 configuration 7 4 L7 F VITIRIES T
£7

mail3.example.com> saveconfig

Do you want to include passwords? Please be aware that a configuration without passwords
will fail when reloaded with loadconfig. [N]> y

The file C650-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in the configuration
directory.
mail3.example.com>

loadconfig A< > F
TTIAT v ATH LOBEN#E 2 — FF 5113, loadcontig T~ FEHMLET, HHEuELD
200N TRPDHETr— RTEET,
e configuration 7 4 V7 MNUICHE#REZHEML, 77 r—FK7T5
o CLIICREGHRAZ B AT 5,
I OWTIR, Tavr 7 sFalb—rvary ZrAror—FK] (P14-50) #5B LT E&E0,

rollbackconfig a< >

DRz vy bLizary 7 s FXalb—Yar~0ua— "y 7] (P14-52) BB L TL7EEW,

publishconfig a< >

75 %5 % Configuration Master (Z/AB9 2 (2%, publishconfig 2~ REMALET, X iTko LB
D <9,

publishconfig config master [job_name] [host_list | host_ip

Z ZT. config _master 1L, R — kX T 5 Configuration Master T9, Z 415 ® Configuration
Master DY A ~ME, 2DV YV —2D Y Y —R /— @ [Compatibility Matrix ]
(http://www.cisco.com/en/US/products/ps10155/prod_release_notes list.html) IZ&H Y 3, ZDF—
U— RIIMETT, ¥ —7— K job name (TEMEFHRET, HE LD oG A IFAER I ET,

F—U— R host_list 13, AESND WSAT T I7A TV ADKRAMLERLIZTIP T FLADY X RT,
fqE Lehho 7oA 13, Configuration Master (ZHFI D 4 THATWD T RTORZ MIAHINET,
F 7 a D host_ip W&, v TR S THEHEDAA NP 7 RLAZRETEET,

publishconfig ¥ RBII LT Z & R T HITIX. smad logs 7 7 A VEFET, [Web] > [
a2—7 ¢ U7 ¢ (Utilities) ] >[Web 777 A 7 A A7 —# A (Web Appliance Status) | Zi&{R 7T 5
LT, X2 VT A EEHT T TA T AD GUI B ABBENRN T 7o Z L EERTHZEH T
XET, ZOX=Uhn, AMBROEMETRD Web 77T AT ABRIRLET, £72. [Web] >
[—7 ¢ V7« (Utilities) 1> [2ABH (Publish) ]>[ABAERE (Publish History) 112k 0. [ABE
J& (Publish History) | X—ViCiirZ ENTEET,
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CLI ZFERAL-®RELENT vy JO—F

FIE

CLI DHNET, 77T AT AD configuration TALT RNVIET IV R®ATEEZ 2R LET,
FEAZOWTCIE, A TIP A U H— T2 A ABILOT I ITA T UV A~NDT 78X 2B LTLE
S0y,

AT 4 FXalb—vary Iy ANERKRERIEZ T4 Fal—Yary Ty AN TR a v ET
T TAT VAP configuration 7 A L7 b UIZKEANT B A, saveconfig I~ N TIER L7-BEfF D%
ExmELET,

CLI AT, loadconfig A~V REMHEHLT, A7 v 72 CRENTET 4 V7 VI LIz 7 4
Xal—vary 7y Eu—RTD5)h, 7FAF (XML #X) % CLIICEZEY 7,

Z OHITIX, changed.config.xml EWIZFID T 7 ANNT v a—REh, BEMEEINLET,

mail3.example.com> loadconfig

1. Paste via CLI
2. Load from file
[11> 2

Enter the name of the file to import:
[1> changed.config.xml

Values have been loaded.
Be sure to run "commit" to make these settings active.
mail3.example.com> commit

ZORFITIE, FHLnar s Fal—vary IJrANVEa~vy R 74 VICEEEY T3 (AT
TCtrl ZHL7ZIREETD W4 LT~ FAKRTLED), KRIZ, VAT A By N T v
TAP—FEHEHLT, 774V EFDKRAN, IPT FLA, BEOF— oA EREEFLET,
GEMX, (AT A By N7 v 7 U4 —RFD3FET) (P2-8) 2L T LI, T T, AEMN
WESNET,

mail3.example.com> loadconfig
1. Paste via CLI

2. Load from file

[1]1> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.

[The configuration file is pasted until the end tag </config>. Control-D is entered on a
separate line.]

Values have been loaded.
Be sure to run "commit" to make these settings active.

mail3.example.com> commit

Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings
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TARVERAENEHE

X2 VT A ERT T IATADE=L Y T = ERZEY B THNTNDT 4 A7 B LD
BIEEH SN TWDT 4 AV EHBDORE I EZRRTHITIE, [BHT 7F 47 A (Management
Appliance) 1> [ v A7 A% H (System Administration) |1>[7 4 X7 & # (Disk Management) | %
BIRLET,
BEERINTODREED 7 +— 2 OEIGERRTHITIE, [BBT 7747 A (Management
Appliance) > [/ ¥ —E R (Centralized Services) | >[ A7 L A7 —HF & (System Status) | %
BN L, [#EHY—E X (Centralized Services) | ¥ 7 v a VR L E T,

BRTAAVEBEEYST

FE TR 9 2 A HREIC, B ATREZR KR REE T, MM FIREZR T 4 A7 BHIZRIV U TLH 2 &N TEE
R

® 14-6 HATEELGRAT « AU 88 (GB HfI)

N—F917 59 rT4—L
M160 |M170 [M380 [M660 |M670 [M680 |[M1060/M1070
WAl © T ST OMREICKF L O 165 165|968 681 681 |1805 |1039 1407

HFBE 7 At

FOAUN 1 1085 70 70 150  |[150  [150 |265 [265 |265

® 147 BREAMDTI+ILE T4 R7EREIVET (R—t> FHAD)
BYHTOHNET A RVESE

HERE TI4NF (BE)

FRERR L R—T ¢ 7 (BT A—/LE L Web) 10 %

BFA—N LT o 22.5%

Web 7 v ¥ 22.5%

I WAWN =115 22.5%

RI— UANAR, TURNT LA I RHEEE L DT 22.5%

~
(G¥) e LAR—TFT 4T (Higdhvrd—) X0, FTvxr T (REMNRED~Y X —IFWRIZT 2 H0T7F)
CIXRRY . ANRNAREETIE., RBEESNTZA v E—V DR v —VRITSEMEEI NS0, il
OHRELV b, AvE—VIZEOERT 4 AV A RIBICEL L 20 £7, 20X I KREOHE
BMERINDTZD, TTI7AT AN w7 IND0ETE0IC, ARLREEOT ¢ A7
U —ZITiT, BARLHHARERT « A 7L 0 BB LWEIRR H Y F3,

e vX2 VT 4EBHT I IAT UV AQFREFR U R —TFT ¢ 7 F 4 A7 @EIT, BLA—LE
Web Ol F DT —Z IR ESNET, PREFPAE 2 —L LR—TF 1 7 & pRERR Web L
R=T A TOELEN oA X—TNMIT D&, TRTOMBEEMA K — T M LT A IC
BRVET, MEEAF—T M LIEHE, BT A—ABLO Web LR—F 4 7 57— [ LfEk %
AL, EEE 77— A HA RXR—=Z2THEHOLTHRET,
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o AR Web LAR—F 4 L T A F—TMIZLTWER, LR—F 4 72T 4 A7 FEEME
DU THNTWARWEGES, T4 AZHEBNEV S THND E T, FREFE Web LR—T ¢ 7
DHEREL EH A,

o HFOEIV Y TEADRL LSS, FILVWEID Y TENICTRTOT—FBNEDLLIICRDE
T, L EWTFT—Z0bLHIBRENET, FrLWZ +—ZRBEFHESNTWET 4 AZERE Y b
REWEE, T—Fi3KkbhEtA,

e FVYUTEEZERIZHRETDE, T—FIIMRFEEIN< 20 £,

o HEANRLRBHETOT 4 A7 FEIREI S EOFHEMZ OV, TR >— AR BLOT T L
T A 7 RBECET 57 4 A7 I OEI D 24T (P.8-10) BEV TRREEN D A v & — P DIREE
Ml (P.8-10) ZZML T Z&E N,

TARVBEEHEOBIYHT

AFvFT A1

A7y 2
AFyvFT 3

ATv7 4
AFwFT 5
AFvT 6

TTITAT AT, BEMERDOT ¢+ A7 HEPHBICARE L, —F THOBEEEROT + 2 7 8k A4
DICHDLEE., TAAHEBEZHRY Y TCTLZ LT, ZOMELBEMTEET, T XTOMEEICLY
%< OB MBERIGEIL, N— KU =T7 07 v 77 L—RERFLTIZEIN,

(X L& BRI
© FURIEOETEEET DL, BHOT—F ELEMEOT <A T U YT ICHET 2 HAD b
DEF, TIRKT 4 A7k EHI D YT (P.14-56) THBMEZZR LTI EE,

o [RHEND A v — Y2 FE T EITHIERT S 2 & T, B O Z —FFRICIERTE £,
FIR

X2 VT4 FHT T TAT AT, [EET 7747 A (Management Appliance) | > [ ¥ AT L%
B (System Administration) ]>[7 4 A2 &# (Disk Management) ] Z&R L 7,

[T 427 75 —%Ofwm%E (Bdit Disk Quotas) |27 Vv LET,

[T 4227 7 4—% Ok (Bdit Disk Quotas) | X—I T, £ —ERIZEV Y THT 4 A7 kO
(FHNA NHNAL) Z AT LET,

AR ARBHELISN DT RTOH—ERIZH LT, 002 HT 4 A7 RO GHEE TOEE A TEET,
[P/ (Submit) | %7 U vz LET,

BLAT TRy 7 AT, [HLWI A —XD5kE (Set New Quotas) |27 U v LET,
[#eET D (Commit) |27 Vv 7 LTERERFLEL,

Ea1a—DHREITA X

BRICAYR—DEH

(B =W NFERES NI EFHAL—YIZT) bo b b KT O2R—UAMHRIZT 782 F 25U 2 F&fE
RTEET,
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B BERE

KUIZAD U R ME_—T %800 BT 5X—VICBEIL, Var FUOL EADELD[B
KIZAY (My Favorites) | A =2 —0nb [ZOXR—T %
KUZADIZIEM (Add This Page To My Favorites) ] %8R
LET,

RICAY DEFETIETaIy MILEDHY EHA,

BRUIZAY DlEfF#= 4R [BXUZAY (My Favorites) 1> [T X TOBKUTAD &
7~ (View All My Favorites) | &R LBKUICAY Z#HED
JEFIZ KT v 7 LET,

BRUTAY ZHIBR [BXIZAY (My Favorites) 1> [T X TOBRICAD &%
=~ (View All My Favorites) ] &R L, BKUIZAD ZHIBR
LET,

BRUZAD O_X—VICBH) 74 NUOHEBMEICH S [BRICAD My

Favorites) | A =2 —0 O _N— U RINL E7,
HARL LR— D=5 FRmE ([ RAZ L LER—F] (P3-7) #8RLTLEE,
TXTERL
A A B =T = A ATRD BRUICAY ZRIRT D0, RX—=T FEHO [RIOR—VICED
(Return to previous page) %7V v 7 LET,

T)I27LURD H/E

XA FAERBFISAT7UVARLETCHREShTWREEL—Y
7 — 7 /LR &éh#nw%i&@7)77V/x%%mT%iT ZOFY Ty LR, a—FREk
Fa VDT 4 BT o947 R a4 A -NCEBENET,

o Zih (GUI BXWPDF LaR— iZiE )

o TFTUT 4T R—=Y (A RICERINDN—)

o LAR—hFX=UOF 74/ FORFHHE (FEHAERL 7Y a ik, BFA—LBLO Web L
R—T 47 X=VOV 7y FTT)

o LAR—F R=TORIZEFTHITH

EROA T a0, a—F a— i kLo TERY 9,

INbDFY T 7 L AERET DI, [F 73 (Options) ]> [EBREERRE (Preferences) ] Ak
ELET, (A7 a3 (Options) | A==—1XGUI V4> FUo EEARICHY £9), 58T LD
EHEERFLET, METHILEETHY EHA,

©

"
\l
-

[BREE /CF_ (Preferences) | X—IZT7 7 BATHRNIER L TWIER—VIZRDITIE, X—=YTFHO [
H'TOD *—VITR % (Return to previous page) | Vo2& 27 U v 27 LET,

NEBERLEShf-1—4
SMBRFES NIz —H T, [A 7T 2 (Options) | A=a2—CEREHELHEBERIRTEET,
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o TuX 7o (P.15-1)
o InJ %47 (P.15-4)
o T Y7271 7Fg) (P15-21)

OX> T DHME

0y 7y AMIE, VAT LEADT VT 4 BT 4 OFSMIIN AT, BE OBIENTEEINE T, A3
A T X2 VT T TIAL TV ADE=AN T NI TNy a—TF 47 BIXOVAT A
NI =< AOFHOT=0lce Z7&#HEH L £,

FEAEou s, FL—r 7% AL (ASCID) BTSN ETN, PTFovF 7 oy vV—
ADPEEE R DT OIINA T VR TREINE T, ASCII 7F X MERIZ, LEOTFA L =

T4 XTI ENMTEET,

AxX> o &éELR—Fa 05

RXST FT=HE, A=Y Tu—0F Ry 7 AR AEOBIEET 5 E RO (FTP #
O, HTTP =7 77 A N2 E), T—AATDarTI3A4 7 AOBMICHEALET,
ZouX s F=2E, BTANEX2VT 4 TTITAT UV ANOEET 7 8AT 52, (T
HOIEB FTP —NZEKE L TT —AA TERTFHEAMD Z & b TEET, 77 T4 7 AT FTP #
BLCaZIZT78ATHILb Ny Ty TORMTT L—r TF A O R 7 24—
TovathHhlbTEET,

VIR—=T 4 7 T=2aRRTDIE, TTIAT Y ADT T T4 AN =P L F—=T = 2D [
LAR— b (Report) | N—VEMEMLET, ©7 —FICIET7 7 BATEERA, £, YRAa0a T
YRR YT AT S TAT U AUSMITEETE EEA,

X2 VT BT 7T AT A%, Cisco IronPort A S Afg@EE (ISQ) ¥ — X Ot &&Te, +C
DUVAR—=T 4 TBLON 7 v X 7FEHREZRO T LET, 1SQ T —# 1%, ESA »HEINET,
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045 OmE

0y ZyAME, £ I5-1ICRT 77 A VEmE7 o barviz R L CRETEEd, 7a barix, 7
TIAHIN 2= A H =T 2 ATH T AT VT g VEAERERIIRET D & XITHRET D0
CLI ® 1ogconfig 2~ F&EMEHLTEELET,

#* 15-1 oJegEEsoran

FTPAR— |Z0XAT7D7 7 ANEEETIE, VE—FFTP 7 7472 MIEHE L~V E i34
yoyg L—& L_LD2—HFOa—H LB I RRT— REFEHLT, 794 T ARCT Y
AL, vl 7rANERELET, FIPR—V) 7 EEMHAT L oCn s 72
IV T arERETIHER. RETI IS 77 A NVORKEEERETOILENRD Y
F9, BRMICET S L, HbEHTWT 7 A ADBHIBRSVET,

FTIP7Yy |ZDXZATDT77ANEXRTIE, A3 arTr Y ¥Xa2 0540 TFX5A4T AN
va E— bk A E2—FDOFTP —N, EMWICa Y 774 v 2Ty a2 LET, 7R
IV TvailiE, 2a—FL4, RAT—=F, BLO®VE—bh arta—F EOsEET 4
V7 NUBMETT, as 7rA0E, RESINca— A —_"— X7 Va2 — LS

WTHRE S NET,
SCP 7Yy |ZDFATDT 7 ANEETIZ, 223 2Ty EXa T4 T7FI5AT AN
va E—F IUE2—FD SCP H—N2, EYCe s 774 NVET vy 2 LET, ZOF

FiZix, SSH2 Ve hansEHT 2V E— b a2 E=2—% £® SSH SCP H— "3 E
Td, V7RIV aliFx, =4, SSH¥F—, BIQR®VE—h avrva—% L
DIHT 4 VI VIBMETT, vy 77403, FEINTZa—/LF—/— R/
Va— WS TERE SN E T,

Syslog TDEATDT 7 ANERETIE, VR arFrY X2 VF 4 T34 TV ARY
Fyva |E— | SyslogF—Ncn s Ay —UEEELET, ZOHEE, RFC 3164 (UL L
TWET, Syslog = "OKRA MEREL, 27 OEEIC UDP £7/21% TCP & H 3
AEVERHYET, HHTIR—MISI4 T, 270772 U T 4 3RIRTE £428,
0y ZATOT 7NV MIRR Yy T T T Ama—THLNUDBIREINTVET,
syslog 7y ¥ 2 AL CEHBETEH0F, T7F A =200 7T TT,

F77ANVEBELUTaA LY F)BEE

AsyncOS i3u 7 727 V7o a r TIRELEZR JLICESWT, fu s/ ¥ 727U Fva D5 4
L7 MY EERRLET, T4L27 FVNORZ DT 7 A NAE, vl 37270 FoarTRESN
77 AN, vl Ty ANAPRRBENTEAYA LAZ LT BEOH-XFORAT—F A a— KT
ENTWET, RIZ, T4L27 FPIBIXORT7 7 A 40 BAIOHERLET,

/<Log_Name>/<Log_ Filename>.@<timestamp>.<statuscode>

A7 —H A a— KL, .c (Teurrent (BIFE) ] OEW), £721% .s ([saved (FRIFHA) ] OEIE) T
Ty REBLDAT—ZADO T T7ANDIHRELRETIHENDH Y F5,

ATOA— A —N—ELVEER T a—)L
0y B TR T a v EERTHEEIC, s DOn—F— "= HWT 7 A LDEEE, XU
LWZ 7 A VOPERED b Y H—%45E LET,
RO LY T—=DONTNERINLET,
o T AN P AX
o HEH]
- BELEMET (B, 4. W, £72130%0
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EE2ATT 5 &3, mmmOFIIEV £,
2R L HAERRAZ AT 5123, Fl 2n30m IZHEVET,

E
— fFH, BE LERLIC
ER S

— ER LB OREH O 7E L 2Rl
R A FET 2561, 24 R AMEH L ET, =& 2E llpm 1% 23:00 TY,

.
1 BIZHEED o — A — =W A V2 — VR ET A%, B2 o~TREIn £9, =&z
. R EEFICn 2o — L —_"—F5121%, 00:00, 12:00 E AN LET,

TAZYRY (¥) #UANII—FRE L THERTEET,
e xiE, EMICERBIO30 Il ice s a— A — "—F 521, *:00, *:30 LA LET,

FBELEHIRICET D E (3 A XB X O OGSV ZHIR 2% E L T D HA KD
HIRICET D &), v d TrA AP —nt—_"—InFET, FTP R—V LV FHEEA D = X AIZHES N
ralZ Y727 YT arTiE, TrANRNEREShEE, ENLOT A NNBEEENE N, VA
TATR Y T7ANVHIZEGIZAN—ARYUBEIZRDET, TTTFTA TV ADFIP T4 L7 NUIZE
nNoO7 7 A VNEEESNET,

GE) WOBIRICELZEEIZa— A —N"—RNEITHOHAE, L — L d—N"—F 2%y 7INET,
T —NEEEN, TI— IR EEENET,

O 274ILADEZ A LREZT

Wwowv 7 77 A ML, v 7 BEOMBAE L& TH, AsyncOS D=V a | BLUGMT 7k >
b (7 7 ORIER» S OBE) NEENTVET,

- A= ur
— =7V AN/Tuys VAL s

— VAT A vy

FIFXIETAR—=T)NIZHEBO5

X2 VT A BEHT T IAT U RE, Bkoa s 3T A7) g URFRIREINTVET,

#* 15-2 EWMBREShf-OT $YITRHYToay

nJ4% ny 247 mBAE
cli_logs CLI E#&nm r FTP R"—VU 7
euq_logs Cisco IronPort A /S Af@EHED 7 FTP R—V 7
euqgui_logs Cisco IronPort %S AFEEE GUI v 7 FTP &A"—V 7
gui_logs HTTP = 7 FTP &A—V 7
mail_logs Cisco IronPort 7% A b A—/ s/ FTP &~"—Y 7
reportd_logs ViR—T 47 as FTP R"—VY > 7
reportqueryd_logs LR—F g/ s — s FTP #—V v 7
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® 15-2 EHMRESAEAT $ITRIU TV ar @E)

nJ4 Ry 247 BEAE
slbld_logs =7V AN/Try AL RS FTP R—V 7
smad_logs SMA n 7 FTP A—V >/
system_logs VAT A B FTP K—1 v 7
trackerd_logs FovXLT n s FTP A" —V >/

HEEBRINTWATRTOr S 7227 Y P g TiE, 727 L-ULd Information (23 E ST
WET, B LLOFEBIZOWTE, e LvogkE] (P15-22) 28R LT 7EEN,

BWHENTWEIAL LR F—ICEoTiE, BMonZ 722710 Foar2RETCEET, v ¥
T2 TP a rOERBIOWREICOWTIE, T/ 72270 Far) (P15-21) 28R LTL
7230,

nyg 247

o m s 24 7OWE) (P.15-4)

e [av 7y Xal—vav@Ea 7o (P.15-7)

o ICLIEsEm Z7OfEH) (P.15-8)

o [FTP ¥— " a7 Offifl] (P.15-9)

o [HTTP v 7/ OffiH] (P.15-9)

e [Cisco IronPort A X AfEHEE=R 7 OfEH] (P.15-10)

o [Cisco IronPort A /S AfREEE GUL v 7 O] (P.15-10)
e [Cisco IronPort 7% A k A—/L a7 O] (P.15-11)
o INTP v ZOffif) (P.15-16)

o [VR—F 47 ur7ofH] (P.15-16)

s WAR—=FT v 7 7y —nu7oEM (P15-17)

e [E—T7VURNTrYyZURALaZOEM] (P.15-17)

e [SMA v 7 0Offif] (P.15-18)

o RF—x2ur7OMEM] (P.15-19)

o [v2F A uvrofiH]) (P.15-21)

e [hNTvxr 2/ vusizonT) (P15-21)

Oy 24 TOBE

nyg BT RAIYTaviEn s A4 TELEL, v Lok, BEOT 7 AN YA ARgEeEHR A ED
FOMOEHEICEEMNS T ET, 2v T 4 Fal—Ta YBREuIUSNOTRTOR Y ¥ A 7T, B
DY TR VT arwflHTEET, vl A7 ICLoTCu Ik SN T —2BRED 7,
0y TRV T a v EERTAEXIIR S XA TEBIRLET, SOV, v 72
7V 7 var] (P15-21) 2L TLEE N,
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AsyncOS TiX, Rou 2/ XA THRERINET,
% 15-3 ay 447
Ry 847 BILL]
?ﬂﬁfﬂﬁ uunED7L X, v— TIIVET- iﬂuﬁuunﬁéﬂf;l ﬁ'%iv\ﬂzi’\‘le’I’ bk}

TIIGATUAND GUI BLIWOCLI O FDT 7 & A
AR LI A R EEESNE T,

SERAE A DB, F Ay 7B EOE Y FERE— FTHE, T2T0
LDAP 7 = U —RZhbon ZickrmshEd,

SWTC, KB Licu s

Kyy97ywrFnyd

Nyl T ol aliEG "\ s 7y ot ARBEmN bR TECEELET,
NPT o7 Arva— rZICElT2EHRIE. SMAeZHIZHD £77,

CLIBERnY

CLIEAr 7IZiE, VAT LA EOTXTOCLI 777 4 ©F 4 Btk ET,

avIq4¥arL—
YavEEnY

a7 4FXal—arBERa i, F0Xontxa VT 4 BB SIA4T
VADEBENNATONTZOERELELET, 2R EFEEaI v T
AN, HiLvwar 7 4 Xalb—v g VEEa IR ERINVET,

FTP $—/X 0¥

FTP v 7\Zi%, A v Z—T = A ATA RF—T NI/ >T5 FTP —E 2D H
WHRFEINET, BROFEME2—V 77T o ET o NI NET,

GuUIl o4

GUI 2 2712id, Web A v F—T =24 ATON—VEFORBRE, v ar 5F—
A, BIOR2—RT 7R LIE_R—URHEInET, GUL a7 2EH LT,
2—W T I T 4T 4 BT LI L. GUI Tax—HFIZkREINZZT—%
HETDHDZENTEET, =T7— FL—ARNy 27X, @, 2007 |IEHEs
nET,

GUI 2 Z2iZ, SMTP rS o ¥ 27 a  cBTaE®R (L2, 775947
VAMBBF AN TIEEEND ATV a—LELLVR— MCETHIESR b
kSN ES,

HTTP RY

HTTP = 721X, A VX —T =2 A ATA F—T /272> T HTTP +—E %
BLOEFx 27 HTTP —ERICHT A HEWNTEESNET, HTTP #2H LT
T340 a—HF L F =T A (GUD) IZ7 7 EAFT 57, HITP =
TIWEEARNIZ, CLIEEe 70 GULIRIZ/>TWET, Evvary 7—% (3
HMeyrar, HIlROInNty a2 d), BEXOIT T 7400 oa—H% 1
H—T 2 ATT 7 RASINE_N—U Rk nET,

Haystack A%

Haystack = 7121, T — X% N7 v X795 Web N7 %7 vz R
FiERSNLET,

FERbM A= OY

FEXAN A= alliE, BEFA—N VAFLAOEE (X v—TDZE,
A v —YORERIT, ﬁ@u@ﬁﬁﬁ“&%T\ A=V RRE) ZHE
THEMMNTEESNET,

A=) a A7 7 A VBB EENDHEAICET 5 EERFERIC OV T,
[N T vx 7 = 20ME] (P.6-1) 2L TLIEIN,

LDAP F/8w 4 o4

[V AT AEH (System Administration) ]>[LDAP] T LDAP %#& & L TW\%
Balk. 2hoon 7 2BEOT Ny ZITER L ET,

72X, TnsouZiZid, [T A b H—s3 (Test Server) | RZ 0 [T A
h 7=V (Test Queries) | HRF¥ %7 U v 7 LIcFERNTLERINET,

LB U7z LDAP ZREFDOZEMIC OWTIL, Fifu 728 L T &0,

NTP 0%

NTP 2 23, 7 I9A TV ALEBOREFL LY NT—27 XA L Fr k
b (NTP) B — e DOWENTHEINET, NTP 3 —"DOFEDFEMIZ O

T, (VAT ARFAORE ] (P14-46) 2L T E 0N,
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® 15-3 ny 847 (%#)

oy 447

LiR—F4 25 By

ViR—T 47 a2k, PREGFALR—T 47 = AD T kv RICH
BT ONTZT 7 g onidkEnEJ,

LR—F425 5T
y—nsg

LR—=F 47 7Y —aiZix, 7794 T ATEFTENTZ, VLER—FT 4
VI ) —ICEEMN T BENZT 7 v a URRERSNET,

SMA o4

SMA v 721X, —BNReX2 ) 7T o EHBT 7747 v A7 1k R TELEM T
LDNTET 7y arpnimInEgd, SNEHLFA— M £REHRNT v
Cisco IronPort A/ X A[REE —E 20 7ok R 3EEnEE A,

“hbou i, Nt T v AT a—) ST AERNEENE
‘é—o

SNMP B

SNMP = Z7Zi%, SNMP X v h U — V& D NCEET LT Ny 7 Ay
U ENET, PL—RERIFIT AV S E— T, X257 4%
BT 7547 A~D SNMP E RN EEFNE T,

+—2YRM/TOy
HSYRNOY

t—T7 VA N/ Tuy s VAN ZZiE, =7 VAN Ty 7 U RANORE
BT = R—R T T —F BRI ET,

R/ LFREE GUI B Y

Cisco IronPort A X ARGEEE GUI v 721X, GUI =0 L7cfR@iis% e, = K =—
RRAE, T R a—H T var (B ALK 72 L. Cisco
IronPort A /X AfEEE GUI IZBE 357 7 v a Uik ShE 7,

ANLEEEOS

Cisco IronPort A/ Af@EHE= 27121%, Cisco IronPort A /X A [GHEY v & (2 B
o7 7 a oI ET,

AF—2Z2 05

AT —H A 1 J|ZIL, status detail B L WM dnsstatus 72 ED CLI A7 —H &
Ay RTHRIBESNTC VAT AREHE RS TR SN E T, FEERMIFEIL.
logconfig @ setup V7 A~ REFEALTRELET, AT7—F A a /Tl
R—bhENDdAUr2ERFV—ME, RBIRIA Y203y I REED
5DETY,

SRTL OY

AT A vk, 7— MEH., DNS 275 —#% 2 EH, BL O comnit 2~
R L Ca—Y RN AT LEa X bREEENET, VATl 7
FSAT U ADRIED NG TNV a—F 4 TITESLELET,

cFSyxog oy

FovxorrZ aZicidk, b Tyxr Sy =R ok AEEMNITLENTET
JyarnikEnEd, FToxr s usiE A-reloVr Ty MZ
o TWET,

7yvIFTr—4 nd

B o7 v 7T — el =R T v 7T — MIBET DR,

7yIFFL—K oy

ToTTL—FRDE T a—RE A A M=V T D 2T — 7 21FR,
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ay
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AV« XalL—LarvBEREOS DM

WDary7 4 Xal—a VB 7ok, VATFAIe A TXsrn—hL a—FEEHRT D
T—7 0z, =2—% (admin) N7 A b 2—FZBEMLZZEEZ2RLTWVWET,

<?xml version="1.0" encoding="IS0-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<l=-
XML generated by configuration change.
Change comment: added guest user
User: admin
Configuration are described as:

This table defines which local users are allowed to log into the system.
Product: Cisco IronPort M160 Messaging Gateway(tm) Appliance
Model Number: M160
Version: 6.7.0-231
Serial Number: 000000000ABC-D000000
Number of CPUs: 1
Memory (GB): 4
Current Time: Thu Mar 26 05:34:36 2009

Feature "Centralized Configuration Manager": Quantity = 10, Time Remaining = "25 days"
Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual"

-—>

<config>

CLIEEENn/ nfFEH

CLIEEEN 7 0l

# 15-512, CLI & i@ SN2 HeEr LET,

% 15-5 CLI & 0 J nfftaHER
#rEt B L
BALREUT | A FRRE SR,
PID a<w Y RPADENTEZHED CLI Ly a o7k X ID,
Aytb—T AvtE—=UF, ANShzCLla~vy R, CLIH (A=a—, VA LRE), BL
VEFRINEA T 7 TR ESNET,

o CLI ¥ 1 7 OFliE, who 8 XN textconfig CLI <=2 KA1 7= PID 16434 OfF# %R L
TWET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n

\n
admin Wed 11AM 3m 45s 10.1.3.14 tail\nadmin 02:32PM Os
10.1.3.14 cli\nmail3.example.com> '
Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n- NEW
- Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]> '
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||
FTP —/x 0 D{EHH
# 15-6 12, FTP — R n ZJICEE SN mae R~ L E7,
*& 15-6 FTP —/\ o5 DO#iaHER
et B
BALRBAYT |4 NHPEE ST,
ID e ID, FTP 8t = & oBl{E O ID,
Aytk— 0y T hNIDAyE— 7 avit, el T A NDRT— X AER, F00T
FTP 8158 (u /A2, T7oru—R, Avrn—R, aZ7y Ry 2i2b
£,

FTP 4—/\ o5 0 fl

WD FTP ¥— " u Z7ofIcid, B (ID:1) BNidEksnTnEd, EEEROIP 7 KL ADIEN, 7
TTA4ET 4 (Z7ANVDT vTu—RELZyrn—FR) BIXORalZ 7o FPARENLTWET,

Wed Sep 8 18:03:06 2004 Info: Begin Logfile

Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: 00065BEF3BA6D-9WEWC21
Wed Sep 8 18:03:06 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:03:06 2004 Info: System is coming up

Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds

Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS

Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

Fri Sep 10 08:08:57 2004 Info: ID:1 Download words.txt 1191 bytes

Fri Sep 10 08:09:06 2004 Info: ID:1 User admin logout

HTTP O D fEHA

HTTP B 45 0l

# 15-712, HTTP v ZICitk S #at il a s L9,

® 15-7 HTTP O/ & h H#HHER

At B8

BALRBRYT |31 FREE SR,

ID v aID,

req Bt~y D IP 7 LA,

user Yt —H o —H 4,

Ay— FATENTT 7 v a BT AR, GET =<2 K, POST a~w> R, £HEFv A
TEARAT=BAREREGENLIHGERDHY 7,

WO HTTP v 7 OfliE, BHEL VLD 7774 2=V A F—T = A ZADOMHH (VAT A
vy N T v 7 U= ROEFTRE) ERLTOVET,

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port
443

Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80
Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443
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Wed Sep
Wed Sep

Wed Sep

Wed Sep

Wed Sep

Wed Sep

Wed Sep

8 11:17:24 2004 Info:
8 11:17:24 2004 Info:

8 11:17:25 2004 Info:

8 11:18:45 2004 Info:

8 11:18:45 2004 Info:

8 11:18:46 2004 Info:

8 11:18:49 2004 Info:

Time offset from UTC: -25200 seconds

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST
/system administration/system setup wizard HTTP/1.1 303

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsinsheight=190
HTTP/1.1 200

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=&width=325&interval=0&type=recipientsingheight=190
HTTP/1.1 200

req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

Cisco IronPort A/ \LlgEt0 45 D EFH

< 15-8 12, Cisco IronPort AN AfFEfEw ZICFRE SN D MEIE R EZ T~ LET,

& 15-8

Cisco IronPort X/ LIFEEEOQ T O#HEHER

et

SiBA

BALREVT

SA b DEE

ST,

Ayg—T

A=Vl EfTENET 7V ay (XA ybv—VolREE, BREESEEE D S Ok
L) THEEnE T,

Cisco IronPort X /S L[EEE Q4 Ol

wov 7O, REEH S admin@example.com (2 2 fHD A »E— (MID 8298624 & MID
8298625) MRS NI LERLTWVET,

Mon
Mon
Mon
Mon
Mon

Aug
Aug
Aug
Aug
Aug

14
14
14
14
14

21:
21:
21:
21:
21:

41:
41 :
41:
41:
41:

47
47
47
47
47

2006
2006
2006
2006
2006

Info:
Info:
Info:
Info:
Info:

ISQ:
ISQ:
ISQ:
ISQ:
ISQ:

Releasing MID [8298624, 8298625] for all

Delivering released MID 8298624 (skipping work queue)
Released MID 8298624 to admin@example.com

Delivering released MID 8298625 (skipping work queue)
Released MID8298625 to admin@example.com

Cisco IronPort X/\ L@kt GUI o5 O ER

# 15-9 |2, Cisco IronPort A X A[REE GUI 1 ZIZ5dk SN D MEHERE TS LT,

& 15-9

Cisco IronPort X/3LFE8 GUI 04 O#tati&R

iRt

%“:

B

BALREVT

AR RERIE ST,

Ayt—v

Ayb—Uld, 2—PRERERE, FITSNZT 7 v a o THERRSh
£,
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Cisco IronPort X/ LEEE GUI 04 a4

Wowa 7 OFIL, KA LTERIE, n 74y BRUYRZ 7T MERLTHWET,
% 15-10 Cisco IronPort Z/$LFRE GUI O Dfl

Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82
Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83
Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin
Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtLévyI5StCghCfO
session:10.251.23.228
Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtLé6vyI5StCghCfO
session:10.251.23.228
Fri Aug 11 22:08:44 2006 Info: Authentication OK, user admin

CiscolronPort XX k A—)L OS5 DOEH

IhbouZitiE, BEFA—NDZIE, BT A—LOEE, BIOANY L 2O EMNLEINLET, X
T — &Xhﬁ% 1 38t A— v a7 EZIRAENET, ZNb0uliE, FFEDA vE—VOREME
FHEL, VAT A NRT 4= AT 59 A CHERBERIRE R 7,

hbou s, BIARREIVELH Y E¥A, 7L, BT 7 A NVLEFERT HITIE, WA R
TAOBRENVLETT, W7 7 AVL41E, FICREEINLIDITTIEIL Y THA, FEMIZ OV T,
[N T X7 = 20ME] (P.6-1) 2L TIIEIN,

# 15-1112, T7F A b A= u ZIZERENDERERLET,

= 15-11 FXR b A—)L OF O#EHER
et BL
ICID Injection Connection ID (A > ¥ =7 ¥ a3 V#E ID), ¥ AT LMIHT 5%« D

SMTP ##5 %2 T8 ID T, Y AT L~D 150D SMTP ##E T, H—D A v
twyi#igﬁ@%ytwy%%%f%iﬁ

DCID Delivery Connection ID (F{E#2#¢ ID), B ¥ — NIxb9 54 % > SMTP #5i &
KIHKMID THY, ZoERT 1 EH %iﬁt?ﬂﬁ]@% yE—URRESNET, |
DDA Y= VRETHE T2 RID A —EICREShET,

RCID RPC Connection ID (RPC #%#¢ ID), Cisco IronPort A /X A FEEEIC 6T 2 il &4 D
RPC #fi & &34l ID T3, Z® ID %M L T, Cisco IronPort A% A[FHE & D
MTEZEEND A v E—VZBHLET,

MID Avt—YID, ZOIDEZEALT, Avk—YO7u—%n 7 TEILET,
RID ZEHE D, & A v —VZEHICE, IDBFVLETHRAET,

New FHOBG BB S E Lz,

Start FHOA -G INE LT,

Bl
0y 7y ANEBRIRTBIZODHTA FE LT, ROV FAEFERALTIEEN,
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(G¥) 0oy 77 ANDEITITNE. BEDNEVLEToRFEA, ZZTIE, HIZYH U7V E L THEENED

BTHNTWET,

& 15-12 TXRbF A—JL BT DR

1 Mon Apr 17 19:56:22 2003 Info: New SMTP ICID 5 interface Management
(10.1.1.1) address 10.1.1.209 reverse dns host remotehost.com
verified yes
Mon Apr 17 19:57:20 2003 Info: Start MID 6 ICID 5
Mon Apr 17 19:57:20 2003 Info: MID 6 ICID 5 From:
<sender@remotehost.com>

4 Mon Apr 17 19:58:06 2003 Info: MID 6 ICID 5 RID 0O To:
<mary@yourdomain.com>

5 Mon Apr 17 19:59:52 2003 Info: MID 6 ready 100 bytes from
<sender@remotehost.com>
Mon Apr 17 19:59:59 2003 Info: ICID 5 close
Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 8 interface
192.168.42.42 address 10.5.3.25

8 Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 8 MID 6 to RID
[0]

9 Mon Mar 31 20:10:58 2003 Info: Message done DCID 8 MID 6 to RID [0]

10 |Mon Mar 31 20:11:03 2003 Info: DCID 8 close

Hikow 7 77 A NEFRHLBMDTZHODHT A R LT, £ 15-13 #FH LTI EE0,

& 15-13 TXR L A—JL O OFIOEE

4

&=

188

-

VAT AR L TH LWERENBEBSN., AP x=2var ID (ICID) 5] 23%]Y
YVTHONELE, ZOBEFBIZEHRIPA L E—T oA ATZEESH, 10.1.1.209 Y
ET— bk BFAMCHBENE LT,

N

7T AT 2 RS MAIL FROM 2 v 2 RINETEINZHR, A vE—TI2A vy —T 1D
(MID) T6) 23Elp ¥TohinE Lz,

REEZET FLABRE S, 2T ANLGRET,

ZEENHEN S, ZEHID (RID) 10] AEIV Y THRE L,

MID 5 "% AN DI, 74 A7 IZHEZRAEh, MRISESNE L,

AR L, SRR T LE L,

N o A~ ®

AvE—VEET B ANRMBIILE Lz, 192.168.42.42 725 10.5.3.25 ~DEF
(2, EfE#HGE ID (DCID) 18] 28K Y THhhE Lz,

(]

RID 10) ~D A v E—VRENHBIILE L,

RID 10J ~® MID 6 OEUEIZHEI L E L7z,

RS HERE R T L E L7z,

FERM A=) TR

1) D

WOFIT, SFEIERr—RFESILn s = M) ERLET,
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Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com
(1.2.3.4) address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID O To: <user@example.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID '<37gva9$5uvbhe@mail.example.com>'
Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4
Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [O0]
[("X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0

<37gva9s$5uvbhe@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

EERAvE—CERIEDH

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]

Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [O0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

KBLIAYE—CBE Nv—F 89U R)

2 NDZEEDRBESNTIEA v E—UNT T IA T RAA V= NENET, BIFRFIC, sEih 2
FARSXX =7 —%BELE L, T, AvE—T2 b0 EHRICHEETE P Z LER

LET, 77747 AF, BEHFICHEMLT, F2—nLZN00ZEEEHIBRLET,

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address 64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

BRHBICERICREINE YT~ 13002045

AvE—UNT TIAT AL Y= FENET, AOEERITT, AvE—VIF Y7 Kk Ry
VALT, FOBOEBREXa2—ICANONET, 2[FDOOFEITTA vE—VIFTEFICERE S NET,

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID 0 - 4.1.0 - Unknown address
error ('466', ['Mailbox temporarily full.']) []

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23 2003
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Mon
Mon
Mon
Mon
Mon

Mar
Mar
Mar
Mar
Mar

31
31
31
31
31

20:
20:
20:
20:
20:

01
01
01
01

01:

:28
128
:28
:28
33

Ayt—Y R¥ v UHER (scanconfig)

2003
2003
2003
2003
2003

Info:
Info:
Info:
Info:
Info:

DCID 5 close

New SMTP DCID 16 interface PublicNet address 172.17.0.113
Delivery start DCID 16 MID 4 to RID [O0]

Message done DCID 16 MID 4 to RID [0]

DCID 16 close

WOTa 7 hT, Ayve—VOBKERE SR TERNGEE (RGTT7 7 A VEHIBRT 23546) OBE
% scanconfig 2~ R&EH L TRE LIZHE.

If a message could not be deconstructed into its component parts in order to remove

specified attachments,
Deliver

1.
2.
3.
[31]

Bounce

Drop
>

the system should:

A= a JICUTFRERRENET,
scanconfig T, X ="M TERVBHNZEHNG T S L 0 IZFHIE L 7EH5

Tue
Tue
Tue
Tue
Tue
Tue

Aug
Aug
Aug
Aug
Aug
Aug

3
3
3
3
3

3

16:
16:
16:
16:
16:
16:

before first
Tue Aug 3 16:
Tue Aug 3 16:
Tue Aug 3 16:
Tue Aug 3 16:

scanconfig T,

Tue
Tue
Tue
Tue
Tue
Tue
Tue

Aug
Aug
Aug
Aug
Aug
Aug
Aug

3
3
3
3
3
3

3

16:
16:
16:
16:
16:
16:
16:

before first
Tue Aug 3 16:
Tue Aug 3 16:
Tue Aug 3 16:

BEAIFANDHIAvE—D

ZOF T
Tea T T4 VA BEEINTWVET,

Sat Apr 23 05:
address 224.0.
Sat Apr 23 05:
SBRS 0.0

Sat Apr 23 05:
Sat Apr 23 05:
Sat Apr 23 05:

w7 7 AN D

36:
36:
36:
36:
36:
36:

29
29
29
29
29
29

2004
2004
2004
2004
2004

Info:
Info:
Info:
Info:
Info:

MID 256 ICID 44784 From: <test@virus.org>

MID 256 ICID 44784 RID 0 To: <joelexample.com>
MID 256 Message-ID '<137398.@virus.org>"

MID 256 Subject 'Virus Scanner Test #22'

MID 256 ready 1627 bytes from <test@virus.org>

2004 Warning: MID 256, Message Scanning Problem: Continuation line seen
header

36:29 2004
36:29 2004
36:29 2004
36:29 2004

Info:
Info:
Info:
Info:

ICID 44784 close

MID 256 antivirus positive 'EICAR-AV-Test'
Message aborted MID 256 Dropped by antivirus
Message finished MID 256 done

A= E PR TERVGEIE FE > 7T 5L D ICRE L EHE,

38:
38:
38:
38:
38:
38:
38:

53
53
53
53
53
53
53

2004
2004
2004
2004
2004
2004
2004

header

38:53 2004
38:53 2004
38:53 2004

Info:
Info:
Info:
Info:
Info:
Info:

Start MID 257 ICID 44785

MID 257 ICID 44785 From: test@virus.org

MID 257 ICID 44785 RID 0 To: <joelexample.com>
MID 257 Message-ID '<392912.Q@virus.org>'

MID 25781 Subject 'Virus Scanner Test #22'

MID 257 ready 1627 bytes from <test@virus.org>

Warning: MID 257, Message Scanning Problem: Continuation line seen

Info:
Info:
Info:

05:42 2011 Info:
0.10 reverse dns
05:42 2011 Info:

05:42 2011 Info:
05:42 2011 Info:
05:42 2011 Info:

Message aborted MID 25781 Dropped by filter 'drop zip c'
Message finished MID 257 done
ICID 44785 close

WaE A 2 —T T B X HIT, & Message Body Contains] % &

New SMTP ICID 28 interface Management (192.0.2.10)
host test.com verified yes
ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]

Start MID 44 ICID 28
MID 44 ICID 28 From: <senderl@example.com>
MID 44 ICID 28 RID 0 To: <recipientl@example.org>

Il AsyncOS 8.1 for Cisco Content Security Management 21— A F



| $15% n¥oy

Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001cba32e$f24£ff2e0$d6efd8alS@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

3O T 740D 2 FHMN Unicode TH D Z LITHEE L TLZEW, Unicode & F R TERWEAR
T, 20X 5 IR 7 7 A Vi quoted-printable B TERENE T,

$FERIT)SA SN AVvE—D

N
E)

VA NUEALVI N T 7 varizlO—HoOMEE (alt-rept-to 7 AV H | 72 F A/NA RCPT Y
SA M. .bec() TIZay, ToVFIANRUEA L7 arpd) IZEoT, HILWA vE—U0ME
FEnET, nICHEBRL GEREMR L, LEIZISEUTMID X, HEI12X > TIE DCID ZEMML
T, O X o7 FUNRAEEETT,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

F2X

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter
'testfilt'

[Rewritten] => FUiX, H LW MID OffH%Z2 "4 0/ DfToRICERINET,

Cisco lronPort R/\LREEAND A v E2—2DEE

A=V hRBHMEICEET S &, A—/ o/ Tid, RPC 8t % %34 % RPC ##: ID (RCID) %
ERALTC, RBEERE OMOBEINEBEHSNET, ROA =L BT TlE, AvE—JIZANNLDRT
AT B, Cisco IronPort AR ARFEEIC B E STV ET,

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To:
<stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make it
a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>
Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local Cisco
IronPort Spam Quarantine
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Wed Feb 14 12:11:45 2007 Info:
Wed Feb 14 12:11:45 2007 Info:

EUQ: Quarantined MID 2317877
RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done

NTP O OfERA

# 15-1412, NTP m 7Rtk s h D #attEla s L £7,

& 15-14

NTP OJIZRE& S h S#EEHRE

et

B

BALRE VT

A FDEE

S hiziRAl,

AyE—T

Av—IF, =i x>y NI —2 ¥4 L5 T v hanr (SNTP) 7=V —
F7iX adjust: A v -V THEEINET,

NTP B o fl

WD NTP v Z7OFNE, 77 T7A T AMPE NTPRA A~D 2 EDOR—V T &L TWET,

36:39 2004
36:39 2004
44:59 2004
44:59 2004

Thu Sep 9 07:
Thu Sep 9 07:
Thu Sep 9 08:
Thu Sep 9 08:

LR—T 4 >5 OJDER

VR—=T 4 7 u 7Sk SN oAt R e R LET,
% 15-15

#* 15-1512,

Info:
Info:
Info:
Info:

sntp query host 10.1.1.23 delay 653 offset -652
adjust: time const: 8 offset: -652us next poll: 4096
sntp query host 10.1.1.23 delay 642 offset -1152
adjust: time const: 8 offset: -1152us next poll: 4096

LiR—7 1 25 nY ot

iRt

%“:

B

BALRE VT

S

S hrziRAl,

Ayt—v

AvE—Ud, 2—PRERERE, FATSNIZT 7 v a CTHRSET,

LiR—T« >4 ad o

WDOVR—T 17 a 7O,

Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:
Wed Oct 3 13:

39:
39:
40:
40:
40:
40:
40:
40:
40:
41:
41:
41:
41:
41:
41:

53
53
02
53
53
53
53
53
53
02
53
53
53
53
53

2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007
2007

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

Ho 7 LAVICRIEESNTET 947 A& R L TWET,

Period minute using 0 (KB)

Period month using 1328 (KB)

Update 2 registered appliance at 2007-10-03-13-40
Pages found in cache: 1304596 (99%). Not found: 1692
Period hour using 36800 (KB)

Period day using 2768 (KB)

Period minute using 0 (KB)

Period month using 1328 (KB)

HELPER checkpointed in 0.00580507753533 seconds
Update 2 registered appliance at 2007-10-03-13-41
Pages found in cache: 1304704 (99%). Not found: 1692
Period hour using 36800 (KB)

Period day using 2768 (KB)

Period minute using 0 (KB)

Period month using 1328 (KB)
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Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42

LiR—FT 420 9T )— OyJnER

£ 15-16 12, VR—T 47 72— nZiliEshdiaHiHRae~LEd,

& 15-16 LiR—F 4 v¥ T 1)— 0F OEHER
st HL
BALRAYT | FREE SN,
Ayt—T Av—UlL, 22—V E, BEfTESNE=T 7 v a U TERSINET,

LR—T4 27 9x)— nJnbl

ROVIR—=T 47 72— a7 Ofld, 77747 A& -T, 2007 4 8 7 29 A5 10 1 10
HETOMHETHEADREA =NV b T T 47 72 =PNERITSNTNDH I L EZRLTNET,

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for
['MAIL OUTGOING_TRAFFIC SUMMARY.
DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',
'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTEN
T _FILTER', 'MAIL OUTGOING TRAFFIC_ SUMMARY.TOTAL CLEAN RECIPIENTS',
'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECI
PIENTS PROCESSED'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constraints
None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM'] returning results from 0
to 2 sort ascendin
g=False.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.
Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for
['MAIL OUTGOING_TRAFFIC SUMMARY.
TOTAL HARD BOUNCES', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',
'MAIL OUTGOING TRAFFIC SUMM
ARY.TOTAL RECIPIENTS'] for rollup period "day" with interval range 2007-08-29 to
2007-10-01 with key constra
ints None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES'] returning
results from 0 to 2 sort
_ascending=False.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.

—2JYRMTAYVHSYR M OSTOER

#15-172, E—=7V 2N/ T7ry s A a7l sndaHERE R~ LET,

& 15-17 €—2UR K TRYH YR+ 0T OREIER
Bat &8
BALRB YT A FPEE SR,
Aytk—Y Ay —UF, 2—YREERE, ETSNIET 72 a r THRKERET,
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t—2JURKFTOYI YR OTDH

WDE—7 VAN Tay 702 alZofllt, T7I9AT VA>T 2RI ICTF—2_X—20D
AF v gy FAMEREN TS Z LA RLTWET, HEENT—F_X—R 2B SN 4 3
RENET,

Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC: 10800
seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.
Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.
1 14:16:09 2007 Info: SLBL: The database snapshot has been created.
1 14:37:39 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database failed.
1 15:32:31 2007 Warning: SLBL: Adding senders to the database failed.
1 16:37:40 2007 Info: SLBL: The database snapshot has been created.

SMA o5 D{EHA

# 15-18 12, SMA m 7 (IRt S h o metEHma " L E7,

® 15-18 SMA 0% D#stER
et HL
BALRAYT | FREE SN,
rAybe— Avl—Ui, 2—VREER Y, EITENET 7 v a VTHEREINET,

WD SMA v 7 DOWNE, BAFA—N X2 T4 TTIAT VAN N T X T Ty A NEBEXT
nO— RTLFREFA LT o 7 - RE BFA—N X2V T4 TTITAT U ANL LEKR—
TAT TrANEFy Ly — RTEFREFRLR—FT 4 7 P—ERERLTNET,

Wed Oct 3 13:26:39 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.17 - /export/tracki

ng/tracking.@20071003T202244Z 20071003T2025447%.s

Wed Oct 3 13:28:11 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.15 - /export/tracki

ng/tracking.@20071003T202443Z 20071003T202743%Z.s

Wed Oct 3 13:28:46 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.17 - /export/tracki

ng/tracking.@20071003T2025442z 20071003T2028447%.s

Wed Oct 3 13:31:27 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.15 - /export/tracki

ng/tracking.@20071003T202743Z 20071003T203043Z.s

Wed Oct 3 13:31:28 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.15 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.000F1F6ECA7C-2RWDB51.v1.tgz

Wed Oct 3 13:31:53 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.17 - /export/tracki

ng/tracking.@20071003T202844z 20071003T2031447%.s

Wed Oct 3 13:32:31 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.17 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.0019B9B316E4-JZ241PCl.v1l.tgz

Wed Oct 3 13:34:40 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from
172.29.0.15 - /export/tracki
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ng/tracking.@20071003T203043Z 20071003T203343Z.s

ATF—AZX A5 OER

AT —H A 1 J|ZIL, status, status detail, B L WNdnsstatus 5T CLI AT —HX A a2~ KT
M & T2 A7 AEHE R TSR SN E T, I, 1ogconfig D setup W7 a~vw > REMBHL
THELET, A7 —FRA B TLAR—-FENDIITFELIIL— NI, AR 230 &Y b
SNTRERD S DOETT,

ATF—R R A5 DOFEATY

£ 15-1912, AT =220y T390, BIOENE =BT LV AT LFEHERE T LET,

& 1519 AT—2 R O O#fEHER
#xat BieA
CPULd CPU =R,
DsklO T4 A7 1/0 A,
RAMULil RAM fif =,
QKUsd EHENTWDEF 2— (Fr 1 FHEA),
QKFre ZBNTNDHF 22— (Fr/ A MHEAL,
CrtMID A vE—Y 1D (MID),
CrtiCID A rv=rva g ID (ICID),
CRTDCID {5 #%c ID (DCID).
InjMsg AVl FENTEAyE—T,
InjRcp ATzl NENTZER,
GenBncRcp RS NN T A EE,
RejRcp G EN=ZEE,
DrpMsg Fay 7SN Ayte—y,
SftBncEvnt VTR NG RIS AN,
CmpRcp FET LIeZEH,
HrdBncRcp =R RN RSN ER,
DnsHrdBnc DNS N— R Ny R,
5XXHrdBnc S5XX =K Ry,
FitrHrdBnc T A4INHE =K RN,
ExpHrdBnc HIREIIL N— K N7 &
OtrHrdBnc ZTOMDIN— R N7,
DIvRcp BfE ENT=ZEH,
DelRcp HIBR S 7= 5 H,
GlbUnsbHt 7 a—VEEEIE ) A & o—E,
ActvRcp TIT 4 T RER,
UnatmptRcp ARITZEHE,
AtmptRcp AT=ER,
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o¥

-~

ATF—AZX a5 0l

% 1519 RAT—4 R O O#HEER (&)

#HreEt B

CrtCncln BTE D FIZ 85t

CrtCncOut BUE D FAG ek

DnsReq DNS Z:K,

NetReq Fv b U — 7 3R,

CchHit Frvia byh,

CchMis Fyrvia I A,

CchEct X v v ¥ fibh,

CchExp * v v 2 HIROIAL,

CPUTTm TV =3 a UMER LTG5 CPU IR,

CPUETm TV = a VBB SITH B OFRIERERF,

MaxIO A=) TaERCHTD 1 BHEORKRT 4 A7
1/0 1k,

RamUsd BB CTHEHRDAEY (A MHALD),

Swin ATy A ST AEY

Swout AU T NENTAEY

SwPgin R—=V A ENTAEY

SwPgOut N=UT T RSN AEY

MMLen VAT ANDOEEA v =V

DstinMem AEIYNDORAT V=7 ML,

ResCon U Y — 2 {RFFO tarpit . (KED T AT AAMIZLY |
HFREA—INDOZITFTANNZOREIETEIEL 1),

WorkQ EEX a2 —ICHDBED A vE—V¥K,

QuarMsgs VAT LREEC D HE & DA — U8 (O REE
FEICHFETHA v =T —ER T P ENE
),

QuarQKUsd VAT LA v =V X o THEA IR r NS
~#2,

LogUsd FHEINT-a s X—F > a3 v OEE,

CASELd CASE A% x > T [ s#17= CPU DHEIE,

TotalLd CPU D& aHEH &,

LogAvail 0y 7y AVCERTESLT 4 A7 HEBOKRE S,

EuQ Cisco IronPort A X AFREEEND X v &— U,

EugRls

Cisco IronPort A /S ABEEEfE T 2 —ND A v E—

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608
CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp 6318
DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15 FltrHrdBnc 0
ExpHrdBnc 1 OtrHrdBnc 0 DlvRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0 UnatmptRcp 0 AtmptRcp 0
CrtCncIn 0 CrtCncOut 0 DnsReqg 143736 NetReqg 224227 CchHit 469058 CchMis 504791 CchEct
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15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd 21528056 MMLen O DstInMem 4
ResCon 0 WorkQ O QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd 0 BMLd 0 CASELd 3 Totalld 3 LogAvail
17G EuQ 0 EugRls 0

RTFL AT DOFER

#£ 152012, VAT A Il HETERE T LET,

* 15-20 LRT L 0T OREEHER
et B
BALRBVT |4 FREE SN,
Ayte—T O RSN ANV R,

AT L Oy oH

WD AT A a7 O, commit #FE(T LIz —VF D4R EATSINZa Ay MEET, W DOhD
commit =2 F U ZRLTWET,

Wed Sep 8 18:02:45 2004 Info: Version: 6.0.0-206 SN: XXXXXXXXXXXX-XXX

Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache

Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes: SSW:Password

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes: Completed Web::SSW

Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added a second CLI log

for examples
Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI
log.

cSwyx2H OodcoT

FZ v X7 v Zizid, AsyncOS OEF A —/VEMEIZBET A @SS NE T, =7 Ay bE—V

X, A= eIl EIni-Avye—vYoYrky v TT,

Fooxrrasid, AveE—Y FIvX T TER—REERT HT2D, AvbE—T b TvFr
J arvR—xr hCHERENET, 07 77 A NVET X RXR—ADOER T A THEINDD T,

FI X7 v Z—WEOLDIZRYET, N yX T a7 oflRIT. AN K DHAED T
ZHME LIERFHT > TOWER A,

o7 azix, VY—2A0OMREEREST-OIIAA T VRN TRES N, BEInETd, Hik

L MBI LA T T S, YRaARREET 52 —T 4 U T o AL TERLZZITAT L DHEA
Heo 3 ATREIC 72 0 £97, By —ix, kD URL IZH Y £9,

http://tinyurl.com/3c518r

Oy IR 1) Ty
o e ¥7 2207 g 0®E] (P.15-22)
e IGUITOwuZ T A7 VT a Dk (P.15-23)
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o TuX U Jizwtd b7 u—rLikE] (P.15-24)
o T Y727 YFvaroa—iLt—r~—] (P.15-26)
o [FRANF—0i%E] (P.15-28)

07 $JX2YYTavDRE

Ol TRV T a0k oTC, YRT arT Y X a VT4 TTIAT AL, F213 ) £ —
MIfRGFEENAE A Oa s 77 A VBER S IVET, D7%717)7/3/@\7//1(%®2
VB a—XITEME) FRETN (TTIATUOANGEE) EhET, RIS, v TR VT
Ta IR BMERH Y £,

& 15-21 Ay 27/ ILORE

=1}: §5 B8R

Log Type R EINDEROZ AT, v TR VT a OB EERLET, SIS
OWTIE, r 7 A4 72 (P15-4) #ZRLTEEN,

Name BTEBRTEZZ0O0, n 7 $ 727U T arDbhnh) R0 WA,

Log Filename |5 ¢ 2 7 |cEBX AL L XD T 7 A VOWIRL, VAT HMIEHDOa T Y X

VT TTI9AT ARG E, vl 77 ANVEER LT 7747 0 A%
BTEDr—Bovr 7ryANZAEHHLET,

Rollover by T ANDERKRYA X, ZOW A XZRESTDHE, a—Ad—_"—ZnFT,
File Size

Rollover by iz ks nwTn 7/ 774 v u— A4 —R_"—F3(3%2 (47, [arZoa—
Time F=N—BLPEERA 7Y 2 —L] (P15-2) OF T ar2BRLTIEEN,
Log Level g YT A7 YT a DFEMLL,

Retrieval 0y 7y ANET TITAT L ANDEETDH EXIHEHTLHA,

Method

[%@7 77 A4 7 A (Management Appliance) ]>[ ¥ A7 L% (System Administration) ]>[ =

% (Log Subscriptions) ] ~<X— (F721% CLI ® logconfig =¥ K) ZEMHL T, v H7X
7)7/3/% RELET, Y AT EANT LT T IRERRINET (v X4 T O]
(P.15-4) 22, FeAEOur AT T, w7 ¥ 727V FvarOr L~XADANHERS
WET,

GE) 274 Falb—Ta /)@FH?‘O)J} a7 4 FXal—ya Ve s hbar g ¥al—3 g
Fu— RTHAEENSHIGEIE, 2074 FXFal—va iR SNERRAT—RKREENTND
Lo — RT&ERNI & &E’\LT<téb\o [T 77 A7 A (Management Appliance) ]>[ ¥ A
7 LEH (System Administration) ]>[ 7 7 #%E (Log Subscriptions) ] X—Y T, "ATU—RK%&n/
WEOLINEIDEZRLI TR T IRRRINTZE, [TV (Yes) 1 E#BIRLET, CLI O
logconfig A~ REMFHTALEIE. v M Cy AT LET,

a4 LRILDEE

By LU E 5T, R 7R ENIERENSRELET, v 7I2iE, 5 O0FM L~ Lrong i
ERETEET, i/ LALVERETDHE, BRSNS LUV ERE LSS LT,

K&t 774 VMPMEREN, VAT L RT p—< 2 A k%ﬁ%@%ﬁzifo@mﬁmva
NMERTEICIER, AESne 7 LALVREICEENDITRTOA vy E—VL, BIHOXvE—UREE

ﬂiﬁo@ﬁvAw%Lféi&\/XTA@A7¢—7/ziﬁTLi¢O
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(E)

ng XA TTEICE R Zn S LV ERRETEET,

& 15-22 ay LAL

o4y LR |5

Critical TP asIEEINE T, BB INTErS LLERETYT, Zor s L
NRATIH, NI F =~ ABLORERT T IA TV ADT I T4 ET 4 =T
LHZLIITEERA, L, e LD X o, vl T AARTITRK
A RNETDHZEEHYERA, 207 LU, syslog LUV Alert & [RI% T
7

Warning FTRCOVAT L =T —LEERERINET, 207 LLTE, N7 4—~v2
ABROEBERT FIA T ADT VT A ET 4 HET=FTHZ LTI TEEYA,
Critical = 77 L~V XD TR 7 T A ADPERRIA XZELET, Z0ors L
~LiX, syslog L~L Warning & [F% T3,

Information |2 27 AOEHERZRREESNE T, =& 2E, BEROA— 7 U RRERITHLES
EF, Information L)L, B ZIZHRINDIRETT, 07 LULit,
syslog L'~V Info & [A1% T,

Debug Information 7= 7" L~V XV MR EWRA R INET, =7 —% T TV a—
T4 I THEET, Debug n s VL ANAEBEHLET, ZORTITRAICHERL,
BCTT 74NN LMZRLET, 2087 VUL, syslog L~3L Debug & A%
<7,

Trace A TTRE 22 T N T OFE WAL SN ET, Trace 27 L~ULiE, BIREHICOLHELE S
nNET, ZOLVULEFATIHE, VAT LD T =< ANRKELIETFTTHDT,
RSN ETA, 2007 LU, syslog L1 Debug & [A% T4,

GUITORYT TRV ) T avDERK

ATFvFT1

A7y 2
AFvT 3
2AFyv7 4

AFvT 5
ATFvT 6

AFyFT 7T

FIR

[E#T 7 F 47 A (Management Appliance) ]>[ A7 LA (System Administration) ]>[ =
7% (Log Subscriptions) ] X— T, [ 2 7 &EX B (Add Log Subscription) 1 %7 V v 7 L¥
ﬁ—o

ny XATERIRL, ur4 (v T4V 7 NIH) vl 77 A VEKROLRIEATILET,
HMTHLEE. R AN YA XERELET,

MM THEAIE. vl — A — =925, L, FoEERMEREREELET, Mo T
. 7 oo— Lt —_"—=BLOHRkAr P a—1] (P15-2) 2L TLEEN,

HUMTAEAIE. vs LV ERELET,
(ar74FXalb—varvBREa 7 OR) RAU—RE2a GO0 E I nEERRLET,

S

(GF) ~AITENERAT—RREEN VDL LT 4 Fal—yariEie—RT&EdA, av
TA4F¥alb—vaVERa s nbar 7o Xal—variEu— NTA3AREND AT, |
1T (Yes) ] Z28IRLTARATY—RE2RZIZEHET,

07 ORFHEERELET,
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AT9F 8 LEHEEXREL, RFLET,

AT H$TRY VT arniEe
FIR

AFvF 1 [vr#E (Log Subscriptions) | —Y D [2 274 (LogName) | # T ACHDus/ 4%V v L
iﬁ—o

AFvT 2 vl Y727V EERLET,
AFwT 3 ETEEEEL., BELET,

AX JIcwd 55 0—/NILEE

VATAE, THEARN AN BT BIRRAT—HRA 0 TNV AT A AN v 2 EMICREELE

3, [ v 75 E (Log Subscriptions) [ X—® [ 7 m— Lg% E (Global Settings) 127 v 3 »icdh

% [ & fmiE (Edit Settings) | R4 > (L72i%, CLI ® logconfig -> setup 2~ K) &AL

T, ROERERELET,

o VAT LNMEEFERT D E THET DM (P HIAD)

o AvE—VID Ny H—EFTETDHNE I N

o VE—MNREARAT—HF A a—RELBRTLINE DM

o TDAvE—TDOV TVl b Ny H—EiRETE50E DM

e Ayutk—UIZlitu JICRSRT H Ny F—

TRTCVRT arvTF Y eXa V74 777470200 72iE, RO 3HEEEZLECHRHETEE

T

o [AvE—VID (Message-ID) ]: ZDAF v a 2R ETHE, ATRELAEAITTNTORA vE—
PDOA =V ID Ny A =R S IliEENET, ZOA Y=V IDIE, ZELEAYE—Y
PO ENDHE L, AsyncOS TEREINDHZENRH Y £9, RIZHZRLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-ID Message-ID-Content

o [VUE—bMiE% (Remote Response) |: DA T a 2R ETDE, WA AIITRTOA Y
T—VOUE— MNEEAT—F 2 a— e JICEESNET, RICBIZRLET,

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

U E— MSETFEINL, SMTP £ MERO DATA 2 v > RADISERIZZEIND ., ADBTFEL
WMAZELDOTEALTHFANTT, ZOFITIE, #idA A 2N data a2~ REFETLIZHZEO Y E—
&, Tqueued as 9C8B425DA7] 720 £9,

[...]

250 ok hostname
250 Ok: queued as 9C8B425DA7
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SCEFFHIDSERIZ & 2 HRAFR.,. B8 LT 250 JnE D OK XFIEREENE T, XFHORRBIZDS
Wi, ZZAFETNRBRESNET, FexiE YA arT Y x0T 4 7794 T A%
T 7 4 h T, DATA a2~ RNIZx LT 250 Ok: Message MID accepted] &9 UFEFITINE
LET, LER-T, VE—F RAMRPDY R avT oYy ¥ X% )T 4 T FXI9A4A T ATH
L4511k, = b U Message MID accepted] 23m ZiZiigksnnE 7,

o [A VT F o4 (Original Subject Header) 1: ZOA 7> a a4 X—TMITdHE, KA
=V OIOY TV b~y =R SIEERSNET,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joelexample.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44ed4n$2@example.com>'
Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

ryt—U AyS—naxry

BEICLoTE, AvE—UNRVATAZBMTHEEIT, AvE—VDO~Ny ¥ —OFE L NEE ik
TOULERHY ET, [RIVBRED T v — L E (Log Subscriptions Global Settings) ] ~<— (F
721%Z. CLI ® logconfig -> logheaders 7 a< 2 K) T, kT2~ ¥ —%2HBELET, 7774
TURAF BEESNTEA v E—V ANy X —ETHFA N AL alBLR NI vXx 7 g /IR LE
To N F—RHFEETDLHEG. VAT LISy X — DA EEETIRLET, ~y ¥ —BFELRNE
HiE, v i b EiER S N EE A,

VAT AL, a XU TICHRE L~y X —I2BfR e A v E— T ORELEFIZHERE, A vE—TIZ
FET DT RTONy X —ZFh L E7,

SMTP 7’ & |k 2/LiZ25W\WT® RFC I, http://www.fags.org/rfcs/rfc2821.html IZHV 3, Z D
RFC (213, 2—PERO~y X =P HRESHLTVET,

logheaders I FEMFH L Ty X —%2ua ZZRHETDHLIICHEL TWDIHE, ~y X —ERIT
BLEEROBICFRENET,

# 15-23 Oy Ay4&—
ANy F—% ~w X — D4 Hi
fiE a RS ND Ny X —DAR

7ol X, v ZCRERT 5~y X —L LT [date, x-subject] ZHET DL, A—n v FIZROITHER
RENET,

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0] [('date', 'Tue, 31 May
2005 10:13:18 -0700"'"), ('x-subject', 'Logging this header')]
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GUI 2FRLE=0Fx 270 0—/NILERE

2AFvF 1

ATvT 2

ATvT 3
ATv7 4

FIE

[ 73 &E (Log Subscriptions) | X—Y® [ 72— Lg% E (Global Settings) | E2 v a v iidh b [#%
TE &M (Edit Settings) | R¥ > %227V v 7 LET,

CATFAARNY T AQKEE, A= a it AvE—CID A X —F M AN EI ., VE— MNEEE
MBPEIND, BIOEZEA =000V T V27 b N X =% M2 58I EHEELET,

INHDOREDFHEMTHONTIE, TR 7T 57 m—rikiE] (P15-24) 22U TIES N,
BN DEDOMD~y X =% AT LET, £ FIEH L~ TREY £,
EHzkFE L, RELET,

Ay 4IRSy Joaroa—)LA——

AsyncOS BAn 7 7y A vExa— VA —"—F5L RO LM TONET,

e O— LA —NR—DFALAZLTTHROOT 77 A NVPERIN, XF Tel OIEETIZE ST
BIED 77 A NE LTI RENET,

o WMIEDOT T T AN, BRIFFEH»ERTXT Ts] OYEEFMEICATIETESINET,

o HIIBHBEENTR S Ty ANANYT—F KA MIEREENET (Fyva X—2DEE),

e RUHTRIZY T arnblURNCRM LY 77 A ANELEENET (Fyia =20
)

o WETATFANDOEHKEBZTEAT. v Y727V a b NOELEWT 74 L0
BREET (R—VU 7 X—=20545),

Oy IRy YFoarvRonsoo—)Li——

(o 7o —LAd—R_"—BLWEEAT Y 2—/b) (P15-2) 2R LT EEN,

GUI 2FERAL-O045 OBEO—I/LA—/\—

ATFyvFT 1

ATFvF 2

AFvT 3

FIR

[m 78 E (Log Subscriptions) ] —C, b=/ A —R_—=F25070LHMNOF =y IRy 7 A%
SIZLET,

[F_C (Al) 1 Fxy Ry 7 24T LT, $RTORTE R =LA — =35 e LTERT S
TEBLTEET

[49 <r—A—,3— (Rollover Now) | A& %7V v7 LET,

Il AsyncOS 8.1 for Cisco Content Security Management 21— A F



| $15% n¥oy

CLI Zfr L= J OEIFFO—)LA—/\—

rollovernow 2~ RZEHL T, —EIZT TS 77 A /vEa— LA — =35 U R RF»H
DRFEDR T T 7 A NVERIRLET,

524 DN A—F AU 8—T A ATOHEOOAYT T M) DRE

GULZMLTr Y 77 A NERFT DITIE, [ 27 &E (Log Subscriptions) ] X—Y D7 —7 /10 [
a7 774/ (LogFiles) | A7 2 Zhdru s YT A7 VS varvk s Vy 7 LET, ual 7R
VFvar~oVr %7 )y r3hE, XNAU—RKEANTEZ v 7 MREREINET, KIZ, &
DY TRV Farond 774D Y X MBRERENET, WFhrons 774 vE22 ) v
LT, Z790FICERLEY, T4 ATIHRTFELIENT D ENTEEST, 77740 2—H 1
B —Tx A AL TrTERRTDHIIE, BHA L X —T A ATFIP H—EREA4 X—T7LIZL
TBYVERDHY T7,

15-1 524 AN 1—HF A08—TARTOAY I74ILDERFE

Log Subscriptions

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ;:

L [ [ [ [ [V [ i o | i

i
A
i
5
i

BHOOS T R)DORE (tailla<w> k)

AsyncOS TiX, 77 I7A 7 VAR EENTr ZOFEH T b 2#RAT D tail 2wy REFR— |
LTWET, tail avr REETL, BIEREINTNWDHIRIT DI L, RR-T207OFEEZRRL
F9, Crl ZfL72REETC AL T, tail 2~ RERTLET,

(G¥) a7 4 Falb—varBERo 7L, tail I~ FEFEHL TR RTA LA TE £ A, FTP £12
X SCP 2T 2 XLENH Y £,

%

WIZ, tail A~ FEFHA LTV AT A v 7 2R R T 502 R LET tail 2~ FiE, ROBIO XS
2, #RTHRQTOLFIENNTA—=ZLLTHRETAILELTEET,

tail system logs

Welcome to the Cisco IronPort M600 Messaging Gateway (tm) Appliance
example.srv> tail

Currently configured logs:
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"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"euq logs" Type: "Cisco IronPort Spam Quarantine Logs" Retrieval: FTP Poll
"euggui logs" Type: "Cisco IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
"gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

"mail logs" Type: "Cisco IronPort Text Mail Logs" Retrieval: FTP Poll
"reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

"reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
"slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

9. "smad logs" Type: "SMA Logs" Retrieval: FTP Poll

10. "system logs" Type: "System Logs" Retrieval: FTP Poll

11. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 10

O ~J o Ul b W N

Press Ctrl-C to stop.

Thu Sep 27 00:18:56 2007 Info: Begin Logfile

Thu Sep 27 00:18:56 2007 Info: Version: 6.0.0-422 SN: 001143583D73-FT9GP61

Thu Sep 27 00:18:56 2007 Info: Time offset from UTC: 0 seconds

Thu Sep 27 00:18:47 2007 Info: System is coming up.

Thu Sep 27 00:23:05 2007 Warning: DNS query network error '[Errno 64] Host is down' to
'172.16.0.3" looking up 'downloads.cisco.com'

Fri Sep 28 22:20:08 2007 Info: PID 688: User admin commit changes:

Fri Sep 28 23:06:15 2007 Info: PID 688: User admin commit changes:

~“Cexample.srv>

KA b F—DEE

(F)

logconfig -> hostkeyconfig W7 I~ REFEHLT, v RAa avrovY X274 777947
YRINOMDOY—NCn 2T v adH L&, SSH THMT AR F—2EFH L £, SSH
PF— N2, REX— AT —D 2 DOKRA N F—0DMETT, MEFRA N F—1X SSH —2dHh
D, VE—bF v U PHHARDL I EIFETEERA, AFF AN 1%, SSH — " EXiET D0 E
DHDHEEDI TA T F v ICRESNLET,

a—F F—EEHTHIE, BEVOBF AN X2 VT 4 TTIAT U AOD2—Y HA REIT
A7 A v ~)7F® [Managing Secure Shell (SSH) Keys] #ZM L T Z&EW,

hostkeyconfig W7 a~< v FIZXL o T, IROBENEITINET,
% 15-24 KRR XF—OFE: Y Tav Y FOYRE

avy kR H L

New LW —ZBMmLE7,

Edit MHFOXF—2LHLET,

Delete BEfF DX —ZHIBRL 7,

Scan AA N XF—EHHBMICE Y0 —RLET,

Print F—HFRRLET,

Host VAT LA BRAN F—ERRFLET, ZhiE, VE—F VAT LD Tknown_hosts]

77 AVIZEE SN HETT,

Fingerprint |S 25 LA KA N X—D 7 4 H—FV o "2ERLET,

User VE—h v iiuZ %27y ad b AT L THVY hOAMIF—2FFLET,
NI, SCP Py va BT AV T a v ERETDHEEICERINDIF—LELT
9, ZAUE, UE— bk A7 AD lauthorized keys] 7 7 A WMIZHELE S HE T,
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WOBEITIE, a2 RICE>TAHRRA N F—DAF ¥ EN, AR MIBMENET,

mail3.example.com> logconfig

Currently configured logs:
[ 1ist of logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> hostkeyconfig

Currently installed host keys:
1. mail3.example.com ssh-dss [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:
1. SSH2:rsa

2. SSH2:dsa

3. All

[31>

SSH2:dsa
mail3.example.com ssh-dss
[ key displayed ]

SSH2:rsa
mail3.example.com ssh-rsa
[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
2. mail3.example.com ssh-rsa [ key displayed ]
3. mail3.example.com 1024 35 [ key displayed ]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.
- USER - Display system user keys.
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[1>

Currently configured logs:
[ 1ist of configured logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
(1>

mail3.example.com> commit
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ST oa—TF424

o [ AT AlEHRONE] (P.16-1)

o [F U=k H%KR— b DOHEMKE (P.16-1)

o IRXF vy b Xx7FxDFEIT] (P.16-5)

e [VE—IDBEDOTTIAT L AEEOY > b (P.16-6)

> — ==

AT LIEHRDINE
VITNEEREDT T IAT VAL ZDAT —H AT 2 HREBIGT 2 51T, % 1053 T2
TEAT=BAOE=F VTR LET,

T A YR— b OERAE

o [ T7FFGATUAMNSDYR—F r—2ADF—FBLOEHK] (P.16-1)
e [V 2apT /=N HR— L EFE~DVET—F TI78ADA F—T 14k (P.16-2)

TFISAT AL DYR— b 5y—RADF—T U ELUEH

FL&HBHI

N
GE) MERBRAREAIL. COHFEFERALR2NTSZE N, fbvic, v RaoTF 7=k B R—1h]
(P.1-6) IT—ERREINTWDHMDFED 1 D&EfE->THAR— MMIHEKE L T 7ZEW,

o ZOHOFNET, BHRERR L, EIXEBERS RO LMEIEAREY )V a—va v 2mh iz
WAL T &N,

o NIVTEBDLLODICUTOMOA T a 2R LTIIEEN,
- [FLryv—x] (P1-5)
- 2aH¥rR—bFaIz=71] (P.1-6)

e ZOFIEEMEHLT, Y FR—F Fr—R%HI L, TTITAT LV ADRET 7 AV AADA A
Hw— FR—NIEEEINET, T TA T ADOREFEELWEES, FroFNE2HEA L
T, W AF~— PR — MIBRWEDLELZE N,
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o TTIATLVAFA U Z—Fy MR L TWDIIXTTTDOT, EFA—NLEHETETET,
o FHFOFr—RZETHIEREEBETIHRIT. r—AFZEZHFEHLTLLEE N,

FIR

ARTYT 1 TTIAT R IA L LET,
AFvT 2 [~VTELHA—F (Help and Support) 1> [7 7 =H /4K — MMZfW&ibtE 5 (Contact Technical
Support) ] ZiERL £,

AFYT 3 YR—FIVI/ZALNDOZEEEROLIITERELET,

PREVAADA AL ~v— PAR— MIEFT D |[Cisco IronPort &7 A% ~—H#K— K (Cisco
IronPort Customer Support) | F= v 7K v 7 A
BBIRLET,
FRENTYR— b~ TRAZIZOREET S e [Cisco IronPort 7 A % ~—4R— |k (Cisco
IronPort Customer Support) ] F = v 7R
7 A% PR L £7,
o YR—FTRIDEFA—INVT FLAZA
JILET,
(fEE) Mo (EHEZEMT D EWIA—IL T RLRAZANLET,

AFyvFT 4 Tx—LIAHLET,
AFvF 5 [ Send) 27V v7 LET,

SRADTYZAIIL Y R— MEEBAD)E—F 7V ERADA =TIl

VAADAAEZw— YPR—= D ZFB, WOFEEZFER LT 7 IAT L RZT 7 BEATEET,
o (AU H—Fy " EREMAT-T 774 T L A~DYET—h 7272080 (P.16-2)

o (AU —Fy NOBEBHEGEORNT T I7AT v A~DY =K 772 2OHFHL) (P.16-3)
e [T/ =N PHR—bDbLrrLOEHL] (P.16-4)

o TUE—| 727 E2DEL] (P.16-4)

o [VR— O AT — % ADHER] (P.16-4)

AV3—%y MERERATE=7 TSATVAAND)E—F 7O RDEHIE

YR —MI, ZOFNETT S 74T AL upgrades.ironport.com DY — NHTIEK &35 SSH kv
IR TT T ITAT VAT 7 ®8ALET,

(XL &SI
AVH—Fy hPLBEFARER AR — M2 LET, T 740 NI FEAEORE THEET AR — b
25 TF, ZOR—MEEOERIX, FEALDT7 7 AT U+ —RETHATEINET,

Il AsyncOS 8.1 for Cisco Content Security Management 21— A F



| $16% F5ILva—TF42Y

ATFvFT1
A7y 2

AFyvFT 3
2AFyv7 4

AFwFT 5

FIR

TITIA T A~NDR T A

GUI Y s> FUDFH ET, [~NVT7 &P AR — 1k (Help and Support (Help and Support) 1>[ UV E— |k
7 7 & A (Remote Access) | ZiEIRL £7,

[£%) (Enable) 127V v27 LET,
HREAD LET,

AFvay EL:

HAR<— P R—=F RATU—K | ZORNRAT—=RETTIAT U ADV Y TNES (MT 77
AT U ADEE) £7213 VLAN (BT 774 7 0 ADEGE)

XY A=K 778 RADRRATU— REARTIEDICEAS NS
7

¥k aT oL UE—h 77 R REERICEF 2T PR EFEHRTHBAIC,
IOF =y IRy 7 AeBRLET,

B OR— 2 AN LET,
T 7 AV NI ZE AL ORE THEET 2K — k25 TT,

[#/5 (Submit) |22 Y v 7 LET,

ROEE
PR— MEYE~DVE— N T EARMERL o- XX, [T 7=0)L 3R —1+D o RO
b) (P16-4) #ZH L T X0,

AV8—3y FNOBEEEROLGWT TFA4FTVRAAD)E—F 7O AOARHIE

ATFyvFT 1

ATFvF 2

A B —Fy NMTEHEERDO R WNT FIA TV ADEE., T7B8RAE, A v F—3%y MIEEEA T
HL2FRADT FIAT AN L TIHThIVET,

[ZC®H BRI

o TTIAT VAT, AV F—Fy MIERENTWDE 2HBZBHDOT 774 T AR — b 22 Tk
TEXAMENDHY E,

o AU —Fy MNMEGRBREINTET ITIAT VAT, (A2 —Fy N2 T-T 754 T
ASDYE—F TI7R22OHM) (P.16-2) OFIEIZHESTEDT TI7A4 T L ANDHHR— K k
URIVEAERRLET,

FIR

YR— EPMERT T I T ADaAx L KT, A H—T A AN, techsupport 2 < K&
ANTLET,

sshaccess 7&’)\7‘3 LiTo
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ATYT 3 Tr T M- TLEEN,

ROEE

PR—= MY EF~DV T - TI7BARLERL polz T, WOEBHL T &0,
o TUE— |k 77220 (P.16-4)

o [T =0 YR—b+D 2D EHE] (P.16-4)

TOZAIL HR—ED FRILDESE

)7 techsupport b VU xVit, 7 BT upgrades.ironport.com IR L= E £ T, FD%IL, i
SEENTERITOIM SN ERAR, oz AU S bRV EFERBT L SIETEERA,

FIE

AFYT 1 TTIAT A~ (v

AFwFT 2 GUIY1YyRuof LT, [~VTEYHRE—k (Help and Support (Help and Support) ]1>[ U E— k
7 7 A (Remote Access) | #iBIRL £,

ATy 3 [#%) (Disable) 122U v 27 LET,

VE—F 7O ERADOEMIE

techsupport A< REFHL TERLEZVE—F 727X TH T MIFKET 7 T4 ThEhbET
TIT 4T DEETT,

FIg

& A | a<w s RIA4 v £ X —T A ADD, techsupport 2~ REZ AN LET,
ATFyvF 2 sshaccess # ASJ L ET,
ATYF 3 disable FANLET,

HYR— FDERAT—2 ADHEE

FIR

AFv7T 1 avw s RIA4 v £ F—T 2 A AWM, techsupport 2~ RE AN LET,
AFwT 2 status # AJJLTL &V,
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NTY b XY TFYDET

ATFyvFT 1

ATFvF 2

ATvT 3

ATv7 4

AFwT 5

N7y N F X PF I R— MAMERT T4 T ANGHEAY T3 TCP/IP 77— 4 B L OFDMD
Rry FERERTEDLH2ICLET, ZHIZE-2T, YR—FMNIRXRY NI REEZT Ny /T, F
DRy NT—F NG T4 IRTTITAT LV RBET T I5A T AP TITL O EKRIETXE
7,

FIR

[~Vv7 LY AR — 1+ (Help and Support (Help and Support) ]>[/3%7 v b ¥+ FF+ (Packet
Capture) | ##IRLE T,

WOFIET, "y b F¥FFrXELEELET,

a. [y ¥y 7 F v E (Packet Capture Settings) | &7 > 2> T, [REEmE (Edit
Settings) | %7 U v 7 LET,

b. ((EE) "7y kM ¥ 7Fr W, HIR, BLOT7 o ZE2 AT LET,
PAR— NI, INOOREOEMEZRTIERH T,
RF 0 B 2 A EETISF ¥ 7 F v OB E AN T B L. AsyncOS TIELF 7 4 /b~ THAMEM &
nET,
[ 7 4v% (Filters) |27 ¥ avid, kOLH2720 4,

- BAHX L T 4N TiE UNIX @ tepdump 2~ R THHR—FEZN B host 10.10.10.10 &&
port 80 DL J MIELEMHEHTEET,

— V94T NP, BT AN EX2VT 4 TTIATVAENLTAvE—VREET S
A= T FGAT U N EDT TI7AT VAR L TNDE~ DO IP T KLATT,

- U=NIPIE. T7I7A TV ANRRA v e—T%FUET S Exchange v — R EDT S T34 T A
DR L TWH~L D IP 7 FL AT,
II7AT L NeEYP—_"OIP T FLAZERALT, FEICEFA =N X2 VT4 77347
UARDDLEEED T TAT U NEREOY— MO NT T 4 v 7 BB TEET,

c. [#/E (Submit) 122V v 7 LET,

[¥+¥7F v &4k (Start Capture) |27 UV v 27 LET,

o X FFNIT—REIZ 1 OFITETTEES,

o Ny b XX TTFIRFETINTWDEE, [/ > b £ 7 Fx (Packet Capture) ] <— I
X, RITHOX Y T F Yy DAT—F A (7 74 )V YA XLRIBRE 72 & OBUEORFHER) 2FE
IRENET,

e GUIIZRRINDDIX GUI TRt INTZNT > N v 7T v 7217 T, CLI THmI =7 > b
Fx T FrirRAISNEE A, RIS, CLLICE CLI TR SNZBIEDO T v b Fx T F ¥ O
AT —H AT BRRRINET,

o Ny b FXTF¥ Ty AT 10 HOEIITHFISHE T, BEROKRH B FE T DN T v b
Xy T TFx Ty ANADNERRKTA XHIBIZBEELZSAX, 07 7 A VDb WIS HIER S
N (T—2PEEINET), BEONY Yy N Fx 7T v T—FTHLWE GBI E T, S
Ty R XX T Ty TrAE—EICU/I0 FOBEESET,

e GUI CHMAENTx Y I Fyvidty v a JITHEF SN ET, (CLI CRRBLEFEITHFOR v 7
FrixEyra BT LIEEXITERELED),

XX 7T X EHEE LMBET S50, ERIFEHRICETSIET[F v 7 F viE1L (Stop Capture) ]

7V v LTFETEILELET,

Ry b XY 7lF ¥ 774 NV~DT I A
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o [Ty hXxTTF v 77 ALDEE (Manage Packet Capture Files) ] VA NNO T 7 A V&7
Uy Z L[ Z7ANMDF T a—R (Download File) 1427 U > 7 LET,

o TTITATVAD captures V7 T4 L7 FUKNDT 7 AT 7 AT 572012 FTP £721%
SCP #fEH L £,

ROEXE
YR=FF277ANVEFHATELLIICLET,

o TTIATUVANDYET—K T/ BRAEZHFALTWDEA, HiliE2 FTP /21X SCP ##fA L T
NIy N XX T T Y 77ANVIECT 7 BATEET, [V RAa07r 7 =) R—MEEEFE~DY
F—h T VADA X—=T M) (P.16-2) LT IZEW,

o YR—MNITZ7ANVEEFA—INTEELET,

JE—FDLDTITSZATRABRD) Y b+

TTIAT o ATHA—F Uty FR3REREE, ¥— F/3—7 1 8o Intelligent Platform
Management Interface (IPMD) Y — A ZERALT, VE—IDROBTFIA4 T A v x—3 &2 U T — b
T&EET,

HER
e VE—IMEREHRIX. FEONN—RU T TCOREHATEET,

PR OWTIE, TV E— MEREHOA X—T 1k (P.14-6) S L T 7ZE 0,
o ZOBREAMMIRRICT 2ITIE, FINIA R—T N T DLERDHY £7,

FEEE. TV — FEREHO A F—7 0t (P.14-6) 2BBL T ZEW,
o WOIPMI 2~ ROBRYFR—FINET,

status, on, off, cycle, reset, diag., soft

YR= PRI DOa~ 2 FeRTT L L, RENRT) =7 =BNERShET,

(Z L&A
e IPMIN—T g 20%2HHLT, XA AZEHTEDI2—T 4 VT ZBHEL, BFELET,

o HAR—IENDIPMI v REMEHATLIHIEZEFELET, BEVO IPMI Y —LDO~v==2T )L
L TLTEE0,

FIR

ATFvF 1 IPMIZEH LT, BERZ LT vyl &b, UANCRE LY E— MEREHRR— MIE0 Y
THNDIP T FLRIZH LT, ¥R—FENTWDIEROHBRATY Y RERITLET,

722, IPMI 29 AR — 52 UNIX A 7O~ U InbIROa~ Yy REFRITTEET,
ipmitool -I lan -H 192.0.2.1 -U remoteresetuser -P password chassis power reset

ZIZT,192.0.2.1 13V E— FEREHEA— MIEV Y TONZZIP 7 R A, remoteresetuser &
password X, ZODHEEE A R—T NIZTBBICAA LI LT ¥y VT,

ATFvFT 2 TTIATUARY T =R T HET, A< b 5 oMb ET,
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PAEA—D A RBEUVTTSAT AN
D7 IR

YR arFyY X2 VT4 T IA TV ATHERTHMEEDIP A X —T7 = A%, &F&
FRYP—EREFBLTT 7 EBATE LT,

TN FTHEH, A X =T 2 A AZK L TROY—ERARA X —TNNEILIT 4 B —TIIHRES

nTnET,
£ A1 IPLUE—T A RITHLTTIF N b TAR—TLIZHEZY—ER
TIHNLETALR—TLHOESH
Y—ER [FI+NL b+ |BEBEAUE—Tq |FRERShEIP LY
R—k 3 B—TJx4A4R

FTP 21 No No

Telnet (23 Yes No

SSH 22 Yes No

HTTP 80 Yes No

HTTPS |443 Yes No

PAA—Tx4R

IP A v Z—TxA R, Xy T =7 ~DEPDOEERIIME Ry NV — I RET —ANEENT
WET, 1 2OPBA -V Ry h A X =Tz A AIKHLTHEEDIP A L F—T oA AZHETEFE
T IP A v HF—7 = A ARHD Cisco [ronPort A XAREE~DT 7 B A LBETEXET, BLA—NL
REBIOMERY— T2 DBE, BIPA L F—T oA ZFHEDIP 7 FLAB LR M &2 F
D1 OB~ U= TRLVAELTHRELET, /2. A0 X —T oA RFEHD T NV—TIZ
(CLIZ AL & S8 TEET, TOEHAE. VAT AIE, BELA—AVOEERIIIND
DIN—THIEFRVIRLTHEALET, KB — T oA OBMEIFZ I NA—T{IEX, KB E
FA=N XY o _X—=V BB DA v H—T oA AT — K RTINS,
VLAN Z{ER L, oA v F—T7 A ZEFEMIC (CLIZALT) RETHIELTEET, F
ONTIHE, BEWVWOBEBTA =N X2 VT4 TTITAT LV AD—Y A RELIZOF T A ~ b
7'® [Advanced Networking] OEZSHRL T ZIV,
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A-1 [IPL£>%—2x4 R (IP Interfaces) ] R—

IP Interfaces

Hetwork Interfaces and IP Addresses

Add [P Interdace...
MName IP address Hostname Delete
hata 1 172.159.1.86,/24 bt basrcuge.run i‘
Data 2 172.19.2.66/24 buttercup.run 1}
Management 172.159.0.86,/24 bt basrcuge.run i‘

IPAARA—D x4 RADEKRTE

[E#T 7 F 147 A (Management Appliance) ]>[> 7 —2 (Network) ]>[IP /& —7 = A
A (IP Interfaces) ] X—< (BLWinterfaceconfig 2~ R) TiE, IP A & —7 = A R%IBN,
R, EITHIBRTE ET,

GE) X2 VT AEHT T IAT A LEDOERRA U H—T =2 A AZEEMT SN LARTEZIZA—Y R b
R— E2EFFTHLIITEXEHA, SBIZ, EX2 VT4 BBT T4 7 2 AIBIBROT T OHEE
Y R—FLTWEDITTELY FEA (L2 KBS~ T =A),

IP A2 =T 2 ZAERETIHHEE. ROBFERB/HLIETT,

& A2 PAYB—Tz4R aAVvR—F b
=Ll LB —T 2 AD= v T F—h,
IP7FLR RUH TRy MZEENDIP T RL 2%, Jlx OYEA —HF Ry b & —

T oA AIERETEETA,

RYRIRY (T | Ry =R EZEEDO Py M F 27T v FEX (F2& 2iE, 255.255.255.0)
*Y rIRY) F703 16 #ERR (72 & 21T, Oxfffff00) TANTEET, F7 4L FDFRy
F= R 2713 255.255.255.0. — kM2 5 &2 CETT,

JA—FX+¥ZRF 7 |AsyncOS 137 74/ bDTH—KX¥ A F 7T RLAZIP 7 FLABLUOR v
FL2 R A7 D BBIIICEE L ET,

KR & A B =T A AEHET HEA M, RA ML, SMTP v\ E—va v
FOY—_"OFREIZEH S ET, & IP 7 FLURICHEEMIT bR F 2R A
FaEATTHHERHY £, Y7 b7 =71, DNSIZL->THERA RLR—
BT HIP 7 FLAICIELL SN0, $2130%5] % DNS 12X - THED
KA NEDRILENDZ 2T vy LERHA,

#rashdy—EX |FTP. SSH. Telnet. Cisco IronPort 2 /X A[GERE. HTTP. B X O HTTPS i%A »~
=T 2 A A ETAR—TNELETT 4 B—TNMITEEST, P—ERT LI

R— FZRETEE3, Cisco [ronPort A /X AfEEED HTTP/HTTPS, &A— k.

BLOURL bFHETEET,

GE) H2E BT v, A A b=, BEOEART] ORI STV AT L By N T v T Uy
P—RFZ2RT L, ZEAEELTVDEHERIT. T I9AT VA RICERA V2 —T oA ARTTITHTE
ENTWABIET T,

Il AsyncOS 8.1 for Cisco Content Security Management 21— A F



| #Z A IPAUE—DARBLUTFISAFURANDT IR

GUI #FRALIPA 8 —T 14 ADERK

2AFvF 1

ATvT 2
ATv7 3
ATv7 4
AFvT 5
AFv7 6
ATYTT

ATFyvFT 8

AFyvF 9

AFv7F 10

FIE

[T 7747 A (Management Appliance) ]>[*> 7 —2 (Network) ]>[IP A & —7 = A
A (IP Interfaces) | #i®IRL £,

[[P A% —7xAADEN (AddIP Interface) | %7 U v 27 LET,
A B =T A ADAHTEATILET,

A—PRy N AFAR—FEERL, IPT FLAZADNLET,

IP7 FLAZHIET DRy b~ A7 AT LET,

AV B =T A ADKA NG E AT LET,

IDOIPALVE—T oA ALETAFR—TNITHEY—EROIZHILTF = IRy I RAEF NI LE
T, MBENIJE LT, ®nT 2R —FE2EBELET,

TITIAT VAEHBICA VA —T7 =2 A ATHTTP 25 HTTPS ~O UV XA L 7 oA R —TNICT D
NEIDEENLET,

Cisco IronPort AN AREEZ M L CW 25415, HTTP, HTTPS., 7232 0MF2@IRL, #nZE
NICR— FESEZIEETE £, HTTP #:k4 HTTPS IV FA L7 b5 E I MHBINTE £4,

BRI IP A X —7 A A Cisco IronPort A RABEEDT 74V K £ LV FZ—T =2 A THHNE
S, BLUEAMA URL & LTHEHTLINERIZI AZ L URL 236 ET 50 2BETEET,

EHzkE L, RELET,

FTP BEHTOD7 T34 T VAADT IR

A

¥-3
=

27y T 1

[E¥E7 754 7 >R (Management Appliance) 1> [+ Y k7—% (Network) ]>[IP £ >4 —
Zx 4R (IP Interfaces) ] R—I F/=[& interfaceconfig A Y FHhHH— EX#TsE—TNIC
FTBIEICKY, PTSAFTURAADERAZEICHE LT, GUI £-(X CLI hAdtIliTEEd, BT
Ak, DUFLAVE—T AR, FEEBR—FOT I+ FERREZEALTTZ IS4 7 >
RICEEKTELMNERR, COATYFTY—ERET+E—TNICLABLTEEL,

FIg

[T 7 Z 47 A (Management Appliance) 1>[+* > b7 —2 (Network) |>[IP A ¥ —7 = A
A (IP Interfaces) ] ~~— (F721d interfaceconfig 2~v 2 K) ZEHAL T, 4 ¥ —7 = A RXITk
LTFTP 727 &8RAEA R—T M LET,

ZOFITE, BHA VAT 2 A RAFHR—F 21 (T 74N KR—F) ETCOFTP 77 A% A R—7
MZT DL ITHRESNTNET,

AsyncOS 8.1 for Cisco Content Security Management 1—4 /4 F i



fifF A IPLAUE—DILARBLKUTISATFUVAADTIER |

A-2 [IP£>8—7 x4 X%4E (Edit IP Interface) ] R—

Edit IP Interface

Wame: | [Mamagement
Ethernat Port: MBRBEMART W
1P Address: | [172,19,0.11 "
Metmask: | e g 2250 -
Hosmeme: | firowrum

Services: | Service Port
l'? FTF [ |
[#] Talnat Er
SSH T

Y

GE) WORT Y FIIBDIFNC, BEERGFETDIZILEENRNVTLIEE N,

AFvT 2 FIPRHATA LV HA—T=2ARITIEVALET, A X —T =2 AZHLTIELWIP 7 KL R &ff
LTWAHZ EAHRLET,

il

ftp 192.168.42.42
770 D%<LF, FIPRAHATHLA LV —T =2 AT 7 BATE £ T,
Bl -

ftp://192.10.10.10
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| #BA IP1o5—

FIMARBLUVT7TSATFURADTIER

ATFYT 3 FATLED ETOHEDEAIOT 4 L7 N EBRLET, FIPREATA VX —T7 A AT 7 &
AL, WOT 4 V7 NV EZRLTT7 7 A v Eab—R 04N (IGET)] 8L IPUT)) TEX
F7T, & A3 EZBHRLTIEZEN,
# A-3 FORRATEDBT4LI MY
Ta4LY VB (BB
lavarchive [T 774 7 > A (Management Appliance) ]> [ A7 L% # (System Administration) |>[~ 2
/bounces %&ﬁ‘: (Log Subscriptions) ] NR—TF T2, logconfig BIL W rollovernow I~ REMFH LI-m ¥
Ieli | JRIZ, BEIICERSNLET, £ 7 0F LW VLT, BEVWOEBETA— L EX=2UT 4 7
chi_logs FIAT v AD A~ S A RETZA L TA v~ T D [Logging] DEABIBLTL ZEW,
Idelivery
lerror_logs . o . e . :
Kl Ty AN B AT OENIOWTIL, Logging] ®® [Log File Type Comparison] % %ML T<
Iftpd_logs 7,
Igui_logs
Imail_logs
Irptd_logs
Isntpd.logs
Istatus

Isystem_logs

Iconfiguration

KOR—UBLIRavwy RO F—FZDT I AR—MNEF L7 MY, E720340 R — T (IR1E)
F4Lr Y,

e S —bFUxzA vy ELS (altsrchost)
c XML BROBET —#
(saveconfig, loadconfig)
e [FAFMT727EAFT—7L (HAT) (Host Access Table (HAT)) ] ~X—< (hostaccess)
e [ZfEEHET7EAFT—T (RAT) (Recipient Access Table (RAT)) ] ~<—< (rcptaccess)
+ [SMTP '— I (SMTP Routes) ] ~*—% (smtproutes)
e TAUTRARTFT—7) (aliasconfig)
o wAHL—FK FT—7 (masquerade)
o Avk—Y 7 4N% (filters)
o Ju— N UEfEE LT —4 (unsubscribe)
e trace IVURDTAN Avt—¥
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& A-3 FOERATEBTALI M) &S

F4LYM)E E

/MFM A= T7a—F=F YT T=HAR=Z2FT L7 FUIZIX.GUL HEHATEAR A= Ju— =4
BWREOT—2NEENET, £V 7T 4L 7 FIIIE. 774 VDL a— FEXEcE L
README 7 7 A AN EENE T,

AT DI NSO T AN ERE S~ N at =1L, T AN ET—HIRXR=R|Za— K
LCMBOSH T 7 ) r—a U ERERTAZENTEET, La—FERL, +XTOFT 427 LY
PIZHETRTDOT7ANLTRILTYT, ZOBRITIEHDOV ) —ATEEINIEENH Y £7,

Iperiodic_reports | < % L CHE STV DT R TDT — 4 A 74 L AK— FSRE S ET,

ATFvT 4 ZTHEHOFTP 7’u /7 r%FEHLTC, @URT AL 7 FIICHTET7ANVDT v 7n— RKBLOF
vra— RETVET,

t#’l? = to_ (scp) 77‘|’.’Z

TIAT Vs FRv—=T 4T VAT L TEF 2T at— (scp) T~ RRPFR—FENTW5E
B, £ A3 (PA-S) IR T T4 v 7 NIRBITTZ 7 A VB a—TEET, =& 23, ROBITIL,
77 AN

/tmp/test.txt (X, ZT7A T h = UMNHARA M mail3.example.com DT T A4 TV AD
configuration 7 4 L' 7 M iZa ¥ —3 i E T,

GE) ZOavy RTIE, =% (adnin) ONRNRAT—=REZRDL T T IRRFINET, ZOHE2HE
HAELTREIRLET, ANV —T 4T VAT LOEX2T ab—0FEEFRL > TE RIS
N ET,

% scp /tmp/test.txt admin@mail3.example.com:configuration

The authenticity of host 'mail3.example.com (192.168.42.42)' can't be established.
DSA key fingerprint is 69:02:01:1d:9b:eb:eb:80:0c:al:f5:a6:61:da:c8:db.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'mail3.example.com ' (DSA) to the list of known hosts.
admin@mail3.example.com's password: (type the password)
test.txt 100% ‘****************************‘ 1007 OO:OO

)

°

ZOFTIE., MU 77 ANANRBT FIAT U ANL I IFAT U h v lcar—a3nEt,

% scp admin@mail3.example.com:configuration/text.txt .
admin@mail3.example.com's password: (type the password)
teSt.tXt 100% ‘****************************‘ 1007 OO:OO

AT X a VT TTITAT VAT 57 7 A VOEEER L OEEIZIL, secure copy (scp)
% FTP 2B Hike LTHEMATE LT,

(¥)  operators 7 /L — 7% X (Y administrators 7V —7 D2 —WETF N, TTITA T U ANDT 7 A TE
Xa7 abt— (scp) ZHEHTEET, FEMTOVTIX, TAsyncOS OLRTDO/NN— a » ~DEILIZD
W) (P14-30) 2L T EE0,
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| #Z A IPAUE—DARBLUTFISAFURANDT IR

SYTIERIZLDTIEX

VT ARG LCT 7747 AR L TWDHIEA, A3 VTILR—hK axr7ZDE
VERERL, FALIWCTVITILR—F axI ZOELED YR TEBLINS v E—T =4 AMEFEFER

LET,
B A-3 Y7L R—FDEVES
1 5
oo
L] 9
= A-4 SUZIL R—FOEVEIYLT
Ey g% 1o bt -
1 DCD I T—F Xv U THH
2 SIN I UTIVAT
3 SOUT o YT A
4 DTR 0 T Z—IFN
|
5 GND na |{E 5
DSR I F—F v kL
T4
7 RTS I EEER
8 CTsS 0 T
9 RI I Vo7 ATl —H
DEY | n/a n/a Ty — T —RA
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s

2y bIT—UEIP7FLRADEIYHT

ZOMEETIE. Ry FT—2 T RLRAEIP 7 FLADOEIY Y TIZEIT A — %72 L — 2 DU T ELEA
L. Xy hU—=2I2 v Ra arvT oY ¥X%a T4 TTITA4T 0 AEBRT 5720 O8O —5 %R
Lij—o

ZOMEONEIZ, RO EBY TT,

o [f{—H Xy AL F—TxAZ] (PB-1)

o MPT7 RLAEXy h~A7 DR (P.B-1)

o [T LY X T 4 T IAT U AT 2O (P.B-3)

A1—YRYP A 23—T 4R

2ADArTY X a VT4 TTFIAT AT, Bcky (EEBROEX Yy NU—2 A
H—T 2 A ARHENE I D) VAT LAOEFHNFNVIZERK 4 DDA —HY Ry b A F—T A AN
HVFET, ROTILBFNTWET,

e Management
e Datal
e Data2
e Data3
e Data4

IP7 FLRERY PRI DFER

Fy NT—JBRETHLEE, avT oY ¥Xa VT4 T ITAT LV RIRERA Yy bEEETBT-
DIZ—BOA v H—T 2 ABBRTERITERY EEA, ZOFEFICLST, A1 —FFy b AV
=T A ADIP T RL AL Ry h~AZ ORI LT, W< OO EMREVET, H—D

Iy NI —Z BB TCEXAR3A X —T oA AT 1 ODOBHELEVIDOPRL—LTT (X h<wRINA v
=T ADIP T RLAZHEAEISNDZ ETEDOEIICEDLNET),

IP7 FL AT, EENERXY NT—2OWBA v Z—T oA 2% LET, WA —H Ry A
VE—T A AT, Ny NEZITRAIP T RLAZBEEESZ LN TxET, BEOIP 7 KL 2%
Fof—V Ry h A FZ—T AR, Xy FOEETLT FLRAELTOHTRANT SDDIP 7 KL A
EHHLT, A =T oA ANy NERETEET, 2077 %, RESF—hU=da

T aY—ORETHEHINET,
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HEB FykT—HEP7FLADEYST |

Iy b~AZOHME, IPT RLAZ Xy NU—2 T RLAELERA N T RLRIZHEITASZ LTI,
Fy hT—27 TRLVRZ,IPTRLRADXR Yy =284 (kv b~ 27 &—FTHEy ) &RA
FTIENTEFET, FANTRLREF, IPTRFLRADEYVDOEY Y N CF, 44 27F v N 7T RLARD
BHheey MRIZ, 7T ALVA RAAL UV—F 427 (CIDR) BRATREHINDZZ ENHV ET,
L, AT v iaiis, Ry MM (1 ~32) Bcx £,

Py b~ ATE, BEUIANA TV O 1 282D HIETERBTEET, 255.255.255.010% [/24]) 1T7¢
V. 255.255.240.0 1% [/20]) &7 0 £,

A2B3—T A RAEBEDYTIL

2y bFIT—1:

2y bFI—9 2:

2T, WO ORENZEX Y T —JIZESWEA A =T 2 A ADFREHERLET, ZOH)
TiE, Intl & Int2 D2 >OA 2 F—T A AEMFEHLET, 20T X2 T4 TTITAT R
DHFE., TNOLDA L F—T A A4F, 3 ODA 2 F—7 =1 A (Management, Datal, Data2) o
hD2oDA v H—Tx A AR LET,

ER DA Z =T 2 AFHIDOR Yy b T =2 LICFET D XIS TRERH Y £7,

48—

JxA4 R IP7FLX Ry FIRY Rry b PFLR
Intl 192.168.1.10 255.255.255.0 192.168.1.0/24
Int2 192.168.0.10 255.255.255.0 192.168.0.0/24

192.168.1.X 17 RLABEENZT—F (ZZTXIE 1 ~255 DIEEDOER S, 212L. BHEDOT K
VA (ZOBAIZ10) <) &, Intl 25 EHENET, 192.168.0.x IZ7 RV ARESNIZT —
Zix, In2 2HEHSNET, ZORRXTEARWVVOT FL2 (bELDBNLDIE WAN £7-131 >
H—F v b E) ZHNI Ny NI TN A=A ICE EEINET, T4V F— |
T AIZINEDORYy NI =7 DEL LD LILFEET OIMNERHY ET, T0%, T 74V K F—
N7 = A BNy FEERELET,

2ODEBRDBALH =T 2 A ADXy FT =7 T RLVA (IPT7 FLADXy hU—27E4y) 1ZRE LIS
THZENTEERA,

A—HRy ALY

R—T AR IP7FLX Ry FTRY *y b 7ELR
Intl 192.168.1.10 255.255.0.0 192.168.0.0/16
Int2 192.168.0.10 255.255.0.0 192.168.0.0/16

L, 29004 =Y FX Yy N A E =Tz AANE LRy NU—2 T RLRAEZFOLWH | BE LR
REEZELCWET, 20T Y X2 VT4 TTITATUADLDO/7 y A 192.168.1.11 (235
Nry hOBRGBIZEDA =Y Ry b A X —T oA AFEHTLHLEND D0 ERE
TAEHEEHYVETA, 20D —Y Ry b A X =T A AN2 OOWEX Y U — 7 1T & ([ ZHEG

fgani-5%Ha.

INTWBEHE,

M —7 ZRETEEEA,

NTy MEIB oy Y= IZRESNLARERH Y, £5FT DD Ty K
DEFRERDITHZLITTEERAL, 2070y ¥Xa VT4 T7I734 7 AT,

WAt D%y
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| #8 B Ry rT—HELIPZFLRAOEYET

29004 —F Xy b AU B =T =2 A 2R YRRy N —JICHEHRTDHIEIXTEETNR, a7
Y xa T4 TTITAT VAR BORGBA VA —T oA AERIRTEDLLICIP T RL AL Ry
YRV HZRETDULERDHY £7,

IP7RLAR. AVB—TxA4R. BEUIL—TF 45

GUI £721X CLI T, A v ¥ —7 = A A& @IRATRER 2~ ROBEKEZFETT BT/ v 4 —T = A R
R LIZHE (& 2iE. AsyncOS O7 v 77 L— KL DNS O%ERE), v—T 47 (T 7%
VR F—bvzA) BEBRLEANELY bELSET,

722X 32900y NI —0 AU B =T 2 A ARFNENYDOX Y NT—7 BT A MIRESN
FIRODESRarT oy ¥x%a T4 TTXI9AT U ARSDHELET (TT 24 LRE),

1—=YRy b IP

Management 192.19.0.100
Data1 192.19.1.100
Data2 192.19.2.100

T 74NN F— b U= A1%192.19.0.1 TT,

ZIZT, AsyncOS 7 v 7L — K (FidA v ¥ — 7I4Z’Ei§§?ﬁfé°6ﬂﬂ0):7/ RO %
F4T L, Datal E® IP (192.19.1.100) Z&EIRL7=H4E, 7-3CTHO TCP b7 7 4 v 7 ) Datal 4 —¥
Fy b AE =T oA AREAITD ETFRREND Z ttmmiﬁ Lo, EBIZIX, 77411
F=hTxzAf L LTRESNTWDA U H—T x4 A (Z 2 Cld Management) 7°5 b7 7 1 v 7 Nk
HanEd, 2720, 774 v 27 DEEIXT FLRAIZiE Datal @ IP BRESNTHNET,

fquj__

ATy X2 VT TTITATURE, BEWRER ATy MRRET LI -BEOA U F—T A A
NG TERTNEIRY EEA, ZOREEITILEDIZ, ar Ty ¥xa 0T 77747~
ZE, STy FOFEIP T RL AL, FOL—H Xy b A F—T 2 ADFy NT—27 B LOIP
T RUAREEMAEDETHEALET, ROKIC, ZZETHHALTELBEZELDET,
RLky kD—% BBy k7—%
RLCWMESVE—T (4R ) =
BLu5YBA 8 —T4R NGl 2]

AVTUY XA T4 TITFAT O REERT 50D
Lt
TIIAT A EERT DEICIE, KORTEBE LTI L&Y,

o WH . BH LI 7 4v2 (CLL. WebA v Z—T7 AR, B ZBUE) X, EBFA—N T 74 v
7 X0 HiIxaNPETY,

¢ 20oDA—Y Ry h AL X =T A ZAPRUEXY NT—2 AL v FITHE jﬁféﬂf“éﬁ%ﬁ%é@&:
ZT AN —=LDRIDRA b EOR—A 2 F =T =2 ALBETDHETOHRE. HDHWITT T
DT —=ZRTRXRTCOR—MIoa—shdRy NI —27 N7 %ﬂ%ﬁ\%’%éh“(bﬂ’%é\ 2o
DAE =T 2 A AR L THHELNDIFAITH Y £ A,
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HEB FykT—HEP7FLADEYST |

e 1000Base-T TEMEL CTWAHA o F—T A ZTD SMTP I > _t— 3 i3, 100Base-T THEIE
LTWARILA v E—T 2 A ATOH "= a0 A LEEHTT R, #7250 XA
AT TOHRTT,

o FEXRY FU—Z DOHIDOEFIZAR LRy IR HDHIEE, Fv N —7 ~OEERZKiELLTHE
WRIZHVERHA, R Rv 7T, A7 —Fy b~OEHRBLOEHG o X —D X527 >
TARN)—ATHROEEICRELET,

BRI T 204 0 2 —T7 =24 ZDFEZNH~DT NV AREDHIEL, KL RD2 XY FU—27 D
BHMIC Lo TRODMERDH Y T, A ¥ —T =24 AL, *y MU —2 FRr YR
T—=2 R 2— ATHERINBTNEILES Y FHA, o, BYIEHEMRERICL X, F— b
VraAIZENTEEDL, A 2=y P —2 MARB Y TOLEIIE L THEELHEST LB T
N
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274 T 94— ILIEHR

= APPENDIX

WDOFRIX, VA arvT oy ¥Xa VT4 TTI7AT VA ERICETESE SO T 2 hiEe
LRNWZENRHDHIR—FDY A RNTT (F7+ MEETRT),

% C1 T7AFT 24— K—F

T

Lk ok

R—F |30 In/Out KX +4£ H#

20/21 |TCP In £72 |AsyncOSIP, FTP |02 77 A ND7 75— a D FTP,

(3 0ut 9= F—4 K | TCP 1024 3 X AL E T ~T

FAVTW DN D D 4,
FERZOWTIE, S Ly Y X—ZD FTP A— k
BHERBZL TSN, [FLryy =2
(P.1-5) ML T ZE0,

22 SSH Out AsyncOS IP Rl 7 X2 L— gy v 32—y
Dar7 4 F¥al—arOrE,
Ny 7T v 7ICbEHESNET,

22 TCP In AsyncOS IP CLI~OSSH7/7®vA,. ad Z7A4ANVDT 7Y
F—a v,

22 TCP Out SCP #—3 17—~ SCP FifE,

23 Telnet In AsyncOS IP CLI ~® Telnet 7 7 & &,

23 Telnet  |Out Telnet #—3 Telnet 7 v 77 L — K,

25 TCP Out Any BT A —/LiEEH SMTP,

25 TCP In AsyncOS IP NI U ASNTZEFA—NVEZET S SMTP %
TISNBD T 7 AT U — AN HEFA—IVE
A=y NTBHEA,

80 HTTP In AsyncOS IP VAT LTSV T OREHO GUL~D HTTP
77X,

80 HTTP  |Out downloads.cisco.com |[#—t A 7 v 75—k, AsyncOS 7 v 77 L —
FaBR<,

80 HTTP Out updates.cisco.com AsyncOS 7 v 77 L — K,

82 HTTP |In AsyncOS IP Cisco IronPort A /S A[GERED RS,

83 HTTPS |In AsyncOS IP Cisco IronPort A /% A[BEEDFERIZHEH,
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figk C 27474+ —)LiEHR |

# C1 74T 24— R—F (@)
TI*
Lk pA=R
R—bF 2 In/Out KX+ B#
53 UDP/TC |Out DNS #—n AV H—Fy b —F P—=RELEF 7747
p 74— AR DNS Y — & HT S K HIgi%
EFEINTWBHEE5?D DNS, F7-. SenderBase
7= ) —DHA,
110 TCP Out POP H— Cisco IronPort AR AFREED 7= DT> Ra—F
® POP &k,
123 UDP Out NTP H—x HA DY —N"NRBT 7 AT 7 —VINTOHE.
NTP,
143 TCP Out IMAP H—3 Cisco IronPort A X AREED - DT K2 —W
® IMAP F&FiE,
161 UDP In AsyncOS IP SNMP 7 =V —,
162 UDP Out EHAT— g SNMP + 7 v 7,
389 LDAP Out LDAP #—n LDAP 74 L7 N =BT 7 A4 T U —)b
3268 NEsDE . LDAP, Cisco IronPort A /X A B
D 7= 8D LDAP &,
636 LDAPS |Out LDAPS LDAPS : ActiveDirectory @27 12—/ N)L 1 X 1
3269 7 H—N,
443 TCP In AsyncOS IP VAT A ET=H Y T DD GUL ~D HTTP
(https) 727 k&R,
443 TCP Out update-static.cisco.c |7 v FF— K b —RNOEHFDO T 7 A L E B L
om £7
443 TCP Out phonehome.senderba |7 7 N7 LA 27 7 4 L HD(ZE | EE,
se.org
514 UDP/TC |Out Syslog ¥ —/x Syslog B ¥ > 7,
P
1024 |— — — A—F 21 (FTP) 2o\ Tk, LitoE#RE2SK
LR LTL7EE,
2222 |CCS In X |AsyncOS IP 7T ALBEY—E A (PREPIEBH),
O Out
6025 |TCP In AsyncOS IP HLE5 Cisco IronPort & 7S AFREEM A X — 7 LD
B4 Cisco IronPort A /S AWEEET — X 2 % o
VTG4BT 7747 2 AZEE,
7025 TCP In 88X |AsyncOSIP COMRENPENIND EETA—L X2V
O Out T4 T ITIAT LV ADEX 2 )T &8T5
AT AMTRI Y —, UANVA, TU T
AV RBET — X 2L ET,
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ZOMEKIE, A0 T Y kX VT BT T AT AR EEANT DR T IEIZD
WTHBIZHA L TWET, ZnbiciE, ROBEEXEHLET,

o HI1: 22—V iz (P.D-1)
e [H]2:URL®D 7 ¥ 7 (P.D-5)
o I3 : 77 ®AEDEL W URL 5 2V o4 (P.D-6)

Web X274 7TS5A47 2V ADHI

TITIE, BEX 2 VT AT S IATUABL RN Web vX 2 VT 4 TFIAT AR LIZHNIC
DOWTHHA L ET,

(i) NGOV TIFETTRTC, ¥X=2 VT A BT T IAT U ABLOWeb v X2 VT 4 7T 74T
ATWeb LAR—T 4 7 BIUOWeb T v X T A X —TLRA =T IEINTWD Z & ERHiTR
LLTWET, Web F T v X 7 BIVO Web LR—F 1 > 7 & A F—T W T B HEICHOWTIL,
B SE [PREPR Web LR—FT 4 7BIRMN T v 7O 28R LTLEEN,

Hl1: 2—FORE
WIZ, VAT LAERENSH T ED 22— 2HET 202~ LTI,
ZOYF VAT, HOREEENEETICREY 2 Web ¥4 M7 Z7EBA LTS, W) EHIFEE
HENZITR> TWET, TNE2RHET DL, VAT LEHEN Web 77T 1 EF ¢ DML b
TFToXUTTAELENDY 7,
Web 7277 4T 4M TR rande, HEEOSZRBREICEAT 2@ TH Iz Web L
A— FBERENET,

AFvT 1 X2 VT4 EHT T T7A4T AT, [Web]>[ LAR—F (Reporting) |>[=—+ (Users) ] ZRR L
i‘?—o

AF9F 2 [2—H (Users) | 7—7 AT, #ETSH[2—H%ID (UserID) | £/ [2F AT FIPT FL 2R
(Client IP address) ] &2 V> 27 LE7,
2—WID FIFXZ FA4 T MNP T FLARDMLRWEEX, =2—VFID £33 7747 NPT
RL2REZDPRDHEFATTHFALN 74—V RIZASL, [2—FID ERE7IFAT 2 MNP T RLADK
% (Find User ID or Client IP Address) 1 %2 U > 27 LET, IP 7 FLUABEHIZI—HL TR TH
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H#&D @ |

MRILESNET, [2—Y (Users) ] 7—7 M, HELE2—FIDBEORI A7 FIP T KL
AWANENET, ZOBTE. 25472 FP 7 K2 10.251.60.24 OFFHRIZ OV THRE LT E
j—o

Users

Printakle (FOI)

Time Range: 0 days L}

X3 Apr 2000 0000 ta 22 Jul 2000 0100 (GMT +03:000

Top Users by Transactions Blacked Tap Users by Bandwidih Used

10.251.60.24 — 5
— 5
Fl

10.251.60.35

10.251.60.67

10.251.60.15 _ 2 10.251.60.67 15MRB

10.251.60.72 [N 1 10.251.60.24 |1 S6EAKR

T T T T T 1
] 2 4 [ ] & ] ] foME 20.0MB.
Transactions Bytes
Chart Optians... | Expart... Chart Ogtions... | Cxpot. ..

ATFvF 3 IPT7 FLA[10251.6024] %7V v 7 LET,
10.251.60.24 O 22—V OFEMAR—UBRERREINET,

Il AsyncOS 8.1 for Cisco Content Security Management 21— A F



| #& D @

Users > 10.251.60.24

Printahle (PDF)

T|IIIERIII|.|H::|H| dayps H:
31 Aug 2008 O0:00 tn 2% Mow 2011 15:00 (GMT -0&:00)

URL Categories by Tolal Transaclions Trend by Tolal Transaclions

200

180

L]

L]

120

Search Engines amd Portals L
Buseness and Indusiry L]
Compulers and [ntarmel B0
Adverusemeants &0
Infrastructure i 3 )

-] I Iﬁlﬂ I 'Ilﬂ I L] B 100 I L]

25Apr OS-May 23-May  Of-jun  Jjun O L&l
Chart Opligns .., | Export. ..

Transactions

Chart Oplions, .. | Expart.,.

URL Calagory Bandwidth Used Time Epant Blocked URL Calagory Transschons Completad Tolal Transachions =«
Search Engines amd Portals . A4T AKE 00:21 . 1] . g g
Busivess and [ndusley . 15.5KB l]lZI:IZIﬁ. L] . 7 7
Computers and Inberpal . Bl AKR 00:06 . 1] . g g
Adverusements . 16.9KB 00:00 . L] . i i
Inlr astructure . < 5408 0o:0n . 1] . 3 3

Totals {all avalable data): . S65.6KB l]ﬂ:33. L] . 118 118

Colemnsg, .. | Export...

Cigmiain or [P Bandwedth sed Time Sp&nt Transactons Completed Transsctons Bocked Total Transactions =
L Lol I ] Ll el i > 106
" S COm DELEL Lileali] & (1] 4
i i OO M 02r2n LilEali} & w 4
e nat 15 1KB Lileali] 3 (1] el
e =] 2910 Lileali] 2 (1] z
e ] 1,650 Lileali] 1 (1] 1
i Scom 1,271 Lileali] 1 (1] 1
i@ COM 1,170 Lileali] 1 (1] 1
b 071 Lileali] 1 (1] 1

Calemns... | Expart...

Applications Matched

MG Jats was found i ihe Felaciad Bt rangs

Falware Theeats Detected

Mo data war found i fhe seleofed e mnge

Pobcy Name Palcy Type Bamdwidth Used Completed Transachions Blocked Transacksons Tolal Transachions =«
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AFvT 4

AFvT 5
&
AFvT 7

2=V DHEMR—T NN T a Bl URL A7), b7 valBlo by R,
—%4 B URL TV, —HETE ALY, —HTAHT AV r—var, SN~y =T D%
B, BLIO—HTHRY v —2ERTEE£7,

IO TIVICE-T, 10.251.6024 D2—Y RN T o w7 ERTWwW5 URL (R=VD[ RAAL

(Domains) |7 v a v il&END [T a vy 7 iz b T %7 v 3 (Transactions Blocked) ] 4 7
AZER) T 7EBALEIELTWEZ ERERDND T,

[~ L7 KAA > (Domains Matched) 1 7—7 VD FD [/ AFR—k (Export) |27 VU v L,
A=YPRT I EALLIE LTV RASL Y BELUPURL DY A FERRLET,

N o .
D-1i2, =2—F»nbx 7 AR — hSINEEROY A MERLET,
D-1 IHRR—+ F—2046
€ Users_10_251_60_24_Demabss_Malched_Rawlata csv [Resd Owhy] =]
A B C o E F G =
1 |Doman o IP Bandwdih Lsad Turea Speni Cther Bocked Trard Transachons Compd Transacbons Block o Total Transachons
T | sddthis cam 1 (] ] 1 [] 1
3 |addthiscdn com 1m o o 1 o 1
4 dablecick net 15447 ] ] 3 ] 3
5 | pmcules.com Ear = o 4 o 4
B gaegh-snalytics com BT [ ] ] ] ]
7 pacghe.com amEn 2180 5 101 5 1%
B kartsk com 31 =0 ] H ] H
9 | guaniserm.com LTH (] o 1 o 1
10 yarsdes ] ] ] 1 ] 1
1
(L] i
o4 b W Uers_10_251_60_24_Domairs_Patc |« ® |

I Web FT XU HBREEMFEHL T, ZOREOZ—F O Web ik z v T %7 L, £
RTDHIENTEET,

N
GE)

Web LAR—FT 4 V7 TlE, 77 8AENAFED URLIZEST, =2 —FRT 7 EBRATEHTX
TORAAL NEBRERETEDIRICEBLTLLEE D, 2—FRT 7 AL TWAHEED
URL, Z® URL {27 7 & A L7zWZl, 2@ URL B3FFAI SN TND 0 E I R EDE#RESD
121X, [Web k7 v %> 7 (Web Tracking) | X—Y® [ r ¥ $—E X (Proxy Services) ]
27T EEHLET,

[Web] >[ LA — I (Reporting) ]>[Web FT v F 7 (Web Tracking) | ZiERL £,
[Zux —vE A (Proxy Services) | ¥ 7 %27 U w27 LET,

[2—W/27FA4T7 > FIP 7 KL A (User/Client IP Address) | 7% A b 7 4 — )V Rl —HV4 £
IPT7 RVAZANLET,

ZOFTIE, = —¥% 10.251.60.24 ® Web N7 v ¥ I IERERBLET,
MR R BT R SNET,
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web Tracking

Avadable: 13 Jul 2010 0L:30 b3 14 Dol J0L0 3:5F (GHT +30:05)

¢ Advanced | 5.

Time Bange: | | %3 daye -
Upar/Chank IP: | [19.5%1 40.5¢ {84 pdes or DobsATMGdea)
Webmte; | | {84 geogle.com)
Trancaction Tree: | | AN Transachons &

it IFaRTaOtanT Wi advmiond orfena

Casplaring 1 - & of § traveachang,

Tims (GMT ar § Clang

*03:00) * Tranaschen Driplay Oetads... | Dtpmiten | Bardedh 1]
14 3yl SOL0 T2EA:2T | hapusalebrowsing tients geagle o sfsbreming/dawnlasdifel . Bk &, 3548 1D25L 024
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= APPENDIX E

End User License Agreement

Cisco Systems End User License Agreement

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT CAREFULLY.IT IS
VERY IMPORTANT THAT YOU CHECK THAT YOU ARE PURCHASING CISCO SOFTWARE
OR EQUIPMENT FROM AN APPROVED SOURCE AND THAT YOU, OR THE ENTITY YOU
REPRESENT (COLLECTIVELY, THE "CUSTOMER") HAVE BEEN REGISTERED AS THE
END USER FOR THE PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT.IF
YOU ARE NOT REGISTERED AS THE END USER YOU HAVE NO LICENSE TO USE THE
SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE AGREEMENT
DOES NOT APPLY.ASSUMING YOU HAVE PURCHASED FROM AN APPROVED SOURCE,
DOWNLOADING, INSTALLING OR USING CISCO OR CISCO-SUPPLIED SOFTWARE
CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF CISCO
SYSTEMS, INC. ("CISCO") IS WILLING TO LICENSE THIS SOFTWARE TO YOU ONLY UPON
THE CONDITION THAT YOU PURCHASED THE SOFTWARE FROM AN APPROVED SOURCE
AND THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS END USER LICENSE
AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS ON THE LICENSE SET FORTH IN A
SUPPLEMENTAL LICENSE AGREEMENT ACCOMPANYING THE PRODUCT OR AVAILABLE
AT THE TIME OF YOUR ORDER (COLLECTIVELY THE "AGREEMENT").TO THE EXTENT OF
ANY CONFLICT BETWEEN THE TERMS OF THIS END USER LICENSE AGREEMENT AND ANY
SUPPLEMENTAL LICENSE AGREEMENT, THE SUPPLEMENTAL LICENSE AGREEMENT
SHALL APPLY.BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE, YOU ARE
REPRESENTING THAT YOU PURCHASED THE SOFTWARE FROM AN APPROVED SOURCE
AND BINDING YOURSELF TO THE AGREEMENT.IF YOU DO NOT AGREE TO ALL OF THE
TERMS OF THE AGREEMENT, THEN CISCO IS UNWILLING TO LICENSE THE SOFTWARE TO
YOU AND (A) YOU MAY NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE, AND (B) YOU
MAY RETURN THE SOFTWARE (INCLUDING ANY UNOPENED CD PACKAGE AND ANY
WRITTEN MATERIALS) FOR A FULL REFUND, OR, IF THE SOFTWARE AND WRITTEN
MATERIALS ARE SUPPLIED AS PART OF ANOTHER PRODUCT, YOU MAY RETURN THE
ENTIRE PRODUCT FOR A FULL REFUND.YOUR RIGHT TO RETURN AND REFUND EXPIRES
30 DAYS AFTER PURCHASE FROM AN APPROVED SOURCE, AND APPLIES ONLY IF YOU ARE
THE ORIGINAL AND REGISTERED END USER PURCHASER.FOR THE PURPOSES OF THIS
END USER LICENSE AGREEMENT, AN "APPROVED SOURCE" MEANS (A) CISCO; OR (B) A
DISTRIBUTOR OR SYSTEMS INTEGRATOR AUTHORIZED BY CISCO TO DISTRIBUTE / SELL
CISCO EQUIPMENT, SOFTWARE AND SERVICES WITHIN YOUR TERRITORY TO END USERS;
OR (C) ARESELLER AUTHORIZED BY ANY SUCH DISTRIBUTOR OR SYSTEMS INTEGRATOR
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IN ACCORDANCE WITH THE TERMS OF THE DISTRIBUTOR'S AGREEMENT WITH CISCO TO
DISTRIBUTE / SELL THE CISCO EQUIPMENT, SOFTWARE AND SERVICES WITHIN YOUR
TERRITORY TO END USERS.

THE FOLLOWING TERMS OF THE AGREEMENT GOVERN CUSTOMER'S USE OF THE SOFTWARE
(DEFINED BELOW), EXCEPT TO THE EXTENT: (A) THERE IS A SEPARATE SIGNED CONTRACT
BETWEEN CUSTOMER AND CISCO GOVERNING CUSTOMER'S USE OF THE SOFTWARE, OR (B)
THE SOFTWARE INCLUDES A SEPARATE "CLICK-ACCEPT" LICENSE AGREEMENT OR THIRD
PARTY LICENSE AGREEMENT AS PART OF THE INSTALLATION OR DOWNLOAD PROCESS
GOVERNING CUSTOMER'S USE OF THE SOFTWARE.TO THE EXTENT OF A CONFLICT BETWEEN
THE PROVISIONS OF THE FOREGOING DOCUMENTS, THE ORDER OF PRECEDENCE SHALL BE
(1)THE SIGNED CONTRACT, (2) THE CLICK-ACCEPT AGREEMENT OR THIRD PARTY LICENSE
AGREEMENT, AND (3) THE AGREEMENT FOR PURPOSES OF THE AGREEMENT, "SOFTWARE"
SHALL MEAN COMPUTER PROGRAMS, INCLUDING FIRMWARE AND COMPUTER PROGRAMS
EMBEDDED IN CISCO EQUIPMENT, AS PROVIDED TO CUSTOMER BY AN APPROVED SOURCE,
AND ANY UPGRADES, UPDATES, BUG FIXES OR MODIFIED VERSIONS THERETO
(COLLECTIVELY, "UPGRADES"), ANY OF THE SAME WHICH HAS BEEN RELICENSED UNDER
THE CISCO SOFTWARE TRANSFER AND RE-LICENSING POLICY (AS MAY BE AMENDED BY
CISCO FROM TIME TO TIME) OR BACKUP COPIES OF ANY OF THE FOREGOING.

License.Conditioned upon compliance with the terms and conditions of the Agreement, Cisco grants to
Customer a nonexclusive and nontransferable license to use for Customer's internal business purposes
the Software and the Documentation for which Customer has paid the required license fees to an
Approved Source."Documentation" means written information (whether contained in user or technical
manuals, training materials, specifications or otherwise) pertaining to the Software and made available
by an Approved Source with the Software in any manner (including on CD-Rom, or on-line).In order to
use the Software, Customer may be required to input a registration number or product authorization key
and register Customer's copy of the Software online at Cisco's website to obtain the necessary license key
or license file.

Customer's license to use the Software shall be limited to, and Customer shall not use the Software in
excess of, a single hardware chassis or card or such other limitations as are set forth in the applicable
Supplemental License Agreement or in the applicable purchase order which has been accepted by an
Approved Source and for which Customer has paid to an Approved Source the required license fee (the
"Purchase Order").

Unless otherwise expressly provided in the Documentation or any applicable Supplemental License
Agreement, Customer shall use the Software solely as embedded in, for execution on, or (where the
applicable Documentation permits installation on non-Cisco equipment) for communication with Cisco
equipment owned or leased by Customer and used for Customer's internal business purposes.No other
licenses are granted by implication, estoppel or otherwise.

For evaluation or beta copies for which Cisco does not charge a license fee, the above requirement to pay
license fees does not apply.

General Limitations. This is a license, not a transfer of title, to the Software and Documentation, and
Cisco retains ownership of all copies of the Software and Documentation.Customer acknowledges that
the Software and Documentation contain trade secrets of Cisco or its suppliers or licensors, including but
not limited to the specific internal design and structure of individual programs and associated interface
information.Except as otherwise expressly provided under the Agreement, Customer shall only use the
Software in connection with the use of Cisco equipment purchased by the Customer from an Approved
Source and Customer shall have no right, and Customer specifically agrees not to:

(1) transfer, assign or sublicense its license rights to any other person or entity (other than in compliance
with any Cisco relicensing/transfer policy then in force), or use the Software on Cisco equipment not
purchased by the Customer from an Approved Source or on secondhand Cisco equipment, and Customer
acknowledges that any attempted transfer, assignment, sublicense or use shall be void;
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(i1) make error corrections to or otherwise modify or adapt the Software or create derivative works based
upon the Software, or permit third parties to do the same;

(iii) reverse engineer or decompile, decrypt, disassemble or otherwise reduce the Software to
human-readable form, except to the extent otherwise expressly permitted under applicable law
notwithstanding this restriction or except to the extent that Cisco is legally required to permit such
specific activity pursuant to any applicable open source license;

(iv) publish any results of benchmark tests run on the Software;

(v) use or permit the Software to be used to perform services for third parties, whether on a service bureau
or time sharing basis or otherwise, without the express written authorization of Cisco; or

(vi) disclose, provide, or otherwise make available trade secrets contained within the Software and
Documentation in any form to any third party without the prior written consent of Cisco.Customer shall
implement reasonable security measures to protect such trade secrets.

To the extent required by applicable law, and at Customer's written request, Cisco shall provide Customer
with the interface information needed to achieve interoperability between the Software and another
independently created program, on payment of Cisco's applicable fee, if any.Customer shall observe
strict obligations of confidentiality with respect to such information and shall use such information in
compliance with any applicable terms and conditions upon which Cisco makes such information
available.

Software, Upgrades and Additional Copies. NOTWITHSTANDING ANY OTHER PROVISION OF
THE AGREEMENT: (1) CUSTOMER HAS NO LICENSE OR RIGHT TO MAKE OR USE ANY
ADDITIONAL COPIES OR UPGRADES UNLESS CUSTOMER, AT THE TIME OF MAKING OR
ACQUIRING SUCH COPY OR UPGRADE, ALREADY HOLDS A VALID LICENSE TO THE
ORIGINAL SOFTWARE AND HAS PAID THE APPLICABLE FEE TO AN APPROVED SOURCE
FOR THE UPGRADE OR ADDITIONAL COPIES; (2) USE OF UPGRADES IS LIMITED TO CISCO
EQUIPMENT SUPPLIED BY AN APPROVED SOURCE FOR WHICH CUSTOMER IS THE
ORIGINAL END USER PURCHASER OR LESSEE OR OTHERWISE HOLDS A VALID LICENSE
TO USE THE SOFTWARE WHICH IS BEING UPGRADED; AND (3) THE MAKING AND USE OF
ADDITIONAL COPIES IS LIMITED TO NECESSARY BACKUP PURPOSES ONLY.

Proprietary Notices.Customer agrees to maintain and reproduce all copyright, proprietary, and other
notices on all copies, in any form, of the Software in the same form and manner that such copyright and
other proprietary notices are included on the Software.Except as expressly authorized in the Agreement,
Customer shall not make any copies or duplicates of any Software without the prior written permission
of Cisco.

Term and Termination. The Agreement and the license granted herein shall remain effective until
terminated.Customer may terminate the Agreement and the license at any time by destroying all copies
of Software and any Documentation.Customer's rights under the Agreement will terminate immediately
without notice from Cisco if Customer fails to comply with any provision of the Agreement.Upon
termination, Customer shall destroy all copies of Software and Documentation in its possession or
control.All confidentiality obligations of Customer, all restrictions and limitations imposed on the
Customer under the section titled "General Limitations" and all limitations of liability and disclaimers
and restrictions of warranty shall survive termination of this Agreement.In addition, the provisions of the
sections titled "U.S.Government End User Purchasers" and "General Terms Applicable to the Limited
Warranty Statement and End User License Agreement" shall survive termination of the Agreement.

Customer Records.Customer grants to Cisco and its independent accountants the right to examine
Customer's books, records and accounts during Customer's normal business hours to verify compliance
with this Agreement.In the event such audit discloses non-compliance with this Agreement, Customer
shall promptly pay to Cisco the appropriate license fees, plus the reasonable cost of conducting the audit.
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Export, Re-Export, Transfer and Use Controls.The Software, Documentation and technology or direct
products thereof (hereafter referred to as Software and Technology), supplied by Cisco under the
Agreement are subject to export controls under the laws and regulations of the United States (U.S.) and
any other applicable countries' laws and regulations.Customer shall comply with such laws and
regulations governing export, re-export, transfer and use of Cisco Software and Technology and will
obtain all required U.S.and local authorizations, permits, or licenses.Cisco and Customer each agree to
provide the other information, support documents, and assistance as may reasonably be required by the
other in connection with securing authorizations or licenses.Information regarding compliance with
export, re-export, transfer and use may be located at the following URL:

http://www.cisco.com/web/about/doing_business/legal/global export_trade/general export/contract _co
mpliance.html.

U.S.Government End User Purchasers.The Software and Documentation qualify as "commercial
items," as that term is defined at Federal Acquisition Regulation ("FAR") (48 C.F.R.) 2.101, consisting
of "commercial computer software" and "commercial computer software documentation" as such terms
are used in FAR 12.212.Consistent with FAR 12.212 and DoD FAR Supp.227.7202-1 through
227.7202-4, and notwithstanding any other FAR or other contractual clause to the contrary in any
agreement into which the Agreement may be incorporated, Customer may provide to Government end
user or, if the Agreement is direct, Government end user will acquire, the Software and Documentation
with only those rights set forth in the Agreement.Use of either the Software or Documentation or both
constitutes agreement by the Government that the Software and Documentation are "commercial
computer software" and "commercial computer software documentation," and constitutes acceptance of
the rights and restrictions herein.

Identified Components; Additional Terms.The Software may contain or be delivered with one or more
components, which may include third-party components, identified by Cisco in the Documentation,
readme.txt file, third-party click-accept or elsewhere (e.g. on www.cisco.com) (the "Identified
Component(s)") as being subject to different license agreement terms, disclaimers of warranties, limited
warranties or other terms and conditions (collectively, "Additional Terms") than those set forth
herein.You agree to the applicable Additional Terms for any such Identified Component(s)."

Limited Warranty

Subject to the limitations and conditions set forth herein, Cisco warrants that commencing from the date
of shipment to Customer (but in case of resale by an Approved Source other than Cisco, commencing not
more than ninety (90) days after original shipment by Cisco), and continuing for a period of the longer
of (a) ninety (90) days or (b) the warranty period (if any) expressly set forth as applicable specifically to
software in the warranty card accompanying the product of which the Software is a part (the "Product")
(if any): (a) the media on which the Software is furnished will be free of defects in materials and
workmanship under normal use; and (b) the Software substantially conforms to the Documentation.The
date of shipment of a Product by Cisco is set forth on the packaging material in which the Product is
shipped.Except for the foregoing, the Software is provided "AS IS".This limited warranty extends only
to the Software purchased from an Approved Source by a Customer who is the first registered end
user.Customer's sole and exclusive remedy and the entire liability of Cisco and its suppliers under this
limited warranty will be (i) replacement of defective media and/or (ii) at Cisco's option, repair,
replacement, or refund of the purchase price of the Software, in both cases subject to the condition that
any error or defect constituting a breach of this limited warranty is reported to the Approved Source
supplying the Software to Customer, within the warranty period.Cisco or the Approved Source supplying
the Software to Customer may, at its option, require return of the Software and/or Documentation as a
condition to the remedy.In no event does Cisco warrant that the Software is error free or that Customer
will be able to operate the Software without problems or interruptions.In addition, due to the continual
development of new techniques for intruding upon and attacking networks, Cisco does not warrant that
the Software or any equipment, system or network on which the Software is used will be free of
vulnerability to intrusion or attack.
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Restrictions. This warranty does not apply if the Software, Product or any other equipment upon which
the Software is authorized to be used (a) has been altered, except by Cisco or its authorized
representative, (b) has not been installed, operated, repaired, or maintained in accordance with
instructions supplied by Cisco, (¢) has been subjected to abnormal physical or electrical stress, abnormal
environmental conditions, misuse, negligence, or accident; or (d) is licensed for beta, evaluation, testing
or demonstration purposes.The Software warranty also does not apply to (e) any temporary Software
modules; (f) any Software not posted on Cisco's Software Center; (g) any Software that Cisco expressly
provides on an "AS IS" basis on Cisco's Software Center; (h) any Software for which an Approved Source
does not receive a license fee; and (i) Software supplied by any third party which is not an Approved
Source.

DISCLAIMER OF WARRANTY

EXCEPT AS SPECIFIED IN THIS WARRANTY SECTION, ALL EXPRESS OR IMPLIED
CONDITIONS, REPRESENTATIONS, AND WARRANTIES INCLUDING, WITHOUT
LIMITATION, ANY IMPLIED WARRANTY OR CONDITION OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, SATISFACTORY
QUALITY, NON-INTERFERENCE, ACCURACY OF INFORMATIONAL CONTENT, OR
ARISING FROM A COURSE OF DEALING, LAW, USAGE, OR TRADE PRACTICE, ARE
HEREBY EXCLUDED TO THE EXTENT ALLOWED BY APPLICABLE LAW AND ARE
EXPRESSLY DISCLAIMED BY CISCO, ITS SUPPLIERS AND LICENSORS.TO THE EXTENT
THAT ANY OF THE SAME CANNOT BE EXCLUDED, SUCH IMPLIED CONDITION,
REPRESENTATION AND/OR WARRANTY IS LIMITED IN DURATION TO THE EXPRESS
WARRANTY PERIOD REFERRED TO IN THE "LIMITED WARRANTY" SECTION
ABOVE.BECAUSE SOME STATES OR JURISDICTIONS DO NOT ALLOW LIMITATIONS ON
HOW LONG AN IMPLIED WARRANTY LASTS, THE ABOVE LIMITATION MAY NOT
APPLY IN SUCH STATES.THIS WARRANTY GIVES CUSTOMER SPECIFIC LEGAL
RIGHTS, AND CUSTOMER MAY ALSO HAVE OTHER RIGHTS WHICH VARY FROM
JURISDICTION TO JURISDICTION.This disclaimer and exclusion shall apply even if the express
warranty set forth above fails of its essential purpose.

Disclaimer of Liabilities - Limitation of Liability.IF YOU ACQUIRED THE SOFTWARE IN THE
UNITED STATES, LATIN AMERICA, CANADA, JAPAN OR THE CARIBBEAN,
NOTWITHSTANDING ANYTHING ELSE IN THE AGREEMENT TO THE CONTRARY, ALL
LIABILITY OF CISCO, ITS AFFILIATES, OFFICERS, DIRECTORS, EMPLOYEES, AGENTS,
SUPPLIERS AND LICENSORS COLLECTIVELY, TO CUSTOMER, WHETHER IN CONTRACT,
TORT (INCLUDING NEGLIGENCE), BREACH OF WARRANTY OR OTHERWISE, SHALL NOT
EXCEED THE PRICE PAID BY CUSTOMER TO ANY APPROVED SOURCE FOR THE SOFTWARE
THAT GAVE RISE TO THE CLAIM OR IF THE SOFTWARE IS PART OF ANOTHER PRODUCT,
THE PRICE PAID FOR SUCH OTHER PRODUCT.THIS LIMITATION OF LIABILITY FOR
SOFTWARE IS CUMULATIVE AND NOT PER INCIDENT (LI.E. THE EXISTENCE OF TWO OR
MORE CLAIMS WILL NOT ENLARGE THIS LIMIT).

IF YOU ACQUIRED THE SOFTWARE IN EUROPE, THE MIDDLE EAST, AFRICA, ASIA OR
OCEANIA, NOTWITHSTANDING ANYTHING ELSE IN THE AGREEMENT TO THE CONTRARY,
ALL LTABILITY OF CISCO, ITS AFFILIATES, OFFICERS, DIRECTORS, EMPLOYEES, AGENTS,
SUPPLIERS AND LICENSORS COLLECTIVELY, TO CUSTOMER, WHETHER IN CONTRACT,
TORT (INCLUDING NEGLIGENCE), BREACH OF WARRANTY OR OTHERWISE, SHALL NOT
EXCEED THE PRICE PAID BY CUSTOMER TO CISCO FOR THE SOFTWARE THAT GAVE RISE
TO THE CLAIM OR IF THE SOFTWARE IS PART OF ANOTHER PRODUCT, THE PRICE PAID FOR
SUCH OTHER PRODUCT.THIS LIMITATION OF LIABILITY FOR SOFTWARE IS CUMULATIVE
AND NOT PER INCIDENT (I.E. THE EXISTENCE OF TWO OR MORE CLAIMS WILL NOT
ENLARGE THIS LIMIT).NOTHING IN THE AGREEMENT SHALL LIMIT (I) THE LIABILITY OF
CISCO, ITS AFFILIATES, OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, SUPPLIERS AND
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LICENSORS TO CUSTOMER FOR PERSONAL INJURY OR DEATH CAUSED BY THEIR
NEGLIGENCE, (II) CISCO'S LIABILITY FOR FRAUDULENT MISREPRESENTATION, OR (III)
ANY LIABILITY OF CISCO WHICH CANNOT BE EXCLUDED UNDER APPLICABLE LAW.

Disclaimer of Liabilities - Waiver of Consequential Damages and Other Losses.IF YOU ACQUIRED
THE SOFTWARE IN THE UNITED STATES, LATIN AMERICA, THE CARIBBEAN OR CANADA,
REGARDLESS OF WHETHER ANY REMEDY SET FORTH HEREIN FAILS OF ITS ESSENTIAL
PURPOSE OR OTHERWISE, IN NO EVENT WILL CISCO OR ITS SUPPLIERS BE LIABLE FOR
ANY LOST REVENUE, PROFIT, OR LOST OR DAMAGED DATA, BUSINESS INTERRUPTION,
LOSS OF CAPITAL, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL, OR
PUNITIVE DAMAGES HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF
LIABILITY OR WHETHER ARISING OUT OF THE USE OF OR INABILITY TO USE SOFTWARE
OR OTHERWISE AND EVEN IF CISCO OR ITS SUPPLIERS OR LICENSORS HAVE BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.BECAUSE SOME STATES OR
JURISDICTIONS DO NOT ALLOW LIMITATION OR EXCLUSION OF CONSEQUENTIAL OR
INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO YOU.

IF YOU ACQUIRED THE SOFTWARE IN JAPAN, EXCEPT FOR LIABILITY ARISING OUT OF OR
IN CONNECTION WITH DEATH OR PERSONAL INJURY, FRAUDULENT
MISREPRESENTATION, AND REGARDLESS OF WHETHER ANY REMEDY SET FORTH HEREIN
FAILS OF ITS ESSENTIAL PURPOSE OR OTHERWISE, IN NO EVENT WILL CISCO, ITS
AFFILIATES, OFFICERS, DIRECTORS, EMPLOYEES, AGENTS, SUPPLIERS AND LICENSORS
BE LIABLE FOR ANY LOST REVENUE, PROFIT, OR LOST OR DAMAGED DATA, BUSINESS
INTERRUPTION, LOSS OF CAPITAL, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL,
INCIDENTAL, OR PUNITIVE DAMAGES HOWEVER CAUSED AND REGARDLESS OF THE
THEORY OF LIABILITY OR WHETHER ARISING OUT OF THE USE OF OR INABILITY TO USE
SOFTWARE OR OTHERWISE AND EVEN IF CISCO OR ANY APPROVED SOURCE OR THEIR
SUPPLIERS OR LICENSORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

IF YOU ACQUIRED THE SOFTWARE IN EUROPE, THE MIDDLE EAST, AFRICA, ASIA OR
OCEANIA, IN NO EVENT WILL CISCO, ITS AFFILIATES, OFFICERS, DIRECTORS,
EMPLOYEES, AGENTS, SUPPLIERS AND LICENSORS, BE LIABLE FOR ANY LOST REVENUE,
LOST PROFIT, OR LOST OR DAMAGED DATA, BUSINESS INTERRUPTION, LOSS OF CAPITAL,
OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL, OR PUNITIVE DAMAGES,
HOWSOEVER ARISING, INCLUDING, WITHOUT LIMITATION, IN CONTRACT, TORT
(INCLUDING NEGLIGENCE) OR WHETHER ARISING OUT OF THE USE OF OR INABILITY TO
USE THE SOFTWARE, EVEN IF, IN EACH CASE, CISCO, ITS AFFILIATES, OFFICERS,
DIRECTORS, EMPLOYEES, AGENTS, SUPPLIERS AND LICENSORS, HAVE BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.BECAUSE SOME STATES OR JURISDICTIONS DO NOT
ALLOW LIMITATION OR EXCLUSION OF CONSEQUENTIAL OR INCIDENTAL DAMAGES,
THE ABOVE LIMITATION MAY NOT FULLY APPLY TO YOU.THE FOREGOING EXCLUSION
SHALL NOT APPLY TO ANY LIABILITY ARISING OUT OF OR IN CONNECTION WITH: (I)
DEATH OR PERSONAL INJURY, (II) FRAUDULENT MISREPRESENTATION, OR (III) CISCO'S
LIABILITY IN CONNECTION WITH ANY TERMS THAT CANNOT BE EXCLUDED UNDER
APPLICABLE LAW.

Customer acknowledges and agrees that Cisco has set its prices and entered into the Agreement in
reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same
reflect an allocation of risk between the parties (including the risk that a contract remedy may fail of its
essential purpose and cause consequential loss), and that the same form an essential basis of the bargain
between the parties.

Controlling Law, Jurisdiction.If you acquired, by reference to the address on the purchase order
accepted by the Approved Source, the Software in the United States, Latin America, or the Caribbean,
the Agreement and warranties ("Warranties") are controlled by and construed under the laws of the State
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of California, United States of America, notwithstanding any conflicts of law provisions; and the state
and federal courts of California shall have exclusive jurisdiction over any claim arising under the
Agreement or Warranties.If you acquired the Software in Canada, unless expressly prohibited by local
law, the Agreement and Warranties are controlled by and construed under the laws of the Province of
Ontario, Canada, notwithstanding any conflicts of law provisions; and the courts of the Province of
Ontario shall have exclusive jurisdiction over any claim arising under the Agreement or Warranties.If you
acquired the Software in Europe, the Middle East, Africa, Asia or Oceania (excluding Australia), unless
expressly prohibited by local law, the Agreement and Warranties are controlled by and construed under
the laws of England, notwithstanding any conflicts of law provisions; and the English courts shall have
exclusive jurisdiction over any claim arising under the Agreement or Warranties.In addition, if the
Agreement is controlled by the laws of England, no person who is not a party to the Agreement shall be
entitled to enforce or take the benefit of any of its terms under the Contracts (Rights of Third Parties) Act
1999.1f you acquired the Software in Japan, unless expressly prohibited by local law, the Agreement and
Warranties are controlled by and construed under the laws of Japan, notwithstanding any conflicts of law
provisions; and the Tokyo District Court of Japan shall have exclusive jurisdiction over any claim arising
under the Agreement or Warranties.If you acquired the Software in Australia, unless expressly prohibited
by local law, the Agreement and Warranties are controlled by and construed under the laws of the State
of New South Wales, Australia, notwithstanding any conflicts of law provisions; and the State and federal
courts of New South Wales shall have exclusive jurisdiction over any claim arising under the Agreement
or Warranties.If you acquired the Software in any other country, unless expressly prohibited by local law,
the Agreement and Warranties are controlled by and construed under the laws of the State of California,
United States of America, notwithstanding any conflicts of law provisions; and the state and federal
courts of California shall have exclusive jurisdiction over any claim arising under the Agreement or
Warranties.

For all countries referred to above, the parties specifically disclaim the application of the UN Convention
on Contracts for the International Sale of Goods.Notwithstanding the foregoing, either party may seek
interim injunctive relief in any court of appropriate jurisdiction with respect to any alleged breach of such
party's intellectual property or proprietary rights.If any portion hereof is found to be void or
unenforceable, the remaining provisions of the Agreement and Warranties shall remain in full force and
effect.Except as expressly provided herein, the Agreement constitutes the entire agreement between the
parties with respect to the license of the Software and Documentation and supersedes any conflicting or
additional terms contained in any Purchase Order or elsewhere, all of which terms are excluded.The
Agreement has been written in the English language, and the parties agree that the English version will
govern.

Product warranty terms and other information applicable to Cisco products are available at the following
URL:

http://www.cisco.com/go/warranty

Supplemental End User License Agreement for Cisco
Systems Content Security Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains additional terms and conditions
for the Software product licensed under the End User License Agreement ("EULA") between You ("You"
as used herein means You and the business entity you represent or "Company") and Cisco (collectively,
the "Agreement").Capitalized terms used in this SEULA but not defined will have the meanings assigned
to them in the EULA.To the extent that there is a conflict between the terms and conditions of the EULA
and this SEULA, the terms and conditions of this SEULA will take precedence.
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In addition to the limitations set forth in the EULA on your access and use of the Software, you agree to
comply at all times with the terms and conditions provided in this SEULA.

DOWNLOADING, INSTALLING, OR USING THE SOFTWARE CONSTITUTES ACCEPTANCE OF
THE AGREEMENT, AND YOU ARE BINDING YOURSELF AND THE BUSINESS ENTITY THAT
YOU REPRESENT TO THE AGREEMENT.IF YOU DO NOT AGREE TO ALL OF THE TERMS OF
THE AGREEMENT, THEN CISCO IS UNWILLING TO LICENSE THE SOFTWARE TO YOU AND
(A) YOU MAY NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE, AND (B) YOU MAY
RETURN THE SOFTWARE (INCLUDING ANY UNOPENED CD PACKAGE AND ANY WRITTEN
MATERIALS) FOR A FULL REFUND, OR, IF THE SOFTWARE AND WRITTEN MATERIALS ARE
SUPPLIED AS PART OF ANOTHER PRODUCT, YOU MAY RETURN THE ENTIRE PRODUCT FOR
A FULL REFUND.YOUR RIGHT TO RETURN AND REFUND EXPIRES 30 DAYS AFTER
PURCHASE FROM CISCO OR AN AUTHORIZED CISCO RESELLER, AND APPLIES ONLY IF
YOU ARE THE ORIGINAL END USER PURCHASER.

For purposes of this SEULA, the Product name and the Product description You have ordered is any of
the following Cisco Systems Email Security Appliance ("ESA"), Cisco Systems Web Security Appliance
("WSA") and Cisco Systems Security Management Application ("SMA") (collectively, "Content
Security") and their Virtual Appliance equivalent ("Software"):

Cisco AsyncOS for Email

Cisco AsyncOS for Web

Cisco AsyncOS for Management

Cisco Email Anti-Spam, Sophos Anti-Virus

Cisco Email Outbreak Filters

Cloudmark Anti-Spam

Cisco Image Analyzer

McAfee Anti-Virus

Cisco Intelligent Multi-Scan

Cisco RSA Data Loss Prevention

Cisco Email Encryption

Cisco Email Delivery Mode

Cisco Web Usage Controls

Cisco Web Reputation

Sophos Anti-Malware

Webroot Anti-Malware

McAfee Anti-Malware

Cisco Email Reporting

Cisco Email Message Tracking

Cisco Email Centralized Quarantine

Cisco Web Reporting

Cisco Web Policy and Configuration Management
Cisco Advanced Web Security Management with Splunk
Email Encryption for Encryption Appliances
Email Encryption for System Generated Bulk Email
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Email Encryption and Public Key Encryption for Encryption Appliances
Large Attachment Handling for Encryption Appliances

Secure Mailbox License for Encryption Appliances

Definitions
For purposes of this SEULA, the following definitions apply:

"Company Service" means the Company's email, Internet, security management services provided to End
Users for the purposes of conducting Company's internal business.

"End User" means: (1) for the WSA and SMA, the employee, contractor or other agent authorized by
Company to access the Internet and the SMA via the Company Service; and (2) for the ESA, the email
boxes of the employees, contractors, or other agent authorized by Company to access or use the email
services via the Company Service.

"Ordering Document" means the purchase agreement, evaluation agreement, beta, pre-release agreement
or similar agreement between the Company and Cisco or the Company and a Cisco reseller, or the valid
terms of any purchase order accepted by Cisco in connection therewith, containing the purchase terms
for the Software license granted by this Agreement.

"Personally Identifiable Information" means any information that can be used to identify an individual,
including, but not limited to, an individual's name, user name, email address and any other personally
identifiable information.

"Server" means a single physical computer or devices on a network that manages or provides network
resources for multiple users.

"Services" means Cisco Software Subscription Services.

"Service Description" means the description of the Software Subscription Support Services at
http://www.cisco.com/web/about/doing_business/legal/service descriptions/index.html

"Telemetry Data" means samples of Company's email and web traffic, including data on email message
and web request attributes and information on how different types of email messages and web requests
were handled by Company's Cisco hardware products.Email message metadata and web requests
included in Telemetry Data are anonymized and obfuscated to remove any Personally Identifiable
Information.

"Term" means the length of the Software subscription You purchased, as indicated in your Ordering
Document.

"Virtual Appliance" means the virtual version of Cisco's email security appliances, web security
appliances, and security management appliances.

"Virtual Machine" means a software container that can run its own operating system and execute
applications like a Server.

Additional License Terms and Conditions
LICENSE GRANTS AND CONSENT TO TERMS OF DATA COLLECTION

License of Software.

By using the Software and the Documentation, Company agrees to be bound by the terms of this
Agreement, and so long as Company is in compliance with this Agreement, Cisco hereby grants to
Company a nonexclusive, non-sublicensable, non-transferable, worldwide license during the Term to use
the Software only on Cisco's hardware products, or in the case of the Virtual Appliances, on a Virtual
Machine, solely in connection with the provision of the Company Service to End Users.The number of
End Users licensed for the use of the Software is limited to the number of End Users specified in the
Ordering Documents.In the event that the number of End Users in connection with the provision of the
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Company Service exceeds the number of End Users specified in the Ordering Documents, Company shall
contact an Approved Source to purchase additional licenses for the Software.The duration and scope of
this license(s) is further defined in the Ordering Document.The Ordering Document supersedes the
EULA with respect to the term of the Software license.Except for the license rights granted herein, no
right, title or interest in any Software is granted to the Company by Cisco, Cisco's resellers or their
respective licensors.Your entitlement to Upgrades to the Software is subject to the Service
Description.This Agreement and the Services are co-terminus.

Consent and License to Use Data.

Subject to the Cisco Privacy Statement at http://www.cisco.com/web/siteassets/legal/privacy.html,
Company hereby consents and grants to Cisco a license to collect and use Telemetry Data from the
Company.Cisco does not collect or use Personally Identifiable Information in the Telemetry Data.Cisco
may share aggregated and anonymous Telemetry Data with third parties to assist us in improving your
user experience and the Software and other Cisco security products and services.Company may terminate
Cisco's right to collect Telemetry Data at any time by disabling SenderBase Network Participation in the
Software.Instructions to enable or disable SenderBase Network Participation are available in the
Software configuration guide.

Description of Other Rights and Obligations

Please refer to the Cisco Systems, Inc. End User License Agreement, Privacy Statement and Service
Description of Software Subscription Support Services.
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