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F CHIZ

MEEE (1 =—2)

« P—EABREDOFEA 2 =)

o fl I ATREZR APIC B (2 X—)

e R—bInH N N—=Var 2—)
» Supported Features (3 ~<—1")

o« BEER (5 —)

Cisco Application Policy Infrastructure Controller (APIC) (%, Cisco Application Centric Infrastructure
(ACD) D&y TV HERER IS 5> v VWA > T, APIC TiX, 77U r—vav
1@ Cisco Adaptive Security Appliance (ASA) / — A/ Rig L DY — B R$H A% HEMEL T
. TURRA R =T (EPG) & bIEHINET, APICIE, Xy NU—7 &Hh—E 2%
RIET D7D ) — A7 2 R Application Programming Interfaces (API) Zfff L £, &
MBAT V=7 ML TREZIER,. HIFR, £ES 5012, ZNHDAPIZEH L £,

P —EATNRARAERELET=HXTHT20O, APICIZIET NA ARy r—U LRI D T34
ATIATENTNWDY 7 MY =T RRETT, T ARy =V —ER2A T, 2D
FAREHL, T AT AR E APIC ISEET D728, APIC 137 /34 ZADEEA R
WMTEET, TA AR —URHEHTHZILET, ASAZRY, —ERA T A R Zxv b
U—7 —EAREEHALRETEET,

D RFX=2 AL FTHE, ASA & ACI OEEESEE . ASA DEEREEFIHT 5729 D APIC DF%
TEVEICOWTEA L £,

GE)

HAED ASA NX—T g V THR—FENBWVWHREEZERLELY> ETDE, kDXL H =T —0
APIC TERENDZLENRH Y £,

*Major script error: Configuration error: ... ERROR: % Invalid input detected at '"'

marker.

PAR— F ENDEREIZOWNTIE, ASANN—V a0 D~v=a T LEZRL T &N,
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B »—cxieoma

H—E XBEREDFA

F—E AR T TV r— g VOV —E R T 7IHASND E, N7 Y r—
arnbD N7 T 4w ZIEAPIC THESIL, A—"—Lb A Xy NU—T DX THMEHALT
WA ENET, AT 7 EFEHLT, FT T2 iZARY —%EAH LET, APIC
LD ASARAEDEE, V—EAEEBIINV—T v FERIEI N T VAT LU N 77 A4 T U g —
NVEMEERFER L TN 7 4 v 7 2R LET,

{E AR EE7Z: APIC &L &

V1Y —212 (7.8) LI, ACID Cisco ASAT A ARy r— V7 =722 D3 —
TarndbnEJ,

cACI D CiscoASA T NRA AR r— VT =T, ZONR—=U3 0 Tlid, ROLHIT
APIC 705 ASA D% < DEBMEEZRETEET (7F L, WIBESNEHA)

AU X =T A A

* Routing

s Access-list (7 7R U A })

* NAT

* TrustSec

TV —va v A VAR vy

* NetFlow

A TARAGEY T

« A VPN
*ACI D Cisco ASA TNA A Ny r—=2 777V v ZAY 7 MU =7, ZONR—=Y 3y
[ZiE, D=V a VERBEOROY Ty FAGEEATHET,

e fUH—T A A

HAFTIvI N—T 4T

AT 4T N—T 4T

HR—bkINnd/N\—P3>

Cisco ASA T /XA A Ry lr—DY 7 by =7 1%, B S APICMP RX— 3 V21T &2
A—FLTWET,
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Supported Features .

CiscO ASA T NNA ANy r—2 V7 N7 =T ON—T 3 2 1.3(x) 1, APIC /N— 3 3.1(x)
DB AR—FLTWET, LEN-T, 13x)IE,. 777 KA =i+ Eh—7 E— % 3.1
(X)) THR—=FLTWETE, WA=V g U TEIPR—FLTWHEREA,

KOEZ, YR—FENDTTFTY 7+ —L2DOFNFIUCK L THR— N TV 5 Cisco
ASA Y 7 N =T DONR— g vE R LTVET,

TS5y b TH—L

JYI bz T7N—23Y

ASA 5500-X (5512 ~ 5555)

ASA 5585-X (SSP 10 ~ SSP 60)

ASA 8.4(x) LA

Cisco Firepower 9300 € X = V7 4 77747
A

Cisco Firepower 41xx ¥ = U7 4 77747
A

ASA 9.6(1) LA

Cisco Firepower21xx % = V7 4 7774 T
A

ASA 9.8(1) LA

Cisco ASAv

ASA 9.2(x) LAKE
(Cisco ASA 35 OV APIC A #ath ki)

Supported Features

WODFIT, ASAVIS LTVASASS5S-X THA— b S HHREA R LEJ, BGP & OSPF % ¥R —
;92U U—RIZ25WWTiX, [Cisco ASA Device Package Software, Version 1.2(1) Release Notes.|

ZZRLTIEEN,

Hae ASAv H7R— ASA 5500 X/5585 X +7K— bk
TIEA VA NBIOT 7 & |3 PPN

A TN—"F

TFVr—va A AT R R his

vayv

BGP PSP PIpTA

7T AH Fextiis PPN

ot il FIIIN FIIIN

DNS 7 747 b PPN PPN

A =% Fx L FHexbhis FIIIN

APIC # &[T CiscoASA U 1 v 9 X5 — b 74 F131) .



https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#pgfId-159627
http://www.cisco.com/c/en/us/td/docs/security/asa/apic/release/notes/rn-apic-asa12.html

. Supported Features

Froiz |

HaE

ASAv HR—

ASA 5500 X/5585 X H7R—

INATXATZEVT 4 (T2
TATITIT 4T, TIT 4
TIAB L RA)

TIT 4 TIAR IR DI

TIT 4 TIAR IR DI

A B =T A A ALy 4 |5 KFIE
Xal— g

AV H—T = A ZADFHH X X
IP A i % i
IPv6 X X
==Y i PPN
BADA v E— % s X
~/LF I T FA b RPN i
NAT 33 £ O Twice NAT PP X
Netflow i % i
Ty hT =7 P—ERA AT |G P
Tl b ITN—T

NTP I KFIE
OSPF % s % s
T harvoy A4 LT s | KIS s
P—ERRY — % s % s
AnyConnect Premium (3:4) | FERHIS K hix
FAEUX

A R~ VPN % s % s
Smart Call Home @A %h1t. XThis Xt
SNMPv3 % s % s
RABTF 4T —TF 47 | wH& ESIIN
TCP A % —& 7 b (WIHEE | xtis PP
foc il PR )

B O s s
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mazs

HaE ASAv H7R— ASA 5500 X/5585 X H7R—

TrustSec PO Xt hea

« Cisco ACI O JEfifE

*CiscoACI EHx =27 4 V) a—talr

 [CiscoAPIC L' A ¥4~ LAY T7TH—EREALTA K]
* Cisco APIC OHRBICET D AR — F ~—
*CiscoASA > —AXDu— R~ v~

* Cisco Firepower Management Center
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http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/aci-fundamentals/b_ACI-Fundamentals.html
http://www.cisco.com/c/en/us/solutions/enterprise-networks/application-centric-infrastructure-security/index.html
http://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-x/L4-L7_Services_Deployment/guide/b_L4L7_Deploy.html
http://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html
https://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-home.html
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i

BABKLUVAMI VR =)L

« ASA DER (7 3—)
CASATNRA AN —DA A =)L (T2—=)
« 12(x) 5 1.3(x) ~DAT (8 X—)

ASA O [

ASA 5585-X BB DI2IE, A A F—/LFNHD Cisco ASA5585-X 7 A v 7 AZ— |k A
FzZRLTZSN,

http://www.cisco.com/go/asa5585x-quick

ASAv ZJEBAT 512X, A > A h—/LFIED Cisco Adaptive Security Virtual Appliance 7 4 v 27
AB— A REBRLTIIEEN,

http:/Avww.cisco.comv/c/en/us/support/security/virtual-adaptive-security-appliance-firewall/ products-installation-guides-listhtml

GE)  ASAv OEBKRZ, FEA V¥ —7 = A AD nameif 7' 17 /37 ( Ofi % management & L CTiEF
THLERDY 3, A ¥ —7 A A4 % management AN DEICER LG, 734 A
7 7 A 4% AuditRequested/AuditPending tRAE T 1L L, FEAMD EMEN X A LT U R L2 &
ERTTT—RERINET, BHA LI =T 2 A RET TN NT— U = A DREITASAV
MBAIBRIIL, A2 —T oA ATV vy b XU INET,

ASA T/INA RN —DDA A =)L

B —ER =R HATT, TRARXMEEET NAZARZ VT D2 OOy & ETeT /A
2Ny —VERETAHMERNH Y ET, FLEA TOP—E R J— I, H—DF 1 %
Ny lr = v RERET,

ASA TNA A X r—UTlE, ASA Zi%E L. APIC 2l LT ASA Z28ETE £,

APIC # &[T CiscoASA U 1 v 9 X5 — b 74 F131) .
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BABFUVA VR b= |
B 2055 130 ~0R1F

1R BHHEIIZ

['Cisco APIC Layer 4 to Layer 7 Services Deployment Guide] @ [Overview| 3L TN [Prerequisites
D/NDOHEGA 2 B L E T,

AT 9T ASA T /31 A /Xy - — T % http://www.cisco.com/go/asa-software (2 % zip 7 7 A VB X 7 — KL
T, B=WN FIATEIRFLET, ZOT7 7 A NVEERL2NTLZE 0,

RATYT2 ASATHNA ARy r—T% A4 A M=/ LET, [CiscoAPIC Layer4 to Layer 7 Services Deployment Guide ]
@ [MImporting a Device Package] DFEA S L T 7ZE0,

AT v T3 APIC (T ASA % %4k L £9, [Cisco APIC Layer 4 to Layer 7 Services Deployment Guide] ¢ [Configuring a
Device Cluster] 3 & 8 lConfiguring Connectivity to a Device Cluster] DEZ S L T 7Z X0,

1.2(x) D 5 1.3(x) ~DFZAT

VTR 2T RN—=T 3 12(x) 15 1.3(x) IZBEFD Cisco ASA T /34 A /Ry ir— 8 A&
T 21213, ROFINEEZFEITLET,

AT TN ASATNRNA ARy = V7 vy =T N—T 32 13(x) % APICIZA VA b= LET,
ATV T2 BEORBICEY, T hhbiEEL v run— RLET,

AT w73 BED top-level <imdata> ¥ 7 % <polUni> I[CE & #ix £,

ATV T4 7a— )UZEED mDev-CISCO-ASA-1.2 % mDev-CISCO-ASA-1.3 [ZEX#ix £,
ATV 5 APIC L CEEINEREEZT v 7R —RLET,

. APIC # &M+ CiscoASA V1 v RB— bk 74 F13(11)
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Ry I TT TR (9 =)

e ASA ~DEBT 7B ZADHRE (9 2—)
VxR T L—h PR—bOFEE (11 =)
e wNT I T FARNE—RFORE (11 —)
¢ ASA 7 T AF DFHE (12 —)

« APIC 75 ASA X ET 5 (16 X—)

NG TS0k

TV r—arD—BELTCILALTI —ERDEAEDT-H, ACL 777U v 7 24 LU F
T, AT, APICYR—Y RY—ER 7T 7 LALTTNA ANy r—V kB 2L
TITWET, A VR — M ENTZT A ARy r—U1%, apic N TORRE/NT A —H /N8B L.
TNA A LICFFEDOBREETHET H N TEET,

L4LTH—ER T T 7% LA N—LTHITIE, APIC IZ L4LT T3 A Xk v 7 »
ANVEFZLALT F—E R RTA=FO—H L LTRELBML, F—EX /7712, Zh
50250V 7 LET, BREZZDOILALIV—Y R VT 7%EMAT 5L, APIC TERY 7
TV oI TR, TRAAAL A =T 2 A A AX L ITBIONERG 2@ caryva—~vt
0/3A X —Epg ICAT v F LET, APIC TiL, BENF CTEERIEAT A A& FFE DR EMN
BWHINET, ACl7 77V v 7 BLOLALT T A AT 2R EEZTXT, ACL7 77
U Z13A v A0 a VDOBEDT AL A TCERBIN- N T 74 v 7 B2FELET,
ACITiX, 1 DOHY—ER FIZ 7D FIEBEOY— A% TF=—0FTHZLHTEET,

ASA~NDEET UV EADERTE

APIC 73 ASA Z# B TX A X HICASA ~DEMT 7 B2 2B ELET,

s ASAV~DEBLT 7 v A ERET DL, TNEND I A v 7 AF— R A RESHRLT
<TE&EW,

http/Avwwicisco.comvc/en/us/support/security/virtual-adaptive-security-appliance-firewall products-installation-guides-listhtml
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E)
ExE.I

B ssa~ozm7se0mE

ATvT1

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

ATv 710

ATvIN

¢ ASA 5585 X ~DEBLT 7 AERET HITIE. ZD&®S v a OFNEICHENET,

B OBOEZHIBR L 97,

ciscoasa(config)# clear configure all

EE) 77 AT 94—V E—FRE T UAXT LU N 77 AT 74—/ E— RIZHKELET

o

ciscoasa(config)# firewall transparent

BHA LA —T 2 ADIPT FLALY TRy bR ZRELET, ASAlL, APIC LR UY T x>
M EIZHDIVERHY F9,

ciscoasa(config)# interface management {0/0 | 0/1}
ciscoasa(config-subif) # ip address ip address subnet mask
A VB —T = A ADXLHi% "management” & FRE L F 7,
ciscoasa(config-subif)# nameif management

AH =Tz AEFHNLET,

ciscoasa(config-subif) # no shutdown

ASA HTTPS Y —ZH MM LET,

ciscoasa(config) # http server enable

APIC TASA ~DT 7B A% A X —T M LET, APIC 7 T A X D4 APIC 125t L CZ OFNEA D K
LET,

ciscoasa(config)# http apic address 255.255.255.255 management

ASAIZT 7B AT 5B APIC WMEH T2 22— —%{Ek LE T, 2—V— 3B H2—FThH D MEIX
HOEHA, TEO—FEIEETXET,

ciscoasa (config) # username username password password privilege 15

APIC R — B VEEAFA A LT, HTTP 22> Y —LIZ T VB A TE 5 AAA A2 E L £7,

ciscoasa(config)# aaa authentication http console LOCAL

MEF—DFAET DI 2B LET, FELRVWES, RO b1 O&2ARLET,

ciscoasa(config)# show crypto key mypubkey rsa

ciscoasa(config)# crypto key generate rsa

Encryption-DES 35 & O" Encryption-3DES-AES 23 NZ 72 > TV D Z & Zfigad L3, EHITR->TWD
BEIE, BILWTI A B REERLET,

ciscoasa(config) # show version

. APIC # &M+ CiscoASA V1 v RB— bk 74 F13(11)



Svok IL—n k- roEE |

Sy R IJL—LYHR—FDETE

1500 314 P LYW RKREWA—H Xy b Xy bEERATHITE, VyrRT7L—APR—+%
HELET

ATFYT1 Py R TL—aE A X —TIHELFET,

ciscoasa(config)# jumbo-frame reservation

ATFYT2 FETFar74X¥al—ra U ERELET,

ciscoasa(config)# write memory

AFvT3 ASAZUT—FLET,

ciscoasa(config) # reload

TILFAVTFFRANE—FDETE

“NF ArTXART— FERETHHA. FIEICOWTIE, RO URL D [Cisco ASA Series
General Operations CLI Configuration Guide] @ [High Availability and Scalability ] OF % ZE L
TLESN,

VAT LE—RTA VI —T A AEHEL, TNOHEALTXAMIEV YT, Fa 7%
ARNTAVE—T oA AEZBRETHFHFECZOWTHALTWET, FNOHOFEITITT, 7
NA AR —VTEITLET,

TNRAAR =%, ~VF arvTXFANET—RFOK{H—ELR I 7 THEHASNDA
=T 2 A ADFE VY TBIPREEZFITLET, L, VATLEHREIL ~LvFarTr
XA N ASA & APIC [ZBET DRI, TNoETuEeya =730 ERHY 7,

ATy TN BERI—F LT RAREERLET, TS A8y r =3 ar T2 b OB E 7 FHIRETTOE

A,

ATFYT2 avFFARNTELIL, TRV a = SRV Ay TRFARNASAD T u Y a =V ERBEICLE

D
1.

BHaLTXRARNPOERA L —T oA AEFOALTFAPMIEY Y TET, RIHERLET,

context tenant
allocate-interface ManagementO/1
config-url diskO:/tenantl.cfg

a—P— a7 XA NT, nameif Z i L TEHA ¥ —7 = A A% management (23X E L, &Y IP
T RVAERELET, KICHZRLET,

APIC # &[T CiscoASA U 1 v 9 X5 — b 74 F131) .
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g |
B asnoszsoms

interface management 0/1

nameif management

ip address 10.1.1.1 255.255.255.0
security-level 100

3. 2—HFarFXANT, BHEA L X —T oA A~OHTTPSOT 7 2% A F—7 WZ LET, WIZHI
ZRLET,

http server enable
http 0.0.0.0 0.0.0.0 management

4, 2—YP— I LTI NVEREL, APIC A n— D VR EHA L C, HTTP 2 Y —)LZT7 7|8 AT
x5 AAA FFRFFETERR L,

username username password password privilege 15
aaa authentication http console LOCAL

5. BEHAL—bFEHRELET,
6. WMEX—NDHEETHZELZEERALET, FELZWVWEAS, KOOI L 1 2ZAKLET,

show crypto key mypubkey rsa
crypto key generate rsa

ASA U S AZMDHTE

ASA 7 A2 ) 7 FIT 5 L BED ASA &2 7 v—FL LT, 1205 @7A42 ey
HZENTEET, 7T AZF, BT A 20T XTOEH LOFENEZH 25— T, #
BT AL AL > TEWAL—T Y FBIOILRMEZER L E 3, FEMIZ OV TIX, [Cisco
ASA Series General Operations CLI Configuration Guide] @ [ASA Cluster] OFEZZR L T 72
AN

77 #/V b TIX, APIC L ASA 7 T A X DFZEILY v F LE® A, CLI, ASDM, %7213 CSM
EHHLTT Y AT XU RNERET LA TV arhidbh £,

ASATNA ARy r—=YDZ DY Y —AE, APIC %l L7z ASA 7 7 A X DFREY A — |k
PDEASHLTOWERY, ZOHEOHRIFROLEBY TT,

¢ &K CDevAND LDey 7 T AKX TG A—HEFHRELET, LEB-ST, 2=y NTHY
BT OTIERLS, RNIZA=ZEZIBIANTLHETTHAET, ZHUL, 7 7AF 2=v I
D TNRIA—EDIAT T EEEET, ASAT A ARy /r—IF APIC)HHAERE
EITH L XL, VTR 2=y "D ASA 7 T AR EEZRTE L TZITHIBRT DB Tl
HTEET,

cASATNRA ARy —DF, 2=y b UL, BRE, EEIPT LA 7—1LD L)
12, —HRDI/INT A — &%Q%bféﬁkbiio ThIZXY, 2—VP—|ZXDREX AT DI
PE/PBRIZLT, 22—V — 2 Lb=T—%ZEHMELFET,

. APIC # &M+ CiscoASA V1 v RB— bk 74 F13(11)
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INVEICLEC - |

\}

GE)  ZhEBFOASA YV 7RAF £y N7 v 7 EZORELXBEISEL72DITHAT 2 2 & 1R
LEHA,

1R BHEIIZ

W ASA =y FEFEHTOMLERSH Y £F, IRIBEASA TIE, 7T AZ Y T3 ER—
FELTWERA,

W LY 7 MU 2T A A=Y N—=VarEFEITLTWHRICET VE, HLE—RTOR

CEHL2DODASA 2=y FBMETT, (FTFUAXT LU bERIGINAL—F, BH—a
THEARNE—ROTRTCELITIEHDOa L THRANE—RFOTRQ) BESELWVWTLE
0,

« VT ALHIY 7 L LTERHENTNDEH ASA NS, il b 1 ODDONN—Ky =T
AU HE—=T A APVETT,

*ASA T, ASAV FAFEREFTTITHIRT 2 L EITRESINTZT—H A X —T = A R
MWIRNZ EBRER LT,

* APIC T, 7 7 AZREENERETITHIRT RN, T _XTOY—E R 77 7 E2HIRT5H
VNGB F9,

AFw 1 APIC Tif. LDev GHEET /XA R) TCDevs (BAKHIZRT A R) & LT, 7T AFZHNDTTD ASA =

=
GE)

hERELET,

ASA 7 T AZ MBS 72 6 APIC & O AZ K ) Z DR E 51T, ASA ==y FDOEELIP
T RUVAZEGSEDILERHY T, 72 20X 220D ASA = "R3BV HKHID ASA IZ

1111 DIP T FLARHLEE, 2FBBD ASA N 1113 LR LERHY £4, /-, ASA 7~
FAANEEEND LI 11LI DA ASA 7 T AZOIAEIP 7 RL A2 0 . 1.1.1.2 BEAID

ASADE—HNNIPT FL AR, LILI3AR2EFEEDASADa—H/LIPT RLADEEITRY
£,

wIZH &R L ET,

APIC # &[T CiscoASA U 1 v 9 X5 — b 74 F131) .
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Create L4-L7 Devices (7 1]

1. General 2. Device Configuration
STEP 1 > General -

Name: | Firewall

The device mode can be single, HA or cluster. Create only one device for single, two for HA and at least 3 for cluster.

Service Type: Firewall ~
Device Type: [l VIRTUAL T +
Physical Domain: | phys o Name Management Address Management Port Interfaces
. . unit1 1.1.1.1 443 GigabitEthernet0/1 (Pod-1/Node-101/eth1/1)
Devioe Package:| CISCOCRSATES v | @ | GigabitEthernat0/2 (Pod-1/Node-101/eth1/2)
Model: ASA5585-with-2-10GE ~ unit2 1:4:1:3 443 GigabitEthernet0/1 (Pod-1/Node-101/eth1/11)
Promiscuous Mode: [] GigabitEthernetd/2 (Pod-1/Node-101/eth1/12)
Context Aware:  Multiple
Function Type:  GoThrough Inline
Cluster
Management IP Address: | 1.1.7.1 Management Port: | https v
Device Manager: select a value w
Cluster Interfaces: ¥ +
Type MName Concrete Interfaces -
nnectivity consumer consumer unit1/GigabitEthernet0/1,unit2/GigabitEthern...
ABIC 1o Delv!ce @ Out-0f-Band © In-Band
anagement Connectivity: provider provider unit1/GigabitEthernet0/2,unit2/GigabitEthern...

‘edentials

Username: asadp
Password: |-weeeees

Confirm Password:

Previous Cancel

ATFw T2 LDev #RELET,

GE)  ASAV FARIMERENDIETHRR2 DMK LET, 772X 2=y FOEFBEIPT KL A%
ERIZ ping L72th, REEZEHELR2NTLESN,

RITHI 2R L ET,

APIC # &M+ CiscoASA V1 v RB— bk 74 F13(11)
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Edit Cluster Parameters (2 IX]
Click row to edit value
Features Basic Parameters All Parameters
ThreatDetection Folder/Param Name Walue
E W Cluster Configuration cluster_group
Logging
E v Basic Setup Bootstrap
il E E Control Interface ctrl_intf GigabitEthernet0/0
TrustSec X E E Control Interface Address/Netmask ctrl_intf_address 192.3.3.1/24
E E Interface Mode interface_mode spanned
SNMP
I E E Key key secrete
HighAvailability M B Managed by APIC apic_managed enable
Misc
All

ATV T3 LDevDEBRIP T KL AX, ASAZ FAXDEMEIPT RLAIZRVET, 7 TAXZBERINDL L, v A
Ha=y MIZFOa—ANIPT RLALELTHOIPT FLAZESLET, L e—ALIPT RLXA
NOTAF— 2=y FERTCDevDIPT RLAEZEELET, £HLgne, 77— A—_—Hipt
v AH 2=y MIEERH DA, APIC (I~ A X DREEZ T =X TEXEH A,

GE)  ASA 7 TR FBTE=HIRTH2HE1EL, TOEICYAX 2=y FOIP T FLAZETTHLI L
TLIEENY,

WICHZ R LET
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dl APIC

System Tenants Fabric Virtual Networking L4-L7 Services

- X-X-X:

Apps

ALL TENANTS | Add Tenant | Tenant Search: [EIMEReIMs=ETog

Tenant ok ¢ = o Concrete Device - unit
> bl Dot1Q Tunnels
> Contracts
> B Policies @
v Services Properties
v il L4-L7

Service Parameters

Context Label:

» B Service Graph Templates
. . Management IP
> Router configurations
Management Port:
> Function Profiles J
Management Oper State
v Devices

~ E Firewall

Username:

E Cluster Interface - consumer

Password:

E Cluster Interface - provider

I Confirm Password:

> E unit1
> E unit2

» I Imported Devices

Interfaces:

> Devices Selection Policies
> Deployed Graph Instances

» B Deployed Devices

00

Health Faults History

) S

GigabitEthernet0/1

Pod-1/Node-101/eth1/1

RDEARY

7T AZNDASAL =y b BME RIS D%, 77 A H
o=y MEBIEIFHIBRL, 7 7R EHERELET,

APIC )5 ASA 2% F 9 5

ZHIE L. APIC ™ ASA

J)—ANT U RAPLZEAL T, E%=2V 74 AU v— (BRI —ER I 7122501 0) %

RELET,

APIC / — A7 > KD APL O I F1EIZ W T,

[Cisco APIC Management Information Model

Reference (Cisco APIC HHIEHRET LD 77 L RA) | #BRLTLZE 0,

FEZ DWW TIE,  TAPIC documentation (APIC ~==7/V) | &ML T 7Z&W,

. APIC # &M+ CiscoASA V1 v RB— bk 74 F13(11)
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http://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
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