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ASAv DHIE

WSR2 )T A RABT 74 T7 A (ASAv) 13, (RIMLIBESICEFEMNR 7 7 A4 7 7 +—
IWNEREZRME L, T— 2 ¥ — b T T 4w T e~V FTF U M REDOEX 2D T 0 25k L
ESc

ASDM F 721X CLIZfEHA LT, ASAV 2 FHB L OVE=F T2 R TEET, ZTOMOEH
AT a v EFEHTELALALHY T,

e NAN=RNYPFDOHR—F (1 2=)

cASAV DT A LA (1 =)

 EEFHELHKEHE (7—)

¢ ASAV A U H—T 2 A AB L OYAENIC (9 =—)

¢« ASAv & SRIOV A v H—T 2 AD Ty a=r7 (123=)

INA IN—INL T DY R— F

INA IR=N A F DY IR — MMIOWTIL, Cisco ASA O H M [3L53E] 25 L T30,

ASAvDD 514t R

ASAV IV AT A — bk VYT U =T T4V T EBHALTOET, FMICOW T,
'Smart Software Licensing| #ZMB L TS0,

)

GE) ASAVICA~Y—FIA BV AZA VAN NTAEVERHYFETFT, S4BV ABA LA —)L
THET, A—7"v MMI 100 Kbps [IZHIRE D728, PlERT A F&2FETTEET, A
<—h A B AT, E@EOBEIILETT,

9.13(1) LAFETIX, A= bFENTNDHTTD ASAv vCPU/ A T UK T T D ASAv 7 A
BUARAEFEATEET, ZHICLY, SEIERVMIU Y —RAT7» b7 U v NI ASAv #E A
T& %7, AnyConnect 7 7A4 7 N BLOTLS YuX oDt vy a VR, €702 A47
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AsAv iEE |
B <~ 5 e zoEmeso0T

WEHERM T ONZT T v b7 4 — LR TIEAR<S, AV A= VENTZASAV T T v F 7 4 —
ORI HIC L > TIRE Y £,

ASAV A B ADMERIH L, PAR—FINTWDETTAR=FBIONRT Y v 7 EAHX—
Ty DY Y —=ZERRIZOWTIE, UBEOEE 7 v a 2R LUTIEIN,

AX— ;542 ADERMFEIZDONT

TNTDASAY 71 B 2%, $R—FENTNDETTD ASAv vCPU/ A E U #k Tl T
XFET, ZHICLY, SESER VMY Y —R Ty v F Y N TASAY 2 FETTEXFET,
7o PAR— FARO AWS BE N Azure f V AX VAL A TOK L2 9, ASAv v U %
LT DA, VP R— F &N 5/ K vCPU EIL 8 H T4, AWS & OCI LI DT RTDT T v
7 4 — AR S ASA RO E, P AR— SN HRKAE VX 64GB T, AWS B
K OVOCHIZERA &7 ASA (RARDIGA ., VAR — N & bHiHKAE Y IT 128GB TF,

|

BEE —FERBALFEASAVA LV AZ L ADY Y —REY YT (XFY, CPU, T4 AV RE) I13LH
TEEFA, MOENPOBETY YV —REN Y TEHEOTHLENRSHBGE (e xE, T4
AP H ST HERR 2 ASAv30/2Gbps 725 ASAVS50/10Gbps (IZE T H4)  MER Y YV —2R
PHEHALTH LA VAZ o ZAEERRT HMLERH Y £,

«vCPU : ASAv /Z 1 ~ 8D vCPU Z ¥R — kL ET,

¢« AEY 1 AWS & OCI SN DT RTDT T v 74— LB S 72 ASA (IR DEA
ASAV IZ2GB ~64GB ® RAM ZH¥ AR —F LE7, AWS BLNOCIIZEB &7z ASA
RARDLGE, PAR—FEN5HKKAEVIL128GB TT,

e T 4 AT ANL— 1 ASAVIET 7 4L h THR/NSGBDRAERT 4 A7 AR — L £,
TT7 N TF—LDEA TG T, BT 4 27 OY AR — ML 8GB ~ 10GB DO & 72
DNET, VMU VY—R&T7 b Pa = 735880, ZORICEELTIIEIN,

| B

EE  ASAV O/ AE U EMEL 2GB T, HAED ASAv 28 2 GB Riilid A€ ) TEHEL TW 5
By ASAV v VU DAEY BRI RN E L RTON—2 3 b 3= 3 2 9.13(1) LRI
Ty T L—RTEERA, T, EFAN—Va v ZFEHLTHLVASAYV Y 2 U 2 FHIEAT
=F7,
1 2LLE® vCPU i LT ASAv % BEI T 272D O/ A€V E{L 4GB T,

ASAV R— 5 V9L DIEN S BTN — g VX T v 77 L — R 5101E, ASARAIE~ T 1z
4GB UL EDAEY L 2vCPU BNMLE T,
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22— t51 v 2oERitszo0T i

A VASN=HEDE Y L 3 VIR

AnyConnect 7 7 A 7> F BIORTLS 7V u XDt v a UHllRIZ, A A b—/L S 72 ASAv
7Ty b7 — LOHERMN GBI o TIkEY . L— MIRROBEH 22T £3, IROKIL, #
REAF G & L— MIRIZESS By v a VHIRZE L HTbDTT,

R1ERFSICE D ASAv v 2 3 U OHIR

RS AnyConnect 7 S A 7> | RETIS 7OFXF Ly | L—F S w4
k Premium E7 av

IEYERE . 100M 50 500 150 Mbps

RS, 1G 250 500 1 Gbps

MUERE . 2G 750 1000 [2 Gbps]

FHEE . 10G 10,000 10,000 10 Gbps

BIORITR LTI L DT, MR HIC LT 5 Enty v a VHIRIZ. 79y 74 —2D
ol a UHIREBZ S LI TEERA, 7Ty P 7 F—LDE v g UHIRIE. ASAv
W7uebeya=mr I AT ) BICHESONTRED 7,

R2:AEYEHICE D ASAv v L 3 UHIR

JoEYa=r45Ent=+A%F |AnyConnect 7 S A 7 2 k SETIS 7AXS Yy a3y
) Premium £ 7

2GB ~7.9GB 250 500

8 GB ~ 15.9GB 750 1000

16 GB ~ 64 GB 10,000 10,000

TS5y b7+ —LDOFHIR
T ATV R, BLXOVWLANIZ, ASAV A EVICHASLS TFTF Yy F T+ — A
DOHFIR T,

\}

GE)  ASAVRTABUAINTORWVIRREBIZH DA, 774 7 74— /LKL 100 IZHIFR S v E

T, MR Gk > TTIA U ABMEESND L, 8377 v b7+ —2OHIRICEITL £
T, ASAv D/ A E Y BEET 2GB T,
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AsAv OEE |
B ssav 75 ~— 1559 FORERMS (VMware, KVM. Hyper-V)

®3: 75y b7+ —LOFHIR

ASAv D A E ) T74A T2 +—ILDEHK. [ |VLANs
B

2GB ~ 79GB 100,000 50

8 GB ~ 159 GB 500,000 200

16 GB ~ 64 2,000,000 1024

ASAv TS5 A R— 9 57 FOERFT S (VMware, KVM. Hyper-V)

TR_RTD ASAV T4 B A%, BAR—FENTWSHTRTOD ASAv vCPU/ A & U HRL TEH T
B, TIA_X—F27 T FEgBE (VMware, KVM., Hyper-V) (2 ASAv Z38 A4 54
DOFFENREE Y 7,

AnyConnect 7 7 A 7> F BIORTLS 7V u XDk v a UHllRIZ, A > A b—/L S 72 ASAv
7Ty N7 — LOHERS GBI o TkEY, L— MIRBOBEHAZZ T £3, ROEKEZ, 7

FANR— K7 T 7 FEREIEAINT- ASAV DIERFT 5812 Sy va VIR E . @S
nHLV—MilREE L OZHEDTT,

)

GE)  ASAvE YT a UHIRIE. ASAv Hlic e Ya=r 7 &N AE ) OREICESHTWET,
K2 AFVHEMIZEZA ASAVE Yy v a VIR 3 R—) 2BRBL T &N,

& 4: VMware/KVM/HyperV 75 A4 R— 49 55 D ASAv : #ERMTESICEDVTS A U R ENFHEEDHIR

RAM HERRfTEDHR— b *
(GB)
& | & [RZEE. 100M BRERE. 16 BERE. 26 RERE. 106
N | K
2 7.9 [50/500/100M 250/500/1G 250/500/2G 250/500/10G
8 15.9 (50/500/100M 250/500/1G 750/1000/2G 750/1000/10G
16 |64 |50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G
* AnyConnect 7 7 A4 7> b v a/TLS 7 uxiv v a VHERMNEEIZA A% v
AT LD L— MR,

ASAv /T Y w57 FDERMTES (AWS)

TR_RTD ASAV T4 B A F, FR—FENTWSHFTTOD ASAv vCPU/ A & U AL CTEA T
X577, SEIERAWS A VAX AL A TIZ ASAV A TXZ £7, AnyConnect 7 7 A
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Asav /STy v o955 koERds aws) [}

TP BLOTLS 7uXxvoty g UHlRIZ, £ A M=V ENTZ ASAY 7T v b7 4 —
LOMHERMEBIZL > TREY, L— MIRO®EA %2321 £9,

WDORIL, AWS A LV AX VA X A T OMERRFT G g2 Sy v a ViR E L— MlFRZ £
DL DOTT, PR—FENTWDHAL LV AZ L ZD AWS VM OHIE (vCPU & AEY) D
WERIZOWTIE, TAWS 7 5 7 R~ ASAy DEAIZHOWT | 2B LT X0,

R 5:AWS LD ASAv : HERMEIZE DI T4 0 XD HIR

A REY BYOL Z[R{t 5 DHHR— k * PAYG **
% SERZ, 100M |F%£E. 16 BERE. 26 ZHEE. 106

cS.xlarge 50/500/100M 250/500/1G 750/1000/2G 750/1000/10G 750/1000

c5.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 10K/10K

cd.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500

c4 xlarge 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500

c4.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 750/1000

c3.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500

c3.xlarge 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500

c3.2xlarge |50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 750/1000

m4.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500

m4.xlarge | 50/500/100M 250/500/1G 250/500/2G 250/500/10G 10K/10K

m4.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 10K/10K

* AnyConnect 7 7 A4 7> b By a/TLS 7Vux v vy a VAERMEE-I3A v A X v

AT LD L— MR,

** AnyConnect 7 74 7 > b By aV/TLS Yu¥x i vy ar, PAYGE— NTiEL—F

HIRRIFEH SN EHE A,

Pay-As-You-Go (PAYG) £— F

ORI, RS (PAYG) T— RIZBITA2EREO A~ — N T4 & AMERM 5O E %R
LE9, PAYGE— RiZ, Bl Yo ATV ICEISEET,

= 6:AWS ED ASAv : PAYG DA — + 54 £V R¥ERT S

RAM (GB) BRRET— FOERME

2 GB ~ 8 GB Aifi HHERE . 1G

8 GB ~ 16 GB K VEREfE . 2G
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AsAv OEE |
B Asav<Tu 09 55% ROERIE (Are)

RAM (GB) BHESE— FOERMTSES

EHEfE . 10G

16 GB ~ 64 GB

ASAv /T Y v 9 57 FDOERSTE (Azure)

T_XTD ASAV 714 B AL, B R— R ENTNDETTD ASAv vCPU/ A & U # ik Tl T
X577, SFEIERAzure f Y AX AL A T ASAV HEATEEF, AnyConnect 7 7 A
TURBIRTLS 7uax ooty g VIR, A A M=V &2 ASAV 7T > R 7 4 —
LDOMHERFTHEIZ X > TRkED . L— MillROBEH %2521 £ 7

WDOFRIL, Azure f VAKX L AB A T OMHERMGBIZHEKS By a VHlRE — MHIBRZ £
LOELDOTT, PR—FENTWDAL U AZ L AD Azure VM OFHIEE (VCPU & A€ V) D

WERIZDOWTIE,  Microsoft Azure 7 7 7 K~® ASAv DEAIZHOWT] #ZR L TL7EX
W,
Y
(GE)  Pay-As-You-Go (PAYG) E— NIFBIE, Azure B ASAv TIIHAR—FINTHWEFA,

& 7:Azure £ ASAv : R EE D T4 &2 ABEEDFIR

AVREUR BYOL #£fR{ft 5D HHR— k *

ZEERE. 100M |Z2££E. 16 (ZEE. 26 |[EX#E. 106 |1F#£E. 206
DI1. 50/500/100M | 250/500/1G 250/500/2G 250/500/10G  |250/500/20G
D1 _v2DSI,
DS1 v2
D2, D2 v2. |50/500/100M |250/500/1G 250/500/2G 250/500/10G | 250/500/20G
DS2. DS2 v2
D3, D3 v2, [50/500/100M [250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
DS3. DS3 v2
D4, D4 v2. |50/500/100M |250/500/1G 750/1000/2G | 10K/10K/10G | 10K/10K/20G
DS4. DS4 v2
D2 _v3 50/500/100M | 250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
D4 v3 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/10K/20G
D8 v3 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/10K/20G
F4. F4s 50/500/100M | 250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
F8. F8s 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/20K/20G
F16. Fl6s 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/20K/20G
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AVARBUR BYOL #R 5D HR—
TARE . 100M |1ZHE, 16 ZHERE. 26 TXE, 106 |1Z%E. 206

* AnyConnect 7 7 A4 7> b v a/TLS 7 uxi v a VHERMEGEI3A A% v
AT EDL— MR,

FIEFEEFIRNSEIA
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<TZEV,

*NUMA : 72 F VM ® CPU Y Y — R % Hi—® Non-Uniform Memory Access (NUMA) / —
RIZTBET 5 2 & T, ASAV DR T s —~ A% ET&E £, FEMC OV TiX, NUMA
DA RFA 2 39—=) ZBRLTIEIN,

» Receive Side Scaling : ASAv |3 Receive Side Scaling (RSS) ZHAR—hrLTWET, I

X, XYy NI T X TR E > TEEBEO oty a7 ilrxy NV—IZENT T 4 v
NI AEOIEENST 7/ aY—TF, N—T a2 9.13(0) BB THR— k&
NTWET, FEMIZOWVTIE,  Receive Side Scaling (RSS) DD RX & = — (40
N—=) | EZRLTIEIN,

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K



| vMware % f&F3 L 1= ASAv DEA

VMware T0 ASAv 1 K51 v eHRFE ]

« VPN OEBEIL : ASAv T VPN X7 +—< U AZHE(bT 57D 0BMOEEFIEIZ OV

TiX., VPN Ol (64 X—) 2L T EEW,

OVF 774 ILDHA KS4 >
AT RIZEEDS W T, asav-vi.ovf 7 7 A /L £ 721 asav-esxi.ovf 7 7 A /LA TEIR L E 7,

« asav-vi : vCenter |[ZE A 555

» asav-esxi : BSXi [Z¥E AT 5454 (vCenter 72 L)

«ASAVOVF DE AT, m—h U ¥F—3 g GEREE—RNTOaryR—3r hOA A

F—) ZHR—FLERHA, ZHHEDOBEEED VMware vCenter & LDAP % —/3— 78 ASCII

AHE—RTA L AP=LENTNDZ 2R LTI ZIN,

*ASAV A VA N—/)LLTVM a2 Y —VEMEHTHHIZ, ¥ —AR— K% [United States
English] IZERET D2 MENH D £,

cASAVZEATAH L 2 0DFEARDBISO A A—UNESXi A R=RA Pl bER
iﬁ—o

)

eV NENTRHD KT A 7L, vSphere 12 & - THRL S vz OVF BREEE L) Mg
HoTET,

e NENT2FEHD KT A 71 day0.iso T,

pe=|

ASAV U BNEBI LT, WFD NI A T D~ v FEfEkRT
XFET, L. [ERBARCESE (Connect at Power On) ] 7
F 7> TVHHETH, N7 47 1 (OVF BREEER A1)
X, ASAYy OERE A 7/4 T BH-NNTFIC T PEnE

7

OVETYTL—bDHA KSAUDITH RR—

vSphere ® OVF 7 > 7L — F D=7 AR — MERRIZ, BEFD ASAV A VU AZ ANy r—T%
OVF 77— & LTEI AR= LD LE S, =7 AR~ Sk OVE 77
L— 2 LT, R UCRREELITIRRDEREIZASAV A U AF LV AZHEATEEY, =7 A

AN—bFENTZOVF 77 L — & LT vSphere {Z ASAv A ' A X A &8 AT HHIIZ,

OVF 7 7 A VORERROFEM A ZE LT, BAOKRKEZ SHERH Y 7,

ASAv DT AR — N ENT2 OVF 7 7 A VEEET HI21E, ROFIEEZETLET,
1. OVF7 7 b—hax /7 AR—hFLicu—n~viiiun 7L LET,

2. THX¥ANTZT A X TOVF 77 ANVESRLUTHEET,

3. <vmw: ExtraConfig vmw:key="monitor control.pseudo perfctr"

vmw:value="TRUE"></vmw:ExtraConfig> o 7%)%”1’”?”6 k %Eﬁg Liﬁ”
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VMware % {#/ L 7= ASAv DA |
B vWware co Asav 51 BS54 v IREE

4, <rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType> 5’5f%6ﬁﬂ&%L/3i7fo
EJ ek

<rasd:ResourceSubType>vmware.cdrom.iso</rasd:ResourceSubType> f7ﬁ7<k

<rasd:ResourceSubType>vmware.cdrom.remotepassthrough</rasd:ResourceSubType>17 5f5355

MLET,

FEREIZ DWW TIE, VMware 23268 L 72 [Deploying an OVF fails on vCenter Server 5.1/5.5 when
VMware tools are installed (2034422)] =&ML T 7Z 30,

5. UserPrivilege, OvfDeployment, 33 N ControllerType OTaRT fEEANTILET,

RICH 2~ L ETS

- <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"
ovf:key="OvfDeployment">

+ <Property ovf:qualifiers="ValueMap{"ovf", "ignore", "installer"}" ovf:type="string"

ovf:key="OvfDeployment" ovf:value="ovif">

- <Property ovf:type="string" ovf:key="ControllerType">
+ <Property ovf:type="string" ovf:key="ControllerType" ovf:value="ASAv">

- <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege">

+ <Property ovf:qualifiers="MinValue (0) MaxValue (255)" ovf:type="uint8"
ovf:key="UserPrivilege" ovf:value="15">

6. OVF 7 7 A LV ZARAIEL £,

7. OVF 77 L — &AL T, ASAv ZH AL £, VMware vSphere Web Client Z-fi 1] L
72 ASAv DF N [#5E] 2L T E S0,

N TFRAZEYT 4 AAFSA0DF=HDT 2 —ILA—/N—

72— A= ANBUEOS AR, AZ N IEENRFE T T A B AR G R A TN D 2 &
ZRER LTS EE W (T ZUE W7 DIEE D 2Gbps DHERMT 5 TH D Z L)

|

BEE ASAv ZEH L CEAHMEST 2B T 285 61%, 7 —4 A v 2 —7 =4 A%% ASAv IZ[A U
B CIEMT2HERH Y £, TRICFEUA V¥ —7 = A AR HIEFF TH ASAV IZENN
ENBHE, ASAY Y —MZEZT—REREND ZERHYV T, £/, 72— F—1—
HERBIC O ENHL Z 0 H Y 7,

ASAV NERA 2 —T = A ZAF721Z ASAV 7 = — /LA —_"—O @ (Y v 7 1T &b
ESX R— bk 7 /=122 TiL, 2 DOEMENIC 2 L TESX R— M NA—TF D7 =—/L
F—R—BFE2RELET UDET 7747 T w7V, B 1DFARZ L NAT 7Y
V7). TOREIE. 200D VM BHAIZ ping ZFEFT LTV . ASAv Al MR 7 2 RRE &
70T 5 DICHETT,

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K


https://kb.vmware.com/s/article/2034422
https://kb.vmware.com/s/article/2034422
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/asav/getting-started/asav-917-gsg/asav_vmware.html?bookSearch=true#id_46500
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/asav/getting-started/asav-917-gsg/asav_vmware.html?bookSearch=true#id_46500

| vMware % f&F3 L 1= ASAv DEA
VMware T0 ASAv 1 K51 v eHRFE ]

vMotion (B89 2 H4 K514 >

« VMware Tl&, vMotion #1255, AR ML —V DA 2T 2 0E R H Y £,
ASAV DEARFIZ, RA N 7 T AZNHLGEIT, A ML =Yk —l FEEDF A
FE) FHREEAERA N ETToE Y 9= T&E9, 7272 L. ASAv % vMotion % fifi
MLUTHOBRA MIBITT 256, v— AV A=Yzl =0 LE
7

AN—Ty FRADAEYEVCPUDEIY HTESAIEVR

cASAV ICEID B THNIZAEY OV A XF, ZAV—T v LU EbEZbo T, &
RHAN—T" NV DT A RAEHRT D5 %RV C, [EditSettings] 4 A 7 12 7
Ry 7 ADAFVREEZIZVCPUN— R =2 TREITZEF LAV TLEE N, T —
Tubela=r Nk, N7 4= R EE X S RRERH Y £,

N

GE)  AEVELIIVCPUN—RY = TR ELZELT HLUNERND D56
1T, ASAVD T AL A (1 =) IZE#HENTWDEDOHLE
fEALTL7Z&EV, VMware BHELET 5 A € VR OK/IME, T
74V ME, BEOERKMBEIFEH L2 TI 7230,

CPU F#4

77 4L hTlE, ASAv ® CPU F#I1% 1000 MHz T9, A, 7K. BLOHIROHE
([ E Dt (Edit Settings) ]>[VU Y —A (Resources) ]>[CPU]) Z{EHT 5 Z & T,
ASAVIZEID ¥ CHND CPUY YV —RADEEZEFTEET, IVERVERETHLER NS
7 4 7 BRI TODARILTASAY S H I Z K TE 25813, CPU TROREE
1000 Mhz A&jiif 2 CE £7, ASAVIC L > TEHILDH CPU D &EIX, BfEL TV D /— K
TxT TTy T F =L TR, FATLTWAIEED X A T L BICE > TH R F
R

1A~ > D [Performance] % 7 @ [Home] B = —{ZHdiE S 4172 [CPU Usage (MHz)] 7 ¥ —
B, FTRTORE~ AT 5 CPUMHRZ AR A hOFRTHERR TE £9. ASAv
PIEHERR N7 7 4 v 7 BRWEL TV D EED CPUMHRONF~—7 Z@ET D
L. ZTOIEHRE CPU PRIOFEROAN S & LTEATE X7,

FEAIZ OV TIE, VMware 7> H 34T ST % [CPU Performance Enhancement Advicel %
SR LT EEN,

VY —REN YT —N—T o a = FE@3 7= e va=rranizy
V=A%t 5%, ASAv showvm B KO show cpu =2~ > K| & 5\ ASDM [7R—
L (Home) 1> [T/8 A& v a7/R— K (Device Dashboard) |>[7/34 R1&E#H (Device
Information) ]>[{x#8 1) Y —XR (Virtual Resources) | ¥ 7 £/ X [E=2 VT
(Monitoring) 1>[7R/8F 4« (Properties) |>[VRTLYY—ARST ST (SysemResources
Graphs) ]>[CPU] XA » & T& £,
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https://docs.vmware.com/en/VMware-vSphere/5.5/com.vmware.vsphere.monitoring.doc/GUID-FBA3A58A-EEC9-4B4D-8515-ECCF51188913.html

VMware % {#/ L 7= ASAv DA |
B 2sav o vmware g4 R— -

UCSBL ) —RAN—FKIxz7IZEFBH LS VART LY M E—FICEATHHAESM Y
MAC 77 v 7'M, CiscoUCSB vV —X N—KRoux7D KT AT L hE— RTEIET
58D ASAVEXETRAETHZENHV T, MACT RLARIEIE G cHE L
La. Ny MiRey7ranfEd,
VMware B2 b T 0 AT L hE— R T ASAv #E AT 28512 MAC 7 7 v 7 & [oli#Ed
BIUE. WOTA RTA4 v E2BEIZLTLIEIN,
¢« VMware NIC F—3 2 : UCSB Y U —XRIZ N T AT Ly FE— RT ASAv 2 A3
D6, WEB LU A v F—T = A AERT DR — N ITN—TVWET I T4 7T >
TV 1O REL, Ty 7V ZIERCTHAMLENH Y £9, vCenter T VMware
NICF— V7 2RELET,
NIC F— 2 > 7 DBGESEDTERZ OV TIE, VMware FF 2 X & F 2B R LTI ES0Y,
¢ARP A VA7 5> : ASAV CARP A VAR L a U HANI L, ZEA ¥ —T =
AATMACKBELOARP = MU ZFICERE L E T, ARP A A7 v 3 > EHME
DEEHIC OV T, CiscoASA Y Y —RXar 7 4 Xz lb—Tar A F (—RB7eEE)
[HFE] 22 L T2 &,

ZTDOMOAA K54 2 EFHIREIR

+ ESXi 6.7, vCenter 6.7, ASA Virtual 9.12 PAFE% 5247 L TV A 354A . ASA Virtual (32 D
CD/DVDIDE RFZ A 772 LG L£9,

» vSphere Web Client |Z ASAv OVA OFE A TII VAR — h IR\ 728, vSphere Client % i i
LTLEEN,

ASAv O VMware #EED H7R— k

WDFEIZ, ASAv @ VMware fERED VR — b 2R LE 1,

% 9:ASAv D VMware #8EDHR— +

HaE B HR—F (BY/EL) [ER

a—J)L K Za—r Ja—=VJ7HIZVM|H Y
DEIFNA 71270 F
Er

DRS BHgY Y — 2D A4 | Yes
Va—U B0y
BEREHICER S
E3

VMware DA KF A
VEZELTLLTEE
AN

Ay MBI B VM 2SEIEL |72 L _
Tb\iﬁ—o

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K


https://docs.vmware.com/en/VMware-vSphere/6.5/com.vmware.vsphere.networking.doc/GUID-D34B1ADD-B8A7-43CD-AA7E-2832A0F7EE76.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/basic-arp-mac.html
https://www.vmware.com/products/vsphere/drs-dpm.html
https://www.vmware.com/products/vsphere/drs-dpm.html

| vMware % f&F3 L 1= ASAv DEA

asav & vMware 805 H— [l

HEE SRER HR—k (BYAEL) |FER
KAy b ra—r Ja—=VZ7HIZVM| 7L -
DEIEL TWET,
Ry b U L—T YA LHICVMASE) | 72 L -
ELTWET,
Snapshot VM BRI 7 ) —X | 5V R EE S LET
LE7, T, T T4 TR
DONDRREMERSH Y F
T, Txz— /A —s—
DRETDHZLENHY
F9,
— P 1k & TR VM B —FHEIESh, [HD -
ZTO%BERELET,
vCloud Director VM @ BEIECENAIRE | 72 L -
2720 9,
VM OfAT BATTHIZ VM OEEN | H Y -
A7 £9,
VMotion VM DT AT <A77 |HV HH AN L —T
L—a R SR L %%, vMotion (2]
*9, THEHA RTA
21 =) 5]
LTL &N,
VMware FT VM O HA IZER S |72 L ASAv v v DEE|Z
£7, 5t LT ASAV D7 = —
VA —N—FfEHLE
j—o
VMware HA ESXi BXOW—1o |Hb ASAv < ¥V DFEE|Z
P SV ET, xt LT ASAV DT = —
A —N—EFEHLE
Er
VM —RE— b0  |[VMEEICHERSLE |72 ASAv v ¥ v DREEIC
VMware HA 4, %L TASAYV D7 = —
VA== L E
7,
VMware vSphere 2 % |VM ZEH AT H72HI2 | H Y

v 7 2 Windows
74Tk

s ES,
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VMware % {#/ L 7= ASAv DA |
- R

HrE B HR—F (BYEL) [ER

VMware vSphere Web | VM 2 AT 57-DI12 | H Y -
Client EHINET,

ASAv & VMware D RIIESH

VMware vSphere Web Client, vSphere 2% > K7 w07 747, £721XOVF YV — /L& H
LTCASAY ZATEET, VAT LFEMTOWTIL, Cisco ASA DAtk [Fe5E] B L T
<TZEWy,

vSphere iZEX A vy FDEFX 1) T4 R —

vSphere A4 > FITONWTIEL, LA ¥2EF=2UT 4 R —%fREL T, ASAvA L Z—7 =
AAZE S THEHEINDGR =K 7= LeEX 2 VT 0 AU —0fb 2 cE £7,
ROT 7 4N bEEEZZRLTIZEN,

mERNE— N ER
e MAC 7 RL AMDZH . Al
« NIEX(F : 5FA

WD ASAVERTEDA ., T EDOREDEFENLERZENH Y £4, FHMIZ OV TIL, vSphere
Dv=2T VEZRLTIEIN,

£10:R—+TIL—TFDEF21) T4 KR)—DH4s

FSUARRTFLU NI FZPAT 94—
W=TYRIFATI4A—ILE—F|ILE—F
X2 YFoDOH | Tz—ILA—I— Jx—)LA—/\—
VA L Jxz—I)LA—\—|HL TJx—I)LA—/\—
MENT— R <{LE> <{LE> TR TR
MAC 7 RLAD |<A{LE> TR <ATE> TKER
B
RIEEE <{LE> TR TR TR

ASAVY J L 7DEEFELEEOBRER 7 714 ILDIER

ASAv ZEEIT AR, FOHHOary 74 Falb—rar Iy VEHEFETEEST, 20
7 7 A L, ASAv OEBIFICET S5 ASAY DREEZEZLHT XA N7 7 AL TT, ZDOH)
WREIE,  TdayO-configl L WO THFA L 77 AL LTHREDIERT 4 L7 b UITHKMHES

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.vmware.com/products/vsphere.html
http://www.vmware.com/products/vsphere.html

| vMware % f&F3 L 1= ASAv DEA
AsAv Y7 k7R EE 0 BRERT 7 1 Los ]

L. EHIT day0iso 7 7 A AN ELBENET, D day0.iso 7 7 A VS EAIDORENRFIZ~ T
YEERTEmARLNET, FOHHar 74 X2 —Ta 77402, il eb, &
A B =T A RET 7T 47T oa~vr Fe | ABF—FEH SSH‘H‘*—/\F% Ea‘
53~ REEOLLERDYETH, TRXTOASAREEZZDODLZEHTEET,
day0-config # & 1p7 7 4 /L b @ day0.iso 28V U — R & & H Izl g, dayO.lso 77
A (AKX Ldayd £7-137 7 4/ b D day0.iso) 1%, MIOELE I TE iy
FHA,

1R BHHIIZ

Z OFITIH Linux 2MEH S TWET A, Windows DEFIZHREIBEO2—T 40 VT 4o 030 £
j‘o

« FIHIEARFIC HEIRYIZ ASAV 12T A & A 2154 %121%, Cisco Smart Software Manager
264 7 v — K L7z Smart Licensing Identity (ID) h—2 > % [lidtoken] &9 7 F A
T AL, B0 BT 7 A VERLT 4 L7 FUITRIFLET,

{Ec*ﬁ VGA 22—V T, NARXR—=RA DY TR — 5 ASAVIZT 7 & A
L. BETHESIT. BORABR 7 7 A zavy—ILo ) PILOZRE B0 L CaE
T— MFIZVY TR — b EERHTA2MERZH D F9,

e NTUAXRT LU N E—RTASAYVZEATHHEIE. NI U AXRT LY ME— RTHET
SNDHBEHD ASARERL 7 7 A V&, B0 HHAMKZ 7 A VE L THEHATALERHD £
T, ZAUL V=T Yy R 774 T 4= VOFEORHay 74 FXalb—ar 770

Y LEEA

¢ ISO A A—U MR ESXi NA RNR—=N_APFIZED X I~ T FENDDDFEMIZOVWTIL,
VMware TD ASAv DH A F7 A4 EHIRFEE (17—) ODOVF 77 ANVDHA KT
A EBRLTLIEE N,

ATYF1 ZIP 7 7 A )% Ciscocom ™ H X 7 a— KL, ga—0) T 4 AT IHRFELET,

https://www.cisco.com/go/asa-software

GE) Cisco.com D1 7 A B I NY A a — ¥ RGN NLE T,

RT9T2 T7ANEEET 4 L7 NVICELET, T4 L7 NI DL 77 A A EHIERLARV TS, RO 7
ANPEENLTHNET,
« asav-vi.ovf : vCenter ~D3E A,
» asav-esxi.ovf : vCenter LIZh~DE A,
sbootvmdk : 7 —h T 4 AT A A —,
« disk0.vmdk : ASAV 7 A7 A A—3,
« day0.iso : dayO-config 7 7 A /LB LA 7L 3 > ? idtoken 7 7 A /L% & Ep I1SO,

e asav-vi.mf : vCenter ~DEBEAFHDO~="7 A F 77 A /L,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 913242 — 7y 744 F [}


https://www.cisco.com/go/asa-software

B ssavvsrozromacsoamERT 7 4 L0k

ATvT3

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K

e asav-esxi.mf : vCenter IS ~DEAFO~="7= A 77 AL,

VMware % {#/ L 7= ASAv DA |

[dayO-config| EWV9 T F A N7 7 A /WZ ASAy O CLIREXFEALET, 3204 X —T =14 ADFK

TE & T OMDME R EZIBIML £,

BAIDITIE ASA D/N—2 3 U THHRD HZMENRH Y 97, dayO-config i, AZN7e ASA WK TH H M ENH
0 £9, dayO-config Z 4K T % it 72 kL, BEFFD ASA 71T ASAV )L FE I Tay 7 4 Falb—va v
DBy 7 a8 —F 5 51ETT, day0-config NOATONEFIZEZE T, BEAFD show running-config ==~

Y RHEADIERFE —B L TWALENRHD 97,

dayO-config 7 7 A VD2 DD ZRLET, 1 DHOHITIE, FHEY A= Xy b AL F—T AR
ZAi 2 72 ASAv AT 5856 @ day0-config Z/r LET, 2 DHOHITIX, 10Xy b A —H x> b
A B —T = A A% 272 ASAV %3 AT 554 O day0-config 77~ L £ 9, T O day0-config Z il L C.

SR-IOV £ & —7 = A A& 27~ ASAv Z 8 A L E4, EEFHEE HHFHE

72 &0,
1 -

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0O

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

&1

ASA Version 9.8.1

|

console serial

interface management 0/0
management-only

nameif management

security-level 0

ip address 192.168.0.230 255.255.255.0
|

interface GigabitEthernet0/0
nameif inside

(43 ~—) &ML T



| vMware % f&F3 L 1= ASAv DEA

ATv74

ATy TH

ATvT6

ATy 17

AsAv Y7 k7R EE 0 BRERT 7 1 Los ]

security-level 100

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1

nameif outside

security-level O

ip address 10.10.20.10 255.255.255.0
|

route management 0.0.0.0 0.0.0.0 192.168.0.254
|

username cisco password ciscol23 privilege 15
|

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2

|

http 0.0.0.0 0.0.0.0 management
|

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|

dns domain-lookup management
DNS server-group DefaultDNS
name-server 64.102.6.247

|

license smart

feature tier standard
throughput level 10G

|

crypto key generate rsa modulus 2048

(ff=&) Cisco Smart Software Manager & & U 1T S 417- Smart License ID h—2 > 77 A L& a3 Ea—X
IZF v rm—RLET,

EE) #vrm—R 7746 ID h—2vxatv—L, ID b—27 »DOHhzETe lidtoken] L5 T
FAL 77 ANMIRFLET,

ZOID b—27 2K 5T, Smart Licensing —/3—|Z ASAv 28 HEIIZBER S E T,

FTX AN 77 A)NEISO 7 7 A WCER L TRIECD-ROM 245 L1,
Bl -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

day0.iso IC Linux THr L SHAI & FHE L £,
i -

openssl dgst -shal day0.iso
SHAI (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb66 day0O.iso

Cisco BB X1 TARE7 IS4 7 VR (ASA) 913242 — 7y 744 F [}



VMware % {#/ L 7= ASAv DA |
B vvware vSphere Web Client % {5 L 7= ASAv DA

ATYT8 HLWTF =Y LEEET L2 b O asav-vimf 7 7 A /L&, day0.iso SHAL % # L < Bk &
T CEEHMAET,

1 -

SHAL
SHAL
SHAL
SHAL

asav-vi.ovf)= de0f1878b8£f1260e379e£853db4e790c8e92f2b2
diskO.vmdk)= 898b26891cc68fal0c94ebd91532fc450da418b02
boot.vmdk)= 6b0000ddebfc38ccc99ac2d4d5dbfb8abfb3d9oc4
day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb6

ATV ZIP 7 7 A VEMRHE LT 4 L7 FUIT day0iso 7 7 A V& aE—LEd, T 74/ 5 (28) @ day0.iso
TrANBEEREEINET,

ZOT 4 L7 UMD VM ABBEASNL5EEIE, BT L AR S 4Lz day0.iso WO EH S L E T,

VMware vSphere Web Client Z £ L 7= ASAv DE A

Z DIATIE, VMware vSphere Web Client Zffi ] L T ASAv # 8 AT 5 HEIZHOW T L £
9, Web 7 7 A 7> MZIL, vCenter X TJ, vCenter 2372\ 541X, [VMware vSphere
ARG KTy TA47 2 MBELOH 0 AR ZH M L7z ASAv A | £72iF TOVF
VLI LU0 H AR Z A L72 ASAv OEA] 2B LTI ZEW,

* vSphere Web Client ~D7 72 AL 7 547 2 MNEGTZ 7 A DA VA F—b (28 ~X—
V)

« VMware vSphere Web Client Z{# ] L 72 ASAv ®#E A (28 ~X—)

vSphereWebClient ~D7 VR EV ATV MRET T4 DA Y
A =L
Z OIATIX, vSphere Web Client (27 7 & A9 25 HIEIZOWTHMBI LET, F72, ASAy =2
V=T I RRAIMBIR ) FAT V MEET T I7A A A M=V T D HECONT bt
LET, —#DOWeb 27 747 MERE (77 74 272 L) X, Macintosh TlI¥ A — kST

WEH A, BRI TA TV POV R— MERIZOWTIL, VMware D Web VA F S LT
<TE&EW,

ATv 1 7 F %) 5 VMware vSphere Web Client % @) L £ 37,

https://vCenter_server:port/vsphere-client/

7 7 4V F T, port 1% 9443 T,

AT9 72 (ARIOHR) ASAVA L ) —N~DT 7B AEARRICT DI, V74T MRET T T A A A h—
L LET,

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K



| vMware % f&F3 L 1= ASAv DEA
VMware vSphere Web Client % {f L 7= ASAv DA .

1. v 2 A HHE T, [Download the Client Integration Plug-in]| #7 UV v 7 LCF 774 v & XU u—FRL
\i j—O

2. 72UV EAL TG, A VAT EFEHL T4 A A=V LET,
3. I A &AL A=V LT-6, vSphere Web Client (Z fF4%#5¢ L £ 97,

ATFY T3 a—H - LRX2U—FE AN L, [Login] #7 U v 273 5H . [Use Windows session authentication] F =
IRy I A& Az LET (Windows D)

VMware vSphere Web Client % {8 L /= ASAv DE A

ASAv %#E A9 5|21, VMware vSphere Web Client ( 721% vSphere Client) . 8L OA—7">
FEAYt 7 +—~ v b (OVF) OF L — 77 A VEHBHLET, Y AaDASAv /Ny r—
UHEEBT AI121%. vSphere Web Client T Deploy OVF Template 7  ¥— R&EHA L E3, ZD
U ¢ #— R TiX, ASAVOVA 7 7 A )V ZFEHT L. ASAv & EATT DA~ v v &2ER L, /Xy
Tk A VA R—=VLET,

74— FOFIEDIZ & A ET1X, VMware ([ZkF LIEHED $ D T9, Deploy OVF Template D7
FHLZ-DUNTIX, VMware vSphere Web Client 4> 7 A » ~AV T BB T E S0,

188 BRI
ASAv ZE AT SHIC, vSphere (FELH) THOR< b 1203y hT—7 ZFHEL TEI &L
ERbHY ET,

ATvF1  ASAvZIP 7 7 A /L% Ciscocom ™ H A7 — KL, PCIZIRELET,

http://www.cisco.com/go/asa-software

GE) Ciscocom D7 A U BIONV A2 —E AR MLIETT,

AT w T2  vSphere Web Client ® [Navigator] <A > C, [vCenter] %7 V v 7 LE7,

ATw 73 [Hostsand Clusters] 7 V v 7 L £,

ATV T8 ASAVEEANTHT XX — JTAK FIHRANEH2 Y v 27 LT, [Deploy OVF Template]
IR L ET,
[Deploy OVF Template] 7 ¢ #'— RRERSILE T,

RATYTE5 U ¥ — FEEOHERICHE > TR ET,

AT w76  [Setup networks] Hifi T, AT HHKASAV A LV H—T oA AZFxy NI =V b~y 7 LET,
Xy NT—=ZET7 N7 7y MEIZR > TORWATRRERH Y £3, Xy NV —27 212105 Z &9k
AR EE 72 551X, [Edit Settings] XA TR AR Y 7 ARy NU—7 B% CTER T ET, HAK,
ASAV A L AZ U AEA 7 Y v 7 L, [Edit Settings] % 34 L C [Edit Settings] %A 7 2 7Ry 7 AT 7
TALET, 2720, ZOEEICIXASAY A X —T 2 A AIDDEFERSINETA Ry hT—7 TH

Cisco BB X1 TARE7 IS4 7 VR (ASA) 913242 — 7y 744 F [}


http://www.cisco.com/go/asa-software

VMware % {#/ L 7= ASAv DA |

B vvware vSphere Web Client % {5 L 7= ASAv DA

ATy 717

ATvT8

FEID D) o WDFy NT—2 TETFEZID & ASAV A Z—T = A AID OxpIE—EE2 L TL
72 &N,

2YRT—H 7PEATAID [ASAvA B —T A4 XID

Fv hU—2r 7 &7 %1 |Management 0/0

xv NU—2 7 X742 |GigabitEthernet 0/0

v NU—27 7 X7 % 3 |GigabitEthernet 0/1

xv NU—2 7 X% 4 |GigabitEthernet 0/2

Fv hU—2r 7 &% 5 |GigabitEthernet 0/3

xv hU—27 7 X 7% 6 |GigabitEthernet 0/4

Fv hU—r 7 &7 %7 |GigabitEthernet 0/5

xv hU—27 7 X 7% & |GigabitEthernet 0/6

ZFv hU—2r 7 &7 %9 |GigabitEthernet 0/7

xv hU—27 7 x4 10 |GigabitEthernet 0/8

TRTDOASAV A X —T = A AT HH4EEH Y £ A, 7272 L, vSphere Web Client Tix 3 X T
DAVE =T 2 A AKXy NV =7 ZED B THRLENRDY E3, EHLRWVA LV F—T oA ZIZHON
TiE. ASAVRENTA ¥ — 7I4z%ﬁaﬂ®ii LTBLZENTEET, ASAV ZEA LTI,
T3 C vSphere Web Client (ZFL Y | [Edit Settings] # A 7 2 7R v 7 ARG TIA V H—T = A A& HkR

THZILENTEET, ﬁ—rlﬁﬂﬂlob\“ﬂi\ vSphere Web Client D47 A > ~)L 7 BB L TLIZEW,

GE) 7 = —)L A —/N—/HA BiE Tid. GigabitEthernet0/8 37 = — /LA —"— f X —T = f A &
L CHARRESNET,

A B =y T 7 BAZHITP 7' v X v 2T 5541, [Smart Call Home Settings] fEl5k T A ~— K
TAR L ADTOXT T KL A %R %ﬁéz%ﬁ>&>@i¢o :0)7117«*\*/ . —#%|Z Smart Call Home (Z
b ENET,

7 = — /LA —/3—/HA Bl TlX, [Customize] 7> 7 L — M TR ZRT L £,

c ABUNRAEHIPT RLAZEELE T,

AHE =T 2 A AERETHHE. RILAXy hNI—7 LT 7T 47 IPT RLALAZ L34 TP

T RLRERET HUENRDVET, FIA v VEENKET L L, B X VEBIZTTA~Y

EEOIPT RLALEMACT RLRAEZF|EHE, NI 74y Z2@imSEET, BIERZ 31 |C
o TWAHIEEN, RFZ U ASNADIPT FLALEMACT RLAZBIEMEEST, Fv hU—27 FN
A4 Z1X, MAC & IP 7 RL ZADMAAEDEIZOWTERZEF R L 22D, Xy hU—7 EOED
LOMRGHICHARP = NURERINTZY, XA LT MRELTZVTEHZ LTS THA,

+ [HA Connection Settings] fHIk C, 7 =— /LA —— U o7 ZFELET,

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K



| vMware % f&F3 L 1= ASAv DEA

VMware vSphere Web Client % {7 L 7= ASAv DA ]

T2 VA= R— RTD2EOREREL, 7 —F— "= U 7 BRETHIHEEL T, FEEOH)
VEAT —H A &g LU 4, GigabitEthernet 0/8 28 7 = — LA — 38— 1 7 L U CHATRE SN

TWET, ARy hI—2 LDV Ik T DT 7T 4 TRIPT RLVAEARAZ L NADIPT R
LVAEANTILET,

AT9F9 U4 —FRNETT 5L, vSphere Web Client |3 VM % 4LH L &3, [Global Information] 715 ¢ [Recent

Tasks] <A > C [Initialize OVF deployment] A7 — ¥ A & Wil TX £9°,

| = [£] Recent Tasks =X
| All | Running Failed j
Initialize OVF deployment 3
@ DE-Testing
(%]

{

78

ZOFNENKE T 9% &, [Deploy OVF Template] 58 | A7 — X ANERINET,

| = [Z] Recent Tasks

| an | Rumning  Failed {
IV DE[:]lD}" OWF template '
G asava .
" |nitialize OVF deployment

@ DE-Testing

My Tasks = Mare Tasks,

37280
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VMware % {#/ L 7= ASAv DA |

B vvware vSphere Web Client % {5 L 7= ASAv DA

FDH, ASAV A LV AZ UANA XU NYNOEESNTET —Z8 ¥ —DOTICERRINET,

vmware: vSphere Web Client # @&

< Home [~ | K| G meeeeasavd | Adions v
1 h:
| ':1 Sarc

| Getting Started | Summary Monitor Manage

(3 virtual Machines 3]
= VWhat is a Virtual Machine?

Virtual Machines ; R
, Avirtual machine is a software computer that
] asav? like a physical computer, runs an operating

= system and applications. An operating
EL asavl syetem installad on avinual maching is
i - called a guest aperating system

Because every virual maching is an isolated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments_ or 1o
consolidate server applications.

In vCenter Sanver, virlual machinas run on
hosts or clusters. The same host can run
many virual machines

Basic Tasks

B Power Off the virtual machine
il Suspend the virtual machine
i Edit virtual machine settings

Attt o A e s et e 2

izt

ATV T ASAV ¥~V UNEEBEH L T ARWEAIL. [~ U DEIREZ 4 (Power on the virtual machine) ] %

7V w7 LET,

ASDM THEfe &2 idAT L7e W =2 Y — /WZ Rt 2 a8 1T 3 2 A1C. ASAV NEEIT 2 D2 FFH £ 3, ASAv S
WO TENIT 5 &, OVF 7 7 A WIn DS N2 T A — X 5t A dr, TIN5 % ASAV ¥ AT LK
EMLET, Z20%, BB e ANABNICHBEIN, B#ZHGLET, Zo_EHEZEH 7ot
1%, FIDTASAY ZHALTEGBICORFELET, BB A v & — V%83 2I121%. [Console] ¥ 7 %

7y 7 LT, ASAv 2V — U7 78 A LET,

ATYIN T=— A= N"—HAREOHEIE, ZOFIEABVIKL TEh o2 VEBELBMLEST, ROTA R

TAEBRLTIIZEN,

e I~ VIEFELFECAL—Ty b LULERELET,

. Cisco BIEE X1 TARBET7TSA 7R (ASAV) O3 RA— b7y THA K



| vMware % f&F3 L 1= ASAv DEA
VMware vSphere R 2 > K7 AV 547V FELUE0BABREHERAL- ASAvDEA .

T I VHELF S EUIPT FLAREEZATILET, ﬁﬁ@%%@f»—%x Ty TERIE
X, 794~V T FY L TCHELZ#RITANRTA—ZEEW TR —IZLET,

RDBARY

Cisco Licensing Authority {Z ASAv & IEHF IZBET 511X, ASAVICA & —Fy 8T 7 AN
WEETT, A F—Fy 8T 7 RAZFEITLTERIZT A B ABGEKT HITIE, HAZIEN
DREVPBE R D ZERH Y £,

VMware vSphere R 2 > K709 547V FEXUED
HA#ERZEA L= ASAv DE A

ASAv ZEH A 5IZ1%, VMware vSphere Client 3 L OA— 7 AR 7 +—~ > b (OVF) ®
T L—K~7 7 AL (vCenter ~E AT 541X asav-vi.ovf, vCenter LI~ A9 551X
asav-esxi.ovf) A LET, T AadD ASAv Ny — T %E AT 5I21%, vSphere Client T
[OVF7 > 7' L— h®#E A (Deploy OVF Template) |V 4 ¥ — RK&FEHLET, 2OV 4 F—FK
TIX, ASAVOVA 7 7 A W& f#lT L. ASAV ZFATT i~ v v kL, Ry r— %A
VARV LET,

U4 F— ROFINEDIZE A E1E. VMware (2% LIERED ¢, 00 TF, [Deploy OVF Template] ™7 ¢
W— ROFEMIZ OV TIX, VMware vSphere 7 74 7 DA T4 v ~VTHSRLTLTE
0,

5RO BRI

« ASAv % A9 51, vSphere (FHEH) TAOMR< b1 2o0Fy hU—J 2R ELTE
SHENRHY F9,

*ASAV Y 7 b U =T ORI EF0 H AR T 7 A VDR (24 ~—2) OFIEICHE-> T,
550 H At Z Rk L £ 77,

AT 71 VMware vSphere 7 7 A 7 k& L&) L. [File] > [Deploy OVF Template] Z 3R L £,
[Deploy OVF Template] 7 o ¥'— RRERRSANET,

RTY T2 asav-viovf 7 7 A NVEFER LIAEET L7 NV ESRL, TREEIRLET,

AT w73 [OVF Template Details] Bifi 3K R SN E T, ROBHEICEE LET, WAXLDHEORMar 74 F a2l —
vary Iy ANEMHT 5 GIE, MREAELETLLEITH Y T A,

ATy T4 BEOEEHICEAREDENNF/RINET, [Finish) 227U v 7 LTVM ZEALET,
ATw 5 ASAv OEFRAZHEA L. VMware 2> Y — /LA BWT, 2B HOEEI 245 L £7,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 913242 — 7y 744 F [}



VMware % {#/ L 7= ASAv DA |
B ovrv—ss0m0 amBRERR L ASAY DBA

ATYT6 ASAVIZSSH i L, ME RN EAZZ T LET, FOHHa 74 X2 b — gy 77 A MVIHERT R
TORERR ENTWARNWESIX., VMware =22 Y —/LABWT, VEREREZZETLET,

AT, ASAv (XTEEICEMERTREZIREE T,

OVFY—IILEXLUVEO0BRERZERL = ASAv DEA

OB a T, BORMAMERT 7 AN EKELT S OVF Y —/LEFH L7~ ASAv OiE
AFFEITHOW T L £,

4RO HREIIC

« OVF Y —/LZffi [l LT ASAv Z AT 585413, day0.dso 7 7 A ASMETY, ZIP 7 7
ANTREEESND T 7 4+ EDZED day0.iso 7 7 A VEFEAT L0, Foid, ERLI R
A RALIEHEORHary 7 Xalb—ay 77 A VEFHTEET, HOHH=2
T4 X2l —ay Ty ANOVERRFTIEICOWTIE, ASAV V7 b = 7 O E %0 H
MR 7 7 A VOB (24 ~—2) 22 LTSV,

* OVF > — /L7 Linux ¥ 721% Windows PC {21 > A b —/L X4, ¥ —747 > b ESXi P—/3—
TR XA L AR LET,

ATFYT1T OVEV— I BA VA= LENTWDZ L E2MERLE T,
B -

linuxprompt# which ovftool

ATFw T2 VEREAL T a o ERELE omd 7 7 A VEVERR L £,
51

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=4Core8GB \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

ATv T3 emd 7 7 A NVEFEITLET,
11 -

linuxprompt# ./launch.cmd

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K



| vMware % f&F3 L 1= ASAv DEA
asava v y—i~n7s ez ]

ASAv OEREZBA L., 2FHOKEEB 25 L £,

ATv T4 ASAVIZSSHESRE L, MEIZS U TREZTE T LET, SOICRENKLERBEEIE. ASAvIZX LT VMware
oY —VEBRRE, NEAREEEALEI,

3T, ASAvV XS EICEMERREIRIE T,

ASAv O Y —)LADT O R

MBM%@%#%FA NG TNYa—TFT 4TI CLILZERTAOMLERS DGENRH D F

9, 7 7 A F T, fAIAFZD VMware vSphere 2> Y —/UZT 7B ATE E4, E2lE
2t~7/%A—Xk@&®iDEht% EZFFORy hU—27 S UT N ary — L aRiE
TEET,

* VMware vSphere = >/ — /LD {FE ]

e Xy hT—2Z SUTIN 3V —L R— FORE

Y

GE)  HoHRAWR T 7 A VEMHEHLTASAY ZEATHHE, W77 A 1icavyy—ILo Y7L
DORTEZBIMLT, PIEIT— FERICRIEB VGA 22 Y — L Tide YU TR — a2 T
F9, ASAv V7 N = T OFEEREF 0 HHREKR T 7 A VOLERKR (24 X—) 2R LTL

72 &N,

VMware vSphere 3 > — L D{E A

MR EE T N T TNy 2 —T 4 7 %4T 9121, VMware vSphere Web Client (2 L V) $2fik &
NLEAR= > —inh CLIET 7B A L9, #%T Telnet £721XSSHO CLI U £—F 77
EARAERETEET,

558 BRI

vSphere Web Client TiZ, ASAv 2> Y — )L T 7R A2 FAT V MNEGT 774 v %
AV A= LET,

AT w71 VMware vSphere Web Client T, - > X2 h U D ASAv A V' AKX A% 47 VY v 2 L., [Open Console] % i
WL EF, F7/20E. [Summary] ¥ 7 @ [Launch Console] &7 U v 7 LE£7,

AT T2 ary—n1Tr VU vZ LTEnter M LET, 1 : Ctul+Alt 24L&, W—YARfiRisnET,
ASAV N EZREITFOEEIL, A v —UNERINET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 913242 — 7y 744 F [}



VMware % {#/ L 7= ASAv DA |

B ~oro—ssurzravy—nfk—rogs

ATvT3

ATy T4

ATy TH

ASAV BID CRENTH &, OVF 77 A VI HIREEEN TR T A —F BHAIAIR, FNLH%E ASAV VAT
LRERIBINLED, 0%, EE7 o 2R3 #ICEHE SN, B#E2nsLEd, co_HEH T n
Y 21T, WD TASAY ZE A LTZEAICOBRREELET,

G¥) TAV L A LA M=V TDHET, A—7 > I 100Kbps IZHIR S5 728, Tk T
ARNEFETTEET, T4 RE, BFOBFEICLETT, FM8 A2 A F—LT D
FT, RMOA Y E—UNRar =L TRY)IRLERINET,

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

W77 NINEREINET,

ciscoasa>

Zo7uar7 Mi, a—YP—EXECE—RFTEEL WA 2R LET, =—H— EXEC £— RTIZL,
HRa<w NORrEFEATEET,

¥t EXEC E— RIZ7 7B A LET,

1 :

ciscoasa> enable

W77 NINEREINET,

Password:

Enter ¥ —Zf LT, WICEALET, T 74/ T, NAT— RFZEHTT, LLEHZA RF—T /L RRAT —
REZFRTE LI=5E1E. Enter Z Wb oicznz A LET,

Ta T NP RO L HICELET,

ciscoasa#

REUNDT R TOa~v FiE, HEEXEC t— RCHEATEE 4, BHEEXECE—FK1bar 7 ¥
L—ya3r ET—RICADZ L TEET,

FrfEE— REKTT 5121, disablea~> K, exit a2~ R, £idquit a~> RE AT LET,
Jsa— b ar7 4 Xal—varyE®T—RNIT778ALET,

ciscoasa# configure terminal

T T INRRO KX OICEMLET,

ciscoasa (config) #

Ja—rLar 7 4 Fal—igy EB— RS ASAYV OREXHLTEES, Fue—L a7 ¥
L—yay B—REKTTHICE, exit a~ 2 R, quit a2~ R, £7idend a~> REANLET,

2y rT—=H )7L avyY—)L R—FDETE

ALV T ARY T AP EDOTEDIC, T — )L T 7 ERZOWNWT, Ry NT—F
VY TIVR— NEHMTRET D, FREFEEVY TV FR—Farky hLb—#% (vSPC)
T D O ICRETE LT, FHIEOFEMIZ OV TIL, VMware vSphere D~ = = 7 /L %

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K



| vMware % f&F3 L 1= ASAv DEA
VPU EFERL—T v k S z07 v ToL—F |

ZBIRLTLEEV, ASAV T, R Y — 1R VIZV Y TV R—Rzary Y —
EREETOILERHY T, ZOFETIEZ., VTV R—F o) —LE2ENTT S HIEI
DWTIBH L E T,

AT w71 VMware vSphere T* > hU—727 U T/ R— K& E L ET, VMware vSphere D~ == 7 /L& S LT
STEEW,

ATw 72 ASAV T, Tuse ttySO] EWIOZARIDT 7 A V& disk0 D/L—h T 4 L7 MVIHERLET, 277 AL
WCIERAENEENTWARLENEIH Y /A, ZOLFIHFIET H 2 EDOHBMLETT,

disk0:/use_ttySO0

« ASDM 5 [Y—IJL (Tools) 1>[Z 7 A4 ILEE (FileManagement) | ¥ A 7 /Ry 7 A%fEH LT,
ZOHAICEDT XA NI 7 A NET v T — RTEET,

evSphere 1>V — /LT, 77 A VAT ANDEBAFED 7 7 A4V (FEED 7 7AV) ZH LWARNIC=
E—T&Ed, RITHEZRLET,

ciscoasa(config) # cd coredumpinfo
ciscoasa (config)# copy coredump.cfg disk0:/use_ttySO

ATvT3 ASAVE Y m— RLET,
« ASDM 7> 5 [Tools] > [System Reload] % #4R L £ 9,
* vSphere =Y —/)LCreload # A1 L £,
ASAv X vSphere = > Y — /L ~DEFEEEIEL, RDOVIZV I T 3> Y —VIZEEFELET,

ATy T4 VTR~ hOBMERIFEE L7z vSphere DR A NP 7 K LA LR — %52 Telnet #5695 5>, £7=
IZVvSPC D IP 7 KL A & AR — M T Telnet ###c L £ 97,

VCPU £ XRIL—TY b A4 RADT7 Y THL—F
ASAv %, I TE % vCPU DU EST HANV—T v N T4 BV AL E T,

ASAv @ vCPU O ZMERLT (73O T) HBEIE. BrilLnI A2 AEZERLTEOH L
WIAL B AEEAL, HTLVMEE —EHT 5 X9 VMware DVM 7' /87 ¢ AR L E7,

\}

GE)  EuYBTHN/ZVCPUIE, ASAVCPU 7 A4 B AFRFAL—T vy T4 R E—FH LTV
HMENRHY T, RAMIE, vCPUIZIEL A AHESN TV ARERHY 3, T v/
T —RERFF U7 L— RRHZIE, ZOFIRICES T, 74 &2 A & vCPU ZBuE (2 7%
THEICLET, KRR —ENHH5E. ASAV ITEEICEMEL A,

ATVl FHLWnWIA B RAEZERLET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 913242 — 7y 744 F [}



VMware % {#/ L 7= ASAv DA |

B cruzrazi—7vrsqtrzr07YTIL—F

ATy T2

ATvT3

ATy T4

ATy TH

ATv 76
ATvT1
ATvT8
ATv79
ATv 710

FHLNWTA B RAZEALET, 72— A== XTOHE, MFOEBITH LT A A&
l./\ijqo
Tz VA= N— T OMNE I NTIE LT, ROWT N EETLET,

o 7z —)LA—/3—& 1 : vSphere Web Client T, A X > /34 ASAv OEJRZUIMLET, =& 21E
ASAV #27 U v 7 LTS (A~ OfFEJR%Z A~ (Power Off the virtual machine) ] % 2 Y /7T
L0, FTIXASAV =4 7 U 27 LTC[ZAROSE Y ¥ v & 7 (Shut Down Guest OS) | % B4R
L\ij—o

o« 7z —)LA—/3—72 L : vSphereWeb 7 7 A 7 > b T, ASAvDERZUIM L E3, /=& 2%, ASAv
7V w7 LTHorb B~ v OEJR%EZ A7 (Power Off the virtual machine) 1% 27 U v 73250,
FIXASAVEL 2 Y w7 LT[ A MOSE Y ¥~ ¥ 7 (ShutDownGuestOS) ] &@LU £,

ASAV # 7 U v 7 LTS (AR~ 2 O EDHmSE (Edit Virtual machine settings) 1 %727 U > 27 LET
(F72FASAY 247V v 7 LT [REDMHE (Edit Settings) | 23R L £9)

[Edit Settings] A 7 2 77K v 7 ANFRINET,

HLWVCPU A4 B ADELVMEZ#ERT HI2IZ, ASAVO T A A (1 5—2) 1T D CPUH
e AT VEHEZSRLTLIEIN,

[Virtual Hardware] % 7' [CPU] T, Ko v 7Z 7 U X MbEH LWVMEZ IR L E7,
[Memory] (Z1%, #H LW RAM OfEx A LET,

[OK] %7 U>27 LET,

ASAVOEIRZ ANLE T, 72 & 21X, [Power On the Virtual Machine] #2 U v 27 LE 7,

Tz — )V —R— XT ORA

1 72774 7HEE~Da Y=V 2R, £3T 77 THEE T ASDM ZEEE L £7,
2. REUNABEBOBEPIKT Licth, AX U ANAEBIZT 2 — VA — =L FET,

« ASDM : [Monitoring] > [Properties] > [Failover] > [Status] % iR L, [Make Standby] %27 U v 7
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o IR A b CPU I, (A LIRIRIERE 20 2 7=V — /" — 2 T 2D x86 ~X— A D Intel F 7=1F AMD
CPU THAIMLENRH Y 97,
72 & 21E. ASAV R T7 3 —< L AT A N TR T, 2.6GHz TEIET % Intel® Xeon® CPU
E5-2690v4 7' v & » 4 % #5#; L 7= Cisco Unified Computing System™ (CiscoUCS®) C /U —
A M4 H— " —Z R AKRE A L CuET,

#E3ZE Z5 vNIC
BN T v ARBL T DITE, RO NIC ZHEE LU E 7,

¢ PCI /R A ZJL—TD i40e : Y — X— O NIC 2 VM [ZBEfHT. DMA (A4 L2 kX
FYTI7ERZ) S LTNIC & VM OB T Ry y hTF—E %2Rk LET, 7y bk
BT CPU VA Z VI NEH Y 8 A,

« i40evilixgbe-vf : FEEANZ FRL & A LTI A (NIC & VM [ DMA /37~ |) | NIC ##
DO VM HTHEATEET, SRIOV T, EADFIIEN SV, —RAICHEE S E

¥+, Rk
e virtio : 10Gbps DENEZ YR — F LETH, CPU VA 7 Vb LB MR R Y hT—7
RIA 1 TT,

NI+ —T U RADOEREL
ASAV DI DT —< U A FEBT 572012, VM LR A MOl =i+ 5 LN T
£, FEHIC OV TIE, KVM TOD ASAy D/87 4 —~< U AFHEE (59 X—) &ML TL
7ZE0,
*NUMA : 72 k VM ® CPU U ¥ — X % B.—® Non-Uniform Memory Access (NUMA) / —
RIZ55BEd 25 2 & T, ASAY D7 3 —~< v A% ETE£4, FEMc o0 T, NUMA
DA RTA L (60 =) ZHHLTIIEIN,

+ Receive Side Scaling : ASAv I Receive Side Scaling (RSS) ZHA—FLTWET, Ih
X, XYy NU—I T X T RICE>TEEO 7 vntyYar7iirxy NV—IJZENTFT 74>
I g DD ENDT 7 /vy —T7, FFMIZ OV TIEL, Receive Side Scaling

(RSS) HOBEHD RX ¥=2— (62°—) #BRLTIIEE,

* VPN O&EE : ASAv T VPN /X7 o —< U A& (b 5 720 OB MO B REFHIZ DO

TiE. VPN Ofgiiift (64 X—2) ZZRL TN,

CPUE=>Y

KVM Bi55 T ASAv ZRERE S B 5(21F. CPU B = VN METY, CPU o= 7 DAL
(59 X—) ZHML TSN,
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| KvM %{EF L 1= ASAv DEA

KvM % L 7= Asav oA I=o T ]

NATRASEYT 4 AAFSA0DF=HDT T —ILA—/N—

T 2= VA= N—IE DL, AY A ERFE LT A AR G A AT D 2 &
ZRER LTS 2 (T & T, W DOZEEN 2Gbps DR 5 THD Z &7 8)

| B

BEE ASAv AR LU CEAHMEST BT 25618, 74 A 2 —7 =4 A% % ASAv IZ[RI U
R CBIMT 2 BN H Y 5, BRICFE LA /5~7;4xbi‘?étcélllﬁf%f‘%ASAvc:‘Em
éhék ASAV 22V —VIZZ T —INEREINDIERHV ET, /2, 72— A — 13—
MERBIC O BN Z 0 H Y 7,

KVM Z{EA L7- ASAv DEAIZDUNT

KO, ASAv & KVM DX hU—7 hReYoflzR_rLET, ZO=THALTWALE
NEIZ, 20 R POFNIIESNTWET, ASAvIZ. NERy hU—27 E8xwy hU—2
OEDOTZ7 7 AT 74— ELTEELET, £72, BIEOEEX Y NU—I7BNEREINET,
4:KVM % {5 L 1= ASAv D E A5

10.1.1.2 198.51.100.2
g0 g0on

182.168.1.2
m@/o
Linux Guest Linux Guest Linux Guest
Inside Mgmt Outside
10.4.1.3% 192.168.1.3 /198.51,100.3
glh0 b alhd ‘. elho
Inside Vo Mgmt Outside -~ '
Network MNetwork Network
\‘\ I: \.‘l i llln'
1\. : 1!. ' : ] KW
i) i \ul : : ‘,I
\I : \I [} | .l UnLD‘.
virbr2 virbri e
10.1.1.10 1921681 10 198.51.100.10
ethd
Linux Host 10.15.2.30

ASAv & KVM D HIR &4

« Cisco.com 7>5 ASAv qcow2 7 7 A /L& X 7> 0 — K L, Linux &8 A ML ET,

http://www.cisco.com/go/asa-software
S

GE)  Ciscocom D 7 A U BIOV AT —E AN NETT,
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http://software.cisco.com/download/navigator.html?mdfid=279513386

KVM %R L 7= ASAv DA |
B zoe00 7 %a—var o7 ok

c IOV T ILOEAFTIE, = —% —2% Ubuntu 18.04 LTS ZfiH L T\ 5B Z & ZRiE &
LTCWE 9, Ubuntu 18.04 LTS "8 A s D EEICR DRy r—V% A VA F—V LET,

* gemu-kvm
* libvirt bin
* bridge-utils
* Virt-Manager
* virtinst
* virsh tools
* genisoimage
CNT F = UV RFRA D EZOREOREEZITET, A NEHHES LI LT KVM

TD ASAY DANV—Ty bR KL TE ET, —RAYRAE A FFEOPEIZ OV TR,
INFV Delivers Packet Processing Performance with Intel] #Z&M L T 7230,

« Ubuntu 18.04 O{EF 2 H&EGIZIE. RO O EENET,

» macvtap : FPERED Linux 7' U » ¥, Linux 7' U » YO 0 12 macvtap ZfEH T £
9, 7272 L. Linux 7'V v PO 0 |2 macvtap ZHFEHT 25H1E, FFEOREET
IMENRH Y ET,

« Transparent Huge Pages : A& U ~X— U0 A& S £ 9, Ubuntu 18.04 TiX, 7
7 x IV B TH U S TOVET,

Hyperthread disabled : 2 20 vCPU% 1 DD 7L a TITHI L £,

« txqueuelength : 7 7 4 /L k @ txqueuelength & 4000 /X7~ MIMEE, Rev 7 L—
2D L £

« pinning : gemu 3 X O vhost 7’1 B A ZKFEDCPU =17 [TV 45kt L £, FrEDSR
EF TR, EVERIC L > TR T =~ U AR ELE T,

*RHEL X—ADT 4 A FJ Ea— 3 O bic oV Tl  [Red Hat Enterprise Linux 7
Virtualization Tuning and Optimization Guide] #Z ML T Xy,

cASA VT MU =T B IASAV N A /8= PO BT DU TIE, Cisco ASA D AN
[KFE] #ZR LTS ZEW,

FOHDO 74X L—S32 7714ILD%E(E

ASAv ZEEITHENIC, HLOHHDay 74 Xab—vay 77 A VEHFETEET, 20
7 7 A, ASAv OREIFFCEMA SN D ASAV DREEZELT XA N7 A LT, Z0OWY)
WFEEIL,  ldayO-config) EWVWHTHA N 77 AL L THREDIEET 4 L7 R VIS
. EHIT day0.iso 7 7 A N~ EAFLEET, Z D day0.iso 7 7 A LRI DEEIRFIZ~ T
Y hENTEHEARONET, HEOAHAa Ly 7 X2l —ar 77 A MiE, el b, &
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https://www.intel.com/content/www/us/en/communications/nfv-packet-processing-brief.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990

| KvM %GR L1 ASAv DB A

ATv I

£0A0av T ¥aL—var 77410k [

BALHE—T oA RAET VT 4 T Da~vr Re, AR —33EH SSH — _N— %/ ET
Ha<vy REGDAIVLENRD Y TR, T RXTDOASAREEEDDHZLEHLTEET,

day0.iso 7 7 A /L (/1 A H L day0.iso £72137 7 4 /L b day0.iso) 1%, #IOLEHICHEHTE

DWEND Y £,

« B ARFIZ HEIRYIZ ASAV 12T A & A %A 53 %121%, Cisco Smart Software Manager
b A v — R L7 Smart Licensing Identity (ID) k—2 % [lidtoken] & 97 F A
Ty AL, O BT s ALV ERIUCT 4 L7 VIR LET,

I VGA =22 Y — L TlE72 . NANRN=RNAFDOUY FILR— b5 ASAVIZT 7 & A
L. BRETHHAITL. FORARER 7 7 A M2 Y =12 U TIILORE LB L THIE
T — FRFIZV Y TR — N EEATASLERH Y 9,

s T AT LY RN E— RTASAYV ZEATHHEAIT, hT AT LY M E— RTHET

SNDHEEEND ASARERR 7 7 A V%, FHOHAERK 7T 7 A NVE L THEHTOIXLERDH Y F
T, ZNE. V=T R 774 T = VOEORHa 7 4 X2l —ary 77 AL

WZIEREE L A,

)

GE) Z OB T Linux 2MF S TWE T2, Windows DB AICHLERO2—T 4 VT 423 H 0 F

j‘O

day0-config] £ W9 T FARNT 7 A NVICASAY O CLIREEZFRLALET, 3204 F—T A 2D

TE L& Z DOMODMERRREZIBML £,

RHIOITIZ ASA D= 3 T 2 0ERH Y 3, day0-config 1X, HZN72 ASA K TH 5 LERH
W £7, dayO-config Z Ak 3 % i 72 5ikIL, BEFD ASA £/ ASAV L F T2y 7 4 Fab—va v
DOR#EE 7y & 2 B —9 % 51T, dayO-config NOITDIERFIZEE T, BEFED show running-config =~ >

FHAODNEFFE —F L TWARLERH Y £7,
51

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
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KVM %R L 7= ASAv DA |

B 527y o7 noms

ATy T2

ATvT3

ATy T4

ATy TH

crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

(FEE) ASAv OYIHE AR HEINIC T A £ A &Gt 28413, day0-config 7 7 A /WIZIR DIEFHA
BENRNTVNDZLaMERLTIESNN,

A =T 2 A ADIP T FLA

+ ({£E) SSmart Licensing TFEH 3% HTTP 7'u ¥

«HTTP 7 m % (5E L72¥A) £7213 tools.cisco.com ~DHEREZ AT 5 route 2+ > K
* tools.cisco.com % IP 7 K L R |Zfi#ik9" 5 DNS P — N —

s B3RT D ASAv T A B RAEFEET B 72D @ Smart Licensing D% E

+ (fEE) CSSM T?D ASAv DR ERZIZT DD —BEDHRA M,

(ff=&) Cisco Smart Software Manager (& X > TH1T 4172 Smart License ID h—72 > 7 7 A L&x a2 B a—
ZIiZH =KL, Zurua—FR77ALipbID b—27 2=t —L, ID h—2 OAh%zaTe ldtoken)
EVITHRART 7 A NVEERLET,

THRAN T 7 AINEISO 7 7 A MZEW L TIRIECD-ROM 24K L £,
1 -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID b—7 12X 5T, Smart Licensing —/3—IZ ASAv 28 HEIYIZ B GRS E T,

2Ty I ME S EMOIRL, AT S ASAV L2, WUIRIPT RLAEZELT 74V NORERKR T 7 A
NEVERLET,

RETY XML 774 ILDEEE

ASAV 7 A F & KVM AR A M L, 7 A NEMAESERE T EERy NU—27 2R ET D
EWRBH Y £,

)

GE) ZOFIATIE., KVM B A R BRI SN ET A,
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| KvM %GR L1 ASAv DB A

ATy T

ATy T2

ATvT3

ATvT4

wEIyvoxm 77 Lok ]

KVM A A b BIZRAET ) vy XML 7 A VEHERLE T, HOHOa 7 4 Fal— g
T 7 ANVDOHEE (52 X—) IZREEINTWDEER Yy hT—7 MR YOFITIE, 350
AT ) v 77 AL (vitbrl.xml, virbr2.xml, virbr3.xml) NHETT (ZNE5D3DDT 7
ANZEERATLZVERNH Y £9, 72& 2, vitbr0 (I T TITFEL TV A TE 8
N) o BT TANMCIE, AT Y v POBREICHBERIERN G TN TOE T, RAETY v P
XL TAHTE —EDMACT RLAZIEET H20E N HY 3, IPT FLADIEEIFMEET
R

3ODOEMBR Y NU—2 TV Y XML 7 7 A VEERLET, ROFITIL, vitbrl.xml, virbr2.xml, X
N virbr3.xml T9,

&1

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00' />

<ip address='192.168.1.10"' netmask='255.255.255.0"' />
</network>

1 :

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10' netmask='255.255.255.0" />
</network>

1 -

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>

UTFa&EeA7 )7 FE2ERLET (ZOFITIE, A2 U7 MMZvirt_network setup.sh &\ 9 £ i % 1) %
ﬁ—) o

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

DA VT EFATL T, HBRY NU—J ERELET, TORATZ VT NI, KXY hU—7 28
BRREIC LET, Xy FU—271F. KVM AR FBREEL TWAIRYBEEIL 1,

stack@user-ubuntu:-/KvmAsa$ virt network setup.sh

G¥) Linux 8 A % U v — K3 5841%, virt_network setup.sh A7 U 7 N & F{FETTHHMERH Y
F9, A7 VT NIV 7 — MRk S ER A,

FAEFR > P U= PE SN Z L 2B L ET,
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KVM %R L 7= ASAv DA |
B ssavoes

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

AT TS vitbrl 7Y v ICE DY THENTWAIP T RLRAZFERLET, ZHE. XML 7 7 A /L THEY 4T/ 1P
7 RLAT1,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

ASAv O iZ &l

virt-install X—Z DB AR 7 Y 7 N EfEH LT ASAY 2 EEITE £9,

AT w1 Tvirt install asav.sh] &9 virt-install 227 U 7" s 2Bk L £,
ASAV ¥ ¥ VDAL, ZOKVM AR N EOMOE VM T—ETHHLULERSH Y 7,

ASAV TIER K 10 DXy N =7 B R—FENET, ZOFITIEI 2ORy U= BMEHIATHE
To Xy FNU—2 TV vy PONDIEFIZEETY, VA NORIIOANLEIC ASAY ODEHA 2 —T = A
A (Management 0/0) . 2 % H DfJiX ASAv @ GigabitEthernet 0/0, 3 #& H D4JiX ASAv @ GigabitEthernet 0/1
IZi%4 L. GigabitEthernet 0/8 F£ CRIERIZHEE £, AR NIC IX Virtio T2 T LT e v £H A,

&1

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qgcow2, format=gqcow2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

AT w72 virt install A7 U7 hEFEITLET,
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| KvM %{EF L 1= ASAv DEA
Ry b TSTA08—TJ14R FAECIZVY .

1 :

stack@user-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...

T4 RUBRE, VMO Y —LBREREINET, VMPBEEBITTHALZ L2 RTEEST, VMOBIE
BT A FE TSP 0 T, VMBEEILEZS, =Y —/LEENS CLI a~> REFE(TTEET,

Ry FTSHAVA—T AR TAE 3= Y

ASAv Z1EIE L CHEE T2 <, A VX —T = AZHITBEMB L OHIBRTEET,
ASAV ¥ NZHT LA U H—T = AEBINT D55, ASAV (X2 DA > X —T = A A%i@
DAL HE =Tz AL LTHRHL T Y a =0V TEALERDY £, FEEIC, &y
NTZ 7 Taeya =TI o TEFEOA V¥ —7 = A AEHIBRT 2856, ASAVIZZE DA
VHE—=T A AEHIBRL T, BHEMTONTETRTOY Y —RAEMRTH2LER’HY F7,

FEFIREFINEIER

AVBR—DIARADIYEVYT EBEMIT

Ry NTT T A B =T 2 A RAEBINTH5G6, DA X —T oA AF L, BIEORK
BA L HE—T A AFZFIT 1 ZMAT-HIZ720 97,

ARy NI TTA =T oA ZAEHIRT D E, TNUWDBREDOBFZDA A —T 2 ATH
HDEEERE, A VA —T 2 AFFIIXF Yy v T BRELET,

A VE =T 2 A AFFIX Yy v T RDHDHE, RITKRY NI 7 Taeva=rr73IndA
VHE—T 2 AIFDOXy v T EMDLE S EHEAHLET,

Jx—I)LA—in—

AR NTTI A F =T 2 A AET =A== 7 L LTS B8R, Vv
IZ. ASAv D7 = — )L —/X—X7 L LTEESATWAR D=y hTFrb Yy =
VI HMERDY ET,

cFEITNANR—ANAYFDOT I T 4 TASAVIZHR Y NI T 7 A B —T A4 ZA%BILT
MO NAN=NAFDRAZ L NAASAVIZR Yy N T F 7 A4 B —T = A%BML
£

T I T 4T ASAV IZHIIZIZIBIM L2 7 = — VA== A U H—T = f AERELF
T OBREIFAY A EEICRS SN ET,

e 542 A=y DT 2 — N F—N—EENLET,
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KVM Z (&M L7 ASAv DA |
B coro—v1s—gzqz0kyrI55

s 7o — VA==V T EHIRT DA, BRUNCT 7T 4 772 ASAV T7 = — LA —/3—

RIEZHIBRL 9,
cNAN=NRAYTDT 7T 4 TIRASAVINS T = — )V —R— (L H—T = A& YK
Li—a_o
RIS, NAIR=RA P DRE A ASAVIN LR T HA v Z—T = A 2 %3 ITHI
[S//% L/i‘a—o

HIPREIE & HIKBIE
Ry NTTT A H—=T A AT BEY g = X Virtio RAE NIC IZ[RE S E T,
Y R—FENDA U F—T = ADFEKREIT10 TT, 10 2B IBDOA v —T =4 A
ZEMLEY ETDE, 27— Ry —URRRINET,
e A —TxA A J—F (media ethernet/port/id/10) ZBH< Z LIXTE XA,

Ry NTFTT A EZ—T A A TREY g =7 Tt ACPI BWILEE T, virt-install A 7
) Nl e -—noacpi 7/ 7 7‘%‘?@&)7L£b‘¢6< 72 &0,

2YRT—D AVE—T A RADKRY FTFJ
KVMNA IN—=NRNA DA o H—T = A A% BIMB LOHIBRT 512X, visha~v> R4 0%
FEHLET,

ATYT1 visha~vr R I4 0Dy va v EREET,
il -

[root@asav-kvmterm ~]# wvirsh
Welcome to virsh, the virtualization interactive terminal.
Type: ‘help’ for help with commands
‘quit’ to quit

ATV T2 A F—T A A%&BIMT 5HI21E, attach-interface =~ > &M L £,
attach-interface{ --domain domain --type type --sour ce source --model model --mac mac --live}
—-domain IZ1%, FHEEEL, 4TI, £735EA2 UUID #ETEE9, ~type /N7 A—H %, WEHI2x v b
T — 27 FRA A %&RT network, £721ET A A~DT U v P ERT bridge D E L LN ERETE T,
—-source /N7 A —HX L, BEHIDOHX A T HRLET, --model /XT A —HZ L, IRIENIC DX A T HERLET,
—mac/NT A—HZI, Xy hT—T AL Z—T 2 ADODMACT RLAZELFET, -live/NT A —HF L,
A2 RRETLTND RAAL NI BEL 52522~ LET,

GE) EHARE R A 7 a v OFEICHOWTIL, vish DA RF 2 A 2B LT EE,

1

virsh # attach-interface --domain asav-network --type bridge --source br hpi --model virtio --mac
52:55:04:4b:59:2f --live
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| KvM %{EF L 1= ASAv DEA
KvMm o AsAv /87 A —< o258 ]

GE) ASAV CA v H—Tx2Af A a7 4 Fal—varyET—FREfHLT, V774 v7D%%ZE
A B =T =2 ZeRE L TAHAMMELLET, FEMIZOVWTIE, [Cisco ASA &Y —AX CLI =2~/
T4 FXalb—var HA R (87 EE) I @ [BasicInterface Configuration] MO %S L
TLIEEN,

RT9T3 A8 —7 x4 AEHIRT HIC1%, detach-interface =~ F&EHEH L £9,
detach-interface{ --domain domain --type type --mac mac --live}

(GE) FERREZR A 7Y g VOFEMIZIOWTIEL, VirshDAR RF 2 A FE2BHRL T EE N,
B -

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

KVM T ASAv D/N T #+—< R EFE

KVWMEBRTD/NT+—< 2 ADRALE

KVM A A FOREEZEEL T HZ LICE > T, KYMEBEND ASAV D/ 7 4 —~ Az | &
HFHIENTEET, ZNUHLOREIFX, FA RN —— O ORE & ILMER T, =
DA 7 = X, Red Hat Enterprise Linux 7.0 KVM T T& £ 9,

CPU B =V T E2HMTHE, KIMERTONR T +—~<v A& R ETEXET,
CPUE> =T DEDME

ASAv TliE, KVM EREETD ASAV D7 3 —< L A% A LEE572DIZKVMCPU T 7 4 =
TAFTvarEFERTLIMNERLY ET, IYuky T 7 =74 (CPUE=V7) ITX
D, 7k AFEEAL Yy FEPRAEREE (CPU) SCHRIAV CPU DA v R &g v B
FRISAIREIZZ2 D | AEE D CPU TidZe <, fEESN/Z CPU TOAT BB AL ZITA L v KR35
ITSND L1720 £,

EUBHR SN TWARNA VAF UV ATEVERINNTND A Y AX L AD Y — A3 F
SINBNVWEDCT D0, CPUE =T EFERHLARWA AKX A LTIBIDAR A M CPU
VoV VAT A A RAERMTHE AR MENEZRELET,

-

FE NUMA "R UREERWA LV AZ U ALFEIUERA MINUMA MR P EFFOA VAKX R
FREBELAVWTLIEE N,

ZOF T arBERATAEASIE. KWMAARNTCPU B = VaRfEmk LET,
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

KVM %R L 7= ASAv DA |
B vwvaossrsqy

ATFY 1 KVM AR RRET, Vo= 7 TE 2 vCPU O EZFRE7-DI12, FA MO FARu PR LE
j—o

1 -

virsh nodeinfo

ATy T2 HHAEEZ vCPU O A TR L £,
1 -

virsh capabilities
ATy T3 vCPUETutyy ar7oky N ry=7 LET,
il -

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vepupin =< > R, ASAv E® vCPU Z & IZFEITTHMENH Y £9, WOHL, vCPU 7 4 fH D
ASAVHERRZFEF L, AR MZ8ED a7 PMHER SN TV DA ICHEEIC/ D KVM 22w REZR LTV E
—é‘o

virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav

+ & ]\0):7§%6j\ ON7@&@§%‘T%Z}‘$U\E’I&:/‘JO ﬁ—?ﬁﬂﬂl“)b‘f&i\ KVM @O I\‘J”\’lf T —va
VEBBLTLIIEE N,

GE) CPU Vo = 7 kT 285813, mA N —/"—D CPU bR PEEEICHHN LTS
W BEOa T TR SN — S—2FH L TWAIRAIET, BED Y 7y MTE-R% CPU
L= T EFRELRNTL SN,
KVM K TONRT 4 —~< 2 ADM EIZiE, HEHDOV AT A Y Y —ANKBEIZRD &0 BT
HbHD FEF,

w N~ O
g w N

NUMADHA RS54 >

Non-uniform Memory Access (NUMA) 1%, AT 7 at v Hh A7 2070t v i+ 25 A
A ATV EY 2= VOREIZOWTRBTLIEAT) T —=FT 7 F ¥ TT, Trty ¥
AED/—F (VE—FAFY) WIFELRWATVIZT 7 EZXTH5A1E, n—hLAE
V2T 78 AT 256 K0 bIREOHE T, NUMA 82 L7 — ¥ 2 kT 20 E R &
nDET,

X86 W — =T —FT 7 F x|k, HEEOY Ty FBLXOY 7y NNOEEO a7 TR SN T
WET, £CPU Y7y hEZFDAEIBLIOTO A, NUMA / — RERFENET, AEU N
5Ny MERIICEHEAI DL, YA NT ) r—v g B X OMEEMT 5 CW B E
s (NIC 72 &) MRELC . — FRICFEETLZHERH Y T3,

7 ASAy /X7 4 —< U AEFEHTHITIT

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K



| KvM %GR L1 ASAv DB A

nuMA DA K51 [

s ASAV = UiE, 1DODNUMA /— R ETETTAMLERHY 9, 15D ASAV 732 D
DIy FTEITENDEIIICTEBAISNTWEEE., X7 3r—< AT KRBT LE
?‘O

«8 7 ASAv ([X15:8 =27 ASAVNUMA 7 —F 5 7 F ¥ O] (61 ~—) ) Tik, =X
FCPUDE Y 7w bW, ZNFNSMLL EO a7 2z TWAMERH Y £4, H—r3—
FECEITENTHAMDO VM IZHOWTEEETALERLY £,

*NIC IZ. ASAv~3 v &MU NUMA / — R EICHDHVERSH Y 97,

WOKIE, 22O CPU V47 >y b3H Y . £ CPUIC 18D a7 RNEFH I N TWH Y — _—% R
LTWET, 8§ 27 ASAv TlX. R A F CPU D%V 47 ML 8 HD = 7 BB T,

H5:837 ASAYNUMA 7 — %7 F ¥ Ol

— Numa 0 numa 1 =

8 core ASAv
CPU Socket 0 CPU Socket 1

ENENEN
e
3
&
-
ENEEEN v
]
ENENEN
;

WO Controllor

= [

NIC

NUMA O &3E1k

PRABAICIZ, ASAv v 03, NIC A EI{EL TW5 / — REE U NUMA / — R ETEITTS
VERH Y F9, FIETKRDO LB TT,

1. [listopo) ZEHEHA L CNICHAA 2> TNDE /—RZHBIL, /—ROXEFRLET,
NIC ZR2OIF T, EO/ — RBERINTWAENEAELET,

2. KVMARART, virsh list ZfH L TASAv ZfH LET,

3. virsh edit <vM Number> ZfEH LT VM ZfmRE L 7,

4, FRL/Z/ — FIZASAV #/E LT, ROBITIE, 1827/ —RFEMEL TWET,
J— R0 ~DBLE :
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KVM Z (&M L7 ASAv DA |
B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

<vcpu placement='static' cpuset='0-17'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0'/>
</numatune>

J— K1 ~DOfE :

<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1l'/>
</numatune>

5 xml OEEERIFEL, ASAV v OERZHFHEALET,

6. VM 75’55’3@/_ }‘Tgﬂ%ﬁiéﬂwcb‘é\: &%Eﬁ%ﬁﬁ“é&:&i\ ps aux | grep <name of your
asav > ZFEITL T, YukAID ZBELET,

7. sudo numastat -c <ASAvV VM Process ID> %—fgﬂ%ﬁt L. ASAVVC/Vﬁ§5@f@J&CQEIE§éMVCD‘
LR LET,

KVM T® NUMA O I 2 31>V TiE, RedHat O R = A >k [9.3. libvirt
NUMA Tuning] ZZH L T 7230,

Receive Side Scaling (RSS) FAMEE® RX & 1 —

ASAVIE, BE DT a vy aTIilxy NI—IZENT 7 4 v 7 20T 572Dy hT—
JTETRCE>THERAESNDT 7 /vy —"To D Receive Side Scaling (RSS) % ¥ 7AR— kL
TWET, RRKAL—Ty NEEBLTLI2IE, % vCPU (=7) 1A O NICRX F = —72V
EENTWALERH D £9, A7 RA VPN JEBITIE., 1DOONE/ANEST DA 2 —
T2 A ABERATHHENHDZ LIEELTLEEN,

| o

BEE HEEORX Fa—%MHT5121%. ASAv /S— 3 2 9.13(1) LIRS LB TT, KVM D4,
libvirt O /3— 3 3 1.06 LI TH I LE RN H Y £,

WNER/NE AT DA v B —T 2 ZA%Fi08 a7 VM DS, X6:8 =27 ASAVRSSRX ¥ = —
(63 X—) ITRT LI, AL E—T oA ATIFT4 OO RX F=2—2b 0 F4,

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K
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| KvM %GR L 1= ASAV DA

Receive Side Scaling (RSS) AOEHDRX 21— [

6:837 ASAVRSSRX Fa1—

ASAv
8vCPUs = 8 phyj{cal cores on host

\
EEEEEEEE
0 ) A 1

L | -»____‘:fg_____,
Inside RX Outside RX

WDFRIZ, KVM D ASAV D WIC B L OV R —FENTWARX Fa—0HERLET,
A= b EN TN D INIC OB ST, HERE SIS IWNIC (50 ~—2) ZZHML TS
v,

SPISU| DINA
vNIC Outside

& 12: KYM THE S h B NIC/HNIC

NICA—F |wNIC K354 | FS4/379 /8 BXFa2—0D |1\ T+x—T R
AN o— #

x710 i40¢e PCI 73 A A )L— 8 (FK) x710 @ PCI 73 A ZL—E LN
. SR-IOV E— Rid, 7R3
“0evf ISRAOV s T A= AERMLET, @
WL AR TTIX. #H5o VM
ICNIC ZLFTE 5729,
SR-IOV e X E 9,

x520 ixgbe PCI /S A A )L — 6 x520 NIC (%, x710 £V & 10 ~
. 30% N7 F—~ U ABMEL 72D
ixgbe-vf SR-IOV 2 E4. X520 D PCL /S A A JL—33
K OVSR-IOV £— RiE, [EHED
NI p—~ o Auff LU E4,
W, AR T, Eko VM
MITNIC ZFTE 5720,
SR-IOV R HELES L E T,
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KVM %R L 7= ASAv DA |
B vnosaEt

NICAH—F |vNIC K54 | RS4/379 /8 RXFa—0D |N\T+x—T R
AN o— #]

R%47e L |virtio HE(FRY L, 8 (k) ASAVI00 [ZITHELE S EH A,

OO ERIC OV TIE, KVM
TO Virtio D~ /LT = — PR —
rDOEEE (64 X—) ESH
LT EE,

KVM T® Virtio D7 ILFF 1 —HKR— FOAE

wOBIX, libvirt xml ZFRET 5 7=DIZ. Virtio NICRX F = — D% 4 ITRET D HEERL
TWET,

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f"'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
</interface>

| &

EE O RX Fa—%FRE— b 253, libvirt 8= 3 U3 1.0.6 LIETH D LERH Y £
@—O

VPN O &3E 1k
ASAv T VPN X7 3 —< VAt T 2720 0BINOZEEEEREIT. ROLEBY TT,
« [PSec D A/L—"7F> MEIDILS L9 bEL 2D F9°,

* GCM 51213, CBC DRI 2{EDAN—T"> b D3H Y 4,

SRIOVA > 23—TJ A4 ADTREY 3=V

SR-IOV Z 31X, B DO VM THRA MNED 1 BED PCle v NI —27 T X 7% w3ty
THZLENTEET, SRIOV IR DOAEZ T L TWET,

o WPRKERE (PF) : PF . SR-IOV B¥REZ & dr 7 )L PCle SRETY, ZH HiL, &AA K ¥ —
N—FEDBEDALT 47 NIC &£ LTEREINFET,

o AEBERE (VF) @ VFId, 7 — X Rk % ET & PCle #HE T3, VFIZ, PF D
Eh. PEZANLTCERENET,
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| KvM %{EF L 1= ASAv DEA
SRIOV A v 2 —T x4 2DFOEC 3= it 254 |

VE %, Ak &AL —F 4 v 7 VAT A 7L —LT—27HND ASAV ¥ 2 TR 10
Gbps DR &Rk TcE 4, D& 7 a3 Tk, KVMBREET VF 2% ET 2 HIEIC 20T
FALE9, ASAv LD SR-IOV AR — I DOW T, ASAv & SRIIOVA v Z—T =2 A ADT
nEYa=r7 (125—Y) 2BRLTIEEN,

SRIOVA VB3 —T 1A RADTOECa =Y ICBET 2EH

SR-IOV Z #7R— M 588 NIC 3% 5554, SR-1IOV xt)is VF £ 721348 NIC (VNIC) %
ASAV A VAL VAT X v FTEET, SRIIOV X, BIOS 721 T4 <, "— K7 =7 L THE
TLTWAARL—FT 4 T VAT LA VAR AETNINA =R FTOYR— F b b
T, KVMBREETEITHD ASAV HHO SRIOV A V' H—T = Af ATty a=7ICH
T5— 72 TA RTA DY A NELLTFIRLET,

o« IR Ak P — 3= 21T SR-IOV XIS FE NIC S MEE T4, SR-IOV A v ¥ —7 = A AT
HHARTA L EHIREFE (13 3—) 28 LTEEN,

¢« IR A kP ——D BIOS TIRIBMEN AN 72> TWAMLENH Y £9, FFHIC OV T,
RUF =D~ T VEBRLTLEEN,

o R A N H—,3—@ BIOS TIOMMU 7 &2 —/NL 7R — K23 SRIOV 2k L CHERNC /8- T
WAMERHD T, OV TE, "= Rz T R A —Dv=a T V2SR L TL
72 &0,

KVM7RRX ~ BIOS &£7RR + 0S DEE

ZOkr7varTiE, KWWMY AT ALEDSRIOV A U F—T 2 ADT 0 Y g =2 7
THESESEREYy Ny FIREFREFIRE R LET, Z0OEZ v a NORKE#RIL, Intel
Ethernet Server Adapter X520 - DA2 % {#i ] L 7= Cisco UCS C */ J — X #—,3— [ Ubuntu 14.04
ZEHL T, FED T RERENOT NA APBIERENTZHDOTT,

IR&H HEIIC
SRIIOVHH R Y NU—V A F—T A A H—FK (NIC) DBV fHTFoNTWAZ &%
o D= i
oIntel fRAYLT 7 /¥ — (VT-x) HEREL VI-dBEEEDRN AN R > TNAZ L 2B L%
‘ﬂ—o

N

GE) AT LA A—H—IZXoTUL, ZIDOIEEHEENT 7 4L R T
N> TWDEENRH Y £4, A7 LT LI BIOS REIC
TIRALTCERT D HENRR LD, XX —D~v=aT )L
TR AEMRTHI EaBEIDLET,

N —TFT 4T VAT LEADA A N—LH|Z, Linux KVWME 22—/, A4 T75 7,
a—YPY— BIOa2—T 4V T A DT RXRTNRA A=A ENTNDHZ LEHERLE
9, ASAv & KVM ORMHESLE (51 2—) 28R LT EEV,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 913242 — 7y 744 F [}



KVM %R L 7= ASAv DA |
B «wmixBiOS £z oS OZE

WA L E—T oA ADPEERIETH D Z L AR L E T, ifconfig<ethname> Zffi ] L T
R LET,

ATV T "root" —HF— T H T FE XAV —REFEHAL T AT AICES A LET,
AT v T2 Intel VT-d AN > TWD Z L 2R L ET,
B -

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (vO0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

BEOITIE, VI-d DA/ TNDHZ EEZRLTHVET,

AT w73 letc/default/grub i€ 7 7 A /LN GRUB_CMDLINE _LINUX = | U |Z inte_iommu=on /X7 A —# Z {1
THZLIZEST, I—FRVANDIntel VI-dZ 7 7T 4 71T LET,
1 :

# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

GE) AMD 7'ut v EFEH L TWA5EIE, D VIZ, and iommu=on % 7 — k /XT A — X (ZfY
MmLUET,
ATy T8 iommu DEREEZFHNT DO —"—%2 ) 7T—KLET,
1 -
> shutdown -r now
AT9 TS ROWRKEMHEH LT sysfs 1 ¥ —7 = A AFEH T sriov_numvfs /3T 2 — X [T 7 il 2 E X ATe Z LT
J:")T\ VF %:{’EB‘ZLE?LO
#echo n > /sys/class/net/device name/device/sriov_numvfs
Y= N—DER A NNE T NS BRI O VEBMERR SN D £ 91T 212, fetched 7« L7 b UICE

BENhTWahrclocal 7 7 A /WiZ it~ 2 REMILET, Linux0SiL, 7— k et x0Hi#% Crelocal
A7 VT N EFITLET,

el zFE R=FHV 15D VF 2Bl T 57 —AZUTFIORLET, Bty b7 v 7 TidA
S =T A ANRRRDAREMENRDH D £3,

11

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

ATYvT6 br—_"—%UT—hLZET,
1 -

> shutdown -r now
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| KvM %GR L 1= ASAV DA

asav ~o pel 7734 20E Y 4T [

ATw 7T Ispa A LT, VEIMERSNI-Z L 2R L £,

il -
> 1lspci | grep -i "Virtual Function”
kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"
0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01

(

(
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (

GE) ifconfig m~ > FEEH LT, BrLnA v F—T7 A A&FRLET,

ASAV ~D PCl 7/31 ADEIY HT

VF Z1E L7256, PCl 7 /34 AZBINT 25O EFRERIC, VF %2 ASAV [ZIBIICTX 7, IROH
TlX, 777 4 J1/v virt-manager Y —/VZEH LT, A —% x> K VF 22 hr—7% ASAv
BN 2 B OW TR L 9,

AT 71 ASAv BT, [Add Hardware] RZ > %27 U w7 L, HLWT A RE R~ SGBEMLET,
B 7:/1\— Kz 7 OEm

wbuntulé Virtual Machine

Ble viusl Machine Wiew Send Sey
= cne -

R ..o

Performande
G Processor Harma: [ubunturs
LeAD: e M S o ol
B Mermory PR 5
fl' Book Oplsons. Ous ;
B vivo bisk 1
=) IOE CORSM 1
B rac 570104
Moute Hypandsor Detalls
Input Hyparviser: lvm
En—— Architesture: x85_84
> Emulator: jusritsnfiosm-spice
Sound: ichs i
G Serial )
B Pcico0086:10.2 Cperating System
HostRarme: uRknown
| TR
Product name: unknown
Vidwo Cirmus
B controler use v Applications
I Coraroler pei ¥ Machine Setlings
B Controler DE i
[ s Add Hardware l N cance | of Acely I

AT w72 JE~A > ® [Hardware] U A k C [PCI Host Device] #7 U v 7 L£7,
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KVM Z {5/ L7 ASAv DA |

B ssav~o o 754 2oy BT

VF Z &1 PCLT /NA ZAD Y A RPN HFRAL NIFERENFET,
X 8: {RAEH#EED Y X +

Add New Virtual Hardware

8 storage PCI Device
h_ Metwork

input Plaase indicate what physical device

te connect to the virtual machine.
Graphics
cound Host Device: z
=

ol Saridd 08:00:0 Wterface ethd [\VIC Ethermet NIC)
= Peralal 07:00:0 iterface sthl [VIC Ethermet NIC) |
=8 Chennsl 08:00:0 VIC FCoE HEA J

LISB Hast Curace 09:0050 \VIC FCSE HBA

0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFYSFP+ Network Connection)
0A:00:1 Interface ethS (BZ599ES 10-Gigaba SFYSFP+ hetwork Connection)

! Watchdog 0A:10:0 Interface ethl (82599 Ethernet Controber virtwal Functicn)
Filesystern 0A:10:1 interface eth1d (82599 Ethemet Controller Wirtual Function)
Srmarteard

Ll @A 10:2 Interface ethll (82595 Ethemet Controller Wirtual Function)
'@r LISE Redirection A:10:3 Interface eth1S (B2599 Ethemet Controller WVirtual Function)
i 104 interface eth12 (82599 Ethemet Controller Wirtual Function)
QM 108 Interface eth16 (82599 Ethemat Controller WVirtual Function)
Q81006 Interface sth13 (B24999 Ethemat Controller Wirtual Function)

08107 Interface eth1¥ (B2589 Ethemat Controller Witual Function)

OC:00:0 MegaRalD SAS5.3 3108 [Immader)

10:0020 MGA G200 [Filot] ServerEngines [SEPL)

| | i |
¥ cancel | ] Einish |

AT w73 HHARERBEEREO WA IR L C, [Finish) 227V v 7 L¥7,

PCILTNAARN—R =7 JRRNMIBRENET, T35 ZADELE DS Ethernet Controller Virtual Function
W5 TWNWDZ EIZHERELTLIEEN,
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| KvM %GR L1 ASAv DB A

crumzsLA—+ [

9:BmMEh - {RIEHEE

ubuRtuls Virtual Machine (on kvm:racetrack

Ele ‘rtual Machine  Wiew Send ey

5]6 T .

! Ermriew T Physical PO Device
Parformance Denice: 0Az10:3 82599 Ethemet Controller Virtual Function

L Processer
|ES Moy
(T Boot Options
(] vinio pisk 1
) IDE COROM 1
|Bhy rac 87:41:9d

Mo

Ingisk
Drsplay WG
Sound: ighi

Serial 1

2
M roocoossn:
B Fooooose102

Vides Corug
B controller UsE
! Ceontroller poi
! Controller IDE B

s Add Mardware —E-nml & cance |

RDBERY

cASAv <= R I A4 um b, showinterfaceai~ > RFEEA LT, SILSERELI-A & —
T oA AR LET,

CASAVTCA VA —T A A AL T4 Fal—arET—F2lHALT, FF 74 v 7Dk
ZEAVE—T 2 AERELTHMELE T, FEIZONTIL, [Cisco ASA > U —X
CLIZ> 7 4 Falb—rar AR (—#N7eElE) ] o [Basclnterface Configuration)
DEEZZBL TSN,

CPUEREL LKR— K

CPUMER LR — M, & SRR Sz CPUDEISE D ERNFRENET,
\WE., I TIEE— 7 BELUAMTITIEE CPU BREDR 30 ~ 40% TEIMEL ., v— 7 ERTH 60 ~
70% ORETEHEL E7,
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KVM %R L 7= ASAv DA |
B Asavinal o vepu A=

| o

EE 9.13(1) LTI, A= SN TWDTXTOD ASA Virtual vCPU/ A € U LT X TD ASA
Virtual 74 B A& TE S L 91070 ASA Virtual ZfEH L TW A BEMIZ, & FE8F
BRVM Y V—AT7 v Y U R TEITTEET,

ASA Virtual 0 vCPU {3 Fi %

ASA Virtual @ vCPU fEHZRICIL, T —Z /"A, #lHAA > b, BLOIMNB T v A CHEH &
LTW5B vCPU OERFRINE T,

vSphere T &35 vCPU O =1, ASA Virtual DfERIZINZ T, ROLONEEN
ij‘o

« ASA Virtual 7 A R/VR#H
« ASA Virtual ¥ 3 A E 7z %SYS A—/N—~ v N

« vSwitch, VNICFE X UpNIC DI Z B8 T 5 /37 v ROF— =~y K, ZOF—/3—~y
NIZEFICREL RDGERH Y 7,

CPU = =D

CPU fE HEROMEHEF#R A &R 5121, showcpuusage =~ > REfEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
s 47z vCPU O F = RIEIC 72 2B 2 IR L E T,
« ASA Virtual L'7/R— b : 40%
«DP : 35%
HE T EE R 5%
« ASA (ASA Virtual LAR— 1) : 40%
cASA T A FILR—=U 27 1 10%
o A== K1 45%

Fr—rR—~y R, A 8= PRERED FEFT, I L O vSwitch Z{# [l L 7= NIC & vNIC Df#]
DTy MR ST ET,
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| KvM %GR L1 ASAv DB A
kmcru ERELK—

KVM CPU fE A L R—

Bl

virsh cpu-stats domain --total start count

awy REFETTLHE, BEINTZF A MU~ O CPUKGRHERA R REINET, T 77
)V R TiE, T _XTOCPUDHKEHEAFHPERREINET, ——total A7 v a VERETDHE. A
HMEFFDOARFTRENFE T, ——count 7 3 L ZFETH & count {HD CPU DOHEEH D AFER
ENET,

OProfile, top 72 E DY — /L EBFEITTDH L NA /= AF L VMO 50 CPUEH A ETe,

FEED KVM VM OA 3t CPU RN R RSN E T, [FAEKIZ, Xen VMM IZ[EA @ XenMon 7¢

EOY—NVOEE . Xen /A 78— "AHF [ DF Y Dom0 DAEFHCPUE RN TR S VETH,
M T & DA =R PRI B S EE A,

INHOY—/LEEBNZ, OpenNebula 72 E D7 T U K ar Ba—T7 427 7L —AT—7|Z

L. VM IZ & - T & D AR CPU OEIE DK ENRIERO A ZRMET DR E DY — LR

FELET,

ASA Virtual & KVWM D45 S5 2

ASA Virtual & KVM ORJIZIE CPU % OFAEIZE R H D 57,
« KVM 7' 7 7 O¥fE13 ASA Virtual DL W HEICKEL 20 £,
* KVM CTiX Z OfEilE 1%CPUusage] & FHEAL, ASA Virtual Tl Z OfElL [%CPU utilization |
EMETIET,
175 [%CPU utilization] & [%CPU usage] (IHIDOHDEFEHKL TOET,
« CPU utilization I%, ¥ CPU O#EHEMR 220 L £,

« CPU usage |% CPU DA /N—RA L T 4 » ZIZED W imEE CPU OFEEHE R Z 1k L £
To LML, 1 DO VCPU OHMEHINDT2D, "AN—RA LT 4 U7 ITEMELEHE
Ao

KVM Tl %CPU usage| 1FRDO X HIZHRESNET,

T 7T 4 TIEREN AR CPU O &, ifRIEEZ: CPU O&FHIX T 2%EIG L LTHRESN
\iﬁqo

ZOHFEZ, RARPBLRZCPUERHARKRTHY, YA MARL—TFT 4 T VAT EANL R
CPUEHETIIH Y FH A, F72. ZiUIEE~ > THEMHAEEZR T T DRI CPU D)
CPU =Rz Y F97,

7ol 20X, LEOAR CPU 2458 L7 1 DOAE~ o2, 4 [HOWER CPU 25 L= 1 &

DARA R TIEITENTEY ., 0O CPUMAERN 100% OHFE, M~ 0%, 1 {EO%EE CPU
Y RTHEALCOET, AR CPU OfFHRIL,  MHz HAZOM R /K8 CPU O x 227
AR L LTCRIAESRET,
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KVM %R L 7= ASAv DA |
B Asavitual c kvm o 55
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4.
=% =R

AWS U 5 ) k~® ASAv DE A

Amazon Web Services (AWS) 7 o RIZ ASAv Z#8 A TX 9,

| A

BEE  9.13(1) KT, PAR—FENTWDHTRTO ASAy vCPU/ A E U HERK T3 T D ASAv 7 A
YU RAEFHTEALIICARVELE, ZHICED ., ASAV AL TV ABEET, S8
FRVMY YV —RAT7y NP Y Y NTEITTEL L0 £, £z, AR — x50 AWS
AVABZUAZATOHBRET,

¢« AWS 7 T 7 R~ ASAv DEAIZHONWT (73 2—)

« ASAv & AWS DRIFESME (75 <X—)

« ASAV BEXWNAWS O A KT A > LHIRFEIE (75 X—)
« REDBAT L SSHFRFE (77 =—)

« AWS LD ASAYV DRy b T —27 FaRa P Of (77 =2—)
« AWS TD ASAv DER] (78 2X—)

* AWS TOD ASAv D/X7 F—=< 2 AFHE (81 <—)

AWS 7 57 K~D ASAv DEAIZDUNT

ASAVIZ, MBEASALRILY 7 U =T 2FETL T, (BT +— L7 7 7 ZIZBWTHEIERF &
DX VT A HEEARIELE T, ASAVIZ, TV v 7 AWS 7 T U RIZEATEET, £
DHHREXITH Z LT, KoK E L blcar—ra v E2RE, 20, 7237 51|
BB IOWET — 2 2 —D T —rn— R {R#ETE 7,

ASAV T, RO AWS £ LV ABZ L AR AL TP R—FLTWET,

R1Z:AWS THR—FSNTWBRAVREZI VR AL T

A ARBUR Bt A= x14 ADix
X#E
vCPU »E1) (GB)
c3.large 2 3.75 3
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AWS 7579 FA® ASAv DEA |
B wsosoraoaswogaizonT

AR VR B A3 =T 14 ADEK
vCPU »%E1 (GB) ~H
c3.xlarge 4 7.5 4
c3.2xlarge 8 15 4
c4.large 2 3.75 3
c4.xlarge 4 7.5 4
c4.2xlarge 8 15 4
c5.large 2 4 3
cS.xlarge 4 8 4
c5.2xlarge 8 16 4
m4.large 2 8 2
m4.xlarge 4 16 4
m4.2xlarge 8 32 4
Je

Evh CAALVAZ U RFALTEFHLTOWBEAIF, N7 —~ 2 A& H LI 5720IT, Nitro />
A 73—=/3A4 ¥ & Elastic Network Adapter (ENA) A % —7 = A A R A NEHHT5HC5 14~
AR AR T VCRATT D E R L ET,

& 14: ASAVIER T EICE D T4 £ 2 RBEEDHIR

NI+—IRBEE |AVREZURA4A4T | L—hHIR (Rate RAVPN v < 3 Ul
(3 7/RAM) Limit) R
ASAvVS c5.large 100 Mbps 50
2 217/4GB
ASAv10 c5.large 1 Gbps 250
2 27/4GB
ASAv30 c5.xlarge [2 Gbps] 750
4 =27/8 GB
ASAv50 c5.2xlarge 10 Gbps 10,000
8 =277/16 GB
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| AWS 55 F~m ASAV DEA
asav & aws orizss

AWSIZT H v FEERL, AWS Y 4 — R&MH L CASAvZ ¥~ 7 » 7 L, Amazon
MachineImage (AMI) Z@IRLET, AMIFA P A Z VAZEENTH-OICHERY 7 MU=
THR LY G TS L— T,

| o

EE AMIA A—JITAWS BEOAHT TIZF e — RTEXFEHA,

ASAv & AWS D FIIE &

» aws.amazon.com C7 # 7 » h&VERR L ¥ T,

¢ ASAV ~D T A 2SI G, ASAVIC T A B A& ET 5 FE TiE, 100 B0 & 100
Kbps D A/V—"" b DHINFF A S HMERE— R TIEITINET, TASAVO T A X
(1~=—=) | 2L TLLIEEN,

A H =T = A ADEL}:
P LB —T A R
s NI LU A v X —T =1 A
(=E) Bho¥ 7%y b (DMZ)
« WBE/SA

EPIA L H—T x4 A ASDMIZ ASAV 255t ¢ A -0 iR S, T T 4D
HEIZIIEAcE EHA,

N A v H—T A A (W)  NEIHR A NI ASAV 2 57D S E
TO

cHERA v H—T A A (WMH) ASAVENRT Y v Xy MU= IR T AT
ERENET,

eDMZ A VX —T A A ({EE) :c3xlarge f V¥ —7 = A A&MMHT 584, DMZ
T bU =212 ASAV e D T OIER SN E T,

« ASAV ¥ AT LB DWW TIL, Cisco ASA O [958 2L T E &0,

ASAV 5L TNAWS DA F5 4 > LHIREIE

HR— b Eh SHEE
AWS LD ASAv iZ, RO¥EEEZ AR — ML TWET,
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https://aws.amazon.com/
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

AWS 7579 FA® ASAv DEA |
B ssavssvaws osq BS54 LiREE

« XA D Amazon EC2 Compute Optimized 1 > A% > A7 7 X U T#&H % Amazon EC2 C5 A
VAB L ADHR— bk

AT T A=K 7T R (VPC) ~DEA

c JLEER Yy RU—2 (SR-IOV) (A A RE/RGE)
« Amazon ¥ —7%7 v N LA AnHDEA

‘L3 fy hU—7 Oa—HF—EA

e N—T v RE—K (F74/ 1)

* Amazon CloudWatch

HiR— kSRR
AWS ED ASAv X, DLTOMREEZ AR —FLTWERA,

ca V=T ¥R (BHII Xy NI —I A B —T A A% LTSSH £7-1LASDM
AL TEITIND)

* VLAN

cMEFERET— R (RA=T7 R L, FTRE N T AT LU N E— RO T 7 AT T+ —/LDH
A—h)

eI F aTHFARNE—F

I T AL

« ASAv XA 7 4 7 HA

« EtherChannel (X, #A L7 MBS L H —T = ADHTHHR— &N D
s VM O A R — NNz AKR— |k

o« NA RN PIZIRAF DSy 7=

* VMware ESXi

e 70— Xy A MNTALFFY AL AvE—Y

INHEDA =T AWSNTREEINRWEZD, 7a—F®F ¥y A ML FFv A R E
WELFTAIV—FT 7 7 ot AWS TP B ICH#iE L ¥ A, VXLAN [T A
2T 4w T COLREWETXET,

» Gratuitous/E &% ARP

ZIUBH @ ARPS X AWS W TIEZ T AL S L7272, Gratuitous ARP £ 72 13 FEZLEE ARP
VLA NAT REITHIfF BV ICHRELEEA,

* [Pv6
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| AWS &5 F~AD ASAV DEA
wronresshzi |

EXTE DT & SSH E3EE

SSHAR X —RFEEHRE DT v 77 L — RO SSHISGENEFH INDHZ LI2E D, SSHA
%# RAEEZ AT DT DD ENME LR T, ZDD, Ty 77— Rk
T, AR —FGEAfEH L7-BEFO SSH SR EITHERE L £ A, AR ¥ —385EIX. Amazon Web
Serv1ces (AWS) D ASAV DT 7 /)L b TH B2, AWS 2—F — |2 X Z OENERRENE
9, SSH #fi 272 D MBEZRET DI12iE, 7Ty 77 L — RORNCREEZFTFHLET, 0T
(ASDM 7 7 E ADRHINNZ 72> CWDEHA) 7T v 77 L— K#%IZ ASDM 2 L TREEE
IET&EET,

&L, =—¥—4% ladmin] OITOREF TT,

username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1f:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

ssh authentication =~ > R&fEHT5121X. 7y 77 L — ROk a~ RE AT LE
7,

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

nopassword & — U — RMFEEL TWAEA, ZNEHFET 20 TIER<S, b ica—3y—
% XIS LT /NA T — RERRET H 2 & 2 HELE L £7°, nopassword ¥ — U — Ri%, /XA U —

FIZAN AR AT 2 EW®RT 20 TIERLS EEDASRAT—F2 ANTEET, 9.62) L VATD/N—
TarTiE, aaa 2 v NiE SSH A ¥ —fRFEICHATIEIH Y FHATLE, 207D
nopassword ¥ — 7 — KX h U H— SN FEHATLR, 9.6Q2) Cldaaa=z~> RNRLHELERD |
paSSNord (E7zlZnopassword) F—U— RBFET D56, HEIRYIZ username Dl i 0D /3 A
U — RRGEZFFA 5 X212 £ L7,

7w 77 L— F#&lE, username =~ 2 RiZxfd % password & 7213 nopassword ¥ — 7 — KD
BEIMEEL R, 2= =B RRATV—RFZANTERLTLLIOBETEDL LR E
T, Ko T, AFF—FRAED A ZEHINCHEH T 2551, username 2~ R&2 A Lek
L/\i‘é—o

username admin privilege 15

AWS £ ASAV Dy kT—2 bARA D

KORIE., ASAV FHIZ AWS N CTREINT-4Ho0Y 7 %y b (B, N, . BLO
DMZ) %Mz l-V—FT v R 77 AT 74— L E— FOASAVOHERE FRe Y52 RLTWET,
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AWS 7 59 FA® ASAV DEA |

B s <o asav oz

10: AWS ~D ASAv D E Al

AWS VPC

—
"I.'Mg

vhﬁ?é——f———9 .
Inside Outside
Subnet Subnet
DMZ
Subnet
mﬁ!
F: Management Subnet

{connected to all devices -not
shown)

BEFELF

AWS T® ASAv D E
RIE DM FNC SN T

WOTFIEL, ASAV TAWS 2t v b7 v 795 FIHOHME T, 3
I%. [Getting Started with AWS] ZZH L T E &0,

AT w71 aws.amazon.com {22 7 A > L, HUs A SN LET,
G AWS [Z A NZ B S - E o gc a8l S g d, X, mimof BBz RsnEd,
b HHIRND YV — 2%, B HUEIZ iﬁréhiﬁhomﬁmﬂ\E%@%@WK@ELT

W5 Z L EMERL TS téb\o

[Networking] © [VPC] > [Start VPC Wizard] %

AT w72 [My Account] > [AWS Management Console] 27 U v 7 L.
WRaRELET FFLDRnn»

77U w7 LT, B—D/RT U v 7 7%y h%EERLTVPC Z1ERL L.
O, TIFNIEREEFEHTEET)
cNHB LMY 7Ty b : VPCB LIV 7Ry FOLRTZATILET,
A VE—R Yy N T =Tz A A=y NEHOBE#EEREANILET ([ F—y N T —
Ny =A DELFTIZEATILET) o
T —T N A B =y b~DBENT T4 v 7 ZHEMNT DO N ZBEMLET (o
VH—=F v N =T A120.0.0.00 ZBIMLET) .

. Cisco BSE X1 ) TAIRET7TISAT VR (ASAV) Q13 REZ— b7y THA K


https://aws.amazon.com/documentation/gettingstarted/
https://aws.amazon.com/

| AWS 559 FA® ASAv DEA

aws <o asiv 0EE |

AT w73 [MyAccount] > [AWSManagement Console] >[EC2] 7 U v~ L. & 5(Z, [Createan Instance] 27 YV v 7
L/\i—a—(]

« AMI (7= & z1X. Ubuntu Server 14.04 LTS) Z 8N L £,

A A — VBB THN S AMI 2 L7,

¢ ASAV THR—hSNDA LV AX AR AT (Blarge 72 ) HERLET,

ALVAX L ABHRELET (CPU & AV IFFETETYT) o

o [REE725EM (Advanced Details) 27 > a v AEAL, [2—¥—F—4% (Userdata) |7 1 —/V RIZ,

AL arTHEOBAEREANTEEY, 2. ASAv OEEIERICEA S D ASAY #Ek A T
FEAXARMANTT, FH0ARAKIZA~—F FA B 2 EOFMBERERET D IHFIEOTEHIZ O
T, MoHDay 74 Xal—ay 774 LVDHH] 2B LT EEN,

EBEAUA—T AR 0 AR ERIRT 25813, A =T = A ADOFEMERET
LWENDY 9, ZHULDHCP 2T 25 L O ICRETHLENRH Y £7,

T—=RAUVRA—DIA R T—H AL HF—T A ADIPT FL AL, ZOEREFO0 HHARELD
—HE L THRELEGRICOAFI VY THh, RESNET, 7 —F A F—7 x4 AL, DHCP
AT D ELOICRETEET, F2id, #d 23y V=2 A 0 F—T = A AR TITERK
SNTWTC, IPT RLARDNS TWDEAIL, 0 BHAMBKTIP Oz E T £,

FORRMERLZL : 50 HAMKEREETICASAY ZE AT 5 &, ASAV LT 7 4 /b b D ASAy
W AHEHA L, AWS A X T —Z P —R—n oIl V4 —T7 =24 ADO P ZHG L, IPT
FLZZED B TES (F—F A Z—T oA ZTIPIFEIV L TOHNETA, ENLIZF V7 LE
9) . Management0/0 1 % —7 = A AMNELEN L, DHCP 7 RLUATRESINIZIPZHSELET,
Amazon EC2 B8 XN Amazon VPC D IP 7 R L v 2 72 HOWTiL, [VPC TOIP T RL v v
7] BB TSN,

55 0 BB DA

! ASA Version 9.x.1.200
1

interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute

no shutdown

1

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin password Qlw2e3r4 privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

1

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
access-list allow-all extended permit ip any any

Cisco BB X1 TARE7 IS4 7 VR (ASA) 913242 — 7y 744 F [}


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html

AWS 7579 FA® ASAv DEA |

B s <o asav oz

ATv74

ATy TH
ATvT6

ATy 71

access-list allow-all extended permit ip any6 anyé
access-group allow-all global

|

interface G0/0

nameif outside

ip address dhcp setroute

no shutdown

I

interface GO/1
nameif inside
ip address dhcp

no shutdown
I

ARL—2 (F7F )V NEZTANRET)

BT A AL LA TN R 3T D0, BROZ T EFTEET, 7 2RmBIIROT 5T
DI TE 240121 £7,

X2 VT IN—T X2 VT 4 TNA—TEER L CLRIZTET, X2 T7 4 70—
X, BRBLIORE NI 74 v 7 2HIETHT-0DA LV AZ L ADRBT 7 A4 7 7 4 —L T,

FTIZ7FNVEITIHE, BEX 2T 4 TA—13T_RTCOT RLRIZH LTI TWET, ASAVv DT 7
T RERAT DT RLANSLO SSH #2238 n+25 X918, v—LaZEHELET,

« REZHMEFR L., [Launch) 227V v 7 LE 7,

F— T EAER L ET,

EE F—_XTNWZONDRTWARIZT . F—%2Zeincyvran—RRLEST, BE Fov
O— RTA5ZLIETEERTA, F—XT2RkoT2H/IF A VAZVAEFEEL, FNOEH
FEATOIVERH Y 7,

[f A% 2ADkH) (Launch Instance) 1 %7 U v 27 LT, ASAv ZHALE7,

[My Account] > [AWS M anagement Console] > [EC2] > [Launch an Instance] > [My AMIs] #27 V v 7 L&
7

ASAV DA B —T = A AT LI [EEILETIFSE IO (Source/Destination Check) ] 23T 72 - T
L2 LEMERLET,

AWS DF 7 )V FiRETIE, A VY AZ L AFIZEDIPT RLA (IPv4) DT 7 4 v 7 DB EZIETE,
AVAZATREDIPT RUA (IPv4) HDHR T 7 4 v 7 HFETEET, ASAVO/L—T v Rk
TE L TOBEEZBENITHITIE, ASAVOK N T 7 4w 7 A2 —TxA A (N, M. 8L ODMZ)
D EETTE 7213505 OWeRR  (Source/Destination Check) | Z RN 5 LENH D £77,
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| AWS &5 FAm ASAV DEA
aws <o Asav 037+ —< 2% |

AWS TO ASAV D/\N T #—< V AR

VPN O &1k

AWSCc5 A VAZ AL, LIRITD 3, ¢4, BLUOmd AV AZ U AL0 HIZENITEWNT 53—
v AR L ET, SA VAL AT I TORBBEZFDRAVPN 2/L—7 > | (AES-CBC
A LI LD 450BTCP N7 7 ¢ v 7 T2 DTLS) 3. LTO XS THLHIVLENHD £
7,

* 0.5 Gbps (c5.large)
* 1 Gbps (c5.xlarge)

* 2 Gbps (c5.2xlarge)
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B vnosaEt
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B,
=% =R

Microsoft Azure 7 57 K~ ASAv DE A

Microsoft Azure 7 7 U RIZ ASAv #iEATX $£9,

| A

BEE  9.13(1) KT, PAR—FENTWDHTRTO ASAy vCPU/ A E U HERK T3 T D ASAv 7 A
YU RAEFHTEALIICARVELE, ZHICED ., ASAV AL TV ABEET, S8
FRVMYU Y —RT7 h PV N TEITTEDL LD 0 ET, Fo, VAR — XD Azure
A VAR AT TOR L FT,

* Microsoft Azure 7 7 7 K~ ASAv HAIZDOWT (83 R—7)

« ASAV B L OV Azure DHIESHRB L O 27 284 (85 X—)
 EEFHELHKFEHE (86 ~—)

c MARFAER SN DY VY —R (88 X—Y)

s Azure )V —T 4 7 (89 X—)

AR Y FTU =T NDO VM DL—F 4 TRE (90 =2—2)
«IP7 FL A (91 —Y)

*DNS (91 =—7)

» Microsoft Azure ~0 ASAv D¥E A (91 _—7)

Microsoft Azure 7 5 ) K~ ASAvE A [ZTDLVT

ASAV D=— X ZH5H T Azure (HIE~ T VOB & A XEBINLET, 73TD ASAv 7
AL 2%, YR—FENTNDHTRTDASAVWCPU/ A E U R THEATE E4, ZDO7-0,
SEE&ER Azure f VAZ LU AZ A T T ASAY HFETTE T,

R 15:Azure THR— b ENTWBA VRE VR BA4T

AVRE VR Bt AVB—TA4R
vCPU *%E1 (GB)

D3. D3 v2. DS3. 4 14 4

DS3 v2
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. Microsoft Azure 7 5 EA~®M ASAv EA[ZDLNT

Microsoft Azure 7 57 K~ ASAV DEA |

AVRE VR B AVB—TI4R
vCPU »%E!) (GB)

D4, D4 v2, DS4, |8 28 8

DS4 v2

D8 v3 8 32 4

F4, F4s 4 8 4

F8, F8s 8 16 8

& 16: ASAVIERIT B IZE D 51 £ 2 AEEEDHIR

NI+—IRBEE |AVREZVRA4A4T | L— IR (Rate RAVPN v < 3 Ul
(3 7/RAM) Limit) R
ASAvVS D3 v2 100 Mbps 50
4 2277/14 GB
ASAv10 D3 v2 1 Gbps 250
4 217/14 GB
ASAv30 D3 v2 [2 Gbps] 750
4 2277/14 GB
ASAvV50 D4 v2 5.5 Gbps 10,000
8 =277/28 GB
ASAvV100 D5 v2 11 Gbps 20,000
16 =277/56 GB

IR D J71% T Microsoft Azure | ASAv ZE AT £,
o FEUER )72 Azure /X7 Y w7 7 T 7 KB XY Azure Government B fi T, Azure Resource

Manager il L CTAX > RT7ay 77 AT Uxr—/LE L TEA

« Azure Security Center Zfi ] L THiG/XS— b — YV a—T a2 & LTEA

o« JEHERY 72 Azure /X7 Y v 7 7 T 0 K3 L O Azure Government Bg5% C.  Azure Resource

Manager ZfEfH L T/ 7TXA Z U7 1 (HA) ~7 & LTEA

[ Azure Resource Manager 7> 5 D ASAv DIE AN (92 X—7) | Z#ZM L T 7EE W, R
Azure /X7 V) v 7 7T 7 KE LY Azure Government Eg$i T ASAv HA #k 2 8 A T& £,

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K



| Microsoft Azure & 57 E~? ASAv DA

ASAv & & U Azure DRTIREH B £ UL 2T LEH ]

ASAv 5 & U Azure DRIREHH LUV A TLER

s Azure.com CTT7 AU > M EERKR L £77,

Microsoft Azure T7 47 > b &/ER L7= 6. v 274 > LT, Microsoft Azure Marketplace P
T ASAv #IRL, ASAV ZEATX ET,

s ASAv ~DF A & Aft 5,

ASAV IZT7 A B A& 595 £ TIiX, 100 [BIOHEEE L 100 Kbps D AL—"7" > N DBIFF
A SN BHEIRT— R CEITSINET,  [Smart Software Licensing for the ASAv] % &R L T

<EEV,

Y

GE)

Azure |ZE AT HA . ASAV IZIET 7 4 /L b T 2Gbps DHER A
fE SN TUWET, 100Mbps 35 & Y 1Gbps DFERRfT 5% i F T &
£9, 7272L. 100Mbps F 721% 1Gbps DAERRFT 52 HTE % &
N, AN—T"y b LUV EBRIICRET D MERH D £7,

oA B —T = A ZADFEN:

4O5DFy NI =7 LD 4 oDA L H—T 2 AL EHITASAY ZEATHXLERSH Y £
T, EEDA L H—T 2 A AT Y w7 IPT RLAZEDYTHZ LN TEET,
TV w7 IPT RUADERK, %, Bk L, X7V v 7 IPIZBET D Azure DHA KT
ANTONWTHE, RNT Y w7 IPT RL A [REE] Z22B LT EE0,

EHA L H—T A A
Azure TlX, BAUNZEREINTZA v F—T =2 ANFIEHA VX —T =2 AT,
R EPAVSE

EHA L H—T A A SSHT 7 A, BILOASAv % ASDM (ZHife 3 5 7= O f#

L

I

AEnEd,

cINTBA v H—T A A (WIH)  WEBAR A MZ ASAV 2855 57O SN E
‘a—c

cHERA v H—T A A (WH) ASAVENRT Y v Xy MU= IZEERT A0
fEHSNET,

eDMZA Vv H—T =2 A (fEE) &m@ﬂD&(/ﬁ T xA AEMEAT A
ASAv % DMZ v N U — 7 1283 B 72D SN E T,

e ASAVNA NN—NRNA PRI WMIET T v N7 +—LDOHR— MEHRICOWTIL, CiscoASA
O HHNE [J538] 2B L T &0,
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Microsoft Azure 7 57 K~ ASAV DEA |
B sssacsnss

TIEFHEEFINER

HiR— kb Sh BHHE
* Microsoft Azure 7 7 7 Kb DE A

BIRLT-A VA VA A FITHS L FK 16 D vCPU

)

GE)  Azure TlZ L2 vSwitch HEREIZRE CE £H A,

e AVHE—T 2 A ADNNTY 7 IPT RL A

FEEDA X —T 2 A ATV v 7 IPT RLAEZEIVYTHZEMTEEST, TV v
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BT, 2y hU—2BLRY V=2 ZA—FLRLTHILENRDH Y £,
g) [OK]%27VUvZ7 LET,
ATv 10 ASAv OFREHHZRE L ET,
a) B~ DY A XZBRLET,
ASAv X, Standard D3 33 £ O Standard D3 _v2 AW 7R — F ZE 7,
by ARL—=UT U MEBEIRLET,

DA DL =T B0y bEERT 2130, FBUICIERT 22 TEET, ARL—=U T Y
YEOEENER Y U= BIMUE~ R CTHLILERDH Y £7,

c) [Name] 7 4 —/V RIZIP T RLADZ~LZ AL, [OK]Z 27Uy 7 LT, "TYUvZIPT RLXA
EERLET,

Azure 1%, VM #{E1L L CHEET L EFINIAEROH L, XA FIv 7 TV I IPET
TAN NTIEHERLET, BEIPT RVAZEBETIHAIZ. A—F1LORT Vv 7 IPEHE, ¥
A£FIv I TRUVANDAZET 4 v 7 7T RLVAIZERELET,

d) MEIST T, DNSOT LML 9,

FERIERT N A A 41, DNS 7L & Azure URL OFAG 1T,
<dnslabel> .<location> .cloupapp.azure.com U272 W £97,

e) BEFORMER Yy NU—27 Z&IRT 500, HrLVMER Yy NU—27 2B L £7,
f) ASAV ZEAT L5400 73y FEREL, [OK]Z27 Y vy 7 LET,

= EAVHE—T 2 A R —BOYV TRy NITH T THLENRHY 77,
g) [OK]%#27VUvZ LET,

ATyTN MY~V 2R L, 0Kl 227 Y v 7 LET,
ATy 712 FHEMHEZME L. [fFR (Create) 1227V v 7 LET,

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £721X ASDM 2 H LT, *RE%
AT LET, ASDMIZT 7 AT A FEICOWTIE. TASDM OiR#)| #&2B 1L TL 77
W,

« Security Center WOHELEHIA)N £ D X 912 Azure V V' — A DLRGEIZENL D) OFERIIZ DU
TIE. Security Center 7> H AFARER~ =2 7 L 2B L T ZE 0,

Azure Resource Manager 5 i5 ) ASAv for High Availability D 3E A

W’ OFNEIL., Microsoft Azure Tra a] At (HA) ASAV T #iRET 5 FINEOMME 2R L T\ E
3, Azure DFEDOZEM2 FIEIZHOWTIE, TAzure 2~ TH D] 2L T F X,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 913242 — 7y 744 F [}


https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://azure.microsoft.com/en-us/get-started/

Microsoft Azure 7 57 K~ ASAV DEA |

. Azure Resource Manager /5 5 @ ASAv for High Availability D& A

ATy

ATy T2

ATvT3

ATy T4

ATy Th

Azure D ASAv HA Tid, 22D ASAv # [t v MIEAL, VYV—RA, RTU w7 IPT
RLVA, N— T —T N7 POXFERTEEBIMNAERLET, BAKIZ, INHORTEE S
DICEHETEET,

Azure R—Z)iza 74 LET,

Azure R—Z VL, T—2 L X —OBEFTICEGR2L . BEOT I I N T 27 U g |2 BEAT
FoONTRBEREERRLET,

~—% v FF LA AT [Cisco ASAV] Z#ZE L. [ASAV4ANICHA] %2727 V v 27 LT, 7 =—/LA—/3— ASAv

M2 BEAL £,

[Basics] X E Z MR L £ 77,

a) ASAVV U UEADT VT 4 v 7 A ANILET, ASAVOLENE V74w 7 A AL [7LV7 4>
J A Bl £,

BEE BFEOF LT 4y 7 AL TW RN 2R LET, T2 E, BATEKRLE
‘é‘o

by —V—HEANLET,
T O~ v OF B — W — 4T,
BE Azure TiE, admin &) 2 —HF—LIHEHTEEEA,

¢) WS DA~ NTREREX A 7 & LC. [Password] % 721% [SSH public key] DWW &38R L £,
[Password] Z 4R L 72 3A1%, AT —REZAN L THEE LET,

d V727V Tvar XA TEERLET,
e) [Resource group] Z N L E 97,

[Createnew] Z B L TH LY YV — R T —TFZAERKT %2>, [Useexisting] TEEFD Y Y —R J)L—
TEBERLET, BEFEOV Y =X IV —T%2 T 25613, EZTHLUNERHY £T, £ 5 TR
BET, LY V=2 TV —TEERT D0ERH D £7,

f) [Location] Z iR L 7,
BAt, 2y b2 BIRV Y =R ITN—FLRICTHILENHY 7,

g [OK] %7V w2 LET,

[Cisco ASAv settings] & i & L £,

a) A~ OV A XEFIRLET,

b) [Managed] & 721 [Unmanaged OS disk] A ks L— & 34R L £,
BE ASA HA &— K CIE# (2 [Managed] 2 H L £,

[ASAv-A] &% iE ZHER L £ 77,

a) (47T 3) [Createnew] ZiEIR LT, [Name] 7 4 —/L KIZIP 7 KL AD T~ L& AF L., [OK] %
IV LTCNRTZY w7 IPT RVAZERLET, T U7 IPT RUABRKLERNGAIL, [None]
IR L ET,
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https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554

| Microsoft Azure & 57 E~? ASAv DA
Azure Resource Manager 5 5 @ ASAv for High Availability D& A .

G¥) Azureld, VM &2 L THEE T AT EINL 0O H L, XA FI v TV w7
IPET 74V FTIIER LET, EEIPT RLAZELTIEAIT. R—ZLDONRT v
JIPEHE, AT I TRLAMWBAET w7 T RLAICERLET,
b) MEZEL T, DNSDOT~LZBMLET,

SERMERT K A A 41X, DNS 73L& Azure URL OFLAAHE T,
<dnslabel> .<location> .cloupapp.azure.com DEAUZ 72 W £4,

¢) ASAvV-A BEFFZWOA ML — T hH 7y MOKERRECHER L ET,
ATvT6 [ASAV-B] REICHONTEH, ZOFIEEZHEY KL £,
ATYT1 BBEORER Y NT—7 2T 50, HILWRER Y N T —7 Z2/E L £,
a) ASAVEEATLH4 00T Xy FEFREL, [OK]Z27 Vv 7 LET,
BE FEALE—T 2 A R —EDOY TRy NZTZ v TFTHUENRHY £7,
b) [OK]%ZZ7 V> 7 LET,
AT w78 RO [Summary] ZFER L, [OK] %227 U v 27 LET,
ATv T FIASLMZMEZR L, [Create]l 227 ) v 7 LE 1,

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £72I1X ASDM 2 H LT, RE%
BATLET, ASDMIZT 7 AT A FEICOWTIE., [TASDM OiE#H)] #2172
él/\o

» Azure D ASAv HA #EDOFEMIZ DU Tik,  TASA Series General Operations Configuration
Guidell @ [Failover for High Availability in the Public Cloud] DEZZH L T 7Z 30,
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
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W

Rackspace Cloud ~® ASAv D& A

Rackspace Cloud IZ ASAv & A TX F7,

| A

BEE  9.13(1) KT, PAR—FENTWDHTRTO ASAy vCPU/ A E U HERK T3 T D ASAv 7 A
YU ABEATELLIICADE L, ZHICEY . ASAV AL TV ABERET. S8
FHRVM Y Y =R 7y h TV hTEITTEDHIITRY E9,

« Rackspace Cloud ~® ASAv DEAIZDOWNT (99 ~2—3)
« ASAv & Rackspace DTS (101 ~=2—3)

* Rackspace Cloud % v RV —7 (101 ~X—)

« Rackspace D% 0 H OFERL (102 ~—2)

» Rackspace Cloud ~® ASAv O A (105 ~<—)
«CPUEAHFEL LAR—F (106 ~—)

Rackspace Cloud ~® ASAv DE A [ZDNT

Rackspace [T, HOHWWLHFEERNT IV v I/ BIONTTARX— NI TURTI /) ad—lblb
HHGRE ~ 32—V R —E R &M 2 Y —F 1 > 77w/ 1 X TF, RackspaceCloud I,

2—7 4 VT4 AL a—T 4T XR=ATHRENMTONDS I TV Rarsa—T 0 7
mB LY —E 2Dty FTT,

Rackspace Cloud C ASAv for Rackspace # T 77 4 7 AL L TEATEET, ZOFET
3. A LV AZ U ADASAVT T T AT v A% A A b —/b LTS 5 T HEIC OV TRt
LET,

Rackspace Cloud DAV AX L AKX A 1L, 7 L—_EMENRET, 7 L—r3E0 ) HEE,
RAM# A X vCPU, Xy hU—27 ZAL—T >k RXTXTZ7 77 %) | T4 AT EENOLRHED
P—N—DAEDLEEZR L ET, IROFIZ, ASAv OE AIZ# L 7= Rackspace 7 L — /3% /%
LET,
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. Rackspace Cloud ~ ASAv DE A [ZDLVT

% 17: Rackspace THHR— bEh BT L—/\

AV =43 ferr g
vCPU »%E!) (GB)

L 1-2 2 2 400 Mbps

LA 1-4 4 4 800 Mbps

L 1-8 8 8 1.6 Gbps

arvta—r 40 |2 3.75 312.5 Mbps

1-4

ava—s 47 |4 7.5 625 Mbps

1-8

arvta—r 40 |8 15 1.3 Gbps

1-15

AE Y 1-15 2 15 625 Mbps

A€V 1-15 4 30 1.3 Gbps

A€V 1-15 8 60 2.5 Gbps

Rackspace D 7 L —/\[ZDNT
Rackspace AR 7 7 RH— =D 7 L— L, IRD 7V T AHEINET,
< AAV1

AT — 7 B — RS ENRN T+ —~v 2 ADWeb A FET, SFSEFha—Rr—
AN B E T,

e vCPU (34— _—HV T 2754 T &N, [NR—A R A[gE] TF, oF 0. WHKA k
FDr T RY—R—ZE D YT HND vCPU OL, HFLCPU ALy RO LY
H %< 720 £,

eaAVEaAa—F 45Vl
e Webh—_— TFUFr—TaPh—n"— BIOZEOMOCPUENEDY —7 v —
Rl S TunEJ,

e vCPU 1L [ TPHIFEH] T, 2F0, WEARANEDI T T R — =28 Y B TH
5 vCPU O#E, FORA N O CPU ALy RO LD H £ 252 Liddh
D EHA,

« AET V1
s AEVEKMDOT -7 n— RICHEESLET,
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| Rackspace Cloud ~0 ASAv DE A
ASAv & Rackspace DRI .

«1/Ovl

CEIRT 4 AT IO DAY v FE/LTWENRNT 4 —~< L ADT T r—a VBLW
T AN AR T

ASAv & Rackspace DHEI{RS

* Rackspace 7 7 > b ZAERL L £7,

7§~ T Rackspace Public Cloud 7 % 7 > ME, 7 7 4 /L b T Managed Infrastructure — £’
AVLNYVZRESNE T, 77U Far b e —/L 3 3L T Managed Operations #— £ X
LYUZT ST —RTEET, 77U Rary ha— "X LD ST, 77 O
a—HF—£%2 U7 L, [Upgrade Service Level] Z#IN L £,

« ASAV ~D T A& AfFE., ASAVIC T A B AEFET A E Tl 100 BElOHE: & 100
Kbps D A/V—""y FDHRFHFAI SN DMHRE— FTHEITSNET, [ASAVO T AR
(I1—=) | 2ZBRLTIEIN,

oA U H—T = A ADHEN:
EHIA A —T (R
s NHB LN A v F—T =4 R
. (£E) BMo¥ 7%y~ (DMZ)
c BENA

EHA L H—T A A ASDMIZ ASAY 8t T D= OIER i, N T 747D
HIEIZIIEH TE EE A,

cNIpA v BZ—T A A (WIH) : WIEBAA M ASAY 25T A7- DI SN E

—a—O
A v H—T A A (WIH) ASAVENT Y v Ry NI — T IZHHRT DD
ERINET,
eDMZ A X —TxA A ({£EE) :DMZ Xy MU —7I1Z ASAv 2853 5 7= DI fEH
SNET,

« ASA B L VASAV & AT LD H M & FHRIZOUNTIE, Cisco ASA D FAHE [J5E] 2 S
LTLZENY,

Rackspace Cloud v k7 —%

770 RIEERIZIE, MBS U TR SN EROFEO Ry NU—2 2805 ENTEE
T, 7T RYP—=R—=DFRy hU—F  THEREIL., < DA, thoxy hU—27 LEU Gk
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https://support.rackspace.com/how-to/sign-up-for-rackspace-services/#fanatical-support-for-rackspace-public-cloud)https://support.rackspace.com/how-to/sign-up-for-rackspace-services/
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Rackspace Cloud ~ ASAv DEA |
. Rackspace D% 0 H DK

TEHTEE9, ASAv OE AT, FIZ. Rackspace Cloud DR D 3 FFEDOAE R~ U —7
LIEMAE AL ET,
«PublicNet : 7 70 Rh—N— 7537 Ra— KT % Xy NT—=ITFT7A47 A7
EDITURAVITTARNT I F ¥ avR—FR M X —Fy MR LET,
* PublicNet Zffi /] L T, ASAv &4 & —x v MIHERLET,
« ASAv X, Management0/0 f > % —7 = A A& LTI DFy N —27IZHE L ET,

* PublicNet /X, IPv4 & IPv6 DT = T )LV A X » 7 T, PublicNet i/ L TH— 1 —%
BT 5L, 2OV —N"—FZFT 74/ FTIPvAT KL AL IPV6 7 KL A& ITHLY
*7,

« ServiceNet : % Rackspace 7 7 7 RV — a3 VIND IPvd BEHOWNER~ LV FTF > b % v b
J—7,
* ServiceNet |%, HERKNDH— N—/TKrT7 7 1 v 2 (Bast-West N7 7 1 v 7)) &Rk
L X0 ITRELINET,
VT RT AN, VT RA—RRNFG Y T RT—ER—R JTT Ry
IT TR EDY =T g VRV —EZA~DEET 7 X — TR LT,

e X FU—710.176.0.0/12 3 L 1 10.208.0.0/12 1% ServiceNet FHIZ FH I TuvvET,
ServiceNet #55i i 2. DY —/N—F, TNHEDOFR Y hT—=T DOWTHNHDIPT KL-A
AL T e Y a = S EnET,

* ASAv [X, Gigabit0/0 1 > X —T7 = A A% N LTIDOFRy MU —T IR L £7,
+ 77 A ~_X— | Cloud Networks : Cloud Networks Zf 45 &, 7T v RCHEiSINT=Z4E
ety NI — 7 BAERRB L OVEBETE £,

e INLDOXY NT—J | TIH—DTF o hTHY, Xy hU—7 hARaY, IPT KL v
7 (IPvad 7203 1Pv6) . BLOEERT 57 77 Ry —R"—%2 Rt £
‘a—O

* Cloud Networks [V — ¥ g U EXREHFHLE L, FFEDV —Ya VINDIEED 7 7T K
PN CEE T,

« API 41 L C. F721% Rackspace Cloud = > bk 7 —/L 3% /L &l L C. Cloud Networks
EEB LOEHTEET,

ASAv /L, Gigabit0/1 ~ Gigabit0/§ DA > X —T7 = A4 A% L TCINHDOR Yy hT—7
(ZHERE L E T

Rackspace M 0 H DERL

Rackspace Cloud |Z VM % J&BA$ % &, Rackspace D7'm BV 5 = JERER D7 7 A V&2 E
TP CD-ROM T /34 AN VMICEHi SN ET, TubeYa = 7 FERICIROEARH Y £,

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K


https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/network/cloud-networks-product-concepts/publicnet/#publicnet
https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/network/cloud-networks-product-concepts/servicenet/#servicenet
https://support.rackspace.com/how-to/cloud-networks/

| Rackspace Cloud ~0 ASAv DE A
Rackspace D55 0 B DR .

e RA M

MBI B —T 2 A ADIP T RL A

« AZT 4 w7 IP/— b

e a—H—HLNRAT—F (7T 3 D SSH ARF—)
« DNS #—/3—

* NTP ¥ —3—

INHDT 7 A VIIHIEARBRFIZFEAA L, ASA ORERNER S IVE T,

ASAv KRR +£

T 7 4/ hTlE, ASAv R A MATE, ASAv ORESEZBIMGET B & X7 T U R —"—(Z4HY
BCTHLARITT,

hostname rackspace-asav

ASA 7R A FAARERL TlZ, RFC 1034 B LN 1101 ICHEILT AR 2 NG DOIFERTX £9,
cREHE KEN LT F IR TTHLIHLERSH D 7,
s NI CFIX., F., BT, F213A 70 THARERHY £97,

N\

GE)  ASAV Tlt, IS DN— VTS B L 512, TP T T T RYP—R_R—Z|ZTX BTV 4
AIZZ 0 RY—N"—ZBREHINET, 777U F—"—LDINHE L KRBICHRITRH D
BAETENEZHIBRL, A= MZHER L2V IT 2N 7 lEE Bz 3,

7~ Z2iE. 750 R —_"—0D47i7 ASAv-9.13.1.200 D34, A 44 1% ASAv-9-13-1-200
12720 £9,

Interfaces
A H =T 2 A AFTRDO LD ITHESNET,
* Management0/0
* PublicNet (ZHfE STV S 72D, Toutside] &9 AT T HILET,
* Rackspace Id, IPv4 & IPv6 D& JFD/X7 Y » 77 KL A% PublicNet f > % —7 = A
ANZHID B TET,
* Gigabit0/0
* ServiceNet |ZHfE STV D728, Tmanagement] &9 ZRIBFIT HNET,

« Rackspace /X, Rackspace U —3 3 > ® ServiceNet 7 % v k225 IPv4 7 KL A & E|
DYMTET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 913242 — 7y 744 F [}



Rackspace Cloud ~ ASAv DEA |
. Rackspace D% 0 H DK

* Gigabit0/1 — Gigabit0/8

o 77 A ~X— | Cloud Networks |ZH5t STV 5728,  linside)] . [inside02] .
linside03 | 72 EDLARINFHT HIVET,

* Rackspace |Z, Cloud Networks 7 % v bW BH IP 7 RLAZEID ¥ CTET,

3ODA L E—Tx A AEFDOASAY DA L EZ—T = A ZRERIFID L 512720 9,

interface GigabitEthernet0/0

nameif management

security-level O

ip address 10.176.5.71 255.255.192.0
|

interface GigabitEthernet0/1
nameif inside
security-level 100

ip address 172.19.219.7 255.255.255.0
!

interface Management0/0

nameif outside

security-level O

ip address 162.209.103.109 255.255.255.0

ipv6 address 2001:4802:7800:1:be76:4eff:fe20:1763/64

AET4v7 L—F

Rackspace |, ROAXT 4 v 7 IP/L—ha7rneya=r7LET,
« PublicNet f % —7 =4 A (outside) #&HIDF 7 /L b IPvd /b— |,
« PublicNet £ > % —7 = A AHE DT 7 3L b+ IPv6 L— |k,

* ServiceNet f > % —7 =1 A (management) tDOA > 7T AT 7 F ¥ T %y k L—
}\O

route outside 0.0.0.0 0.0.0.0 104.130.24.1 1

ipvé route outside ::/0 fe80::def

route management 10.176.0.0 255.240.0.0 10.176.0.1 1
route management 10.208.0.0 255.240.0.0 10.176.0.1 1

o4 9LFooviL

Rackspace (Z & > TR SN2 AT — FEMH LT, lTadmin) &5 ARTO 2 —H =D ERL
I ET, Rackspace AT —ZMEH L TZ 77U N —R_"—RREAINTWDIHEE, 2—F—
fadmin] OABF—NERRSIVET,

username admin password <admin password> privilege 15
username admin attributes
ssh authentication publickey <public key>

day0 SSH % :
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 PublicNet £ > % —=7 =14 A (outside) #&EH® SSH 73 IPv4 & IPv6 12X L CAZNCZAR Y £

R
« ServiceNet f > % —7 = A4 A (management) #H D SSH 75 IPv4 IZxf L THNIC/2 D
R

* Rackspace DERIZIG U T, KV N eFd—r N —7 2 E L ET,

aaa authentication ssh console LOCAL
ssh 0 0 management

ssh 0 0 outside

ssh ::0/0 outside

ssh version 2

ssh key-exchange group dh-groupl4-shal

DNS & NTP
Rackspace [Z, DNS & NTP (2 &415 2 DD IPvd h—E 27 R L A& L £ 7,

dns domain-lookup outside
dns server-group DefaultDNS
name-server 69.20.0.164
name-server 69.20.0.196

ntp server 69.20.0.164
ntp server 69.20.0.196

Rackspace Cloud ~® ASAv DE A

Rackspace Cloud TASAV BT 7T A4 7o AL LTCEATEET, ZOFIETIE, BH—oA
AL LADASAV T TITAT v A A VA =T L5 EERLET,

4R SRS

RANLOEM:, (=T oA ADT T a =T Xy hU—7 1R, ASAv i
A% E) S % 72 812 Rackspace Cloud THNZ T DAERL/ N T A — & OFHIZ-DUNTid, Rackspace
DOF 0 O (102 2—) Oy 7 E#BBLTLIIEE,

AT w71 Rackspace mycloud 78— % /L' C, [SERVERS] > [CREATE RESOURCES] > [Cloud Server] iZB# L £,
AT w F2 [Create Server] ~<— 3 [Server Details] TRD L I AN LE T,

a) [V—/3—4 (Server Name) ] 7 4 —/L KIZ ASAv = O4HTE A LET,

b) [Region] ke v FHZ 7 U A MNLY —Ya U ARIRLET,

AT 73 [Image] T, [Linux/Appliances] > [ASAv] > [Version] Z3&R L 9,
GE) W, LW ASAY ZE AT HAIE, PAR— STV AR AA—Va U EEBRLET,
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B crusm=eLr—+

AT w4 [Flavor] T, U Y —AD=—X|ZA>7 [Flavor Class] ZEHR L £9, #U72 VM DU 2 Mo\ Tik, #
17 : Rackspace THAR—h 57 L—s3 (100 X—) Z2ZML TS0,

BE 9.13(1) LAKEIZ. ASAv O/ A F VBT 2GB T, 1 DL LD vCPU Z i fl L T ASAv %44
AT 28546 ASAv DF/NAE U EHE 4GB T,
ATv TS5 (47T 3) [Advanced Options] T, SSH ¥ —%2 % T L 7,
Rackspace Cloud @ SSH ¥ — D FEAMIZ SV CiE, [Managing access with SSH keys] &M L T 72 &0,

ATYT6 ASAv D445 [#HiLED A A h—/L (Recommended Installs) ] 3B X O [FABBDOF ¥ — (Itemized
Charges) | ZfEsd L, [ —/S—D1ERL (Create Server) 1 %2V v 7 LET,

root EHEDNRRAT— KRFRENET, NATU—REZav'—L, #4707 % 0 ET,

ATY T =N —=%ERT DL, V= _"—DFMN— I NEKRINET, Y= "—DRAT—=FANT 7T 4 T
LETRLET, @E. ZIUTEZ 0 £,

RDRERY
« ASAV [ZHERE L 97,

*SSHZ/TLTCANTEDCLIa~y REHAT I, F/IXASDM 2 LT, &E%E
AT LET, ASDMIZT 7B AT AFIRICOVWTIE, ASDMOEHE) (1292—3) # 5
LTL7Z&EW,

CPUEREL LKR— K

CPUEHHE LR — M, FBESNZREINICHER &z CPUDEIG OB BE RIS NET,
W, A TIEE— 7 BELUAMTITIEE CPU B EDOR 30 ~ 40% TEIMEL ., v— 7 ERTH 60 ~
70% DERETEELF9,

ASA Virtual ) vCPU {3 i %

ASA Virtual ® vCPU i ISR i%, T —H/8A, iR A > b, BELOSNT 7o A CTHEHA X
TS vCPU OENRFEREINE T,

Rackspace Tl X415 vCPU i FH=RIZIX. ASA Virtual D HRIZINA T, ROLDONEEH
i—a‘o

« ASA Virtual 7 A R/LRFH
» ASA Virtual ¥ A &7z %SYS A —/N—~y R

* vSwitch, WICHE X U'pNIC D ZBEI§5H/37 v hOF ==~y K, ZOF—/—~y
NIFFFEHICRELS RDGERH Y £,

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K


https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/compute/cloud-servers-product-concepts/ssh/#ssh

| Rackspace Cloud ~0 ASAv DE A
RILLELT N |

CPU £ FHZE DA
CPU IR OHGEHE MR A #nT HITI, showcpuusage =~ > REfEM L E T,
i

Ciscoasaftshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
s S iz vCPU O AN KRIEIZ S 2Bl 2 IRISR L £ T,
* ASA Virtual L'7R— K : 40%
*DP : 35%
ST EER 5%
* ASA (ASA Virtual L'7"— 1) @ 40%
cASAT A RIVAR—=V 7 0 10%
o A==y R 45%

Ty R, A 8= PHEREODEIT, 36 LU vSwitch Z i H] L7z NIC & vNIC Dt
DTy MERITEH SV TWET,

Rackspace CPU & i3 L 7/R— k

EHATREZR 7 T U R ¥ —3—D CPU, RAM, BLOT 1 A7 FEOBMIFHROLRITMZ T,
TA4AZ 1O, BEORy hNT—JFRLERTEET, ZOFERZEMAL T, =— X2
L7eZ 90 R —R—%RELTLLKEE, a<v> 71 nova” 747 hE7i% Cloud
Control Panel f > % —7 = A A% LT, HHAEER Y —R—%2F R TEFT,

AV RIA T, ROa~vy RERITLET,

nova flavor-list

ERATREZR T R TOY— "= FR S E T, U A ML, ROFEERPZENTNET,
«ID : Y —/3—H#EAL ID
« BT RAM A RENRT =< U RE A T TT LT ST HERA
* Memory MB : #§? RAM D &

T AR GBHNLOT A R P A X (W7 T T RP—"—DFH, VAT LT 4 A7
DY A X)

LT AT T —HT L AT DY AR
c ATy AUy FHEHROY A X

« VCPU : R BEHEAT I & 7= A8 CPU 3%
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https://login.rackspace.com/
https://login.rackspace.com/

Rackspace Cloud ~ ASAv DEA |
. ASA Virtual & Rackspace D %5'5 7

« RXTX Factor : $—/3—[ZH&t S 4172 PublicNet R — k| ServiceNet A" — k| B XV =
hiexy hU—27 (279 Ry FU—7) ([ZHED Y ToNDHEMEOE (Mbps HZ)

« Is_Public : A

ASA Virtual & Rackspace D% 5 7

ASA Virtual & Rackspace DRIZ1E CPU % OBIEIZE N H Y 5,
« Rackspace 7' 7 7 DHUHEIL ASA Virtual DLV HHEICKEL 20 7,
« Rackspace TILZ DL [%CPU usage) & FEEAL, ASA Virtual Tk Z OfEIE [%CPU
utilization| & FRIZILET,
FH5E [%CPU utilization| & [%CPU usage) [IBIDOHDEERL TV ET,
« CPU utilization X, #¥ CPU OHEFHEHR AU L £ 7,

« CPU usage |% CPU DA /R—=RA L T 4 U TIZHAWIZFHEE CPU OFEGHE R Z #4E L £
T LML, 1 DO VCPU OAHMBMEH IND72D, "AN—RAVL T 4 U 7ITEMELEH
Aoe

Rackspace Cl% [%CPU usage| 1TKD X 9 IZFHE SN ET,

T T 4 T ENTARAE CPU O &, EHAIEEZR CPU OAFRHIMN T 2EIG & LTHRESH
£7,

TR, AR MDD R CPUBARTHY . AL FRL—F 4 v 7 VAT LB R
CPUMMRTIIH Y E¥ A, o, ZHITEE~ v o THEAFEEZR T X TORE CPU Dy
CPU fEH=RIZZ2 D £7°,

7= & 2IE, 1 HORAE CPU 28 L7- 1| DDA~ U2, 4 HOWP CPU Z##L7- 15

DARA P TIITENTEY ., £0O CPUMAEL 100% OHE, A~ 0%, 1 {Eo¥%E CPU
I ANTCHEALTWET, AR CPU O HRIE,  TMHz AL O /548 CPU 0%ix 27
A L LCRAESRET,

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K



1=

Hyper-V Z {1 L /= ASAv DE A

Microsoft Hyper-V Z{fi ] L T ASAv Z 3 A T&X £,

W

| A

BEE  9.13(1) LARIE. ASAv O/ A U BT 2GB T, BIED ASAv 2% 2GB Kiiiid A &V TH)
ELTWAEA, ASAVY U DAEY 2SI 720 BLIRTO/N—2 3 U5 9.13(1) AR
TSI L= RT&EEFA, £72, A=V a3 9.13(1) M L TH LV ASAy v 3 o & FiE
ATEET,

« Hyper-V Zffi [l L 7= ASAv DEAIZHOWNT (109 =—2)

« ASAv 33 X WV Hyper-V O H A RZ7 A4 > LHIFRSEHE (110 ~X—)

« ASAv & Hyper-V ORifeM (112 ~—2)

HOHDaALry 7 4 Xal—ay 7 A LOUE (112 2—)

* Hyper-V ~ % — ¥ ¥ Zfli [l L7z ASAv & 55 0 H &R 7 A L8N (114 R—2)
e 3wy R7A &MH L7 Hyper-V ~® ASAv DA > A h—/L (115 =—)

« Hyper-V = % — 3 % % f# i L 7= Hyper-V ~® ASAv DA > A h—/L (116 ~<—)
s Hyper-V~F—Y ¥ b0 Fy T —27 THXTXOBM (123 2—)

e Xy MU= TETEZDLRIOET (125 <—)

*MACT7 RL A RT =7 47 (126 X—)

* SSH OFKE (127 ~—)

«CPUMHRL LAR—F (127 2—)

Hyper-V A L - ASAv DE A [ZDIL\T

AL RT 1 ® Hyper-V —/3— EIZ, 721X Hyper-V ¥ X — ¥ ¥ &4 L T Hyper-V Z3& A
TXE7, PowerShell CLI =~ > REMEH L7cA A F—/AFIHIZHOWTE, Tavr FIA
EEHA L7 Hyper-V~D ASAY DA A h—/b] (463—) ZHMR LT L XV, Hyper-V
X=X EFEH LA A M= AFNRIZOWTIE,  THyper-V~ 3% — ¥ 24 ] L7 Hyper-V
SDASAVDA VA M=) (46 ~—2) ML T EEW, Hyper-VIZv UV 7y —
NFT g v ERELTWERA, A X —T x4 A%J LT SSH 7213 ASDM %8 U

Cisco BB X1 TARE7 IS4 7 VR (ASA) 913242 — 7y 744 F [}



Hyper-V £ L 1= ASAv DEA |

B asavssUHypervosiq S L HIREE

T Hyper-V 2@ TX £9, SSH OFEIZHOWTIEL, [SSHDRE] D 54—V 2B T
<TEENY,

WRORNEL, V=T v R 77 AT 74—/ E—RKTOASAv OHfE v AR P2 RLTC0ET,
ASAv [AFIC Hyper-V Tty 7 v 7EN350% 7 x> b (EFH, WNEL. BLOYME) 2
b ET,

M:L—FTY R IT7AT7I4+—I)L E—FD ASAvDH#E RO D

Outsmle
Subnet

Inside
Subnet

D> D
. T "

Management Subnet

oFvELRr

ASAv 5 & U Hyper-VDDH A K54 > L HIREIE

7Ty N7 A — L HAHR— b
* Cisco UCSB v I — X H—r3—
+CiscoUCS C v U — X #—r3—
* Hewlett Packard Proliant DL160 Gen8

o AR — KD 0S
* Windows Server 2012

* %A 7 4 7 Hyper-V

. Cisco BSE X1 ) TAIRET7TISAT VR (ASAV) Q13 REZ— b7y THA K



| Hyperv %M L1- ASAv DEA
ASAv 5 & U HyperVDH A K54 > LHIRER .

\}

GE)  ASAVIZERIE, (KIS TWAERFDO 64 ¥y hEtEiE~
Ty N7 —ATEBELET,

« 77 AN
Hyper-V ~® ASAv OHHIHE A TIE, VADX BB AR —hSihuTnET,
« %0 AJH (Day0) HEpk

VB ASACLIRTEZ~ Y FEEHT XA N 77 A VEER LET, FIREICOWTIEL,
FOHDary 7 4Xal—ary 774 VDR 2B LT EN,

HBOARBRO T AT 4=V FTFTUART L F ET—F

FXELT [firewall transparent] (X, FOHHa L 7 4 X2 b —T 3> 77 A VOIHHICHE &
TOMERDHY T, 77 ANVHNOENLSNOGIICH D &, BELREENEE 2550
HVET, FEZHOWTE, [FBoHDary 74 FXal—var 77 A LD 25K
LTLEEN,

T o)V G —N—

Hyper-V LD ASAV (X7 77 4 TIAZ 2 NA T = — )L A —"—% PR — KL TNET,
N—FT v RE—RE NI VAT LY N EBE—ROWIFTT VT 4 TIAZ N, T x=—)L
F—=N—ZFTTHIF, TRTORERY NI —2 THTHZTMACT RL A AT —
T4 T EREIMETARNERHY £, IMACT RLA AT —7 4 7T OERE] D53
R=VEBBLTLTEE N, ZFZ U RTB Y ASAVD F T AT L M E— ROEE.
BHA =T 2 A ADMACT RLART—T 4 U ZIIENC LN TL &N, 77
FTUTIT I T 4T To— G —_"— TR —FENTWEHA,

* Hyper-V [ K 8 DDA ' #—7 = A A% %A — K LEF, Management 0/0 33 L O
GigabitEthernet 0/0 ~ 0/6, 7 = —/L A4 —/3— J 7 & LT GigabitEthernet Z{fH T& %
—a_o

* VLANs

N7 E—RTA U H—T A ATVLAN Z3XET 5121, Set-VMNetworkAdapterVLan

Hyper-V Powershell 2~ > RZ{EH L £, BEA ¥ —7 = A1 AD NativeVlanID (%, *F
EDVLAN & LT, EIXVLANB WA 10) L LTHRETEET, M T2 £—
RiE, Hyper-VAR A h& U 7 — b LIEGAIFRFF SNEE AL, £V 7 — MERIZ, FT 27
E— REHRETDOILENRHD £,

L H— Ry NI =7 THETHXEIYR— SN THERA,
o 2R T R— F STV ER AL,
» Microsoft Azure [ZV 74— F I TWERFA,
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Hyper-V £ L 1= ASAv DEA |
-

ASAv & Hyper-V ORI E &

« MS Windows 2012 (Z Hyper-V %A > A h—/L L £,

cHBOHMHa 74X alb—vary TFAN T ANEHEATIHEAIL. TNEERLE
7,

ASAv OWJEIEARTZ, 50 H AR A BT 2 0E N H Y £, BIMLARWEAIX F
0 AR ZHEHTA7=8512, ASAv 75 write erase Z FEITTAHAMLENH Y £4, FEIC
ST, BoHDay 74Xl —ay 774 NLVDO%] 2B LTL S,

e Cisco.com 7°5 ASAVVHDX 7 7 A VZ Ao — KL %9,

http://www.cisco.com/go/asa-software

A\

GE)  Ciscocom D74 U BIOVAa —E ZAEHRMLIETT,

« Hyper-V A A v FIZI%, 3 2L LD 7 %~ F/VLAN MRS E 5,

s Hyper-V ¥ A7 ABEZ OV TIE, Cisco ASA O AL [J5E] 22 LT &0,

F0HDOVI4Fal—232 IT714ILD%EH

ASAv ZEEITHRENC, FORAD a7 4 Fal—ary 77 A VEEFETEET, 20
7 7 AV, ASAv DEEIFFICHET S5 ASAV DR ELZGLT I A N7 7 AL TT, ZDOH]
W EIL, [dayO-config] L\WHTFA K 77 AL LTHREDIEET 4 L7 M UICKHE
. EHIT day0.iso 7 7 A N~ EAFLEET, T D day0.iso 7 7 A LRI DEEIRFIZ~ T
Y RENTHEARONET, BLORHa L 74 X2l —var 77 A0id, Dy, &
AL HE—T 2 A RET 7T 4 7fbd5a~v K&, A —35FH SSH —1—% v b
Ty THav s REGDLMNERHY FTH, TXTOASARELZEZDHZ L HTEET,
day0.iso 7 7 A /v (B AH I day0 £72157 7 4/ b @ day0.iso) 1%, SAIOELEHICHEH T
TR R A,

188 BRI

Z O T Linux 2MEH ST E T2, Windows DBRAICHEREO 2 —F 4 VT 4 30 F
j—O

« B ARFIZ HEIRYIZ ASAV IZ T A & A %A 54 %121%, Cisco Smart Software Manager
26 & 7 m— K L7z Smart Licensing Identity (ID) h—2 > % [lidtoken] &V 9 7 F R |k
T7AMTKEIAL, O AR T 7 AV EFUT 4 L7 b UICRIFLET,

¢ NI VANT LU b= RTASAV 2 BAT L5681, F T AT Lo hE— RTHET
SNDBEHD ASAMERR T 7 A V7%, 550 HAMER 7 7 A /L& LT 20 ERH Y %

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K


https://software.cisco.com/download/navigator.html?mdfid=279513386
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Hyperv %M L1- ASAv DEA
#0A0av T+ ¥aL—var 771 00%E [

T, ZHE AT R 77 AT A= ADEORHZ 74 X2l —vay 77 AL
WIEES LEE A,

« ASAv OYIEEZEFIZ, 0 BAMK Y 7 A V2 BNTHHLENH Y £9, ASAv O]
EENZICE 0 H AR Y 7 A L&A T 5855812, writeerase =2~ REEITL, FHO0H
JIERL 7 7 AV Z WA LT s, ASAv BT AMNERH Y £,

ATy F1 TdayO-config)] EWITF AL 77 A/LICASAV D CLIEEETLALET, 300 L F—T = A ADH
E & FDOMOVEIRFREZBIMLET,

BAIDITIEZ ASA D/X—2 3 U TIHED D MERH Y £9°, dayO-config 1L, 272 ASA WK CTH D MLENH
W F£9, dayO-config & AERK T 5 el 72 k1L, BEFD ASA £/ X ASAV N HFE fTa Ly 7 4 Fal—a v
DIy % A B —F 5 1L TT, dayO-config NOITDNAFIXEZE T, BEFO show run 2~ > R 1D
JEFF & —E L TWARERH D £,

51

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level O
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

ATw 72 (EE) CiscoSmart Software Manager (Z & ¥ 1T X 4172 Smart License ID h—72 > 7 7 A LB a2 B a—H
Wxya—RLET,

ATvFT3 (EE) Foro—RLz77A4A006ID b—27 v %abt—L, ID h—2 DHEGLTHFAN 774
NEVERRLET,

ATy T4 (EE) ASAv OYIHEARICHBIRIC T A o A 2T 588 1%. day0-config 7 7 A VISR DI
GENTVD I EEZMERL T IEE 0,

EHALHE—T 2L ADIPT FLX
« (f&#) SSmart Licensing T 3% HTTP 7' 1 %
«HTTP 7 x> ($8E L71-8H4E) F7-1% tools.cisco.com ~DEERE 2 H NI T 5 route T~ > K

e tools.cisco.com % IP 7 R L A |ZffH9" % DNS P — 3 —
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Hyper-V £ L 1= ASAv DEA |
. HyperVI#—C v AL ASAV E £ 0B B#ER 774 ILOEA

s B3R D ASAv T A B RAEFEET B 72D @ Smart Licensing D% E

« (fEE) CSSM TD ASAv DIRREZEBT D7D —EDHRA MM

ATYTE TFAN 77 A% ISO 7 7 A T EH L TRAECD-ROM %Rk L £,

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID h—7 2L 5T, Smart Licensing —/3—|Z ASAv 28 HEBIIZ B GRS E T,

ATFYT6 ATy 10552 BVIEL, BATAASAY Z L2, #UIRIP T RLAEZELT 74/ NOERT 7 A
VAR L E T,

Hyper-V I r— v A L= ASAV EFE 0 HRAER 7 7
A1 ILDEA

FOHHary 74 Xal—var 7ryANERELLEDL ([FOHOa 74 X2l —Ta v
77 A NVOWE] ) . Hyper-V ¥R —Y v ZHH L TEATEET,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (&) L 7,

AT w72 Hyper-V~ 31— % OAMIZEH 5 [Settings] 7 V v 7 LET, [Settings] XA 7 7Ry 7 ANREEET,
A4 [Hardware] @ T C, [IDE Controller 11 %27 UV v 7 L%,

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K



| Hyperv %M L1- ASAv DEA

12: Hyper-VI +— %

2TV RS A V&AL HyperV A0 ASAY DA VX b—L [

s

Settings for ASAv5-100-10-14-22-new on UT1COT1HPVI0307

BE |

AS2W5-100-10-14-22-new | 4 QG
& Harduare ~ | & ovD Drive
L Add Hardware
M B10S Sebect the controler and location on the controller to attach the CD/DVD drive.
Controler:  Lo<ation: :
- Moy IDE Controller 1 v | |0 (nuse) il
sk Media
+ [0 Processor
1 Spedfy the media to use with your virtual CDJDVD drive.
= I IDE Controller 0 None
# (& Hard Drive ¥ Image file:

*

§# DVD Drive
IDE Controller 1

§4 DVD Drive
dayl-v3liko

B SCSI Controlier
§ MNetwork Adspter

TFocoMm
¥ com2

H Drishenttee Drive

& Hanagement

[ame
25 Iniegration Services

& | Chedpont Fle Locaton

€1 \isers ihensel. CISCOWASAvHyperVyiay0-v .m0

| Bromse...

To remeve the virtual CDOND dirive from this virtual machine, didk Remave.
Remove

LErELY

ATY T3 HRDOSA D [Media]l D F T, [Imagefile] DT VA RZ 2R T, FOHMHISO 2> 7 4 F 2 —
ar I rANERETDIT L7 FUESRL, [Applyl 22 U v 7 LET, ASAvIX, WIalEEIREC,
%0 AR T 7 A VONFIZESWTRER SN E T,

av RS
—JL

A > %{EHA L 1= Hyper-VA~®D ASAv DA > X

Windows PowerShell =~ > K7 A > %4 L C Hyper-VIZ ASAV % A V' A h—/LC&EET, AH
LR YO Hyper-V P X— FICWDBEEIT, a2~ R I 2HLTC Hyper-V A
A N—=ITLRMERDH Y 7,

2T w71 Windows Powershell % £9°,
ATw T2 ASAV ZEBE AL £,
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Hyper-V £ L 1= ASAv DEA |
B typerv <5 — S0 £ L1 HyperV ~D ASAV DA U R F— )L

1 :

new-vm -name S$fullVMName -MemoryStartupBytes $memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

ATY T3 ASAV DEF IS LT, CPUBET 74V D 1 BEELE T,
1 -

set-vm -Name $fullVMName -ProcessorCount 4

AT T4 (EE) A X —T 2 A AL DN TWARNCEE LE T,
1 -

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

ATy TS5 (EE) %y bU—27 THLEREAIT. VLANID #2288 L £,
5 -

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

AT w76 Hyper-VINEEEZKMTHEIT, AV F—T oA AZEHLET,
£

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch

AT ST NEA 2 —T = A ZAZBMLET,
1 -

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

RTS8 A LA —T 2 A ZAFBIMLET,
Bl -

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

Hyper-V ¥ r— < v Z {8 L /= Hyper-V ~® ASAv D 1
A =L

Hyper-V ¥~ 3% — ¥ v Z ] LT, Hyper-V IZ ASAv %A A h—/LTX £,

ATw 71  [Server Manager] > [Tools] > [Hyper-V Manager] (28 L 9,
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| Hyperv %M L1- ASAv DEA

Hyper-V ¥ — 2 ¥ #{& f L 1= Hyper-V ~ D ASAv DA > R k—)L .

13 : Server Manager

Manage

Bitvise S5H Server Control Panel
Component Services
Computer Management
Connection Bdmimstration Kit
ul1c01hpv0307 Lastinstalled update M::w e
prime.cisco.com Windows Update B
Last checked for upd Embedded Lockdown Manager
Event Viewer
Group Policy Management
i ¥ \ 2 .
:30:::; Off Public: Off C'Jm:j:rws EError Repe| Health Registr A i
T T -
Eraid Bt e ?
ne i 11
,M_ o . e ty| Internat Infarmation Services ([I5) Manager na
ATFw T2 Hyper-V~vr—V¥NFERENET,
B 14: Hyper-VI *— %
Fle Agion WView [|Halp
«w 2w B
3 Hype-V Manuges ‘Actions.
Ba uconevant Virtual Machines :
Ha oo I - - - ’ — —— E
Ba uniconenoxn R B UM | Amgset Miamory_| Nyt Hew »
favic i posTeocsa Srreg 0% ol g 11340
- 3 ASACSI00 1410 Bibyhand Rurrrg 0% 124 Mg 1ysys; | impot Virtud Machine
B KSR 1001410 Mbyhard or © Hyper Semtngs.
i Asas 0108 o 107 Vihaat Swinch Manager_
A S A Lews :
B ASWI 01 10T00mand OF Vil SAN Manager
ALt a 0 300 14, 1A AE - | b Gt Dk
€| - » -
o 'mipect Duk
Cheukpssints @ (m) Seep Sernce
Tha st vts machwres Ful n OPSChEor ¥ Removs o
4 Refresh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
&) Comnacr.
L Semmgn
ASAVS-100-10-14-22-new ©
Created /22014 10209 PM Ctered b Ba Checipont
Wersaon 50 i Mo
Coneratos | & Bport
ete =] Renamne.
B Delete
Summary | Moy | twcaary | Raphcaton I Casbie Reptcation.. 2
o - » H e T
'
w

RATY T3 FUDNANAN=NAFDY R RS, HREONA 7S=A B 24527 U v 27 L, [New] >[Virtual Machine]
PRI LET,
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Hyper-V £ L 1= ASAv DEA |

. Hyper-V ¥ ~— 2 v % {5 f L 1= Hyper-V ~ D ASAv DA > R b—)L

15: FBRE< L DS

File Action Wiew Help

«= === [

25 Hyper-V Manager

| Mirtinal Raski

ga UT1C01HPVD30. .
HI U71C0THPYO20 [slew 3 Virtual Machine... ]
HI UT1COTHPVO30 | Impert Virtual Machine... Hard Disk...
Es U71C03HPVDED TEA— ' Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
— W Off
Edit Disk... thand Off
Inspect Disk... fa¥:3
I 1]
Stop Service
Remowve Server
Refresh
b The selected virtual machine has r
| Wiew 3
Help

EFELY

AT 74 [New Virtual Machine] 7 4 #'— KR FRENE T,

B CiscoBTEEX1UTARETISATUR (ASAY) 013RA—hT v THA K



| Hyperv %M L1- ASAv DEA
Hyper-V ¥ — 2 ¥ #{& f L 1= Hyper-V ~ D ASAv DA > R k—)L .

16 : [New Virtual Machine] ©9 4 — K

a New Virtual Machine Wizard =]
:k{ Before You Begin
This wizard helps you reate a virtual machine. You can use virtual machines in place of physical
eyt ot |y 1 e s g cow
Spedfy Generion To eate a virtual machine, do one of the folowing:
il : » Click Finish to create a virtual machine that is configured with default values,
Configure Ne tworking » Click Next to create a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

o> | (o] |

H
SFreli

ATYTE U4 F—FREBBUTHEEL, ROFHREAEELET,
* ASAv DA & 51T
* ASAv DAY
ASAv THR— K N TWAHHE—DO AL [ (Generation 1) ] T,

« ASAv O A E U & (100Mbps D41 1024 MB, 1Gbps D 541% 2048 MB, 2Gbps D354 13 8192
MB)

e Xy NT—U TRETE (B NT v FEHROFIEAA » FITHEHt)
A N— R T 4 2T LT

[Use an existing virtual hard disk] Z 3R L., VHDX 7 7 A VO =S L £7,

ATw 76 [#7T (Finish) 127V v 2795, ASAVIERZRTHEZA T IRy 7 ANRFRENET,
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Hyper-V £ L 1= ASAv DEA |

. Hyper-V ¥ ~— 2 v % {5 f L 1= Hyper-V ~ D ASAv DA > R b—)L

ATy T

17:FHBEE<T L O OBE

e
@ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to areate the
Spedfy Name and Location Folomra  teck it

b Description:

Assign Memory Mame: ASAv30-100-14-10-22

Confiours Ne i Gmerat:m. ::;1;:::m1

S b Network:  L1SImgmiswitch

Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<] n >

To greate the virtual machine and dose the wizard, didk Finish.

ASAVIZ4 DD VvCPU R H 55 E1E, ASAv 2 BT 2 /1IZ, vCPUEAZZEE T 20235 Y £7°, Hyper-V
V32— DL EH D [Settings] &2 Y v 7 LET, [Settings] ¥ A 7T 2 7Ry 7 AN EET, A0
[Hardware] A == —"C, [Processor] &7 VU > 7 L. [Processor] <A > % Fs~x L' ¥ 7, [Number of virtual
processors] & 4 [ZA®E L E T,

100Mbps £ L TN 1Gbps DHEMRFT 5-CliE 1 1 vCPU, 2Gbps DHEMRST 5Tl 4 {H D vCPU L7220 £, 7
A NI 1 TT,
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| Hyperv %M L1- ASAv DEA

Hyper-V % % — < v % L 1= HyperV ~D ASAv 01 © 2 k—L [}

E18:REToDTOEyYDEE

N ASAV30-100-14-10-22 v 4 » G

# Hardware ~ n Processor
9 Add Hardware |
(& BIOS You can modify the number of virtual processors based on the number of processors an

Boot Ko D the physical computer. You can also modify other resource control settings.
- Memory Mumber of virtual processors: . 4;'
8192 M8

# ) Processor | Resource control

4 Virtual processors | You can use resource controls to balance resources among virtual machines.

= B IDE Controler 0 .

Virtual machine reserve (percentage):
~Gispianorh Lo
asav 100- 14-10-22-v30. vhdx Percent of total system resources: | IJ
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):

Percent of total system resources: | 125
@ § Network Adapter s Relative weight:

115 1mgmtswitch
¥ com1
None
¥ com2
Home
b Diskette Drive
None
£ Management
\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
5 smart Paging Fie Location [
C:'\ProgramDataMicrosoftiin... =
B Anmatic Staer Aetion .

LEFELF

ATv 78 [~ (VirtualMachines) ] A ==—"7T, U A NNDASAVDO4RFTEAZ Y 7 L, [##i (Connect) ]
Z7 ) w7 LT, ASAVICHER LEd, v Y —AnE, #IEENTWD ASAY BNEREINET,

Cisco BHE 1) FARE7TSA7VR (ASAV) 913R2—+7 v TH4 K ||



. Hyper-V ¥ ~— 2 v % {5 f L 1= Hyper-V ~ D ASAv DA > R b—)L

19:RHE< L o~ DR

é"u'irl:ual Machines

-

MName
‘5 ASAV5-100-14-10-16

5 ASAVS100-10-14-22new

5 ASAVA0-100-14-10-164yhand

‘5 ASAV30-100-14-10-16

5 = ASAv10-100-14-10-16-byhs

ACALAMION 14 40 18

Checkpoints

State
Off
O
off

CPU Usage Assigned Memory

Connect...
Settings...
Start
Checkpoint

Move...
Export... sckpaoints.
Rename...

Delete...
Enable Replication...

Help

Hyper-V Z{E/f L 1= ASAVOEA |

Uptime -

ATv T [~ O (Virtual Machine Connection) | 22 Y —/L¥ 4 > R T, HkOOBERZ % 7
Uy 7 LT, ASAv ZiEZEh L £,

20:R3E< > U DORE

& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

.':__.‘}

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off
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| Hyperv %M L1- ASAv DEA
HyperV T % —S v 0xy k7—2 78 Ta0em [

ATw 10 ASAv DEEOEITIRIN 2> ) — I FERENE T,
X 21387 2 o DREDEITIRR

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection

ion |[=10] x|
pboarc ew  Helg

||rutru ol sunrpc_udp 111" to WPF commands
| ' to MP] ds

F0: converting 'f rrotoce 7" to HPF comnands

‘0: Power-0n Self-Tes

L "
= ServerCh

and installing certificate...

subordinate CA and holds a non self-si

te is Unlic
full function

Status: Running

HyperVIR—T v Mo DRy FJ—9 74 T2 DB
FLEAISNTZASAY DXy NI =7 T HET XX 127215 T, SHi

222U Eoxy b
T—0 THRTRZEBMTHHERDHY £, ZOFITIX, NEFxy NT—2 7 X752 &80
LET,

48 HREIIC

s ASAV IZA 7IRRETH AL MLENRH Y F7°,

AT w71 Hyper-V~ 31— % DA

\Z 5 [Settings] #7 U v 7 LET
el [Hardware] A == —TC

. [Settings] ¥4 7Ry 7 ANAEET,
GE)

. [Add Hardware] 7 U v 7 L. ¥KIZ [Network Adapter] #7 U v 7 L &7,
VII— Ry NT—7 THETFHEEFERALRNTLIEIN,
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Hyper-V £ L 1= ASAv DEA |

. HyperV I 2 —2 v hoDFy bI—9 FHE T2 0EM

B22:4y kO—9 THT2DEM

% _Hardware ~ | 0 Add Hardware
| Add Hardware
ﬁEIIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. Memory 551 Controller
8132MB Metwork: Adapber
[ Processor Legacy Network Adapter
1 Virtual processor Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive
asay 100 - 14-10-22-v 30, whdx
= Bl e Controller 1
§* DVD Drive A network adapter requines drivers that are instaled when you install integration
2 Bone services in the guest operating system.

B SCSI Controller
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAv30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
P Automatic Start Action
Restart if previously running |
I§) Automatic Skop Action =]

8

'!i-

3
lereir

ATFYT2 Xy VU= THETZDEMNE., (RAEAAL v F L ZTOMOEZET cx £, £/, KBTS L TVLAN
ID#HETEET,
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| Hyperv %M L1- ASAv DEA

rvto—s 7a7502n0zE I

B23: %y FO—9 FTHTAREDER

# Hardware ~ U Network Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
- Memory [ 115 1momtswitch v
a192MB
n Processor 5
1 Virtusal processar [+ Enable wirtual LAN identification
=2
gumx;.:gu “The VLAN identifier specifies the virtual LAN that this virtual machine will use for al
i 3 Hard Drive netwark communications through this network adap ter.
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1 @]
§* OVD Drive
Mone Bandvwadth Management
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter =
v 115 imgmitswitch = Specify how this network adapter utiis work bandwidth. Both M
1iaimg . | Bandwidth and Maximum Bandwidth sured in Megabits per s
U Wetwork Adapter
1151 mgmitswitch | Minimum bandwidth | 0| Mbps
I?, L Manomum bandwdth: EI Mbps
Mone :
? COM 2 o To leawe the minimum or maxmum wnrestncted, specify 0 as the value,
None
Hl:riisin:tteor'rve To remave the network sdapter from this wirtual machine, dick Remave .
one
A Management
(L “‘:"‘ s 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
75 Integration Servioes services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
s Smart Paging File Location
C:\ProgramData Microsoftiiin..
P Automabe Start Action o]
PR i a
ok || coce || mey | |2
"

2y RIT—9 PETIDRFDER

Hyper-V TiX. [Network Adapter] EWOIHMXR Y NV —2 A o F—T = A4 ZAPER S E
T, DD, Fy hT—I A E =T oA APRTRTRCAHTTHD &, HHDLWEADR
HYFEF, Hyper-Vv R —T X 2 L CARTEERETHZ LI TE £ A, WindowsPowershell
A REEHLTERETLZMLERSH Y £,

XF w71 Windows Powershell % Bf & £,
ATV T2 VEEU TRy NU—F TH T X EZERLET,
B -

Cisco BHE 1) FARE7TSA7VR (ASAV) 913R2—+7 v TH4 K ||



Hyper-V £ L 1= ASAv DEA |
B vacrrizzr—o 0y

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAvVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter S$NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter S$SNICRENAME[1] -newname outside

MAC7 FKLRRT—TJ4 245

ASAVIS N T VAT L N E—RTTy "L, HAT 7T 4 TIAZ N, T = — )V —
NRelZRIETEDL LI, TRTDOA L F—T 2 A ADMACT RLVARATS =T (v 7 EBA%
T HMENHY £7, Hyper-V 31—V ¥ NT, E721% Powershell 2~ REMHL T, Z
NEFATTEET,

HyperV Y 2—C v 2EHLE=-MACT7 KLRA R T—J 4 VO DEE

Hyper-V <3 —Y ¥ &H LT, MAC A7 —7 ¢ > 7 % Hyper-V IZFRE T E 7,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (&8 L £,
Hyper-V ¥~ R —Y ¥ BNERINET,

AT w T2 Hyper-V~X— % OO [Settings] 27 V v 7 LT, REXA T Ry AxMEET,
AT v 73 LMD [Hardware] A = = — CIRO#EEE LET,

1 [Inside] 7V >y 27 LT, A=a—%REHLET,
2. [Advanced Features]| %7 U v 7 LT, MACT RL A 47 a 2R LET,
3. [Enable MAC address spoofing] 74 h& %7 U w7 LET,

ATV T4 WA 2 —T 2 A ATH, ZOFIEEEVIELET,

ATV R SAVEFERALIZMACTY FLR RT—TJ 4 VT DERE
Windows Powershell 2~ > K 74 U ZHH LT, MAC A7 —7 1 7 % Hyper-V IZF%E T
£

AT w71 Windows Powershell Z B & £9°,
ATV T2 MACT RLA RS —T7 4 v 7 HRELET,
51
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| Hyperv %M L1- ASAv DEA
sshozz [

Set-VMNetworkAdapter -VMName Svm name\
-ComputerName Scomputer name -MacAddressSpoofing On\
-VMNetworkAdapterName $network adapter\r"

SSH DERE

Hyper-V ¥ 31— ¥ O [~ > > O (Virtual Machine Connection) ] HEHA ¥ —7 =
A AN LTCSSHT 7 BEATEDLLIICASAV ZRETEET, FOHHAa 7 4 X2l —
ary TrANEFERLTOSEAIL. ASAV ~D SSH 7 7 ¥ A ZBIITE £4, #Mco
WX, THEOHDar 74 FXal—ray 77 A LD 2B LTL &N,

ATV T1 RSAF— R_RTNGFET D EZMERLET,
5 -

asav# show crypto key mypubkey rsa
RTw T2 RSAF— LT N2V EAIE, RSAF— T HAERLET,
£

asav (conf t)# crypto key generate rsa modulus 2048
username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management
ssh version 2

ATy T3 BIOPCHSSSHAEHL TASAVICT V BEATELZ L 2R LET,

CPUEREL LKR— K

CPUEAE LR — M, FBESNZREEINICHER &7z CPUDEIG OB B E RIS NET,
W, A TIEE— 7 EELAMTIZEE CPU BRE DR 30 ~ 40% TEMEL ., v— 7 ERTH 60 ~
70% ORETEEL 7,

ASA Virtual 0> vCPU {3 FA 5

ASA Virtual ® vCPU EIZRIZIX, T —# /3 il A > b, BIXOUE T v 2Tl S
NTW5D vCPU OBENRFERENE T,

Hyper-V CTH#E S35 vCPU i FH=RIZ1E, ASA Virtual DfEHRICMNZ T, ROLONEENF
j—O

» ASA Virtual 71 R/LHEFH]
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Hyper-V £ L 1= ASAv DEA |
B crusm=0s

« ASA Virtual ¥ 3 ZEA E Tz %SYS A—/N—~ vy N

CPU e =D B!

CPU fE R OMEFHE#R AL X~ 51213, showcpuusage =~ > RafEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
et Sz vCPU O SRS RIEIZ 572 B 2 IRISR L £ 97
+ ASA Virtual LR — b : 40%
*DP : 35%
AT A 5%
* ASA (ASA Virtual L'A"— k) : 40%
cASAT A RV A=V T 10%

o Fr—/3—w N1 45%

B CiscoELEEF1UTFARETTSAT7 VR (ASAY) 013RE2— 7y THA K
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i

ASAv DR E

ASAv DEANTIL, ASDM 77 v A= HFRIREL T, AR ELLZZ 94T P T
KL ARG, Web 77 UH CASAVEHLIP 7 RLAICERI CE £9, ZOETIE, o
ATV RN ASDMIZT 7 BATELLDICTHHEE CLIT 7B AZFA T 5 451E (SSH £
721d Telnet) (ZOWTHIALE T, ZOTETHERY EiF 2 FOMOMLEOREEEIZIL. ASDM
T4 P— PR 25 4B 2D A v 2 F— B IO RREEENEETNET,

« ASDM D EHE) (129 ~—2)

« ASDM %A ] L 72 IR E D FE4T (130 ~=—2)

FEHIERE (132 X—Y)

ASDM O #CEf

ATYF1 ASDM 27 747 & LTHRE L PC TIRO URL # A/ LET,
https.//asa_ip_address/admin

WORZ L HEF> ASDMEER Y ¢ RUNFREINET,

ATy T2

* Install ASDM Launcher and Run ASDM
* Run ASDM

* Run Startup Wizard

FUoFxEA U a—RTBIE, ROFIEEZETLET,

a)
b)

[Install ASDM Launcher and Run ASDM] %2 U v 7 LE 7,

A=Y —LZERRAT—RDOT 4 — )V REZEOEFIZL A A M—LDOEE) | [OK]Z27 Y v
LET, HTTPSERRENHE SN TV ARWGAIL, 22—V —ABLIOA R—TIL XA T— R (F7 4L
NCZEH) ZASILRWTASDMIZT 7 EATE £9, HTTPSFRGEA AC LeHE, =—VF—4 L
AT SN AT— K2 AT LET,

AVAN—=TEPCIZRFLT, A A M—T%BEELET, /1A M—N5ETTDHE, ASDM-IDM
TUF e NEEBICEHEE T,
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Asav oEE |
B rsom zmL-assEoEsT

d FEHIPT RLAZANL, 2P —ZERRAT—REZEADOEFIZL FHHA A M—LDGE) |
[OK]%Z7 U w7 LEd, HITPSFRAEZ AN LT2GE., =—V—4 L EEM T Oz AT — K& A
HLET,

AT 73 Java Web Start Zfii 135121

a) [Run ASDM] ¥ 721X [Run Startup Wizard] 22 U v 7 LE T,

b) Tl IRERENTES, Ya— by bR a—X IR FELET, AT va T T r—
VarEREETICHS 2 b TEET,

c) “a— kI FHD Java Web Start Zf2E) L £ 97,

d) RSINHAT TRy 7 A>T, EEDOFEHFELZ T ANLET, Cisco ASDM-IDM Launcher

MERINET,

e) TP —HENAT—REZEADEEIZL FHA A M—LDEE) [ [OK] 227V vy 7 LET,

HTTPS i8iE&2 AN Lot 22— —4 LT oAV — K2 A LET,

ASDM #{E A L F= ¥ EA E D ETT
RD ASDM 7 4 B — FB X OFIEZMHEH L TR EZIT ) 2 &N TE X,
» Startup Wizard 31T
o ({EE) ASAV OWNBNZH BTV v 7 == ~DT 7 & AFFHA]
« (A7 =ar) VPN U 4 — KDOFET

(7> a) ASDM Ofid w7 ¢ F— RO FELT

CLI D% EIZ OV T, CiscoASA v U —ACLIav 7 4 Xab— g HA F[HE 23R
LTL7Z&E,

Startup Wizard D E1T

X2 VT 4 RV —F WAL~ A XL TEAFETE#ELT 5121, [Startup Wizard] % 5217
Liﬁ‘o

AT w71 [Wizards] > [Startup Wizard] Z#4R L £,

RATYT2 BXa T4 RV =% DAL~ A AL T, AFECE#ELLET, KERECTEET,
« RA M
« KA
ST —

e AU HE—T AR
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http://www.cisco.com/c/en/us/support/security/virtual-adaptive-security-appliance-firewall/products-installation-and-configuration-guides-list.html

| AsavozszE

(EE)

(EE) ASAVORBIZHZ5T Y v o y—n—~07 25T ]

«IP7 KL A

CAAT 4w —h

« DHCP #—/3—

« Xy hU—27 T KL AZEHHBIHI
s ZOMMDIAH

ASAV DRIZ 8 B /8T ) v DB —N—~DT7 & XEFH

[E%%E (Configuration) |>[Z 74 7 24—JL (Firewall) 1>[/87 1 w4 H—s\— (Public
Servers) | XA T, EX 2 VT 4 AN —RNHBRNIRES L, £ ¥ —F > I LNE
P N—ZT7 7 BATEDL LRV ET, EVRAA—FT—L LT, Wiy hU—2 H—
E A (Web 1 —/ 38— FTP $— =72 &) [T —P =R T VT ERATE L LT HHE
BHHIEERHY T, ZNHOHF—EAE, ASAVOHEHIZH 5. Demilitarized Zone (DMZ;
JERCEE ) LT ABOR Yy U —7 BICRETE 9, DMZIZX7 ) v 7 —nR_—%
BliET DL, N7V v T == T DHEIINE Ry N — 7 2T E L EE A,

(72 3ar) VPN 4« F— FDEFT

WDOT 4 H— K ([Wizards] > [VPN Wizards]) ZfH LT, VPN 2% E T £,

e B4 R VPN 7 ¥ — K : ASAv & Bl VPN 5T 23 AR C IPsec %1 i b o
PER L FET,

* AnyConnect VPN 77 ¢ #'— R : Cisco AnyConnect VPN Client ® SSL VPN U E— r7 7 & &
HRELET, AnyConnect 7 7 A 7 b TILASA~DE X = 7 72 SSLEEHm SRt S b
7z, VE—ha—P—ZLDMEY YV —RZA~DTZ/LVPN b3 U 7 NAREICR Y £
T ASARY v—%RETDHE, VE—ba—F—DRBEHNT 7 VLML THET 5
& X2, AnyConnect 7 7A4 7 h A XU u— RT&EET, AnyConnect 7 7147 2 k3.0
Lz A3 256, 7 747 M, SSL E721% IPsec IKEv2 VPN 7' b =2 /L% FE4T T
TFET

* Clientless SSL VPN Wizard : 77 U7 I A4 7 hLASSLVPN Y £ — K 77 & X %%

ELET, 774 TV FLVAT TP R—=ZASSLVPNIZL > T, 2—H—EIWeb 7T
PEFEHLTASA~DEF 272 E—F T Z7EAVPN F v RLEHESLTE £, 0
EnsE, 2=V —ZBFAR—F N RX=URFR I, THR—FSNDFEEONEY V—A
T 7 BATEL L9780 ET, Xy VU= EHREIT, JNV—THA T2 —H =2
V= ANDT 72 AMEREM S LET, ACLIZ, FFEDREY V—A~DT 7 & 2 %R
L7z0, A 5-0icdEATcE £,

s IPsec (IKEv1 or IKEv2) Remote Access VPN Wizard : Cisco IPsec 7 7 1 7 > b ™ IPsec VPN
VE—h T BRAEHRELET,
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AsAv EE |
B 7030 asomotoy «5— ko

Azure ~® ASAv IPsec (AR N> A X —T oA A (VTI) 5O T IEIC OV T,
FAzure ~0 ASA IPsec VTI #:#: DFER] 2B L T2 &0,

O & > > e I A
(A7 3a>v) ASDMDD ™ « H— FDEST
ARz 2= A== VPN I TRHF u—RK RT3 07 BLIUOURT v b
X FF ¥ EARETHITIL. ASDM THEFOMDO T 4 F— FEETLET,
* High Availability and Scalability Wizard : 7 =—/L A4 —/X—F =X VPN E— K T 7
FRELET,

« Packet Capture Wizard : /X7 v b ¥ 7Fx 2 EL, FITLET, 20U 40— FNiL,
ANEIA 2 —=T 2 A ZDENENT ATy XYy T F X2 IBETLES, Ty b
F¥YTTFXYTDHL PCIITy F XYy T TFYaRfFL. ATy b T FIAFTTF=v 7
BIRXNY LA TExET,

AF MR E

ASAV DR EZHATT D121, CiscoASA U —X R¥ o b &[] 2R L TLEE
AR
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https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/214109-configure-asa-ipsec-vti-connection-to-az.html
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



