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BB EA R ET ARSI B E T, —O~v=a T/, T _RTCOMEZ R L TWDADITT
1372 . T Ry 7 4 X2 b—2 g VOEFERS L TWVET,

T, Web X—Z2D GUI 7 7Y r—a v CTharEGMEtX=a 7 4 TN R 2R =Ty

(ASDM) ZMH L CASAZRE, B+ 5L b TEEd, ASDMTiE, 27 4 F = Lb—
ar U= FEEHLT, WOD»DO— kil ar 7 4 Xal—ra X ECTEET,
Fo, HFEV R TIIROVEFIIX, A TA O~V TRHEBESRTOWET,

TOw=aT7NVEELUT, [ASA] LWIHFEIE, FRZHEENRWVWIEY, FAR—FSnTH5E
T ERANCEA SN E T,

FEHEIZ DWW, [Navigating the Cisco ASA Series Documentation ]
(http://www.cisco.com/go/asadocs) ZZM L T 7230,
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A2V v 7IKF, v=2T v ZA b E—RRVRERIC b S
Tb\ij—o

4
=
Hol

VAT ANFRTHE—I T by g UBIXOERIZ, ZiESCT
TR I ET.

xlylz
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c HERBEMNC LY EURRAIMEREELEZ HI10F, v Aa—eR T 7EALTL
720N,

e —ERA VI TANERETDHINE, VAT PR—-KMITZ7EALTLLEE,

« BETHRFLEHDT U B —TFTARIFZADT TV r—vay, ®i Y a—var,
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ZEHT 5 Cisco NT B AT A~DF—F o= A & LTHEET S, WebX—RADY—/LT
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* Cisco ASA OHEZE (1 ~L—)

fERTHENC (19 =)

e T4 R RERER— T A B X (61 X—Y)

e TARBLVA A — K VYT b Ux=T T4k A (ASAv, ASA onFirepower) (125 ~X—
V)

* #WHELT /XA A Firepower 4100/9300 (193 ~2—<%°)

CRTUVART LU NI AT ANV EFT—REIIN—T Yy R T 74T U4 — L E—F

(217 =)






A1

i

Cisco ASA D=

CiscoASA L, BIMEY 2 — /L EDHERY—ERITMA, BERAT— IV T7 AT 74—
NMEBIOVPN a2ty b b—2#EEE 1 DOT A ATRAELET, ASA L, BHoEx=
V74 arT7xAN (REB7 7 A7 04— ML) . 2 7AF )7 (EEOT7 74T 74—
W1 DODT 7 AT IF—IUIHE) . AT Lo s (LAY 2) 7747 U+—/L%E
7N —T v R (LA¥3) Z7AT7 U= VAN —vay, BERAVART g o
Py, IPsec VPN, SSLVPN, 27 514 7> kL&A SSL VPN ¥R — o &, L5 B 7 ke
EHET,

e N—RU=T VT T OREEEE (13—)

« VPN O EHfaft (1 ~X—2)

« BrEgRE (1 X—2)

« 77 AT U A —HEREOBE (11 X—2)

« VPN HREOHEE. (16 X—2)

et X 2T 4 aUTHFAFOME (17 2—)

cASA 7 T AF ) T OME (17 2—)

R —ERAB IOV — =R (17 =)

IN—FKDTTFTEVI M) TOEHEM

PR—FENDITRTON—RFU 2T BIRNY 7 by =7 DO—&X, [Cisco ASA Compatibility.]
EHRRLTLLIEEN,

VPN O B #a%

['Supported VPN Platforms, Cisco ASA Series] #ZM L T 7Z2E 0,

FTEHE

o7 varyTiEH KV Y —RAOFEREERLET,
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AsA oFAsE |
B asnosnomms

A\

GE)  syslog A vE—U A NI, Fill, BEFES, BLOBEL IR syslog A v E—UZF# LT
b\\i‘a_c

ASA 9.13(1) D #Fr 4 gE

J1)y—X 20194 9A 25 H

HaE Bl

Ty b7 — L

Firepower 1010 D ASA Firepower 1010 FHDO ASA #E AL E L7z, ZOT AY by 7ETITIL, MAIAH
N— R =T AA v F & PoweronEthernet+ (PoE+) DY AR— FBAEENTWET,

FHUAETE Sz~ K : bootsystem, clock timezone, connectfxosadmin, forward
interface, interface vlan, power inline, show counters, show environment, show
interface. show inventory. show power inline, show switch mac-address-table, show

switch vlan, switchport, switchportaccess vlan, switchport mode, switchporttrunk
allowed vlan

Firepower 1120, 1140, 33X T" |Firepower 1120, 1140, L1150 HD ASA Z#HA L F L7z,

1150 H® ASA B/ X7z 2~ K : boot system, clock timezone, connect fxos admin, show

counters. show environment, show interface, show inventory
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aup

Firepower 2100 777 A4 7 > A
ESERE

Firepower 2100 %, Firepower eXtensible Operating System (FXOS) &\ 9 JffE L 725
FR—F 4 7 VAT KEFELTLET, Firepower 2100 1, IRDE— K THEITT
TET,

T FIGATUAE—NR (BIEIZFT 74NV 1R) T FIA4T A E— FTII,
ASA DT RTOREEAITHIZENTEET, FXOSCLI»Hid, mER NI T
N a—F 40 avy ROMEHTEE4,

cTTy N7 —LEF—F:FTy b7 F—LF— RTIX, FXOS T, FEARMZ
BERTA—HEN—RT 2T A H—T oA ADFKEEITILERH D F
T, TNHLOREICIT, A v Z—7 = A ZADA%NE. EtherChannels DFfEST.,
NTP, A A—VEFB/2 ENE £1vE 7, Firepower Chassis Manager Web 1 7 % —
7 =2 A AETNLFXOSCLI Z M T& £9, £D1%. ASDM £721Z ASACLI %
AL TASAANL—T 4 T VAT AMZEF 2T 4 R U—%FETE
£

9.13(1) IZ7 v 77 L—RLTWAHE, E—RI77v b 74+—ALEF—FRD
FEITRY F7,

HH/ER X 7= 2~ K : boot system, clock timezone, connect fxos admin, fxos
mode appliance, show counters, show environment, show fxos mode. show interface,
show inventory

ASAv /N A | ) B

ASAv DI/ AT U EX 2 GB TF, BIED ASAv 78 2 GB Kjiiid A€ VU TEIEL
TWDEA, ASAVWWM D AT 2T Z L7l LIRION—Y 3 U)0059.13 (1)
T T —RTAHZEEFTEERA, T, N—Y=22913 (1) ZFEHLT
LV ASAYV VM 2R THZ b TEET,

EHREIN-a<r RiIbo EH A,

ASAv MSLA #7AR— |

ASAV (X, v AaADTR—Y R Y —ER T4 ALK (MSLA) v /T LEH
R—rLTWET, ZO7alIhF, ~(—Y K Y7oz T $—ERE2H—
RX—F L IZRET D v A a0 B R LU0V — M —miFIciit &z, Y7 b
VT DITARVABIOHEED 7 L—LTU—27 T,

MSLA (ZA~—FI9A BV ZADH LWEXT, 9/ BV A A — 22—V k
VI BANL T T A & o AMERRAT G- O AR 2B B L £ 57,

HR/ER X 72~ R : license smart, mode, utility, custom-id, custom-info,
privacy. transporttype. transporturl, transport proxy

ASAV DFHR2 T A B A

TRTD ASAV 7 A B A, PAR— F SN TS FT_XTD ASAv vCPU/ A E U #
T TE2X512720 F L7, AnyConnect BELONTLS VX Dty g
HFIRIZ., BT A A FITBEEMNT BT T v b7+ —LHIRTIERL, £ A
F—/L &7 ASAY 7T v b 7 4+ — L DOERRA G2 X » TRE Y £9°,

/AT &2~ K : showversion, showvm, showcpu, show license features
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ASA OBt |

HaE

Bl

AWS D ASAv TD C5 A V[AH
VADYR— K, C4, C3, B
OM4A A AH 2 ZADYEIEY R —
[N

AWS TV w7759 REDASAV IE, C5A AL AP R— 25 L5127k
& L7z (cSlarge, cS.xlarge, 33 O8N c5.2xlarge) ,

IHIT, C4A AKX A (c4.2xlarge 35 L N cd.dxlarge) . C3 A VAKX A
(c3.2xlarge, c3.4xlarge, 35 L TN c3.8xlarge) BL UM A AKX A (md.2xlarge
BEL P md.dxlarge) OV R— FBJREES I E LT,

EHEINT-a~vr FEd £HEA,

L 0% D Azure (AR~ Y
A X% W — ;75 Microsoft
Azure @ ASAv

Microsoft Azure /X7 Y v 7 77 KD ASAv X, £ V2% < @ Linux (A8~ A
R R—bTBLo2% ELT,

* Standard D4, Standard D4 v2

* Standard D8 v3

* Standard DS3, Standard DS3 v2
* Standard DS4, Standard DS4 v2
* Standard F4. Standard F4s

* Standard F8, Standard F8s

PtV Y —ACiE, Standard D3 & Standard D3 v2 O Y%A XD HNRHHR— h i
TWE LT,

EHEINT-a~vr FEd £HEA,

DPDK @ ASAv JE3ES R — b

ASAv (¥, Data Plane Development Kit (DPDK) ODJLiERERER VAR — N LT, #HED
NICF¥ =2 —DH R —F 2D LET, ZHUZED, wVvF a7 CPUILHRyY T —
TAHE—T oA AZRFFICHR IS —E R 2R T2 01220 9,

Z AU, Microsoft Azure & Hyper-v Z [ < §7XTD ASAv /A 73— 3 FIZiH &
ET,

(G¥) DPDK OH¥AR—KE, U U—RAASA910(1) THAINE LT,

EHEINT-a~vr FEd £HEA,

VMware ESXi 6.7 FH®D ASAv %
A=k

ASAV IR T Z v b7 — A%, VMware ESXi 6.7 TEIET AHR A MEPR—FL
TWET, viovfBEWesxi.onf 7 7 A /VIZH LV VMware /N— R =7 N—T 3
MIBINE ., ESXi6.7 TASAV OF/QR /T 3 —< L A LN T EEZEHELEL
Yl

EHRINTcavr NEIdbo £8A,

74T 04+ —ILERE
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AN IR OGFT DR X 7
(GTP A VA7 a3 Y)

GTPA VAT v g VERETD & AL NEGROYII O & FN LA OB
DEFZ IR TEET, BGTOLAR LB TH L. AERe—I v J7iERE
PR A DICESEOBENH Y £,

BH/AET Z7z 2~ K : location-logging,

GTPV2 B L UGTPv1 U U — R 15
B R—hSRTOVET,

225 T GTPV23GPP29.274 VIS5.0 WY AR— h &5 L Hc Y £ L7, GTPvl
DHE . 3GPP29.060 V15.2.0 £ THR—FLTWET, HLOYR—FTIE, 24
DA =V BLOS3HOEREZOFE#HNBMNS N THET,

EEINT-avr RiEdb £HA,

7 RLRALR—=MEHO~ v
7 (MAP-T)

7 RVALER—=FDOv vy EYT (MAP) (X, EIZH—E AT 134 X — (SP) x> I
U— 7 CHEHTOHEETT, h—EX Ta X —F IPv6 EHR Y NU—7
MAP KA A BB TE, RIS, IPvd OV T A7 T4 "EHPR—FL, /3
TV w7 A E =3y b EOIPvd ERYA N & DOEE=—XIZXIELET, MAP
IZ. RFC7597, RFC7598, # L UNRFC7599 TEFRINTWNET,

FB/AE T XLz~ K : basic-mapping-rule, default-mapping-rule, ipv4-prefix,
ipv6-prefix, map-domain, share-ratio, show map-domain, start-port,

TN—TTL D AAA F—N T
N—T L — ORI 2 F
L7,

EVZDAAA T —N TN —T %R ETE £, Insingle context mode, you can
configure 200 AAA server groups (the former limit was 100). In multiple context mode, you
can configure 8 (the former limit was 4).

In addition, in multiple context mode, you can configure 8 servers per group (the former limit
was 4 servers per group). ¥ > J L AT HF A N ET— RO T N—T7 T L DOHIFED 16 1%
EHESNTHEEA,

TS DOHT LWHIIRZ 52 1 AR 5 72012

aaa-server, aaa-server host,

RDa~ FPERSNE L,

SCCP (Skinny) A > A7 3
TIE, TLS 7 U EELE &
nE LT,

tls-proxy ¥ — 7 — R, 3 X O'SCCP/Skinny K =1t A > A7 3 O R — hIBE
EENFE Lz, ZOF—T— RE5%D U U —AZT inspect skinny =~ > K75 Hl
RS D FETT,

VPN #8E

7747 k& LTD WebVPN
@ HSTS AR — k

http-headers & FEEAL % WebVPN E— RO#H LU CLI £— F2VEI &4, WebVPN
X, HTTP 2% HSTS THHAHEA RO HITPS BRICEH|TE L L) L
72o ASAINDT T T A~D WebVPN #ft HIZ Z D~y X —2KET D56, = —
P o= MRV Y —AOEDIABLETFRTENE I NERELET,
http-headers |3 D X I ITRET H T & BB TE £ 77, x-content-type-options,

x-xss-protection, hsts-client (7 7 7k & L T® WebVPN O HSTS 7" — ) |
hsts-server, ¥ 7213 content-security-policy,

FR/AET S/ 2~ K : webvpn, show webvpn hsts host (name <hostname&s{253}>
| all), 33 X TX clear webvpn hsts host (name <hostname&s{253}> | all),
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F—HHIBIME N7
Diffie-Hellman 7 /L — 7" 15 8 &
w16

Diffie-Hellman 7 /L — 7 15 B LN 16 DY 7R —
HllfR 25 i F AiL5d &L 9

crypto ikev2 policy <index> group <number> 33 JX T} crypto map <map-name>
<map-index> set pfs <group>.

NEBINT A7, ZNHOH L
[ZWL DD erypto 2~ RAEE SN E LT,

show asp table vpn-context H{ /) D
e Ttiitle

TNy THERE R LT B T2,
#VE L7-, Lock Err. No SA,

HLWEBRSN/-a~ R

WD VPN 2T F AN BT ZRHNITEBINE
IP Ver Err, ¥ £ TOF Tun Down,

: show asp table vpn-context (i /7DH) |

NA TRLSE)T 4 ERT—FE) T 1 DEBEEE

7 v it (DCD) D%f{E
ks L OIREHIOFEHR, BILW
7T AZNDODCD DY R— |k,

T v it (DCD) #A 202 L7=3%54 1%, show conn detail =~ > RZ{#H L
THRAGA & S22 %Télﬁi&%ﬂ%@f%i? 7Ty Nt AT 5 &, JF
T T 4 T AR & £, showeonn D SIIE, = RAERA U bR T r—
TENTHEIREINET, 51, DCDNRY T AL THR— &b L )27 b
F L7z,

FLVWEER SN2~ K :showconn (HADH) |

JTGAEDNT T 4w I BALRD
=

JTARRAUNRDNT T 4w 7 AMET=ZTELEH2E L, Zhiai
ARG, CPU L AT VDMK, Ny 7y Fay7hERgEnEd, Afr
DETEDHE, BYVOa2=y MRAMEAHE T 255X, 2=y MDDV T AH
V7 FENTEINZT B0, MNEAAL v T Oa— KT T ERET D E
BIRCTEET, ZOMEEX. T 74V FTA =T ZENTHET,

FHR/AETE I N7-22< 2 K : debug cluster load-monitor, load-monitor,
info load-monitor

show cluster

7 T AL REG DOt

7\I/~7° 2=y MR AL — 2=y b ERIUHEROSGA. BRORZ A% v 7
L. e rmmiib LET, ZOREX. 7741 f\“C%Z\ TSN TVET,
COMREIZ =y T LICERESH, vAX =LA L —TIIER I E T AL

GE) —HORKEAY L N, 7 7 AZfEGOERILE BN H Y FH A, Z

nNooa~vy RRax=y MFEET 2856, 7 7 AZKEE0mE b G%)
W TWThH, REDFEMIIFIZRELET, 7T AZEGOREIE
ESE DI, AEORWEREZHIFRT 20835 D £7°, show
cluster info unit-join-acceleration incompatible-config % ffi f L C, Ak
DIRNEREZRRTLET,

FH/E® X 722~ K : unit join-acceleration, show cluster info

unit-join-acceleration incompatible-config

V=T 1 T HERE
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SMTP # € DI RETRAL,

VBN LT, 794~V BLON I T T A 2 —T oA A% % FRE L TSMTP
P—=NEHFKETHZ LT, X TIUMEHTON—T 47 T—T7 0 (FEL—
TAVT T—=TNERET—FN—T 4 T T—T)) Zi#BTH7-0DIZ ASA %
BN TEET, A ¥ —T oA APFEINTHRWEGA, ASAITEBL—T ¢
YIT=TNNy Ty T eSS, @i — k= b YRR LR WAL,
F—=H =T 4 T T=TNEBRLET,

BFH/AE Sz~ K : smtp-server [primary-interface][backup-interface]

NSF 7 A ~— & iE T %7
HOYR— b

OSPF LV — &%, TRTDORAN=R T MHEENL TV DRI EE . Hello
Ry MZT Xy F I TS EO-TLVIZRS By MARET D Z EnWIfFSh T
WET, Fo, BEERR O Vvt y—) ZHERFT 27203V — 2 OFEEN
MEETY, 7272 L. RS B MEX RouterDeadInterval L W E< +3 2 iz Tca £
A, timers nsf wait =~ > i, Hello /X%~ >~ h® RS E v k% RouterDeadInterval
MAREICRET DT-OICEAINE LT,

/AT SN2~ F : timers nsf wait

TFTP 7 2 v 7 H A XEFRET D
7= DY R— b

TFTP 7 7 A WERENCEE S — k77 va v 7 A XX5124 27 7 v T,

FrLuva~ Riftpblocksize (3, LV KER7my 7 A4 XEFET HT-OITEA
SNELE, ZHUTED, TFTP 7 7 A VRS2 M E L EJ, 513 ~ 8192 47
Ty hOTay I YA XERETEET, ILWOWT 74V b7 a Y 73 A X%

1456 A7 7 v b T, Zoavr Fon BXEHHTL L, 7a v 704 X0l
WT 74V ME (S12 477 v 8) 12Uy ELET, timers nsf wait 7~ K
1Z. Hello X% > h® RS ¥ v b % RouterDeadInterval BRI ICERET 5 72 DIZEA
ShE LT,

HR/EFE SN2~ R : tftp blocksize

HEEELOL 1.1

FIPS AT — X A% EK T 5H-D
DY R— K

show running-configuration fips =~ > FiX, FIPS AN/ > TV DEEIZD A
FIPS A7 —# 2% & LET, BERELZHET 5729012, show fips =~ > KA
WASNE Lz, Z0a~y R, 8 E7I3aMREIC2 > T\ D FIPS & —
PREIMEE TN L= & X2, FIPSAT—H A2 FRLET, Z0avr R
. AL E T ITEIET 7 2 a L ORICT A AR FHEBT 572D AT — X A
LFERLET,

Bl/AE Sjufza2~ 2 K : show fips

CRLSEARA v h a~vy ROZE
Ed

AT 427 CDPURLa V7 4 Fal— 3 avwy RBHIRE ., matchcertificate
avy NIZBITLE LT,

BB Iz 2= 2 R @ crypto-ca-trustpoint crl & crl url (X% DOfhOBIE = 27
7 THIFR X4, match-certificate override-cdp 738 A SV E L7z,

TEBLUV NS TN a—TFT 4 T DHEE
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ASA OBt |

HaE

Bl

Firepower 1000, Firepower 2100
TITIAT LV AET—RNRTIA®
¥ AT — ROBE OEET
7 A

ASAIZIX, BELT 7 ¥ ADHERRIZLTT 7 4/ F TIDESHEREN G TN TV E
7, L72h > T, License Authority |28 L, 3 <IZ ASDM #7352 L TX
T, %ICASA TSSHT 7 A% RIET HHE1L. SSHEBLOSCP # M7 25 2
EHLTEET, RERKGLELELTHZOMOBEE (VPN L) TiE, &IIC
License Authority [Z8B&kT D LENH D HERKSLT A B ARHENI/R>TND
VENRHY £77,

GE)  TABURAZRET DRICEERRESL 2 T 2HIEDOHRELRAARD
& (MEFS R B LD AR E L TWDHLATE) . HTTPS #fitid 2 DA >
H—T 2 A AT Ry 7EN, R TEETA, ZONL—LOHIFMNE
BEAN R EOEHERA v ¥ —7 = A ATERINL T DHETT,
SSH TR Z T A, HTTPS#N Kb =581k, a2 Y — L iR—

(ZHEHGE L C ASA 2 FFRET D0, £@$%4/& 7 = A AHEE
5W\iﬁimgﬁ BAVSBE ISR E SN WA U F—T = A AITHE
Tz ENTEET,

EHRINTcavr NEIdbo £8A,

BN NTPZREET /L= Y XA

PIAIE, NTPFRFETIZMDS 72 MY R— M &N TWE L7z, ASAIL, ROT LT
VAL EZYR— b TDHEIRDFE L

* MD5

* SHA-1

* SHA-256

* SHA-512

+ AES-CMAC

B/ XLz 22~ K : ntp authentication-key

Firepower 4100/9300 @ ASA
Security Service Exchange (SSE)
TLA Y HR—=F

v k7 —2 T Cisco Success Network Z G N9 5 &, T /34 2O KRBT E 3

HIEW EMFHERD A ;- &N, 77 =D YR — s Ox#E(CIFEH S E
T, ASATNNA ATINEINDT LA MY F—XIZIX, CPU, ATV, T4 AT,
F TR OB RRIL, T A B ADOMEHRDL, BRESNTWDHEEY XA~ 7
FAL|T == VF— N ERR ENEGENE T,

B/ Sz~ R service telemetry 35 X OF show telemetry

show tech-support (ZiE D H /)
WEERLTND

show tech-support D 1 )3 58 f S, IROH NPT RIND X HITRV E LT,
show flow-offload info detail
show flow-offload statistics

show asp table socket

FLWAEE SL7- =2~ K : show tech-support (W7D &)
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Fay 7 ar—va A5REE
{¢ show-capture asp_drop 71D
FERETR(b:

ASP Fa v 7 o ZEFERLIZ NI Iy a—TF 7Tk, RUERICLS
ASP K v VNS EIF LA CHEMA SN TV AIEAIFIRIC. Fa v 7 OIEMRNL
BEIIRATT, ZoFERIE. Fey 7ORAKRREZRET S ECTEETT, Z0OHk
e AT 5L, EALRZ—F Y b, ASA VY —REFF, N—Ru=T E£7
. BEOASLR A€V 7% A MAKZR ED ASP K v 7 OFEMNF REINET
(Fa vy 7ONEOT a— RBREZIZR0 ET) ,

FB/AET Iz~ K . show-capture asp_drop

ZE W N% debug crypto ca

debug crypto ca transactions 35 &2 U} debug crypto ca messages 47" 3 1%, X T
D4 5H a7 Y % debug erypto ca 2~ > RAMRIZREET 27Dk EG S
TWET, £, EHAFRERT Ny 7 LUV OED 14 [THIRE v E LTz,

HH/AETE SN2~ K : debug crypto ca

Firepower 1000 35 & 12100 O FXOS HEHE

LA

LA EREIL. SSD HIK TRy — L A2 R L THL T —Z 2 RETEXRNE D
IZ. SSD LT RTOT—FEHEELET, XA RET a3 v a T 558
X, BEMELZFITTLHILERLY 77,

P/ E Xz~ R erase secure (local-mgmt)

PR— h I TWDHET /L : Firepower 1000 33 L T 2100

SE A HEZ HTTPS 7’12 h =)L

HTTPS 7 7 E A D SSL/TLS D/3— 3 VAR ETE £,
FHR/ETE I N7-2< 2 K ¢ set https access-protocols

PHR—=FEINTWDEET N : 7T b7 4 —2L F— KD Firepower 2100

[PSec B L UF— VU > 7' ® FQDN
D A

B 7 @ FQDN RZ D T2 X - THUR S 4172 x.509 GEIED DNS 4 & —E 3 5 4
ERHH L HIZ, FQDN O Z R E TE £7, IPSec DA, 9.13(1) L U AIlTAE
REN T A RE, WHIZT 740 N THEIC s TWET, VB~ O H
EFECTENCT HLERHY 7, F—V TGS, TXTOKRA M4 FQDN
THHMLERHY, AV RKI— RIFEHATEETA,

PH/AEE Sz~ R : setdns, sete-mail, set fqdn-enforce, setip. setipvé,
set remote-address. set remote-ike-id

HifkE N7z~ K : fi-a-ip, fi-a-ipv6, fi-b-ip, fi-b-ipv6
PR—=FENTWBETIN : 7T v 74— F— KO Firepower 2100
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ke 356

HLWIPSeclf 5 & 7Y AL |ROIKE BLOESP B L 703U XA BMENE L GREARTA) .

o B 5 : aes192, BEFOREEITIE, aesl128, aes256, aesl128geml6 72 ENH Y &
j‘o

« SEDIELEBEE % (PRF) (IKE O 7%) : prfsha384. prfsha512, prfsha256, BEfFED
PRF : prfshal,

o BB PET LT Y X A sha256, sha384, shaS12, shal 160, BEfFO 7 /LT U X
2\ @ shal,

« Diffie-Hellman 7 /L —7" : curve25519, ecp256. ecp384. ecp521. modp3072,
modp4096, BETFD 7 /L—7" : modp2048,

PR—=FENTWBETIN : 7T v N7 4 —2I F— RO Firepower 2100

SSH FEREDBERENLHR WD SSH Yr— AL T /b Y XL EMSNE LT,
* aes128-gcm@openssh.com
* aes256-gcm@openssh.com

* chacha20-poly@openssh.com

RO SSH Y —/8 F— WG A DM BEMENE LTz,

» diffie-hellman-group14-sha256

* curve25519-sha256

* curve25519-sha256@libssh.org

* ecdh-sha2-nistp256

* ecdh-sha2-nistp384

* ecdh-sha2-nistp521
HR/ER X 7z 2~ R : set ssh-server encrypt-algorithm, set ssh-server
kex-algorithm

PR—=FENTWDLETIV: 7T v 74— F— KO Firepower 2100

X.509 ZEAA# M EDCS % — FERAEIZ EDCS F—2 [ T& 5 L9120 £ L7, LA, RSA F—7"1F 230
AR—FINTWELT,

BB/ Xz 2~ R set elliptic-curve, set keypair-type
PR—FEINTNWDLETIV : 7T v M7 4 — L F— RO Firepower 2100
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T7AT I —IERROBE .

Bl

a—F R —

N2h&= RDOEIB/NAT =R X2V T 0 OBENBINSIVE LT,

o L—W XX T— NIZIFHRK 127 XFEFEHATEET, HOHIRIZ 80 XFTL
7:—0

« T T AN KTIX, BN AT =R FxoZ BEIIIR>THET,
cHHFENAT = RORELZRDDL T 0 T NRERRINET,

« NAT — ROFRHIREI,

o XA — REF ORI,

« set change-during-interval =~ > R4 H|fk L, set change-interval, set
no-change-interval, 35 J. T\ set history-count =~ > K disabled &~ 7°> = > %
BINLUE Lz,

FB/ZET X 2~ R @ setchange-during-interval, set expiration-grace-period.
set expiration-warning-period. set history-count, set no-change-interval, set
password, set password-expiration, set password-reuse-interval

PR—=FENTWDLETI : 7T v 74— F— KD Firepower 2100

T7A T )A—ILBEBEDITE

Tr7AT U —UE, Ry U —7 LO2—WFILDARET 7 ZANPLNE Ry hU—7
ERELET, Flo, 7oA T Ur— ML, AFHMNR Yy NS B2 —F Ry NT—I 0D
SEET DL WAy N — 7 RLOREBITVET, Web I — NETIIFTP — 372 &
HAHOL—FRFHTEL LT IMNEOH DRy NT—7 VY —=2R3bIUX, 7747
U —/THREINTNOR Yy N —7 GEREHE (DMZ) EMEEND) BICEELET,
T7AT T —NIE S TDMZIZHRAISNDT 7B AIBEINE T, DMZIZH DHDIEN
B — RI2T D728, ZOHENKE SN THREL ST 5 DITAMY — NZRES L, o
W Ry U — 7:%%%&& ClEb Y EHA, o, FFET RLVARZHIZHT 5, 383
FIRITRBAERE DTS, EISMNEO URL 7 4 VB U 7 =R T 5 & ol T
WZEoT, W= — Ry T —2 (A ¥ =3y M) 1T 7 v AT 58S %l
TAHZIELTEET,

T7AT U4 —IVIEEHRINTWAE Ry NI —JZIZERTDHEE. Ry U= 7 74
7W¢~N@$m DAY NU— NESR Y hU—213T7 7 AT U 4 —/L D% H D%

HEINTWARy NU—2 ZLTCDMZIZT7 7 AT U4 —VDOEHIZHDD, JME=2—FiZ
%@H%@T&tzﬂﬁéhfnéz/kv 7CY, ASAZEMTHE, Bl DA ¥ —
T2 A AIKHLTCEEIEREX 2V T AR —NRETEET, 2O X —T =1 AT
. EEONEA v H—T =4 A, ZEODMZ, BILOMLEILE U TEEOINEA v 2 —T7 =
AANEGENDZD, ZZTE, ZOA LV Z—T oA ADRSIF— R EW HERT 57717
<7,
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B cs2v5kus—omz

tXa) T4 RK)O—DHE

DRy NT—ZIZT 7 BATHEDIZ, 77AT UA—IVEERTHZ ENFRIESND T
T4 InEX2 VT 4R =k TROOLNET, T 74/ T, ARy hU—72
(EExX=2UT 4 LUL) oAERy hU—2 (KREF2UT 4 LUL) ~D T T 4y
Z1E, BHIZHAD ZENASAICL > THASNET, N7 74w 277 varzmAL
TEX2 VT4 RV V=52 NWAFA AT HIENTEET,

TIORRAIWN=NWIZED EZ T4 v DHFAFEITESR
T RAN—=NVEEMNT DI E T, RENOAICIATIZ N T 7 4 v 7 Z2HIRLIZY | SR
ONENZANT T2 N T 7 4 v 7 E2FFRAILTED TEET, TV vV IN—T A F—T A AT
I%. EtherType 77 A L— L&A LT, JEIP b7 7 4 v 7 &FFA[CTEET,

NAT D&
NAT OFEDOWNWL D ERIZRLET,
Wty NU—7 TT T4 X~ T RLAZHEHTEES, 774 X—F 7 FLAX,
A B —Fy NMINA—F 4 T TXFEHA,
*NAT I —H /L 7 FLAZMOF Yy FU—I NEEHT 2720, BEEE IR A b OFERS
DT RLVAZRETEEEA,

eNAT X, EEIP 7 RLAZ T R—FTDHZL T, IPL—T 4 IV OREEZRETE E
‘ﬁ—o

IPOSTA EhLDIRE

ASA X, IP /T 7 AL MEEAZRIL L £4, ZOBEX, T XTOICMP =7 — X vt —
D5ERIR Y TRy TV e ASARBHTAL—T 4 T ENDRVDIP 77 7 A FOREI T
BT VEFTLET, BX2 VT4 Fo v 7KL 77 A ME, ey FEnme s
WRiEkEnE T, BV TR T VIET 4 =T M TEE AL

HTTP, HTTPS. F/=IXFTP 7 1L R2 ) VT DiEHR

T7EAUVRRNEFEHLT, FFED Web A N EZILFTP —"~DRET 7 A& T
TFETNH, ZOXIRFETWeb A NOMHFEEZRE LEBRTLZLIL, A ¥ —Fy
NOBHEL XA F I v I RREENS, EAB LIV EHA,

ASATZ 7T RWebEFx=2UT 4 2HELLY, URLBLYZEDMOT7 4 V2 Y 7 H—F
A (ASACX X° ASAFirePOWER 72 &) ZRtTHASAEY 2 — L&A A VA =)L T 5 Z &)
T&FET, ASA L, CiscoWeb X = UT 4 TT7T7A4A T A (WSA) 7R ORI S L 4
AT 52 & b AfRETT,
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FIur—vavqvzxsvavoEmn

TIN5 —23 0 AARY 3 VDER

AVART vary Z o PUE, =TT —% Xy FRIZIP T Ly v 7 iEHREZHDIA
U#%EX% HAFI w7 IZEHD Y TOENDEIR— N ETEDZY Fx 1L EHLP—E R

METT, ZhbD7a hald, ASAIZKDT 41— "oy N A VAR g U DIFELT
%%Ekbiﬁo

HR—EFRERDN—F Dz T7ED2a—IILFERIFVI NI TES A —IADET T o
9 MiEE

—HDASAETLTIX, V7 " x2T FEVa2a—LORE, £HIFA— RV 2T EVa2—/LD
VX —UASOFANEIT) ZET, MERY—EAZRMET L ENTEET, INHDEVa—
NWEBUTRIZ 74T A AR a BT 522X, BREFHSDORY —I2HD
WCRI7 747570y TEET, £, INLDOEV2—NMINT T 4 v 7 2R ETD
LT, BERY—EREFHATHIENTEET,

QoS 7R > —m &

FRRARN) =7 ETAREDOR Yy NT—2 8T T 4 v 7 TliE, BB OEBEITHR S
NEHEA, QSIE, ZOFD NT 7 4 v 7T TAFT VT 4 ZRETDHF Y hT—THEET
T, QoS &t BRLIERY NT—F T 74 v 71280 Jnh—ERZ# T H Ry T —
7 DEETT,

IR & TCP EEfR{E D& A

TCP $&ft, UDP #fi, 8 L ORISR A HIRT 2 Z &N T £9, i & 1B O 5% i
B35 Z & T, DoS B (P — b AIEMLE) MO#ESNE T, ASA T, #IHEE O
FRAZFIH LT TCP RITZFERAESEET, RITZEIZEL-T, TCPSYN N7 v h&EMAH L
TAVH =T 2 A A% T T T 4795 DoS WENSLWNE Y AT La#E L £7, W
Brlld, HEILEMEDM TRENI /DN Ry 7 %5 T LTV WERERO Z LT
R

TCP EHbIZ., EFICR X2V Try baE R v 7325 L D IIC%EH SV m 7 TCP $Eiak
TETHERR SN D BERE T,
EZRBEHEDOA +—T Lk

A%y BB & EARBRH, S DICHEHMERE B L CEBE T 2 T ERETE
£

HEABRHHEIL. DoSHEER EOBRRITEBR L TWAAREMOH LT 7T 4 T 4 ZBH L.
HEIICV AT A ud Ayv—V2 R ELET,

WA IR A X VB TCTIE, HOABFAMRT TRy MNOIPT RLAILT VA TELNE
INE1IOTORLET (73R y FNOEBDEA T RTEIEICAXF Y7500, 1250
RANERITT 7Ry hOBEBEOR— b T RCENEIZAAL —TT5) . Ax ¥ VBB HEEE
T, WORA MRAF Y U ERITTE0EHMNLET, T 7 4 v 7 BAIZEESSIPS AF ¥
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B 7or—rz—roms

VR ST D | ASA DAX ¥ = U VEBRITEKEEIX., AX Y T/ T 4T 4 IZBALT
I CEDHRA ML 2GR T — 2 _R— 2L £,

RARN T—=HR=RL, RERT VT4 T4 2B LET, ZOLIRTI/T4ET 4IC
W, ROT 7T 4 BT 400, L TWAY—ER R—b~DT 7 A, Ifidy7z TCP
e GEZ AL IPID 2 Y) | BLIUOFDOMDOELL OEENGENE T,

WBHIZETHVAT LT Ayt —V 2R ETHLOICASAZRETEET, £/2ik. B
BIFIC R A P EPEBRCE £,

TJ7A4T794—I)L E— FOE

AT— I

ASA T, RD2O5DT7 7 AT U4 —)LE— RTEIHEL X,
e JL—7 v K

e hF AT LY |

=T v RE—RFTX, ASAIL, Xy hT—TDON—F Ky T ERRINET,

N7 AT Lk E— R TiL, ASA L Bump In The Wire] 721X (AT NVA 7747
TA—IV] DEICEEL, V—F Ry T EIFARINERA, ASAIK (7 vV 7 —7)
ONHBLONHA v F—T 2 A AR L%y MU — 7 1T L ET,

NIV ARXT VYN 774 T U4 —VE, Xy NUV—7 a7 4Xab—a UEFERICT
DIZOIEHTEET, FTUAXT LU M E—RIE, HBENPL T 7 AT U+ — VDB RZ 7
WEINTT LA LEDTT, NTUAXT LU N T A T U+ —E, oA IziIr—
Ty RE—RTTRYI7IND T 74 v ZICHEATEET, ExE F AT LY
N7 7 AT U4 —/LTlX, BtherType 7 7 €A U A NEEHTH~LFFr A K AR —LA0
FrAalSnET,

N—T vy RE=RTT VoY IN—TORE, BLOT I v VI—T L@ A2 —7 =
AAZADBON—FDOREEITZD L DT, /L—T v K E— KTl Integrated Routing and Bridging
EYVAR—FLTET, V=T vy FE—RTIE, FT7UAXT LU b E— FOMEELER T
FI, vAF arTXFANET—RERITIZ TRAZ Y U IBMETIERWES, Kby T —
Ty RE—REHEHAT L EEMFILTIESN,

AVARG I VDHME

ASA ZIBIBT D T 7 4 v I IFTRC, TETT 47 X2 VT4 TAIT) ALEHEHLT
BREIN, BENHFAINDID, FREFey 7 ERET, By v 7 o v Z2E, 3G
7 RV A, 58587 FL A, BEOR—=FRELWLWAE INEF 2y 7 TEETHN, 7y b
UV U AFERIET T INRIELWDRLE I NI T =y LERTA, 2. T AN FZITTRTON
Ty N T4 NVEERELTCT =y 735D, MBENGHIZZRZ2HER1HD £7,

GE)

TCP A7 — b NANAEREZBHAT DL, Ty b TR —2 DAL~ A ATEET,
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27—tIn1vaxsvavonz |

T2, ASADE D IRAT— TN T3 AT Ur—ViE, Ty hORDEH IR AT— KT
DVWTHR L ET,

« BIRLOBEGEN E D

FHOBE DA, ASA I, N7y 2T 78R VA NEBALTF =y 7T 508N
HY, INLUANOEFROH AT 2FTLTAT Yy NOFRERIZESEZRET H2LERH
VET, ZOF 2w 7 &8{TH720I, By arORPION 7y M Ty a UEFR
A @B LETS, FT 7407 DXATIUEET, [aryba—L 7 L—1r )RR
LEETIHARH Y 7,

Ty a VEBEANRRATITOIDFAZITROEBY TT,

T IR VARANEDRET = v/

cNN—h NI T v

« NAT 254 (xlates) DE| Y 24T

o [T7 A KRR TORY g OWEST
ASAIX, TCP h T 7 4 w7 D7 7 AN NACHRE T r—L U N—R 7o —Z{El L E
T ASA L. MEANABMEHTE S LI, UDP, ICMP (ICMP A » A7 g )3 A

F—=TNDOEE) REODaRT gL AT o ha L OEFREOBFBR S ERT S0
T, Zhvop7a barb 7y AN RXRAEERHTE £,

N

GE) SCTP Rl ofhdIP 7u ha/LdifsE ., ASAIXIU X—Z 82 7
o—%{ER L EH A, TOTD, 2L O ST 5 ICMP
T5— RNy MIRryFENET,

VAXYTIA VAR Vg VIRE Xy b (N7 hORA B — RORAEF I ZEER
WEE) X, 2 bhr— b L= RNRIZEESNET, LAV TA AT gy m Y
UL 20 EDF v x L EFE O a )L TRETY, 2 0L EOF v 3D 1 Di)E
HOR— I NEFEEHT LT —F Fx XV T, 20Tty v a r TEIZRRHKR— ME
FEEHT 2y br— Fr T, ZOLSRT m halix, FTP, H.323, ¥
FOYSNMP 3 H 0 £,

HESLHE Hr DEGGEDE D D,

%ﬁﬁ‘iﬁ“f WL SN TWDEAIE, ASAT/HRr y "OBEF v 7 2T HMNEETH Y 4
o —HT BNy FOKREIE, WHAT (77 —A b NAZ@ETEET, &ES
xfﬁbhé&X&i&®kkDTTo

o IP F = v 7 Y LRRFE

ek var Ay I TS
e TCP > —/ 7V AEFDF =7

c WEfFE w3 AT ES <O NAT A4
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B venvissoms

L AT I A —HEBLONLA Y 4~y X —FRE
LAYTA AR g EALBEETALAT e ha) WIS TE57—% N7y b EEs A
B TEET,

Sty ay Ny hopiZiE, By va VEBRARERFa br—L T L—
URAEBIEBEBBALRTNIER SRV EORH Y £, By va VEH XA @B
B2y M, A VAR arEREarT oY T4V ) T ENEE 5 HTTP
Ry KREENET, 2 ha—L FL—r RAFEBRTH7y MIE, LAY 7
AVART Y arEELTLFa balpary ha—L oy MREGENET,

VPN #EED B E

VPN L, TCP/IP %> NU—7 (f X —X v  NpE) EOovXa 7T, 774 X—F
PR LTERRSNET, 20X a7 REwIE bV EMEERE T, ASAIX, FoxRY
v T havEFEALT, EXa VT g RIA—FORIT— RV OVERGS X
WEHE, Ny bhoh7'vrfb, bRV EBLIE Ny NOREERITRE. Ny bod
TR ILDRREREITVET, ASALX, B A hRrADZ RARA > ME L THELET, =
LzIE,. = RNy REZELTHTEBAUEEL, FRE U XALDE ) — DT RRA
VMIBEETHIENTEET, TOZ RKRA T, X7y MIh 7 b &R S L.
BM725ielcs G snEd, 2 ¥X2 VT4 T I7A4 T RE, A7 vufbaniz R
v MeZE LT T B E R L, £ a5 Blcib G526 TEET, ASA
. TNDOMREEEZFATT DO ST I E BT o Fa e igg LEd,

ASA 13, ROREZFATL £7,
o b RILORENT
« hURNL NI A—ZDORAvT— 3
o 22— P DG
e 22— T RLADE| Y 4T
« 7= Ok L E 51k
cbFXa VT 4 F—DEH
s NNV EM LT — A A
s NNV U RKA VR ERITIL—F L LTOEREEREOT —F kDB

ASA X, TNOOMRELZ F(TTA-DICS TN ERERET o ha L ZERILET,
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txay7sarrxz romz

tXaFq4 AVTFRXFOBE

H—DASAIX, BEX=2UT7 4 a7 F RN EMEINDEEORET S, AR—FT 4 a3 v
fbc&Ed, a7 A NI, MEBOEFXF2V T o RV o— A ¥ —TxA A, BLOE
FRE ZFFOMNL LI2T A AT, w/LF arTFAMI, BEORE L RT7ay T34 &
EEATLHZEIUTHWET, AT arTXFARNE—RNTIE, V=T 44T T—TN, T7
AT U4 —/VHERE, IPS, B Y, SESERBES TR - S T0ES, 2L, -
FENTWRWEREL H D 9, FEMICOVWTIE, BEICETIEEELSHML TLIEE N,

VI F arTEFARE—FROEA, ASAICIE, EX2 VT4 RV — A FZ—T A R,

BIOARZ U RT R TNRA ATHECTZDIEEAEDF T v a v z#hT5ar7xA D
LAy T 4 Xal—TarRNEEnET, VATLAEHEN LT XA MBI LI OE R
TAIE, AV TFARAMNEVAT LA T 4 X2 b—a VICRELET, 2R, L
T—RFNRELFEILL, A= T vT a7 Falb—rartEd, VATLa T4
Falb— a0, ASA DERREEZHNLET, VAT L a7 4 F¥ab— 3 U,

Iy NI =T A H =T 2 ARXy NI RTEFEENETA, TORDVIT, Xv b
T—7 YUY —=RIZT 7 BATHULENELTL X (=B arTFXFANEX T mn— R
TH72E) | VATAFEHALTXARE LTHREESN TS I U THFRA MOWTINESE
HALET,

BHaLUTXANMI, hoar T3 AR Eo0LKFELTYT, 2L, a—REHa T %
A PMIa A rThHE, VAT AEMEHREESDOT, VATFTLAALTIXA MBI OMOT
RCOAVTHXANMIT 7B AAREIZRDRNELY 97,

ASA U SRR 2T DEE

ASA 7 T AEZ Y 7 EFIHT S &, D ASA 7 —FL LT, 1 DOMmIET A A2
HIZENWTEET, VITRAZE, B—T A ZAOTXTORMEN (FHE, Ry hT—7 ~Oiff
) ®iAD T, BET A AL > TEWVWAL—Ty "BIOILEMSZERL 7,
FTRCOar74F¥alb—rval i (- AMNI T a7 4 F¥alb—v g 2Fk<)
X, vAZ— 2=y N ETORFEITLET, a7 4 Falb—Ta i A Na2=v b E
BRI ET,

BRI —EXBLUVLA—H—ER
—H OV —CADY =2 T VI, FERRETA FBIOA T A4 v~ 7 L3R8T
D ET,
BEY—EXICETHH4 K

gk — 2 Z2FIA LT, =& 21, B —t 2 (Unified Communications) D&
X2 VT g TaxvERHELEY, Ry hxy N VTG T7 40w T 740X Y 7% Cisco
ToTT—F P —=NOEAF I v T—E_XR—=RALHAEDOETRM L2V . Cisco Web

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |
B =nuv—cxsrvLsv—y—£2

X2 VT T TIAT U AFADWCCP Yy —EAZFAL L0422 212k, ASA &
o A BB OMAERANREEICZD 3, ZNOLORERRT—EADO—EIZ 2T
X, BloFA RTHBESNTWET,

+ [Cisco ASA Botnet Traffic Filter Guide.]
+ [Cisco ASA NetFlow Implementation Guide ]
+ [Cisco ASA Unified Communications GuideJ

+ [Cisco ASA WCCP Traffic Redirection GuideJ

[SNMP Version 3 Tools Implementation Guide/

LAHY—Y—ER HA K

LY — P —ERTHED ASA THR—FENTWETR, LEERY—E 22D
DIHEATERHELRHY T, LI —P—ERIZOWVWTERIDOHT A RTEH I TH
iﬁ—o

[Cisco ASA Legacy Feature Guide]

IO =a T VORI, RO LEBY TT,
* RIP DRXE
c Xy hT—27 T8 AD AAA HH

1P AT —T 4 T DRIk E DY — O (ip verify reverse-path) . 7 7 7
AV N YA XOFEE (fragment) | REEEKEO 7 2> 7 (shun) | TCP A7 =
Y OF%E (ASDM H) | BLUOEAKRIPS 4 AR — 32 IPEEDOKE (ip audit)

c T 4NEY T P —ERADHRE
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http://www.cisco.com/c/en/us/td/docs/security/asa/special/botnet/guide/asa-botnet.html
http://www.cisco.com/c/en/us/td/docs/security/asa/special/netflow/guide/asa_netflow.html
http://www.cisco.com/c/en/us/td/docs/security/asa/special/unified-communications/guide/unified-comm.html
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http://www.cisco.com/c/en/us/td/docs/security/asa/snmp/snmpv3_tools.html
http://www.cisco.com/c/en/us/td/docs/security/asa/legacy/asa-legacy-gd.html

;2

i

ERAT DHIIC

Z DETIL, Cisco ASA OfE % BtrT 2 FIEICHOWTEIH L £,

ca<w LRI A F—TxA A (CLI) DAy —A~DT 7EAx (19 5—)

« ASDM 7 7 B ADEE (27 =—)

« ASDM DOt (31 ~—)

s TIGHAREOT 7 40 MiRE (32 X—2)

T TFIAT U AETNET T v b7 F— D F— R~ Firepower 2100 DFRE (50 ~<—3)
e T 4 X2l —g U EE (523—)

« Bt O EL L OWA (58 X—)

cASA DY 11— R (58 2—)

ARSI A MM A —T AR (CL) a2y —ILA

DT7IER

N

MR EZAT O I, 2 Y — b R— MPbHEHCLIICTY 7 EA LET, £O%, #unique 32
IZHE> T Telnet £721XSSH A H LT, VE— K 727 EREZHRETEET, VAT LRTT
vV TF arTX AN ET—RFRTEEL TWAGEAIE, 2 Y=V R—NIT77&8AT5H LY
AT DDFATAR—=RIZAD 77,

G

ASAVD ) — )L T 7B RZOWNWTIL, ASAVD I A w7 AF— KA RESZRL TS
AN

TFITS5AToRADY—ILADT IR

TTIAT Ay —)VIZT 7B AT 5HI1I21L. IROFIBICHENE T,
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B 757 2a0v—n~075+t2

ATy

ATy T2

ATvT3

ATvT4

FIE

fHEaoaryy—n  r—TNEFHLCaryta—FEday VY —)LiR— MR LET, ¥—
SN 2 L—F EEREE N0 R —, T—HX Ey 8, RNUTF 4L, ARy T EY L
1. 7a—#l#Z2 LICREL T, v Y —/UZEmR LET,

=)L =T NDFEHMZONTIL, ASADNN— R =7 A4 REBRBLTIEE N,

Enter ¥— %L T, ROTa L F I RFRENDLZ L AHRLET,

ciscoasa>

Zo7ur7 hMi, 2—VEXECE— FTIEEL WD LERLET, =2—PEXECE—F
Tlx, KAz~ FOREFHTX E7,
¥ibE EXEC E— RIZT7 7 BAXA L%,

enable

enable =~ > RZRANTAS LIk &IT, NAT— FEEET 5 L1k b ET,
11 -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.

Enter Password: *****%

Repeat Password: ****x*xx*
ciscoasa#

HELNDTRTOa~vy NE, BHEEXECE— RCHEATX T, FMEEXECE— R =
V74X al—iarEF—RIIALZELTEET,

Fitet— R 2R T4 DITE, disable =~ N, exit 2~ N, £/oiF quit 2~ REZ AL
5

Ja—) a7 4Xal—yary B—RIT7EBALET,

configure terminal

1 -

ciscoasa# configure terminal
ciscoasa(config) #

Jsua—Lar7 4 Xal—valrET— b ASADRTEERBTEET, Je—rUr oy
T4 X2l —alryET—RERTTDHIE, exita~v R, quit2~<> K, £/ldend 2~
KEANDTLET,
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Firepower 2100 75 v k 7+ —L E— FDavy—L~n7 o1 2 [

Firepower2100 75w 74 —L E—FDaAVY—=ILADT IR

ATy I

ATy T2

ATvT3

Firepower 2100 = >/ —/)L 7"— kT FXOS CLI\Z#%%¢ L £ 77, &IZ, FXOS CLI /5 ASA =22
VIR L, BERALAZ LN TEXET, FXOSITSSH#EERT 2341, ASACLIIZ & #5t
T&F9, SSH O DEEGIL = > Y — VR Tld 7z =8, FXOS SSH #5657 H %D ASA
W iTH 2 L TE 9, [FREIC. ASA IZ SSH #55t 4 2381, FXOS CLI 2k Tx £
7,

IR HEIIC

TEICRFFCE D 3 Y VG 1 D72 T, FXOS 22—t ASA D= Y — )b
W T D356, Telnet £ 7213 SSH #5056 L IXHEL D | Z ORI KRBT,

FIE

B oy Ya—HF%&ar YV —/LR— MIEHE L £ 9, Firepower2100 (21X DB-9toRJ-45> U 7
VI —TNRR L TWA TS, BT 2703 — K X—F 8o ) 7L to USB 7 —
TNANMETT, THEHOFNL—F 7 VAT MINLERUSB Y 7L RIA & 0§
AVAR=LLTLEEN, ROV TAREEFEHLET,

* 9600 7R —

*87—% v b

e NUT 472 L

IRy T EY
FXOSCLIIZ#fe LET, =—HF 7 LT vy vA2 AN LET, 7 7 4/L Tk, admin = —
PETFT T H N hDO/SRAT— R Adminl23 ZfHL e /4 o TEE7,

ASA I L ¥ 7,

connect asa

1 -

firepower-21004# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

¥ M EXEC E— RIZ7 7B AL ET,

enable
enable 2~ RERINCAN LI L X0, RAT—REEETL LI ICROLNET,
B -

ciscoasa> enable
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B ricrower 210 759 For—L E—FOILY—LADT IR

ATvT4

ATy T5
ATy T6

Password:

The enable password is not set. Please set it now.
Enter Password: *****x*

Repeat Password: ****x*xx*

ciscoasa#

BEUNDT X THa~r Nid, FHEEXECE— RCHEHATEE4, FHEXECE— Kbz
V74X 2Ll —va T RICABIELTEET,

FifEE— REHK T3 BHIT1, disable =<2 K| exit 2~ F, £Xid quit 2~ K& AL
7,

Jua—)ar7 4 Xal—ary B—RIT7EBALET,
configure terminal

1 -

ciscoasa# configure terminal
ciscoasa(config) #

Jsa—bar7Z 4 Xal—valrET— b ASADREERBTEET, Je—rUr oy
TA4FX 2l —varyE—REETTHI0E, exita~v2 RN, quit2~> K, £/idend 2~
KEATTLET,

FXOS 22>V —/VIZERE A2, Ctriva, d & A LET,
ASA |2 SSH #:559 2354 (ASA TSSHT7 7B AEREL-%) . FXOS CLIIZHEF: LF 9,
connect fxos

FXOS ~D#IEZ RO ONET, T 74/ hO2—H4 : admin B LR/ A U — | : Admin123
A LET, ASACLIIZEDITIL, exit & AT 20, F721F Ctrl-Shift-6, x & ASJLFE
7,

&1

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FXO0S 2.2(2.32) kp2110

kp2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

[..]

kp2110#

kp2110# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss

Firepower 1000 35 £ U210 7 754 7 V2 E— KDa>y—u~n7 s £z [

ciscoasa#

Firepower 1000 5 &K U 2100 7 75 A 7R E— kDAY —ILADT

7€XA

&

ATy T2

Firepower 1000 33 X TX2100 7 754 7> A F— R =V —/L iR— ML, ASA CLI [Z#5k L
F£7 (FXOS CLI IZH5t 7 5 Firepower 2100 77 > N 74— A F— KDV —)L L1357
£9) . ASACLINS., T TNy a—T 4 7 DO=HIZ Telnet 247 L T FXOS CLI IZH5#5¢
TEET,

FIE

BHa v a—H¥%Ear Y/ —)LR— MIEgE L £9, Firepower 1000 (21X, USBAtoB ' U T
V=T MR L CWET,  Firepower 2100 (21 DB-9 to RJ-45 > U 7L 77— /L3 g L
TWAHEYD, BT 572013 — K =7 48D ) 7L toUSB 7 — 7 VINMLETY, =
FEHOAR V=T 4 7 VAT MIREIRUSB Y Y TV RT A RN A A h—L L TKL
EEN, ROV TIVREEFBHLET,

* 9600 R —
87 —H v b
e NRUT 4721
1 AFy7 EYLH

ASACLIIZES LET, T 74NV FTIE, 2 V=N T I RBRIUNERZ—F 7 LT %
MEIH Y FEA,

HHE EXEC E— N7 78 A LET,

enable

enable =~ REZRPNIASN LIz &Iz, RRAU—FEEETL I ITROENET,
1 -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%

Repeat Password: *****x

ciscoasa#

ASA TRE LA X —7 /N R2T7— KL, FXOS BEEZED—Y RAU—FTHLH Y., ASA
DOFEN B L2 8E8013. FX0OS 7 = — /Lt —7 FT— NIZBITLET,
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. Firepower 4100/9300 v —> LD ASA I —I)LADT Y £ R

ATvT3

ATy T4

BEUSNDTXTOa<wr L, BHHEEXECE— F AT £, HMEEXECE— Kb o
V74 Fal—varyET—RICADLZELTEET,

FRHEE— RZM T3 51213, disable, exit, /- iX quit 2~ REAHLET,

Ju—r\)b a7 4 Fal—aryET—RNIT7EALET,
configure terminal

1 -

ciscoasa# configure terminal
ciscoasa(config) #

Ja—r\) a7 4 Xal—arET— RnE5ASADOREXFBTCEES, Fa—L oy
T4 F¥al—ay B— RFEKTT DL, exit, quit, F72iZend 2~ FEANLET,

({£:#) FXOS CLIIZ#EkE L £ 7,
connect fxos [admin]

eadmin : EEEL_NVDOT 7 AR LET, oA TV arEiFELR0nE, 2—3
DT 7 ZMEIHHLBOERT 72220 £4, FHEET—RFRTH-ThH, 27 4
Fal—vary avwry NIMEATERWVWI LIZERELTLEEZ N,

2—PF I VLT oY VDA EZROONER A, BAED ASA =2 —V LN FXOS ITESN D
728, BINOa 7 A AINEH Y 8 A, ASACLIICE D21, exit & AJ14 572>, Ctrl+Shift+6
L, x EASLET,

FXOS NCliX, scopesecurity/show audit-logs =~ > R L C2—% 777 4 © 7 4 KR
TEET,

1 -

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

Firepower 4100/9300 v —< EDASA O V) —ILADT I X

WA E DA . Firepower 4100/9300 ¥ % —3 A— 4 HZ (2 Y —/L R— M2, H5D
UM T Telnet £721XSSH Z2FH L CYVE—FT) #itL Ca~v > R4 f ¥ —T =4 AT
TI7EBAL, ASA X2V T 0 TV 2a— VIR LET,
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ATy

ATy T2

ATvT3

Firepower 4100/9300 v —> LMD ASA I Y —)LADT IR .

FIE

it

=

Firepower4100/9300 > ¥ — 3 A—/ "\ SA H CLI (2> Y —/LE72ILSSH) T8
ey va R LET,

connect module slof {console | telnet}

Telnet e &= FH T 2F]M0E, BV 2 — VICRRHIEE O v v a VERE TS, EdEEN
HWL B T,

MOTE 22— NIIT 7 EATHEXIT, FXOSE 2a— /LD CLIZCT Z7EA LET, FD%
ASA T 7V r—3 g NIRRT AVLENH D £77,

connect asa

% -

L. KIZ ASA

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

BE DL~V THh H ¥ EXEC E— FICT 7B A L7,

enable

enable 2~ RAEFOIZAT LI X0, RAU—RELETFT 2 L2 RkRDLNET,
1 -

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%*

Repeat Password: ****#*x*

asa#

RELADTNATHa~wr Nk, BHEXECE— F AT T, BHEXECE— Kb a
V74X al—TarEB—RIIABRZEETEET,

FrtEE— RAZHT9 5121, disable 2~ N, exit 2~ N, E7oiT quit =~ RE AL
gzjro

Jua—srarZ4Xal—yar T REBBLET,
configure terminal

&1

asa# configure terminal
asa (config) #

Ia—s b a7 4 X alb—ayET— RT3 5I121%, disable, exit, 7213 quit 2+
YR AN LET,
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B o oro7zva—navy—n~o7stz

ATy T4

ATy TH

Ctrl-a. d E AN L, 77U A —3 gy arV—L%a&TLTFX0S EY=2—/L CLLICEEI L
ij‘o

N TN a—T 4 T DIZDIT FX0S £V 2 —/L® CLI T 585580860 £7,
FXOS CLI D Z—73A ' LoYULIZREY £97,
AVY—LERTLES,
a) ~& AT
Telnet 7 7'V r—2 a Y0 b Y £97,
b) Telnet 7 7'V r—3a U &&KTT 5T, REATLET,

telnet>quit

Telnet v a3 V&8 TLET,
a) Ctrl-],. XA

YOI b9z T7 EDa—)LaAYV—ILADTHI 1R

\)

ASA 5506-X |2 ASAFirePOWER 2 E DY 7 v =27 £V a—)L&E A A =L L TWBEE,
FVa—ary— i ~DEva R ETTXET,

GE)

session 2~ RZfH L TASANRN Y 7 L — %4 LT N—RKU=2T7 ¥ a2a—/LCLIIZT 7
TATHZLIITEEREA,

FIE

ASACLI G, EVa—A~Dt v araFfrLET,
session {sfr | cxsc | ips} console

&1

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23
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ASASS06WX 7 ¥ LR 75 2R KA vk avy—n~n7s+x [

ASAS506W-X DA VLA 7oA RA a2 Y—ILADT7 IR

TJAY VAT IEABRALL N ar ) —NIT Z7ERATAIZ1E, ROFIAEZETLET,

FIE

ATy T1 ASACLI IS, T7HBARAL LV b~DEY g L E2FITLET,
session wlan console

&1

ciscoasa# session wlan console
opening console session with module wlan
connected to module wlan. Escape character sequence is ‘CTRL-"X’

ap>

AT T2 7UHARAL b CLIIZOWTIE, [Cisco I0S Configuration Guide for Autonomous Aironet
Access Points] ZZH L T 7230,

ASDM 7 U £ A DEXTE

TITEH. T4 AT 4 X2 —2 g U TASDMIZT V2T B HE BIOTF 7+
NV RBREDRIZWGERILT 7B R ERET D ITEICOWVTHALET,

ASDM 77 R (7FS54 7R, ASAY) [#tF B TIHHFHOT
A ba0T74FaL—2 a3 DFER

THRHFIEOTFT 74 a7 4 Fab— g o Tld, ASDMESFHIT 74V FDXy N T —
JRETHEAIRESNTVET,

FIE

WD B—T oA ZABIORRY VT — T HELMHH L T ASDM 12855 LE 7,
EHA L —T A AT, THEHOETNVICL > TR Y £,

* Firepower 1010 : &2 1/1 (192.168.45.1) | F7IINEBA —H* > b 172~ 1/8
(192.168.1.1) , EFARA ML 192.168.45.0124 % NU—ZIZ[RE S, NEAR AR b
1% 192.168.1.024 % v U —ZIZREZIINET,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .
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ASA OBt |
B som7roezonza<ax

« T 7T AT A F— KD Firepower 1100 35 X0 2100 : NEBA —H %~ b 1/2
(192.168.1.1) . F7=1XEFL 1/1 (DHCP 7°5) o PNEBAR AR MiE 192.168.1.024 %~ +
T—JIZBESNET, BEFA MIMEEDORY NT—I MWL T VB ATEET,

« 77w N7 4 —2A F— KO Firepower 2100 : FH 1/1 (192.168.45.1) , EHIA A Mk
192.168.45.0/24 %> h T — 7 IZIRE I E T,

* Firepower 4100/9300 : JEBARFCER SN2 EH I A T A X —T =2 A AL IPT KL
A, BHEAMMEEDOR Yy NT—INSET 7 EATEET,

« ASA 5506-X. ASA 5506W-X : PN GigabitEthernett 1/2 ~ 1/8, 3 X O Wi-Fi
GigabitEthernet 1/9 (192.168.10.1) , PNEBAS A ML 192.168.1.0/24 % v b U — 27 ([Z[RE
S, Wi-Fi A FE 192.168.10.024 IZ[BE <N E T,

+ ASA 5508-X 35 L TN ASA 5516-X : N¥B GigabitEthernet 1/2 (192.168.1.1) . Inside hosts
are limited to the 192.168.1.0/24 network.

* ASA 5525-X L : AFER 0/0 (192.168.1.1)  AFEEARA MF 192.168.1.0/24 % hU—7
CIRESNET,

« ASA : EHE0/0 CEABHNIERE) . SRR MIBEHRY NU—ZIZRESNET,

< ISA 3000 : & 1/1 (192.168.1.1) . &R A ME 192.168.1.024 %~ N T — 7 IZRE
ENET,

GE) ~NFarrFXANE—RIEFTETDIE, LRRORy NI RTEEFHL TEH
QT HRA RN ASDMIZT 7B ATE S L9122 £97,

EENEYD
THHERF DT 7 4L FiRE (32 X—)
“NF A THA N T—ROFGMEERITT 4+ E—T L (266 X—)
ASDM DEEHE) (31 _—2)

ASDM 7V ERXRDHRAZTA4 X

WOGFIFZ 1 DU EETIELLGEIE. ZOFIEZEHLET,
s THHIMIEOFT 74V N a7 4 Falb—3a Bl
CEHIIP T L AZZE LTV,
s RTUVAXRT LU RN 77 AT Ur—/bET— RIZEFE LTV,
e wNT AT HAN E— RIZEE L2V,
YT N N—Ty K E— ROLE, ASDMICHUENOELGICT 7B AT 57012, A O

FIIPT RLARRETEAA IV a v a2 -THEBMBEOT 74 a7 4 X2 —3
CVEBATAZEEHIRELET, ZOHICEHEINTWD FIEE, BFillZe=—X (FT AR
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\}

asom 7o £znhzs2<4 2 |

TV hE-RRTALT arTH AL F— FORERE) BdHDHHE. MOBEZHMERT
DUENH LB EIZOMEM LTI ZE 0,

GE)

ATy T
ATy T2

ATvT3

ATvT4

ATy TH

ASAV DA, BARFIC R TV ART L M= RERETE 5720, ZOFIEIL, et
V7T H50ERHLEER Y, BABITEIICRYLHET,

FIE

oY —)LIR— FTCLIIZT 7 BALET,
(F7vay) NFUAXT LU N 7 AT U5 —VE— R A 32— LET,
oy REF REEZ VT LET,

firewall transparent

EEA =T 2 AERELET,

interface interface id
nameif name
security-level level
no shutdown
ip address ip address mask

B -

ciscoasa (config)# interface management 0/0
ciscoasa(config-if) # nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if) # no shutdown

( )

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

security-level /X, 1~ 100 D¥FTY, 100 B HELETT,

(B SN EBAA M) By NUY—2 O DHCP 7— VEHELET,

dhcpd address ip address-ip address interface name
dhcpd enable interface name

1 -

ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa (config)# dhcpd enable management

DFEPFICA L A =T 2 A AT RLAREFENTWRNI & ZHERLET,
(VE— FEHARA M) BHEAZ b~DL— 2R ELET,

route management _ifc management host_ip mask gateway ip 1
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1 :

ciscoasa(config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

AT w76 ASDM @ HTTP % — % A X —T7 /LI L E T,

http server enable

ATy TT HEHAEZRDASDM ~DT 7 AEFFRILET,
http ip_address mask interface_name

1 -

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

ATYT8 REZRFLET,

write memory
RAFYT9 (AFvay) BE—RevLF T—RICERELET,
mode multiple

Tar 7 INREREINTES., MEORELZEH LT A MNMIERT AL 2EELET,
ASAZVE—KRTBLIRDENFET,

i

WKOBETIE, 77AT T4 =V E—RB KT AT LU k= RICEIN,
Management 0/0 1 > % —7 = A ZANGEE S, HEA A MIxt L TASDM 231 x—7
JTSNET,

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

BMELEYY
THMRE DT 7 4 v MR EDE T (34 X—2)
Ty AT U —/bE— ROFKE (230 X—)
TTIAT VAR Ay ) —)~DT 74 (19 =2—)
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asom oiesr i

ASDM OjE#E) (31 ~—)

ASDM O HCEf

ASDM %, KD 2 H>DFIETERETXF4,

«ASDM-IDM 7 > F v : T F vid, ASADSL Web 7 7 UV AFH L THE Y ra—RER
BT TV r—2arTt, TNEHEATIE, FEDASAIP T FL A IZERTEET,
o> ASA 2T 285G, JV Ty 2HEX Ve — RTH34EEIH D THA,

« Java Web Start : FFEJ 25 ASA Z L 12 Web 77 ¥ CHEFE L T, Java Web Start 77" U 45—
VarERGFERIIESTAOLERSHY FT, EE T a—HI v a— by bEE
HFT&EET, 7272L, ASAIP T RLAZEIZva— b by FESITDHUHLERHD £9,

GE)

ATvT1

ATy T2

Web Start ZEHT 25513, JavaF vy v 227 U7 LT EIN, 77T L/fcﬁl/\ﬁm\
Hostscan 72 E D1 7' A VRIIAR Y L —Zx T A EE R Kb D afeeEtEnH 0 £3, ZORE
FUFXEHEAL TCWAEASIZIERELET A,

ASDM Tlt., BHO=DIZHD ASATP 7 L AN Tx £3, T F v & Java Web Start
DOHEREDEVNL, EIT, 2—FRRANZED X 512 ASA IZHEF L. ASDM &+ 22002 H
D E9,

ZIZTiE, T ASDMIZEER T A HIEIZHOW T LE9, WIZT > F ¥ £ 7213 Java Web Start
ZMif LT ASDM % EET 2 FIEIZOWTHAL £,

ASDM | & — A1 /L dD \Users\<user_id>\.asdm7 4 L7 RUNIZFx ¥ v =, vY BILUKRER
EOT7 7 ANVERIFEL, TempT 4 L7 M UNIZH AnyConnect 7R 7 7 A VIR ED T 7 A V%
REFELET,

FIE

ASDM 7 74 7 FE LTHRELZa v Ea—% TIRO URL A L ET,
https://asa_ip_address/admin
RORZ a2 Ff> ASDM BB ~— P NEIR SN ET,

* Install ASDM Launcher and Run ASDM

* Run ASDM

* Run Startup Wizard

TroFxEFXTya— RT 52, ROFIEEZFEITLET,
a) [Install ASDM Launcher and Run ASDM] #7 U v 7 L¥ 7,
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B siessororLrae

ATvT3

b) Z—PFHERRT—=ROT 4 — )V REZEOEEIZL FHA A F—LOHE) | [OK] %
70 v 7 LET, HTTPS PFENRE SN TV ARWEAIL, 2—VP4AB LIRS R—TIL
AT— K (T 74/ N TZH) ZANL7RWTASDMIZT 7B AT& %9, CLI Tenable
gy RERICAS L&, RAUV—FRZ2ERET5 L9 RO ET, ASDMIC
nryA Lz, ZoEEREHINERA, FHOEFICLANELSIZ, TES
PR AR—T N NRRAT—=REERTTHZ L2REDLET, FA N, RAAL U4,
BLOA x—=T N RAT— R L Telnet RAT — ROFRE (7753—V) 2L L EE
VY, SE HTTPSEEGREZ A R — 7 W LTesa, =— W4 E BT bz AU — K& A
HLET, FIERADTRWEATH, v/ A VEET (2—V4HE2T 70 7DFFICL
BRNT) 22—V ENRAT—REANTEHE, ASDMICL o Tr—H LT —=H RXR—ZAT—
BNTF=v s ENET,

) AYAM=FFALEa2—FIRHFELT, A VA M—=FZHEHLET, 1A =W
T4%&. ASDM-IDM 7 > F ¥ 28 HEIICB & £ 97,

d) BFHIPT FL A, BLXOFRLa2—H4 ERAT—F (FHiliA A h—LOEAIEZEA) %
AL, [OK] 227 VU >y 7 LET,

Java Web Start i35 121%

a) [Run ASDM] % 7= % [Run Startup Wizard] #27 V v 7 LE7,

b) Tu T IRERENTDL, Ya— Iy hEarPa—XIRFELET, ATV a v
T, 77V =y a2 RAEETICAC 2 b TEET,

c) ¥a— kI v F)D Java Web Start ZfL#) L £ 9,

d) BRINTHATRIRy 7 A>T, LEOFGEHELEZZITANLET, CiscoASDM-IDM
Launcher BNFE RSN E T,

e) T—HPHLNXRAT—KDT7 4 — /L REZEOEFIZL (FilA 2 N—LDHA) | [OK] %
70 w7 LET, HTTPS BFENRE SN TV ARWEAIEL, 2—F4AB LIRS R—TIL
ATU— K (F7 4/ FTZEH) ZALRWTASDMIZT 7 ZAT&E£3, CLI T enable
vy RERINCAN LTZE XIo, RAUV—REEET L EHITROONET, mmMr
R4y LEEXITE, ZOBEREASNEYA, ZAHDOEFIZLRNE D 9 ., T&5%
PR AR—T N NRRT = REERTTLHZLE2BEIOLET, TR M., RAA U4,
BLOA R—=T N N2 T — R & Telnet S AT — RORE (7754—) 2BRLTLEE
VY, SE HTTPSEEGREZ A R — 7 W LTcpt. 2— V4 SEEMT b/ AT — F& A
HLET, BIEBRAEHTRWVWEETH, r /A VHEET (—Y4E2T7 7 70FFICL
RNT) 2—HPHENRRT—RNEANTHE, ASDMICE > TR—I LT —H X=X T—
BRTF =7 SNET,

TIBHEEOT 74 FEEE

THHAEEDT 7 4V FEREEIE, VAIZRH LWV ASAICEH L -2 7 4 Fa2b—v g
‘/C:‘j—o
+ ASA5506-X : THHMHFDT 7 4L FiREIZ L D . MEREPNER /MR ER AN/ 0 £97,

WA v H—T7 =2 A A0S ASDM 2 L CASA ZEFICTEE4, WA v F—7 =4
X, MAEN—T 47TV T EFRHLTT Y v JA—TICREINET,
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TIBHFEROT 7 4L FRE .

¢ ASA5508-X 33 JLT85516-X : THHEEEOT 7 40 REREIC . FERENEBINERER ENNA
@Kﬁ@iTmﬁAm\W%47ﬁ~7:42#%MDM%@%LTﬁﬁT%ifo

ASA 5525-X ~ ASA 5555-X : BHH DA X — 7 = A4 AT THHMREOT 7 4L FHRIEIC
LoTEREIND 7O, ASDMEZFEH L TCZDOA v —T oA AL TEREEZFE T T
%ij—o

Firepower 1010 : LHHATRFOT 7 4L FEEIZ LD | BEEENESMBRR EN AR/ 0 £
T ASALL, EHA U H—T oA AFETIIWNEAAL »F R— F2>5H ASDM i L TF
HTXxET,

Firepower 1100 : LIGHATRED T 7 4 /L REREIZ LD | BEREPNI/AMIMER EN AN/ D F
ﬁyMAﬁ\%ﬁ4V5%7:42itiW%4/? 7 A AE ASDM ZfH LT
BHETEET,

Firepower2100 : 7J v v 74 —AL F— K (F 74V 1)  THHEWREOT 7 4 /L FE%E
(XD BERENERAMEIER EN AN/ D £, ASA1E, HHA »F—T =1 Zn5
Firepower Chassis Manager & ASDM % fli [l L CH¥#ECT& £,

T ITIGAT LV AET—R T TIAT LA ET— RIZEFET A L. THEHHMFEOT 7 41 R
REIC LY, BENT/IETRENBINI /2D £3, ASAL, BEA VX —T A AET-
WINERA v F—T = A A5 ASDM il L TEBTE £,

Firepower4100/9300 > ¥ —3 : ASAD A X K70 v £72130 7 A X ZRIT D54, &
BHDA v Z—7 = A4 AL TIGHAIRE DT 7 40 P EIC L > TREINDHTZD, ASDM
AL TIOAN U F =T = RTEHEL TREZTE T T ET,

ASAV : NANR—=NRAPFIZL->TiE, BAO—L LT, BEHHAOAS VX —T =4 ZE A
HE WHORAEEARE) Lo TRESNHTZD, ASDMAHH LTI DA ¥ —
T AT L TREXZZETCEET, 72— A —R"—IP7 RLALRETEET,
F/m, MESCTC, TIEHEEOT 740 b av 74 FXalb—varaftsz
L TEET,

ISA3000 : T3 HRGRE DT 7 4L hi%ElIL, A CA Y bV —27 EOTXTONER L U4
WA A —T A ABFER LT, ZERER NI AT LN 77 AT U4 —)b F—
REXETY, ASDM ZfiH L CEHA v X —7 = A AIZEf L, Fy hT—ZDIPT R
L AEBRECEXET, "R 2T SRR 20D, v H—T =2 A A XTI LTH
Il TEY, TXTONT T4 v 7 FA T4 ¥y T E=FHEHHE— FNTASA
FirePOWER &2 2 —/LIZEEENET, ZOF—FTiX, F=Z V7 HHTORL T
7 4 v 7 OEBEA R U — LN ASA Firepower ¥ 2 —/LICEE SN E T,

TFIAT A DL, THEHRMREOT 74V FREIZ. V—TF v R 77 AT T4 —/L F—
Fkyyﬁw:y%%z%%*%@AT@%T%&?@Awyﬁiwﬁmmwﬂmmmm
Vy—Y OFE, BARHI NI VAT L F = RFEREFEA—T v R E— FEBIRTE
j—o
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\}

GE) AA=VY 770 E BENT) T7HN00 ar74Xab— a2z, logl.
crypto_archive/, 33 & U coredumpinfo/coredump.cfg 287 7 v > 2 AE Y NOIEHED 7 4 L & L
T7ANTT, 77y a AEVNT, ZhHD77ANVOHEME, 41 A=Y 77 A4 LDH
fPe—BEHLRWEERHD ET, ZNODT7 7 AL, M T TNTa—=T 4 TITRILET
D, BEENBEELZZLEATTOITTESHY A,

TIHEHREERDOT 74 )L FEREDIETT
COETE, THHWEOT 74V a7 4 X ab—ra w2803 5 HIECOW TR L

F9, ASAv Tid, ZOFIEEZFEITTH I L THAREDNIHE I, ASA 5525-X DIGE & [F
U TR DT 7 4L FERENEH S NET,

N

(GE)  Firepower4100/9300 CTliL, THHMRFOT 7 4V "NREZEILT D L BICRENHESIND T
FTT, T4 RREEREITCTAICIE. AN ASA B L 9 R A S BN
HYET,

4O HREIIC

COMBEIZ, V=T v R 77 AT U=V EF—RTORMEMATEET, FTU AT LUk
F—ROBPE. AV F—Tx2AADIP T RLABRHR—FINFEHA, IHIT. ZOHEIT
VTN A THANE—RTCOAMEATEET, 2074 Falb—2arB7 V7N
ASAIZIE, ZOWEAHEH L THBMNICRET 2ERFEA IS TIAIRHY £ A,

FIE

ATy T THHWEEOT 740k ar7 4 Xalb—vavaETLET,
configure factory-default [ip address [mask]]

1 -

ciscoasa(config)# configure factory-default 10.1.1.1 255.255.255.0

(E)  Zo=z= 2 Ri&, Firepower 2100 DBUEREINTWDLE— R (T I7A4 T A%
77y FT74—L) 7 VT LERA,

ip_address R TET DHEIX. T 74V FDIPT FLAZFERTBRDOVIC, BEVWOET L
IR T, W ERITEE A VX —T =2 Af ADIPT RVAERE LET, ip address 7 a
YTRESNTNDA LV F—T oA ZZHONTUE, KDETADTA R 2B LT
él/\o

« Firepower 1010 : B A L X —T = A ADIP T KL AEZHRELET,
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* Firepower 1100 : REA > F—T7 = A ADIP 7 FLAZRELET,

« 77747 A E— RO Firepower2100 : RERA > F—7 = A ADIPT RLAZRELF
—a_o

s 7T v N7 4 —2IF— RO Firepower2100 : EEEA L ¥ —T7 = A ADIPT FLAZREL
£

* Firepower 4100/9300 : ZhRiLdH D £ A,

«ASAV: BEA LA —T A ADIPT FLAZHRELET,

* ASA 5506-X : AERA > X —7 = A ADIPT RLAZRELET,

« ASA 5508-X B L 5516-X : AEA > 4 —T = A ADIPT RLAZFEELET,

« ASA 5525-X, 5545-X, 5555-X : BEA L X —T A ADIP T RLAEZRELET,

*ISA 3000 : EEBA L X —T = ADIPT KL AZRELET,
http =~ > FTIE, =2—¥FRHEETHH 73y NBEHSLET, [FAERIZ, dhepd address =
~ v ROFMHIZ, HELEYH 7Ry NAOT RLATHIRSNET,

Firepower 1000, 38 X7 77 A 7 > A FE&— R ® Firepower 2100 DA : 2D =2~ FiE, 7%
DOREL & HIZ bootsystem 2~ R&27 V7T LET ((FETIHHA) . ZOFRELETIL,
T =T v TWDOA A—VICTEE 527, BER— RENTWDHA A =I5 &t &
SNET,

7T v N7 F— LI F— KO Firepower 2100 D5 : ZDOFET /L TiL, boot system =~ > RiE
RSN ETA, Xy 7 —VIEFX0OS IZL > CTEBEEINE T,

ZOMTRTOETNLDYAE : ZOa~y Rk, 0 OREE & I boot system =~ K%
U7 LET (GETDHHE) . bootsystem 2~ REfEHTLH L, FFEDA A=V b
TEET, HMRFOREICR LI-HE, REIASAZ YV r—FR+25&, WETZ 7 vy a AEY
DIRNDA A=V InH7—hLET, RET7 7 v v a AE VI A—URRWEE, ASA T
7—hrLERA,

ARTYT2 T74NV a7 4FXal—rarwE77yva AERVIRIFLET,
write memory
ZOawy RTHE, FHIZ boot config =2~ REFE LT, BIOLATZHEL CTWEHAT
b, FTar 74 Xal—va i EZRY— Ty T ar7 4 Xalb—ra D7 74V NOY;
FricRffsnEd, a7 Falb—varB7 i 7a3nde, ZOZAB 7V TINET,

ASAv EARTEDETT

ZDIETIE, ASAV DEA (B0 H) FREEHETT D HIECHOWTHEHALET,
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B Asassoex ) —x0F T+ HEE

ATy

ATvT2

ATvT3

ATvT4

FIE

Tz VAN EAT DTS, AL A EREOBRZYY £,

AB UL =y MNRT T4 TN D ZEEBTEDI, BREAZICTHLERD Y £
T, BEEANTEZFEFICLEGA. TI7T 4 TEBOREELEET DL E, AF VXA EEENT
IT AT ET, UFiOT 77 47 2=y b Uar—FRL, Z7=— bt —N"— U V%
NLUTHER T L, HOVREIIHLWWT 777 2=y O EEL, HEREAI T ¢
Fal—varBNHEEINET,

Vo — RRICEABREEZEICLET, 72— A —N"—2TH720IZ, T/ T7 4 THEETKRD
a<v REAJLET,

write erase

GE)  ASAV RBIEDIFATA A=V % T — b5, D7 — A A—VIZITRY £8
lo TEDT— A A=V %M HT 2121, bootimage =~ > REASML T 7231,

AT A4 X2 b —2 g VIHMEFELRNWTLSEE N,

ASAv zZz ) m—RL, BAFRELZT— RFLET,
reload
T2 VA== TH 2D, AZ AN EEOEREBEALET,

TIT A TEEOY v— N, AZ R EEOBREBALET, BABENAZ A #
EERM SN ET,

ASA5506-X ) —XDT I7#4 I FEFE

ASA 5506-X U — XOHMEOT 7L hDar 7 ¥zl —3 g 0, RO EBY T,

» Integrated Routing and Bridging #%#E : GigabitEthernet 1/2 ~ 1/8 (X7 V v ¥ Z)b—7" 1 IZFF
B, 7V RS 2 —T =4 X (BVD) 1

« NS -> AN ~D 5 7 4 v 7 7 11— : GigabitEthernet 1/1 (4}55) . BVI1 (PNE)
« DHCP A IP 7 R A, NIEBIP 7 R LA : 192.168.1.1

« (ASA 5506W-X) WiFi<->WEO 77 ¢ v 27 Z7ma—_ WiFi->NE~D N7 7 4 > 7
71— : GigabitEthernet 1/9 (WiFi)

o (ASA 5506W-X) WiFi ® IP 7 KL Z : 192.168.10.1

s NEFB L ONWIiFi D7 T4 7 M2 DHCP, 727 RKRA v FEKEZFDT T
DY FA4 T M ASA # DHCP #— & LTHEHA L £,

«ASDM 7 7 & A : NEEAR A k& Wi-Fi IR A SR ENE T,
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Asass06-X o) —20 77+ hEE

« NAT : N8, WiFi, BEXOWEHEN OO TXTO RN T T 4 v 7 DA o F—T = A R

PAT,

Zoar74Xal—yaIROavy RCHEEINTWET,

interface Managementl/1
management-only
no nameif
no security-level
no ip address
no shutdown

interface GigabitEthernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown

|

interface GigabitEthernetl/2
nameif inside 1
security-level 100
bridge-group 1
no shutdown

interface GigabitEthernetl/3
nameif inside 2
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/4
nameif inside 3
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/5
nameif inside 4
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/6
nameif inside 5
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/7
nameif inside 6
security-level 100
no shutdown
bridge-group 1

interface GigabitEthernetl/8
nameif inside 7
security-level 100
no shutdown
bridge-group 1

|

interface bvi 1
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0

|

object network obj anyl
subnet 0.0.0.0 0.0.0.0

nat (inside 1,outside) dynamic interface

object network obj any2
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subnet 0.0.0.0 0.0.0.0

nat (inside_2,outside) dynamic interface
object network obj any3

subnet 0.0.0.0 0.0.0.0

nat (inside_3,outside) dynamic interface
object network obj any4

subnet 0.0.0.0 0.0.0.0

nat (inside_4,outside) dynamic interface
object network obj any5

subnet 0.0.0.0 0.0.0.0

nat (inside_5,outside) dynamic interface
object network obj any6

subnet 0.0.0.0 0.0.0.0

nat (inside_6,outside) dynamic interface
object network obj any7

subnet 0.0.0.0 0.0.0.0

nat (inside_7,outside) dynamic interface
|

same-security-traffic permit inter-interface
|

http server enable

http 192.168.1.0 255.255.255.0 inside 1
http 192.168.1.0 255.255.255.0 inside 2
http 192.168.1.0 255.255.255.0 inside 3
http 192.168.1.0 255.255.255.0 inside 4
http 192.168.1.0 255.255.255.0 inside 5
http 192.168.1.0 255.255.255.0 inside 6

1.0 255.255.255.0 inside 7

http 192.168.
I

dhcpd auto_config outside
dhcpd address 192.168.1.5-192.168.1.254 inside

dhcpd enable inside
|

logging asdm informational

ASA 5506W-X DA IE. (kOa~r Ry E&EhnE1,

interface GigabitEthernet 1/9
security-level 100
nameif wifi
ip address 192.168.10.1 255.255.255.0

no shutdown
|
object network obj any wifi

subnet 0.0.0.0 0.0.0.0

nat (wifi,outside) dynamic interface
|
http 192.168.10.0 255.255.255.0 wifi
|

dhcpd address 192.168.10.2-192.168.10.254 wifi
dhcpd enable wifi

ASA 5508-XE L U5516-X DT I A4 )L FERTE

ASA 5508-X35 L TN 5516-X D LIGHFREDT 7 /L bR EIX, KD EBY T,

o NHEE --> SN~ ~F 7 ¢ 7 7 v — : GigabitEthernet 1/1 (#M4) . GigabitEthernet 1/2
(PIED)
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AsA5525-X ~ ASA5555-X 7 74 L ki I}

« DHCP DA IP 7 KL A, NFBIP 7 R LA : 192.168.1.1
« NED,

CEHIALH =T A AREE L TWDIN, £ ) THRWIEAIIRETE, ASAFirePOWER
TV a— L, TS H—T 2 AR L TASANE Ry U —7 128 L. NES
AVH =T a2 A REA L H—Fy b~DF =T L LTHATEET,

«ASDM 7 7 £ A : WEAR AR MIFFAI S ET,

« NAT : NEREB L OVEHNBAE~DT X TCDO N T T 4 v I DA X —T = A A PAT,
DT 4 Falb—vaIROa vy RTHESNTHET,

interface Managementl/1
management-only
no nameif
no security-level
no ip address
no shutdown
interface GigabitEthernetl/1
nameif outside
security-level 0O
ip address dhcp setroute
no shutdown
interface GigabitEthernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.5-192.168.1.254 inside

dhcpd enable inside
|

logging asdm informational

ASA 5525-X ~ ASA 5555-X T 7 4+ )L FERE
ASA 5525-X ~ ASA 5555-X O THHFEEOT 7 /L REREIX. RO EEB Y T,
« @A L HZ—T = A A : Management 0/0 (FH) |
cIPT7 RL R : T FL A% 192.168.1.1/24 T,

« DHCP V—/ % : HHIKR A b TIX DHCP YV — A X =TS TWAB T2, FHLA
H—T 2 f AT DB —HF 21, 192.168.1.2 ~192.168.1.254 DE DT KL AN
ELTHNET,
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«ASDM 7 7 ¥ A : BHAR A MR ENET,
a7 4 Xal—variFkoavy RTHE/RAISNTOVET,

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100

no shutdown
|

asdm logging informational

asdm history enable
!

http server enable
http 192.168.1.0 255.255.255.0 management
|

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

Firepower 1010 O 7 7 + JL L 5% 7E

Firepower 1010 O LIGH MR DT 7 4 /L FEREIX, RO LBV TT,
cN—FTF7 RAYF A —H x>y b 12~18ILZVLANILIZBEL TWET,
cREOSHAE~D T T w7 Ta— A =Py~ /1 BB . VLAN1 ()
<EHE M 11 (FH) | IPT FL X 1 192.168.45.1
« DHCP OHVERIP 7 KL R, WESIP 7 R L2 1 192.168.1.1
c WA % —7 A A0 DHCP H—/\, HHA L X —T 2 (A
« SN DHCP 225 DOTF 74 )L k JL— b

cASDM 7 7 & % : BHIAR A F ENERA X M SN ET, FHA R ME192.168.45.0/24
Ty T —ZIZRBES ., NERAR A M1 192.168.1.024 % h U — 7 IZRESHET,

e NAT : B EA~DTXTHONFT 7 4 v 7 HDA o Z—7 = A X PAT,
* DNS #—/3 : OpenDNS ¥ — 33 H 5 U DR SN TV ET,

Zoary74Xal—ra IROavy RCHEERSNTWET,

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown

security-level 100

ip address 192.168.45.1 255.255.255.0
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interface Ethernetl/1

nameif outside

ip address dhcp setroute

no shutdown

|

interface Ethernetl/2

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/3

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/4

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/5

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/6

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/7

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

interface Ethernetl/8

no shutdown

switchport

switchport mode access

switchport access vlan 1

|

object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface

|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd address 192.168.45.10-192.168.45.12 management

dhcpd enable inside

dhcpd enable management

|

http server enable

http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside
dns server-group DefaultDNS
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name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 1100 O 7 7 # JL M E&5E

Firepower 1100 O L HFIRFOT 7 4 /L FEREIX, RO LBV TH,
c AEMNSHER~ND RS T 4 w4 70— : Ethernet 1/1 (#MB) . Ethernet 1/2 (PN¥)
« DHCP OAERIP 7 F LR, RERIP 7 FL R : 192.168.1.1
« &8 . Management 1/1 (%FEl) | DHCP 26D IP 7 KL &
« WA > % —7 = A A0 DHCP H—/\
« 4458 DHCP, &H DHCP "L DF 74U b JL— k

*ASDM 7 7 & A : HHIRA M EWNEIARA MIFFATENET, WEIARA ML 192.168.1.0/24
Xy NU—JIZBESINET,

* NAT : B BANER~DT_XTDO N T 7 4 v VDA 2 H—T = A A PAT,
* DNS #—/3 : OpenDNS $— N3 o 570 LOMRL SN TWET,

ZDarZ4Xalb—vaikoa~wy RTHERSLTOET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|
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Firepower2100 75 v b 7+ —L E— FOT 74U FEEE .

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower2100 75 v b 7+ —L E— FDT 74 )L FERE

)

Firepower 2100 1X7' 7 v F 74— AL F— FTIITT DL IHICHRETEET, 774V MNIT T
TAT VA E—RTT,

GE)

QI3 LARIDON—Va Tk, 77 v b 74 —LF— KRBT 74V THY, M—DA T3
YCLiz, 77y N7 4— L E—R0LT v 7 7L —RT555, Z0OF— RBMRSNE
D

ASA DEETE
Firepower 2100 £ ASA O LG HATIRF DT 7 4L FEREIL, RO LB TH,
« RERMDHER~D b5 T 4 w49 T H— : Ethernet 1/1 (4MF) . Ethernet 1/2 (PNEB)
« DHCP OHERIP 7 F LR, WHEIIP 7 R LA @ 192.168.1.1
s WA > % —7 = A A0 DHCP H—/\
« /M DHCP 225 DT 74 )L b JL— b
B EH 1 (FE) | IP7 FL A :192.168.45.1
«ASDM 7 7 & A : FHIAR A MIFFT & Ed,
« NAT : W BANBA~DTXTD T 7 4 v VDA o Z—7 = A A PAT,

*FXOSEE T 7 ¢ v 7 OBLh : FXOS v — 1%, ASAGA v X2 —7 = A A L CEH
NZT7 4w BBMRTEET,

* DNS #—/3 : OpenDNS $— N3 o 570 O S TWET,
ZDarZ 4 FXal—va ik avy RTHEREINWTOHET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address 192.168.45.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
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interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0

no shutdown
|

object network obj any
subnet 0.0.0.0 0.0.0.0

nat (any,outside) dynamic interface
|

http server enable

http 192.168.45.0 255.255.255.0 management
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside
|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

FX0S D&% E

Firepower 2100 0> FXOS O TR DF 7 41 R EIZ, RO LBV TT,
B 1/1:1P 7 KL A 192.168.45.45
cTIAHILEHF—bDTA ASAT—H AL H—T =z A
» Firepower Chassis Manager KU SSHT7 VR : EHR Yy N =T NDH D&,
c T4 EDI—H4E :admin, 7 7 4/ hD/XAT— R : Admin123
*DHCPH—/\: 7T AT FIPT L AHiPH 192.168.45.10 ~ 192.168.45.12

« NTP #—/3 : Cisco NTP #—3 : (.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org.,
2.sourcefire.pool.ntp.org

« DNS #—/3 : OpenDNS : 208.67.222.222, 208.67.220.220
cA—HRY PN BLXUVA =YY b 172 HZ)

Firepower2100 7 7S5 A 7V R E— FDT 74+ )L FERE

7 7 4V N ClE, Firepower 2100 (X7 7 Z7 A4 7 A £— RTHFITENET,

N

GE)  9.13()LREIDNA—2a > TiX, 77y 74 —LE— KRBT 74V THY, W—DA T3
VTl 7TV R 74— EF—RK0OT v 7L —RTD85E5, 77y 74— F—K
DR SN ET,
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T T AT A F— RO Firepower 2100 O LG HATRFOT 7 4/ FEREIX, RO LBV TI,
s AEMASHERIAD S5 T 4 w4 70— : Ethernet 1/1 (4+55) . Ethernet 172 (FNER)
« DHCP O4MVERIP 7 KL A, RERIP 7 KL X 1 192.168.1.1
*DHCP 2O DOEEIP 7 FLX : HH 1/1 (FH)
s WA > % —7 = A AD DHCP $—/\
« 41 DHCP, &#L DHCP 2»H DT 74 )L b JL— b

*ASDM 7 7 & A : FHIRA M EWNEIARA MIFFR S NE T, WEIAR A M 192.168.1.0/24
Iy NUT—=ZIZBESNET,

* NAT : NERDDANERA~DTRTCDO N T 7 4 v VDA 2 H—T = A A PAT,
« DNS #—/3 : OpenDNS $— N3 b 57 L ORI TV ET,

ZDarZ 4 Xal—vg ko awy RTHERINTWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside
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. Firepower 4100/9300 > ¥ —> 7 7 4 JL b ERTE

Firepower 4100/9300 > v — 3 T 7 4+ )L FERTE

Firepower 4100/9300 >+ —3 k12 ASA #J&BA L7454, ASDM Z#flifl L THBIA v ¥ —7 =
A ASDERENARRIZI 5% O/RT A —H ZHREE TE ET, —BAeERIZIZR O E
B FET,

CHEHH A H—T o A

* Firepower4100/9300 > % — 3 A— A ¥ L CERINIAEBEOEHR I A T A X —
Tz A A

* ZA11X T'management]
AEEDOIP T KA
etX2UT 4 LU0

o ERIEL

ML L H—T 2 ANDT 77V K J— K

cASDM 7 27t A : T RTCDOFA SNHFAEINET,

AH L RTRy 2=y hOFRTIE, ROa~vy RTHEREINET, 7T AX 2=y FDBEIN
DFRTEBIZDOWTIE, ASA 7 T AZDIERR (543 X—) R LTI LIV,

interface <management ifc>
management-only
ip address <ip_ address> <mask>
ipv6 address <ipv6 address>
ipvé enable
nameif management
security-level O

no shutdown
|

http server enable

http 0.0.0.0 0.0.0.0 management
http ::/0 management

|

route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipv6>

ISA3000 DT 7 4L FEETE

ISA 3000 D LIGHAREDT 7 4V PR EIX, RO EBY T,

e NI UART LU N T AT I —NVE—F: " TFUVARXT VLU N7 74T 73—V,
'Bump In The Wire| £721% [ATAVA T7 AT U4—)L] OLIITEETD LA T2
T7AT UA—ITHY, RSN T N, A~DON—H Ky 7L LTRSS ER
Po

ATV PEIEA v F—T 2 A X FTRTDANR— A Z—T 2 ZFFE LRy FT—
JRIZHFELTWET IP7 FLRARERIERESNTOVERA. Y FT—0E—BT D
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ISA3000 DT 7+ L hERE .

KIITHRET HIDLENHY ET) : GigabitEthernet 1/1 (outsidel) . GigabitEthernet 1/2
(insidel) . GigabitEthernet 1/3 (outside2) . GigabitEthernet 1/4 (inside2)

c TRTONEHBLUINBA v F—7 = A AIHEBETEET,
EHL/1AH—T A A ASDM 7 27 £ AD 192.168.1.1/24
EH DY T4 T MIXtd % DHCP,

*ASDM 7 7 & Z : HFHAR A MIFHFAISNET,

e N=RU =T NARRE, ROA F—T 24 A XT THHIT/R>THET,
GigabitEthernet 1/1 38 X T8 1/2, GigabitEthernet 1/3 33 L TF 1/4

A\

GE)  ISA 3000 ~DFEWMNBIWT S 4L, N— R =7 NARR EF—RIZ
BATT5 L, BETELDRERLOA L F—T 2 A AXT OHRIZ
720 £, insidel & inside2 3 L N outsidel & outside2 ILiE8{E T
RLRVET, THbDA v H—T = A AWM OBAFOBERE DT~
ThkbinEd, EBEV/FERAIND E, ASAR T —%5| &k
7=, BNV ER TR S E T,

+ ASA Firepower £ = —/L : §XTD K7 7 ¢ v 7 73, Inline Tap Monitor-Only E— K DE
Va—VIEESRET, ZOF—RTIE, TE=4 Y THNTOR T 7 4 v 7 OEE
A K U — A5 ASA Firepower & ¥ = —/VIZEE I E T,

s BRI~ v 2L (Precision Time Protocol) : PTP ~7 7 ¢ v 7%, Firepower ®-E
Va—VIERFEENERA,

Zoar74Xal—ra IROoavy RCHEERINATWET,

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0
no shutdown

interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown

interface GigabitEthernetl/3
bridge-group 1
nameif outside?2
security-level 0
no shutdown

interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown

interface Managementl/1
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management-only

no shutdown

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
interface BVIL

no ip address

access-list allowAll extended permit ip any any
access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management

access-list sfrAccessList extended permit ip any any
class-map sfrclass
match access-1list sfrAccessList
policy-map global policy
class sfrclass
sfr fail-open monitor-only
service-policy global policy global

XTE
ASAv EIZ ASA ZJRPH L7456 ASDM 2 L THHL0/0 A > % — 7 = A A~D N TRE
DL DRI A—FZHTL > TRETEET, —RIBRBERITITKRORERH Y £7,
=T RT7AT V4=V T FELE T ATV N T 7 AT U= ET—F
* Management 0/0 1 >4 —7 = A A :
» £ 8i% management|
«IP 7 R L X %713 DHCP

e X2 UT 4 L0

EHRARNIPT RLADAET (v 7 —k (BEYT Xy b EIZROES)
« HTTP Y — DA F 72 1T HEZ)
EHIRANIP T RLAHOHTTP 77 & &

« (A7 a3 ) GigabitEthernet0/8 D7 = —/LA—/3— VU > 7 [P 7 KL X Management0/0
DABZ A TPT RLX

« DNS #—
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e Av—h A4 AID h—2

AV — b TABUADAN—T v b LYV LONEERRET « T

o (A7 3 ) Smart Call Home HTTP 7 2 % 3 URL 8 L VR — k

« (A7 =3 ) SSH EHHRE :
«JFA4T LV FIPT FLA
CT =L m— PR LSRR T — R
e B T BN A AT % SSHIC LB A FRE

o« (A7 3 ) REST API ORI E =13

asaverzE |

GE)

Cisco 8FEMIZ éﬁﬁ‘é X, ASAVEA VX —Fy 8 T BARMETT, 4 X —

Z\/F’fﬁfxzﬁ:%? T A | ABGT DI, EAKRIZIBEND

ZENnHYET,

BRIED IR D

AL RT Ry 2=y MZOWTIE, ROBREFEZSR LTI ZE0,

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

T 2= NG —NR=RT7DT T4 <) 2= MIOWTIL, ROFEHEZZM LTI,

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
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http managemment host IP mask management
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent
failover
failover lan unit primary
failover lan interface fover gigabitethernet0/8
failover link fover gigabitethernet0/8
failover interface ip fover primary ip mask standby standby ip

TPISGATRERRF TS b ITA—LE—FAD
Firepower 2100 D% E

Firepower 2100 (%, Firepower eXtensible Operating System (FXOS) &9 JEffEL 2B 41—
TA T VAT LEFELT L E T, Firepower 2100 (X, IRDE— RTEITTE LT,

T IIAT LV AE—RK (FT7H/E) : TTIAT LU AE—RTIL, ASA DT RTDOH
EEITH ZENTEET, FXOSCLIHIX, MER N T TNV a—T 47 a<vw s RO
AERATEET,

7Ty N7 —AE—R: T Ty N7 4 —LF— KT, FXO0S T, EARNRENNE ST
A—=BEN=RU 2T AU F =T 2 A ADOREXITOVENRHY £F, ZHDDOHREIT
1. A F—7 A ZAOFZ. EtherChannels DFEST, NTP, A A —VFEH AR NG Eh
%9, Firepower Chassis Manager Web { > % —7 = 4 A £ 72X FXOSCLI Z#ff CT& £,
Z D%, ASDM £721Z ASACLI ZffHH L CASA AL —T 4 7 VAT Akt F 2l
T4 R ERETEET,

ZOFIATIE, E— FOEEHECOWTHHALET, E—FEEHET L, RENZ VT E
NDHIZD, VAT L) n—RyL0ENHY £, 774/ bRER, U r— FRHZEH S
AUE T, clear configure all 35 . 0" configure factory-default =~ > NiX, BIfEOE— KZ 27 U7
L/jz-@’:/l/o

brd AT
T— RiX, CLI COARLEETEET,
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ATy

ATvT2

ATy T3

ATvT4

FISATURERETS Y kT4 —L E— F~ Firepower2100 0 ]

FIE

(B8 BAEOREEZ NNy 77 v 7 LES, avr 74 Xal—ar£5R3F0Mo7 7 AL
DRy 7T v TEBIOMET (1311 =) 2B LTI,

TTIAT VAE—ROBREEL T T v M7+ —LF— FOREIIZZDOE R H D ET 73,
HTWEREOa—2HBAICTHIZEaBEO LET, 2 PYI7v b 74— F—FRKD
Y& . NTP, DNS. I L O EtherChannel D% E L ASA X ED—HN TILZ2W=d, Nv 7T v
AT EENFHEAN, TOMDITE A ED ASAFREITH HFDOE— R THHTT,

BAEDE—FZRRLET,

show fxos mode

1 -

ciscoasa(config) # show fxos mode
Mode is currently set to appliance

F—FET Ty P 7 —LH F— FIIRELET,
no fxos mode appliance
write memory

reload

F— RERELED, REZRELTIAL A2 Y n— RT3RERH Y EF, Ya— kT2
I, T 52 72, T— RETDEICRT I ENTEET,

1 -

ciscoasa(config)# no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system
has been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

EF—RETFIAT LA EF— RICEELET,

e

fxos mode appliance
write memory

reload

T RERELLDL, REEMRELTT A A% ) n— R 20ERHY £, Jo—FT5
Bz, A5 L72<, E—RE2RXDEICERT I ENTEET,
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1 :

ciscoasa (config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system
has been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config) # reload

Proceed with reload? [confirm]

N » N N

A4 XaLb— 3 fEE
ZOETE, a7 4 X2 — g VEAET S HFECOWVTHALET, ASAIE, A& —Fh
ToFard 4 FXal—yarbEEnNsary 7 4 X2 —3 a0 B27F%FAN T A0
n—RKLETd, ZOT77AME, T74NVPTIHELZ7ANLVELTHETZ T v a AEVIZ
FEHLTWET, 7L, 2= AF— T v ar7 4 X2 b— g I8R5 A%
ETDHZENTEET
avy REANTLE, AFY EOFTar 74 Fab—va AR LTRTEENEHN S
T, BENEZY 77— MEBHMERFT 2121, FfT1ar 74 Falb—ray2FHTAZ— |
Ty ar74Xal—ya NRGFETLHMNERSD T,
ZOETHATAIARIZ, FICHEERRWVED, oIV E— R LT T— RDliEFx =
Vo7 arysrxAMIEHEINET,

AV 74 FXaL—Y a3 DEREORE
COETIX, ar 74X alb—yva VERETDHECOWTIALET,

UL AVTFERFNE—FRTOAYIAX2L—aVDEEORE

EITa L T4 X2l —a B RAZ— Ty ar 7 Xal—a VITRET AR, RO
FIHZEATLET,

\'l

FIE

FTar 74 X2l —ya v BAX— T v/ a7 4FXalb—ya VIBRIELET,

write memory
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(GX)  copy running-config startup-config =~ > KX, writememory =~ > F|ZFHY L E7,

TILFAVTXAMNE—FTOAY 74X L— a3 VDEREDORTE
EarTFEAL (BXOVATL) a7 4FXal—ary2MBNCIRET L2 s, 7T
DALVTFHRAN LT 4 FXal—a rZRBICREGETHIELTEXFET,
LFEaAVTXREVRATLOERNRE

VATFAFERITALCTRANDI LT 4 X2 b— g VERET AT, ROFIEEFEHALE
‘é‘o

FIE

AT HFANERIIVATLAANS, EfTar 74 FXal—a B A —"NT vy arry
X2l — g SREFELET,

write memory

2NF arTHFARNE—RTIE, 2V TFANDARAE—NT v a7 4 Fal—g%
A — NZELS ZENTEET, ZO%E, ASAIL, =2 7F A N URL CHRELLY—A
WZay 74 X¥ab—vaEZRUTCRFLET, 727 L HTTP URL 3 X OVHTTPS URL D&
ST, =N Zar T 4 Xal—va VERETEX IR AL

(GE)  copy running-config startup-config =~ > Ki%, writememory =~ NIZFHY L £,

TRTOIAVTFRA AV T4 X2 L—2 a3 VORBRE

TRTCOAVTHRAR a7 4 Falb—var by AT A ary7 ¥ ab—va VERFEHC
AP D113, ROFIHZEHA L E T

FIE

VAT AFITANR—=ANE, TRTCOAVTHFANEVAT LA T 4 X2 b— 3 OFELT
AT A X 2L =V arERAS— Ty ar7 o ¥alb—va VIIRIFLET,
write memory all [/noconfirm]

Mmoconfirm ¥ —"U— K&2 AN L7aWGE, ROT o7 MRFEREINET,

Are you sure [Y/N]:

YR ANTBHE, ASAICE > TI AT A a7 4 X¥alb—ar b arsd 2 MR RES
NFET, IVTHFANDAX =T v a7 4Falb— 308, R —RIREETE F
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B - <coar 7%zt avoFaL—vavorsgs

D

ZOHE, ASA L, I T FAPMURL CHELEZY—RNZary 74 X2l —va VU EBRE

LTIRFELES, 7272 L HTTP URL 3 X ONHTTPS URL OESIIHIs T, —Nlca 7 ¢
X2l —a VB RETEETA,

ASAIZE > THEIVTHXRAIPMREESNTZE, ROA v E—URERENET,

‘Saving context ‘b’ ... ( 1/3 contexts saved ) '

TT—DEOIZATHFANPRESNL2VGEELHD ET, =T 2O TL, ROERE
ZHRLTL &N,

. CLUDovo1:

AEVARRDEDIZA T IR IPRESNLRVGEIL, ROA vy E—UNERINE
B

The context 'context a' could not be saved due to Unavailability of resources

UE— hOSEICRETERNEDIZa L TXF A MBMEEINARWVESIZ. ROA vE—
UNBRFRENET,

The context 'context a' could not be saved due to non-reachability of destination

AUTHRARRO YT ENTWAEODIRESHRVERIE, ROA v —URNERER
i‘d‘o

Unable to save the configuration for the following contexts as these contexts are
locked.
context ‘a’ , context ‘x’ , context ‘z’ .

AUTFARNNE Y7 ENDLDIL, PO —FRTTIcar7 4 Xalb— g VERTEL
TWAHEE., T TF A2 FEHIBRL T AEEDOHRTT,

A=K T v a7 4 FXalb—raryRNalrR0VEATHDL DI (& 21X, HTTP
Y—s3T) AT FR BRI SNLNGEE, MOTITOA v =V OFRITKRD
Aot —2 LR— MBI ENET,

Unable to save the configuration for the following contexts as these contexts have
read-only config-urls:
context ‘a’ , context ‘b’ , context ‘c’ .

T3 a AE)DOEIE—DEATWADa TR NP RETE RS, kO
Ayb—UNFREINET,

The context 'context a' could not be saved due to Unknown errors
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RE—b7vFaArT4Fa2L—2aVORTIAVI4Fal—ar~A0at— .

AE—b+r7wT7A0T4Fal—23vOERTAVI4FXaL—23
ADIE—
HMLWRS =Ty T a7 Falb—rarz®rarysFalb—rvasilat—151C
X, OWTFnrOa~r e LET,
* copy startup-config running-config

AL—=KT a7 Xalb—varzFfrar74Xal—rarkvw—YLET,
=Lk oT, FHLnar 74 Xal—2arnbFETar7 1 Xalb—i g UICHL
Wawy RBNBEMENRET, 20 74X 22— a U BREIUEES. ZEIIRELEE A,
o~ RONEET LA, FRda~r RRary T A MOFEITICEREE 52 554,
~—VORRIFIAT U RICRoTERVET, =7 —0NRETLHZ L, THITERWES
ENELDZELHD ET,

* reload

ASAZVue—RLET, ZOME, AF— Ty a7 Fal—TarPu—KX
N, Frar 74 X2l — g URBEEINE T,

« clear configure all, #t\ T thencopy startup-config running-config

2R — T Far7 Xal—arru—RL, ET7ar 74 FXalb—3 3 2
LEJ, Ve— NIRETT,

I —
RTE DR
EfFaL 74X al—ar b A — Ty T ar7 4 Xal— a2 aT51I23. kRO
o< REFEHRLET,

* show running-config
FEfTar7 4 ¥al—varaRRLET,
* show running-config command
FEDaA~Y ROFITar 74 X¥al—varzFrLET,
* show startup-config

AA— KTy ar7 s Xal—ar®yRELET,

» N ~ ,=JLr ~ N A4
AVT74FaLb—2 a3 VEEEDNY )T H KL VHIBR
REZHET HITE, ROWTIIrOa~xr Re A LET,
* clear configure configurationcommand [level2configurationcommand]

RESNTEa~vy FOTRTOar74¥alb—vara7 V7 LET, a~vy FNORE
N=arDary7 4 Xalb—a %57 V735551, level2configurationcommand
(ZEZ A LET,
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72 Z21E, § 3 CDaaaa~r DAy 74 X2 lb—a a7 V735003, kRoaw
Y READLET,

ciscoasa(confiqg) # clear configure aaa

aaaauthentication 2~ > RO 7 4 X2 L— a3 P52 V73412, koa<wy
KEATILET,

ciscoasa(config) # clear configure aaa authentication

* no configurationcommand [level2configurationcommand) qualifier

a<wy ROKEDNRTA—=ZFE-IATva a2 48— LFET, ZDOHAE. no
a~vy REMEH LT, qualifier CHEBISNDRFED L 7 4 Fab—a VEHIBRLET,
7= & 21X, FFED access-list 2~ > REHIFRT 21213, T xE —BIZRET DI+ 507%
a<w REANLET, a2 REEREADLARTERLRWEELH Y 97,

ciscoasa(config) # no access-list abc extended permit icmp any any object-group
obj_icmp 1
* write erase

2B — T T a7 4 F¥al—TarElELET,
N

GE)  ASAVODOE, Zoavy Rk rn— NRICE AWK AT L E
T, AT 4 X2 b—a VEFEEIZIHET HITIX, cear configure
all 2~ REMEHLET,

* clear configure all
Efiar7 4 ¥al—varEHELET,
)

GE) ~AFarv7HFANE—RTEH, VAT7Lhar74Fal—v3
M5 clear configureall Z A )95 &, T _XTHOa L THFAE
IR L., #Thoar 7 Falb—araEkds 2 lichh
DNET, avTHRAMar74¥alb—var 77 A NVEHEE
ST, TOGEFTICRFF SN ET,
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$754 TR av T ¥aL—2ay 77 Lok

N

GE)  Firepower 1000, BL VT 77 A 7 A E— KD Firepower 2100 O
Bt Zoa~ s R, &Y OfEE & HIZ boot system =< >
N&227 U7 LET (FETDHE) o ZORELTF, 7—h
Ty TREDA A=VITIREE G AT, BfEr— RS TnoA
A=Vl EREHEHSNET,

7T v N7 4 —2L F— RO Firepower 2100 DIGFE : ZOEFET /LT
I%. bootsystem =~ NI S EH A, /v —TILFXOS
(:iof%ﬂéﬂi—a—o

ZOMTNTOETADES : Zoa<wy FiE, BYOOREE &
(2 bootsystem 2~ R& 27 U7 LET (FETDHHE) . boot
system 22 RN, A7 T v a AEY H—FKDA A—T%
e, FFEDA A=V D OMRENZATREIZ LE T, ASA Z KAV
n—RIBHE WET7 T v a AT Y DRPIDA A—0 5 L)
LET, W77 vva AEVICA A= NR0EE, ASA X
fE L EE A,

(¥)  Zo=a~r RiE, Firepower2100 DEERE SN TWDHE—F (T
TIATVAETIT Ty b7 4—48) 27 U7 LERA,

AISAVTTEFR NI D4 X2 L—23 Y T7A4ILDOER

ZDOHA Rk, CLIZEH L7 ASADREFIEZOW T LET, a~vr RERFET D &,
EENTXAN 7y A McEZATRET, 0, CLIZEATAMbYIc, %A 77
ANEaA Ly Ea—FTHEREL T, 2074 Fal—YaryET—RDavr R/ 7o
VFRDD, a7 4 X2 b= aryEENERIIIITTON—X N TAZENTEET, B
DFHEELT, ASSAWEHTZ T v 2 AFVIZTHXFAN 77 A VvEXya—RLET, ASA
NORETZ 7ANDE T a—RIZONWTL, Y7 =TI ar7 s Falb—ar (
1291 X—2) ZZHL T EIN,

FEALEDEA, ZO~v=a T LV TAT 53~ FIiE, CLIZa 7 3T LEd, &
OFITH T r 7 M Tciscoasa(config)#] T,

ciscoasa(config) # context a

< ROATINERENZWTFA N a7 40 X2 —ay 774 VOBEIL. Tryv
TMIMD L H B ENET,

context a
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TFANDT r—= v FOFEMIONTIE, I~ RIAL v A F—T A ZDOMHM (1523
N=Y) BEZRLTSIZE N,

Bt D 5% 7 XX 5B D1 A

AT A4FK 2= a L TEX 2V T 4 R —DOEREZMZTHGAIE, TXTOHL
WEERETCTHT LW 2 U T ¢ R =M SN E T, BEFOBEGIL, Bt ORI R E X
IR Y =B &R L ET, HWOEHED show =< > R INITIEHOERE D KL S 41,
WWEERICET 2T — 2 2 S ERWEARH Y 7,

72 & 2IE, A v H—T = A AD>5 QoS service-policy Z HIFR L, EIEA— 3 > 2 FHE BT
%354 . show service-policy =~ > RZiX, HrL W —bE R RU —& 83 25 FlleEm & B
AT O TND QoS IV FDARRINET, HHWARY U — DB FOHER X2~ M
INZFFRRENEE A,

TRTOEHENPHI LAY —2RIHERTD L0, BIEOEREZMERL, LR
—EMH L CHEERTELLIICLET,

Pl 2 bR 21213, RoWwWTFnroa~xr Fae A LET,
* clear local-host [ip_address] [all]

ZOawy NiE, SEEHIRESCYIEEGEORIRR E, 7947 NITEDT o Z A LR
F— b EBOHELEST, ZRICEY, Zoavwr NE, ZAbLOHIBEER L WSS
RTOPHAHIRLET, AN EOBIEOT X TOHERAZ R T S, showlocal-host
all 2~ FE2ZHL T EE0,

SIBERELRNE, Zoa~vy NE, 82 %0) 573~ TO through-the-box #ft & 2 1
7 LET, to-thebox i h 7 VU 7T 5121F BIIEOEHE Y v a v &25T) | al¥—U—
REEHLET, FEDIP T RLASD, ETREDIP 7 FLANLOHE 7 V7T
T HIZIX. ip_address 51 R L £,

clear conn[all] [protocol {tcp [udp}] [ address src_ip [-src_ip] [ netmask mask] [ port src_port
[-src_port] [ address dest_ip [-dest_ip] [ netmask mask] [ port dest_port [-dest_port]

Zoawy NI, TRTCOREOERFZE T LET, BEOTRTOHEREERT DI
X, showconn =~ FZZBMML T ZEV,

BIEFEE Ligun &, Zda<y RiZ3 T through-the-box Ffi a7 UV 7 LE 7,
to-the-box Hfi b 7 U 7§ 5121% BUEOEH vy a v &2 5T) | al ¥—7U— R&fEH
LET, BETIPT RLA, FEEIP T RLA, R— K, a8 ha S0 CEEOR:
a7 V7T 5100%, BBERAF T a yERETEET,

ASAD')O— kK

ASA Z V) u— N4 5I21F, KOFIMEZFEITLET,
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FIE

ASAZVm—FLZET,

reload

GE) AT arTFHFARE—RTIE, VAT LAFITAR—ADANLIFXY v — FT&F
NN
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SAEUR  WEBIF— S/ VR

TA AT, FED Cisco ASA L TA R—T W H AT a v afBELET, 20~

=2 T AT, TRTOYHEASA ORFFEGER— (PAK) DT A B AZOWTHALET,

ASAVIZOWTIE, A48V A Av— NV 7 U=7 7A& A (ASAv, ASA onFirepower)
(125 X—v) #ZHRLTILEEN,

*PAK 7 A B ZIZDWNT (61 =—)

*PAK 7A L ADHA KT7A4 > (76 =)

PAK T A B ZADRE (78 <—3)

c HHTA B ADFE (AnyConnect 3 LARI) (83 X—)
cET N LI R—=FENTHDOHEREDOT A X (90 ~—)
cPAK AL ADFE=XY 7 (102 =2—)

*PAK 7 A & ADERE (113 <—)

PAK 514 2 RXIZDUVT

FTARVUATIE, FFEDASA L TAX—TNZTH54 T a v 2HELET, 74 A%,
60ty b 2y FOU—KN5E, £72132034 F) ETHET VT 4_X—L 3 F—
TEINET, ZofEiE. YU TAES (11 LFOLTH)) LA F—TMIIRDHERE L 21555
(AP

Sz . _
ERA VR MP—ILEHSTA VR
5:\‘7?/1/ }“/C“!j:\ ASA!E}Z\ ?4’?‘/}753&—“@@:4 VR I\—}l/éMf:%ﬁéftHﬁéhiﬁ—c )
SAELCRF, BXLENEBLUONRV A —NA VA =L LERARISE LT, S4BV 2%
AEnHY ET,
BErEY Y
PAK A B ZADF=F1) 7 (102 2—)
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kKEo2A1 R
KEeT 7T 4 _"—2aryF—% 1DV AN—ILTEXET, KT 7T 4_— 3 F—I3,
1DDF =TT RTOTA B AREEZKEML THOET, BRIN—Z2 T4 A B A A F—
NTDHE, ASAITKEETA B ALERIN—A T4 B A% 1 DOFEITTA B AICHEE L
F9,
BMELEYY

KT AL A LER—RA T ADEES (63 =—7)

BEARA—X SA4tEUX

KEE7A B ATMA T, KT A B AZBALIZY  FFGIRO & 557 4M 7 A 2o 22 A
FLEWTEET, 72L& 21X, SSLVPN D[a]Rg— Y O EHIE AN KL 5 7o DI R~ — X
? AnyConnectPremium 7 A > A &ZMEA L=V | 1 FEBEDRAY "Xy N T 7497 T4
IWHEMR—A FA B ABEL LY TEET,

)

GE)  ASA5506-X 35 J TV ASA 5506W-X 1%, Kl N—R T A B A% HR— b LEEA,

BER—X SA U RERIEHS FS54 >

RO AN—A T A B R A b=/ L, [ UBRBICEED T 1 & XA & filZnid T
ZLENTEET, L, ~EIZT 774 7L TE DMHAN—Z T4 B T, 1HEREIC
DENIDETTT, T 7T 4T DTV AFA A M=V ENT-FE T, HHTRER
KAETT, 7= & 21X, 1000 & v ¥ = > AnyConnect Premium 7 1 &> &2 & 2500 & > ¥ 3 >
AnyConnectPremium 7 A4 E > A% A VA M=)V LTIzHE, ZNOLDTA B AD D BT
NWIN1 DR FET 77 4 7TICTEET,

« F—DOHPITEBOBREZFFOMMI 7 A £ A& T 7T 4 TICLIESE, ZZICE&Eh T
HHEBEDOWNT NN KHET DRI AN—RA T A B RAERRHZT 77 4 7k T HZ LI TE
FHA, TLEAFE FHETA B ACAR Yy bRy N bTT w7 T 40 L1000 &
3 v AnyConnect Premium 7 1 £ ANE ENLH5E. A X 2 KT 1 2 OFFE~<— X 2500
& v ¥ 3 > AnyConnect Premium 7 1 £ 2% Z ORI 7 A B A L[EKIZT 77 4 71k
THZELITTEEE A,

FEANA—X S48 RX 347 —DEIHE

cHEHN—R T AL ADH A ~v—IL, ASA L TIA B AEZT 7T 4TI LR TY
TN AU ERRBLET,

« XA LT T MANZHRFEIN—R T4 B 2D ZPIET DL, 24 ~—DMFILET, K
fR—R FTA B RAE/ET 774 7{bT 5L, FA~—DEHHLET,

R —R FA B ART 7T 4 TR o TNALXITASAZ Y Yy NE T LT H L,
HA<—ITAT L N Xy BEIELET, FFEN—Z T4t AT, ASA BEIEL T
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KT L RERFR—R SV ADKEE

WABRICDOB AT N E T LET, VAT A 7 ay JREIXTA B AICHELE
B, OF V. ASA BB TIE T4 o A L ToBrB T N LET,

KIETA VR ERFBA—X A4 ADEE

\)

KN —R TA B RET 7T 4 71T DL, K7 A BV RERFHAR—Z T4 8L RIZEH
FENDOEREMABDETZIATTIA B ADMERSNE T, KT A B X ERHIN—X T 1
T RADMBEDETIL, TA B ADEA TIEKIFLET, ROFIZ, BEETA L AD
HMAEDENL—LERLET,

GE)

KFETA B APERAEINTHNTYH, FfiIR—RX FA AR T 7T 4 TRGHEITIU b
A NG TS VET,

R1LEBHARN—X 4o AOEHEDEIL—IL

BERI R — R HERE HESINE=SA4MERADIL—IL

AnyConnect Premium (&> =3 V) B _R—R TG A B AETITKBET A B A
DL, EOmWERMERAIhET, =&z
I, K7 A B AD31000% v v =3 > KR
NR—=Z FTA VL AN2500E v a DEA.
2500 By v a UL R—=T TR £T,
WL, KT A o ALY BEEREDIL IR
NR—=R2A FTA BV RAZAL VA N—NTDHT EIX
b EFAN, ZOXIIA A M=V T
PNT=BAITAET A B AMEH SN E T,

Unified Communications Proxy & v 3 3 &/ B —A T4 A0y a0, T
k7 4 — LOHIREE Tkit v v a i

MEnET, 72& ZF K7 A &2 A2032500
tyvvar, FEEN—2Z 42 X5 1000
oy varoRs, FHS—ZX 422N
TIT 4T THDHIEY, 3500y > a iiAg
=TI ) ET,

TX=2UT7 40 a3 TFAXR =2 A4 2A0ary7% A2 Mi, 7
T N7+ —AOHKIREE TKiEa T ¥
MZBMEnEd, =&z, koAt
AB1032 T HF AN, FEAR—2 T AR
2202 T XA MDA, KRN —Z T4 &
VANT VT 4T THDLHRY, 30 3T F A
R3A F—T W22 0 £,
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Frff ~— R HAEE BESNESAEVADIL—IL

Botnet Traffic Filter R ATREZ AR Yy bRy b TG T 4w
TANE TR AEHY A, BERAR—
A TARVAPEHENET,

£ DAt B — R S4B AERITkET A B A
DL, EHEOEWEMEHINET, 714k
VADAT =B ANA X —TNEITT 4 —
TNOEE. A F—T NV AT —2ADT A&
VANMEREShET, BUET 4 T 2RO T A
T UADGE, MmO FOENMEH S VET,
WL, KT A B A LD HEEREDIRY
IN—RA FA B RAEZA VA N—NTHT &
ETHY FHEAND, FOLIRA A F—ILN
ITONIG BT A B AREA S E
7

EENEYD
PAK 74 2ADF=42U 7 (102 %—2)

BEIARA—X SAEVADARE VXY

%< OLE, FEENR—A T4 B RATHEFHOLERHY, HIA B ADDLH LT A LA
AU LAV ACBITT ARLERS Y £7, FFN—R T A B2 A2 CTHEH S A HRE T,
HLWIA B ZAREHENDANS., T4 B ZAOFGMBENTINTLEDRNT &I E
FCY, ASA TIHBHN—R T4V RAERAL v I TEXHDT, 74 AOHENYIRIY)
NV, HLNWTA B AZRDIZA VA M=)V LT DIZRFEI N EERIZ 72 > 72 0 T 5 0BT
HOFEHA,

FTTICA VA=V ZINTWEDERICKFRHIN—RA T A B RAEBA VA M—LTHE, T
DT7A vy AFFES S, BYHMEIEE 2S8R0 £,

I &R L ET,

1. 2BDERY bRy b T T4 T T4NE TAB L ABA VA R—LL, ZOTA &Y
2 Z 25 MBMEA LET (B8 27 H)

2. WIZ, BIDS2ARy bxry b T 7490 T4V FTARVAZEALET, 220D
SARLAEA VAR ITBEE, FTABUARES S, BEEMILT79E (52+278)
2720 £,

FAROF 2R L ET,

1. 81 1000 & = >*® AnyConnect Premium 71 B A% A A h—)L L, Zi%E 2 M
EHLES (k0 61H)
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BE~—2 51 tozoansR [

2. W2, MO8HE 1000y a DI B AEZA LA N—ILTHEL, INbDODTAL Y
2SS, 14 B+63) 1000y arDIALvL AR £,

INHEDTA B ANFE—TRWEE (& Z21E, 1000 & 3 > AnyConnect Premium < A
AL 2500 Yy ary TABUVAR) L LD TABURITASNEE A, 1 DORERE
WCOERFHR—RA TS BV AZ DT T 7T 4 TIZTELDOT, 742D BT hun
1 DT ET 7T 47T 52 EMTEET,
[f—TRW\WI A AT SNETAN, BIEDOT A B AOFMHIRIINT-HE, R
WREDA v A N—VEHRT A B AREHAHETHNIX, ASAIZZEDT A B A2 AEMICT
IT 47 LET,
EErEYY

X—OT7 7T 4 TALERLIZIET 7T 4 7L (81 X—)

R_— 2 T A & ZAOEZMIE (65 =—)

BEIN—X S A0EMER

MBI T DHAED T A o ARHIREINIC 72D &, R UHERED A VA M—LiFEAT A &
ABRMEATRE CHIUT., ASAIZFDTA B AEHBIWICT 77 4 72 LET, F ORI
HATE DM —A T4 B ARMIZRWERIE, K7 A AR RS NET,

T OWEREITH L THRIHORERI N — R T A L ZEBIMTA 2 A =L L7 E | ASA 135 H)
CHRHSNIZ T AR REHHLES, EOTA B REHMAT 20T, 2—FRRETDHZ
LITTEF, NEHEBEIKIELE T, ASART 77 4 T LT T A & A LIFRIORFHH~N— 2
TAv L AEMENT2ITE, BIDTA B AEFETT 77T 4 7T 20ERHY £,

7= & 21X, 2500 v v 3 o DEFEX—Z AnyConnectPremium 7 1 &> A (7277 4 7) . 1000
v a OREHE N —Z AnyConnectPremium 7 A £ 2 GET 77 4 7) | 500> 3D
7k#t AnyConnect Premium 74 > AZ AL TWHELET, 2500y a sy T4V AD
ARSI 5E . ASAIZ1000E Yy > a v T4 A2 LET, 1000y a3
FA B ADOEHIIRNBEINT-%, ASAILS500 8y v a v KATA B AEBMLET,
BErEY Y

F—DT 7T 4 TLELITHET 7T 1 7 81 ~—2)

A4 RIZETSFEEIAE
IRDIET, 74 AT HEMERICOWVTIIAL £,

AnyConnect Plus 5 & U Apex 514 2> X

AnyConnectPlus 38 L OVApex 7 A B AL, T4 BV ABEET Ha—W F— &2 G 5F
RTOEED ASA \ZHEHATZ BRIFFEH T A &2 2 CT9, https://www.cisco.com/go/license %
ZHL, % ASAIZMEBIC PAK 2%V M TE, ASAICHG LT 7T 4 _"—vay d—%
W5 & VPN RKFARICT Y B 928, T4t A&2HT 5T TDASA
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FOEBEO—EO2—VEIITA B ABRELZBZ L Z EIXTEEEA, FEICOVTE, ML
TR L T EEN,

* Cisco AnyConnect Ordering Guide

» AnyConnect Licensing Frequently Asked Questions (FAQ)

G¥) < F a7 F A b E— FIZIX AnyConnect Apex 7 4 Z L ANMMETY, X5, w/ILT =2
YTHRANE-RTIE, 72—V F—N"=XTOH2=y MTZDTA B AEZEHT 24
ERHY T, T4 A IENESNETA,

ZTDMDVPN 142X
Z OO VPN £ v 23 ZiE, IRD VPN 2 A TREENRTHET,
« IKEvl Zffi [ L7z IPsec Y E— K 77 & A VPN
« IKEvl Z#ffi [ L7z IPsec %1 > —4 4 K VPN
« IKEv2 Zffi [} L7z IPsec %1 > —4 4 K VPN

TDOTA B AITERT A B RAIZEENTWET,

B5tVWNEYy 3y, 247

* VPN & v ¥ 3 VORKEOEEFD. VPN AnyConnect & ZDffidd VPN & v ¥ 3 DK
ﬁi@%%<&of% MABbEEE Yy a VBN VPN Yy a v ORIREBLZ D =

LIITEETA, VPNOERKRKE Y v a VEEBATZ5G. ASA 24— —r— KL T,
WE7ZR Ry NT—27 DY A XTHEEL TSN,

« 74T MU ASSLVPN By g o &BM L7tk AR—F /L) H AnyConnect 7 7 A 7
YhERyyarEBEBLEREAIE. Al y s ryMEH IS TWET, Zhickt
LT, ®MIZ AnyConnect 7 7 A 7> b (RE U RT7ay 7747 hpEhb) Bt
L7e#, 7 74T FLUASSLVPNAR—ZLizu 7 A > LEGEEE, 22008 vy v a Ui
RSN TWVET,

VAPNO— KNS5y
VPN o — K XZ oo 72X, A7 a{k (3DES/AES) T A & ANNETY,

LAL—VPNS AR

TA AT H TN TOMERBFRIC OV TIE,  Supplemental end User License Agreement
for AnyConnect] #ZH L T 72X\,
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\}

G¥) ~/F ar7FA b E— FTiX AnyConnect Apex 74 BV ANMMETT, T 74/ koL H
=T B AIFEHTEEEA,

DES 94 L AIT 4 B—T NI T&EE¥ A, 3DESTA B AEA A M—=LLTWBHH
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AV, T A TEETEEFHAL (= Ry = TREEORERFEZRS) . N—Ru=7T
FEENIAE LT DICT A AT H0ERHY . 2D L8 CiscoTACIZ L > T
N—ENTWAELSIE, YR2AaDFA B AF—AZHKE LT, BFEOTFA B 2AEZH L
WU T VHBEBFICHERET DL IR L TLEE N, YAaDTA v AF—anb, fJl5
HA X —DBRER LHEGFEO Y TAEEZRDONE T,

FA® U TTHEDS Y T AESIL, showversion 11, Z DU TIAEESIT, N— K
T 7 OIMAINCEIRIEN TWAY ¥ —> DV U TR S LITR RV ES, v —DY
TNEZE, 77 =NV R—F I, 4B R IMERAINLEEA,

BEAZIZ, BEFIIT v 7L —RLTEIA B ADEDIZTA B AZERTE EH
Moo

1 >D=2=>y h LT, FAUHED 2 DOREDOT Ao AZMETHZ LIXTEERA,
77eZ21E, 25y a3 SSLVPN S4B 2R A LZH TS0y gy 48R
ZEALTH, 5Oty va v EEATE DT TIEARL, FHEHTE 203K 50
Dy arsTy, (TyF7L—FRRHZ, BHEESCLLEIA B AZBATELZ LN
bVET, HExE25Byvarns 5ty ar~OEINTYT, ZOXATOT v
TL—FRiZ, 220074 Z2OME L IZHOEDOTT) |

FTRTDIA VL RAZAT T 7T 4 7L TEETH, HEICL > TiE, ML > Lo
HEDENTERNLONRH Y £9°, AnyConnect Essentials 7 A &> ADHE, RO T A
TR LITEBMENH Y £ A, AnyConnect Premium 7 - £ A, AnyConnect Premium

(HH) 7148, BL W Advanced Endpoint Assessment 7 1 = A, 7 7 4 /b T,
AnyConnect Essentials 7 4 £ 2% A A h—/L LIz35 (BEHFPOET LV TRHHTE %
BAR) L ZOTABUARRD T A 2R ICHEH SN ET, webvpn, KIZ no
anyconnect-essentials =~ > NZfli f] L T, 5% T AnyConnect Essentials 7 A & > 2 % %))
2L, T4 AEHEHATEET,
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B rxsctozoms

PAK 514 2 ADETE

ZOHTIE, 7774 _X—vard—afi§d o0k theT 77 4 74T 5 HEICHONT
A LET, £, F—%2FT 7T 47T DL B TEET,

FAEVADPAKDEXET VT A4R—2 30 F—OWF

ASAIZT At A A A b=V DITIFREGERET — A E T, £ D%, L% Cisco.com
WL TT 7T 4= ary F—2BGT52LNTEET, RIS, ASADT 7T 4 —
Varxd—HANTEET, BET ML RATE iCﬂﬁ]}DJ'J@%c%Efuﬁﬁ? DB 720 £,
PAK LA/ DE LN T, 1DDOT 7T 4 _X—2a vy X—I2i 0 FT, T8 AFERHZ,
NTCDOTA B APAK NS N TV DOHAELH Y 3. ASAICITEAT AU RAEIT
Security Plus 7 A B ATV A VA b=/ X, THHAERKZRT LTV D85 121 Strong
Encryption (3DES/AES) 71 & A bt Ed, Mk Strong Encryption 7 A 7 A% F
FTY 7T A NTHLENRD DAL, http://www.cisco.com/go/license S L T 72 &0,

458 HHEIIZ

TNRAAD 1 DL EDT A2 ZA%EAT 554 1%, Cisco Smart Software Manager CEH L £
—éqo

https://software.cisco.com/#module/SmartLicensing

FETAHUY MEBRLTRWERIE, 2OV 2722V 7 LTHLWT A ety b
7 w7 LT ZEVY, Smart Software Manager Tld, ffkDO~A X — T Hh o M E/ERTEE
ﬁ‘o

FIE

AT T1 BT At ZA&BEAT HIZ1E, http://www.cisco.com/go/cew ZZH L TL 72 &0, kD
AnyConnect FEIEHT A RBLUNFAQ #ZM L TS 72E VY,

+ [Cisco AnyConnect Ordering Guidel

» AnyConnect Licensing Frequently Asked Questions (FAQ)
TA B AZEA LT, BERGEY — (PAK) DFE#ESNTEE T A=V EZZITIRY £7,
AnyConnect 7 14 £ ADLE, 22— &y a VORI U= VEFEHT 585D ASA 1Z5E A

T%évw%n—XMK%XTWDi¢ LA L o> TiE, PAK BEt# S E A —1%
TR ADETHALNDZ E0nb Y 17,

ASA FirePOWER & = — /L., ASA SITRIDOTA B 2 A=A L&A LET, 3ELL
X, SHEHOETADIA v 7 AZ—K A FEEZRLTLIEEN,

AFvT2 kRoavw s RE AL T, ASADY Y TILESZEELET,

show version | grep Serial
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http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html

| AsA oBiss

ATvT3

ATy T4

ATy TH

ATvT6

wErsts(tr2ong [

FTAB L AEREND Y TAEEE. N— Ry =T OMINZHIBI SN TWA Yy —2 D
UTNESEITIERYVET, O —DO Y TNESL, 772NV R—FTHEHIN., T
A AZIIMEHEINERT A,

TIT4R— a3 T2 GT DI, LT A A Web A MIBEILET,

http://www.cisco.com/go/license
Tur T RRFRENTE, ROFHREATLET,
BEGRRER — (F—0MEEDLLAIE. T 122 AN LES, F—ZJLiIEloT et
AL LTANTHRERHY £7)
*ASA DT Y T NE S
BT ANV T RLA
TITAN—a = RnN AR ER S, FBELTEE T A=A T RLAICEESNET,

TOF—ITIE. KEETA B AFICENE TICBREE LR RN TR TEENTWET, HH
NR—=R FA VLV ADEEIE, T4 AZEIHIOT 7T 4"~ ary =060 £7,

S OITEBMORGRIEF—2 b 55613, MERAEF—ZLICZOFIEZBEVIRLET, T
TORBGRIEX—F2 AN LTet, RBICEESNDT 7T 4 X—va ¥ —I2id, BEkLik
REREEN TR THEENLTVET,

X—DT7 7T 4 TCETIIET 7T 40 7L 81 X—2) IZESNWT, T/ T 4 _X—T a3
F—% A A= LET,

SERSItESA o RAOME

ATv T

ATy T2

ASDM (I X OMd 23 okke) # M4 5121%. &ER5{t (3DES/AES) 91t 2% A
VA=A THRENRDY £T, ASAICEER ST A BV ANT VA A M—=/L STV
W, FA BV AEBEICAFETEET, BERBLTA B RACHETIENENEOE
FEMT-TMNERH Y 5,

FIE

KDavy REANLT, ASADV ) TAESERGLET,
show version | grep Serial

OV TAEET, N R =T OIMINZHIR SN TNDE vy — DV ) T AES TR
NET, Y=LV TIVEFE, 772NV R—-FTHEHAIN., A4 2R HMEAS
NnEE A,

Https://www.cisco.com/go/license % 2} L. [Get Other Licenses] %7 U v 7 LT 72 &\,
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ASA RAE |

EERSILEIM U ADNG

1:460D 5 1 £ ZDEGF

Tools & Resources

Product License Registration L rew o

“iew in French  ConlactlUs ¥ Feedback Help My Profie Rl

ﬂ. Did You Know? a System Messages fs Suppornted Browsars

Futfil Get Other Licenses «

Get New Licenses

Enter 1 to 10 PAKs or token IDs, separated by commas

Manage

PAKsITokens Licenses Devices Transactions History

AT 73 [IPS, Crypto, Other] IR L £,
R 2:IPS. Crypto. ZDith

Get Other Licenses v
Demo and Evaluation..

TelePresence Software Release Key..

TelePresence License o Resend...

Share LICense Frocess

Main to Backup
Register ROSA HA as Pair..

Migration...

AT w74 [SearchbyKeyword] 7 ¢ —/L FiZasa & AJj L. [Cisco ASA 3DES/AES License] &% L £,
3:Cisco ASA3DES/AES 51 R

Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Options | Review and Submit

Search by Keyword m
Make a selection from thig list of products
Product Family Product

Network Mgmt Products - E E
Security Products {Cisco ASA JDES/AES License
Wireless

| Cisco ASA 5500 series AIP-SSM

AT w75 [Smart Acfcount] , [Virtual Account] %8R L, ASA @ [Serial Number] # AJ) LT, [Next] %7~
Vw7 LET,
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*—07s 74 7kEREET 7491 [

$:AR—bTFAI b N=FvILTFTHIV . VUTLES

Request Crypto, IPS and Other Licenses

| 2. Specify Target and Options

{equired with Smart Account

ATV 6 FHEEOBEFA—NT LAy Ra—F 4 ZEBMICAI SNET, LEIZG L TEMO
BIA—INVT FLAZANLET, [TAgree] T=v 7Ry 7 A% 12 LT, [Submit] % 7
Uo7 LET,
X 5:3%1E
Request Crypto, IPS and Other Licenses

| fy Target and Optior | 3. Review and Submit

Recipient and Qwner Information

Enter multiple email addresses saparalad by commas Your License Key will be emailed within the hour to the specified email addresses,
= Send To: Add
« End User. ~ | Edit

License Request

SerialMumber

FCHIT14J6HP
Smart Account SKU Name Oty
¥ Cisco Internal ASASS00-ENCR-KS

ATV T ZO%, 77T 4= a3 =0 SNI=E T A —/LEE £33, [Manage] > [Licenses]
TV TP F—% T ICF T —RT5Z2 L TEET,

ATYT8 =0T V7 4 TMEEIIHT 7T 4 7k B1_—) ITESNWT, T/ T 4= g F—
ZHMALET,

X—DT7I T4 TUFELIZETIT14T1k

COHETIE., HLWT T 4 R_R—T g F—DANE, BERN—2 F—DT7 7T 4 TbB L
VIET 77 4 TALDFIEZHDWTRRIA L £97,
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B o077« oErak7s74 91

ATy I

ATy T2

1R BHHEIIZ

T TIIwAT aTHFAN ET— RIZASTWAESIT., VAT AETAL—RIZZOT
JT A4 RXR—V g —E AN LET,

s —HEBDKKET A B AT, 777 4 7LRICASA Z ) v — FFO4ERH Y £, K
DRI, Vo= FPRBRERTA v AR LET,

R2:KESAEVADY O— REH

ETFIL YO—FAREBELRSA R TOO3Y
T_XTOET IV LS AL AKX T T L— R
FIgE

TITAN—vay =& ASAICEM L ET,
activation-key key [activate | deactivate]

1 -

ciscoasa# activation-key 0xdl11b3d48 Oxa80ad4cOa 0x48e0fdlc 0xb0443480 0x843fc490

F—lE, 5O VL AL INB72B 16 EXLTFIITT, HFZ L AL MI1IODAR—=A TS
WET, FLHHO x FREFITEETT, T XCTOMED 16 #f L RisihvET,

1 ODKGEF—F LOEBORFHN—A F—% A VX P =L T&EET, HLOVKFF—Z AT
Lieht, $TICA VA M= NFHOF =N EESSNET,

activate 35 £ U deactivate ¥ — 7 — R, FFij_N—X X —7FIcfEACE£4, MEATILE
WA, activate 237 7 4L N T3, FEEOHERRICK L TRZIZT 7 7 ¢ 7L L7 REfE~—
AF—INT T A TRV ET, TIT 4 TRFEN—Z =27 77 1 71T 5T,
deactivate ¥ — 7V — F&Z A /)L £ 7, F—DHIEIATKET, deactivate Z57E L7255, F—I%
ASAWZIHT 2T 47 AT —FTA VA M=V ENET,

GBIk >TWE) ASAZ Y — RLET,

reload

KT A B AL oTUE, FILWT 77 4 _X—=var F—DOANHICASA %Y vn— 15
PMENRHY ET, Va— FBRLERGAIT, WOAvE—URFRRINET,

WARNING: The running activation key was not updated with the requested key.
The flash activation key was updated with the requested key, and will become
active after the next reload.
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HESA 2 ADEFEE (AnyConnect 3 LLHT) .

EErEYY
R N—Z T4 R (62 X—)

HESA 2 ADEKRTE (AnyConnect 3 LLRI)

\}

GE)  ASADIE T A & AMREIL. AnyConnectd LAFED T A &2 A TiE VAR — K éﬂfb\i’d‘/u
AnyConnect 7 A £ U ADRIHEINTWDH 2D, A —NEIIBINT A & RIREIZ
Dibf\—o
ZOHTIE, HEITA VLAY —=NEBMI AT DERET D TEZHOW TR LET,
£ESAEVRIZTDNT

HEITA v RAEMEHT 5 L. 250 AnyConnect Premium &2 » ¥ 3 ‘/%fﬁ%ﬂ L. N6ty
TarEASAD T N—THTHREIZS U THAETEET, Z2OEDHITIE, W ASA %
EEHEITA B AP —RELT, BOVELXETA B XM AT A <E LT RELET,

HESAEUADY—NESMU AT LIZDNT

iz, HEITA L AOBEFIEZRLET,

1. WIFNOASAZEEFETA B AP —NREFTINEREL, T A VI TAESEHA
TEIHEIA B AP —NDTA B AZHEALF T,

2. WIFNDASAZHFGTIA VAN I T v T F—RNaqhedtf 74 ABME LTS
MERE L, ZT A XY TNEGEHE L TET S AT LTHAT A ' 2300
T4 AERFLET,

3. (FFvary) MOASAZEETIA B AR I T v h—N"ELTHRELET, Ny
77 w7 =TT BOHRIFETE £,

GE)

N

HEHEITA L 2Ry 2T T H—NINBERDIIBINT A B ADHTT,

4. HEITA B A= LICHARME ZRE LET, EWE RS 22ME THTW
TNOLIHF IS B A EHHTEET,

5. ASA%RZMEE L TRETDHIHE, v—HL T4 BV ABIOCETMEREZETBHD
HREZETDH I ETHEFE I A B A P—NITHFELET,

GE)

BB Xy P =7 AL T — N E@BETEOLERDH Y £, W7y b
WCHDMEITH Y FEA,
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B znzev—nomomEms

6. HHITA LAY —NF BMERY—NCHR—V 7T H_REHEDHERTISELE

o

7. BNMENO—INLTA B ADE Y a L EEWVREE LA, BNEIIEEEI AR
Y= 250y a VEANTENME Yy Y a VOBEREZEELET,

8. HIA LA F— L, BHTA L ATHELET. 1 AOBMENERT 5 A7
vy arii, 75V N T4 —LAFFAORREy TV a v EEBLIONEY A,

el

\}

GE)  dHEIFABL 2 =N, HETA B R F—IIBNTHZ LB TEET, BINTITSM
FTARAGY =N TA B RABMLELHY FHA,

1. MBI LTHEETA L R TN+ 5570y v g VRS — 3
ARERIREY OB v a VETIRELE T,

2. ZMFENTEIOLRD2Ey v a v 28l RTAHZV Iy a A v —U0REE2— NE
RICHEONZ KR CTE D E TR ET,

9. ZMMEDOAMMNEDY LTemE. 2IEEr— NGy va VERRT L OICA Y
vIZ /%f%’fiil Li?‘ﬁo

\)

GE)  ASA L. P —REBMEROT T OMWMEDRES{0IC SSL 2 H L £7,

SNE &EH—/\ORIDBIEREE
ZFE &V — BEOBERBEIZOWTIE, ROTA RTIA 2SR LT EEN,

s ZINHE D EFHOFFITR L THEFGHIE3MEORMARE L% T, =Ty a v
PR CEETA B A P— VIR LET,

cBMEDREFZFETDHEDICTA B A= NCEETERWEE, BIEZY— 0
OZAF LA T Ao Ak 24 B LielT S £,

24 FMAZRB L CHOBMENELTA B A =" LBETERVWES, 2IEITE Y
A VNEREMETHoTHIATIA B AZMHLET, ZIMETBAFAOMHNLL TV D
Rt MR LETD, 74 B AHIREZB A TH LW ZZ T AL A,

« DY 24 I RRGBATIC Y — N HEER L 722y, Y — 3033k v v a 2 HIIREINIC
LB THLHE. ZIMEITE Y v a AT 08 LWEREZXET ORENDH Y 7,
P—=NE, BIHICHEID L TTELRVDOE Yy v a Y TIRELET,

AR NG T T H—/N[ZDT

HETA VAR I T T H—rNiE, RNo I T v T ORE 2 FITT DRI AA > DOIEZ
AT AP —INADBGRIHETI L TOWDBMLENRH D F9, BRI, A voFIT B

at
dl
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Jr—nt—ri—tHs51to2 |

AP —NFHEHETA B AERIZNZTH—"EEL NNy 77T v LR LET, HRIZIE
BEFEHBINMEDO—EB L OBED T A B AMERARAE TN ET, %4/%*Akﬂ/7
7 —NE 10 ERTT — 2 ZFEM L3, PIREMO®% T, Ny 77 v =X
Va—RECTHUNNy I T v 7 OEEEFITTEET,

AL —=RNPRE T DL NI T v P— "R —EEEF ST T, NI T

T — N THkE L CIROR30 HIFBMETE £3°, 30HZ B 5 &, No 77 v 7 h—EH 0

B~ va B irERIEL, BBEOY v a NIXA LT U RN LET, AL =%

D30 HRFIHICHERICEIIT 2 X5 LET, 70T 4 b LoULd syslog A v E—T03 15
WIZEE SN, 30 BOICHEESNET,

AL P —=SPEIRLIESGE, AL P—=N3ARNy 77 7 =N EFEH L TR, =2
EZ ol Sk £,

NPT T H—=NNTIT 4 T TROVEZIE, AL DIETA B A F—"OWE DS
m#EE LTEELET,

\}

GE)  AAOHETA A P —"OYEREIRFZIE, Ny 7T 7 — M LTS BRI
HEMECE ET, EERIIRIZ 30 BICBIET A ETCHI &ML ET, £/, A2 =N
NEDOBEIRFHITHLE T LSS, Ny 7 7 v 7 —"O@ERIRIZA Z &2k LET,
f%/*f—/vbwﬁlﬁ Lia, Ny 27 o7 = N3 OH Z eI ERGLET, 728

ZIE, AA =R 20 HEF 7 LTWT, ZOHIIR ANy 77 v T —N"NT 77 47
ThoTeBh, Nv 77 v 7 H—oN2id, 10 HEOHIROHA D FK > TWET, Nv I T v
=30, #77%47@N/77/ftbfé%’mﬁﬁﬁ%ﬁbt%f RO 30 HIH
T IHEE SNET, CORBEEITILATA B AORBREHAEZ < ToOIcFEEIR T E
7

TJx—I)LA—nN—¢HESA R
EHEITA L AL T2 — NI —"—DMHAAEFICONTHALE T,

(v
[

TI— WA —N—EH£BFSA A H—N

ZOIHETIE, AV P—R"BIONRNY I T v 7 =L T z— b —— L OMAIERIC
OWTCHBALET, EHETA B AV —RTE, VPNF— T =2 Af T 7 A T U4 —/L72 E,
ASA L LTCOBEMIELFATINET, Z0EDH, AN I T v T7OHET AR
PN T 2= VA= N—ZFHE LT, FHEEEZEODLZEE2BEO L ET,

Y
GE) R 79 Y —RAP=2ALEL T z2— VA —_"— T80 F42, WEFIITAELEMERH
\iﬁqo

EHEIA LRI TN aryTHFA N FT—RTEFYR—NENDITZD, TI2T 4777
TA4T T —R_R— 3V R—FEINhEHA,
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B o= r—rn—esmsrto2 94—

TIT A4 TIAB N, Tz b A —"—=TlE, 774~ VEENTERLEET AR P —
NELUTHREL, A UM EEEIT T = — VA —N—RICFERIEET A B AP —RE LT
RELET, AXUARAEEIT, Nl T v 70T A A P—NE L CIHERELEY
ho MBIZIEU T, N2 T v 7 $—E L THEIET DEEDST 2B £1,

ez 2O 72— N A== XTRSDHRy NU—T72FHTLHELET, T #11T
EAAL L DITA B AP —=RARNEENET, T RITIFIAN I T v P —"NEGENET,
RNTH DT TAVIEEBNLI T TDHE, BT, AXURAEERF LI AL T4 &
VA =N ET, XTRONy I T T —R"PMEHEINLZEEHY EEA, T
#1 OIEBNW ST L G X T LA TET, TR ORI T v 7 =N HEGFT 4 A
PR L THEAEIND LRV ET, XTHBL T LIZEET, XTHROTTA4<
WELA T LEBESIE. TR OAZ AL EENEET A A =" LTHEH SN
LIV FET ROKESH) .

6: 7 T— A —N—,EHEESA R H—N

Key
Blue=Shared license
SErver in use Failover Pair#1 Failover Pair #2
povorce | B8
failever unit b1 " .
: % o _ |
1. Normal Main [Active) Main (Standby).~ —.__ Backup (Active) Backup (Standby)
operation: | I i | |
Failover Pair #1 k. Failover Pair #2
= = 2 B
;Lo Con | |
2. Primary main Main (Failed) Main (Active), —, Backup (Active) Backup (Standby)
server fails over: I L ] | |
Failover Pair#1 o Failover Pair #2
g B & 8
3. Both main Main (Failed) Main (Failed) ~— - Backup (Active) Backup (Standby)
servers fail: | / | |
Failover Pair #1 o Failover Pair #2
== = ! ;—E!
4. Both main servers and Main (Failed) Main (Failed) -~ . Backup (Failed) Backup {Active)

primary backup fail: | | _ | |

AZNA RNy T T =3, TIA~V Ny 7 v 7 P— N L[E CEfERIR %2 A4 L
EY, R UNAIEERT VT4 TR DHE XORRNSTTA < VIERBEOI Y MY~
ol EHEE £,

Lkl ]

=
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EErEYY
EHEITA B ARy 7T T H—rNZONT (84 =)
TI— VA —N—,HEEFESA U RBMU AT LA

BN AT DDOXTITHOWTIE, WD E LT A B 2B — T8 LE T, BEAFIC
1. EBOSML AT AIDEFERLET, 777 4 THEBOSINS AT LIDIL, AX 34
EEEFEMSNET, R UM EBIL, 77T 4 70 EbLEXIC, ZOID ZHHAL
THAEBSR AR LET, ZOEEERICE T, URNCT 72T 4 T E BN LH LT
TT A T EEICERE Yy v a VBRI LET,

ZMEDEKE

ASATIE, HETA B ADSMY AT 2PBUTHIRR BV FHA, 72720, ARy FU—7
DHBENRIEFICRENWE, TA BV AT —RONRT p—~ A IEETIGARHY £, =
DEEIX. BNV AT LD 7Ly v aflf@d k< 7560, xRy hU—27 % 25ET 5%
ZeEBEIOLET,

HESA LR H—/I\DETFE
ZOIETI, ASAZIEETA B A Y=L LTRETDHHFIEICHOWNTHAL E1,

188 BRI
Y= RNREFETA B A PR F—2 o TWVAMLENDH Y 7,

FIE

ATY TN MAREEZRELET,

license-server secret secret

51

ciscoasa(config)# license-server secret farscape

secret 1X, 4 ~ 128 3LTF-D ASCIl XF-DXTFHNTT, ZOMELEFOBMI AT LN, 4%
VA= REFHTEET,

ATvFT2 (AFvay) BHFEEERELET,
license-server refresh-interval seconds

51

ciscoasa(config)# license-server refresh-interval 100
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B 255tz v—nome

ATvT3

RTv74

ATy Th

RIRRIE 10 ~ 300 B2 Cd, ZDfEN, —NLEETIHEL LTSMY AT AIREINE
T, T7 4 MI30HTT,

(AFay) =R =y FHD SSLEREZ Y v AL THR—FERTELET,
license-server port port

B -

ciscoasa(config)# license-server port 40000

port IX 1~ 65535 T3, 7 7 #/L ML, TCP AR— b 50554 T,

(ATvar) NolTvTHF—="OPT LRI TAEFEGEEELET,
license-server backup address backup-id serial_ number [ha-backup-id ha_serial number]

1 -

ciscoasa(config)# license-server backup 10.1.1.2 backup-id JMX0916L0Z4 ha-backup-id
JMX1378N0W3

NI T T =N T 2= VA== X7 DO—FTHDHGEIL, AX AL IEEBOLTT
NEEVIEELET, 190w I T v T b —NReZDF S a L DAE N, 2=y NOR
ERETEET,

D=y FEAETA B A Y=L LTARX—T M LET,
license-server enable interface name

1 :

ciscoasa(config)# license-server enable inside

BN AT BN — N BETAAN L E—T2A AFZEELET, Z0a~vy NISERA
H—T 2 AT KT ET,

1

Wiz, LHEMEBELEZHRTL., EHEREFR—TF2EEL, NI T v 7 b—RERE
L., 20Ozx=vy bxinside f v X —7 = ABLPdmz A v H¥—T = ATEEFET A
TR Y= RNE L TAX—T T EH %2~ L ET,

ciscoasa(config

( license-server secret farscape
ciscoasa(config
(

#

# license-server refresh-interval 100

# license-server port 40000

# license-server backup 10.1.1.2 backup-id JMX09161L0zZ4 ha-backup-id

ciscoasa (config
ciscoasa(config
JMX1378NOW3
ciscoasa(config)# license-server enable inside
ciscoasa(config)# license-server enable dmz

)
)
)
)
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HESAEUANY I T TH—nROHRE (FTPav)

HESACANY I T YT H—N\DOHRE (FT>av)

ZOHTE, EEFTA VA ADAAL = "NL T LIEFRITN Y 7T v 7 =" LT

ATy T

ATy T2

BHET A BNV AT LA F—T M LET,

1R BHHIIZ
N 2T o7 =2t £ETA B AN —DHETT,

FIE

EETABVAY—=NDIPT FUREILFRELIRELET,
license-server address address secret secret [port port]

51

ciscoasa(config)# license-server address 10.1.1.1 secret farscape

FIFN N R—FE2H—Nar 7 4 Fal—aryTEELERESIT. FUR—1 2y

T o7 =N HEELET,
D=y FEIETA R ANY I T v T =N LTAR—=T NI LET,
license-server backup enable inferface name

&1

ciscoasa(config)# license-server backup enable inside

BN AT DR —NEBET A =T =2 A RE2RELET, 2O~ NILERA

2 —T 2 A AT REE T,

1

Wiz, FA A —REIEFMELIFEL, D022y FENEA LV FX—T oA R
Ldmz A v EZ—T 2 A A LEONRY I T o THET A B AP —NE LTA R—T IV

TR R LET,

ciscoasa(config)# license-server address 10.1.1.1 secret farscape
ciscoasa(config) # license-server backup enable inside
ciscoasa(config) # license-server backup enable dmz
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1R BRI
SNV AT AR TA B AN —%2FF> TWDHLERH D 9,

FIE

HETABV A —RNOIPT RLRAEEFEMEEZBEELET,
license-server address address secret secret [port port]

£

ciscoasa(config)# license-server address 10.1.1.1 secret farscape

FIH N R— b e =R a7 Fal—ra UV TERELESAIE, AUA— ey
AT BITHRELET,

(F7vay) R T o7 b—NRERELEZEAIZ. X T v 7 B—_"OF7 KL A% A
HLET,

license-server backup address address

&1

ciscoasa(config)# license-server backup address 10.1.1.2

1

wIZ, AV APF—_DIPT RLABLIOIEEWE, 25NN I T v 7 T4
U AP —RDIPT FLADORE = LET,

ciscoasa(config)# license-server address 10.1.1.1 secret farscape
ciscoasa(config) # license-server backup address 10.1.1.2

[CHR—FEINTVOIHEDTI VR

TOETE., FETNMMHTESL 548 2L, T4 RACET A KR HEIEIC W CEHLA
LET,
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Communications 7 A & > A T—EITRENFH A, FFEHIZOWTIE, 21 2— RIE 5 LiERE
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KiGTA T A, TIT 4 TRIFENRN—=RATA LA, BEOETIA BV AZRRLET,
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show activation-key [detail]

detail ¥ — U — K&FEHT B &, ET 77 4 TRIGMS—X T4 BV AR REINET,
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T2 )VF—NR—FI/ TAF 2=y T, Z0a<vwy RE, $XTohOa=y NOHE
X—Thd [7I7R%] T4V ALRLET,

i
5 1 : show activation-key A > FDRA Y F7AY 1=y FOHAB

WIZ, FIT594 B A GkEET A B R LIFHR—Z S4B ZAOMBEDE) . B
SOT I T 4 TREFRR—A T4V RAERT, AX T 2= h® show
activation-key =~ > FOH IHI %2R L E7,

ciscoasa# show activation-key

Serial Number: JMX1232L11M

Running Permanent Activation Key: Oxce(06dc6b 0x8a7b5ab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fed4d 0xc918b97b 0Oxcel0b987b 0x47c7c285
Running Timebased Activation Key: Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 10 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Enabled perpetual
Shared AnyConnect Premium Peers : 12000 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 12 62 days
Total UC Proxy Sessions 12 62 days
Botnet Traffic Filter : Enabled 646 days
Intercompany Media Engine : Disabled perpetual

This platform has a Base license.

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xa821d549 0x35725fe4 0xc918b97b 0xcel0b987b 0x47c7c285

Botnet Traffic Filter : Enabled 646 days

Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad2 Oxyadayad?2
Total UC Proxy Sessions : 10 62 days

5 2 : show activation-key detail D A2 > K7A> 1=y FDHEAH

WIT, FITo9A4 B2 kT A B A LR —2 S4B ZAOEBEDLE) . B
FOKBTA B AL A VARV ENTWVDBERRHAN—ATA LA (TI7T 47
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BIOHT 7T 47) 2t AX KT r Yy 2=y h® show activation-key detail

awy RO FlER L ET,

ciscoasa# show activation-key detail

Serial Number: 88810093382

Running Permanent Activation Key: Oxce(06dc6b 0x8a7b5ab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c

Running Timebased Activation Key: 0xa821d549 0x35725fed4d 0xc918b97b 0Oxce0b987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces : 8 perpetual
VLANs : 20 DMZ Unrestricted
Dual ISPs : Enabled perpetual
VLAN Trunk Ports : 8 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
AnyConnect Premium Peers H perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 25 perpetual
Total VPN Peers : 25 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions H perpetual
Total UC Proxy Sessions H perpetual
Botnet Traffic Filter : Enabled 39 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5512-X Security Plus license.
Running Permanent Activation Key: Oxce06dc6b 0x8a7b5ab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c

Licensed features for this platform:

Maximum Physical Interfaces : 8 perpetual
VLANs : 20 DMZ Unrestricted
Dual ISPs : Enabled perpetual
VLAN Trunk Ports : 8 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
AnyConnect Premium Peers H perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 25 perpetual
Total VPN Peers : 25 perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions H perpetual
Total UC Proxy Sessions H perpetual
Botnet Traffic Filter : Enabled 39 days
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.
Active Timebased Activation Key:

0xa821d549 0x35725fe4 0xc918b97b 0xcel0b987b 0x47c7c285

Botnet Traffic Filter : Enabled 39 days

Inactive Timebased Activation Key:
Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3 Oxyadayada3
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AnyConnect Premium Peers : 25 7 days

{51 3 : show activation-key detail 233 5T T —ILA—NN—RT7DTS5(4<)a1=y b+
HAh

RIZ, 774~V 7 x=—/bF—/3— = D show activation-key detail =~ > KD
HOlEZ R LET,
e I 2=y h TABUVR KT A B R EREIN—X T 4 ADM
AEDE) .
T ITATIVBIONE I A VEBOTA L AOMBEDLETHD, [7T—IL
F—NR— T FAR| TAE LA, ZHUE, ASA TEBICETENTWDL TV
ATT, 774 VEBIOEDI L FY T4 AOMBEDLEENMLIZZDT
AU ADMEIL, KFIZR>TWET,
c T4 < =y hDOKEET A B A,

e I A=) 2=y FDA VA PN NFELDEHR—ZA T AR (TI7F47H
TO¥ETIT4T)

ciscoasa# show activation-key detail

Serial Number: P3000000171

Running Permanent Activation Key: OxceO6dc6b 0x8a7bbab7 Oxale2ldd4 0xd2c4b8b8 0xc4594f9c
Running Timebased Activation Key: 0xa821d549 0x35725fe4 0xc918b97b 0Oxce0b987b 0x47c7c285

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers HE perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions HE perpetual
Total UC Proxy Sessions HE perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
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Security Contexts : 12 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers H perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions H perpetual
Total UC Proxy Sessions ! perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Running Permanent Activation Key: Oxce0O6dcéb 0x8a7bbab7 0Oxale21dd4 0xd2c4b8b8 0xc4594f9c

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:
0xaB821d549 0x35725fe4 0xc918b97b 0xcel0b987b 0x47c7c285
Botnet Traffic Filter : Enabled 33 days

Inactive Timebased Activation Key:

Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3 Oxyadayad3
Security Contexts HE 7 days

AnyConnect Premium Peers : 100 7 days

Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4 Oxyadayad4
Total UC Proxy Sessions : 100 14 days

{5 4 : show activation-key detail [Cx{ 9 5 T T — LA —N—RT7DEHVF) 1=y k

H A

I, B Z Y 7 z— A —3— 2= h® show activation-key detail =~ > KD
HAl R LET,
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e H L F) 2=y N TABUVR KFETA B ALRN—R T4 ADM
AEDE) .

T ITATIVBIONE I A VEBOTA L AOMBEDLETHDL, [T2—IL
F—=N—= I FRAZ | T4 A, TIUE, ASA TERIZEfTEN TS T4V
ATYT, TI9AIBIOEIFY T4 ADMAGOEEMLIZZDT
A ADMEIE, KFEIZRS>TWET,

B HF) 2=y NOKEET A B A,

s XN UH YDA VAN VFEBRORERNR—R2 T A A (T 7T 4 7BLOIHET
TT47) o TOL=y MUTFFR—2 T4 B ATz, OB
bR RINEFA,

ciscoasa# show activation-key detail

Serial Number: P3000000011
Running Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Enabled perpetual
Security Contexts : 10 perpetual
GTP/GPRS : Enabled perpetual
AnyConnect Premium Peers H perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
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Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 4 perpetual
Total UC Proxy Sessions H perpetual
Botnet Traffic Filter : Enabled 33 days
Intercompany Media Engine : Disabled perpetual

This platform has an ASA 5520 VPN Plus license.
Running Permanent Activation Key: Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl Oxyadayadl

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 150 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
VPN-DES : Enabled perpetual
VPN-3DES-AES : Disabled perpetual
Security Contexts : 2 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers : 2 perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 750 perpetual
Total VPN Peers : 750 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual
Total UC Proxy Sessions : 2 perpetual
Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual

The flash permanent activation key is the SAME as the running permanent key.

{515 : show activation-key [CX{ 9 D, T T—ILA—/IN\—RT7TDASAHYH—ERXRED 21—
LDTZ54%1) 2=y bHA

wRIZ, T4~V 7 xz—)LA—s3— 2= D show activation-key =~ > KD | /1

zZRLET,
T4~ 2=y b TAESA OKFETA B R ERERN—2 T A& ZADH
Habi) .

e T TATIVBILPEI X VEBDOTA B ADOMAEDLETHSL, 72—
F—=N—= T FRE|] FA4EBUA, ZTHUL, ASATHEBIZEI TSN TWSL I/
ATY, 7I9A4~VBIPRED U HY T4 ADOMAEDEERKMRLTZZ DT
A | ADMEIX, KFIZ/2>TWET,

e TTA4 7Y 2=y FDOA VAN NVFELDKNR—ATA A (T2 T7 478
YTOIET T 4T

ciscoasa# show activation-key

erial Number: SAL144705BF

Running Permanent Activation Key: 0x4dled752 Oxc8cfeb37 0x£f4c38198 0x93c04c28 0x4alc049a
Running Timebased Activation Key: Oxbc07bbd7 0xb15591e0 O0xed68c013 0xd79374ff 0x44£87880

Licensed features for this platform:
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Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 25 perpetual
GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual

GTP/GPRS : Enabled perpetual
Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.
The flash permanent activation key is the SAME as the running permanent key.

Active Timebased Activation Key:
O0xbc07bbd7 0xb15591e0 0xed68c013 0xd79374ff 0x44£87880
Botnet Traffic Filter : Enabled 330 days

151 6 : show activation-key [CxF %, F7T—ILA—/"\—RF7TDASAY—ERE 21—
LWothoF) 2=y rHA
WIZ, B XY 7 z—)LA—s3— = kD show activation-key =1~ > KDt /1
PRLULET,
e B HFY 2=y N TABVR KFETA B R ERN—R T4 ADHM
%L/El\bﬁ) o
T IATIBIOEI X VEEROT A ADMAEDLETHDL, [7T2—L
F—=R—= T FAH | FTABA, TIUE, ASA TEBEIZETINTWAE T
ATY, TI9AIBIOEIHY T4 ADMAGOEERMLIZZDT
A ADEIX, KPS TWET,
e HE VDA AN NEBLDIEFRNR—=ATA VLA (T 7T 4 TBLXOIET
TT47) . TO=y MIZREFSN—RX T4 2 230 aH, 2ol hfliz
LRI NFEEA,

ciscoasa# show activation-key detail

Serial Number: SAD143502E3
Running Permanent Activation Key: 0xf404c46a 0xb8e5bd84 0x28clb900 0x92ecal9c 0x4e2a0683

Licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |
B z=z051 ¢ z0%x

Security Contexts : 25 perpetual
GTP/GPRS : Disabled perpetual
Botnet Traffic Filter : Disabled perpetual

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

Failover cluster licensed features for this platform:

Maximum Interfaces : 1024 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
DES : Enabled perpetual
3DES-AES : Enabled perpetual
Security Contexts : 50 perpetual

GTP/GPRS : Enabled perpetual

Botnet Traffic Filter : Enabled 330 days

This platform has an WS-SVC-ASA-SM1 No Payload Encryption license.

The flash permanent activation key is the SAME as the running permanent key.

517 : 2 5 X2 TO show activation-key D 11

ciscoasa# show activation-key
Serial Number: JMX1504L2TD
Running Permanent Activation Key: 0Ox4a3eea7b 0x54b9f6la 0x4143a90c 0xe5849088 0x4412d4a9

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual

Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 2 perpetual

GTP/GPRS : Disabled perpetual

AnyConnect Premium Peers : 2 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 2 perpetual

Total UC Proxy Sessions : 2 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

Failover cluster licensed features for this platform:
Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 100 perpetual

Inside Hosts : Unlimited perpetual

Failover : Active/Active perpetual

Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual

Security Contexts : 4 perpetual

GTP/GPRS : Disabled perpetual
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AnyConnect Premium Peers : 4 perpetual

AnyConnect Essentials : Disabled perpetual

Other VPN Peers : 250 perpetual

Total VPN Peers : 250 perpetual

Shared License : Disabled perpetual

AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions : 4 perpetual

Total UC Proxy Sessions : 4 perpetual

Botnet Traffic Filter : Disabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Enabled perpetual

This platform has an ASA 5585-X base license.

The flash permanent activation key is the SAME as the running permanent key.

HESALEVRADE=ZRY) VYT

IETA B R EE=4FDIIE, ROWTANLO A~ REALET,
* show shared license [detail | client [fostname] | backup]
HETA B AREFHERERRLET, A7V a3y F—U—RITA B R =1
(A TE £, detail ¥ — UV — FZ2fif+ 5L, BMP AT LT EOREHERNFR S
NET, BTFRNELZ1BOBIMNY AT HMIRET HI1E, client F—T— FEEH L £,
backup ¥ — UV — RZEHT L L. N7 7 v 7 =N T HIHFRBETRSINET,

HHEFT A AOHHIFEHE 7 U 74 5I121%, clearsharedlicense =~ K& A1 LE9,
wiZ, T4 A= TOD show shared license =~ > RO 2L £,

ciscoasa> show shared license
Primary License Server : 10.3.32.20
Version 01
Status : Inactive

Shared license utilization:

SSLVPN:
Total for network : 5000
Available : 5000
Utilized : 0
This device:
Platform limit : 250
Current usage : 0
High usage : 0
Messages Tx/Rx/Error:
Registration 0/0/0
Get 0/07/0
Release 0/07/0
Transfer 0/0/0

Iz, A & A H—,3 T show shared license detail =~ > RO 12~ L £,

ciscoasa> show shared license detail
Backup License Server Info:

Device ID : ABCD
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Address : 10.1.1.
Registered : NO
HA peer ID : EFGH
Registered : NO
Messages Tx/Rx/Error:
Hello :
Sync
Update

o O o
NN N
o O o
NN N

Shared license utilization:
SSLVPN:
Total for network :
Available
Utilized
This device:
Platform limit
Current usage
High usage :
Messages Tx/Rx/Error:
Registration
Get
Release
Transfer

o O O O
NN N N
o O O O
NN N N

Client Info:

Hostname : 5540-A

Device ID ¢ XXXXXKXXKXXXX

SSLVPN:
Current usage
High :
Messages Tx/Rx/Error:
Registration
Get
Release
Transfer

o o

o O O+
NN N N
o O O+
NN N N

* show activation-key

2

o O o

500
500

250

o O O O

o O O O

ASA OBt |

ASAIZA VA =N ENTWNWETA B A%F/RLET, showversion 2~ R TH T A

U AERBEITRSNET,

» show vpn-sessiondb

VPNt a v DT AFREERLET,
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HeER

IS5y b Tr—b Y Y—R

A

BHEH L VLAN oo H#an

7.0(5)

ROFIRAEAHIN S NV E LT,

« ASA5510 Base 7 1 & > A k1%
32000 7> 5000 (2. VLAN (0 2>
5 10 (2HEn,

+ ASA5510 Security Plus 7 1 &£ A
BEfe1E 64000 2> 5 130000 (2,
VLAN 1% 10 728 25 (ZH3I,

« ASAS5520 #2521 130000 7> 5
280000 |, VLAN {Z 25 75 100
W HEEN,

« ASAS5540 $2f5¢ 1% 280000 7> 5
400000 (2., VLAN (Z 100 7> 200
W HEEN,

SSL VPN 7 A & X

7.1(1)

SSLVPN A4 B ANEAINE L
776

SSL VPN J A & > Z2DiBl

7.2(1)

5000 .—H® SSL VPN 7 A & o AN
ASA 5550 LARRICRE L CEA SN E L
7=,

ASA 5510 FDOFEART A o AITKT
HEMUT-A v B —T = A R

7.202)

ASA 5510 LOFART A & A ITO0
T, RAVE—T = A ZEN3 75
AEPRA B —T = A A EEHIRD
A B =T A AL E LT,
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TS5y R Th—bY—R

B

VLAN %0 7.2(2)

ASA 5505 @ Security Plus 7 A & > &
x4 % VLAN e K3, 5 35D
TNMEREA VA —T A A 1OD

Tx— )V — R~ H—T = A
LoD 7T T A H—T xR
WCHIR SN DA v H—T oA R) b
20D 7 NABREA VX —T = A ATHINN
SNFELL, £/, FTF U7 A=K
H1bIZHMEE Lz, 7%
BEDA U H—T = A AN 20 1272
D, N T v TISPA L H—T <A
A Ze A5 197 % 72 | backup interface =
~ VU REERT L 0EN RS RD EL
o DED, Ny T v T ISP A

H—T =2 A AT NERED A o —
TxA RAEMPATE LRIV EL
72 backup interface =~ > Ni%, T
FTLEEY Easy VPN s EMICHE T
EEI

VLAN OflllRES AR S E LT,
ASA 5510 DEEART A & AT 10 2>
5 5012, Security Plus 7 1 &> A TlX
25 775 100 (2. ASA 5520 Tl 100 7>
5 150 12, ASA 5550 TiX 20072~ 5 250
2 TO0ET,
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HEES TSy bTH—L))—R ELEL

ASA 5510 Security Plus 7 1 & > 21Z%f | 7.2(3) ASA 5510 1%, Security Plus 7 A & A
THEXTE Y b A=y b $FR— Z i -9 % Ethernet 0/0 38 L 1V 0/1 AR —
k FHIZETE Y b A —H% %> K (1000

Mbps) =HAR—hLTWET, AT
ABATH, ZNHDOR— MIFIE
fex 77 A b A =%y (100
Mbps) A— k& LTEHIET, W
FTINDT A & A% LTCY . Ethernet
02, 03, BLQ0M4IZTT77 AN A—
xRy b R—=FDFEETT,

GE) AU H—T =2 A A41X
Ethernet 0/0 3 X UF Ethernet
0/1 DEETT,

speed =~ R LTA 4 —T =
AADREEZELTLET, F7=. show
interface =~ > RZFEH L TKA >
S —7 = A ADBUEDTE R E % e
LET,
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Advanced Endpoint Assessment 7 1 & >
A

8.0(2)

Advanced Endpoint Assessment 7 1 & >
ANEANZILE LT, Cisco AnyConnect
F721X27 F 47T N LA SSL VPN
oL LTV E—harEa—X
TAX Y U RERDL, ToFUAN
AT TN Ir— g 0T F A

2T TTVr—var, TrAT

VA=V, AN —T 4 T AT

A, BXOEEET v 77— b OFESH

2, KRR SnE Lz, £72. &
BEOLVIPARNY) =R T AL

4, BIOTm A4 ERBELTA

FyoRRIzcTr b TEET, A
X ¥ URERA ASAIZEEE LET, ASA
A = A AN %
LarvBa—F Axy UEEROM S %
fFHLT, ¥4 FIvr 77&8AR
Y — (DAP) #HIV ¥ TET,

Advanced Endpoint Assessment 7 4 & >/
AE[MERT DL, =T g A
e LR a s B a =2 DT v
TTF— N ERITT OBREERE L T,
Host Scan ZHLiRCTE £,

A aX, HostScan THAR— K Iibd
TN =gy EnRN—Yarp—E
(2. Cisco Secure Desktop & 135725
Ny lr =T, ZA L) —=RT v
T— M ERETEET,

ASAS5510 DVPN R — R RZ v

8.0(2)

VPN 1 — K NZ o 775 ASA 5510
Security Plus 7 4 & A THAHR— kS
NoHETRYELE,

AnyConnect for Mobile 7 A & X

8.0(3)

AnyConnect for Mobile 7 A1 & A )38
ASE L7z, ZHIZE Y, Windows
E/NA )L T34 AT AnyConnect 7 7
AT FEMAL T, ASAICHERITE
7

B N— 2 S A4 2

8.0(4)/8.1(2)

N — R T o A HE— b SR
BEHHRYELE,
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HEEA TSy bTH—L))—R ERBA

ASA 5580 @ VLAN # DN 8.1(2) ASA 5580 - CHAR— &5 VLAN
B3 100 5 250 [THI I &gk Lz,

Unified Communications Proxy & > 3 = | 8.0(4) UCProxy t v ¥ ay 74t ApH

v IAkEVA ANENE LT, BEEE7 121, Presence

Federation Proxy. I J T} Encrypted
Voice Inspection 7 7"V 7r—3 3 > T
. ENHOERICTLS 7k vty
arpMiflshEd, FTLS 7 n¥
Ty vaid, UC 74 & 2D
[Rizxf LT FanET, 2o
OF7 TV r—aviE, $TUC
Proxy & L TUfEMIZ T M A&
LHOT, RIESEZY, fiAbbE

D CcEET,
Z OREIL, N—T 3 v 8.1 T
TEEHA,
Ry hFxy b bT774v7 7404 821 RNy by N NTFT T4 T 4NH
74 TAEABEASNE LIz, Ry b

Ty b hTT 4w T T AN TR,
BEFIDOARER RAA RIPT KL R
R LB B LT, v~ AT =T
Xy NU—2 T IT 4 BT 4 hDiR#
LET,
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AnyConnect Essentials 7 1 &> A 8.2(1)

AnyConnect Essentials 7 - & > A )3 &
ASnFEz L, ZOTA4 B ARITK
Y. AnyConnect VPN 7 714 7 > ME
ASAIZT 7 BATEL LT E
T, ZOIFALBVATIE, 7TUY
N—AD SSLVPN 7 7 & XA £ 72l
Cisco Secure Desktop (X ¥4 — k 41T
WEHA, ZhDHOBEREIZH LTI,
AnyConnect Essentials 7 4 & > A D,
1V 12 AnyConnect Premium 7 1 & >/
AWT 7T 4 TALENET,

(G¥)  AnyConnect Essentials 7 A &
Y AT 5D VPN 22—
X, Web 77 U & L
Tr 2 AL, AnyConnect
IIAT v heFyra—R
BLOEH) (WebLaunch) 9
HTZENTEET,

Z D7 A &AL AnyConnect Premium
TAEZADWNTNTA 2—T L&
NI DNTIXBEfR 7 <. AnyConnect 77 7
AT Y7 o =TIZIERICYZ 74
T MEREOE v PSS TV E
R

¥F7E D ASA TlZ. AnyConnect Premium
T4V A (BFAT) F00X
Advanced Endpoint Assessment 7 1 & >
A %, AnyConnect Essentials 7 A & >~
ALEBHZT 7T 47152813 T
TERHA, L, ACxry hU—2
WD H72 % ASA T, AnyConnect
Essentials 7 1 &> A & AnyConnect
Premium 7 4 B A&FETTH I LT
AEE T,

7 7/ b Tit., ASA IZ AnyConnect
Essentials 7 1 & > A 2 L £ 9723,
webvpn Z I L, KIZ no
anyconnect-essentials =~ > K % fii i
9% &, AnyConnect Essentials 7 1 &
VAN L THLD T A ' R B
HT&EET,
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SSL VPN 7 A & > A ® AnyConnect
Premium SSL VPN Edition 7 - & > A~
DT

8.2(1)

SSL VPN 7 A & o Z DA RN
AnyConnect Premium SSL VPN Edition
TAB L RTERSRE LT,

SSL VPN O Z 14 & A

8.2(1)

SSLVPN DG T A B AREA SN
F L7, #%DASA T, SSLVPNt v
va OV ELEIZL L THRAET
xFET,

EEVT 4 IuX TS =g
> C® Unified Communications Proxy =7
A& AR

8.2(2)

EEUT 4 FrF I UCProxy 74
BUAPMERLS RV E LT,

ASA 5585-X (SSP-20) HH 10 GE1/O &
AR

8.2(3)

ASA 5585-X (SSP-20) ® 10 GEI/O &
A ABEANL, 77A/3KR—FT
DI0XHTEy b A —VFxy FOHE
A X —T M LE L7z, SSP-6013.
FIZFNETIOXTE Y b A —HF v
NOBWEE Y AR— M LET,

GE)  ASA 5585-X 1% 8.3(x) Tlx
A—hrENTHEREA,

ASA 5585-X (SSP-10) 1 10 GE1/O &
PR

8.2(4)

ASA 5585-X (SSP-10) ® 10 GET/O F
A B ABEAL, 774 XK= KT
DI0XHTEy b A —VFxy hORHE
A F—T M LFE L7z, SSP-40 (%,
FI7 NV ETIOXFHE Yy b A —VF v
NOBWEE Y AR— M LET,

GE)  ASA 5585-X 1% 8.3(x) Tlx
A—hrENTHERHA,

[Fl—TRW\WT ==V F— =T,
A

8.3(1)

T =L —N— TG A ANRK L
=y FLETR—THDOHMLENRLIRY
FlLi, MO =y NCTHEHTHT
ABRF, T4~ 2=y bBX
WA HY 2=y ML OREE I
-4 ATT,

show activation-key 33 J. UX show version

DHEATY FPEEINE L,
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AR 7 AREIRIFRI AN — A T A B A

8.3(1)

BN — 2 G A B ANRZ v T
2720 F L1z, < OA, FEf~—
A TA B ATHEHFOLERHY , H
FTABADLH LT A A

=LAV RIIBAITT OMERH D F

T, FFR—R T A & R CEH
SNDHHEEETIZ, LT A AN
WHENDRNZ, 748 A0OFZM
RGN TLE DR EPFHCEE
T9, ASA TIIRFHIN—2 T A&
AEAB T TEDHDT, 4R
ORI TNTZ0, FHLWT A&
VAZEDIZA A M=V LTETE®IZ
FF N EER IS 72 o 72 0 T 5.0ETH Y
FHEA,

Intercompany Media Engine 7 A & > X

8.3(1)

IME 794 B ANEAINE LT,

BEHEDOBER—R T A & ZADEKT
77 471k

8.3(1)

R —2 S4B 2528 R
F—=LT&E 5 K910, RO
TEWNODT I T4 TRT A A
EREFCE LIV FE L,

show activation-key 35 J. U show version

DA FRERSNE L,

HEN—2 S 4L 2ADT 75 4 71k
LIET 7T 4 T DOERIE

8.3(1)

a<y REHEHLT, BfN—2 54
v RET VT 4 TALETRIIIET Y
TATATEDLLIICRDEL,

activation-key [activate | deactivate] =

< KW EFEINE LT,

AnyConnect Premium SSL VPN Edition
7 A & A ® AnyConnect Premium SSL
VPN 7 A BV A~DEH

8.3(1)

AnyConnect Premium SSL VPN Edition
F A4 ADL4HID AnyConnect
Premium SSL VPN 7 A £ > A A K &
NE L,
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8.3(2)

ASA 5505 ~ 5550 (224 7 — R 51k
BREDRNY T Ny =T A VA h—
L L7234 . Unified Communications,
58 7) 725 VPN, 58] 72 L BR
Zu balEF 4 v—7 M LET,

GE) ZOFRERRA A—TIE8.3(x)
TOHYR—hEnET,
8.4(1) LAKE CHE B{LIRE D 72
WY 7 hT =T Y AR— b
BDIZIE. ASA DEFRI 7R/ N—
R 7 N—= g o zEA
TOHOMERDHY £,

ASA 5550, 5580, 3L UN5585-X TD
o T % 2 SO

8.4(1)

ASA 5550 3 L TY ASA 5585-X
(SSP-10) Tix, T XA FDEKK
BN 50 225 100 125X FIFSbnEL
72o ASA 5580 5 L T 5585-X
(SSP-20) LIETIX, 2> TF A D
B KBS 50 75 250 1251 & EiFbh
F L7

ASA 5580 3 L 11 5585-X TP VLAN %
DEENN

8.4(1)

ASA 5580 5 L T} ASA 5585-X Tl
VLAN D KEH 250 725 1024 (25|
x RFeonE L,

ASA 5580 1 X T8 5585-X TOHEGEL D
o

8.4(1)

T 7 AT T F— AR D B REDIIRD
IOl E BT E LT

« ASA 5580-20 : 1,000,000 7>
2,000,000 ~,

« ASA 5580-40 : 2,000,000 %>
4,000,000 ~,

* ASA 5585-X with SSP-10 : 750,000
725 1,000,000 ~,

* ASA 5585-X with SSP-20 : 1,000,000
75 2,000,000 ~,

* ASA 5585-X with SSP-40 : 2,000,000
75 4,000,000 ~,

* ASA 5585-X with SSP-60 : 2,000,000
75 10,000,000 ~,
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ASA OBt |

TS5y R Th—bY—R

B

AnyConnect Premium SSL VPN 7 1 &
A @ AnyConnect Premium 7 A & >~
A~DER

8.4(1)

AnyConnect Premium SSL VPN 7 1 &
v ADLHEITH AnyConnect Premium 7
AR ATEFESNE L, T4k
AEWROFIRN [SSLVPN ET | 25

[ AnyConnect Premium ©°7 | {ZAHE X
NE L,

ASA 5580 T? AnyConnect VPN t »»
Ta SO

8.4(1)

AnyConnect VPN & v o 3 > DK
235,000 25 10,000 125X EiFbonE
L7z,

ASA 5580 "C® AnyConnect L4+ VPN
Ty va CEOHIN

8.4(1)

AnyConnect LASAD VPN & v 3 > D
B KEDY 5,000 725 10,000 (25] & EiF
bILE LT,

IKEv2 i L7 IPsec Y E— K 77
+ =

8.4(1)

AnyConnect Essentials 7 A & XA ¥ &
O AnyConnect Premium 7 A & > & |Z
IKEV2 Zffi ] L7z IPsec VE— K 77
A VPN 8B E i E L,

(GE)  ASA TO IKEV2 D HR— |k
LT, EET O EX Y
T4 T =g R
R— h ER TRV E W S
FIDBUEDH D 7,

Other VPN 7 1 &> A (LLE® IPsec
VPN) (21X IKEV2 A b —HA1 k
Ty va rRNEBMSE Lz, Other
VPN 7 A B ATHEART A £ RTH
FhTnET,

A O~ 71— FEEE{b7e Loa— R
77

8.4(1)

A 1 — RS LERED 70 WET LT
X (ASA 5585-X 72 &) | FFEDEIC
ASA ZilgHHTE 5K 5, ASA Y7 |
JxTDA=Ty A NaAIa=r—
= b VPN BRE A 2 LTk
S
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pak 51 2o 20EE ]

T bITH—L))—R

B

2 7L SSP (SSP-20 33 J: T} SSP-40)

8.4(2)

SSP-40 35 L OV SSP-60 DA, Al U

VX —TTLULNRE L 250 SSP &
fEHCEET, L-ULDRTE LT SSP
I AR—=Fr SN TWERTA (&2

1%, SSP-40 & SSP-60 DFLAG I
PR—FENTWEREA) . %SSPIT
ERlO=Z 7 4 X2l — g rBIO
EHARFOMN LT A 2L LCH)
ELET, HEZJHELT2o0D SSP %
Tz )= "= T L LT
F9, 28D SSP & ¥ — THEAT
HH4E. VPNIZVHR—hEhEEA,
L22L. VPN T 4 B—T {7 -> T
W2 N EICERE LT EEN,

ASA 5512-X ~ ASA 5555-X TP IPS &
Ja—I)L IR

8.6(1)

ASA 5512-X, ASA 5515-X, ASA
5525-X. ASA 5545-X, B X TNASA
5555-X TOIPSSSP Y7 b =7 &
a—WIIIPSEY 2 — L T A
AMLEETT,

ASA 5580 8 L TNASA5585-X D T A
VAU A (e

9.0(1)

JTABEY T T A AD ASA 5580
BB L VASA 5585-X Ikt L CiBmEn
F L7

ASASM T® VPN OH 7R — K

9.0(1)

ASASM [Z. T _T®D VPN ¥REZ V-
A—=hrT2BLH720FE L,

ASASM COhO2=T 57 A KR ala=
r—3ra OV R— B

9.0(1)

ASASM T, T _XTOHh=z=7757 A K =2
Sazlreva R A RS
Loz ELE,

SSP-10 £ X UV SSP-20 {Zx%f9 5 ASA
5585-X 7 = 7 /L SSPH7R— K (SSP-40
BELOSSP-60 (22 T) \ T =TV
SSP (Z%}$ 5 VPN K — k

9.0(1)

ASA 5585-X [X, TP SSP E7 /L
CTT a7 )VSSPEYAR—FTHLH1C
RVELE (A—yvy—vNTHRU L
LD SSP & 2 OMHTEET) o

T 27V SSP T % & %12 VPN

DY R—RFINDHEIITHRYE L,
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ASA OBt |

HaE

iy

TS5y R Th—bY—R

B

ASA 5500-X TDO Y T ALY 7T DH
A b

9.1(4)

ASA 5512-X, ASA 5515-X. ASA
5525-X. ASA 5545-X 35 LT ASA
5555-XMN 2=y N 7 T AL P R—
FDEIIRDELE, 22=v |
DT FABEN o TE, EARTA R
TIEET 74V R TA X —T IR F
F. ASA5512-X Cl¥ Security Plus 7 A
B ANMETT,

ASA5585-X D16 DT T AL AL 73D
FoK— b

9.2(1)

ASAS5585-X7N162=> N 7 T AL %
PR=FTLHEIITRY E LT

ASAv4 B L TNASAV30 DFEHER L OV
LITAETILIAL B ADEAN

9.2(1)

TN T A B AT T ASAY
BASHELLE (BE¥EELEETLVIT
2 LU ASAv4 5 KTV ASAV30 7K
W74k R) . TREYFA VR
IFEHTEEEA,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



4.
=% =R

AR RAYX—bYVYT DT 54
+ > X (ASAv. ASA on Firepower)

VA RAR—F VT 2T FABLAICLEST, T4V ARMAL, T4 ADT—
Ne—mEHTEET, WEEIEX— (PAK) FA4 B AL IZRARY, Av— T4 AT
FrEOV Y T ARFICEEMfITONERAL, 2=y FOTA BV AXF—2FH LR TH,
HRICASAZEA LV FERHEK T LIEYD TEET, A= YT =T T4 A%EF]
HIux, 48 2R E B2 O B THERTH 2L TEET,

() A~—F Y7 UxT 7482 AL, ASAv I K OV ASA Firepower ¥ ¥ — 3 TO BV R — | &
NET, tMOET VL, PAK 74 B A %HH L ET, PAK 74 B RZONT (61 ~—
V) BB TIIEEN,

A= hF VT 2T TABARZONT (125 =)

« Av— KV T7  UxT T4 AORHESRSE (143 =)

A=K YT U=T TABLADHTA KT A2 (146 X—)

AR — R VYT =T FTARLADT T H b (146 X—2)

cASAV: Av— K VT7 MU =T FARV U TORE (147 X—2)

» Firepower 1000 33 L U2100 : A~—h Y7 by =T T4 U T OHRE (160 2—)

* Firepower 4100/9300 ¥ —3 : A~— K VY7 =T T4 U TORE (173 =X—
)

CETNITEDTA A (175 =)

» Smart Software Licensing DE =4 1 > 7 (185 ~<—7)

e Av— K VT I UT TABUADRBE (189 X—)

AX—b+ VI b7 5422V RITDONT

T AR—F VT MU 2T TA B ADMHBAICONTEHBL £,
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. Firepower 4100/9300 > v — L D ASA DAY — L Y I b7 SA4 €D VT

Firepower 4100/9300 & v — > M ASADANY— kY I b7 514t
ooy
Firepower 4100/9300 > ¥ —3 LD ASA TlE, A~v— kK Y7 bV =7 T4V T ORE
I%. Firepower 4100/9300 > ¥ —3 A— 84 L ASA ICHEI STV ET,

« Firepower 4100/9300 > — 3~ : License Authority & OEFIZHEHT 537 A—&7p L 7
RTCDAY = VT =T T4V T AV TIFTARNT I Fxa s v—V TRIEL
F 9, Firepower 4100/9300 ¥ v — BIROEMEIZ T A B RIMEH Y FHA,

A\

GE) vy =V IRAZY TR 7 TAZHNOE Y ¥ — THL
AR—=b TA AT REANNT DHERHY £,

CASAT T — a3 i ASADTRTDOTA B ADMERMEEZHREL £,

Smart Software Manager & 7 Ao > k

TNRAAD 1 DL EDT A7 ZA%EAT 5554 1%, Cisco Smart Software Manager CEH L £
@—O

https://software.cisco.com/#module/SmartLicensing

Smart Software Manager T, #fO~A ¥ — T h v M E{ERTE ET,

GE) FETHU U REBRELTRVESIE, Vo722 y 7 LTHLWT DY MERELTL
72 &), Smart Software Manager Tl #ikDO~A & — T h 7 MEAERKTE £ T,

FIFINVET, TABVAFITAZ =T H T NOTFDOT 7 4V MEIET v MZEID YT
ObNET, THU Y MEEHETHIUL, LETENORBT o v M eETEET, X
XL Hulk, EP. EE TSR0 T T U R ERERTEET, BERORIET VY o N ERERT
HE, REDITABVABIOT A 2% LD HHEICEBTE E7,

TI754 VER
FTONA ANA v HE—F v b T 7 AR/ < | License Authority [ZEFRTERWGEAIX. A7 7
v TA R AEBRETEET,

KiETA L ADFH

TNRAANEX 2T 4 EOBEBATA U H—Fy MIT 7 BATE WSS, A7 3T,
% ASA DKfe 7 A B A EBRTEET, Kt 7 A & A TIL, License Authority ~® & H]H)
BTV ERIVNEHYEREA, PAK S4B AD LT, S4B AZBEAL, ASADTA
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w5112 20%8 |

A X—FEA A=V LET, PAK T B RALITRRD . T4 AORG EEHIC
Smart Software Manager Z i L £7°, W DA~—h F4 A E—FNEKfETA B AD
THRIE— FREICRIEICOIV R 2 2 N TEET,

ASAV KT 14V ADFH

TRTOWEE, DE VMR G OIE LWV KAV—T"y b 2] 2 T HEHERE &2 A0 29 DHERRS
HEEAEDTA B AERETEET,

« 100 Mbps DHERRAT5-
* 1 Gbps DHERRSS 5-
* 2 Gbps DHERRST5-
* 10 Gbps DFERRfT 5

ASAVEARHZAE 3 D HERRAT G- L~V 2 RIS 20BN H D 37, FOMERMN G L~z k-
T, BRTDHDTABVAPRED T, 2= FOMRM G L~V &% TER LIEWEETE,
BIEDOTA B AZRAL, ELWHERMS G LV OFH LWT At AEERTHMLENRH D
FT, BAEHLD ASAV DET NV EEET HITIE, H LR 5O BEEIZEbE 572012,
INAIR—=3A H 925 vCPU & DRAM O EA AR CTX E7, FMEIZ OV TIX, ASAVD Y A
JAB— N NTA REZRLTIEIN,

FAV L ADOHRAEEIE L725E. ASAVTREY 22— R& &R L, £ ® 32— K% Smart Software
Manager (ZATJ LT, A B AZEHATLIMLERNH Y £F, HLTWARWNWT A 2Dk
BOFHAY ZEDRNEH T, EEH T v RZEMICHE-S TS TEEN,

KT A & ADTHRIL Azure /™A S— S, FTEYR—FINEEA,
Firepower 1000 k¥t 5 1 £ 2 A DFH)

You can obtain a license that enables all features: Standard tier with Security Plus (Firepower 1010) or
maximum Security Contexts (Firepower 1100). £7=. ASA OF%E CHEMRST G- &2 TR 35 Z LIk
D, ASA TENDLEZMEATEL LT OHERHY £,

FTAV L AOHEREEIELT-HE, ASA TRY a2— R&24A L, £ O3 — K% Smart Software
Manager (ZATJ LT, A B AZEHATLIMLERNH Y £F, HLTWARWNWT A 2Dk
BOFIAD ZEDRNEH T, EEH T o RZEMIZHE-S TS TEE,

Firepower 2100 k¥t 5 1 £ A DFH

TRCOBRELZANCTIETIA LA (X2 VT 4 30T F A MREROERET 7)) ZH
BCTEET, £7-. ASA OFRTE CTHERM G Z2ERTHZ LITLD., ASA TENOLEMHATE
HEOTTHHLENDY FT,

FTAV L AOHEREEILE LTS, ASA TRY a— R4 L, &2 — K% Smart Software
Manager IZAJJ LT, A4 B AZBRATLMNEN DY £, L TWRWNWT A ZDOR
BOFIAD ZEDRNEH T, EE T v RZEMICHE S TS TEE,

Firepower 4100/9300 > v —3 k51 22 RADFH

TRTOMEE, TRODLETILDELWRRKANL—Ty M AT EET T BLNF Y VT
TARAEAINCT HTA B AZIETEET, 7 A & AL Firepower4100/9300 > ¥ —
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ASA OBt |

VETEBINETI, FNICIATASA OFE CTHERMN G 2B RTBHZLICEY, ASAT
FNOEFEHATEALIITTAVLERHY 77,

TA & ADEH &I L7284, Firepower4100/9300 > ¥ —3 TR Y a— R&4K L, £0
21— R % Smart Software Manager (ZAJJ LT, 74 B AZKATLMLE R HY £, EHL
TWRNWTA | ADORED LD Z EDRWE ST, KA vt RAZEMIZHE-S T ES
AR

YT54 FH—N

{

|

AR

7HY

THRAZAREXR2Y T 4 EOBBHTA U Z—Ry NIT 7 EARTERWEA, A7V a

T, A~ (VM) & L Tra—74 /b Smart Software Manager 7 7 A K Hh— % A X [ —
NTEET, 774 5 (FE) 1L, Smart Software Manager gDV 7t » A& L, Z

XD FTRTOR =N TAL RAZEHE R T A B A F—EABRRMEAEICRY £3, T
A 2R Z RS 572012, EMIRIZETR 721 28 License Authority & [FIHIT 2 B3 & 0
F9., ATV a— o THEEIT 22, £REFHTRYITE X4,

H7 T4~ = TlE, ROWEELZFEITTEZET,
o TA U ADHYE oI TG
BT (B ADFET

e 2t U T 4T A ITDT A & ARE)

FEMILZ DU TIE, Smart Software Manager satellite 22 L C< 72 &0,

FZCEIZEEIND A RETINAR

TABURALET A RIERT AT P EICEBINET, THU Y MZEID S THENET
A AEBFHTEXLDE, ZORET T FOTFAAL ZADHRTT, BINOTA ¥ AR
BRBRAIE, MO T I SIS REHO T A o AR TEE4, AT 72 M
TTNAABETHIEHTEET,

Firepower 4100/9300 ¥ ¥ —3 L CTEIET D ASA DA : ¥ ¥ — L DBIINT /A A L L TBER
ENDH—FHT, ¥ —YHNDOASAT 7V r— a VFENENBEEDOT A B AR L F
T, mEziE 300XV T 4 BV a— L EHHE L7 Firepower 9300 ¥ v — 3 Ti&, 4
T —U N1 ODTNA AL LTEREEINETH, TV 2 —MIRE 3 2DT7 A& 2 %ZH
fECAE L £,

E i T R e 4

ASAv

ASAv 1%, FHMEE— RZH A — K LTWEHA, Licensing Authority ~DXEXDHIIZ, ASAv IX
kLW L— MIRIRETEIE L £
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\}

sz >z i

Firepower 1000

Before the Firepower 1000 registers with the Licensing Authority, it operates for 90 days (total usage)
inevaluationmode. 7 7 #+ /L F DFEFR DL PG/ 0 £, ZOWRINHKE T35 & Firepower
1000 (X2 > 7 T4 7 AERKOIREEIZ /2D £,

G¥)

\)

=R 2 (3DES/AES) OFHliT A £ A% A Z LI TxEHA, B2
(3DES/AES) A B AEHINIT I I AR—Nar P54 T A =0 U HZITEAIC
IZ. License Authority [Z8EkT 2 XLENH Y £,

Firepower 2100
Licensing Authority ~D X XD FIIZ, Firepower 210 [XFHliE— KT 90 HH (A FHEHREH) B

ELET, T 74 NOMROHZRNENI/RD £3, ZOMENKT I 5 &, Firepower 2100
T2 T T4 7 RERDIREIZ Y £,

GE)

\}

EERES{ (3DES/AES) DT A B AEZZITMA Z LIXITEER A, BERK (L
(3DES/AES) FA B ZAEHMITHT I AR—har FI5AT A =0 U &EZITRAIC
. License Authority |28 &T 2 MLERH Y £,

Firepower 4100/9300 <+ — <
Firepower 4100/9300 > ¥ — 3/ |&, RO 2 FHADOFHE 7 A 2 A& YR —F L THET,

o ¥ —¥ LoULEEE— R : Firepower 4100/9300 > v — /12 X % Licensing Authority ™~
BERORNC, FHliT— FTo0 A (AFHEMMIRE) BEL£F, ZoT— T, ASA
XEA OHRM 52 ZRTEEE A, 7 740 FOHROZRPHENI/R £3, ZOHIH
D& T35 & Firepowerd100/9300 > v — 2 (X2 7T A 7 AEKDIRREIZ /2 D 7,

o HEBRAT 5 — 2 DFEAIE— R : Firepower 4100/9300 v — 3 73 Licensing Authority (Z %%
Z LT, ASAIZEIY Y TRIRERFIR— 2 DG T A B 22 B3 TE £9, ASA T,
W EBVITHRMGEZERLES, FEX—ZADT A B ZAOHRNREIND &, K
NR=2DTA VL AZEHFT D0, £72ITKETA B A BT H2LERH Y £7,

GE)

B EERF 2. (3DES/AES) OFMiT A Lo A2 T A - LiIxTx A, SERE
(3DES/AES) A B AEHMNIT I I AR—Nar P54 T A =0 BT AIC
I%. License Authority {284k L Tkt 7 A & A2 BT 2 0LERH Y £,
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. Smart Software Manager ;&5

Smart Software Manager & 12

ZOv s va T, T34 AD Smart Software Manager (2 %19 % 813 HIEIZOW TR L &
bé‘o

TINARADEZE =D

BARMET 0 MR L, Bk b —2 VEERTEET, 2O =27 0F, T 74/ T30
HREIAZ T, T 31 ZAZEET D0, FREREFEOT A AEBETLHEAF, 20—
7 ID EHER L~V E AN LET, BEFD b—7 COEMYIRAUIN THD5EEE, Hriw
=2 v EAERTEET,

(GE)  Firepower4100/9300 > ¥ —3 : 7 /3A AXERIT, ASAGREET A A ETIER<, v —v T
ESNET,

JEBHZ DOERBIR, EIEFOT NS ZATINDDNRT A—=F ZFEHTRE LK, T/5( A
I% Cisco License Authority I[ZB kS NE T, T34 AN h—7 XV BEERIND L, T34
AL T A AR & ORIOBIEIZHEMNT 5 IDFEIEN T A 2 ABEIC LV BTSN ET,
ZOFEAEOHREDHMIZ 1 ETTRN, 6 A ZLICEHINET,

License Authority & O T B@1{S

T /34 A% 30 H Z & 1T License Authority &85 L $£9, Smart Software Manager (225 5 417 5
B, TA AORMEEZEH L TEF LT IIHKMEEL LR TEET, FRFA TV a—
IWVBRIE ST A ZAOBEEFFHOZ L b TEET,

VBT T, HTTP 7 XV 2R ETX E7,

ASAv

ASAV [ ZEHEE T IZ HTTP 7R X VR THRS EB O BT LA v F—y N TV ERA%
THOMERH Y F9, BEDTA B ABENI0H I EITbnE T2, MPHHIck- T,
7 34 A 1% Call Home 72 L TR K 90 H ST ASHERF S 4V E 3, T IS T 1413, Umm%
Authority |ZE#AET D2 MENH Y . £ 9 LW E ASAVR I T T AT U AEKORREIZ/R D F
T

Firepower 1000

Firepower 1000 CiE, EHEE/ZIXHTTP 72X UM TORE L0 AT LIS ¥ —% > b

T RAEITOMENHY £4, BHEDOTA L ABEN30 B LT ETR, M H

fIZ X > T, 7731 A% Call Home 72 L TR 90 HRIEMEL £9°, MBI, Licensing

mmmw:L%L@w@D\%%ﬁ?%tyx%M%&ﬁé%%@%i%%%ﬁﬁziﬁh
. EMEICIEREDH Y A,
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Firepower 2100

Firepower 2100 Tl&, BE#EE7IXHTTP Va2 X B TO7R< L0 T LiIZA v Z—% v |
T RAEITHOMERH Y £, BEOTA L ABEEN30 B Z L ifTbhuE 428, B
IC k> T, 7734 A% Call Home 72 L TR 90 HRIEMEL £, T HIE%. Licensing
Authority [ZHAE LRWRY | KPR T A o A2 NE LT HMEEORELE T 2T 2 THA
2, BIEICIIRED Y FEA,

Firepower 4100/9300

Firepower 4100/9300CiL, A 72< & H 90 HIB &I, EHEFHELITHITP V2 X 2 LicA
VHE—Fy N T REARKLETT, BEOTA B ABEN30HILITORETS, T
HMIZ K> T, 7734 A1X Call Home 72 L T K 90 HHEMEL £9. T HI#%. Licensing
Authority (ZH#AG L7A2WRY | BRI T A4 B A2 0B L T HMBEORELEEITR 2 8 A
2L EMEICIIREH D £ A,

TA R, WORPUZEBNT T T4 T RERIZRDATREERH Y £,
 ERERER « T ABMERART DT A B AEEH LTV LG4,
« TA B AOHBMREIIN : KRS —AD T A & U ZAOFHHIRP N T DA,

BIEDRE TN ANERF A & 155 7291 Licensing Authority [ZEIFE T X 72V GA,

THTY NDAT—=H AN T TAT o AERRER DD, EOREEIGE SN TWADDOnE
WERTHI20%. T ATHEFATOMERMN G & A~— T A7 FOLDOEERT 5 0LE
NH FEI,

AT TAT U RESRETIE, ET VLo TUIT A ARFIRENATW D RN & Y F
—g‘o

« ASAv : ASAV [T EEZ T EH A,

« Firepower 1000 : FeBlI72 7 A & 0 AR MBEILBERE~ DR EL R IXTE < R0 928, #)
EIZITEEDL Y $X A, tE 2L, BEOT A AFRBEBZLIEFO 27T F A M
FATEMECTE, ZOMRELERT L2 L TEETH, FriLnar XX hzBENT5
ZEIITEERA,

* Firepower 2100 : £¢5l72 7 A & 2 AP MERERE~ O ELEFIXTE 220 £373, @)
TEICITEEL Y XA, tE 2L, BEODT A AFHIRBEBZLIEFO 2T F A M
FATHMRECE, TOWREELTHZEHTEETAR, HL TR NEBINT D
ZLIETEEHA,

« Firepower4100/9300 : #5172 7 A & 2 AR/ HERE~ DR EATILTE /< 720 £33,
BRI EDY A, L BEDT A U AHREBZ SEAFO =T F A b
IFEATEAMGECE, TOMRAELT LI EHTEETH, FrLnar T2 MaBaind
HIZEIITEEREA,
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B smertcaliome 1552 ~55F %

SmartCallHome 1/ > 75X SO F ¥

77 # /L h Ti. Licensing Authority © URL % #§E ¥ % Smart Call Home 7’12 7 7 A /L3 2
TAX a2l —2a NIHFELET, 207a 7 7 A VFHIBRTEEHA, T4V XA v 7y
A IV OME—DFRERIHER A7 Y 3 L ) License Authority D%i5E7 KL AURL TH 5 Z EITIHEE

L TL7Z&WY, Cisco TAC [ZHER SAUL2 W R D | License Authority @ URL X8 L2 TL 72
éb\o

(GE)  Firepower4100/9300 > ¥ — < Of, 7 A & 2 A D Smart Call Home {3 ASA Ti372 < Firepower
4100/9300 ¢ — 3 A— A FTRESNET,

2A<w— KM YT Tx2T T4 AD Smart Call Home 27 4 B—7 M IcT 52 LIXTEEH

Ao T2 & z21E. no service call-home =~ > F%{#iffl L C Smart Call Home Z L L TH, A
~— kYT NTT T U NITES LS EY A,

10> Smart Call Home DOFEREIL. FRIFEE LRWRY . A4/ 8 A,
AX—hk SAE U RIAEDEHE

ASA % Smart Call Home ¥ — \GEH]E A FEIT L7- CA OFEEEZ & b7 A ML v M2 HE)
FICHER L E T, — FEHEZRIT T ORI ERE I NL56. T—EROFEZE <
D, EHIHZ2 trustpool /X LD BENEI AN /25D K 912, auto-update =~ > R AT IE
LET,

Av—h TA VAP =" DBRAE Lo — SGEEIL, [Extended Key Usage] 7 —/L FIZ
[ServAuth] AEENTWRITNETRY $HA, ZOF =y 7id. BB EHFLSOEH
HILOARFTENET ., HREAMAEDOL G, 207 4 —/L FIZEZFR RSN EE A,

A4 RIZETSFEEIRE
WRDOEIZ, T4 AT 28MEREZRLET,

AnyConnect Plus & & U Apex 514 22 X

AnyConnectPlus 35 L OVApex 7 A B AL, T4 BV ABEET ba—W F— a2 G+ 5T
RTOBEED ASAICHHATELREEHZ A AT, A~v—F FA B RAEHEHT LT
INAATIE, EBEOTZ » b7 4 — 212 AnyConnect 7 A & 2 A& WERRIC#EH T 2 MBI dH
DEHA, 2L, RLTABVAZEALT, Y7 b7 £V F—~DT I EART 7 =
v R — s BT 5 72O E 5 % Cisco.com ID ([ZREAHT 24BN H D £, FEM
IZOWTiE, UTEZZRLTIEZS N,

+ [Cisco AnyConnect Ordering GuideJ|

» AnyConnect Licensing Frequently Asked Questions (FAQ)
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zotovens stz [l

ZTDMDVPN S A4 2R

ZOMD VPN & > > 3 iZid, RO VPN ¥ A TG EN TV ET,
« IKEvl Zfliffl L7z IPsec U E— k 77 & A VPN
« IKEvl Zffi [ L7z IPsec %1 > —4% 4 K VPN
« IKEv2 Z#ffi [ L7z IPsec %1 > —4 4 K VPN

TDITA B ARFEARTA B RAIZEEFNLTWVET,

BEfWNEv a3y, 2447

* VPN & v ¥ a3 > ORKEO GG, VPN AnyConnect & Z D> VPN & v 3 a3 > DK
L2 hoTh, MBADLELEE Yy Y a VEB VPN Yy v a VO#IREZBZ S 2
LIETEETA, VPNOREKRE v v a VHEBATSE, ASA 24— "\—n—RL T,
WUy N —27 DY A XTHEREL T EE W,

« VTA T MNLA SSLVPN'E/‘/H Y EBMGE LT2%, AR—% L)y 5 AnyConnect 7 7 A T
VheyvvarERBLERAIE. Aitlooky g UREREATWES, 2Tk
LT, &Ml _AnyConnect7747/l\’<f: (RE KTy 74T MNelinn) Btk
L7ztk, 7747 RUASSLYVPNAR—HZLicur 7 A o LA, 22008y a »U»
RIS THET,

S ERS1E - ASAv

TA B ARBIERETNTY T 74 b =N DRI, mER Sk (3DES/AES) % & H
BRICEFH TE 5D T, ASDM ZiEH) L CTT A & AL :@%#5’&ﬁf%iﬁ
through-the-box k7 7 ¢t v 7 D& License Authority j@éﬁ BERFT A v A2 TS
THET, AN—7 v MIgLHRINET,

A=KV T UxT TAR VT T AT G ASAY DXk h—7 v 2 BRT DL
[Allow export-controlled functionality on the products registered with this token] = v 7 7R v 7 2 %
AU LT, mERE{E (3DES/AES) OT7 AU ANw@AEhD Lo IcLET (ZHEAOT
A0y N CEOHEMRHFAT SN TWDLENRDH Y £7) . ASAV RETaA LT T7A4 7T AER
2ol TV AR—bar T IA4T7 A =2 UBREFIZEH S TOIIE, ASAVIZ
TAB U AZRFEFL, L— MBRIRIBIZRE S Z L13H 0 8 A, ASAVEFEEEL, =27 AKR—
b Ay T ITAT AN I T DA EILITASA 2 T AR OBGEICE T L2
G, TA B R FHIBRENE T,

BN 7251k 72 LT ASAV Z2 %8k L. % TR B2 BT 2580, #FrLno A
YU AERENCTHEDICASAY ) o — RTAMERSH Y 9,

230 EVEIOVT I A4 F — "D — 5 Tl ASA BRETEHERELT A & X% FH)
TERTAVERDVET (VAR —F A FIF3AT LA b= I PR— SN TWE
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BA) o ZOEE. ASAVIR AL T T AT UV ABERIZIRD E ., AV—~T T 4 v 7 IR
[REAET,

BMARKESIE: 7 TS5 4 7 > X E— KO Firepower 1000 & & U Firepower 2100

ASA IZiE, BT 7 B ADHERIGIZ L TT 74/ N T3DES KA FENTWET, Lo
23> T, License Authority (285t L. 9 <IZASDM #3452 L T&a 9, %ITASA T
SSH 77 ¥ A% ET DAL, SSHEBXOSCP 2+ 52 b T 9, RELKEL
EVELTHEOMOEE (VPN 72 E) Tid, &I License Authority (28T 2 LN H 5
BERSET A B AREDN > TVDRLERSH Y £,

G¥)

TA B AEREGT DANCEE R B L a2 CE e EERA D & (feg97e K B{bD
HRELTWDLHATYH) . HTTPS #6t1X 2 DA VX4 —T7 = AT R v 7S, HERET
XFEHA, ZONL—LOFINE, BRI R EOEHERA VX —7 2 A ATHEHSNTND
AT, SSHITwE L= IT £ A, HTTPS s Kb l-iGa1d, =2 Y —b R— MI#E
LT ASA ZHRET H0, BEEMAA V¥ —7 oA AEHRT D0, FI2IEEER 50k
BHICRESNTW WA U X —T = AT D N TEET,

Av—=F YT =T T4 T THT Y MG ASADRER b — 2 U EERT D55
[Allow export-controlled functionality on the products registered with this token] = > 7 7~ v 7 2 %
AL T, mERS{L (3DES/AES) DI AU ARMAESNS LI IcLET (THEADT
AUy FTEDOFEARTFATINTWDOLERSY ET) . ASARKR TV T T4 7T v AEKIC
oleity, TV AR—h a7 T4 T A b= URIERICHEH STOIUE, ASA 135]
EHEE throughthebox N7 7 4 v 7 ZFFAl LE T, ASA &L, =7 AFR—h~ 277
AT P APENZ I o> TOTYH, TA B ATARREETT, ASAZ TR OB EITE
TTHE, TA BV ATHIBRESNET,

BANCEE 2R B 72 LT ASA 2848 L, B CRERK L2 BT854, HiLnTA
T UREEHENITHEOIZASA Z ) o — RTA2LERH D £9,

230 EVHIOYT T4 K —_"DR—2 3 T, ASA RETEERELT A & X &2 FF)
TERTIHIVLENDYVET (I AR— a7 IA4T7 A b= 3P R—FENTWVE
HA) o ZOHAE. ASANI T ITAT UV AERIZRDE, ANV—F T 7 4 v 735 ENE
A,

BEBSI: 73 b7+ —LF— KO Firepower 2100

License Authority 7213 %7 7 A b H— NITEHET 2AIIC, R 51t (3DES/AES) % & B
Bt TE 20T, ASDM 2 BB TE 9, ASDM 77 A%, 774V PO SLE
HWHTHEHRERNA X —T 2 A ATOMEATE L Z LIZERELTLLEI, BERKS{LT
A ' AT L CHEUS 3 % £ T, throughthebox N7 7 ¢ v ZIIFFRI SIVEHR A,

A=KV T TxT T4 T THTY R D ASA DS N — 27 L HERT D54
[Allow export-controlled functionality on the products registered with this token] &= v 7 /R v 7 A %
AU LT, mIERE{t (3DES/AES) OT7 AU ARNWEAEND L IcLEd (ZHEHOT
AU NTEDFERAPTFAIINTWOIRERD Y £7) . ASARER TV T T4 7T AERKIT
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RolE, T AR—F AT ITAT AR =7 UBNIEFEICHEA S TORIE. ASA 1E5]
ZfEX throughthebox N7 7 4 v 7 ZFF I LET, ASAZFEEKL, =7 AR—hK 277
AT VANRERZ /o TNT S, T4 BV RATAREE TT, ASAZ LG REOKEICHE
TTHE, TA B RITHIBRENET,

BN EREES72 LT ASA 288 L, % CEEREESLEZBMTIEE1E. LT A
B URAEENCTAHTDICASA Z Y B — RTHLERH Y 4,

230 EVHIOYT T4 K —_"DR—2 9 T, ASA RETCEERELT A L X &2 FH)
THERTAVERHVET (7 AR—F arFI5A4T LA =7 3P R—FERTWE
HA) o ZOFE, ASAR AL T T T UV RENIIRDE, ANV— T T 4 v 73T INE
A,

= ERS St : Firepower 4100/9300 > v —

A~v—=hMNY T Ny=T FART T T AT NG Firepower ¥ ¥ — Y DXk h—7 &
TR D54, [Allow export-controlled functionality on the products registered with this token] 7 = v
IRy 7 AEA N LT, mER S BDES/AES) T A U ANwEHSD L HoicLET
(ZHHOT 1D N TEOHEHANHF A SN TWOIRERH Y E£F) .

ASADFREET RA AL LTSNS &, vy — VDO REERTLT A B ARMKI NS T2
W, ASDM ZEE L TAIL— T 7 4 v 7 [T OKRELZ T I TE £9, ASA & T=
VTTAT LV ARENII IR o TG A, TV AR—F AT I T A =7 UREFICHEH X
LTOIUE, ASA 35| X i X throughthebox b7 7 ¢ v 7 ZFFR] LE 9, ¥ v — % ek
L. TV AR—=F a7 I T VARERI > TODEE, T3y v — % L HAREO
BECE T LGS, 74 B A FHIBREET,

BONCEEREE S LTy — U BRE L, R CRERK L2 EBNT 28551, HiLnT
ABVAERNCTDIEDICASA TV r—rarrz2)a— RTA30ERH Y 7,

T AR—F T ITAT A M= &V HR—FLTWRN230LVETOVT T A ¥ —
NON—T 3 O ASDM (21X 3DES 23 Ei 72728, CLI Zf/H L T ASA 3% E T Ky
FETA B AEFETERTLIMLERDHY £9, ASAN LTI TV AERKIIIRD L, &
BRI T4 IRIDIA B ALZRELETHANV— T T 4y ZITGFFAISNEE A,

DES : I RTHETIL

DES 7A L AT 4 =T NMZT&FEH A, 3DESTA BV AEAL VA =L LTWVDE
A, DES (X5l &fex i cx 9, Mok 2 H L7oWiE4 12 DES Off 2651k
T BHIT0E, MO FALETE2FERTH LT _RCoE#Ea~ RERETOILENDD F
KR

FxYU7 24X

XY VT TABATIE, UFDOA AR va UBREDAZNICTR Y £,
* Diameter
* GTP/GPRS
» SCTP
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BEHTS TOXY LtyPay

BETIS JOXL £yiay

Encrypted Voice Inspection D4 TLS 7113 & v i g %, TLS 74 &2 ZADHIRIZ L TH
v RINET,

TLS 7 uxv vy va zZHT5Z0MOT7T 7V r—>a > (742 ARARE Mobility
Advantage Proxy 72 &) Ti&, TLSHIFRIZKLTH T R LEHA,

TFV = a A& o TR, 1 DOERICEB O vy v a Y EBHT 2580 B0 £,
k ZiX, I A4~V Ly 7T v 7D Cisco Unified Communications Manager % EaEIZFRXE LTz
Bl TLS ek oL 2 > S x4,

TLS 7' v % v O#lfRi%, tls-proxy maximum-sessions =~ > R & 72 {3 ASDM C [Configuration]

> [Firewall] > [Unified Communications] > [TLS Proxy] ~A Y Z i H L TP E T £, £
TIVORIRZ FRT B121%. tls-proxy maximum-sessions? 2~ K& AN LET, T 74/ b
D TLS 7 X UHilfR LY %)mb\ TLS 7r %o 74t Azl 258, ASA T, €D 7
AR —ET DL IITTLS e D ORRAEBRIICRESNET, 71 ZADHIR

FUHTLS 7 U HlRAESLESNET, TLS 7o X fllRE 7 A B 2 L0 D7 BIE

THE, TABVATTIRCOEy Vv a v EERATEEEA,

GE)

(K8 THbDTA oy AMMEE (2L 21X —PHEMN 250 KD 7 A & ) Tk, TLS
TaxT ey CHIE1000 £TICHIBSNET, K9 THKRDDL T Ao ABEEKS (2
kz Fa— PR 250 L EDT AL R) TIE, TLS 7o XL OfilfiEar 7 4 ¥al— 3
WIRAF L, BT VORIRBHRAREIZ/720 £9, K8EKIIL, =7 AKR—MIOWNWTZEDT A
ﬁyxﬁﬁ@énéﬁgéﬁ%%biﬁgKsﬁﬁ@éﬂf\Kwﬁm@éﬂiﬁo

(7z & 2T clearconfigureall = v > RZfEH L T) a7 4 Falb—rarazs V745,
TLS 7’0 & VHlIRNBETNAVDT 7 4V MIRESNET, ZOT 74N FBRT A ZOHIR
X0 H/hE UL | tls-proxy maximum-sessions 2~ > N2 L7z L 12, FOHIREZED D
Iolce T — A ve—URERENET (ASDM O [TLS Proxy] <A > & H) , 7 =—/
F—"—ZAHEH LT, writestandby 2~ > RZ AT 57, £/2ILASDM TF' 7 A ~ U &
1Zxf L T [File] > [Save Running Configuration to Standby Unit] %/ L TI&HIMIC =7 4 F =
L—ya rORMIZITH & &Bh 2 Z U EET clear configure all =~ > 7% H B ARk <
. BEAUHFVEEIZEER -V RRRINDIEDHY T, = ‘/74’ Fal—gr
DEINZEY 7T A4~ VEEED TLS 7'u ¥ UHIRORENE LS NDH D, T OEETHEGR
T&EET,

BH#EI21Z. SRTP IRkt v a VA2 ERTAIEELH Y £,
e K8 T A4 ATiX, SRTP & v a3 ¥1% 250 £ TIZHIREE L ET,
KO T A AT, #HIRIZHD £H A,
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\}

van, 81 [l

VLAN. =X

GE)

AT 4 T OB EALME BB LB L5 a3 — 2T A, SRTPHIFRICH L TH V> FERET,
A=K L TR AR —=RRE STV D EEIE, WTO Ly ZHSRTP Th->Th, SRTP
HlRRicxt L CTh T v hEnER A,

VLAN RO SR E LThH T T B, F—T = A A2, VLAN ZE[D B TE4, &iCH
ZRLET,

interface gigabitethernet 0/0.100
vlan 100

RYRRYE ST 99 T4 42V R

HAF vl T—HR=RBF 70— 520, @751t (3DES/AES) 7 A &L A
73‘;%‘%“(“—@—0

TJI—ILA—NN—FFIEASA Y SRE 5S40

ASAVD Dz —I)LA—IN\—F14 1R

AB N, 2=y MUTT TA~ ) 2=y FERILET N T4 £ ABKRETT,

Firepower 1010 D 7 = — LA —/\— 542X

£ Firepower 1010 (%, License Authority E£7213%7 74 M — NIZBEINTWALERH Y
9, T A —N—ERETHENC, WHFOZ=> N TEHEZ 1 & A L Security Plus 7
AR ARAERENCT D0ENRHY ET,

WEIL, 2=y FOBGERCH FO2=y MR REFL b—2 V2 BETHIMLEND DT
¥. ASA THRI172KE 51 (3DES/AES) HEHET A B AZ BN THLELH D A, Bk
=2 v BFEHT LA, HFD2=y MZR U BV SRR ES N TWAILENH Y F
7,

ASA THi/17 5 51t (3DES/AES) HEHET A &L A2 HCT HMEN D H5E (72 & 213,

2.3.0 & Y L@ Cisco Smart Software Manager 7 7 A4 FDOBEAR N TZ v X 7D y) |

T VE =N A R—=T NI LTH T, 777 4 7HEBEBTHENILET, REIEAZ N
A 2=y MIEREINETH, RZ S 2=y MNIREEFHLETA, ZOREIETF ¥ v
VaDREOEFILRVET, T/ T 47 2=y FORY— NI AZHERLET,

FTA XL ATE—D T 2— VA —NR"—F AL RZFE OB, T — I —"—DT ik
AInEd, ZOHEKNTA B RFIAZ M 2=y MZbF Yy adh, kT 77147
o=y heoltEIEHEINET, 72— F——DRIZIF, HLWT 7T 4 7R
ITEMNTA B RS EREHEHLET, Frv v vadnieIA B ARELHLHAL, —
WHERRMT B2 BERLET, W 7T 4 TEEERXTICAZ L L LTEMLTESGE. T
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AV AMEREMRR L ET, TADU Y MIFRDRTA B ANRNGE AZ A L&D HE
IRZMT DRI, LT 7T 4 THREDTA R AR T ITAT o ZECRREIZ 25 2
L 23% Y E3, The failover pair can use the aggregated license for 30 days, but if'it is still non-compliant
after the grace period, and you are not using the Strong Encryption token, then you will not be able to
make configuration changes to features requiring the Strong Encryption (3DES/AES) feature license;
operation is otherwise unaffected. 1 L7 7 7 1 7H#EIX, TFA B AT T4 T U ANk
RENDETIS BT LITHERAGEENEREZEELET, 72— A= —OX_T ZfFH L
PRI, T T 4 T REEITHERE G L, WSOa=y NITA BV AREE T Y vy a
WRBICLTRFFLET, A BV AZH/T 7T 4= b 2123, 2=y FOREZZ VT
L. FRETILENDHY 7,

Firepower 1100 D 7 = — LA —/N\— 514V X

4% Firepower 1100 |X, License Authority £7213%%7 74 M — NIZBEEINTWDHLERH D
F9, XY o=y MTGBIERIZ»N A, K7 A B 22 THITHITE, v —
IZEIER DT A B AT HMENH Y £T,

BER ST A 2T, B b—27 2T 5 & WRERDBEROLE BBIMICAZ)
feashExd, P—27 LTV L5E, FASAICR U SALT A & ARRBETT, For
the optional Strong Encryption (3DES/AES) feature license enabled in the ASA configuration, see
below.

TIT 4 TIAR N, T 2=V —N—=TL, 77T 4 THEEIIDIRAT— T
THhERECEES, TI2T AT/ 77T 47 72—V A—_"—TL, 7=z—/VA—"— J)L—
TINRT VT 4 TN TR EBICOBA~Y— N FA BV T RZETEET, BTITA
BN o=y MIBERIENETRN, A2 o=y MNIREZHFEHALEEA, ZORE
XYy Va2 DREOEFICRVET, 777 4 TREEOHRY—"NE T4 B ABERL
FT, FTA BV RATHE—D 72— N F—N"—=TF (L RZELOHLN, 7z —/3—D
TTEEENET, TOEHNTA B RTIAZ AR, 2=y MIbX v &N, kT2
Ty Ty Mol b ZIEHINET, £TA BV A XA TIXRO LS ITLBES L E
KR

eStandard : 77 T 4 T IRMEBOLINYF—RNICZDTA B AZERLETN, AX LA
SEEICITT 7 4V N THENCR > TW5 Stardard 7 A B A3 H Y £, ZDFHDOT-H
WZ— OB EAT O LEITH Y FH A

sContext : ZDTA VL AXT VT 4 TREEBOHNERLES, 727ZL, T 741 HT
Standard 7 A E L AZIX2 D3 T HF A MREEN, ZEH T O2=y MZHD £,
K=y h® Standard 7 A © L ADEE . T 7 T 4 7 72458 D Context 7 A & 2 A DAEIL
7Ty b7 A—LOERETMEINET, RICHZRLET,

MEHETA B RZT 25D T HRRAIBEENTOVET, 220 Firepower 1120 =
=y hOBH, TNODOTA B ATRRK4ODO I TXAINBNBMENET, 77
T A TIAR S INART DT VT 4 7 I3EEIC 3 Context 7TA B ABRELET, Z
DFE, BRENTE T 2= LA —R—=F A B AL TOD AL THFAINEGENT
WET, L, 2=y hTEDT Ty N7+ —LOHIRN SO T, FiEInieT
ABVATEHEKRS DO THFANOKRFRIESNET, ZOHRE, 777477
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Firepower 2100 0 7 = — LA —i— 54>z [

Context 714 BV A% 1 DDA THFA ML LTOARRET D EICRIGENRHY
E3e

HEHET A RAIZF 20D AT XA MREENTNET, 2 DD Firepower 1140 =

=y FOBAE, TNEDTA B ATRRK4ODDALTIFAMREBNSNET, 77
TATIT 2T 4 TXT DT T4~V =y MZ4Context 74 B AZHKELET,
ZOHE, BREINTE T 2= VA= R—=F A B R TEF8OD AT HF A NREENR
TWET, HEziE, o=y "R5arTXFAE2fHAL, N3 ar %
ANEHEHLET (GFF8DHEE) . 2=y T DT T v b7 4+ — 2 DHIFRA 10
BROT, fESNEIA B ATIIRKI0Da T HFA MBRFAIESNET, 83T
XA MIHIROFFANTT,

« Strong Encryption (3DES/AES) (for a pre-2.3.0 Cisco Smart Software Manager satellite deployment,
or for tracking purposes)—Only the active unit requests this license, and both units can use it due to
license aggregation.

T 2= VA= N=DRIIE, LT 7T TEEITEN T A B R BRI EREEH L ET,
Xy v va&NeTIA v AREEHEHA L, V= NCHERM S 2FERLET, HWT 7T +4
THENSTICAZ N L LTBIMLTSA, 74 B AMRERITLEST, T MT
FTeTA B ARG S AX NS BEEDPHERE T DR, FiLWT 77 4 TR
DIAVANALTITAT L AERREBIZRD ZENHY £, 72— A —"—DXT (%
ERTA B A% 30 HREATE I8, ZOMTHBUEL 2 T4 T 0 RERERD
BAix, R 7 A B R E LB L THMREORELE (DFEV, Bz 7 F X hoEM)
AT/ 270720 £9, BEICIIRBLERA, HFILWT 77 4 THEEIX, T4V A
TITAT VAR EIND ETISH T EICHERAREFEREZEEF LET, 77— A ——
DT B L2585, 777 4 TREBEIIHEREME L, MFOx=y NMITA B A%
Erx vy aRBICLTRBLET, SAB L 22BT7 77 4 _X— b T5100F, F2=v b
DHEZ 7 VT L, BXETHILENRHY £,

Firepower2100 D 7 = — LA —/\— 542X

£ Firepower 2100 (%, License Authority £7213H7 74 F b—RNIIHE SN TWEIRLERH Y
F9, B XY 2=y MIBNERIEDY £HA, K748 A2 TRTHIZIE, v —
IEIEBI DT A A EEATHLERDH Y £,

RER LT A RE, Bk b= 2B 5 & JARELRDLBEROGE BEIMICAZ)
feshEd, b=7 U ZHEALTWDEE. % ASAICRF LR ST A & ANLE T, For
the optional Strong Encryption (3DES/AES) feature license enabled in the ASA configuration, see
below.

TIT 4 TIAR LN T o=V —R_—=T{L, 77T 4 TEBIIDRAT— T
THBRETCEET, TITATIT T 47 72—V —R_"—TlI, 7xz—)LA—— J)L—
TNIRT I T 4 T TNDLHEBIZDOHAT— N ITA B VU T ERETEET, REITA
BUNRA 2=y MIERIINETN, AZ A, 2=y NIREEZFEALEEAL, ZOKE
XYy v VaDREOEFIIRVET, 777 4 TREBEOHRY—NET7 4B AZERL
FT, A BV AITHE—D T z2— LT —NR—F 4L RAZFLDON., Tz—LF—"—D
TTCHEINET, TOENTA B RFAZ AN, 2=y MZbFy v a3, kT2
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TaATla=my hehol bR EINET, ET7A BV A XA TITRO L) IR SN E
ER

eStandard : 77 T A TREEBOLNY—NIZZDITA B RABZERLETN, ZAZ 34
EIZIZT 7 4V N TENZ2 > TW5 Stardard 7 A B AR £, FOHHAO-0H
(= NITBEEITHOLETIH D THA,

«Context : ZDTA VL AXT VT 4 TIREEBOHNERLET, 2L, 774/ KT
Standard 7 A E L RAIZIX2 D3 T XA MR EEN, T FOL=y MZH Y £,
K== h® Standard 7 A B ADfE L, T 7T 4 77245 D Context 7 A & A DfEIL
7Ty N7 =20 ERETINEINET, KICHEZRLET,

s Standard 7 1 £ RIZIF 2502 TH A MREEN TV ET, 22D Firepower 2130

2=y FOEGE, TNHDITA B RATHEKR4DOa T A NEZBNMLET, T2
TATIABZ L INAXT DT 7T 4 7 704 |230Context 7 A B AEHELET, 2
DA, ERENTE T2 — N F—R"—=F 4t AT Da L THFANNREENT
WET, L, 2=y hTEDT Ty b7+ —LOHIRN 30 THLH2H, e S
NIZT7A B ATIERRIOD T HA IRFRINET, ZOLATIE, 7774
772 Context 7A B AL LT25DayTHAMNDAEHRETEET,

3

Standard 7 A1 B AT 20D T XA RBREENTWET, 2 DD Firepower 2130
2=y FOBE, INLDOTA B R IRK4ODODa L THFANEBNLET, 77
TATIT I T4 TXTDT T4~V 2=y MI10Context 71 L AZERELET,
ZOBE. BRENTE T 2V F—RN—TF B RAZT 4D TXFARNREEN
TWET, & 21E, — o=y bR9arTFAMEMHHAL, thhinsar 7%
A NEMHLET (B4 O5E) . 2=y b 2D T v b7+ —LOHIRN 30
ThHlD, AINTETA B ATEHERIODOI L THRAINBHFEINET, 14
2T F A MIHIROFFHN T,

« Strong Encryption (3DES/AES) (for a pre-2.3.0 Cisco Smart Software Manager satellite deployment,
or for tracking purposes)—Only the active unit requests this license, and both units can use it due to
license aggregation.

Tz VA== DRITIE, FILWT 7T TEBEITEN T A ARG EEEHLET,
Xv v aINETARVAREEHEH L, V—NICHERM G 2FERLET, 0T 7T 4
TAEBENRTIZAZ AL E LTS E, T4 B AMEIREZBMLES, THhU v M
TR TA B ANIRNG G AZ N IEBEPMERZ T D0, FTLWT 77 ¢ 74L&
DIAVANALTTAT VAEREIZRDZ ENH Y T, 72— LA ——DXT (%
HERTA B 2230 HREATE XTI, COMTHBLBE L FIA4 T RERERD
BalE. BRI A B A ENE L THMRBORELE (DE0, Bz 7 kOB
EATRAIRL R0 T, IIEICITEEBLELA, FiILWT 774 7EEIL /82D
TIAT VADHRSND ETISH T EITHERARBEHERZEFLET, 72— d—3—
DT @ L2580 E, 7277 4 TREBEIIHEREME L, MFOox=y NMITA B A
TErXxy v valRBBICLTREELET, 948 A2H T 77 4 _X— T 51201F, F=2=v k
DHEZ 7 VT L, BXETHILENRNHY £,
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Firepower 4100/9300 &+ — > D ASAD 7 = — LA —i— 51>z [

Firepower 4100/9300 > v —> D ASAD 7z —I)LA—N—S4 VX

4 Firepower 4100/9300 3+ — /1%, License Authority 721XV 7 F A b H— N ITEHFE I LTV
HZRENHYET, B FY 2=y MIBIMERIED N FHA, KT A B 2% THT
DI, vy = ZEIEMNDOT A B A EWAT ZHERH Y £,

mER LT A o A E, Bk h— 7/% BT %L, MRLRDBEROSGEABIICAR

ftshEd, F—=2 ZEHLTWDEE. £y —VICRI LS LT A B ABRKETT,
For the optional Strong Encryption (3DES/AES) feature license enabled in the ASA configuration, see
below.

7’7747/%5’//\4’ T 2= NVF—=R—=DASA TA VU ARETIE. 77747 2=y k
ICDHA—F TA B ABRETETET, 77747/77747 7 x— )L — =TI,
T o= V== T N—TNNBT 7T 4 T TWDAEEILDOARAS— TV Tk
WMECTEET, REFAZ A 2=y | ’%E%éhi*ﬁb?\ AB N 2=y MIREE
FEHLEYA, ZOXRTEEF Y v aDREOEFIZRVET, 777 4 7 REEOHRY—N
MHEIA BV RAEBERLET, T4 BV AFE—-D 72— F—N"—=F B RZELDH
N, 72— N —NR—DOXTTHEINET, TOENTA B RFAZ N, 2=y MNThH
Xrvad&h, M7V T4 Ty hehol XIS NET, 748V A XA

TIERD L DI I E T

eStandard : 77T 4 T REE DLV —NIZZDTA B ZAEZERLUETN, RZ A
EICITT 7 4V N THCR > T\ Stardard 7 A B AR H Y £, FOEHD-D
WY —NIZBEBREITOMBEITH D A,

«Context : ZDTFA VL AIT VT 4 TREBEBDOHNERLET, 2L, 774/ T
Standard 7 A £ AT 10D 2> 7T H A MR EEN, ZHULTGFO2=y MZHY £7,
K= h® Standard 7 A B ADIEE, T 7T 4 T 7¥EE D Context 7 A & 2 ADJHIL
7Ty N 74— L0 ERETNEINET, KICHERLET,

e Standard 7 A B RIZIZ10 D2 THFAMRHY, 2202=v FBH D7D, AFHT
00T HFANRDYET, TIZT 4 TIRAZNAXTOT 7T 4 7 R4EE 2250
Context 7A T AERELET, ZOHA, ENINTZT7=— N A —NR—=F 1

A0 a2 THF A MMEGEENTWET, L, 2=y DT Ty b7 4—
LDHIREN 250 THHT2D, fEGSNTZTA B ATIIRK250 D27 F A FAFF
KRENET, TOHETIE, 777 477 Context 74 B AL LT230 a7 F A

EERETHMLENDHY 7,

e Standard 7 A4 £ AIZIZ 10D THFANRHY, 202 =y FRH D=0, AT
2002 THFARRHY ET, 77?47W7%4f&7@f§47)l v MZ
10Context7/f'12/}<€’ XELET, Z n‘ﬁént7:%zl/ﬁ%/\%74’ﬁ

221X 30 D T F A Mbnz.izhfb\iﬁ“o 72 ziE, —FHDa=y "R 17T
%%xh%ﬁmb\mﬁﬁmny%%x%%ﬁ%bif(é%m@%é o L=
NTEDT Ty N7+ —LDOHIRI250 TH H1=, A INZTA B ATIHERK
250 DT XA RNPRFEINET, 30 227 XA MIKIROFMNTT,

XX UT T IT A TOBNRIDTIA B AEZER L, T4 B ZAOELHIZI O HFO=
=y MR ZNEMHTE 9,
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» Strong Encryption (3DES) (for a pre-2.3.0 Cisco Smart Software Manager satellite deployment,
or for tracking purposes)—Only the active unit requests this license, and both units can use it due to
license aggregation.

T2 =LA —=R—=DHITIE, HLWT 7T ¢ TEBRIIEN T A B A B & mE L E T,
Xy v val&8NeIA B AREEHEHA L, V= NHERM S 2FERLET, HWT 2774
TIEBINSTIZAZ A L LTEIMLTESS, 748 AMEREZMHRLES, 7T MNZ
FRIRTA B ABIRNG G AZ A EEDPHERZART DR, T LWT 7T 0 TAEE
DITARVANRALTTAT U ABEKKBIZRDZ ERHVET, 72— N F—"—DXT (X
ERTA L A% 30 HREA T £, ZOMTHBUEL 2 77907 0 RERERD
LA, BRI A B AR VB LT HMREOREL T 21T 270720 £7, BEICITEE
LEHA, FILWT 7T 4 THBIZ, SA B ZADA L TFI5AT UV ARHIEENDETIH
TLICHEIRAAREHER A EELET, T A RN— DT RN LTS AE, T T o
TIRMEE IR AR L, WS D=y MITA B U AREE T ¥ v 2 REBIC LU TRFFLE
T, FTARVAE/T 77 4 _X— 51213, 2=y FOEEEZZ VT L, HEETHHE
NHY FET,

Firepower 4100/9300 > v — LD ASADASA YV S RA SA4 VR

£ Firepower 4100/9300 > % — /%, License Authority £721Z%7 T4 b — NIZBEEHEIN T
LHZRENRHY ET, AL—T 2=y MUEMERIT?Y A, K74 AZTHT S
Wik, vy =y T EIER DT A B AEEAT HZMLERH Y 7,

BER LT A B AR, Bk b—2 U BT 5 L HRLERDBEKROLE BEICAHL)
ftainEd, P—27 U ZFEHLTHLE5E, F3 Y —VICR UL T A & ZARMEETT,
For the optional Strong Encryption (3DES/AES) feature license enabled in the ASA configuration, see
below.

ASA TABUVARETIE, vAF— 2=y MIHTDHIAY— K T4 BV ADBEEDOHEITZ
FT, REIFIAL—T 2=y MIERENETE, —HOTA R LT, AL—7
2=y MNIZOREEZFHLETA, ZOREFTF ¥ v REBOEEIIRY, vAF— =2
=Y NOHBNZDTA R AZERLET, FA BV RAFHR—DI TRALZ FTA B AIZE LD
biv, 7 7AZ DK =y NCHEINET, ZOENTA B A FAL—T7 2=y MZH
FyrviadZil, TOFD1IONFEEvAZ—a=y Mo b X ENET, &7 A1
TR A TIFRDO L DI SN FE T

U v RS — =y FOBPP AP OIEET (L AEBRLET, AL—T 2=y
MIIWZT 74V N THEMIR > TWDIEET A ANHVET, TDOTA 2 A &EH
TAHD, = NIZBREEITOMLEITIH D A,

c AT FHAN i RAF— 2=y FOBRF AN T XA TA U AEZERLE
T TIFNFTHEET S A0 THRANEER, TRTDT T AL AL 78—
FICEELET, K=y NOEHES AL ADfEE, vAX—a2=y fFOILTF R K
TAV L ADEIL, ERNENTZI TAZ TA VU ATOT T v b7 3+ —LHIRE THE S
NET, wWiZhlzrLET,

o 7 T AKX 6B D Firepower9300 T 2 — AN B L5852 E 2 F 7, EHET AR
10Dy TFHARNEELET, 6 D=y NOBEE. BEHTO0DaLFHFA MR
MEEhET, vAZ— 2=y F FTEND20a>TFAKN T4 B 2E2HRELE
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T, Lo T, EBHENEZI TAZTA B AT DALy THA N2 EGRET,
EV 2=V ITEDT Ty F 7 A —AHIRIZ250 TH LD, MEINTZTA AR
BR250Da > TH A MDRHFRSINET, 80027 XA MMIHIRFEHANTY, Lz
MNoT, YAZ— 2=y h FTRKRKSOALVTHFANERETEET, HFAL—T =2
=y bbb, AT AF 2L —TarOBMENL TR 2 TXF A NERFOZ &Ik
DEF,

7 7 AZIZ Firepowerdl10 N3 B D ELET, BEET A A FT100a L TF A |
EEHRET. 30oa=y hOBPE, AFTIO LTI MBMESAET, v
H—a=y N ECEMD250 20 FF AR T4V AFRELET, LIER- T,
HERISNTE T FTAZTA B L AT280D AL T XA N EHhET, 2oy NLDS
T b7 —LDOHIRN 250 TH LD, MHEINTZTA B A TIIHRK250 D=
TXANBHEAESNET, 280 2T XA MIFIREZBLZTOES, LER-T, <
Af ==y N ETRRB0DALTHA MOLERETE TS, HAL—T 2=y
b, 274 Fal—a OBEREFLT2500a T FA MEFFOZ LIZRD
T, ZOBATHE, vAF—DALTHRARTL L AL LT20DaTHA L
DHEFREST DUHENRDH D £,

e XX UT B S2S VPN IZHE, ZOT7 A4 B AFTa=y T LEDWHERMSETHD
Faz=y NIV —"DOEEDOIA B AZTERLET, ZOTA B ADREITAL—
7 o=y MZEREINET,

* Strong Encryption (3DES) (for pre-2.3.0 Cisco Smart Software Manager satellite deployment, or
for tracking purposes)—This license is a per-unit entitlement, and each unit requests its own license
from the server.

FrlnsAg—a=y MRBREINDE, ZO2=y MBENT A B AZEHEMEHLE
T, ¥r, SAZ—TA B RAEHERTLEDIZ, Fv v aE&NEIA4 B AR ELHEH
LET, TN AY— 2=y MRAL—T 2=y hE LTI TRAKXICHESNTHE, A&
A—a=y NDTA vy AERM PRI INET, Ty MIFIHFRER T A B AN 72
WEE, A —T 2=y MRTA BV RAEMMT HHEIC, vAZ— 2=y FDTA AN
AT ITAT U RAERRIEIZR D ZENHY T, RSN TA B AIX30 HREIAZTT
B, ZOMTHMUEL 2T T4 7V AERK ER DA, Rl T A B A e nE LT 5
BROBRELEF T2 A, L, MECIIRELY FHA, HILWT 7T 47 2= |
X, A4 ADa VT T T U ANHERSND T 12 BEH & & ICHEMR KGR HTER & 2615
LET, 74 B ABERNDERINEBIND E T, REODEEEZLEZ TLEE, 2=v MR
7T AEMBHENT-BE, FrvviadNv A —RETHIRENET, —F T, 2=v b
T OMERRIIREESNET, ZOHE, VAN DZ =y hOAUTHRAN T U AEH
BORTHMERDH D 7,

AX—bF YT DT T7 542 ADAHREHR

* ASAv, Firepower 1000, Firepower2100 : 7/3A ANMEDA 2 —Fy N T 7B A £
HTTP 7 o7 78 A, £23H 7T 74 b —~OT7 7 v A&HRLET, £72, K
B7A B ADTRERAT DL TEET,
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» ASAv, Firepower 1000, Firepower 2100 : 7 734 A7} License Authority D4 i & fifik T X %
L IITDNS B—"EHELET,

* ASAv, Firepower 1000, Firepower2100 : 7 /34 ZAD 7 0w 7 X ELET, 77 v b 74—
L& — R Firepower 2100 TlE, FXOS T/ m v 7 Zi&%E L £ 7,

«ASAV : KL T A B ADTHIL Azure NA N— A FTIIHR— FSNEF A,

* Firepower 4100/9300 > ¥ —3 : ASA 7 A & A A ET HAIIZ, Firepower 4100/9300
VX =V TCAY—=KN YT RN x2T TARVAAL VT TANT I F v 2R ELET,
« Cisco Smart Software Manager T~ A% — 7 v h&ERL £,

https://software.cisco.com/#module/SmartLicensing

FELETAT N EBRLTRWEAIE, Vo 2a2 2 )y LTHLWT AT REREL
TL 72 &V, Smart Software Manager Tid, kDO~ A X — T ho v bEERTEET,

c TABUAIZK, VAIFELIFRBREIENST ANA AEEA LRI, A~v—K Y7 K
VT TARV T TR MY 7 SNTWET, L, BEETIA R E
BT HMERH HE 1L, Cisco Commerce Workspace T [Find Products and Solutions]
K74 =V FEHHLES, KOTA L APID 2K LET,

7: 74 RER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

ASAv PID :
* ASAV5 : L-ASAVSS-K9 =
* ASAv10 : L-ASAV10S-K9=
* ASAv30 : L-ASAV30S-K9=

* ASAvV50 : L-ASAV50S-K9=

Firepower 1010 PID :

«FRUET A £ A L L-FPR1000-ASA=, fRYUET A &2 R THETT B, A~v—F VT |
Va7 T4V T THY Y MIBMTA0ERD Y £,

» Security Plus 7 - ' >~ A : L-FPR1010-SEC-PL=, SecurityPlus 7 A £ AL > TT7 =—
WA= R=PEHTR Y F9,

» Strong Encryption (3DES/AES) license—L-FPRIK-ENC-K9=. Z ® 7 A & > A |3k} T
T TDOTA B ATEFIILESH D FHEALN, FT X T DIHICBIDOT Y
Y MOEMT20ERHD EF, 20T AL W T T A b =D —
Yar (23.0 KVAED 2T D ASA 2 EIZIIME T,
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Firepower 1100 PID :

o FEHET A 2 A : L-FPR1000-ASA=, #EHET A & o A3 ECF N, A~—hK V7 h
T TART T THTY MGEMTA2XLERH Y F7,

5T HARNT A LA L-FPRIK-ASASC-5=, 2T X% A b T4 & A LB
ThHY, =—XHEbLbETHEEDTA B AEBALET,

e 102 T HF A MT A A : L-FPRIK-ASASC-10=, =T F A b T4 &2 A 3B
HTHH, =—XZADLETEEDTA L AZEALET,

« Strong Encryption (3DES/AES) license—L-FPRIK-ENC-K9=. Z ® 7 A & > A (3 EE}L T
T TOTA B RTEFIIMLES Y FHEAR, T vF T DIEDICAGOT Y
Y MIBMT2BERHY £, ZOTABRE, EWYTTA b =D —
Var (23.0 LVAED ZEHT D ASA 8 EIIIHME T,

Firepower 2100 PID :
o JEHET A 2 A : L-FPR2100-ASA=, 1E#T A & AR CTT N, A~—HF Y7k
2T TARLU T T MTBMTALENS Y 5,

5T F AR T A LA L-FPR2K-ASASC-5=, 2T F A b T4 & R IZIBHIHY
ThHY, =—XIEDLETHEDOTA B AEBALET,

c 103 THFA KT AR L-FPR2K-ASASC-10=, 2T F A b T4 & A 13BN
MTHY, =—XZBEDLETHEEDODTA B AEFEALET,

« ) 72155 B3DES/AES) O T A £ > A : L-FPR2K-ENC-K9=, Z D 7 A & A |3 #EE}
T, TOTA B ATBEFIINEH Y FEALN, b T vF L TOEDICHSDT B
72 MOBMTAVENRHYET, 20T/ R, 0T T4 hP—D/R—
Tar (230 Xvai) EZHEHTDHASA LR EITIELETT,

Firepower 4100 PID :
o FEHET A & A : L-FPR4100-ASA=, 1EHET A & A FECT N, A~v—K~ V7 b
TxT TARL T T hY Y MTBENTANERSH Y 9,

c 102> T F Ak FA &2 & : L-FPR4K-ASASC-10=, 1T F & b A & LB
MThHY, =—RHGELETHEDOT A B AZMALET,

«230 2T F AN T A& A L-FPR4K-ASASC-230=, 2T F A F T4t A T8
MHTHY, =—XEDLETEEDOTA L AEEALET,

¢250 2T F AN T A& A L-FPR4K-ASASC-250=, 2T F Ak T4t A LB
MYTHY, ==X HbETHEEDTA o AEALET,

« %+ U7 (Diameter, GTP/GPRS, SCTP) : L-FPR4K-ASA-CAR=,

« EJERE 5 (3DES/AES) 7 A 1 A : L-FPR4K-ENC-K9=, Z D 7 A & A3k T
T, ZOTA B ATEFEFILEDH Y FHEAN, N T vF T ODIZBSDOT Y
VNMTEMTAXLERHDET, ZOTABURAE, W T T4 b =D -
Yalr (23.0 LVaED) ZEHT S ASA 72 SIZITMNETT,
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Firepower 9300 PID :

o JEUES {4 A 1 L-FOK-ASA=, 1EHT A o A TER TN, A~—h Y7 U
T IR T T MCEBNTANERDH Y F9,

e 10T XA M TA LA L-FIK-ASA-SC-10=, 2T F A h T4 & A LBINK
ThHY, =—XZHEbLbETHEHEDOTA B AEBALET,

* X% U7 (Diameter, GTP/GPRS, SCTP) : L-F9K-ASA-CAR=,

o EJERF 51 (3DES/AES) 7 A 1 A : L-F9K-ASA-ENCR-K9=, Z D7 A & A |14
BCT, 2O RATEFIILEDH D FHAND, T X TOEDICHLGDT
BTy MBMTAMNERHY ET, 20T/ 2%, T TI54 F —10
N—=T =z (23.0 LVAED ZEHT 5 ASA 72 EIIZHETT,

AR—bF VYT rDIT SACVADAA R4

AV — RNV TR T 2T TABADOHENPYR—FEINET, ASAVOEWY 7 b =71C
DWNTIX, PAK 74 B ARG SNTBEFO ASAV 27 > 77 L— K354, Al A
VARN=NVLET VT 4R =y 3 EE SN E TN, TS R IR E T,
ASAV X T L —RTHE, TIT4_X—vary F—NEELET,

« KBET A B ADTANCOWTUL, TS AZREET DHANCT A B AZRTBERH Y
£9, T4 RAEZERTRS RN E, T B ANERROREOEEICRD, FHLW
T AEHETE A

AX—bFYIT DT A4 ADTIHILE

ASAv
¢ ASAv OF 7 )L MR EICIL, FREE/FH D URL Z#8ET 5 Smart Call Home 7' &2 7 7 A JL72S
GENTVET,

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

cASAVEEAT S L&, HEEEE AL—T > b LUV ERE L ET, BIRS T, Y
LNV DBEHEATEET, K74 B ATROBE, ZHODRTA—ZERETH
VEITH Y FHA, KETA B ATREZANCTDE, ZhbDavr Niiar 7 g
Fal—varmbllRshEd,

license smart
feature tier standard
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AsAv: Zv—k VT ryz7 S1tvvvinEE

throughput level {100M | 1G | 2G}

e k-, BAMRHEETHITP 72X A RETE £,

call-home
http-proxy ip address port port

Firepower 2100
Firepower 2100 D7 7 # /L M EIZ1L, Licensing Authority ® URL Zf§E 7 % [License] &\
9 Smart Call Home 72 7 7 A ARG ENTWET,

call-home
profile License
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService

Firepower 4100/9300 < v — < £ () ASA

T4 NREITHY FHA, BT AL AME, BLOZEOMOL T ar T4 AT
FEITEMET HILERH Y 97,

ASAv : AX— K Y I rIYZTT7 SAtLUI VT DETE

ASAv :

ORI va T, ASAVICAY— RN VY7 v 2T IA BV AERET D HIEZHHLE
Ty IROFEDOHFNE 1 DEBINL TS ZEN,

FIE

ATYT1 ASAv : EIA~— K V7 v =T A4V T ORE (147 =)
ATV T2 ASAV : T I F Av—F VT b0 =T T4 T ORE (151 =)
AT T3 ASAV: 2—FT 4 VT 4 F— FBIUMSLAZA~w— K V7 "I =T S48 TOHFE (

153 _X—)

AT T8 ASAv : KT A B ATRIOHRIE (156 ~—)

FHRAT—FYI YT 7 SA4AEUOVTDETE

ASAv Z BB 25 61E, 73 A FANIEE L, License Authority |28 &k 25 72 DI 88k
h—2 v &BALT, A~—F VY7 b U7 T4 TEAINCT D ENTEET,
HTTP 7u %o % — X T At RHERMN G2 ERBTHLEN D D56, £7213 ASAv 2 8 6%
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B ossav mmz<—tr v byz7 S LU T0R

TOHNERSDLHEE Dayd 37 4 Fab—a  2ID h—27 v a2 ahhol-Band)
T, ZOX R T EFITLET,

\}

GE)  ASAVEZEBIL7ZE X, HITP 7u X & T4 v o AMERAM G NEHERNICHRE SN TV 5 ATHE
MRHY 9, F72, ASAVEZIEB L7 XZDay0 2> 7 4 F 2 L—3 3 VTHER b—2
BEENTWDAREMER SV £9, TOEAIE., ZOFIREFEH L CHEETILETIHY £
B A

FIE

AT w71 Smart Software Manager (Cisco Smart Software Manager) T, Z DT /A ZAZBINT H/3—F ¥
VT AT NOBGEN—T U EBER L Cat—LFET,
a) [Inventory] #7 VU v 7 L7,

H8: 4~ kY

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Notification Satellites Activity

b) [General] # 7 C, [New Token] #7 UV v 7 LE 7,
H9:FHLLb—D

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [Create Registration Token] # A 7 &2 7R v 7 AT, LA TOKEME AT L TH 5 [Create
Token]| %7 V v 27 LET,

* |58 (Description) |

« Expire After : #2531% 30 A T,
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d)

ATvT2

ASAv : EIRR—F YT LI ZT 4V UTD

+ Allow export-controlled functionaility on the products registered with this token : #ati = >~

FTAT VA TITTER/MILET,

X 10: &8k b—9 D DIER

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Allow export-controlied functionality on the products registered with this token €

F—=2 3 A X P UIZBINE N E T,

=2 OFNC DD RET A 2 %2 Y v 7 LT [Token] ¥ A T 0 7Ry 7 A%plE,

Enter the value between 1 and 365,but Cisco recommends a maximum of 30 days.

Create Token Cancel

%u;u

=22 ID%EZY Yy TR=RIZaE—TE5LIIZLET, ASA DBEENRMLER L X

BOFIETHEMT L0, ZO M7 Z2#iHL THE £,

11: b—9 2 DORT
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlied
M]MlZJIhYTITZGOdOSDDY]KZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed
5 °
12: h—9 2DaE—
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

() ASAv C. HTTP u %3 URL 2#ELF T,

I

call-home

Created By

Actions

Actions
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http-proxy ip_address port port

Xy NT—=ITCA v F—Fy N TZEBRCHTIP a2 2T 584, A~—K Y7k
TxT TARADT XY T RLRAERETHIVLERINH Y ET, 20X, —H&iZ
Smart Call Home IZ b S E 4,

&1

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

ATY T3 TA VARG ERELET,
a) FA LA ARY—har74¥al—varE—FEBBLET,
license smart

1 -

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)#

b) HEREEZBIEL £7,
feature tier standard
T 2 OITHERERE 7210 T,

c) AN—Tv N LNLEFHELET,
throughput level {100M | 1G | 2G | 10G}
U

ciscoasa (config-smart-1lic)# throughput level 2G

a) A BV ARAT—FE—REKTLC, ZEZEHALET,
exit

FARIICE— FE2KTT 5 (exit £7-1F end) 7>, BIOE— NIZBITT D2~ REAN
TAHZLICLES>TCIA BV AAY— a2 T4 Fal—ary T— 2K TTHET,
EENAINIR0 FH A,

&1

ciscoasa(config-smart-1lic)# exit
ciscoasa (config) #

AT w74 ASAv @ License Authority ~ % .

License Authority {2 ASAv % % #k7 % &, ASAv & License Authority D DEFIZFEH T3 ID
REIENRITSINE T, /o, YT HRET I T2 MTASAY R3EID Y THILES, W,
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ASAV: H754 F 2X—k VT rHz7 Sk vingE ||

ZOFIRZIETHEAET, 72720, BEOMERENRKTT AT T 47 1 iEEOHIR
DYINT=HA X, ASAV OF SN LB D 97,
a) ASAv ORER h—27 NS LET,

license smart register idtoken id token [force]

&1

force ¥ — 7 — K& 9 % & . License Authority & [FIH] &40 CUN RN ATREMED & 2 B ik
HD ASAy BBERTE F9, /=& %L, Smart Software Manager 2> 5 7% - T ASAv ZHIBR L
7o 85 60\Z foree ZfEH L9,

ASAv (X, License Authority ~D X EkZ i, REINTZT A & AEKOFRIELZ ER L E
j‘o

1

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJhODItNzBhMGQ5NGR1YjUXLTEOMTQ5NDAY%$0A0DQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS 0Ac2NnMDO%$3D%0A

ASAv : Y754 P RAT—FYIrHYTT7 SAEOVTDETE

ATy T
ATy T2

ZOFIEZ, VTFIA N A=Y T NI =T TA BT = "EEHAT S ASAV ICTH
AEnEd,

1R BRI

Smart Software Manager %7 7 4 k OVA 7 7 A /L % Cisco.com 7> 5 # 7 > i— K L, VMwareESXi
= NZA VA M= ABIURELET, FHMIZ OV TIX, Smart Software Manager satellite %
ZRLTZEN,

FIE

YT T4 N P—NTEE N7 U EBERLET,
(fF:7Z) ASA T, HTTP 7’m X URL #f5E L E 7.
call-home

http-proxy ip_address port port

Xy NI = TCA v HF—Fy N TI7EBRCHTIP a2 2T 584, A~—K Y7k
T TARVADT XY T RLAZRETOILENHY £T, 207 axiL, —iKi
Smart Call Home IZ b S E 4,

B -

ciscoasa(config)# call-home
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ASA OBt |

B oasavc 9554 23— L YT bY7 SAEV YL TORE

ATvT3

ATv74

ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

TAEL AP —NOURLEZERE LT, ¥7 74 b H—IZBEL 7,
call-home
profile License

destination address http https://satellite_ip _address/Transportgateway/services/DeviceRequestHandler
11

ciscoasa (config)# call-home

ciscoasa(cfg-call-home) # profile License
ciscoasa(cfg-call-home-profile) destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

FMET TERLIZ b—27 &M L TASA 28 LET,

license smart register idtoken id token
i

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJhODItNzBhMGQ5NGR1YjUXLTEOMTQ5NDAY%$0A0DQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS 0Ac2NnMDO%$3D%S0A

ASA X, T T4 M P— TSR L, BREINIZT A & AMERM G ORFEAZZR L ET,
YT IA4 b —sNE, TERHOT Y FRFFRT X EER St B3DES/AES) A kR
bEHLET, T4 BV ADRAT—FZ XA LKA T =~ 7§ 5121, showlicense summary
avy REMHLET,

1 -

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss

ASAV: 1—F (T4 E— KBELUMSLART— kv T roz7 Sty sonE [

ASAv : 1—T 14 ) T4 E—FBEELUMSLIARY—F VYT b T S
12OV TDERE

&

ATy T2

ZOFIAL, v F—Y R —ERAT AU ALK (MSLA) 707 J MBI TN D A
~—h 7MLV T a—T 4 VT4 E— ROASAVICEHASINES, =2—TFT 4 U7 4E—FK
TiE, Smart Agent [X7 A & > A DMEMRAF G- O FLRI A FEE B CEBF L £ 9, Smart Agent
X, A B ADHERRGLL AR — FE 4RI Z &2 T A B AT T4 b EITT—ITEE
LET, MARM LA — MIERET —NCizk Ih, BERICT A B 20MAICET 5 AR
FRENEEINET,

18D HHIIZ

Smart Software Manager %7 7 A k OVA 7 7 A /L% Cisco.com 25 % 7> 22— KL, VMware
ESXi #r—/MZA VA b=V L TERELET, HMIZ-DVTIEL, Smart Software Manager satellite
ML T TZ3N,

FIE

BT T4 M —NTEREE =2 VEFERLET, 735 ADERE h—7 2 (1303—) %

ZHLTZEN,

ASAv C, MSLA Smart Licensing [A]{JIZ7 /N AZREL LT,

a) MSLA 74 B AR b=V 7T H5A~—F T AR — bk (HTTP) Z4#EEL
£7

transport type callhome smart

&1

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)# transport type smart

BEE Smart Licensing {%, 7 7 #/L K CSmartCallHome f > 7 7 A N7 7 F ¥ ZfEH L
C Smart Software Manager & 15 L £7, 7272 L. Smart Call Home /< MSLA %
R—=bhLTOEEA, MSLAIRRED—T 1 U T (1 F— FT ASAv 2T 5 TiE
DIFAE 1L, Smart Transport 25X iET D MENH D £77,

b) Smart Transport Z T 2 HE51E, 74 B A —_"E GV T 74 O URLZFRET D
. EFIFT 7 AV FOURL 2T 5 2 L 2R T £4, LRELLT, A4t~
7 Smart Agent |IZ L > THERIND T A BV AFEHRR LA — D 2FB OH— /4
T T4 MO EIRETE T,
transport url transport-url default utility utility-url

51

ciscoasa(config-smart-lic)# transport url
http://server99.cisco.com/Transportgateway/services/DeviceRequestHandler
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B oasav 2710071 E—FBLUMSLARI—F YT kD27 S22V LT DRE

ciscoasa(config-smart-lic)# transport url utility
http://server-utility.cisco.com/Transportgateway/services/DeviceRequestHandler

GE) = MUPEEIILTWRWES ., transport url DFREILT 7 4+ /L F D
https://smartreceiver.cisco.com/licservice/license {273 V) £797,

EE) Yy RI—ITA VX =%y F TZ7ERAZHITP 7o X V2 EHT 5546, A
= YT NT2T TABADT XY T RUVAZRET HLENDHY £7,
transport proxy proxy-url port proxy-port-number

1 -

ciscoasa(config-smart-lic)# transport proxy 10.1.1.1 port 443

ATY T3 T4V AR =V TIE, T4V AT, AOKRA M E 721 Smart Agent /N—3 = 3
GEMEIT S L ERINTE £,

privacy all hostname version

&1

ciscoasa (config-smart-1lic)# privacy all

|

RFYTE 2T (VT 4 T ARERE LET, TR, Be0 b L EREE S

WET,

a) =74 UF 4 AT 4 Xal—Tar ET— FefBLET,
utility
il -

b)

ciscoasa(config-smart-lic)# utility
ciscoasa(config-smart-lic-util) #

— B OB ID Z{EK TE £9, ZDIDIL, Utility Licensing fE MR L AR — b A v —
ICEENET,

custom-id custom-identifier

1 -

ciscoasa(config-smart-lic-util)# custom-id MyCustomID

—BOBE a7 7 A NVEERTEET, ZOFEHIL, Utility Licensing £ FIRL L AR — +
WZEENET,

customer-info city country id name postalcode state street
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ATy TH

ATvT6

ASAV: 1—F (T4 E— KBELUMSLART— kv T roz7 Sty sonE [

1 :

ciscoasa (config-smart-lic-util)# customer-info city MyCity
ciscoasa (config-smart-lic-util)# customer-info country MyCountry
ciscoasa(config-smart-lic-util)# customer-info id MyID
ciscoasa(config-smart-lic-util)# customer-info name MyName
ciscoasa(config-smart-lic-util)# customer-info postalcode MyPostalCode
ciscoasa(config-smart-lic-util)# customer-info state MyState

( ) #

ciscoasa (config-smart-lic-util customer-info street MyStreet

(f£E) Zo=a~r R, ASAv 3 HE%E MSLA ©— R CEMET ZMENH HAIHEHA L E
7 FE¥EMSLA £— R Tl&, Smart Transport % {92 X 5 |2 Smart Licensing % 5 &4 % W22
WV ES, ZOa~vr FOnoN"—VarzfdsL, FEDOMSLA E— 327 U7 S
e ASAVIIT 7 4V hD2—F 4 VT 4 — RIZ/R2 Y £9, ZDFE— FTIL, Smart Transport
F 7213 Smart Call Home % T £,

mode standard

51

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)# utility
ciscoasa (config-smart-lic-util)# mode standard

FlE1 CERLZ =7 U 2EH L TASA ZBELET,

license smart register idtoken id token

1

ciscoasa# license smart register idtoken YJE3NjcSMzYtMGQzMi0O0OTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0AODQzNZz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS 0Ac2NnMDO%$3D%S0A

FAV LV ADAT—H A LERARNE T =~ 79 5I21%, show run license =2~ > RA2fEH L
S

B -

ciscoasa# show run license

license smart

feature tier standard

throughput level 2G

transport type smart

transport url http://10.196.155.133:80/Transportgateway/services/DeviceRequestHandler
transport url utility
http://10.196.155.133:80/Transportgateway/services/DeviceRequestHandler
utility

mode standard

custom-id CUSTOM-ID-AUTOMATION1234

customer-info id ID-AUTOMATION1234

customer-info name NAME-AUTOMATION

customer-info street KitCreekRoad

customer-info city RTP

customer-info state NC
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customer-info country USA
customer-info postalcode 12345

ASAv : K¥ESA o AFTHINDETE

ATy I
ATy T2

ASAV IC Kt T A B AZEIV B THZENTEET, Z0OE T T3 Tlid. ASAv DFEFER
ETFNVBOEFRLEICEIVH LT A B ARKEE RS HEIC, T4 B AZERTL)
EICOWTHBALET,

FIE

ASAy R—~ X2 N FA B ADA A F—L (156 ~<—)
UEE) (A7 a>) ASAv D/3—< R h T4 ADEA (158 ~<—7)

ASAV /R—T R b ZAECVADA VR =)L

\}

A B —Fy N T 7 BAERTZ/20 ASAvs DA 1%, Smart Software Manager 7> 5 /3 —< R >
NI ABERTEET,

GE)

\}

NR==R o b TA B ADTFRINTOWTIL, ASAVZEETHHNCTA B AZRETHLEND
DET, T4 22 ERITESR2WE, T8V AREHAFPOREOE FIC20, HLW
ASAVICEEHCE F8 A, (A7 ar) ASAVDO/R—< %2 b T4 B ADIRA (158 32—
V) EBRL TN,

GE)

KANTA VL A VA =V LTZRICREEZ VT L1256 (writeerase 29572 L) |
25w FLICRT L 91T, B3 A 528712 license smart reservation =~ > R Z{#J L TXK/A
FTAB L ADTPREHEADNITAILERSY T, ZOFIEOEY Oy &% T 508X
HFEEA,

1R BHHIIZ

e =X F TA B AEMEAT D & Smart Software Manager TZILH &2 TE £,
FTRCOTH T FPRR—=2 R b TA B ADTFRITONTKBEN TN D DT TIED
DERA, REFHETHHCZ OBEEICHOWNWT Y RAIDEBENH D = &L A iHELET,

¢ ASAv DEENZIZNS—~ K N TA B ZAZERTHMLERH Y 4, FOHa 7 4
Fal—ralrO—EELT—~R VN IA BV RAREBAS VA=)V T BRI ELIITEEY
/\/0
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ATy

ATy T2

AsAv $— 42 b S vRD1 VR =L [

FIE

ASAVCLI T, =X k TAL BV ADTHIZRD XL HITHEDCLET,
license smart reservation

1 -

ciscoasa (config)# license smart reservation
ciscoasa (config)#

WD a<r RPHIRESNET,

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G}

WHEDA—KN FTA B RAEHEATAICE. Z0a<r Fon BERXEFHEHAL, Fitoa<wy
RKEBANLET, FOMD Smart Call Home iR EITFDE FHEFFSINFE TN, FHINAN
72, FRo0avwy ReEFANTHIHETHD FH A,

Smart Software Manager [ICA )T 57 A A a— RFZRO LI IZERLET,

license smart reservation request universal

&1

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
ABP:ASAv, S:9AUSET6UQHD{A8ug5/1jRDaSp3w8uGlfeQ{53C13E

ciscoasa#

ASAV HARFIZHEHT 2 ET /L LU (ASAV5/ASAVIO/ASAV30/ASAVS0) % R 5 LA
HVET, TOET N LYUIE ST, BRTDLIABVABRED ET, B TET L LR
NEERLIEWGEIE, BIEOTA B AERAL, BREOET IV Lo-UIHHRT 2 57
ARV AEERTHLERNDHY £9, BEICHEASINTWVD ASAV DET NV EZEET HITIE,
A X—=RA W5 vCPU & DRAM O EZH LWET VEMFICEDE CERTEET, Ih
HOEIZDOWNTIE, ASAVY A v 7 AX— KA FESZRL TSN, BIEOET LV ERR
T A5I1CiE, showvm 2~ RE2EHLET,

Zoavry REHFANTLE, Ve—RRICLRILa— RBRRRINET, ZOa— RE2EE
Smart Software Manager (ZAJ] L TWRWEE, BREF ¥ L3511, T2 AN LE
D

license smart reservation cancel

N2 R N TR RADTFRIET 4 2—TMIT DL, RETOTXTOERNX ¥ B
SN FET, T TIT Smart Software Manager |2 2 — RE AN L TWAEEIE, ZOFIEEZZET L
TASAVICTA B AR AT HOVLERH D 3, ZOREENL, HBEIZSLTTIA B A%
BT ZENAREICARY £4, (I F v a ) ASAVD/R—< %2 b TA B ADEH (158 ~5—
V) BBRLTLTEE N,
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B 7030 aswos—vso k5120 20ES

ATvT3

ATv74

ATy TH

Smart Software Manager 4 >~ b~ U A ZFEE) L T, [Instances] ¥ 7% 27 U v 7 LET,

https://software.cisco.com/#SmartLicensing-Inventory

[Licenses] # 77 A0 v NMIEET DT XCTOREFED T A B A0, BEL LV S—v R
O EbFRRINET,

[License Reservation] 22 U v 7 L C, ASAvD a2 — K&K v 7 AT AT LET, [ReserveLicense]
27y LET,

Smart Software Manager N8 2 — R&EAER LET, a—FE2Xvrn—RERIEZ VU v 7 HR—
Ficabv—T& %79, ZORET, 74 2 A%, Smart Software Manager |2t > T T
ﬁ—o

[License Reservation] 78 &% ' NE R S WIGHE, BEWOT U » MINn—~vxr b 714t
YADTRNIOWTERRENTWERA, ZO%HE, N— R b T4 B ADTRIZ BT
LCHEREDA~Y— K FA LR a<wy REFANTAILERHY 3,

ASAv T, KB I— RERD L HIICATILET,
license smart reservation install code

51

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwS
ciscoasa#

THT, ASAY S A B ARERICERAINE LT,

(FTFTar) ASAVDIN—TI R b 5S4 RDRE

&

R—2 R N FA B ANREIZ > T25E (ASAV 2T A4 ASAY DFET /L L~UL
DEFIZL>TH LW T A B ARKE o255 ) | LTOFIEICHESTTIA A
% 1IEZUZ Smart Software Manager (ZIR T HENH D £F, TXTOFIEEZFATLRNE, T4
TUABERPOEFICRY . MOGHTHEHT L1 OICESITHRTE R R0 £7,

FIE

ASAv TIlRHIZ— REZRO X HITER L ET,
license smart reservation return

B -

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTRfVrp7M/zDpirLwYCaq8oSv60yZJuFDVBS2Q1iQ=

TR BIZASAVD T A B AR 720 FHIREEICBITLET, Z0a— REHERRTDH
VNGB DGEE, Zoa~vr REHANLET, HiLLWA—~X U F T/ B 252 RT 5
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ATy T2

ATvT3

ATv74

(FTvav) Asavosimk EHssvrrsa ) |

(license smart reservation request universal) 7>, ASAv DET /L L -V EF T3 (BR%ZY)
D vVCPURAM 2% 2%) &, ZOa— FaBRRTERIRDL I LITEELTIEI N,
VT, a—REX ¥ 7Fx LT, RIMEELTTLTIEEN,

ASAv = 3—H )L TS 2RI (UDD) %27~ LC, Smart Software Manager N C Z @ ASAv
A VARG R RO ET,

show license udi

1 -

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

Smart Software Manager - >~ b~ U HI{E(ZFE) L T, [Product Instances] ¥ 7% 7 U v 7 L%
‘dAO

https://software.cisco.com/#SmartLicensing-Inventory

[Product Instances] % 712, 74 BV AN HEINTWNLHTXTORELN UDIIZ L > TRRS
WET,

TA v AZMREET D ASAv R L. [Actions] > [Remove] % 3R L T, ASAv DiRHI =2 — R
ZR v 7 ZZ AN LET, [Remove Product Instance] #7 V v 27 L£7,

N—==R N TAB U ANFEHARERTA B ADT—NVIZEEINET,

(AT ar) ASAv DEFHER (FHELUVYTSA H)

ASAvV DX A FRETH L. TH L Rvd ASAV RHIRE AL, ASAV DT TDT A L A
Bk EREHENEIREINE T, BEEMRTDHIZE T, T4 B AEH LW ASAVIZHIHT %
L TEET, HDWE, Smart Software Manager (SSM) 75 ASAv ZHIFRTX £97,

F|i§
ASAv D B ERAR IR

license smart deregister

ASAv 3 m— REnE7,
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. (AF>av) ASAWID SEAZF-IE5 (4 LU RERMEDOEH (EHELUVYTIA )

(AF>a>) ASAVID sERAE £ X514 Vo R ERMFEDEH (F
HELVYTIA )

FTIHNVEITIE, TAT T AT AEHEZ 6 » HAZ L, 4B AEKIZ30 BT LICHE
BICEHESNET, A% —Fy N T 27 E2OMBENESNTVAEESR. Smart Software
Manager CT7A B AZER LGERET, ZNOLORBREFEHTEHNT L2 LHTEE
7

FIE

RFYTN TAT VT 4 T A AR EEEHLET,

license smart renew id

AT w72 Renew the license entitlement:

license smart renew auth

Firepower 1000 $5 12100 : A¥— kY7 b7 54
VU DEE
Z DIATIL, Firepower2100(ZA~—K V7 Ny =7 AU T HFET HHIEEHHL
F9, WOFEOHNL 1 DEFIRL T IEI W,

FIE

=4

AT w71 Firepower 1000 £721%2100 : EIA~— K VY7 b =T T4V 7 ORE (1615—)
(A7 2 ) Firepower 1000 721X 2100 DEEEER (EWFB IOV T 74 ) (172 <—
V) F7I (A7 T =) Firepower 1000 £ 7213 2100 ID FEAE £ 72137 1 &2 AHERAH 5O
o EMBLOTT 74 F)  (U72~—=Y) bAHETTY,

=A==

AT w72 Firepower 1000 £721%£2100 : 774 h A~—K V7 =T T4 TOFRE (165
=)

(A7 =) Firepower 1000 F£ 7213 2100 OBEERR (EMB L O 774 F) (172 *—
V) F721E (A7 3 ) Firepower 1000 £ 7215 2100 ID FEFAE £ 72137 1 & o AR 5O
B (EWBLOHT 748 (U72°—=2) HARETT,

AT w73 Firepower 1000 £ 721X 2100 : k7 A B> A TROHEE (168 ~—) |
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Firepower 1000 E£7-1£ 2100 : EAR Y —F VY I bz T7 SM4 2DV
JDERE
ZOFJEIL, License Authority ZfH L 7= ASA IZ#H S E 7,

FIE

AT 71 Smart Software Manager (Cisco Smart Software Manager) T, Z DT /SA AZBIT 5 /3—F %
NTATY FOBERN—7 o aBERLTat—LET,
a) [Inventory] #7 U v 7 L&,

13: 42~V Y

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 C, [New Token] #7 U v 27 LE7,
1H:HLWL =D

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [Create Registration Token] % 7 12 77K v 7 AT, LLF OB EM%Z AT L TH 5 [Create
Token] Z#7 VU v 7 L7,
« [RB3 (Description) |
« Expire After : #EZE{EIE 30 A T,

« Allow export-controlled functionaility on the products registered with this token : #ifti = >~
TAT VAT I T2 LET,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .


https://software.cisco.com/#module/SmartLicensing

ASA OBt |

B rirepowert000 E 1222100 - EHMRI—F VT RIITF SAELLUTORE

15: 8% b—9 DR
Create Registration Token

Virtual Account:

This dialog will generate the token required to register your product instances with your Smart Account.

Description:

= Expire After: 30

h—27 3 A v _v MICBEmEnE7,

d) P2 OFMZHDIRENT A 2% 27 U2 LT [Token)| XA T T HRy 7 A&,
=22 ID%7 Uy 7AR—RIZabt—TX5X5ICLFET, ASA DEEN M2 L X

Allow export-controlled functionality on the products registered with this token @

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Create Token Cancel

BOFIETHEATHEZDIZ, 2O =T U 2HHLTBXFET,

16: b—9 VDR

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...

Token Expiration Date

MjMEZJIhYTITZGOdOSﬁOYjKZL@ 2017-Aug-16 19:41.53 (in 30 days) ASAFP 21101

17: r—220aE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

o

AFvT2 (EE) ASA T, HTTP e X URL 3 EEL £,

call-home

http-proxy ip_address port port

Export-Controlled

Allowed

Created By

Actions

Actions ~
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ATvT3

Firepower 1000 % 7=( 2100 : ®27— bk VI k517 S1tvovrngE ||

Ry NT—TTAVHE—Fy N TIZEAZHTIP Yu X 2HT 4584, A~v—K V7 |
TxT T4 ADT XY T RVAEZRETHILERHY T, 207 ax L, —&i
Smart Call Home |2 HfEH SV E T,

1 -

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

ASA TT A& AERM G2 ER L FT,

a)

b)

FAE LA AY—h a7 4 Fal—aryET— RFReliELET,
license smart

51

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)#

g AR ELET,
feature tier standard

R TELDITMFHERETIZT T, 747 748 RIE, thoOBET A B 22BN 257
D OHIRFNE T,

X2V T4 AV TXFANDTA B AZERLET,
feature context number

GE) ZDOTA ' AIX, Firepower 1010 TIIHAR—F SN TWHEH A,

T 7NV BETHEH, ASAII2O0 a3 TH A METFR—FLTWNAHZD, LERITHA
FOENE2O0DT 74N s A THRANEELSIWELDOEERTAZVLENHY £,
aALTFX A NOEREIT., EF ML TR 5,

e Firepower 1120 : 5 27 F X |
s Firepower 1140 : 10 =27 ¥ X I

* Firepower 1150 : 15 2> 7 % & k

s Firepower 2110 : 25 27 ¥ X |k
» Firepower 2120 : 25 2> 7 F A |k
* Firepower 2130 : 30 = > 7 % & |

* Firepower 2140 : 40 = > 7 % A |1

7= & 2. Firepower2110 THRK25 D2 T XA b EFHAT AT, a0 T7F X bo#s
LT 2 AN LET, ZOMEIE, 7740 FD2IEBMSNET,

1 -

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |
B Firepower1000 E713 2100 : MR —F VTR TT SAEULUTORE

ciscoasa(config-smart-lic)# feature context 18

d) (Firepower 1010) Request the Security Plus license to enable Active/Standby Failover.

feature security-plus

1

ciscoasa (config-smart-lic)# feature security-plus

e) ({EE) The Strong Encryption (3DES/AES) license is generally not required; for example, ASAs

that use older Satellite Server versions (pre-2.3.0) require this license, but you can enable this feature
if you know you need to, or if you want to track usage of this license in your account.

feature strong-encryption

51

ciscoasa (config-smart-1lic)# feature strong-encryption

ATy T4 FH1 Tavr—Lib—7 % HHLTASA 88 LET,

license smart register idtoken id token

1 :

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0A0DQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4ws0AC2NnMD0%$3D%S0A

ASA IZ. License Authority (2% &k L, 5XE ST T A & ZHERM G- ORFEL ER L £,
License Authority [&, ZEEH DT 4 © > FSFFA[ 9 4UTIR S 7205 51, (3DES/AES) 74 & A
bEHLET, 4B ADRT—2 A LFERHRIAE T = v 27 3 5I21%, showlicense summary
avy REfHLET,

51

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)
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Firepower 1000 £7=( 2100 : #5754 k X% —k V7 kvz7 S1too 0%z [

License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED

Firepower1000 &7=(%2100 : 754 F AX—F VYT b0z 7 514t
DT DEETE

ATy T
ATvT2

ATvT3

ZOFEZ, Y774 h A=x—F YT =T T4 T =T D ASA (T
MEhET,

1R BHEIIZ

Smart Software Manager %7 7 4 k OVA 7 7 A /L% Cisco.com 7> 5 # 7 > 22— K L, VMwareESXi
= NZA VA M= ABIURELET, FMIZ OV TIX, Smart Software Manager satellite %
ZHL TSN,

FIE

YT I7A4 b —RTEEEN—7 U EERLET,

(f£&) ASA T, HTTP Fm ¥ URL Z#5FE L £,
call-home
http-proxy ip_address port port
Fy NIT—=ITA L H—Fy b TI7EBAZHITP 7u Xy 245855, A~—hK V7 b
VT TARADTOXR T T RLVAZRETHLENHY £, 2ok, —H&IZ
Smart Call Home (Z b H S v E T,

&1

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

FAE A F—=NOURLEZZEHL LT, ¥7 74 b $—ITBHL 7,
call-home
profile License

destination address http https://satellite ip address/Transportgateway/services/DeviceRequestHandler
i

ciscoasa(config)# call-home

ciscoasa(cfg-call-home)# profile License
ciscoasa(cfg-call-home-profile) destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

ASA OBt |

B Firepower1000 E12032 2100 : 4754 K RX—F YT RHT SAELLLTDRE

ATw T4 ASA TIA B AR G52 B R LUET,

a)

b)

d)

FAtL A RAY—har 7 4 Xal—ary T— R LET,
license smart

1 :

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)#

HReE 2 E L £,
feature tier standard

FHTX A50ITEARERBISIT T, T4 7 FA4A B AT, MOMRET Ao 258N+ 57~
O DOFHRESMNTT,

X2 VT4 TXAMNDTA B AZERLET,
feature context number

GE¥) DT At ARIL, Firepower 1010 TiX¥ A — S THERA,

T 74/ F T, ASAIE22oDa Ly THFA 2P R—=FLTWNATZD, LERaTFH A
MOENE2OOT 74N F arTHANEELSIWELORERTAILENDH Y £77,
AT XA NORERIT., EFAMCE TR F3,

» Firepower 1120 : 5 27 % A |k
» Firepower 1140 : 10 =2 > 7% X |

* Firepower 1150 : 15 2 7% X |

* Firepower 2110 : 25 2 7% A |
» Firepower 2120 : 25 2 7 % A |1
* Firepower 2130 : 30 =7 % X |

* Firepower 2140 : 40 =7 ¥ X |

7o & 21X, Firepower 2110 THRK 25 DT F A M EMHHATHI2E, 20 TF A2 hofkl
LTC23HANLET, ZOMEIE, 774V FDO2ITEBIMENET,

&1

ciscoasa(config-smart-1lic)# feature context 18

(Firepower 1010) Request the Security Plus license to enable Active/Standby Failover.

feature security-plus

1 :
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Firepower 1000 £7=( 2100 : #5754 k X% —k V7 kvz7 S1too 0%z [

ciscoasa(config-smart-lic)# feature security-plus

e) (fEE) The Strong Encryption (3DES/AES) license is generally not required; for example, ASAs

that use older Satellite Server versions (pre-2.3.0) require this license, but you can enable this feature
if you know you need to, or if you want to track usage of this license in your account.

feature strong-encryption

51

ciscoasa(config-smart-lic)# feature strong-encryption

ATy TS5 FIE1 CTERLE F—2 &AL T ASA 286 LET,

license smart register idtoken id token

&1

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0A0ODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wSs0AC2NnMD0%$3D%S0A

ASAIE., BT T4 F = NIZBE L, RIESNTCT A B AR GEOFFELER L ET,
Y7740 b =3, THEHOT B Y > bRFFAF ISR ER L (3DES/AES) 74 & A
bEMALET, FM B ADAT—=Z X LEMRNETF = v 73 5HI21%, showlicense summary
avwy REMHLET,

i

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP2110-ASA-Std) 1 AUTHORIZED
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B Firepower 1000 72132100 : XS 1A £ R FHORE

Firepower 1000 £ 7/=(£ 2100 : kG5 1 2 A FHDEE

ATy
ATwv T2

Firepower 1000 £ 72132100 (Zkfit 7 A B AZHEI VY THZ N TEET, TOHETIE, ASA
ZREILT DG EICTA B RIS IFEICOWTHMBI LE T,

FIE

Firepower 1000 % 721% 2100 &K 7 A B ADA A h—/)b (168 X—)
(EE) (A7 a3 ) Firepower 1000 F 7213 2100 Kt 7 A o ADEE (171 _X—7) |

Firepower 1000 £ 7= 2100 k#5514 2 ADA VR F—JL

\)

A B =Ry b T 7 BREFZ2 ASA D355 1%, Smart Software Manager 7> & 7k it 7 A &
AHBRTEET, K74 B ATIE, TRXTORERANCRY ET (X207 13
T XA NI KROIFHET 4 7)

GE)

ATy T

ATy T2

KET A B ADTFHRINZOWTIE, ASAZREFET HRNCTA BV AERTHERHY £T, 7
A AEERICRSRNE, TABUVAPMERFOREDOE EIZ/D . FH LUV ASA ITHE
HAT&EHA, (A7 3 ) Firepower 1000 F 721X 2100 ke 7 A o ADRH (171 5—)
EHZLTLLIEEN,

JR 8O BRI

N X b T AZEANT S &L, Smart Software Manager TN O Z#EHTE£3, T
RCDOT AT IBPNR—=< R N TA B ADTRIZONWTRKRIN TN DH DT TEH Y £
lo REZHGT OIS OBEICOWNWTY RAIDRBELRH D Z L 2/MR L ET,

FIE

ASACLI T, Kt 74 B ADTRERD L IZHMIZLET,
license smart reservation

51 :

ciscoasa (config)# license smart reservation
ciscoasa (config)#

Smart Software Manager (ZA/J T 57 A B A a— FEZRO I HIZHERLET,

license smart reservation request universal

1 -
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ATvT3

RTv74

ATy TH

ATvT6

Firepower 1000 1= % 2100 k5 1 £ v 201 v 2 b— [

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
BB-ZFPR-2140:JAD200802RR-AzKmHcc71-2A

ciscoasa#

Zoav y REHFBANTLE Ve—RRICBRILa— RBRRINET, ZOa— e FEE
Smart Software Manager [ZAJ) L TWRWE G| BRZ F v AT 2121, UTE2 A LE
ﬁ—o

license smart reservation cancel

W= R D TARCADTRIET 4 =TT DL, RETOTRTOERNF ¥ L
SN FET, $CIT Smart Software Manager |2 — KZ AL TCWAHAIE, TOFIEEZET L
TASAIZTA B AZWHT DLENRDHY £, TORRNPDL, BEIELTIA B A%
BT EAEEICAR Y £, (47T 3 ) Firepower 1000 F 7213 2100 ki 7 A & > A DA
(171 ==2) ZZRLTIIZ SN,

Smart Software Manager f > X2 kU i (8 L C, [Instances]| ¥ 7% 27 U v 27 LET,

https://software.cisco.com/#SmartLicensing-Inventory

[Licenses] # 7127 ¥ MZBEET 2T XCTOREGFDO T A U AN, EHELION—v
FOW G EbRRINET,

[License Reservation] 227 Y v 7 L C, ASAD a2 — R%& R v 7 AZAJILET, [ReserveLicense]
27 )y 7 LET,

Smart Software Manager SRR 2 — RAEK L ET, a— REXvra—RELEFIZ U v 7 R—
Nlcabe—CxFEd, ZORNT, 742 AL, Smart Software Manager |29 > CEHH T
D

[License Reservation] 7N % ' NER R S NRWEE, BEWOT T MIN—~vF U~ 74k
VADTRINCOWTHEGFE SN TWERA, ZOGEE, N—vXR b TA B 2D TRIZ TN
LTHE¥EOARA~Y—K T4V R av REFBANTALERH D £,

ASA T, HKRI— RERDO L HIICATILET,

license smart reservation install code

51 :

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwS
ciscoasa#

ASA TTA & AR EZERLET,

ASA DFRE THEIRMN G2 ZRT D LICE D ASA TENLZMTE S X HI2T D450
&) D \jz‘j_‘o

Q) IA BV A AT—bh ar7 4 ¥al—var E—FERBLET,
license smart

51

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .


https://software.cisco.com/#SmartLicensing-Inventory

ASA OBt |

B Firepower 1000 7213 2100 XS A £ RDA VR b=

b)

d)

e)

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

HreELRELET,
feature tier standard

FHTX 50ITEARERBISIT T, T4 7 S4B AT, MMOMEET Ao 258N+ 57~
O DOFHESMTT,

X2 VT4 TXFAINDITA B ARERLET,
feature context number

G DT At ARIL, Firepower 1010 TiX¥A— N TWERA,

T 74 M TiE, ASAII2OoD 2 THRA MBS R—FLTWVWDTZO, HERIVTHRA
NOEINE2ODT 7 H N K AT XA REELGIWELDOEERTLIMLERH D 9,
AT XA NOEREIE, EFMCE TR T,

» Firepower 1120 : 5 27 % A |k
* Firepower 1140 : 10 =27 % X |

* Firepower 1150 : 15 27 F% X |

* Firepower 2110 : 25 2 7% A |

» Firepower 2120 : 25 2 7 % A |1

* Firepower 2130 : 30 = > 7 % & |

* Firepower 2140 : 40 =7 ¥ X |k
7o & 21X, Firepower 2110 TIRK 25 DA TF A N EfEHT 512X, 207X A oL
LT22ANLET, ZOMF, 7740 O 2ITBMSHET,
i :

ciscoasa(config-smart-lic)# feature context 18

(Firepower 1010) Request the Security Plus license to enable Active/Standby Failover.

feature security-plus

1 -

ciscoasa (config-smart-1lic)# feature security-plus

(&) The Strong Encryption (3DES/AES) license is generally not required; for example, ASAs

that use older Satellite Server versions (pre-2.3.0) require this license, but you can enable this feature
if you know you need to, or if you want to track usage of this license in your account.

feature strong-encryption

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)
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(4T 2>) Firepower 1000 % f=(% 2100 K5 1 £ > 2 0:Es [

1 :

ciscoasa (config-smart-1lic)# feature strong-encryption

(72 3 >) Firepower 1000 F /=% 2100 k¥t 5 1 & > R DR A

ATy T

ATy T2

ATvT3

KT A & APAREIZ IR T25E (ASAZBEIET 25670 8) 13, ZOFIEEZMHEN L TEX
|Z Smart Software Manager |27 A BV A ZEKETHMERH Y £7, T XTOFIAEZFET L2
W, TABAPMERTOE TRV, MOGETTHERNT S 7DICES IR TE 2< 722D
iﬁqo

FIE

ASA CEHIZ— RZRO X IIZAEKRLET,
license smart reservation return

&1

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTRfVrp7M/zDpirLlwYCaq8oSv60yZJuFDVBS2Q1iQ=

TZIZBIZASA DT A B AN/ 720 FHBREBICBATLET, Z0a—FE2RELRTRTS
VERHDLEARIT., Z0oa<vr REHANLET, HrLWKEE7 A B2 X (license smart
reservation request universal) ZZ R 5L, ZOaA— REFRRTEIRIRDH T EICEEL
TLESW, %7, a—F2Xxy 7F ¥ LT, RIEELZZETLTIEIN,

ASA L= 3 —H )L T 2RI (UDI) MNFE/RENDH DT, Smart Software Manager ¢ ASA
A VALV A RODLZENTEET,

show license udi

% -

ciscoasa# show license udi
UDI: PID:FPR-2140,SN:JAD200802RR
ciscoasa#

Smart Software Manager >~ b U HHIZE) L T, [Product Instances] # 7% 7 U v 7 L&
D

https://software.cisco.com/#SmartLicensing-Inventory

[Product Instances] % 712, 74 B AR HEINTWNLTXTOREN UDIIZ L > TRRS
WET,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .


https://software.cisco.com/#SmartLicensing-Inventory

ASA OBt |

. (7 3 >) Firepower 1000 F 1=(3 2100 D& 43R (RPRE L UVHTSA M)

ATvT4

T A AESRERYT % ASA Z kB L. [Actions] > [Remove] & L T, ASA OiH=— K&
RNy 7 AZ AT LE T, [Remove Product Instance] #7 U » 7 LE T,

NR=<R2 b TAB U ANFEHARERTA B ADT—NVIZEEINET,

(7 3 >) Firepower 1000 % 1= 1% 2100 D& 5k fEER (EHIH KUY

T4 k)

(AT 3av)

ASA DBEHRIRT D L. 7D Y D ASADHIBRENE T, ASADTRTOTA LA
MEBRAT - L REEDHIBR S IV E T, BEAMRT 52 & T, T4 B AZH LW ASA IZFIH
THZLELTEET, HDHWE, Smart Software Manager (SSM) 75 ASA ZHIFRTE £97,

FIE
ASA DBELFRI -

license smart deregister

ZFD%., ASAIZV e—KLET,

Firepower 1000 3= 7=(% 2100 ID SEEAE £S5 1 U X

RESTEDEH (EREIVCHTSAM )

ATy T

ATy T2

FIFNVENTIE, TAT T 4T 4iEHEIZ6 v AT, A48 AEKIT30 HZ LICHE)
BINCEFRESNET, A F—Fy b T 7B 2OHBINRRE SN TWDEESC, Smart Software
Manager T7A B AZER LGERET. ZNOLORBREFEHTEHNTLZ2LHTEE
7,

FIE

TATVT 4T AGEREEEH L ET,

license smart renew id

Renew the license entitlement:

license smart renew auth
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Firepower 4100/9300 > v —2 : AX— b+ YT b7 SA4 2V VT DEE .

Firepower 4100/9300 ' v —< : AX— VYT 7 5

122D

)

» N S =
7 DELTE
ZOFJEIL, License Authority Zfif32> v—>, 774 b h—_"O=a—% Foidokf

TA B ADTRNCHEH S ET, FIEERHRSRMG L L TRIET 213, FXOSREN A F&
ZRLTIEES, &

KIET AR ATRIORE, T4 ATTRTOMIE, 7RbbEeX2U7 0 ar7X2 b
DIROEERET 4 TELOXY VT A48 A2 LET, 2720, ASABRZND O
BEABHT A% [T 5 20ICIE, ASA TERLZAMCTHHERH D £7,

G¥)

ATy T

2.3.0 £ Y Hi{® Smart Software Manager %7 7 A ~ = —H DA - mER 5k (3DES/AES) 7
A | RIEIT 7 4V N THIZ > TORWZ), ASACLIZfH L CEEREB(LT A 2 A
V7T ANTLHET, ASADREIZASDM 2T 5 Z LIF T EH A, VPN 25T ftho
SRR BALEERE L. OV 7 A NEITH) ETIIMEATE EEA,

188 BRI

ASA 7 T A2 DAL, BRENEEDIZOIFRENATRALICT 7 B AT 20BN H Y £
Firepower Chassis Manager C., RN M ZMER L £, ZOFIMEITRT XL 512, ASACLI
MO LMERTETET,

FIE

Firepower 4100/9300 <% —3/ CLI (=t Y —/L£7-1% SSH) 1THfke L. RIC ASA It v =
L ET,

connect module s/ot console connect asa

1 -

Firepower> connect module 1 console
Firepower-modulel> connect asa

asa>

WAl ASA 12— UIZEE T 5 & & 1E. ASAICHEEBEIL £, connectasa ZFA S5 0%
FEixH A,

ASA 7 T AZ DG, TA BV AREREDRELXITIOLGAEIZDH, v AF— 2=y MIT
IR RATHERLENRSHY T, B, YA —2=y MR RAR Y MIZHDTZD, ZOFT 2—
JNCETERTAIVNERHY 97,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



. Firepower 4100/9300 > v —> : AY— bk YT b7 542V TD

K3
it

ASA OBt |

ATFw T2 ASACLIT, ZE— "l ar7 4 Xal—1arET—READLET, 74/ FTlEA F%—
TIVNAT — RIIZ2EHT9 723, enable 2~ RERINCATI LIz E EICEFET B L HITRKRD

ATvT3

ATy T4

bNET,

enable configure terminal

B -

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x*xx*x

Repeat Password: ****#*x*

asa# configure terminal

asa (config) #

ASA 7 T AZ DAL, LEIZIGL T, ZOx=y MPEERGEAL THDL I L 2R L E

B

show cluster info

&1

asa(config)# show cluster info
Cluster stbu: On
This is "unit-1-1" in state SLAVE
ID : O
Version : 9.5(2)
Serial No.: P3000000025
CCL IP : 127.2.1.1
CCL MAC : 000b.fcf8.cl192
Last join : 17:08:59 UTC Sep 26 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-2" in state SLAVE
ID : 1
Version : 9.5(2)
Serial No.: P3000000001
CCL IP : 127.2.1.2
CCL MAC : 000b.fcf8.cl62
Last join : 19:13:11 UTC Sep 23 2015
Last leave: N/A
Unit "unit-1-3" in state MASTER
ID : 2
Version : 9.5(2)
Serial No.: JAB0815R0JY
CCL IP : 127.2.1.3
CCL MAC : 000f.f775.541e
Last join : 19:13:20 UTC Sep 23 2015
Last leave: N/A

MOx= FPEERAEALOS AT, ke T L, IELWa=y MR L3, 8o

ETIZOWTIE, UTFEZRLTIES 0,

SAtELART—h ar7 4 X2l — gy FT— REMEBLET,

license smart
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ATy TH

ATvT6

ATy T17

zFncensqerz |

1 :

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)#

HreErRELET,
feature tier standard

HHTE2OIFEERIZT T, 747 74 A%, tOBRET A B X & BINT 57200
[LE7E S GG I

WROMRED 1 DLl EZ Y 722 N LET,
* %+ U7 (GTP/GPRS. Diameter, ¥ XU SCTP A > A7 g )
feature carrier
e X2 VT I THAR
feature context </-248>
KT A B ADTRITIE, R 7HFAL 248) #fETEET,
*23.0 LYRTIOYTIA b =N\ 21— DOAHDIHE : &EKZ{t (3DES/AES)

feature strong-encryption

51

ciscoasa(config-smart-1lic)# feature carrier
ciscoasa(config-smart-1lic)# feature context 50

ASA a2 Y —)LmE T LT Telnet 7 7V r—3 3 VICRDICE, a7 T I~ EASL
FT, A=A P CLIIZREAITIE, Tquit) & ATILET,

ETILCEDSA R

ASAv

ZDET T a T, ASAv I X U Firepower 4100/9300 > ¥ —ASA X =2 VT 4 TV =2 —
JAERAIRE R 7 A B v AB AR LET,

WDOFRIZ, ASAV V) — XD T A AEEZ T LET,

TR_RTD ASAV T4 B AL, FAR—FENTWSHTRTOD ASAv vCPU/ A & VU fEpL TEH T
XDHEOWCRDFELE, ZHUTEY, ASAVEHEAHL CWAEBEMEIE, SEIER VMY V—
A7y 87U NTOFRITHRAERICARY £, /o, AR — bEO AWS B LN Azure 1 >
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ASA OBt |

AR AL T OB X E£T, ASAVVM 2% ET 5546, R — b Shvd vCPU Dfic K#k
X8, iR —hENDHEKAEY L 64GBRAM TY,

-3

9.13 (1) LAFETIL, ASAv O/ A€ U EH(X 2GB TF, BIfED ASAv 2% 2 GB A D A
UTEIEL TWDEA. ASAVVM D AE Y ZHI03 Z L7l DARTONN—2 3 UG 9.13

(D) W7y 7L—RTH5ZLIETEERA, £, A= =a0913 (1) ZEHLTH LWL
ASAVVM ZHEFTLHZ &b TE £ T,

1 LI D vCPU 2 LT ASAv 2 AT 584, ASAv O/ A€ Y Eff: (X 4GB T,

s TA BV AINTHREBLOTA B AZINTW WS Ty M7 — 2 EDOE v v 3

HIFRIZ, VM AV OBEICESHWTRESINET,

» AnyConnect 35X ONTLS 7B X v Ot v a UHIfRIZ, ASAY 77 v b 7 4 — LAOERSS

HGizkoTikEaSnNET, By a UHIBRIEL, ASAVET VXA 7 (ASAVS/10/30/50) I
BHAHT Hhe e £ L=,

o va VHIBBIZIE R/ ATV ESRH Y £9, VM AE U B i/hE % Tlal-> TV b
A By va HiRIIZFOAEY B TYHR— SRR RBICHRESNET,

FEBRAT 5-OHIRIZH 0 A, T XCTOMERST G132, vCPU (B K8fE) & AEV (K64
GB) DIEEOMAELHETEITTEET,

o BEF OMEIRFT GAZE T IXH D £ A, HERA G SKU & RRAIZIE, BlEHEETNES
(ASAvV5/10/30/50) NEgFENnFET,

o MERRAT B1Z, L— FEIRZN L TR KRAL—Ty FERELET,
e BEREEORET O ZICEETH Y FH A,

SA4tEUR EHRESAEUR

T7A4A7 94— /4R

Botnet Traffic Filter A %—T )V

T 7 AT T A=V O, [F | 100 Mbps DHEMRST 5 1 50,000

1 Gbps DHE[RAH5- 1 100,000
2 Gbps OHERAT5- : 500,000
10 Gbps DHERRAS 5+ 2,000,000

W5 HEEH A RX—=T )
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asav i

SA4tEVR e /8N
Total TLS Proxy Sessions 100 Mbps DHEFRAF5- 1 500

1 Gbps DHEFRAT5- : 500

2 Gbps HEBRAT 5 1000

10 Gbps DHERRAT5- : 10,000
VPN S/t X
AnyConnect 7 TFTAE—T 7> 3 D AnyConnect Plus

Fold Apex T A4 2R B

X

100 Mbps DHERLS 5+ 50

1 Gbps DIERRAT5- = 250

2 Gbps DFERLT G- @ 750

10 Gbps DEMRAT 5+ 10,000

ZOfthd VPN &7 100 Mbps DHEFRLS5- : 50

1 Gbps DHEFRAF 5 : 250

2 Gbps OFE[RAS5- : 1000
10 Gbps DHERRAT 5 : 10,000

AFFVPNE T, &4 A 7 DA | 100 Mbps DHERRST5- 1 50
&t 1 Gbps DHE[RAS G- : 250

2 Gbps DHEFRAT5- : 1000
10 Gbps DHERRAT5- 1 10,000

—®_>1tUR

AN—""y b LYL ASAv STD 100M ~ 100 Mbps
ASAv STD 1G : 1 Gbps
ASAv STD 2G : 2 Gbps

ASAv STD 10G : 10 Gbps

551k THT DT AR—h AT ITAT LV AREICL ST,
Base (DES) %721 Strong (3DES/AES)

7 VAN TIT A TIAR A

X2V T4 arTHRRAL |[PER—-FRL
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B Firepower 1010

F4EUR ERGETM4 R
JTAH PAR—FRL
VLAN, K 100 Mbps DHEFRAT 5+ 25

1 Gbps DHE[RSS 5+ 50
2 Gbps DHEFRAT5- : 200
10 Gbps DHERRFT - : 1024

vCPUs, RAM PAR— b Iid vCPU D AREIE 8 TI, £/o, AR —F S
N5 AKAEVIL64GBRAM TJ, vCPU & AE U DILEED
HABDEZMEA LT, EED ASAv HERAT 5 L~ % 2B
TEET,

* ASAv D/ A D E L 2 GB T,

¢ 1 2L EdDvCPU Z ] L T ASAV ZE AT 54, ASAv
D /N ATV EL 4GB T,

¢« 7Ty N7 —LDHIRIL, HERAETYDREIZL ST
wWHINET,

by a BRI R STV LHERMS 50 % A 71
Lo TRRY, F/PMAEVEMHT I > THHSNET,

* 100 Mbps HE[RA S 502 ~ 7.9 GB
* 1 Gbps DHERRIS 512 ~ 7.9 GB
* 2 Gbps DHERSS5-: 8 ~ 159 GB
* 10 Gbps DFEMRSS 5 : 16 GB UL 1

Firepower 1010

W DFKIZ, Firepower 1010 DT A & AEEEEZ R L £,

A4t R Standard 51/ > X

F77AT7 04— 4LV R

Botnet Traffic Filter HAR— R,

T AT U — VO, [F |1,000,000
i
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1R Standard 51/ £ X

2

BIEE¥ES HAR—FLARWSCTP A v AT gy vy AT R— &
NTWEEAD, ACLEHEH L7 SCTP A7 — K7L A A
Ny g NP R—FENTONET,

AETLS 7% v g (4,000

VPN 514t R

AnyConnect &7 T 4—=T N A7 a D AnyConnect Plus
FlolE dpex 744 B A | K&
K : 1,500

Z DA VPN 7 1,500

BEFVPNE T, 2% 1 T O4 | 1,500

at

— SR

IEREE e THUY KO AR—h av T T4 TV AREILL T,

Base (DES) #7-1d Strong (3DES/AES)
Security Plus (7 =—/LA— |T 1 &—7 )L FFa v
/3N—)

X2 U7 arsTXA N |HER—FLAEW

7T AL PAR—=F LW

VLAN, K 1024

Firepower 1100 ') — X

WDFEIZ, Firepower 1100 >V — XD T A & AfREEZ R L £7,

T4t R Standard 51 2 X

T7AT 04— 4L VR

Botnet Traffic Filter PiR—F2 L,

77 AT U —/LOKE, A |Firepower 1120 : 1,000,000

i
b Firepower 1140 : 1,500,000

Firepower 1150 : 2,000,000
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ASA OBt |

Standard 51/ £ X

PR —FLARWSCTP A VAT gy vy T dAR— X
NTWEEALD, ACLEEH L7 SCTP A7 — K7/ A A
R va BN AR— IR TWET,

BHTLS 7uaxs vy g

Firepower 1120 : 4,000

Firepower 1140 : 8,000
Firepower 1150 : 8,000
VPN 5S4t R
AnyConnect &7 TAE=T A7 3 D AnyConnect Plus
FlolE dpex 7 A B A K&
X
Firepower 1120 : 1,500
Firepower 1140 : 3,500
Firepower 1150 : 7,500
DD VPN 7 Firepower 1120 : 1,500
Firepower 1140 : 3,500
Firepower 1150 : 7,500
BFVPNE T, &% A 7D4A |Firepower 1120 : 1,500
#t Firepower 1140 : 3,500
Firepower 1150 : 7,500
— S 1ER
A TAVY MO AR—k avr T T4 T UV AREIZL ST,

Base (DES) #7-1% Strong (3DES/AES)

X2V T 0 a2 TFAD

2

FFarIAL AR RKR
fi

Firepower 1120 : 5

Firepower 1140 : 10

Firepower 1150 : 10

7T AL

PFAR— kLW

VLAN, K

1024
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Firepower 2100 ') — X

WDFIZ, Firepower 2100 >V — XD T A B AEEEZ R L E T,

A4t R Standard 51/ X

F77AT7 04— 4L VR

Botnet Traffic Filter HR— R,

Ty AT U+ — VO, [F | Firepower 2110 : 1,000,000

i Firepower 2120 : 1,500,000
Firepower 2130 : 2,000,000
Firepower 2140 : 3,000,000
L EE YPAR—= R LARWSCTP A VAR v a vy vy T R— b &

NTWEEAN, ACLZHEHAL/ZSCTP AT — 7L A VA
R g PR —FINTWET,

AFTLS 71 %3 ¥ » 2 = > | Firepower 2110 : 4,000
Firepower 2120 : 8,000
Firepower 2130 : 8,000
Firepower 2140 : 10,000

VPN 54t 2R

AnyConnect &7 F 4= F 7 a D AnyConnect Plus
FiT dpex Z A A, K
X

Firepower 2110 : 1,500
Firepower 2120 : 3,500
Firepower 2130 : 7,500
Firepower 2140 : 10,000

DD VPN v 7 Firepower 2110 : 1,500
Firepower 2120 : 3,500
Firepower 2130 : 7,500
Firepower 2140 : 10,000
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. Firepower 4100 > ') —XASA 7 Fsr— 3>

4tV R Standard 5 1 X
BF VPN YT, &% A 7DA |Firepower 2110 : 1,500
at Firepower 2120 : 3,500
Firepower 2130 : 7,500
Firepower 2140 : 10,000
—S1teR
-1k TAHATY RDTITAR=F arFIA4T7 UV AREICL ST,
Base (DES) #7-1% Strong (3DES/AES)
X2 VT arsxR L |2 FTrary T4 A &K
5EIT 10 DS -
Firepower 2110 : 25
Firepower 2120 : 25
Firepower 2130 : 30
Firepower 2140 : 40
7T AL PAR— L2
VLAN, #xK 1024

Firepower4100 ') —X ASA 7 Jy5r— 3 >

WDFIZ, Firepower 4100 > U —RXASA 77V r—a D74 2 A¥iea R LET,

A4t R Standard 51/ X

T7AT 04— 4R

Botnet Traffic Filter PR— R L,

77 AT U4 —/L DO, [F | Firepower 4110 : 10,000,000
i Firepower 4115 : 15,000,000
Firepower 4120 : 15,000,000
Firepower 4125 : 25,000,000
Firepower 4140 : 25,000,000

Firepower 4145 : 40,000,000

Firepower 4150 : 35,000,000
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Firepower 9300ASA 7 T 5 — 3> |

Z2A4EUR Standard 51 2R
GRS = Fae—T FFvar 74t A EE
HEH
AFFTLS 7% ¥ & v ¥ 9 | Firepower 4110 : 10,000
Z DT =T 1 15,000
VPN SA4 2R
AnyConnect &7 T 4—=T N F 7' a D AnyConnect Plus

Fold dpex 7 AR
Firepower 4110 : 10,000
Z O3 ~=T : 20,000

DD VPN 7 Firepower 4110 : 10,000
Z Oft3_C 1 20,000

AFFVPN VT, &4 A 7 DA | Firepower 4110 : 10,000

At Z DT ;20,000

R e 8

e, TATY RDOTI AR—K 2T ITAT UV AREICL > T,
Base (DES) %721 Strong (3DES/AES)

X274 a7 |10 FTvar FALEUA KR

250, 10 BT
J T AR A F—T )
VLAN, K 1024

Firepower 9300ASA 7 J!) r—< 3 >

IROFRIT, Firepower 9300 ASA 7 7'V r—a v D74 v Aiea ~m LE T,

A4t R Standard 51/ X

F27AT7 24— 4t VR

Botnet Traffic Filter HAR— L,
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B rFirepowerssooasa 7 Ty s—oay

A4t Standard 51 2 X

T 7 AT U F—/L Dk, A |Firepower 9300 SM-56 : 60,000,000, 5%k 70,000,000 (3 E 22—
i3 NEEH LYy —)

Firepower 9300 SM-48 : 60,000,000, #% X 70,000,000 (3 E3 = —
NEEH LYy —)
Firepower 9300 SM-44 : 60,000,000, #% X 70,000,000 (3 E3 = —
NEREH LY v —)
Firepower 9300 SM-40 : 60,000,000, #% K 70,000,000 (3 E3 = —
EEEH L v —)
Firepower 9300 SM-36 : 60,000,000, X 70,000,000 (3E = —
NEEH Ly —)

Firepower 9300 SM-24 : 55,000,000, #x X 70,000,000 (3E = —
NEEE LTZ vy —)

Xy 7T HEZ) FFvary 4R EE
HEX

AETLS 7r ¥ v g |15000

VPN 5S4t 2R

AnyConnect &7 TAE—T A7 a D AnyConnect Plus
FolT dpex 7 A B A L K
20,000

Z D> VPN T 20,000

AFFVPN YT, &% A 7 D4 (20,000

#t

— S5 1 R

e AL THT "D AR—h AT ITAT LV AREICEL - T,

Base (DES) %7213 Strong (3DES/AES)

X274 arrxAr |10 FTFar T4V A KK
250, 10 BT

77 A A RX—=T )

VLAN, K 1024
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Smart Software Licensing DE=%2 1) >4 .

Smart Software Licensing D E=4% 1) >4

TRy T Ay =T hAX—TMIT DT TR, T4 BV ADH R, AT —F% A, BILOY
EAEZ T =952 b TEET,

HEDTAM U ADERTR

TAV L AZRTRTHITIE, RO a~<vr FEBRLTLLEE N,

* show license features

Wz, FART AL ZADBD ASAY DFlEZ R LET GEDTA o AMERR L)

Serial Number: 9AAHGX8514R

ASAv Platform License State: Unlicensed
No active entitlement: no feature tier configured

Licensed features for this platform

Maximum Physical Interfaces : 10 perpetual
Maximum VLANs : 50 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Standby perpetual
Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual
Security Contexts : 0 perpetual
GTP/GPRS : Disabled perpetual
AnyConnect Premium Peers H perpetual
AnyConnect Essentials : Disabled perpetual
Other VPN Peers : 250 perpetual
Total VPN Peers : 250 perpetual
Shared License : Disabled perpetual
AnyConnect for Mobile : Disabled perpetual
AnyConnect for Cisco VPN Phone : Disabled perpetual
Advanced Endpoint Assessment : Disabled perpetual
UC Phone Proxy Sessions HE perpetual
Total UC Proxy Sessions H perpetual
Botnet Traffic Filter : Enabled perpetual
Intercompany Media Engine : Disabled perpetual
Cluster : Disabled perpetual

ARVR—hFSAM R RT—RADERTR

FTAV VA AT —=H ABFRTRTHITNE, ROa~v 2 FESRLTITEIN,
I RTDTAEVADERT

A=t Y7 =T T4V Av—h =V hONA—T = UDIE
W A — P —x NOWREE, e — N L ar T IATURART—F R BT —
A AFERFFAGEAEFRB L O T EDA~Y— N ==V N AT EFRRLET,

WOHITIL, ASAV 74 B AZFRLET,
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ciscoasa# show license all
Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC

License Authorization:
Status: AUTHORIZED on Sep 21 21:17:35 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 21 21:17:35 2015 UTC
Next Communication Attempt: Sep 24 00:44:10 2015 UTC
Communication Deadline: Dec 20 21:14:33 2015 UTC

License Usage

regid.2014-08.com.cisco.ASAvV-STD-1G,1.0_4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c
(ASAV-STD-1G) :
Description: This entitlement tag was created via Alpha Extension application
Count: 1
Version: 1.0
Status: AUTHORIZED

Product Information

UDI: PID:ASAv,SN:9AHV3KJIBEKE

Agent Version

Smart Agent for Licensing: 1.6 reservation/36

* show license status
A=k TA VL ADAT—H A EFRLET,

WIZ, BEDA—KN VT "7 x2T A T HEHAT 5 ASAV DR T —F 2 D]
R LET,

ciscoasa# show license status
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC
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License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 23 01:41:26 2015 UTC
Next Communication Attempt: Oct 23 01:41:26 2015 UTC
Communication Deadline: Dec 22 01:38:25 2015 UTC

WIZ, KT A B ATFREHEHT D ASAV D AT —X ADHZ R LET,

ciscoasa# show license status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jan 28 16:42:45 2016 UTC

License Authorization:
Status: AUTHORIZED - RESERVED on Jan 28 16:42:45 2016 UTC

Licensing HA configuration error:
No Reservation Ha config error

show license summary
Aw—h TA RV ADAT—HZ A LFEREOY~ ) —2FRLET,

WIZ, BEDA—KN VT "N x2T A48 72T ASAY OV~ U — D %
RLET,

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2016 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2015 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (ASAv-STD-1G) 1 AUTHORIZED

WIZ, KT A B ATREZHEAT D ASAY O~ U —DF 2R~ LET,

ciscoasa# show license summary

Smart Licensing is ENABLED

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA DBt
B viozs

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed
License Authorization:
Status: AUTHORIZED - RESERVED
* show license usage

Av—h T4 B ADFHEEERLET,
RIZ, ASAv DFEHEOHI 2R L ET,

ciscoasa# show license usage

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC

regid.2014-08.com.cisco.ASAv-STD-1G, 1.0 4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c
(ASAvV-STD-1G) :
Description: This entitlement tag was created via Alpha Extension application
Count: 1

Version: 1.0
Status: AUTHORIZED

UDI &R

o= LRI (UDD) 2 #9512, ROa~vy REERLTLEEN,

show license udi

&Iz, ASAv @ UDI O &2~ LE T,

ciscoasa# show license udi
UDI: PID:ASAv, SN:9AHV3KJBEKE
ciscoasa#

AR—b VI EI2T7 SARVADTNYYT
I TAZY T DTNy ZIZONWTE, ROa~xy REZRLTIESN,
* debug license agent {error | trace | debug | all}
A= h =Tz MDD T Ny T A A LET,
* debug license level

Smart Software Licensing Manager D7 /Xy 7 DFEFE L~ L&A 2 LET,
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23—t vItyz7 542 20BE [

AR— bV b+ 7 5S4 ADERE

HaE

Y

IS5y b Tr—b Y Y—R

A

Firepower 4100/9300 > ¥ —> D~V = —
NF—=R= RXTDFTA B ADER

9.7(1)

TIT 4772y hORNBT A
AMEMRZTR LET, LN, W50
2=y FT A B ADMERS 54 B
KLUTWE L7z, FX0S2.1.1 THHR—
FENET,

ASAv DN LT O PLIRMERE AT
DKEET A T v 2T

9.6(2)

Aw—h =2 b (1.64 ~D)
OEFIZI D | BREFHFAET— NIZiE
HNIFHIRNER S ET,

EHRINTa~vr NEIdbo £HA,

ASAV DY T T A h H—="DOHPR— |

9.6(2)

TNAANEX 2T ¢ LOBEBTA
VH—=Fy MIT 7 EARTERNG
B AT arT, vy (VM)
& LT u — /L Smart Software Manager
V774 b=~ A —LTE
£75

EHRINTca~vr NEIbo £HA,

Firepower 4100/9300 > ¥ — 3 [ ASA
DFKFET A B ATH

9.6(2)

Cisco Smart Software Manager & D {5
DA SV TORWIEFITEF 2T 72
Bt ClX. FirePOWER 9300 8 Lt

FirePOWER 4100 > ASA FAIZK#t 7 A
BUREERTEES, AT
ANiX, EERE . mERE L GENT
DHE) L BX2 VT 2T RRA
b, v V7 948 AZT LD, fF
HARER T _RCDOT A & o AERNE
FhET, FXO0S2.0.1 NLETT,

F T O IE I LFirepower 4100/9300
x — U TIITS I, ASA DRIEITA
EHTY,
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ASA OBt |

HaE

iy

TS5y R Th—bY—R

B

ASAv DK T A & AT

9.5(2.200)
9.6(2)

Cisco Smart Software Manager & DiE{E
PRI SN TOZRWIERICEF 2772
BREETIE. ASAV HlITK#ET A A

BERCEET, 9.62) Tix. Amazon
Web —E 2D ASAv [AiF1Z, Z DO
ROV R—INEBEMEnELE, 20O
%821 Microsoft Azure Tl A — K &
nNEHA,

WDa~y RPREAINE LT,
license smart reservation, license smart
reservation cancel, license smart
reservation install, license smart

reservation request universal. license
smart reservation return

Aw—h T =V FOVI6~DT
I =K

9.5(2.200)
9.6(2)

Aw—h =V MINR—V g
LI NR=T g 1.6~T v 77 L—
FEnFELEZ, ZOT7 v 77 L — KL
K7 A8 ATREYR— T 51F
N, TAVSAT U MIRESH
T HERRICHE > €. MR =1L
(3DES/AES) 7 A & AERDZHEE
LYy HR—hLET,

G N—=v=ar95 (22000 25
X T L— RLIESA,
ASAV LT A & v AR ERIRRE
ZERFEL £ A, license
smart register idtoken id foken
force =~ > R&EfHL, B
BT DMERH Y 3,
Smart Software Manager 7> 5
ID =2 U EBFLET,

WDz~ RPNEANSIVE LTz, show
license status. show license summary.
show license udi. show license usage

WDa~y RPELINE LT, show
license all. show tech-support license
MDA~ RPIEHERRZ 20 £ LT,
show license cert. show license

entitlement, show license pool. show
license registration
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23—t vItyz7 542 20BE [

HaE

iy

T bITH—L))—R

B

FirePOWER 9300 ® ASA 125 ERE21L,
(3DES) T A &2 A% HBIIZEH

9.5(2.1)

1B @D Cisco Smart Software Manager
(SSM) = —H# D4, FirePOWER
9300 THGk h—7 v EWEHAT D L xf
G L R D BRI IR BAL T A
LU ARAEBICE IR FT,

GE) A—hKM VT =T <
=Ty BT T A NHREA
SNTWDH5E. ASDM X
ftho> = R SHgRe 2 %
[Z1%. ASA DEBAIZ ASA
CLIZ{EH LT, mER =k
TA B AERNCT DL
NH0ET,

Z OREREICIE, FXOS 1.1.3 NLBET
_é‘o

BT T A NUSNDOHERTIZ, RO a~<
V RBREINE L7z, feature

strong-encryption

P NGEHE ORI TR A AR S
%40 Smart Call Home/ A~ — 7 A
& 2 AFEHEDORFIE

9.5(2)

A<— bk FA ¥ ATiL, Smart Call
Home A4 > 7 7 A NT 7 F v PMER S
NET, ASAIINY I 7T RT
Smart Call Home [E4 L 7R — R Z i #)IC
BET H L X2, Call Home H— 3G
BAE A 31T L7z CA OFFHEEZ & T b
T A RKRA U N EBBICIER L E
o ASA T Y —/FEBE ORI TREE D
EWINTHA O EDORGEE Y
AR—HrLET, FTFTARNT—=L R
NOEMN R BB E AN TEE
R

RDOa<w RBREAShE L,

auto-import
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TS5y R Th—bY—R

B

FLnxFr V7 I8

9.5(2)

FHLnxx U7 748 REEGFD
GTP/GPRS 7 A L A& @ &M x|
SCTP & Diameter f » AT 3 4
HAR— bk LFEF, Firepower 9300 LD
ASA DY;{ ., feature mobile-sp =~ >
KX feature carrier =2~ > K(Z H &)
CBATLET,

RDa~y RPEANELFEREINE
L7z, feature carrier, show

activation-key. show license. show
tech-support. show version

FirePOWER 9300 @ ASA O A= A
="V T7 I NTT TARUT

9.4(1.150)

FirePOWER 9300 {Z ASA D A3 A
~v—hY T NTT TS
NEAINE L,

WD~y RPREAINE L,

feature strong-encryption. feature
mobile-sp. feature context

ASAV DI Aa A~v— K V7 T
T4 T

9.3(2)

Smart Software Licensing TliZ, 74 &
VADT—NEFEALTEHRTHZ L
MNTEET, PAKTA B RE TR
D, A~v—h T4 RIIFFEDTY
TNEGICEEMTbNEF A, £
=y hDTA B AF—EFH L2
T, fEHIC ASAV 238 A L= 0 EA
BRETLIEDTEET, Av—F V7T
co =7 T4 AEFIRATNE. T
A B ADOMERRN & B A O E BT
WRTHEHLTEET,

clear configure license. debug license
agent, featuretier, http-proxy. license
smart, license smart deregister. license
smart register. license smart renew,
show license. show running-config
license. throughputlevel %=~ > R
BAIIE LT,
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B,
=% =R

imIZ T /N1 X Firepower 4100/9300

Firepower 4100/93001 X8k /et X =2 U7 4 77 v N7 4 — L0 1 DEIITEE ORI T /A A
BAUVARN—NTHIENTEET, TOFETHEH, BAWRA LV H—T 2 ZAOFKE, BILW
Firepower Chassis Manager Z#ffi [l L7 A% > K7 a £33 A T_XA U 7 4 imBlT /A
ADBIIFAEZOWTHALET, 7 7 AZ LS NIzimBlT A R &8I 535 1%, Firepower
4100/9300 ¥ — D ASA 7 7 A X (519 X—Y) HZBL CTL 72 &V, FXOS CLI 24
L8801, FXOSCLI 2y 7 4 Fal— gy A REBRLTLE &V, EEE FX0S OF
EE RS TNY a—F 4 72O TR, FXOSa v 7 4 Falb—i g A REBRLTL
7ZE0,

s Firepower 1 > % — 7 = A A|Z2OWT (193 X—)
FRERT A ZZHOWNT (195 ~—)
N=RU =T YT MY =T OMBEDOEOENE L FHRSEE (195 X—)
FERT N A AT A EEFH L HFEE (197 X—)
AUH—=T 2 ZADFFE (198 ~—)
FRERT N ZADORE (203 X—)
s BT NA ADJEIE (213 X—)

Firepower 1 >3 —2J 4 XIZDUL\T

Firepower4100/9300 > v — %, WA ¥ —7 = A A3 L O EtherChannel (AR— ~F ¥ /L)
A B =T A A%YR—k LFET, EtherChannel DA > ¥ —7 = A AZiX, RLHXA T DA
VNAUHE =T oA AR RKTI6HEODLZ ENTEET,

O —UBFWBA A —T (4R

VX —VEBA X — T = A A1, SSH F 721X Firepower Chassis Manager C, FXOS ¥ v —3/
OEIMMEHINET, 2O F—T xR L, 7TV r—2a VEBROGRIET A 2 2H
DBTHEBRIA TDOA L H =T A ADDGBES N TOET,

DA HE =T 2 A ADNNT A—Z ERET HIZE, CLINOGREICTDHDLERH Y F9,
@4/& 7 A ANZONWTDIFHR % FXOS CLI THERT BT, m~ﬁ»¢@b@ APN
HAR—-F2FRRLET,

i
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FirePOWER connect local-mgmt

firepower(local-mgmt) # show mgmt-port

WP — 7 )V E 7213 SFP £ ¥ 2 — LAY S STV 5 555 <° mgmt-port shut =1~ & RA3E
TENTVDLHAETH, Yy —VEHA V=T = RIBRERECOEETH L RITEELT
STEEW,

A3 —T AR BT

B B —T A ZF. IROWNTNDDZ A I F9,

. CLUDovo1:

Data : B DT —XIEHLET, T—H A X —T = A%imHT A AfCcdFGT 5
ZEETEERA, T, SRET AL ANL Ny I T L= %N L TORRET A A
WETHZLIITEEFRA, T—E AL EF—T A ZAD T T 4 v 7 DHPE. TTO
T 7 4 v ZIXBOGRET N, RAZBETDHDIC, BDHA X —T oA ATy Y — V&K
TJHL, BlOoA 2 —T 2 ATRLMLERDY 7,

Data-sharing : JHE DT —Z ITHHLET, 20T F A LV AZ L ATORYR—FEN,
INBOT—2 A E—T 2 AF 1 DEIFERORBET N, R/avTF AV AZ Y
A (FTD-using-FMC 8 H]) THAETEET, FarT7F A UV AZ AL, 2O F—
T A ZAEETAHZMOTITOAS L ZAEZ LR Ry FL—U R THBETE £,
HHA L Z—T oA AL, BRI T FA U AZ AT EERIFT LR D
DET, WHEA X =T oA AL, TV TN—T A N— A F =Tz A (T
VAT LY = RERIIL—T v FE—R) | ATy b, Ry T A H—
T A, FIE T2 —NF—N—) 7 TCIEHFR—FENEHA,

Mgmt: 77U r—ay AV AZ L AOERIEHLET, oD 2 —T AR
WL, MR A MZT 7 B AT 5720121 DFE I3 EEORIT A A THETEET,
FFNRA AN, ZOA B =T =2 A& LT, A Z—7 oA A HT Hhom#ET
NAARALBETDHZLIFTEERA, FmlT A RL, BEHA X —T = A% 1D
EHEID SR THZ EMTEET, ROy —VEHA L H—T 2 A RATONTE, Vv —
VIERA A —T oA A (193 %—) ZBRLTLEEN,

Firepower-eventing : FTD-using-FMC 7 /XA ADE B> X VEHRA X —T = A AL LT
MLET, ZOA 2 F =T = ZZMMA$25I21E, FIDCLITIPY RL AR EDNT A —
BEBETDMLENRDY ET, Tt xIE. A8 (Web A X2 h72E) POERNT
7 4 v B TE £, Firepower Management Center #5714 KD AT LAFEEDE|T
b2 EHA L Z—T A A] OB arE2BR LTI ZSV, Firepower-eventing 1
H—=T x2A AE, SMER R MZT 7B AT D721 D E T EEORET A 2 TIHA
TEET, BT A RAFIDOA I =T 2 A RN LT, 2 =T = A ZA%IAT DM
DFET ANA AL BETDHILITTEEEA,

Cluster : 7 7 AXLENTZGRBT NAAD I FAXHEHY o7 E LTHEALET, 774
JVRTIE, 7T AZEIENY 1% 48 F DR — FF v wL BICHEBENCER SN E T, 2
D F A 713, BtherChannel £ > % —7 =4 ADHLTHR—FENFET, FDMITZ T A X
Vo7 %YHR—FLERHA,
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Sw—vE7TYr—varomiliq v a—T 14 20%E [

=TT =3 DM LA 2 —T0 24 ADIREE

BHE, vx—v 77V —a b OlGT, A X —T 2 AEAHBIOEHIZTEE
Ty AV F—T oA AFIESEDITE, WMHFOAXL—T 4 VT VAT AT, A ¥ —T =
A AEFDNCTLD2HERDHD FET, X —T oA ADREITEBNCHIB I ND DT, v —
T TV = a Y ORICAR—ENELDZ ERHD FT,

SRIET /N X[ZDUVT

Y

FRELT NA A TIE, 1207 S r— a3 A AKX (ASA F 721 Firepower Threat Defense
OWTND) BI04 varyFab—% 7Y r—3 a (Radware DefensePro) %
FATL, —ER Fxz—r 2R TEET,

BT NA AZBMTHEXIT, 7TV —va v A VAR ADEA TEBLON—V 3 D
EF, AV H—T A ADEIVYT, TF IV r—va Ul Yy v a &b 7 — A Ty
TREDHERBITWVET,

GE)

Firepower 9300 D55, B/ b7 7V r—v a4 47 (ASABLXOFID) % ¥ ¥ — DR
HOEL 2 —MIA VA N—= VT HZENTEET, JIMEOET 2 — L Tlik, Ber\—T3
DT TV —vary A VAR AR THFETTEET,

AR R7AVEREBTINAREYSRAAILR/ETINA R

IRDOFGERT NA X 2 A THBINTEET,

c AHX U RT Y AX U RT R URBET AL AL, AX U RTry 2=y hEREEANA
TRATGEY T 4 XT D=y b LTEELET,

« JTRE T AR T A AT D LB OEEE V-7 kT 5 LT, B
—TNA ADTRTOFENE (FBE, Ry NU—7 ~O%E) #RM4t L., FRHIEERT N
ARZEDENANL—T" N ETLEMEZIFEBLITE £7, Firepower 9300 72 & D#EELDE
Va— )V TNRA AR, Vx—VNI TAZY T EYR— K LET, Firepower 9300 D
B30T RTOEY 22—/,

N—KDTT7EYIT MDD TT7DHAEDLEDEHRLA]IR

S

Firepower4100/9300Clx, BEDET NV, EX a2 VT 4 EVa—, TV r—va ¥ A7,
BLOFE ATHME EJERMEOBEREN AR — F SN TWET, #FFr SNTHAGHEIZ OV T,
WOEESRL TS0,
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B —roz7evoryrromaabeoElLTEEY

Firepower 9300 O Z {4

Firepower 9300 |Z1%, 3 2D EX 2T 4 EVa— /L Auy hEEEX A TOEXF=2Y T 4 F
Va—RFEEINTWET, ROBEHEZZMLTIZEN,

X2 VT 4 Ea—/b XA : Firepower 9300 [Z R D5 A TDEY 2a— VoA A
h—=nT&FET, mEZE, SM36EFETa—11, SM40 #EP 2—/L 2, SM-44 % E
Va—N3ELTA A= LTEET,

FATATA VAR AL AT FA VAR R X2 VT 4BV 22—y T A
VARV AEA VA N AT B FOT a— VIO AL T F A VAR ADIE
PR=FTEET, AT A TAVAZ LV AFTEY 2—LDOTRXTOY YV —A%HHT 2
2, BV a—MERAT A TA VAR L A E1ODIHA VA =L TEET, —HD
FVa2a—VTHATATA ARG REEH L, ZOMDEY 2— N Tar7F (24
VAEMHT LI ENTEET, 2 BV RV N2IXAT 4T A
VARV AEA VAN LTEETN, BV —AZWZIF AT A U RE U RAEA A
f—NT&EET,

JITABEN T PTG ARNERIZ Ty —VETHLINE I DT LT, 77 AXN
DFTRTOEX2 VT4 ED 22— VIRLXA T THLILERDY £T, K ¥r— IR
BRAEDODEX2 )T 4 a—VEA LA M=V TEETH, T _TCHZEODAT Y b ad
B, V=Y DT RCDEY a—NVE I TAXIEGEDDLLERNHY T, 2L zE, vv—
12D SM-36%, Yy — 213 O0DSM-36% A A —LT&FET, RLVv¥—
VN1 ODSM24 BL 25D SM-36 A VA M=/ 3 BE 7T AKX 7 I3EH
T&EHA,

AT & AT AMELE Firepower 9300 DRI X A 7 DEY 2 — V] TOHYFAR— K ST
WET, 7L, 22003y —VICIREEY 2a— L EEZDL T ENTEET, & 213,
£ v — 2 SM-36, SM-40, 5L OSM-44 #BliE CTE £9, SM-36E Y = —/LfH, SM-40
FVa— L. BLOSMA4 EY 2 — A RICE T AR T 2ER X £3,

ASABIOFID DT 7V r—ya ¥4 7 Bt 7 7V r—vay AT ey —
NOBUADE Y 2 —MIA VA M= T HZERTEET, LLxE, TVa—N1EE
Va— /L 2IZASAEA A= L, FEV2—A3ICFIDAA VA R—/LTHZENRT
EET

ASA E/-IZFID ONRX—2 g v fJlIDOFEY 2 — )V TR ZNN—=a 007 7Y r— g
VAVARBUABATEFTTLHZE S, ALEY 22—V EOfERIOA T A AR
VALLTETTAIELTEET, HEAIE BTV VI1ICFID63 &2, TV a—/b
2ICFTD64 %, TV 2—/L3IZFTD65 %A A M—LT&FET,

Firepower 4100 DE 4
Firepower 4100 [ZHBDOET MTHEBE N THET, ROEFEZSRLTIEE W,

. CLUDovo1:

FATATA VAR AL AT F A AHK A : Firepower 4100 (22T F A LV AK
A A VA N—IT DA, TOT AL RO LTI A VAR ADRHRE YRR T
XFT, RATATA VAR LV RIT AL ADTRCOY V—RA5ERT 5720, T/5A
ZNWNEFRA T A TA LV AZ L AT 1 ODIA VA —LTEET,
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wEF A RcETorEsEeAnSE |

CIGABNLT UG AFNOFTARTOY ¥ — VBRI CEF L Th B UERDH D T,
C BN AR U S A T DOEFAMTORYE— R SR TVET,

cASABXOFID DT 7Y r—3 3 % A7 : Firepower4100 (%, 1 >O7 7 U r—= 3
ZA T DHEFITTEET,

MET /N RCEAT S FEFEHEFWEIE

HA RTA 2 ERIRFEHICONTIE, BLFOEZ v a 2R TIZEN,

Firepower f 2 —J = A R ICEAT S FEEE L HIHNEIE

FTIHIEOMACT FLR

TNV EDMACT RLADE DB TE, A H—T 2 ADXATFITIL o TRV E4,
WA LA —T oA R WYBA B —T = A AL, Burned-in MAC Address 2 L £,
o EtherChannel : EtherChannel D&%, FDF v %)L 7 /1/— WCEHEENDTXTDOA U H—
T xA ANELMAC 7 RLRAZILEFLET, Z OHRE iof EtherChannel {3+ > k
U—o 7Y r—g v b a—H ﬂbf%7/7\/\71//b IRV ET, ry hT—7

77)/7_:/3 PRA—YNLRZDDIXODFREER DO THY , fHxD) 7D

IEERR LW T, R—bh Fr Rf L A F—T = AL, T—=ADED—ED

MACT RLAZERALET, f X —T 2 ADAL"—2 v 7 1E. MACT KL X2

HRELEE A,

—MREVEHA RS54 2 EHIREIE

T7A4T794—ILE—F
FID: ASAD T —hA NI v TRETT 7 AT VA=V T—RENL—FT v REFIT TR
T LY MIERETEET,

N FRLSEY T«
T TN =g VERERNTM T AT T 2R/ ELET,

NEEDODT—H A B —T a2 A AT 2— A==V I BIRAT—~ V71T
EHTEXES, T—FELHFA L FZ—T oA AT FR—FENTWVERA,

INFAVRRAREAVTHERA RN E—F

e ASA T~/ F arTF AN B— NIV FA—FENTHEFTA,
« JEBAZIC, ASAD~LTF a T XA N T— R LE T,
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cALTFA VAL ADEE FIHA U E—T 2 AEEKRABOAL TS A RS
YAIZEID B TH I ENTEET,

MEEDALTF A AKX ADEE, K I0EOHFA L H—T oA AEEINVYHTHZ
EMNRTEET,

NATARASE) T4 DEHLFIREH

eNATXATENT 4 Tx2— )V —N—ZREIND2OD2=y ML, IROFMHEIH
L TWHLERD D £77,

MEBIDO Y ¥ —v B DHLENRH Y £97, Firepower 9300 D v — T ND /A T XA
S Y7 4 RS NP, PR b SRR B D T,

cFLEFLTHDLZ L,

NATRAZEVT BT AL AR A v Z—T oA ANEDB{TENTND D
Eo

A H =T 2 ADEELZATRECTHDHZ e N TATEYT 4 AT
BHENZ, T_XTDOA X —7 = A A% FXOS THEHICFE UREIZTDHZ L,

o 5 A FHYEIL Firepower 9300 DR U ¥ A 7 DFE Y 2 — V] TOHYF R — F IR THETN,
2EDYXY—VICEV 2= VERESEDLZENTEET, L& Hry—vic
SM-36, SM-40, B L UNSM-44 ZfilETE E 9, SM-36 E = — /L], SM-40EY =2 —/b
M, BLOSM-44 £ ¥ 2 — LI m T AERT ZERlT& £ 7,

DN TRATEYF 4 VAT ABELEZONTIE, 7= F— N — D AT AHf:
(308 X—) ZHMLTLIEIN,

A 23— 14RADNETE

FI7 N NTIER WA V=T 2 A RAFT 42— N> TWET, A H—T = A%
HEMZ L, EtherChannels 1B L T, . £ >V F—T=A A7 07 4 BiREL T,

\}

GE)  FXOS TA v —T A AZHIBRLIZES (2L 21X, Ry hU—27 £ 2 — LDOHIR,
EtherChannel ®HIfR, F 721X EtherChannel ~DA X —7 = A AOFHEIV ¥ E) | LER
HEZITH) ZEMTEDH LT, ASARETIITO A~y RBMREESNET, RENDLA ¥
2 =T x A ZA%EHIRT DL, MBIAWVEEN D RN H Y £9, ASAOS DA & —
7z A AREITFETHIFRTCE £,
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MIEA AR

ATy

ATy T2

ATvT3

ATy T4

MBS A—T A ROBRE .

— D14 RADNETE

A B =T oA ALY EDB LI OMENICT I L, BLOS v 2 —T = ADHE &
T2l Ly I AERETHIENTEES, AV F—T oA ABEHTHITT, A FX—T =
A ZZFXOS TUHRIICEZNC L, 77U r—> g o CinBEIICENC T A RER H Y £,
1R BHIIZ

« §-CIZ EtherChannel D A L N—THH A UV H—7 = A AIEAINEHE TE FH A,
EtherChannel {ZiBNT 2 RIIZ, BREEITH-> TLEIVY,

FIE

AH =Tz AE—FICADET,
scope eth-uplink

scope fabric a

AUH =T =2 A A F—=T I LET,
enter interface interface id

enable

1 -

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

(F) T TER=FFX¥RLDANTHDLA L H—T = A AIEINCEETEEEA,
R—=hFF¥RXNVDRALNN—=TH5DAH¥—7 A AT enterinterface =~ > KNFE 71X
scope interface 2~ REZEMTLHL, A7V =27 MR FELRNVWI L ERT T —
PTIY F9, R— FF ¥ XUITEIT ARE1IZ. enter interface =~ RAfH L
TA L E =T =2 A ZAeETLHERD Y £,

(IFvar) A F—T=A R I TERELET,
set port-type {data | mgmt | cluster}
i

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data ¥ — U — KRBT 7 4L bDHX A 7 TT, cluster F¥— 7V — FTBIRLARNWTL I, T
TN NTIL, ZTAZEIEY 7 13R— M F v 2L 48 I HEMICIER S E T,

A UH =T 2 A ATYR—-F SN TWDHE, HEIR A= — g U 2AMEE 3B\ L
i‘é‘o
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. EtherChannel (7R— k F v /L) D&M

ATy TH

ATvT6

ATy 17

ATvT8

set auto-negotiation {on | off}

51

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

A B =T 2 A ADREZEZRELET,
set admin-speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}
11

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

A B =T 2 A ADT 2Ty 7 A FT—FeRELET,
set admin-duplex {fullduplex | halfduplex}
1 -

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

T7 4N EOT7a—HIHRY —ERE LG, AV F—T oA AT TIZEA I T
F9, HILWRYU —ZA{ER L7258t TOR) —2 A X —T x4 AZHHALET,

set flow-control-policy name

1 -

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

REZRFLET,

commit-buffer

51

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

EtherChannel (7R— k F %JL) DB

EtherChannel (B4R — K Fv %) 1ZiF, RUHATDRAN— A H—T x4 ZA%HK16
fHEDLZENnTEET, VU Z7HEMHBE e hanr (LACP) TiE, 2290%y hU—7 5
NAAMTY 7 ERHIE e har T —% 2=y + (LACPDU) #4425 Lick-T,
A E—=T A APERSNET,

EtherChannel NOEMFT —H A4 L A —T =2 f AZRDO L IITRETEET,
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\}

EtherChannel (7R— k F v /L) DB .

e TV T 47 :LACP 7 v 7T — FEEEBLOZ(ELET, 727 7 EtherChannel L.
7 VT 4 7 FT21X/3 > 7 EtherChannel & it M. CX£9, LACP N7 7 1 v 7 &k
INCTHUERNHLEEUNE. 77T 47 T— FE2HEHTAILERDHY £7°,

e 74> : EtherChannel (124> TH Y. LACPIZfEH SN EH A, [42] ® EtherChannel
X, B 4] @ EtherChannel & & #5558 A et T& £,

GE)

ATy T

ATvT2

F— K% [On] 7° 5 [Active] ICZAE T 50>, [Active] 2>5 [On] ICZE® 35 & EtherChannel 73 &)
TEIRRBIZR D ETRR 3 DIMNDZENHY £7,

HT—F AT =T 2 A AIT 7T 47 T— FOHREFHF—-FLET,

LACP Tlix, =—¥ MR/ A L% < Th. EtherChannel ~D Y > 7 » HENB NG L OHIBRAS %L
SNFET, Flo, 2T 4 F2b—Ta VOB PRI, AL F—T = A ZAD[
NIELWF ¥ R TN —T IR INTWDE I RN T o7 E3nET, [Fr] =T
AE =T 2 A ANE T LT EZITTF v RN TNN—THNDODRZ N, B —T oA A%
FHTEXP, #imlar 7 X¥al—aidFov 7 SnEtA,

Firepower 4100/9300 v — 73 EtherChannel % {EA 9 % & | EtherChannel % [—F¢f Ik
(Suspended) ]iKfE (Active LACP E— RDEH) £71X[¥ 7 (Down) ]iKfE (On LACP
E—ROEA) 120, MEY VI RT v 7 L THmET A ZZEV S TEHETEDOEFI

72V £9, EtherChannel |ZIR D X 9 224K T Z @ [Suspended] YRAEIZ 72V £,

* EtherChannel N A% > K7 10 VBT NA ADT — X F1-13E A v X —T7 x4 AL LT
BhnaEni

* EtherChannel 287 7 A ¥ O —HE TH Him BT A ADEB A ¥ —7 = A A F 721 Cluster
Control Link & L CiBIN&E 7=

* EtherChannel 287 7 A X D —i CTH DT NA ADT—H A VX —T = A A & LTEM
S, D Eb 1 o0 =y MR TAZIZEMLTND

EtherChannel | ZG@EET /3 A AZHI D Y THETEEL RN LITIERE LT 72 &V, EtherChannel
DEREET NA AL HEIR SN GACmEE T A ADHIBR S V=541, EtherChannel 23 [—
IRFf5 1. (Suspended) | £721X [# V> (Down) JIRREIZE Y £,

FIE

Ao B =Tz A E— REBBLET,
scope eth-uplink
scope fabric a

R— b F v ZNVEERLET,

create port-channel /D
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ATvT3

ATvT4

ATvT5

ATvT6

ATy T17

ATvT8

enable

AUNA B =T = A A%ED B TET,
create member-port interface id

1

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1l
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

EE) A —T=2A A I TEHRELET,
set port-type {data | mgmt | cluster}
1 -

Firepower /eth-uplink/fabric/port-channel # set port-type data

dataX— VU —RBT 74NV DX AT TT, 774V OROVICZDOFR—FTF ¥

ASA OBt |

RNET T

ALHIY 7 & UTERT A5 ELAME, custer F— U — REEER LN T I,

EE) R—=FF ¥ XL DTRXTDALNR—DA B —T oA ARELZRELET,

set speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}
il -

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

(EE) A= FF¥RNVDOTRTDAN=DT 2T Ly 7 AERELET,
set duplex {fullduplex | halfduplex}
i

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

AV H =T 2 ATHR—=FINTWBEE, BHEixIvo—v g 2HMbER
9,

set auto-negotiation {on | off}

i

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

F—B A B —T 2 ZADLACP R"— b F¥r 32/ ET— RFERELET,
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A 12

ATvT9

ATy 710

w7 20%z ]

KT =S A =T 2 2DGE, T REFIT 77 47T,
set port-channel-mode {active | on}

&1

Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on

T 74N OT7a—HIRY —ERE LG AIR, A X —T = AT TITEA STy
T4, HLWRY —Z{ER LTImEE, TOR) v—% A, 0 Z—T A RZEALET,

set flow-control-policy name

51

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

wEEaIY FLET,

commit-buffer

FINA ADEKTE

Firepower 4100/9300 > ¥ — 12, AX ¥ R7 0 Ui T NA AL lF3nAg T4 78V T ¢
T EBEMLET,

7T A Y TITONWTIE, #unique 2215 S L TS0,

A2 F7O> ASA DB

AH U RT By OEET N AL, BIE I, 7M7) T 4 XTCEELET, #&
BoeX 2T Y 2—/LEZHHT 5 Firepower 9300 TlX, 7 7 AZ E72FALZ L KT
THNAZADNWT NN ERBHTEET, 77 AZEFT R TCOEY 2—VEEHTL2LENH D7
W, LA 2EVa— VI TFTRAZLE—DAZ L RTa L TN, 2% ) EMAEDED
ZEEITEEREA

Firepower4100/9300 > ¥ — 03 —7 » RELIE N T VAT LV R 77 A T U4 —/bE—
N ASA ZRHTE £T,

~VNF AT XA E— ROGE, ROINSHELT A AZBEALTHhE, ASAT 7 U r— 3
YTCYNTF arTxR AN T READNTDLERHY £7,
188 BRI

BT N, AERAT DT Y r—v a4 A—T % Ciscocom/NH X 72— NLT,
% DA A—% Firepower 4100/9300 > v — [Z¥ 7> u— KL E T,
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ATy I

ATy T2

ASA OBt |

N

GE)  Firepower 9300 D356, 7 7V r— a2 47 (ASAE
Y OFTD) 23 v —THNOBEDEY 2 —NIZA VA h—/L T 5
TENTEET, IEDOEY 2— L TiE, BARHZA—Taro7
TNV —2a L AV AB VA BA T HFEITTEET,

FREET NA ATHERTHEHEA V H—T 2 A AEFRELET, BEA X —T oA AN
BWCT, TOFHA L F—T oA RF, vy —VOBEHORBMERN SN D v — B
AR—RrERULTIEHY FHA (FXOS TiL, MGMT, management0 ® X 5 724 Rl THRR S
NE)

c KOEREHBE L ET,
DT NAADA L HZ—T x4 A 1D
CEEA A =T 2 A AIPT RLAL Ry NT—F =R
S —hUxAIPT RL XA

FIE

X2V T4 =R E—RFRERBLET,

scope ssa

1 -

Firepower# scope ssa
Firepower /ssa #

TFVIr— gy f VAR ADA A= A= VERTELET,

a)

b)

EAATREA A=V TR LET, AT 3—=a UFSITERELTIEEN,
show app

51

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes

tXa VT4 BV a2V Auy MIHEHBFERELET,

scope slot slot _id
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z2avr7ovasanen [

slot_id IX. Firepower 4100 DA X H 12 1, Firepower 9300 DA 1L 1, 2. £721%3 TY,
i -

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

) THVr—var AU AX U AEERLET,
enter app-instance asa device_name

device name 1% 1 ~ 64 LFOHEPTIHETEE T, TDA LV AX U ADGWMMT A 2% AE
T HEXID, ZOTNA AL EFHALET,

1 -

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

d) ASAA A==V gV ERELET,
set startup-version version

51 -

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) Amy hE—RFEKTLET,
exit

1

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) KT L Tssa®T— FEBBLET,
exit

51

Firepower /ssa/slot* # exit
Firepower /ssa* #

1 -

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #
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ATvT3

ATy T4

ATy T5

BT NA 2B AERL L E T,

enter logical-device device name asa slot_id standalone

DRNZEBM LT 7TV r—vay £ AR A LTE U device name ZFH L E7,
il -

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

BHBRIOT—HA v F—T oA A&i@llT A RZEO Y TES, KA F—7 = A AITH
LT, FIEZ#HEVIELET,
create external-port-link name interface id asa
set description description
exit
« name : Z D4 A Firepower 4100/9300 ¥ ¥ — 3 A—/X— A P K> THEH S E T,
ZHULASA OFRETHEHT 24 v 4 —T7 oA AL TEDL Y EH A,

e description : 7 L — X% 5 AFF (") T, AX—ZAZBIMLET,

BWHA L —T oA AL, V¥ —VEBR—MLIIERVET, ASADT—H A X —T =
A AZHBTHMCLTHRELET, 2T, IPT FLAOREL G ENE T,

1 :

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

BHT— AN v ERERELE T,
Q) T hALT T ATV FEERLET,
create mgmt-bootstrap asa

51

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) 77AT VA= NVE=R (=T ] FLF FT70AXT L b)) ZEEELE
j—o

create bootstrap-key FIREWALL_MODE
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d)

z2avr7ovasanen [

set value {routed | transparent}
exit

N—T v RE—=KRTIE, A A FZHxy hT—VNONV—F Ky T LRI nEdT, L—
TATEITIRA VA —T oA ATV 73y b EICHY 5, UKL, b7
VAT VN 77 AT U4 =%, [BumpIn The Wire] £721X TAT VA 7747
U= ODEICEETDHLA Y277 AT U=V THY, Pt SHT2T /3, A~D
=& Ry 7E LTI EINET A,

T7AT A== RIIVHREBERICOAFRELET, 7— MR N7 v 7 OREZ HiE
32856, ZOREIIMEHILEREA,
1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

admin & f F—7 N RAUV—REEELET,

create bootstrap-key-secret PASSWORD

set value

fED ANTJ7 : password

EOWER : password

exit

i -

FHTRE SN TVD ASA FHE 22—V B L OA X —T /L N2V — NIRRT — ROREIE

FRIZENL D E 9, FXOST 7 AR TE 256, BHEL—F XRU—- ez E X
Vv FTEET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 EHA L F—T = A ZBELET,
create ipv4 slot_id default

set ip ip_address mask network _mask

set gateway gateway address

exit

1 :
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ATvT6

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) IPVOBHA L H—T oA AEHRELET,
create ipv6 slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

) BHIT— MR T T E—RERTLET,
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

HEERFLET,
commit-buffer

Yy —UE, BELEY 7 My 2T A=V a kX —RNL, 7Y S—va AV RAH
VAT = FANT O TRELEBA L —T A ARTEE T v aTHI LT, BT A
A% AL E7, show app-instance 2~ > RZHEH LT, MADRT— X A &R LET,
[Admin State] % [Enabled] G, [Oper State] 73 [Online] P¥&, 7V r—va v A VAKX R
ILETHFTHY, FEHTEDREBIZRS>TVET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49
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Container Default-Small Not Applicable None

ATFYT1 X2V T 4 RV —DORELZHAET DI, ASAa 74Xl —vary A FEBRL
TLTIEEW,

1

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

INA TRAZE) T4 RT7DIENM
ASANA TRATEVT 4 (72— )bA—_"—L IR ET) 1X. FXOS TR 77U
=g NTRESNET, 2L, M T_A T T 4D ¥ — 2T B2, R
DFEEZSBRL T IEEN,

TR BEIIZ
INAT XA Z YT 4 OB ERAHREM (198 X—2) 2SR L T EE0,
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B ssaswmsrz01o8—7120%E

ATy
ATvT2

ATYv T3 i

ATvT4

ASA (RIE T/

FIE

BImBLT N AZ[A— DA o H—T = AEID B TET,

Tz NG —=R= VoI AT =K VT DFERIE2ODT —H A X —T A A%E
DYTET,

INGDOA L BZ—=T 2 A RF, 20D ¥ —VDETNATXATEVT 4 N T T4 v 7 %2R
DEY LET, SNz 7=— A==V o7 27—k V721X, 10GB DT —#
AE—T oA AT HZLEZWRLET, HOT7 2 — LA —_"—BLWREDY 7 %
FBERATEEIEMAFRERA VX — T = A ABRHIVUL, RED U > 71213, 1T & A EDOHHRIEA
VBT, 7x—NF—N_"— U7 ERFTAT—F V7| ”Sff!i&4’70)4’ EHE—=T AR
EHEATHZLIFTEETA, ARy NU—=7 ¥ A N ETHMODOT S, 2% 7 = — )L A4 —
N f o B—=T 2 A AL LTHERETIZ, Oy —YHITAAS v TF 2T 2BEIDLE
7

THRARTNA TRATEVTERAICLET, " TRATEV T 4 DIHDT =—
VA== (307 =) EBRL TS,

A TRATGENVT 4 /AN LTl TA oA —T oA A BETIHVEND D551, &)
WCAF U NAEBEBCERZETLCOD, T/ 7 4 THEBTEREZETLET,

GE)  ASA OIE, FXOS TA v ¥ —T = A ZA&FIRTHE (I 2iE, *v hU—27 %
¥ =2 —/LOHIEE, EtherChannel ®HIFR, F 7213 EtherChannel ~DA > ¥ —7 = A AD
BEID Y CThRE) | RERFELITH)IZENTEDLLIIC, ASARETIETDOa~
FBRFFENE T, BEDPDA VX —T oA AZHIBRT D &, WEIAVWEEN 5 HE
HERHY EFT, ASAOSDH WA U H—T = A AREIZFEHTHIBETE £,

N\ M ADAVEZ—T A ADER

ASAGRIRT NA A TlR, GRS L ¥ —T oA ZADEIV YT, B B TR, FHIIEXHRZE
TH52LNTEET, ASDM L, HLWA v & —T =4 22 BEMICHRE L ET,

HLWA v H—T 2 AZBILTEY, REAOA 2 —7 =4 ZAZHIEELIZY LTH, ASA
ﬁﬁ \CH- 2 B BT R/NRTT, 7277 L, FXOS TEIV Y THhNI-A v F—T = A 2 ZHl%

T586 (Fy hU—27 £ 2 —/LOHIBR, EtherChannel OHIBR, E|V ¥ ToHizA v ¥ —

7:410) EtherChannel ~DFE| VB THRE) | DA X —T A AREXF2 T 4R

oSN D &, HIBRIT ASA OREICEEL G2 ET, ZOHE. ASARETIIILO=
< FBMREESND D, VERRAEEZITHIZENTEET, ASAOSOEH WA X —T A
AREXFE CTHIFRCE £7°,

GE)

BT N A B A 5 2 3T, Bl YT 57z EtherChannel D X L3 —3 y P RFRETE £
fo
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1R BHHIIZ

WA L H—T =2 A ADFERE (199 X—7) I L PEtherChannel (AR— k F¥ x/L) DA
o (00 R—) I T, A X —T A A%ZHE L. EtherChannel ZEMML £,

e TTIZEID B THNTWDA ' H—7 = A A% EtherChannel IZ1BINT 2 121% (7= & 21X
TI7HNETETRTOAS U F =T 2 A ART ZAXZED B TONET) . 7wt
INAANBA B —T A ADENY BCTEAEER L. KRIZ EtherChannel (2 ‘/5’*7::4’%
BT AMENRH Y F9, B LV EtherChannel D&, T 734 A|Z EtherChannel % | Y
YCHIEMWTEET,

I TAG N T ELTT 2= A== 2 BN o0 TRTDOa2=y h DA Z—
Tz A ADHIBREMRLET, BRINCAL—T/AZ LN, 2=y N TS U H—T x A A
EEBELTHD, YAX—/T VT 47 2=y NCEFETAHZL2BEIOLET, FHLW
A UH =T 2 AFEH LY T LIDREETEMEN L2, A V¥ —T = A RAE=H
VKB E RITLEE A,

FIE

ATYT1 EX2 U7 =R E—FEBLET,
Firepower# scope ssa
RTYT2 TN AEfELET,
Firepower /ssa # scope logical-device device name
ATV T3 BT NA AN A v E—T oA ADEND Y TEMHRLET,
Firepower /ssa/logical-device # delete external-port-link name
show external-port-link =2~ > RZ AN LT, {1 ¥ —T oA A4 &R LET,

BHEA LA —T oA ZADBE. FLWEHA LV F—T = A ZZBINT 5N, BAEDA o Z—
7oA AZHIR L, commit-buffer 2~ RAZEHL CLEEFL=I v hLET,

ATV T8 GHETNA A LNA U H—T = f ZAEE Y TET,

Firepower /ssa/logical-device* # create external-port-link name interface_id asa
ATvISs FEEaIy bLET,

commit-buffer

rS oI a v AFAOZEICaI Y FLET,

T —30o0a2)—ILADERE

WOFINEZHE->TT TV r—ardaryy — U8R LET,
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ATy

ATy T2

ATvT3

ATvT4

FIE

a2 Y — VARG E T2 Telnet #5520 LT, €Y = —/L CLLICHERE L £
connect module slot number {console | telnet}

BEOEX 2V T 4 EVa—VEFR—FLBWT NS ADEX2 )T 4 = VU ITH T
DI, slot_number & LT 1 ZEH L ET,

WL BT & T,
1 -

Firepower# connect module 1 console

Telnet escape character is '~'.

Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV r—arnayy — VIR LET,

connect asa name

A VAR ARG BTN T BHITIE, AT TIicasr ReE A LET,
Bl -

Firepower-modulel> connect asa asal
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]

asa>

TN =gy ary—)LEKTLTFX0OS £ 2—/L CLIIZBE LE T,
« ASA : Ctrl-a,d & A7)

FXOS CLI D Z—733A ' L~YLIZREY £,
aVY—ILERTLED,
a) ~&AT]
Telnet 7 7'V r—3 2 Y0 b 97,
b) Telnet 7 7'V r—3a U EKTT 5L, REATLET,

telnet>quit

Telnet £y 3 &8 TLET,
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a) Ctrl-],. X A

1

WIZ, BX2VT 4 BV 22—/ 1D ASA I[ZHE L TH 5, FXOS CLI D Z—/33 4
LAYUIZR DBl R L ET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

RBETINA ADERE

Hege N—o3y i
Firepower 9300 SM-56 O 7K — |k 9.12.2 SM-56F =2 U7 4 £V a— /LA
SNE LT,

(GE)  FXO0S2.6.1.157 N LBETI,

Firepower 4115, 4125, 35 X1 4145 177 | 9.12(1) Firepower 4115, 4125, # X0V 4145 23
i7 ASA BASNE L,

(G¥)  FXOS2.6.1 DNAE T,

Firepower 9300 SM-40 33 1. U SM-48 o | 9.12.1 X2 UT 4 BV 2—/LD SM-40 &
PAR— b SM-48 HASILE LTz,

(GE)  FXOS2.6.1 NHLETY,

ASA 3 JOVFTD % [A] U Firepower 9300 | 9.12.1 ASA B L OFTD #Bh7 /S A 2% [6 U
DORIDFEY 2 — NV THAR— h Firepower 9300 F TR TE 2L L 51
D FE L,

(GE)  FXOS2.6.1 LB TY,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



B s=7 11 zomE

ASA OBt |

N—o3ay

Ed 0]

Firepower 4100/9300 0> 2 & A 4 ill{#l U
VI DHAR <A RAFEIRIP T KL A

9.10.1

7 ALY > OF 7 40 kTR
127.2.0.0/16 %> N —7 BMEH I E
T, FXOS |27 T A X & BB+ D BRI
Xy NU—J HRETEDHEOITRY
FLlLi, y—ViE, v¥y—vIDB
LA my MID
(127.2.chassis_id.slot_id) (ZHDWT
K=y NDOTTAZFIEY 7 A
2 —T x4 AIPT KL A% BHEVERL
T, L. —#OFxry T —7 &
BACIX. 127.2.0.0/16 b T 7 4 v 713X
ATEFERHA, O, V—T v
7 (127.0.0.0/8) BLR~/LFF v 2
k (224.0.0.0/4) 7 KL A%BRE
FXOS |27 T AZHIHY 7 DI A H
L6 7Ry MEERTES LD IT
B ELE,

(GE)  FXOS2.4.1 NLBETY,

/A SN/ FX0S =<2 K ¢ set
cluster-control-link network

7 F&— K TOF — # EtherChannel
PR —hk

9.10.1

T — X 1 L OF — & 44 EtherChannel
%7 277 47 LACPE— RE/=i34
E—RNICRETEDLLHICRDEL
7o HLOOFEFRE D EtherChannel (X, 7 7
TA4T E—RDOHIR—FLTWNE
R

GE)  FXOS24.1 BB T,

FHUAET SHL7- FXOS =2+ 2 R« set
port-channel-mode

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss

we7r 1 20BE [

HaE

N—o3ay

Ed 0]

Firepower 4100/9300 < ¥ — . ASA
DY A My FAEZ ) T DRE

9.7(1)

ASA7 FAZZHRHT DL &, ThEh
@ Firepower 4100/9300 > ¢ — < DH A1
NID ZETE ET, LIANEL, ASA
TSV —vaNTHA FID 7%
ETHHLENRDY £ L, ZDOHkRE
W& D P REBH A IS 22 0 £,
ASA RN TY A FID ZRETH 2
LIIETERNIEICERLTLES
W, Fe, A NE oz TARZY T L
DOHBVEZ B D DT-DIT, REMEE X
74—~ AT 2B HOSERE
FiLDH ASA9.7(1) B L OFX0S 2.1.1
W7y T L—RTH5Z LML E
R

WD~y RNERINE LT, site-id

Firepower 4100 2 — X @K — h

9.6(1)

FXOS1.14 TiX, ASAV AKXV 7
1%, Firepower 4100 > U —X DL ¥ —
M7 T ALY TR R—NLE
D

ERINTa~xr NIdbo £8A,

6 ODEFET 2a— LDy —UHT T A
& 7 ¥ X O FirePOWER 9300
ASAT 7V lr— a0 A NH2Z 7
AR T

9.52.1)

FXOS1.1.3 Tlx, ¥ —TH/., &5
YA METTAZY) T M TE
F9, K6 ODY ¥ —UNTHK 6D
DEY 2a—)VeEGDbIl ENTEE
7,

EEINa~vr Fidd o £EA,

Firepower 9300 > ¥ — N ASA 7 5
2By T

9.4 (1.150)

FirePOWER 9300 > v — N Tid, %
RK3oEFalT 4 EVa—NVETT
ALTEET, VY —THNOTRT
DEY 2—)VE, 7 TAZIZ/LTN
LZMEENRH Y T,

WDa~y REBHALE L, cluster
replication delay. debug
service-module, management-only
individual, show cluster chassis

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |
B s=7 11 zomE

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



=6~
=% =R

FSUARTZ LU NI 7ATOA—ILE—
FE=IIIN—TFT YR IT7ATO+r—ILE—
<

TDETIE, 77AT7 U4 NVE—FREL—T v RELIF N T VAT LY MNIERET D HiE
LTI AT I G ANET AT I — L E— R TED L HITHERET A IOV THBH L
7
VAFALTEARN T RTIE, 20T XA NTEICHMEICT 74 7 U4 —/b T— NEHE
TEET,

« T AT U F—/)LF— RIZDONT (217 <—)

« T 7 AN MRE (228 X—)

s I FAT UF—ILET—RKDHA KT 4 (228 X—)

c T AT U —)LET— RORE (230 2—)

« 77 AT U —/LE—ROH (231 2—)

¢« 77 AT U4 —)LET— FNORERE (242 X—)

2747 04— I)L E—FIZDUL\T

ASAZ, TH—=T v R77AT7 U=V ET—=RKEITUVART LU N T 7 AT U —/LET—
RD2ODT7 7 AT U4 —/VE—= &P R—hLET,

W—T YR IT7A4T724—IL E—FIZDL\T

V=T v FE=RTIE, ASAIZF Y NI =7 NOL—H Ry TLRRENET, V=T 1V
TEATOBA VI =T 2 A ZAFRRDY T Xy b EIZHV ET, arTFAMEHTLATV3A
VE—T a2 A RERATHILHTEET,

HMAEN—T 4 TBIOTY) v 7k, Xy NU—7 EOBEOA L F—T7 =2 A% E
O TV IN—7) BEATEET, TLT, ASAIFT U vV IHiE#ERALT
A VE—=T 2 A ABD N T T 4 v 7 HBTENTEEST, £7 VY v F—720%, X b

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |
B rsoxx7Lor 274794 —1 2= FRIzoT

J—27 ETIPT RLABREIDEToHNDLT Y v UREA X —T7 =4 A (BVD) BEENE
T, ASAIEXBVI LEFEDNL—T v RA U E—T oA A TL—T 4 VT HEITVET, LT
aVTFXFANE—R, 7T AZY 7 EtherChannel, JLEE/ZIIVNIA LV NN—Af U H—T =
A ABRMIIRNG ST, FT AT Ly b F— R TERLA—T v K E— RO Z KRG
FTRETT, L—FT v RE—RFTIE, FTUARXT LUk ET— REEBEIZ T DU EOSEES
N7V IN—T%E05Z LN TEET, £o, B— FBNRETHEANCE LTI, @
HON—TFT Yy RAVHE—T 2 A ALEDDHIENTEXET,

SRR LIU M 274704 —IJL E—FRIZDW\T

Pk, 77 AT I —NIFIN—T v KRy 7T THY, REINTZY T Xy OWT IR
THRANDT 74NN = oA UTHEELET, ZHICKHL, FTF AT LU
T 7 AT U4+ =L, [BumpInThe Wire] £721% AT VA 77 AT 74—/ OXLDITH)
ET2LA4TV27 74T U= NTHY, FERINIZT A ZA~DNL—H Ky 7 & LT
ENFEHA, HEL MO7 7 AT 4= NDEINT, A F—T A AMOT 7 & AHIHEIT
BHIN, 7747 U4 —NVCEDBHEDOTXTOFT = v 7 BNEMINET,

LAY 208, Xy NU—T DONEENDA L F—T A AT O 7Y w7
N—"7] ZEHALTERINET, £/2, ASAITT U vV v iR LT v 2 —7 = A
AMDO NI 7 4w 7 B@TENTEET, &7V ¥ IA—712E, x>y hT—2 ETIP
T RUVANED L ToNDT Y v RIS v H—T7 =42 (BVD) BNEENET, HEEOFR v
NO— BT ) v TN—TEHBETEET, NTUAXT LU M E—RTHH, Zh
S5O7 ) Y F—TIIMHEEECTE A,

Y RIT—=IRHNTErSUVARTZ LY N I7AT 04— ILDEH

ASA X, BEDA VZ—T = A AMERURy NU—7 T LET, FTUAXT LU b
T AT T —IUIN—TFT T ENTHR Y T TIERWEH, BEOXR Yy N U — 7 ICEEIzE
ATEET,

WO, HEBT A ADBNET SA ZAER UV Ty b EICH B KR N T AT L
N77A4T7 =N Ry NT—T&ERLET, NEL—F AR ME, AL — X I EERE
I TnsrkoichzxaEd,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss
@ oa—714% [

1: bS5 VARTLUYETFZAT 24—y bT—2

( Internet
Mt e

— ‘11:1.1.1.1

Bridge Virtual Intefface IP
o DIgIAOT A 10.1.1.2 R
( |
\ |1l|j.1 1.3 _|.,
STMl
 — —14
e A
.___|1_g2.153.1 2

{ Network B )

1
\-. "

£2411

EEBAUA—TI( R

BTV VRABA A —T =4 A (BVD) IPT7 FLZADIENC, BIOEH 20y MAR—b A
VHEA—T 2 A AEBINTEET, ZOA L H—T oA AFEDT ) vV T A—T IR ST,
ASA~DEBRNT 7 4 v 7 OFZEFALET, FBMICONTIEL, TEEA U —T oA A (
618 ~—) | ML TSN,

IW—T Y K E—FEBED=-HD NS T4 v DEBE

RNTUART VU N 77 A4 T U4 — /L TCHEVR— F SN TWRWEEDS AL, 7Ty 7 AR
VA N—F X TR N — A N—FBEREET R — N TEXBLIICNT 7 4 v 7 OiEl
RHRTAZENTEET, 213, 772BAL—LEHHATAHZ LT, (FR—]
SN TWARWDHCP U L—#BEDf Y IZ) DHCP T 7 ¢ v 7 ZFF R L1=Y | IP/TV TIERK
SNDEIRVNFXXY AN T T4 v I EFHFAILIZDTEES, £z, TV AXRT LU b
Tr7AT U —VEEBTHN—T 47 7o ha) VgAML T L TEET, O
£V . OSPF, RIP, EIGRP, £721ZBGP hTF 7 4 v 7 2T 7B A L—LIZHESWTHA T
*4, [AEEIC, HSRP° VRRP 2 & D7 1 b /113 ASA Z Bl T& £9°,

> o~ » Oy
TJYyoF)L—TIZD20\C
TV oY TN—T1F, ASAWBNLN—T 4 T TR TV v IoTAhAL L F—T oA AD T )L—
T, TV ITN—TFI T AT LU N I AT 94—V E—K, L—FT v K77
AT T F—)LET— RO THR—FEINTWET, MOT7 7 AT T4 f L F—T A

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |

B oocrEris—oza0z W)

N

PP

ADEINT, AV HF—T =2 AOT 7 AHEITEERIN., 77 AT U4 —VIZ L DHEHFD
TRTCOF =y 7 REINET,

REA22—Tx4X (BVD)

KTV ITN—ZFk, 7V RS o F—T =4 A BV BEENET, ASAIL, 7
VP TN—T0nbREENDTy NOEFEILT RLAE L TIZIOBVIIP Y LA Z{fH
LEd, BVIIP7 RLRIZOT Y vV I —TF A R_R—= [ =T =2 ALFE LY T X b
WZRTFUER 0 A, BVITIE, B XY Xy NI —2 EDONT 7 4 v 73R — &
NTWEHA, BVIIPT KLALFELXY NU—27 LD T 7 4 v 7 2008 HR— k&
7,

FSGoART LU FE— R v F—T 2 AR—ZADEREEEIZT TV v P T N—T DA R —
A —T A AT ERETE, INHIZOWTORFEHTEET,

N—FT v RE—=FR:BVIIZT Y v II—T DN —T v N A X —T = A A D7 — |k
AL LTHRELET, ZV v TN —TIN—TFT R A v F—T oA AW TI—TFT 1
T 52X, BVIZFRET ARENHY £, —HDOA 2 F—T 2 A4 AX—ZEEIZRD Y |
BVI BEBFIHTE 7,

T I HAN—I TV TN—T DA N~ H—T A AL BVIH DT 7 & A
N— IV EBRETEXET, AT RONL— LTI, AN~ LV H—T = A ADHIT
FxvZE&NET, TU MRT Y ROAL— LTI BVIDNBEAICTF = v 7 ShET,

« DHCPv4 #—% : BVI ® %475 DHCPv4 Y — "Dk 23—~ LE7,

CAZT 4T N—DF i BVIODAZT 4 v 7 b— R FaRETEET, A=A F—Tx
AADAZT 47 )b— MIERETEEE A,

* Syslog F—/3& ASAHROMD T 7 ¢ v 7 syslog Vr—7/3 (F721XSNMP H—,3 ASA
MH T 74y I REEINDMOP—ER) ZEET IO, BVI £7/2I3A 3 — A
B =T A ZDNWTNPBIRETE T,

N—T v RE—RTBVIZIEELRWGS, ASAIZT VY IV—TDNTF 7 4 v &—
T4 LERA, ZORTEE. TV P TN—TDRIT AT LU N 77 AT U4 —b
F— RFEERLET, v LT a2 TFFRANE—K, 75 RAXZ Y 2 EtherChannel, TR $7-
VNI Ao N— A v H—T =2 f ARFETHIUL, V—T v R ET— ROERZHRFT & T
T =T v RE—=FTIE, FTUAXT LU b= REFRBRICI DL EOSEES N7V »
D ION—THEDDHIENTEET, £/2, B— FNRETHEACEL UL, BEO/L—
TYRAVE—T A AEEDDHIENTEET,

FSUARTFLUNTF7AT7 =L E—FDTIV YD TIL—T

TV ITN—=TDETT 4 o 73D T Y v T NA—TbIREEES . T 7 4 v 7 1XASA
NOMDT Y o P TN—FiFN—T 4 T ENFERA, T, NT7 4 v 73— 0
5 ASANDODT Y Y TN—TI1—T 4 T SHDHHNT. ASA DS A LENRH Y £
T, TV DU THRBRIIT ) v IN—T T J‘f})h@z\i*ﬂ% ZOMD% < OREREIXT
RTOT YV vy ZA—TRTHEGENET, 2L 2E, syslog B—/VNFE 71T AAA H— D&
ElX, T XTO7Y vy ZJA—7THEINET, EF2V T 1 R —2%RIHBET 5

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss
M=FvE 77479+ =L E— kDT vsu—7 |

I, B2 TFA MR TI OO Y o FA—A2 LT, BF 2T 0 avTFF A Nl
)EH L\ij—o

1 2DF YV P ITN—=FICOEEBDA v X —T 2 A A ANDHZENTEET, PR—FE
N7V Y IN—Tb A B —T 2 ADIEMEREICONTIE, 77 AT U+—LE— R
DHARTAY (228%—) 2L TLZEN, TV v P T N—TFTLi22208 DA v
B —T A AEMERT HELGEIL. N, MT~O@BEZT TR, H—>y hU—7 EO#K
OEZ A NMHOBEEZHECEET, 2L xiE, MABBEFLEALLVWNIHEZ AL M3
DBHLGE, AVH—T A RAER A DRI A MIEE, MM V¥ —T 24 AL DOHIERE
SHDHIENTEET, FRF AV E—T=2AABDOT I RAN—NETAZ A XL, FAi
YY) DT B AERETEET,

WO, 22007V vV F)—T52E>, ASAICHH SN TWAH2OoD(y NU—T7 2R L
S

19:22DTVY S TN—TEEDNSUVARTZLUY R I7A4T794—IL Ry kT—4

W—TFT YR IT7AT794—ILE—FDIT)HIL—T

TV VI N—T NG T4 w2 E, MDTY v O N—FE I FN—T v N A v F—T = A
ANN—=T 4 VT TEET, TV VT N—TDBVIA v ¥ —7 = A RZH4HITEH D H TR0
TBLZET, PV P IA—F bF7 4 v 2 NBECE T, BVIOARIZIEET S &,
O BVILIIMO@E DA o H—T =4 A LFREEIIV—T 4 7B L £,

=Ty RE=RTTY vV IA—T%EATHHIEL LT, SMBAL v FORDYIZ ASA
SBMOA v 5 =7 = A ZEAEHTDHERBY £F, 7oL 21E, —HOT AL ADT 7 41 |
METIE, A X —T oA ABBEDOA L X —T oA AL LTEENTEY ., FOfhoT
RCDA =T 2 A ABRET Y v VI A= TR L THNTOET, 20T Y v P
N—T1F, SMBAA v TFHEEWR DL HNE L TVWDTED, TXTOTY v 7 —"

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |
B o re—rcsasnanrs 7 v 0EA

AV B =T 2 A ANBRHICEETEALICT VAR V—2RETALENRHY £1,
72 ziE, TN IIRETIITRTCOAS v X —T =2 A A%F—DBF2 VT 4 LYULIERE
L. ACEXxa2V T4 A2 —T oA ZABREZADNLEST, 77 8A NV—/VIRETT,
B20:RET) ST IN—TERBIL—TFT YR A VE—T A ARDDKBIIL—FTF YR I7AT7IOF—IL Ry kT—4

l"'\._ _,."I

outside
GigahitEthernet 11
209.165.200.225
e

insidel insided
GigabitEthernet 1/2 GigabitEthernet 1/4

inside2
GigabitEthernet 1/3

10.10.10. 10.10.10.3 1010104

N—Tv FE-FTHASABWLIS T 1 v I DEB

N—=FTy RE=RTIE, T7EBRANL—=ALTHFALTEH, W ONDZATDRTT 4 v 7%
ASA BB CE A, 72720, TV P TN—F1F, 77k A L= AP T T4 v D
Ytr) FET1-1d EtherType /b—/v GEIP N7 7 4 v 7 DGE) AL TEEAETXTDO T
TA T EFATEET,

*IPNT7 7497 =T RT77A4TU4—)LE—RTIE, 7R—FF¥ A LE<LTF
XY AN RNT T4 70F, TI7ZRBANL—ATHFIASNTWDIHEAETLT ey 7 SRET,
ZHUZIE, PAR— RS TWARWE A FI v T v—F 47 Tk aiis LU DHCP
(DHCP VU L—%RE L TWAHEERL) BNEEnEd, 7V vV 7A—TNTIE, 2
DT T4 w2 %&T 7 8AN—)v (JL5k ACL Zfi/H]) TFHATEET,

*JEIP T 7 17 : AppleTalk, IPX, BPDU K> MPLS 72 £'|X, EtherType /L —/L & H 7
HZET, BETOLIICRETEET,

\}

GE) 7V v ZN—71%, CDP 37y FEBLT0x600 UL EDOF%) 7 EtherType Z R 7237 v b
DR EEL LES, YAR—FZnDH5ME BPDU B L OIS-IS TT,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss
Lav3ts7cvsona [

LANY3I S T4 9D

=X Y ARDIPVABERIPVG b7 7 4 v 713, EXa2 VT 4 DE0A U F =T oA A
NHEX2UT 4 DERNA X —T7 = AIBENT 255, 77X L—)Le L THENY
W7 oY SA—TREERTE T,

X2 VT A DENA L H—T oA ANEEXF2 VT A DENA X —T = A AZBET
HBLAYI T 7497 OBE, X2V T DR, HZ—T =2 A ATT 7L )L—)L
7j§ ’/[Z‘g b@—a—o

*ARP L, 77 B A N— N LTl FEIZT Y v 7 N—T %@ CTx£d, ARP ~ 7
T4 I1E. ARP A VAR g Al K o THIEITE £,

¢ IPv6 R A N—ERBL PN —FEXEER ATy ME, 77 EBA NV—LEFHL Tl S
HHZLENTEET,

e 7 —FREYAMBIOAFXY AN T 74070, T7R8ANV—1NE2ERLTE
WERELZENTEXET,

FFAIENSMACY LR

TIEARY —THFAESNTWDEIHA, UTFOWEEMACT RLAZT U vV 7N —7"Tff
ATEET (LA VY3 T 74 w70 223—2) 28M]) ., 2OV X MIARWVWMACT
FLAZ Ry 7rEnEd,

« FFFF.FFFEFFFF ® TRUE 7 & — K& ¥ 2 [i5E MAC 7 KL &

+ 0100.5E00.0000 ~ 0100.5EFE.FFFF % C® IPv4 /L' FF ¥ A h MAC 7 KL &
* 3333.0000.0000 ~ 3333.FFFF.FFFF £ T®D IPv6 ¥ /L FF v A k MAC 7 KL A
« 0100.0CCC.CCCD ® BPDU ¥ /L F ¥ ¥ A h 7 R L &

+ 0900.0700.0000 ~ 0900.07FF.FFFF % T® AppleTalk ¥ /L F % v+ X kK MAC 7 KL X

BPDU 04032

ANR= 7Y —Ta halvoffic K s —7%ERET S0, 7 7 4/ 5T BPDU A
ExnEd, BPDU 7 1 v 735121k, Zb &GS 5 EtherType /L —/V &R ET D4 HE
NV ET, 72— NA—N"—ZFHL VDA, BPDUZT7 2y 7 LT, Mo UnER
INZEZIAAS T R— MR Tay®J A7 — NMIBITTAHZ L ZRBETEE9, M
WIZOWTIE, 72— —"—=DT Y v T —T8EH 320—) | ML TLKEE
AR

MAC7 FLREIL—FMILY O T T

TV ITN—THND T T 4w 7T, "ry hORIEA L H—T A AL, L—b Ly
IT T TIIRLSEMACT RLA VY I T v 72 FTTH2 LI Lo THREENET,

L. ROBEIZIFNA—F vy 7Ty THRNETE,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |
B vacrrizen—tavorys

« 8T T 4 v DFIEITLN ASA : syslog F— "R ERHDHVE—F Xy T —2%TD bk
F7 4y HIZ, ASAIZT 74NV NAZT 47 — MEBMLET,

e A AT g RN - TS Voice over IP (VoIP) B EXOYTFTP b T 7 4 v 7
T RRA IR IHR Yy TUEBERTWS - v o F U BRI T5 L 912, UE—F
TURKRA VB TDO T 7 4 w7 IC, ASAICAZT 4 v 7 b— bZBMLET, ASA
X, EH U A VPR AT AT L0 T /A ary ha—L R —Z—ig7 Ty
A=) BERLET, B FVERTIIT T4~V EREITRRDIPT KL 2ADE Y
RAMEA S D FREME N H D72, ASAIFIEL WA U H—T oA ATV HR— L&A A
M=l T BT, = Ny I T o T EFEITTIHILERND D F9,

WEEZ LT 7Y r—a IR0 EBY T,

« CTIQBE

« GTP

« H.323

« MGCP

« RTSP

* SIP

» Skinny (SCCP)

* SQL*Net

e SunRPC

« TFTP
s ASAIMNAT #F(T73T 2 1Ay 7L EBNTZ T 7 4 v 7 : VE—bF Xy FTU—2Z5TO
N7 4w 7T, ASAICAZT 4 v 7 —baRELET, £72. ASAICEEEND
vy BT T RVRSGETO NT 7 4 v 7 HIZ, ERIHALET DLV —ZIZHAET 4 v
Jb— N BREETT,

ZDON—T 4 U TEMEE, A AT g v E NAT AN 72 - T % VoIP & DNS D,
148y 7L B TV AHASALIP 7 L AICH A SN E T, ASA 1. THs E/TT
EHXICELVHNA v H—T = BT D2HLERNHY FT,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss

FSURRTLY R E—RDTY v S Iu—Tosk—rshTuangs |

21:NATOH) - TV v ¥ JIL—TFHD NAT

www.example.com

4 A

T Static route on router:
A / Dest: 209.165.201.0/27 send to 10.1.1.1

Source Addr Translation
10.1.1.75—>209.165.201.15

—__ Static route on ASA:

,,_\/e Dest: 192.168.1.0/24 send to 10.1.1.3
/ 10.1.1.2 ‘ \
[

Management IP <
10.1.1.1

=
w
=

Source Addr Translation
192.168.1.2 > 209.165.201.10

192.168.1.2

FSURARTFLUME—RKDITY D TIL—TDHR— SN TV ULEEE
WDORIZ, FPTVARXT L N T—RKOT IV v Y F—TFTHR— b INRVEREEZ R L E
To

R FPTUVARTFLY b E— FTHR— SRR

ke 58

XA 33 w7 DNS -

DHCPv6 A7 — h L&A $— TV ITN—=T A NR— [ H—T = A A
TlX. DHCPv4 —XOAHA DY HR— I F
Er

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



B 7o rz—r0TU s s—ToyR—rEshTumuomEe

ASA OBt |

HaE

B

DHCP J L —

NTZUAXT VN 7747 U4 —U%
DHCPv4 #— b L THRET D Z &N TE
T3, DHCP Y L— o~ RZ¥R—FLZF
i, 2O0T 7& A N— L&A LT DHCP
N7 4w 7 BBBIEDZLNTEHDT,
DHCP U L — 3 EH D A, 1 DITHEA
VHE =T A ADBINA =T = A A
@ DHCP ZLRAFFAI L, & 9 1 DLt — 300
OOIEZWHANZFFAI L E T,

BAFIv I N—T 47 Fua bal

7212l TV T N—=F A R— [ H—
Tz A ADYE, ASATEEINE N T 7 4>
JIWZAET 47 — R EBINTEET, 7
T AN—NVEHFHLT, AT I v 7 L—
T4 7 AN ASAE BB TEDH LD
WZTHZ b TEET,

~“NVFXXY A KNIPL—T 4T

TR NL—ITHATAHILEIZL-T, =
NFXx AN NTT 47D ASA Z I TE
HIOWXTAHZLENTEET,

QoS

BRI 74 I HOVPNA —I % —3 9

NFGUARXT LU N 77 AT U4 =L, 7
VoD ITN—=T RN~ B —T 2 AT
DI, EIEEHGH OV A ME VPN b L%
PAR—=FLET, ZNiE. ASAZEET D b
T 7 4 v 7% LC VPN B & #&im L 8
ho TV BANL—LEMHALTVPN k7
T4y ZICASAZ RS EH T LIXTEET
2. FEEBER IR S NEYA, 7 TA4T
V' RUASSLVPN AR — S TnER
oo

D=7y 4 Faia=b—vay

W—T Y KFE—FDTY YO TIL—TDYER— TR HERE
WKOFRIZ, V=T v RE—FOTY v F)L—FTHR— IR TWOWRUVEREZ R L E 7,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss
L—=Ty FE=—FDTV YD TL—TDHR— b ENTLVELEEE .

K4 W—T v K E—FTHR— b SN TR

HEEE Bz
EtherChannel £72/X VNI A 3 — f v & — YA X —T=2A R, JLRA VEZ—T A
T A A A2 BEOYTA A =T 2 ZADHNRT Y v

CIN—F AN — A BE—T AL LT
PR —FENET,

B A A —T 2 A ALY R— IR TWE

B A,

7T AL I ZABY T TET ) v I N—FF R —
hENER A,

XA+ w7 DNS -

DHCPv6 A7 — F LA H—_ BVI TiX DHCPv4 % — D B3R — h Z4
*9,

DHCP U L — N—TF v K 77 A T 74—/t DHCPv4 H—

NWELTHELETD, BVIERLEFTY v
TN—T R N—= A, HZ—=T 2 ALETD
DHCP V L —3H¥HR—F LEHA,

BAFI v I N—FT 47 T bhajl 7272L. BVIOAX T 4 v 7 Jb— ks Z&iBINT
HZLITEES, TI/RBARAA—AEEAL
T XA FIv I N—F 47 7Fa baini
ASAZHIBRTE DL HICTHILEHTEET,
KTV IN—T [, H—T A RFIHFA
FIv I =T 4T Y R—FLET,

“NFXXY AP A—T 4 7 TI7RAN=NVTHATLHIEIZE-T, =
NFXXYAN NT T4y 7N ASAZ BB TE
HENTTHZENTEET, TV v T
N—T A B —T A AI~/LFFv A B
N—T 4T HYR—=FLET,

YNF ArTHRARNE-R TV oY IN—=TE, v F arTHRAL
= FTREHIPR—- PSRN TOEEA,

QoS TV I N—T A H—T = A ALQoS
EYR—bLET,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



| IR

ASA OBt |

B

WE NI 74 I HDOVPNA —I f—3 9

BVI T VPN it 2 #0922 13 C&x 4
o TV O ITN—T A B —T =4 AL
VPN %#HHR—k LET,

TV ITN—=T A N—= A H—T A A
W, BHEEERICOWTOAR, A FE VPN b
VRN ETHR— N LET, iUt ASAZIE
WD 77 4 v 71Tx LT VPN 85 2 f
LEHA, 77EAL—LEFHEHLTVPN k
T4 7T Y =T EEiREED
TLIFTEETY, FEEEERIIK IR SN E
W, 7FA4 7T FLASSLVPN & HR— k
SNTWVEEA,

2=y A Rala=b—vav

TV ITN—T A B —T 2 AT =
TJyA Rala=br—arEFR—FLZE
75

=JL 2=

aX AE

TIHILEE—F
774/ b F— RIL—T v K E—RTT,

TNy SHIL—TDTI4IL b+

T 74NV ETIHE, TXTOARP X7y MIT7 Y vV ZJA—TNTEINET,

TJ7AT72+4—ILE—FDAHA K

AVTFEXERNE—FOAA FSA4 Y

S

AVFXRARNIELT AT I A= E— RERELET,

ETLDAA A4

« ASAVS0 Tix, 7V v P N—F 3 R— SR TOERA,

* Firepower2100 2 J — XCld,
/Vo

N—=Ty RE=ROT Y vV ZN—T T R—- St

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss

I714794—1L E— ko4 k51> [

TNV SHTN—TDOHA KSAY (FSUVARTFLYFELUVIL—TY FE—K)

64 DA LE—T A A b DT v F—T% 250 ¥ TERT&X £7°,
s HEEEEHm INTZA Ry hU—Z R —DOV 7T 3%y b EICHAZNENH Y 9,

cASA TiX, ¥ W F) X b= EDNT T 4 o 7T R—FENTHEE A, BVI
IP7 RLAREEILRYy N7 LD ST 7 4 v 7R R—FINTHET,

cIPv4 DRI, BHRIN T 74 v 7L, ASAZBBTANT 74 v 7 OWMEORTY v
TN—TZx L, BVIOIP 7 RLUABRKIETT, IPv6 7 L AZBVI THAR— &N E
THRNHETIEIH Y TH A,

¢IPv6 7 RLRAXTFEN TOARETETET,

*BVIIPT FL A, #Snl-xy hNV—2Z LREILCY 7Ry MRICHDZLEND D £77,
7y MIAA N T2y b (255.255.255.255) HR/ETHZ LT TEER A,

WA L H—T 2 A AFTT Y D TIN—T DA NRN—L LTHR— FENFH A,

* Firepower 1010 TiX, [WIL7V v ¥ 7 —7NIZGHELVLAN A > X —T = A4 A LWL 7 5
AT A=A HE =T 2 A AZRESEDHZLITTEERA,

c T UART LY N E—RTHE, DR EB 1207V vV IA—T%EHL, 7—%
AEB=—T 2 A ZANT Y v I —FIZR L TWALERH Y £,

c hTUART LY N = RTH, BESNIT A AHOT 74V b F— b= Ag &L
TBVIIP 7 RLRAEZHELRNWTL I, 7234 AL ASA OGO N—2 %T 7 +
WETF—=b =z LTHRETLARERH Y £,

e hT AT LU N E—FTIE, BEIN I 74 v 7ORVRAEEET HIDILE
default/V— NZE, 1207V vV TN—T Ry NT—=UOLOEMRNT 7 4 > 7127201
AXnFEd, ZhE, 5741 =137V o I N—T DA A =T 2 f AT v
I N—F %y NI =T DIL—HIPT FLAZEELETH, 2—F T 1 O5DOF 7 4L
KL= RLDERETERWVWEDTT, HHOTY v I A—7 2y NT—I b OB
N7 74y DFET D568, BB NI 7 0 v 7 ORETR Yy MU —27 ZilkBT 5 R
DAZT 47 V—NERETHULERDY 7,

e NTUART LU N E—RTiE, PPPOEIZEH A LV X —T =2 ATHER—FEINFEH
oo

s N—T v RE—KRTIX, 7V v I N—T o —T v KA F—T A ADME % IL—
T4 TT BT, BVIZREETALERH Y £,

¢ L—TF v K E— K TiX, ASA FEFED EtherChamnel 3L R VNI A v X —T = A ANT Vv
Y IN—T DAL= L THAR— hZivER A, Firepower 4100/9300 | Etherchannel
E, TV IN—T AN T HENTEET,

« Bidirectional Forwarding Detection (BFD) —=— /X7 v M, 7 U v Z—7 A 3%
T 5L &2, ASAZ L CIFR SvEt A, BFD 23T L TV % ASA OFIIZ 2 5
DAAN=DRHD%5E. ASAIZBFD =2 — "7y ba Ky 7 LET, mLBHECEE
TR EIOSEEIP 7 FLAZFSL, LAND HEO—HTHL L IIZRRDLNHTT,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |
B - 79r—rz—roxx

ZDRMOAA F54 2 EFHIRER

e T FATUA—NE—REERTLHE, ZLOa~vy RPRHHFOE— RTHHR— &N T
WRWZH, ASAIZF Ty 7 4 FXalb—2a %2207 LET, AX— T w7 ayv
TA4FXalb—varFEEInNEtA, RELZNTYIR—FKT5E, AF¥—F T v 2
V74 Falb—varypna—RINT, T FELOREICREVET, a7 4 F2lb—
Ay T rFANDNNY T T T ONTNE, 77 AT T4 —)LT— ROERE (230 ~X—
V) EZRLTLLEEN,

« firewall transparent =~ > R CE— RZfEH L TEARET LT FA a7 Falb—g
VEASAWHE T a— RTLOGE, avr REar 7 X2 b—a VOSEEICEE L
TS, Z0a<wy RRGEAAEND ETICASANE—REET L, TO®L Y
Y= RENaArT7 4 F¥ab—ra UEGIERERSAIALET, avr RRar 7y
Xal—arOBA ADHChdE, ASAIZTOa~r FLY bRTOMBEIZTRE ST
LT R_RCOITEZ VT LET, TFARNTZ 7 A VDX T a— ROFEMIZOWNTIE, ASA
A A=Y ASDM, BIOAX— T v 7 a7 4 X2l —ra  ORE (1308<—)
EHBLTLIEE N,

S TyERL
27AT7 04 —IL E— FDETFE
COWETIE, 77 AT UA—IE— RELEETAZHFEELZHLES,
N

GE) 77 AT7 04— NE—REEFTHLETa L 74 X2 —va B2V T7EINDHDT, o
AT 4 X2 = a EITORNC I 7 AT U=V E— RERETDHIEEBED LET,

1R8O HHIIZ

F— RELEFETEELE, ASAITFE T 74 X2 —arE227 U7 LET GEIZOWTIE.
TI7ATIF—ILEB—RDOHA RTA4 (228—) ZRBLTLIIEEN) o

REFHDAL T 4 X2 b—a PR 5E1E, E—FEEET LRI 7 1 ¥
L—varvaz RNy 7y 7 LTLKEIN, FiLnarry o Xalb—ya AMERFFOSIR &
LCZDORy I Ty 7REATEET, a7 4 F¥al—r g FRE3Fomor 711
DRy I T v 7TBIMNMET (1311 =) 2B L TLEEN,

EF— REEETHIZE, 22— R —FTCLIZ#EHALET, ASDM a~<w> K71 v
AU H =T 2 A AV —=NRLSSHR EDMD X A T DY vy a 2T H5E6, 2074
Xal—varBnZV7aNsEXZENRNTRSNLEOT, WTFhoLabay Y —Lb
A= FZ2EH L TASAICHERT2LERHY £7,

e VTFHFARNANTE—REHRELET,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)




| AsA oBiss
T7ATO4+—ILE—FOH .

\}

GE) BENHIBRENTFERIC I AT IA— L ET—RE IS AT L2 MIEBREL. ASDM ~D
T 7 AEHETHITIE, ASDM 77 B AD#HE 27 2—) #BRBLTLIEE0,

FIE

T7ATUF—IVET—REFNTUARXT L MIRELET,

firewall transparent

1 -

ciscoasa(config)# firewall transparent

F— N&/—T v FIZEFET 521X, no firewall transparent 2~ > K& A LE T,
() T7AT U= ET— FOLETITHERIIRO LN, ZEBICEE MTORET,

27470+ —IL T— D4

OB aiZiF =Ty R T AT IO I)VE—RENTUVAXRT LN T AT
T —ILE—RT, ASAZNLTCEDIEICI T 74 v 7 PIREINDINERAT L0018 E
FiET,

W—TF YR I7A4T7 94— )L E—FTASA 2 @BT H57—4

WDt r 3 ‘/’C X, BEOTVFIVADON—T v R 77 AT U4 —/LE—RT, T—FINASA
POy \EBT AN ERLET,

RNEBL—FH Web H—/NNIZT7 O ERT 5B
WOKIL, NEZ—F NG Web b— N2 T 7B AL TWAZ EEZRLTWET,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |

B rnso—snweb y—iz75 €255

22: RERAN B S ER A~

wWww.examp le.com

Source Addr Translation E

10.1.2.27 =209 165 201.10 F—— 1
10.1.21

10.1.1.1

Insude DMZ
= |_ :

] SE

4 — o
-

Lzer Web Server
101227 101.1.3

WOFIATIX, T—FNASAZEO L) [Z@idT 202 RLET,

1. WNEBR > hU—27 O2—HE, www.example.com 2>5 Web _X— T &2 TR L £,

2. ASAIIATrwy FEZELET, ZHETHLWVWEY 3 THAZD, ASAITEX=2V T 4
AU f/"_‘@%ﬁ:c?—@tof Ny ]“75)D$Téhvcb\}:)7b)ﬁﬁmu bi—g—o

PNF ATFEFANT—ROEES, ASAIZ N7y FE2FETa T2 MIHELET,

3. ASAlE., ET7 FLA (101.227) Z~v 7 7 KL A 209.165201.10 \I&H L E£9, =D
T T RLVARFANBA v X —T =2 A ZADT TRy b EIZHY £,

v T RLRATEBEOY 732y h BICRETEETN, A v 2 —T = ZADYT
Fy b REICERETDE, V=T 4 I RBEHRILEINET,

4. WIT, ASAITE Yy v a UL SN T L &FEER L, SNA v F—T = A XDy B
AL L E T,

5. www.example.com NERIZIGE T H &, /Ny MIASAZEIE LET, Ziudd ClohEr
ENTVDHEY Y aryThHHID, X7y ME, FILWERICHEET 52 DLy 7Ty

TaNANRALET, ASAIL, Z/a— BT L Ao —h/L2—HF 7 FLA10.1.2.27
ICEHEPIC, NAT #FETLET

6. ASAIX. 7 v MENE—PIZEEE L ET,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 F¥al—>3> HA K (—RRIGESE)



| AsA mBagh
SEL— A DMZ LD Web H— 12752255 [

NEL—HHDMZ LD Web H—/NIZ7 U ERXT D

WOBIL, B2 —P N DMZ D Web — 2T 7 BALTWDEZ LA RLTWVWET,
X 23: 5V &8 H > DMZ ~

u

8

L]

-

( Outside )

A
|

m

‘2ﬂ91552ﬂ12 Dest Addr Translation
209.165.201.3 = 10.1.1.3

10124 10111
( Inside 4
Web Server g
10.1.1.3 &
WOTFNETIE, T—FNASA Z ED X H 1@ T50aERLET,

1. Ay FU—2 Foa—3R~<v 7 7 R 2 209.165.201.3 Z{#HH L T, DMZ L® Web
PN WebX—T 2 HERLET, ZiE, IS o X —T 2 ADV TRy FEOT R
L ATY,

2. ASAIF Ty FEZEL, v BT T RLRAITIET FL R 10113 ICE8H LA,

3. ASAITEH LWVWE Y3 ThLHTED, EXx2 VT 4 R —DFMIHE->T, X7 v b
NI ENTWAZ & 2R LET,

NVF aLsTHRRANET—FOBEE, ASAII Ny y e EFara: 2 MISELET,

4, WIT,. ASAlTE vy a o MY ZEHEARENML, DMZA V2 —T = A ZAINHNT
MeBRiE L FET,

5. DMZ Web % — \PRERIZIGETDH L. X7y MIASAZ BB LET, /-, Byiav
DT TICHELINTWDTZD, 27y ME, BiLWERICEET A<DV 7 T v 7%
INANRZLET, ASAlL. EET7 FL 2% 209.165201.3 (LT 5HZ & TNAT #FETL
j—o

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |

B s —vsomz o Web 5 — 8127 S £ 2T B

6. ASAlX., Ny FEARE—VIZEELET,

RNEBL—FHADMZ LD Web H—/NIZT7 O ERT S
WORT, NE2—F N DMZ D Web b— T 7 BAL TS EZRLTWVET,

X 24: RERH S DMZ ~

Cutside

k

&

209.185.201.2

o w1
CaTh

10.1.1.1

10424

WOFIETIZ, T—FNASAZEDO L @B+ A0E R LET,

1.

WESR Y FU—7 Do —H%, 58087 FL A 10.1.1.3 ZfEH L T DMZ Web — 35
Web ~_— U A HR L F9,

ASAITI Ty FEZELET, ZHIEH LWy a v ThHhid, ASAITEXR=2VY T4
RY D —=DEMHE > TRy PBRFRAIENTWE R LET,

“NVF AT FAR T—ROEE, ASAIT Ty bEETa TR A MISELET,

WIZ, ASAITE Yy v a UL SN2 E&2FEEH L, DMZ A VX —T = A AMHNTr
M E#RiE LET,

DMZ Web H— SR BEERICINETH L, N7y MEIEHEAZRZBERLET, D),
2y NI, BT LWEERICRIE T 24 DNV 7 T v T ENA A LET,

ASALX, /Ny N ENER—ICHRE LT,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss

SEBL—FHRBAR F=T o LESETE [

NEBL—FLNRIBRRAMITIEALESET S
KORIE, B2 —FRNER Y hT—2IC7 7 AL LD ELTVAZ EERLTOET,

25: 5V ER DN 5 R ERA~

www.example.com

¢ e 3 f' DMZ
101.2.27 ﬁ

WOFEIETIZ, T—FNASAZ DL @B+ a0&E R~ LET,

1. ARy hU—7 EOa—WR, NESAAMIBRELEY ELET (RA MIA—TFT 4~
TRRERIP T RLANH D EBELET) o
Wity NT—=I N T T A4 _X—K T RLAEMH L TWD5E. M2 —F 23 NAT 72 L
THESR Y U —ZIZBET D Z EIETEEHA, ﬂﬁi*ﬁi%f@NﬁPt//a/
PHEAL THH2—PFICEGEL LY ETAHZ 0 EZONET,

2. ASAITI T Y FEZELET, ZHIEHLWWE Y3 THAT-O, ASAITEFXF2Y T4
AU f/*‘c:ﬁﬁ’)f Ny ]\75%?7?52%“(1/‘675)5%‘[4 Li‘?‘o

3. RNy IBMEEEIL. ASAII Ny e Rny L, BmaaiTen 7k L ET,

ML —FRHER Y b T — 7 BB LD L L2 Ba, ASARSROT 7 ) nP—if
FILT, T CICMIShict v v 3 VIS LTSy RVERIH L 5 i iRl L £,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |
B ovza— 52082 FADT Y £ RORH

DMZ 1 —HIZ K BAEHRRX bADT I ADEHS

WOXIL, DMZHNDOZ—FRNEL Yy hT—7IZT7 78 ALEIELTWAZ LR RLTH
9,

26: DMZ H> 5 RER~
[ Outside

k

&5

209.165.201.2

——r1]

o124

10.1.1.1

WOFIATIE, T—FNASAZEDOLHIZBBTH0ERLET,

1. DMZ*y hU—7 EOa—HRn, WEIARA MIBEELL S ELET, DMZIiFA v ¥ —F >
DT T4 T BN—T 4 T T EUNENRNDT, TTAR—=KT KLy 7
KT —F 4 v 7 &EGEELEHE A,

2. ASAIFI ATy bEZELET, ZHIETHLWVEY T a L THDHT-D, ASAITEF =2V T ¢
RY =W~ T, X7y DRI NTWADERLET,

Ny MBS SN, ASAIT Ny bE Ray 7 L, #EFaiTe o ZICidsRk L ET,

S UARTFLU N D7AT704A—ILEBBT H5T—2DEE

WO, N7V v 7 Web br—RZELNERy N —7 2RO~k T VAT L
N7 AT A= NVOEEERLET, N2 —YRA 2 —Fxy N U Y —=RZT 7 EAT
XHEI, ASAIZIET 7 BANL—ARHY £T, BIOT 7 EA L—I Lo T, SN2 —H
EWRER Yy RU—27 LD Web —R_7EFIZT 7 AT ET,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



WEL— i Web #—3127 22275 [

| AsA oBiss

B27: — &ML b S VRART LY T7AT 0 4—ILDT—3 /18R

wWww.examp le.com

"

‘EUE.'I 65.200.230 Host
| 209.165.201.3

a1z

Web Server
209.165.200.225

D7 a TR, T—ENASAZEDO LI T50ERLET,

REBL—F A Web H—/NIZT7 OV ERT S
WO, NEBL—FRHE Web F— T 7 EALTWALZ LB RLTWET,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .




ASA OBt |

B rnso—snweb y—iz75 €255

28: NERD 5 MR~

WnWLEXamp le.com

P

C

I I
T

y i
! -

Internet

.

208.1685.201.2

==l Management P -
el 209.165.201 .6

dog

209.165.201 .3 E

WOFIETIZ, T—FNBASAZEDO L @B TA20E R LET,

1.

2.

W >~ N U —27 O=2—HE, www.example.com 2> Web _X— & FR L E,

ASAIZ/NTry N EZIEL, MBERGE, MEILMACT FLAZMACT RLA T—7 )b
WBMLUET, ZHEH Ly arThad, EXa2 T 40 RY —DFREIHE-
T Xy RBRFHFRENTWAZ 2R LET,

“NNF AT FAR T ROEE, ASAII Ny FEETa TR A MISELET,
ASAIL., By v a URHESLESN-Z 2L ET,

569 MAC 7 RUART —T7 VNIZH D55, ASAIFSMNTA v Z—T = A AN v b
EFELELET, SEEMACT FLRZ, 7y PR RN —A L—FDOT KL X 209.165.201.2
Tj‘o

SEdEMAC 7 R LA ASA DT — T /LR WES . ASAIZMAC T RLAZHBHET 5729
I ARP ZRE 72T ping #XE LET, &HONTy MIFry 7S ET,

Web b — R_"NBERIZIGE LET, By a BT TICHELENTWAZD, 7y M,
HLUWEEEICE T A2 DL I T v TN NRALET,

ASALX, /Ny N ENE L —ICHERE LT,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 F¥al—>3> HA K (—RRIGESE)



| AsA oBiss

NAT %6 L TRBL—F1 Web 4—3127 22255 [

NAT 2R L THREL—FHA Web H—NIZ7 I RT3
WOKL, NE2—F NI Web b — 2T 7 BA L TWAZ EEZRLTWET,
29: NAT % {578 L THRERH S 5 SR~

Static route on router
to 209165201 .0/27

through security appliance - Source Addr Translation

www.example.com

101227209 16520110

Management IP =Y

Security S
e 10.1.2.2

appliance b

191243

ROFIATIE, T—F N ASAZED XD ITHHET 50 ERLET,

1.

2.

WEBR >~ N U —27 O=2—H 1, www.example.com 2> Web _X— T & FR L £,

ASAIT/ Ny b EZIEL, MBERGE, METLMACT FLAZMACT RLA T—7 )b
WIBMLET, ZHEFHLWVWE Yy a v THDLTED, X2 T 4 RY —DFIZHE-
T, 27y FRHFAENTWD Z L 2R LET,

<NNF aLTHER N = ROEAE, ASAIL, BHERA VHZ—T oA AT/ v b
FAFELET,

ASAITEBEOT FL & (101227 <~y B2 7 RL 2 209.165201.10 IZ&# L F 9,
o BT T RLVAREFANA v —T 2 AR LRy NU—7 EIZR0Wd, Ty 7 A
MY —A L—ZIZASAZRA V h T B E LT 2y NT—=T~DAET (7 b—h
NHDHZEEMHERLET,

WIZ, ASAlTE Yy v a URHENL SN Z E&FFR L, A v X —T oA AH Ny b
ZHRE L ET,

SSEMAC T RUANT =T ANICH D56, ASAISMNEA 5 —T = A A BXTr » b
PHRELET, SEEMACT RL AL, T XA RN —ALL—H2DO7 KL A210.12.17T7,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



B ss1—ormsmry F7—0 L0 Web —/NIZF o £ RT S

ASA OBt |

FESEMAC 7 KL AN ASA DT — 7 /LA WES . ASAIZMACT RLAZBHET A7
IZ ARP 3R & ping ZXELET, DO/ Ny MIRe vy 7ENET,

6. Web P — A"MERIZSELET, By a BT TSN TWATZD, 27w M.
HLUWEERRICEET AL DLy 2T v FEAL X LET,

7. ASAlL, vy BT T RLAZEROT RLZ 10.1.227 128 T2, NAT 2ETLET,

NEL—NRERY FT—H LD Web H—/N\IZT7HERT B
WORIL, FE—FNHNED Web — N2 T 7B AL TWAHZ EERLTWET,

30: 5V ER DN 5 RERA~

209.165.201.2

Management IP
209.165201 .6

209.165.201 1

;

209.165.200.230

Web Server
2089 165.200.225

-

o409

KOFIETIE, 7 — %75 ASA & X0 X 5 il 5 i m LET,
L AE Y b= O —E, NE Web — 3785 Web ~<— VA BLRLET,

2. ASAIXST v FEEF L, RERGE, EELMACT RLAZMACT RLA 7—7 1
WBMLES, ZHEH LWy arThoed, EX=2UT 1 RY —DFRMITHES
T A7y ERFFIENTND Z L 2R LET,

NVF aLsTHRRANET—FOBEE, ASAIINTYy e EFara® X MISELET,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 F¥al—>3> HA K (—RRIGESE)



| AsA mBagh
SEBL—FHRBAR F=T o LESETE [

3. ASAIZ, By va v snZ EEREELET,

4, I MAC T RLANT—TNANIZHDIEE. ASAITINERA X —T = A Anb 37 v b
AL ET, SLAEMACT RL A, # U A MY —L4L—4209.165201.1 DT KL A
"C\‘j‘o

SEHEMAC 7 RL AN ASA DT — 7 /LICRWEEA . ASAIEIMACT FLAZWKET 5729
IZ ARP ZR & ping #IXE L ET, &HONTy MIRry S ET,

5, WebV—ARBRICIGELET, By a DT TIIFELENTWAT=D, 7y M.
HLWEEEICE T AZL DL I T v TN AL NRALET,

6. ASAlX., N7y FEABE—VIZEIRELET,

NEBL—FLNRIBRRAMITIEALESET S

WORIZ, A —F RN Ry NT—27 FEORANMITZ7EALELI ELTWAZ LERL
TWET,

31: 580N 5 B~

0l Management [P
¥ 209.165.201.6

a4

209165201 .3
WOFIETIE, T—F N ASA 2 ED XS ITHEBT 2057 LET,
1L MRy hU—7 EOa—H5, WEHRA MCBEREL LY & LET,

2. ASAIZ N7y FEZEL, LEAREA, EETMACT RL A% MACT RL X 57—
WEMLET, ZHEHLWE Yy a v ThdHmd, EXa VT 40 KU —DFMFIHE-
T Ay PR SN TOB R LET,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |
B - 79r—rz2—roBE

PNF ATFEARNT— ROEE, ASAIT N7y FE2FETa TR X MISEHELET,

3. AR A RNERFA[T BT IR —UFIIFE LW 2D, Xy MIHES S, ASA
FoT Ry 7EnE1,

4. AL —VFBNER Y PU =7 ZHEL LS L LIGA, ASARZROT 7 /v y—%ff
LT, FCIC Sty v a S LTATy FERIH &5 eI L £,

2747 24— E— FDOEFE

RE5:T7AT 04— E— FOERERE

HEER TS539bIT+—L))—R FEREIEER
RFUART LY b 77 AT 04—/ |70(1) RIUART LY NI 7AT Ug—)b
£—F /X, [Bump In The Wire] 721X &

TNVAT7AT UF—/v] OXIHITH)
FT2LA4¥27 74T U +—1Th
0. B SN T AN AD—H
Ry 7L LTI SN EE A,

firewall transparent, 35 J OF show
firewall =~ > R AINE LT,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss

7479+ —1 E—FoRE [

HaE

iy

T bITH—L))—R

HEEEHR

NTGUART L N7 AT T —)b
TV ITA—F

8.4(1)

X2 VT4 A THRANOL—R—
~v REBETT-WEGEE, £l-idtd=
V74 arT% A Mg RIRICHERL
WA, AV =Tz RAET ) >
CIN—=TZT =L, KRy B
=221 T O T ) v T
N—TERETEEST, 7V 7
N—=T DT T4y 7 3MMOTY v
TN—TMoRREEEnET, oo
E— FTIEHKR8M, v/ vFE—-RFT
a7 X A NHTEVERKEOT
Uy P I N—TERETE, &7V >
VI N—T IR K AEDA v H—
T oA AEBEIMTEET,

GE)  ASASS05 (ZHEDT Y v
TN—THEBEETETETN,
ASA 5505 D k7 AT L
VM E—FRDOTF—H A
H—T A AiF2o LD
Rix, FEWIZT Y v 7
N—T & 1D HERATE 5
ZLEEEWLET,

interface bvi, bridge-group, show
bridge-group P4 1~ RVEA I
* L7,

NTF aALTHFANET—FDT7 7 A
T U4 —LE— RORENRTHR— &
mij—o

8.5(1)/9.0(1)

X2 VT arTFAILERO
T7AT U4 E—RERETEE
T LR TED—%E T AN
TLy b E-RTETL, TOME
N—T v FE—=RTITTHIENT
xFET,

firewall transparent =~ > K23 H X
nE L,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



B - 79r—rz2—roBE

ASA OBt |

HaE

iy

TS5y R Th—bY—R

HEEEHR

NG ART L b E—RDT Y w0
T N—T DI RELDS 250 (ZHE N

9.3(1)

T oV T N—T DRI 8D
250 A F LTm, YoV E—F
TR K250, w/LF F— RTlka
VTXARNDTEVRKSEDOTY v
TN—THBRETE, KTV w2 7
W= IR AE DA =T = A
ABIMTEET,

interface bvi =~ > K| bridge-group

avy RPEEINE LT,

K ART L R E—RT, 7V
CIN—T T DA B —T = A AR
DR T 64 [ ZHEN

9.6(2)

TV TN—THlm0DA 0 F—
T A ADEBKED 4 19>5 64 [ZHEHE
INF L,

EHEINTca~vr NEIbo £HA,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss
7479+ —1 E—FoRE [

L T3 bI7r—L))—R HRETEER

Integrated Routing and Bridging (IRB) |9.7(1)

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OO FAgR
B - 79r—rz2—roBE

3
3
Iy

HE T3 bI7r—L))—R LA

Integrated Routing and Bridging (§&4
N—T A TBILOTY v )
3. T o= —F KA
VHE—=T 2 A AMEN—T 4 T D
BREAZRELES, 7V v —7
LT, ASANL— DR DIZT Y v
CTHEA L E—T 2 A ADTN—TD
ZETY, ASAIEL, ASADI T 7 AT
74— & UTHERE LT 5 R TACK
D7V VTR ES, DFED,
AV B =T A AW DOT 7 A H
FETSh, BEDOT 74T U+ —H
HEHLTXTEITINET, BanE, b
FGUART LN Ty AT U g —)b
FT—RTOLT Y v T N—TDHRE
DHRETE S Telzd, 7V vV —7
fCONL—T 4 TITTEERFATL
7ro ZOWELZHFEHTHE, L—T
R 7747 74— E—FKDTY v
CIN—TOHEREE, TV T IN—
THEBLIOT Y v T —T L —
Ty RA B —T A AW ONL—F 4
VI RFETTEET, Ty —
TE TV R =T A A
BVD) ZFEHLTEDTY vV 7 N—
TDF— b AL LTHEET S L
&0, =T g 72BN ET,
EDT N T N—TIFEET H ASA
FiZBloA v B —T7 24 APBFET D
%54 . Integrated Routing and Bridging
(IRB) 1FAMBLA ¥ 2 A4 v T Off
Mz s PRI LET, L—
7 v FE— RTlEL, BVIIZAHIfE A
VAR—T AR, T EA)L—
JLR° DHCP H— 372 & O— O RE
(e AUN—A U H—T = A AL IHH
BNZSIMTE 9,

N ART L hB— R CTHAR— b
ENBVILF aryTHFARET— R
ASAZ T AZ Y v 7 DEERRIL, L—
7 v FE—RTIEVR—FrEINEE
oo SAVFFXFXARNAL—F 4T X
AF v T N—T 4T DORERE

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| AsA oBiss
7479+ —1 E—FoRE [

T3y bIr—LYY)—R HRETEER
BVI TlI#R—hrSnEE A,
KDa~ FRERSELE,

access-group. access-list ethertype.

i3
b
i

arp-inspection. dhcpd.
mac-address-table static.
mac-address-table aging-time.
mac-learn, route. show
arp-inspection, show bridge-group.
show mac-address-table, show
mac-learn

Firepower 4100/9300 ASA #HELT /31 % |9.10(1) Firepower 4100/9300 (Z ASA % B4 %
DT AT L b E— REBEOY LEIZ, P UART LU NERI
R— b N—T v RE—REZHFETEH LT
0 FE L,

FR/ZEH S 72 FX0S =2 > K : enter
bootstrap-key FIREWALL MODE, set
value routed. set value transparent

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



ASA OBt |
B - 79r—rz2—roBE

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



L]
'
z
2
g
e
-]
g
"~
-]
&
.{
|

s 1 o

INATRASEYTAERT—FE) T+«

e NF ALTFHEFARNET—R (251 N—2)

e NA T RATEV T 4 DIZDODT = —)LF—s3— (307 _X—)
e NRXT Vw7 7T ROEARMED 7 = — /L F—r_— (373 X—3)
*ASA 7 T AH (397 X—)

» Firepower 4100/9300 > ¥ —3 D ASA 7 7 A% (519 ~2—)






Irh-7:|&:
5 2

TILFAUTERANE—F

ZDFETIE, CiscoASATY LT X274 a2 TFANOREFECON T LET,
e X2 UT 4 TUTFXAPMIOWNT (251 —)
cINF ALTEARNE—FRDIT A EBLA (263 X—)
N TF AT XA - NORMHESRME (264 X—)
eI NF AT HRARNET—RDOHA RTA4 (264 32—)
e ILF arTHFANET—ROT 74/ (266 X—)
eV TF AT XA RNOERE (266 X—)
e AUTHAREVAT AFYTAR—ADY Dz (279 X—)
e X 2T 4 aUTHFAFOERH (280 X—)
et X2 UT 4 aTHFAINDE=LZY T (284 RX—)
eI F aLTHA K ET—FROH (297 X—)
e wILF aLTFTHARET— ROERE (298 2—)

tXxal)T4 ATEFRXRMIDLT

H—DASAIL, X270 a0 T XA NEMENDIBEEORIET NA AN—T 43 v
bTEFET, KarTHF A ML, MEOEX2 VT 4 R — A F—T A A, BLOE
BEEZROMNLLTeT NA AL LTHELE T, vV TF ar 77X A M, oA Z v T a
VIFRAREERATAHZLICBPTWET, vAF 2T F A EB— RTHFR— &R0
BEICOWTIL, L F avTF AR EF—ROHA RIA42 (264 2—2) #BRLTLEE
A

COETIEH, EX2 VT4 a2 TR A NOWEIZOWTIHALE T,

X270 AVTHFRMO—MIGERAE
CAFEF2 YT 4 DT RR R ERTBRICERD £ 5 42 bORb 0 ET,

e —bE R M F—L LT, RO AZ~—I1ZExa )T 4 P—ERERWET S,
ASA ET~NF X2 UT 4 aTHFAMEEMMITEHILIZL - T, BEHADROS

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



N FTRASEYT4ERT—5EUT 1 |
B -o7xxravoxar—varvoran

W, BAR—A Y Y 2a— g aRETCEET, 20OV Y a—ralrTiH, WAX—D
FTG T4 7T _RTOGEEE X2 YT 4B HERSN., BRELES TT,

s RIEEFTIIARBRFEOHENT, KHMOERRMNLEZHERFTO2XLERD D,
BT, WM LICEBOEXF Y T 4 R —DRMENRKD BN TV D,
 EHED ASA BV E e xy N — T BERT 54,

OAVTFEXERAMOVI4X2AL—23 T7AIL

ZOHETHEH, ASARSALTF 2V TFARNE—RDary 7 4 Xab— a0 2FEET 5 HIEC
DWTIBH L E T,

AVTFXFAMOAV T4 FXFaAL— 3y
AT HARNITEIZ, ASADOFIZI DDy 7 4 Fal—aribh, ZOoFTliEx=al
FA R —RA L E—T 2 A AIMAZT, AB L RTBRY FAL ATRETEXALHTITD
FFa PR ESNTOWET, IV TFFA a7 4 Fal—aii7Ivia AEY
NICRET A2 &b, TFTP, FTP, F£7/-/ZHTTP (8) r— " F v on— R R4+52 L4 T
xE7,

\'l
N
Sl
L\
Xis
it

VAT LAEHEX, A TXA NI T 40X ab—2a VO, B0YTHNRTA U H—
T A, BERZOMO AL THFA MMERSTA—ZET AT LAy T 4 FXal—va il
RETHZET, 2y THFAMZEBMBLOERLET, Z0ar74X¥alb—raid, ¥
VINE—ROArT7 4 Xab—ya Uk, A= Ty ar7 4 ¥al— 3 TT,
VAT A AT 4 Fab—Ta i, ASA DEAREEZHIINLET, VAT LA I T ¥
L—ailid, XYy NU—7 A =T 2 ARy M=V REIFEENETEAL, TOR
b, XAy NT—2 VY —RZT IV BATHMENELTZEXT (=3 TF AR
AT a—RTHRY) | VATAIFHaLUTXRA R LTHEESRTWS T F X b
DONWTNNEFERALET, VATLa0 74 X2 —va Il FNT0nHHDIC, 72—/
F—R— "G T4 VEHOEBK T 2 — V=R — A EZ—T A ARH Y £T,

EEIOVTXRAMDEE

BHOLUTRA NI, oarTXx A e oK FALTY, 7277, a—FREHa T3 R
MeaZ A odbL, VAT LEBEHREFEOOT, VAT AT FAMBIOMOT R
TOALTHFAMIT 7 EAFRICRDENELY 3, FHa 732 MIFIRESATH
Wiz, BFEOaryTX AN LTCHEATEET, 272L, BHayTRANIa A 0T5%
L. T RTOaAYTHFA N~OFBEERHENMTESNLT0, BEICE-oTE, BHa v TF
A RA~DOT I A &Y e —FICHIBT 20BN’ HY £9, BHa T A ML, VE—F
TERL 77 v va AFVICEISLERDY 7,

VAT ARTTICINTF 2T XA N BRI TWLIGE, REV 7V T— b
B I h, a7 XA M) admincfg EFFENA 7 7 AL E LT 7 v A

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| N FRLASEYTAERT—FEY T«
AsA B35y rEnET o5 |

EVICHBMI/ERSINE T, 2037 XA FNOL4RHIL "admin" T7, admin.cfg Z & 2>
THXAPLELTHALRWSGEIE, FHa L THFX P2LRETEET,

ASA /Ny FEREET HAHE
ASAIZASTL B2y MEIWTN L DT HIMLENDD £9, ZORE, ASAIX, Eo=
VTRANMINNTy NERET DI ERETEET,

N

GE)  ZEHEMACT RULANRSAT XY A NELZEFETE—R¥¥ 2 N MACT RLADIEE, X7y
FAEEEN, £ THF A MIEEINET,

BWETRETEE
COETE, SET CHASh BB SNTHRELET,

)

GE) AL B —TxAREOEENTI T 4 v I TlE AV F—T A AP T RLUANHHEITHEH S
nEJ,

=T AT T =TIy bRRIIER S ER A,

BEEDA 2 —T AR

ANIJA B2 —T oA AZBEHEMITONTWD 3T HF R N1 O O%E. ASAIX /N7 v b
EFEOACTXARNMISGELEYT, AT LU N 77 AT U —/LT— KT, £
VT XRANMIBEADOA H—T 2 A ANRKERTD, ZOFEE, HIory NaEOBKT
HRINET,

EHDMAC 7 KL R

RO TXARBELA L H—T 2 A AL TVEHEAIE, H#3 T XA NTEDA
VH—T oA AZEI L THNRE—BEDOMACT RLANGHE-THEASHET, EHAEDMAC
T RLARRWE, Ty FPARN) —L—F T2 TF A MIEHFEL—T 4 T TEXER A,
MAC 7 RLADHBAERZANITEET, S —T 2 A2RETH LT, FHT
MAC7 FLAZRETHZ LB TEET,

NAT D% FE

EH D MAC 7 RLADOMHZAIZ LRTIUE, ASAIL, NAT 2> 7 4 Falb—va W
DY TINTET FUAZERH LT ANy hEBELET, NATa2 7 4 F2lb—3
VOFERVECERRS VT T 4 v VAT ZENTEDL L DT, NAT TidZe< MACT R
VAERMHT 2 280 LET,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



N FRASEYF4ER5—5EYT 1 |

B »an

biv.

a5

3

KON, INBA v X —T oA A HEFETEHIALF avFFA MR LET, 20FF R b
BIZIZN—Z By hEEETAMACT RLANRGENTWAED, SEFII Ny b &
aTHARNBIZEID Y TES,

K 32:MACT FLRZERLIzEBA 4 —T 4 RAD/ITy b5

Internet

Packet Destination:
7 209165 201.1 via MAC 000C 142 4CDC

GE 0/0.1 (Shared Interface)

| Classifier |
' []
MAC 000C. F142 4CDA MAC 000C.F142 4COB T.MAC MoC_F4az2 ACDC
Admin o :
Context
Y
GE0MA GE 0N 2 |G|E 1.3
A Admin A inside A Inside L
Y Metwork | - Customer A -\CustornerB
~— — Z
_‘ _‘ d 7
Host Host Haost g
209.165.202.129 2089.165.200.225 208 1652011 -

WEIR Yy U= 6D DEEFD, FTIZERGTL N7 74 v 7 T _XTHGHEIND AICE
BELTLEEN, OMIZ, A F—Fy NMZT 78R+ HXy NU—ZHNODaFF A RB
DHRANZRLET, DAL X7y b2ar TR 2 MBIZEY Y TES, 2k, ANA
VE—=T 2 A ANFHE Y b A =P %y F0/13 T, ZOA—HV Ry A3 TF Ak BIZE|
DY THNTWVDTEDTT,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 F¥al—>3> HA K (—RRIGESE)



| M 7Ra5EUTFERT—5EY T«

vl |

B 33: MRy FT—ODLDEEMNTT19D

e
Internst
A
GE 0/01
Admin
Context Context & Context B ‘

|
Classifier
T
A
K G_E 011 _ GE 0.2 *GE 0.3
-~ Admin Inside L /' Inside

:-\ Metwork :n_CustomerA i CustomerB

— =i o= _.-
7] C1 @ ;
Er— g o

m— —

r A— A

Host Host Host
101113 10.1.1.13 101113

NGV ART LY R T 7 AT U4 — AT, BEOA L H—T 2 A ZEMHTHHERH Y
T, WOKIZ, v FT—=ZHNOarTFARBOEREAMIETLNEZA H—Fy EhEHD
Nry NemRLET, AR Ny MEary T XA MBIZEIVYSTES, ZUX. ASA
VHE—T 2 A ANFHE Y b A —HFF v 103 T, ZOf—HFy kB2 TFA kBICE
DNYTHENTWNWDHZDTT,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



N FRASEYF4ER5—5EYT 1 |

B cx2v71 o752 r0nzs— P

H34: cSUARTLU N IT7AT7O4—ILAVTHRX

e
F

Internet

N

| Classifier |

GE /0.3

Context B —

=E 1/0.1 GE /0.2 GE1/0.3 T_'

A Admin L/ inside L J Inside
. Network [ ' CustomerA / ' CustomerB
o WI .l
|Ei [ | I g
__! !!a S— F
A— S— e T
Host Host Host
101113 101213 10.1.3.13

tXal)T4 AVTIXFRAMNDART— FER

N\

ATHRARNEROALTEFARNOTSHICELS 2 %2, VTR AN A — NERT 5
LVWET, —HFOarTXA MDA H—T oA AlF, FOI T F A NOREA v
H—=T 2 A ZALF LA EZ—T oA ATT, WONDaryTHArDary7 4 ¥al— g
CEBEMLTASA, R MO T XA MDA NRT A= ERETHLT, aUTFA
N A — R TE £,

G¥)

AVTXANENAT— RERTDHINE, EaTFANAS U F—T oA RZEBEDMACT
RUANRKETT, MACT RLADRWIEHA U2 —T oA ZAD/3 7 v a0 HICIER
AR5, MAEDOMACT RLVAZRELRWNWTIA VT XA NDOH A r— Rz H AT
HT LIB#EOLEREA,

. CLl 7% 1:CiscoASA > —X913CLIa> T4 F¥al—>3> HA K (—RRIGESE)



| "I FPRASEUTAERT—FEYT
L UL DI YO YA T |

WO, =+ T2 DERI2OOALTHEFAIRHLDIY— T2l 2 THFAMERL
ié‘o

B:AVTER MNDART— RS

Internet

G;E 0/0.2
Outside

GE 0/01
(Shared Interface)

Cutside

Admin
Context

GE 1/1.8 GE1M1.43

Inside | { Inside

153308

X2 T4 AVTHFRAMDEETIER

ASA TliE, vV F 2> TF AN E— RTOVARTLEBRT /R L, Kar TR NMERE
DOT VAR L FET, ROFHETIZ, VAT LEHEF T2 TRAMNEHEELLTO
a7 A NZDOWTEBA L E9,
DATLEBEDT IR
2ODTET, VAT LEHEL L TASART 7 ATEET,
cASA LYV —UIT VAT B,

=NV AT LFETAR—AZT 78 ALET, ZOBRAE, AMLiza<w K
X, VAT LT 4 X2 —2a rE IV AT ADOFELIT (runtime =<2 R) T
A E,

* Telnet, SSH., 721X ASDM Z i L CTEH a2 TF A MIT 7275

VATABHEL LT, TRTOaryTHFANIT I EATEET,

VAT LFETANR—ZATIZAAA <2 RiFAR—FENTHWERTAR, EMoa 7 A D=
OIZ, BEDA F—T N RRAT = RBIOP2—FLEa—H /L T—F X=X IRETDHZ L
NTEFET,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .



N FTRASEYT4ERT—5EUT 1 |
B - 7sxremz075£2

OVTXFRNEBBEDT7 VLR

Telnet, SSH, F7-I1ZASDM Z{FEHAL T, 2o FF A MNIT VB ATEET, FHSf 2T %
Aheua AT BE, TIZEBATEADIZEOA L THRA DALy 74X a2 b—a 720
IRV ET, FOarTFRARMNMEMNOR Z A v ESETEET,

)V —AEEDHE

FT7 N ETIE, T RTCOEXF2VT 4 aTHFARMIASA DY Y —RZEFHIRTT 7 & 2A
TEETN, avTXAIHEVOERBED SN TWLEEERE 3, ME—pIsME
VPNDVY V=R (F7 4/ TT48—T Mo TET) TT, FFEDOI T F R MHME
HALTWBY V— xrb‘i%a“%“za ZENFRT, D a T XA MR ERAEGT SRS LW o
BEBRELEZGAE, avTXA V00 Y —AOERAEEZHIBRT 2 X120 Y —RE
HERETEET, VPNOU V=R ZOWTiX, VPN b EFa[T5L 1) V—2E
HERETHILERDHY £7°,

JIY—RA V3R

ASAIL, VY =R FZRZarTHXFAEEIVYTHI LICL-T, VY—RAEZEHRLET,
KA TXARNTE, 77 AL TERESNTZY VY —AHIRB™MERINET, 7T ADHE
EHEATHICE, a2 TFANEERTDHIEXIIC, 2OV TXA N2 TRZEID Y TE
T, TRTHOarTHA ML, Bl T AT Jbéf%ﬂfwﬁiﬂi T XN T T AT
BLET, LEAR-T, n/T#XF%T?wa&7X B Y THMLEFFRCHY £8
Ao AVTHRANMNILIOOY V=R T TRIZEFEHOECHENRTEET, 20—
ST, AN T TATRERBOHIRIZT 74NV N 7 TANLHEKINDZ LT, TDOD
EREZIX, 2 TXFANBT IA4NV RN I TABLUBIOT FZADA LN T,

) —ZHIFRIE

e DY) Y —=2DHIRIEIL, =T =Y (h—=F 2T LHIRDZH 55E) E7idmEcHE
ELTRETE X,

ZEAEDY V=2 T, ASAIXZ ZRIZEID Y TonzaryTHA NI EIZY V—X
D—EEMRETDHZ LTI LETA, RDOVIZ, ASAIFZ VT A NI LI ERERELET,
UY—=REH—N—=HBT 2RI 744 T7FTH8H, ET—HOY V=R EBHIRIZT 2561
YD TXARNRINLDY V— X%Tﬁw%tbj\m@:y%%xb~®#~tx
WESTDAREMENH Y £, HSME, VPN U Y —RA XA 7T, 2DV YV —RA[FA——H
TAYFATTERNWED, £ TFANMIEIDYToNTY Y —RIRFESNETEID Y
THONEEZ#BA D, VPNE Y v a rO—Rfl7e /S — 2 MIxHETE 5 L 9512, ASATE (burst]
EWVWHVPNY V=R E A TR =R LTWET, 2OV Y=L, EYDOREYHTVPN
Ty a NI RVET, A=A By va U NEIA RN TR TATTE, aTF
A NBEFNECHEHATEET,

FTIHILE ISR

FTRTCOaALTHFANMI, HO7 T AZEYBTHEATHRWERIET 74V 7 T RAIZEL
FT, IVTXARNET 74NN 7T R CHEBIICEID Y THMNETH Y A,
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I N TRASEYTAERT—FEY T+«
Forrr o5z |

AVTHRRARNNT T ANV I TRAUSND 7 T AR T DA, TNOD T T AREILFHICT
THNE I TAREEZ EEXLET, ZFEL, O FRIZERZINTWRWEENH 5
B AN arTX A MNIERLOHIRICT 740 s 7T ABFHALET, 2L 2E, 7
T DRI 2% OFIPRZ R E L7228 T DM OFIRZ R ETTIC s 7 AEER LTI BE. it
OFTRCOFIRITT 74V k7 FADBMEASNE T, ZnEEHic, ¥XToY v —2 Tk
TOHHRIMEEZRE L TZ T AEMERTDE, TDI TATIEIT 74V b 7 T AOFRE LG
ALERA,

FEAEDY Y —=RZOWTIE, T4V M7 TATIETRTOaA L THFAIRY J— R |
HIRTT 72 TExd, 2770, ROBIBRERE £7,

eTelnetEvay:5kyvary, (avryFFAMhYORKE) .
cSSHEv a5y ay, (XA b oRKE) .
eIPsectyar:5ktyviary, (aVTHANHEYORKNE)

*MACT FL A :65535x ), (AT LDERKE) .

Lt

» AnyConnect £'7 : 0 & v+ 3> (AnyConnect E'7 Z# A9 5 K 927 7 A% FE)THE
TOHLERHY FT)

e VPNHY A Y —H A~ hoxb: 0y gy (VPN a2 +T5L5107F
A FENTRETLILERHY FT) |

ROKNZ, T7HNVEN I TRAEMDI FZAOEGZRERLET, 27 F A MABIOCIL,
WS ODDORKIRREE S N7 ZAZBLTEY ., TNLUSNOHIRIZT 74V N 7 T A Bk
ALET, 27T FAIBIE, BELTWAGoldY 7 ATT X TCORIBERREINTNHZD,
T 7 AN NI TANLHIBREEZMA L EHA, 2T FA MDY TRIZEHD Y THRRD -
Totzh, T 74NN TT 74V T TADA NI E7,

K36:)VIV—RIFA

Context O

i

Class Silver
(Some Limits
Set)

Class Gold
(Al Limits
Set)

Context &

Context C

lodass

Context B
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N FTRASEYT4ERT—5EUT 1 |
B 4520547 yy—z0mm

F—N—HTRU 54T )V—ADEH

ASA A —N—=HTR7 4 7F 5T, FID Y TEOEFD 100% B2 5 L 91 %6)
/ AT _XTOar7xFAMIEIVYETEST GENN—A D VPN U YV —ZX%[R<)

ZIE, BN a T HR A NS 20% FTICHIB 415 X 912 Bronze 7 7 A %R E L, %ZYL
MHIMHO T TR A NEZD T T AZEY Y THIE, VY —RADEF%200%I2TX £7,
AT HANRVAT AR EZB X CRIFICEAT 254, £ 73 A2 MIER L 20%
Z FEY 9,

B37:)Y—RA—NR—H4TRH )T 3>

Total Number of System Connections =992.900

Max. 20%
(199.800) T I I (T Maximum connections
16%% allowed.
(159, 984) ) )
—_— e Connections in use.
12% 1
(119,988) - Connections denied
8% | because system limit
(79,992) . was reached.
4%
(39.996) _
B
3

1 2 3 4 ] 3] 7 8 =] 10
Contexts in Class

BRI Y —ADER

ASA X, N—E T —URMHMETIE /R, 77 AND 12 EDY Y — R ZEHIRT 7 & A
ZEIOVYTHZENTEET, VY —AREHIROLHE, 27 F A MIV AT A THEH TR
RBECTY Y —AEMHTEET, 22X, a2 7TFAKMA, B, CH Silver 7 7 AIZE L
TRBY, 77 ADK AL NOMERENEGD 1% ICHIR SN TWT, At 3% 23E 0 4 ToHh
TWAHR, 39503 TF A MPBAEMBEH L TWDD0IEAE 2% 213728 LET, Gold 7 7 %
E. BERLICERIRICT 7 B A TE £, GoldZ 7 ADa T A ME, [REIV YT Bpo
9%%%%%16 PHEHATEET, oF 0, BEaTFANA, B, C CHEHSR TV

VB 1% bEATEET, TOHRAE. 2 TFAMA, B, COFEHEN, Zhbo
ﬁ@@ FCHD3%ITET D Z EIIRAERIC A D ETEMIRT 7 B ADOREIL, ASA DA —
NPT 2RI FTATELREETTN, VAT LEEDOBRES— N~V TR T4 T TEXDHNEF
AIZITHIECE EHA,
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mac 7 kL zizonT [

38 ER)V—R

' P P,
. S
5% - Maximum connections
allowed.
4%
:I Connections in use.
3% 1
Connections denied
290 | because system limit
was reached.
1% || || H

A B c 1 2 3
Contexts Siver Class Contexts Gold Class

153211

MAC 7 FLX[ZDLVT

\}

FEITCMACT FLRZED L TCTCTF 74V b2 A —R_"—F 4 RT&EET, w/LFar5TFR
FE—FTIEZ, (Zr7FRARMIEOHTHENATNDATRTOAL U F—T A AD) —ED
MAC 7 KL A,

G¥)

BALHE—T oA ALREICHBIAHLDOMACT RLAZEHT 25D T, ASA TEHZ SNV
AVHE =T 2 A RI—BEDOMACT FLAZE DL TCHZ Ly TaEd, ExlE, —EX
TN X =2 L5 TIE, MACT RLRIZHEASNWTT Z7E8 R 2 ha— a7 55560
HOET, T IPv6 U 7 a—BNL T FLAIIMACT RLRIZESWTERIND =D,
YT B =T 2 AZ—HEDOMACT RLAZEINHTHZ LT, —BEDIPv6 U 7 a—7
LT RUANHREIZR Y ASA THEDA LV AZ LV ATD NT 7 4 v 7 O Eia#ET 5 2 &
NTXET,

TILFAVTFERAMNE—FKTOMACT7 FL X

MAC 7 RL R, a2 7TF A MNTAT y MESHETLTEOIERHEINET, 5145 —
T AEREFERLHEAIT, AT FRANIEICEDA U E—T = A ZADEAMAC 7 FL
AHERE LTV T2 A I . O FENRITEINE TN, TOFETIE T A—
SN ENRHY T,

AT HRARNHTOAS U F—T A4 AELFEHFATHIZE, EINDI 2 THFARA X —
T2 AFNEFNTIREAMAC 7 RV ADOHBEREZ BN L TL I,

BEIMAC7 KL R

2N F arTFHRARNET—RTIE, BRERICE > T—EDOMACT RLARI LT H R MNT
HOUTHLNTWATRTDAL L E—T A AZEID B TENET,
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N FTRASEYT4ERT—5EUT 1 |

MAC 7 R L A& FE)TE Y B THGA, BEVAERNA X—T VIR oTWThH, FEITEHY
YCTHMAC T RLARMERHESNET, R TTFEIMAC T FLAZHIRT D L, BEERIN
7 RUAMEHSINET (B> TWEEE) .

HERRLZZMACT RLARR Y hU—ZHNOBDTZ7 4 X~k MACT RLRLBEAETHZ L
NENCHYVET, ZOBAIT. AV F—T 24 ADMACT FL AR FETHRETXE T,

HEIARSNTEZT FLR (FL 74w 7 RAFRHTHEX) 1T A2 THEDL-O, BEIARD
FHTATEDE ZITFEMACT FL A% A2 TIHEHAZ LITTEEHEA,

ASA T, ROTEREZHEH L TMAC T RLAZARKRLET,

A2xx.yyzz.zzzz

W IEZ—PFER TV T4 v IV AEFA L H—T 24 AMACT RLADRHZD 254 M
FEAOWTHBNVERESNDA T VT v 7 AT, zzzzzz IX ASA I K » THERESNWARNER A w7 v
B TT, AZUNAL MACT RLADGE, WU 2R3 125 2 L 2RITIET FL R
R TY,

TVT 4y AR FIEERTRIORE. TV T 4 v I AT ERETHE, ASAILTT &
16 HEELAE 004D (yocx) ICEHAL F3, MACT RLATHERAT A L. L7 1 v 7 AIF ASA
FAT 4 TR T DL c#HIcEnNET (ooy) o

A24D.00zz.zzzz
V7 4 w7 21009 (03F1) DIFH. MACT RLAIZIRD L H 12720 F9,
A2F1.03zz.zzzz

GE)

VPN H#7K— k

TVT7 4w 7 ZADIRNMAC T R L ABRIIIERD /A= 9 T, #EROIEUTEI T 5 74
IZOWTIE, 2~ F U 77 L2 AD mac-address auto 2~ > RZZMRL T 7ZEV,

VPN DYV —ZZDOWTIL, VPN F o RN EFAT5H51Y V—AEBRERET DLEN
HET,

~“NVF aLTHRANET—RTH A ME VPN Z2EHACTEE9,

UE— k77t AXVPNDOEAEIEL, SSLVPN BILOIKEV2 7' v bk 22 /1{Z AnyConnect 3.x DL %
AT HHLENRH Y £9, AnyConnect DA A—V WAL A A, BIOTXTOarTF
ANCTHEETZ7 T v ARV EFERATHEZOC, AV THFARNITELT T vya A RL—Y
EHAZA RATEET, VR — FENTOWRWEREIZCOWTIL, vV F a7 F Ak E—
ROTA RTA 2 (264 X—) ZZHLTLLLEE, ASA VY —RAZTLIZHR—FEND
VPN BSEEDFEMIZ2 Y 2 M2 oW T, vV F 2T F A b E— ROERE (298 <—) &%
LT 7EEn,
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LFarvsEzk E—kn51t>z |

<)V F 3T F A K E— FTIE AnyConnect Apex 7 A BV ANMETT, T 74/ VY
DI A B AIEHTEEEA,

TILFAVTEXERANE—FDSTAM X

ETIL At REH
ASA 5506-X PR— kL2
ASA 5508-X Security Plus 7/ £ R : 2 a7 F A b
FTar T4 VA S A THAL
ASA 5516-X Security Plus 7/ £ 2 : 2 a7 F A b
FTFars IR S5 AVTHRADL
ASA 5525-X ERITA VR 2y THR R
FFrar IR 510, £2T20 2T F A
ASA 5545-X KEARITA VA 22T FA b
FFar T4 A D5, 100 20, £T2IE 50 2T F
Ak
ASA 5555-X BERITA RV A 230 THA R

FFary T4V A S5, 10, 20, 50, FT721X100 =2
TX AR,

Firepower 1010

PFAR—F LW

Firepower 1100

BATGA LA 23 TFHA ]
FFarIifer A, KA :
Firepower 1120 : 5

Firepower 1140 : 10

Firepower 1150 : 10
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B < 700752 =—romess

ETIL

SA U RAEH

Firepower 2100

BAZA B R 2 a0 TFHA |

FTvar T4 A RS EIE 10 OESY
Firepower 2110 : 25

Firepower 2120 : 25

Firepower 2130 : 30

Firepower 2140 : 40

Firepower 4100

HEASA LR 102 TF AR

FFarDIAER 10T HFA NTOOBMT,
250 2T F A MET,

Firepower 9300

HEAS AL R 102 FTF R B

I g DITA VA 02T HFANTODBINT,
250 2T X% A NET,

ISA 3000

FR— kLN

ASAv

PAR— kLA

\}

GE)

NI)LFar

< /F a7 F A K E— FTIE AnyConnect Apex 7 A BV ANMETT, T 74/ ROV
D—DIA B AIEHTEEEA,

FEXRX + E— FORMHREH

<NT ALTFHFAN T RNIUIDEZTET, VAT LA I T4 FX2b—va 7 rkER
TAHEDICV AT LAERIFEHRa TR R MR LET, SHUANADOI L TFA DDA
TAERETDHIEIELTEERAL, 774NV FTIE, AT 2 THA N T—REA FX—7
MM LTEBIZT 74V FOEBIP 7 FLRAEFEH L CTEBH a7 F A MIERTE £7,

TILFAVTFFRANE—FDHA FS4

Jx—I)LA—iN—

TITFATITIT AT E— R 7= — "=, wLFarTFARNE— RTOLYR—
FENFET,
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TLFav7ER bk E—R0Aq k51> |

IPv6
JaA aysTHANIPOIL—T 4 I AR— RSN ER A,

HYR— b ST OERE
~NFarTxFALN T—FTIE, ROEREZYR—FLEEA,
* RIP
« OSPFv3 (OSPFV2 3 HAR—hIET)
cINFRXYRADNN—T 4T
O]
ca=UyA Nalaz=br—Tar
* QoS
NF ATHRARET-FTE, ROYE—F 727X VPN OKELTEYAR—FLER
Hos
+ AnyConnect 2.x LT
* [KEvI
* WebLaunch
* VLAN Mapping
* HostScan
VPN o — R RT3y
s AFA B —T g
» L2TP/IPsec

ZOMDHA FS54 >

AT HXANE—N (VU INERIFYLT) X VTR ERTHESNETR, =
TR — Y ar Ty A MRS RER A, 3T 4 X2 L—a L ERDTS
A AT B BED D BYEIE, LT/ A ADE— K% mateh ISBE LT

7Ty va AEIOL—RTALZ MIZarTHFAN a7 ¥ ab—ya rERF
T256. —HMOETATIE, AFVIIEERERNH-TH, TOT 4 L7 b VITRAFET
LDRMBIRS 2D ZERHY ET, ZOHRIE, arT74Fal—ar Iy VOV
T4 V7 MY AEVER L EF, Background: some models use the FAT 16 file system for internal
flash memory, and if you do not use 8.3-compliant short names, or use uppercase characters, then
fewer than 512 files and folders can be stored because the file system uses up slots to store long file

names (see http://support.microsoft.com/kb/120138/en-us).
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NMTFRLSEYTER—5EYT 1 |
B <7207 5xr2—roF740 0

TILFAVTEFERANE—FDTI7AHI b+

cFTFIRNT, ASAIFZY VIV a T AN E— RV ET,

T T7ANE T TA (258 X—V) B L TSN,

TVILFAVTEXRXMDEE
FIE

ATYT1 ~VF avTHA L= RFOEMEERITT o B—7 01 (266 <—2) |
AFvT2 (FEER) VV—2AEHHDOI 7 20ORE (268 2—) .
GE) VPNOYR—FDOEDIT, VI—RATZTFTADVPNY JV—RERETIHILERH Y £
T, T+ 7T AT VPN 2 LEHE A
ATV T3 VATFLAETFAN—ATAA VB —T oA AEBRELET,

» ASA 5500-X, Firepower 1100, 775 A 7 > A &— K ® Firepower 2100 : FARM) 72 A > X —
T A ARE (617 =)

« 77 v N7 4 —A5F— KD Firepower 2100 : AX — 7 v 7 A RESRLTIZE0,
* Firepower 4100/9300—im#E7 734 A Firepower 4100/9300 (193 ~<—72)
RTFYT4 EX2 VT 40 arTHFARORE 273 4—)
AT9TE ({FEE) aTXFAMA A —T oA A~DMACT RLADHBE Y ST (278 4—)
RTFYT6 AaVTXFAIDA UV H—T 2 A AT 4 Fal—YarzElstEd, v—7 v FE—

RALHE—T 2 A AL NFUART LU N E—R A EZ—T AR (697 2—) 2B L
TLTEEWY,

RILFAVTIXFRAMNE—FODEMIELFEIETsE—TILIE
VAANDRIFTFEIZL>TIL, ASARTTICwLFEFa T4 arFH 2 MNHICKRES
NTWAEENHV ET, VoI F— b~ LF T— FICEBRT LN D 5513,
ZOBEDOFNEIZHE- TLEEN,

TILFAVTXERAEME—FOEMIE

TN = R T B RICEHETH L, ASAIFE Ty 7 4 X2l —a B 2D
DT 7 ANMIEBLET, TNBITT AT LI T 4 Fal— g 0 THEEINAEHHA Y —
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vognavrEz - rogx

Ny arzeXal—vark, (NH77vyva AEVOL—FT L7 NIOD) &
a7 %A N TR SIS admincfg TF, TOFE T 7 4 F 2 b— 3 Ui,

old running.cfg & LC (N 7T v =2 AEFYVDONL— T L2 FVID) RESNET, TD
A= T w7 ar7 s Falb—a AIRFESNEEAL, ASAITZ, HEHa L THF X ho=x
VRV AEAVATL a7 4 X2 b—3 g 02 Tadmin) EWIOLRTTHEMIZBML £,

1R BHHIIZ

AP =T T OREENRN I T v T LET, VTN ET— RRNhLw LT T— NIEHET D
ELUASAITFEITa L 74X 2L —2a v EB20DT7 7 ANIERLEST, TORE—F T v
a7 4 Xalb—vaIREEINEYAL, 2T KX a2l =g EREEOMD T 7 AL
DRy 7T v 7BIOET (1311 2—) 2R L TIEEN,

FI§
~“NVF arsTHRRANET—FNIIEELET,

mode multiple

1 :

ciscoasa(config)# mode multiple

ASAZ V7= hF 2Lk oRkwbnET,

DUNLAVTERNE—FDOER

ATy I

DRiOFITa sy 74 Xa2lb— a3 AF— T v 7 ar7 Fal— g la—LT
E— RFEV I E— NIZEETHICZE, ROFIREZFITLET,

IR BHIIC

ZOFRIAFT AT DETAN—ATEITLET,

FIE

TDFETAL T 4 FKFal—a ORI T v T NN=g VEBREODAA—NT v a7 4
Fal—Igricar—LET,

copy disk0:0ld_running.cfg startup-config
£l

ciscoasa(config)# copy disk0O:old running.cfg startup-config

AT T2 F—FREVUILE—RIZERELET,
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mode single

51

ciscoasa (config) # mode single

ASAZ ) 7T — T DX oROONET,

)y —XEBADY 5 XADETE

VAT LAY T4 K2 —Ta rTY T AERET HITIE, WOFIEEZFETLET, HLVME

ERELTCa~vYy REEANTLE. FFED Y Y — X H|RE

1R8O BRI

c ZOFNEIZ Y AT AFE[TAR—RATEITLET,

« LI OFRIC

LTS IZE,

N

NMTFRLSEYTER—5EYT 1 |

EEFTEET,

Y= R AT B RIOMIRZFE L £ 7, showresource types =~ > N %

G¥) [ 27 AR 1T T4 L) RSN TWAEE, 2DV
V=22 1EIN— R R T AEIRER 2N, U —RAD—F
TUHERETEEEA,
£6:1)Y—R2HLVHIRE
AVTEREH
L—rFEEER | f2YDO&INLE
)y —2R% is3 =R AT LEIR EL)
asdm ElSEES T w1 32 SSH & #it v v 3 >,
K 20 ASDM > 3 »Tid, 2250

HTTPS #fe M s vk, —JF
IXFEIFETHE=FHT, 95—
Fix Wﬁ%ﬁotk%*ﬁfﬁf#
DEREELEEHTT, éxiT

ASDM v a3 dD /ZTAﬁ%IJBE&
MN32D%4E, HTTPS By v a U
X 64 ITHIR SN ET,
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yv—zegEAns 520&E [

AVTXRAMD

L— hEEER | 2Y D&M L
A &4 =3 =R 2 R T LR Hil:]
conns RIFFE 721X L— | 8% L FIRFEGE : BTNV D (EED 2 DDOFRA O TCP £7=
K PEREHIBRICOWTIE, BT [ IX UDP ##ft (1 DDFR R b Ll
N EZH R = ST DR A b & OROERE S
HEERED T AL A (90 |T2)
;\:‘\/) EBRLTES GE)  syslog A »E—U0,
° xlates F 7213 conns DV
L— bk iYL FUDMHIRRAMEWN Tk L
THEMRINET, E&x
X, xlates DR % 7.
conns DR % 9 IZFE L
7=%A . ASA I syslog
A w—37 321001
( TResource 'xlates' limit
of 7 reached for context
'etx1'] ) DHAERKL .
321002 ( [Resource 'conn
rate' limit of 5 reached for
context 'ctx1'] ) IXERK L
FHA,
ARA B LSz 7740 ML PR/ ASA BEH CHEE FIRE72 AR A |,
inspects L—F AL ML TV = ar A AT g
NG
mac-addresses ElEEeS 770 B 65,535 NTZUART VY N T 7 AT U4 —
JLE— FTlE, MACT FL AT —
TIVTEHFAI SIS MAC 7 KL
.
routes 7 B 2 o 2 ML ML AT Iy —Fk,
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N FTRASEYT4ERT—5EUT 1 |

AVTXRAMD

L—hEEER [ F-YDz/NEE
1)) —R4 i3 RAR# 2 AT LR 5 EA
vpn burst ElSRES T PARP ET VT Ui vpn anyconnect T2 > 7 ¥ A MIH|
anyconnect AnyConnect Premium 7 | D 4 THNT A TSNS
7%, vpnanyconnect H | AnyConnect & > > 3 > O¥, 72L&
(TN ToarTHFA M AT T 2E7 /1T 5000 D
HobTonctyray | THRYR—FINTEY, vpn
BOEFEZLSIWZME, |anyconnect THI Y % T &7 5D
BRI T X A T 4000 DY
AL, D D 1000 £ > > =3 U
vpn burst anyconnect (Zfii F F[HEC
9, vpnanyconnect TiI& v a3
a7 A MR L TRIES U
FT 23, XFHRAYIZ vpn burst
anyconnect C|IA—/—H 7 27
TATHRAETT, N—RA b F—
NEFTRTOALTFA RN, &
EIZfEH T&E %7,
vpn anyconnect | [F] REREGE AL ML ZEEHOET ML TE | AnyConnect 7, 2D Y Y — %
% AnyConnect Premium & | A —/"—H%T 27 T4 7 TEEH
TIZOWTIEL, ET AT E (e TRTOILTHFRARA~OED
IZHAR— R STV DHIERE | S CERIDBET L ORIIR A 2 TIX
DIAEA (90— |V FEHA, DY Y—=RITEID Y
V) BBBLTLIIEEN, | TREETIE, Z20ar7F & Moxt
L CRiESNET,
vpn burst other [ R 2K FMe L 7 LT U7z Other VPN | vpn other T2 7 3 A MZE| D 4

Ty a G, vpn
other A+ _XToarTF
XA MIEID Y THRT
tyva VBOGEHEEL
Sl fE,

TONBEBL CTHFIIND YA
FY—% A FVPNEY T 3D
¥, 7= ZIFEET 085000 &
variEYAR—FLTEY, vpn
other DT XTD a7 F A FEIK
T4000 >y ar2EYYBTH
L. RV D 1000 £ v =3 id vpn
burst other ([Zfif TZ £, vpn
other Clit vy a ERarTrx
A MU TRIES ILVE T2, <l
fJIZ vpn burst other TlI A —/3—
YT RI T A TINARETT, T
DALTHFARNTN—=A L T—b
ZOEENRICER CE £,
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yv—zegEAns 520&E [

AVTHERAMH
L—rEE=ER (=Y Dm/ME
)y—2R% R A O R T LFIRR SiBA
vpn other [ RERE R BALAS ETFNTEOFERAAEER | A Y=Y A FVPNE Y3
Other VPNt v~ 3 ¥z | vy 2DV JV—R|TF—"—H T 2
ONTIE, BT ALY |7 74T TEFERA, TITHDa
R—=FENTWAEEED T | TF A h~DE Y Y THENET L
A A (90 X—) & |OFIREZBZ I FHA, Z0O
SR TSN, Uy —Z2 2B 8Ty g
X, FOa T X2 MIxt U CRGEE
SHET.
ikevl [FlkE (N—kr |47l ZOaAUTHAMNIEN Y| 2 F F A TO Other VPN /3 —+F
In-negotiation F— D) THN TS Other VPN | T —UHilIIRE LTREND ., EHE
oy aro—kr 7 —|IKEvl SA X I —3 9,
J,okvvarkarsx
A MZEID B THITE,
vpn other U ¥ — X % £
LTL7Z&EW,
ssh [ B A &A1 100 SSHtE v =3
®KS
storage MB BXRMEIZ. BBE | EXEZ. BETA 75y |2y TFFARNTOT L7 YDA
THT7Tova |[Va AFIDRIALA T | FL—UHIR (MBEAT) o R A
AEVDRIA | KoTHEY 9, TERET HITIX, storage-url 2~
Tk > TR VREHFEHLET,
D i‘j‘o
syslogs L—h YL P Syslog # vt — U%/#,
Telnet [R5k &N 1 100 Telnet & v 3
®KS
xlates ELEZ#5 7w BALAS ML Sy hU—27 7 R A% H,
FIE
ARTFYT1 VIALEEELTC, VA A7 4FXal—vary T— REBBLET,
class name
1 -
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ciscoasa(config)# class gold

name ., HR20 LFDXLFTHNITY, T 74N 7T AOHIBRMEEFHRTT DL, 4Aie LT
default * AJJ L E T,

UY =2 ZA4T7DY Y —=ZillRERELE T,
limit-resource [rate] resource_name number[ %]

1 :

ciscoasa(config-class)# limit-resource rate inspects 10

U Y—RHZATDOY ZARMIONWTIE, FROREZSBRLTLIZE W, al ZEET D &,
TRTOY VY —ANRFEUHEICEESNE T, FEDOY Y —RADELEE LIZLHEE, 20
BRI all 12 L CRIESNZHIBR LY bELSNET,

erate 5| AE AN LT, BEDY V—ADHERHEV DL — 2R ELET,

AFEAEDY ) —RIZONWTIE, 0 & number (XL TCERETHE, FDOVU V) — A TEEH
B2 B, AT AHIRE FRETD AT AHBIERHLIES) 2L 3,
VPN DY YV —AZHOWTIE, 0 Z4FETHLHIBRLERESINET,

o VAT LHIBER RN Y —2DBEIE. A=t T—Y (%) EFRETXEHA, MxHE
DIHERETEET,

1

72 & 21X, conns DF 7 F /L~ 7T AHIREZEHIR TIE/R < 10% IR EL. A b
WV—H A FNVPN o R 5AKE VPN A=A NHDO F 3L 2 KEZFHFAT 51T, &)
Oa<wr REANTTLET,

ciscoasa(config) # class default

ciscoasa(config-class)# limit-resource conns 10%
ciscoasa(config-class)# limit-resource vpn other 5
ciscoasa(config-class)# limit-resource vpn burst other 2

D) Y — 2 I T RN TEFHIRED F FTT,
gold 2\ 5 7 5 A ZEINT 5101, Woa~wy REAHLET,

ciscoasa (config)# class gold

ciscoasa(config-class)# limit-resource mac-addresses 10000
ciscoasa(config-class)# limit-resource conns 15%
ciscoasa(config-class)# limit-resource rate conns 1000
ciscoasa(config-class)# limit-resource rate inspects 500
ciscoasa(config-class)# limit-resource hosts 9000
ciscoasa(config-class)# limit-resource asdm 5
ciscoasa(config-class)# limit-resource ssh 5

ciscoasa (config-class)# limit-resource rate syslogs 5000
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ciscoasa(config-class)# limit-resource telnet 5
ciscoasa(config-class)# limit-resource xlates 36000
ciscoasa(config-class)# limit-resource routes 5000
ciscoasa(config-class)# limit-resource vpn other 10
ciscoasa(config-class)# limit-resource vpn burst other 5

AUTXFANMIY YR TARRESN TV DHE, F=y 7 M TbivET, VPN
VE— k7278 AOERFITORNIEY) 2 T A B ARA VA =L &R Tt
X, EEA v E—UNERINET, TOHE. EEEE D AnyConnect Apex 7 A &
ARG THMLERH Y T, 7m&2E, ROX ) REEREREINET,

ciscoasa(config) # class vpn

ciscoasa(config-class)# limit-resource vpn anyconnect 10.0%

ciscoasa(config-class)# context test

Creating context 'text'...Done. (3)

ciscoasa (config-ctx)# member vpn

WARNING: Multi-mode remote access VPN support requires an AnyConnect Apex license.
Warning: An Access Context license is required for remote-access VPN support in multi-mode.
ciscoasa (config-ctx) #

= — =]
tXxaYF4 AVTFRMDETE
VATA AT A4 X2 —varDEFa T 4 A UTXFANEETIE, 2T FA N,
a7 4Fal—ar 774D URL, 2 THFANNMEATESLAA X —T =24 A, B
JOFEDOMOREMEREELET,
1R BRI
o TOTFNEIZ AT DFATAN—RTHEITLET,
A B —T A AEFEELET,

+ ASA 5500-X, Firepower 1100, 7 77 A 7 > A F&— KD Firepower 2100 : FA 72 A
VE—=T 2 A ARE (617 =) |

¢« 77w N7 4 —LF— KO Firepower 2100 : AX — 7 v 7 WA REBB LTS
AN

» Firepower 4100/9300—@EL 7 /31 A Firepower 4100/9300 (193 ~<—<7)

EHOL T XA RIMARNES (2T 4 X2l —ar BT UT LEEASRY) 1. &)
RO a<w REATJLTEHaVTX A MEBECTA2VLERHY 9,

ciscoasa(config) # admin-context name

ZOaAVTFAMIaUT 4K 2= a URICEREFELEEAN, KV T contextname
v REANDLTEH I THF AN ary 74 X¥ab— g Xl b TEET,

FIE

ATVl aTXRA M BMERIIETELET,
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context name

51

ciscoasa (config) # context admin

name (IR 32 LFOLFITT, ZOLARITIIRLFE/NLFEREPE L6720, 2L 2
X, TcustomerA] BN ICustomerA] W) 220D aLTH A MNERFCTEET, XF.
F.OEREAA T FERTEETN, ARIOEEELIIRBICNA 7R TEERA,

GE) System] LY Null) (KXFEL/NLFOMS) IZTFHINTHAHL4EITHY
fEHTEEEA,

(fEE) Zoary7xA MowHzBEMmL £,
description fext

&1

ciscoasa (config-ctx)# description Admin Context

AUTXARNCHATELS VX =T =2 ZAEHBELET,
AE =Tz ZA%FN HTHITIL:

allocate-interface interface_id [mapped _name] [visible | invisible]
1 DFENFEHOY T A v X —T = A AEEID B THITIT

allocate-interface interface id.subinterface [-interface id.subinterface] [mapped _name[-mapped name]]
[visible | invisible]

1 -

ciscoasa (config-ctx)# allocate-interface gigabitethernet0/1.100 intl

ciscoasa (config-ctx)# allocate-interface gigabitethernet0/1.200 int2

ciscoasa (config-ctx)# allocate-interface gigabitethernet0/2.300-gigabitethernet0/2.305
int3-int8

GE) A H—Tax2ARAXATELER—FEBFOMICAR—=AEEZEDRNTLTZE,

cINnbOavy REEBEIAN L TERO#HHZIEELET, Z0a~vy RO no B %E
BEHALTEVYLYTEY®RTAE, ZOA v Z—T oA AL EHaLTHA S awy R
TNLETaI L T4 X2 —2arnblikRsnEd,

c FTUART LU N Ty AT UL E—RTHE, RONTEHDA L F—T = ZD
MET7T7 4y 7 @RI ELIENTEEY, L, EHOEHA X —T 24 A TH
% Management slot/port (WHE, 7 A ¥ —7 = A A JjU§, F7213 EtherChannel) %%
BE7 74y 7 HOBNMA L E—T =24 AL LTHATEET,

=T v RE— T, HRELCTRIUA VH—T =2 A2 DO TF 2 MIEID
WCHIENTEET, PTUVART LU N E—RTIE, /¥ —T oA A%HETEFE
A,
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» mapped_name L, A H—7 2 A AID ODRDOVIZZTHFANNTHEATE LA Z—

T2 A ADEREFOTA VT ATYT, vy EUVTHAERELRWGE, A V¥ —T AR
DA TXFA MNNTHEHINET, X2V T HIUT, 2V TFRAMREDL o Z—
T AEFEHLTWENE T A MEBFIZIIMOERNWE T A ENTEE
T, Yy B THETNANT 7 Xy NTHED, TAT7 57Xy M EITETTKRD D LEHR
bV ET, TOMOLFIIE, 777Xy b, BT, LTI THROALEZFEHTEET,
7ol 21, MOAFTIZHEHTEE T, int0, inta, int_0,

W TA L E—T 2 A ADOHAERET HHAIL. v~y B AO—BEHHERETE £
T, FFAIZOWTIEL, ROTA KT A4 N> TLIZE W,

ey BT, TNAT 7Ry ML FAUTHE AR TRERK T D LB B D
T, vy ETAHDT T 7y MNBAIE, EHOME C—E L TW DA RNENRH Y
F9, X RO LD REHA AT LET, int0-int10, 72 & 2L, gig0/1.1-gigh/1.5
happyl-sad5 & AJ L7256, Zoa~vy MIZERKLET,

« vy BT HOBIERE, VT A —T = A AOFIH & R CIEE LA A 5D
LMENRH Y, T AE RO KIS, BT OFHIZ 100{EDA > Z—T = A A
NEFENTVDYA : gigabitethernet0/0.100-gigabitethernet0/0.199 int1-int100, 7= & X
X, gig0/0.100-gig0/0.199 intl-int15 & A L7286, 2~ RIZERBLET,

e v B T HERTE L TWAEEAIZ showinterface =~ R CEBEDA X —T = A A 1D
BT BHI21L, visible ZFE T L £, T 7 4/ h D invisible ¥ — 7V — N Cld, v v BV
T/ NEREINET,

VATFANRALUTF AN Ay 7 4 F¥Fal—varEFvra— R4 5 URL R L9,
config-url url

&1

ciscoasa (config-ctx)# config-url ftp://userl:passwOrd@10.1.1.1/configlets/test.cfg

(fEE) &2 7FARNT, 77 vz AEYEMHHL T AnyConnect 72 £ VPN /3w & —
VERFTE ST T/ <, AnyConnect 8L 74 7 h LA SSLVPN AR—HZ )LD F A X
YA ADA ML=V HRETELLOICLET, e xE, wATF 2 TFA LN E— REff
HALTHAFI v TI78RAFRY —%ETr AnyConnect 712 7 7 4 LV ERET DHEIL. =
VTXANHEAEOT T ARX— N AR —UEFHETLOLERH Y FT, G HFHOMAR
k72 cl, ar Ty A NI LICHEHORBELEHTEET, F o mkdir 2~ > REE
HALT BELET A A7 I =7y b T4 L7 NIRRT TICHFETHZ EAMHR LT
S0,

storage-url {private | shared} [diskn:/|path [context label]
1

ciscoasa(config)# mkdir diskl:/private-storage
ciscoasa(config) # mkdir diskl:/shared-storage
ciscoasa (config)# context admin

ciscoasa (config-ctx)# storage-url private diskl:/private-storage context
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ciscoasa (config-ctx)# storage-url shared diskl:/shared-storage shared

private FLIEIL, 2T F AP TLITIDIEETEET, a0 THFX MARL (BLUV A
T AFITAR=ANG) | ZOT 4 L7 N O EEAR/EIBREREE EITTE ET,
?427%%%%ﬁbﬁw%é\?7?”%?%Wu&ﬁéﬂif<MAiWMT%E§ﬂ
TeRAZYTT 4 L7 RUEER L, 207X A NMIBRAREAIZMITET, 28203
contextA DG4, diskl:/private-storage 2 /XA L L CTIRETH &, ASAITZ DO THA D
%75 4 L7 kU % diskl:/private-storage/contextA/ (Z{EFK L £9, A7 2T, 77 AL
VAT LR ATHAMEREICARSNRNE D ORI TR A PN TOLARTETE
ETHIELTEET, TIUTIE, context label ZEM L ET, 7= & 21X, context label %
context - L TIEET DL, 2T FAMANLLIL, ZOFT 4 L7 b Ul context: & FEXILE
T AVTHXANIEICHRT DT 4 AV FEEZHET 52 I7EIC WL, U Y —REHHD
77 ADRE (268 ~—) #BRMLTILEIN,

FRETE DHAMY HEHAD shared FLEKIZ 2 TFA NI &I 1L >TTN, EHEF 417 b
VIXEEMER CX £9, AnyConnect /X 7 — 7R, ¥_XTOar7F A MIILBBOKRE 2
TrANERAFRER AT LT, RERT A NVOEHEMZAH I ENTEET, Z
DRI O 2 7% A M THF SN D7, ASAITRERIZIZ 2 TR o7 T o
L7 FUZERLERA, AT 4 L7 U OEX AL X OYIBEREILZ, 2T LFETA
NR=ATOHIFIATTEET,

fEE) avTFX2A 2 V—R 752 B Y TET,

member class_name

B -

ciscoasa(config-ctx)# member gold

IS AFREELRWES, 2T XANITIAN RN TRCBLEST, 2T A MNIID
DY =R FTRAZETEDYE TR ENTEET,

(ER) Zoar7XAMIIPSERE T —2E D L TET IPSEY 2=V A VA h—
LENTVDHE)
allocate-ips sensor _name [mapped name] [default]

1 :

ciscoasa (config-ctx)# allocate-ips sensorl highsec

AR o —DFEMIZHOWTIE, IPS 7 A v 7 AX— 1 A FEZBRLTLIEE N,

c AT XFARDOURLEZBEMTHE, ZOaYTHFAMEEbllr—RL, 207 4 ¥
L=y a UBAHRATTRECHOITa TR R P EFATTE D LI LET,

e config-url =~ > R%& AJ19 SREIIZ, allocate-interface =~ > K& AJJ L £, config-url =
~ U RERICAD LIS G, ASAIFIZEBIZaryTHAbary7 4 Fal—a s zn—
FLET, ZOarTF AN (REE) A V24— T x2A A5 BT5a~v 2 REEAT
WHEHA, TR0 a~y RIZRKkLET,
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« T AN T 7 A MLEFIINED D AN, (ofg) ZHEMT2Z L EHELET,
EFHayTXA PO —NIT 7B AR THLLENDHY £, a0 T4 Falb—
a vy T 7 ANDPHELROVERIE, ROEEA vt —VRERENET,

WARNING: Could not fetch the URL url
INFO: Creating context with default config

«HTTP (S) LIS D URL DA, XIER URLICT 7 A L E2EXATeICIE,. URLZIRELT
%, TOarTXAMIEEL, CLICHE LT, writememory 2~ FZ AN L £,
(HTTP (S) F@A HHTY)

EHaVTXFAN T ANMINET T v a2 AT VIRETHLERNH Y 3,

« (EF FIEEZR URL IZIZR DX A 703 B0 3, disknumber (77 v = AEVH) | ftp,
http. https, tftp,

« URL 2 ¥4 %(21%, # LV URL T config-url 2~ > RZHAHLET,
UTLE) 72T 47170 T 4T 72— Nd—"—DT =— )L F—_— T )—F|Ca T F A

FEEID B TET,

join-failover-group {1 |2}

51

ciscoasa (config-ctx)# join-failover-group 2
T7ANVRTIE, 2VTFAMITA—T1ICHY 7, BEHa TR MNEIFICIV—T 1
WCES RER DY 7,

(EE) Z0ary7THFAMIHLTIZ IV FWebEFx=2 T 42/ X—7NMITLET,
scansafe [license key]

1 :

ciscoasa (config-ctx)# scansafe

license Z 5T LW EIT, VAT L a7 4 Xal—ra V TRESNTWVWDHLTI AU A
MNZDar7xAMNCHEHINET, ASAIX, ERNDEOHBENO DL DONEZRT DT, B
FEX—% 77U RWebtxaUT 4 axy h—NZEFELET, BAEX—IL 16 N1 FD
16 #EE T,

ScanSafe DFEMINZOWTIE, 77 AT VA — VORI A K] 22 LTI,
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il

WOFHITIE, B a7 %A % ladministrator] &FXE L. [administrator] &9 =
VTRARNERNELT T v a AEVIEHRLTOL, 2250327 %A % FTP ¥ —
SNINBIBMLET,

ciscoasa(config) # admin-context admin

ciscoasa(config) # context admin

ciscoasa(config-ctx) # allocate-interface gigabitethernet0/0.1
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/1.1
ciscoasa (config-ctx)# config-url diskO:/admin.cfg

context test

allocate-interface gigabitethernet0/0.100 intl
allocate-interface gigabitethernet0/0.102 int2
allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115

ciscoasa(config-ctx
ciscoasa (config-ctx
ciscoasa (config-ctx
ciscoasa(config-ctx

( ) #

( ) #

( ) #

( ) #
int3-int8

(

(

ciscoasa(config-ctx) # config-url ftp://userl:passwOrd@10.1.1.1/configlets/test.cfg
ciscoasa (config-ctx) # member gold

ciscoasa (config-ctx
ciscoasa (config-ctx
ciscoasa (config-ctx
ciscoasa (config-ctx

( context sample
(
(
(
int3-int8
(
(

allocate-interface gigabitethernet0/1.200 intl
allocate-interface gigabitethernet0/1.212 int2

) #
) #
) #
)# allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235

ciscoasa(config-ctx)# config-url ftp://userl:passwOrd@1l0.1.1.1/configlets/sample.cfg
ciscoasa(config-ctx)# member silver

AVTFFAMAA—DTIAAANOMACT FLADOBEEIE|LY X T

ZOIWETIE, MACT FL 2D HBEAEMRDREHFIEICOWTHBALET, MACT FLRjX, =
VTXAMNT Yy VEGETAEDIEHASNET,

1R BHHIIZ

e AVTHXRARTA U E —T = ADnameif 2~ RERET D &, ZEHBICHHMACT
RUARERENET, IUTFARAS U H—T oA AZHE LTHR T OBIEEZ A *—
TN LTESAIE, A X—7 VI LTEERIC, T _XTHOA v F—T A ADMACT FL
ANERENET, ZOBIEEZT 4 E—TNICTHE, BEA L E—T A ADMAC T K
VAIIT 74NV FDOMACT RLRIZEY £9, 72& 21X, GigabitEthernet 0/1 D% 7 A
4 —7 = A A GigabitEthernet 0/1 ® MAC 7 KL A9 5 L 512720 £,

AR LIZMACT RLABR Y NTU—ZHNDRIDT 54—k MACT RL X EBET5H
ZENFNIZHET, ZOBARIFE. AT EXAMNIDOAS X —T =2 ADMACT R
A% FEITRECEET,
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vz bevrraxizs—zouyEz i

FIE

TIAN=EIMACT RLRAEKEALVTHFARNA U H =T oA ZZHBRICHE D HTET,
mac-address auto [prefix prefix]

1 -

ciscoasa(config) # mac-address auto prefix 19
TV T4y 7 A NS LBRWGEIL, ASAICE T, A1 —T A ADFHED2/34 MIHE
SWCTT V7 4w 7 ANHBERINET,

FETT VLT 4 v 7 A AT DEEIE. prefix 12 0~ 65535 D 10 Rl A#EE L9, 20D
TVUT 47 AT AKTD 16 EEMEICEAHBE SN, MACT RLADO—fE LTHEH S ET,

FEDVRTFLETAR-ZADYYEZ

VAT LFLFAR—Z (FIFE TR Icu A LESEAIE. 20T 2 M aY)
DEEZ RN, FarTHRAMNTIV 74X 2L —2arRFATDE=L Y VT B FTT
HIENTEET, a7 4 Fal—TaryE—RFNCHREINDIFETar 74 Fal—s
Y. DEDeopy vy RRwrite 2~ RTHEHEINIFE T2 T 4 Falb—a U, 22—
FouslA U RICEoTRED T, VAT LAE[TAR—RICu A LEzHh, Frar
TA4X2L—2aVE VAT LAV T 4 F 2l —2 g DL THERSN, 20T Mor s
AV LEBAER, ETar74Xal—v a3t oarTX A MO THRESNET, 1-&
Z X, showrunning-config =~ > R&Z AL TH, T RTOETar, T4 F¥alb—ar (¥
AT LBLOTRTOarTHFAN) 2R/ THIEIETEETA, BEOa T 4 F a2 Lb—
arviEInERINET,

FIE

AT HRAMIERELET,

changeto context name

7'v 7 NS ciscoasa/name#t [T L E T,
VAT DFTANR—ACERELET,
changeto system

71 7 N ciscoasa# I L L £,
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tXa)Fo aAVTXFRNDOER

ttXal)T4q

\}

COWETIE, EXa VT4 arFFR A NEEET L FECOWTEH LET,

aAVTXRX FOHIER

WAEOEH T A MIHIRTE £ A, 7272 L., clear context 2~ R&ZfEH LT T
DarTxAMEHIRTUE, BHEa T3 A MLHIBRTE £,

GE)

ATv T

ATvT2

T o= NVA—N—%flT 5L, 77T 4 THEETITIFARNEHIBRLIEREL L, AZ R
AEETa T XA NDHIBRESNTREZ & O TEBIENECES, 777 4 7HELAZ N
AIEBEBORTA U Z—T oA ZAEN—H L TWRNWZ L ERTZTI— A vb—UREREIND
LAENHYET, 20T =T —FNICRREND HOT, BHETEET,

1R BHHEIIZ
ZDOFIEFY AT LDEFFAR—ATEITLET,

FIE

HoparsrxA MHIBRLET,

no context name

TRTOaArTHARN avr FEHIRTL22E6TEET, avTF A ar74F¥alb—
Yayv ZrANNRAYT 4 X2 b— 3y URL OHFINLHIBREND Z LiddH 0 EHA,
FTRTOar7FxA b (FHarTxA MeED) ZHIBRLET,

clear context

ATFXANAL T4 F a2l —ar TrANANaL T X2 b —3 3 URL OEFHGHI
FREND2ZEIEHY EHA,

EEAVTXIAMNDZEE

VAT A AT 4Falb—alilE, Xy NT—T A =T o ARy NT—THRE
HEEnEHA, ZORDVIZ, XY NT—2 VY —RIZT IV BRATHMENEL & X
(=" barTFFRA ey ra—RT570E) | VAT AFEBEa TR ARE LT
EINTWSHary7XA honTinzeiil L £,
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BHaVTFAMI, oo TX AR FoELKEUTYT, 27, 2—PREHa L TX A
MouaZ Aot bE, VAT LAEHEMEREZFEFOOT, VAT LI THFAMBIOHOT
TOALTHANMIT V7 EAARRIZR D AN ERD £F, FHa 77X 2 MIFIRI T2
Wiz, BEOa T ARE L THEATEET, 272L, BHa TR NIu A 0T5
L, T RTOaAVTHFRA N OFEEFENT S INDD, BHRICE-TiR, FH=a 7%
ARA~DOT 72 A %Y —FICHIRTHHERH Y £,

1R BHHEIIZ

AT 4K 2L =gl TrALADPNE T T vz AFVIRFEENTWDIRY (&
DAL THRANEERa L THRARE L TRETEET,

s ZTOFNEIZ T AT AFITAR—ATHEITLET,
F|i§

BE LT XA NERELET,
admin-context context_name

51

ciscoasa(config)# admin-context administrator
Telnet, SSH, HTTPS 72 &', HHIa L 7 X X MI#Hf L CW\WD Y E— MEBE v v a LT T
THRTLET, ILWEBa 73X MNIFERT ALERDH D 7,

W OPDVAT A Ay 7 4 F¥alb—ay avy N 2L 2 ntpserver Ti, BEH =
TXADMIFTRT DA =T oA AADBRESNET, BHa TR MNEER LGS
2, TDA B =T oA ZAADBPH LWVEH 2T XX MIFEELRWVWE XL, ZTOA X —
Tz A AEBRTHVAT L av U RET_T, Ty 77— hLTLES,

OVTXFAMURLDZERE

ZOHETHEH, 2 7FAPMURL Z2EFT 5 HEICHOWTHBALET,

458D HHEIIZ

et X2 UF 4 aFFARMURLIZ, HTILWURL G 7 4 Fal—ardlua—FR
LEWEEHETCXERA, ASAIZ, HrLnary 74 XaLb—a v 2 BEOITa L7 4
Fal—Tgrice—YLET,

cBUURLEZBAN LA TYH, (RMEESNT-a L 74 Fal—ya U PRETay 7 4 Fa
L—ygiv—YENnE T,
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B tx2v5 2 7%xrRLoZE

ATy T

ATy T2

ATvT3

e —VIZLoT,. HlLWnar7 4 Xal—arhbETar7 Xz —a i@l
WwWa=r RARBMNENET,

e T 4 F a2l —T g UAFRUEA. EFIIRAELERA,

e v RELET AEE, FHIda~r FRa TR NOFETICERE L 52 58
B, v VORRIFa v Rk o TRRV ET, =7 —0FETHZEEL, THT
TRWVERNAETDLZELHV ET, FEfTar 74 Fab—ra B EADEE (2
EXIE, P BMERARAI a7 Fal—a N ra— RERRD -T2
) E. FLnary o Xalb—aryaMERISRET,

s AT 4K a2l —TarEv—V0LWEAIL, 2 TXA NERBATIBELLTAE
Tary74Xalb—ara 707 0LThb, FILLWURLG I 7 4 Falb—T gy
I —R$THZENRTEET,

« ZTOFNEIZ T AT KFITAR—ATHEITLET,

FIE

(FA7vary, ~—VEFETLRVNES) a0 T FAMERELTC, a7 4 Fal— g

27 U7 LET,
changeto context name

clear configure all

1 -

ciscoasa (config)# changeto context ctxl
ciscoasa/ctxl (config)# clear configure all

Y= UEETTLEAIE. AT v T2 ARy T LET,
AT NFATANR—REELET,
changeto system

1 -

ciscoasa/ctxl (config)# changeto system
ciscoasa(config) #

BHEFTAHALVTRIAINDILTXFAR AL T4 X2l — gy T— REBEBLET,
context name

1 -

ciscoasa(config)# context ctxl
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ATY T4 HTLONURLEZASNLET, VAT AL, BIEFTICRD L9, ZEbllaryTF A Men—

X7«

aVvJ4Fal—

ATv T

FLET,

config-url new_url

1

ciscoasa (config)# config-url ftp://userl:passwOrd@10.1.1.1/configlets/ctxl.cfg

JVTHFRA MDY A—FK
T¥a T4 BLTHA ML, RO 2OOHETY n— FTEXET,

cFETa LT 4K al—arE I VT LT AY— "Ny ary 7 Fal—va%k
AR — T 5D,

ZOTI7arTiE, ExXa T4 ar TR MIBEEMT LTV DRSS NAT 7 —
TN EDBYEDOKERDSB 7 VT SNET,

X2 UTF 4 AVTHFANEVATA AL T 4 XL —a B EIRT A,

IOT 7 varTiE, NTTNYa—T 4 Y TSI OFREED H D AE D EY BTl &
MR RBER 7 VT SNET, L, ar7F XA e A7 ACEL TENT 512
(I, URL &A ' F =T oA RZFHRET DMENH D 7,

arvoyyTIcksd)o—Fk

FIE
Ur—R§¥25ar7FAMEELETS,
changeto context name

il -

ciscoasa (config)# changeto context ctxl
ciscoasa/ctxl (comfiqg) #

ATFwT2 EfFar 74 Xal—LarE 7V T7TLET,

clear configure all

ZDa<y FEFATT D LT NTOERN 7 VT SnET,

ATFwT3 a7 4 F¥Fal—yargu—RFLET,

copy startup-config running-config

51
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ciscoasa/ctxl (config)# copy startup-config running-config

ASAlX, VAT L a7 4FXal—va B ESNZURLNL 2y 7 4 Xalb—a %k
abt'—LEd, arTFAMNTURLAZEETLZ LIXTEERA,

AVTXRNDEIBRELUBEMICLES)B—F

aTHXANEHIBRL, TOBRBEENTL2ZEICEsTary*xA b2 ) e—RT51I2iE, &
DFIEZFEITL T EEN,

FIE

ATV T1 EXa2 VT4 ar7x2 FOFIE (280 <—)
ATYT2 ¥Xa2VT 4 arTXFAMORE (73 3—)

tXalT4 AVTEFERMNDEZARY VG

COHETHEH, 2T FAMEBREFERBIOE=X Y 7T HEICOWTHALET,

OVTXR MERORT
VAT DE[TAR—=AMNDE, A4 BV Y TOENTWAS U H—T 2 A, T T 4 Fal—

T ary 77ANVURLEZEZL TR ANDY A NERRTEET,

FIE

TRTOAVTHFAMDORR
show context [rname | detail| count]
FrED=a T XA MOWHREFRTT 2501E, name (22T F A b eEELET,

detail 77> g VERET D & BIMEFRNPFRRINET, sEIZOWTIE, kO DHIEH
LT &0,

count 77V a U ERETDHE, IUTHXRRANOEFHENERINET,
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51
KIZ, show context =~ ROH B EZRLET, ZOHIHIL, 3= TFH R
&R L TWET,

ciscoasa# show context

Context Name Interfaces URL

*admin GigabitEthernet0/1.100 diskO:/admin.cfg
GigabitEthernet0/1.101

contexta GigabitEthernet0/1.200 diskO:/contexta.cfg
GigabitEthernet0/1.201

contextb GigabitEthernet0/1.300 diskO:/contextb.cfg

GigabitEthernet0/1.301
Total active Security Contexts: 3

RDOFIT, %7 4=/ FOBRAZRLTWET,

K 7:show context D 7 « —)L K

TJ4—ILF Bl

Context Name FTRTCOarTHFAMBIEREINET, 7
AF VAT (¥) ODFFNTNDIA T HFA R
X, BEHaTXARNTY,

Interfaces DA THFANMIBIDYTOHNTZA U H—
Tz A A,
URL ASANALTHRA DAL T 4 Fal— g

V& nr— K35 URL,

&IZ. show context detail =~ > FOH I ZRLE T,

ciscoasa# show context detail

Context "admin", has been created, but initial ACL rules not complete
Config URL: diskO:/admin.cfg
Real Interfaces: Management0/0
Mapped Interfaces: Management0/0
Flags: 0x00000013, ID: 1

Context "ctx", has been created, but initial ACL rules not complete
Config URL: ctx.cfg
Real Interfaces: GigabitEthernet0/0.10, GigabitEthernet0/1.20,
GigabitEthernet0/2.30
Mapped Interfaces: intl, int2, int3
Flags: 0x00000011, ID: 2

Context "system", is a system resource
Config URL: startup-config
Real Interfaces:
Mapped Interfaces: Control0/0, GigabitEthernet0/0,
GigabitEthernet0/0.10, GigabitEthernet0/1, GigabitEthernet0/1.10,
GigabitEthernet0/1.20, GigabitEthernet0/2, GigabitEthernet0/2.30,
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GigabitEthernet0/3, Management0/0, Management0/0.1
Flags: 0x00000019, ID: 257

Context "null", is a system resource
Config URL: ... null ...
Real Interfaces:

Mapped Interfaces:
Flags: 0x00000009, ID: 258

detail D HFTDOFEMICONWTIE, a2 RV 77 L 2Z2BRLTLLIEEN,
KIZ. show context count =~ > FOH I AR L E T,

ciscoasa# show context count
Total active contexts: 2

(== Y —
)Y —ZXADE|Y HATHERT
VAT LDEITANR=ZANG TRTCDITABILONT TA AL R—IZEDL Y V=R T L DEY
YR EERTEET,

FIE

Uy —2AF)HTERRLET,
show resource allocation [detail]

ZoawryRE, VY—=2E0 ETE2ERRLETR, ERICEHEh TS Y Y —=RFERL
A, FEBEOY Y = 2R OFEMI OV TIE, U Y —ZDMEARILOFT (2893—2)
EZRLTIES N,

detail 5| B ZFRET D & BMFERPFRSNET, FMIZHOVNTE, kO Z2RL T
<TEEvy,

1

WOHAFNIE, £V Y —AOEHE Y Y CTEIHHMER L OEARER S AT A Y
V—ADEE L L TRENTWET,

ciscoasa# show resource allocation

Resource Total % of Avail
Conns [rate] 35000 N/A
Inspects [rate] 35000 N/A
Syslogs [rate] 10500 N/A
Conns 305000 30.50%
Hosts 78842 N/A
SSH 35 35.00%
Routes 5000 N/A
Telnet 35 35.00%
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Xlates 91749 N/A

AnyConnect 1000 10%

AnyConnectBurst 200 2%

Other VPN Sessions 20 2.66%

Other VPN Burst 20 2.66%

All unlimited

WOFERIX, &7 4 —/V FOFPZRLTNET,

3 8: show resource allocation D 7 « —)L F

Z4—ILF E1EA

Resource FIRZRT Z D TE DY Y —AD4HI,

Total FTRTCOarTFAMTHEVYTHEND Y V—
ADKE, ZOREX, RREREL A8
AFETNL NI BB OA U AH o ADH X &
T, VIAERETN—krT—V%REL
72856, ASAIXZ DERRDIZHIZ—k T —
D E AR L E T,

% of Avail UY—=Rn— R =T VAT LHBRRH %

BAll, a7 A MEERIZES THID YT
LN TWELEH VAT A U Y —ZADEIE, U

V= R AT AEIRR VNS, 2O T
LIZIEN/A EFRRENET,
RIZ. show resource allocation detail =~ > FOH |2 R L £7,
ciscoasa# show resource allocation detail
Resource Origin:
A Value was derived from the resource 'all'
C Value set in the definition of this class
D Value set in default class
Resource Class Mmbrs Origin Limit Total Total %
Conns [rate] default all CA unlimited
gold 1 C 34000 34000 N/A
silver 1 CA 17000 17000 N/A
bronze 0 CA 8500
All Contexts: 3 51000 N/A
Inspects [rate] default all CA unlimited
gold 1 DA unlimited
silver 1 CA 10000 10000 N/A
bronze 0 CA 5000
All Contexts: 3 10000 N/A
Syslogs [rate] default all CA unlimited
gold 1 C 6000 6000 N/A
silver 1 CA 3000 3000 N/A
bronze 0 CA 1500
All Contexts: 3 9000 N/A
Conns default all CA unlimited
gold 1 C 200000 200000 20.00%
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silver 1 CA 100000 100000 10.00%
bronze 0 [09: 50000
All Contexts: 3 300000 30.00%
Hosts default all CA unlimited
gold 1 DA unlimited
silver 1 CA 26214 26214 N/A
bronze 0 [09: 13107
All Contexts: 3 26214 N/A
SSH default all C 5
gold 1 D 5 5 5.00%
silver 1 CA 10 10 10.00%
bronze 0 [09: 5
All Contexts: 3 20 20.00%
Telnet default all C 5
gold 1 D 5 5 5.00%
silver 1 CA 10 10 10.00%
bronze 0 [07: 5
All Contexts: 3 20 20.00%
Routes default all C unlimited N/A
gold 1 D unlimited 5 N/A
silver 1 CA 10 10 N/A
bronze 0 CA 5 N/A
All Contexts: 3 20 N/A
Xlates default all CA unlimited
gold 1 DA unlimited
silver 1 CA 23040 23040 N/A
bronze 0 [09: 11520
All Contexts: 3 23040 N/A
mac-addresses default all C 65535
gold 1 D 65535 65535 100.00%
silver 1 CA 6553 6553 9.99%
bronze 0 [09: 3276
All Contexts: 3 137623 209.99%
WOFERIX, &7 4 — /L FOBPZRLTOET,
3 9: show resource allocation detail D 7 4 — )L F
T4—IK 58
Resource HlfRZRS Z LD TE DY Y —RADAHI,
Class TITHINE T TRAEET, K7 T ADLHI,

FTRTOaAy7THF AN 7 0—/L RZiE, T
TDY TABKTOEIMENTRRINET,

Mmbrs K7 TAZED B THEND AT A MDD,
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J4—ILFK

A

Origin

U v —AHIRDOERTT, EIZRO LY T,

A ZOHIBEMMEDOY V—2 L LTTIE
R, al A7y a AR L THRELE
KR

< C: ZOHIRITA = 7 T ZADNBAER
ShEd,

«D: ZOHIRIZA L R— 7 T ATIXESR
SNT=DOTIERL, T 74NN 7T AN
HAERENE L, 774V 7T R
H U THNT-arTHFANDOBEE,
X D) Tix7e< ey 272 £,

ASATIL, ICJ 71X D) % TA)] T~
HBb¥AZENTEET,

Limit

AUTRARNITEDY V—RHIFR (iaxttk &
LC) o ZITAERZET/N—k LT —V%IETE
L7284A. ASAIXZDFERDI-DIT/ A—k v
T U E AR L £ T,

Total

I IFANDTRTOaA L THFAMIbzoT
ELTornTndY =AD&, 0
Hradld, FIRRAEA AX L AETRF 1 BH
DDA AR AR ETT, U Y —A
NEHIROLAE, ZOFRRITEATT,

% of Avail

JTAND AT FA NERIZHES TEID Y
THNTWEREFY AT L Y Y —2DEIA,
U Y —ANERIROYEE, ZOFRRITZEAT
T UV —=RIZV AT AHIRRN WS, 2
DHT EDOFRRIINAILRY F9,

) ) —XADERIKRD TR

VAT AEITAR—RAT, arTXARITEDOY V—ADMERRRLV AT ALY Y — RO

W EeFoRTEET,

FIE

ATHRRANITEDY Y —AERRREFT L ET
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show resource usage [context context name | top n | all | summary | system] [resource {resource name
| all} | detail] [counter counter name [count threshold]]
T 7 AN FTE, all (FRTD) arTFA MOHEHRNBAE RSET, FarTF A
MIMEBNZ Y A FERRENET,

cFRELIZY Y —AD Efin A\O2—HF Lo TS a7 XA MERRTHITIL, topn
F—U—FREANLET, ZOAF T3 TlE, resourceall Tix/pl, VY —R X AT
1 ODREET HVENRHY T,

esummary 47V a VERET DS E, TRTOa T XA MOMEARESEAS SN TE
REINET,

esystem 4 7L 3 Tk, TRTOa LT HFA FOFEHRUDMHAG SN TFRRINET
B, MBESNTea T FAMIRTIEZRLS, VY =R T L5 AT LORHIRPER S
WET,

« resource resource_name CHEFFIREZR U VY — A4 1O\ TE, VY —RAEEHD 7 7 AD
BE (268 —Y) AWML TL 72XV, show resource type =~ RHEM L TL 72X
W TRTCOYA T HFrTHIiFal (T74/V8) BREELET,

edetail 77> a v ERETLHE, BFHETERVWI Y —=XEF0TXTOY Y —XDOEHIR
WNERSINET, oéxi, TCPIRITZEOHER R TEET,

« counter counter_name (21X, WWDOWTNNDF—T — RZFFELET,

scurrent : U Y —ADT I T 4 TIRRIREIEA VAKX A, T2 Y —AOBED
L— 2R RLET,

s denied : Limit 7 7 MIRIND U Y — AR ZAE R T2 T DR ST A VA7 o A
DR EFRRFLET,

speak : =V HED Y V= ADRIIFEAA AKX A, FIRIIE—I O Y Y — 2D
L— hEFRRLET, ZiUL, HaHE D clear resource usage =~ > R E 72X 7 /3 A
APV T—=MIEoTHREIZZ VT SRR BRI S E T,

call: (7740 B) TRTORGEHTHRZZRLET,
* count_threshold /%, XA d 2V Y —ADFREXRELET, 774/ MI1TT, VY—

AOFERRIA Z Z CHRET 208 % FlEl> TWHHA, 20U Y —RFRRINEY
Mo HDT BB al ZHRE L2 A . count threshold [XBIAE DM AR H S E 7,

c T RTDY Y —RAZRRT HITIE, count threshold % 0 \Z5%E LE T,

1

KIZ, show resource usage context =~ > RO 2R LET, Z 2 TiL, admin =
YTHRANDY V= ZERRIEFRRT OB 2R L TWET,
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ciscoasa# show resource usage context admin

Resource
Telnet
Conns
Hosts

Current
1

44

45

Peak
1

55
56

Limit
5

N/A
N/A

yy—zogrkRozs I

Denied Context

0 admin
0 admin
0 admin

KIZ, show resource usage summary =~ > ROz R LET, T 2Tk, 3T
DALTHRARNETRTOY V=D Y Y —=AERRNZFRRT 261" L TOET,
ZIZTE, 6 2T XA Ny OFIRMENR RSN THET,

ciscoasa# show resource usage summary

Resource Current Peak Limit
Syslogs [rate] 1743 2132 N/A
Conns 584 763 280000 (S)
Xlates 8526 8966 N/A
Hosts 254 254 N/A
Conns [rate] 270 535 N/A
Inspects [rate] 270 535 N/A
AnyConnect 2 25 1000
AnyConnectBurst 0 0 200
Other VPN Sessions 0 10 10

Other VPN Burst 0 10 10

S = System: Combined context limits exceed the system limit;

Denied Context

0 Summary
0 Summary
0 Summary
0 Summary
1704 Summary
0 Summary
0 Summary
0 Summary
740 Summary
730 Summary

the system limit is shown.

RIZ. show resource usage summary 2~ > FOH Nl Z R~ LET, ZDa~w FT

X, 25 20T ¥ A FORIRA RSN ET, Telnet Hiffeds LUSSHEEHED = 7 F A |
DORRAPRILTHFARNTLIZS THHI0, AFFORIIT 125 T, ¥ AT ADORR
DHIZ 100 TH DD, VAT AORANERENTOET,

ciscoasa# show resource usage summary

Resource Current Peak Limit Denied Context
Telnet 1 1 100[S] 0 Summary
SSH 2 2 100[S] 0 Summary
Conns 56 90 130000 (S) 0 Summary
Hosts 89 102 N/A 0 Summary
S = System: Combined context limits exceed the system limit; the system limit is shown.

RIZ, show resource usage system =~ > RO EZRLET, ZDa~vy RiE, T
NTCOaArTXALDY Y —=2AEHRUZFR LETH, MAaGbEizar7sA b
DORATIZRL, VAT LAORREFRLTCOET, BUEERATTRNY VY —2 %%
AT BHIZIE, counter all 0 A7 a3 A4 E LE T, Denied DFEFHEBRIZ., AT A

HIR2N & 535 E 1T,

ciscoasa# show resource usage system counter all 0

Resource
Telnet
SSH
ASDM
Routes

CLiovo1:

Current

0

0
0
0

Peak
0

0
0
0

Limit
100
100

32
N/A

ZOHIPUC L > TY Y =AM ER Sz Rm L E T,

Denied Context
0 System
0 System
0 System
0 System
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IPSec

Syslogs [rate]
Conns

Xlates

Hosts

Conns [rate]
Inspects [rate]
AnyConnect
AnyConnectBurst
Other VPN Sessions
Other VPN Burst

—

N
O U O NORKF O

OO ONOKFrH OO ORFr o

10

AVTFERNTOSYNKEDE=ARY Y

ASA IZ TCP fRATZEXHH LT SYN 2 A H1E LE 4, TCP 1Y

NMTFRLSEYTER—5EYT 1 |

5
N/A
280000
N/A
N/A
N/A
N/A
10000
200
750
750

O O O O O o o o

~J
N
o o

730

e

1T

System
System
System
System
System
System
System
System
System
System
System

. SYN 7 v ¥ —

TN XLEMHEHLTTCPSYN 77 v T 4 VIV WBEEHEET, SNV T vTF 4 v JKEE
I, BEIEIAT =T 4 TSNP T RUANLEEINTL 2 —#D SYN X7 v b TR
ENTWET, SINSXT Y FDT7 T 9T 4 I REFINCAEL S &, SYN Fa—R3 272
DRI X | BEREERICK L T — BRI TE e e 0 £7°, B WIMIEHE L X E

BHZAHE, ASAIT— DT ux L LTEIEL, 7547 FSYNZEK|

Y3 B SYN ACK

ﬁi\%%iﬁkbiﬁ“o ASAMNT TA T MIB ACK 22595 E. 7747 2 &L

PN OEZ T TE £,

FIE

ATFYT1 HFaLTHFAMIONWT, WBROEEEZET=FV 7 LET,

show perfmon

AT T2 HxDOarTHFA MO TCPRITZETHHAIND Y YV —2ADEEZE=F¥LET,

show resource usage detail

RTYT3 VAT LEED TCP RITZETHEMEND ) Y —R%2E=F LET,

show resource usage summary detail

il

RIZ, show perfmon =~ > RO B Z R L ET,

VTHXRAMDTCPRITZBELV— MR RLET,

ciscoasa/admin# show perfmon

Context:admin

PERFMON STATS: Current Average
Xlates 0/s 0/s
Connections 0/s 0/s
TCP Conns 0/s 0/s
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UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Reqg 0/s 0/s
WebSns Reg 0/s 0/s
TCP Fixup 0/s 0/s
HTTP Fixup 0/s 0/s
FTP Fixup 0/s 0/s
AAA Authen 0/s 0/s
AAA Author 0/s 0/s
AAA Account 0/s 0/s
TCP Intercept 322779/s 322779/s

RIZ. showresourceusagedetail =~ > RO Bz R~RLET, T~ NI, #Hx
DALTHFAIDTCPRATRETHENSNL Y YV —2&2FKRLET, (KFOH
TN T HRA ML TCPRITZEFEHREZRLET) .

ciscoasa(config)# show resource usage detail

Resource Current Peak Limit Denied Context
memory 843732 847288 unlimited 0 admin
chunk:channels 14 15 unlimited 0 admin
chunk: fixup 15 15 unlimited 0 admin
chunk:hole 1 1 wunlimited 0 admin
chunk:ip-users 10 10 unlimited 0 admin
chunk:list-elem 21 21 unlimited 0 admin
chunk:list-hdr 3 4 unlimited 0 admin
chunk:route 2 2 unlimited 0 admin
chunk:static 1 1 wunlimited 0 admin
tcp-intercepts 328787 803610 wunlimited 0 admin
np-statics 3 3 unlimited 0 admin
statics 1 1 unlimited 0 admin
ace-rules 1 1 unlimited 0 admin
console-access-rul 2 2 unlimited 0 admin
fixup-rules 14 15 unlimited 0 admin
memory 959872 960000 wunlimited 0 cl
chunk:channels 15 16 unlimited 0 cl
chunk:dbgtrace 1 1 unlimited 0 cl
chunk: fixup 15 15 unlimited 0 cl
chunk:global 1 1 unlimited 0 cl
chunk:hole 2 2 unlimited 0 cl
chunk:ip-users 10 10 unlimited 0 cl
chunk:udp-ctrl-blk 1 1 unlimited 0 cl
chunk:list-elem 24 24 unlimited 0 cl
chunk:list-hdr 5 6 unlimited 0 cl
chunk:nat 1 1 unlimited 0 cl
chunk:route 2 2 unlimited 0 cl
chunk:static 1 1 unlimited 0 cl
tcp-intercept-rate 16056 16254 unlimited 0 cl
globals 1 1 unlimited 0 cl
np-statics 3 3 unlimited 0 cl
statics 1 1 unlimited 0 cl
nats 1 1 unlimited 0 cl
ace-rules 2 2 unlimited 0 cl
console-access-rul 2 2 unlimited 0 cl
fixup-rules 14 15 unlimited 0 cl
memory 232695716 232020648 unlimited 0 system
chunk:channels 17 20 unlimited 0 system
chunk:dbgtrace 3 3 unlimited 0 system
chunk: fixup 15 15 unlimited 0 system
chunk:ip-users 4 4 unlimited 0 system
chunk:list-elem 1014 1014 wunlimited 0 system
chunk:1list-hdr 1 1 unlimited 0 system
chunk:route 1 1 unlimited 0 system
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block:16384 510 885 unlimited 0 system
block:2048 32 34 unlimited 0 system

WOHDFENE, AT AEBIEOTCPIAITZETHAIND Y V=R &R LET (KF
DY T N THXA ML, TCPIITZEFEHRERLET)

ciscoasa (config)# show resource usage summary detail

Resource Current Peak Limit Denied Context
memory 238421312 238434336 unlimited 0 Summary
chunk:channels 46 48 unlimited 0 Summary
chunk:dbgtrace 4 4 unlimited 0 Summary
chunk: fixup 45 45 unlimited 0 Summary
chunk:global 1 1 unlimited 0 Summary
chunk:hole 3 3 unlimited 0 Summary
chunk:ip-users 24 24 unlimited 0 Summary
chunk:udp-ctrl-blk 1 1 unlimited 0 Summary
chunk:list-elem 1059 1059 wunlimited 0 Summary
chunk:1list-hdr 10 11 unlimited 0 Summary
chunk:nat 1 1 unlimited 0 Summary
chunk:route 5 5 unlimited 0 Summary
chunk:static 2 2 unlimited 0 Summary
block:16384 510 885 unlimited 0 Summary
block:2048 32 35 unlimited 0 Summary
tcp-intercept-rate 341306 811579 wunlimited 0 Summary
globals 1 1 wunlimited 0 Summary
np-statics 6 6 unlimited 0 Summary
statics 2 2 N/A 0 Summary
nats 1 1 N/A 0 Summary
ace-rules 3 3 N/A 0 Summary
console-access-rul 4 4 N/A 0 Summary
fixup-rules 43 44 N/A 0 Summary

FYHTOoN-MACT FLADERT

VAT AT 4 Falb—valNEREFIUTFANNOEBERINIZMACT L 2%
FRTEET,

4

SRTLEEFETCOMACT? FLADRT

COHETIEH, VAT a7 4FX21b—v a3 NOMACT KL RAEFRRT D FIECONTHL
AL £,

1R BHEIIZ

MAC7 RL 2% A U Z =T =2 A AZFHTEHY Y TLHDOD, ZTOBRIZHBVERRA X—7
7o TWADH e FEIMACT RLAPMERAFOT RLRELRDETH, a7 4 Falb—
a VZIFBEEVER SN RUARSIEHERREINET, % TFEMAC T KL X ZHIFR
THE, FREINTVWDHBAERT RLABREHINET,
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FIE

VAT DFATANR=ANGEID Y TONIZMACT FLAZFIRLET,
show running-config all context [name)]

BB THNTZMAC T RLAZERT AL, al 7 3 UNLETT, mac-address auto
a<wy Rk, Zu—L ar7 4 Fab—vay T— NIRY 2—PREMETTN, =
THEANIVT 4 F2lb—aryEB—RTE, Z0avy NEGgARYEFEHZ N LT,
FO Y THNIEMACT RLREEBIZRRINET, 227 F A M T nameif =~ > RN Tax
EENDEN Y THELDOA L H—T oA AITFICMAC 7 FLARNE D B THRET,

1

show running-config all context admin =~ > K75 DR O H 77121%, Management0/0 -1
V=T oA AZEIV L TOHENTE T TATVBIOAL /3, MAC 7 R L ANER
SNET,

ciscoasa# show running-config all context admin

context admin
allocate-interface Management0/0
mac-address auto Management0/0 a24d.0000.1440 a24d.0000.1441
config-url diskO:/admin.cfg

show running-config all context =~ > R DR DO IJIZIE, §XTOI T FHF A K
AH =T 2 A ZADTXTOMACT RVA (74 IV BIOAX () BER
SN FE T, GigabitEthernet0/0 & GigabitEthernet0/1 D& A A > A U H—T = A AlLa
7 X A FNEBIZ nameif 2~ R TEREINRNWD, TNHDA o F—T = A AD
MAC 7 F L AIAR I TV RN SIZERE LT &,

ciscoasa# show running-config all context

admin-context admin
context admin
allocate-interface Management0/0
mac-address auto Management0/0 a2d2.0400.125a a2d2.0400.125b

config-url disk0O:/admin.cfg
|

context CTX1

allocate-interface GigabitEthernet0/0

allocate-interface GigabitEthernet0/0.1-GigabitEthernet0/0.5
mac-address auto GigabitEthernet0/0.1 a2d2.0400.11lbc a2d2.0400.11bd
mac-address auto GigabitEthernet0/0.2 a2d2.0400.11c0 a2d2.0400.11cl
mac-address auto GigabitEthernet0/0.3 a2d2.0400.11c4 a2d2.0400.11c5
mac-address auto GigabitEthernet0/0.4 a2d2.0400.11c8 a2d2.0400.11c9
mac-address auto GigabitEthernet0/0.5 a2d2.0400.1lcc a2d2.0400.11cd
allocate-interface GigabitEthernet0/1

allocate-interface GigabitEthernet0/1.1-GigabitEthernet0/1.3
mac-address auto GigabitEthernet0/1.1 a2d2.0400.120c a2d2.0400.120d
mac-address auto GigabitEthernet0/1.2 a2d2.0400.1210 a2d2.0400.1211
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mac-address auto GigabitEthernet0/1.3 a2d2.0400.1214 a2d2.0400.1215
config-url disk0:/CTX1l.cfg

context CTX2
allocate-interface GigabitEthernet0/0
allocate-interface GigabitEthernet0/0.1-GigabitEthernet0/0.5
mac-address auto GigabitEthernet0/0.1 a2d2.0400.11lba a2d2.0400.11bb
mac-address auto GigabitEthernet0/0.2 a2d2.0400.11lbe a2d2.0400.11bf
mac-address auto GigabitEthernet0/0.3 a2d2.0400.11c2 a2d2.0400.11c3
mac-address auto GigabitEthernet0/0.4 a2d2.0400.11c6 a2d2.0400.11c7
mac-address auto GigabitEthernet0/0.5 a2d2.0400.11lca a2d2.0400.11cb
allocate-interface GigabitEthernet0/1
allocate-interface GigabitEthernet0/1.1-GigabitEthernet0/1.3
mac-address auto GigabitEthernet0/1.1 a2d2.0400.120a a2d2.0400.120b
mac-address auto GigabitEthernet0/1.2 a2d2.0400.120e a2d2.0400.120f
mac-address auto GigabitEthernet0/1.3 a2d2.0400.1212 a2d2.0400.1213
config-url disk0:/CTX2.cfg

OVTXFXMNAOMAC T FLADRT
COWETIE, 2T FARNTMAC 7 RLRZRFTAHHECONTHBALET,

FIE

AT HFAMNTHEA U H =T =2 AMEHENTNDEMACT FLAZFRLET,
/context# show interface | include (Interface)|(MAC)

1
RITHI 2R L ET,

ciscoasa/context# show interface | include (Interface) | (MAC)

Interface GigabitEthernetl/1.1 "gl/1.1", is down, line protocol is down
MAC address a201.0101.0600, MTU 1500

Interface GigabitEthernetl/1.2 "gl/1.2", is down, line protocol is down
MAC address a201.0102.0600, MTU 1500

Interface GigabitEthernetl/1.3 "gl/1.3", is down, line protocol is down
MAC address a201.0103.0600, MTU 1500

(G¥)  showinterface =~ > NiX, AT DO MACT RLRAZFKRLET, MACT RL 2%
FEICEID Y THGEIL, BEVAERDPA R—T N> T X, VAT L av
T4 F¥alb—raNOREHOBEEKRT RLAOARERRTEXET,
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wFavrxzkE—ron ]

TILFAUTER L ET—FDH

RITH 2R L ET,

KA THERARMDMACT KL A%, HAFILAT VT 4 v 7 AZfHA L CEBRIZHRE L
i‘g—o

sconns DT 7 )V & 7T AH[BE, HEHIBTIE/A2< 10% (258 L. VPNother ¥ v g
& 10, N—A B SIZERELET,

cgold VY —RA 7T AEERLET,
' EW T % A & [administrator] &FRE L F 9,

« [ladministrator] WO 2T HA e, TI7FHVL MDY VY —RA T T ADO—FITH D LD
2. WER 7 7 v AU BICER L £,

cgold YUY —RA 7 ZAD—HE LCFTP — 0B 2O T XA MEBMLET,

ciscoasa(config) # mac-address auto prefix 19

ciscoasa(config) # class default

ciscoasa(config-class)# limit-resource conns 10%
ciscoasa(config-class)# limit-resource vpn other 10
ciscoasa(config-class)# limit-resource vpn burst other 5

ciscoasa(config)# class gold

ciscoasa(config-class)# limit-resource mac-addresses 10000
ciscoasa (config-class)# limit-resource conns 15%
ciscoasa(config-class)# limit-resource rate conns 1000
ciscoasa (config-class)# limit-resource rate inspects 500
ciscoasa(config-class)# limit-resource hosts 9000
ciscoasa(config-class)# limit-resource asdm 5
(config-class)# limit-resource ssh 5

( # limit-resource rate syslogs 5000

( # limit-resource telnet 5

( # limit-resource xlates 36000

( # limit-resource routes 700
( #
( #

ciscoasa )
ciscoasa(config-class)
ciscoasa (config-class)
ciscoasa (config-class)
ciscoasa(config-class)
ciscoasa (config-class)
ciscoasa(config-class)

limit-resource vpn other 100
limit-resource vpn burst other 50

ciscoasa(config)# admin-context administrator
ciscoasa(config) # context administrator

ciscoasa(config-ctx)# allocate-interface gigabitethernet0/0.1
ciscoasa (config-ctx)# allocate-interface gigabitethernet0/1.1
ciscoasa (config-ctx)# config-url disk0:/admin.cfg

ciscoasa(config-ctx)# context test

ciscoasa(config-ctx)# allocate-interface gigabitethernet0/0.100 intl
ciscoasa(config-ctx)# allocate-interface gigabitethernet0/0.102 int2

ciscoasa (config-ctx)# allocate-interface gigabitethernet0/0.110-gigabitethernet0/0.115
int3-int8

ciscoasa(config-ctx)# config-url ftp://userl:passwOrd@1l0.1.1.1/configlets/test.cfg

(

ciscoasa (config-ctx) # member gold

ciscoasa(config-ctx)# context sample
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ciscoasa (config-ctx) #
ciscoasa (config-ctx) #
ciscoasa(config-ctx) #

int3-int8

ciscoasa (config-ctx) #

ciscoasa (config-ctx) # member gold

TILFAVTEXERANE—FDERE

R10:TILFAVTHXRAME—FOEE

NMTFRLSEYTER—5EYT 1 |

allocate-interface gigabitethernet0/1.200 intl
allocate-interface gigabitethernet0/1.212 int2
allocate-interface gigabitethernet0/1.230-gigabitethernet0/1.235

config-url ftp://userl:passw0rd@10.1.1.1/configlets/sample.cfg

HEes TSV rITH—L)I)—R B EETEER

~NFEX2VT 4 aTFHFAR 7.0(1) CNF AT HRAL T RPREAS
WE L7,
context, mode, class D5~ KN
BASINE LT,

MAC 7 KL 2 H#EhEl D 24T 7.2(1) AVTRARNAHE—T 2 AD
MAC 7 R 2 HENEID B THEAS
nE L7z,
mac-address auto =< RBNEA IR
F L7

Uy — REH 7.2(1) VY —2AEENEAINE LT,
class, limit-resource, member D4 =
< FRMEBEAINE LT,

IPS A8+ v — 8.0(2) IPS V7 hU =7 DR—2 5 6.0 Lk

B4 24T LT 5 AIPSSM TlE, #%%
OEBEE Y —EFATTEET, OF
V. AIPSSMICHEEDOEF 2V T ¢ R
Uy —%RETDHENTEET, &
AT ANERITV IR
ASA % 1 D F 2 13O o —
WZEID YTl B OEX2 )T ¢
a7 XA &R AT =2l
DNHETAHZENTEET,

allocate-ips =~ > RAVEAINE L
770
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¥ av7%z k- rorE [

HaE

iy

IS5y kTA—bY—R

HEEEHR

MAC 7 KL A HEEl D 4 ToORRER
1k

8.0(5)/8.2(2)

MAC7 RUAEANET ENE LT,
TVUT 4y 7 ANMER &, EERL
i (A2) PMERSHET, £,
T2 VA== T DT T A~ )4
BLEH A VIEBRD MACT RLA
ENZEIUCRR D AFZ— 20 EH S
9, MACT7 FL AU e— K&
MR SN2 L9122 ELE, avy
RS—H—3BIE, BEVERL A R—
TR TNDENE I MWETF =T
L9, MACT FLA&ZFEHTHE|
WHBTHIENTED LT LHHE
X, A2ZE L FEIMACT R L A X6
RCEEHA,

mac-address auto prefix =~ > RV

HENE L,

ASA 5550 35 L TN 5580 D k= T F
A N O

8.4(1)

ASA 5550 D REXF 2 VT 4 a LT
A MY 50 5 100 (ZHEN L F L
72 ASA 5580 TOD g KEM 50 725
250 IZHEINL & L7z,

MACT RLVADOHBE D Y THT 7+
L R TCOHEME

8.5(1)

MAC 7 FL 2O BEBHEI Y BT, 5
T xRN TA =TT Y FE LI,

mac-address auto =~ > RNEE I
F L7
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L T3 bI7r—L))—R HRETEER

MACT RL A L7 47 Z20HE) 8.6(1)
AR

. CLl 7% 1:CiscoASA > —X913CLIa> T4 Fal—>3> HA K (—RRIAGEE)



| "M FRASEUFAERT—5EUT 4
w7 27452+ 2= FoBE |

3
b
R

T3 bI7r—L))—R LA

<)VF asTHA DN ET— T, ASA
ZMAC 7 RLAHBERKRDO =7 ¢
Xal—vara&HL, 77411
DTVT 4y AHTELLHI
MY ELE, ASAIL, A1 X—T=A
A (ASA5500-X) FE72lI w7 L—
v (ASASM) ®OMAC 7T R L ADEH%
D2RA NMZHEEASNTT LT 4 v T A
ZABAERLET, ZOEHIT, U
o— RIFE 21X MAC 7 R L R ERE
HEA X—T V2T DL, HEIMIZLT
PNET, AROT VT 4 v 7 2
X, BV A N ECT—EDOMAC 7 K
VAR KD EUNCRFES DR E, £
< OFEE L= LET, show
running-config mac-address =~ > N %
AJJLT, BHBEVER SNV T 1w
JAERRCTEES, V747 R
EERT LG, DAXLT VT 4
J AL > CTHREZ R ECE £,
MAC 7 R L 2R OPERD F kT
HT&ERBR ET,

(6=3)) T =)L —R"—XT Dk v
NVA T w77 L— Rai
5720, ASAIL, 7=—
N —=R—INFHTH D5
A BFEoary 7 4 X2 l—
T a DMACT KL & A
Yy Rz va— REHZAH L
FH¥A, 7L, Tx—b
F—= =TT 5 & ZIE,
HERRA Y RET VT 4w
AZFERTELET L & &8
SHEEL E4 (FrlZ ASASM
DEZE) « TV 74T A
A REMHL2RWEGA,
BippAmy NEFIZA VA
F—/L &N 7= ASASM T,
T o — )L — 3R LT
BAICMACT RLADAETH
BT, T 74 v 7O
W RETHZENRHD F
4, T v 7T L— RKIZ,
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N FTRASEYT4ERT—5EUT 1 |

T bITH—L))—R

MAC 7 RL RO T L
T4 ALFREERT DI
. T7ANVNOT LT 4
7 AT 5MACT KL
AR A FHOA F—7 ML
£7,

mac-address auto 2~ R HE I
* L7,

ASASM DA DT RTOET LV ETO
MACT RV ADOHBNE Y Y TIEXT 7 %
I RTTF 4 E—T L

9.0(1)

H&h MAC 7 KL ADE Y 24T
ASASM ZFRWT, 774V b TT o
=T MR £ LT

mac-address auto =~ R2OZVET X
F L7,

X2V T4 arTERARNTOEAF
Sy N—TFT 4T

9.0(1)

EIGRP & OSPFV2 XA} v Jb—
Ty e havy, wF ar
THRARNE—RTHFR—FEIND LD
(2720 £ L7z, OSPFv3, RIP, BJL O
2 IVF X A NN—TF 4 T T R—
hEERA,

N—TF 4T T—=T ) DT
DOFLNY V) —R X AT

9.0(1)

FHLY Y — A X A 7 routes BERL S 41
Fll, ZhiE, a3 7FARTO
N—T 4T T—=T Nz b D
KREEHRET D2 TT,
limit-resource. show resource types.

show resource usage. show resource
allocation D52~ RNEHEINE L
77

YAF AT RA D E— FOPA |
V—44 | VPN

9.0(1)

A R —HA 5 VPN k2 RN,
~NF arTHRARNET— R THR—
rEnsd kv EL=,
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w7 27452+ 2= FoBE |

IS5y kTA—bY—R

YA FY—HA VPN h R Di=
HOFH LW —RA Z AT

9.0(1)

LY Y —R %A 7 vpnother & vpn
burstother MER I E Lz, T,
HATHFRARTOFA MY —HA |
VPN b U RNV DRI ETRET DT
‘(“bado

limit-resource. show resource types.
show resource usage. show resource
allocation D%~ RRLEHEINE L
776

IKEvl SA x> — 9 0 OHF LW
U= A4

9.1(2)

CPU LS b= ¥ OlAm &<
728, I T XF AR EIZIKEVI SA
FIAVIT— g ORI — T —
VEBRETDHIEOOH LN V— R H
A 7’ ikevl in-negotiation 23MERk S 41 F
L7z, FFEDORM (REROEHE,
CRL, Fx=v772E) IZL->Tix, Z
DY Y =R &R 2 EN S D5GE
N0 ET,

limit-resource. show resource types.
show resource usage. show resource
allocation D& 2~ FRALEEINFE L
7=
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NMTFRLSEYTER—5EYT 1 |

TS5y R Th—bY—R

~“NTFaATXFARNE—RTOY E—
N 727 %A VPN ¥R — bk

9.5(2)

WD FE— K TU AL~ LF
aVTFAME—RTHEHATES L)
2720 £ L7,

+ AnyConnect 3.x A% (SSL VPN @
. IKEV2 (THHR—F LEEA)

o HhegE R AnyConnect A A —

==

X AE

* AnyConnect f A — DT v 77
L—F

AnyConnect ##tD 2 27 F A K
U — AEH

G¥) ~wAFarssyxAME—FR
TlZ AnyConnect Apex 7 A &
YAPKETY, TT AN
VLA —DT A& A3
MTEEEA,

Ro=a~vy FRREASHE L,
limit-resource vpn anyconnect,
limit-resource vpn burst anyconnect

<INV TF aLTHRA N ET— ROEED
AEEOFEFIA N /2 — 4

9.6(2)

AnyConnect SSL 78— h 23 EIR S 41,
INETY U TN E— RTORME T
RE7Z o T2 REEDOERIAT) & 2 —F 4,
BBHERED CLIA L F 2 T F & |k
E— RFCHLHEMMITELLICRYE
L7,

ERINT-a~r NIdbo £8A,
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w7 27452+ 2= FoBE |

HaE

iy

IS5y kTA—bY—R

HEEEHR

VJE—FT77HBAVPNOT7 T v a
irgstie

9.6(2)

NVF asTXFARNET—FRKDY FT—
k727 AVPNIZT T vy 2 AL
Y AR—bFLET, BHARERGE 7
Ty allEkOE, aryrrXxA NI E
27T A _— hefE e F A b L—
COGFTRHETEET,
o 7T A _— FilEE Y —
DOIHBHEMNT B, ZYa—W
WFaL TV EGDT A NVE
BRELET,

HEHEZ RL—T  FEhCR D b
ZOMFEBIC T ANDT v a—
K&, HHdda—F ar7x
A MR /EZIAHLTEDH L
) ZDREEA~DT 7 AN &
nNEJ,

DA~y FRRHASHE L,

limit-resource storage. storage-url

“NFaLTHFARN TNAATO
AnyConnect 7 A4 7 N a7 7 A
LD R— h

9.6(2)

AnyConnect 7 7 A7~k 7u 7 7 A
NN NVTF AT XA RNDT /N, AT
PR—hEFELZ, ASDMZEH L
TH LW m T 7 A LZBNT 5
1Z. AnyComnect E¥ =7 €U 7 ¢
77478 )Y —24200748 £7=
1% 4.3.03013 LA DS LB T,

vNTF ATHFANE—RD
AnyConnect HEi D AT — h 7 )V 7 = —
JUA— N —

9.6(2)

~NF arTHRARNE—RT
AnyConnect #55tD AT — k7 )L 7 = —
A —N—=N R — h S E Lz,

ERINTa~vr NEIbo £HA,

~AF arFE AL ET—RTYE—
NTIBAVPNAAFTIv I T+
ARY — (DAP) VAR — b EhE
L7z,

9.6(2)

NV F aTHFARNE—RT, v
FERANTLICDAP R ETX S L
TR E L=,

EHINTa~vr NIbo £HA,

v F arTHFA N ET—RTY E—
N7 7% A VPN CoA GRWZEW) 28
PR—hrENFE Lz,

9.6(2)

~NF arTXFANE—RNT, 3
THERAPNZLIZCOAZRETED LD
2720 F L7,

EHEINT-avy Ridd b £8A,
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N FTRASEYT4ERT—5EUT 1 |

HaE

iy

T bITH—L))—R

HEEEHR

“NFArTFIFARE-RT, UE—
N7 27®AVPN Oa—h T A XN H
R—haIhFE L,

9.6(2)

a—A V¥ —varnsa— e
A—hENFE L, #EOa 7%
fcifFasnse—h Y E—va v
TZrA Nty MI 1O T,

ERINT-a~vr NIbo £HA,

IKEv2 D UE—F 77X VPN XL,
VAT TUFRR | B RTHR—
PERTOET,

9.9(2)

UE—F 727X VPN (L, IKEV2 D
~YNVTF AT HEFAX L T FTHRT
TET
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=% =R

INA TFRASE)T4D=HDT—)L
A —/\—

ZOETIL, Cisco ASA DA TRAFZEV T 4 H#ERT DD, 77T 4 T/AZ KA
AFTRXTITA4TITIT 47 72— A —_"—2RETDHHEIONTHHALET,

o« 7z —)LF—R—=|ZDONT (307 =)

e Tz )VF—NR—DT B A (332 —7)

s Tx— VA —N—DHA KT (334—7)

« Tz — VA —R—=DFT 7 5Lk (337 =)

T IT 4 TIAZ N, T 2—)LF—R—DRE (337 2—)

T IT AT T 4T T o= A —N—DFE (342 2—)

ATl DT = VAR RT A= HDFHE (349 N—)

o 7 x— LA —— OFEFL (359 —)

e =KX YUY T — )L —— (366 2—7)

« 7 — )L F—R_—DERE (367 2—)

Jx—)LA—/\—[ZDL\T

T2 LA —R—DHRETIE, EHT7 2= A==V 7 (BIWMEETAT—KIV v 7)
AL CHAEICER SNTZ 2 OORI L ASANKETY, 777 4 7HEEBLOA V4 —T =
AADNVANE=Z ST, FIEDT = — VA — "=~ L TV DN E D 23Vl &
nNET, IEORMEIC—8T DL, 72— NFd— =R {TbhEd,

Jx—J)LA—/I\—F—F

ASAIL. TI9T 4 TIT7 0T 47 72— VvF ==L T T 4 TIAZX N, T z2—)LF——
D2HODT =—)VE—=N_"—F— R NP R—-—rLFET, 7 ==V A —_"—F— NI, 7=—
N —NR—FHEB L TTHMEOFANH Y £7,
T IT A4 TIAB N, T o= )L —"—TI., | BOEBNT 75 1 THEBTT, 20D
WENN T 74 v 7T LET, AXUNNAEEBX, 77747 N7 7407 2ELE
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B o vt—r—ovzrrEn

Yh, To—NF—R_R=RNEAETIL TIT 4 THEEBNAZ L ARAEBICT 2 — L —
N1, FOREZNRNAEBRNT 757 4 TNV ET, o NERIIvLTF arsTx2
N E—RTIE. ASADT VT 4 TIARZ N, Tx2— )L —NR—%FHTXET,

T ITF AT TITF AT TN F—— a7 Xzl — 3 TiE, @HFD ASA M)
PRy NT—0 NI T 4w P BETIENTEES, 79T A4T7I7 7747 7 =—/vE—
N=lF, vATF arTHA N T RO ASA TOREATEES, 777471777 4
T Tz VA= N"—TE, ASADEX2VT 4 AVTHARNE2ODODT = — )L —/3—
TN—TIHEILET, 72— A —_— T —T1F, | ODEFEEOEx=2 T+
AT XA NORBIN—TICTEER AL, —HOITN—T1E, FTF7A~Y ASATT 7V
T4 TICRDEIEVLETONET, DI NV—F1%, ¥ XV ASATT 7T 47
WA EED Y ToNET, 7o d— =BT AL, To—F—R—
=7 LTI ET,

WMGFDT7 2—F—N"—F— Ky, AT — M IIVELIZIAT— LR T 2— /LA —"—%
PiR—rLET,

Jr1—I)LA—IN\— DI RTLEH

IOIETIE, 72— A== 7 4 X2l —a IHDASADNN— Ry = TE V7
=T BN BIORTA B REEIZOWTHBALET,

N—FroxzT7EHL

T2 )L F—N"—ar 7 4 FXal— g 02E0EEIT. ROSMZHTZ L TWDLEND
D ET,

cF/LETALTHDHI L, EHIZ, AVTTAVAFVATIE, ALYV Y—R 774
VEMEHERTOILERS Y 7,

Firepower 9300 O455 . @ HMEIXFRIC X A 7OEY 2 — V[ TOHY R — K I TVE
TN, 2BEDY Y —VICEV 2a— VERESELZENTEET, e Fyr—v
IZSM-36, . BLUSM-44 ZFLETEET, SM36EFEV = — /L], BLUNSM-44EY = —
R @ A AERT ZERRCE £,

A B =T 2 A ADREFZATHRRILTHD Z &,

7'Z v N7 F—2I F— KD Firepower 2100 & Firepower 4100/9300 > % —3 Ti&, 7 =—
VI —R— BT LRI, TRTDA 2 —T = A AN FXOS TR—IZHpiHER S
NTWOIRMENRHYET, 72— VA== AP LB TA L F—T oA AEEET
DA, AL AL 2=y hOFXOS TA VA —T =2 A AER L, TI/T 4T 2=y
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7 = A A& ASAFirePOWER &V 2 — VDl % 7 = — /A — = TE <20 £7,
ASA FirePOWER & ¥ 2 — /VZIZEHHA VA — T 2 A ADBMETHY, TDA 2 F—T = A
Z1X 1 O OEREIC DO T& £4°, Firepower4100/9300 Tik, fEEDT —H XA T A L H —
T A AERMEHTEET,

TI2T4T7IPT FVRERZ U ANAIPT RV AZT == A—"— U 7T HTET,
failover interface ip failover if name {ip_address mask | ipv6_address | prefix} standby ip_address

51 :

ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

EJ =

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

ZO7 FVRAIRFEHDOY 73y b ElIZRITFNIERD EHA, ZOHT Xy MIIPT KA
M2OET D31 By b (255255.255254) 1295 Z EMMTEXET, 169.254.0.0/16 & £d00:0:0:*::/64
ENEICER ENAY T %y R THY ., 72— A F—N"—J IR0 F— ) U7 IR
LT EITTEERA,

ABNRATIPT RVAIL, 7727747 IPT RLVAERUY TRy hTHHILENDY £9,
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ATy T1

FoF4IIRE A Tr—Nt—ni—nT54 7 EE0RE |

Tz VA== Y T e =T ML ET,
interface failover interface id

no shutdown

1 -

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

ATvar) 27— V7 ELTHRAT A 04— = A& ELET,
failover link if’ name interface _id

1 -

ciscoasa(config)# failover link folink gigabitethernet0/3

T x— VA —R_R—= VI RAT— ] Vo b HETH LN TEET,
if name 51U, A H2—T = A AZLAFIEEID S TET,

interface_id 1B CIE, MBA L H—T 2 A A, B TA L E—T oA A JLEAVF—T = A
A #¥721% EtherChannel 4 > % —7 = A AID Z45E CX £ 7, Firepower 1010 TiL, A > ¥ —
T2 A KNIT AT I =N A F—T 2 AID T, AA vF K—FID £721Z VLANID
EIRETHIEIXTEERA,

BMOAT— K VI ERELIGE, AT — b V2T 7T 47 IPT RLRAERAZ A
IP7 RLAZEIDYETET,
failover interface ip state if name {ip_address mask |ipv6_address/prefix} standby ip address

51

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

F2E

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

ZOT7 RVARIXK, 72— NA ==V 7 LI TR REHO 7y N B2 id7eh £
Hhe ZOVT Xy MIIPT FLANR2OZTF D31 By b (255.255.255.254) (2452 &M
TEET, 169.254.0.0/16 & £d00:0:0:*::/64 IFNFHHIMEH SN LY 7Ry R THY, 7=—L
==Y I RAT— N U IFERHTHZ EITTEERA,

ABUNALIPT RLAIZ, TI2F 47 IPT RLAERMUY TRy hTHAVLERHY T4,
AT — N Vo7 2T 54813, ZOFEEZEIFELTIEEIN,

WMDOAT—h Vo7 2BELISGE. AT —h V724 X —7 M LET,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE)




NMTFRLSEYTER—5EYT 1 |

. TIOTATIREZ VN T2— VA —N—DTSATEBDHRE

ATvT8

interface state_interface_id

no shutdown

1 -

ciscoasa(config)# interface gigabitethernet 0/4
ciscoasa(config-if) # no shutdown

2F— kU s BT AERAE. COFIEE LIE LT E S0,

FTvay) Z7=—NA ==V I BLORT—F U7 OEEEZREST DI, &
DOWTNNEFEITLET,

B T RCOT =2 — L F—N—BEERELT B2, EEROT = —F—3— 1
VI RELOAT— |k U7 O IPsec LAN-to-LAN k> R /L& FNL LT,

failover ipsec pre-shared-key [0 | 8] key
i

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

key 138K 128 XFTY, MAFOEEICFRI L —%2HBELET, F—ILIKEVRIZLX->THhH
VANV ERESLT DO S E T,

VAR —=RAT L —R (FAZ—NAT L—ADHRE (1853—) 2HH) 2HEHALT
WAHEA, ka7 s FXFab—va N THE SN THWET, 207 4 F=2b—
varhbat—3554581% (72 & 2 I1F moresystem:running-config O H 1/ b0 a v —) |
XF—U—F8AEMH L THF—DBHELINTWAZEEHBELET, 7 74/ M Tl K
FINTWRWART — REFRET L 0 MEH I ET,

show running-config ® {1 /) ClX, failover ipsec pre-shared-key [ ***** (O X 9 |ZF /R X1
79, ZOFATSINeF—lFar—T&EHA,

T x2— N A== T BIOAT— ) 7 OBEBLERE LWGE, 7 =— A4 —
N—JBEIZZ VT TF A MY T, ZoOEEFEITa~y MERHIC %msmé:/
T4 X2l —2a VAOTRTONRRAT — RRF—bEENET,

[Psec 5 5k & L 2 — failover key s 5L DM HFZEHT 2 Z LIXTEEREA, WHD
FiEZBRE LTcaid, Psee WMEHSNET, 7275 L, vAF— AT L —X%MEHT
BE4A . IPsec iE %ﬂg% % ET DA no failoverkey =~ > REFH L CTY = — /LA —/—
XF—ZHIRTZ2MLERH Y T,

7 = — )L A —/3— LAN-to-LAN k> /L%, IPsec (Do VPN) T A & & 2L A
SNFEHA,

i

(A7vay) Z7=z—nNF—NR"=J I BIOAT—F U7 DT x—)LF— "—ja@]
e b LE9,

failover key [0 | 8] {hex key | shared_secret}
i

il
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ciscoasa(config)# failover key johncrlchtOn

1 ~ 63 7D shared_secret F 7213 32 7D 16 X — % H U E 3, shared secret |Z
I T T FRBARROEEOMARDE A TE £T, MAMEEIT 16
B — I 5 — 2 BT DI SN E S, MADOEEICFH CF—2HFELE
o

YAZ—=RAT =R (RAF—=RAT L—ADRGE (185—) &BH) /MM LT
WAHGE, HAMB LT 16 RS —IZar 7 X2 b— 3 VNTKES{L SN TV E
T, AT 4FXal—rarhrbabt —3585481% (72 & 21X moresystem:running-config
OHNMEDar—) | F—U— R 8 &l L CIARE E721E 16 EEF— g5k
NTNLZEEHELET, 7740 FTIE, B LSRN TOWRWASRAY — RE$EET D
0 SET,

failover key O ILAFE L, show running-config O [ /1T ***** LFRINFET, Z D~
AT SNTF—Fa—TxEHA,

T oA =N I BLRRAT— ) 7 DR ERELRWNES, 7o—/LF—
N—BEIZZ VT TFA MR ET, Zo@EICiia~vy FMERPIEESNS 2
TA4FX 2l —a rNOTRTONRRAT— FRF—baENE7,

T =N F—NR—% A FZ—T NV LET,

failover

VATFA Ay I 4 Xal—arE 7T yvia AEVIREELET,

write memory

51
WIZ, oA VEBHAO T 2 — 1 F—_"— XTI A—FOREME R LET,

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3
no shutdown
failover link folink gigabitethernet0/3
failover ipsec pre-shared-key a3rynsun
failover

TIOT4TIREIN, TJx—ILA—NN—DEHFVEEDERTE

ThH T VEBICVNERD L T X2l —a i, Toa—Ad == I Dar 74X
L—a UiEi T, B DEEICL, IV EEEPIGEET LD, b
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NMTFRLSEYTER—5EYT 1 |
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&

ATy T2

DA<y RRMETT, FI9A4~VEBNRE D A VEBICa 7 FaL—a BREL
72, 225037 4 X2 b—1 3 URETHE— REOE ST failover lan unit =~ > T
T, ZOavwy RCHREBNTIA < U2 ) haEiilLEd,

1R & BHEIIZ
o 7T x— LA —N— U I BIORAT— K U 72 nameif Z % E L2V TL ZEV,

eI TF AT XANET—RTHE, VAT LFTAN—ATROFIEEZETLEST, 2
THXARARNL VAT LFLTAN—RIZEID B2 521X, changetosystem =~ > K& AJ) L
\i—a—(}

FIE

failover lan unit primary =~ > REZRWT, Y74/ vV HEELFo<FALavy REHAT
L %7, {E& T failoverlanunitsecondary =~ RIZE #2252 & 1 TX 97, secondary
X7 74N PREDTD, WATEDY S8, 77T A TIAZ N, T 2= )b —/3—=D
TIA= VEBOBRE (337 X—) ESRLTIZI,

RITH 2R L ET,

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

ciscoasa(config)# interface gigabitethernet 0/3

ciscoasa(config-ifc)# no shutdown

ciscoasa(config-ifc)# failover link folink gigabitethernet0/3

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config) # failover

Tx— )V —N— a7 4 Xalb—varyNa#Enz#%c, a2y 74F¥alb—varvx7
Tyva AT VIEELET,

ciscoasa(config) # write memory

TO9T4TI79T4T TJx—ILA—N—DEFE

IR TITATIT T 4T T — N — DB EFIEICOWTEHA L ET,
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— “ — . » (o Ju— ‘:t En".-'
TIOTATI79T47 Z22—ILA—N\—DTSAT)EEDETE
COHEOFNEIHSAT, TIT 4TI TIT 4T TJo—NF—_"—a T (X221 —1 3T
TIAVEBEZHRTELET, ZOFETIE., 7I9A~VEBETCT =N I — =2 X —T
ST DD R/ NDa Ly T 4 Fab—2a UBHAERESNTWET,
1R BHIIZ

s IAF AT HRA R T— ROEMEEIFT 4 E—T ML (2662—) 1T~ T, </
FaLFERARET— REA F—T T LET,

N—TFT v RE—R AL H—T 2 AL NTUARXT LU N E—R A F =T A (
697 N—) LT, 7x=—NA—N"—= U I L XFT— K VI ERSTRTOA >
B—=T 2 A ADAZUNAIPT RVAEZRETHIEAWRELES, A MY —FA
VRERIZ3I By N T Ry N R EMHT LA, AX UL P T RV RAERE
L7aWNTL 72 &N,

s Tx— A== Y I BIORAT— K U 72 nameif ZZE LRV TL X0,

s ZOFNEF T AT LDIATANR=ATEITLET, TV THFAINL Y AT LFTANR—R
(ZY) 0 B %2 HI21E, changeto system =~ K& A LET,

FIE

ATy TN ZOEEETIA~ VERIHEELET,
failover lan unit primary

ATV T2 Tz nNA—N= Vo7 L THATOIAN V=T =4 AERELET,
failover lan interface if’ name interface_id

1 -

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

DA E—T 2 A AL, MOBRICIIMERATEEEAL T a AT — VU7 ER
<) o

if name 5I1EUX., A ¥ —7 = A AZL4EIEEID ¥ TET,

interface_id BIBITIE, WHEA LA —T 2 A X, BT B —T =2 X, TRA L E—T =A
A, F721% EtherChannel £ % —7 = A 2 ID Z45E C& £7, ASASM TiX, interface id T
VLAN ID Zf5%E L £, Firepower 4100/9300 CTliL, (EEDT — X XA T AV X —T = A%
fEATEET,

RTYFT3 TITA4TIPT RLARLEAZUNAIPT KL ARE T = — VA — "= U 7\ ZHD Y TET,
standby failover interface ip if name {ip_address mask | ipv6_address/prefix } standby ip _address
il -
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ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

F2E

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

ZOT7 FVARIRFEHADOY 7y b ElIZRITFNIERD EHA, ZOFT Xy MIIPT RLA
M2O7ET D31 By b (255255.255.254) 1295 Z EMNMTEET, 169.254.0.0/16 & £d00:0:0:*::/64
INEENCEH SN2 7%y FTHY, 72— A== IR T — U 7 IfERT
LT EITTEERA,

ABUNALIPT RVARIEL, 72747 P77 RLAEFELY TRy NTHLLERHY £,
Tz VA== YT A XTI L ET,
interface failover interface id

no shutdown

1

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

ATvar) 27— V7 ELTHRAT A 04— = A& ELET,
failover link if’ name interface _id

1

ciscoasa(config)# failover link statelink gigabitethernet0/4

T —R—= Vo I ERIT—F A F—T oA RALINIRR DA —T = AT
TAHZLELERBEIOLET,

if name 51T, A v F—T7 = A AZLEIEEID ¥ TET,

interface_id BI1BUZIZ, WA L F—T 2 A A BTN Z—T =2 Af A, TRA X —T = A
A, F721% EtherChannel f > % —7 =4 A ID ZfiE TZ £7, ASASM TIXL, interface id |Z
VLANID Zf5¢E L £,

BOAT—K VoV E2BELERE. AT—M V2T 7T 47 IPT RLAERZ LA
IP7 RLAZE Y Y TES,

DT FLVAIL, 72—V A—R_—=0 7 3B REROT 7 32y b B2 THER0 F
HFhe ZOV TRy MIIPT RLUAR 2T D31 By kb (255.255.255.254) 1285 2 &0

TXFEJ, 169.254.0.0/16 & £d00:0:0:*::/64 ITNFHNER ENDH V7 Ry P THY, 77—/
F ==Y IRAT— ) U 7IEATAZ LI TEET A,

AL UNRATPT RLRIE, 72T 47 IPT7T RVALFILY 7Ry bTHAHIULELRH D £,
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27— h V72 FTHHEIE. ZOFIEEZ LIXLTIEIN,
failover interface ip state if name {ip_address mask | ipv6_address/prefix} standby ip _address
il -

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

Ey e

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

MOAT—K V72 BELESE, AT —F V724 RX—TVICLET,
interface state_interface_id

no shutdown

1 -

ciscoasa(config) # interface gigabitethernet 0/4
ciscoasa(config-if)# no shutdown

27— M Vo7 2T AT, ZOFIEEZEITL T ZE N,

(A7vay) Z7z—nNA—R_"—= Vo I7BLORAT—F U7 OBEERKF LT 21203, &
DONTINEFITLET,

o (B) T _XTO7 = — A —R"—@E & bT 5121, EERO7 = — LA —"—1
VI BEIOAT— 1k U7 O IPsec LAN-to-LAN k> RV &R L E T,
failover ipsec pre-shared-key [0 | 8] key

ciscoasa (config) # failover ipsec pre-shared-key a3rynsun

key 13K 128 LFTCTY, M FOEEICFHUXF—2EELET, F—IFTIKEVIZEL->THhH
VAN ERENIT DO SN E T,

CAB—IRAT L —R (v AL — XA T L —RAOHFE (1852—) #5H) ZEH LT
WAEA, F—Far 74 X2l —va WO LENTWET, 2074 X2l —
varvinbat—73 5851 (72 & 213 moresystem:running-config D1 /1 LD 3 B —) |
F—U—R8EMHL TXF RS LENTVWDHZ a2 ELET, T 74/ M TliE, K
FAESNTWRWANRYT — REFRET D 0 BMEH S ET,

show running-config ® {1 /) ClX, failover ipsec pre-shared-key [ ***** (O X 9 |ZFK /R X
F9, ZOFTAZINEFXF—Eat—T&EHA,

T x— A== T BIOAT— ) 7 OBEBLERE LWGE, 7 =— 34—
N—BEIEZ7 V7 7FA M2 3, Zo@EFI2ida~y MERPIZEEINS 3
T4 X2l —2arHOTRTONAT— FRF—4EFENET,

CLl 7% 1:CiscoASA > —X913CLU VT4 Fal—>a>y HA K (—RRIAGEE) .
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ATvT9

IPsec W51t & L 77 2 — failover key Wi 5t DN S 2145 Z L ITTE EHA, WHD
TiEZBGE LTZHmAE, IPsec DI SNET, 7L, v AX— NAT L—X&T
L6, IPsec B 5 b & 5% E 3 5 R no failoverkey =~ > R&fH L CT7 = — /L4 — 3—
X—ZHIBRT 2MERH D 7,

7 = —/)L A —/3— LAN-to-LAN k> %LiX, IPsec (FDOMd VPN) T A & A1 H
INFEH A,

i

(AFvay) 7z—nNA ==V IBILOAT—F V7 D7 =—/)L A — —iF
EEE{E LET,

failover key [0 | 8] {hex key | shared_secret}

ulll

ciscoasa(config)# failover key johncrlchtOn

1 ~ 63 LD shared secret 721332 LFD 16 HEHF— &AL £,

shared_secret \Z1%, F. XF. ELITAFADOMTEOMAGDOEEMEHTCEES, A
R E 7T 16 R — 13 B — 2 AT D 7o DI Sk 7, 7 DLGEICH U % —
ZHEELET,

CAH—IRAT L —R (AF—RAT L —RAOHRE (71853—) #HM) #FHLT
WAHSS, WHAMBE EIT 6 R —1Tar 74 F a2 —va VNTES LS TVE
T, AT 4FXalb—rarhbabt —F5541% (72 & 21X more system:running-config
OHIImb0ar—) | F—U— K8 i L TIARME £7213 16 EHF— 2R 5L &
NTNWDHZEEHRELET, T 740 FTIE Kb ENTWRWRR Y — RERET S
0BRSS ET,

failover key O LA FA% (X, show running-config O Hi /)| ****x L FIRINFE T, T DO~
AT EINTF—iFar—TCxEHA,

Tx—NVF—NR=J oI BIOAT— MY 7 OEEALEZRELRWSES., 72—V A —
N—BEIZZ VT TFA MRV ET, ZoBEFIZIFa~y MERPIRESL 2
TA4X 2L —2arHNOTRTORRAT— KRR —488FENET,

T A== =T 1 R L E T,
failover group 1
primary

preempt [delay]

ciscoasa (config-fover-group)# failover group 1
ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 1200

W, 774~ VEBICIN—T12E0 ST, Bh T VEBIZINV—T2 280 Y CTE
9, 7 V—7® primary F 72 |L secondary DEXEIZ DO BT, WD T = — /v F—/3— J)L—
TREINC T — b Lica=y b CT 7T 4 7RV ET (ZNONREFICESH LI-ZLOICH
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ATv 713
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LA TH, —HDO2=y EBRYNCT 77 4 712720 £79) , preempt 2~ > NiE, fHEI
N EENME R ATRIC R o Tm & XD, T = — LA —— ZII—F N OB CHEICT 7
T4 TN DE T LET,

FF v a D delay EICHE A AT LT, ZOEE T = — /1 F—"— 7 )L—FNHHEDIEE T
T T 4 TIRREICHERF S L, TORICIEE SNIZEECHBINICT 77 4 71l b X HIC T
T4, AReMEIX 1~ 1200 TT,

AT =R IN T 2= VF—=N=PA =T NDYE, VT aid, 7=—NF—/—
TN—TWEBHET 7T 4 Tl TV AHEERNOESAER SN D ETERBIESNE T,

FEI T T =2 — ) —R—F B L . preempt < NV ]\Liﬁﬂfjﬁéﬂij‘o
72— NA A= IN=T 2 BER LT, 0T U HEBICEH 5 TET,
failover group 2

secondary

preempt [delay]
i

ciscoasa(config-fover-group) # failover group 2
ciscoasa (config-fover-group) # secondary
ciscoasa (config-fover-group) # preempt 1200

BEDALTFARMDALTHRAN AL 7 4 Fal—2gr EB—RIAY, ZOarFFxx
N7 == LA == T—TIZE Y Y TET,

context name
join-failover-group {1 |2}

1

ciscoasa(config) # context Eng
ciscoasa(config-ctx)# join-failover-group 2

aVFFARNTEICIDawy REERVIELET,

REDYTHOILTFRAPMNITRT, BEBIZ 72— —R_— T —F1ZH Y YT E
T, WHaLTFRAMIFIC T 2= d— R — TN —F 1D A N—TF, FNA—TF2I2E Y
WTHZLIXITEERA,

T o— )V F— =% X —T I LET,

failover

VATFA AT 4 Xal—arET7Tyia AEVIEELET,

write memory
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451
W, TI9AVEEBHOT 2 — LA —R"— RF A=K DHEHE T LET,

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3

no shutdown
failover link statelink gigabitethernet0/4

failover interface ip statelink 172.27.48.2 255.255.255.254 standby 172.27.48.3
interface gigabitethernet 0/4
no shutdown
failover group 1
primary
preempt
failover group 2
secondary
preempt
context admin
join-failover-group 1
failover ipsec pre-shared-key a3rynsun
failover

TIT4170T47 71—)1/1'—/&‘—0)tj3 T EEDRE

THUOTVEBIIVNER D T 4 X2l —a i, Tea—VF == I DarT7 4 Fa
L—33 770 TTT vh X VERICIE, T4 VEELIICBET SO, b
Da<wy RNBRETT, 794~V EER e A VEBRICay 7 X2l —2a UV EREL
Toth, 22507 4 ¥ ab— g UHTHE— RNZEOIE I failover lan unit =~ > KT
T, ZOavy RCHKEEBNT T4~ 75*1273 U MDERBILET,

1R BRI

e wNTF AL THRANE— ROGMEEIELT 4 E—T 1k (2662—) IZH-T, vV
a:_ :l:/i:af‘x ]\ F— ]\“%/]’ *“‘7\\/&@: Liﬁ—o

e T LA —NR—= Y I BIORAT— K U 72 nameif Z5Z T LRV TL X0,

s ZOFNEY AT DIITAR=ATETLET, TV THFARINL T AT AF[TAR—R
\ZHI0 B2 H1Z1%, changeto system =~ K& AJjLE7,

FIE

AT w71 failover lan unit primary =2~ > R&Z[R\NTC, VI A/~ V#EELE F--<FALa~vy REHEAN
L %9, {£& T failoverlan unitsecondary =~ RICEX#iz 5 Z & 1 T& £97%, secondary
X7 74V MREDTED, MWATIEDY XA, Flo, 774 VEENGHEBINDL DT,
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ATy T2

ATvT3

+7vav07—nA—n— 5 i—s05E |

failover group =~ > N5 X WY join-failover-group =~ > K2 AN TH0ELH Y FHA, 77
TATITIT 47 72— VA —="=DT T4 < VEEORIE (343 —) #ZRL TS
AN

I 2R L ET,

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

ciscoasa(config)# interface gigabitethernet 0/3

no shutdown

ciscoasa(config)# failover link statelink gigabitethernet0/4

INFO: Non-failover interface config is cleared on GigabitEthernet0/4 and its sub-interfaces
ciscoasa(config) # failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# interface gigabitethernet 0/4

no shutdown

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config) # failover

Tx— VA —NR_R—ar 7 4 Fal—arNTIA < VEBRBLFERHINEZHT, 207 X2
L—arv 75y a ATEVIREFELET,

ciscoasa(config)# write memory

LE7,

failover active group 2

FTLavDI7 =LA —N—INFTA—ZDEFE

MBS U T T 2=V F—RN—REE D AZ~ A A TXET,

T —I)LA—N—HELZDHDZRTEDIERK

CODHETERARERL L DRTGA—=F DT 7 )L FREICHONTIE, 72— —R—DF
T (337—=) AEBRULTLKEIN, TIT 4T/ T 7T 47 F—RTIE, 1TEAED
flbm T 2= F— R = TN —TF T LICRELET,
1R BHIIZ

eI TF AT HFARN E— RFDVAT AFETAR—ATROFRELITOET,

o =y RO~V A E=H U 2 J D Bidirectional Forwarding Detection (BFD) {22V Ttk
DR EZR L T,

¢ FirePOWER 9300 33 . T} 4100 D
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B - r—rn—sgrzomomEoms

&

ATvT2

T IT A4 TIAR L INA DI

NV—T v FE—RFDOH

FIE

EEOKR—Y VR KO —L REF 2 ZE L ET,
failover polltime [unit] [msec] poll time [holdtime [msec] time)]

51 -

ciscoasa(config)# failover polltime unit msec 200 holdtime msec 800

polltime DOHIFHIX 1 ~ 15 B F721L 200 ~ 999 I U TJ, holdtime DFIPHIL 1 ~ 45 P E 721X

800 ~999 T URKTY, ==v hDAR—U 7D 3 {FK DA —/V REFOMEE A9 %

TLIETEFEYA, A=V U RIEEELSTH L, ASATHEEZHBEL, 72— F—nR—%

NUF—F 2 EEN L 220 9, 7272 LA CoRIL, *y MU —27 BN—RriI2iFEE L

T BT ARBE R D B2 MThbNARINE 720 £,

LEDOR—Y » ZHBE I, HEERN T ==V F—"—@E5 A v H—7 =1 AThello’X7 v b &

B Lo - e, BODA v E—T A ATBMNT A NRFEITENET, FATHIRER

MIPNIC BT IEEN S IRE N 72 WA, FOMEEITHE L T\ & e S, #kE L 72 EEn 7

TT 4 THEEOLGRIE. AZUNAEENT 7T 4 TEEE| ERE E T,

TITFATITIT AT E—RTIE, VAT AL TCZDL— 2R ELET, 7x=—/LA—

N TN —F LI DL — " 2RETHZLIITEEEA,

2=y NO~NVAF=XZY T OBFD 3% ELET,

CPUDEARNE WIS, BHEO2=y hOFT=Z Y U FICX VB TT 7 — L0 4ETH T

HEMEDS S W F£9°. BFD A YV v RIZHBHENTWT A7, CPU O R & WA THEIE

ICEENIH Y FH A,

a) Tx— LA —N—D~ NV ABMIIEHRTHBFD 7 L — FEERLET,
bfd-template single-hop template_name

bfd interval min-tx millisecondsmin-rx milliseconds multiplier multiplier value

&1

ciscoasa(config)# bfd template single-hop failover-temp
ciscoasa (config-bfd)# bfd interval min-tx 50 min-rx 50 multiplier 3

min-tx T, BFDHH 7y M3 T 2 — LA —_"— ETICEEINAL— 2R ELET,
HMEIZ 50 ~999 2 U9, min-rx T, BFD#fEIN7r v &2 7 = — /L F—_— T
bZfET 5L — FOWIFHMEZIEE LET, AMEIXS50~999 I VT, 7=—A—
N— BT bR LiziEke L7= BFD #l#/3/7 »~ b O¥AS, multiplier THE L7232
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ATvT3

ATvT4

ATvTh

ATvT6

Jr—nt—rn—gLzownzEoEn ]

T5&. BFDIZFOETBRHHARTIZR > TWAZEEZES LET, IHETXA%IL3
~ 50 T,

COTUFL— O a—BIOEIEbRETEET, BFDT 7 L— FDOIERL (945 3—
D) EBRLTLLTEE N,

b) ~VAE=XY L7 DBFD #AMLLET,
failover health-check bfd template_name
il -

ciscoasa(config)# failover health-check bfd failover-temp

A B =Tz A AV AT — b R=V TR EEELET,
failover polltime link-state msec poll time

1 -

ciscoasa(config)# failover polltime link-state msec 300

%ﬁmam~wms9@?¢o?7jwaﬁ\7I~wf—ﬂ—@&7@A&yéi A
B =T A ADY 7 AT — MR 500 I VT EICHERINET, polltime (IH AF~A X T
T FEJ, =& 2, polltime % 300 X U FICEEET H & ASA TlEA ¥ —7 = A ADMEFE
NIH—DT7 2= VA —R_—% LY RIRHTEH LR ET,

TITATITIT 47 E—RTIE, VATACK L TCZOL— R ERELET, 7=—A—
N =TT ZDOL— FERETDHZLITTEETA,

tyraroflv—ra | BROBEGRE THREL T,

failover replication rate conns

1 :

ciscoasa(config)# failover replication rate 20000

BINBIORRL— MITET ML TRV ES, T 74V MIKKL—FTY, 7774
TIT7 7T 47 FT—RTliE, YATACH L TCZDOL— 2R ELET, Jx—F—nR—
N—T LDV — b ERETDHZ EITTEERA,
ABZUNAIEBEFIFTa L TRRA N T 4 Fal— g UEEHELETCE RN YICLE
KR

failover standby config-lock

FIHIITIL, AF RS, o=y FEFRIFRZ NN, arTHFAMIHTHars7 ¥
L—g id, BE b — DX TR AT T,

(T ITATIT T 4T F—ROI) NAZTARTAHT z— )L —_"— T )L—T%IBEL
i‘a‘o
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T 1A —N—EEE ZOMOBEDHER

failover group {1 |2}
i -

ciscoasa(config)# failover group 1
ciscoasa (config-fover-group) #

ATvT1 HITP A7 — MERE A X—T MIZLET,
T DT 4 TIAR A T— ROBFAH
failover replication http
T ITATIT T 47 T— FOEGH
replication http
HTTP #5578 27 — MEBREERICE EN1 D L 512 51203, HTTP EillZ A R—7 MicT o4
BHY £, HTTP A7 — MERZ AT L L2 B@|Id LET,

GE) Tz A ——ZHHL WD L X, AZ U NAEEENLHTTP 7 12— 2 HikRd
5 EBBIENE T ET, ZD7-% show conn count (£ /111, 77T 4 THEELAZ
NATEBEBCRRDLBNEREINDZENRHY T, B> CTa~r REHERITT D
L WMFOBEETRUAY Y MRFREINET,

ATFYvT8 AV F =T A AEENRELZLED T 22— LA —"—D L X VMHEE

T VT 4 TIAR NN, FT— ROBE

ELET,

e

failover interface-policy num [%]

il -

ciscoasa (config)# failover interface-policy 20%

T IT 4 TIT VT 47 T— ROLGE
interface-policy num [%]

i

ciscoasa (config-fover-group) # interface-policy 20%

FIHNETI, 1 DDA v F—T 2 A AEETT = — LA — =3 Thh T,
A B =T = A ADERW B REST D & E1E, num 51HUT 1 ~ 1025 R ETEET,
A E =T 2 A ZDEIGERET D & EIE, num 518U 1~ 100 ZRETE £,
ATYTY AVE—T A ADKR—V VTR EFR—V R ZER L E7,
T IT 4 TIAK N, = ROEE

failover polltime interface [msec] polltime [ holdtime time]
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il

ciscoasa(config)# failover polltime interface msec 500 holdtime 5

T ITATIT T 47— ROGEE
polltime interface [msec] polltime [holdtimetime]

fil

ciscoasa (config-fover-group) # polltime interface msec 500 holdtime 5

« polltime : hello /X7 v N & ETIIRIET 5 F CHRIET DRI A5 E L £ 7. polltime (ZH %)
REIX T ~15T, A7 a D msee ¥—V— Rl 585412500 ~999 2 VT
T, T AN MISBTT,

« holdtimetime : 7 = ML OFHIZZE LI hello A vE—V A F—T 2 A A
T A MO E DMK GHREE LT #REL T, A ¥ —7 = A ZADOREMEZ W
LET, /2. KA F—T =214 A T A FOWIR % holdtime/16 & L TRELET., AW
EIE S ~ 75T, T 7 4L ML polltime D5£%T9, polltime @ 5 £k 0 &4
holdtime fEIZ A I CTX £HA,

A B =T 2 A AT A NERMT 5 ETORR (y) Z3FHET 512, KOXLIICLET,

1. x=(holdtimelpolltime)/2, fx bITWVEEIZAD LN ET, (4LIFIEEY FiF, 52k
T8I B, )

2. y=x*polltime
7ol 21X, 77 4/v R @ holdtime I% 25 T, polltime 7% 5 DA Xy 1L 15 TH,
ATFYTN0 A F—T =2 ADFEMMAC T KL AZFHELET,
c T I T4 TIAZ UL T— FORE

failover mac address phy if active_mac standby mac

B
ciscoasa (config) # failover mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8
T ITATIT T 47 E— ROLE

mac address phy if active_mac standby _mac

i

ciscoasa (config-fover—-group) # mac address gigabitethernet0/2 00a0.c969.87c8
00a0.c918.95d8
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B s—oz1xzz5vv08%

ATy

phy if51EUE, A F—T7 = A4 ZADOWEL  (gigabitethernet0/1 72 &) T,

active_mac ¥ X N standby mac 51%0%, HHHEX (HiX 16 £ ho 16 ) O MACT KL
ATY, 72& Z21E, MAC 7 R L AM 00-0C-F1-42-4C-DE D54, 000C.F142.4CDE & A )L F
j‘o

active mac 7 RV RIIA v H—T = A ADT 77 47 IP7 KL AIZEHHEfHT 4L, standby mac
FIAZ =T A ZADAZ N IP T FLRZEEMT B ET,

fhoa~<wy FEFIZHEZHFEHALTMACTY FLAZHRETAHZ L H TXET, 10@%%
PUEERATIZ L2 LET, HHOFEZHEALTMACT RLAZRE LS
COMACT FLANMEHA SN D20EE L OREERICL > THRE LD, %Mfgﬁw &
NdH FI,

showinterface 7~ RZEHA LT, A v F—T 2 A ADMEHA L TWAMACT RL A& FRL
F7,

(TI2F 4TI T 7T 47— ROHK) MDOT7 = — LA —_"— T —FI125NTZDOFER R
DKL ET,

AR —TITARE=ZRYTDETE

T 74/ N T, TRXTOWEEA % —7 = A A, F£721% Firepower 1010 DA, TXTDH
VLAN A V' Z—T =4 A, BELRASAIZA VA N—LENEHTXTDON— F?IT&K IV
7727 EY 22—/ (ASAFirePOWER £ 2 —/L72 F) TE=HX U VIR > TWH
T, A UF—T A RAE=HFY T DYA . Firepower 1010 A A v F R— R BRER T,

FHEEDOLNR Y N —J TG SN TWAASL v X —T 2 A AN T 2— L —"— R I —|T
B2 NI IR TEET,

BESLITRKI025 DA VA —T 2 A AEE=HFTEET (A F arTFA N E—RFOT
“T@Z/T%X$thof)o

188 BRI

~“NTF AVTHFARNE—RT, AV THXFAMNNNOAS L H—T oA AERELET,

FIE

AV B =T 2 AD~NVAEFT=R Y T oA F—TNELIETT 4 B—T M LET,
[no] monitor-interface {if name | service-module}

51

ciscoasa(config)# monitor-interface inside
ciscoasa(config)# no monitor-interface engl
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ASAFirePOWER E Y 2 — /L7 FOMEDNN— R =T/ 7 N =T T 2— /LDOBEICL -
CTT 2= NVF—NRN—% N H—FT52E0EE LLARVEAIL. no monitor-interface
service-module =~ > FEFEH L TEY 2a—LDE=F Y U 752G TXx F4,

ERMFRICIL—T o T ENnt=/1\7y FOYR—EDERTE (79 T147/
795747 E—FK)

TITATITIT 47 7 2—)bA—"—=TORITHIZ, ET7IELEH L CHth S =8
R DIRE Ny N, EEPZETLIHANLY T, Ty NEZET D ASAIZ
ITZFONRT y NOERERB2NEOIIL, Ny MIFkeyZanEd, 2O ey 753%<
RIETADIE, TITATITIT 4T T2V A —3— XTD2HEDASA BRI HHF—E
AT OaNRA F TR SILTEY . 7T MDY RERUI NAT 7 RUAREH S TR
BETT,

WSy O Re v AL, FERFRICNAN—T 4 T ENT Ry NEFRT S LI TH
STEMTEFET, FOEDITIE, FNEND ASA DREED A o Z—T7 = A A% [F L ASR 7
J—AIZEY B TES, 72&20E. WD ASA B, NEA » F—7 = A A TIEIFE CHNER »
M= L TWDE—FH, A v H—T = A ATIEBIOISPIZEH L T\ D & LET,
TIASVEET, 77747 AV THRARNOIEA L F—T = A A% ASR 7 /V—7" 1|2
DUT, BHU A VBT, 775747 arTF A MONEA % —7 = A ZA%[6 U ASR
TN—TUEIVETES, TIA~VVEEDINTA L F—T oA Aty v a AEREFRT-
Ry N ET5E, RUZA—F (ZOBE ASR ZV—TF 1) NDOAZ L NAL av
TXANOMDA X —T oA 2Dy a U ERET v 7 LET, —HTHHEHRNLLON
HRWGA, Ny MIFry 7EnET, =BT DIERBRO0D & ROBEHED S BN
DB L E T,

CHEBE N T T4 v IR ETHEBIIREEND &, LAV 2Ny =D E 2T T N TE
TEIN, N7y MIoEBBIZV XA LI hanET, ZOUVEA LT ME, Byva
VINT I T 4 T THDHRYFEITINET,

cHEBFENT T4 v I BRICEBOROA H—T 2 ATRIEEND L, LA T2y H—
D—ELITT R TCHAEEEIN, A7y MIA M) —AICHTEASRET,

GCE) ZoEEIL. R —T 4 SRR LER A, FERTRICLV—T 4 T ENT Ny R IE
LWA v H—T oA AR LET,

WO, RN —T 4 T ENT=ry SOl ERLET,
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B o ic—5 1o oshtnry h OB R— FORE (FUF4IITHF47 E—F)

46 : ASR D15l

ISPA ) "ISF’ B
S L
éP &

192.155.1.1: 192.168.2.2

1Ll 19216821 192.188.1.2 =
i =
SecAppA ﬂl‘iz

1 S Failover/State link

-~

\'Ii'

1]
== == Outhound Traffic ks

Retur Tratfic A i
network |

SecAppB

- -
500E3

1. 7ML REYy T ay, 777 4772 SecAppA 2> 7 F A M & D ASA Zifila L
T4, ZORT Y ME, A FZ—T = A ZAFDISP-A (192.168.1.1) MHEEINET,

2. EXMHNL—FT 4 INT T AR —ADE IO THEINTNDETED, VX —2 T
T4 VL, T 7T 4772 SecAppB 2T ¥ A M EFFO ASA DA U H—T = A ZAIERD
ISP-B (192.1682.2) #H TRV £7,

3. @, VEA—V T T4, DA H—T oA A 19216822 LI HX—2 T
T4 ZIlBlT Dy va UEBRBRNOT, FryZInET, LrLl, 2OA U F—
TxAAX, ASRZNA—T 1O E L THESNTHET, HEEX, AL ASR 71—
ZID TRESNIAMhDA v Z—T 24 2 DBy a v EZFELET,

4. Tk v a UERIE. SecAppB A FFOUE LOAZ UL IREDA X —T = A A
outsideISP-A (192.168.1.2) IZHV EF, AT — 7V 7= —/LA— 3—[X, SecAppA 7>
5 SecAppB I v v a UEHREBER L E T,

5. Fry7EnsR00IC, LAY 2ay X —d3A U Z—7 2 A A192.168.1.1 DfFHR THEX
BHEN, hTF 74973408 =724 A192.1681206 VXA L7 bEaNET, £
b, BETOEEOA X —T A A%KHELTRY £7 (SecAppA ™ 192.168.1.1) , =
OFEEIE, BBEWIGU T, By va B TT2ETHRITSNET,
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ATy I

ATvT2

ATvT3

ATy T4

ERWIC—TF 1 VT Sty koS K— FORE (Fo74 70747 E—8) |||

1R BHHIIZ

AT — "IN T 2= )V F == T IT 4T Tx2—)VF == T )L—TZHBHAHF—
T2 ADE Y arDAT— MERE, AX N, Tx— VA —N"— TN —T 2L
i‘j‘o

e replicationhttp : HTTP & v 3 5 D AT — MEWRIT, AF A T = — LA —/— T )L—
TIPS NIRRT, AZ UL A B —T oA AFELEE A, ASADBIERFRITL—
T4 TSI HTTP N7y NafLV—T 4 7 T&EH X 51T, HTTP A7 — MEHA#
WD BENH D F1,

cTIARVEBERB IO FVEEDRT 7T 47 a0 THFAMNTIOFIEEZETL
i‘j‘o

AT XFAMNZASRINVN—=TENT T 4 w7 V= OWMGZRETDHILITTEEE
oo ATHFRAMNNCY =0 ERELISGG, EOarTHRANA o F—7 A A% ASR
TN—TIEDDH T LITTEERA,

FIE

TIA = VIE T, RN —T 4 T ENTATy baefFi T4 0 2 —7 =4 A&4EE
L/ij‘o

interface phy if
£

primary/admin (config)# interface gigabitethernet 0/0

A B —Tx A AZADASR I NV—TE 2R/ ELET,
asr-group num

1 -

primary/admin (config-ifc)# asr-group 1

num FEPHIZA R 72EIX, 1 ~32 T,

B F VBT, RN —T 4 TSN Ty NEFHAT o4 2 —T = A ZA&EE
L/i‘é—o

interface phy if
i :

secondary/ctxl (config) # interface gigabitethernet 0/1

AV HE—=T 2 A ADASR I N—THF S5 T I~ VEBDOA L X —T 2 A—FT5H LD
ICRELET,
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asr-group num

51

secondary/ctxl (config-ifc) # asr-group 1

1

2ODEBIZKD AL T 4 Fal—TarBhbVET (27 X2l —T a3l
@j—éﬂ"?‘/ KRG ERLET) . KO ’—SecAppAJ CEI/\537‘/\“/[/0){¢J»1/\7’—:7:/§41
X, 72— A — R R DT T A~ V) EE T,

TIA~VEBEBDODVAT L a7 4 Fal—g

interface GigabitEthernet0/1
description LAN/STATE Failover Interface
interface GigabitEthernet0/2
no shutdown
interface GigabitEthernet0/3
no shutdown
interface GigabitEthernet0/4
no shutdown
interface GigabitEthernet0/5
no shutdown
failover
failover lan unit primary
failover lan interface folink GigabitEthernet0/1
failover link folink
failover interface ip folink 10.0.4.1 255.255.255.0 standby 10.0.4.11
failover group 1
primary
failover group 2
secondary
admin-context SecAppA
context admin
allocate-interface GigabitEthernet0/2
allocate-interface GigabitEthernet0/3
config-url flash:/admin.cfg
join-failover-group 1
context SecAppB
allocate-interface GigabitEthernet0/4
allocate-interface GigabitEthernet0/5
config-url flash:/ctxl.cfg
join-failover-group 2

SecAppA 2T FAN AT 4 Fal—Tay

interface GigabitEthernet0/2
nameif outsideISP-A
security-level 0
ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
asr-group 1
interface GigabitEthernet0/3
nameif inside
security-level 100
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ip address 10.1.0.1 255.255.255.0 standby 10.1.0.11
monitor-interface outside

SecAppB 2> T FHFA N a7 4 Fal—g

interface GigabitEthernet0/4
nameif outsideISP-B
security-level O
ip address 192.168.2.2 255.255.255.0 standby 192.168.2.1
asr-group 1
interface GigabitEthernet0/5
nameif inside
security-level 100
ip address 10.2.20.1 255.255.255.0 standby 10.2.20.11

Jrx—J)LA—/N\—DNEIHE

ZOHETIE, 72— VA —N"—ORELZELTDHHE,. HOLEENPOHOEBIZT = — LA —
PN—B I EITT 2 FER Y, 7o—d— %A F—T NN LTI T = — LA —
BAEITHHECHOWTIRALET,

Jx—I)LA—/\—DEHIZELT
AR N IEE R REAINCT 7T 4 T2 T AT, ROFIEEZFETLET,

1R B I
“NVF AT HFAR T RTIE, VAT LAETAR—ATIOFIEEZFEITLET,

FIE

RTYT1 AFZUARAEBTAN LGS, 72— A —N"—00HFIT SN E T, AZ U EEEIET
7T 4 TEREIR Y £,

group group_id #I8ET HHEX, BET DT VT 4TI 70T 47 7= —)vA—— J)—
TDABNAEETCIOa~vy REANTLHE, 7= A —_"—NlflFTEnEd, R
B UNRAIEBIZZ DT 2= VA== T N—T DT 7T ¢ THEEICD £T,

T IT 4 TIAR LN, T RO AR LA IEBEDOES
failover active

T ITFATIT VT 4T FT— RDAK LA IEBOBL
failover active [group group id]

il
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standby# failover active group 1

RT9T2 T T4 THEBTAN LSS, 72— A — =03 TShET, 777 ¢ 7HEBEITA
B UNA GBI D FT,

group group id I8 ET D5 E1X, BET D7 = —NA—N—= T N—TDT 77 4 7HEETZ
Da~vy ReAITTHE, 72— —R_—NEHIEITEINET, 777 4 THEEITEDT = —
I —R—= TN =T DAZ N HEEIZR ) £97,

T IT 4 TIAR NN, T— RDOT VT 4 THEBOES
no failover active

T ITATITIT 4T = RDT VT 4 THEBDOES
no failover active [group group id]

il

active# no failover active group 1

Jx—)LA—nN—DT1t—7)Lit
1 OFRIEMFTORETT 2= —N—2T =TT B L, Va— K15 F THEE
DT ITT 4 TRIOAY ANARENHERFSNET, 77974717 7T 47 7z—)bA—r3—

RTDPE, EOEBEBEZEHLTHLIICREINTWEY &, Tx2— VA== T N—T137T
IT 4 T THDITRXRTCOEETT VT 4 TIREOF FHFFINET,

Tz2— N F—R—%F =TT BB, RO AEBB LTI,

c AR UNRAMEE/A LT HFANMIAX N, T FOFEEMHFINDIOT, WHOEET
N7 7 4 v DEkEBBLETA (ZHUTBRLEA X DS REL IR ET)

c AAUNRAIMEE /AT XA NI, TV T 4 TEE/ 2T IR MEEREIN TV RWES
THLFDAZ LU NATIPT L AZB| XEXFEHLET,

AR UNAIEB /AT ANMILS, Tx— VA —"— BT AERECHT A Y v A
Tk SN E T, T2 A= RN—ET I T 4 TEE/a T XA N THEA =T
2T 5 & %@3V74¥1V—V9V@%@ﬁﬁﬁ%méﬂt%K\Z&Vﬂ4%%/
AT XA NBEE DAL XA ARREITE Y F7,

c AFUNRAEEBTCFIN T 2= N A —R—% A X —T WL TT I T 4 7L LT 2
S0, bz, 7=z— A —"—Diliifi|FAT (359 ~—) ZZHLTIEIV, R¥
UNRABEETT 2=V —N"—" A F—=T I T DL, MACT L ADBENREA L,
IPv6 b T 7 4 v 73l SNBEREMERH D £,
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¢« BRI T 2 — )V —NRN—%F =TI T HIZ0E, nofailover 27 4 F a2l — g
BAR—F T v T ar7 o Fal—rva AR FEL TV e—RLET,

IR B
N F AL TFRARNET—RTIE, VAT LAE[TAR—ZATCZOFEEEITLET,

FIE

ATV Tl TN F—N—%F o —T NI LET,

no failover

ATFYT2 BRI T 2N —R—%F 4 —T T AT, I T 4 Fal—2a v B RELTEY
n—RKLET,

write memory

reload

[EENREL-ZEDER

PREE DA LT 2 PEE DR WRBBICIE T 51213, ROFIEEZFATL £,

IR HHIIZ
TNV F AL TFRARNET—RTIE, VAT LAE[TAR—ZATCZOFEEEITLET,

FIE

ATy T EENEE 2=y FEREREAE L TORVIRBICET L ET,
c T DT 4 TIAL N = ROGE
failover reset
T ITATIT T 47 E— ROLGE
failover reset [group group id]

il

ciscoasa(config)# failover reset group 1

EENIA L EE A EEORVIRIBICE TG L TS, ZOMEENBEMICT 7T 4 725
FTIEHY FHA, ErxESnEEE. GREIEZIIERRIETD) 72— Fd— =2 L-
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(T4 1T 0T 47 F—ROKR) [T 2—)F—NR_"— T TF g RNRESHLTH
LA TY, UHIT 7T 4 7 Choln 72— NA—NR—= TN =TTV T g UIRRES
NTHRY, FEENBAE LEENMERIEEDOSS, 07 2— VA — "= N—1IT7 7T 1
TN ET,

group group_id Zf8E LT2G6. Z0a~vy NIEEERNBRELZT VT 4TI T 0747 7 =—
N == TN =T EEORUIRRBICE T LET,
AT (TIO0T4 717 0T 47T F—FKOR) Tx— I —NR—%T x—)LF—_— T )L—TF L~
THEILT DITIFTR ATV ET,
a) A7 .AC, [Monitoring] > [Failover]>[Failover Group #] Z B & £9°, #i%, #4257 =—
A== T N—T DEETT,
b) [Reset Failover] #7 U v 7 L£79,

a4 XaL— 3> 0ERE

T 7T 4 7HEEIC write standby A REANTHE AF NS EETEITA LT 4 F 2
L—a UIBRSI (T 7T 4 7EEEOBFIERT A7 = — A —— avr RER
) V. TI T4 THEEOa L T 4 Fab—2a VRIEN R E R B IR SN ET,

~NTF arTXAR T ROEE, VAT LETA— (T write standby =~ > K& AJ)T
LE, TRTCO