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BUARAEFEATEET, ZHICLY, SEIERVMIU Y —RAT7» b7 U v NI ASAv #E A
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ORI HIC L > TIRE Y £,

ASAV A B ADMERIH L, PAR—FINTWDETTAR=FBIONRT Y v 7 EAHX—
Ty DY Y —=ZERRIZOWTIE, UBEOEE 7 v a 2R LUTIEIN,

AX— ;542 ADERMFEIZDONT

TNTDASAY 71 B 2%, $R—FENTNDETTD ASAv vCPU/ A E U #k Tl T
XFET, ZHICLY, SESER VMY Y —R Ty v F Y N TASAY 2 FETTEXFET,
7o PAR— FARO AWS BE N Azure f V AX VAL A TOK L2 9, ASAv v U %
LT DA, VP AR— &N/ AKVvCPUEIT 16 (ASAVI00) 9, £72. VY R—hrEhd

R AE Y (Z 64GB RAM T,

| o

EX3

—ERELIZASAV A Y RAFZ L ADY VY —RE VYT (AEY, CPU, T4 AVKE) IIEE
TEFEHA, MEPOHEETY V—RE ) Y TEEOTHERHDIGE (e, 74k
AP E ST HERR 2 ASAv30/2Gbps 725 ASAVS50/10Gbps IZE T H354) | MER Y Y —2R
EHEALTH LA VAZ U ABERT DHLERH D £,

+ vCPU : ASAv iZ 1 ~ 16l vCPU AR — F LE T,
e AFEY : ASAVIE2 ~64GB ® RAM ¥ R— h LE7,

¢« T Y AT AL —  ASAVIEST 7 4L N THR/ANSGBDAERT 4 A7 AR — b LET,

TT7 N T F—bDEA TG T, BT 4 27 OY R — ML 8GB ~ 10GB DH & 72
DET, VMU V=270t Va0 7958800, ZOMICEELTLEEN,

3

ASAV D/ AE Y BEMIL 2 GB T, HAED ASAv 28 2 GB R D AE Y TEIWEL TV 58
By ASAV VU VD RAEY FERL IR E | LETON—T 3 b x—U 3 2 9.13(1) BARERIC
Ty ST L—RTEERA, F7-. A=V a v EHFHLTHLWVASAYV Y VU 2 FEAT
xFE7,

1 DLl E® vCPU #fEH LT ASAv # BT 270D/ A€ U E{f1X 4 GB T,

ASAV X— 9 LA LI DI N— 3 T v 7 L — R 51201%, ASA{RIE~T T
4GB UL ED AU L 2VvCPU NBMLETT,

T4V ASN=HEDE Y L 3 VIR

AnyConnect 7 7 A 7> Fh BIORTLS 7u XDt v a UHllRIZ, A > A b—/L S 72 ASAv
7Ty N7 — LOHERNERBIC Lo TkEY . L— MIROBEHZZ T E3, ROEKIL, H
[REFEJE & L— RMRRICESS By v a VHIREE L DT b DT,
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R1HERMAEICED ASAvE Y 2 3 VOFIR

RS AnyConnect 7 SA 7> |RETIS 7OX Lty |[L—FY S v A
k Premium 7 ay

FEYERE . 100M 50 500 150 Mbps

RS, 1G 250 500 1 Gbps

fEYERE . 2G 750 1000 [2 Gbps]

EAEE . 10G 10,000 10,000 10 Gbps

U . 20G 20,000 20,000 20 Gbps

AIOFRIR LI 91T, MRSk TR 5 SNty v a VilRIZ, 7Ty 74 —2D
Yol a lHIREBAZDZ X TEERA, 77y b 74 —2D% v a UHIBRIZ. ASAv
7 eya T ENEATY BICESWTIREDY 4,

R2ZAEIVEHIZE D ASAv Y L 3 VHIR

JnEYaz=vishf-AE

AnyConnect 7 514 7 > k

BEHTS TOoxs vy gy

32 GB ~ 64 GB

) Premium £ 7

2GB ~79GB 250 500

8GB ~15.9GB 750 1000

16 GB ~31.9GB 10,000 10,000
20,000 20,000

77y k7 —LOHIR

T AT 7 — V. R, B L OVVLAN X, ASAV A E VU IZHESL Ty N 74— 4

DR T,

N

GE)  ASAVRTABUASINTWRWVIREEIZH DA, 774 7 74— /VEEREIE 100 IZHIFR S v E
T, WERMGIZL > TTIA B RABMEEIND L, BRIZTT 7Y b7+ —2OHIRIZEBITLE

T, ASAv D/ A E Y Bk 2GB T,

£3: 75 b T+ —LOFHIR

ASAv D * E) T7AT7 94— LD, & |VLANs
B
2GB ~ 7.9GB 100,000 50
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AsAv OEE |
B ssav 75 ~— 1559 FORERMS (VMware, KVM. Hyper-V)

ASAV D A E ) T7AT7 o+ —ILDER. & |VLANs
B

8 GB ~ 15.9 GB 500,000 200

16 GB ~ 31.9 2,000,000 1024

32 GB ~ 64 GB 4,000,000 1024

ASAv TS5 A R— 9 57 FOERFTS (VMware, KVM. Hyper-V)

FTR_RTD ASAY T4 B AF, FAR—FENTWSTXTO ASAv vCPU/ A E U HEpK TREH T
X510, FIAN— 27 T FEEE (VMware, KVM, Hyper-V) 2 ASAv 238 A+ 5854
DR EE D 9,

)

(GE)  ASAv50 & ASAvI00 (%, HyperV TIEHHR— bk ILEHA,

AnyConnect 7 7 A 7> Fh BIORTLS 7Vu XDk v a UHllRIZ, A > A b—/L S 72 ASAv
7Ty N7 — LOHERMN GBI o TkEY . L— MIROBEHAZZ T £3, ROEKE, 7
TAN=17 T FEREICHEA S ASAV DR GEICHES< By va SR E B &
noL— MRz £ Db DTT,

)

GE)  ASAvE YT a UHIRIE. ASAv Hlic eV a=r &N A® ) OEICESHTWET,
K2 AFVEMIZEZA ASAVE Yy v a VIR 3 R—) BB L T &N,

= 4: VMware/KVM/HyperV 75 A4 R— 9 55 D ASAv : #ERMTESICEDVTS A U RSN F-#EEDHIR

RAM R EDYR— k>

(GB)

R | & |1RERE. 100M (1R#ERE. 16 RERE. 26 RERE. 106 [1R#ERE. 206
NP

2 |7.9]50/500/100M  |250/500/1G 250/500/2G 250/500/10G  |250/500/20G
8 | 159]50/500/100M  |250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
16 |319[50/500/100M  |250/500/1G 750/10002G | 10K/10K/10G | 10K/10K/20G
32 |64 |50/500/100M  |250/500/1G 750/1000/2G | 10K/10K/10G | 20K/20K/20G

AL DL — MR,

* AnyConnect 7 74 7> b v a/TLS 7 ux v a VHERMEE 134 v A X v
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Asav /STy v o955 koERds aws) [}

ASAv /T Y w7 U 57 FDERMTES (AWS)

TRTD ASAV 7 A Lo AL, PAR—F SN TS TD ASAv vCPU/ A & U AL Tl C
X577, SEIERAWS A VAZ AL A T2 ASAV A TX £7, AnyConnect 7 7 A
T FBIOTLS a0ty ya VHilRIE, A A M=/ SN ASAY 7T N7 +—
LDOMHERFT BRI L > TRkED . b— MillROwEH %251 £ 7,

WDFIT, AWS A VAKX AX A T ORIt i3y v a ViR E L— MR Z &
LOIEHEDOTT, YR—FENTNDEAL L AZ L AD AWS VM OHIFE (VCPU & AEY) D
NERIZDOWNTIZ. TAWS 7 57 R~dD ASAv DEAIZONWT] 2R LT EEW,

R 5:AWS LD ASAv : HERFEIZE I S A 12 AEEEDHIR

AVRZY BYOL #E[R{T5DHHR— bk * PAYG **
% BRER. 100M |REE. 16 1RERE. 26 RERE . 106

c5.xlarge 50/500/100M 250/500/1G 750/1000/2G 750/1000/10G 750/1000
c5.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 10K/10K
c4.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c4.xlarge 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c4.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 750/1000
c3.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c3.xlarge 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
c3.2xlarge | 50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 750/1000
m4.large 50/500/100M 250/500/1G 250/500/2G 250/500/10G 250/500
m4.xlarge | 50/500/100M 250/500/1G 250/500/2G 250/500/10G 10K/10K
m4.2xlarge |50/500/100M 250/500/1G 750/1000/2G 10K/10K/10G 10K/10K

* AnyConnect 7 7 A4 7> b v a/TLS 7 uxiv v a VHERME L34 A X v
AT EDL— MR,

** AnyConnect 7 74 7> b By aV/TLS Vu¥x i vy ar, PAYGE— NTiEL—F
HFRIIEEH S EE A,

Pay-As-You-Go (PAYG) £— F

ORI, FEERS (PAYG) T— RIZBIT 2RO A~ — T4 & AR 5O E %R
LE9, PAYGE— KiZ, Elv Yo ATV ICEIEET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



B asavisuvs 559 FOBBRMAE (Are)

= 6:AWS £D ASAv : PAYG DRI — b 54 U R¥ERMT 5

AsAv OEE |

RAM (GB)

BREEST— FOERMTE

2 GB ~ 8 GB i

EREfE . 1G

8 GB ~ 16 GB i

EHEfE . 2G

16 GB ~ 64 GB

1EXEfE . 10G

ASAv/NT ) v 5495 KOWERFE (Azure)

FTRTD ASAV 7 A E 2 AL, R — FERNTWET T ASAV vCPU/ A E U R T C
X577, SFEIERAzure f Y AX AKX A TITASAV HEATEEF, AnyConnect 7 7 A
T FBIOTLS 7uax vty a VHilRIE, A A M=/ SN2 ASAY 7T N7 +—
LDOMHERFT BRI L > TkED . b— MilfROEH 251 7,

WDOFRIL, Azure A VAKX AR A TOWERMSBICESS Ey v a ViR E L— MITRZ F
LD HEDTYE, YR—FENTNDEA LV AX L AD Azure VM OFIE (vCPU & AEY) D

NERIZ SV TIE.

Wy,

\}

[Microsoft Azure 7 7 7 K~® ASAv DEAIZSOWT] L TLEE

GE)

Pay-As-You-Go (PAYG) E— RIIBIfE, Azure ED ASAv TIZH AR —FIN TV EHA,

= 7:Azure £ ASAv : HERMEICE D T4 2 XBEEDHIR

AVRE VR BYOL #E[R T 5 DHHR— k *

BERE, 100M ZR£EE, 16 |F#EE. 26 |1RERE. 106 ({Z£E. 206
DI. 50/500/100M  |250/500/1G ~ |250/500/2G  |250/500/10G  |250/500/20G
D1_v2DSI,
DSI v2
D2, D2 v2. [50/500/100M [250/500/1G  [250/5002G  |250/500/10G  |250/500/20G
DS2, DS2 v2
D3. D3 v2. |50/500/100M |250/500/1G ~ |750/1000/2G ~ |750/1000/10G |750/1000/20G
DS3, DS3 v2
D4, D4 v2. [50/500/100M [250/500/1G ~ |750/10002G | 10K/10K/10G | 10K/10K/20G
DS4, DS4 v2
D5. D5 v2. |50/500/100M |250/500/1G  |750/1000/2G  |10K/10K/10G | 10K/20K/20G
DS5. DS5 v2
D2 v3 50/500/100M  |250/500/1G  |750/1000/2G | 750/1000/10G |750/1000/20G

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Asavomz
sesmennszd

A UREVR BYOL #&[R 1+ 5 D H R—
FHERE. 100M FEE. 16 |1FEE. 26 ZAERE. 106 |1ZHEE. 206

D4 v3 50/500/100M |250/500/1G ~ |750/1000/2G | 10K/10K/10G | 10K/10K/20G
D8 v3 50/500/100M |250/500/1G | 750/10002G | 10K/10K/10G | 10K/10K/20G
F4. F4s 50/500/100M |250/500/1G | 750/1000/2G  |750/1000/10G |750/1000/20G
F8. F8s 50/500/100M  |250/500/1G | 750/10002G | 10K/10K/10G | 10K/20K/20G
F16. Fl6s 50/500/100M |250/500/1G | 750/1000/2G | 10K/10K/10G | 10K/20K/20G
* AnyConnect 7 74 7> b v a/TLS 7 ux v a VHERMEE 134 v A X v
AT LD L— MR,

FEFEEHIRNSEIA

ASAY 77 AT T4+ — VESREIZASA N— RO =27 77 A7 U4 —LE L PTHETD, &
DHA RTA 2 EHIBEEIH Y F7,

ASAv (T RTDIERMTE) OHA FS4 &

ARX—FrSA4EVADHARZA4 Y

o PIR— b &N D vCPU DI KRBT 16 T, F/=., ViR — FENDHKAE Y L64GBRAM
Td, T XTDASAV 71 B A%, PR—FENTWNBETTD ASAv vCPU/ A £ U 1%
RCEATE £,

s TA BV AINTHRBLOTA B AZINTW WS Ty R 7 —AREDE Y v a3
HIBRIE, VM AT Y OBICHESWTREENET,

HRE1R

* AnyConnect 7 74 7> F BLXOTLS 7 r X v Ot v 3 VHlRIZ, ASAVZ T v b7 4+ —
LAOMHERMEIZ L > TIRESNET, By v a UHIRIZ. ASAVEFTLZ AT
(ASAvV5/10/30/50/100) (ZBSEATIF &N 20 £ LT,

by Ya URIRRICITERANN AT Y ZIERDH D £, VM AT Y BN/ E TR TV 55
a. By ya UIRIZEDAE Y BETHR— FSNDORARBITHRESNET,

o BEFOMEIRFT BAZE T IXH 0 £ A, HERAH G SKU & RRAIIE, BlEHEETNES
(ASAV5/10/30/50/100) N EFENFE T,

o HERRAT 1L, L— FHIRZ N L TRARAL—T v FERELET,
s BEEEORET O ACEFIIH Y XA,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



AsAv OEE |
B csizRes5051 kS L HREE

TARY AL—D

ASAV IZ, T 7 4/ h TR AKS8GB DIAET 4 AV W R—FLET, T4 A7 YA X% 8GB
P2 THROTILIITEETEA, VMU Y —REZ 7o ya = 74 5880%. Z0RICE
BELTLEEN,

AVTEXFRMNE—FOHA FSA4 Y

DN AarTFR AR = RTCEF Y R—FENET, vATF arTHFA S T— 2P R—
FLEHEA,

N TRASE) T4 HAESA2oDE=HDT 2 —ILA—/8—

T 2= VA= AN—EDH AL, AZ AN IEERFRIL T A ARG G2 A TN D 2L
ZRER LTS EE W (T & ZUEL W7 DIEED 2Gbps DHERMT 5 TH D Z L l)

| &

BEE ASAv AR L CEAHMEST 2B T 256818, 74 A2 —7 =4 A% % ASAv IZ[FI U
R CEIMT 2 ERH Y 7, BRICFEUA ¥ —7 = A AN BIEFTH ASAv IZBENN
SNbHE, ASAV 2V — M T —NERRINDZERHV ET, £z, 7o— A —~—
BEREIC D EENH L Z R £7,

HR— kb L7 LY ASA #EEE
ASAv 1%, RD ASABEREA VAR —F LEHEA,
« 7 Z AKX Y 7 (KVM & VMware % R < 37X TOMERSH5)
e wNTF ALTHRARNE—N
T ITATIT I T 4T T x— A=
« EtherChannel

» AnyConnect Premium (3£F) J 4 & X%

HIREIE

* ASAv iZ. Xx710NIC ® 1.9.5i40en " A b KT A N E BN H Y FHA, LD HW
N—=Tg VERITH LWA—2g 0O R4 2NF8ELET,  (VMware D)

1GB R EDHA 54 » LHIREIE

NI+ =R ADHARFSA Y

9L FOBERS 00 A F—T A AEFHALEZ1GB Iy N 74 —LDV ¥
RIZL—=ATHNZE T, TAA AR u—=RFENAEE1”HVET, DvoRIL—L4
FHRINDENCR > TWAEERIT, A v F—T 2 A ZADEZE8OLLTIZH O LT FEW,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Asavomz
0GB ERFA5DH1 K51 esimEn ]

A B =T = A AOIEMLRIT, € OO HEREDRIETHEE L2 D A Y DEIC
Lo THERY ETH, 82XV DRITHILITTEET,

10GBERFEDHA 54 > EHIREIR

NITA—XVADHA RSA4 >
R NT T 4 v 7 T10Gbps WY R—FEnET,
« ASAVD/RT f—< VA% EEELT-DIT, WOT T 7T 4 AR R—bFINTWET,
«NUMA / — R
« HEDORX F2—
«SR-IOV VmrbVa=17
o FEAZ DUV TIEL, VMware TP ASAv D/87 o —~ U AT (393—) BLUOKVM

TOD ASAV DT F—< U AHE (62 ~—) ZZMLTIZEN,

e INAN—Ty hL— "EEBTH-D, CPU B = 2R L F4, ESXi ik To
RT F—<rADMAE (39 2—) BEOKVM R TONRT 3—< o Z20m E (62
R—) EERLTIEEN,

e VX VAR T L—LFKTel000 f L HF—T = A AL i40e-vf A L HF—T = A ANRIEL T
W5 EL 40evEA U H—T oA AMP T RO EFIZRDGAENHY FT, Dy R
T L—LFHRED > TODEAIL. 1000 KF A /3L i40e-vf KT A NEEHTHA
VHE—=T 2 ADF A TRIRELZNE DL TLEEN,

HPREIHE

e hTUART LY b T— RIZVAR—FINTWEREA,

* ASAv [Z, x710NIC ? 1.9.5i40en ;R A b KT A NREFHMERH D A, LD EHW
R g v ERFH LA —a DO RIANFEELET.,  (VMware D)

s Hyper-V Tlix¥ AR — FEhTnEHA,

20GBERMFEDHA 54 2 LHIREIE

WRIF—RVADHA FSA Y
KT 7 4 v 7 T20Gbps BNYR—FENET,

s ASAVD/NT 3 —< U AEN ESHBHDIT, ROT T 7T 4 ARV FR— NS TWET,
«NUMA /— K

cBEDRX F=2—

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



AsAv OEE |
B ssavros—orqzssuRENC

«SR-IOV utvag=,7

FEAZ DUV TIEL, VMware TD ASAy D37 —=< o AfHi& (392—) B L UKVM
TOD ASAV D/XT —=< 2 AFHHE (62 2—2) ML T TZE,

e INAN—Ty hL— "EEBTHZD, CPU B = 7 2H#IE L F9, ESXi ik To
NI =<V ADM L (39 =) BEXUOKVM R TO/T —~ 2D L (62
R—=) ESRLTLIESN,

HPREIE

+ ASAv iZ. Xx710NIC ?® 1.9.5i40en &T"A b KT A NEHEERH Y FHA, LY HWD
NR=Va v FERFHRLWA—=a DRI A NFEELEY,  (VMware DA)

s FTUANT LU N T— FEYAR—-— SR TWEEA,
+ Amazon Web Services (AWS) 35 X OV Hyper-V TIEH R — hILEHA,

ASAv 1 A3 —TJ x4 XAE LRI NIC

ASAVIE, IREEZT 7 v 74— EDFANE LT, FBLELRAIWMETT v T 4 — A@Z\
NTD—7 Ao B —T 2 A Z2EFIHALET, ASAVDOHKA & —7 = A4 A IREIENIC (WNIC) |
v v BT ENnNET,

cASAv DA U HF—T = A A

e PAR— STV yNIC

ASAV DDA B3 —T AR

ASAV T, RDOFHEY b A=Y Xy b A F =T ARHY ET,
* Management 0/0

AWS & Azure D351, Management 0/0 2 7 7 ¢ v Z{niEH O ) A 5 —T =
AT HIENTEET,

+ GigabitEthernet 0/0 ~ 0/8, ASAv % 7 = — /LA —_— X7 O—# L L TRERMT 551X
GigabitEthernet 0/8 73 7 = — /LA —/N— U U VIR SN D Z LICEBE LT EEN,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Asavomz
gi—rshcuz e JJj

\}

GE) MR ZMHICBITCT& % X 512, Ten GigabitEthernet (VMXNET3
K7 A RTREMFIREZ2 A o Z — 7 = A A72 &) 1213 GigabitEthernet
EWVVI)TAULRMNTVET, ZHERENRLOTH D, EE
DA Z—T = A AREITITHELEE A,

ASAv TliX, E1000 K74 "% 1Gbps U > 7 L LTHEHLTXHY
By A=Y Ry A X —T =24 ANERINET, VMware
TILEI000 R A NOEHABHERE SN2 7o TV D 2 LITHR
LTLEEN,

* Hyper-V [ K 8 DDA ' #—7 = A A% %A — K LEF, Management 0/0 353 L O
GigabitEthernet 0/0 ~ 0/6, 7 = —/L A —/N— J > 7 & LT GigabitEthernet 0/6 % {# J{ T &
iﬁ—o

HR—kEhTL S VNIC

ASAvV TIER D yNIC 3 H AR — F N TWET, [F U ASAv TO vNIC DIRFE (1000 & vmxnet3
28 Y AR— SR THWEREA,

K 8:YR— FENTLVS WNIC

INA IS—INA DY R—
k
ASAv /A\— 5
WNICD4%2 A4 7 |VMware KVM v AE
VMXNETS3 FIame x 9.9(2) LLKE: VMware D7 7 4/ h
vmxnet3 % H 9 54 1L. TCP
INT F =~ ADIKRT 2kl 57
WIZKEZ{FA 72— K (LRO)
BT HUNERH Y 7,
VMware 35 L O VMXNET3 @
LRO Z Mo LET (12 32—
V) EBBLTIEES N,
¢1000 xF X 9.2(1) LAR% VMware TIIH#ERE SN EE A,
virtio x K I 9.3(2.200) LIFE  |KVM OF 7 4 /L k
ixgbe-vf KEhis KEhis 9.8(1) LA AWS OF 7 4Lk, SR-IOV #
A— hH® ESXi & KVM,
i40e-vf x %t 9.10(1) LARE SR-IOV #7A"— ~ D KVM,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



AsAv OEE |
B s+ rshcuawic

VMware §5 & U VMXNET3 @ LRO Z&EMICLFET

Large Receive Offload (LRO) &, CPUA— N—~y RZHIHT 5 Z LIC L - T, @friEx v
NI =T DA N RAL—T"y N ESEHFETT, 2t 1 2OA MU —A
WO DEBDEE Ty P RERANYy 7 7ICEHNLTHE, Xy NT—T AZ 7O BT
EINHLITTHZLITE->T, LT LHZMERNH LTy NOEERO T Z &1L > T
BBLET, 7272L, LROX, Ry U= "Fy MEMEO 7o —R—BHF | \@EL TS
Fy FU—=27T [IX=Z ) THREHERHLGEIZ, TCPANT +—~  ADMEZ G| &2
TREEMER BV £,

| &

EE VMwarelt. 774/ FTLRO ZAML T, KM A NL—Ty a2l E&EEd, Lz
NoT, TDOFS Ty 874+ —ALTASAVEAD LRO ZHHZTHMLENHY £9°,

ASAV~ T CTLRO #HEIN L CE £7, RTEEEEZITHANS, KB~ OERE A 7
L/iﬁ—o

1. vSphere Web Client £ > X2 h U T ASAV ¥ v > ARE L E£7,

1 REB~I U EBRFTHIE, T—EFv A —, THNAE, VTAE, I —AT—)L,
FIEARANEERLET,

2. [Related Objects] % 7% 27 U » 7 L. [Virtual Machines] ¥ 7% 7 U v 7 LE7,
2. A~ & AH27 Y v 7 LT, [EditSettings] 27 Vv 7 LET,

[VM Options] 27 U v 7 LET,
[Advanced] % B L £,

> w

5. [Configuration Parameters] ® FC, [Edit Configuration] "% > %27 U v 7 LET,
6. [AddParameter] #27 U v 7 L, LRO/XT A —X DL4FIEEE AT LET,

* Net.VmxnetSWLROSL | 0

* Net.Vmxnet3SwWLRO | 0

* Net.Vmxnet3HWLRO | 0

* Net.Vmxnet2SWLRO | 0

* Net.Vmxnet2HwWLRO | 0

Y

GE) A7 3T, LRONRT A—INEFEETIHHEE., HEFHRXITHEISCTCEETEET, ~

FA—=ZNTIZELWEA, LROIIAZTT, 0125 LWEE . LRO TR T,

7. [OK]%27 VU v 7 L TEELZHELFE L. [Configuration Parameters] % A 7 12 77K v 7 A% T
LET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Asavomz

ASAv & SR-

ASAv & SRIOV A 52— 420 TaEva=vy |

8. [fR1F (Save) |27 U 27 LET,

AT OWTIE, RO VMware ' h— Pt B A2 2R L T &0,
* VMware KB 1027511
* VMware KB 2055140

OV A —2J x4 RADTAES 3= Y

Single Root I/O Virtualization (SR-IOV) ([ZXV, SEIERT AN ARV —T 4 T VAT A
EIFITLTWVADEED VM 3, RA M= N"—HNOE—D PCle X v NT—7 T X7 X & HHh
TE5H X920 EF, SRIOV TIE, VM ARy NU—2 TH T X L ORI THEET — ¥ %5
BTE, NA RN Y BN NRNRTHZET, Xy NI =T DANL—T > MR LY—
N—@ CPUARMET LET, HiLD x86 ¥—/3— 7t v HIZid, SRIOV ICLE & A
L7 b AEY OEERZDOMOBIEEZRFHIZT 5 Intel VI-d T 7/ no—72 Y Fy 7ty b
DYLEEEN R I TV ET,

SR-IOV 4 TIT. D2 ODFNRA X BA THRERSNTWNET,

« EIRERE (PF) : BAARRIIC A Z T 4 » 7 NIC T7, PFIZ., SR-IOVHfEAZ & 52472 PCle
FAL AT, PEIE, WH O PCle 7340 2 & LTHRIH, B, @ESHEY, H—PF
1. —HEORAERES (VE) OFHB IR ELZRIETX £,

« Virtual Function (VF) : %A 3 v 7 yNICIZELCWE T, VFIX, T — X BENILE 2
KIRDO Y v — 2 &4 MT 25, B2 F TR EDIIEPCle 7 /34 AT, VFITHEHEMIZIT
BHINT, PFZN L TEREBLOEHINE T, 1 2L EDOVFZ 1 20O VM IZEHID Y
THZ LMW TEET,

SR-IOV /%, PCIEEHMEDBHFE 5 L OVE BN AR E T2 5k Td 2 Peripheral Component
Interconnect Special Interest Group (PCISIG) (2L > TEHRBLOEH SN TWVET, SRIOVD
FEHEIZ DWW TIX,  TPCI-SIG SR-IOV Primer: An Introduction to SR-IOV Technology.] % M L T
<TEEv,

ASAv ECSRIOV A V¥ —T 2 A A% 70y a =73 520, @RtL—7 427
VAT A LY N= R =T ECPU, THTHZXAT BIOT X T ZORENDIED D
FHEIDS BT,

SR-IOVA U3 —T A RICEATDHA FS54 2 LFHIREIE

ASAv DE NI T2 BAH 72— R = 7%, o XM HEMIC L > TR £97,
ASAV DT A A (13—=V) 1Z1E, SESERASAV T T N 74— AT 4%
 ADIERFT 5P HEILT 2 U VY — A U ARFB SN TWE T, MZ T, SR-IOV {4
BEREICIZREED Y AT L ) V= ANRMETT,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=1027511
http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=2055140
https://pcisig.com/
http://www.intel.com/content/www/us/en/pci-express/pci-sig-sr-iov-primer-sr-iov-technology-paper.html

AsAv iEE |
B osriov s RIETBHA RS AU EHREE

RA N ARL—FT 4 V5 SRTFLENLIN—INAHF HR—k
SR-IOV #R"— kK & VF R4 %, LFCERHTE £,
» Linux 2.6.30 7 — RV LARKE

SR-IOV A > ¥ —7 = A A% 272 ASAV 1, BIE, IRONA /R—= A HFTHR—F I T
£,

* VMware vSphere/ESXi
* QEMU/KVM
* AWS

N=F9x7 TS5y b Tr—LHR—F
~

GE  HR=PESNTWLEIMET T v F 7 4+ — L EFETTEDERDOY —"—27 T ADx86CPUT
NA AT ASAV ZE AT HMENRDH Y £,

OBV a T, SRIOVA v Z—T oA AT B A= =7 HA RFA 1220 T
HALET, LTFIEHA RTIA 0 ThHoTEATIEDH D TN, ZOHA RT7 A4 12H/E-» T
WiWnWN— Ry =7 Z2EHT5 &, HEORESCHREDOIK FICORN A AeEErH Y £97,

SR-IOV #H¥AR— F LTEY ., SR-IOV Xt PCle 7 & 7 & Z#5# L7-— _R—NETT, UL
TON—RT =27 RNFHICEETH2LENRDH Y 97,

o i FTREZe VF O#% & Te SR-IOV NIC OEEEIX, N X —T7 NS AL - TR £
—gqo

¢« T RTDPCle A b2 SR-IOV ZHAR— L TWEbITTIEH Y £HA,

o SR-IOV 5fits PCle 2 &2 v MIMSBEN R 2EE0H D £,

N

GE) A=W —O==aT1VT, BEWVWDOI AT LD SR-IOV YH—
EWERTHAMLENH Y F97,

s VI-dXISDF v 7ty b, wHF—HR— K, BLOCPUIZSWTIL, [virtualization-capable
IOMMU supporting hardwarel] ZZ L T< 72 &V, VT-d I%, SR-IOV ¥ AT AITHIHD
BIOS & E T,

« VMware DA%, 42 T A > @ [Compatibility Guidel]] T SR-IOV ¥R — F ZHETE %
R

« KVM O340, [CPU compatibility] # i3 CTE £9, KVM LD ASAv TiX, x86 /~—
R =7 LM R—FENR2NZ EICERLTIEE N,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K


https://en.wikipedia.org/wiki/List_of_IOMMU-supporting_hardware
https://en.wikipedia.org/wiki/List_of_IOMMU-supporting_hardware
http://www.vmware.com/resources/compatibility/search.php
http://www.linux-kvm.org/page/Processor_support

| Asav oz
SRIOV A > 8 — T x4 RIZEAT A4 k51 v etimEmE [

Y

GE) AT, ASAv % CiscoUCSC vV —X T w7 % —/_—TF
A MLZE L7, Cisco UCS-B #—/3— (T ixgbe-vf yNIC % #7R— k
LTWRNZ EICEELTLEEN,

SR-I0V THHR— ~EHTL VS NIC
eIntel { —% v b Xy NU—27 THT X X710

A

B ASAv E. x710NIC @ 1.9.5i40en R A ~ KT A & HHENRH Y
FHA, ZNLVHFWAR=U g UERITHLNWAR—=T g 0D RT
AXNFEMELEYT, (VMware D)

* Intel Ethernet Server Adapter X520 - DA2

CPU
* x86_64 v/LF =27 CPU
Intel Sandy Bridge LR (HELE)

N

GE) A3 TlE, ASAv % 2.3GHz @ Intel Broadwell CPU  (E5-2699-v4)
TT7TAMLELE,

° ﬂT
«CPU V7 v b2V §HLL Lol aT
cH—DYV Ay b ET8aTIZTAMNERHD F9,

Y

(G¥)  CPUEB Y=V 7%, ASAV50 L TVASAVIO0 ETT LA L—T
FL— FEEBRTHOICHIEINTWET, ESXi R TO
T =< ADME 39—) LKVMERLTONRT +—<
AP E (62 =) ESHLTIZIN,

BIOS %

SR-IOV X, BIOS 7217 TR <. "W— R =27 TETLTNWAARL—FT 4 VT VAT A AV
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T, ZAUL V=T Yy R 774 T 4= VOFEORHay 74 FXalb—ar 770

Y LEEA

¢ ISO A A—U MR ESXi NA RNR—=N_APFIZED X I~ T FENDDDFEMIZOVWTIL,
VMware TD ASAv DH A F7 A4 EHIRFEE (17—) ODOVF 77 ANVDHA KT
A EBRLTLIEE N,

ATYF1 ZIP 7 7 A )% Ciscocom ™ H X 7 a— KL, ga—0) T 4 AT IHRFELET,

https://www.cisco.com/go/asa-software

GE) Cisco.com D1 7 A B I NY A a — ¥ RGN NLE T,

RT9T2 T7ANEEET 4 L7 NVICELET, T4 L7 NI DL 77 A A EHIERLARV TS, RO 7
ANPEENLTHNET,
« asav-vi.ovf : vCenter ~D3E A,
» asav-esxi.ovf : vCenter LIZh~DE A,
sbootvmdk : 7 —h T 4 AT A A —,
« disk0.vmdk : ASAV 7 A7 A A—3,
« day0.iso : dayO-config 7 7 A /LB LA 7L 3 > ? idtoken 7 7 A /L% & Ep I1SO,

e asav-vi.mf : vCenter ~DEBEAFHDO~="7 A F 77 A /L,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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B ssavvsrozromacsoamERT 7 4 L0k

ATvT3

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K

e asav-esxi.mf : vCenter IS ~DEAFO~="7= A 77 AL,

VMware % {#/ L 7= ASAv DA |

[dayO-config| EWV9 T F A N7 7 A /WZ ASAy O CLIREXFEALET, 3204 X —T =14 ADFK

TE & T OMDME R EZIBIML £,

BAIDITIE ASA D/N—2 3 U THHRD HZMENRH Y 97, dayO-config i, AZN7e ASA WK TH H M ENH
0 £9, dayO-config Z 4K T % it 72 kL, BEFFD ASA 71T ASAV )L FE I Tay 7 4 Falb—va v
DBy 7 a8 —F 5 51ETT, day0-config NOATONEFIZEZE T, BEAFD show running-config ==~

Y RHEADIERFE —B L TWALENRHD 97,

dayO-config 7 7 A VD2 DD ZRLET, 1 DHOHITIE, FHEY A= Xy b AL F—T AR
ZAi 2 72 ASAv AT 5856 @ day0-config Z/r LET, 2 DHOHITIX, 10Xy b A —H x> b
A B —T = A A% 272 ASAV %3 AT 554 O day0-config 77~ L £ 9, T O day0-config Z il L C.

SR-IOV £ & —7 = A A& 27~ ASAv Z 8 A L E4, EEFHEE HHFHE

72 &0,
1 -

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0O

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

&1

ASA Version 9.8.1

|

console serial

interface management 0/0
management-only

nameif management

security-level 0

ip address 192.168.0.230 255.255.255.0
|

interface GigabitEthernet0/0
nameif inside

(45 ~—) ML T



| vMware % f&F3 L 1= ASAv DEA

ATv74

ATy TH

ATvT6

ATy 17

AsAv Y7 k7R EE 0 BRERT 7 1 Los ]

security-level 100

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1

nameif outside

security-level O

ip address 10.10.20.10 255.255.255.0
|

route management 0.0.0.0 0.0.0.0 192.168.0.254
|

username cisco password ciscol23 privilege 15
|

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2

|

http 0.0.0.0 0.0.0.0 management
|

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|

dns domain-lookup management
DNS server-group DefaultDNS
name-server 64.102.6.247

|

license smart

feature tier standard
throughput level 10G

|

crypto key generate rsa modulus 2048

(ff=&) Cisco Smart Software Manager & & U 1T S 417- Smart License ID h—2 > 77 A L& a3 Ea—X
IZF v rm—RLET,

EE) #vrm—R 7746 ID h—2vxatv—L, ID b—27 »DOHhzETe lidtoken] L5 T
FAL 77 ANMIRFLET,

ZOID b—27 2K 5T, Smart Licensing —/3—|Z ASAv 28 HEIIZBER S E T,

FTX AN 77 A)NEISO 7 7 A WCER L TRIECD-ROM 245 L1,
Bl -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

day0.iso IC Linux THr L SHAI & FHE L £,
i -

openssl dgst -shal day0.iso
SHAI (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb66 day0O.iso

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



VMware % {#/ L 7= ASAv DA |
B vvware vSphere Web Client % {5 L 7= ASAv DA

ATYT8 HLWTF =Y LEEET L2 b O asav-vimf 7 7 A /L&, day0.iso SHAL % # L < Bk &
T CEEHMAET,

1 -

SHAL
SHAL
SHAL
SHAL

asav-vi.ovf)= de0f1878b8£f1260e379e£853db4e790c8e92f2b2
diskO.vmdk)= 898b26891cc68fal0c94ebd91532fc450da418b02
boot.vmdk)= 6b0000ddebfc38ccc99ac2d4d5dbfb8abfb3d9oc4
day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb6

ATV ZIP 7 7 A VEMRHE LT 4 L7 FUIT day0iso 7 7 A V& aE—LEd, T 74/ 5 (28) @ day0.iso
TrANBEEREEINET,

ZOT 4 L7 UMD VM ABBEASNL5EEIE, BT L AR S 4Lz day0.iso WO EH S L E T,

VMware vSphere Web Client Z £ L 7= ASAv DE A

Z DIATIE, VMware vSphere Web Client Zffi ] L T ASAv # 8 AT 5 HEIZHOW T L £
9, Web 7 7 A 7> MZIL, vCenter X TJ, vCenter 2372\ 541X, [VMware vSphere
ARG KTy TA47 2 MBELOH 0 AR ZH M L7z ASAv A | £72iF TOVF
VLI LU0 H AR Z A L72 ASAv OEA] 2B LTI ZEW,

* vSphere Web Client ~D7 72 AL 7 547 2 MNEGTZ 7 A DA VA F—b (28 ~X—
V)

« VMware vSphere Web Client Z{# ] L 72 ASAv ®#E A (28 ~X—)

vSphereWebClient ~D7 VR EV ATV MRET T4 DA Y
A =L
Z OIATIX, vSphere Web Client (27 7 & A F 25 HIEIZOWTHMBI LET, F7/2, ASAy =2
V=T I RRAIMBIR ) FAT V MEET T I7A A A M=V T D HECONT bt
LET, —#DOWeb 27 747 MERE (77 74 272 L) X, Macintosh TlI¥ A — kST

WEH A, BRI TA TV POV R— MERIZOWTIL, VMware D Web VA F S LT
<TE&EW,

ATv 1 7 F %) 5 VMware vSphere Web Client % @) L £ 37,

https://vCenter_server:port/vsphere-client/

7 7 4V F T, port 1% 9443 T,

AT9 72 (ARIOHR) ASAVA L ) —N~DT 7B AEARRICT DI, V74T MRET T T A A A h—
L LET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| vMware % f&F3 L 1= ASAv DEA
VMware vSphere Web Client % {f L 7= ASAv DA .

1. v 2 A HHE T, [Download the Client Integration Plug-in]| #7 UV v 7 LCF 774 v & XU u—FRL
\i j—O

2. 72UV EAL TG, A VAT EFEHL T4 A A=V LET,
3. I A &AL A=V LT-6, vSphere Web Client (Z fF4%#5¢ L £ 97,

ATFY T3 a—H - LRX2U—FE AN L, [Login] #7 U v 273 5H . [Use Windows session authentication] F =
IRy I A& Az LET (Windows D)

VMware vSphere Web Client % {8 L /= ASAv DE A

ASAv %#E A9 5|21, VMware vSphere Web Client ( 721% vSphere Client) . 8L OA—7">
FEAYt 7 +—~ v b (OVF) OF L — 77 A VEHBHLET, Y AaDASAv /Ny r—
UHEEBT AI121%. vSphere Web Client T Deploy OVF Template 7  ¥— R&EHA L E3, ZD
U ¢ #— R TiX, ASAVOVA 7 7 A )V ZFEHT L. ASAv & EATT DA~ v v &2ER L, /Xy
Tk A VA R—=VLET,

74— FOFIEDIZ & A ET1X, VMware ([ZkF LIEHED $ D T9, Deploy OVF Template D7
FHLZ-DUNTIX, VMware vSphere Web Client 4> 7 A » ~AV T BB T E S0,

188 BRI
ASAv ZE AT SHIC, vSphere (FELH) THOR< b 1203y hT—7 ZFHEL TEI &L
ERbHY ET,

ATvF1  ASAvZIP 7 7 A /L% Ciscocom ™ H A7 — KL, PCIZIRELET,

http://www.cisco.com/go/asa-software

GE) Ciscocom D7 A U BIONV A2 —E AR MLIETT,

AT w T2  vSphere Web Client ® [Navigator] <A > C, [vCenter] %7 V v 7 LE7,

ATw 73 [Hostsand Clusters] 7 V v 7 L £,

ATV T8 ASAVEEANTHT XX — JTAK FIHRANEH2 Y v 27 LT, [Deploy OVF Template]
IR L ET,
[Deploy OVF Template] 7 ¢ #'— RRERSILE T,

RATYTE5 U ¥ — FEEOHERICHE > TR ET,

AT w76  [Setup networks] Hifi T, AT HHKASAV A LV H—T oA AZFxy NI =V b~y 7 LET,
Xy NT—=ZET7 N7 7y MEIZR > TORWATRRERH Y £3, Xy NV —27 212105 Z &9k
WIZINEE 2 G 1X, REDMmEE (Edit Settings) | XA TR Ry 7 ANbRy NU—7 2% CTERTE
F9, EBHH%, ASAVA U AX U ARER 7Y v 7 L, [REDHE (Edit Settings) ] Zi®IR L T, [RED
e (EditSettings) | XA 70V Ry 7 AT 7ALET, L, ZOBEMEIZITASAV A ¥ —7 =

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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VMware % {#/ L 7= ASAv DA |

B vvware vSphere Web Client % {5 L 7= ASAv DA

ATy 717

ATvT8

A ZAIDIFRTRENETAL Xy NTI—F TETHXIDOR) . WOFy T —27 THETHID & ASAv
A HE =T 2 A XD OXIE—EEZZRL T TEI0,

2YRT—H 7PEATAID [ASAvA B —T A4 XID

Fv hU—2r 7 &7 %1 |Management 0/0

xv NU—2 7 X742 |GigabitEthernet 0/0

v NU—27 7 X7 % 3 |GigabitEthernet 0/1

xv NU—2 7 X% 4 |GigabitEthernet 0/2

Fv hU—2r 7 &% 5 |GigabitEthernet 0/3

xv hU—27 7 X 7% 6 |GigabitEthernet 0/4

Fv hU—r 7 &7 %7 |GigabitEthernet 0/5

xv hU—27 7 X 7% & |GigabitEthernet 0/6

ZFv hU—2r 7 &7 %9 |GigabitEthernet 0/7

xv hU—27 7 x4 10 |GigabitEthernet 0/8

TRTDOASAV A X —T = A AT HH4EEH Y £ A, 7272 L, vSphere Web Client Tix 3 X T
DA E =Tz A RZxy NT—27EEOYTHMLERHY £5, FHLRNA VZ—T =4 X(ZON
TiX, ASAVERENTA > X —T 2 A A WHOFFIZL T I ENTEET, ASAV ZEA LT,
17 C vSphere Web Client (ZFE Y | [Edit Settings] ¥ A 7 R 7R v 7 AMGRGIA V H—7 = A A& HbR
THZENTEET, FEHIT OV T, vSphere Web Client DA > T A ~ILV T ZHBR L TL &0,

GE) 7 = —)L A —/N—/HA BiE Tid. GigabitEthernet0/8 37 = — /LA —"— f X —T = f A &
L CHARRESNET,

A B =y T 7 BAZHITP 7' v X v 2T 5541, [Smart Call Home Settings] fEl5k T A ~— K
FABLADTaR Y T RVAZRETILERSHY £, 207X 0%, —f&IZ Smart Call Home (2
b ENET,
7 = — /LA —/3—/HA Bl TlX, [Customize] 7> 7 L — M TR ZRT L £,

c AR UNAEIIP T RUAZEELET,

AVHE =T 2 A AERETDIHA. LRy NI—2 LOT 77 47 IPT RLAEAZ L3 TP
T RLRERET HUENRDVET, FIA v VEENKET L L, B X VEBIZTTA~Y
EEOIPT RLALEMACT RLRAEZF|EHE, NI 74y Z2@imSEET, BIERZ 31 |C
o TWAHIEEN, RFZ U ASNADIPT FLALEMACT RLAZBIEMEEST, Fv hU—27 FN
A4 2T, MAC L IP 7 RL ADMLEDLHIZOWTEELZTI L 2WED, Xy NT—27 FOED
LOMRGHICHARP = NURERINTZY, XA LT MRELTZVTEHZ LTS THA,

+ [HA Connection Settings] fHIk C, 7 =— /LA —— U o7 ZFELET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| vMware % f&F3 L 1= ASAv DEA
VMware vSphere Web Client % {f L 7= ASAv DA .

T2 )L F—R—=XT D2 EDOHEEIL, 72— F— "= I RHETHEIZEEL T, FEEOHE)
VEAT — 4 A ZRER L CUWET, GigabitEthernet 0/8 28 7 = —/LA— "— U > 7 L L CHATRE SN
TWET, RILAY NI —7 LDV I T BT 7T 4 TRIPT RLVALRAZ U NADIPT R

LVAZATILET,

ATV T TP —RBFETT5E, vSphere Web Client (X VM Z 4R L £9, [Z 72— LE#H (Global Information) ]

FHIE D UL D ¥ A7 (Recent Tasks) ]34 > C [OVFEBDOHIHIELE (Initialize OVF deployment) ] A
T A AR TEET,

l.}
* || Recent Tasks =

Al Running Failed 1

Initialize OVF deployment

@ DE-Testing
il B b b ) %

ZOFIENPETT D&, [OVFT 7 L— hDEA (Deploy OVF Template) |58 | AT —F ANEKR I
ij‘o

o

78

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



VMware % {#/ L 7= ASAv DA |
B vvware vSphere Web Client % {5 L 7= ASAv DA

| = [¢] RecentTasks

| i | Rumning  Failed 1
« Deploy OVF template '
] -asav3

" |nitialize OVF deployment
B} DE-Testing

My Tasks = Mare Tasks,

FDH%, ASAVA L ABZ UARA R NUNOIESNZT— 2B ¥ —DFIZFERENET,

371280

. Cisco BSE X1 ) TARET7TISAT VR (ASAV) 916 REZ— b7 v THA K




| vMware % f&F3 L 1= ASAv DEA

vmware* vSphere Web Client

ft @

VMware vSphere Web Client % {7 L 7= ASAv DA ]

(| X | & messmeasav3 | Adions ~

asavé

asav

VWhat is a Virtual Machine?

many virtwal machines

Basic Tasks

il Suspend the virtual
i Edit virtual machine

| Getting Started | summary Monitor  Manage
B

Avirtual machine is a software computer that
like a physical computer, runs an operating
s¥stem and applications. An operating
systemn installed on avirual machine is
called a guest aperating system

Because every virual maching is an isclated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments. or 1o
consolidate server applications.

In wCenter Server, virlwal machinas run on
hosts ar clusters. The same hast can run

B Power Off the virtual machine

machine
settings

amas

ATV 10 ASAV vV UNEEBEH L CORWEAIE., [~ OFEJ%Z 4 (Power on the virtual machine) ] %

7V w7 LET,

ASDM THzfe A 3IT L7V 2 0 Y — /WZEE AT T D RS, ASAVNEBIT 5 D& RFH £ 7T, ASAv
WO THENIT 5 &, OVF 7 7 A U HIRE SN2 T A —F 5t aAIr, TIN5 %E ASAV ¥ AT LK
EMLET, 0%, BB e ANABMICHBE I, B#ZHGLET, Co_EHEZEH 7 ot
1L, IO TASAY ZEA LT-GAICORFELET, EE A vt — V%2R 5121, [Console] # 7 %
7V w7 LT, ASAv 2 Y —NIZT 78 ALET,

ATy 7N

FAVESBLTLEEN,
e T4 VIELFUANL—Ty b LNLERELET,

cTIARVIEELFSTKFELIPT FVAREEZAN LES, MFTOEREDT — hRA T v TBIE
3. T4~V ERTEAF Y L LTEBEZ#NNT 57 A=F 2RO THR—IZLET,

7z A —=N—HABEOLEIT, ZOFIELEVRL TN o FVERELZBNLES, ROTA F

Cisco BIEE X1 TARBET7TSA 7R (ASAV) 916 RA— b7y THA K .



VMware % {#/ L 7= ASAv DA |

B vvwareusphere x5 > FF OS54 7L b LU 0 BB E A LT ASAY DEA

RDBERY

Cisco Licensing Authority {Z ASAv Z IEF IZ8ET DITIE. ASAVIZA 2 —Xy N T 7 AN
METT, AU F—Fy MR L TIA B AREREE T S8 5120%, EARITBMOHEE
MBI D ZENRHY £,

VMware vSphere R 2 > F 7829547V FBXUED
AAEEERL - ASAv DE A

ATy I

ATy T2
ATvT3

ATv74
ATvT5
ATvT6

ASAv 238 A9 5 121E, VMware vSphere Client 35 L A —7 U EAE(L 7 +—~ v b (OVF) ©
T T — 77 AV (vCenter ~E AT 551X asav-vi.ovf, vCenter Uﬁ*“%ﬂ‘ﬂ”éiﬂ/\
asav-esxi.ovf) ZEHA L FET, ' Aad ASAv v r—TU%E AT 5HI21E, vSphere Client T
[OVF7 > 7' L— h®D#E A (Deploy OVF Template) |V 4 ¥ — K&fiHLET, 2OV 4 ¥F—FK
TlE. ASAVOVA 7 7 A VZfEHT L. ASAV & FEATT D8~ v o 2 FR L, Ny r—T %A
YA M= LET,

U4 P—= ROFIEDIZ E A E1X, VMware (2% LEEAED $ D T3, [Deploy OVF Template] 7 ¢
P— ROFEMIZ DN TIL, VMware vSphere 7 74 72 DA T A4 v~V T 2B LT
é l/\o

188 BRI
« ASAv % AN 5HRHIZ, vSphere (FELH) TOMRKEH 120Xy NU—7 2R ELTEH
SHENRHY FT,

cASAV V7 N = T ORI L0 H R T 7 AV O1ERL (24 2—3) OFIEIZHE- T,
%0 H MR E B L ET,

VMware vSphere 77 7 7> h & &) L. [File] > [Deploy OVF Template] %= L F 77,
[Deploy OVF Template] 7 o« '— RBRERSNET,

asav-vi.ovf 7 7 A W EFER LT-EET o L7 P 2SR, Fa@IRLET,

[OVF Template Details] i 23 /R SN E T, IROBEAEICEEILET, DAXZLOHFEOAMNA 7 4 Fab—
var 7y ANEREAT GG MRELETLLEITHY T A,

et O EAGRE O ERNFR R ENET, [Finish) 227 Vv 7 LTVM 28 AL FET,

ASAv DEFEZBA L, VMware =2 Y —)LZBAWT, 2B HOEEIZFHS L £,

ASAV T SSH#2fE L, MERMENRAE T LET, HORMHa 74 Falb—ay 77 A LITRERT X
TORREN ENTWARWEAIX, VMware = Y —/LZBWT, MERERZE T LET,

ZAIUT, ASAv [XEEICEMERIRE/DIRRET T,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| vMware % f&F3 L 1= ASAv DEA

OVEY—L ik UE0 ARmREEALEAsavoEA ]

OVFY—ILEXUVEOOBRAEREZERLT- ASAv DEA

ATvT1

ATy T2

ATvT3

ATv74

TDvI7TaryTIE, B0 AT 7 ANV ENEL G D OVE Y — /L& L7- ASAy D
ATFHEZOWTHEA L £,

18 HHEIIZ

« OVF YV — /L%l LT ASAv #E AT 545513, day0.iso 7 7 A V3B TY, ZIP 7 7
ANTREESNDT 7 4/ EDZED day0.iso 7 7 A VAT 00, 2k, ERLI R
A ARLIEHORAHa Ly 74 Fal—ary Iy AVEBERTEET, BHLoRHa
T4 X2l —raly Ty ANVOIERIFIEIZOWTIEL, ASAY V7 bU = 7 Off &5 0 H
R 7 7 A VOB (24 =) BB LTLIIEEN,

« OVF ' —/ L7 Linux £ 721% Windows PC {121 > A b —/L &, #—4 v b ESXi $—/ 33—
ICHEHG CE DA L MR LET,

OVE YV — /B A VA R—LEINTWNWDZ L EfERLET,
1 -

linuxprompt# which ovftool

WMBEREAL T g VEEE L omd 7 7 A VEERR L ET,
1 -

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=4Core8GB \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

emd 7 7 A NVEFEITLET,
1 -

linuxprompt# ./launch.cmd

ASAv OFEFEZTA L., 2B HOEE) 258 L F 4,

ASAVIZSSHE L, MBS U TRELXTE T LET, S OICREDPLELRSGAIX. ASAvIZX LT VMware
oy Y —)VEEE, VELRRTEEEHALET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



VMware % {#/ L 7= ASAv DA |
B sa=syv—n~n7sez

I T, ASAv I WZEIER[REZRIE T,

ASAv O Y —)LADT O 1R

ASDM T 2854, F I 7Ny a—T 4 VI CLI 2T 2 0LERHIEANH Y F
T, T 7 AV FTiE, fAGAFAD VMware vSphere 2> Y —)UZT 7B ATE T, Fi2iE

=T U RRX=XA MR EDOXVENTEREEZFF >Ry NT—7 VU TN 3 =V ERTE
TEET,

« VMware vSphere = > > — L DA ff]

e Xy NU—27 L UT ) ary—)L R— DR E

N

GE)  HBoHMAWKR T 7 A VEHH L TASAY 28 AT 556, k77 A icaryy—ILo Y7L
DOFREZBILT, HET— MEIRB VGA 2 Y — LTI YU TAR— N2 fFH T
F9, ASAV V7 b U =T O EF 0 HHK 7 7 A VOLERR (24 <—Y) 2R TL

ZEu,

VMware vSphere 3 > — LD {E

MR EETZIT ST TNV a—T 4 7 %179 121E, VMware vSphere Web Client |2 L ¥ $2fit <
NHAR = —inh CLIC Y 7B A LET, #% T Telnet £721X SSH D CLI U E— F 7~
TAEHRETEET,

1R BRI

vSphere Web Client TiX, ASAv 2> Y — )L T I/ B RN BER I TA T v MEGT T 74 v %
AR =N LET,

AT w71 VMware vSphere Web Client T, -« > X2 h U D ASAv A V' AKX A% 47 VY v L, [Open Console] % i
RLUFEJ, F7/21E. [Summary] ¥ 7 @ [Launch Console] #7 U v 7 L £,

AFwT2 2= Tr Y7 LTEnter #HLET, 1 : Cl+Alt 4 &, h—YLAPEEENET,
ASAv NETZEBIFOGAIL, BEEIA v E—URRRINET,

ASAv IO CTREITH L, OVF 7 7 A VINBIREINTZRNT A — X 5 iAIr, T H % ASAV VAT
LRERSICBIILET, FD%, t@]?"mﬁxﬁiﬁibﬁﬁ WCHESH., B#ZEG L £, o _HEEZ#HH 7o
T AE, HIOTASAY ZEA LTEGAICORRBELET,
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ATvT3

ATvT4

ATy TH

2y ko= 2uFLavy—i K- rozz [

GE) TA VL A LA =T DHET, AL—T v I 100Kbps IZHIR SN D728, Tk T
2 NEEITFTEXET, T4V RT, BEOBRIEICLETY, S4B A2 A M—1T 53
FT. RODA Y E—IUNRary V— L TRYVIELERINET,

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

wo7Ta 7 FRFEREINET,

ciscoasa>

o7 Mi, 2—YP—EXECE—RFTEEL WA 2 L2 R LEYT, =2—¥—EXEC £— KTIZ
HARKa< ForzrEHTEET,

¥i#E EXEC T— RIZ7 7B AL ET,

Bl -

ciscoasa> enable
WO T NINFRRENET,

Password:

Enter ¥ —ZM L C, WICEARET, T 74/ b TiE, AT — FIZEATY, LENIA R —T L RRA T —
RZFRT L7725 E1E. Enter 23 boicona AN LET,

Fa T NRRO LI LUET,

ciscoasa#

BRELSOTRTOa<> Fid, FiEEXEC T— FCHATE £4, MHEXECE— F)nbar 7 4 ¥a
L—yaryE—KRIABLZ L TEET,

FRHEE— RZ2 T 51213, disable 2~ R, exit a~> K, £zt quit 2~ FE2ANLET,
Ja—LarZ 4 X¥al—vary ®—RII77EALET,
ciscoasa# configure terminal

Ta T IBRRO LTI LET,

ciscoasa(config) #

Ja—N)L ar7 4 Xal—valy T— Rnhb ASAY ORTEERBTEETd, Z/e—Lar7 4 ¥a
L—vay = Ra&TT5003%, exit a~ 2 K, quit 2~ F, £72idend a~> FEADLET,

Yy hT—4H Sy ary—J)L R— FDERE

ay V= I ANXY U ADE EOTHIC, 2y —L T I ERCHONT, Ry hT—2
VIUTNR— FEBEMTHRET 200, ERIFMRB Y TV R—Farkr hb—4% (vSPC)
WCHERT A LV ICERETE ET, FHIEOFEMIZ OV TIE, VMware vSphere D~ == 7 /L %
BZRLUTLEEN, ASAVTIE, B2 Y — LD VIZT U T R— Mz — L HH
EEETLIVENHY T, ZOFIETE, VT KR—F ary ) —VaEHNT 5 H5EIC
DWTHBLET,
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B cruzrazi—7vrsqtrzr07YTIL—F

AT w71 VMware vSphere Tr v b7 —2 L U7 )L AR— h&#E L E T, VMware vSphere D~ =27 /L &S L T
<TEEvy,

ATw 72 ASAV T, Tuse ttySO| EWIOARIDT 7 A V& disk0D/L— KT 4 L7 MVIHERLET, 277 Ab
WIERNBEDREEN TV DRLEITH D EX¥ A, ZOHIIHFIET H I EOHPLETT,
disk0:/use_ttySO

« ASDM 25 [W—IJL (Tools) 1>[Z 7 A4 ILEE (FileManagement) | ¥ A 7 /Ry 7 A%fEH LT,
ZOARITEDTHRA NI 7 A NET v 7 r— R T&EET,

s vSphere =2V — /LT, 77 AN VAT LNOBFEO 7 74V ((EEDT 7 A4V) &H LWARIZ A
E—T&EY, RIHlZRLET,

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttyS0

ATY T3 ASAVE Y m—RLET,
« ASDM 7> 5 [Tools] > [System Reload] % 3#R L £,
* vSphere =22 Y —/ /L Creload Z A1 L %7,
ASAv [T vSphere = Y — L ~DEEFEEAFIL L, RDOVIZT I TN ar Y —VITEELET,

ATy T4 U TV R— bk OBINEHIHRE L7z vSphere DR A R IP 7 KL A & R— FFEEC Telnet ##5i 3 570>, £7-
IZVSPC D IP 7 KL A & AR— M T Telnet ##58 L £ 97,

VCPU £ [ZRIL—T Y b A€ ADT7Y TSI L—F
ASAv IZ, FEH TZ 5 vCPU ODICHET HAN—T v F T4V AEFEHLET,

ASAv @ vCPU O &7 (135 T) HEIE. LW I A AZERLTEDOH L
WIAL B AREA L, FTLVMEE T2 X9 VMware DVM 7 87 ¢ 88 L £,

)

GE)

HY YT HN vCPU I, ASAVCPU FA B AFE T IZAN—T Y v TIAL B AL —F LT
DHENHY F9, RAMIEZ, vVCPURIZIEL L A AN TWARLENHV ET, T v

T L— REFIFE T 7 L— RIRZE. Z o FE %OT 74ﬁ/x&wwu%ﬂ AR
THEICLET, KFRAR—ENH DA, ASAv I WCEIMEL £48 A,

ATYT1 HLWIA B RAZERLET,
ATFYT2 HLWITABUAEZFEHLET, 72— N F—"— T DL, MFOEBIZH LT A & 251
]\_/i‘j—o

AFYT3 Tz F—R—ZHHTENE I NS LT, ROWTNNEZFEITLET,
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VMware T® ASAv D/\ T +—< VU R .

o 7z —)LA—3—=%H 1 : vSphere Web Client T, A% L 3A ASAv OEIREZUIN L £4, 7=& 2L,
ASAVv %7 V) w7 LTS [~ > DOEJREZ A7 (Power Off the virtual machine) [ %27 U » 7§
B, FRIFASAVEEY Y v 7 LT[ A MOSE Vv v hZ 7 (Shut Down Guest OS) ] % &R
Li—a—o

¢« 7z —)LA—/3—72 L : vSphereWeb 7 7 A 7> h T, ASAvOEREZUIN LE3, 7=& 2L, ASAv
IV w7 LT [~ OEWEZ A7 (Power Off the virtual machine) [ %27 U w7 357,
FIITASAVESL 7Y v 7 LT[ A MOSE Y v v R & 7 (ShutDown GuestOS) | Z &R L £ 7,

ATV T4 ASAVZEZZ U w7 LTS [~ v O E DM (Edit Virtual machine settings) | %227V v 27 L£7
(21T ASAV 2457 ) v 7 LT [REDHRE (Edit Settings) ] Z23&IKN L E9) ,
[Edit Settings] # A 7 12 7R v 7 ARFRINET,

ATYTE  HLWVCPU 74 L ADIE LWVMEEZ R T HI2IE, ASAvDOT A A (1 3—) (ZH 5D CPUE
P A VEEEZSRLTIZE0,

ATw 6 [Virtual Hardware] # 7 [CPU] T, Koy 77X VA SMEH LVEZER L £,
ATv 7T [Memory] IZIE, # LV RAM Ofix AJJLET,
ZFwTF8 [OK]&Z YU vz LET,
ATYFT9  ASAVOEREZ ANE T, /=& 21X, [Power On the Virtual Machine] 27 V v 7 L %7,
RTFYTI0 Txz—NF—_"— XTOEL
1 7774 7E~Da Y —VaF< 0, FI3IT7 77 4 74E T ASDM KB L £7,
2. AZUNAEEOREBPKET Lictk, AZ U ANAEBEICT = — VA — =L ET,

+ ASDM : [Monitoring] > [Properties] > [Failover] > [Status] Z#&4R L, [Make Standby] 22 U v 7
L/i—a—o

» CLI : failover active

3. TIT 4 7EEICHLT, ATy T3 ~9 B MDIRLET,

RDERY
ZEICOWNWTIE, ASAVD T AL 2 (1 3—) BB LTLIE X0,

VMware TO® ASAv D/\ T #—<T 2 R FFE

ESXi B TD/N T+ —<T VADMAL

ESXi AR A @D CPU M IFOFRTEE2THEST D Z 212k - T, ESXi BREND ASAv D/ 7 3 —
VU AREM ESHSH T ENTEET, [Scheduling Affinity] 47> 3 SN2k - T, (R~ D
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VMware % {#/ L 7= ASAv DA |
B vwvaossrsqy

CPUZKRA ROYELaT (BLONAIN—AL T 4 VI RENII2 > TODEED/NA 73—
ALy R) IZEDLITHBESELNEHETEET, oML EH TR, SRE~T
OELET 74274 By MNOT vy HIZHID Y THZERTEET,
AN OV TR, LR O VMware ¥ 2 4 > b 2B R LTS EE 0,

+ [Administering CPU Resources| M #: ( [vSphere Resource Management] ) .

+ [Performance Best Practices for VMware vSphere]

* vSphere Client DA > 7 A L~V

NUMADHA RS54 >

Non-uniform Memory Access (NUMA) 1, ~AF 7 rt oy H A7 07 at v Hiikd 5 2
AUAFYEY 2= VOREIZOWTRBTLIEAT) T —=F7 7 F ¥ TT, Trty ¥
HHED/—R (VE—FXEY) NIFELRWAE VLT 7 AT OHGIE, a— B AE
VIZT 7 AT 586 L0 bIKEOBE T, NUMA ##i2 7 L7 — X 2 kT 208N D
DE7,

X866 —N—T =X T 7 F L, BEOY Ty FBIXOY Yy NNOEED 27 THRINT
WET, £CPU YTy hEZFDAEIBLIOUTO A, NUMA / — KL ENES, AEU MM
537 v M EIRCHEARDIZIE, FA ST 7 r—va VB XOREEMT STV B JED
s (NIC 72 E) DREIC/ — FRIZGFET A LENRDH Y 97,

7 ASAy /N7 4 —< L AR ERTAHITIT

* ASAv v U iE, 1D NUMA / — R ETHEITTLHIXLERHY 7, 12D ASAV 32D
DIy FTEITENDLIICTEBAISNTWEEE., X7 3r—< AT KBIETFLE
_a‘o

87 ASAv (¥ 1:8 27 NUMA 7 —F7 7 F v Ol (41 2—) ) Tix. =A%k CPU
DEV Ty MR, TENENRELU LD aT #HEZ THWAMERH Y £3, h—— [ TH
ITENTVAMHMD VMIZOWTHEEETALERH Y £3,

«16 =7 ASAv (X2:16 =7 ASAYNUMA 7 —*7 7 F ¥ Offl (41 <—) ) TiL, &
AN CPU EOK Y7y MR, ZNEFN16HLULEO T 2HATHBERLERH Y 7,
P—R— ETEITEINTWABMD VM IZOWTHEEBETAHALENH Y 9,

eNICZ, ASAV ¥ U LEIUNUMA / — R EIZCHDILERH Y £,

\}

(GE¥)  ASAv X, #%8? Non-uniform Memory Access (NUMA) /— K5
FOWE 27 HoO®E O CPU V- v b & HR— b LER A,

WOKIL, 22O CPU Y7y BB . K% CPUIC I8THD a7 NE# SN T\ DE Y ——% R
LTWEF, 8 =27 ASAv TiZ, &AA K CPU DFK V7 v MIHEIE S HD = 7 HBAMLE T,
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| vMware % f&F3 L 1= ASAv DEA

numA D A1 k54> ]

1:837 NUMA 7 —%T 9 F v Dl

— numa 0 numa 1 -

8 core ASAv
CPU Socket 0 CPU Socket 1

i ENEEEE
. o
; EEEEEE

NIC

WOKIL, 22O CPU V7 v b HY . % CPUIZ 18D a7 NEH I N TV B —_R—%7R
LTWET, 16 27 ASAv TiL. A F CPU O£V 4 v MIEIE 16 M0 =2 7 2S48 T4,

2:16 27 ASAYNUMA 7 —%T7 7 F ¥ Dl

— numa 0 numa 1 -
16 core ASA
v CPU Socket 0 CPU Socket 1
oores
|
: ENENEN
—— ENEEEE
' EEEEER
IO Controlor WO Controlion
] [rd] N

MNIC

NUMA ¥ 27 A& ESXi O HICBIT 25/ DUV TIL, VMware K% =2 A > | [vSphere
ResourceManagement]] T, i D VMware ESXi/N— 5 VA S L TS &SV, 20O R¥ =
AV MBROZEOMOBE R¥ 2 X NOEFOTT 1> a U EMERT 21203,
http://www.vmware.com/support/pubs % ZH L T 72 &0,
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B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

Receive Side Scaling (RSS) FADEH D RX 12—

ASAVIE, DTy aTIiirxy NI—IZE T T 4 v 7 BT D2DICFRy FT—
ITHE TR >THHENST 7 /) 1P —Téh 5 Receive Side Scaling (RSS) ZHAR— kL
TWET, RRKALV—Ty FEEBTLI2IE, % vCPU (=7) (2 H O NICRX F = —723K
EEINTWALERH Y £9, —i%AY7: RA VPN JEB TlX, 1DONE/ANET DA 2 —

Tz A AEERTHHENRSDH Z EICER LT EEN,

[ &y

EE BHORX Fa—%MHT DL, ASAV /S—2 3 1 9.13(1) LIS LB T,

WNEBINBART DA v H—T 2 A A% FF>8 a7 VM Of, K 3:8 27 ASAVRSSRX ¥ = —
(42 _=2) ITRT I, BA L H—T oA A4 DD RX F2—0H Y £,

[ 3:827 ASAvRSS RX % 21—

ASAv _
8vCPUs = 8 phyical cores on host

4 \
FFIIIIII

N I

Inmld;nJ 0utsnde RX

NER/NE AT DA v B —T =2 A Z%FD16 27 VM OIS, X4:16 =7 ASAv RSS RX
Fa— @3R—=V) ITRTEIZ, EA LV H—T 2 AL 8ODORX Fa—NbY £9,

SPISU| DINA
vNIC Outside
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Receive Side Scaling (RSS) AOEHDRX 21— [

4:16 37 ASAVRSSRX a1 —

ASA
% 16vCPUs = 16 physical cores on host

(LLLLLIILIILIILL]
LR

Inside RX Qutside RX

apIsu] DINA
vNIC Qutside

WDFIZ, VMware D ASAV DO WICE L OV R—FENTWVWELHRX F2—DHAE R LET,
HAR— FEINTVWAD VNIC OFEBHIZOWTIE, HiRESi 5 vNIC (18 X—Y) &ML T
éb\o

& 11: VMware THE S % NIC/HNIC

NICA—F |wNIC K354 | FS4379 /8 BXFa2—0 | NT+x—T R
AN o— #

x710% i40e PCI /XA R JL— K8 PCI/ XA A )L—{%, T A &=
NIC DHF THED/NT —~<

AL ES, AR L—F—
RClZ, NIC i% ASAv B TH

D ARABBRBEIC i 228 UK T

EH Y FHA,

40evf SR-IOV 4 X710 NIC Z{# H L 7= SR-IOV
A)—"" ME PCI /XA A JL—
b Urk30%) EKFLE
T, VMware @ i40evf (213,
i40evf = & IZHK 4 DD RX
Fa—nHYET, 16 27 VM
TIRRAN—T > b EFEHT 5
12X, 8 ODORXF 2 —03 BT
RS

x520 ixgbe-vf SR-IOV 2 —

ixgbe PCI /R A A )L— |6 ixgbe K7 A /3 (PCI /8 A A JL—
EF—FR) 2%, 6 2O2DORX F =2—
N EST, RNTH—< AL
i40evf (SR-IOV) & [A% T,
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B srovsos—orszoTnEva=Ly

NICAH—F |WNIC K54 | FS4/8FT49 /08 [RKFa2—D|/XT+—I >R

N o— 54
7L | VMXNET3 | #e{A484k K8 ASAVI00 [ZITHELE S EH A,
ML €1000 VMware TR SN EH A,

*ASAv %, x7I0NIC ® 1.9.5i40en KA b K7 A N EHHBEEND D A, ZHED d/I—
VarErIH LAY a D RIANEEELET, NIC RIARNET7—L0 =T D
N— g a2 E 13 HER T 5 72 @ ESXCLI =~ > ROFEMIZ W T, NIC KT A 3
ET =AU T A=V a ORI (44 5—D) ZBRLTLIEEN,

NIC RKSA/NET7—LzT7/N—2 3 VDHI
BEDTZ7 7 — LUz TBLRRTANONR— g VEREHBNE IR T HLERN D D5E
1. ESXCLI 2= REHALTEFDOT—ZE/ROFH5Z N TEET,

A A=A ENTNSHNIC DU A FZERIGT 5I21E, B 578 2 MZ SSH &t L .
esxcli network nic list A~ F%;%??Liﬁﬂo ZDhavwr Rk, FTNA A L O
BEROFGLEPHFOLNDHITT TT,

A AR ENTWVOHNICO Y A FZ2EGTIUE, FEMRAREFRERD ZENTEE
T, MBEIRNIC DX ZHE LT, esxcli network nic get A~V REFITLET : esxcli

network nic get -n <nic name>,

)

GE)

xFE4, THTHZERFT A3, [Configure] % 7 W@ [Physical Adapters] D FiZdh 0 F7,

— R IRy NU— 2 T T 2 ERIT. VMware vSphere 7 7 A T M BLHERTHZ EH T

SRIOV A © 8 — T4 RO TAES 3 =24

SR-IOV ZFEHT X, D VM THEA MNEHDO 1 5D PCle x> NV —27 T XX iy
TAHZENTEET, SRIOV TR OMEELZ EFHL TV ET,

« YEFEEE (PF) : PF X, SR-IOV HRER & de 7 /L PCle RETT ., ZhHld, A K ¥—
N—FEDBEDALT 47 NIC &£ LTEREINET,

o (AEBERE (VF) @ VFIE, 7 — YRk % Xk & PCle HAE T3, VFIE. PF 2O
Eh. PFENLTEHEINET,

VF %, AL ENT-ARL—FT 4 7 VAT L 7L —LT—27HNO ASAV < > TR 10
Gbps DEEi ARk cE £4, 2Dk >3 Tk, KVMEEE T VF 2% ET 25 HiEICHOWNT
HBH L9, ASAv LD SR-IOV #R— FMZHOWTIE, ASAv & SR-IOV A V' H —T = A ZADT
nbEVa=rr (133—Y) 22 LTIEIN,
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FEFIEEFINEIR

sesmennszd

SR-IOVA VB —T A RIZEATBHAS KS14 >

VMware vSphere 5.1 LABED U U — (X, FFEDHREDEREETLMNSRIOV # %K — K LEHA,
vSphere O DOHEBEIL, SR-IOV A2 > TS LB L XA,

SR-IOV A VX —T = A AT HHA KT A4 > EHIRFE (13 3—) IZRR#EIN 0D
ASAv & SR-IOV (ZBH9 5 v AT LB Z T, VMware & SR-IOV (2B 2 Fff:, ¥R — b
ENTWDNIC, HEEOR AN, BLOT v 77 L— FEADOFERIC OV TIE, VMware <
=27 VIN® [Supported Configurations for Using SR-IOV] THEGRT HMLERH Y £,

DB arTiE, VMware VAT A LD SRIOV A U F—T oA ADTa Y a =TT
328 EIEREy Ny 7FIHEREFIHRELRLES, Z0EZ T3 NOFEHRIT
VMware ESXi 6.0 & vSphere Web Client, Cisco UCS C ¥ U —X H#—,3—_ 35 X O Intel Ethernet
Server Adapter X520 - DA2 Z i L7=HFED 7 REIREN DT A AN BAER S LIz H D TT,

SR-IOV A >4 —7J =4 RIZEAT HHIREIE

ASAv ZfL#EhT 5 & ESXi CERINDIE/F LITHDNEFT, SRIOV A Z—T7 = A AREK
IREINDEERHVET, ZHICEY, A UV F—T 2 A AREZT—NEEL. FFED ASAv
T ADFR Yy N — IO T A% E R0 £,

A

FE

)

ASAv TSR-IOV %y NI —2 f v B —T oA ADZREXFIETHENC. A F—T A AD
T EMRT A ENEETYT, ZHUILY, Ry NT—T A X —T oA ADRE
B, VMAEARDELVHEMACT RLAAL VX —T7 x4 AZ@HAINET,

ASAV BEEH L7265, MACT RLAREAS U A —T 2 ADV v B 7 2R TEXE T, show
interface a2~ R&EEAL T, £ v Z—7 A ADMACT KL ALY, 4’/5’ TxAAD
FEME R AR LET, A ¥ —T oA AEY Y THRELNI & E2MRT 5121, showkernd
ifconfig 2~ ROFER E MAC 7 KL A& L £,

ESXi /R X |k BIOS DHEEE

VMware |Z SR-IOV A > % —7 = A A% 2 7= ASAv 238 AN+ 5121%, Atz R — KL T

BT HMERH Y £7, VMware TiL, SRIOV 7R — MIBET L4714 0D
['Compatibility Guidel] 7213 T7e < (AMEAAE NN E R T D 4 0 L m— RAfgE72 [CPU

Identification Utility] & & T, ALY R — F OB FREGEFEZ AL L T ET,

F7o, BSXim A MMZma /A4 o T25Z LIk - T, BIOSHTIRALNR BN 2> TWENE D
NERHET A L TEXET,

AT T ROWNTNIDFTEEFH LT, ESXi vV =vica 74 LET,

ZREET

EHEET 7B ARHH25E81F, AR 2L, ~> ooy vy —roa /A r~_—
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e ARAMIVE—FTEHE L TWAEAIL. SSHEZIZHD U E—h ar Y —A#uafiHA L T, &A&
FEovyT g BB LET,
ATFY T2 RAMIE-oTERBEINDI2—TL LR TU—FEASLET,
ATy T3 Roavwr REFETLET,
1 :

esxcfg-info|grep "\----\HV Support"

HV Support 2~ > RO L, EHFRER NA N—=NA PR — DX A TH2RLET, AlEEOH HHE
DI EUTIRLET,

0: VI/AMD-V if, ¥ FR— "N ZDON—Ry =7 CiIMEHATCERWI L ERLET,

1 : VI/AMD-V %, VT £721X AMD-V 2 CT&E F4TN, ZON—KRU =7 TiE¥FR—rEn2WVWI &%
/j—_\‘]\/i—é‘o

2 : VI/AMD-V 1%, VT £721Z AMD-V Zfi i T& £9 2, BifE. BIOS N THNZ /> TWRWZ & &R
L/i‘j‘o

3 : VI/AMD-V I, VT £721% AMD-V 28 BIOS N CHE@NZ 2> TEY, fiATE2Z 2R LET,
5 -

~ # esxcfg-info|grep "\----\HV Support"
| ====HV SUPPOTL ..ttt ittt ittt 3

ED 3 1%, ALY R —F S TEY, AINIR>T0H I & AR LET,

RDZERY
« RAMYELT X7 S TSROV AN LET,

KRR BT S T2 ETO SRIOVDERE

vSphere Web Client Z £ L C, " A F TSR-IOV ZH%hC L, AMREEO AR TE L ET, &%
ELRNE | AR~ ¥ AR RE IS B T & £ A,

48 HHEIIZ

¢SR-IOV E#ary NU—V f v B —T A A H—FK (NIC) DA LA F—LENTWNWAHZ
LEMERLET, [SRIOV THAR—KEINTWVANIC (153—Y) | 2L TLEE
AN

AT 71 vSphere Web Client T, SR-IOV Z A9 5 ESXi A A MIBEI L £,
AT w72 [Manage] ¥ 7 C, [Networking] %27 U »» 7 L. [Physical adapters] Z 3R L £,

SR-IOV 7 T 4 ZFHETHZ &0k, W7 X7 ZNSRIOV Z# VR —F LTWEMNE I DEHERT
=F7,
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ATvT3
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ATy TH

ATvT6
ATy 71

vSphere X 1 v F DR .

WELT X7 & %R L, [Edit adapter settings] 27 V v 7 L¥7,
SR-IOV O FC, [Status] K= > X X =2 —75 [Enabled] Zi#IR L 7,
[Number of virtual functions] 7F 2 hAR > 7 22, T X TS ZIZERET HIRAEREDEEZ AT LET,

GE) ASAVS0 TlI, A v Z—T7 A ZHT= 020U EOVFEZFERALAEWNZ L 2BED LET, W
AV B =T 2 A AEEBORIEEECTAET L L, XT3 —~ U ANKR T REMENH Y F
—a—o

[OK]Z7 U7 LET,
ESXi A A M &#FEEh L £,

W7 #7452 2 M) TRBLSHZNIC A — N CTHRABMRER T 77 4 712D 3, Zhbid, AA D
[Settings] # 7 @ [PCI Devices] UV A MZF /RSN ET,

RDZRY
« SR-IOV HBE & R EZ BT 5 72D OFEUE vSwitch Z{ERE L £ 37,

vSphere X 1 v FDERL

ATvT1
ATvT2
ATvT3
ATvT4

ATy T5
ATvT6

ATy 717
ATvT8

SR-IOV A V¥ —7 = A AZEET 57280 vSphere A1 » F Z{ERK L 7,

vSphere Web Client T, ESXi 7 A MIB#E)L 7,
[Manage] C. [Networking] Z 38R L T/, [Virtual switches] Z 3R L £ 97,
TT A (+) FLEfE DR OMERT A 22Tl 5 [Add host networking] 7 A 2% 7 U v 7 LET,

YR A v F AR~ > > 7" — K 7 /L—7" (Virtual Machine Port Group for a Standard Switch) | ¢ % A 7
EER LT, [k~ (Next) 1227 U v 7 LET,

[New standard switch] 23R L C, [Next] #27 U v 7 LE T,

WXy WU —2 THTZ 2R LOEER A v FIZIBML £,

a) FVHTONLTHTEZDOTT, EDTITRA (+) ilma sy 7 LTT ¥ T2 BMLET,

b) U A RHESRIOVICKIET By hT—2 £ v 4 —T = A ZRIRLET, 72 & 213, Intel(R) 82599
10 Gigabit Dual Port Network Connection % 3R L &7,

¢) [Failover order group] K22 v 7% 7 A ==—"TC, [Active adapters] 7> Hi®IR L F 7,

d [OK]%27VUvyZ7 LET,

SR-IOV vSwitch @ [Network label] Z AJJ LT, [Next] 27 U v 7 LE 7,

[Ready to complete] ~— ¥ CE#IR A il L T/ 6, [Finish] 27 U v 7 LET,
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VMware % {# /i L 1= ASAv DEA |
B me<coommttLAL0o7y FoL—k

5:SR-IOVA 3 —T A AT R v F Ehi=# LL> vSwitch

Geting Started  Summary  Mondlor | Manage | Relaled Objects
Semngs [ Nelworking | Storage | Alarm Definitions | Tags | Permissions

a Virted| swilchs

| vitalswiches [N PPN

Vilerme adaplers

£l . e
Piwsical adaplers it vawitcho
TCPAP configur ation £ vowilcm
Arberanced
Standand wiich: vSwalch1 [(no e ek ced)
¢
[® 1556-5RIOV o ¥ Physical Adaptars :
WLAN 10X - = vmnicl 10000 Full i ]l

* Virtual Machines (1)

RDERY
IR~ DAL LB R L FE T,

RETSUOEBELRILOT vy TS L—FK

HHME L~ RA N~ o THEHAMRRYEAN— RU = TIZRST 2~ o T A
RERRBAN— R 272 RELET, ASAv~ I 3. N— R =7 L-UL% 100l EicT 54
FENRHYDFET, ZHUTEY ., SRIOV D/ A Z)L—HEEREMN ASAV IZABENFET, ZOFIET
X, ASAvV ZEIB CHRFDOV R — SN TWARBEN— R 2T =T g T v I 7 L—
FLET,

AR~ D= R =7 N—= 3 L BHPEIC DWW T, vSphere (RAE~ v Vi~ =7
IWESBL TN,

AT 71 vSphere Web Client 7> vCenter Server (21 7 A > LET,

ATy T2 BHETDHASAY vV U ERELET,
a) F—ARLE— TANANE ITTFTAE, Y I—R F—)b FTolER A FEBEIR LT, [Related Objects]

2T7x7 Vw7 LET,
b) [{AE~ <> (Virtual Machines) | %27 U w27 LT, UARMpH ASAV v U 23R L ET,
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| vMware % f&F3 L 1= ASAv DEA
AsAv ~o se-ovNic o#E Y 1T

ATV T3 BRI~ OEREA7IZLET,

ATy T4 ASAVEAHZ Y w7 LT, [FP ¥ ar (Actions) |>[FXThHvCenter 7% <3 > (AllvCenter Actions) ]>
[E#itE (Compatibility) 1>[VM7 v 745 L— FOE#M (Upgrade VM Compatibility) ] Z 3R L £,

ATFY TS [TV (Yes) 1227 Vw27 LT, Ty 77— REfRLET,

RATY 6 (M~ O E M T [ESXi 5500 (ESXiS.5and later) |47 v a U A®RIRLET,

ATy 1 (FFvay) @HEOFAROSOY X v NF 7 A%RIZOHRT » 727 L— K (Only upgrade after normal guest
OS shutdown) ] Z&R L F7,

IR N AR~ & 08, IR E 7z [Compatibility] B EDXHET H/N— KT =7 N—= g AT v 77
L— R, R~ O [Summary] # 7 THLWAN— R =7 N—=Ta UREHFINET,

RDERY
« SR-IOV /XA Z)b— % NU—2 T HE T H &M LT ASAv & {RAEKERE 2 BEE T =9,

ASAv ~® SR-IOV NIC D&Y HT

ASAv v L2 EWBNIC 3T — X XA BEe Z & A ARAET HIT1E, ASAv & SR-IOV /XX A
N—Fy NI —0 THETHEE LTI DL EOREEERRIZEREEM T 52 LERH Y £3, ROF
JIECiX. vSphere Web Client Zf# L T, SR-IOV NIC % ASAv ~ ¥ ZHED 24T 5 HiEIZ O
THBLET,

AT w71 vSphere Web Client 7> % vCenter Server (21 7' A > L £,
ATYT2 EBEHEFTLHASAV v U ERELET,
a) T—HBUH— TFNE ITAE Y =R T FTIAEA N EEIR LT, [Related Objects]
2T% 7Yy LET,
b) [ff8~ < > (Virtual Machines) 272 U » 27 LT, U AR5 b ASAV v & R L £,
ATv T3 i~ 2D [Manage] ¥ 7 C. [Settings] >[VM Hardware] %3&R L £,
ATw 74 [Edit] #2 V v LT, [Virtual Hardware] % 7 Z 3R L £ 97,
AT v T5 [Newdevice] K v X7 A==2—T, [Network] Z3#R LT, [Add] 22V v 7 LE T,

[New Network] f > % —7 = A ANRFREINFET,

ATy 76 [New Network] 2 & = & @B LT, M AHEZR SRIOV A7 v 3 U &@IRL £,

AT w77 [Adapter Type] Ru2 v 7 X 7 A ==—7T, [SR-IOV passthrough] % %R L £ 7,

AT 78 [Physical function] K2 v 7’'H 7 A= —T, NAAL—H~ v THE T HIGT HWET X7 2 %
ERLET,

ATv 7 [~ OEREAACLET,
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VMware % {#/ L 7= ASAv DA |
B Asav~o srovnic oElY 4

A~ v OBIRAE A NCT D E . ESXi B A R T X 7 Z B 22T\ DRABHERE 273
WLT, FRESRIOVAA AL —TFT X FRIZvy T LET, TR NMRE~ VT E T Z L
L 2 DIRABERE DT R TO T a T 4 AR L E T,
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==
=% =R

KVM Z{EF L 7= ASAv DE A

H—=FN_R—=ZADFAE~ > (KVM) ZFETTEDLEEDOY— 13— T 2D x86 CPU T /3 A
AT ASAy ZEATEET,

|

EE ASAVORHR/NATE Y EIZ2GB T, HIED ASAv 23 2GB ARIliD A £ 1 TEHEL TW DA,
ASAV VU DAEY RS e . ETONR—2 2 0205 9.13() BIEICT v 7/ L— KT
XEHA, T, BFEAA—VarEHEHLTH LWL ASAY vV U A HEATE £,

*«KVM T?D ASAv DA K7 A CHIRFE (51 _—)

« KVM Zfi [ L72 ASAv DA HONT (54 ~2—)

« ASAv & KVM DORHESME (54 <X—)
cHBOHDaYy T 4 X2l — gy T A NVDOUEE (55 —)
AR T U w3 XML 7 7 A VO (57 ~=—3)

« ASAv DZHE) (59 ~—7)

Ry NG A B —T 2 AR T Va=ry (60 2—)
* KVM T ASAv D/R7 F—=< 2 A (62 ~2—)
«CPUEHHRL LAR—F (73 2—2)

KVM TDO ASAV DI A 54 U THIREE

ASAV DEANIZHEH SNDHED N— R = T7I1%, MAINDA VAKX 2 ADECH BT
Y oTHERRYET, BT AEMRIET 754 T L AT, BA R ETOENY J—2E
DUT (AEV, CPUH., BLOT 4 AT EE) BNMETT,

| A

EE ASAVIZI. 8GBDT A AT ARL—U YA RATHEAINET, THAAITEEDY V—RED Y
ThAEERETAZ LT TEERAL

ASAV ZEATHHIZ, IROTA RTA » LHIRFHEEZMHE L ET,
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KVM %R L 7= ASAv DA |
B «wvcoasav o K54 o cHIREE

KVM T ASAV D R T LEH
W72 /X7 =~V AL MRT D720, LFOMERRICHER L T D Z 2R L T2 S
VN, ASAVIZIE, ROBEHERH D £,
o IR A b CPU I, (A LIRIRIERE 20 2 7=V — /" — 2 T 2D x86 ~X— A D Intel F 7=1F AMD
CPU THAIMLENRH Y 97,
72 & 21E. ASAV R T7 3 —< L AT A N TR T, 2.6GHz TEIET % Intel® Xeon® CPU
E5-2690v4 7' v & » 4 % #5#; L 7= Cisco Unified Computing System™ (CiscoUCS®) C /U —
A M4 H— " —Z R AKRE A L CuET,

#E3ZE Z5 vNIC
BN T v ARBL T DITE, RO NIC ZHEE LU E 7,

¢ PCI /R A ZJL—TD i40e : Y — X— O NIC 2 VM [ZBEfHT. DMA (A4 L2 kX
FYTI7ERZ) S LTNIC & VM OB T Ry y hTF—E %2Rk LET, 7y bk
BT CPU VA Z VI NEH Y 8 A,

« i40evilixgbe-vf : FEEANZ FRL & A LTI A (NIC & VM [ DMA /37~ |) | NIC ##
DO VM HTHEATEET, SRIOV T, EADFIIEN SV, —RAICHEE S E

¥+, Rk
e virtio : 10Gbps DENEZ YR — F LETH, CPU VA 7 Vb LB MR R Y hT—7
RIA 1 TT,

NI+ —T U RADOEREL
ASAV DI DT —< U A FEBT 572012, VM LR A MOl =i+ 5 LN T
T4, FEHIC OV TIE, KVM TOD ASAy D/87 4 —~< U AFHEE (62 2—) &ML TL
7ZE0,
*NUMA : 72 k VM ® CPU U ¥ — X % B.—® Non-Uniform Memory Access (NUMA) / —
RIZ55BEd 25 2 & T, ASAY D7 3 —~< v A% ETE£4, FEMc o0 T, NUMA
DA RTA L (63X—=2) EHHLTIIEIN,

+ Receive Side Scaling : ASAv I Receive Side Scaling (RSS) ZHA—FLTWET, Ih
X, XYy NU—I T X T RICE>TEEO 7 vntyYar7iirxy NV—IJZENTFT 74>
I g DD ENDT 7 /vy —T7, FFMIZ OV TIEL, Receive Side Scaling

(RSS) HOBEHD RX ¥ =2— (66 X—) ZBRLTIIEEL,

* VPN O&EE : ASAv T VPN /X7 o —< U A& (b 5 720 OB MO B REFHIZ DO

TIE. VPN O&diift (68 ~—) #ZHL T ZEW,

CPUE=>Y

KVM Bi55 T ASAv ZRERE S B 5(21F. CPU B = VN METY, CPU o= 7 DAL
(62 ~—v) ZZMLTITESV,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| KvM %{EF L 1= ASAv DEA
kM <> ASAv D 4 K51 vesiEEE [

NATRASEYT 4 AAFSA0DF=HDT T —ILA—/N—

T = VA= N—ELE DAL, AX S HEERE T A 2 AMERM 522 T Dk
ERERL TS & (2 20X, W7 OEEMN 2Gbps DHERAT 5 TH D Z L7 E)

| &

BEE ASAv AR LU CEAHMEST BT 25618, 74 A 2 —7 =4 A% % ASAv IZ[RI U
P CEMT H2MERH Y £, 58 _HL4/&w7x4xﬁﬁﬁém$f%A%w:Wm
éhék ASAV 22V —VIZZ T —INEREINDIERHV ET, /2, 72— A — 13—
MERBIC O BN Z 0 H Y 7,

Proxmox VE £ ASAv

Proxmox Virtual Environment (VE) X, KVM K~ V2 EHTCE 24—V —AD P —
NIV 7 F >~ 7 +#—AL T3, Proxmox VE IZ., Web X—RADEH A L X —T =14 AR
L £9,

Proxmox VEIZ ASAv ZE AT 241X, =Ialb— NV U TAR— FEFFOL 912 VM

ERETHULERDY ET, YU TAR—=RIBRNE, 77— 7 v 77 ak A% ASAV 8
N—TREIZ2 0 9, T XTOEFIX X7 L, Proxmox VE Web <X— R EFHA > X —T = A
AEMEH L THFITTEET,

\}

(GE¥)  Unix ¥ = /v F 721X Windows Powershell (Z1BA T2 k= — —[A1F 12, Proxmox VE X {548
BREODTRCOa Vv R—3x FEHTLa~v R I A0 —T = At LT,
AR RIA A UE =T oA AZE, ATV Pz M X THiFERRE & UNIX ¢ man
R=VEAROFELR X2 A MRHY £,

ASAv #IE LS BB T HI2IE, VMIZV U T AT AL RERETHUHENRDH D 7,

1. A A 2 Management Center D/ElDF 7 — 2 Y U —TASAv v 2R L 7,
2. B~ OBEREAZICLUET,

3. Hardware> Add> Network Device Z &R L C, > U 7/LAR— FZBEINLE7,

4. ([~ OEREA AT LET,

5. Xterm.js ZfH L CASAV~ T 78 ALET,

FANY—=NN—=TlKE2Ly NT v 7 LT 7T 4 7T 5 FHEIHOWTIL, Proxmox ¥ U 7T
IR DR—=TU 2B LT IE &,
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https://pve.proxmox.com/wiki/Serial_Terminal
https://pve.proxmox.com/wiki/Serial_Terminal

KVM Z (&M L7 ASAv DA |
B «wmzmmLEAsAvOEAIZOLT

KVM Z{EA L7- ASAv DEAIZDILNT

WDOKIL, ASAv & KVM Dy hT—27 haRa oz RrLET, ZOZETHHL TWHF
EIX, 2 bARa oSN TWET, ASAv I, NEfxXy hU—72 L4y U —2
DEDT 7 AT 74— LTCEHELES, £7/2. IEOEH Ry U —7 RNHRESNET,

6:KVM % &M L 7= ASAv D Afl

10.1.1.2 198.51.100.2
g0/0 g0
192.168.1.2
mo'o
Linux Guest Linux Guest Linux Guest
Inside Mamt Outside
10.1.1.3 192.155.1.3\ /198.51.100.3
et ethi ethi
Inside Mgmt Outside
Metwork Metwork Metwork
'-I'l' : 11.1 E : I.-I WM
% N | Linux
virbr2 virbri wirbr3
10.1.1.10 182 168.1.10 198.51.100.10
athi =
Linux Host 1015230 §

ASAv & KVM DRI

* Cisco.com 7>5 ASAv qcow2 7 7 A /L& X 7 — R L, Linux 8 A MIKHH L E7,

http://www.cisco.com/go/asa-software

Y

GE)  Ciscocom D 7 A v BLIOV AT —E RN NE T,

c ZDV= 2T I)LOEAFTIL, = —H —2 Ubuntu 18.04 LTS Zfif L TW5 Z & ZRilE &
L CvWE 9, Ubuntu 18.04 LTS 'R A b Dfg FEITIRDO R r— % 4 A =)L LET,

* gemu-kvm
* libvirt bin

* bridge-utils

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K


http://software.cisco.com/download/navigator.html?mdfid=279513386

| KvM %GR L1 ASAv DB A
£0A0av T ¥aL—var 77410k [

* Virt-Manager
e virtinst
« virsh tools

* genisoimage

e NT =~V ATARA N ZOREDHELZITET, RAMEMESLHZ LT, KVM
TD ASAY DANV—T'y b ERKRETE 9, —BAIREF R FFHBEOBEIZ OV TR,
[NFV Delivers Packet Processing Performance with Intel] 2 £ L T 7230,

« Ubuntu 18.04 O{EF| 22 @@ b, RO ONREENFE T,

s macvtap : EPERED Linux 7'V v ¥, Linux 7' U v PO D 12 macvtap 2 CTE £
T, 7272L. Linux 7 U v POV IZ macvtap AT 2561%. FEOERTEEIT
IMENRDHY T,

* Transparent Huge Pages : A& U ~X— U414 X &8I w £ 9, Ubuntu 18.04 TiX, 7
T AV R THUNTR S TVET,

Hyperthread disabled : 2 20 vCPU% 1 DD > 7L a7 IZHI L £77,

s txqueuelength : 7 7 4 /L k @ txqueuelength % 4000 /3%~ MIHEISE, Fry 7 L—
AR L E T

« pinning : gemu 35 X O vhost 7' m B A ZKFEDCPU 27 [TV 45kt LE T, FrEDSR
EFTIE, BEVERICE > TR T+ —< 2 ARKIEIZH ELET,

*RHEL X—ZD7T 4 A~ B 2—3 3 Oz OV TiE,  [Red Hat Enterprise Linux 7
Virtualization Tuning and Optimization Guidel] Z &M L T 72 &0,

¢ ASA V7 b =T B I WASAV /A 78— O HEHMIZ OV TIL, Cisco ASA O H
[JeEE] Z# B L T 72 &0,

FOHDOID4XaL—S32 7714 ILD%EE

ASAv ZEEITHENC, LOHHDary 74 Xal—vary 77y VEEEFTEET, 20
7 7 AV, ASAv DEEIRFICEH S5 ASAY DR EEZGLT XA N7 7 AL TT, ZDW]
HEEEIX,  [dayO-config] WO T HFA N 77 A e UTHREDIEET L7 N VIS
L. S BHIT day0iso 7 7 A A~ LRI E T, 2D day.iso 7 7 A VDR DEEIRFIZ~ T
YEENTHEAWMONET, HORMar 7 sFalb—var 770, 2y, &
BA LB —T oA AT 7T 47T Ha~vr N AF—GEH SSH r— "— %R ET
a<w REEOIHERHY ETH, TRXTOASARELZEODHZ EHLTEET,

day0.iso 7 7 A /v (B A X I dayO.iso 72137 7 4 /v b day0.iso) 1%, FYIOLE FIZfEH T
HILENRHD £,
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https://www.intel.com/content/www/us/en/communications/nfv-packet-processing-brief.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990

B zoe00 7 %a—var o7 ok

KVM %R L 7= ASAv DA |

o PIHE AR 2 BB ASAV 12T A & A& fH 59 5121, Cisco Smart Software Manager
M5 A 7 v — K L7z Smart Licensing Identity (ID) ~—2 > % Tlidtoken] &9 T F A k

T AL, FO0 AR 7 AVERLET L7 B

R LET,
1}5@‘5 VGA 22V — /L TliER <, NARX=RA P D) T ILiR—

D ASAVIZT 7 &

L. aﬁff#éiﬁ/\i HOHABR 7 7 A MIcar ) — AU TAOBREEEMNL TR

FRIZ Y U 7 NVR— bl 20N H Y £,

s NT AT LU N E— RTASAY ZEATHHEIE. N7 AT LY hE— RTHEST
SNDEERD ASAMERR 7 7 A V%, FHORBAMEERK 7 7 A VE L THEHATILERDH Y £
T, TNV T Y R I AT U= LDEORHAa 74 X2l —ary 77

Y LEEA,

\}

GE) Z OFITHE Linux 2MEH SN TWETH, Windows DA HEREO2—T 4 VT 4 BB £

B

AT F1 TdayO-config] EWV9 T FAKNT 7 AT ASAV D CLIREZRALET, 32004 U F—T A ADK

E L ZOMOMEREREAZIBMLET,

BAIDITIZ ASA D=2 5 U THRD L MENRH VY 97, dayO-config i, A2N72 ASA K TH L MLENH
D £7, dayO-config Z AT 2 Feii 72 HiEIL, BEFD ASA £721TASAV b3 T2y 7 4 Fab—va v
DOREER Sy % 2 B —3 5 573 T9, dayO-config NOITDIERFIZEZE T, BEAFED show running-config =~ >

RHEITONEFEE —FH L TWARLERH Y 97,
B -

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level O

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
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| KvM £ L1- ASAv DEA
wEIyvoxm 77 Lok ]

ATw T2 (EE) ASAv OWHIEARIC HEINIC T A o A2t H85A1%. day0-config 7 7 A VIR DIEHH
BERTVWAZEEZERLTIIEEN,

A =T 2 A ADIPT FLA

« (ff:#) SSmart Licensing TfEH 32 HTTP 7'z %

«HTTP 7' m % (J5E L72¥A) 7213 tools.cisco.com ~DHERE 2 A hZT 5 route 2~ > K
e tools.cisco.com & IP 7 R L R |Zfi#k4" % DNS H— 3 —

« ZIRTD ASAV T A B RAZFRIET S 72 D Smart Licensing D i E

« (fEE) CSSM TD ASAv DRBEERIHIZT 272D D—FEDHEA M

ATvF3 ({EE) Cisco Smart Software Manager (Z X - TH1T 4172 Smart LicenseID bh—72 7 7 f L& 3 B a—
2y a— KL, Fora—R77A 006D h—2 v %ar—L, ID h—7 > DOHh%iEiTe ldtoken)
EWVWISITHRARNT 7 ANVEERLET,

ATV T4 THANT7A)VEISO 7 7 A MTEH L TRAECD-ROM % Epk L £ 77,

&1

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZDID h—7 12X~ T, Smart Licensing % —/3—I(Z ASAv 28 B BRI SN E T,

ATYTE AT 1IN 5E2MVIRL, BATSASAY Z L2, WUIRIP T FLAEZEHT 7+ NOWERT 7 A
EVERS L E T,

RETY XML 771 ILDHEE(E

ASAv 7 A F & KVM AR A MIHEHrR L., 7 A N ARG T 2IER Yy N —7 2R ET DM
ERHY E9,

\)

GE) ZOFIETIEH. KVM AR A RS AE~OBGRIIME. SN ER A,

KVM A A R BIZEETY) v O XMLY 7 A V2R LET, FEOHOaAY 7 4 Fal— a3
77 ANVDOHEE (55 =) IZRFEINTWDRERy hT—27 MR YoFITIE, 350
RABT ) v 77 A (vitbrl.xml, virbr2.xml, virbr3.xml) NHETT (ZHE5D3D>DT 7
ANZLEHEATHLERDH Y £3, 72& 2I1E, vibr0 (ZTT TICFEL TV A DA T 8
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KVM % {Ef L7- ASAv OB A |
B 527y o7 noms

) o BT T AL, AT Y v VORTEICHERERDEENTWET, KET T v
L TCHRIE—BED MAC T RVAZBETHILERHY £7, IP 7 RLADEEIZLET
TO

RATFYT1 300FBRy hU—2 7Y XML 7 7 A VEVER LET, ROFITIZ, virbrl.xml, virbr2.xml, 3 X
N virbr3.xml T,

1 -

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10"' netmask='255.255.255.0" />
</network>

1 :

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10" netmask='255.255.255.0" />
</network>

51

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>

AT T2 UTFEE0LAZ VT REERLET (ZOFITIX, A2 U7 MIvirt_network setup.sh &\ 5 £l % 1) &
)

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

ATFYT3 ORIV REEFTLTC, BREXY NU—2 2R ELET, ZOXZ7 U7 M, BEXy NU—7 2
BREEIZ LET, Ry FU—2Z1F, KVM AR RRBEIELTWAIRY BRI L ET,

stack@user-ubuntu:-/KvmAsa$ virt network_ setup.sh

G¥) Linux R A b & Y v— K3 584 1%, virt_network setup.sh 227 U 7 s FHFEITTLHMENRNH Y
F9, A7 VT MIY 7 — MEICHER S L ER A,

AT T4 Ry hU—I BNERENTZZ L 2R LET,

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
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| KvM %GR L1 ASAv DB A

IV |

virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

vitbrl 7 U w VIZE D B THNTWAIP T FLAEFRRLET, T, XML 7 7 A L CTEID H T IP
7 RL AT,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

ASAv DS Ef

ATy T

ATvT2

virt-install X—ADEARX 7 U7 N EFEHLTASAY ZE# T £7,

lvirt_install asav.sh| & V)9 virt-install 27 U 7" N &AERK L £,
ASAv ¥ ¥ DAHIE, 2O KVM A A b EOMOE VM T—ETHLLERH Y £7,

ASAV TIFEK 10 DF >y NT =T BHR—FENET, ZOBITIEI DOy NU—7PMEHINLTNE
To Xy NU—2 TV vy VOMDIEFIZEETT, VA NOEYIOMITEIC ASAY OEHEA 7 —T7 = A
A (Management 0/0) . 2% H D4Ji% ASAv @ GigabitEthernet 0/0, 3 & B O 4JlZ ASAv @ GigabitEthernet 0/1
2% L. GigabitEthernet 0/8 & TRIFRIZHE X £ 77, KA NIC I% Virtio TZRIFAULXR D FH A,

1 :

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86_ 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

—-—import \

--disk path=/home/kvmperf/Images/desmo.qcow2, format=qcow2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

virt_install 227 U 7 N & FEITLET,
i -

stack@user-ubuntu:-/KvmAsa$ . /virt_install_asav. sh

Starting install...
Creating domain...
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KVM %R L 7= ASAv DA |
B~ +r755108—9z1zxFnEDa=Vy

T4 RUDBHE, VMO Y —ARERRENET, VMBNEHFFTTHDLZ E2HERTEET, VMNE
B2 F TS 0 £, VMABAEEI LS, =Y —LE@ENS CLI 2~ RE2FETTEXE4,

Eoaz=2y
ASAV ZEIE L CTHEE T2 4, A VX —T =24 ZAZENITEMB L OHIBRTE £,

ASAV =V UNZHT LWA v 2 —T oA AZBMNT D54, ASAVIZZFDA o H— 7:4’?05:
DA =T A AL L THRHE LTI e am JTEAVNERHD T, [FEEIC

NFZ 7 TueYa =TIl X o TFEDOA F—7 oA A& HIBRT 256, ASAvi i%OM’
YA —=T A ZEHIFRL T, BEMTONTZTXTOY Y= A& B 20681 H 0 £,

EERFIRLHNEIR

Ry TS A3 —T(4 R TO

AB—DIAADIYEVT EBEEMFIT

Ry NTTTA =T oA AEBINTHEE. TOA X —T7 24 AEFT, HEOK
BDOA LB —T oA AFKFIT L Mz =820 £9,

IRy NI T ITA L E—T 2 ZAEHIRT D E, TNNEEOERESDAL A —T 2 ATH
BEEERE, AV HF—T 2 A AEBFIIX Yy v I HRECET

AT 2 A ABFICX Yy v I NbDE, WAy NI 7 e ra=r 7 SinbdA
VHE—T 2 A AFFEDOX Yy v T MO L E T A LET
Jx—J)LA—/\—
Ry NG T A B —T oA AT o— N F == 7 L LTHERTAES. VY
1T, ASAVD 7 = — Vv F—N"—_XT7 L L THREINTWIM D=y hCTFrE Y a =
CITTHMERHY ET,
e FTNNANR—NRNAYFDT 7T 47 ASAv

ARy N7 A —T A A%BIMLT
B, NAIR=INAYFDAK U INA ASAVIZHR Yy NI T T A B —T A A&BML
iﬁ—o

T IT 47 ASAVICHT-ICBM L7 =— VA — R — X —T 2 AZHELZE
T, BREITAX A EEEICE S NET,

e T4 2=y FOT = — )V —NR—EHGHLET,

o 7o — VA==V T EHIRT D5E . BUNCT 7T 4 772 ASAV T7 = — /LA —/3—
REZHIBRELET,

cNAN—=NRAYFDT 7T 4 TIRASAVIS T = — )V —R— (L H—T = A& Y&
[./\ijqo
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| KvM %GR L1 ASAv DB A
2y kT—5 4v8—22120%y +755 |

e RIT. NAN=RAPFDRE A ASAVI LI T DAV H—T = A RAa 3 I2H
[S//%[/jz‘a_o

HIPREIE & HlF9E1E
R NFFG T A E—T A A Fr Y g =T Vittio (RAE NIC IZ[RE S NET,

e PIR—FENDA L HF—T =2 A ADOFKEIL 10 T, 10 2B EIBEDA L Z—T oA A
EBMLEIY > ETHE, 29— RAovb—UnRERINET,

e AU H—TxA A J—FK (media_ethernet/port/id/10) Z#FI< Z LT TEx£HA,

ARy NTFFT T A B —T 2 AR TRV g =TI ACPI BDMLE T, virt-install 2 7
U 7 M2 ——noacpi 7 T T HEEDIRNTL X0,

2 RT—H AR —T A ADTRY TS5

KVM A IR=RA DA o H—T = A AZBIMB L OHIBET 512X, visha~<w2 R4 0%
EALET,

ATy T visha~vr R IA4 00y varzZl&EEd,
11

[root@asav-kvmterm ~]# virsh
Welcome to virsh, the virtualization interactive terminal.
Type: ‘help’ for help with commands
‘quit’ to quit
ART9T2 A8 =T x4 R&BMTHITIE, attach-interface 2~ > R&ZHH L £97,
attach-interface{ --domain domain --type type --sour ce source --model model --mac mac --live}

--domain (Z1%, EEEH, 4ART. FFEAUUID Z8ETEE T, —~type /37 A —H (%, WEAZRE > b
T — 27 TR, ZA%&RT network, £721ET A A~DT U v D&Y bridge D E L HnEIRETE T,
—-source /X7 A —H (X, BEHGEDOX A TE R LET, —-model /NT A —Z T, FKIEANIC DX A TERLET,
—mac/NT A—H|L, XY NI—T A H—T 2 ADMACT RLVAZBELET, --live/XT A —X L,
A RMWETLTND RAAL N BEE XL 2R LET,

GE) FEATFREZe A 7 3 v DFEMIC DWW T, vissh DAR FF 2 A v FE2BRL TS0,
5 -

virsh # attach-interface --domain asav-network --type bridge --source br hpi --model virtio --mac
52:55:04:4b:59:2f --live

GE) ASAV TA VB —T oA A AT 4 X2l —ary T—FR2FEHLT, T 747 D%EZE
AUHE—T oA AERELTHEMELET, FEHIZOWVTIX, [Cisco ASA ~ U — X CLI = >
T4 X alb—var AR (M7 EE) I @ [BasicInterface Configuration] D% 2L
TLTEEWY,

ATYT3 A F—T A AZHIRT 521, detach-interface =~ K& H L £9,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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KVM %/ L1 ASAv OEA |
B «wvcoasavo/ o+ —< oz

detach-interface{ --domain domain --type type --mac mac --live}
GE) EHARE A 7 > a COFEMIC OV T, Virsh DA FF 2 A FE2SZRLTIEEN,
11

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live

KVM T ASAv D/N T #+—< R EFE

KVWM B TD/NT+—< > ADRALE

KVM AR MOBREZXETTHZ LIZL - T, KVMBERENOD ASAV D/R7 3 —~v U A% L&
HAHILENTEET, ZNHOREIL., AR NV —_"— L OEERFORE & 1T ERIE T, =
DO A7 a X, Red Hat Enterprise Linux 7.0 KVM CTEH TX £,

CPU B =T HHNNITDHE, KIMBERTONRT p—<v AR ETEET,

CPUEL =T DEE

ASAv TlZ, KVM BREETD ASAV DT —~< L A% FEEH7-HICKVMCPU 7 7 ( =
TAF T avEEATAILERDYET, oy T 7 =74 (CPUE=VY) IZ&
D, 7 AEEAL Yy FEPROEEE (CPU) SCHRIAV CPU DA v R eSS v R
BRISFIREIZ/2 D | {LE.D CPU Tid7e< ., FEESN/Z CPU TOAT BB AEZITA L v RRZE
ITEND L1270 £,

EUBHR SN TWARNA VAF UV ATEVER SN TND A Y AX L AD Y Y — ZE 3 f
SINBNWENCT D720, CPUE =T EFERHLARWA AKX A LITRDAR A M CPU
V=V VAT A VA AERMTHE AR MENEZRELET,

)

FB O NUMA "R PR WA LV AZ U ALFEIUERA MINUMA MR P EEFFOA LV AX R
PREEALZWVWT RN,

TOF T arEFEHTARESIT. KYMAARTCPU Br =0 75k LET,

ATY 1 KVM A A MEET, Vo= IR TE 2 vCPU OBEFARD DT, WA D MRu PR LE
7,

&1

virsh nodeinfo

ATw 2 [FHHAEEL vCPU O ezl L £,
Bl -
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virsh capabilities

AFY T3 VCPUET rE S a7 Dty MIEr=v7 LET,

51

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vepupin =< > R, ASAv D vCPU Z & IZFEITTHMENH Y £, WOHL, vCPU 7 4 fH D
ASAVHERRZMEF L, AR MZ8ED a7 BMER SN TV AIEAICHNEEIC/ D KVM 22w REZR LT E

B

virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav

w N~ O
g w N

RARDATESIL, 0~TDOEDFESTENEVETA, FMICHOVTIE, KWIMD FFa AT —3 3
CEBRLTLLEEND,

GE)

NUMA /5 A

CPU B L = T 2R T 2561E. mA M P— =D CPU bR PEEE|ICHHF L T EE
W, BEOaT RSN —RA—2HH LTV AEEIT. B850 Yy MIE7-28% CPU
By = ZERELBN T RS,

KVM IR TO/NRT7 4 —~< 2 ADM EIZiE, HEHDOV AT A Y Y —ANRKBEIZRD &0 BT
bdH Y FET,

R

Non-uniform Memory Access (NUMA) 1%, v~V F 7 at v Hh A7 2070t v i+ 2 A
AVAEFVEY 2= LOREIZOWTRRTLLFEAEY T —F7T 7 F ¥ T, Frkyin
HED/—F (VE—FAFY) WIFELRW AT VT 78T H5A/1E, n—hLAE
VIZT 7 AT 586 L0 bIKEOBE T, NUMA ##i40 L7 — X 2 kT 508N H
nET,

X86 Y — =T —%TF I Fx I, EEOY Iy FEBLOYry NNOEEDO 27 TR SN T
WET, HCPU Y7y hEZDAEUEBIOTO 2, NUMA J — REFEENET, A€ U0
587y N ENRINZGEAIDIZIE, FARNT 7 r—ra U BXOEEM T ATV ST
s (NIC 72 &) MELC . — FRICFEETL2HERH Y T3,

7 ASAy /X7 F—< U A EFEHTHITIT

cASAV ¥ U1, DD NUMA / — R ETEITTAMLERH Y 9, 150D ASAV A2 D
DIy FTEITENDEHIICEASNTWEEE, X7+ —~< AT KRIEIIE T LE
ﬁ‘o

«87 ASAv (¥ 7:8 27 ASAVNUMA 7 —X 7 7 F v D] (64 <—) ) TlI., HA
FCPUDE Y 7> b2, ZNEFNSFELU EO T H iz TWALENRH Y £3, — 31—
FTEITENTHABMDO VM IZHOWT L EETAIXLERNL Y $9,
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KVM Z {5/ L7 ASAv DA |

B vwvaossrscy

«16 =27 ASAv (¥ 8:16 =7 ASAVNUMA 7 —X% 75 7 F ¥ Ol (65=2—3) ) Ti. &
AN CPU EOK Y7y B, ZNENI16EHLULEO T ZHATHBERLERH Y 7,
P—R—= ETCETEINTWVABMD VM IZDOWNWTHLEBTHZLENH D 9,

*NIC IZ. ASAv =3 v &[E U NUMA J — R EICHALERH Y £,

WOKIE, 22O CPU V47 >y b3H 1V . £ CPUIC 18D a7 RNEHFH I N TWH Y — _—% R
LTWET, 8§ 27 ASAv TlX. R Ak CPU D%V 47 ML 8 HD =2 7 BB T,
X 7:807 ASAVNUMA 7 —x T F ¥ Ol

— Numa 0 numa 1 =

8 core ASAv X
CPU Socket0 CPU Socket 1

P e T
) Aaonwagy

NIC

WOKIE, 22O CPU V47 v b3H Y . £ CPUIC 18D a7 RN I N TWAH Y — _R—% R
LTWET, 16 =7 ASAv TiZ. &AA K CPU DE- V7 v MIEE 16 HO 2 7 23MLE T,
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| KvM %GR L 1= ASAV DA

nuMA DA K51 [

X 8:16 37 ASAvNUMA 7 —* T F v D4l

— numa 0 numa 1 -
16 core ASAv
CPU Socket 0 CPU Socket 1
\ oores
I
i ENEEEE
——r EEEEEE
mom o w e
IO Controlor WO Controlor
we]  [rox] wc] [
NIC
NUMA O &5&E1k

PRABAYICIE. ASAv v 03, NIC A EEL TWD / —RERE NUMA / — R ETHEITTS
%\gﬁ§?§) D i‘j—o %EJ“/EJj:Yko) & j”j D VG‘?—O

1. [listopo) ZFEH L TNICHAAIZ/>TWD /— REHBIL, /— FOREFRRLET,
NIC Z @O T, EDO/ — RSN TWDHnE AELET,
2. KVMAANT, virsh list ZffH L TASAv Z#H LET,
3. virsh edit <vM Number> ZfEH LT VM ZfREL T,
4. BRI/ — FIZASAY ZBLE L £4, ROFITIE, 1827/ —FzfiELTWET,
J—F0~0Dfl#E :
<vcpu placement='static' cpuset='0-17'>16</vcpu>
<numatune>
<memory mode='strict' nodeset='0'/>
</numatune>
J— K1 ~Of#E :
<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1'/>
</numatune>

5. xml DEHEEZEIEL. ASAV ¥V OEBERETBFEALET,

6. VMMPHMD ) — FTEITINTWVDH I L E2MERT HITIE. ps aux | grep <name of your
asav vm> FEITL T, a2 X ID ZBELET,
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KVM Z {5/ L7 ASAv DA |

B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

7. sudo numastat -c <ASAv VM Process ID> & 3E{T L C, ASAv < VNIl E ST
LERLET,

KVM T® NUMA FHE O BT A 3EMIC oW Tk, RedHat @ R = A2+ [9.3. libvirt
NUMA Tuning] Z2ZM L T 7ZEW0,

Receive Side Scaling (RSS) FAMDEH D RX 1 —

ASAVIZ, BE DT ety aTiirxy NV—UZENT T 4 v 7 BT 5720 Fy hT—
ITHTHZE>THRENST 7 /vy —"Td % Receive Side Scaling (RSS) ZHHR— kL
TWET, RALV—T v FEEBTHITIL, 4 vCPU (7)) [T HE O NIC RX F = — 3%
EINTWALERH Y £9, —i%AY7: RA VPN JEB TlX, 1DONE/AMNEST DA X —
T2 A ABBERATAGEENH AT LITERELTLIEIN,

[ &y

BEE BHORX Fa—%MHTHITIE. ASAV S—2 3 1 9.13(1) LA LI T, KVM DA
libvirt ®/3—7 2 03 1.0.6 LIETH L MERH Y 7,

WNEBN AT DA v H—T 2 A AR08 a7 VM DBE. X9:8 27 ASAVRSSRX ¥ = —
(66 ~—) ITFRT LI, BA L HZ—T 2 A ATIT4ODRX F2a—0NbH Y 3,

9:827 ASAVRSSRX ¥+ 1—

ASAv
8vCPUs = 8 phyical cores on host

{ \
= =
N D T

0 g
:
o z
-
Inside RX Outsne RX

NIER/INTALT DA v B —T =2 A Z%F>16 27 VM D4, X 10:16 =7 ASAv RSS RX
Fa— (67 =) ITRTIIC, ALV H =T 2L ANEE DD RX F2—0HVY £9,

. Cisco BIEE X1 TARBET7TSA 7R (ASAV) 916 RA— b7y THA K
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| KvM %GR L 1= ASAV DA

Receive Side Scaling (RSS) AOEHDRX 21— [

10:16 37 ASAvRSS RX & 1 —

ASAY 16vCPUs = 16 physical cores on host

(LLLLLIILIILIILL]
LR

Inside RX Qutside RX

apisu] DINA

vNIC Qutside

WDFRIZ, KVM D ASAV D WIC B L OV R —FENTWARX Fa—0HERLET,
A= b S TN D WIC OFINUZ OV T, HEESLD WIC (52~—v) ZBHLTZS
v,

& 12: KYM THE S h B NIC/HNIC

NICA—F |wNIC K354 | FS4379 /8 BXFa2—0 | NT+x—T R
AN o— #

x710 i40e PCI /%A A JL— 8 (JK) x710 O PCI /%A A )L—3 L0
SR-IOV &— KX, #kii7/e/<
Tx—< AR LET, @
WL CEER I, o VM
MTNIC ZiFTEL720
SR-IOV M H#ELE XL E T,

140evf SR-IOV 8

x520 ixgbe PCI /S A A )L — 6 x520 NIC (%, x710 £V & 10 ~
30% ST f—v L ANEL 2D
£4, X520 DPCI/NA A )L—F
K OVSR-IOV £— RiL, [FHED
NI p—~ o A& L £,
B, AR, o VM
MTNIC ZFTELH2®
SR-IOV R HELES L E T,

ixgbe-vf SR-IOV 2

FM47p L |virtio HE( AR 8 (FK) ASAVI00 [ZITHEE S L EH A,

F OO ROV TIL, KVM
T O Virtio D~ /)LVF F 2 —H 7R —
NOFMME (68 X—) S
L TLEEN,
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B vnosaEt

KVM %R L 7= ASAv DA |

KVM T Virtio DY )L F ¥ 1 —HKR— bOFEHE

wOFIL, libvirt xml ZHRET S 7-DI2, Virtio NICRX F o2 — DA 4 ICHETHHEE L
TWET,

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
</interface>

BEE HHHORX Fa—%2FR— T A120%, livit D3—2 5 U3 1.06 UG THALERH Y F

VPN O =1k

SR-I0V 1 > %

—é’_‘O

ASAv TVPN X7 3 —< A& b+ 2720 0OBMOEBEFEIEIL, kOLEBY T,
¢ [PSec D A)L—F> MIDILS L9 bEL 20 F9°,

« GCM KF 3121, CBC ORI 2 DA NL—T v "3 Y F9,

—JxAADTOE 3= Y

SR-IOV Zf 31X, BED VM THRA FNED 1 5D PCle v WU —27 T X 7% &g
THZENTEET, SRIOV TR OMELZ EHR L TWET,

« WpPFREERE (PF) : PF L. SR-IOV B¥REZ & dr 7 /L PCle BERETY, ZhHi%, AA b ¥ —
N—FEDOBEDAZT 47 NIC &£ LTERRINET,

o (AEBERE (VF) @ VFIZ, 7 — X5k % T 2 & PCle #HE T3, VFIZ, PF L
Eh., PEEZNLTEHEEINET,

VF T, AL ENTZAR L —FT 4 VT VAT L T —0T—7HND ASAV ¥ 2 TR K 10
Gbps DAt TE £4, ZD®Z 23 Tlk, KVM BB T VF 2% E T2 HiEICHOW\T
L ET, ASAv FD SR-IOV #AR— FMZDOWTIE, ASAv & SR-IOV A v & —T = A ZAD S
nEYa=r7 (135—Y) 2BRLTLIEEN,

SRIOVA A —T A ADTAES I =V ICET 2EHR

SR-IOV ZH KR — M T 2YE NIC ¥ H 54, SR-IOV s VF £7213{48 NIC (WNIC) %
ASAV A VAR L ARIIZT Z v FTEET, SRIOV X, BIOS 721 TRl "— KR =7 FTFE
TLTWAFRL—F 4 T VAT A AV AB L AFETNINANAR—= R POV R— F bk
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| KvM %{EF L 1= ASAv DEA
KM 2 + BIOS &4 - 0s ZE [}

BLCY, KVM BREBETEITHTD ASAVv D SR-IOV A4 vV X —T =2 ADT7a by a =72l
TE— A RSA DY 2 NELLTFICRLET,

« AR Y —s3—{T1 SR-IOV HJEHEL NIC 286 T, SR-IOV A & —7 = A AZFIT
2HA RTA L EHIREE (13 =) 22RLTIEE0,

e IR A Y= =D BIOS THRAUL N AN 72> TWABRLERDH Y £4, ST OW T,
RUF—=D~v=a2T NVESHRL T EIN,

¢ IR Ak H— 38— BIOS TIOMMU 7 12—/ 3L 73— K73 SR-IOV 2% L CHENC 722 » T
WAHARENRH Y £, FEHCOWTIE, N— R =27 X —D~v=aT )V ESR L TL
722N,

KVM7RX ~ BIOS &7 RRX +0S DEE

DB arTIE KM Y AT AEDSRIOV A v X —T =2 AD TV a= 7B
THIFESEREY VT vy T FIREREFIEZRLET, Z0€7 v a VHOERIL, Intel
Ethernet Server Adapter X520 - DA2 % {# ] L 7= Cisco UCS C +/ J — X H#—,3— E® Ubuntu 14.04
ZHEHALT, BEDOT RRENDOT NA ADBIER IO TT,

1R BHHIIZ
¢SR-IOV BEffikry NU—27 A X —T x4 A H—F (NIC) BRIV TWAZ L%
R LET,
s Intel FAE(LT 7 12— (VT-x) HEHEL VT-d BEREDNAZNZ > TWAH 2 L 2R L &
ﬂqo

\}

GE) VAT A A—I—IZXoTUE, ZNDOOIEEMEENT 7 4L F T
BN 72> CWDEANHY £9, VAT LT EIZBIOS &% EIC
T RALTCERTDHHENRER LD, XU F—D~v=aT )V
TR AEWRTHZ E2BEIOLET,

IR —TFT 4T VAT LEADA A N—LFZ, Linux KVWMEV 2—/b, 54757
22—V — BIO2—=T 4 VT4 DTRTNBA VA=V INTWNDI EEMHRLE
9, ASAv & KVM ORiHESRME (54 X—) 2R L TLIEEV,

WA I =T 2 A ADPBEIRETH H T & 2R L £ 7, ifconfig <ethname> Zfifi ] L T
ALET,

ATFYy T "root" —HF— T H T FE XAV —REFEHA LTI AT AICES A LET,
AT w72 Intel VT-d AN R >TWD Z L 2R L ET,
5 -
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KVM %R L 7= ASAv DA |

B Mtz FBIOS LR FOSOZE

ATvT3

ATv74

ATy TH

ATvT6

ATy 17

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU

[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)

[ 0.000000] DMAR: IOMMU enabled

BEOITIE, VI-dBREDNZ/>TNDH I EERLTHET,

letc/default/grub #% E 7 7 1 /LN @D GRUB_CMDLINE_LINUX = k U |Z intel_iommu=on /X7 A — & Z {1
TAHZLIZEoT, I—x VA Intel VI-d 27 7T 4 712 LET,

1 :

# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

G¥) AMD 7'at v HEFEH L TV A58, DY IZ, and_iommu=on % 7 — k /X7 A —H|Zff
mu x4,

jommu OEE A HHCT L7201 —"—%2 ) 7 —F LET,

1 -

> shutdown -r now

WO ZEMH LT sysfs £ > % —7 = A AREH T sriov_nunvfs /3T A — Z [Tl 2l 2 EE AT Z &1C
LT, VF Z2Ek L £7°,

#echo n > /sys/class/net/device name/device/sriov_numvfs

P —N—DEFRZ ANVET T2 ONCL R E O VEBMERR S D L D129 512X, letcrcd/ 7« V7~V IZHES
BEIiLTWbrelocal 7 7 A Mz Eida~ > REAMAIMLE T, LinuxOSiX, 7 — k 7at 2AD5x% Tre.local
A7 VT NEFEITLET,

-E2E, A= 7=V 125D VF BT 27— A Z L PR LET, BEVDOEY M7 v 7 TlEA v~
H—T oA AN DARENNH D FT,

% -

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

P—N—% ) T— K LET,
1 -

> shutdown -r now

Ispci ZfE LT, VF MERR SN2 & 2l L £,

> lspci | grep -i "Virtual Function"
kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function”

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function ( )
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function ( )
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function ( )
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| KvM %GR L 1= ASAV DA

asav ~a Pel 734 208 Y 2T [

GE) ifconfig 2~ REFEHA LT, HriLnAf ¥ —T = AEFRLET,

ASAv ~D PCl 7/31 ADEIY HT

VF Z{ER L7 5., PCI T3 ZA&ZBMT 50 L REEEIC. VF 2 ASAV (ZBINTE £, kDA
TlX, 777 1 J1/b virt-manager ¥ — V&AL T, A —H% %> F VF 22 hr—7 % ASAv
BN 2 FEICOWTEA L E T,

AT v 7T1 ASAv BT, [Add Hardware] RZ > %27 U w7 L, HLWT A RAE R~ AGBEMLET,
11:1\— K7z 70EM

whuntuld virtusl Machine

Fle vimusl Mackine View Send Key
mlcne- &
b

; o Hama: iub-.m:um

D ProCdssor
D | - - o il a—

-. iz Status: = Shutol
{-_Ej‘u Book Opleons Das :
B vetooisk 1
s IGE COROM 1
B tc 7aled

Mouts w-u Dretalls

put w lvm

Display Vi Architecture: =86_54

u:: i Emulator: jusrbinfloom-spice

4 A= Firrrrwrasre: Dafauk
Gy Senal 1
B #cicoo0es0.2 Cperating System

B Pcicocos410.2

HoStRBME: URNGWn
Product name: unknown

Vidwo Cirmus
! Corarcler USH + Applications
B controder pei + Machine Settings
Cortrolier DE
! e b Security
e Add Hardware & cance I off apoly I

AT T2 JE~A O [Hardware] Y A kT [PCI Host Device] #7 U » 7 LE7,
VF &L PCLT A AD Y A MPRHRAAL ANIRRSNET,

Cisco BHEEF1 ) FARE7 IS4 7R (ASAV) 916 22— 7 v TH4 K ||



KVM Z {5/ L7 ASAv DA |

B ssav~o o 754 2oy BT

12: {RIEHEED ) R +

Add New Virtual Hardwar &

8 storage PCI Device
Bs  network

input Plaase indicate what physical device

te connect to the virtual machine,

Graphic s

Ecimd Host Dewvice: o
=i Sarid 06:00:0 mterface athd (VIC Ethernet MIC)
=4 Paralal O7:00:0 interface athl (VIC Ethermet NIC) [
=l Charaw 08:00:0 VIC FCoE HEWA J

LIS8 Host Durice 09:00:0 VIC FCOE HBA

0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFIYSFP+ Network Connectson)

Video 0A:00:1 interface sthS (B2S09ES 10-Gigabd SEVSFP+ Netwark Conmection)
! Watchdog 0A:10:0 Interface ethe (82599 Ethernet Controber Virtual Functicn)
Rilesystermn 0A:10:1 interface eth1d (82599 Ethemet Controller Wirtual Function)
G Smantcard 0102 Interface eth1l (22599 Ethemet Controller Wirtual Function)
'@r LISE Redirection QA:10:3 Interdface eth15 (82599 Ethemet Controller \Wirtual Function)

Qa:10:4 Interface eth12 (82599 Ethemet Controller Wirtual Function)
Q108 interface eth16 (82599 Ethemaet Controller Wirtual Function)

Q81068 Interface eth13 (B2499% Ethemat Controller Witual Function)

Q8107 Interface sth17 (82999 Ethemat Controfler Wirtual Function)

OC:00:0 MegaRaD SAS.3 3108 [Immader)

1020020 MGA G200 [Filot] SerserEngines [SEF1)

|

xﬂlﬂtﬂl ] Eirssh |

AT T3 HEHRERAEREREDO W T I AR L T, [Finish] %7 U v 7 LET,

PCIT A ARN—R 7 =7 JRNMIEBRENET, T35 ZADELiE DS Ethernet Controller Virtual Function
IR TWAZ LIZHEELTLIEEN,
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| KvM %GR L1 ASAv DB A

crumzsLA—+ [

13:58ME n =B EE

ubuRtuls Virtual Machine (on kvm:racetrack

Ele ‘rtual Machine  Wiew Send ey

5]6 T .

! Ermriew T Physical PO Device
Parformance Denice: 0Az10:3 82599 Ethemet Controller Virtual Function

L Processer
|ES Moy
(T Boot Options
(] vinio pisk 1
) IDE COROM 1
|Bhy rac 87:41:9d

Mo

Ingisk
Drsplay WG
Sound: ighi

Serial 1

2
M roocoossn:
B Fooooose102

Vides Corug
B controller UsE
! Ceontroller poi
! Controller IDE B

s Add Mardware —E-nml & cance |

RDBERY

cASAv <= R I A4 um b, showinterfaceai~ > RFEEA LT, SILSERELI-A & —
T oA AR LET,

CASAVTCA VA —T A A AL T4 Fal—arET—F2lHALT, FF 74 v 7Dk
ZEAVE—T 2 AERELTHMELE T, FEIZONTIL, [Cisco ASA > U —X
CLIZ> 7 4 Falb—rar AR (—#N7eElE) ] o [Basclnterface Configuration)
DEEZZBL TSN,

CPUEREL LKR— K

CPUMER LR — M, & SRR Sz CPUDEISE D ERNFRENET,
\WE., I TIEE— 7 BELUAMTITIEE CPU BREDR 30 ~ 40% TEIMEL ., v— 7 ERTH 60 ~
70% ORETEHEL E7,

Cisco BIEE X1 TARBET7TSA 7R (ASAV) 916 RA— b7y THA K .
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KVM %R L 7= ASAv DA |
B Asavinal o vepu A=

| o

EE 9.13(1) LTI, A= SN TWDTXTOD ASA Virtual vCPU/ A € U LT X TD ASA
Virtual 74 B A& TE S L 91070 ASA Virtual ZfEH L TW A BEMIZ, & FE8F
BRVM Y V—AT7 v Y U R TEITTEET,

ASA Virtual 0 vCPU {3 Fi %

ASA Virtual @ vCPU fEHZRICIL, T —Z /"A, #lHAA > b, BLOIMNB T v A CHEH &
LTW5B vCPU OERFRINE T,

vSphere T &35 vCPU O =1, ASA Virtual DfERIZINZ T, ROLONEEN
ij‘o

« ASA Virtual 7 A R/VR#H
« ASA Virtual ¥ 3 A E 7z %SYS A—/N—~ v N

« vSwitch, VNICFE X UpNIC DI Z B8 T 5 /37 v ROF— =~y K, ZOF—/3—~y
NIZEFICREL RDGERH Y 7,

CPU = =D

CPU fE HEROMEHEF#R A &R 5121, showcpuusage =~ > REfEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
s 47z vCPU O F = RIEIC 72 2B 2 IR L E T,
« ASA Virtual L'7/R— b : 40%
«DP : 35%
HE T EE R 5%
« ASA (ASA Virtual LAR— 1) : 40%
cASA T A FILR—=U 27 1 10%
o A== K1 45%

Fr—rR—~y R, A 8= PRERED FEFT, I L O vSwitch Z{# [l L 7= NIC & vNIC Df#]
DTy MR ST ET,
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| KvM %GR L1 ASAv DB A
kmcru ERELK—

KVM CPU fE A L R—

Bl

virsh cpu-stats domain --total start count

awy REFETTLHE, BEINTZF A MU~ O CPUKGRHERA R REINET, T 77
)V R TiE, T _XTOCPUDHKEHEAFHPERREINET, ——total A7 v a VERETDHE. A
HMEFFDOARFTRENFE T, ——count 7 3 L ZFETH & count {HD CPU DOHEEH D AFER
ENET,

OProfile, top 72 E DY — /L EBFEITTDH L NA /= AF L VMO 50 CPUEH A ETe,

FEED KVM VM OA 3t CPU RN R RSN E T, [FAEKIZ, Xen VMM IZ[EA @ XenMon 7¢

EOY—NVOEE . Xen /A 78— "AHF [ DF Y Dom0 DAEFHCPUE RN TR S VETH,
M T & DA =R PRI B S EE A,

INHOY—/LEEBNZ, OpenNebula 72 E D7 T U K ar Ba—T7 427 7L —AT—7|Z

L. VM IZ & - T & D AR CPU OEIE DK ENRIERO A ZRMET DR E DY — LR

FELET,

ASA Virtual & KVWM D45 S5 2

ASA Virtual & KVM ORJIZIE CPU % OFAEIZE R H D 57,
« KVM 7' 7 7 O¥fE13 ASA Virtual DL W HEICKEL 20 £,
* KVM CTiX Z OfEilE 1%CPUusage] & FHEAL, ASA Virtual Tl Z OfElL [%CPU utilization |
EMETIET,
175 [%CPU utilization] & [%CPU usage] (IHIDOHDEFEHKL TOET,
« CPU utilization I%, ¥ CPU O#EHEMR 220 L £,

« CPU usage |% CPU DA /N—RA L T 4 » ZIZED W imEE CPU OFEEHE R Z 1k L £
To LML, 1 DO VCPU OHMEHINDT2D, "AN—RA LT 4 U7 ITEMELEHE
Ao

KVM Tl %CPU usage| 1FRDO X HIZHRESNET,

T 7T 4 TIEREN AR CPU O &, ifRIEEZ: CPU O&FHIX T 2%EIG L LTHRESN
\iﬁqo

ZOHFEZ, RARPBLRZCPUERHARKRTHY, YA MARL—TFT 4 T VAT EANL R
CPUEHETIIH Y FH A, F72. ZiUIEE~ > THEMHAEEZR T T DRI CPU D)
CPU =Rz Y F97,

7ol 20X, LEOAR CPU 2458 L7 1 DOAE~ o2, 4 [HOWER CPU 25 L= 1 &

DARA R TIEITENTEY ., 0O CPUMAERN 100% OHFE, M~ 0%, 1 {EO%EE CPU
Y RTHEALCOET, AR CPU OfFHRIL,  MHz HAZOM R /K8 CPU O x 227
AR L LTCRIAESRET,
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KVM %R L 7= ASAv DA |
B Asavitual c kvm o 55
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4.
=% =R

AWS U 5 ) k~® ASAv DE A

Amazon Web Services (AWS) 7 o RIZ ASAv Z#8 A TX 9,

| A

BEE  9.13(1) KT, PAR—FENTWDHTRTO ASAy vCPU/ A E U HERK T3 T D ASAv 7 A
YU RAEFHTEALIICARVELE, ZHICED ., ASAV AL TV ABEET, S8
FRVMY YV —RAT7y NP Y Y NTEITTEL L0 £, £z, AR — x50 AWS
AVABZUAZATOHBRET,

¢« AWS 7 T 7 R~ ASAv DEAIZHONWT (77 =—2)

« ASAv & AWS DRIFESME (79 <—)

« ASAV BEXWNAWS O A KT A > L HIRFEIE (80 ~—)
« REDAT L SSHFBFE (81 ~=—)

« AWS LD ASAV DRy b T —27 FaRa P Of| (82 ~=—)
« AWS T ASAv DER] (82 2—7)

* AWS TOD ASAv D/ 7 F—=< 2 AFHE (85 X—)

AWS 7 57 K~D ASAv DEAIZDUNT

ASAVIZ, MBEASALRILY 7 U =T 2FETL T, (BT +— L7 7 7 ZIZBWTHEIERF &
DX VT A HEEARIELE T, ASAVIZ, TV v 7 AWS 7 T U RIZEATEET, £
DHHREXITH Z LT, KoK E L blcar—ra v E2RE, 20, 7237 51|
BB IOWET — 2 2 —D T —rn— R {R#ETE 7,

ASAV T, RO AWS £ LV ABZ L AR AL TP R—FLTWET,

R1Z:AWS THR—FSNTWBRAVREZI VR AL T

A ARBUR Bt A= x14 ADix
X#E
vCPU »E1) (GB)
c3.large 2 3.75 3
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B wsosoraoaswogaizonT

AWS 7579 FA® ASAv DEA |

AR VR B A3 =T 14 ADEK
vCPU »%E1 (GB) ~H
c3.xlarge 4 7.5 4
c3.2xlarge 8 15 4
c4.large 2 3.75 3
c4.xlarge 4 7.5 4
c4.2xlarge 8 15 4
cS.large 2 4 3
cS.xlarge 4 8 4
c5.2xlarge 8 16 4
cS.4xlarge 16 32 8
cSn.large 2 53 3
cSn.xlarge 4 10.5 4
cSn.2xlarge 8 21 4
cSn.4xlarge 16 54 8
m4.large 2 8 2
m4.xlarge 4 16 4
m4.2xlarge 8 32 4
Je

AR AR TICBATT D LB HELE L9,

EYb CAAARZRZATEEN L TODERIE, N7 —~ AR LS 5720DIC, Nitro /»
A 73—=/3A1 ¥ & Elastic Network Adapter (ENA) A % —7 = A A R A NEMHHT 5 C5 14~

& 14: ASAVIERH 5 ICE D T4 £ 2 XBEEDHIR

NIF—TUVRBER (A VRE VR4 T | L— IR RAVPN t v < 3 i
(3 7/RAM) iR
ASAv5S cS.large 100 Mbps 50
2 227/4 GB
ASAv10 c5.large 1 Gbps 250
2 27/4GB

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K




| AWS &5 FAm ASAV DEA

asav & aws orizss

INTH—ITVRABERE |1 VRAVR24T | L— MR RAVPN v < 3 Ul
(2 7/RAM) iR
ASAv30 c5.xlarge [2 Gbps] 750
4 27/8GB
ASAv50 c5.2xlarge 10 Gbps 10,000
8 277/16 GB
ASAv100 cSn.4xlarge 16 Gbps 20,000
16 =77/42 GB

AWSIZT 7 FaER L, AWS U 4 ' — R H L TASAvZ &~ h7 v 7 LT, Amazon
Machine Image (AMI) ZER L E§, AMIIEL, A LV AZ U AZEHTDIDITHERY 7 b
U= TR & G T v L— KT,

| &

EE AMIA A=V AWS BREOHMFCIZF Yo — RTEEH A,

ASAv & AWS DHITESHF

+ aws.amazon.com C7 Z 7 M EER L E T,

e ASAV ~D T A L At E, ASAVIZT A B AZEATET D E T, 100 Bl O & 100
Kbps D A/L—"7"> N OZRPFFA[ S HMEIRE— R TEITSNET, [ASAVOT AR
(1 =) | 22RLTLTEEN,

o A UH—T 2 A ADHE:
EHEA A —T 2 R
s NHB X UM A v H—T = A R
. (fEE) BMo¥7xv ~ (DMZ)
o HE/NA
EHA X —T A A ASDMIZ ASAY 5t T A - OIER &S, b T 747D
I IIEH TE EH AL
cNEpA v BZ—T = A A (MIR)
Er
HNRA U H =T 2 A A (W) ASAVENRT Y v 3y NI —Z BT 72012
fEHENET,

D BB A M T ASAV 245kt D e I S E

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


https://aws.amazon.com/

AWS 7579 FA® ASAv DEA |
B ssavssvaws osq BS54 LiREE

eDMZ A X —T A A ({EE) :c3xlarge f V¥ —7 = A A&MHT 5846, DMZ
T bU—27IZ ASAV it D eI SN ET,

« ASAV ¥ AT LB OV TIL, Cisco ASA Ol [958 2B L T E &0,

ASAV 5L TNAWS DA K54 2 L HIRREIE

HR— b Eh B#EE
AWS LD ASAv iZ, RO¥BEAZ T HR— ML TWET,

« XA D Amazon EC2 Compute Optimized 1 > A % > A7 7 I J T % Amazon EC2 C5 A
VAB L ADHR— |k

AT T A=K 7T TR (VPC) ~DJEH
cJEEER »y RU—2 (SRIOV) (A AREZRSGA)
s Amazon ¥ —%7 v F T LA A D DR

L3 Xy hU—7 Oa—H— R
=Ty RE—F (F7+/F)

* Amazon CloudWatch

HR— kb Shizl hEae
AWS ED ASAv 1%, LUFOKREZ R —F LT EE A,

ca V=T ¥R (BHII Xy NI —I A B —T A A% LTSSH £7-1ZASDM
AL CEITEIND)

* VLAN

cMEFERIT— R (RA=TF7 R L, FRE N T AXT LU N E— RO T 7 AT T+ —/LDH
A—h)

eI TF aryTFANET—F

I T AL

* ASAv 21 7 4 7 HA

* EtherChannel (X, %A L7 MpBiA L H —T = A ADZRTHHR— N END
* VM OA U AR— M7 ZAHR—h

e NA =N PFIZIRRAF DNy i —

* VMware ESXi
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| AWS &5 F~AD ASAV DEA
wronresshzi |

« 70— KRF¥¥Y A MNZILTFFr AR XAvE—V

INHEDOA =T AWSNTREINRWED, Ja— RSy A ML FFv A &
MEETDHNL—T 7 7a hand AWS TPH EB Y Ic#RiE LA, VXLAN [T A
BT 4T T TOLBMETXET,

Gratuitous/FEZ 5% ARP

ZIUBH @ ARPS X AWS N TIEZ T AN S L7 7=, Gratuitous ARP F 72 13 FEZLF ARP
B LT NAT s E TR E B 0 ITHRE L £ 8 A

* IPv6

EXTEDFITE SSH L

SSHABHF —#GEHEHKE DT v 77 L — RORER  SSHFGENEH INDHZ LI2E Y, SSHA
%% PAEE BT DI DDOF 2R ENMLE LD £3, TDRD, Ty 77 L— Kk

. ABAF—FRFEE M L72BEF D SSH fX EIFHERE L £/ A Q&Bﬁf\'_uw 1X. Amazon Web
Serv1ces (AWS) D ASAV DT 7 )V THHT=H, AWS 22— =X Z ofENE RENFE
9, SSH B & K72 o AT D I12iX, 7Ty 77 1L— b@m_ﬁi%ﬁﬁbiﬁ EJre
(ASDM 7 7 2 AMENZ 72> TCWDE) 7 v 77 L— R%IZ ASDM 2 L CTREEE
ET&EET,

wix, 22—V —4 ladmin] DOITTOREF T,

username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1£:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

ssh authentication =~ > R&ZfEHT 5121, 7 v 77 L—ROBHCkRDa~r RE AT LE
—g—o

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

nopassword ¥ —U — R2BMFEL TV DG, TNEHEFFT 2O TEER<, fbhilza—%—
Zx VXIS LT NA T — RERET H 2 &2 HELE L 97, nopassword & — 7 — Ri%, /32U —

RIZAN R A 2 EW®T 20 TIERL . FEDARAT— 2 ANTEET, 9.602) LV ATD/A—
Va T, aaa =~ R SSH AR F —FGEICMATIESH D FHATLE, 2Dk,
nopassword ¥ —7U — NiZ h U H—SFEHFATLZ, 9.6Q2) Cllaaa=a~ > RRUHEERD |
password (F7ziXnopassword) F—U— RMFEET 556, HEIRYIZ username DI D/ A
U— NGEZFFA 45 X912V £ L7,

7w 77 L— K&, username 2 > RiZxf9 % password = 7213 nopassword ¥ — 7 — KD
BEITELRY, 2= =P RAT—=FEANTERLTLLIBETEDL LRV F
T Ko T, AFF—FIED A ZEHRNCE T 2551, username =2~ R& A Lk
LET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



AWS 7 59 FA® ASAV DEA |

B aws toasavory ko—s FRO SO

username admin privilege 15

AWS LD ASAV Dy kT—% kRA DD

WDORIL, ASAv AIZ AWS N CHREINT-4o0H 7%y b GEFEL, N, /M8, BXO
DMZ) %627V —FT v R 77 AT T4 —/LE— ROASAVOHELE FRe U R L TWET,

14: AWS ~D ASAv D E Al

AWS VPC

h,,'ﬁ_

"
M , Inside . Outside
’ Eubiiat Subnet :
DMZ
Subnet
h,ﬂb
Management Subnet

[connected to all devices -not
shown)

BEFELF

AWS T® ASAv O) EEf

WOTFNEIL, ASAV TAWS 2t v b7 v 73 5 FIEOHERSE T3,
X, [Getting Started with AWS] ZZH L T 720,

X EDFEM 72 FNEIZ DUV T

AT w71 aws.amazon.com {212 7' > L, MA@ L £,
GEx) AWS (I E NI DT EE O B S TnvES, ik, mmof EBIcFER RS E
T, HOAHBNO U Vv —2 3, BloOHIRIZIZFRRENEEA, HIOHBERNICHEEL TS Z

&R EMRICHERR L T2 &0,
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| AWS 559 FA® ASAv DEA
aws <o asiv 0EE |

AT w72 [My Account] > [AWS Management Console] 2 U 7 L. [Networking] C [VPC] > [Start VPC Wizard] %
7V w7 LT, DR T Y w7 7Ry FEBRIRLTVPC ZER L, REFKELET FFLo 720
TV, TIHNVIREELEHTEEY)

s NEB LU DY 7% b : VPCB LY 7Ry hOLRTIZATILET,

AU H =Ry M= T zA AU F—Fy MERBAOEEEREZ AN LET (X —Fy b F—
N7 = A DARFTEATLET) |

T —TN A H =Ry FADFENT T4 v 7 BBMNT DO N EZBIMLET (1
VA= N A= 7= A120.0.0.00 ZEMLET) .

AT w73 [MyAccount] >[AWS Management Console] >[EC2] 27 U v 7 L, & 5IZ, [Create an Instance] &7 U v 7
LEd,

« AMI (7= & Z1E, Ubuntu Server 14.04 LTS) Z 3R L F 5,

A A— VR IEENTRA Sz AMI 261 L £,

* ASAV THAR— FENDA LV AZ LU AZAT (Blarge 72 L) ZBINLET,
A VAB L AERELET (CPU & AEVITFEETT) .

o [FEE725HM (Advanced Details) 1227 v a v ZE AL, [—W¥—F—% (Userdata) 17 4 —/L RIZ,
FT v a s TEOBRAMRAE AN TEET, Zhid, ASAv OEBIFHZEH S D ASAv ik E &
THXARANTYT, FHOHHBKICA~Y— T4 A EOFEMERZRET D HFIEOTEHIZ O
Tix, (FEOHDar 74 Xal—ay 77408 #ZB LT EEN,

CEEA AT AR 0 HIMKERIRT 25613, EBA 7 —T7 = A ZAOFMEIEET
LWENDHY £T, THIEDHCP 2T 5 L 9 ICRETH2HBENDH Y £,

cT—RAA— 714x Fe B HE—T A ZADIPT FL AL, ZOEREZE 0 B HARERD
—HE LTHRELELGRICOAEID Y THN, RESNET, T—¥ A ¥ —7 A XX, DHCP
%ﬁ%#éio_mﬁféi# ErN Eﬁ#éx;bv 7 A B =T A ANTTITIERK
ENTHWT, IPT RLARDLNS> TWAEAIL, FH0 BHAMBKRTIP Oz ETE £,

<FEOBABREL : F0 HAHBKREIREETIC ASAY ZE AT 5 L. ASAVIET 7 4+ /L kD ASAv
MR ZEH L, AWS A X T — 2 — =L InicA v 2 —T7 A AO P #0GFL, IP 7T
RLZAZED YL TEST (F—F A Z—T oA RZIPIFEV L TOHRETN, ENLIZX 7 LE
9) , Management0/0 1 > % —7 = A ANILEIL, DHCP 7 RV ATREINZIPEEELET,
Amazon EC2 33 O Amazon VPC D IP 7 R L v v 7o Tk, [VPCTOIP T KLy
7 BRI TLEE N,

- £ 0 BRAERDH

! ASA Version 9.x.1.200
!

interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html

B s <o asav oz

ATy T4

ATy TH
ATvT6

ATy 71

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K

no shutdown

|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin password Qlw2e3r4 privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
access-list allow-all extended permit ip any any
access-list allow-all extended permit ip any6 anyé
access—-group allow-all global

|

interface G0/0

nameif outside

ip address dhcp setroute

no shutdown

I

interface GO/1
nameif inside
ip address dhcp

no shutdown
I

ARL—2 (F73 NV NEZTANRET)

AWS 7579 FA® ASAv DEA |

BT A AL LA TN R AT D0, BROZ T EFTEET, 7 2RBITROT 5T

OICHEHTE D4R £7,

X2 VT IN—T X2 VT 4 TNA—TEER L CLRIZTET, X207 4 70—
X, BEBIOREN S 74 v 7 2BIHTAT-0DA L AR ZADIRIBT 74 7 7 +—/)LTF,

FTIZ7FNVERTIHE, BEX 2V T4 TA—13T_RTCOT RLRIZH LT TWET, ASAV DT 7
T RERAT DT RLANSLO SSH #2238 n+25 X918, v—LaZEHELET,

REEMER L, [Launch) 27 VU v 7 LET,

F— T EAER L ET,

IE

F— XTI RTWARIZT, F—%2Zeincyvran—RRLET, BE, Fov
O— RTA5ZLIETEERTA, F—XT2RkoT2H/IF A VAXZUVAEFEEL, FNLOHEH

FEEATHRERDH Y £7,

[ v A% ZADkH) (Launch Instance) 1 %7 U v 27 LT, ASAv Z#HALE7,
[My Account] > [AWS M anagement Console] > [EC2] > [Launch an Instance] > [My AMIs] #27 V v 7 L&

ASAV DA U H —T A AZ LI [REE T £ 7213565 OFEFR  (Source/Destination Check) | 235012 72 > T
LI LR LET,



| AWS 559 FA® ASAv DEA

AWS TD ASAV D/ T+ — U AT .

AWS OF 7 )V hRETIE, AV AZ L ATZFDIPT KL A (IPv4) DT 7 4 v 7 DHEZETE,
AVAZAIMADOIPT KLA (IPv4) DHEDHR T 7 4 v 7 ZEETEET, ASAVO/L—T > KK
7E L TCOEMEEANTT DL, ASAVDOE T T 4 w7 A H—T A A (NER, M. B L O'DMZ)
D [EETTE 721358 5 OFERS (Source/Destination Check) | MM 2L ENH Y £,

AWS T ASAV D/ T # —<T VU R EfEE

VPN O =1k

AWScS A A Z A %, LIRETD 3. ¢4, BLIUMAA V AZ AL 0 BIEAMNITE VRT3 —
U AERMLET, SAVAF AT I TOBEBILZEDRAVPN ZL—7 > | (AES-CBC
BB i LD 450BTCP T 7 ¢ v 7 &35 DILS) 1%, UTOLI THEILERHY £
j—O

* 0.5 Gbps (c5.large)

1 Gbps (c5.xlarge)

2 Gbps (c5.2xlarge)
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B,
=% =R

AWS ~@ ASAv Auto Scale V') 2 —3 3>
NDEA

*« AWS T® FTDv ASAv @ Auto Scale Y U =—3 3> (87 X—)
« Auto Scale ¥ U = — 3 3 DRIHRSGME (90 ~<—)

* Auto Scale DJERH (94 X—)

e Auto Scale A T T AHX A7 (102 X—)

cAutoScale D N T TN a—T 4 T ET NNy T (106 X—)

AWS T FTDv ASAv ) Auto Scale V') 12— 3 >

WD 7 g T, AutoScale YU 2a—arDarR—Ry B AWS D ASAv TED X
SNHERET A O W T LE T,

Auto Scale V') 21— 3 IZDUVT

A2 ClX, Lambda, Auto Scaling 7 /L—7", Elastic Load Balancing (ELB) . Amazon S3 /3
-~ K. SNS. CloudWatch 72 & DD AWS H—E R ZMH LT, ASAV 7 7 A T U 4 —/L
® Auto Scaling 7' /v — 7 % 3E A9 % 7= ¥ ® CloudFormation 7> 7' L— h & A7 U 7 N &4k L

TWVWEJ,

AWS @ ASAv Auto Scale (X, AWS BEH2D ASAv A > A H A IZ/K - Auto Scaling FEHE & 1B
T5, BBV — =L RZETT (0FH, ZoOMEDHBENMLIZE ST 5~ L —=VMIddH
DEHRHA) o N—Ta 640K, AutoScale VU 22— 3 3. FMCIZL > TEHEND

TH A= R SHET,

ASAv Auto Scale Y U =—3 3 %, L TFTORNEEMT 2 CloudFormation 7 > 7 L — h<—
ADEANTT,
« A — LT 7 N EIT2 ASAV A VAKX U AIZSERICHEME S Lok Z B B AL,

« 0= KAT U LV FREY — 2 OFR— |,
* Auto Scale HEED A b & L2 VAR — |,
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. Auto Scale D E A {51

Auto Scale D& A {51

AWS ~ 7 ASAv Auto Scale /') 1 — 3 DEA |

Z @D ASAv AWS Auto Scale V' U = —3 3 U OEABNE, EABDOKIRIILTOVET, AWS

0— RARZ T A R RO SN0 %

T 57D, MECERSINZNT

T4 T DIHINASAY 7 7 AT U+ — ViR THE Z BB TE £7,

)

GE)  BHRSMEOSSL r— N—FFE (93 X—) T I TWA L HI1T, EXF 2T RR— R

I SSL/TLS FERAEN ML TT,

A=y MZE LTer— RRZ %, Ry NU—7a— R KRZ B EEIT 7Y r—
vary a—RKRZUHhTT, WTINOHAEDL, AWS OFT X TOEM & &N EH I E T,
HBAFIOKNI RSN TND LT, BBEOLAMERSIZASAV T > 7' L— h &2 LTRSS ILE
T, ATl —F—EROH S TT,

)

CGE) 77V r—varmBlthLizT v MU U R ENT 7 0 713 ASAy Zilil L EH A,

15: ASAv Auto Scale D E AFI DX

-
I
|
|
|
|
|
|
|
|
|
!

=
. 3

Alitoscaling NLE
Adps

# Internal [,

App ;

Subnet2

Non-Autoscaling

I )
i :
I 1
1 )
I 1
I 1
i App |4 i
| 1
| E Apps
I :

Customers’ Application
Infrastructure

ASAv1

ASAvZ

ASAvn

Inside

Internet
Facing
ELB

OQutside

ASAv Autoscale Group

VPC

Cisco ASAv
Autoscale Solution

N7 47 OR— b_R—ZADGFIENAEETT, T DIEIE, NAT L— Ul L > THERHATE
¥4, 2l A F—%y MIEILTZLBDNS, R—h: 80D T 7 4 v 271%. 77V

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
88



| AWS ~® ASAvAutoScale /1) 12— 3 Y DEA
Auto Scale V') 21— 3 U Dt#A .

=g W= T 4T TE, A—bF:88DLT T4 w7 ZT7 TV r—a 0 220—
T4 T TEET,

Auto Scale V') 21— 3 U DH#EA

ASAVA UV AZ U AL A — A B OA T — AT 7 b3 5121, Auto Scale Manager & FEIE
NN T 4T A DBA Y v 7 Z2E=F—L, Auto Scale 7 /L —7|Z ASAV A ' A Z /A
DIEMETZITHIBREZFER L, ASAVA U AX U AZFRELET,

Auto Scale Manager |Z, AWS H— N—L A7 —%7 7 F v 2 L CEESI, AWS U V—
A BLOASAY Li#fE LET, A2 TiL, Auto Scale Manager = > 7R — 31 2 h D A % H B}
{t9"% CloudFormation 7 > 7' L — M &4l L CWET, ZoF 7 Lb— MI kv, wifine Y
Va—va BEET 12D BERTOMD Y Y —ZX b RS E T,

\}

GE) P — —1 2 Auto Scale A7 V 7 ;Z CloudWatch £ X2 M X o> TORFENHEHENDHT-0D,
A VAL ADRBFHZOHRIATINE T,

AutoScale V') 21— g>Darihk—x2 b
AutoScale YU =—3 3 U, DI R—xy N TSN TWET,

CloudFormation > 7L — k

CloudFormation 7 > 7 L— hX, AWS @ AutoScale Y V = —3 3 NINER Y VY — R & BT
HEEDIFERHEINET, T 7 L— NOERIZRO LB T,

s Auto Scale Z/L—7", ta— R KNZ % X2 VT4 —7 BLOZEOMO L R—
SV

cBAE A ARTHEDODO—F— AN ERY AT T L —h,

N

G T —1rDa2—YP—ANORIETIIRANH D72, EEIRE
W AN ZREET 5 D2 —Y —DF(E T,

Lambda %X

AutoScale ¥ U = —3 3 > (X, Python THHZ S 7z —# D Lambda B3 C, A4 7 ¥ A7 L7 >
7. SNS. CloudWatch A X2 h°T T —AhA X2 hvb MU H—SnE 7, EROZRFEREIZR
DEEBYHTT,

o A AKX AR LT Gigdlo, BEGig0/1 A ¥ —T7 oA A& BHHEIERLET,
e — RNRT Y DX~y NI N—TIZGigl/l £V H—T = A AxBELET,
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AWS ~ 7 ASAv Auto Scale /') 1 — 3 DEA |
. Auto Scale V') 21— 3 U DETIREMH

s ASAMER 7 7 A NVEHEHL CTH LW ASAY 2% LB LF T,

Lambda B#%1%. Python /X 7 — Y O TREREICERML I N E T,

SATHAIILT VY

cTATHAINT v IF, A VAFVAIET DT, 74 7 NVOEF BN RS T 57
DIEASNET,

e A VARELABBOEE, TATHIAINT v T EFHA LT, ASAV A L AKX L RITA Vv
H—T A AEBIML, F—F v NTNA—F A B —T 2 AP ZREETX 5
Lambda B#& ~ Y —L £7,

A VRBE VAT OWE . FA T AN T w7 EFER LT Lambda BA%% U H— L.
B2y NT—TE ASAV A VAR AR BEMREELE T,

Simple Notification Service (SNS)
« AWS @ Simple Notification Service (SNS) ZfEH L CTA X 3K S vE T,

« AWS IZ1E P — 3— 1L & Lambda B8%%!Z3# L 7= Orchestrator 2372y & W O IR B B 728
VU a—va i, ARy MIESWT Lambda A 4 —7 A hL—va T 57200
—FEORTF = — & LTSNS 2 L ¥4,

Auto Scale V') 11— 3 U DRHESEH

BEZ7A4ILODAH O—F

ASAv Auto Scale for AWS V' U =—3 g VOEIIMNER 7 7y A VX a— RKLET, i%
Y9I D ASAN—Ta VHAOREBRAZ ) RET U7 L— ML GitHub UARY R U NHAFET
x=FET,

[ ]

B  AutoScale HOV A afEtOBE AR 7 VN BIOBT o L— ME, =TV —2DHE L
THREEINTEBY ., @ O Cisco TAC iR — FO&FHNTII I R—ENRWNWZ LiZEE L TL
72EVvy, HHE ReadMe D FNEIZ DWW TIE, GitHub Z2 EHARNICHER L T 7Z &0,

— = A
A 2SRRIV FYERTE
BRI Z v — K&z GitHub U AR Y kU T, infrastructureyaml 7 7 A Wid7 v 7 L—
M7 NVERNICHY T, ZOCFTIX, X7y hARY —&FHLTVPC, ¥ 7 xv b, L—
r. ACL, ®x=2UT7 47—, VPCZV KRS b, BEOSI ANy N2 REET L7280
WX Ed, ZOCFT X, BlRcAbETEETEET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K I


https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/aws

| AWS ~® ASAvAutoScale /1) 12— 3 Y DEA

vee i

WOETIE, ZhbHDY V) —R & Auto Scale TOFEFIZOWTEELLLHALET, bl
V— A% FETEB L. AutoScale T4 A2 &b TEET,

\}

GE)  infrastructureyaml 7> 7L — hME, VPC, 7 x> b, ACL, EX=2 U7 4 7 /L—7 S3N
7y b BEOVPC Y FAA » hOAZER L E S, SSLFEHE, Lambda LA ¥, H72iX
KMS F— U Y — R IER S E A,

VPC

TV = a VEARZIGE U T VPC ZERT AN ERH Y £3, VPCIZIE, A ¥ —F v K
~ONL—ERHDHL EH1ODOY TRy NEFfFOA vV F—Xy N — "N =ARBH L
PHEEINET, EX2 VT4 7 N0—7, TRy N EOBEHIZHONTE, 4T 517

varEZBLTIEIN,

IRy bk
Y72y bMI, 7V r—2a v OBEHIOS T TERTE £4, BAIREN TS XD
12, ASAv = v OENMEIZIE 3 2OV T %y SBKRE T,

\)

B  BHEOTHMEY — OV R— BB ERGA, Y73y MIAWS 7 707 RN Y —> 7 r R
FATHBED, &) — YT 3y FRALETT,

HNEY TRy b

HNEF 7 Ry PIZIE, A F—Fy b= T = A ~D 10.0.0.00] OF 7 /L kL— LD
BT, ZOV TRy MIE, ASAV DAERA X —T = A4 AREGEN., A X —F% v MNIH
L7ZNLB bEENET,

RAEH TRy k

i, NAT/A v 2 —Fy "=+ = OFEIZ»PDOLT, TV r—y a7 xRy
MIEITUWET, ASAV DIEEFET T —7Tld, "— b 80 B T AWS X ¥ 5 — X P —/3—
(169.254.169.254) |[ZRZTE AMENHDH Z EITHEE LT ZEW,

\)

(GE) Z®AutoScale YV =— 3 > TlE, B— RAT UV OIEFEMET 2 —7 7 inside/Gigd/0 1 > & —
TxA AEN L TAWS AXT—H P ==V XA L7 hENFET, 2L, m— KT
PD ASAV ICIEE SN D IER T v — 7 a2t 2 BT 7Y r—ra T hae X
WCTExET, ZOHE, AWSAZ T —F b—NR—FT V=) NeZNENOT 7Y r— 3
VOIPT RVAICEEHAZ T, EEETe—T &2 RMET 20BN’ H Y £97,
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B cs2v5c50—7

tXalTq

AWS ~ 7 ASAv Auto Scale /') 1 — 3 DEA |

THEY TRy b

OV THy MiE, ASAVEHIAS VA —T 24 AREENET, T 74 bLl— FERTET
5 EIIEETT,

Lambda 5T % k

AWS Lambda B Cid, 774NV 8 — b U= L LTCNAT Y — bV =A R 250% 7
Xy "BMETT, ZHUT LY., Lambda B3N VPCIZH LT T A _— hMZ72 0 £9, Lambda
TRy M, OV TRy FEFRUETH LI LETIH Y £ A, Lambda 7 %> F DR
NFF 0T 4 AZONWTIE, AWS D R¥F 2 AV FEBR LT IE &V,

FIVr—oarvdIxry b

AutoScale Y U 22— g Vb IOV TRy MIBEELNAHIBRIZH Y AL, 77V 47—
T a VI VPCAHNBOT 7 hANT v RERN LB, 7y N RiczinZhonr—
PEESILTWDIMERSHY 9, ZHUX, 77 MU RTRRBENZ N T 7 4 v 7 BRa—
RXZ o % i L7729 C9, AWS Elastic Load Balancing == —— %1 K [#5E] 25 L
TLEE W,

ON—7

HLE N7z Auto Scale Zv—T7 T 7L — FTiL, T RXTOEERNZFF AT SN ET, Auto Scale
VY a—3a AR SE AT OICKEROIR., ROV T T,

& 15: HAEDKR— b+

R—F ERAE Ak VN

EEMTn—7 | S 2 =%y MCELn— RAT S 7 %y ~, N7 % > b
A=k (F7F | o YOEFHETa—7
~ : 8080)

TV r—=a s |\ TV r—=var 7 —2 ho7 0y SN T Ry b RESY T Ry b
A=k 7

Amazon S3 /\4& v k

Amazon Simple Storage Service (Amazon S3) (%, ¥4 %V — N3 H4miEME, 77— 2T, &
%2 UT 4, BEOATd—v VRERETHET V22 b A b L—Y F—ERTF, 77
AT I T T L= T TV r—vary 77— hOmMFICHLERTXTOT 7 A
N 83Ny MIEETE £,
TUTU—MREHEND E. S3 Ty NND Zip 7 7 A VA S L T Lambda BIEAMER S
NFET, Lo T, S3RXFry MIZ—H—T AU MIT 7 BARBETHILENRSH D F
7

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-ug.pdf

| AWS ~® ASAvAutoScale /1) 12— 3 Y DEA
ssLy— —zzoiz ]

SSL H—/\—iEHAE

A B —Fy MTE L2 — RT3 728 TLS/SSL ZH AR — F L TWAUERH LS., &
B ARN BME T, MO VT, kDY 7 28R L TLIEEN,

o P N—FFHEOMHH
« 7T A NHOME X — L H O BLIEHEOIER
o HO 24 SSLAFFHEAH L7~ AWS ELB O{Fk (— RX—F 4 U v 7)

ARN O] : arn:aws:iam::[AWS Account]:server-certificate/[Certificate Name]

Lambda L 1

autoscale layer.zip I%, Python 3.9 28 > A h—/L &#17= Ubuntu 18.04 72 ¥ @ Linux BB TIERK
TEET,

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install cffi==1.15.1

pip3 install cryptography==2.9.1

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install pycryptodome==3.15.0

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python

1ERE & 7= autoscale layer.zip 7 7 A /ViL, lambda-python-files 7 # /L #1122 B —4 2 LER &
nET,

KMS Y X3 —%—

ZHUE, ASAV SRR T — KRR ALIEROGAICHNE T, TRLUANOSGE, ZoarR—x
Y MEIMESHY EHA, NAT— RE, 22 TREEEI D KMS OA ] LT 5{bd o2
ERd D 79, KMSARN 7 CFT CAI SN D56, NAV— REK ST H20ENH Y F
T, FHUSNDOBE. RAT—RIIFL—rTF A NTHLMLERH Y £9°,

VAL —F— LS OFEMIZOWNWTIL, /XA T — RORE (b & KMSIZEET 5 AWS D K& =
AL P DOF—DOERL [HFE] & AWSCLL i~ R 77 LU A [#HEE] 28R LT E &0,

i
$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'
{

"KeyId": "KMS-ARN",
"CiphertextBlob":

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://developer.amazon.com/docs/custom-skills/configure-web-service-self-signed-certificate.html
https://medium.com/@francisyzy/create-aws-elb-with-self-signed-ssl-cert-cd1c352331f
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html

AWS ~ 7 ASAv Auto Scale /') 1 — 3 DEA |
. Python 3 215

"AQICAHgCQFAGtz/hvaxMtJIvY/x/rfHnKI3clFPpSXUU7THQRNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
G9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZQMEAS4wEQQOM4 5ATkTqj SekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y1Z21d0z1P4£fx0jTdosfCbPNUExmNJ4zdx8="

}

$

CiphertextBlob ¥ —DfE % /XA T — K& L THEATLAMLERH D 7,

Python 3 IR1%

makepy 7 7 A Vi, HERENZ VRS MO ENT 4 L7 MUIZHY £9, Zhicky,
python 7 7 A VIR Zip 7 7 A WIZIERE S AL, #—F > R 7 A FIlabt—siEd, oo
B AT ZFATT DHITIE, Python 3 BREENEM AIRE TH D MENH Y £,

Auto Scale @ ERd
i

|\r

TV = a URERENTWAY, TV r—2a VORI URFIHRETH 5 45
NHY ET,

ANINT A=A
AT, ROASI NG A— 5 IUET B LERH D £,

Y

(G¥)  AWS Gateway Load Balancer (GWLB) 354 LoadBalancer Type, LoadBalancer SG.
L oadBalancer Port, 35 & UNSSLcertificate /X7 A — & [Tt 544 T,

3R 16 : Auto Scale A F1/X5 A —4

INTG A—7H FERATZA1E/4 A
147
PodNumber pras] ZHUIAR Y RFEETT, Auto Scale 7 /L—74

(ASAv-Group-Name) OFKRBIEMENET, 7=
xR, ZofER T O%hE, TA—T41%
ASAV-Group-Name-1. |72 0 £ 9,

LML E3HILA FORTFTHAIMENH Y 97,
F7H b1

R <4 —
v MNd{L,3} 8

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| AWS ~® ASAvAutoScale /1) 12— 3 Y DEA

Anrisx—4 |

INTA—4H

ERATESES
47

Bl

AutoscaleGrpNamePrefix

pasdl

Z T AutoScale ZNV—TH T VT 4w T ATT,
Ry RESNRY 7 w7 AL LTBEBMENET,

K18 3R
5] : Cisco-ASAv-1

NotifyEmaillD

a2l

Auto Scale f X MMIZDEFA—LT RL AT
EEENET, Y722 Y g B FA—LE
REZIFTANDMLERDHY 7,

il

admin@company.com

Vpcld

LS

TNA AFERTHIMENSH D VPCID, it
AWS OELEIZHES TRET HHLEIH Y F7,

2 A7 AWS::EC2::VPC::1d

linfrastructureyaml | 7 7 A VEMH L TA v 7
TANTZ 7 FxrRHTLE, AF vy 7Ot
73 a AT OEDRRESIVET, £ O
LTL7EENY,

LambdaSubnets

DN

Lambda BB SNV 7 R v K,
A A 7 . List<AWS::EC2::Subnet::1d>

linfrastructureyaml] 7 7 A L ZEA L CTA > 7
TANTZ IV FymEHTLE, AF vy 7Dt
7 v a NZZOEPRESNET, TOMAEHEH
LTL7ZEN,

LambdaSG

U b

Lambda #fED X 2V 5 40 L —7,
% A 7 . List<AWS::EC2::SecurityGroup::1d>

linfrastructureyaml] 7 7 A VEFRHLTA 7
TANTZ 7 F v xBHTLE, AF vy 7 OHTIE
7 a L OERRESNET, EOMEEEEH
LTL7ZE0,

S3BktName

pa2 il

T AND 83Ny ", ZAUE, AWS OEF
WS TT AT MIRETHHLELRH Y 77,

linfrastructureyaml | 7 7 A VEMH L TA v 7
TANT I F v mRET O L, AX v 7 OHE
7y a NZZOENRESNET, ZOMEMEH
LTL7ZEN,
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Bl

LoadBalancerType

pasdl

A BF—Fy MZE LTz — R KRF YD AT
(770 r—vay) ¥ Ixy hU—
71)

Bl 7S r—a v

LoadBalancerSG

a2l

P—RAZ Y OEF2 Y T4 S V—T, Ky b
U—27 m— RNZ oY OREIEEHR S EEA,
727l EX a2 VT4 7 V—TIDERET HHME
N £,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZEH L TA 7
TANTZ I F v x2BHTLE, AF vy 7 DOHIE

T a Il OENRESNET, FOMEEHER
LTLEE,

LoadBalancerPort

i

n— KRZ P R— bk, ZOR— NI, #RLE
00— RNNZ A SIS TC, e hare
L C HTTP/HTTPS F7=i% TCP/TLS %#f#H L T LB
ThRE %7,

R— FBNEZHRTCPAR—FTHDHZ L 2R LE
4, ZhiIue— KART U3 U A —DVERICE
SN,

FZ7 3Lk 180

SSL&8:

a2l

Y& o 7R — MO SSLAEIED ARN, 7€ L
WA, B— RARZ YTl D R — ME

TCP/HTTP (2720 £¥, f8E L72HA. =— KA
7 TR D AR — ME TLS/HTTPS (2720 %
7
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TgHealthPort FH ZOR— MNE, EFEETe—T DX =4y NI —

Tk o THEHASNET, ASAv D ZDFR— KT
BESTHIEFE T v —T 1L, AWS A ¥ 57— H—
N=I—TFT 4 7 3NdlD, N TFT7 1 v 7T
WA LRNTLEEY, ZOR—= MIAERR

TCP R— FTHOIVLENRH D £,

TV = a AR EREE T v — TR E T
5 E T DAL, AT U T ASAV O NAT
N—NVEERETEEST, ZOLHRGE. 77
=33 YIRE LR & ASAv iE Unhealthy A
VAR UADLEVET T — A28 0, FEIER &
LTCw—7 &, HIBRSNET,

% = 8080

AssignPublicIP

7 — /A

ltrue)] ZINT DL, TV w7 IPHBFEIY YT
HET, BYOL 1 70D ASAv D4, 2k
https://tools.cisco.com (2B D 72 DI EE T,

5] : TRUE

ASAvInstanceType

Pl

Amazon~< A A= (AMID) 1%, SFIF7A
VAR VAR T Y R— R LTWET, A
BUAZATIZE ST A VAZ L ADY A XL
WEIR AT Y FEMPFED £7,

ASAV ZHR— T2 AMIA VAR AR AT D
PEAERATIVNENHD 9,

f5l : c4.2xlarge

ASAvLicenseType

Pl

ASAv 7 A & AX A7 (BYOL % 721X PAYG) ,
B#E9 5 AMIID BRRICT7A B AXA T THD
TEEMERLET,

5] : BYOL

ASAvAmild

pasdl

ASAvV AMIID (%07 Cisco ASAv AMIID)
5 A7 . AWS::EC2::Image::1d

V=g b A A—VOBBIONR— 9 250
T, ELWAMIID Z IR L T 7Z& 0,
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ConfigFileURL paE= ASAv #R% 7 7 A /LD HTTP URL, 4% AZ DAERL

77 AL URL THEHTED2MLENRNHY £9°,
Lambda BN IE LN T 7 A L OFR A2 LR L F
T,

HTTP —/N—% KA MERR T 7 A VMITRBET 5
L h . AWS S3 OEI7: Web 78 AT ¢ v JHERE
PHEATAZELLTEET,

G¥) A VIR — NRRICHERR 7 7 A V4 DS URL
APmEn sz, KED /] H0LE
T‘é—o

linfrastructureyaml | 7 7 A VEMH L TA v 7
TANT IV F v EREATLE, AX 7 DO/TE
73 a AT OEDRERESIVET, £ OME A
LTL7EENY,

5] : https://myserver/asavconfig/asaconfig .txt/

NoOfAZs L ASAv % BERIT 2 LN DR A Y — 0% (1
—3) , ALBEADEE, AWS THE 72 i/ M
2 T9,
5 2 2,
ListOfAzs BHo<wREKEO | —rDIEFEO T <X U Rk,
SR GB Y oV 2 MEEEECT, $7
F v MU A MIFR UIERSE T ET 54
ERHY FI,

linfrastructureyaml| 7 7 A VZEA L TA >~
TANTZ I FxymRHTLE, AF vy 7Ot
7y a N ZOEPRRESNET, TOMEEEN
LTLEE,

5 : us-east-la, us-east-1b, us-east-lc
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Bl

ASAvMgmtSubnetld

A= Xgn Y
A b

FBHY T Xy NIDOAZ~XKED U R, UAFB

I, XST DR — 2 ERICNERFF T D3

N £,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZ2EH L TA > 7

TANTZ I F BT LE, AF vy 7 OHIE

7 a AZZOEPRESNET, TOEZHEH
LTSN,

ASAvInsideSubnetld

T~ XYIn Y
P

WER/Gig0/0 Y7 % v FIDDA ~XKYIY U A K,
UZ ME, e 2 ity — o & E CNE/RIZ T

HMERH Y FT,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZEH L TA > 7

TANTZ I Fvx2BHTLE, AF vy 7 OHTIE

73 a AN ZDOENRESNE T, FOMAEEH
LTLEE,

ASAvOutsideSubnetld

A= Xgn Y
Ak

IE/Gig0N T Ry NIDDH o~ XEIY U A R,
U2 MI, s 2 Y — o & E CNE/FIZ T

LMENRH Y 7,

% A 7 . List<AWS::EC2::SecurityGroup::Id>
linfrastructureyaml] 7 7 AV &FRHLTA 7

TANTZ I F v xRBHTLE, AF vy 7Ot

7 a NS ZDENRRESNET, TOMEHH
LTL7EENY,

KmsArn

P2l

BETED KMS O ARN (FRIFIFICKF 5L T 272 D
AWSKMS F—) , fRE L7ZHA. ASAy D/3A
U — REE LT H20EBERHY £7, RATU—F
DAL, FEESNTZARN DA &2 L THT
TOMERDHY T,

W5/ S AT — ROARAF] " aws kms encrypt
--key-id <KMS ARN> --plaintext <password>" K ® .
IR INTZNAT = REMH LTI,

5] : arn:aws:kms:us-east-1:[AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2{6468e
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CpuThresholds 1~ XG0 # | CPU L& \WMED FERE CPU L & WMED EfR, e/l
5 fEIX 0 T, FKRAEIEX 99 TI,

F 7/ bk 110,70

LEVED FRIZLEVED LRIV b/h& <9
LWER DY £,

i - 30,70

ASARER 7 7A4ILDEH

ASARERR 7 7 AV EHE( L. ASAV A LV A X L A)E T 7 & A A[HE/: HTTP/HTTPS H— /3 —
CRFELET, ZHUIERED ASA R 7 7 A VAT, A7 —A 7 7 h&472 ASAv IZ X
D, W7 7 ANVNE D a— RSN RN ESTSNET,

DTt Z 3 3T, AutoScale YU = —3 3 U HIZASARERR 7 7 A VA HE 4 B FiEDH]
R LET,

ISz b, TINARTIL—T, NATIL—)L, 7O AR >—

ASAV D1 — RAXTZ U DIEFE T 0 —T DA77 b b— bk BILUNAT L—/b
DRNZONTIE, WEZRLTITZE0,

! Load Balancer Health probe Configuration

object network aws-metadata-server

host 169.254.169.254

object service aws-health-port

service tcp destination eq 7777

object service aws-metadata-http-port

service tcp destination eqg 80

route inside 169.254.169.254 255.255.255.255 10.0.100.1 1

nat (outside,inside) source static any interface destination static interface

aws-metadata-server service aws-health-port aws-metadata-http-port
|

\)

GE) EFROEFETa—TERNT 7 EARY U—THFA SN THWLIRNERH Y £7,

ASAVHER DT — 4 7 L— 2 ORERFNZ SN TR, REZH L T 7ZEW,

! Data Plane Configuration

route inside 10.0.0.0 255.255.0.0 10.0.100.1 1

object network http-server-80

host 10.0.50.40

object network file-server-8000

host 10.0.51.27

object service http-server-80-port

service tcp destination eqg 80

nat (outside,inside) source static any interface destination static interface
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http-server-80 service http-server-80-port http-server-80-port

object service file-server-8000-port

service tcp destination eqg 8000

nat (outside,inside) source static any interface destination static interface
file-server-8000 service file-server-8000-port file-server-8000-port

object service https-server-443-port

service tcp destination eq 443

nat (outside,inside) source static any interface destination static interface

http-server-80 service https-server-443-port http-server-80-port
|

B Z72714ILOEH

ASAv # %%, azl-connfiguration.txt, az2-configuration.txt, 35 J " az3-configuration.txt 7 7 - /L
THEHTHLERDH D 7,

)

GCE) 30K 77Arndbsre, Ay —r (AZ) ICESWWTHRZEE cE x4, &%
1¥. aws-metadata-server ~D A X T 4 v 7 )b— MNMIIiT. HEAZICERAS— N T =2ADNHY F
7,

TUIL— FDOEH

deploy_autoscaleyaml 7 > 7' L — MIEEICA T T 5483 H Y £9°, LaunchTemplate D [ —
#—7F—% (UserData) |7 4 —/V REEETHMLERNH Y £3, [2—HF—F—% (UserData) |
IS CCHFHTEET, namesarver X HEHTLHLENH Y £3, 72 & %X, VPC
DNSIPIZT 52 ENTEET, FIHTDH T4 AN BYOL DA, 74 & AD idioken %
ICHEATOIMNERDY 7,

|

dns domain-lookup management

DNS server-group DefaultDNS

name-server <VPC DNS IP>

|

! License configuration
call-home
profile License
destination transport-method http
destination address http <url>
license smart
feature tier standard
throughput level <entitlement>
license smart register idtoken <token>

Amazon Simple Storage Service (S3) ~D I 7AIILDT v TA—FK

target 7 4 L7 N URNDTRXTDT 74 /b% Amazon S3 /N7 MIT v 7r— RT2H5LENRH
DET, LEITSUT, CLIZEBEA LT, target7 1 L7 R U NDOTXTH T 7 A /L% Amazon
3NNy MZT vy Fu— RTEET,

$ cd ./target

$ aws s3 cp . s3://<bucket-name> --recursive
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B x5v70mm

A3 D REH

BEOTXTORHESRMNE T35 &, AWS CloudFormation A ¥ » 7 Z#{Ef CTX £ 7,
target = 1 L' b U N deploy autoscaleyaml 7 7 A L Z&fEH L £,
target 7 4 L7 b U N deploy_ngfw_autoscale with_gwlb.yaml 7 7 A Lz L £,

\)

((¥)  deploy_ngfw_autoscale with_gwlbyaml 7 7 A /L% BB 5 E1IZ. AWS GWLB HE) & 7 —/1
U = —3 3 YHIZ infrastructure_gwlb.yaml 7 7 A V& BT 24BN H Y 97,

deploy_autoscale with_gwlib.yaml 7> 7' L — ks O BRI /ER S D GWLB Z3#IR LT, 7 —
FoxzAf B—RNRF P — 2 RRA > b (GWLB-E) ZERT24ENHY £9, GWLBe
EERR LTS, 77V r—va %7 xy heT 740 hb— 7 —7 /1" C GWLBe Z{# H5°
HE0T 7N ML= NEEHTLHIMLERH Y 7,

FEMELZ DUV TCIE,  Thttps://docs.amazonaws.cn/en_us/vpc/latest/privatelink/
create-endpoint-service-gwlbe.html] ZZ M L T 7E X0,

ATJRT A —=4 (94 ~—2) TRESNIZNTA=F A LET,

B DRELE

T — MDD L7 5, Lambda BA%t & CloudWatch 1 X h23MER S LTV D Z &
ERAETAMENRH Y 9, T 74/ N TIE, Auto Scale Z/V—T" DA L AX U ADE/NE L
RAEIIEe TT, AWSEC2 22> Y — /L CHLEREDA AR R & LT, AutoScale 7'
N—TERETHIMNERDHY T, ZHICLEY, HTLWASAVA U AZX AR N H—SE
ERS

1 DDAV AZ U ADHERELTY —7 70 —%fER L, TOA U AZ U ARHEFFEL VI
FEL TCWAENE I DERGET D 2 L 2R L £3, TO%IC ASAV OFEEOEM % BT
X, BEEMERTHI L TEET, AWS A7 — U U 7R Y U —IZ X HHIBRZERRET D728
W2, B/ IMED ASAY A VAR L AT A — A UREL LT~ —27 TXET,

Auto Scale * T F XA RS

A y—)o57a+X

ZDME Y7 TiE, AutoScale 7 /—7 D 1 DU LD R —1 77 at A% —BEIELTH
SEBTAHEICOWTHLET,

AT—IVTFT U3 DR EEL
A= VT 7 a rEREBLIOEILT 512, ROFIEEZFEITLET,
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| AWS ~® ASAvAutoScale /1) 12— 3 Y DEA
ANVREZR— .

CAWS BN A — U VT DA Ar—AT T N7 7 a U ERMEE IR ES T 5
HIZOWTIE, ROV 7 2SR LTLIEE N,

2= 7 Fat 2AD—RE R L FHE

AN)IAREZHR—

04y Z &1Z, CloudWatch Cron ¥ = 7'|%, Health Doctor <& ¥ = — /L Auto Scale Manager Lambda
%F)ﬁ LT,

« BN’ ASAV VM IZJBT D EE 72 IP 3 H5E . ASAv O REBIFFN | B2z 5 &
FDA AR AFHIRENET,

e TNHLDIPBNARNL ASAV > DIP TIERWEE, IPTE TN Z —F Y N T —T7 b
HIBR S EJ,

ANILRAEZAZ—DEIE

ANIVAE =B —H BHZ T HI2IE, constant.py T constant % [True| [ZF%E L £,

NILRAEZ A —DFEDIE
ANIVAE =S — AT HITIE, constant.py CEE % [False] ([Zi%E L ET,

SA4ATHATILT v DEHL

FS, FTATHAINT v 7 BB THHLERHY £9, WP TDHE, AV AX A
BMOA L H—T oA ANBMENERA, £, ASAv A AKX 2 2D R EH L CTHRAL
THZERNHY £7,

Auto Scale Manager M #E%h1t

Auto Scale Manager % E2N{L3 2121, ZHE 41D CloudWatch A X2 | Inotify-instance- 1aunchJ
& [notify-instance-terminate] # XL HMERNH YV £T, TN HDA X2 & HIC

By LA FOLambdald U H—SEHA, 72720, T TIETINTND Lambda
T 7 v a kT SuE T, Auto Scale Manager 23 ZHRIEIETH Z LiXH Y FHA, AX VT
DHIBRETIL Y YV —ZADHIBRIZ L DR DIFIE 2R AR 5 L. RNERREBIZR D RN H Y £
o

O— KNS HDE—5 v k

AWS B — RRZ 3 TlE, BEOX Y NI =0 A Z—T = Af Ao L AZ L AICH L
TAVAB U ARABATDE =7y FBFFAI S22, Gigabit0/1 1 ¥ —7 = A A 1P &
B—0Fy NTN—=TDH =y e LTRESNET, L, BIEDO L A, AWS Auto

Scale D~NVAF = v 71X, IP TlE7R<, A VY AZ U AZATDE—7 >y Mk L TOHERE

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-suspend-resume-processes.html#choosing-suspend-resume

AWS ~ 7 ASAv Auto Scale /') 1 — 3 DEA |
B xsoz0zr50q

LET, 72, ZNHDOIPIFEX—7 v 7 A—706 HEIZEME N0, BIFRESizY
LEHA, LI 5T, AutoScale Y U a—a i, TNOWTDOZ AT 270 T AT
FLET, 27750, AT F AR NI TN a—T 4 V7 OBEIT. FEITEITT HMEN
HDHZENHY ET,

B—5y NTIL—TADE—H5 v FDZEEF

ASAV A VAL U R — RNT HITRERT HITIE, Gigabit0/l A A% A 1P (AN
Fv R BE—HF Y RN LTHE—Fy NA—FICEBMTALERHY FT, IPT7 RL X
K55 —7y NOBERETITBREMR) 2SR L TIEIN,

B—ty b IN—TDEDE—5 Y DB

02— RN I 5 ASAV A VAR U ADBEREfRERT 5 I12IE, Gigabit0/1 1 A X A
IP UMY T Ry N) Xy NI NA—TDX =47y e LTHIBRTARERH D 7,
[P 7 KL AKX —7 > DOBGRE T ITBEMER] 22 L TIIEE0,

ADDRBVADAZ iINA

AWS TiX. AutoScale 7 /L —7"TDA VA X L ZAOFBEMIIZFTENETAN, 22—V —13A
VAR ARB AR AR L CHEET 7Y a v A FETTEET, T, m— AT
Y DE—=5 ) RIS L AZ AL A TOGEITR BB L E T, ASAVv~ v L, EEO* Y
NTD =0 A B =T 2 A ANHDIZD, A VAR AZALTDE =7y hE L TRETE
Ao

A VRBVRERZ VIN(IRBEIZT S

AVARBUAPARZ RARBBIZ D & ERET =T BNRRTHET, F—F v T —
THNOZEDA AL ADIPIXRICIREO T FIZ/D T, 20D, f VAX L AEBAH
VANARBEIZT BENS, X —7 v b NA—TNHENZEND IP & B8R T D Z & 2 BE1D
LET, SO WTIR, =7y NI A—T I 0X =7y OB (1042—) %
ZHLTIIEEN,

IP SHIBRE 726, TAuto Scaling Z /v —7 76D A A X o ZAD—R 72 HIkR] 2SI T
<&V,

RAEZUNARENSDA VRE U ADHEIK

FIEEIZ, AV AZ U AB AL NAREN L FITIREEICBITTE T, AZ A RENDHI
By 2L, A VAXADIPNE =y NI NV—=T DX =7y MIRGEENET, =7y
N N—T~DH = FOEEE (104 X—) | 2L T I,

NG TN 2a—=T 4 TRA VT FT U ADIZDIIA VAR Al AN INAARIEIZT D FED
AR OV TIE, AWS News Blog # 2 L T 7230,
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| AWS ~> ASAvAutoScale V') 21— 3 VDEA
1o2822c%7 |

Auto Scale ' IL— T DA VR E V ADHIBRFE =155

Auto Scale 7 /V—"T A VAR U ZAEHIRT DI, ETA U ARAF U RERLZ NAREEIC
BATTHOMLERHVE T, (A RB AR AZ AL RBICT ) 2BBL TSN, *
B UNRAMREIZ o T A o AZ A, HIBRETZITSBECE 9, [Auto Scaling 7 /v— 7"
HBEQAVAF LU AT HE T T5H] #BRLTIIEEN,

AR RTRT

A VAR ABRETTDHITNE, AXUNAREBICTIVNERNH Y ET, f VAX L ADAK
N (1042—) ZBRLTLEEN, AV AZUANRAE UL WREEIZ o125, KT T
%i‘g—o

A2RBVDADART—)LA UIRE

Auto Scale 7V —TINBRFEDA L AZ L ANRERS THIFRENZ2WE S I1I2T D701, DA
VABR A R AL L TERTE ST, AV ARAX U ARR T — LA MRHEEINT
WAEE. AT =AU AXRMNRRKRTERTTH2ZLEHY A,

A VAR R A=A ARGEIRRBIZ T DI, ROV 7 2B LT EE0,
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html

|

EE W EQAVAF AT TR, =47 MIPRIER) A VAX L ADR/NE A 75—
WA RFELE L TRETDH I E2BEIO LET,

Mo
)
S
Rt
il

REOEEIL, T TIZFITHDOAL A X AZITEBICK SN EE A, ZBEITH LWVLT A
ARIDIREINET, ZOXIBREEL, BEFEOT AL AZTETT v 2T 50BN
V) i—a—o

BEEDOA v AF LV ADEBRTEEFETEHFL TND & ICHENRE LSS, ThboA v
AR A A=) T TN—TIGHIBEL, BILWA VAY L AICEESHZ D 2 LR L
i—a‘o

ASAV DEEENRAT—FEZLEHLET,

ASAV RAT — REEFTHE, A VAL AEETTDHEDIET N, A TRAY—RF&F
HCEFTHINERHY 9, HTLWASAY T34 A& F R — R4 55A, ASAV /SR T —
i3 Lambda BEEZEH O LEESNET, [TAWS Lambda BIELOMH) #ZR LT FEE
v,
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B wsyv—zizssrzzs

AWS ')V —RIZHT HER

AWS O A%, AutoScale 7 /V— 7 HEIFLE, CloudWatchA X2~ A —UJ o FRY v —
Y. < OIEHAELEHE TEF9, CloudFormation A% v 72U V—A% A R — T 50,
BEDY V—ANOLH LWAX v 7 HER X £,

AWS U YV — A TEITSNHERZEHT 2 EOFEMIC O W TIX, BEFY V—2D
CloudFormation EHE~DIV AL 2SR L TV,

CloudWatch A5 DUNEH K VA #HT

CloudWatch @ 74— 7 AR — b9 512X, TAWSCLI Z#fEH L7z Amazon S3 ~D 1 75 — X
DTy AR—r] ZZRLTIIZEN,

AutoScale D S TS a—F 4 U5 ETINYY

AWS CloudFormation 31> —)L

AWS CloudFormation =X >~/ —/L T CloudFormation A % > 7 ~D AJJ/NT A —H LR TE F
T, TAUTED, Web 7T UV DRAF v 7 A EBEER., BER, E5. HigcxEd,

HRIOA Y v 7IZBEI L, [/3T A—4 (parameter) | # 7 #fE8 L ¥ 9, [LambdafdEEREA
% (Lambda Functions environment variables) ] % 7 C Lambda B9t ~D A1 2R TS & H T
=FET,

AWS CloudFormation = > Y — /)L DZEMZ OV TiL, [AWS CloudFormation = —H%—#4 A K
(AWS CloudFormation User Guide) ] #&M L T 72 &\,

Amazon CloudWatch O %

{E % ¢ Lambda B> 1 7 % /R CE £9°, AWS Lambda I35 %4804 ¥ |2 Lambda BE%k %
HEIIZEER L. Amazon CloudWatch 28 CCA MU w7 Z2WE LE9d, BEROBEED N7
Ny a—T 4 VIO K 91T, Lambda 1B K-> TR SN/ X TOERE 1 7|2
Feék L. AmazonCloudWatch 2 72 U Ca— RiZ X - CAERSINZe 7L BEIMICREFELE
7

Lambda = > Y —/L_ CloudWatch = > >~ —/ L AWSCLI, % 72/% CloudWatch API Z i/l L C,
Lambda D11 /%2 FRC&x£9, m /7 /N—7¢ CloudWatch 2> Y — V&N Liza 77—
DT 7' ADFEHIZOWTIL,  [Amazon CloudWatch = —4— %1 K (Amazon CloudWatch
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ZEANLET, X2 )7 4 ZEATLHIBERITIT, Azure V—2 0 — FER#ET D720
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» Azure Resource Manager Zffi ] L C ASAv @ Al FIER T 28 A L 9, TURMEZMHAET D
72T, ASAVET 77 4 7123y 7T w7 Ea it (HA) RETHATEET, ~7 Uy
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https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430
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FRREX A 7L LT, [23ATU— K (Password) ]| F7-IX[SSHABHZ— (SSHpublickey) ]Z#ER L £,
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Yz IR £ 7,

GnE, *y NU—2BIXOY V=R ZV—TFLEULTHLIRLERH Y £7,
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Azure Security Center] Z 8841 L T, [Security Center] 7' L — K& Bl &, T —X[WEEZHH L T,
[Security Center] 'L — KC, [Policy] # A /W& ZR L E T,
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https://azure.microsoft.com/en-us/services/security-center/
https://azure.microsoft.com/en-us/services/security-center/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554
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https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
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ATFvT3
ATvT4

ATy TH

ATvT6

Azure LD TT7 7 AN BRI THT-OIHEHTE 2472 a v EEL<HY E5, ZOBITIE,
SCP (t¥=a7atv—) ZRrLET,

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>

Azure ® Linux VM IZa Z A4 > L, JEMi VHD A A —Y % ab—1L7=T 4 L7 U ICBEIL£9,
ASAv VHD A A — 2R L £ 9,

7 7 ANVE IR E T IERRRT DT TE L4 7 a U< b £9, 2 DOFITid Bzip2
22— 4 VT 4 R LETH, Windows X—AD2—F 4 VT 4 HIEFICHERE L 9,

# bunzip2 asav9-14-1.vhd.bz2

Azure A NL—U T AT MDA TFICVHD 27 v 7 u—RLET, BFOA ML—VT AV M
AT 21E0, FBUCERT 222 b TEET, ARL—UT B Y0 MK, IUTF LR TO R L
MT& %7,

ANV —=UT AT MIVHD 27 v 70— KT TE ATV a Vv BE<H 0 £,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure 78— % /L7¢ & T9,
ASAV LRIHEDREEDT 7 A ML, Azure R—H VEER L7g 2 & 2H#EEE L £,

WOBE, Azure CLI ZfEH L7 AR L TWET,

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
--—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page
VHD 7> & F#RIGA A=V a Rl L7,
a) Azure R—H LT, [f A— (Images) ] ZER L E7,
b) [EM (Add) 127U v 27 LT, HiLWA A=V EERLET,

¢) KOEHREANLET,
s [401 (Name) |: HELRA A=V D —F—FEZOARTE AT LET,

o[ 7 A7 U a3 (Subscription) |: Ry 7X U URRNNLYT A7 Y Fva @R L
E3x 8

o[V YV —RATN—7 (Resourcegroup) ]: BEFDO VU YV —AT)N—T%RIEIRT D0, HLWY V—2R
TN—TE2ER L ET,

«[0ST 4 A7 (0Sdisk) 1: 0S8 %A 7 & LT Linux Z34R L E7,

¢ [AFL—Y 717 (Storageblob) 1: AL —UTHhHU Ly hEBELC, 7 v/ u— KL/ VHD
IR E T,

[T s EZ AT (Accounttype) ]: Rr w7 X7 U X hpb [#EHE (HDD)  (Standard
(HDD)) ] Zi#ERL £,

s [RARMF¥ v 2 (Hostcaching) ]: Ry X T U A LD @AY /FEZIAL
(Read/write) ] Z#IR L F7,
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*[T—=47 4 A2 (Datadisks) 1: 774/ POEXIZLTEEET, 7—FT 4 A7 ZBIMLAR
NTLZEN,

d) [fERk (Create) 1227V v 27 LET,

[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A w&— U708 [[@%0
(Notifications) ] % 7 D FIZFKREIND ETHHLET,

G BHSRA A—UPMER SN, Ty e —RLZVHD &7 v 7P u— R A L—U 7 A
v N EHIBRTE 9,

AT TT  HHRIER LB RA A—TD) V=2 ID #BELET,

Azure DNETIZ, HHH Y V—2nY V=2 IDIZE#EMTONATWET, UV Y—2IDIZ, Z0O&
B RA A=V BHT LWASAY 7 7 A T U4 —/VERET S & SITHEIZRY F7,

a) Azure IR—H )L T, [f A— (Images) | Z#IR L £7°,

b) RIDAT > 7 TER LT BRI RA A — V&I L £ 7,

c) [EE (Overview) |27 U v 7 LT, £ A=V D707 4 BFKRLET,
d) 7V y7HR—RIYVY—RIDEZar—LE7T,

)Y—Z 1D, ROBXEEY £7,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider Microsoft.Compute/<container>/ <vhdname>

RATYT8 BWHHRAA—TVBIO) Y —RT T L— &M LT, ASAV 774 7 U 4+ —/VERE L E7,
a) R (New) |ZBIRL, A7 a v MNOBINTE L)1 FET[T 7 L— MEB (Template
Deployment) ] 25K L £
b) [fERk (Create) ] Z®INL E7,
¢) [T 4 ¥ THMHEDOT 7 L— %49 % (Build your own template in the editor) ] Z %R L £ 7,
NAL A X TEDZEADT 7 L— hMERESNET, 77 b— b 2ERT 2 HIEOHIZON
TiE, VY =2 T 7= FOfEK (129 ~—2) Z2ZRLTIIZEN,

d) WAZ~AAXLEISONT VT L—ha—R&7 0> RO fHF, [R1F (Save) 1227V v 7 L
7,

e) Fuv 7 Xy URANNMS [T A2 Y7 a (Subscription) | Z#ER L £,

0 BEfFO[Y Y —AZ—7 (Resourcegroup) |ZIEIRT D, FHLWI YV =R T N—TZERR L E T,

g) Ky 77Xy URNpE e —3 3 (Location) | ZER L F 7,

h)y FIAT v 7TNEDOEINGRA A=V D[V Y —AID (ResourceID) ]% [VME IS4 A —TID (Vm
Managed Image Id) | 7 « —/V RIZAE Y fHiF £7,

RTvT9 [ AHX LER (Custom deployment) | ~X— Dl B 5 [287 A — X Offte (Edit parameters) ] % 7

Vo7 LET, WAFZTA XTEBLNRNTA—FT T — MR ERSNET,

a) [Z77ANDr—F (Loadfile) 1%27 U v 27 L, BAZ~YAALIZASAV /NT A =4 T 7 A V=B
LET, NTA—ZT T L= AERT 2B TIE, [T A =% 77 A LOfER (138 %—
V) 1 AEBRLTIEZ N,
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b) WAZ~AXLTZISON/NT A—F a— RK&T 4 RO T, [fRfF (Save) 127 U v 27 LE
j—o

ATV HAXLBREOEMEZMZELET, [FEAR (Basics) | & [BXE (Settings) ] D1EH ([V Y —AID (Resource
ID) 172&) 0, HELCEAREIC T LI L4 LET,

ATy 7N FASNZHEE L, [ LR ABKIZHEZE LET (agreeto the terms and conditions stated above) ] = »
TRy I AT ;Li@”o

ATy 12 [N (Purchase) 127 U v 7 L, BHUNRA A—VBLOIAX LT VT L—E2EH L TASAV 7 7
ST LA LET

T U—= KT 7 ANENRT A—2T 7 A VIZEANR TR, BENEEIZE T LTWAIET T,
PRI A A —iF, RO 72270 g v BIUOHBENOEROREBICER X3,

RDBERY

*SSHZITLTCANTEDLCLI a2~y REMHT L0, £72I1X ASDM Z{iH L T, RE%
AT LET, ASDMICT 7 AT AFEICONTIX., [ASDM Oid@E)] &ML TL 72
W,

18% : Azure ) V—R T TL— DY

ZDIETIE, ASAv Z# BT 5792 TX 5 Azure Resource Manager 7 > 7" L — k O
WHOWTHBALET, Azure Y V—AT7 7L — MIISON 7 7 A LT, LEDOEY J—A
DERZEFILTHI=0, ZOHFNTIZ2 DD ISON 7 7 A NG ENTWET,

cTFUTL—brTFAI ZHIE VY AT AT RAOTRTCOa L R—F 2 b &R
DAL —=AT 7 A )TT,

CINTA=B TFAI: TDT 7 AT, ASAV Z IEFITET 2 72 DICUNE R T A —
INFENTWET, ZOT77ANVIZIE, 7Ry ME#R, B~ ORSE L 31 X
ASAV D —H—ff L XAT— R A NL—Var 7T O4ARTR Y, GEMREERNE Eh
TWET, ZDO7 7 A /ViL Azure Stack Hub BBHEREEFHICH A X ~ A A T& £,

274 ILOERK

Z DIATIL, Azure Resource Manager 7 > 7 L — h DR IZ DWW TR L £4, OAE
L= N T A NERNERLEBDT, T L — bOSEESERESER L“Cb\iT

ol
\I
\J,
C
|
-

Azure Resource Manager JSSON 7> JL—k 77 AL

{
"$schema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "",
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"variables": { }
"resources": [ ]
"outputs": { }

"parameters": { },
4
4

}

F o L— NI, ASAv BB OEZVERT 5 7= I H TX 5 JSON 8 L O TR < v T
FT, FOELEMAEETIE., T — MIROEERESENTOET,

% 19: EHFH D Azure Resource Manager JSON 7> FL— T 7 4 LEXR

EX WA i BA

$schema I T — REEONR— g U EHAT 5 JSON A % —
~ 7 7 ANVDEGHT, BIORIZR L2 URL ZfEH L E
7,

contentVersion S T L= DONN—=T gy (1.0007328) . ZDERE

WIMEEDZEETEET, 707 b— &AL
TV Y—RERATAHLEIL. ZOEEFEHALT, @
WZgTr o 7L —MMERHEINTWD Z L 2R T F
‘d‘o

INTA—H AYAY-4 EHAEEITLCY Y —RAEHEIAZ A AT HEX
WHRET A, T A—2I2k ., BEFHIMEE AD
TEET, HHIMLEL WS DT TIEH Y THEAN,

FeE L2nE . JISONT 7 L— MImEEFE L35 A—
ATY Y —ARERLET,

I Y4 T — FEERAEMRILTHEOICT T L— b
TISON 77 7 A b & LTSNS 1E,

Uy—2= EQA VY —2 T N—TFTREAE-IIERTIND Y Y —R X
A7,
outputs AVAY-4 JEBZ IR S35,

JISONT 7L — ML, BEETAV Y —RA XA TEESTDHDET TR, FOEET 5
ENTA—HEEETDH-OCHLFIATEET, ROFIIE, B L ASAV BT 2T 7
L — FERLTWET,

J Yy —X FoTL— FDIER

UTOBZERLT, 7F%FA M7 4 22 LB OEAT 7L — FEERTE £,

ATV T WOFPINRLETHFA 2o —LEd,
B -
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"Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {

"type": "string",

"defaultValue": "ngfw",

"metadata": {

"description": "Name of the NGFW VM"

}I
"vmManagedImageId": ({
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}I
"adminUsername": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other
values are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultvalue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars

and have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I
"vmStorageAccount": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account).
Between 3 and 24 characters. Lowercase letters and numbers only"
}
}I
"virtualNetworkResourceGroup": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network's Resource Group"

}I
"virtualNetworkName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I

"mgmtSubnetName": {
"type": "string",
"defaultvalue": "",
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"metadata": {
"description": "The FTDv management interface will attach to this subnet"

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"

}I
"diagSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig0OSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": |
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {
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"virtualNetworkID":

"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks',

parameters ('virtualNetworkName')) ]

"vmNicOName":" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name":" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name":" [concat (parameters ('vmName'), '-nic3') 1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup () .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType')]l",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName') "
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]",
"location": "[resourceGroup () .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"
}
}I
{
"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"
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"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",

"name": "[variables ('vmNicOName')]",

"location": "[resourceGroup () .location]",

"dependsOn": [
"[concat ("Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName')) 1",
"[concat ("Microsoft.Network/publicIPAddresses/"',

variables ('vmMgmtPublicIPAddressName'))]"
] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

parameters ('mgmtSubnetName')) ]
}I
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
}

] 4
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',

variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

parameters ('diagSubnetName')) ]

} }

] r

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
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"location": "[resourceGroup () .location]",
"dependsOn": [
] 4
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {

"privateIPAllocationMethod":

"Static",

"privateIPAddress" : "[parameters ('gig00SubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName')) 1"
}

] r

"enableIPForwarding":

"apiVersion":

"type":

"name":

"location":

"dependsOn": [

] 4

"properties": {
"ipConfigurations":

{

"name":

"properties'
"privateIPAllocationMethod":
"privateIPAddress" :

true

"2017-03-01",
"Microsoft.Network/networkInterfaces",
"[variables ('vmNic3Name')]",
"[resourceGroup () .location]",

[

"ipconfigl",

g

"Static",
"[parameters ('gig0lSubnetIP') 1",

"subnet": {

migr.

parameters ('gig0lSubnetName'))]"

] r

"enableIPForwarding":

"[concat (variables ('virtualNetworkID'), '/subnets/"',

true

"type": "Microsoft.Storage/storageAccounts",
"name": " [concat (parameters ('vmStorageAccount'))]",
"apiVersion": "2015-06-15",
"location": "[resourceGroup () .location]",
"properties": {
"accountType": "Standard LRS"
}
}I
{
"apiVersion": "2017-12-01",
"type": "Microsoft.Compute/virtualMachines",
"name": " [parameters ('vmName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
"[concat ('"Microsoft.Storage/storageAccounts/', parameters ('vmStorageAccount'))]
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNicOName'))]"
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNiclName'))]",
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic2Name'))]",
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic3Name'))]"
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"properties": {
"hardwareProfile": {
"vmSize": "[parameters ('vmSize')]"
}I
"osProfile": {
"computername": "[parameters ('vmName')]",
"adminUsername": " [parameters ('AdminUsername')]",
"adminPassword": " [parameters ('AdminPassword')]"
}I
"storageProfile": ({
"imageReference": {
"id": "[parameters ('vmManagedImageId') "
}I
"osDisk": {
"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"
}
}I
"networkProfile": {

"networkInterfaces": [

{

"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

"

variables ('vmNic3Name')) ]

}

}I
"diagnosticsProfile": ({
"bootDiagnostics": {
"enabled": true,
"storageUri":
"[concat ('"http://',parameters ('vmStorageAccount'),'.blob.core.windows.net') "

}

]I
"outputs": { }
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%, ASAVDEAIDT —% A
H—T A AHTT,

10.8.2.55
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B 55771008

Ta—IL K BL)] 1

gig01SubnetName GigabitEthernet 0/1 o > % — |outside
TxA AL, TOY TRy b
e S uE T, ZAUE, Nie2
BFEHOY T Xy ) IZvy
rEhEdT, BFEOxR Y b
T — 272N 5545, I
ITBEfF D7 3%y RAIC—E
THVERDY 7,

gig01SubnetIP GigabitEthernet 0/1 - > % — | 10.8.3.55
TzAAIPT RVA, Th
X, ASAVD2EH DT —X A
VH—T A AT,

gig02SubnetName GigabitEthernet 0/2 A > % — |dmz
Tx A AE, ZOFTF k
WZHEEt S VET, ZAUL, Nic3
GEBEBOY T X R) IZvy
TENET, BEFOxX v b
T—7 BN T 555, 2
IIBEfFDOYF 7 3%y RAIC—E
TAHVLENDY 7,

gig02SubnetIP GigabitEthernet 0/2 f > % — | 10.8.4.55
TxAADIPT RLVA, Zi
L. ASAVD3IFZEHDOT —2 A
VHE—T A AT,

vmSize ASAV VM 2§ 195 VM O | Standard D3 V2 F721%
A A, Standard D3 V2 & Standard_D3
Standard D3 23— kST
W& 9, Standard D3 V2 23T
8 0 N G

INDGA—HB T7 A IJLDIERK

UToflzERLT, 7% AN 27 4 Z2EM LB OART A= 77 A VAERTE %
‘j—o

N

GE) oL, IPV4 BT,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Microsoft Azure & 57 E~? ASAv DA

ATV 1 ROPNRLETHFA e ar—LE T,
51 -

"$schema":
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"value": "cisco-asavl"

}!
"vmManagedImageId": ({
"value":

15 x—5 774 10tk |

"https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",

"'/suoscripticns/33d0251 Te-caB3-46aa-tod-7TAF 1 dde A1/ resouraeGraes/envenagedlineces—rg/providers/Microsoft . Canpute/imeges/AAv-9. 10. 1-81-Managed-Trrece"!

}7

"adminUsername": {
"value": "jdoe"

}!

"adminPassword": {
"value": "Pw0987654321"

}!

"vmStorageAccount": {
"value": "ciscoasavstorage"

}7

"virtualNetworkResourceGroup":

"value": "ew-west8-rg"
}!
"virtualNetworkName": {
"value": "ew-west8-vn"

}!

"mgmtSubnetName": {
"value": "mgmt"

}!

"mgmtSubnetIP": {
"value": "10.8.3.77"

}!

"gig0O0SubnetName": {
"value": "inside"

}!

"gig00SubnetIP": {
"value": "10.8.2.77"

}!

"gigOlSubnetName": {
"value": "outside"

}!

"gig0lSubnetIP": {
"value": "10.8.1.77"

}!

"gig02SubnetName": {
"value": "dmz"

}!

"gig02SubnetIP": {

"value": "10.8.0.77"
}!
"VmSize": {
"value": "Standard D3 v2"
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ATYT2 ZOT77A4N%E, 7=& ziXazureParametersjson £V 9 K51, JISON 7 7 A L& LTr—H/VIERTEL F
D

ATFYT3 TrANEREL, BANRTA—HIIEI T T L—FEERLET,
ATy T4 VHDBIQRNY V—RFT 7L — FZ2fH L= Azure 726 D ASAv DE A (125 <—) THHALTWS &
INZ, TONRT A= T T — b2 LT ASAY ZEH L £,
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Microsoft Azure ~@ ASAv Auto Scale */
J)a— 3> MEA

e Azure TD @ Auto Scale ¥ U =—3 3 > (141 X—)
ARy —UDA T E— R (143 L—2)

eAutoScale YU =2— g v DariR—x2 b (144 X—2)
e Auto Scale V' U = —3 3 OFEIFESM (145 *—)

« Auto Scale DR (153 ~X—)

* Auto Scale 7V 7 (168 ~<—72)

s Auto Scale DR XL T LT Ry T (168 X—)

* Auto Scale DT A R F A > Ll (170 ~X—2)

« Auto Scale ® N7 7Ly a—TF 47 (170 ~—)

o V=R 2— RinBO Azure BIBOME (171 <—)

Azure T ) AutoScale V') 21— 3 >

Auto Scale V') 21— 3 >IZDUVT

ASAv Auto Scale for Azure |%, Azure M2 T 59— =L 2 T F X T 7 F % (Logic
App. Azure Bk, v —RNFoY X2 VT4 I N—T I~ A=y R E)
EHERT 58— " — L REATT,

ASAv Auto Scale for Azure 3 A D ER2FHITRO LY TT,
+ Azure Resource Manager (ARM) 7 > 7 L — h_"— XD ERH,
cCPUBIWIZEASK AT —V T AN v 7 OFR—|

\}

GE)  EEMcHoOWTIE, TAutoScalem ¥y 7 (1682—) | &ML
TLIEE W,
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. Auto Scale O A

« ASAv EEBR & ~ VTR MY — o D AR — |,

« A—VT U R EIT ASAY A AKX U AZSERICAEML SR A B BhiE
B — RAT Y v AT Y — DY R — b,

* Auto Scale B¥RE DA 2k & ML A4 VR — K,

e VA TIE, BMAZRKGHITT H7-DIT., Auto Scale for Azure AN 77— AL L T
iﬁ‘o

Auto Scale @& A {5

ASAv Auto Scale for Azure |%, ASAv A7 —/L¥ v % Azure DINEz — K35 4 (ILB) &
Azure DAEET— K3F % (ELB) OMICEET A2 BEBIKERA Sy —) 7V ) 22— 9T
j—o
*ELBlX, /1 X=Xy "INLD NT T 4 v T BAr—)Lty NNDASAVA AKX AT
DREEET, TO%, 77 AT UF—NNT SV r—a Al T 74 v sk LE
‘j‘o
ILBiE. 77U r—2ardbDT UMD R AU H—Fy N T T 4T A r—
Lty RO ASAYV A L A RSB ERET, 0%, 77 AT I+ —LA X —
Iy NMIhT 7 4 v 7 L LET,

c Xy MU=y Rs, Ok TWYT (WEER LML) Do — RT3 it
THZEEH ETHEA,

o« A — )Lt FIND ASAV A A X v ADHIL, LI ESWCTHBNIZ A —1
TEBIORESNET,
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| Microsoft Azure ~@ ASAv Auto Scale ¥/ ') 21— 3 VDEA

16 : ASAv Auto Scale )& A5l

Virtual Machine Scale Set

Applcatcn

Sebnat 1 inside ountside
Wesource —— _
— ASAv 1 -+ 3
.| —
- .
+*+ -
Applicaticn
Subnet I Outbawn —
Resource Ik
La
iraide uttde
LB - @ ]
Aoplicition » > AShw 2 < ELB o
Scbnet 3 = - - intermet
- . —_—
I -+ L
Resource .
!
Applicatisn
Subnet b
REsOUNCE 1
rside ety
—— ASAV N e
S — & -
£ e
]
e

Inbound traffic (Internet->ELB->ASAv->Application)
Outbound traffic (Application->ILB->ASAv->Internet)

ZD RF = A FTIiL., ASAv Auto Scale for Azure VY J 2a—3 3¢, OV —R_R—L R
N2y M E R DM FIRIC DWW TR L E 7,

[:_"F:—

EE EAZBIET HHENC, F¥a Xy FaERERBTALTZEN,
HAZBIRT DRI, AHERMF 2L T0D Z & 2R LE T,
 ZZICRBEN TV D FIEL EATIEFFICHE > TV D Z & 2l L £

-~ (e} ~ N> -~ >
BANYS—IOAO—FR
ASAv Auto Scale for Azure V' V = —3 3 1%, Azure it 59— NRN—1L X A T T X T

7 F % (LogicApp. Azure %k, v — KT ¥ A~ v A r— Lty ML) AT
% Azure Resource Manager (ARM) 7 > 7' L — h_X— 2 DR T,
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. AutoScale V') 21— 3v@avR—xu b

ASAv Auto Scale for Azure Y U =2 —3 3 VOEEICHKLE R 7y A L EX T a— NLET, &
WFAN— g VHOBRMAZ U T L— ME, GitHub YR FUMWBAFETEE
ﬁ—o

)

ZEH  AutoScale HOYV A aEHOE AR ) MBI T L —MI, A—T vV —ADHE L
THRAEEINTE Y, BHE D CiscoTAC ViR — FOFPHNTII I ANA—ENR N2 LICEE L TL
77&V, HH L ReadMe DOFNEIZ-DWTIE. GitHub Z EMANIHER L T &V,

ASM_Function.zip 7~ 77— Y ODAERRTIEIZ DWW TIX, TV —ZA 32— R 6 D Azure BIEL O A EL
(171 ~=2) ] Z2ZRL TSN,

AutoScale V') 21— 3> @Oarvik—xx2 b

ASAv Auto Scale for Azure V' J =2 —3 g %, RO R—F 2 b THEEINLTHET,

Azure F8%% (Function App)
Function App & 13— D Azure BT, AN ZHEREITRD LB TT,

cAzure A NV v 7 ZEHICEE EIE T e —7 LET,

« ASAV DB E=H— L, A7 —vA VA —NT T NEE N H—LET,
BA¥UE, JEME STz Zip Ny =Y O TR SV E T ( [Azure Function App /X > 7r—
OREGE (148 °—2) | #5W) . B, FFEDZ AT ZFTT D12 DITAREZR RV ST L
TEO, IHEEESCH LWY U —2DYR— FDOOIZHBEIZS L TCT v 77 L— R T&E&E
ﬁ—o
Orchestrator (Logic App)

Auto Scale Logic App 1. V—727mr—, DF VY —#HDORT v 7 OHELSTT, Azure BIEIIMAT
L= T 47 4 THY, FHAEIGBE CTXEHA, I D Orchestrator |%, BI# D FEIT & NEFAF
gL, B TTERE I ET,

« Logic App I%. Auto Scale Azure B Tl A A — 7 A ML —a VB IOITET 20
RS NET,

« £ A7 v 71X, Auto Scale Azure BAELE 72 I THAAIA L DERER v 7 2R L ET,
* Logic App [T JSON 7 7 A )L & L Cflk s £,
* Logic App I, GUI £721LJSON 7 7 A WA L TH A F v A A TE ET,

RIS UOX7—)LEy b (VMSS)
VMSS %, ASAv T3 A7 EORIFEOFAR~ > v DESTT,
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https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/azure

| Microsoft Azure ~@ ASAv Auto Scale ¥/ ') 21— 3 VDEA
Auto Scale V') 12— 3 U DRTHREM .

¢« VMSS TiZ, SiLWR—D VM 2t > MIBMTX £,

s VMSSIZIBMENTZH LWVMIL, u— KT % X270 0—7, BLOxRy
NO—7 A H—T oA ACEBICHSR SN E T,

o VMSS (21T AIA D Auto Scale FEHEZSH U . ASAv for Azure TIZENIZ 72> TWVET,
* VMSS TASAv A VAKX U AZFEITEMLEY, HIBRLZD LT 7ES0,

Azure Resource Manager (ARM) 57> 7L — k

ARM 7 7 L — kX, ASAv Auto Scale for Azure V' VJ 22— g VIR Y VY — 2 &2 REHT S
7O EINET,

Auto Scale for Azure : ARM 7 7 L— b azure asav_autoscalejson i%. LLF % & Auto Scale
Manager = > AR —R 2 h~D AN EHRZTRBEL 7,

» Azure Function App

» Azure Logic App

v A=ty & (VMSS)

« iR KON — RN T 3,
cBBAICHEREX 2V T 4 TN —TBROZOMD I R—x |k,

BE oW ANORKRIFCEALTIZ. ARM T2 7 L— MTIZEAR S A 720, EBERFICA D 2K
FETAOMENRH Y £,

Auto Scale V') 1 —< 3 U DRENEREH

Azure ') V) —X

Jy—R5)IL—7
ZDV Y a—arDT_NTOaryR—3r BT I, BBEEIEE LER SN
VY — 27— DT,

N

GE) BTHEATLEZDIZ, VY)—RITN—TL, VI—ATN—TPEREINTZ)—Tar, BX
RNAzure 7227 ) 7 g 1D ZitgkL£9,
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B ssamor o o%m

2y bD—%25

Ry FU—7 NMEARREE T2 IIERFE A TH D Z & 2B LE T, Auto Scale JEBH Tl
Xy NU—=27 V) Y —2DOER, AR, BEIATONEE A,

ASAVIZIZ 3 DDXy NTU—T A v B —T oA AR, REBEXy NU—27 1213k D 3
OOV TRy FNMLETT,

1. BEHNIT7 407
2 WHhZ 747
3T T 4T
Y7y MREREN TSR Y hT—2 EF 2 )T 4 ZA—T7T, ROK— L ZHL HE
N ET,
« SSH (TCP/22)
m— RXZ WL ASAv O IEE M7 0 — 72 BT,
P—N— L ZFRE L ASAV [ OE(E ICHE T,
TN = arEADT R haLEIEAR— bk
2—P—T SV r— g THETT (TCP/RO 72 L)

N

GE) iy hU—24, fifik vy hU—2 CIDR, 3 2T _TOH TRy NOA4RET, 3 LU
LNEOY T Ky FOS— b= BT FLAZRELET,

ASAER 7 7 1 ILD#E(E

ASAVHERL 7 7 A NV EHYHEf L. ASAV A VA X U AG T 7 & A H[HE/ HTTP/HTTPS ¥ — /3 —
WCEBRTFLE T, ZIUIEED ASA WK T 7 A VIEXTT, A7 —/L7 7 F&Zi72 ASAv IZ &
D, ZOT77ANBE Yy a— REN TN EFRSNET,

ASAHERR 7 7 AL TlE, (D7 & b)) RO EVRRETRYD £,
T RTCDOA 2 H—T = A AZDHCPIP IV Y CTEFEL £,
* GigabitEthernet0/1 | [N A > X —T7 = A ATHLIMERH Y £7,
« GigabitEthernet0/0 |X 4Mi) A > 2 —T7 = A ATHHMLERH Y 7,
= h U= ABZWNEA LV F—T A REHBA L F—T = RTHRELE T

cHNEA v A —T 2 A RAELHNEA L F—T 2 A AT Azure 2—7 4 U T 4 IP 25D SSH %
HhzLET (~rx27a—7H)

A L H =T 2 A ADBENEA v HZ—T =2 AN T T 4 v T HERIET B 72D D NAT
Rk A ERRL L E T,
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INY TR T |

cHHIDRNT T 4 v 7 BT BT 7B ARY —%ERK L ET,
HERRDTA B AZESE L ET, PAYG ST FR— SN TWERA,

\)

CE)  EHA L H—T oA AEFHNCRET 2L ETH Y A,

LI, DASARERTZ 7 A VDY T TH,

ASA Version 9.13(1)

|

interface GigabitEthernet0/1
nameif inside

security-level 100

ip address dhcp setroute

|

interface GigabitEthernet0/0
nameif outside
security-level 0O

ip address dhcp setroute

|

route outside 0.0.0.0 0.0.0.0 10.12.3.1 2
|

route inside 0.0.0.0 0.0.0.0 10.12.2.1 3
!

ssh 168.63.129.0 255.255.255.0 outside

|

ssh 168.63.129.0 255.255.255.0 inside

|

object network webserver

host 10.12.2.5

object service myport

service tcp source range 1 65535 destination range 1 65535

access-list outowebaccess extended permit object myport any any log disable

access-group outowebaccess in interface outside

object service app

service tcp source eq www

nat (inside,outside) source static webserver interface destination static interface any
service app app

object network obj-any

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) source dynamic obj-any interface destination static obj-any obj-any

configure terminal

dns domain-lookup management

policy-map global policy

class inspection default

inspect icmp

call-home

profile License

destination transport-method http

destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService

license smart

feature tier standard

throughput level 2G

license smart register idtoken <TOKEN>

: end
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Microsoft Azure ~0 ASAv Auto Scale /') 2 —> 3 VDEA |

Azure Function App /Xy 5 — C DFEE

ASAv Auto Scale ¥V U = —3 3 > ClX, ASM_Functionzp7” — 3 A 77 7 A )V ZAERT B BN
HBVET, ZOT7ANDD, JEMES I ZIP Ry 7 — Y O T—H OB D Azure B

fefftah 9,

ASM_Function.zip /X > 77— Y OVERRFIEIZ DWW T,

(171 =) | 2B LTI,

RIS, BEDHX AT 2FITTHT-OICHRE/ZRR D MSI L TR Y | JREHIESCH LW Y U —X
DY R—=FDFEDIMBEBIZISELTT v 77 L —RT&EJ,

ARINTG A=A

[V —Za— Kb D Azure RIS O RESE

WDOFRIZ, T T — I RTA=FBILOWIZ R LET, F/3T A —FDEEZRDOT-5. Azure
YTR7 YT a  NZARM 7T 7 L— MERET 5 & X0, £/3T7 A —X & LT ASAv

T AEERTEET,

<TEZEvy,

R2A:FoTL—hIRSA—4

[Auto Scale ARM 7 > 7' L — s D&

(153 %—) | 25 L T

NS A—H

ERTE 1B/
5247

FiEA

1)) —RAD1E
a4

resourceNamePrefix

LFHE (3~
10 XXF)

TRCOY V—RF, ZDOF
VT4 w7 A a4 TR
RENFET,

N FEOR TR L TL
EEW,

4] : asav

HLERR

virtualNetworkRg

pa2l

ARy NT—27 DY ) —2R
7 )—F DA H,

5] : cisco-virtualnet-rg

BEAF

virtualNetworkName

pa ]

ARy FU =24 (FERGH
)

] : cisco-virtualnet

BETF

mgmtSubnet

pa2 7l

BEY TRy b (TR
7r)

i : cisco-mgmt-subnet

PETF
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Anrisx—4 |

2k,

NAT—=FRORIFT 12— 72
LT, AT, RFE B
SN S U AT
N ET, Flo, LTFOM
DIKLIZ2 B ETICT D4
N ET,

Z iU Tadmin) 21X TEFEE
A, VM BEHFH 2 —F—4 D
HA RZA N0 T,
[Azure] ZZHL T X
AN

Gx) T L— MZ
X, ZDONRT A—
DAL TITAT
VAT x v U R
EH Y £ A,

IND A=A ERTE 518/ |5k 1)) —XD1E
aqT BaA7
insideSubnet sl W7 % b (TERE | BEAF
)
5] : cisco-inside-subnet
internalLbIp SLF W7 % v hOWNE e — R | BEAF
NG HDIPT FLA (FERk
)
] :1.2.3.4
outsideSubnet SCF N7 2w b (TERRE BEfF
&)
5] = cisco-outside-subnet
softwareVersion S| ASAv/A— 3 v (JBBHERIC N | BEE
oy SHE T BN
F 7 4V b 1 914.1.08F7] :
914.1.0,913.1.0
vmSize S| ASAV A LV AB U ADH A X | L
(BBAFFIZC ey T H T
5i%IR)
asaAdminUserName LR * ASAv ladmin] =—¥—d BrRLER
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INS A=A Z ERTZE %18/ |FREA 1)) —XD1E
247 BA4A T
asaAdminUserPassword Pk ASAVERE 2 —H D/ 2T — | FHERR
]\‘\O

NAT—=FROREIFT 1272

LT, MR, RCFE, K

T RBRCTE AR ER T DM

N ET, £lo, LFOM

DIRLIZ2EETIZTHHE

NHYET,

GE) T L— MZ
I, ZD/RT A—
ADaryTI3A47T
VAT U KERE
TH EHEA,

scalingPolicy POLICY-IPOLICY2 | POLICY-1 : f%E SN7-HI |5%%7e L
2. WD ASAv D)
BN A —T o b L&EW
BEB2DHEAr—LT 7k
NRUHT—ENnFET,

POLICY-2 : 3%iE &= #if
\Z. AutoScale 7 /L—7"NDT
RTD ASAv T /34 ADN-H)
BN A—/LT 7 h L&EW
BAEBZDER =T 7k
DU AT—SET,

ELHLDEEYL, AT —nA
vaYy 73R UEETT,
BOE SN HIRC, TRTo
ASAV T /3A A DN 23 A
r—A v LEVEZ FES
ERT— AP R T—E
nET,

scalingMetricsList peil 2= T OREIHEH S |47 L
NHEARNY w7,

#FA] . CPU

7V~ : CPU
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NS A—H %

ERTE 5B/
847

B

)Y —XD1E
BaA7

scaleInThreshold

pa ]

A=A v LEVE (28—
v MHAL)

74k 10

ASAvA MU w7 (CPUEH
) NZOEEZTESL E, A
F—=N A NN T—ENFE
7,

[Auto Scale 7~ 7 (168

~N=) | ZBRLTES
Wy,

BALP

scaleOutThreshold

pe=ll

A7—=NT T LEVE
(/8—Fk > NHfT)

T 74K 180

ASAvA KU w7 (CPU fEH]
) NZOELE EESL &, A
=T RR RN AT—Eh
7

lscaleOutThreshold] 1%, #IZ
IscaleInThreshold] X ¥ K&
KTHHERHY 7,

[Auto Scale 7~ 7 (168
~N—=Y) | EBRLTLESR
AN

A"

minAsaCount

EEORES TAr—Lty
TEH ATRE 72 B /Iy ASAv A
AH A

2 2,

A"

maxAsaCount

A=)ty N TTHR E3LD
K ASAvV A A K L A,

%l 10

GE) Auto Scale @ ¥
7 T Z DOEHED
#HiHITT v 7 &
ngnize, 1EE
WA LTLES
U,

AV
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KSA—5% AT = BB/ | B89 ) Y—R D
547 aA7
metricsAverageDuration #t Faey Ao nb@IRLE (382471
ﬁ—o

ZORIEIE, A Y v
PIHL SN HRER (H0D) %
KLUET,

ZOEBOMENRS (557) DY
4. Auto Scale Manager 73 A /7
Va—nshbek, ARy
7 DWE 5 sy EOFE0
Fxv 7 S, LORRITHE
DSNT AR — U > 7 OH A3
1Thivkd,

GE) Azure DHIFRIT &
0. AR EE I
I, 5, 15, BLY
30 21T,

initDeploymentMode BULK/STEP | E|cH IO RH. £7-13 %
=t hZ ASAV A A
S UANEEN TV RWGE
WCEA S ET,

BULK : Auto Scale Manager
IZ. [minAsaCount] fiE§
ASAV A A B L R % [RIREI %
FALES ELET,

STEP : Auto Scale Manager (3,
AT a—)VINTRIET &
(2 TminAsaCount] & ASAv
TNA A% 1 DT DR LE
R

configurationFile A ASAVIEFR 7 7 A VDT 7 A |27 L
INA,
i

https://myserver/asavconfig/asaconfig
Axt

*Azure (Z1E, BT LW Y Y= A0 BANCET MR H 0 £9, HIRZMRT D2, £
FT AN TUNCFEHEH L TLKESVAR—ZXPEDOMDFHRXFEFEALGENTLEEL,
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Auto Scale DB .

Auto Scale ) ERd

Auto Scale ARM > 7 L— ~DERH

: ARM 7 > 7L — |k azure asav_autoscalejson ZffiH L T, Azure | ASAv Auto Scale |Z 42
Y Y —2AxERLET, HEDY Y —AZNL—7HNTIE, ARMT7 7 L— M RERT 5 Z

L TIRONEPMERR S ET,
s i~ A — Lt b (VMSS)
« e — KT
c e — RN T
« Azure Function App
* Logic App
X2 VT4 IN—T (T—H A H =T 2 A ABLIOVEEA VX —T = A ZAH)

4RO SRS
* GitHub Y AR b U (https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/azure) 7>
5, ARM7 7L —bhaFrvra—RNLET,

D Azure V' — I ASAV A VAKX VA BITAVLEND H5E1F. BHY —Y a T TRE

ATv T
= NZHESNT, ARM T L— M EFRELE T,
{1 -
"zones": [
nyn,
"2"’
"3"
:I ’
ZORFNE, 32DV — &R [CentralUS) U —Y 3 V&Z/RLTWVWET,
ATV T2 AW ue—RKRT UV TURER N T 7 4 v 7= ERELET, 20 [jsonl FH&ImiET 52 LT, £
BOBON— NV EBMTEET,
fi
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables ('elbName')]",
"location": " [resourceGroup () .location]",
"apiVersion": "2018-06-01",
"sku": {
"name": "Standard"

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/azure

Microsoft Azure ~0 ASAv Auto Scale /') 2 —> 3 VDEA |
B Avoscalearm 7> TL— o EE

}I
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables('elbPublicIpName'))]"

] ’
"properties": {
"frontendIPConfigurations": [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/",

variables ('elbPublicIpName'))]"
}
}

}
]I
"backendAddressPools": [

{

"name": "backendPool"

}
]I
"loadBalancingRules": [

{

"properties": {
"frontendIPConfiguration": ({
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),

'/frontendIpConfigurations/LoadBalancerFrontend')]"
}I
"backendAddressPool": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
' /backendAddressPools/BackendPool") 1"
}I
"probe": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
'/probes/lbprobe') 1"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"
}I
"Name": "lbrule"
}
]I

Gx) DT A NERELRWEAIL, BARKIZ Azure R—F ANBRETAZ L TEET,

ATw 73 Microsoft 7 17 b Da—H—4 L X2 T — K& L C, Microsoft Azure IR— X Mizra 7' A > LET,
ATy T4 [V V—RZAZN—7 (Resource Groups) ] 7 L — RIZT 7B AT BT, P—EADA=a—nb5[U /—
A7 N—"7" (Resource groups) | &2 U7 LET, W7 A7 VT a v NOTXTDY Y —AT)—T
DT L — R EBRRINET,
FLWY Y =R T N—TZAERT D, BEFDZEDY) ) —A7N—T% IR ET, & 2,
ASAv_AutoScale,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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Auto Scale ARM 7> 7 L— 0 EE [

17: Azure R— 43 JL

_. e “

o ASAv_AutoScale o

DT oo v

ATv TS [UY—ADMER (+) (Createaresource (+)) 1% 27 V7 LT, 77 L—NERAOH LN V—2
PERLET, [V Y —ATN—TDOfERK (Create Resource Group) | 7 L — RRFRSNET,

ATFYT6 [v—F v bT LA ADMKFE (Searchthe Marketplace) 1T, [T 7L — DR (WAX LT T L—
h&fEH L72JEBA)  (Template deployment (deploy using custom templates)) | & AJj L. Enter Z#f L &
‘j—o

E18:hRELTYTL— DR

Miicraso Arine £ Seanch reHarces, SEIvH and B0E 105 -

Template deployment (deploy using custom templates) (preview) =

Template deployment (deploy using custom templates) (preview)

e

{§

Y
E
§

ATy 1 [MEREK (Create) 1 %227V v 27 LET,

ATy T8 TUTL—bEERT OO Ty a NIEEHV T, [T 4 X THEOT > 7 L— N E{EERT S
(Build your own template in editor) ] Z3®&R L F 9,

Cisco BSE X1 ) TARET7TISAT VR (ASAV) 916 REZ— b7 v THA K .



Microsoft Azure ~0 ASAv Auto Scale /') 2 —> 3 VDEA |

B Avoscalearm 7> TL— o EE

19:3BOTYTL— FOER

asoft Azure

Home > ASAv_AutoScale > Mew > Template deployment (deploy using custom
Custom deployment
Deploy from a custom template

Select a template

Automate deploying resources with Azure Resource Manager templates in a single, ¢
select a template below to get started. Learn more about template deployment E5

ﬁ Build your own template in the editor

Common templates
Créate a Linux wirtual machine
Create a Windows wrfual maching

Create a web app

aotd

Create a SOL database

Load a GitHub quickstart template
Quickstart template (disclaimer)

ATv79

[T 7 L— Ot (Edittemplate) |V 4> R T, T XTOT 74/ har 7oV EHlBRL, BHL

7~ azure_asav_autoscalejson /25 T oV A a b — LT, [RfFE (Save) | 227 VU v 27 LET,

20: Edit Template

e e

Home > ASAv AutcScale » New Cus
Edit template
it your Aqure Repource Manager femplae

b oagdrescerce T Cwcauntemplite T Loadfle 3 Diowalsad

L4 i i
& A= " . / fdenl ] =
5 i parsmeters (150 1 r““"“ ? "if-g;"”‘-r""'"ﬂ':.'ﬁ?x:'. izure confschemas/ 78158191/ deployment Template. json”,
= ¥ contentVerilon™:
¥ [ varables (31) & “paramsters™: {
w i Rasources (12) L3 "rescurcelanePrefin™: |
& “type”: “string”
i Bl sl sl LTS
= ivitroseh Logicrwaridiows) T defaultValue™: “adav™,
I Bk — B “adnLength™ 3
varablesTegeeSecdep | L Z
Ll L th
v [hlicr oot Hetwork networkSeoor —
] meTadaTa:
‘t_|“'“t"'"|'d"'"“c";"-'| 11 “description™: “Prefix used In resource names created by this tesplate(Use only lowercase letters)”
[Microscihstwork/networiSeceri 1 }
— [variablesTstoragesccoonttlamen 13 5
= [Mirotot Shorage sicrageitiou 14 “wirtualNetworkRgT:
|vanabhesBptgPlashiae | 1= “type”: “string”,
Bcr B8 e b e re i) i& “defaultvalue™: “cisco-virtvalnet-rg™,
17 “metadata”:
[variabhes tunctiond pphiame ] = L AP . ]
[Microscét Wb, sites) 18 . description™: “virtual network rescurce group faee’
19
{variablesCappinsightshiame ] P }
(uicroscllingighits/compcesnti) 1 “virtual NEworke" {
|vanabdes BoriMameindngrbam FFi “type™: “string”.
B (vcrofon. et/ e 3 “defaultvalue™: "cisco-virtualnet”,
hostiamegindings) 24 “metadata®: {

ATy 710

WL a T, TRTONRTA—FEATILET, F/3T A —FDFEMIZ OV TIL,

(ATIRT A —

Z (148 =—) | =L T 7EEn, &I, [#EAN (Purchase) 127 U v 27 LE T,

. Cisco BIEE X1 TARBET7TSA 7R (ASAV) 916 RA— b7y THA K
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Auto Scale ARM 7> 7 L— 0 EE [

B 21:ABRM 7> FL— b5 A—4

B Saarch resounoes, s

Custom deployment

Plion 13 Mandge Seployed MIOWH S SO LHE MER0UeE Grovps ol BokSeTs 10 rganas and

hicrosoh Azuer Enberprrie

GE) [/NT7 A —% OffsE (Bdit Parameters) | %27 U v 7 LT, JSON 7 7 A V&MRET D, £

HEFIANESNEZa TV E T v ua— R TxFE9,
ARMT > L — DO ATRBISEEIZE SN T WA TS, ANMERIET 50132 —F—DFHT
"G‘?o

ATFYyITN T — NOREBENEKIIT S &, ASAv Auto Scale for Azure Y U o2o—3 3 VICUWERTRTOY V—2R
MMERRENET, RORDY Y —RZBR LT EZEW, [ZA4 7 (Type) 15IZi%. Logic App. VMSS,
0= RKR_Z% RTY T IPT RLAREDEK) V—AIRESNET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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. Azure Function App O &

22:ASAVEEIRT— LT T L— FOEHA

r Microsodt Anure £ Searrh revsurces, varvices, asd desn (G0 .

i ASAv_AutoScale =

[ o LT
Seiings | aeas Typt mn ol ¥ Lockion s gl X 7 Akl ke

E
P -

T o

- .&l il

& o

Azure Function App @ &R

ARMT > 7 L— & BT 5 &, Azure |2 L > TA /L b > Function App BMERR S £, =
D7 7 V1%, Auto Scale Manager 7 ¥ 7 |[ZME R A L CFEI CHEHB L ORRET D
WEN B Y ET,

5RO BRI

« ASM_Function.zip /S 77— % ENV R LET, [V —2A23— b0 Azure B OHEEE
(171 ~=2) ] Z2ZRL TSN,

ATY 71 ARMT 7L — & EB L7= & &I21ER L 7= Function App (CBEI L, BIENIFE LW L 2R L £
T, 7P TROURLICT 7 A LET,

https://<Function App Name>.scm.azurewebsites.net/DebugConsole
[Auto Scale ARM 7> 7' L — DR (153 =) | OBIOLHE, RO LT £,
https://asav-function-app.scm.azurewebsites.net/DebugConsole

ATFYT2 Ty ANy 270 —F T, sitelwwwroot [ZBEN L £97,
AT w73 ASM Functionzip 2 7 7 A VLTI AT 0 —TFDHEBIZ KT v 7T R Ray 7 LET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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Azure Function App 0 E .

23: ASAv Auto Scale #EED 7 v FR— K

- o o af prmpr————— ] -

o Grttoreg B

0 items LA

Mame: Modied Sow

Drag here to Lrload'

RTY T8 TyTuo—RFRRBTEHE, TRTOV— =L REENRFRINET,
X 24: ASAv DH—/\— L R HRE

fwwwroot #+  13items & @ &

E
]
&

Midified
£y
EN-
Ey-
EY-
4@
40
cy-

Ve v

LN

AT PUTTYSSHZ A4 T7 v ha X ra—RKLET,

Azure BT, SSH #:4i2 M LT ASAVIZT 7 B AT A0 NHY 4, 7272L, ==L ZAa— KT
FERENLDA =TV —ATF A7 F VX, ASAv CHEA SIS SSH F—K|T7 /LT J XL EZHFR—FLT
WETA, LTEN-T, FHNHEEINTZSSHYZ 7947 a2 yra— RTALERHY £9,

www.putty.org 725 PuTTY 2> RTI A4 4 V¥ —T = A A% PuTTY /N 7 = K (plink.exe) (ZH# 7
m—RFLEd,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


http://www.putty.org

Microsoft Azure ~ @ ASAv Auto Scale V') 21— 3 VDEA |
B zcoumz

X 25:PuTTY D& O0— K

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)

putty.exe (the SSH and Telnet client itself)

32-bit: Rutty.exe (or by ETP) (siznature)
64-bit: Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: RECR.exe (or by ETP) (s1znature)
64-bit: CHERT (or by FTP) (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)

32-bit: reftp.exe (or by ETP) (siznature)
64-bit: peftp.exe (or b ETP) (siznature)
puttytel .exe (a Telnet-only client)

32-bit: Ruttytel exe (or by ETP) (signamure)
64-bit: Ruttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)

32-bit: plink,exe (or by ETP) (siznature)
64-bit: [ link.exe | (o by FTP) (signature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

ATwT6 SSHZ 747 hDEFTT 74 /L plink.exe D4 1ij % asassh.exe [ZA T L £,

ATy 71 asasshexe # 7 7 A V7 27 0 —F O (RidD A7 7 CASM_Function.zip #7 v 7'm— K L7235
A IR T7 Ry 7 LET,

ATV T8 SSHZ 747 hH FunctionApp & & BITFET HZ L AR LET, NEIE L TR—U2EHLET,

Auto Scale Manager ZfFHIE L7720, Ty T THEA LD T 572D TE 3% ENNL
OBV ET, INHDOA T a ik, ARM T U7 L— MIFIFER I ER AN, Function
App THRETE £7,

188 BRI

\)

GE)  REFVOTHMETEET, RELZMET I2HEIEL. ROFIEIHENET,
» Function App &= EE2h2 L ¥ 9,
WAFDAT Y 2= NEFRE AT PET T HETRHRLET,
RELWELTRELET,
* Function App # A N2 L £ 7,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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sronnz ||

ATY T 1 Azure IR—# LG, ASAv Function App Z 5k L RN L 9,
26:ASAVIRET T r—a Y

T -
oo T an - @ y

W ooy tted | 9 nry [ Cmcnbiokiny B4 ey Cnan [ G i A e S L TS T R - T - - T

P

T TN

ATY T2 ZZTIE, ARMT U7 L— N LTESNEREbWETEET, 28413, ARMT 7 L— bk &I
BB ENH Y £, B0 HENILRT) SIS Tx £,

EEAEDAT v a Nt AEiEANEbr 4, wIBERLET,

* [f#%5%4 (Configuration Name) ]: [DELETE FAULTY ASA| ([T 7 #/V MH] (Default value ) ] :
YES)

A= T 7 FHIZ, BILWASAV A VAKX U ANEEI L, T 7 A NV EN L CEHERE SN ETFMC
RS ESNET, REDKRM LGS, ZO47 > 3 I2HSW T, Auto Scale Manager 3% @ ASAv
A VAL AERFET D0, BIBRT 202 0ELET, ([T (Yes) |: BEEDOH D ASAv ZHIFRL
F7, W2 (No) | RENKMLELZETH, ASAV A YV AX U AZRFFLET) o

« Function App i ETIL, Azure V7 A7 V) 72 a L NIT 7 ®BATE B 2—W—L, T XTOEEK
( Tpassword] 72 EDEX 2T R LFINEGEATWIEREGLe) #7 VT 7% A MEXTRRTE
EJ RN

ZORICETL2EX=2 DT 4 EOBERHLHE (2L 2 Azure ¥ 7 227 U 73 g VSRR O
RWHER Z o2 —F—f T SN TV EEE) | = —V—I% Azure D Key Vault h—E 2 &2 H L
THRRAT—RZRETCEETST, ZORELTLHE, BEORETZ VT 7TF A RO [password] % A
TR0V IC, 2=V —F, NRAT—= PRI TV D Key Vault iZ K> TAER S L2, BF a7
TR H AT D MERNH Y T,

GE) Azure D RX 2 AV MERBE LT, 77V —a v T — 2 2 R#ESTH2 0D N T
T 4 A RO TLIEE N,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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. REI VR 7=ty FTOHIAM O—LOEE

RETL R 7—I)Lty FTOIAM O —)LDEEE
Azure Identity and Access Management (IAM) %, Azure Security and Access Control D—i & L
THEHESH, =2—F—0 D Z#EFEHB L OHIE L ET, Azure U YV —AD~3— R 1ID I,
Azure Active Directory CTHEIJIZ~ R — R ID 2% Azure h— B X TR E T,
UK, BIRIZRRREER 7 A UE#R 2 2 < T, Function App MEE~ T AT —LbtE
F (VMSS) Zfilil Tz £,

AT9T1 Azure K—H /LT, VMSSIZBEIL T,
ATw T2 [77 A (IAM) (Access control IAM)) %727V v 27 LET,
ATv73 B (Add) J227 V7 LTr—LOFE ) Y TEBEMLET,

RTw T4 [m—)VED Y TOEM (Addrole assignment) | Ku > 7 Z 7 ot [HEEHKE (Contributor) ] % i8R
L/i‘a‘o

AT TS [T 78 ADE Y Y TH (Assignaccessto) | K2 7 # 775 [Function App] Z i34 L £ 97,
A5 76 ASAv Function App Z R L £,
27:AIMB—)LDOEY HT

Add rele assigrment
‘-":-_. Access contnd (LAM]
)
. -
== - = My moora

LI o wyr level of acoess B vt o Gtk i i B0 Tk idmai Miniw dnliis b ek B

P
= e
3 . -

Vi iy it

"
L]
=
; | v |

AT9 71 [RE (Save) 127V v 7 LET,
GE) FTASAV A VAR U AREER L TN E B HERT ALENRH Y 97,

Azure X)) T4 IL—TDEH

ARM T 7L — i, BEHA X —T =2 A AT =S A2 —T x4 ZAFD2 50Ot F =
V74 I N—T%ERLET, B2V T 40 7 0—T13, ASAVEHT 77 4 BT (124

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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Azure Logic App D E .

BN T T4 I DRHEFALET, 21, T A H—T o2 ADCX2 VT 4 T —
TEIT_XTONT 74 v 7 H5HFALET,

BEO MR LT AU A —2aDo— RSN TCEXF 2V F 4 T NA—T DN — LB HMERE L F 9,

G¥) Fe B AR —T 2 ZADEF2 )T 4 ZA—T1F, Dt bu— RS 350D SSH k
T4 T EFATAMLENRDHY T,

Azure Logic App D E

Logic App I%. Auto Scale ##E® Orchestrator & L THEL £3, ARMT 7' L— MIZ Lo TR
77V k> Logic App DMERESNNE T, ZDOT7 U r—a U EFEITEH LT, Auto Scale
Orchestrator & L THERET 5 7o OICMLE R E R AT D2 LERH Y 77,

ATy T1 URY UMD, LogicApptxt 7 7 A Va1 —H T 2T LMIEEL, RO L 5 ITHELET,
BE FhEZ TR CTHATEHME L TODLHATLTIIZIN,

FHOFIAIX, ARM 7 7' L— M TIIHB LS 172728, Logic App DA% CTRRBNZT » 7
JL—RTEET,

a) WZH: 7XT® [SUBSCRIPTION ID| #f%E L, 4+ 7 A7 U7 a v IDERICEES L FT,
b) M TXTO [RG NAME] #MEL, VY —AT N —THITEESHZET,
c) W TXT? [FUNCTIONAPPNAME] % ##%% L. Function App 44 (& Z#ix £7,

WOHENL, LogicApp.txt 7 7 A /VDITO—F &R L TWET,

"AutoScaleManager": {
"inputs": {
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAME/providers/Microsoft . Web/sites/FUNCTIONAPPNAME/ functions/AutoScaleManager"

}

} 4
"Deploy Changes to ASA™: {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
"'/subscriptions/SUBSCRIPTICN ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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Azure Logic App D E

"function": {
" i d " :
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/DeviceDeRegister"

}
}I
"runAfter": {
"Delay For connection Draining": [

d) (EE) MV V—RRZERET L. T 740 ME (5) OFFICLET, Tk, Auto Scale HEFED
EMIZ Y T — SN2 RRIETI, ROHIIL, LogicApp.txt 7 7 A L DITO—H%E R L TWET,

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

b

e) (EE) FLA T 20MERET LI, 774V ME 5) OFFICLET, ZhuEx, Ar—nA v
BEHRIZT NA A& HIBRT DHRIC, ASAV 2 BLEEF OB E R LA >3 2 BRIE T3, oL,
LogicApp.txt 7 7 A L OATDO—{E R L TWET,

"actions": {
"Branch based on_ Scale-In or Scale-Out condition": {
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

f)  (EE) 7—nNZorREmET 20 7740 ME (100 OFFICLETS, Zhud, A7r—nA7
7 h5E THIZNO ACTION % 3 T9 5K T9, IROBIZ, LogicApp.txt 7 7 A /L DITO—#Z 7~ LT

b\\iTO
"actions": {
"Branch based on Scale-Out or Invalid condition": ({
"actions": {
"Cooldown time": ({
"inputs": {
"interval": {
"count": 10,
"unit": "Second"
}
GE) INHOFIEIZ, Azure R—Z A0 HHFTTEET, FEMICONTIE, Azure® F¥F = A b

ZZRLTIZEN,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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Azure Logic App D E .

AT w72 [Logic App=— Rt =— (Logic App code view) JIZBEIL, T 74/ hOWNEZHIFRL T, fWEL:Z
LogicApp.txt 7 7 A L DOWNEZ AV FH1F, (/177 (Save) 1227V v 7 LET,

X 28: Logic App 21— KE 21—

¢fy asav-logic-app

- :
B sarieg “ 1
p—— -
- i
-
“
'
. L
"
"
-
n
.
"
"
u
"
-
aken ] =

AT w73 Logic App #1R17T 5 &, [M%) (Disabled) ]IKFEIZ72 D £9°, Auto Scale Manager % L& T 555 1%, [A
Z{t. (Enable) &7 VU v 27 LET,

29: Logic App DEZ1E

B SRanch rELSECH, LENOES, A d0rt (G4

() petvesh &F e B ,'1@11!' Ty clone & Emport

sobeale

|4 asav-logic-app #

A O e
WD To erprve walfic o, et te akdong few Sullssund P addecinm ror toged Apgs. Povew pilstn btided f i e Bltirng B addeeise meth Toewadl el
B Aoy iog
A Expantish
By, Access controd SAM)
fchusge) | Al suredoaly
* Ty i Cortral US
& Disgnoie and 1ol probilens. trucription frhangs] PR ———
000 el Rac0- B 1L GRETES
Darvelpement Took S0 Te-p-d - Bad0-d 18090 3 TS
o Logi app detigar Surmenary
o Loge app code view Tergpee A
RECURRENCE -1
Recurence W
FREGUINCY

Faafet woery 5 marvaiis.

ENVALUATION
Evbuadbod O 197, fored 1 1roks i M LSt 26 et
Setmings Wriooe o
W G
Ry history
AU
L w | | Starytime sarker than ol picks
@ access eys
Identity
= Stabus Searh thesr Identifier
Il Peoperses
2 % Mo s
2 Lods

AT T4 AT DHE, ZATOFEITNRBEINET, [F4T7F (Running) |AT—X A% 7 Vw7 LCT /T4
TA4ERRLET,

Cisco BIEE X1 TARBET7TSA 7R (ASAV) 916 RA— b7y THA K .
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B saoros50—¢

30: Logic App DEFTAT—R X

- B R

r. Runs history Lagic app run

] - ° I
Wi Uk i T * m L £

l L]
H AR @
a1 Homme Cnsration l
B 1o Lz e -]
- - . ety Coue L]
l L]
. ke B0 E &=
l o
! oo, f 3] of Rursnd e Mo L3
T
I TS ..
[E———
T | I
-] ("
.Nule'arw-\l L nl-nnpmonsr.narknm-:wm il

AT 75 Logic App BNEENIT 5 &, EABEDT X TOFIENET LET,
ATYT6 ASAV A VAL U AMER SN TWVD Z &% VMSS THER L £,
X 31: 3 BHDASAVA VR B VR

m P s S S oo

Home > aay-vmas

K1 asav-vmss | Instances

Search (014 () Refresh
R Ovirvaw
@ anivity log Hars Computer name Status Health state Prosisioning
R hooers comtrol (lAM) O Farevmss OO0 @ Cresting Funning) Creasng
L D dia-vms ey mss 000001 @ Creating Runneng) Creating
£* Diagnose and sob problems 0 Mare-vmas000002 @ Creating (Running) Creatng
Settings
B nstances
& Hebworking

ZOFITIE, ARMT 7 L— FOET "minAsaCount') 7% 3] [ZF%E S 41,  [initDeploymentMode] 73
BULK] IZERE SN TNDTD, 320D ASAV A V' AY U AREB SIET,

ASAVD 7y TJ L— k

ASAV 7 v 77 L— KX, (R~ v A7 —/LE v b (VMSS) DA A= T v 7 L—FD
WK TOHBYR—FENET, L7z > 7T, ASAvIEAzure RESTAPI A > X —7 = A A% L
T w77 L —KRLET,

. Cisco BSE X1 ) TARET7TISAT VR (ASAV) 916 REZ— b7 v THA K



| Microsoft Azure ~@ ASAv Auto Scale ¥/ ') 21— 3 VDEA
asavo7 v 75—k |}

\)

() EEORESTZ 7A 7 bEEHLTASAYV 27 v /7 L— RT&EET,

IR BEIIZ
c T TAFARERBF LWASAY 4 A—I "=V g UEAE LET () : 914.001) .

s EDO AT — Nty NORERBICHEHT S SKU #HfE LE T (i : asav-azure-byol) ,
=R ITN—T LB A — vy NAERS L E T,

ATV Tl 77 TROURLICT Z7EALE T,

https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0

ATY T2 [T A—% (Parameters) | &7 ¥ a NIREMEZ AL E T,

32:ASAVDT v TG L—F

imeters s L

: Body

v bl Msich o e ok

RTFw T3 HLWASAY f A—/"—T 5 SKU, kU #H—RUN %512 JSON A% [AX (Body) |22 v a >

WA LET,
{
"properties": {
"virtualMachineProfile": {
"storageProfile": ({
"imageReference": {
"publisher": "cisco",
"offer": "cisco-asav",
"sku": "asav-azure-byol",
"version": "650.32.0"
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Microsoft Azure ~0 ASAv Auto Scale /') 2 —> 3 VDEA |
. Auto Scale 0¥ v &

ATY T4 VMSS WEEZZIFTAND L., Azure BRI DISENIE > TE £,

HLWA A=V, 27— 70 MMEO—BE L TEBIENDIF LW ASAY A U AX AT S E
7,
cMETFED ASAY A VAR AT, A=Yy MIFELTWARE, WY 7 =27 A A— %
LT £,

cHIROBEEZ EEE L, BEfFO ASAV A Y AZ U AZFE)TTY v 77 L— RT&EET, ZThEITHI
X, VMSS D [T v 77 L—F (Upgrade) | R¥ > %27 U w7 LET, B L7 ASAV A V AZ AR
HESSINT, 7Ty 77 Lb—FahEd, 7y 77 b — K& ASAV A A X 2 AT T8 CHB G
BLOHZRETLHILERHY £7, COFEFHERIAFEA,

Auto Scale O < w4

AR—IL7HorOSvY
« POLICY-1: HEINT-HIMIZ., LWFhh ASAVOIEBEFRN A —LT 7 F LEVWMESE
HBZDEART—NLT I RN T—ZNFET,

«POLICY-2 : BEINT-HIEIC., §RXTD ASAV T3, ZDEHERMMN A r—LT 7 kL
EVMEEBADEAT—AT U N N T—EnEd, T

iy | G s DAY
e RESNT-HIRNIC, §XTD ASAVY T34 2D CPUMEABRNHRES NI A r— A L
Z UM Z TEl- 723546,

=
==
= =N

« A — LA VAT — AT T ME 1 OTHTbNET (DFD . —EIZ 1 DD ASAv 721F
MAT—) A VEFRIIAT—NAT 7 N ENET) .

e FEouYy 7T, v— RT3 _RTO ASAV T3, AT 2 BEICH L L9
L, FHLTTRNTDASAY T A ARBE I — REND LW I RIHRIZESH TN E
_aAO

Auto Scale DAX 5 & F/Nv 5

P NR—L 22— KDL AV R—F ML, MBOOX LU T A=A LBHY 7, F/-.
0TI = ar A YA MNIAT Y vy EnET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



I Microsoft Azure ~@ ASAv Auto Scale ¥/ ') 21— 3 VDEA

Auto Scale DAFX U J TNy T .

ol % D Azure ¥ DO S EFRRTEET,
& 33: Azure B30 %'

[ S ——————
fedv-function-app - AutoScaleManager

- huncon g x T mesh e Live app memis

* Logic App & Z Dl x DA R—x 2 FOFATZTLICFAKO R 7 2R TEET,
34: Logic App DEITRY

R R Y R
2| Runs history © *  legicapprun x

U rutees Dhntess [ henomt ©
- -
° |
[rETepr—— - E Bacupecs %
[}
]

AstnlaeMarager 5
° o

ECMOHS(M‘WMUNN o
L]
P © Comeotes.
L]
® L 155

-] L]

o 12 . s Action reguired. (- ! Branch based on Scale-in or Scale-Ont condition o
L
L]
L]
L
® mvmn ssse

o LEEREATE. LogicApp THEITHDO X A7 BN OTHEILEITK T TEET, 72720,
BUESFATH O ASAV 734 ANRENE - I1TK T 5 &, —BHEORWVIREBIC/ZR Y £,

o BT ETITME &« DX R 712D 7oL, Logic App CTHER TE £,

* FunctionApp 1Z, #TL\zipxZ7 v 7 Bm—RT5ZLTVOTHLT v 77 L— RTEET,
Logic App ZfF1L L, T XTHOX X7 DFET %%f-> T b, Function App 27 > 77 L—
KLZET,

Cisco BSE X1 ) TARET7TISAT VR (ASAV) 916 REZ— b7 v THA K .



Microsoft Azure ~0 ASAv Auto Scale /') 2 —> 3 VDEA |
. Auto Scale DA K51 > EHI#BIR

Auto Scale D4 K54 > EFIFEIR

ASAv Auto Scale for Azure Z AT H51E, IROTA KT 4 U EHIRFEIZERLTLES
/AN

« A — VU T OWREIL, CPUEHRICESE E7,
CASAVERIA LA —T 2 A AT, RXT Vw7 IPT FLAZFSIIICREENET,
s IPVA PN AR— R ENET,

«ARM 7 > 7 L— h D ASKHEREIZIE DN TWA T2, ANEELLBiFT 5 0id>—
P—DFRLETT,

 Azure EHEF X, Function App BREEN O T — & (FELE 0 7 A EHRSC/XA T — K72
E) 71— 7% A MEATHERTEET, AzureKey Vault r—E A ZHEH LT, B~
VTAT TR ERETEET,

cREOEFE L. TCICETHOAL LV AZ L AICITEABIMIC K SN ET A, BHETH LD
TNRA ANZDOIRKENET, ZOXIRETT, BMEOT AL ACFEBHTT v add
VERH D 77,

BFEDA VAF L ADHREE FEITEHF L TND & ZITRIENRRAELZLEEIX. Foo
AVAB AR =) T TN—TIBHIFREL, BTLWA VAX L AIZESHID L
HELE L F 9,

AutoScale D S J )L a—TFT4 7
RIZ. ASAv Auto Scale for Azure D — ¥R —LF U F EF Ny DO FaERLET,

e ASAV IZ SSHEERE TR\ : BHER R AT — KRN TF 7L — &2 L TASAV IZEINT
WANERLET, EX 2T 4 70— T SSHEEG DTSN TWA R LET,
e — KRFG U DNVAF 2 7T —  ASAVIIT —H A L H—T = A AD SSH I E

LCWAENERLET, X2V T4 7 NV—TORTEEMWRLET,

e "I T7 4 I DOME: u— RART UYL —)L . ASAV TRE IN7Z NAT L—LB LA
BT 4 I N— b EWERLET, 7oL —he X2 T 4 T N—T— L THRLEN
5 Azure (RMEAX Y N =7 /% T xRy NF— b U oA OFMEHRLET,

« Logic App 73 VMSS |27 7 E A T& 72\ : VMSS @ IAM B — ViR ENIE LW RS L £
R

* Logic App DEITHENETED : A7 —LT 7 h 372 ASAv 7 /34 A CSSH T 7 & A
ZHER L £, Azure VMSS T ASAv 734 ADIRFEZ TR L £,

T2 UL g IDEED Azure D A0 —T 55— FhHY L N CTF I 4 FOY
TAZ VT arPERINTWDLZEE2MERLET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Microsoft Azure ~@ ASAv Auto Scale ¥/ ') 21— 3 VDEA
Y—R3— FH 50 Azure BB DIBEE .

o 27— A VEMED KL Azure TDOA A X 2 ZAOHIRICIZER2 D 2 EnH 0 £
To TOXIRIRWTIE, AT —NA VEMERZ A LT 7 ML, =7 —BHESNET
D, FHENIFA VA X ARHIBRSIVET,

s RELXEETDHHNT, Logic App Z NI L, FATHOT N TOX X I R T 5 E TFF
‘L’D\ij—o

Y—XO— K5 D Azure B DI E

SRTLEH
* Microsoft Windows 7 A2 kv 717 v kv f,

« Visual Studio (Visual Studio 2019 /S— 5 > 16.1.3 TF A FFH)

A\

GE)  Azure PAEUL C# 2 L TRtk s £,

o [Azure BR%] UV —2 o — K% Visual Studio |24 > 2 h— /LT B UERNH Y £,

Visual Studio Z{ERALEIL K
1. Tcode| ZANWEEua—hl<w Atxyra—RLUET,
2. TASAAutoScaling] 7 4+ /VZIZBEILET,

3. Visual Studio T712 ¥ =7 b7 7 A /L [ASAAutoScaling] %Bi& £,

Ea

7V =0T w7 LTCEN RTBI21%, Visual Studio DEEHEFNE A2 L £,
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Microsoft Azure ~0 ASAv Auto Scale /') 2 —> 3 VDEA |

. Y—Ra— KM 5O Azure B DIEE

35: Visual Studio £ )L K

) Bl o Yew Propect | fuld | Debug  Fedt  Agshee  Jook  Dbmsions  Medow Help  Fon ol Sude e P ASheluiofcaling ® - o =
[0-0|8-nup| o sk ] Bl e, il M, 8 st P
bk Sttty
_Hnwn . "I Chean Solktion
= ASAulutotcating Fuun Code Analgs en Sokton AsF11 -|@ BuniutpRequest eq, Roggerog) JocQéE- o5 P F-
Susing System; & —or1 -
uslng System, Threading U Bl ASSwtatsSaalng ShifF& * - -
ubing Micraore. Al phe] Epbeabd aliovunoSoalang B Solution “AlSwiutnScaling” (1 of 1 project)
using Micrasaft.Azure Cleag ASMvAieSealng 4 T ASR RS calieey
using Mloresofe. Azure B &) Depbandirnci
using Hicrssofe. Asphet _ e b E Popaties
using Microsofe.Exteny & Publah ASAvAuisloaling Y atignane
using Micrasofe.Rese. Bateh Bk b o5 ASAy Configarstien.cs
using Mioresoft.Azure b ﬁ:mt-Dvnmu
using Hicrosefe.azure Sepfvai M o ""'-J;"'
using Hicrosoft.Azure Confgune Contirnsus Delaveny 10 Afure.. AT iocalzettinge jron
using Hlcresoft. Aure AU SO O T T TR, TN TCETIoe] — P o s
uilng Micredaft. Azure. Management Hoaitor; B sl E

using Hicrosofe. Azure.Managesent Monitor rodiels;
using Hicrosoft. Azure.Fanagesent .Network;
using NetworkMaragesentilient = Mloresoft. Azure.Fanagesent Metwork. NetworkFanagement ] lent

[* Sealing Logle:-
= If current Scale set capscity = @, Start Scale-Out (Incresse W cownt by 1 or by “HIN_iSa_COUNT' deration based on
* POLICY-1 1 Scaledwt 1 I say VM°s aversge usage goes beyond "SCALE OUT THRESHLD® for °SSMPLING TIME MIN® duration -
) Mo iiues found

L "

& DEmen.

8 DofiWemings | ) DofdMensge || % | Budd = IntelbSenie

= Dascription Project File Line Suppression .. Y

Frrer i 2

BV RABIEFIZa /31 LSz 6, \bin\Release\netcoreapp2.1 7 + /L 7 I8 L £ 7,

TRTONEZRINL, FEIESL (Sendto) |>[EHE (ZIP) 7+ LA (Compressed (zipped)
folder) | DNEIZZ U » 2 LT, ZIP 7 7 A /% ASM Function.zip & L C{R7F L 7,

[ 36 : ASM_Function.zip D E )L K

LhpEoara ngana Hew upen et

» Ganesh Patwaedhan (gpatward) » source » repos » ASAvlutoScaling » ASAwAutoScaling » bin » Relesse » netcoreappll »

ifdgel ®  Hame Date modifed Type e

Asafcalein 23-90-2020 1151 PM File folder

® AsafcaleChn 23-10-2020 1251 PM File foldes
AutoScaleManager -2020 1251 PM File folder
i bin 3- W 2020 1251 P File folder
A CheckASivlxenseConfig 3-90-2020 1251 PM File falder
CleanupiSavC onfigueation 23-10-2020 1251 PM File folder
N ConfigureASin File falder
ameEs
DeletelinCenfiguredASa File Bolde
[ GetagsPubliclp File bolder
stopiewlennectesns File Paldes
waitFoeAsaToCome Open 1 File foldes
LinsCo | ASAwAutoScingd o L L 201251 PM 15O File 1%
dutoSee |l Pestjson Pt ot 27-10-2015 01:45 P JSON File
[ localisettingsjon | . 27-10-2015 0145 PM 150N File
& & Add to VLC media player's Playlist L ’
Whubet & Play with VLT medis player
n -Zip >
CRC SHA
5§ >
‘operties Gree pciedite >
itaiSenk @ Cisco AMP For Endpeints »
SubeScak Sepd to ? D Buetooth device
st cut | Compressed (zipped) folder
uget Copy [ Desiop (create shomou)
th Crent = 4| Decuments
o 2 Faxrecipiont
oYM Renayt 9 Maill recipient
Propeies.
"

. Cisco BIEE X1 TARBET7TSA 7R (ASAV) 916 RA— b7y THA K



W

Rackspace Cloud ~® ASAv D& A

Rackspace Cloud IZ ASAv & A TX F7,

| A

BEE  9.13(1) KT, PAR—FENTWDHTRTO ASAy vCPU/ A E U HERK T3 T D ASAv 7 A
YU ABEATELLIICADE L, ZHICEY . ASAV AL TV ABERET. S8
FHRVM Y Y =R 7y h TV hTEITTEDHIITRY E9,

* Rackspace Cloud ~® ASAv D& AIZDOWT (173 X—)
« ASAv & Rackspace DTS (175 2—3)

* Rackspace Cloud % v RV —7 (175 ~<—)

« Rackspace D% 0 H OFERL (176 ~—2)

» Rackspace Cloud ~® ASAv O A (179 ~<—7)
«CPUEAEL LAR—F (180 <—)

Rackspace Cloud ~® ASAv DE A [ZDNT

Rackspace [T, HOHWWLHFEERNT IV v I/ BIONTTARX— NI TURTI /) ad—lblb
HHGRE ~ 32—V R —E R &M 2 Y —F 1 > 77w/ 1 X TF, RackspaceCloud I,

2—7 4 VT4 AL a—T 4T XR=ATHRENMTONDS I TV Rarsa—T 0 7
mB LY —E 2Dty FTT,

Rackspace Cloud C ASAv for Rackspace # T 77 4 7 AL L TEATEET, ZOFET
3. A LV AZ U ADASAVT T T AT v A% A A b —/b LTS 5 T HEIC OV TRt
LET,

Rackspace Cloud DAV AX L AKX A 1L, 7 L—_EMENRET, 7 L—r3E0 ) HEE,
RAM# A X vCPU, Xy hU—27 ZAL—T >k RXTXTZ7 77 %) | T4 AT EENOLRHED
P—N—DAEDLEEZR L ET, IROFIZ, ASAv OE AIZ# L 7= Rackspace 7 L — /3% /%
LET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



Rackspace Cloud ~ ASAv DEA |
. Rackspace Cloud ~ ASAv DE A [ZDLVT

% 22: Rackspace THHR— bk Eh BT L—N

AV =43 ferr g
vCPU »%E!) (GB)

L 1-2 2 2 400 Mbps

LA 1-4 4 4 800 Mbps

L 1-8 8 8 1.6 Gbps

arvta—r 40 |2 3.75 312.5 Mbps

1-4

ava—s 47 |4 7.5 625 Mbps

1-8

arvta—r 40 |8 15 1.3 Gbps

1-15

AE Y 1-15 2 15 625 Mbps

AEY 1-15 4 30 1.3 Gbps

A€V 1-15 8 60 2.5 Gbps

Rackspace D 7 L —/\[ZDNT
Rackspace AR 7 7 RH— =D 7 L— L, IRD 7V T AHEINET,
< AAV1

AT — 7 B — RS ENRN T+ —~v 2 ADWeb A FET, SFSEFha—Rr—
AN B E T,

e vCPU (34— _—HV T 2754 T &N, [NR—A R A[gE] TF, oF 0. WHKA k
FDr T RY—R—ZE D YT HND vCPU OL, HFLCPU ALy RO LY
H %< 720 £,

eaAVEaAa—F 45Vl
e Webh—_— TFUFr—TaPh—n"— BIOZEOMOCPUENEDY —7 v —
Rl S TunEJ,

e vCPU 1L [ TPHIFEH] T, 2F0, WEARANEDI T T R — =28 Y B TH
5 vCPU O#E, FORA N O CPU ALy RO LD H £ 252 Liddh
D EHA,

« AET V1
s AEVEKMDOT -7 n— RICHEESLET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Rackspace Cloud ~0 ASAv DE A
ASAv & Rackspace DRI .

«1/Ovl

CEIRT 4 AT IO DAY v FE/LTWENRNT 4 —~< L ADT T r—a VBLW
T AN AR T

ASAv & Rackspace DHEI{RS

* Rackspace 7 7 > b ZAERL L £7,

7§~ T Rackspace Public Cloud 7 % 7 > ME, 7 7 4 /L b T Managed Infrastructure — £’
AVLNYVZRESNE T, 77U Far b e —/L 3 3L T Managed Operations #— £ X
LYUZT ST —RTEET, 77U Rary ha— "X LD ST, 77 O
a—HF—£%2 U7 L, [Upgrade Service Level] Z#IN L £,

« ASAV ~D T A& AfFE., ASAVIC T A B AEFET A E Tl 100 BElOHE: & 100
Kbps D A/V—""y FDHRFHFAI SN DMHRE— FTHEITSNET, [ASAVO T AR
(I1—=) | 2ZBRLTIEIN,

oA U H—T = A ADHEN:
EHIA A —T (R
s NHB LN A v F—T =4 R
. (£E) BMo¥ 7%y~ (DMZ)
c BENA

EHA L H—T A A ASDMIZ ASAY 8t T D= OIER i, N T 747D
HIEIZIIEH TE EE A,

cNIpA v BZ—T A A (WIH) : WIEBAA M ASAY 25T A7- DI SN E

—a—O
A v H—T A A (WIH) ASAVENT Y v Ry NI — T IZHHRT DD
ERINET,
eDMZ A X —TxA A ({£EE) :DMZ Xy MU —7I1Z ASAv 2853 5 7= DI fEH
SNET,

« ASA B L VASAV & AT LD H M & FHRIZOUNTIE, Cisco ASA D FAHE [J5E] 2 S
LTLZENY,

Rackspace Cloud v k7 —%

770 RIEERIZIE, MBS U TR SN EROFEO Ry NU—2 2805 ENTEE
T, 7T RYP—=R—=DFRy hU—F  THEREIL., < DA, thoxy hU—27 LEU Gk

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


https://support.rackspace.com/how-to/sign-up-for-rackspace-services/#fanatical-support-for-rackspace-public-cloud)https://support.rackspace.com/how-to/sign-up-for-rackspace-services/
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Rackspace Cloud ~ ASAv DEA |
. Rackspace D% 0 H DK

TEHTEE9, ASAv OE AT, FIZ. Rackspace Cloud DR D 3 FFEDOAE R~ U —7
LIEMAE AL ET,
«PublicNet : 7 70 Rh—N— 7537 Ra— KT % Xy NT—=ITFT7A47 A7
EDITURAVITTARNT I F ¥ avR—FR M X —Fy MR LET,
* PublicNet Zffi /] L T, ASAv &4 & —x v MIHERLET,
« ASAv X, Management0/0 f > % —7 = A A& LTI DFy N —27IZHE L ET,

* PublicNet /X, IPv4 & IPv6 DT = T )LV A X » 7 T, PublicNet i/ L TH— 1 —%
BT 5L, 2OV —N"—FZFT 74/ FTIPvAT KL AL IPV6 7 KL A& ITHLY
*7,

« ServiceNet : % Rackspace 7 7 7 RV — a3 VIND IPvd BEHOWNER~ LV FTF > b % v b
J—7,
* ServiceNet |%, HERKNDH— N—/TKrT7 7 1 v 2 (Bast-West N7 7 1 v 7)) &Rk
L X0 ITRELINET,
VT RT AN, VT RA—RRNFG Y T RT—ER—R JTT Ry
IT TR EDY =T g VRV —EZA~DEET 7 X — TR LT,

e X FU—710.176.0.0/12 3 L 1 10.208.0.0/12 1% ServiceNet FHIZ FH I TuvvET,
ServiceNet #55i i 2. DY —/N—F, TNHEDOFR Y hT—=T DOWTHNHDIPT KL-A
AL T e Y a = S EnET,

* ASAv [X, Gigabit0/0 1 > X —T7 = A A% N LTIDOFRy MU —T IR L £7,
+ 77 A ~_X— | Cloud Networks : Cloud Networks Zf 45 &, 7T v RCHEiSINT=Z4E
ety NI — 7 BAERRB L OVEBETE £,

e INLDOXY NT—J | TIH—DTF o hTHY, Xy hU—7 hARaY, IPT KL v
7 (IPvad 7203 1Pv6) . BLOEERT 57 77 Ry —R"—%2 Rt £
‘a—O

* Cloud Networks [V — ¥ g U EXREHFHLE L, FFEDV —Ya VINDIEED 7 7T K
PN CEE T,

« API 41 L C. F721% Rackspace Cloud = > bk 7 —/L 3% /L &l L C. Cloud Networks
EEB LOEHTEET,

ASAv /L, Gigabit0/1 ~ Gigabit0/§ DA > X —T7 = A4 A% L TCINHDOR Yy hT—7
(ZHERE L E T

Rackspace M 0 H DERL

Rackspace Cloud |Z VM % J&BA$ % &, Rackspace D7'm BV 5 = JERER D7 7 A V&2 E
TP CD-ROM T /34 AN VMICEHi SN ET, TubeYa = 7 FERICIROEARH Y £,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K


https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/network/cloud-networks-product-concepts/publicnet/#publicnet
https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/network/cloud-networks-product-concepts/servicenet/#servicenet
https://support.rackspace.com/how-to/cloud-networks/

| Rackspace Cloud ~0 ASAv DE A
Rackspace D55 0 B DR .

e RA M

MBI B —T 2 A ADIP T RL A

« AZT 4 w7 IP/— b

e a—H—HLNRAT—F (7T 3 D SSH ARF—)
« DNS #—/3—

* NTP ¥ —3—

INHDT 7 A VIIHIEARBRFIZFEAA L, ASA ORERNER S IVE T,

ASAv KRR +£

T 7 4/ hTlE, ASAv R A MATE, ASAv ORESEZBIMGET B & X7 T U R —"—(Z4HY
BCTHLARITT,

hostname rackspace-asav

ASA 7R A FAARERL TlZ, RFC 1034 B LN 1101 ICHEILT AR 2 NG DOIFERTX £9,
cREHE KEN LT F IR TTHLIHLERSH D 7,
s NI CFIX., F., BT, F213A 70 THARERHY £97,

N\

GE)  ASAV Tlt, IS DN— VTS B L 512, TP T T T RYP—R_R—Z|ZTX BTV 4
AIZZ 0 RY—N"—ZBREHINET, 777U F—"—LDINHE L KRBICHRITRH D
BAETENEZHIBRL, A= MZHER L2V IT 2N 7 lEE Bz 3,

7~ Z2iE. 750 R —_"—0D47i7 ASAv-9.13.1.200 D34, A 44 1% ASAv-9-13-1-200
12720 £9,

Interfaces
A H =T 2 A AFTRDO LD ITHESNET,
* Management0/0
* PublicNet (ZHfE STV S 72D, Toutside] &9 AT T HILET,
* Rackspace Id, IPv4 & IPv6 D& JFD/X7 Y » 77 KL A% PublicNet f > % —7 = A
ANZHID B TET,
* Gigabit0/0
* ServiceNet |ZHfE STV D728, Tmanagement] &9 ZRIBFIT HNET,

« Rackspace /X, Rackspace U —3 3 > ® ServiceNet 7 % v k225 IPv4 7 KL A & E|
DYMTET,
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Rackspace Cloud ~ ASAv DEA |
. Rackspace D% 0 H DK

* Gigabit0/1 — Gigabit0/8

o 77 A ~X— | Cloud Networks |ZH5t STV 5728,  linside)] . [inside02] .
linside03 | 72 EDLARINFHT HIVET,

* Rackspace |Z, Cloud Networks 7 % v bW BH IP 7 RLAZEID ¥ CTET,

3ODA L E—Tx A AEFDOASAY DA L EZ—T = A ZRERIFID L 512720 9,

interface GigabitEthernet0/0

nameif management

security-level O

ip address 10.176.5.71 255.255.192.0
|

interface GigabitEthernet0/1
nameif inside
security-level 100

ip address 172.19.219.7 255.255.255.0
!

interface Management0/0

nameif outside

security-level O

ip address 162.209.103.109 255.255.255.0

ipv6 address 2001:4802:7800:1:be76:4eff:fe20:1763/64

AET4v7 L—F

Rackspace |, ROAXT 4 v 7 IP/L—ha7rneya=r7LET,
« PublicNet f % —7 =4 A (outside) #&HIDF 7 /L b IPvd /b— |,
« PublicNet £ > % —7 = A AHE DT 7 3L b+ IPv6 L— |k,

* ServiceNet f > % —7 =1 A (management) tDOA > 7T AT 7 F ¥ T %y k L—
}\O

route outside 0.0.0.0 0.0.0.0 104.130.24.1 1

ipvé route outside ::/0 fe80::def

route management 10.176.0.0 255.240.0.0 10.176.0.1 1
route management 10.208.0.0 255.240.0.0 10.176.0.1 1

o4 9LFooviL

Rackspace (Z & > TR SN2 AT — FEMH LT, lTadmin) &5 ARTO 2 —H =D ERL
I ET, Rackspace AT —ZMEH L TZ 77U N —R_"—RREAINTWDIHEE, 2—F—
fadmin] OABF—NERRSIVET,

username admin password <admin password> privilege 15
username admin attributes
ssh authentication publickey <public key>

day0 SSH % :

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Rackspace Cloud ~0 ASAv DE A
Rackspace Cloud ~ ASAv DE A .

 PublicNet £ > % —=7 =14 A (outside) #&EH® SSH 73 IPv4 & IPv6 12X L CAZNCZAR Y £

R
« ServiceNet f > % —7 = A4 A (management) #H D SSH 75 IPv4 IZxf L THNIC/2 D
R

* Rackspace DERIZIG U T, KV N eFd—r N —7 2 E L ET,

aaa authentication ssh console LOCAL
ssh 0 0 management

ssh 0 0 outside

ssh ::0/0 outside

ssh version 2

ssh key-exchange group dh-groupl4-shal

DNS & NTP
Rackspace [Z, DNS & NTP (2 &415 2 DD IPvd h—E 27 R L A& L £ 7,

dns domain-lookup outside
dns server-group DefaultDNS
name-server 69.20.0.164
name-server 69.20.0.196

ntp server 69.20.0.164
ntp server 69.20.0.196

Rackspace Cloud ~® ASAv DE A

Rackspace Cloud TASAV BT 7T A4 7o AL LTCEATEET, ZOFIETIE, BH—oA
AL LADASAV T TITAT v A A VA =T L5 EERLET,

4R SRS

RANLOEM:, (=T oA ADT T a =T Xy hU—7 1R, ASAv i
A% E) S % 72 812 Rackspace Cloud THNZ T DAERL/ N T A — & OFHIZ-DUNTid, Rackspace
DOF 0 O (176 2—) Oy 7 #BBLTLIIEE,

AT w71 Rackspace mycloud 78— % /L' C, [SERVERS] > [CREATE RESOURCES] > [Cloud Server] iZB# L £,
AT w F2 [Create Server] ~<— 3 [Server Details] TRD L I AN LE T,

a) [V—/3—4 (Server Name) ] 7 4 —/L KIZ ASAv = O4HTE A LET,

b) [Region] ke v FHZ 7 U A MNLY —Ya U ARIRLET,

AT 73 [Image] T, [Linux/Appliances] > [ASAv] > [Version] Z3&R L 9,
GE) W, LW ASAY ZE AT HAIE, PAR— STV AR AA—Va U EEBRLET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



Rackspace Cloud ~ ASAv DEA |
B crusm=eLr—+

AT w4 [Flavor] T, U Y —AD=—X|ZA>7 [Flavor Class] ZEHR L £9, #U72 VM DU 2 Mo\ Tik, #
22 : Rackspace THAR—hENH 7 L— (174 X—) 2ZML TS0,

BE 9.13(1) LAKEIZ. ASAv O/ A F VBT 2GB T, 1 DL LD vCPU Z i fl L T ASAv %44
AT 28546 ASAv DF/NAE U EHE 4GB T,
ATv TS5 (47T 3) [Advanced Options] T, SSH ¥ —%2 % T L 7,
Rackspace Cloud @ SSH ¥ — D FEAMIZ SV CiE, [Managing access with SSH keys] &M L T 72 &0,

ATYT6 ASAv D445 [#HiLED A A h—/L (Recommended Installs) ] 3B X O [FABBDOF ¥ — (Itemized
Charges) | ZfEsd L, [ —/S—D1ERL (Create Server) 1 %2V v 7 LET,

root EHEDNRRAT— KRFRENET, NATU—REZav'—L, #4707 % 0 ET,

ATY T =N —=%ERT DL, V= _"—DFMN— I NEKRINET, Y= "—DRAT—=FANT 7T 4 T
LETRLET, @E. ZIUTEZ 0 £,

RDRERY
« ASAV [ZHERE L 97,

*SSHZ/TLTCANTEDCLIa~y REHAT I, F/IXASDM 2 LT, &E%E
AT LET, ASDMIZT 7B AT AFIRICOVWTIE, ASDM OEHE) (2492—3) 25
LTL7Z&EW,

CPUEREL LKR— K

CPUEHHE LR — M, FBESNZREINICHER &z CPUDEIG OB BE RIS NET,
W, A TIEE— 7 BELUAMTITIEE CPU B EDOR 30 ~ 40% TEIMEL ., v— 7 ERTH 60 ~
70% DERETEELF9,

ASA Virtual ) vCPU {3 i %

ASA Virtual ® vCPU i ISR i%, T —H/8A, iR A > b, BELOSNT 7o A CTHEHA X
TS vCPU OENRFEREINE T,

Rackspace Tl X415 vCPU i FH=RIZIX. ASA Virtual D HRIZINA T, ROLDONEEH
i—a‘o

« ASA Virtual 7 A R/LRFH
» ASA Virtual ¥ A &7z %SYS A —/N—~y R

* vSwitch, WICHE X U'pNIC D ZBEI§5H/37 v hOF ==~y K, ZOF—/—~y
NIFFFEHICRELS RDGERH Y £,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K


https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/compute/cloud-servers-product-concepts/ssh/#ssh

| Rackspace Cloud ~0 ASAv DE A
RILLELT N |

CPU £ FHZE DA
CPU IR OHGEHE MR A #nT HITI, showcpuusage =~ > REfEM L E T,
i

Ciscoasaftshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
s S iz vCPU O AN KRIEIZ S 2Bl 2 IRISR L £ T,
* ASA Virtual L'7R— K : 40%
*DP : 35%
ST EER 5%
* ASA (ASA Virtual L'7"— 1) @ 40%
cASAT A RIVAR—=V 7 0 10%
o A==y R 45%

Ty R, A 8= PHEREODEIT, 36 LU vSwitch Z i H] L7z NIC & vNIC Dt
DTy MERITEH SV TWET,

Rackspace CPU & i3 L 7/R— k

EHATREZR 7 T U R ¥ —3—D CPU, RAM, BLOT 1 A7 FEOBMIFHROLRITMZ T,
TA4AZ 1O, BEORy hNT—JFRLERTEET, ZOFERZEMAL T, =— X2
L7eZ 90 R —R—%RELTLLKEE, a<v> 71 nova” 747 hE7i% Cloud
Control Panel f > % —7 = A A% LT, HHAEER Y —R—%2F R TEFT,

AV RIA T, ROa~vy RERITLET,

nova flavor-list

ERATREZR T R TOY— "= FR S E T, U A ML, ROFEERPZENTNET,
«ID : Y —/3—H#EAL ID
« BT RAM A RENRT =< U RE A T TT LT ST HERA
* Memory MB : #§? RAM D &

T AR GBHNLOT A R P A X (W7 T T RP—"—DFH, VAT LT 4 A7
DY A X)

LT AT T —HT L AT DY AR
c ATy AUy FHEHROY A X

« VCPU : R BEHEAT I & 7= A8 CPU 3%

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


https://login.rackspace.com/
https://login.rackspace.com/

Rackspace Cloud ~ ASAv DEA |
. ASA Virtual & Rackspace D %5'5 7

« RXTX Factor : $—/3—[ZH&t S 4172 PublicNet R — k| ServiceNet A" — k| B XV =
hiexy hU—27 (279 Ry FU—7) ([ZHED Y ToNDHEMEOE (Mbps HZ)

« Is_Public : A

ASA Virtual & Rackspace D% 5 7

ASA Virtual & Rackspace DRIZ1E CPU % OBIEIZE N H Y 5,
« Rackspace 7' 7 7 DHUHEIL ASA Virtual DLV HHEICKEL 20 7,
« Rackspace TILZ DL [%CPU usage) & FEEAL, ASA Virtual Tk Z OfEIE [%CPU
utilization| & FRIZILET,
FH5E [%CPU utilization| & [%CPU usage) [IBIDOHDEERL TV ET,
« CPU utilization X, #¥ CPU OHEFHEHR AU L £ 7,

« CPU usage |% CPU DA /R—=RA L T 4 U TIZHAWIZFHEE CPU OFEGHE R Z #4E L £
T LML, 1 DO VCPU OAHMBMEH IND72D, "AN—RAVL T 4 U 7ITEMELEH
Aoe

Rackspace Cl% [%CPU usage| 1TKD X 9 IZFHE SN ET,

T T 4 T ENTARAE CPU O &, EHAIEEZR CPU OAFRHIMN T 2EIG & LTHRESH
£7,

TR, AR MDD R CPUBARTHY . AL FRL—F 4 v 7 VAT LB R
CPUMMRTIIH Y E¥ A, o, ZHITEE~ v o THEAFEEZR T X TORE CPU Dy
CPU fEH=RIZZ2 D £7°,

7= & 2IE, 1 HORAE CPU 28 L7- 1| DDA~ U2, 4 HOWP CPU Z##L7- 15

DARA P TIITENTEY ., £0O CPUMAEL 100% OHE, A~ 0%, 1 {Eo¥%E CPU
I ANTCHEALTWET, AR CPU O HRIE,  TMHz AL O /548 CPU 0%ix 27
A L LCRAESRET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



9=

Hyper-V Z {1 L /= ASAv DE A

Microsoft Hyper-V Z{fi ] L T ASAv Z 3 A T&X £,

W

| A

BEE  9.13(1) LARIE. ASAv O/ A U BT 2GB T, BIED ASAv 2% 2GB Kiiiid A &V TH)
ELTWAEA, ASAVY U DAEY 2SI 720 BLIRTO/N—2 3 U5 9.13(1) AR
TSI L= RT&EEFA, £72, A=V a3 9.13(1) M L TH LV ASAy v 3 o & FiE
ATEET,

« Hyper-V Zffi [l L 7= ASAv DEAIZHOWN T (183 _—)

« ASAv 33 X WV Hyper-V O H A RZ7 A » LHIfRSHE (184 ~—)

« ASAv & Hyper-V ORifesM: (186 ~—)

HOHDaALY T 4 X al— gy 7 A LOUEE (186 =—3)

« Hyper-V ~ % — ¥ Zfli [l L7z ASAv & 55 0 A HItER” 7 A L8N (188 X—2)
e 3wy R7A4 &MH L7 Hyper-V ~® ASAv DA > A h—/L (189 ~=—7)

« Hyper-V = % — 3 % % f# fl L 7= Hyper-V ~® ASAv DA > A h—/L (190 ~<—3)
s Hyper-V 3= ¥ b0 Fy T —27 THETXOBM (197 <X—)

e Xy NT—0 THTEZDHFOEE (199 ~—)

*MACT7 RL A RT—7 7 (200 <—)

* SSH OFE (201 ~—2)

«CPUEMHHRL LAR—F (201 <—)

Hyper-V A L - ASAv DE A [ZDIL\T

AL RT 1 ® Hyper-V —/3— EIZ, 721X Hyper-V ¥ X — ¥ ¥ &4 L T Hyper-V Z3& A
TXE7, PowerShell CLI =~ > REMEH L7cA A F—/AFIHIZHOWTE, Tavr FIA
EEHA L7 Hyper-V~D ASAY DA A h—/b] (463—) ZHMR LT L XV, Hyper-V
X=X EFEH LA A M= AFNRIZOWTIE,  THyper-V~ 3% — ¥ 24 ] L7 Hyper-V
SDASAVDA VA M=) (46 ~—2) ML T EEW, Hyper-VIZv UV 7y —
NFT g v ERELTWERA, A X —T x4 A%J LT SSH 7213 ASDM %8 U

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



Hyper-V £ L 1= ASAv DEA |

B asavssUHypervosiq S L HIREE

T Hyper-V 2@ TX £9, SSH OFEIZHOWTIEL, [SSHDRE] D 54—V 2B T
<TEENY,

WRORNEL, V=T v R 77 AT 74—/ E—RKTOASAv OHfE v AR P2 RLTC0ET,
ASAv [AFIC Hyper-V Tty 7 v 7EN350% 7 x> b (EFH, WNEL. BLOYME) 2
b FET,

7:N—TY K IT7ATI4+—IL E—FD ASAvD#%E RO o

Outsmle
Subnet

Inside
Subnet

D> D
. T "

Management Subnet

oFvELRr

ASAv 5 & U Hyper-VDDH A K54 > L HIREIE

7Ty N7 A — L HAHR— b
* Cisco UCSB v I — X H—r3—
+CiscoUCS C v U — X #—r3—
* Hewlett Packard Proliant DL160 Gen8

o AR — KD 0S
* Windows Server 2012

* %A 7 4 7 Hyper-V

. Cisco BSE X1 ) TARET7TISAT VR (ASAV) 916 REZ— b7 v THA K



| Hyperv %M L1- ASAv DEA
ASAv 5 & U HyperVDH A K54 > LHIRER .

\}

GE)  ASAVIZERIE, (KIS TWAERFDO 64 ¥y hEtEiE~
Ty N7 —ATEBELET,

« 77 AN
Hyper-V ~® ASAv OHHIHE A TIE, VADX BB AR —hSihuTnET,
« %0 AJH (Day0) HEpk

VB ASACLIRTEZ~ Y FEEHT XA N 77 A VEER LET, FIREICOWTIEL,
FOHDary 7 4Xal—ary 774 VDR 2B LT EN,

HBOARBRO T AT 4=V FTFTUART L F ET—F

FXELT [firewall transparent] (X, FOHHa L 7 4 X2 b —T 3> 77 A VOIHHICHE &
TOMERDHY T, 77 ANVHNOENLSNOGIICH D &, BELREENEE 2550
HVET, FEZHOWTE, [FBoHDary 74 FXal—var 77 A LD 25K
LTLEEN,

T o)V G —N—

Hyper-V LD ASAV (X7 77 4 TIAZ 2 NA T = — )L A —"—% PR — KL TNET,
N—FT v RE—RE NI VAT LY N EBE—ROWIFTT VT 4 TIAZ N, T x=—)L
F—=N—ZFTTHIF, TRTORERY NI —2 THTHZTMACT RL A AT —
T4 T EREIMETARNERHY £, IMACT RLA AT —7 4 7T OERE] D53
R=VEBBLTLTEE N, ZFZ U RTB Y ASAVD F T AT L M E— ROEE.
BHA =T 2 A ADMACT RLART—T 4 U ZIIENC LN TL &N, 77
FTUTIT I T 4T To— G —_"— TR —FENTWEHA,

* Hyper-V [ K 8 DDA ' #—7 = A A% %A — K LEF, Management 0/0 33 L O
GigabitEthernet 0/0 ~ 0/6, 7 = —/L A4 —/3— J 7 & LT GigabitEthernet Z{fH T& %
—a_o

* VLANs

N7 E—RTA U H—T A ATVLAN Z3XET 5121, Set-VMNetworkAdapterVLan

Hyper-V Powershell 2~ > RZ{EH L £, BEA ¥ —7 = A1 AD NativeVlanID (%, *F
EDVLAN & LT, EIXVLANB WA 10) L LTHRETEET, M T2 £—
RiE, Hyper-VAR A h& U 7 — b LIEGAIFRFF SNEE AL, £V 7 — MERIZ, FT 27
E— REHRETDOILENRHD £,

L H— Ry NI =7 THETHXEIYR— SN THERA,
o 2R T R— F STV ER AL,
» Microsoft Azure [ZV 74— F I TWERFA,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



Hyper-V £ L 1= ASAv DEA |
-

ASAv & Hyper-V ORI E &

« MS Windows 2012 (Z Hyper-V %A > A h—/L L £,

cHBOHMHa 74X alb—vary TFAN T ANEHEATIHEAIL. TNEERLE
7,

ASAv OWJEIEARTZ, 50 H AR A BT 2 0E N H Y £, BIMLARWEAIX F
0 AR ZHEHTA7=8512, ASAv 75 write erase Z FEITTAHAMLENH Y £4, FEIC
ST, BoHDay 74Xl —ay 774 NLVDO%] 2B LTL S,

e Cisco.com 7°5 ASAVVHDX 7 7 A VZ Ao — KL %9,

http://www.cisco.com/go/asa-software

A\

GE)  Ciscocom D74 U BIOVAa —E ZAEHRMLIETT,

« Hyper-V A A v FIZI%, 3 2L LD 7 %~ F/VLAN MRS E 5,

s Hyper-V ¥ A7 ABEZ OV TIE, Cisco ASA O AL [J5E] 22 LT &0,

F0HDOVI4Fal—232 IT714ILD%EH

ASAv ZEEITHRENC, FORAD a7 4 Fal—ary 77 A VEEFETEET, 20
7 7 AV, ASAv DEEIFFICHET S5 ASAV DR ELZGLT I A N7 7 AL TT, ZDOH]
W EIL, [dayO-config] L\WHTFA K 77 AL LTHREDIEET 4 L7 M UICKHE
. EHIT day0.iso 7 7 A N~ EAFLEET, T D day0.iso 7 7 A LRI DEEIRFIZ~ T
Y RENTHEARONET, BLORHa L 74 X2l —var 77 A0id, Dy, &
AL HE—T 2 A RET 7T 4 7fbd5a~v K&, A —35FH SSH —1—% v b
Ty THav s REGDLMNERHY FTH, TXTOASARELZEZDHZ L HTEET,
day0.iso 7 7 A /v (B AH I day0 £72157 7 4/ b @ day0.iso) 1%, SAIOELEHICHEH T
TR R A,

188 BRI

Z O T Linux 2MEH ST E T2, Windows DBRAICHEREO 2 —F 4 VT 4 30 F
j—O

« B ARFIZ HEIRYIZ ASAV IZ T A & A %A 54 %121%, Cisco Smart Software Manager
26 & 7 m— K L7z Smart Licensing Identity (ID) h—2 > % [lidtoken] &V 9 7 F R |k
T7AMTKEIAL, O AR T 7 AV EFUT 4 L7 b UICRIFLET,

¢ NI VANT LU b= RTASAV 2 BAT L5681, F T AT Lo hE— RTHET
SNDBEHD ASAMERR T 7 A V7%, 550 HAMER 7 7 A /L& LT 20 ERH Y %

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K


https://software.cisco.com/download/navigator.html?mdfid=279513386
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Hyperv %M L1- ASAv DEA
#0A0av T+ ¥aL—var 771 00%E [

T, ZHE AT R 77 AT A= ADEORHZ 74 X2l —vay 77 AL
WIEES LEE A,

« ASAv OYIEEZEFIZ, 0 BAMK Y 7 A V2 BNTHHLENH Y £9, ASAv O]
EENZICE 0 H AR Y 7 A L&A T 5855812, writeerase =2~ REEITL, FHO0H
JIERL 7 7 AV Z WA LT s, ASAv BT AMNERH Y £,

ATy F1 TdayO-config)] EWITF AL 77 A/LICASAV D CLIEEETLALET, 300 L F—T = A ADH
E & FDOMOVEIRFREZBIMLET,

BAIDITIEZ ASA D/X—2 3 U TIHED D MERH Y £9°, dayO-config 1L, 272 ASA WK CTH D MLENH
W F£9, dayO-config & AERK T 5 el 72 k1L, BEFD ASA £/ X ASAV N HFE fTa Ly 7 4 Fal—a v
DIy % A B —F 5 1L TT, dayO-config NOITDNAFIXEZE T, BEFO show run 2~ > R 1D
JEFF & —E L TWARERH D £,

51

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level O
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

ATw 72 (EE) CiscoSmart Software Manager (Z & ¥ 1T X 4172 Smart License ID h—72 > 7 7 A LB a2 B a—H
Wxya—RLET,

ATvFT3 (EE) Foro—RLz77A4A006ID b—27 v %abt—L, ID h—2 DHEGLTHFAN 774
NEVERRLET,

ATy T4 (EE) ASAv OYIHEARICHBIRIC T A o A 2T 588 1%. day0-config 7 7 A VISR DI
GENTVD I EEZMERL T IEE 0,

EHALHE—T 2L ADIPT FLX
« (f&#) SSmart Licensing T 3% HTTP 7' 1 %
«HTTP 7 x> ($8E L71-8H4E) F7-1% tools.cisco.com ~DEERE 2 H NI T 5 route T~ > K

e tools.cisco.com % IP 7 R L A |ZffH9" % DNS P — 3 —

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



Hyper-V £ L 1= ASAv DEA |
. HyperVI#—C v AL ASAV E £ 0B B#ER 774 ILOEA

s B3R D ASAv T A B RAEFEET B 72D @ Smart Licensing D% E

« (fEE) CSSM TD ASAv DIRREZEBT D7D —EDHRA MM

ATYTE TFAN 77 A% ISO 7 7 A T EH L TRAECD-ROM %Rk L £,

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID h—7 2L 5T, Smart Licensing —/3—|Z ASAv 28 HEBIIZ B GRS E T,

ATFYT6 ATy 10552 BVIEL, BATAASAY Z L2, #UIRIP T RLAEZELT 74/ NOERT 7 A
VAR L E T,

Hyper-V I r— v A L= ASAV EFE 0 HRAER 7 7
A1 ILDEA

FOHHary 74 Xal—var 7ryANERELLEDL ([FOHOa 74 X2l —Ta v
77 A NVOWE] ) . Hyper-V ¥R —Y v ZHH L TEATEET,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (&) L 7,

AT w72 Hyper-V~ 31— % OAMIZEH 5 [Settings] 7 V v 7 LET, [Settings] XA 7 7Ry 7 ANREEET,
A4 [Hardware] @ T C, [IDE Controller 11 %27 UV v 7 L%,

Cisco BSE X1 ) TARET7TISAT VR (ASAV) 916 REZ— b7 v THA K




| Hyperv %M L1- ASAv DEA

38: Hyper-VI+— %

2TV RS A V&AL HyperV A0 ASAY DA VX b—L [

s

Settings for ASAv5-100-10-14-22-new on UT1COT1HPVI0307

BE |

AS2W5-100-10-14-22-new | 4 QG
& Harduare ~ | & ovD Drive
L Add Hardware
M B10S Sebect the controler and location on the controller to attach the CD/DVD drive.
Controler:  Lo<ation: :
- Moy IDE Controller 1 v | |0 (nuse) il
sk Media
+ [0 Processor
1 Spedfy the media to use with your virtual CDJDVD drive.
= I IDE Controller 0 None
# (& Hard Drive ¥ Image file:

*

§# DVD Drive
IDE Controller 1

§4 DVD Drive
dayl-v3liko

B SCSI Controlier
§ MNetwork Adspter

TFocoMm
¥ com2

H Drishenttee Drive

& Hanagement

[ame
25 Iniegration Services

& | Chedpont Fle Locaton

€1 \isers ihensel. CISCOWASAvHyperVyiay0-v .m0

| Bromse...

To remeve the virtual CDOND dirive from this virtual machine, didk Remave.
Remove

LErELY

ATY T3 HRDOSA D [Media]l D F T, [Imagefile] DT VA RZ 2R T, FOHMHISO 2> 7 4 F 2 —
ar I rANERETDIT L7 FUESRL, [Applyl 22 U v 7 LET, ASAvIX, WIalEEIREC,
%0 AR T 7 A VONFIZESWTRER SN E T,

av RS
—JL

A > %{EHA L 1= Hyper-VA~®D ASAv DA > X

Windows PowerShell =~ > K7 A > %4 L C Hyper-VIZ ASAV % A V' A h—/LC&EET, AH
LR YO Hyper-V P X— FICWDBEEIT, a2~ R I 2HLTC Hyper-V A
A N—=ITLRMERDH Y 7,

2T w71 Windows Powershell % £9°,
ATw T2 ASAV ZEBE AL £,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



Hyper-V £ L 1= ASAv DEA |
B typerv <5 — S0 £ L1 HyperV ~D ASAV DA U R F— )L

1 :

new-vm -name S$fullVMName -MemoryStartupBytes $memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

ATY T3 ASAV DEF IS LT, CPUBET 74V D 1 BEELE T,
1 -

set-vm -Name $fullVMName -ProcessorCount 4

AT T4 (EE) A X —T 2 A AL DN TWARNCEE LE T,
1 -

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

ATy TS5 (EE) %y bU—27 THLEREAIT. VLANID #2288 L £,
5 -

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

AT w76 Hyper-VINEEEZKMTHEIT, AV F—T oA AZEHLET,
£

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch

AT ST NEA 2 —T = A ZAZBMLET,
1 -

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

RTS8 A LA —T 2 A ZAFBIMLET,
Bl -

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

Hyper-V ¥ r— < v Z {8 L /= Hyper-V ~® ASAv D 1
A =L

Hyper-V ¥~ 3% — ¥ v Z ] LT, Hyper-V IZ ASAv %A A h—/LTX £,

ATw 71  [Server Manager] > [Tools] > [Hyper-V Manager] (28 L 9,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Hyperv %M L1- ASAv DEA

Hyper-V ¥ — 2 ¥ #{& f L 1= Hyper-V ~ D ASAv DA > R k—)L .

39: Server Manager

Bitvise SSH Server Control Panel

Component Services

Computer Management
uT1c01hpv0307 Last installed update Comection WMI mm L
prime.cisco.com Windows Update Defragment and Optimize Drives

Last checked for upg Embedded Lockdown Manager

Event Viewer

Group Policy Management
Domain: Off. Public: Off Windows Error Repa e i
Enabled Customer Experienc m:!: gl &
Enabled IE Enhanced S“U"tﬁ'l Hyper anager E

Internat Infarmation Services ([I5) Manager

ATFw T2 Hyper-V~vr—V¥NFERENET,
& 40: Hyper-V I+ — %

Fie Agsion WView |Halp
e= zm BT
3 Hype-V Manuges Ach
B wcoevorT Virtual Machines .
3 unconeva [E—— -~ T T -
.IU"ICMH‘NM Harre State CrULlu-gr Aosagned Memory Uptrme Mo »
2 unconevose d ExsThGCSR Asrig 0x 4t g 1148
- 1 ASAS 00 1410 Bivhand Ruvng 0% Vet ME 1gaiss |l iempodt Virud Machine.
FREASAL JTRLY SN o | Hyper- Settngs.
R oe Vetusl Sevitch Manager
e 0
B ASAOG 001410 bphand O al Virtual SAN Manager.
ALt a 0 300 14, 1A AE - b ekt Duk.
i) - » -
o 'mipect Duk
ety : @ (m) Seop Servce
The seiected vwiua machwe Fas no checkpom ¥ Romove Sevw
4 Refresh
WView L]
B ree
| ASAVS-100-10-14-22-new -
] Connact.
B Seting
l.l -
ASAVS-100-10-14-22-new ©
Created /22014 10209 PM Ctered b Ba Checipont
Versiome 50 P Mo
: @, [Dpent.
— =] Renamne.
i Delete
Sy Mamory | teosong | Ragkcaen i Erable Repboston. . a
« = | v $
'
w

ATY T3 HUONANAR=RA DY Z s, BHONA R—=_A %427 Y v 27 L, [New] > [Virtual Machine]
PRI LET,
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Hyper-V £ L 1= ASAv DEA |

. Hyper-V ¥ ~— 2 v % {5 f L 1= Hyper-V ~ D ASAv DA > R b—)L

M FREE< S ODES

File Action Wiew Help

«= === [

25 Hyper-V Manager

| Mirtinal Raski

ga UT1C01HPVD30. .
HI U71C0THPYO20 [slew 3 Virtual Machine... ]
HI UT1COTHPVO30 | Impert Virtual Machine... Hard Disk...
Es U71C03HPVDED TEA— ' Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
— W Off
Edit Disk... thand Off
Inspect Disk... fa¥:3
I 1]
Stop Service
Remowve Server
Refresh
b The selected virtual machine has r
| Wiew 3
Help

EFELY

AT 74 [New Virtual Machine] 7 4 #'— KR FRENE T,

B CiscoETEEXLUTARETISATUR (ASAY) 916 RE— k7 v THA K



| Hyperv %M L1- ASAv DEA
Hyper-V ¥ — 2 ¥ #{& f L 1= Hyper-V ~ D ASAv DA > R k—)L .

42 : [New Virtual Machine] 9 « 4 — K

a New Virtual Machine Wizard =]
:k{ Before You Begin
This wizard helps you reate a virtual machine. You can use virtual machines in place of physical
eyt ot |y 1 e s g cow
Spedfy Generion To eate a virtual machine, do one of the folowing:
il : » Click Finish to create a virtual machine that is configured with default values,
Configure Ne tworking » Click Next to create a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

o> | (o] |

H
SFreli

ATYTE U4 F—FREBBUTHEEL, ROFHREAEELET,
* ASAv DA & 51T
* ASAv DAY
ASAv THR— K N TWAHHE—DO AL [ (Generation 1) ] T,

« ASAv O A E U & (100Mbps D41 1024 MB, 1Gbps D 541% 2048 MB, 2Gbps D354 13 8192
MB)

e Xy NT—U TRETE (B NT v FEHROFIEAA » FITHEHt)
A N— R T 4 2T LT

[Use an existing virtual hard disk] Z 3R L., VHDX 7 7 A VO =S L £7,

ATw 76 [#7T (Finish) 127V v 2795, ASAVIERZRTHEZA T IRy 7 ANRFRENET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



Hyper-V £ L 1= ASAv DEA |

. Hyper-V ¥ ~— 2 v % {5 f L 1= Hyper-V ~ D ASAv DA > R b—)L

ATy T

BFREBVTOOBE

e
@ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to areate the
Spedfy Name and Location Folomra  teck it

b Description:

Assign Memory Mame: ASAv30-100-14-10-22

Confiours Ne i Gmerat:m. ::;1;:::m1

S b Network:  L1SImgmiswitch

Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<] n >

To greate the virtual machine and dose the wizard, didk Finish.

ASAVIZ4 DD VvCPU R H 55 E1E, ASAv 2 BT 2 /1IZ, vCPUEAZZEE T 20235 Y £7°, Hyper-V
V32— DL EH D [Settings] &2 Y v 7 LET, [Settings] ¥ A 7T 2 7Ry 7 AN EET, A0
[Hardware] A == —"C, [Processor] &7 VU > 7 L. [Processor] <A > % Fs~x L' ¥ 7, [Number of virtual
processors] & 4 [ZA®E L E T,

100Mbps £ L TN 1Gbps DHEMRFT 5-CliE 1 1 vCPU, 2Gbps DHEMRST 5Tl 4 {H D vCPU L7220 £, 7
A NI 1 TT,
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| Hyperv %M L1- ASAv DEA

Hyper-V % % — < v % L 1= HyperV ~D ASAv 01 © 2 k—L [}

H4:xEv 0Ty OEE

N ASAV30-100-14-10-22 v 4 » G

# Hardware ~ n Processor
9 Add Hardware |
(& BIOS You can modify the number of virtual processors based on the number of processors an

Boot Ko D the physical computer. You can also modify other resource control settings.
- Memory Mumber of virtual processors: . 4;'
8192 M8

# ) Processor | Resource control

4 Virtual processors | You can use resource controls to balance resources among virtual machines.

= B IDE Controler 0 .

Virtual machine reserve (percentage):
~Gispianorh Lo
asav 100- 14-10-22-v30. vhdx Percent of total system resources: | IJ
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):

Percent of total system resources: | 125
@ § Network Adapter s Relative weight:

115 1mgmtswitch
¥ com1
None
¥ com2
Home
b Diskette Drive
None
£ Management
\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
5 smart Paging Fie Location [
C:'\ProgramDataMicrosoftiin... =
B Anmatic Staer Aetion .

LEFELF

ATv 78 [~ (VirtualMachines) ] A ==—"7T, U A NNDASAVDO4RFTEAZ Y 7 L, [##i (Connect) ]
Z7 ) w7 LT, ASAVICHER LEd, v Y —AnE, #IEENTWD ASAY BNEREINET,

Cisco BHEEF1 ) FARE7 IS4 7R (ASAV) 916 22— 7 v TH4 K ||



. Hyper-V ¥ ~— 2 v % {5 f L 1= Hyper-V ~ D ASAv DA > R b—)L

45 RBT S U~ DR

é"u'irl:ual Machines

-

MName
‘5 ASAV5-100-14-10-16

5 ASAVS100-10-14-22new

5 ASAVA0-100-14-10-164yhand

‘5 ASAV30-100-14-10-16

5 = ASAv10-100-14-10-16-byhs
A2 AAM 400 44 40 48

Checkpoints

State
Off
O
off

CPU Usage Assigned Memory

Connect...
Settings...
Start
Checkpoint

Move...
Export... sckpaoints.
Rename...

Delete...
Enable Replication...

Help

Hyper-V Z{E/f L 1= ASAVOEA |

Uptime -

ATv T [~ O (Virtual Machine Connection) | 22 Y —/L¥ 4 > R T, HkOOBERZ % 7
Uy 7 LT, ASAv ZiEZEh L £,

46:RE< > U DRE

& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

.':__.‘}

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Hyperv %M L1- ASAv DEA
HyperV T % —S v 0xy k7—2 78 Ta0em [

ATw 10 ASAv DEEOEITIRIN 2> ) — I FERENE T,
X 47387 > O DREDEITIRR

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection

ion |[=10] x|
pboarc ew  Helg

||rutru ol sunrpc_udp 111" to WPF commands
| ' to MP] ds

F0: converting 'f rrotoce 7" to HPF comnands

‘0: Power-0n Self-Tes

L "
= ServerCh

and installing certificate...

subordinate CA and holds a non self-si

te is Unlic
full function

Status: Running

HyperVIR—T v Mo DRy FJ—9 74 T2 DB
FLEAISNTZASAY DXy NI =7 T HET XX 127215 T, SHi

222U Eoxy b
T—0 THRTRZEBMTHHERDHY £, ZOFITIX, NEFxy NT—2 7 X752 &80
LET,

48 HREIIC

s ASAV IZA 7IRRETH AL MLENRH Y F7°,

AT w71 Hyper-V~ 31— % DA

\Z 5 [Settings] #7 U v 7 LET
el [Hardware] A == —TC

. [Settings] ¥4 7Ry 7 ANAEET,
GE)

. [Add Hardware] 7 U v 7 L. ¥KIZ [Network Adapter] #7 U v 7 L &7,
VII— Ry NT—7 THETFHEEFERALRNTLIEIN,
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Hyper-V £ L 1= ASAv DEA |

. HyperV I 2 —2 v hoDFy bI—9 FHE T2 0EM

B 48: %y FO—9 THT2DEM

% _Hardware ~ | 0 Add Hardware
| Add Hardware
ﬁEIIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. Memory 551 Controller
8132MB Metwork: Adapber
[ Processor Legacy Network Adapter
1 Virtual processor Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive
asay 100 - 14-10-22-v 30, whdx
= Bl e Controller 1
§* DVD Drive A network adapter requines drivers that are instaled when you install integration
2 Bone services in the guest operating system.

B SCSI Controller
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAv30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
P Automatic Start Action
Restart if previously running |
I§) Automatic Skop Action =]

8

'!i-

3
lereir

ATFYT2 Xy VU= THETZDEMNE., (RAEAAL v F L ZTOMOEZET cx £, £/, KBTS L TVLAN
ID#HETEET,

B CiscoETEEXLUTARETISATUR (ASAY) 916 RE— k7 v THA K



| Hyperv %M L1- ASAv DEA

rvto—s 7a7502n0zE I

B49: %y +O—9 FTHTAREDER

# Hardware ~ U Network Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
- Memory [ 115 1momtswitch v
a192MB
n Processor 5
1 Virtusal processar [+ Enable wirtual LAN identification
=2
gumx;.:gu “The VLAN identifier specifies the virtual LAN that this virtual machine will use for al
i 3 Hard Drive netwark communications through this network adap ter.
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1 @]
§* OVD Drive
Mone Bandvwadth Management
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter =
v 115 imgmitswitch = Specify how this network adapter utiis work bandwidth. Both M
1iaimg . | Bandwidth and Maximum Bandwidth sured in Megabits per s
U Wetwork Adapter
1151 mgmitswitch | Minimum bandwidth | 0| Mbps
I?, L Manomum bandwdth: EI Mbps
Mone :
? COM 2 o To leawe the minimum or maxmum wnrestncted, specify 0 as the value,
None
Hl:riisin:tteor'rve To remave the network sdapter from this wirtual machine, dick Remave .
one
A Management
(L “‘:"‘ s 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
75 Integration Servioes services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
s Smart Paging File Location
C:\ProgramData Microsoftiiin..
P Automabe Start Action o]
PR i a
ok || coce || mey | |2
"

2y RIT—9 PETIDRFDER

Hyper-V TiX. [Network Adapter] EWOIHMXR Y NV —2 A o F—T = A4 ZAPER S E
T, DD, Fy hT—I A E =T oA APRTRTRCAHTTHD &, HHDLWEADR
HYFEF, Hyper-Vv R —T X 2 L CARTEERETHZ LI TE £ A, WindowsPowershell
A REEHLTERETLZMLERSH Y £,

XF w71 Windows Powershell % Bf & £,
ATV T2 VEEU TRy NU—F TH T X EZERLET,
B -

Cisco BHEEF1 ) FARE7 IS4 7R (ASAV) 916 22— 7 v TH4 K ||



Hyper-V £ L 1= ASAv DEA |
B vacrrizzr—o 0y

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAvVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter S$NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter S$SNICRENAME[1] -newname outside

MAC7 FKLRRT—TJ4 245

ASAVIS N T VAT L N E—RTTy "L, HAT 7T 4 TIAZ N, T = — )V —
NRelZRIETEDL LI, TRTDOA L F—T 2 A ADMACT RLVARATS =T (v 7 EBA%
T HMENHY £7, Hyper-V 31—V ¥ NT, E721% Powershell 2~ REMHL T, Z
NEFATTEET,

HyperV Y 2—C v 2EHLE=-MACT7 KLRA R T—J 4 VO DEE

Hyper-V <3 —Y ¥ &H LT, MAC A7 —7 ¢ > 7 % Hyper-V IZFRE T E 7,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (&8 L £,
Hyper-V ¥~ R —Y ¥ BNERINET,

AT w T2 Hyper-V~X— % OO [Settings] 27 V v 7 LT, REXA T Ry AxMEET,
AT v 73 LMD [Hardware] A = = — CIRO#EEE LET,

1 [Inside] 7V >y 27 LT, A=a—%REHLET,
2. [Advanced Features]| %7 U v 7 LT, MACT RL A 47 a 2R LET,
3. [Enable MAC address spoofing] 74 h& %7 U w7 LET,

ATV T4 WA 2 —T 2 A ATH, ZOFIEEEVIELET,

ATV R SAVEFERALIZMACTY FLR RT—TJ 4 VT DERE
Windows Powershell 2~ > K 74 U ZHH LT, MAC A7 —7 1 7 % Hyper-V IZF%E T
£

AT w71 Windows Powershell Z B & £9°,
ATV T2 MACT RLA RS —T7 4 v 7 HRELET,
51

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Hyperv %M L1- ASAv DEA
sshozz [

Set-VMNetworkAdapter -VMName Svm name\
-ComputerName Scomputer name -MacAddressSpoofing On\
-VMNetworkAdapterName $network adapter\r"

SSH DERE

Hyper-V ¥ 31— ¥ O [~ > > O (Virtual Machine Connection) ] HEHA ¥ —7 =
A AN LTCSSHT 7 BEATEDLLIICASAV ZRETEET, FOHHAa 7 4 X2l —
ary TrANEFERLTOSEAIL. ASAV ~D SSH 7 7 ¥ A ZBIITE £4, #Mco
WX, THEOHDar 74 FXal—ray 77 A LD 2B LTL &N,

ATV T1 RSAF— R_RTNGFET D EZMERLET,
5 -

asav# show crypto key mypubkey rsa
RTw T2 RSAF— LT N2V EAIE, RSAF— T HAERLET,
£

asav (conf t)# crypto key generate rsa modulus 2048
username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management
ssh version 2

ATy T3 BIOPCHSSSHAEHL TASAVICT V BEATELZ L 2R LET,

CPUEREL LKR— K

CPUEAE LR — M, FBESNZREEINICHER &7z CPUDEIG OB B E RIS NET,
W, A TIEE— 7 EELAMTIZEE CPU BRE DR 30 ~ 40% TEMEL ., v— 7 ERTH 60 ~
70% ORETEEL 7,

ASA Virtual 0> vCPU {3 FA 5

ASA Virtual ® vCPU EIZRIZIX, T —# /3 il A > b, BIXOUE T v 2Tl S
NTW5D vCPU OBENRFERENE T,

Hyper-V CTH#E S35 vCPU i FH=RIZ1E, ASA Virtual DfEHRICMNZ T, ROLONEENF
j—O

» ASA Virtual 71 R/LHEFH]

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



Hyper-V £ L 1= ASAv DEA |
B crusm=0s

« ASA Virtual ¥ 3 ZEA E Tz %SYS A—/N—~ vy N

CPU e =D B!

CPU fE R OMEFHE#R AL X~ 51213, showcpuusage =~ > RafEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
et Sz vCPU O SRS RIEIZ 572 B 2 IRISR L £ 97
+ ASA Virtual LR — b : 40%
*DP : 35%
AT A 5%
* ASA (ASA Virtual L'A"— k) : 40%
cASAT A RV A=V T 10%

o Fr—/3—w N1 45%

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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Oracle Cloud Infrastructure ~@ ASAv O E[f

Oracle Cloud Infrastructure (OCI) 12 ASAv ZiE A TE £9,

« OCI ~® ASAv DJEBRIZHOWT (203 ~<—7)

« ASAv & OCI OHIfRESGM: (204 ~—)

« ASAV BEXONOCI DH A KT A > EHIRHEIE (205 2—)
«OCI ED ASAV DF v T —27 Rk POf] (206 ~=2—)
« OCI ~0 ASAv DE A (207 ~<—7)

cOCI FD ASAV A L AZ LU A~DT 7R (213 2X—)

0Cl ~0) ASAv D ERIZDULNT

OCLIZ. AT 7 AT 2R MO EWE A MREETTY U r—3 g V2 FEITTE 537
Vo7 759 Ravta—F 400 B—ERATT,
ASAv 1Z, WL ASAV L[RILY 7 R =7 2 F(TL T, REBT7 +—2 7 7 7 ZIZBW TR
HDOEX=2 VT 4 HEEZIRBL L E T, ASAvIZ, X7V v 7 OCI CIEBACX £7, ZD®%EE
ZITHZ T, BHloREE Eblcalr—r g CERER, B2, £ 7 bTAEBEEB LY
WET -2 X —DU—run— ReR#ETEET,

oClDavEa—F429 47

YA NI, A VAR RZEIND Y THENDS CPUDE, AEVDOE, BIUOEOMDU v —
ALEWRETHT T L— N TT, ASAvIE, RO HEAE . L] O OCI v =A XA T %Y

A—hLET,

K23:TYHR—bINBaVE2—TFTa2T (T ASAY

ocl>zq47 B 128 —TJx4R
oCPU RAM (GB)

VM.DenselO2.8 8 120 /N4, BRR8

VM.StandardB1.4 4 3 /N4, K4

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



Oracle Cloud Infrastructure ~0 ASAv DR |
B asav s oo osrizgs

ocl>zA 7 B AR —=T (4R
oCPU RAM (GB)
VM.StandardB1.8 4 96 N4, K8
VM.Standard1.4 4 28 /N4, K4
VM.Standard1.8 8 72 N4, K8
VM.Standard2.4 4 60 GB /N4, K4
VM.Standard2.8 8 120 GB N4, Bk 8
VM.Standard3.Flex 4 64 /N4, K4
6 96 NN N
8 128 el 4, ks
VM.Optimized3.Flex |4 72 /N4, BRK 8
6 84 B4, K12
8 112 B4, K 16
VM.Standard.E4.Flex |4 32 /N4, K4
6 48 w4, K6
8 64 Bl 4, A8

s ASAV IZIZ, D B 39D A v HX—T oA ANKIETT,
« OCI CTi%. 1-2® oCPU %2 2® vCPU |ZAHY L £,
s BAR—F 5 vCPU O KEL 16 (8 D oCPU) T,

2—H =L, OCI TT7 I v FZA{EM L. Oracle Cloud Marketplace @ Cisco ASA {RALZ 7 1 7
74—/ (ASAv) ®EZEHEH L Carvta—T 47 AV AX U A%EEIL, OCl DY = A
TEERLET,

ASAv & OCl DHEIIEE A

« https://www.oracle.com/cloud/sign-in.html C7 5 7 > h Z{ER L £ 7,

« ASAV ~D T A A, ASAVIZT A &V AEAHGT 5 E T, 100 [EIOHERE & 100
Kbps D A/L—"" N DIHNFFAI SN HHEERE— R TEITESNE T, [Licenses: Smart
Software Licensing] ZZM L T 7ZE VY,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K


https://www.oracle.com/cloud/sign-in.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html

| Oracle Cloud Infrastructure ~ @ ASAv O ERH
ASAv 5 £ 0C D A1 K54 v esipEE ]

s A ST = ADFEN
EHEA L H—T 2 R
s NHIB X OSMNT A v H—T = A R
. (fEE) BMo¥T7xv ~ (DMZ)
o HE/NA

cEHA L H—T A A ASDMIZ ASAV 5t T A - OIER &S, b T 74w 7D
I IIEH TE EE AL

cWHiA v Z—T A A (WZH)  NERAR A MZ ASAV 2 Hfit T D7D S E

T,
e HNEA L H—T A A (WIH) ASAVENRT U v Xy N =T IZEEHR T A0
ERENET,
eDMZ AV H—TxAA (£EE) :DMZ Xy hU—271Z ASAv %859 D 7= I A
INFET,

¢ ASAV ¥ AT KEMEIZOW T, Cisco ASA O HH#AME [HFE] 2B L T &0,

ASAv XUV OCIDAHA K54 U EFIREIR

HYR— b SIh HHEE

OCI L® ASAv 1T, ROBEREZ VAR —FLTWET,
«OCHARZ 77 R > hU—2 (VCN) TR
o f VAL U ABT- 0 EHK 16 EHD vCPU (8 {H D oCPU)
N—7 v RE—F (F74/L 1)
« 7 Ak A BYOL D&% HHR— b

» Single Root I/O Virtualization (SR-IOV) %% 7HR— h
ASAV AT — h S AV RDINT +—< D RBEE

ASAvVIE, BAFMHICIHESWTHER D AV—7 > b LUL L VPN#EGHIBR &2 424325 %7 4 —
v VAMER T A A R— L TWET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

B cctonasavoxy to—5 rROSoH

Oracle Cloud Infrastructure ~0 ASAv DR |

INTH—ITVRABERE |1 VRAVR24T | L— MR RAVPN v < 3 Ul
(37 /RAM) R
ASAv5 VM.Standard2.4 100 Mbps 50
4 2177/60 GB
ASAv10 VM.Standard2.4 1 Gbps 250
4 =27/60 GB
ASAv30 VM .Standard2.4 [2 Gbps] 750
4 2177/60 GB
ASAvV50 VM.Standard2.8 PP 10,000
8 =277/120 GB
ASAv100 VM.Standard2.8 WL 20,000
8 =277/120 GB

YR— b Sz aE

OCI £ ASAv I, ROEEE VR — L TWERA,
* ASAv * A 7 4 7 HA

e NG UART LU MNAVTITA VN YT F—FR

e NT aVTHFANE—F

* IPv6

HPREIE

« OCI IZ ASAv % BB 234, Mellanox 5 1% SR-IOV E— FO WIC & LTHR—FEH

FH A,

« ¥Rk E & DHCP

OCl LD ASAVD Ry kT—2 kRA DDA

REDME 5T ASAV ICHLBERENDON—T 4 > 7 —)b,

WORKIL, ASAv D3 >OH 7 x> b (FBEL, N, 2M58) 25 OCI NIZERE STV B /b—
Fy R TZ7AT 74— F— RO ASAy DRy T —27 R AR L THET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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oci ~o asav dE A [

50:0CI £ ASAv O & Bf{5l

Management

VCN Inside VCN FW Rules
OCI Route Tabl
10.10.0.0/24 10.10.1.0/24 J’e oute Table
Public IP Mgmt 0/0 Gig 0/0 . < Destination | 10.10.2.0/24
SSH & ASDM » Inside p .
! ] Next Hop IP of ASAv Gig0/0

Ea iy Outside VCN FW Rules
B =

Gig 0/1| 10.10.2.0/21
p
»  Qutside

OCI Route Table
Destination 10.10.1.0/24
Next Hop IP of ASAv Gig0/1

00

0CI ~ ASAv DE A

WOFNETIX, OCIEBREEZ U L. ASAV A » AX L AZEET 5 HIEC OV T L £,
OCI AR—# viza 74 > L, OCI Marketplace C Cisco ASA K427 7 A 7 7 +—/L (ASAv) #
MERRL, 2 a—T AT AV AR AERELET, ASAVOEEHEIZ, T T 14 v
T OREGBILEBREIIS LT, NI 7490577 AT U4 —/VIiEETH LI — T —
TINEFRETDHLENHY 7,

wREY2 >y kT—%2 (VCN) DERK

ASAv BB ORI 57 Rxy hU—2 (VCN) Z#RELET, D b, ASAV DFEA
VHE—=T 2 A AT 1 OTo, BEF3OD VOCN BB TT,

WOFNAIZHES, EEEVCN 258 T T& £7, KRIZ, [Networking] (2R Y, WA X —7 =
A ABLOGNEA v H—T7 =A AD VCN ZERE L £,

BR&H BRI
A\

GF) Jer—valrAma—pbHP—bREEBRTLHE, EORA=a—|Zar = A Y X
FRFRENET, T 8= A NI YV —RADEBEICHESILE, U Y —A~DT 7 & 2 &
LT ET, —harX=hr A NX, TFhr 7R va=vranbd i
Oracle|lZ K> TIER SN ET, BHEIL, L—ba s RX—F AL MIEBLIZEL DI L= |
A hEER L, 778 AL—LZBMLT, EOa—PF—RNENEDa L /— kA "k
IRLTCT 7 arvaFATTEH0EHRETEEI, HMZoOWTIL, Oracle ® K= X b
T2 = kA2 FOEE (Managing Compartments) ] 22 LT 7230,

ATy F1 OClica /AL, HillizER L £,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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B =t 52050 S—TOkR

OCL T AN IV TR O USRI Bl S U TV E T, #llE, BEimo4 IR RINET, H 25 HuK
WO Y —21%, BIOHBICITE RSN EEA, HOOHIBENICFEEL TWD Z & 2 EHICHER L TL
7ZE0,

AT w72 [Networking] > [Virtual Cloud Networks] % i#4R L, [Create Virtual Cloud Networks] %27 U v 7 L £,

AT w73 [Name] IZ. VCN O LT W42 AN LET (] : ASAvManagement) .

ATY 74 VONOCIDR 7Ry = AN LET,

ATv7F5 [VCN DL (CreateVCN) 1 %27 VU v 7 LET,

2y bIT=0 X2 )T 4 TIL—TDERK

I NT—27 X2 UT 4 Z0—F1x, —HDOVYNIC &, WIC ICHEA IS5 —HDOEF= Y
T4 =)L TR S IVE T,

ATy [y b7—F2% (Networking) 1>[{R¥EY 52 Fxv bT—% (Virtual Cloud Networks) 1> k%85 5
D R*y hT—- OFM (Virtual Cloud Network Details) 1>[®y k7 —9 %2 T4 J)L—7F (Network
Security Groups) %R L, [y bT7—9 X2 T4 JIL—TDIERK (Create Network Security
Group) 127 Vv 27 LET,

RATY T2 [Namel lZ, *v hU—27 X2 VT 4 TA—TObN)TWARIZ AN LET (1 :
ASAV-Mgmt-Allow-22-443 )

ATY T3 [Next] 27 Vw27 LET,

ATY T8 EX2 VT 4 —LEBMLET,
a) ASAv 22— )L~ SSH 7 7 B A|ZTCP AR— bk 22 ZFF A3 2 L— L& BIML £,
b) ASDM ~® HTTPS 7 7 & A2 TCP 7" — b 443 Z#F 45 /0— /L& BML 9,

ASAV I ASDM Z /" L TERETE £9, FH T 5101, HTTPS #HmHICAR— b 443 2B LERH Y
i‘a‘o

ATv 5 [{ERk (Create) 1227V v 7 LET,

A=y FT— bz A DEK
FHY 7Ry FEAMICT 7 B AFRICT DI, A VX —% v NP — U = A BUETT,

ATy [y F7—F24 (Networking) 1> RS 55 K+xv kT—% (Virtual Cloud Networks) 1> [{R%E5 5
D K3y bD—- DM (Virtual Cloud Network Details) 1>[4 32—y k5 — koA (Internet
Gateways) |#EIR L, [1 22—y b — kA4 DIERK (Createlnternet Gateway) | %7 UV v 7 L&
7

ATY 72 Name] 124V #—F v M= U= ODLNORLTWARTEATILET (B : ASA-IG)

RTYT3 [A8—3y b — x4 DERK (Createlnternet Gateway) #7 VU > 7 LET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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ATvT4

474y rotes ]

AV H—=Fy M= T oA ~DN— FEEBIMLET,

a) [y bT—F>% (Networking) ]1>[{R#E2 5~ Ky kT—% (Virtual Cloud Networks) ] > [{k#8
759 KRy J—9 DM (Virtual Cloud Network Details) ]>[JL— bT—JJL (RouteTables) %
IR LE9,

b) N— ML= EBINTHI0E, T7A4NVNOL— b T =T NDYV %) v LET,

¢) [Jb— kIL—ILD:EM (AddRouteRules) | %27V v LET,

d) [F—H v br32A47 (Target Type) | Ky 7 X o rinG, [A 03—y 84—+ x4 (Internet
Gateway) | #EIR L £,

e) SESEDIPVACIDR 7 m w7 2 AJJLET (B : 0.0.0.000)

) [B—5 Y bAVE—FYy kHF—boxA (Target Internet Gateway) | Kz v 7 &2 7 ot 1B L
= oA BB LET,

g) [Jb— kIL—ILDiEN (Add RouteRules) 1 &7 VU v 7 L%,

B IRy FDERK

&

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 71

ATvT8
ATy

ZVCNIZIX, D &b 1200 7%y b2RHY £9, EFHVCNOEHY 7Ry b&2/ER L
F9, F7-. WESVCN OWNESH 7 % v b, BILUSNES VEN OAEY 7 % > M HMLETT,

[y kT—F>4 (Networking) 1>[REY 52 K&y k7—2% (Virtual Cloud Networks) 1> [k 5
D R%xy FT7—S DM (Virtual Cloud Network Details) 1>[H 7% k (Subnets) [Z3R L, [T+
FDYERL (CreateSubnet) 127V v 27 LET,

[Name] (IZH 7Ry OO RTWARTZ AN LET (f . Management) .,

(7% 24T (Subnet Type) | Zi&IR L E3 (HELESNDHT 7 4L b [#iE (Regional) | D% FiZ
LET) .

CIDR7Bw %A LET (B :10.10.0.024) ., 7 x> bOWHE FEAR) IP7 KL XL, Z®CIDR
Ty I hbRGINET,

[JL—kT7—7JL (RouteTable) | Kr v 7 & 7 inGg, PAENZIER Liz/L— b T — 7 L OV 1% 341
LET,

BT Xy b [ TRy 7YX (Subnet Access) | ZEIN L £,

BT 32y hOBEA, ZHUIIRTY IS ITRy b THLIVLERDH Y £9°,
[DHCP # < 3>~ (DHCP Option) | Zi&R L £,

RIMER L7 [E¥ 2 ) T4 )R+ (Security List) | Z84R L £,
[T %y FOMR (CreateSubnet) [ %27 U v 7 LET,

RDBRY

VCN (C&FE. PNER. FMB) Z#RET D L. ASAv ZEENCT& F9, ASAv VCN B OFNIZ-DW
TiE, ROKESHRL T ZE0,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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B occonsav1ozs o

51:ASAv ) 59 K4y b T—2

Virtual Cloud Networks in asav Compartment
[ cresie vor [
Kame State CIDR Block Default Route Tabile DS Damain Name Created v

OCI TDASAV 1 VRAB ZANDERK

ATy T

ATy T2
ATvT3
ATy T4
ATy TH
ATvT6
ATvT1
ATy T8
ATvT9

ATv 710

ATy N
AT 712

Oracle Cloud Marketplace @ Cisco ASA AR~ 7 4 7 7 +—/L (ASAv) ®EZFEHL T, =
Ea—T 47 A AZ A% LTOCIIZ ASAY B AL £, CPUDE, AEY DE,
F hT—=27 Y Y =R EOREICIESN T, iR~y = TEBRIRLET,

OCI B—x e A LET,
Hilkix, EiEoA EEICFRESNET, BROHIBENICHEEL TS Z 2R L T EE 0,

[R—47 v T LA R (Marketplace) 1>[7 74— 3> (Applications) [&Z#IRL £,

~—/4 v LA AT [Cisco ASA virtual firewall (ASAv)| Z i LT, L2538 IR L £,

RGN A MR L. [Oracle ORI B & X— N F— O FRMEL MR L CRE LE T, (Ihavereviewed
and accept the Oracle Terms of Use and the Partner terms and conditions.) | F = v 7 R 7 A% A LET,

[ AKX ADiEHE) (Launch Instance) | %7 U v 27 LET,

[Name] |2, A Y AX L ADDONY T WARTZ AN LET (B - ASA-9-15)

[>=A 7 DZH (Change Shape) | %27 U v 7 L, ASAv IZ&E72 oCPU O%t, RAM O &, BLUA

B—T 2 A ADEMPRE SNV =47 (VM.Standard2.4 72 &) ZBRL E (£23: THHR—FSi
LAV Ea—T 4TV =A T ASAV (203 X—Y) BB |

RV 5o kv kT7—2% (Virtual Cloud Network) | Fa vy 77X b [EE VCN (Management

VCN) ] &@&RL £,

HEIAD SN TOWRWEAE, [UTRy kb (Subnet) 1 Ke v 7 X oo nn [E#Y 7 %> b (Management
subnet) | AR L ET,

[y b= X2 )T FIL—TZEFERALTES T4 v 5T 5 (UseNetwork Security Groups
to Control Traffic) 1 I2F = v 7 & A, BEEVCONICHE LX) T4 /N —T2RIRLET,

[RTYUvZIP7 FLADEIY X T (AssignaPubliclpAddress) | 47> a iR 2 270 v LET,
[SSH ¥ —?:&M (AddSSHkeys) | O F T, [ABIF—DE5Y {1+ (PastePublicKeys) | 47+ 3 v R 4
YE7 YUy LT, SSH X —ZHE0 I E7,

Linux X—ZADA Y AX L A[Z, NAT—RFORDOVIZSSH ¥ —~<7%#HHLTY E— bax—F—%R
RELET, F—7 %, BWEX— AR —CHlSNET, AV AF LV RAZERT 5 & &0, EX—

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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ATv 713
ATy 714

ATvT15

ocl <o Asv £ 24 w20t I

Earva—ZIRFL, ARF 2R LET, A T4 12OV TE, [Linux A Y RAZ A TO
F—~7 OEB (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/
Compute/Tasks/managingkeypairs.htmZ 2 L T< 7231,

[+ T 3 >DFEK (ShowAdvanced Options) (V> 27 %27 Vv 7 LT, A7 varvaRBLET,
(EE) [AZ7 V7 Fow#Hk (Initialization Script) | D FC, [Z 7V REIHUELAZ U 7 R OREY £

(Paste Cloud-Init Script) | 47> a VR F 227 U v 27 LT, ASAv OF 0 AR ZHEELET, $0
H R IT. ASAv OEIRHEH S Ed,

Wiz, [259 MRS Y 7+ (Cloud-Init Script) ] 7 4 —/L Rica B — L CHEW (i D Z 3T
% day0 FERL OB &2 7R LE T,

ASA 2= FOFEMIZOWTIL, TASARERR T A Rl BEI O [ASA=~ FU 77 LA ] #51L T
<TEEV,

BE ZOFIMLTIFA e a =9 554, =N X—FT 4 DT XA T 4 X E-FREET
VOV TAI Y N ERIEL T, BT —%Fh1E L, #4072 Unicode LT % HIBRT 2 S 38
NHY ET,

!ASA Version 9.18.1
interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute

no shut

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

http server enable

http 0 0 management

aaa authentication ssh console LOCAL

[fERX (Create) 1227 Vv 27 LET,

RDBERY

(YR (Create) | AR v %7V v 7 Liztk, WREN[ZFa Y a =7 (Provisioning) ] & LT
FREND ASAVA LV AX L ABE=Z—LET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
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B sz 2086

| o

BE RT—HREE=H—THZENHEETT, ASAV A U AZ U ADRENR [FrEYa =7
(Provisioning) 175 [T+ (Running) JIZBAT L7256, ASAv 7 — R 5E T3 D RNCHLEIC
Jin CC VNIC 285§ 2 BN H Y £9

A 23— 14 ADESL

ASAv (X, 1 >® VNIC 2855 SN REECEITIRIEIC RV £3 ([AvEa—T4 VY
(Compute) [>[4 Y RA VX (Ingtances) | >[4 Y RZ U ADEHM (Instance Details) > [##
St f- VNIC (Attached VNICs) |2 &) . ZiUE7 74 ~ U VNIC &FEEiL, & VCN
vy B ENET, ASAV R EAIOREIZFE T3 SHH1IC, vNIC 28 ASAv TIE L <M S
%890, DARIERL L7 VON 7 % & (NEB, M) @ vNIC 2455t 2 MERH D
£,

ATFY T HLEEI L/ ASAV AV AX U A EEIRLE T,

ATv T2 [EHSNIz VNIC (Attached VNICs) ]>[VNIC DYERX (Create VNIC) JDNEIZERIN L 7,

ATv 73 [4FT (Name) 112, VNIC Db WARTZAS LET (B : Insde) .

ATy T4 [{AE7 7 K+* v hU—72 (Virtual Cloud Network) ] K2 w7 #7225 VON Z38IR L £ 7,

ATFwTE [V 7 % b (Subnet) | Ruy 77X nbY 7y FE2ERLET,

ATYT6 [RYybT—=U EXa)T4 FGIL—TEFERALTLS T4 v 5T S (UseNetwork Security Groups
to Control Traffic) | 4L T, @R L7 VON HICRE LIcEX 2 U 7 4 ZJ L —T 28R L £7,

AT TT  [EHETLESEIEDT = v/ % AX 7 (Skip Source Destination Check) ] A4 12 L E T,

ATvT8 (A7vay) [FT7A4AX—=HKIPT7 KL A (Private IP Address) | E L EJ, ZiuL, VNICIZxL T
FRED IP IR 2 5B DHMEETT,
IP ZfRELRWEE, OCLIZH 7Ry MIEIV Y TOHNICIDR 7 ey 706 1P 7 FLA&E ) Y TE
R

ATv 79 [EEDOMHELF (Save Changes)] 7 V v 7 L, VNIC Z{ERk L 9,

ATV 0 ETHELRDH4 VNICIZOWT, ZOFEZMBEY KL F9,

EfHEINT-VNICDJ/L— ~IL—ILDENN

N B L O NT oL — N TF—T o — hTF—7 L — Va2 B L £,

AT 71 [Networking] > [Virtual Cloud Networks] &4 L, VCN ([ZBF#fH T SN TCWDT 7 4L hb— kT —7 )b
(NS ETIINR) 227 Vv 27 LET,

RATv T2 [JL—IL—ILDENM (AddRouteRules) 1 %7 VU v 7 L%,
ATV T3 [¥—F v h¥ AT (Target Type) | Ka w7 X7 oot [F7A4X—hIP (Private IP) | 28R L E£7,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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ATvT4
ATy TH

ATvT6

ATy 717
ATvT8

oci £ AsAv 1 28 2~07 7R |

[485: 4 A 7" (Destination Type) | KB > 7*# 7 236 [CIDR 717~ (CIDR Block) ] Zi&#IR L £7,

[485EDIPV4CIDR Y & 7 (Destination IPv4 CIDR Block) JIZ%85EMD IPv4CIDR 7' 12 v 7 & A L3 (H :
0.0.0.0/0) ,

[#—7" v MR (Target Selection) ] 7 4 —/L FIZVNIC DT T A N— K IPT FLA&Z AT LETS,
VNICIZIP 7 R LA ZBIRIIZEI D Y TTORWIEAIE, VWNICOFEM (aYEa—T4 >4 (Compute) 1>
[12ARB 2R (Instances) |>[4 Y X2 v ADEFHM (Instance Details) ] > [##i 1= VNIC (Attached
VNICs) |) CTHEEID Y TENLIP T RLAZMHHBETEET,

[JL— bJIL—ILDEM (Add RouteRules) | %27 U v 7 L%,
B THVELARAE VNICIZOWT, ZOFEAZLVIELET,

ASA Virtual ® (F#193 L OV DHCP) R EICHKEREBIDNL—T 4 > T —)b,

OCI LD ASAV A VAR VAANDT IR

X =7 v =/b (SSH) #HafEH LT, STHOA VAX A TR TEET,
AFEAEDUNIX AX A NVDY AT A, T 74NV TSSHYZ 94T v MREENT
l/\i—g—o

+ Windows 10 3 X O Windows Server 2019 2 A7 AlZi%, OpenSSH 7 74 7> b3 EENT
WA MERH Y £4, Oracle Cloud Infrastructure & & > T4 &4 72 SSH F—Z 1 L C
A VAR ABER LTSGR I EIC R0 £,

« Z O Windows 73— 3  DA1E, http://www.putty.org 7> 5 HED SSH 7 74 7
FCTHLPUTTY 24 U — RT&EET,

RS H
A VARE U RTHET DITIE, ROITEHRB LI TT,
A VABZLADNRT Y 7 IPT RV A, 7T RLVRIE, aryY—1LD[Af A ZADFEM
(Instance Details) ] X— YOG TEET, T/ —varA=a—%R&EET, [T
TA2UISALSYF+ (Corelnfragtructure) |O F T, [AYEa—T4 >4 (Compute) ]
WCBEIL, [41 AR VR (Instances) (27 U v 7 LET, RIT, AV AX L ZAEFRL
F9, HHWIE, TP —E R API @ ListVnicAttachments 33 . OF GetVnic #{E % i T
\i‘é—O

e A UVABF U ADIZ—Y =4 ERAT — K,

o A VAR ALEE) LTz & Z M L7z SSH ¥ — T OREF—Er ~D T VR, F—
AT OFEMNZOWTIL,  [Managing Key Pairs on Linux Instances] 22 LT 72 &0,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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https://docs.cloud.oracle.com/en-us/iaas/api/#/en/iaas/20160918/VnicAttachment/ListVnicAttachments
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B sstzmmLrAsA 1 o8 U 2~D S

A\

GE)  FHoHRAEKTHRE LI /A U AEREFERT D0, A AZ U ADORERZ/ERK L 7= SSH
X —_TEHHLT, ASAVA L RAE R Zu A4 TEFET,

SSH Z{EA L1- ASAv 1 > R & U A~DES:E

UNIX A Z A NLD AT BIED ASAv A 2 AH v At 5I2id. SSH AR L TA v A%
AR A v LET,

ATV TN WOavr FEFALT, 77 A VOHREREL, BTN 7 7 A L EGAIND X IICLET,
$ chmod 400 <private key>
ZZ T,
<private key> X, 77 ®ATHA LV AZ L AICBEMNT ONTREF—2E0L7 7 A VDTNV IRR L
AHITT,
RATVT2 AVAZLALZT 7 AT 2HITIE, RO SSH 2~ e LET,
$ ssh -i <private_key> <username>@<public-ip-address>
ZZT,
<private key>lf, 77 BATHA L AZ L AITEHEMIT ONIMEF—Z2EFLT7 7 A VDT ILIRA L
AHTTY,
<username> X, ASAV A V' AZ L AD2—H—4 T,

<public-ip-address> X, TV —IANLHE LAV AX L ADIP T KL ATT,

OpenSSH Z R L 7= ASAV £ > R 2 ¥ A~D I

Windows & A7 A7 5 ASAv A AKX U AZHEET D121, OpenSSH i L CTA A%
2lza A LET,

ATV T ZOF—T MO THERTLHEIE. BOTETIR 7 7 A VEGRAERIND X7 7 A VOHERZ R ET
DULBENHY FT,
WROFIEEFETLET,
a) WindowsExplorer T, FEX—7 7 A /MIBBEIL, 77 A V&4 2 Y » 27 LTC[FRA/NT 4 (Properties) ]
Vv LET,
b) [EFa2U T« (Security) | # 7 T, [FH#IEXE (Advanced) 1 %2V v 7 LET,
¢) [A—F— (Owner) | A DOZ—HF—=TH U N THDH I LEE2MHERLET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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PUTTY %R L 1= AsAv 1 > 2 8 w2 ~0k#% [l

d) [MADESNE (Disablelnheritance) %7 U v 7 L., [MEASIh-HEBREZDA T FOBETRML
MEFRIZZ#2 9% (Convertinherited permissionsinto explicit permissionson thisobject) ] 4R L £,

e) BHDaZ—HF—=Th 7 hTIERWEMHER= Y 23R L, [HIB& (Remove) |27V v 7 LET,

) HOOZ—F—=THhor hOT 7B AERN[ZIa> kA—)L (Full Control) ] THDZ & EfEEL
i‘@—o

g) ERZRMELET,

ATV T2 A AF L ATHRET H121E. Windows PowerShell ZBA &, kD~ REFEITLET,
$ ssh —-i <private_key> <username>@<public-ip-address>
ZZ T,
<private key> |, 77 EBRATEHA L AZ L AICEHEMIT ONIMEXF—2FLT7 7 A VD TR L
AHITT,
<username> (X, ASAv £ VAKX LV ADZ—W—4 T,
<public-ip-address> %, 2> Y —ANOLEE LAV AX L ADIP T RLVATY,

PuTTY Z{EA L 7= ASAV 1 >~ R & U A ~DEHE

PuTTY Z{#H LT Windows 3 AT L35 ASAv A » A X o AT HI1CiE, ROFNELZE
ITLET,

ATv 1 PuTTY B & £,
ATw 72 [ATTY) (Category) | XA > T, [EvyI 3> (Sesson) | Z&INL, KONEEZANLET,

cRAMRBFERFIPTFLR

<username>@<public-ip-address>

ZZ T,

<username> (X, ASAv A Y AHX L ADL—H—4TT,
<public-ip-address> X, TV —ANPLEEG LAV AZ U AD/RT Y v 7 IPT RLATY,
e R— bk 22

- EEfE 2 A 7 SSH

ZFv 73 [HTT) (Category) ] ~1 T, [Window] Z /2R L, [Z# (Trandation) ] Z 3R L%,
ATy 74 [JE—FXFtEY + (Remotecharacter set) | Kn v 77X U 2 hC, [UTF-8] Z&R L £,

Linux XN—ADA LV AR L ATT 7 )V O r— /L EILZUTF-8 T4, ZiUuZ Ly, PuTTY I XR L o —
NEHHTDE ) ICRESNET,

AT 75 [AF T (Category) |31 > T, [## (Connection) ]. [SSH] DIEIZEEEI L. [FBEE (Auth) %27 U v
7 LET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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B v EEmRLEASA (L8 R ADES

ATy 76 [BB (Browse) |27V v 7 LT, MEXF—ZEIRLET,
ATy 77 [B< (Open) |27V 7 LT, EyvarzthLEd,

A AL RS T T D alE. V= A"—OFRA RF—=RL I X VICF v v 2 R THRN
(the server's host key is not cached in the registry) | &9 X v v —UNFREINDZ ENH Y 3, [IEL
(Yes) |#27 VU > 7 LT, Hhiahift LET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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Google Cloud Platform ~® ASAv O R

Google Cloud Platform (GCP) |Z ASAv Z3E A T& £,

« GCP ~® ASAv DEFIZOWVWT (217 ~—)

« ASAv & GCP DOHI#RSEM: (219 ~—)

* ASAV BEWNGCP ODH A K7 A > EHIIREE (220 ~<—)
*GCP LD ASAV D F v U —27 hiRa Yol (221 <—)
* Google Cloud Platform ~® ASAv O JER (221 ~—)

e GCP FD ASAV A V AHF L A~DT 78 A (225 _—)

«CPUEHRE LAR—F (227 =)

GCP ~®) ASAv DERFIZDL\T
GCP #4255 &, Google CLRILA Y7 TA NIV F ¥ TT 7Y r—a, Web¥A b
- REMEE, B, BLWIKETEET,
ASAVIZ, MEEASALRILY 7 b =T #F7LC, I 7+ — 57 7 7 ZITBWTHEIFE &
DEX= VT HEREERMIELET, ASAVIZ, X7V v/ GCPIZEBATE T, TORREL
1752 LT, BB E Eblcer— g UARER, BK., £33 7 FTAEREB L UMW
Br—At o X —DU—rn— RKeffg#EcxFEd,
GCP Y VB A TDHYKR— b
ASAv D =—X|ZHDE T Google AR~ > DX A TS LY A XERINLET,
ASAv X, TROIFINI, N2, BXQRa v v a—TF 4 7 HiE{L C2GCP v v # A TP R—
FLTWET,

KU:YKR—btEhdavEa—T1 o IREEIIVEA4T

aVvEFa—FT« UORHEILEY B
vuRAT

vCPU »>EY (GB)

c2-standard-4 4 16

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



Google Cloud Platform ~@ ASAv 0 E 5 |
B scr~oaswommonT

AVvEa—Ta U RELY |BHE
B4 T
vCPU »%E' (GB)

c2-standard-8 8 32
c2-standard-16 16 64
®25: Y R—rEhdRARAYI V84T

K% E ) B

vCPU »%1) (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highcpu-16 16 16
n2-highmem-4 4 32
n2-highmem-8 8 64
n2-highmem-16 16 128

s ASAV IZIE, D7 Eb 3 oD, X —T oA ANRKETT,
o AR — F EN D vCPU D KT 16 TT,
e AE Y b~ v A A TIEVR—FENTWER A,

a2 —H—|%, GCP TT7 h v h&AER L. GCP Marketplace ® ASA IR~ 7 A 7 o 4 —/b
(ASAv) BN ZFEFI L CASAY A U A X U A %EEI L, GCP~ Y U ¥ A THFEIR L £,

C2avEa—T4VImREIEYI V24 TDHIREIE
I a—TF 4 TR C2 v B A AT, ORI H Y F1,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K
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asav & 6ep opiest

s ALV a—T 4 T REEY AT TR, V=Y a VKRT 4 A 2T E R
o FEREIZDOUWTIX, Google @ K3 = A 2 b [Adding or resizing regional persistent disks
ZZRLTIZEN,

WA~ U EATRBIOAT VKb~ v H A T LR R DT 4 A7 HIRSHEA S E
T, FEABIZ OV TIX, Google @ R = A | [Block storage performance] 2 L T 72
é l/ \O

e~ =) =g U TORMEATEET, FHFMIZOVTIE, Google® R¥F = X |k

[Available regions and zones] % ZMR L T 72 &\,

« =D CPU T v b7+ —LTORMEPTEET, FEMICOVTIL, Google D F¥F = X
> b [CPU platforms] Z#ZML T 7ZE0,

ASAV DN D +—T VA=

ASAVIE, HAEMITIESNWTRAR D ANV—T v b L~yb & VPNERfIR & $2t 5537 4 —
VU ABER T A B AR AR— L TWET,

INTH—IVRABERE |1 VRAVR24T | L— MR RAVPN v < 3 Ul
(27 /RAM) R
ASAv5 c2-standard-4 100 Mbps 50
4 27/16 GB
ASAv10 c2-standard-4 1 Gbps 250
4 =27/16 GB
ASAv30 c2-standard-4 [2 Gbps] 750
4 27/16 GB
ASAv50 c2-standard-8 7.6 Gbps 10,000
8 277/32 GB
ASAv100 c2-standard-16 16 Gbps 20,000
16 = 77/64 GB

ASAv & GCP MRS

« https://cloud.google.com T GCP 7 # v > h &/EK L £9°,

*GCP 7u v =V FEER LE T, Google KF¥ = A h® [Creating Your Project] % Z:H#
LTLIEENY,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms
https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project

Google Cloud Platform ~® ASAv DB |
B ssavssvecoria 54U LIREE

« ASAV ~D T A & U AfH ., ASAVIZT A B U R EAHET 5 E TIX, 100 [EOEHE L 100
Kbps D A)L—"7" s DBHNHF A SN HMERET— R THEITENET,  [Licenses: Smart
Software Licensing] Z#ZM L T30,

AU B —T A ADE:

EHA L H—T = A A ASDMIZ ASAY 5T A =D SN, T T4 v D
WIEICIEEATE 8 A,

A L H—T A A NEIAR A MZ ASAV 25T A0 S ET,
A L H—T A A T ASAYV HRNT ) v Xy MU= CEER T D OIER S
*7,

o WG /NA

CASAVIZT VB AT B0 T7 ) v 7 IP,

« ASAV ¥ AT KEMHIZOW T, Cisco ASA O A HAME [HFE] 22 L T 2 &0,

ASAVv EXUGCPDAHA K5 A4 U EFIRREIR

HR— b Ih DR

GCP L ASAv 13, ROMREZ TR —F L THET,
*GCP AT T A X— K27 F 7 K (VPC) ~DJEpHH
o f URAZ U ABTY FK 16 fHD vCPU
=Ty RE—F (F7H+/1 1)

« 74k A BYOL D&% HR— b

HR— b ST LR
GCP LD ASAv (X, ROBEREZ YR —F L THEEA,
* [Pv6
e AVABZ LA LAULD IPYV6 BREIL GCP TIEHAR— S EtA

o 10— RNTZ BTN IPY6 HEft & S 1T AL T IPVA R TGCP A VA H AT ¥
VCEET
e Uy VIR T L— A
* ASAv XA 7 4 7 HA
« HENZ Fr—/1

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K


https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Google Cloud Platform ~ 7 ASAv O R
GeP L AsAv Dy k7 —4 bk vosl [

e NTFUARRT LU NAVITA VIR YT F— R

GCP LD ASAVD xRy kT—0 M RA DD

WOKIL, ASAvVH D3 >DO% 7%y b (FE, WE. #M5) 28 GCP NIZERE STV B /L—
TYRTFAT U4 —/LET—RDASAY DHEIRER v FU—27 FARB 2R L TWET,
52:GCP EEAT D ASAv D15l

f‘) o
LIII"'-.\ VI P Rulas
VIPC Nebwork [ LR -
192.168.0.0/24 192.168.2.0/24 J_o GP ROU THOM
ath inati 192.168.3. 4
SR othD th  Gigor0 (Inside) * Destination 92.168.3 DIIQ
L Mext Hop IP of ASAv Gig0/f0
N H M “““I‘:'I':. FW Rulas
YT J_e GCP Route Table
ath’ Destination | 192.168.2.0/24
Management: thz | BGigoi (outside]]
ASAv can be managed via ASDM. Port 443 1T 9 Mext Hop IP of ASAv Gig0f1
needs to be opened for https connection.

Google Cloud Platform ~® ASAv O B

Google Cloud Platform (GCP) (Z ASAv #EATX £7,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}
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B veeroro—vonm

VPC v k7 —2 DIER

ATy I

ATvT2
ATvT3
ATvT4
ATvT5

ATvT6

ATy T17
ATv78

18 BRI
ASAV DN TIE, ASAVEZH AT HRNZ3DODOR Y MU —7 ZAERT HMERH Y T, £
=23k EBY TT,

cEHY TRy OB VPC,

« WEBY 7 % » s O VPC,

« SMEH TR v b DIMER VPC,

IHIZ, ASAVEZIIRT D N7 74w 7 7 —%F T 5L CV— T —7 L EGCP 7 7 A
T M=V ERELET, V= T =T E T AT T h—b—LiE, ASAv BIKIC
HESNTNDHOETRNZ > TWET, BT 5%y hU—27 EHREIZIE U T, GCP/L—
FNT—=TNET AT U= NN VAT ET, [GCP EDASAVOXR Y FU—2 |
AarYOF (221 N—) | ZBRLTIIEIV,

GCP =V —/LC, [Networking] > [VPC network] > [VPC networks] %2 L, [Create VPC Network] % 7
Uy 7 LET,

[Name] 7 « —/L RIZ, VPC X U —27 D0 0T WARTZ AT LET (f : vpe-asiasouth-mgmt)
YT Ry METE— KT, [#AHX 2L (Custom) |27V vr LET,

[New subnet] @ [Name] 7 1 —/V N2, #b)7e4 /14 AJJLET (# : vpc-asiasouth-mgnt)

(i (Region) | ke v & U A MG, BEIICHEL/ZHKAZRIRLET, 3 0%y hT—27 13T
RCECLY =V a v NIZHLIMERDH Y £7,

[IP address range] 7 4 —/L KT, &HDFy U —27 DY 7 % % CIDR B (10.10.0.024 72 £) TA
HLET,

ZOMTXTORETT 74NV OFEET, MERK (Create) |27V v 7 LET,

AT T 1 =T EEVIKLT, VPCDFEY 2 50Oxy bV —7 Z/ERL £,

274 T7 94— I)LIL—ILDIERK

ASAVA VAR ADRETIZ (SSHEB X OHTTPS it & 7F Al 4 5 7-012) HHA v X —7 =
AADT 7 AT U — = VEEHLET, GCP LD ASAv A » A X ZADIERL (223 ~—
V) EZRLTLLIEIN, BTN L T, NEHBEIWNEA v —T oA ADT7 7 AT U+ —
NWIV—VEAERT D L b T ET,

ATYT1 GCP a2 Y —1LT, [#vy hT—F 2% (Networking) ]>[VPC #*v kT7—% (VPC network) [>[Z7 74

T oA—IL (Firewall) Z&®IRL, [Z7A4T24+—ILIL—ILDERL (CreateFirewallRule) 1 %7 U v 7
LET,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K



| Google Cloud Platform ~ 7 ASAv O R

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17
ATvT8

GeP £ ASAv 1 v 252 220tk [

[ZBT (Name) | 74—V RIZ, 77 AT U4 — =L Dbn) 0T WARTZ A LEST (f
vpc-asiasouth-inside-fwrule)

[Network] K2 X7 U ARG, 77 AT U —b—VZ{ERKT 5 VPC Xy MU —27 D4R &
WL FEJ (#: asav-south-inside) .

(2= b (Targets) | Ky FX T U RAINSL, T7 A7 U4 — W —) VI RERA T a V%
BILET (] : [Ry FT—VADTRTDA A2 X (All ingancesin the network) 1) .

[E{E5T IPEE (SourcelPRanges) | 7 1 —/L FiZ, EETLIP 7 FL 2D#iH% CIDR JERTAH L+
(51 : 0.0.0.0/0)

FZ 742713, ZRHDIPT FLAFEHNOEFEITLN D DHFFAI S ET,

[FA k3JL&R— b+ (Protocolsandports) ] N T, [HEEShf-TA Fa)L&R— b (Specified protocols
and ports) ] Z =R L £,

X2 T 4 — L ABBMLET,

[fERk (Create) 1227 VU v 27 LET,

GCP LMD ASAV 4 > R A 2 ZADYERK

RATvT1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATy T1

ATvT8

ATvT9

ATv 710

PLUFOFNAZFET L T, GCP Marketplace 7> LM S 415 Cisco ASA R 7 7 4 70 4 — /b
(ASAv) ZfEHI LT ASAY A VA X U AZBALET,

GCP =Y —Zn 74 LET,

FEHF =3 AZa—D >[X—47vy T4 R (Marketplace) |27V v 7 LET,

~—% v b7 LA AT [Cisco ASA virtual firewall (ASAv)] ZF L T, fEZER L £,

[Epk (Launch) 1% 727V v 7 L&,

[Deployment name] TA ' A X L AD—E D4R ZFRE L E T,

[V — (Zone) | CASAv ZEANT LY — U ZRINL £7,

[Machine type] T2~ v & A FHBRIRLET, Y AR—FShDd~vv o Z A4 T7D—EIZHONTIT,
GCP ~® ASAv DJEBIIZOWNT (217 %—Y) #ZHLTLIZE,

(A7 a>) [SSH key (optional)] ¢ SSH F—XT7 LA —Z 050 £ F 9,

F—_T L, GCP BMREFET DAMF—L | 2=V —DRRETLIMEX—7 7 AL THRESNET, Zh
b —fEIEMT 2L, A UV AZ AR BITHERTEE T, =TI, VA F U ADEEREI T
LBl BTBEMOGINIRT L T Z3 0,

ZDAVAZLALT VAT HIcdDTaT e NEKD SSHX —%FF [T 507 0y 7§ 5k iE
RLUEJ, Google KF = x> I [Allowing or blocking project-wide public SSH keys from a Linux instance ]
ERBLTIEIN,

ER) [EE#hAZ U7 I (Startup script) ] T ASAv O 0 H AR ZHEE L £7, day0 ki, ASAv
OYIEI LB S E T,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys

B scr toasav (x5 x0ER

ATy 71

ATvT12

Google Cloud Platform ~® ASAv DB |

Wi, [BEIRY )T+ (Startup script) 1 7 4 —/V RiZa B — L CREY fF17 % 2 £ 3 CTE 5 day0 ko

BlzRm L £T,

ASA 2= ROFEMIZOWTIE, TASARR T A K] BIOR TASAz~ 2 R 77 LR ] #5R LT

<TEZEvy,

£ ZOFNETRA L EAE—TEHAE, P FA—F 4 OF XA N2F 1 F E IR
YYrTAZ YT b EBREL T, BT —2Piik L, #EL)72 Unicode L7 & HIFRY 5 02

NV ET,

!ASA Version 9.15.1
interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8

TV am T ENDET A AT FRIZOWVWTT 7 44 b ® [Boot disk type] & [Boot disk size in GB] % #f

FFLET,
[Network interfaces] TA ¥ —7 = A AZRELFE T,

L] ,/fé:ﬁ
* inside

* outside

GE) AV AR ABER LB TIE, AV AX LA v A —T oA ABBEMNTEEHA, i
Bl A B —7 = f AR TA VAL ABERR LTS AL, AV AZ  AZHIBRL, #@Y)

A F =T 2 A AR THEAER T 2 B E N H Y £,

a) [y rT—2 (Network) | Ky 7 ZwUZX ivn, [VPCnetwork (VPC Ry U —7) ]

(vpc-asiasouth-mgmt 72 &) Z 38R L £,

b) [4MERIP (External IP) | ey 7 XU R MnD, @47y a r23RLET,
BHA B —T A AT, [PMBIP 267 = A F/L~~ (External IP to Ephemeral) ] %% L £,

B LU A v —T = AT, I 7 3 T1,

Cisco BSE X1 ) TARET7TISAT VR (ASAV) 916 REZ— b7 v THA K


https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
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GeP Lo AsAv 1 > 252 v 2A0T7 22 [

¢) [7€7T (Done) 127 Vv 7 LET,
ATwF13 [Firewalll T7 7 A 7T U4 —/LL—/L &AL £,

AV A—FY EDEDTCPR—F 2D 574 9O %HATSH (SSH 7Y 2X) (Allow TCP
port 22trafficfromthelnternet (SSH access)) | F = v /7R v 7 A% AN LT, SSHEFHFAILE T,

s [Allow HTTPS traffic from the Internet (ASDM access)] &= v 7 7R v 7 A% A2 L C, HTTPS e
FFAlLET,

ATy 14 [ (More) |27V v 7 LCba—%ERML, [IPEXE (IPForwarding) 12374 > (On) JIZRE I
TV Z LB LET,

ATwF15 [BBE (Deploy) 127V w7 LET,

GCP 2> Y — /LD [VM A > A X A (VMinstance) | N— Vb A LV AX L ADFEMER I LET, A
VAR AEAREIEB I OB T SO ONEIP 7 KL A, AP T KL A, BLOay be—Lnk
TRENET, WETIEAIX., AV AF U AEEILTHILERDY 1,

GCP LD ASAV A Y RBZADVAANDT VR

EBAFIZ SSH (ARN— bt 22 #8H D TCP 84ft) 2Rl TD57 7 A4 T U 4 —Lb— /LB TIZHL)
LENTWD Z EZFER L ET, AT OWTIL, GCP LD ASAv 1 A% o ZADERL (223
N—=) EBZRLTLLEEN,

DT AT I F—INN— LD ASAV A L AH L ASNDT 7B ANAREIZ/R Y . IRDFF
EERFHLTA AR A X ET,

« S5 1P (External IP)
« ZDMDSSH 7 T A T v b EZITY— Ko—F Y — )1
YT — )b

*Gcloud 2~ K7 A

FEHEIZ DUV T, Google R = A h® [Connecting to instances] #ZM L T 720,

\ )

GE) FBoHMAEKTRELZn A IEREMEHT 20, A4 AKX AOREIRFIZVER L 72 SSH
F—RT7EFEHLT, ASAV A v AF A lzal A TxET,

SERIP Z{ERA L1= ASAV 1 2 AR 2 AAND S

ASAvVA AHZ AR, NERIP EAMERIP NEID B ConEd, FERIP 21 H L CASAvA
AR AT VB ATEET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


https://cloud.google.com/compute/docs/instances/connecting-to-instance#console

Google Cloud Platform ~® ASAv DB |

B sstzmmLrAsA 1 o8 U 2~D S

ATv T

ATy T2

ATvT3
ATvT4

GCP=2» Y/ —)VC, [AYEa—T42J TP (ComputeEngine) 1>[VM A VX4 X (VMingances) ]
IR E7,

ASAVDA Y ABZ 2% 7 U w7358, [VM A VREVADFM (VM instancedetails) | ~— 735
TET,

[5¥# (Details) 1| # 7 C, [SSH] 74—V RO Ku v FE I A=a—% 27U v LET,

[SSH] Rry 7 XU A=a—hb, BHOA TV a v 2siRLET,

WD EZFEH L TASAVA VAKX VAT CE £,

« ZDMDSSHZ 747 v MEIFY— RAN—F ¢ Y — b I DWW T, Google R¥F = A h D
[Connecting using third-party tools] #ZM L T 7Z& 0,

GE) FORHHBRTHRE L 7 A UEREMERAT I, A AX o AOEEIRFZ/ER L7 SSH
X—RTEHH LT, ASAVA LV AZ R lZul A TxFET,

SSH Z{#EFH L1=ASAv 1 > XA U A~DEHE

AT

ATy T2

UNIX A Z A VDY AT LD ASAv A A X v AT 51Ci%, SSHEFEHA L TA A H
vARRZu A LET,

RDOa~y REfERLT, 77 A NVOMREZREL, BRRETNR7 7 AV EHAARNLD KO LET,

$ chmod 400 <private_ key>

ZZ T,

<private key>lX, 77 BRTHA L AZ AT ONTMEX—2EZLT7 7 A VDT NIRR L
AHTTY,

AVABURZT 7B ATHITIE, RO SSH 2w > REMFHALET,

$ ssh -i <private_key> <username>@<public-ip-address>

T,

<private key> X, 77 BATHA L AZ L AIZEHEMIT ONIMEXF—Z2EFLT7 7 A VDTN L
AEITT,

<username> X, ASAv Af VAKX LV ADZ—W—4 T,

<public-ip-address> (&, 2V —ADLEG LAV AXZ L ADIP T KLVATT,

B CiscoEREEF1UTFARETTSAT7 VR (ASAY) 016 R4 —h7 v THA K


https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
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SUFLILY—LEERALEASA A Y28 o Z~0ESE

DYTFILaAVY—ILEERAL-ASAY A4 VR A O AANDER

ATYF1 GCPary Y —1 T, [AVvEa—T4 25 IT2PY (ComputeEngine) 1>[VM 4 > A3 VR (VM ingances) ]
IR LT,

ATV T2 ASAVDA VAL L AL H TV w7358, [VM A4 VRB VU ZADEEM (VM instance details) | ~2— Y 23B
TET,

ATv 73 [ (Details) | ¥ 7 C, [PUTILary—IL~D#E#H (Connecttoserialconsole) | %7 UV v 7 LET,
FEAMZOWTIE, Google RF¥ =oAL hd [T aryy— LR EY | 22 LTIIEIN,

Geloud Z{EA L7T- ASAV 1 > X 3 2 AADIEK:

ATYF1 GCPary Y —1LTC, [AVvEa—T4 25 IT2PY (ComputeEngine) 1>[VM 4 A A2 VX (VM ingances) ]
IR LT,

ATV T2 ASAVDA VAL L AL H TV w7358, [VM A4 VREVZADEHM (VM instance details) | ~2— 3B
TET,

ATv 73 [ (Details) | ¥ 7T, [SSH] 74—V KD K Kay T X A=a—%7 ) v LET,

AT 74 [gloud A< KEFRT (View gcloud command) ]>[Cloud Shell T%4T (RuninCloud Shell) 1227 U » 7
LET,

[Cloud Shell] # —XF /D ¢ RUBRHEET, FEMIZOWNTIE, Google RF¥ = A2 hdD lgeloud 2+
RZA4 20— OE] | BEO lgcloud compute ssh] #ZH LT Z X0,

CPUERZER L LKR—F

CPUEAIR L AR — M, /€ SRR &= CPUDEIE D ER N FRENET,
BE., I T7IEE— 7 BLAMCITEEH CPU BEDOR 30 ~ 40% TEIMEL., v— 27 BRI 60 ~
70% DEETEEL 7,

ASA Virtual ) vCPU {E A=

ASA Virtual ® vCPU EHIZRIZIX, 7 — X /NA HlHFAA b, BLOSNE T oA CTEHS
NTW5D vCPU ODEDRFERENE T,

GCP T#i% &5 vCPU 121, ASA Virtual (FHRICMEZ T, RObONREENE T,
* ASA Virtual 7 A R/LHEHE

» ASA Virtual = ¥ 2 Sz %SYS A —/N—~ v K

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}


https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh
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B crusm=z0s

« vSwitch, VNICE X UpNIC DI Z B8 T 537 v ROF— =~y R, ZOF—/3—~y
NIFFEFRICRELSRDGENRH Y £7,

CPU e RAZE D!

CPU fE HHEROMEFHEF R AL Z R 5121, showcpuusage 2~ > R L £,
i

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
et STz vCPU OFE RN RIEIC SR 72 5B 2 ISR L £
+ ASA Virtual LR — b : 40%
*DP : 35%
ST A 5%
* ASA (ASA Virtual L'A"—K) : 40%
cASAT A RV AR—V 2T 10%
o ==y R 45%

==~y KX, A =3 PHERED ST, 38 KXY vSwitch Z [ L 7= NIC & vNIC Df#]
DRy MEREIHEH S TOET,

GCP CPU A& L KR— k

GCParyV—NVTAVARZ L A% V7 L, [E=%U 7 (Monitoring) | ¥ 7% 7 U v
7 LET, CPUMHERFRRINET,

Compute Engine Ti&, Kt —= 7 AR — MEREZ T L T, Compute Engine O FIHRBLOFE
#H L AR — b % Google Cloud Storage /37 > MIT 7 AR — hT&E9, FEARILL A — M,
U V—A @ﬁ?ﬁ%ﬁf’aﬁ&jﬁé?é%i&#%ﬁéﬂi@”o 7LC <1: ili\ 7013 C/vI 7 }‘ WTHZ—standard—ll
RUUEATEEITLTVDVMA Y RAZ L ZADHE, KA v AE 2 ADFEITHE 2 R TE
ET. KBET 4 A7 DA B L— Y AN—2R, Compute Engine D OHEREIZ BT 2 fif# i
TEET,

ASA Virtual & GCP D455 7

ASA Virtual & GCP D EZIE CPU % OEEIZE VDR H Y F9°,
« GCP 7' 7 7 O¥fllZ ASA Virtual DFfE LV I k& <20 £,
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https://cloud.google.com/storage

| Google Cloud Platform ~ 7 ASAv O R
AsA Virtual & 6P 0557 [

« GCP TIX Z OfEIX %CPUusage] & FEEAL, ASA Virtual TidZ OfElL [%CPU utilization
EMEEIET,

FH5E [%CPU utilization] & [%CPU usage] (IBIDOHDZEHRL TV ET,
« CPU utilization IZ. #FL CPU O ERARA L £9°,

* CPU usage |5 CPU DA RX—=RA L w7 o U ZITESWIZFmEE CPU OFEHE M2 24t L £
T LML, 1 2O VvCPU ODABMEAEIN D7D, ~NANR—RA L vT 0V TITEEL F8
/\-/O

GCP Tl [%CPU usage] 1Tk D X HICitE SN E T,

T 7T A TV SV ARAR CPU O, W REZ: CPU OB RHIXT 5EIG & L TIRES
£,

ZOFEIF, RAMPLRAZCPUMARTHY, AN IRXL—T 4T VAT AL R
CPUEHETIIH Y A, T2, ZIUIEE~ T THEHTEEZR T X TORIE CPU DY
CPU =Rz 0 77,

7o & 203, 1EORAE CPU 244k L7 1 DOAE~ 5, 4 O CPU 258 L7 1 &

DFEANTIITENTEY ., 2O CPUMHAEN 100% D4, AR~ 1L, 1 EO%E CPU
T _CERALTWET, (KA CPU OfEARIL,  TMHz HALOM =R /548 CPU O x 27
JERE) L LUCEE SN ET,
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B Asavirtual £ 6P 555
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OpenStack ~0 ASAv ) &R

OpenStack (Z ASAv Z#E A TE £,

« OpenStack ~® ASAv DERHIZOWNT (231 <—)

« ASAv & OpenStack DHIFESM: (231 ~X—)

« ASAv 3 L U OpenStack D H A R 7 A > EHIRFEE (232 *—7)
* OpenStack D (233 ~X—)

* OpenStack 0 ASAy D x> FU—7 kAR P Of] (235 *—)
» OpenStack ~® ASAv DJER (235 ~<X—)

OpenStack ~® ASAv D ERHIZDUNT

OpenStack BE5E1Z ASAv Z /BB T& £9°, OpenStack (%, X7V v 27 757 R T T A _X—|
JI7YURD, 77U RaAryCa—T 47 77y N7 A —LEBEBIOEET DD
HWOY T Ry T Y=L T, KVM A N—=3 1 P L BEICHRE SN THNET,

ASAvV I IZxtd 5 OpenStack 77 v N 7+ — LDV R — "GN THE, A= V=R T TF
U RTTy hT7r— LT ASAy ZFE{TTEE T, OpenStack 1L, KVM /A 73—/ 2 H]
LT Y —2AZEB L £, ASAV 7 31 AT, KVM NA = _A FTFTlz¥HR— b

SNTWET, L7 ->T, OpenStack DV R — M EFNZT DD —F NNy r—UR
NI ANRZBEMNMT H0ETHY £H A,

ASAv & OpenStack DRETIRE

» software.cisco.com 2> 5 ASAv qcow2 7 7 A /L& X 7 v — KL, Linux 8 A MIHEMH L E
R

http://www.cisco.com/go/asa-software

« ASAv [X, A —7"> Y —A®D OpenStack E&5% & Cisco VIM & BEXI 42 OpenStack ER5% T D &
fZYR—FLET,

OpenStack DA K Z A ZfE- T OpenStack BREE 2t v b7 v 7 LET,
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http://software.cisco.com
http://software.cisco.com/download/navigator.html?mdfid=279513386

OpenStack ~0 ASAv DER |
. ASAv 3 & Uf OpenStack DH A K51 > L HIREBIE

o A —7 YV —A@ OpenStack NF¥ = A FZZML T EEW,

Stein U U —A : https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/
overview.html

Queens U U — X : https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/
overview.html

* Cisco Virtualized Infrastructure Manager (VIM) OpenStack ® R = X > | (Cisco
Virtualized Infrastructure Manager D~ == 7 /L, 343 ~345) &ML T 7EE0,

« ASAV ~D T A & U AfH ., ASAVIZT A B A EAHET 5 E TIX, 100 O E 100
Kbps D A/L—""> N DOHPFFA] S HHEIRE— FTEITEIET, [Licenses: Smart
Software Licensing] Z#ZM L T I,

oAV E—T = A ZADFN:
EHA LA —T (A
s NHB LN A v F—T =4 R

o WG /NA
EHA L H—T A A ASDMIZ ASAV 5t T A - OIER &, b T 74 w7z
IEHTEEEA,
cNIpA v B —T A A (WIE) : WA A M ASAY 245 A1l <N E
KR
A L H—T A A (WA ASAVENRNT U w7 Xy NU—ZIZHERIT D20
ERENET,
« BIE/NA

CASAVIZT VAT BT T7ua—T 4 7 1P,

e FIR— FENTUWAB ASAV D/ —T g v
« ASA 9.16.1

* OpenStack D EAEIZ DOV TIX,  [OpenStack DEAf ] #ZHL T 7EE 0,
¢ ASAV ¥ AT KEMEIZOW T, Cisco ASA O HH#ME [#3E] 2B L TL 72 & 0,

ASAv 5 & U OpenStack DA K54 > EHIBREIE

YiR— k Ih HHEE
OpenStack 0 ASAv [ZIROEREZ AR — F LE T,
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https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

I OpenStack ~@ ASAv O & Fd
OpenStack O E {4 .

 OpenStack BRIED T L B a—T7 4 7 ) — R TIATIIL TN D KVM /A 23— 3 D
ASAv O JE B

* OpenStack CLI

e Heat 7> 7 L — h_X— 2D FEHH

« OpenStack Horizon % > ¥ =2 4" — K
=Ty RE—=F (F74/})

« 7 A4k A BYOL D&% HR— b

« CLI 3 XUV ASDM Z i ] L 7= ASAv D4 B
+ KZ A3 : VIRTIO, VPP, i & T SRIOV

«IPv6 (/N—3 = 2 9.19 LIFE)

YR— b SN OHEE
OpenStack F?D ASAv IZEL T AR — K LEHA,
« HENR 7 —/1
* OpenStack Stein U J —2 & Queens U U —ZALLS D OpenStack V U — 2

« Ubuntu 18.04 /3—<° = > & Red Hat Enterprise Linux (RHEL) 7.6 MAAD A XL —F ¢ 7
AT A

OpenStack &4

OpenStack BR5i (%, VA —FSNTWVWHEN—RY =T Y7 MY =27 OROEHIZHER L T
HVERHY FT,

R”6:N\N—FIzT7ELVYIT LI TOEHR

AT HiR—rEhd/N"—Tar  |FR

P UCS C240 M5 2 5D UCS Pr— " — % HELE L
%9, os-controller / — K &
os-compute / — NiZ 1 5FD

<,

HK VIRTIO. IXGBE. 140E PR —FINTNE KT AN
IRDERY TH,

FR—F 4 VTV AT A Ubuntu Server 18.04 Tk, UCS H— "—THELE
SNTWD O0S TY,
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. OpenStack DZE 4

OpenStack ~0 ASAv DER |

Rl

HYR—bENEHNN—Tay

pE T

OpenStack /N\—3 3 >

Stein U U —X

X F ZF 72 OpenStack U Y —
ZDZEHZHONTIE, "D
URL # B L TL 72 &0,

https://releases.openstack.org/

5= 27: Cisco VIM Managed OpenStack 0/

\—FOIFEVI VI TDEY

AT3Y

YR—brEhdN\—D3

P T

PN N K = T

UCS C220-M5/UCS C240-M4

os-controller / — K Z &2 3
3. os-compute / — FIZ2 &
BT, 5HB0DUCS Hr—r—
HESEL 9,

K< A4 s\ (Drivers)

VIRTIO, SRIOV, B XTVPP

YPR—FSNTVD FTAN
IFRDEFBY TT,

Cisco VIM X"— g

Cisco VIM 3.4.4
PR — SRR

ANV —=T YT VRAT
2\ - Red Hat Enterprise
Linux 7.6

* OpenStack /N\—37 =3 > -
OpenStack 13.0 (Queens U
J—2)

POV, A AR
AT TARNTIF ¥ ~F%—
VXD RF AL 343~
345 2L TLIEEW,

X F X F 72 OpenStack U Y —
ADFERZ DN T,
https://releases.openstack.org/ %
ZHRLTLIZE Y,

Cisco VIM 4.2.1
PR — b5

AN =T 4 T VART
2\ - Red Hat Enterprise
Linux 8.2

* OpenStack /X\— 2 > -
OpenStack 16.1 (kLA >
Jyy—=)

FEARICOW TR, A AR
AVTTARNT I T v v F—
YD RF AL 21 S
LT EEn,

& F ZF 72 OpenStack U Y —
ADFERNZ DN T,
https://releases.openstack.org/ %
ZRL TSN,

53:0penStack 75 v k7 —L kRO D

OpenStack 77 v N 7 +—2A bR B VX, 2 5D UCS H—/3—TO—fA)72 OpenStack &~ b

Ty T ERLTNET,
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https://releases.openstack.org/
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://releases.openstack.org/
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://releases.openstack.org/

| OpenStack ~m ASAv RS
OpenStack £ ASAv D+ k7 —4 RO S DB .

KeyStone Nova

Neutron networks

MNeutron networks

=1

OpenStack £ ASAv Dy kT — kR DA

WOKIL, ASAV HHD 3 S>OH 7 x> b (EEL, WNEE, 4MH) 73 OpenStack WIZFEE LT U
BN—T v RT7 74T 4 —)LE—ROASAVOHERELR Y NT—7 bR V&2 R L TWET,

54 : OpenStack ~0 ASAv DE Al

LY

& OQutside — Network \

Inside — Netwaork /
40.40.3.0/24 40.40.4.0/24
|n3ﬁe ath0 Gig 0/D Gig 0/1 ath0 OlltSide
40.40.3.27 40.40.3.20 40.40.4.24 40.40.4.27
Ubuntu o Ubuntu
Mgmt 0/0
40.40,1.25
Route Table (Floating IP) Route Table
Destination | 40.40.4.0/24 Destination | 40.40.3.0/24
Next Hop 40.40.3.20 Next Hop 40.40.4.24

OpenStack ~ ASAv O E R

A TIE, ASAVZ BT 57200 7LD Heat 7 7 L— b &AL L TV ET, OpenStack
AT ITARNT I F DY Y —AEEKTHFIEIL, *y hUV—27 73y b BLOW—
BA L HE—T 2 A ARVERT H72DIZ, Heat 7> 7' L— b (deploy os_infra.yaml) 77
ANVTHES SNE T, ASAv DEFFIAIIR ENIZROE IS NET,

* ASAv qcow2 A A — % OpenStack Glance —E R |ZT7 v 7Fr— KL ET,
e Fy hNT—T AT TARNT I F X BERLET,

Cisco BHEEF1 ) FARE7 IS4 7R (ASAV) 916 22— 7 v TH4 K ||




OpenStack ~ 0 ASAv O &R |
B openstack ~ AsAv 1 x—S07 v TO—k

Xy hU—7
A ST
N—H A A =T A A

« ASAV A VALYV AEAERR L £7,
« 7L—N
X2 VT4 IN—F
e 7ua—7 47 IP

e fUAHF A
WO FNEZEAFH LT, OpenStack (Z ASAv % BB CT& £,

OpenStack ~D ASAV A A—T D7 vy JA—F

qcow2 - A— (asav-<version>.gcow2) % OpenStack 2> huE—5 /— RiZab—1L,
A A—T% OpenStack Glance & —E |27 v — RKLET,

18 eH B HEIIC
Cisco.com 7% ASAv qcow2 7 7 A /L& X 7 — R L, Linux 78 A MMIHEM L £9,

http://www.cisco.com/go/asa-software

)

GE¥)  Ciscocom D7 A U BI OV AT —ERAZHNMETT,

ATYF1 qeow2 A A—T7 7 A L% OpenStack 2> hu—7 /— Kica— L%,
AT v T2 ASAv A A— % OpenStack Glance —E A |27 v 7 r— KL EJ,

root@ucs-os-controller:$ openstack image create <image name> --public --disk-
format gcow2 --container-format bare --file ./<asav_gcow2 file>

ATY T3 ASAVA A—URNIERICT v e — RENT-Z L 2R LET,

root@ucs-os-controller:$ openstack image list

i

root@ucs-os-controller:$ openstack image
list+----=-=------"-"-"""""""" = - t———————- +
| ID | Name | Status

| == Fom R +

| 06dd7975-0b6e-45b8-810a-4£f£f98546a39d | asav-<version>-image | active

| == Fom R +
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http://software.cisco.com/download/navigator.html?mdfid=279513386

I OpenStack ~@ ASAv O & Fd
OpenStack & ASAY D%y k7—4 1 2752 +59F vt [

T o7 a—RLIEA A=V LEFDORAT—ZANEREINET,

RDZRY
deploy os infra.yaml 77 L —hEfiHL TRy NV—F A VT FA T I F ¥ &AE
BLET,

OpenStack & ASAVD Ry b D—9 A VT S5XA NS0 F v DIERK

1R BRI

Heat7 > 7L — 77 A VE, 7= Xy hT—7 BT Ry b, —H AL X =T A
A, X2 VT4 TN—=TN—NRE Xy NT—=T A TTANT T F v & ASAVITHLELTR
I AR—R NEERT DO ETT,

*deploy os infra.yaml
*env.yaml

ASAV N— 5 DT 7 L— MERO GitHub VR Y b U B AFTEET,
* https://github.com/CiscoDevNet/cisco-asav

| o

BE RaPT AT L —MNIA—T YV —20FE LTEELTWALDOTHY . WBHD
CiscoTAC R — M O#&FANTITHbN TWER A, T & ReadMe DFEIZ DWW TIE, GitHub
EMIICHERR L T a0,

ATFYT1 AV TTARNT IV F ¥ Heat 7 L — 77 A VR LET,

root@ucs-os-controller:$ openstack stack create <stack-name> -e <environment files name> -t <deployment file
name>

1 -

root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml

ATFYT2 AV TTANTITF ¥ AF v I BEFIHERENTZ0E > 0 EfER L £,

root@ucs-os-controller:$ openstack stack list

RDZRY
OpenStack T ASAv 1 > A X v A ZAER L £7,
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https://github.com/CiscoDevNet/cisco-asav

OpenStack ~0 ASAv DER |
. OpenStack T ASAv 1 > X4 > A DERK

OpenStack T®D ASAv 1 > X2 > R DIERK

ASAvHeat 7 7' L— h DB 7L AT LT, OpenStack |2 ASAv Z38 AL £,

188 BRI
OpenStack T ASAv Z B4 2121L, KD Heat 7 7' L — F NLEE T,

*deploy asav.yaml

ASAV N—T 5 DT S L— MIKO GitHub U RY N U B AFTEXFT,

* https://github.com/CiscoDevNet/cisco-asav

| o

EE JRapPpE#Ic2 7oL —hMIA—T Yy —R0fE LTCREL TV A LOTH Y, WEHED
CiscoTAC ¥R — b O&FHAN CIIfbh T ER A, FH & ReadMe DFNEIZ- DWW TIE. GitHub
B EMNCHERR L T2 &,

RAT9T1 ASAvHeat 7 7L — R 7 7 4 )L (deploy asav.yaml) ZJEBIL T, ASAv A > A X v AZAERK L %

ED

root@ucs-os-controller:$ openstack stack create asav-stack -e env.yaml-t deploy _asav.yaml
i

Fom - o +
| Field | Value |
Fom - o +
| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | asav-stack

| description | ASAvtemplate

| creation_time | 2020-12-07T14:55:052

| updated_ time | None

| stack_status | CREATE_IN_PROGRESS

| stack status_reason | Stack CREATE started

Fom - o +

ATY T2 ASAV AKX v 7 BNIEFIHER ENT-Z & MR L £,

root@ucs-os-controller:$ openstack stack list

1 -
| ID | Stack Name | Project | Stack
Status | Creation Time | Updated Time |
| 14624afl-e5fa-4096-bd86-c453bc2928ae | asav-stack | 13206e49b48740fdafca83796c6f4ads |
CREATE_COMPLETE | 2020-12-07T14:55:05Z | None
| 198336cb-1186-45ab-858f-15ccd3b909c8 | infra-stack | 13206e49b48740fdafca83796c6f4ads |

| None |

CREATE _COMPLETE | 2020-12-03T10:46:50%Z
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Nutanix £t T ASAv Z B9 5

Z DETIL, ASAv % Nutanix BREZER T2 FNEICOWTEB L E7,

* Nutanix T ASAv ZfEWMED 5 (239 2—20)
» Nutanix (ZASAv # JEB T 2% Hik (243 ~X—)

Nutanix T ASAv Z{# 0 \iBsH 5

Cisco HSHItEX 2 VF A RIBT 74 T A (ASAV) 1%, (AL EEICAEN 77 A4 T
U — e E R L, T2t — T T v I e VT TS NRED X2V T 4 &
ik L £,

Nutanix T ASAv # BB L £,

Nutanix TO ASAVDHA K54 > EHFIR

|

BEE ASAVIE. 8GBDT 4 AT A ML —UH A XCTREASNET, T4 RATFEDY V—REDY
TEEETLHZLITTEERA,

ASAv Z BB DRI, ROTA T A > LHIRFEZ ML L E7,

H#EE SN 5 wNIC

BT —~ o AEEDHI1T1E, kD VNIC ZBEID LE9,

VirtlO : 10 Gbps OEIEZ VAR — F LET 2, CPU VA 7 Vb MBERWERBILR Yy NT—2 R
CPUE=Y

Nutanix B2 C ASAv ZHEFES B 2 1Ci%, CPU V=V I RMETT, [CPUY =7 DAER)
. (62—) | BB LET,

Cisco BB X1 TARE7 IS4 7 VR (ASA) 916 22— 7 v TH4 K [}



Nutanix + T ASAv £ BB % |
B vuanix coasav oA K54 EHIR

N TRAZEYTAD=HDT T—)LF—/\—

T 2=V F—N—FEOEAIL, AR UL IEENE LT A v AR 52 HZTND T &
ERERL TS (F2& 2E, W OEEN 2 Gbps DHEMRFT 5 THDH Z 72 L) |

|
BEE AT AT VT AT 2ERTDEX1E, RUNEFTEASAVICT —H A L H—T = A A
ZEBMTAMLERHY F9, BECEUCA LV H—T A ANKASAVIZEMENTHS 2, JIE
FNRERDEAE, ASAV 22 ) — VLT T —NFEREN, 72— LA — — eI B LY 5 2
HAREMEN B D £,
— TR EIA

e HR—PFEINDBA Vv HF—T oA ADERKREIL10 T, 10 2B258DOA X —T x4 A
EBMLEIY»ETDHE, 29— A ovb—URERINET,

\)

GE) e T 74 FTIE, ASAVIEEI UV 7 Ry b BICEHA X —
T2 A AERNEHA v F—T 2 A AT ELET,

e Xy NI—T A H—T o2 AEEETLH L XL, ASAV T
IWNARBEFTTIZTHUERHD £,

« T 74/ N TIE, ASAVIZ, BHB Y TRy b LICEHA VX —T =4 ALNEA X —
T2 A ADMFERELF-Z EREHELE LTWVWET, @A ¥ —7 = — Z21% [TPaddress
DHCP setroute] 35V, T 74/ b7 — 7 = A I DHCP IZ Xk » TRt FE 9,

¢ ASAV IZ, 3L EDA U H—T 2 A A% L CTRADELEFIZ AT —T v 75 B0
MNHVET, VAT AT, 32004 X —Tx2—ARLTIHERINETA,

cASAVIE, T—HX T T 4 v T HIZ1IODEBEA X —T A A (nic0) EHRKIDDFR
NI —2 A H—T xR (nicl-9) OEFFI0DA L H—T A AP R —FLET,

T—=B LT T4 ITDFRy NT—=T A =T oA XF, AEEDIAFITHED T LR TEE
‘j‘o

N

GE) ASAVORY NU—7 A B —T A ZADEK/NEIL, 3 >OF—
AAH—T A ATT,

e oLV —NT IV RBADFPE, F—IF AP ——Ttelnet I L THHR— FINFET,
e FIR—FINTWABVCPU EAXFY DT A= IXDLEEBY TI,
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| Nutanix £ ASAV ZREIT %
Nutanix 0 ASAv D5 1 K51 > 4R ]

CPU AEY ASAv 75y b7+ —LDY |4V RADEAT
4 X

1 2GB IvCPU22GB (F7#/v 1) |1G (ASAv10)

4 8 GB 4 vCPU/8 GB 2G (ASAv30)

8 16 GB 8 vCPU/16 GB 10G (ASAv50)

16 32 GB 16vCPU/32GB 20G (ASAv100)

HiR— bk Sh BHHE
e —F v KE—FK (F7x 1)

e NTFUAXRT LV N E—F
~

GE) “NF ) — R I FGRAEDY—EAF=— %, FT AT LY
FE—RFTIEVAR—FEINTWHEREA,

AVF—=T2AAADFKy VU= T X7 KGRy hU—7 5idery PU—=27ICET S
LT OMEERGI ZZ R LTI Eauy,

2y RIT—OTETE|FEERRY FT—T  |BEFRY FT—Y Hae
vnic0 Management0-0 Management(0/0 Gt
vnicl GigabitEthernet0-1 GigabitEthernet 0/1 Outside
vnic2 GigabitEthernet0-2 GigabitEthernet 0/2 PRI
vnic3-9 F—X F—XH T =X
Proxmox VE £ ) ASAv

Proxmox Virtual Environment (VE) (%, Nutanix ({48~ LV 2EFEHTE L4 —7 YV —ADY—
N7 7 v b7 4 —A T, Proxmox VE [F, Web X—ADEH A L ¥ —T = A AL
L ET,

Proxmox VEIZ ASAV ZE AT A4, =Ialb— SNV U T AR — R EFFOL 91 VM
ERETDMLENHY £T, YV TNAR—FIRRNE ZZ— 7 v 77 at 2P ASAv
I—TREEIC 72D T3, TRTOEEHS A7 X, Proxmox VE Web X— A EHA X —T = A
AEEHLTEITTEET,
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Nutanix + T ASAv £ BB % |
B vuanix coasav oA K54 EHIR

\)

GE¥)  Unix ¥ = /L F 721X Windows Powershell [Z1E7L T2 Effr—F —[6)1F 12, Proxmox VE IZ{iAR
BEOTRTOaL R R—x v "Bt a3~ R I A v F—T oA ZAuit L ET,
DA RIA A VE =T oA AZNE, ATV Pz X T HTERERE & UNIX @ man
N=THADFEER X2 A MY T,

ASAv Z1EL S BREAT HI2IE, VMICV U TATNA RERET HHERH Y £,

1. A > Management Center D/ElDF /7 —2 3 > U —"T ASAv VM ZiIR L 77,

2. RE~vrOBEREAZIZLET,

3. Hardware> Add > Network Device Zi#R LT, > U 7R — MZBIML E7,

4, A~ OEREANLET,

5 Xterm.js ZfEH L TASAVVMIZT 7 EALET,

TANP—=_R=TliREE Y 8T > 7 LT 77 4 7T 5 HIEICOWTIE, Proxmox v U 7
VIR D=V ST IEE 0,

YR— b Shg L HERe

e Nutanix AHV FD ASAvIZ, A > F—T =24 ADFKy N TFTF 72 R—FLTWEHA,
ASAV DEFENRA NI o2 TND L&D, A v F—T oA A& BIMELITHIRLARVWTL
f;él/\o

* Nutanix AHV /&, Single Root I/O Virtualization (SR-IOV) % 72| Data Plane Development
Kit-Open vSwitch (DPDK-OVS) ##7AK— kL TWEHA,

)

(GX)  Nutanix AHV /%, VirtlO 2 L7247 A NN DPDK ZH%AHR— kL
F4, FEMICOWTIZ, AHV TO DPDK #48— F &2 BB L TL
&,

* Nutanix Release Notes
* Nutanix Field Installation Guide
e Nutanix CO/N— R =7 O KR— K

* Nutanix AHV T® Virtio-Net Multi-Queue # 78— k
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https://pve.proxmox.com/wiki/Serial_Terminal
https://pve.proxmox.com/wiki/Serial_Terminal
https://portal.nutanix.com/page/documents/kbs/details?targetId=kA00e000000LM7hCAG
https://portal.nutanix.com/page/documents/list?type=software&filterKey=software&filterVal=Foundation
https://portal.nutanix.com/page/documents/list?type=software&filterKey=software&filterVal=Foundation
https://www.nutanix.com/products/hardware-platforms
https://portal.nutanix.com/page/documents/details?targetId=AHV-Admin-Guide-v6_0:ahv-virtio-net-multi-queue-enable-t.html

| Nutanix £ ASAV ZERIT %
ASAv & Nutanix O > R 7 LEH .

ASAv & Nutanix O XA T LEH

ASAD/N—D 3 Y
9.16.2

ASAv A E  vCPU, BEUT A RIDYA DT
ASAV DEANIHEH SNDREDN— R =T 1%, BAINDA VAKX 2D LB
LoTHERY F9, ASAV DEA AL A1, == ETOER/NY) V—REH KT (X
FURE, CPUH. BXOT 4 A7 FR) BDHLETT,
ASAv S At R

cASAVCLI DB EF a2 U T AP —ERDTRTOITA B ABKEHRELET,

« AU ADEBRFIEOFHMIZOWNTIX, [CiscoASA a7t Fal—a A K]
D AN DA~Y—K VT T xT T4 TORE] 23R LT EN,

Nutanix DI U R—FR U R EN—T 3 Y

aAVR=—FR2 b N—o3y
Nutanix Acropolis OS (AOS) 5.15.5 LTS LAR%
Nutanix 7 7 A4 F = v 7 (NCC) 4.0.0.1

Nutanix AHV 20201105.12 LAKE

Nutanix [ZASAv Z B9 5 A%

z BRY BT

TV

7

1 ARSI A MR L 77, ASAv & Nutanix % R % 72 O Ri#ESM:
(244 ~—73)

2 ASAv qcow2 7 7 A /b % Nutanix B2 5212 | QCOW2 7 7 A /L% Nutanix (27 > 7B — R
7y Fa—RLET, (244 ~—)

3 R~ ORBRFCEA SN [ FEOHDODa Ly 7 4 Falb—al 774D
KT — 22 LT, 0 0O | ¥ (245 ~2—)

77 AN LET,
4 Nutanix (ZASAv & JEB L F 9, ASAv % Nutanix (BT 5 (247 X—)
5 ASAv ZEB) L £, ASAv DLH)] (248 ~—)
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https://www.cisco.com/c/en/us/support/security/virtual-adaptive-security-appliance-firewall/products-installation-and-configuration-guides-list.html

Nutanix + T ASAv £ BB % |
B Asav & Nutanix 2 BB 2 -0 0TS 4

ASAv & Nutanix BB T 5= DHHREHE

+ Cisco.com 7>5 ASAv qcow2 7 7 A /L& X 7 m— KL, Linux " A MIEHA L ET,

http://www.cisco.com/go/asa-software

Y

GE)  Ciscocom D 7 A U BILOV A2 —E AN NETY,

« ASA V7 N U =7 3 L O HyperFlex /A 73— 3 A FOAHMIZ OV TIEL,  [Cisco Asa
Compatibility] Z#ZM L T 723V,

QCOW2 7 7 4 /L% Nutanix [T 7 v 7A—F

ASAv % Nutanix B5EIZERH T 5 21%, Prism Web =2 > —/LC ASAv qcow2 7 AV 7 7 A )b
MHA A=V HAERT 20 ERH Y £,
1R BRI

Cisco.com 75 qeow2 7 4 A 7 7 A V& X 7 — K LET : https:/software.cisco.com/download/
navigator.html)

27w 71 Nutanix Prism Web =12V —Lica 74 o LET,

AT T2 HET A 2% 27 ) v 7 LT [RE (Settings) | X—V%2B&ET,

ATV T3 DA TA A=Y ORE (Image Configuration) 1 %7V > 7 LET,
AT w74 [UploadImage]l %7 U v 7 L7,

ATV TS A A=VEERLET,

1. A A=VOXHETEATLET,

2. (M A—VH A7 (ImageType) | KR v FHZ T UARINS, [T 4 A2 (DISK) | &R L E1,

3. [Ahb—y =z 77 (StorageContainer) | Ru v 77X U A ik, BIO a7 F2RIRLET,
4. ASAvVqcow2 7 A AV 7 7 A VOB FTEEE L ET,

URLZHELTWeb Y — =577 A VAL LR— THZLE, U= AT —2auhb 774
NET v 7e—RKTsZ L8 TEET,

5 [fR1F (Save) 1227 Uy 27 LET,

ATV T6 [ A—VORE (Image Configuration) | X—IZH LA A —UNRFRINDETHLET,
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http://software.cisco.com/download/navigator.html?mdfid=279513386
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html

| Nutanix £ ASAV ZREIT %
#0A0av T+ ¥aL—var 771 00%E [

FOBDaAY T4 FXalL—2ay I74ILD%ER

ASAv BT AENC. F OB 7 7 A NVEERFTEET, 20774 uE, REE~
DOEARHCEB SN AR ET — 25T F AN 774V TY,

FBOHDary7 4 Xal—vary 774 VEEALTCERTISHE, a2k AT, ASAvT 7/
TAT ADPMBRERKREFIT T ET,

Tr7ANTIE, UTZEETEET,
« VAT ADERA RN,
EHET AU FOFH LWERE 22— -4 L XA T — K,

DT AT T —ILET— R, HPDT 7 AT 7 —LF—F (Jb—TFTv KL=tk
SURRT LU R ZRELET,

a—ANEER L TCRERRZEHT 2 TEOLGIE. 77 AT V+— L E— RICIL—TvY
DIHIANNTEET, ASAVTNA AR =T ¥ ZHH L CEMRT 7 AT U4 —/LE— A
H=T A ARETHIEIETE EHEA,
« AN % ASDM :
* http server enable
* access-group all global

« http 0.0.0.0 0.0.0.0 management

« 77 &A U AL (Access List)

* Name-Server

T TIAT UAPEHR Y PU = TEETLZEE2FHATILIRY U —TRIE,

A\

GE)  BOROWR 77 ANVE2T v 7 ua—RKT250, FRENETFAMRYy IR ZaryTF o Yea
E— LTI ENRTEET,

ATV EBOT XA T 4 XA LT, FILWT XA T 7 ANVEVERRLET,
ATV T2 ROFPUTTRTEIIT, THFA T 7 A IMTHERDZEMAE AT LET,
51 :

ASA Version 9.16.2

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0
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Nutanix + T ASAv £ BB % |

B zoe00 7 %a—var o7 ok

ATvT3
RTv74
ATy TE

ATvT6

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level O

ip address 198.51.100.2 255.255.255.0

no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

BHIDITIZ ASA DX— g VU TIRD D XE N H Y £9°, dayO-config 1%, AXN72 ASA#ER THHILENRH
D £9, dayO-config Z kT D i 72 7iEIX, BEfFD ASA £721XASAV I L3 fTa s 7 4 Falb—va v
DORE#ER Sy % 2 B —3 5% Z & T9, day0-config NOITDIEFIZEZE T, BEFED show running-config =~ >
NN DIERF & —B L TV 5ERH Y £,

Day0-config FIREZ2 MY
« RA M
s RAAL A
* Administrative Password
A HF—T AR
«IPT7 FLA
C ASAT A4 v J— |
* DHCP H#—/3—
« Xy FU—27 T R L REHHSHI

GE) B0 HOHRT 7 A VONEIL, ISONFEXTHHLENH Y £3, JISONHFEY — VA L
TT XA NERIETDIVNENHD 77,

7 7 A% day0-config.txt & L TIREFLET,

[Custom Script] 47> 3 & BR L E T,

dayO-config.txt 77 A V& T v 72— RT 50, RRINLETXA MR Y ATy A VEabe—L
THED AT £,

AT 71 ~3 %MV LT, BT 2 ASAV ZEIC—EDT 7 4V MER T 7 A VEVER L E7,
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| Nutanix £ ASAV ZREIT %

ASAv % Nutanix IZERT % .

ASAv % Nutanix [ZERI9 5

ATvT1
ATvT2
ATvT3
ATv74

ATy TH

ATvT6

ATy 71

1R & SRS
BB 5 FMCv DA A — 73 [Image Configuration] X— UIZFKRINTWND Z L2 MERE LET,

Nutanix Prism Web 2> Y —/iza 74 LET,

A AZ2—/N—=T, [View]Fay 77Xy VR &7 Uy 7 L, [VM] Z&RL £,
VM & w2 R— FT, [VMOFEK (Create VM) 1&27 U v 7 LE T,
WOFNEEZFEITLET,

1. ASAv A LV AR ZADLHETZANTTLET,
2. (FFTar) ASAVA L AZ L ADEHHAEASILET,
3. ASAVA UV AFUATHERTEZA LY — 0 ERIRLET,

AL a—T 4 T OFMEATLET,

1. ASAv A VAL U AIZEID BT HIAE CPU OFa A LT,

2. BUECPUICHIV Y THOMERHD AT D& AT LET,

3. ASAVA U AZ L AIZEINHTHAEY O& (GB) ZAJLET,

ASAV A VAR AT 4 AV EHERELET,
1. [Disks] T, [AddNew Disk] #7 U v 27 LE7,
2. [#A47 (Type) | kw7 XU A NS, [T4 A7 (DISK) | &R L £,

3. [#fE (Operation) | Ku v X URXRNE, [f A=V —ERANLHHE (Clone from Image
Service) | Zi®IN L £7°,

4. [BusType] K v X7 U A NG [SATA] 3R L £,
5 [AA—Y (Image) | Rey XU URRNNnL, EHTLHAA—UZERIRLET,
6. [EM (Add) 1227V v Z7 LET,

3OLLEDEIER Y hT—F LA —T =2 AR ELET,

[y hU—2T7 X774 (NIC) (Network Adapters (NIC)) ] C. [#H LV NIC @B (Add New NIC) ] %
7V w7 L, Xy hU—27ZBRLT, B (Add) 127V v27 LET,

IOTaRAEBYIRL T, Xy hI—F A F—T oA AZ 5 I2BML £,

Nutanix FD ASAvIEZ. =X 57 4 v 7 HIZ 1 OOBEHA L X —T oA ALERKIODRy hT—2
A H—=T 2 ADEFHI0DA L 2 —T 2 A AV HR— s LET, XAy FT—T~DA X —T A A
DE Y BT, ROMEFTHDZ ENRMLETT,
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Nutanix + T ASAv £ BB % |
B ssavoes

evnicO : EHIA L X —T =4 2 (WH)
e vnicl : AN A v H—T =4 A (WZH)
s vnic2 : WA X —7 = A A (ZH)

evnic3-9 : T —H AL H—T A A (T a)

ATYT8 ASAVDT 74 =T ARV —ERELET,

[VM Host Affinity] G, [Set Affinity] #27 UV v 27 L, A MEZTIRN LT, [Save] 27 Vv 7 LET,

= RIZEERBELTZLGAETH VM ZFATTEL L5127 2121E, 1 DL EDORA 2RI £7,
ATYT9  HOROMKT 7 A NVEERELOLEIE, WOFIEZFEITLET,

1. [BAHXLAZ YK (Custom Script) ] Z3#IN L FE,

2. [Upload AFile] %2 UV v 7 L, 50 HORRK T 7 A /L (dayO-config.txt) ZIERT D, b L<

o s vEar—LTN—AMLET,
GE) MOTRTCONAZ LRI VT N AT aid, VI —ATEYPR— I THEEA,

ATYF10 [SavelzZ7 Vv 7 LT, ASAVA VAZ UV AZEBLET, VMT =T N E 2 —IlAf VAV ARERS
NET,

ATYITN VM7 —T7NhbEa—T, HILAMER LAV AX U A%ZBINL, [PowerOn] %7 U v 7 LET,

ASAv DiZEf

VM OEFENA 12> 5, dayO-config 7 7 A VEMFEH L CHERERIN-2—V—4
L /XA T — KT [ASAV-VM] > [Launch Console] #Z4R L CT7 7 A L £,

)

GE)  WHREDETHEOIET NRA ZAD NS DHREXEFTHITIE, CLIZHEHL £,

AT w71 [Launch Console] %7 V v 7 LT, B SN/ ASAVICT 7B A LET,
ATFw T2 asav A5 A7 17 T, dayO-config A—H—LZ L/IRT—F&ZfFHL T/ A LET,
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=14 :
ASAv D% TE

ASAv DEANTIL, ASDM 77 v A= HFRIREL T, AR ELLZZ 94T P T
KL ARG, Web 77 UH CASAVEHLIP 7 RLAICERI CE £9, ZOETIE, o
ATV RN ASDMIZT 7 BATELLDICTHHEE CLIT 7B AZFA T 5 451E (SSH £
721d Telnet) (ZOWTHIALE T, ZOTETHERY EiF 2 FOMOMLEOREEEIZIL. ASDM
T4 P— PR 25 4B 2D A v 2 F— B IO RREEENEETNET,

« ASDM D tH) (249 ~—)

« ASDM %A ]l L 72 TR E D FEAT (250 ~=X—2)

FEHIERE (252 X—Y)

ASDM O #CEf

ATYF1 ASDM 27 747 & LTHRE L PC TIRO URL # A/ LET,
https.//asa_ip_address/admin

WORZ L HEF> ASDMEER Y ¢ RUNFREINET,

ATy T2

* Install ASDM Launcher and Run ASDM
* Run ASDM

* Run Startup Wizard

FUoFxEA U a—RTBIE, ROFIEEZETLET,

a)
b)

[Install ASDM Launcher and Run ASDM] %2 U v 7 LE 7,

A=Y —LZERRAT—RDOT 4 — )V REZEOEFIZL A A M—LDOEE) | [OK]Z27 Y v
LET, HTTPSERRENHE SN TV ARWGAIL, 22—V —ABLIOA R—TIL XA T— R (F7 4L
NCZEH) ZASILRWTASDMIZT 7 EATE £9, HTTPSFRGEA AC LeHE, =—VF—4 L
AT SN AT— K2 AT LET,

AVAN—=TEPCIZRFLT, A A M—T%BEELET, /1A M—N5ETTDHE, ASDM-IDM
TUF e NEEBICEHEE T,
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Asav oEE |
B rsom zmL-assEoEsT

d FEHIPT RLAZANL, 2P —ZERRAT—REZEADOEFIZL FHHA A M—LDGE) |
[OK]%Z7 U w7 LEd, HITPSFRAEZ AN LT2GE., =—V—4 L EEM T Oz AT — K& A
HLET,

AT 73 Java Web Start 2321213, ROFIEEFEITLET,

a) [Run ASDM] ¥ 721X [Run Startup Wizard] 22 U v 7 LE T,

b) Tl IRERENTES, Ya— by bR a—X IR FELET, AT va T T r—
VarEREETICHS 2 b TEET,

c) “a— kI FHD Java Web Start Zf2E) L £ 97,

d) RSINHAT TRy 7 A>T, EEDOFEHFELZ T ANLET, Cisco ASDM-IDM Launcher
MERINET,

e) TP —HENAT—REZEADEEIZL FHA A M—LDEE) [ [OK] 227V vy 7 LET,
HTTPS i8iE&2 AN Lot 22— —4 LT oAV — K2 A LET,

ASDM #{E A L F= ¥ EA E D ETT
RD ASDM 7 4 B — FB X OFIEZMHEH L TR EZIT ) 2 &N TE X,
» Startup Wizard 31T
o ({EE) ASAV OWNBNZH BTV v 7 == ~DT 7 & AFFHA]
« (A7 =ar) VPN U 4 — KDOFET

(7> a) ASDM Ofid w7 ¢ F— RO FELT

CLI D% EIZ OV T, CiscoASA v U —ACLIav 7 4 Xab— g HA F[HE 23R
LTL7Z&E,

Startup Wizard D E1T

X2 VT 4 RV —F WAL~ A XL TEAFETE#ELT 5121, [Startup Wizard] % 5217
Liﬁ‘o

AT w71 [Wizards] > [Startup Wizard] Z#4R L £,

RATYT2 BXa T4 RV =% DAL~ A AL T, AFECE#ELLET, KERECTEET,
« RA M
« KA
ST —

e AU HE—T AR
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http://www.cisco.com/c/en/us/support/security/virtual-adaptive-security-appliance-firewall/products-installation-and-configuration-guides-list.html

| AsavozszE

(EE)

(EE) ASAVORBIZHZ5T Y v o y—n—~07 25T ]

«IP7 KL A

CAAT 4w —h

« DHCP #—/3—

« Xy hU—27 T KL AZEHHBIHI
s ZOMMDIAH

ASAV DRIZ 8 B /8T ) v DB —N—~DT7 & XEFH

[E%%E (Configuration) |>[Z 74 7 24—JL (Firewall) 1>[/87 1 w4 H—s\— (Public
Servers) | XA T, EX 2 VT 4 AN —RNHBRNIRES L, £ ¥ —F > I LNE
P N—ZT7 7 BATEDL LRV ET, EVRAA—FT—L LT, Wiy hU—2 H—
E A (Web 1 —/ 38— FTP $— =72 &) [T —P =R T VT ERATE L LT HHE
BHHIEERHY T, ZNHOHF—EAE, ASAVOHEHIZH 5. Demilitarized Zone (DMZ;
JERCEE ) LT ABOR Yy U —7 BICRETE 9, DMZIZX7 ) v 7 —nR_—%
BliET DL, N7V v T == T DHEIINE Ry N — 7 2T E L EE A,

(72 3ar) VPN 4« F— FDEFT

WDOT 4 H— K ([Wizards] > [VPN Wizards]) ZfH LT, VPN 2% E T £,

e B4 R VPN 7 ¥ — K : ASAv & Bl VPN 5T 23 AR C IPsec %1 i b o
PER L FET,

* AnyConnect VPN 77 ¢ #'— R : Cisco AnyConnect VPN Client ® SSL VPN U E— r7 7 & &
HRELET, AnyConnect 7 7 A 7 b TILASA~DE X = 7 72 SSLEEHm SRt S b
7z, VE—ha—P—ZLDMEY YV —RZA~DTZ/LVPN b3 U 7 NAREICR Y £
T ASARY v—%RETDHE, VE—ba—F—DRBEHNT 7 VLML THET 5
& X2, AnyConnect 7 7A4 7 h A XU u— RT&EET, AnyConnect 7 7147 2 k3.0
Lz A3 256, 7 747 M, SSL E721% IPsec IKEv2 VPN 7' b =2 /L% FE4T T
TFET

* Clientless SSL VPN Wizard : 77 U7 I A4 7 hLASSLVPN Y £ — K 77 & X %%

ELET, 774 TV FLVAT TP R—=ZASSLVPNIZL > T, 2—H—EIWeb 7T
PEFEHLTASA~DEF 272 E—F T Z7EAVPN F v RLEHESLTE £, 0
EnsE, 2=V —ZBFAR—F N RX=URFR I, THR—FSNDFEEONEY V—A
T 7 BATEL L9780 ET, Xy VU= EHREIT, JNV—THA T2 —H =2
V= ANDT 72 AMEREM S LET, ACLIZ, FFEDREY V—A~DT 7 & 2 %R
L7z0, A 5-0icdEATcE £,

s IPsec (IKEv1 or IKEv2) Remote Access VPN Wizard : Cisco IPsec 7 7 1 7 > b ™ IPsec VPN
VE—h T BRAEHRELET,
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AsAv EE |
B 7030 asomotoy «5— ko

Azure ~® ASAv IPsec (AR N> A X —T oA A (VTI) 5O T IEIC OV T,
FAzure ~0 ASA IPsec VTI #:#: DFER] 2B L T2 &0,

O & > > e I A
(A7 3a>v) ASDMDD ™ « H— FDEST
ARz 2= A== VPN I TRHF u—RK RT3 07 BLIUOURT v b
X FF ¥ EARETHITIL. ASDM THEFOMDO T 4 F— FEETLET,
* High Availability and Scalability Wizard : 7 =—/L A4 —/X—F =X VPN E— K T 7
FRELET,

« Packet Capture Wizard : /X7 v b ¥ 7Fx 2 EL, FITLET, 20U 40— FNiL,
ANEIA 2 —=T 2 A ZDENENT ATy XYy T F X2 IBETLES, Ty b
F¥YTTFXYTDHL PCIITy F XYy T TFYaRfFL. ATy b T FIAFTTF=v 7
BIRXNY LA TExET,

AF MR E

ASAV DR EZHATT D121, CiscoASA U —X R¥ o b &[] 2R L TLEE
AR
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https://www.cisco.com/c/en/us/support/docs/security/adaptive-security-appliance-asa-software/214109-configure-asa-ipsec-vti-connection-to-az.html
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



