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Firepower2100ASA 75 v k74 —LE—
~®D FX0S DHLE

Firepower 2100 X ASA IO —7 7V rr— g 77547 2 AT9, Firepower 2100 |,
Firepower eXtensible Operating System (FXOS) WO L 0B A XL —TFT 4 V7 VAT L%
FATLET.

Firepower 2100 (%, IRDE— R THEITTEET,

T TIAT L AE—R (FT74NE)  TTITAT U AF— RTIE, ASADT R TORE
EATO ZENTEET, FXOSCLINOIE, MER NI TNV a—T 47 a< KDk
fEHTEET,

7Ty b T —LFT—KR: T Ty T H—LhFT— NTiL, FXOS T, HEAMLEE T
A—=BEN—RU 2T AL E =T oA ADHKEEATIMENDY T, ZNHLOREIC
X, A % —7 =4 ADOHFZHE, EtherChannels D7, NTP, A A —VEH EREEN
%9, Firepower Chassis Manager Web { > % —7 = 4 A 72X FXOSCLI #ff TZ £,
ZF D%, ASDM E£7/21X ASACLI ZfFH L TASA AR L —F 4 V7 VAT AZEF=2Y
T4 R V—ERETETET,

TDHA RTIE, 77y b 74 —2F— RTORMEATHEZRFXOSFREIZ DWW T L £,

+ ASA & FXOS OEH (1 =—)
o PR — R EINRVIEEE 2 =)

ASA & FX0S O EHE

ASABLUOFXOS DARL—F 4 7 VAT L, BHIUINA L F—T oA ALHLET,
DA UE—T A AZIE, ASA BIXOFXOS I[ZEHZT B2 ODMBIDIP 7 RLARH D F
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Firepower 2100 ASA 75 v k 7+ —LE— KD FX0S DHE |

GE)

ZDOA B —T A AIXASA TIFEH 1/1 LI E T, FXOS TiL, MGMT, management0,
FIIEREOMOALRI TR RINE T, ZOHA RTIZ, —BEHELERI0-D, FH1/1 &
LCZDA B —T oA AR LET,

FXOS 5 LUV ASA THEMRT 20BN S HIEHEIZ R/ 5720, MR R F Cli DAL —
TA4T VAT LAEFRATALERSY £, FXOS OMIMERETIX, SSH /21377 v+
(https://192.168.45.45) Z{EFA L CT 7 4/ h D 192.168.45451P 7 R L A [Tk C&x £7,

A%A®@% RAETIE, ASDM Z /] L T hitps://192.168.45.1/admin |Z##i T & £7°, ASDM T
I B CEEDA L E—T 2 A ANSDSSHTY VB RAEBETXET,

WHOFR—F 4 T ATF A ay Y — ) LR— M TE 9, ¥ CIZFX0S
CLLIZT Z7®ALE7, ASACLIIZI{Z connectasa =~ REEH L TTr 782 T& £,

ASAT —H A H—T A AMBLFXOSZEHTEH L HI1CT52 L, BILOSSH, HTTPS,
BELOSNMP O&T 7 B AZBRETHZ ELARETT, ZOMEEIZY £— NEHEIELHF
‘dAO

0220 Nl S (AN Y3 |-

R D FXOS #EEIX, Firepower 2100 TiIH AR — SN THWEHA,
*FXOSRED/Ny 7T v 7 &850
* FXOS O/ AAA 783

memmmmmmﬁﬁuwA:yy—w T e, A Y — AT 7B A D ASA
AAA RENEA SIS Z LICEE L L& (aaaauthentication serial console)

[l CiscoFirepower2100ASA 75 F 74 —LE—FFX0S Y74 ¥alL—a v AA K



=9=
=% =R

=JL ==

Firepower Chassis Manager 0 z% &

Firepower 2100 (X, 7 /31 A D BRI 72ENEZ HIH T 2 7212 FXOS 2347 L £3, GUI D
Firepower Chassis Manager £ 721X FXOS CLI ZfE/H L TZN b Dfe 2R ETEEd, 2D~
= = 7 JL"Cl Firepower Chassis Manager (IZDOW T LES, X THOEF 2V T 0 AU v —
BLOZOMOEET, ASAOS THRESND (CLI £72(T ASDM /) Z LiZiEF LTS
7EEW,

Bz 3 N—v)

A H =T X (5§ =)

cEELT NA R (8 =)

« 7Ty b7 x—hRE 8N—)

CVATAHT v TT—F (235—Y)

o =Y (24 =)

» Firepower Chassis Manager D&% € DJERE (29 ~—)

M=

[Overview] # 7 C. Firepower 2100 D AT — X A ZfHHIZE =4 T& £, [Overview] ¥ 7
FROEENRRINET,

* [Device Information] : [Overview] % 7 @ EIZ 13 Firepower 2100 (Z B8 3 2 IR D IF RN R R S
nEJ,

¢ [Chassisname] : ¥ ¥ —VIZHID B THNTARTER R LET, 774/ FTIX, 4HAl
1% firepower-model T3 (# : firepower-2140) , Z DAEID CLI 71 o7 MIFKR S
nNET, Uy —TAEEFETHITIL, FXOS CLI scope system / set name =2~ > R & f#
ALET,

« [IPaddress] : ¥ ¥ —VICEID Y TONTEHIP 7 FLAZERLET,
+ [Model] : Firepower 2100 €7 /L% £~ L £9,
s [Version] : ¥ ¥ —3 CTHEITSNTND ASA D=V g U EFEFRLET,

* [Operational State] : > ¥ — > DENMERTREA T — X A4 KR LET,
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* [Chassis uptime] : > A7 AW HZICHER S THD OB Z R R~ L ET,

s [Uptime Information] 74 2> : 7 A 2N H— Y )vEGbEbds e, Vr—TBILW
ASAtxa VT 4 22V OBRBIFZERLET,

» [Visual Status Display] : [Device Information] = 7 > 3 > D FIZidy ¥ — U BPHRFEINZFE R S
T, EHINTWD I R—R U e ZENLDORAT — X A%~k LET, [Visual Status
Display] IZRRSNDHR— M= YNV EGDEDL L, A ¥ —T A 24, HE, ¥4
7, EHERRE, BiEIRIEZ EOBIERNA RS INET,

» Detailed Status Information : [Visual Status Display] ® FIZRRENDZT—T LT, V¥ —
DR AT — X AEREEGHET, AT —X AEHIL, [Faults], [Interfaces]. [Devices].
[Inventory] D& 7 > a NI TWVWET, TNbDEE7 v aOfEEZT—T 1D
FIZRRTEET, SOIHRTDEROME=IV T2 7V v 745 L ENENOFMZ
KRTEET,

VAT AT, T — VIOV TDORDFEMAT — 2 AfFHRAERME L F 9,

e [Faults] : A7 A THRAELLEEZ Y A MRRLET, ZHbOREEL, [Critical],
[Major], [Minor], [Warning], [Info] DEKEIZL->TY—FrahEd, —EFRINh
TobEd L ICHERE, EEOWA, RA, AR, BobRAE LKA 2R R TEE
T, T, EENPHERINTWAENE I LR TEXET,

PEEICOWTOBIMERZZRLIZY, BEEEZHRT I3, ST 2mEZ27 U v
7 LET,

N

(GE) FEEORAFERICHLS S &, ZOREEITROFR—Y > 7@+
WU R IS HBIMICY VT ENET, FREDREEICXLT 555
&) BIFLBRT Th 5 Z Mo —FIiThnb L Hiz, FokE
ELMRBFTHCTHIENTEET,

o Interfaces : AT LMIA VAR —LENTWNAA L Z—T A A% VA RNERL, A
VH—=T 2 AL, BEAT—H A BEHAT—H A ZE LA MR EELE
NA N ERLET,

WINDPDOA L E—T 2 A RE7 Y 7T 5L, BEISZMICEDA X —T x4
AMAETI LTINS NN T T 7 4w IV FBREINET,

* Devices : ASA R L, st (T NA R4, T34 ARRE, 77V r—vav | #)
VEIRRE, BERRE, A A=Y "=V g BIOEHIPT FLR) ZRLET,

e Inventory : > v —VIIEHINTWDHarR—x > &Y A MERL, ThHDa v
A=y bOBEE R ([component] 44, 27 O, RELHT. BEAT—X A &
At Fx 307 ¢, BR, RE, V) TNAVES, ETAVES, MRS, XUF )
ZRLET,
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1v8—7z42 |

A 23—T1x(4R

\}

FXOS Tl v 4% 72— RAEEHTEET, AV F—T oA RAEMHATHITIE, A F—
7 = A A% FXOS THHRANCHE N L, ASA THEMICANCT AMLERH Y 1,

Firepower 2100 (X, 7 7 A/ N THMI R > TNWDHTY ¥ AR 7 Lb—LEHR—FLET, KK
MTU 1% 9184 T3,

GE)

T2 — )V F—R—5FNI L2 TEXOSDA v Z—T 2 A4 ZAZEETHEEST (y FU—
IV 2 — )V EBIEIZEIRT 5. &5V L EtherChannel R EZEE T 572 L) | ZAZ N
A2=y hOFXOS TA U HZ—TT A AEEW L, 77747 2=y FCRILERZIT\E
7,

FXOS TA v ¥ —7 = A Z&HIFRLT=G6 (Tl X, Ry FT—27 £V 2 —/LOHIBR,
EtherChannel ®H|%, 7213 EtherChannel ~DA > % —7 = A4 AOFE| Y YT L) | SLIER
THEERITO) ZEMTEDHE I, ASARETIHI O~y RBMEFEFENET, RENLA
=Tz A ZA%HIRT 2 & WIAWVERENE D TREMERH D £9, ASAOS DA & —
7oA AREITFECHIRCTEX £,

A 23— 124 ADNETE

ATvT1
ATy T2

ATvT3

ATy T4
ATy TH
ATvT6

A B =T 2 AR HEDB L OMENICT I L, BIOS v X —T = ADHE &
FTad VI AERETDHIENTEES, AL X —T oA AEERTAHITE, A X—T =
A A% FXOS THYHMICHE N L, ASA THERMICHENCTALERH Y £,

FIE

[Interfaces] ¥ 7% 27 U v 7 LET,
AUHE—T oA A BNEITENCT HIT1E, [Admin State] A7 A X %7V v 7 LET,
FrxyvI/~—23FNTHLHZ LA RL, XITENTHLZ LERLET,

GE)  Management1/1 f VX —7 =4 AT, ZOT—T /L T[MGMT] & L TFErEINET,

WEELIIT 27 Ly 7 AHRETIHA X —T oA AD[Bdit]| $0ET A 2 %227 U v 7 LE

-é‘o

GE) BHINALHE—T oA AEHENELITEDNCT D ZLEOLNRAFETT, D7 r
TAERETHZLITTEERAL

A HE =T 2 A AEHITT DL [Enable] F= v 7Ry 7 A% A A2 LET,
[Admin Speed] R v 7 H D7 URAKNT, f U H—T A AOHEZTRLET,
[Auto Negotiation] C [Yes] £721L [No] DA T v ar RE %27 Vw7 LET,
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Firepower Chassis Manager 0 3% |

AT w771 [AdminDuplex] K2 v 7HE D UARNT, A VX =T 2 ADT a7 Ly 7 AEBNLET,
ATy 78 [OK] &7 V7 LET,

EtherChannel ;B0

EtherChannel (BI&AR— FF v 1) IZ1E. RWUAT AT XA T EBEORK D A N —
AHE—T A RABZEODLIENTE, IR_XCRIUHEELT 2Ly 7 ATRTETIHVLEND
DET, AT 4T XA FI1EIRIA5 £721LSFP OWTNNTT, BAer 247 L7 74
N) DOSFPERIAESEDLZLENTEET, BREOKEVWA VA —T 2 ATHELZESRET
HZEICEoTAVE—T oA ADFRE (IGBA VX —T A AL 10GBA ' H—T =4 A
) BBESELZLIEFTEEEA,

GE)

EtherChannel A /73— 7R— h % ASA IZF/R 23 FE 928, EtherChannel 33 LUK — b A /3 —
vy T FX0S TOARETEET,

T =)V F— R —Z [T LTt TEtherChannel X E 2 EH T 55H1%, AX A 2=y b
DFXOS TA LV E—T oA RAEEEL, 77747 2=y NCRILUEEEZIT\ET,

GE)

ATy
ATy T2
ATvT3

ATvT4

ATy TH

ASAIZ, LACPEH L — F 2P R—FLTWEHA, LACP ClIXFICBEOL— FMEHA SN
F7,

1R BRI

Firepower 2100 X, Link Aggregation Control Protocol (LACP) O 7 77 4 7 & — RE XA~
“%&— N T EtherChannel Z % 7R—F LE$, 774/ FTIE, LACPE— FiET 77T 4 7TITRE
ENTVWET, CLITE— &4 AR TEET, Flip AMME2HE 572010, #HAA v
FR—NET VT 47 FE—FNIRETDHIEEHEL LT,

FIE

[Interfaces] ¥ 7% 7 U v 7 LE7,
AV H—=T =2 A AT —7 /)LD LD [Add Port Channel] 227 U v 7 L7,

[Port Channel ID] 7 4 —/L RIZ, R—F F¥FILDID Z AN LET, HMEIZ. 1 ~47 T
“9‘40

N— bk F ¥ XV EHNT HIZIE, [Enable] F= v 7Ry 7 ZAaF A2 LET,
[Type] Ru vy 7F& oy VR NIEGRLET, FEHEERZ A 71d [Data] DA TT,

[Admin Speed] K2 v 7 Z 7 UARNT, T RTDOALIN— A X —T A4 ZADEEZERL
£7
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ATvT6

ATy T

ATvT8

ATvT9

gzayvsq4vs—7:42 ||

FOHE (BLOEIRLIZZOMOERE) IZHIE LTV RWA U F—T = AERINT D L
FREZRHH CROE O E N HEIRICE S ET,

TRTDA L N— A H—T x4 ATDOWT, [Auto Negotiation] T [Yes] F721% [No] DA
var®wygrE7) v LET,

[Admin Duplex] Ky 77X 7> UA KT, TRTCDA N~ H—T 2 A ADT 27 L v
7 Az ERLET,

[Available Interface] U A hC, iBINT 54 ¥ —7 = A% EIR L, [AddInterface] 27 V v 7
LET,

BER8ODA L HZ—T =2 AEBMTEET,

Evbh BEOAH—T oA A —EIBINTEET, HEOERA & — 7:47\%35%‘1'
T A, Cul F—Z LR LHBIDA V2 —T oA A&7 Vv 7 LET,
AUH—T oA ABERIRT D21, TOHPEHDOKYI DA v X — 7I4x%%mb
Shift ¥ —Z2M LB ORBEDA X —T A A% 7 Vv 7 L TGRERLET,

GE) EtherChannel (2 A > Z—7 = A AZE| 0 U TI=EE1L, NERPFEAITH) Z LN TE
5L 91T, ASARRETILDOA & — 7I4x:7/kﬂﬁ%éﬂi¢oﬁﬁﬂ%4/
B —T A AEHIRT D &, MBIEWVEEN D FREMENH Y £9°, ASA 0S DA
VH—T oA AFREXTECHIBRTE £,

7= & 21X, FXOS T Ethernetl/4 % Port-channel7 (2] X4 C7-% 1, Ethernetl/4 X ASA
OS THEHAIEER A & — T = A A L L THRR S 4, EBthernetl/4 OF%EITRFF S L E
7, showinterfaceethernetl/4 Z AJj 325 &, ASA TIIA v F—T oA AN TA—
=X PFIZBEEAT T STV EH A (not associated with the Supervisor) | & FoR &
NET, RORFEEHIFRT D121, nointerfaceethernetl/4 =~ > RE2fHA L £,

[OK] %27 Vv 27 LET,

EZRAYUG AR —T AR

[Interfaces] # 7 C, ¥ —UIZA VA R =L INTNDA U F—T 2 ADAT —H X% FKR
TEET, MO EZ T a3 /IZiE, Firepower ¥ ¥ — NI VA =L ENTWNWEHA LV F—T =
AZADRNPFREINET, EEHOE S 9 /12X, Firepower ¥ ¥ — 314 VA h—/L ST
WHA =T = A APRERFIRSNES, Bt v arTOIFhpof 24— = A
ALH=INEeBDED L, TOA U Z =T = A XZET 2BMEFRPERSNET,

A VB =T 2 A AFBHED AT —H R w2y T S TnET,
o ik« BIERREIE [Up] T
« BUWVK A B EKAEIT [Disabled] T,
o A% BIYEIRREIE [Down] T,
« WK SFP I3 A VA h— L E TV EHA,

Cisco Firepower2100ASA 75 v k 74 —LE— K0SV 7 F¥aL—>av i1k |



Firepower Chassis Manager 0 3% |
B o#=711x

RIET NS R

[Logical Devices] ~~— 121, ASA ICBT 2@ E AT —F ANREKRINET, AT X &fE
LT, NI TNTa—TFT 4 T DIDIZASAE TN E - IXAMNCTH b TEET (T
J=w—JIIHFHTHH L ERL, XIFEGTHLHZ 2R LET) |

ASA D~ X — |1 [Status] BFERENE T,
o [ok] : FMPEET A ADOREIFFE T L TWET,

U

« [incomplete-configuration] : fHELT /N4 AR EIIARTE T TY,
FRERT A AFEIKIC B ASA OFEMZe [Status] BFE RS NET,

* [Online] : ASA IFFETH R L UEHEF TT,

» [Offline] : ASA |5 IEHF T, EfERRETT,

* [Installing] : ASA DA > A b — L HELTH T,

» [Not Installed] : ASA IZ1 > A h—/LZNTWEHA,

s [Install Failed] : ASA O A > A h— UZHRILFE LT,

* [Starting] : ASA (FEEEH TI,

+ [Start Failed] : ASA OFREENI LI L £ L7z,

s [Started] : ASAIXEFICEEIL, 77V r—varz—Yxr hON—RFE— MR L
TWnET,

* [Stopping] : ASA [ZfE LA H T,

s [Stop Failed] : ASA %47 74 NI TEEHATL,

* [Not Responding] : ASA ITJHE L TWEH A,

« [Updating] : ASA V7 F U =7 DT v 77 L— RPHEITH T,

* [Update Failed] : ASA ¥ 7 s =7 DT v 77 L—RIZKKLE LT,

* [Update Succeeded] : ASA V7 b7 =7 DT v 77 L— RIZHKE LE LTz,

75y b7+ —LRE

[Platform Settings] % 7 Tl&, FFECEELT 7 & 272 D FX0S DR 28 ELZ R ETE %
R
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NRESTET N |

NTP : B5ZIDEXTE

ATy T

ATv T2

ATvT3

FETI/ 0y ERETDHILEL, NIPV—NEEHAT2 R b TxEd, HK4H
D NTP r—R_ERETEET,

1R BHHIIZ

«NTP (X, 7 7 # /L h TIFIK D Cisco NTP #—/NTRE S E T @ 0.sourcefire.pool.ntp.org,
1.sourcefire.pool.ntp.org, 2.sourcefire.pool.ntp.org,

e NTP H— DR A M 2T 554815, DNSH—_"ZRETHLENRH Y £, DNS :
DNS H—R_DOEE (21 X—) 2L T,

FIE

[Platform Settings] # 7% 27 U v 7 L. EMlOF 47— a3 CTINTP] 227V v 7 LET,
[Time Synchronization] % 7 237 7 4/ h TIEBR S L TWET,

NTP $— 2T 5I121% :

a) [UseNTPServer] 47> ar RE %7 Y w7 LET,

b) (EE) (ASA9.10(1) LK) NTP ¥ — N TRRAEN ML T /235413, [NTP Server Authentication:
Enable] &= v 7R v 7 RA&EA N LET,
FREX — ID LEDVERIGEIX, [Yes] 227V v o7 LET,
NTP ¥ — NZFETlE SHAl OB BV R— & E1,

¢) [Add] %27 U > 7 LT, IPT RUAEIIARA M TRK4-DO0O NTP — " Zik5 L E
—éqo

NTP — "DAKR A "N Z AT 2551E. ZOFIAOEZ-TDNS r—_EZRELET,

d)  (ASA9.10(1) LLF&) NTP —/3® [Authentication Key] ID & [Authentication Value] % A/
LET,
NTP $— b ¥ —ID LfEEZRMG L E T, 72& 21X, OpenSSL 281 > A h—/L &7
NTP #—/%8 X—30 5 1 428 p8 LAKE T SHAL F— %A1 5121, ntp-keygen -M =< >
RZAS L Tnotp. keys 7 7 A /L TH—1ID LlEEMHRLET, ZOF—X, 77447k
LY —ROWHIZXH LT, AvE—UF A=A NOFHERIEAT X —Ex @My 2
7O LET,

e) [Save] #7 U v 7 LCH—_EHRIELET,

FHE) TR 23R ET DI

a) [Set Time Manually] &7 > a > R¥ %227V v 7 LET,

b) [Date] kKuy7H o VA7 Vw7 LTCHLUE—%FKRL, TOHL X —THH
AReR Ay b — A2 L TAMZRELET,
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B osstossioxE

SSH :

) ®METHReYyTFur URNEMHLT, R ZR., /0. BLO[AM/PM] THE L
ij‘o
ATw T4 [Current Time] # 7% 7 Y » 7 L, [TimeZone] K v 77X 7 JRARINPSLY vy —UIZ@# L=
AL = EBIRLET,
RATv 5 [fRTF (Save) 1227V v LET,
GE) VAT ARZOEFIZ105L End & BEIRIZE 77 D kS, Firepower Chassis
Manager ~D 1 7 A U PMEINIR D £77,

SSH D E

WDOFNATIE, Firepower ¥ ¥ —3~0D SSH 7 7 ¥ A2 H W E i35 Hik, BLY
Yx—THSSHZ TA T ME LTHMNZT D2 HEZOWTHHLES, SSHY—NE27 5
ATV MIT 74N N THI 2> TWVET,

FIE

AT w71 [Platform Settings] > [SSH] > [SSH Server] > > ZER L £,

ATw T2  Firepower ¥ ¥ — 3 ~DSSHT 7 & A% SSH Y — "PEMTX 25 X 5129 %I21%, [Enable SSH]
Frv IRy Akt A LET,

ATv 73 B —s3D [Encryption Algorithm] IZ D\ C, FFAISNHMEEALT VTV X LT LIZTF = v 7Ry
JAEFNZLET,

ATy T4 B —s30D [Key Exchange Algorithm] & L C, # 7 &1 % Diffie-Hellman (DH) & —23f#27 &
Frxv IRy Akt A LET,

DH % —%HClx, WINOYEFELFMTIIRECTE AWIEgMELHEH L7, T
EEABIOFRA N X —LHAGDOEDLZ LT, AR NEIENEHLET, Z0OF—H K
LD BRI — SFREEN FIRE & 72V £97, DH F—ZZ O FH A EOFEMIZ DV,
RFC 4253 #ZM L TS 7230,

ATy F5 =30 [Mac Algorithm] ([ZDWTC, FAISNDZEEEHT LI XLZTLILTF = v 7 Ry 7 A
EAAZLET,

ATy T6 V=D [FEAFF— (HostKey) JIZOWT, RSAF— T DEV 2T AP A A AN LE
B
TV T AE (Ey AL X, 1024 ~ 2048 OFIFHNO 8 DFFHTT, FHET 2 F— R0
TA ZPKEWVIEE, RSA F— T DA MDREFITEL 720 F9, 13204812952
LEBEIDLET,

ATFwTT1 B — 30 [Volume Rekey Limit] IZOV\ T, FXOS 23t v 3 a v ZUIWrd 5 £ TIZE O THF
WENDNT T 47 OREKBHEMNTRELET,
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| Firepower Chassis Manager 0% <€

ATvT8

ATvT9
ATy 710

ATvIN

AT T12

ATy 713

ATy 714

ATy T15

ATy 716

ATv I

snwp - snmp oz ]

B RO [F— ALK OEFHIBR (Time Rekey Limit) ] TlX, FX0OS Ak v ¥ a v &#HIk4 5
ANZSSHE Y v a N7 A RVREZHIT ON ORI TRELET,

[Save]x 7 UV v 7 LET,

[SSHZ 514 7> b (SSHClient) ] #7 %27 U v 2 LT, FXOS ¥ —>®SSH 7 54 7> k
EHNAZ<ARALET,

(B 72 A N F—HR4A (Strict HostKeycheck) JI1ZDWT, [A%) (enable) ], [M%h (disable) ].
FF[7r 7k (prompt) | ZEIRL T, SSHHEA N F— F= v 7 ZHlHILET,

e cnable : FXOS BT AHARA N 77 A NMIZEDKRA b F—NETIFEELR2WIRES ., B
ITHESEENET, FXOSCLI TV AT AR a—T7 £ 13— B 2R3 —7 0 enter ssh-host
a<wy REHEHA LT, FEITHRA N2 BMTAMERLD £,

e prompt : ¥ —INZELEEMINTWARWAARA M —ZFF A E7THERTH L0 IkD D
nEJ,

edisable : (F7 /L b)) v —II% ICARIEE N2 Z E RV A b — % HEIRIZEF
ﬂbij—o

7 74 7 > h® [Encryption Algorithm] IZDWT, FFAI SN DHIEBALT LAY X LT LIZTF = v
IRy I A AT LET,

I T hO[F—AHMT )L TY XA (Key Exchange Algorithm) ]IZDW T, #FFrl &b
Diffie-Hellman (DH) F—ZMaZLIZF = v /Ry 7 A&+ I LET,

DH F—ZZHTlE, WTIOYFEF LM TIIRETCERWIERELZFEH LT, M
EELABIOHRA N F—LAEDLEDZ LT, RAMRGENER LET, ZOF—5HSH A
WZE 0 BRI Y — SFREEA FTRE & 72V £9, DH F— a0 A IEOFEMIZ DV,
RFC 4253 #ZM L TS IZE Wy,

7747 h®D[Mac 73 Y XL (Mac Algorithm) 1122\ T, FFrl SN AT LAY
ANZTEIZTF 2w IRy I A% F A LET,

774 7 > h® [Volume Rekey Limit] (2D T, FXOS Nt v a &UEd 5 £ TIZEDOHE
WCTHAISND T 74 v 7 DEE KB B THRELET,

7747 hO [F—FAEROREMEIFR (Time Rekey Limit) ] 122\ C, FXOS 23k v 3 v
YT 2ANZSSHE Yy v a v MNT A KA ThHD I LN TE HRMZ M CRELET,
[*1F (Save) 127V v 7 LET,

SNMP : SNMP D% F

Firepower 3 ¥ — 2/{Z Simple Network Management Protocol (SNMP) % Z%E 7 21Z1%. [SNMP]
O I E R P S
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B sweomz

SNMP D Z

SNMP & %11

Firepower Chassis Manager 0 3% |

SNMPIL, 77V r—varvEra halThy, SNMP~ 32— ¥ E SNMP=—V =0 b &
OBEIHHENDI A v =Y 77—~y FERMHEELES, SNMPTIX, Xy hU—7HNDT
NAZADE=RY T LERIERTHERET L—L T — 7 LR SEN RIS N E T,

SNMP 7 L — AT — 27133 DO THER S E T,

*SNMP~%—T % : SNMPEZEH L TRy hNU—T TNAL ADT 7T 4 BT ¢ ZHlE L.
TRV TFTARUAT A

* SNMP ——" = > | : Firepower D7 —# Z iR L, MBS U TEDT —X % SNMP ~
F—T ¥ T B Firepower > v — YWD Y 7 =7 A R—x 2 b, Firepower 2 ¥ —
VIE, ==V b EEOMIB AEERLTVET,

o EHIEFEHAN—Z2 (MIB) : SNMP =—Y x> b FOBHEISEA T V=7 hoaL v g
:/0

Firepower ¥ ¥ — 31X, SNMPvl, SNMPv2c, L XSNMPv3 ZH7KR—F LEF, SNMPvl
FOSNMPV2c 12 EBBH Y, ala=FT 4 _—2X0otx2 V70 2HEHLET,

SNMP OEHE/HEFED 1 DlF, SNMP=—2 x> L BHE AR TXBR LT, ZhbD
BEITIE, BEREZSNMP < 2 — v DO EETLILEEH Y A, BT, REHRZ—VEE
FE. THECED, BERCOUINT, B — & & OB OUINT, ZOMOERE A N FEFRRLE
KR

Firepower >’ ¥ — 1%, F7 v 77213 74— L LTCSNMP#EMZ AR L 9, SNMP
V3RV X N T T ZERHCHERRINE A EEE T, Firepower ¥ —UIX F T v I RR FE S
NN E D PEMERTE RS, b7y TOREMEEFA 7+ —L XD IR T, 1
VT = DEREZETHSNMP~Y R — v id, SNMPIGE 71 b5 —4 2=y } (PDU)
TA =V OZEZMRINE LE T, Firepower > ¥ — 3 PDU #3515 LW E, 1
74— LERAEBETEET,

SNMP X2 1) 54 LANILEEVHER

SNMPvl, SNMPv2c, BILXUSNMPV3 IZZFNENINDOEX=2 VT 0 ET L ERLET, B
UF 4 BEFNLEBIRLT-EX2 U T 4 LULOAEDRIZL Y, SNMP A v E— O
FICEA SN2 EXF 2T 4 A= XLBRRED 7,

X2 VT4 LoUbE, SNMP R 7 v FICBEEMIT O TNWD A v =V E2RRTHZD
TRRHEAIRE L E T, MERL-LT, Ay B—U0BREN20E H (Ri#E 71 mﬁ@m%
MHDLINEIPERELET, PR —FENDEF2V T4 LT, BFXF2U T 0 T
NRESNTNENCE>TERZRY 9, SNMPEF=U T 4 LoULE, IROMERD 1oL E
EHR—FLET,

» noAuthNoPriv : F8aE7e L. K=k 72 L

» authNoPriv : RFEH Y . Br{b7s L
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| Firepower Chassis Manager D&% %
SNMP %211 74 EFLELALOYR— kshThs@asbe |

e authPriv : Eo thEj?) V) H%%'ftj?) V)

SNMPV3 Cit, X =2UT7 4 ET/NMEEF2 T 4 LLOMERR{EINTHET, =
V74 T ME, 22— FBIR2—FRNET 58— 2R ET RS TT, X2V 7T«
Ll id, X274 ETAVNTHASNDEX 2V T DLV TT, EXF2UT o
ETNEEXRZ T 4 LAULOMAEDEIZLE Y, SNMP /N7y MLUBEFIZHH SN DX
VT 4 AH=ALNIREY F97,

SNMPtXa)T 4 ETILELRILDHR— I TWBHEAEDE
WOEIZ, Ex 2T 4 BFNLELNLOEAEDLEOEKE R LET,

RI:SNMP X)) T4 ETLELUEF2UTa LRI

ET |K#ESH EiH Bs |#ER
L it

vl noAuthNoPriv| 23 2 =5 ¢ A hU v |72l [23a=7T 44 ANV T OREZMHH
7" (Community string) L CRaE L £,

v2c  |noAuthNoPriv| 23 2=5 4 A RY v | L |23a2=F4 AN L TOREEFEH
7" (Community string) L CRAEL £7,

v3 noAuthNoPriv | [z —#4, (Username) ]|72 L |=2—HLOWAEZMH L CRIELET,

v3 authNoPriv | HMAC-SHA 72 L |HMAC Secure Hash Algorithm (SHA) IZ
HEONWTERREL £ 7,
v3 authPriv HMAC-SHA DES |HMAC-SHA 7 /L= X AICESWTER

FELET, T— XSk (DES) @
56 £ Mk, BLUK 7 r v
H$H (CBC) DES (DES-56) AE¥E|ZH:
SWIRFEE AL L 97,

SNMPv3 2% 2 1) T 1 #8EE

SNMPV3 (¥, v hU—ZHDO 7 L —LADOFRGEE S L Z A GDEDL Z LICL T, T/
AANDE X 2T T/ AZFEBLET, SNMPv3 L, REFAZ—VICLLEHEIEDO L%
FFAf L, SNMP X v —V &5t LEd, SNMPV32—H_R—Z2 &2V F 4 E5 /L (UM)
ILSNMP A v =YL X2 T 022U, ROV —E A2 L £7,

s AvE—UD5EEM A v E—UNRERFIETERELIIEIN TV RWT & 2 RFE
LET, /o, 7—F V=T U AN, BEBRETILOID EEWVHECTER STV

W EAERRELET,
e A —URIETLORGE : RIET— X ERE L= DT AT T 4T 4 DR STz
ZLEAEBFELET,

« A b —UOMENRE IO S RER2—Y, =0T 47 4, Tt A L THER
ERIAAFIZLEZVBRRLARVWE S ICLET,
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B swweor—r

SNMP H7R— k

SNMP D% 7E

ATy I
ATy T2

Firepower Chassis Manager 0 3% |

Firepower ¥ ¥ — /(% SNMP DR DY KR — b ek L 9,

MIB OHHR— k

Firepower ¥ ¥ — 1%, MIB ~OFA R HEHT 7 8 A2 R—FLET,
SNMPV3 1—H ORI TA )L

Firepower 3 ¥ — /1%, SNMPv3 ==—%® HMAC-SHA-96 (SHA) #BiE~7' 1 k2L & R— KL
£

SNMPv3 1—H®O AES 754/ >— O kajL

SHA ~_— A DFBFEIZN Z T, Firepower ¥ — /{3 AES-128 ¥ > | Advanced Encryption Standard
EER LT 7 A4 30— b8k L £ 9, Firepower > v — 1, 7T A " — RAT— R&4f
MLTI128 By b AES F—Z 4K L ET, AES 7T A N\ — /RATU— N3/ T8 LFT
To MATZVL—=X% 7 V7 TXFANCTHRET 225G, K80 LFEFEETEET,

SNMP # 8z L. FT7 v 7BIXOSNMPY3 = —H 4B L E9,

FIE

[F75 vy b T4+ —LEKE (Platform Settings) ]>[SNMP] 23R L £,
[SNMP] il T, KD 7 1 —/L FICAT LET,

EA1] EnBA

[EEREE (Admin State) ] SNMP % HZNZ T B0 E T ITEHZ T 50y, ¥ AT LIZSNMP

Frv IRy T A Y=L ORAENEENDIHAIIET Z OV —E 22 F I
LET,

[/"— K (Port) ] 7 4 —/L K |Firepower > ¥ — N SNMPHE R kN EEETHTZHDER— K,
T74N N R—MIEETEEEA,
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AT 73 [SNMP Traps] Ik C,
ATY 74 [SNMP F7 v 7DiEM (AddSNMP Trap) | XA TR 7Ry 7 AT, RO 4—)v RIZflEzE A

| Firepower Chassis Manager 0% <€

snwp oz [

Bl

B

[Community/Username] ~7 o —
N

Firepower ¥ ¥ — 378 SNMP ;R A MIEETDH T v 7 Ay
T ICEENDT 7 AL RO SNMP V] £ V2 23 2=
T 4 DAHI. 3 DVE SNMP v3 D —H4,

1«421$®%ﬁ$i$%%ﬁﬁbi¢o@(7yb7w
7) N RNy 72T yia) " (ZESIA) 2 (B
FF) FETXEMAR—=RIEH LW TLEE, T 741
& public TT,

[Community/Username] 7 4 —/L RV CICERE SN TNV 5

2817 4 —/L ROEMDT F A b [Set: Yes] & we Bl D

T EICHER L TLZE Y, [Community/Username] 7 4 —/L N

B ATI SR TWRWEE, 2Z2H7 4 —/L FOERIOT *
A M [Set: No] & @t AH 0 £9,

[System Administrator Name]
7 4 —)L R

SNMP D24 Y35 D Ef& 4,

EBEFA—IL T RV A, ZHi.
XFEIN AT LET,

BaE s R E . 255 LFETD

[Location] 7 4 —/L K

SNMP =— = >k (h—2N) BNEET S8 A b OAT,
BAK 510 XTFORBTEANLET,

HLET,

[Add] 227 Vv 7 LET,

ARl

358

[Host Name] 7 « —/L F

Firepower & ¥ — 26D b7 7 & 5(59 % SNMP AR A ~ D
A MLEIZIP T FL A,

[Community/Username] ~7 o —
i

Firepower & ¥ — 373 F 7 v 7% SNMP AR X MIEET 5 & &
KabéSMWWlit@vmbzi;:?4%iti$%@
V3 Da—HL . ZHuE, SNMP —E R ICRES -2
=T A F R ALERILCTHLILERNLY £,

1~ LFORBTILFTINEANLET, @ (Tv b ~—
7)o\ Ny T RT =) " (CESIH) 2 (B
) ETITZERAR— A FFEH LW T &,

[Port] 7 4 —/L K

Firepower > ¥ — 38 b7 v 7D T=HIZSNMP AR A |k L i@
HAR— Tk,

1 ~ 65535 DEHHE A LET,

&9
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B swe o

Z2X:01 & BA
[Version] 7 4 —/V K 7o AR END SNMP X—V a U EBIXOET L, RO
WL D £
V1
- [v2]
V3

i

[# 47 (Type) 1 74—V R | "= a3 LT[V2] £ [V3] 2R L7=5EAIC, %41
TOHRNTTDEAT, WONTINMNZRY 7,

il

*[Trapg]
- 1B
[v3 Privilege] 7 4 —/L K N—=Ta e LTIV ZRIRLIZ5E1, Ty 7Bl

T AMERR, IROWT NI £7,
o [FBRE (Auth) |:38iEH V| BEE{k7a L
o [f83E72 L (Noauth) ]:®RFE/2 L. EBFE1b7sL
o [F6% (Priv) ]: #8EdH Y | BE5{EH Y

ATv T [OK] %27 V27 LT, [AddSNMP Trap] ¥4 7 7R 7 A% L £,
AT w76 [SNMP Users] I C, [Add] Z#2 U v 27 LET,
AT YT T [SNMP =—HFDiEM (Add SNMP User) | XA T a7 Ry 7 AT, IROT 4 —)v RIZlEE AT

LET,

&I B

[Name] 7 4 —/L R SNMP = —H|ZE ) ¥ THh b 2—H4,
R XUFETCOXFERLFEFEATLET, ARNIF Tha
FAMERHY, (Tr¥F—Ra7) .. (VAR | @

(T h~vw=2) - (472) BIEETEET,

[Auth Type] 7 4 —/V K FFaf 2 A 7 SHA,

[AES-128 Offi il (Use FActH . 20— AES- 128 5L MEH S E T,

AES-128) | F=v /7Ry 7 A

[/SA YU — K (Password) | ZDZ—TFDNRAT— R,

74—V K

[Confirm Password] 7 o —/V N | HEGR D T2 O D /XA T — RDFEAT,
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ATvT8
ATvT9

wres - K—rozE

&HI & EA

[T AN — AT — K ZDZ—=YFDT T AN — RAT— R,
(Privacy Password) |7 4 —/L

e

[Confirm Privacy Password] RO DD T T A R — RAT— ROF AN,
74—V K

[OK] %7 U 2 LTC[Add SNMP User] ¥4 7 7Ry 7 A% L ET,
[fRTF (Save) 1227 U w7 LET,

HTTPS : R— FDZEE

ATy I
ATvT2

ATvT3

HTTPS —E &L, T 7 4/ b THR— | 443 THRLIZ/2 D £, HTTPS &5 4 &E—7 /LT
THZLITTEERAN, HTTPS #icEH TR — MNIEZETExET,

4R8O SRS

ASA T —H A B —T =2 A ATHTITPS 7 7 &R EHINZT A5E1E. HTTPS R— % 443
MEEFELARANWTL XY, T 74/ FOR— FOBERYFR—FENET,

FIE

[Platform Settings] > [HTTPS]> #i®IN L 7,

HTTPS #5245 R — k% [Port] 7 4 —/L FIZAS LET, 1 ~ 65535 D#EIPAN DK A
BELEST, 2OV —ERIE, T 744 FTIEAR— b 43 THEDZR > TWET,

[Save] 7 U v 7 LET,
Firepower ¥ ¥ — Y MEE L7 HTTPS AR — F TRREINE T,
HTTPS R— R ZZEH L7-%I12, BIEOTXTOHTTPS By v a v LNET, =—

W, DX D IZH LW — b & L CHEEE Firepower Chassis Manager (212 7 A >3 BB
b ET,

https://<chassis mgmt ip address>:<chassis mgmt_port>

<chassis mgmt_ip_address> (. #JHIFZ E M C A ) L 7= Firepower ¥ —3 D IP 7 R L A £721%
AR A MAT, <chassis mgmt_port> L3¢ EA5E T L7 HTTPS A" — kT,
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B oucr: Emo57 L FRICDHCP — N ERET S

DHCP : XV 54 7> FRAIZDHCP H—/I\%ERET S

ATy
ATvT2
ATvT3
ATvT4

BEHINA L H—T =2 A4 AIEH L TNDT T4 7T 2 MK LTDHCP —\EFNIT 52
ENTEET, T 74N FTHE, = NET7 R L AHiPH 192.168.45.10 ~ 192.168.45.12 THZ)
Wi TWET, FEIP 7 RLRAZEE T 5456, DHCP 2T 2 0E R H Y £3, £
D, HLWFy U —27 D DHCP 2 HEANTHZ ENTEET,

FIIE
[Platform Settings] > [DHCP] > ZE4R L £,
[Enable DHCP service] T = v 7 Ry 7 A& AN LET,

[Start IP] & [EndIP] {27 FL A& AN LET,
[fR1F (Save) 1272 Vw7 LET,

=L

syslog : syslog A v E—L U T DERTE

\}

R N=F DT TIN Y a—=T A TBROS T MU O TR £,
syslog A v &—1%, Firepower 2100 2> Y —)L SSHE v av, EliFne—AILr77 A
ICEETEET,

B D syslog A v E—UXFX0S ¥ v — VOB SN E T, ASAsyslog A v E—T D
B ASARETCH X VeRETIMEBDHY 5,

GE)

ATy I
ATy T2

UE— FERIFTR—FENTWHETA,

FIE

[Platform Settings] > [Syslog] > Z#{R L £7°,
H— NSRS E L E T,

a) [Local Destinations] ¥ 7% 27 U v 7 LE 7,
b) RDT7 44—V RIZASLET,

22 5 EA

arvy—JL

[Admin State] o — T syslog A v —T & FRT HIZIE, [Enable]
Frxy IRy 7 A I A LET,
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syslog : syslog * v t—C VT DHRTE .

&HI EHEA
[Level] I UCERRT DA v =V OREL~VE T Y v
L %79, Firepower v ¥ —NZITZFD L~V ED A v E—
UNRERENET,
« B2 (Emergencies)
* [Alerts]
* [Critical]
Tov bT+—L
[Admin State] 7'Z v b7 4 — 2 syslog IXTFIZEZ T,
[Level] FTRTHA Y E—VORIK L~V A #IR LE£7, Firepower

V=N FDOLNRALED A v —URFREINET,
7 7 4 v b [Informational] T3,

+ 22 (Emergencies)
* [Alerts]

* [Critical]

* [Errorg|
 [Warnings]

* [Notifications]

* [Information]

* [Debugging]

[Fil€]

[Admin State] syslog A v &—2% 7 7 A4 JVIZHRAFT S IZ1X,. [Enable]
Frxv IRy I AEF AT LET,
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Firepower Chassis Manager 0 3% |

Bl

B

[Level]

BFETHIA v E—VOREL LA RIRLET, VAT A
TZDOL L DA v —V R ELE T,

+ 22 (Emergencies)
* [Alerts]

* [Critical]

* [Errorg|

* [Warnings]

* [Notifications]

* [Information]

* [Debugging]

[Name]

16 XLFETCO7 7 A NG ERELET,

[Size]

BHDA v E—UTHRLEWA vE—U0N FEX XN B0
DK TZ 7 ANV A X (A NEALD) ZFRELET, A%
7RI 4096 ~ 4194304 XA T,

c) [SavelxZ Vw2 LET,
ATV T3 B—HINANEELERELET,

a) [Local Sources]| # 7% 27 Vv 27 LET,
by KDOT7 44—V RIZADLET,
£l EREA
Faults Admin State VAT LEFEaX 7 EHYMET 502E 57> [Enable]
Frxv IRy A%F T D L Firepower ¥ ¥ — 139
NTOYVAT LEFEEZ T 7GRk L ET,
Audits Admin State EAEa X T EEMET 500 E 9 [Enable] T = v 7 K >
J A N2 T B & Firepower ¥ ¥ — VT TR TCOEA R
T AR Meu 2\ iRk L £,
Events Admin State VAT UAANRY N aX T ERMET 200 E 20 A%
{t (Enable) |F = v 7Ry 7 RA%&A 27 5 &, Firepower
VY —UIETRTOVAT A ARy hreu 7 ik L E
j—o
c) [PrRfF (Save) 1%7 Uy 7 LET,
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ons : ons — <oz

DNS : DNS Y —/\D%*E

ATy
ATy T2
ATvT3

ATvT4
ATy TH

VAT LTHRARNGDIP T KU ASOFRPLERGEIL, DNS b —R"ZHET HLENH
Di? HRKA4BDDNS —NERETEET, HEDODNS b —A"EHET LHHG. VAT
WL DY —ROMBIEILT L7 F7,

1R BHHIIZ

* DNS (X, 7 7 # /L F TIZK D OpenDNS H— STk STV ET © 208.67.222.222,
208.67.220.220,

FIE

[Platform Settings] > [DNS] > Z@&{R L 7,

[Enable DNS Server] 7= v 7 Ry 7 A& AN LET,

BN % DNS —N (g K4 H) ZEiC, ENENDOIP 7 KL A% [DNS Server) 7 1 —/L
RIZAZIL, [Add| 227V v 7 LET,

[Save] &7 U > 7 LT,

[Domain Name Configuration] # 7% 2 U > 7 L Firepower ¥ ¥ — N IHEMA T 7 1 v 7 R
& L CEMT % [Domainname] Z A )L, [Add] %7 U v 27 LET,

el 23X, RAA 4% Texamplecom| I ZFRE L. syslog h—/3& U CIHEEAS [jupiter] %
8B L7251, Firepower ¥ ¥ — 3 IZ X o THARIMDESF 4T [jupiter.example.com] & 72 1)
£,

FIPSELUVIEVISATI)7 APSEXVAEV IV SATUTE—

NOFEYiL |

Firepower 2100 T FIPS £721Z=E> 7747 U7 (CC) E— FEZHAMTT DI, ROFIAE
EIITLET,

%72, fipsenable =~ > K& M LT ASA TEBIIZ FIPS E— REZGENITHLELH Y £

T ASAIZIEZ, = E 7747 V7 E— RICET2EBIOREILH Y £, CC i

UCAPL D= 7' T4 7 ZZET 2 BMOGIRBHNIE, v ZAadotxa )74 R —0
T T VIS TRETDHDLENDY £77,

%m ASA TFIPS E— RZHTEL. T3 AD Y u— K&FF->THh 5, FXOS T FIPS £—
ERETHZ L EBEIDLET,
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B 7rexvzr gm7sezons

ATy
ATy T2
ATvT3

ATvT4
ATvT5

FIE

[Platform Settings] > [FIPS and Common Criteria] > % &K L £ 9,
[Enable] = v 7Ry 7 A%ANZTHZ EIZLD, [FIPS] Z AN LET,
[Enable] = v 7Ry 7 A4 02352 £I12L VW, [Common Criteria] ZHZhZ LE T,

O I IAT VT EEMNTT D E, [FIPSEnable] F = v 7 R v 7 A FT 7 4L b TH AR
Di‘j—o

[Save] 227 U v 7 LET,
Tuar T M-S TV AT LE ) T —F LET,

TIO9EVA VAL : BEBT7IOEADETE

ATy I
ATvT2

ATvT3

7 7 # )V N TiE, Firepower2100 %, & 1/1192.168.45.0/24 % »» N 7 — 27 T, Firepower Chassis
Manager ~® HTTPS 77 & A, BLOSSHT 7 v A&FH A LE T, OFX Y hT—7 B0
T e A&FA, KX SNMP ZFF AT 55513, 778X VR MNEBINELIIERE T L0
b0 ET,

IP7 FLZ (v4dE7idve) o7y 7 T, ¥—ERAZTEITRR25BORR LY T F v b
ERETEET,

FIE

[Platform Settings] > [Access List] > ZZR L £ 7,

[IPv4 Access List] fEI C :

a) [Add]z=27 VU vy 7 LET,

b) KROEEZATILET,
« [IPAddress]:IP 7 RLAZEELET, TXTOXy NU—27 ZF A3 5I121E, 0.0.00
EATTLET,
* [Prefix Length] : 7% > h ~ A7 ZFEL LT, TTORy NU—7 2T 5
Wi, 0L AL ET,

* [Protocol] : [HTTPS]. [SNMP], F72I1%[SSH] Zi&R L £,
¢) [OK]ZZ7 V> LET,
d) P—ERZTLICRy hU—=TZBINT DL, ZHUHDART v 7 ZEVIRLET,
[IPv6 Access List] 7k C :

a) [Add]| %7V v 7 LET,
b) KROEEZATILET,

[l CiscoFirepower2100ASA 75 F 74 —LE—FFX0S Y74 ¥alL—a v AA K



| Firepower Chassis Manager 0% <€
22565797 7—+ I

 [IP Address]:IP 7 RLAZRELET, T _XCTOFXy NT—7 ZFFATHITIE, = &
ANTLET,

o [PrefixLength] : 'V 7 4 v 7 ARZHFELET, TXCORy NT—T ZFA[THIC
X, 0 A LET,

* [Protocol] : [HTTPS]. [SNMP], F72I1%[SSH] Zi&R L £,

¢) [OK]ZZ7 VU vZ7 LET,
d ¥—ERZTLICRy NU—ZZBIT 2123, ThHDAT v 72l iRl £,

ATy T4 [fRT7F (Save) |27 U w27 LET,

~ — O
DARATLTYITT—hF
TOEEFAZ U RT R ASAICERESNE T, 72— N A —R—=XT %27 v 7T L — T
5¥A1%, [Cisco ASA Upgrade Guidell 2L T Z& W, 7Ty 77 L— R kR (Tid#
H 20 ~ 30 50 £,

ASA. ASDM. BIXUFX0S DA A =L 1 DD Ry r—DIIN 0 FLVERTHWET, /Sy
F—=DT v 7T — MIFXOS IZL - TEEHINE T, ASAARL—T 47 VAT ANT
ASA%RT v 77 L —RTHILIEXTEERA, ASA & FXOS 23T v 77 L — 352
LIFETEERHA, IRV RALERTOVET,

ASDM DA IIBIAN T, ASAF XL —F 4 L T VAT ANNST v F 7 L— RTE L7280,
T LH AN RS2 ASDM A A=V AT 2 LEIH Y A, FETY v m—F
9% ASDM A A —UILFXOS A A— U A MIRRENERE A, ASA NG ASDM A A —
EEHTLOMNENRDH Y T,

\}

GE) N RMVvET7y 77— RT5E, RU4ART (asdmbin) THD7=0H, /3 KLNO ASDM
AA—=UDHIDO ASDM N RV A A=V EESHMZET, 72720, 7y e—RNLIEHIO
ASDM A A—< (7= & 2 1¥ asdm-782.bin) #FHTERRNTLH L, NNV T v 77 L— %
HEIEMER LA A—YMERHINET, AHEOH D ASDM NN—2 3 VA FTLTND Z
EEMERT HIZIE, N RLVET v 7L —RTDHHNZASDM 27 v 77 L— R4 50, £
TIXASANY RV ET v 77 L— KT HEBNZ, /N2 RV ST ASDM A A — (asdm.bin)
EHEATH LI ASA ZHEETHILENH D £,

1R BHEIIZ
Ty a— RTAHIAA—URa—H)L 2L o — X THERIRETHA I EAHRLTLES
W,
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B ==

ATy

ATy T2
ATvT3
ATy T4

ATy TH
ATvT6

A—HFThoY

Firepower Chassis Manager 0 3% |

FIE

[System] > [Updates] > ZZR L £7°,

[Available Updates] ~— 12, ¥ ¥ — Y CHEHARER /Ny 7 —Y DU XA MRERRINET,
[Upload Image] #27 V v 7 L¥ 7,

[Browsel #27 U w7 L, Ty 7 u—RTH5A4 A—VFETHBEIL TERRLET,

[Upload] 22 V v 7 LET,

BIRLIZA A=V Ry =T vy 7r— RSN ET, A A—VOESMHEIT, HLnA A—T
WYY —UIZBMESND & HEMICHRE S ET, FEICTHERT 258, [Veify] (F= v
J~—0 TAary) 7Yy 7 LET,

Ty T T —RT5HASA Ny r—U %R L, [Upgradel 227 VU v 27 LET,

A VANV DOFATEREET HITIE [Yes] . A A h—/LZ&F % /LT 5HITIE [No] &7
Vw27 LET,

7 w77 L— RHIZ, Firepower Chassis Manager 7252 277 7 F Z3LE T,

2—H T H 7 biE, Firepower2100 ¥ ¥ — 27 7B AT H-DIERAENE T, Zhbo
7 717> MX. Firepower Chassis Manager 33 KX ONSSH 77 E A T SivE 3, ASA IZIEBID
:L*‘-]j- T 5 rj‘/ k &uuuﬁz))&) n i—§F

FZDULNT
EEBETHhOU L

BHET AT NIT 74N a— T HU L R THY, TEOHIRIITEERA, ZDOT
BT ME, VATFLAEREEFIZA— A= —F T H T N THY, TRTOMEENREG 25
nNTWET, F744 FOZRT— KiZ Adminl23 T,

THET A MIEIZT 77407 T, BHEERH Y XA, EHET IV NEIET
TATICHRET D EIETEEREA,

O—AILEESN-2—F F7hOU b+

BRASDE— N 22— T I hERETEET, K- T Hhour MIF, —BEDO2—
Y4 ERAT — RPRNMETT,

P NVRBRES NIz =T v v ML, BEHEHEREZF O 2V ThHNIHETH AR E 21T
W T HZLNTEET,
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1-—FT7hYo rcET A1 kS [

A—YHF F7HAOU MBI LHA 504
1—H4

2—H4 1%, Firepower Chassis Manager 33 X O FXOSCLI ® v 7 A > ID & LTl &7,
274 IDOFENY ETIIHZ>TE, ROTA R4 BLOHRFHEZEBR LTI ZI0,

e A IDITIE, WEGDL 1 ~32OXTHEDDLENTEET,
ALEOET
fEEOEF
e (TuH—2aT)
- (Fyva)

(Fv )

en A IDIF—ETHILLERDY 7,

174 IDIE, BLFTHET ILEND D T, HFOT X —RaT i EORKRL
FTHOIEDDHZ LIXTEE A,

e 1A ID Tk, RILFEL/NLFRXBISNET,

T RTHFTOu A 2 IDIIERTE £H A,

ca—HW T HT L NOMEREZIT. e/ AV IDEEETEERA, 2—HF T NEYIER
L. BiLWa—F 7 h o0 FEERTAULERH D £,

INATJ— K

0—HNVBRES NIz —F T hH 7 T8I, NRAT— RBRRETT, EHEWHREZ FFO 21—
PFiE, 2= RXRT = RORRAY = REET = v 7 2 FTTELICV AT LAERETEE
T, NAU—REBETF v 7 2AA RX—TNIT DL, HF2—FREN AT — REFEHT
WVERH Y F97,

Ha— PRI SAY = FERET D2 L AR L T, v W ARAEL—F DAY —
WET = 7 BEINTT D E, FXOSITRO B ZRTZ LT RWARRT — REHEG LET,

I L 8T EE S, RN 12T XTFTHDHI &

N

CE) axr 7747V THEMBICHEILT 572D, A7 a TV AT
LD TFHNS LFORESDONRAT— RERETEET,

cTNT 7Ry hOKRXFEDViR b 1| XFET,
e TILT 7Ry NN TR ED 1 UFET,

s BRSO (FERSCE) 27K 8L 1 T E T,
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A—HMEM

ATy T
ATvT2
ATvT3

ATvT4

Firepower Chassis Manager 0 3% |

« aaabbb 72 EEfE L C 3 FI A X T IR SIFE2 B ERU,
» passwordABC X° password321 72 & D 3 D Duifie L 72 PR F 2 ED L O RIEFTh - T

bEER,

e a—YHEFE— FRFA—FHZFT LD TIERU,
¢ NAY— 1* Tar7vaFr) Fy ZIZGHKT D, o2, FEECEHS STV DY

HRHZEICE S RA Y — REEET D Z X TE A,

RO FEFZER, § (FAgts) 2 BRI | = (F5) .
cZERICTHZLITTE LA,

Firepower Chassis Manager 33 - OFXOSCLI 7 7t A0 u—Hh /)b 2—F &2 BML ET,

[System] > [User Management] > Z 3l L £9°,

[Local Users] # 7% 7V v 7 LET,

[Z=—HDEM (AddUser) %7 U v 27 LT [—HDiBM (AddUser) | XA T THRy T A
ZBE £,

2—PIZEH L CTEREINAEREEH LT, ROT7 4 — L RITEEATILET,

* [User Name] : = —HHEZRELET, ZOL4HNL, BAETHY, =2—HF T h U "D

HTA RTA 2 LHIRERMTZ L TWDREND Y 3 (2—F T h v MCBET LA FF
A (25°—=2) 22MR) , 2=V ERELET. A IDEERETEEEA,
A=Y T FEHBRL, FrLna—Y T AT P ERAERT 2 SBERH Y T,

* [First Name] : = — VDAL EZRELET, ZD7 4 —/L RIZiE, 32 LFETOEEAST

EE7,

e [Last Name] : =—H D, ZD7 4 —/L FiZiE, 32 LFETOMHEEASITEET,

[Email] : = —FDEFA—/1LT FLAEZRELET,

[Phone Number] : =—H OEFEEFFEZREL T,

» [Password] 3 J. (8 [Confirm Password] : Z D7 A v 2 MIEHEMIT LN TNWE/RATY— K%

%&“ibi“i‘o IRAT— RBEF = v 7 /I LTZEEIE, 22— AU — &R b

WZT HRENRH Y £, D@Si%f%:/ﬁgﬁ%ﬁt TWRUWSRA T — REFA
Li@” (—VREMOHKE Q7—) BLXOa2—HF T7THhor MIBETIHA KT A
v Q25 R—=) BHM)

[THZ R AT —HF A (Accountstatus) ]: AT —HX A%&[T 7T 47 (Active) 1E7-1%[FE

777 47 (Inactive) [IZEXE L E7,
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a—wzrEonz I

e [—H% 11—/ (UserRole) ]: 2=V T H U MIEIV Y CTHMHEREET E—LEREL
F9, TRTCO—PIT 7+ /V F Tl @AY HH (Read-Only) ] v —/L23E 0 24T
ODNET, 2o —/UERRRTEEEA, BEEr—ALEZHV Y THITIE, V1R
THNO[Admin] Z#7 U v 7 L CTHEFAFZ R LE T, BEHET— /L TlX, RE~OHAID &
BXIAHLOT 7 ANFAIENET, 2—F B — LB X UOMHROZEF IZKEIO 22— o
TAVRHTENCRY £9, 2= T I T b ~DOFH L — L DEN Y TRPfFED 17—
NOBIBRET) EXICa—F R s A L LTWDEE, 777477ty v a ILEID
0 — LR Z Sl E e EEH L £ 7,

* [Account expires] : ZDT AT NOFWIREZRELET, T U ME, (AR

(Expiry Date) ] 7 4 —/V RTHE SN BffO#BICIIEHCTCEEdAL, 2= Th T
MZHEIWIREZRE Lok, TAOHIRZ2 L) ICHXETHZ LILITEERA, EL,
HEHTEZL2RFOEDHRAMTT I NERETHZ EITAHETT, T 74/ T

X, =—HF T H U hOFEHHIRIEH D EHA,

* [Expiry Date] : 7 4 7 > FSHIREINIC /2 5 BAF, A OERIL yyyy-mm-dd TT, ZD
TA—IVROKIGZ DIV X —TAarwzr ) v I 3THLD VU F—RNERRIN, £
NEEH LU THIRAZ@RTE £,

ATY IS5 [Add] %27 v LET,
ATYT6 2—VE2IET 7T 4 T TDITE, ROFIREFEITLET,
a) T T4 TMET D —FITonT, 22U v LET,

ERE—YFT AU MI, BT 7T 4 TICRESN, T 7T 4 T TEET A,

b) [Account Status] 7 4 —/L K C, [Inactive] =7 a v R¥ %7V v 7 LET,
c) [fR1F (Save) 127 VU v/ LET,

S A
A—HYETEEDETE
FTRTCO2—F DI/ — LR EHEERETEET,

FIE

ATvT1 [VATL (System) |1>[1—HEE (User Management) ] Z 3R L £,
ATw T2 [RE (Settings) | ¥ 7 %27 Vw7 LET,
ATV T3 ROT7 4=V RIZADLET,

* [Default Authentication] : VE— kv /A VRHZZ2—WEZGRFET 5T 7 4V bDFIE, RO
WL D

e [Local] : ==—% 7 7> MZ, Firepower ' ¥ — 3 TR —HIVIZERT HHLENH D
\i—g—o
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* [None] : =—4 7 5 7 > KA Firepower ¥ v —IZxf L CRr—H L ThH HHAIL, =—
PRV E—F BT A 0 THLEXNAT—RILEDLD FHA,

« [Password Strength Check] : A2 5 &, T _XTOR—H /L2 —HF /AT — RILR[E 723
AU —=ROHA RIA NNHERT DLER DY £F (2—F T U MCET LA FF
Ay 253—=) M) . T 74N FTI, BIRNAT—RF = v 7 BEBE-
TWET,

[History Count] : LARTIZEE] L7z /XA U — RAEME A FTREIZ /2 5 & Tlo 2 —FRERT 5
VERD D, —BONRAT— RO, BESY LV ME, W%ﬁLMAXU%F%%j hF
—éﬁlJ}: X OIEE TERREN, BEI Y PO LEIWEICEET S &, kb EHVW AT —

ROZPMEFFEEIC /2D £9°, ZOEIX. 0~15706 HHBIZERETEX £, [History Count]
74—V REO _nxffﬂ‘é EL B T SR EZNZ /R . 2 —FIELAENCEER LT
INAT— REFRIHTEET,

[Change Interval] : [Change Count] 7 4 —/L K C{E L7z /XA T — F\wﬁlﬁlﬁﬁﬁfﬁ b
KRR, 2oL, 1~ 745 RO HBICRETE ET, e 2E 207 14—
R348 IZ5% € S 41, [Change Count] 7 ¢ —/L K732 Lﬁﬁﬁéﬂ“(b\éia/\ o — A LERE
SN2 —FITARFRHILINIC 2RI X 5 /3 A T — RERZFEITTHZ LILTEERA,
COMREEANITHICET =y IRy 7 2R F A LET,

* [Change Count] : &2 — 1 /LiBGE & A7z — A3, [Change Interval] DFIZH 5 D/XA T — K
ZERTE DHRKEH, O, 0~ 10 OFPHITHHICEETE E7,
* [No Change Interval] : 2 —H AVGRGES L7c 22—, FLAER LT A T — REZEH S

DN T 2 e/ NS, 2 OfEIX. 1~ 745 BRI O#PH CHAICRETE £d, 2D
HWREEZ AT AT v I/ Ry 7 A4 T LET,

[Passphrase Expiration Days] : A Zh#IfR% 1 ~9999 H DM TRE L £7, 7 74/L FTiX
ABIRITEEL I 2> TOET,

[Passphrase Expiration Days] : 12 7 A > Z A ZWHIR O HRTC SN2 T — RO IR A
D= PICEET D00 % 0~9999 DI TRELET, 774/ ME, 14 HTT,

[Expiration Grace Period] : FAZNHIIRO(] H#% £ Tl — VR RAT — REZEH T 5 ME)
BHDNE0~9999 D TRELET, 774/ MEI3 AT,

[Password Reuse Interval] : /XA Y — FOFFHIAEEIZ72 5 £ TOHEEZ 1 ~ 365 DT
HELET, 774/ M 15 H T, [History Count] & [Password Reuse Interval] O i f5 %
AT 25613, MTOEMHZmIZ L TWARERH Y £, 72& 21X, BELI T b
Z3ICBIE L, ﬁﬂ%ﬁ%%mauﬁﬁié& INAT — REAEETE 501310 AR
WL7ZET, NRAT—REZ3RIZEELEGAICRONET,

ATy T4 [{R1F (Save) |27 U w27 LET,
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Firepower Chassis Manager 0 5% % O J& FE .

Firepower Chassis Manager 0 % 5E D & [

HaE S EE 0
2 —HRRAT— ROkE 9.13(1) KDY H IR AT—REF2 )T 4D

WESBEMENE LT,

o —H AT — RIZiEx K 127 X
FaATE LT, HWHIRIZ80
WEFT Lz,

« T 74/ N TIX, BN AT—
N F =y 7 BENI>TNE
‘a‘o

c BHENAT — ROREEZ KD D
Tar 7T EBRERENET,

o RAT — ROFRHHREI,

o XA T — REF|HOHIFR,

B LVVAEE S LT

System] > [User Management] >
Local Users] > >

System] > [User Management] >
Settings] > >

— —

Firepower 2100 ® NTP ZFED 78— K [9.10(1) FXOS T SHA1 NTP #— Z8GE & iR i
TELL2IRVE LT,

HTIR/ZE T I 7= [Firepower Chassis
Manager] E[if :

[Platform Settings] > [NTP] > [NTP Server
Authentication: Enable] > > F = v 7
AR 7 A [Authentication Key] 7 1 —
JU K. [Authentication Value] 7 1 —/V
=
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CLE LT

CLIIZDUT

.3

i

FXO0S CLI D& E

Firepower 2100 (X, 7 /3A A D AR 22 811F 2 HIH 3 5 72912 FXOS % %17 L £7°, FXOS CLI
% 721X GUI @ Firepower Chassis Manager #ff ]l L T2 L OM¥EA R ETEET, ZDO~v==a
TIVTIEFXOSCLICOW TR LE T, X TOEFxF=2U T 4 KU v—BLOZEOMOENME
X, ASA OS T&EEI D (CLI £721X ASDM #fEH) Z LICHEE LTI,

«CLI B LU EFEE (31 X—)

e AU H =T A (38 3—)
Ty N T F—LEE (44—
o —HEH (91 X—)

« VAT LER (99 RX—)

« FXOS CLI EEDJERE (110 ~—)

BREEHE

Firepower eXtensible Operating System (FXOS) (X, ASACLI & (ZE 2 28(E2 LE3, 22T
(X, CLI & FXOS &EDEHFIEIZHOWTHMA L £,

FXOS IZEH G A7V =7 hETAZFEHLET, ZOFTFTALTIL, BENS T T2 b
IXEH A RER I T 4T 4 FRITRE T 4 T 4 BRACER L2 b0 T, 2%
X, Yy =3, Xy NI EVa—b F— b, Takotid FEHEMEAT V=7 PEL
TRASNOIYEEZ LT 4T 4T, £z, 2= r— AT Ty N7+ —LKRY —1E, &
g A7 s e LTRBELSNDWMET T 47 4T,

FT7V s NMEHPIZ 4 O— KR a~r Rnd D £,
* create object
* delete object
* enter object

* scope object
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B ssazramosnary—L~nis

scope v Rid, A4 7 V=2 b Cha—P A AZ L AeAT V27 FTH, TRTO
FHMRA 7V NCHATEET, ToMoa~vr REFEHALT, 2—% A A&7 2k
FT V2l NEERBLOEBRTEET, T3TO createobject =~ > NIZiX, TN EITKE
Jit~9"% delete object 3 & (N enter object =~ > R2MFEE L £9, enter object =~ K& L
T, LA T V=7 FEERLEVMGFEOA TP =7 FaRELIED TEET, TORD,
F7 V= NPT TIFET 25581 T — L 725 createobject 2~ > ROV Il T
£7

?XFE AT E, WoTha vy MEXOIUEDIRIE TR e/t 7 a V2R TE
=7,

ASA E£7-[LFX0S DY —IL~DIELE

ATy T

ATy T2

mewnmo:yy%wf%hTmecu’%ﬁbi# WIZ. FXOS CLI 725 ASA =1

V= L, BERS Z LN TE E£T, FXOSIZSSH##H:T 28A1E. ASACLIIC b5t
TEE9, SSH D OHERIL 2 Y — Lk Tl 728, FXOS SSH 8t/ 5 #5kD ASA
Bt 1T ) Z N TE £, [AEEIC, ASA IZ SSH 8kt 4 241X, FXOS CLI ([Z#fk T& £
R

— IR CE o Y — VBRI 1 O7F T, FXOS 2tV — v ASA D Y —)b
T 2856, Telnet £7213% SSH i DGE S 138D | Z ORI T,

FIE

Ty Ya—HFxar Y —/LR— MIEHE L £ 9, Firepower2100 (21X DB-9toRJ-45 U 7
V=TSR L TS, BT 572013 — K 8—F7 & U 7L to USB 7 —
TANRKETT, THEHOAXL—F 4 7 AT ATHERUSB VY 7L KT A A& 5T
AVAR=LLTLEEN, ROV TIVEREEFEHLET,

* 9600 7R —

8T —HF v b

e NUT 4721

1Ay 7 EY b
FXOSCLIIZHfE L ET, =¥ 7 LT vy v a AJJLET, 77 4/0 FTiE, admin 2 —
PEF T AN RO AT—RFAdMInI2B 2L Cue /(v TE£1,

ASA IZHE L7,
connect asa

1 -

firepower-21104# connect asa
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
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ATvT3

ssH 2/ L1- oS ~oizs ]

ciscoasa>

FXOS =22V — /TR LIZIE, Ctrl+a, d E AT LET,

SSH Z (& A L 7= FX0S ~ D #&zfit

ATy T

ATy T2

ATvT3

T4 IDIP T KL A 192.168.45.45 #fEH L TEHE 1/1 ® FXOS IZ#Ef cx£9, VE—
MEBRZRET 554 (ASA fxospermit =< F) | FEHERER— T (F 741 FTiE3022)
TF =B AL E—T 24 AIPT RLAIHEGTHZ b TEET,

SSH Z{#fH L T ASA IZ#e 4 5121k, 9. ASA O— kIR BMEDREN A RIZHE-> T SSH
T IR ABRETHVLENHY £7°,

ASA CLI7>5 FXOS., BXONFOW HIMICHESTHZ N TEET,
FXOS I3 K 8 f > SSH #fi A #F 7] L £,

1R BRI

BHIPTY RLAZEFET A3, FXOSEHIPTY RLAFEFIIF— M7 A OEHE (1042—
V) AL T EEN,

FIE

FEHULIZEHR L TCWAEHa L Ea—X T, FHIPT7 FLAIZSSHER LET (T 744
FTld. https://192.168.45.45, == —H¥4 : admin, /X2 U — K : Admin123) ,

Eﬁ@:wﬁ%fm JTA L TEET (:L*”)“O)i_bﬂ 26 ~—) =&W) , VE— NEHE
BETAEE, ASAT—F A X —T oA AIPIZR— 13022 (F7+/L FDOFR—F) TSSH

&ﬁbiﬁo

ASA CLIIZHi#e L £,

connect asa

FXOS CLIIZE A 12i%, Ctlta, d EAH L FET,

i -

firepower-21104# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa>

ASA IZ SSH ##5t 79 5357 (ASA TSSH 7 7 B AZE L7-#%) . FXOS CLLIZHHE LE T,

connect fxos
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B szv0a<rroas

REdbnavy

ATvT1

FX0S Ll D% |
v k. BE KT

FXOS ~DFEEZ KD OENET, T 74/ hO2—H4  adminB L UVSA T — R : Admin123
ZEHLET, ASACLIIZREDITIE, exit E ASTT 50, E7iE Cul-Shift-6, x E ASTLET,

51

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FXO0S 2.2(2.32) kp2110

firepower-2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

[..]

firepower-2110#

firepower-2110# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

KDazw b, BE, R

CLITay7 4 F¥alb—Yaravy ReEANT556, RELRGFTLHETa~r FidEH
EnFEHA, IV FENDHETIE, a7 Falb—raravy RIREREL Y BE
FETEXET, a~v 2 FMERTOERE, a<v R a7 hORNCT AZ U R 7 (%) NFER
EINFET, REOEHERTFEITEET L&, TAX VA RFRINRL R 7, B
Davwy REeE— RCREFPOEREZEAENR, FLHOTHATEETST, REFOa~<» NIE
Da<wy RE—RTHLRRTEET,

FIE

AT OREER RN LET,
show configuration pending

&1

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter ntp-server 10.1.1.1
firepower-2110 /system/services/ntp-server* # show configuration pending
+enter ntp-server 10.1.1.1

+ set ntp-shal-key-id 0
+! set ntp-shal-key-string
texit
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B
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show 37> kinogre 7 0a0>y |

firepower-2110 /system/services/ntp-server* #

RE R LET,

commit-buffer

GE) oo~ REFEEHTaly b2 01F,. B—0#EETIEH D A, RBKL
Tra<  FRHoTh, Lo~y Mid@ElHashEd, kikL/i-a~r Nz
FT— Ay —VTHRESNET,

51

firepower-2110 /system/services/ntp-server* # commit-buffer
firepower-2110 /system/services/ntp-server #

RELAEEFERLET,
discard-buffer

51

firepower-2110 /system/services/ntp-server* # discard-buffer
firepower-2110 /system/services/ntp-server #

451
Wiz, ZarrsRavr Rz NI o7ak 2AfiEb b6 a2~ LET,

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter ntp-server 10.1.1.1
firepower-2110 /system/services/ntp-server* # show configuration pending
+enter ntp-server 10.1.1.1

+ set ntp-shal-key-id 0
+! set ntp-shal-key-string
texit

firepower-2110 /system/services/ntp-server* #
firepower-2110 /system/services/ntp-server* # commit-buffer
firepower-2110 /system/services/ntp-server #

show A7 > FHADREFEE TR )T

HOETHAN 7740V FA VL7 hTBHE, show a2~ ROHENEREFETEET, HH
BT ANEN T aw s RIIRXA 7358, showa~r ROEhE 7 4 VvZ ) 7 TE
i‘g‘o

HADRAFEE 7 AN Z ) o 7T Th show 2~ FTHEATEETN, KEOTFFX %
AT D a~y REQUETHAICR BRI E T, 72 & 21X, show configuration ==~ > K
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B sowvo~ormnosnsysy

Y

AEMLT, REDTRTELTHELRRTEET, REODHNWEZaA—FTDH L, RHEL
N7y TRBIMETTEET,

GE)

show 2> RTIEY—27 Ly b OXZRT—=R7 40—/ R) BREREINDDNTZD, HFLOTFA
A AR EZAEVIT 586 1F. EBEONRRTU—RFE2E505 X 912 show HNEEHE 5 0EE
NhHET,

show a<v > REHAD T4 LR YT

show 2~ RO 127 4 VX D o 735120, ROV T a<wr FeERLET, RO
DOFHAT, show =<2 ROZEDORYIOHEE | 1Z34 7LFTHY, v RIZEEN., HX
DOHHDO - TIXH Y EHA, TANEZ Y T F T aidavy FORYD | XFEOHIC
ANTLET,

show command | {begin expression|count|cut expression|egrep expression|end
expression | exclude expression|grep expression|head |include expression|last |less| no-more| sort
expression | tr expression|uniq expression|wc}

TANRY) T A Toay
TUNEY T T awy RFkO LB T,

* begin : FRE SN X =L 2 BLRYOITERE L, LOITLRIBEOT N TOITE
KR LET,

ecount : 1T AT U P LET,

ccut : BATO—EEHIR (T b)) LET,

cegrep : JEIRX A T DONE = L —HKTHITOHREFRLET,
cend: NF =& T HITTRTLET,

sexclude: X — & —ETHTXTOITERN L, TOMOTRTOITERRLE
ﬁ—o

egrep : A — L L —HTDITOHREFRRLET,
*head : FAIDITEFRLET,

cinclude : NZ — L —EFTDITOREFRRLET,
s last 1 R DITE2FRLET,

cless: X—= T DT 4 NETT,

eno-more: 2~ N OHR—T %A 7IZLET,
esort 1 fTEY—bFLET (AR —L V—F—) ,
ctr UFEEH, AT A =X BLOHIBRL £,
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show 27> kithoin [

cuniq : BEELZE—1TD 1 D& R TN TE2MEEL £,
ewe: {7, HiE, BLOXTFOHAEERLET,

expression

WE., X, DFEV AR = TEMART R by, XA —ESI A EIE ES A
BCTHERZNTLEEY, Ko e LTEREINET, F2. KEDAR—ZFRUTE
FNET,

GE) WOV Tavwr ROWONTIE, 7402 Y v 7 ZZFFMICHEICE 28MA 7> a U 3dH b
£9, 72& 21X, showconfiguration |head 35 X U show configuration |last & $5& 9 % &, lines
F—U—RFEMEHLTERINDIITHELECEET, 774/ MT10TT, EHIT, show
configuration |sort LfEET 5 & HANOGEEITEZHIRT 270 OF 7> a v -u ZBIITE
F9., (ZOFT v a rOFMRHRIAIEIA RF 2 A0 boOXIgSL T, SEIIEhha~vr FiC
DNTIE, FXOS O~V T A EZIL TS 7ZE W, FEIIC DWW TIE, 34247 5 Linux O~/b
TESRLTIEZEIN, )

1
ROPITIZ, AT LAY b va TNOBIEOITEZ RS 2 HEE R LET,

FP9300-A# show sel 1/1 | count
3008
FP9300-A#

ROBITIE, LFH Terror) ZEZLL AT A AR b 0 OITERRT DHEEZRLET,

FP9300-A# show sel 1/1 | include error
968 | 05/15/2016 16:46:25 | CIMC | System Event DDR4 P2 H2 EC

C #0x99 | Upper critical - going high | Asserted | Reading 20
000 >= Threshold 20000 error
FP9300-A#

BEEIER
show <> R ORSFE (37 X—7)

show a7 > FEADKERE
HHETHRARN 774 MV EAL VY vT5HE, show a~ 2 ROHITERFTEET,

show command [ > {ftp:|scp: | sftp: | tftp: |volatile: |workspace:} ]| [ >> {volatile
| workspace: } ]
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. AVA—T(4R

X DA > (ftp: | scp: | sftp: | tftp: | volatile: BILE NS AR— R 7o Fa il L
| workspace: EENFT A L T 7 A M show 3+ > R A
VA1V FLET,

avy REANITHE, VE—F =14 IPT
RL A, o—HF4L, T7A4L 2Rz &

WET,
Z OB R CTEnter 24 L. B3 — b VIR TE
SNET,

>> {volatile: | workspace:} show =~ RO ZEIRTHA N 77 A I8
MLES, ZOT77AMFTTITHFEL TV LLE
WHY ET,

il

WOHITIL, BIEOREEZ VAT LT — I A=A GFELLE S E LTWET, RET 7 AL
NI TICHFELTEY, EEEXTINE I NERERIRTXET,

FP9300-A# show configuration > workspace

File already exists, overwrite (y/n)?[n]n

Reissue command with >> if you want to append to existing file
FP9300-A#

ESPEDEYS]
show a2~ RO 7 4 v2 ) 7 (36 —)

A3
A 22— x4 R
FXOS THEA v 5 7 x —AZFHTEET, A V=T oA AEMAT DT, A5 —
7 x4 A% FXOS THHENZANZ L, ASA THERICAINCT DLERH Y £,

Firepower 2100 (%X, 7 7 4/ F THMIR>TNWDHY ¥ AR 7 Lb—L%ExHR—FLET, KK
MTU 1% 9184 T3,

BB —T A ADEEHIZOWTIZ, ASA & FXOS OFEHE (1 <—) BB LTL P
él/\o

= A—)
A3 —T x4 ADEXRTE

AV H—T oA ALY HIB LI OESCT 2L, BIOAS X —T = ADHE L

Tad byl AERETDHILENTEET, A X —Tx2A RAEMHHATHINE, A4 —T =

A A% FXOS THIERMIZHINZ L, ASA CEMICANCT24ENH Y £9°, FXOS & ASA
DETT, A=W Ry F 11 &A=y N 12 DHENRT 7 4V FTHNZI > TWET,
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ATy

ATy T2

ATvT3

ATvT4

AB—T 1A ADHKTE II

188 BRI
9 "CIZ EtherChannel D A > X—ToHHA X —7 = A AFIEABNCET TE F4 A, EtherChannel
BN 2RI, REEZIToTLEE,

FIE

A=YV Ry 8T v TV 72 AL T, fabrica E— FEBABLET,
scope eth-uplink
scopefabrica

&1

firepower-2110# scope eth-uplink
firepower-2110 /eth-uplink # scope fabric a
firepower-2110 /eth-uplink/fabric #

AV =T A AEHFHLET,
enter interfaceinterface id

enable
B -

firepower-2110 /eth-uplink/fabric # enter interface Ethernetl/8
firepower-2110 /eth-uplink/fabric/interface # enable
firepower-2110 /eth-uplink/fabric/interface* #

HE R I o— g VEAREITESICLET,
set auto-negotiation {on | off}
RIA4A5 A X2 —T =2 A4 ZADE, 7 7 4/V FREIL [on] TT,

SFPA U ¥ —T = A ADYH, T 74V MREIL[offf THY, BEIXI T =— 3 Y EFHMC
TAHZEIITEERA,

51

firepower-2110 /eth-uplink/fabric/interface* # set auto-negotiation off

HEix I x—va VEBNCT DHEIE, A v —T = AREEZRELET,
set admin-speed {10mbps| 100mbps| 1gbps| 10gbps}

A L H—T oA ADEE, ZOREFHEIRI T — g VBTN LTZGE IO EH
SN,

1
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ATvT6

Fxos el oz |

firepower-2110 /eth-uplink/fabric/interface* # set admin-speed lgbps

AV HE=T 2 A ADT 2T by 7 AET—Re#ELET,
set admin-duplex {fullduplex | halfduplex}

RRA V H—T 2 A ADEE, ZOT 2T Ly AFHB R I — 3 VR LGS
WCOBMERSET,

i

firepower-2110 /eth-uplink/fabric/interface* # set admin-duplex halfduplex

REERIELET,
commit-buffer

1

firepower-2110 /eth-uplink/fabric/interface* # commit-buffer
firepower-2110 /eth-uplink/fabric/interface #

1

firepower-2110# scope eth-uplink

firepower-2110 /eth-uplink* # scope fabric a

firepower-2110 /eth-uplink/fabric* # enter interface ethernetl/6

firepower-2110 /eth-uplink/fabric/interface* # enable

firepower-2110 /eth-uplink/fabric/interface* # set flow-control-policy FlowControlPolicy23
firepower-2110 /eth-uplink/fabric/interface* # commit-buffer

firepower-2110 /eth-uplink/fabric/interface #

EtherChannel 0):E/0

A\

EtherChannel (B R — hF ¥ x/) 1%, HELT 27 Ly 7 ARFE CHEKSEHD A L /3—
AVE—T A RAEEZODLIENTEET, AT 4T XA T 1ERI-45 £721X SFP OWT T
T, B4 A4T7 @HEXT 7AN) OSFPERAESIEDLZENTEET, FEROKEZ VAV
=T 2 ACTHEL RS EHETDHI LWL TA v H—T 24 ADKE (IGBA vV H—7 =
AAENOGB A v HZ—T 2 A AR E) BRESHDLZEITTEXERA,

GE)

EtherChannel * > 73— 7"— ME ASA ([ZF /xS vE 25, EtherChannel 38 XV — b A 273 —
2w FILFX0S TOLBRETEET,

[l CiscoFirepower2100ASA 75 F 74 —LE—FFX0S Y74 ¥alL—a v AA K



| Fxoscum

®’E
EtherChannel 0);E /0 .
N
GE)  ASAIX., LACPE# L — F& ¥ AR — KL TWEHA, LACP TIEFIZEFEO L — MAMEMA S
\35@—0
1RO BRI
Firepower 2100 (X, 777 7 4 7 £ 72134 > ® Link Aggregation Control Protocol (LACP) £— F
C EtherChannel # %R — s L&EJ, 7 74/L FTiX, LACPE— RIX7T 77 4 7TIZHEINT
WEY, CLITE— &4 VICEETEET, REQRABMEZHGD0I0, #iA A v F R—
NeT 7T 47 BT RICRETDHZ EEHMHRELES,
FI&
ARTYT1 A=y T w7V 7% AL THhD, fabrica E— REBMHLET,
scope eth-uplink
scopefabrica
1 -
firepower-2110# scope eth-uplink
firepower-2110 /eth-uplink # scope fabric a
firepower-2110 /eth-uplink/fabric #
ATYT2 F—=bF ¥ XNV EENILET,
enter port-channel ID
enable
[ID] % 1 ~ 47 OEELITHE L £,
i -
firepower-2110 /eth-uplink/fabric # enter port-channel 1
firepower-2110 /eth-uplink/fabric/port-channel* # enable
ATVT3 AUNA U Z—=T =4 ZA%HID L TES,

enter member-port interface id

1 -

firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/1l
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/2
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/3
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernetl/4
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
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ATy T4

ATy TH

ATvT6

ATy 71

ATvT8

Fxos el oz |

firepower-2110 /eth-uplink/fabric/port-channel* #

(f£#&) LACP E— NZFELET,
set port-channel-mode {active | on}
77 %L b [Active] E— KT,
1 -

firepower-2110 /eth-uplink/fabric/port-channel* # set port-channel-mode on

EE) R—FF ¥ XA DTRTDORALNIZONWTA VB —T oA AHELXHRELET, 2D
BREIL, BRIDOA o F—T 2 A ATHRES N T BT 4 L bBEINET,

set speed {10mbps| 100mbps| 1gbps| 10gbps}

TNHDNRTA=ZFIAR—= b F ¥ XN DTRTDOA L H—T 2 AT—HLTWABLEND D
720, ZOHFETIINEDNRITA—FEHRET D a— by MRV ET,

51

firepower-2110 /eth-uplink/fabric/port-channel* # set speed lgbps

EE) AR — FOEAE. A= F ¥ XNADTRTDRALNZONWTA v Z—T oA AT
Ty I AE—REHRELET, ZOREIL ERIOA o F—T A ATREINTCT AN
T4 L0 LELREINET,

set duplex {fullduplex | halfduplex}

TNEDNNTA—RTIR— N F ¥ RN DTRTOA L EZ—T A AT—HLTWALENS S
72D, ZTOHEZINGDNRTA—RERETDHa— by M ET,

1 -

firepower-2110 /eth-uplink/fabric/port-channel* # set duplex fullduplex

(EE) @l % 256 XN TREL T,
set descr " text"”
&1

firepower-2110 /eth-uplink/fabric/port-channel* # set descr "Inside Interface"

REERGTLET,
commit-buffer

1 -

firepower-2110 /eth-uplink/fabric/port-channel* # commit-buffer
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firepower-2110 /eth-uplink/fabric/port-channel #

il

Wiz, 35D A 2 H#—7 = A A% EtherChannel |ZiB/ L. LACP £ — R%& 4 VIR E
L., HEL 7o —HIfHRY > —2RETHHE2RLET,

firepower-2110# scope eth-uplink

firepower-2110 /eth-uplink # scope fabric a

firepower-2110 /eth-uplink/fabric #

firepower-2110 /eth-uplink/fabric # enter port-channel 1

firepower-2110 /eth-uplink/fabric/port-channel* # enable

firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernet2/1
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernet2/2
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # enter member-port ethernet2/3
firepower-2110 /eth-uplink/fabric/port-channel/member-port* # exit
firepower-2110 /eth-uplink/fabric/port-channel* # set port-channel-mode on
firepower-2110 /eth-uplink/fabric/port-channel* # set speed 10gbps

firepower-2110 /eth-uplink/fabric/port-channel* # commit-buffer
firepower-2110 /eth-uplink/fabric/port-channel #

EZR)GA4AR3—T (4R

X —VIIA VAL ENTWAEAL L E—T 2 ADAT—RZ ARFRLET,

FIE

ARTYT1 A=y b T v 7TV 7% AL TG, fabrica E— REBMH L ET,
scope eth-uplink
scopefabrica

51

firepower-2110# scope eth-uplink
firepower-2110 /eth-uplink # scope fabric a
firepower-2110 /eth-uplink/fabric #

ATYT2 Vx—VICA VA= L ENTWDEAL L H—T =2 A AEFRLET,
show interface
Etherchannel D X >N f L B2 —T = 4 A%, ZDOY X MIIFRRINEFT AL
51
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ATy T

firepower-2110 /eth-uplink/fabric # show interface

Interface:

Network Time Protocol (NTP) #FE L7721 .

Port Name

Ethernetl/1
Ethernetl/2

not-connected

Ethernetl/3
Ethernetl/4
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernet2/1
Ethernet2/2
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet3/2
Ethernet3/4

=L

ax AE

Port Type

Mgmt
Data

Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data
Data

— LERE

RO T 7 & A7 D FXOS O IEAR 72t E 4

Admin State Oper State

Enabled
Enabled

Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

=g

X A&

Present
Present
Present
Present

TEET,

FX0S CLI ®

State Reason

Link failure

Unknown
Unknown
Unknown
Unknown

B

ax ;&

At &R 2 FEICRRELTZ D, BUEDO T AT
AR TR LoD CTEET, 7 a7 EX, Firepower 2100 2% —3 & ASA 0OS O TH
IR S E T,

NTP ZfER L =B & EZID

NTP [ L TR — R VAT LAERBL, vy MU —7 VAT AR ORZ % 1EREIC

FIALET, ZDOL D RKEEIL. CRL ORGER CIEfERZ A D AR T eatelghn b, I
N BEERBECHIEZ 2D £3, NTPIXT 74/ 8T
VAP RIZHEETEE T, AN 4EBDONTP b — " EFRETE £J, Firepower 2100 X NTP

N=Va 3 LET,

FIE

VAT L' RERBL, RIS —ERAE— P2 LET,

scope system

scope services

51
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ATy T2

ATvT3

ATy T4

NTP 245/ L =Bt eiznnz ]

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

NTPH—_ZEBIMML F T,

enter ntp-server {hostname | ip_addr | ip6_addr}

1 :

firepower-2110 /system/services # enter ntp-server 192.168.6.5
firepower-2110 /system/services/ntp-server* #

(fEE)  (ASA9.10(1) LAFE) NTP #BiEA X E L 7,

NTP H— NBGETlX SHAL O A B AR — hSivEd, NTP H— 02 6%— ID LfEABfS L E
T, 7o& 21X, OpenSSL 234 > A h—/L Z #1172 NTP H—/N /X —7 = > 4.2.8 p8 LA T SHAL
F—Z T DX, ntp-keygen-M =<2 FEZAS L Thntp. keys 7 7 A L TH—ID L%
WRLET, 20OF—1F. 7I9A T heH—_OMHIZH LT, AvE—UF A2 A RD
FEBR TS —EA BT A0 LT,

a) SHAl ¥—ID #HELET,
set ntp-shal-key-id key id
b) SHAl F—FHNA5E L £7,
set ntp-shal-key-string
F—FHNEATTDHEIITRDENET,
c) ntp-server E— R&ETLET,
exit
d) NTPFRiEZ A R—7 MIZLET,

enable ntp-authentication

1 -

firepower-2110 /system/services/ntp-server* # set ntp-shal-key-string 11
firepower-2110 /system/services/ntp-server* # set ntp-shal-key-string
NTP SHA-1 key string: 7092334a7809ab9873124c08123d£9097097fe72
firepower-2110 /system/services/ntp-server* # exit

firepower-2110 /system/services* # enable authentication

ALY = BRTELET,

set timezone

k@\l BIOYA LY = IICRHST 2B ZFEATITAHLIICKRDONET, TR
Nl AR AE AT LET,

51
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firepower-2110 /system/services* # set timezone
Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49

Please select one of the following time zone regions.

1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon
20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time
22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time
24) Alaska Time - Alaska panhandle
25) Alaska Time - southeast Alaska panhandle
26) Alaska Time - Alaska panhandle neck
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27) Alaska Time - west Alaska
28) Aleutian Islands

29) Hawaii

#2 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2018.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2018.
Is the above information OK?

1) Yes
2) No
#2 1

firepower-2110 /system/services* #

ATy TE REERGFLET,
commit-buffer

1 :

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

ATvT6 7uylOiMERRLET,
s TRTOREWH NTP b — DR AT —Z 22 RKRLET,
show ntp-server [hostname | ip_addr | ip6_addr]

firepower-2110 /system/services # show ntp-server

NTP server hostname:
Name Time Sync Status

0.sourcefire.pool.nt Unreachable Or Invalid Ntp Server
1.sourcefire.pool.nt Unreachable Or Invalid Ntp Server
2.sourcefire.pool.nt Unreachable Or Invalid Ntp Server

« FEED NTP Y — " ORMA T — 2 A% FR L ET,
enter ntp-server {hostname | ip_addr | ip6_addr}
show detail
exit
firepower-2110 /system/services # enter ntp-server 0.sourcefire.pool.ntp.org
firepower-2110 /system/services/ntp-server # show detail
NTP server hostname:
Name: O.sourcefire.pool.ntp.org
Time Sync Status: Unreachable Or Invalid Ntp Server

Error Msg: Failed to translate domain name to IP, please verify the domain name
or check if DNS server is configured.
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firepower-2110 /system/services/ntp-server # exit
firepower-2110 /system/services #

BESNIAA LY — R FRLET,

show timezone

firepower-2110 /system/services # show timezone
Timezone: America/Los_Angeles

WE SN AT LA EZFR L ET,

show clock

firepower-2110 /system/services # show clock
Wed Apr 18 08:49:35 PDT 2018

151
WIZ, IP 7 R A 192.168.200.101 2> NTP — % ETAHE2 R LET,

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enter ntp-server 192.168.200.101

firepower-2110 /system/services/ntp-server* # commit-buffer
firepower-2110 /system/services/ntp-server #

FETOHRDERE

Z T TI. Firepower 2100 ¥ v — ¥ THAT A2 FETRET D TESDWTHHLET, &~
AT vy 7 OERIFELEBICKBRENET, AT L 78y 73 NTP — e [AHHFT
bHGAEIX, B E FEICRET DI LILTEERA,

FIE

ATV TN VAT LE—RERBL, RICH—ERE— REHBLET,
scope system
scope services

1 -

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #
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ATy T2

ATvT3

FETOAKOD

WPzl & AT Z2R0E LETS

set clock month day year hour min sec

zz I}

smonth : A Z35EO AL O3 X T ELET (1 A (January) DA jan)

eday: HZ 1~ 31 O#HTHREL X7,

eyear : FFEAMTTHREL LT (2018 72 L)

e hour : R4 24 IERIEACRREL 3, 72 & xiE, FHRTIMIE 19 E AN LET,
emin: 73% 0~ 59 OFPATHRELET,

esec: & 0~ 59 OHFPHTRE L £7,

VAT A0y 7 OELIFLEBIIRKMENET, Ny T r7Ealy FTOMLEITHY

/Uo
&1

firepower-2110 /system/services # set clock apr 18 2018 9 39 30
Wed Apr 18 09:39:30 PDT 2018
firepower-2110 /system/services #

BA LY =V ERELET,

set timezone

Kb, H, BIOXA LY = HIRIZHINT 2F 52 AT ko onEd, e r

Nz e R AE AT LET,
5 -

firepower-2110 /system/services* # set timezone
Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
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18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49
Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#2 21
The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2018.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2018.
Is the above information OK?

1) Yes
2) No
#2 1

firepower-2110 /system/services* #

RE R LET,

commit-buffer

1 :

ATv74

[l CiscoFirepower2100ASA 75 F 74 —LE—FFX0S Y74 ¥alL—a v AA K



| Fxoscu oz
sv—saonz [

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

ATvTS /ay s OFMERRTLET,
BESINTFA L= BRRLET,

show timezone

firepower-2110 /system/services # show timezone
Timezone: America/Los_Angeles

WE SN AT LA 2 FR LET,

show clock

firepower-2110 /system/services # show clock
Wed Apr 18 08:49:35 PDT 2018

451
WIZ, VAT A7y mRETHPERLET,

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # set clock jun 24 2015 15 27 00
firepower-2110 /system/services #

U —VADERE
1a s BRI
Firepower 2100 |2 9~ 544 /il Z FXOS CLI L% iE CTE £,
FIE
ATYT1 VAT L EF—FIAYET,

scope system

51

firepower-2110# scope system
firepower-2110 /system #
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BUEDA T Z R R LET,
show
i :
firepower-2110 /system # show
Systems:
Name Mode System IP Address System IPv6 Address

firepower-2110
Stand Alone 10.122.203.17

BLWARTZRELET,
set name device_name

1

firepower-2110 /system # set name fp2110-2
Warning: System name modification changes FC zone name and redeploys them non-disruptively
firepower-2110 /system* #

HEZHRIFLET

commit-buffer

51

firepower-2110 /system* # commit-buffer
firepower-2110 /system #
fp2110-2 /system #

451
OB TIL, T AL EEFLET,

firepower-2110# scope system

firepower-2110 /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
firepower-2110 /system* # commit-buffer

firepower-2110 /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #
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ATy T

ATy T2

ATvT3

=L

ax &

krqvzngE ]

Firepower 2100 (%, EfiF A2 WARIOT 7 4 7 AL LT, RAAL A EMIMLET, =
E X, RAA 4% lexample.com] (ZRXE L. syslog — 3 & U TIEESG4 [jupiter] %45
iE L7561, Firepower 2100 (2 & > CTHARIAMERT S 41T Tjupiter.example.com] & 720 £7,

FIE

VAT AE— RERBL, RICH—ERAE—RERBLET,
scope system
scope services

&1

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

RAAL L EFRELET,
set domain-name name

&1

firepower-2110 /system/services # set domain-name example.com
firepower-2110 /system/services* #

RIEERIFLET,

commit-buffer

51

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

£l
WIZ, R AA %% example.com (ZF%ET DB 2R~ LET,

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # set domain-name example.com
firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #
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ATy

ATy T2

ATvT3

FX0S CLI ®

I

ax &

)

ax ;&

VAT A TEHRANLGDIP T KU ANORER D MELLEIL, DNS =R ET I LENH

DE3, HHDDNS b —RERETIHE., VAT ALY —"OBRRIEILT & LI 7%

D F£9, NTP %— 3L D#fEI21E DNS 23 E T,

1R BHHIIZ

DNS /&, 7 7 # /b b TIZK D OpenDNS H— S THERL AL TUVVET : 208.67.222.222,

208.67.220.220,

FIE

VAT LAE—RERBL, RICH—ER2E— REZBBLET,
scope system
scope services

&1

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

K 4HDDNS —"EBMLET,
enter dns {ipv4_addr | ipv6_addr}
i

firepower-2110 /system/services* # enter dns 10.10.5.6
firepower-2110 /system/services* # enter dns 192.168.7.2

HEZHRIFLET

commit-buffer

51

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

151
WIZ, IPv4 7 K 1A 192.168.200.105 % 7> DNS % —NZRET HH %2~ LET,

firepower-2110# scope system
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firepower-2110 /system # scope services

firepower-2110 /system/services # enter dns 192.168.200.105
firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

WIZ. IPv6 7 KL & 2001:db8::22:F376:FF3B:AB3F %> DNS $— %% ET A%
ZT—\‘ L\i—g—o

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter dns 2001:db8::22:F376:FF3B:AB3F
firepower-2110 /system/services* # commit-buffer

firepower-2110 /system/services #

WIZ, IP 7 F LA 192.168.200.105 2> DNS H— 2 HIET 54127 LET,

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # delete dns 192.168.200.105
firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

0454 VRI/NF—0BM

ATy T

a7 A VRN —"TlE, =— 3 Firepower Chassis Manager (212 7' A »§ 5 & 7T U H |2/ F—
TXRAIBREREN, 2P, 22— VLA LRNRT = ROVRAT AT BT MORFIND, A v
E—VHEETOK] 27 Uy 7T HRERHYET, a7 A VRN —ZFELRNE, VA
FAF—HFLERZAT— RO a7 M ITERET,

2—HFRFXOSCLIC R A > F 5 &, NRAT—ROT 1T FORNCHIRT/NF—F F A b
DERINET,

FIE

X2 VT 4= &ML, RICNT—F—FEBMBLET,
scope security

scope banner

1 :

firepower-2110# scope security
firepower-2110 /security # scope banner
firepower-2110 /security/banner #

77 A CRIANT =2 ER L E T,
enter pre-login-banner

1 -
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firepower-2110 /security/banner # enter pre-login-banner
firepower-2110 /security/banner/pre-login-banner* #

Firepower Chassis Manager & 7213 FXOS CLI ~® 1 7' A > {2 FX0S T2 —H|ZFKRTDH A »
-V EBELET,

set message

Tur 7R T, v A VRN A=V EANLET, ZOT 00— FITiE, ERED
ASCH XFEZANTEET, BHEITOTHF A FEANTEETN., BITORANICFENL 192 3
T, {TORYIY T Enter F—Z2 L £,

ASINEBE DR DFTIZ ENDOFBUF & AL, Enter $—&2M L TRTLET,
A —VOREFAT el Xy vt 5120%, Cul+C F—%2 L £,
B -

firepower-2110 /security/banner/pre-login-banner* # set message

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower 2100

>**Unauthorized use is prohibited**

>ENDOFBUF

firepower-2110 /security/banner/pre-login-banner* #

HEZHRIFLET,

commit-buffer

51

firepower-2110 /security/banner/pre-login-banner* # commit-buffer
firepower-2110 /security/banner/pre-login-banner #

1
WROFNE, v 7 A CEIANFT—EER L ET,

firepower-2110# scope security

firepower-2110 /security # scope banner

firepower-2110 /security/banner # create pre-login-banner
firepower-2110 /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower 2110

>**Unauthorized use is prohibited**

>Contact admin@example.com for information.

>ENDOFBUF

firepower-2110 /security/banner/pre-login-banner* # commit-buffer
firepower-2110 /security/banner/pre-login-banner #

[l CiscoFirepower2100ASA 75 F 74 —LE—FFX0S Y74 ¥alL—a v AA K



| Fxoscum

B

ax ;E

ATvT1

ATy T2

ATvT3

ssiozz [

WOFINATIE, FXOS ~D SSH 7 7 B XA & HF N E TN T 2 FIEIZ O W THHA L E5,
SSHIZT 7 /v F THZ /2> TWET,

1R BRI

INHOFEF Y=V TEITTHZEEZRBEIOLET, O LRVWESSHEY a3 vrn
LU SN BAEAERH Y F9,

FIE

VAT LNE— REMBL, WRICH—ERXE— REZBBLET,
scope system
scope services

51

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

Firepower ¥ —3 0D SSH 7 7 ¥ A ZRET HI2IE, ROWTNNEETLET,
* Firepower > ¥ — 3~ SSH 7 7 B A& §Fa] L £,
enable ssh-server
* Firepower > ¥ —3~0D SSH 7 7 B A& IE L E7,
disable ssh-server

51 -

firepower-2110 /system/services # disable ssh-server
firepower-2110 /system/services* #

B b7 /LT ALz fEELET,
set ssh-server encrypt-algorithm 7' v s =1
WKD12L LT v havk AR—AEEIH L~ TR > TRELET,
* 3des-cbc
* aes128-cbc
* aes128-ctr
* aes128-gcm_openssh_com

* aes192-cbe
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* aes192-ctr
* aes256-cbc
* aes256-ctr
* aes256-gcm_openssh_com

* chacha20-poly1305 openssh com

FI74 TR, T_THOTe FaRHFITENET,
Bl -

firepower-2110 /system/services* # set ssh-server encrypt-algorithm aes256-ctr,aes256-cbc

XTI A RLEHELET,
set ssh-server kex-algorithm algorithms
KDDL EDT NI X b, AR—ALT I~ TR > THRELET,
* curve25519-sha256
* curve25519-sha256 libssh org
» diffie-hellman-group14-shal
» diffie-hellman-group14-sha256
* ecdh-sha2-nistp256
* ecdh-sha2-nistp384
* ecdh-sha2-nistp521

FI7 4N FTIE, T_THOTe haARFETEINFET,
B -

firepower-2110 /system/services* # set ssh-server kex-algorithm
diffie-hellman-groupl4-sha256,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521
AT NI ALERELET,
set ssh-server mac-algorithm 7' & k =21
KD 12U EO7a barvk, AR—AFEREI L~ TRY->TRELET,

» hmac-shal

* hmac-sha2-256

* hmac-sha2-512

FI7 4 TR, T_TOT e FaRHFTENET,
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firepower-2110 /system/services* # set ssh-server mac-algorithm hmac-sha2-512
= NDORA N F—ZFHELET,

set ssh-server host-key rsa modulus

EV 2T A (Ey PHEAD X, 1024 ~ 2048 OFEFHND 8 O TT, HET 2 F— 150
YA ZAPREVIFE | RSA F— AT OAERUZ D RFHITE 2 £97, HIX2048 12952
LEBBOLET,

1 -

firepower-2110 /system/services* # set ssh-server host-key rsa 2048

= OF—FARHIREREL, R 2—b EHERTHFIIND T 74 v 7O, KBH
fr) &, FXOS 3k v a 20+ 5 £ CORR] (SSHE v g VBT A RIWIREEZ LT &
nNoRs, SHA) Z2RELET,

set ssh-server rekey-limit volume {kb | none} time {minutes| none}

evolumekb: N7 4 v 7 O KEL 100 ~ 4194303 KB O THRELET, 7 7 4+/L MMZ
AR (Z2L) T,

« timeminutes : fx KIFE % 10 ~ 1440 3 DB THREL T, T 7 4L MIESRIR (Z2L) T
7,

* none: filfRZ WA L £ T, ZOREZ. 774+ FTH,
il -
firepower-2110 /system/services* # set ssh-server rekey-limit volume none time 1440

REZHRFLET,

commit-buffer

B -

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

15l
WIZ. Firepower ¥ ¥ —3~D SSH 7 7 ¥ A2 HNZT 02~ LE9,

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services # enable ssh-server
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firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

HTTPS E£ 7= IPSec MEFFAE., ¥—1) > J . BLUFFRFRA 2+

oA

ax AE
HTTPS B L OV IPSec 1E, ABAF—A 7T X T 27 F+ (PKD) ZHEHAL T, 2ODF /31 R
(747> b7 Z U L Firepower 2100 72 &) O T o 7 72815 2 LE T,

AEAE. ¥—UVJ. BEUV SR MRSV FZDOWNT

HTTPS &, AF—A 772727 F % (PKD) ML T I74 7 FOT T UHL
Firepower 2100 72 £ D 2 DDT /3A A TEF o 7 70 lfE A ML LET,

EEX—&xX— Uy

ZPKIT A AL, WNEF—V o ZIZIEXRFRD Rivest-Shamir-Adleman (RSA) Bf 5% —F 7213
KM iR T o2 NVBEA T Y XA (ECDSA) K% —DX7T (123774 <X—h $91
OEFNRT Y v ) BRELET, WTROOF—THB{LENZA v =1, ) —FHD
F—THEHBILTEET, BELENTA v =V RETHHRA, REEIIZEEDOARX—
T L L, ZEEIMAOMBEX—2HFA L TA =V E L L £, HEEIT. WA
DOfEF —CBEHD A v =V &S ( B4 EHMEENET) LTAMY—0maE %
AEAT A LB TEET, ZEADPEYTIAMF—2HHAL TR v -V Z2EFITE LT
ERAY Eol %E%ﬁﬂfﬁéﬂf% EFHIAELTWAZ ENEHEINET, BEXF—DES
FEFIETHY, BHEOESIZSI2E Y b ~2048 By F T, @H., BEVF—3HWF—
Y0 b ke Td, FXOS TIIRUIZ2048 By hOXF—XT 2507 74/ hDOXF—1
rinfEftsnEd, LT, BMOF—U U7 EERTE ET,

FEEAE

X T REEEERT DL, ET200T A ARZENENOT VX VFEHELY R L F
o REAFEIL. T 2D IDIZET HELFEAERE & BITT A ADRHF—%2 G0 7 7
ANTT, BB L ENTBEEZYR— T 572010, TAA AIMEADOF—T LMADOHD
BAEHEA AR TE LT, VE— 22—V RAHCBLIEHEZIRT DT, AT D
Bit, 2—WIET A ADID #HHICHRAET 2 Z N TE T, 22—V 07 7 U ITRIIHR
REICBE T 2 E 2R RLET, T 74/ R T, FXOSIZIZT 74V bOF— U I b DN
B — 2 S HAAALDH EBATEHENG ENE T,

FEAESHIROIAUC R o 723581, 7 7 40 DX — 1 VAt EZ F#) THAR T 5 LEN
HYET,

SRR RAD R

FXOS TN 3G E 2 3272012, T34 ADO DD EZFEHTAEHETEL Y —R (0FD,
FTZALRALR) DoV —=FAA=FT AFEHEZREL, A A P—LTEET, — K —
T ARERAER, BTN T AN FRA N Ob— FERER (CA) |, HRICA, £7213v— 1 CA
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WCOBRMNB R TANF 22— D—EERA N TARNT U I—DWNT D) ICLoTEL SN
F9, FLWIEAEZIGT 51213, FXOS CREFAEERZ AR L, T A FRA > MIER
PIRETHILENRDHY 1,

G¥)

ZFEPHE L, Base64 = =1— K X.509 (CER) 74—~y N THAVLERHY £7,

FS X MIDEEERZED A VX b—IL

ATy T

ATvT2

ATvT3

7 7 4V h Tlid, Firepower Chassis Manager T 7% H %4 SSL ikl ENEk S v E T,
ZORAFIZIECELTHDeD, 7747 N7 T UFREBNICEE T Z Lidb0 £
ho FILWT TAT 2 N7 T W51 T Firepower Chassis Manager (7 7 A3 5 & &
77 7T SSL OEENFRIR S, = —H|ZkF L T Firepower Chassis Manager |27 7 & A"
HANZREAFZZ T AN D K 9 ER L EF, FXOS CLI Z#H L CiEEE4AZR (CSR) %
AR L. Firepower Chassis Manager CHEH T 285K D IDREAEFE L A A h—/ 3 212i%, LT
DFEZFEHCTEET, ZODIEAREICLY, 7747 VT 7 U IIEREEE L, B
ML TWeb A H—7 A AZEETEX DL DI 0 ET, FXOSIE, [F74/1 ] OF—
Vo T aEGORK8MEOXF—I T EFR—FLTNET,

1R B
DNS % — O E (54 X—V)

FIE

X2V T 4= FEREKBLET,
scope security

B -

firepower-2110# scope security
firepower-2110 /security #

X—U U ZNEMNT LHFEAED N T A RRA  hEERLET,
create trustpoint name

&1

firepower-2110 /security # create trustpoint trustl
firepower-2110 /security/trustpoint* #

FEAET = — VAT £, ZOEAETF =— I T A M7 U= RIEESRER B A
FLET,

set certchain [certchain]
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<V RCREHEEHREZFRE LWEEA., — FRFER (CA) ~DFBRENRNAZERKTDH T
ARNKRAIOY R NERITFERAEEZ AN TELIITRKROONE T, ATINEORDITIZ,
ENDOFBUF & AJJ LT T LE 4, FFHEIL. Base64d = 71— K X.509 (CER) 74—~ k

HHVERDY ET,

MREAEZ T 28GR OB, v— b EFRGEAEL 25 S0 ERH Y 77,
XAR T 7ANT, — biEEEZ —F EICN—A ML, ZHIHNTTF = — 2 NOKHH
FEAEEZ =2 R LET, Z0OHA, 73T BEGIN CERTIFICATE 7 7 7' & END

CERTIFICATE 7 7 7 % &% %9, FXOSCLI TT & A b7 v 7 &K% a b’ — LAY T

‘j—o

1

fi
En
Tr

VVVVVVVVVVVVVYVYVYVYVYV

\

>
fi

AFvr4 b

ex

repower-2110 /security/trustpoint* # set certchain

ter lines one at a time. Enter ENDOFBUF to finish. Press "~C to abort.

ustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkghkiGI9wOBAQQFADBOMQsSwCQYDVQQGEWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwWxFeGFtcGx1IE1uYy4xEzARBgNVBAST
C1lR1c3QgR3JVAXAXGTAXBgNVBAMTEHR1 c3QuzZXhhbXBsZS57b20xHzAdBgkghkiG
9wOBCQEWEHVZZXJIAZXhhbXBsZS53b20wgZ8wDQYJKoZ IhvcNAQEBBQADGYOAMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGgITAJBgkg
hkiGI9wOBCQcxFhMUQSBjaGFsbGVuzZ2UgcGFzc3dvemQwDQYJKoZ IThveNAQEFBQAD
gYEAG61CaJdoJdaVMhzC1l90306Mg51zglzXcz75+VEj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQPpNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvihevskv0j6
JtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEGZYwgZOAFLINtcEMyZ+£7+3yh42
11do3n040XikdiBOMQOswCQYDVQQGEWJVUZELMAKkGAIUECBMCQOEXFDASBgNVBACT
C1NhbnRhIENSYXJhMRswGQYDVQQKExXJOdAWI2YSBTeXNOZW1zIE1uYy4xFDASBgNV
BASTCOVUZ21uZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/2zANBgkghkiGI9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKgGQgXc
wR4pYi04z42/39Ijenh75tCKMhW51laz8copPlEBmOcyuhf5C6évasrennlddkkYt4
PROvxGc40whuiozBolesmsm)BbedUCwQgdFDWhDIZJIJwK5+N3x/kfa2EHU61idlavt
4YL5Jg==

ENDOFBUF
repower-2110 /security/trustpoint* #

SARMRA Y P E—REHRTLET,
it

51

fi
fi

AFvTs5  *

repower-2110 /security/trustpoint* # exit
repower-2110 /security* #

— V7B L ET,

create keyring keyring_name

51

fi

repower-2110 /security # create keyring keyringl
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firepower-2110 /security/keyring* #

ATFYT6 F—HATHRSA (F74/ 1) £/-IXECDSA IZHELET,
set keypair-type {rsa| edcsa}
11 -

firepower-2110 /security/keyring* # set keypair-type edcsa

ATvT1 (RSA DHA) SSLF—D by hEEZRELET,
set modulus {mod1536 | mod2048 | mod2560 | mod3072 | mod3584 | mod4096}
1 -

firepower-2110 /security/keyring* # set modulus mod2048

ATv78  (EDCSA O4#) FEMMh#ABE L £7,
set elliptic-curve {secp256r1 | secp384r1 | secp384r1}
11

firepower-2110 /security/keyring* # set elliptic-curve secp384rl

ATYv7T9 GEEZEREZERLET,
create certreq

% -

firepower-2110 /security/keyring* # create certreq
firepower-2110 /security/keyring/certreg* #

ATy T FFRHEASRAT—-RERELET,
set password
1

firepower-2110 /security/keyring/certreqg* # set password
Certificate request password: diagonalapple
Confirm certificate request password: diagonalapple

AT w71 Firepower 2100 O IP 7 KL A £ 721X FQDN Z45E€ L £,
set {ip | ipv6} {ipv_address | fqdn}
BEDOIP T RUAZRETEET,
1 -
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ATvT12

ATy 713

firepower-2110 /security/keyring/certreg* # set ip 10.10.9.2

¥ —DODNS Iy I T AR END Y —L DREEM R AL VA EIRELET,

set subject-name fgdn

SubjectName &, 472 < & % 1 -2 DNS SubjectAlternateName 44 2342 T4, SubjectName /3,
DNS SubjectAlternateName & L CHB)RJIZEIN I VE T,

i

firepower-2110 /security/keyring/certreqg* # set subject-name firepowerl.example.com

(ER) A7 a v z2RELET,

a)

b)

d)

SEBFHET HEO 2 XFOEa— FEEELET,

set country country_name

1 :

firepower-2110 /security/keyring/certreq* # set country us

ZOFEHFEZRDORA MAICHENT2561E, Y7 V=7 FoAERELET,
set dns subject_alt_name

E D DNS 4 i ETE£T,

11 -

firepower-2110 /security/keyring/certreqg* # set dns firepower2.example.com

REFERICBEM T OB FA—LT FLAZRELET,
set e-mail E-mail_name

BEOETA—NLT RLAZRETEET,

1 -

firepower-2110 /security/keyring/certreqg* # set e-mail admin@example.com

FEAEZZR L TV D RO RN FET DT £ 2T 2 HE L £,
set locality locality_name
i

firepower-2110 /security/keyring/certreqg* # set locality boulder

AEAEZZR L WD MM ZFRE L E T,

set org-name organization_name
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1 :

firepower-2110 /security/keyring/certreq* # set org-name Example.com

f) AREAZfEELET,
set org-unit-name organizational _unit_name

1 -

firepower-2110 /security/keyring/certreq* # set org-unit-name engineering

g) FEFEAZLR L TV AR OAREN I ET 2INE T ITAITER S Z2HEE L7,
set state state_province_or_county

1 -

firepower-2110 /security/keyring/certreqg* # set state co

ATV T8 BREERGFLET,
commit-buffer

SERAEBEL ERZ AR T AR, T _XTORA M DNS ZfiH L Cik-EnE4d, mX k
& DRI R LT3 E, 2~ Ride g —2 A LET,

1 -

firepower-2110 /security/keyring/certreq* # commit-buffer
firepower-2110 /security/keyring/certreq #

AT 15 FFAEERAZFRL, BEREZab—L T, IR NT U —F I3 EERICEELET,
show certreq
FEEZCROT ¥ A R % BEGIN BLXONEND T2 8 Cabt —L, 77 A /VIBRFLET,
1 -

firepower-2110 /security/keyring/certreq # show certreq
Certificate request subject name: firepowerl.example.com
Certificate request ip address: 10.10.10.9

Certificate request e-mail name:

Certificate request ipv6 address:

Certificate request country name:

State, province or county (full name) :

Locality name (eg, city):

Organisation name (eg, company):

Organisational Unit Name (eg, section):

DNS name (subject alternative name) :

Request:

MIICoDCCAYgCAQAWITEfMBOGALIUEAWWWZmlyZXBvd2VyMS51eGFtcGx1LmNvbTCC

ASIwDQYJKoZIhvcNAQEBBQADGGEPADCCAQOCGGERBALIM7bmSCJte3gAUIDgGDVN3E
tEfrbf0hMelLYgs5gkkviW7/T8x3gHKN2 Lwk4wFFAdHPxceVZwaBnXW8FS5MFzdtyBY+
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ATv 716

ATy 11

ATv 718

ATv 719

ATv7T20

Du+RkpraLtle4HEMdNwlrnoDcv4ZHmbK4 7XYR1ISFXSzer510XptGbOCloUn34L6/
PK1D1fV+1L+L1DYD++RG2DhbekWcFk1310ZvCVhw99Wmc4X7CsypKY4uGH31Awnl
/TF320RX10t2GXju6kbqUahhxN2kGxL7+4eLBeA/ninajCkJDIGI1lnXuFa2ArfbF
39p+3UuvVzcc9V/0H6d+buljmQvtn+DwoPQhCVDY1Nt+p3Z2gngnJWULNLBPM1of0C
AwWEAAaA6MDgGCSgGSIb3DQEJDJErMCkwIwYDVRORBCAWHOIWZm]l yZXBvd2VyMS51
eGFtcGx1LmNvbYcECgoKCTANBgkghkiGOwOBAQsFAAOCAQEA]BwW81Eb6CcRapyMh/
Dfiyuetd4wTO0QOmXQKy3xLXQjv6RGb5S0f3NkcaNvex3KuKIJwoJQGhdRV4JThk4 rgmT
OmlWX4rY7B2MFUwf6gSaj/ESWONORQg+5aZ/hZjPGV3zcuzY6yfixxXBpoPALrZQ
21uPaa2l+HR4LTDINRj0127xMIkeKmv7AHS]yMoJdgs8DGJil1TwPy93kzV//Iq9P
LrnKR7gpsXzX0oK6PTxP3pwhC21gjdmevn3ICPIDI68AtqjAuUBlSp/T21+GF1i/gB
XJIMx2Mm9qgiope3FEXIGH2ZhbJ+P70BfGzgx2EHSI8H9808a9u08WV2yd/dKtv2IG
ICxXHEw==

FRRER DB R T v 2 ATHE - CRRAFAIC CSR O 2k U9, ZRAh4 2 & Rk
JIZ D CA ODWMEX—ZMHHA L CT UV FNVEL INTZIDIERAENREINET,

certreq E— FZH& T LET,

exit

1 -

firepower-2110 /security/keyring/certreq # exit
firepower-2110 /security/keyring #

LIRMCAERC L7 b7 A RARA » P 2FRE L £,

set trustpoint name

B -

firepower-2110 /security/keyring # set trustpoint trustl
firepower-2110 /security/keyring* #

FZANT A= FETRRER D AF LIGEREZT v 7 e — FLET,
set cert

TarFRTC, TR NT U —F IR O IT Mo TEiEHEDO T X X &AL Y F1TF
T, FERAEO% DITIZ ENDOFBUF & AJ LT, fEAEZED AN ZZ T LET,

GE)  FEBHEIX, Base6d =2 22— K X.509 (CER) 74—~ hTHAHAMLENRH D 7,

{1
firepower-2110 /security/keyring* #

REERGTLET,
commit-buffer

1 -

firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #
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ATFYvTN A UR— b LEZEHEBORNREZF R L, Certificate Status DfE2 Valid & FRrEN5 2 & &1

WBLET,

show keyring keyring_name detail

51

firepower-2110 /security #
firepower-2110 /security #
Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Valid

Certificate status:

Certificate:
Data:

Version: 3 (0x2)

Serial Number:

scope security
show keyring krl detail

45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm:
Issuer: DC=local,

Validity

Not Before:

Not After
Subject: C=US,
CN=fp4120.test.local
Subject Public
Public Key

ecdsa-with-SHA256
DC=naaustin,

Apr 28 13:09:54 2016 GMT
Apr 28 13:09:54 2018 GMT
ST=California,

Key Info:

Algorithm:
(2048 bit)

Public-Key:
Modulus:

00

0d:
al:
50:
fc:
d6:
3a:

al

Ye:

20
ae

87:

07

47:
cd:
Sa:
:e9
1d:

d4

:pb3:
1b:
9c:
0d:
27:
:db:
S5b:
11:
29:
47:
3b:
91:
94 :
15:
fd:
3c:
:dd:

18

dc:
:bd:
49:
:de:
:d8:
6c:
tec:
64:
9a:
b5:

85

Exponent:

X509v3 extensions:

43:

ee

a3:
c6:
:bb:
de:
2b:

30

c9

15
12

28

11

69

65537

8d:
:d8:
8f:
:db:
8a:
83:
3d:
:d7
126
ff:
:al:
el:
8a:
:b4
cb:
:e8
6d:

2f:
c4:

eb

la:

26

50

a3

07

rsaEncryption

:06

: 30

£5

c3

:44

:45:
£5:

£9

126
:71
174

:da:

07:

7d:
dc:
:cf:
1eb:
:48:

3f:

L=San Jose,

:al

Se

61
:cl

rae
4e
a7

:d4
e’7

07:
:70:
bf:

: 91
6e
91
b0
: 54

03

:7f:
:db:
14:
6a:

82

146

21

(0x10001)

fb:

ef:

1 £6
:75

:43:
rad:

146
37
:bl

91

16

:36

X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:

Full Name:

8f:

20:

:76
:2d:
0d:
1f:
:51
174
:30:
8d:
:da:
:4f:
ag:
:35:
:bf:
:bf:
:bd:
:Tb:
:ch:

c4

93:
84:
:da:
6f:
:ch:
31:
18:

fe
06

O=Cisco Systems,

:Te

ec

40:

31

:ch:
:de

82

c3:

29

rca:
9b:

f3
b6

12e:
:ba:
0d:
:29:
3e:
:Tb:
:al
8a:
:5f:
b5:
cO:
HeloH
: 30
la:
2f:
:30:
:bb6:

ez

98:

82

le:

09:

55

66:

f2

ff:
78:
:d2
4a:
5b:
6a:
70:
:bd:

84

:e3:
:cf:
08:
:33
5d:

:c8
42
:a8

19

12e:
09:

b6

60

55

:39

54:

6b:

dc:

fd:
61:

3d:

CN=naaustin-NAAUSTIN-PC-CA

40:
:c0:
tc4:
re2:
le:
:73:
84:
9f:
:d6:
1f:
tca:
S5c:
122
Of:
95:
rab:
5d:

OU=TAC,

URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services,CN=Configuration,DC=naaustin,

DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint
Authority Information Access:
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CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/ISZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmFO0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBYj cUAGQUHhTAVWB1AGIAUWB1AHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOGAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No

il
HIZ, FrLnd—U o ZIGEHFEZ BN 262" LET,

firepower-2110# scope security

firepower-2110 /security # enter trustpoint tPointl0

firepower-2110 /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

> MIIDMDCCApmgAwIBAgGIBADANBgkghkiGOwOBAQQFADBOMQOswCQYDVQQGEWJVUZEL
> BxMMU2FulEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xEZARBgNVBAST
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C1R1c3QgR3JvAXAXGTAXBgNVBAMTEHR1 c3QuZXhhbXBszS53b20xHzAdBgkghkiG
IWOBCQEWEHVZZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZIhveNAQEBBQADGY0AMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINvIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1Q3jbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJITA ) Bgkg
hkiGI9wOBCQcxFhMUQSBjaGEsbGVuz2UgcGEzc3dvemQwDQY JKoZ IhveNAQEFBQAD
gYEAG61CaJdoJdaVMhzC190306Mg51zglzXcz75+VEj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQpNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualtvlWvihevskv0j6
jtcEMyZ+£7+3yh4211ido3n04MIGeBgNVHSMEgZYwgZOAFLINtcEMyZ+£7+3yh42
11do3n040XikdjBOMQOswCQYDVQQGEWJVUzZELMAKGALIUECBMCQOEXFDASBgNVBACT
CINhbnRhIENsYXJhMRswGQYDVQQKExJOdWI2YSBTeXNOZW1zIEIuYy4xFDASBgNV
BAsSTCOVUZ21uzZWVyaW5snMQ8wDQYDVQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWEB
/zBANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 £KgGQgXc
wR4pYi04z42/39Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsm)BbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVYVVVVYVYVYVYVYV

\%

> ENDOFBUF

firepower-2110 /security/trustpoint* # exit

firepower-2110 /security* # enter keyring kr220

firepower-2110 /security/keyring* # set modulus modl1024
firepower-2110 /security/keyring* # enter certreq

Certificate request password: peonygarage

Confirm certificate request password: peonygarage

firepower-2110 /security/keyring/certreqg* # set ip 192.168.200.123
firepower-2110 /security/keyring/certreqg* # set subject-name sjc04
firepower-2110 /security/keyring/certreqg* # commit-buffer
firepower-2110 /security/keyring/certreq # show certreq
Certificate request subject name: sjcO04.example.com

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQERBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLAlYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1IUJEQEB/wQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuzHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

firepower-2110 /security/keyring/certreq # exit
firepower-2110 /security/keyring #

firepower-2110 /security/keyring # set trustpoint tPointl0
firepower-2110 /security/keyring* # set cert

angoszt— I

.example.com

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.

Keyring certificate:

\%

MIIB/zCCAWGCAQAWgZkxCzAJBgNVBAYTALVIMOswCQYDVQQIEwWJDQTEVMBMGALUE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1IEluYy4xEZARBgNVBAST
C1R1c3QgR3JIvAXAxXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZ IThvcNAQEBBQADGY 0AMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINvV7Iwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGgJTAIBgkg
hkiGI9wOBCQcxFhMUQSBjaGEsbGVuz2UgcGEzc3dvemQwDQY JKoZ IhveNAQEFBQAD

VV VYV YVYVYVYV

Cisco Firepower2100ASA 75 v h 7+ —LE—KFX0Sa>J s ¥alL—> 3

R |



Fxos el oz |
B o+ rox—yrangossmn

> gYEAG61CaJdoJdaVMhzC190306Mg51zglzXcz75+VEj2I6rH9asckCld3mkOVx5gJU
> Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvihevskVv0j6
> mK3Ku+YiORnv6DhxrOogau8r/hyI/L4317IPN1HhOi3oha4d=

> ENDOFBUF

firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #

TI2AILEDX—1) O GEBHEDEAR
SRR IIBEIIC 2 > 7 BB, F 7 4 FOF— U o FIEE S B CEA R 2 LEA
&)Djﬁjﬁo

FIE

ATYT1 EX2 U7 05— FaaL £,
scope security

1

firepower-2110# scope security
firepower-2110 /security #

RFYT2 FIHLINOXF—Y T HE AN LET,
enter keyring default

1 :

firepower-2110 /security # enter keyring default
firepower-2110 /security/keyring #

ATFYT3 TN F— VT EEARLET,

Set regener ate yes

11 -

firepower-2110 /security/keyring # set regenerate yes
ATV T8 REERGFELET,

commit-buffer

1

firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #
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HTTPS D&% E

wes o

il
W, T74N b F— Vo T elERT L6042~ LET,

firepower-2110# scope security

firepower-2110 /security # enter keyring default
firepower-2110 /security/keyring # set regenerate yes
firepower-2110 /security/keyring* # commit-buffer
firepower-2110 /security/keyring #

7 7 A4V FTIL, HTTPS Hh— B R34 — K 443 TH@NZ 72> T £, Firepower Chassis Manager
@77%%%%&#6%Q\itiHnm REZ AL YA XT D551 HTTPS v a
AT D F—V T ERET SR E) | HTTPS 2| TE 4, 774/ T

Firepower 2100 [ZH B4 GEHETT 74V FOF—V V7 &2 FH L 7,

G¥)

ATy T
ATvT2

ATvT3

HTTPS CHEAT 2R — e — VU IFOEFEZED, HITPS DR E& 5T Lz, F7 W
ﬁ/a/%%fiti:\y%#5&?<_\ﬁfmﬁmmeﬂ?%;UHTW&tyva
TSRS ONET,

FIE

(EE) bIFARNIDFEAEDA 2 b= (61 =)
VAT LE—REBBL, I —EAE— R L £,
scope system
scope services

1 :

firepower-2110# scope system
firepower-2110 /system # scope services
Firepower-chassis /system/services #

Firepower ¥ ¥ — 3 ~® HTTPS 7 27 B A ZFET DIZI1E, ROWTNNEFATLET,
* Firepower ¥ — 3 ~@ HTTPS 7 7 £ XA &## Al L £7,
enable https

» Firepower 3 % — 3 ~0 HTTPS 7 7 & A & 4Lk L £7,
disable https
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ATvTh

ATvT6

ATy T17
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1 :

firepower-2110 /system/services # disable https
firepower-2110 /system/services* #

(fE&) HTTPS R— F&4EELET, R— M43 BT 74/ A— F T,
set https port port_num
i

Firepower—-chassis /system/services* # set https port 4443

UEE) BMLzx—V 704z ELET, TF 7 A NIDIEHEOAS A h—1 (
61 ~—2) | ML TIIZENY,

set https keyring keyring_name
i

Firepower-chassis /system/services* # set https keyring krl

(EE) FAAL U THHAESNOIEZAL— X2V T A DLV ERELET,

set https cipher-suite-mode cipher_suite_mode

cipher_suite_ mode [Z1%, L FOWTNNDF—T — REFRETE ET,
« high-strength
« (F7#/vF) medium-strength
* low-strength
- custom : set httpscipher-suite =~ > R&fEH L T, = —WFERORE S A A — MEAEO LT

FlafRETE £,
il -

Firepower-chassis /system/services* # set https cipher-suite-mode high-strength

(ER) Wi AA — hE— R%& custom |2 E L7z 5irid,. WA X ARG AL — M EEELE
—é—O
set https cipher-suite cipher_suite string
cipher_suite_string Cldi K 256 3L FF THEH TE £97%, OpenSSL 5 A A — MEARIZHEMLS
DMENRDHY T, WERE, AN—ARRE L FIIENTE A, | (EER) [ + (U7
AFLHE) - N T7Y) L BXO: (mry) , FEHIZOWTIE,
http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite 2 ZH L T 7231,

72E 2iE, FXOS 37 74 /v b & L THERAT 2 HEEMAAROXFINIRD L 512720 £,
ALL: 'ADH: 'EXPORT56: ! LOW:RC4+RSA:+HIGH: +MEDIUM: +EXP: +eNULL
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ATvT8

ATvT9

ATy 710

wres oz i

1 -

Firepower-chassis /system/services* # set https cipher-suite
DHE-RSA-AES256-GCM-SHA384 : DHE-RSA-AES128-GCM-SHA256 : ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-RSA-AES128-GCM-SHA256

SSL N—T 3 VEHRELET,
set https access-protocols comma_separated values

comma_separated values (Z1Zk 723 D £,
o tlsvl

e tlsvl.l
e tlsvl.2
» sslv3
GE)  HLWTZUHPESSLV3 2V R— h L TWAaWnW=d, o7 o b a L bisEd 2 0E
N ET, SSLVAOAEZIELHGAIE. PAR—FShvTtwinwtexa V740 7
Fal R—=C g VERTET—RNT T UPIIRREINDZENRNHY 9,
(EE) EERDY A MREZEDE X EHICLET,
set revoke-policy {relaxed | strict}
51

Firepower-chassis /system/services* # set revoke-policy strict

HEZHRIFLET,

commit-buffer

51

Firepower-chassis /system/services* # commit-buffer
firepower-2110 /system/services #

1

WOHFITIE, HTTPS ZH ML, R — " EZE 4443 IZHRTEL, F¥— Vv 74 %
kring7984 IR E L, BEEAAL —hDOEF 2T 4 LXILEBFBICHELET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # enable https
Firepower-chassis /system/services* # set https port 4443
Warning: When committed, this closes all the web sessions.
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Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

IPSec X 17 F v RILDETFE

BHNT T 4w 7 BREE T 5 X 51T IPSec b R ERETE £9°, Firepower 2100 (%, &
DR ETNIY A LEVPR—FLTHET,

R2ZIKEE LUV ESPOBESETILTY XL

247 &

5= aes128, aesl92, aes256, aesl28gcml6

Sel 7 & L% (PRF)  (IKE @ |prfshal, prfsha384, prfsha512, prfsha256

7r)

BHMET LY XA shal, sha256, sha384, sha512, shal_160
Diffie-Hellman 7' /L — 7 modp2048., curve25519, ecp256. ecp384, ecp521,

modp3072, modp4096

GE)  curve25519 1L FIPS £72i3 a2 7 947V 7 — RTIEHR—FENRTHEREA,

IR BHHIIZ
FIPS E— FOH4 . IPSec BT I1X RFC 7427 R — F LTWAMENRH Y F1-,

FIE

ATv 71 FIARMDEREDA A F— (61 =)

ATFvFT2 kX2 VUT4F— FEBML, KIZIPSec E— REBIAL E7,
scope security
scopeipsec

B -

Firepower-2110# scope security
Firepower-2110 /security # scope ipsec
Firepower-2110 /security/ipsec #

ATv7T3 (EE) vZURVVERELET,
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ATv74

ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

IPSec £+ 17 F v 2 L0EE [

set log-level 0-4
1

Firepower-2110 /security/ipsec # set log-level 3
Firepower-2110 /security/ipsec* #

() IKE $fi & SA #fst & ORID, MIET D05 — MO 2% E L £,

set sa-strength-enforcement {yes| no}

eyes: IKEIZ LW rFvm— hIniFd—H A4 X0, BSPIC LY RrTv=— hIpiox—H
A AL VNS WGE, BRI LT,

*no : SA B HRMAIZSA L, ki3I LE T,

1

Firepower-2110 /security/ipsec # set sa-strength-enforcement yes
Firepower-2110 /security/ipsec* #

IPSec e A E L. AT LET,

create connection connection_name

IPSec E— R& Mo U UV EIIIMBED T DITHRE L E T,
set modetunnel_or_transport

a—AVIPT RLAZRELET,

set local-addressip_address

UE—HFIPT7 FLAZFELET,

set remote-addressip_address

DNS #—Z8E L7z A1E, FQDN & LT £ — F7 RLAZEETE LT (DNS H—
DRE (54 =) =2ZM) ,

1 -

Firepower-2110 /security/ipsec/connection* # set remote-address

o E=REEHLTHWLSE, VE—F 7Ry FERELET,
set remote-subnet ip/mask

UE—FIDAZHELET,

set remote-ike-id remote_identity_name

set fgdn-enforce =~ > K C FQDN O Z A4 25515, 2D =~ FTFQDN A i 7
HENH D ET,

51
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ATvIN

ATvT12

ATy 713

ATy 714

ATy 715

ATy 716

ATy 711

ATy 718

ATy 719

Firepower-2110 /security/ipsec/connection* # set remote-ike-id charlesdarwin.cisco.com

FQDN OfEHZ#EH L £7,

set fqdn-enforce {none | remote-ike-id}

ZOMREEHNCTH5A1E. DNSEZRTETHLENH Y £ (DNSH— O TE (54 *—
V) EHM) , 9.13(1) XV ENC/ER S i brE . WHILT 740 F TEICR > TV E
T, WA~ OBERIXITE CAENCT ILENRH Y £,

F#h72 ) E— M IKEID (set remote-ike-id) % FQDN B CRET 2 LE R &V £9°, FQDN
DO Z TN Lizha, VE— MIKEID 34T v a v by, LEDEX (FQDN, IP 7
RLVAL BT V=7 MR E) TRETEET,

51

Firepower-2110 /security/ipsec/connection* # set fgdn-enforce remote-ike-id

¥V T ERELET,

set keyring-name name

EE) =V 7 "RAU—RERELET,

set keyring-passwd passphrase

(&) IKE-SA OF WM Z 53 B TRRE L £ 7,

set ike-rekey-time minutes

minutes fE1Z13, 60 ~ 1440 OFPHN DIEE DOERZRETE £,
(EF) D SA DA Z /3 HAL (30 ~48074)) THREL £,
set esp-rekey-time minutes

minutes fEIZ 1%, 30 ~ 480 DHFIPHAN DIEZ DB 2R E TS £,
(FEE) WIHERTICFEIT T /G — 7 ADEFZRELET,
set keyringtriesretry _number

retry_number fEIZ1EL, 1 ~ 5 OHHADTEEDOEE L IEE TE £,
(EE) FEFELRD ) A MaEZ, AOEITEICLET,

set revoke-policy { relaxed | strict }

Pz AN LEd,

set admin-state enable

B Ve —RFLET,

reload-conns

LIRTZHENL STV TW R o Te gt i T SV E T, ML Sl S E 7,
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ATv7T20

g@7s+20%z ||

UEE) BEfED F T A FARA > M4 % IPsec [ZIBML £,

create authority trustpoint_name

EET7OERANDETE

ATy T

ATy T2

7 7 4L N TlX, Firepower2100 (%, B 1/1192.168.45.0/24 % » kU —2 T, Firepower Chassis
Manager ~® HTTPS 77 £ A, BLOSSHT 7 v A& LE T, thoFxy hT—7 050
TR RAEFFA FTIESNMP 2P T 55 A1, 778X VA M BNERIEE S DL
ERH Y £,

FIE

VAT LE— REMG L, RICH—ERXE— RZBBLET,
scope system
scope services

1 :

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

T RAERNNCTDUERS LY —EADT 72 A X MEERLET,

IPv4 DA -

enter ip-block ip prefix_length {https| snmp | ssh}

IPv6 DA -

enter ipv6-block ip prefix_length https| snmp | ssh}

IP7 FLZ (v E7lEve) O/ T ry 7T, HR2SBORRDL YT Ry FafY—E Rk

LTRETEET,
cip: 7Ry b%E0.000, LT 4 v A% EIEETHE, P ERICEFHIRIZT V&
ATEDE DT £,

. prefix_length : IPv4 D5A, 7V 7 4 v 7 AKX 0~32TY, IPV6 DFE, TvVT7 4 w7
ARIX 0~ 128 T,

1 :

firepower-2110 /system/services # enter ip-block 0.0.0.0 0 https
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 10.0.0.0 8 ssh
firepower-2110 /system/services/ip-block* # exit

firepower-2110 /system/services* # enter ip-block 192.168.0.0 16 ssh
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firepower-2110 /system/services/ip-block* # exit
firepower-2110 /system/services* # enter ip-block 10.10.3.0 24 snmp
firepower-2110 /system/services/ip-block* #

ATy T3 REZRGFLES,
commit-buffer

% -

firepower-2110 /system/services/ip-block* # commit-buffer
firepower-2110 /system/services/ip-block #

451
1Pv4 :

firepower-2110 # scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enter ip-block 10.1.1.0 24 https
firepower-2110 /system/services/ip-block* # commit-buffer
firepower-2110 /system/services/ip-block # exit

firepower-2110 /system/services # enter ip-block 10.2.1.0 24 ssh
firepower-2110 /system/services/ip-block* # commit-buffer
firepower-2110 /system/services/ip-block # exit

firepower-2110 /system/services # enter ip-block 10.3.1.0 24 snmp
firepower-2110 /system/services/ip-block* # commit-buffer
firepower-2110 /system/services/ip-block # exit

firepower-2110 /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol

10.1.1.0 24 Https

10.2.1.0 24 Ssh

10.3.1.0 24 Snmp
IPv6

firepower-2110 /system/services # enter ipvé6-block 2001:0DB8:BA98:: 64 ssh
firepower-2110 /system/services/ipvé6-block* # commit-buffer
firepower-2110 /system/services/ipv6-block # exit
firepower-2110 /system/services # enter ipvé6-block 2001:0DB8:BA98:: 64 snmp
firepower-2110 /system/services/ipvé6-block* # commit-buffer
firepower-2110 /system/services/ipv6-block # exit
firepower-2110 /system/services # enter ipv6-block 2001:0DB8:BA98:: 64 https
firepower-2110 /system/services/ipvé6-block* # commit-buffer
firepower-2110 /system/services/ipv6-block # exit
firepower-2110 /system/services # show ipvé6-block
Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2001:0DB8:BA98: : 64 Https
2001:0DB8:BA98: : 64 Snmp
2001:0DB8:BA98: : 64 Ssh
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547

ATy T

ATy T2

ATvT3

585472 +obhee 4—r0Ez ]

> +@ DHCP H—/\DERTE

BEHUIA T —T oA RAZEHLTCNDZ TA T > M LCDHCP — "2 HhT5 2
EMTEXET, T 740 T, = T 7 R U RA#HPE 192.168.45.10 ~ 192.168.45.12 TH%Z)
W7o TWET, HHIPTY RLAZEET 5545, DHCP T 208N H Y £ (FXOS
BEHIPT RLAEZS— b= A OEE (104 X—2) 25H) , 20%, HLOFRy K
7 —27 O DHCP ZHEANITHZ ENTEET,

FIE

VAT AE—FEfmL, RICH—EAE— Nzl £7,
scope system
scope services

1 -

firepower-2110# scope system
firepower-2110 /system # scope services
firepower-2110 /system/services #

DHCP #— " Z&HET HITIE, ROWTNrEFETLET,
* DHCP —Z A L £,
enable dhcp-server start_ipend_ip
« DHCP #— "2 HLhIC L £,
disable dhcp-server

51

firepower-2110 /system/services # enable dhcp-server 10.10.10.5 10.10.10.50
firepower-2110 /system/services* #

HEZHRIFLET,

commit-buffer

51

firepower-2110 /system/services* # commit-buffer
firepower-2110 /system/services #

451
RIZ, DHCP H— &Gz T 562~ LET,

Cisco Firepower2100ASA 75 v k 74 —LE— K0SV 7 F¥aL—>av i1k |



. syslog A v E—U DK

Fxos el oz |

firepower-2110# scope system

firepower-2110 /system # scope services

firepower-2110 /system/services # enable dhcp-server 192.168.1.8 192.168.1.40
firepower-2110 /system/services* # commit-buffer

firepower-2110 /system/services #

syslog X v E—PDERE

ATvT3

RE N=F DT TN 2a=T A T BIOA T MABOW T TR £,
syslog A & — 1%, Firepower 2100 2> Y —)L SSHE v ay, EkiFn—ALr77 AV
ICEETEET,

T B D syslog A v —ITFX0S & v — OB S ET, ASAsyslog A v — D8
By ASARETH X UV ERETOLERDH Y 7,

FIE

TV 7 E—RFRERBLET,
scope monitoring

1 -

firepower-2110# scope monitoring
firepower-2110 /monitoring #

syslog A ve—V&ERT IR DNV —RAEHRELET,
» enable syslog source {audits| events| faults}

« disable sydog source {audits| events| faults}

&1

firepower-2110 /monitoring # disable syslog source audits
firepower-2110 /monitoring* # enable syslog source events
firepower-2110 /monitoring* # enable syslog source faults

2y — U syslog A vE—TEEEFELET,
a) 22 Y —/b~D syslog DEEEANEICITENT L ET,
- enable syslog console

« disable syslog console

&1
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b)

syslog A v 2—CDRTE .

firepower-2110 /monitoring* # enable syslog console

A= CFITRT H A v =V ORK LV @R L £,
set syslog console level {emergencies| alerts| critical}

2= VIZIZZ DLV DR v —URERENET, LA TV g TR AM
DENEC—EFRREINET, T 741 FD L UL Critical T,

51

firepower-2110 /monitoring* # set syslog console level alerts

ATy 74 SSHE v 3 \Tsyslog A vE—VEEFELET,

a)

b)

SSH & v+ g v ~®D syslog A v —DREZAREZITEC LT,
« enable syslog monitor

« disable syslog monitor
11

firepower-2110 /monitoring* # enable syslog monitor

SSHE v g IlERTAEIAvE—VORELLERINLET,

set syslog monitor level {emergencies| alerts| critical | errors|warnings| notifications |
infor mation | debugging}

TOLR_VLUEDA v =V RFREINET, L ATV g NIREEORIETEE
RENFET, T 7+ O L~ Critical T9,

G¥)  terminal monitor =~ K& A L7285E12721F, Critical KD FTOL~LdD X v
TN ROE =X IZETREINFE T,

1 -

firepower-2110 /monitoring* # set syslog monitor level alerts

ATYTE 77 AT syslog A vE—VEEELET,

a)

syslog 7 7 A b~ syslog fEHRDEZ AL Z G ETITEDIZ L ET,
« enable syslog file
» disable syslog file

&1

firepower-2110 /monitoring* # enable syslog file
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b) AvE—UREERIND T 7 A NOARIEIRELET,
set sysog file name filename
T 7 ANGBIEN6 LFETASNTEETS,
&1
firepower-2110 /monitoring* # set syslog file name syslogl
) Z7ANMIMRAFET DA v E—VORKL~NVEZFTIRL E7,
set sydog filelevel {emergencies| alerts| critical | errors|warnings| notifications| information
| debugging}
ZOLVEL EDsyslog 7 7 A VBRI SIVE T, LoL AT Y a TR EMEORIET—
BFRRENET, T 74/ FDOLULiF Critical T,
1 -
firepower-2110 /monitoring* # set syslog file level debugging
d) RRKZ77ANMHARX N FNHAD) ZHRELET, 2OV RXEZB25E, kblinwAy
TV EREHOA v —VTEEXLET,
set sydog file sizefilesize
BN 72 #iHIE 4096 ~ 4194304 /34 T,
1 -
firepower-2110 /monitoring* # set syslog file size 60000
RELZRIELET,

commit-buffer

&1

firepower-2110 /monitoring* # commit-buffer
firepower-2110 /monitoring #

1

WOFNE, a—HNT 7 A )L ~D syslog A v —Y DRAFEFINCT D HEEZR LT
I/\ivé—o

firepower-2110# scope monitoring

firepower-2110 /monitoring # disable syslog console
firepower-2110 /monitoring* # disable syslog monitor
firepower-2110 /monitoring* # enable syslog file
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snvp oazit [

set syslog file name SysMsgsFirepower
set syslog file level notifications
set syslog file size 4194304
commit-buffer

firepower-2110 /monitoring*
firepower-2110 /monitoring*
firepower-2110 /monitoring*
firepower-2110 /monitoring*
firepower-2110 /monitoring #

#
#
#
#

SNMP O & =11k

SNMP D £

SNMP & %11

2Dk 7 g o TIL, Firepower ¥ ¥ —UIZflig 1y NV — 77w ha (SNMP) &3 iE
THHEEDIHLET,

SNMP L, 7V r—varvEra halTh), SNMPv 32— v E SNMP=—V = b &
DBFEIHEHEINDI A vE—Y 74—~y b2EMHELET, SNMPTlE, Xy NT—2ZHNDT
NRAZADE=Z Y T EEBIHERTERET L — 20— L@ EnEftan 4,

SNMP 7 L — AT — 27133 DO THERR S E T,

*SNMP~%—Y % : SNMPEZERA LTy NI~ TNRALADT 7T 4 T 4 ZHIH L,
T=H Y TTHUAT A

« SNMP —=—< = > | : Firepower D7 — % Z iR L, MBS U TEDT —F % SNMP ~
F— ¥ [T 5 Firepower ¥ —YINO Y 7 =7 2 7R—3 > b, Firepower ¥ ¥ —
YIE, ==V P E—EOMIB AEENLTVET,

o EHEHN—Z (MIB) : SNMP=—V x> h FOBEREKISEA TV FoaLr g
VS

Firepower ¥ ¥ —/1X, SNMPvl, SNMPv2c, LN SNMPv3 ZH AR — kK LEF, SNMPvl ¥
FUSNMPV2 (ZEHHH, ala=T 4 _X=2AFADtF=2 VT 1 2EALET,

SNMP O EE/HERED 1 DlE, SNMP=—V =Y M LEHEERTXAZLTT, 26D
WBHITIE, ERZSNMP~ 32—V v N OEETLH2HELIH Y THA, @A, REAR—VFE
RE, TRECEh, oI, ML —Z L OEROUIN, FOMOERERA N N ERRLE
_3‘0

Firepower ' ¥ — (%, N7 v 7 EoidA 74— L LTCSNMP @& Z 4k L9, SNMP
VXYY IX N Ty RGNS A KEE T, Firepower ¥ —UIX F T v TR ES
NI E I MEMRTERND, N7 v TOREMNEIEA V74— 80 K< 20 7, A
V7 = LEREZETHSNMP v R — T ¥ X, SNMPIRE Y1 haL 7 —4% 2=y L (PDU)
TA v —VDZE 2 MERIGE LE T, Firepower v — 37 PDU %15 L72WEA, A~
T — LEREFIETEET,
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SNMP X2 ) 71 LRILELVHER

FXos cu oE |

SNMP X2 !)F 1 ETILE LRILDYHR—

SNMPvI, SNMPv2e, BLUSNMPVIIFZENENHIDOEF 2V T 4 ETVERLET, EXa
VT4 ETNVEBRLIZEX 2T 4 LULOMAGDEIZE Y, SNMP A v — Y DML
FICEHA SN EX 2 VT 4 A=A LBRED £,

X2 U7 4 LoULiE, SNMP 7 v FICBEfHT 5N TND A v E—U 52 FRT D720
R RE LET, HERL UL, A v —URBR S0 X 9 R E 72 8RR 23
BHHLINEIDERELET, YR —bENd X2 T4 LYWL, X2 0T 4 T4
DRESNTWNENCE > TR ET, SNMPEF =2 U T 4 LoULIE, ROMERD 12U
YV AR—FLET,

* noAuthNoPriv :
NILJ FL[E&) D
FRESH D |

AR L. BEEfbre L
b 7e L
KEibdH v

 authNoPriv :

e authPriv :

SNMPV3 Clt, EX=2 U7 4 ETNEEXF2Y T 4 LVOMER RSN TWET, BF=
V74 2T ME, 2 VB2 RET 20—V ERET IS TT, B2V T4
LL X, X270 ETANTHAAEINDGEXF 2T DL~V T, EX=2UT 4
EFETNEEXF 2T T 4 LULOMAEHEIZLY, SNMP Ny MLUBHIZERA S22 % 2
VT 4 A= ALBREY F7,

FEhTWBHAEHE
WOFRIZ, EX2VT 4 TTNELNVVLOHAEDLEOE®ZRLET,

RISNMP LX) T4 ETILELVEFaU T4 LA

ET |KESH ErH =R S

)7 it

2L |22a=FT4 ANV ITORAEEHER
Lfnhnibi—a—

vl noAuthNoPriv| 2 3 = =5 ¢ 2 U v
7" (Community string)

v2c noAuthNoPriv| 23 2 =5 4 2 Y v |2 L |23za=FT4 A FN) T OREEMHEH
2" (Community string) LCRRREL £,

v3 noAuthNoPriv | [ —+44, (Username) ]|72 L |2—V4DOBEEMHH L CRIEL £7,

v3 authNoPriv. | HMAC-SHA 7L HMAC Secure Hash Algorithm (SHA) [

v3 authPriv HMAC-SHA DES |HMAC-SHA 7 /L3 U X AZFHADWTER

AELE9, T —Z WA (DES) @
56 By MEE{b, BLUOWE7 v 7
HifH (CBC) DES (DES-56) fZ#E|ZE
DSWERRREA R L F T,
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snmpv3 £ 2 ) 7 <1 I}

SNMPv3 22 1) T 1 #EE

SNMP 71—

SNMP @

O

ax A

ATy

SNMPv3 1, *v hT—Z7RHED7 L —LDOFEIEE B B{LEHAGDEDL Z LIk -> T, T2
AAZANDEXR 2T T 78 AEEHRLET, SNMPv3 L, xEHAHAL—FIC L 2EHIED L%
FA L, SNMP A v b—V %R LE T, SNMPV32—Y_R—2X X2 F 4 £/ (USM)
IZSNMP A v E— LX) T s 2BBL, ROV—E R L T,

P Ay E— VO D Ay e VIREAFECERE L EME S TR0 2 L &R
LET, T, T—F U —F AN, @EBEETIHLOLD LEWVEE CTEFRE I N TV
WZ EERFELET,

e A —URIETLORBIE : RIET — X ERE L= DOT AT T 4T 4 DR STz
ZLEAEBIEELET,

c A v b—UOMEBERB IO S RER2—Y, =T 47 4, B RITH L TER
ERIAARIZLEZVBRRLARVWE S ICLET,

Firepower ¥ ¥ — 3/ {% SNMP DR DR — b 2k L 9,

MIB DHR—

Firepower ¥ ¥ — (%, MIB ~DO&t AR T 7 B2 &Y R—FLET,
SNMPV3 A—H®DRIETA oL

Firepower ¥ ¥ — /1%, SNMPv3 == —4% ¢ HMAC-SHA-96 (SHA) #iE~7' v h2/L&HHR— kL
7.

SNMPV3 1—H®M AES 54/ >— JO kajL

SHA ~_— X DOFBAEIZM Z T, Firepower > % — /% AES-128 ¥ > | Advanced Encryption Standard
EHEHA LT T4 — b LE 9, Firepower ¥ — 1%, T4 NN — RRATU— R&ff
ALTI28 By b AES ¥ —%/E L ET, AES 77 A N — 2T — N3/ T8 LFT
o NAT V=% V7 THRANTHET 256, K80 LFAEETEET,

SNMP #AZNC L., F7 v 7BISNMPV3 =—¥ZBIML E9,
FI§
TV = REfBLET,

scope monitoring

1 :

firepower-2110# scope monitoring
firepower-2110 /monitoring #
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ATw T2 SNMP A4 32 —T7 M LET,

enable snmp

&1

firepower-2110 /monitoring # enable snmp
firepower-2110 /monitoring* #

ATFY T3 SNMP 23 2 =T s X4 AR ELET,
set snmp community

SNMP 22 2=T 4 42 ANTTHEIOROENET, 2 a2=T 241, K32 LFOIEK
TTHRETEET,

B -

firepower-2110 /monitoring* # set snmp community
Enter a snmp community: communityl
firepower-2110 /monitoring* #

ATw T4 SNMP O 2T A FOEK L AIEELET,

set snmp syscontact system-contact-name

VAT AHEYEOHEKLL (B AN T RLARL, 4R EBRETREY) X, mK255LF
DEPFTHETEET,

1 -

firepower-2110 /monitoring* # set snmp syscontact jcrichton@example.com
firepower-2110 /monitoring* #

ATYTE5 SNMP =—Y = b (=) BRETTLHRA NOLFTEHELET,
set snmp syslocation system-location-name
VAT L a—va VAR, K S12 XFORRTFCIRETEET,
i -

firepower-2110 /monitoring* # set snmp syslocation boulder, co
firepower-2110 /monitoring* #

AT T 6 SNMPv3 = —HFZER L £9,
a) Z—YPHLENRAT—REHRELET,
enter snmp-user user-name
NAT—=Rue AT DL ROLNET,
15'] .

firepower-2110 /monitoring* # enter snmp-user Jjcrichton
Password: aerynsun
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b)

c)

d)

firepower-2110 /monitoring/snmp-user* #

AES-128 B S b a HNZT %

set aes-128 {no | yes}

T 7 4V h T, AES-128 B B LIXIC e > TV ET,
51

firepower-2110 /monitoring/snmp-user* # set aes-128 yes
firepower-2110 /monitoring/snmp-user* #

=P T T AN = RRAT— REEELET,

set priv-password
TIANY—=RAT = RE AL TCHERT L LI ROLNET,
i

firepower-2110 /monitoring/snmp-user* # set priv-password
Enter a password: moyahome

Confirm the password: moyahome

firepower-2110 /monitoring/snmp-user* #

SNMP 2—H#E— REET LET,
exit
1 -

firepower-2110 /monitoring/snmp-user* # exit
firepower-2110 /monitoring* #

ATwTT SNMP F7 v 7 %BIMLET,

a)

b)

SNMP k7 v 7 &#A{ER L £,
enter snmp-trap {hostname | ip-addr | ip6-addr}
1 -

firepower-2110 /monitoring* # enter snmp-trap 10.10.10.67
firepower-2110 /monitoring/snmp-trap* #

SNMP 7 v FIEATASNMP 22 o= s 4% ELET,

set community  community-name

51

firepower-2110 /monitoring/snmp-trap* # set community communityl
firepower-2110 /monitoring/snmp-trap* #

SNMP D3

ax

= W
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d)

2)
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SNMP 7 v AT AR — M EHRELET,
set port port-num

&1

firepower-2110 /monitoring/snmp-trap* # set port 3434
firepower-2110 /monitoring/snmp-trap* #

N7 o FIHEAT 5 SNMP A=V 3 VBIOET VEEE L ET,
set version {v1|v2c|v3}

1 -

firepower-2110 /monitoring/snmp-trap* # set version v2c
firepower-2110 /monitoring/snmp-trap* #

TE) #ETDN Ty TOEATEHRELET,
set notificationtype {traps|informs}

straps: N—V 3 I V2 FTII VI AR LZGEIE. T v 7O A T ERELE
@—0

sinforms: N—T g T v2e BN L7ZGAE., B0 X A TEHFRTELET,

51

firepower-2110 /monitoring/snmp-trap* # set notificationtype informs
firepower-2110 /monitoring/snmp-trap* #

(EE) A=Y a I v3 zBRLEGEIE. b7y FICBEEM T b DR ZEE L
£,

set v3privilege {auth | noauth | priv}
cauth : @BREAZ AT LETR, ok LEEA,
* noauth : F¥GEE 72 I3RF 5L 2 A2 L EHE A
cpriv: @Rk & S E AN LET,

1 :

firepower-2110 /monitoring/snmp-trap* # set v3privilege priv
firepower-2110 /monitoring/snmp-trap* #

SNMP 7 v 7 E—RF&KTLET,
exit
Bl -

firepower-2110 /monitoring/snmp-trap* # exit
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ATvT8

APS 5 & ULy 547U 7E— Roamt [

firepower-2110 /monitoring* #

RIEERIFLET,

commit-buffer

&1

firepower-2110 /monitoring* # commit-buffer
firepower-2110 /monitoring #

451
WOFITIE, SNMP ZEZNC LET,

firepower-2110# scope monitoring

firepower-2110 /monitoring # enable snmp

firepower-2110 /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem?2

firepower-2110 /monitoring* # set snmp syscontact contactpersonl
firepower-2110 /monitoring* # set snmp syslocation systemlocation
firepower-2110 /monitoring* # enter snmp-user snmp-userl4
Password: happy

firepower-2110 /monitoring/snmp-user* # set aes-128 yes
firepower-2110 /monitoring/snmp-user* # set priv-password

Enter a password: ecstatic

Confirm the password: ecstatic

firepower-2110 /monitoring/snmp-user* # exit

firepower-2110 /monitoring* #

firepower-2110 /monitoring* # enter snmp-trap 192.168.100.112
firepower-2110 /monitoring/snmp-trap* # set community SnmpCommSystem2
firepower-2110 /monitoring/snmp-trap* # set port 12009
firepower-2110 /monitoring/snmp-trap* set version v3
firepower-2110 /monitoring/snmp-trap* set notificationtype traps
firepower-2110 /monitoring/snmp-trap* set v3privilege priv
firepower-2110 /monitoring/snmp-trap* exit

firepower-2110 /monitoring* #

firepower-2110 /monitoring* # enter snmp-trap 2001::1
firepower-2110 /monitoring/snmp-trap* # set community SnmpCommSystem3
firepower-2110 /monitoring/snmp-trap* # set port 12009
firepower-2110 /monitoring/snmp-trap* set version v3
firepower-2110 /monitoring/snmp-trap* set notificationtype traps
firepower-2110 /monitoring/snmp-trap* set v3privilege priv
firepower-2110 /monitoring/snmp-trap* commit-buffer
firepower-2110 /monitoring/snmp-trap #

H o S S

H o S S

FIPSEXVIELISA4TUT7E—FOEME

Firepower 2100 C FIPS £721%2€ 7747 U7 (CC) E— FEZHMIT DL, WOFIE

EIITLET,
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B rrsscvazrss7urE—roaM

ATy T

ATy T2

ATvT3

ATy T4

F7-. fipsenable =~ K&l LT ASA TEBIIZ FIPS E— FZHMCTHLELHV £

T ASAZIZ, = E 7747 V7 E— RICET2EBIOREITH Y £, CC i

UCAPL D a1 7T A4 7 AT 2 BMOHIRAHAUE, P AaDtX2 T 4 RY—D
V= a TS TRRIET D HENH D 77,

AN ASA CTFIPS £— RZFREL., T3 AD Y a— K&F->TH» 5, FXOS T FIPS £—
RERETHZLEBEIODLET,

FIE

X274 ET— REHBLET,
scope security

&1

firepower-2110# scope security
firepower-2110 /security #

FIPS E— FEZ AL T,
enable fips-mode

&1

firepower-2110 /security # enable fips-mode

Warning: Connectivity to one or more services may be denied when committed. Please consult
the product's FIPS Security Policy documentation.

WARNING: A reboot of the system is required in order for the system to be operating in
a FIPS approved mode.

firepower-2110 /security* #

aFL I TAT YT E— REEDICLET,
enable cc-mode

&1

firepower-2110 /security* # enable cc-mode

Warning: Connectivity to one or more services may be denied when committed. Please consult
the product's CC Security Policy documentation.

WARNING: A reboot of the system is required in order for the system to be operating in
a CC approved mode.

HEZHRIFLET

commit-buffer

&1

firepower-2110 /security* # commit-buffer
firepower-2110 /security #
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AT TS VAT LBV T—FLET,
scope chassis1

reboot
&1

firepower-2110 /security # scope chassis 1
firepower-2110 /chassis # reboot

A—HEHR

2 —H T H 7 hiE, Firepower2100 ¥ v — 27 7B AT HDIEHESNET, b
7 #1772 M, Firepower Chassis Manager 35 X ONSSH 7 7 B A CEH S v E 9, ASA IZIFHID
2= T AT NERIERH Y FT,

A—Y F7hHO2 MZIDWT
EBETHI bk

BEET T MITI7HNV N 22— T HT L R THY ., BERHIRIITEXETFA, 20T
By NI, VAT LAEREELIIA— A= —F T T FTHY . TRTOHERBEZ D
NTWET, FT7 4 FDO/RAT— K Adminl23 T,

BEET D MIWIIT 7T 47T, AHIRBH Y XA, BEET U b ERIIET
TATICRET DI LITTEERE A,

O—ALEEShi-2a—F 7Fhook

BRASDE— N 22— T I hERETEET, Fax—F T Hhoyr MIiF, —BEDO2—
P4 & NRAT — RRMETT,

H—ANVRRES N e =T Iy v M, BEEEREA RO - ThITFETHL AR E I
W T HZLENTEET,

A—HF FTHADU MBI EIHA 14
1—H4

2—H 4%, Firepower Chassis Manager 3 X O'FXOSCLI® v 74 > ID & L CHERAEINE T,
77 A IDOENY LTSI TUE, ROTA RT A4 BLUOHIFEEZEE LTI ZE0,

e A IDITIE. REEL 1 ~R DL FEEHDLENTEET,
LR OIET

BT
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. Ty F=2=7)

- (Fyva)

(Fv )

e A IDIET—ETHLINENDY £7,

s /A IDIE, WUFETHBRTAILENLY £, HFET VA —Ra7 7 EORBHC
FENHBEDDHZLIXTEEYA,

s 7 A ID Tk, KIXFE/NLFENERIENET,

e T RTEFOu A IDIIERTXEH AL

ca—WP T H T FOMERKEIL, e S AV IDEAERTEXEA, 2—F T H 7 N EHIR

L. BiLWa—HF 7 h 70 FEERTALERH D £,
INATT—FK
0— B NVBRES NIz —F T H 7 TR, NRAT— RBARETT, EHEWHRE FFO2—
PFiE, 2= RXRT = RORRAT— REET = v 7 2 FTTELICV AT LAERETEE
T, NAU—REBETF v 7oA RX—TNMIT DL, F2—FREN AT — REHHATS
WVERH Y F97,
Ba—PNRI) 7R AT — RERETHIEEAHLELES, m— B E2—VFDONRRT— ]
ET = 7 BHINTT DL, FXOSITKOBEHZRTZ LT RWARRT — REHEG LET,

I L 8T EE S, N 12T XFTHDHI &

N

CE) axr 7747V THEBICHEIT H72DIC, A7 arTUAT
LD LTFHNS LFOESONRAT— RERETEET,

cTNT 7Ny ORI FEDR b 1 TFETD,
cTNT 7 Xy NOINLFERDIRL EH 1 UFEET,

« WETLUNO LT FFRCT) 207 &b 1 UFET,
« aaabbb 72 L L T 3 B A2 T D IR SCFE S E R,

« passwordABC X password321 72 &0 3 DD L 72 TR F %2 ED L 5 RIAF Th - T
HEER,

YA LA R P AR L b O TR,

e NRAT—R T4 vat V) FovIIZEGEETH, 8 2iE, BFECRBEIN TV HEYE
B BRI RS RA Y — REFBET A Z EIXTE EFHEA,

cRDELEFEZER, § (FAgtE) 2 BRI | = (F5) .

ZEAICT DI EITTE E A,
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A—YHMEM

ATy T

ATvT2

ATvT3

ATvT4

a—voiemn [

Firepower Chassis Manager 36 L UNFXOS CLI 7 7 A0 — /)L 22— A2BIML £,

1R BRI

R—HNa—WT T N EBNEITRET D21, admin R Z FFOL—Y TH D MEN
&) @ ij—o

FIE

X2V T 4 F—FIZADET,
scope security

1 -

firepower-2110# scope security
firepower-2110 /security #

A=Y T AT FERRLET,

enter local-user local-user-name

elocal-user-name: ZDT H T h~Da A UEHERTAT AU N ERELET,
ZOLENY. BAETHY, 22—V THU L FEDOHTA KT A4 EHIRETTZ LTV DL
NHVET (22— ThHho L MIBETDHIHA T4 91 X—=) Z25H)

=Y EERLTIZH%IZ, /A IDEEFRTEETA, 2= THT U FEHIBRL, LY
22— ThU s NEERTASLENRDH Y F9,
B -

firepower-2110 /security # enter local-user johncrichton
firepower-2110 /security/local-user* #

R—IN 2= T eT T 4 T 2T 7T 4 TAT 2 EREE L E T,

set account-status  {activel inactive}
T7FNNTIR, 2a—=FEIT 7T 47 TT,
11 -

firepower-2110 /security/local-user* # set account-status inactive

2—HF FH T NONRAT— RERELET,
set password

AT — K& AN LET, password

Cisco Firepower2100ASA 75 v k 74 —LE— K0SV 7 F¥aL—>av i1k |



B =—voen
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ATy T17

ATvT8
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INAYU— R& s L ¥, password

IRAT— RBEF = v 7 /I LTZHEEIEL, 22— AU — RE2RER L DI T 52 0E R D
¥4, FXOSITMETF = v 7 BHAZM- L TWARWRAT— RZ2ER LET (2 —PREE
DFE 96—2) BIOR2—HFTHor MZETAITA RTA42 91—=) 25M)

1 -

firepower-2110 /security/local-user* # set password
Enter a password: aeryn

Confirm the password: aeryn

firepower-2110 /security/local-user* #

ER) =—VoLzRELET,

set firstname  first-name

1 -

firepower-2110 /security/local-user* # set firstname John

(EE) =—YolzfELE7,

set lasthame last-name

1 -

firepower-2110 /security/local-user* # set lastname Crichton

(EE) =% 7H v FAFIREIICR S B 2B E L ET,
set expiration month  day-of-month  year
e month : A & 33ED A4 O5EsA 3 SUFCRELET,
7YY M, HEE SR A ORICIEATE EH A, 32— T Y MOABIRE RE

L%, THEDMIER L] ICERETAZ LT TEERA, 2P L, HHTE ARETOENH
RAMTT AU FERET DI L IEATHETT,

FTT7FNVETHEH, 2=V TAHU L FOAIHRITIH Y ¥,
B -

firepower-2110 /security/local-user* # set expiration oct 10 2019

ER) 22—V OEFA—NL T RLAZEELET,

set email  email-addr

51

firepower-2110 /security/local-user* # set email jcrichton@example.com
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(EE) =2—VOEFETZHRELET,
set phone  phone-num

1 -

firepower-2110 /security/local-user* # set phone 303-555-7891

(ER) =—FIZEHEE e — 2B Y TET,

enter roleadmin

FTRTO—WPEFT 7 4 /b F Tread-only B —/A73E10 4 THA, ZOu—/LIHIBRTE %
A, admin B— /U2 LY BE~DHAIY EEXIALDOT 7B ARSI NET,

22— B VB IOMEROE L IIREIO 22— 0 /A VAR ET, 2—F THh Y
v hA~DB LWV E— LOE Y Y TRMFEO T — LOYIREITO EXiIca—YnRe L LT
LA, T T4 7ty a VIBRIO e — LOMERE S S EEH L ET,

&1

firepower-2110 /security/local-user* # enter role admin

RIEERIFLET,

commit-buffer

&1

firepower-2110 security/local-user* # commit-buffer
firepower-2110 security/local-user #

1

WORFNE, aerynsun & W IHRTOZ—FT 7 MEAERRL, 2—F 77 a2
T U, rygel INXAY—REREL, BHE—Fo—La2H0 4T, FF7oH7
VarEELET,

firepower-2110# scope security

firepower-2110 /security # create local-user aerynsun
firepower-2110 /security/local-user* # set password
Enter a password: rygel

Confirm the password: rygel

firepower-2110 /security/local-user* # enter role admin
firepower-2110 /security/local-user* # commit-buffer
firepower-2110 /security/local-user #
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NTEEDERTE

TRCOL—F DT o — VR EEERETEET,

FIE

X2V T 0 BE—RICADET,
scope security

1 -

firepower-2110# scope security
firepower-2110 /security #

NAT— RREF = v 7 /N EITIHIZLET,
set enforce-strong-password {yes| no}

INAT — RORET = v 7 NN > TV DA Firepower 2100 Tlk, 7R/ AT — K
DA RTA &I L TWRVWRAT — RERIRTE EHA (22— T v MIET LA
ARTAL O1_=2) 2B . T 74N FTIE, B8NS AT— RF = v 7 BDFHR-o
TWET,

% -

firepower-2110 /security # set enforce-strong-password yes
firepower-2110 /security* #

NAT—=RTa7y AN E— REHBLET,
scope passwor d-profile

1 :

firepower-2110 /security* # scope password-profile
firepower-2110 /security/password-profile* #

HRNSAT — FRZHRELET,
set min-passwor d-length min_length

RANNAT = RRF = v 7 BN LI2GE13, 88 LI/ CFHED S AT — R Bl %
WERH Y £,

% -

firepower-2110 /security/password-profile* # set min-password-length 8

2= VRRRES NI 22— PR E SN NI AN AT — REBETE 50 E I e A E
FEZIZLE T,
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ATvT6

a—wzrEonz I

EEEHALET,
set change-interval num-of-hours

set change-count pass-change-num

s num_of_hours : /XA YU — RETEOREIEANEH S5 R E 1 ~ 745 FERI OB CRE L £
T

» pass_change num : = — W VEBRES Lz — W3 BEMBOMICA S O/NA T — RE28
HCTEDRKEHERELET,
JEW A2 E4 5 121%, set change-interval % disabled (Z7% & L £,
i -

firepower-2110 /security/password-profile* # set change-count 2
firepower-2110 /security/password-profile* # set change-interval 24

EEZZEIELFES,

set no-change-interval min_num_hours }
smin_num hours : B — A NVFEGES Nz 22—V 0, B LEK L7/ " A U — RELE T 50
WS 2 N B D i/ NRERRIECE 1~ 745 RER O TRXE L £ 7
W AFFA9 5 I21%, set no-change-interval % disabled [Zf% & L £,
i -

firepower-2110 /security/password-profile* # set no-change-interval 1

AT — FEFHOEMFZRE L T,
set history-count {num_of passwords | disabled}
set passwor d-reuse-interval {days| disabled}

« num_of_passwords : & — " VRBGRE S L7z —H 3 DIATNZHER LT e SA T — R & HH|
FATEX D TIERT HHENH D —BD/XAT— RO¥K%E 0~ 15 DETHEL £,
T 74V N T, NI 0T, BB T MRS . 22— IR LTy
7oA T— REBFRHTEET,

cdays: SAU— ROFHANAREICRD2ETOREZ 1 ~365 DB THRELET, T 74
JU KT 15 HTY,

W DA~y Ne T D561, mTOEF2ldTBhERH Y £4, LT, BED

v b E3ICREL, BAAEREZ 10 FICRETD L. NATV—F2LETE 501310 HIF
i L7 T, NAU—=Ra23RIEE LAl RonET,

&1

firepower-2110 /security/password-profile* # set history-count 5
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firepower-2110 /security/password-profile* # set password-reuse-interval 120

INAT — FEDHIROBE 21TV E T,
set passwor d-expiration {days| never}
set expiration-war ning-period days

set expiration-grace-period days

- set passwor d-expiration {days|never} : GZhHIRAZ 1 ~9999 HDOMCHRELET, 77+
b TR, AT 2 > TV ET (never) .

« set expiration-warning-period days : @ 7' > Z LA BEARR O B BT S AT — ROEL)
IR %2 o — IS T 5002 0~ 9999 D TRELET, 774/ ME 14 HTT,

« set expiration-grace-period days : AEHIRDOM A% E T2 —F RN RAT — REEET 5
VN H D% 0~9999 ORI CRELET, 7 74/ MI3 HTT,

&1

firepower-2110 /security/password-profile* # set password-expiration 120
firepower-2110 /security/password-profile* # set expiration-warning-period 5
firepower-2110 /security/password-profile* # set expiration-grace-period 5

U T ary—), SSH, HTTPS # G T X COEXD T 7 AT ottt vy a v ¥
AT NERELET,

scope default-auth
set absolute-session-timeout seconds
« seconds : #fixf & A L7 T MEZ 0 ~ 7200 ORI TRELET, 7 7 4L MEX 3600
(6043) TT, ZOREZMENTHITIE, HEZ 0ICHELET,

51

firepower-2110 /security* scope default-auth#
firepower-2110 /security/default-auth* # set absolute-session-timeout 7200

REERFLET,

commit-buffer

51

firepower-2110 /security/default-auth* # commit-buffer
firepower-2110 /security/default-auth #
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il
wIZ, BERO2—FERET DH 2R LET,

firepower-2110 # scope security

firepower-2110 /security # set enforce-strong-password yes

firepower-2110 /security* # scope password-profile

firepower-2110 /security/password-profile* # set change-during-interval enable
firepower-2110 /security/password-profile* # set change-count 5

firepower-2110 /security/password-profile* # set change-interval 72
firepower-2110 /security/password-profile* # set history-count 5
firepower-2110 /security/password-profile* # commit-buffer

firepower-2110 /security/password-profile #

VATLEHE

ASANRN Y r—D7 v 7L —FR, Y y—vDVa—FR, £R3EBRERA 721752 0N TEE
—éﬂo

AA—=SDT7vTTL—Fk

COMERIFAZ  FTr Yy ASAICEHENET, 72— NA == T 2T v 77 bL— 7
5%A1%,  [Cisco ASA Upgrade Guidel]l ZZM L T 7Z& W, 7Ty 77 L— Kt XITid#
W20 ~ 30 D £,

ASA. ASDM, BLUFX0OS DA A—F 1 DDy —IIZ Ny RS TWET, Sy
F—=YDT v 7T — MIFXOSIZL > TEEHINET, ASAA XL —T 47 VAT ANT
ASA %27 w77 L —RT5HZ LT TEEHA, ASA & FXOS ZEHRINCT v /7L —R$5Z
LITTEERHA, IRV RAVENTWET,

ASDM DEIIBIS T, ASAF XL —F 4 VT VAT ANNST v F 7 L— R TE L5728,
T LH AN RS2 ASDM A A=V 2T 2 LEIIH Y A, FETY v r—F
9% ASDM A A —UILFXOS A A— U A MIRRENEF A, ASA DS ASDM A A —
REBTOMNENDY 7,

G¥)

N RVET v 77— R34 5L [AU4ART (asdm.bin) THo72H, /N2 KALNO ASDM
AA—=VDBHIDO ASDM N RV A A=V EESHMZET, 72720, 7Ty Fe—RNLIEHO
ASDM A A —< (7= & 2 1¥ asdm-782.bin) #FETERNT 5L, XNV T v 77 L— Rk
LI EMEFR LA A—YMEHINET, AEEOH D ASDM AN—2 5 VA FETLTND Z
EERMERT HITIE, N RV ET v 77 L— RTDHICASDM 27 v 77 L— R§ 250, &
TIXASANY RV ET v 77 L— R HHEANI, /N FAE7ZASDM A A— (asdm.bin)
EHEATHLOICASA ZHEETHDLENH D £,
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1R BHEIIZ
Ty a—RKT5EHA A=Y NFTP, SCP, SFTP, TFTP ¥ — 3\, F7213USB K7 A 7 CEf ]
HEThHdHZ MR LET,

FIE

ATy Tl aryy—rR—br (HF) F7/21ESSHZMHH LT, FXOSCLIICH#H L4, 2 Y —/LR—
N CEEET A AT, FXOSCLIIZT IZT 7R LET, FXOSus A4 Z v v L%
AN LET, 740 hoa—F4iZadmin T, 57 4L DO/ A T — RiZ Adminl123 T7°,

SSHZfEH L TASAEHIP 7 KL R IZERLT 25613, FXOSIZT 7 & AF 5722 connect
fxos & AJJ L E7,

ATFYT2 v — NNy =R n— R LUET,
a) 77 —ALv=T F—REANLET,

scope firmware

1 -

firepower-2110# scope firmware
firepower-2110 /firmware#

by Nyr—vEXUa—RKLET,
download image url
RONTNNEFA L TA R —=1F2577A40DURL ZHE L £,
« ftp://username@server/[path/limage_name
* scp://username@server/[path/]image_name
» sftp://username@server/[path/]limage_name
« tftp://server[:port]/[path/]image_name
* usbA:/path/filename

% -

firepower-2110 /firmware # download image
tftp://10.88.29.181/cisco-asa-fp2k.9.8.2.2.SPA

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

c) Furm—RKZ7otvxzx=%L%7,
show download-task
1

firepower-2110 /firmware # show download
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Download task:
File Name Protocol Server Port Userid State

cisco-asa-fp2k.9.8.2.SPA

Tftp 10.88.29.181 0 Downloaded
cisco-asa-fp2k.9.8.2.2.SPA
Tftp 10.88.29.181 0 Downloading

firepower-2110 /firmware #

AT9T3I LWy r—U0F 7 a— KRBT ([Downloaded] DIKFE) L7=6H, Ry r—U%EE L
ij‘o

a)

b)

FHLWAN o r—ONR—V g U FREEFRLET,

show package

11

firepower-2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.8.2.SPA 9.8.2
cisco-asa-fp2k.9.8.2.2.SPA 9.8.2.2

firepower-2110 /firmware #

Ny lr—=V% A A=V LET,
scope auto-install

install security-pack version version

show package ® 77 C, security-pack version %5 @ Package-Versfiiz = &' — L £,
VX —UMNASANRNY =TV A A M=)V LCHER L ET,

% -

firepower 2110 /firmware # scope auto-install
firepower-2110 /firmware/auto-install # install security-pack version 9.8.2.2

The system is currently installed with security software package 9.8.2, which has:
- The platform version: 2.2.2.52
- The CSP (asa) version: 9.8.2

If you proceed with the upgrade 9.8.2.2, it will do the following:
- upgrade to the CSP asa version 9.8.2.2

Do you want to proceed ? (yes/no): yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

If you proceed the system will be re-imaged. All existing configuration will be
lost,

and the default configuration applied.
Do you want to proceed? (yes/no): yes

Triggered the install of software package version 9.8.2.2
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Install started. This will take several minutes.
For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
firepower-2110 /firmware/auto-install #

GE) [T RCOBEFOHRN KbV, T 74V MRENEHASINET] OAvE—T
TR L ET, ERAEESNDE Z TR, TV MREDEHEND Z &
LHD FEHA, TIHNIEREIL Ty T T L— RTIERL, HA A =IO
WZoHBEHINET,

ATYTE vy —2 DV T—=IRETTH05FHET (5~104)) . FXOS 2SI iEE) L £33,

ASA DNEENT D FE THEOVLERH Y 77,

ASA DEENE, TV r— g R LS, CLI C2—V EXECE— RNIZT7 7 AL E
7,

51

[...]
Cisco FPR Series Security Appliance
firepower-2140 login: admin
Password:

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2018, Cisco Systems, Inc. All rights reserved.
[...]

User enable 1 logged in to ciscoasa
Logins over the last 1 days: 1.

Failed logins since the last login: O.
[press Enter to see the prompt below:]

firepower-2140# connect asa
Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a list of available commands.

ciscoasa>

r—iD)T—k

ATy T

FIE

Vy—E— RERBLET,
scope chassis1

&1
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ATy T3

vr—voBEt7 [

firepower-2110 # scope chassis 1
firepower-2110 /chassis #

Yy—vEHIVT7—RMLET,
reboot [" reason”" ] [no-prompt]

no-prompt % — 17— K& L1, m~y KEANTSE v — 3T <lc) 7—h L&
T, =5 LW E, commit-buffer =<2 REAFTEAETY vy —IITHEEES L EEA,

1 :

firepower-2110 /chassis # reboot "This system is rebooting" no-prompt

V77— FutvREE=FLET,

show fsm status

Ox—DERA D

ATy I

ATy T2

¥ % — %, Firepower 2100 ¥ ¥ — 3 DEJRE A 72T HH1IZ, ASAOS ZIEFIZT v v M4
v LET, 207w RIS ~200000 £, Uy —YOBEEMNIEFICA T ICRN
X, Y —vOBERa— 2B 2N TEET,

FIE

Yy —vE— FERBLET,
scope chassis1

% -

firepower-2110 # scope chassis 1
firepower-2110 /chassis #

Vy —VOBEREZY FF,
shutdown [" reason" ] [no-prompt]

no-prompt ¥ —7U— K& H L7568, a~ 2 REANTL Ly — 33 <y vy v hE D
Y LET, F5LARVWE, commit-buffer 2~> REANTAETYYy—IiTd vy MF T
LEHA,

1 :

firepower-2110 /chassis # shutdown "This system is powering off" no-prompt

AFYT3 vyy b TabREE=S LET,
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show fsm status

FXOS EXEIP 7 RLRFERIITF—FD T A DER

ATv T

ATy T2

FXOS CLI % Firepower 2100 ¥ —3®D FXOS HHLIP 7 KL AZ AR CTCExE9, T 74/L K
DT KL A1L192.168.4545CTF, FXOSEEL N T 7 4 v I DT 74NV NF— U oA ZEHET
HZEHLTEET, 774V M= =2A150.000ICRESNTEBY, FXOS N7 7 4 v 7
Ny 7 T =R TEESN, ASAT—H A X —T oA RN L TN—T 47 3NE
T, ROVIZEB I Xy NI =T TA—HIZ T T4 v T EN—T 4 T D%, 7F—1
DA PT RLAZERLET, BHEHOT 7EA VA NEH LRy N —27I2—8T
HEVEFETHINELHVET, F— NV xA%T 74V 5D0.0.0.0 (ASAT—X A 5 —
T AR) MOERETHE, F—F A F—T A ZATFXOSIZT 7B ATE 2L 20, FX0S
X7 —FA L E—T A ATIT 74 vV HHGTERSRVET, T—F A HX—T xR
TOFXOS 77 BRI ZOWTIE, AX— R T w7 HA REZRRLTIZEW,

BE . FXOSHH /1P 7 FLAIZASAEH I/ITP T RLALR LRy NU—27 Flighv F
T, FDOD, ZOFIETIXIASA D ASAIP 7 RLAZERTLHHELRLET,

15 H B HEIIC
cEHIPT RLAZEL LK T, HrLWT KL A ZH L T Firepower Chassis Manager 33
F UV SSH #35i & fHifE L 2 M ER H Y £,

* DHCP — N7 7 4L h CIEEB 1/l TADI > T D70, EHIPT NLAZALR
35 HIZ DHCP 2N T 20BN H Y 9,

FIE

Y=L R— MIEERE L ET (ASA £721XFX0S D = Y —~D#E (32 3—) %%
M) o BN RO RRNWE LT DD, ar Y — MR THZ L EBEID LET,
DHCP H— "2 L £,

scope system

scope services

disable dhcp-server

commit-buffer

EHIPT RLAZEF LB T, HLWI 747 MIPT FLA%MH L TDHCP & F 0%
T 5D Z &N TEET, Firepower Chassis Manager ¢ DHCP $— 3% G2k L ORI T 5
Z &b T&EET ([Platform Settings] > [DHCP])

&1

firepower-2110# scope system
firepower-2110 /system # scope services
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firepower-2110 /system/services # disable dhcp-server
firepower-2110 /system/services* # commit-buffer

ATV T3 IPVEERIP T LA, BIOMEISL T = Ny oA & ELET,
a) fabric-interconnecta M A 2 — 7 %% E L 7,
scope fabric-interconnect a

1 -

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect #

b) BEOCEHIPT FLAZERLET,

show

1 -

firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6
Gateway Prefix Operability

A 192.168.45.45 0.0.0.0 0.0.0.0
64 Operable

c) HILWEBIPT FLA, BIXOMEZSELTHLWT 740 s F— b oA ZRHELE
D
set out-of-band static ip ip_address netmask network _mask gw gateway ip_address
BUERRE STV B S — b7 = A MR 5101, gwFr— T — FEEILET, AR,

BEFOEEIP 7 RV AZHRF LT EE X — MU oA Z2EET DI, ipF—T—FR&
netmask ¥ —7 — R&ZEME L £,

TR Uz A% ASA T —H A F—T oA AIHET HITIL, gw % 0.0.0.0 IZFHE L F
To THMBT 74NV NORETT,

&1

firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.4.1 netmask
255.255.255.0

Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* #

ATV T4 IPV6EHIP T L AL A= = ZRELET,
a) fabric-interconnecta M A 21— WIZIPV6 RED A A—T 2R E L F7,
scope fabric-interconnect a

scope ipv6-config
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b)

<)

1 :

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config #

BAEOEHIPV6 7 FL A X RLET,
show ipv6-if
1 -

firepower-2110 /fabric-interconnect/ipvé6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

HLWEHIPVG 7 FL AL — by = ZRELET,

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band static ipv6 ipv6_address
ipv6-prefix prefix_length ipv6-gw gateway address

BERESNTND T — MU = A ZHERFT 51213, ipve-gw ¥ —U— F&HME L £7, [
BRIZ, BEfFOEEIPT RLAZMR L E Y~ by oA Z2EFT 5T, ipv6F—TU—
K& ipv6-prefix ¥ —7 — KZ2AME L E£7,

T—=brUx2A B ASAT —H A H—T oA ATHET HITE, gwZ 2 ITRELET, Z
NIST 7 4V b ORETT,

i

firepower-2110 /fabric-interconnect/ipvé6-config # set out-of-band static ipvé6

2001:DB8::34 ipvé6-prefix 64 ipvé-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé-config* #

AFw 75 HTTPS. SSH. BLUSNMP 7 7t 2 U R FEHIRLTHLWLWT 7R U X NEEM L.
HLWRy T — 7 0O A AIREIC LE T,

a)

b)

VAT LAY —EAOFKHEERELET,
scope system
scope services

1

firepower-2110# scope system
firepower-2110 /system # scope services

BIEOT 78 A YA MEFRLET,
show ip-block

51
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¢)

a)

firepower-2110

XS EEIP7 FLREEEY— bz 0ZE [

/system/services # show ip-block

Permitted IP Block:

IP Address

192.168.45.
192.168.45.

firepower-2140

Prefix Length Protocol
0 24 https
0 24 ssh

/system/services #

HLWT 78R VA REBMLUET,

IPv4 DG :

enter ip-block ip_address prefix [http | snmp | ssh]

IPv6 DIFE

enter ipv6-block ipv6_address prefix [https| snmp | ssh]

IPv4 D&, TXTOFRy FU—27 27T 2512130000 77 1 v 7 202 AL
To IPVODSGHE, TXTORy N =7 2T 5103 &7 V74 v 7 202 AL
9, Firepower Chassis Manager C7 7 A URX M&ZBIMTHZ EHTEET ([Platform
Settings] > [AccessList]) .

1 -

firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110
firepower-2110

/system/services # enter ip-block 192.168.4.0 24 https
/system/services/ip-block* # exit
/system/services* # enter ip-block 192.168.4.0 24 ssh
/system/services/ip-block* # exit
/system/services* # enter ip-block 192.168.4.0 24 snmp
/system/services/ip-block* # exit

/system/services* # enter ipvé6-block 2001:DB8:: 64 https
/system/services/ip-block* # exit

/system/services* # enter ipvé-block 2001:DB8:: 64 ssh
/system/services/ip-block* # exit

/system/services* # enter ipvé6-block 2001:DB8:: 64 snmp

/system/services/ip-block* # exit
/system/services* #

W7 78R UAREHIBRLET,

IPv4 OEE

deleteip-block ip_address prefix [http | snmp | ssh]

IPv6 DA

deleteipv6-block ipv6_address prefix [https| snmp | ssh]

1 -

firepower-2110
firepower-2110
firepower-2110

/system/services # delete ip-block 192.168.45.0 24 https
/system/services* # delete ip-block 192.168.45.0 24 ssh
/system/services* #

({£&) IPv4DHCP V—_ZHUOEZIZLET,
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scope system
scope services

enable dhcp-server start_ip_address end_ip_address

Firepower Chassis Manager C DHCP % — %2 Al L OEEDICT 52 & & TE £ 7 ([Platform
Settings] > [DHCP]) .

i

firepower-2110# scope system

firepower-2110 /system # scope services
firepower-2110 /system/services # enable dhcp-server 192.168.4.10 192.168.4.20

WEZHRFLET,

commit-buffer

1 -

firepower-2110 /system/services* # commit-buffer

ASAT KL A%, ELWXy NU—7 EERDIHDCEFRLET, T 741 FDASAEH1/1
A B =T 2 A AP T KL A1 192.168.45.1 T,

a) ALY —AMnb, ASACLLICHERG LT, Zu— L ary 7 ¥al—i gy E—RiCT
JEALET,
connect asa
enable

configureterminal

51

firepower-2110# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

Password:

The enable password is not set. Please set it now.

Enter Password: ****x*x

Repeat Password: *****x

ciscoasa# configure terminal

ciscoasa (config) #

b) EFHINIPT FLAZERLET,
interface management1/1

ip addressip_address mask
11

ciscoasa(config)# interface managementl/1

[l CiscoFirepower2100ASA 75 F 74 —LE—FFX0S Y74 ¥alL—a v AA K



| Fxoscum

B

ax ;E

XS EEIP7 FLREEEY— bz 0ZE [

ciscoasa(config-ifc)# ip address 10.86.118.4 255.255.255.0

c) ASDMIZT 7B AHEER Ry NT—ZIZEHE L ET,
no http 192.168.45.0 255.255.255.0 management
http ip_address mask management

1 -

ciscoasa(config)# no http 192.168.45.0 255.255.255.0 management
ciscoasa(config)# http 10.86.118.0 255.255.255.0 management

d) BEZHRFLET,

write memory

e) FXOS =V —/UIZEDIZIX, Ctri+a, d E AT LET,

!l
ROBITIZ, IPVAEHA =T =2 AL T =Py = ZRELET,

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.168.2.112 192.168.2.1 255.255.255.0 2001:DB8::2 2001:DB8::1
64 Operable
firepower-2110 /fabric-interconnect # set out-of-band static ip 192.168.2.111 netmask
255.255.255.0 gw 192.168.2.1
Warning: When committed, this change may disconnect the current CLI session
firepower-2110 /fabric-interconnect* # commit-buffer
firepower-2110 /fabric-interconnect #

WOHITIE, IPv6 FBRA L F—T oA AL A= oA BHRELET,

firepower-2110# scope fabric-interconnect a
firepower-2110 /fabric-interconnect # scope ipv6-config
firepower-2110 /fabric-interconnect/ipvé6-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway
2001:DB8::2 64 2001:DB8::1
firepower-2110 /fabric-interconnect/ipv6-config # set out-of-band static ipv6 2001:DB8::2
ipve-prefix 64 ipve-gw 2001:DB8::1
firepower-2110 /fabric-interconnect/ipvé6-config* # commit-buffer
firepower-2110 /fabric-interconnect/ipvé6-config #
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FEFBEZ: HTTPS 712 k=)L

9.13(1)

HTTPS 7 7 & A ® SSL/TLS D /3—
ValrERETETET,

Bri/EFE S-a~ 2 K sethttps
access-protocols

IPSec 33 L O'F%— U > 7' FQDN D
H

9.13(1)

E7 ODFQDN N F D ETIZ Xk » THUR
S A7 x.509 FERE D DNS 4 & —E
DHVENSH D X 512, FQDN O %
HETEET, IPSec DFE. 9.13(1)
KO RNCERR S -2 brx ., A
L7 7 4V N THIZ/Z > THET,
WO EER A~ OB X TFE cahcT 5
VERHY ET, T—U T OYA,
T _RTOFRA RN EQDN T 5 M H
BNHY, VANV KI—RIMEHATEE
TA,

FRUER S-a~2 R stdns, st
e-mail, set fqdn-enforce, setip. set
ipv6, set remote-address, set
remote-ike-id

HiBRE 72~ K fi-adip,
fi-a-ipv6, fi-b-ip, fi-b-ipv6
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HEHE N—o3ay B30
H LW IPSecF & 703U XA 9.13(1) WODOIKER L OESPHf B L7/ Y X

LREMEShE L GREARH)

o 5 : aes192, BEFOMEE-I121Z,
aes128, aes256, aesl28gcml6 7¢ &
BV ET,

o BELIELE RIS (PRF) (IKE @
#) : prfsha384, prfsha512,
prfsha256, BEF® PRF : prfshal,

HEOMET LY X A sha256.
sha384, sha512, shal 160, REfF
DOT T Y XA shal,

» Diffie-Hellman 7 /L —7" :
curve25519, ecp256. ecp384.
ecp521, modp3072, modp4096,
BEFD 7 /v —7" . modp2048,

SSH ZRIE D HERERLIE 9.13(1) WD SSHY—/SWEZALT VY AL
BEInE LR,

* aes128-gcm@openssh.com
* aes256-gcm@openssh.com
* chacha20-poly@openssh.com

WD SSH H—/N % — 2541 5 3 1B 0
INFE L,

« diffie-hellman-group14-sha256

* curve25519-sha256

* curve25519-sha256@libssh.org

* ecdh-sha2-nistp256

* ecdh-sha2-nistp384

* ecdh-sha2-nistp521
FH/AEESNT-a~v R st

ssh-server encrypt-algorithm, set
ssh-server kex-algorithm
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Ed 0]

X.509 ZEAA#E D EDCS ¥ — 9.13(1)

AEFIEICEDCS ¥ — &2 T&E 5 L5
(2720 £ L7, LRNIE, RSAF—721F
MPR—FINTWE L,
/AR s ma~v s R st
dliptic-curve, set keypair-type

DS A T — RO 9.13(1)

WROLH IR AT—REXa VT 4D
gEENEMS N E L,

o 2— Y RAT — FNIZITH K127 3L
FEREATEET, EWHIRIZ80
T LTz,

e T 7 )V NTIL, AR AT —
R F = 7 DA >TWNE
KR

 FHLE SRR — ROFREERD D
a7 NRERINET,

o« NAT — ROALhARTII,
o XA T — REFHHDHIFR,

* set change-during-interval ==~ >~
K% HIB: L. setchange-interval,
set no-change-interval, ¥ £ U set
history-count =~ > N disabled
FFasEBMUE L,

B/ NTza~ s R st
change-during-interval, set
expiration-grace-period, set
expiration-warning-period, set
history-count, set no-change-interval,
set password, set password-expiration,
set passwor d-reuse-interval

set lacp-mode =2~ > R\ set 9.10(1)
port-channel-mode (28 8 X1 E Lz,

set lacp-mode =~ > F|X, Firepower
4100/9300 TD 2~ > RO 7D
A5 72T set port-channel-mode
ARSI THET,
FHR/EEIN-a~< 2 R st
port-channel-mode
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Firepower 2100 & NTP &

B

EDHR— b

9.10(1)

FXOS T SHA1 NTP Y — \FHEF# % iE
TEDHLHWZ 72 FE LI

FHUAET S FX0OS 2~ R
enable ntp-authentication. set
ntp-shal-key-id. set ntp-shal-key-string
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