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Deploy an On-Premises Secure Device Connector p ¢

Step 1
Download the SDC VM Image;

and follow the documentation to deploy the SDC VM on vSphere.

Step 2 |

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPXI1RPSBVOPSJleUpoYkdjal9pSINVekkxTmlJcOluljViQek2SWtwWFZDSjkuZX1Kc2FXNXJav1
JVWleclaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT JFZbk5qY215d2RHbHZ 1bk1pT2xzaVNWUKVM
VUpoYzJVaUxDSm91Vep5YVARAE1 pNHdJaXdpYm1kbWRSSmRMQBoxY z WeVgyNWhiV1VpT21KamIyWm
x)bkpsY2tCamFYTmpieTVqY jIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWLPbHNpVINSSTVIW
OUJSRTFKVG1KZExDSnBIM@1pT21KcGRHUNIMOQBpqYKkhiWemRHVN1TVIFpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y08dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SWto
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw |
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUek2V31KMGNuVnpk(81zSWSKbF1XUN1MOE
k1TLIRSbUBYSTRNQZFpWIW1NNUxUUTNPRGNEWW1 Zek 1DMW1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNthDBa
UBpkTENKcFpDSTZ JamN3T1dRMYpHSXpMVFpoTmpZdESEVTBZUZABTIRCHUxXUXhNelJr TURZeESEWT
FPUBLzSWIwWMGFTSTZJakZpT1RjdO1tVmpMYGhoT1dZdESHTmx0e TATTVRBNExXSmxOak 5pWk RRME 5H
TTJa0QBoSL1INSZEYNzhoNUNSZDNPRUUSHUDXT2VRd j04aHpkSIhtR3BhUmtSYWSIZ0J1dmRFQ2g1TH
hoZk840Q19PNFBmVJNSTHpNRUSmcBF oSTVDNHBQVNFSLWo2RDJ1Qz1FRy81 TzNZcGpNdGeaNT1FnY2hi
ek 5XNBdKajRyTTlyVzM3IRXdRdFOzeWh5azVkTOVITVIrMlcwR1 JRcXhLompoU1JLUT pKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGRic1p4WFZoSkVGa2152k53Y JZCd@FARUP2VDK2bmRMYVYaYzNjWGdJVBET YU zeFJPB1VRR2ZREbN
BKcHM5a24 tNGBwZWtxcB1BTXoSUVZOMXZ1S) ZWNmSNdBgyV3JicDRZMTY 1MC1yeDBpblhWNFdzQSIK
QBRPXORPTUFJT 181d3d3LmR1ZmVuc2VvemNoZXNBcmFBb3IuY29tIgpDREITVEVOQUSUPS. jaXN] by

ATFY TS Zip 7 7 ANDLTRCOT 7 A NEHHLET, ZhbiE, KOL IR LD TY,
« CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf
¢ CDO-SDC-VM-ddd50fa-disk1.vmdk

ATw 6 vSphere Web 7 74 7> haEMHAL T, BHE L LT VMware ——lcu 74 LET,
GE)  ESXiWeb 7 5472 MIBEHALALANTLFEN,

ATy 1 Tur7 M- T, OVE 77 L— k)5 Secure Device Connector AR~ 3 v & BB L £7,
ATYvT8 kY Ty TNRETLIEL, SDC VM OERA AILET,

RTFvT9  HLWSDCVM D=2y —LEH&E ET,

ATF9T10 =2—H—FcdoTrI7 A LET, 774/ hDO/RAT— KT adml23 T,

ATy 7N Fvr7 T, sudosdc-onboard setup & AL ET,

[cdo@localhost ~]1$ sudo sdc-onboard setup

ATYT12 RAUV—FKROT a7 g RENzS, adml123 E A LET,

ATY 13 Fur 7P M-S T, root 2—HF—DFH LWASRAT— REERMR LET, root =2—HF—D 2T — & A
HLET,
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ATy T8 Tar T M- T, cdox—HF—DFH LW A T — RE2EKRLET, cdox—F—D AT — K& AS
Lij‘o

RAT9 T8 [HiT HCDO KA A &R L TL 7Z&E W (Please choose the CDO domain you connect to) ] &9 7'
7 M RFIRE NI B, Cisco Defense Orchestrator O K A A U EHZ AT L ET,

ATYT16 TrrT ERERINTZE, SDCVM DIRD KA A AF#REATILET,
a) IP 7 KLl %/CIDR
by Y—hv=A
c) DNS #—r3—
d) NTP #—/3—%72/% FQDN
e) Docker 7'V v

F721%. Docker 7'V v UM S eV AT Enter ¥ — & L E T,

AT [ZROHOMEIZIELWTT 2?2 (1R z)  (Are these values correct? (y/n) [&WV D 7'r v F R
SINEH, VI ZANDLT= U MY ZMER L ET,

ATV T8 ATNEEHELET,

ATYF19 [5FT<SDCEHELET 20?2 (1TWV/nz)  (Would you like to setup the SDC now? (y/n)] &5 7
T ERRFEREINTZD, ] Z AT LET,

ATFYT20 VM arY—nAhrbBEBNICr 77T FLET,

ATY 721 SDC~®D SSH #faEfR L ET, cdo b LTrZ AL, NAU—FEANLET,

ATwF22 7wvr7 KT, sudosdc-onboard bootstrap & AJj L E7,

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

RATwTF23 [sudo] SAT—RKOANZRDLNTZH, AT v 7 14 TER L7 cdo SAT—READLET,

RTvT2 [CDODEFaT ARy Z_X—=U b7 —hA NI v 7 TF—2%a— LT ZEW (Please copy the
bootstrap data form the Secure Connector Page of CDO) | &9 Z'u 7 hRFRI N6, IROPNEIZHE
l/\i‘dAO

1. CDOcmr 74 v LET,
2. 2P —RA=a—0b, [BX2T7 2a2%27 % (Secure Connectors) | =R L F7,

3. [T/ varv] AT, [F7 I ADSecure Device Connector® B (Deploy an On-Premises Secure
Device Connector) 1 %7 U v 7 LET,

4 FATRITRY T ADAT v 72 T[T — A NT v T —%% 2t — (Copy the bootstrap data) | %
7V w27 L, SSHY 4 v RUIZEEY (T £7,
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ATv T2

AT v T 26

[CNHOBREZFEHFLETH?2 (XD R)
VT RMFORENTZL, ] EASILET,

[Secure Device Connector] “X— 2R Y £9°, HLWSDC DAT—X AN [T 7T 47 (Active) JIZEH
SNDHET, BEEEZERLET,

B 5O VM £ T® Secure Device Connector ) & .

Deploy an On-Premises Secure Device Connector

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDOQ Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjaU9dpSINVekkxTmlJcBluUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZibk1pT2xzaVNWUKVMH
VUpoYzJVaUxDSm91VBpSYVdRdE1pNHdJaXdpYm1kbWR5SmRMQBoxYzJWeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWIPbHNpVWSSTV.IW
OUJSRTFKVG1KZEXDSnBjMB1pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY 1dGeW
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWFtVmpkR1I1Y®dVaU9pSjFjM1Z5SW13aWMzQkpaQBk2SWto
RVR5SXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2SW
prMUSHWXpZamd3TFdKaV16a3RORGMATnkxaVpgTXdMV1poWW10bFptRXpPRAUWWMLIcO1tTnNhY 121
ZEY5cFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaUBk2V31KMGNuYnpkQe1zSW5KbF1XUW1MQ®
k1T1RSbUBvSTRNOZFoWW1NNUxUUTNPRGNOWW1Zek 1DMW12ZVBpaWldaaE16aGhOR1 1o TENKM2NtbDBa
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvemNoZ XNBcmFBb3TuY29tIgpDREIFVEVOQUSUPS jaXNjby
1hbWFsbG1vIgpDREITQkIPVFNUUKFQX1VSTDB1aHRBCcHMELy93d3cuZGVmZNSZzZWIyY2h1lc3RyYXRy
ci5jb26vc2RjL2Jvb3RzdHJIheC9 jaXNjby1hbWFsbGlvLZNpc2ZNvLWFtYWxsaW8tUBRDIgo=

£ Copy bootstrap data

BhE R

» Secure Device Connector @ k7 7 /L3 = — b

(Do you want to update these setting? (y/n)) ] £\ H 7'

e T NA AL SDC OEERECEHT D N T TNV a—TFT 4T

B 5 VM £ T Secure Device Connector M E B

TNAAD B T A AEFREMEF L TCDO %7 /31 AZHERiT 556, CDO L7 /31 A
BT 5722, F» b7 —2IZ Secure Device Connector (SDC) X 7> nm— KL TE
BT 22 LRNRANT T 7T 4 AT, @H., ZNHOT AL ATIFEFERI—2ATHY, T
Vo7 IPT RURLZRTZ2W0D A o Z—T = A AN — Fa2Fio TWET,
WYX= U7 477747 A (ASA) . Firepower Threat Defense 7 /N1 A (FTD) .
Firepower Management Center (FMC) . Secure Firewall Cloud Native 7 /34 A X9 _CT, T /34
A7 A AEHREHEH LT CDO ICE A TX E7,

SDC i, BHMRT NA RATEITTHIME RS D a~vr NE, BHMRT A AZEET D4
BERHDH A v E—TIZONT, CDO ZEEMH L FET, SDCIX, CDOIXfb-TZdha~vwyr K%
FATL, BEXIGRT A 22> TCDOIZ A v =V EEE L, BHEMRT NA ANLD
%A CDO IR L £,

1 20D SDC WEHTE LT /3 ADEIL, ZTNEDT A ATREIN T DHHERE L. K
T7ANDY A R >TRZRDET, 270, BRFEOBZE LT, 1250 SDC THI 500
BOTNA A% PR—FTEHZEEBELTOET, FEMICOWTIE, H—0 CDO 77 v
N CHEEO SDC #2425 (20 23—Y) 28R LTLIEE,
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B & ® VM L T Secure Device Connector O FERf

ZOFRIETHEH, MEOEE~ A A—VEFHALTRY NU—712SDC A A h—/L
HHFECOWTHBALET,

\}

GE)  SDCHA A M—NTHDICHREIND, KbHEHECEHETE 5 H1kIE,. CDO @ SDCOVA
A A=VHEF T a—RLTA VA =T 5Z LTI, FIEIDONTIE, CDOOVMA A —
> Zx i U7 Secure Device Connector DJERH (6 X—<) ZHZMM L T &0,

4R HHEIIZ

+CDO (F, WERAEAET = v 7 20EL L, SDC LA v ¥ —F v hOFD Web/2 2T
vruaFx eV AR—hFLTWERA,

e SDCIZIZTCP AR— K 443 TOA v H—F > "ADFEEIRT 7 MXT L KT 7 ANNE
<9,

e X NIT—=TDHA KT A 2DV TIL, [Cisco Defense Orchestrator & B 45 /3 A
ANDEEE) 2R L TLTEEND,

svCenter Web 7 74 7 FE7-1FrESXiWeb 7 A4 7 b E2EHLTA VA h—vE T
VMware ESXi /8 A |,

N

GE)  vSphere 7 A2V by T FA4 T v MM LIA VA F—EH
R—=HFLTWEHEA,

« ESXi 5.1 /A 7= 31
+CentOS7 7 AN ARV —F 4 T VAT A,
« BB CDO T SDC AT —H% AINT 7T 4 TITI2 B 720
« VMware ESXi 78 A MZiE 2 2D CPU ST T,
» VMware ESXi /R A MZIZ2GB UL ED A E U BMLFE T,

s VMware ESXi Tid, R EYVa =7 O@ERIZISUT, I~ &2 R— 572
WIZI0GB DT 4 A7 BRENMETYT, iU, LEIILLCTT 4 A7 KA YEET
X519, N—TFT 4 a rTHIERY 2— 28 (LVM) Z2HEA LTS Z L5248
E LT,

cVMODOCPU L AEYZEHLIZL, VMOERE AN, [EF =27 2127 F (Secure
Connectors) | X—IZSDC A [T 277 47 IRETHDHZ LN RENTND Z & ZfER
]\/\i—g—o

ZOFNEEFITT B —P—L, Linnx BEOBIEIZHLATEY  viE Y27 VT 4
EFEALCT7 7 ANVERELTVARLERSY £7,
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ATy
ATvT2

ATv7T3

ATvT4
ATvT5

B 5O VM £ T® Secure Device Connector ) & .

e F 7L I ADSDC & CentOS IR~ NZA VA M=) T B8581F, Yumtx =V 7 ¢

Ny FHEMNCA VA=V T DL E2BEIOLET, YumDOEH 2 BGFT 572D DK
BT T, A—h 443720 TR<A—=Fr80 THLT WV MY U KT 72 A% LB
HLGENHY T, o, FHEAT Y 22—/ F 572D yum-cron £ 721 crontab 7%
ETHLERDYET, EX2 VT4 EBHTF—LEHEEL T, YumOEHRLZEUGT 57290
WEX a2 VT AR —2BRTTHLENLLNE D EHE LES,

GE)  R&ODHIZ : FENOa~< R, a¥—LTREKEY 4 > RO AT 20 TidZe< AJ1d
HEICLTLEEY, —#na<r NZEENS A yv=) X, Ay b7 F—=X |
DTAEAT Im&Zy =] ELTHEHAINDGERHY, a~vy RBRRRTHRREE 72D F
K

SDC #{ER$ % CDO 7> Momr 74 LET,
[—H— (User) | A=a—%27YvZ L, [E¥x=27 27 ¥ (Secure Connectors) | ZEIN L £,

tenant name
user name

& e~

No devices of Services have boen onboarded

Cisco Defense Orchestrator

[E¥ =27 237 % (Secure Connectors) | X— T, HFWT T ARFZ %27 U w7 L. [Secure Device
Connector] Z1BIR L F7,

@ ~ tenant name

user name

c K3

Secure Device Connector@
Secure Event Connector
1171872020, 4:47:08 PM

11/18/2020, 4:41:08 PM

VA RUDFIHE2 DT — AT v T T =S 2 AERICAE—LET,

D7 EHIRO RAM & T 4 A7 FHIRA SDCIZEID B{THNLTWVWD CentOS 7RIS V& A A h—
LLET,

*+8GB ® RAM

¢« 10GB DF 4 A Y AR— R
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. B 5 ® VM L T® Secure Device Connector O &Rl

ATvT6

ATy T17

ATvT8

ATvT9

ATv 710

ATvIN

ATvT12

ATy 713

ATv 714

ATvT15

ATv 716

ATy I

AVAR—=LTehH, SDCOIPT RV A, BT Xy b~RA7 F—=F U= DIRERE, Ry FT—7
DR EEAITVET,

DNS (FAA =LY ——) ZRELET,

NTP (v hU—2 Z AL Fua hail) h—_"—2RELET,

SDC @ CLI & ffiHIZR0 B TX 5 X 512, CentOS |2 SSH —"—% A A h—L LET,

Yum O A 4T L. open-vm-tools, nettools, 35 X OFbind-utils /Xy 7 —2% A A h— LET,

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

AWSCLI N> r—U % A A h—/L L E7, https://docs.aws.amazon.com/cli/latest/userguide/
awscli-install-linux.htmlZ ZH L T 7230,

GE)  -user 77 JIHMEHLZWVWTLS &,

Docker CE /X 77— % A A h—/L L %79, https://docs.docker.com/install/linux/docker-ce/centos/
#install-docker-ceZ ZH L T 72 &0,

GE) TR P EER LA A M=) HiEzefMMALET,

Docker h—E R &ZBltG L., IEIRFICBIMECTE D L Ol LET,

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

fedo) & Tsde) D2 OoD=2—V—%ER L FET, cdox—V—iL, BEHEELFITT LI A
THL—H—TF (DFEVroot 22— —ZEEFHITILEZTHY FHA) , sdc=—HF—|L, SDCdocker
a T EETTH—YF—TT,

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

cdo 21— —DIRAT — REZZHELET,

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

cdo = —%—% [wheel] ZV—71ZBML., BIE (sudo) HERZFTS LET,

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

Docker 31 A h—/vEZb &, 22— —7 L —TMERELE T, CentOS/Docker D /3—3 = T
U C. [ldocker] F721% Tdockerroot] &MEXALE T, fetc/group 7 7 A /VTED T N—TBERK S 720>
EHER LD, sdce 22— —%2ZD 7 NV—7I1TBMLET,
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ATy 718

ATv 719

ATy T2
ATy T2AN

ATvT22

ATvT23

ATvT24

B 5O VM £ T® Secure Device Connector ) & .

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

Jetc/docker/daemon.json 7 7 A LV IMFLE LIRWIGAIIIER L, STOWNEE AT LET, ERLEES.
docker 7 —E A HREI L 7,

GE) Tgroup] F—IZ AN LT7zZ V—TZMN, BIOFINEAD letc/group 7 7 A W THOF =7 N—T &
—HLTWDZEZMHERLTIIEEN,

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"
}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

BIfE vSphere = > YV — /by v a VEBHLTWDEAIEL, SSHIZEIW B2 T, [ledo) =—H¥—Tr o
A LET, rA LS, Tsde) 2—HF—IZUIVEZET, NAT—FROANEZRD N6,
fedo) —W—D/AT—KEANLET,

[cdo@sdc-vm ~]S$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

7 4 L7 U % Jusr/local/cdo (228 L £,

bootstrapdata &\ 9 #H LW 7 7 A L Z1ERK L. [4 > 7 L 2 A DSecure Device Connector® R (Deploy

an On-Premises Secure Device Connector) | 7V 4 ¥ — RO RN O T — A NTF v T F—X%& D774
VIZRED AT £94, [BR1FE Save) 1227V v 7 LTCT7 7 A NVERIELET, [vi] £7203 [nano] ZEH L

T7Z 7 ANVEFRTE ET,

T — R ANT v T —HIbase6d T a— RSN TWET DT, KEfEHiL L T extractedbootstrapdata
EWVWH T AMIET AR—MLET,

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~]1$

cataI< REFEITL T EMTIL LT —#%2F R LET, a~vr FBIUORSMEHL LZT — 2 I3k
@J: j Lfcﬁ@i‘a—o

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN="<token string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"

UTDa~vy REFATLT, e L7 — NA N T v 7T — 2 O—8 2 BREARIC= 7 AR — L
£

[sdc@sdc-vm ~]$ sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~]1$

CDOMBT— A NT IR RV EFA T a—RLET,
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[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:==:=-= —=—:=-=:-—- —-—-:——:—— 10654
[sdc@sdc-vm ~]$ 1ls -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

AT w725 SDC tarball Z 2B L. bootstrap.sh 7 7 A L& FEITLTSDC RNy 7r—T% A A =L LET,

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC

<snipped - extracted files>

[sdc@sdc-vm ~]$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar

toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally

sha256:d98£17101db10e66db5b5d6afdalc95c29ea0004d9e4315508£d305790275458: Pulling
from

ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbdl0b629b1l: Pull complete

d14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>

no crontab for sdc

$TA5E,. CDOTSDC [ T7 5 47 EERRENBITTTT,

RDERY
o [FARAZABIOY—EAOEALEN] ([TBB LT, CDO THEHELT 27 /1 A& B AN
fiiLET,

Secure Device Connector O Ell iR

"
5 B

ZOFIEIZ XV, Secure Device Connector (SDC) MHIFREINF T, ORI TICEREEH
loo ZOBEERATST2RIZ, HILWSDC A VA F—/L LTCT NS 2R\ T HE T, £
D SDC IZHERE SN TNWDT NA REFEHTE D £F, 71 R &HERT DI1C1L, H
PRSI T NA R LIEBE a 7 A NERETBANTTLUERNH DL5E60H 0 77,

7> b6 SDC ZHIBRT 5121, ROFINEEZFETLET,

AT YT HIBRT 2 SDCICHHRE STV DT A AT X CHIBR L ET, ZOBEEEX, RDO2ODFIETETTEE
R

o« —ERDTNA ZZBD SDC IZBENIT 50y, SDC ORI VEEL £4, FERICOWWTIE, ROk
Vo7 ESRL T TEEN,

« AWS VPC i 0 7' A L5 D T
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I Cisco Defense Orchestrator ()& A&
Secure Device Connector O &Il B& .

« HIERT 2 SDC IZEEH SN TWNWDTRTHOT /A A% CDO »HHIBRELF T,

1. SDC T ESND TR TDHOT NS ZAERET 512iE,  [E— SDC % L7= CDO (8% 4 59
RTCODTFNRA AZRRDIT D] 2R L TLZEV, [A— SDC #{# ] L7z CDO (#5454
DT INA ZAERBOF5 (20 2—)

2. [T/rAAARLF—ER]N=VT, LT XTOT A ZAZ@IRLET,

3. [T/A AT 7= (Device Actions) |V 4> RUTIHIFRIZ 27V >y 27 L, [OK]Z2Z VU7 L
THEIEZREELET,

ATFY T2 2—HF—RA=a—0b, [BEXxaT a2 x27# (Secure Connectors) | &R L £,

{é:! o < tenant name

user name

c &3

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

ATY T3 [EF=2T7 ax7 % (Secure Connectors) | 7—7 /LT, HIFRd 5 SDC #FIR L £4, ZNT, T34 2%
FERIZR > TWAHIETTT,

ATYT8 [T 7 var]exf T, MR 227V vy 7 LET, ROEERERENET,

=& <sdc_name> ZHIFRL X H & L TWET, Secure Device Connector (SDC) DHIFRIFTICEE &
lo SDCZEHIBRT D & T /351 A& AW £ 72 I3 E AR 2811, H LWSDC A 1ER L T
HAEHTOIMLENDY 9,

HEEANERE A DT NA ARH DT, SDC #HIRT2I121E. T bDT A A& e L, #HrLw
SDC #FHE LI u 7 A4 VNEREFEANTLHILENDH Y £,

TERRBESFER D D5 E1E. [Fryoe] a2 U v 7 LT, CDO AR — MIBRWEHELZS
Y,

AT DITIE. FOTHFA MR v 7 AT <sde_name> 2 A LT, [OK] %227 U7 LET,

AT TS HATTHHEF, BEXA v —VICGE#H SN TV D SDCOLARIEHERA A T a7 Ry 7 A A LET,
ATvT6 [OK]Z27 U 27 LT, SDC DHIRZHEE L £,
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B 5% s0ch 50 s0c~m AsA DEH

& % SDC 1 5 Al SDC ~ 0 ASA DFZES

CDO Ti%, H—® CDO 77> b THH®D SDC M+ %, WOFIRZMHT LT, EHxI%
ASA %, &% SDC 1 BJIO SDC BB TE £,

ATY TN FEF =2 g 3—=T, [T ALH—E R (Devices & Services) |27 U v 7 LET,
ATV T2 [T/34 A (Device) | #7% 271Uy 7 LThb, [ASA| ¥ 7% 270 7 LET,

AT 73 B SDCIZBEIT S 1 LI LD ASA Z3EIRL £,

ATV T8 [THAAARAT 72 a1, T, [BEEHROEH (Update Credentials) 1 %227V v 7 LET,
AT w75 [Secure Device Connector] R %7 U w7 L, T/3 AOBENIE SDC ##INL 7,

RAT9T6 CDONT A AT A T 51D T2EREDL—P—Z L AT —READ L, [FEH (Update) ]
7V LET, BRI TWRWIRD | FEEEO—H—4 L2 T — RiE, ASA OB A 26 H
LicaZ A4 AEREFLTT, ZROHOEREEZT A RZEMT20ETH D HA,

GE) T RTOASARFEULr A AEREHERA L TWBEE. 85D ASA %, H 25 SDC 255D SDC
WC—FECTREICEET, HEDASADa 7 A NERP R/ D55, £ ASA = H 5 SDC B HID
SDCIZ 12T OBETALERH Y 7,

Firepower DOV A4 IEHMOEH

Meraki & > ¥ = A8 — R B LW APL X — % 4T 554515, CDO THfinr 7 1 U EH %z T
FTH20ERHY T, HrLnF—2AERT 502DV TiE, Meraki API 3 — DAk & Bufs
EZRL TSV, CDO T, 731 AR in 7 4 NEREEHT 5 L3 TxF
T, BEIZGET T, Meraki # v ¥ 2R — RTAPIF—%2 FETHEHF CTEEJ, n s A 1HH
ZWoH L ClIE & N9 5121, CDOUI TAPI % —% FEICHEHFTIMLENRH Y £9°,

)

GE)  CDOWT /A ADRUNTKLI LT-5E. CDO O AT — & A [#Rh7s v 7' A E#H  (Invalid
Credentials) | &R REINDHZENHY £7, TOHEIT, APIF—ZEH L L5 & Lzwmgtk
Nd 0 £, FIR L7Z Meraki MX @D API F—NIE LW Z & 2R L £,

WO TFNEZMH LT, Meraki MX /34 201 7 A AEREFH L ET,

ATV Tl FEF—=2 a0 =T, [T/ AL P —EZ (Devices & Services) ] %7 U v 7 LET,
RATFYT2 [FARARA|ZT %7V w7 LTnD, [Merakil| # 7% 27V v 7 LET,

RT3 Hifin VA NERE EH T D Meraki MX &8I L 7,

ARTYT8 [THRART 72 a XA 2T, [R7 A4 AFROTEH (Update Credentials) | %727 UV v 7 LET,
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RTwTE CDOMNTAA RZa A T 50T 2 API F—% A L, [E#H (Update) 1227 UV v 27 LET,
ZDOAPIF—T, BEINTWARWEY | Meraki MX OEAEICHER L0 LR Le 74 ERTT,
INODOEREEZTNA AZERTIVNEETHD A,

Secure Device Connector D& R L&

AT T [2—W— (User) | A=a—Mnb, [EF =T 227 % (Secure Connectors) ] Z R L F7,
RTYv T2 XHiTELEETSH SDC &N E7,

ATy T3 FflA T, SDC DAHIOMIZH DMRET A2 & 22 ) v 7 LET,

ATv T4 SDC DAHIEETELET,

ZOH LWL, [T 73 A &P —E A] 2 > D Secure Device Connector 7 /L% 72 £, CDO
A Z—=T =2 AND SDCAHNFRSNDGINIFIRENET,

Secure Device Connector ) 5 T

ZOFIEE, TN a—T 47 Y= LTHEALTLEE, @EF., SDC I HE
WCEHSNDT-0, ZOFIEZHEHTISETHY FHA, 7277 L. VMOBEZERENE L
726, SDC X AWS ~OHEfi A fENL L CHFTIZZE T EHAN, ZOFIHIZLY, SDC
OFHF M S, FFAIRSOMBEIZ X 5 =7 =Bk E T,

RATw 1 SDCITHERE LEJ, SSHZMAH L Tk 9 572>, VMware Hypervisor 21> Y — /L E 2 — % i T& 7,
ATwF2 cdoz—H—LLTSDCIZRZ A LET,
RATw T3 SDC 2—H—(ZY) Y F 2T, SDCDocker 2> 7 F % FH LE 7,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

ATv T4 SDCY—LF%y  &T v 77 L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

AFv TS5 SDCE7 v 7/ L —RLET,

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]$
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B =007+ rciEsosoe AT 5

BE—mCDO T+ ~THEH®DSDC ZEHT S

T2 MZBEED SDC Z BT L. XT3 —~  ABETERLZ LML, L% DT
NAREBEHTEET, 1ODSDCHEFHTE LT3 AL, TN DHDT /A R ZHEEX
NTWAHEEEL . R 7 7 A NVDV A R -> TR £,

TF MIA VA =L TE S SDC DEUZHIRIZH Y £ A, % SDCIE1 2Dy FU—7
B A NEEHTEET, INHDOSDCIX, ZTNHDORy NT—27 87 A FHNOT /A
A% [A—D CDO 7> MI# LET, #HEDSDC R eWiGE, Rlfshi-xry NV —2+&
T A NNDT A, A% B CDO TF > b CTEHTILENRH Y 3,

2% H LD SDC % JBA¥ 2 FlEIZ, HAID SDC Z &BHT 5 FIEEL R U TJ, CDO D VM A
A — % il L7z Secure Device Connector DB, HH ® VM _ET? Secure Device Connector
DEAZENTEET, 772 hOKRYIO SDC IZIX, TF > FOARTEFER | BAAER
TWET, BINOF SDCIZIE, EFICESHFIT 6 ET,

Fl— SDC ZfEA L= CDO [T DI N TDTNA RZERDITS

AT T1
ATvT2
ATvT3
ATv74

ATy TH
ATvT6

ATy 71
ATvT8

A U SDC 2 L C CDO 28T DT X TDOT /A AZiB4 5I12i%, IROFNEIZHEVE
7,

FEF = a =T, [A X &7V 7 LET,

[TARARZTH7 Vw7 LTT A AZ RO ET,

WERT NAARLZATOR T Vw7 LET,

T A VA BEEEN T TCICHRE SN TV DOHEEIE, A VXU NV T =T D EEICHD [Z VT RE %
7V w27 LT, CDO TEHLTWLITRTOT NS R —EREZRKRLET,

74»&%&V7'%7Uy7bﬁ[74wm%:1%%%%biﬁo74»&(&&%%

7 4 /L4 @ [Secure Device Connector] 7 + 2 > C, MERSDCOA4ARIZA N LET, A1 X M) T—
T, 74 VB2 TH I L2 SDC Z ] LT CDO IZHzE L T\ DT /3 ADH PR R IIET,

(A7 ay) REFEEZSILICKRVIATLIZIE, 74NV A=a—TCBNO7 4 V2 EF AT LET,
(A7vary) BETLEL, AV_XU NI T—=TADOERICHLH[ 7 VTR Z %227 v 7 LT, CDOT
B CWAT_RTOFAL R —E R EFRLET,

Secure Device Connector F — Y —RXAE LUV —KNN\—F 1454 €
VRAEMH

*amqplib *
amgplib copyright (c) 2013, 2014

Michael Bridgen <mikeb@squaremabius.net>
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This package, "amgplib™, is licensed under the MIT License. A copy maybe found in the file
LICENSE-MIT in this directory, or downloaded from

http://opensource.org/licenses/MIT

*async *
Copyright (c) 2010-2016 Caolan McMahon

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the "'Software) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* bluebird *

The MIT License (MIT)
Copyright (c) 2013-2015 Petka Antonov

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* cheerio *

Copyright (c) 2012 Matt Mueller <mattmuelle@gmail.com>
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Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the 'Software"), to dealin the Software without restriction, including
without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense, and/or
sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED 'AS IS', WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* command-line-args *
The MIT License (MIT)
Copyright (c) 2015 Lloyd Brookes <75pound@gmail.com>

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the 'Software") , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* Ip *
This software is licensed under the MIT License.
Copyright Fedor Indutny, 2012.

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and
associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
Secure Device Connector F — 7>V —XA B LU —FN—TFT 1S4V REH .

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* json-buffer *
Copyright (c) 2013 Dominic Tarr

Permission is hereby granted, free of charge,to any person obtaining a copy of this software
andassociated documentation files (the **Software™), todeal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify,merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whomthe Software is furnished to do
so,subject to the following conditions:

The above copyright notice and this permission noticeshall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIESOF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT.IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS
BE LIABLE FORANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER INAN ACTION
OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THESOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stable-stringify *
This software is released under the MIT license:

Permission is hereby granted, free of charge, to any person obtaining a copy ofthis software and
associated documentation files (the *Software"), to deal inthe Software without restriction, including
without limitation the rights touse, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies ofthe Software, and to permit persons to whom the Software is furnished to do so,subject to
the following conditions:

The above copyright notice and this permission notice shall be included in allcopies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS, WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESSFOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS ORCOPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER LIABILITY, WHETHERIN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR INCONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* json-stringify-safe *
The ISC License
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Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.

THE SOFTWARE IS PROVIDED "AS 1S AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

* lodash *

Copyright JS Foundation and other contributors <https://js.foundation/>

Based on Underscore.js, copyright Jeremy Ashkenas,

DocumentCloud and Investigative Reporters & Editors<http://underscorejs.org/>

This software consists of voluntary contributions made by manyindividuals. For exact contribution
history, see the revision historyavailable at https://github.com/lodash/lodash

The following license applies to all parts of this software except as

documented below:

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Copyright and related rights for sample code are waived via CC0. Samplecode is defined as all
source code displayed within the prose of thedocumentation.

CCO: http://creativecommons.org/publicdomain/zero/1.0/
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Files located in the node_modules and vendor directories are externallymaintained libraries used
by this software which have their ownlicenses; we recommend you read them, as their terms may
differ from theterms above.

* log4js *
Copyright 2015 Gareth Jones (with contributions from many other people)

Licensed under the Apache License, Version 2.0 (the ""License'); you may not use this file except
in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License
is distributed on an ""AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY
KIND, either express or implied. See the License for the specific language governing permissions
andlimitations under the License.

* mkdirp *
Copyright 2010 James Halliday (mail@substack.net)
This project is free software released under the MIT/X11 license:

Permission is hereby granted, free of charge, to any person obtaining a copyof this software and

associated documentation files (the **Software™) , to dealin the Software without restriction,
including without limitation the rightsto use, copy, modify, merge, publish, distribute, sublicense,
and/or sellcopies of the Software, and to permit persons to whom the Software isfurnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included inall copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
ORIMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THEAUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHERLIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM,OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS INTHE SOFTWARE.

* node-forge *

New BSD License (3-clause)

Copyright (c) 2010, Digital Bazaar, Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or withoutmodification, are permitted
provided that the following conditions are met:

* Redistributions of source code must retain the above copyrightnotice, this list of conditions and
the following disclaimer.
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* Redistributions in binary form must reproduce the above copyrightnotice, this list of conditions
and the following disclaimer in thedocumentation and/or other materials provided with the
distribution.

* Neither the name of Digital Bazaar, Inc. nor thenames of its contributors may be used to endorse
or promote productsderived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS I1S" ANDANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AREDISCLAIMED. IN NO EVENT SHALL DIGITAL BAZAAR BE
LIABLE FOR ANYDIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES;LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
INCONTRACT, STRICT LIABILITY, OR TORT(INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THISSOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

* request *

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined
by Sections 1 through 9 of this document.

"Licensor' shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

""Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control™ means (i) the power, direct or indirect, to cause the direction or management of such
entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your™) shall mean an individual or Legal Entity exercising permissions granted by this
License.

""Source" form shall mean the preferred form for making modifications, including but not limited
to software source code, documentation source, and configuration files.

""Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work'" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work (an
example is provided in the Appendix below).
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"Derivative Works' shall mean any work, whether in Source or Object form, that is based on (or
derived from) the Work and for which the editorial revisions, annotations, elaborations, or other
modifications represent, as a whole, an original work of authorship. For the purposes of this License,
Derivative Works shall not include works that remain separable from, or merely link (or bind by
name) to the interfaces of, the Work and Derivative Works thereof.

""Contribution" shall mean any work of authorship, including the original version of the Work and
any modifications or additions to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor
or its representatives, including but not limited to communication on electronic mailing lists, source
code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor
for the purpose of discussing and improving the Work, but excluding communication that is
conspicuously marked or otherwise designated in writing by the copyright owner as ""Not a
Contribution."

""Contributor' shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform,
sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor
hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made, use, offer to sell, sell, import,
and otherwise transfer the Work, where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination
of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging
that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall
terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof
in any medium, with or without modifications, and in Source or Object form, provided that You
meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and

You must cause any modified files to carry prominent notices stating that You changed the files;
and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works
that You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third-party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
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modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License. You may add Your
own copyright statement to Your modifications and may provide additional or different license
terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally
submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions
of this License, without any additional terms or conditions. Notwithstanding the above, nothing
herein shall supersede or modify the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service
marks, or product names of the Licensor, except as required for reasonable and customary use in
describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an ""AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including,
without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible
for determining the appropriateness of using or redistributing the Work and assume any risks
associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including
any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial
damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works
thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of
any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of
your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

* rimraf *
The ISC License
Copyright (c) Isaac Z. Schlueter and Contributors

Permission to use, copy, modify, and/or distribute this software for anypurpose with or without fee
is hereby granted, provided that the abovecopyright notice and this permission notice appear in all
copies.
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THE SOFTWARE IS PROVIDED "AS I1S"™ AND THE AUTHOR DISCLAIMS ALL
WARRANTIESWITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED
WARRANTIES OFMERCHANTABILITY AND FITNESS. INNO EVENT SHALL THE AUTHOR
BE LIABLE FORANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR
ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN ANACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION,
ARISING OUT OF ORIN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

*yuid *
Copyright (c) 2010-2012 Robert Kieffer

MIT License - http://opensource.org/licenses/mit-license.php

* validator *
Copyright (c) 2016 Chris O'Hara <cohara87@gmail.com>

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and

associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
S0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES
OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

*when *

Open Source Initiative OSI - The MIT License
http://www.opensource.org/licenses/mit-license.php
Copyright (c) 2011 Brian Cavalier

Permission is hereby granted, free of charge, to any person obtaininga copy of this software and
associated documentation files (the'Software™) , to deal in the Software without restriction,
includingwithout limitation the rights to use, copy, modify, merge, publish,distribute, sublicense,
and/or sell copies of the Software, and topermit persons to whom the Software is furnished to do
s0, subject tothe following conditions:

The above copyright notice and this permission notice shall beincluded in all copies or substantial
portions of the Software.
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ANDNONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BELIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTIONOF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTIONWITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE

CDO ~DHA 14

Cisco Defense Orchestrator (CDO) (21 7' A 9 51Z1%, SAML 2.0 #EHLD ID 7' /A X —
(IdP) . ZHEFRFET AL F—, BI RN a2—PEHEFEST I MBRKLETT,

IdP 7w v Mz —HF—or 74 UERPEENTEY, I[dPIZZ0u /A U ERICES
WCa—P—ZBFEL T, ZEEFIETIE, TAToT 474 8xX=2 YT 0 O LA
YAt E4, CDO 2—¥—L a— KN, Eicaz—F—4, a—VF—2nEEMNfT O
5CDOTFv b, 2—HF—Du—nABnEGENET, =2—F—nnr 1 3%L, CDO ILIP
Dz —H#—1D % CDO 7T F v FOEfFr—HF—L a— vy 7 LET, CDO B—E
THLa— RERDTEGAIL, B4 T52—V—13Z0T7 > h~Dur A o EfFalsng
7

BEHEOREIMBDOY T NYA A ID T a A B =R RY | ID 7 a3 X —(%
Cisco Secure Sign-on CJ°, Cisco Secure Sign-On (X, ZEEFEFEIZ Duo 2 L E9, BRIL.
MBS U CSAML v > 7 v A > 7 & Cisco Defense Orchestrator Dft & C& £ 97,

Cisco Defense Orchestrator (CDO) (27 27 A 3 %121, F£ 7 Cisco Secure Sign-On TT 4 7
N Z{ERK L. Duo Security ZffiH L TZHEFRFE (MFA) #REL. 7T hOFRy hT—7
BHHAIZ CDO L a— ROERE KT 25 E N H D £,

2019410 H 14 H, CDO . BEfFDOTRTOTF o &, ID 713 A Z—& LT Cisco Secure
Sign-On Z i/l L, MFA |Z Duo Zfi 42 X5 ICEH L E L7,

)

G¥) BT ITNY A A ID T e N, X —F L TCCDO YA A T B54A. Cisco

Secure Sign-On 3 K X Duo ~DOBATOREIH Y FHA, MBOY A A YV a—3
VEBIEREMFEHTEET,

« CDO OIEEERAWIF T CHIUEX., ZOBITOEEIIH Y 7,

CDO 77> F7232019 4 10 7 14 BURRIC/ERR SN2 5A1E. TH#H CDO 77> F~D |
nr7Ay B1~N=) | 2ZRLTIIEEN,

2019 4F 10 A 14 H X W ATIZ CDO 77 R AMFEIEL TWz5A 11X, [Cisco Secure Sign-On ID
T AN, X —=~DOBIT 32X—) | ZBRLTIIEIN,

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
o7+ h~opEns > ]

R CDO T+ > bADFEIRDT A >

Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On %27 A 727 4 7 4 T HR/NA X —
ELTHEML, ZEHERFE (MFA) I Duo 2L £ 7, CDOIZAST A VT BICE, T
Cisco Secure Sign-On T7hH > &ML, Duo 2FEHAL TMFA 2R ETHIHELHY F
?O

CDO (21X MFA B TF, MFA L, ==Y —T AT T 4T 4 2T H7-0D0Ex =Y
T4 &L LET, MFA O—FCTh 5 _EHERFETIX, CDOIZr VA T 52— —DID
EHEERT A0, 2003 R—F3 0 FEFRIFEENMLETT, YOERT2—F—4 L
NAYT— RC, 2% HOEFE I DuoSecurity 2> H AT~ RTEREIND T U Z A L/RAT —
K (OTP) T,

| o

EE 2095108 14B&YHIZCDO TF 2 EMAFEEL T =HEEIE. ZDEH DY IZ Cisco
Secure Sign-On ID 7' 12 /3A X —~DEIT (32X—V) Z2ul A FEHELTHEHLTLIES
A

F L& B

Duo Security DA > R b—JL, DuoSecurity 7 7'V 77— 3 A HEREEIA A
=422 ELE2BEDLET, Duo DA A M—IZONWTITEMNH 5541%. [Duo
Guide to Two Factor Authentication : Enrollment Guidel] ZZM L T 72 &y,

BZIORE., EAANT AL ZAEZFEHLTY o Z A LSNAT— REAERLET, OTP 1T
N—ATHDHTD, TRAZADIay IRV TNAEALEFRBLTWAZ ENEETT, T
AAZADIT By I PELWHENGRESN TWAZ L afER L ET,

RDFIR

B Cisco Secure Sign-On 7 71 7 > s OAERK & Duo ZEHRFBAEDRE (59 ~—) ([ZEAFE
T THIT4BEEOTmEARATT, 4EMITRTEETTOLERSY 7,

QA DERBD S TN a—T42T
ELCHLCDO Y=o 3 VIS TAYA Y LTWARS, OV VKBTS

#E)72 CDO U —v a3 iim /4 v LTS Z LR LTI ZE,
https://sign-on.security.cisco.com (Z 2 7 A 5 & T/ EAFTHY —Va UEBRBRTE T,
[CDO] # A /v % 2 U v 7 LT defenseorchestrator.com (Z7 7 £ 2§ %75, [CDO (EU)] =7 U v
2 L C defenseorchestrator.eu (27 7 & A L £ 7,

Cisco Defense Orchestrator D E A& .


https://guide.duo.com/enrollment
https://guide.duo.com/enrollment
https://security.cisco.com/

Cisco Defense Orchestrator DA |
. Cisco Secure Sign-OnID 70/ & —~ D17

Cisco Secure Sign-On ID 7 O/\A & —~DF1T

2019 4= 10 A 14 HIFE T, Cisco Defense Orchestrator (CDO) TiL, 7XTHOTF > b ID 7
/3o 4 — & LT Cisco Secure Sign-On [ZEHE SN TR Y | ZLEHERGE (MFA) (Z1% Duo % ff
ALTWET, CDOIZBSY A 9 BIZI&. £9 CiscoSecureSign-On T7H IV bET U T4
JiEL. Duo #FEAL T MFA 2B ETHIRENHYET,

CDO 21X MFA XL TY, MFA L, 2=V —T AT T 47 4 2%#T57-00x 21
T4 &L LET, MFADO—ETH D " HEHREHEIETIE, CDOICue /A dh2—F—DID
EHERT B, 2003y F—Xy M ERRFERNABETT, BYOBERT—F—4 L
NRAT— KT, 2BHOERIIA T~ RTEREIND T H A LS AT— K (OTP) T,

)

GH) MEDL L INFA T ID T AN, F =2 L TCDOZY A A D558, 20D
Cisco Secure Sign-On 35 X UDuo ~DOBATITHE L A, MAOY A F VY a—T 3
vaglERE LA LET,

« CDO DR b 7 A 7B ThHE, ZOBITHEH SN ET,

+2019F 10 A 14 HUREIZCDO TF ¥ FAEREh TUWW-FEIX. Z0ORFEONDLYITH
HCDOTF v h~DfEle 7o v (31 2—) Zo A4 FEE L THEHALTLEE
Uy,

XL & B
BATT DRI, WOFNEEFEITTHZ L2 BEIDLET,

. Duo Security @4 > R k—JL, Duo Security 7 7" U 7r—3 3 » A A EREIC AV
A R—=NTEHZELEERBEDOLET, Duo DA VA F—/LIZOWTZEMNH 2BE13.
[Duo Guide to Two Factor Authentication : Enrollment Guide] #Z&M L T 72 &\,

cBRDREIE, FEARAANT AL ZAEBFEHLTT U2 A LN ZT— REAKR LET, OTPIIE:
FR—Z2THATD, TXAZADIay IR TAEALLERBLTNAZ ENEET
T, TAAAOZ vy 7 PEHERIZ, £REFETELWEFINIGREINTWD Z L& 2
ALET,

« ¥ L\ Cisco Secure Sign-On 7 7 o & E L, Duo ZHERRFEAHRE LT, Tk
4 BEMEOT AT, 4BEET_XTE2ZETTO20ERH Y £7°,

ROEE
F#l Cisco Secure Sign-On 7 7 7 > b DERL & Duo ZEEFRIEDOHE (59 ~—)

. Cisco Defense Orchestrator D E K


https://guide.duo.com/enrollment

I Cisco Defense Orchestrator ()& A&
BARODSA VEBO 5 ILva—T125 |

BTgoO A EKBDO ST a—TFT 408
A—H—BFIFIRRAT—FHNRELLEWL=H, CDO~NDAT A VIZKKT S

fRRE CDOICr /A LEHELT, ELVn—F AL AT —REZHHLTHDIZHD
POLTE A ATKRIRT 25E . EE (AR T — ReERTEES] 2R L THLERR/SA
U — R&[EE TE WA 1E, # LU Cisco Secure Sign-On 74 7 ks BERET I 7 A >
BRATZARENED N B W £, HH Cisco Secure Sign-On 7 51 7 o ks OAERL & Duo 26 EFHEFHAED
RIE (59 =) OFNAEIZHE> T, #H LU Cisco Secure Sign-On 77 7 > MIH A T v 7
THLERDY 9,

Cisco Secure Sign-On & ¥ aiR— FADQB Y A VXY 5H%, CDO ZEEENTE 4L
f@ikik CDO 7 H v v bk &id#7e % = —H—4 T Cisco Secure Sign-On 7 7 7 > h Z{ERk LT\
HA[EEMENH Y £9°, CDO & Cisco Secure Sign-On O ] T — W —{EH AU 3 51213,
Cisco Technical Assistance Center (TAC) [ZH#& L T < 72 &V, http://edo.support@cisco.com

RELEITvIR—DVZERALEODT A VIZKEKT B

iRk 77U SRR W T v =T AL Tr A LEH LT Db L
NE¥hi, 7 v 7 ~—2 M https://cdo.onelogin.com %5 L TW D ATHEMEN H W £,

fi#iRi% https://sign-on.security.cisco.com (22 7 A > L E T,

« fi#iRi% Cisco Secure Sign-On 7 4 7 > h & F7E/ERL L TORWGATEL, #i#l Cisco Secure
Sign-On 75 7 > b OYERL L Duo L EHEBFEDOKRE L ET,

cRRE N LWT T FEEHR L TWAEEIX, # v 24— KT CiscoDefense Orchestrator
(CK[E) . Cisco Defense Orchestrator (BKM) . F 7213 Cisco Defense Orchestrator (77
K HA/RE) IZRET 5 CDO XA NVET ) v LET,

« f@R3% https://sign-on.security.cisco.com 5T KO T v I/~ —27 ZHH L ET,

Cisco Secure Sign-On % v < 2 7R— KH 5D CDO D2 Eh

AT 71 Cisco Secure Sign-on % v ¥ =78 — R Ciidl7e [CDO| R¥ > %227 Vw7 LEd, [CDO] XA V&IV v rd
% & https://defenseorchestrator.com (&) L, [CDO (EU) ¥ A /Vv% 2 YV v 79 % & https://defenseorchestrator.eu
BB L E,

AT T2 WO —% T 4 r—2EHELTNDEAIF, A—krT 4 r—F%0ua=a%27 1 v LT [DuoSecurity]
7> [Google Authenticator] Z 38R L ¥ 9,

BEFEDOTF U MIT Tl —Y—La— KB 25581E. 207 M4 LET,
cHEHOR—F NI TICa—— 1L a— FRH LA, BT AR —Z L EBIRTx £,
s T TILEEDOT S Ma——L a— R3S D51, Bl D CDO 7 @R TEF9,

cBEFEOT v MZa—H—La— RRRWGEIE. CDODFEMEZMERT 20, E7IX T4 T AT D
Vo M EERTEET,

Cisco Defense Orchestrator D E A& .


http://cdo.support@cisco.com
https://cdo.onelogin.com/
https://sign-on.security.cisco.com/
https://sign-on.security.cisco.com/

B 7 roryrm—svamznes

[R—%/L (Portals) ] E=—i%, EEOTF v b OHEINTZEREZBG L TERLET,
TIE, AT T TV bAR—ZILOEFEH (48 X—) 2SR LTIEI,

[7F >k (Tenant) | ¥ =—Ili, =2—F—La—RKB3Hs DT FREREINET,

Cisco Defense Orchestrator DA |

I

FERZ DV

i
CISCO

Cisco Defense Orchestrator
Choose an account
Portals Tenants
US East Coast Boston Office

US West Coast New York Office

Los Angeles Office

Sign Out

5;j_:/}\0)j{3/}~t7——€7%§ﬂ£%§0)%§ﬂ¥

TFhhOXRy NI EREFEORERIRTH AR, AN T I T4 AL LTREDLE
T, Xy N EHREHERE O ——ZRE L, [=——&PE (User Management) |
2—HEH (53 %—V) ZHERLT, thox—F—0&Elz2 VEHRE) ICEELET,

CDO THR—FrENEVY I bz T7EN—FDZT

CDOD RFa AL hClE, W R—FTBY T I =T EFAAL RZHOWVWTHALTWET,
CDO MY HR—=KELTWVWRWNWY T hT =TT, AZONWTCEfit CWEREA, Y7 ho=

TONR—=2 g EFITIT AL RAEA TOY R — S FHRICEEH L TOWARWVES

R—hahEHA,
EsPEAE IR

« 770 RT AL ZAOYR— FOFEM (35 ~—)

« 77 UH HR—K (35—Y)

. Cisco Defense Orchestrator D E K

L TRy



I Cisco Defense Orchestrator ()& A&

5359 k71 204 K—roa [

9270 ETNA ADYR— ~ DM

KOET, 77 RR=ADTFNRAADY T v 72T LT AL A TOHR— MIOW T
HLET, WORDOEEY 7 T, T3 AZ A T OB AW & HERECRFR ISR 2 3/ 72 1
WAEMBLTIIEEN,

TINARRAT pE T

Amazon Web Services VPC AWS VPC 1. AWS =1 Y — /L&A L TCH T
ZZE LET, FEMIZOWTIL, CiscoDefense
Orchestrator Z [l L7 AWS OEHLAZ S L
TL &N,

AWS VPC %, CDO (23 A (K 2 Rl AWS
ay V=V TEMTAILENRDY 7,

7594 HK— b
CDO VL, DT T UHFDEH/N—Ta v EHFR—KLTWET,

* Google Chrome

* Mozilla Firefox

T REHE

Cisco Defense Orchestrator (Defense Orchestrator) Z={FH 3% &, [RE]X—YTT7F > B &
WMlx Da—YF—=7H 0 NOREDMEEZ I AL~ A ATEEY, 2—HP—A=a2—%H
&, [RE (Settings) 127 U > 27 LT, [&iE& (Settings) | X—VIZT7 7 EALET,

CDO Tenant

0~ user@example.com

& Settings @

= Secure Device Connectors

& Switch Account

= Sign Out
REEIER
o BIRERE (36 X—)
o —WEHL
« X T DRE

o ENREE (39 N—Y)

Cisco Defense Orchestrator D E A& .


manage-aws-with-cisco-defense-orchestrator_preface1.pdf#nameddest=unique_3
manage-aws-with-cisco-defense-orchestrator_preface1.pdf#nameddest=unique_3

EMRETE
1—H—%F
XA =0V

T rEE

Cisco Defense Orchestrator DA |

CDO Tenant

9 user@example.com

& Settings @

= Secure Device Connectors

& Switch Account
= Sign Out

—fZAY72 CDO REICHET 2D hEy 7 2B LTI 7E3VY,
« T—PBE (36 )

e ~vA h—2 > (MyTokens) (Z2OWTIX, APl h—7 > (44 X—V) BB LTLLES
W,

[TV FRENZOWTIE, UTFEZZRLTIZEN,
EHYV I A RND NT X TOAEME (36 X—)
P RAYR— ML DBT T FOFFEORIE (37 —)
« T 7 4V b OFEGHREERE (37 =)

* Web 7341 (38 =X—2)
7Y RID (39 N—Y)

TV M (39 —Y)

CDOUI THRRTLHEMEBIRLET, ZOBRIL, ZOLEEEZT) 2—F—IZDOHEELE
TO

AN OWTIE, TAPI h—72 2] 2L TSN,

EREYIVIRMD SR TDEME

BEYVIJZZA NI X ZTOEMEIZ. TF 0 FOTRTOa2—PF—|ZZEBL2RKIFLET,
EBEYVIZTANRNT X7 E2GINITHITIE. WOFPIEIZENET,

ATFY T a—P—RX=a—n5, [[%E (Settings) ] ZiBIR L £,

AT T2 2= —RA=a2—T, [

=

7% E (General Settings) 1227 Vv 27 LET,

. Cisco Defense Orchestrator D E K



I Cisco Defense Orchestrator ()& A&
v2ayR— & B7+ rorzoHLE [

ATy T3 BHEY 7T AN T vF 27 (Change Request Tracking) | D FOATA X&) v 7 LET,

WedB358 745 & Defense Orchestrator f > % —7 = A ADEFMEE ., [EFa /1O [EEY 7oA R K
Ny FHT A2l [BHEY AN Y= A N—RNEREINET,

SRAAYR—MIKBDTF Y FORTRDIFLL

VAAPR= NI, ==& TFr MCBEEMT T, YR Ty PERR LY . K
DEFEC BT HREZ BB E LY LET, 272l REIZSLT, TV MERE
EEELC, YAAYR—RIBT T MIT7EALBRVWESICTHZ ENTEET, Zhi
TH120F, [ AP R— IR ZOTF 2 FERRTERNEHIZT S (Prevent Cisco support

from viewing this tenant) ] D FIZHHRE L E AT A LT, MaOF = v 7 ~v—7 R L

£

Cisco ' AR— MIT T v FEFIRSERWVE D IZT 2ITE, ROFIAITHENET,

ATy Tl a—W—RA=a =26, [EE (Settings) | ZHRINL E7,
RATw T2 [T (General Settings) 1 %7 U v 27 LET,

RTY T3 [VAIVR—= R ZOTF > hERRTERNEHIZT D (Prevent Cisco support from viewing this tenant) ]
DTFEDATA Xz Y v 7 LET,

TNARADEREHHERT ST T a v 0FEME

TR ZADEFEO HEEKGREZ AN 5 &, Defense Orchestrator |17 /XA A CHEATHINT-Z
HAHEBMEKRTEET, 2047 a 28 NOFEFEITT N, B TENT IHGEIE.
EEEART DHNCET N ADOME MR T HILELH D 7,

TNA ADEFEO BEAREGINZT HIiE, WOFIEIZHENET,

ATV Tl 2—HF—RX=a—n5 [T (Settings) ] ZHRL FT,
AT 9 T2 [ E (General Settings) | %7V v 7 LET,
ATVT3 [THAARAOEEEZABERT LA T a ORI DO TICHDLATA X% v 7 LET,

T4 FDOFRERBER
Z OB T, CDO NEANYEfT NSA ADETEZR—V 7T AHENMREY £, ZDiEIR
. ZOTF U FTEHENDITRTOT AL ATHEL, WOTHLERETXET,

)

GE) ZoBJUL, 1 DFEITEHOT A ZAZEIR LT, [T 3 AL —ER] =B
TXD WA A7 v a v a2 N LTA—R"—=F 14 R T T,

Cisco Defense Orchestrator D E A& .



Cisco Defense Orchestrator M E A& |
B coEmexsoa—nearToaveammta

IOFTvara2REL, BEEREOH LOHRZERT 5123, ROFIEICKENET,

ATY T 2=V —RX=a—nD [XE (Settings) | ZiBIRNL £,

AT T2 [&f%%E (General Settings) |27V v 7 LET,

ATY T3 [T741 FOEAHEHER (Default Conflict DetectionInterval) D Ky FHA U A=a—%27 U v 7 L,
IRFfA D2 I L £ 97,

BEBRFAZRA 71— T5F T avEFNTS

HENEREAE AV 2a— 13547 a e/ b, #EDIVERFICR DR Z A7
Va—nNTEET, ANCTHE, —HBEY ELITRVELOBBERE Ay 2 — L TEE
T, HBIRBEZ AV 2— 32512, THEEBOAZa—) 22 LTIEI0,

7 /3A A D Defense Orchestrator T/THOI AL, 734 A AR S8 IR T OEFERNH 555
By T RAZHBIZE SN SIZER LTSN, T3 2N [HEatRH (Conflict
Detected) ] E 72X [FERMA] 72 &, [[FH (Synced) [IREETRWGA. A7V a—L Sz &R
LR SER A [P TSI, AP a— L SRR LA v 25 2 AN
—ERRINET,

[HBEHEZ AP 2a— VT 54T a v 2ANCT D24 T7I2T5E, ATV a—LrEn-
TRCTORERBNHIBREINET,

|

EE DefenseOrchestrator Ul L T, A7 ¥V a— /L SRR ZT /34 2% L CHEEERT 2
e, FLVERICK > TEEFORBN LEE SNET, APIZEH L TT NS ADAF YV a—
VSN REEEBAER T 256815, FTILWEME A Va2 — 3 502, BEfFO R % HIbk
THMERDY T,

HEIEBRAZ AT Y 2—NT547 v a 2Rt 5121, IROFIEIZTENET,

ATY T a—P—RX=a—n5, [(XE (Settings) | 28R L £,
AT v T2 [&%F%E (General Settings) | %27V v/ LE7,
ATV T3 [HBRHEEZ A V2 —NT545 7 a  ZHNCT DI DFTDOATA X %Es ) v 7 LET,

Web 547
Web GATIZE D, _R—=Y Dt v MIUZES BEAORMMERABEHRN A aicfitsnEd, &
WX, BR L= XU TESCLENRE, 7700~V gr @ R—Vg 0
FTNAADKRA MR EREENE T, ZOFRIZ. A I PEREOM FLIRDL 2 — o & e
L., ®MzadET 20 EINEST, TXTOMRRT —ZIZEL T, By T4 75—
2T ENE A,

. Cisco Defense Orchestrator D E K


manage-aws-with-cisco-defense-orchestrator_chapter3.pdf#nameddest=unique_77

I Cisco Defense Orchestrator ()& A&
s+t [

Web 0HT1ET 7 4/ b THEZ /72> TWET, Web D2 BN L720, ZORIZENT
HI0%,. WOFINEEFATLE T,

ATV Tl 22— —RX=a—n5, [T (Settings) ] ZHRL FT,
RATY T2 [T (General Settings) 1 %7 U v 27 LET,
AT v T3 [Web 3T (Web Analytics) 1D FIZHDATA X E7 Vw7 LET,

T+ kID
T FIDIZEoTTF o MBI ESNET, ZDOF#HRIL. Cisco Technical Assistance Center
(TAC) (T H2MENDH D & EITHENLHET,
T

FTFUNAIE. T RBEBILET, Ty FAITHERL TIERWZ SICEER L TLEE
VY, ZOIEEIL, Cisco Technical Assistance Center (TAC) ST AMENDH D L X 12&EVH
F7,

”
i)
Mg
gl

TF 2 MCBEEMT ONTZT AL ATHRHEDT 7 ¥ a UInRETH7-TNT, CDOMLEF A —
VR ESZ IS K OISR TE T, TNLOEAIET v MCEEMT b TR ToT
NA A EINETR, TRXTOT NS AXA THREHARERT X TOA T v a v ER—
FLTWADITTIEHY FHA, 7o, UTIZY A RS TV % CDO AN A Hiv- 285
L. U7 VE A LA CTHEIMICES SN, BEZMLEEL LW LIZER LTI,

CDOMBDBETA—IVEHITIZ, TV arDEA S EEBESZTAT AL ANRTREINET,
TNA ADBEDIREEL T 7 > a OWNKEDOFEMIZOWTIE, CDO e /A v L, L%
FATNAADEFE T EFHRDEZ E2RBEIO LET,

a—P—RAoa—EBE BEEZ Y v LT, [RE]SN—VIT 7 EALET,

CDO Tenant

0~ user@example.com

& Settings @

= Secure Device Connectors

& Switch Account
= Sign Out

FINART—4270—DT7 55— FDZEE
Y

GE)  INOLORELXERT L0, FETHEMEZEEKT D10, #y FI—VEBE2—Y—n—
PLETT, FEMICOVWTIE, T2—Fo&E] 22U T30,

Cisco Defense Orchestrator D E A& .


manage-aws-with-cisco-defense-orchestrator_chapter4.pdf#nameddest=unique_16

B aaxe

Cisco Defense Orchestrator DA |

WHNKERTRTOTNA ATV —7 70— T VA2 0THEEL T EEN, ROWTh
DT 7 a il oONWT, [T23%M AU—27 71— (DeviceWorkflow) |% FEI TR L E T,

«[7 v 77 L —FK (Upgrades) ]: ZDOT 7 v 3 E. ASAB L OFTD T /31 A 2D
SNnET,

[Ny 7T w7 (Backups) |: ZDT 7 a L FID 734 A2 WHEINET,
« [BB3 (Deployments) ]1: DT 7 = 2k, SSH £721XI0S T3 ADFEE AV AH
ZFEENEE A,
TNARARY CDT 55— bDZEE

)

GE)  ZhOOREZEET L, FEITEMZ BT 212, *2y bI—VEBEL—F—n—L

DT, FEMZOWTL, T2—VFoRE] 22 LT 7EE0N,

BEIRUERTRTOT AN, A T =7 70— T U ELTHRL T EIN, ROWTH
MDT 7 a oW T, [T/3 AA X & (Device Events) | 2 FEI TR L £,

[T TA D (Wentoffline) |1: DT 7 v a ik, 72 MIEEMIT LA TS
FTRTOTNAA RTHH S ET,

s [FrTA KD (Backonline) 1: ZDOT 7 a ik, Ty MOEEMSIT SR TWD
TRTOTFNAA A ENET,

« A (Conflictdetected) |1: 2T 7 a i, T v MIEEMN T LA THE T
TOT A AZHEH SN ET,

HITRYS41N

[7F— &5 57228 e (Subscribe to receive alerts) ] ]*7‘/1/%7%?)] LT, 7 b
07 A ANEHEMF T ONTEE AV EEAY A MIBEMLET, A—T—URINHEA—L
ZHIERT 211X, M VOBIREMERL T/ L—RRIZLET,

BEOD—P—a—/UE, ZOREX—=VDOYVTRI ) TarTryar~DT 7 AN
@éhfwé*kvﬁﬁbf<téwo*vhv—bﬁﬁ%n~f%m~w%%on~ﬁﬁ
VEFANA N BBNMERIFEHIBRTEET, BoUNADO 22— —F I REBEDE

A — VB SE Z B kg A — =D U A MBI 21213, .%7 Uy 7 LTEFA—NE
FETADLET,

A

i

H
=

2—WF—% FETEMNT L2551, ELWETFA—LT RLAZ AT LT ZE, CDOE,
Ty MEEMT LN TWAEEMO 22— —DE A A—NLT FLAZF v 7 LERA,
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cooaams—exgmanant [

CDO BRI DR

©
WET A 3 a U LT, T NCRELEEFOT 79— FaFRrLEd, CDO
Ul OEIE, 30 HZWZ@mm ) A b oo HiBRSnET,

)

GE)  [7T7— FOEERS (Send Alerts When) &7 3 2 > TOERIL, CDO UIIZHE RS 5 #%

DA A TR LF9,

H—ER#FE

A=V T TV TERV 2T 7y 728N L, 77U F vy ai— RN THEEECDO #
HMEZELET, CDOTZDA T v a rEANITHITE, BRLET TV TEE V=T 7y
JHFETHFAIL, V=777 URL ZHGT H20E R H Y £, FEMIC OV TIX, TCDO
WY —EZHEOFEME] 2R LTITEEIN,

CDO EXNAY—ERHEEDEIEL

PF—EZMEEANCLT, FHESNIA v =0 T F Y r—2a v —E 2 %4
LTCCDO#EMAEHE LET, BMMEZETDHICUE, AvEe—V 7 77V r—varhhb
Webhook URL Z £k L, CDO @ [{@A1F%E (Notification Settings) ] X— " C% @ Webhook %
CDO IZHRET D MENH Y £77,

CDO %, —E2#A L LT Cisco Webex & Slack 4 A T 4 7Y HR—FLTWET, Zh
LDV —BERIZEEFEEIND A vE—iE, FryxrEHER Yy NHICEINIC 74—~y &R
TWET,

\)

(GE)  [@AEXE (Notification Settings) | ~X— Y TR L7-i@EE, AvE—V 7 77V r—va

SNTHESN DA R FTT,

Webex F—LDBFEIZT TV

ATy T
ATy T2

5RO BRI

CDOMANE, FEESNTZY =7 AN—RIZFKRSNL, HER Y P& LTTIAN—F Ay
T —ICERENE T, Webex Teams 237 =7 7 v 7 ZALET 2 FIEOFERIZ OV T,
['Webex for Developers] # &M LT 72 &0,

WDOFENEZEH L T, Webex Teams DER T =7 7 v 7 ZHF LET,

Webex Teams 7 7'V 7r— a3 U EBE £,
T4V RUDETEIZHD [TV (Apps) 17 A a7V vy 7 LEd, ZOT 7 ailkv, HlE
7T W OH LZ 7T Cisco Webex App Hub 230 & £ 97,
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B seckmoiEyzI7v2

AT T3 MBAN—ZHEHLC, [EEY7=77>7 (Incoming Webhooks) ] Z# L £7,

ATy T4 [BE 2R ET, 2077 a2k b, OAuth KRN N, 77V r—ra BB Lng 7
FRIND LT F7,
ATY TS5 [FFA (Accept) | ZBIRLET, ¥ 7 MHBEMNZT 7V r—2a b ORES—VICV XA LY FEnE
ﬁ—o
ATv7T6 WERELET,
[T 7 v 74 (Webhookname) |: ZDT7 7V /r— g  illo TSN D A v =T %35
THDOAFIEREELET,
o [AX—ZADBEIN (Selectaspace) |: KRy T X7 A=a—%fH L T[A~X—2Z (Space) ] %
WLFET, AL—RZL Webex Teams (ZEEIZTFAE L TWAMENDH D F9, AX—ANTFELE LRV

AlE. Webex Teams TH LWAR—RE{ERCTEE9, 77V r—a VORER—TVEEHTH
EHLWNWANR—ANRFIRINET,

ATy 7T B (Add) ] Z&EIR L Ed, BIR L2 Webex AX—R(Z, 77V 7r—a UBIIEizE v ) m@am
MIEE S NET,

ATYy7T8 U=T7T7vZ URLZaE—LET,

ATvFT9 CDOCnr/ A LET,

AT9T10 AEMOZ—YP—2=a—%&, [ZE (Settings) ] ZEINL £,

ATy TN RO EHMmEE (Notifications Settings) | ¥ 7 # R L £,

ATw 12 [Y—E R (Service Notifications) | £ TAZ n—/L LE7,

RFY T3 FOaOTITARL L H 7Y v LET,

RTv 7 AR AN LES, ZOARNL, REShEP—EAfA L LTCDOIFRENET, RESN/H—
AL SN DA N MIFFERENEE A,

ATFYyT15 Ry XA A=ma—%EHL, —E XX A4 7L LT Webex ZEIR L E7,
AT T16 J—2ZANBAEK LT =277 v 7 URL ZAL0 i £,
ATvF1 [OK] %227V v 7 L%ET,

Slack HDEEV T T 79

CDO L, FEESINIZT ¥ XNMZERREND ), BER Y hE LTTITARX—F A v E—
VICRRENET, SlackiZEDEEY =77 v 7 ORILHIEDFEAMIZ OV TIL,  Slack Apps)
LTI EEN,

ROFNEZEMR LT, Slack DEREY =77 v 7 2 LET,

AT9T1 Slack 7 AU MIr I A LET,
AT T2 EMORFLT, —HFETAZo—LLT[7 7V OENM (Add Apps) ] IR L £,

ATv T3 [ElEV=77>7 (IncomingWebhooks) |7 7V /r—rar s 4L 7 M) ERREL, 77V & ROl
E9, BN (Add) | ZRIRLET,
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ATy T4

ATy TH

ATvT6

ATy FT17

ATvT8
ATv79
ATv 710
ATv7IN
ATy 12
ATvT13

ATvT14
ATvT15
ATv 716

hzasgmeRoEEyI7vs ]

Slack UV — 7 A= ZOEFHE TI WS, MOEHEIC) 72X 2R E L, 77U BEGOT A
T NMIBMENDDEFHFOLENRH D 3, [REDYU 7= A b (Request Configuration) ] Z &R L &
T, A7 arDAve—TEANL, [VZ A MO%E (Submit Request) ] &R L F7,

D= ANR—ATERT 2T 7 v I T TV BREN o120, Slack DFFEN—TVEZHH L, [HLy =
TT I kT — 7 A—Z (2B (Add New Webhook to Workspace) ] &R L 97,

Fay 77X A=a—%H LT, CDOMEMZFRK/RT 5 Slack F v RV Z IR L, [7KF (Authorize) |
EBERLET, VIZ/ZAMREDNIRDDERF>TVDLHIZZOXR=Vn6BE) L2881, Slackizm
A4 LT, EEBIZHDT =7 AN—AZERIRLET, Fuy 7l F o A=oa—nh [V —7 A—
ADI AL <A X (Customize Workspace) | ZIEIR L, [7 7 U OFKE (Configure Apps) ] ZIEIRL 7,

[ (Manage) ]>[h R % L#E (Custom Integrations) [\ ZEENL £9, [FEV =77 >7 (Incoming
Webhooks) | ZER L CT 7V DT LT 4 7=V EBE, X700 [RE]ZERLET, 2077
UNRHEI o TNDT =7 AR—=ANDOTRTOa2—YP =R —ERrIhET, 2—F 37 Hrv v
FOBREDEREREDHTEET, V—7 AN—RL RN L TRELWE L., WRICELET,

Slack DI EN—V 06, TFYORESX—VIZV XA VL7 FENET, V=T 77 URL & 7LD T
avr—LET,

CDOcn 7 A4 v LET,

FEEBOaZ—W—RX = —%BX, [BXE (Settings) | IR L 7,

RO @R E  (Notifications Settings) | ¥ 7 # R L £,

[h— B X% (Service Notifications) ] £ TAZ m—/LLET,

FODODTTARL ) v LFET,

AETE AT LET, ZO4RNL, RESNTLHT—EAHEAEE LTCDOIRRINET, REINTZT—
B RITHRE SN DA X MRS EE A,

Ky 7FHXoA=ma—%EBAL, —EAZ A 7L LT [Slack] Zi&R L £7,

= ANGER LY =77 v 7 URL 2050 fFHiF £,

OK] %227 Uv 7 LET,

HRE LFERDEEYZTIvY

ATvT1
ATvT2
ATvT73
ATvT4

1R BHIIZ

CODE, DAXLFEERIIA v -V 74—~y bLEFTA, DAZX LY —ERAEIETT
TV lr—a rOREEERLIESEA. CDOIZISON A vt —U 2R ELET,
EBETVT T EAENILTY =77 v 7 URL 24T 5 HEICHO>WTE, —ERAD~
ZaTVEBRLTLEEN, =277y 7 URLZEE LS, UTOFEALFEHLTY =
TT7 v EAEDNLUET,

BIRUIZHAZ AP —CREET IV r—varnbry =77y 27 URLZARLTa—LET,
CDOCr A LET,

HEBO2—F— A= —% &, KE] ZBRLET,

FEAR D [N E  (Notifications Settings) ] % 7 &R L £,
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B osvons

ATy TH
ATvT6
ATy 71

ATvT8

AFvT9
ATv 710

AxXy

Cisco Defense Orchestrator DA |

[t— B Zi@%1 (Service Notifications) ] £ TAZ m—/L LET,
HODTTARL ) v 7 LET,
%ﬁ%lﬁLiT ’®%ﬁ I, RESNT—EAFHAEE LTCDOICERENET, HEINZY—
[CHRE SN DA Ry MMiFERENEE A,
A=A Sy v—ﬂ-‘_‘%—f@ﬁfﬁ L., [—ERAZ A7 (Service Type) ] & LT[ AKX L (Custom) | %
RLET,
P—EANBER LY =77 v 7 URL 2850 £,
[OK] %27 U > 27 LET,
7 DERXTE

HBHOAR baX o Z7OHIRE ., HIRAV Yy hENDSETORY BEZFRLET, BEF
SN X 7L, CiscoCloud BNZAE LI EMENTZA Ry vTF—2 %2R T LicEgE LT
7ZEW,

[fEHIEEDF R~ (View Historical Usage) 147 U » 27 LC, & 12 » ARZT > M T%/F
SNl _XTounX 7 E2FRRLET,

BMOA ML =% 72 A ROl TEL Y 7650 £7,

SAML > >4 )L A A > & Cisco Defense Orchestrator D#E S

Cisco Defense Orchestrator (CDO) %, Cisco Secure Sign-On % SAML > > 7 )V %A L F 2 7 A
TUT AT 4 T X =L UL, Z2EEZGE (MFA) 12 Duo Security 2 L £7,
ZAuE, CDO THERE SN DRFESIETT,

7277 L. BARPIE O SAML > 7 A v F v 1dP VY =2 —3 3 & CDO 24 Lz
A, IdP A SAML20 B L ONID 7 A X—NBtsT AV —27 7ua—%PR—r L THBIR
D, ZNHAHETT,

JMB O SAML Y U o—> g U ERET 555 1E., Cisco Defense Orchestrator V78— F IZRHV
BEbELTEE N,

APl k—2

BA%#E 1L, CDOREST API FEONH L &24TH & &1(Z amAmb JUERERLET, O L
R S BH1TiE, APl b—72 > % REST APl iRk~ v X —|ZHHATHLERH Y £9°, API
b= 0%, ARHIROZ2 W TEHINZ ] T/ 8 A =27 TR, BHLEY, BROELE
D CTEET,

CDO N6 APL h—7 U AARTEET, ARSI b—7 Ui, ARERIC, [KRE
(General Settings) ]f\“*€/73>Fa'ﬁb\“Cb\E)F'ﬁ@77L2%TéﬂiTo CDO “CE'J@/\“*‘I/%E'%I/\“C#
O [—MEXE (General Settings) | X—VIZRED &, b7 URFATINIZZ LT LN TT
B, =T EFERREINRL R ET,
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apl b—y oo L—o |

il %2 D—F—1%, FFEOTF > ML THMAED h—7 v 2ERTE T, HH2—P—N»
MoOx—Y—=1tfbo T h—2 &AMt A2 LT TEERA, b= T NETF
VEORTIZEAETHY, thoa—Y =TI FOMAEDLEIZIIMEATE T AL

APl F—O oK ET L—LA

APl h—2 X JSONWeb F—7 > (JWT) T9, JWT b—7 L EXOFEMIZOWTIE,
Mntroduction to JSON Web Tokens] ZZ&M L T 72& 0,

CDO API h—7 > iE, RO—HED Y L—LE4RHk L F7,
cid : Z—H—/7 /A R uid
e parentld : 77> | uid
ever : AF—DN—Ta v (W N— 3 030, i : cdo_jwt_sig_pub_key.0)
s subscriptions : SSE 7 27 U 7' g v ((EE)
« client_id : Tapi-client]

jti: F—2>id

f—o L NDEE

APl k—% VDA

ATV Tl a—P—RA=a =26 [E (Settings) | ZHRINL E7,
AT9F2 [vA4 h—2> (MyTokens) | C, [API h—72 > D4 K (Generate API Token) 1 %7 U v 7 LE7,
AT9T3 WET — XM T 2O DREDRANT T 7T 4 A>T, b—0 VB RERGINRF LET,

APl k—7 U DHER

API b—7 VIZEAEDERIZH D THAN, 22—V —F, b—=7 UL LS. BESINh
WE. TRt )T A A RT A4 VCHILES Y 53546, API b— 7 O H 4 3R
T&EET,

ATY T a—P—RX=a—nn, [(E (Settings) | 23BN L £,

AT9 T2 [v4 b—2> (MyTokens) | C. [E#H (Renew) ] %2 U v 27 LEF, Defense Orchestrator {Z L > TH L
Wh—27 UBREREINET,

RAT9T3 WET — XM T 27O DREDODRANT T 7T 4 ATH ST, FH LW b—27 VB ZRRIGINRGF L
£
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B v oomusL

APl k—Y VDERYIEL

ATV Tl 2a—HP =R == [T (Settings) 1ZERLET,
AT9 T2 [¥v4 h—2> (MyTokens) | C, [HRVHL (Revoke) 1 %727 VU v 27 L%7, Defense Orchestrator (Z L ¥
M= UBBRVIEINET,

TATOTA4T4 TAINAE—THho> k& DefenseOrchestrator 1 —
H—La—FEDEE

Cisco Defense Orchestrator (CDO) (22 74 >3 511X, SAML 2.0 LD ID 7' /XA X —
(IdP) . ZHEEFFET 0 A A X — BLUOCDOD2—W—L a— RKEFOTh 7 hARAME
T, P T AUy MFa—F—0r 7 A AFRPEENTEY | [dPIXZDr 71 1
SN2 —P—%2FFE L £ §, ZEHRRBIETIE, 747/7474?%:)74@HM%
72@ LAYt EihEd, CDO 2 —¥—1L a— RiZid, Fia—¥—4%, = —F—n3BEff
HEhécmyffyh\n~$~®n~wﬁ§iﬂi¢owaﬁﬁmﬁ4yﬁét\am
IZIdP D2 —H— 1D % CDO DT F > hDOPFfFL—YP—L a— Ry 7 LET, CDO
D—=HTHLa—RFE2ES0HEIC, Z48T52—F 32O TF o DA &
SNET,

BEMOBEIIMB DY TP A o F 2 ID Fasf =820 R ID 7 Z—
Cisco Secure Sign-on ©9~, Cisco Secure Sign-On %, ZHFHEFBAFZ Duo 1 H L 3, BEIX
WBLZ U TSAML > > 7 /L8 A 74 & Cisco Defense Orchestrator DA Tx £97,

Ao4>n7—4- 70—

2T IAP T AT R, CDO 22— —lcu S A T B0 CDO 22— —1L a— ¢
EDXHITRVEY T2 OWTREICEHA L £,

ATY T =P —%, FIED7=HIT Cisco Secure Sign-On  (https://sign-on.security.cisco.com) 7¢ & D SAML 2.0 #EHlLoD
TAT T AT 4 TungF— (IdP) IZu /A LT, CDO~DT 7 v AZFRLET,

RATYyT2 IdPE, 2—F=RAMTHL L) SAML 7 ¥ —2a V& RITL, R—F/UiF, 22— =377k
T 577U — a3y (https:/defenseorchestrator.com < https://defenseorchestrator.eu,
https://www.apj.cdo.cisco.com/ ZEK T & A V72 L) NERINET,

ATv 73 CDOIESAMLT #—a v ZfGEL, 2—F—F 2zl LT, £O2—F—RITHIET DT T > FOHH
ba—#—La— 2RO L9 ELET,

¢ =P =N CDO LD 1 2DT F v Mia—P—La—RKzffo TV H5E, CDO I Da1—H —|C
TFU DT I B AEHFA L, 2P =0 — LI Lo TEITTELT 7 a rMRkED 9,

s =W —PEEDOT I Mla—F—La— FxFo T L5EG, CDOTRGES N2 —¥ —|C
RTEL7 T MDYV ANERRLET, 2—F—RNTF U b E2EIRTDHE T ]\AOﬁ’ﬁtx
PHFATENET, ZORHEDT T hTO2—F—m— k- T, FAFTEET 7 v a v BREY
i‘j‘o
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cor—x5707voiE |Ij

eI AN — LTS fPD—F—La— ROy LI CDO IZRWES. CDO IET v
T4 T R—=TERRLT, =P —IZCDODFFMAEMR L2y, RN E Y 72X L7200 T
DS EIRAL L £,

CDO CTa—H—1L a— RE{ERLTH AP ICT H vy MIfER ST, IdP T A v FE2ERLTH
CDO IZa—HW—L a— NIfER SN EH A,

FIERIZ, IdP OT B FEHIBRLTH, CDO L 2—H—L a— REHIFRLZZ SRy 84, =2
72U, IdP 77y b7 HuUE, CDO WK L Ca—Y—%23GET 2 HiklZd Y A, CDOZ—H—L
a— FOHIBRIZ, IdP 7 AT hEHIFRLEZEZERTHAHOTIEH Y FHA, 272 L, CDO =—H—
La— RRRTE, BBFEESNZ2—F =2 CDO 7T MIT 7B A4 5 H5EIEH Y £8 A,

SOT7—FTUOTFYOEE

Cisco Secure Sign-On Z{ERAJ 2EE

BERLD CDO @ Cisco Secure Sign-On ID 7' B NA X —%fFH L TWoH5E, Xy NT—2%F
FEILCDO Ca—H—1ba— FE{ERTE, =2—F—|LZCDOICECBEHTEET, 22D
=P —ZN—FH L, 2—F—NELLFEIIEINTWEHE, =2—P—ICDoIZn /A T
xFET,

A—F—=NCDOIZT 7 EATERVWE T OUENL L HEIT, v MU= EHEN

CDO = —H—Da—H—L a— FEHIRT 5721 CHAET, C1sc0 Secure Sign-On 7 %1 7 >
MIBIEHEHFEL, Xy M= EFREN L —Y—%E50 L7213, Cisco Secure Sign-On
THEALTHWELD LR L —F—4 TH LV CDO 22— — L a— REERT S 2 LN TX

i‘ﬂ‘o
%@%ﬁammW%LLLL TN T VAR A EEZ— (TAC) ZERHTSLEN
HEULTEBEE, BEENTAC V=T Oa—Y—La— R&El+22¢ T, TACZ V=

7#7’?‘/ }\%uﬂﬁ L. BERICHEREEREZRETETDX SR £,

REOTA T4 TANAEF—%HLDEE

SAML > > 7 )V¥ A A & Cisco Defense Orchestrator DFE S L. T AT v T 4T 4 T34
H—=THho e CDOT AT Y FOWGTERIELET, ZDOXIBRBERIL CDOTTAT
VTAT A4 TN, A —=DT AT e a——L a— RE{ERBLIOEE TX F9,
=P —NCDOILT 7 EATEXRWVWE T HILENRD DEAIT. BEHEIZIAPT AT b,
CDO 2 —H¥—La— K, £HIIFOmMSFEHIBRTE £,

Cisco TAC 206 D AENR VB /2G5 1F, BEKITHARY EHe — VAT AT VT 4T«
TanN, B—TH o bECDO—Y—La— RO %, TACT V=7 HIZ/ET& %

T, TACTZ V=73, BEEDOCDO TF > MITZ7EALTHEL., HHREERLYBEL
WCHRETHZ N TEET,
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B xo<x—vro—Ex Fonra—

DPRAAYR—VFHY—EXR TONS F—

VA wFx—Y RYP—ER Fra4f X— (MSP) I, CDO @ Cisco Secure Sign-On IdP % {# Ff
L CTW5 54, Cisco Secure Sign-On |2 H OB G TE £9°, MSP OEBEELILCDO IZZNEILD
A—HP— LT — FEERTE 5720, MSPIZRFMROT T FE2EHTEET, bbHA, B
KERIZMSP O L 22— FOHIRZ ERICHBICE 7 HIBRZEBRLIZ5GE) .

ESPERENS

. DARE
o

. 2P ORE

RILFTF 2 rR—FIILDEE

CDO~NVFTF v b mR—F )L Ea—li, BEOTF 2 NMCEEZNDETRXTOT A AND
WG SNIHRPERENET, ZOYAVTT TV bR=Z L, THAA ADAT —H A,
FNRAATEITRDOY 7 b7 =T R_XR—=U g VR ERFRENET,

\}

GE) =IAFTFLUIR—=FANG, HEO)—a 0T F 2 FEBMLE0, BL7=TF v b
DEBNRT WA AERKRF LY TEETH, 772 hORESLT A ZAOFREILTEEE
Mo
[ L& B

~NVFT I MAR=F ML, T N TZOBBERAENI > TV AGEICOREHTE E
T, T NTCYAFTF U MAR—=Z NV EHHITT HI2IE, Cisco TAC THAR—F7 v b &
& Ed, VYR—FF7ry bBRRESN, R—=FABNEHREND L, R—Z L TRy bD—4H
BEEOOD— L EFOZ—Y—N, TFUFEBMTEL L1280 F7,

AT DARENED H D RFED T T U P EE ORI A BT 5720512, Web 7 7 U b F v v
Y2k Cookie 27 U752 LaB@d L £7,

NLFTFY hR=42L
YAFTFY MR F T, RO A= 2= BRESRTOET,

o [T /34 A (Device) ]:

s R—HMTBMENT=T ¥ MIFET 5T R COT AL ARFRINET, [7+
V% (Filter) |1 & [#5% (Search) | 74—V F&EEA LT, BRTDHT 3, A KR
TEET, 7 MRET Vw75, TRAADAT—F A HAMfFHFA, 77
AT T F—IE—F, To—A—NR—F—F VT T2 T =g R EEER
TEET,
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rFr+orf—s Loz [

AU —=T A AL, T—TNMIERT DT NA AT aNT 4 ZRINETT 7 VT
THRRIEHTE 28y h—= 03H Y 7, [AnyConnect U E— K7 2 & A VPN
ZRE ., MOTXTOT NS AT 0 RT A NTF T 0 FTERENTWES, T—7
Nae R AB<A XFT5HE, CDOWKEIYA A Lz &, BRLULEZAFN CDO T
REF SN TV ET,

THA Ax 7 Y v T HE AMICEDFFMAFIRSNET,

« R—ZILDORERIT, 3 ~<KPIVE (CSV) 77 A M7 ZAR—F © T&xE7,
ZOERIT. TR ZED LI, T2 R AR NWa—F— TR E LTV T 5D
WCENLHET, T X ET 7 AR — bTHZONT, CDO TIEHT LUV csv 7 7 A LA
B ENET, 1B END 7 7 A VLT AA BN E TN ET,

TN RAEEHT S CDO T F v FinbDBTF AL ZAEEHTCEXES, v LF T

NR—=2VZiE, CDO 7 F > "= VICBEIT 57200 [T /31 ADE B (Manage
Devices) |V v 7 BHEENTVWET, ZOT TV FOT AV Y MaefioTBY, 7
FURER=FZANRELCY =T a v NICH DGR, TAAAZZDO) I REREN
F9, TF U MIT 7B ATBERPZNVIGEIL, [T/3 AOE B (Manage Devices) ]
VU7 IERFSNEE A, MOy T — 7 BEIEIERK L CHAEBED 2 LN T
EENR

A\

(F) TARAZREZFEBEL VDT TV IR0 —Ya v RNIZhDHE
X, ZOUV—=a O CDO YA AT D00 7Bk
RENET, FOUV—YarNDOCDO £3F0) —Y 3 A
DT F v MIT 7B AT HHERD RNV EIX, T35 A& HHT
TEHE A,

rosa All Devices & Services Mui-T

«[7F > b (Tenants) ] :
 R—HBINENT=T T RRERINET,
e Xy NI =V EHEHE P —RNR—F VT T hEBEMTEET,

P H Uy ITHE, CDOT TV FDAAL U R=UNFREINFET,
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B < 777> rk—s~07+> rosem

TILFTFHURR—F2ILADTF 2 FDEM

Fy N —7EEE o — LB ——3, R—F LT v b ERBINTE T, HHEO
V= a U CEER->TT T 2 BNTEET, HexiEX, a—m oy XY —Ua b kE
V=T a7y BNl KEY—Yarnpba—uy X —Ug U ZBLEY
TXET,

| o

EE 57U MTAPIOHRDO—H—D/ERKR L. CDO ~DOFRIEMIZ API h—27 v 24+ %
BE#OLET,

)

GE)  HN—2NEEOT T M EBNTH5EAIE. &7 T ML APL h—27 U EARL, TFA
N7 7 ANMCEED HirEd, Zhiuck v, EEOT T MER—Z IRk EEEISBINTE
¥, b=V U EERTAHEDCER T ROV EZANEITH D FH A,

AT TN TFU _N=DIBEHL, 7THU Y b A=ma—nb, [RE]>[—BRE]>[XA —oV]%E27 Vv 7 LE
j‘o

ARTY T2 [APIN—2 U &AK) %227 Y v LCav—LET,

ATV T3 R=2 VBB, [T N X727 0y 7 LET,

ATv74 151&']@*7‘%‘/ MEIMARZ %7 )y LET,
ATYTS M= UEMVMTT, RFEIEZ2 Y v LET,

TRILFTFT Y FR—2 oD TF 2 ~DHIBR

AT TN K= MBE L, [T7F >k (Tenants) | ¥ 7 %27 U 7 LET,
AT9 T2 FUCFREINDRIGT DHIRT A 2> %227 ) v LT, BT MaHIBRLET,
ATy 73 [HIER (Remove) ] &7 U v LET, BT HNIT A AER—FA0bHIBRENET,

Manage-Tenant 7R— % JL D% E

Cisco Defense Orchestrator (Defense Orchestrator) ZffifH L C. [(XE] X—YD~LFTF 2k
RSN LNl 2 D P =T I FOREDIY LN AT~ A ATEET, [2—F— 2
==— (usermenu) | ZBHE, [RE] 227V v 7 LT, [RE]X—VIZT7EALET,
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=1 —]

BRE

ThorvrooYEZ

zz I}

P US East Coast
admin@cisco.com
£ Settings

%8 Switch Account

(= Sign Out

SARERE

Web 3#TIZ LD, X—=Y Db v MUK S EAORGHERERN A it Ih 7, 1§
WITIE, BRLER—Y, A=V TESLLENHE, 770 o"—Var ®EAA—Ug 0
TNRAADKRA MR EPREENET, ZOFRIL. ¥ A A BEREOM MRS & — o & fifesd
L, W2 UET ORI NE T, TRTOMARRT — X 13EA T, BT — X 13245
EhEFA,

Web HTIET 7 4V F THMNZ /2> TWET, Web T 2 202, FERIICHZNZ T D12,
WOFNEZHENE T,

1. a2—H—RA=a—0b, [KHE (Settings) | ZH#INL FET,
2. [&f%F%E (General Settings) 1 %727 U 27 LT,

3. [Web Z3Hr (Web Analytics) | D FIZHDHATA X —% 7 Vv LET,

[1—H—& (User Management) ]

Y VFTFF o FR—ZMCEES T BN TN DT RTO—F— L a— N, [2—F—FH
(UserManagement) | CHERTEET, 2 —HF =7 B 7 MIBIN, WEEZITHIRTE
E9, FEMICOWTE, Ta—9EHR] 22RL TSN,

HEHOR—BZNLT H T ERHDIEE. CDOMNSH A 7 7 METIC, B bR R—F LR
TFURT AT NETHIV A Z ENRTEET,

ATYT1 wAVFTF U bR—=ZLVT, A EBICRRINDGT AV N A=a—%2 ) v 7 LET,
ATV T2 [THU bOYYE X (Switch Account) 15227 U > 7 LET,
ATY T3 FRTDHR—HANVEFT T FE@IRLET,
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. Cisco Success Network

Cisco Success Network

Cisco Success Network |L—FXfiiD 7 T 7 K% —E X T7, Cisco Success Network % A 5T
95 &, T34 A & Cisco Cloud M2 = 7 2 BEGE AT S 4v, FEADIRDUCBE 92 1 & e
FHERDA N =X 7 E&NET, TVARNIEZA RN —I 795281285 T, 72314 R
MEDMNEOT — 2 TR L TENERELEATY E— FOEHEAT —2 3 VIZEFETDH A
A=A RIEEIND 2D, ROAY v FBRFLIET,

« v T =7 WO OB A\ LSS 572002, FI AR ARl H OREREIC DWW Tl
HMLET,

UECRIATRTREZR . SBINDT 7 = iR — ks =R L= =1 T2 OV TEM
L/iﬁ‘o

o VRIS O BIIHESLH £ T,

TN, AT EN B 2 T B A ST E L OERF L. Cisco Success Network (288 T& 5 L )
ICLFET, T3 A& &Gk L 721 T Cisco Success Network DR EALH T £97,

)

(F) * Firepower Threat Defense /N1 7 XA Z U7 4 XTTlk, 777 4 7T ZA&EIRT D
& AKX UINA TN, AD Cisco Success Network % &% EEX LET,

* CDO X Cisco Success Network s EZ EHL L FH A, REDOEEH LT LU A N FHROEHE
L. Firepower Device Manager (FDM) L—H'—A > ¥ —7 = A4 ANTWVET,

Cisco Success Network Dt £ - ILEML

VAT DO EREZ, Cisco Smart Software Manager (27 /3 A& % i%kT 2 X H1T:kRdD BN
F9, BEETIC0 HMOFE 7 A v 223 256, FHMEHM O TRICT 1 2%
BERT DMERHY FT, T AEETHITE. [(A~¥—bT7 1A (SmartLicensing) ]
~—7C) Cisco Smart Software Manager |27 /31 A& X EkT D7, Tl dBEF—2 AL T
Cisco Defense Orchestrator {28k L 7,

FTNRAAELREGETHE, X=F L THT "METAAL A TA B ADRE DY THNE
T, THRAREBEGETDHE, AL TWNWDTRTCOL T v ar T4V AL BEINET,

Z OFEEIL, Cisco Success Network & fEZNZ T 5 Z & CWOOTHEPICTEETH, Z0F 7
v a VIZFDMUI O DOAREHCTE LT, BT LL. T AN T T FobUllfrEiu
£, UL CHEFDOZERLA~— b T4 & ZAMEEDREMEICITREST, ERICEERE
L ET, SOV TIL, [Firepower DeviceManager 227 4 ¥ o L—3 3 > A K, /—
var 640 L] O T 27 NEFL OFED [Cisco Success Network ~DEfE | &7 v a v
EZMLTLEEN,
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I Cisco Defense Orchestrator ()& A&
1—YEE .

A—HEHE

CDO Ca—H—La— FefElEITmET DS, [TAT T 474 Tanf X —=T7
7 K & Defense Orchestrator = —#— 1L 22— R L ORfR] #FHA T, ID 71,34 ¥ — (1dP)

THhHU hea—F—La— R RREDXIITHAEERT 2 nEFE L TLEE, CDO = —
P—i, BIEESNTCDOTF v MIT /7 BATEAL LI, CDO La—RExfndT 5 1dP 7
AT NBLETT,

I E D 1dP 2372 R Y | Cisco Secure Sign-On |3 XTH CDO T+ D ID 7' /34 X —
LD ET, ZOFRFOFERD OFSIL, ID Fr 3o X —& LT Cisco Secure Sign-On Z ] L
TWAHZ Expifte LTWETS,

Ty MIEEMT LN TWVWA TR TCO2—F—La— NI, 12— —EEEE CHEETE
T, YR—FF7 v NERRTDHIZDIC—EICT v v MCBEEMT b A a R— |k
TV THRGERD ET,

T MIEEMfTFOATWAA—YY—La— KOXRT

RTY T a—HF—RA=a—0b, [E (Settings) ] ZiERL 7,
RATv T2 [2—H%—FH (User Management) | %7 U v 7 LET,

9~ example_tenant _
net-ops@examgle.com
@ SETTINGS
User Management
User Management Email Last Login Token Roles
71231201
sec-ops@example.com 1232018 5 Admin
8/30/2018
superadmin@example.com iy Super Adrmin
8/29/2018
here2help@cisco.com Read Only

B/25/2018
net-ops@example.com Admin

GE) VAADYIR— NPT F Y MIT 7 EATERNE DT DI, [ E (General Settings) |
BIRRE B6X—) X—=UTT AU  NEEERELET,

1 —H—E 0 Active Directory gn—7

ZED 2 —F =B ANEDL LT v FOBE . Mxoa—%—% CDO BT 5o
iz, CDO % Active Dlrectory (AD) ZV—TFlZ~vwv B 7 LT, 22— —URFLba—H—
0—/L&LDHEICEHETEET, L= —DBMCHFEO 22— —DHIER L W72
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. a1—H—EHE D Active Directory ' )L— T

2 —PF—DEH T T T, Active Directory THFEITTE 5L D270, CDO THEITT HMLEN
AR/ e

[——4 B (UserManagement) |"X— M5 AD 7 V—7 %8B0, L. £72ITHIBRT 51
I%. SuperAdmin == —H —m — /L NKETT, FHMICHONTIE, [2—FO%E] 2R T
<TZEvy,

[Active Directory JL— 14 7

[ZE] =D [2—HF—H (User Management) | &7 2 a »iZiE, HAECDO I~y BT
STV D Active Directory 7 /V—7 DX 730 £9, IxbEERAE LT, ZOX—V|Z
T, AD VX —Y ¥ THIV S TOHNIZAD V' v—T7Du— L inErmIhET,

AD 7 )V—T7IZE&EN TV D2 —HW —E. [Active Directory 7 /L — 7] ¥ 7 £ 121% [2— P —
(Users) | # 7IZfEBIICE RS NVER A,

[Audit Logs] % 7

[(XE] =YD [—F—4EB (User Management) | Z 7 > a L, BER T OXTHRHY
T, ZOHLWEZ v a v iliE, CDOT AUy MIT 78 A LT R TO—HF— D&
0 s UL & a A VERCREFL QW e — -0 e — AN FoREINET, ZhiC
T, AR ——u A AD V=Tl A OB EREENET,

JLFA—LA—H—

CDO @ IAM BREDMEIE S, 22— =D EEO R — L EHFOZ LN TEHL IRV EL
776

=P —LAD OEEDO T N—TFIIB L TWDIEENRH Y, TNHDE T —T71E, CDO I
BWTHRRLHCDOR—/LVTERTEET, 2 —VF =0 7o VRICHIGT 2 HofEr 72 HERRIX,
FO—F—=NFEL TS, CDO TEHXINTWNDETXTOAD 7 /h—T7Dua—/LOMBE
b TT, 2, 22— —=N2ODAD JL—TIZRBLTEBY., MGTOTNVN—TN2D>D
Bippr— (WEFEHELT 7rAHEHRY) TCDOIZEMEINTWAES, — W —ILifFH
LHEHET 7oA EHOW G OMRERLET, ZiHux, EEOEDO I V—T7 L v — VK
SNET,

AD N —T D~ v ¥ 7% CDO TEXRTHALENHLZDIX1EETTHY, 2—F—D7T
A LMEROBERIL, FD%, BARL 70— Ta—F—%80, k. £-388545
ZLIZE o TAD THHMMICSE T TE T,

N

GE) 2=V, Hz—YF—ThHVy, PORLTT> hOAD 7L —7I2HE L T DAL,
R 2—F—Da—HF—a— LN AD VL —FDa—HF—m— L L b EESHET,
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[T LS

YL |

AD /' N—T <y ¥V ka——EHEA L LT CDOIZBINYT DHEIIC, AD % SecureX & ##t
ETAHUNERHN ET, ADDOID 7 M F— (IdP) NEFEMEIN TWARWEAIT. kD

BIEEFATT ORERDH Y £,

1. CiscoTAC THAR— N —RX&HE, ROEREFEHA L THIAX LAADIAPHAEZERLE

K
« CDO DT F v b4 & ik,

s NABLN—T 4 T HEFRT D RAAL L (Bl : @cisco.com, @myenterprise.com) ,

« XML BRDFAIAEL 7 = F L—va v A S F—4,

2. ADIZWRDOHI AKX A SAML EREZEMLUET, ZHHDETIERILT E/NTFERXEFE

£,

« SamlADUserGrouplds : Z ®J@MEix, =—H%—72 AD ETR>T X TO 7 L—7 DR
HTEZEBRLET, & 2E, RORAZ Y —rvay MIRT L IIZ, Azure T [+

T N—THRDBEN (+ Add groups claim) | 2R L E 9,

[ 1: Active Directory TEZE SNz h R4 LER

— Microsoft Azure

& Search resources, senvices,

Home > Cisco-CO0-Dey > Enterprise applications » securex-okta-ci » SAML-based Sign-on >

Attributes & Claims

~+ Add new claim  + Adda group daim 22 Columns A7 Got feedback?

Required claim
Claim name

Unigue User Identifier {Mame 10

Additional claims
Claim name
hittp/fschemas xmiscapuong s/ 200505 identity/claims/emailaddress
hittp/fschemas xmisocap.ong s/ 200505 identity/claims/givenname
hittp/fschemasxmisoap.ong s/ 200505 identity/claims/name

hittp/fschemas xmisoap.ong s/ 200505 identity/claims/surname

[ SamlaDUserGrouplds |

I SamlSourceldplssuer I

Valug

user.userprincipalname [mameid-for.. ***

Value

user.mail
user.givenname
user.userprincipalname

USErEUmama

USET.OrOUpS

“hitps:/ists.windows.net/1e491488-... ***
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. 21—+ —& 2 Active Directory 7' J)L— 7 DB

« SamlSourceldplssuer : Z DEMEIZ, ADA VAKX U A& —FIZHBI L £4, 72 & 2iE.
WDAZ Y —2vay MURT LT, Azure T+ /L—7EROENM (+Addagroup
claim) | Z3i&R L, A7 v—/L LT Azure AD @Bl 7% 217 £ 7,

2: Azure Active Directory DRI FERDI1T5

= Microsoft fourne £ Zagerh rescurces, sendces, and docs (G+/

Home * Crco-CDO-Deyw * Enterprise apalications * secured-siags

securex-stage | SAML-based Sign-on

Enterprise Application

T Uplosd metadata file ) Chesge single sign-on mode 55 Test this spsiication B Gl Fumclnack?

B Cherview ECTIRTIIRFET LT
Relay s Otz
m Deployment Flan Lagaout Ld s
Manage
1] Properies a Artributes & Claims £ it
& Jemen givanname UBEr GivEnnaTmE
4. Roles and administrabors [Freviea] Surnima bt bl ]
amaladdnizss AT T
S2 Ukars and grangs Fang LT SR i N
Z T SamiGourceldplsnsar Ttpaystswind ows net Ted2 1488 6253~ -a021. 03 300
2 Single sgn-on TaacThR”
b Prowisioning SamiaDLEerEaupids W Groups
Linigue Lisar Ddanti R Rl e T ER
! spplication prosy
S Sall-sersice g
SAML Signing Certdficate & it
Statuz At
Thum jng ATECETR AT I3RS N6EER TR TAFTOGDIEET 16R0
Security Expiratian 11/9/2024, B:1151 PM
% Conditional Acoess Nmn'r:r.n-rfamal
App Federation Matadata Ur | e ol necrosetaninacamy 1e42 1468866254, . ﬁl
e Permissiong Cerlificate (asnfd) Deramilcat
B Tokon ancryplion Certificoie (Rawh [orwmioad
Fedaratioe Matadata Xl Terambound
Arthiby
T Sign-in logs n

Zet up secunex-stage
S Usage B insights
Wil ned Y configune b application ta ink with Azune AD,

B sudit logs 5
4 Lagia URL | Fitpscttagin ricrassfranine com/ Te491486- 6250,y |
Prawisinning fogs e AT entiies [ Fitpsciysts windows. net Teaa1aBs- 62 5e-affi-a021 . [ |
I5 ACOESs revaws Lagpaut LIAL |rnwnuginm-:ru:uhoninemrnﬂeﬂuaﬁ-ﬁzh.. '.4.|

e ste - by-sbep instructions

1 —+H—& I Active Directory 2/ JL— J DB/

ATvT1 CDOCm A LET,

ATFYT2 2—P—RA=a—2b, [RE] ZBRLET,

ATY T3 [2—P—FH (User Management) |27V v 7 LET,

ATy T84 T—T N0 EEHIZH D [Active Directory 7 /L—7] Z &R L £,
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21— — &I Active Directory &' )L— T DiRE .

ATYTE HBHED AD ZL—F RN WEEIE, [ADZ V=70 %E227 ) v 7 LET, BFEOT M) RDHEE

X BN AEEI Y v LET,

ATYT6 ROWEHREATILET,

[(IN—T 4] —EOAFTIEANLET, ZO4HNL, ADOINL—TH/E—H L TWHREITH Y £
HA, CDOIEX, ZD7 4 —/L RTHRHRLFEZ IR —FLTWERA,

[/ V—TID]: AD DT N—TID #FETASNLET, Zhid, ADT7 7V r—3 3 BN T
(A7 V=2 FID) LW RTINS ERH Y £7,

« [ADFAITHE] : AD B D AD BITHEDEZ FEICAN LET,

*[R—=]: ZOAD =T ICEHEENDLTATOAZ—PF—Dr — L3R ED £, FEHICOV T,
[2—H—n—L] ZZRLTIZEN,

e (AFvay) [ER]: ZOAD VA —FICHEA SN A ERABINLET,

ATy TT [OK] Z#IR L 9,

1 —+H—&HF Active Directory 7' JL— T DiRE

AT 71
ATvT2
ATvT3
ATv74
ATvTH
ATvT6

1R BHEIIZ

CDO TAD /' N—7Da—HW—EFHEHFET H551L. CDO 2 AD 7 )V—T % HI[R T 5 Hik
FIA2EFETXA2LICEELTLIEEN, CDO TAD ZJLV—7HIKEZRET L LT T
FHA, ADINV—THNOZ—V—D U X N EHET DHIZIE. ADZEATLILNERNHD £,

CDOICmr 7 A LET,

2P A= o= b, [RE] ZRIRL ET,

[—Y—4 P (User Management) | %7 U v 7 LET,
T—T7 O EERIZ & B [Active Directory 7 /L— 7] &8I L £ 7,
WET D AD ZV—TZREE L, [faE] 74 2 2@ ET,
ROMBEEELET,

[(IN—T] —EOARIEATILET, CDOIX, ZO7 4 —)b RTRHRLFZ AR — ML THnEHE
Aoe

[/ NV—T7ID] : AD DT N—TID ZFEHTANLET, Zhid, ADT 7V r—2 3 B80T
(F7Y=7 FID] &)L THEEINDGERH Y £7,

« [ADFATHE] : AD 25D AD BITH DA FEITAI LET,

c[B—]: ZDOAD FA—TICEENDZ TR COZ—F -0 —Ln3REY £4, FEHIZOVTIL,
[2—HF—m—L] 2L TIEEN,
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. 21— —& A Active Directory 7' )L— T D HI

o [EFL] : 2O AD VN —FTHEA SN A EREZBIML 9,

1 —+H—& I Active Directory /' JL— T D BIlf&

AT T1
ATvT72
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

CDO ([Zm 7 A LET,
a—P—RX=a—nb, [HE (Settings) | ZiBIRN L E7,
[——%& B (User Management) | %27V v 27 LE7,
T—7 VD FIZ&H % [Active Directory 7 /L— 7] &38RI L £ 7,
HIBRS 2 AD 7V — 7 % HE L E7,

[FIEE (Delete) 171 2 &R L FT,

[OK]%Z27 Vw27 LT, ADZN—T7%HIRT 252 L 2R LET,

Cisco Defense Orchestrator DA |

#TFR CDO0 1 —H —DERL

WD 2ODH AL, FHLWCDO 22— —ZEMT B2 DICHNE T, EFICEITTHHE
EH Y EFHE A

o Pl — —Th)F Cisco Secure Sign-On 7 5 7 > ks DERL
+ CDO = —H#'—4"T?D CDO = —H— L 22— RDOIERK

INHDEAINRFETTHE, 22— —IF Bkl —H—23 Cisco Secure Sign-On ¥ v 3 = R —
R7225 CDO B 2 &M TEE T,

## 11— —[ (+ Cisco Secure Sign-On 7 h o > FDYERL

ClscoSecure81gnon77?'7/I\O)ﬁfﬁii BFLNaZ—PF—=NHHTNOTHITI ZENTEE
T, FOYETHNDLT T FOAHTZHE L TR LEITH D XA,

CDO ~DBT A UIZDINT

Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On 27 A 727 47 4 T HR/NA KX —
ELTHML, Z2HERAE (MFA) IZDuo M LES, CDOIZAY A T HI2F, FF
Cisco Secure Sign-On T7hH > FZ&EMK L. Duo 2FEHL TMFA 2RETIHELHY F
ER

CDO 21X MFA N METYT, MFA X, 2=V —T AT T 4T 4 2R#ETH-ODEF 2V
T4 &b LET, MFA O—FfCTh 25 “HEHERFETIX, CDOIZR VA T 52— —DID
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R |

BHEERT D20, 2003 R—R 0 FERITEZERN/MLETT, HYOERITa—V—4 &
INAT— RT, 2BHOERIIA T~ RTEMRIND T H A L/SAT—FK (OTP) T,

| o

EE 20019F10F14B&XYRINZCDOTF ¥ FNEELTUL=HEIE. ZOEHEDRDHYIZ [Cisco
Secure Sign-On ID 7' H /A X —~DHAT 32-°—V) | Zr /A UFIHE LTHEALTE
é l/\O

a5 4 >3 BHilC

DUOtEFalT4DA R =)L, DuoSecurity 7 7'V r—3 3 & HERERIC
AVAP=NTHZEEBEIO LET, Duo DA VA b—LIZOWTZERMNH DHEE1E.
[Duo Guide to Two Factor Authentication : Enrollment Guidel] ZZ&M L T 7Z &0,

BEZ DR, EAANT AL ZEFH LTI Z A LNAT— REARKRLET, OTP IXHHH

R—ATHAED, TRAZADIZ Oy I WY TALEALERBLTNWAZ ERTEETE, I

AAZAD7 vy 7 BNEEMIC, FRIETFETELWEINGRESN TWAZ L 2R LET,
#1#8 Cisco Secure Sign-On 7 710 > F DIER & Duo LERBIIDRTE

BHIOY A v F T —r7a— T4 BEOT et A TT, 4 BETRTCERTTALERLDY
F7,

AT w71 #HLL Cisco Secure Sign-On 7 ho > YA V7 v TT 3
1. https://sign-on.security.cisco.com {Z7 7 EA LE T,
2. [ 1A (Signln) |EED FEIZHD [T 7 (Signup) 1227V v LET,

Cisco Defense Orchestrator D E A& .
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. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE

3. [T A vy bDOIER (Create Account) | Z A 7 a7 D7 4—L RIZAS L, Bk (Register) &2 7 U v
7 LET,
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

WIZWL DD v FERLET,
* [EA—/V (Email) ]: CDO ~D 1 7 A NI T 28 A— LT FLAZ AT LET,
* [#A#% (Organization) |: 2ftZRITLFIZEBML £,
4, [B4% (Register) 1227 ) w7358, LT RLAICHRA—LNEESNET, EFA L%
flx, [T Ty hoBAE (Activate Account) |27 U v 27 LET,
ATv7T2 Do 2FEALTEERDMZ LY F TV TT D
ZHEREE Y N T v 7 T5LET, ERXANAT AL AEEAT L L 2BEIDLET,

1. [ZERFIEOHRE (Set up multi-factor authentication) | i T, [EFHE DO E (Configure factor) ] % 7
Uy 27 LET,

2. [By b7y 7 OB (Startsetup) 227 Vw7 L, TR T MIES TENSA LT AL ZAEERL T,
ZDENRANTNAALET H T NOXT Y T hR LET,

FEMIZ DWW T, [Duo Guide to Two Factor Authentication : Enrollment Guidel] Z#ZM L T &, T
NARZDuo 77V —2a BT TILA VA M= LSNNTWAEGEEIX, ZOT AU NOT 7T 4
NR—ygra— RFREEENET, DwlEl BEOTF AL ZATEROT I a2V R—FLET,

3. U4V —FDEHKT, [m7A v %%it177 % (Continue to Login) ] %7 Vv 7 LET,
4, T HEFFBFEAEM LT Cisco Secure Sign-On (21 74 > L ¥ 7,

ATv7T3 (FE) BMOF—trT4H5—2ELTGoogle A—t T4 7—2%/RELET,

1. GoogleA—t> T 4 7r—H2EXT VL TFTHENANTNA REERL, [k~ (Next) 127 Vv L
\iﬁqo

2. By R T v U4 —FROT T MIEST, Google A—t T 4 r—F%&ty N7 v 7 LET,

AT T4 CiscoSecure Sign-On 7HD Y bDFTHhIU M) ANYDA TS a3V EERET S
1. SMSEZMHLTCT AV ba2U Yy FEL0DTiOEFE SRR L T,
2. BEX 2V T4 A A—TVERRLET,

3. [¥A T vy bOVER (Create My Account) 1% 27 U w7 LEJ, ZIL T, Cisco Security Sign-On 4 -
VaR—=RIZCDOT 7V r—va DI ANNERSNET, MOT7 7V r—ar ZA NV HFIRE
NAGERHD 7,
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. #7138 Cisco Secure Sign-On 7 70 > FDERLE Duo EERZDIIDHRTE
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#7138 Cisco Secure Sign-On 7170 > ~DYERLE Duo EERDIDEHTE .

By alm—RETHIANE RT v 7 LTCHENERTZY, ZFTEERLTEA NV E T V=TI LT
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B coox—v—%co0a——La— ko

CDO0 L —H—LZ THCD0 L—H—L a— FDOERL
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ATV T VHERTANAREERL T, BT R LET,

ARTFYTS [T ar] AT, [REDTZ AR— b (Export Configuration) ] 2R L 9,
ATv 6 [HER (Confirm) ] AR LT, EX ISON 77 A L& LTRIFLET,

TINA ZADHNERY) 2D

PERY = ASDNA 8=V 7 BB L, CDO TEHLT 57 /31 ZCBEAf 1T D Z 8T
TXFET, TOEEEEALT, WITNDOOT A, 2D =D~ R—T x ~OF|72 ) 7 %
B CE £ ( ZOMREZHEHLT, MR D0, RFa A M) Y —Z, B¥Wiki, %
TR L7 Z DD URL ~D VY > 7 ZERTE 9, RBEREOINTY 0 2T /314 AT
BEfT 52 &N TEET, ALY 7 ZRKCEROT A ZCBEEMT 2 TEE
7T

External Links

& Search

Add External Links @

ERR L7 ) 71X E IS THEFETEETH, BEOEF 2V T 4 BEfFHIEDY £¥ A, 2L
X, WEEA T VI AT, ELREFVPNERZ N L TREDURLICT 7 EATHZ LICL-
THE¥EFR Y N =7 ICHT D ER S L 56, ZOEMBITHEFR S E T, BENFFED URL
7Ry 7 LTWAEE, TRHOURLIZSIEHE T vy 7 SLET, RS TV URL
Il EEHIRESNET A,

location Z&%X

URL IZHAZAATe Z & AT E 2 {location} ZEDMERL SN E LTz, ZOEHIZIL, T/ AD TP
T RUABRATIESNET, &2,

https://{location}

EsPEAE
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Friq z2psonsy v ok ]

cTNAR ) — b aE B0R—)

e TFNRAREP—EZRDY R MDD ZAR—F (752—2)

TINA AN DHNERY > DIERK

&R
ATy T2

ATvT3

RTv74

ATy T5
ATvT6
ATy 17

ATvT8

TS =T a N, [T AREY—E R %7 ) v 7 LET,

[TARA AR ZTHI VI LTCTNRNARERDT D0, [T V—R8NET7%27 V)07 LTETIAT A
A& RO ET,

WYRT NAAXATDOE TRV w7 LET,

TNA AETNTET NV ERIRLET,

TUNEERBEFA LT, BBERT A RERDTDHZENTEET,

FROFERIASA D, [INBY 7187 a s icBE L £,
V7 O&4FIEANTLET,

[URL] 7 4 —/V FIZU 27 D URL # AN LET, 588272 URL ZHEETDHDLENDHY £, 7L TR
2 OA . http://www.cisco.com & AT LET,

[HZ227V vy 7 LT, Voo T "gAEMEMTET,

~DHERY D DYERR

ATy T
ATy T2

ATvT3
ATvT4
ATy T5
ATvT6

ATy T17

ATvT8

% CDO 75 E 2B < A7 Tk 2 RITR LET,

TS =g =T, [T ALY —E X (Devices & Services) | &7 V v 7 LET,

[7 /34 A (Devices) | #7 %7 Vv 7 LTT A AERHDT LD, [T 7 b— 1 (Templates) | ¥ 7 % 7
Uy 27 LTETNATNA ZAEROTET,

WEIRT N_AABATOR T2 v LET,
TANEERBEFEH LT, BBERTRAAERDITDLZENRTEET,

TNARAETNTETNVERIRLET,

EDOFEMARA D, [FME8Y 2 (External Links) |27 v a s icBEhLE7,

BmEDY 7 DAFTIEATLET,

https://{location} % [URL] 7 4 —/L FIZ A LE T, {location} ZE¥ITIE, /34 ADIP 7 RLABAS &
ET,

[HARy 7 2% v LET,
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B 527 zxonmy o0k

BT INAZADHERY) U DIER

RTYT1 FEF—2a v =T, [TA ALY —ER] &7 Vv LET,

RTYT2 [THRAR ZT %IV I LCT A RERDT L0, [Ty T =R ET% 707 LTETIAT A
A& RO ET,

ATV T3 WYIRTNNAARZATOET 27V v LET,

TANG RN LT, BERT AL A/ ENTEET,

ATV T4 FHOTNA ZAETNTET VEBINLET,
AT s HAUOFESA Un, MY 717 va v icBEILET,
AT T6 Vo o4EiE AN LET,
AT T KOWTNHOFHEEFHALT, 778AT5URLZASLET,
« RO LFH % [URL] 7 4 —/L RIZASH LET,
https://{location}
{location} ZHTIX, T A ADIP T RLVABRATINET, AJitk, 7734 2D ASDM ~D H #)
Uo7 e S ET,

*[URL] 7 4 —/V NIZU 27D URL Z AN LET, EERR URL Z45ET DM ERNHY £7, 72L& 21T
YA adE, http://www.cisco.com & AJT L E T,

ATYT8 [H %27V w7 LT, Voo T 2 £4,

SERY 2O DIREF =IXHIER

ATY Tl =g =T, [T/ AL P —E R (Devices & Services) ] %7 VU v 7 L7,

RFY T2 (74 A (Devices) | ¥ 7 %2 0 w7 LTF AL AERAT B0, 7T L— | (Templates) 14 7% 7
Uy 7 LTEFAT AL ZE RO ET,

ATV T3 WURTANAALZATDETH 7Y v 7 LET,
TANEERBEFEA LT, DBRTNAAEROTHZENTEET,
ATV T8 TAALAELFETVERRLET,
AT TS FRIOFEMASA 06, OB Y > 2 (External Links) 1 &7 v a icBEI L £9,
AT9T6 Vo740 I —YNVEES L WETA 2 LHIRT A a v RERINET,
RT9T1 4T T7A4avm2 ) v L, MY 7 BREEITHIRL T, 727y a v alRALET,
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#BOT 1 2~onmY v omesr-EEk |

BRDTINA A~DHNER) 2D DREF=IXHIBR

ATYT1 TS~ a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LET,

AT T2 [T34 A (Devices) | X757 Vw7 LTCT A RAERDTF 50, [T 7 L—1F (Templates) | ¥ 7% 7
Vo7 LTET AT NA A& RO ET,

ATYT3 WERTNARZATDET w2 Y v 7 LET,
TANGERREEA LT, BT A RAEROF L ENTEET,

ATV T4 FHOTNA ZAETNTET VEBINLET,

AT Y5 HUOFEMASA b, 4 7 (External Links) &7 ¥ a VICBEI L7,

ATV T6 VIO —YNVEELS & RETA 2 LHIRT A arBRERINET,

ATV FNTDHTAavw27 )7 L, ) v 7 BREZTIIHIBRLC, 77 a vz aLEd,

T /N4 XD CDO ~D FH i

1 :

CDO ~D T /34 A —{E Bt

CDO %95 &, HELEITHEBOEEX ST /N A% CDO I[Z[RIRHC FFki 2 A b Z &2
TEXET, CDOBNEHT LT/, AN [BERGE] L~v—27 SNTWHEE, CDO T st
EROEFEZRH L=, TAALAEZEH LY TR 20 £, UFICO VLTI, SF&
ERFRPEZZONET, T AOFER 2R LD Z L1, CDOILL DT A ADEH%E
BT 272D DOE R/ D AT v 7T,

)

CE)  HLWREAEFEZRST A 22T 256, CDO L, 7314 A LO#H LWEEAE 2 A8
FICHER L TR AN, END EOFERERT LET, 2L, BT 27 3 201
I o%E, CDOE, £l OFERZHAITS 572012, EAHELZ FE THEGE L TR AR
5T EERDET,

ATy TN FEF =3 =T, [T/ AL —E R (Devices & Services) | %7V v 7 LET,
ARTYT2[THAR] ZT% 7Y v 7 LT, THAA AERDTET,
ATV T3 WURT A REATDET 5T v 7 LET,

TANZ B LT, AT —F AN [EERRE] THLT A ZAZ A2 TS,
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B =z —rzsc

AT T8 74 VHMEORERNS, FEHRZRRDT N AERINLET,
AT TS [ (Reconnect) 1% %#7 U w7 LEF, CDO T, BIRLIZTRTCOF AL ACHEATEXAT 7 V=
YDARY RREZ DRSNS T LITHER L T ZEN,
AT T6 [l (notifications) | ¥ 7 CT—E7 A ZAFEHET 7 > a v OEITTRIWA MR LET, 7 1 AFEE
FraZ7OT Iy arBNEOL T ELITRR LI oW TOREMARERANLERGA T, F60
[LE=2— (Review) |V 27 %7 U w7 LT[YVa~7 Jobs) | =V IZBHLET,
Evh TARAALARAOEHAEE LI 7 A4 UERPEE SN DICHERICKRIRLEEEIR. Zns0T
ANA AN LT, Friune 7o EFRAEEM L, H LWIEAEEZZ T AN LE N H
DEF,

TINNAR/)—FZEEL

LFOFIET, TAALAFICH DT L —2TFTFA D) — N7 7 A VEERLET,

RATYT1 FEHF =2 a =T, [FAREF—E R E227 Y v LET,

ATV T2 [THRAR LT %7V I LTCT AL RAERDT D, [T 7TV —NMNET%27 ) w7 LTETAT A
A& ROTET,

ATY T3 WYRTNAAZATDET o) v LET,

RT9T8 )= alERT 52T A AETITET NV ERIRL £,

AT9FTS AUO[EHE] AT, [/ =M E 7V 7 LET, B Noes,

AT 76 AlO=T 4 ZRZ L H 7V v LT, T74NVMOTFARNTT ¥, Vim, £721% Emacs 7 ¥ A b=
T4 A EBRRLET,

RT9TT1 [/ =M R_X—VERELET,
ATv T8 [RT%E (Save) 127V v 7 LET,
J— NI TR RS NE T,

-~ NS 0 = —
[41 A R)]IR=DIFHORT

[ 2R R U=, TR TOYIRR L OBEAYEG T S A R L EAYEFT N1 A
MOAERENTZT T L— FBRERENET, (X MV R=UTIE, 71 RLT
L— b RENENDZ A TIZESNTHF S, &T A RAE A TEHEHOXGT 5 2 712FK R
SNFET, MBEMWREAEHT 20, 742 E2FEHL T, BIRLIET A AXA T DL THND
THNARERDTHZENTEET,
[ Ry R _=D2E, ROFEMIERPERINET,

o [TRA A X 7I21E, CDO ICEAEEfF SN TWDTRTDT A TT A ARERINE
R
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stz ranz [

[T U= BRI, TATT AL AN, F2IECDO A VAR — h INTHER T 7 A
NINBERENT-TRTOT T L— T AL ARFRENET,

FRN)ILET 4 )L NIE

TG YL, TR AFFNTIAT 27 e —{b T 5701 EIN T, BAMERE
TIEAEFEZONDOTYH, 1 DU LEDOT AL ATV EBEHTEET, 7-ULE 4T V=
7 MZEHT DI, FTTNVEERLET, XA AEREFAT V=7 MTT VA
L7ieb, ZOT_NWNT LT NRA AT =T NERIIA TV T —TNVONEE T 4 VH Y
VITEET,

N

GE)

V=7 MTEM SN T VUE, ZOEEA T V=7 MRS L EE A,

T AP ENTZ T VR, ZOEA TV 27 MRS ET A, £, AT

T YL T N—T1E, IROWESL Tgroupname:label | ZfH L CIERATE £9°, 72 & 21X, Region:East
F 72X Region:West 22 ETH, ZHHD2 2D T~V EAERT 556, 7 /V—7 7 LI Region
2720 . 2D 7 —T7D Bast £721% West 2> BN TX E 7,

ATy I

ATy T2

ATvT3
ATvT4
ATvTH
ATvT6

TNA ATz 5120, LTOFIEZFEITLET,

TN ATV EBINT 5121, ElloFesr—rar v RUT[TARAAL A=A 27U v 7
LET, A7V MZTVZENT DI, ElloFesr—r a4 RUT[H 7V MNE7
Vv 27 LET,

[THRAREZT %I VI LTCT A RERDT L0, [T V—RNET7%27 )y 7 LTETAT A
A& RO ET,

WEIRT A ZAZALTDOE T ) v LET,

AREINTRKTIOULEOT NA ZAFIITET VERIRLET,

FRD [TN—TL T ULDBMN] 74—V R T, T3, ADT UL ERELET,

FEDO[H TA2vE7 ) v 7 LET,

AWSVPC DS RILER YT

AWS VPC % CDO |23 A#Ef4 % & CDO IL7XTPD AWS VPC ¥ 7 R ED—i & LTt
B ET, 2EVINHDZ T, AWS vDH I E—Ei, CDO OF — X _X— A ITIRIFE
FT, ZNHDOF ZIECDO T~ E LTERIN, MDOT A RAZA T DT~ L[ERRIZ [T N
A ALY —ER]R=VUTERENET, CDO THEDT NV EHIRLIZVH LWT L% E
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. PERI%

TJ4IL3

Cisco Defense Orchestrator DA |

L7z A. ZNHOEHEILAWS VPC IZFEMi s EHA, AWS 220 Y — L&A LT, [H
CAEEZTFEHTITOMLENH Y £, AWS VPC 238 A SN7-1%12 AWS =22 Y — )L TFE
RETIXEE SN2 VPC ¥ Z1E, CDO DR ED 2 B —|ZRGF ST, 7TV AT ROE
e LTREBEINEREA,

[N RY] R=P e AT V2 N AN=VOSESERT A FEZHEMLT, LT
DT NAABLOAT V27 FeROF 5 ERTEET,

T A NVERERT 520X, [T/ A LY —E A (Devices and Services) | Z 7, [R U —
(Policies) 1 %47, BLO[AT V= N ETOEMODSA L TY 2270 v 7 LET,

AR RNYTANETIE, TAARZAL T N—RyxT VT NI TDONR—=T g,
Snort N— =z Vv, REARAT—HX A, BERIREE, BiA M. Secure Device Connector, 3L N7
NV TT7 4NV TEET, 74V ZEEMA LT, BIRLIET AL RZ A TDETHDOT N
ARBERDTHZENTEET, 74NV EEZHERALT, BRLET A RAZATDETNOT
NARERDTHZENTEET,

FT 2 VT NEBEEHT DL TR, AT A A TV b BT O
BRWAT T2l b BEROAT V2l NEA T TT 4 AFRETE LT, RISV AT AT
Vxl MEEOLNEIDERINTEE T, MB7 4 — LV REMEH LT, FEDOAFI, IPT R
VA, FTEAR— MNEZEZEL 7 A NVIERANOLT T V2V N THZ b TEET,

THAREFT V=0 b a7 4 VAT 256, MEEEMAGDE T, BET /#Rz A
DT BT DN DIPDOAE IR 2 BT 5 Z B TEET,

WOFITIE, TRE FEHIITWD, £k, AER) BbHA 7V =7 b, o, B0
EEESIFEAT =7 b, o, BEDEA T (Xy NU—7 £213, —YR) O
VM THHIEOIRAT V2l VMR T AT NI BREAINET,
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Fl— SDC £{EM L 1= CD0 1T 35 ~To7F 11 25282145 |

Filter by Device

Show System-Defined Objects

a Unused
Duplicate
a Inconsistent

LY

Default Values
Owverride Values
3 Additional Values

Unassociated

Metwork
Protocol

a Service

ICMP

lime Kange

URL

Application Filter

Securitv 7one

R—SDCE{FRA LI-CDOIZHEHRT DI RTHOT/IN\M1 R %
BOt 3

[[ U SDC Z{#i i LT CDO IZH:t T 2T _RTOT A ZAZ#03 2121%. IROFNEICHEWVE
7,

ATV Tl FEF—va =T, [ &7V 7 LET,
ATV T2 [THRAR X T %) 7 LTT A AERDTET,
ATV T3 WHRTANARIATDETHI Y v 7 LET,
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ATV T8 74 NVENHIEERT TR ESNTVESEAIE, A XU NI T—T VO EICHD (7 VTR %
7Y w27 LT, CDO TEBLTNDITRTOT NS ALY —ERAEFRLET,

RF9TE TANERI Y C 2o Uy s LT, [FAAH] Ama—BEHLET, 7445 (824—)

AT v FT6 7 4 /LHD[Secure Device Connector] 77 ¥ 3 > C, %E/2SDC DL ZA N LET, A X b T—
TZIE, T A4 HF TH U LTZ SDC 2 H L C CDO IZ#5E L TWDT A ADZNERINE T,

RT9T1 (AT7vay) RBEEIDITKRVIALIZIE, 7ANVFA=a—TBENOZ A VEEF AT LET,

ATFwT8 (FFvay) BTLEL, AvR_RUMNIT—TNDOEHICHLH[Z7 IV T|RE %2 Y v 27 LT, CDOT
BEHLTWATRTOT NN, ALY —b2E2ERLET,

FEA

CDO X, TA A, AT V27 b, BEXOT 7 v A I N —TRHEICHRE T 2572 MR
HREAIRME L EJ, [T ALV —E A (Devices & Service) ] A~S— A Tl, MR/ N—IZA
NEBRGGT 2720 T, BRI BT 2T A ABRRREINET, 731 ADLARTO—H,
IP7 RUVA, E3WET AL ZADL Y TNEGEANT LT, T 2R /OF 5 LnTE
£

FRRIC, [T V=2 P ANR—=ZAORBA—ZEH LT, A7V =7 PAO—H8, £7I3 1P
T RUVA, R—=F, ARifF&ET FLA, 7B halto—H 2 AL TEH T V=7 MERRTE
iﬁqo

ATYT1 A F =T A 2D EEELICH DB A—ICBEN L £7,
AT T2 MBA—IIRBSMEZANT D & ST HRERENFRINET,

— AT R SIAM M3 —T 4R

CDO T, ax F I A2 =T =X (CLD) AL T T NA RALEHTEET,
awy N B—O7F S 2CEETH 286, B CHEEOEROT A ZTFEFHIEE T
L BLAERETY, ZOHA T, CLLawy FEBBOT /A AT —EIZEET 5 FIEIZO0
THHLET,

BE R

* CiscoIOSCLID R = A > MZOWTIL, BFEWDIOS /S— 3 D [Networking Software

(IOS & NX-08) | #ZH L T 72 &V, https://www.cisco.com/c/en/us/support/
i0s-nx-os-software/index.html
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—gFosra—7z42 ]

—fFwCUAM23—Dx(4R

< Bulk CLI

(O] 2 S My List ) xecutan €

» show run | grep user 3

1

1217, 1:06:54 PN
show run | grep user

Y

GE) wo2-o0ORMT ISETLELE (Donel) | EWVWH Ay E—IUNCDO ICETSNET,
e vV R T —7 L CIEFICEIT I N,

e A7 FORTREFERNME o2 GE, 22X, FEORTEZ N 2RETD
FEHREHZE show 2~ RERITLIZE LET, ZOFERBHROLMICEETIHRE
T MNUNRhoEE,. CDOX IETLELF (Done!) | #iKLET,

fr—2 58

1 Ay REHESA 2R LTI 27720 321203, REhT 1 =2
270y 7 LET,

2 o<y RERE, a~<r REEETDHE. CDOIXZZDERESAS iZavwr R’
ERLERTAHDT, a<wr Rah ) —EERL, FEERITTEET,

3 av L R A Y, ZONRAL D Tar S MNMiavwy REAHLET,
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Cisco Defense Orchestrator DA |

Bl

JEENRA v, CDO I, A=y RIZHT 27 A ZADJEE L CDO A vt —
CERRLET, HEOT A ZADISENR U o726, IREA 1T
[X T A ADIRE % #x L CUWE T (Showing Responses for X devices) |
EWVWI Ay —UNFRENET, [XT /N1 A (XDevices) |27V v 7
THE, Ay P LTRUSEZR LIZT X TOT /31 A3 CDOICHE
IRSNVET,

GE) WoO2oO0RMT ISETLELE (Donel) | EWVWH X oE—
N CDO IZFREINET,

AV PR T =R LTIERIZET SN,

e AV RORTREFERMIG o726, 728 21E, §F
EOHRET Y N 2B HIEREKHIEZETe show 2~ N
EFATLICELET, ZOEBRRBOFMEICEET 2R ET
YRR o A, CDOE ISET LEL (Done!) |

ZRLET,

[FA VAR ZTINE, (A _X R U] T=TANBEBR LT A A3
FREINET, _0)517“?\ Ay RERET LT A A B D20 RS
L7EDTHZENTEET,

(6]

EORTHEAFT RIN TS [5E1T (Bxecution) | ¥ 71Zik, ERENA T
BRENTND A~y FORRT AL ARKRINET, ZofITIE, &
JiE~A T show run | grep user =~ > RVER I 4, [T (Execution) | %
702, 10.82.109.160, 10.82.109.181, 337X 10.82.10.9.187 IZ3kf5 Sz =
ERFIRINET,

USR] (ByResponse) | #7457 U w7 35HE, avy RZLoTERS
NTISBEDY A SBRRSNET, F—DISEIX 1T —TbEhE
T RERN # 7 TITERIRT 5 L. CDOIXZED 2~ RADISEZIGE
NANZRRLET,

[7 /31 28] (By Device) 1 #7427 U v 745 &, &F /54 Zm b5
DINEMFRRENET, VA MNOWTNDDOT N, R%E 7V v 7T 5 &
BEDTNRAL ANSDa~vwy RADIEEEFRTEET,

av Y RO—iEEIE

AT T1 FEHF— 3 —T,

[TARA ALY =R E27 ) v 7 LET,

ARTYT2 [THRAR] X T %7V w7 LT, TAAERDTET,
ATy T3 BHIRTANARAZATDETH0 Y v 7 LET,
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—ga<> rEEconE [

ATY T8 CLIZMEALTEHEHT AT NS AZRFEL T, ZTNHERTIRLET,

ATY TS FEMASA T, > [a~v2 R TIA A H—T A A (Command Line Interface) 1 %7 V v 7 LE7,

ATYT6 avr RS jZa~vr RE AN LT, [#E Send) 1227V v 7 LET, a~vr RHAPIGESA 1
ForENET, avr FIEEn 7S, CDO X2~ & [~HECLI (BulkCLID) ] 71> FKud
[ (History) ]34 IZFEskLE7,

GE)  BIRLZET A ADPEEAETRBISNL TV D ZE 2R L T EEN,

—EaY Y FBRETOEME

—ECLla~y FEEETHE,. CDOIFFDa~vy RE—FECLIA v ¥ —T7 = A AX—D
JERESA NGRS L E T, BIEASA SRS ca~vy RiL, B3795628b, av o R
T 7 L—hE LT TEET, BESAOavr RiE, ERbNRFTIN
TeTCDT A ZZEEA T AL TWET,

ATV Tl FEF—2 g =T, [T34 ALY —E A (Devices & Services) | #27 Y v 7 LE T,

RTFYT2 [THRAR] T %27V v7 LT, 7L A&ERDTET,

ARTY T3 W@YRTNRNAAAATDET 27V w7 L, BRETDHTNA ALEIRLET,

ATy T4 [~ K TA A% —7=xAA (Command Line Interface) 1227V v 7 LE7,

RATv 5 [JBFE (History) |4V CEEEIIHEETIa~vy FERIRLET, BIRLIZa~y RIZEFEEDT A
A ZZBEEAT BN TEY , BHORT v 7 TERLIZED LIFRS RN LITERE L TS,

ATFYT6 [FAVARNFTEZRT, FMELEIELTNEa~<y RBRHEDT A AZKEEND Z L 2R LE

—éqo
AT9 T av s RS Tavr FeREL, [XE Send) 127V v 7 LET, CDO I, &S vicavr R
DFERER R LET,

GE)  BRLET AL Z2OWTNPRFEI SN TORWES, RO =2 RORPFFASIET : show,

ping., traceroute, vpn-sessiondb, changeto, dir, write, copy

—EaAT U R4 IIL 2 TOEIME

—§E CLI 2~ R&FETH, IR (By Response) | 7 A /L4 & [F/3A A5 (By Device) ]
TANEEHERH LT, T ADBREERITTEET,

ISER 7 14 ILAR

—fEa~r ROEFTH,. CDO X AR (ByResponse) | # 712, 2~y RERE LT A
AMBIRISNTISED Y A N AT LET, RUNEDOT A A ITICELEDBNET, [k
B (ByResponse) | Z 7 DATa T Uy 7T D& JEESA NIT SA ADDDINENRRR S
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ATy
ATFvT2

ATvT3
ATvT4

Cisco Defense Orchestrator DA |

NET, WWERA NNEEDT A, ZADIGENRRIND GG, [XT AL ADIGEZFRRL
TWE T (Showing Responses for X devices) | &V ) A v E—URERENET, [XT /34 &
(XDevices) |27 Vw27 35L, a<wr RIZHLTRUREZELIZTXTOT A AN

By Response By Device

: devices &;_

1 Devices

1 Devices

CDO IZFERENFET,

g~ NREICEEM T ONTT AL ZD Y R MZa~y REEET I ROFNEIZTEN
iﬁ—o

DR (By Response) | % 7 DiTIiCdhHa~y KRN E7 Uy 7 LET,

av U RS Tavry RemEd L, [#E (Send) 127V v 7 LCa~vy REHEET L0, [Z7V 7]
7 Vw7 L TCavwry KA a7 )7L, FiLna<wr REANLTT AL RZEELTOLL, [BE
(Send) 1227V v 7 LET,

a2 RO ZT RSB E R L ET,

BIRLIET NS ADFE[Tar 74 X2 b—var Ty A VCEERRBR SN TWD Z LR EERGA L.
av Y KXo 2 Tdeploymemory] &AL, [%E (Send) 15227V v 7 LET, ZOEEIZEID, FEIT

RN AL — RN T v 7 ar7 4 Xab—ra RFESNET,

TINA RBI T4 ILE

ATvT1
ATvT2
ATvT73
ATv74

ATy TH

—fEa~r ROETH,. CDO X [FE1T (Execution) ] # 7 & [T /34 AB| (By Device) ] % 7
W2, a2 REERELET AN ADIV A M2 ATILET, [7731 A8 (ByDevice) |4 7 DT
BV ITHE BT NAL ADISENFREINET,

FIUT A AV A RTa~wy REFEITTHITE,. ROFIEIENE T,

[7 734 AHBI| (By Device) 1| Z7 %27 Vv 7 LET,

[> ZINHDOT /A A Ta~ R&FIT (> Execute a command on these devices) | %7 U v 27 LET,

(Z U7 %7 V7 LTCavy R4 22707 L, HiLhwavwr REANLET,

[¥A UARNXA T, VA NADE L DT NA AZFRIE LITRIYFR L T, 2~ RERET LT
AADY A MEFELET,

[6/5 Send) 1227 Vv 7 LET, <y RADIREDISESA ANIRRINET, IWESA STHEERD
TR ADIGENFRENDIHE, X T AL ADRE %R L CWET (Showing Responses for X
devices) | LW A v E—UNRERRINET, XT3 X (XDevices) |27 Vv 7 3T5L, avr RNZ
KL CRCIGEZR L2 _XRTDOT A AN CDO IZERENET,
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ATYT6 BIRULT-T A ZAOFATHER T 7 A WICEF NI LTV D Z EDRMEERIGAIE, <~ RXA i
[deploy memory] & AJjL., [ (Send) 127 VU v 7 LET,

FINA ADEEFA CLI 74 O

CLI=7 i, ¥ <IFHTE %2R ERDCLI 2~ R, FRITFTHICER T 5 CLI
AvY ROT T L= TY, $TOY7aid, 12U LD T3 ATRFHIFEITTE &
7,

T L— M ZCLI~ 7 a2l LT, HEOT A ATHRLa~y RERIFICEITLE
T CLI®Z riL, 7 ZAORELERO—EMZREL T, Z2RBEROCLIvZ v %
FEHLT, 734 AT HHEREBGLET, T4 ATTCITEHATE LS EIE7CLI
~r7uandbv EJ,

BB FATTAX AT ZEMT A7 CLI~ Y 2 2B TX 9, FEHIcOWTIE,  [HH
a<w L KL D CLL w7 u D] 2B LT &,

CLIw7Zuif, VAT AERELIF2—V—EXTT, VATLAEFZEYZ HILZCDOIZL-T
LI, WMEDHIRDL TEEHA, 22—V —EF~ 7 2T —V—2MER L, e 72 13H]
BT ET,

N\

CE) TS AR CDOICEAY SNT-BICOI, TAALADO~ 7 a2 EETEXET,

il LTASAZMBHT S L, WD ASA THRED 22— —2 BT HHAIE. kDa~
v REFITTEET,

show running-config | grep username

Toavwy REFETTAE, BRRELTWAZ—HF—Da2—HF —4 M ysername IZEBE XD Y F
T, Zoa~vry b7 aZ B+ 512i%, FUa<wy K2R LT, username Z HHEINT
BH A E T,

> show running-config | grep EUECGELEES]

NI A= IMEBEOLRIE T DN TE, ZONRTA—FLZTRIL~Z 0 2ERT 5 2
Ly TEET,

b1 T TR T T R R T Rty i X M [ {108 { {username_of_local _user_stored_on_asa}}

INT A= BLITHIANRATNCTE, TRF L THREMHT 2LERHY £T, Zohe, =
YU RV Uy 7 AFROE DR £,

show running-config | grep

avw Y RO—E LT, a~vy ROEELXOT A RZE LIZCLIV V¥ v 7 A%FEHT D4
ERdH Y 9,
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FHEaTEFASDCU YT ODER

ATYvT1 CLI~ZuaZERTHENCCDO DA~y R Iy f =Tz A ATa<vw &7 A LT, avy
ROBECNELL, GEHTEXOMENEIND Z 2R LET

GE)
ATy T2 FEHF—Ta =T, [FTRAREY—ER] &7 v LET,
ATYT3 [THRARETH27 Y7 LTT A AZERDITET,
AT T4 WURT AL AZALTOE T ) v L, A T4 TRHIENTNDT A ZERIRL 77,
ATFYTE [ avrRIA A H—T=A R &7V v 7 LET,
AFYT6 CLIRZuDBIUAYVDRZ—W %2 v 7 LT, TTICHET D~/ n il LET,

ATy 71 7°’7‘;<n“i&f‘/%7vyﬁbi*h

ATV T8 ~I/ull—BO4MERELET, REIISUT, CLINZ a0t A2 A LET,

ATY T [avr R 74— Riimekha~vry RE A LET,

AT9TI0 a~vy ROFEFHRHIER Lo a~y Rofsrd, FHEINCHENT T A —2 4 Ic@E iz £,

ATy TN [{ERk (Create) 127V v 7 LET, fEkL7c~Z 0L, RUNIHE LT A AT TR, TDXA
TFOFTRTOT AL ZATHATE ET,

awr REETTHICE,. [CLI~27rnFET] 223B LT &0,

CUERFE-IIEFENCU Y- OMN LM CL - ODER

ZOFNETIE, TTICETLIZza~y R, Jloa—F—EFx~rn, TRV ATLAER~Y
anba—F—EFZ~ s v Bk L £,

AT Tl FEHF = a3 R—=T, [T ALV —E A (Devices & Services) |27 U v 27 LET,

GE) CLIEERML2—Y—EZ/~7 v 2B T 25613, 2~ REFEITLET A AE SRR LE
T, CLI~Z7aif, MUT7ThH Uy hOT A AMTHHFEINETN, CLIERITIEFE I EY
/1/0

ATvT2 [TARET5RI7V 7 LET,
RTYT3 WURTANARZATDETHI Vv L, AT PSRN TNLT A ZAERIRLET,

ATv T4 [> avrRKIA4 A ¥ —TxAA (> Command Line Interface) 1 %727 U 7 LE7,
ATYT5 CLIvZrZERTLHa~y RERSTTRIRLET, ROWTHLDOFEEHEH LTI ZEN,

2y @Q%r )97 LT, ZOFAL ATEF LA~y RERRLET, 7 nlcfifitsa
vV REBIRT DL, avy RS cFDavy FRERSET,
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ATvT6

ATvT1
ATvT8
ATvT79
RATv 710

METEDEE |

cCLI®Z BDOBRICANDAZ—K E2 7Y v 7 LT, T CICHET DI~/ u bl LEd, £FET
Ha—YP—ERZELITTATLAERZDOCLIZ aZBIR L E T, a~vr R a<wy R U2 FKR
EhET,

av Y RRavw s RS VZRRESNTZIREET, CLIFZ v D&t 2 Vv LET, TO
a< 2 KA, HLWCLI~7 v ORI 77,

vl —EOL4RERELET, LEIDLUT, CLIZ a0l AEE2 AN LET,

[~ Rl 74—V ROa~vy RefR L, LBEREELZNZ £,

av U ROETRICER LW a~sy RO S Z, PHEINCHENT-ART A - KITEES B T,
[ERk (Create) 1227 Vw27 LET, fERkLIc~2 vlid, BN E LT A AT TR, 20X A
TOFTXTOT A ZATHEHATEET,

awy REEITTHICE, CLIZ 2DETESRL T E N,

CLIT/ OMNELT

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

FEF =g R—T, [T/ ALY —E R (Devices & Services) ] =7 Vv 7 LET,
[THAAR 2T %20 w7 LET,
WE) 2T SA RABATDET a7 Y7 L, 1 DU EDOT A AEFRLET,
[> a~r R I4> A4 ¥—7 x4 A (> Command Line Interface) | %27 U v 27 LET,
AT RRIALT, AX— W EI Y v LET,
Ay RAFAMND CLI w7 n 2R IR L E T,
WOWTNNDHIETY 7 mx2FTLET,
CEFETLONTA—EN 7 B IZEHENTORWEEX, [XE Send) 1227V v 27 LET, avr
RADIREBINENA SCERENET, TR TETTY,
eI BIZRTA—EANEENTVDEHA (FO Configure DNS v 27 172 Y) | [> NI A—HDFRKR
(> View Parameters) | %7V v 27 LET,

* Configure DNS

> dns domain-lookup m
dns server-group DefaultDNS
name-server IP_ADDR

[/3F A —4 (Parameters) ]34 > T, /XT7 A —X D% [/37 A—4 (Parameters) ] D% 7 4 —/v FiZ
ATTLET,
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Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

IP_ADDR name-server 208.67.220.220

208.67.220.220

ATFwT9 [EE (Send) 1227V w27 LET, CDONIEFEICI~VY REFEL, T/ ADWRZFHTD &
MDone!| LWIHI Ry E—IUNRRINET,

AFYTIN o~ FEEELEERT, oo~y FRFETERICERZMZZ/EENHY £4) E0nH Ay
B—UN2O0DT T EEBIZERINDIERHYD FT,

£ Some commands may have made changes to the running config Write to Disk  Dismiss

([T A4 AT ~OEFRAS (Writeto Disk) 1227V v 7T DL, Z0avy FIZko> TNX bNER
&L FATRERR D Z DMMDEF IR T SA ZAD AL — b T v TRERICIRIES L E T,

<[V iHd (Dismiss) 1227 Vv 7 425L, AvE—URRVESHET,

CLl ¥/~ OMDiRLE

=P —TERDCLI v 2 ImETEIETN, VAT AEEDO~YZ B ImETETETA, CLI
v/ aEfETLE, TRTOTNAA AT 7 aRNEREINET, 7 2 i3EEDT A A [H
FOLOTIEH Y £H A,

ATV Tl FEF—T g =T, [T ALY —E A (Devices & Services) | &#27 YV v 7 LET,
ARTYT2 [THARETH7 ) w7 LET,

ATV T3 WURTNAARZATDORTHI Y v 7 LET,

AT T8 TR AR ET,

ATF9 TS [a~ R TIA (X —7xAA (Command Line Interface) 1 %727 U v 27 LE7,
ATV T6 WETLHZ—P—ER~ I AR £,

ATYT1 v/ I XVORET A 2w ) v 7 LET,

AT 78 [v7 rofmEE (EditMacro) | ¥ A 7R V7R Yy 7 ATCLI~7 mifmELET,
ATv T [RT%E (Save) 127V v 7 LET,
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CLI =7 u DE[THIEIZHOWTIE, [CLI~ 7 adET) 28R LT IFE0N,

CLI ¥4 O D#Ik

=P —TEFD CLI~7 2 FTHIFRTE TN, VAT AERDO~Z 2 FHIBrTE ¥ A, CLI
~ 7 nEHIETLE, TRTOT A, AT aNHIBRISNET, 7 2lidfFEDT /31 A[H
HDOHLDTIEHY £H A,

ATy Tl FEF—2 a0 =T, [T/ AL P —EZ (Devices & Services) ] &7 U v 7 LT,
RTYT2 [THAR BT E7 Vw7 LET,

ATV T3 WURT A REATDET 57 v 7 LET,

ATV T8 TN AEBRLET,

AT TS [~ T A H—TxAA (Command Line Interface) | %7 U v 7 LET,
ATy T6 HIBRT 22— —ERCLI v ma@RLET,

ATYT1 CLI~/uINVOAIF{TAarex7 )y 7 LET,

RAT9T8 CLI~7 v zHlRdT 52 LR LET,
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