kST a—FTa 8

TOEFT, OBV a rTHEREINTHET,

» Secure Device Connector ® h 7 7 /b = — K (1 X—)

» Cisco Defense Orchestrator O N7 7V a—F 7 (6 °3—)
« T ZOERUREE (16 ~—)

sSecureX D N T TN a—T 4T (29 X—)

- — - ~
Secure Device Connector ) <5 D)L a— bk
F v 7L I AD Secure Device Connector (SDC) O b T )V a—TF 4 7 #4TH121%, UUF
DIy 7SR TIIZEN,

WO F U AT B YT E 5726 1E. Cisco Technical Assistance Center T4 — A % B
TLIEEN,

SDC [ZEIEARE

CDO /6D 2\ID /N — b B— F BRI L TR Lo To86, SDC OIRAEIL [BIEAGE
(Unreachable) 1i127¢ 0 £, SDCIZEERGERGA., T2 MI, AvR—T 7Lz E
DT NA R HBETEERA,
CDO /%, IRDF1ETSDCICEIEARETH L Z LR LET,
» [—#BD Secure Device Connector (SDC) (ZEIFETEX £/ A, %% 9 5 SDC I(ZEESSIT S
NI=T A A L iTiEfE T& £ A (Some Secure Device Connectors (SDC) are unreachable.

You will not be able to communicate with devices associated with these SDCs) | &£\ v9H X v+ —
UM CDO DR —ALR—JICFERENET,

o [—E R (Services) ]X—D SDC D AT —# A3 [BIZEARAE (Unreachable) 12720 &
—a_o

COMBEARIT A%, £T°SDC £ T F v FOF#HEREZRITL TS EE N,
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B =eicoo tsoe 27— 52575 F 4 TIsHB AN

1. SDCRAE~ v MNEITH T, HIOCDOIP T FL AICEETE L Z L 2R LET, ¥
XI5 /XA A ~D Cisco Defense Orchestrator Dt ] ZZM L TL 72 &V,

2. N—hE— FEZFHTERLT, CDO & SDC OFEFFGEAZFITLET, SDC A/ — hbB—
NESRICIEET DL, [T27T7 47 (Active) | AT —H AR £9, ~— b —F &P
B THERT DL, ROTFNAIZHENET,

1. CDOA==a—1b[Y—JLEY—ERX (Tools& Services) |>[EFa17aARI 432 (Secure
Connectors) [IZEEIL £97,
2. FIEAREERSDCEZ Y v LET,

3. [#fE (Actions) ]-%A > C, [/»— hE— FDOZR (Request heartbeat) [ %27 U v 7 L
\i—g—o

4. [f4%#%¢ (Reconnect) 1 &7 U v 7 LT,

3. SDCH#FENTT T MIFERILESELTH, SDCHR [T 27T 147 (Active) | A7 —H
ARG RWESIE. [EB% CDO TSDC A F—X ANT 7T 4 TR 50 (22—
V) ] OFERICIES T &,

ER1% CD0 TSDC X7 — & RABTH 7 4 TIZH S AL

BELTHI057>TEH SDCHRT VT 4 T2 L% CDO BRI NEAIE. SDC D
JBBARFIZAER L7z cdo 2= —RB LU RAT— RNk V., SSH #f#H LT SDC VM 2855 L
ij‘o

ATY j‘l /opt/cdo/configure.log %%%@\Li?o Z 22, AJ1L7=SDC OD%EEE&“TE& N F i %ﬁlmﬁﬁlﬁﬁﬁ éj’b
ENEIDPREINET, By NT v 7 7o AT2I—BRELTCWAEAELITENELI AL SR
TW72 WA 1T, sdc-onboard setup & BEFEIT L £9°,
a) [cdo@localhost cdol$ 7 17 h T, sudo sdc-onboard setup & AJJLFET,
b) cdo 22—V —DONRXRT—RKEANLET,
) IRy MIEWET, By F Ty TR VT MOERIIWEST, By Ty T U4 =R TITo7z

TRTCOREFIELMEL, ANNLEEERETHZENTEET,

ATv T2 vl %fERL, sudo sdc-onboard setup #FEITLTH, SDCHRFTI T4« T2 o722 L & CDO DV/RE 7200

HaiE, CDO ¥R — Mg L T EE 0,

SDCOHEFELIP7 FLAMNCDO IZRERENTELY

SDCOIP 7 KL AZEE L7254, GMT OFHI3RFLAFE £ TEFILCDO IC KM S LEH A,
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FIARE SDCOEFIZETE L5 TLva—F125 [

TNARESDCDEHEICET A ST a—TFT420T

ATy T

ATvT2
ATvT3

ATvT4

ATy TH

ZDOY—)LZ&HEH LT, Secure Device Connector (SDC) %41 L7z CDO 735 F /34 A~D K
HETANLET, TRAARF U R—TFT 4 7RI LTEGE, £ 4 R —T 1 > 7 O
\Z CDO BT /A AZEETE D0 E I &l 256815, Z0RE7 A NT 52 ENT
=FT,

CDO A ==a—0b[Y—JLEH—EX (Tools& Services) |>[EF 7% 432 (SecureConnectors) ]iZ
BE#ILES,
SDC Z#ER L £,
FRO[NTZ TN a—T 47 (Troubleshooting) ]34 > T, [T /34 AD#KE (Device Connectivity) ]
Vv LET,
NIV a—T 4V TERIFERLED ELTNDET AL ADOFENRIPT KL AE72IZFQDN & AR — K
B NI L, [FHT (Go) 1227 V27 LET, CDOITKRDOIREE FEITLET,
a) [DNSfi#{& (DNSResolution) ]: 1P 7 KL 2DV IZFQDN ZF5ET 5D &, SDC S R A A 4 ik
TE,.IPT7T FLAZEGTE L2 L&A L £7,
b) [#c7 A b (Connection Test) |: 7 /34 ANEEFRETHH Z L AR L E T,
¢) [TLSH7R— 1 (TLSsupport) ]: T /34 A& SDC D 5N YR — h325 TLS N— 3 > L5 &2 M
LET,
o [PAR— F ZRTWRWEFSE (Unsupported Cipher) ]: 7734 A & SDC Ol 5 THAR— I T
5 TLS /X— g U B WA, CDO 1L, SDC Tid72< T3 A THR— FEN TV 5D TLS /13—
Ta vl oONnWTHET A NLET,

d) SSLiFHHE : FI 7Ny a—T 4 7 Tk, aEAEHRS RIS ET,

FNRAADF VR —T 4 T ETNLT N A~OFEGEORIENRTE L2 W5 1%, Defense Orchestrator 3
A— FFETBHWEDELZEV,

SDC & DA TR £ - (TEEA 4 Ly

ZORv 7 aryTHATAE YU 2a— 3 0E, A7 L 2 AD Secure Device Connector  (SDC)
OB BEHEINET,

SEIK : SDC & DOWrkt ) Ze i & 7o 138w 72\,

ZW . CORBEIX. T4 A ZEENIFIEV o IEV (80%LL ) DBAITIRET DL RREM N D Y
i‘j‘o

KOFNEZEFATL T, T4 AV FEOBARI AR LT,

1. Secure Device Connector (SDC) VM D =Y — /L& B & £,
2. a2—¥—FcdoTrZ A LET,

3 MIEIm A URHIAERR LIe SR T — RE AT LET,
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B soc commnnmmErEmEsL L

4 ETF. dE -hEANLTEETF ARV ERET = v/ L, BETF A AIERARN L&
MR L £,

DockerliZ K> TT 4 AV RENHE SN L 2HERTEXET, BHEOT 4 AV HHE
2XHNA MR THD ETFRINET,

5. Docker 7 AN —DT 4 A7 fEHEZRRT HITIE
sudo du -h /var/lib/docker | sort -h ZFE{TL 7,
Docker 7 A NWH—DT 4 AV EEMHER T ET,

FIE

Docker 7 # /VH —DF 4 A7 HEHAEMIIEN S IZVDOB-E1L. dockerFRET 7 A /L TIRD L 5
ICEFRLET,

e Max-size : BIED 7 7 A VBRI A XELEZDH, nrn—7—3 g 20l LET,
e Max-file : FIRIZEL=H, a—TFT—>arEn-£ahu /7 77 A VZHIBRLET,

ROFNEZEITLET,
1. sudo vi /etc/docker/daemon.json #EITL L7,
2. WOTE7 7 ANMTHEALET,
{
"log-driver": "json-file",
"log-opts": {"max-size": "100m", "max-file": "5" }
}
3 EscF—ZIML TG twq! EATL, BEEZEZIAALTT 7 A VEHLET,

N

((¥) sudo cat /etc/docker/daemon.json ZFITL T, 77 A MIMX LN EE AR T
TET,

4. sudo systemctl restart docker % 31T L T docker 7 7 A /L Z FFALE) L £,

BENEHIND E TIN50 Y £9, sudo du -h /var/lib/docker
| sort -h #EFTL . docker 7 # VEZ—DEFHEINT-T 4 A7 HHEEZF R LET,

5. df ~h #FEITL T, BEXT A AT A XBREMLTZZ L 2R LET,

6. SDC D AT —H A% [B|ZFEARHE (Unreachable) 175 [7 27 7 47 (Active) | ICAE T Dl
12, CDO 5 [h—E A (Services) | “X—T D [EF =T 2317 ¥ (Secure Connectors) |
ZTWCRBEIL, [77 a3y (Actions) ] A ==—05 [ DO E R (Request Reconnect) |
BV I THMENDYD T,
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Secure Device Connector [ & %52 500 THHERE DS : cisco-sa-20190215-runc .

Secure Device Connector [ZCEEX% 5 X2 50 THIFHERIEOM M
cisco-sa-20190215-runc

Cisco Product Security Incident Response Team (PSIRT) %, Docker D' E 77 ¢ (EHKE) OF
WIESSPEIZ DWW TR 5% 2 U 7 4 7 R/31 U cisco-sa-20190215-runc # ABH L £ L7z,
Maga itk D FE 2RI OV T, PSIRT F— A D7 KA B K% BFHAL 12 &0,

ZOMEFEMEIL. T T O CDO 2 —H—|TEE L F 4,

*«CDO ® 7 7 v REBH X7~ Secure Device Connector (SDC) ZfifH L T\ A BERIL., &
HEFINED CDOEHT — LI Lo TTTIZFEITINTWDTO, ML T4 IHY 8
oo

e AU T LI ZATEBENT- SDC i L T\ A BRI, D Docker X— 3 v A
HT2E9CSDCHEANET v T VL—RTAUERHYET, Ty 7T L —FT5BIC
X, ROFIEEZFEHL 9,

« CDO fEH#ED SDC AR A FOFEH (5 =2—)
e WAHXLASDCHEAMETHFTH (63—)

NT L T yFRT (6°—Y)

CDOZE#@ SDC KRR FDEF
CDO A A—V %ML TSDC # B L-%HE1%. WOFIEEZFEHLET,

2Tw 1 SSH 7213 A =" HFa V) — L2 LT SDC A2 MO LE7,
ATFvT2 kOa~vr REFETLT, Docker '—EADNR—2 g 2R LET,

docker version

ATV T3 EHORIE~T Y (VM) OWTNNEFEITL TWAEE, RO X I R hnErREnE1,

> docker version
Client:
Version: 18.06.1-ce
API version: 1.38
Go version: gol.10.3
Git commit: e68fc7a
Built: Tue Aug 21 17:23:03 2018
0S/Arch: linux/amdé64
Experimental: false

CITHWA=T g URFERINDAEMENH Y 9,
ATy Td koOa<w REFETLT Docker ZEH L, Y—r2Z2HEEBHLET,

> sudo yum update docker-ce
> sudo service docker restart

GXx) Docker %—E A DEILEI T, CDO & T /34 A OGN ERFREL L E9,
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B »=x5Lschzr2EHT S

ATy TH

ATvT6

docker version 2~ REHEEITLET, WOEINEREINFET,

> docker version

: 18.09.2

API version: 1.39

Go version: gol.10.6

Git commit: 6247962

: Sun Feb XX 04:13:27 2019

: linux/amde64

Experimental: false

INTIEMENE Lc, 2Ny FREH SN/ \— 2 O Docker IZ7 v 77 L— RIivk L7z,

NRAZLSDCRR FEEFHT D

ME D SDC A A b ZAFR L TWDEE1E, Docker DA A h—/ /L HIEIZ AW IZHEET FIAIC
e MEERH Y F7, CentOS, yum, Docker-ce (I ==7 (k) Z#HEH LA, Aiiko
FIETEANEL £

Docker-ee (=2 & —7"F A XhR) ZA A M=)V LTeE, 213005152 L T Docker
A A M=V LT=5ATEL, Docker DIETENN—2 g URRRDGENHY £3, ELWVA A
h—"— 3 0%, Docker D~X—73 (Docker Security Update and Container Security Best
Practices) THERTE £7,

NTES9xT

YAATIE, ZOMEIIMEE G S & FHE L, BIMERSFIA RIS D IRE. T RAA Y &
BHLET, 7 RSP UNRKE~—7 SNeb, IROBEET S Cisco /N7 22 L CTHEM
EMERTE X,

CSCv033929-CVE-2019-5736 : runC 2> 7 F D7 L—27 7T 7 b

Cisco Defense Orchestrator D S5 TV a—FT 4 25

OJAVORBDO S TN a—T409

ELLHEWCDO ) —2avIiZiB->TadA4 v LTWAESD, OJA4 VIZkBET 3

Y72 CDO U —Vaiin /A4 LTS 2 EaERL T IEEN,
https://sign-on.security.cisco.com |22 7 A »§ 5L T 7 AT HY —Va VEBRTEET,
[CDO] ¥ A V% 7 U w7 L T defenseorchestrator.com (27 7 & A9 %7y, [CDO (EU) %7V v
2 LT defenseorchestrator.eu (27 7 B A L £ 7,

BITROOJTA VEBDO NS TN a—Ta1 0T

A—H—ZFIF/INRT—FEAELL W=, CDO~NDOT A UIZKKT B
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FoeRETRED LS5 TN a—F125 [}

fRRE CDOICR /A LEHELT, ELN—F AL AARAT—REHEHLTNHDIZHD
POLTE A ACKRET 25E. EE (RS2 —ReERT5E] #R L THLERR/SA
U — R&[EE TE WA E, # LU Cisco Security Cloud Sign On 74 7 >k /BT 2w
TA v ERATZAREMEN S W 97, H Cisco Security Cloud Sign On 74 7 > ks OAERL & Duo
LHEFFRAEDOFRTE D FNAITHE - T, H L1 Cisco Security Cloud SignOn 7 4 7 > MIH A 7T v
TITHNERDY T,

Cisco Security Cloud Sign On #'v & 2 /h— RAD RS A VIEHT 5A. CDO % T4
[

f@gikix CDO 7 kL3 #7252 —4—4 T Cisco Security Cloud Sign On 7 % 7 >k ZERL
LCWAHRBEMEN H Y £9°, CDO & Cisco Secure Sign-On O] T —H —I1F R IEH#ENT 51
IZ. Cisco Technical Assistance Center (TAC) (2 L T 7ZE0,

RELEITvIT—V&ERALEOT A VIZKEKT B

@Rk 77U SRR W T vy =T AL Tr A LEH LT Db L
NnNE®¥hi, 7 v 27 ~—2 M https://cdo.onelogin.com Z 5 L TW S ATHEMENR H W £,

fi#iks% https://sign-on.security.cisco.com |22 7 A > L E T,

« f#iRi% Cisco Secure Sign-On 7 4 7 > b & F72/ER L T RWERIL, 7 7> b &1ERK
L/iﬁ‘o

cfERE T LWT B U NEERR L7=5A& 1L, Cisco Defense Orchestrator (CK[E]) . Cisco
Defense Orchestrator (EU) . % 721 Cisco Defense Orchestrator (APJC) IZX[Ind A% v =
RAR—=ROCDOFANEZY v T LET,

« f#3R3% https://sign-on.security.cisco.com Zf§ T LI T v I/~ —T EHHF L ET,

TORREEHED FSTILa—TF 429
T4V H—T Y FRERT—8 RDMRR

ATy Tl FEF—2 a0 R_—T, [T/ AL P —E A (Devices & Services) ] %7 U v 7 LET,

RTFVT2 [THRAR T 57D w7 LET,

ATV T3 WURTNARZATDETHT Y v 7 LET,

ATy T8 [HLWT 4> H—T7V v &M (New Fingerprint Detected) | A7 — 4% ADT /A A& RN L F7,

ATy TS5 [HLWEEDHE SvE L7z (New Fingerprint Detected) ] XA > T[7 4 V' H—7U v F OER (Review
Fingerprint) | %27V v 7 LE 7,

RTVT6 740 =TV bR L THFATHL I RDLNTEL, UFOFIEEFETLET,
1 [Z4vH—=7YV +OX Y m—FK (Download Fingerprint) ] %2 U v 27 L CHER L £7,

2. T4 A=V MCRMENRTIUE[FFAT (Accept) 1227 Y v 7 LET, MENHLIEAE. [Fv
& (Cancel) |27 U v 7 LET,
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. Security and Analytics Logging f N> FEFFERA L=y b T—VBBD LS TNV a—FT a5

ATV T HiLno 4o =7V NOMBEEMR Licth, 73 ADOHHEIREEN [ 7 A~ (Online) ] &ERE
. HERA T — 2 A0 TIERIMA (Not Synced) | F721x HiAHHE (Conflict Detected) | & FnRIbH
ARV 9, FEROBA Of#R (Resolve Configuration Conflicts) ] Z iR L. CDO & 7 /34 A DORERL
DAERAEMR L CTHRILET, RIEDH G OMER

SecurityandAnalyticsLoggingf N> FZEFA LRy FIO)—VBED S TN a—T 4
>y
I, ARV R Ea—TEFEHL TRy NY—VOMBEIZ N T TNV a—T 0 VT EFETT
BT DERMIRT L— b T — 2 T,
ZOYFIUATIE, Ry U= EAF =R, 2—F—0BFXy NT—7 LDV Y —RITT Y
BATERNWE NI REEZZITRoT-EBELTWET, MEEZOHFHEREL TN D 22—
P—IZEDSNT, Rry NU—JHEHAT—LIE, EOT77 AT U4 —Rn2—HF—I2LDH V—
ANDT 72 A EHIE L TWD R L ThET,

\}

(B ZOVvFIVATE, Xy "I—I "I T7 4 v VBT D7 74T VA~V FDMIC LD
BT NAATHDZ & HAELTUWET, Security Analytics and Logging I, D7 /31 2 % A
Thbr ZiFRERE L EE A,

ATy T FEF—va v RUT[HH (Analytics) [ >[4 X2 FAF S (Event Logging) | ZiEIR L £,

ATwv 72 [JERE (Historic) ] ¥ 7 %7V v 7 LET,

AT w73 [HFE&H (TimeRange) WZ LD A XV b7 4 VA EZRRMG L E T, T 744 b Tlid, [JBEE (Historical) ]
27T E 1RO A X "R FIRINE T, TNDBIE LWIFRIFH CH 25513, BIED B & R4
Z [T (Bnd) 1HEZE LTAALET, EANE LWERREHE TRWESIT, SE S MEoR— 4
SRR & & TR A A L E T,

ATw T4 [P —ID (SensorID) 17 4 —/V RIZ, 22—V —DT 7B RAZHHL TNBEEZXOND T 7AT V4 —
NDIPT RVRAZANNLET, 7747 U4 — DN EEOFEEND D561, A A—TCEE ED~
THEERALTAR b7 A VAP LET, 2200 R Z/ER L, TN HE2ORAT— bk A hThHE

A& LE9, #: sensorIp:192.168.10.2 OR SensorID:192.168.20.2,
ATFYTE AR T4 NHNR—=D [V —AIP (SourceIP) | 7 4 —/V RiIZa2—H—DIP T KL AEZ AN LET,

ATYT6 =P =R Y —RIT IV EATERWGEEIE, £OU Y —ADIP T KL A% [5E5IP (Destination IP) ]
T 4=V RIZASLET,

RAT9TT BRICFEREINDIAR MEREAL, TOMARGELE T, LFTOFEMICERL T ZEW,
« AC_RuleAction - /L—/L23 N H—S e L ZICEfTENTT 7 ay GFrL BE, 7av )
« FirewallPolicy - £ X & U H— LI V— A BFET HRY v—,

s FirewallRule- 1 x> & b U H— L7z —/ L D4R, HN Default Action D5, A X2 a2 MY H—
L7=DWER) —DFT 74NV T 7 arTHY, R —HNDL—1D 1 D>TIEHY TR A,
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SSLIEERHEOMED F5TLva—F125 [

«UserName- A/ = =—XDIP 7 RLAIZE#ESITT biiz2—H— A= 2—HX P 7 RL ATV —
ZIP7 FL A LR LTT,

ARTYT8 NW—NDT a7 I7vAET vy 7 LTWDHEAIL, [FirewallRule] 7 1 —/L K & [FirewallPolicy]
T4 =V REMGEELT, 72782270y 27 LTNLRY —0OL—VERELET,

SSLIESfEZEDMBED FS TN a—T4 27

BEEBENT IV TIIHEET H07 T TIEHEAEL L Web H 1 FDAREE (SSLFET-ITFR
HRE=2Y)

A=K 7V BLORZEOMDOT A AHO—HOT 7V r—3 2 > Tlik [SSL (F 7213585
R) B=r7) EMERLS FEMEN SN ET, SSLE =7 FETIE, mdY——itHH
DNy a7 IV r—va ARONTICHEOIAENET, ZORER, 77V r—rarn
PB4 STz REH] # % Firepower Threat Defense 7 /34 AN B THLD & /v ¥ 2 FRREIZRIL
L. #enrahEd,

WebW A FOT7 7V r—a b EERLTCEOYA MCEHT LR TERNTHL b5
T Web7 7 UV AT 2561, BRIy 7 ) r—ra v 2R LT A X |
DT TP THHFETED LV OB ERIERTT, 72 & 21X, Facebook D i0S F 72 1% Android
TV r—va MR T 5 LI RI L £33, Safari & 721X Chrome T
https://www.facebook.com Z+57E T 2 & keI L £,

SSL = I P E KB ERT A 7-DIER ENS -0, FEERIIH A, KD
WITNOORINEAZFEHT2LERH Y £,

HMORT
YA FNT T TP TITHERET D2DICR LT NA A LT 7Y r—3 3 o TIIERE LARWEES
I, IFIEEICSSLE =0 72k bDEEZONET, 7L, FELSARDILERS L
ABlX. 79 UHDOT A MIMA T, #iA X FE2EALTSSL =0 7 a2t £,
TV = alE, RO 2 DODFIET/ Y ¥ 2 FRGED KRBUZKHLT 255038 0 77,
« I N—TF1DOT 7V —3 a3 (Facebook 72 &) X, — 35 SH, CERT., SHD # v
Yt — A ZITE A & T IZSSLALERT A v — V% %E LET, 75— ML, @i, SSL
v’ =27 %757 [UnknownCA (48)] 77— T3, 77— K A vE—TDHK%IZTCP U
Ty MREFEINET, 4N FOFEMER TRO L 2 RIERS o ET,
*SSL 7m— 77 JIZIX ALERT SEEN & ENET,

*SSL Zwu— 77 ZIZ{L APP DATA C2S F7zi¥ APP DATA S2C IEHFENFEHA,

*SSL 7m— RAwk—Uk, %, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER_KEY EXCHANGE, SERVER HELLO DONE T,

« IN—T2DT 7Y /r— a3 (Dropbox 72 E) 1X7 7— b EEEFLERA, KDV,
N RV A INETTEETHES>TOLTCP Yy hERELET, 40 hTKRD
LB R BN E T,
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B srzons s xmorsIL -5y

* SSL 7®m— 777X ALERT SEEN, APP DATA C2S F72lX APP DATA S2C IFEFENEHA,

*SSL 7H— Aw¥—UlX, %, CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE, CLIENT KEY EXCHANGE,
CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED, SERVER CHANGE CIPHER SPEC,
SERVER_FINISHED T,

BITROOJAVERBO NS TV a—T4200

A—H—ZFIF/INRT—FEAELLHEWN=8H, CDO~NDAT A UIZKKT B

iRk CDOICR A LESELT, ELWa—H—ALRXRT—REMHEHLTHDITHH,
DL r s KT 2. £0E (R — REERESEE] 2R L THLELR/ X
U — R&[EE TERWIEAIL, # L\ Cisco Security Cloud Sign On 7 41 7 > b #{EpkE 9 I1c 1
TA v ERABT-AReMEN S W 77, Fl Cisco Security Cloud Sign On 7 % 7 o ks OAERK & Duo
L BHFERAEDO R E D FMEIZHE > T, #H L1 Cisco Security Cloud SignOn 7 5 7 & MW A T v
TTHUENDY £,

Cisco Security Cloud Sign On &' & 2 R— KAD B A VIEEIT 5. CDO #EETEH
LY

f@gikix CDO 7o b L1372 % 2 —4—4 T Cisco Security Cloud Sign On 7 % 7 >k ZERL
LCWARIBEMEN H Y £9°, CDO & Cisco Secure Sign-On D] T —H —I1FHR &R HET 51
IZ. Cisco Technical Assistance Center (TAC) (2 L T 7ZE0,

RELEITvIR—DZERALEOT A VIZKEKT B

Ry 77UV FS NI WT v v —J B L TrZ A LIS E LTV ENL L
NERA, 727 ~—7 ) https://cdo.onelogin.com &5 L TWBA[REMER H Y £,

fi@iRi% https://sign-on.security.cisco.com |22 7 A > L E T,

o fi#iRki% Cisco Secure Sign-On 7 4 7 > F &2 /B L T RWIGAIL, 77 > h &Rk
L7,

cfBRE LW U b EEM LTZE AL, Cisco Defense Orchestrator CK[E) . Cisco
Defense Orchestrator (EU) . % 7=1% Cisco Defense Orchestrator (APJC) ZX[ g A& v =
R—=FDOCDO XA NET Y v LET,

« f@R3% https://sign-on.security.cisco.com 5T KO T v I/ ~v—27 ZHH L ET,

ATz DS TN a—TFTa5

EEAD

-~

v

7 FDOREREDAER

HEA T Vo7 NaE R, RUTAA A LICH D, ARNTRRDPMEERACTH D2 5L LD
FT7V= FTE, B, BEELEAT V=2 MIRRo TR S, RCEMZRZL, &F
JERRY V—IZLoTHEHESNET, EEAT V=7 FOBEEZRR L7-%. CDO X, 7%
SNIAT V=7 MITHT D, BEEZTLT_XTOA T V=7 " SREFEHRLET
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| F3o0va—F104
sEArIv s romEn: ]

HEA T V=7 FOREZ RS DU TOFIEEZFETLET,

ATYF1 EMOCDO e —2 g =T, [A7 V=2 b (Objects) 1227 Vw7 LT, A7y ara@RLE
TO
ATY T2 RIZ, AT V=7 "7 4 VAU LT, BEETIA TV FORMEE ROTET,

ATV T3 FEEOTNS 1 OEBIRLET, A7 V=7 FOFEMARIIC, 4T HEEOK A RT [HEE
(DUPLICATE) ] 7 4 —/V RBRFEREINET,
[gy DUPLICATE & Resolve | lgnore

ATy T4 [fEk (Resolve) 127V v/ LEJ, CDO X, EEA T V=7 MW TED L HICFRLET,
ATYTE T AF T a2 IR L FE T,
ATYT6 LLTOFT>arnbvE4.

ATVl NO1OEJNOAT V2 MIEZSEZ DGA1F, RFFT2547 Y227 FTHER (Pick) ]
7V w7 L., [k (Resolve) |7 Vw7 LTHEBEZITLT AL ARy NU—I R —% ik
AL, BHEICHEN 2T UL (R (Confirm) 1227V v 7 LET, CDOE, &RLI-AT =7 b
WCEEHLX CREFL, EEAHIBRLET,

cVAMZHDAT V=7 bERERT 253 [ (gnore) 1227 ) v 7 LET, A7 V=7 el
WD L, CDOMNERTLEMEA TV 27 O U R ML LHIBRSIVET,

ATVl VBT LOO, BEAT V27 FOMZETCDO ICER L TUELL WA, [T
ANTCHELR (Ignore All) 127 Vw7 LET,

ATy Tl BEAT V=7 FOMBEPRRLIZO, Tl EEA25T L a— L CRT 22, FlL T b
DT 2 —EITREI L £,

KERA TPV FOBEDRFR

KERAT = NAT, TS ZERICFET D500, BlOFTo=s b, TI/EAY R
b NAT L= Lo TEREATWRNA TV =7 FTT,

REEIER -
e FNRA ALY —EZDY XA MDD T AR— |k
* CDO ~DT /3 A A —FEH-PE
REAA T FOREEDORR
ATy 1 EMoOCDO e —2 g 3—T, [A7 V=2 b (Objects) 1227 Vw7 LT, A7 v arz@RLE
7,

AFvT2 R, ATV "2 T4V ZNR LT, KMERA TV =7 SOMEE RO £,
ATy T3 1O EEORFEHOA TV =7 FERIRLE T,
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rFSILYa—F108 |
B cerro0:0 ro—EaR

ATV T4 UTOFT>arRnZbEd.
BET 4 KU TIHIEE (Remove) (8% 27 U w7 LT, REHDAT V=7 F% CDO 7HHIBEL £
7,

o [RE (ssues) 1931 > C. [HER (gnore) 1 Z27V v 27 LET, 707 FEERT S L. CDOIZ
REAOAT =7 bOFERICFDOAT V=27 FeFERm Ll 20 ET,

ATY TS KRMEHAOAT V=7 FEHIBRLIZESIE, ToEEE25 T ST RTOT A, ADRELEDT L E 2 —
CIEBAD, FHEL T DEROLET 2 IR L £,

) REMOA TV =2 FORMEE —FETHRRS 2123, 147 V=7 FoOEzZ —EITHRT 5 )
ZZLTIEEN,

KEAA T bO—FEHIRR

ATvF1 o CDO el —2a v N—T, [F7 Y =7k (Objects) | %27 Vv 7 LT, 7 va  H&RLE
—g—O

ATYT2 R, ATV=7 "aT7 4 MVFRB LT, REMAT V=2 FolBEEROTET,
ATV T3 HIRTHOREROL 7 V27 NEEIRLET,

e R=TU DT RTOAT V=7 PEBIRT AT, A7 V27 b T =T~y X —{TIZHDF = v
IR AT Y7 LET,

ATV NT=TNTREHOF 7V =7 FEEBNTERIRL £,

AT T4 HMO [T 23 (Actions) 131 > T [HIFR (Remove) 8% 7 U > 7 LT, CDO TR L7z RKEHD
FT7V 2l NeT_XTHIBRLET, 9EOAT7 Y= s FERFHCHIBRTX £,

ATYTS [OK]Z27 Vv 7 LT, RMEAOFTT7 V=2 FahlbRT 52 & 2R LET,
ATYvT6 ZNODOERDREMIZIE, DED2 SOHENRHY £7,

ATOTEEZE TSV Ea2—LTEMT 2, L T OEEOLE 2 IR L E7,

VA VRY P YR VEBE | BEORBEZI T ARBELET, EEORBLZT LT
TOF A AZRR L, [EE (Management) ] -51 > T [T TREH (Deploy All) ]2 %27V v 2 L
FI, BEEGIHA, WURT 7 a v EFEITLET,

REEATOTH FOMEERAT S

FEEAF TV =7 b B INCONSISTENT @3 Resolve | lgnore L3 2 SPL DT /A
A RIZH D, ARNEFE CTEMEIZ R 547 V=7 N T, 22— —REBR 58O T, [F
CARIENRDOLT V27 NEERT 22 ERHVET, ZNHDOAT V=7 FOERREHO
PRI DIV THAIZ R R DEIZR) , REENETET,
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FSINSa—TF a4y

FEaAIvry romEEREATS |

FAREEA TV NOMEE —ETHRT DI, [TV FORBEE IR
L] #BRLTIEIY,
FEAEAT V27 ML TROZ EEZFETTEET,

o [fE4GL (Ignore) ]1: CDOE, A7 Y= MEOARESEBBE L, TNOLOMERFELET,
ZOFTV =7 NI ABEED T AVICEKRINBRL R0 ET,

o [¥— (Merge) ]:CDOE, BIREINTWAITRCOAT V=7 FEZFDOEE 1 OOF
TVl NIA—TITREE LET,

« [4HiTDZEH (Rename) ]: CDO C, REAGA T V=7 bO—DOD4EZEHL L, HL
AiEfTHZEMTEET,

[ FEERY VT F TVl FOF— =T A R~DZHL (Convert Shared Network Objects
to Overrides) ]: CDO T, REGOHHILEAT V=7 b (A—"—F A ROFEII)
POELT) | A== TF A ROHLIHE—DIFEAT V7 MIFHEETEET, NEAST
Tl PO RNRT 7 A MEDB, LIRS NDA T2 FOT 7 40 bk
LTRHESNET,

\}

G H@EoT 74V MERNBEESHDIHRIT, TDOIHLO—ONT 7
IMRELTEIRENET, BOVOT 74V MEEF—NR—F A |
fElX., TDOA T2l "OF—NR"—F7 4 RELTREINET,

AR Y hT—7 T N—T DOBIMOME~DZEH (Convert Shared Network Group to Additional

Values) ]: CDO C, REEOHLIEEX Y NT—I T V—T"% BIMOMEOH 5 HE—0
WHEXY N =7 I N—TITHEETEET, ZOWRBOERET, [EHMIN LI EER Y
NT—=2 T N—7Z, ACEEFODRS L1 20EEFT V=7 MRULETHD) &
WO HLDTT, ZOREZET LT XTOT 74 /L MERT 7 4 /L MEIZARY | 70D D
FTV =l ME, BRI NDIR Y =2 7 A—TOBEMOfEE LTEDETHR
7,

lel 2E AEEOHDL2O0ERY NI TN—TRbHDHELET, 1 DHDOIRY
NU—2 7 /—7" [shared network group| 1. [lobject 1) (192.0.2.x) & Tlobject 2]
(192.0.2.y) TEEINLTWET, £/, BIMOME lobject 31 (192.0.2.2) HEEIL T
9, 22HDOXR Y hU—2 7))L —7 Tshared network group] 1%, [lobject 1] (192.0.2.x)
LBEMOfE Tobject 4] (192.02b) THEMEINET, ARy NT—2 JV—T%BINO
EICEH T2 L. LB EID 7 V—7" [shared network group| (Zi%, 7 7 4/ ME
& LT lobject 1) (192.02x) & Tobject 2] (192.02.y) &£, BIMOEE LT
lobject 3] (192.0.2.a) & Tlobject 4] (192.02b) BEFENET,

\}

GE) HLWky NI—2F7 V=7 FefEkT 5 &, CDOIL. Dl
ZE CAROBMAFEDIER Yy N =0 F TV haDF—r3—
FARELTHBZEV L TET, Zud, HLOT S 2R
CDOIZA LV AR—RESNDHLGEICHHYTUEED £,

FSINYa—TFaT .



rFSILYa—F108 |

B rzero0:0 romEsrRs s

ATy T

ATy T2
ATvT3

ATvT4
ATy T5

HENERID 2 CTiE, ROFEDTWHIZIN TV LG HEITORIELET,
HLWRY NT—=I AT V= FRT AL AZED B TOENLLERDHY 7,

2. T U MTE, BCARTEZATOIEFT 27 MR 1 DTETFEETD2HERH Y F
—g—O

3 HEAT V=T MU, TTIEA—A=F4 RREFENTWDILENRDHY 7,

REEAT7 V=7 FOREEZMRT 21213, ROFIRZFATLET,

MO CDO F S — a2 N—T, (7Y =2 b (Objects) %7 U7 LT, A7 arZ@RIRLE
ﬁ—o

W, AT V=27 b7 4 VFRBL T, REEAT7 V=7 FORMBEE ROT £,

FEEFT 2l NEBBRLET, A7 V=7 FOFEHIARMZT, ST DA77 NOBERT [
A (INCONSISTENT) | 7 4 —/L R FRENET,

L
[tk (Resolve) 127 U v 7 LET, CDO L, REGAT U=y MEHETEDLXIICHERLET,
UToOAT>arneb 7,

o [T RTEHR (IgnoreAll) ]:

1. RSN A7V =7 hEREL, WTho47 Y7 FCIEE (gnore) 1227 Y v 7 LE
T i, IRXRTOF TV =7 BT L7201, [TNTER (gnore All) 1227V v L
EJeaN

2. [OK]%27 Uy 7 LCHRLET,

[ATPxH bEIT—ILTHER (Resolve by merging objects) ] :
1. [X20OF 7Yy he~w—T L TR (Resolve by Merging X Objects) [ %7 U v 7 LET,
2. [#EFd (Confirm) 1% 27U v 7 LET,

« [BEIDZEE (Rename) ] :

1. [£&AiDOZAEH (Rename) | %7 VU v 7 LET,

2. BUTHRy PU—I R v—BLOT A A~OLEELRAL, [ (Confirm) 15227 Y v 7
Liﬁ‘o

o [F—/"—=5 4 EADZEH: (Convert toOverrides) | (% (D%é tHA Ty FDGE)  iE
FTV 2 Ned— =T A REET HEAE, B S2 T, [REAEDH HME (Inconsistent
Values) 1 7 4 —/V KDOT 7 5/ MEDOHZRREREINET,

1. [A—"—=F 4 F~DZH: (Convertto Overrides) |27 Vv 7 LET, T XTOREEF T
NI, A—"—=TF A REFOR—OIEFEAT V=7 MNIEBINET,
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| F3o0va—F40y
+Ivzy romEe—EimrTs [

2. [#EFR (Confirm) 127V v 7 LET, [HAEF 7Y =7 bOEE (EditSharedObject) 1227 U v 7
THE, HLLKERINTEA TV FOFEMPERINET, EmERATE TR & RETZ M
LT, 774N Med—n"—=F4 FOMTHEBET 52N TEET,

c[BEMDE~DZEH: (Convert to Additional Values) | (FBEDHZ 1Y hT—0 5 IL—TDIHFE)

1. [BMMOE~DZHR (Convert to Additional Values) 1% 7 U v 7 LET, T _XTCOREELT V=V
NI, BNMOEEFFOH—OEF T V=7 MIEBINET,

2. BHETHXRY FI—I R —BLOT A A~DEFELRAF L, [#ERZ (Confirm) 1 %227 VU v 7
LET,

ATV T6 RESGEMRLIZS, [ToERELT L a— L TRT 25, FEL TOHOEBOEE L —EITR
AL ET,

7019 bOREE—EIZBRRT S

KIERA TP =7 FOMBEOMER, BEAT Y =7 FOMBEORR, RESF TV =7 FOR
2R+ 25 (123—2) OMBEOHLLIA TV =7 FERIRTHHED 1 2%, FhbirE
WEHZLTT, A7 V=7 MIBEBEOMERH HEGTH, HEOA T V=7 FEEBIRLT
W|ATEET, LT, AT V=7 MT—EHEDN R, SHICKREROSLE, —EICERT
EHMEEHX A 71X 1 T T,

| B

BE HTATV Y= MRBIOMBEY A FICBEMT On G a b, BT LEERT 7 a iE £
DOIRHER LI OB L E T, e xid, BEEL TWEEDIZAT V=7 M ER
L. BCTEDOAT V=7 "R EELE L TYy—Y INTHE, TOFT V=7 NeBEHEAT
V7 FELTEHLTH, MEGOA TV M LTERINDIDITTEHY A,

M Z — TG 21213, BLFOFIRICHE> TS IZ S0y,

RTvF1 DO CDO F e —a =T, [£7 V=7 bk (Objects) 1227V w7 LT, A7 ara&RLE
—g‘o

ATV T2 MBEKVALT-OIIL, A7V =7 bOREE 7 4 VAETE F7,
RT9T3 A7V NT—TNANT, BHTLIAT V=7 Naed _RTRIRLET, MBS T, MEY 728
AT R N— S ET,
Issues
th Duplicate

| Inconsistent
Unused

ATw T4 [ (Ignore) 1527 Vw7 LT, MBAXA T ZLICERLET, FMEE XA 7T L ICERT 2LENR
&)V)\i—g—o
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rFSILYa—F108 |
B =1 xommnre

ATV TS [OK] 227 Vw7 LT, ZN6DOF T V=) haBET52 L 2MBLET,

—

TN A DR

CDO TF v MIAVR—RENTET A ZA0FEREA R R TEXET, 2Oy ZiE, &
F I E RGN A BT 2 DICHRNLH E T, [ X2 MU R—=U D [#E#E] SIS, T3 A
DR ENF R SN E T,

TN, ZADEERERIEN T4 T4 ) OYA. T3 ADBNA 127> TN T, CDO I
P SN TWHZEAERLET, UTORICHEHEIN TV DL ZOMOIRAEL, ., &
FRBHTT AN, AZHENRE LG EIZRD 9, Z0RF, 20 LD 2ENLEIET
5 EERRLTWET, BHEEEDRRKE 2o TV D RIBENER D 2 /RerERH ) £4, i
FraR A b L, CDO X, BEHEETT AR, ETINOOREZ T XTHRETA L 91T

Ll
BE
V455

KdOFE,
TINA R DIEHIREE EZbNBREA fR{E
# 254 > (Online) FNRA ZADEFRN A>T |NA

T, CDO [ZHEfe STV E
j—o

A IV

TR ADBEFENYIIN TN D
. Xy U — 7R b
nTWET,

FRAAMNFTTFTA U ED
MEMRLET,

Insufficient licenses

TNA R T7 AR
N EHA,

FTA B ARED NT T )L
va—h (17 3—=2)

VT VIS T D

CDO M7 /34 R8T 5 7=
DIHHT B2 ——4 &%
AT — ROMBEDENEL
<HYFEHA,

eghion 7 A AEHRO T T
W a—T 47 (17—
)

New Certificate Detected

Z DT NA ADFEAENEE
SNFELE, XA ANRHED
BAEHEZFEHLTCWAE
By I T A ADERE
HEA LD E LA
BEMENRH Y 5,

FHEEAE ORI ~Z 7L
Ya—h (18 —)

FoR—=T T TT—

CDO WAV R—F 1 v T
TS AL O o T=A]
REMERH Y F7,

FrR—=TFT 4T T —D
TN a—k Q7%=)
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51t 2520 rs5I0va—+ I

FAEVRAFED STV a— bk

ATy T
ATvT2
ATFvT3

ATvT4

ATy TH

ATvT6

TINA ADERGAT — X AN [TA B ABRE L TWET (Insufficient License) | & RS
L%6A1E, LTOFIEEZFATLET,

e TFNRAANTA B AZEETAETCULIES L FHE9, W% . Cisco Smart Software
Manager 2387 LT A & 2 2% T 31 AT DIIERER-IA 000 £9

e TN ZADAT—HANEDLHLRWEAIE, CDO LY AT ML THhLHEETA
A FTBHZLETCDOR—HFNVEEH LT, T4 BV AP —R=LT A ZLDBDXR
MU — 2 BIEOREAERLET,

cHR—HNEFHFLTHTNAL ADAT — X ANEBINRANEASIE., WOFIEEZETLE
‘é‘o

Cisco Smart Software Manager 7> H#1T LW h—27 U &AL, a—LET, FEMcONTIE, A~v— K7
AU ADERICET A ET A2 ZELTZE 0,

CDO DF =g =T, [T/ A& P —E X (Devices & Services) | " X—Y %27 U v 7 LET,
[TNAR 2T EIY v LET,

YR T NAAFATOET ) w7 L, AT—HAN[TA B ANRRELTWET (Insufficient
License) | DT /NA A& IR L E T,

[T /34 2ADFEHM (Device Details) ]1XA4 T, [TA BV ARRELTWET (Insufficient License) ] 125
IREND[TA B ADEE (ManageLicenses) (%7 Vv 7 LET, [T4 B ADEE (Manage Licenses) |
U4y RUBRERRINET,

[7 7T 471t (Activate) 17 4 —/L R T, H LW b—27 &A1 T[T 31 2Dk (Register Device) ]
27 )y LET,

h—2 VIRTRA R WHIND &, BHRREN [42 7 A > (Online) JIZEDY £7,

BAPLEOTA NERO STV a—TF a9

ATy
ATy T2
ATvT3

ATy T4

ATy TH
ATvT6

Wohipm 7 A MEBRIZ L DT AA ZAOYIW 2 RRT 51213, ROFINEZETLET,

[f X MU R=VEHEET,
[TNA R 2T EHIY v LET,

WOV T R, AZATDOETHT ) v 7 L, AT —HX AN [Eah7en 74 1E#H (Invalid Credentials) ] @
TONA R IR ET,

[7 /3 ZD7EM (Device Details) | XA > C, [#2h72m 7 A 1f#H (Invalid Credentials) ]2z~ S 405
[kt (Reconnect] #7 U v 7 L'ET, CDO BNT /A A& OEBEFZRITLET,

7 ADH L0 Z—F £ SAT— RO A %KD B 6,
[%:47 (Continue) 1 %27 U v 7 L¥9,

FSINYa—TFaT .
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FSILLa—Fay |
B ssaszomzEorsIL -+

ZRFYTT FALABRF LT AR FHTEDRIEL 25726, [ALS (Close) 1527V v 7 LET,

RT9 T8 CDO BT /NA A~DOERICAS T WiE o Toa VA UEREHBEH L L9 L LIz, T35 A~OEERIC
CDO BT 52— —4 L RAT— ROMAH DR, T/ A L CTHELE SN AREERH D F
To THARE (A TA4 ) TER, AT —Z 2T AR SvE L7z (Conflict Detected) ] C
HDHZENDNY FT, MERROBA DR (Resolve Configuration Conflicts) ] Zf#H L T, CDO & T /34
A OWERL D ERA MR L TR L E T, BRIE DB G DR

HRGIAZEDMED STV a—

CDO TOIIEAZEDFEMA

CDO IZ, T/\A RZERT 5 & IEHEOF AT = v 7 LET, BEMIZIX, CDO IE
WD EHEERLET,

1L FARAALATTLS A= a3 LOLUBEFEHL TV,

2. TAARICE VIR SNDAEENHEIMIERANTHY | BOHEPBEOHMNTHD (T72
bbb, TTICAEDNI > TEY, RAICAMEEIND LAV a—/L ST |

3. FEMIEIL, SHA-256 AEETH S Z &, SHA-1FENHEEIZT AN EREA,
4. KOWTNDLDREET DL,

« TAAL ATHCEAGMAELMEA L, TOFEAFITERT SN2 —F—IC LV EHES
NI EFOFEAE LR L TH 5,

e TNA A, BHETEBAFGER (CA) BELA LI-ERAEAHEAL, Brsnizy—7
SERAENSEE CAWCY 27 LTWAIEHEF - — L 2K LTS,

bk, T UV LIRS CDO OIFHEOM AT,

s BOEAIFHAEOY S, CDO X, T/, ZADF U R—F 4 FE - ITFEHERRFIC, R
AU/ F v 7 BEHIILT, bz, TOMHENEKRL—Y— 2L TEEINT-
FEAEL R BT A2 TF v LET,

«CDOIZ. FFHECAZ Y R—FLTWERA, HFETIZ, N CAICL>TEL SN
FAEAEEZF = v 7T 5 HEITIH Y T A,

ASA T NA ADFAETF = v 7 %, TNA AT LTI THZENTEET, ASAD
&%%%amﬁfﬁf%&w%é\%@7A4x®£%%%zy7%ﬁﬁmﬁéﬁfya
VBN FET, TS ADHAET = v 7 DML ERLTHERE LTT AN, A5 A

AR—=FRT&RWEEE, T RACEHLTHEELZIP T FLABL R — FRIELL 72
WNERZERRE T2 W AIEEMER SV 77, FEHETF = v 7 27— VBT 5
B, FREY R — SN T DFEAEL R OT AN, AOFEHET = v 7 283 5 ik
IXH D FHA, FEASA T A ZAOFEAET = v 7 ZHT 2 5 EEH Y FHA,

FRA ZADFFHEF = v 7 2L TH, CDO X, 5l&#HE TLS ZH L TF /34 &
\ZHERE L £ 9728, BE ORESLIE ] SN AFEHEAHIEL E A, DFV ., 2y o7
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| F3o0va—F104
smanzonEn t5Irva—+ i

FREE T W CE EEAN. 777« 7 HHBER T, EHREEHE L CDO (I
BT o2 LICL - T, B a I SRR H Y £,

SERAEDREREDRE

WL OO TCDO BNT NA AEA U AR— RTERWEENRH Y £9, ULIZ TCDO cannot
connect to the device using the certificate presented| & \Y9 A vt —VNERRINHLAEIL, FEH]
FICHELRH Y T, ZOA v E—UNUNHIERRINBRWEEIE, RMENEOME (T A
AZBFETEX 2 ERIZZOMO Ry NU—27 =T —(ZR#H LTV D AREMER & < 72 97,

CDO D EDREAEAZIEG T A EHE 2 W+ 5121X, SDC AR b, FITEET A X (2E|
ETEDLHOARARNT, openssl 2~ RIA Y —VEMFHLET, kOa~vy REfHL
T, TARA R Lo THRRENFFHELZ R T 7 7 A LV EER L E T,

openssl s client -showcerts -connect <host>:<port> &> <filename>.txt

Zoa<wy RTE, MRy v a VBB SN D7D, BRHEIZ Cul+C F—%F L THKT
THYLENDY £,

ROE >N EELT7 7 A VPMER SN ET,

depth=2 C = US, O = GeoTrust Inc., CN = GeoTrust Global CA
verify return:1
depth=1 C = US, O = Google Inc, CN = Google Internet Authority G2
verify return:1
depth=0 C = US, ST = California, L = Mountain View, O = Google Inc, CN = *.google.com
verify return:1 CONNECTED (00000003)
Certificate chain
0 s:/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgIIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALIUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAGIDAJGSMAOGCSGGSIb3DQERBCWUAMEIXCZAJBGNVBAYTALVT
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJgA59gdba0/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
....lots of base64...
b8ravHNjkOR/ez41iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

Server certificate

subject=/C=US/ST=California/L=Mountain View/O=Google Inc/CN=*.google.com
issuer=/C=US/0=Google Inc/CN=Google Internet Authority G2

No client certificate CA names sent

Peer signing digest: SHASL12

Server Temp Key: ECDH, P-256, 256 bits
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SSL handshake has read 4575 bytes and written 434 bytes

New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES128-GCM-SHA256
Server public key is 2048 bit Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSvl1.2
Cipher : ECDHE-RSA-AES128-GCM-SHA256
Session-ID: 48F046F3360225D51BE3362B50CE4FE8DB6D6B80B871C2A6DD5461850C4CF5AB
Session-ID-ctx:
Master-Key:
9A9CCBAA4F5A25BI5C37EF7C6870F8C5DD3755A9A7BACCE4535190B793DEFF53F94203AB0A62FIF70B9099FBFERABIBG

Key-Arg : None

PSK identity: None

PSK identity hint: None

SRP username: None

TLS session ticket lifetime hint: 100800 (seconds)

TLS session ticket:

0000 - 7a eb 54 dd ac 48 7e 76-30 73 b2 97 95 40 5b de z.T..H~v0s...Q[.
0010 - £3 53 bf c8 41 36 66 3e-5b 35 a3 03 85 6f 7d Oc .S..AGf>[5...0}.
0020 - 4b a6 90 6f 95 e2 ec 03-31 5b 08 ca 65 6f 8f a6 K..o....1l[..eo..

0030 - 71 3d cl 53 bl 29 41 £fc-d3 cb 03 bc a4 a9 33 28 g=.S.)A....... 3(
0040 - £8 c8 6e Oa dc b3 el 63-0e 8f £2 63 e6 64 0a 36 ..n....c...c.d.6
0050 - 22 cb 00 3a 59 1d 8d b2-5c 21 be 02 52 28 45 9d "..:Y...\!..R(E.
0060 - 72 e3 84 23 b6 f0 e2 7c-8a a3 e8 00 2b fd 42 1d r..#...|....+.B.

0070 - 23 35 6d £7 7d 85 39 1lc-ad cd 49 fl1 fd dd 15 de #5m.}.9...I.....
0080 - £6 9c ff 5e 45 9c 7c eb-6b 85 78 b5 49 ea c4 45 ..."E.|.k.x.I..E
0090 - 6e 02 24 1b 45 fc 41 a2-87 dd 17 4a 04 36 e6 63 n.$.E.A....J.6.C
00a0 - 72 a4 ad
00ad4 - <SPACES/NULS> Start Time: 1476476711 Timeout : 300 (sec)

Verify return code: 0 (ok)

ZOHIITE, BN, BEEYAZ—2 (verifyreturn) 23— FAVRSN TV D& OITICER
LTL7ES W, FEAEICET HMENFET 256, 20U F—ra— NIBelBMiaiy,
T —OHHANRTERSINET,

COIAEIS—I—FOVRMZEREALT. —BMEGIS—CZDBEREZZHREL T
&Ly,

0X509_V_OK : #AEARII L E L7z,

2 X509 V_ERR_UNABLE TO GET ISSUER _CERT : {E#H C& 72V iEHEO I THFEHEN A
OMY EFHATLT,

3 X509 V_ERR_UNABLE TO GET CRL : ZEHi#E®D CRL R RL5730 £HATLI,

4X509 V_ERR_UNABLE TO DECRYPT CERT SIGNATURE : iFFHEDEL #1E 5 CT& 4
ATLT, Thiud, EBEOBLMER, MFHEE —B Lo Tldkl, HlTEhaloZ &
EEWLET, ZHUE, RSA F—IZOoWTOAEKREZHLET,

5X509 V_ERR _UNABLE TO DECRYPT CRL SIGNATURE : CRL DE4 #H 5T EHAT
Lz, ZAud, EBEOBAMEN, WL —H L2 oTiER, HRlTERro7cZ L2 R
BRLET, R,

6 X509 V_ERR_UNABLE_TO_ DECODE_ISSUER PUBLIC KEY : ZEH# SubjectPublicKeyInfo
DAF—ZHAINETFATLE,

B rsorva—F424



| F3o0va—F104

smanzonEn t5Irva—+ i

7X509 V_ERR_CERT SIGNATURE FAILURE : FEBHED B4 N EL T,

8 X509 V_ERR_CRL SIGNATURE FAILURE : fEPHEDE4 NEL T,

9 X509 V_ERR_CERT NOT _YET VALID : GEBiENELZATIEH D FH A (notBefore D H
FMRBIEREL L V% TT) , FEHIC OV TIE, Z0o%O THERY ¥—ra—F 9 GEFENR
EEANTIEHY FHA) | ZSRLTIIEIN,

10X509_V_ERR_CERT_HAS_EXPIRED : GEHIZED AR I TWE S (notAfter D A {73
BERFA L VAT CTT) , FEC VTR, Zo%o THERY ¥ —ra— K : 10 GEHEOHEL
HIRPENTHNET) | 2L TIZIV,

11 X509 V_ERR CRL NOT YET VALID : CRL N E7ZH2TIEH 0 £H A,
12 X509 V_ERR_CRL HAS EXPIRED : CRL ORI TV E T,

13 X509 V_ERR_ERROR IN CERT NOT BEFORE FIELD : FFRAE® notBefore 7 4 —/L KiC
W 72 R NG E LTV ET,

14X509 V_ERR_ERROR_IN_CERT NOT AFTER FIELD : ZEB] D notAfter 7 . — /L N2 %)
RRERADEENTOET,

15 X509_V_ERR_ERROR_IN_CRL_LAST UPDATE_FIELD : CRL O lastUpdate 77 4 —/b F|Z#E
RRFA D Z ENTOET,

16 X509_V_ERR_ERROR_IN_CRL_NEXT UPDATE_FIELD : CRL @ nextUpdate 7 -{ —/L- (T
BIRRFA D Z ENTOET,

17 X509 V_ERR_OUT OF MEM : A#EV ZEV Y TLH L LTI —0nELELE, Zh
IR L CRALZWVITToOMETT,

18 X509 V_ERR DEPTH ZERO SELF SIGNED CERT : J & 7-fEEITH L BLE A TH
D, FBECTEX2EHEOY XA MZEICFEHEN RO /A,

19 X509 V_ERR SELF SIGNED CERT IN CHAIN : {4 C& 72 iEAEZ M H L CEEHE
Fx—VEBETXELEN, b — R —B NV THEHOMD EHEATLE,

20X509 V_ERR UNABLE TO GET ISSUER CERT LOCALLY : B—H /LTl v 7T v 7 Eh
TREAEORITEEAEN RO FHATLE, Zhuk, 8%, FBETE 27EHEO D X b
DEETIERNZ LEZERLET,

21 X509 V_ERR_UNABLE_TO VERIFY LEAF SIGNATURE : F = — IZFEHEN 1 S LvE
EFNTELT, TNPHOABAFA TRV D, BATRFETE EHATLE, FFMIZONT
X, 2% Y F—ra— R 21 (RYOGEHELHIETE EEA) | 22RL T
SV BEHUCOVTIE, Zo®%O TERY ¥ —ra—F 21 (OIS RIETE ¥

A) 1 EBRLTIZEN,

22 X509 V_ERR_CERT _CHAIN_TOO_LONG : fEEHT = —> DRI N, 8E SN2 RKIEE
EHZTWET, KEM,

23 X509 V_ERR_CERT REVOKED : iEHEN KL TV ET,

24 X509 V_ERR INVALID CA : CA fEBAENEZYTT, CA TiZZeWh, ZOIREMEY, 72
eI BN E —F L TOER A,
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25X509 V_ERR PATH LENGTH EXCEEDED : basicConstraints @ pathlength /X7 A — ¥ %8 %
TWET,

26 X509 V_ERR_INVALID PURPOSE : ##fit S 7-REEL | EESN- BT 4
/L/o

27 X509 V_ERR_CERT UNTRUSTED : /b— ks CA 2, fEESNTHMIZEHL TEHTE S D
DELTY—7 ENTVEREA,

28 X509 V_ERR_CERT REJECTED : /b'— h CA 28, fRESNI-HMWEES T L Hlic~—7
ShTWVWET,

29 X509 V_ERR SUBJECT ISSUER MISMATCH : /-4 MW BIfEDREFEDIRITHE 4 & —F L7z
W2, BITEDBAFRATEGE EES S4LE L7z, -issuer_checks 47 Y 3 W 3% E 4L TW
DRI DIHERENET,

30 X509_V_ERR_AKID SKID MISMATCH : {44 % —##l 237/ E L. BUEDFER EH OFRGESR
XA L =B LW e, BUEDEMBITE R EEG S4UE L7z, -issuer_checks 4~
TaUBRESNTWVOIGERICOARRINET,

31X509 V_ERR_AKID ISSUER _SERIAL MISMATCH : %174 & v U 7T AEENFEL, B
EOFEFAEOTEIER T —#%0 7 & —H LW, BIEOEMBITEIEAENMET I E L
7z -issuer_checks 7' a VINRIE SNV TWOGERICOAR R INET,

32 X509 V_ERR KEYUSAGE NO CERTSIGN : keyUsage $:3EEIk AN GFIE DO B4 & #F ol L T
WIRWe | BUEDBMRITEREAENIEG SN E LT,

50 X509 V_ERR_APPLICATION VERIFICATION : 7 7'V 7r— g VEHA DT 7 —T4, RKfH
Mo

[New Certificate Detected] * v t—

HOBAMHELRFOT A A% T v 7 7L —RKLT, 7Ty 77 Lb— N7t R%ICH LOGE
BHENER S NT-5E. CDO T, [%E (Configuration) | A7 —# A & [##5t (Connectivity) ]
AT =B ADMW )L LT, B LWIEAZERBE 4 E L7z (New Certificate Detected) | &\
IRV E—UNERENDZENHY ET, ZDOF A Z&F| &t & CDONLEFT 51214,
ZOREE FECHGE L TR T A XLERH Y 77, FEAENSFEYI ST, T34 ZADIRREN
EHIZIRoTeb, ZOT A AR TEET,

N

GE)

BEDOE IR T /A A% CDOIZRIRFIC —H5f 8 S 5 & CDOIL, 7 /34 A LR LWL
W2 HERICHER L TR AN, £ D & OFERE AT L £,

B LWEREAFE Z R4 21213, ROFIEZHEMR L X3,

1

2.

[T/ ALY —E R (Device & Services) | ~X— B L £,

TANEEER LT, BAT — X AETTREAT — X AN [H LWOGEAERRH S
% L7z (New Certificate Detected) | THDHT /A A% KR L, LERT /SA ZAZFRIL F
R
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3. [7 7 ar (Action) 1A T, [REHAFEDOHE (Review Certificate) ] %227V v 7 LE
T, CDOTlX, RO DICFEHELZ X v — KL, HLOIEAEEZZITAND Z &8
T&EET,

4. [7 A A[F# (DeviceSync) 17 1 > RO TIER (Accept) 1%227 YU v 7 T2, [7/34
A~DEPEE (Reconnecting to Device) |17 « > K7 C [#ifT (Continue) %727 U v 7 LZE
—é—o

CDO L, 7 A AZH LWA CEAGEYEL BEMIICFE L ES, Rl T 1 X
FFRRT DI, [T A &P —E A (Devices & Services) | X— T & FECTHEHI D44
ERHDHEERDH Y T,

SfAZEITS—a—F

R A4—>a—FK:0 (OK) (fz7ZL. CDO [FEEHZE IS —%RLEY)

CDO /L, FEBEZEGT 5D &, [https://<device ip>:<port>] ~0 GET 2— /L& Ef7T5HZ &
WZED ., T3 AD URL ~OFHt 2 A £, T EE L2 WE . CDO IEGEE= 7 —
EFRRNLET, EAENEZITHD (openssl B0 2FV OK KL FT) ZE&B¥bhoizt
AL ERELEYLE LTV AR—FTRHIOH—EANRY v AL LTWARREERHY £3, Z0
e, ROavy RefEATEET,

curl -k -u <username>:<password>
https://<device id>:<device port>/admin/exec/show%20version

THICED ., DL HIT, ASA LFEEITEE L TWANE I 0EHERT S L3 TEX, HTTPS
P R—PNASA DIELWAR—FTEHEL TWAENE I METF =735 TEET,

# show asp table socket

Protocol Socket State Local Address Foreign Address
SSL 00019098 LISTEN 192.168.1.5:443 0.0.0.0:~*
SSL 00029e18 LISTEN 192.168.2.5:443 0.0.0.0:~*
TCP 00032208 LISTEN 192.168.1.5:22 0.0.0.0:~*

BUE—ra—F 9 GIASENFTEAYMTESHY FEA)

ZoxT—F, RESHIFEAEDRITHPRROAMNTH LD, 7 74T b Tthzeh
Bigbo L LTHORNZ LZERLET, iUt AEEORERRIERIERK TH 5 "ThE
PRHY EF, £o, BOBAMEWPEDOLE G, FBEAEFERIEDO T /A 2 DOREZI 73 [HE > T
2 ENRRNTH D TREMEDR H D £,

= Z—\|Zi%, EFFHE® notBefore D ARG ENTZITHRH Y £,

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=18:self signed certificate

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
verify error:num=9:certificate is not yet valid
notBefore=Oct 21 19:43:15 2016 GMT

verify return:1

depth=0 CN = ASA Temporary Self Signed Certificate
notBefore=Oct 21 19:43:15 2016 GMT

ZOxT—=mnb, AEHENNOAN R L EHRITE £,
EE
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FEBHE D notBefore ® HAHTXBED HF TH A MLENH Y £7, notBefore D HfF A L VW FUVH
U CREEFEA BT CEET, ZOMEIL, 7747 > MERITFITT A 2AD0T i
THEANE LS RESNTOWARWGEAICHRAET S RERH Y £7°,

W2 —ra—F 10 GEAZSOEMHARNMINTHEY)

ZoxT—if, BEELEINTZEREOD RS EL1OOHBERIIN TS Z EEEKRLET, =
Z—\Z1%. FEFFHZE® notBefore ® BN EGENT-/T0H Y £,

error 10 at 0 depth lookup:certificate has expired
ZOFABMIRIT, FEAEOARLICEENTVET,
(234

AEENARY IR OGE . ME—OEEFEIL, BOERELZRST 5 2 & T, fEHE
DOHBREIFERD B TH D DT, openssl SHFIRGINTH D & FiET2HA1L, 2 B a—
ZORAMERAEF =7 LTSN, 728 20E, FEIEN 2020 FCHIREYINIC /D X )
ICREENTVDOI, 2y Ea—FOAMD 2021 FIZR->TWDHH, TOoarEa—4
IXREEA MIRGIL & LTV £,

A —ra—F 21 (RYDAAZTERIIETEEEA)

ZOxTT—L, EEF = —IZMERH DL L. TS AT K o TR SNTZGEEZ(E
FCTEDHZ L Zopenssl PRGETCE RN 2R LTCWET, 22T, LioOBloOfEHET = —
YEMANT, GEAET =N ED XD IR T 20N ERTHEL X 9,

Certificate chain
0 s:/C=US/ST=California/L=Mountain View/0O=Google Inc/CN=*.google.com
i:/C=US/0=Google Inc/CN=Google Internet Authority G2

MITHODCCBrigAwIBAgITUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHuUlpJdgA59gdbalO/BE

1 s:/C=US/0=Google Inc/CN=Google Internet Authority G2
i:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA

MIID8DCCAtigAwIBAgIDAjJgSMAOGCSgGSIb3DQEBCWUAME IXCZzAJBgNVBAYTALVT
....lots of base64...
tzw9TylimhJpZcldgihFVTgFM7rMU2VHUlpJdgA59gdbaO/BE

2 s:/C=US/0=GeoTrust Inc./CN=GeoTrust Global CA
i:/C=US/0O=Equifax/0OU=Equifax Secure Certificate Authority

MIIDfTCCAuagAwIBAgIDErvmMAOGCSgGSIb3DQEBBQUAME4xCzAJBgNVBAYTALVT
....lots of base64...
b8ravHNIkOR/ez41iyz0H7V84dJzjA1BOoa+Y7mHyhD8S

AEAETF = — &id, ==L o TRRSNDAAFED Y A FTT, DU X ME, ¥—
N—HEOFERFENGIE D . £ OV — —OFEAEZFGER O i LA OFEREFITHE O
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. BFERNC LY B O PREEHEN G ENET, FREAFIIE, €A (s ThHRED
17) L D¥TE (i THRED1T) DY X PPRENTHET,

H20x, FEABICL > TR S22 T 47 4 T, 2T, AanaEncky., %
B Lo CUTEERAEORIT T o T o omLa b EFENnE T,

FAITHEIL, GEAEERBIT LT 47 4T, ZHUdid, M7 s — Vv REEENTEY .,
Ao imEs b EENn £,

Y= =L, BTSRRI L » THEBSIT SNISGERE 2R > T 56, iEHEF = —
VNMDOFEAEEZ GO DLLEN DY EE A, ROL D72 1 SDOFEHENFRSNET,

--- Certificate chain 0 s:/C=US/ST=California/L=Anytown/O=ExampleCo/CN=*.example.com
i:/C=US/0O=Trusted Authority/CN=Trusted Authority

MITHODCCBrigAwIBAgITIUOMfH+8ftN8wDQYJKoZIhvcNAQELBQAWSTELMAKGALUE
....lots of baseb4...
tzw9TylimhJpZcldgihFVTgFM7 rMU2VHUlpJgA59gdba0/BE

Z OREEEIRET D & openssl IE, *.example.com @ ExampleCo FIEFIEE2Y, openssl O FH A
IABMEFHA ST IAHAET DR CTE DGR OIEHFIC L > TIELS BA SN TWDL Z & &
FELET, ZOMAEDKIZ, openssl 1L, T /31 AZIEF IZHRE L £7,

L, ZEAEDY—N—Z1F, BHEHTE 5 CAICL > TH#EEL SN ERH Y 1
oo ROVIZ, BHOFID XS, H—S—DOFEHEIL 1 DL EOFRFEAEIC L > TEA S
NTHY ., f ALOPHEEEAER, FETE5 CAICLs TEA SN EAFELRHET,
OpenSSL (%, 77 4/ FTliE, T HOHH CA ZFHET, FHEH TE 5 CA TRDLLERR
AEAET = — U B RE SN TV AGEICOAR, TROERFETE 77,

HRIFERERIC X - TEA ST EEZ RO — =0, FHEHTX 5 CAIZHOM T o T
NRTOFEE (TRXTOFMGENEZET) 2R 2 ENEFICERTT, Z0F=—r
RN S 72 WA openssl NEDHINIRO X H 72t DIz 9,

depth=0 OU = Example Unit, CN = example.com
verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=27:certificate not trusted
verify return:1

depth=0 OU = Example Unit, CN = example.com
verify error:num=21:unable to verify the first certificate
verify return:1

CONNECTED (00000003)

Certificate chain

0 s:/OU=Example Unit/CN=example.com
i:/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

Server certificate
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subject=/0U=Example Unit/CN=example.com
issuer=/C=US/ST=Massachusetts/L=Cambridge/O=Intermediate
Authority/OU=http://certificates.intermediateauth...N=Intermediate Certification
Authority/sn=675637734

No client certificate CA names sent

SSL handshake has read 1509 bytes and written 573 bytes

New, TLSv1/SSLv3, Cipher is AES256-SHA

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

SSL-Session:

Protocol : TLSvl

Cipher : AES256-SHA

Session-ID: 24B45B2D5492A6C5D2D5AC470E42896F9D2DDDD54EF6E3363B7FDA28AB32414B
Session-ID-ctx:

Master-Key:
21BAF9D2E1525A5B935BF107DA3CAF691C1E499286CBEA987TF64AESF603AAF8E65999BD21B06B116FE9968FB7C62EFT7C

Key-Arg : None

Krb5 Principal: None

PSK identity: None

PSK identity hint: None

Start Time: 1476711760

Timeout : 300 (sec)

Verify return code: 21 (unable to verify the first certificate)

ZOHAIE, == 1 ODFEHEEOARERMEL L TH Y, Rt NFEHENEE SN
Jb— FERFER T 7 < FRRFERIIC Lo TEA SN TWVWDH Z 2R LTWVET, ZOHNI
W, FERGE T — bR ENTWVET,

3

ZOREIE, TS ALK o TR ESNZAEAZEOREDRME > TWA DI AELET, =
OMEABEIELTCDO £-13F 0D 71 75 ANRTF AL R CRBIHERETEXA5 L5155
Me—DFEE, ELWIEHEF = —0 2T XA R Za—RKLT, L TWE7 T4 T M
SEARIHEF - — U RIERT A & T,

F CA%Z FT A RKRA 2 MZEDDITIE, ROWTIUD (CSR A ASA THEREINZNE D
MIELT) OV 7 RBICEFH I TW D FIEITHE - TL &,

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc13

* https://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/
200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc15

[New Certificate Detected] * vt—

HOBLGEAELFFOT NS ZAET v 77 L—RKLT, Ty 77 L— Rt A%ICH LWGE
BENAER S N5 E. CDO T, [#E (Configuration) ] A7 —# A & [#%#i (Connectivity) ]
AT —=HADM L LT, THLWGEHEIKRE S E L7 (New Certificate Detected) | &\
IAVE=UNERENDZERHY £, ZDOT A A&F|&fiE CDO M HEFT 5121,
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CORMEAFETHR L THRIETALERH D £, EHENRRBEN T, T3 ZAOREN
EFIZIRo2b, ZOTF A, ABEHTEET,

\}

GE)  BEOEHNET A A% FFFICCDO I /T 5 & CDO LT /A A _EO#H LUWGERA
EEHBOICHER L CZIT AR, 2D & OFERZHITLE7,

B LWEEFEZ iR 21203, ROFIEZER L £,

ATYT1 FESF—2 g0 R_—T, [T/ ALHP—E R (Devices & Services) ] &7 U v 7 LET,
RTYT2 [THARET %7V w7 LET,
ARTw T3 T A RZA T DR T %7 ) v LET,

AT T8 T4 NEEFHALC, AT —H AETITHEAT — X AN H LWIEHERBRHE S E L (New
Certificate Detected) | THHT NA AZ KR L, LERT NA AZEINLET,
RATY s [7T7ay (Action) 1731 > T, [FEHEDHE (Review Certificate) 1%~ U v 7 L9, CDO TiX,
BOTDIFERAEEZ X 7 m— RL, HLWIEHEEZZ T ANDS Z ENTEET,
AT9T6 [T AR (Device Sync) 17 4> R T[AFE (Accept) 1% 7 UV v 7T D0, [T 35 A~DHHERE
(Reconnecting to Device) |7 4 &~ R T [#i1T (Continue) 147 U v 7 LET,

CDO VL, 7A AZH LWACEAGEAE L BEICE L7, RichzT7 (1 2%2K
IRTBITIE, [T/23 ALV —E R (Devices & Services) | X— V& FENTHFTHXLENDH D
LERHY ET,

ToR—T4IIT53—DrZT)LYa—+

TFTNRAADKE LV R—=FT 4 T 2T —F, SEIERHEBACTRETDIREENDY £97,
WROBEELREITTEET,
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