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+ Cisco Security Cloud Control D#FZ (1 ~=X—7)
» Security Cloud Control ~DH A > A > (4 X—2)

Cisco Security Cloud Control D=

Security Cloud Control %, Cisco Security Cloud 42f& T Cisco Secure it 7 vy a =7
a—HP—=TAFTT 474 (ID) . BLR2—F =T 7 AL REHTDH Web 77V 77—
v 3 T, Security Cloud Control D& HLE (X, #Hr L\ Security Cloud => % — 75 A4 XDAE
i, = H =TT ANDZ—F—DFH, NAAL DR, %D SSOID F'r /3o X —D
HEREDE AT 2FITTEXET,

[#%Z (Overview) 132 7

WEZE (Overview) |# 712iE, BUET 7 7 4 7fbEnTWbHb v Aafllfiof o Ax 2L T
IT 4 TAEPREF O A DA AR L AR—ERRINET, £, ZI0hbH TR
70Ty arEERLIED ., Security Cloud IZAMMBL 28 LIV 52 L T&E9, 7
oW TIZ, ®EBIOY T 227U o a v oEH (13—) 22 L T 7EEN,
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. Cisco Security Cloud Control D%

' Security Cloud Control

B overview Overview - Example Corp. &

L Users
Activation pending s

® Domains

Cisco XDR Start date 06/27/2023

L Identity Providers

Cisco Secure Email Threat Defense

N
Cisco Secure Endpoint Start date 06/27/2023

Start date 06/27/2023

Products

Cisco XDR  Trial

Instance ID
0200f560- 59y =N mmem g == -

© 2023 Cisco Systems, Inc. Privacy Policy Terms of Service

[2—4— (Users) 14 70

[—H— (Users) | ¥ 7%, BHEFIZL -T2 ¥ —T7 I 4 XZa—F—DEfFsniz=2—
P—N—EFRINFET, BHEIL, =2—PF—2T—RFEMFAREDV Y F (RAAL Y
DEREB L OBFED 21— —DHFE) X, 2—VP—=ThoU DI ET 7T 4 Tk TEE 9,

PR OWTIE, 22—V —FH (15—Y) 2L TIEEN,

. Cisco Security Cloud Control 1—H—#H 1 F
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Cisco Security Cloud Control D% .

asco Security Cloud Control

88  Overview Use rs
£ Users

4 Current Accour

@ Domains

£ Identity Providers Email address

userT@examp
user2@examp
user3@examp

userd@examp

[FA4 > (Domains) 1% 7

[RAA > (Domains) | % 712X, =y ¥ —7 T4 X% L CTHERB L ORGES VBT A —
WAL IR —EHRRINET, ID 7'm o ¥ —% Security Cloud Sign On & #5952,

Cisco Security Cloud Control 11—+ —# 4 K .
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. Security Cloud Control ~DH 4 > 41 >

RAAL VEBIET AMHENRD Y F9, £7-, BEEIT. BRENEZERFAAL CHNOZ—F—D R
AT —REFIIMFAREEZ YV By FTEET, SOV TIE, RAAL U OEE (19 X—
V) AL TLIEEN,

il Sacurity Cloud Control

B Overview Domains

2 Users

example.com @ verified

i52

Domains

L

&4 Identity Providers

[ID 70O/84 & — (ldentity Providers) ] % 7

[ID7 7 /3A #— (Identity Providers) ] % 721, BEOT L X —7F 4 XTHO\T, SAML

(Secure Assertion Markup Language) % f ] L C Security Cloud Sign On & #A & TW % ID 7
BN =R EFORENET, XD, ZUF—T T Ra—HF—F, IDT rN A F—
@ SSO FBFENE # 2 1l L T Cisco Secure ffhi27 7 B A C& £9, EMllc W T, ID 7'
NAB—FETA R 21 =) ZBRLTIEI,

Security Cloud Control ~DHY A1 >4 >

Security Cloud Control {ZH% A > A > 3 5 IZi%, Cisco Security Cloud Sign On 7 % 7 > F BSULET
T TAVY FaBRLTRWEAIX, 77 F&2ERRTE £F, Security Cloud Sign On T
FREAE{T o726, Security Cloud = % — 77 4 RGBT HMERH Y 4, = F—77F
A Rix, MfEOL—P— BESFT 27T g EREINE RAAL Y ZOMOERTHE
B SALET,

AT 71 Security Cloud Control {ZH A > A > L ¥,

7 717~ kA3 Security Cloud = o % — 7" F A ZIZEEA I b TWRWEE, HfT T2 I —7 54
REAERT HDMERHY £, £7213. ATy TSR, BEOZ L Z—T 54 ATHA A4 LET,

. Cisco Security Cloud Control 1—H—#H 1 F
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https://sign-on.security.cisco.com/signin/register
https://control.security.cisco.com/

| =

Security Cloud Control ~DY 1 > A > .

ARTYT2 2B —T T4 X NN, [ ¥ —T 74 XOVERL (Create enterprise) | %27 Vv 7 LET,

Create New Enterprise

We couldn't find any enterprises associated with your
emalil @cisco.com. To proceed, you'll need to
create an enterprise.

Enterprise name *

[ Example Corp J

Create enterprise

Cancel

TUH—TTARBERT DL, [ X —T T A4 XDE (Select Enterprise) | -X— IR £,

AT9 73 [#ifT (Continue) 1227V v/ LT, A AT HZUE—T T4 XE@RIRLET,

Cisco Security Cloud Control 11—+ —# 1 F .
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. Security Cloud Control ~DH 4 > 41 >

Select Enterprise

Your email @cisco.com is associated with one
or more enterprises.

Acme Corp Continue

Example Corp

MOT SEEING YOUR ENTERPRISE?
You can create a new enterprise.

. Cisco Security Cloud Control 1—H'—# 1 F
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HMEBEIUVHY TRV )T avDEE

WL (7 =)

W TRV T a DR (8 3—)

HUEA L RE L ADT I T 4 T (9 =)

o SMERAE B BRI A A B A DB (12 =)

i

11l

HLWYT 27V FoarzdAanbEATLE AT mEAPICESNTZRIOT 1
BV g = TGRS T A ) g VERa— RRE A — /L TEE SVET, Security
Cloud =% —7 7 A4 ZEHRFIL, BRa—FE2ZEFELEL, [PT7 A7 U 7Y a v OER (Claim
subscription) ] (1) 227V v 7 LT, BEOZ U X —T T4 XDV T A7 U T g OHERL
£7

BTRI) T g EERTHE, ME (Overview) | X 7O [T 77 4 _X—v a RET
(Activation pending) ] (2) D FIZZDOMA LS T 2B A AR RINVET, "7 2
7V a ORIz D &, [T7 7 471k (Activate) | AR ¥ > (3) AT/ D, =
H—T T4 REHFITG A MECEET, T/ T o TMbEncfinx, (5 (Products) ]
v T ar (4) TRRSNET,

N7 A T ABECE el S UL & T, AN G A A X ADBEE ST
BN TR, L R H L AT Externally managed © 5 L 7\ ff % F9,

Cisco Security Cloud Control 11—+ —# 4 K .
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B »o=xvv7vavomEs

Security Cloud Control

8 Overview Overview - Example Corp. »

R users
Activation pending s

® Domains

Cisco XDR Start date 06/27/2023

£ Identity Providers

E E >

Cisco Secure Email Threat Defense Start date 06/27/2023

Cisco Secure Endpoint

Start date[07/27/2023
Products
Cisco XDR  Trial Cisco Secure Endpoint  Externally managed ©
Instance ID Instance ID
0299f560- T bl | Ll T b TE- . | .- 0299f560- 1 Jaf » =1 Tai=E | =. =1 ¢ LN S BT

©2023 Gisco Systems, Inc.

IR T3 OER

Cisco Secure DY T X7 )V Foa Vv EEATDHE, RYOT oY a =0 ZHEigEE LT
RESINTca—Y =TT A7 ) T g VERa— RPREF ALV THEEINET, O
ik, ¥ 7 A7 VS a rEEBT D Security Cloud Control ‘FHE TH B L IHRY /A,
Security Cloud Control HHE |%, HRa— REHL T ¥ =774 XD T2 ) Fa
VERESRLET, ERENhDE, VTRV T a RN [T T 4= a SR

(Activation pending) ] U A MBS iL, BT A7V T a ORMBIZET S &8 A
AL LADT I T 4 T TEET,

186D HHIIZ
INOLDOFIEEZFETTDHICE, B 7 A7) Fa vERa— RRAMNETT,

AT w71 Security Cloud Control (2494 > A » LE T,

RATvT2 a7 IRERSNZL, FTR7 VT a b NOWBEZFERLCT /74 7T 2202 —T 74 X
EERINT D0, LT X —7 T4 ReERLET,

AT T3 HFEMBICHD [T A2 Y 7Y a D8R (Claim subscription) 127V v 27 LE T,

ATy T8 BRa—FEANL, R~ (Next) 1227V v 7 LET,

. Cisco Security Cloud Control 1—H—#H 1 F


https://control.security.cisco.com/

| BRELTH TR YT 3 0ER
we o280 2070574 91 |

Claim Subscription

o Subscription claim code | SUbsc"ptlon claim code

To begin, enter your claim code below and click Next. For detailed
instructions please read our documentation (7.

Subscription claim code *

[ ABCD-EFGH-IJKL-MNOP ]

< Cancel m

AT TS TRV T aNOMBOY A N afEgd L, [V 7 A2 U7 a3 OFR (Claim subscription) ] % 7
Vw27 LET,
T2 ) Fya rNORE, [ (Overview) X7 D [T 77 4 _X—3 3 VBT (Activation
pending) ] U A MBSV ET,

RDRARY
VT2 )T a OB RICELEZ-SA VAXZ L ADT 7T 4 TibERETE £9,

. - .

RMEA DRIV ADT I T4 1k
VTRV TFoa N7 A7) g 0BRSS, FORMAIICETLE, YT RAZ YT
arOlLET 7T 4 T TEET, BIEOT X —TF T4 XTT 7T 4 T ENT-BEFED
A L AZ U ANRDH DA, LW T B RO A A S o AT 50,
HLWA AR RET VT 4 T THNERBIRTEET, HILWA L ARZ L RET VT 47
IbT 25610, 7727472V —Varl, BMOERE /22— —DEFA— %
RELET,

AT w71 Security Cloud Control {Z¥% 4 > A > LET,
ATV T2 m =TI REBRIRT D L0k bhicn, HET /G T A7)V FvarobT72r ) 7o
VOERIHEALIEDOER U2 —7 T 4 Aa@IRLET,

Cisco Security Cloud Control 11—+ —# 4 K .
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HWEHIVH IRV Y Tvavngs |
B 2o x5 207974091

ATY T3 [T7T 14— 3 EEF (Activation pending) 1 U A NT, 7277 4 7L T 2880 [7 77 1 71k
(Activate) 127 Vv 7 LET,

BEFEDT T 4 TMbESNT B A VAR AR WS, MR ET VT o TR — Vs e
VOEBEDODETA—NVERBINLET, WHNTEZL, [T277 471 (Activate) 1227V v 27 LE

—a‘o
stk Security Cloud Control < Cisco XDR X
. Fields with asterisk(* ired.
Overviow OverVIeW - Exqmple Corp. ields with asterisk(*) are require
Subscription ID 2bdbd2a2-13c1- k! k
[ T R Y
R Users

Activation pending s
Region *
® Domains 9!
Cisco XDR North America
£ Identity Providers

Initial administrator *
Cisco Secure Endpoint

Cisco Secure Email Threat Defense

Products

Cisco XDR

Instance ID
0299560-137- s, =k 4. n'" s ma’ | "

© 2023 Cisco Systems, Inc.
Cancel

e M LRI OBGFEDT 77 4 T ENT-A VAZ U ARBAGEEE, FTILWA LV AZ U RET VT 47
LT 250, BBEOA LV AX L RITA v A EWAT 2025k b50FET,

. Cisco Security Cloud Control 1—H—#H 1 F



| BEBLUHTRHIY TS 3 0EE
we o280 2070574 91 |

asee’ Security Cloud Control Cisco XDR X
. |subscription ID 2bdbd2a2-13c1-45de-

88  Overview Overview - Exqmple Corp' F-RT TR Y |

L uUsers 5 . . You can apply this license to a new instance of Cisco
Activation pending 3 XDR or to an existing instance. Select an option to

® Domains proceed.
Cisco XDR

oY ——— Activate a new instance

Apply license to an existing instance
Cisco Secure Endpoint

Cisco Secure Email Threat Defense

Products

Cisco XDR

Instance ID
0299f560-137- Ml i T T £, | BIFW_ 5

© 2023 Cisco Systems, Inc.

cHILWA L AX L RET 7T 4 76T DI0E, [BTLWA SV AX L ADT 7T 4 74t (Activate a new
instance) &R L, EFLEF CFIRICENET, BEFOA P AZ U RZTA v AT 5121,
[BEFDA AR AT A2 A% A (Apply license to an existing instance) ] Z3&R L, HAIDA >
AL AZRINLUTC, [TA4 8 ADwEH (Apply license) (%27 VU v 7 LET,

Cisco Security Cloud Control 11—+ —# 4 K .



HWEHIVH IRV Y Tvavngs |
B sseEsgua a0 088

el Security Cloud Control < Cisco XDR X

o Subscription ID 2bdbd2a2-13¢1-45de-
8  Overview Overview - Example Corp. P
8 Users . . . The following Cisco XDR instances are associated with
Activation pend'ng 3 your Security Cloud enterprise. Select an instance and
® Domains click Apply license.
Cisco XDR
L Identity Providers @ Cisco XDR

Instance ID 0299f560-13e7-4ffa-babd-

Cisco Secure Endpoint a70bd&1a010b

Cisco Secure Email Threat Defense

Products

Cisco XDR

Instance ID
0299f560-13e7-" I Lral J LT |l Kra

© 2023 Cisco Systems, Inc.

Cancel Apply license

B 2N (85 (Products) | 7 — 7 /MBS LE T,

NEEENRMLA VR XADES

Security Cloud Control DA THEFLESNTWH Y A afllfhf VA X U ARG DT, LEIZ

Jin UC Security Cloud = % — 7' J A XITHfE C& £9, A 2ld, Security Cloud Control % ¥
FHDOU AN, A AH 2 A% Security Cloud (28T 5 X Y9 HHTL2ETFA—NEXETD

ZET, ZoTukv ARG LET, BEEIIV A A LT, AL A X 2 A% Security
Cloud IZH&t C& £9°, Security Cloud |22 S AL TW ARG A A& 2 21E, B4 ORRIC
(A& B (Externally managed) | 7~V NTUWVET,

AT w71 Security Cloud Control (ZH 1 > A > LET,

ATYT2 T Z =TT RE@RT DXL ITRO BN SNBEFRG A VA X U AE T DT 2 —T T A
AR ET,

ATv 73 BmT20NOICH D [JSOEEE (Attach product) 1227V v 7 LET,

. Cisco Security Cloud Control 1—H—#H 1 F


https://control.security.cisco.com/

| BRELTH TR YT 3 0ER
sameEtgnas o2y 20Es ]

Decline Attach product

Pt S oL, DY R MTHHERL T T X TERIRENE T,

Instance ID

151e4330-6  This product is not currently managed by
Security Cloud. See the documentation for
more information

Umbrella Externally managed ®

Instance ID
151e4330-634b-480b-9f22-341994e8c05e

Cisco Security Cloud Control 11—+ —# 4 K .
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A—H—0NEE

e 2—W—D—EHI R (153—)

« =W =R (16 X—)

« =W =D (16 X—)

¢ 2—HPF—R2RT— NELIIMFA RED U v b (16 =)
e 2—W—TH v NOHIBRE T (17 X—2)

> E[__ —
[Z—H%— (Users) | —VIZlE, 22—V =T H T FORDOE 2 —NFRENET,

« [BAEDT 1w b (CurrentAccounts) [IZIE, = ¥ —7 T4 RZa—HF—DFFENT
WU =TT AND—Y =N —EFRRINET,

s [ H O (Pending Invitations) ]121%, =2 % —FF A A~DBINI 2 —H —DBF
SNTWDEN, EET IV b&2T 77 4 7L T a—F—RN—BRRENET,

s [#2h72 7 B > b (Disabled Accounts) ]IZiL, 7 AT MR —H =T 7 FOHIBR
F TN IC o TN D = =N ERRINET,

"dses’ Security Cloud Control Q Admin Lastname

88  Overview Users m

L2 Users . L .
4 current Accounts 2 Pending Invitations 1 Disabled Accounts

® Domains

£ Identity Providers

Email address First name Last name Status
user1@example.com User1 Lastname1 Active
user2@example.com User2 Lastname2 Active
user3@example.com User3 Lastname3 Active
user4@example.com User4 Lastname4 Active

Cisco Security Cloud Control 11—+ —# 4 K .



1—H—DERE |
B =5-ors

1—H—0DBEF

TUH =TT REREL, -V —F X —T T4 RE/TEET,

ATy T [2—H— (User) | ¥ 7 &R L F7,

AT w72 [Invite User] 7V v 7 LET,

ARTF9T3 a—HF =04, W, BETA-NVEATLET,

ATy T4 [BFE (nvite) 1227V v 7 LET,
RSz —F =2, 1R CHIRREINICR D7 7 7 4 X—a v U U7 Bl SN E T A — AR
EEINET, 777 4 TSI TORWERL, [(RETPOFF (Pending Invitations) ] TR/RTE
FT (Ta—HF—0—FFr (153=) | 28H) ,
GE) TATY DT 7T 4N=va VDBEF AL, IDT AL T =G FLTNH T —

T T ZANOZ—H—|TIFEE S EH A,

A—H—NiRE

TUH =TT XEHEL, 2= —OUAERETESET, 2P —DEFA LT FLR
FEETEEH A,

ATy EloFesr—rvarCla—%— (Users) |27V v 7 L, [BAEO=L—H— (Current Users) | %7 VU v
7 LET,

ATYT2 A=ma—TAarl_ &7y s L, [fE (Edit) | 2R LET,
ATY T3 2=V —DLFFMEREL £,
ATw 74 [E#H (Update) 1227 U v 7 LT,

A—H—N\XATD—FFXEIZMFASEED Y v k
TR =TT A REEFIL, RAAL L OFERBIOKGHIBET 52— —D/ 2T — K & MFA
oA NERE )Y PTEET,

ATy Tl [2—W— (User) | ¥ 7 ZEIRL £,

. Cisco Security Cloud Control 1—H—#H 1 F



| 2—v—oz=
1—¥—7hv robikErEnt [

it

ATv T2 BUAEOT D & (Current Accounts) ] T, /NAU— RELIIMFAREX VY b oa—H—% >
. TA v Ama— a2 s 0 s LET
Q) =P =D 2RT—KEUtEy FT52E, AT —=RDU+E v b (Resetpassword) |Z&IN L ET,
b) =—HF—OMFAREL Y > bT5I2IEL, [MFAO Ut > & (Reset MFA) ] Z R L £ 77,

2PN REY A AT DHE NAT— & Uy T 570, Duo MFA GRAEARFRELFE %
RIETDHEIITRDENET,

A—H—7hor FOHIBFRELITEDEL

ATy T [2—H— (User) | ¥ T EERLET,

RATFw T2 BHEOT HU b (Current Accounts) | C, HIREITEHICT 22—V —Th v "EROF, 742
Azma— %I Y v LET,
a) TUH—TTARXMHa—F—%HIFRT DL, [HIFR (Remove) ] IR L 7,
b) Z—V—DOTh v FEEHCTHITIE, [ (Disable) ] IR L E5,

Cisco Security Cloud Control 11—+ —# 4 K .
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i

FA A DDEE

11l

Security Cloud Control T #—7"7 4 XD KA A L OERBLOMGETE 7, i, ID
TRNA B —IRETA FI2ODHHRRME T, £, =0 =774 XEHENER SN
AA L TCa—PF—=DNRAT = REIIMFARELZ ) £y FTED LT LD HHMET
D

o RAAVOBERB IUOMGE (19 2—2)

FA A VDERE K UIREL

« YER% L 7= DNS L 22— K%, Security Cloud Control 28 K A A > & MFE L 7= HHIFRCTE £97,

 BIFE, Security Cloud Control ZfEH L TH—D RA A U ZRGETE E3, HEO KA A
RREET DN B DA . Cisco Technical Assistance Center (TAC) T — A% BV TL
72 &0,

4O SRS

TDRATEFETTHIZIE, FAALLDLIARSH—ERATDNS La— FEERTEX 54
ERH Y F9,

[FAA > (Domains) | Z 71TiE. FAA L DERB L OKIEEZIZBIET O AL V3 —&
FRINFET, FAA EIREATROEGEIEL, ROVIZHRAAL > OENM (+AddDomain) ]
REUDFRRINET,

ATYT1 [FAA > (Domains) ] ¥ 7 %N L F7,

ATFY T2 [+RAAL L DEM (+ AddDomain) %27V v 27 LE7,

ATV T3 HLWERAL DB (Add New Domain) | Hijfi T, FRT 2D RAAL A& AL, [k~ (Next) | &7
Vo LET,

[#RAE (Verification) | X—IZlE, RAA VI AN T THERTAMLENH S TXT La— o Lba—FK4E
CERERINET,

Cisco Security Cloud Control 11—+ —# 4 K .


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

KrqongE |

B o1 ozsssvrm

ATvT4
ATy S5

ATvT6
ATy 71

Add New Domain
@ . Verification
Domain
Upload the TXT record to the domain's DNS server. Then click Verify.
o Verification

Record name

_cisco-sxso-verification.example.com

Type
TAT
Value
7b017856-4f7a-4bca-8dea-8eb3eb5f5b0f

LW IOV L TT, AL VA LI AN T —ERICHA A LET,
fEE SN 7= La— K4 & Security Cloud Control 7> HHEfit S/ {EZHEH LT, H LW TXT L =2— RE/ERK
LET,

ARG L, DNS La— KRR EN D ETRLET,
L KA A > oEN (Add New Domain) ] IZREY | [MEE (Verify) 1227V v 27 LET,

BREDSKIL LTI E D e mnd A v —VURFRSNET, MEECKLIZHE1E, ROFIEZH L TL
TZEW,

*DNS L a— RAKMENDETCLIEGLSFELET,

s RAL LTV ARNTTHERR LT DNS La— KD X A 7 4R, fE2 Security Cloud Control TAERL X 41
TEE —HTHEERIELET,

RDERY
BWFA—NV AL VERRELTZ D, ROBIEZFATTEET,
* Security Cloud Sign On & ID 7' 2 /34 X —fEGH A K

cBERENTZ KA VNDZ—Y =D —P —RRAT— REZIIMFARED Yy b LE
j—o

. Cisco Security Cloud Control 1—H—#H 1 F



B,
=% =R

ID JONA Z—EHA K

X2 VT TH—vary v—2r7 v EE (SAML) ZEHLTCTA T 7 47+ (ID)
7 18N A K —% Security Cloud Sign On L5 L, = ¥ —7F7 4 A 2—H—|Z SSO &k
TX %9, T 74/ FTIX, Security Cloud Sign On (39~ TD2—H —% Duo ZHEHX:

(MFA) (CIBMEAZR L TEELE T, M TT TIT MFA B IdP LA SN TV DA, #
A PFIHEIZS U T Duo X—AD MFA 28RN+ 52 LN TE £7,

BEDIDH—ER Fa g X — AT AFEIZONTIE., ROFA RESRLTLEX
Uy,

* AuthO
» Azure AD
* Duo

* Google ID
* Okta

* ping

N

GE)  ID g X —DE%. FAAL NOZ—F—0OIEIZIE, A 2R Microsoft ® Y —3/ ¥
na s A48 TR BALEID Fa g ¥ —2 AT A20ERHY £,

 BiRSRM (22 —Y)

« SAML 25 DO ELAF:, on page 22

s AT w1 IR E (24 N—Y)

« A7 w72 ID 734 X —|T Security Cloud SAML * % 57— % Z it 25 (25 <—)
« 27 v 73 1 1dP 75 Security Cloud (Z SAML A % 57— % #4425 (26 ~<—)

« AT v 74 : SAML St DT A K (28 X—)

AT TS5 MEDT 7T 47k (29 =)

*SAML =5 —® T 7 )V =2—F 4 7, on page 30

Cisco Security Cloud Control 11—+ —# 4 K .


http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html
https://sign-on.security.cisco.com/
https://guide.duo.com/enrollment
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#auth0
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#azure
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#duo
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#google
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#okta
../../../../../../en/us/td/docs/security/cloud_control/sso-secure-cloud-control-app/identity-provider-instructions.html#ping

ID FaNA F—gaHq k|

HIRS 1

ID 77 /3A & —% Security Cloud Sign On & #E 7T 521X, RO L OBMLETT,
o AL U OERE L OWRGE
«ID 7 u A F—OEHKR—H )V TSAML 7 7V r—3 3 v aERE K O 2 BEEE

SAML & & DZEH

Security Cloud Sign On 725 @ SAML oy .&%Zk/\@ﬁ;/@ E LT, ID 7 e A F—|L SAML &2
EEGFELET, 2= —PNEFISGERESNTZSGE. IGEICIE Naned BIEE Z OO —HF —

Eﬁ%ﬁ@&w&7%~ya/ﬂainiﬁo%MLméi\quﬁﬁﬁéﬁmmgﬁ%

W THENH Y T,

SHA-256 E 4 S &

ID 7 A B—=EDISEDSAML 7 —3 3 2%, IROBHEALZEDHVERH Y £,
INHD&4FNE. IdP Dx—HF—7 a7 7 A LORIET BB~y B T ALERSY F
T, IdP 22—V —7 0 7 7 A VBTN A= Lo TR £,

SAML 7 9—< 3 VElE

ID 7 A B—=NEDINEDSAML 7 H—3 3 2%, IROBHEALZEDHVERH Y £,
INREDOAFNEZ, AP D —H—F a7 7 A LORETEEM Iy B 7T ANERS Y £
T, IdP 22—V —7 0 7 7 A VBTN F =L > TR £,

SAML Z7H—>aVEH4L |ID Jana 5—01—H—Fk

firstName o —H—D4,
lastName a—F— Dk,
email a—H—DFEF A —/b, ZHE. SAMLIGE D <Namel D> 3%

EHESELBENDHY £F (LITER)

<NamelD> ZE&X 7 4+—< v +

SAML i~ D <Name1p> BREDMEIIFNRE A —NT FLRIZTLHHLERHY, TH— 3
VD email BHEOEE —HIEAZVNENDH Y F9, <NameID> BHED 7 +—~< v MEMHEEZROWN
THNCRETHHLERND Y T,

®urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress

® urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified
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samLisznzd ]

SAML 74— 3 >0l

KD XML 1%, ID 7' 1 34 X —M» 5 Security Cloud Sign On ACL URL ~® SAML & O BT
7, jsmith@example.com | <NameIp> EHFE TH Y, F7- email SAML JEEEIETT,

<?xml version="1.0" encoding="UTF-8"?>
<saml2:Assertion ID="id9538389495975029849262425" Issuelnstant="2023-08-02T01:13:04.8612"
Version="2.0"

xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">

<saml2:Issuer Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity"/>

<saml2:Subject>

<saml2:NamelID

Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified">jsmith@example.com</saml2:NameID>

<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData NotOnOrAfter="2023-08-02T01:18:05.160Z"
Recipient="https://sso.security.cisco.com/sso/saml2/0oalrs8y79aewevg80h8"/>
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:Conditions NotBefore="2023-08-02T01:08:05.160Z"
NotOnOrAfter="2023-08-02T01:18:05.160Z2">
<saml2:AudienceRestriction>

<saml2:Audience>https://www.okta.com/saml2/service-provider/12345678890</saml2:Audience>

</saml2:AudienceRestriction>

</saml2:Conditions>

<saml2:AuthnStatement AuthnInstant="2023-08-02T01:13:04.8612">
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn: casis:names: tc: SAML: 2. 0:ac: classes: PasswordProtectedlransport</saml 2 : AuthnContextClassRef>

</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute Name="firstName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Joe
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="lastName"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">Smith
</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute Name="email"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified">
<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">jsmith@example.com
</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
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ID FaNA F—gaHq k|
B =771 wmee

ATw 1 PEIERTE

1R BHEIIZ
%7, Secure Cloud = % —7" 7 4 DA HEE L, HELD Duo ZHFERFE (MFA) (22—
P —Z BT 50, MEDOMFA YU 22— a3 V2T A0E2RET DIHENH Y £7°,

TRTOMEILDOWNWT, YRAaDtexa 7 MENOWET — 2 2 R#ET 572012, By
U BEALT Y N 2L TICHREL TMFA 233545 2 L A #R L £1,

AT w71 Security Cloud Control {Z¥% 4 > A > LET,
ATw T2 EROF = arinG [ID7 r/3A Z— (Identity Providers) | 23R L 9,
ATw 73 [+IDF a A X —DiBI (+ Add Identity Provider) 1 %27 U v 27 L&,

G¥) RAAL U HFEFERLTOWRWEESIX, ROVIZ[+RAAL OB (+ Add Domain) ] R4 >
BRREINET, TORF U EZT7 Vw7 LT, FAALOERB LOWMGFEEBLA L E T,

AT T8 [BEy b7 w7 (SetUp) B CID 7oA X —%&E A LET,
ATV TS LEIGU T, FAAL L OEREB X OMGEO 22— —|{Z% LT Duo MFA %47 b7 7 b L9,

Edit identity provider

o Setup | Setup

Follow the steps below to configure your identity provider (IdP). For detailed instructions
please read our documentation 7

Identity provider name *

[ My IdP

Duo-based MFA

By default, Security Cloud Sign On enralls all users into Duo MultiFactor Authentication [MFA) at no cost.
We stronaly recommend MFA, with a session timeout no greater than 2 hours, to help protect your
sensitive data within Cisco Security products.

@) Enable DUO-based MFA in Security Cloud Sign On

If your organization has integrated MFA at your 1dP, you may wish to disable MFA at the Security Could
Sign On level.

< Cancel m

ATYT6 [k~ (Next) 1 %227V v LT[#k (Configure) ] iz F£d,

. Cisco Security Cloud Control 1—H'—# 1 F
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| b Fanga—@marivfr
25572 ID T F—I Security Cloud SAML * 2 7— 4 212425 5 ]

ATw 721D FO/NA 4 —IZ Security Cloud SAML * %4
T—2%RET S

ZOFNETIE, Security Cloud Control 7> Gl X415 SAML A ¥ 57— % L BEAGEEAHEH L
T, ID7a L E—=DSAML 7 7Y r—a VAR LET, 22, ROFEREGEN
\i ﬁqo

VUYL F Y —ERURL : TH— gy aryya—< +—EZX (ACS) URL
EHIFENET, 2T, ID P u S A —Ra—PF— DRI SAML 0 &2 52T 5
S INSE

cIVTATAID: A—FT 4= AURL & bIFFENE T, ID 7 7 /3A X —% Security Cloud
Sign On C—EIZF#AIT 572D ID T,

« BERAEHAE  ID 7' u 3o X —DFRFEE R T Security Cloud Sign On (2 L » Tk S
S EFREET DT DI T 5 X509 BAGERE T,

Security Cloud X, ID 72 A X —|Z7 v 7R — RTXLH—~DSAML A ¥ 7 —# 77 A )L T
ZOFREREL (PAR—FINTWDEE) | HxDfEE LTae— LT 52 &M
TEET, fROID P —E R T oS L —ICHADOFAIZOVTIE, DY —ERT mAAg
F—OFIE 31 —) | ZZRLTIZIV,

AT9T1 IDTa L F =L VSAML A X T —% 7 7 A VPP R— SN TWDHEEIE, % [RE (Configure) ]
NR=UTHyrr—RFLET, PR=FSNTOWRWEEIE, [ 7 A oA —E R (SingleSign-On
Service) 1 & [=> 7 47 4 ID (Entity ID) JOfEZ=at—L, NTY v UiEBHEL XV v—NLET,

ATwF2 ID 7 u/3A X —"T, Security Cloud Sign On & AT 2% SAML 77V r—va v aRE £,

ATV T3 Tanf X—2LY SAML A X T —% 7 7 A VBHR—FSINTWDLEEIE, ThET v 7a—FKLE
T, PAR— hINTWZRWEATE, 2272 Security Cloud Sign On SAML URI % = &°— L C SAML 7 7'V
r—3a VORET 4 —)b RIZAEY £F1F, Security Cloud Sign On ARE4FEHELZT v Fu— KL E T,
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ID FORA F—EaA4F |
B <7273 1P 15 security Cloud (= SAML % 2 7 — 4 £ 1245 %

Edit identity provider

@ Sotun Configure
Depending on your provider, use the following methods to set up your IdP,
o Configure
Security Cloud Sign On SAML metadata
cisco-security-cloud-saml-metadata.xml
Or

Public certificate

cisco-security-cloud.pem

Entity ID (Audience URI)

https:fjwww.okta.com/saml2fservice-provider/sphuivrwxhuglxyarzje

Single Sign-0On Service URL (Assertion Consumer Service URL)

https:f/sso-preview.test.security.cisco.com/ssofsaml2/0oalrs8y79aeweVgB80h8

(o) 2D

RATv T4 FiOTFIATES L7 Security Cloud Sign On SAML A % 7 —# % L CSAML 7 7'V 7r— 3 VEHRE L
F9, ZHIE XMLAZT =X 77 A V&AL VR— 350, SSOV—EAURLEZT 4T 4IDD
ExFETAD L, ARBAGNEELT v 7o —RRLET,

AT w75 Security Cloud Control {ZFE Y, [R~N (Next) 127 U v LET,

RDRERY
WIZ, ID T A X —DSAML 7 7'V /r—3 3 KRGS D A ¥ 5 —H % Security Cloud Control
Wt L E T,

AT 73 :1dP 5 5 Security Cloud [ZSAML A 2 T—4 &
RIS

Security Cloud Control 225 D SAML A # 7 —X ZfFH LT A7 v 7 2 : ID 7 m/3( ¥ —|Z
Security Cloud SAML A % 57— % 9 25 Li= 6, RO FIMETIE, ST D2AXT—4 %
SAML 7 7'V /r—3 2 /5 Security Cloud ControliZ#2ft L 97, Hilid ID —E & 7
A X —IZEHBAOFIMEZONTIE, MDY —RTa M X —OFE B1X—) | 221
TN,
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257 3: 4P A > Security Cloud 1= SAML * # 7 — 2 %1245 3

1R BHHIIZ

ZOFEEZTTHICE, ID Fa XL X —D SAML 77 ) r—3 9 VIZIROD A Z T —H B
g’é‘j‘o

s VU NY A A —E A URL

«xV7 47 41D (4—F 4= A URI

« PEM DB G &
ID7usA Z=ITS LT, EROEHET N TELAZT=H XML Y 7 A V&2 T v 7 r— K
T 570, fHlx DSAMLURI ZFH#)TAJ) (28— LT fH1F) LTEAGEHELT v 7 e—

RT&EET, MROID P —ER T f X—IZEFOFIEICONTIE, IDF—E AT
AX—OFIE B1<—) | ZBRLTITEEN,

AT 71 Security Cloud Control 7' 7 7 H' ¥ 7 % & 4,
ATw T2 [SAMLA %5 —4#% (SAML metadata) | 27 > 7T, IROWTNNEEITLET,

cIDTOANRA T —=NEDXMLAX T —F 77 ANVPNHLGEX, [XMLZ 7 A VDT v 72— R (XML
fileupload) ] Zi®IRL, XML 77 A V&7 v 77— RLET,

o 77 AN ONEEE, [FEMER (Manual configuration) (|27 U v 7 L, > 7P A o F o —8

A URL

DTy RRA L e T 4T 4 IDEATIL, ID 7 A X =L S L= AR E 4 REN

FExT7 v Fu—FLET,

@ SAML metadata
Setup

Select a method for providing your SAML 2.0 IdP metadata.
@ Configure

@ XML file upload Manual configuration

ATv T3 [k~ (Next)

Upload your SAML signing certificate

+

—_
Click or drag a file to this area to upload

File must be in XML format

4 Cancel

122707 LEY,
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ID FaNA F—gaHq k|

B <77 samszorz

ATV

RDBERY

KIZ., Security Cloud Control 2> & ID 7' 12 /3 A X —~D SSO #[AtH LT, A7 v 7 4 : SAML #tt
EDOT AR,

SAML#t&DT X k

SAML 7 7'V #7—< =2 > & Security Cloud Sign On D] T SAML A ¥ 5 — 4 A #a L= b, #
HHTANTEET, Security Cloud Sign On |%, ID 7'® /31 #—d SSO URL {Z SAML Z R %
EELET, D7 X —Ra—P—%2EFICHIET 5 L. 2 —F—1T SecureX Application
Portal IZVY A L7 b &, BEIMIZY A A LET,

EE : Security Cloud Control T SAML #t & A /F L7z & T L7 b o &3 SSO = —

P—T I FTTARLTLEEE, =& X, admin@example.com %z ] L TS & 1ERK
L7=%A1E, Bl SSO = — ¥ — (jsmith@example.com 72 &) TTF A M LT,

AT w71 Security Cloud Control T, [7 A b (Test) |"X—IZEREINDYA LA URLEZ Y v AR—RZabt—
L., 794 =k (=27 Vv R 77004 RUTHEET,

@ Setup

Test

@ Configure 1. Configure your IdP with the public certificate and SAML metadata you copied and

downloaded from Cisco.

@ SAML metadata
2. Test your IdP integration by opening this URL in a private(Incognito) window.

o Test

https:j/s = mmmm = = = cisco.com/ssofsaml2/0oalsc3asjayJkNMOC

3. Once you sign in and land in the Security Cloud Control portal, the configuration test is
successful.

< Cancel

ATy T2 ID7u X, =2, A 2 LET,

IdP CREFEE#172%% . SecureX Application Portal {ZH A > A > L TWAHEE, 7 A MIKHHTT, =7 —N»N
FRENEHEIZ., [SAMLTZF5—D 57 ha—F 107 (3035—) | 2BRLTIES,

[k~ (Next) 1227 Vw7 LT[7 277 471t (Activate) ] A7 v FZHEHRE T,

. Cisco Security Cloud Control 1—H—#H 1 F
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| D Tonq5—smas4r
27975 Hanrs7+ 71t ||

— (o] . A — EN\J
ATYIS . #MEDTU T4 71
AT v T4 : SAMLAEDT AN LIZb, 7774 7L TEET, MEE2T7 7747105
L ROEDREENRDH Y F7,
cBEEE R R AL D —H—T HE LT ID 7, X —% L CRIETIDHENH
VEF, 22— =N 2L Microsoft DV — ¥ )V VA o F v A7 arZERALTY
AFLEIETDHE, 400 =T —NEAELET,

« AL U DERBIOWGEE —B T 28 A —/V KA A %M LT Security Cloud Sign
OniZHA AT oa—PF—i% FBIEDTDIZID I M X —IZU XA L7 I

7,
*DuoMFA IZA T b A LTEHE, BERENZ FAL L Da—Y —[IMFARELZHEH T
B0 ET,

A\

TR OMEET T4 7ETBENC, BT AT v T 4 SAMLFEADT A b,

MEET 7T 47T DL, ROLDREENLY 7,

AT TN 70T 4 TAT 7T, [IdP2T 77 4 74t (ActivatemyIdP) 1227 V v 7 LE7,

Edit identity provider

Activate
Setup
Let's activate the Idp discovery and routing. Once you activate the Idp integration, all your
@ Configure company users that match the verified email domain will use their enterprise Idp password to

sign in to Security Cloud Control, and they no longer manage their MFA settings.

When you're ready, click Activate my ldp.

< Cancel Activate my IdP

ARTFw T2 ZAT7a T[T 27T 4714 (Activate) %27V v 7 LCT 7 v a rwHRLET,
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ID FORA F—EaA4F |
B sswzs—orsinva—50y

SAMLTS—®D STV a—TFTa 29

AT w74 SAML #E DT A N THTTP 400 =5 —N3ETAESIL. RO T Ty a—
T4 FEEH LT TZEN,

A—H—DHAVF VBEFA—INWKAALAUDRBRINERAA DV E—BT B EEHRT D

TAMBEHL TN =TI T FOBEBFA—INVRAAL PR RAL DR LD
BREEE —H LTS 2 L AR L T2,

7’1_ <E Z_ . example.com DX 9 fcﬁﬂiiﬁl KA A ‘/{/EFIE%E Lf:i}%él\\ :L?"]j‘*‘
<username>@signon.example.com T“&iiﬁ< <username>@example.com T"j‘/l) A ‘/*T%.’MZ\E#
b ET,

A—F—HID FANS F—EBALTHA VAV LTVBC EEHRT S

=P —IHEID 7, X —% A L CRIETDIVLERNH Y £, 2—PF =N Ra
° Microsoft Y —> ¥ VY A oA A arZEHLTY A AT A0, OktanbE
By Ao 4 LEoETBE, HITP400 =5 —pNRENFE T,

SAML & D <NamelD> BEENBFA—ILT FLATHD I L5HERT S

SAML JGE D <NameTd>BHEDEITEF A —/LT FLATRIFIIEZR D 8 AL, BFA—L
7 KL A, 22— —DOSAML BMETHRE SN —emaill &£ —HET24ERH Y F3, FHH
IZOWTIE,  TSAML ISEDEME, onpage 22] ML T 7EI VY,

SAML IGEIZELVWEMRERNEFEN TS L ZHERET D

IdP 7> 5 Security Cloud Sign On ~® SAML JSEIZIE, MED 2 —H —J@ M TH % firstName,
lastName, ¥ L email ¥ & FET, FHEMIZOWTIEL,  [SAML JGE DO EAF, on page
22] #BHLTLLZEN,

IdP A5 M SAML & D SHA-256 TERA SN TWA I L 2HRT S

ID 7 A X =50 SAML &%, SHA-256 B4 7N TY RATELTIHLENRHY
%9, Security Cloud Sign On (%, BA SN TWRWTHh—2a U EFRoT VY XL
TBLEINEZTYY—va Uy 2ESLET,
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IDH—EXTAONA XA —DFIE

ZDHA RTIX, Security Cloud SignOn # S E£IERT AT 7 47 4 (ID) —ERXT 1A
A F—=LET DFIHCOWTHHALET,

« AuthO @ Security Cloud Sign On & O#Ea (31 <X—)

* Azure AD @ Security Cloud Sign On & Oft & (34 <X—2)

* Duo @ Security Cloud Sign On & Ofi5 (36 ~—)

+ Google ID @ Security Cloud Sign On & O#t & (38 ~<—)

« Okta @ Security Cloud Sign On & O#i & (40 ~<—)

* Ping ID ® Security Cloud Sign On & DA (42 <X—)

Auth0 @ Security Cloud Sign On & DS

Z DI A KTIiX, Auth0 SAML Addon % Security Cloud Sign On & #t53 % JFIEIZ DWW TR L
5

1R BHEIIZ

BAtGET 2A0Z, TID 7B A X —faE A K Q21 X—) | &k, a2 L
TLIEE, ZNHDOFIAIL, RHROHT A ROFEZ TA7 w72 1 ID 7 1r /31 X —[T Security
Cloud SAML A ¥ 7 —X4 Z4gft3 2% (25 =) | BELW A7 v 7 3 :1dP 75 Security
Cloud (Z SAML A ¥ 5 —# Z42f4t9 2 (26 <—°) ] (&2 T, Auth0 SAML ¥ & (2 EH A D
AR L E T

ATY T 1 Auth0 EEET DT ¥ —7F A AT Security Cloud Control (ZH A > A > LE T,
a) ATy 71 HRE 24—) | OHBIZIR->T, HLWID 7' r 3o X —%/ER L, Duo MFA
MOHA T NT T RN TDHENEIDERELET,
b) (A7 v 7 2:1ID 7 /3o & —|Z Security Cloud SAML A % 7 — % Z4gflk9-% (25 X—) | T, s\
TYwYREZ ¥y a— KL, ROFIETHEHAT L[> T 47 41D (EntityID) | &[> 7
A A % —E AURL (Single Sign-On Service URL) ] DfE% = & — L £ 7,
RT9T2 HLWT T LT T FEHE L LT Autho iAo A v LET, T <ICRED DT, [Security Cloud
Control] 77 U X 73RV FIZ L TRBE T,
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. Auth0 @ Security Cloud Sign On & D#i4&

DH—EXRTaNA 5—0FIE |

a) [77V%s— =3 (Applications) | A ==—/6[7 7V r—3 =3 (Applications) ]ZEIRL 7,
by [T7VU 4 —3 3 DER (Create Application) %7 U v 27 LET,

¢) [#4HA1 (Name) ] 7 4 —/V FIZ ISecure Cloud Sign On| F7-(ILO4RTIZ AN L E T,

d TV r—var A7 LTHEFDOWebT 7V r— 3 (Regular Web Applications) | % i&R

L. [fErk (Create) 1227 U > 7 LET,

[7 RA > (Addons) | # 7 %27V v/ LET,

[SAML2 Web App (SAML2 Web App) | hZ &2V v 27 LCT RAVZHAMMILET,
SAML2 Web App DA A 7 1 7 D3PI E £7,

Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

= SAML Version: 2.0

= |ssuer: urn:dev-g Z.us.auth@.com

= |dentity Provider Certificate: Download Auth@ certificate

= |dentity Provider SHA1 fingerprint:
82:87:E5:ED:3D:67:D3:46:97:8E:72:27:E7:FD:09:FF:BD:FA:A2:94

= |dentity Provider Login URL: https://dev-

= |dentity Provider Metadata: Download

g2xwaipwfp2liro8.us.auth@.com/samlp/AG62YE’

LYYWL

g) [ (Usage) 1 # 7 C. Auth0 @ [ID7 w3 X —FEHE (Identity Provider Certificate) ] & [ID7' &
INA L —D A KT —7%4 (Identity Provider Metadata) | 7 7 A V&2 X —RLET,

h)  [E (Settings) 1 ¥ 7 %27 Vv 7 LET,

i) [7 7Y —3 3 a—3y Z7URL (Application Callback URL) ] 7 4 —/V RIZ, =¥ —7F 54 X
RETV AP —FRpbav—L [ 7Nt A 4% —EAURL (Single Sign-On Service URL) ]

@z A LET,

j) [RE (Settings) 17 4 —/L RIZIRDISONA TV =7 vEAHLET,

nNiz[=r7474ID (4A—7 4= AURI)

raudiencej O)’Tﬁfi\ Ti%@%é
(Entity ID (Audience URI)) ] OfEIZE & #2 %,

lsigningcert] I, Security Cloud Control 2> Hifk SN 7= BAFEHEDONEL 11TOT F A MIEH

LEbDIZESH]MAET,

{

"audience": "...",
"signingCert": "----—- BEGIN CERTIFICATE----- \n...
"mappings": {

"email": "email",

"given name": "firstName",
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"family name": "lastName"
}I
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified",
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"
]I
"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

Addon: SAML2 Web App X

Settings Usage

Application Callback URL
https://sso-preview.test.security.cisco.com/sso/saml2/@oc oh8

SAML Token will be POSTed to this URL.

Settings

N

"audience": "https://www.okta.com/saml2/service-provider/

(d%]

"signingCert": \nMII...fjc\n
"mappings": {
"email": "email",
"given_name": "firstName",
"family_name": "lastName"
}s
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1:name
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/20085/05/identity/claims
1,
"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POS

k)  [Addon] #A 7 v /D FEIZH D [HME (Enable) 1227V w27 LT F U r—a 2HMICLE
7

4
5
6
7
8
9
0
1
2

1
1
1
1
1

&~

Cisco Security Cloud Control 11—+ —# 4 K .



DH—EXRTaNA 5—0FIE |
. Azure AD O) Security Cloud Sign On & D#E&

AT 73 [Security Cloud Control] IZFE Y . [k~ (Next) |27 U v 7 LEF, A7 7 3:1dP /5 Security Cloud |Z
SAML * ¥ 5 —4 2842 (26 4—) OBEENFERINET,
a) [XML7 7 A VD7 v 71— K (XML fileupload) 147 a &&IRLET,
b) Auth0 2> HEEfLE 7z [IDF B/ SA X —0D A ZF—4 (Identity Provider Metadata) | 7 7 A V&7 v 7
on— RKLET,

RDEZRY

Wiz, TAT 74 : SAMLFADT A 28X—) | BIW (AR5 v 5:FE50T 7
T4 7 29 —) | OFIEIHEST, BEETAMNLCT 774 7L LET,

Azure AD O Security Cloud Sign On & D# &

ZDOHA RTIL, Azure AD % Security Cloud Control & #E& 7 5 HFIEIZOW T L £97,

1a s BRI

BRtE3 2R1C, TID 7m AL X —EG A K 21 =) | &Zatdk, 7t A2KZ R L
TS, ZNHDOFIRIL, ABROHT A FOKHZ TAT 72 1 ID 7 r /31 X —[T Security
Cloud SAML A # 7 —# Z4gflt9 % (25—) | BLO A7 v 7 3 :1dP /5 Security
Cloud IZ SAML * % 57— Z4#fit3°% (26 X—) | T2\ T, Azure AD SAML &2 EA
DI E R LET,

AT9F1 Azure AD AT DT ¥ —7 T A AT Security Cloud Control (21 > A > LE7,
a) (A7 v 71 FRE 24X—2) | OHHIZHR>T, HLWID 73 2 —%/ER L, Duo MFA
MOAT T RNTHNEIDERELET,
b) [AFT v 7 2:ID 7 r/3A ¥ —|Z Security Cloud SAML # % 5 — &% Z4¢ff9-% (25 2—) | T, /8
Ty YIiREAX ¥ 7 —RL, ROFIETHEMAT L [T 47 41D (EntityID) ] & [~ 74
A A% —E AURL (Single Sign-On Service URL) ] DfE% =2 &°— L 9,
AT T2 HLWT T 7YX T T, httpsi//portal.azure.com |ZEFRE L LTHA A LET, T<ITEDDT, [Security
Cloud Control] # 7 FBIW=F FizL TR E£7,

THO Y NTHEEOT T M7 7 BATE581E, AEBMTT v FE@RIRLET, A—F 1ty

varELER Azure AD TSV MIRELET,

a) [Azure Active Directory] %7 UV v 7 L7,

b)  EROYV A RAN—=T[m ¥ —TFF A4 X7 7Y r—3 a3 (Enterprise Applications) %7 U v 7 LE
_a—o

c) [HHLWr U — =3 (+NewApplication) 1% 7 U 2 L. [Azure AD SAML Toolkit (Azure AD
SAML Toolkit) ] Z¥RL %97,

d)  [Azure AD SAML Toolkit (Azure AD SAML Toolkit) 1% 7 U v 7 LET,

. Cisco Security Cloud Control 1—H—#H 1 F
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2)
h)

)

i)

Azure AD @ Security Cloud Sign On & D#i& .

[4 81 (Name) ] 7 1 —/V KiZ [Security Cloud Sign On| F72XZDMOfEE AT L, [1EK

(Create) %7V v/ LET,

[MEZ (Overview) 12— T, EMOYA K= [FH (Manage) |D FIZH D[V I HA 4
> (Single SignOn) 1% 27V v 7 LE7,
[T TNt A A FROBEIR (select single sign on method) ] T [SAML (SAML) ]Z3#R L £,

(AR 72SAMLAERL (Basic SAML Configuration) ] /3L T [fff (Edit) 1227V v 27 L, LLF&AT

WET,

- [T (=2 17 4ID) (dentifier (Entity ID)) ] C. [FRI D&M (Add Identifier) ] % 7
U w2 L. Security Cloud Control 7> 5 #2flt &7z [=27 17 4 ID (Entity ID) ] ® URL % AJJ
LET,

cJHEEURL (TH—vararva—<H—ERAURL) (Reply URL (Assertion Consumer Service
URL)) ] T, [&ZURLOEN (AddReply URL) 1% 27 VU w2 L. Security Cloud Control 7> & @
[ 7N A A —E AURL (Single Sign-On Service URL) ] # AL £,

s [ > A2 URL (SignonURL) |7 4 —/L RIZ https://sign-on.security.cisco.com/|
EANTTLES,

« [BR1F (Save) &7 VU w7 L., [FEAWZRSAMLAERL (Basic SAML Configuration) |/33%/L%& B L
3

[EM: & Bk (Attributes & Claims) ] /3% T, [fafE (Edit) 1227V v 7 LE7,

o [LERER (Required claim) ] C[—E O —H —i#5+ (&AID) (Unique User Identifier (Name
ID)) 1EREZ27 U7 LTHRELET,

. [y*‘xﬁ‘l‘i (Source attribute) 17 4 —/V R % user.userprincipalname ICRELET, T2 TIL
user.userprincipalname DIEN AN 2B A — LT RLAZFR L TNDHZ EEFHEE LTWET,
NN OEEIX, [V —A (Source) ] % [user.primaryauthoritativeemail | [Z5%7E L £,

[EMMOFE R (Additional Claims) ] /3%/VC [#RfE (Edit) 1227V v 2 L, Azure AD —H—7 1<

T 4 & SAML BIEOR DO~ v v 72 ERR L £,

=11 AR ZERE V—RAEM%

email fE72 L user.userprincipalname
firstName fli7z L user.givenname
lastName fE72 L user.surname

Cisco Security Cloud Control 11—+ —# 4 K .
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. Duo 0 Security Cloud Sign On & D&

ATvT3

k)

D

WITRT L DI, BRI LI [4Ei2E# (Namespace) ] 7« —/L RiZbd°7 U7 LTL7ZE0,

Manage claim - X

Name * | email v |

Namespace | Enter a namespace URI v |

27 Got feedback?

[SAMLGEH]#E (SAML Certificates) ] /Sr/LC, [AEPIE (Base64) (Certificate (Base64)) ] aEH]ED
[#7 > na—F (Download) 127V v 7 LET,

ZOFIETHRIFEHEATH72DIT, [SAMLIZE V> 7 %A v F D'y b7 7 (Setup Single
Sign-On with SAML) 127 > a > T[22 1 »URL (Login URL) ] & [Azure ADi#3! 7 (Azure AD
Identifier) | DfE%Z =2 — L £7,

[Security Cloud Control] {(Z&E Y . [k~ (Next) 127 Vv 27 LEF, A7 v 7 3 :1dP H5 Security Cloud (2
SAML A %7 —2 Zftfhd 2 (26 X—) OEEARRINET,

a)
b)

<)

d)

[TEMERL (Manual Configuration) 147> a2 V&2 @&IR L £,

[ I NH A Fd P —ERAURL (TH—3 3 a3y a—<#—EAURL) (Single Sign-on Service
URL (Assertion Consumer Service URL)) ] 7 « —/V RIZ, Azure »HIgft & 72 [v 74 > URL (Login
URL) | DfEZ AT LET,

[=>T7 47 41D (A—7 4= AURID) (Entity ID (Audience URI)) ] 7 4 —/L FiZ, Azure AD /> 5 H#
it 7= [Azure AD#BIF (Azure AD Identifier) ] DfEA A L £,

Azure TSN BRAFEAELZT v v — FLET,

AT 74 [Security Cloud Control] T [k~ (Next) 1%7 U v 7 L%,

RDARY
[RF7 74 : SAMLIMEDT AR 28X—) | BIXOY A7 75 EOT 77 1471k
29 =) | I~ T, MBEETAMLTCT 72T 47k LET,

Duo @ Security Cloud Sign On & D#FS

Z DI A KTIX, DuoSAML 7 7'V &r— 3 > % Security Cloud Sign On & #4532 SFikizo0
T LET,

I8 BRI

Blaad 280, TID 7u g X —ima a4 F 21 _—=2) | ik, T a2z iiEL
TLEEV, ZNHDOFIEIL, ADRDOHT A FOFHZ T2 T » 72 1 ID 7'u /3o & —|Z Security
Cloud SAML A # 7 —# Zgflt3+ 2% (25 —) | BXLW A7 v 7 3 :1dP 7> 5 Security

. Cisco Security Cloud Control 1—H—#H 1 F
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ATy T

ATy T2

Duo @ Security Cloud Sign On & D#i & .

Cloud |Z SAML A % 5 —& Z4fit4 2% (26 ~<—3°) ] &2\ T, Duo SAML #AICEA D
MEmELET,

Duo L #iB 9 2% ¥ —7F A X T Security Cloud Control {241 > A > LET,

a) A7 o711 ¥IEE 243—) | OFIIZH > T, HLWID 7'u A X —%/ER L, Duo MFA
MHA T NT T RNTHNEIDERELET,

b) [AFT v 7 2:ID 7 r/3A & —|Z Security Cloud SAML * % 5 — 4 Z4¢fk9-%5 (25 2—) | <, s\
Ty IiAELX ¥ 7 an—RL, ROFIETHEMT L [T 47 41D (EntityID) ] &[> 7
A A% —¥E AURL (Single Sign-On Service URL) ] DfE% 2 &°— L £,

HrLnwT 70347 T, A L LT Duo ISV A A v LET, F<ISRD DT, [Security Cloud

Control] # 7 1ZW=F FIZLTEBEET,

a) MDA =a—Ins [TV — a3 (Applications) |27 U w7 L, [T 7V r—a v Oif#

(Protect an Application) 1 &7 U > 7 L£7,

b) [LHSAMLY—E A7 r/ 34 % — (Generic SAML Service Provider) | ##E L £,

c) [PrRi#% 1 7 (Protection Type) |73 [DuoA’37s A k9" %SSOIZ & H2FA (2FA with SSO hosted by Duo) ] @
[LAY—E A7 m /31 ¥ — (Generic Service Provider) 17 7'V 7r—3 a » ORIZH D [{Ri# (Protect) ]
Vw7 LET, WWHSAML —E X F a3 X —DREREN— 0B & £,

d) [A¥7T—4% (Metadata) | E7 v a U ZiERLET,

e) [=>T 47 «ID (EntityID) |DfEZ a2 —L, B CTHEATIH-OICHEFELET,

f) [ 7B A A URL (Single Sign-On URL) | D% =2 — L, % CHEHTH-DITREFELET,

g) BTHEHTHED, [Fvra—F (Downloads) |7 v a > CREAZED X 7> r— K (Download
certificate) 1227 U v 7 LET,

h) [SAMLJ&% (SAML Response) ] 27 ¥ 3 > CIRDFNEEZFEIT L 97,

+ [NameID/Z3. (NamelD format) ] C [urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

(urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified) | £ 7213
[urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

(urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress) ] %R L £,
s [NameIDJ&4: (NamelD attribute) ] C [<Email Address> (<Email Address>) ] Z&IN L £ 7,

B~ v 7 (Map Attributes) ] &2 23 > C. DuoIdP = — % —EM: & SAML IS JBMED R

Dy T NS LET,

[IdPEtE (1dP Attribute) ] [SAMLZEEM (SAML Response Attribute) ]
<Email Address> email

<First Name> firstName

<Last Name> lastName

Cisco Security Cloud Control 11—+ —# 4 K .
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. Google ID @ Security Cloud Sign On & D#4&

ATvT3

)

Map attributes IdP Attribute SAML Response Attribute
X <Email Address> email
X <First Name> firstName
% <Last Name> lastName ()

[%E (Settings) 1227 v 2 T, [4AT (Name) |7 1 —/L RIZ [Security Cloud SignOn| F7=i%fho
EEADLET,

[Security Cloud Control] {IZ& Y, [k~ (Next) =27 Vv 7 LEF, A7 v 7 3:1dP » 5 Security Cloud |2
SAML A %7 — X% & fifitd 2% (26 ~—¥) OEENERINET,

a)
b)

d)

[FEhERL (Manual Configuration) |14 7> a &38R L £9°,

[ I NY A vF P —EAURL (F¥—3 g a3 a—<H%—EAURL) (Single Sign-on Service

URL (Assertion Consumer Service URL)) ] 7 ¢ —/L NiZ, Duo 2»bfgfft S iz [ 7 /v A 4 URL
(Single Sign-On URL) ] DfExZ A L E T,

[=>F 47 4ID (#—7 1= AURD) (Entity ID (Audience URI)) ] 7 1 —/v FiZ, Duo 7S fik &

niz[=>7 47 41D (EntityID) ] DEZ AL ET,

Duo 064 7 u— KN LIZEBRAMAELT v 7T u—FLET,

RDZRY

wiz, TAT 74 : SAMLAEDT AR 28—) | BIW (RTFT v 75 E0T 7
T4 7 29—=) | OFIEIHEST, BEETAMNLTCT 774 7L LET,

Google ID  Security Cloud Sign On & D#E&

ZDHA KTIiE, Google ID SAML 7 7'V /77— = > % Security Cloud Sign On & #4492 Ik
WIZHOWTHB L ET,

1R BHHIIZ

BitET DRI, TID 7' X —AETA K Q1 S—2) | &k, T ot ARREH8fFEL
TLIEE, ZNHDOFIEIL, ADRDO T A ROFHZ TA7 » 72 1D F'm /31 X —|Z Security
Cloud SAML 2 %7 — 4% Z4&flt4-2 (25 3—) | BEO [AF7 v 7 3 : 1dP » 5 Security
Cloud {Z SAML A % 7 — 4 Z4#flk9 2% (26 2—7) | 12T, Google ID ¥t A& 2 [EAH DR
R LET,

AT Y1 Google EfieT 5> ¥ —7F A X T Security Cloud Control {ZH 4 > A > LET,

. Cisco Security Cloud Control 1—H—#H 1 F
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ATy T2

Google ID @ Security Cloud Sign On & D#& .

a) ATy 71 gHERE 24~—2) | OFBIIH-> T, HLWID 7 m 1 X —Z{E L, Duo MFA
MHETT RT T NTHENEIMERELET,

b) A7 > 7 2:ID 7 u/34 & —I(Z Security Cloud SAML # % 7 —# Z4fit4 25 (25 <—v) | T, /X
TYyYIiRELX ¥ 7 —RL, ROFIETHEMAT L [T 47 41D (EntityID) ] &[> 74
A A% —E AURL (Single Sign-On Service URL) ] DfE% =2 &°— L 7,

HLWT T o ET T, A= _—FHEHEREZFFOT T N &M L TGoogle BHl = > Y — L2 A

4 > L%79, [Security Cloud Control] # 7 & Bz E FICLET,

a) BHoL YT, A=a— B>[77Y (Apps) |>[V =TT 7Y LEALLTFY (Weband
mobile apps) | IZFEI L 9,

b) [77VEIEM (AddApp) ]>[H AHX LSAMLT 7'V @iBN (Add custom SAMLapp) %727 U v 7 L
£7,

c) [T7T7VUDFM (App Details) | TULFZ1TWVWE T,

« 77V r—3 a4 ISecure Cloud Sign On) F7oidfhofEs AT LET,
CRBERLT, TV = a VICEENT ST A 22T v T e —FLET,

d)  [#ifT (Continue) 1% 7 YV v 7 LT, [GoogleID 7 1 /3A % — (Google Identity Provider) ] Dt~ —
VICBE L ET,
e) [AX¥T—XDX 7 ua— K (DownloadMetadata) 1 %7 VU v 7 LT, % CTHEMHT S 7=DIT Google
SAML A ¥ T =277 A VX rm—RLET,
f) [%ifT (Continue) 1% 27 U v LT, [V—ERT a4 Z—DFEM (Service provider details) ] ~4—
VICBE L £,
2) [ACS URL] 7 -+ —/V RiZ, Security Cloud Control 2> Hi2flt S viz [V o A 4 4 —E AURL
(Single Sign-On Service URL) | # AJJ L E7,
h)y [>T 47 «4ID (EntityID) ]~ « —/V RiZ, Security Cloud Control 2> Ll S 7= [>T 4 7 41D
(Entity ID) ] ® URL # A L7,
i) [T X% (Signed Response) | A 7' v a a4z LET,
i) [ BIIDDFE (NameID Format) ] C[UNSPECIFIED (UNSPECIFIED) ] %7-I1%[EMAIL (EMAIL) ]
BN L ET,
k)  [4A7ID (NamelID) ] C [ZEAE# > EHE T A —/L (Basic Information > Primary email) ] % 3R L &
R
) [%t1T (Continue) 142 UV v 7 LT, [J&M~ vt 2 (Attribute mapping) ] ~— AL T,
m) Google 7 4 V7 NUEBMLT I U r—ra @l oRko~y B 7 EBNLET,

[Google T« LY ~1JMEM (Google Directory attributes) 1|[7 7'1) DEtE (Appattributes) ]
4, (First name) firstName

#: (Last name) lastName

Primary email email

Cisco Security Cloud Control 11—+ —# 4 K .
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Attributes

Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more

Google Directory attributes App attributes

Basic Information >

First name - firstName X

Basic Information >

Last name g lastName X

Basic Information >

Primary email - email X
ADD MAPPING

n) [#&7T (Finish) 1227V v 27 LET,

AT 73 [Security Cloud Control] IZFE Y | [k~ (Next) 1|27V v 27 LEd, A7 7 3:1dP /5 Security Cloud |2
SAML 2 # 7 —Z %423 2% (26 X—) OBENFERINET,
a) [XML7 7 A VDT v 71— K (XML fileupload) ] 47> 3 v &RIRLET,
b) LLEIIZ Google H X 7 — KL SAML A X T —4 7 7 A NVaT v 7ua—RKLET,
c) [k~ (Next) 1227 U w27 LTC[TAF (Testing) | X—TICAHFET,

RDBERY

Wiz, TAT 74 : SAMLFEAEDT AR 283—2) | BXOY AT v 75 : HEDOT
T4 74 29 %—) | OFIEIHEST, HFBEETAMNLTCT 274 7L LET,

Okta @ Security Cloud Sign On & O#E &

ZDHA RTiE, OktaSAML 7 7'V /7—< 3 > % Security Cloud Control & #4342 FiEIZ oW
T LET,

458 SRS

BRIAI 21N, [ID 7m A A X —fiG A K 21 =) | &Zatdh, 7t A2KZ PR L
TSV, ZNHDOFIEIL, ADRDOHT A FOFRHZ AT » 72 1 ID 7' u /31 & —|Z Security
Cloud SAML A % 7 —# Z4gflt7 2 (25X—) | BXO A7 » 7 3 :1dP 75 Security
Cloud (Z SAML A % 5 —# Z4gft9 2% (26 ~<—°) ] (&2 T, Okta SAML A& IZEAH DFE
MAHELET,

ATvT1 Okta LHATHxT ¥ —7F A AT Security Cloud Control (2% 4 > A > LET,

. Cisco Security Cloud Control 1—H—#H 1 F
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ATy T2

Okta O Security Cloud Sign On & D& .

a) (AT o7 1 fHERE 24X—2) | O@BIZH> T, HLWID 7'r Ao X —%Ef L., Duo MFA
MOA T NT T RNTHNEIDERELET,
b) A7 > 7 2:ID 7 u/34 & —I(Z Security Cloud SAML # % 7 —# Z4fit4 25 (25 <—v) | T, /X
TYyYIiRELX ¥ 7 —RL, ROFIETHEMAT L [T 47 41D (EntityID) ] &[> 74
A AP —E AURL (Single sign-on Service URL) | DfE% 2 — L 97,
FLWT I o2 7 C FHE L LT OktafifkIZ A A LET, T<ICRD DT, [Security Cloud
Control] # 71IBAWV=E FIZ L TRBE £,
a) [T77 U4 — a3 (Applications) | A ==—n5 [T 7 U r—3 3 (Applications) ]% &R L E7,
b) [TTVr—a A DIER (Create App Integration) %727 U v 7 LE7,
c) [SAML2.0 (SAML2.0) J#&ERL, K~ (Next) |27 Vv 7 LET,
d) [®MEXE (General Settings) ] % 7 C. D4 (@ Security Cloud SignOn) # AL, %I
JSLTrAZT v 7Fu—RLET,
e) [k~ (Next) %27 Y v LT [SAMLO#RK (Configure SAML) ] i1 Z A £ 9,
f) [ 7 %A A URL (Single sign-on URL) ] 7 ¢ —/L FIZ, Security Cloud Control 7> & 2k = 71
e[ T A A —E AURL (Single sign-on Service URL) | # A/ L £ 7,
g) [A—7 4= AURI (Audience URI) ] 7 1 —/V KiZ, Security Cloud Control 2> 5 gt X fu7= [=2
7 47 4 1D (Entity ID) 1 Z# A LET,
h)  [4ANDDEH (Name ID Format) | T [fi&72 L (Unspecified) | £721% [E T A—/LT KL A
(EmailAddress) ] @R L E 7,
i) [7 7V r— 3 vra—%—4 (Application username) | C[Okta=——%; (Oktausername) ] % B3R
LET,
j) [EIEAT— R A b (A7 3) (Attribute Statements (optional)) &7 ¥ 3 > C, IRD4 i SAML
BHED~ v v 7% Okta 2—H =717 7 A VB L £,

[2%77 (Name) ] (SAML7H—<3>) |[{E (Value) ] (Okta 7’07 7 1 JL)

email user.email
firstName user.firstName
lastName user.email

k)  [Show Advanced Settings] 27 U v 7 L %9,

1) [k~ (Next) 1227V w7 LET,

m) [BE4AEBE (Signature Certificate) ] T, [7 7 A VDOEM (Browsefiles...) |27 U v 27 L, LRI
Security Cloud Control 235 # 7 > a— R L2 /ARBLAREAEEZ T v 7a— K LET,

GE) I LT — 3 U1X, RSA-SHA256 7 /LT U AL TELTHLENRH Y £,

n) [HA A (SignOn) ]|, [RE (Settings) ]. [V1 A JF{E (Sign on method) | DNEIZEIR L,
[FEMI DR (Show details) 1 Z 27V v 7 LE7,

0) [k~ (Next) 1227V 27 LTOktalZl7 4 — KK\ 7 &EEL, [587 (Finish) 1227V v27 LE
TO

p) [V A A2 URL (SignonURL) | & 474 (Issuer) |DfExav—L, BRMAELZ Y vV u—F
L T Security Cloud Control (Z#2ft L F 9,

Cisco Security Cloud Control 11—+ —# 4 K .
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. Ping ID @ Security Cloud Sign On & D#f&

ATvT3

[Security Cloud Control] {IZ& Y . [k~ (Next) 1227 Vv 7 LET, A7 v 3:1dP H 5 Security Cloud (2

SAML 2 %7 — % % fitfitd 2% (26 X—V) OEENERINET,

a) [FEIEA (Manual Configuration) ] 47 a3 V&R L £7,

b) [V I NP A F B —EAURL (TH—ararya—<H—EAURL) (Single Sign-on Service
URL (Assertion Consumer Service URL)) ] 7 « —/V KiZ, Okta 2> b gk &7z [ > 4> URL (Sign
onURL) | DEZ AL ET,

¢) [T 47 +4ID (A—F 4> AURD) (Entity ID (Audience URI)) ] 7 1 —/L KIZ, Okta 7> HH#EfEX
T 1T (Issuer) | DEZ AL ET,

d) Okta »bigftSN/-EBRAMPELZ 7 v /e —RFLET,

RDERY
Wiz, TAT v 74 :SAML#HEDT A 28—=) | BEIO 2T v 75 : 077
T4 7 29 —) | OFNEICHEST, EETANLTT 7T 4 7L ET,

Ping ID @ Security Cloud Sign On & D&

ATy

ATy T2

ZDIiA K TIiE, Google ID SAML 7 7'V /r—< = % Security Cloud Sign On & #5932 ik
WZOWTHMHALET,

1a s BRI

BRLAT DRI, TID 7m A X —ETA K Q21 X—) | ZHisk, 7ot ARREEEL
TLEEY, ZRHDOFIAE, RHROHT A ROFHZ TA7 > 72 1 ID 7' v/34 #—|Z Security
Cloud SAML A # 7 —# Z4gfit9 % (25<—) | BLO A7 » 7 3 :1dP /5 Security
Cloud |Z SAML # % 57— 4 %44 % (26 2—°) | {22\ T, Google ID #A ICEA DM
AR LET,

Google L #tad 5= ¥ —7F A X T Security Cloud Control (244 > A > LET,

a) AT v 71 WHIRE 243—) | OBINCH > T, HLWID 7 3f ¥ —%/E% L. Duo MFA
MHETT RT T NTHENEINERELET,

b) [AFT v 7 2:ID 7 r/3A ¥ —|Z Security Cloud SAML * % 5 — 4 Z4#ff4 2% (25 4—) | T, 1
T 572912 Security Cloud Sign ONnSAML A8 F—42 7 7 A L& X 70— RKLET,

HLWT T UL T T, PingEHla Y —LiZ¥ A A LET, [Security Cloud Control] 77 7 ¥ % 7' %

BAWCEFITLET,

a)  [#¢ (Connections) 1>[7 7'V — a2 (Applications) | IZBEEIL £7,

by [+HARXLEIZ VI LT[TFIUr—a 00 (Add Application) | ¥ A 7 v 7 #B& 9,

) [TVl — a4 (Application Name) ] 7 4 —/L N [Secure Cloud Sign On| F7-(Ifho
LR AT LET,

d) HESUT, BBEBEML, 74327 vy Fa—FLET,

S
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2)

h)
)
i)
k)
)

m)

n)

Ping ID @ Security Cloud Sign On & D#& .

[7 7'V r—3 3 DA (Application Type) | C[SAMLT 7'V /r—3 =2 > (SAML application) ] %
BR L., [#85k (Configure) 127V v 7 LE T,

[SAML##Z (SAML Configuration) ] %A 7 1227 T, [A#T—% DA 7"— K (Import Metadata) ]
Tara@®RL, [7 7 A VOER (Selectafile) 127V v 7 LET,

Security Cloud Control 7>5 4 7 > 11— K L7z Security Cloud Sign On SAML A2 F—2 7 7 A )L % F,
DI ET,

B Add Application

SAML Configuration

Provide Application Metadata
® Import Metadata () Import From URL (O Manually Enter

P
Q.
w
0
Q
w
@
0
c
S,
=
<
Q
o]
c
&
)]
o]
3
1
3
o
1))
o
1))
=
o
&
¢
3
[}

ACS URLs *

https://security.cisco.com/sso/saml2/0oalsc3asja...

+ Add
Entity ID *

https://www.okta.com/saml2/service-provider/spn...

[fRTF (Save) 127 U w7 LET,

[%7E (Configuration) 1 ¥ 7 %27 Vv 27 LET,

[(AHXT—HDH>ra—F (Download Metadata) 1% 27 U w2 LC. Security Cloud Control {Z#2fit3~
DSAML AZ T =277 A Ve yrn—RRLET,

[EMED~ v 7 (Attribute Mappings) 1 ¥ 7 %27 UV v 27 LET,

[fRfe (Edit) ] GhET A =22) 227V v 7 LET,

W ZED [saml_subject (saml subject) ] JBPEIZDOWT, [T A—/L7 KL A (Email Address) ] % 3R
LET,

[+1B (+Add) 1% 7V v 27 L. SAML & & PingOne = —% —ID BIEDR D~ v B2 7 ZBINL,
ETNETNO~ v 7T [ME (Required) | A7 v araHmhzLET,

Cisco Security Cloud Control 11—+ —# 4 K .



DH—EXRTaNA 5—0FIE |

. Ping ID @ Security Cloud Sign On & D#f&

ATvT3

B |[PingOne~ v E> % (PingOne Mappings) ]

fistName | &5 7- A —/L 7 K L' 2 (Email Address)

lastName | 4,

email |Family Name

g~ > v 7 (Attribute Mapping) ] 7N R/VITIROD K 512720 £,

Attribute Mapping
Attributes PingOne Mappings Required
saml_subject Email Address - “a
email Email Address - - I [ ]
firstName Given Name - “a [ ]
lastName Family Name A *t,x : []

0) [BfF (Save) 127V v/ LT~y BV T ERFELET,

[Security Cloud Control] {ZR Y, [k~ (Next) |27 VU 27 LET, A7 7 3 :1dP /5 Security Cloud (Z
SAML * % 5 —4 28425 (26 4—) OEENFERINET,

a) [XML7 7 A VDO7T v 7 a—FK (XML fileupload) |47 3 U &®IRLET,

b) LIENZ Ping 2254 70— KL/ SAML A X T —X 77 A V&7 v 7uo—FKLE7,

c) [k~ (Next) 1|27 U w27 LTC[7T AL (Testing) | _—TIZEALET,

RDBERY

Wiz, TAT 74 :SAMLHADT AL 28X—) | BIWY (AT v 75 HE0T7 7
T4 7 29—) | OFNEICHEST, HEETANLTT 7T 4 7L ET,

. Cisco Security Cloud Control 1—H—#H 1 F



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



