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1.
Cisco Secure Email Threat Defense  Cisco Security Cloud Sign On
Cloud Sign On https://cisco.com/go/securesignon
SecureX Threat Response Cisco Secure Malware Analytics  Threat Grid
Sign On
2.
3. [ Welcome to ] Cisco Secure Email Threat Defense
o
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Cisco Secure Email Gateway SEG

Cisco Secure Email Gateway SEG

SEG Cisco Secure Email Threat Defense
SEG
1. [ Yes ] [ No ] Cisco Secure Email Gateway SEG [
Next ]
2. [ Yes ] SEG [ Next ]
1. Microsoft 0365 [SEG
No SEG ] Microsoft 0365
2.
Microsoft 365 Microsoft 365 Authentication
- !/ Read/Write
/ Microsoft 365
- Read Microsoft 365
[ / Read/Write ] 17
[
Policy ] [ Apply auto-remediation to domain
not in domain list ]
No Authentication
Cisco SEG
3. Microsoft 365 Microsoft 365
a. [ Next ] Microsoft 365
b. Microsoft 365
Cisco Secure Email Threat Defense
Cisco Secure Email Threat Defense  FAQ Secure Email Threat Defense Microsoft
365 Why are Microsoft 365 Global Admin rights required to set
up Secure Email Threat Defense?
c. [ Accept ] Cisco Secure Email Threat Defense Cisco

Secure Email Threat Defense

d. [ Next ]
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Microsoft O365

Microsoft 0365 Cisco Secure Email Threat Defense
Microsoft 365
Microsoft 365
1. Cisco Secure Email Gateway SEG Microsoft 365
Cisco Secure Email Gateway Microsoft 365 Cisco Secure Email Threat
Defense Microsoft 365
Microsoft 365 Exchange [ Add a connctor ]
- Connection from ] Office 365
- [ Connection to ]
- [ Connector name ] Cisco Secure Email Threat Defense [ Turn it
on ]
- [ Use of connector ]
mail.cmd.cisco.com mail.eu.cmd.cisco.com
mail.au.etd.cisco.com mail.in.etd.cisco.com
- [ Routing ] MX
- [ Security restrictions ] CA
TLS
- [ Validation email ] Cisco Secure Email Threat Defense
0365 Exchange
Cisco Secure Email Threat Defense
2. Cisco Secure Email Threat Defense Microsoft 365

a. Cisco Secure Email Threat Defense
[ Administration ]

b. Microsoft Purview https://compliance.microsoft.com/homepage
c. | Solutions ]> [ Data lifecycle management ] > [Exchange
Exchange (legacy) ]> [ Journal rules ]
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d. [ Send undeliverable journal reports to ]
Exchange [ Save ]
Cisco Secure Email Threat Defense

e. | Journal rules ] [+]

f. Cisco Secure Email Threat Defense [ Send
journal reports to ]

g | Journal rule name ] Cisco Secure Email Threat Defense
h. [ Journal messages sent or received from ] [ Everyone ]
i. [ Type of message to journal ] [ All messages |

i- 0 Next ]
k. [ Submit ]

3. Cisco Secure Email Threat Defense [ Review policy ]

Cisco Secure Email Cloud Gateway  Threat Defense
Secure Email Threat Defense

1. Cisco Secure Email Threat Defense

[ Administration ]
2. Cisco Secure Email Cloud Gateway Ul [ Security Services ] > [Threat Defense
Connector]
3. [Threat Defense Connector Enable Threat Defense Connector ]
4. 1  Cisco Secure Email Threat Defense
5. [ Submit ]
6. Cisco Secure Email Threat Defense [ Review policy ]
17 [Microsoft 0365 /
Microsoft 0365 Authentication: Read/Write ] [ Automated Remediation Policy ]

[

Apply auto-remediation to domain not in domain list ]
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Microsoft

Cisco Secure Email Threat Defense Microsoft 365
Cisco Secure Email Threat Defense [
Apply auto-remediation to domains not in the domain list ]

" | Apply auto-remediation to domains not in the domain list ]
m Apply auto-remediation to domains not in the domain list ]
[ Apply auto-remediation to domains not in the

domain list ]
Microsoft 365 Cisco Secure Email Threat
Defense

1. [ Policy ]

2. [ Update Imported Domains ] Cisco Secure

Email Threat Defense

4. [ Apply auto-remediation to domains not in the domain
list ]

5. [ Save and Apply ]
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