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[1> Changed the system hostname

AaBbCcl23 ~=a T VDX A My, HU| [QuickStart Guide] #ZH L T 2 &
VVEEAOHEER. SRR |V,

e A~y RIA B (% - - “
TIGAT R, RGN Bk

N -

RORRICRISES RO v o g v T e 22—

SELLN
L) o WCEIRTZ DM ENH Y £,

Before you begin, please reset your
passphrase to a

new value.

0ld passphrase: ironport

New passphrase: your new passphrase

FLLARTL—X
your_new passphrase TN L ET,

E&E!)V—2R

'H

EA=NEX2UT 4 TTI747 0 AOBEERHE, RO URL B AFTEET,
http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
ES

FTLyY R=2

VA aryyFrY X a U7 o 8RICETAERIZONWTO T Ly Y R—R 2T VAT D
IZiE, UTOHmMEZRL T30,

http://www.cisco.com/web/ironport/knowledgebase.html

YA MZT 7 A BI20 Cisco.com D —H ID BSMNELTT, Cisco.com D —H ID % B
HTRWEAIE. [Cisco 7172 FOBEER] 2R LT &0,

SRaAYR—b+aZIa=Fg

VAAYR—F aia=T i, YRAIOBEK, SN—FF— BIOIEEEDAF T A
T4+ —TFLTT, ar7oYXa )7 ICBT 5 KIRMESS. FFED v A I
HEMERICOWTEELE I LERILET, 207+ —F A Ny 72 &L CTER LTz
., o —FLEREILF LY TEET,
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http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html
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| ELoic

Feoiz

WO URL MG, EA—NL X2 T4 TTI7A4T L ADVAAYR—F aIa=74127
7R LFET,

https://supportforums.cisco.com/community/netpro/security/email

HRBEI—HR—F

PR— b 22T 5120 ROGEEZHER LTI ZEN,

KE - Call 1 (408) 526-7209 % 721 Toll-free 1 (800) 553-2447

KIEAV ¢ http://www.cisco.com/en/US/support/tsd_cisco worldwide contacts.html [ 55
PR — h¥A |k http://www.cisco.com/en/US/products/ps11169/serv_group home.html [F=5E]

VeI —Fi3thor 77 4 v bR — b 2BA LSS, WEICET 23R — Mo T
X, B2V 7 —5 LIV 7 T4 VICBRIWSbELZE N,

Cisco 7 ho > D EER
Cisco.com DEED VY V—A~T 7 AT HITIE, YAaDT U FBRKLETT,

Cisco.com D= —H ID ZI5FFH TRUWE X, https:/tools.cisco.com/RPF/register/register.do%20
THIKTEET,

R_aFIIICEATET1— KNy D

FO AN w2 T F—AF, RS2 T LOWRFEICEDTOET, AL FOEREN
TEFELES, HOLTOBEBFA—NLETRBMLELIZSN,

contentsecuritydocs@cisco.com

A=V OBLITIC, ZTO~=aTNDHA "LEZ A R RXR=VIZHR#H I TWHRITH
ZRRAL I,

Async0S 12.0 for Cisco Email Security Appliances CLI ) 77 L X #i4 K (—EA) [}


https://supportforums.cisco.com/community/netpro/security/email
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
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Feoic |
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Irh-1 =
5 2

CLOAvy Y VI7LUR AR

ZOFEF, WO THMEINTHET,

WOREMEHAT S E, BBO CLI 2~ & RoOF, ZORERFH & C-Series. X-Series.
M-Series D477 v b7 +— A TEITARRINE 2 ME MR TE £ 7,

*CLI 2~ K (fEENRERED)  (1~—=)
*CLL 2~ R (EEPBERLD) (8 —)

CLlav > F (FEEMNATELLD)

Claw > K B2l ETAREG TSy b T+ —L4
ampstatus (36 X— | ZFEFIFERT 7 AL LE 2T —T 3 | C-Series, X-Series
) BROOHTa A= bON—T 3
vEFRRLET,
antispamstatus (37 | Anti-Spam A7 —X A& KR LEF, |C-Series, X-Series
)
antispamupdate (38 | A/XLEFEEZFETEH L ET, C-Series, X-Series
)

antivirusstatus (46 | Anti-Virus A7 —# A& Fr L £, C-Series. X-Series
)

antivirusupdate (47 | VANV AEFRE TFETEHLET, C-Series, X-Series
)

archivemessage (164 | ¥ 2 —NOH WA vE—T% T —0 1 |C-Series, X-Series
~—=2) TLET,

bouncerecipients (169 | ¥ = —0H A v E&—T % /N7 A LE |C-Series, X-Series, M-Series
=) 7
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B cua<or @ErFEnto)

Loy YI7LVRACF |

CLla<w >k

B

clearchanges % 72 %
clear (49 <—7Y)

EHEE27 VT LET,

EITAREG T Iy b T4+ — L4
C-

Series,

X-Series, M-Series

commit (48 ~X— EHEMELET, C-Series. X-Series. M-Series
)
commitdetail (48 Btk DREEIZET 258G A &K~ L | C-Series. X-Series
~N—=3) e
contentscannerstatus (| 27 Y AF% ¥ F X—T g 54 | C-Series. X-Series
152 _—¥) FRLET,
contentscannerudpate | =5 Y AF ¥ =P OFHENFE | C-Series. X-Series
(153 ~—) AEERLET,
date (105 X—v) |BEOHE2FRLET C-Series. X-Series. M-Series
daneverify (105 ~3— | 7€ S 7= K A A > D DANE 7397 — | C-Series, X-Series
V) FENTWENE I DEHERLET,
deleterecipients (172 |F =2 —MbH A vE—UZHIBRL 9, |C-Series, X-Series, M-Series
)
delivernow (174 _X— | X v — DAY 22— )L & HIREEL{E | C-Series. X-Series. M-Series
) FCHHRELET,
diagnostic (106 ~— |RAID 7 4 A7, X hU—2 F ¥ v |C-Series, X-Series, M-Series
V) va, BEXOSMTP #fixF =7 L
9, Ay MU= Fx v ams
7 LET,
dig (82 ~—) DNS #— LTl a— K%/ v 7 7 v |C-Series, X-Series
FLET
displayalerts (256 TTTAT U ANGIEE SN RK%ED | C-Series, X-Series, M-Series
~_—3) nf@o7 7 — 2RI LET
dlpstatus (61 ~X— |DLP =2 ¥ D/N— 3 EFH C-Series, X-Series
V)
dlpupdate (62 ~2— |DLP =P % HH L £7, C-Series, X-Series
)
dnsflush (88 ~X— DNS ¥ v ambd _XTOHI I [C-Series, X-Series, M-Series
V) 7 U7 LET,
dnslisttest (90 ~X— |DNSX—Z D X b —E 2D DNS |C-Series. X-Series
V) NPT T ETARNLET,
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CLla<w> K

(FEENTELZLD)

CLla< > K &R ETAEEGE TSV b T+ —L
dnsstatus (91 ~~— |DNS #FHEHREZ R~ L E T, C-Series, X-Series, M-Series
V)
domainrepconfig (63 | KA A s U X~ DOIERL C-Series, X-Series
)
ecstatus (113 ~X— | FEAAEZ BTG T 5 DIl 2 %4k | C-Series
V) TAT L hON=V a R LET
ecupdate (114 ~— |FEEZ ST 5 DICEMAT 2 %46k~ | C-Series
V) TAT VM EEHLET
encryptionstatus (117 |[PXE =Y & RAA w2 |C-Series, X-Series
~N—=2) T ANDN—=Va U EFRRLET,
encryptionupdate (118 |PXE = P OB F 2 ER L £, C-Series, X-Series
)
enginestatus (118 2— |7 77 A 7 L A L CA x—7/)LiZ7e - |C-Series, X-Series
V) TWLTRTOZ P DAT—HF A
& CPUEMREZFRLET,
featurekey (119 X— | A7 ASRES —Z2F B L £7°, C-Series, X-Series, M-Series
V)
findevent (257 ~— |[A—)L 1/ 77 A )LDA X & FF | C-Series, X-Series. M-Series
V) LET
geolocationupdate (| HIFRAZEER Y A &2 FEYyCTHEH L E | C-Series, X-Series
336 <—Y) B
geolocationstatus (336 | HUERZ {EIEHR U A b DBFED/S— 3 | C-Series. X-Series
=) YIRFIRESNET,
howtoupdate (92 How-To =t AR —>R > | % F#) THET L | C-Series, X-Series
=) E3cn
howtostatus (92 ~X— |How-To = >R —FR > hDBIED/N— | C-Series, X-Series
V) VaURERREINET
graymailstatus (43 |BEfFD 7 LA A —)L L— L DFEMI % | C-Series, X-Series
=) RLET
graymailupdate (44 |FEY T LA A —)L )L—/ L& T H L E |C-Series, X-Series
~N—) kA
grep (259 ~X—) (s Ty ANVNOTFA N EFRFE L E |C-Series, X-Series, M-Series

R
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Loy YI7LVRACF |
B cua<or @ErFEnto)

CLila<w>Fk SR AR RITAREE TSy O+ —L4

healthcheck (122 X—|E X —/L%®F% =2V T 1 777 A 7 A |C-Series. X-Series

V) DOIRREZ MR L E T

help £721Xh £721% |~ C-Series, X-Series, M-Series

7 (49 2—Y)

hostrate (182 ~X— |$FEDKA MDT 77 4 ©F 4 %E= |C-Series, X-Series, M-Series

V) ZLET,

hoststatus (183 ~X— [HFEDHR A LD AT —F A% HEFH L |C-Series. X-Series, M-Series

) 7,

last (332 _X—Y) VAT LI A v Lz —H% % | C-Series. X-Series. M-Series
FRLET,

ldapflush (157 ~X— |F ¥ v I = I TV D LDAP OfE R % | C-Series, X-Series

‘:)) 7 ‘3 b4 :‘/:L l/ \i ?—0

ldaptest (158 ~X— |1 2D LDAP 7 =V — 7 A F & 51T L | C-Series, X-Series

) =

loadlicense (334 X— (AT T TA T LA TFA B A0 — |TXRCOEBT 54T A

V) FLET

mailconfig (52 ~<— |BIEDERELE A —/L T KL AT |C-Series, X-Series, M-Series

) fELET,

nslookup (199 ~X—
)

F— LY —RZRNE bR ET,

C-Series,

X-Series, M-Series

netstat (2002—<°)

Py NU— TR, V=T 4 T T —
TN, BXORy NU—F 4 H—
Tz A AEFERE R R LET,

C-Series.

X-Series, M-Series

outbreakflush (216 |F ¥ v = SN TWNBHEAE/NL—/L %7 |C-Series, X-Series

=) U7 LET,

outbreakstatus (216 |BIEDT 7 M7 LA 7 )L—)L % Fx L | C-Series, X-Series

~—=) £

outbreakupdate (217 | 7 A WV AJEYL T ¢ /L& JL— L% F 1 L | C-Series, X-Series

=) w8

oldmessage (185X—|F 2 —NDOHE WA vE—TDY A K% |C-Series, X-Series

V) FrRLET,

packetcapture (200 | R b U— 7 &M TEZ(E Z4172/37 v | C-Series, X-Series, M-Series

Re)

MR LTHERRLET,
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CLlav >k (EEASTELLOD)

CLilav> K FREA ETARELR TSy b7+ —L4

passphrase ¥ 7213 INAT L —REETT5H C-Series, X-Series, M-Series

passwd (332%—Y)

ping (202 ~—%) | xRy FU—27 &RZ MIx L Tping &% | C-Series, X-Series, M-Series
1TLET,

ping6 (203 =X—’) |IPV6 #fi35 x>y NV —2 75 A MZ |C-Series, X-Series, M-Series
ping # FEIT L ET

quit E720T q F2T (KT LET, C-Series, X-Series. M-Series

exit (50 ~_—77)

rate (186 ~X—7) A=V DAN—T hEFE=H L |C-Series, X-Series, M-Series
7,

reboot (1254—2°) |V AT AZHERBHLE7, C-Series, X-Series, M-Series

redirectrecipients (186 | X TD A v —V%HF[D Y L — /KA |C-Series, X-Series

=) MZUXA L7 FLET,

removemessage (188 | ITWVREMED A vt —T% F = —0>5 |C-Series, X-Series

=) HIFR L E9,

repengstatus (126 LEa2T—vay M/ — g | C-Series, X-Series, M-Series

=) VAR LES

resetconfig (53 ~X— | LMD T 7 /L FE%EICKE LE | C-Series, X-Series, M-Series

V) 7

resetcounters (187 VAT LNDTXTOHI T HF % ¥ |C-Series, X-Series, M-Series

/\Ow\:/\‘) ]\ L/i —g«o

B (126 ~—2) | ZELBEEZHHLET, C-Series, X-Series, M-Series

resumedel (127 <— |BMEZ B L £, C-Series, X-Series, M-Series

V)

resumelistener (127 |ZIEZ B L £7, C-Series. X-Series. M-Series

)

revert (128 X—) |[LIRGTOV UV —RIZELFT C-Series, X-Series, M-Series

rollovernow (266-X— | v 77 A V&0 —/)L 4 —/N—1L_F |C-Series, X-Series, M-Series

V) R

saveconfig (54 X— |REEZT 4 AV ITRFLE T, C-Series, X-Series, M-Series

V)
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CLUoAyo YIFLURAAFE |
B cua<or @ErFEnto)

CLila<w>Fk SR AR RITAREE TSy O+ —L4
sbstatus (273 ~X— SenderBase 7 = VU — D AT —H A% |C-Series. X-Series
V) ~LET,
sdrstatus (277 ~X— |SDR = ' R—% > b DHIED/S— 3 | C-Series. X-Series
) VEFRRLET
sdrupdate (277 ~X— [SDR 21> 7R—F > b % FEJCTHEH L £ | C-Series, X-Series
V) ER
sdrdiagnostics (278 |CiscoE A—/L&F% =217 ¢ & — b 7 = | C-Series, X-Series
R_—=) A 73 SDR H— B AT STV D)
EONEMRLET
settime (128 ~—) |V AT A 7y 7 ZFH)THRELE | C-Series, X-Series, M-Series

‘é—o

showmessage (188 |F =2—HNOHWEREAED A v&— % |C-Series, X-Series
A=) TR LET,
showconfig (55 <— | T X TOREMEFRLET, C-Series, X-Series, M-Series
V)
showlicense (335 BT TF7A T L ADTA B AER | TXTORET 747 R
~—=) ERFLET
show license (282 |A~—h FA4 B ADAT—H A L A |C-Series. X-Series. M-Series
) T AOPMEEFRLET,
showrecipients (189 |F =2 —HND X v —T%ZFH A A b |C-Series, X-Series
N—) 5] % 7213 Envelope From 7 K L A B2 3

R DL, TRTOA Yy E—VEERR

LEd,
shutdown (130 ~<X— |V AT A% v v > h& U L THEP % |C-Series, X-Series, M-Series
) v £,
slblconfig (41 X— | =7 U X N7 a v 7 U R +ORENM|C-Series. X-Series
V) ERELET
status (135 3—77) | A7 L AT —H A (System status) C-Series, X-Series, M-Series
supportrequest (136 |Cisco TAC IZ A v E—T %185 L£J | C-Series, X-Series, M-Series
supportrequeststatus (| AR — NERDF—T — KD /N— 5 | C-Series, X-Series, M-Series
138 X—2) U ERRLET
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CLlav >k (EEASTELLOD)

CLla<w > K &R ETARELR TSy b7+ —L4
supportrequestupdate | 7R — FER D F— T — KO FHE T H | C-Series, X-Series, M-Series
(138 *X—2) AERLET

suspend (139 ~— | ZfF LBUEZ L 7, C-Series, X-Series, M-Series

V)

suspenddel (139 ~— | EfE &2 HHlbr L £ 97, C-Series, X-Series, M-Series

V)

suspendlistener (140 |5215 % F1r L £ 7, C-Series, X-Series, M-Series

)

systemsetup (318 X— | g fJID T AT LFKIE, C-Series, X-Series

V)

tail (269 ~—27) 07 77 A VDR A R IIZZ | C-Series, X-Series, M-Series
RLET

techsupport (141 ~~— | CiscoTAC 233 A7 LI T 78 A T& % | C-Series, X-Series, M-Series

) EolcLET

telnet (212 X—7) | UE— bk FRA MIERELET, C-Series, X-Series, M-Series

threatfeedstatus (58 |ETF =2 ¥V DBAED/R— 3 % F |C-Series, X-Series

~N—Y) RLET

threatfeedupdate (58 |ETF =2 P 2 FE#THEHF L ET C-Series, X-Series

)

tlsverify (142 ~2— | U E— b A MIxHd 5 F15 TLS #4f65¢ | C-Series, X-Series

) ZESL L, TLS #ktDMEZ 7 /X 7
]\/\i—a—o

tophosts (191 ~— | F 2 —DH A XADJAIZ EALDFR A k% | C-Series, X-Series, M-Series

V) FRLET,

topin (192 <—3°) | HEEHOBDNEIZ EALOAKR A F % F | C-Series, X-Series, M-Series
RLUET,

FL—R (143 X— | VAT L&E@EIET D A vE—T0D 71— |C-Series, X-Series, M-Series

V) ZaBEF L E9,

traceroute (213 ~X— | UE— F R A h~DF v f U —7 jL— |C-Series, X-Series, M-Series

V) MR RLET,

traceroute6 (214 ~X— [IPV6 ZfEHFT 5 UV E— F &R A h~0D |C-Series, X-Series, M-Series

)

Xy hT—2 L—beFRLET,
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CLia~vw>

CLUoAyo YIFLURAAFE |

CLla<w >k

Bl

RITAREE TSy O+ —L4

tzupdate (145 ~—
)

BA LS = — L EHHLET,

C-Series, X-Series. M-Series

updatenow (150 ~=—
V)

FTANTOarR = hEEHLET,

C-Series, X-Series. M-Series

upgrade (152 ~X—

V)

ToTTL—ReAf A =L LET,

C-Series, X-Series. M-Series

version (150 ~=—3)

VAT LADON—U g UNEREFRLUE
ER

C-Series, X-Series. M-Series

wipedata (151 X— |T 4 A7 Da7T 77 A V%&HE L, fic |C-Series, X-Series, M-Series
V) ‘DA T X TBRMED AT —F A &

WBLET
webcacheflush (323 |URL 7 4 v Z U o ZHERE T 4% | C-Series. X-Series, M-Series
=) Xyviak7T7valET

websecuritydiagnostics
(326 X—)

URL 7 4 V& U > 7 OBWikeHE R 2
FRLET

C-Series, X-Series. M-Series

who (333 X—7Y)

R7A RO =FDY A N ERRL
i‘j‘o

C-Series, X-Series. M-Series

whoami (333 ~X—

)

HIEO2—HFID ZFERLET,

C-Series, X-Series. M-Series

workqueue (194 ~X—

V)

B3} o —D—FHEIL AT — X 25
RBXOEELET,

C-Series, X-Series

F (FEENDEZLD)

CLila<w> K

At B

RITARER TSy I+ —L4A

addressconfig (94
)

AT LNTCHERKTDHA—/LDFrom: 7 K
VAEHRELET,

C-Series, X-Series. M-Series

addresslistconfig (160
)

TRVA YR PERELET,

C-Series, X-Series

adminaccessconfig  (
95 _—2’)

Xy NT—27 TR URRENF—
nJA4ERELET,

C-Series, X-Series
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CLla<w> K

(FEENBERZLD)

CLla<w >k

A

aggregatorconfig (
321 ~2—3)

VAADT T Y=L P—RDT KL
AEFELET

Series,

EITAREG T Iy T4+ — L4
C-

X-Series

alertconfig (255 ~—
V)

WFA—L T T— FERELET

C-Series,

X-Series, M-Series

aliasconfig (162 X— | A —/L A U T A% ELET, |C-Series, X-Series

V)

altsrchost (165 ~3— | Virtual Gateway ™ O~ &2 7 %2 5% € L | C-Series, X-Series

V) E3rn

ampconfig (26 X— |&HELR~ LT = THHERE L ET C-Series, X-Series, M-Series

)

(74N LEaT—T g B0y
Hr)

antispamconfig (36 |Anti-Spam RV v — %R E L 7, C-Series, X-Series
o)
antivirusconfig (45 |Anti-Virus AR Y v — %R E L 7, C-Series, X-Series
)
bounceconfig (166 |/37 v ZADEHWEZFHRE L £, C-Series, X-Series, M-Series
)
bveonfig (170 ~— | FEA — N OF—EMEEZFRE L, M%) | C-Series, X-Series
) PR ADIER I IEZ R E L E T,
callaheadconfig (283 [SMTP =2—/L 7~ R 7’17 7 A /L% |C-Series, X-Series, M-Series
N—) BN, RE. EIFHIBRLES
certconfig (101 X— | E¥ = U T ¢ OFEIFE L F— %3 E L £ | C-Series, X-Series, M-Series
V) 7
clusterconfig (59 7T AZEEOREEFITLET, C-Series, X-Series
)
deliveryconfig (173 | A— NV EMEEZREL 7 C-Series, X-Series
)
destconfig (174 ~<— |[15{g5E 2 b v —/ L (Destination C-Series, X-Series
V) Controls) | 7— 7 NDAT > a &%
ELET,
dictionaryconfig (218 | =2 > 72 F 4 7 2 aF U %3 E L |C-Series, X-Series, M-Series

~e)

j_o
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CLUoAyo YIFLURAAFE |

184 ~=—73)

ESeh

CLa<>F BLL] EITAREG T Iy T4+ — L4
diskquotaconfig (111 |7 4 A7 ORFRBEEZRELET C-Series, X-Series, M-Series
)
dmarcconfig (77 DMARC DR EE Z 7% E L £ 7 C-Series, X-Series
)
dnsconfig (84 ~X— |DNS DOt v b7 v 7 EFELET, C-Series, X-Series
)
dnshostprefs (89 [Pv4/IPv6 DNS % 5% L £ 9 C-Series, X-Series, M-Series
)
dnslistconfig (90 DNS U A b = 2D YR — &% JE | C-Series, X-Series
R y) I_/ i ‘ﬂ—o
domainkeysconfig ( |DomainKeys ®¥ 74— h Z % E L £9, |C-Series, X-Series
66 ~—3)
ecconfig (112 ~— |FEAEFZHUGT 2 DI 586k 7 | C-Series. X-Series, M-Series
V) AT PaeRELET
encryptionconfig ( |FE A — /K E{LERELET, C-Series, X-Series
114 <X—2)
etherconfig (195 ~— | A —H¥ X v FOFREMAREL T, |C-Series, X-Series, M-Series
V)
exceptionconfig (221 | KA A U HIST —T NV EFRELET, |C-Series, X-Series
)
featurekeyconfig (120 | #EBEF—% HENWYIZTF = v 7 L, ®H L | C-Series, X-Series. M-Series
=) E9
filters (222 X—) | A v —VWUEA T 3V ERELE | C-Series, X-Series
D
generalconfig (121 |77 UVERER EO—RM725% E %17\ | C-Series, X-Series, M-Series
=) ESca
graymailconfig (42 | 7 LA A —/L O & 2272l f515 10 | C-Series, X-Series
) Ta— VR EERELET
healthconfig (122 |77 I7A4 7 AD S F S F7efl4/37 | C-Series, X-Series, M-Series
~N—2) A=ZDOLEVEZRELET
imageanalysisconfig (| IronPort A A — U3 #T DR EME % 7% € L | C-Series, X-Series, M-Series
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cwavy rk @EEsnEnto) |

CLa<>F A ETARELGE T Ty b4 — L
incomingrelayconfig | %(ZV L —ZREL 7. C-Series, X-Series

(39 <—v)
interfaceconfig (196 | A —H% x> MNP 7 FL A& E L E | C-Series, X-Series, M-Series
=) D
ldapconfig (153 ~— |LDAP H— _ZFHE L E T, C-Series, X-Series
)
license smart (278 |A~—hk VY7 b =T TA & AAE | C-Series, X-Series, M-Series
=) DEE
listenerconfig (285 |A—/V URF—%RELET, C-Series, X-Series
)
loadconfig (51 X— |RE7 7 A hEr—RLET, C-Series, X-Series, M-Series
)
localeconfig (315 SO EMZRE LET, C-Series, X-Series
)
logconfig (260 <X— | @7 77 A N ~DT 7 A% E LE |C-Series, X-Series, M-Series
V) R
ntpconfig (123 ~<— |NTP & A & —NZFHEL E7, C-Series, X-Series, M-Series
V)
outbreakconfig (215 |JE&Y7 4 VX R E L E7, C-Series, X-Series
)
policyconfig (224 |ZAEHEHWALE 21T HEHEX—RADRY  |C-Series, X-Series
) V—mRELET,
portalregistrationconfig | 77— 7 . A |Z Spam Submission C-Series, X-Series

(125 ~—) Tracking Portal D% §k ID 5% & L £ 7,
quarantineconfig (246 | ¥ AT A DWREEZ#E L £, C-Series, X-Series
)
reportingconfig (270 | LAR—7 1 VDR EM A FRE L £ 3, | C-Series, X-Series, M-Series
)
rollbackconfig (50 | LARTICHEE SNTZERED 1 Dl r—/ b |C-Series, X-Series, M-Series
~N—=) Ny 7 LET
routeconfig (204 X—|IP L —T 4 > 7 T—T N ERE LE |C-Series, X-Series, M-Series
) R
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CLa<>F A ETAREGE T Ty F 74— L
scanconfig (248 X— |IRfF 7 7 A VD AF ¥ > KU I — % | C-Series. X-Series
V) ELET,
sdrconfig (275 ~<— |CiscoE A—/LEF¥ =2 U7 ¢ 7 — h 7 = | C-Series, X-Series
) A TSDR 7 4 V2V 7 aA5ME LT

i LET
sdradvancedconfig ( |CiscoE A—/LE¥ = U7 ¢ 7 — K~ 7 = | C-Series, X-Series
276 X—2) A % SDR #— b R T D5 EITFH

HNT A =2 2 E LET
senderbaseconfig (| SenderBase D#&ftax EH# 7% & L £ 9, |C-Series, X-Series
274 X—)
setgateway (206 X— |7 7+ /L N F— kU= A (Jb—%) % |C-Series, X-Series. M-Series
V) ELET,
sethostname (207 |~ I VDA ZHREL £, C-Series, X-Series, M-Series
)
settz (129 X—3) |m—HA N XA L V=2 mFHELET, |C-Series. X-Series. M-Series
sievechar (159 ~X— |RFC 3598 |ZHIE S 41TV 5 Sieve B | C-Series, X-Series
) A=V T4 NE Y T DL TFEFREL

iﬁdo
smimeconfig (64 S/MIME DFEREZ 7% E L £ 7 C-Series, X-Series, M-Series
)
smtpauthconfig (317 | SMTP Auto 7'v 7 7 A )L % E L £ 7, | C-Series, X-Series
~)
smtproutes (207 ~~— | K#EAI7R R A A VHREZ R E LE T, | C-Series, X-Series, M-Series
V)
snmpconfig (267 ~<— | SNMP D% E C-Series, X-Series, M-Series
V)
sshconfig (131 ~X— |SSH ¥ —%FZTEL £, C-Series, X-Series, M-Series
)
sslconfig (209 ~X— |SSL O EMEHE L E T, C-Series. X-Series. M-Series
V)
sslv3config (211 ~3—|SSLv3 D& %M/l C-Series, X-Series, M-Series
)

[l AsyncOS 12.0 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)




| cuvs1vs yz7LoRHAR

cwavy rk @EEsnEnto) |
Cla<w>F BLL] EITAREG T Iy T4+ — L4
stripheaders (251 HIBRT 2 A v&— ~v X —%F%E L |C-Series, X-Series

tepservices (140 ~—
V)

Tut Ao T ILTWA 7 7 AV
BT A ERERRLET

C-Series,

X-Series, M-Series

textconfig (252 X— |7 FA K UV —2EZFZELET, C-Series, X-Series
V)
threatfeedconfig (56 |CiscoE A —/L X = U7 ¢ 7— b 7 = | C-Series, X-Series
~—=) A TETF = VU ZHME L TREL
E3rn
trackingconfig (145 | FT7 v X 7 VAT A& ELET | C-Series, X-Series, M-Series
)
unsubscribe (193 7a—sUEEE IR Y A R EBEH L E | C-Series, X-Series, M-Series
~—=) R
updateconfig (146 | VAT AHH/NT A—HZFELET, |C-Series, X-Series
)

LDAP (1533%—%)

VATANT T T L= R RT A= %
WELET FElLshloa~v R

urllistconfig (322

Re)

472 URL DA T A MU R RNEFREL
T

C-Series,

X-Series. M-Series

userconfig (327 ~X—

Z—F 77“7'7:/}‘&571‘%5@;1@;1E/ A

C-Series,

X-Series, M-Series

V) ~OEEfe R BB L £,

websecurityadvancedeonfig| URL 7 ¢ /L & U o 7 DFEMEE E % 7% € | C-Series, X-Series, M-Series
(323 ~—2) LEt

websecurityconfig ( |URL 7 4 L& U 7 D7 a—/ )L iE | C-Series, X-Series, M-Series

325 N—3)

ERELET
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VAN

>,

=9=
=% =R

IR A A2 —T 4 ADPE

ZOFEF, WO THMEINTHET,

e AU RIA L A H—T A A (CLI) ~DOT7 7EA (153—)
c AU RIA U AU E—T oA ZADETE (16 2—)
cHHCLIa~r R (19 2—)

e NRNyF aw K (21 _—)

124203 —Tx4 X CLH) ~ODTF7IV 1R

av U RIA Y AU F—T oA AZIE, SSH £ 7213 Telnet DV — B AN A R—T JVIFETE S
NTWBIPA ¥ —T7 A ATSSH F721% Telnet B, F2iZ V7V AR —FTATI =
L—yary V7 =T EERLTT 7 vATEET, THEMEOT 7 4L h T, &H
A= MISSHE LN Telnet PHESNTWVWET, ZNHOH—ERET 4 E—TMZT DI
IZ. interfaceconfig =~ > RZ&EFEH L E7,

CLINDT 7B RE, TTI7AT U ADO®y N7 v TSR U BB U L - TR
DEYT, THBHWKEOT 740 b 2—VPABIORAT7 L—XE2RITRLET, H¥IL, admin
22— T AT MEFNCLIET 7 EATEET, admin 7 WV hEHLTavy K74
AVHE—=T oA RAHET VAL 2T, SEIERFAL-LOMOL—F ZBINTE
FI VAT LY N v U 4P —RT, admin7 H V> FORAT L —XE2EHETLH L)
FRENFET, admin T H T hD/SAT L— XX, passphrase 2~ K& LT, {EED
KRR CEBERERET D2 TEET,

A=Yy M LTERT 25613, THHAROT 7 4L NPT KL AD 192.168.42.42
%EmLT%Hﬁ//a/iti%mﬁawqy%%%bif SSH i, A— b 22 &M
THEICHESNTHET, Telnet 1T, N—F 23 ZFHATH2L9CRESNTVES, F
ROZ—VFHLEANRTL—XEB AN LET,

VTN AN LT T A5AIE. S—Y T a B a—F D) TV r— T LN
ENTWHBER—FEFEAL TR vy a VEBBLES, SEMIc oW T, [Setupand
Installation] DEEZZH L TL IV, FTRDO2—FLHLLERATL—XE AN LET,

TROZ—PEBLONRATL—=XEZ AN LT I IA T A7 A LET,
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B sesso7or0a—8L5270—%

TEHAEBEOTIAIIL N A—HFLZENRRXTL—X

m BV N

av> k7o

« = —%4 : admin
¢ /XA 7 L —X : ironport

RITH 2R L ET,

login: admin

passphrase: ironport

A2 A3 —T x4 ADKRECE
Z 2T, AsyncOS CLI D/b—/b 8 L ORFUEIZHOW T L E T,
>k

K Efroa<wy R 7Zar7 hMi, ZREMAA MICENTRRD () 5 A2—2 12
THERINET, RIZBlEZRLET,

mail3.example.com>|

TTIAT o ANETEHMEZHFH L2 9 2AFZO—LE L THRESNTWEEE, CLIO
Ta T IRBREDOE— RERT IIICEEINE T, RIHEZRLET,

(Cluster Americas) >

ER S

(Machine los_angeles.example.com)
>

SR W T, —W HA KD [Centralized Management| % £ L T 72 &0,

avy REFETTLHE, CLIICE D 22—V DOANNERENET, CLI Ba—HF D AT) % 7%
LTWAEAIE, a~r 77 e LT, Ahya () THENREZT 740 BATED
BIZKRY () EREREINET, T 74NV FOANERRWGE, a~vr K 7Frr 7 b
DT aANIZZETT,

RITHI 2R L ET,

Please create a fully-qualified hostname for this Gateway]
(Ex: "mail3.example.com") :

(1>

mail3.example.com
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T 7 FIN NREND DY
2Bl Z R LU ET,

Ethernet interface:
1. Data 1

2. Data 2

3. Management
[11>

F 7 4V MR
i—a_o

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]> (type Return)

T2 FDEX

AUETITT 4T = RTIHEL TWADEA, CLIa~ Yy RESUTE—Da~ 2 R BRI

NET, ZAAR=ZRZEGET, 5T A=Z LD FEA

BlE, a~r R7a P Mol y alNiz

mail3.example.com> systemsetup

ERY R

avvroix [

WRENFERINET, K

ENFREINDHEAICRetumE AS)THE, T74V MaEEASILTZZ &2

o WITHIZRLET,

AN TEHBEHOBIRE N HHBE, a~vr Ik TUIFEME VA MR LET, 7o
VN CEIRTAEEEAN LET,

RITHI 2R L ET,

1.
2.
3.
4.
5.
[

Log level:

31>

Error

Warning
Information
Debug
Trace

Yes/No UV T 1) —

yes £72lEno DA T v a Lin DG, BRIET 740 ME (v aNFR) 21 THFRS

ET, Y. N. Yes, £721Z No T

i

BlERLET,

TIRETEEY, RKXFL/NXLFORFNTIH Y £ A,
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. HJav R

Do you want to enable FTP on this interface? [Y]>
n

HJav R

avw U Rk TiE, Y7 avr ReEHT25608H0 £3, 7 a3~ RiZid, NEW,
EDIT, B3 X O'DELETE 72 EOma R H Y £9°, EDIT 383X DELETE OREDLA. b
DA<y RN, VAT ALATTITICEESIN TS La—RDU X &R L E7,

I &R L ET,

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

YT av RRNMPB AL a<wy FICEDIZE, 2207 17 TEnter £ 7214 Return % A 77
LET,

IRy—T

YT a<wr FRNTIHEH, WOTH Crl+C F—AR— K v a— by A LT, T <ickx EAL
D CLIZRD Z ENTEFET,

fEFE (History)

CLIIZ., Ty arFIANTATRTCOa~y ROBREAREELET, BEH Lo~
RDOFATY A FE A7 B—LT 5120, F—R— FOItB IR ORAIF—%2MHT 50, Ctul+P
X — L CtrltN F—ZHLEbETHEA L ET,

mail3.example.com> (type the Up arrow key)

mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)
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v rowx |

aOv Y KO

anh
Xd

il

Rat
i

ATy T
ATv T2
ATvT3

\}

av LRI v A E—T oA AF, a~vr FOMEEYFR—NLET, HDa~ ROYEHE
BLFEZANLTTabF—%2 AT HE, CLIIKE>T—EDa~xry ROX MY v 70l S
NET, ANULELENEEDOa~ L R4 T 556, CLIIZZOE Y M2 3612 TKRYIA
B FET, I ERLET,

mail3.example.com> set (type the Tab key)

setgateway, sethostname, settime, sett:z

mail3.example.com> seth

(typing the Tab again completes the entry with sethostname)

CLIDEREB LT 7 A4 L OMSEHERE TlX, Enter £7/21%X Return Z A ) L CTa~ v K& @4
HUENHY FT,

BIA—NVOBHEOMELY T D L, RECELETEET,
REERIL, ROWLHZAT O FTIIADNIRY FE A,

FIE

a2 R a7 hTCcommit 2~ REFITLET,
commit 2~ FIZHLERATMEEZRELE T,
CLI T commit LB DR Z 52 TEL Y F 97,

RDBRY

EE SN TWVRWVEREICH T H2EFIIREHEINE T, commit 2~ RRFEITINDETIE
HRNZ20 FH A

G¥)

—ED < Rid commit 2~ FEFEIT LA THLAEMDIRY 3, EREEZFTT DRI
TEXITOMLERNHLa~Y ROBEIZOWTIE, CLIZA Y2 U 77 LR A4 K (1
N—=) BB LTLEEN,

CLIty a1, VAT LDV v v MU FHilgd), EE, £/-idclear 2~ KD
FATIZED . MESNTWARWEFIZZ Y 7T ENE T,

SNECL TR

eI varTiE BEOHEERIZIZ VT, ~T~OT 78R, BEIRavwr R4 v
AEB—T A ADKTIMHEHAT D~y RIZOWTHIALET,
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REXEDHETE

T TAT AT D EE L DORIFITIEL, commit 2~v 2 RAEETYT, FELEDEL
I, commit 2~ REANTEHETHENIRY FHA (BERENEEZBNTT 5 7HIC commit
A~y AT 220ER 2w a~sry FEDEHY £7) o commit =2~ NiE, commit =<
v REFiL clear 2~ RPRBICRITSN TOOITONERELTICEH INET, axv
e UTHRR2SS UFE2FEATEET, BEARIL, XA LAZ T L HICHEREZ TS %
T, EESNTZLDLE LTRODLNERT A,

commit 2 <2 RDHED I AL MDD AINIEETT,

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Changed "psinet" IP Interface to a different IP address

Do you want to save the current configuration for rollback? [Y]>
n

Changes committed: Fri May 23 11:42:12 2014 GMT

)

G¥)

BEAZIEFICHEET A%, Koo~ R o7 MR TWARERH Y £4, o<
VRIAVEED 1 DD LYLIZEBEIT AR, D7 a7 B TReturn Z AN LET,

RELENI T

clear =~ RiZ, commit F 7= 1% clear =~ > RO BICFETINZLURICEREICH L TfThbi
FEEET XTIV T LET,

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]>
Y

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>

ATV ERSAVAVA—DT AR Y 3 VDRT

Quit Av > REFETTLHLE, CLIT XV r—varnbu 7y MLET, EIN TR
RELHLZZ V7 ENET, quit 3< 2 NEZEFA—VEBECIEELEYA, 7T 7 M

ns/ 7y A MIEEEINET (exit DAL, quit DA ERTTT) |

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥
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v k51 1v8—T42cn~LT0R%E ||

ARV KRSAAVB—TTAATOANILTOBRE

helpa~> REFETTHE, FHAERTXRTOCLIa~ Yy RBRFREN, K2~ ROFH
R EBRCTEET, help 2~ RiZ, 2~ K 7Far 7 FThelp & AT 2h, BRI
() Z1O>ABDLTHEITTEET,

mail3.example.com> help|

N I >

INYTF AT R
AsyncOS 1INy F a<> FEXE R — KL TnD72H, O CLI 2~ R&EH LW -—
ITCLIEATHEITTCEET, ZoRREHEAT L E, X AT OFATITHER AN ZHIETE,
LT HBEX A7 ZfRICAILTE E T, Ny T a<w RTlX, SSHZ 747 b &l
HALTa~r FEYE—FTETTAILELTEET, ZHNIZEY, CLIZ<w2> RDORZ YT
FEVERE L. ThE —EICEBOT 794 T U ATEITTAHZ LB T 7,
TRTOa~vy RBAy FLRAETEOH Y FHANR, TRTONyF a~vr N, 3y F
a<w U RELTHEITTEET,
Ny Fa<wy RO, HATsa~r Rick-oTRAY E4, i+ 5a~r FoRLO
AT HOWTIE, I~ R 2E20 25 8—) O%Y4T5 CLIOFIZSR LT IFEN,

INYF a2 K4

ROPITIZ, FEH 7 /V—7DOREDLISTAERR SV E T, S HIZ, TOREDLISTAARY ¥ —
THROTTLED (2B A1) S, 2%{5%# [possible spammer.com| NEEH 7 — 71BN S U
i ﬁqo

ZOT Vv a vk CLI TEITT 454 ¢

example.com> listenerconfig

Currently configured listeners:

1. IncomingMail (on Management, 192.168.42.42/24) SMTP TCP Port 25 Public

2. OutgoingMail (on Data 2, 192.168.40.42/24) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> IncomingMail

Choose the operation you want to perform:
- NAME - Change the name of the listener.
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- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> HOSTACCESS

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> NEW

1. New Sender Group
2. New Policy

11> 1
Enter a name for this sender group. (optional)

[1> REDLIST

Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed.
IP address ranges such as 10.1.1.10-20 are allowed. IP subnets such as
10.2.3. are allowed.

Hostnames such as crm.example.com are allowed.

Partial hostnames such as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are
allowed.

SenderBase Network Owner IDs such as SBO:12345 are allowed.
Remote blacklist queries such as dnslist[query.blacklist.example] are
allowed.

Separate multiple hosts with commas
[1> possible spammer.com

Select a behavior for this entry.
1. Accept

2. Relay

3. Reject

4. TCP Refuse

5

6

. Continue
. Policy: ACCEPTED
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7. Policy: BLOCKED
8. Policy: THROTTLED
9. Policy: TRUSTED
[1]> 8

Enter a comment for this sender group.

(1>

There are currently 4 policies defined.
There are currently 6 sender groups.

RU7 27> ar%CLILNyF avwy RTETT LS

example.com> listenerconfig edit IncomingMail hostaccess new sendergroup
REDLIST possible spammer.com Policy: “THROTTLED”
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av kR SZEH

oL, WOBETHRSNWTVET,

s VA MDHHRTT (26 ~—)

e B/~ Ly = T (Advanced Malware Protection) (26 ~2—73)
o ANLXR (36 N—)

o T LA A= )LD &R (42 =)

T UF AR (44 2—3)

e AL R T DB (47 X—2)

e LT 4 K2l —ay T ANDOEH (51 =)

NV T 4 — R& T T 5 CiscoEA— /L EX 2T 4 H— 7= A DORE (56 ~<2—
V)

VT AXDER (59 —)

« TR OPIE (61 X—)

o RAALUHIFNY AR (63 R—)

*SMIME ¥ 217 4 F—E R (64 3—2)

s RAA Y F— (66 X—)

* DMARC fRGE (77 ~X—7)

*+DNS (82 %—7Y)

sHow-To V 4 V= v " Liza—% =7 2AXY = 205k (91 =*—)
o —ERINRBEHY N T TN a—TFT 4T (93 2—2)

e AT UV AXy Yy (152 3—7)

+LDAP (153 ~—7)

« A—VEMEDORE/E=Z ) T (159 ~<—)

c Xy NU—F U ITREERXY NU—27 VY —)L (194 X—)

T RNT LAY T 4NE (214 2—)

s ARV —oH (217 <—)
cBFLTLT T = (254 =)

s LIAR—h (270 ~—¥)

 Senderbase (273 ~X—)
CEEHERAAL L LT —vary T4 NE YT (274 2—2)
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avv R sEH |
B xrozss

AT — KN VT b NU=T T4V T (278 RX—)
« SMTP H—E ADFHE (283 ~<X—)

VAT LDy FT v (318 —Y)
cURL 7 4 VZ U7 (321 =)

o Z—PEH (327 X—Y)
ARIET T TGA T L ADEF (334 X—)
 NEETE#H (GeoLocation) (335 ~2—3)

U Z I‘ @n)bﬂjj—

gy RIEIWZHAE 12U EDERAGIPRENTHET, HEWE] o, U TFToa~
v RBHEIZOWTOFARL Y £17,

FIE

ATyl Z0Oavwr PRI, 77947 A ETcommit 2~ REETLTHEETHALERNHLLNE
>,

AT9T2 Z0axy FEKEDE—F (F 722, Z7V—7 123~ 2) TOHRIATAHREN,
RATYT3 ZDavry FaNy FRRNTETTE D0,
EPEHOFEMZOWTIL,  [User Guide for AsyncOS for Cisco Email Security Appliances) %%
LTS EEN,

Ny FRROZEMONWTIE, v RIA v A B —T oA ZAOE (153—) 25K
LTL7Z&EW,

SEE<ILY = 7H5{E (Advanced Malware Protection)

+ ampconfig (26 ~X—73)

« ampstatus (36 ~S—1)

ampconfig
TrAN L aT—ay T4 AR YT LT 7 A LS5 HTCisco TAC OFeiE 7 L CaEEfiA~
a v EERLRNWTLEEN,

FERAE

WEE : Zoa<y Kt lcommit] 2SMLET,
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I av vk 5EH

1

"N |

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (R &, TA—F <) T
HATxE7,

NyF avws R Zoavy RNy FEREZ SR — KL TWET, FHMITOV T, help
ampconfig I~v > REZ AN LT, £ T4 ~VTESRLTITESN,

« 77 AN LE2T—I a7 ANASHOEYE 27 ~2—)
s T ANHTRAD T 7 AV H AT OFER (28 X—7)

TV ITTRDT 7 ANGH S —RNEFEHTDEODE A= X2 T 4 T
FTAT VADEE (30 X—)

e NTV 9T VIR Ty AL —ERADR) TTI3AT LA ITNA—TOHRE (30
D)

TV IADT s ANG Y —REFEHT OO EA— N X2 VT 4 TTITA4T
VADBRE (31 —)

T VLIADT AN L 2T =Ygy PRI AEODE A—L X2l

TATTITATVADHKE (32 X—)
cB—HN T FANDLE T —vary FxviaDZ VT (33 —)

77 AN LE 2T =g VHERBEO X v v a2 AR ORE (33 X—)
e 77 AN VL NBANXT T 4T T T — hOMHl (34 2—)

o« 7 7 A VST D Cisco AMP Threat Grid 7 7 A% ) VT DOFRE (34 ~—0)

TJ74IL LEAT—30ET 7ML HDEDIE

mail.example.com> ampconfig

File Reputation: Disabled

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.
[1> setup

File Reputation: Disabled

Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>

File types supported for File Analysis:

1. Microsoft Executables

Do you want to modify the file types selected for File Analysis? [N]>
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Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:

1. Microsoft Executables

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

(1>

T7A4IVDHAD T 7A4IL 34 TDEIR

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> setup

File Reputation: Enabled
Would you like to use File Reputation? [Y]> yes

Would you like to use File Analysis? [Y]> yes
Do you want to modify the file types selected for File Analysis? [N]> yes

Enter comma separated serial numbers from the list of groups to select file types
associated with the group.

1. Archived and compressed
2. Configuration
3. Database
4. Document
5. Email

6. Encoded and Encrypted
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7. Executables [partly selected]
8. Font & Graphics and Images

9. Microsoft Documents

10. Miscellaneous

11. Multimedia

[1>9

File types belonging to the group "Microsoft Documents":

1. Access.Extension.1l4 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.1l4 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)
5. Access.Shortcut.Form.1 (maf)

[

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- ADD - Add the file type(s) for File Analysis

[1> add

Choose the file type(s) to be added for File Analysis from the list

File types that are not selected for File Analysis from group "Microsoft Documents":

1. Access.Extension.14 (mda)

2. Access.MDBFile (mdb)

3. Access.MDEFile.14 (mde)

4. Access.Shortcut.DataAccessPage.l (maw)

5. Access.Shortcut.Form.1 (maf)

[

[1> 1-3, 5

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis
- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis

[1> print
File types belonging to the group:
Access.Extension.14 (mda) [selected]

Access.MDBFile (mdb) [selected]
Access.MDEFile.1l4 (mde) [selected]
Access.Shortcut.DataAccessPage.l (maw)
Access.Shortcut.Form.1 (maf) [selected]

o U b W N

Choose the operation you want to perform:

- PRINT - Print the file types for File Analysis

- DELETE - Delete the file type(s) for File Analysis
- ADD - Add the file type(s) for File Analysis
Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail Policies
configure advanced malware

scanning behavior for default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy. File Reputation: Enabled

File Analysis: Enabled

Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

(1>
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mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[1]1>
Enter cloud domain?
[cloud-domain.com] >
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://americas-fa.com)
2. Private Cloud
[11>

(INTYYD 959K I7A4 ISP —ERDH) FTSATURTIL—TDETE

MEOT X TCoar7oY X2 V74 77747 AT, MENOEEOT 7747 A
MOOHTRICEEIND 7 7 ANMVIBET D7 70 RNOFEMR T 7 A MR BZFEREIND
T AIE, I RXRTCDT T IA TV AEZRUT I I3A T VAT N—TIIREET HHLENRD

nET,
PR DWW T, —H A Rd [File Reputation Filtering and File Analysis| Z#Z M L CT< 72
I,

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
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reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> setgroup
Does your organization have multiple Cisco Email, Web, and/or Content Security Management
appliances? [N]> Y
Do you want this appliance to display detailed analysis reports for files uploaded to
the cloud from other appliances in your organization,
and vice-versa?
[Y]> Enter an Analysis Group name. This name is case-sensitive and must be configured
identically on each appliance in the Analysis Group.
[1> FA Reporting
Registration is successful with the group name. This does not require commit
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: FA Reporting
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- VIEWGROUP - view the group members details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

G¥)

TTIFAT VAT N—TDFERIL, setgroup V7 a~ REEHTEERFA, Z—T%1
SMOBHA TERTLMENRD DAL, Cisco TAC Tr— A2 MERHV £¥, 777
AT VA TN—TOFEMIL, viewgroup T a v REMH L TR RTEET,

FUTLIADI7ANGHY—NEFERTEEODEA—IL X2 YT TTSA7

VANERE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.sourcefire.com)
2. Private reputation cloud
[1]1>
Enter cloud domain?
[a.immunet.com]>
Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter analysis threshold?
[50]>
Enter heartbeat interval?
[15]>
Do you want to enable SSL communication (port 443) for file reputation? [N]>
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Do you want to suppress the verdict update alerts for all messages that are
not delivered to the recipient? [N]>
Choose a file analysis server:
1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud
11> 2
Enter file analysis server url?
[1> https://mycloud.example.com
Certificate Authority:
1. Use Cisco Trusted Root Certificate List
2. Paste certificate to CLI
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

AUOTLIRADI7AIIL LEATF—3 0 b—NE2FERTEE-OHDEA—)L X2
TATITSATUVADETE

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced
Enter cloud query timeout?
[15]>
Choose a file reputation server:
1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud
[11> 2
Enter AMP reputation server hostname or IP address?
[1> myamp.domain.com
Paste the public key followed by a . on a new line

MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiIQKBgQCqGKukO1De72zhzj6+H0qt jTkVxwTCpvKedeCz0
FPqriOcb2JZfXJ/DgYSF6vUpwnIG8wVQZKjeGcjDOL5UlsuusFncCzWBQ7RKNUSesmQRMSGkVb1 /
3j+skzZ6UtW+5u091HNsj6tQ51s1SPrCBkedbNfOTp0GbMIDYR4e9T04ZZwIDAQAB

Enter cloud domain?

[immunet.com]>

Do you want use the recommended analysis threshold from cloud service? [Y]>
Enter heartbeat interval?

[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>
Choose a file analysis server:
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1. AMERICAS (https://threatgrid.com)
2. Private analysis cloud
[11>
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

A—AIL I7A4ILDLEaAT—3ary Fyyady )7

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1> clearcache
Do you want to clear File Reputation Cache? [N]> y
Cache cleared successfully.
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.
- CLEARCACHE - Clears the local File Reputation cache.
[1>

774 LEAT—2 3 VHERRIED T v v L 2 BDHRORE

N

W DOFITIL, modifytimeout Y7 o< REFEHALT, BEOHLT77ANLDFY v 2 HE)
MM AsRELET,

GE)

Xy o AT 15000 7T BOMIZEREL TS EEW,

mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet
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Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> cachesettings

Choose the operation you want to perfrom:

- MODIFYTIMEOUT - Configure the cache expiry period based on File Reputation disposition.
- CLEARCACHE - Clears the local File Reputation cache.

[1> modifytimeout

Choose the operation you want to perform:

- CLEAN - Configure the cache expiry period for clean files.

- MALICIOUS - Configure the cache expiry period for malicious files.

- UNKNOWN - Configure the cache expiry period for unknown files.

[1> malicious

Specify the cache expiry period for this file disposition (use 'd' for days, 'h' for

hours, or 'm' for minutes). If you
specify a value without a unit, it is always treated as days.
[1d]> 5d

J74IL LEARRY T 4T 75— O
mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.domain.com)
2. Private reputation cloud

[11>

Do you want use the recommended reputation threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>
Do you want to suppress the file retrospective verdict alerts for the messages that are

not delivered to the recipient
[N]> yes

T 74 IILY¥T D Cisco AMP Threat Grid 7 S X2 1) V5 DERE

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
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Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File
Analysis reporting details.

- CACHESETTINGS - Configure the cache settings for AMP.

[1> advanced

Enter cloud query timeout?
[15]>

Choose a file reputation server:

1. AMERICAS (cloud-sa.amp.cisco.com)

2. AMERICAS (Legacy) (cloud-sa.amp.sourcefire.com)
3. Private reputation cloud

[11>

Do you want use the recommended analysis threshold from cloud service? [Y]>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

Do you want to suppress the verdict update alerts for all messages that are not
delivered to the recipient? [N]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. Private analysis cloud

[1]> 2

There are no private analysis servers configured.

Choose the operation you want to perform:
- NEW - Configure a new private analysis server.
[1> new

Enter the file analysis server hostname or IP or URL.
[1> 192.1.10.20

Serial Number Private Analysis Server

1 192.1.10.20

Choose the operation you want to perform:

- ADD - Add a new private analysis server to the cluster.

- EDIT - Edit a private analysis server in the cluster.

- DELETE - Delete a private analysis server from the cluster.
[1> add

Enter the new private analysis server hostname or IP address or URL to the
cluster.
[1> 192.1.10.30

Serial Number Private Analysis Server
1 192.1.10.20
2 192.1.10.30

Choose the operation you want to perform:
- ADD - Add a new private analysis server to the cluster.
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- EDIT - Edit a private analysis server in the cluster.
- DELETE - Delete a private analysis server from the cluster.

[1>
ampstatus

BILL]

& F XF 7 Advanced Malware Protection (7 7 A /L L E a7 —3 a VB ONDH) 2R —%
YhONR—=Ta v EFRRLET,

ER7GE

eE  Zoa<r R lcommit] IZMNEHD FH A,
HSRAEE . —pavwy RiEvyy T— RCOMERTX 7,
NyF aw F: Zoawy NERNyTFEXEZFR—FLTWWERA,

1

mail.example.com> ampstatus

Component Version Last Updated
AMP Client Settings 1.0 Never updated
AMP Client Engine 1.0 Never updated

R INLRTE

ZITHEH, ROavr RO TR LET,
« antispamconfig (36 ~—37)
« antispamstatus (37 ~X—73)
« antispamupdate (38 ~—2)

* incomingrelayconfig (39 ~X—737)
antispamconfig
&BA
Anti-Spam RV > —ZREL £,

ERAZE
WM : Zoa< KX lcommit] 2NMHEETY,

JIAREH  Zoa<wr NI, IR_RTOY =R (ITRE, TA—T <) T
Ac&EEd,
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NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

KIZ, Anti-Spam BERE DR EHI 2~ LE T,

mail3.example.com> antispamconfig

Choose the operation you want to perform:

- IRONPORT - Configure IronPort Anti-Spam.

- CLOUDMARK - Configure Cloudmark Service Provider Edition.

- MULTISCAN - Configure IronPort Intelligent Multi-Scan.

[1> ironport

IronPort Anti-Spam scanning: Disabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1> setup

IronPort Anti-Spam scanning: Disabled

Would you like to use IronPort Anti-Spam scanning? [Y]> y

The IronPort Anti-Spam License Agreement is displayed (if you have not already accepted
it).

Do you accept the above IronPort Anti-Spam license agreement? []> Y

Increasing the following size settings may result in decreased performance. Please consult
documentation for size

recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or
no letters for bytes.)

[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)

[60]1>

Would you like to enable regional scanning? [N]>

IronPort Anti-Spam scanning is now enabled on the system. Please note: you must issue
the 'policyconfig' command (CLI)

or Mail Policies (GUI) to configure

Cisco IronPort scanning behavior for default and custom Incoming and Outgoing Mail
Policies. This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.

[1>

Anti-Spam A7 — X 2K R LET,

e Zoa<y R lcommit] X EHD FHA,

JIIARER  Zpavr RiE, TRTOYY U EFT—R (TR, TA—TF, w2 ) Tff
HTx £,

NRyF aw R Zoavy RNy FEXREZPR—FLTWERTA,
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mail3.example.com> antispamstatus

Choose the operation you want to perform:

- IRONPORT - Display IronPort Anti-Spam version and rule information.

- CLOUDMARK - Display Cloudmark Service Provider Edition version and rule information.
- MULTISCAN - Display Intelligent Multi-Scan version and rule information.

[1> ironport

Component Last Update Version

CASE Core Files Never updated 3.4.0-013

CASE Utilities Never updated 3.4.0-013
Structural Rules Never updated 3.3.1-009-20141210 214201

Web Reputation DB Never updated 20141211 111021
Web Reputation Rules Never updated 20141211 111021-20141211 170330
Content Rules Never updated unavailable
Content Rules Update Never updated unavailable

Last download attempt made on: Never

antispamupdate

B7LL]

ER7AE

1

Anti-Spam /L —/L35 L OBHHT 5 CASE = AR —% o b ORIRFE 2 FHh TER L E 7, Intelligent
Multi-Scan (IMS) 23M# 3% Anti-Spam /L —/L3 L TN CASE 2 R—% > b bxig b 7o v %
T, 72720, IMS MET B Y — KoX—F ¢ BT U F AL =D U IRESL T,

MEE : Z0a<y R lcommit] 1IMEH D FH A,

JIARER  ZDavw L NIvY s EBE— R TOMEHTEET, 612, Zoawy Ridno
TAVARA N (—FRNal ALz~ y) TORMEATEET,

NyF avw R Zoavy FEIRNyFEXRESR—FLTHERA,

mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

- CLOUDMARK - Request updates for Cloudmark Anti-Spam
[1> ironport

Requesting check for new CASE definitions
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incomingrelayconfig

B2LL]

ERAE

incomingrelayconfig 2~ Ri&, &HEV L—HELZ A 2 — T /LT L CRET H =DM
ALET, ROBITIE, ETERY L—REE A 2—T ML, 22000 L—ZBIMLTHH,
—HEEHEL, I —FHEHIRL TWET,

feE : Zoa<wr NiX Tcommit] BNHETT,

JIGRAREH . Zpavy NI, TRTOIUE—F (FRE, IA—F <) TfF
HATc&EEd,

NRyF awrR: Zoa<wy RNy TFEXER—FLTWEREA,

Bl BEE)L—DA =TI EERTE

mail3.example.com> incomingrelayconfig

Incoming relays: Disabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your Cisco IronPort appliance determine the sender's

originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT

directly connected to the Internet as the "first hop" in your email

infrastructure.

You should configure this feature if other MTAs or servers are configured at

your network's perimeter to relay mail to your Cisco IronPort appliance.

Do you want to enable and define incoming relays? [N]> y

Incoming relays: Enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> first-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

. Use "Received:" header

. Use a custom header

11> 1

ithin the "Received:" header, enter the special character or string after which to begin

parsing for the originating IP address:

1
2

[
W
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[from]> [

Within the headers, enter the position of the "Received:" header that contains the
originating IP address:

[11> 1

There is 1 relay defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")

[1> second-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

11> 2

Enter the custom header name that contains the originating IP address:

[1> x-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 x-Connecting-IP n/a n/a

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

DELETE - Remove an entry

- PRINT - Display the table

[1> delete

1. first-hop: 192.168.1.1

2. second-hop: 192.168.1.2

Enter the number of the entry you wish to delete:
[1]1> 1

Incoming relay "first-hop" deleted.
There is 1 relay defined.
Choose the operation you want to perform:
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- NEW - Create a new entry
- EDIT - Modify an entry

- DELETE - Remove an entry
- PRINT - Display the table
[r>

slblconfig

B85
T Ra—¥Fotr—7URAKNTary s XK %f%%iij/gEjro

\}

() ®—7VA2NMNTuoyZ UAMEGUIZHEHLTT 7747 VAT, FX—7/MIL, ZDa~
Vv REEITTHMLENDY £9,

ERAE
Fe® : Za<y KIZ Tcommit] 1ZMEH D FHA,
NyF avws N Zoavy Ny FEXREZ PR —FLTHET,

NYFER -4 R—Fk
Ny FRRK

T R a—HDr—7YV AN Ty VA RTRTOTL M) &2, F8EDT 7 A )VOHIED
TR EEEHBRIET,

slblconfig import <filename> <ignore invalid entries>|

s filename : A >R — b TLIMENH DT 7 A NVDLRFTL, 77 ANME TTIFIAT LV AD
/configuration 7 4 L' 7 N UICKANT HRERH Y £,

« ignore invalid entries : fE%h7e = MU ZMHST 2089 pEEELET,  NE (Yes) |
F7-01% Tz (No) | .

NYyFERA-TH9AR—F

TR a—HFOt—T VA NIy JRAMNTRTOZL NIV ETTIA TV ADT 7 AV
o AR —PFLFET,

slblconfig export]

T TAT AL, ROm4 AN ZEH LT /configuration 7 4 L7 kU2 CSV 7 7 A /L %A%
FLET,

Async0S 12.0 for Cisco Email Security Appliances CLI ) 77 L X #i4 K (—EA) [}



avy R sEH |

B 5 t—ouxronvsuzrzoryos k-

1 -

slbl<timestamp><serial number>.csv.

t—2URKNTAYY VA IU MDA R—

mail.example.com>

slblconfig

End-User Safelist/Blocklist: Enabled

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>

import

Currently available End-User Safelist/Blocklist files:

1. slbl.csv

Choose the file to import from.

[11>

1

Do you want to ignore invalid entries? [Y]>

Y

End-User Safelist/Blocklist import has been initiated...

Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.

[r>

LA A= LD & RETEHRAEL

graymailconfig

B2k

\}

RRY a<v > K (Command)

T LA A=)V O & LR IED 7 v — LR E graymailconfig (42 ~X—73)

T A A=) O & BEBRBUEEIEDEE A —/L R Y 2 — |policyconfig (224 _—72)
DFTE

BEED 7 LA A —)L JL— )L DFEM D FIR graymailstatus (43 ~—2)
FETIT LA A=/ b— )LD EH DR graymailupdate (44 ~=X—7)

T A A=V L ERBEEELED 7 a— S VEREETHRELET,

G¥)

T A A=V & R ERBLEEIEZ AT DT, T FRANRA R Y 2T n =L
BINZT HRENH Y £9, T, IronPort Anti-Spam & 72 1% Intelligent Multi-Scan #EED U
ER A R3¢ 2
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1

graymailstatus

Bk

mans

T A A= & BARTREUEE DR Y > —REZFET HITIE, policyconfig =¥ R&

FEALET, FEMICOWVTIE, HEA—LEHEY VvV Xy U=V DE A—/LThH
HEWEMENTEA Yy E—VE Ry ST HEERY —0OFEMR 243 3—) 2R LTLE
éb\o

MeE : Z0a<y Kt Tcommit] 2SHEE T,
JIAAER  Zoa<w Nt T R_RTO~Y U EF—F (P TRF, J—7, =) T
HTx£9,

NYF ARV E: Zoavy RNy FEAEZ AR — KL TWET, FHMITOV T, help
graymailconfig =~ RZ AL T, A T4 ~VTZBRLTIESN,

Graymail Detection: Disabled

Choose the operation you want to perform:

- SETUP - Configure Graymail.

[1> setup

Would you like to use Graymail Detection? [Y]>

Increasing the following size settings may result in decreased performance.
Please consult documentation for size recommendations based on your
environment.

Maximum Message Size to Scan (Add a trailing K for kilobytes, M for megabytes,
or no letters for bytes.):

[1M]>

Timeout for Scanning Single Message (in seconds) :
[60]>

Would you like to enable automatic updates for Graymail engine? [Y]> Y

Graymail Safe Unsubscribe: Disabled

Would you like to use Graymail Safe Unsubscribe? [Y]>

Graymail Detection and Safe Unsubscribe is now enabled. Please note: The global
settings are recommended only for your DEFAULT mail policy. To configure policy

settings, use the incoming or outgoing policy page on web interface or the
'policyconfig' command in CLI.

BEFED 7 LA A—JL L— )LD AE TR LET,
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B &mrz

ERAE
eE  Zoa<r R lcommit] IZMNEHD EH A,

JGAREE . Zoawy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxEd,

NYF AR Zoa~vy RNy FEXLEZVPR—FLTWERTA,
151

mail.example.com> graymailstatus

Component Version Last Updated

Graymail Engine 01.378.53 Never Updated

Graymail Rules 01.378.53#15 Never updated

Graymail Tools 1.0.03 Never updated
graymailupdate

5 ER
FETT VLA A= L—LOEHFEERLET,

ERAE
Fe® : Za<y K2 Tcommit] 1ZMEH D FHA,

JIGRAREH . Zpavy NI, TRTOIUE—F (FRE, TA—F <) TfF
HATc&EEd,

NYF AR KR Zoa~y RNy FEXREZPR—FLTWETA,

1

mail.example.com> graymailupdate

LT LA A= LHFHOREEZZERLET,

TOFIAILA

2T, OCLL vy RIZoWTHHALET,

« antivirusconfig (45 ~<—)
* antivirusstatus (46 ~X—)

» antivirusupdate (47 ~—13)
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antivirusconfig

B2LL]

ERAE

11

\}

antivirusconfig .

Anti-Virus N U > — &R ELE T,

Me® : Zoa<y Kt Tcommit] 2AMBETI,

JIARER . ZDavwy NE, I RXTO~Y U E—RK (VF7REZ, IA—T <) TF
HATxET,

NyF awrR: Zoa<wy RNy ITFEXEZR—FLTWHWEREA,

/k@{ﬂf . antivirusconfig I ¥ }‘%‘f{%ﬁﬁ L <, “/Xﬁ"AJ:'(“SophOS ]7/1)/1/2 Zﬂ?’("/%ﬁ’
AXR—=T ML, XA LT U MEZOMIZRELTWES, Ty 7T —h = Ty 7 75—
MAMR, BLXOF T arormaxy h—"E&iET 5 HEICOWTIL, updateconfig (146
N=2) EZRLTIEEN,

GE)

systemsetup 27 2 RDOFEITREHI T A & AEIZFEE L2 > 72356, antivirusconfig 3
VREPDTHEATTDH L XL TA B ARKNENRE RINE T, T4 B ARKIZFEE LT
FUZX, Sophos VA NVA AF x> U UNEIT TS TA T VU ATA X—T MR /A,

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.
[1> setup

Sophos Anti-Virus scanning: Disabled
Would you like to use Sophos Anti-Virus scanning? [Y]> y

(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Would you like to enable automatic updates for Sophos engine? [Y] > Y

Sophos Anti-Virus scanning is now enabled on the system.
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Please note: you must issu

e the

'policyconfig’

command

(CLI)

or Mail

avv R sEH |

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom

Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

(1>

Anti-Virus IDE QDR

AsyncOS TliE, 77 7A TV ARZya—RKLETVFUANVA T =F+ (IDE 774
V) DFEMRAT =2 AR TEET, ZOFFMAERRT 5IT1E, antivirusconfig ->

detail V7 a~<wr RaEEALET, KIZBlZRLET,

mail3.example.com> antivirusconfig
Choose the operation you want to perform:

- SOPHOS - Configure Sophos Anti-Virus.
- MCAFEE - Configure McAfee Anti-Virus.

[1> sophos
Sophos Anti-Virus: Enabled

Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.

[1> detail

Sophos Anti-Virus:

Product - 3.87

Engine - 2.25.0

Product Date - 01 Nov 2004

Sophos IDEs currently on the system:
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.
Sig.

'Mkar-E.Ide'

'Rbot-Sd.Ide’
'Santy-A.Ide'
'Bacbanan.Ide’
'Rbot-Sb.Ide"
'Rbotry.Ide’

'Sdbot-Si.Ide’
'Oddbob-A.Ide'
'Rbot-Rw.Ide"
'Wortd. Ide'

'Delf-Jb.Ide'

[...command continues...]

antivirusstatus

B2k

Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus
Virus

Anti-Virus A7 — % A& FRLET,

ER7AE

23
22
22
21
21
21
20
19
19
18
17

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

2004
2004
2004
2004
2004
2004
2004
2004
2004
2004
2004

FeE  Zoa<r R lcommit] IZMNEHD FH A,

01:
19:
06:
18:
14:
06:
20:
23:
00:
07:
22:

24:
10:
132
:58
146
:40
52:
34:
:34
:44
32:

16
33
50
13

50
02
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w

ISRBEM . Zpavy N, TR_RTOY >y F—F (5 R&, TA—F <) T
HATxE7,
NyF awrR: Zoavwy RNy FEXREZVPR—-FLTWEEA,

1

mail3.example.com> antivirusstatus
Choose the operation you want to perform:

- MCAFEE - Display McAfee Anti-Virus version information
- SOPHOS - Display Sophos Anti-Virus version information
[1> sophos
SAV Engine Version 3.85
IDE Serial 2004101801
Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004

antivirusupdate

5ER
VA NVAERE T TEHLET,

ERAE
M€ - Zoa< RIZ lcommit] (THEH Y FH A,

PIIGRARER . T pavy NEvlryB— RTCOLEHTXET, 50, Zoa~vr NiEe
TA U IHRAN (=Rl A Licviy) TORMEATE E9,

NyF awrR: Zoa<wy RNy TFEXEZTR—FLTWHWEREA,

l

mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus
[1> sophos

Requesting update of virus definitions
mail3.example.com>

Ok oA VONDEE
2T, ROCLI <y RIZOWTCHIA L £,

* commit (48 ~—3)
» commitdetail (48 ~X—7)

s clearchanges & 72 1% clear (49 ~X—73)

Async0S 12.0 for Cisco Email Security Appliances CLI ') 77 LY X #4 F (—iEA) |}



. commit

commit

Bk

ERAE

1

commitdetail

B1LL]

ERAE

1

avv R sEH |

shelp £721X h 72122 (49 X—)

s rollbackconfig (50 ~<—73")

e quit 721 q FolT exit (50 N—)

EEAEELET, commit I~ FOBDI AL SO ANMMEETT,

e - %47 L

JIABRER  Zpa<vw L Rt TRTOY U ET—R (TR, T—T, =)

MT&EET,
NyFawr R Zoa<vy NNy FELELP - LTHWEEA,

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Changed "psinet" IP Interface to a different IP ad dress

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

% OREEICBT DRFMERAZ TR LET,

M€ - o< R lcommit] (THEH Y FH A,

JGAREE . Zoavwy NiE, TRTOY U E—F (WFRE, T—F <)

ATEEd,
NyF aws R Zoavy RNy FERZ R — L THEEA,

mail3.example.com> commitdetail
Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>
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clearchanges & = (X clear .

clearchanges & 7= 1J clear

5B
clear =~ R, commit F 7=l clear =~ > RO BICFETINZUURBRICEREICR L T{Th
NEEREEZT XTI ITLET,

ERAE
Mg : oo~ R lcommit] (THEHY FH A,

JGAREE  Zoavwy RiE, TRTOSYE—F (WTREZ, T—F, <) Tff
ATxEd,

NYyFaAIVF: Zoaxwy Ry TFELESR—FLTWHWERA,
15

mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> y
Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

help £7/=1X h E£7/=(%?

Bl
help 2~ N&FITT 5 &, HHAEERTXTOCLI 2~ RBFR SN, K~y ROfE
HeF A2 S TCEEd, helpa~ NiE, av> N 7o 7 M Thelp & A3 570, %R
@) Z1HOANLTIATTEET,

ERAE
eE : Zoa<y R lcommit] ZXEHD EHA,

JIIARER  Zpav R, TRTOYYUEFT—R (TR, TA—TF, =) Tff
HTxF9,

NYF AT R Zoa<wy RNy TFEXREZYR—FLTWHWEREA,
151

mail3.example.com> help
Displays the list of all available commands.
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rollbackconfig

ER7AE

1

avv R sEH |

rollbackconfig 2~ RZMEMT 5L, EHANHMELIZI0DRED I H 1 D& —/L 3y
7 TCEET,

MeE : o< KX lcommit] NHEETI,
JGARER . Zpa<y Riivwyy B— RCOREHRATEET,
NYyFaAIV R Zoavwy Ry FEXLEZSR—FLTOHERA,

mail.example.com> rollbackconfig
Previous Commits:

Committed On User Description
1. Fri May 23 06:53:43 2014 admin new user
2. Fri May 23 06:50:57 2014 admin rollback
3. Fri May 23 05:47:26 2014 admin
4. Fri May 23 05:45:51 2014 admin edit user
Enter the number of the config to revert to.
[1> 2
Are you sure you want to roll back the configuration? [N]> y
Reverted to Fri May 23 06:50:57 2014 admin rollback

Do you want to commit this configuration now? [N]> y
Committed the changes successfully

quit £ =& q F 7= exit

i

ER7AE

1

quit 2~ REETTHE, CLI7T Y r—varhbulZ 77 hLET, BESH TV
WEREAFIZZ7 V7T ENET, quit 2~ NIZBE T A —VRIEIIIEELEEA, T D
MEIa 2 77 A VICEERSIE T (exit D AT, quit 037&77&5“/(*?‘) o

TeE  Zoa<r R Tcommit] IZMNEHD FH A,

JIGAREE  Zoavwy RiE, TRTOSYE—R (WTRE, T—F, <) Tf
ATxEd,

NYyFaAIVF: Zoaxy Ry FELESR—-FLTOWERA,

mail3.example.com> quit
Configuration changes entered but not committed. Exiting will lose changes.
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Type 'commit' at the command prompt to commit changes.
Are you sure you wish to exit? |[N]> ¥

a4 XaL—23r J74ILOEE

loadconfig

B2k

ZITIEH KO CLL 2= RIZOW T L ET,
s loadconfig (51 ~<—7°)
 mailconfig (52 ~—)
e resetconfig (53 ~—3)
» saveconfig (54 ~X—7)

« showconfig (55 ~<X—3)

a7 4FXal—vary 7y NVEua—RKLET,

G¥)

ER7E

1

7 FAZEENTZ VU ~DREO R — RiE GUI 2T 2581 0B Y R— hahET,
FIEIZSWTIL, [ User Guide for AsyncOS for Cisco Email Security Appliances)] %2 L T 72
AN

MEE : Z0a<y Kix Tcommit] 2SHEETY,

JIAAER . Zoa<w Nt T R_RTCO U EF—F (P TRF, J—T, =) T
HATExE9,

NYyF AT R Zoa<wr RNy FEREZR—F L TWERA,

ZOWTIX, FrLwhwar T Xal—ary IrA N BT —AREFRMNSA VAR—FLE
—é‘o

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[1]1> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:
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mailconfig

B2k

ER7E

l

avv R sEH |

[1> loaded new configuration file
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

ZOBITIE, FILWEEZ 7 ANV Ea~vy K T4 NZEBEEY i E4 (22317 T Cul+D %
T EMVFTa~v R TLEYD) o RIZ, VAT LYy N7 U F—REFEHL
T, 774V EDKRA RN, IPT RLA, BEOF— MU oA FHREEFELET, &kl £
HAEiEELET,

mail3.example.com> loadconfig
1. Paste via CLI
2. Load from file
[11> 1
Paste the configuration file now.
Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag
</config>
Control-D is entered on a separate line.]
Values have been loaded.
Be sure to run "commit" to make these settings active.
mail3.example.com> systemsetup
[The system setup wizard is run.]
mail3.example.com> commit
Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via
systemsetup
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

WEET A MT HEEIL,. mailconfiga < K& L T, systemsetup 2~ K TER L
XN DV AT AR ET —F 2G0T A NET AN EREDILEEFETEET,

FE® : Z0a< 2 K lcommit] 1ZMEH D FHA,

JIGARER - Zpavry NI, TRTOY U EF—RF (oA, TA—TF <) Tff
HTExET,

NYyFaAv R Zoavwy NIy FELXLEZTR—F L TOHERA,

mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.
Separate multiple addresses with commas.

[1> user@example.com

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases
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resetconfig .

3. Plain passphrases
[11> 2
The configuration file has been sent to user@example.com.

FIRAFBER A — ViR 7 AR EZEEL T, VAT LATHR Yy hU—7 RIZEFA—NVEZIEE
TEDHIERMERLET,

X2 VT 4 BHILT D0, TT 74T v ADOET — X OIS 54k % fipsconfig =~ > K
TA F—T I LTV 5 HA . Plain passwords 47 > a VA TE £ A,

TIIAT o AZYERNICBET SR, RO PR THO R ITIER O RWEE R H Y
9, resetconfig 2~ Ni&, T X COREMA LR WHIREIZY Yy FLES, ZD=
~ Y REFATT D L RICREERW D, =y FEBEIT L5560, BREDORBEE R 2 &
BOTFEL L TOMEAL T ZEV, resetconfig =~ > ROEFTHIZ CLIICHBR L T D
systemsetup 2~¥ o RZFATTH 2 L ZHERE L £,

resetconfig A~ NiX, T IAT VAN T 74 REIZH D & ZIZOHREELET,
resetconfig 2~ > RM5E T35 & systemsetup 2~ > REHONEITTDHHITH-TCHLT 774
T ATHEWNCA T A RBEIZIE Y £, resetconfig 2~ K& EITT HRENCE T A —/L
DEFBHFW SN2 A L, resetconfig 2~ RWET Lz & ZIZEF A — LV ORE N HRIT
INET,

GE)
resetconfig
tEA

A\

GE)

i
FERAE

resetconfig A~ REFETTLH L, T_XTOXRy MU —ZFENHAIFT 7 4L MEICRED £
T WAL > TE, CLINGUI SN, 7774 7 VAR T D1 OfER Lz —E X
(FTP, Telnet, SSH, HTTP, HTTPS) M7 ¢ &—7/LIZ &4, userconfig 2~ > K CTIERL L7=
BNMO2—H 7HT s EREIBRENET, ZOa~vw o RiE, YITA A E—T oA A%fH
B350, £721ET7 740 bO Admin =—% 7T H 7 v " BEBKR— N EOT 7 4V FERE
A LT CLLICHER CE 2 WEEIEEH LT,

eE . Zoa<r R lcommit] IZMNEHD FH A,

JIAREH  ZDav Ridvy = R TORMEHATEE T, EHI2, Z0a<r Rignm
TAVRA N (—=Fhar A Lizvyy) TOMEFATEET, ZDa~vr REERATH
Wi, B—HV T7 ANV AT ATV BATEDLNENDY £,

NYyFaAIVEF: Zoaxwy Ry TFELESR—FLTWVERA,
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saveconfig

BILL]

avv R sEH |

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

resetconfig

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.

saveconfig A~V NI, —BEDO7 7 A NVALEEHLTCary74X¥al—vary 774 V%
configuration 7 4 L' 7 h VIZIRFFL £ 7,

ER7AE

1

GE)

7 FABELTEREOSG, Z0a~vy NI, BRI IAXIREERGFLET, 7 7 A%k
Ly Comavwy REETTAICE, 2074 X2l —YaryET— K27 TAXIZER
L/\i‘é—o

Me® : Za<y K Tcommit] 1ZMEH D FHA,

PIGRARER . Zpa<vy N, X TOYrE—F (92 %2, FA—F <) T
ATxE7,

NYyFaAv R Zoavy NIy FEXREZSR—FLTOERA,

WROFITIE, a7 4 F¥alb—var 77 A 0DRAT7 L—X T E{L &, configuration
T4 L7 FUIBREENET,

mail.example.com> saveconfig

Choose the passphrase option:

1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)

2. Encrypt passphrases

[1]1> 2

File written on machine "mail.example.com" to the location
"/configuration/Cl100V-4232116C4E14C70C4C7F-7898DA3BD955-20140319T050635.xml1".
Configuration saved.
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\}

showconfig .

G¥)

showconfig

B2LL]

ER7E

1

\}

k2T BRI BB, TTTA T o ADHE T — 5 DR L% fipsconfig =~ > K
TA F—T WL TV 54, Plain passwords 47> a U3 TE 8 A,

showconfig 2~ Nid, BEOHKEEZ®EIZEHN LET,

FE® : Z0a<y K lcommit] 1ZM4EH D FHA,

JIGRAREM . Zpa<vy NiE, TR_RTO~YY Ly FT— R (092 F, I—F <) T
HTExET,

NYyFaAvo R Zoavry NIy FELSEZR—F L TOERA,

OB TIE, BRED CLLIZEREIN, RED/NAT L—XE a3 TnET,

mail.example.com> showconfig
Choose the passphrase display option:
1. Mask passphrases (Files with masked passphrases cannot be loaded using loadconfig
command)
2. Encrypt passphrases
3. Plain passphrases
[1]> 2
<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<l--
Product: Cisco Cl00V Email Security Virtual Appliance
Model Number: C100V
Version: 9.0.0-038
Serial Number: 4232116C4E14C70C4C7F-7898DA3BD955
Number of CPUs: 2
Memory (MB): 6144
Current Time: Wed Mar 19 05:30:05 2014
-—>
<config>
<l--

R R R R R R R R R R R R R R R R R R R R R R R R R R R

* Network Configuration *
R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

-->[The remainder of the configuration file is printed to the screen.]

GE)

tX a2 VT 4 BT HEOL. TTIT7AT v ADOEET — 2 Ok % fipsconfig =~ >
TA X =TI L TWAHEHA . Plain passwords 47> a VIfEHTE £ A,
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B i5seo — FEERT B CiscoE AL £X1UTF 4 F— kYA DB

NEEBR T4 — K& HET HCiscoEA—)LEX )T«
H— kYA DEHE
« threatfeedconfig (56 ~<—3)

» threatfeedstatus (58 ~X—737)

s threatfeedupdate (58 ~X—73)

threatfeedconfig
« (56 X—2)
M (56— )

o i SNEREIL T 4 — RV — 2D (57 ~2—)

L

anh

Threatfeedconfig A~ Fixko B MCEHSNET
*CiscoOE A=/ ¥FxaVT 4 /=D =ATETF =P 2FLLET,
*CiscoE A=V tF2UT 4 5= F7xA TETF V—RAZRELET,

FERAAGE
FEE : Zoa<2 Fid Tcommit] BHETT,
DSRAER : Zoa~v R, 7RXTOYV > E—R (P TR¥, IT—7, <) Tff
MATE 7,
NYF AYV R ZOavy RNy FELEY R — LT EEA,

5l . NEBEBB 74— F TPV DEME
R DFIT, setup"j'j:l'?:/ FEfEHT AL, CiscoEA— LX) T o /r— K~ = A CETF
TV ERIMETEET,

mail.example.com> threatfeedconfig

Choose the operation you want to perform:
- SETUP - Configure External Threat Feeds.
- SOURCECONFIG - Configure an external threat feed source.

[1> setup

External Threat Feeds: Enabled

Would you like to use External Threat Feeds? [Y]> yes

Do you want to add a custom header to the message in the case of an External Threat Feeds
Lookup Failure? [N]> yes
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Enter the header name:
[X-IronPort-ETF-Lookup-Failure]>

Enter the header content:

[true]>

Choose the operation you want to perform:

- SETUP - Configure External Threat Feeds.

- SOURCECONFIG - Configure an external threat feed source.

(1>

— K Y—XMiEM

WODORFIT, sourceconfig V7 a~> REMHT 5L, CiscoEA— N X2V T 4 F—FU=x
A TETF V—A%BINTE £7,

mail.example.com > threatfeedconfig

Choose the operation you want to perform:

- SOURCECONFIG - Configure an external threat feed source.

[1> sourceconfig

Choose the operation you want to perform:

- ADD - Add a Source.

- LIST - List out all the sources.

- DETAIL - Get detailed information about a source.

- EDIT - Edit a source.

- SUSPEND - Suspend a source.

- RESUME - Resume a source.

- DELETE - Delete a source.

[1> add

Choose the operation you want to perform:

- POLL URL - Add an external threat feed source using the polling path and collection
name.

[1> poll url

Enter a name for the external threat feed source:

[1> test source

Enter a description for the external threat feed source (optional):

[1> test source

Enter the host name for the external threat feed source:

[1> hailataxii.com

Enter the polling path for the external threat feed source:

[1> /taxii-data

Enter the collection name for the external threat feed source:

[1> guest.Abuse ch

Enter the polling interval:

The polling interval can be an alphanumeric value that consists of a combination of
minutes, hours, or days followed by 'm','h' or 'd' suffixes. The numeric
values that are not entered with a suffix are considered as minutes by default. The
minimum value is 15 minutes.

[60m]> 30

Enter the age of the threat feed:

The value for the age must be between 1 and 365 days. Enter the age of the threat feed
that you want to fetch from the TAXII server. For example, if the age

is 30 days, the appliance fetches all threat feeds whose age is up to 30 days only.
[301> 20

Enter the time span for each poll segment:

The age of threat feeds for a poll can be split into different poll segments based

on the time span entered.

The minimum time span for a poll segment is 1 day. The maximum time span for a

poll segment is the value entered in the 'Age of Threat Feeds' field.

For example, if the age of the threat feeds is 30 days and the TAXII server has a fixed
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limit on

the age of threat feeds (for example, '20 days'), enter the fixed limit, which must be
less than

the age of the threat feeds configured on your appliance.

[30]1> 5

Do you want to use HTTPS? [Y]> yes

Enter the polling port:

[443]> 443

Do you want to use a proxy server for the threat feed source? [N]> no

Do you want to configure user credentials for the external threat feed source? [Y]> no
test_source successfully added.

threatfeedstatus

(58— )

R (58 ~—2)

oMl ANERBI T 4 — R 2 DU DBEDON—T g OFR (58 X—)
R ER

threatfeedstatus 2~ R&{HHI5 &, ETF = PV DHEONN— g U ER R T EJC IR

ERAE
FEE : 2~y N2 lcommit] 1ZMEH D FHA,

HDISRAER: Zoavwr NI, T _XTCOYrFT—FK (UF3REZ, TL—7F, <) TfF
HTxET,

NYyFaAvo R Zoavwy NIy FELXEZR—F L TOHERA,

Bl : MBEB I —F OO VDREDN— 3 VDORT

WOF| T, threatfeedstatus 2~ o RZfEHAT 5 L, ETF = Y OBEDONN— g9 U 2R

TEET,

mail.example.com> threatfeedstatus

Component Version Last Updated

External ThreatFeeds 1.0.0-0000001 2 Jul 2018 04:22 (GMT +00:00)

threatfeedupdate

Bl (59 =—2)
fEMTTE (59 X—2)
o il ANHE T 4 — R = OTFEER (59 X—)
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Bk

ER7AE

01

threatfeedupdate &~ KEfEH3 5 &, ETF i‘/V‘/%ﬁ%@JTE%ﬁT% jzjﬂo

fEE : ZOa~>2 N2 Tcommit] 1TMEH Y FH A,

DSREAEB . Z0avr NI, I X_XTOw =K (FIRHF, TA—7 <) T
Ac&EEd,

NYyFaAI R Zoavy NIy FELXREZSR—FLTOERA,

Bl NFBR I« —F T UDFEERH

ROEF|IT, threatfeedupdate I~ FEFEHT 5 &, ETF I‘/“/‘/%?@JTE%}?T% ijﬂo

mail.example.com > threatfeedupdate

Requesting check for new External Threat Feeds updates.

DIRAIDEE

clusterconfig

B2k

ZZTHEL KO CLL Ay ROV THA L £,

s clusterconfig (59 ~X—7)

clusterconfig 2~ N, 7 7 AXHEORELTRET H7-OIMEHLET, 77 AFIC
JB L TWauv= 3 T clusterconfig & FAT L7 E, BEFEO 7 T AZIZSNT 50, FHLw
I T ABENERT DI BINTE LT,

clusterconfig 2~ KX, ROV 7T a<wr KRAEINLTWET,
EYVSRAZ TR
WA~ N, 77 A2/ LTV RWEAICHHTE £,

« clusterconfignew <name> : fEE SNTZARTTH LW T AZ ZAE L E T, 2O~ U,
D7 7 AZBLDV MainGroup) EMEIIVDT 74V DT T AH TN—T DA LRI
7m0 ET,

<name> : F LVNT T A X DL Hi,

* clusterconfig join [--port=xx] <ip of remote_ cluster>
[<admin_password>]<groupname>: Z D~V U&7 7 AZITBEMLET,

515D
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<ip_of remote_cluster>: 7 7 AZNDRO~ D IP T KL A,

<admin_password > : 7 7 A Z D admin /XA U — R, CCS ZH LTV 7 AX BT D
e

ZDONRTA=ZEI/ET HLETHY A,
<groupname> : BT 5 7 /V—F DA H,
<port>: FEfE T H YV E— K =T DR— K (F7 4/ 22 .

clusterconfig prepjoin print

IO~ % CCSA— MRHETY 7 AZIIBINE W5 72D OWEFIC LB /2 fERE TR L
=7

P9SRBaATUR

RO NE, 77 AZITELTOWLEARICHENTE £75,

» clusterconfig addgroup <groupname> : H L\ 7 7 AKX J )V —TE{ERk LE 3, ZL—71%
AN FENTORNZEDREE TR SNET,

» clusterconfig renamegroup <old groupname> <new_groupname> : 7 7 A ¥ 7 )L — T D4R %
EELET,

» clusterconfig deletegroup <groupname> [new_groupname] : 7 7 A ¥ 7 —7F%HIFR L £,
<groupname> : HIFR9 %27 T A% 7 —T7 DA A,

<new_groupname> : JLD J /L —T D~ U EIBINT D7 T AL T —T

. clusterconﬁg setgroup <machinename> <groupname> : ¥ U NET DN —TEERE (=
IEHE) LET,
<machinename> : FXET 5~ ¥ DA,

<groupname> : ¥V ERET H I —T

» clusterconfig removemachine <machinename> : 7 7 A X b~ v U EHIFR L £,

» clusterconfig setname <name> : 7 7 A ¥ DA RIZ 4G E SV ARNCER LET,

» clusterconfig list : BIfEZ 7 AXIZBL TCNDH TR TOV VU EFRRLET,

« clusterconfig connstatus : HfEZ T A X ZB L TWAH TR TO~ 2 F£ L, Ursn
YYDV —T 4 T DOFEEBML £,

» clusterconfig disconnect <machinename> : ¥ 3 > & —RHIZ 7 T A X LYW L £ 7,
<machinename> : U3 2 ~ 2 > DA AL,

» clusterconfig reconnect <machinename> : [disconnect] =~ NiZ X > THIr & Tz~
oA EITLET,

» clusterconfig prepjoin new <serial number> <hostname> <user key> : CCS 7" — FMEXH T2 7 X

BB MTHHLVARA MEBIMLUET,

<serial number> : BT B~ DT T AE R,
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<hostname> : BT 5~ DR A M,
<user key> : B~ /5 [prepjoin print)] =~ RIZ X > CTHS &7z SSH = —
%.‘—O

« clusterconfig prepjoin delete <serial numberfhostname> : IBINXf G & L THE STV AR A
k% [prepjoinnew] =~ RGHIBRLET, ZONTFA—=FPNE L 25 DIE, % TR
A2 MEBEMLRNZ LI LA T, AR MRIEREIZY Z2ZIBIEhD & £
DA A kD prepjoin 1A HEHIZHIFR S AL E T,

ERAE
feE : Zoa< RiZ lcommit) (ZMEDH D FHA,
JITALER . ZOavy N7 FAY E— R TCOREHTEET,
NYF ARV E: Zoavy RNy FEREFR— ML THERA,

l

clusterconfig =~ > R & Z O HFIEOFINCOWTIX, [ User Guide for AsyncOS for Cisco Email
Security Appliances] Z#=ZHiL T 720,

T—RREXDBIE

TR ROCLL 2w RIZoWTHHALET,

« dlpstatus (61 ~=—27)
« dlpupdate (62 ~—<")

dipstatus
DLP = > 2> DER A= 7
S
(G¥)  dilpstatus =~ FZEMAT 5H1IZ, GUI @ DLP Global Settings ~<— T DLP Z#%E L Tk
SHERHY 7,
ERAE

WM : Zoa< R lcommit] (THEH Y FH A,

JIAAER  ZDav U NiE, VAL, I—T, FlE~v o8 T— RTEHATEE
7,

NYyFaAv R Zoavy NIy FELEZ TR —F L TOHERA,
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dipupdate
2R

avy R sEH |

mail.example.com> dlpstatus

Component Version Last Updated
DLP Engine 3.0.2.31 Never updated
DLP = YU HH L ET,

ER7AE

Ny FRR

l

G¥)

dlpupdate =~ FZ&{E 9 5H1IZ, GUI ® DLP Global Settings ~— 3" C DLP Z#% & L TH
SMENRH Y ET,

MeE - 0o~ R lcommit] (TMHEH FH A,

JIARER . Zavw R, VIAZ, T—TF, £~y 08— N THEATEFE
j—o

NYF ATV R Zoa<vy Ry FEREYVFR—FLTWET,

EEMEH SN RWES TY dlpupdate =~ > KON FIEAA DLP = 0 2 0 & i B9 8
L/\i‘a_O

dlpupdate [force]

mail.example.com> dlpupdate
Checking for available updates. This may take a few seconds..

Could not check for available updates. Please check your Network and Service Updates
settings and retry.

Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.
[1> setup

Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine? [N]> y
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Choose the operation you want to perform:
- SETUP - Enable or disable automatic updates for DLP Engine.

(1>

A A ISR B

2T, ROCLL vy RIZoWTEHEHALET,

« domainrepconfig (63 ~X—3)

domainrepconfig

Bk

ER7E

l

domainrepconfig I~ 2/ KEFEHTDE, FAAL BN X NEERTEET,

e : Zoa< 2 N lTcommit)] XM TY,

DISRRAER . ZDa<w FiE, I R_XTO~YyrE—RK (VTR Z, IT—TF, <) THF
HT&EE7,

NyFAI K Zoa<vy RNy FELEFR—FLTWET, FMICOWTIE, nelp
domainrepconfig A% FEALT, 412714 ~NVTEZELTL fiéb\o

R OF|C, domainrepconfig ¥ KEFEHT S & . RAALUBIGNY R B %ﬁzﬁf‘g‘ *9,

mail.example.com> domainrepconfig

Would you like to configure an exception list for Sender Domain Reputation and
External Threat Feeds functionality? [N]> yes

Select the domain only address list to to be used for Sender Domain Reputation
and External Threat Feeds functionality

1. addr list

[11> 1
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SMIME X274 H—EX

smimeconfig

B7LL]

EETa 77 A, ABRF—0OFRERE, SMIME ORTEEZHRTELET,

ERAZE
feE : Zoa<r NiX Tcommit] NHLETT,

JIGAREH  Zpavy NI, TRTOY U E—FR (IR Z, IA—F, <=2 v) TF
HATc&EEd,

NyF avwrs R Zoavy Ry FEALZ S R—FLTWEEA,

1

°%%kﬁﬁ%{t@f:&)@%ﬁj’m774’/1/0){45}52 (64 ~=—3)
S {LDOABF—oEin (65 ~<—)

EZLBEEEDI=ODEETOT 714 ILDER

WOHITIE, SSIMIME 2T 284 B LK FLA v =Y DRET 0 7 74 VEERlHE
ZRLTWET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> sending

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> new

Enter a name for this profile:

> hr sign and encrypt

1. Encrypt

2. Sign

3. Sign/Encrypt
4. Triple

Enter S/MIME mode:
(21>

1.

smime signing
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Select S/MIME certificate to sign:
[11>

1.
2.

Detached
Opaque

Enter S/MIME sign mode:
[11>

1.
2.
3.

Bounce
Drop
Split

Enter S/MIME action:

[11> 3

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file

- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles

Name Certificate S/MIME Mode Sign Mode Action

hr sign_a smime_ signing Sign/Encrypt Detached Split

Choose the operation you want to perform:
- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display
[1>

S/MIME sending profiles.

S LD LB —DIEM
KIS, A=V DRGSO, TTTAT 2 AIZZAEH O SMIMEREH E D AR F—%

BINT 56z L ET,

mail.example.com> smimeconfig

Choose the operation you want to perform:

- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.

[1> verification

Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
[1> new

Enter a name for this profile:

> hr signing

1. Import

2. Paste

Choose one of the options for the certificate introducing:
[2]1>

Paste public certificate in PEM format (end with '.'):
MIIDADCCAlygAwIBAGIBDTANBgkghkiGIwOBAQUFADCB1JELMAKGAIUEBhMCSU4x
CzAJBgNVBAgG. . .
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C=IN, ST=KA, L=BN, O=Cisco,OU=stg,CN=cert for enc,emailAddress=admin@example.com
Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- EDIT - Edit a S/MIME Public Key.

- RENAME - Rename a S/MIME Public Key.

- DELETE - Delete a S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.

- EXPORT - Export the list of S/MIME Public Keys to a file.

- PRINT - Display S/MIME Public Keys.

[1> print

S/MIME Public Keys

Name Emails Domains Remaining
hr signin admin@vm30bsd0008.1ibga dns.vm30bsd0008.ibga 145 days

ALY F—
ZZTIE, RO CLI 2= RIZOWTIBA L E9,

« domainkeysconfig (66 ~—<)

domainkeysconfig

Bk

DomainKeys/DKIM O 48— k&% E L £ 7,

ERAE
Me® : ZDa<y Kt Tcommit] 2AMHEETI,

JIAAER  Zoa<vw Rit, I _CTO~ U EF—F (P T7RAF, J—T, =) T
HTx£9,

NyF awy B Zoawy RSy FEREF K-k LTOET,

GE) X2 UTF4bD=D, FIPSET— RTOT F534 7 v ADET —Z Ot 2 HENz+ 5
L. B —AERTE RV ET, MBS —2RETIHAIT. BEOWEX—%2 AT
B FEH LB —EERTE 7,

NyFEKX . BLI7O0T774)L

domainkeysconfig =~ > ROy FIERIL, B4 T 07 7 A VOER, . £72I3HIERTE
HTEET,

» DomainKeys/DKIM &4 7' 1 7 7 A /L DB

domainkeysconfig profiles signing new <name> <type> <domain> <selector> <user-list>|
[options]
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% 1: domainkeysconfig D L WVER T O T 7 1 L3IHK

5% E5EA

<name> RAAL Y Ta7 7 A O4THI,

<type> RAAL > DH AT, dk £721% dkim T,

<domain> RALTaTZ 7 ANVDRAL 74—V K, ZiUL, DomainKeys &4 D
dZ 7% LET,

<selector>

RAfLf v Ta7ZryANVDELVY X 70—V K, iU, DomainKeys &4 D
s Z T xR LET,

<user-list>

RAAL Y TaTZrA N 2—FOh <Ky U R, 2—WFE, FEOF
A Ta 7y ANVEFRH L TEFA—NICEBLTIVNERHLINE )%
W D720, BFA—NAT RLAEOBAIERENET, TXTOR
Ay a—F L —HIELHIIE, FleFd—U—Rall ZEHLET,

[options]

--key_name B IAER T LR85 X — D4,

--canon DK CEAT 2 & ZIHERTHERET L ITY XA, BIEFR— & T
%7V Y XA simple & nofws T9°, 7 7 4/ MM nofws T,

--body_canon |DKIM CE4 T 5 & XITHHTH, RLOEHELT L TY XA, BUESFR—

FENTWDH T Y XA simple & relaxed TJ°, 7 7 # /L b X simple T
D

--header canon

DKIM TEA T2 &L ST D, ~y X =T LT X4, HIEY
AR—RENTWBT /LT Y X AL simple & relaxed T3, 7 7 4 /L b i simple
‘(“?—O

--body_length

BLOHBEIERT D, B LIZALDONA ML, DKIMZ' 27 7 A LT
OHRERALET, ZOEIT, FHTL2LEBLDO1IZTICRDEST, T 740
FCIEAESNETA,

--headers_select

BHDNy X — 2B DHEEELET, DKIMZ 07 7 A L TORE
AL E, all, standard, standard and custom DOV TT, all LT T
DI~y X —IZBLTH LB L ET, standardlE, Subject, From,
To, Sender, MIME 72 ¥ DBEHID~ v X —OFFELDO T v MIEALTDHZ
E#EM L EJ, standard and custom (X, BEFNOD~v ¥ —EB L N2 —HEH
D~y X—=Dty MIBEATDHZ LEZEWRLET, 77 4/L Midstandard T
o

--custom_headers

BLT DNy X —D2—HEFKE ~ b, headers select 7’ standard_and_custom
DHBEI, DKIMZ B 7 7 A VTORMEMLET, 774V MIZEDOE Y b
T4,
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518

Bl

--i_tag

BANAZ T BINTME I NERELET, ETE HEIL yes £721F
no T3, 7 74/L K yes T,

--agent identity

2P FEF2—FORDVIZZDORA v —TVIZBELTHREAD ID,
LIIFHEDE A A=/ T RLATTR, a—HVERTER L THENENE
Hh, ZOT RLVAD RKAAL 5L, <domain> £7213ZF D7 RA A >
ETDHMENRHY T, ZOAT T a3 NE, i tag DIEE yes [ZFEE L TV
LG EICORBEHINET, T 74N ML, va— I VESGEZEIZLT, £D
%12 @ & <domain> Z el TRtk L7-fE T,

--q_tag

BAN Q2SR BINT B0 Y EEE LET, JEETE DI yes £ 1%
no C9, 7 74/ ~Mdyes TT,

-t tag

BN Z T2 BINT oM E SN ERELE T, ETE DML yes £72iF
no T3, 7 7 4/L K yes T,

--X_tag

BRI Z T HBINT 0 E I DERRELET, f5ETE DT yes £721%
no T4, 774/ MIyes TT,

--expiration_time

BLNRNT HETORRE (B) T9, DKIM7' 27 7 A )L TOREH L &
T, ZOMHEIF. BAOXF T EtFZTOECRYET, oA T a Ui,
-x_tag DIE% yes ICRE L TWHGEICOARBEM S NET, 774/ MI
31536000 ¥ (1 4) T,

--z _tag

BN 2 X T HBINT 0 EINERELET, HETX HEIT yes £7213
no ¢4, 57 #/V hiZno TY,

BT 1T 7 A ILDOMRE

domainkeysconfig profiles signing edit <name> [signing-profile-options]

BLTO Ty ANDE T g

* rename <name>

» domain <domain>

* selector <selector>

* canonicalization <canon>

* canonicalization <header canon> <body canon>

* key <key name>
* bodylength <body length>
* headerselect <header select>

* customheaders <custom_headers>

* itag <i_tag> [<agent_identity>]

* qtag <q_tag>
. ttag <t_tag>
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* xtag <x_tag> [<expiration_time>]
* ztag <z tag>

* new <user-list>

* delete <user-list>

* print

70T
cBAHT T T 7 A NDHIR

domainkeysconfig profiles signing delete <name>|

BHT0T 7 AND—REER

domainkeysconfig profiles signing list]

BLTOT 7 AIVOFEME T

domainkeysconfig profiles signing print <name>|

BHTO Ty ANDT AL

domainkeysconfig profiles signing test <name>|

BLATOTrANDE—HN I E—DA LFE— |

domainkeysconfig profiles signing import <filename>|

T FIAT LV ACHIBEL T T 7 A NDIE—DT T AR— |

domainkeysconfig profiles signing export <filename>|

T FIAT LV AIHHTRXRTDODEL T2 77 A /VOYIE :

domainkeysconfig profiles signing clear]

NYyFERX RIETOT7A4)L
« ¥ L\ DKIM Kk 7 1 7 7 A L OB

domainkeysconfig profiles verification new <name> <verification-profile-options>|
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515

Bl

--name

DKIM Wik 7 v 7 7 A L D4 Eil,

--min_key size

ZIFT AN RN —, FEETEDLF—DRSIL512, 768, 1024,
1536, BL 2048 T (XY ) o T 740 M 512 T
T

--max_key size

ZIF NIRRT —, FEETEHF—DEI1L512, 768, 1024,
1536, BLU2048 T+ (HfLlZe v b) o 7 4/0 T 2048 T
TO

--max_signatures_num

Ao —VOHFTHIETE 5BL DRI, EEOEHEEET
xFET, 77 MEISTY,

--key query_timeout

F—I 2 —=RNEZA LT U RTEHETORN ) T, 2D
EAERECTCEET, T 740 ML 10 TT,

--max_systemtime divergence

EIEHE O & RS O L OBICFR T& 2 IERISE (B)
T, EEOERERETEET, T 74/ ME60 TI,

--use_body_length

AKXDRESONTA=Z LT LNEI DERELET, L
TE DL yes £721dno TI, 77 4/ M yes TY,

--tempfail_action

—IE R FEEOS AL, SMTP OT 7 v a » &2 FTLET, 85E
T X 51X accept F 7213 reject TT, 7 7 4 /L ME accept T,

--tempfail _response code

—FE e ENEAE LGS, ES SN A v&—Y D SMTP)G
Koa— RTT, IBETEAHEITAXX BEROFE ST, 57 4+/b
i 451 T,

--tempfail _response text

R RBEENRE LIS, RSN A v =Y DO SMTPIS
BETHARNTT, 774/ ME,  [#4.7.5Unable to verify signature
- key server unavailable (B4 ZMGETE FH A, F— h— 0 HA
DMWY FEHA) | T,

--permfail action

KRR EDOE AT, SMTPOT 7 v a v 2 FEITLET, R
T X 51X accept F 7213 reject TI, 7 7 4 /L ME accept T,

--permfail response code

KGR E N A LG E ., IS SNz A v '— O SMTPIG
Ba— RTT, FHETXAMEIT XX BRDOEFTT, T 7+
k% 550 T,

--permfail response text

KR ENIA LTS E, EE S A v ' —T O SMTPIG
BT ¥ A NTYT, T 74V I [#5.7.5 DKIM unauthenticated mail
is prohibited (DKIM RFEFED A —/L3EE LI CnEd) | T
7T

[l AsyncOS 12.0 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av vk 5EH
nyFhzt 2a5x— ||

HRFEET 0 T 7 A IV OFRE

domainkeysconfig profiles verification edit <name> <verification-profile-options>|

WEE7 2 7 7 A L OHIRE

domainkeysconfig profiles verification delete <name>|

B EDOREET T 7 7 A VOFERIH T

domainkeysconfig profiles verification print <name>|

BEAEORRGE T 1 7 7 A L D—E K

domainkeysconfig profiles verification list]

B—HN NI HAIRIAT R T AN T ANDA R — b

domainkeysconfig profiles verification import <filename>|

T T IAT VAL HDIRIET a7 7 A ILDA R — b

domainkeysconfig profiles verification export <filename>|

TFIGAT A HATXRTCOFERIE T2 7 7 A VO :

domainkeysconfig profiles verification clear

NYFER . EEx—
B LVES X — DIER |

domainkeysconfig keys new <key name> <key-options>|

% 3:domainkeysconfig DEZX—F+ T3>

515 B

-—-generate_key | fiE % —Z K L £, IBETE DX —0RE S1EX512, 768, 1024, 1536, B &
V2048 TF (BfZITE Y ) o

--use_key RESNIWEF—E2EHLET,
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--public_key | fRE SN —12 T D AT —Z2BG L CHEEICH T 572007 5
7, --generate_key ZSEICHEE L CWAEGEIL, T8 LWRE X —ER S
. BENTENIC T DR[AF—DERINET,

« B4 F— Ok

domainkeysconfig keys edit <key name> key <key-options>|

cBEFOELFT—DOAFIER -

domainkeysconfig keys edit <key name> rename <key name>|

NBAF—EFEET DI

domainkeysconfig keys publickey <key name>

F—DHIFR :

domainkeysconfig keys delete <key name>|

R Ok

domainkeysconfig keys list]

REDBELX—IZHT T X TOEHEROER -

domainkeysconfig keys print <key name>|

B—N Nl BBELF DA R

domainkeysconfig keys import <filename>|

T TIAT LA DEL X —DT I AF— | -

domainkeysconfig keys export <filename>|

TTIAT LV AZHDTXNTOELFT—DOHIFR :

domainkeysconfig keys clear]
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NYFER : F—FETOT7 70 ILDOBRE

e T 7 A NDELF—DRE

domainkeysconfig search <search text>|

Ny FERKX: Fa—NNIILETE

« 77747 ATO DomainKeys/DKIM D 7 11— S)LEEE DT

domainkeysconfig setup <setup options>|

BETXAF T a 3kd LBy T,

o --sign_generated_msgs : VAT ATCHERINTEA v E—VIZEATLINE I DERELE
7T, FEETE SMEIX yes £721% no T,

Bl :CUICED FASY F—DETE

TITIAT UV ALED RAAL F—%FKET HIZIL, CLI Tdomainkeysconfig 2~ K& ff
HALET,

domainkeysconfig 2~ RiX, [A—/L AR VU I — (MailPolicies) ]->[ F A1 > % — (Domain
Keys) | X—YHNOKEEZ T X THATWET, Z0a~v> RTlE, 70 RAAL Y $—
DNSTXT La— R&4ARKTHZ L TEET, 70 AL F—DNSTXT La— KD
AROZERIZONWTIZ, 7 KAA L F—=DNSTXT L 22— FO/ER (76 <—) %%
LT 7EEn,

ZOBEITIEH, F—FERE L, KA Ta 7y A NVEERLET,

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 0

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> keys

No signing keys are defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- IMPORT - Import signing keys from a file.

[1> new

Enter a name for this signing key:

[1> testkey

1. Generate a private key

2. Enter an existing key

[11>

Enter the size (in bits) of this signing key:
1. 512
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2. 768

3. 1024

4. 1536

5. 2048

[31>

New key "testkey" created.

There are currently 1 signing keys defined.
Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.
- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

1>

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

No domain profiles are defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.
[1> new

Enter a name for this domain profile:

[1> Example

Enter type of domain profile:

1. dk
2. dkim
[21>

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the " domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a

"

" "

"

semicolon. This value becomes the "s" tag of the DomainKeys
Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time
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4. Select existing key

[11> 4

Enter the name or number of a signing key.

1. testkey

[11>

The canonicalization algorithm is the method by which the headers and

content are prepared for presentation to the signing algorithm.

Possible choices are "simple" and "relaxed".

Select canonicalization algorithm for body:

1. simple

2. relaxed

11> 1

How would you like to sign headers:

1. Sign all existing, non-repeatable headers (except Return-Path header).

2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID,

MIME headers).

3. Sign "well-known" headers plus a custom list of headers.

[2]1>

Body length is a number of bytes of the message body to sign.

This value becomes the "1" tag of the signature.

Which body length option would you like to use?

1. Whole body implied. No further message modification is possible.

2. Whole body auto-determined. Appending content is possible.

3. Specify a body length.

[11>

Would you like to fine-tune which tags should be used in the

DKIM Signature? (yes/no) [N]>

Finish by entering profile users. The following types of entries are

allowed:

- Email address entries such as "Jjoe@example.com".

- Domain entries such as "example.com".

- Partial domain entries such as ".example.com". For example, a partial
domain of ".example.com" will match "sales.example.com". This
sort of entry will not match the root domain ("example.com").

- Leave blank to match all domain users.

Enter user for this signing profile:

[1> sales.example.com

Do you want to add another user? [N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.

1>

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

zx W

Sender,
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- SEARCH - Search for domain profile or key.
[r>

BT FALD F—DNSTXT La— FOER

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1

Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

There are currently 1 domain profiles defined.
Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.
1. Example

[11>
The answers to the following questions will be used to construct DKIM text
record for DNS. It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities

("i=" tag of "DKIM-Signature" header field) associated with this

domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.
Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>

The DKIM DNS TXT record is:

test. domainkey.example.com. IN TXT "v=DKIMIL;
p=MIGfMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQDX5d0G9J8rXreA/uPtYr51rCTCqR+gqlS5Gm
1£00p1AZSUBZBVONKZENr-+se0T+K 7Y DPOEFSUHy WeOvOHKCoun7 £ R S3EOF 9oL o IAH5vZ0CKp,/w7hdt) Py 3qoPSgIVEQVO6VIESK UL TCHDFGKvIUIMISYSslou?
zmm9rKAHSm7FwIDAQAR; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.

- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.
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- CLEAR - Clear all domain profiles.

1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
1>

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1

Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
1>

DMARC #&:E

ZZCHL KO CLL Ay RIZon TR LET,

« dmarcconfig (77 ~<—3)

dmarcconfig

Bk

DMARC OEREBEHELET,

FERAE
Me®E : Z0a<y Kt Tcommit] 2AHEETI,

JIAAER  Zoa<w s R, I R_CTO~Y U EF—F (P T7RAF, J—7, <) T
HTx £,

NyF avr P Zoavy FERAy FRREdR—FLTOET,

Ny FHK : DMARCHREEJRA 77 A )L

dmarcconfig D /3 v FIENIT, MEET 7 7 7 A LV OIERL, Btk HIbR, BI U7 v — ULikiE
DEETHEHTEET,

DMARC &I 7O 7 7 1 JLDEM

dmarcconfig profiles new <name> [options]

5% iR
<name> DMARC 71 7 7 A )L D4,
[options]
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AR

--rejectpolicy action

DMARC V22— RRORY »—n [HES] oL X
AsyncOS WFEATT HMENHDHA v —Y T 7 v al,
FIREZREIX, “reject”, “quarantine”, F 7213 “none” T,

--rejectpolicy response code

L ENEA v E—YDOSMTPISE a— R, 57 4L ME
1 550 T,

--rejectpolicy response_text

EREINTZA v E—VDSMIPIGET ¥ A K, 774/ b
fEIX “#5.7.1 DMARC unauthenticated mail is prohibited.” T
R

--rejectpolicy quarantine

DMARC MRFEIZREL L T2 A v & — T DR,

--quarantinepolicy action

DMARC L z2— FND R Y & —3gaf D & 12 AsyncOS
WIEITTDMERS DA v =Y T/ v ar, AlfERE
1. “quarantine” ¥ 72 (X “none” T,

--quarantinepolicy quarantine

DMARC FRFFIC R LT A v & — 2 DR,

--tempfail action

DMARCHEREFZ — R 22 B EF 35842 LT A & — PITx)
L T AsyncOS NFETTLHOMEN D LA vE—Y T/ g
v, FEETE DI “accept” F721E “reject” T,

--tempfail _response code

—HEFERREENBE LZGE. SN A vE—T 0
SMTP )& =2 — R C9, T 7 4 /v MEIZ 451 T,

--tempfail_response text

—RREENREE LA, HhShicA v E—Y0
SMTP JG& 7T F A TY, 7 7 4 /b MEIL “#4.7.1 Unable
to perform DMARC verification” T,

--permfail action

DMARC RGE T K eI 2 8 FE R L T2 A 2 —ITkS
LT AsyncOS NFATTOMERNHHA v =T T 79
v, FEETE DI “accept” F721E “reject” T,

--permfail response_code

KRB ENBAE LGS, HE SN Ay E—YO
SMTP )i =2 — R CT9, T 7 4/ MEIZ 550 T3,

--permfail response_text

KB R ENBAE LG E, HEESNA vy E—T0
SMTPJSET X A FTY, T 7 4 /b MEIL“#5.7.1 DMARC
verification failed” T3,

DMARC BEE 7O 7 7 1 ILDiRE

dmarcconfig profiles edit <name> [options]

DMARC #%:E 70 7 7 1 LD HIB&

dmarcconfig profiles delete <name>
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9~ TO DMARC DIEEET A 7 7 1 JLDHIRR

dmarcconfig profiles clear

DMARC &I T O T 7/ ILDEMD R T

dmarcconfig profiles print <name>

DMARC#&EE TR 7 7 A4 LD T Y RAFR— b

dmarcconfig profiles export <filename>

DMARCHREETRA T 7 A LD A VR— b
dmarcconfig profiles import <filename>
JO—NILBREDER

dmarcconfig sctup [options]

73y & EAR
--report_schedule AsyncOS 7° DMARC #£it L AR — k& A3 2 IRgfH],
--€ITOr_reports DMARC 45t LA — b ¥4 X5 10 MB %7212 DMARC L 21—

RORUA X 7 THRESINZV A X&B 25612, BfE=T—
LiR— & RAAL VIAZITEET B,

--org_name DMARC £t VAR — M E2AERT DT 4T 4, ZHUTIEFA
A B ERETHVLERHY 9,
--contact_info DMARC 3 L AR— M2 Z M o72 KA AL VFFAEZE N LAR— b

BER LT 47 4 LK E DGO, BINOEEIE
H kO AL ~— FR— DR E)

--Copy_reports T _TODMARC £ LR— FOa vt —&#ED2—Y (i
VAR— DO 2 FATT NI —H e L) ISR ELET, &
FA=NT FL 22 AN LET, BROGEITN o~ TREY
7,

--bypass_addresslist BFEDEREZENLZE LA vE— 0O DMARC fiil s A%
FLET (T RLR YRR,

GE) ERAREA—INTRLATERINDET FLZ U X
kDI HE BN TE £,

--bypass_headers FEED~v X — 7 4 — )V K& EETe A v & —® DMARC ik
EAX T LET, mexiE, A=V 7 URIOEETES
TH T —=ZINHED A v —2 D DMARC BifEd A% v 75|
W, ZoFTvarvEFEALES, ~y X —2 AN LET, #
BOBEAITH o~ TRE Y F9,
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WIZ, DMARCHiEFE 7 7 7 A W ZREL. DMARCHEET 2 7 7 A )LDV a— LR TE %
LI opEr~LET,

mail.example.com> dmarcconfig

Number of DMARC Verification Profiles: 1

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new

Enter the name of the new DMARC verification profile:

[1> dmarc_ver profile 1

Select the message action when the policy in DMARC record is reject:

1. No Action

2. Quarantine the message

3. Reject the message

[3]1> 1

Select the message action when the policy in DMARC record is quarantine:
1. No Action

2. Quarantine the message

[2]1> 2

Select the quarantine for messages that fail DMARC verification (when the DMARC policy
is quarantine).

1. Policy

[1]1> 1

What SMTP action should be taken in case of temporary failure?

1. Accept

2. Reject

[1]1> 2

Enter the SMTP response code for rejected messages in case of temporary failure.
[451]>

Enter the SMTP response text for rejected messages in case of temporary failure. Type
DEFAULT to use the default response text

'"#4.7.1 Unable to perform

DMARC verification.'

[#4.7.1 Unable to perform DMARC verification.]>

What SMTP action should be taken in case of permanent failure?

1. Accept
2. Reject
[1]1> 2

Enter the SMTP response code for rejected messages in case of permanent failure.
[550]>

Enter the SMTP response text for rejected messages in case of permanent failure. Type
DEFAULT to use the default response text
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'#4.7.1 Unable to perform

DMARC verification.'

[#5.7.1 DMARC verification failed.]>

There are currently 2 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.

- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

[1> setup

Would you like to modify DMARC report settings? (Yes/No) [N]> y

Enter the time of day to generate aggregate feedback reports. Use 24-hour format (HH:MM) .
[00:00]>

Would you like to send DMARC error reports? (Yes/No) [N]> y

Enter the entity name responsible for report generation. This is added to the DMARC
aggregate reports.

[1> example.com

Enter additional contact information to be added to DMARC aggregate reports. This could
be an email address,

URL of a website with additional help, a phone number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports? (Yes/No) [N]>

Would you like to bypass DMARC verification for an addresslist? (Yes/No) [N]>

Would you like to bypass DMARC verification for specific header fields? (Yes/No) [N]> y
Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

[1> add

Enter the header field name

[1> List-Unsubscribe

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

- REMOVE - Remove a header field from the list.

[1> add
Enter the header field name
[1> List-ID

DMARC verification is configured to bypass DMARC verification for messages containing
the following header fields.

1. List-Unsubscribe

2. List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

[1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes
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Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe, List-ID
Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.

- SETUP - Change global settings.

1>

DNS

I, ROCLL vy RIZoWTHHALET,

. dig (82 ~—)

« dnsconfig (84 ~—<)
s dnsflush (88 ~<X—2)

s dnshostprefs (89 ~—73”)
+ dnslistconfig (90 ~—73)
« dnslisttest (90 ~X—3)
s dnsstatus (91 ~<—72°)

d
L

anh

DNS #—R EClLa— K&y s 7 v 7 LET

FERAE
e Zoa<y R Tlcommit] ZMEHD EHA,

JIAAER  Zoa<vw L Rit, IR TCO~Y U EFT—F (UT7RAF, T—T, =) TffF
HTxF9,

RyF avy R Zoavy My TR EPE— b LT ET,
Ny FRH

diga~y RONyFEXEMFHT L L, (EROCLIa~ Y ROTRTOMEEEZFZITTEET,
*DNS #— N ETClLa—RELy 7T v LET

dig [options] [@<dns_ip>] [gtype] <hostname>|

DNS #— R ET, FEEENZIP T FL AT AW Y 7T v T EITLET,

dig -x <reverse ip> [options] [@<dns ip>]
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Znniddig a~vy ROy FIEAXTHHARER A 7> a T,

-s <source ip> Specify the source IP address.

-t Make query over TCP.

-u Make query over UDP (default).

dns_ip - Query the DNS server at this IP address.

gtype - Query type:

A, PTR, CNAME, MX,

SOR,

NS,

TXT.

hostname - Record that user want to look up.

reverse_1ip - Reverse lookup IP address.

dns ip - Query the DNS server at this IP address.

WOFITIX, V7T 7925 DNS —_"EZHHRINIZFETE L TV ET,

mail.com> dig @111.111.111.111 example.com MX
; <<>> DiG 9.4.3-P2 <<>> @111.111.111.111 example.com MX

; (1 server found)
;7 global options:
;; Got answer:

;; —->>HEADER<<- opcode:

;; flags:
;; QUESTION SECTION:
;example.com.

;; ANSWER SECTION:
mexample.com.

;; AUTHORITY SECTION:
example.com.

;; ADDITIONAL SECTION:

gr aa rd ra;

example.com. 10800 IN
example.com. 10800 IN
example.com. 300

;7 Query time: 6 msec

;7 SERVER:
;; WHEN: Fri Dec 9 23:
;; MSG SIZE zrcvd: 143

10.92.144.4453(10.92.144.4)

37:42 2011

18540
ADDITIONAL: 3

10 mexample.com.

test.example.com.

printcmd
QUERY, status: NOERROR, id:
QUERY: 1, ANSWER: 1, AUTHORITY: 1,
IN MX
10800 IN MX
10800 IN NS
A 111.111.111.111
AAAA 2620:101:2004:4201::bd
IN A 111.111.111.111

GE)

Zoavy REMAT 5 & EITDNS — " EUIRIICHE L2 WHEaIE, diga~y Rk -
T Authority £ 7 > = > & Additional ¥ 7 > 3 >V OIFRAK VAT ET,
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B 5 : ONSSEC 24 7K— 9% DNS 4 —/X0> TLSA L a— RO REER

{5 : DNSSEC %4 7/R— k3 % DNS H—/ (D TLSA L 01— FDHEER

dnsconfig

a

tEA

WOFIT, TLSA L ot— REBHREGICHER L £,

mail.example.com> dig

Enter the host or IP address to look up.
[1> example.com

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,otherwise the pointer to
other information

7. SOA the domain's "start-of-authority" information
8. TLSA TLSA Record

9. TXT the text information

[1]> 8

Which interface do you want to query from?

1. Auto
2. Management
[1]1> 2

Please enter the host or IP address of DNS server.

Leave the entry blank to use the default server.

Important! To perform DNSSEC queries, enter the host or IP address of the DNS Server
supporting DNSSEC.

[1> 8.8.8.8

Do you want to make query over TCP? [N]>
Do you want to make a query over DNSSEC? [N]> Y

Please enter DNS key file path.
Leave the entry blank to use the default root keys
(1>

;; RRset to chase:
dane-esa.com. 3562 IN MX 10 mxl.dane-esa.com.

;7 RRSIG of the RRset to chase:

dane-esa.com. 3562 IN RRSIG MX 7 2 3600 20181028045140 20180928045140
43860 dane-esa.com.

K+t0W9aO0gDMvxytXfkrms+IEUbK1Ct 9XB5mBCCb3bHryvHsO0cU6XPxTJ

XwQ5HUSWuQaC9IMLyCA5Zn/AX1bzKA7tGtnab0g3CmVKhhRXnIJ+jJht6

nuksUrLKsM6uYmR73DDM/bCC8n08wonGeGg4 76mmNgETXAPfgSvVHNuUPp

DSquCG3nNfm8iE9XnG8jCKRPcKhWjROc/vmK6ZzuzFKCtT4QA/L5ANOwW

zf£72gxRI0mj3w8WQdz 9eFAw5e0LFa50R5719831ityJrQL4pjF17bwKNw
94xhgF1sWWKAC6wpoT64D00000u5TsKxHgSEwEat1OMIMOGHMniCuJcA K3seyQ==

DNS Dt > b7 v 7HZHRELET,
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ERAE
He® : Zoa<y Kt Tcommit] 2AH43ETI,

JIGRAREH . Zpavy NI, TRTOYIUE—F (FRE, TA—F <) TfF
HAc&EEd,

NyF avwrR: Zoavy RNy FEXREZPR—-FLTWET,

Ny FRR

dnsconfig =~ > ROy FIRAEMTT 2D &, KD CLI 2~ > FOFT X TORREL FE(TT
EET

s B—H) F—A =N Xy AT B0 DNS OFE :

dnsconfig parent new <ns_ip> <priority>|

a~vr Fo5¥c:
e<ns_ ip>: RX— L P —"DIPT RV A, FEOIPT FLRITH »~ TR > THRE L *
R
o <priority> : Z D= U OESENESL,
PRI R b S Ky v Ol

dnsconfig parent delete <ns_ ip>|

BEDRAAL NMERATH72DDOREDNS F v v 2 DRT :

dnsconfig alt new <domains> <ns_ip>|

\}

G AF—Fy FONL—F X—L P=NEHEH LT LHAIFMENTE EEA,

o<y ROF4

e<ns ip>: F—L P —"DIP T FL A, BEDOIPT RLAFIH ~TRY->THRELE
R

s <domains>: RAA L DH L ~XKYY U A K,

BEED KA A DO DNS F v v = OFFR:

dnsconfig alt delete <domain>|

AV H—=Fy FONL—k F—h P —_EfEHT 5725 DNS OFFE :

dnsconfig roots new <ns_domain> <ns_name> <ns_ip>|
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avy R sEH |

F— b —OFH
* <ns_domain> : B L THEHT 5 KA A
* <ns_name> : F— .. P— DL,
e<ns_ip>: F—AL P —DIPT KL A,

GE)

\}

RAL AT 2RBER—L Y= ET LI LT, HED AL LY bR EL L
MWTEET,

o F— b P = OHIEE

dnsconfig roots delete <ns_domain> [ns name]

G¥)

HIBRT % & X2 ns_name ZFEE LRV E | D R AL DT R TOFR— L F— D3RS
nET,

s TRTODNS HEDHE, BIOAS v H—Fy hD/— ks b—NEHHTIZHDT A
T LD BHBRRE

dnsconfig roots

BAE D DNS &R E DFR

dnsconfig print]

K2 —HFEE D DNS Y — 321, IROIERDB LB TT,

R M4
sIPT7 RL X
HERDH D R A A (VY — D)

dnsconfig 2~ R T, RD 450V T a<wr Refffcx£7,

% 4:dnsconfig A< > FOHJTav UK

58 Bl

BEED KA A AEAT 28 LV DNS — A FE 7z idue—h
JUDNS $—_ZEML £,

new

KRR — F 13 m—H /L DNS b — 2 YR L ET,

delete
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BED KA1 o orE NS —oEm [

B Bl

R — " E 21T — BV DNS F— " EEH L ET,

edit

A B —F >k Jb— |k DNS H— 3F 72 lZ—H /L DNS $—
EUIV R ZET,

setup

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (10.92.149.70/24: mail3.example.com)

[1]1>

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]>

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

BED KA ORE DNS H—/ 01BN

BEDa—h)L RAAL U HFEE, §XTCTODNSZ7 Y —TA U H—F% v hb— h P —_%ff
ATHE5T 7T I9A4AT VAR ETEET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

No alternate authoritative servers configured.

Choose the operation you want to perform:

- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com".
(Ex: "dns.example.com") .

[]> dns.example.com

Please enter the IP address of dns.example.com.

[1> 10.1.10.9
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Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

ME®DODNS v vaH—/\DFER
BMEHDODNS v v o —NEHFHTILICT IIA4A T U AERETETET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.
Alternate authoritative DNS servers:

1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 2

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.

[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]1>

Currently using the local DNS cache servers:
1. Priority: 1 10.10.200.3

Choose the operation you want to perform:

- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

dnsflush

B2k
DNS ¥ v anbd_XTOZY N 27 VT LET,

[l AsyncOS 12.0 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)
88



I av vk 5EH

ER7AE

1

dnshostprefs

Bk

ER7AE

1

WEE : Zoa<y R lcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—F L TOERA,

mail3.example.com> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y

IPv4/IPv6 DNS Z#%E L £

MeE : oo~ KX lcommit] NHEETI,
JGARER . Zpa<wy Riivwyy T— RCOREHATEET,
NYyF aAIV R Zoavwy Ry FELEZSR—FLTOERA,

mail3.example.com> dnshostprefs

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> new

Enter the domain you wish to configure.
[1> example.com

How should the appliance sort IP addresses for this domain?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]> 3

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> setdefault

How should the appliance sort IP addresses?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Require IPv6

[2]> 1

Choose the operation you want to perform:
- NEW - Add new domain override.
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- SETDEFAULT - Set the default behavior.
[1>

dnslistconfig

At
DNS U A K —ER2DHFR—hEFHELET,

ERAGE
e : Zoa<y Rix lcommit) BAHETT,
JIARER . ZDavwy Riiviy F— RCORFEHTEET,
NyFAIVER: Zoavr RERNyFELEFAR— ML TWEREA,

1

mail3.example.com> dnslistconfig

Current DNS List Settings:

Negative Response TTL: 1800 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

[1> setup

Enter the cache TTL for negative responses in seconds:
[1800]> 1200

Enter the query timeout in seconds:

[3]1>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds

DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.

(1>

dnslisttest
5 BA
DNS X—ZDY A F —EADDNS LY VT v Fu%F A NLET,

ERAGE
e : Zmoa<y NI Tcommit] IX4EHY FHA,
JITALER . ZDavy Rig~vyy B— RTOAFERTEET,
NYyF ARV E : ZOavy RNy FEREZFR—FLTHERA,
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mail3.example.com> dnslisttest

Enter the query server name:

[1]> maild.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.mail4.example.com
Result: MATCHED

dnsstatus

&t BA
DNS it #aF£rs L7,
ERARGE
fleE : 2D~ RIZ lcommit) (TMEH D A,
JIARER  ZDav s RiFvyy = R CORMEATEET,
NYFaATUER: Zoavy RNy FEREFR—FLTWERA,

1

mail3.example.com> dnsstatus
Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime Lifetime
DNS Requests 1,115 1,115 1,115
Network Requests 186 186 186
Cache Hits 1,300 1,300 1,300
Cache Misses 1 1 1
Cache Exceptions 0 0 0
Cache Expired 185 185 185

How-Too sz bEFRALEFA—H I FORRYITY
AMDs#1E

ZZTHEL KO CLL Ay ROV THALET,
* howtoupdate (92 ~—3)

* howtostatus (92 ~X—3)
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howtoupdate

B2LL]

ERAE

1

howtostatus

i

ER7AE

1

avy R sEH |

howtoupdate =¥ &/ NEFEHT5 & . How-To = VIR—FR b %?%TE%}?T% ijﬂo

FEE : 2Dz~ N2 lcommit] 1ZMEH D FHA,

HDISRAER: Z0a<vwr NI, T _XTCOYrFT—FK (UFREZ, TL—7F <) TfF
HATxET,

NYyFaAIU R Zoa<wy FERyFEXREZ SR —F L TOHET, FEMICOWVW T, help
howtoupdate 2 REASNJLT, £ T4 ~NTESZRLTLITEEN,

WDOB T, nowtoupdate I~ REFEFAT S L, How-To 2> R—FR > " FEITERHTE E
D

mail.example.com > howtoupdate

Requesting update of How-Tos component

howtostatus I~ REFEHATAHE, How-ToZ v R—FR Y hOBEDONN—T g9 VR RTEE
—éqo

TEE : Za< 2 N2 lcommit) IXM4HEH Y FH A,

DSRAEE : Z0a~vr RiE, T_XTO~Y =K (FTARZ, TL—F ~v) Tff
HATx%Ed,

NYF AT R Zoavy Ry TFERXEZYR— L TWET, FEMIZ OV T, help
howtostatus 2~ REZANLT, £ T4 ~NVTESHRLTLLTEEN,

WRDFI T, howtostatus I< 2 R&fEH4 5L, How-Toa2 V' iR—FR > hOBFEDNR—T g U %
RRTEET,

mail.example.com > howtostatus

Component Version Last Updated
How-Tos 1.0 4 Jul 2018 04:22 (GMT +00:00)
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— BB ER/I STV a—TaT
Z 2T, D CLL a2~ RIZHOWTHEA L £97,

* addressconfig (94 ~—73”)

+ adminaccessconfig (95 ~X—1)
s certconfig (101 ~X—3)

e date (105 ~<—72)

s diagnostic (106 ~*—1)

« diskquotaconfig (111 ~X—3)

s ecconfig (112 ~X—7)

s ecstatus (113 ~—3)

s ecupdate (114 ~<X—)

s encryptionconfig (114 ~X—73")
« encryptionstatus (117 ~X—3")
s encryptionupdate (118 ~X—1)
s enginestatus (118 ~X—1)

s featurekey (119 ~<X—7)

» featurekeyconfig (120 ~—73)
s generalconfig (121 ~X—73)

s healthcheck (122 ~X—3)

* healthconfig (122 ~<X—7)

s ntpconfig (123 ~—)

» portalregistrationconfig (125 ~<—73")
s reboot (125 ~X—3)

» repengstatus (126 ~X—737)

« B@hw (126 X—2)

e resumedel (127 ~<—7Y)

» resumelistener (127 ~—37)

s revert (128 ~—737)

s settime (128 ~X—)

e settz (129 X—3)

s shutdown (130 ~X—7)

s ssheconfig (131 ~X—73)

s status (135 ~X—72)

» supportrequest (136 ~X—3°)

* supportrequeststatus (138 ~X—1)
* supportrequestupdate (138 ~X—737)
+ suspend (139 ~X—7)

» suspenddel (139 ~—7)
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« suspendlistener (140 ~<—73")
s tcpservices (140 ~<—737)

s techsupport (141 ~X—73)

o tlsverify (142 ~X—3)

e FL—2 (143 =)

« trackingconfig (145 ~<X—3)
* updateconfig (146 ~—73)

s updatenow (150 ~X—)

* upgrade (152 ~X—7)

s version (150 ~X—73)

s wipedata (151 ~X—7)

BT T34 T ZA0EH (334 2—) BB LTLL &N,

addressconfig

BA
addressconfig 2~ N{Z, From: 7 KL A~y X —%FHET H-DICHH L £9, From:
7 RLADFRR, 22— BIXORRAAS VAZBECTEET, FASAIERES—FD =A
RAAL L OFERZTIRT 52 L TEET, ROWRUTIE, AsyncOSIZ L > THEMR ST A —
JUIZ1X addressconfig 2~ R&fEH L £ 9,

* Anti-Virus J# %

ANV

* DMARC 7  — K/Xw 7 L'7R— b (DMARC Feedback Reports)

« BEN (notify() 3 & Y notify-copy() 7 « /v & DEIE)

cFREEA v E—Y (BLUMREEEREREICRIT D Ta e —ikE) )

o LAR—h

c XDMDTRTDOA =Y
ROFITIX, @AID From: 7 K L A % Mail Delivery System [MAILER-DAEMON@domain] (7
7 4V ) 75 Notifications [Notification@example.com] {22858 L F 5,

ERAE
e Zoa~< 2 i lcommit] NHVNETY,
JIAREH  ZDav s NI, TARTOVYE—F (TR, T—T v ) T
HT&EE7,
NyF awrR: Zoa<wy FEnNyIFEXEZSR—FLTWHWEREA,
15

mail3.example.com> addressconfig
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Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

[1> notifyfrom

Please enter the display name portion of the "notify from" address
["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address
[MAILER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain? [Y]> n
Please enter the domain name portion of the "notify from" address

[1> example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>
Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>
Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.

(1>

adminaccessconfig

&BA
WEFBET DA adminaccessconfig 2~ REEH L E 9,

EHBREOR T A=Y (N,

T TITAT VADERA L H—T 2 A ASDIPX—ADT 7 & A,

eWeb A v Z—T A 2D AN A V72 MEERE,

*HTTP ZRTHRRA b~y X =247 a .

eWeb A v 2 —T A ABLOCLIt Yy > a L DIET VT 4T ZBALT TR,
« BE R HTTP ~v & — P A X,

ERAE
e Zoa~r R lcommit] BNETT,

PIGRREMR . Zpavy N, X TOYrE—F (29 R&2, TA—F <) T
ATxE7,
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FATTEFET,
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adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>|

HLWIP 7 RLR/Y T 3y MEPHOIBN

adminaccessconfig ipaccess new <address>|

cHEFEDOIP 7 RLA/Y 7 %y b ORE

adminaccessconfig ipaccess edit <oldaddress> <newaddress>|

BEEDIP 7 KU A/Y 7 % b/#BHOEIBR

adminaccessconfig ipaccess delete <address>|

IP7 RURAMT Ry MEFHO U 2 h O

adminaccessconfig ipaccess print]

HETFOTRTOIP 7 RUAR/YT Ry EFEO Y|

adminaccessconfig ipaccess clear]

a7 A NF—DH )

adminaccessconfig banner print]

TIFIAT LV ALICHAT 7 ANNSDOO T A RNFp—DA R — |

adminaccessconfig banner import <filename>|

cBEfED T A v R F— DB

adminaccessconfig banner clear|

VIS — D H )
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adminaccessconfig welcome print

TTIAT AR HD T 7 A N0 OYWEEANFT—DA L AR— b

adminaccessconfig welcome import <filename>|

BEAF D W) B 2 S - — D HIER

adminaccessconfig welcome clear|

YIRS — D=7 A |

adminaccessconfig welcome export <filename>|

Fr SN axFDIP T RLADEBN

adminaccessconfig ipaccess proxylist new <address>|

HASHETBX YO T FLAOHIE

adminaccessconfig ipaccess proxylist edit <oldaddress> <newaddress>|

HAESNETEXRIOIP T R L ZDOHIK

adminaccessconfig ipaccess proxylist delete <address>|

TRCOBGFOHFAENTZTaXRTDIP 7 KL ADOHIER

adminaccessconfig ipaccess proxylist clear]

BEITLIP T RLREEGT A~y X —ZDRE

adminaccessconfig ipaccess proxy-header <header name>|

Web A X —T A AD 7B AV A b U7X MEBREDOA ML E 72131

adminaccessconfig csrf <enable|disable>|

Web f =T =2 A AD 7 A% A b U7X MEERENA RN E 9 D OReR

adminaccessconfig csrf print]

*Web A X —TxAADE Yy ay XA LT U NOFRE
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adminaccessconfig timeout gui <value>|

CLityyay XA LT NORE

adminaccessconfig timeout gui <value>|

Bl: 2Ry b T—D 7OER )R FDEEKRTE

EA—N X2 T4 TTIAT VAT 7 8ATHZ—FDIP T KL AZHEITE £9°,
a—WE, ERBLETZ7EBAVARMDIPT RLAZFHSTRTOI U, 777947
2TV BATEET, Xy b= T 28R YR NEERRT AT, IPT RL A, 7%y
h, E£/2IECIDR 7 RV AZFRETE 7,

AsyncOS TiX, BUUEDO~ L U DIPT RLARFK Yy NU—2 77 1A U A MIEENTHRN
BAEICELEZFRLET, HEOSY VU DIPT RLANRY A MIRWES, £FZ2a3I v b
THETTIAT VAT VB ATE R ET,

WOFITIE, TTITAT UV ANDR Y NU—T TR %E2O0IPT7T RLA &y MIHIFBL
ij‘o

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.
- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or
directly.

[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.

[1> 192.168.255.12
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List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100

2. 192.168.255.12

Choose the operation you want to perform:

- NEW - Add a new IP address/subnet/range.

- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

1>

Warning: The host you are currently using [72.163.202.175] is not included in the User

Access list. Excluding it will prevent your

host from connecting to the administrative interface. Are you sure you want to continue?
[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.

- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or

directly.

[r>

Bl: Q742 N\F—DHRE

Z—H SSH, Telnet, FTP, F721Z Web Ul 2vH /A LEH E LEEIC, Tarf4 2 R
T—1 EMEENDA vV ERRTDOLICEA N X2 VT 4 TTIAT UV ALRE
TEFET, v A NF =k, CLITRI Ay a7 b EICE RS, GUITr Y A
IR NOEMIERRIND AL <A XFRE/RT XA NTT, BT A N F—%
LT, WX 2V T A ERETLEIT T IA T U ADRA N T T 77 4 AT Dt &%
IRTEET, &z, HFTLRNWT I IA4T7 U ADEAEEIE T A EAREE LS 2 ER L
720, 2—FRT T T, T L ACH LT o T2 BT 2 iR+ 5 ORI BE 4 5 it 7 et
EVER LT T& £,

0 Ay N =, 80x25 DY — UIZILE D L D ITHK 2000 LT > TWET, 1
A U NF =X, TS T AT AD /data/pub/configuration T 4 L7 M UIZHDH T 7 A VinHA
R—=FTEET, N —ZF L7, BRERNRZHEE L ET,

WOFITIX, 77747 2 AlZr 7 A 73— [Use of this system in an unauthorized manner is
prohibited| ZBIIL £,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[1> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.

Use of this system in an unauthorized manner is prohibited.
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Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[]1> banner

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>

Bl :WebAf B3 —TJxARABLUVCLEYSaY BALT I FDETE

\)

OB TIE, Web A v Z—T A AL CLIEYYay ZALT T N2 RHICHTELET,

GE)

CLIty Y a v ZAALT T NI, EXFa7 =L (SSH) . SCP. BILOEE:L U 7 LHH:
AT AEICE T EAISNET, CLIty Y ar XA AT MNEICERBEEDRELFH T LD
NET, REEALFELEZOTICHEE LT EE,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header field size.

[1> timeout

Enter WebUI inactivity timeout (in minutes):

[30]> 32

Enter CLI inactivity timeout (in minutes):

[30]> 32

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.
- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:

[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT
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certconfig .

GE)

certconfig

B2LL]

ERAE

BHEEMTE LT, FTLWCLLE vy ay XA LT 7 MIREILIED 1 7' A RS20 Ok

ShET,

X2 VT 4 OFERELEF—ERELET,

M€ : Zoa< KX lcommit] 2NHHEETY,

ISRABEM . Zpavy NI, TR_RTOYET—F (PFREZ, TA—F, <) T

HATxE7,
NyF awrR: Zoa<wy RNy ITFEXEZR—FLTWEREA,

Bl : EEBAE DALY £

WOFITIE, FEAELMEBEF—ZVFTDZ LIk CGGEIAERZ A VA =V L ET,

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[]> paste

Enter a name for this certificate profile:

> partner.com

Paste public certificate in PEM format (end with '.'):

MIICLDCCAdYCAQAWDQYJKoZIhvcNAQEEBQAwgaAxCzAJBgNVBAYTA1BUMRMWEQYD
VQQIEWPRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAOTDk51dXJv
bmlvLCBMZGEUMRgWFgYDVQQLEWOEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMTEMJyY
dXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZpMB4X
DTk2MDkwNTAzZNDIOM1oXDTk2MTAWNTAzZNDIOMlowgaAxCzAJBgNVBAYTA1BUMRMw
EQYDVQQIEWPRAWV1bnNsYW5kMQ8wDQYDVQQOHEWZMaXNib2ExFzAVBgNVBAOTDk 51
dXJvbmlvLCBMZGEUMRgWFgYDVQQLEwWIEZXN1bnZvbHZpbWVudG8xGzAZBgNVBAMT
EmJydXR1lcy5uZXVyb25pby5wdDEbMBkGCSQGSIb3DQEJARYMc2FtcG9AaWtpLmZp
MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1k jNw
L41YKbpzzlmC5beaQXeQ2RmGMTXU+mDvuqItjVHOK3DVPK71TcSGftUCAWEAATAN
BgkghkiG9wOBAQQFAANBAFqPEKFjk 6T 6CKTHvaQeEAsX0/8YHPHgH/ 9AnhSjrwuX
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9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,
Lda.,OU=Desenvolvimento,CN=brutus.partner.com,emailAddress=admin@example.com
Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1k jNwL41YKbpzzlmC5beaQXeQ
2RmMGMTXU+mDvuqI tjVHOK3DVPK71TcSGE tUCAWEAAQIBAL jkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/soiljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d76iUNGAAV8djGTzvxnCxycnxPQydQIhAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbq20ptOCnM7hAiEA6Xi3JIQECOob8YwkRj29DU3/4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALiEA
6/5B8J0GHdJq89FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n
List of Certificates

Name Common Name Issued By Status Remaining
partner.c brutus.partner.com brutus.partner Active 30 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file

- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl . BCERAEAZEDIER
OB, BEBATENEEIERLET,

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
partner.c Dbrutus.neuronio.pt brutus.neuronio.pt Expired -4930
days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR
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- EDIT - Update certificate or view the signing request
- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
[1> new

1. Create a self-signed certificate and CSR

2. Create a self-signed SMIME certificate and CSR
[1]1> 1

Enter a name for this certificate profile:

> example.com

Enter Common Name:

> example.com

Enter Organization:

> Example

Enter Organizational Unit:

> Org

Enter Locality or City:

> San Francisoc

Enter State or Province:

> CA

Enter Country (2 letter code):

> US

Duration before expiration (in days):

[3650]>

1. 1024

2. 2048

Enter size of private key:

21>

Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAwWaDELMAkKkGA1UEBhMCVVMxFDASBgNVBAMTC2V4YW1lwbGUuY29t
MRYwWEFAYDVQQHEw1TYW4gRnJhbmNpc2 9jMRAWDgYDVQQOKEwWd1eGFtcGx1MQswCQYD
VOQIEwJDQTEMMAOGALUECxMDb3JnMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIB
CgKCAQEA+NwamZyX7VgTZka/x1I5HHrNOV2MPKXoLq7FjzUtiIDwznElrKIuJovw
Svonle6GvF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+gr7rzM41AQKHM+P61+1ZnPU
PO5SNIORCkLP4XsUuyY6CalWLTiPIgag2fR8Y0JX/kesZcGOglde66pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/ fnSujG4nhF0Z2G10pVUx4£g33NwZ4wV10XBk3GrOjbbA
ih90zAwfNzxb57amtxEJk+pW+co3uEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJIPWSYoChOUSgCc8QIDAQABOAAWDQYJK0oZIhvcNAQEFBQADggERB
AGiVhyMAZuHSvIyA08kJICmrgO89yR1InDUXDDo6IrODVKx4hHTi0anOPulnsThSvH
7xV4xR35T/QV0OU3yPrL6bJIbbwMySOLIRT]sUcwZNJOE1xMM5EKBM2BOI5rs4159g
FhHVejhGlLyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1
1Y10TIuj+EggWNrRBNNKXLTdXkzhELOd8VZEQSAfBWyjZ2mECzC7SG3evgkw/OGLk
Ail1NXHayiGjeY+UfWzF/HBSekSJtQu6hIv6JpBSY/MnYU4t11ExgD+GX31rudxcd
zDas2rS/Pbpn73LE503nmsw=

List of Certificates

Name Common Name Issued By Status Remaining
example.c example.com example.com Valid 3649 days
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

(1>
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vml0esa0031l.ga> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities
- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days
Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> new

1. Create a self-signed certificate and CSR

2. Create a self-signed SMIME certificate and CSR

[1]1> 2

Enter a name for this certificate profile:

> smime_ signing

Enter Common Name:

> CN

Enter Organization:

> ORG

Enter Organizational Unit:

> OU

Enter Locality or City:

> BN

Enter State or Province:

> KA

Enter Country (2 letter code):

> IN

Duration before expiration (in days):

[3650]>

1. 1024

2. 2048

Enter size of private key:

[2]1>

Enter email address for 'subjectAltName' extension:

[1> admin@example.com

Add another member? [Y]> n

Begin entering domain entries for 'subjectAltName'.

Enter the DNS you want to add.

[1> domain.com

Add another member? [Y]> n

Do you want to view the CSR? [Y]> n

List of Certificates

Name Common Name Issued By Status Remaining
smime sig CN CN Valid 3649 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate
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ERAE

1

daneverify

B8

ER7E

l

date .

- PRINT - View certificates assigned to services

(1>

BUED AR LES

MeE - oo~ R lcommit] (THEHY FH A,

JGAREE . Zavy RiE, TRTOYET— R (WFRE, T—F =) Tff
ATxEd,

NyF avws R Zoavy Ry FELZR—FLTWEEA,

mail.example.com> date
Tue Mar 10 11:30:21 2015 GMT

FiBH (105 2—20)
MR JE (105 ~2—)

o Bl (105 ~2—3)

HBESHTE RAAL LD DANE NV HR—FENTWEINE I EfERLET,

FEE : 2D~ N2 Tcommit] 1ZMEH D FHA,
HSRAEHE . ZDav L NiIvyy B— R TCORMEHATE E£7,

NyF ARV K ZOavy FERNy FREREZ YR —F L THES, FFEMIZON T, help
daneverify IV REANLT, £ T4 ~NWTEBZBRLTLEI N,

/J*CODW’C daneverify A~ I\’ﬁ:ﬁﬁﬁﬁ‘é & N *Efliﬂéhﬁ’_ KA A > ® DANE ¥R~ — k %E@%ﬁ
TEET,

mail3.example.com> daneverify
Enter the DANE domain to verify against: []> example-dane.net
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diagnostic

B2LEL]

avv R sEH |

Trying DANE MANDATORY for example-dane.net

SECURE MX RECORD found for example-dane.net

SECURE A record (10.10.1.198) found for MX(mail.example.com.cs2.test-dane.net) in
example-dane.net

SECURE TLSA Record found for MX (mail.example.com.cs2.test-dane.net) in example-dane.net
TLS connection established: protocol TLSv1.2, cipher DHE-RSA-AES128-SHA256.
Certificate verification successful for TLSA

record (030101329%aadl19cfb5a0bb8d3b99c67dd1282a4dcdf67bd9c4efc08578657065fe7504)
TLS connection succeeded example-dane.net.

DANE SUCESS for example-dane.net

DANE verification completed.

diagnostic =~ & RIXIRD7ZOITEH L £ 77,
cIFSERA—T A VT EMEH LI, "= Ry =T Ry N7 OO N F T
Ya—T 4T
« RAID OYREEDF = v 7
« ARP ¥ v v ¥ = DFER
«LDAP, DNS, BLXUARP ¥ +¥ v =2DZ VT
*SMTP 7 A h A vE—TD%E(F
T T TAT UV ATHMMIIRS> TNDLY—ERA P DAT —X AOFEE) & FoR

diagnostic 37 > FD{EH

diagnostic 7 A =2 —TlL, RO a~v L REMHTEET,

% 5:diagnostic* 73V K

73y HJavo KR FRASEY T«

RAID 1.7 4 A7 WEED FEAT C30 B LT C60 T A F AT RE,

2.ETHDE R DE=X

3.7 4 AT FRREAE RO FEIR

DISK_USAGE (BélL) |H7=a~vr Rl Zoawy RIETTIZEIESNTHE
7. fPVIZ, diskquotaconfig =
vV REHEHLET,

NETWORK FLUSH C-Series. X-Series. M-Series

ARPSHOW

SMTPPING

TCPDUMP
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ER7E

Ny FRR

mans

73y H$JavU kR FRASEYF 4

REPORTING DELETEDB C-Series, X-Series, M-Series
DISABLE

TRACKING DELETEDB C-Series, X-Series, M-Series
DEBUG

RELOAD YT a<w KL C-Series, X-Series. M-Series

SERVICES RESTART C-Series. X-Series. M-Series
STATUS

feE . Zoavr R

¢

lcommit] I THMEH Y FH A,

JITALER  ZDa<vwr RiEivwyry T— R TORMEATEET, &EHIC, Zoavy Fign
TAVRA N (—=Fhar A Lizvyy) TOMEHATEET, ZDa~vr REEHTS
I, B—HL T2 ANV AT AT IV BEATEXLHMLENRLY F9,

NyF awy B Zoawy RSy FRREF K-k LTOET,

diagnostic 2~ ROy FIEREZMEMT 5 L. RAID DREDOF =7 FyrviabDs]l
T ARP ¥ ¥ v Va2 DNEDRREZIFATTEET, Ny F a<wr FELTITTDITE K

DRz LET,
ROBAEDTZDIZ Ny FRAEHEH L ET,

* RAID DIRFEDTF = v 7

diagnostic raid]

ARP ¥ ¥ v ¥ a2 ODNEFEDER

diagnostic network arpshow]

*NDP ¥ v v ¥ = ODNEFEDER

diagnostic network ndpshow

« LDAP, DNS, ARP, BLU'NDP F v v =D U7
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diagnostic network flush

LAR—F F—=F_X=20 Vv ML OHIBR

diagnostic reporting deletedb

« LIR— b FT—ErOAML

diagnostic reporting enable

LiR— | F—F 0l

diagnostic reporting disable

NFoxo 7 FT—2_X—20 ) v bEBIOHIK

diagnostic tracking deletedb

RANOEIETOMEICHREZ Y £ v b

diagnostic reload|

5l : ARP v v adDRREVIT

avv R sEH |

ROFITIL, diagnostic a2~ REZEH LT, ARPF ¥ v v a2 ONFLZR L, X hU—

JICEHET 5T R TCOX Yy v ark 772 LET,

mail.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.

[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> arpshow

System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds
(10.76.69.2) at 00:1e:79:af:f4:00 on em0 expires in 1192 seconds
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Bl : BlD A —)L Y—/\ & DEFTDREE

B Bor—nv—reopgosi [

(10.76.69.1) at 00:00:0c:9£:£0:01 on em0 expires in 687 seconds [ethernet]
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]
Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.

10.76.69.3 (10.76.69.3) deleted

10.76.69.2 (10.76.69.2) deleted

10.76.69.1 (10.76.69.1) deleted

10.76.69.149 (10.76.69.149) deleted

Flushing system NDP cache.

fe80::250:56ff:feb2:e2d%em2 (fe80::250:56ff:feb2:e2d%em2) deleted
fe80::250:56ff:feb2:e2c%eml (fe80::250:56ff:feb2:e2c%eml) deleted
fe80::250:56ff:feb2:e2b%em0 (fe80::250:56ff:feb2:e2b%em0) deleted
Network reset complete.

WOEITIX, diagnostic 2~ RZEH L THIDO A — L P — N2 T v 7 LET, A—
B =BT A NTBHITE, = NIH L TA v =R RET DM, ping ZFEITLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.

- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.

Would you like to select an MX host to test instead? [Y]> y
Select an MX host to test.

1. mx00.gmx.com

2. mx0l.gmx.com

[11>

Select a network interface to use for the test.

1. Management

2. auto

[2]1> 1

Do you want to type in a test message to send? If not, the connection will be tested
but no email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.

Resolved 'mx00.gmx.com' to 74.208.5.4.

Unable to connect to 74.208.5.4.
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B 5 soonezoE7 IS 7orBEE LY F

Bl RVDORETDEIZT TSATUREEEZ) Y
I, BOBE TCOBICT T34 T ADHREE VY T AHZRLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> reload

This command will remove all user settings and reset the entire device.
If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? [N]> Y

Y—EX IV UDBEHERT—FADERT
CLI T diagnostic > services YT o< K% {FEH LT, PLF#SITTX *7,

T T IGAT U ATEHNN s TVBY— ATV AFHR#LET, TS I9AT A%
FE#HTIMLELIHY A,

T TITAT UV ATHMNIIR> TVNDEY—EA TPV DAT—H AEFRLET,

Bl :DLPITVSVDRAT—R ADRE

WO TIL, services A~ REHEH LT, 7794 TV ATHENNI> TS DLP =Y
VDAT =R AR LET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- ANTISPAM - Anti-Spam services

- ANTIVIRUS - Anti-Virus services

- DLP - Cisco Data Loss Prevention services
- ENCRYPTION - Encryption services

- GRAYMAIL - Graymail services

- REPORTING - Reporting associated services
- SBRS - Reputation Engine services

- TRACKING - Tracking associated services

- URLFILTERING - URL Filtering

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> dlp
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Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[]> status

Cisco Data Loss Prevention has been up for 3s.

5l : Graymail T> 2 U DBEEH

/j/’(@ﬁufﬂi\ services AV ]*%1%)% L T, 7705/])7:/10) Graymail I‘/‘VV%@@@JL
£7

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- ANTISPAM - Anti-Spam services

- ANTIVIRUS - Anti-Virus services

- DLP - Cisco Data Loss Prevention services
- ENCRYPTION - Encryption services

- GRAYMAIL - Graymail services

- REPORTING - Reporting associated services
- SBRS - Reputation Engine services

- TRACKING - Tracking associated services

- URLFILTERING - URL Filtering

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> graymail

Choose the operation you want to perform:

- RESTART - Restart the service

- STATUS - View status of the service
[1> restart

diskquotaconfig

LAR— b &IBEF, BREE, =27 77 A0, Xy b Xy T Ty, BIParT7 o ¥al—va
YT ANVHDOT 4 A7 FEEEID Y TERREITHELET,

Z DMEREDFEMIZ DWW TIL, [ User Guide for AsyncOS for Cisco Email Security Appliances)l %%
L T<EEn,

ERAE
WM : o< KX lcommit] 2NHEETY,
JTALER  Zoavy Ridvyy B— R TORMEHTE 9,
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. Ny FRR

NYyF AT R Zoa<wr RNy FEXREZR—FLTHET,

Ny FHK
diskquotaconfig <feature> <quota> [<feature> <quota> [<feature> <quota>[<feature> <quota>]]]
<feature> DA ZNEIL, euq. pvo. tracking, reporting T3,
<quota> DA ZHEITHEE T,

1

mail.example.com> diskquotaconfig

Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit
Enter the number of the service for which you would like to edit disk quota:
1. Spam Quarantine (EUQ)
2. Policy, Virus & Outbreak Quarantines
3. Reporting
4. Tracking
5. Miscellaneous Files
[11> 1

Enter the new disk quota -

[11> 1

Disk quota for Spam Quarantine (EUQ) changed to 1
Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30

System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143
Choose the operation you want to perform:
- EDIT - Edit disk quotas
(1>

ecconfig

URL 7 (V2 U > ZHERE TR D REAEORUSICH M 2887 747 > b E2REE I
U7 LET,

VAADYHR— FILIERBRVGEAIE, Zoavr REFH LN T 7ZE0,
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ER7GE

INY FRE

1

ecstatus

ER7GE

mans

T kUL, <hostname:port> F 7= (% <IPv4 address:port> DI RICT HLE R H Y £9, FA— b
[ = IV G I

T 7 4V b b= RERET HITIE, ecconfig server default & AJJ L E T,

MeE : 0o~ KX lcommit] NHFTI,
JITALER  Zpa<v Rt FTAXNOTRTOL~)LTHHTE 9,
NYF ATV R Zoa<vy Ry FERSEYVFR—FLTWET,

« T T AN NUSNDRERT TA T b = EFRET DI

> ecconfig server <server name:port>

TITHN OGRS FAT 2 b =T 2T

> ecconfig server default

mail.example.com> ecconfig

Enrollment Server: Not Configured (Use Default)

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

[1> setup

Do you want to use non-default Enrollment server?

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment
server. [N]> vy

[1> 192.0.2.1

Choose the operation you want to perform:

- SETUP - Configure the Enrollment Server

1>

URL 7 4 V% U v JHERE T AR E 2 BEINICES T2 DIl s, B&7 7947
VRDOBIEDONR—T g U EFRRLET,

Mg . o< R lcommit] (THEHD FH A,
JSRARER . Zpa<wy Niiviry T— RTCOLMEATXET,
NYF AT E: Zoavwry RNy TFEXER— ML TWERFA,
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ecupdate

ER7E

Ny FRR

1

avy R sEH |

mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated

URL 7 4 V2 ) o JRERE CHER 9 HiEE 4 HBIRICES T 2 DI &SN D, 587 7A4 7
VR EFEITESHLET, @FE. ZOEFITEHMNITLbNLET, YA a0V R— bR
DRWESIT., Zoa~vy FEFEHLA2NWTLEEN,

force /X7 A—4 (ecupdate [force]) ZffifH L7=HE., ZE/KBHEHINRTH, 7947 b
DHEF S NET,

MEE : ZDa<y RIZ lcommit] 1ZMEH D FH A,
IS RAREE . T Da<wy Niiviy B— R TCOMEHATXF9,
NyF a2V R Zoavry Ry FEXE2 P R—FLT0ET,

> ecupdate [force]

mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig

ER7AE

1

BT A— LR RE LT

MEE : Zoa<y Kix Tcommit] 2BSHEE T,
IS RARER . T Da~<y Niiviy T— R COMEATEE9,
NYyFaAIVEF: Zoa<xy Ry FELEZSR—-FLTOWERA,

W, b7 n 7 7 A VEERT L6 2R L ET,

mail.example.com> encryptionconfig
IronPort Email Encryption: Enabled
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Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
[1> setup

PXE Email Encryption: Enabled

Would you like to use PXE Email Encryption? [Y]>

WARNING: Increasing the default maximum message size (10MB) may result in
decreased performance. Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)

[10M]>

Enter the email address of the encryption account administrator
[administrator@example.com]>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIPAA Hosted Service No Not Provisioned
Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA

Select the profile you wish to edit:

[11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English
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- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1. High Security (Recipient must enter a passphrase to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)
2. Medium Security (No passphrase entry required if recipient credentials are
cached ("Remember Me" selected).)

3. No passphrase Required (The recipient does not need a passphrase to open the
encrypted message.)

Please enter the envelope security level:

[11> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated

Filename for the envelope: securedoc_ ${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> forward

Would you like to enable "Secure Forward"? [N]> y

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com

Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>

Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]

Failure notification template: System Generated
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encryptionstatus .

Filename for the envelope: securedoc_${date}T${time}.html

Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue
- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[r>

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status
HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile

- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

1>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption
- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

(1>

encryptionstatus

BILL]

ER7AE

encryptionstatus 2~ RiL, EXA— NV &FX=2 VT4 7774 T U ALEOPXET TV
ERAL Y ~ o BT T7ANDN—=V g aiR—3 NBRREZICEF SN AR
%L\i—g—o

fEE : ZDa~<y NI Tcommit] ZIMEHD FH A,
HSRAAEE . —pavy R~y T— RCOMERATX 7,
NYyFaAIV R Zoavwy RNy FELEZSR—FLTOERA,
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mail3.example.com> encryptionstatus

Component Version Last Updated

PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)

Domain Mappings File 1.0.0 Never updated
encryptionupdate

B

ER7E

1

enginestatus

B

ER7E

1

encryptionupdate 2~ N, EA— L tXa VT4 TFI7A4AT L ALOPXE= 2V
DEFETRLET,

EE: 20~y N2 lcommit] 1ZMEH D FHA,

DISREAEE . Z0a~<x L R~ v EF— RTCORMEFATEEY, &6, Zha~<r RNiin
TAY RARN (—FRal A Lizviy) TOLERTEET,

NYyFaAv R Zoavwy NIy FELXLEZ R —F L TOERA,

mail3.example.com> encryptionupdate
Requesting update of PXE Engine.

enginestatus A~V N, 7774 T VA LTA RZ—T Mo TVHERHT T DA
T—H AL CPUMMERZFRT D0l ET,

ME . Zoa<2 R Tlcommit] ZMEDHD FHA,

JIAZEMR  Zoa~v NI, IRXTOVI U E—R (U IR, I—" v ) Tl
HTEEd,

NYyF ARV E : Zoavy FERNy FEREZ YR — KL TWET, FEMIZOWNTIE, help
enginestatus 2~ REZ AN LT, A T ~VTESBLTLIZSN,

WOENT, TTI9AT v A LETARZ—T N> TWVWETRTOZL P DAT—HF A &L CPU
ERFEEFRT D HEE R L THET,
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featurekey

BILL]

ER7GE

vm30esal0086.1ibga> enginestatus

Choose the operation you want to perform:
- GRAYMAIL - View Graymail engine status
- SOPHOS - View Sophos engine status

- CASE - View CASE engine status

- AMP - View AMP engine status

- MCAFEE - View McAfee engine status
- ALL - View status of All engines

[1> ALL

CASE Status: UP CPU: 0.0%
Component

CASE Core Files

CASE Utilities

Structural Rules

Web Reputation DB

Web Reputation Rules
Content Rules

Content Rules Update

SOPHOS Status: UP CPU: 0.0%
Component

Sophos Anti-Virus Engine
Sophos IDE Rules

GRAYMAIL Status: UP CPU: 0.0%
Component

Graymail Engine

(GMT +00:00) updated
Graymail Rules

Graymail Tools

MCAFEE Status: UP CPU: 0.0%
Component

McAfee Engine

McAfee DATs

AMP Status: UP CPU: 0.0%
Component

AMP Client Settings

AMP Client Engine

Version

3.5.0-008

3.5.0-008
3.3.1-009-20141210 214201
20141211 111021

20141211 111021-20141211_170330
unavailable

unavailable

Version
3.2.07.365.2_5.30
0

Version
01-392.68

01-392.68#121
1.0.03

Version
5700
7437

Version
1.0
1.0

featurekey .

Last Updated
Never updated
Never updated
Never updated
Never updated
Never updated
Never updated
Never updated

Last Updated
Never updated
Never updated

Last Updated
N10 Nov 2016 07:08

Never updated
Never updated

Last Updated
Never updated
Never updated

Last Updated
Never updated
Never updated

featurekey =~ Rif, VAT A LETHXF—ICL o TA RXR—TNIZ7 > TNDHTXTOMRE &
B ET AEMAE TR LET, F, F—2MH L THEREZ AN L0 B LRE
=Tz LD THIELEHTEET,

WHABT 7T A T v A2\, loadlicense

HZHL T EE N,

MeE : 0o~ KX lcommit] NHFTI,
JIAFER . Zavwy RIvyry T— RTOAEATEET,

NYyFaAIVEF: Zoaxwy RNy TFELESR—FLTWVERA,
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avv R sEH |

ZOFITIL, featurekey 2~ RZEH L TH LWEREX—%2FT = v 7 LET,

mail3.example.com> featurekey

Module Quantity Status Remaining Expiration Date
Outbreak Filters 1 Active 28 days Tue Feb 25 06:40:53
2014

IronPort Anti-Spam 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Sophos Anti-Virus 1 Active 26 days Sun Feb 23 02:27:48
2014

Bounce Verification 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Incoming Mail Handling 1 Active 20 days Sun Feb 16 08:55:58
2014

IronPort Email Encryption 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Data Loss Prevention 1 Active 25 days Fri Feb 21 10:07:10
2014

McAfee 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

— CHECKNOW - Check now for new feature keys.
[1> checknow

No new feature keys are available.

featurekeyconfig

A A

ER7AE

1

featurekeyconfig =~ R TClE, HFRERLF—DOF Y n—RLv v EOXF—DOHH
FRHEBMICIT) LIV U ERETEET,

MeE : oo~ KX lcommit] NHEETI,

JIGARERE  Zpavy NI, TRTO~Y U E—R (IR Z, IA—F <=2 v) TF
HATc&xd,

NYF AR Zoa~y RNy FEXLEZVR—FLTWERTA,

Z OHITIX, featurekeyconfig =2~ > K% {# ] L T autoactivate 33 L UF autocheck #§EE % 1 1 —7
JMZLET,

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled
Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup
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generalconfig

B L]

ER7E

generalconfig .

Automatic activation of downloaded keys: Disabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autoactivate

Do you want to automatically apply downloaded feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autocheck

Do you want to periodically query for new feature keys? [N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Enabled

generalconfig 2~ R&afiHT5L 77 AR ETEET,

WEE : Zoa<y Rt lcommit] DSMLET,
JIALER . Za<w s RiE, IRTOYET—FK (VIR Z, I—F ~v ) T
HTE£7,

NyF avws R Zoavy REANyFBEREZ AR — KL TWES, FHMIZOWVTIE, help
generalconfig 2~ REZANLT, £ T4 ~VTHZSZRLTIIZIN,

{5 : Internet Explorer Bt E— FDA—/N\—5 4 FDEKE

WIZ, IE AT — R d— "= 4 FT L 2R LET,

mail.example.com> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1> ieoverride
For better web interface rendering, we recommend that you enable Internet
Explorer Compatibility Mode Override. However, if enabling this feature
is against your organizational policy, you may disable this feature.
Internet Explorer Compatibility Mode Override is currently disabled.

Would you like to enable Internet Explorer Compatibility Mode Override? [N]y

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

[1>
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healthcheck
el

ERAE

1

healthconfig
tEA

ER7AE

1

avv R sEH |

EA— N EXa2 T4 TTIAT LV AOREEZHRLET, ~NA T =y 7IZLDBEEDR
T—H AT OERET—4 RKIDA) BOWNEN, 77747 2 AOWRREDHIE S E
KR

M€ - oo~ K lcommit] (THEHY FH A,

JGAREE  Zoavwy RiE, TRTOYEFT— R (WFREZ, T—F, =) Tff
ATxE7,

NyF avws R Zoavy Ry FELZR—FLTWEEA,

mail.example.com> healthcheck

Analyzing the system to determine current health of the system.

The analysis may take a while, depending on the size of the historical data.
System analysis is complete.

The analysis indicates that the system has experienced the following issue(s)recently:
Entered Resource conservation mode

Delay in mail processing

High CPU usage

High memory usage

Based on this analysis,

we recommend you to contact Cisco Customer Support before upgrading.

CPUBEHAR, V—0 Fa2a—0DRKKA v —VEGRE, 7774 T 0 ADIEIE e
FGA—EZDLEVVMEXZHRELET

MeE : oo~ KX lcommit] NHLEETI,

JGAREE . Zoavy RiE, TRTOYEFT—F (WFREZ, T—F =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZdR—FLTWEEA,

mail.example.com> healthconfig
Choose the operation you want to perform:
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ntpconfig
2R

ER7GE

ntpconfig .

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workqueue

Number of messages in the workqueue : 0O

Current threshold on the workqueue size : 500

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of messages in work queue.

[500]> 550

Do you want to receive alerts if the number of messages in work queue exceeds
threshold value? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %
Current threshold on the overall CPU usage: 85 %

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for overall CPU usage (in percent)

[85]1> 90

Do you want to receive alerts if the overall CPU usage exceeds threshold value?[N]> n
Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap
Number of pages swapped from memory in a minute : O
Current threshold on the number of pages swapped from memory per minute : 5000

Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of pages swapped from memory in a
minute.

[5000]1> 5500

Do you want to receive alerts if number of pages swapped from memory in a
minute exceeds the threshold? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.

- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

(>

ntpconfig A~ RTIE, Xy hI—2 XA A 7 haj (NTP) ZFEHL T AT A Y
0y EMoar o —&EEET 5L 91T, AsyncOS ZXELE T, NTP #4717 51
IZ. settime o~ F&HEHLE7,

feE : Zoa<r N Tcommit] NHUETT,

JIGARER  Zpavy NI, TRTO~Y U EF—R (IR Z, IA—F, <=2 v) TF

MTEET,
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NyF avwrs R Zoavy Ry FELZ SR —FLTWEEA,

mail3.example.com>

ntpconfig

Currently configured NTP servers:

1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> new

Please enter the fully qualified hostname or IP address of your NTP server.
[1> ntp.example.com

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select

its interface name now.

1. Auto

2. Management (172.19.0.11/24: elroy.run)

3. PrivateNet (172.19.1.11/24: elroy.run)

4. PublicNet (172.19.2.11/24: elroy.run)

11> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
- AUTH - Configure NTP authentication.

[1> auth

Would you like to enable NTP authentication? [N]>yes
Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Authentication is on

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

- AUTH - Configure NTP authentication.

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Added new NTP server
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Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

portalregistrationconfig

Cisco Spam Submission Tracking Portal I%, & A —/VEEE DA D D AR L O#E 2188
L. BhE-> THEHSNEHTHRA vE—V2 3 A ICRETE D, Web_X—2ADY — 1T, =
DR—=ZNVTIE, AT DT XTOT I TA 7 o AP @R ID 28> 2 L BALETT,

ek ID 2% EJ HI21E, CLI T portalregistrationconfig =~ RZHLE9, 7
TIAT YANT TAZD—ERTRVGE, EHT 2T XTOT 7747 AT @ D&k
ID ZRETDHENDHY £,

R=BH VDTN ONTIL, 2= A FEREZA T AT OT U FARLDEES
LTl EEn,

ERAE
eE . 2o~ R lcommit] BNNETY,

JIGRAREM . Zpa<vy NiE, TR_RTO~Y Ly EF— R (092 F, IA—F <) T
HT&xET,

NyFawrR: Zoa<wy REnNyITFEXREZSR—FLTWHWEREA,

1

mail3.example.com> portalregistrationconfig

Choose the operation you want to perform:

- REGISTRATION_ ID - Set up the Registration ID.
[1> registration id

Enter the new value of the Registration ID.
[1> registrationidexamplel234

reboot

&t BA
TTIAT o AEBEELET,
ERAAGE
e . Zoa~y K2 Tcommit) Z4EH D FHA,
JZARER . Zpavy NiEvwyr = R TOREHTEET,
NYFARE: Zoavy RNy FERE R — L TWERA,
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mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

repengstatus

ERER
LT —a DN —g UEREERLET,

ER7E

WeE  Zoa<y R Tcommit] 1Z0EH D FH A,
JIARAER . Zoav s RiZ~v vy TE— R TCORMEATE £,
NYF AT E: Zoavwy RNy TFEXETR— L TWERA,

1

mail.example.com> repengstatus

Component Last Update Version
Reputation Engine 28 Jan 2014 23:47 (GMT +00:00) 1
Reputation Engine Tools 28 Jan 2014 23:47 (GMT +00:00) 1
&)m
i)
A
ZELREZHEMALET,

ER7E

M : oo~ RIZ Tcommit] THEH Y FH A,
JIARER  Zavy NiIvyr E— R TOREHTEET,
NYyFAIVER : Zoavy RNy FEXRESR—FLTWVERA,

1

mail3.example.com> resume
Receiving resumed for Listener 1.
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Mail delivery resumed.
Mail delivery for individually suspended domains must be resumed individually.

resumedel

i
iRz HB L £

ERAE

WEE : Zoa<y R Tcommit] ITMEHY XA,
JTAREH . Coavwy RiEvyy BF— R TCOLEHATXE4,
NYF AR K Zoa<wry RNy FERXETR—F L TOEEA,

1

mail.example.com> resumedel

Currently suspended domains:

1. domainl.com

2. domain2.com

3. domain3.com

Enter one or more domains [comma-separated] to which you want to resume delivery.
[ALL]> domainl.com, domain?2.com

Mail delivery resumed.

resumelistener

aBA
Y AF—TOZFEEEALET,

ERAE

FEE : ZOa<y R Tcommit] ITMEH Y FH A,
JIAREM . Zpavwr RiEvwiry B— R TORMEHTE T,
NYyFaAv R Zoavwy NIy FELEZR—F L TOERA,

l

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1
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revert

BILL]

ERAE

1

settime

B7LL]

avv R sEH |

Receiving resumed.
mail3.example.com>

DoV ) —RcE LET,

M€ - oo~ K lcommit] (THEHY FH A,

JGAREE  Zoavwy RiE, TRTOYEFT—F (WFRE, T—F, <) Tff
ATxE7,

NYyFaAIV R Zoavwy RNy FEXLEZSR—FLTWHERA,

mail.example.com> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all IronPort Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preserved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases unmasked)
- exported the IronPort Spam Quarantine safelist/blocklist database

to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots
again to the desired version.

Available versions

1. 9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

settime =~ RTIL, NTP U —RZHH L CWARWESICHA2FHCTCRETEET, =
Da<wy REFITTHE, NTP ZEIE L CTFE TV AT A 7 a vy 7 2RETHNE D hah
SILET, HEZIIT MM/DD/YYYY HH:MM:SS OTERTA S LE T,

[l AsyncOS 12.0 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av vk 5EH

ER7AE

1

settz

B

ER7E

1

WEE : Zoa<y R lcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—F L TOERA,

mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.

Current time 09/23/2001 21:03:53.
This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.
Do you want to stop NTP and manually set the time?
Please enter the time in MM/DD/YYYY HH:MM:SS format.

[1> 09/23/2001 21:03:53
Time set to 09/23/2001 21:03:53.

O—H) BALS—ERELFET,

e 2o~ R lcommit] NNETY,

mans

JIGRAREM . Zpa<vy NiE, TR_RTO~YY L F— R (92 F, IA—F <) T

MTEET,

NyF avwry R Zoavy RNy FEXRETR—FLTHERA,

mail3.example.com> settz
Current time zone: Etc/GMT
Current time zone version: 2010.02.0

Choose the operation you want to perform:

- SETUP - Set the local time zone.
[1> setup

Please choose your continent:
1. Africa

2. America

[ ... ]

11. GMT Offset

[2]> 2

Please choose your country:
1. Anguilla

[ ... ]

45. United States

46. Uruguay
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shutdown

B2LEL]

ER7AE

1

smaconfig

A

anh

47. Venezuela

48. Virgin Islands (British)

49. Virgin Islands (U.S.)

[45]> 45

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)
[ ... 1]

21. Pacific Time (Los_Angeles)

[21]> 21

Current time zone: America/Los_Angeles
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1>

VAT LYYy MU LTEREZYY £,

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,
JSGAREHE . Zpa<wy Riivwiy B— R TORFEHATXET,
NYyFaAIVEKR : Zoavy RNy FEXEZSR—FLTWHERA,

mail.example.com> shutdown

Enter the number of seconds to wait before forcibly closing connections.

[30]>

System shutting down. Please wait while the queue is being closed...
Closing CLI connection.

The system will power off automatically.

Connection to mail.example.com closed.

S (130 ~2—20)
fERJTIE (131 2—2)
o 5] (131 ~2—2)

avy R sEH |

smaconfig a< ]‘%@‘iﬁﬁjﬁék\ SMA%S”:'/\Oﬁ)lH& &:}E‘—‘@Jﬁj][]\ Fﬂ”&%\ if:bi%%%‘fﬁi

Iy EMTEET,
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sshconfig

Bk

mans

WEE : Zoa< 2 RiL lcommit) NHAFETY,

JSREEE: Coavr R, TRTCOVY U E—R (FFRAY, I—T wvv) Tff
HTEEd,

NyF ATk Zoa~vy RNy FEXREZ Y R—FLTWET,

ROB) T, smaconfig A< REFEHRTAE, avT oY X2 VT 8T 7947 A
(SMA) ICEA =N EFa T4 7T I7A47 U A HAAX—2MH L TIEML, SMA

ReDFEM (RA M La—H F—) 2FRRTEET,

mail.example.com> smaconfig

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.
[1> add

Enter the hostname of the system that you want to add.
[1> m380903.1ibga

Enter the user key of the host m380g03.ibga.
Press enter on a blank line to finish.

SSH2:dsa
10.76.71.107 ssh-dss

SMA host key was added successfully.

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

[1> print
1. Hostname: m380q03 1bqa Keys SSH2: dsalO 76. 71 107 ssh-dss

Choose the operation you want to perform:

- ADD - Add a new SMA Connection Parameter and Key.

- DELETE - Remove an existing SMA Connection Parameter and Key.
- PRINT - Display all SMA Parameters and Keys.

(>

SSH H—n"BL P2 —H F—FEEZRELET,
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1

He® : Z o<y Kt Tcommit] 2AH43ETI,

JTARER  ZDa<vy KiZI TAX T— R R TORMEFATEET,
NyF aw s F: Zoawy NERNyTFERXREZFR—FLTWWERA,

« 5] : SSH — kO (132 X—)

i EHLET T FOFH LWARSF—DA A b= (133 X—Y)

avv R sEH |

i KRR T T 7 VA NEIZIARTUA MY A MELTIPT RLVAZSHE (134 ~2—

D)

{5l : SSH H—/\FER D#RE

WL, SSH H— Wk ZfwET 5 HiEOF 2R L TWET,

mail.example.com> sshconfig
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
[1> sshd
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl28
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl60
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
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diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsa]>
Enter the Cipher Algorithms do you want to use
[aes128—ctr, aes1 P—ctr, aes?56—ctr, arcfour256, arcfour1 28, aes128-doc, 3des—doc, blowfish-doc, cast128-doc, aes1P-doc, aes256-doc, arcfaur,
rijndael-cbc@lysator.liu.se]>
Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal, umac-64Qopenssh. com, hmac—ripemdl 60, hmac-ripemdl 60@openssh. com, hmac-shal-96, hmac-md5-961>
Enter the Minimum Server Key Size do you want to use
[10241>
Enter the KEX Algorithms do you want to use
[diffie-hel Imen—grovp-exchange-sha?56, di ffie-hel Iman—grovp-exchange—shal, di ffie-hel Imengroupl 4—shal, di ffie-hel Imenrgroupl -shal >
ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[r>
Choose the operation you want to perform:
- SSHD - Edit SSH server settings.
- USERKEY - Edit SSH User Key settings
1>

Bl EBETHO FOHLWAKHF—DA VR F—IL
WOBITIE, BEEET DT bOFHRARF—%A A =L LET,

mail.example.com> sshconfig
Choose the operation you want to perform:
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- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.

[-paste public key for user authentication here-]
Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[r>

Bl : KEERE TSI VAR MERIEIRTASA M)A RELTIPT FLAZEDEE

)

TTIAT U AETIY ipblockd Y= EANFEIHINTH, KEENRT T w7 A NEEZR
RUA RV ARELTHEENZIP T RURIIREESNE T,

GE)

AsyncOS 11.02 LAETOD I, 1P 7 R AZKFRT T v 7 VA NEIIARYA R A REL
THETEET,

WORFNE, IP T RLUAZKBRIZRART A MU A MELTHET A HEEZRLTWET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH whitelist/blacklist
[1> access control

Choose the operation you want to perform:

- WHITELIST - Manage the persistent whitelist
- BLACKLIST - Manage the persistent blacklist
[1> whitelist

Choose the operation you want to perform:
- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Whitelist will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the Whitelist

KON, IPT R AZKKIRT T v 7 VA RNE LTHET L HEEZRLTVWET,

mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

- ACCESS CONTROL - Edit SSH whitelist/blacklist
[1> access control

Choose the operation you want to perform:
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- WHITELIST - Manage the persistent whitelist

- BLACKLIST - Manage the persistent blacklist

[1> blacklist

Choose the operation you want to perform:

- ADD - Add address (es)

- REMOVE - Remove address (es)

- PRINT - Print addresses

[1> add

Enter an IP address or a comma-separated list of addresses.
Addresses already in the Whitelist will be ignored.
[1> 10.8.85.77

The addresses were successfully added to the blacklist

status

& BA
VAT A AT =R AERRLET,
ERAAE
WeE : Zoa~y K2 Tcommit] ZLEH D A,
JTARER . Zoa~vy R~y y F— R CTOREHTEET,
NYFARVE: Zoavy NNy FEREZ R — L TWEREA,

1

mail3.example.com> status

Status as of: Thu Oct 21 14:33:27 2004 PDT
Up since: Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)
Last counter reset: Never
System status: Online
Oldest Message: 4 weeks 46 mins 53 secs
Feature - McAfee: 161 days
[....]
Feature - Outbreak Filters: 161 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 62,049,822 290,920 62,049,822
Recipients Received 62,049,823 290,920 62,049,823
Rejection
Rejected Recipients 3,949,663 11,921 3,949,663
Dropped Messages 11,606,037 219 11,606,037
Queue
Soft Bounced Events 2,334,552 13,598 2,334,552
Completion
Completed Recipients 50,441,741 332,625 50,441,741
Current IDs
Message ID (MID) 99524480
Injection Conn. ID (ICID) 51180368
Delivery Conn. ID (DCID) 17550674
Gauges: Current
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i

ER7E
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Connections
Current Inbound Conn. 0
Current Outbound Conn. 14
Queue
Active Recipients 1
Messages In Work Queue 0
Kilobytes Used 92
Kilobytes Free 8,388,516
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

VAADHAFw—PR—= M A=V EXMELET, Zoa~wr REERATHIE. 77
FGAT VAN U H—Fy MIBFA—NEEETEIVLENDLVET, NTFTLVF o bR
HEIMICER S ET, o, VR —FEREZBEFO N T 7NV T oy MCEEMTAZEH T
=FET,

TIIAT VAN DY R T 7 =H) YR — MCE#ET 7 8 23 5121%, Cisco.com —1

IDNZDTTTAT v ADY—E XSG EEMT LTV L UENH Y £, Cisco.com 7
777 A VCBIEREM T 5T D — 2O —E A2 BT 5121, Cisco.com Profile

Manager (https:/sso.cisco.com/autho/forms/CDClogin.html) (27 7 A LT £ &\, Cisco.com
DA—=HFID BRVHEEIE, BELTID ZBGEL TSN, AT ~TDTH T
~ DRI W, BHENDOY V=202 —FHA FEZRLTIEEN,

Fe® : Z0a<y K lcommit] 1ZMEH D FHA,

JIAREM . Zoa<w s RiI<wY r B— R TORMERATEET, 51T, Zoavwy Rigne
TAVRAS (=P ersf Lz y) TOAMEATEET, Z0a<vr FEfHT5
WX, 2—HIL T7 AV VAT AT IV BATEDALERHY £,

NYyFaAv R Zoavy NIy FELXLEZSR—FLTOERA,

w2, BAFOYR— b Fry MIBE#E LAWY R— FEROFIZRLET,

mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support Centers
(www.cisco.com/support). Use this command to open a technical support request
for issues that are not urgent, such as:

- Request for information.

- Problem for which you have a work-around, but would like an alternative
solution.

Do you want to send the support request to supportrequest@mail.ga?

[Yi>
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Do you want to send the support request to additional recipient(s)?
[N]>

Is this support request associated with an existing support ticket?
[N]>

Please select a technology related to this support request:

1. Security - Email and Web

2. Security - Management

[11> 1
Please select a subtechnology related to this support request:

1. Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - Misclassified
Messages

2. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - SBRS

3. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - Other

4. Email Security Appliance - Virtual

[11> 3

Please select the problem category:

1. Upgrade

2. Operate

3. Configure

4. Install

[11>

Please select a problem sub-category:

1. Error Messages, Logs, Debugs

2. Software Failure

3. Interoperability

4. Configuration Assistance

5. Install, Uninstall or Upgrade

6. Hardware Failure

7. Licensing

8. Data Corruption

9. Software Selection/Download Assistance

10. Passphrase Recovery

[11>

Please enter a subject line for this support request:

[1> <Subject line for support request>

Please enter a description of your issue, providing as much detail as possible

to aid in diagnosis:

[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO
ID) in order for you to receive complete

access to support and services from Cisco. Please follow the URLs below to associate

your contract coverage on your Cisco.com profile.

If you do not have a CCO ID, please follow

the URL below to create a CCO ID.

How to create a CCO ID:

https://tools.cisco.com/RPF/register/register.do

How to associate your CCO ID with contract:

https://tools.cisco.com/RPFA/profile/profile management.do

Frequently Asked Question:

http://www.cisco.com/web/ordering/cs_info/fags/index.html

Select the CCOID

1. New CCOID

[11>

Please enter the CCOID of the contact person :

[1> your name

The CCO ID may contain alphabets, numbers and '@', '.', '-' and ' ' symbols.

Please enter the CCOID of the contact person :

[1> me@example.com

Please enter the name of the contact person :

[1> yourname

Please enter your email address:

[1> me@example.com

Please enter the contract ID:

[1> 1234
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Please enter any additional contact information (e.g. phone number) :
[1>

Please wait while configuration information is generated...

Do you want to print the support request to the screen?

[N]>

supportrequeststatus

i

ER7AE

1

CiscoTAC DY R — FZERTAH7ZDD, iR — FERF—TU — R RX—=D g UIFREEFERLE
—é—O

B : 0o~ R lcommit] (TMHEH FH A,

JGAREE . Zoavwy RiE, TRTOSYE—R (WTREZ, T)—F <= r) Tff
ATxEd,

NYyFaAIVF: Zoaxwy Ry FELEZSR—-FLTOWERA,

mail.example.com> supportrequeststatus

Component Version Last Updated
Support Request 1.0 Never updated
supportrequestupdate

i

ER7AE

1

Cisco TAC OV HR— b2 ERT B0, VR — FERF—U— ROFHET v 75— b TR
L/i—a—o

MeE : 0o~ R lcommit] (THEH FH A,

JIGAREE . Zoavwr RiE, TRTOYUE—FR (WTREZ, T—F, =) Tff
ATxEd,

NYyFaAIVEF: Zoa<xy Ry FELEZSR—-FLTOWERA,

mail.example.com> supportrequestupdate
Requesting update of Support Request Keywords.
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suspend .

suspend

aBA
T L A% T LE T

ERAE

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
JIARER . ZDavy NEIviy BE— RTOMEATEET,
NYyFaAvo R Zoavy NIy FEXREZTR—F L TOHERA,

l

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended for Listener 1.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com>

suspenddel

& BA
AR % b L %

ERAE

FEE : Za<y RIZ Tcommit] ITMEH Y FH A,
JGARER . Zpa<y Riivwyy B— RCOREHATEET,
NYF AR KR Zoa~y RNy FEXREZ VP R—FLTWERTA,

11

mail.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domainZ2.com, domain3.com

Waiting for outgoing deliveries to finish...

Mail delivery suspended.
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suspendlistener

aBA
ZEE L E T

ERAE

WEE : ZOa<y R Tcommit] ITMEH Y FH A,
JIARER . ZDavy NEIviy E— RTOMEATEET,
NYyFaAvo R Zoavy NIy FEXLEZR—F L TOHERA,

l

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

11> 1

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

mail3.example.com>

tcpservices

ERER
TRERAZL ST TNE 7 7 A VIZEAT A EREF R LET,

ER7E

MEE : ZDa<y R lcommit] 1IMEH D FH A,
JSRARER . Zpa<wy Riiviry T— RTCOLEATXET,
NYF AT E: Zoavwry RNy TFEXER— ML TWERA,

1

mail.cisco.com> tcpservices
System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon

ginetd - The INET daemon

interface - The interface controller for inter-process communication
ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon
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techsupport

BILL]

ERAE

1

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon
Feature Processes

euq_webui - GUI for ISQ

gui - GUI process

hermes - MGA mail server

postgres - Process for storing and querying quarantine data

splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsql Ipv4 TCP 127.0.0.1:5432
gabackdoo root IpPv4 TCP *:8123
ftpd.main root Ipv4 TCP 10.1.1.0:21
euq_webui root IPv4 TCP 10.1.1.0:83
euq_webui root IPv6e TCP [2001:db8::]:83
gui root IPv4 TCP 172.29.181.70:80
gui root IPv4 TCP 10.1.1.0:80
gui root IPv6e TCP [2001:db8::]:80
gui root Ipv4 TCP 172.29.181.70:443
gui root Ipv4 TCP 10.1.1.0:443
gui root IPv6e TCP [2001:db8::]:443
ginetd root IPv4 TCP 172.29.181.70:22
ginetd root IPv4 TCP 10.1.1.0:22
ginetd root IPv6e TCP [2001:db8::]:22
ginetd root IPv4 TCP 10.1.1.0:2222
ginetd root IPv6e TCP [2001:db8::]:2222
hermes root IpPv4 TCP 172.29.181.70:25
splunkd root IPv4 TCP 127.0.0.1:8089
splunkd root IPv4 TCP 127.0.0.1:9997
api_serve root IPv4 TCP 10.1.1.0:6080
api_serve root IPv6e TCP [2001:db8::]1:6080
api_serve root IPv4 TCP 10.1.1.0:6443
api_serve root IPv6e TCP [2001:db8::]:6443
java root IPv6e TCP [::127.0.0.1]1:9999

CiscoTAC NV AT AT VB ATEL LI LET,

MeE - oo~ R lcommit] (THEHY FH A,
7S ARER - Zpawy RiE~wiy B— RTCORFEHTXET,

NYF AR KR Zoa~vy RNy FEXREZPR—F L TWETA,

mail3.example.com> techsupport

Service Access currently disabled.

Serial Number: XXXXXXXXXXXX-XXXXXXX

Choose the operation you want to perform:
- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access
your system, without establishing a tunnel.

techsupport .
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BILL]

ER7AE

INY FRRK

15
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- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access
your system, and establish a secure tunnel
for communication.
- STATUS - Display the current techsupport status.
[1> sshaccess
A random seed string is required for this operation
1. Generate a random string to initialize secure communication (recommended)
2. Enter a random string
[1]1> 1
Are you sure you want to enable service access? [N]> y
Service access has been ENABLED. Please provide the string:
QT22-JQZF-YAQL-TL8L-8@2L-95
to your Cisco IronPort Customer Support representative.
Service Access currently ENABLED (0 current service logins).
Tunnel option is not active.
Serial Number: XXXXXXXXXXXX-XXXXXXX
Choose the operation you want to perform:
- DISABLE - Prevent customer service representatives from remotely accessing your system.
- STATUS - Display the current techsupport status.
[r>

ujf

A5 TLS $afee &2 MBI UCHESL L. 5890 R A A VTR 2 TLS $ife oM@ Z2 T N 7 L £
T, AL T DX, MGET D RAA 50 R A N &2RE L E 7, AsyncOS %, %
(FREE) TLS B EICHE ST TLS #iki 2 Ml L 9,

MEE : Z0a<y RIZ lcommit] 1IMEH D FH A,
JGARER . pa<wy RiEvwvry B— RTCORERTX 7,
NYFAIV KR Zoa<wy Ry FELREYVFR—FLTWET,

tlsverify =~ 2 RO/Sy FIRREMEAT 2 & 16RO CLL =2~ > RO S TORREZFITL.,
FEDHRA MG E O TLS i e F = v 7 TE LT,

tlsverify <domain> <hostname>[:<port>]

mail3.example.com> tlsverify

Enter the TLS domain to verify against:

[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are
not connecting on port 25:

[example.com] > mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.
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FL—2
B8

ER7GE

1

= |

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.

TLS verification completed.

VAT AEEBRTAAvE—O T —5BHLET,

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,
JSAREH . Zpa<wy Riivwiy B— R TORFEHTXET,
NYyFaAIVEKR: Zoavy RNy TFEXRESR—-FLTWHERA,

mail3.example.com> trace

Enter the source IP

[1> 192.168.1.1

Enter the fully qualified domain name of the source IP

[1> example.com

Select the listener to trace behavior on:

1. InboundMail

2. OutboundMail

[11> 1

Fetching default SenderBase values...

Enter the SenderBase Org ID of the source IP. The actual ID is N/A.
[N/A]>

Enter the SenderBase Reputation Score of the source IP. The actual score is N/A.
[N/A]>

Enter the Envelope Sender address:

[1> pretend.sender@Rexample.net

Enter the Envelope Recipient addresses. Separate multiple addresses by commas.
[1> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.' on a blank line to end.

Subject: Hello
This is a test message.

HAT matched on unnamed sender group, host ALL
- Applying $ACCEPTED policy (ACCEPT behavior).
- Maximum Message Size: 100M (Default)
- Maximum Number Of Connections From A Single IP: 1000 (Default)
- Maximum Number Of Messages Per Connection: 1,000 (Default)
- Maximum Number Of Recipients Per Message: 1,000 (Default)
- Maximum Recipients Per Hour: 100 (Default)
- Use SenderBase For Flow Control: Yes (Default)
- Spam Detection Enabled: Yes (Default)
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- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)
Processing MAIL FROM:
- Default Domain Processing: No Change
Processing Recipient List:
Processing admin@ironport.com
- Default Domain Processing: No Change
- Domain Map: No Change
- RAT matched on admin@ironport.com, behavior = ACCEPT
- Alias expansion: No Change
Message Processing:
- No Virtual Gateway(tm) Assigned
- No Bounce Profile Assigned
Domain Masquerading/LDAP Processing:
- No Changes.
Processing filter 'always deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False

Evaluating Rule: rcpt-to == "ironport.com"
Result = True

Evaluating Rule: OR

Result = True
Executing Action: deliver()
Footer Stamping:
- Not Performed
Inbound Recipient Policy Processing: (matched on Management Upgrade policy)
Message going to: admin@ironport.com
AntiSpam Evaluation:
- Not Spam
AntiVirus Evaluation:
- Message Clean.
- Elapsed Time = '0.000 sec'
Outbreak Filter Evaluation:
- No threat detected
Message Enqueued for Delivery
Would you like to see the resulting message? [Y]> y
Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
Final Recipients:
- admin@ironport.com
Final Message Content:
Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700
Message-Id: <3193g9$@Management>
X-IronPort-AV: i="3.86,81,1096873200";
d="scan'208"; a="0:sNHTO"
Subject: hello
This is a test message.
Run through another debug session? [N]>

GE)  trace ZBEHT 5 L ZITIE, BBV T DN A v =YD~y X — LRI D)% CLLIZE D
LWENDH Y £,
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trackingconfig

B2LL]

NT o7 VAT REZRELET,

ERAZE
M€ : Zoa< KX lcommit] 2NHHEETY,

ISRABEM . Zpavy NI, TR_RTOIYEFT—F (UFREZ, TA—F, <) T
ATxEd,

Ny F awr R Zoavwy REAy FRRE S H— FLTOEEA,
1

mail.example.com> trackingconfig

Message Tracking service status: Message Tracking is enabled.
Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1> setup

Would you like to use the Message Tracking Service? [Y]>

Do you want to use Centralized Message Tracking for this appliance? [N]>
Would you like to track rejected connections? [N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1>

tzupdate

5ER
HA RS =2 — L FHFLET,

ER7E

Fe® : Za<y K lcommit] 1ZMEH D FHA,

JIAREW  Zpavwr REv v BT— R TCOMEFTEET, EHIZ, Zhavr Kidn
TA U HRAN (—FRa /A L~ y) TORMEHATEXET,

NyF awrk: Zoavwy RE Ay FREREYE— b LTOET,
Ny FRK

tzupdate 2~ > ROy FRAZ MM T2 L, BEPRESNR2WEETH, $§XTOHA A
V= = LSRRI SV E T,
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B »

tzupdate [force]

1

mail.example.com> tzupdate
Requesting update of Timezone Rules

updateconfig

aBA
VAT DHEFNT AR ERELET,

ERAE
e Zoa~< 2 i lcommit] NHVNETY,

JIAREH  Zoa<wr NI, IR TOY =R (PTRE, TA—T <) T
Ac&EEd,

NyF awrR: Zoa<wy RNy IFEXREZTR—FLTWHEREA,

151
T T TR Y= NN BT ST LB — RTARIIT T IA T U AERE
(146 ~=—73)
T ST —H Y= ROFEHEOHENEERIET DL OIWCT 7 IAT U A%ERE (148 5—
D)
s XY Y= NEDBEEEHETLILICT T4 T U AEHRTE (149 X—)

TYTT—2 =N\ oBHIOTSLEZI O—KRTEELEITTSAT7URERE

WOFITIX, updateconfig 2~ > REMH LT, 77 T7A TV ANV AT —"NET v 77—
NAA=VEFTa—RL, 2—0L b= GEHREEZR AsyncOS 7 v 727 L— KD U
AREX T = RTHLIICERELET,

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:
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FUTTF—R Y= S EHTOTSLELILO—FT5&51c7T51 7o %% I

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> setup

For the following services, please select where the system will download updates from:
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
1. Use Cisco IronPort update servers (http://downloads.ironport.com)

2. Use own server

[1]1>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[1]1>

For the following services, please select where the system will download updates from
(images) :

Service (images): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own server

[11>

For the following services, please select where the system will download the list of
available

updates from:

Service (list): Update URL:

Timezone rules
Enrollment Client Updates
Support Request updates

Cisco IronPort Servers
Cisco IronPort Servers
Cisco IronPort Servers

1. Use Cisco IronPort update servers

2. Use own update list

[11>

For the following services, please select where the system will download the list of
available

updates from:

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
1. Use Cisco IronPort update servers
2. Use own update list
[11>
Enter the time interval between checks for new:
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours. The minimum
valid update time is 30s or enter '0' to disable automatic updates (manual
updates will still be available for individual services).
[5m]>
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When initiating a connection to the update server the originating IP interface
is chosen automatically. If you want to choose a specific interface, please
specify it now.

1. Auto

2. Management (10.76.69.149/24: vm30esa0086.1ibga)

[11>

Do you want to set up a proxy server for HTTP updates for ALL of the following
services:

- Feature Key updates

- Timezone rules

- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates

- Cisco IronPort AsyncOS upgrades

[N]>
Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following
services:

- Feature Key updates

- Timezone rules

- Enrollment Client Updates (used to fetch certificates for URL Filtering)

- Support Request updates

- Cisco IronPort AsyncOS upgrades

- SenderBase Network Participation sharing
[N]>
Service (images): Update URL:
Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

TYITT—3 H—N\DIRAEOENEERIETELSICT IS4 T UORERTE
COF TS arvERETHE, TTFIGAT AN AADT v 5 —2 —NL@BETHEN
W2, Ty 7T =2 = R_OGEHEOFIENMER I N E T, ML LS8, 57 e
T MIF T a— RENT, AT v 7T —2on JIZEEEInNEd, ki, Zox7
varERETLIHERLET,

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
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Service (list): Update URL:
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Alert Interval for Disabled Automatic Engine Updates: 30d

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> validate certificates

Should server certificates from Cisco update servers be validated?
[Yes]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
1>

TOXL H—NEDBEEEBT ST IS4 TV RERE

BTl e B —REFH L TWAEEA. X it EOELITHE T 25 CAFEHRA
EETTIAT L ABEMNTEET, ZHICEY, 7794 T A7 axy h—N@E%E
HLET, WIZ, 2O0OF 7o a v ERETHHERLET,

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):
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version

B2k
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Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

FTRTOVAT AP —ER I R—FR FOBEFHEERLET,

fEE : ZDa~<y RN Tcommit] 1ZIMEHD FH A,

DSARAERE . Z0av NI~y E—RTCOMEATEET, &HIZ, 2o~y Nidn
TA Y RARN (—FRa A Lirviy) TOLEHTEET,

Ny F AR Zoa~vy RNy FEXREZ VP R—FLTWET,

updatenow =< KONy FREREMHEHT 5L, ZEIRBIN2WGAETH, 77747
AEDFTRTOa Ly R—3 NEEHTEET,

updatenow [force]

mail3.example.com> updatenow
Success - All component updates requested

VAT LON=Y g MERERRFLET,

WEE : Za<y R Tcommit] ITMEH Y FH A,
G AREM . Zpa<y Riivwyy B— RCOREHATEET,
NYyFaAv R Zoavwy NIy FEXREZR—F L TOHERA,
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mail3.example.com> version
Current Version

Product: Cisco Cl00V Email Security Virtual Appliance
Model: C100V

Version: 9.1.0-019

Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B03A99E71EDS
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RAID Type: NA

BMC: NA

wipedata

Bk

TAAIDAT 77 ANEHEEL, REOAT XU TEEO AT — X A BT HDIT
wipedata 2~ R&fEH L ET,

N

GE) TR YA RS U T, HET 7 a itk BRI ZENHY ., BENZETTHE T,
VAT ANT v VARIEBEEEZ DI ERH Y ET,

ER7GE

WEE : Zoa<y K2 Tcommit] ITMEH Y FH A,
USGAREHE  Zpavw Ly RIviry BF— R TORMEATEET,
NYFaAIVEF: Zoaxwy RNy TFELESR—FLTWHWERA,

1

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress

mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk
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[1> status
Last wipedata status: Successful

upgrade CLI =~ Ri&, FHAERT v 77— RO U A MR RL, 2—FREELE
IN—= g N2 AsyncOS VAT A a2 T v 7 L—RLET,

e Zoa< R lcommit] THEH Y FH A,
G ARER . Zpa<y Riivwyy B— RCOREHRATEET,
NYF AR Zoa~vy RNy FEXREZVR—FLTWERTA,

mail3.example.com> upgrade

Upgrades available:

1. AsyncOS (***DON'T TOUCH!***) 4.0.8 upgrade, 2005-05-09 Build 900

2. AsyncOS 4.0.8 upgrade, 2005-08-12 Build 030

45. SenderBase Network Participation Patch

[45]>

Performing an upgrade will require a reboot of the system after the upgrade is applied.
Do you wish to proceed with the upgrade? [Y]> Y

= E L

« contentscannerstatus (152 ~X—3)

« contentscannerudpate (153 ~X—737)

contentscannerstatus

ERAE

ALFUY AF XL VOV g UIERAERLET,

FEXE : ZDa<y R Tcommit] ITMEH Y FH A,
JIAREM . Zpavwr RiEvwir B— R TOREHTE £,
NYyFaAv R Zoavy NIy FELREZTR—F L THERA,
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mail.example.com> contentscannerstatus

Component Version Last Updated
Content Scanner Tools 11.2.1884.970097 Never updated
contentscannerudpate

A VT ARy DUV DFENT v T — " EERLET, [force] NT A—H EEH
T5 &, BHIEAERRE SN THEITINET,

ERAE
TeE  Zoa<r R lcommit] IZMNEHD FH A,

JIARZEH  ZDav Ridvy = R TORMEHATEE T, EHIC, Z0a<wr Rignm
TA L HRAN (=R a AL~ y) TORMEHTEET,

NYyFaAIVF: Zoaxwy Ry FELEZSR—FLTWHWERA,
5

mail.example.com> contentscannerupdate force
Requesting forced update for Content Scanner.

LDAP

2T, ROCLLawy RIZoWTEHHALET,

s ldapconfig (153 ~X—73")
* ldapflush (157 ~=X—72)
s Idaptest (158 ~<—1)

e sievechar (159 ~_—3)

Idapconfig

5ER
LDAP H—"ZHELET,
ERAZE
feE : Zoa<r N Tcommit] NHETT,

JGAREE  Zoavy RiE, TRTOY U E—F (WFRE, T—F, <) Tff
ATxEd,
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NyF avwrs R Zoavy Ry FELZ SR —FLTWEEA,

5l : 3T LULVWDAP H—/N 707 7 A ILDYERK

WORFITIL, Idapconfig 2~ REMH LT, 7774 T AD/NNA > KL 725 LDAP H—
NEEH£L, ZEEZIT AN (dapaccept b7 2~ R) | /b—TF 12 (ldaprouting 7 =
~ U R) . ¥AA L —F (masquerade 7 2~ R) | ANAREHE O R —HFGE (isqauth
T a<wR) . BXOARLBEHOTA Y T AHE (sqaliash 7 a2~ F) O/ =Y —%5%
ELET,

9. [PublicLDAP] &9 = 7 F*— A% mldapserver.example.com LDAP ¥— N2 5 2 %
T, 7V OEEFRIT, RN— 13268 (F 74V M) TT, example.com DIRFEN— AN EFE
S (de=example,dc=com) ., ZEEZIT AN, A—AFL—T 17 BIOYAAL—F
Dy Y —=RERSNET, 2007 =Y —F, RGOS > Z—Fy b FZ7 K
drafi-lachman-laser-ldap-mail-routing-xx.txt CE#% S 4172 inetLocalMailRecipient #8477 >~ = 7 |k
77 A ( [Laser ftk.) &L TCHEbHND) ZEMHT S, OpenlDAP 7 4 L7 kU RREIZELIT
WET, (ZOKRIFT7 hDOR—=V a0, OpenLlDAP O Y —A T 4 AR Ba— 3 U ilE
EFNTVWET) . ZOFITIE, A—NOFLV—T 47 72 —CHREINDHZEEITHEHT
HAE A — LR A I 2% mailForwardingAddress Téh 5 Z LIZHER L TLZSW, 72U —4T
X RCFLDEREBI S ET, ELWRERPDRIS D X 91251203, EMEC—ELT
WHLERH D £7,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:

[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:
1. Anonymous

2. Passphrase based

[1]1> 2

Please enter the bind username:

[cn=Anonymous]>

Please enter the bind passphrase:

(>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[31> 1

Please enter the port number:

[3268]> 3268

Please enter the base:

[dc=example,dc=com]> dc=example,dc=com

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
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Authentication Type: passphrase
Base: dc=example,dc=com
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- TEST - Test the server configuration.
- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- CERTAUTH - Configure certificate authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldapaccept
Please create a name for this query:
[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept
Enter the LDAP query string:
[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.
- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldaprouting
Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing
Enter the LDAP query string:
[ (mailLocalAddress={a})]> (mailLocalAddress={a})
The query requires one of the attributes below. Please make a selection.
[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?
[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?
[3] Configure both attributes
(1> 1
Enter the attribute which contains the full rfc822 email address for the
recipients.
[mailRoutingAddress]> mailRoutingAddress
Do you want to test this query? [Y]> n
Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase
Base: dc=example,dc=com
LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
Choose the operation you want to perform:
- SERVER - Change the server for the query.
- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
- LDAPROUTING - Configure message routing.
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MASQUERADE - Configure domain masquerading.

LDAPGROUP - Configure whether a sender or recipient is in a specified group.
SMTPAUTH - Configure SMTP authentication.

EXTERNALAUTH - Configure external authentication queries.

ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> masquerade

Please create a name for this query:

[PublicLDAP.masquerade]> PublicLDAP.masquerade

Enter the LDAP query string:

[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})

Enter the attribute which contains the externally visible full rfc822 email address.
[]> mailLocalAddress

Do you want the results of the returned attribute to replace the entire friendly portion

of the original recipient? [N]> n

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

Choose the operation you want to perform:

SERVER - Change the server for the query.

LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.
LDAPROUTING - Configure message routing.

MASQUERADE - Configure domain masquerading.

LDAPGROUP - Configure whether a sender or recipient is in a specified group.

SMTPAUTH - Configure SMTP authentication.

EXTERNALAUTH - Configure external authentication queries.

ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> isgauth

Please create a name for this query:
[PublicLDAP.isgauth]> PublicLDAP.isgauth
Enter the LDAP query string:

[ (sAMAccountName={u}) ]> (sAMAccountName={u})
Enter the list of email attributes.

[1> mail, proxyAddresses

Do you want to activate this query? [Y]> y
Do you want to test this query? [Y]> y
User identity to use in query:

[1> admin@example.com

Passphrase to use in query:

[1> passphrase

LDAP query test results:

LDAP Server: myldapserver.example.com
Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: passphrase

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]
Choose the operation you want to perform:

SERVER - Change the server for the query.
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- LDAPACCEPT - Configure whether a recipient address should be accepted or bounced/dropped.

- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.

- SMTPAUTH - Configure SMTP authentication.
- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1>

Current LDAP server configurations:

1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

(1>

EDIETE

ZOWITIX, TLS ## OFFHE A & e LDAP 7/ 0 — LR EATEE L £,

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> setup

Choose the IP interface for LDAP traffic.

1. Auto

2. Management (10.92.145.175/24: esxl6-esall.ga)
[11> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having

negative results? [Y]>
Validate LDAP server certificate? [Y]>

The "Demo" certificate is currently configured. You may use "Demo",

be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:
[11> 1

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

(1>

Xy v a2 ENTWALDAP OfEREZ 77 v a2 LET,

FE® : 2=y K lcommit] 1ZMEH D FHA,

but this

will not
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JTARER  ZDavy Rii~vyy T— R TOMEHATEET,
NYyFaAIUER: Zoavy RNy FELEZR—FLTWEE A,

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results? [N]> y
Flushing cache

mail3.example.com>

1 >DLDAP 7 =V — T A MEFEITLET,

WEE : Za<y R Tcommit] ITMEH Y FH A,
JIARER  Zavwy NiIvyry E— R TORFEHTEET,
NYyFaAvo R Zoa<wry NIy FELXSEZR—F L THERA,

ZOFEITIE, ldaptest I~ K& LT, &EFE D LDAP H— R EDZEEZITANY
TV =7 ETARLET, ZEHT KL A ladmin@example.com| X2 D7 A MIAKK L E
TN, ZEHFT KL A Tbogus@example.com) (X RAHIZ/RY £,

mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[11> 1
Address to use in query:
[1> admin@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: admin@example.com
Action: pass
LDAP query test finished.
mail3.example.com> ldaptest
Select which LDAP query to test:
1. PublicLDAP.ldapaccep
[1]1> 1
Address to use in query:
[1> bogus@example.com
LDAP query test results:
Query: PublicLDAP.ldapaccept
Argument: bogus@example.com
Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found
LDAP query test finished.
mail3.example.com>
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B2LL]

ER7AE

1

sievechar .

RFC3598 IZHE SN TV D Sieve BT A— /N T 4 VZ ) TIMHAT DXL FEHEETIET 4
tT—7 Mz LE T, Sieve LT LDAP KGR Y = VU — & LDAP ffiv—TF 4 > 7 7/ =) —TDOH
HHEINAZLICEB L TR, VAT AOMOENE., 52RRE LA —LT KL A5}
Extg & LET,

fET&E 530FE, - =t/ TT,

e Zoa<y P Tcommit] ZS4EH Y FHA,

JGAREM . Zpavw s NI, TRTO~YY U EFT—R (UF2AF, TA—F w3 v) Tff
HATxE7,

NYyFaAIVEF: Zoa<xy Ry TFELESR—FLTWHWERA,

ZDOBITIX, sievechar 2~ REHEHA LT, +&2&R 7 =V —B X OLDAPHNL—T 47 7
TV — TIN5 Sieve XFE L TERLET,

mail3.example.com> sievechar

Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:

- SETUP - Set the separator character.

[1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
[1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:

- SETUP - Set the separator character.

(1>

A—ILECEDRE/IE=F) T

ZIZTIE. ROCLL vy RIZOoOWTEHLET,

+ addresslistconfig (160 ~—1)
« aliasconfig (162 ~<—)

s archivemessage (164 ~X—73")
s altsrchost (165 ~—3)

* bounceconfig (166 ~<—1)

* bouncerecipients (169 ~—1)
* bvconfig (170 ~=X—73)
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* deleterecipients (172 ~—73)

s deliveryconfig (173 ~X—1)
« delivernow (174 ~—2")

» destconfig (174 ~=X—)

» hostrate (182 ~X—73”)

s hoststatus (183 ~X—73)

* imageanalysisconfig (184 ~X—1)
« oldmessage (185 ~—72)
srate (186 ~X—7)

« redirectrecipients (186 ~~—73)
» resetcounters (187 ~<X—737)

» removemessage (188 ~X—1)
+ showmessage (188 ~X—73)

« showrecipients (189 ~X—1)

o status (135 ~X—72)

s tophosts (191 ~<X—3")

s topin (192 ~X—7)

s unsubscribe (193 ~X—73”)

* workqueue (194 ~—73)

addresslistconfig

A BA
TRVRA YR P ERELET,

ERAE
MeE : oo~ KX lcommit] NHFETI,

JIGAREE  Zoavwr RiE, TRTOSY U E— R (WTREZ, T—F, <) Tff
ATxEd,

NyF aws R Zoavwy MRy FEXREZPR—FLTHET,

INY FRRK

addresslistconfig A~ Koy FRXEZMEH L T %ﬁ' LWF7 RLA U X B @ﬁzﬁkx E}E,ﬁ@
7T RLAVRLNOEE, 7 RLVA VR o—EH)), 7 RLVAYURXANOHIER, 7 KLA U X
FOFTHEHALTWDET R AOBHEIAHE T,

cHLWT KL R U X DB :

addresslistconfig new <name> --descr=<description> --addresses=<addressl,address2,...>

BEEOT R LA U R SOtk
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addresslistconfig edit <name> --name=<new-name> --descr=<description>

—--addresses=<addressl,address2, ...>

7 RV A YR ORI :

addresslistconfig delete <name>

7 RLA URFO—FHT

addresslistconfig print <name>

T RLAYVARDOHTHAELTWDT RLADRKE :

addresslistconfig conflicts <name>

maill.example.com> addresslistconfig
No address lists configured.

Choose the operation you want to perform:
- NEW - Create a new address list.
[1> new

Enter a name for the address list:
> add-listl

Enter a description for the address list:
> This is a sample address list

Enter the type of list:

1. Full Email Addresses only

2. Domains only

3. IP Addresses only

4., All of the above

Enter the type of the address list:
[4]1> 1

Enter a comma separated list of addresses:
(e.g.: user@example.com)
> userl@example.com, user2@example.com

Address list "add-listl" added.

Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.

- CONFLICTS - Find conflicting entries within an address list.
[1>
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aliasconfig

565
BIA—N A VT AEHRELET,

ERAZE
M : Zoa< KX lcommit] 2NHHEETY,

JSRABEM . Zpavy NI, TR_RTOYrET—F (UPFREZ, TA—F, <) T
ATxEd,

NyF awrRN: Zoa<wy RNy IFEXRER—FLTWET,

Ny FRR
aliasconfig DNy FREAZFEHATHE, LAY TR T—7 0N, BFEOTA VT A
T—TNOMRE, BFA—INZAVTADI A MO, ZA VT AT —TNLDA L HR—
T AR—NEFEITTEEST, Ny F avr RE LTHETTHIZIE, aliasconfig 2~ > FEK
DI TATI L, LTOEEERELET,

cHLWETA—L =AU T ADIENM

aliasconfig new <domain> <alias> [email addressl] [email address2] ...

GE)  FELRWRAA Zxk LT laliasconfignew| 2~ REFEITTDHE, D RAA U MER
ShnET,

DB T A= oA U T ADHRE

aliasconfig edit <domain> <alias> <email addressl] [email address2] ...

BT A= AU T ADFRKR

aliasconfig print

O—HL oA YT A YANDA AR— B

aliasconfig import <filename>|

T TIAT LV ADZA VT A YA MDY AKR— K

[l AsyncOS 12.0 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av vk 5EH

1

aliasconfig export <filename>|

mail3.example.com> aliasconfig

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[1> bob@example.com, frank@example.com, sally@Rexample.com

Adding alias customercare: bob@example.com, frank@example.com,sally@example.com

Do you want to add another alias? [N]> n
There are currently 1 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
[1> new
How do you want your aliases to apply?
1. Globally
2. Add a new domain context
3. example.com
11> 1
Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain
- "@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its sub
[1> admin
Enter address(es) for "admin".
Separate multiple addresses with commas.
[1> administrator@example.com
Adding alias admin: administrator@example.com
Do you want to add another alias? [N]> n
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
[1> print
admin: administrator@example.com
[ example.com ]
customercare: bob@example.com, frank@example.com, sally@example.com
There are currently 2 mappings defined.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- PRINT - Display the table.
- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.

domains.
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- CLEAR - Clear the table.
[1>

R6:ITA)TRAEERADSIH

515 Bl

<domain> TA VT RAZEHT D RAAL L arTH A, [Global) 17 =—
SNV RAL arTHRANERELET,

<alias> RET DAY T ADLHEI,

Ta— L RAL v avTHARNCHATEDLDA U T AERD
LB TY,

"user@domain" : ZDE A—/)L 7 NL X,
"user" : EED KA A DI DOa—F
‘@domain : 2D RAA DT R TDH—H,

‘@.partialdomain’ : Z D RAA U EXZDEEDOY T KA AL O
TRTCO2—,

BMEDRAAL L A TXANCHEHATELA U T RIRDED
QR

‘User’ : TORAAL L avTHFARMDZDa—

‘User@domain’ : ZOE A—/L 7 KL A

<email address> IA VT A<y TTHEFA—INLT KLA, 1 DDA
T AEBEEDET A=V T RLARZw v B I TEET,
<filename> TA VT AT —=TNDAVR— NI ZAR—MAERTZ 77
A VA4,
archivemessage
&R
Fa2—NOHNWRA =T — A7 LET,
ERAE

FEXE : Z Do~ RIZ commit [TMHEH D FH A,
G ARER . Zpa<y Riivwyy B— RCOREHRATEET,
NyF awrR: Zoa<wy RNy ITFEXEZTR—FLTWHWEREA,
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altsrchost

Bk

ER7AE

1

ROFITIEZ, HNWA Y E—TE2T—IATLET,

mail3.example.com>
archivemessage

Enter the MID to archive.
[01> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration

Virtual Gateway™ O~ > ' 7 2 E LT,

MeE : oo~ KX lcommit] NHHFETI,

ISRBEMH . Zpavy N, TR_RTOY Yy F—F (5 R&, TA—F <) T
HATxE7,

NyF avws/ R Zoavwy IRy FEXSEZSR—-FLTHERA,

WOFITIX, altsrchost T — 7 LN TSN T, BEFEO~ v B RN L RENET, £+
D%, 250 B BNERESHET,

« JNV—T0 =7 %—/3 KA |~ @exchange.example.com 7> & D A —/ L%, PublicNet A > & —
T Ry BT ENET,

« EEHIP T R LA 192.168.35.35 725 D A — L%, AnotherPublicNet A > % —7 = A A(Z
v ENET,

BB, WESRDT-IZ altsrchost ¥ v B IR EN T, ZEPMESNE T,

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "(@example.com" or "user@" are allowed.

[1> @exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. AnotherPublicNet (192.168.2.2/24: mail4d.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4
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bounceconfig

B2k

ERAE

avy R sEH |

Mapping for @exchange.example.com on interface PublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.

Partial addresses such as "(@example.com" or "user@" are allowed.
[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
1. AnotherPublicNet (192.168.2.2/24: mail4d.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 1

Mapping for 192.168.35.35 on interface AnotherPublicNet created.
Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> AnotherPublicNet

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

(1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

NG ADEERELET,

e Zoa~< 2 i lcommit] NHVNETY,

JIAREH  Zoa<wr NI, IRXTOY =R (PTRE, TA—T <) T
Ac&EEd,
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w

NyFawr R Zoavy RigXNyFERXEZYR— KL TWET, FECOWTIEL, CLID
AT ~NLVTEBRLTLLESY, 20a~vy ROA T4y ~AVFIZT 7' AT BIT
1%, help 2~ FaEMHALET,

R DOFITIL, bounceconfig =~ K& L C. bounceprofile &\ 4RO/ A 7'
Tr7ANVEERLET, 207077 AT N—FRATASNTZTRXTORA vy E—IN
T R L ATH % bounce-mailbox@example.com|Zlik(E I F T, BIEEERX 2 —
I3A R —T N TT, ZEFEHEVEEA v —UNIORESNET, BEEA VBT
7 /v MEE 4 BE#E (14400 F) T,

mail3.example.com> bounceconfig

Current bounce profiles:

1. Default

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

[1> new

Please create a name for the profile:

[1> bounceprofile

Please enter the maximum number of retries.

[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]1> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]> 60

Please enter the maximum number of seconds to wait before retrying a message.
[3600]> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> y

Do you want bounce messages to use the DSN message format? (Yes/No/Default) [Y]> y
Enter the subject to use:

[Delivery Status Notification (Failure)]>

Select default notification template:

1. System Generated

2. bounce_english

3. bounce russian

[11>

Do you want to configure language specific templates? [N]>

Do you want to parse the DSN "Status" field received from bounce

responses to include in the DSN generated by the appliance?

(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a delay warning

message? (Yes/No/Default) [N]> y

Enter the subject to use:

[Delivery Status Notification (Delay)]>

Select default notification template:

1. System Generated

2. bounce english

3. bounce russian

[11> 1

Do you want to configure language specific templates? [N]>

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[11> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
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B /xr—orvoz Ino74 1 0ER

of the sender? [N]> y
Please enter the email address to send hard bounce and delay warning.
[1> bounce-mailbox@Rexample.com
Do you want bounce messages to be signed (Yes/No/Default)? [N]>
Current bounce profiles:
1. Default
2. bounceprofile
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Remove a profile.
[1>
mail3.example.com>

JRF—AD/INHOR TAT7AILDEA

Y

NG UA T T 7 A VEHRE LD, listenerconfig -> bounceconfig 2~ R&EfEH L, ¥ %
WETHIEIZED, 207077 A N EH) AF—T@EATEET,

GE)

NG ATuTZ 7 AME, AvE—V&ZE L) AT =R TEATE LT, 2720,
ZDYAF—FA Y E—UNREICED X ITEUE SN D 0MTIFRER LEE A,

Z OHITIX, OutboundMail 77 A ~_X— K U2 F—%fHEL, ZDY A} —IZ bounceprl &\
INGUA T Ty AVEEALET,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
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- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

Please choose a bounce profile to apply:

1. Default

2. bounceprl

3. New Profile

11> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

1>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Enabled the bounceprl profile to the Outbound mail listener
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bouncerecipients

& BA
Xa—NHbAvE—TENTUALET,
ERAGE
WeE : Zoa~y K2 Tcommit] ZLEH D WA,
JIARER . Zoa~vy R~y F— R CTOREHTEET,
NYF AR F: Zoavy RNy FERXE R — ML TWERA,
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NV ASINDZEEIL, BEZEEFRANMILST, FREIAvE—Y X —T7D
Envelope From {TIZHE SNTZRFEDT RUATHEBI SND A vE—UREHITL - CGlRpllE
NWET, FE, BEF2—NOTRTORA Yy E—V2—FEIINT U ATHTLHTEET,

REERAMIKENIUR

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Please enter the hostname for the messages you wish to bounce.
[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y
Bouncing messages, please wait.

100 messages bounced.

Envelope From 7 FL X2k B/37 U R

FTRTNAIUR

bvconfig

B L]

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11>

Are you sure you want to bounce all messages in the queue? [N]> Y
Bouncing messages, please wait.

1000 messages bounced.

NGV ARREOREZATOET, 20~y FiE, F—BRLUONY RSN RET A —
WEBRET DDA LET,
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mans

He® : Zoa<y Kt Tcommit] 2AH43ETI,

JGAREE . Zoawy RiE, TRTOY U EFT—F (WFREZ, T—F, =) Tff
ATxEd,

NYF AR Zoa~vy RNy FEXLEZVR—F L TWERTA,

WIZ, F—BELE R U AINTZIHNRE T A —VOBREDOH R L ET,

mail3.example.com> bvconfig
Behavior on invalid bounces: reject
Key for tagging outgoing mail: key
Previously-used keys for verifying incoming mail:
1. key (current outgoing key)
2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> key
Enter the key to tag outgoing mail with (when tagging is enabled in the Good
Neighbor Table)
[1> basic_key
Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic_key
Previously-used keys for verifying incoming mail:
1. basic_key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> setup
How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?

1. Reject.
2. Add a custom header and deliver.
[11> 1

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic key
Previously-used keys for verifying incoming mail:
1. basic key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
1>
mail3.example.com> commit
Please enter some comments describing your changes:
[1> Configuring a new key and setting reject for invalid email bounces
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Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

deleterecipients

i

ERAE

1

Fa—nbAyE—UEHIRLET,

WEE : Zoa<y R lcommit] IZMEH D FH A,
JTAREM  Zpavy Riivwiy B— R TORMEATE £,
NYF AR KR Zoa~vy RNy FEXREZVR—F L TWETA,

TFITAT R, RBEIS U TREHELZHIBRT 210X EOF 7 a VISHE ST
FT, KIT, ZEFERR MIOZEZEOHIFR. Envelope From 7 KL A X BHIER, BIO
X a2 —HNOTRTOZEHEDOHIROFIZ R L ET,

REE AL UK DHEIR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Please enter the hostname for the messages you wish to delete.
[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y
Deleting messages, please wait.

100 messages deleted.

Envelope From 7 F L R [Z &k 5 HllB&

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 2

Please enter the Envelope From address for the messages you wish to delete.
[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.
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deliveryconfig

B L]

ER7E

l

Ry |

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[11> 1

Are you sure you want to delete all messages in the queue? [N]> Y
Deleting messages, please wait.

1000 messages deleted.

A—VEEERELET,

e Zoa~ 2 R lcommit] BNUNETY,

PIIGRRER . Zpa<vwy N, XN TOYrET—F (49 R&2, IA—F <L) T
ATxE7,

NyFawrR: Zoa<wy RNy T EXEZSR—FLTHWEREA,

ROFITIL, deliveryconfig =~ > Fafiffl L, [BAETREME®H Y (Possible Delivery) % R—
TINELT, FIAA DDAV E—T 24 2% [HB (Auo) ICRELET, ¥ 27 22k0
RRFEE A v —VRBHEIE, 9000 ikt T,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[1> setup

Choose the default interface to deliver mail.

1. Auto

. AnotherPublicNet (192.168.3.1/24: maild.example.com)
. Management (192.168.42.42/24: mail3.example.com)
PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> y
Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

BSw N
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delivernow
R ER

ERAE

1

destconfig

avo R sEh |

A=V DAY a— NV EIFRERICHERELE T, 2—ViE, 1 DOZEEHFRA L,
BERICHIEARA T 2 — L ENTWNETRTORA v E—VDNTNNE BRI TE £4,

FEE : Za<y RIZ Tcommit] ITMEH Y FH A,
G ARER . Zpa<y Riivwyy B— RCOREHRATEET,
NYyFaAv R Zoavwry NIy FEXREZSR—FLTOHERA,

mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

[1]1> 1

Please enter the recipient domain to schedule for delivery.
[1>foo.com

Scheduling all messages to foo.com for delivery.

LIH®D setgoodtable =~ K CY, T—7 /ML, HE, sLHET—7VEMEIRTWE
T, ZOT—TNEMALT, HELEZ FAL COERGHIREZHELET,

destconfig 2~ > FD{EMH

destconfig 7' A =2 —TiX, kO a~v> REFEHTEET,

% 7:destconfig 7TV K

X A

SETUP 7a—rVREEEELET,

NEW RAA »DOF LWHIBRZ B L £,

EDIT RAAL L OFIREET L ET,

DELETE RAA DORIRAHIERL E7,

DEFAULT HESN TRV AL DT 74 /V FORIREEE LET,
LIST AL EZDHIBOY X FEFRLET,
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X EL:)

DETAIL 1 OOSEHEEFITTRTCO L MY OFMEF T LET,

CLEAR T—=TANETXTOZ M ZHIBRLET,

IMPORT INIZo 7 4 FXal—ay 77y ANANLISAEHIET N O
T—TNEAL R —FLET,

EXPORT SRR N DT —T VA INI2 7 KXol — g
T A MIT T AKR— K LET,

destconfig 2~ RiZi, FiSCHliHT — 7 NV OEITEHERT DL FOEREFRE T 2 LN

&)Dijﬂo

c ALY (ZEHEFAD)

o RAA U~ KRR

c BT L DIRKR A v E— U8

o SZAFE IR

c VAT ABRERELIIFEBT - T oA AL v F
s RAAL LT L OHIRAZBEH L £7,

« ZISHHIBOWIRE (5 HL)

o« N7 AKREE

s RAALSVTHEHT IR A Ta7r A1

B TILEEHIET—TIL
WDOFEN, SEERIET—T o= M) ZRLET,

xR 8:WAFET—TILDOTY G
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KA Conn. Rept. Min. Enforce
Limit Limit Prd. MX/DOM

(F 74 1) 500 L 1 RAA v

FR STV R A A OEGELIE 500, 1

& 72 V) OAZE R T IR

(F7 5L b) 500 ‘@L P ‘MMP

FRENTORVWRAL DA =L F— T =

A DB REERHIL 500, 1 B & 720 OZEHEK

VR A R

partner.com 10 ‘500 ‘60 ‘ RAAL

partner.com D3 XTD S — 7 = A 75 10 fH Oz

a3l 1 o ORRZAZE T 500




avo R sEh |
. Ny FRR

KAA>Y Conn. Rept. Min. Enforce
Limit Limit Prd. MX/DOM

101.202.101.2 500 L [0] MXIP

IP7 FLADIRE

Ny FRR

destconfig 2~ ROy FRAEMAT 5 & HERD CLI 2~ > ROF S TOMREE KITT
%iﬁ—o

« B LWsE SeiliE T — 7 v OVER

destconfig new <profile> [options]

BEAF DFESEHliEN T — 7 N Otk

destconfig edit <default|profile> [options]

BEAF D5 eI T — 7 L D EIER

destconfig delete <profile>|

sasehiliE = h U O—ERR

destconfig list]

1 OOSEHEFFITTNITO S Y OEEHOER

destconfig detail <default|profile|all>

BRI T — T A bd_XTo=y M 2R

destconfig clear|

T ANMNEDT—T VDA R— |k

destconfig import <filename>|

F—TNDT 7 A I~NDITT AR— |k

destconfig export <filename>|
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il - # L U destconfig T > b ') DIERL .

edit B L Pnew /Ny F a<w FTIE, BELEEFEZMHEAL TEEZRTZEICED, LFOA
T arO—HELIFITRTCERETCEET, HELRh oA T v a i, edit ZEH L
BEIEREINT, new 2 L72GE3T 740 MEICRESNE T,

concurrency limit=<int> - The maximum concurrency for a specific host.

concurrency limit type=<host|MXIP> - Maximum concurrency is per host or per MX IP.

concurrency limit apply=<system|VG> - Apply maximum concurrency 1is system wide or by
Virtual Gateway (tm) .

max messages_per connection=<int> - The maximum number of messages that will be sent
per connection.

recipient limit minutes=<int> - The time frame to check for recipient limits in minutes.

recipient limit=<int> - The number of recipients to limit per unit of time.

use tls=<off|on|require|on verify|require verify> - Whether TLS should be on, off, or
required for a given host.

bounce profile=<default|profile> - The bounce profile name to use.

bounce verification=<off|on> - Bounce Verification option.

15 : 7 L L\ destconfig T> ~ ') DYERK

WOHITIEL, BIFED destconfig =2 MV Z@EmICH I LET, & HIZ, R AA L partner.com D
FLWZ Y MU EERLET, 20O RALATOWTE, R KFAIRHERES 100, 60578720
DZAZHRIRN 50 IR ESNET, LN T, VAT AL R AL partner.com (2% L., 1

RFIIZ 100 2 B2 DB 2 LT, SOABADZEHEICA v E—VEEELEFA, ZONK
AL NINT AT T 7 A WTEID B THNT, TLS RETRE SN ET A, KEIC, &

BRI IS, ESNET,

mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> list

1
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Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Ooff Ooff (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> partner.com

Do you wish to configure a concurrency limit for partner.com? [Y]> y
Enter the max concurrency limit for "partner.com".

[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.
[60]1> 60

Enter the max number of recipients per 60 minutes for "partner.com".
[1> 50

Select how you want to apply the limits for partner.com:

1. One limit applies to the entire domain for partner.com

2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for
this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Throttled delivery to partner.com in the destconfig table

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl : N TATFAILE TLS BRFE

Z OFEITIE, KA A > newpartner.com {27 L destconfig =2 s U 5% E L7, TLS HFfw s
MEETT, Flo, ZOFITIE, FAA 2 bounceprl (U AF—~D/NNT R 707 7 A )LD
H (168 X—) &) LWH Ny X a7 5 A )L% KAA 2 newpartner.com ~D 3 =T
DEFA—NVEEIEHIND IR ELET,

mail3.example.com> destconfig

There is currently 1 entry configured.
Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.
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- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.

[1> newpartner.com

Do you wish to configure a concurrency limit for newpartner.com? [Y]> n
Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> n

Do you wish to apply a specific TLS setting for this domain? [N]> y

Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred(Verify)

5. Requlred(Verlfy)

[11>

You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there
is a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging setting for this

domain? [N]> y

Perform bounce verification address tagging? [N]> y

Do you wish to apply a specific bounce profile to this domain? [N]> y

Please choose a bounce profile to apply:

1. Default
2. New Profile
[1]1> 1

There are currently 2 entries configured.
Choose the operation you want to perform:
- SETUP - Change global settings.
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- DEFAULT - Change the default.
- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.
- IMPORT - Import tables from a file.
EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Req On Default
(Default) On Ooff Ooff (Default)

Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:

[1> all

newpartner.com

Maximum messages per connection: Default

Rate Limiting: Default

TLS: Required

Bounce Verification Tagging: On

Bounce Profile: Default

Default

Rate Limiting:

500 concurrent connections

No recipient limit

Limits applied to entire domain, across all virtual gateways
TLS: Off

Bounce Verification Tagging: Off

There are currently 2 entries configured.
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[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> enabled TLS for delivery to newpartner.com using demo certificate
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl EE THREEE]

ZOHITIR, A—ILENE S NV—T7 =7 P —Jexchange.example.com (ZAE v F > 79 %
B destconfig = b U B/ER L ET, ZONEY— A "HO HEHEEE] = ) 2EE
THZET, NI 747 BRI RT 2RRIFICIIEGELNR I N —T T =27 h— N2 A
2y N7 ENET, ZOBITE, 77 74T AL, WEZA—7 0 =7 H—n
exchange.example.com (Z%f L, 1 73[R 10 288 2 % [RIRFERE 2 fEr 83, 1000 28 2 525 H
WAy E—VEEELETA, NUVRA T 77 ALk TLS REITHRESINEEA,

mail3.example.com> destconfig

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.

[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com? [Y]> y
Enter the max concurrency limit for "exchange.example.com".

[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.
[60]> 1

Enter the max number of recipients per 1 minutes for "exchange.example.com".
[1> 1000

Select how you want to apply the limits for exchange.example.com:
1. One limit applies to the entire domain for exchange.example.com
2. Separate limit for each mail exchanger IP address

[11> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[11> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for this
domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
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- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> set up shock absorber for inbound mail

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl . 7 a—/\LERTE

{5 : DANE H7H~—

)

ZOBITIE., TLSEEHRO TLS 77— F B X OFFHAELZHRE L £9,

mail3.example.com> destconfig

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> setup

The "Demo" certificate is currently configured. You may use "Demo", but this will not
be secure.

1. partner.com

2. Demo

Please choose the certificate to apply:

[11> 1

Do you want to send an alert when a required TLS connection fails? [N]> n

FEFEALTLS EEOFE ML

OB TIL, R AA 2 newpartner.com DH LV destconfig =2 MU NEEINTWET, =
ZTIE. TLS #fend MEEAY) DANE ¥R — MRV ARSI TOET,

G

TLS Y AR—F 7L 3 U EZRBINLUTDANE 727 N2 EMNCTHLERHY 9,

mail3.example.com> destconfig
There are currently 1 entries configured. Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.
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[1> new

Enter the domain you wish to configure.[]> newparter.com

Do you want to configure a concurrency limit for newparter.com? [Y]>
Enter the max concurrency limit for "newpartner.com".

[500]>

Do you want to apply a messages-per-connection limit to this domain? [N]>
Do you want to apply a recipient limit to this domain? [N]>

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[11>

Do you wish to apply a specific TLS setting for this domain? [N]> y
Do you want to use TLS support?

No

Preferred

Required

Preferred - Verify

Required - Verify

Required - Verify Hosted Domains

o U1 b W N

[2]> 3

You have chosen to enable TLS.

Please use the 'certconfig' command to ensure that there is a valid certificate configured.
Do you want to configure DANE Support? [N]> y

Info:

If you configure DANE as 'Opportunistic' and the remote host does not support DANE,
opportunistic TLS is preferred for encrypting SMTP conversations.

If you configure DANE as 'Mandatory' and the remote host does not support DANE,
no connection is established to the destination host.

If you configure DANE as 'Mandatory' or 'Opportunistic' and the remote host supports
DANE,

it is preferred for encrypting SMTP conversations.

Please choose a DANE option:

1. No

2. Opportunistic

3. Mandatory

[2]> 2

Do you want to apply a specific bounce verification address tagging setting for this
domain? [N]>

BEDKRANDT 7T 4T 4 %=X LET,

WeE  Zoa<y R Tcommit] 1ZH0EH D FH A,
JIIGRAREM . T pa<wy NiEviy B— NRTCOMEHATEET,
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hoststatus

B2k

ERAE

1

NYF AR KR Zoa~vy RNy FEXREZVR—FLTWERTA,

mail3.example.com> hostrate

Recipient host:

[1> aol.com

Enter the number of seconds between displays.

[101> 1
Time Host CrtCncOut ActvRcp ActvRcp DlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

hostrate =~ > R&{&1E4 5121, Cul+C ZEH L E9,

HEDRA NG D AT —Z A2 BE L £,

MeE® : Z0a<y K2 Tcommit] 1ZMEH D FHA,
JIAREM  Zpavy Riiviy B— R TORMEATE £,
NYyFaAvo R Zoavwy NIy FEXREZTR—F L TOHERA,

mail3.example.com> hoststatus

Recipient host:
[]> aol.com
Host mail status for: 'aol.com'

Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up
Counters:
Queue
Soft Bounced Events 0
Completion

Completed Recipients
Hard Bounced Recipients
DNS Hard Bounces
5XX Hard Bounces
Filter Hard Bounces
Expired Hard Bounces
Other Hard Bounces
Delivered Recipients
Deleted Recipients
Gauges:
Queue

el eolNeolNelNell SHell
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Active Recipients 0
Unattempted Recipients 0
Attempted Recipients 0
Connections
Current Outbound Connections 0
Pending Outbound Connections 0
Oldest Message No Messages
Last Activity Fri Aug 8 11:04:24 2003
Ordered IP addresses: (expiring at Fri Aug 8 11:34:24 2003)
Preference IPs
15 64.12.137.121 64.12.138.89 64.12.138.120
15 64.12.137.89 64.12.138.152 152.163.224.122
15 64.12.137.184 64.12.137.89 64.12.136.57
15 64.12.138.57 64.12.136.153 205.188.156.122
15 64.12.138.57 64.12.137.152 64.12.136.89
15 64.12.138.89 205.188.156.154 64.12.138.152
15 64.12.136.121 152.163.224.26 64.12.137.184
15 64.12.138.120 64.12.137.152 64.12.137.121
MX Records:
Preference TTL Hostname
15 52m24s mailin-01l.mx.aol.com
15 52m24s mailin-02.mx.aol.com
15 52m24s mailin-03.mx.aol.com
15 52m24s mailin-04.mx.aol.com

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN: DNS FAILURE
(at Fri Aug 8 11:04:25 2003)

Virtual gateway information:

example.com (PublicNet 017):
Host up/down: up
Last Activity Wed Nov 13 13:47:02 2003
Recipients 0

example.com (PublicNet 023):
Host up/down: up
Last Activity Wed Nov 13 13:45:01 2003
Recipients

imageanalysisconfig

BILL]

ERAE

IronPort 4 A — Y AT O EEZHE L ET

MeE : oo~ KX lcommit] NHEETI,

avv R sEH |

JIGARER  Zpavy NI, TRTO~YE—R (IR Z, TA—F <= v) TF

HAc&Exd,
NYyF AT R: Zoa<wry RNy FEXREZSR—FLTWETA,
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1

mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

(First time users see the license agreement displayed here.)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[1> setup

IronPort Image Analysis: Enabled

Would you like to use IronPort Image Analysis? [Y]>

Define the image analysis sensitivity. Enter a value between 0 (least sensitive) and 100
(most sensitive). As sensitivity increases, so does the false

positive rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN range by entering
a value between 0 and 98. The default setting of 49 is

recommended.

[49]>

Define the range for a SUSPECT verdict. Enter the upper bound of the SUSPECT range by

entering a value between 50 and 99. The default setting of 74 is

recommended.

[741>

Would you like to skip scanning of images smaller than a specific size? [Y]>

Please enter minimum image size to scan in pixels, representing either height or width

of a given image.

[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect (50-74), Inappropriate (75+)

Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[r>

SATFALEORLEWIEREEA vE—OMID Esy X —EERRLET,

FEXE : ZDa~< 2 RIZ commit [TMLEH D FH A,
JIARER  ZDav L RiE~vyr TE— N TCORMEATEET,
NyF awrR: Zoa<wy REnNyITFEXEZSR—FLTWHWEREA,

ROBITIE, HWA vy E—VE2FIRLET,

mail3.example.com>

Async0S 12.0 for Cisco Email Security Appliances CLI ) 77 L X #i4 K (—EA) [}




. rate

rate

i

ERAE

1

oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from test02.com ([172.19.0.109]

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346Q@test02.com

A= DAN—Fy hEE=F LET,

B - 2o~ R lcommit] (THEHY FH A,

G ARER . Zpa<y Riivwyy T— RCOREHATEET,

NYF AR KR Zoa~y RNy FEXREZVPR—FLTWETA,

mail3.example.com> rate

Enter the number of seconds between displays.
[10]1> 1
Hit Ctrl-C to return to the main prompt.

Time Connections Recipients Recipients

In Out Received Delta Completed
23:37:13 10 2 41708833 0 40842686
23:37:14 8 2 41708841 8 40842692
23:37:15 9 2 41708848 7 40842700
23:37:16 7 3 41708852 4 40842705
23:37:17 5 3 41708858 6 40842711
23:37:18 9 3 41708871 13 40842722
23:37:19 7 3 41708881 10 40842734
23:37:21 11 3 41708893 12 40842744
~C

redirectrecipients

B2k
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Queue
K-Used
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A vt —T%, [devinull #5850 & T HZEM R AL ANV EA VT "D E, AvE—UnRKk
PNET, A—NVEZDLIRRAL AV FX ALY FLTH, CLIICES IR RINNEYE
o AvE—UHB VA VY NT LRI, ZEBR AL RNHD00E 5 D SMTP /LV— b % e
LTLEEW,

yex
ks
ER7E
AL ¢
1
resetcounters

B2k

ZDORAFNPERED SMTP A=V ZZFTEL X ICHHSNTWRWARA FEZITIP T
RLVRAZZEEZVZA VI bTDHE AvB—URANT AN, A—ANKDND RN
NV ET,

e . Zoa<r M2 lcommit] T4 EH D FH8 A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NyFaAv R Zoavwy NIy FEXREZ R —FLTHET,

redirectrecipients =~ > ROy FIRREMHEHT D & kO CLI 2~ ROTXTOHREL
FATTEET,
c T RTDA—NEPDRAMEILIP 7 RLRIZYV XA L7 FLET,

redirectrecipients host <hostname>|

WIZ, T_TD A —/L% example2.com ;" A MMV # A L7 b B0 R LET,

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not prepared to accept
large volumes of SMTP mail from this host

will cause messages to bounce and possibly result in the loss of mail.

Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y
Redirecting messages, please wait.

246 recipients redirected.

VAT LAHNDTRTCOAI X E )Y NLET,
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WEE : Z0a<y R lcommit] IZMEH D FH A,
JGARER . Zpa<y Riivwyy T— RCOREHRATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—FLTOHERA,

mail3.example.com> resetcounters
Counters reset: Mon Jan 01 12:00:01 2003

removemessage

Bk

ER7E

l

showmessage

BILL]

BEDA =V IDDAyE—UEERICHIBRLET,

removemessage 2~ N T, fF¥¥xa—, HalfT¥a—, 3% EF2—HNDORA v E—
VOBEHIFRTEE T, VAT LOREIZL ST, ZNO6DFXF2—ITANTT 77477
AvE—UNEENTORNEERH Y 7,

WEE : Zoa<y R Tcommit] ITMEH Y XA,
IS AREE . Zpa<wy NiIviy B— R TORFEHTXET,
NyFaAvo R Zoa<wr NIy FELSEZPR—F L THERA,

example.com>
removemessage
Enter the MID to remove.
[1>1
MID 1: 19 secs old
Received: from example2.com ([172.16.0.10217)
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing
Message-Id: <20070302035041.67424.53212@test02.com>
Remove this message? [N]> vy

BEINTEAYE—VIDDOAvE—VEAvE—VUARLEFERLET,
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1

mans

WEE : Zoa<y R lcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—F L TOERA,

example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old
Received: from example2.com([172.19.0.109])
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com
To: 4031l@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346@test02.com>
This is the message body.

showrecipients

Bk

ERAE

Ny FRER

Fa—HND A vE—T%Z(FH B A MlE 721X Envelope From 7 K L ABNZERT Hh, T
T@)( ‘)“‘Z**“/“i&%ﬂ? Ljﬁj«o

FEE : ZDa<y R Tcommit] ITMEH Y FH A,
JGARER . Zpa<y Riivwyy T— RCOREHATEET,
NyFaAv R Zoavwy NIy FEXREZ R —FLTHET,

showrecipients =~ > ROy FIRREMEHT 5 & kO CLI 2~ ROTXTOMREL FE
ITCEET,

s ZEHAFA MTOA vE— Y OBRR

showrecipients host <hostname>|

Envelope From 7 KL A TD X v &— T DR

showrecipients [sender options] <sender email>

R ? sender_option Z T £,
--match-case 7 N L A D= — 4555 D KT & /NCF-2 KBl LT —%,
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com

.com

com

com

.com

.com

com

.com

com

com

Subject
Testing
Testing
Testing
Testing
Testing
Testing
Testing
Testing
Testing

Testing

B »
s TRTDORA v E—VORHE
showrecipients all

15
mail3.example.com> showrecipients
Please select how you would like to show messages:
1. By recipient host.
2. By Envelope From address.
3. All.
[11> 3
Showing messages, please wait.
MID/ Bytes/ Sender/
[RID] [Atmps] Recipient
1527 1230 userl23456@ironport.
[0] [0] 9554@example.com
1522 1230 userl23456@ironport
[0] [0] 3059@example.com
1529 1230 userl23456@ironport.
[0] [0] 7284@example.com
1530 1230 userl23456@ironport.
[0] [0] 8243@example.com
1532 1230 userl23456@ironport
[0] [0] 1820@example.com
1531 1230 userl23456@ironport
[0] [0] 9595@example.com
1518 1230 userl23456@ironport.
[0] [0] 8778@example.com
1535 1230 userl23456@ironport
[0] [0] 1703@example.com
1533 1230 userl23456@ironport.
[0] [0] 3052@example.com
1536 1230 userl23456@ironport.
[0] [0] 511l@example.com

status

ER7E

1

FE® : Z0a<y K lcommit] 1ZM4EH D FHA,

JIGRAREM . Zpa<vy NiE, TR_RTO~YY Ly F— R (092 F, I—F <) T
HT&xET,

NyF awrR: Zoa<wy RNy ITFEXLEZSR—FLTOEREA,

mail.example.com> status detail

Status as of:
Up since:
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tophosts .

(12d 6h 37m 28s)
Last counter reset: Never
System status: Online
Oldest Message: No Messages
Feature - IronPort Anti-Spam: 1459 days
Feature - Incoming Mail Handling: Perpetual
Feature - Outbreak Filters: 1459 days
Counters: Reset Uptime Lifetime
Receiving
Messages Received 2 2 2
Recipients Received 2 2 2
Rejection
Rejected Recipients 0 0 0
Dropped Messages 0 0 0
Queue
Soft Bounced Events 0 0 0
Completion
Completed Recipients 0 0 0
Current IDs
Message ID (MID) 2
Injection Conn. ID (ICID) 0
Delivery Conn. ID (DCID) 13
Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 2
Messages In Work Queue 0
Kilobytes Used 184
Kilobytes Free 8,388,424
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

tophosts

BILL]

BIA =N F2—ICHTLBEOHRZIUG L. FEDOZEHRA MIEFEOME (F=2—0
KAL) BHD0E D DEHWT 52X, tophosts 2~ RZEH L £ 9, tophosts 2~ K
X, F2—HNO 20 DZEHEDOV A MERLET, VA NMI, 777 4 7%EE, BEH
. BfEHEAZEH., Y7 P ARNTAAL RN BEON— AT RAINTZEERE.
S F S ERBEHEFRINIC Y — P TEET,

ER7E

MEE : Z0a<y R lcommit] 1ZMEH D FH A,
IS RAREE . T Da<vy Niiviy B— R TCOMEHTXF9,
NYF AT E: Zoavwry RNy TFEXER— L TWERA,
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mail3.example.com> tophosts

Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Hard Bounced Recipients

5. Soft Bounced Events

[1]1> 1
Status

as of:

Hosts marked with '*'

the

BSw N o

pin
BA

EHRBRHOBOIAIZ AL OFRA M EFRLET,

R7i&

Recipient Host
* example.com
the.encryption.queue

.euqg.queue

Fri Mar 13 06:09:18 2015 GMT

were down as of the last delivery attempt.

the.euqg.release.queue

Active
Recip.

o O OoON

Conn.
Out

o O O O

Deliv.
Recip.

o O O o

MEE : ZOa<y RIZ lcommit] 1ZMEH D FH A,
JIRAFER . ZDa<v s Niivyry T N TOMEATEET,
ARV bk Zoavwy NIy FRAZSR—hLTHEEA,

INYTF

mail3.example.com> topin

Status

as of:

# Remote hostname
Imail.remotedomainOl.com

2 mail
3 mail.
4 mail.
5 mail.
6 mail.
7 mail.
8 mail
9 mail.

10 mail.

11 mail

12 mail.
13 mail.

14 mail

15 mail.
16 mail.

17 mail

18 mail.

.remotedomain0l

.remotedomain08

remotedomain03
remotedomain04
remotedomain05
remotedomain06
remotedomain07

remotedomain09
remotedomainlO
.remotedomainll
remotedomainl?
remotedomainl3
.remotedomainl4
remotedomainl5
remotedomainl6
.remotedomainl?
remotedomainl8

.com
.com
.com
.com
.com
.com
.com
.com

.com
.com
.com
.com
.com
.com
.com
.com
.com

Sat Aug 23 21:50:54 2003

Remote IP addr.
172.16.0.2

172.
172.
172.
172.
172.
172.
172.
172.

172.
172.
172.
172.
172.
172.
172.
172.
172.

l6.
l6.
l6.
l6.
l6.
l6.
l6.
l6.

O O O O O o o o

O O O O O OO O O -

l6.
l6.
l6.
l6.
l6.
l6.
l6.
l6.
l6.

R O 0o Jo U N

.11
.12
.13
.14
.15
.16
.17
.18
.19

listener

Incoming0O1l

Incoming02
Incoming0O1l
Incoming02
Incoming0O1l
Incoming02
Incoming0O1l
Incoming0O1l
Incoming0O1l
Incoming0O1l
Incoming01l
Incoming02
Incoming01l
Incoming0O1l
Incoming01l
Incoming01l
Incoming01l
Incoming02
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unsubscribe

BILL]

ERAE

1

unsubscribe .

19 mail.remotedomainl9.com 172.16.0.20 Incoming01 1
20 mail.remotedomain20.com 172.16.0.21 Incoming01 1

Ja— s VEEIEIEY A N EEHLET,

MeE : oo~ KX lcommit] NHEETI,

JGAREE . Zavy RiE, TRTOYET— R (WFRE, T—F =) Tff
ATxEd,

NyF avws R Zoavy Ry FELZR—FLTWEEA,

ZOFITIL, 7 KL R user@example.net 73 7 7 — LEMEE R Y X MBSV, AvyE—Y
BN— RN URAFTHEHITHEEDRESNET, 207 FLRIZEFEIND A vE—IEAN
TUASNET, BEOHEMIA vy E—VR AT AESET,

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as "@example.com"
or "user@" are allowed, as are IP addresses. Partial hostnames such as "@.example.com"
are allowed.

[1> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y
Would you like matching messages to be dropped or bounced?

1. Drop
2. Bounce
[1]1> 2

Global Unsubscribe is enabled. Action: bounce.
Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.
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workqueue

ait B

ER7AE

1

A\

avy R sEH |

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[r>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Added username “user@example.net” to global unsubscribe

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

(E¥H 2 — D BHEIE 2T — % 2% Fords LOEE LET,

MEE : Z0a<y R lcommit] 1ZMEH D FH A,
JSRARER . Zpa<wy Riiviry T— RTCOLMEATXET,
NYF AT E: Zoa<vwy RNy TFEXETR— L TWERA,

mail3.example.com> workqueue

Status: Operational
Messages: 1243
Manually pause work queue? This will only affect unprocessed messages. [N]> y

Reason for pausing work queue:

[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

GE)

HEDOANMERETT, HEE AT LG E, Bl % Toperator paused) & L TR 723Gk
ShET,

ROFITIE, V=7 Fa—PHRAINET,

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue? [Y]> y

Status: Operational

Messages: 1243

2RI TBEFEERYEFT—D Y—)L

ZZTIE, RO CLL 2=y RIZOWTEHH L9,
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etherconfig .

s etherconfig (195 ~—)

« interfaceconfig (196 ~<—71")
e nslookup (199 ~—<2°)

* netstat (200 ~X—3)

» packetcapture (200 ~X—73)
e ping (202 X—)

* ping6 (203 ~X—2)

s routeconfig (204 ~X—7)

« setgateway (206 ~~—73)

« sethostname (207 ~<—2)
* smtproutes (207 ~X—37)

s sslconfig (209 ~=X—7)

s sslv3config (211 ~=X—2)

s telnet (212 ~—2)

e traceroute (213 ~—37)

e traceroute6 (214 ~X—7°)

etherconfig

5ER
AT A THEE. NICXT U 7, VLANRTE. DSRETREDA —V Ry "RTEEITWVET,

ERAE
e Zoa<r Nk Tcommit] NS TT,
JITAZER  ZDAav Ly NiEv vy = R TORERTE X,
NYF AR Zoavy RNy TFERXE TR —FLTHERA,

l

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> vlan

VLAN interfaces:

Choose the operation you want to perform:

- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):

[1> 12

Enter the name or number of the ethernet interface you wish bind to:
1. Data 1
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. interfaceconfig

2. Data 2
3. Management
[11> 1

VLAN interfaces:

1. VLAN 12 (Data 1)

Choose the operation you want to perform:

- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> loopback

Currently configured loopback interface:

Choose the operation you want to perform:

- ENABLE - Enable Loopback Interface.

1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> mtu

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 default mtu 1500

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.
[1> pairl

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
[1> 12

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
11> 2

Please enter a non-default (1500) MTU value for the Data 2 interface.
[1> 1200

Ethernet interfaces:

1. Data 1 default mtu 1500

2. Data 2 mtu 1200

3. Management default mtu 1500

4. VLAN 12 default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

1>

interfaceconfig
tEA

AE =T 2 A AEHRELET, A1 X —T A A%, Wk, HIRTE £, FTP 2 A1
F=TNMZ L, IPT FLAZEREL, A —H Xy NPT FLRAEZRETETET,
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ER7AE

Ny FER

mans

WEE : ZOa< Kt Tcommit] 73BT,
JTARER . ZDavy NiIviry E— R TOMEATEET,
NYyF AT R Zoa<wr RNy FEKRLEZR—FLTWET,

interfaceconfig =~ > ROy FIEXZEH T2 &, 12RO CLI 2~ ROT X TORERER 52
ITTEET,

cHI LA U F—T = A ZADVERL

interfaceconfig new <name>

<ethernet interface>

<hostname>

--ip=IPv4 Address/Netmask

--ip6=IPv6 Address/Prefix Lenght]

[--ftp[=<port>]]

[--telnet [=<port>]]

[--ssh[=<port>]]

[--http] [=<port>]

[--https[=<port>]]

[--eug http[=<port>]]

[--eug_https] [=<port>]

[--ccs[=<port>]].

FTP is available only on IPv4.

A B —T A4 ZADHIFR

interfaceconfig delete <name>|
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Bl: 423 —T 14 ADEFE

mail.example.com> interfaceconfig

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)
Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
1> 1

IP interface name (Ex: "InternalNet"):

[Management] >

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>
IPv4 Address (Ex: 192.168.1.2 ):

[1.1.1.1]>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffffo0"):

[OxffEffEEE] >

Would you like to configure an IPv6 address for this interface (y/n)? [N]> n
Ethernet interface:

1. Data 1

2. Data 2

3. Management

[31>

Hostname:

[mail.example.com]>

Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?

[22]1>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Cluster Communication Service on this interface? [N]>
Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?

[80]1>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?

[443]>

Do you want to enable Spam Quarantine HTTP on this interface? [N]>

Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

Do you want to enable AsyncOS API (Monitoring) HTTP on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTP?

[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [N]> y
Which port do you want to use for AsyncOS API (Monitoring) HTTPS?

[6443]>
The "Demo" certificate is currently configured. You may use "Demo", but this will not
be

secure. To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the
secure service? [Y]>

You have edited the interface you are currently logged into. Are you sure you want to
change it? [Y]>

Currently configured interfaces:

1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>
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nslookup

B2LL]

ER7AE

1

nslookup .

nslookup 2=~ RZfifl9 % &, DNS OEZRETE £,

nslookup I~ RTIX, 77 T7A4 T VAN, BHELTWVWDDNS (RAAL YV F—L H—1
R) = NPOHHRARNEE P T RLREZfR L CRETEL 2 LAMRTEET,

% 9:nslookup AR KDY T)— R4 T

YT —DEAT BT
RALDA L H =Ry b 7 FLA

CNAME T A YT ZADEMDL R

MX A=) T AF =Ty

NS fBE LY = DOF—4 =

PTR ) =N =Ry b T RLADBEITIHA M, 5T
RO B OERITH DR A o H

SOA RAA D THERBAG) THH

TXT 7% A ME®R

B oo~ R lcommit] (TMHEHY FH A,

JIGRAREE . Zpavy NI, TRTOYI U E— R (592 %, TA—F <) Tff
HAT&Ed,

NYyFaAIVEF: Zoa<xwy RNy FELESR—FLTOERA,

mail.example.com> nslookup

Please enter the host or IP address to resolve.
[1> vm30esal086.1ibga

Choose the query type:

1. A
. AAAA
. CNAME
. MX

. PTR

the
the
the
the
the
the

host's IP address

host's IPv6 address

canonical name for an alias

mail exchanger

name server for the named zone

hostname if the query is an Internet address,

therwise the pointer to other information

SOA

2
3
4
5. NS
6
o
7
8. TXT

the
the

domain's "start-of-authority" information
text information

Async0S 12.0 for Cisco Email Security Appliances CLI ) 77 L X #i4 K (—EA) [}



B retstat

netstat

i

ER7GE

1

packetcapture

B2k
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(11> 2
AAAA=2001:420:54ff:££06::95 TTL=30m

netstat =~ > NZMEMT DL, *v hU—78HKE CERELURE) \ V=TT T—7
NV, BEOSESERAY N =7 A 2 —T = A AFEHEREFRTEET, ZON—V=
YTCIETARTOFEBY R — FSNDDTTERNI LIERE LTI ZE W, KT, -a, -A,
g, -m, -M, N, sIHHTEXETA, ZOavy REA ¥ T77T 47 £— RCOET%
L LTWDH7e, netstat # A LT TLAR— hOMRE 5 ODF T a U HIEIRTE
FT, T, Vv RAVTEHA U F—T oA AL FROMRLIRETE T,

WeE  Zoa<y R Tcommit] 1Z0EH D FH A,
JIRAFER . ZDa<v s Niivyry T R TOMEATEET,
NYyFaAIVER : Zoavry RNy FEXESR—FLTWVERA,

example.com> netstat

Choose the information you want to display:
1. List of active sockets.

2. State of network interfaces.

3. Contents of routing tables.

4. Size of the listen queues.

5. Packet traffic information.

[1]1> 2

Select the ethernet interface whose state you wish to display:
1. Data 1

2. Data 2

3. Management

4. ALL

(1> 1

Show the number of bytes in and out? [N]>
Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop
Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>

netstat 2~ R&EHEHTIHE, oy NUV—T78F ERBLORE) . V=T 47 T—
T, BIOREESERR Yy NI =0 A U F—T = A AWFHIEREERTEET, ZD—
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ER7E

1

mans

Va rTEHITRTOFENRIR— FENDIDTTEHRNZ LIZERE LTSN, FFiT, -a,
A, g, -m, -M, N, s |ZEATEERA, ZOa~v NEIA X T7 77T 47 F—RTOE
TZHBE LTWADT2®, netstat Z ASJLTERTLAR— FOXIRE S ODOF T2 a3 o HigR
TEET, T, Vo RAUTDHA U F—T oA ALLFROMBLIEETEET,

MEE : ZDa<y RIZ lcommit] 1ZMEH D FH A,

JIAAER  Zoa<w Nt T R_RTO~Y U EF—F (P TRF, J—7, =) T
HTx£9,

NYyF AT R Zoa<wr NIy FEREZR—F L THWERA,

mail.example.com> packetcapture
Capture Information:

Status: No capture running
Current Settings:

Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.
- SETUP - Change packet capture settings.

[]> start
Success - Packet Capture has started
Capture Information:
File Name: C100V-421C73B18CFB05784A83-BO3A99E71ED8-20150312-105256.cap
File Size: 0 of 200M
Duration: Os
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.

[1> stop
Success - Packet Capture has stopped
Capture Information:
File Name: C100V-421C73B18CFB05784A83-BO3A99E71ED8-20150312-105256.cap
File Size: 24 of 200M
Duration: 10s
Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:

- START - Start packet capture.

- SETUP - Change packet capture settings.

[]1> setup

Enter maximum allowable size for the capture file (in MB)

[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will
be started and the older capture data will be discarded.)

[N]>

The following interfaces are configured:
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ping

BILL]

ER7GE

1

avv R sEH |

1. Management
2. ALL
Enter the name or number of one or more interfaces to capture packets from, separated
by commas (enter ALL to use all interfaces):
[2]1>
Select an operation. Press enter to continue with the existing filter.
- PREDEFINED - PREDEFINED filter.
- CUSTOM - CUSTOM filter.
- CLEAR - CLEAR filter.
(>
Capture settings successfully saved.
Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[r>

ping A~ REMHHATEHE, TTITATUADLFR Yy hU—7 RA M~OfiaT A hT&E
ij‘o

TeE  Zoa<r R lcommit] IZMNEHD FH A,

JIARZEH  ZDav RiEvy = R TORMEHATEE T, EHIC, Z0a<wr Kignm
TAUVIRA N (—=Fhar Ao Lizvyy) TOMEFATEET, ZDa~vr REERATH
IZIZ, B—H)L T A VAT AT I BEATEALERHY 3,

NYyF AIVER : Zoavy RNy TFEXEZSR—FLTWVERA,

mail3.example.com> ping

Which interface do you want to send the pings from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 1

Please enter the host you wish to ping.

[1> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (

X.X.X.X

): 56 data bytes

64 bytes from 10.19.0.31: icmp seq=0 ttl=64 time=1.421 ms
64 bytes from 10.19.0.31: icmp seg=1 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp seg=2 ttl=64 time=0.118 ms
64 bytes from 10.19.0.31: icmp seq=3 ttl=64 time=0.115 ms
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ping6 .

64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
64 bytes from 10.19.
~C

--- anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
~C

.31: icmp_seg=4 ttl=64 time=0.139 ms
.31: icmp_seg=5 ttl=64 time=0.125 ms
.31: icmp_seg=6 ttl=64 time=0.124 ms
.31: icmp_seg=7 ttl=64 time=0.122 ms
.31: icmp_seg=8 ttl=64 time=0.126 ms
.31: icmp_seg=9 ttl=64 time=0.133 ms
.31: icmp_seq=10 ttl=64 time=0.115 ms

O O O O o o o

ping6

B2k

ER7E

l

GE)

ping 2~ REKTT 521X, Cul+C ZEHATLHILERH Y £7°,

IPv6 295 %y U —2 KA M ping ZFATLET

e 2o~ R lcommit] (TMEHY FH A,

JIAREH . ZDav RiZ~wy BT — R TORMERATEEYT, BT, Z0avr Nign
TALVKRAN (=R ersAf o Lizvwy) TOMERATEET, Zoavr F2MiHT+5
I, B—HL T2 AN AT AT IV BEATEXLMLENDY £9,

NYyF AR Zoa<wy RNy FERXREZ P R—FLTWWERA,

mail.example.com> ping6
Which interface do you want to send the pings from?

1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
[11> 1

Please enter the host you wish to ping.
[1> anotherhost.example.com
Press Ctrl-C to stop.

GE)

ping6 2~ R&EKTT5I1TiE, Cul+C =2FEH L E7,
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routeconfig

B2LL]

ER7E

Ny FRER

avv R sEH |

routeconfig I~ > R&fEHTHE, TCPAP N T 7 4 v 7 DAZT 4 v 7 v— R &{E. L.
HIfRC&Ed, 774V MTIEX, b7 7 4 vV ldsetgateway 2~ > RTEHEINTZT 7 4/L b
HP— U= A BHTA—T 1 7 SHET, 7272 L, AsyncOS TIRHFFEDFESE~DL—F 1
7 HARETY,

= NI, =y 7 x—n GRAD) | s, BEIOS = v =A THEKShET, F—FU=
A (FZARKYT) 1 101127 EDIPT RLVATY, SEEITKROWTNNTRY £,

«IP 7 LA (192.168.14.32 72 &)

« CIDR RFEIC L D2V 7Ry Mo & Z1E, 192.168.5.0/24 1% 192.168.5.0 7)*© 192.168.5.255
EFTHDITACHY M=/ BREEKRLET,

IPv6 7 KL ADEEIX, OB EHEHTEET,

*2620:101:2004:4202::0-2620:101:2004:4202::ff
* 2620:101:2004:4202::
*2620:101:2004:4202::23
*2620:101:2004:4202::/64

Zoavwy RTIE, BEREESNTWA TCPIP L— FD U A MREREINDHDT, FI1 D
Jb— FZEIR L Cedit BX WNdelete V7o~ REfFEHTE£7,

e Zoa~< 2 i lcommit] NVNETY,
JIALER . ZDavy Riiviry T— R TOMEATE £,
NYF aIV R Zoawy Ry TFBERXEhR—F L TWET,

smtproutes 2~ > ROy FIRRAMHT 5 L, /RO CLI =2~ & FOFT N TOMREZ ETT
EET, = NMIIPVA T FLRAETZIXIPV6 7 FLAD EL L ZMHT 20 & @R TE £7,

« AHXT 4 v 7 — hOVERL :

routeconfig new 4|6 <name> <destination_address> <gateway ip>

£ 10: routeconfig D 3|41

51% Bl

416 Toawy REBEBATAIPOX— 3 (IPvd £7-13 IPv6) . clear
EERELEGAB L Opint Z45E LG, 2047 T a VITEKA]
BT, I~y RigmFoNN—T g @IS ET,
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1

51% Bl

name N— kDAL,

destination_address | {5 1P N7 7 1 v 7 OFAIZHET HIP T KL AE/ZXCIDR 7 K
LA,

gateway ip IDRNT T4 7 DRERETHIPT KLXA,

« AET 4 v — b OFREE

routeconfig edit 4|6 <name> <new name> <destination address> <gateway ip>|

AET 4 w7 )b— FOHI: :

routeconfig delete 4|6 <name>|

TRCDOAXT 4 v 7 b— FOHIE :

routeconfig clear [4]6]

CAXT 4T — b DO—EHT

routeconfig print [4]6]

mail3.example.com> routeconfig
Configure routes for:

1. Ipv4
2. IPv6
[11>

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeNet

Please enter the destination IPv4 address to match on.

CIDR addresses such as 192.168.42.0/24 are also allowed.

[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:
[1> 192.168.14.4

Currently configured routes:

1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4
Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>
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setgateway

B

ER7AE

1

avv R sEH |

mail3.example.com> routeconfig
Configure routes for:

1. IpPv4
2. IPv6
[11> 2

Currently configured routes:

Choose the operation you want to perform:

- NEW - Create a new route.

[1> new

Please create a name for the route:

[1> EuropeIPv6Net

Please enter the destination IPv6 address to match on.

CIDR addresses such as 2001:db8::/32 are also allowed.

[1> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to 2620:101:2004:4202::/6:
[1> 2620:101:2004:4202::23

Currently configured routes:

1. BEuropeIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

setgateway 2~ > R TCTiL, X7 v haA—T 4 V7 T5ELEIRATEIT 74V DX A b
Ry 7EFHELET, B (F 740 FTERY) 7 — b U = A1, routeconfig =~ > NA&f#
ML THRELET,

He® : Zoa<y Rt Tcommit] 2AH43ETI,

JGAREE . Zoavy RiE, TRTOYEFT—F (WFREZ, T—F, =) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection to be
interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

mail3.example.com> commit

Please enter some comments describing your changes:

[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT
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sethostname

B2LL]

ERAE

1

smtproutes

B

ER7E

sethostname .

RANAIL, CLIZR 7 N CURT L&#HBIT2BBICER SNE T, BREMAR A A
1T HVENRH Y £, sethostname 2T~ Rif, EX— /N BXa2 VT4 T T4 T AD4L
BiZEBELET, FHFA A ML, commit 2~ RERITLTHID THENZ Y £9°,

MeE : oo~ KX lcommit] NHEETI,

JGAREE . Zoavwy RiE, TRTOY U ET—F (WFREZ, T—F <) Tff
ATxEd,

NyF avwrs R Zoavy Ry FELZR—FLTWEEA,

oldname.example.com> sethostname
[oldname.example.com] > mail3.example.com
oldname.example.com>

KA NLOERZBNCT DML, commit 2~ REATNTAHLENRDHD T, FmARMD
EREMETDHE, CLIZa 7 MIHLWEA MBRERINET,

oldname.example.com> commit

Please enter some comments describing your changes:

[1> Changed System Hostname

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

KDL ITHLWERA MR T a7 MFERENET,

mail3.example.com>

KR8 A A Rk 2R E L E T,

e Zoa~r R lcommit] NNETT,

JIGRARER - Zpavy NE, TRTOYyET— R (o2, TA—F <) Tff
HT&xET,

NyF avws R Zoavy RNy FEAZ SR —FLTWETS,
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1

avv R sEH |

smtproutes 2 v > ROy FIRREEHT 5 &, 12RO CLI 2~ ROT X TORERER FT T
TET,

« B LU SMTP /L— k DERR

smtproutes new <source> <destination> [destination] [destination] [...]

« BE{F D SMTP /L — k OHIlFR

smtproutes delete <source>|

SMTP )V —FD U A DI VT

smtproutes clear

SMTP /b— F®D U R SO

smtproutes print

eSMTP/L— FD YU ZX DA VR— K

smtproutes import <filenames>|

SMTP /L — DU A DT T AR— |

smtproutes export <filenames>|

WROFITIL, smptroutes =2~ > FZfEH LT, KAA > example.com ® relayl.example.com,
relay2.example.com, 33 &2 U8 backup-relay.example.com ~D/L— (= 7)) Z{ERK L iﬁ‘
SEA DT T A AV T 4 HFRET DI, /pri=# 2L ET, #1215 0 ~ 65535 DEERE
£, fEAX %wi8f§4ﬁ)74iﬁ<ﬁwi¢of?%ﬁ)74%hﬁbﬁwﬁé\?
TNV D OICRESNET,

(systemsetup =~ > KD FELTHE, InboundMail X7V v 7 U A F—%FETDH L XICF L~ >
VU T EERLTWAEERH D Z LITEE LT ZEN, )

mail3.example.com> smtproutes

There are no routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- IMPORT - Import new routes from a file.

[1> new

Enter the domain for which you want to set up a permanent route.
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sslconfig .

Partial hostnames such as ".example.com" are allowed.

Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.
Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)
records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com
Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.

- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

- CLEAR - Remove all routes.

[1>

sslconfig

B2LEL]

TTIAT L ADSSLRTELEIREE T,

GE)  FIPS 1402 ¥l — R CH—RBI ORI T4 T DAY v FIFEETEEH A,

ER7AE

WEE : Zoa< 2 RiL lcommit) NHLFLTY,

HSABER . Zpa~vy NI, T_XTO-Y L F—R (FTFRE, ITA—F, w2 v) T
ATxE7,

NYF ATV EF: Zoa<xy RNy FERXEZS R —FLTWEFA,

1

mail.example.com> sslconfig

sslconfig settings:
GUI HTTPS method: tlsvl 1tlsvl 2
GUI HTTPS ciphers:
AES128
AES256
! SRP
!AESGCM+DH+aRSA
! AESGCM+RSA
!aNULL
Inbound SMTP method: tlsvl 1tlsvl 2
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B »

Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> gui

Enter the GUI HTTPS ssl method you want to use.
1. TLS v1.0

2. TLS vl1.1
3. TLS v1.2
4. SSL v3
[2, 31> 1

Enter the GUI HTTPS ssl cipher you want to use.
[AES128:AES256: !SRP: ! AESGCM+DH+aRSA: ! AESGCM+RSA
sslconfig settings:
GUI HTTPS method: tlsvl O
GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Inbound SMTP method: tlsvl 1tlsvl 2
Inbound SMTP ciphers:
AES128
AES256
I'SRP
' AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Outbound SMTP method: tlsvl 1ltlsvl 2
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL

: 1aNULL] >
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sslv3config

BILL]

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

[1> inbound

Enter the inbound SMTP ssl method you want to use.
1. TLS v1.0

nter the inbound SMTP ssl cipher you want to use.
AES128:AES256: ! SRP: ! AESGCM+DH+aRSA: ' AESGCM+RSA: 'aNULL] >
sslconfig settings:
GUI HTTPS method:
GUI HTTPS ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Inbound SMTP method:
Inbound SMTP ciphers:
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
Outbound SMTP method:
Outbound SMTP ciphers:
ECDH+aRSA
ECDH+ECDSA
DHE+DSS+AES
AES128
AES256
I'SRP
! AESGCM+DH+aRSA
AESGCM+RSA
'aNULL
'eNULL

2. TLS v1.1
3. TLS v1.2
4. SSL v3
(2, 31> 2

E

[

tlsvl 0

tlsvl 1

tlsvl 1ltlsvl 2

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.
[r>

(>

TTIA T ADSSLVI REEZBNEITEN L ET,
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avv R sEH |
B &mrz

ERAE
WEE : Zoa< 2 Rk lcommit) NHAFETI,

JSREEE: Coavr R, TRTCOVY U E—R (FFRAY, IJ—T wvr) Tff
HTEEd,

NYF AR R Zoa<wy RNy FERXETR—F L THEEA,
151
WP, =2 K 2—YREEIC% LT SSLv3 B4 2 FiEEZ TR L TWET,

mail.example.com> sslv3config
Current SSLv3 Settings:

UPDATER : Enabled
WEBSECURITY : Enabled
EUQ : Enabled

LDAP : Enabled

Choose the operation you want to perform:

- SETUP - Toggle SSLv3 settings.

[1> setup

Choose the service to toggle SSLv3 settings:
1. EUQ Service

2. LDAP Service

3. Updater Service

4. Web Security Service

[11>

Do you want to enable SSLv3 for EUQ Service ? [Y]>n
Choose the operation you want to perform:

- SETUP - Toggle SSLv3 settings.

11>

telnet

B1LL]

ERAE
M€ Z oo~ K lcommit] (THEHY FH A,

JIARER  ZDa<vy RiE~v vy B R TOMEATEET, IHIT, Z0avr Nign
TAVEAN (=Bl Lizvvy) TOMEFATEEST, ZDa~vr REFEHATDL
IZiZ, B—HIL T7 A VAT ATV BEATEALERHY 3,

NyF awrRN: Zoa<wy NNy ITFEXEPR—FLTWEREA,
151

mail3.example.com> telnet
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traceroute

i

ER7AE

1

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4., PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 3

Enter the remote hostname or IP.

[1> 193.168.1.1

Enter the remote port.

[25]> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.

Escape character is '~]'.

traceroute .

traceroute 1~ REATHE, TTITA T U AMLIPVAEZERT 2Ry U —27 R A b~
DR T AR LT, Xy I =2 DRy FICET V=T 4 T OREET Ny /T&F

D

FeE  Zoa<r R lcommit] IZMNEHD FH A,

DSRARAER . Z0av  NIvy = RTOMEFATEET, &HIZ, 2o~y Nidn
TAVIRA N (—=Fhnar A Lizvyy) TOMERATEET, ZDa~vr REERATH

IZiZ, B—H)L T7 A VAT AT I BEATEALERHY 3,
NyF avws/ R Zoavy MRy FEXREZSR—FLTHERA,

mail3.example.com> traceroute
Which interface do you want to trace from?
1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 1
Please enter the host to which you want to trace the route.
[1]> 10.1.1.1
Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway
(192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname
(10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>

AsyncO0S 12.0 for Cisco Email Security AppliancesCLI ') 7 7 L > R A4 K (—fR&A)




. traceroute6

tracerouteb

B2LL]

ERAE

1

avv R sEH |

traceroute6 2~ R&aEHTHELE, 7T IAT U ANLIPV6 2Ty NU—7 K
A M~DOERiET AN LT, X hT—7 Ok y ATV —T 4 V7 ORMEE Ty 7T
=FET,

Fe® : Za<y K2 lcommit] 1ZMEH D FHA,

DISREAEE . Z0a<w L Rii~wy vy EF— R TORMEFATEEY, EHIC, Zoa~<wr Fiin
TALVHRAN (—FpRal A Li-~vyy) TOMEATEXEST, Z0avwy REFHT 5
Wi, a—HIL 77 AV VAT AT IV BATEDALERDHY £9°,

NyF avwrs R Zoavy Ry FELZ R —FLTWEEA,

mail.example.com> traceroute6
Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
[11> 1

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.

connect: No route to host

vml0esa0031l.ga> tracerouteb

Which interface do you want to trace from?

1. Auto
2. DI (2001:db8::/32: example.com)
[11> 2

Please enter the host to which you want to trace the route.
[1> example.com
Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25c8:1946) from 2001:db8::, 64 hops
max, 12 byte packets
sendto: No route to host
1 traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1

ToORILAYT T4IL73

ZZTHL KO CLL vy RIZon Tl LET,

« outbreakconfig (215 ~<X—3)
« outbreakflush (216 ~_—7°)
« outbreakstatus (216 ~=*—73°)
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outhreakconfig

B2k

ER7E

1

outbreakconfig .

* outbreakupdate (217 ~<—73)

outbreakconfig 2~ R&ZMToHL, TURNT LA T4 NV FHEEARETCEET, 2
Da<wy REfALTROT 7 v arzETTExd,

T UNTVAY T4 NEETa—r I, F—T NI LET,

T HTT AT N—IDAX Y oA =T M LET,

CAXX T DHT T ANDERYA REZRELET (A XEf NTANTHZ LICER

LTLEEW)

T URNTVLAT TANEDT T— e X—7 M LET,

cURL DX T %A X —T NI LET,

e . Zoa<2 K lcommit] MBI TI,

JIGAREM . Zoa<w s RiE, TRTCO~Y U ET—R (U592 F, IJ—F <~ v) T
HATx%,

NyF aw s F:Zoavwy RNy FERXRE P R—FLTWWERA,

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1> setup

Outbreak Filters: Enabled

Would you like to use Outbreak Filters? [Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.
Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?

[524288]1>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
Logging of URLs 1is currently disabled.

Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1>
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outbreakflush

B2LL]

ERAE

l

outhreakstatus

B8

ER7GE

1
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Xy o2 ENTWEIRERAEL—LEZ YT LET,

Fe® : Za<y K Tcommit] 1ZMEH D FHA,

avy R sEH |

JGARER . Zpa<y Riivwyy T— RCOREHATEET,
NYF AT R Zoa~vy RNy FEXREZ P R—F L TWETA,

mail3.example.com> outbreakflush

Warning - This command removes the current set of Outbreak Filter Rules, leaving your

network exposed until the next rule download.

Run "outbreakupdate force" command to immediately download Outbreak Filter Rules.

Are you sure that you want to clear the current rules?

Cleared the current rules.
mail3.example.com>

[N]> vy

outbreakstatus 2~ Rid, [RPLT 4 VHREL A X —T NN T DB E I ), BAENL—IL,
HAEDO LEVWMEZR L, BT A VA EBEDHAEDRELF R LET,

Mg oo~ R lcommit] (TMHEHY FH A,

JSAREH . Zpavy REvlry BF— R TORFEHATXET,
NYyFaAIVEF: Zoavwy Ry TFELESR—FLTWVERA,

mail3.example.com> outbreakstatus
Outbreak Filters: Enabled

Component Last Update
CASE Core Files 26 Jan 2014 06:45 (GMT +00:00)
CASE Utilities 26 Jan 2014 06:45 (GMT +00:00)
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00)
Threat Outbreak Outbreak
Level Rule Name Rule Description

Version
3.3.1-005
3.3.1-005
20140126_063240
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outbreakupdate .

5 OUTBREAK 0002187 _03 A reported a MyDoom.BB outbreak.
5 OUTBREAK 0005678 00 This configuration file was generated by...
3 OUTBREAK 0000578 00 This virus is distributed in pictures of...

Outbreak Filter Rules with higher threat levels pose greater risks.
(5 = highest threat, 1 = lowest threat)

Last update: Mon Jan 27 04:36:27 2014

mail3.example.com>

outbreakupdate

R
CASEL—LBIRT Yy a7 ORIRFEHZER LET,

ERAE

MeE - oo~ R lcommit] (THEH FH A,

JIGALER  ZDa<vr Ridv v B— R TORMEATEET, IHIT, Z0avwr Nign
TAY RARN (—FRal A Lirviy) TOLEHTEET,

NYyFaAIV R Zoavwy Ry FEXLEZSR—FLTHERA,
151

elroy.run> outbreakupdate
Requesting updates for Outbreak Filter Rules.

R1) —0iE A
ZIZTHEH. OCLL awy RIZOWTCHA L £,

« dictionaryconfig (218 ~—<)
s exceptionconfig (221 ~X—72)
s filters (222 ~X—737)

s policyconfig (224 ~—73")

s quarantineconfig (246 ~—1)
s scanconfig (248 ~X—7)

» stripheaders (251 ~—7Y7)

s textconfig (252 ~—3)

Async0S 12.0 for Cisco Email Security Appliances CLI ) 77 L X #i4 K (—EA) [}



. dictionaryconfig

avv R sEH |

dictionaryconfig

B2LL]

ERAE

1

FTa4oaF) DER

Ta47vat ) D2

aTFUY F 4 aFVERELET,

M : Zoa< KX lcommit] 2NHHEETY,

JSRABEM . Zpavy NI, TR_RTOYrET—F (UPFREZ, TA—F, <) T
ATxEd,

NyF avwrs R Zoavy RNy FEAZ S R—FLTWEEA,

dictionaryconfig -> new ZfiHl L C7 ¢ 7+ a5V Z{ER L. dictionaryconfig
-> delete L CTF 1 7 v aF U EHIBRLET,

example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> HRWords

Do you wish to specify a file for import? [N]>
Enter new words or regular expressions, enter a blank line to finish.
<list of words typed here>

Currently configured content dictionaries:

1. HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> delete

Enter the number of the dictionary you want to delete:
1. HRWords

(1> 1

Content dictionary "HRWords" deleted.

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1>

ZofFITIE, HEE lcodename) ZE e [secret words) & WO LAFIOHF LWT 427 v aFUN
B snEdT, 7427 a TV aANLIED, edit->settings 7 a~> REFEHLT, 747
v a TV NOHEEDORIF & /N FORJIRLHIER A OB A2 ER L E T,
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mail3.example.com> dictionaryconfig

No content dictionaries have been defined.

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.

[1> secret_words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.
codename

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> settings

Do you want to ignore case when matching using this dictionary? [Y]>
Do you want strings in this dictionary to only match complete words? [Y]>
Enter the default encoding to be used for exporting this dictionary:

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]1>

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.
[1>

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1>

mail3.example.com> commit
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Please enter some comments describing your changes:

[1> Added new dictionary: secret_ words

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

T4 ar oA vR—+

WROFITIL, dictionaryconfig =~ RZfH LT, profanity.txt 7 ¥ A b 7 7 A JLIND
84 {5 > FH5E % Unicode (UTF-8) & LCT « 7+ a7V profanity IZA AR — F LET,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.
[1> profanity

Do you wish to specify a file for import? [N]> y
Enter the name of the file to import:

[1> profanity.txt

Enter the encoding to use for the imported file:
1. US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

21>

84 entries imported successfully.

Currently configured content dictionaries:
1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

W J oy U b W

T402aF)DITHYRKR—F

ROBITIX, dictionaryconfig 2~ R&MH LT, secret words 7 4 7 > a2+ U &7 %
A 7 7 A )V secret_words_export.txt (7 AR— K LET,

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret words
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[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret_words_export. txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret words

[1>1

Choose the operation you want to perform on dictionary 'secret words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:

[1> secret words_export.txt

exceptionconfig

Bk

ER7AE

1

exceptionconfig =~ N& CLI T2 2 LI2k V., NAAL IS T —T VEAERT
xFEJ, ZoOHITIE, E A=/ 7 KA ladmin@zzzaaazzz.com] % KA A ST —T 2
BML, AU —% TAllow) I[ZRELET,

MeE : oo~ KX lcommit] NHFETI,

ISRBEM . Zpavy N, TR_RTOY >y F—F (P59 R&, TA—F <) T
HATxE7,

NyF avws/ R Zoavwy RNy FEXREZSR—FLTHERA,

mail3.example.com> exceptionconfig

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
[1> new
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. filters

Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> mail.partner.com
Any of the following passes:
- @[IP address]
Matches any email address with this IP address.
- @domain
Matches any email address with this domain.
- @.partial.domain
Matches any email address domain ending in this domain.
- user(@
Matches any email address beginning with user@.
- user@domain
Matches entire email address.
Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> admin@zzzaaazzz.com
Choose a policy for this domain exception:

1. Allow
2. Reject
[11> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

[1>
filters

B7LL]

A= F T g U EBRELET,

EARAE
EE : Zoa<r N Tcommit] NHLETT,
JIALER . ZDavy FiIviy F— RTOREFTE LT,
NyFAIUER: Zoavr IRy FELEF AR — ML TWEREA,

151
O, fiter I~ REFEHL T3 2OFH LWT 4 v & 2EELE T,

c WD T 4 NV F DAFHIIL, big_messages TJ, Z4LId body-size /L —/LZfEH LT, 10MB
FOVREVWAyE—VE Ry T LET,

2FDODT 4NV F DAL, no_mp3s TT, i attachment-filename /L—/L A ffi L
T, .mp3 7 7 A WMLIRF PR 7 7 ANV E B A vy =% Fry P LET,

«3F/EDDT 4 VZ DOAFHIEL, mailfrompm T3, ZiUE mail-from /L— /L ZEH LT,
postmaster@example.com 7> 5 D A — /L% F X THH-X, administrator@example.com 7 7 A
YR A=Ky av—EERLET,
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filter -> list¥ 7 a~< RaHHL, 74 NFDIVRANERRLT, TA4NENT 7T 4
TTHNTHDHZ EZMRLET, RIZ. move 7 a~r REFEHRLT, W EEBDOT 4
NEDMEEANEFELET, HEIC, BEEHEEL TNV ZERIIZLET,

mail3.example.com> filters
Choose the operation you want to perform:
- NEW - Create a new filter.
- IMPORT - Import a filter script from a file.
[1> new
Enter filter script. Enter '.' on its own line to end.
big_messages:

if (body-size >= 10M) {

drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop () ;
}

1 filters added.
Choose the operation you want to perform:
- NEW - Create a new filter.
- DELETE - Remove a filter.
- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file
- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.
- LIST - List the filters.
- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.
[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“postmaster$")

{ bcc ("administrator@Rexample.com") ;}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
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- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.
[1> l1list

ZEFEBANFERITEEES—RADORY) —5HELET,

WEE : Zoa<y Rt lcommit] 2SMLET,

JIGARER . Zpa<v s RNt ¢RTO~Y U F— K (FT7A%Z, I—7F, <) TfF
ATxE7,

NyF awrR: Zoa<wy RNy TFEXLEZYR—FLTWHWEEA,

c FEEA—NFEIZY =¥ Ry hT—TDEA—LTHDHEHEN SN AYyE—Y
Z Ry T E5EER) —D1ER (243 2—)

BT — L DR Y —DERR (226 <—)

e V=T Y S F—LDRY —DOERE (228 X—)

« scan_for confidential = > 7 > 7 4 VX OIERL (230 =—)

*no mp3s B L Wex employee 27 2 7 4 VX DFERL (233 ~—2)

HEEORY) kT DT Y T4 E DA F—T Ml (237 =)

« T 7 )V FDREERY =D DLP R — (241 <—)

¢ ANA AybE—TER Ry L, BEERDLWANRA A=V T — AT T 55K
FBA—I R —DERK (224 <—)

cAMP TV VNI LS TAF Y UARREL LT —7 ENTZA v = VR 0HETEERY
—DFRE (244 R—2)

AN AYyE—FFOvT L, BEHEEEHLLWRNALA AYE—SFTF—hA TTE3BEA—IL R O—OERK

Z OHITIX, policyconfig->edit->antispam V7 a2~ REEH LT, T 7 4/ FOFEA—L
RY —DANLKEREERELET (ZNERURENET AN EX2VT 4 v F—
VX HREO GULICHH Y £T) .

e 9. AL LE LTHHEHESNIZA ve—D T =04 TOXMENLRA S, Fey
TENET,

c ANDDENRDH DA v E—VET —IATHE LRV ET, ZOXIRA BT,
quarantine.example.com & VN 9 H— T A A =L ST ANARREIC B EE S NVET,
24T OYEEAIZ T ¥ A b [quarantined: possible spam] 2B M &AL, T DL S REED LW A v
& — UIZ1E X-quarantined: true & V9 FFRll7e~ v X —BMENE T, 2O F U AT,
FHEBIOZ Y Ra—WIIREECTR VN E ) D EMHR T, FEFIINLEIDS U Teb
LWASNLAD L EVWEZHETE £7,
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ZRL Ay t—CF ROy TL, BHEEDLVRRL * v t—S57—n1 IT2HEA—L KU s—ofi [

RBIZ, BRZHEELET,

mail3.example.com> policyconfig
Would you like to configure Incoming or Outgoing Mail Policies?

1. Incoming
2. Outgoing

11> 1
Incoming Mail Policy Configuration
Name Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail:|Content Outbreak
————————————————————————— Protection: -—————----| Filter: Filters:
DEFAULT| Ironport |[Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:|Advanced Malware|Graymail:|Content Outbreak
————————————————————————— Protection: —-———-——————| Filter: Filters:
1| DEFAULT| Ironport |Mcafee N/A N/A Off Enabled
Enter the name or number of the entry you wish to edit:
(1> 1
Policy Summaries:
Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject

Anti-Virus: Off

Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1> antispam

Choose the operation you want to perform:

- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy
[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:

What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]> 90

. DELIVER

DROP

. BOUNCE

. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?

(Disables all policy-related actions)
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[1]1> 2

Do you want to archive messages identified as spam? [N]>

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED spam:
1. DELIVER

2. DROP

3. BOUNCE

4. TIRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> y

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED spam?
[11> 1

What text do you want to prepend to the subject?

[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> y
Enter the name of the header:

[1> X-quarantined

Enter the text for the content of the header:

[]> true

Anti-Spam configuration complete

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1>

Name: |Anti-Spam:|Anti-Virus: Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -—————----| Filter: Filters:
DEFAULT| Ironport |[Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> configured anti-spam for Incoming Default Policy
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

RFEF—LDRY) —DYER

Incoming Mail Policy Configuration
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Name Anti-Spam:| Anti-Virus:| Advanced Malware |[Graymail:|Content Outbreak
————————————————————————— Protection: -———-—-----| Filter: Filters:
DEFAULT| Ironport |Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new

Enter the name for this policy:
[1> sales_team

Begin entering policy members.
Username entries such as joe@,
entries such as @.example.com,
Enter a member for this policy:
[1> ldap(sales)

Please select an LDAP group query:

1. PublicLDAP.ldapgroup

11> 1

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support?
Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[901> 90
1. DELIVER
2.

3.

4.

The following types of entries are allowed:
domain entries such as @example.com, sub-domain
LDAP group memberships such as ldap (Engineers)

[Yl>y

DROP
BOUNCE
IRONPORT

What do you

[11> 2

Do you want to archive messages identified as spam? [N]> n

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam

threshold?

[50]> 50

The following configuration options apply to messages identified as SUSPECTED

spam:

1. DELIVER

2. DROP

3. BOUNCE

QUARANTINE
want to do with messages identified as spam?

4. IRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?
[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> n
1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED
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spam?

[1]1> 3

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n
Anti-Spam configuration complete

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> y

Would you like to enable Outbreak Filters for this policy? [Y]> ¥y

Use the policy table default? [Y]> y

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:|Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: ——————————| Filter: Filters:
sales team IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

1>

Wiz, =7V F—h BADE A—NZEHE) ORIV —EERL, dwg 771
NeT T RNTVLAYT T4 VH A%y OXMBRIMNIRELET,

IVOZTI)UT F—LDORY) —DER

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak
————————————————————————— Protection: -———-——-—-|Filter: Filters:
sales teaml IronPort |Default Default Default Default Default
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters
- CLEAR - Clear all policies

[1> new

Enter the name for this policy:
[1> engineering
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Begin entering policy members. The following types of entries are allowed:

Username entries such as joe@, domain entries such as @example.com, sub-domain entries
such as @.example.com,

LDAP group memberships such as ldap (Engineers)

Enter a member for this policy:

[1> bob@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[11> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> fred@example.com

Is this entry a recipient or a sender?
1. Recipient

2. Sender

[11> 1

Add another member? [Y]> y

Enter a member for this policy:

[1> joe@example.com

Is this entry a recipient or a sender?
1. Recipient

2. Sender

[11> 1

Add another member? [Y]> n
Would you like to enable Anti-Spam support? [Y]> y

Use the policy
Would you like
Use the policy
Would you like
Use the policy

table default?

[Yl> y

to enable Anti-Virus support? [Y]> y

table default?

[Yl>y

to enable Outbreak Filters for this policy? [Y]> y

table default?

[Y]> n

Would you like to modify the list of file extensions that bypass

Outbreak Filters? [N]> y

Choose the operation you want to perform:
- NEW - Add a file extension

[1> new

Enter a file extension:

[1> dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass Outbreak Filter

dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1>

Incoming Mail Policy Configuration

processing:

Name: Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak

————————————————————————— Malware -———-------| Filter: Filters:
Protection: | = | ---------- | ---——---——-

sales_team|IronPort |Default Default Default Default Default
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engineering| Default Default Default Default Default Enabled

DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[r>

W, [Zfg A— "3 R Y 2 — (Incoming Mail Overview policy) 17— 7 /L T 5 3 5D
BlLwnwarsoy 7o v B EERLET,

CLI TiX. policyconfig =~ > RO filters 7 a~> NiX [ZEa 7Y 7 4 /L4 (Incoming
Content Filters) [GUI ~— Y L [A UHREZ R D E T, CLITar 7Y 7o VFZ 2{ET 5 &
XL, save M7 a~vy REMHLTT 4 v Z Z{#-1F L. policyconfig 2~ > RIZJR D MEEH
HYET,

F 9, scan for confidential = > 7 > 7 4 L H BAEKR L E T,
scan_for_confidential 23 > 7> 7 4 L2 DERL

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:|Advanced Graymail:|Content Outbreak
————————————————————————— Malware -—————----| Filter: Filters:
Protection: | = |---------— | o-o-o—————-
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:
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- NEW - Create a new filter
[1> new
Enter a name for this filter:
[1> scan_for_ confidential
Enter a description or comment for this filter (optional):
[1> scan all incoming mail for the string 'confidential'
Filter Name: scan_ for confidential
Conditions:
Always Run
Actions:
No actions defined yet.
Description:
scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action
1> add
. Condition

[

1

2

[

1. Message Body Contains
2. Only Body Contains (Attachments are not scanned)
3. Message Body Size
4. Subject Header

5. Other Header

6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address

14. Envelope Recipient in LDAP Group

15. Envelope Sender Address

16. Envelope Sender in LDAP Group

17. Reputation Score

18. Remote IP

19. DKIM authentication result

20. SPF verification result

11> 1

Enter regular expression or smart identifier to search message contents for:
[1> confidential

Threshold required for match:

[11> 1

Filter Name: scan_for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

No actions defined yet.

Description:

scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1. Condition
2. Action
[1]1> 2

1. Bcc

2.
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. Redirect To Alternate Email Address
. Redirect To Alternate Host

. Insert A Message Tag

. Strip A Header

3
4
5. Insert A Custom Header
6
7
8

. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments
11. Drop Attachments
12. Drop Attachments
13. Drop Attachments

By Name
By MIME
By File
By Size

Type
Type

14. Send To System Quarantine
15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)
18. Bounce (Final Action)

19. Skip Remaining Content Filters

20. Encrypt (Final Action)
21. Encrypt on Delivery
22. Skip Outbreak Filters check

[1]1> 1

Enter the email address (es)

[1> hrRexample.com

to send the Bcc message to:

(Final Action)

Do you want to edit the subject line used on the Bcc message?

Enter the subject to

use:

[$Subject]> [message matched confidential filter]

Do you want to edit the return path of the Bcc message?
Filter Name: scan_ for confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bce ("hr@example.com",

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description
- ADD - Add condition or action
- DELETE - Delete condition or action

- SAVE - Save filter
1> add
. Condition
Action
2
cc

1]

w Vv

. Notify

. Redirect To Alternate Host
. Insert A Custom Header
. Insert A Message Tag

. Strip A Header

. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments

By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size
14. Send To System Quarantine
15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)
18. Bounce (Final Action)

19. Skip Remaining Content Filters

20. Encrypt (Final Action)

[l AsyncOS 12.0 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)

[
1
2

[
1
2
3. Redirect To Alternate Email Address
4
5
6
7
8

(Final Action)

[N]> n

[N]> y

" [message matched confidential filter]")
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21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]1> 14

1. Policy

[11> 1

Filter Name: scan for confidential

Conditions:

body-contains ("confidential"™, 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")
quarantine ("Policy")

Description:

scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'
Choose the operation you want to perform:

- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1>

no_mp3s & & U ex_employee 2T > 7 4 JLE DYERL

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> no_mp3s

Enter a description or comment for this filter (optional):
[1> strip all MP3 attachments

Filter Name: no_mp3s

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition

. Action

11> 2

Bcc

Notify

Redirect To Alternate Email Address

2
[
1
2
3
4. Redirect To Alternate Host
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5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check
[1]1> 12

Enter the file type to strip:
[1> mp3
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Do you want to enter specific text to use in place of any stripped attachments?[N]> n

Filter Name: no_mp3s

Conditions:

Always Run

Actions:
drop-attachments-by-filetype ("mp3")
Description:

strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for confidential: scan all incoming mail for the string 'confidential'

2. no mp3s: strip all MP3 attachments
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1> new

Enter a name for this filter:

[1> ex_employee

Enter a description or comment for this filter
[1> bounce messages intended for Doug
Filter Name: ex employee

Conditions:

Always Run

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition

2. Action

(optional) :
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[1]1> 1

Message Body Contains

Only Body Contains (Attachments are not scanned)
Message Body Size

Subject Header

Other Header

Attachment Contains

Attachment File Type
Attachment Name

Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address
14. Envelope Recipient in LDAP Group
15. Envelope Sender Address

16. Envelope Sender in LDAP Group
17. Reputation Score

18. Remote IP

19. DKIM authentication result
20. SPF verification result

O J o U wN

e}

[11> 13

Enter regular expression to search Recipient address for:
[1> doug

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

No actions defined yet.

Description:

bounce messages intended for Doug
Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
- ADD - Add condition or action
DELETE - Delete condition or action
[1> add
. Condition

1
2
[
1
2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 2

Enter the email address(es) to send the notification to:
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[1> joeRexample.com

Do you want to edit the subject line used on the notification? [N]> y
Enter the subject to use:

[1> message bounced for ex-employee of example.com

Do you want to edit the return path of the notification? [N]> n

Do you want to include a copy of the original message as an attachment to the
notification? [N]> y

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joel@example.com", "message bounced for ex-employee of
example.com")

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
1> add

[
1
2
[
1
2. Notify

3. Redirect To Alternate Email Address

4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)

20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]> 18

Filter Name: ex employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joel@example.com", "message bounced for ex-employee of
example.com")

bounce ()

Description:

bounce messages intended for Doug

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action
- SAVE - Save filter
[1> save
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Defined filters:
1. scan_for confidential: scan all incoming mail for the string 'confidential'
2. no_mp3s: strip all MP3 attachments
3. ex_employee: bounce messages intended for Doug
Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter
- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

(1>

BEOKY S—iT 53070y 70804 7—T e |

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak
————————————————————————— Malware -————-----| Filter: Filters:
Protection: | = | ---------- | --------—--
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters
- CLEAR - Clear all policies

[1>

BEORYO—IZ®RT 22TV T4ILE2DAR—TILE

WITRTDIE, 9 —ERY) I —FAX—T I LT —EHORY > —DarsoY 7 4 2717

JEARX—=TNWITT D HIETT,

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: |Content Outbreak
————————————————————————— Malware -——-——-———-| Filter: Filters:
Protection: | = |-=-=m----- | mmmmmmm———-
sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Off Enabled
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Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

avv R sEH |

- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware ——————————| Filter: Filters:
Protection: | = |-=m-—mmm—— oo
L|sales_team|IronPort |[Default Default Default Default Default
2.| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled
Enter the name or number of the entry you wish to edit:
[1> 3
Policy Summaries:
Anti-Spam: IronPort - Drop
Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.

Anti-Virus: McAfee -
Graymail Detection:
Content Filters: Off
Outbreak Filters: Enabled. No bypass extensions.
Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off,
[1>1

1. Active scan_for confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off,
[1> 2

1. Active scan_for confidential

2. Active no_mp3s

3. ex_employee

Enter the filter to toggle on/off,
[1> 3

1. Active
2. Active

Scan and Clean

Unsubscribe - Disabled

scan_for confidential
no_mp3s

or press enter to finish:

or press enter to finish:

or press enter to finish:
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3. Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:

(1>
Policy Summaries:
Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Enabled. Filters: scan_ for confidential, no_mp3s, ex employee
Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware -——-—-————| Filter: Filters:
Protection: | [ ---------— | o-m————————
sales_team|IronPort |Default Default Default Default Default
engineering| Default Default Default Default Default Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Graymail:|Content Outbreak
————————————————————————— Malware ————————-——Filter: Filters:
Protection: | = |--m=m————— | -—————————=
L|sales_team|IronPort |Default Default Default Default Default
2| engineering| Default Default Default Default Default Enabled
3| DEFAULT Ironport |Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to

edit:
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Policy Summaries:
Anti-Spam: Default
Anti-Virus: Default
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Graymail Detection: Unsubscribe - Default
Content Filters: Default

Outbreak Filters: Enabled. Bypass extensions: dwg
Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy (Disables

- ENABLE - Enable Content Filters policy

actions)

[1> enable

1.

2. no_mp3s

3. ex_employee
Enter the

[1>1

1. Active

2. no_mp3s

3. ex_employee
Enter the

[1> 3

1. Active

2. no_mp3s

3. Active ex_employee
Enter the

[1>

Policy Summaries:
Anti-Spam: Default
Anti-Virus: Default

Graymail Detection:

scan_for confidential

filter to toggle on/off,

scan_for confidential

filter to toggle on/off,

scan_for confidential

filter to toggle on/off,

Unsubscribe

or press enter to

or press enter to

or press enter to

- Default

all policy-related

finish:

finish:

finish:

Content Filters: Enabled. Filters: scan for confidential, ex employee

avv R sEH |

Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:

- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- FILTERS - Modify filters

(>

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Graymail: | Content Outbreak

———————————————————————— Malware -———-—-————| Filter: Filters:
Protection: | = |--=m-mm-m— | o-mmm——————
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sales_team|IronPort |[Default Default Default Default Default
engineering| Default Default Default Default Enabled Enabled
DEFAULT Ironport |Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies
[1>

\}

GE)

ZOCLLITIE, fxDORY =T L WarT oy 7 4 2 28T HREITH D A,
filters %7 =< > K CIX, policyconfig 2~ KD 1 2OH 77 arhbdT_XTOarsy
YV T4 NNEEERTHZLIZRDET, EDH, ZOF|TIL drop large attachments DI
AL TWET,

FTIHILEDEER)O—DODIPKRY o —
WIZ, T4V EORERY L —TDLP RY v —% A F—T W T D5 HEEZRLET,

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 2

Outgoing Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:| Advanced Malware| Graymail:|Content Outbreak DLP:
————————————————————————— Protection: -———------| Filter: Filters: -]
DEFAULT| N/A N/A N/A Off Off Off Off

Choose the operation you want to perform:

- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
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Name: |Anti-Spam:|Anti-Virus:|Advanced Graymail: [ Content Outbreak DLP:

————————————————————————— Malware -——----—-——|Filter: Filters: -
Protection: | = |-------m-— fo-mmmm—mo— o

1| DEFAULT| N/A N/A N/A Off Off Off Off

Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Off

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:

- ENABLE - Enable DLP policy

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
(1> 1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files
Enter the policy to toggle on/off, or press enter to finish:

[1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1> 3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip
Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
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- DLP - Modify DLP policy
[r>

—JEEA—IILFEFY—2FIL RV R T—ODEA—ILTHEIEHN SN A vE—F KOy T EBER) O—
DYERL

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 1

Incoming Mail Policy Configuration

Name Anti-Spam:| Anti-Virus:|Advanced Malware |Graymail:|Content Filter:lOutbreak
————————————————————————— Protection: e [ttt Filters:
DEFAULT| Of £ N/A N/A Off Off N/A
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name Anti-Spam:| Anti-Virus:| Advanced Malware |Graymail: |Content Outbreak
————————————————————————— Protection: -——-—-—-————|Filter: Filters:
1| DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Anti-Spam: Off

Graymail Detection: Off

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1> graymail

Choose the operation you want to perform:
- ENABLE - Enable Graymail policy

[1> enable

Begin Graymail configuration

Do you want to enable Safe Unsubscribe? [N]> y

Do you want to perform Safe Unsubscribe action only for unsigned messages (recommended)?
[Yp>

Do you want to enable actions on messages identified as Marketing Email? [N]>

Do you want to enable actions on messages identified as Social Networking Email? [N]> y

1. DELIVER

2. DROP

3. BOUNCE

What do you want to do with messages identified as Social Networking Email?
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11> 2
Do you want to archive messages identified as Social Networking Email? [N]>
Do you want to enable actions on messages identified as Bulk Email? [N]> vy
1. DELIVER
2. DROP
3. BOUNCE
What do you want to do with messages identified as Bulk Email?
11> 2
Do you want to archive messages identified as Bulk
Graymail configuration complete.
Policy Summaries:
Anti-Spam: Off
Graymail Detection: Unsubscribe - Enabled
Social Networking mails : Drop
Bulk mails : Drop
Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- GRAYMAIL - Modify Graymail policy
- FILTERS - Modify filters
[1>

Email? [N]>

AMP T U ULk 2TAF Y UREEELELTY— SN AvE—CF MBI HEER) O—DRE

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[11> 1

Incoming Mail Policy Configuration

Content Filter:

Advanced Malware
Protection:

Anti-Spam:| Anti-Virus: Outbreak

Filters:

Graymail:

DEFAULT| Of £ N/A Off Off N/A

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit

Anti-Spam:

Anti-Virus:

Advanced Malware
Protection:

Graymail:

Content
Filter:

Outbreak
Filters:

=

DEFAULT| Of £ N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Advanced Malware Protection: Malware Action - drop ,
deliver , Rate Limit Unscannable Action - deliver ,

Available Unscannable Action - deliver ,

Message Error Unscannable Action -
AMP Service Not

File Analysis Action - Deliver , Mailbox Auto
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Remediation (MAR) - Disabled
Content Filters: Off
Outbreak Filters: Off

Choose the operation you want to perform:

- OUTBREAK - Modify Outbreak Filters policy

- ADVANCEDMALWARE - Modify Advanced Malware Protection policy
- FILTERS - Modify filters

[1> advancedmalware

Choose the operation you want to perform:

- EDIT - Edit Advanced-Malware protection policy

- DISABLE - Disable Advanced-Malware protection policy (Disables all policy-related
actions)

[1> edit

Begin AMP configuration
Do you want to enable File Analysis? [Y]>

Do you like the system to automatically insert an X-header with the anti-malware scanning
results? (Recommended for trouble-shooting) [Y]>

Unscannable Message Handling

Current actions to take if any of the attachments could not be scanned due to message
errors:

- WARNING: Delivering Unscannable due to Message Errors messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to message errors? [N]> yes

Current actions to take if any of the attachments could not be scanned due to rate limit
hit:

WARNING: Delivering Unscannable due to Rate Limit messages normally

- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"

- Archiving copies of the original message.

Do you want to edit the actions for Unscannable Message due to rate limit hit? [N]> yes

Current actions to take if any of the attachments could not be scanned due to AMP Service
not available:
- WARNING: Delivering Unscannable due to AMP Service Not Available messages normally
- Prepending subjects with " [WARNING: ATTACHMENT UNSCANNED]"
- Archiving copies of the original message.
Do you want to edit the actions for Unscannable Message due to AMP Service not available?
[N]> yes

Bl - [ZEHEA (From) 1Ny 4 —DEBEEDERE

OB TIE, policyconfig > match headers fBEICNEN. Y7 o~ REHEH LT, 777947
ATHERBRBIOREA vE—VERET D200, [ZZHA (From) | A vE—Y N~y X —D
EFRNAAI 25 E L ET,

maill.example.com > policyconfig

Would you like to configure Incoming Mail Policy or Outgoing Mail Policies or
Match Headers Priority?

1. Incoming Mail Policies
2. Outgoing Mail Policies
3. Match Headers Priority
[1]1> 3
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Match Headers Priority Configuration
Priority: Headers:

Pl Envelope Sender

Choose the operation you want to perform:
- ADD - Add match priority for headers

- EDIT - Edit an existing match priority for headers

- REMOVE - Remove an existing match priority for headers

[1> add

Choose headers for priority 2
Add header "From" Header:

1. Yes
2. No
[11> 1

Add header "Reply-To" Header:

1. Yes
2. No
[1]1> 2

Add header "Sender" Header:

1. Yes
2. No
[1]1> 2

Match Headers Priority Configuration

Priority: Headers:
Pl Envelope Sender
P2 "From" Header

quarantineconfig

B7LL]

ER7AE

l

VAT LD EZBE L £,

feE : Zoa<r N Tcommit] BNHETT,

G ARER . Zpa<wy Riivwyy B— RCOREHATEET,

NYyFaAv R Zoavry NIy FEXREZSR—F L TOHERA,

mail3.example.com> quarantineconfig
Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages
1 Outbreak 3,072 0.0 1
2 Policy 1,024 0. 497
3 Virus 2,048 empty 0

2,048 MB available for quarantine allocation.

Retention
12h
10d
30d
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Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.
[1> new

Please enter the name for this quarantine:

[1> HRQuarantine

Retention period for this quarantine.
'minutes'.):

[1> 154

1. Delete

2. Release

Enter default action for quarantine:
[11> 2

Do you want to modify the subject of messages that are released because
"HRQuarantine" overflows? [N]>

Do you want add a custom header to messages that are released because
"HRQuarantine" overflows? [N]>

Do you want to strip all attachments from messages that are released

because "HRQuarantine" overflows? [N]>

Do you want default action to apply automatically when quarantine space fills up?
Currently configured quarantines:

(Use 'd' for days or 'h' for hours or 'm' for

[Yyp>

# Quarantine Name Size (MB) % full Messages Retention Policy
1 HRQuarantine 1,024 N/A N/A 15d Release
2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 30d Delete

(N/A: Quarantine contents is not available at this time.)
1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

2—HFOBIETLIEMIC Yy 2F D NI &2 5 &, 2—VFERPRB S, =—W
VA RNEEHRTEET, 2LV, REELEICET2MMOERIZE % 72 < THIRBExT LT
BEO2—FEBEMEITHIRTEET, =2—PEHRE 7 > a b CRBEOR E A H1T
HI2iE, Zo7r 7 b ([]») TEnter L ET,

GE)

VAT LRI A N A= P ELEAR—F 2= ERER STV S5 EIE. 22—~k
HECKTT 27 7 B ADM G2 RERSHET,

bREE D —4 U R MZIX, Operators 27 /L — 7" £ 721X Guests 7 /L — 2@ T 52—V 72115
FNFET, Administrators 7 /L— T NO 2 —HF L, FIZFREECK L TTRXTOT 7 & AHER A FF
HEF, 2= VR NEEFHTH L XL, TXTOLNL—F/F A b 2—W N9 TRk
Da—HF Y2 MIEENTWDEES. NEW 2~ RIIMERART & 20 £, FEEC, Hiko
WL T D —YREE LA2WEEA . DELETE =i~ > RI#EAART & 7220 £,
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scanconfig

B2LL]

ERAE

1

Y

avv R sEH |

774NV DAFY > R —%HELET,

M : Zoa< KX lcommit] 2NHHEETY,

JIGAREMR T pa<vwy NI, TRTOY U EFT— R (OTRE, TA—F <= r) Tff
HATxET,

NyF awrRN: Zoa<wy RNy IFEXRER—FLTWET,

ZOFITIL, scanconfig 2~ RTUTD/NT A —=F 2 ELET,

s video/*, audio/*. image/* ® MIME % A ZIAX v 7 EINFET (AT U VT AF ¥ &
nNEEA) ,

« XA MERTE (HROR) T4 THRN T 7 AT, BRK10 LV ETAT Yy &h
1, (F7HLMI5 L)

s AX X VENDIRMNT 7 ANDERKRT A XX, 25MBTY, ZHEDKEWT 7 A uidd
RCAXy7INET, (F7+/NVMEISMB) .

s RX2 AU NDAXT =N AXT Yy INET,

T T ANDAF Y DEA LT T NI, 180 ITHRE SN E T,

c AX X UINBRDPOTETMN T 7 AT, RN =B LW ERRShET, (T
7 4V EOEE)

« TL—2 TF A ORI MIME % A 7D plain/text % 7213 plain/html #5531 & 5 7E &
NTWARWEAIEL, ASCII = 22— RMEH &£,

GE)

[assume the attachment matches the search pattern] % (Y] IZERETH &, AF ¥ TRV A >
VA=Y T4 AH =T o Tue EFHMIIS N ET, U kD, FEEIC—HK
LBWA =Y 0RERE, THEAOEBENBRETLZZENHVET, ZOXH5BAyE—
ik, arTUYNRELL AF Y TERNENSBEBTHRESLTWE L, ZORET
DLP A % ¢ I3 S E A,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

DELETE - Remove an entry.

SETUP - Configure scanning behavior.

IMPORT - Load mappings from a file.

EXPORT - Save mappings to a file.

PRINT - Display the list.
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- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[]> setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.
Choose one:

[2]1> 2

Enter the maximum depth of attachment recursion to scan:

[5]> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> y

Enter the attachment scanning timeout (in seconds):

[30]> 180
If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the

search pattern? [N]> n

If a message could not be deconstructed into its component parts in order to remove
specified attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[11>

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11> 1

Scan behavior changed.

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

O ~J oy Uk wDN

[1> print

1. Fingerprint Image
2. Fingerprint Media
3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*

Bl : RXYOTELRWVWAYE—DDA A E—D0EBT7H 3 0DEKRTE

&@{ﬁjfﬂi\ scanconfig > setup A¥ ]\%{ﬁﬁﬁ L. ﬁ%1¢774ib@?ﬁimilﬁ%ﬂﬁ L7272
12, AT UV AF Yy FIC Lo TAF Y U ENBVWA v E—VDA v =BT Vg Uk
AL, BRELET,
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mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED. Choose the
operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.
-[]>SMIMEsetup- Configure S/MIME unpacking.
[] > setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.

Choose one: [2]>

Enter the maximum depth of attachment recursion to scan: [5]>

Enter the maximum size of attachment to scan: [5242880]>

Do you want to scan attachment metadata? [Y]>

Enter the attachment scanning timeout (in seconds): [30]>

If a message has attachments that were not scanned for any reason (e.g.

because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]>

In case of a content or message filter error, should all filters be bypassed? [Y]>
Assume zip file to be unscannable if files in the archive cannot be read? [0]>

If a message could not be deconstructed into its component parts in order

to remove specified attachments, the system should:

1. Deliver

2. Bounce

3. Drop

[11>

Configure encoding to use when none is specified for
plain body text or anything with MIME type plain/text or plain/html.

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)
11. Japanese (Shift-JIS (X0123))
12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[1> Do you want to enable actions on unscannable messages due to an extraction failure?
y/n [Y]> Yes

1. Drop Message

2. Deliver As Is
3. Quarantine
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B2k

ER7E

1

stripheaders .

Action applied to original message: [2]> 2

Do you want to deliver mail to an alternate mailhost ? [N]> yes

Enter the mailhost to deliver to: []> mail.example.com

Do you want to redirect mail to an alternate email address ? [N]> yes

Enter the address to deliver to:
[1> user@mail.example.com

Do you want to add a custom header? [N]> yes
Enter the header name: []> Unscannable Messages

Enter the header content:
[1> Actions taken on Unscannable Messages

Do you want to modify the subject? [N]> yes

1. Prepend
2. Append

Select position of text: [1]> 1

Enter the text to add:
[ [WARNING: UNSCANNABLE EXTRACTION FAILED]]> [WARNING: UNSCANNABLE FILE EXTRACTION FAILURE]

HIfRT DA v = Ao =DV A MEEHRELET,

MEE : Z0a<y Kt Tcommit] 2AMHEETI,

JIAAER  Zoa<vw Nt I R_RTCO~ U EF—F (P TRF, J—T, =) T
HTxE9,

NyF awy R Zoavwy FEsSy FRREFR—F LT EEA,

mail3.example.com> stripheaders

Not currently stripping any headers.
Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[1> setup

Enter the list of headers you wish to strip from the messages before they are delivered.
Separate multiple headers with commas.
[1> Delivered-To

Currently stripping headers: Delivered-To

Choose the operation you want to perform:
- SETUP - Set message headers to remove.
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textconfig

i

ER7AE

1
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(1>

mail3.example.com>

DLP, "YU A BEE{bLiBEMEEZD, TUoFIVANATIT—h T T L—h AvbE—T%
EHIE, BAT L — R lDOTXA N ) V=R AR ELET,

MeE : oo~ KX lcommit] NHFETI,

JGAREE  Zoavwr RiE, TRTOSY U E—R (WTREZ, T—F <) Tff
ATxEd,

NyF avws R Zoavwy MRy FELXEZSR—FLTHERA,

textconfig -> NEWZiH L CT7F* A M U Y —R%Z/E L., textconfig > delete %
HHLTTF AN U Y —2%HIBRLET,

mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
[1> new

What kind of text resource would you like to create?
. Anti-Virus Container Template

. Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template
. Message Disclaimer

Encryption Notification Template (HTML)
Encryption Notification Template (text)
Notification Template

[1]1> 5

Please create a name for the message disclaimer:
[1> disclaimer 1

Enter the encoding for the message disclaimer:
1. US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11>

Enter or paste the message disclaimer here. Enter '.' on a blank line to end.

W J o Ul b W

O J oy U bW
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This message was sent from an IronPort(tm) Email Security appliance.

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:
[1>1

Message disclaimer "disclaimer 1" has been deleted.
Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

[1>

textconfig -> EDIT Z{iH L TBEfFDOT XA KN VY —REZEHLET, = a— &%

HL2Y, #RLETIFANY Y —ZADOT7TF A MEEBLIZY TEET,

TERNYY—ZADA ViR—

TXANT 7 ANETHFARNY Y —=AL LTA AR —FT 5T, textconfig -> IMPORT
EHEHLET, A VAR—=FTDTXFAN T 7 AN, TF T4 7 A LD configuration 7 « L

7 FUIAFET DR ENH Y £,

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> import

What kind of text resource would you like to create?
1. Anti-Virus Container Template

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notlflcatlon Template

[11>
Please create a name for the notification template:
[1> strip.mp3files

Enter the name of the file to import:

[1> strip.mp3.txt

Enter the encoding to use for the imported file:
1. US-ASCII

[ list of encodings ]

[1]1>

Notification template "strip.mp3files" created.
Current Text Resources:
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1. disclaimer.2.message (Message Disclaimer)
2. strip.mp3files (Notification Template)
Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

(1>

THFAMYY—RDIY RAER—F

TXARNVY—=RAZTHARN T 7 AL LTZ AR— T 5T, textconfig -> EXPORT
EEHALET, 7TXA N T 7 A NIE, T T4 T A O configurationT 4 L7 b U IZ/ER S
NET,

mail3.example.com> textconfig

Current Text Resources:

1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)
Choose the operation you want to perform:
- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.
- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1> export

Please enter the name or number of the resource to export:
[1> 2

Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:
1. US-ASCII

[ list of encoding types ]

[11>

File written on machine "mail3.example.com" using us-ascii encoding.
Current Text Resources:

1. footer.2.message (Message Footer)

2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

- LIST - List configured resources.

[1>

Ox>J&E75—+
ZZTIE, D CLI 2= RIZHOWTHBH L9,

s alertconfig (255 ~<X—71)
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alertconfig

B2k

ER7GE

alertconfig .

« displayalerts (256 ~~—1")
s findevent (257 ~—73°)

s grep (259 ~X—7)

s logconfig (260 ~X—73)
s rollovernow (266 ~X—37)
 snmpconfig (267 ~X—7)

o tail (269 ~X—3)

EFA—NVTIT—FERELET,

e o< KX lcommit] NHFETI,

JIGAREE  Zoavwr RiE, TRTOSYE—R (WFREZ, T—F, <) Tff
ATxEd,

NyF avws/ R Zoavwy MRy FELXEZSR—FLTHERA,

Bl #HLWT S5 — FDIERK

ZOBTIEH, FHLWT 7 — F2{EH  (alertadmin@example.com) % ERK L. H K Critical T
HDH, VAT AL N—RU=T BILXOT ALV NI NN—_RZANKBEEOT 77— M EZITED X
INTHRELET,

vm30esa0086.ibga> alertconfig

Not sending alerts (no configured addresses)

Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1> new

Please enter a new email address to send alerts.

(Ex: "administrator@example.com")

[1> alertadmin@example.com

Choose the Alert Classes. Separate multiple choices with commas.
1. All

2. System

3. Hardware

4, Updater

5. Outbreak Filters

6. Anti-Virus

7. Anti-Spam

8. Directory Harvest Attack Prevention

9. Release and Support Notifications

[11> 2,3,8

Select a Severity Level. Separate multiple choices with commas.
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displayalerts

BILL]

ERAE

1
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1. All
2. Critical
3. Warning
4. Information
[11> 2
Sending alerts to:
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical

Class: System - Severities: Critical
Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50
Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled
Choose the operation you want to perform:
- NEW - Add a new email address to send alerts.
- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.
- CLEAR - Remove all email addresses (disable alerts).
- SETUP - Configure alert settings.
- FROM - Configure the From Address of alert emails.
[1>

TTIAT U APLEEENTRED nHOT 7 — b 2FRLET

M€ - oo~ K lcommit] (THEHY FH A,

JGAREE  Zoavwr RiE, TRTOYEFT—F (WFREZ, T—F, =) Tff
ATxE7,

NyF avwrs R Zoavy Ry FELZSR—FLTWEEA,

> displayalerts

Date and Time Stamp Description

10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer

certificate

Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:32:24
2015.

10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:24
2015.

10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer
certificate

Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:29:57
2015.
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10 Mar 2015 10:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1lh.

Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:56
2015.

findevent

BILL]

A= uad TrANDA Ry S EBFELET

ERAE

MeE - oo~ R lcommit] (THEHY FH A,

JIGAREE . Zoavwr RiE, TRTOYEFT—F (WFRE, T—F, =) Tff
ATxEd,

Ny F awrk coavwy FE Ay FRREFF— b LTOEEA,
Bl ToRO—TEEFICLDER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11> 1

Enter the regular expression to search for.

(>

Currently configured logs:

Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found

Bl : AvE—TIDICKHER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1]1> 2

Enter the Message ID (MID) to search for.

[1>1

Currently configured logs:
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Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 1

Bl - HRICKBER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

[]> "
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

[31> 2

Available mail log files, listed by log file start time.

Specify multiple log files by separating with commas or specify a range with a dash:
1. Thu Feb 19 05:18:02 2015

[11>

No matching message IDs were found

Bl: ToRO—TREEHICLDHEER

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11>

Enter the regular expression to search for.

>
Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file
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grep
BILL]
ER7E

arep

[3]1> 3
No matching message IDs were found

0y 77y A ANOTFA NEBRELET,

MeE - oo~ R lcommit] (THEHY FH A,

JIAAER  Zpav NEivy = R TOMEATEET, IHIZ, Z0avwy Nifo
TA VKA (=R uars/ Lz~ y) TORMEATEES, Zoa~vr FEFHATS
IZiZ, B—H)L T7 A VAT AT I BEATEALERH Y 3,
NyFavwrR:Zoavwy RNy FEXREZPR—-FLTWEETA,

grep 2~y REMHATAHE, e 7HNOLTFINEMPBTEET, grepa~> REFETTHELEEIZ
I, WOMXEHFEHRALET,

grep [-C count] [-e regex] [-i] [-p] [-t] [regex] log name

GE)

FER AT, -eregex F /ol regex Z AN THLENRH Y £,

grep I~ REFITTHEXTIE, ROATva v #EHLET,

& M:grepaX > KD T3y

TFoay i AR

Ropotzgrep RE—r DA LT XA MR JHILOITER
RLET, BRTHTHEANLET,

IEREBRZADLET,

RICF LN LFOXF 2R L ET,

M ~—Y 2B T,

grep A~ Ranl 77 ANVORKEBEETCETLET,

EREIHZ AT LET,

regex
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grep DI

Wiz, TorF AR aZORTXFES| lclean) £7-1% lviral] ZHRT 502 R~rLET, 2
D grep 2 RiZidregex BRENEGEFENTWET,

mail3.example.com> grep "CLEAN\\|VIRAL" antivirus

Fri Jun 9 21:50:25 2006 Info: sophos antivirus - MID 1 - Result 'CLEAN' ()
Fri Jun 9 21:53:15 2006 Info: sophos antivirus - MID 2 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 3 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 4 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 5 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 6 - Result 'CLEAN' ()
Fri Jun 9 22:47:42 2006 Info: sophos antivirus - MID 12 - Result 'CLEAN' ()
Fri Jun 9 22:53:04 2006 Info: sophos antivirus - MID 18 - Result 'VIRAL' ()
Fri Jun 9 22:53:05 2006 Info: sophos antivirus - MID 16 - Result 'VIRAL' ()
Fri Jun 9 22:53:06 2006 Info: sophos antivirus - MID 19 - Result 'VIRAL' ()
Fri Jun 9 22:53:07 2006 Info: sophos antivirus - MID 21 - Result 'VIRAL' ()
Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 20 - Result 'VIRAL' ()
()

Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 22 - Result 'VIRAL'
mail3.example.com>

logconfig

Bk

as 7y AN~DT IV ERAEHRELET,

ERAE
MEE : Z0a<y Rt Tcommit] 2BAMHEETI,

JIIARER  Zpav R, TRTOYYUET—R (TR, TA—TF, w2 ) Tff
HTx£9,

NRyF aw R Zoavwy RNy FEXREZPR—FLTWETA,

FIP 7y anbd34IJR91) T 320046

ROFITIL, logeconfig =~ R&fliH L T, myDeliveryLogs & MEII 58T LWEE = 7 %
RELET, RIZ, BV WFTPICL > TV E—FFRAMIT v vaIhd XOICRELET,

mail3.example.com> logconfig

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

W J oy bW N
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13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs
24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 8

Please enter the name for the log:

[1> myDeliveryLogs

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

4. Syslog Push

[1]1> 2

Hostname to deliver the logs:

[1> yourhost.example.com

Username on the remote host:

[1> yourusername

Passphrase for your user:

[1> thepassphrase

Directory on remote host to place logs:
[1> /logs
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Filename to use for log files:

[conversation.text]>

Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]>

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host
yourhost.example.com

16. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll

22. "system logs" Type: "System Logs" Retrieval: FTP Poll

23. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

24. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

0 J oy b Ww N

SCP v a g HIRY) T3 DH

WOFITIL, logeconfig 2~ REMH LT, LogPush &M HH LWEME 1 7/ 28 E L

F9, 2o rE, SCPIZE->TIPT FLAA10.1.1.1 ® Y ET— |k KA MMIa— logger &

LT yyadit, 74 V7 MU tmp ITRFSND KO ICRELE T, = 7 BGHEN SCP

7'y v aThDHYE L logeconfig 2~ R b HEJYIZ ssheonfig =~ > KA S 4L
L2 EICERELTLEZIN,  (FA N F—OFEMIC 2V TIE [Configuring Host Keys) . =—
B F—DOFEHMIZ SV TIiE [Managing Secure Shell (SSH) Keys] % . [ User Guide for AsyncOS for
Cisco Email Security Appliances]] THBRL T ZE\W) . £/, IPT RV AEZFA N T o

TR TCHEHATELZLICEELTIEEN,

mail3.example.com> logconfig
Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll
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14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 3

Please enter the name for the log:
[1> LogPush

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

[1]1> 3

Hostname to deliver the logs:

[1> 10.1.1.1

Port to connect to on the remote host:
[22]>

Username on the remote host:

[1> logger

Directory on remote host to place logs:
[1> /tmp

Filename to use for log files:
[delivery.log]>
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Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSH1

2. SSH2

[21> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it

manually?

1. Automatically scan.

2. Enter manually.

[1]1> 1

SSH2:dsa

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWGi4I1WLDVNdbIWESArt9LVE2ts5yE9IBTSdUwLVog0G3FRgifrce92zgyHtc/
ZWyXavUTIM3Xd1bpiEcscMp2XKpSnPPx21y8bakpdsSCQcM8zZMDjnOPm8ghiwHXYh7oNEUJCCPNPxAy44r1J5Y z4x9e ToALpOdHUOGR
+3J 1INAAAAFQDQ1 5GY /X 9P1 DM3 £ PMvEX 7wcOedl wARATBICGMIEFPIWIAGr 1 RtbowZ P5ZWZ tVDTXLhdXz§ 104+0B4hBR7DKuc80+naAFnThyH/
JBRINLIVE7 QM5geK IoXzuIEK3Zw] 30Yef PoBoc?01 2T ROSJYx1WhwYz,/ rocodN1BnF4sh1 2mtc3tae] 176000 twaQA4wKO1 Sk3z0NSPWAAATAT CRYat 3y+B1v/
V6wdE6BBk+oULv3eK38gafui pAlvBxkGIGOGEQL 8nss82o0znwinBy /I TROFhAMBMI X TFAVEY00sARr 1 ZtuUJC1QGOvCoh INA3YNa 1 s2CSoEKBEA TOTE 6+
SX2RNpcUF3Wgbygw92xtgQPKMcZeLtK2ZJRkhC+Vw==

Add the preceding host key(s) for 10.1.1.12 [Y]> vy

Currently installed host keys:

1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607

2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIWwE. ..JRkhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display this machine's host keys.

(1>

Maximum filesize before transferring:

[10485760]1>

Protocol:

1. SSH1

2. SSH2

[2]1> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.

- HOST - Display this machine's host keys.

[1> scan

Choose the ssh protocol type:

1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[4]1> 4

SSHl:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980627829828033793152226
4486945143162182728144539869316125082823280088157400721099756323564 7853212881 61878068307463282343277781001 311281 7667266624451119
1783747965898000855947022484692079466697707373948871554575173520565607
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Syslog Fya my 4 IRV YT 30h .

Syslog 7y a0 TR YT 320

OB TIE, logeonfig =~ K&l LT, MailLog SyslogPush & FEIEAL % #HT LV EME

THRFBELET, 2oz, UPDZFEHLTIP 7 KL A4 10.1.1.2 D Y E— k syslog ¥—
N TA=N)] 770 VT4 T yvadit, TEDT A VY FIIRFSINDEIITREL
£7.

mail3.example.com> logconfig

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:

IronPort Text Mail Logs

gmail Format Mail Logs

Delivery Logs

Bounce Logs

Status Logs

Domain Debug Logs

Injection Debug Logs

SMTP Conversation Logs

9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs

W J oy U b W
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21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs
24. Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs
27. Authentication Logs
[1]1> 1

Please enter the name for the log:
[1> MailLogSyslogPush
Log level:

1. Critical

2. Warning

3. Information

4. Debug

5. Trace

[

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push

4. Syslog Push

[1]1> 4

Hostname to deliver the logs:

[1>10.1.1.2

Which protocol do you want to use to transfer the log data?

1. UDP

2. TCP

[11> 1

Which facility do you want the log data to be sent as?

auth

authpriv

console

daemon

ftp

localO

locall

local2

local3

10. local4

11. localb

12. localé6

13. local?

14. mail

15. ntp

16. security

17. user

[14]1> 14

Currently configured logs:

1. "MailLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval: Syslog Push -
Host 10.1.1.2

O Joy b w N

e}

rollovernow

ERER
ny 7y Ea—n F—_"—LFET,
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ER7AE

WEE : Zoa<y R lcommit] IZMEH D FH A,
G ARER . Zpa<y Riivwyy T— RCOREHATEET,
NYyFaAIV R Zoavy RNy FEXLEZSR—F L TOERA,

1

mail3.example.com> rollovernow

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

(1> 2

Log files successfully rolled over.

mail3.example.com>

snmpconfig

Bk

SNMP %% & L £,

FERAE
MeE : o< KX lcommit] NHETI,

JIGAREE . Zoavwr RiE, TRTOSYE—FR (WTREZ, T—F, <) Tf
ATxE7,

NyF awrRN: Zoa<wy NNy T EXEPR—FLTWEREA,
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WROFITIE. snmpeonfig 2~ > REMFEHL T, &~— k161D [PublicNet] 1 > #—7 =1 AT
SNMP %A 2 —TMIZ L TWET, N—=T g U 3DNRAT L—AN AT, HERDT-OIZH
ABENTHWET, VAT AL, A=V ar | BLO2 ERAWHET D X ICHESNTE

D, TRHEDOR—=T a3 1 BLO2150 GET ERIZH L TaIa=7 1 A VU7 public
NATENTHET, FT v ¥ —%4 v b snmp-monitor.example.com 28 A ] S TWET, i
B2, VAT LOBHT LB RNA AT SN TVET,

mail3.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.
1. Data 1 (192.168.1.1/24: buttercup.run)

2. Data 2 (192.168.2.1/24: buttercup.run)

3. Management (192.168.44.44/24: buttercup.run)

(11>
Enter the SNMPv3 passphrase.

>

Please enter the SNMPv3 passphrase again to confirm.
>

Which port shall the SNMP daemon listen on?

[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.

[1> public

From which network shall SNMP V1/V2c requests be allowed?
[192.168.2.0/24]>

Enter the Trap target (IP address). Enter "None" to disable traps.
[None]> snmp-monitor.example.com

Enterprise Trap Status

1. RAIDStatusChange Enabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. 1linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Enabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]> y

Do you want to disable any of these traps? [Y]>

Enter number or numbers of traps to disable. Separate multiple numbers with commas.
[1> 1,8

Enterprise Trap Status

1. RAIDStatusChange Disabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>
Enter the System Location string.
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tail

L

anh

ER7GE

15

tail |

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #31, position 2
Enter the System Contact string.

[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2
System Contact: Joe Administrator, x8888

mail3.example.com>

0 J 77 A NVOERHE D EEIIICER R LE T, tail 2w NI, BRTH50704RTE
I3E T E /T A—H tail 9 £7213 tail mail logs & L THRETHZ &b TE £,

MEE : Z0a<y RIZ lcommit] 1ZMEH D FH A,

JIAREM  ZDavw s RiZ<wy B — R TORMEATEET, EHIT, Z0avwr NiEgnm
TAVKRAN (=R arsAf o Lizvwvy) TOMERATEET, Zoavr 2T 5
I, B—H L T2 ANV AT AT IV BEATEXLMLENDY F4,

NYyF ATV ER : Zoavy RNy FEXRER—FLTWVERA,

mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. M"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "eug logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqgui_ logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater logs" Type: "Updater Logs" Retrieval: FTP Poll
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Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

Sat May 15 12:25:10 2008 Info:

Quarantine Delivery Host
Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:
Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes: Updated filter logs

config

Sat May 15 23:46:06 2008 Info:
Sat May 15 23:46:06 2008 Info:

avv R sEH |

PID 274: User system commit changes: Automated Update for

PID 25696: User admin commit changes: Receiving suspended.
PID 25696: User admin commit changes: Suspended receiving.

Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:48:17 2008 Info: PID 25696: User admin commit changes:

Sun May 16 00:00:00 2008 Info: Generated report: name b,
2004, size 2154 bytes

~C
mail3.example.com>

LR— k

ZZTHL KO CLL 3wy FIeoh Tl LT,

* reportingconfig
reportingconfig

reportingconfig 3 < > K&

(270 ~=—73)

start time Sun May 16 00:00:00

reportingconfig 7 A =2 —TliL, LTFOV 7 a~v REFEHTEET,

£ 12: reportingconfig 721 < > K

X SR AA FRASEYT«
filters X2 VT AT TTA T L ADT 4 | M-Series D H
NEHRELET,
alert_timeout LiR— § 57— & 2 5T & 72> o 7235 | M-Series D5
BT T — b EZITHAD E TORE %
WELET,
domain RAAL Y UR— MNREZEELET, |M-Series D&
mode

X VT4 EET T TAT U ATH
REFRIL R —TF ¢ T oA F—T )V
WCLET, EXA— L tEX=2UT 4 77
TAT L AOQHRREERR F 2T —h
N UR—=TFT 4 T X—=T ML E
R

C-Series, M-Series
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X 358 FRASEYT A

mailsetup EA— X2 UT 4 77747 A |C-Series D H
DVR—T 4 T HFELET,

ER7GE

MeE : 2o~ KX lcommit] NHAFETI,
Bl : LIR—T 42T TZ4IL32DA %x—T)LiE (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the "last year" reports.

Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

1. No Filtering enabled

2. IP Connection Level Detail.

3. User Detail.

4. Mail Traffic Detail.

Choose which groups to filter, you can specify multiple filters by entering a comma
separated list:

[1>2, 3

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get
reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

FAA > L7R— k@ HAT REJECT 15D 1 *— 7 )Lt (M-Series D &)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting
data to this appliance to occur at the message

recipient level then of domain reports.

Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.
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B 5279 75— r0a%—Tit M-Series D)

- MODE - Enable/disable centralized reporting.
[1>

BALT IO TZ5—rDA3—TJLIE (M-Series DH)

EA—)L XY

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> alert timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
minutes.

Would you like timeout alerts to be enabled? [Y]> y

After how many minutes should an alert be sent?

[360]> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT TIMEOUT - Configure when you will be alerted due to failing to get reporting
data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

TATITIAT VATORREFBLKR—TFT 4 0T DAx—T )it

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
(1>

LAR—T 429 T—2I2x9 DR EEHDFIBRDERE (C-Series DH)

mail.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.

[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.
- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before
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being overwritten.

- LEGACY - Configure legacy mailflow report.

[]> storage

While in centralized mode the C-series will store reporting data for the M-series to
collect.

If the M-series does not collect that data then eventually the C-series will begin to
overwrite the oldest data with new data.

A maximum of 24 hours of reporting data will be stored.

How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds

Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited

No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series
before being overwritten.

- LEGACY - Configure legacy mailflow report.

[1>

Senderbase

ZZTHL KO CLE 3wy FIeobh Tl LT,

s sbstatus (273 ~X—)
» senderbaseconfig (274 ~X—)

shstatus

Bk

SenderBase 7 =V —D AT —H A% FK R LET,

ERAE
W : Zoa<y Rt lcommit] 2SMLET,

JIARER  Zpa<wr NI, TRTOY U ET—R (WTRE, T—T <) T
HATx%9,

NyF aw s F:Zoavwy RNy FERXREZ T R—FLTWWERA,
51

mail3.example.com> sbstatus

SenderBase host status

Status as of: Tue Oct 21 10:55:04 2003
Host up/down: up
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T 7T 4T AW SenderBase il — EAIER TE R WEGEA. OFE D O —EA~DOER
DR Lo 255813, RO L IR RINET,

mail3.example.com> sbstatus
SenderBase host status
Host up/down: Unknown (never contacted)

senderbaseconfig

B

SenderBase DA EX B E L £

ERAZE
WM : Zoa< KX lcommit] 2NMHEETY,

JIAREH  Zoa<wr NI, IR_RTOY =R (ITRE, TA—T <) T
Ac&EEd,

NyF avwry R Zoavy NIy TFEXRETR—FLTHERA,
5l

mail3.example.com> senderbaseconfig

Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

[1> setup

Do you want to share statistical data with the SenderBase Information Service
(recommended) ? [Y]>

Share statistics with SenderBase Information Service: Enabled

Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

(1>

EEBEBRAAY LEAT—23 0 TaLB) DT
ZZ T, RO CLI 2~y RIZOWTHBALET,
e sdrconfig (275 ~X—7)
« sdradvancedconfig (276 ~<—3°)
e sdrstatus (277 ~X—2)
» sdrdiagnostics (278 ~X—73)

e sdrupdate (277 ~—2)
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sdrconfig

B

ER7E

1

sdrconfig .

SiBH (275 4—20)
MR TE (275 =)

ol (275 ~2—3)

sdrconfig I ¥ AT 5L, CiscoEAXA—L X2 UT 4 ¥—b7 A TSDR 7 4 /LK
VoG TEET,

fEE : Z0Oa~2 N Tcommit] DSHLEETY,

HSRAER: Zoa<wr NI, T _TCO~Y > F—FK (UF3REZ, TL—7F <) TfF
HTxE9,

NYyFaAv R Zoa<wy Ny FEXREZ SR —F L TOET, FEMICOWVW T, help
sdrconfig A<V REAJLT, £ VT ~NTEZBLTLITZE N,

ROBIT, sdrconfig A~y REFEHT S L, CiscoEX—/LEXFa2UT ¢ 75— kA TSDR
TANZ Y T e AN TEET
mail.example.com > sdrconfig

Would you like to enable sender domain reputation check? [N]> yes

SDR uses headers such as 'Envelope-From:', 'From:' and 'Reply-to' to determine the
reputation of the message.

In addition, it also uses the results of the email authentication mechanisms such as
SPF, DKIM, and DMARC

to decide the reputation.

The following additional attributes of the message can also be included in the Sender
Domain Reputation

check to improve the efficacy:

- Username part of the email address present in the 'Envelope-From:', 'From:' and
'Reply-To:' headers.
- Display name in the 'From:' and 'Reply-To:' headers.

Do you want to include these additional attributes of the message for the Sender Domain
Reputation check? [N]> yes

Sender Domain Reputation (SDR) is a new feature in AsyncOS 12.0 that sends certain
telemetry data to Cisco.

If you choose to enable the 'Additional Attributes' function in SDR, that telemetry data
will include

the processing of personal data as described in the Cisco ESA Privacy Data Sheet
(https://www.cisco.com/c/en/us/about/trust-center/solutions-privacy-data-sheets.html)
and the

Cisco Online Privacy Statement
(https://www.cisco.com/c/en_in/about/legal/privacy-full.html).
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To enable the "Additional Attributes" feature in SDR, you must agree to the Cisco Content
Security Supplemental

End User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

By selecting Yes, you agree to be bound to the Cisco Content Security Supplemental End

User License Agreement
(https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html) .

I accept the Cisco Content Security Supplemental End User License Agreement. [N]> yes

sdradvancedconfig

Bk

ERAE

1

P (276 X—20)
R (276 X—)
o il (276 ~2—3)

sdradvancedconfig I ¥ NZEFEHT5 L. CiscoEA—EFx=UT 4 47—~ = A % SDR
=R T D HBITHFEMNNT A= ERETEET,

fEE : Zoza<2 N lcommit) 23U TY,
HSRREE . —avr N, I _XToOwyryE2—FK (792 %, I)—F <) TF
HATxET,

NyF AT R Zoa<wy RERNyFEXEZFFR— L TWET, FEHIZOWVWTIL, help
sdradvancedconfig 2 ¥ READNLT, £ T4~V B TL fiéb\o

DB T, sdradvancedconfig A< REEHTH L, CiscoEA— L EX2UT 4 5V — U=
A % SDR ¥ — BRI/ T DL EIGEMANT A= ZRETEET,

mail.example.com > sdradvancedconfig

Enter SDR query timeout in seconds [5]> 3

Enter the Domain Reputation service hostname [v2.beta.sds.cisco.com]>

Do you want to verify server certificate? [Y]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for HTTP Client: [Info]>

Do you want exception list matches based on envelope-from domain only? [Y]>
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sdrstatus

B

ER7E

!l

sdrupdate

A

ER7GE

sdrstatus .

« Wl (277 N—2)
fEH AL 277 =)
« Bl (277 =)

sdrstatus 2~ R&E#HAT 5L, SDR 2 HR—FR F@ﬁﬁ®/§—95 VERRTEET,

FEE : Z0Oa~2 N2 Tcommit] 1TMEHY FH A,
HSRAEE . —av L NEviy BE— R TOMEHTE E7,
NYyFaAvo R Zoa<wry NIy FEXREZTR—F L TOERA,

OB T, sdrstatus I~ R&EfEHIT AL, SDR 2R —FR 2k @fﬁ?j?@/\_:/ a VU ERR
TEET,

mail.example.com> sdrstatus

Component Version Last Updated
SDR Client 1.0 2 Jul 2018 04:22 (GMT +00:00)

F (277 =)
fEAEHE 277 =)
o fHl (278 ~L—)

sdrupdate I~ REHHAT5E, SDR IV R—FR e FEHCTEATE 9,

TEE : Za< 2 N2 lcommit) IXMHEH Y FH A,
DSRRAEE . ZDa~vr Rii~vyry E— R TORMEATE £,
NYF AR KR Zoa~vy RNy FEXREZ VP R—FLTWERTA,
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15
ROB) T, sdrupdate 2~ R&EFHAT S L, SDR = VA= hEFEBITHESICXET,

mail.example.com > sdrupdate

Requesting update of Sender Domain Reputation component.

sdrdiagnostics
B (278 <)
< fERJE (278 X—)
o« 5l (278 =)
aiEA

sdrdiagnostics 2<% K& 425 &, CiscoEA—/L¥Fx=2VUT 47— b7 =A78SDRHP—
BRI SN TWDENE ) DEMEERTE 7,
ERAE
FEE . Zoa<2 RiZ lcommit) ZM43EH Y FH A,
DSRRAEHE . ZDa~vr Rii~vwyry E— R TOMEATE £,
NYyF ATV ER: Zoavwy RNy FEXEZFR—FLTWERHA,

l

WDF|IT, sdrdiagnostics A~ NEFEHT3 L . CiscoEA— L EFx=2VUT ¢ el N AE -
23 SDR P — B RZERE SN TN DN E ) InE iR & £,

mail.example.com > sdrdiagnostics

1. Show status of the domain reputation service
[1]1> 1
Connection Status: Connected

ARX—krYIT+ITT7 S48V
ZZTIE, RO CLI <=2 RIZOWTIBHA L E9,

s license smart (278 ~X—3)

license_smart
o S (279 X—20)
fFEHJEE (279 X—)
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B2k

ER7E

01

fi] : Aw—F ==V b = AHKR— FORE (279 X—)
« i : Smart Licensing DA 2ME (279 ~=—)

« B : Smart Software Manager CD 7T 77 A 7 2 AD X4k (280 ~<—)
Bl Aw—F FTARBLVADAT—H X (280 —)

Bl Av—h TA R ADAT—H AOHE (280 <—)

e ffil : A~— ]k FT U AKR— K URL OFKE (281 <X—2)

Bl TAEADER (281 R—)

il TABADY Y —X (282 X—)

A<v—hM VT T2T T AMEBEORTE

BT : Z0a<r KL lcommit] 2ASLETT,

DSARRAER . ZDav L FIvyy = RCTOMEATEET, Z0a~vr RiEs T A%
ET—FBLOIN—T7 F— K& HR—FLTWVEHA,

NyF AR Zoazy FEAy TR R — L THWES, FEIC OV T, nelp
license smart a<r R&E AT LT, /1"/5'/1"//\/1/7°%723HELT< 723w

fHl: RRX— b I -z b B—EXAR— FDOERE

mail.example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

{5 : Smart Licensing D A1t

mail.example.com> license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate the
feature keys (licenses):
a) Register the product with Smart Software Manager using license smart > register command
in the CLI.
b) Activate the feature keys using license smart > requestsmart license command in the
CLI.

Note: If you are using a virtual appliance, and have not enabled any of the features in
the classic licensing mode; you will not be able to activate the licenses, after you
switch to the smart licensing mode. You need to first register your appliance, and then

you can activate the licenses (features) in the smart licensing mode.
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Commit your changes to enable the Smart Licensing mode on your appliance. All the features
enabled in the Classic Licensing mode will be available in the Evaluation period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []> vy

> commit

Please enter some comments describing your changes:

[1>

Do you want to save the current configuration for rollback? [Y]>

{5 : Smart Software Manager TD7 T 54 7 > A& %

mail.example.com> license_smart

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register

Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

[]> ODRIOTM5MjItOTQzOS00YjYOLWEXZTUtZTdAmMmY3OGNINDZMLTEIMzM3Mzgw%0AMDEZNTR
8W1pCQ1l1MbGVMOWRxOXhuenN4OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3DS0A
Product Registration is in progress. Use license smart > status command to check status
of registration.

Bl : RR— b SAEVADAT—E R

mail.example.com> license_smart

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : AX— b SAEVRADAT—R2 ADBE

mail.example.com> license_smart

To start using the licenses, please register the product.

Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
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Bl 27—+ r5ozk—kRLozE [

Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

#l: AX— b+ F5 U RR— b+ URL DEERTE

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[1]> direct

You must enter a value from 1 to 2.

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

11> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco
Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

Bl 24 ADEK

N

GE)

BT FI7AT L AD2—WIL, TA B AZEREZIZV ) —ZATHEE, TOT77I7A47T
VABRGET DHMBENH Y FT,

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Email Security Appliance Sophos Anti-Malware Not Requested
2. Email Security Appliance PXE Encryption Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Email Security Appliance Sophos Anti-Malware

Use license smart > summary command to check status of licenses.
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Bl 242 AD))—X

mail.example.com> license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status
1. Email Security Appliance Anti-Spam License Eval
2. Email Security Appliance Outbreak Filters Eval
3. Email Security Appliance Graymail Safe-unsubscribe Eval
4. Email Security Appliance Cloudmark Anti-Spam Eval
5. Mail Handling Eval
6. Email Security Appliance Sophos Anti-Malware Eval
7. Email Security Appliance PXE Encryption Eval
8. Email Security Appliance Advanced Malware Protection Eval

Enter the appropriate license number (s) for deactivation.
Separate multiple license with comma or enter range:

1>

show license

S (282 ~L—30)
fi] c A— N FABLUADAT—H A (282 ~2—)

fil A — N FTABLADAT—F ZAOHHE (283 L—)

Bk

A<v—h TAVVADAT —H AL AT —H ADHELFLRLET,

Bl : AR— bk SAEVADAT—H2 R

mail.example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

Virtual Account: Not Available

Smart Account: Not Available

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)
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Bl : AR—F SAEVADRAT—R2 ADHE

mail.example.com> showlicense smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling Eval
Email Security Appliance Bounce Verification Eval
Email Security Appliance Outbreak Filters Eval

SMTP H—E X DEFE
ZIZTIX, RO CLI a2~ RIZOWTEH L ET,

s callaheadconfig (283 ~—1)
s listenerconfig (285 ~—7)
s localeconfig (315 ~<X—73)

+ smtpauthconfig (317 ~X—73")

callaheadconfig

5ER
SMTP = — /L7~y K 777 A )LZB0, WE, 38R LET

ERAE
WEE : Zoa<y Rt lcommit] SMHET,

JIGAREM . Zoa<vw s RiE, TRTCO~Y U ET—R (U592 F, IJ—F, <~ v) T
AcEEd,

NyFawrR: Zoa<wy RERNyTFEXREZYR—FLTOEREA,

151
WIZ, BIEFRARDHF LWSMTIP 2—L 7~y K 707 7 A )VEVERT D025~ LET,

> callaheadconfig

No SMTP Call-Ahead profiles are configured on the system.
Choose the operation you want to perform:

- NEW - Create a new profile.

[1> new

Select the type of profile you want to create:

1. Delivery Host

2. Static Call-Ahead Servers

[1]1> 1

Please enter a name for the profile:
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[1> delhostO1
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
1>

WIZ, 23— T~y KRy —_"OF LW SMTP 2 — /LT~y K a7 5 A VElERkT A6 %5
L/\i‘é—c

> callaheadconfig
Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.
- PRINT - Display profile information.
- TEST - Test profile.
- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new
Select the type of profile you want to create:
1. Delivery Host
2. Static Call-Ahead Servers
[11> 2
Please enter a name for the profile:
[1> Static
Enter one or more Call-Ahead servers hostname separated by commas.
[1> 192.168.1.2
Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
Currently configured SMTP Call-Ahead profiles:
1. Static (Static Call-Ahead Servers)
2. delhost01 (Delivery Host)
Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.
- DELETE - Delete a profile.

[l AsyncOS 12.0 for Cisco Email Security AppliancesCLI ') 77 LV R 4 K (—fFEA)



I av vk 5EH
listenerconfig .

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> print

Select the profile you want to print:

1. Static (Static Call-Ahead Servers)

2. delhost0l1 (Delivery Host)

[11>

listenerconfig

&R
listenerconfig A~ ]“'/ij:\ U Xﬂ—*‘é’ﬂzﬁk\ ;’fﬁﬁ\ ﬁ”&%f% 35—9)—0 AsyncOS TIL, A v
T —UEZEL, ZERAIRCERY NU—TZ ONEEZI1TA ¥ —F% v b EOANEROZEE D
WTNIZ) =T 237 ODKEERETDILERNL Y £,
INHOXRERDFMITIV AT —CERINE T, INOLOFER—FEINTA— LT —
R U—NEFZSIN, WHINET, VAFT—TIE, 77 IA TV ATEA—NEEET DLV
AT AEBETHIHELERINET,

3= 13: listenerconfig A< > K

4l (Name) U AF =i, RIS TE D X0 IC—BDO4ARIZ T T2
SV, URFT—HIZERT H4RITIL, KT E/NFRRR &
NET, AsyncOS Tid, #HE DV 2 F—IZR—DL4RTE2MIT 5 2
LIITEEEA,

IPA B =T AR UAF—IFZIPA v H—T = R 2B Y TCoNES, VAF—%
TERR LEIY YT AHHIIC, systemstartup =~ > K F 72 1% interfaceconfig
av Yy REFEHALT, 3XTOIPA U H—T oA RAEHET D

ERHY ET,

A=) 7ua hkan BT A—NVDOZEIHFHENDS A—/L 7o ha)LTHY ., ESMTP
& QMQP DWW TT,

P R— k UAF— ORI EAT DEEDIP AR — L, 774/ N TR,
SMTP TiZaA— h 25 #fEH L. QMQP CTixAR— b 628 2 H L %
‘g—o
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B &mrz

YAF— H AT NIV 7 VAF—BIORTTA X=X F—F, 1FEAED
BREICHHINET, Iz, 7794 X—K VX F =37 74
N— K (W) v hT—ZIEHSNET, TV w7 URF—
TTA— b (Private)  ||ZiE, A X —Fy MEHOBET A —VDOZED-HDT 7 4 L
Blackhole FORHENRH Y FT,

TANERZI NI TNV a—T 4 VT OHWT, 77y 7HR—
NV VAT —EMHTEET, 77 v 7 hR— U AT —DERE
2. A=V ZHIRT RN EDA vy E—VET 4 AT IZEE
AL E D INEBIR L E3 GEMIZ DWW TIL [User Guide for
AsyncOS for Cisco Email Security Appliances] @ [Testing and
Troubleshooting] MEA B L T 72X,

/X7 Y w2 (Public)

ERAE
MEE : Zoa<y Kix Tcommit] 2SHEE T,

JIGRARER . ZDa~v s Rt TR TO~YY U EFT— K (TR Z, JA—F, w2 r) Tff
HTx%7,

NyF awy R Zoawy RSy FEREFH— F LTOET,

Ny FRER . —f&RI7Z listenerconfig

listenerconfig 2~ ROy FEXEZMEHT L L, FFEDA X —7 =4 XKL TY
AF—ZBINEB L OHIFRTE £4, listenerconfig =~ > RO/ FIX T, U AF—0D HAT
BLXORATARETHZ & HTEET,

LY R F—DBAN

listenerconfig new <name> <public|private|blackhole|blackholequeueing>

<interface name> <smtp|gmgp>

U 2 F— Dl :

listenerconfig delete <name>|

Ny FREK - HAT

WIZ, listenerconfig /3> FEA A L C HAT B O K FEEEX L2 7T 502 R LET,
SIEBOFERIZ OV TIX, IRDFR : listenerconfig 51 ¥ : HAT #Z L T 2 &0,

s HAT ~DOHF LWk E#E 7 v —7 08N

listenerconfig edit <name> hostaccess new sendergroup <name> <host list> <behavior>
[options [--comments]
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« HAT ~DO#F LWVR Y S — DB

listenerconfig edit <name> hostaccess new policy <name> <behavior> [options]

EEZHEITN—T~DF LA AN U R MBI

listenerconfig edit sendergroup <name> hostaccess edit sendergroup <name> new
<host list>

listenerconfig edit sendergroup <name> hostaccess edit sendergroup <name> delete
<host>

EEHINV—T U A PTORR FOBE)

listenerconfig edit sendergroup <name> hostaccess edit sendergroup <name> move <host>
<host-to-insert-before>

BEZ T N—TDORY L —DEF

listenerconfig edit sendergroup <name> hostaccess edit sendergroup <name> policy
<behavior> [options]

EEHEIV—T VR MO

listenerconfig edit <name> hostaccess edit sendergroup <name> print

EZH T N— T DEE

listenerconfig edit sendergroup <name> hostaccess edit sendergroup <name> rename
<name>

HAT 7RV > —D#miE

listenerconfig edit <name> hostaccess edit policy <name> <behavior> [options]

HAT 76 OEEHE 7 N —T7 OHI bk

listenerconfig edit <name> hostaccess delete sendergroup <name>

KUY —DYI

listenerconfig edit <name> hostaccess delete policy <name>

« HAT TOEREE 7 V—T ORBHE)
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listenerconfig edit <name> hostaccess move <group> <group-to-insert-before>
HAT 77 /v s A7 a v OER

listenerconfig edit <name> hostaccess default [options]
e HRANT 7 EART—=TNADHT

listenerconfig edit <name> hostaccess print

CHAT D —H /L 2 E—DA 2 B— k

listenerconfig edit <name> hostaccess import <filename>
T TIAT L AIPBDOHAT DA —Dx 7 ZR—

listenerconfig edit <name> hostaccess export <filename>

*HAT b2 =P ERDOT N TOREE 7NV —TBLORY —zHlkx

listenerconfig edit <name> hostaccess clear

cBFEDREH 7 N—TIZONT, REHEOHFEZBML £,

listenerconfig edit incoming hostaccess edit sendergroup WHITELIST
country add India Nepal Cyprus

RFEDREFEEH I N—TICHONT, FHEHEOHHEZHIRL £,

listenerconfig edit incoming hostaccess edit sendergroup WHITELIST
country delete Cyprus

cHFEDKREEH 7 N—TIZONT, FHMEEOHFEZFRL £,

listenerconfig edit incoming hostaccess edit sendergroup WHITELIST
country print

5 14: listenerconfig 5| 441 : HAT

518 BLL]

<behavior> “Accept”, “Relay”, “Reject”, “TCP Refuse”, ¥ 72i% “Continue”, #*/7
HIN—TTHEMT 2EEEBINT 5 & Z(E, “Policy: FOO” (“FOO”
FEARY —4) LI TEMOEEL BN TE £,

<filename> RARNTIEAT—T LA AR—FBIRT 7 ZAR— N THHAT
577 ANV,
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Ry 7z AT

CIE: 5 BA
<group> FEEFH VLV — T D <name>,
<host>

<host list> D 1 2O T 47 1,

<host_list>

BIMT2RAME2ANLET, RAMIKDOL I T+ —~ v MIT
EE

CIDR 7 FL- A (10.1.1.0/24)

IP 7 R LA (10.1.1.10 ~ 20)

IP 7%y b (10.2.3)

A M4 (crm.example.com)

3 R A N4 (.example.com)

SenderBase Al 2 = 7 & (7.5:10.0)

SenderBase v kU —2 A —7—IDS (SBO:12345)

VEeE—hK 77227 UAK 7=V — (dnslist[query.blacklist.example])
GE)  BEOFRAMERETLHEF. Vv TR £,

<name> EEHEIN—TEIIR Y > —D4 I, HAT 7-~VE, XFELIE
THRECBAT 2 MR H Y | ZORIEBEDOEDO LT, BT, T,
I T U BIMLET,

[options]

--max_size RRA Y B—=U AR, FRIT, BT A FOGEITk, A
NA ROBFEIEIM ZBINLET, BB ANA RS, KREO T
IIARE T,

--max_conn 1 DDOHRA MBS T DHEER ORI,

--max_msgs Btz ) DR A v E—TH,

--max_rcpt Aot—UHTm 0 ORKZEER,

--override SMTP N —DHRA "% EEEXLET, “No” £721F SMTP /N F—
A,

--cust_acc T3 A B I SMTP 2T AFURE R E LE T, “No” £721% SMTP %1
ATUSESCTH,

--acc_code H AR 5 SMTP Z T ALK 2 — K, 57 4/ hME 220 TF,

--cust_rej H A B I SMTP ES A A FEE LET, “No” £721% SMTP HEAG IR

Pk
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--rej_code HAH I SMTP iR E 2 — K, 7 7 4 /L M 554 TY,

--rate_lim AARNENOL— MEIRZA X —7 VI LET, “No”. “default”. =
TIEARA N EDOZEED | KW=V Ik KREERELET,

--cust_lim B A K I SMTP i BRBIEIGE A v —V 2 ELET, “No” 721X
SMTP HERINE LT H, 7 7 4V M “No” T,

--lim_code 71 A5 I SMTP HllRERIGE 2 — R, 7 7 4L M 452 TF,

--use_sb F 7 )L hT7 a—HfEIC SenderBase Z ] L £ 9, “Yes”., “No”.
F 721% “default”,

--as_scan anti-spam A X ¥ & A F—T7 /I LET, “Yes”, “No”. “Default”,

—-av_scan TUTFTANAAF v A F—T I LET, “Yes”, “No”,
“Default”,

--dhap FA4LT b U N—_RZ KRS N0, “default”, F7-1XVU E— F &
A NN DBNIRZEEZD 1 KB 7= 0 ik K EREL T,

--tls PR—FEINTWVERA, TLSERETDHICIE, A==2— TV AT L%
AL ET,

--sig_bits IP7 RLAODHFEY v MM, 0~32, “No”, F721% “default”,

--dkim_signing

DKIM B4 & A R—7 /M LET, “Yes”, “No”, “Default”,

--dkim_verification

DKIM ##GEA A 2 —7 /M LE T, “Yes”, “No”, “Default’,

--dkim_verification profile
<name>

DKIMMGFEZ 1 7 7 A VD4R, DA 7 a %, —-dkim verification
DIEZ “Yes” IZRRE LTe A IZ DA S E T,

--spf

SPF fiiiEZ A R —7 /MZ LET, “Yes”, “No”, “Default”,

--spf_conf level

SPF i & LUl “o-spf Yes” DIFAIZOAEH L E 3, “spf only”,
“sidf compatible”, “sidf strict”,

--spf downgrade pra

SPF PRA HGFfE A X 7 7 L— R LET, “-spf Yes” BL O
“_-spf _conf level sidf compatible” DLHFEIZOHFEH L ET, “Yes”,
“NO-”

--spf helo_test

SPFHELO 7 A b, “--spfYes” ¥ & U “--spf conf level sidf compatible,”
F 7213 “--spf_conf level spf only” DFEITHH L ET, “Yes”, “No”,

--dmarc_verification

DMARC Gk Zx A #—7 /W LE T, “Yes”, “No”, “Default’,

—dmarc_verification profile
<name>

DMARC Gk &t 7 7 A VD&, ZDOFT v 3 Ui,
--dmarc_verification Dl & “Yes” |Zf% i L= AICO A Sk 4,
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--dmarc_agg_reports DMARC ## LR — FOFZME, “Yes”. “No”. “Default’”, Z DA
v a3 X, --dmarc_verification DfE% “Yes” |Z5XE L7235 12 D A
MEnET,

Ny FRH : RAT

WIZ., listenerconfig /N v FHEAX A H L CRAT BEDO S FENEE 2 FEI T4 5012~ LT, 5l
BB B3I DWW TR, RO : listenerconfig 5| T EH : RAT # 2R L T 2 &0,

« RAT ~DH LWVZAEH OB

listenerconfig edit <name> rcptacess new <rat addr> [options]

RAT NDOZAE3H OffbE

listenerconfig edit <name> rcptacess edit <rat addr> [options]

« RAT 76 DZAZH OHI B

listenerconfig edit <name> rcptacess delete <rat addr>

RAT D=2 v— D}

listenerconfig edit <name> rcptacess print

e —HNWVRAT DT T TFAT L ANDA R— |

listenerconfig edit <name> rcptacess import <filename>|

RAT O 7 AR — K

listenerconfig edit <name> rcptacess export <filename>|

FTIFNKNTIRVADI VT

listenerconfig edit <name> rcptacess clear <default_access>|
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518 aiEA
<rat_addr> BT DR A NEANLES, RAMIRDOE I T +—~ v FZ
TEET,

CIDR 7 F L% (10.1.1.0/24)

ARA M4 (crm.example.com)

o AR A M4 (Lexample.com)

2 —H4, (postmaster@)

SERTRE A A—/V T KL A (joe@example.com, joe@[1.2.3.4])
B  BEOFANERETL2HEE. Hr~TREY £,

<options>

--action 7 RVRIZEHAT AT 73y, “Accept” £7-1% “Reject” D EH 5
D T 7 4V ME “Accept” T,

--cust_resp T3 AL I SMTP JSEZRE L E T, “No” £721F SMTP & 17 AFURE
CFF,

--resp_code J A K I SMTP G = — R, “Accept” DA 250 35 7 /L b
“Reject” DAL 550 737 7 4 /L b T,

--bypass_rc ZAGHIEZ ANSA XA LET, 77 40 ML “No” TT,

--bypass_la LDAP KBV = U —Z/RA XA LET, “Yes” £721X “No” D EH S
3,

--bypass_ca SMTP Z1—/L T~y R&ENARALET, T 74/ MI[WLWWZ
(No) ] T

5l - 1) RF—DENM

WOFITIL, listenerconfig 2~ > REHEH LT, =¥ —F T4 X7 — MU = A HERIZHLE R
B U AF =M TE %, OutboundMail & FHINDH LT T A _X— | U 2T —2AFRR L %
T, (FE:ZDOFTFAX—hK URAF—[E, GUI D System Setup Wizard F 72(% CLI DO
systemsetup 2 v RZFATT L L EITEMT L HTEET) o

TIGAR—R JRF— AT HERL, 4Hi% OutboundMail IZFRELET, TDU A —
. PrivateNetIP f > Z—7 = A A L THR— K 25O SMTP 7’12 b oL 2 L CEMET 2 &
SIELET, TOVRFT—DFRANTIZERA RIS —DF 7 4L MEBRZITANOINE
K

mail3.example.com> listenerconfig
Currently configured listeners:
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1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.

1. Private

2. Public
3. Blackhole
[2]1> 1

Please create a name for this listener (Ex: "OutboundMail"):

[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 2

Choose a protocol.

1. SMTP

2. QMQP

[11> 1

Please enter the TCP port for this listener.

[25]> 25

Please specify the systems allowed to relay email through the IronPort C60.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are

willing to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600

Maximum Number Of Messages Per Connection: 10,000

Maximum Number Of Recipients Per Message: 100,000

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n
Listener OutboundMail created.

Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.
Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>
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ROFITIL, listenerconfig 2~ > REMHFEH LTI AT —2ZLELET, ZDY AT —i%, &
DEFHEITN—TIZONWTEEEHEOHFEZBIML £,

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMailhostacce

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.
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- SETUP - Configure general options.
- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.
[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.
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Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> edit

1. Edit Sender Group

2. Edit Policy

[11>1

Currently configured HAT sender groups:

1. WHITELIST (My trusted senders have no anti-spam scanning or rate

2. BLACKLIST (Spammers are rejected)

3. SUSPECTLIST (Suspicious senders are throttled)

4. UNKNOWNLIST (Reviewed but undecided, continue normal acceptance)

5. MyList

6. (no name, first host = ALL) (Everyone else)

Enter the sender group number or name you wish

[1>1

Choose the operation you want to perform:
- NEW - Add a new host.

- DELETE - Remove a host.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.

- PRINT - Display the current definition.
- RENAME - Rename this sender group.
[1> country

Choose the operation you want to perform:
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- ADD - Add countries

[1>ADD

1. Afghanistan [af]

2. Aland Islands [ax]

3. Albania [al]

4. Algeria [dz]

5. American Samoa [as]
6. Andorra [ad]

7. Angola [ao]

8. Anguilla [ai]

Enter the indices separated by commas or specify the range.
[1>1,4,8

Choose the operation you want to perform:

- NEW - Add a new host.

- DELETE - Remove a host.

- MOVE - Reorder the hosts.

- COUNTRY - Add and delete countries.

- POLICY - Change the policy settings and options.
- PRINT - Display the current definition.

- RENAME - Rename this sender group.

[1> country

Choose the operation you want to perform:

- ADD - Add countries

- DELETE - Delete countries

- PRINT - Print countries

[1> print

Afghanistan [af]

Algeria [dz]

Anguilla [ai]
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DHREIARX

ATvT1

listenerconfig 2~ KOH 7 a~<w L ROEL TlE, 7—HDA VR — bz AFR— ML
THRBURARRELEENTE D720, CLIIZT =2 %P LT OANTHRLERDH Y £ A,

ZOFIETIE, CLIZEHALT, 774 V2T ZAR—FL, ZEEZMATA LV R—FT5Z
LICEY, VAF—DERARNT A T—T )/ (HAT) #ZE LET, HATCLI =5 ¢ ¥ %
TZIXGUI AR LTY AT —DHAT 2 W A X~ A AT 52 L HTEET, FFMICONTIE,
[ User Guide for AsyncOS for Cisco Email Security Appliances] @ [Configuring the Gateway to Receive
Mail] & [Using Mail Flow Monitor] OFEZZML T 72 &0,

T AR—=FEAL VR —RNIEHSTERLE, VAFT—OHAT & AX <A XT 52T :

FIE

listenerconfig @ hostaccess -> export 7 a3~ RZMH LT, 774/ O HAT %7 7 A LIZ
T AR—hrLET,

WO TIE, /87U v 7 U ZF— InboundMail ® HAT ZH 77 L. & 51T inbound HAT.txt & W
YT 7 AN AR—FLET,

1 -

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.
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- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> print
SBLOCKED
REJECT {}
STRUSTED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per hour = -1
virus_check = "on"
max msgs_per_session = 5000
spam check = "off"
use sb = "off"

max message_size = 104857600
max_ rcpts per msg = 5000

max_concurrency = 600
}
$ACCEPTED
ACCEPT {}
STHROTTLED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per hour = 1
virus_check = "on"
max msgs_per session = 10
spam check = "on"
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use_sb = "on"
max message_size = 1048576
max rcpts_per msg = 25
max_concurrency = 10
}
WHITELIST:
STRUSTED (My trusted senders have no anti-spam or rate limiting)
BLACKLIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :
SACCEPTED (Reviewed but undecided, continue normal acceptance)
ALL
SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000

Maximum
Maximum

Message Size: 100M

Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[]> export

Enter a name for the exported file:

[1> inbound.HAT.txt

File written on machine "mail3.example.com".

1 -

avv R sEH |

av L RIA v A H—T A A (CLI) DIET, 7 7 A /vinbound HAT.txt % i3 L £ 9,
TRANZT A ZEHEHLT, 207 7 A VICHE LWHAT = F U Z/ERR L 7,

ZOHITIX, HATIWO ALL = U ORI FO= > Y ZBINLET,

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1. TCPREFUSE
169.254.10.10 RELAY

D2 OO R U X, K AA 2 spamdomain.com 35 X O spamdomain.com D47 K A A

VOV E— KN BRRA NSO AT X THELGLET,
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«3OHDZ U RUIE, IPT RLAN251.192.1x THDHHEA RSO EIE L ET,
4 OHOZ Y RVIZLE ST, IPT KL AN 169.254.10.10 THH YV E— F R A NI, 1~
B —Fy hA~DTRTCORBEBETA—NVICONWT, EXA—L X2 UT 4 TTIA4T
A% SMTP U L—t L CTETE £,

GE) HAT N CONL—)LDNEfFITEEAE®RAFHLEST, VAFT—IZ8EFEL LS &9
LARA N ZEIT, HATIZ S FANEFICHEAAENE T, ik R MMIr—
WIR—BT D5E, TOERUIH LTI <ICT 7 v a YiRFTENET, HAT
T, TR_RCOHAZ L = b % ALLAA MEFRLY RICRET 2088 S
WEJ, HATCLI =7 ¢ # £721L GUI 2 L TY AT —D HAT & A Z < A
AFTHEHTEET, FFMITONTIX,  [User Guide for AsyncOS for Cisco Email
Security Appliances]] @ TConfiguring the Gateway to Receive Mail] & [Using Mail
Flow Monitor] OEZZHL T 23V,

ATV T8 T7ANVERFLTA V¥ —7 A AD configuration 7 4 L7 h UIZEE L, A > AR— hTE

HEIICLET,  GEMIZOWTIL, 8B [Accessingthe Appliance] #ZM L T 72E W)

AT w75 listenerconfig ™ hostaccess ->import 7 2~ N&fH LT, WEFALADKEARN T 7R T—

TN T ANEA R —FLET,

WOEITIE, TREFHSD 7 7 A /b inbound HAT.txt % InboundMail U 2 F—@ HAT |21 v FR—
MLET, print Y7 a<wr ReFEHLTCHLLYZ N 2D LET,

51 -

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.
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- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:
[1> inbound.HAT. txt

9 entries imported successfully.
Default Policy Parameters

Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M
Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.
[1> print
SACCEPTED

ACCEPT
STHROTTLED

ACCEPT {

spam_check = "on"
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max msgs_per_session = 10
max_concurrency = 10

max rcpts_per msg = 25
max_rcpts per hour = 1
dhap_limit = 0

virus_check = "on"
max message_size = 1048576
use_sb = "on"
tls = "off"
}
$STRUSTED
ACCEPT {
spam_check = "off"
max msgs_per_session = 5000
max_concurrency = 600
max rcpts_per msg = 5000
max_rcpts_per hour = -1
dhap_limit = 0
virus_check = "on"
max message_size = 104857600
use_sb = "off"
tls = "off"
}
$SBLOCKED
REJECT
WHITELIST:

STRUSTED (My trusted senders have no anti-spam scanning or rate limiting)
BLACKLIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :
SACCEPTED (Reviewed but undecided, continue normal acceptance)
spamdomain.com
REJECT (reject the domain "spamdomain.com")
. spamdomain.com
REJECT (reject all subdomains of ".spamdomain.com")
251.192.1.
TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")
169.254.10.10
RELAY (RELAY the address 169.254.10.10)
ALL
SACCEPTED (Everyone else)
Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

Async0S 12.0 for Cisco Email Security Appliances CLI ) 77 L X #i4 K (—EA) [}



avy R sEH |
B 5 285—0/—RX FEEUSMIME DEEL ERIEDA F—TILE

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[r>

A UR— FMEIZIE, RELELZGNCTH7-DI12, V3 commit 2~ REFITLET,

Bl AEAF—DN—ARZX B LU S/MIME DESIE ERRIED A *—T It
WOHNE, TrROZ E#1TH HiEERLET,

« 55 SIMIME B4 HE A v =V NOAMF—%2 G (h—_AK) LET,
« SIMIME D54k L WiiEa A4 2 — 7 W LE T,

mail.example.com> listenerconfig

Currently configured listeners:

1. MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: MyListener

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
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Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: No

S/MIME Decryption/Verification Enabled: No
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,

or no letter for b
[10M]>

Enter the maximum number of concurrent connections allowed from a single IP address.

[10]1>
Enter the maximum number of messages per connection.
[10]1>
Enter the maximum number of recipients per message.
[50]>

Do you want to override the hostname in the SMTP banner? [N]>
[N]>

Would you like to specify a custom SMTP acceptance response?

Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>
Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop

2. Code

[11>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.

[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

custom response

Would you like to use SenderBase for flow control by default?
Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No
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2. Preferred
3. Required
4. Preferred - Verify
5. Required - Verify
[

Would you like to enable DKIM/DomainKeys signing? [
Would you like to enable DKIM verification? [N]>
Would you like to enable S/MIME Public Key Harvestin

Would you like to harvest certificate on verification failure?

Would you like to harvest updated certificate? [Y]>

N]>

g?

[N]> y

Would you like to enable S/MIME gateway decryption/verification?

avv R sEH |

[N]>

[N]> y

Select the appropriate operation for the S/MIME signature processing:

1. Preserve

2. Remove

[11>

Would you like to change SPF/SIDF settings? [N]>
Would you like to enable DMARC verification? [N]>
Would you like to enable envelope sender verificatio
Would you like to enable use of the domain exception
Do you wish to accept untagged bounces? [N]>
Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Sing
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Di
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes

S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system
[1>

n? [N]>

table?

le IP: 10

sabled

default.
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{5 - HAT DEFH/NT A —4

WOFRTIEL, HAT Gl T7 A —Z DL A TR L TWET, ROMEIEFEMETHY ., %Ik %
BMLTFa S FTET, BICMEBINMLTALTA, PTETZENTEET, LFED
RUMEIZASA R ERRENET, TAZURTBfFWT2RT XA =2 1%, IROFITRTEEREL

ZYR—FLTHET,

& 16: HATZH#0/35 A — 52 DX

NFA—4 X fEe B
i1 DR A v =8 , £

max msgs_per session 1000
Ay —=Vhle ) ORERZEEK B

max_rcpts_per msg 10000

1k
KA vE—Y A4 X (Maximum . &
. max message size 1048576
message size) - - 20M
Z DY AF—ITHFA] ST KAl &
E%$5§& max_concurrency 1000
G

SMTP /3 ) — 3 — R &

smtp banner code 220
SMTP /3 ) — 7 F 2 b (¥) 3CFH

smtp banner text Accepted
SMTP fE{ /3 — =t — ] B

smtp_banner code 550
SMTP 5/ TF— T F X | (¥) Bl ,

smtp_banner_ text Rejected

SMTP/ N F—R A M % FEX

on | off | default

use override hostname default
, 3CFH

override hostname newhostname
TLS %M on | off |

tls required on
Z IS DRIFEAF ¥ o DO on | off

spam_check off
Sophos 7 A /LA A ¥ % L D . on | off

virus_check off
1 72 0 D RZIEH e

max_rcpts_per hour 5k
LR H7ZY DT — a— RORK &

max rcpts per hour code 452

ZfRHEK
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D7) DI RN AR RKE

INTA—4 BX [ EDBI
! H#FEEJ%%: D 0)%%;{ }\ ®%k§1§ max rcpts per hour text] iiﬁ” Too
%?i& (*) a o a manyrecipients
SenderBase D15 on | off
use_sb on
SenderBase L V=7 —3 g Aa) -10.0 ~ 10.0
0)ﬁ§§§ sbrs[valuel sbrs[-10:-7.5]
rvalue2
]
T4 L7 bV EREER L - 1 ke . F
dhap_limit 150

listenerconfig ~ () bypass_ca 5|2{M B0

W OB TIE, listenerconfig ~~D bypass_ca Gl OBMERL TWVET,

esa.example.com

(SERVICE)> help listenerconfig.

rcptaccess options are the following:

new <rat addr> [options]
edit <rat addr> [options]
delete <rat addr>

print

import <filename>

export <filename>

clear <default access>

default access - Default access for empty RAT.
"REJECT".

rat_addr - Hostnames such as "example.com" and "[1.2.3.4]" are
Partial hostnames such as

or

allowed.

Ei

".ex

ther

ample.com"

are allowed. Usernames such as "postmaster@" are

allowed.

Full email addresses such as

"joel@example.com" or "joe@[1l.2.3.4]" are allowed.
Separate multiple entries with commas.
options - Various options to modify a host access policy:

--action

--cust resp

Action to apply to address(es).
"Accept" or "Reject".
Specify a custom SMTP response.

Default is

acceptance response string.

-—-resp_code

--bypass rc

Custom SMTP response code.
"Accept" actions,
Bypass receiving control.

550 for "Reject
Defaul

Either
"Accept".
"No™

Default is 250 for

"

t is "No".

--bypass _la Bypass LDAP Accept queries for this Recipient.

--bypass ca

5] : SPF $ L U SIDF DE&FE

YAF—DHRANTIZEBRAT—TILDT 7 )V NOREELTHHE.

Bypass SMTP Call-Ahead.

Default

is "No"

"ACCEPT"

or SMTP

Default is

"No"

U A J~—@® SPF/SIDF %

WL ~yv L TFT AT 2 AD SPF/SIDF MGEAE RICFHE SN CTEITT B SMIP 77 > a v
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(ACCEPT £ /=1 REJECT) #BIRTEFE T, 7T ITA TV ARA v =V EEETIHHEIZ
EETDHSMTP B EHRTHIEHLTEET,

HEPLL ~ LIS U T, 7794 7 > AT HELO ID, MAILFROM ID, F7-1ZPRAIDIZ% LT
Tz I BFITLET, 7T T4 T AR, IROL ID F = 7 D% SPF/SIDF HFEAS R xt
L. By ar® 81715 (ACCEPT) 7, By a2 T3% (REIJECT) NrI5ETX
ij‘o

* [None], HHROREDZD, BiFEFITTEEHA,

s [Neutral], RAAEFIEEIE, 72747 MIBEEESNID AT 2HEERH LN E
IMETH— N LERA,

s [SoftFail]l, KAA ATEHEIL, FANBEESN ID 2T 2HERA 7200 & LS 23,
WrsZB - EEZTVET,

(R 7 TIAT v ME FHBESNZID TA—ILEZEETIHRPH Y EH A,

s [TempError], FRAEFIZ—WF)e =T —R3FAE L E LT,

« [PermError], FRAEHIZAKFEAIR =T — 03 FAELE LT,

TTIAT AL, A vE—IZ Resent-Sender: F 7213 Resent-From: ~ v ¥ —WN{FET D546
{Z. PRAID @ Pass i % None (Z 4 7 > 7' L— R9 2% K 9 (2 SIDF AHERL L~ )L A2 GRE LT
WRWRY | Pass iR DA v —VE2ZIFANE T, 77747 L AIXPRA F = v 7 T None
WS NT-HEITHEESNTZSMTP 77 > a U EFEITLET,

IDF =7k LTSMIP T 7 v a v aERLTWRWEAR., 77747 AL Fail & Te
T RTCOMAEAERZ BB T ANE T,

A X =T NMCENTZNTINNDID F = v 7 O IDRBREAFFEERN REIECT 7 7 ¥ a LIl — T 58
BT TIAT ATy avEKTLEY, & xE BEHEIL, 93CO HELOID
Ty IfRERIZESNTA =2 T AND L HICY A7 —%5E LE 797, MAILFROM
IDFxyZnbDFal fiRICKH L TIEA v —V2ELRT ALY A F—%2RETHE L
T, AvE—YMNHELOID F= v Z7IZKLTH, 77747V AXZORREZ T AN
L2, By varyPEITLET, RIZ, AvE—Y2N MAILFROMID F = v 7 TR L 72
BE. VA=l a2 T L, REIECT7 733 »® STMP In& xR L 7,

SMTP IS&IE, 777 A 7 2 A} SPF/SIDF MRS RICHASNTA v —VEETT HHEIC
WY a— R&EF & Ay E—TT9, TempError i Ri%, MOMGERER & Bie D SMTP L& %K
L9, TempError DA, T 74V FDOIEEa—RiZ451 T, T 74NV FDA vEB—T TF
A NX T#4.4.3 Temporary error occurred during SPF verification] T9, O X TOMIEFER T
X, T 74N ROIEE—RIX550 T, T 74V MDA vE—Y TFA NI [#5.7.1 SPF
unauthorized mail is prohibited | T3, TempError M D FRGEAE I B DJSE 2 — K& A vt —
VITXANCEETEET,

{7 C. Neutral, SoftFail. F 721X Fail BAEAEHRICKI L CREJECT 77 ¥ 3 U BNFET SN
BT, SPE AT U vy RAAL UMD, =K RX—=FT 4 DIEEHRT LI, TTIAT A
ERETDHIENTEET, 774NV FIT, TTIAT L AFIRDIGEZR L ET,
550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>
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B

X JE

Z 6 D SPE/SIDF i E % A F— 7 MZT 5IZIX, listenerconfig->edit 7 2~ &M L.,
U 2AF—%3R L EJ, WIZ. hostaccess ->default 7' 2~ REMHL T, FA N T 7 &R
T=TNDT 7 H )V FOREERELET, ROT 17 M yes &% %2 T, SPF il & &% &
LET,

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes|

RAKNTI7®ATFT—T/TiE, RO SPF #lHREEEHTEET,

£ 17: SPFHIEIERE

FELAL S FART 887> SPF | 15X &

SPF ™7~ (SPF Only) *HELOID F = v 7 #FE(TT 2500 E 9

RO ID F = v 7 OFERIZFESNTIITEND SMTP 77 2 a

*HELOID (A 3x—7 VDA

« MAIL FROM ID

*REJECT 7 7 ¥ a T LTRSS LD SMTP L& 2 — RETF R
~

« PENL ORGEX A 57 7 b

SIDF A #t (SIDF *HELOID = v 7 ZFATT 50 E 9

Compatible) o X v — T Resent-Sender: F 7213 Resent-From: ~ > % — N{FE(E
T HEEI, HiFEET PRA ID O Pass i 5% None (& 7 /' L —
NI 20890

e RDID F = v 7 OFERIZEESNTEITEND SMTP 77 33 >

*HELOID (A %—7 VDG4

« MAIL FROM ID

* PRA Identity

*REJECT 77 ¥ 3 IZxf L TR &I DH SMTP B2 — K& T X A
k

« WEALOREESY A 57 U K

SIDF Jjik#% (SIDF KD ID F = v 7 OFEFIZHASNTETEND SMTP 77 v a v

Strict)  MAIL FROM ID

* PRA Identity

* SPFREJECT 7 7 ¥ 2 Y OBFAITIEEND SMTP JEEa— KT
E N

« ENLOBGES A LT U b

WIZ, =—H)% SPF Only ¥l L ~)L & il LC, SPF/SIDF WiEZ X €T 2hlzRLET, 7
7T 4T AT HELOID F = v 7 #3217 L. None 1 X O Neutral G B2 517 AL, £ D
MOEREEAZELE LET, SMTP7 2> a > DOCLIZR Y7 MITRTOIDZ A A TR LT,
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Z—PIIMAILFROMID ® SMTP 77 &~ a V2 EHR LEVA, TTI7AT A E, £DIDD

{5l : SPF/SIDF % &

TRTCOMEEERZ BEICZITANTE T, 77747 2 AL $XTO REJECT fEHRIT% L

T F7AN hOFEG A= RETEA M LT

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [N]> yes

What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

[2]1> 1

Would you like to have the HELO check performed? [Y]> y

Would you like to change SMTP actions taken as result of the SPF verification?
Would you like to change SMTP actions taken for the HELO identity? [N]> y
What SMTP action should be taken if HELO check returns None?

1. Accept

2. Reject

11> 1

What SMTP action should be taken if HELO check returns Neutral?

1. Accept

2. Reject

[11> 1

What SMTP action should be taken if HELO check returns SoftFail?

1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept

2. Reject

11> 2

What SMTP action should be taken if HELO check returns TempError?

1. Accept

2. Reject

[1]1> 2

What SMTP action should be taken if HELO check returns PermError?

1. Accept

2. Reject

[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity? [N]> n
Would you like to change SMTP response settings for the REJECT action? [N]> n
Verification timeout (seconds)

[401>

WIZ, VAF—DOFT 73 DR 2— 35 A =2 ZSPF/SIDF RENED X HITFRIND

MmERLET,

Bl . T4 bR — 85 A—%5 0 SPF/SIDF

SPF/SIDF Verification Enabled: Yes
Conformance Level: SPF only
Do HELO test: Yes
SMTP actions:
For HELO Identity:
None, Neutral: Accept
SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
SMTP Response Settings:
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Reject code: 550

Reject text: #5.7.1 SPF unauthorized mail is prohibited.

Get reject response text from publisher: Yes

Defer code: 451

Defer text: #4.4.3 Temporary error occurred during SPF verification.
Verification timeout: 40

{51 : DMARC #&EED A 1k
&IZ., DMARC #iEE AT 2012~ L ET,

mail.example.com> listenerconfig

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1>1

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes
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Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification

Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove

an entry.

- MOVE - Move an entry.
- DEFAULT - Set the defaults.

- PRINT - Display
- IMPORT - Import
- EXPORT - Export

the table.
a table from a file.
the table to a file.

- RESET - Remove senders and set policies to system default.

[1> default
Enter the default
or no letter for

maximum message size. Add a trailing k for kilobytes, M for
bytes.

megabytes,

[20M] >

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]1>

Enter the maximum number of messages per connection.

[10]1>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to
Would you like to

specify a custom SMTP acceptance response? [N]>
specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>
Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop

2. Code

[11>

Would you like to

specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.

[550]>

Enter your custom
Would you like to
Would you like to
Would you like to

SMTP response. Press Enter on a blank line to finish.
use SenderBase for flow control by default? [Yi>
enable anti-spam scanning? [Y]>

enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

No
Preferred
Required

Required - Verify

1>
Would you like to
Would you like to
Would you like to
Would you like to

1.
2.
3.
4. Preferred - Verify
5.
[1

enable DKIM/DomainKeys signing? [N]>
enable DKIM verification? [N]>
change SPF/SIDF settings? [N]>
enable DMARC verification? [N]> Y

Select the DMARC verification profile to use:

1. DEFAULT
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[11> 1
Would you like to send aggregate reports? [N]> Y
Note: DMARC reports should be DMARC compliant.
Secure delivery is recommended for delivery of DMARC reports.
Please enable TLS support using the “destconfig’ command.
Would you like to enable envelope sender verification? [N]> Y
Would you like to specify a custom SMTP response for malformed envelope senders? [Y]>
Enter the SMTP code to use in the response. 553 is the standard code.
[553]>
Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to specify a custom SMTP response for envelope sender domains which do
not resolve? [Y]>
Enter the SMTP code to use in the response. 451 is the standard code.

[451]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do
not exist? [yi>

Enter the SMTP code to use in the response. 553 is the standard code.

[553]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to enable use of the domain exception table? [N]>

Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 20M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: Yes

DMARC Verification Profile: DEFAULT

Aggregate reports: Yes
Envelope Sender DNS Verification Enabled: Yes
Domain Exception Table Enabled: No
Accept untagged bounces: No
There are currently 4 policies defined.
There are currently 5 sender groups.
Choose the operation you want to perform:
- NEW - Create a new entry.
- EDIT - Modify an entry.
- DELETE - Remove an entry.
- MOVE - Move an entry.
- DEFAULT - Set the defaults.
- PRINT - Display the table.
- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- RESET - Remove senders and set policies to system default.
1>
Name: Listener 1
Type: Public
Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP
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localeconfig

BILL]

ER7AE

1

localeconfig .

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1>

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

mail.example.com>

MeE : Zoa< KX lcommit] NHFETI,

JIABEH . Zpa<wy Rt TRTCOYY U E—FR (PR, IA—F <) T
ATxEd,

NyF aw N Zoawy NEnNyFEXEZFR—FLTWWERA,

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body is added as an attachment.
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Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[]> setup

If a header is modified, encode the new header in the same encoding as the message body?

(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or

modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main

body in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body

whenever possible.

However, if the disclaimer is encoded differently than the message body, and if imposing
a single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit
the message body to

use an encoding that is compatible with the message body as well as the disclaimer.
Should the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error
when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added

as an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding

the message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the

message body

is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> mail3.example.com
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smtpauthconfig

B2LL]

ERAE

11

SMTP #FFFREB LI NRE T o 7 7 A V2R ELET,

M€ : Zoa< KX lcommit] 2NHHEETY,

smtpauthconfig .

PIGRRER . Zpa<vy N, N TOYIYrE—F (#9R&2, F—F <) T

MTEET,

NyF avwrs R Zoavy Ry FEAZ S R—FLTWEEA,

ROBFITIE, smtpauthconfig =2~ REfEH LT, #—3 lsmtp2.example.com] DFrL 1>

RER—2D7a 7 7 A VEERLET,

mail3.example.com> smtpauthconfig

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

[1> new

Choose the type of profile you wish to create:

- FORWARD - Create an SMTP Auth forwarding server group profile
- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward

Enter a name for this profile:

[1> forwarding-based

Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:

[1> smtp2.example.com

Enter a port:

[25]>

Choose the interface to use for forwarding requests:

1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)

[11>

Require TLS? (issue STARTTLS) [Y]> y

Enter the maximum number of simultaneous connections allowed:
[10]>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>
Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
Would you like to enter another forwarding server to this group?
Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile

- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> created SMTP auth profile

[N]>

Async0S 12.0 for Cisco Email Security Appliances CLI ') 77 LY X #4 F (—iEA) |}




avv R sEH |
B 70t r7y7

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

\}

GE)  FAKHAO=—HITIE,. RELAY HAT RV > —RHFR <N FE T,

1 o077 7 ANV THEEDOBEY —REHEETHIEHTEET, SASL A =X A
CRAM-MD5 & DIGEST-MD5 1%, EX— /L tFa VT 4 TFIF3A4 T v R LEEEY—OMT
I R—=FENhEHA,

ARATLDEY NTYT
systemsetup

B2k

FEIDOL AT Ay b T v 7RIV AT AOEA A F—)L,

FERAE
MeE . 0o~ KX lcommit] N TI,

JIGRAREM . Zpa<vy N, T_XTO~Y L ET—F (59K, TA—F <) T
HATx%7,

NyF avw R Zoavy FEIRNyFEXREZSR—FLTHERA,
11

mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing
'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator passphrase to a new value.
0ld passphrase:

New passphrase:

Retype new passphrase:

* kKKK

You will now configure the network settings for the IronPort C100.

Please create a fully qualified hostname for the IronPort C1l00 appliance
(Ex: "ironport-Cl00.example.com") :

[1> ironport-C100.example.com

* kK Kk Kk

You will now assign an IP address for the "Data 1" interface.

Please create a nickname for the "Data 1" interface (Ex: "Data 1"):

[1> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):

[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or "Oxffffff00"):
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[255.255.255.01>

You have successfully configured IP Interface "Data 1".

* Kk Kk Kk Kk

Would you like to assign a second IP address for the "Data 1" interface? [Y]> n
What is the IP address of the default router (gateway) on your network?:
[192.168.1.1]> 192.168.2.1

* KKK Kk

Do you want to enable the web interface on the Data 1 interface? [Y]> y

Do you want to use secure HTTPS? [Y]> y

Note: The system will use a demo certificate for HTTPS.

Use the "certconfig" command to upload your own certificate.

* Kk k ok ok

Do you want the IronPort C100 to use the Internet's root DNS servers or would
you like it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use my own DNS servers

[11> 2

Please enter the IP address of your DNS server.

[1> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* Kk Kk Kk Kk

You are now going to configure how the IronPort C100 accepts mail by creating a
"Listener".

Please create a name for this listener (Ex: "MailInterface"):

[1> InboundMail

Please choose an IP interface for this Listener.

1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)

[11> 1

Enter the domain names or specific email addresses you want to accept mail for.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "Jjoel@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple addresses with commas.

[]> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com? [Y]> n
Please specify the systems allowed to relay email through the IronPort C100.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service (SBRS)
Scores for this listener? (Your selection will be used to filter all incoming
mail based on its SBRS Score.) [Y]> y

Do you want to enable rate limiting for this listener? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a
remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.
[1> 1000

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: 1,000
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
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Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

Would you like to change the default host access policy? [N]> n

Listener InboundMail created.

Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* k kK k

Do you want to use Anti-Spam scanning in the default Incoming Mail policy? [Y]> y
Would you like to enable IronPort Spam Quarantine? [Y]> y

IronPort Anti-Spam configured globally for the IronPort Cl00 appliance. Use the
policyconfig command (CLI) or Mail Policies (GUI) to customize the IronPort
settings for each listener.

IronPort selected for DEFAULT policy

* Kk Kk Kk Kk

Do you want to use Anti-Virus scanning in the default Incoming and Outgoing
Mail policies? [Y]> y

1. McAfee Anti-Virus

2. Sophos Anti-Virus

Enter the number of the Anti-Virus engine you would like to use on the default
Incoming and Outgoing Mail policies.

[1> 2

Sophos selected for DEFAULT policy

KKK KK

Do you want to enable Outbreak Filters? [Y]> y

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or
back down below),

meaning that new messages of certain types could be quarantined or will no longer be
quarantined, respectively.

Allow the sharing of limited data with SenderBase? [Y]> y

You have successfully configured Outbreak Filters and SenderBase.

* kK KKk

You will now configure system alerts.

Please enter the email address(es) to send alerts.

(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[1> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Support?
You will receive a complete copy of each message sent to IronPort.
(Recommended) [Y]> y

* Kk k Kk k

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.

(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[1> administrator@example.com

KKk KKK

You will now configure system time settings.

Please choose your continent:

1. Africa

2. America

11. GMT Offset

[11]> 2
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Please choose your country:
1. Anguilla

47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)
51. Virgin Islands (U.S.)
[1> 47

Please choose your timezone:
1. Alaska Time (Anchorage)

26. Pacific Time (Los_Angeles)

[1> 26

Do you wish to use NTP to set system time? [Y]> y

Please enter the fully qualified hostname or IP address of your NTP server, or
press Enter to use time.ironport.com:

[time.ironport.com]>
* %k %k ok

Would you like to commit these changes at this time? [Y]> y
Congratulations! System setup is complete.
For advanced configuration, please refer to the User Guide.

URL 7 4 LR G

2T, RO CLL vy RIZoWCal L £,

s aggregatorconfig (321 ~—1)

e urllistconfig (322 ~—3)

« webcacheflush (323 ~—2)

» websecurityadvancedconfig (323 ~X—13)
» websecurityconfig (325 ~X—7)

« websecuritydiagnostics (326 ~—73°)

aggregatorconfig

5B
EA—N X2 0TF 4 TTFF5ATLVATYARAADT T Y F—2 b— DT RLAZRELE
T, 2OV —NF, VI 4 RSN URL &, Ha2—HF07 U v 7 (ZBEEMTONZT 7 a3
v (G, Tav s FREAR) 27 Y v Lty R a—F oA Rt £,
FERAE
We®E : Zoa<y Rt lcommit] DSMLET,

JIGRARER . Za~x s Rt ¢TRTO~YY U FT— K (TR Z, IA—F, <~ r) Tff
HTx%7,

NyF awr K Zoavy FEAy FRBREFHR— F LTWEEA,
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mail.example.com> aggregatorconfig

Choose the operation you want to perform:

- EDIT - Edit aggregator configuration

[1> edit

Edit aggregator address:

[aggregator.organization.com]> org-aggregator.com

Successfully changed aggregator address to : org-aggregator.com

URL 7 4 VA U THEEEIC X » CTEHMlE SN2V URL DT A R Y A RMEREFEITA VR—
FLET, ZTOUANMI, TUNT LA T4 VAERIIIFEA I EE A,

WEE : ZOa<y Kt Tcommit] 2NMHETE,

JIGARER . Zoavy KX, TRXTCOYV U E—R (VTR IA—T <) T
HATx%E7,

NyF awrRN: Zoa<wy RNy IFEXLEPR—FLTWET,

> urllistconfig

No URL lists configured.

Choose the operation you want to perform:
NEW - Create a new URL list-

[1> new

Do you want to import a URL list?

[N]>

Enter a name for the URL list

[1> sample

Enter the URL domains that need to be skipped from scanning for URL Filtering.
Enter one URL domain per line and '.' to finish.

cisco.com

ironport.com/*

*.example.com

10.2.4.5/24

[2001:DB8::1]

URL list sample added.

There are currently 4 URL lists configured.

Choose the operation you want to perform:

- NEW - Create a new URL whitelist.

- EDIT - Modify an existing URL whitelist.

- DELETE - Delete an existing URL whitelist.

[]>EDIT

Choose the operation to edit the URL whitelist:

- IMPORT - Import a file into an existing URL whitelist
- EXPORT - Export an existing URL whitelist into a file
- RENAME - Rename an existing URL whitelist

[1>IMPORT
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wehcacheflush

i

ER7AE

1

webcacheflush .

Assign new name to the imported list? (By default, name stored in the
file will be applied to the list)

[N] > Y

Enter name of the list > new_list

Enter filename to import from > URLfile

NOTE: These files will be stored in /pub/configuration

URL list “new list” added.

URL 74 VHZ ) THERE TR SNAF Y v v 2% 7Ty a2 LET, VAID Web =
V74— REOWBEIHEHINDIAEHELZEF LZGAIEL. Zoa~r REEHLET,
BE, YA VR — I OEREINZGEIZOR, Z0oavr ReFHLET,

e Zoa<r P Tcommit] ZS4EH Y FHA,
IS RAREE . T Da~<y Niiviy B— R TCOMEATEET,
NyF awr N Zoawy FEnNyTFEXE T R—FLTWWERA,

> webcacheflush
Web Security cache has been flushed.

websecurityadvancedconfig

EILL]

Y

URL 7 4 V&V v 7O

=
i
RF
B
wh
=
9
N

G¥)

ER7AE

NTZTNY a—T 4V TORTEA LT U MaAEERT LGNNI, A a3OHHR— R
SRR ST-HRICDARZDa~wy FEFERLET,

A LT D MEZ, URL OFHlils X OB 7T IV 2t 257 70 F y— X L o@E MO0
BALOE T,

MeE : Zoa<y Kix Tcommit] 2SHEE T,
JIARER . ZDavy RiIviry E— R TOMEATEET,
NyF avw R Zoa<vwy RNy FERETR—FLTWET,
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> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds:
[15]>

Enter the URL cache size (no. of URLSs):

[1215000]1>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned:
[100]>

Enter the Web security service hostname:

[example.com] >

Enter the threshold value for outstanding requests:
[20]>

Do you want to verify server certificate? [Y]>

Enter the default time-to-live value (seconds):

[30]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server:

[Infol>

Enter the default debug log level for SDS cache:
[Infol>

Enter the default debug log level for HTTP client:
[Infol>

5l - EMEURLDURL 7 4 L2 ) T DE®IE
/4oLl ER websecurityadvancedconfig I ¥ FEFEHL T, B URLOURL 7 4 V& v

TEHENILET,

maill.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds:
Enter the URL cache size (no. of URLs): [810000]>

Do you want to disable DNS lookups? [N]>

Enter the maximum number of URLs that should be scanned: [100]>
Enter the Web security service hostname: [v2.sds.cisco.com]>

Enter the threshold value for outstanding requests: [50]>

Do you want to verify server certificate? [Y]>

Do you want to enable URL filtering for shortened URLs? [Y]> yes

avv R sEH |

[5]>

For shortened URL support to work, please ensure that ESA is able to connect to the

following domains:
bit.ly, tinyurl.com, ow.ly, tumblr.com, post/ly ...

Enter the default time-to-live value (seconds): [30]>

Do you want to rewrite both the URL text and the href in the message?
Y indicates that the full rewritten URL will appear in the email body.
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N indicates that the rewritten URL will only be visible in the href for HTML messages.

[N]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server: [Info]l>

Enter the default debug log level for URL cache: [Info]>

Enter the default debug log level for HTTP client: [Info]>

Bl : AvtE—CDRAT7A4ILDURLIZHT 5 RXF ¥ UHIRDERE

R OB TIX, websecurityadvancedconfig 2~ REMFHL T, A vE—VOUMN 77 A VNT
AF ¥ Cx 2% URL O REAEHELET,

maill.example.com> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds: [5]>

Enter the URL cache size (no. of URLs): [810000]>
Do you want to disable DNS lookups? [N]>
Enter the maximum number of URLs that can be scanned in a message body: [100]>

Enter the maximum number of URLs that can be scanned in the attachments in a message:
[25]>

Enter the Web security service hostname: [v2.sds.cisco.com]>

Enter the threshold value for outstanding requests: [50]>

Do you want to verify server certificate? [Y]>

Do you want to enable URL filtering for shortened URLs? [Y]>

Enter the default time-to-live value (seconds): [30]>

Do you want to rewrite both the URL text and the href in the message?
Y indicates that the full rewritten URL will appear in the email body.
N indicates that the rewritten URL will only be visible in the href for HTML messages.
[N]>

Do you want to include additional headers? [N]>

Enter the default debug log level for RPC server: [Info]>

Enter the default debug log level for URL cache: [Info]>

Enter the default debug log level for HTTP client: [Info]>

websecurityconfig

BILL]

URL 7 ANV Z U TOHAZTE (URLLE=2F—32 3 BELORURL AT IV HRE) 23T L

£,
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WE . AFAEEHIZIEAB)I T, Cisco TAC 705 Yes [T 5 Z L R INTWARWRY | FEHA
EORECEERINTZEZITNo IR L TLE &,

MeE : oo~ KX lcommit] N T,

JIABEH  Zoa<vw s RiE, $R_RCO~Y U EFT—K (FTRE, TA—F, w2 v) T
HATxE7,

NyFawr R:Zoavy RNy FEXEZSR—FLTHWET, FFcOVW T, CLID
A FGA Y ~NTEBRLTLKEXY, Z0a<vwry ROA 54y ~LVTIZT 7B AT BT
IZ, help a2~ REFEHLET,

mail.example.com> websecurityconfig

Enable URL Filtering? [N]> vy

Do you wish to enable Web Interaction Tracking? [N]> y
Web Interaction Tracking is enabled.

Do you want to whitelist URLs using a URL list? [N]> y
1. urllistl

2. urllist2

3. No URL list

Enter the number of URL list

[1]1> 1

URL list 'urllistl' added

mail.example.com> websecurityconfig

URL Filtering is enabled.

URL list 'urllistl' used.

System provided certificate used.

Web Interaction Tracking is enabled.

websecuritydiagnostics

BLL]

ER7GE

1

URL 7 4 V& U > ZI\ZBES S 2Wriat i e £om L £,

WEE : Zoa<y R Tcommit] ITMEH Y FH A,
I ARER . ZDavw Ly NIvyry BE— R TOMEATEET,
NyF avws R Zoavwy RNy FEXREZSR—FLTHERA,

mail.example.com> websecuritydiagnostics
Cache Size: 254

Cache Hits: 551

Response Time
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userconfig

Bk

ER7E

a—vgz i

Minimum: None
Average: 0.0
Maximum: None

DNS Lookup Time
Minimum: 9.4198775
Average: 10.1786801765
Maximum: 10.544356

2T, OCLL vy RIZoWTEHEHALET,

« userconfig (327 ~~—7)

s passphrase & 7213 passwd (332 ~X—7)
e last (332 X—Y)

«who (333 <—7%)

s whoami (333 ~X—7)

2= TH YL b LIBORBILY — A~OEHEE FELET

e Zoa~< 2 i lcommit] NVNETY,
JIARER . ZDavwy NIV FAY E— RTOAMEHATEET,

NyFawr R Zoavwy RNy FERXEZYR—FLTHWET, FEMic>VW T, CLID
A TA Y ~NNTEBRLTLLTEINY, Z0Oavwr RO T4y ~LVTILT 7B AT HIC
I, help 2~ FE2EHLET, fi:

mail.example.com> userconfig help

Bl HFHLWLWIA—HF 7Hhor FOER

RIZ, Help Desk User = —/L &K LW a2—% 7 oo s OESBIZR L ET,

mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.
- ROLE - Create/modify user roles.
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- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> new

Enter your Passphrase to make changes:

Enter the new username.

[1> helpdesk

Enter the full name for helpdesk.

[1> HELP DESK

Assign a role to "helpdesk":

1. Administrators - Administrators have full access to all settings of the system.
2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status information.
4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[1]1> 6

Would you like to get a system generated passphrase? [N]>

Enter the passphrase for helpdesk

(1>

Please enter the new passphrase again:
Users:

1. admin - "Administrator" (admin)

2. helpdesk - "HELP DESK" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
(>

5] : RADIUS H—/\ZNEEILHICEY b7y T

RIZ, RADIUS — NZNE it iy 87 v 7350 %~rLEF, RADIUS F— %+ v
7w 7T BT, AA R, A—b, BEOHEFEIRTL—XE2ANL, #BiL72 hark
LTCCHAP ¢ PAPDO L L 2ERT 20 EHRELET,

mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)
2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.
- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
- URLTRACKING - Configure URL tracking privileges.
[]1> external
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Choose the operation you want to perform:

- SETUP - Set up global settings.

[1> setup

Do you want to enable external authentication? [N]> Y

Please enter the timeout in seconds for how long the external authentication credentials
will be cached. (Enter '0' to disable expiration of

authentication credentials altogether when using one time passphrases.)
[0]> 30

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured
1. RADIUS

11> 1

Configured RADIUS servers:

- No RADIUS servers configured

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

[1> new

Please enter host name or IP address of the RADIUS server:

[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]1>

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:
[51>

1. CHAP

2. PAP

Select authentication type:

[2]1>

Configured RADIUS servers:

Host Port Timeout (s) Auth type
radius.example.com 1812 5 pap

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.

- CLEAR - Remove all RADIUS server configurations.

1>

Bl BFEQDI—F O—)LICH LCZERITHEZEDICLET

/j{@{ﬂfﬂi\ twofactorauth 7 I~/ FEFEHL T, fﬁﬁ@lb"’j‘ T — L% LT 3R EER
AEZ AT LET,

mail.example.com> userconfig

Users:

1. admin - "Administrator" (admin)

2. hdesk user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Two-Factor Authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.
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- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change passphrase and account policy settings.

- PASSPHRASE - Change the passphrase for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- TWOFACTORAUTH - Configure Two-Factor Authentication.

- DLPTRACKING - Configure DLP tracking privileges.

- URLTRACKING - Configure URL tracking privileges.

[1> twofactorauth

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on User Role Privileges.
[1> setup

Do you want to enable external authentication? [N]> y

Choose the operation you want to perform:

- NEW - Add a two-factor authentication server configuration.

- EDIT - Modify two-factor authentication server configuration.

DELETE - Remove a two-factor authentication server configuration.

- CLEAR - Remove all two-factor authentication server configurations.
[1> new

Please enter host name or IP address of the RADIUS server:

[1> radius.example.com

Please enter port number of the RADIUS server:

[1812]1> 1800

Please enter the shared passphrase:

>

Please enter the new passphrase again.

>

Please enter timeout in seconds for receiving a valid reply from the server:

[5]1> 10
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1. CHAP

2. PAP

Select authentication type:

[2]1> 2

Choose the operation you want to perform:

- SETUP - Set up global settings.

- PRIVILEGES - Configure Two-Factor Authentication based on Role Privileges.
[1> privileges

Role Privileges:

Choose the operation you want to perform:

1. Add

[1>1

Select Predefined Roles to allow the privileges
1. Administrators

2. Guests

3. Help Desk Users

4. Operators

5. Read-Only Operators

6. Technicians

Enter the numbers (comma separated) to add privilege.
[1>1

Role Privileges:

Predefined:

Administrators

Choose the operation you want to perform:

1. Add

2. Delete

(1>
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. passphrase & 7= (& passwd

passphrase & 7= (& passwd

a8

ER7AE

1

last

B8

ER7E

l

\}

NAT V=R KR LET,

MeE : 0o~ KX lcommit] NHLFETI,
JIARER  ZDa~v L Ri TAX T— R TCORMEHTEF T,

GE)

passwd v RiE, vV E—RLMMEHTERWS AN 2—¥REHTEL L0123 57
HOKEITE, KA =PRI TAXND~ Y ETpasswd 2~ REETTH L, ik
AyE—VERRENT, 2—FOF— FELEEETINCT T AZ LV OT —ZITxE L CTHME
PITONET, LOTRTO—WFIZR L TUL, Lo (oflfRshd a7 4 Fab—
Yary avwy RERL) BETOIET,

NyF avws/ R Zoavwy IRy FELSEZSPR—FLTOERA,

mail3.example.com> passphrase

0ld passphrase: your old passphrase

New passphrase: your new passphrase

Retype new passphrase: your new passphrase
passphrase changed.

last 2~ RiZ, AT AR OR A Lira—Y2E R LET, T 74NV FTlE, VAT
Aza A4 L TnH TR TO2—FERRLET,

MeE : Zoa<y N Tcommit] 1IMEHY A,
USAREE . pavy NIviy BE— R TORMFHTXET,
NyFawrR:Zoa<wy RNy ITFEXEZSR—-—FLTHEREA,

elroy.run> last
Username Remote Host Login Time Logout Time Total Time
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who

BILL]

ER7AE

1

whoami

Bk

ER7E

who .

admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1lm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20

who =~ Ni&, CLINO Y AT AIr A LIc T _XRTOa—F 1 rA UHF#, 74 KL
Kifl, B L P2 =R /M L7 VE— M FA MR RLET,

FeE  Zoa<r R lcommit] ITMNEHD EH A,

JIALER  ZDa<vy RiEvy B R TOMEATEET, IHIT, Z0avwr Nign
TAVEAN (=Bl A Lizvyy) TOMEFATEEST, ZDa~vr REFEHATD
IZiZ, B—H)L T7 AV VAT AT 7V BEATEALERH Y £,

NYyFaAIVF: Zoa<wy Ry FELEZSR—FLTOWERA,

mail3.example.com> who
Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli

whoami T~ FIF. BIER 74 v LT D a—FDa—P 45 L ORA L. 2P RE LT
WB I N—TEEFLET,

WEE : Zoa<y Kt lcommit] SMLET,

JIARER  Zpavw Rt TRTOYYUEFT—R (TR E, TA—TF, <=2 v) Tff
HTxFE9,

NRyF aw R Zoavy RNy FEXREZPR—FLTWEFTA,
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mail3.example.com> whoami

Username: admin

Full Name: Administrator

Groups: admin, operators, config, log, guest

RE7ITSAT7 O ADEE

* loadlicense (334 ~X—<)

« showlicense (335 ~X—3°)

loadlicense

Bk

BT FIZ3A T ADXML 74t Aenu—RNLEY, 77 A Ahbr— N5 at—
TV RR—=RARNTXET, FBMIZOWTIL, [ Cisco Content Security Virtual Appliance Installation
Guide] ZZHL TSV, ZO F¥Fa X M,

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html

MHAFTEET,
Toawy RiE, BEHEFE AR — X HERE RO — AT E T,

ERAE

FE® : Za<y K lcommit] 1ZMEH D FHA,

JIALER  ZOavy RIv v B RTORENTEET, SHIZ, Zoavr Nide
JAVRAN (=R u s A Licvvy) TOREHNTEET,

NyF awrRN: Zoa<wy RNy TFEXEZPR—FLTWEREA,
151

mail.example.com> loadlicense

1 Paste via CLI

2 Load from file

How would you like to load a license file?
[1]1> 2

Enter the name of the file in /configurations to import:
[1> <filename>

TERMS AND CONDITIONS OF USE

<Terms and conditions>

Do you accept the above license agreement?
(1> y

The license agreement was accepted.

The following feature key have been added:
<feature keys>

TT—RN— Ry =27 OREIAVDRRINDGZ LD £,
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I av R SEH
showlicense .

showlicense

Bl
BAIEDEAET 774 T VA FA B AT HERER R LET, FHMIC OV T, featurekey
ax s REMHT2 L0000 £7,
Zoawy R, BEEELEIANL—FERE RO —FREATE ET,

ERAE
M - oo~ K lcommit] (THEHY FH A,

JIARER  ZDa<vy Ridvyr B— R TORMEATEET, IHIT, Z0avwr Nign
TA U ARARN (—FRa s Limviy) TORMEHTXET,

NyF avws R Zoavwy NIy FEXREZSPR—FLTHET,

Ny FRRK

D a<wy KOS : showlicense

1

mail.example.com> showlicense
company: Example Inc.

org: Widget Division

unit: Portland Data Center

seats: 1000

city: Portland

state: Oregon

country: US

email: mailadmin@example.com
begin date: Tue Dec 6 17:45:19 2011
end date: Mon Sep 1 17:45:19 2014
vln: ABC-123423123

serial: 1003385

SETEER (Geolocation)

ZIZ T, WO CLL 2= RIZOWTHBI L £,
« geolocationupdate (336 ~—13)

« geolocationstatus (336 ~X—3)
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geolocationupdate

&R
PV ERZRY A N2 FECEHFLET,
ERAE
FEE : 2Dz~ N2 lcommit] 1ZMEH D FHA,
PDSARRER . Zoavr Fii~vyy E— RTORFEHTEET,

NyFaAIVER: Zoavy Ay FEREFR—FLTWET, FEMICOW TR, nelp
generalconfig I RE AL T, AT ~NVTHESRRLTIEIN,

1

mail3.example.com> geolocationupdate

Requesting update of Geo Countries List.

geolocationstatus

& BA
HHELEGHR Y A NOBAEDO =Y a URFREINET,
ERRGE
BEE : 2o~ RN Tcommit] [TMEH Y FHA,
VSRAER : Zoavr R~y y E— RTORBHTEET,
NyFAIUER: Zoavr IRy FELEF R — ML TWEREA,

l

mail3.example.com> geolocationstatus
Component Version Last Updated

Geo Countries List 1.0.48 26 Feb 2017 04:22 (GMT +00:00)
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L

LDAP 154
L—H—f{tkE 154

S

SenderBase 307
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T

Telnet 15

o)
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<
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—
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exit 18

history 18
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