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B srort2 e snonzor—zKy v —ov v ELTORR

RDBERY

TNA AIEREZEALET, RELEORRE 41 =) 2L TLEE, .

BIR L7 Snort X—V 3 o EDOREHMEZHE L0, AT AIRBET a2 fIzRY) —HE
P ET,

| &

BEE ER7obv2APICHEORET V2T vy NE U UTAVERD S0, —FRg7%R
N7 4y THRRBBELET,

Snort2 & Snort3 DAR—X R O—DIVvETDERT

RTwF1 [RY— (Policies) ] >[RA (Intrusion) ] Z=IRL £,
RATv T2 [[RARY v — (Intrusion Policies) | ¥ 72BN EINTNDH Z & &R L E T,
RATY T3 [IPS~¥v 7 (IPSMapping) 127V v 27 LET,

Snort2 M J)L—JL & Snort3 )[R EA

T, Snort2 N—Ua VDR Y V—RER Snort 3 N— g U ERIMIL T, AR X SRE
TR T AT D2—F 4 UF 4 TT,
cFMC 23 7.0 LV RIDON—= g b 10 LUBEO A= 9 2T v 7 7 L— RENTHE.
CATFMNIBREXFEWILET, FMC D LW 7.0 S—2 3 VEIBEOBE . L0 Euvos—
CaL T T TL—RTE, VATAIT v —Fhicars oy aEER#LEY
/‘/O
FRA A% Snort 32T v 77 L— R BHIT, Snort2 N— 3 » CEENMTOILZBRE
X, 20— 4 VT 4 2L TSnort2 /X— 3 U235 Snort 3 /13— g T EETOE
24795 Z EMTE, EREORIREE TR TE £,

N

GE)  Snort3 ~OBATHRIZ, Snort3 X— 3 DORY —ZREICEF L, @mEOEHRE LT
ZOa—=T 4 VT4 R LN L2 HERLET,

Snort 2 D/N—30 2 VERGE & T A S LL— L DMREF S AU, Snort 3 IZ5I kA ILD K D IZ, FMC
PEIMSRE A RAE L F 4, REIE. Snort2 L — /L DA — _"—F f RBREL I A X L)L— VI
SNHET, INOIFEEEOA R HEEICDIE o TT TICERESNZY, BTV 5 ]
REMENH Y, TS % Snort3 N—V g o CHBL L 27 ER 0 8 A,
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I Snort2 /5 Snort3 ~DFEIT
Snort2 M JL—)L & Snort3 D FIHA .

|

X e Snort2 L— /L DA —IR—F 4 KL HAHF L)—)LDBHD Snort 3 I =, FD
Wi TN ERE A, Snort2 & Snort3 DT RTDREANL—LD 1% 1 D~ v EL TN
RONGRWGEERH Y £3, WOFIEEFETTHE, HHONR—2 3 VNHFET D
=V D—VT 7 a AT HDERENER S ET,

R TIE, DAFLFIT VAT AL o> TSN A L — LD L X \VME & il 0%
EIL Snort 2 705 Snort 3 ICBITINER A

ATy 1 [R— (Policies) 1> [ A (Intrusion) ] #&R L £,

ATv T2 [[RARY v — (Intrusion Policies) | # 7RI TNDH Z & ZMEB L E T,
AT w73 [Snort3 DFPIAT —H ADFKR (Show Snort 3 Sync status) | %227 Y v 7 LET,
ATy T4 FHLTOWRWRARY —%RE LET,

ATy 75 [F# Sync) 1 742> () 27V w7 LET,

GE) RBRBARIY =@ Snort2/3—T 3 & Snort3NN—V a VAR I TW5 . [[F1# (Sync) ]
TA ARk (O) TRRINET,

AT T6 ~U—%ish LEUSL T~ —Dabt—2Fran—RRLET,
ATy F71 [HREM (Re-Sync) 127U 7 LET,

GE) s IS NTZRBOEIE, Snort 3 RAT P URT AL M Sk, BN L2 RIZO A
MEnE7,

o Snort2 B A HZ Ljb—uix, AT RO Y — VAR L CSnort 3 ICA#LCE £9°, Snort2

HAL DNV—IV BN DA, [ A X Lb—/ L (CustomRules) #7427V w7 L, WmE®d
FERIZHE > TL— VBB L E9, FEC OV T, H—DRAKRY 2 —0 Snort2 1 A X L
JL—)L® Snort 3 ~DEHE (55 X—) ELRLTIEIW,

RDBARY
RELEZRALET, RELHEORERA (41 ~—) ZZRLTIZEN,

Cisco Firepower Management Center Snort3/8—< 3> 712> 74 F¥aL—Yav A4 K |}



Snort2 A\ 5> Snort3 ~D1T |
B sotzon—n e snotznmEm

. Cisco Firepower Management Center Snort3/N\—> 3713 74 Xalb—>3a >y A K



L]
'
z
2
g
e
-]
g
"~
-]
&
.{
|

Snort 3 TOEAREN & [

e Snort 3R AR Y U—%BMET DT (31 =)
L= LB LIZBARY o — D (43 _—)
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==
=% =R

Snort3{ZARY —ZFFIRT BIZIE

[Snort3 AR Y v —%[leT 5| OECIE. BARY —0 RO WTRELET, Z0
FCIX, HAH L Snort 3 DIRARY —DFERk, BARY —OREE— NOEE, AR
WEFEITT D00 77 ¥ R — L OBEICHOWTHA L £,

ARARY U—DHEAR (31—

cBARY —OFEM LTRSS (33 X—2)

« 71 A4 L Snort 3 AR Y —DIERL (33 <—Y)

* Snort 3R AR U > —DifftE (34 X—)

BARY —DR—ZRY —DEH (37 2—)

e Snort2 & Snort3 DEH D A—T 5 L CORAEY L —OBRAEET— ROLHE (37 2—)
ARARY —DFE (38 —Y)

BABH A FITT A ODOT VAT hr—/LL— LEE (39 —)
REEEDORER (41 X—)

BRARY O—DERK

RBARY V= LERFADRAMROE Y b THY, EX2 VT (E IOV T T T 4 w7
EREL. AV TA VIEROBAE. BEOHLDH N T T4 v BTy s FRETTLI L
NTEET, BARI =1, 77X arbe— KRNI r—IZLoTHOHEIN, VAT
LD T A e LT, N7 40y I BSEEICEIET D L2509 02 HEL
=3

FRARY =P LR HD1E, BANV—ALTT, V=V E2HNIT DL, V—/WZ—8T
HETZT7 407 LTHRAA R IBERINET (612, RBEIZSCTRTZ 74 v 70
TRy 7 ENET) o M= ABENCT D L AV OMBEMEIESNET,

VAT A Ko TREEN DN DD EARR AR Y 2 —I(2 XLV | Cisco Talos Intelligence Group

(Talos) ORBEIERACTEET, ZNEHDORY > —TiL, Talos WMEANL—LE A AT Z
=LV OIREE (ARhE 72138 2% E L, MOFEMREDOWIHRE BITWVE T,
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B e kyo—omx

Snort3 TORABRMERH |

EXh VRTLARBOBARY =Xy FU—=75ARY —IZIEFE C L 9 ARSI S

NTWETRH, BB ENETENTWET, /=& %X,  [Balanced Security and
Connectivity] v b7 —27 347 Y v— & [Balanced Security and Connectivity] {2 A7 Y
T—TEHELTEMEL, EHLLRAL—LDT v T — P TEHRTEET, 2771,
X NI =75 AR Y U X EICHLEEA 7 > a VEEBLL, RAKRY T FEIEA
N—NVEEHLET,

AL BRARY =2 Bl 5 &, LF2FATTE £,

= FIAESLT D Z LA, ME O —VE2ER L TN, M AR
50

c Xy NU—7 ETCHRHENTZARL—T 4 VI VAT A, —=n— BLORZ T4 T b
TV r—varyra harkEEne OEERRET DT OICHBICEZIAEN L —L
WZBEEEAT T B121E, Firepower OHEREFIAA M H L 97,

RARY = i3—FHT 57y b Ry 7 LT, RAMRV FEERTEET, BAEIZ
TV TatyO Ry FV— L EFET HITIE, EOREL [T 77 (Block) ]IZEEEL
iﬁqo

HEFHE LT, BRARY U —2#0ET 256 Frlov—L a2 G2t L GEINT 5254) « —
EORAN—IVTIL, IANKFEDTIET N T 7 4 v 7 T a— NEITRIAET 5 L3N H
DET, BRARI O —ICLo THRESNDANI, X7y NIy NT—7 5HHR U o — D E
e TR S NE T, BERA VAT ZEENCT 5L, VAT AIHBNICBEDR
ETA VAR ZEEHLET, 2L, Xy NI GRS —DWeb A FZ—T = A
ATIFEA VAT ZXHOFEFIT/ D F7,

A

TR ORTERLBAAL VAT Vg IEFICEBICEIE L TWA D, By NERE

TEHELRY NU—ISHRY —LEBARY —i3. HAMETIRERHY E£T, i
RO, BRICEBDO D AZ D Fy NI — ISR —2 i LTIl 5 2 L,
EELRZ A7 TT,

HAZDMBEARY O —ZRELEE. TE2 12U L0778 ay ha—L b—LE7 T
TIRAaryrp— LR —DFT 7NN T 7 va lBEMNTLZ LIk T, BAH
LRARY —%2T /A ay ba—L#FEO—HE L THEATEEY, ZhickosT, v&
T AL, RS EICIET RN, BFEDH A SN N T 7 4 v 7 BRARY —iZ Lo THREL
9, Bty FERARY U—LAEDLTERTAZ LI, F—Lb Ry NT—7 L4
Wy NU—=Z1MA T, BEILLC TRy NI —2 EOV—N"E RIS TS Z 8T
xFET,

T 74NV NTIE, B XA B — FDORAAL AT g 3k sinEd, Zhicky,
BAAL AR a v BRBEISNTWVWAETZ7ER ay ha—/L b—/L LR bS8k

WETOEOBBHNHD L, X7 —~ o ARm ELET,
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| snort3 TOR AL L Bt

gy v—ozk ezt [

BIMOYHR— bk EFRIZOWVTIE, TSnort3RBARY —DifEE] 5425 L TLES
v,

BARY O—DEH ERHREN

ETILDYR— b+
FTD

YR—bShd ALY
fEE (Any)

ai—+H¥[a—j
o PR
RAEHE

ARAF L Snornt3ERER —DIERL

AT T1
ATvT2
ATvT73
ATvT4

ATy TH

ATvT6

[R1) >— (Policies) ]>[&A (Intrusion) ] ZEINL £,

[R VU > —DfERk (Create Policy) 127V v 27 LET,

[4F7 (Name) | IZ—EO4HIZ AL, 47> 3 T [#B (Description) ] 2 A LET,
[ffE— K (Inspection Mode) ] Z3ZIR L £,

BRLIZT 7o a s lioT BAV—ATT Ry LTT 77— haRESEL) FEE—F) | £
37 7= P ERESELIOHIT D0 BHE—F) BDRED £,

GE)  PiE— FE2BRT 512, Z<OMBHOIERE RNV —NVERETE 5L 912, Ty 7 —
NDINZT TF— MR AESELZ LN TEET,

[X—AAR Y — (BasePolicy) ] Z#&IRL £,

VAT AL o TREESN DR —F 3RO H AL AR = _R—=RARY =L LT TEET,

[PR1E (Save) 1227V v 27 LET,

FHLWARY I R—ARY v RICREHEHANEENTHET,

Cisco Firepower Management Center Snort3/8—< 3> 712> 74 F¥aL—Yav A4 K |}


https://www.youtube.com/watch?v=5IoE4-y-dUE

Snort3 TORABRMERH |
B sorzeasy o —omse

RDZRY
RV —B W ALZ~A XTDHIZIE, Snort 31RARY —DfE 34 2—) 2B LTLE
él/\o

Snort31RANRY —DIRE

Snort2 /3—7 3 U5 Snort 3 N— 3 VIR Y U—ERE L TWAREL, TN TOZEE IENE
IR ENE T, EHEARGETATOOBMOT 7 a AAINEH Y F8 A,

ATvF1 [R)— (Policies) 1>[#RA (Intrusion) ] Z&IRL £,
ATv T2 [[RARY T — (Intrusion Policies) ] Z 7B IR SN TWDH Z L 2R L £,
AT T3 BRETHRARY —DRIZH D [Snort 3/3— 3 > (Snort 3 Version) %227V v 7 LET,
ATy T84 R o—%fmRELET,
cE— FOLHE : MEET—FEEET2I12I, [E—F Mode) | Rry XX %2271 v 7 LET,

o [B5#1 (Prevention) ]1: hU W —SN/=7 v v 7 —LiZA X b (TF7—F) Z{Ek L, ¥z
Key 7 LET,

s [H (Detection) 1: MU H—N/T7 vy 7 V—LDT T—h,

B — RICAD RIS, BRINE— REBIRCTE T, L 2iE, Pibe— FE@RT 5002, %
< OBBMOBER L R HN— A ERETED LT, TR Y IA—LTT F7— hOHEERT D
ZERTEET,

BAEET— FIX, Snort3 /3—2 a3 DAY V—TOAEBEINET, Snort2 /73— 3 Tk, BEFOMK
BEE—NRFOFFEFRFINFET,

«[Jb—T 73 a (RuleAction) | DER : L—)L T 7 a Ly EERTHITIE, ROV E TR
LET,

o —JEREE 1O EONL— NV ETIRL, L—T 27 3 (RuleAction) | Ke vy 7 & U &k
MOERT 7 arw2IRL, [IR(F (Save) 1227 U v 7 LET,

GE) =T 7 arO—FfFEERIX &HO 500 HONL—LTOHRYHR—FSNET,
o H—)L— )L DR : [L—/L T 7 > 3 > (Rule Action) [FID Ka v 7 X Ry 7 Ao L—)b
T varEERLET,
L=V T 7 g AATIRD ERB Y T,

[7m>Z (Block) 1: A hEAERL, BEO T H 7y b, ZOERNOKFED T
ToOX)ry v&27Try s LET,

[7F7—1b (Alert) 1: =T 250y hOAXR FOREAK L, Ty MELEERE Fa v
TLER A,
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| snort3 TOR AL L Bt
Snort3 BAKRY O —DiRE .

o [f%)h (Disabled) 1: ZDON—VE NTT7 4w 7 ERELERA, A0 MIERSINETA,
[T 74 MTET (Reverttodefault) 1: VAT ADT 74NV T 7 v a IR LET,

o [N (Pass) ]: A~y MIAEREINT., HFD Snort b— /W KD LIBEOREM 72 LT/ v RS
HiETEET,

*[Fr>Z (Drop) 1: A X baAERL, BT 57y &2 Fny 7L, ZoEETEALULE
DT T74v7x2Tny 7 LEREA,

o [HERF (Reject) ]: A X hEAEKL, —HT Dy e Ry L, Ok CHRED -7
T4 E7Tay 7 LT, TCP7u ha/LOLGEIETCP Yt v MR EILE L O A X Mok
ELET,

IIA T NERFY—AR—ICHET I FE S ERT AT VAT RBIOIPT LA F
TTEE T E IS TOHESOEE : Snort (X, V—T 47 &N, A T4, BLOT
Vol E&NTA v H—T oA ADEHR, 7 T7AT > bEP— =D FIZRST N7 v hEEE L
£J, Snort |L2 DD RST /N7 > hEFEELET, 77472 MO RST X7 v M Tk, %3
TRY— R—=D [P ITHRIE S, 56BN TA T FOIPICREENE T, V——JMH D RST
Ny NI, HMETN T TA T RO IPIZERIE S, BN — =D IP IZHEINET,

S[EEMZ (Rewrite) |: A—AOBEIMRA AT 2 LTESNT, A=Y FEARL, A7y b
OWFEE LEx LET,
[®fhts (React) 1 V—ABHDHELGEE,. TI7— T 7 a B BInNET,

BN —IL R T 4=V REMH L CETRE 7 4 VA OUEE L E T, GID, SID. F72ixsE#HE A
HTEET, =& 21T, GID:1; SID:9621 1 /L—/L 1:962 DFHZFas L . SID:9621,9622,9623 1L/ %
SID R 2B DN — N ERRLET, £, ROVTNUNOF T v a r HBRINTE £,

s T ANK [TV ar=77—h (Action=Alert) |£72I1X[T7 273> : 7 a2 (Action:Block) ]
ZMH 5

o [#E5 721 —/L (Disabled Rules) ] 7 4 /L& % 45
o [ AH L/2—HEFE/L—/L (Custom/User Defined Rules) | & F <75
« GID, SID, F721% GID:SID T 4 /L& LEES %
s cve TT A VX WLEET 2
¢« AR NTT A NFREA S
NN TN T DR RBRA—TH =T = RE AN LT — AT N—TE KT D0 ET2TF 0]
WCHESNTERD T 4 NVEFTT T a ONT I ERINL E7,
o [R5 A (Excluded) ]: BN NI — VTN —T 2 RRICT D
«[&te (Included) |: EENTWVDHIL—L T N—TE25RI2T 5
o [A—3—=F A K (Overridden) ]: RENA—/N—F A4 NI N—L T N—T ZXRIC
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Snort3 TORABRMERH |
B sorzeasy o —omse

=L TN —T DX )T 4 LYLDORE RO, L TUERIL—L T )L—T T8N L, J#IR

LET, VAT AEZBDNL—IEREZESNTEF2U T 4 L-ULEF| X BT 50, £85I 2T
BI2iE, V=T NA—TD['F 2T 4 LoUL (Security Level) |DOREIZH 5 [fwfe (EBdit) (&7 U v
7 LET,

FMC X, RESNEEF 2T 4 LSO — VT )T DN—)VT 7 v a v ABNICER L E
T, BX2 VT 4 LNV EEFT DD, [FRIRE T V% (Preset Filters) | D [7 12 v 7 /L—/)b
(Block Rules) ] & [#%h/L—/L (Disabled Rules) ] D#IZIEE L T2 &V,

T AN INTZNV—VDFER: T T7—b, Tavr, WY 4A— =T A R, EXHBL, N
A, Ry FRIHESICRESN TOWAIL—LE2FRT HI2IE, [FRERE T 4 /L4 (PresetFilters) ]
PERLET,

F—R—=F 4 RENT =T, V= AT I arBNF T4 NT I arnORIOT 73 g A8
BENTN—NVERLET, BRETDHE, TOT 7AN T 7 a VCRTHATH, V—AT 7=
VDAT—H AX[A =T A REH (Overridden) 11272 £3, 7=72L, Pv—A 7273 2> (Rule
Action) ] K v 7H U A RS [T 7 44 MIET (Reverttodefault) | Z1EINT 5 &, [4—/3—
F 4 R#EH (Overridden) | AT —Z ZANHIRENET,

[EEE7~7 /% (Advanced Filters) ] 1%, Lightweight Security Package (LSP) DU U —2x_ (2 AD%y
. BLOWEHINME (CVE) ICESL 74V E AT v a v aRiLET,

=T N—T oGO D ETNIRNT D - HREINDNL— NI N—TL, VAT A TRt s
HIERDBRARY —IZBEMT HENTWDET 74V RONL— VT N—TF T, RARY v —Z—
NTN—ToEGbl-0, B LT TEET, R —DN—LEEAT I, GEndL—NT
N—T e TN—TIZEDDIMENRH Y 7, BRASNTN— VT N—TIHRAR Y =D BHIBR S,
FON—MI T T 4 v A SN EY A, FMCIZHAZ LV — VAT v 7 a— K5 HEICo0N
T, DAFX L N—NDOT v 7T r—FK (56 X—) 2B LTI I,

=V T N—T AT B, ROFNEZFATLET,
1. [v—Z—7 (Rule Groups) | XA SZBEIL, L— T —TZ3IRLET,
2. HADOAA TS (Exclude) (V27 %27 Y v LET,

3 MEIGELT, =N TN—TNON—NDHF—"=F A R&T 74/ MREICRTHEIL. b—
NDFA—R"—F 4 REHIRLET 2 ? (Do you want to remove rule overrides?) | F = v 7 R 7 A
A AT LET,

(E) ZOFzv IRy 7 AF, F—"=F 4 RENTN—ADBHLIGEIZOHRRINET,
4. [FR4h (Bxclude) 15227V v 7 LET,

T w7 u— RENTZHAH D=V FE LN ST v — v T =TI LWI— v T u—
FEDDHITIE, ROFIEEZEITLET,

1. N— VT N—TRBEASA—ORIZHD EM (Add) 1 (7)) 227V w7 LET,
2. BT 5T _RTCONL—NVITN—TORINCH LT = 7Ry 7 A F AL GRIRL £,
3. [ffF (Save) 127 U7 LET,
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| Snort3 TORARRE & B
ARy v—n~—z2Ky s —nzE [

=)L RF¥ 2 X FOFER 1 )b—/LD TALOS ¥ = =2 7 )V A FK R T HIZIE, /— 1D £ r—v
~==7/ (Rule Documentation) | 714 2> %7 U v 27 LET,

o L=V DFERIDOER « L—/VDOFEMZ KR T HITIL, V—ATO BRKE (JEBHRH] (expandarrow) ]
TA 2y [BEEKH (expandarrow) 17 714 2Y) TAarvzEr7 Uy 7 LET,

e =LA A NOBM VI T A A N EBINT I, [ A2 (Comments) ][50 T
bH5[aAvk (Comment) ] ) 22y s Lgy,

R—2ZARY IV —HBBFETAHIZE. BAR) O —DR_R—ZAR) L —DEFE 372—) BB LTLES
W,

RDBERY
RELFZEALET, RELEOREM 41 <—) 2ZRLTIESW,

= [e] ~ > (o] ~

BARY S —ODR—XKR)—DERE
BIDY 2T MR ORY O —F T AX AR o — 5 HARY L —L LCHEATEET,
BRSODHWAF LR —%F 22— FTHILENRTEET, SOOI HLD4OORY —T
FRNAERENTZARY —NERRY —L LTHEAEN, 52HORY —TL AT AL
THRMEEINEZR) —2_X—2 L U HEHTARLERH Y £97,

ATy F1 [R)I— (Policies) 1>[RA (Intrusion) ] Z&RL £,

ATy T2 BETHEAR) S—OICHS [RE Edit) | (P 22V 0r LET,

ATY T3 [X—=AKRY — (BasePolicy) | FKuvy 7 XA MNEARY —23IRLET,

ATy T4 [{R%7F (Save) |27 U w27 LET,

RDBERY
WELEZREALEY, RELEOREK 41 ~—) 2ZML TS,

Snort2 & Snont3 DEHD/N— 3 VTOEARY S —D
BEE—FOZLTHE
BEFEOBARY —IZx L TR 2T — FE2BIRTEE, BENEFICETTHE, &

FRTFAAL ZWCHEASINET, BARY > —0 Snort2 & Snort 3 DT DR—2 5 o O
F— FELEETHIE, 2O Y Z7OFEEZFEITLET,
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B e cvs—oum

[R1) >— (Policies) ]>[&A (Intrusion) ] ZEINL £,
EFESHERARY v —ofkich s [RE Edn | (P 22007 LT,
AU —IZiE@ AT 5 [RAE— K (Inspection Mode) | Z 3R L £,

[fR7F (Save) |27 U w7 LET,

RDBERY
REAELRALET, RELEOR (41 ~—) Z2ZRLTIZEN,

BEARY S —DOEE

R AR Y > — (Intrusion Policy) ]<—< ([7/R') >— (Policies) 1> [®&A (Intrusion) ]) T
X, BEOIAX MRARY —& L HICRDIEFREFRTEET,
s N7 T 4y OREIBARY V—EFEALTNWDET I/ ER arbr— L R —L& T
INA A D

e WILF RAAL VIETIZ, NY —RERENTZ R AL v
“IVF RAA VEBTIE, WETEIHED RAAL UV TERENEZRY —nERrENET,

Fo, RETERWIEH FAL CTERSNIEAR Y O —bFREINET, THO FAAL TR
RENTRY V=2 TR BLOWRET DITIE, TORAL YW EZ TS,

ATwF1 [RY)— (Policies) ] >[RA (Intrusion) ] ZEINL £,
ATV T2 BARY o —2FHLET,

« B : [N Y 2 —D1ERL (Create Policy) 122 Y v 7 LE$, B AKX L Snort 3 AR U 2 —DIERL
(33 =) ZBRML TS,

« HIBR : HIBRT DRY —DHIcHD 227 ) v 7 LET, MO2—FREFEL TORVWERY —DER

NHDLIGET, VAT AL > TR L BHMO T a7 ERFRINET, [OK]Z2 27V v 7 L CHER
LET,

Iy MR APNRERRINTODHEE, REFLEM RAL B LTEBY . RELZEE T HHERN

b EHEA,

cRARY —DFEMOMRE  WET LRV —DMICHD 27V v 7 LET, RAKRY —0 [4Hl
(Name) ], [f##EE— K (Inspection Mode) ]. B XN [~—AR Y > — (Base Policy) | Zfm#E T& £

R

cBRARY —REDHHE : [Snort3 /X— 3 > (Snort3 Version) %27 U v 27 LE9, Snort312 ARV
VDR 34 —) EERLTLEEN,
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| Snort3 TORARRE & B
BAB#HEERFT 51007223y ra—Li—LEE [

e LU AR—F BARY v—%xT 7 AKR— kL THIOFMC IZA > R— b T5581F, [=7 AKR—h
(Export) 127V v 7 LET, f&Hi/3— 3 > ? [Firepower Management Center Configuration Guide]
@ [Exporting Configurations] @ k& 7 &ML T 2S00,

« BBY : [BB (Deploy) 1> [EE (Deployment) |&i8R L3, HRELFDOEE (41 —) 22K
LTL &N,
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L= LN 10 EIC 4Bl WY H—ENT5GE, VAT
LE1 DDA X FEERLET Ob—A22[EHIC
MUB—L L TEHSNEEICLEVEICEL, *
NLBEDA Ry MIERIND) |
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Snort3 TORABRMERH |
B soscogr—roLznEozE

W, P ox o7 E2BELET, ZHICZED, AXUVFLEVWEREETIP 7 KL RN
LEISEIP 7 FLABI O E S B TEE SN ED 77,

F4:IPLEVMERELF T3y

FIoay EL: ]

v —2 (Source) BETLIPT FLAENTANRV NAVAZ AT b
FHELET,

Pt St (Destination) SEGEIP T RUABNTA R A VAR ATT L N
HELET,

REIZ, LEWEZERT DA AF  A0HEMMZEL 3,

REA VAR VAMBO LEMEREAL Ty

AIoay EL:L

A 3—%¢ (Count) LEVMEA T 7D E e, BEFT5IP 7 KLU A
NTHE SNEHIMBEAOA X b L R 2D,

# (Seconds) I MRy FENDHETORE, LEVEXYA 7%
[HIFR (limit) ]2, FT v ¥ 7% [E(ELIP (SourceIP) |
W, [Tk (count) ] % [10] I, [# (seconds) ] %

[10] IZRE LT=HA1E. VAT AP EE SN EE TR —
F22 B 10 BPEICHAE Lo mAID 10 DA X & Figk LT
TR LET, HAD 10 TTHDA X FETHRRAEL
Yt VAT AIENG R L TR RLET, RO
10 VT 40 HDA R b RRA LIS E. VAT LT 10
iz L CHRARL, 10 FER L THrbHI Ty N EHRE
BAfA L £9,

RBAANY PO LEWVEREL, BMTHEMAT2Z &6, b b N ADLREIH,
detection_filter F—U— R, BLORAASXY M OWT N EMAGDOETHERT L Z
LbTEET,

Je

EXh BAAXRFONT Yy b Ea—TLEWVEZBMTSZLHTEET,

Snort3 TORAIL—ILDLEZLMEDRTE

[L—/LDFEH (Rule Detail) ] —2 T, L— /L OB —DOLEXVMEARETEXET, LEVMHE
BT 5L, V= VOBEFED LEWED EFEE IET,
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| snort3 TOR AL L Bt
grrrvrLzvEorTLER |

ATy F1 [Ty k (Objects) 1>[BAIL—IL (IntrusonRules) | %7V v 27 LET,
ATw 72 [Snort3 DFTRTD/L—/ (Snort3 AllRules) ] #7527V v 7 LET,
ATv T3 RBAL—ILO[TT7— h&E (Alert Configuration) 15T, [ZRL (None) V> 7 %7V v 7 LET,

27y 74 [#HE Edi ] () 2r V0 LET,
ATY TS5 [7TT7— hi&E (Alert Configuration) 17 4 > R T, [LEVME (Threshold) ] ¥ 7 %7V v 7 LET,
RT9T6 [#A47 (Type) | Kry 7 XU VRN, RETDLEWVEOY A T HRIRL FT,
cFRESNTHM BT DARU b A 2 2AHITEIAHIRT 25513, [HIBR (Limit) ] 2841
LET,

HRESNTHM BT DAR b A VA AT LB R AR, [LEVWE
(Threshold) ] Z3&N L £,

HRESNTIZANY A U AZ AT LR T, MRS 1 ommn 2 ett- 256813, [l
77 (Both) ] ZEIRL £,

RATYFT  [BHxtE (Track By) | T[#57t (Source) | £721% [S85E (Destination) | Z IR L, 5570 F 72135685
DIPT7 RLRIZE > TA XY MBI 50085 ERELET,
RT97T8 [HTU b (Count) |74 —/L R, LEWEE LTHAT DAY M U RAZ 20K E AT LET,

AT97T9 [ (Seconds) | 7 4 —/L R, AU M U AZ U AZBINT HHIH () ZfET 28EE AT
]_/i‘j—o

ATy 710 [OK] %227V v7 LET,
BIMOYR— K EFHRIZHONTIEL, TSnort3 DIIFI L LEXVWME] EF A 2SR TN,

RDZRY
RELFELEALET, RELEORM (41 ~—) 2ZRLTIZEN,

RAAANY b LEWVEDRT EHIBR

=BT DO L EWVEREZ F R EITHIRT D 2 e N TEE4, b—/LOREM
(Rules Details) |E2—%2#H L CLEVEDOBEFOREEZRT~THZ LICL-T, 6N
VAT DM E I D EMEGRTEE T, O TRWLWEAIE, L LEWEE BN L TR
Dz FEETEHZENTEET,

AT 71 [#TPx¥ b (Objects) 1>[BAIL—IL (IntrusionRules) | #27 Vv LET,
ATw T2 [Snort3 DT _XTD/L—/L (Snort3 AllRules) 1 %7 %27 V7 LET,

ATY T3 [7T7— Fi%E (Alert Configuration) ] FIII/RENTWD X HIT, LEVENERE SN2/ —/L&2&IR L £
-éAO
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Snort3 TOBABE £ |
B e tyo—muione

ATV T8 L— LD LEXWEZHIBRT AIZ1X, [77— & (Alert Configuration) ]%1® [L X Mi (Threshold) ] U
Y%7y LET,

RT9TS %70y LET,

AT9 76 [LEVME (Threshold) 1¥#7 %27 U v 7 LET,

AT TT [VEY b Reset) |27 V27 LET,

ATv T8 [IR1FE (Save) |27 U w27 LET,

RDZRY
REAFELRALET, ELEOR (41 ~—) Z2ZRLTIZEN,

BRARD) O —HIFHDERTE
BEDIPT FLAEZIXIP T FLADHEBTA VAT ZOBEDL—ILVE NI H—LTE
EDRAARY MEMEIHITE 9, ZhE. BB EREEETS0CKR LB ET, e
X, BFEOZI A7, OEICHZ D7y FERE L TND A — )L —"NEIET 5
Bl ZEOA— NP —RZEoThI =L LTHERAENZA Y MCEET 54X Mdf%
M CEFEST, =TT RXTONRTry MR LT R A= LTHERSNETN, AMOK
BT DA X MR RFRSINET,

BARY —HIF2 1T

1%%’(’\‘/ }\*fﬂﬁﬂ”i\ iZET{%)ﬂTé ¢t %)\ L—hk X—2 ODJ&%%%%EH\ detection filter
F—U— R, BLXOMREAALRY FLEWVEBRKOWNT NN EBAGDETCHEAT L2 TE
HZEICEELTIEE N,

Je

EXh RAASXRUC IOy b Ea—ALLAHIZBENTEET, RAL—LZT 4 X X—D
([(A#72x% b+ (Objects) |>[EAIL—IL (IntrusonRules) ]1>[Snort3MF R TDI)IL—
JL (Snort3AllRules) 1) @ [7 77— ha%iE (Alert Configuration) ] %% H LT, il
BT 7 8ATHZEHLTEET

Snort3 TORANRY O—DHIFIDETE
BARY =D)L= WX LT 1 2L Lol #iRETE 4,

1R BHHIIZ

BETTEZIIEEOMENZEBNTAVERSH DXy MU= FT V27 FEERLTNDZ L
EREHRELET,

ATy T [#TPxH b+ (Objects) 1>[BAIL—IL (IntrusionRules) [ #7 V v 27 LET,
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| snort3 TOR AL L Bt

ATvT2
ATvT3
ATvT4
ATvT5

ATvT6
ATvT1
ATvT8
ATvT9

mugeozrean 1

[Snort3 DT _XTCTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vv LET,
RANV—NOD [T 77— FaxiE (Alert Configuration) 15D [7Z2L (None) | V> 7 %27V v 7 LET,
[#RE Edit) 1 (&) 22007 LET,
[0l (Suppressions) ] %7 T, WOAT v a Y ORIZHHEBMT A 2> (1) 27V v 7 LET,
cFRELICEEILIP Y RLANLREEINDG T v M X o TERSND A X2 2 IflT 2355613,
[EfEc R~ hU—72 (Source Networks) | Zi®IN L F 7,

cFRE LIS IP 7 RLRIZEFE IND Ty M X o TERESND A X2 &2l 254615, 56
Jex v U —72 (Destination Networks) | N L £,

[y hT—2 (Network) | Ky X URA LTty bRy NU—27 Z%IRLET,
[fR7F (Save) |27 U w7 LET,

(EE) REISUT, %D 3 DOFIEELBEVIRL T,
[77— Fe%E (Alert Configuration) ] 7 « > K T [{&fF (Save) &7V v 7 LET,

RDBERY
REAELEALET, RELEDOR (41 ~—) 2ZRL T ZEN,

HEHDRT EHIBR

ATy
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATv71
ATv78

BEfF ORISR 2 TR EITHIRT 226 b CTE 3, HExE, A= P—n"RNzs 27
A MDEICTRZL NNy EBEENSEEFEL THDEWVWIHEEBT, TDA—/L $—30 IP
7 RUVAMNBIEE SN ATy MIET A4 X2 MEFmEif c&x 94, 2Dk, ZOA—)L
P NPEAEIC72D, ZOIP T RLARBIOFRA MIHED Y TEnzb, TOEET
IP 7 KL A GEMZHIBRT 208N H D £5,

[#72 x4 bk (Objects) |>[BAJIL—IL (IntrusionRules) | =27V v 7 LET,
[Snort 3 MF_TD/L—/ (Snort3 AllRules) | ¥ 7 %27 Vw7 LET,

P 2 FoR ETITHIBR T 20— L AR L £ 7,

[77— Fe%E (Alert Configuration) ] %o [#i] (Suppression) | %27 U v 27 LET,
7 Vw7 LET,

[#0#] (Suppressions) | ¥ 7% 27 U v 27 LET,

M OMICH D[ VT (Clear) | (X)) 22U v 27 LT, MEIZEIKRLET,
[fRTF (Save) |27 U w7 LET,

RDEZRY
RELFELEMALET, RELEORM (41 ~—) 2ZRLTIZEN,
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Snort3 TORABRMERH |
. BAIL—ILD AT DB

BAIL—ILa AT FDENM

BAR) =D — a3 A "EBMTEET, ZOLICLTEMEINTZa AL MIRY
V—HHAOax RV ET, ToT, HBRARY —DON—VTBIM LTz A2 M
HOBARY > —TIIFREINEE A,

ATy F1 [R)— (Policies) 1>[&RA (Intrusion) ] Z&RL £,
ATV T2 HWETDHHRY > —DFRIZH S [Snort 3 /73— =2 > (Snort 3 Version) |27 U 27 LET,
ATYT3 2 hEBMT— 1 aBMLET,

ATy 74 [2A2 b (Comments) [FIOFIZHDarr b (A F (comment) 74 22 [2 A2k (comment) ]-
TAaY) Vv 7 LET,

ATY TS5 [ A2k (Comments) | 74—/ RIZ, =3 X haEANLET,
ATYT6 [2 A FZIEM (AddaComment) |27 U 27 LET,
ATy T [R1F (Save) 1227 U w27 LET,

g~k [ A2 b (Comments) ]FIDN—/LOFRIZ[22 A2+ (Comment) ] (-) MEREINET,

RDBERY
RELFELEALET, RELEORM (41 ~—) 2ZRLTIZEN,

Snort2 MH XA L JL—)LOD) Snort 3 ~DZE L

FMC OB AT _XTORARY > —TF_XTDOH AKX A Snort 2 /b—/L & —FE|Z Snort 3 (ZZ5H8
TAMN, FIFEARY —Z412 Snort 2 7 A Z A JL— L% Snort 3 \ZERNC AR TX F9,
Az a > e RIRCHENET,

FTARTODBEARYS—D Snort2 DI RXTHHASZ LIL—ILOD Snort 3
~NDEHR

ATy 1 [#TPxs b (Objects) 1>[BAIL—IL (IntrusionRules) 17V v 7 LET,
AT w72 [Snort3 DI _XTD/L—/L (Snort3 AllRules) | # 7 %27V w7 LET,

AT9 T3 EMORAL T[T TONA—/L (AllRules) | DBNBIRSNTWDHZ L 2R LET,
ATy T8 [HA7 (Tasks) | KRy T XX MNOEEZRRLET,
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| Snort3 TORARRE & B
B—DEARY o—0 snot2 H 22 LL—1Lo Snont3 ~0EH [

o [EHLL TA A — b (Convertand import) ]: T _XTORARY T —DF T Snort 2 H A X L JjL—
/L% Snort 3 I HBIICAHL L, Snort3 7 A X LL—/L L LTFMCIZA v AR— bk LET,

o [EHL L CTH U u—FK (Convertand download) ]: T XTHRARY > —DF TP Snort 2 7 AKX A
Jb—/V% Snort 3 ICHBNHIICAEH L, TNHER—ANLTAT AMIF T a— RLET,

ATy 75 [OK] &7 Vv 7 LET,

GE) cHIDOFINAT [EH L CTA >R — b (Convertand import) ] ZEeR L7413, a4
TON—VH, [m—A1b—/ (Local Rules) |1 D NIZH L <AERk Sl v—n 7 n—7"[F
~CD Snort 2 & 7 v —sN)LZ 25 (All Snort 2 Converted Global) ] @ FIZERIES L E T,

cHIDOFNET[EH L CTHX 7 ra— K (Convertand download) | IR L7=HE1E, v—L7 7

ANEO—DNVRELET, Fvra—RKLiE7 7 A VHNOEHRFE LDV — L EHER L E
T TCHAA L N—=NDT v T1n—F (56 —) OFEIHE-TCT v Fu—RTxF
T,

BINOYHR— k EFHRIZOWNTIL, Snort2 /L—/L® Snort 3 ~DZEH] ©F A 2SR L T EN,

RDEZRY
WELLZREALEY, RELEORE 41 ~—) 22RL TS,

BE—NDRATRYS—0 Snort2 H X4 LJL—ILD Snort3 ~D I

ATy 1 [RJ— (Policies) ]>[RA (Intrusion) ] Z&R L £,
ATv T2 [[RAKRY T — (Intrusion Policies) ] % 7 C, [Snort3 R AT —% ZADFK K (Show Snort 3 Sync status) | %
7V w7 LET,
AT9 T3 BARY = [[A# (Syne) 1 742> (2) 270 v 7 LET,
GE)  RBAFRY =@ Snort2 /38— 3 > & Snort3 83—V g UAEHI SN TV A IEA T, A (Syne) ]
TA Akt (0) TERRSNET, BT LD AL D= VN2 E&2RLET,

AT T4 Y~V —%Hk, [BAZLL—/L (CustomRules) | X7 %27V w27 LET,
ATV TS ROELLNEBIRLET,
o« (B DON— N E ZORY —IZA AR — T 25 (Import converted rules to this policy) ] : R AR Y
T —@ Snort2 AKX L)LV— L% Snort 3 I L, Snort3 AKX L—/LE LTFEMCIZA Y AR— R L
£

o [EBHHEONL—L DX 71— K (Download converted rules) ] : {2 AR Y 2 —?DSnort 24 A X LjL—)L
ZSnort ICAH L, B—H VT AT ALY ru—RNLET, ¥Urm— L7 7 A VNOLEE
DN—NEWRL, BT v 7R — T A a2 2 )y 7 LTI 7 A&7 v 7 r— RT&EET,

Cisco Firepower Management Center Snort3/8—< 3> 712> 74 F¥aL—Yav A4 K |}


https://www.youtube.com/watch?v=7vNNYG5_k3Q

Snort3 TORABRMERH |
B rx52r—ro7yrn—¢

ATy 76 [FHFRH (Re-Sync) 127 U7 LET,

RDEZRY
RELAELRALET, RELEORM (41 ~—) 2ZRLTIZEN,

WAL IL—ILOTF7yTA—FK

FMC TH AL DN—N%T v 7 u— R & m—A VTR LTIZA AL L— L)~ T
@ Snort3 /L—/L DU A MBS ET,

ATy 1 [#TPxH b+ (Objects) |>[BAIL—IL (IntrusonRules) [ %2 U v 7 LET,

ATv T2 [Snort3 DT TD/—/ (Snort3 AllRules) | ¥ 7 &7V v 7 LET,

ATY T3 [FAV (Tasks) | Frmy XU R NA22 Y w7 LET,

ATy 74 [TvFu—FK (Upload) 127V 7 LET,

AT9 TS5 AER L7z Snort3 B AKX L)L—)LEETe txt £720E crules 77 ANE RT v I T R Rry 7 LE
R

GE) HBORY I 2% 7 Vw7 LTa—HLVTANAETEBRL, 77 A NVERIRT LA TxF
ﬁ“o

ATFvFT6 [OK]ZZ7 Vv LET,

B BRLETZ7ANMCZ T =556, Tl bR LidTEEti, =7 —0HL7 7
ANEHEY =L, TT—ZBEELTILT 7 AV EERTEET,

ATFYT1 vB—ANN— VT N—TEERL T, TOTN—TIZH LVIL— LB L £,

HLWH AL DV — VT N—T 5B L ([ LW AR Lv—L 7 v—T7DFERK (Create New Custom
Rule Group) 1V 27 %7 U v 7) [ HLWIA—TIZV—NLEBINTHI EHTEET,

GE)  BEfFror—n— T N—TBRNGEEIE, LW AZ Lv—L 7 —T DL (Create
New CustomRule Group) %7 U v 7 LCRiATLET, HLVWIL—L T —7D 45T (Name) ]
ZANLT, [BR1FE (Save) 1227V v 7 LET,

ATYT8 RONVTNPERIRLET,

s b= ®D~— (Merge Rules) 1%, BT 28 LW — L& L— L 7 —TNOEAFDL—L &
~—YLET,

TN —THOTRXTDONL—/VE T 7 A /VONFIZERR (Replace all rules in the group with file contents) ]
. BEFOT X TOA— L EBINT 28 LV L— WIZ B L £,

GE) m@%ﬁf@ﬁ@w~wﬁw~7% RINL-GEF, HTE AT v a v iIp—no~v—y
(Merge Rules) 1 D&AIZ72 0 F797,
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| snort3 TOR AL L Bt
HRE LL—LEEEL—LI L—TOBRARY o—~oem [

ATFYF9 [k~ (Next) 227U v 27 LET,
Y~ —ZMHERE LT, BINTA5H LW L—L ID 2R L, LEICS U THE Y ryr— RLET,
ATFwF10 [#7T (Finish) 1227V v 7 L£7,

| &

EE 7970 — RFREINETRTONL—LDO)L—)LT 7 g 3G REEIZ 2> TUVWVET,
=V T 7T 4 TIZT DT DICSBEBIREBICETE T ALEND Y 7,

RDEZRY

«FMC CTHRZ LV—N%T v 7a—RT5E AERRLIZA A X LL—/Li3 3T O Snort
3= DY A NMIBMENET, TNEDHAZLNV—VE NTT 4 v 7 IZ#EAT 52
X, BERRBARI O—TINOEDONL—VEZEBMLTHEMNILET, DAZLL—ILVEE
TLeN— IV T N—TEAZR ARV > —ZBINT B FEIZ DN TIE, HAX L— L EEie—
WTN—TDRARY =~ (57 =) 2L TLIEEN, BAXLL—)L
EAEINCT D HIEZOWTIL, Snort3 TOHAHK L)b—)LDEFEE (58 X—) &ML
TLEEN,

RELE LRI LET, RELAFEOREM 41 ~—) 22RMLTIZIW,

BANOHFR— K L EHRICOVWTIE. TSnort3 W AX LAL— DA LiR— K| EFFEHLT
<TEEV,

HRARALIL—ILEELIL—ILTIL—TOEATRY o—~
DFEY

VAT BT v — REINTEHAZ BNV ERARY —TEHEHIIL, TNEDNL—LE
N7 4 ZIWCHEATAHUHENRLY ET, FMCICHAZ L)L —)LET v 7Fa— R L%, &
ARY O —ZH LW AH D— LGt — LI —T &8l E1T,

ATwF1 [RY)— (Policies) ] >[RA (Intrusion) ] ZEINL £,
ATw T2 [[RAKRY > — (ntrusion Policies) ] ¥ 7 T, RAKR YU~ —0 [Snort3 73— = > (Snort 3 Version) | % 7
Uy 7 LET,

AT9 T3 =7 —7" (Rule Groups) |HEZRN—DREICH 2 1B (Add) ] (+) &2 Vv 27 LET,
ATw T4 [m—JL—L (Local Rules) | 7 /V—7 % BB L %7,

ATYTS T Fa—RLIEHAZ L=V T N—TFORI o5 F = IRy 7 A A A2 LET,
ATvT6 [fRT7FE (Save) |27 U 27 LET,
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Snort3 TORABRMERH |
B sosconzss—rnogsm

BMOYR— K EFERIZONTIEL, ISnort3RANL—ILITNL—T ] BT FEBZRL TN,

RDEZRY
RELELRALET, RELEORM (41 ~—) 2ZRLTIZEN,

Snort3 TOARZLIL—ILDEE

VAT AT I a— R LT AS L=V EBRARY =Bl ENHDN— L EHR)
WLTCHRI 74 v ZICHEATAORERSHDET, Ty ue— RSN AZ L—F, T
TORY—THMNZTHZ LS, HaxDORY > —TERLTHEMICTHZ LB TEET,

WOFENEIZHES T, 1 DU EDBARY O —THAX LAL—LEAZNTLET,

ATy F1 [A#TPxH b+ (Objects) 1>[BAIL—IL (IntrusonRules) |7V v 7 LET,
ATw 72 [Snort3 DFTXTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vw7 LET,
RATwvF3  [@—A—/L (Local Rules) | Z/EBL 7,

ATV T4 PERL—NLTN—T BRI ET,

RATYTE N—LNORIIH LT =y IRy 7 A F NI L TOL— LV ERIRLET,

ATvFT6 [—AT 7 a3 (RuleActions) | Ky 7 XU 2 WG [IRAKRY > —Z&  (Perlntrusion Policy) ]
BN L £7,

RAT9T1 ROELLPEBEINLET,
c [TRTDARY — (AllPolicies) ]: BT 5T X TONL—/MIF L TRILA—IT 7 g &a&iE

L\ij—o
s [fRARY >—=Z% (PerIntrusionPolicy) |: RARY > —TLICRRDLN—NVT 7 a U ERELE
R

ATFYT8 N— AT I arEROILICEELET,

s HIOFNET[TXTOARY — (AllPolicies) & IR LG, [A—3—T A FIREEDOZER (Select
Override state) | K2 v 7'X 7 U A ROV — VLT 7 v a VERIRLET,

cHIOFIETHRARY »—Z& (PerIntrusionPolicy) | ZiBINL725E1%, AU —RAIZ[V—1AT 7
v =3 (RuleAction) [Z#EBIRLET, IHICHRY —%BMNMT5121%, BIOKRY >—0BEH (Add
Another) 127 U v 7 LET,

ATv7T9  MEIZSUT, [2 A2k (Comments) | 7F A MRy 7 A3 A EBMLET,
RFYT0 {77 (Save) 1227V v 7 LET,
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| snort3 TOR AL L Bt
12586 -0tk

RDERY
TNA AIEREZEALET, RELEORR 41 =) 2L TLEEN, .

HRAZLIL—ILDOHIE

AT 1 [#TPxH b+ (Objects) 1>[BAIL—IL (IntrusonRules) 1227V v 7 LET,
AT v T2 [Snort3 DI _TD/L—/L (Snort3 AllRules) 1 %7 %27 V7 LET,
ATy T3 LEMOA D [m—TLb— (Local Rules) ] Z R L %7,
ATV T8 V= NEELT7 ANV ERIRLET,
AT TS HIBRTHNL—NDF = IRy I A Al LET,
ATFYT6 BRLIZTRTONL—LDL—LT 73 a8 [#%) (Disable) | TH5DHZ & 2R LET,
MBS U CTROFIBIZHE, SBIR L2 OV — NV DON— VT 7 a v B8 LET,
a) [y—n7 27 ar (RuleActions) | KRy 7 X7 Ry 7 A0n, RAKRY —T% (Per Intrusion
Policy) | Z#&R L E7,
b) [T XTOARY >— (All Policies) | A 7> a VAR U ZBIRLET,
c) [A— =T 4 RIRREDEIR (Select Override state) ] K2 v 7 X7 U A b [#E%h) (Disable) ] % i
RLUET,
d) [f*fF (Save) 1227 U v 27 LET,
e) HIBRT HDN—NDF = IRy I A%FNILET,
RATFwT1 =727 ar (RuleActions) | KRy T XD Ry 7 A0n, [HIFR (Delete) ] B L £,
RATv T8 L—LDOHIER (Delete Rules) | Ry 77 v 7w 2 RUTIHIER (Delete) 1227V v 7 LET,

RDBERY
WELLZREALEY, RELEORE 41 ~—) 2ZRL TS,

IL—ILT IL— T DHEI&

4RO HREIIC

GO TRTOBARY —OHIRTAL— AT A—F 52BN LT, BARY —0 b
=V T N—T H AT D FNEIC OV T, Snort3RARY —DfRE 34 2—) M
LTL &N,

ATY 1 [T b+ (Objects) 1>[BAIL—IL (IntrusonRules) 1227V v 7 LET,
AT w72 [Snort3 DT _XTD/L—/L (Snort3 AllRules) | ¥ 7 %27V w7 LET,
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Snort3 TORABRMERH |

B —on—sour

ATY T3 LEMDO~RA D [m—Hb—)b (Local Rules) ] % BB L £,

ATy T4 YT HL— VT N—T RN LT,

ATV TS BATTHHEIC, ZT—THOTXTON—ILD)—LT 7 5 ) [#S) (Disable) [ICRESNLTWNDS D
LERERLET,
WD — VD= LT 7S 3 2 [ (Disable) | BIAADBHA, L—A 7 —FI3HIETE £4

/L/o

a)
b)

<)
d)

e)

VG U T, ROFNEIHES TTRTDON—LDN—)LT 7 a B LET,
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Fy RID—9 9RO —0 Snort3 DEE & AL

ORI, Fy P =275 AR Y > —TEH 4125 Snort 3OME& & lFEE R L E T,

RE6: 1y hT—=I DK —D Snort 3D EE & FHE

FEE ELE)

AV ANRTH A VAR ZNE, Ny NEAET AT T
A TF (Snort 27 Y kv L EEE) .

RAVEAL VAR Z A A ARG HL, FFEDA v ARY

HIZT 7 BALTCEETINERSDHED
Tun—%EHRLET,

NTZ T4 VBN EA AR B TER
SINTHFHIC—FHTDHE, TDOAL VAT H
DGR TE D H DA N2 0 F77,
FEAMIZOWTIE, Snort3 DIFADH AX KKy
N — 27 B3R —DER (17°—) @
IRf o HA AR H ) R TLIES
W,

VTNV R A ART K

VTNV R A AR ZIZIE 1 DA A
BUAMNEENRTHET, ZhbHDA AN
JEIE, VT A ARTEDL Y 7 A
VAK U ADBMEYHR—FLTWERA,
VU R A AR ZEEIL. BFED
FT7 4w 78T A NTIEHRLS, FOAL A
R ZIZ—FHLTWD T 7 4 v 7 BRITHE
HEnE7d,

FEHNZ DWW T, Snort3 DA DH AZ Lt
KO — 2 SHRY > —D1ERR (77°—) @
[ TN oA AT H] ZHBLTL
72EW,
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ty ko= 5Ky s—osnon3nrzsmE [

Mz

B

<IVTF R AR

TINF R A AR 2R, BBIZSE T T
HETEDEEDA VAL ANEENLTD
9, INHDA VAT AT, Fy hU—
7. A"— K. VLAN 72 EOFRFEDFIMFITES
SEREEVR—FLTVWET, yYR—FrEh
TWAE—HXDOBREEA VAKX ALENET,
FEHIZ OV T, Snort3 DIFED I A X KRy
NI =7 R Y v—DfEpk (7T75—Y) ©
[PV TF h oA VAT H | BHBRLTLE
S,

AF—=

A F—~ 7 7 A )L OpenAPI JSON fHARIZH
SNTBY, Ty Fe—REAIZF7rm—
NLlcar 7oV EiRiLET, AX—~v7 7
ANEFT a—RLET, ZOT 74,
Swagger =7 4 X /¢ E DY — RX—F ¢ il
JSON=7F 4 # TR 2N TEET, AF—
~ 77 ANEFEHTL L A AT X
ECTEDLNRTA=Z L LT DFFAE. &
B, BIOEAT BT ANGRD /S F —
VEWRHITTE ET,
FEAICOWTIE, Ry RU—Z AR Y v—
DIHAZ<ARX (83 X—V) LT
SN

T A INDY LT

IR, A AR ZER BRI O EHIN
GENTBAEDOT T L— K TT,

Y TNNT A NIEEN TN DR ES =2
BLT, MBS CTEEEZMZA DI ENT
=FET,

T OWTIE, Ry U= WA v—
DAAZ<A R (83—) L TLTE
éb\o
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B
b

B

il
e
)
e
i

A VAR BRERLE 1 ODT 7 A )VZH
7rua— RTEET,

A VARY ZFREIZET HT X TORFHRNZ
D77 ANVTAFTEET,

SERRRTEIL. T 7 4V FiRE (Cisco Talos
LD LSP HEHrO—H8E UTER) & hAH
ANAP AV ARY ZREN~— Y ST E
<7,
AW, 2y N GHAR Y v—
DHAR<A X (83X—) L TLE
AR

F—N—T A FERT

X NT—T AR Y == [Snort 3
/N—37 = > (Snort 3 Version) | C, RDOFIA
EFEITLET,
e A —NR—TF 4 FENTHEEZZATND
JSON7 7 A V&7 v 7 m— K3 5123,
[72 23> (Actions) |>[7v7A—FK
(Upload) | T[A—"—T A Ra7-i%
& (Overridden Configuration) ] %7 U v
7 LET,

F—R—=F A RENToA VAT XHTE
AU a—RT51I2%, [TP2Yay
(Actions) |>[#o>A—F
(Download) | C[A—"—7 1 Fahi-
% E (Overridden Configuration) 1% 7 U
7 LET,

A VAR BREEA—N—F 4 KL T
WRWES, ZOF T a IR EIC
NET, f VARTZEREEA—/"\—TF
A RKTHE ZoFT v a UREHBNIC
Bz, Fyrua—RT&EH X
e ET,

AN OWTIX, 2y T GHR Y v—
DHAE<A X (83 2—) ZHBRLTLTE
W,

EErEYY

Snort3 DPWBEDH AL LF >y 8T —T5WHAR Y —DERk (77 =—0)

2y NT—=T AR ) =D AL~ A X

(83 X—v)
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Sn

534

Snont3 DBADH R A Ly kI—s5H Ry v —0km [

Xy NT—IH/HRY —D~< v 7 (81 =—)

ot3DNIFEDHRRALERY FT—050HKR) —D1E

TITHN DRy 8T =7 GHRY =%, — iRy MU — 7 BRI L, £io, R
RNT =< U ANGLND L HICHEBEENTOET, @F., IFEAEDFR Y MU — 7 T
TN EDFy NT—=7G5HARY —THoThHY, R —% W AZ~A AT HLETH
DEHA, 7L, FEDF Y NI =T BN HGE0NRT 4 —~ V ACHEN S 555
X, 774NV ROy NT—=I AR o —% N AZ<A X TEET, Xy NT—T 5K
V—DHAZ A RIEERBRETH LD, Eha—FEF T AaobR— MSMIITX
RNZ EICERE LTS EE N,

Snort 3 DF v kT —7 KA U > —DEEIX, JSON & JSON R F—< 2o < 7 — & BREhAl
EFNLTT, AX—<IL OpenAPILEEICHE SN TERY . FFR—FENTVWEA VAR T H |

RE, REXA T, BIOHNMEE2HRT H5DICENLHE T, Snort3 A VA7 X%, X
by NEWBT 575 74T (Snort2 7V FakyH EREEE) . Ry U= OHTARY

O EIX, JISONEAXTH v o — RT&EET,

Snort3 Tl A AR ZLREDY A ME Snort2 D7) Fut vy LREDY X & 1%t
1 Cvy b 7EnNT0Eth, £/, FMC THAFRER A > A7 2 ERRIEDHKIL, Snort
3MYPR—=FT DA AT ZEFREO—EHTT, Snort 3 DFEMIZ-DUWNTIE, https://snort.org/
snort3Z 2L T2 S, FMC TEEM ATEEZ2 A o A2 Z DFEMIZ OV TR,
https://www.cisco.com/go/snort3-inspectors = 2 L T < 7231,

N

G¥) cFMC % 7.0 VU —R|IT7 v 77 L— KT HEEIZ, Fv bT—T 38R Y 2~ Snort

2NR—=V g VT TEEFIZONWTIE, 7Ty 77 L—FR%D Snort 3 I TSN EH
Ao

AZFARY =L F AR | Snort2 DRy NU—Z GHTAR Y L — D% E % Snort 3 1Z[F]
W54 7L a3 03H 0 =5A.

T4 DA AR 2 EH

Lightweight Security Package (LSP) DOFEFTITIL, Hr LW\ A AT X ETIREFEDA A~
SREDEBHH~DEENGENTODHEENHY £, LSPOA A b—&, HrLA
VARG ZRFF S IL, Ry P T —Z G Y =D Snort 3 /3= g DA AR
72 TMHEHTEET,
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B srorsosannzssry Fo—o 5Ky S —0fERk

NADEAL ARG B

A UEAL ARG ZE, BFEDA VART ZIIZT VAL TCEETLHILERD HHFEDT
D—%EHRLET, NI T4 VTP, B AT B TEZENTEEI—FTDE, £
DA VAR ZDOERREDHDEINI/0 3, RIZHEZRLET,

imap A > AT X DYGE, NAZET VAT LMERS D & EITROFEEERLET,
SF Y, KOEFETT,

o —E A imap &5 LV,

el —/LNany EFHELLY,

IS DOERUENTHT SN TWAIGAEIL, imap ¥ A T Z2MHEHLE T,

binder

"when": {

"service'": "imap",

"role": "any"

}

use": {

“type": "1imap"

UMM VARG A

UTN R VAR BIZEENTWVWAAL LV AX VAT 1 ODTT, TNEDA L ART X
X, ~VF R AVART DI IR A VAZ L ADBMEYR—F L TWETA, Y7L
R 2R ZHREIT. BFEDNT T 4 v 787 AL FTIEIRL, NI 7 4 v 7 2KRICHET
INFET,

. Cisco Firepower Management Center Snort3/N\—> 3713 74 Xalb—>3a >y A K



| Snot3 coitLRy FT—U B
Snont3 DBADH R A Ly kI—s5H Ry v —0km [

RITH 2R L ET,

{

"normalizer":({
"enabled":true,
"type":"singleton",
"data": {

"ipd":{
"df":true
}

RILFRA VAR A

TNTF b A AR 2T, MBS U THETE DEBDOA LV AZ ARG ENLTNE
To TNHDOA L ART ZIE, Fy hT—7 KR— b, VLANZ2 EOFFEDFIFIZHE S EHE
ZVR—=FLTVET, PR—FSNTWE-ROBREEA LV AX L ALERES, T 7 4/b
KNDOALVAZ L ATIHY ETN, FFEOFRHIZESNTA UV AF U AZBMTAHZ L TEE
T NI T4 v I MEDOEMIC—ET DL, TOAL AL AORENBEHINET, L
HNOEGEIE, T T7AN A P AZ U ADOFKENERHENET, £/, T 74NV IV AZ R
DAFNIA AT X DA E R T TT,

VITF R AR FOEE AN —=TF 4 RENTA VART BB EET v T — K15
L XX, JSON 7 7 A NHNDEA LV AR L AD—FT H34 LV ZEME (A VAT HIZT 7k
AEFIIFEHTZHERHLGEO5RM) bEDDIN, FLERERTILNERHY T, 9
LigWwe, Ty 7e— NIz 77—V ET, LAV AZ AT 52 TEET
N, TT—HERET D700, MERT DT _XTOH LINA VAX RTINS v Z R aE
HTLTEIN,

I &R L ET,
e T T FINVIMA LV AF U APEREINTZwVT h A VAT K

{
"http inspect":{

"enabled":true,

"type":"multiton",

"instances": [

{
"name":"http_ inspect",
"data": {
"response_depth":5000

}

}
T ITFIVIDAVABLVALET T H IV MDA U ERERINT-Z~ILF b A VA
2,

{
"http inspect":{
"enabled":true,
"type":"multiton",
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"instances": [

{
"name":"http_ inspect",
"data": {
"response_depth":5000
}
}
]
}I
"binder": {

"type":"binder",
"enabled":true,

"rules": [
{
"use": {
"type":"http_ inspect"
}I
"when": {
"role":"any",
"ports":"8080",
"proto":"tcp",
"service":"http"
}
}
]
}
}
AL DA AL L AL T AR DN, CEPBINS NS VTF h oA VAT H
{
"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspectl",
"data": {
"response depth":5000
}
}
]
by
"binder": {
"type":"binder",
"enabled":true,
"rules": [
{
"use": {
"type":"http_ inspect",
"name":"http inspectl"
by
"when": {
"role":"any",
"ports":"8080",
"proto":"tcp",
"service":"http"
}
}
]
}
}
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| snort3 ToRMERY FT—b 4R
w2y ko—oamtys—nvvesy |

[} ~ [0 »
2YRIT—=O0HR) O —DITvETD
Fy FT—=TZ SR Y 2 —D%4A . CiscoTalos (% Snort3 /3— g DR U 2 —IZ5%tH)59 5 Snort
QNN—=V g VERDIT DDA T I~y BT ERAE R L £,

T EUTIZED, Snort3/N—T g DR Y =M Snort2/N— g VL RIZEICR D £9,
oy kI—IHIRY DT Y BT DERR

ATw 1 [[R) >— (Policies) [>[&A (ntrusion) 1>[#v kT—42 547K — (Network AnalysisPolicies) ] (Z
BEILET,

ATw 72 [NAP~ v E 7 (NAPMapping) 1 %7 U v 27 LET,

RATY T3 [y BT DFER (View Mappings) | DRAIZ B L £,
Snort 2 [A%AR Y U —ICHBMICY vy B 7 &3 5D Snort3 X N T — 27 iR Y O —NRREINET,

ATy 74 [OK] 227V vr7 LET,

2y bT—=0 3R —DER

BEFEOTXTOXy NT—=705R Y —id, %575 Snort2 73— 5 TH Snort 3 /13—
TarThFMC THEHTEET, il y NT—I SR Y > —%2 /BT % &, Snort 2
N— g & Snort3 N—V 3 Ol TER S VET,

A7v 71 [K)o— (Policies) ]>[®&A (Intrusion) |>[Rv kT—9 34K & — (Network AnalysisPolicies) ] iZ
BEILES,
AT9 72 [RY T —DER (Create Policy) 127V v 7 LE9,
ATv 73 [4A1 (Name) ] & [#BH (Description) ]IZAS L FET,
ATy T4 FRAEERERE S AT — K (Inspection Mode) | Z R L £ 7,
o [fiH (Detection) ]
« [F51E (Prevention) ]

RATYFE [X—RARVU — (BasePolicy) | &R L, [fRfF (Save) 127V v 7 LET,

GE)  Snort3 BEXOSSLEEE/IITLS b —NR"—=T AT T 4T 4 ZHHLTWEEE51E., BHiET—
RCRy hU—Z75HRY >— (NAP) ZHER L £,

FLWRy NT—=Z5HAR Y —03, %fIind 5 Snort2 73— 3 & Snort 3 /N—3 3 CHERK
SNET,
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B < ro—vamkys—ozm

2y bIT—=00HKR) O—DEE

Fy MU= 5HAR Y —2 KB LT, 4l i, FRER_"—ARY o—%2ELHETXET,

ATy 1 [R)— (Pdicies) 1>[BA (Intrusion) ]>[+v kT7—2 24K L — (Network AnalysisPolicies) ]2
BELET,
ATw T2 A, i, BMAEET— R, 23R 2ARY —2 LT+ 520, [fRE (Bdit) 1227V v 7 LET,

GE) Ry MU—ZI0ARY —D4H1, i, X—AKRY v— BLIOWREE— NEHETDI L. W
HENAIT Snort2 & Snort3 Dl HF DO AR—T g VCEAINE T, FFEDR—Ta L OBREE—F
EERT LT, TNETNONA—=Ta Oy NT—TGHR ) —_R—=U N ERTEXET,

ATY T3 [R1FE (Save) 1227V v LET,

[y kT —9 SR o — (Network Analysis Policy) ] R—THD A
VAR IDIRE

[y N —27 53474 U — (Network Analysis Policy) ]~X—3® Snort3 /3—" 3 ' C, R
N—ZBHTHTFAREANLTA VAR X ERBTHLERDHLGERH Y £7,

ATV Tl X2 FU—Z5HARY & —d [Snort 3 73— 2 > (Snort 3 Version) ] (ZBE) L 9,
ATY T2 [#FE (Search) | /3—IT, MBTHA L AR ZOLRIE-IZEET LT X R M2 AN LET,

BETLHTHFAMI—ET LT RXTOA L ANT IPFIRISNET,

Lz, pop EANTBE, —HFBHERLE LTHRY T A L RAY H LSS L HA LAY HSEHIC
FRESNET,

BErEYY
HAR LTy T =T R 2 —DOF%ER] (93 =—)
ALANRT B EF—N—=F 4 FDOY X FDER (89 X—)
T RO — T 5K Y 2—@ Snort 3 DEFE E AZE (74 ~2—2)
Xy T =I5 RY =D AE <A X (83 —)
BRELEA—N—=T A RTEA L ARTHZDA T4 g (87 =)

A VARG RAZEOIAE—

BEHIZSU T, Ry FU—Z 5 ARY 2 —@ Snort 3 X— g VDA VAT ZERER OB —
TEET,
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ATYT1 2 FU—Z5HARY & —@ [Snort 3 73— = > (Snort 3 Version) ] D [ > A7 % (Inspectors) | T,
RIEZ A =T D72 DITMEIR A AT Z B LET,

T 7 AV PREFEMOINCFK RS, T—"—TF A4 FSNERETA VAT Z O TFOHEMDOIN SR
SNET,

RTY T2 [7V T R—FlZat— (Copytoclipboard) | 7 A 2> %27 U v 7 LT, ROWTNNEIILH ST OA >
AR BRERT Y v T R—Ricar—LET,

« EDFND [7 7 + /v Fi%E  (Default Configuration) ]

« HMDHND [F—/"—F A RS- E (Overridden Configuration) ]
RTFYT3 abt’— LA VAT ZFREE JSON =7 ¢ ZIZHE D AH1F T, MBI TR L £ 7

BEErEYY
Zy NT— I /R —D AR~ A X (83 =2—)

2y bT=O RIS —DHRETAX

Snort3 N— g D%y NI —T5HARY —id, BIEOSUTH AT~ A X TEET,

ATYT1 X2 FU—Z5HARY =@ [Snort 3 73— = > (Snort 3 Version) | D [7 27 =2 > (Actions) ] Ka v~
o A=ma—%7 Yy 7 LET,

RDOFT v a U RRRINET,
¢« AFX —~v D (View Schema)
« ¥ u— R (Download)
¢ 2% —~ (Schema)
e TNT A NT T L— bk (Sample File / Template)
 5E42725%E  (Full Configuration)

« A —N—F A FET=i%E (Overridden Configuration)

« 7 w7 rm— 1K (Upload)

o F—N\—F 4 RENTFZE (Overridden Configuration)

ATy T2 [AXx—~DF/R (ViewSchema) |27 UV v/ LT, AX—~vT 7 A NET7 T U CHEERE LT,
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B« ro—vamkys—onza<ax

1 Firewall Managemem Center Overview Analysis Policies Devices Objects Integration Deploy Q 00 Eo N - ] w ot

(((((

Network Analysis
S Policies

Download

Schemas v

arp_spoof_snort.hosts >

s7commplus >
port_scan_snort.ip_proto.rejects >
iec104 >
stream_tcp_snort.require_3whs >

stream_ip >

ATwF3 [F7ra—F (Download) | Tik, kDA Ty a AL, BEISLTAF—~T 7 AL, 7L
Ty AN, ERBEE, EEA—N—TF 4 RENEHREEZLX Va2 — R TEXET,
INHDOA T g Tk, FRE. #iH, ~XF—r, BBFEBIOT 74V DA VAT ZFRE, DT
WA= N—=F 4 RENTA VAR ZREBIZETBERPEONET,
a) [A¥—~ (Schema) |27 Vv 7 LTCAX—~T 7 A NVEL T a—RNLET,
AX—=T7ANE, Ty 7= RELFFyrrn—RLar7 oY ERRELET, AX—~77
ANEZE a— KL, = RFRX=7 (8O JSON =7 4 X ZHEH LTS Z &N TEET, AF¥—

T ANEFERATDHE, A VAT HIRETEDLNRTA—Z L ST HFFME, #H, BLO
FEHT DBRICZIT AN DNDRF — iR T F9,

7= & 20X, arp_spoof_snort f > AT X DAL, RAREFRETEET, AR MIIE, MACT KL
AENPT RLVADENGENE T, AF—~T7 7 A VE, TRHDOMEICK L TZITF ARG DHKD /N
H— R LET,

*mac : pattern: ~([0-9A-Fa-£f]{2}[:-]1){5}([0-9A-Fa-£f]{2})$

*ip : pattern:
~([0-91{1,3}.[0-9]1{1,3}.[0-9]{1,3}.[0-9]1{1,3}(/[0-9]1{1,2}){0,1})$
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| Snot3 coitLRy FT—U B
ryro—s oKy —0hzs31X |

i7i] Firewall Management Center Overview Analysis Policies Devices Objects Integration Deploy O @& #+ @ v | el op

Network Analysis
Policies

Download

Schemas v

arp_spoof_snort.hosts v [arp_spoof_snort.hosts v {
mac arp_spoof_snort.hosts.mac string
pattern: ~([0-9A-Fa-f]{2}{:-]){5}([0-9A-Fa-f]{2})$

host mac address

ip arp_spoof_snort.hosts.ip string
pattern: *([0-9]{1,3}\.[6-9]{1,3}\.[0-9]{1,3}\.[0-9]{1,3}(\/[6-9]{1, 2}){8,1})5

host ip address

AVANRT FREREFIIA—N—=F 4 RTEDH LT BTN, AF—~T7 74 LTRITFTANLN
HE, #PH, F— 0o TiE, #iH, NF— EIEETASLERHY T, FEELRNWE, =T —
Avb—UnNFREINET,

b) A VAT ZBRENESIOREF N 2 G AT FEDOT T L— M 2T 5120%, [T T 7 AT
> 7L — b (Sample File/Template) | %27 U v 27 LET,
P TNT 7 ANMIEENTOEIRENEZSZR LT, LEIJSCTETEZMZ DN TEET, 7
FNZOWTIZ, 2R LTLTEEN,

c) [5E&/2iXE (Full Configuration) |27 U v 27 LT, A VAT ZHERERE 1 DOT7 7 A )V H T
n—RKLET,
A AN ZEERNCRERT 2R VIC, BRERRELZF Vo — FLTREREREET LN T
TET, A VAT IREICEAT TN TOHERNPZOT7 7 A L TAFTEET,

d) [A——F 4 FENTZ%E (Overridden Configuration) | %7 U v 27 LT, A——F 4 RE&nlA
ARy BB EEL T — RLET,
A VAR ZRELT—"—=F 4 RLTWRWGE, 2O T a ATEHTRD E£T, A A
HBREEA—N—F A KTDL, ZOFTTa PEHEIICENIRY, ¥ore—RTEx5L91C
7m0 ET,

AT T8 BHEOREEA—N—TF A4 RT 5120, ROFIEEZFATLET,

ROFEEEHL T, A VAT FRELS—N—F A RTHZENTEET,
FMC TA Y AT DA T4 UREZEZFATVET, 4 T4 VIREOTFIAIZOWTIL, 25 L
TLEEN,
c[77vay (Actions) | KRy 7 XU A=ma—%HLTA—""—F4 FEN/cary7 4 F¥ab—
vay Iy ANET v a— RTLHBEOFIEEFHITLET,

FMC TA v 7 A Ui a EHET 2 581, BUEO TR > WEITH Y A, ZNUSNOEAEZ, 20

FIAAEFERIZETTHLERDH Y 7,

a) [ A7 % (Inspectors) | C., T 74/ FREEZA— =T A NTLHMENRH DA VAT X o
BLET,
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B« ro—vamkys—onza<ax

ATvTH

77 AV PREFEMOINCF RSN, F—"—TF A4 FSNEREITA AT Z O FOLMDIN
FREINET,

BRBAN—ICHET LT FAMEZ AN LT, AV ART ZERBRTHULENHLLERH D £,

b) [Z7 VU7 AR—FRiZat— (Copytoclippoard) | 714 2> %27 Vw7 LT, 774N DA VAR X
WEE7 Vv TR—Ficar—LFET,

c) JSON 77 A NWEAERR L, T 7 4/V FREZM VAT ET,

d) F=N—=TA FTDHA4 AT ZRECHRF L, MOTXTOREE A AZ A% JSON 7 7 A )L
MOBHIERL 7,

[>T N7 7 AT 7 L— | (Sample File/Template) | i H3T25 L, 57 4/ b EE A —/—
T4 RTHHEEHMBGEI L TEET, 2T, Snort3 DRy hU—I4G5ARY v—% hAZ <
A AT B IFEEPRHATS ISON A=y hE2&Te) v 7V T 7 A LT, FEMCONTIE, 23R L
TLTIEEWY,

e) MEIINUT, £ VAT HREICEFTEZIMZET,

EEERIAEL, AF—~ 7 7 A VICHEI L TWD I EZHERLET, v ATF h oA VAT ZDBEE
X, TRTOA AL ADNA U HEFMENISON 7 7 A VIZEENTWDH Z LR L E T, 7E
WZOWTIE, Snort3 DIFADH AKX LTy T =I5 R Y —DER (77 =) @ T=/LF k
VAVART Z ) EBRRLTIEIN,

) IBIITT7ANEDAL U ART ZEREE A—THEEIF, AA——F 4 RENEREEZEATND
BEED T 7 A NWATF DA  ART ZREERBMLET,
GE) b — LA AT ZERENL, JSON AEUEIZ HEPL9- 2 BN D 97,

g) A—N—F A R&Nzar74Xal—vary 77 A NVEYAT LMIREFELET,

h) WOFNEOFHBHIZHE S T, A= =T 4 RENTZREE FMCIZT v 7 a— RKLET,

[7 v 7 m— 1K (Upload) | T, [A— =T A RS /-i%E (Overridden Configuration) | %7 U v 27 LT,

F—R—=F L FENTREEZETLISON 77 A VT v 77— R T&E7,

AR MEREEORET vy T7u— RFLET, = "=F 4 FRREWNIZAT 1 v FITRDT2D,
EkET v 7r— LT ZEn, TOHA, LSP EHO—HE LTOT 7 4/ FOBEL
R DB OELITEH S NER A,

10

B.Q
filt

U

N

T7ANE RTwIT T RRay 7350, £72037 0 v 7 LT, A—"—F 4 FENTA VAT ZF&
EEELT AT MMIEFEENZISON 7 7 A V2SR L E7,

o[ AR B F—N—=F 4 RDO~<— (Merge inspector overrides) ] : HBD A > AT X B nGE
E. 7y TR — RENTET7 7 ANVONENRBEFOREIC~Y—YINET, HBOA AT EZNRH D
BHEF, Ty Te—Rank7 740 FEEOA AR ZH) Oar T Y RLEIOa YT Y K
DIESESI, ZNHEDA VAT ZOLURIORKENEESZ HIVET,

o[ VAR B F—N—F 4 ROEH (Replace inspector overrides) | : LARTO T X TOA—/—F 1 K
EHIBRL, 7Ty 7r—RENET7 7 A LVAOH L a v T UV ICEE B ET,
b= =] ZOFTvarEERTLHE, URIOTXTOA—"—=F 4 FRHIRESNET, 2072,

ZOFTvar el L TREEA—"—=T4 FTDHNT, +oR1EHREHEZ ETRELT
<TEEWY,
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ATvT6

ATy 71

BEEA—1"—51 FTH102~0401054 4% |

F—=N=F A RENTA VAR ZDOT v 7 a— R T =PRE LTSGR, [(F——F 4 Faihkc
MIETZ 7 ANDT v 7 a— K (Upload Overridden Configuration File) | AR v 77 v 77 ¢ RUlZ= T —n
KRIhFET, 2, =T —0HL 77 ANV EX L B—RLTIOZTI—52BELTT77ALVERT v
Tu—RTH5ZEHTEET,

[(F—N"—=F A RENLHEETZ 7AVDT v ua— R (Upload Overridden Configuration File) 7R 77 v 7
V4 RUT, AR —F (mport) |RZ %) v LT, A—"—=F4 RENTcA VAT ZERIEH
Ty7ua—RLET,

F—N—=F 4 RENTZA VAR ZREET v T a—RKT5H L, A VAT ZORIZA LV VO R%E

RSN, A= NR—=F A RENTZA VAT EZTHDL I EERLET,

Fle, A VARTZDFD[A—"—=F 4 RSN/ E (Overridden Configuration) ]FITiX, A —/—F A1

RENTERTR R ENET,

T, MBR—DORICH D [F——TF 4 RDH%EFR (Show Overrides Only) | F = v 7R v 7 A&

LT, A== F A4 RENTTRTOA LV ART X ERRTHILELTEET,

GE) [#vrwr—F (Download) |D FiZH D [F—3—TF A4 RENTZFZE (Overridden Configurations) ]
AT = RLTG, JSONT 7 A NVEE, ZO7 7 A WIIA 2 ANT ZBGTETH L
BHE/F—N—=F 4 REBMLET, ZOT 7 aii, —"—F74 RENEHWREE LD
WEDIZT HTDITHETT,

EE) LA VAR BREICETEZNMZAHNC, VAT AL EOF—NR"—F4 REN-27 4 Fa
L—ay Z7ANMDNN I T v T RERLET,

EVbh AARTERECA—N=TA FTHLEE, N7 v T BHERT D L 2R L £,

EErEY D
F—=NR—=F 4 FLEREDT 7 4 /L FREDE T (89 ~<—)
A VAR B LF—=R—=F 4 ROY A FDFRR (89 X—)
HAB LTy N T =7 G5HAR Y o —DRER] (93 ~—2)
[ hU—27 538" U >— (Network Analysis Policy) ] —TODA AT X DR
(82 =)
A VAN ZHRED AL — (82 —)

BEEA—/IN—FA FT DA VARIIDA 54 Uik

Sy NI =5 ARY > —O Snort 3 3— a3 TR, A VAT EZEDOAL T4 UiFES
TV, BEHIOSECTREEA——F 4 R TEET,

F20E, [T 7 a3y (Actions) | Ry 7T AU Ama—%ERA LT, == 4 F&hiz
a7 4Kl —ra Iy ANET v a—RdAZ L TEET, FEMCHOVWTIEL, Ry
N =TGR =D B AR~ AKX (83 X—) ML TN,
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B .5 semoxerozEsRRT

ATv T

ATy T2

ATvT3

RTv74

P NI =T 38R Y > —@ [Snort 3 73— 3 > (Snort 3 Version) | D [f > A7 & (Inspectors) ] T,
T 7NV NREEF—N—=TF A NTL72DITNEIRA VAT ZERREHLET,

T 7 AV PREFEMOINCFKR S, T —"—TF A4 FSNLERETA VAT 2O TFOHEMOIN SR
SNET,

FHROFND [A—s3—F A4 RENT-7%E (Overridden Configuration) ] T, [ > A7 X Ot (Edit
Inspector) | ($h%E) 7 A4 ar %7 Vw7 LT, A VAR ARELERELET,
RIEDA—s3—F 4 K (Override Configuration) [ v 77 v 7RERIH, MERWRELZITO Z LN TE
\ij—o
GF) o = NR—=F A RTEREOHEMRFFTHILHIICLTLEZ, REEZRUEOEEIZTB L,
ZDT 4=V REAT 4 v FIZRVET, DFEV | TOREDIFEK Talos (CX > TER I
X, BUEDMENRFF SN Z L 2B LET,

s NAB LA VAR AL BINETITHIRT 25813, TOA LV AZ U ADINA U ZV—)L
A UHEA AR ZITBINT 50, £2ITHIBRLET,

[OK] &7 Vw7 LET,
JSON BEHEIZE > T T —BAELELGEIE, =7 — A vE—U L L TERRENET,
[fR1E (Save) 127 Vw7 LT, BENEFEHREFELET,

Z2H 73 OpenAPl A F—~AEERICHEHL L TW 5613, FMC TREZRFTE ET, TR OLEI,
[A—"—=F 4 FENTREDORFFIZ=T —2%E L E L7z (Error Saving Overridden Configuration) |78 v
TT o TIMERIN, TT—PNRENET, =T —0OLLI T AN EX T B RTHIELTEET,

BMELEYY
Xy NI =T BRI —Dh AL~ A X (83 R—)
A TA UIRERNORRIFOEFE Z IR T (88 X—)
F—R—=F A RLIEREDT 7 4V FREDE T (89 ~—2)
AR BTy KT =T 3R Y —DORER (93 <—)

12054 VimERORREDEEEZTICRY

A VAR BHRELET—N—=TF A KT DA TA UREEITOTWDHI, E0ldA AT H
DT 74NV MREICR L TOWDHHIE, RARGFOERZTICRTZENTEET, ZOT 7=
VTR, RIRFEOT X TOEENRBIRFESIIMEIZRD ETMB, A VAT EZDOT 7 4L
MEEBIIZRD £/ A,

REZT 7 4/ MIRTHEZOWTIL, [H—"=F A FLIZREDT 7 /v FNREDHE
gt ZZRLTIZEN,

[l Cisco Firepower Management Center Snort3/X—> 3> 713> 74 F¥alL—> a3y A4 K
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ATYT1 2 FU—Z5HARY & —@ [Snort 3 73— = > (Snort 3 Version) ] D [ > A7 % (Inspectors) | T,
RRTFOEE % TR T T DI TR A VAR X B LET,

T 7 AV PREFEMOINCFK RS, T—"—TF A4 FSNERETA VAT Z O TFOHEMDOIN SR
SNET,

ATw T2 FMOFND [F—_"—F 4 RENTZ&FE (Overridden Configuration) ] T, [15° (Cross) | (X) 74 2%
7Y w7 LT, A VAT ZDORBIEDEF Z TR L ET,

F2lE, [Fr B (Cancel) 27 Vv 7 LTEREZX vy AL LET,
A VAR BRE~DKRIAEDEENRNBRE, ZOF T a AIFRENETE A,

EErEYY
F—N—F 4 RLEBREDT 7 4V FREEDEITL (89 ~—3)
WEEA—N—=FT A RTEALARTEZDA L TA g (87 —)

A VARG R EF—IN—FA4 FD X FDERR

FRERN—DRRIZ S D [A—/"—F 4 ROI%F < (Show Overrides Only) | F = v 7Ry 7 A%
HEHTHE, A= —=F4 RENTTRTOA VAR X TR TEET,

AT T 2y bT—=Z 558K Y > —® [Snort 3 73— 3 > (Snort 3 Version) ] IZREIL £,

AT T2 [F—1_—F A ROHFR (ShowOverridesOnly) | F=v 7Ry 7 2% 7 ) v 7 LT, A—_"—F14 K&
oA VARIBZDY A NEFRLET,

=R —=F 4 RENTZTRXTOA AT ZE, BRI LT WL D ICLBIORICA L v PEOHNRER S

ET,
EErEY Y
[F> FT—27 38R Y 2— (Network Analysis Policy) ] X—3TDA AT X DR
(82 <—)

BEEI—N—F A RTEBAL AT EDA T, R (87 =2—2)
X NT— BRI —DH A< A X (83 ~2—)
3 — > E I-.-I — E I_|_I /2, —
A—N—SA4 FLIEREDT 74 FERTFEDETT
AVARTEDT T H IV N REEF—"—TF 4 RTBOIAToTEERE TR T I ENTE

T4, 20T vavid, A—R_"—T A4 RENTERTEEZA VAT ZDOT 7 )V FREICE L
i‘j‘o
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. Snort3 7K 1) S —DIREE

ATV TN 2y NU—=75HRY > —® Snort 3 N— 3 D [ > AT & (Inspectors in the Snort 3 Version) ] T,
F=N—=F 4 RENTZRE L TCICR T ToDITIEIR A AR 2 2 JRB L £,

F—N—=F 4 RENTZA VAT XL, ARIORIZA L o VEOMNRERRINET,

T 7 A MEREFLEMOINIEREI, A= =T RESNTRETA VAT X O FOHEPOINZER
SNFET, HEMOFND [A—N—F A RENTF&E (Overridden Configuration) | T, [7 7 # /L F&EIZE
9 (Revert to default configuration) | (JRHKH) 7 A a2 %27 Vv 7 LT, AV ARTZDHF—/"—F A
RENTREET 74V FREICELET,

A ARTBDT T )V NREZEE LR 5E, ZOF 7> a 3 ENC Y £9°,
ATY T2 [LIZRT (Revert) 1227 Uy 7 LT, IREEZHMELET,
ATY T3 [R7FE (Save) |27 U v/ LT, BENEERELET,

ERERG LRWGEAIE, [Frv B (Cancel) | 720 [+HF (Cross) | X) TA 2%V v 7 LE
R

EErEYY
A2 TA UHRERFORBAFOEFE 2 ICIZRET (88 ~—2)
Xy NI =T B5HRY =D AE <A X (83 —)
RERA—N—F A FTEHA L ARTZDA L TA Ui (87 =—)
AL BTy NI =T 3R Y —DRER (93 <—)

Snort3 7R 1) > —MDIREE
Snort3 R Y L —EREET B DI0, T—F—RAETX ZHEAEHRO Y X FERICELET,
« BIED FMC 135D FID X—Y g VA EHTE 4,

« FMC DHIED S— 3 0%, URTD/SA—2 3 O FTID 7 /34 A3 TX 722\ W NAP #E
AV aR— kL TWET,

« BIfED NAP AR U o — L RRdFIL. BIEDONA—T 3 L O R— MIESWTHERE L 7,
« BHIZIX, LETON—2 9 O FTD TIRE R a T oY BNEENIGERH Y £,

« RY —REROEFIL, BIIEON—2 2 U CHRIRER TH Y | BITED Snort3 /31 Y
ENAP AF—< il L THEITSN TV DRI AL E T,

« LRID/N—2 2 @ FTD DA, BEEILERTIZZE DR ED/S—Y 2 D NAP A ¥ —~
& Snort3 NNAFT YU EEHLTIATENE T, FFED/NN—V a VTEH TE RV H
LA, 22— =2, BEDONR—Y 3 THR—FENTORWERITT 7oA &h
TRV OERNT T a A ENd EWVIIEFERELITEENEREINET,
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ATy T

ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

Snort3 /R 1) L —DIREE .

ZOFETIE. NAPRY O —%2T7 782 3y ha—/LRY —ZBEEMT TTF A 2 2R
FTHEXIC, 2T V— NI ANEBREDL A AR 25 HA L TSnort3 R Y o —
REEL £,

NAPR! S—REFLEEETDFIE: *> U= 58 Y > —D[Snort3 73— 3 > (Snort3 Version) ]
D [A A7 % (Inspectors) | T, T 74/ MREEZA— =T A NTHMEIRA AT AR L
*9,

T 7 AV PREFEMOINCFK RS, T—"—TF 4 FSNRETA AT 2O FOLHMDIN S
RENET,

FROFND [A—s3—F 4 K&z E (Overridden Configuration) | T, [ " A7 ¥ Offtk (Edit
Inspector) | ($8%) 7A a %27 U v 7 LT, rate filter DX I 72 A VAT X EEHLET,

rate_filter A > AT X BIREEZIMZ D T ENTE D [A——F 4 FENTHE (Override
Configuration) [N v 77 v 7FRFRENFET,

OK] %227 Uwv 7 LET,
[RTF (Save) 127 VU v/ LT, BENREZHRITELET,

F2lE, [T727 v ay (Actions) | KRRy P XU Ama—%H LT, A—R_"—J4 Fashlar 7«
Xal—varyZr7A Va7 vy 7 u—FRT52LHTEET,

Fy NU—Z 53R Y > —@ [Snort 3 73— 5 > (Snort 3 Version) D [T 7 = (Actions) ] K v
THEOAma— "I Dy LET,

[7v7u—F (Upload) ] T, [A—3—F 4 FENT/F&E (Overridden Configuration) %27 U v 27 LT,
F—=N=F 4 RENTZREEZFLISON 7 7 A )VET v 7R — RTEET,

AR WEREEORET v Tu—FRFLET, I—=T A FBRRENIZAT 4 v FITRDTD, 6%
EREZT v 7 —RLAWNWTLZEW, ZOEE, LSP HHO—#E LTDOFT 7 4/ b D%
ENCXTT 2 %O L EITEMA SN EHE A,

Tr7ANERT T T U RRay 7T o0, FlidzVy 7 LT, A—"—F4 NENTA VAT X
REE BTV AT MIRIFENTZISON 7 7 A VE SR L ET,

o [A4 VAR XA —N—TF 4 RD~— (Merge inspector overrides) | : IBDA > AT XN
Bl Ty Te— IR T 7 ANVOAEBBRAFOREII—YSNE T, Tl@DA AT Z)
HOIGEIE, Ty Tun—RINT7 740 GEROA AT ZH) OarT oY RUEiOa T
VY EOEESN, ENHLDOA VAR ZOLUFIORENE S B HNET,

o[ VAR B A —R—F 4 ROEH: (Replaceinspectoroverrides) | : LHTOT X TOA—/—F A
ZHIBRL, Ty 7uo—RENE7 7 A VAOF LW F oV ICEEHR L £,

pea=| ZOF T arEBERTL L LEIOTRTOF—"—F 4 FRHIRENET, 2079,
ZOF T arEHERALTCEREE A —N—F 4 RT 5, +HRERE2EZETCREL
TLTEENY,

F—=N=F A RENTA LV ART ZDOT v 7 a— NPT —=NRELTGEAEIE. [(F——F4 Fah
TeRRET 7 A NDT v 71— R (Upload Overridden Configuration File) 148 v 77 » 7' ¢ R7IZm T —
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. Snort3 /K1) o —DREE

ATy 17

ATvT8

ATvT9
2Tv 710
ATy TN

ATvT12
ATy 713
ATy 714

ATV 715
ATv 716
ATvT11

ATy 718
ATv 719

MBERENET, £lo, TT—DHLT7 7 AN EX TV A= RLTHrbLT T —%EIELTT 7 A VAT
Ty —RTHIEHTEET,
FOER a2 bA—)LKRYV—IZNAPKRY O—ZEEMTFEIFIE: 778X 2> br—L K —
TT 4 T, [FEERE (Advanced) (27 VU v 7 L, [*y b= 58T R AR Y 2 — (Network Analysis
and Intrusion Policies) |27 a v ORICH D [fefe (Bdit) | #27 U v 7 LET,
[T 7 4/ hDFy b T —275541R U — (Default Network AnalysisPolicy) ] K& v 7 Z 7 U A Rink,
TI7FN DXy NT =7 5R Y =2 @R ET,
Z—PPER L72AR Y =& @I L2 5613, [ (Bdit) 227V v 7 LT, LWy 4 RUTRY
VoEMRETEET, VAT ALK o TR SRR Y - T RETE A,
OK] %227 Uv 7 LET,
[fR1E (Save) 127 Vw7 LTHRY U —%REFELET,
Flok, TR IR R — T 4 X T, [FEMEEE (Advanced) 127 U v 7 L, [ b
T — 7 538 LR AR Y — (Network Analysis and Intrusion Policies) | &7 a2 > ORRICH 5 [k (Bdit) ]
27Uy 7 LET,
[L—L@D3EN (AddRule) (%727 VU v LET,
BINT5%&4%227Y v 7 LT, L= LOFEHERELET,
(% T —27 587 (Network Analysis) | ¥ 7% 27 U w7 L, ZOL—WI—ETH LT 7 1 v 7 DR
PUHEHT D [*y FU—27 5 AR Y 2 — (Network Analysis Policy) ] Z@&RL £,
B (Add) 127 VU2 LET,
BB : FMC A ==—T, [JEBf (Deploy) 1 %7V v 7 LCERM (Deployment) ] Zi&N L F 7,
REERZREHT LT N A%FFE L GRIRLET,

o [Fi5& (Search) ]: [#i5R (Search) | R v 7 ADT A AL, XA T, KA, TA—7, Fi2lE

AT —=H AR LET,
« 2B (Expand) |: BT 27 A AEAORELE L E R 7T HITIE, [EHKF (Expand Arrow) ]
27Uy LET,

TNAADTF = v IRy 7 ABBRIRTDHE, TAL AD FIZERRINTNDT AL ADTRTOLE
ERT o, BREESNEST, 72720, [FY —DFR (Policy Selection) (&2 fEHAT 2 L. B
BT DA DRY o —F IR EEBIRTE DL BT, BYVOEEITERETICRE TEET,

MBI CT, [BRY r—0DFRETIZIEF R (Show or Hide Policy) ] Z A LT, BIEIT ST
WHREEDORY —% IR L TRRLIED, FFERRICLIEY TEET,

[EBH (Deploy) 1227 Uv27 LET,

BT 2EEICBT DT —RBE N 2T MK - TRBI SN 7= 85A1E, [BRFEA »&— (Validation
Messages) |7V A~ RUICZONBENRFRINET, BERFMEFRT LHI1IE, BEEITT T —OH]
WCHDRETA 2% 7)) v 7 LET,
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GE)

e Lxy ko—s iRy s—oxEs |

Snort3 R hUT—ZS5HARY o —I2, ZOFID AA— 3 > TR A v A7 Z £7- 13 @ 1E
DEENTND I L ERTEENREREINET, ZO5A. ﬁw&ﬁﬁi@%ﬁmx%yfé
NWET, BN A AT 2T, N—=Ta 71 LVRIOT NA ADLGEIZD I [“rate_filter”] T
‘g—o

NRB Ly FT—=0 5HRY) —DEREH

i, Snort3 DRy NU— TSR Y —F W AX <A X4 5 IFEICOWTEHHAT S JSON
A=y NEELY TV T 7 A NVTT, ROFEEFEH LT, 4 AT ZEREE A ——
TARTEET,

*FMC TA VAT Z DA T4 UREZBEFEITOVET, 2L TIEEN,

«[7Z7vay (Actions) | kY FH U A=ma—%FHL T, A—"—J4 F&hl-=av
TA4X2lb—vary Iy ANET v Tue—RKLET, Fy hT—IHHRY v—Dh A%
VAR (83 X—V) EEHL TN,

INHEOFT T arONTNNEBRIRT BEIC. Ry NT—T50R ) —DF—R_—F 4 K
BIEFIERT 2 DICESLOROFEIER L Hle T TR L TS, YAZ ExT—%
EEd 572010, ZZTAT A8 ESE RS TV oM EFA CHEMETAIVNEND Y 4,

[77yayfMmmy]Fu/fﬁvyf:;—#%4yx&ﬁ&%%%ﬁ~ﬂ~§4F?é
Elix. R*y MU= GHEY) =D —"—F 4 RKHDISON 7 7 A VEEHRK L, TD7 7
4»%7/7m—%¢émgﬂ%wi¢o

T NT—=T AR o —TCTA VAR ZRELEA— =T A RTDHI1L, LERETROH%
Ty 7a—FRTA0NERHN FT, =T RBPAREWIZAT 4 v XD, REE
BET v 7 —RLBRNWTLIEEN, EOEA, LSPEHO—HE LTOT 7 4/ MESRE
WZXFT D e DA T I S L ER AL

SFESERVFUFOBMERISTLET,

N=RRY—DT T+ I FORENEDLRISZEEDS VTV oA VAR 2DEMIE
{

"rate filter": {
"enabled": true,
"type": "singleton",
"data": []

}

}

R=ZARYS=DT I+ IV FOREBERGHEDS VT IV kA VARG 52 DR
{

"rate filter": {
"enabled": false,
"type": "singleton",
"data": []
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AR LRy FT—I BHRY S —DHEH

R—=RARYO—DTITAIL FORENEDNTIBZBEDIILF A4 VAR ADEIE
{

"ssh": {
"enabled": true,
"type": "multiton",
"instances": []

R=RAKRY—DTITAIL EDREDNENLIZEDIILTF b A VAR ZOEMIE
{

"ssh": {
"enabled": false,
"type": "multiton",
"instances": []

}!

"iecl04": {
"type": "multiton",
"enabled": false,
"instances": []

DU R IA VAR ADBHEDHREDT 74 I MEDA—/IN—F 4 K
{

"normalizer": {
"enabled": true,
"type": "singleton",
"data": {

"tcp": |

"block": true
}I
"ip6": true
}

TILFERIOA VARG BTDTIAIN ML VRAB VR (A VRBVRBNA VARG BZALT
E—HT D) DEHEEDHREDNDA—/N\—F4 K

{
"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [
{
"data": {
"unzip": false
}l
"name": "http inspect"
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e Lxy ko—s iRy s—oxEs |

WBELEEEZELTIAI A VAR VADINA VA IL—ILDEM
A\

CE)  TT7AN PO E—VEHRETE A, FICRERISEMSET,

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"use": {
"type": "http_ inspect"
}I

"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"

HFHLWARALALAVRA ADEM

N

GE)  dHed D34 08— bR, NS B A AT B TEHRTDHLENRD D £,

"telnet": {
"enabled": true,

"type": "multiton",
"instances": [
{
"name": "telnet my instance",
"data": {

"encrypted traffic": true

}

]
}7

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": vvany"’
"service": "telnet"
}!
"use": {
"type": "telnet",
"name": "telnet my instance"

Cisco Firepower Management Center Snort3/8—< 3> 712> 74 F¥aL—Yav A4 K |}
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AR LRy FT—I BHRY S —DHEH

CUGIWRUADVREVR, RWVF R TIAILECADVREVADA—N\—54 K, LU
BE—@QJISONA—/N\—S A4 FTOHFLWLWIILF oAV RZ D ADER

H—® JSON 4 —_—F 4 R TRZFKRT D4 :
VTNV N VAR ADIE—N—F 4 K (normalizer A AT H)
cRNF R TTHN A ARZ L ADF—3—F 4 N (http_inspect A A7 %)

c LW LT R A v AX L ADIER (telnet A 2 AT )

"normalizer": {
"enabled": true,
"type": "singleton",
"data": {

"tcp": |

"block": true
}!
"ip6": true
}

}!

"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [

{
"data": {
"unzip": false,
"xff headers": "x-forwarded-for true-client-ip x-another-forwarding-header"
}!

"name": "http inspect"

]
}!
"telnet": {
"enabled": true,
"type": "multiton",
"instances": [
{
"name": "telnet my instance",
"data": {
"encrypted traffic": true

}

]
}7

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": vvany"’
"service": "telnet"
}!
"use": {
"type": "telnet",
"name": "telnet my instance"
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}
}I

{
"use": {
"type": "http_ inspect"
}I
"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"
}

A\

GE) RAUHENL—ILTTFIHIN RV AZ L AD name BHEFEETALEITIH Y A,

arp_spoof D& E
arp_spoof DX EH :

arp_spoof { VAT HTiE, BIEDOT 7 4V MREEH Y FHA, WIZ, A—"—=F A K
HEETCELLAaERLET,

{
"arp spoof": {
"type": "singleton",
"data": {
"hosts": [
{
"ip": "1.1.1.1",
"mac": "ff:0f:£f1:0f:0f:££"
}I
{
"ip": "2.2.2.2",
"mac": "ff:0f:£f2:0f:0f:££"
}
]
}I
"enabled": true
}
}

rate_filter D% E
{

"rate filter": {
"data": [
{

"apply to": "[10.1.2.100, 10.1.2.101]",
"count": 5,
"gid": 135,
"new action": "alert",
"seconds": 1,
"sid": 1,
"timeout": 5,
"track": "by src"
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] 4
"enabled": true,
"type": "singleton"
}
}

TILFEEBRY FT—00HKR) O—%FRT IHED/N\(1 VT IIL—ILDERTE

ZOBITE, FARY—IZH LA AR LA L AZ L ARBINL, XA =LA D
FEEZRLET, "M U RL—/WIV A MELTERINET, 20720, L—LIXHEIRIC
=T ENRNWED, BARY U —TERINTL—AEZBINL., 20 LI2H LWL — L2 ERR
THZENEETYT, R —THHATIER AL U HL—LiE, 2KE L TEOERIRT

j—o

FID Tix, 774 /v k@ Cisco Talos N U ¥ —HHIR Z b D2 —PF—ERKDOA— =T A
BmEnEd,

BRYO—

telnet parent_instance & WO HAFTIE T D/ U HEIL— )L TH AL DA LV AZ /A
FEFLE L,

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true
}l
"name": "telnet parent instance"

}
]l
"enabled": true
}l
"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any",
"service": "telnet"
bo
"use": {
"type": "telnet",
"name": "telnet parent instance"
}
}
]
}
}

FRY—:

TORY NT—=IBHRY —I2iF, R—ZARY— L LTERORY >—0nb v £,
telnet child instance L WIAHITCHAX LA VAN U AZEHR L, TOA VAT LA
DNRA L=V EEZLE L, SR =000, L EL— LB ZICat’ —F L0
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NHOFET, FO®RIT, FRY S —DONA 2 F)L— LTV — )L OB S W TR R0 SeiE

FIEKRBICGEBNMTE X927 £,

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": false
}l
"name": "telnet child instance"
}
]l
"enabled": true
}l
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role": "any",
"service": "telnet",
"nets": "10.2.2.0/24"
}l
"use": {
"type": "telnet",
"name": "telnet child instance"
}
}l
{
"when": {
"role": "any",
"service": "telnet"
}l
"use": {
"type": "telnet",
"name": "telnet parent instance"

—fRBYR P VARG ABEDETE

ATV A NDRBYEDT—N—=F 4 FEERT 56, o0t —"—F 1 FTiERd N
BEREZETZENHEETT, 2FE0, X—=2ARY I —BUERKRDO LI ITERSN TV DL HE

<7,

{
"list-attribute": [
{

"entryl": {
"keyl": "valuel"
}
}l
{
"entry2": {
"key2": "value2"
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}

Snort3 TOFMAEFR Y FT— 54 |

valuel % valuel-new (CZH T HHE. ——TF7 A4 FOAS o — FIKRDO XL HI12720 £

—g—o
ELWAE:
{

"list-attribute": [

{

"entryl":
"keyl":
}
by
{
"entry2":
"key2":
}
}
]
}
RofzAE

{

{

"valuel-new"

{

"value2"

"list-attribute": [

{
"entryl":
"keyl":

}

{

"valuel-new"

ZOREZR RS DIT1E, smep A A2 Z T alt_max_command_line len EMED [V
LMMEZBGLET, smtp A Y AT I DT T 40 b GER) BRI —BIEBRD L 5127

TWahELET,

{
"smtp": |

"type": "multiton",

"instances":

{
"name" :
"data" .

l

" smtp" ,

{

"decompress_zip": false,
"normalize_cmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO

EMAL
NOOP
TIME
ERCP
XSTA

ESAM ESND ESOM ETRN EVEFY EXPN HELO HELP IDENT MAIL

ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TURN TURNME VERB VRFY X-ADAT XADR XAUTH XCIR X-DRCP X-
XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE
XTRN XUSR",

"ignore data": false,

"max command line len": 512,

"max header line len": 1000,

"log rcptto": false,
"decompress_swf": false,

"max response line len": 512,

"b64 decode depth": -1,

"max auth command line len": 1000,
"log email hdrs": false,

[l Cisco Firepower Management Center Snort3/X—> 3> 713> 74 F¥alL—> a3y A4 K



| Snort3 TOFMER Y FT—U 547
nzanxy ko—sahRy s—oxEs |

"xlink2state": "alert",
"binary data cmds": "BDAT XEXCH50",
"auth_cmds": "AUTH XAUTH X-EXPS",
"log filename": false,
"uu_decode_depth": -1,
"ignore tls data": false,
"data_cmds": "DATA",
"bitenc_decode depth": -1,
"alt max command line len": [
{
"length": 255,
"command": "ATRN"

}I

"command": "AUTH",
"length": 246

"length": 255,
"command": "BDAT"

"length": 246,
"command": "DATA"
}
] 4

"log mailfrom": false,

"decompress_pdf": false,

"normalize": "none",

"email hdrs_log depth": 1464,

"valid_cmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO

EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MAIL

NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TIME TURN TURNME VERB VRFY X-ADAT XADR XAUTH XCIR X-DRCP X-
ERCP XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE
XSTA XTRN XUSR",

"gp_decode_depth": -1

}
] r

"enabled": true

}

ZZT. RO X HIZ alt_max_command line len V XA MIZIHIZ20DA TV =7 M&iB
mLE9,

{

"length": 246,
"command": "XEXCH50"

"length": 246,
"command": "X-EXPS"
}

HABZNFy NI =I5 AR Y —DF—"—F 4 RISONITZRD L 5120 £,
{

"smtp": {
"type": "multiton",
"instances": [

{

"name": "smtp",
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"data": {

"alt max command line len":

{

"length": 255,
"command": "ATRN"
}I
{
"command": "AUTH",
"length": 246
}I
{
"length": 255,
"command": "BDAT"
}I
{
"length": 246,
"command": "DATA"
}I
{
"length": 246,
"command": "XEXCH50"
}I
{
"length": 246,
"command": "X-EXPS"

Snort3 TOFMAEFR Y FT— 54 |

1
}
}
] r

"enabled": true

ILFRoA VARG ATERERY FT—00HR) S—PMERINTVDIGEEDF—/\—
J4 FDOEHE

ZOBITIEH, FARY —DREOA— =T 4 F&, v—VENTERENEDLINTA VAKX
VADFRY—THEHENLI 0 ERLET, TRV —TERINTA—"—F 1 NE, Bl
R —t=—UZNFET, LA -T, attributel & attribute2 23R U o —TA——F 1

R &4, attribute2 & attribute3 28 7R U 3 —TH— =T 4 RE&NB L, v— TV INEREIX

FRY =iz 3, DF Y, attributel GHA YV —TERK) . attribute2 (+HR Y 2 —T
EF) . BLWattribute3 (7R Y U—TEFR) BT A ATHREINET,

R —:

ZHVETIZ, telnet parent_instance EWIOAFITHAZ LA LV AZ U ABFER L, W
AB LA AH 2 AD normalize L encrypted traffic ®2 DDFEMAA— =T A
LELT,

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": false
}I
"name": "telnet parent instance"
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}
]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"
}
}
]
}
}
FR) —:

ZOFy hU=I R Y v—iZid, N=ARY U= LTHIROR Y =235 0 4, BlR
U v —inb @M encrypted trafficz 4 —/ 3 —7 A FL, H LW EM ayt _attack_thresh
bA—=N"=TF A4 FLEL,

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"encrypted traffic": true,
"ayt attack thresh": 1
}I
"name": "telnet parent instance"

}
] r

"enabled": true

}

EFDORY —ISONTIE, Ry hT—7 AR o —% BT L L, RO~—T EZ7-IJSON
DTN ATHESINET,

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true,
"ayt attack thresh": 1
}l
"name": "telnet parent instance"

}
]l
"enabled": true
}l
"binder": {
"enabled": true,
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"type": "binder",

"rules": [
{

"when": {
"role": "any",
"service": "telnet"

}I

"use": {
"type": "telnet",
"name": "telnet parent instance"

}
}
1
}
}

RIS, ADALZ DTy MU =7 iR —OfeOflZ R LES, B CBIIERT 7 4/ hA v
AL ATHRELEY, Flo, VTN b VAT ZTHRRO~ =Y T ET,

2y FT—=I BRI O—DITRTOA VARG BF—IR"—F 1 FOHIR :

FEDFR Y NT =0 GHARY v—DFTRTOA—1"—F 4 FEHIRT 5551, 420 JSON %
Ty 7u—=RTEES, A—"=T4 F&T7 v 7 a—FFL0RI, [M VANT FDOF—/3—
Z A4 FOEH#: (Replace inspector overrides) ] 473 a V& &RINL £7,

{
}

BErEY Y
Fv MU= WA U 2— Snort 3 DIEFE L HFE (74 X—)
X NT— I BRI —D~ v BT (81 X—)
Snort 3 DIFAED I AL LF oy v T —T 53R Y —DERKR (77 ~<—)
[Fy RT—27 38R Y 2— (Network Analysis Policy) | X—3TDA AT X DR
(82 <—7%)
A VAR AFEDTE— (82 4—)
Fy NT— I /R —D I AR A X (83 2—)
REHEA—N—TFTA RTDHA L ARXTEZDA T A UL (87 L—2)
AVARGBZ L F—R—=F 4 FOY A NDFER (89 X—)

2y bIT—=O IR O—DERELEF YY1 EINE

3

HLWR Yy FT—T AR —%ERT D &, TORY —ZIFFEARRD — LR UREN
frEENnE7,

Fw T =7 BHARY — ORI, FRCA AR X EERCT D EEIR, A ARSI H
LIRBAN—IZE T, T 7 4 v 7 BEEOFIETHRINCT 22— RE 2RI 2 L5
NHAHZLICHEE L TR, VERA VAR ZEBNCTHE. VAT ATABICH
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TEDRETA VAR ZEMMLET, 72720, Xy FU—=7 3R Y & —D Web A > 5 —
T2 A ATIEA VAR ZFWHOEF T/ T,

Y

(X)) AT ERBAA VAR Vg FFEFICEHZICEE L TV D, B— 37 v hERE
TEHEXY FU—Z R Y > —ERARY —id, HAEMTET 2REAHY ET, AL
ORI, FHCEBROD AL L Xy NI =T 5RY) —Z2H L TR 5 Z L i,
BELX AT TT,

VAT AL, 2—HFTEIZ1ODFRy NI AR =Xy v a2 LET, Xy FU—
TR Y o —OfFETIC, EBED A =2 —F 13D R_R—D DD SR 258N L7234
BEHEARIZFON—V N THEV AT A XY v all EF D F9,
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