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FeE LE, 72 & xIE. GigabitEthernet0/1 ¥ 721X GigabitEthernet0/2 T
b@‘o

INA WMBRT 7oA T A%, BRI A VB —T 2 A AN T 7T Y v I
Wt T 2 FIEERELE T, 22, BBA VX —T A ANRT X v
FEndY—7 /J—FK/Aa vy MNFE—FTT,

vNIC

BT 7T AT AT, BRKRT 7747 L ADORNGET DA > % —
T oA A&t B 72012 vCenter ETEIV S TOHNT Ry FU—
TR T HL, vCenter TILIEH . x=1, 2. 3DBPEVWNICHA[HRY FT—
Y TETEXNICTRY v TENET,

(G¥) TFIALT VA, A B —T x4 AMACT FLAZF = v
7 L, [IMACT RLR] 74—V RERET 5H Z & T vCenter
X aT HVNIC 2k T& £97,

ATYT12 [Ea— HA/— R PNBIRENDGE. [TINAR2] BV avostind 247y a2 AN LET,
FRA 21 B2, HA 7 = — /v F—_— X7 2Bk LET,

RICHZ27R L ET
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Device 1
Management IP Address: | 192.168.102.194
VM: |kevin-vcenter/vFTD622 v @3
Chassis: |select a value W

Device Interfaces:

MName VNIC
GigabitEthernetD/0 Network adapter 2
I GigabitEthernet0/ 1 Network adapter 3

Device 2
Management IP Address: | 192.168.102.195
VM: | kevin-vcenter/vFTDtfw w @
Chassis: |select a value e

Device Interfaces:

Name VNIC
GigabitEthernet0/0 Metwork adapter 2
I GigabitEthernet0/1 Network adapter 3

[Ea—: V3RBBRREND5E

Management Port: | https

Path (Only For Route Peering)

Management Port: | https

Path (Only For Route Peering)

L1l
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77547205 |

Managed: [+ Devices
Mame: FTDRouted
Sarvice Type: | Firawall Mame Management Address Management Port  Interfaces

Densl PHYSICAL FTDmaster 192.168.102.152 443 Port-channel ||
T s i IRTLA :
Device Type: SIS WVIRTLUAL Port-channal? (

Physical Domain: | Shivad 100FTDPhy v (@ | FTDslave 192, 168,102,153 443 Por i
Fo 2
Wiew Single Mode Ha MNode
= Clusier
Device Package: CISCO-FTD_FI-1.0 - @
Maodel: | 41xx-Seres R
Promiscuous Mode: [
Context Aware: | Mullipha Singghe
o T . Y [RE—_
Function Type: | GoThrough GoTo f___r| uster
Management I[P Address; 192,168,102,195 Management Port: ||

Device Manager: common/FMC195 b |§ﬂ

Cluster iImerfaces

~onnecivity

Type Mare Concrete Interfaces
APIC to Device @ Out-C4-Band
Management Connectnaty: . COMSUMIET outside FTDmaster/Port-channel 1, FTD:
In-Band
providar inside FTDmaster/Port-channel2 FTD:
als
Username:  mandgement-user
Password; |-
Confirm Password: | s
ATV T3 [95RB | a LT, ROFTFarw AN LET,
v A= &R
BEIP T KL R FMC ® IP 7 KL &,
Management Port FMC OFR— F &5,
Device Manager TNARA TR —V X Z@RINLET,

ATFYTWM IVTAZ AL H =T 24 ATE, [HEZ7 V7 LT, JITALGIA LV A —T 2 A ATHDHI T AH
AHE—T A AEREATILET, ANTHERIT, A =T = A ANRT 77U v 7 T8
N, AL H—T oA ANT T I TV ADBIR 2 A A —T = A AR S LD FIEIZHOWT
ELET, [FH&22 Y v 7 LA v Z—T oA ZA&BBINLET, ROA T arZ25%T LET,
A7oay B
AT 0T AREA B —T oA AR 2, [AvyYa—
T FEFang A,
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i Bl
Al (£ 74—V RliE, 777D, 2 —T = A%RELE

T, T2 & 20X, [HVER] i [RER]

BARKW 72 A v B —T = A A P VA =T 2 A ANT T ITA T AD BRI A v —
T oA AT D HIEERELET,

ATFYTNS ITAREZDA L HZ—=T 2 A ATlE, HAT S AT O DAL NIA B —T = ABEELET,

KIZHIE R LET,
Cluster
Management IP Address: | 192.168.102.193 Management Port: | https .
Device Manager: | common/FMC165 v| @
Cluster Interfaces: M
Type Name Concrete Interfaces
consumer | @xternal Device2/GigabitEthernet0/0 (x z

Device1/GigabitEthernet0/0
Device/GigabitEthernet0/1
Device2/GigabitEthernet0/0

Device2/GigabitEthernet0/1

Cluster
Management IP Address: | 192.168.102.193 Management Port: |https 5
Device Manager: |common/FMC165 v [
Cluster Interfaces: i
Type Name Concrete Interfaces
consumer  external Device1/GigabitEthernet0/0,Device2/GigabitEthernet0/0
provider internal Device1/GigabitEthernet0/1,Device2/GigabitEthernet0/1

ATV 16 [Next| 227V v7 LET,
ATV (EE) 2074 F2b—var NI XA=FEZBMLET, RENRNTA—XTEKNRT TI7A4T A
ERIBELTEY ., WML Y v & A ARREPICHEH S E 0k,
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ATY T8 [BT1Z227 V07 LLTTTI7A4T7 v AEERRLET,

RDEZRY

L4-L7 7 /3A ATFTD 731 A &R 5 & X APIC DU BETEZ 25580 128 Ik
BAERLTWARENSH Y £F, FMC ICEIERATEE, £721X FMC EORFEDIP 7 KL AT
FID REGRE SN TWDIEE, =7 —NFRENET, L4-L7 73 2ADEEZBfiE LARIET D
Wik, ThITNoa—TFTa29) OFZZRLTLEIN, W4-LTREEZMFH L —E
A TZ 7 w#MERT HENT, FID 7354 AN [ZE)] RETHLZ L 2B LET,

H—EX T35 TDER

P—b R 7T 7%, WREy NEONERAT Sz @ OMEE ) — R T, 77U r—ya R
VLA DRy NT—7 —EAEREEFBILET, 77 7NV — 2 EEEIL, T
Vir—a b OBEMIZESWZY—E R TS RACHBIIC ot Y a = S EANE T,
TTIAT VARG LTI BIE, TOT T ITAT UV ABLIOEDT 74TV ARTRLTZT
NTOMEEZFEHALCY—E R V7 752ERTEET, h— R IFZ7 7%, BTS2 b T
TERRT B0, TF 2 FMEAIZTAZENTEET, ., e F—EHEEITT T
FNOTF o NERLEIZ L > TETENET,

HP—EARERELE L CFTD AT 5121%, Y—ERA V57 57— %2 FTD B/ —F
AL TERTA2HERNHY £,

ATwT1 APICICHA A LET,
RFyF2 ETSUNERIIREEOT T MCBEIL £,
ATV T3 [FEF—Ta]| AT, 4-LTH—ER]| 77T HERL, 4-LTHY—ERXR ST T TL—
MZzZ7Uy 27 LET,
AT T4 [7HUOLavV|>[4-L1HY—ER TS FoTL—bOER] 2R £,
B [4-LTY—EXRTST TFUoTL—bDER] XA T 07 Ry 7 ARFRINET, LAfllo~
A NI, APIC PR L TV LY —ER TS X BLOT A R Lo TRk 54—
EAEEN BRI RSN ET, APIC 1L, LARIA YA — F L7Z ACL T /31 A /Ny 57— D FTD
o ZOERERSLET,
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Create L4-L7 Service Graph Template

Drag device clusters to create graph nodes.
Device Clusters Graph Name:  WehGraph
I _ = .
o i Graph Type: @ Create A New One (@ Clone An Existing One

@ svcType: FW
=2 SampleTenant/StrictFTD (Managed)| Consumer

Provider

= P_____‘E'
StrictFTD

®
FTD

Please drag a device from devices table and drop it here to create a service node.

StrictFTD Information
Firewall: @ Routed

D) Transparent

Profile: CISCO-FTD_FI-1.0/RoutedModeForf + (3

Route Redirect: []

‘ SUBMIT ” CANCEL |

ATY TS Y—ERTITTOLHIE (T Z TR 74—V RICAHLET,
RATFYT6 EXALUDOESNA NZFID —E 2 fEEZ T v 7 7o R Fey 7 LT, F0OlE2—bv 2 75

ZIZTEMLET,
ATy Tl J—FROLETZEELET,

ATv T8 EIICESHNT, 77 AT ULV E—ROXA T H =TV FIELIE[FIVRART LY M bR

WLE,

ATFY T Y—bER/)—FOTu T ANERBIRLET, T ARy —IME L TS0, LREIMER L7=T
THANVE T T L= TR 7 7 A LV EBBRLET,

ATYTI0 [EE V27V v/ LT T 752 %ERLET,

[U—ER TSV 4A4T7 07 Ry 7 AIMERLIZHLWS T 75— EFRRLET,

Y- —EX TS TFUTL—

>JL— hDEA

KDOBERER 57 F

APIC IZ, —E R VI 7ITHREEN TV D — B RAEEEEEIC > TH—E 2% HEIIZER
ELFET, APICIZFE /-, Vy—EF R VI 7 THEINDIT—EAEEO=—XIIS U THxy b
U— 7 RHEICRELETHE, CHICE>TH—ERT AL ZATOEETERENEE A,
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ATy T
ATy T2
ATvT3
ATvT4
ATvTH

ATvT6

ATy 717

ATvT8

Y—H4—ER 957 7o IL—to#RER 457 7o IL—toER i

APIC T, TA AR —VNOT T IFZAT AR YT NIRRT A= EELET, 7
TIAT VAR VT ME, RITA—E TR T TIAT AT T rvB— RESNBHHEE
WWE#HLET, 2k, 77U r—ar Farr A, EPG BWEEDT T MIIEEL T
WAHEREL, Bk LY —E 2 75 7 2T 7,

WOFIEIZLY, av b T 7 bV —Y R 7T 7 E2B8MTET,

188 BRI
T hERELET,
EPG CT7 7V r—ay a7 A VERELET,

APIC IZH A A LET,

Ama— N"—T, [TFVRMEIV I LET,

[FTEF—=2a ] AT, TF b7 0E V) —%RELET,

[L4-L7T H—ERXR > [L4-LTH—ER TS T TUoTL—MN T IV FEREBELT, =R T7T7T7 707
L— haRRLET,

BRI —ERXR 77770V — b ah7 Vv L, RREINDR YT T v 7 A=2—T[L4-LTH—
EX TS5 FoTL— 0#ERI 27V v 7 LET,

[(FIE1IV SO MNEATu T Ry VTR, avia—<& 7 u (& EPG Z %R LE7,

L4-L7 Service Graph Template - WebGraph

M Cuick Start
Pk a Apply L4-L7 Service Graph Template To EPGs (i ] %]

STEP 1 > Contract 1. Contract 2. Graph

Config A Contract Between EPGs
EPGs Information

Consumer EPG / External Network: SampleTenant/sap/epg-AppEPG @

Provider EPG / External Network: SampleTenant/sap/epg-WebEPG  ~ 3 3l

Contract Information

Contract. @ Create A New Contract @ Choose An Existing Contract Subject
Contract Name: WebCtr

4

No Filter (Allow All Traffic):

| PREVIOUSS ” NEXT ” CANCEL I

FLnwar b7 NeERT 20, BEFOa > 77 MEAZEEIRLET, BiLva b7 7 hO4HED
EANLET, Next) 227 U w7 LET,

[(FIE2 55715470l Ry 7 AT, 7UvY RAL (BD) L7 TAK £ X —T x4 A% iR
LEd, Next] 227 VU v 27 LET,
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Apply L4-L7 Service Graph Template To EPGs

STEP 2 > Graph 1. Contract 2. Graph 3. StrictFTD Parameters

Config A Service Graph

TR T Graph Template: SampleTenant/WebGraph - @

Consumer

Provider

E gampleTenant /StrictFTD (Managed Firewall) c 5E P
StrictFTD
AppEPG WebEPG
@
FTD
StrictFTD Information
Firewall: routed
Profile: RoutedModeForFTD
- Consumer Connector
Type: @ General @) Route Peering
BD: SampleTenant/AppBD - @
The Bridge Domain that connects the two devices
Cluster Interface: zxternal - @
Provider Connector
Type: General D) Route Peering
BD: SampleTenant/WebBD - @
The Bridge Domain that connects the two devices
Cluster Interface: jnternal = @

‘ PREVIOUS ” NEXT ”

CANCEL |

ATYvT9 [FIBINRSGA=RNFAT T Ry I AT, [TRTDINGA=F 2 T%27 ) w7 LET,
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Supported Functions .

Apply L4-L7 Service Graph Template To EPGs (i ] %]

STEP 3 > StrictFTD Parameters 1. Contract 2. Graph 3. StrictFTD Parameters

config parameters for the selected device
Profile Name:
RoutedModeForFTD <div id="vns:applyGraphTemplate 2A:apply GraphNew:3:apply Profile_editlcon’ style= "display: inline-block; width: 30px"></div>

Eeatures: Required Parameters

Folder/Param Name: Value Write Domain

4 '_ﬁ‘ Device Config Device
Al » [::“ Access Policy AClAccPolicyRouted
» [::“ Bridge Group Interface

» £l iniine Set

» [::“ Interface externalinterface

» [::“ Interface internalinterface
[::“ Security Zone ExternalSZRT

» [::“ Security Zone Internal SZRT

A '_S‘ Function Config Function

» [;'“ Access Palicy Configuration AccessPolicyFolder
» [;'“ Bridge Group Interface Configuration

[ 2 [;'“ External Interface Configuration ExtConfig

RAONDNDIXRANDDODODNMD

» [;'“ Internal Interface Configuration IntConfig

RED indicators parameters needed to be updated and GREEM indicates parameters will be summitted to the provider EPG.

| PREVIOUS ” FINISH ” CANCEL |

ATV T BEICESHWTARTIA=FEZRELET, #MBIALT T L— MIHESWTHRET 0 7 7 A L EEFR L.,
COFIETHEHTLZENTEET, BEOYR— K& FTD BOKRDOEZ a2 L TS
W, (KT %22V v LTl I7ICar 77 v a7 X2 yFLET,

RDBRY

P —bRITFTTDA LA AEERHR L6, APICAFIDA v Z—T7 = A A7 a3 =
VI ENTEREEZ FMCIZEFIZ T v a L TWAZ E 2R LET,

Flo, U RKRA U IR T oY a = JELOFID 2 H L CHEICEIETE S Z & &2k
BLET,

Supported Functions

TR a T, ACIT AL ARy r—@O FTD THAR— FENTWAARINTWS
HREIC DWW T L £,
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\}

GB) TARXVRI (I NATvarBDBBETHHZLE2RLET, TOLARNVWE, ZHUuI47
g T,

\)

(GE)  GraphDeploymentSuffix (% [_<Tenant name="">_ <Device name="">] DOfFEIZEM I 415 & LATIZ
FRE & 4172 where, </Device> </Tenant>

N

GE) TN TOYR—FSHTWRWFTID #RE, Y —E X 77 7 &2HIBRE 2137 F > hOHIBROH]
WCFBHTRELZ V=T v 7952 LaBEOLET,

F&RE s3F A —% | Options Wi
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Supported Functions .

T AR
U —

*Name <name> Name of the access policy.
« APIC TiX, AU ¥ —D
i &
GraphDeploymentSuffix
BLOZEOMOFE R A
PRI BIN L E 97,
« BEfFO FMC 7 7 & A
ARVU T —4IX, APIC %
FHT20L—%T5
PMENRH Y FT,
*Access Rules | *Name <name> 77 2 — )L DL,
* APIC ClL, /L—L D=
AT,
GraphDeploymentSuffix
BLOZEOMOFERE
PRI BN L FE 9,
« BEfFD FMC 7 7 & A
N—NAE R LT
Y—bER 7T 7 kX
VT =T
% APIC O—F¥ % &
ERHY ET,
Source Interface A2 —7= D
ARAFT
ES/ A Nk
F=2U7+4
=D
e
Destination Interface | 1 % —7 = |)I:
AAFT
ES/ A Nk
F=2U7+4

AV EAN(HTE S

BT 1¥)

true | false
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. Supported Functions

RE true DA, BX 2V
T4 DOMGFEEHAT DY —
VT I A —EE T
Ly —r, £ 9 Ly
EL X2 VT 4 =
XL EBNCEHE STV D
EEILEseE7 4 — L KT
7
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Supported Functions .

Security Zone | *Name

<name>

Name of the security zone. &
7-. APICthOF TV =7
MBRTEDLLOITT DT
O, EFX2 VT4 =D
APIC 7 A VHZ{IFA TV =
7 b%,

APIC TiE, 4HMZ,
GraphDeploymentSuffix P&
FINZBIMLET, 72& R
X, M OEX=2U T o
V= DA E IR D
&L FMCIZhnh £7
External <Tenant

name=""> <Device
name=""></Device></Tenant>

LV S ARIOEF 2 ) T 4
oy

name=""> <Device

SNFEFTFMC T

</Device></Tenant>
40 XFEMHHTE

7 4 =)V ROfEZ i
i—é‘o

GE¥)  Name 7 1 —/L K & L THRT
<Field value=""> <Tenant

pame=""

S, BEFT 48 SUFEITHIN

/Field>,

GraphDeploymentSuffix (Z 13,

ESC AN

DITIE, 8 L FE4 ()]

IR LT

*Type

N

LT T 4 2 T |2 o F

X2 VT 4= DHA
7,

—HLAWwEx2U T 4
= DA TRBIOA
B—T o ADHE A FILEF
AENEFA, ZHE, B
BlE— RiZES< DT
7
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. Supported Functions

A4
'y b

*Name

<name>

Name of the inline set. & 7=,
APIC 7 4 /L5 v kD4
. A oI FT7V=0
k. APICHLODA 7P =2 b
NEWETEXAHIIICLE

—g_‘O

APIC T, 4TI,
GraphDeploymentSuffix PN
FINZBINLET, 72& R
IO T A oy
N2 EIRT D 55 . FMC
WCONYET A T4
& » 7% External <Tenant
name=""> <Device
name=""></Device></Tenant>

AR ]

GE)

E)
ax JE I

Name 7 4 —/L K & L CTHRAF
<Field value=""> <Tenant
name=""> <Device pame="">

A, AFFT 48 SUEICHIBR
SNEFTFMC T
</Device></Tenant>+/Field>,
GraphDeploymentSuffix (Z 13,
40 LFEFEHTEET. =
DT, 8 LF %4 ()
74—V ROMEZHIFR L TH
ESc AN

*MTU

<integer>

AT 4%y FD MTU
TanRT 4,

*Snort Fail
Open Busy

true | false

T4y hOA—7
Y EV=DREDT mN
7 4 % snort LET,

*Snort Fail
Open Down

true | false

ATy ko7
TANKRT A —T
7 % snort LE9,
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°£ 2

Supported Functions .

*Name <name> A B—T oA AFTT V=
7 h®D APIC 7 # )V Z D4,
fill,

*Enabled true | false A B —T A AZADT I
TAEAMMILET,

*MTU <integer> MTU property of the interface.

*Logical <name> A B =T A ADiHE4

Name

(BAWEATREZR IR A > T A
e

APIC T, £4H0IC,
GraphDeploymentSuffix PN
FIZiBMLET, =& %
X, B4 DA A SR
L84, FMCIZhbnh £9
A4 O External <Tenant
name=""> <Device
name="">.</Device>
</Tenant>

GE) Name 7 . —/L K &

L CHRT

<Field value=""> <Tenant
name=""> <Device hame="""

Sh. AEFT 48 I

SHNETFMC T

</Device></Tenant>

/Field>,

GraphDeploymentSufifix {213,

40 XFHEfFEHTE

EE AN

DIZIE, 8 L F &4 ()]

74—V RO %

iﬁ—o

IFR LT

*Inline Set

Inline Set Object

APICA T A VERET IV
BT b~

EZWRLET,

*Security Y¥X2 VT = F T2 b X2V T4 =D

Zone APIC 7 A NWH ATz
F~DY 7 2B R LUE
—a—o

*IPv4 *static *address |V 7% v b=

7= 1Pv4 7 R
|23

A7 L
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. Supported Functions

E)
ax JE I

N—Ty RA B —TxA
ANZOHBEHEET, B
(R ST NS
IPv47 RL AT, 7-& %
E LLL1R4 VD K9
e ET,

U7y 7
=T A
A—T A A

*Name

<name>

TV N—T (R —
7 A AD APIC 7 /L&
DA,

APIC TiE, @iz
GraphDeploymentSuffix 33 &
O DO & RIS
EMLET,

*1Pv4d 7 KL
ADFIE

*address |IPv4 address
with subnet

mask

*static

BilEA B —T = A RO
HEMSAET, EIE P
Txy b= A7 L IPv4T R
L A7, For example,
1.1.1.1/24

*Bridge Group
ID

<integer>

):

*Interfaces

APIC A ' H—T = A A
TANEF T b~D
V7 &ZRLET,
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| &%
ro=e I
IPv4 Static *Network <network> ZDON— KON Ry b
Route 7 —7, AB.C.D/prefix JE=

T HMENH Y £9, For
example, 192.168.1.0/24

*Gateway <gateway> SRy N U — 7 BT
Ll sSnD 75— b
JxADIPvdT R A,
For example, 192.168.1.1

A R~V w7 |<integer> Distance metric for this route.
NP 1 ~ 255 (I
DIz ETe) T,

isTunneled true | false )]:

=T v RE—RKDFTIDDIPV4 A X T 4 v 7 b— b EFHET DA,
RE, MBI L H—T 2 A A LULTLET, 2L, WA A —T =
A AW BVIA »Z—7 = A A (IRB#&HE) ICALE S ET . BVIA ¥ —
Tz A A VLYLTOIPVE AXT 4 v b— hEEELET,

s BEE—RDOFID DIPv4 A X T (v 7 b— hERETDHHEEIL. HIE.
BVI % TICB%R7< . WA v X —T7 =24 A L TLET,

FTD R

DB va T, SEIELREBHT NICKLERBET 07 7 A VEREDEFIZHOWTHL
ALET, 3T RTCOE—RT, @ULT 7R3y ha— LRI > —F 3L — LD
ﬁ§‘\ \%:»/C\\ﬁ‘o

T EARY V—ANIEMIIEESINTND I 2R LET,

T IHEARI =D FDT 7R NV—HB, EEFILEELEOEXF2VT 4 V=D
VI MIELWA VU H =T 24 A% L TWAHIREET, ERICHRESNTWD Z & 2R
LET, AV F =T ADEF2 VT 4 V=BT 7 A L= J—ABLV%E5
V= DOWIFIZ, MFRT7 T TPRESITNDZ EaMRLET,

FSURRFLY N E—F
F 7 )V FOKERET 1 7 7 A /L CISCO-FTD_FI-1.0/TransparentModeForFTD % %R L £,

TV Y RALUID ([TNNARKREI> [TV ITN—TAE3—T A X]|>[TU Y
CONL—TID|>[B]) BNEAEOEFEFTHLZ AR LET, 0TV Y I—7 A
H—=T 2 A ADIPT RLAZREL, A/ v F—T 24 ANELLRESNLTVWDH I L%
R L E7,
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B o=

X2 VT4 V=B ([TNARRE]I>[EF2)Ta V—21>[£00]) DELLSES
. TEDOXATNRAL v FERICEREINTND I EE2HERLET,

e A UH—T A ADRBLNEATHDHZ 2R LET ([TNARABE]>[M4 V53—

T4 R (NEBFEITNE)) | > [HEL] > E]D . A7 7 70 [true] ITRE I 4L, &
Fa2 T4 V= NELLLTy B TENTWAEZ EZMERLET,

=Ty KkE—F

F7 4V FORE 7 1 7 7 A /L CISCO-FTD_FI-1.0/RoutedModeForFTD % &R L £ 7,
et X2 VT 4 V= ([TNARERE]>[EFX2)Ta V—2]>[8&FT) BDELLS#H
N, FOXALTINRN—T v RFEAITHRESINTWDLZ LR LET,
e A UE—T A ADRBLANEATHDHZ 2R LET ([TNARABE]>[M4 53—
T4 R (NEEIEHNE)) | > FREBR]>[{E]) . %7 7 270 [true] ICREIL.,

Fa2) T4 VU NRELLKTy B TENTWAZ L EZHERLET, VX —T A A
IP7 RLAZRELET,

1054 E—F

7 7 4V b OBRE 7 1 7 7 A /L CISCO-FTD_FI-1.0/InlineModeForFTD % 3R L L £ 77,
ATy M (THRARRE> M54 £y b >[&RT) BELIHESH
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