—

clf - ¢z

« cluster disable (4 ~<—73”)

« cluster enable (5 ~<X—73”)

« cluster exec (6 ~X—77)

« cluster exec clear rule hits (8§ ~X—71")

» cluster exec show rule hits (10 ~<—1")

» cluster master unit (12 ~3—1)

» cluster remove unit (13 ~X—37)

« cluster reset-interface-mode (14 ~X—73)

« configure cert-update auto-update (15 ~X—3°)
« configure cert-update run-now (16 ~<—137)

* configure cert-update test (18 ~<—137)

» configure coredump packet-engine (19 ~X—73")
» configure disable-https-access (20 ~X—73)

» configure disable-ssh-access (21 ~X—7)

* configure firewall (22 ~—3)

« configure flow-offload (24 ~<—73")

» configure high-availability (25 ~2—3°)

» configure https-access-list (29 ~X—73)

« configure identity-subnet-filter (31 ~<—32)

« configure inspection (32 ~X—3)

« configure log-events-to-ramdisk (38 ~X—17)

« configure manager add (39 ~<—73")

» configure manager delete (41 ~X—737)

» configure manager edit (43 ~X—1)

« configure manager local (45 ~X—3)

» configure mini-coredump (47 ~X—7)

» configure network dns searchdomains (48 ~X—1)
» configure network dns servers (49 ~X—)

» configure network hostname (50 ~<—13)

» configure network http-proxy (51 ~X—1)

clf - cz .
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« configure network http-proxy-disable (52 ~<—13)

» configure network ipv4 delete (53 ~<—17)

* configure network ipv4 dhep (55 ~X—737)

» configure network ipv4 dhcp-dp-route (57 ~X—737)

+ configure network ipv4 dhcp-server-disable (58 ~X—37)
» configure network ipv4 dhcp-server-enable (59 ~X—37)
* configure network ipv4 manual (61 ~—13)

» configure network ipv6 delete (63 ~<—17)

« configure network ipv6 destination-unreachable (65 ~X—1)
» configure network ipv6 dhcp (66 ~X—73)

» configure network ipv6 dhcp-dp-route (68 ~2—37)

» configure network ipv6 echo-reply (69 ~—73)

« configure network ipv6 manual (70 ~X—73)

» configure network ipv6 router (72 ~X—137)

« configure network management-data-interface (74 ~X—737)
+ configure network management-interface (79 ~X—3°)

+ configure network management-port (83 ~—1)

« configure network mtu (84 ~<—<3)

« configure network speed (86 ~X—1)

» configure network static-routes (88 ~X—1)

» configure password (91 ~<X—3)

« configure policy rollback (92 ~<X—1)

s configure raid (94 ~<—7)

» configure snort (96 ~X—737)

« configure ssh-access-list (98 ~<—1)

» configure ssl-protocol (100 ~<—1)

» configure tcp-randomization (101 ~X—3)

« configure unlock time (104 ~—3")

» configure user access (106 ~X—737)

» configure user add (107 ~X—72)

« configure user aging (109 ~<—73”)

« configure user delete (111 ~X—12)

« configure user disable (112 ~<X—3)

« configure user enable (113 ~~—2)

» configure user forcereset (114 ~X—73)

« configure user maxfailedlogins (115 ~X—73)

« configure user minpasswdlen (116 ~<—137)

» configure user password (117 ~X—3°)

* configure user strengthcheck (118 ~X—1)

« configure user unlock (119 ~=—73)

» conn data-rate (120 ~X—73°)
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s connect fxos (122 ~—)

s copy (123 <X—7)

* cpu hog granular-detection (127 ~X—3)
* cpu profile activate (128 ~X—73)

« cpu profile dump (130 ~<—73)

s crashinfo force (132 ~X—72)

s crashinfo test (133 ~—73)

* crypto ca trustpool export (134 ~X—73)
* crypto ca trustpool import (135 ~X—3)

* crypto ca trustpool remove (138 ~X—13)
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. cluster disable

cluster disable

2=y N TOTARY T BT DL, cluster disable 2~ F&EHEH L £,

cluster disable
avy FERE Jiy—=x EERNE
6.5 Zoavry RREAINE L,

FEHEDAA RKSq4y ZOa~xry FefT28 77220625723 %a=y FaFETHRTEES, Zoav
VRTIR I TAEZ ) UITREIIEEIN WD, # T cluster enable i~ R&EfEA LT
FARZICHBINTE ET,

51
WIZ, 2=y "I TARZY) TN B0 2R LET,

> cluster disable

BEEa<T>R Command S BA

cluster enable DG ARY TR R —T NI LFET,

cluster master unit Ll o=y "2V TGRAAOVAZ—a=y hE LTRELET,

cluster remove unit 2=y T T AEZNLHIBLET,

show cluster info T ARIEREFR N LUET,

cluster exec TRTDITAL AR —llavy REERFLET,

. clf-cz
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cluster enable

cluster enable .

2=y FTOTARY T EATT DL, cluster enable =~ > F&EEHA L £,

cluster enable

avy NEE 1)) —=x

EEAR

6.1

Zoawy RRNEAINE LT,

BRALDHA KS4Y BOCAR—T ML=y MIOWTIE, vAZ—2=y NEEREELET, KYIO=
=y M, FOWERTI TRAIOHE—DRA L NRXR—THAHED, FOa=y "hPRIT AKX —2=
Mz FET, ZOHBFIZar 7 X2l —2a b BEZFETLRNVWTLEE N,

il

WRIZ, 2=y NTITRZ Y T BENT D0 ERLET,

> cluster enable

BsEa<T R Command

B

cluster disable

IIGARY T ETF =TI LET,

cluster master unit

Hlnnz=y AV FTAXDv AR —2=y N LTHRELET,

cluster remove unit

2=y NEZTAEZNLEIBRLET,

show cluster info

7T AZERE KRR LET,

cluster exec

TRTDITFTAZ A R"—lavy REEELET,

clf - cz .
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. cluster exec

cluster exec

JITAZNOTRCOD2=y b, FRITHFEDA L NN—ZH L Ta~vy REEITT 51T,
cluster exec =~ > R&HHA L E4,

cluster exec [unit unit_name] command

BX DN unit unit_name (A7varv) HEO2=y ML Ta~vy REFEITLET, AV
N—H 2 FoRT 5I121F. cluster execunit? 2> K& AN+ 50 (F
D=y MR TRTOLRZETRTT 5%5E) . showcdluster info
avr REANLET,

command ElTTHavr FEHEELET,
av Yy FER Jjyy—= EHAR
6.1 Zoavwy RREAINE L,

FEREDHA KRS,y show I~ FE2TRTDOANA—IZERETL L, TATOHABNESNTHED 2= |
Dy —UIERENET, captureCcopy R EDZDMDa~ 2 K, 7T A EBRTD
FATEEHTEET,

1

FULXY 7T v 774 NVET TAXNOTXTCOL=y M GIEFFZ TFTP %—/3—
lIZav—3 52, A —a2=y b TROaAv > REANLET,

> cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BHODOPCAP 7 7 AV (F=2=v kD 129 D) B TFTP r—"—|Zab—3InFE
T, SHEDF ¥ T ¥ 7 7 A V4TI, capturel _devicel.pcap, capturel device2.pcap 7
EDOL)IZa=y MPBHEICAHINESNE T, ZOHITIE, devicel & device2 737
TAH 2=y MTT,

R OFITIL, cluster exec show port-channel summary 2~ > KOHIZ, 7 T A X D%
A 2 73— EtherChannel ff #23 &K R SV TWET,

> cluster exec show port-channel summary

primary(LoCAL):***********************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— o -
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)
Secondary:******************************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
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cluster exec .

—————— Fm b
1 Pol LACP Yes Gi0/0 (P)
2 Po2 LACP Yes Gi0/1 (P)

BEav Uk Command 568
cluster enable 2=y NTIZFRAZY T HRENLET,

cluster master unit L=y hE T FTRAZD~Y AT —a2=y hE LTRELET,

cluster remove unit 2=y "I TAEZNLHIBLET,

show cluster info T ARIEREFR N LET,

cluster exec FTRCOIFTAE A _"—|Za<wy REEELET,

-
|
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. cluster exec clear rule hits

cluster exec clear rule hits

JGARNDTRCD ) — K, 778 A ayha—L B o—BLIOF L7 oA X2E]
VDT RCOFHFE AN —LDNL—L e v MERZZ VT L, izl 'y b9 2120,
cluster exec clear rulehits =~ > R&ZfEH L £4,

cluster exec clear rule hits [id]

EX DA id (A7 ar) vr—rDID, ZO5EEDDH L, FEELzL—L
DL—)L y MEROBZRRZ VT EHET,

L=V ID ZikBl4 5 121%. show access-list =~ > RaEfH L £,

7277, Zoavwy ROHMNZTRTONL—ABERIEN TSI
TIEH Y £H A, KROURL CTRESTAPIGET #:fE% h U H—F 25 &

TRTO/L—LEL—LDID ZHRTEET,

* /api/fmc config/vl/domain/{domainUUID}/policy/accesspolicies/ {containerUUID}
/operational/hitcounts?filter="deviceld: {deviceld}"&expanded=true
* /api/fmc config/vl/domain/ {damainUUID} /policy/prefilterpolicies/ {containerUUID}

/operational/hitcounts?filter="deviceld: {deviceld}"&expanded=true

ATV RFI4R N ADERELRWES, TRTOL—LOL—LE Yy MERBZ VT Sh, Eric)ty
M ET,

)

CE) ZoT77vaimilR@ZERnizd, Zoa<y RoMAIITEENSHIETY,

avy RER Jiy—=x EERNE
6.4 Zoawy RREAINE L,

GEELEDOHA KSq4> by MERIZ, 77 8Aa hr— A — LT LT L E =L DFE IR L LT
i‘j‘o

451
TR_RTCONL—b y MEREZ VT 50 %RIRLET,

> cluster exec clear rule hits
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cluster exec clear rule hits .

EEav> R

Command

Bl

show cluster rule hits

JITAZNDOTRTD /) —RKinb, 7/78A arybag—)L KR v—
BLXOXTVLT7 4V HZRY S —DFT _RTCOFHFE AL —/LD)L—)L
ME#EZZU T L, EvicUky FLET,

cluster exec show rule
hits

TIGABRDE ) — Kb, 77 A aryrae—iLRY—BIOS
L7 4 VB RY —DFT R TOFHEHEHL— L D—)L e v ME#RE
SEEEXCTERLET,

show rule hits

TR ary =L R —BLOT VLT 4 NER) —DFT R
TOFHNFE RNV —NLDN—L ey MEREFRRLET,

clear rule hits

TrEA Ay br— A R —BLOT LT AR —DF N
TOFHFEHL— L DN—v ey MgHz27 D7 L, BricEy b
Liﬁ—o

clf - cz .
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cluster exec

cli-cz |

show rule hits

JPITARDE ) — R, 778A arybo— L R —BIORT L7 4V ZRY —DF
NTOFIFE RN —NVD— L e v MEHRE DA CTERT HIZ1E, custer exec show rule
hitsa~> RE#EHRALET,

cluster exec show rulehits [id | raw | gt #hit-count | It #hit-count | range #hit-countl
#hit-count2]

BX DA

AU R TFI4ILE

id (A7 vay) =D ID, ZO5IEEEDD L, FREINDIER
FEE SN L—VZBESHE T,

=)V ID ZiBl 3 51213, show accesslist =~ > RAMEH L ET,

L. Zoa<wy ROEICTRTOL—LNFEREN TS b
TIEdH Y £ A, RO URL CRESTAPIGET#EA R H—7 2 &,

FTRTOAL—LEL—LDID 2R TEET,

* /api/fmc config/vl/domain/{domainUUID}/policy/accesspolicies/ {containerUUID}
/operational/hitcounts?filter="deviceld: {deviceld}"&expanded=true
* /api/fmc config/vl/domain/ {damainUUID} /policy/prefilterpolicies/ {containerUUID}

/operational/hitcounts?filter="deviceld: {deviceld}"&expanded=true

raw (TE) csvERTL— by MEFAFRLET,

gt #hit-count (EE) & v b A vy b2 #hitcount LD KEWFRTOA— LEFE
ALET,

It #hit-count (EE) Bv M w2 A thitcount LV /NI WNWTRTONL—/LEFE
~LET,

range #hit-countl (fEF) #hit-countl & #hit-count2 DD & > b 7> b EFFOT T

#hit-count2 DL—NLEFRELET,

=L ID ZFEELARAWVES . TR TOAL—LDL—/Lt v MEMNF RSN ET,

avy FERE

FEREDHA K4V

. clf-cz
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cluster exec show rule hits .

il
WIZ, 7 TARZDE ) — RinbD)—ve y ME#RESHIFEN TR R T 2012 R L E
R

> cluster exec show rule hits
unlt_l_l (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k*********************************

RulelID Hit Count First Hit Time (UTC) Last Hit Time (UTC)
268435260 1 06:55:17 Mar 8 2019 06:55:17 Mar 8 2019
268435261 1 06:55:19 Mar 8 2019 06:55:19 Mar 8 2019

UNit—1-3:*k*khkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkkkk k%

RulelID Hit Count First Hit Time (UTC) Last Hit Time (UTC)
268435264 1 06:54:43 Mar 8 2019 06:54:43 Mar 8 2019
268435265 1 06:54:57 Mar 8 2019 06:54:57 Mar 8 2019

UNit—1-2:*k*khkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkhkkkhkkkk k%

RulelID Hit Count First Hit Time (UTC) Last Hit Time (UTC)

268435270 1 06:54:53 Mar 8 2019 06:54:53 Mar 8 2019

268435271 1 06:55:01 Mar 8 2019 06:55:01 Mar 8 2019
Eav> kR Command Hol:):

cluster execlear rule | 7 7 % 4 IOFSTH ) — Kb, 7/¥A 32 hr— Y o —
e BIOT VT4 N ERY —OFT X TOFMEA»L—ILD—LE >
ME#®EZ V7L, Paickey FLET,

show cluster rulehits |7 S 224 XD /) — Ko7 78X ary rag—L R Y —BXL
QN7 4 VAR =T _RTCOFHFE AL —/LDL—L e v M
WEENEATERLET,

show rule hits TIEAaryro— LRI —BLOT LT 4 LERY —DF
TOFHIEH»L—LD—v e > MEREERLET,

clear rulehits TR Ay ba—= VR =BLOT VT 4V ZRY =D
TOFHIFE AL —LDL—L ey MEREZ VT L, EricytEy k
Li‘j_‘b

clf - cz
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. cluster master unit

cluster master unit

W=y hET NN, AT TFTAIDIT AT —a2=y b & LTHETHITIL. cluster master
unit a2 REERALET,

cluster master unit unit_name

BX DA unit_name FlLnvwRrFd—a=y hehba—La=y MERELET,
A UN—L e FKRT DL, cluster master unit? 2~ > K& AS)9 3%
N BEO2=y RS TRTOL4HTIZE T H5E) . show
cluster info =2~ FE AN LET,

avy FERE J1y—=x EHEAR
6.1 Zoavry RREAINE L,

FRLEOHA KSq4y AA Y 7T AZIPT RLASOBEGNPLEITRD 7,

51
wIT, LW AF —a2=y b & LT device2 iR ET D0 2R LET,

> cluster master unit device2

BEa<v R Command SHBR
cluster enable 2=y NCITAZ Y TR LET,
cluster exec TRTCDITFGAK A= |lavy REEELET,

cluster remove unit 2=y hETSZAEZMBEIRLET,

show cluster info I T AREREFR TN LET,

. clf-cz
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cluster remove unit .

cluster remove unit
7T AEMNG =y FEHIBRT 512, custer removeunit =<2 REFEH L ET,

cluster remove unit unit_name

WX O unit_name U5 ASPHHIRT AR —H o=y NEEIRELET, ALA—4
HFT HITIL. cluster removeunit ? F 7213 show cluster info 1< >
KEAJTLET,
avy FERE Jiy—=x EERNE
6.1 ooy RPREAINE L,

| =AY,

EELEDHA KSq4Y 7 hART T arr7 Fal—va  dERINT, vAZ— 2=y b LEEICFEB
SN ary 74 X2l —varbEOEETHLIDT, a7 4 F¥alb—rar2RkbTick
TEDa=y NEHEENTEETST, vAF— 2=y NEHIRTH7DICAL—T 2= |
TZDavwry ReEANLESGAER, il AX— o=y FRBRBEINET,

151
WIZ, 2=y FAZHER L THE, device2 7 7 A NHHIBRT 26277 LET,

> cluster remove unit ?

Current active units in the cluster:

device2

> cluster remove unit device2

WARNING: Clustering will be disabled on unit device2. To bring it back
to the cluster please logon to that unit and re-enable clustering

BEaOYR Command S EA
cluster enable 2=y NCITRAEZY U TN LET,
cluster exec FTRCDI T AKX A R_"—|Cavy REEELET,

cluster master unit | Lva=y NE Y FAEDV AL —a=y hE LTRELET,

show cluster info 7 A ERERTLUET,

clf - cz
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. cluster reset-interface-mode

cluster reset-interface-mode

TIGARN T BMNI LTt T TAX =y NEAX L RT 0 — RICE#T 51203,
cluster reset-interfacemode =< > K& L £,

cluster reset-interface-mode

avy FERE

FRLEDHA KSA Y

J1y—=x ETHEAR
7.0 Zoa<wy RRNEAINE LT,

cluster disable 2~ > RZFEHA LT, &HNZT T AX Y T H2BATHLERHD 3, =
@ cluster reset-interfacemode =~ > RiX &I T A58 OF%EEZ 27 VT L, T /31 A
ZPEB) L E3, 4100 Y — XD FX0S TI&, T A A RAZ L T Z A4 TDTN
ARIEBMINET, T— A NI TREEA L F—T oA ZAOEID YIRS NE T,

!l
WIZ, 7 TARZ Y T HBNCLTD, 7T AZ Y ITREZHIRT 2627 L%
h@‘o

> cluster disable
> cluster reset-interface-mode

Broadcast message from root@firepower (Tue Apr 27 18:36:12 2021):

The system is going down for reboot NOW!

. clf-cz

Command SR BA
cluster enable 2=y NCUFREY T EHEMUET,
cluster exec TRTDIFTAZ A" —Cavy REEELET,

cluster master unit FMlWnwa=y N2 FREZD~VAF—2=y N LTHELET,

show cluster info 7T AL ERERRLET,
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configure cert-update auto-update .

configure cert-update auto-update

BT DB 7 N A A TO CAFEEO BBV 4 A 2h £ 7213027 5 121%. configure
cert-update auto-update =~ > K& L 9,

configure cert-update auto-update { enable | disable }

XDt enable CAFEHEDCHBEEH ZH ML ET,
disable CAFEHED BB H 2 iz LET,
avy FERE Jiy—= EENAE
7.0.5 Zoa=wy RREAINE L,

FREDHARSAY 774NV ETE A=Y a 70524 YA M= VEZ BRI T 20 27 v 77 1—R
THE, CAFEENSHEIMICES SE T, ZOMEELZ BT 2121%, disblex—U— R
M LET, CANY FAOHBIEHZHEAZNICT 5IC1E, enable ¥ —U — F&fifl L %
T, CAREHEOBHBEH 2 AT DL, BH T m B RTI AT LATERSNIREZNIEA
FATINET,

!l
KIZ, configure cert-update auto-update =~ > ROH NI EZ R L ET,

> configure cert-update auto-update disable

Autoupdate is disabled

> configure cert-update auto-update enable

Autoupdate is enabled and set for every day at 12:18 UTC

BEEa<TR Command EoLi)E]

show cert-update CAGEHEDOHBEH DA T —F A FR L ET,

configurecert-updaterun-now | CA ZEM &0 E i 3 <123t L £,

configure cert-update test TAADY == D DO CATREAEFEZMH L TR T = v
7 EFITLET,

clf - cz
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. configure cert-update run-now

configure cert-update run-now

CAGEHEO A H Hi 49 <I4T35 I21E, configurecert-updaterun-now ==~ > R&fliH L
£,

configure cert-update run-now [ force ]

EX DA force BT =y 7 NRILIEEAETYH, CAGEHEOEH Z2FITLET,
avy FRERE J1)y—2 EHERNRE
7.0.5 Ioawy RPREAINE L,

FEEEDHA KSq> CAGEAEFEZ I ITEHT 55513, configurecert-updaterun-now il L 97, 72721, ¥
AaDP—=_"—=D )LD 1-DOTHSSLEERT = v 7 R LT2SG6E. et X3 T LET,
BRI L CH R AT A1k, forceF—U—REFHLET, & 21X, n—hL
CA R RV, Aw— I A4 A AMP Bk, ThreatGrid —E A 72 EDNW L DD
AP —CERZT VAT HEOOERAENRH Y, PATADAT— T BV AP —EZA~D
Bt IR L7234 1 . configure cert-update run-now force =2~ > K&+ 2% & FEBHED
FHTavw AN TEINnNET,

\}

GE) IPv6 DHDREBITIE, —HDT A DY —/N—=21Pv6 R — kL T2, CAFEHAE
OHEBFEFHNRKWT D22 En”HY £3, 2oL 5 AL, configurecert-updaterun-now force

A<y Faflf LT CA GEMEZRH N EH L £7,

5l
WA, BT = v 7 DNREL L 723856 @ configure cert-updaterun-now =2~ > KD/
BlzRLET,

> configure cert-update run-now
Certs failed some connection checks.

Wi, BT = v 7 BRI L, v —Hh/L CA /N RV S7284A O configure
cert-updaterun-now =~ > KOHHFIEZRLET,

>configure cert-update run-now
Certs have been replaced or was already up to date.

Iz, configure cert-update run-now force =~ > ROl ~ L £,

> configure cert-update run-now force
Certs failed some connection checks, but replace has been forced.
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configure cert-update run-now .

BEEav R Command ELi)E]

configure cert-update B H D CAREAEO BB 2 AR ETITENIT L LT,
auto-update

show cert-update CAFHAZEDOHBEGFORTF—X AR FRLET,

configure cert-update test TR ADYP— =N S DI O CAFFAEAFH LTI ~ v
I EFEITLET,

clf - cz
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cli-cz |

configure cert-update test

0=V AT LD CAFEHENKRTI THD Z L 2R L, TWEAIE. HTLWCA N FL
ZEH L CTY— N—~D SSL ##i 4 7 A b3 25121%, configurecert-updatetest =~ > K& fifi
ALET,

configure cert-update test

avy FERE

FREDHA KSA Y

J1y—=x ETEAR
7.0.5 Zoawry FREAIRE LR,

Z @ configurecert-updatetest =~ > Ni&k, B — U AT AT ADCANY RvE (VAadDH—
N=InBHD) D CANY R LR LET, CANY RARRHFOLAEIET = v 7 1LFET
ST, ROBIOE 7 23 ARTEIICT A MERBERINET, CANY RABREHNG
B AU ra— RENTCCANY VT L THERT = v 7 BREITSh, ROBIOE 7 va
R T KO ITRRBFRRENET,

il

WIZ, B—H)V CA R RIVIRESHT D54 @ configure cert-updatetest =~ > K6 D
HABZERLET,

> configure cert-update test
Test succeeded, certs can safely be updated or are already up to date.

WIZ, B—=RTV CANRY RANRHLS, Form—RULEANY NLVOERT = v 7 Bk
i L 72354 @ configure cert-updatetest ==~ > KO Al &R~ L £,

> configure cert-update test
Test failed, not able to fully connect.

WIT, B—=R ) CANXY RARELS XU rm— RINEAY RVOERT = v 7 )3
S L= 3848, 72015 CA XY RADNT TITEFT DA O configure cert-updatetest =
~ U RO OEIZ R L ET,

> configure cert-update test
Test succeeded, certs can safely be updated or are already up to date.

. clf-cz

Command i BA

configure cert-update B H D CAREHEO HEN T 2 AR £ 723N L £,
auto-update

show cert-update CAGFHEDOHBFHF D AT —X A £ Rm LET,

configurecert-updaterun-now | CA ZEM &0 i 3 <13t L £,
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configure coredump packet-engine .

configure coredump packet-engine

Nry N rDar o TR EANETITEIZT HITiE, configure coredump
packet-engine =~ > K& A L £,

configure coredump packet-engine {enable | disable}

XD disable Ry b roar o7 EREAESICLET,
enable Ry hmovyroar By 7EREENC LET,
vy FRERE )1)—= EERNE
6.2.1 Zoawry RREAINE LT,

EEEDAA ESAY Ty h2vProa7 Xy TERIE, 7740 FTHMIC RS TOET,

Z®O =z~ RIL, Firepower 2100 ¥ U —XDATHEATEES, AR —FInTWinr7
N7 —ATZDavwry FeEANTHE, ROAvE—URNERSNET,

This command is not available on this platform.

151
OB TR, Xy v Proar7 Xy FEREESNIZLET,

> configure coredump packet-engine disable

EEav> R Command EL)E]

show coredump NRry hmryrDar7 B THEROREZRRTLET,

clf - cz
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. configure disable-https-access

configure disable-https-access

HTTPS 772 AV A h %227 UT L, T _XTDOIPT KL ANLOHTTPS #kt Dk T 2 G T 5
X OT A A EFET ST, configuredisable-https-access =~ > R&MH L £,

configure disable-https-access

avy FERE

FRLEDHA KSA Y

J1y—=x ETHEAR
6.1 Zoa<wy RRNEAINE LT,

ZOawy REMALT, T8 A~DOHTTPS 7 7 L A& B LET, B—h b~ F—
Td % Device Manager % i3 23513, HTTPS 7 7 £ ANLE T,

FTRA AR —INVEBROS A I NVN—TNO2=y N THIHEE. 77747 2=y kA
WICREDODHEB #EETHEEIAEENLEEXINET, ZOWBT 7T 4722y FOGA.
BRI EENE T I ENET,

1

WIZ, EEOT RLANLOHTTPS B #HET 2 X 2T 3, AZRET D0 %R
L%,

> configure disable-https-access

. clf-cz

Command £iHBA
configure fEEL7ZIP T RLAMBOHTTPS Bkt 2 %2 F AD L 91T /31 &
https-access-list PRELET,

show https-access-list |#H/ED HTTPS 7 7B AU A h&2E R LET,
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configure disable-ssh-access .

configure disable-ssh-access

SSHT7 7 AU AREZ VT L, T XCHIPT KL ANEOD SSH #EfEORITE AT 5 X D
\ZT A AR ET 5. configuredisable-ssh-access =~ > K& L £,

configure disable-ssh-access

avy FERE

FRLEDHA KSA Y

J1y—=x EHEAR
6.1 Zoa<wy RRNEAINE LT,

TN A~D SSH 7 7 B A BTN HI1TiE, Zoa<wr REHEHALES, Znicky, =
Y —AR— MERLSND CLL T 7 B A 0B &SN FE 9,

FRA AN = VEBOE A V—TNO2=y N THIEE. 77T 47 2=y bR
WICREOFEFEZREHTH L XIEEN EEXINET, TR T 7T 47 2=y FOEFA.
BRTICEENE T I I E T,

1

WIZ, MAEE DT RVAMNL O SSHERZIERT DL T A RAERET HHlER L
\i—g«O

> configure disable-ssh-access

Command £iHBA

configuressh-access-list | {5 L7- IP 7 R L A5 5D SSH 85t 252 1F AL D L H 1T A A%
HELET,

show ssh-access-list BEDSSHT 7 v AU 2 h&2FRRLET,

clf - cz .
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cli-cz |

configure firewall

T7 AT I —NT—RE T AT L b E— REREFN—T v FE— RIZHRET DI
1. configurefirewall =~ > R&HLET,

configurefirewall {routed | transparent}

BX DA

ARV KR TIAINb

routed T7AT U=V E—REL—T v K777 74—/ E— FIIF&
’_‘/:E’L/i—a—o

transparent T AT I — IV E—RERTVART LY N T2 AT 7 —)LIZ
HELET,

F7 4 T, TAAL R IN—TFT v RE— R TT,

avy FERE

EREDAARZA

)1)y—= EEAR
6.1 Zoawy RNEAINE L,

NZUAXRT L N 77 A7 74 —/LiX, [BumpInThe Wire] £7201% ATV 75747
VA= DEITEETDHLAY2T 7 AT VA=A THY, HERSNTET /S, ZA~D/—
2Ry 7E LTSN EE A,

%< Da~vy RiEWHFOE— RTIEHAR— ST RWeD, T— REEFELEEAIE. 7
NARAZESTar74Fal—varhNr7 IV 7E3RET, REFADIL 7 4 Fal—3
YIRBHLGEIE, T REARTHANCA LS 7 4 Fal—a iR Ny T v LTLEE
W, Frlnar 7 X ab—a UERFOZIE LTZoRNy 7 T v PR TEET,

)

(£)  Device Manager ZfE/H L TV 556, FT VAT LU N 7747 U4 —/L E— RIZUID &
2D LIFTEE A, B—IN~X—VY ZEHALTNHT, FT7 U AT L ME— RICE
#a3 28A1%. £ configuremanager delete #flifl L T~ — v ZHIBR L, hT7 v AT

LY hE— RIZEH L TH 5, configuremanager add % f /| L "C Management Center % 5 /& 3"

. clf-cz

LMERH Y £,

1
WRIZ, Z7AT U=V E—FRERT AT Lo MIEEST B2 RLET,

> configure firewall transparent
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configure firewall .

BEa<T R Command ERBA

show running-config |Ff7aL 7 4 X2l — a2 F R LET,

show firewall Ty AT U —)LE— REFRRLET,

.
|



. configure flow-offload

cli-cz |

configure flow-offload

Zoawr Rk, BEOZ7e— (DFV, VT T4 v 7)) EA— KU T CUET S LT,
ENHOT7a—OMEEANEITECLET, 7 —lE N~ Ry =747 e — T
Ll NI p—<UANALETEHEZD, T 74N FTHRCR>TOET,

ZAF v 7u—F 77— Ri&, Firepower 4100/9300 3 v — 3 O BB %4 5 B T
A—hrENET, ¥4 Ivr 7Juo—F 70— KT, "~ FKv=7IZ4A7a—KEnsd k
TT7 4y 7 EERRTEET, iU, BEICHT A58 734 AD Y 7 k7 =7 X CPU T
HINR2NWZ EEERLET,

configure flow-offload dynamic whitelist {enable | disable}

B DEREA

AU RTIHIbE

dynamic whitelist A FI v F7u—REANNCLET,
enable
dynamic whitelist A F v A 7n— REEHLET,
disable

T 74/ N T, A RFx—7 NV TT,

avy FERE

HEREDAA K1Y

J1y—=x ETEAR
6.3 Zawy RpREAINE L,

HAF Iy s 7a—F7a— RROPR— K EHIRIZOWTIE,  [Management Center Configuration
Guidel] DILENL—/VEREIZBET 2 EAZSM L TS Z 30,

151
W, B A 7 o — ROEROFI 27 LET,

> configure flow-offload dynamic whitelist disable

wIZ, A7 o— FOFIMLOBI 2R L ET,

> configure flow-offload dynamic whitelist enable

. clf-cz

avw R SR BA

show flow-offload AAFIvr 7u—F7n—RK B H2, HaHEmR, BLOERE
FRLET,

clear flow-offload FAF Iy s Ta—F7ua—RKOo7a— Avry, i
7Y 7 LET,
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configure high-availability .

configure high-availability

FNRAABDONANA T XA TGV T 4 BE (72— d—"—) ZEG, —FHEE . F7213H
B4 5121, configurehigh-availability =~ > KZ&f/H L £,

configurehigh-availability {disable [clear-interfaces] | resume | suspend [clear-interfaces] }

EE) " T7_A VT 4 DNEMEEIT—IHELSND & A
VHE—T 2 AREET VT LET,

ZDOTNRARALEZDOETHONAT XA ZEY T ¢ BURZfRER L £
7,
ZOF T a Nt a— AL TEHENTWAT A, ZATIIMEHTE

FHA, YT Device Manager ZfiH L £9, o CHELa~
v REMER L7SA1, fil) C BreakHAStatus U V — A& L CT#&
UK T DPIEAPI 2 — V&2 FIT L, T2/ v a vk 1T 208ERH

DiTO

DT NRAREZDOET O T—RICHEI SNTaNA T XA T E Y
TAREEZHALET, 2=y MI, BT 2= F T 77 4 T/R
BN AT =R A x T T— N LET, BN LR E T
TEEHA,

ZOTHRAALZDETONAT A FE VT 4 FRE % — R
IELEY, BTREZHATE £,

TIT A THEENONA TXATZ VT 12T 28 77T 4
THEHE L A Z N IGEOW T TRENTW SN ET, AFZ A4
ENOTET DL, AL UAAMREBTORTWSNETN, 777 4
THBEITIFHI SN2 =y bDT 2 — VA= N—F Rl B2 F
R

EERRE

X NN clear-interfaces
disable
resume
suspend

vy FRERE J1yy—2
6.1

Zoavwr FREASHELE,

FEELEDHA RSAY 2PDT A ARL y P ENAT XL TEYT 4 X7 L LTRETCEET, UL =— A —
N—FEL LTI, T O HOF AL RCEERRELTBE, b5 HOF /3 205

A SO TT N, A 32— % OF%EZ TH TE 20 EA 1%, configure high-availability
av REFERAL TS TXA T T A XTEFHTEET, He2E "M T4 T8
T4 XTI HRETE WAL, configure high-availability disable 24 L Cili s D/ NA T
RATGEV T4 ET DL 7 2= VA —N"—FREZHIRTEET,

clf - cz .



. configure high-availability

cli-cz |

T 2= VA — =R EE —FIELE LT, % THETAZLELTEES, 2=y N THA%R
—FERNIZIE T2 Z L1k, ROBEITESLL ET,

W DA=Y ST VT AT T 7T 4 TORWT, 7 == A==V 7 TOEEL
BEEL T, MEPRR S LRWEGE,

T I T 4T 2=y NERIFAZ R, 2=y N N T TN a—T 4 VT T LR, 2=y
NDT x— )V — N —F R SH T VA,

AR UNRNATNNAADI T NI 2T T v T T VL —REA VA= HTDT 2 — )L A —/—
ZHET-VEA,

N TRATEVT 4 ZFWT D L FAA ADRT BT == oA —s3— 2=y h & LTH
TELRL 0 E4, BUET VT 4 TRT A RIT 7T 4 7 £ T, $T_TO2—F i %
WML £, 72770, 72— A —R_"—HHEIE = EINRL R0, AT ALV BAEORE
LA B S TS AT 2= VA —N—=ENDH 2 L3R ET, AZ LS T/RA R
DOREIIRFENETN, T 774 T7OEETT,

HA OH & HA OIFFED 7@ 0N, TR Sz HA 73 ATiEANA TXA T8 T 4 3%
ENMEFESND 2L TF, HA2MET 2 L. ZoREBIWESRET, 20kH, TS
VAT ATHAZBRTA-ODOF T a b x4, 2k, BEEORENFEIC
20 2BDOTINA ANT 2L — = T L U THUEREL E7,

A\

CE) A T7_ATEYT 4 OPWHIT—IRRE T, 2=y F2 Y n—FT5&, A T
FEV T4 REVBBNICHBEISN, 7 LT 7T 4T/ AZ AN AT —FARF AT —
FESET,

1

. clf-cz

ROFNE, AT ATV T 4 RELZ—FIIFILE L T EET L LR LT
WET,

> show failover
Failover On
Failover unit Primary
Failover LAN Interface: failover GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 61 maximum
MAC Address Move Notification Interval not set
failover replication http
Version: Ours 9.7(0)74, Mate 9.7(0)74
Serial Number: Ours 9A41CKDXQJU, Mate 9A3MFPOH1CP
Last Failover at: 19:23:17 UTC Oct 26 2016
This host: Primary - Active
Active time: 776671 (sec)
slot 0: empty
Interface outside (192.168.77.1): Normal (Waiting)
Interface inside (192.168.87.1): Normal (Waiting)
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configure high-availability .

Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

Other host: Secondary - Standby Ready
Active time: 53 (sec)

Interface outside (0.0.0.0): Normal (Waiting)
Interface inside (0.0.0.0): Normal (Waiting)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)

(...Output truncated...)
> configure high-availability suspend
Please ensure that no deployment operation is in progress before suspending
high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and
'NO' if you wish to abort: Yes
Successfully suspended high-availability.
> show failover
Failover Off
Failover unit Primary
Failover LAN Interface: failover GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 61 maximum
MAC Address Move Notification Interval not set
failover replication http
> configure high-availability resume
Successfully resumed high-availablity.
> show failover
Failover On
Failover unit Primary
Failover LAN Interface: failover GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00
Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1
Monitored Interfaces 3 of 61 maximum
MAC Address Move Notification Interval not set
failover replication http
Unit Enrollment Hold action is active, timeout in 1792 seconds
Version: Ours 9.7(0)74, Mate 9.7(0)74
Serial Number: Ours 9A41CKDXQJU, Mate Unknown
Last Failover at: 20:26:06 UTC Nov 4 2016
This host: Primary - Active
Active time: 778071 (sec)
slot 0: empty
Interface outside (192.168.77.1): Normal (Waiting)
Interface inside (192.168.87.1): Normal (Waiting)
Interface diagnostic (0.0.0.0): Normal (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
Other host: Secondary - App Sync
Active time: 53 (sec)
Interface outside (0.0.0.0): Unknown (Waiting)
Interface inside (0.0.0.0): Unknown (Waiting)
Interface diagnostic (0.0.0.0): Unknown (Waiting)
slot 1: snort rev (1.0) status (up)
slot 2: diskstatus rev (1.0) status (up)
(...Output truncated...)

clf - cz
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. configure high-availability

BEEav R Command ELiJE]

show failover Tz NN (N TRATEVT ) BELZRLET,

show high-availability | 7 = — LA — N\— (NA TS TV T ) FEERLET. show
config failover & [A UMy 2 420 L 9,

. clf-cz
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configure https-access-list .

configure https-access-list

BELTZIPT RLUANSDOHTTPS #fi & 52 1T AILD K DT A AZRRIET HIZIE. configure
https-access-list =~ > F&ffH LE7,

configure https-access-list address list

X DEREA address list RANERITIRY NU—ZDIPT RLAOH <X Y A~ (IPv4
Classless Inter-Domain Routing (CIDR) FELFE 721X IPv6 'L 7 4 v 7
AEFEH) . =& 21E. 10.100.10.0/24 £7-1% 2001:DB8::/96 D X 5 I
FLE T,
FTRTOIPvAF A F&FFET DI, 10.0.0.00] EASLET,
RTDIPv6 A FEIEETDHITIE, [0) OLHITHEELET,
av Y FER Jiy—=x EERNA
6.1 Zoavwy RREAINE L,

BEEDHA RSAY TE-FENTVETRTORA MELFRY NT—2 %1503~y NZEDHUENRD Y
9, ZOa~r RTHEESNTZT RL R, HTTPS 727 B R U A hOBEONEZ FEX

LET,

HTTPS 7 7 ¥ A% FFA[T 5720 Tld, 22—V —du—hir~x—Vxicus A4 TEEEA,
WEY 7 MU =T ~DOT 7R L, 2P —Z L RXRT—=RIZL->THIE SN ET,

FRAL AN — R NVEEOBET RS V—TNO2=y N THLEE., 77T 47 2=y bR
WICREOFEFEZREHTH L XIELEN EEXINET, TR T 7T 47 2=y FOEFA.
BRI EENE T I ENET,

1

WOHTIL, (LB D IPvd E721XIPv6 7 K L AN 5 D HTTPS #i
TNAAEHEHELET,

it

=

EXTAND X IIZ

> configure https-access-list 0.0.0.0/0,::/0
The https access list was changed successfully.
> show https-access-list

ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:https

ACCEPT tcp anywhere anywhere state NEW tcp dpt:https
EEav >R Command EL)E]

configure HTTPS 7 7 ¥ AU A &2 U7 LET,

disable-https-access

clf - cz .
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. configure https-access-list

Command £iiBA

show https-access-list |HTTPS 7 7t AU X b &F R L%,

. clf-cz
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configure identity-subnet-filter .

configure identity-subnet-filter

=P —=NE P~ BELOYEX2VT 47— %7 (SGT) M6 P ~D~ v B 7% ISE
MHZETH EXT, 7%y hERINT HI21E configureidentity-subnet-filter =~ > K& fifi
HALET, BFIL, Snort 7TA T 7T 4T 4 EFEHEE=F—DAE) =T =%, A
EY ODIWVEEIIRT NS A L TCINEITILERH Y £,

configureidentity-subnet-filter {add | remove } subnet

BX DA add BELLEY 73Ry MR LI 7%y DU X MTBMLET,
remove BELEY TRy NERA LI TRy FOY X MM BHIBRLET,
subnet BINEZZIBNT 20 7Ry FERBEELET,

avy FERE Jy—2 ERERE
6.7 Zoavwr FREAShELE,
!l

WOFITlE, BEA X —T oA ADENIPv6 7 RLAZEZRELET,

> configure identity-subnet-filter 192.0.2.0/24

BEav R Command Hol:):

show Z—HP—L P, BLOSGT & IP DO~ v B2 7 BBERI ST
identity-subnet-filter Y T3y hEFERLET,

clf - cz
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. configure inspection

configure inspection

FIFN DT TV r—ar7a hagtlT D B AR T ESICT 5. configure
inspection =~ > RZMEH L £,

configureinspection protocol {enable | disable}

ST ERBA disable RET VB LET,
enable MEZ U EREMNILET,
protocol B EITEGCTARE e haL, 7 a D) R MNIOWT

. MEREDOHTA KTA0 ] ZBRLTLTEEN,

avy RER Jiy—=x EERNE
6.2 Zoawy RREAINE L,

FEREDHA KSAY 774NV EORET VAT VAT 7 =AY R— NOFRBOHL5E, £I3MET 5
NFT7 4w B TNFy NT—7 ETRALRNZ EPBERGEICOATNIL T EE
W, 72l IR BRERNROR—FTIXTO NI 74 v 7 k7 vy 73555, ZOR—FD
MAITZRTEMETE LT, NOEORAEIL, TRXTOT—F A ¥ —T7 =4 AZHEHI N
£7

INHEOBAET VX, Snort A VAR g L EBIOLOTYT, ZhbDT Y0,
WOV —ERERAEL F77,

e BUAR—AVDIERR  —E T A r— gy a haud, EmER—- NERITRI T —
FENTER—=FTEHI Y TCP £721X UDP #fi2 & £4, 4 A7 v a3 Tl
N0 FY R— ROV HR—ANRAL D, 22— ZENLEZHFATHT 7k
A ay b= = VEERT D LEITH Y £ A,

NATDEXMWZ : 70 haD—EE L TONRry hF—2NO®H &Y H5 O FTP

HOIABLTIIP 7 RVABIOR— e Llo7a han, =2 FRA 2 FOWTFNIZE
H4 25 NAT BN DHEE. A VAT vary oy uit, BOAEREZT RLAB L
OUR— h D NAT B KM D L0y b T—2 2E& Mz 7, Bh &8k
IINAT DEXHZ RN EEIEL EH A, NAT DOHIIRIZOWTIE, 7734 2 (Management
Center % 7213 Device Manager) DOFREIMHEHT L~ —V ¥ DREH A KD INAT| DO
EHRLTLEEN,

e NI LDIRE]  —ERDA AT T a T, RERSE T e N3l h AFEE D RFC
SOWEIL RG] S E T,

ROPAET L DL, BN LB TEMNCTE T, BUEADIC s T HAT V%
295 121%, show running-config policy-map =2~ > NK&ffiH L, inspect 2~ R&HE L %

. clf-cz
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To BREDT 7 4V bRT A =X OFEMl A F 7T 5IZ1E, showrunning-configall policy-map
avy REMEHLET,

edcerpc: (TCPAR—F135) , W a L Va—T 4 U VBRE/VE— Ry —Y % a—
)V, DCERPC f&#— > ¥/ IX, Endpoint Mapper (EPM) & o =)L/ 7> TCP 7"— k 135
s 747 N OO RA T 4 7 TCPWIE A L £9, DCERPC IZH:-S < Microsoft
VE—F 7rI—T% a2—/L (MSRPC) &, Microsoft i 2 747 » hEB XU — 31—
TSV = a y CIRKMERHENTWA Y e ha L Thy, Y7 o7 7747 bR
=R — DT R TAEYE—FNTEITTEDLLIICLET, AL ErFR—LOfE
R L OVNAT — b 2 2424k U %9,

edns: (UDP7R— b 53) , Domain Name System ( KA A > Fx—2XA A7 A) , DNS %
UDP 7R— bk 53 THRESNET, BEIL. NATH—bE R & 7o haLoEf a2t U E
+, NAT L—/LCNAT DEEMZ A7 3 v 2EHT 51013, ZOREZL Vv 2A%)
WCTDHERHY 9, NAT OEZHZ (X, IPv4 Xy RU—27 L IPv6 *v hT—7
(NAT64/46) [T NAT %5179 5 & X THBICHNEIZ/R D £,

sesmtp : (TCP A — | 25) ., Extended Simple Mail Transfer Protocol, ESMTP A > A7 L/ =
UTIE, AL Ty RERAA v E—VEHE Ny Ty A—N—Tu—/7
VHE=T =B EOR BRI LET, o, TV r—varkXa T T m
P VEILZ LY | EFERESMTP XA vy —U 02l L, 2 EHEB LA — ko
Ty 7 BATVWET, BAIET S DI OFEMIZ OV TIE, showrunning-configall
policy-map =~ > R&fEfF L. [policy-map type inspect esmtp default esmtp map] 1735 &
Q&R D /NT A—2 R LU THER L TS EE WY,
ESMTP T 7'V r—va v f VAR v afd, a—F—pEfTEsa~vr Redh—n—
PIRET DA v E—VZfll L, ZOBz@b LET, £/, NATH—Evx&7m b=
VHERLZRME L £, ESMTP A VAR Vg Uid, RO 3 ODOEERF A7 #FAT L
R

e SMTP B3R %Z 7 DDA SMTIP 2~ F& 8 DL~y RIZHIBL E3, FHR—
fEhda<r RidkoEsy T3,

¥L3E SMTP : AUTH. EHLO. ETRN, HELP, SAML. SEND., SOML, STARTTLS.
5 X OV VRFY,

SMTP (RFC 821) : DATA., HELO, MAIL, NOOP, QUIT, RCPT, RSET,
¢« SMTP 2t~ RIG& Y= v A =4 —LET,

o EEAEER A B L £, Syslog BEATREEE 108002 1L, A—/L 7 R L R ZHDIAE T
HEh 72 SN EE M Z DN HAIER SN ET, FEMIZ OV TIL, RFC821 #5 M
LTLTEEN,

«ftp: (TCP A~— k 21) . File Transfer Protocol (7 7 A MErE~7' 1 k=)L) , AL, ©
VAR—VB I ONAT —b 2 &2 L £,

*h323 h225: (TCP A— bk 1720, UDP AR— K 1718) , H.323 A > A~XZ /=3 U [X RAS,
H.225, H245 ZH9R—h L., HORENTZIP T L AL R— 2T X CLEHT HHRES
2z CWET, £, AT—hr T oF T 740NV E2 ) T HETLET, H323 A

clf - cz
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. clf-cz

cli-cz |

ALY L3 0%, Cisco CallManager 72 E D H323 LD T 7' ) ir—v g v &V HR— ML F
7, H323 1%, EBREEREFEHESGICL > TERIN TS, LANEN LI VTF AT 47
SEAOTa ha VBT, T AE, H323V3HERED[R—a— Ly 7T ) T F v %
NTOEEa— Va2 EH T, H323 23—V a v 6 ETHR—FLET,

H323 A AT a D2 >OFEMEEIZRD EBY T,

«H.225 &£ H245 Ol A v =V NIZHEDIAEIN TV A MLIE [Pv4d 7 K LA % NAT AL
FILET, H323 A vE—VIF PER F b TR L EN TN D72, ASA Ti
ASN.l Fa—XZFEH L TH323 A vt —Y 52 EE{b LET,

e XA T — F ZFL7-H.245 & RTP/RTCP #fi % ¥ A F I v 7128 ¥ CTET, RAS%
ERATDE, H225 8RR LA A T I v 7BV B THZENTEET,

h323 ras: (UDP7A— k1718 —1719) , h323 h225[Z DWW COFIHZ S L T 72 &0,
ZOMRAEIL, RAS V7TV THTT,

icmp: (ICMP 77 4 v 7 D#) , ICMP A VAR gy m Vv EfATS L
ICMP F7 7 470 Teyvar] 5K 91275720, TCP 7 7 4 v 72 UDP
N7 7497 DEITHRET DI ENAREIZ/ZRY £9, ICMP &= VU ZMH LN
e, ICMP IZT A AQ@EZFH LW (T7®8Aary b= —L Tl avy s/
) TEEBEIMLET, AT M IV A AR va rEFITLRWE ] ICMP B3R v
T — 7 WERICHIH SNA RN H Y £F, ICMP A Y AT g V0 id, Bk
TEWSENIORETTHLH L, VTV ARERIELW 2R LET, RA,
NAT —bE A bR L£7,

icmp_error : (ICMP 77 4 v 7 D) , ICMP =J7 —A Y A7 v a U EANTT D
Lo T AINAT OFEICEESN T, ICMP =T — % vt — TV 259 2 1A v 7
DEWE vy a VEERLET, 75 AL, BREOIP T RLATNA Yy b & BEEE
LET, 2. 70 2&@ET 5 FL—2— MIE%OH HIERE2RIT 57201
%‘g’c‘—a‘o

ip-options: (RSVP N7 7 4 w7 D&) , IPAT a4 AT g 0%, Ty b
~w Z—O [IP Options] 7 4 —/b RONFIZFESWTHFATDHIP X7 > FEHE L £,
RouterAlert = 7'> 2 U NERE SNV TWAH N v MIFFRIENET, Zofod 7 a »n
RESNTWD/NT Yy MIkry 7S ET,

netbios : (UDP &{E 04— b 137, 138) , NetBIOS Name Server over IP, NetBIOS 7 7"V
r—ya v A VAR g L, NetBIOS #—24 #—E X (NBNS) /37 v B IO
NetBIOS 7—4 77 L —E R X7y MIHEOIAEN TS IP 7 KL AT NAT #3E7T
LET, £/2, 7a ha v lilF = v 7 27> C, SEIERT 41—V FOELE S D%
TR LET,

rsh: (TCPA—F514) , RSH w1 f=a)uiX, TCPAR— K514 CTRSHZ 7472 hinb
RSH H—_—~D TCP Efe 2 EH L ET, 7747 bV —nN—F, 7747 IR
STDERR tH /1 A b U — 2L %3545 TCP R— hE5Z2xrdy o —hLEd, RSHA %
R vak, BEDEU T, EVR—EZRE, xITv— hENTZAR— FESDONAT
ZHAR—FLET,
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configure inspection .

ertsp: (TCP AA— k 554) , Real-time Streaming Protocol, RTSP & T A3 5 Z
CIZEY . T RIIRTSP AT v MA@ S5 Z LA TEEJ, RTSPIE, RealAudio,
RealNetworks, Apple QuickTime, RealPlayer, 33X O Cisco IP/TV #f#12 k» T & E
T, RTISP 77U 7r—2 g %, HilElF v x0 & LTOTCP (FISHIIZ UDP) & & HIZT
K HA— b 554 2 LET, 773 A%, RFC 2326 ([ZHEHLL T TCP 721 & %7 — |k
LET, ZOTCPHIEHT v /WX, 7747 M ECREESNTVD TV AR— hE—
NIJSUT, BR/IETA 774 v 7 ORBIERNENLT—F Fr xR d T —
vaEHEINET, AR — S TWARDT k7 AR— M, rtp/avp, rtp/avp/udp,
x-real-rdt, x-real-rdt/udp. x-pn-tng/udp T,

sglnet : (TCPAR— K 1521) AV AXRT gy TV U0E, SQL¥Net/X—V 3 1B X
N2 VR —F LTWETL, BRIT Transparent Network Substrate (TNS) DA TH, A
VAR g TR, RIERT =% A MU —24 (TDS) BAEZYR—FLTWEREA,
SQL*Net A vt—i%, HWIAENTZT KL R LR — MIOWTAF v Zh, MBI
U T NAT OESH2 NEH S ET,

SQL #llf#] TCP AR — k 1521 L [A UAR— kT SQL 7 — X 55N THOIN 551X, SQL*Net
DA LVART T arwT 4 B—T M LET, SQL*Net A AT ¥ a3 U PNA RX—T /T
RoTWbE, ¥Xa2 VT4 TTIAT L AFTad U E LTHEL, 7947 b
7 42 R YA X% 65000 2> 59 16000 (\ZJ S 37280, 7 — X EREDOREN AL 7,

sip: (TCP/UDP i"— bk 5060) , v a7 m b=, SIPIX, £ V¥ —Fv b
. T L7 42—, TLBUA AV MNEAL, BEXOA VAL N A=V SITA
<EHERTWS e haL T, 7FAM—2OMWE L ZOFREMEICI Y, SIP X v
N =238 DXV T4 BBICELENET, SIPT U r—vay A A
YarTiE, AvbE—U Ay A —BIORILOT R AL, R— NOBNRA—7"
BLOEAWREEET = v 7 M T ET,

skinny :  (TCP A"— k 2000) . Skinny Client Control Protocol (SCCP) , SCCP (Skinny)
TV = ar A AR a TR, Ny b T4 BRIV OB KU
WIAENTWDIPT RLALR—MESEZLRBLET., £/, BT 8w 2/ 4L
Fxv 7 EERRAT—F T vF U7 BITVET,

sunrpc : (TCP/UDP /K— K 111) , SunRPC (X, NFS 3L OYNIS T &#vE 9, Sun

RPC —E R FZEDKR— N ETHFETTEET, ¥ —— LD SunRPC h—ERITT 7
BALEHIET DI TA4T 2 MEI, TOV—EANRFEITINTWDER— 2DV END
DET, ZTOEDITIE, FPREAR— 1 TR— bt~y X—=7at2x (GBI rpcbind)
WS LET,

IIAT Y MY —EAD SunRPC 7’0 7/ 7 LAFEFEEEFETHE, A— b vy X— 7 n
TRAFY—ERADR— I NEEEISELET, 7747 ME, A—F vwuy/3— kX
WX THESNZR—FEHEL T, SunRPCZ =V —%H—_—ZXEFLET, H—
N=PIEET DL, THAAAIZOry hafITREL, £OF— K TTCP & UDP ®
Wi O A B X £9°. Sun RPC <24 12— R{EHO NAT £7-1X PAT 1TV F— h X
TWEHA,

«tftp : (UDP 7R— K 69) , Trivial File Transfer Protocol, f > A7 I a3 v =2 V0%,
TFTP HiAH 0 #k (RRQ) . FHFZIAALEK (WRQ) . BLU=7—i@A (ERROR) %

clf - cz
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. configure inspection

. clf-cz

cli-cz |

AL, REIECTHA T Iy 71T L B AR L, TFTPZ T4 7 > b & ¥ —3—

DD 7 7 A NEEEFF A LET,

AEh7pie A H0 Bk (RRQ) F/IFEZIAALTR (WRQ) A%ET5&, MBEIZLLUT,
EAFI v FY Fy s PATEBRNE DL CoNES, Zovh &Y

F v FUIE, THNUBETFTPIZ L > T7 7 A Mk E 703 7 —@ I H S E 7,
TFTP r—N—=72F 03 H o H Y Fr xR N7 7 ¢ v 7 R TEET, £/,

TFTP 7 7 A4 7 v h &V —N—DBICHEETEZ D RBRREI XY Fr L1 2F T
T, == T —@mRbHsL, B XY FrxWIACET, TFTP ~ 7
T4 I DVEAL LY NMTAZT 4 v 7 PAT MER SN TWDHEEIL, TFTP A » A~

arvEARX—TIITHLERH Y T,

exdmecp : (UDP 7"— I 177) ., X Display Manager Control Protocol, XDMCP %, UDP 7~"—
M77EEHLTXEyvaraxdvo— 4578 harTd, Xty va U3#L
BEC TCP 2 L £4, XWindows ¥ v a VA EFICR I T——h LTHBTH720
(2. T3 A%, Xhosted 2T B —X 50 TCP RV #5t 2 FFal T 5 L ERH Y £9,
TCPAR— MEREOREY B2 3Fa] 4 5121%, 77k RAary bag—r—La2EHLET,

XWindows & v a vfi, ==V ¥ L7 =L/ 7R —1K6000|n ETF 4 AF LA
Xserver Ci{E LET, WROMKEEEIT) &, BT 4 A7 LA 135 %12 Xserver & #5t L

F 7, setenv DISPLAY Xserver:n, ZZCTnldT 4 AL A %K ZTI,

XDMCP MEHA ENTWAEEE. T ADMEG U TNAT #FEITTEXAHIP 7 FLR
PHEALT, TA AT LARRKIYZ—FINET, XDCMP A A7 2 3 o Cld, PAT

TP R—hShEEA,

il

W, BUEDA VAT v a VREZRFR L, XDMCP A > A7 ¥ g &4
LB RLET, BMAEZ D UIIEMEEZITENMETE TR, T 7 40 hOBME
EERTDHZ LI TEETA, 2 2E, ROMIIE, DNS/TCP A AT = iR
MHZ/p > TN D Z & &R L TWET, configureinspection =~ > Kz LT, DNS
AART Y ar%TCP b7 7 4y 7 AT HEIICHRET HZ LITTEEE A,

> show running-config policy-map
!
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny



| cli-cz

configure inspection .

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect ip-options

inspect icmp

inspect icmp error

inspect dcerpc
|
> configure inspection xdmcp disable
Building configuration...
Cryptochecksum: 46dbeald 51c2089a fcc3e42f 3dafd2d5
12386 bytes copied in 0.160 secs
[OK]
> show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters

message-length maximum client auto

message-length maximum 512

no tcp-inspection
policy-map global policy

class inspection_default

inspect dns preset dns map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sqglnet

inspect skinny

inspect sunrpc

inspect sip

inspect netbios

inspect tftp

inspect ip-options

inspect icmp

inspect icmp error

inspect dcerpc

inspect ftp

BEEavT YR

Command

B

show running-config
policy-map

A AN g VERERET, —E AR —DORY —~ v T H
FoRLE T,

show service-policy

A U ANRT va rORGEHERE B — B AR Y —iHE R A FoR
LEJ,

clf - cz .
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. configure log-events-to-ramdisk

configure log-events-to-ramdisk

RAM 7 4 AT ~OHGA X O X v T AN ETNTENCL T, VAT AT f—v
AxmESE, YUy FAT—K KT A7 (SSD) ~OEki A N> FOEZIARIIEI T 4 A
7 DIEFEZ I S I2IE. configurelog-eventsto-ramdisk =~ > K& H L £1,

configurelog-events-to-ramdisk {enable | disable}

BX DA

ARV KR TIAINb

enable RAM 5 4 A7 ~DERiA Xy ha X FEHI LET,
disable RAM 5 4 AT ~OFEfA N ba X o 728 UEd, kA

v MX SSD IZisk SN ET,

COMEEE YR — T E57 Ty N7 —A T, T 74NV NTEIN > TWET,

avy FERE

EREDAARZA

Jiy—=x EERNE
6.1 Zoawy RNEAINE L,

Befgi A X N ERFERT AT DI T S RAM T 227 LEISSD #8910 &2 HI12id, Z o=
vV REHEALET, AT D E, EiA XY MIRAM T 4 A7 itk S E 7, Jhic
T 5L, B X MEISSDICEIERSNE T, EEVNRETH L, RAMT 4 A7 IR EN
=i N> MIkbihE T,

ZOAR Y RiE, TRTOTAAL ZAFA T THATE LD TEHY A, FR—FINT
WRNWT Ty h 73— A TIDavy ReANTHE ROA v =V RNRENET,

This command is not available on this platform.

151
WIZ. RAM T 4 A7 ~Dua X 7N+ 562~ LET,

> configure log-events-to-ramdisk disable

EEav> R

. clf-cz

Command £iBA

show log-events-to-disk |HifEp ¥ 7/ 25 —& 22 Fr LET,

show disk-manager | 27 LD S— b (FA 1 RAKAL, B Y) OF 1 A
PR DFERIN 2 2R LE T,
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configure manager add .

configure manager add

Management Center & 721% CDO, & 2\WMNEE D76 O, £ 732 UTKIT 2 B 2 5
T2 LK 9ICT A AR ET 5121, configuremanager add =2~ > R&2ff L £,

A

FE V- b x—UXE2BNT5E REVLEBHWEREOT 740 MUy bEahE T,

configuremanager add { hostname | IPv4 address | [Pv6 address | DONTRESOLVE }
regkey [nat_id] [ display_name ]

X DA hostname Management Center DR A N 2 FHE L £7,
IPv4_address Management Center @ IPv4 7 KL A Z45E L £ 7,
IPv6_address Management Center @ IPv6 7 KLU A& 45E L £ 7,
display_name show managers @~ > R CZDvR—T ¥ #FKR T 572 DDFTR

HBEWRELET, 20T ariE, CDOET T A~ ~F—
¥ B LI DA 7 L I A Management Center & L Tk
M DHEIRLDLET, ZO5BERELRVGE. 7747
U =T FOWT DT EZME N L TR 2 BHEER L
EJeaN

« hostname | IP_address (DONTRESOLVE F— U — K& L
AL Aoy

* manager -timestamp

DONTRESOLVE Management Center 23 [EL# 7 N L AF5E TE WA,
DONTRESOLVE #fiHH L £4, DONTRESOLVE % H4 %45
A, nat id NLETT, DT /3 A% Management Center (Z
BT 2881, T ADIP T KL A& nat_id O 5 & %7
FBELTZSW, #RORFMITIP 7 RLAZREL, WHlT
Al L —& D NATID Z5ET 5 LENH Y £,

regkey 7 73A A% Management Center ~&k7 25 DM E e FET D
—BOREX—ERELET, T M 7Y (1) ZFEHT
I

nat_id —HMNIP 7 RLUAZFEE LZRWEAIZ, Management Center & 7

NA A OB T 0w AR EN DA TV 2 » OFET LT
%1"C9°, Management Center TRl U NATID Z45&E L 9, EFEIC
TR A B =T = A AR T 2HEEE. BENC BRI
% Bit# & Management Center D] }5 C NAT ID & fiE§ 5 MEN
HYET,

clf - cz
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. configure manager add

avy RER Jiy—=x TEHEAR
6.1 Zoawy RREAINE L,
7.2 O~ —I v I THR—K (T4~ 2757 REMER

Management Center (CDO) & 738 DA 7 L T X Management
Center) 2NBMMEiLE L7,

FERLEDHA K54 7731 A% Management Center (2 88k 2121, —EORBTRERF —NEITHLETT,

WX, WAFOIPT RUARKEL Y £7, 2F D, ManagementCenter T7 /314 ADIP 7
KL AZEL, 773 AT Management Center D IP 7 KL AZf{ELET, 7272L, IPT K
LAD1ODHB D> TODEEE, IAIO@ERIE#EZ ML L TIE LUV B ES — 2 iR
T H72DI, HEFROMANC—E O NATID Z$5ET 242 b & Y £7°, Management Center 1
IP7 RLARDNLRWESIE, IPT RLAE TR A MOV IZ DONTRESOLVE % —
J—REFEHLET,

\}

GE)  BHIZT—HA ¥ =T oA ZAEERT 25613, B BB 5Pt & Management
Center D)5 T NATID ZHET 2 ENH Y £,

IPv4 % ffi ] L TH$k L 7= Management Center & 7 /N4 A % IPv6 \ZEMT H5813, 73 A%
W 72 AUHIIBR LTy 5 Management Center CHBRGRT 2 MLERH D £,

Management Center 7> & 12— 71 /L@ Device Manager (222875 (21X, configure manager delete
o~ R&EMH L THh 5 configuremanager local =~ > RZ2H L F9°,

\)

() T34 2% & % Management Center 22RO L DIZBEILT-YD, B—h w3 —U v IZEEL
720 3 HHENZ, BIE?D Management Center 705 HIER L T 72 &0,

1

> configure manager add DONTRESOLVE abcl23 efg456

BEav R Command Eol: L

configuremanager delete | 4% #{] Management Center % HIlF L %4,

configure manager edit | 4 #{fl] Management Center % f@t L £,

configuremanager local | o — /L~ % — V% Z&E L ET,

show managers BEO~R—V vy E2FRLET,

clf-cz
w0 | I
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configure manager delete .

configure manager delete

BUED~ X — V¥ Z YL T, / —~vF— Vv E— FEBIAT 5I121E, configure manager
delete =~ > R&EMHLET,

A

EE X UX aHIBRT L & BB 2B BREDN LGN OYIMREBIC Y £y FEhE
T, L, BET— bRy TREITMFI SN ET,

configure manager delete identifier

o e O~ 3=y BEF SN T LHEE, WA (UUD &b
9, show managers 2~ R&BR) #IEETHLERH D £
T Hvx—Yy = b EEBICHIRLET,

avy FERE )1)—= EEAR
6.1 Zoavy RINEASNE L,
6.3 A AEE— ROF =y 7 BIMShE LT,
7.2 B DO~ 3=V ¥ BRE SN TV DHAEIHZ T, identifier Z£%kn%B
MmEivE L,

FEREDHA KSqAy BUEOT NS AR =Y ZHlBRT 2123, Zoa~vr FaERLET, 754 23/ —=
F—=T ¥ ET— R0, VE—F<F—T % (ManagementCenter) ZEML7-V, u—A/~<
F— % (Device Manager) #fiH L7209 52N TEHLIRVET, Zoa~w K
T, m— A NVEHLE Y B MEHADIVRZLLER, VE— YR —UXYRT I T 4T TR
Kol L EITHEMLET,

TNA AR AT AERICRE STV DG EIEL, £7T. 71 A2 =Yy (RS E
/% configure high-availability disable =~ > K&flH LT, @l HEREE PHT 2 08113 H
VET, 77747 ha=y PO HAZHKTH5Z 2 BEIOLET
Zoavy ROEEL, BIEOYI—Y X IZhoTRZY 7,
* Remote : Management Center (Z %2 T & £t A, Management Center 3 £ 72 & B kI3 515
i E3E(E LTV A AT, A Management Center D > X2 [ U N7 34 A & HIBR
LEd, #20%., ZOa~vy REEHTExET,

* Local : #llfR7Z2 L, T <IT/ —~F—TvE— NIZBITLET,

1
ROPITIZ, BUEOYR—V ¥ ZHIBRL T, /—~X—Y¥E—FZBMBLET,

clf - cz
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. configure manager delete

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no]:yes

DHCP Server Disabled
>

BEa<v> R Command EL)z]

configure manager add | 5,31 2 D45 # Al Management Center % 7% /& L £,

configuremanager local | —H L <3 —P ¥ ERELET,

show managers BED~3—Y Y& FRLET,

. clf-cz
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configure manager edit .

configure manager edit

BT x9 B B 3 E O Management Center IP 7 R L 2 &9 5 (1Z1%. configure manager
edit 7~ Fa2MEHLET,

configure manager edit identifier { hosthame {ip _address | hostname} | displayname
display_name }
BX DR identifier Management Center D5+ (UUID) Z+5&E L E£7, show

managers 2~ RafH L ClBl -2 Rm3 20 (72000%) |
Management Center CLI show version =~ > K225 UUID Z Bt L
iﬁ‘o

hostname {ip_address| AANGAPT KL AREELET,
hostname}

displayname display name 534 %28H LF9,

avy FERE )1y—= EEANE
6.7 Zoavy RREAINE LT,
7.2 hostname % — 7 — K & displayname & — 7 — R BMNE v E L7,

FEHELEDHA K54 > Management Center O IP 7 FLAEIARA MEEETL5HA1F. REN BT L5127
INAACLITHZERETH2MENH Y T, 3L A EOHE, EHPHITT /31 A D Management
Center IP 7 RV A ETIIARA M EALETETICHMLINE TR, DR BT A 2%
Management Center [ZiBf L T NATID O A ZF5E L2561, Bl i SN D L OI1I2T 5
eI, TOXAT ZFETTLMENDH Y £3, oA TH, Management Center [P 77 R L
AZETNIRA MR OIRBICHERF LT, Ry NV =27 DT Z2mD L T L 2R L E
T

Management Center 5 DONTRESOLVE & NAT ID |2 & » THUNCERM S =5mEe, Zoa~
YREMEALUTHEERA PAETIP 7 FLRAICEETEET, IP7 FLAERIERA M
% DONTRESOLVE IZEHE§ 5 Z LI TEEHA,

BWHPHG N T v LT, PSS E T, sftunnd-status T~ > KA LT, Bk otRbe
=X —TEET,

1

Management Center UUID |& Management Center z BIfgIZ3%5] L £5, 72 & 213,
Management Center 51 °] HHEDS AL, BBUIKET D5 751 A CTT 77 4 772
Management Center Zf5ET 2 LENH D 5,

kB2 FoR9 512X, show managers =~ > K& A L £,

clf - cz
I | @ |



. configure manager edit

> show managers
Type

Host

Display name
Identifier
Registration
Management type

: Manager

: 10.10.1.4

: 10.10.1.4

: f7ffad78-bfl6-1lec-a737-baa2f76e£602
: Completed

: Configuration

UUID ZHU&E L7256, BB T 285 T34 ADIP T KL AZRETE 7, KRIZ

Bz R L ET,

> configure manager edit f7ffad78-bflé6-1lec-a737-baa2f76ef602 10.10.5.1

cli-cz |

EEav> R

. clf-cz

Command

anBA

configuremanager delete

B ER{H] Management Center % HIFR L £9°,

configure manager add

Management Center % 3¢ & L £,

show managers

BHEOR—Vx2E£RLET,
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configure manager local .

configure manager local

1 —71 )L~ F%— ¥ T % DeviceManager Z {72 L 5127 /31 A&FET HIZ1E, configure
manager local =~ > R&EH L £,

configure manager local

AR FEE -2 EENE
6.1 Ioawy RREAINE L,

Zoavy REHEHLT, m—~3%—Y % Th D Device Manager # HZNIZ L E T, &5

FEHEDAASA KA
O Management Center Z ] L72WGA X, =~ —V v ZfHLET, v—h1~vx—

Uy BACT S & http://management_ip_address T 7 W % f# ] L C Device Manager %
< ZEnTEET,

)

VAT ANT —ERXR—2A BT DM ERH LT, vy ROFETITRKA— 6500
Y ¥4, Please be patient.

GE)

0=~ =V ¥E, 6SUEDIEEAEDT Ty T —rTHATEET, HHLTY
577w N7 —ALTHATE WAL, configuremanager add =~ > R&fH L TV £—

X=X ERELET,

MO FIREIR
e B—HNF X=X ITEY R DT, 7731 A% No Manager E— NIZT H2MENH Y
F 9, No Manager &— K& 459 5121%, configure manager delete =~ > RZFEH L E
T, BUUEDO~YR—U % a3 121X, showmanagers =~ > F&fEH L £7,

e TNRARINTUART LU N 77 AT 74—/ E— FTRENETZ EHA (configure
firewall 2~ FE2Z2MH) . =N~ FX—Vx|INV—TFT v FE—RFDHEVR—FLFE

S

1
WIS, B=AN=R—=V ¥ ERETLHHZRLET,

=~

> configure manager local

EEav> R

Command £iAA

configure manager add T34 2 DE A Management Center % 5% & L £ 7,

clf - cz .
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. configure manager local

Command £iiBA

configure manager delete B ER{H] Management Center % HIFR L £9°,

show managers BUED~ 3 — Vv 35 LET,

. clf-cz



| cli-cz
configure mini-coredump .

configure mini-coredump

R=aT H T OAEREANETITENICT HIiE, configuremini-coredump =~ > K & fif
LET,

configure mini-coredump { enable | disable }

X NN enable I =7 ¥ FOEKEENTLET,

disble I =7 ¥ 7044 LET,

2 KRR JU— EENE
S

7.0 Zoawy RPREAINE L,

FEREDHA KSA4Y I=aT7 XU TOERITT 740 b TENI /2> TOET,

Snort3 7Rt R (X, FOVALT ALy ROWEIZEY, ERRar7 7 rAed 7 LET,
INHOHE TN, N—RT 4 AZICEZXAEND E TR0 £, a7 nEXIAE
NTEH LW o 2ANEBENDSET, Snort ® N T 7 1 v 7 &IPS nEd, I=a7
FoTRENT D L, RHOBIERERE SN E T, I=aT7 X 7Idk, 7y ZITEILDOA
By ATV EOBEBERFEMNAE ENTWET,

151
WIZ, S=aT7 X T OEREENZT D ERLET,

> configure mini-coredump disable

BEEavT R Command SR

show mini-coredump status R=ar XU T OEROBREER T LET,

clf - cz
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. configure network dns searchdomains

configure network dns searchdomains

DNS R KA A DY A N &ZFRET HIZ1E, configure network dns searchdomains =~ > N %
BRALET,

configure network dns searchdomains [dndlist]

X DA dnslist DNSHR RAAL DA r~KYY U A MERELET,
avy FER Jyy—= EHAR
6.1 Zoawy RREAINE L,

FEEEDHA KSA> DNSHER FAL L OIUEDY A b2 LY A MCESHZ 5123, Zoavr P LE
T THHDRAL F, 2~ K (pingsystem 72 &) (T 2MEH K A A 4 & HRE L2
GEICARA MICIBIENET, FAAS AR, A =T oA AETEHA V=T =
A AEEATLavy RTOH, EHEET,

FTNA AN —HNVEROE ARV =T NO2=y N THIGEE., 77747 2=y +»
WICHEOTH =BT I LEEICELTERN ELEEINET, IWBT 7T 47 2=y FOLE,
BETICEEN T I ENET,

1

WO TIE, FILWKBRAAL U X FNEFREL, BEEMiARA M TIEZRVWE R B
4 Cping & EITLET,

> configure network dns searchdomains example.com

> show dns system

search example.com

nameserver 10.163.47.11

> ping system www

PING www.example.com (10.163.4.161) 56(84) bytes of data.

64 bytes from www.example.com (10.163.4.161): icmp seg=1 ttl=242 time=8.01 ms
64 bytes from www.example.com (10.163.4.161): icmp seg=2 ttl=242 time=16.7 ms
~C

--— origin-www.cisco.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 7.961/10.216/16.718/3.755 ms

BEa<> R Command s8R

configure network dns | DNS #— N— %2 L £,
servers

show dns system BHA VA —T = A ADOBHED DNS R EE RN LET,

. clf-cz
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configure network dns servers .

configure network dns servers

BHA B —T A XD DNS Hh—"—ZFRET HIZIE. configure network dnsservers =~ >
REFEHLET,

configure nework dnsservers [dnglist]

BXX DR dnslist DNS ==~ XYY Y 2 M EdEEL£T,
av Y FERE )1)—=R EEAE
6.1 Zoaxry FRHEAINE L,

FEEEDHA KSA> DNSH——0OBUED Y A P2 LW A MCESHMZ 5I12E, Zoavr P LET,
NGOV —N—3FHS L F—T =2 ATOMEMSNET, T—F A F—T =1 A% 1H
T D3~ FOTEREM NAA LA ERRT D LITTEEEA,

N—=T a3 63LME, a—hNWVERT AL ARET, T—F A Z—T oA ABLOEHA
H—T 2 A ANRFECDNS Z =T Z2FEH L TWAEE, TOITN—TNR 32—V NHDOR
DEFFICEF SNET, ZhiE, T—FA X —T = A ATHEASN TS DNS 7 —7
WHEENEHA SN EZERLET, BEA VY —T oA ADOEF T T ITHM S E
T, TRTODNSERIE, Z0avy FEFEHATHIOTIERL, Ba—HI w32 —T ¥ 61T
DT L EHEREL T,

TR AR =R NVEROE I V=T ADO2=y N THLIGE. 7277 47 2=y F
WICREDEF RIS 5 L SICEEN LEESSNES, WBT 27747 2=y FOBE,
RRAPICEE R ET IS E T,

151
Iz, B A B —T 2 A AP DNS b —R_R—%2HETHHZRLET,

> configure network dns servers 10.163.47.11,10.124.1.10
> show dns system

search example.com

nameserver 10.163.47.11

nameserver 10.124.1.10

BEEa<TR Command EL)z]
configurenetwork dns |DNS 5% K A A > &% E L £,
searchdomains
show dns system BHA A —T 2 A ADBED DNS REA KR LET,

clf - cz
I ||



cli-cz |

. configure network hostname

configure network hostname

TNA ADERA o BZ—T 2 A ADKRA MR ET SIZIE. configure network hostname =
~U REEHLET,

configure network hostname name

X NN name HLWERA N ERELET,
avy FER Jyy—= EHAR
6.1 Ioawry RPREAINE L,

FEREDHA KSA4Y VAT LRAMMITEROGH CERINE T, YA —VYNORAMEEHTLE, VA
TAITRTOT A THRA M EFRM LET, DeviceManager (R— WL~ —T %) %
EHL TS L Zoa~xy FEEAT L2583 T XTOI AT A7 vk XA TR UAHIN
EH S5 X 51T, Device Manager 72O AR Z B L CHEFHLZE T T HMLENDH Y £7°,

151
WOHFITIE, BA M % sfrocks IZFRE L E T,

> configure network hostname sfrocks

BEav R Command Hl:):

show network BHA LA —T oA ADRTEEFRLET,

. clf-cz



| cli-cz
configure network http-proxy .

configure network http-proxy

AL H—T 2 A AOHTTP 70X U %25 ET 51Z1%, configurenetwork http-proxy =~ >
REfEHLET,

configure network http-proxy

avy FERE )1)—x EHEAR
6.1 Zoa<wy RRNEAINE LT,
6.6 IDa<wy NI, a— A NVEB AT ATHEET LI IRV EL
Yl

ERLEDHA RSAY ZO0Oa~xy REHFHLT, T4 AOHTTP 72 X7 RLAZRELET, 2v 2 KT
12, HTTP 7 X% DT KL A ER— b, a0 XV ORIENLENE ) hrea—PF—Fmab
NET, HIENKELRPRIT T e 0a—Y—4, 7oxTORT—K, BLO7axs
D/NAYT — ROMERE AT H Lo BRI ET,

1

I, BHA L Z—T oA AOHTIP 7’0 XL 2R ET A 2R LET, ZOFITIX
SEEMBTEINTT, AN LENRRAT— KT CLIICERISNE A,

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

BEav R Command Hl:):

configure network HTTP 7w % V% E 2 AL L £7,
http-proxy-disable

show network A H—T 2 f ADBERERLET,




cli-cz |

. configure network http-proxy-disable

configure network http-proxy-disable

BHA o H—7 A ZAOHTTP 7’1 % ZHIFR7T 5121, configurenetwork http-proxy-disable
a~vy REHLET,

configure network http-proxy-disable

avy FERE

J1y—=x ETHEAR
6.1 Zoa<wy RRNEAINE LT,
151

WIT, A LB —T 2 A4 ADHTTP XL 2T 50425~ LET,

> show network
(...Output Truncated...)
===============[ Proxy Information ]

State : Enabled

HTTP Proxy : 10.100.10.10

Port : 80

Authentication : Enabled

Username : proxyuser

> configure network http-proxy-disable

Are you sure that you wish to delete the current http-proxy configuration? (y/n): y

Configuration successfully deleted.
> show network

(...Output Truncated...)
===============[ Proxy Information ]

State : Disabled
Authentication : Disabled
BEa<v R Command S5 BH
configure network HTTP 7a ¥ v &% E L7,
http-proxy
show network BEA LA —T oA ADBREER R LET,

. clf-cz
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configure network ipv4 delete .

configure network ipv4 delete

TN, ADEIRA B —T = A ZAD IPvARE & T T 5I2I%. configurenetwork ipv4 delete
a~vy REfHLET,

configure network ipv4 delete [ management_interface]

X D& management_interface ZHi A 4 —T 2 f AEIFELET, A VX —T oA AZHE LR
B, ZOav U RET 74V NOEHRA U2 —T oA ARRELE
9, ZOD/NT7 A—X L, configuremanagement-interface =~ > K& ff -
THBOEHRA I =T = A R AT D HEICDHLETT, &
BOEEA ¥ —7 = A AL, Firepower 4100 L1 9300 >V —X 7
NAATOHBYR—FSNET, MOTTy hT7+—LTEZIDONT
A—H ZHRE LW TL 72 &, Firepower 4100 33 L T8 9300 D& HLA
VHE—=T A AIDIX, T 7 AN NOEEA L F—T 2 A ADYEIX
management0, {LE DA X2 b ¥ —7 = A4 2O 13 management1

‘/Gj‘o
avy FERE J1y—= EENA
6.1 Zoawry RREAINE L,

EELEOHA RSAY T AOEERAL U F—T7 24 ADIPAREZ TN T HI2E, Zoavr R LET,
HIBRL7ZIP 7 RURICEE T D &, 73 A~OENKRDOIVET, IPvd 7 KL A EHIRT
DHENZ, IPV6 7 RLAREEINTWD Z &2l LET,

IPvd 7 RLAZERT L7 DICHELHIRT 20EEH Y A, IPvET KLy 7%
FFLOoD, 7 RLADAEETT 54 1L, configurenetwork ipv4manual =~ > K> configure
network ipv4dhcp =2~ > RZEHA L £,

1
ROBITIZ, IPv4d 7 FLAREZHIBRL £,

> configure network ipv4 delete

BEavT UK Command Hol:):

configure network ipv4 | DHCP #— "—n 567 RL A ZEET 5 X 912 IPvd 2R EL E,
dhcep

configure network ipva | 5 IP 7 N L 2 &4l L T IPv4 Z FE T E L £7°,
manual

clf - cz
I N
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. configure network ipv4 delete

Command £iBA

show network BHA LA —T oA ADRTEEFRLET,

. clf-cz
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configure network ipv4 dhep .

configure network ipv4 dhcp

DHCP #—/"—/n5 IPv4 7 RLAZIGT D LD ICEBA 7 —T = A AZRIET HITIE,
configure network ipv4 dhep =2~ > R&MEH L £,

configure network ipv4 dhcp [ management_interface]

X DR management_interface 443 o % —7 = A Z45E L £$, DHCP (37 7 4 /L b DEFA
B =T 2 ATOHRYR—FENTWELED, ZOBHEHEHT D0
EHiibH Y FHA,
avy FER Jyy—x TERNE
6.1 Ioavwy RREAINE L,

FEREDHA FS1 Y

Toavry REFHLT, AL ZAOEMA X —T A A DHCP — S—0 5 IPv4 iR E
EETAHLIICHELET, BHA L X —T7 oA AIDHCP H— "— L@ LT, RERHR
PR LET,

N

GE)

1

configure networ k management-data-interface = < > K% {# ] L C Management Center 7 77 & A
MOTF =2 A B —=T x4 AERELTNWDHGE, A V¥ —7 = AODHCP 2425
ZEFTERNWED, IPT FLAZFEITHRET H2LE R H Y £4, ZiL, data-interfaces
THLHUEND DT 7 4V hb— SDHCPH— "—n 555 Liz/b— b C EEX S5 AR
PR D7D TY, WA VI —T oA AN T 2 TPERRNEETH, 7IFAX—FT R
LA EDIP T RVAZRETHMLERHY ET, ZOIPT RLVARX, T 74 v I RT—
BA L B—T A ATHREIND & ZITNAT BRI LE T,

WOFHITIE, DHCP #FEH L TIPVA 7 FLAZTETALHIICEEA L X —T oA &
ERETDHHEERLET,

> configure network ipv4 dhcp

BEEavTY R

Command £ BH

configure network ipv4 [ 1pv4 % o k7 —3% > 7 2 410 L%,

delete

configure network ipv4 | 1Pv4 % FEICRE L F 9,

manual




cli-cz |
. configure network ipv4 dhep

Command £iBA

show network BHA LA —T oA ADRTEEFRLET,

. clf-cz
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configure network ipv4 dhcp-dp-route .

configure network ipv4 dhcp-dp-route

BHA LA =T 2 A ADT 74NV EIPT RLVA, Xy hT—I~<RA7  BLXOF—hyxA
#1804 %I21%. configurenetwork ipv4 dhep-dp-route =~ > R&ZHALEd, ZDa~< K
TlE, DNS == Doy FU—IREFEF I EEA,

\)

GE) Z Dz~ Rk, Secure Firewall Threat Defense Virtual (Threat Defense Virtual) . Firepower
4100/9300, FE 721X ISA 3000 TiEHAR—FINTWERFA,

configure network ipv4 dhcp-dp-route

avy FERE J1y—= TEAS
6.6 Zoa=wy RREAINE LT,

EELOHA RSAY WTHDrOR—=Ta 0 DIP T RLAZBELRPS7HETH, 203~ RO IPv4 /S—
VarEIPv6 /=Y a YOG EANII LT, BEEZ THAROT 7 4V MR D 43
AT SR/

51
WOFEITIE, BHEA X —T oA ADT 74V NREEZHEILLET,

> configure network ipv4 dhcp-dp-route

Creating /etc/sf/sftunnel.conf with header line

Set up management(0 as DHCP ipv4 client with the default route through data interfaces.
>

EEav >R Command EL)z]

configure network ipv4 | [pv4 % v U —% o 7 2R L £,
delete

configure network ipv4 | DHCP #%H T IPv4 2% & L £,
dhep

configure network ipv4 | 1py4 % F8)CikiE L 7,
manual

show network A LA —T 2 ADOREEFRLET,




cli-cz |
. configure network ipv4 dhcp-server-disable

configure network ipv4 dhcp-server-disable

B A o H—7 A AT DHCP % —"\—Z M7 5I1Z1E. configure network ipv4
dhcp-server-disable =~ > RZ{E A L £7°,

configure network ipv4 dhcp-server-disable

AR FEE -2 EENE
6.2 Toavwy RREAINE L,

FEREDHA KSqy BEHA L Z—T A RIT 7T 4 7RDHCP h— =00 55813, ThaB\HCTE LT,
NI > CTWBGEA, BEA Y NT—2 LD T4 7 v MIEHNT RURAZBRET 50,
Fy U =7 EORIOT SA 2% DHCP ¥ —"—Hh—E A& RS 57 3 2L LTRIET D
VERH Y ET,

DHCPZHHALTCT RLAZRETAHLHIICEHEIPT RLAZEET S L, DHCPH— 3 —%
(B&h7258) HERICESC Y £,

451
WOBHNEL, DHCP J— R—RNEH R o TV EME I MEHER LT, EHhicT 5
JEERLTONET,

> show network-dhcp-server

DHCP Server Enabled
192.168.45.46-192.168.45.254

> configure network ipv4 dhcp-server-disable
DCHP Server Disabled

> show network-dhcp-server

DHCP Server Disabled

BEEa<T YR Command 5 AR

configure network ipv4 A A —T =2 A APD DHCP Y — _—ZHHI L FET,
dhcp-server-enable

show dhcp-server BHA X —T = ADDHCP #—N"—DRAF— X A% F7 LE
R

. clf-cz
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configure network ipv4 dhep-server-enable .

configure network ipv4 dhcp-server-enable

EEA VA —T 2 A ATH T 3 @D DHCP — —%HF2h2$ 5121%. configure network
ipv4 dhcp-server-enable =~ > R&2f A L £,

configure network ipv4 dhcp-server-enable start_ip address end ip_address

XD start_ip_address DHCP7 RL A7 — /L DOBIEEB LU TIPvd 7 KL A& fRE L £7,
end_ip_address BWHA X —T A A, DHCPZ A 7 v NEREZZETLH L, 2
DT —=NInsT RUAZRMELES, 77— id, B IPVE T RL X

EFRICY TRy MIHDIVERH Y 9,

DHCPT RL AT — |2ty hU—I 7 KL A, BT LA, £7/-
78— Xy A FT7 RLAZEODRWNTL7ZE,

av Y FER Jiy—=x EERNA
6.2 Zoavwy RREAINE L,

FEEREDHA KSqYy BHA LY =T A 2OFH (F) IPva7 FLAZ2RET 25613, Xy hUV—7 Lo
TV RARA Y MZT R AZ$EMT 25 K 5IC DHCP h—_"—2RETE F7,
P —R—ZHNZTHRNT, By FT—77 FICODHCP — "—ReWnW 2 L 2R L E
T, XYy U= ZLIZHRRK1IEDDHCP Y —R—%2RETEEY, | BExBx 2L, THIT
ERVERNAELDZ E0H D £17,

A\

GE) Z O a~< > KiL, Threat Defense Virtual /XA A TR — FINFH A,

51
&IZ, DHCP — =2 EL, TORAT—H AT TTIHHERLET,

> configure network ipv4 dhcp-server-enable 192.168.45.46 192.168.45.254
DHCP Server Enabled

> show network-dhcp-server

DHCP Server Enabled

192.168.45.46-192.168.45.254

BEEa<T YR Command 5 AR

configure network ipv4 BWHA X —T A AP DHCP — X—%2HIZ L FE T,
dhcp-server-disable

clf - cz
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. configure network ipv4 dhcp-server-enable

Command SR
show dhcp-server PR B —T 2 A AODHCP —_N—DAF—H A% Fpri LE
j—o

. clf-cz
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configure network ipv4 manual .

configure network ipv4 manual

BEHA LB —T oA ATEHMIPVE T R LA Z&ET 5I21E, configurenetwork ipv4 manual =
~U REEEHLET,

configure network ipv4 manual ipaddr netmask gw [management_interface]

BX DA

ipaddr IP7 RLAZRELET,
netmask Y72y N w27 EEELET,
gw FIFINV = T2 DIPvdT FLAZIEELE T,

EFHRy NT—7 FOWTRHRS— by = A TldZel, =7 =A
ELTTFNAAS A LEDTF =2 A 2 —T = A A% % data-interfaces
EIRETOA T arind ) £9, BHAMEA 2 —7 = A X &
DEFR Y NT =712 LTe < WAL, T— 4 A v F—T=A
A% L ¥ 9, Management Center 7 — % A > ¥ — 7 = A ADEH
IZ W TCIL, configurenetwork management-data-interface =<2 N%
ZRLTLIZEN,

Zoavwy RHND gwld, T35 ZADT 7 4V Mb— MEARRT 572
DIHEHIND Z EICEEL TSN, ARV MEHA VF—T
A AERETHHAIF, 2~ FO—EE LT gw &2 AT 5 LE)R
HVEF, 2L, Zo= MU IE, BELLMEICT 7 40 hr— b
ERETDHIET T, AR H =T 2 ADEBNDOAZT 4 > 7
Jb— MIER LER A, BEHA X —T A ALITEBR DRy P T—
JTCAXRVINERA LV Z—T oA AEFEH L TWDGAIR, BEA >
H—T A AL LEHITHEHT D L 51 gw ZFHE L. configurenetwork
static-routes 2~ > REFEH L TA XU MEHA V&2 —7 = A4 AHIC
WMDABZT 4 7 v— NEAERT 5 Z &L 2 HEE L 7,

management_ interface

AL —T A AERELET, A F—T = RAZHFELRWD
B, Z0a~vy NEIT 74NV NOEBRA V2 —T oA AERELE
I, ZDO/RT A—H X, configure management-interface =~ K%
o THEOEHA L ¥ —7 2 A A2 AT IHBITOHLMET

T, EEOEEA ¥ —7 = A A1X, Firepower 4100 35 X 189300 ~
V=X TFNRAATOHYR—FENET, DO7FT >y hT74+—A5T
L2 DRT A —=ZHFRE LR TL E &V, Firepower 4100 35 LY

9300 DEFEEA X —T A AIDIX, T 7 AN NOFHA X —T =
A ADY4E X management0, LEDA X2 A U X —T = ZADY;
£1d management1 T,

2L FRE

Jiy—=x EHERNRE
6.1 Zoawy FREAINE L,

clf - cz .



. configure network ipv4 manual

cli-cz |

)1)—2x EERNE
6.2 7— kU x4 O data-interfaces ¥— U — RGBS E Lz,
6.7 data-interfaces ¥ — 7 — K37 —# A > % —7 = A AT Management Center

BHICHEHCTE LI L,

FEEEDHA K54 > configurenetwork management-data-interface = < > N Zfili il L 'C Management Center 7 7 & 2

HOT =54 08 —7 A REFETHHAE, FHIPT LA (IPv4 71T IPv6) ZHE
THMERDY £, FHA LS —T oA REEATDTERROBETH, T T — 7T
RLRAREDIP T RVAERETHIHLERHVET, ZOIPT RLVRX, T 74w n
TR A A —T 2 ATEEEESN D & Z I NAT L XN FE 3, data-interfaces Td 5 MEN
BHAHT 7 4 hb— MME, DHCPH—R_R—n 52 (E L7m b — N CEEX SNARREERD ST
®, DHCP (F 74 /L ) IIMEHATEEHA,

1
WOFITIL, EEA 2 —T A ATHHIPVE T RLAZRELET,

> configure network ipv4 manual 10.123.1.10 255.255.0.0 10.123.1.1

EEav> R

. clf-cz

Command 5oLz

configure network ipv4 |[pv4 % v~ U —% o F &I LE T,
delete

configure network ipv4 | DHCP #%H1 T IPv4 23 E L £,

dhcp

show network BHA L H—T oA ADOREERTLET,
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configure network ipv6 delete .

configure network ipv6 delete

TN, ZADEIRA B —T = A ZAD IPv6 R E & EZHZT 5IZI%. configurenetwork ipv4 delete
a~vy REfHLET,

configure network ipv6 delete [management_interface]

BX DA management_interface AFEL( L 7 —T 2 A AEIEELE T, A U HX—T oA AEFRELARD
BAE, Z0a<wr NET 74V hOEHA VA —T 24 AERELE
9, ZDO/XT A—H L, configure management-interface =~ N%
o THEDERA V¥ — T = A ZAEGINCT D25 EITOHMET
T, BEOEHEA X —7 = A A%, Firepower 4100 35 1 T8 9300
V=X TFTNAATOHRYFR—NENET, hO7T7 v h 74 —ALT
X2 DT A =2 EFRE L7 TL 723V, Firepower 4100 35 L Y
9300 DEEEA X —T 2 A AIDIX, T 7 AN NOEFEHA X —T =
A ADEE L management0, {EEDA X bAoA U H—T =4 ADY;
413 managementl ¢4,

av Yy FER )y—x EHAR
6.1 Ioawy RPREAINE L,

BEEDHA RSAY DA<y REMHEHLT, T/ AOEHA v F—7 =4 2D IPv6 REL TN LET, K
BB IP 7 RLARIZEHE L CWAEEE., T3 A~O8Hm N LbNEd, IPv6 7 N L 2 & Hl
PRI 2RNZ, IPv4 7 RLVANEEINTWDZ LR LET,

IPv6 7 RV AZEET L2 OICRELHIRT 20 EITH Y T A, IPV6 T FLy v 7 i
FFLOD, 7 RLRAOAEETLT HE4A 1L, configure network ipv6 {manual | dhcp | router} =
~REERLES,

51
WOFEITIE, IPv6 7 LU AR EXRYIBELET,

> configure network ipvé6 delete

BEavT UK Command Hol:):

configure network ipv6 | DHCP %M1 T IPv6 3% E L £ 7,
dhcep

configure network ipv6 | Ipv6 % FEICHE L T,
manual




. configure network ipv6 delete

. clf-cz

cli-cz |

Command

Bl

configure network ipv6
router

JL— 2 T IPv6 2R E L E T,

show network

BEHA LA —T oA ADREEFZRLET,




| cli-cz
configure network ipv6 destination-unreachable .

configure network ipv6 destination-unreachable

A =T = A ATIPV6 ZfEH L TV % & &2 ICMPv6 58 B RIERGE T v &2 A E
721X L2 5121, configure network ipv6 destination-unreachable =~ > K& L £,

configure network ipv6 destination-unreachable {enable | disable}

BXDEREA enable SEAEEIERRE N NEEICLETS, ZOBREE. T74L KT
—a—o
disable SESERERRE N v A ESIC LET,

ARV RFIFIAL T IANBITIE ARX—TATT,

avy FER Jiy—=x EERNE
6.4.0 o< RABEINENnE L,

EALDAA ESA Y LDy NEEICT S 2 LT, Y B AU AT I L £

1
WIT, FEEBERERA v — V2N T 502~ L ET,

> configure network ipv6 destination-unreachable disable

EEa<T YR Command 5 RA

configure network ipvé [ 1py6  » k7 —3% > 7 & M40 L 7,
delete

configure network ipv6 | — = — 5% /3 v A E TN L E T
echo-reply

configure network ipv6 | [Pv6 % F8) T E L £ 7,
manual

configure network ipv6 | L — & & H C IPv6 2R E L E T,
router

show network EEA A —T 2 ADBREERTLET,




cli-cz |
. configure network ipvé dhcp

configure network ipv6 dhcp

DHCP % —/ 3= 5 IPv6 7 R L AZEAGFT 5 KO IEHA ¥ —T = AR ET DIT1T
configure network ipv6 dhcp =~ > R&FEH L £,

configure network ipv6 dhcp [ management_interface]

EX DA management_interface FH (L X —7 = A4 AEEE L 9, DHCPIZT 7 4L DB A
H—=T 2 ATOZRYPR—=FENTWBE=H, ZOBIEHEHT %
HixbH Y FHA,
vy FRERE Jjy—= EEHAR
6.1 Ioawy RREAINE L,

ERALDHAA KSq4Y ZOavr REERLT, 75 AQEHA ¥ —7 = A AH DHCP ¥ —/3—n 5 IPv6 X E
EZETDHEIICHELET, BEA V¥ —7 = A ALDHCP H— 1 —LilfE LT, REHH
AW LET,

N

(GE)  configure network management-data-interface =~ > K% {i § L "C Management Center 7 7 & A
MOTF =242 =T 2 ZRELTWDHYE, A ¥ —7 A AODHCP 2+ 2%
ZEEFTERNWED, IPT FLAZFEITRET LH2LE R H Y £4, ZiL, data-interfaces
THLHUEND DT 7 4V hb— SDHCPH— "—n5%[5 Liz/b— b C EEX IR 5 AR
PR D7D TY, WA LI —T oA AEMEAT 2 TPERRVEETH, I A =T R
LA EDIP T RVAZRETHMLERHY ET, ZOIPT RLVARX, T 74 v I RT—
BA L BE—T oA ATHREIND & ZITNAT BRI LE T,

1

WOFETiE, DHCP 2R L TCIPv6e 7 KL RAZTETA L HICEBRA v ¥ —T = A R
ERETDHHEERLET,

> configure network ipvé dhcp

EEav> R Command iR

configure network ipv6 | [Pv6 kv kU —F% o 7 2 MG L E T,
delete

configure network ipvé | 1pve % F#h Tk L £,
manual

clf-cz
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configure network ipvé dhcp .

Command

Bl

configure network ipv6
router

JL— 2 T IPv6 R E L E T,

show network

BEHA LA —T oA ADREEFZERLET,

clf - cz .
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. configure network ipvé dhep-dp-route

configure network ipv6 dhcp-dp-route

BEA LA =T 2 A ADT T HNVMIPT RLVA, Xy hU—I <A77 BIOXF— b =A
#1875t 5I21%. configure network ipvé dhep-dp-route =~ > REZHALEd, ZDa~< K
TlE. DNS ==L EDthoxry FU—IREFEHF I EEA,

\)

(¥)  Z®»=a~r FiX, Threat Defense Virtual, Firepower4100/9300, & 7-1ZISA 3000 Cix¥ AR — k&
NTHERA,

configure network ipv6 dhcp-dp-route

avy FERE J1y—= TEAR
6.6 Zoa=wy RREAINE LT,

EELOHA RKSAY WTHDrOR—=Ta 0 DIP T RLAZBELRP-7HETH, 203~ RO IPv4 /S—
VarEIPv6 /=Y a YOG E AN LT, BEEZ THAROT 7 4V MR D 46
AT SR/

!l
ROFITIE, BEA L H—T 2 ADT 7 4V bREEE T LET,
> configure network ipvé dhcp-dp-route

Set up management(0 as DHCP ipv6 client with the default route through data interfaces.
>

BEEav >R Command S AR
configure network ipvé [ [pv6 % v U —F% o 7 &2 L £,
delete
configure network ipv6 | DHCP #%H T IPv6 Zi% & L £,
dhep
configure network ipv6 | Ipv6 % FEICHE L E T,
manual
show network A LA —T 2 ADOREEFRLET,

clf-cz
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configure network ipv6 echo-reply .

configure network ipv6 echo-reply

EHA L H =T 2 A ATIPV6 AL TND L ZIZICMPV6 =2 — &y M EAZhET
IXEELhZ 521X, configure network ipv6 echo-reply =~ > R&2MH L £,

configure network ipv6 echo-reply {enable | disable}

BX DA

enable Ta—SERry FEAICLEY, ZOREZ. T 74N FTT,
disable Ta—SENRry N EEICLET,

AR TIHIE

F7 X/ T, A F—TNVTT,

avY RERE

FREDHA FS1 Y

Jy—=x EERNE
6.4.0 o< RARBINENE L,

INOONRT Yy Nl T 52 8T, P—EREGHBOAREENORELET, =a—Ik
By NN T DL, T ADERA L H—T = A AT A~ HIYT IPV6 ping % fifi
HT&ER{R0ET,

1
ROFITIE, =a—5EA =V EERNILET,

> configure network ipv6 echo-reply disable

EEav> R

Command SRR

configure network ipvé | 1pv6 % v k7 —% > 7 & 51 LE 5,
delete

configure network ipve | 55 S BIERRE N7 v k2 AR EI2IXERhC L £,
destination-unreachable

configure network ipv6 | [Pv6 2 FE) CHE L F9,
manual

configure network ipvé | )L — # % T IPv6 Z % E L £,
router

show network BEHA A —T 2 ADRELFRLET,




cli-cz |
. configure network ipvé manual

configure network ipvé manual

BEHA LB —T oA ATEHMIPV6 7 R L A ZiET 5I21E, configurenetwork ipvé manual =
~U REEHLET,

configure network ipv6 manual ip6addr ip6prefix [ip6gw] [management interface]

BXDEEA ip6addr IP7 RLAZRELET,
ipBprefix TUT 4 I AREERELET,
ip6gw FIFIVITF =R T2, DIPV6 7 L AZEELET,

TRy NT—7 FOWTRHRT— Ry = A TldZel, = bhU=A
ELTTFNAAS A LEDTF =2 A 2 —T = A A% % data-interfaces
EIRETOA T avrind ) £9, BHAMEA 72 —7 = A X%
DEFR Yy NT =712 LTe < WAL, T— 4 A v F—T=A
A% L ¥ 9, Management Center 7 — % A > ¥ — 7 = A ADEH
IZ2WTCiL, configurenetwork management-data-interface =~ N%
ZRLTLIZEN,

Zoa~vy RNDipegwix, T /3 ADT 7 4 ) hb— M EAEERT 5
OIS Z LICERLTLLEI Y, ANV NEHA & —
T oA AEHRETDHHEIE, 2~ Ro—#L L Tipogw & AJ19 %
VERBYET, 7277 L., 2o it BELAEICT 740k
N—MERETDIET T, ARV M H—T A ZADEHBID A X
T A v I N— MIERLERA, BEHA VX —T oA A LFRRD
Xy FU—=I ARV MNEFAA U H—T oA ZAZEA L TWDEEE
I, BEA =T oA AL L HIHEMAT D X 9 IZipbgw ZF%E L,
configure network static-routes =~ > K& L CTA X2 hEHA
B —T 2 A AZHNDAZ T 4 v 7 v— MBS 5 2 L 2 HERE L &
R

management_interface FEiAf L X —T = A AERELET, A X —T = A AEEE LR
Gitv, ZOa~vy RIET 740V NOEBEA U 2 —T 2 A ZERELE
9, ZODO/3T7 A—4Z L, configure management-interface =~ > K%
fli o THEDERA L X —T 2 A4 AZFNT DGO BMLET
T, EEOEBA ¥ —7 = A AL, Firepower 4100 33 L T 9300
V=X TFNAATOHYFR—FSNET, O7FT7 > h 74 —AT
X2 D/RT A —=ZEFGELRNTLEEW, Firepower 4100 35 LT
9300 DEHA X —T A AIDIX, T 74N NOFEA X —T x
A ADEAETE management0, LB DA X2 A U X —T = A ADY;
41X managementl T3,

. clf-cz
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avy RERE

1)) —2Z EERNE

6.1 ZOavry RPREASNE L,

6.2 77— h U = A @ data-interfaces ¥ — 7 — F2GBME v E L,

6.7 data-interfaces % — 7 — K5 — ¥ A > ¥ —7 = A AT Management Center

ERIEHTEL L OIT LT

FELEOHA K54 > configurenetwork management-data-interface =~ > N %z {# /] L T Management Center 7 7 & A

HOTF =2 A8 —T 24 ZAEFRETHHEEIE, FEIP 7 KL A (IPv4 721X IPv6) Zi%E
TOHLERHY £, HEHA L X —T oA ZAEFEHT L TFERRWELATH, 774 X— K7
RLVRREDIP T RVRAZRETDHVLERDHVET, ZTOIPT LRI, T 74970
T A H—T A RATHRESND & T I NAT ALFE XS £, data-interfaces T D ALEEMN
DT 7 A/ hv— NI, DHCPH—R_R—MnbZ (5 L7 — R CLEEXINDAEERD L7
., DHCP (F7#/V k) I#MEHTEEHA,

451
OB TIE, BHEA X —T 2 AOFHIPv6 7 RV AZRELET,

> configure network ipv6é manual 2001:DB8:3ffe:1900:4545:3:200:f8ff:fe21:67cf 64

BEEa~Y

> >

Command SHBA

configure network ipv6 | [Pv6 = v b U —F% o 7 2 MG L ET,
delete

configure network ipv6 | DHCP #% 1 C IPv6 # 3% E L £ 7,
dhep

configure network ipv6 | L — & & i1 C IPv6 3% L £,
router

show network BWHA LB —T oA ADREEFRRLET,
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configure network ipv6 router

AT — MV AHBREEZHEHA L COL—FNBIPv6 T RLAZEET L ICEHA v —T =
A A&FET HITIE, configure network ipv6 router =~ > RZ&2fH L £,

configure network ipv6 router [ management_interface]

BX DA

management_interface FHiAf L X —T A AERELET, A X —T = A AEEE LR
B, ZOa~vy NET 74V NOERA 2 —T 24 ZHFE L E
9, ZODO/XT A—H L, configure management-interface =~ N %
o THEDOERA L F—7 = A REFDCT D5 EITOHMET
T, BEOEHEA X —7 = A A%, Firepower 4100 35 1 T8 9300
V=X TN ATOHYR—bINET, o777y b7+ —AT
X DNT A—=HEFRE L7 TL 72 SV, Firepower 4100 35 L Y
9300 DEEEA > X —T 2 A AIDIX, T 7 AN NOEFEHA X —T =
A ADEE 1L management0, {EEDA X hA U H—T =4 ADY;
413 management1 T4,

avy FERE

FEREDHA KS4A4 Y

Jjy—= EHAR
6.1 Ioawry RPREAINE L,

Toawr REFEALT, SN, ZAOEMA L Z—T 2 A4 ARNL—EZ G [Pv6 DR EZZ(E
THEIICHEELET, BHA L —T oA AT IPv6 L—F LHEL T, RTEBHREATUEL

ij—o

1

WIZ, A F— L AHBREEZEH L TAL—EZNHIPv6e 7 RL AEZ(ET 5 L 510
WALV HE—T oA AERETDHHEZRLET,

> configure network ipvé router

BEaY

vk

. clf-cz

Command £iBA

configure network ipv6 | [pv6 x v kU —F% o 7 2 MG L E T,
delete

configure network ipv6 | DHCP #&H T IPv6 & E L7,
dhcep

configure network ipvé | Ipve % F&#) TikiE L £,
manual
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configure network ipv6 router .

Command £iBA

show network BHA LA —T oA ADRTEEFRLET,

clf - cz
I | B |
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configure network management-data-interface

BHA L —T 2 A ZADRDOVIZT—H A % —7 = A A% Management Center D& IZF%
ET 5%, configure network management-data-interface =~ > R&fH L £,

configure network managament-data-interface [{ ipv4 {dhcp | [ manual ip_address
netmask ] [ default-gw gateway ip]} | ipv6 { manual ip_address prefix] [ default-gw
gateway ip1} | ddnsupdate-url https:// username: password @ provider-domain / path
?hostname=<h>& myip=<a> | nameif name | client ip_address mask-or-prefix | }
interface id | disable]

B DEREA

. clf-cz

ipv4 IP7 FL AT IPv4 25 E L £,
ipv6 IP7 RLARIZIPV6 ZE L7,
dhcp IPvd 7 FL 2D DHCP ##8E L £,

manual ip_address  FEIPT KL AL Fy h~AZ ERET VT 4 v 7 AZRELET,
netmask-or-prefix

default-gw gateway_ip 77 4L s — b U= A DT FLAEFELET, CLITEL L FY
AV B—=T A RERETDHE, F— MV =AZRELEZY, T
TN INV— R NEEE LD THZEILTEERA, 2O F—
T2 A ADAXT 4 7 b— ML Management Center C L 2>fg4E T X
FH A,

ddnsupdate-url  DDNS Web % 7837 URL ##5& L £9°, DDNS 7' /31 ¥ —/nis
EEIORRENEOENPE f it S 1 fz 2 —HF — 4 L SAT — FARELET, E L/ SRIZO0n
TiEZ, DDNS 7'm /31 Z—|ZfEE L T2,

S () XFEAITHHIIZ, F—FR—FDCul ¥—& vF—%
—FBICHLET, LY, BV T N =T TV TIRE L EIR
SNy, 2EATTTEET,

INHOFXF—U— RNI5IEO X HICRZETHN, URL DEHEZICT
TXARNZDOEEIANTIZHVENS Y 9, BEITKT 2 BH8E,
DDNS B #5575 & X2, <h> & <a> 7 4 —/V K& HEIIZ AR A
NG ETPT RLRICEXWZ 9,

nameif name A B —T 2 A AL EZELET,

client ip_address ¥R ED R v b U —72 E® Management Center ~DT —H A X —7 =
AR T 7 EZAEMIRL £, 518%&FEEETIT configure network
managament-data-interface 2~ > K& Ay L7z 5HA., ZOF—U—F
BT 4= RFO—#TIIARANI SICEE LT EEN,
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interface id Management Center 7 7 ¥ 2 AT 557 —4 A v X —T = A A
ID #f8%E L£9, Management Center 7 7 ¥ A|ZIE, T—H A L H—
T A A1l ODIHERETETET,

disable T —H A ¥ —T = A AT Management Center /&7 7 & A % 52
Lij—o
av > RERE J1)—=x EEAR
6.7 Zoavy RPEAINLE LT,
7.3 Management Center |22 7 > & U EBA ¥ —7 = 4 A2 BMLIZHZIX, 2

Da<wy RafEHALTCLI TEORED—HAMmETEET,

FEREDAA KSq4y BUICIOa~xy FERET DL ETHBERELRVGRIT. 7—F A 2 =T oA ZADH
RIIeF N =T REFEATIT2ODT 4 P — RREREINET,

\)

GE) Zoa<wr FEHERATAIEAST. 2>/ —AR— EFRATALERLY $9, SHA ¥ —
7oA AZSSH 35 &, vl S, 2 Y — bR — MOEER T 2L ENETD
DHEAENHY F£7, SSH D72 FIEIC O N TIE, WESRL TSN,

Management Center T H L X VEHA X —T 2 ARFRETDHHE., ZOa~r RefiH
LCHETEET, CLITEI L F VA v F—T A AEFHTEMTHZ LITTEET A,
Management Center Z {4 2 BN H Y £,

ZOawy ROFERIZOWTIE, ROGFEMESR LT ZE0,

s T HA S =T = A AR FRMT DI, TOFHA ¥ — 7 = A AIXDHCP &1k

HAcxEthi, iy 7 v 7IRHZIPT RURAEZFEICHRIE L - -8451%, configure
network {ipv4|ipv6} manual =~ > R ZfEH L CTRETEH LI £ L, EHA
H—T =2 A A F— 7 x4 % data-interfaces|CiRE LR > AL, 22 TCIoawy
RCEELET,

e T —H A B —T = A AN DD Management Center 7 7 7 A 21, WOHIRNH Y £,

CRA=TVNT IV RAEARTTEDLOE, 1| SOWENRT =S A =T = A AD
HTT, BT A ¥ —7 A AL EtherChannel |TMEH T& £t A, TUREZARE L
T, Management Center DH—DE NI L H VA U H—T 2 f AT RX—T ¥ T 7 EA
EREMNCTHZEHTEET,

DA H =T = A AFEHFERICTE A,

N—Ty RA LV H—T oA AT HIN—T v RT7 7 AT U4 —/LE— RRDHKT
‘g—O

« PPPOE |Z VR — F &L TWEH A, ISP TPPPoE A8 41, PPPoE & 7R — |k
4% )L —% % Threat Defense & WAN EF ADBIZEHETAHALENH Y £9°,

clf - cz
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e A UH—T oA ABEBETDHMHEND DL DL 1 —3L VRF DA TT,

¢ SSHIIT —4 A v X —T = A ATIET 7 4V h THMNZ > TWipWn iz, #%T

Management Center Z i /] L CSSHA AN T HMENRH Y £9, o, FHA ¥ —
T2 AR = RNT oA NT —HA L F—T =2 AELTINH7-, configurenetwork
static-routes =~ > R&EH L CTEHEA V¥ —7 = AHOFEH/L— N EEBM LR
RO, VE—FRXy NU—IDLEHA VX —T = A AT SSHEER T 52 I3 TE
FH A, Amazon Web Services @ Threat Defense Virtual D34, =2 Y — /LR — MIfE
TNy, AL X —T oA A~DSSHT 7 ¥ A MFFTHILENH Y E
T, REEGITT DI, FEHAOHML— EZBMLET, FHE, ~F—Vx 7T
JEARDT —H A B —T oA AZFET HRENT, TXTD CLIHEAL (configure
manager add =~ > R&&Te) KT Lfﬁ)?)?ﬁﬁ‘i%@]lﬁbi?o

R LA =T 2 f AL AR NS U H =T o AEPNAIHHTHZ LT TE
FH A,

A TRATGEV T 4TV R—FENETA, ZOGRE, BHA VX —T = A Z%ff
MT2BERDHY £,

« VITABZY L TIFYAR—FINETA, ZOHE, FHA =T oA ZAEMEHTD
VERDH Y £,

« BBk 2 B1H % Management Center (2119 % & | Management Center (31 > % — 7 =
AABRE A F =T =2 2B EPT FLVA, 5= FU A ~OFHL— kb, DNS ¥ —
/3=, DDNS #—s3—=72 &) ZHith L TR L £9°, DNS — S—BEDFEMIC SN T
1T, WEZH L T3V, Management Center Cid, % C Management Center 7 7 & A A
VHE—T oA AREEEETEETHN, BEUTKT D854 £ 721X Management Center 723
PREERCIC KD RESL A WHIT 2 K O RERZMZ L 512 LT3V, FEEH D b
SN Ga . BB 5B IZIXLART O B 418 5c 7 % configure policy rollback =~
YRBEENET

DDNS #—/3—H8 D URL ZikET 2 &, FRUIxt4 5Pl 1 Cisco Trusted Root CA /3
Y RANLTRTOEE CA OFEEEZ BENNSENT 2720, BRI 2 P 1%
HTTPS ##¢ DDNS H— —FEBE L2 MEE T & £, ZRCx+ 5854 1. DynDNS U
E— N API 4% (https://help.dyn.com/remote-access-api/) % {# 9% 9<T? DDNS #—
N R —FLET,

Zoavr RN, [ T—=H] A =Tz A ADNS Y —N"—%FRELET, By T v
727 U7 T (£721F configure network dnsservers =~ > K& H L C) RELLE
BEDNS Hr—r"—iF, BB T 74 v IS E S, 7 —% DNS #—s3—|%, DDNS
BEESNTWBEHE) FR3Z0A4 =T oA AZEHEIN X2V T 4R —
IR S ET,

Management Center CTlX, Z D ZEIZHT 2 IZEIV M THT T v b7 4+ —LRKERY
/—’CT B A B —T A ADNS P — "—3F%E S E T, Management Center & &
WX 2858 2T 5 &, v — U RENHEFFS AL, DNS H—_—37 7 v 74—
LARERY U—IZBMSERA, 7272 L, DNS EHEZ G Te BRUIKT 286 2% T

. clf-cz
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TR A —LRER) O —2FIVYBTLHE, TOREIZL>Ta—IAREN EEEXS
AUE T, Management Center & BT T 205 2R S 212i%. ZOREC—HTD
EI9EDNS 7Ty N7+ —LREET VT 4 TICEETDHZ L2 BEIOLET,

F72. m—H/V DNS $—/3—[F, DNS H— =P G TRt SN2 B B IC DA
Management Center CIRFFSILET, 7= & 2, BEA ¥ —T oA AZFEHLTT A
A %4k L. # T configure network management-data-interface =~ > K2 L CTF—
HA B —T A AZFE LIcA, BRI T DR E & —T 5 XK 512, DNSH—
N—%E 9 X TOFKE % Management Center CTFE TRET HLERH Y £,

cBHA VU H—T = A AL, BT xT DB % Management Center |28 6% L7214 12, EEE
AL B =T 2 A AFEREFBOT =4 A =T 2 A ADWTHINCERETEET,

ey hT T 4= R TRELZFQDN R Z DA v Z—7 = A ATEHAENE T,

AV RO—HRE LTT A AREREKZ 7 VT TEET, ZOFTaid) mny
FTUATHEATEETN, Oty M7 v 7REH OBIEICIIEM LTl EE 0,

o T HEHEZ NI HI2IE, configure networ k management-data-interface disable =~
Y REATILET,

1

KIZ, DHCP % f#iH] L C Ethernetl/1 % Management Center ¥ A > ¥ —7 = A A L L
TRET DHHZ2RLET,

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://jcrichton:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to
change the FMC access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

WIZ, FEVIP 7 R A% L T Ethernetl/1 % Management Center B A > % —7 =
AAELTRET DHZRLET,

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

clf - cz
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DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to
change the FMC access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

BEav Uk Command Hol:):

configure network ipva4 | & IPv4IP 7 L ZA &M L CEBIA L 4 —T = A AR ELET,
manual

configure network ipv6 | L&Y IPV6IP 7 KL A & fli ] L CTEERA v 4 — T = f AZREL LT,

manual

configure policy EHPEES PR SN HAIC, UEORBEEETLE T,
rollback

show network AR —T o f ADBRERERLET,

. clf-cz
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configure network management-interface .

configure network management-interface

Firepower 4100 £721£ 9300 ' U — R TN_A A TA R FEFFNT 7 4 v 7 2058 5720
WCHEBOEHA V¥ — 7 = A%FHET HIZIL, configurenetwork management-interface =~
Y REERALET, BEICKT D5 T, Firepower 4100 U — X & 9300 U — X DT
A ATDHERDOERA L Z—T = A APEATEET, ZOa~vr R&fH L T, Management
Center BFIZM T2 MTU R — F & TCP R— hE2RETDHZ &L TEET,

configure network management-interface { [ disable | disable-event-channe |
disablemanagement-channel | enable | enable-event-channel | enable-management-channe
] interface id] | tcpport number | mtu-event-channel [ bytes] |

mtu-management-channel [ bytes] }

BXDEREA

disable BELFEEMA LA —T oA AEWHLET,

disable-event-channel BELEA LV H—T 2 AA ZADARU N T T 4 w7 Fv b
N L ET,

disable-management-channel #57 L= » % — 7 = A X DT ¢ 7L & T LET,

enable ELEEEA L A —T oA AEANCLET,

enable-event-channel BELIEA L E—T oA ADARU N b T T4 w0 Fx R
ZHZ L ET,

enable-management-channel g L 7= (v X —7 = A4 ADEHEF ¥ ZAEHDLET,

interface id BANETTIENCT A o F—T =AM AZEELET
(management0 & 7213 managementl) . management0 33 X O°
managementl |X, #ELA X —7 =4 R IDIZEARD 72V, T
BDAVH—T 2 A ADOWNEL TT,

tcpport number Management Center & DIER(E I35 TCP R— M &5 E L %
o T 74/ T 8305 T, T AN P EEETLHEI,
SSH (22) F7ZIZHTTPS (443) AR— FZ4EELARNTLEE
VN, BB A 1024 LA (65535 £ T) OO EIFRICHERF L £ 7,
Zdm=a~< RiX, configurenetwork management-port =< > N
&R TT,

mtu-event-channel [bytes] AR "B —T A AD MTU %, IPvd ZHN LT-5E
X 64 — 9000, IPv6 %A% L7-34E 1% 1280 — 9000 D[] T#%
FELET (A FHALD , IPv4 & IPv6 Ol 5 2G40 LIz
A, B/AMEIL 1280 T, bytesZ AN LRAWEE, EDO A%
ROLNET, ZDa~< RiE, configurenetwork mtu =< >
K& FZETT,

clf - cz .
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AU RTIHIE

mtu-management-channel i L ¥ —7 = 4 AD MTU % . IPv4 ZHC L7-8413% 64
[bytes] — 1500, IPv6 ZHZNIC L7284 13 1280 — 1500 D [T ﬁzbi
ﬁ(ﬂ%%%&)omﬂ&ﬂﬁ6®ﬁﬁ%ﬁ% L7256, &
/MEIE 1280 TF, bytes = AS) L7AaWIGE, EOATIZRD 5
nNFEJ, Zoa<r KL, configurenetwork mtu =<2 K & A

%T‘j‘o

GE) MTU Z IRV MEIZFRES 2 & . Device Manager
DIRT =~ AN e PAT SR REMER H D F
R

management0 { > % —7 = A ANFN/RY A XU NT T4y 7 EERNT T 4 7 O
FIZEH SV ET, managementl [LHEZ)TI,

F7 4L k@ TCP &A— k% 8305 T,
FIHNL DO MTUIZERA L X —T 2 A ATHAR M EZ—T =4 ATE 1500 TT,

avy RERE

FEREDHA K4V

. clf-cz

)1)—= EENE

6.1 Zoavwry RBREAINE L,

6.6 mtu-event-channel % — 7 — R & mtu-management-channel & — 17 — [
MBS IVE LTz,

TNA A EET H 4. Management Center HELA > X —7 = A AZX 2 DOBUED k Z
T4 FXRIAVRHYET, BT 7407 Fr VI TXTONE T 74 v7 (7
WA ZDEBIZEROT NARAM N T 7 4 v 772 E) Bk, AV NT 74097 F¥
RUITRTARU N T 7 497 (WebA X2 bR &) ARk LET, LEITGELCT,
Management Center CfEBIDA X2 "EHA L F—T 2 A ZAZFEL, A XU NNTT 4 v 7
A5 Z &1 T&X £9 (Management Center Web 1 > % — 7 =— AT, ZDORENFEITS
NTWDHZEEMHERLTLIEZEIWY) , AXVINEHAVE =T oA A1 OFETRETEE
To AN NT T4y ZIFREOHBIREA LT LFREMERH LD T, HEHENT T 4 v 70
S5AXN NT T 47 BAEET S Z LT, Management Center D /X7 4 —< 2 A% [A L X&
HTENTEET,

Firepower 4100 >V — X & 9300 ' U — X DT /3A A TIL, il 7 /34 ZAZEID 4T 5 mgmt ¥
ATDA L HE—T oA AL, BT D8 77V /7‘—“/5 > C7 7 4/ kD managementQ
A H=T2AA AL LTHRESNET, 2O F—T A ATE, T 74V FCTEHEF v~
FIEA R N F v RO ST NE TV E T, Management Center THID A X2 kA >
B —T oA A%FRIE LT 5A1E, Firepower 4100 £ 7213 9300 7 /31 AT, EEIZxT 2 BhfH
FWHELT /XA AT eventing- type/f VE—=T A A%EIV Y TH ECHBEATERNT S 2 &#’C%
9, ZOA U H—T A AL, managementl 4 > F—T7 = A AL LTHESNET, "HE
bIUEX, TA A ARV A H—T A AL Management Center f X2k A X —T = A
ADBT, AXVEN M 7749 I REEINET, AXVUN Ry NT—IRET DL
AR NT T4 7IE, TN IOERA U H—T =2 XIZRY £, AIRERB AT
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BDOANS DA Z =T oA ABEASNETR, FHA L F—T oA ANEIINY I T w7
LY ET,

Management Center { N> A V4 —T = f RIEBT ¥ RXVD T 7 4 v 7 &25%ITF AN
HZEMTERODT, TNAAARY N AU HF—T oA ATEHRFT ¥ RV ERIZESICL

TLEEY, BEISUT, BHEA LA —T 2 A ZADAXRY F2BEIT 5 LN TEET,

WPFNOBEEL, T AF, ARV DDA L E—T 2 A A LETAR MEEELLD &
LET, TOA L E—T 2 ANRZ T LTWTEEAIE, £ X2 b F ¥ 2N EZ 22> T
TH, BHA L —T A A LTARV 2R ELET,

AR MU E =T oA AZWIT ASA ZZED Y TTH, ZOA ¥ —7 = A ATHEIT
RoTELY, Ty NT—IRELRESNTOERF A, BEITKHT DB CLIICT 7 &2
L. configurenetwork management-interface =~ > RZ M H L CARNI T A LENH Y £97,
I, configurenetwork {ipv4|ipv6} manual =~ > RZfH L CTEHEA VX —T7 = ADT K
LVAZRELET,

1

W OB TIEL, managementl ZHHZ L, BEHF v xLE2EHICLEST, T 74/ T
I, WHDOF ¥ RABHEMNI 2> TWET,

> configure network management-interface enable managementl
> configure network management-interface disable-management-channel managementl
>

W OB ClEL, Management Center & OiR(FICEHT 2R — a2 EHLET,

> configure network management-interface tcpport 8306
Management port changed to 8306.

WOFTIE, A X A E—T A AD MTU % 9000 |23 E LFE T,

> configure network management-interface mtu-event-channel 9000
MTU set successfully to 9000 from 1500 for managementl
Refreshing Network Config...

Interface managementl speed is set to '10000baseT/Full’

>

WOHFITIE, CLIZVro 7 haEH LT, E8A X —7 14 AD MTU % 1400 1ZF%
L,:.E_’[/iﬁ—o

> configure network management-interface mtu-management-channel

Do you want to change the MTU [1500] for management0 interface? (Yes/No): Yes
Enter the new value for MTU [1500]> 1400

MTU set successfully to 1400 from 1500 for managementO

Refreshing Network Config...

Interface managementO speed is set to '10000baseT/Full’

>

clf - cz .
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EEav> R

. clf-cz

Command

Bl

configure network mtu

A VB —T 2 f AETNIA R " A VA —T = A AD MTU % %
fﬁﬁbiﬁ—o

configure network
static-routesipv4/ipve

BHA LA =T 2 A ADAET 4 v 7 )— N ERELET,

show networ k

BEA A —T 2 ADREEFRLET,
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configure network management-port .

configure network management-port

Management Center & OIE(F 2 H 3% TCP A — M & 5% E T HIZIL. configure network
management-port =~ > R&2fH L £,

configure networ k management-port number

BX DA number Management Center & OIEFITMHEH T2 TCP A— MaRELET, 7
74V ME 8305 T, T AN MEEFTHEAIL, SSH (22) F
721X HTTPS (443) AR— hZIEE LW T 7230, Bz 1024 DL
k(65535 £T) OEWFEFHICHERE L £9,

av Yy RER )y—Xx EHAR
6.1 Ioawry RPREAINE L,

FEHEEDHA K5« > Management Center ~DEEREREI M 2R — M2 LHTHI11F, Zoa~vr el E
T, Zoavr REFEHALTH, a—h/1~%x— ¥ Th b Device Manager T Fl S5 R —
FREFINDZ LI EHA, ZDa~< RiE, configurenetwork management-interface
tepport =~ FERIZTY, WD a~y REMHTI0ETHY A,

5l
W OFITIL, Management Center & DiBEIEHT R — 2L FLET,

> configure network management-port 8306
Management port changed to 8306.

BEEav YR Command iR

configure network ipv4 | % > % —7 = 4 ADIPvd 7 RL AR ELET,

configure network ipve | %8 (> % —7 = A4 AD IPv6 7 KL A% ZELET,

show network BEA VA —T oA ADBREEFTRLET,

clf - cz .
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. configure network mtu

configure network mtu

BHA LA =T 2 A RAETFIA N b A v F—T =2 A 2D MTU 2R ET 5 I2i%. configure
network mtu =~ > RZEHA L £,

configure network mtu [ interface id ] [ bytes]

X DERA bytes (Eﬁ) MTU % /34 l\mm RELET, BHA 22— 7I4xf
. IPv4 2N LT=38E1% 64—1500, IPv6 B3N LT-4
1280“1500 @1@%#5%(% e

AR A B —T 2 A ATIL, IPVAZENC LIZ5E1364—9000,
IPv6 Z AN L7241 1280—9000 T3,

IPv4 & IPv6 D7 2 HMC L7286, FeIMEI 1280 T, bytes &
AN L7 E | EDO AT ZRD B ET,

GH) MTU % 3 ITARVMEIZERE T 5 & . Device Manager 073
T g AR X TR B Y T,

interface_id () MTURBRETHA 4 —7 = A AIDEEELETS, 7T v
F 74— U T ATRE72 A #— 7 = A A ID (management0,
managementl, brl, eth072Y) ZFR <4521, shownetwork =~ >
REMALET, 0¥ —7 = ZA&4RE LWL, A
H—T A ANEAINET,

AR RFIFNE T IANPOMIUBEHA =T 2 ATHA XY A U F =T =4 ZATH 1500 T,

avy RER Jiy—=x EERNE
6.6 Zoawy FREAINE L,

FRLOHA KS4>r ZP=~ K&, configurenetwork management-interface mtu-event-channel s & TF configure
networ k management-inter face mtu-management-channel =~ > RN L [A%C9, fifDa~> K
PHEATAMLEETH Y EHA,

15l
WOBITIE, A X hA ¥ —7 = A A management]l O MTU % 8192 [ZF%E L £,

> configure network mtu 8192 managementl

MTU set successfully to 8192 from 1500 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full'
NetworkSettings::refreshNetworkConfig MTU value at end 8192

. clf-cz
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configure network mtu .

WOHFITIE, CLIZVry 7 MR LT, E8A VX —7 14 AD MTU % 1400 IZ5%
/,_j:__’l/ij—o

> configure network mtu

Do you want to change the MTU [1500] for management(0 interface? (Yes/No): Yes
Enter the new value for MTU [1500]> 1400

MTU set successfully to 1400 from 1500 for managementO

Refreshing Network Config...

Interface management0O speed is set to '10000baseT/Full’

>

EEav >R

Command £iBA

configure network ipva |45 ¢ > #—7 = f ZAD IPvA 7 FL 2 2R EL £,

configure network ipvé | % i » % —7 = f 2D IPv6 7 KL 2 %% LE T,

1|

configure network WA LA —T 2 A AFETIFARY AV Z—T =4 ZD MTU %%
management-interface | 5= ¢4

show network BHA LI —T oA ADREERRLET,

clf - cz .
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. configure network speed

configure network speed

BHA L H =T 2 A AEET —H A U F—T = AOMEEFHET HI2IL, configurenetwork
speed =~ > REEHALE9,

)

GE) Zd =z R, Cisco Secure Firewall 3100 TO LY HR— K ENTWET,

configure network speed { speed | sfp-detect [ interface id ]

X D interface id (L8) WEFRET H A ¥ —7 24 AID ZHELES, 774
JV b IE management0 T3,

sfp-detect ALV A R—LENTWSSFPEY 2 —/LOME AR L, w768
EERLEST, ZOREF, 774NV ETT, Ta7 by 7 ATHEIC
ATEWT, BHEIX I o —3 g VIEEICAD T, o4 g v
., B TRy NU—7 V2= VEROETNVICER L, HELZHE)
BN TEHT T DA @R T,

Speed FrEOREICHEZRELES, AT OEET, A F—T=A
AL > TR £,

ATV RFEI4IR T 7 AN FOEET sfp-detect T,

avy FERE )1)—=x EERNE
7.1 ZMa< K. Cisco Secure Firewall 3100 |23 A SvE L7z,

ERLDHA oA~ SFPHHEIC MR < | s 2 BE ORI BRET 2 AERE, 77 41 k0 dp-detect % {f

HIsza2880LET,

45l

WIZ, BEHA X —T = A A TdH 5 management0 DL % 1gbps (% ET DB %/~ L
E3 N

> configure network speed lgbps

BEEav YR Command Eir3i):]

configure network ipv4 | %3 4 > ¥ —7 =4 ADIPv4 7 FL A ZZ!ELE T,

. clf-cz
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configure network speed .

Command

Bl

configure network ipv6

BB —T oA ADIPV6 T RLAZHZRELET,

configure network
management-interface

WA LB —T 2 A RAETAFAR A VB —T =4 2D MTU %%

ELET,

show network

BEHA LA —T A AD

A==

X AE

ZFIRLET,

clf - cz .
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. configure network static-routes

configure network static-routes

ABT 4 v 7 )v— N EBINE T IFHIBRT 5121, configure network static-routes =2~ > K% ff
HALET,

configure network static-routes {ipv4 | ipv6} {add interface destination netmask or_prefix
gateway | delete}

EX DA add BEA LA —T oA ADAZT (v 7 )— NEBIMLET,
delete BEA L E—T 2 A ADAZT 4 v 7 V— b EHIFRLET, HIFRT S
N— R EBINT D Lo IC RO BN ET,
interface A A —T 2 A ADID, ETFNDEHRA X —T =24 AID %3
AT BI21E. shownetwork =~ > RZ{FEHA L £,
ipv4 IPV4 &7 RLADAZT v 7 )b— N EBIEITEIERL £,
ipv6 IPv6 EHLT RLADAX T 4 v 7 b— NEBE =138 L ET,
destination BINFETITHIBRT 2560 IP 7 LA (MBS U TIPvE B E 21T
IPv6 TE) o 7= & 21, 10.100.10.10 F 72132 2001:db8::201 D K 5 I°F+
RENET,
netmask_or_prefix IPV4DFR Yy NT—=T T RLAS AT FIZXIPV6 DT VT (v T A,
IPvd v h~AZ1X, Ry MIZ 10 BERICTA20ERD D £5
(255.255.255.0 72 ) ., IPv6 L7 4 w7 A%, 96 7o EDFEHES L
T4 I AFKFTT,
gateway BMELITHRT 27— b2 7 LA (WEICL U T IPv4 JER
F7213 IPv6 )
avy RER Jj1)y—= EERNRE
6.0.1 Zoawy RREAINE L,

EREDAARZA4

clf-cz
88

configurenetwork management-interface 2~ > RZfEH L TA X FNEHA V4 —T = X%
RIETDHEE, FDA L EZ =T oA APEHA =T oA ZLTNOFR Y N T —7 FITFAET
DHEEIE. AT 4 v I N— bERETDHDULERDY £T, AZT 1 v 27— M,
through-the-box N7 7 v (FT—ZA L H—T 24 A LD T T 4 7)) I[TITHBELEEA,
ALT 4w I N— ERRWGE, TRTOFERN I 74 v 73 774V MEHA =T =
AADT =R Uz L LTHRESNZT 74V Mb— e LET, @, B -0FE,
2 =T 2 A R T D56, EFAXNC MEAA 2 =T oA ZABRFE LAy hU—2 B
LA, AXT 4y I — NILEH D FHA,
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\)

configure network static-routes .

GE)  F 741 M— FOBEE.

THNVEINN— " F = T2 DIPT RLALNEETCEEE A,

1

WOFHITIiL, 10.115.24.0 D5EdeT FL A, 2552552550 D%y hU—27 7 KL A< A
7. BXO1011592 DA — T = A T FLAZEAL T, BHA LV F—T = A A
managementl @ IPv4 A% 7 4 v 7 L— h&ZBIIL £,

> configure network static-routes ipv4 add managementl 10.115.24.0 255.255.255.0 10.115.9.2

WOFTIE. 2001:db8::201 DSEHT KL A, 64D IPv6 I L7 4 v 7 2. BLW
2001:db8::3657 D — T = A4 T RLAZFHL T, BEA L X —T x4 A
managementl @ IPv6 A ¥ 7 4 v 7 /L— hZBIIL £,

> configure network static-routes ipv6é add managementl 2001:db8::201 64 2001:db8::3657

ROBNE, AZ2T 4 v 7 — MeHlBRT 27k2R L THET,

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------—-—-----

Interface
Destination
Gateway
Netmask

: managementl

: 10.1.1.0

: 192.168.0.254
: 255.255.255.0

> configure network static-routes ipv4 delete
Please select which IPv4 Static Route to delete:

1) managementl: dest 10.1.1.0 nmask 255.255.255.0 gw 192.168.0.254
Please enter number of route to delete: 1

Interface: managementl

Destination: 10.1.1.0

Netmask: 255.255.255.0

Gateway: 192.168.0.254

Are you sure that you want to delete this route? (y/n) [n]l: y

Configuration updated successfully
> show network-static-routes
No static routes currently configured.

Command

BLL]

configure network
management-interface

BEHOERA A —T 2 AR ELET,

configure network
static-routesipv4

BHA =T 2 A ADIPVA AXZT 4 v 7 b— s ZiBINE - I3HI B
LET,

clf - cz .

Zoavy REMHLZNWTLSES VN, T 740 NEHA 57—
7 A A% L C configure network ipv4 =t~ > RE72idipv6 2~ RE#AT 25481, 7
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. configure network static-routes

Command £iBA

show A LA —T 2 A AHICBRESNEATT 4 v I — haFHRLE
networ k-static-routes +.,

. clf-cz
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configure password .

configure password

BfER /A L TC0ba—F—=Th o hORAT— REEFI 5HIZ1E, configure password
a~vy REfHLET,

configure passwor d

avy FERE

FRLEDHA KSA Y

J1y—=x EHEAR
6.1 Zoa<wy RRNEAINE LT,

Soavy REWAT S L, BIEOL—F—[LCLIT AT — FEEETXET, avr K%
BT 5L, CLIFBIED (H1) SRT—REANTS LD 2—P—28ER L, ZO%TH
LWARAT— RZ2[AST 5 K5 ZRLET,

151
WOBTIE, BEDLZ—SF =T H T hONRAT—REEFELET,

> configure password

Enter current password: oldpassword
Enter new password: newpassword
Confirm new password: newpassword

BEav> KR

Command S AR

configure user add CLI7 7B AHDOa2—F =T Hh o FaBMmLE1,

clf - cz .



. configure policy rollback

cli-cz |

configure policy rollback

B xS 5 B OF%E last-deployed (2B L7 ElZ 7 —/L N 7 35 121%, configurepolicy
rollback =~ > R&EH L ET,

configure policy rollback

avy FERE

EREDAARZA

. clf-cz

Jjy—= EEHAR
6.7 Toavwy RREAINE L,
72 O—/Ly ZiAE AT T R — S TWET,

Management Center D& B IZ BB XT T 505 TF —% A v ¥ —7 = A A%fiH L (configure
network management-data-interface # 2) | x> b U — 7 #55EI1C % % Management Center
MO DFREEE 2 RBET 556, BRI 5B O GE % last-deployed i B2 72— /L3y 7
T o0, EEHERAE T CEET, 20%, *y MU — 7R S5 X 9 12 Management
Center CHERGEREZ T L, HRERATE X7, v—A Ny ZHEREIL, kb Ty
ATHLHERATE, 2O T TNy a—T 4 7ORBUSNTHHERATE £,

WRDOTA RTA BB LTLIEIN,

* BRI RO H BB D To—A A TE £4, EHICLIETORMIC T —
WXy 7§52 EIETEEE A,

« 2 —/L 7\ 7 | X Management Center 7.2 AREIEE FTHMECTHAR— h S TWET,

e — LNy J L, VTAZY TREBTIEIA— STV ER A,

e 21—/l 3y 7 (X, ManagementCenter CaXE C&E O EIWCDHEEL LT, L& L, v—
NNy 70, BB T 2B CLI COARE TE LHHEHA 4 —7 = A A ZBHT
B u— N NAERRIZITRZ L £ A, configurenetwork management-data-interface =< > K
Zffi H L 7= Fcf% D Management Center JBFARZICT — X A VX —T7 = f ARELEE L,

rollback 2~ FEEMATH L, TNOLORTEIIREFINLRNT LICEELTLIEIN,
% (2 BB & 4172 Management Center 3% EIZ 12— /L3y 7 SVE T,

« UCAPL/CC £— RlZu— Ny 7 T&EEH A,

« URITOEBPICEH SN T v AT /N RSCEPFEET — X iZr— Ny 7 TE £
Ao

e m— ANy ZHIZ, BUEDOREN Y V7 INbHTd, #n Fay 7InEd,
a— LNy J 1% BRI DRI e — Ny 7 NIEFIZ5E T L7z Z & % Management Center

[ZiHH1 L ¥ 9, Management Center Tl, REN T —/L Ny 7 SN2 2 & &R 3 —03 &R
BICHERSNET,

0= Ly 7 BRI LTZ5GE . — R BB O RIEIZ D\ Thttps:/www.cisco.com/c/en/us/support/
docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html % Z i L C


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html

| cli-cz
configure policy rollback .

&V, HBEIZ X - TiL, Management Center HELT 7 B ADETHZIZ 0 — /L3 7 BRI
TH5ZENHY ET, ZOHE. Management Center 5% & O [H % fi# 7 L T, Management Center
MOHEATE X7,

1
WIZ, BRI SR EEZ T — ANy 7T 562" LET,

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.
Policy rollback was successful on the FTD.

Configuration has been reverted back to transaction id:

Following is the rollback summary:

>

BEa<v >R Command AR
configure network Management Center EELHDOT —H 4 L X —T =24 ZAEFRELET,
managament-datarinterface

clf - cz
I | 3|
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. configure raid

configure raid
RAID NC SSD 24 #4 5 (21%, configureraid =~ R&EH L FJ,

N

GE) Z®=a< KiX, Cisco Secure Firewall 3100 TOH YR — k EHTWET,

configureraid {add | remove | removesecure} local-disk {1 | 2} [psid]

X DR add SSD % RAID (2B L £9, #H LUV SSD & RAID OFEMINGET T 5
TIZEEFRED D ZENH Y TN, O, 7747 7+ —iE
EACEMEL 9, HEEL &, BIREARICEBIIFITSNE
j—o

psid PIBNCHID Y 27 A TR ENTWT, £y 7 SR TWw% SSD
2T A5EF, pddE AT LET, pddiISSD O mHIZA STz
F L iﬂ)ﬁ'aﬂéhfwiﬂ‘o FoiE, VAT LAEFHREIL, SSD &
74—~ h LTRAID IZBINTE 9,

remove SSD # RAID BV AL, T—X2 2 ZDFEERFFLET,

remove-secure SSD % RAID > HEV AL, HERF 5{bT 4 A 7 HRE 2 Thiz LT
SSD Z# A2 ELF T,

local-disk {1 | 2}  SSD (diskl F7-1% disk2) ZHELET,

ATV RTFI4),  SSDAR2 0B 5YA. EEIRFIZ RAID BRI IVE T,

avy FERE yy—= TERE

7.1 Z M= K, Cisco Secure Firewall 3100 (23 A XvE L7z,

FERLEOHA KSqY 7747 VA= VOERB A TWDHIREE T Threat Defense CLI TIRD ¥ A7 2 FATTE £,

*SSDD1D%FKy hAT w7 T5 : SSDICEENDH DAL, R TEXFET, SSDA 1D
LORWGE . 77 AT U3 —VOERENA I fc,coﬂ\zoﬁa‘ﬂssmﬂw&*ﬁi@/w

*SSD D1 DEWNNT : SSDMN20HDLEIE. 1 >V T R TEET,

« 2 OH® SSD #BMT % : SSD A3 1 DAL, 2 2H D SSD %:E/)I L T RAID 2K T
%iﬁ‘o

. clf-cz
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configure raid .

A

IR ZOFIEAMHH LT, SSD & RAID M HHIBRT BRI SSD ZH 0 A4 & 20T 7Z& N, T —
ERRONAREEERH Y 97,

51
KIZ, RAID 7» 5 disk2 23HIBR S 4L, BRIZHESINDHEZ R L ET,

> configure raid remove-secure local-disk 2

BsEa<vw R Command 1)z
show raid RAID A7 —H A% R LET,
show ssd SSD A5 —Z A &HFRLET,

clf - cz
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. configure snort

configure snort
Snort AT > ¥V DO EREIEA R ET HITIE, configuresnort =~ > R&MHA L 9,

configuresnort preserve-connection {enable | disable}

BX DA preserve-connection  Snort 7L AN K 7L LA, A—T v KA v —T 2 A AL
tenable| disable} FT AT Ly koA 5 —7 = A ATEEAFO TCP/UDP #25 % #EFF

THMEINERELET, ZOF T a 37 740 b TIEEDIC
o TWETR, kTt Ed, a~r FE2ADLEEA, 7T
ZFF Al STV D BRI IS ST F £ T 0%, Snort 23 FF OME F AT
HEICZ2 D FETH LW A ML CE FH A, L L7254, Snort
MET T HE B ERITEFEOTRTORERN Fa v 7 EhvE
R

ICMP ping 72 & O3 TCP/UDP 8t 3R ShEH A,

BAEDRE 2 Frd 5121%. show running-config snort =< > K& {#
MLET, EfTar 74 Xal—ra 2R a2FRT 5584, sort
preserve-connection =~ > KD no FEX AT &, Z OMREN M
HTHDHZ ENTREINET,

avwy FERE Jy—2= ERERE

6.2.02, 623 ZoOavwr RPREAINE L, 7275 L, preserve-connection disable I
DeviceManager (2 — % /VEH) TIIYR— F SN T RWED, REXE
B % 7o NTHERE DHERF S E A N2 0 £77,

Zoawy Rk, BBICxrd 2868 % 721X Management Center T/3—3 5 >
6.2.1, 622, 622x, F7ZIT62.02LIFIDONN— g Y IREITSNTWDHEE
WIIERATEERA, ZOHA. a2 RBREDIZZ2->T0DEDLSICT
NA ZARENET D72, Snort B3F 7 T 5 LT RTOFHLI L OBEF OB
BN Ry 7TERET,

FEEEDHA KS4 > preserveconnection ZHMNZT 5 L, Snort 234 7 > LTh, BAFOHRIIMNL SN2 E FIZ
720 £9, Snort MEMFIREIZ /R D & ZH D OMESL S AU B5elE Snort B 2 /3 A 78X Lifge 1F
F9, Snort AN VLEZRHT LWESRX, Snort N OMEHATREICAR 2 E TRy FINET,

451
W OFITIL, preserve-connection % (L L £ 7,

> configure snort preserve-connection disable

. clf-cz



| cli-cz
configure snort .

BEEav R avw vk Bl
show conn e R LET,
show conn detail PRt DFEAIC Snort BRETF WA E D £,

show conn detail long | R \EADEEDOFEMIC Snort AT WA 50D £ T,

e
|



. configure ssh-access-list

cli-cz |

configure ssh-access-list

BELTZIP T RLAMNSLO SSH 25 T AIND LD IZT /A RA&EFET HITIL, configure
ssh-accesslist =~ F&2FEH L ET,

configure ssh-access-list address list

X DEREA address list ARANERITIRY NU—ZDIPT RLADH <X Y A~ (IPv4
Classless Inter-Domain Routing (CIDR) FELFE 721X IPv6 'L 7 4 v 7
AEFEH) . =& 21E. 10.100.10.0/24 £7-1% 2001:DB8::/96 D X 5 I
FLE T,
FTRTOIPvAF A F&FFET DI, 10.0.0.00] EASLET,
RTDIPv6 A A FEIFETDHITIE, (0] OLHITHEELET,
av Y FER Jiy—=x EERNA
6.1 Ioavwy RREAINE L,

BEEDHA RSAY FTE-RFENTVETRTORA MELIFRY NT—2 %1203~y NZEDHUENRD Y
¥4, ZOavw U RTHRELEZET RLAT, SSH7 7R Y 2 NOBREONEN FEXINE

‘j"o

SSHT 7 v A ZHATH2Tld, a—WY—lFn—bhl~v~x—Iyicul A0 TCxEHA, &
EY 7 MU =T ~DT 7R L, 2P —Z LR T—=RIZL->THIEESnET,

BWIECLIICu A LTCWAIPT FLAZERAT 2 &, #EmitilrshE 4, CLLICHET

7 AT HITIE,

IP7 RLRAZEHTTHLENRH Y £,

FRRA AP = VEBOE I V—TNO2=y N THIEE. 77T 47 2=y bR
WICREOFEFEZREHTH L XIEEN EEXINET, TR T 7T 47 2=y FOEFA.
ERTICEENE T I SN ET,

1

KOHFITIE, EZDOIPvA £7-13IPv6 7 L AN 5O SSH #5215 AND L HIcTF

S ABRE

> configure ssh-access-list 0.0.0.0/0,::/0
The ssh access list was changed successfully.

> show ssh-access-list
anywhere anywhere state NEW tcp dpt:ssh
anywhere anywhere state NEW tcp dpt:ssh

ACCEPT
ACCEPT

. clf-cz
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configure ssh-access-list .

EEav> R

Command

B

configure
disable-ssh-access

SSH7 7RV A2 VT LET,

show ssh-access-list

SSHT 72U 2 2FRLET,

clf - cz .



. configure ssl-protocol

cli-cz |

configure ssl-protocol

7 TA T 2 NIRT SA A~ HTTPS #ft T CT&E 2 SSL 7' b a vz ET HI2iE, v—
I~ 3= x T 5 & I configuresd-protocol =~ > R&EMH L £,

configure ssl-protocol {protocol_list | default}

BX DA

AR TFIAILE

default F74NRDOSSL 7u bl A b EAMICLET, TLSVLL,
TLSv1.2,
protocol _list WOWTINNAOTa haVERET 50 ~Xg)Y U A K, TLSvI,

TLSv11, TLSv1.2, SSLv3,

F7 4L FEREIFZTLVLL, TLSV12 T,

av Y RERE

FREDHA K514

J1y—=x EHEAR
6.1 ooy FREAINE LR,

TDa<wyRiE, 7T7AT 2 MRTF AL A~D HTTPS Web 7 7 BRI C& 57 1 b=
EHRELET, 2L, v—b <R —T % ThD Device Manager CHEAINET, UE—
r~x—V ¥ ClIEHTE EE A,

\}

() ZoavwrREHHLT, A ALO@BEICHEFH LTS 7 e ha Lz E\gicds L,

RO ET,

il

WOFITlE, HTTPS# DT R CHOSSL 7 e ha )Lzt AND LT A A %R
ELET,

> show ssl-protocol

The supported ssl protocols are TLSvl.l TLSv1l.2

> configure ssl-protocol TLSvl,TLSvl.1l,TLSvl.2,SSLv3

The following ssl protocols are now enabled: TLSvl TLSvl.1l TLSv1l.2 SSLv3
> show ssl-protocol

The supported ssl protocols are TLSvl TLSvl.l TLSv1.2 SSLv3

. clf-cz

Command £iHAA

show ssl-protocol BERE SN TS SSL 71 b abz KR LET,
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configure tcp-randomization .

configure tcp-randomization

TCP > — v A&5 D T & MbA BN T 5I21E, configuretep-randomization =~ > K%
AL ET,

configuretcp-randomization {enable | disable}

BX O enable HlE Sy FEFRIE Y RO TCP v — v AB Bk T2 K WK
HLTC, WBEEDRONRT Y DO — U AFEE TR TERVED

WZLET,
disable BRIy N ERIZEAT Y RO TCP o —4 v AF B2 IEE LARNT

<IN,

ATV R TFIFNE T UABGFOT X MMUE. T TN B THEDIR S TVET,

avy RER Jiy—=x EERNE
6.2 Zoawy RREAINE L,

FEREDHA KSq4 > HxOTCPERIZIZ2 SO —7r 2% 5 (ISN) BHV. TDIHLD1DE7 74T~
FCAERESN, b 1o —"—TAERSNET, BT D058 731 2%, HIE &%
{E W71 TimiE9d 25 TCP SYN @ ISN 27 v # MM L E£1,

PRERRDOBRAFDISNE T A 26T DHZ L8, BBEENRH LWEGICHER S A RD
ISNZTPHILTHF LWy a a2, Py v 7T 505 LET,

el ZIX, T—ENART FZ T NEINDLTD, MBS U TTCP Yl —r v 2K 5T o4
2MEET 4 2—TMIT D ENTEET, T2E2E, EEE T BT TCP N7 v MK
FTHY7 " =TT AN =, V7 =T8I E03N— R0 =TT, A FHL
TWHELET, TCPT7 U H MEREEZEETHE, TAA A LOTRTOS L F—T AR
ETRTOINT 74 v 7B LET, FEDA VX —T A RAEIEINT T4 v I VT A%
BELTEETDHZ LIETEERA,

TCP Y — 7  AEFDT X 2L, T v & 2 X D5 EDRIBEN A L2551 0 A8
T AVENRDHY 9,

\}

((¥)  Device Manager Zfif L CW A HAIL, TCP v —47 U AR ED T U X M Bz T EF
73, Device Manager 7> bk i & BT 2 72 TNT, 2 OBBRIZHEAIC2 Y £3, TCP—7
VAFEHEDT A MMEEEGHOEEIZ L TBLIGEIE, BEANETTCICa~vr FEHFA
T D0ERHY £,

clf - cz
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. configure tcp-randomization

. clf-cz

151
WOHFITIL, TCP v —7 U AF DT v F BMEDNEHZ /20 7,

> configure tcp-randomization disable

TCP ¥ —7 U AFEHD T X MEBBUEA NN E L& b BN A GRS 51213, set
connection random-sequence-number disable =~ > KDOE[Ta 7 4 Fa L — g %
FNEF, ZDa< Ridglobal policy N U v —=< v FIZEEND 72D, show
running-configpolicy-map =~ > K& L CREDFRREHIETE £, set connection
random-sequence-number = > R EIZER SR WEA X, TCP v —7 v AFKE
DT HDMEREDT 2> TOET,

72 z21E, ROBITIETCP > — 7V AFEZD T o F DMEBNEIZ 72> ThET (BFE
THavy RREFHFRSINTVET)

> show running-config policy-map
!
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error
class tcp

set connection random-sequence-number disable
|

K OF T, set connection random-sequence-number =< > K73 global policy 78 U 3/ —
2 v ANTEEN TN W=, TCP v —7 LV AEBD T o F MENFEDI /2> T D
ZEBbrY ET,

> show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512

cli-cz |
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no tcp-inspection
policy-map global policy
class inspection default

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

dns preset dns_map
ftp

h323 h225
h323 ras
rsh

rtsp
sglnet
skinny
sunrpc
xdmcp

sip
netbios
tftp
ip-options
icmp

icmp error

configure tcp-randomization .

clf - cz .



. configure unlock_time

cli-cz |

configure unlock_time

K LTov A v OR KRB EBZ 22Dl —F—T v vhn v 7 Shi-th. BEINIZ
0y 7 fiERS D TORRZF%ET 5121E, configureunlock_time =~ > K& L £,
ZPa<y RiE, CC/UCAPL 2> 7747V AE— ROALTEELET,

configure unlock_time number

BX DA

aAavv R TFI4ILk

number oy VR Ay AT TR E LE T, EOFIE 1 — 9999 T,

CC/UCAPL E— RTHEITLTWDLHA., T 74/ hor v 7 fEERERRENT 30 40 TT,

CC/UCAPL E— RTHEITLTCWeWGHA, = —%—7 7 MME, configureuser unlock =~
VREFEAL ey 7T A ETCr y Y SN E TRV ET, ABa v 7 REEREEE IR E
TEEHE A,

avy FERE

FEREDHA FS1 Y

Jjy—= EHEHAR
6.2.1 Ioavwy RREAINE L,

CC/UCAPLa > 7' TA TV AE—RTEITLTWDLEAIL, vy 27 v hShviza—H—D7
n— b ey R 2R E CE £, RESNKRARET L L, 2—F =TI v b
D Rkve 7 A VRITRBIS 2 B2 RED2——D 7 vy Mivo vy 7 fifRsh, o—
P THEITTEL LIV ET, vl A U BITORBMDFTFAI SN D RKREHARET DI
I%. configure user maxfailedlogins =~ > K& L £,

o 7 fREREEM 2 5% E L7254 T, configureuser unlock 2~ &AL C2—V—T%
U hEWOTHER Y JRTEET, 2=V —i%, vy ZiFRFMARET 2 F TRONE
TH 0 EHEA,

51
WOHEITIE, vy 7RI % 60 IR ELE T,

> configure unlock_time 60

. clf-cz

Command SRR

configure user add HLna—VF—%BMLET,

configure user a—HF—=Na S TRITEDRREBMERELET,
maxfailedlogins

configureuser unlock | #85¢ L7=—HF—D7 B 7 b1 v 7 2R LE T,
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configure unlock_time .

Command £iBA
show user A=Y —=T AV FeFRLET,
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. configure user access

configure user access

BfFa——D7 7 B AWFEL L E LT3 521X, configureuser access 2~ > K& L &
R

configureuser access ——#—4; (basic | config}

EX DA username BEFa—Y—04uiziEE L ET,

basic 2P AR T I AR LET, 22— X2 Ty
Fal—raryavwryReEANTAHIEITTEERA,

config a—H—jtar7 Xal—var T/ AEEAMNELET, T
TOa~y FOEHRFMHERP 22— -5 2 6N ET,

avy FRERE Jyy—= EHAR
6.1 Ioawy RPREAINE L,

FEHREDHA KSq4y 2=V =TIV FElT 5L &0, 2= —D7 7 B AMLZIEE L E7, configureuser
access2~ > RZMHHALT, L=V —DT /AL~ NVELEFLES, Z0av K
I, EYa— =D RIZe 7 A o THEXITAEMMID £,

15l
WORFITIL, =—H— jdoe DT 7 & A% Basic IZEHL L E T,

> configure user access jdoe basic

BEaTY K Command SiBA

configure user add FLna—F—2BNLET,

show user a—HPF—TH T N T I AMEETSLET,

. clf-cz
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configure user add .

configure user add

CLI7 72 ZAHOFH LW —F =T H 7 F&VERT 511X, configureuser add =~ > RZ&fff
ALET,

configureuser add = —#%—%; {basic | config}

EX DA username BEFa—Y—4uiziEE L ET,
basic DW= ZHEAR T VAR S LES, 22—V —iZar T o

Xalb—varyavry e AT LETEEEA,

config a—H—ijtar 7 Xal—ar T/ AEEAMNELET, T
TOavy ROBEBREHRN 2 —F -5 25N FET,

avy FRERE Jjy—= EHAR
6.1 Ioawy RREAINE L,

FEEHEDAA KS4> BELEARL, 7T7EAL~L BRORAT—=RFTH LW —F—2AElT 2121, ZD=
<~ REHEALEYS, Zoavr NiE, ARAU—F&2ERTLav RFo 7 h 2R LE
T, OFT_XTOT v b TaRT1id, T742V 0707 4 TREESNET,

1

WOBITIE, config 7 7 B AMEZEEMH LT, joecool & W\ HAFIOL—F THor M
BMLUET, NAU— RIADNRHIIEER R E 2D 7,

> configure user add joecool config

Enter new password for user joecool: newpassword
Confirm new password for user joecool: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max

admin 1000 Local Config Enabled No Never N/A Dis No N/A

joecool 1001 Local Config Enabled No Never N/A Dis No 5
BEavT R Command Hol:):

configureuser access | —H#—7 7 L A L~LEBRELET,

configureuser aging |2 —H¥—R2U—RKOZ—Y L 7V HEHELET,

configureuser delete | f55F L7- o —F— 2Bl L7,

configureuser disable |#5FE 7o —HF—%8hic LET,

clf - cz
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. configure user add

Command = BR

configureuser enable |#5E L7 —F—2FHLET,

configure user BELF2—F—D )RR — RZBEMcY sy N LET,

for cer eset

configure user BELIa—Y—ou /A ok REEEZHTELET,
maxfailedlogins

configure user BELEFZ—YF—0ORRATU— RNERELET,

password

configure user BELEZ2—Y—DRATU—~ROMEF = v 7 BHERELET,
strengthcheck

configureuser unlock |$5E L7 —HF—DT7h v oy 7 2fERLE T,

show user =P =T h T hEFRRLET,
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configure user aging

2—H—DRAT — KOG RhHIR % %
R

configure user aging username max_dayswarn_days

configure user aging .

%ET HI2IE. configureuser aging =~ > RZH L

[ grace period ]

X DA username 2—HF—DL4HIERELET, FHE—V DO —  VEETE
HTExFEHEA,
max_days NAT— RO KA BERRE LE, A&MHIZ1~9999 T4,
warn_days IRRAT — ROGHIARN N 2HIZ, 22— —IZ LB/ AT — REH
DT SND HEAEEE LET, AREIPEIZ 1 — 9999 TT 23, &K
HECRMIZTAMLENHY £,
grace _period TE. FXOS7' T v N7+ —2DF, ) AT — ROFHHRNY)
NrE#%, 2— P —RE|XHEEX AT — N2 L FETCXAAHEZEELE
9, FXOSLAD T T v b7 4 —ALTlE, T A—=FFZIFANLH
F925, showuser HNZIIM TN TH D Z EDRINET,
avy FER Jj1)y—= EERNE
6.1 Zoawy RREAINE L,
7.0 grace period /X7 A —X N BMEE LT,
151

&K\J%$~@Az7wP%1mE%’%@@h’&éiok&ﬁb

- iR A

\—EEI

DAZNHIRD 30 A R 2 —%—

INAT— R
% B9 B %~ L£9, showuser DH J1 T,

[Exp 171 & [Warn] ZI|O¥fif % fesd L E 97,

> configure user aging jdoe 100 30
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
jdoe 1001 Local Config Enabled No 100 30 Dis No 5

WIZ, /RAT— K% 180 BEZICHIBRYIILIZ /2D K o ZskE L. HIRUINIZZ25 7 BHE]

[z —HF—~D

Tz, T AOKTHHESD LH02RLET,

> configure user aging joeuser 180 7 7

> show user

Login UID Auth Access Enabled Reset Exp Warn Grace MinL Str Lock Max
admin 100 Local Config Enabled No 10000 7 Disabled 8 Ena No N/A
extuser 501 Remote Config Disabled N/A 99999 7 Disabled 1 Dis No N/A

clf - cz .
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. configure user aging

joeuser 1000 Local Config Enabled Yes 180 7 7 8 Dis No
5

BEa<T R Command ZBA

configure user add FH LW —F—Z2BEIMLET,

configure user BELE2—YP—DRRAU— &Mz vy vLET,
for cer eset

configure user BELE2—Y—D AT — REZELET,

password

show user a—HP—T7Hh v heERILET,

. clf-cz
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configure user delete .

configure user delete
a—HPF—T7Hh v hEHIBRT HICIE, configureuser delete =~ R&fH L £,

configureuser delete == —H#—4,

X DitHA username a2—HF—DL4FTEEELET, admin 21— —IIHIETEX A,
av Y RER Jy1)y—= EERNE

6.1 ooy RRNEAINE LS,

151

ROPITIZ, 22—V =TI FEHIEBRLET,

> configure user delete jdoe

BEa<w> KR Command SR

configure user add HLna—VF—%BMLET,

configureuser disable | = —%—7 #H w7 R &SRS TICESNC L ET,

show user a—YP—=Thr v EeRRFLET,

clf - cz
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. configure user disable

configure user disable

2—P =7 B0 N EHIRETICEICT 512X, configureuser disable =~ R&AfE ] L %
R

configureuser disable == —¥%"—%,

EX DA username a—HF—DL4FIEIEELET, admina—Y—Z2 BT HZ L 1ET
XFHA,
avy FRERE Jj1)y—= EERNE
6.1 Zoavwr RRNEAINE LS,

FEREDHA KSq4y =7 A0 FEHIBRETICEDNCTLICE. Zoavy REEHLES, Ehha—
P—lxr /A o TCExERHA, B —F—T Uy NEFEAHIZT ST, configureuser
enable =~ RZEH L ET,

1
ROFITIX, 2= =TIy MBI LET,

> configure user disable jdoe
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max

admin 1000 Local Config Enabled No Never N/A Dis No N/A

jdoe 1001 Local Config Disabled No 100 30 Dis No 5
BEav R Command Hol:):

configure user add FH LW —F—Z2BEIMLET,

configureuser delete  |#55F L-a—H— a2 B L £,

configureuser enable |#5E 7o —F—2HhcLET,

configureuser unlock |} EELF-o2—HF—DT7 v vow v 7 ZERLET,

show user a—YP—Th o " EERLET,

. clf-cz
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configure user enable .

configure user enable
PIRNZ B U Te 2 — P — 2 2023 5121, configureuser enable =~ FZEH L 77,

configure user enable =~ —#%—%,

X DitHA username =W —DAFIEREELET,
avy FERE J1)y—2 EEAR
6.1 Zoavwr RRNEAINE LS,

EELEOHA KSqy =AML Trr A U EFAT5I10F, Z0avy REERLET,

1

ROBITIE, Rz —F—T H 7 NEHMLET, showuser[Enabled] 51234
SNEZLITEELTIESN,

> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
jdoe 1001 Local Config Disabled No 100 30 Dis No 5

> configure user enable jdoe
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max

admin 1000 Local Config Enabled No Never N/A Dis No N/A

jdoe 1001 Local Config Enabled No 100 30 Dis No 5
EEa<T YR Command EinYi):]

configure user add FLna—HF—2BMLFET,

configure user disable | L 7= —#— % ME5h12 L &7,

configure user BELZa2—Y—0RRAU— RRE®HmMcY 'y SLET,
for cer eset

configureuser unlock | EL7F-o2—HF—DTFT I vov v 7 2fEERLET,

show user =P —THh T bEFERLET,
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. configure user forcereset
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configure user forcereset

a—PF=RRICa A T 5 L XA Y — ROERE 25|79 5121, configureuser forcereset
a~vy REHLET,

configure user forcereset =~ —+—%

EX DA username =W —DZFIEREELET,
avy FERE J1)—2 EEAR
6.1 Zoavwr RRNEAINE LT,

FEREDAA RZM4 Y

a—P—=NRICO T A T D E XN AT— FOLEFEZEHITHI1E,. Zoa~<r REfHAL
9, 2=V =Rl A LTRRT—RNEEET L L, BEOTF = v 7 NHEBIBNIZHE N2
nET,

1
ROBITIE, 2= —=PRIZu A o THLXNINAT—=FDY vy hamfil LET,

> configure user forcereset jdoe

BEa<w> R

. clf-cz

Command =3 BR

configure user BELEZ—F—O AT — REZELET,

password

configure user BELEa—Y =AY — ROBEF =~ v 7 B2 ELET,
strengthcheck

show user 2—P—=T BT NERRLET,




| cli-cz

configure user maxfailedlogins .

configure user maxfailedlogins

a—YP—DEfE w7 A IR D e K& R ET %1213, configure user maxfailedlogins =
v REERLES,

configure user maxfailedlogins username number

BX DA

AR TIHIE

username a—Y—DAFIEEE LET,

number Hgia 7 A RIIEE DR RE AR 1 — 9999 DEIFHTHE L £7,

==

T 7 AV FOBWERMEILH Y FHA, 2720, BILWT o FOERENT, #Egn 71 5k
B DT 7 v b DI KRENL 5 T,

av Y RERE

FEREDHA KS4 Y

Jiy—=x EERNE
6.1 Zoawy RREAINE Lz,
6.2.2 CC/UCAPL =2 A T AE— RTETLTWAEAIL. admin

A—F—Dn 7 A CRITRIEEE O R KRR RETE £7,

Zoavwry REFALC, HELEZZ—V—DT T bin vy 7 Shb £ Toliia /A v
KO R B ERELE T, 22—V —Thvr bhina vz ShizA1E, configureuser
unlock 2~ REFEHALTr v 7 2R L ET,

1
ROBITIE, Higgr 7 A KRB O R KR Z 3 ICRELET,

> configure user maxfailedlogins jdoe 3

Command S AR

configure user add HLna—VF—%BMLET,

configure user BELIE2—F =D R T —RERELET,
password

configureuser unlock | ELF-a2—HF—DT I voua v 7 2ERLET,

show user a—YP—=Thor v R RLET,

clf - cz .



. configure user minpasswdlen

configure user minpasswdlen

cli-cz |

2= =AU — ROR/NEEFRET 5121, configureuser minpasswdlen =~ > K24/ L

32’9‘«0

configure user minpasswdlen username number

EX DA username =W —DAFIEREELET,

number NRAT— ROF/NEEZ 1~ 127 OB THRELEI,

AT R FI4ILR /{’217‘_‘]\0)%4‘%5&3@@1‘@?/1/0

avy FERE Jy—=x EERNE
6.1 Zoa<wy RPREAINE L,
6.2.2 admin +——D/RAV— FOR/NEEZRE TS L0 FEL
Yl

FEREDHA KSq4y HBELELA——DNRY— FOR/NRERET HI2T, Zoa~v s FeifiLETS, 22—
P=T AU FOBAEDNAT = ROANDPRODONET, BNENBIED AT — RORS

LIV BRWEEIE, LSRR —=FREZRET DL LI ITKRDENET,

1

OB TIE, RAV— ROR/NEEZSTLFEICRELET, ZOMTIE, BAED/ AT —
FRH LWER/DELID BEWZD, :iLWRAT— RERETHILERH Y 9,

> configure user minpasswdlen jdoe 8

Setting minimum password length to 8

Enter current password: <enter old password>

Enter new password for user jdoe: <enter new password>
Confirm new password for user jdoe: <enter new password>

Setting Minimum password length succeeded

BEEavT R Command S BA

configure user add F LW —F—Z2BEMLET,

show user a—YP—=Thr v ERRFLET,

. clf-cz
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configure user password .

configure user password

MOa—PF—T BT hO/RAT— REHET 5I21E, configureuser password =~ > R4 fifi
MALET,

configure user password = —% —%

EX DA username = —DAFIEREELET,
avy FERE J1)—2 EEAR
6.1 Toavwr RRNEAINE L,

BRALOHA RSy HELEL—VF—0RRT— RERETHIE, Z0avr REHEHLET, Zoa~vr RT
E, 2=V —DRRT = RFEANTDLEIERENET, BHONRAT— FEETET DI,
Zoawry ROV IZ configurepassword =~ > K& L,

1

WOFITIE, BOZ—F—DT Iy NIRRT — REZELET, AT — RiZA
NRHZIERRE IR £7,

> configure user password jdoe
Enter new password for user jdoe: newpassword
Confirm new password for user jdoe: newpassword

BEa<v K Command SH AR

configure password B A L TnWAa—F—D AT — REEHLFET,

configure user add HLna—V—%BMLET,

configureuser aging |2 —#— 2TV — KO- —J L a2 ELET,

configure user BELE2—YP—DRRAU— &Mz vy vLET,

for cer eset

configure user BELlca—Y—Dnr 74 VRIROEREEAZRE L ET,
maxfailedlogins

configure user EELT2—YP—DRATY— RFOREF = v 7 BHERELET,
strengthcheck

show user a—YP—=THhor heFRLET,

clf - cz
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. configure user strengthcheck

configure user strengthcheck

=P —D/RRAT — Rt 55 OB 2 A2 F 721322 H1iX, configure user
strengthcheck =~ > R&HA L £,

configureuser strengthcheck ———+"—%; {enable | disable}

X DERA user name 22— —DL4RTERELET,
enable BELEZa—Y =D/ 27— ROBEAEZRELET,
disable BELa——D 2T — ROBESALZHIRLET,
avy FER J1)y—2 EERNE
6.1 ooy FREAINE LR,

FEREDHA KSq4y Oy REMEHLT, NAT— ROEERFIC—PF—T8 U THRED /N AT — FEEE R
T EHICERT D, METF -y 7 EANELIIEHCLET, 2= SR T— ROFH
IR =854, £ 721 configureuser forcereset =~ > K& L728a 0%, =—F—»KkiC
n7A LI ST OEMEDBEBRNICANICRY £,

151
WO TIL, 2—PF—=TH 7 NOREF = 7 2HMLET,

> configure user strengthcheck jdoe enable

BEavUR Command SR

configure user add FlLna—F—zBNLET,

configure user BE L= =02 T — &z vy b LET,
for cer eset

configure user BELEa—F—oa /A o RRORRKEREHRELET,
maxfailedlogins

configure user BELEZ—F—D AT — REBRELET,

password

configureuser unlock | E L2 —HF—DTFT I voua v 7 2EERLET,

show user a—W—Thr " ERRLUET,
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configure user unlock .

configure user unlock

07 A VRO KRB AR L lca—F—7T v how v 7 ZfEERT 5 121%, configureuser
unlock 2~ > RZEEHALET,

configureuser unlock = —#%—%;

X DERA username a—V—DL4HIERELET,
avy FEE )1)—2 EEAR
6.1 Toavwr RREAINE LS,
151

WOFITIE, 2—HF—=Thovr bhon v 7 2fERLET,

> configure user unlock jdoe

fEav> R Command HoL3)E

configure user add FLnwa—F—2BMmL £,

configure user RELlca—Y—onr 74 VRO KREEEZRE L ET,
maxfailedlogins

show user a—YP—THhU L " EERRLET,

clf - cz
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. conn data-rate

cli-cz |

conn data-rate

AR ORENT =X &P T A A LOBi & Fond £121%, conn data-rate =~ & R &
LET, Zoa<wrRIx, 7a—Tt0OF—% L — FDOEEFEOEGERE EHICERINE
7fo §§b<§7L/hA F%U _fﬁ%i0)$1ﬁ2%5§§%ﬁ~—jﬁg>L— R ::0):1<7¢/}‘0)IWO}bAE%Eﬁgﬁﬁl/jijﬁo

conn data-rate

no conn data-rate

avy FERE

FEREDHA K4V

Jyy—= EHAR
6.6 Ioawry RREAINE L,

conn data-rate =~ > RiX, 7 /31 ADOKRW R AN O KE 25052 5D T D Algetto
b LR — Y — 2 /ET DRI D F T,

BN+ 5 &, conndatarate fEHEIC K- T, T _XTOFERITET KD 2 DOHEEHEHINE
BREnE T,

c B ONEF B LW OBED 1) F—2 L — |k,
cBERONET B LOW HHORRK AF) T—Z1L—h,

I

1

ROFITIE, BERET —# b— MUEZ AT 2 T716, ZORREPAENIT/R>TND
ZLERERT DAL, BROT =2 L — M aeRRTDHHELZRLET,

> conn data-rate

> show conn data-rate

Connection data rate tracking is currently enabled.

Use 'show conn detail' to see the data rates of active connections.

> show conn detail

TCP outside: 198.51.100.1/46994 NP Identity Ifc: 203.0.113.1/22,
flags UOB , idle 0Os, uptime 9m24s, timeout 1hOm, bytes 68627
Initiator: 198.51.100.1, Responder: 203.0.113.1

data-rate forward/reverse

current rate: 1194/0 bytes/sec <-—=—————————————- current data rate for forward/reverse
flows

max rate: 2520/0 bytes/sec <-—=——=—=———-—————- max data rate for forward/reverse flows
time since last max 0:08:54/NA <----—-—————————- time since last max data rate for

forward/reverse flows

. clf-cz

Command £iAA

show conn data-rate | ffc7 — % L— b b7 v F S OBEDIREEEZ TR LT,
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conn data-rate .

Command S BA

show conn detail F—R L — MEIZL T T4 NV FARINT-EirFz R LET,

clear conndata-rate |BEDOHKKT —F L— MlEZ 27 VT LET,

e
|



. connect fxos
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connect fxos

FXOS Service Manager CLI & — R % BAtA3 5 121%, connect fxos 2~ > RZHEH L £7,

connect fxos
avy FERE Jiy—=x EERNE
6.2.1 Zoavwy RREAINE L,

FEREDAHA RS2

. clf-cz

FXOS i%. Firepower2100, 4100, 351189300 2V —X FNA ADHEML AR DY T h I =TT
7

1

WA, BB DB CLI CTEEEh L 72 & & IC FXOS CLI ZBia+ 5l A2 R LE9, ?
AN L., FXOS T rfgE/r o~y REMER L £,

> connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2015, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

(...remaining copyrights omitted...)

kp-fpr2100-2#

&Iz, (connect ftd FXOS ==~ R&MH L) AT FXOS CLI 725 B4 5
B4 CLI % Bith L 72358 O@EOH 2~ L £ 9,

> connect fxos
You came from FXOS Service Manager. Please enter 'exit' to go back.
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copy

copy [l

T aAEVIL, EREFT IV aAEINL T AN EAE—FTHITIE, copya~v R
AL ET,

copy [ /noconfirm | /noverify ] [ interface name]  { /pcap capture:/ [ buffer name] | src_url
| running-config | startup-config} dest url
EX D& Inoverify (AT vav) ARXF—BLHEHAA—VEaA—FTDHLEIC
BAMGEE A X v 7 LET,
/noconfirm (F7vay) ROTa S REFRRLRNTTZ 74V E 2
[:O_ L/jzjﬂo
interface_name L) 77 ANVEa =308 —T oA AL ERELE

T AV H—T A AERE LRWEA, BRI DB 1%
T—EN—T AT T—TNEHR LET, T—FN—T
TT—=TNO—HTIIRNEEBA X —T oA AETIXZ O
DEBEHAA =T oA AZEHT DI, ZoF S a s
AL THEET 2LERHY £,

Ipcap capture:/ [ buffer_name] f5iE L7= Ny 7 7 275 capture 2~ KD raw /37 v b F ¥ 7
Fy X ThRat—LET,

running-config VAT A AEVIEHESN TVWDEIEITa 7 4 Fal—a
ZHRELET,
startup-config 7Ty va AEVIEMINTNDIAZ— Ty T ar7y

Fal—varycRELET, AF— Ty ar7s¥al—
valit, 799 a AR VNORB LT 7 A NS TWET,

clf - cz .
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. copy

sre-url =D T AN (AE—FTHT7AN) Lat—knTy

dest-url AN (AE—TERT D277 A4V) ZEELET, 220U E—
ral—ra flTab—793Z LiIETE V=Y, at—i
D77 ANDa—TIVDEEIZ, a—%DT7 7 A4 /ViTu—rh
NEFIFTVE— NIV EST, ab—tD 7 7 A AR Y E— |
DOFh, aA—HDT 7 A MIa =BV THIVENDH Y £,
77 A NVDBFTIIIRDO URL > % v 7 AR L ET,

« diskO:/[[path/]filename] F 7= 13 flash:/[[path/]filename] : flash
LdikOIXELL BN T T v o AEVZRLET, &
LoDA T a rEFERMLTENENEEA,

« diskn:/[[path/Ifilename] : 7> a L DAERT T v 2 KT A
THERLET, NnTRIATESEZHBELET,

« smb:/[[path/Ifilename] : H—/N— X vE—T 7 v/ UNIX
== =N T 7 AN VAT LR LET,

o ftp://[[user[: password]@] server[:port]/[path/]
filename[;type=xx]] : type [ZIRDWT IO F— T — RIT72
V%9, ap (ASCII Sy 7E—FK) | an (ASCIL#H &—
K) .ip G740k XA F YRy TE—R) | in (N
AT VEFEE—R) ,

* http[s]://[[user[: password] @]server[:port]/[path/]filename]

* scp://[[user[:password]@]
server[/path]/filenamel;int=interface_name]] : SCP H— \—%
ALET, int=interface 47> a v ERETL L, L— b
N IT TP ARAEIN, WIHRELLA v Z—T =
A AEFERLTEF 2T a— (SCP) H— —ZHkid D
Ao N tab /= N

« system:/[[path/]filename] : > AT LA EY ZELET,

o tftp://[[user[: password]@] server[:port]
[[path/]filename[;int=interface_name]] : TFTP #—/X—%/~x L
F79, NAALAR—RZEZDL LT TEEYE
Ao, sint=interface 47" a VEIRETH EL A—F w7
T TENANRAL, WIHBELIA v F—T = A R %Af
MUTTFTP Y — =28 5 L 012720 £97

« cluster_trace: : cluster trace 7 7 A /LT AT L&A LET,

. clf-cz
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copy [l
avy FERE 1)1)—X TERARAR
7.1 AVHE—T 2 A AERE L2WGE, BT 50T — % —

TAVITT =T NEMR LET, BEHNL—T 4 T T =T N~DT +—
WXy 7 1E3H0 FA, UENE, T74NV Oy 7T v L, T—
BN—TF f T —=TNA~DT =Ny 7 iz e —T
TF—TN T LT, BEHA L E—T oA REBMIA L HZ—T A AD
Mk, BEHAL—T 4 T =T VT HBIMICHER SN2 Y
F L7, HHTIEAT, BEHA LV E—T =2 A AEHEET HLERD
nE1,

6.1 Zoawy RREAINE L,

FEREDHA KSq4y 7 7ABEROITY T F v 2 ETH, ~AF—a2=y P TROa~ FEAHLT, 7724
NOTRTO2=y MBELFY 7T ¥ 77 A /L% TFTP — " —(C[ARFC 2 B —T& &
j‘o

cluster exec copy /noconfirm /pcap capture:cap_name tftp://location/path/filename.pcap

BEDPCAP 7 7 A )V (Fa=vy b 129 D) NTFTP h—"—Za—ShET, 585k
DX X 7TFx 77 ANAIITHBIC2 =y MADMHIIZ 4, filename A.pcap, filename B.pcap
RmELRVES, TIT ABLIUBIRIZ TAS 2=y FATT,

)

GE)  Tr7ANAOKRRIZE=y MEZBINT S L, BIOFEEA P ERSNET,

1
WIZ, £ VA= rDabt —&2ERT 0%~ LET,

> copy /noconfirm flash:/install.log flash:/install.save.log
Copy in progress...CC

INFO: No digital signature found

150498 bytes copied in 0.20 secs

WIZ, VAT LEITAR—ATT 7 A NVET 4 AT S TFTP r—_—|Za bt —F 3
FlZRL £,

> copy /noconfirm diskO:/install.log
tftp://10.7.0.80/install.log

W2, FEfT7ar7 4 F¥ 21— g % TETP —R—l2a bt —4 5462 R LE T,

> copy /noconfirm running-config tftp://10.7.0.80/firepower/devicel.cfg

WIZ, BT —BALAHEHA A=V e REEETICa =3 562" LET,

clf - cz .
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. copy

> copy /noverify /noconfirm 1fbff.SSA exa 1fbff.SSA

Source filename [l1fbff.SSA]?

Destination filename [exa 1fbff.SSA]?

Copy in progress...CCCCCCCCCCCCCCCCCCCCCCCCCCCeeeeeeeeeeceecececececececece
CCCCCCCCCCCCCceeeeCeeeeeeececececeeeceececeececececececececececececececececececececececececececececec
CCCCCCCCCcCeeeecececeecececeececececececececececececececece

Writing file diskO:/exa 1fbff.SSA...
NN NN NN

Digital Signature was not verified
124125968 bytes copied in 61.740 secs (2034851 bytes/sec)

BEavYUR Command

oul
]

write net FiTar 74 X2 — 3% TFTP —_—Zat’—L £,

. clf-cz
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cpu hog granular-detection .

cpu hog granular-detection

UTNEALOEABREZITV, BRI TO CPU 5A LEWEZZHET S, cpu hog
granular-detection =~ > RZ#f L £,

cpu hog granular-detection [count number] [threshold value]

RBX DA count number FEITEND a— RETEI VAL O AIEE LET, fEIE 1~ 10000000
TY, T 74/ MEB X OHELEIX 1000 T,

threshold value FEPHIZ 1 ~ 100 TF, RESNTOAVEAITT 7 4L h i Sh
F9, 774NV NMIT Ty b7 A —LIZE o TERY T,

AT R FI4IAL T 7RO count (31000 T, 7740 D threshold 1%, 7T v b 74— LI Ko TRR

Di‘j—o
avy FERE J1y—= EHEAR
6.1 Zoawy RNEAINE LT,

FERLEDHA K54 > cpuhoggranular-detection =~ > R T, BIED 27— REFIC10 I VBT LIZHIV AL,
VIAD-DMBIR AT P ENET, FIVIARIZL>TCPU HAENRTF = v 7 SNNET, FET
LHEE. mZICRESNE T, TOavr RIZ& T, 7—# /RATO CPU HHEMI DK
EBMETLET,

BEAT Y a—T XR=Z2DOEFIE, HKRSOOFNVABL—2D EF > N VIZEEMT 5 E
To BT MVITIEHEKRIDOD NL—ANRNy I REENDGENH Y 7, FIVIABLAN—ZD
AL EFEE TEERA, EEEERRVEEIE, FILWEAREEINET, AT Va—7
N—=2DHEFIEL, LRU R Y & —IZfE-> Tol & & HAH S 4L, BEfHT 5 TWh5E1D AL
NR—=2Z2DEFITZEOL T VT ENET,

1
K, CPU SRR A M) T —F 262" LET,

> cpu hog granular-detection count 1000 threshold 10

Average time spent on 1000 detections is 10 seconds, and it may take longer
under heavy traffic.

Please leave time for it to finish and use show process cpu-hog to check results.

BsEa<vw R Command )|

show processes cpu-hog CPULZHAL TWL T ERAZRRLET,

clear process cpu-hog CPUZEBELTWATatvA%2 27 U7 LET,




. cpu profile activate

cli-cz |

cpu profile activate

CPU a7 7 AV 7 %B4tT 5121%, cpuprofileactivate 2~ > R&fH L £,

cpu profileactivate [n_samples [sample-process process name] [trigger cpu-usage cpu%
[process_name] ] ]

BX DA

AU R TIAIE

n_samples BTN AT DD AT Y ZE Y TET, AOMEIT 1
~ 100,000 T,

sample-process BEODTavADHREY T T LET,
process_name

trigger cpu-usagecpu% s o — L7 CPUEFIR CH L SHEBZHETTR 7 7 A 7 &M
[process_name] L2 E 912 L. CPUMEHRN - D% FE->7-5BAi7 a7 7
£ T a2k UET,

Tav AL EEETLHE. Tt A0SO CPUMHZRMN R
H—E L THERENET,

n_samples ™7 7 /L M 1000 T,
cpu% D7 7 4L ML 0TI,

avy FERE

FEREDHA RS54V

. clf-cz

Jyy—= EEHAR
6.1 Ioawy RPREAINE L,

CPU a7 74 %, CPUMHRNEN T ZDEEICESLIHET, CPUDT e 77 A1
YITIE, A A~—FDIABNRE LT EEIZCPUTEEL TW27 v 2ADT RL A& F v
TF¥ LET, 2OFuT 7 A Y71, CPUDARICEGERLS, 103 VBT LI AELE
T, T& ZUE, 5000 DY TN ERGT 550, TR T s A IR T 5 E TIEMIZ 50
W0 9, CPUT BT 74 F0MEAT 2 CPU KN IV 72 W&, 7 DI
HFITHE-I 0 £, CPUT 277 A4/L La— R, BloRy 77> TCH o7 o r7EnE
7

show cpu profile =~ > K% cpu profileactivate 2~ > K& L HICEA LT, 22—V —2RNET
Z5HEH, BLXOTAC 28 CPU DRIBED h T TNy a—F 4 U VIR TE AIEME IR LE
9, show cpu profiledump =~ > ROH L, 16 BB TERENET,

CPU 7’0 7 7 A 7 BRSO A Z % L TV 5554, show cpu profile =~ > RIZk O H
NEFoRLET,

CPU profiling started: 12:45:57.209 UTC Wed Nov 14 2012
CPU Profiling waiting on starting condition.

Core 0: 0 out of 10 samples collected.

Core 1: 0 out of 10 samples collected.

Core 2: 0 out of 10 samples collected.
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cpu profile activate .

Core 3: 0 out of 10 samples collected.
CPp
0 out of 10 samples collected.

il

ROFITIE, 707574 7%7 77 47{L LT, T 74/ ETodH5H1000HDOY 7L
AT 5 Lo R LET, RIZ, showcpuprofilea~> Kix, “ma 774U
DETHTHLZ 2R LET, WL HORFHEZRE L Tb, RO showcpuprofile
a<v RN, a7 74V IRET LEZ &R LET, &K%ZIZ, show cpu profile
dump 2~ REFH L CHEEZRIGLET, Hhzavr—L, v RAaF77=h1¥%

— MIEHLET, 2R NEHELITIE, SSHE Y v a i ZICiiekT 0%
NI ET,

> cpu profile activate
Activated CPU profiling for 1000 samples.
Use "show cpu profile" to display the progress or "show cpu profile dump" to interrupt
profiling and display the incomplete results.
> show cpu profile
CPU profiling started: 16:13:48.279 UTC Thu Oct 20 2016
CPU profiling currently in progress:
Core 0: 501 out of 1000 samples collected.
CP: 586 out of 1000 samples collected.
Use "show cpu profile dump" to see the results after it is complete or to interrupt
profiling and display the incomplete results.
> show cpu profile
CPU profiling started: 16:13:48.279 UTC Thu Oct 20 2016
CPU Profiling has stopped.
Core 0 done with 1000 samples
CP done with 1000 samples
Use "show cpu profile dump" to see the results.
> show cpu profile dump
(...output omitted...)

BEa~Y

AN

Command SRR

show cpu profile CPU 777 A4V v 7 ORI EZFRLET,

show cpu profiledump | 77 > ) U ZIZBIL T, 58T L CWARWEER 721358 T L7z fE R
ZFRRLET,

clf - cz .
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. cpu profile dump

cpu profile dump

CPU TR 774U TORRETHANT 7 A4 VITRAFET HITIE. cpuprofiledump =~ R
EHEALET,

cpu profiledump dest_url

X DA dest_url « disk0:/[[path/]filename] = 7= (X flash:/[[path/]filename] : flash & disk0
EELLLNET7 7 v va AV ERLET, WTho4+7 v 3
YHERTEET,

« diskn:/[[path/]filename] : =7 a L DHNERT T v 2 RTA T %
RLET, NTRIATEFERELET,

- smb:/[[path/Ifilename] : UNIX Hh—X—Da—H V7 7 A )L AT
LERLET, =R —=R o= Tayr 77 )V AT A
7a hat, T—HENNyr—Ub L, MOV AT AEEHRE
T DD, LAN R =Yy BLIOEBOR Y hT—27 &
AT LATHERENET,

« ftp://[[user[: password]@] server[:port]/[path/] filename[;type=xx]] :
typelZIRDOWNWTNDOF—TU — N2 £7, ap (ASCII Ny
7EF—FR) . an (ASCIL@HE—R) . ip (F741 b "AF
YRy 7E—FR) [ in (A FVEFE-NF)

* http[s]://[[user[: password] @]server[:port]/[path/]filename]

* scp://[[user[:password]@]
server[/path]/filenamel;int=interface name]] : ;int=interface 47" =
VERETDLE, =Ny I T TR RNREI N, I
ELTA LV E—T oA AEFEHLTEFXF=27 a’™— (SCP) H—
NIRRT D X D12 £,

o tftp://[[user[: password]@] server|[:port]
[[path/]filenamel;int=interface_name]] : /SAZIZAR—ZA & EH 5
ZlIFETEE R A, intsinterfacet 7V a v EIEET A L, L—

NV I T T aNANRAL, WITHRE LA v I —T = A R
ZAE L C TFTP ¥ — "—Z#fe 4 2 K 512720 £,

scluster: : 7 I AKX T ANV AT AERLET,

avy FERE J1y—=x EHEAR
6.1 ooy RREAIRE LR,

. clf-cz
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cpu profile dump .

FEREEDHA K54 > CPUprdfiledump =2~ > Ri&, CPUT R T 7 A TOMHN %, FEESNIETFA N7 74T
16 A TEZ AL ET,

il

WIZ, BT D CPU 7' 7 7 A )L 27 % cpudump.txt &2 ZRITD 7 7 A JMALRAFT
LHERLUET,

> cpu profile dump diskO:/cpudump.txt

fEav> kR Command Ho3)E

show cpu profiledump | 727 7 1 U > ZIZBIL T, 58T LTV WRER £ 721358 T Lo RER
ZFRRLET,

clf - cz
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. crashinfo force

crashinfo force
FRA R Z BN 7 T v 2 &8 5121, crashinfoforce 2~ RF&EFHA L £9,

crashinfo force/noconfirm {page-fault | watchdog | process process ID}

EX DA page-fault RT3 =V EFAHALT, T3 ZRZHEHINCT T v SEF
‘é—o
watchdog U vF Ry ZEFIFALT, T, A&7 T v 2 SEET,

processprocess ID  process ID CHRE SN2 7 0 A ZHMICy 7 vy a2 &88FEd, 7n
2 ID #FRT 5I2i%. show kernel process ==~ > K&l L £9,

ATV RFI4FINE TIANITE TAAMRAET Ty a AERVICT Ty v alfl® T 7 A NVERGFELET,

avy RER Jiy—=x EERNE
6.1 Zoawy RREAINE L,

FEREDHA KS4> crashinfoforce=z~> FEMMHLT, 77 v yaliIOERET A RTEET, 77 viail
HTix. Ao r Z v =%, crashinfoforcepage-fault =~ > K % 7= 1% crashinfoforcewatchdog
Av Y RIZEoTHAELL Ty va b XKBITEERA, UL, ZhbDavr RZko-T
EBZ T T v anEELTWDETEDTT, T AL, 7T aDF U TRETTHEY
n—RNLET,
HE . EBEERE ClI crashinfoforce =~ > K& H L2 T< 72X, crashinfoforce ==~
VRIET AL R Ty v a ST, RWHIICY m— REFATLET,

1
WIZ, R=V T F—/)V M V@AY 7 v v 2 2FTT 502 RLE T,

> crashinfo force /noconfirm page-fault

BEaT KR Command L)z
clear crashinfo IS5 alER T A NDONEE 7 VT LET,
crashinfo test FNRAATT T2 AEINDT 7 A MY T v 2 ERERIET

EHMEIDET AN LET,

show crashinfo 77y a7 s ANVONEEFRLET,

. clf-cz
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crashinfo test .

crashinfo test

TT9VaRrAEYVDT 7 ANMIT T vV alERERGTT DT 3 AOMREE T A M T 5121,
crashinfotest =~ > RZfEH L £,

crashinfo test
av v RERE Jy—Xx EHEAR
6.1 Zoa<wy RRNEAINE LT,

FRLEDHA KSA Y

crashinfotest =~ FEZ AL THET A AT Ty alEzERHA, 7T7vva AN
PHIDZ 7 vy a7 7 A VBT TIFET D56, TO7 7 A VT EEESNET,

1
WIZ, 7Ty a7 7 AN T A NOHNBIZRLET,

> crashinfo test

BEa<w> R

Command = BR

clear crashinfo 7Ty valf® 7y ANVONEE7 VT LET,
crashinfo force FORA ZAZBENC 7 T v o ST,

show crashinfo 7T vy a7 s ANVORNEEERRLET,

clf - cz .
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. crypto ca trustpool export

crypto ca trustpool export

PKI trustpool Z#k% 4 HaEH A = 7 AR — F9 %1213, cryptocatrustpool export =~ > K%
BRALET,

crypto catrustpool export filename

XX DA filename T 7 AR— bk EFLT trustpool FEAEEZRIET D7 7 A /L,
av Y FERE J1)y—2 EEAR
6.1 Zoawry RREASHELL,

FERLEDHA KSqy ZOa~r & 7277 4772 trustpool DNERLZ | F5ESNIZT 7 A /LS AT pem =1 —
Mg cav—LET,

1

> crypto ca trustpool export disk0:/exportfile.pem
Trustpool certificates exported to diskO:/exportfile.pem
>

> more exportfile.pem

MIIEMjCCAxqgAwIBAGIBATANBgkqhkiGIw0OBAQUFADBTMQswCQYDVQQGEWIHQIED
MBkGA1UECAWSR3J1YXR1ciBNYW59aGVzdGVyMRAWDGYDVQOHDAAT YWxmb 3 JkMRow
GAYDVQQKDBFDb21vZG8gQOEGTG1ltaXR1ZDEhMBSGALUEAWWYQUFBIENLcnRpZml j
YXR1IFNlcnZpY2VzMB4XDTAOMDEWMTAWMDAWMFOXDTI4MTIZMTIZzNTk10VowezEL
MAkGA1UEBhMCROIxGzAZBgNVBAGMEKdyZWF0ZXIgTWFuY2hlc3R1cjEQMA4GALUE

<More>
BsEa<vw >R Command S AR
crypto ca trustpool PKI trustpool Z k7 HAEHELY A AR— M LET,
import
crypto ca trustpool 1 DOFEH]E % PKI trustpool 7> HHIER L £ 57,
remove
show crypto ca PKI trustpool # %/~ L £7,
trustpool

. clf-cz
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crypto ca trustpool import .

crypto ca trustpool import

PKI trustpool Z#k% 3 HAEHEA A > AR — M9 5IZi%, cryptocatrustpool import =~ R%
BRALET,

crypto catrustpool import [clean] url url noconfirm [signature-required]
crypto catrustpool import [clean] default noconfirm

B DA clean A VIR— FENCH 7 v — R &7 3T O trustpool AIFHA £ & HilFR L
£,
default TNAADT 7+ FDOEEHTEDL CA VA MIRLET,
noconfirm TRTCDA BT 7T 47 FTar7F MWl LET,

signature-required BRHINT T 7ANDHEZTAND Z EEZBELET,
signaturerequired ¥ —7 — RBREENTWDHIHEIZ, V732 F ¥ n
FIELRWDETIIHRETE Ve AR — BRI LET,

clf - cz
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. crypto ca trustpool import

url url A VIR — T 5 trustpool 7 7 A NDYFTatEE LT,
- diskO:/[[path/]filename] : NER 7 7 v > 2 AE U 2R LET,

« diskn:/[[path/]filename] : =7 a v DHNERT T v 2 RTA T %
RLET, nTRIATELSEZRELET,

- smb:/[[path/Ifilename] : UNIX —_X—Da—0 V7 7 A )L AT
LERLET, == R o= 70wl 77 ()L AT A
Za hamx, T—FEN Ny r—IfbL, o AT AL EREY
T 572012, LANY 32—V Y BLXOHEEOFR Y hT—2 &
AT LATHERENET,

o ftp://[[user[: password]@] server[:port]/[path/] filename[;type=xx]] :
typelZTROWTNNAOF—T — K2/ £3, ap (ASCI/{v v
7E—FK) . an (ASCH@EFHE—FR) | ip (T 74/ bk _AF
YRy 7E—R) | in (KA FVEFE—R) ,

* http[s]://[[user[: password] @]server[:port]/[path/]filename]

* scp://[[user[:password]@]
server[/path]/filenamel;int=interface_name]] : ;int=interface =73 =
VERETLE. =N A I T TR, RREN, HITH
ELIA VE—T 2 A AZFEH L TEF 27 a— (SCP) ¥—
NZH T 5L 91270 £7,

o tftp://[[user[:password]@] server[:port]
I[path/]filenamel;int=interface_name]] : /XA IC A=A Z G H D
Z I TEEHA, intzinterfacet 7 a U ERET S L —
NV I T o THNANRAL, FIHRE LA X —T oA A
ZAEH L C TFTP ¥ — =28k 2 L 512720 £,

av Yy RER )y—x EHAR
6.1 Ioavwry RPREAINE L,

FERLEDHA KSqy ZOa~vr FafERT 5L, trustpool /N2 F/L % cisco.com/NHH U — R 5L &2, 77
ANDYTXF ¥ ZRRECEET, N FVEMOY —ANnbF T ra— NFo550, v
AF v VP R—F L TWRWEATH Vo n— T 55813, ARy 72 F vI30HATES
DVERAL, 2= —ITFTT TR TF ¥ DAT—ZZAPREHMS I, N BV EZTANDINE DM
IR T ET,

RRINDARRMEOS DA 2T 7T 4 TREE X, ROLEBYH TT,
c WG TR L SR T v OV A3 Ny R
« Y AAPSND L BB

s BN IR F ¥ 2O A N RAFEK
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crypto ca trustpool import .

\)

GE) 77 ANDUTRF ¥ EWHRTERWEAIE, TOMOTIECL > TERD 77 AL THD T
EEMER L TWARWIRY | GERAEZ A VA F =1 LRNTSIZEW,

15l
WIZ, T 7 4V b O trustpool ZE LT DB &R L F9,

> crypto ca trustpool import clean default noconfirm

BEaTR Command i BA
crypto catrustpool PKI trustpool Z kT HAEHEL =7 AR — F LE T,
export
crypto catrustpool 1 DDFEME % PKI trustpool 7> HHIER L £9-,
remove
show crypto ca PKI trustpool % K~ L E 7,
trustpool

clf - cz
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. crypto ca trustpool remove

crypto ca trustpool remove

PKI trustpool 7> HFEE L7 1 DDOREHEZHIFRT 212X, cryptocatrustpool remove 2~ K
ERERLET,

crypto catrustpool remove cert_fingerprint [noconfirm]

EX DA cert_fingerprint AEAET 4 =7V v ME 16 EHTT,
noconfirm TXCOA L EZ T 7T 47 Far7 Meffld 51, ZoF—U—
REHELET,
av Yy RERE 1)) —= EEANE
6.1 Zoavy RPEAINE L,
£l

wIZ, FEEZHIRT 2612 L&,

> crypto ca trustpool remove 497904b0eb8719ac47b0bcl1519b74d0

BEEa<TR Command EL)z]
clear crypto ca trustpool 7> 5 X TCOFEHEZHIFR L 7,
trustpool

crypto catrustpool PKI trustpool Z kT DAEHEL =7 AR — F LE T,
export

crypto catrustpool PKI trustpool Z A& DAEAEL A A — F LET,
import

show crypto ca PKI trustpool % K~ L E 7,
trustpool

. clf-cz
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
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