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ogkﬁfféiﬁz

*Web A X —7 = A A LIciE (N—=Ta 65 0) (17 ~—=2)

IR EFMCE FEITLE T (=T 3 063-64x) (122—2)

TOWEREFERL T, L—F UEHAEFITLIZD,. FMCweb A v Z—7 =2 A AMBT /A
EEBLEZVTAHELTEET,

(A7 vay) ethl BEHA VX —T 2 A A (=7 NVEREKOEA S) x> b —27 O%E
PEZISC T, ZOEHA L F—T =2 AR TOMDEIA F—T7 =2 A LR T, 71382
HFy NT—7 TR LE T, BEA LA —T oA AR LRy T =27 O bR VORI
DN, ZEHD/N— 3 > @ [Firepower Management Center Configuration Guide] % 2 L
TLEEN,

(A7 vay) eth2 BEWeth3 FHA ¥ —T7x—RA (F—T7NVEHMOEH 1 BLO)
THHOETMTI0FHE Y A =Ky FSFP+A U ¥ —7 = —AREFENTWDLHE, &
ZHIE U TFMC XIS D SFP+ F T o —A"BLX O =7 A 2T ET, xy bV —2 0D
VEIIELT, 2O F =T 2 A X OMOERA o F =T =4 ALFECEITHRLD
Xy M= B LET, BEA LI —T oA ABLPRy NT—7 D hAR v POFEMIZD
WTIE, [Firepower Management Center Configuration Guide] #Z M L T 723\,

FMC %)z D4 SFP+ k7 >3 —/3 (SFP-10G-SR 1 X O8SFP-10G-LR) (21, X =2V T 1 HF#H
DR EAL SN T=2NER > U 7 /L EEPROM BAIAENTWET, 2Dz a—F 0 7k -
Ty SFP h 7 v — NP FMC ¥ % — Y OB ZNTZ L TWD Z & Z2iB L THRIETE £,

GE)  FMC ®JGD SFP+ b7 =D&, 10-G A V' H—T = A AL HEMERH Y F7°,
CiscoTACIF., T A FENTWARNWY— R =7 s H-DSFP b T o —N"ZfEH LT
Z L ICBERTAHBEAEOREICOWTIIY R — N2 HERTA2 13 H Y 1,

R P AR— MRIROBEFR =2 — RO 1 SEFEH LT, Y — v OEREEZERICHE R L £
T KT B30 —a— ROFEMINZ 2V T, [Cisco Firepower Management Center 1600, 2600,
and 4600 Hardware Installation Guidel] ZZMR L T 72 &0,

Wes® . Yy —VORTHEICH DERR Y 2L, BRAT—X A LED N4 VIZ2>TWH D
LEBERLET,
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| Firepower Management Center £ ~ X F—ILE L UHH LY F7 v T

F—R—REEZRICEBMCADTIER (1i—2a63-64x) |

RDBERY

« FMC 7? Firepower 73— 2 > 6.3x - 6.4x ZfEH L TWA5E, FMC 3%y U — 7 [THE
W DENZ, Xy RU—ZIZHDETFMC D ethOIP 7 RLAZEHL L, iy h7 >
T RATTHMENDHY EF, RO 2 OOBREAH Y £,

o FIHIERE & FITT DHENT, VGA/F—AR— N2 A L CFMCIZT 72 AL, eth0
DIPT RLAZBELET, [F—R—KRLE=HXIZLBFMC~DT 7 LA (/—
Var63-64x) (11—=Y) | 2R L TSN,

MR E S o R CEEE, ethOIP 7 RL A EFO 7ot A0—e LTRELSE
T IR EFMCE FEITLET (NR—T 3 063-64x) (12—2) ML TL
72,

« FMC 73 Firepower /N—37 2 > 6.5+ Z ] L TV A 851%, DHCPIZ X > THIV ¥ ToH /-
P47 RLAZZITAND X OICFANICRESNTWET, JIHRET 2z
EHETE, RO2OOBRENRH Y 7,

o CLI 21 L CHIMIREEZFEITTDI1T1E. VGA/F—AR— FEEFEZMETA L CEMCIZT
JEALET, [ICLI (N—Tar6s5lE) #HHL-IHERE Q0°—) | %
ZILTL &,

Web 77 U EFEHALTEFMCIZT 7 AL, Web A v Z—7 = A A% L CTHIH]
RETavAZEITLET, [WebA v ¥ —T A ZAZMHH L0 E (R—2 9
VoS LRE)  (178—=Y) | EBRLTLIEEN,

F—R—FEEZRIZEBFMCADT7O R (/1N\—2 3 26.3-6.4X)

ATy T

ATvT2
ATvT3

RATv74

TFIAT L AIZUSBF—AR— K& VGA BE=X %285 TxFd, ZNEIF—FR—F, 5
A, FTAD (KVM) AA v FIEHR L TWD T v I~ NMIT 547 0 A THERITT,

IDORAZ ZRITT OB, WA v 2 —T =4 X (13—=2) ORESRL TEiE/ SRV
D= hZFHI LT IZE 0,

FIE

HEOA =Yy Nr—TNEFEHLT, vry—OWHEICHLEHA X —T7 A A (eth0)
PREINEH Ay NU—Z IR LE T,

EFE=H % VGAKR— NI, F—AR—FZ2T ¥ —THFHO USBA—FD 1 DITHHE L 7,
a—H¥4 L L Tadmin 2, /SATU— R & LT Adminl23 244 LT, FMC £® Linux ¥ = /L
W7 78 ALET (WRNARAT— FTERILF LTRSS ET) o BV Firepower 73—
Val i@ L FIREEMALET, [CLI £721F Linux > = /L ~D7 7 A FMC (7 ~<—
V) ] EBRLTLEEN,

WKDOAT YT E2FEITLT, FMCOXy N — 7 BREEXIBELET,

sudo /usr/local/sf/bin/configure-network
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Firepower Management Center 1 > X k—LE & ULy k7 v 7 |

B ossemersErLET (-0 a063-64%

ATy TH

ATvT6

ATy 71

TTTAT A IPVABEONIPVE (A7) OREERERIETS-0ICTr 7 M
ISELET,

KEOT T N CRELHRT D ENTEET,

Are these settings correct: (y or n)?

AN UTEREEHER L T3V,
BENIELWEAIX, yZ AL TEnter L, REXZEABLTHITLET,

RENEIE > TWDEHAIE. nEZ AL Enter M L E7, HREBEATITLH LK
HHNET,

REZKRB L%, exit EAN LT =Anbm T FLET,

RDBARY

IR EFMCE FEITLET (R—T 3 063-64%x) (125—) OFBIE-TEY M T v
77t RAEETLET,

MEAREFMCEZET LEYT (/N\—2 3 26.3-6.4.x)

ATy 1

ATvT2
ATvT3

TRTOFMCIZF LT, FMCO Web f ¥ —T7 = AZa /4L T, By 8T v 7 ~—
PTHUMIRES T a v BRIRTHZLICE- T, By N v 7w 225 T T H0END
DEF, Iy, FHEONRNRU—-RERL, Xy NT—IREDEREE E12/T> T\
WAL NG D2 2% FTL, BULA ICRIETHOHERH Y 7,

FIE

77 UY T https:/imgmt_ip/ \ZT 7 BALET, T T, mgmt_ip I LFMC DEHA o Z—T =
AADIP 7 RLATY,

A =P Xy b =T NEMHAL T Ea—F T SN2 FMC OBAIE, Z0ay
Ea—H EOT I 0P TT 74V NOEBRA LV H—T 24 ADIPvAT FL R
(https://192.168.45.45/) \Z7 7 EALET,

e Xy NU—UBREVDTTIZHET LTWAFMCOEAIT., B Ry NV —27 Foar B a—
AEFERL T, TOFMC OEBA L X —T 2 ADIPT FLAZBRLET,

a—¥4 L L Tadmin 2, NATU—RELTAdmin123 2L A4 LET,

[y b7 w7 (Setup) | X—TD [/XAT— RDOZH (Change Password) &7 >3 T, &
HETHT U MDONRAT—=REEFLET, WebA ¥ —7 = A ADadmin 7 7 7 > MMIFE
HEMHERR DY, THor baHIRT 2 L3 TEEHA, RLFE/NLTENRET H8LT
UL EDO3EF T, 1 DU OB T2 G0 172" A U — R&2ERNT 52 L 2B LET, &
B STV D HFEOME TR T E &0,
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| Firepower Management Center £ ~ X F—ILE L UHH LY F7 v T
DMBEMCERTLET (N—U363-64x [

Gx) TNV EDBFMC~DT 78 AL Web A X —T A RZLDBFMC ~DT 7+ A
DD admin 7 VY MIFE L TiEWnWi=d, B3 XAT—-RE2EHTEET,
COREICEY, WHFOEHEE NAT— KBE UEICEREEINET,

ATFYT4 FMCOXy bU—JFEICE T, HEEX Y P =/ LCHBETE 5 L9220 ET, [ty
F7 7 (Setup) | X—TD[Fy bU—TFE (Network Settings) |27 v a » TIiuhb Dk
AR L E T

X —R—REEFE=XBFEHALCT S IAT VAT VAT HZOD Xy NUT—TREMN
FTTIET LTWDEEIE, [By 77 (Setup) [ _X—T D[Ry U —27FE (Network
Settings) | &7 ¥ a VNFERNCATI SN TWDAREMEDRH D 77,

s [*y hU—273E (Network Settings) ] DIEAFRNIAS SN TWRWES . F 7230
WCADNENTAEEZERT H5EE, By NUV—7 78 halzZ@RT 508X H Y £
9, Firepower 3 27 A&, IPv4 & IPv6 DM 5 OE BRI T 2 7 /v A X v 7 FAE & ik
LET, IPv4, IPv6, FEMAEHEETE T,

7u haOBPUIIS U Ty T v 7 (Setup) [»X—TIC7 4 —/V RRFRINET,
Z ZTCTFMC @ IPv4 £721XIPv6 OEHIP 7 KLV A, F v h~ATZ I V7 4 v 7 A
DES, BLOT 74NV DT = NT oA ZANTHRERHY £3, £z, T34 R
KLUTHEARGE RAAL L OMIZ, 3 OFTODNS V—NEHETHZ L TEET,

«IPv4 DAL, 7T RLARAERX Yy h~R 7% Ky MEx 10 #EEOEA (255.255.0.0 D
TPy AT E) TANTHLENLY £9,

<IPV6 Xy FU =7 OBAIF, Pr— X BEREZHH L TIPv6T FLA&2EID 4TS
(Assign the IPv6 address using router autoconfiguration) | = v 7R v 7 A& 4|2 L
TIPV6 DXy P =7 REZABMICHD S TES, ZOF=v IRy 7 Ret
ZLZRWERIE, arr TR 16 DT RLRE L7 4 v 7 A0y
MOAEBRET DRBERDLY ET (FLT7 4 v 7 ADRS 11272E)

ATy 75 (fER) [y FT w7 (Setup) | ~—T D [KZIa%E (Time Settings) | &7 > a2 T, 220
JitE (FEIE 721 NTP — 322 5 0 Network Time Protocol (NTP) Zf#EH) DWW 1H>TFMC
DR EHRETEET,

* Network Time Protocol (NTP) Zfiif] L CHREHAERET DL, [kHH NTP T (Via NTP
from) 1AL T, FMCA7 7B AT& 5 NTP b —ZfHEL£T,

s FEYCRRIZXET 121X, [TE) Manually) | 2421 LT, FRENTWDHT 4 —/L
RIZBAEDR 2 AT L E T,

n—HNLWebA X —7xAACTadmin 7 H 72 MIKLTHERAINDZ A LV — 0 &8&IR
L. IEDH AL =2 %7 Vw7 LT, Ry T T v T U4 RUNLHEA L Y — B8R
L\i—a—o

GE)  FMC & 2 OEBRGRT A 2 OR Tl e ke R 2 /R o 72 0ic, * v bV —
7 CNTP B — %A+ 2 L 20 LET, sV Tik,  [Firepower
Management Center =127 ¥ = L—3 3 > #A K] ® [Timeand Time Synchronization |
DEITarEBZRLTILES N,
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Firepower Management Center 1 > X k—LE & ULy k7 v 7 |

B ossemersErLET (-0 a063-64%

ATvT6

ATy T1

ATvT8

ATvT9

(EE) BHETRAMEAEB LOEZFETT2 L5 L TW A5G4, [y b7 v 7 (Setup) ]
=T D [EM 7N —NVFEH DA >R — b (Recurring Rule Update Imports) &2 3 3 > C[H
A=K VA EDLOL—AVTEHOEMA VR — NN T DTy IRy 7 A F T
L2 LaBEIOLET,

FNENDONL—NVEHFOHRT, AT ABPRACONTO [KRY > —DRER (Policy Deploy) ]
EEITTHLOBRETHET TR, [M A — MEE (ImportFrequency) | HIEET 52 &M
TEET, WHHRES D 2D L L TL—LOEFREZETT LI, [T R F—
JV (InstallNow) | F =y 7Ry I AEF NI LET,

FLWETEERE R S5 &, MEFHtEfidaT—2 (VRT) [ MRANL—ILVOFEHEY U —ALE
T —ILOFEFHTIE, FHBLOEFHFEINTZRBANL—ABIOTY 7oty ¥ — BEfF
DNV—IVDOERBINIZAT—H A BEINET 740 MRARY —ORENRIE S E
T, = VOEH T, L—AZHIRLT, HrLuv— 7 3V BRIV AT AERZ Rt
TEHAELH T,

=V DBEHITIL, LWL T UREENTWIEERH D ET, L—LEHFOX T a—
FBEOA VR b—ADOTaE AR, HEOEX2 )T 1K) v—ICHlE LT3 2 & 2R
LET, MAT, = VEHOY A ARRKREWGEENRH D720, v b U — 7 [ HEOK
B — A AR — T 591 LT a0,

(LR B CAEERBEEO ST 2 ETT 2 FEDOSLA. [y M7 v 7 (Setup) [~—T D
[EHM AL EE MO TEH (Recurring Geolocation Updates) | &7 > a > C[HAR— bk %A b
5O EMM 72 ER E B &2 %2795 (Enable Recurring Weekly Updates from the Support Site) ]

HAAATLT, BRENDT 4 — /b REMH LT[R OEH (Update Start Time) ] % 5
ETHZLEBEO LET, MIRET 20— E LT GeoDB O B4 9479 51213,

(47 <A A =L (InstallNow) | F = 7Ry 7 A%F NI LET,

GeoDB OFH IV A AN KELRDZENH DI, X — RKDEBDA A b—/UilHk
KTAS N DZERHY £, GeoDBliE, *v NIV —7 DEHEN DN E ZIZTEH LT
<TEEVY,

IFEAEDOFMC ZEH LT, ¥ v ¥ =R — FE LT Context Explorer D IR {E #it it 2 Bt 7
L0 TL . VAT ATERSINIZA XY MIBEEMfITF N THDEL—T v RIPT RLXA
OHBER AR TT H 2 ENTEET, FMC OHIFEHT — % X— 2 (GeoDB) IZI%, =D
BEREZ VR — M T 5720 DEHR IP 7 FL AICEET 5 ISP, #m & A 7. Fu X EHR, 1E
E7eNLEE R E) DEENTHET, EHN7 GeoDB ODEFH A BT HZ LT, VAT
AT EFTOHBEIEREZEHT L2 LICTH2 M TEET,

(fE&) [By b7 > 7 (Setup) | X—TY D [HE)/N>Y 7T v 7 (Automatic Backups) &7 =
VT, [HEWN Y 7T v 7 EHMCT 5 (Enable Automatic Backups) | &4 1 LT, KK L7z
LAl EHITTE D FMC OREDBIRN Y 7T THAFRT D AT ¥ 2 —/b X A7 Z /T &
£
FMC #fiH L C, BHENROT AL Z2ADT A v A%EH L £7, Firepower > A7 L THEflk
SNDITA B A ZATE, BHI DT NAADIA TR TRRY £,

« 7000 3 L X 8000 2V — X, ASA with FirePOWER Services, 3 & X NGIPSv T /3 A Z D
BlE. WO T A v AR FERTAILERH Y £T, RO TA B RAEBERT LT3
X, 7TV THRAAEMEINDZ ELHY FT,
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| Firepower Management Center £ ~ X F—ILE L UHH LY F7 v T

ATv 710

ATy 7N

ATvT12

ATy 713

DMBEMCERTLET (N—U363-64x [

TA B AN G SN EERTOANCERSET NS ADI TV v I T4V AR
NZT HHERDHY 5, FMCO#IIE Y N7 v 7 FMCIZT ™A A &8T5 & &
FIAXT A ADBIET NA AR T 0T 4 BET L L EIC, T4V A%
BINZTDHZ EMTEFET,

FMC Oty NT v 7RSI T2 v 7 T4 B AZHMMITHITE, iy b7 >
THED I TV v 7 TA VU ADERE (RN—TV363-64x) (16 2—) OFIEIZHE-
TLIEEW,

FTD OWELT A 2 LART S, ZADG G, A~v— b TA v AT 5 0ER3H Y
i‘j‘o

CiscoA~—h VT b =T G4 U T HBERTHT A ZAZERTHTEDORS.
FMCIZA<—k T4 v RAZBMT 2 HEOFHEMIOWTIL, TOT 3, 208 <=
TNESZRLTLEEN,

[Firepower ManagementCenter 2> 7 4 X =2 L— g A Rl X, 793 v 7 94V RE
FOA~—b TABUVA, BTV TADTA VLR FAT, BLOBEESEKTOT AL ZAD
BB OWTOEREREIELET,

IV RS4RI BRALIZEN, £HFEETTHZ EICRET 25413,
[ Ra—H T AR ZH AT ) Z CHRET S (I have read and agree to the End User
License Agreement) | F = v 7Ry 7 A% F T LET,

ELIEBRP T _XTELWZ L 2ME LT, [EMH (Apply) 127V v 27 LET,

FMC 1T, BIRONBIZHE> TREZHEHL T~ Xy af— K X—=Y%F/RL, admin
a— (FHEO—ANHV ET) LLTWeb A L F—T A A2 A LET,

GE) Xy PU—IBRETCNAT MEHINLTWD E, 77 0¥ To, gty 7 v
RV TREEINTNDET RLAIZED FMC ~DEFEORLN LA LT T T 58
ARHYET, ZOBREIE. TITUFOT FL AT 4 RZIZIELWT L A% AT
LT, AT LTLEZEE N,

A—HB Ry N —TNEFHLCT I IAT LV ADERA X —T = A ACEEBF LT3
BAIZ, 2 a—Z0O#EEZUIN L T, FMC OFBA VA —T oA AZEHR Y hU—7
W LET, ZOHA ROV OFIEZZETT 5121, BHXy NU—2 FOoa s Ea—4
DT TV EMHLT, BIEERELEZIPT RLUAEIFARA MM TFEMCGUIIZT 7 AL
£

Message Center D [# A7 (Tasks) | Z 7T DAT—HRA&E=HFTHZ LICL-T, #fiey b
Ty TR L2 L 2R LET,

RDBERY

s MELNZJS LT, v U TV T 7B AFET2IX Lights-Out Management (LOM) 7 7 & ZAHIZ
FMC %% E L ¥, Firepower Management Center ODXFET 7 A Dt~ b7 v 7 (49
N—=) ERRLTIEIN,
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Firepower Management Center 1 > X k—LE & ULy k7 v 7 |

. NEPEY b7y TEDIFOVIFTAEVADEE (13— 3 263-64x)

» Firepower Management Center {JH1& ¥l L O E (27X—) TS TWL7 277 4
ET A EFTLET,

LY b7V TEDI SOV I AV ADETE UN\—23263-

6.4.x)

FMC % il L T 7000 35 X T 8000 > U — X, ASA with FirePOWER Services, 35 X X NGIPSvD
7TV FTARVAEEHLET,

G¥)

&

ATy T2

ATvT3
ATvT4

TA A G SN ERBREFERHT AANCEHEINRT A AD I T2 v 7 T4 AEHNHZ
THMENRHY 9, FMC Oz 7 v 7B, FMCIZT 3 A& BINT 5 & &, 7=
IET A REBIMLTZRICT S, AD— {727 a7  ZiRETDHLEEIC, F48VRA%H
MNZTHZENTEET CLTOFIEEZMLEHLET) |

18 BRI

Ty TA AR FMC BT 2RI, 74 22 ADHEARRZ Y A b8 ERG
% — (PAK) DMRHEEENTWA Z 2R L TLIEE W, LI —0, URIOTZ2adnF A&
v ADATE. Cisco TAC IZINE b T E &N,

FIE

ey b T v 7 X—=D [T A4 ARE (License Settings) |'Z7 v a b, ¥ — D
T4 A =2 LES,

FTAV A XTI T AT ESNET (2 & 2E, 66:18:E7:6E:D9:93:35)

T A& ARG T 52T https://www.cisco.com/go/license/ |IZBEN L £3, £Z T, 74k
A F— (lz& 21E, 66:18:E7:6E:D9:93:35) & PAK D AN RD L ET,

GE) BIOTA B AERELESL, ZOT7 4B RITH L TH Y~ TR -7 PAK &
FIRFIC AT T 2 N TEET,

BHE O RIS TTIA B ABERLET, T4V AFETFA—NLTEEINET,
FREEAR » 7 ZAD T A& A& AT T, DEN/MERE (Add/Verify) 1227V v 7 LET,
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| Firepower Management Center £ ~ X F—ILE L UHH LY F7 v T
Web (28 —7 14 REEALEDHRE (—Cav65ui) |

Web1f A3 —2J A4 REERALE-MEKE I\—Y 3>
6.5 LL[&)

ZR L7-tk, FMC ~®O HTTPS 7 7 ¥ AR B HLGE, 77 T4 T 2 AD FMC Web A o % —
T2 A RIT 7 BALTHIHIRENTEET, Web A X —T A R DT s AT 5
L. FMC THIHIRRE Y 4 = FRFREN, T T4 T 2 ADFEARRE Z TIE0L MHIcH
ETELEOCRVET, 2OV A —RE RO3IDDEEE 1 DORy T v 7F X471
TRy 7 ATHEREINTWET,

« IHIOBEHE TiX. admin 2 —HF DA TU— R& 5 7 3L MED Adminl123 S5 ZEF 35 &
IRDBNET,

2EHOMEE TIX, Y Aaxy Fa—¥ JF 128 (EULA) B"FERINET, 77
TAT AT 2T, ZONFICRETL2LERSH D £,

3HEHOBEHETIX, TTIA TV AEBA L X —T 2 A ADFy NI =R ELERTX
FT, ZON—VIZEFBEORENH LN UDATISNTEY | MEIZSUTEETEE
_aAO

TG HTRFOPIHMRIEICAE T L2 RRICT I A T U A% ET D55 (Firepower Management
Center O L N fiiRf O IHRAE~DIETT 31 <—2) ZZM]) &, 7T IA T ADT
AV ABEIOR Y MU= RELHIBR LR To6, a7 MAIRFFSATnd
ERFERNCATI S ET,

ZOBEE TAT LIAEIZ DWW T, U 4 F— RIZ K DREENFAT AT, RO DR
NET,

o KD TE Rl

s AMEDOEHME (T & 21X, IPT RLARS — MU = A AR H 57>, £7-FQDN
ZEH LT NTP 3 — "5 E SN TV DA IERE S L7 DNS ICAHMER B 25 0>)

« FMC & DNS #— B L OINTP — L D DR > b U — 7 Ht

INHOT A NDORERIZY T A LACTHEE LICEREINET, LRS- T, HEREE
ATV, BREDOZUMEEZT A ML TG, HEO FEICH D [T (Finish) 127 U v 7
TEXET, NTPBLUDNS ##i7 A MIFET v v X 7T, v ¥ — KRk T A b
ZS5ETTHANC [T (Finish) 1227V v 2732526 CXxEd, (KT (Finish) %7
Vw7 LB ORBEN RO 25813, 2O 4P — R CTREEZELETHI LT
TEEHAN, WIHIREDTZETHRICWeb A v Z—7 =2 A A% L CEOHERZRET
xFET,

FMC & 77 0% L OMOBEFORRZOINT 5 Z LI 2R EME AN LizE, Bk
TAMIEITENETEA, ZDEA. DNS £7213 NTP OB AT — & AFRITY 4 —
iR RENETA,

30D 4P — FHEAIIHENT, Ry T v T XA Tl Ry 7 ANRERIH, LEITS
CTCAS— I A TIEO HRICRETEET,
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B oweb (o s—TraxEERLETSRE (-3 65 LR

ATy T

ATy T2

ATvT3

TR ET 4 P — K& [A<w—FF A& (Smart Licensing) 1 ¥4 7 07O T, Bl
D/3— = @ [ Firepower Management Center Configuration Guide] @ [Device Management
Basics| (ZRLH SN TND K912, 7L ZAEFHN—UNFRENFET,

1R BHHIIZ
T TIITAT UADKRE (8 X—) OfHHIZE>TFMC A VA h—/L

« FMC WEBEAR v FU—2 L CBET 57D BBRIROFERPH D Z L 2B L T2
S,

cIPVAEHIP 7 KL &

FMCEHA % —7 = A AL, DHCPIZ L > THIV ¥ THNZIPAT KL AEZIT A
zh‘éoto WCHERRESNTWET, DHCP/AFMCMAC 7 RLAIZEID B TH L HIC

RESNTWDLIPT RLAZERTLHIIE, VAT AEHEFICHNAEDLE TS
b\o DHCP WMEHTE W U A4 Tid, FMCEE A ¥ —7 A XX IPv4 7 KL
2 192.168.45.45 i L £,

Xy NI~ AT LT TN T =T A (DHCP i L72WER) .

FIE

Web 77 UH & LT, FMC ®IP 7 KU A : https://<FMC-IP> |28 L £ 77,
nrA Ly R=UNERENET,

LT B RO —F 42 admin &, /XA T — K2 Admin123 # i LT FMC 22 7/ A

YLET, (ORRU— RTIERILFENPERERESNET, )

[/$A T — KOZHE (Change Password) | H[iH T, KD LI LET,

a) (A7 vay) ZOEEOEAFINAT — RBRFREND LT HITIE, [SATU—F
DFR (Show password) | F = v 7Ry 7 A% A A2 LET,

b) (FFvay) [SAT— RO (Generate Password) | R ¥ %27 U w7 LT, FRX
ATV DRIFITHEI S 582U — RZ HEIRNICER LET, (BRI AT — NIk
:w%%/71¢0;®¢7/a/%ﬁﬂﬁéﬁA I, NRU—=REAETIEIN, )

¢) fLEDONRAT— REZRET DI, [HLVWIAT— K (New Password) ] 7F A hR v 7
A& [NAT — FOER (Confirm Password) | 7 F A hAR w7 ZTH LVWIAT — RE A
SILET,

NAT— RiE, ZA T u IR SN/ Mz T BERH Y £3,

G¥)  FMC TlE, RAU—REBRRAT—=R I T oX0 T T4 aFl) EHBELT,
FEEOFEEIZH > TV DL OHFEIZIT T, B2/ AT — KAy o s
HIF TR IS CX 22 DMOLFHNONTH T = v 7 LET, =& 2,
labedefg] <X° lpasswOrd) 72 ED/S2 T — RIIPIHIRREA 7 U 7 M2 L - THER
ENDEERDHY T,
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| Firepower Management Center £ ~ X F—ILE L UHH LY F7 v T

ATv74

ATy TH
ATv 76

d)

Web {28 —7 14 REHALEDMEE ("—Cavesuim |

B AW ETeEARETTHE, VAT AIX2 2D admin 7772 b (120
Web 77 AMH, 69 1 DILCLIT 7B AH) O/RAU— REFR UEICHE L E
T, NRAT—RE, ZEHD/R—T 3 @ [Firepower Management Center
Configuration Guide J [ZFE# SN TV DRI 723 A T — REARIZHEILL TV 2D 4
ERHY ET, ZTOH%, WD admin T AT FORAT — REETF TS
L. NAT—=RIFFELCTIERLS 2D, Webf v F—T = A ZADadmin 7 BV b
MRS IR /R AT — REEZHIBRTE £,

[Next] 27 U v 27 LET,

[/SA T — ROZH (Change Password) ] Eifi C [k~ (Next) ]% 2 VU v 2 L, admin O¥f
LWRAT— RPKGRIND L, VO Y 4 F— ROFIENTET LT TH, WebA
YH—=T A AL CLIOWS D admin 747 2 b TED/NRAT — KRG £7,

[ —HE%) (User Agreement) ][ Cix, EULA %/, [[FET 2 (Accept) 1227V w7 L
BHATLET,

[[FE L7V (Decline) 1227V v 7 35&, FMCrHRZT U NILET,

Next] 27 U > 27 LET,
[Fv hU—27 OFFEDZEHE (Change Network Settings) | i ClxkZFEITL £ 7,

a)

b)

2)

EEEBHEAS EEZANLET, T 740 MEARE RSN TWDIEAEIT, 77 4/ MA
%E%U'Aﬂéﬁ\ }b{:/ﬂéﬂé}ﬁfﬁ }‘)l/])‘/% (T%jc<hostname><domain>) ifi&i/—‘kx 1\% 75_’)\7']
L9,
DHCP #{#A7 57>, F 7213 Static/Manual ZEFH L T, [IPVADXE (ConfigureIPV4) ]
A7 aro7—r7a balE@RLET,
IPV4 7 FLRDFRINTWAIEEEHT 20 (ERRRESNTHDEEE) o £70038
LWVMEZ AN TEET, Ry ME& 10 EEERXEZHEH L ET (192.168.4545 72 &)
F2YRIT—=ORRVDERINTWDEELMHEHT 50 (EAERINTHDER) o £
EHTLVMEEZ AN TEET, Ry MEE 10 #EEBRNEEH LT (255.255.00 72 )
F—=r9 A DEREINTWDIEEHEHT L0 ERFRENTWDEE) . £23H L
WT 7NV RN = A ZASITEET, Ry M 10 EEEXEZHEHLET
(192.168.0.1 72 &)
(7> 3) DNS TIL—TFOHE1E. T 7 4L MED Cisco Umbrella DNS Z ] L %
7

DNSREZEETHITIE, Rry XU R R0E [H AKX ADNSH—,3 (Custom DNS
Servers) | Zi®IR L, [7 A~ UDNS (Primary DNS) ] & [£# > % UDNS (Secondary
DNS) O IPv4 7 RLAZ AN LET, Ry 7 Xy U R RpD [ A LADNSH—

(Custom DNS Servers) ] Zi&IR L, ["7 A ~ UDNS (PrimaryDNS) 17 4 —/V N& [&H
> % UDNS (SecondaryDNS) |7 4 —/L REZEHDOEFIZL T, DNSH—R"ZFHELEH
Pue

NTP JIL—TH—nROLHEIE, 774V MEOT I AIL b NTP Y —N2ZF AND Z &
BTEET, ZOBFANE. ¥ AT A TiL0.sourcefire.pool.ntp.org 7377 A < U NTP #—3
& LTl &4, L.sourcefire.pool.ntp.org 737 > % U NTP Y— "M X E T,
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Firepower Management Center 1 > X k—LE & ULy k7 v 7 |
B ocu s—vavesum smmLaERE

D NTP — RZ5ET HIZIL, Fry 7 X T U R RHE [Custom NTPZ /L— 27—
(Custom NTP Group Servers) ] &R L, Ky N —7 NHEFEARER 1 BEIFT2E5D
NTP #—/ 3D FQDN 721X 1P 7 KL A2 AL £ 7,

ATFw 71 [T (Finish) |22V v 27 LET,

74— Rk, ZO®ETAN LEORGEE EITL T, WX EMME, A LIZEo B
P, FMC & DNS BEOINTP — o x v b U — 7 B i@ LET, [#& 7 (Finish) | %
7V w7 LI ORMER RO > 2581, 20U 4P — R CHREZELTHZ LIET
TEHAN, WIHIREDTE THRICFMC Web A X —7 = A AZMH L TEOREFREZHETE
E3

RDBERY

HTLHEILSNIZ FMC THIHIRREZFAT L, Eoxhicxy N = REZRFFT 52 L
IR U E L2, WIIERERHIC R y N — 7 REEXEFE LI2GEIE, iy hU—
Iz LT FMC IZH#ERt T 2 L ERH D 37,

c VAT AIZE, A= b IR T RREP OB Y N7 v T L0 OMRE
T DR T T v T XA Tl Ry V ANRKRRINET, ZOXA T a7 OFHITE
BETY, Av— b7 B RO T 437255 #%7 % D . FMC T Firepower Threat Defense
TNRAREERT LT, 204 T2 EHLTEEN, 2SN OEAR. 2
DEATa T EAL T, BEWD/NN—T g D [Firepower Management Center Configuration
Guide] @ [Licensing the Firepower System)] % &/ L T 72 &0,

« FMC Tld, Y AT AEEHOWRBIHEFI L, T— X2y 77 v 7T 572DDMERA
Fr U AEENERICRESNG 2 L AR LET, HBIMRE (S— 2 650K)
(24 =) ZZRLTIZE,

cHIRE Y 4 P —RE [A~— T4 B A (Smart Licensing) | A 77O T, T
Firepower Management Center Configuration Guide] @ [Device Management Basics] ZFra
SNTWNDEIZ, THAA RAEHR—UNERINET, Firepower Management Center ]
HEHB LORE 27 =) OBt > TFMC OEARREZHLLET, HFHL
TWA/3—Y 3 @ [Firepower Management Center Configuration Guide] Tt T\ 5
EoIT, WebA v F =T = A A2 L THUMBEZTE T LIZR T, IPV6 T Ry v
MZFEMC 2R ETE 75

» Firepower Management Center OXFET 7 £ ADE v b7 v 7 (49 X—V) THHAINT
WaH X9z, YU T VEIET Y TIVEH O Lights-Out-Management 7 2 -2 2 FIZ FMC %
EETHRETE XY,

CLI (/N— 3 65 LIE) ZEAL-MEARE

TDRATEFHLTC, 2 —AT 7 EAHDOUSBF—HR— FBLIUVGA T =F Tk &S
N7 FMC OWHIREE FITCxE 3, IR Y VP —FZ2ET S8, FEHTX2EH Ly
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| Firepower Management Center £ ~ X F—ILE L UHH LY F7 v T
o ("—vavesup) zEAL-anEE [

RO — 7 CBRETLIEICEH LW I IA TV AERETLHLERNLYET, V4P — KT
X, = Ra—HF—J 48 2AFK (BEULA) ICRIE L, BHEENAY— RZETT H0E0
HYET,

1R BHHIIZ
T TIITAT UADHKRE (8 X—) OfHHIZE>TFMC A VA h—/L

« FMC WEBEAR v FU—2 L CBET 57D BBRIROFERPH D Z L 2B L T2
S,

cIPVAEHIP 7 KL A

FMCEHA % —7 = A AL, DHCPIZ L > THIV ¥ THNZIPAT KL AEZIT A
zh‘éoto WCHERRESNTWET, DHCP/AFMCMAC 7 RLAIZEID B TH L HIC
RESNTWDLIP T RLAZHERT LT, VAT AEHEFIZHNAEDLE TS
uqum#@%f%ﬁw/f)ﬁTi\mm£@4/& 7 A AXIPv4 T KL
Z192.168.45.45 i L £,

Xy NI AT LT TN T =T A (DHCP i L72WEER) .

FIE

ATYv 1 admin 7 U > O —FZ(Zadmin &, XAV — FIZAdminl123 2 L =2V —/L CFEMC
a7 Ay LET, NAT—RTIEH, KXFEPLFERRFISND Z EICHERE LTSN,

RT9T2 Tar7 MRERENTZH, enter¥F—E LTy Ra—HTF (&L 27K (BULA) % FER
LET,

ATv T3 BULA 2R LET, 7rYy 7 MBRFRINTZH, yes, YES # AJJL, Enter ¥ — %L T
EULA IZ[AE L £,

BE  BULA ICAEEPICHATT 2 2 LI CE E4A, [[FL (yes) . [IXLY (YES) 1.
E72IE (AN (Enter) | PO LOTIHETHE, VAT MFa—Fazu s/ Ty hL
S

RTYT8 VAT LAOEX2 VT 4RT TA NV —FHRT D720, FMCIZHIDTr I A v T5 L&
X, admin D/ XA T — REEFTIHILERH Y T, VAT LADBHLVWWIRAT— RO AT %K
OLHT T IR ENTES, FRSNIHIRICHES THLWIR T — RE AL, flERO
T IRERENTESRICAAA T — RE2HEANLET,

() FMC T, WAU—=R&NRAU—RNIZ3yX 7 747 aF ) ERELT, &Gk
@ﬁi IZH > TWDE < OHFEIZT TR, —RiN7/S AT — R oy % 0 ZHR T
B CE 22 0MOFINHOWTHF =y 7 LET, 7L 21X, labedefg) <°
passwOrd| 72 & D/SXAT — RIIHIHEEEA 7 U 7 MC iofiﬁréﬂé%/\i))% 0

ES N
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Firepower Management Center 1 > X k—LE & ULy k7 v 7 |

B ocu s—vavesum smmLaERE

GH W ET R ADOETRIC, 220 admin 7 H V>~ (Web7 72 AH & CLIT 7
T AH) OANRT— RIEFRCEICRESNET, Ziux, BEWOAA—T 300
[ Firepower Management Center Configuration Guide] \ZFE# SN TWBHE I/ /R AT —
ROZAHIER L TWET, ZOKR, WInrDadmin 7 A0 > FORAT — RE%
BeoHL, mMAUV=RERLCTERLS 2D, Web A > ¥ —7 =4 AD admin 7 7 7
Y RINBIRN IR NAT — REAEZHIRCE £,

ATY s T MU LT, Xy NU—IREEITVET,

ATvT6

Yty N7 T a T M) BRIC, EEOBREN D HER T, IR (y/n) D XD
WHEIMCHEN TORSNE T, T 740 MEIX, [yl DL 2K vy alNicslzEsnEd, 7
a7 MISETAEER. RORICERELTEEN,

o LIGHRIRE O FIEMRABIZIE C LT 1RICT 7T A4 7 A & X iEFirepower Management Center
O TR OYIHNREE~DE T B1 ~—) T25E6 (%R, 77794 T AD7F
A B ABLOR Yy NI RELHIR LR o256, a7 MUIMRFEIA TS
ERFEFNCATI SIET,

eEnter ¥—%#H LT, T 7V b eZTANET,

o KA ]\Z.ﬂlgg Lfﬂi\ %/jéﬂ%ﬁfﬁ I\)( /]) ‘/% (<hostname>.<domain>) if:&iﬁx ]\Zl %L’]\jj
LET, 207 4 —L FIINETT,

cIPv4A ZFENTRETHZ L ZBRINLIZGA. VAT AILIPVET RLA, Xy hv A7
BLOT 74NV = U= A DA ZRDET, [DHCP] ZRBIN L7126, VAT A
DHCPZEH L TZNHDEEAEFIY X TET, DHCPZEH L2WGEIL, ZnbD 7 1 —
NV ROMEEIEET DLENH Y 7, FEO Ny MPE 10 ERLEZER L ET,

* DNS ' —\DOEEIIMEETT, DNSH—REHRELR2WEEIX[72 L (none) | Z AL
F1, FNLUSNOBEEIT. 1 DFF1T2 OO DNS — N2 IPvd 7 RLAZIEELE T,
2O07T RVRAERETDHIHAEIE. Vo~ TRYID 9,

e Xy T — I MBEEARERD AL EH 1 DD NTP —_"DORLEM N AL L4 F-1T
IP7T RLAZANTAUENDD T, 22009 —R (FF7A4<)evh &) ZIEE
T&EEY, FHRITH o ~TEEY F9,

&1

Enter a hostname or fully qualified domain name for this system [firepower]: fmc
Configure IPv4 via DHCP or manually? (dhcp/manual) [DHCP]: manual

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.0.66
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.224
Enter the IPv4 default gateway for the management interface [ ]: 10.10.0.65

Enter a comma-separated list of DNS servers or 'none' [CiscoUmbrella]:
208.67.222.222,208.67.220.220

Enter a comma-separated list of NTP servers [0.sourcefire.pool.ntp.org,
l.sourcefire.pool.ntp.org]:

VAT D& T, REDEBRABOMELNFIRSNET, AN LEEREZHRL TS
Wy,

1 -
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| Firepower Management Center £ ~ X F—ILE L UHH LY F7 v T

ATy IT1

ATvT8

o (R—savesup) rmLramgEe |

Hostname: fmc

IPv4 configured via: manual configuration

Management interface IPv4 address: 10.10.0.66

Management interface IPv4 netmask: 255.255.255.224

Management interface IPv4 gateway: 10.10.0.65

DNS servers: 208.67.222.222,208.67.220.220

NTP servers: 0.sourcefire.pool.ntp.org, l.sourcefire.pool.ntp.org

RKEDTm T P TREEXMRT DI LN TETET,
c RENIELWESIX, y Z#AJLTEnter L, REEZKBL THATLET,

RENEES TWAESIE. nZ AT LEnter L FET, VAT A, FA M THE
LEREBANT DL L I e M LET,

1 -

Are these settings correct? (y/n) y
If your networking information has changed, you will need to reconnect.

Updated network configuration.

BREEARBLIED, exit EASILTFMCCLI T LET,

RDEZRY

L ETENTZ EMC THIHIREZFITL, HxPIcky NU—7REXRFFTHZ &
PEIRLUE LN, PIHREFICR Yy NO—REXZEHELESEAIT. L gry hU—
JHEMEEA LT FMCICHER T HALERH Y 77,

*FMC Tid, Y AT L2 OREICHR L, T2 2y T v 7T 51bOBERA
THUOAEENRERICRESN Z L 2R LET, ABIIERGE (N—2a 65L01K)
(24 =) ZZRLTIZEN,

R ET AP —FRE [A<w—FTF A1 R (SmartLicensing) 1 #4707 DK THE, B
END /=2 3 D [ Firepower Management Center Configuration Guidel @ [Device
Management Basics] (ZFR#K SAVTWD K91, T30 AEHER—UNRRINET,
Firepower Management Center #J#1/& 83 LG E (27 X—) OFBIZHE> T FMC O
HARELEF IS LET, FHLTWB =23 D [Firepower Management Center
Configuration Guide] T ZITWND LT, web A ¥ —7 = A ZA&MH L CHIMERE
ESET LI T, IPv6 7 Ly v U ZHICFMC AR ETE E7,

» Firepower Management Center DX T 7 A0 v v 7 v 7 (49 X—V) THHAINT
Wb E oz, YU TAERETY TILEEH O Lights-Out-Management 7 7 & A2 HIZ FMC %
FEETRECTEET,
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B =oomze —oa

SEIEIEEE

Firepower Management Center 1 > X k—LE & ULy k7 v 7 |
> 6.5 LI%)

F (IN\—2 3265 L)

PR ERE (MR E Y 4 ¥ — FEIFCLIZ A L THEITESNZE LTH) 1E, FMCIZ & -
T T2\ I T T T HIbOBHDA T F U AR A RABIICRES N, VAT
LDERORBICR TN E T

ZAZIEIUTC TAT YV a— /L INdledh, WOBRMTEITEND2NE, B EHETIcL > T
BV ET, F-. ZFAZIIUTC TRAY P a— L ENEHT=0H, b~v—F A LY, FH{EHT
FEhEENHLERHHFHABICEDLECHREISNGZ bbbV EHA, ZOL I REELZ
TAGE. ATV a— NV E R AT L, B2 KL 35 & B TRAHOLA LY
b1 BT FEfTShs 2 elich £,

GE)

HEIA T V2 — VREZME L, LEISCTMET L2 L 2m< BB LET,

» GeoDB D F

FMC T, fll, 724 MOBERENFZHZNATDND & 912, GeoDB OHHi 4 [ B
ATV a— L LET, WebA v F—T 2 ADA =V BV F—%HHALT, 20
EHDOAT —H A8 TEET, VAT LANEHI 07T AEBETET, FMC 205
AU H—Fy MR TZX 25813, THEMHO/X— 2 > ® [Firepower Management Center
Configuration Guidel] T I TS K 91T, #HE D GeoDB 2R ET H Z & BEID L
£

* FMC Software Updates

FMC Tl&, FMC B L O OEFIHRT AL ADKHY 7 b =T 2 X v rn— 57
DOWERL ALY & HBRII A P 2— LET, ZOHX A7, UTC THMKEH DR 2
~3FEDOMIATOND X OICA Y a— kT, Lieh-T, B ESEFTIISCT,
BULHIRFE Tl T H OF %05 HIREH OF & OFPAN O WT IO RFRFIZ T D Z
LRV ET, Web A v X —T 2 A ADRA =V U X —%HLT, ZOXRID
AT —H AR TEET, FMCHHA o Z—Ry MIT 7 BEATE DT H 0D 5T,
HENWIZ A Vo — )V ENTo X A7 3RS 23561, BEWVWD/N— 2 @ [Firepower
Management Center Configuration Guide] DOFICIEST, Y7 b =T OEFEX T 1 —
RIDEME AT A a— LT 5 2B LET,

ZOHAT TR, TTIAT U ATERAEFATEN TV D NR=V a ST Y7 ho =T
Ny FRBIOHRY F 74 v 72X ru—RF5E0TH, ZOFR7THEYrn—F
SN T 0 7T DA A M—uid, BINAT O MERH Y £, FERIZ OV TIE,

[ Cisco Firepower Management Center Upgrade Guidel %ML T 72 S0,

s BRD FMCRENY I T v/

FMC Tid, 2 — W VITREFESNTEREDHD /Ny 7T T a2 FATT D20 ORIRE A7
ZHEBWICAZ YV 2a— v LET, 20X A7 E, UTC THIEH OFRI2EHIITOND LD
WAV a—EINET, LER->T, B ESHATIISE U T, B CiX, AR O
%5 HIE A OF%OFFANOWT I OEREICIThN S Z &2 £3, Web A
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| Firepower Management Center £ ~ X F—ILE L UHH LY F7 v T
ammgEE (—vavesui

=T a2 A ADA =V B Z—%EH LT, ZOFRATDAT—Z A% HRTEE
T BEIICA S Va— L ENTZ A7 PRILT 25813, BEVWDO A=Y 00

[ Firepower Management Center Configuration Guide] OFHIZNES T, Ny 7 7 v 7% FAT
TOHDEMI AT AP a— VT 5 L aBEIDLET,
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Firepower Management Center 1 > X k—LE & ULy k7 v 7 |
B enomzz (—vavesum
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=% =R

Firepower Management Center #) i EIE £ &
UEETE

1L

FMC Oy 87 v 7FIANTET L, EFICEY N7y 7FInicZ L a2 Lz b, R

DEBRERG T HEDDSESERERIAIZFTTH e aBEIOLET, £/2, 74
BUADRERE, Ity NT v S TER LA A BETTOMLENRS Y £3, LIFEOE
72 a TR S 2 A7 OFFHICOWT, BIORMOBIE 260D 57K VTR, T
Aoy 7 v T /N— 9 KRG LTz [Firepower Management Center 227 2 L—3/ 3
YA R ZBRLTIIEE N,

cfEBIDOZ—F T H Tk (27 X—V)

o TNA RXEE (28 X—)

e AL ARY =L VAT ARY — (28 =)
VTR T ET—HR=ZADOFH (29 X—)

BRIDL—F T7HI2 b

\)

WM ENTE T LI T, VAT A EOME—D Web A v X —7 = 4 AD2—W %, EFEHE

n—)L &7 7' AEE RO admin =2 — Y CTF, FOREEZEFOL WX AT AA~DTTO
Ama—EREILT7EATEET, X2V T BILOEE LOEHANS, admin 7 57
k(3 £ O Administrator 2 —/L) OFEHEZHIRT L2 L2B8OLET, =2—F T HD K

(X, FMC GUI ® [¥ AT L (System) |>[21—% (Users) |>[1—4 (User) | ~— Y THEL
LET,

GE)

VM EDFMC ~DT AL Web A L Z—T 2 A AZED EMC ~DT 7 FBAD=HD
admin 70 72 MIE U TldZenwizd, B3 R20—REFHTE £,

VAT LEMHT 28— IR L TEMOT T v N ERERT D L KB —FIT Lo T T
N7 7y a v b ER A CERCTES1E), F2x—VICEEMT N2 —YFT 78X
A ZHlRT D ENTEET, ZhT BEAEDRELB LS Z 27 25174 5 FMC
TRHICHEHETY, 2eE 7TV AMNIRYy NUV—2DkFxa VT 4 20T 272D A~
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B 7 xzn

Firepower Management Center )% E 5 L UHE |

Y T=RIIT R AT HMERHY T, REAOEEKEICT 7 ¥ AT OMETH Y T
A/o

VAT M, Web A v 8 —T oA A% LTS ESEAFAEBLOT Y 2 MAICED
SNz 10 FAOFRERO2—Y n—ARAESNTNET, £, WRT 7 & AR % #
OHAL L a—F m—VEERTH L b TEET,

TINA REER

AR R —

FMC I%, BifE Firepower ¥ A7 ATHR— F SN TWDLTRTOT A X (W E T2 1XAR)
EEHTEET,

» Firepower Threat Defense : & L7z KA 7 7 14 7 7 4 — L LR AR IPS 7 /34 R & #24it
LET,

« Firepower Threat Defense {4 : DA N— A FEECTIEE L, BEHA—N—~y
ZHIE L, EADEER LIS DICEREFTEINTZ64 By hONR—=F ¥ )L T /31 2,

» Cisco ASA with FirePOWER Services (F 721% ASA FirePOWER € = —/1) : T X
TARY —mRL L, BHET 72 AFEO 792 Firepower VAT L NT7 7 4 v 7
ZNALET, 72720, FMC O Web A % —7 = A 2%/l L T ASA FirePOWER O A1
VE—T 2 A AEBRETH I LIXTEEHA, Cisco ASA with FirePOWER Services (213,
ASA T Ty RN T74—LZ—BRY 7 =T L CLIBAHY, INHEEALTUAT A
EA ARV, DT Ty 8T+ —LEAOERSI A7 2 FEITTH LN TEET,

+ 7000 33 LTV 8000 >V — X 7T A 7 2 A : Firepower > A7 L FAIZEEBNIGRF S -
BT SA R, 7000 3 L N8000 2V — X T NA ADAN—T" v MISEIETT N, £
DR UHReZ A LEJ, —fRIZ, 80002 U —X T /34 A1L7000 >V — X T34 2 LD
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xCode BRFEY —/L N r—U N Mac A VA =L I TWDHZ LAMRLET, a~v
TA VRO ODF T ay aryR—xrF (FrLvw3i—2 3 > Tld TUNIX Development
BEW ISystemTools| , '\ »3— 5 > Tl [Command Line Support] ) 731 A h—/L &3
TWb Z Lz LE T, H%IZ, MacPorts 35 L UV IPMItool & A > 2 b —/L L E¥, FEMIICO
WL, R P AT 20 ROV A FEZHL T 7ZE W ¢ hitps:/developer.apple.com/
technologies/tools/ 33 JX TN http://www.macports.org/,

Windows Bz Cldipmiutil ZfEFH L9, ZOY—/LEHFH T A LT H0ERNH Y 3,
AL TZIT 7B ATERWGEIL, ipmiutil BAZHEH L Ta A L TE £, FEMIC
DOWNWTE, MR VU ERT 0 ROVA FESRL T ZI N

http://ipmiutil.sourceforge.net/,
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Firepower Management Center DRXE7 2 2D+ y 7 v 7 |

LOM z2~<> FO#LIE, FHLTWA2—T 4 VT 4 ICX VRV F52, BHLOMa~
Rizix, WORIRTEENREGENTVET,

R 3:OMaT > FHEX

IPMitool (Linux/Mac)

ipmiutil (Windows)

58

ipmitool ipmiutil IPMI = —7 4 U7 4 B L ET,

i A e g2 41 -V4 ipmiutil ®#, LOM & v = > CEH
FrHEZ AN LET,

-I lanplus -J3 LOME v ¥ =3 v ORE{bEHhIC L E

TO

-H IP_address

-N IP_address

TITIAT VADEHRAS 2 —T = A
ADIP T FLAEZHELET,

-U username -U username KB HLOMT 7 hD—H 4 %
RELET,
WS (v 74w |-P password ipmiutil D Zx, KFRFHLOM 7 H 7
IZROLNET) ROARAT = RERELET,
command command TIGAT ALK LTRITT Ao~

VR, awy REFITT D%, =—
FAUTF LIk TR F3,

« IPMItool DHEIE, ERIZRD =
~ > K& AJJLET : ipmitool -1
lanplus -H /P _address -U username
command

« ipmiutil DHH L. BANIKD a2~
Y REANLET : ipmiatil
command -V4 -J3 -N IP_address -U
username -P password

Firepower & A7 LA CTHR— FEINTNDHLOM 2~ RD5EER U A MIDOWTIL,  [Firepower
Management Center 2> 7 4 ¥ = L— 2 J74 ] @ [ LOM Commands] Z#ZH L T 72X

AN
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| Firepower Management Center DREF ¥ ANty b7 v T
Lights-Out Management D& 3h1t .

Lights-Out Management D & %h1t

FIE

ATYFT1 FMC ® Web A > ¥ —7 = A AT, [System] > [Configuration] 28R L, [2> Y —/Li%E
(Console Configuration) | %727 U v 7 LET,

RATw T2 W) 7 LR — bk (Physical Serial Port) | #8IRT 252 LIZL->TIVE— KT 7 ERAEZHE
WLET,

ATV T3 UERIPVEREZ AN LET,
« VAT LDOT R U AR ([DHCP] %7213 [Manual (F#)) ) ZiRRLET,
cLOMIZEHTHIP 7 RLAZ AN LET,
GE) LOMIPY RV AL, VAT LADERA L Z—T A ADIPT RLVALITRRD
VER DY £,
VAT LADF Y b AT EASLET,
VAT LDT T AN T— b UL B ATJLET,

ATY T4 [R1FE (Save) 1227V v LET,

RDBERY

ZOMRR AT 5 2 — Pk LT LOM MR A2 RIS 57 2 B3 & D £97, Lights-Out
Management = — ¥ DHEN (53 X—) ZBRL T &N,

Lights-Out Management L—H DB 1t

1R BRI
LOM = —H IR OHIRZ 72 L TW A MLERH Y £5,
o L —H|Z Administrator 7 — V& EH VY TAHXLENH Y £9°,

« —YWHIHEHATE 2DIEFEHRF 16 LFE TTT, LOMZ—FIZH L, A 7 RFi
IV REVW2—FLHEFTFR— SN TWEREA,

¢ NAT— RIZiE, AT XFORBEFTEMEATEET, LOM—HFIZHL, 2k
HbEWSZT—REIVR—FENTWEFAL, 2—HFDLOM XA T — KL, FOa—W
DY AT RAT— KR EFELTT,

cFMC IZ1%, K13 ADLOM = —HFE2HETXF T,
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FIE

RATYT1 FMC D Web A % —7 = A AT, [System] > [Users] ZZR L, [=—HF (Users) | ¥ 7T, &
fFOA—PEMmE L TLOM A ZBMT 20, £3ET7 7T 7 A~DLOM 7 7 £ A
FERTHHH—FZER L E T,

ATY T2 [2—Pr—/LDOFEE (UserRole Configuration) ] T, T4 NI TWRWEEIT, [EHE
(Administrator) | F = v 7Ry 7 2 &AL LET,

AT 73 [Lights-Out Management ~ 7 7 = 2 % FF w9 % (Allow Lights-Out Management Access) ] 7 = v
IRy AkA AL, BEEERGFLET,

aAVY—ILBEAID)FA4 LY k

T 74/ 8T, FMC I, I LA T — & A E72id init A v E2—T % VGA R— MIH DL E

T, MBIV TN R—FELESOL ZEH L CTary Y — I T 7 AT H50END DA,

My N7 v 7O THICay ) — A E VU TIVR— MU A L7 b5 2L LR
LET, ZhiE, WebA v F—T =2 ZELITL 2 NS ETTEET,

Web f A3 —J A RIZLKBaAVY—ILHADYEAL LY k

18 H B HEIIC
Py b T v v AE5ET LET, Firepower Management Center -/ > A k—/ L3 X O]
ey 77 =) Z22HBLTIEIN,

FIE

AT 71 [System] > [Configuration] Z &R L %9,
ATw T2 [22Y—)LE&E (Console Configuration) ] Z 3R L £ 7,
RTFYT3 VE—F VY= TI7vAODF TV a v ERIRLET,

T TAT L ADVGA R— M EFEHT HI2IE, [VGA] Z#IRL £,
T T TAT LV ADYY TR — N EFEHT D5 LOM/SoL ZFEHT 254121, [EL Y
7 )b i"— bk (Physical Serial Port) ] Z 3R L £,

ATv 74 SoL #fiH L CLOM 2R ET DIk, ROEY 2 IPv4 iR E&E AN LET,
T T ITATUADT R AKE ([DHCP] %£7-1% [Manual (F#)) ) 2R L £,
cLOM IIZfEATAIP T FLAZ AN LET,

GX)  LOMIP T RL AL, VAT LADEHA X —T A ADIPT FLALITRRD
VENHY £,

. Cisco Firepower Management Center 2 % — ~7 - 7 K (1600/2600/4600 E 7 /L )



| Firepower Management Center DREF ¥ ANty b7 v T
vrpzgdavy—inousgars b

VAT ADR Yy N R T EATILET,
S VAT ADT 7NN = A B AN LET,

ATY TS5 [{R17FE (Save) |27 U w27 LET,

I )NVIZ&kBarvy—ILHEADYSEAL LY K

1R BRI

ey b7 v e A%E5ET LET, Firepower Management Center f > A k— /L35 X UW)
Mty h7 7 =) Z2RLTIEZN,

FIE

AT w71 FMCCLI EEBEFEILE H 4 LT, Firepower /3N— 3 NI Y) 72 A Y v K& LTFMC
® Linux ¥ = /WiZ7 Z7E2ALET, [CLI £721% Linux > =/L~D7 7 A FMC (7 ~<—
V) | EBLTIESN,

AT T2 7ur 7T UTFTOa<wy FKOWTFINnEZ AN LT, ar Y —VHAHEFREL T EEN,
eV — )L Ayt—T% VGA R— MIFA L7 T 54 sudo

/usr/local/sf/bin/configure_console.sh vga

e V=L A —=VEWE ) TV IR— MNIEA VT FTBHEE  sudo

/usr/local/sf/bin/configure_ console.sh serial

e V=)L Ayt —T% SoLIZHA LY N AEE (LOMBEMAK) : sudo

/usr/local/sf/bin/configure_ console.sh sol

ATv T3 BEEXRMIFA21E. lsudo reboot] EASNLTT oA T v A2 HEENLF1,
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ATF—=Vrvrur—vary BEROTTFIA TV ARERBREELIZIAT =V 7457200
HROEH) T, ¥—F v bhar—vary (A7r—vrs alr—yabAoEEonr—
v a ) IZHEBAT % Firepower Management Center (FMC) % HAGHET 5 Z N TEET,

TTIAT U AZERRELTH =Ty bulr—ya AZERT 2R, UTOFIRICHEWE
D

1. ARF—or 7 alr—varTTINfRAIVATEEA VA=V LET,
2. TTIAT A%V yy ML, #—Fy har—ra lBktLlEd,
3. T7I9AT AR EX =y habr—ra Bl LET,

GE)  TRCOMOMERE L, 7774 TV AZFHMET 5 & T TRTORZEE LB = —
RZ RN L £,

« WEOHERREDFR (57 ~—)
« ATV a COFEFREDHR (58 ~—)
c FFEHOFERRE (58—
s VAT ADA LA R—L (59 =)
* Firepower Management Center D15 D (i (59 ~<X—1)
« 773y T4 & ADHIER Firepower Management Center (59 ~~—3)
cBRICHET L EEFE (60 ~—)
T TIAT U ADERRED N T TN 2a—T 47 (60 X—)

WA DEHIERTE DIEH

TTIAT VAEERNRET DHNL, AT—yrr alr—yart—ryhkalr—ay
Dy FT—JREEMR. T4 o AFHR, TOMOEEEREINE L F9,
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GE)

A7 a3y

B IED

ATy I

. Cisco Fi

AT—vr T al—arbd—rFy habr—2a r TCIOBREERSTL-OOAT Ly
Ko— N &2AERRT 5 &R TT,

PR EHFZ, T I9A TV A3y NU—JIHR L TV AT L EA VA M—LT 520D
+oRIEREFER L CT 94T o AR ELET,

TFIAT L ABEIRETHICT. HIETHLUTOBHRAMLE T,
LW AT— R (IR ERIC AT — RELETALERHY 1)

T T TAT UV ADKA M

T TIITATVADRAAL 4

T IITAT U ADIPERT KL A

B =Ty hur—a DT FIAT UADX Y NI—0 ~ R
H—=T o hur—=arOTFIATUADT T HN N =T A

s RATF—vrrual—vay (FREF—Fy bhalr—a0IT7 7B RAAREREGEIT S —
Fybhaolr—ar) ODNSY—DIPT KL &

cATF—Vrrulr—ay (FREEA—Fy huabr—3 g X T VB AFRERBE SIS —
Fobhnar—yar) ONTPH—_DOIPT KLA

DEN:TEFADLE

RadZLeW DPOT 7 4V MiREEEETE 7,
B (7T T4 T v AOR A FEICRIET H55)

CcHEIANY Ty IR THZVE—F AL —Y s — g

«LOM AT 5 LOMIP 7 KL &

EHIEXTE
FIE

WELR NTP Y — N Lz A S %7,
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ATV T2 ROWVWTNIDHFEZFEH LT, DNSH—R_ENTP Y —"DIPT FLAZHRELET,

CAT—=Vrrakl—rarORry NI—I b H—5y halr—31 a3 @O DNS — 58
FONTPH—NIZT 7 EATEHHEIE, ¥—F vy bl —va U ODNS — B IO
NTP = "D IP 7 FLAZMHLET,

AT =V mar—varsDxy M= b F =0y b —a ODNS
FONTPH— 2T 7 B ATERWEEIT, AT =V alr—ra OFREMHL,
Z—ryhuar—varTclty FLET,

ATV T3 NIPEHEATHRDVIC, TT T4 7 A0 Z FECTHRET2HA1L. ¥ —7 > MR
BORFEHZHEH L9, FEMco W T, 03— 3 @ [Firepower Management Center
ar74Xal—rvar AR Z3RLTIZIN,

VATLDA VA =)L
Fl&

AT w71 Firepower Management Center { > A h— /LB IOy v 7 v 7 (5—) THMBHLT
WAHA VA M=V TFHEFEHLET,

ATV T2 V¥ =3 DA LA M=/ T MOV TIE,  [Cisco Firepower Management Center 1600,
2600, and 4600 Hardware Installation Guidel] ZZ MR L T 72 &0,

Firepower Management Center D #%51% 0 #E fig

FIE

ATvT1 FMC OEREZZ2IZY Y £3, FEMIZ OV TIL,  [Cisco Firepower Management Center 1600,
2600, and 4600 Hardware Installation Guide] . [l Z#& L T 72X,

RTVT2 TTIAT UV AOBEDWERNPET LI Z L 2R LET, FHMlicOWTIE, BXRICET 2%
BHEIE (60 ~—) ZZMLTIZE,

759954t 2 XDH|FRFirepowerManagementCenter

MONOHETT A B ZAZHIRT 2 BERHL5EIE, ROFIEEZLEH L £,
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74X alb—v a3 A K O [Licensing the Firepower System| %2 L T 72 &0,

FIE

AT 71 [System] > [Licenses] > [Classic Licenses] Z &R L 9,
ATY T2 HIRT 27148 ADORIZH D [Delete] 74 2> (@) #2 Vo7 LET,
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TNA R beﬁﬂkéﬂfwéﬁA IDIARRAERIRT DL, ZD100EDT N
A AT RTBIRERREDHIR SN E T,

ATYT3 T4 AEHIRTHZEEBERLET, 74 A0S ET,

#iEICET 2FREEIE
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