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Firewall #77Y—ILOET |
B ssavinrs o7 LO7 v TO—F

ASAwithFPS R 7 7/ LDT7 vy T A— K

IR BRI
5578 ASA with FPS 7 /31 ALK 7 7 A V% .cfg E/2ld .txt E LT AR —F L&
7

N

GE) N Ra—F 4 T LT T 7 ANNSRTFIN CTEERE LR T 7 A WET v 70— RKLRWT
KIEEW, THRAPMTT 4 X%, BITICRIT DIEIK & 722 522 AT OO REE 7 7 A )L
a4,

FIE

ATV F1  [CiscoASA (9.2.2 LIFE) with FPSTE#H O (Extract Cisco ASA (9.2.2+) with FPS Information) ]
B O [FET » 77— F (Manual Upload) |27 > 2> C, [7v7r—F (Upload) | %7
Vw7 LTASAWithFPS K7 7 A V&7 v 7 r—FRKLET,

ATwT2 ASAwithFPS 7 7 A VO 2SR L, [BA< (Open) 1527V v 7 LET,
Firewall BT —/VISHEL 7 7 A V&2 T v 7 a— R LET, KEERHER T 7 A LVOBEAE, 2
DFMUNTREREI 3020 37, a2 =i, T O ASA with FPS #RkAT72 &, 172 &
WCEITIRIL O B I NFRENE T, a2 VY —ARERFEINRWVIEAIL, Firewall BT —/L D
HRICHDHDOT 4 R THERTEET, [T F A ORI (Context Selection) | &7
ar T, Tyla— REINEHBENR~ LT TF A BRI T 20088 S Ed,

AT 73  [Firewall Management Center IP 7 K L A/7x A + 44 (Firewall Management Center IP
Address/Hostname) | 7 « —/L RIZ, IROBES HEEMIERE A LET,

TN TH AN ASAwithFPS : HERIP 7 L A E2IIAR A M4

e /ILFaLTHFAMASAWithFPS : BHa L TFAMDIP T RUAETIARA M

ATy T4 [Bii (Connect) 127V v/ LET,
[Firewall Management Center ~® & 2 1 >~ (Firewall Management Center Login) ] [ TR D FfHH
fHwma AT LES,

o 12—
e NATU— R

«[2 21> (Login) ] %7 U 27 LT Firewall Management Center (Z$%f5¢ L ¥ 9,
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| Firewall 77V —LDET
Firewall 7Y — L1 5 ASA ~0 iz [

ATwFT5  [FPS 7 /3A ADEPR (Select FPS Device) | Ku v 7' X 7 2%, FREDEEE ¥ —FEfi S
AWTWDFPSTNA ADY A MPERRENET, TR LI, T 24 &, BEMIT S
N7= ACLARY v—RFEREINET,

ATV 76 [T TFANOER (Context Selection) | &7 v a &R L, BITT 5 ASA with FPS % %
WLET,

ATy F1  [#AT (Proceed) 1 %27 U w27 LET,
T TR A= IVIRT NA APERIGESVE T,
ATy T8  [fiHr~ U — (Parsed Summary) | &7 ¥ a NI AT — X ANFREINFET,

ATFY T T yoru—RKESNTHERT 74V, Firewall 817 — /LS HHF X O U 7= B3 O %
i N =
ATV 10 [k~ Next) 127 U7 LT, =7 v hRTA—FEERLET,

RDEZRY

Firewall 217 — /L ORI/ T A —Z DFaE (35—)

Firewall 217V —JLH 5 ASA ~O) &k

Firewall B1TY — WX, BATT 25 T/51 A8 L. LERERER A2 ME TE £,

1R BEIIZ
e Firewall 817V — & &Y ro— KL CREILE1,
e N AT RADNASA DS, BHIPT FLA, BHE0 /A4 R, BLOA
R—=T NIRRT — REESLET,

e ILFaALTHAME—FNASA DELHIT. EBEaLTXFAMDIPT RL X, FHEF S
A UFH, BIOARX—T N ARRT—FRZRELE T,

N

GE)  ASAIZA R—TILISRT— KRR STV 72 WA T, Firewall
BATY =L TZDO7 4 — NV REEHOEFFIZLTEL I ENTE
7,

FIE

AT 7T 1  [Cisco ASA (9.2.2+) with FPSE#H DO (Extract Cisco ASA (9.2.2+) with FPS Information) ] I
D [ASA~DHEGE (Connectto ASA) |22 ¥ 3 > C, [##i (Connect) 127 VU v 7 LT, BIT
T 5 ASA T NA RTHEREL 77,
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Firewall %17V —ILOET |

B rirewan 7y —h 5 ASA ~ D26

ATvT2

ATv7T3
ATvT4

ATvTh

ATvT6

ATy T17

ATvT8

[ASA v 71 > (ASA Login) | HfE T, ROEREAILET,

1. [ASAIP 7 FL A/FRA h4 (ASA IP Address/Hostname) | 7 ¢ —/L RiZ, FBEIP 7 FL A
FRIIFRA R (U Nar T ASA DEA) I, BHaLTEFARDOIPT RL
AFEFIIFRA N (FAFar T2 ASA DHEA) Z AN LE T,

2. [=—¥4 (Userame) ], [/SAU— R (Password) ], B3LO[A R—7//IZATU—F (Enable
Password) | 7 4 —/V RIZ, WEIREREROn 74 ERIEHREZAND LET,

GE)  ASA A R—TILINRT— R SN TV RWIEAIL, Firewall B17Y — /LT
IDT 4=V REEADEFIZLTEBLL I ENTEET,
3. [vZ A4 (Login) 127 Vv 7 LET,
Firewall 217 — /L2 ASA IZEi 75 &, ASAIZIEFIZER INTZ WD A v —UNRER

ENFET, vLFarTxFAMASADEA . Firewall BTV — X% A &AL TU
A MLET,

[T F AR (Context) | Ky FX UG, BITTH a2 TFXFA MERIRLET,
(EE) [e> R Ty FOIUE (Collect Hitcounts) | 28R L £ 7,

FATTDHE, ZOY—)VT ASAV— L PMER ST B E . ASA BRBIR T LLRE F 7o 13 A
D ASA FRHEBNLAREIZ L — L AME ] ST Btk ORZI A FHR L. [fERE & MRGE (Review and
Validate) |"N—VIZZOFHRAEF R LET, THICE D BITRIZV— /L ORF M & BEEMEE
P CE £,

[#hH % BH#4A (Start Extraction) | %27 U v 7 LE79,

Firewall 17> —/L7% ASA 128t L. WAE MO Zm L E3, PN EFIZETT5
L [T A FEEIR (ContextSelection) |27 v a T, 7 v/ ua— RINTBRNT
TNaryTx A MERIZAFarTH AN ASA DO ED LIZHINT 200 @A S nE1,

[Z2> 7% A h &R (Context Selection) | &7 v a v ZMER L, BITT 5 ASA 2T F A |k
PN L FET,

[Firewall Management Center IP 7 K L X/7x A h 44 (Firewall Management Center IP
Address/Hostname) ] 7 « —/L RiZ, IROB#E T H3EMEHREZ A L E T,

e TN AT XA ASAwithFPS : HBHEIP 7 FL AE /213K A b

e wNTF AT HANASAWIthFPS : EBla L TX A MDD IP 7 RUVAETIIHRA M4

[#46¢ (Connect) 1227 Vv 7 LET,
[Firewall Management Center ~® & 271 >~ (Firewall Management Center Login) | i C YR O FEHH
Hwma AT LES,

P A
. /\OXU‘_‘ ]\“

s [ 74> (Login) | %7 YV v 2 LT Firewall Management Center {Z8%f¢ L £ 77,
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| Firewall 77V —LDET

ATvT9

ATy 710

ATy 7N

ATvT12

ATy 713

Firewall #2947V — L DIFERIE/NT A —F DIETE

&

Cisco Secure Firewall #17'Y —

Firewall 1577 v — L0885 2 — s otaE [}

[FPS 7/ A Z D& (Select FPS Device) | K> 7 X0 A%, FEOEHE L =7 &% v
FENTWBFPSTNA ADY A MMMERINET, T/ AT LT, T3 24 L BEfF
THNZ ACLRY v —0nFRENET,

[#i1T (Proceed) 1227 VU 27 LET,
T IR AN—IVBT N ANPHESGINET,

[f##TH~ U — (Parsed Summary) | &7 3 a VT AT — X ARFE RS VE T, Firewall
ITY — VIR 7 7 A VA FRIT L. ASA S Ul L £,

Ty u— RENTHER T 7 A LT, Firewall B1TY — /L2 B X OEHT L 72RO E %
MR LET,
[R~ (Next) |27 U w7 LT, =7 v hRTA—FEERLFET,

RDBERY

Firewall 21T — /L DG/ NT A —Z DIRE (35 —)

188 BRI

s 4271 I A Firewall Management Center ® Management Center ™ IP 7 R L 2 & HifG: L &
—a_o

+ [User Accounts for Management Access] DFEAIZHE- T, RESTAPIIZT 7B AT A7
D+4y 72 HEMR T, Management Center (Z Firewall 2> —/LVOEHT H 7 v S &B/ER L E
—a_o

« (ER) A F =T =2A ARN— bR EDT A AFEOMEEBITT 25813, ¥ —
7y N BT D 773 A A % Management Center [ZiB/NL £ 3, [Adding Devices
to the Firewall Management Center| #ZM L T 72 &0,

o [FEZ8 & fFE (Review and Validate) ]-X— Y TIPS £72137 7 A VAR U ¥ —% ACL |2 A
THMEND DAL, BITHIIC Management Center TRV > —Z21EkT 25 Z & 270 B
BiO LET, Firewall 1T — VIR S 4172 Management Center 7> H 74 U & — % Hif53 %
72, RMURY —%HLET, LAY —%2ER L TEEO T 72 AH#Y A K
WZHVYTHE, N7+ —~ U ABMKT L, Py v aPDNRBT SRR H 0 £,

FIE

[#—7%" > RO (Select Target) |HEH D [7 7 A T 7 4+ —/LEH (Firewall Management) |&
7 a T, WOFIEEFETLET,

a) [AY 7L IAFMC (On-PremFMC) | A7 v a v Ry %270 v LET,
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Firewall %17V —ILOET |

B rievan 5y —LowEE S A —s0EE

ATy T2

ATvT3

ATvT4

b) HEELZ—DIP 7 RUAEITZEREM FA A 4 (FQDN) # A LET,
¢) [Domain] Km v 77X U A KNT, BITHO KA U EBRLET,

BT DB TN ZNTBAT T D% E R, IR LT B A A T RTEZR B it
T DU T A, ANZDBBATTEET,

d) [##t (Connect) 1Z7 Vw7 LT, FlIE2IELET,

[Firewall Management Center~~® 2 271 (Firewall Management Center Login) | %A 7 & 778 v
7 AT, Firewall BITY—VEATH T hO2—F—Z L RXRAT—RKEAJL, [BFA
(Login) 1%#7V v/ LET,

Firewall 517> —/L X Management Center {212 7' > L, % ¢ Management Center |Z & 5 & BLx}
GOEBHRT D TS AV A R EREGLEY . ZOFROEITRILUL = > —/ Tl
WTEET,

[#—7%" > b DOFR (Select Target) ] i @ [Threat Defense MDi## (Choose Threat Defense) ]
7 va rTIE, BATHED BRUCKT A5 734 R RIRCTE £, o, HEUCKHT 58
TS ARIRNGA X, ASA with FPS # KD ILA R Y o — (7 7 & Al Y A k| NAT,
BLOA 7Y =7 ) % Management Center (2T C& £97,

[Threat Defense ® 3R (Choose Threat Defense) | 2 v a > T, IROWITNNEFEITLET,

» [Firewall Threat Defense7 /N4 A D3R (Select Firewall Threat Defense Device) ] Kz v 74
Vo UARNEZ Y v 7 L, ASAwith FPS WA BATT 57 /A A& A I LET,

IR L 7= Management Center K XA Y INDOT /SA AN IPF7 FLRALARITY A MIE
‘a‘o

GE) el eb, BIRT DA T 4 7T BBICKT DB 7 34 22X, B1TT 5 ASA
with FPS #§ff & R U DO PRA v X —T 2 A ZAET21FAR—F Fr R A & —
T2 A ARKETT, Dl by, BEICKHTAE T A ADa T A VR
B AR, RCEOMEA v A —T 2 A AE TR — N F vy x4 —T =
ARESTA U H—T 24 AMMETT, ASAwithFPSHERERIL 7 747
VA —VE— RTTNA AERT DL ERNHY £F, 27 L., ZnboA
H—T A AL, WHFDT A ATRICARITHHLEILH Y FHA,

= 1:ASAwith FPS 7 7 A 7 7 + — Li#gE & 7R— k S TULV% Management Center & f=|& Threat Defense 0D/\—

Pav

T7AT 74— ILiERE HHR—FSINTWEIEE L 2 —FE
Threat Defense D/N\— 3 >

ASA with FPS & U &— 2B 6.7 LAR%

i~ 7 %A ~i VPN 6.6 LLE

AR FAA B —T A4 A (VID) & |67 LI
JL— h_X— 2 (VTI)

ASA with FPS JE[H 6.5 LK%
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| Firewall 77V —LDET
Firewall 1577 v — L0885 2 — s otaE [}

T7A4T 04— ILiEE HYR—brEShTWEEEBEE 2 —F (X
Threat Defense D/\— 3 >

#gL— + 47 =7 k& BGP 7.1 LA

VE—}k 7 7% A VPN Management Center 7.2 LL[% & Threat Defense
7.0 AR,

() %A R VPN, VTI, BLOL— b= (VTI) A F—T = A ZA&2BITT D
IZ1%. Management Center C ZBIZxI 9 5 Bt MRk T 2 LERH Y £7,

« ASAS505 DA, T3 AEAOHEK (v F—T A ABIO—%) LIFERY v—

(NAT, ACL, A7 Y =7 b) IE, ¥ R—bhSNTWDBX—7 v ~ BIBIKT 2B 7

Z v b7 #— A7) Management Center /N— 3 3 > 6.5 LA % {§ 2 7= Firewall 1010 D512
DHBATTEET,

GE)  Z—7y N BBICXIT P51 23 FPR-1010 TRWES, £72i3#—5 v b
Management Center 7% 6.5 &0 HHETDS AL, ASA 5505 OFATH AR — MIILAAR
Uy —lZORHEHINET, 735 AEFORETBITINEE A,

GE)  HEICHERKIE ASA 5505 TH 572, [Select Device] K2y 77X T U X Rk
FPR-1010 DA% TR TE £ 77,

GE)  ASA-SMBATOVR— ME, HHERY —DHhZEdHE L TWET, T/51 Z[H
HOREITIBITSNEE A,

« [Threat Defense % {# Fi-t4%:1T (Proceed without Threat Defense) 1% 27 U v 2 LT, Hk%
Management Center (21T L £77,

BT BB 72 U CRATT % & Firewall 1T — /Ui B2t 2 BH (RS %
FIERY) =27 v a LERA, LIRS T, BIFICKTT D85 OF A AEA ORERL
ThHHA L EZ—T A AEN—F, BV A M VPN IIBITESNETA, 72720,
NAT, ACL, R"—F A7 V=7 bl R — SN TODHMOTXTOML GEERY
=LA TV M) IBITENET, VE—FTZEBRAVPNIZHERY O—TH D,
Threat Defense 72 L CHLBEITTE £77,

ATv TS5 [#%AT (Proceed) 1227 U7 LET,
BATHIZIE U T, Firewall BATY — V& L CBATT DHEA RINTEX 7,

RATvT6  [HEAEDRIR (SelectFeatures) 127 v a v &7 U v/ LT, BITHRICBITT DHMEZ MR L T
BIRL £,

o B BT KET B TN ATBATT 254 Firewall BATY —/WiX, [T /34 A
iE (Device Configuration) |72 2 = & [HAFRE (Shared Configuration) 1 &7 2 >
T, ASAwithFPSH BT TE 2iEZ HEIRIZEIR L £ 97, EFISL T, 77
IV RDBERE S HITERTEET,

» Management Center (24T 5354, Firewall 1T — /L i, [HLAFRE (Shared
Configuration) ]£7 > 2> C, ASA with FPS #5517 T & HH%REZ B EIROICIRI L
FT, BHISUT, 774V FOBRESHICAERTEET,
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Firewall #77Y—ILOET |
B rievan 5y —LowEE S A —s0EE

GE)  [TA 20K (Device Configuration) |27 ¥ a i, BT BT 50
TR AR L TCOWRWEEIIEHTE E8A,

* Firewall 47> —/L T, BATHIZROT 7 £ AHHA Y A — b S THET,

B X2 UT 4 = DIEE  BITH D ACL O35 — 2 D~ v B r T EEIC
[./ijqo

= b 2Ty 7uady 7 iEEL— RV — MICRE &, PBR. B —
F, BEONATIZEZEBENEE A, A Z—T oA A2 Xy MU — 7RI, B
N— MEREESGT B7DIEHEINET,

EEILBIOEREORY NT—2 727 N IA—TOMWEIZE->TiE, 20
BIEIC R VL= VBT 2 ENRH Y £,

« JERESAL F R LL—L (ASA) DT L7 4 VHKRY 2 —L LTOBIT : ASAD 7k
MEF R T B hAVI— Ve T LT 4SS N RNy BT D b
DX BRRER DY £,

T U —TA AR g D T ENME N T T 4y T DBAIC, 77 A
ISZMIRCD/NNT y—< v A% LS ET,

e T =< ADM L B O AV v N3 B D FDOMOBERIZOWVWT Y,
T7ARRARLT 0w I 2T HIENTEET,

Firewall B1TY —/W T, EETHER T 7B UULENTZ RV ET T 0 v 7 )—)L
AL, L7 4N E R — L LTBITLET, L7 4L EZRY —T
BTSN bR — L EERTCEET, V7 0 VAR T —E, Management
Center TRAITESNZT 7 & A v ba—/L R —|ZEEMNT BN ET,

TUTANE R F— L E LT ITESND 7 R FalZikRo e B Y TT,
* GRE (47)
« IPv4 71 7L (4)
« IPv6 71 7L (41)
s Teredo >3V 2 (UDP:3544)
GE) TV I4nNGF T arwBRLRWES, TRTO MRV T T 407
=V RYIR— F SN TRV —L L LTRITSNET,

ASA with FPS #5£® ACL k> */Ll—/L (GRE # XV IPnIP) (%, HfE. T 7 41
RCWHRE LTRBATENET, T7ERay ha—LOREEF TS 3 T, B
D=V R EITHESFAICEETE AL )12 F L,

s Firewall 8477 —/LiE, VPN b U RABITHIZKOA VX —T 2 AL AT V=0 M
A—FLTWET,

e AR —R—2 (BB~ v~7) : ¥—4 v b Management Center & #2595 [
WIN— 3 6.6 LIBEDEE
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| Firewall 77V —LDET
Firewall 1577 v — L0885 2 — s otaE [}

o )L— h_X—2Z (VTI) : #—% v b Management Center & %9 5 BHfHl H3/3—
T a 6.7 LIkEDGE

T AT U= NABITY =R, Z—F Y FOERY o Z =3 72 UBEOSEIEY E— b
77 EAVPN OB{TZYR—rLET, VE— L7 27 EAVPNIL Threat Defense 72 L
TBATCTE 547K Y v —T7, Threat Defense % {79 2474 3R L7-4 . Threat
Defense D/N—2 3 NE 70 LUBETHLLENRH D £,

+ ({£E) [Optimization] &7 = > C. [Migrate only referenced objects] &R LT, 77 &
Aaryhp—=LR) =L NATRY O —=TERENTNWDEAT V27 FOHBEBITLE
7

B ZoFTTariEERTLE, ASAwithFPSHERNOSRENL TR NWAT ¥ =
7 MIBATSNEREA, ZHICKY ., BITRE A REE S, RIEHOA TV =
7 NMERBIHESIVET,

. (f£E) [H#{t (Optimization) | &2 > a T, HEICKT 28 o7 7B ARY 2 —
WL DR AT VMEHARLZER T L5503, [(F7V=2 M A—7 0% (Objectgroup
search) | Zi&R L £7,

s ({LEE) [M1 74 27—t (Inline Grouping) &7 2 =3 > TiL, Firewall {7 —/L
ZEH LT, CSM £/ DM THEDERFADOAX Y NV =7 B O —EAAF T V=
I NDT I RAN—NEI VT TEET, ZOFTvarvad 723 dE, EREHD
FTVx NMABBITRICRF SN E T, FEMic W Tix, A1 70—k %
ZHL TN,

GE) FIZHNITIE A TA L ITN—FDOF T a o BEIT > TWET,

ATvFT  [KAT (Proceed) 1227V v 7 LET,
ATy T8  [EHDOBALE (Start Conversion) &7 U w27 L, BHAERRIKELET,

AT w79  [Rule Conversion/ Process Config] =z~ 3 = T, [Start Conversion] %27 V v 7 L CE# % Bth L
i —a_o

AT wF10 Firewall BITY — ML o TEBL SN BEOMELZHER L E9,
W T 7 A NVBIERIZT v 7 a— R LU SN2 E 9 M EfER T 212i%, BATZ2 8T
HANCBITAILR—rE2 Xy m— RLUCHERLET,

ATvIN [LAR—b+DOFX v a—FK (DownloadReport) |27 U v 7 L, BITEILAR— FE2HRIFLET,

BITAILR— b2’ —% . Firewall BT —/L L R UBATICH 5 Resources 7 /L Z 1%
FaInEd,

RDERY
BATEIL AR — FOMER (41 =2—)
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Firewall #77Y—ILOET |
B 5ok

A4 09 )IL—T1k

ASDM 5 LU CSM I R—L FASAIC& B4 Ty T IL—T1E

EETLELFEREOT RLA, HEIVTEE TR0 — A EEROEE (47
Vxl NEREFAUTAVDME) EAJITHE, CSM 721X ASDM TAH 7 V=7 R —7
DHBPICIER SNV E T, & ASA T 3 AT Z BT 2 B8IZ, CSM 3 X UVASDM Tffi
SNLINODFAT V=7 b7 A—TOmARANL, £ CSM_INLINE 35 J.O'DM_INLINE
<7,

)

GE) A7V A —TLOEEEEET HIT1E, [Y—IL (Tools) ]>[E%%E (Preferences) ] 7»
O, BELET V7 4 v I AR ORy NV B —E A4 T V=7 M & HBERT
% (Auto-expand network and service objects with specified prefix) | /L—/L7 — 7 /LE%E & 5 L
7,

WIZ, ASDM IZ L » CEH XD ASA T showrun 22~ K& L T Sk A =
Sy FERLET,
object network hostl

host 10.1.1.100
object network fgdn objl

fgdn abc.cisco.com
object-group network DM INLINE NETWORK 1
network-object 10.21.44.189 255.255.255.255
network-object 10.21.44.190 255.255.255.255
object-group network DM INLINE NETWORK 2
network-object 10.21.44.191 255.255.255.255
network-object object hostl

network-object object fgdn objl

access-list CSM DM ACL extended permit tcp object-group DM INLINE NETWORK 1 object-group
DM INLINE NETWORK 2

EFEOFITIX, ASDM UI @ access-list CSM_DM_ACL 1%, /L —/LDE(E TR L ORI D %
FU—27 & LTDM_INLINE 7 /L — 7% F&xE7, 1oV IZDM_INLINE 7 /L —7 DWNE % K
ALET,

14254 25 I)L—T1{t : ASDM/CSM

Firewall 81TV — /DA T A » T V—TF{bRe 2325 & ASDM £7213% CSM O~ R —
¥ R ASA 7 /3A A @ show running-configuration %z f##T T £7, ASDM F721L CSM LA U
TIEAVAM—NO Ul REEZRFET LA T arBbVEd, 7 870 FLESA.
BAT S N7 L—/LiE, ASA show running-configuration Criék <41 CV»% DM _INLINE 7' /L—
TaBRLET,
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I Firewall #17Y— LD EFT

sirmLt—rowz [

A\

GE) Bl X#mE Firewall BITY — /L ~DEETC ASA KR 7 7 A LV ASIE. ASA D E-ITASA T
XA A (SSH) ~D T A 7R & I L CINE S 7z show run £ 7213 show tech (272 0 37,
Firewall 17> —/Lid, MEXOWRO 7 7 A LV F213 X2 R—F L TWEREA,

DX X, ACE £721% RULE @ [i%4Z75 %~ F U —72 (Source Network) ] 7 4 —/L K& [#ft
Jex v hU—2 (Destination Network) | 7 4 —/V K23, TNENA VT A ¥ I —T{bA4A~
a VORLEITENICE SN T ED X S Ik T A0 AR L TWET,

1: 425425 IL—FHY : ASDM/CSM HEZ)

SOURCE DESTINATION
Mame Zone Metwork Port Zone Network Port
o 12 CEM_DALACL_ N1 outsida 10.21.44,189, 10.21.44.190 A ANY 10.21,44.101, hest?, Beyin_cky1 ANY o

R2: 425405 I—TkHY : ASDM/CSM HYER

— L [ =
BATRILR— F DFERR
BATHICBITRILA— e XU ra— RLERZSGAIE, ROV U7 E2EHLTHX e —R
LTLEEN,

BATHILA— hOF T m— R RARA > b ¢ http://localhost:8888/api/downloads/pre migration
summary html_format

\)

GE) LAR— M, Firewall BT —/VOEITHIZCORLK 7m0 — R TExET,

FIE

ATV BITHIVAR—b2E D rn— RLUESTICBE L £,
BITRILAR— b2 —%, Firewall BT — L &R UHATIZH D Resources 7 4 /LA IR

FEhEd,
ATY T2 BATHILAR— P2 &, TONEZEEICHRD LT, BITHAERMT 2R & 722 5 MEZ R E L
iTO

BATHI LA — M, ROBEIEENLTOET,
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o [2ADHY < U — (Overall Summary) ] : ASA with FPS # i IE#M a3 5720, F2ix
ASA with FPS [CFF 7 v 7o — R4 372D H &N 5 7k,

FA T ASA TG L CW DAL, ASA with FPS TR S N7 7 A 7T 7 +—/LE—
Ky, =T ar7F X hE— RFOLEF, BITHICER LT A b,

BB KET A IS IEEICBIT TE S 3R — x5 ASA with FPS #k i3 & . BT
& U CBIR SN2 HE D ASA with FPS gD~ 1 —,

TA T ASAIZER L CWAEE, v~ —iZidt v b v v MEHR (ASA LV—L 238
N EFDOHA DA TER) DEENLET,

[T —DH HHERAT (Configuration Lines with Errors) ] : Firewall 817> — /L M ¢ &
TR0 T T2 O IEH BT T & 720 ASA with FPS ORERREEZE DO FEH,  ASA with FPS f# /%
TINHLDOTT—ZEIEL, FILWHER T 7 A V&2 T 7 ZR—F LT, #H LW
7 7 A V% Firewall BTV —/MZT v 7 m— KL, HAITLTLIEEN,

o [ rH 7Y A8 — MK (Partially Supported Configuration) | : ¥850AIZ O HFEAT FIREZ: ASA
with FPS R OFEM, T b OWREFRITIE, A7 a v 2ahnr—n et
Vxl MREERTOSD, FEA TV a VAT POV LRI A T Ve s  E
BATCTEET, ZhODOITEMRE L, #4723 > )% Management Center CH 7R — h
NTWLNEI PR LET, PR—FSHLTWDEHEAEIE, Firewall BATY — /L & i ]
LTRBATZE T LRI, 2Nb0F T a v 2T THERT L EaitlE L ET,

o [V A — DR (Unsupported Configuration) | : Firewall 47> —/L23 Z 4L 5 OREHED
BTV AR —F LTz, BITTE 7 ASA with FPS i EHE OFEM, Zh b D
TR L, KHEHESS Management Center TH AR — K SN TWNE0E I 0 EER L ET,
PAR—FENTWDEAIEL, Firewall BITY — LV E2FEH L TBITEE T LI21kIC, HiE
TFEICHKRT A Z L &2dtm L E9,

o (A S AU DAL (Ignored Configuration) ] : Management Center & 721 Firewall 17> —
VTR — h ST Wz DICHEME S5 ASA with FPS Ak B 32 D%, Firewall 1T
VLI DT EMT LERH A, ZHLH OITA2 MR L, & FERELDS Management Center
THR—=FINTVDINE I NEHBLET, YR —FINTWDHEEIE. HELZTFET
W22 L aFELET,

Management Center & #2375 BH CTH AR — b SALDEBEDFEHIIZ DWW TIX,  [Management
Center Configuration Guide] ZZ&M L T 7ZE0,

BATEILAR— b CIEERESHERE STV D 8581E, ASAwith FPS A > % —7 = A4 X TIEIE
56T L. ASAwithFPSH§K 7 7 A VW EFHET I AKR— N L Thb, BHINIMERT 7 A
NET v 7a—RL, HITLTLEIN,

ASA withFPS 5K 7 7 A W IEFEIZT v 7'a— REB L O Sz &, Firewall 177 —/LiZ
D, &K~ (Next) 1527 U w7 LTBITERITLET,
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ASA with FPS # 5} & Secure Firewall Device Manager Threat Defense 1 2 —J 4 ADT v E Y .

RDBERY

ASA with FPS /% & Secure Firewall Device Manager Threat Defense 1 > % —7 = AD~ v &
2

ASA with FPS 18 i & Secure Firewall Device Manager Threat
Defense 1 V43— J 1A ADIVvEVY

BB BB T34 A1, ASA with FPS T SN CW A E L Lol A o % —
T2 A AER—FN F¥ RNV A LB —T A ARVETT, TNEDAL L FZ—T oA AL, W
FDOTNRAZATRICARITHAIMELIHY A, A F—T oA AD~ v L T HEZER
TEET,

[Threat Defense f > % —7 = A AD~ 7 (Map Threat Defense Interface) | i T, B K}
T TNAA A LEDA L E =T 2 ZDY A NERSLET, 7741 ]\'C ;’E Firewall &%
17V =X ASAWIthFPS DA > & —T = A 2 & BRI T D0 73 R A 2 —T = A
AIDI> Ty BT LET, ez, A ¥ —T=A4 2D EHHEH] A ¥ —T =
A R, BBAZKT D0 T A 20 VEBEBH] 47 =7 2 ATHBICT y BV 7 &
. BERETEEREA,

ASA With FPS A > % —7 = A A5 BB T 505 4 > F—T = A4 A~D~ v ¥ 71
BT B TN AL A T L TR D F97,

« X =27y N BB T DB BNRA T 4 T EA TOHEFRO L DI 5,

« BT AR IR, T % ASAwith FPS f v Z— 7 = A A F-13AR— FF v
v (PC) T—HA B2 —7 = A ANEHLL EXEETT ( ASA with FPS kD& B
HERLYTA 2 —T 24 ZAERL) o REERBEOLEIE, #—7 v NEBICRT 5
BN \C MBI A T DA v —T =2 A AZBMLET,

T A =T A AT, WA A —T 2 AE IR = Fy R~y BT
HSWT Firewall B17Y — ik > TEE SN E T,

5y N BBICHT BB 8 T A FORERRD L S £

« BB B B5NCIE, 9D ASAwithFPS A > X — 7 = A A, WY 7 A L & —
TxA A, BR— b F xRN, TR FX RN YT A H—T = A ZANR[EELL
E2BITY (ASA with FPS i O FELE M 2R <) o FERMEOL &L, ¥ —7 >
kN BB KT T DB KB A T DA B —T = ABIMLET, 72& 2L,
X —27 s N BB KRET DB OMBRA U H —T oA ALY T A X — 7I4z
DD ASA with FPS TOE L W 100 D704, Z—4 v b B kt4 2B (2
MO E T IMERY T A B —T = AZAERTE £,

o BT A B —T A AL, FirewallBITY — /L ClIfEi SNt ¥ A, WA L —T =
AA, R—=FF v, FREFVTA X =T oA AFDA VX —T 2 f A~ v B
TOIRBHFRITEINET,
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. ASA with FPS # /3§ & Secure Firewall Device Manager Threat Defense 1 2 —2J 4 AN v EV Y

1R BHHEIIZ

Management Center (ZH2ft L. #Efese & L C ZBUCK T D058 #BIRL TWDH Z & MGl L
T, FEMICOWTIL,  TFirewall BATY —/VO#E/ T A —2 DfgE 35°—2) | &5
LTS ES N,

)

GE)  ZICxI4 BB5f 7734 A 72 L C Management Center (2179 28546, ZOTIATEH S E

ATvT1

ATy T2
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B A,

FIE

A VB =T 2 A Ay B T HETT H851X, [Threat Defensef % —7 = A A4, (Threat
Defense Interface Name) | D Ky 77X 7 U X &7 Y v 7 L, £® ASA with FPS A > % —
T2 RIS TTHA L H—T oA AHEIRLET,

BHA L H—T oA AD~ B T IIERTE T A, BT D04 > 2 —7 = A AN
T TIZ ASAWithFPS £ 2 — 7 = A AZEID B THNTWAEAEIX, FayXF o U X L
MHEDA LU E—T oA ABIRTEETA, BIVYTHEALADODTXTOA U F—T = A AFT
L—RREh, fEHTEEEA,

YT B =T oA A~y B 7T D08 EH Y £ A, Firewall 817 —/LiL. ASA with
FPS #AN DT R COY T A v X —T = A RTHONT BRI KTT A5 T84 2DYT A >
H—T A A~ T LET,

£ ASAWithFPS A X — 7 = A A% BT HHH A v X —T = A~y BT LTz
5, [k~ (Next) 1227 VU7 LET,

RDBERY

ASA WithFPS A > % — 7 = A A %@ bl7e Ik D0l A v 2 —T = A A FT V=7 b
X2 VT4V =, BIUOA A —T oA AN —F vy BT LET, FEMICHONT
X, T2V 4= A F—T 2 AT N—T~D ASAWithFPS f > X —T =1 A
Dvy BT ZEBRBL TSN,
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tHATFAI—Y b B—T A RTN—T~DASAWithFPS 1 v 52— 724 20T v EVY ||

XA YTF 4= A F—T A RTIL—T~AD
ASAWithFPS 1 >3 —2J x4 ADI v EVY
\§

GE)  ASAWwithFPSEERRICT 72 AU A R E NAT L —AREENTWARNES. FRI3E260R
U —%BITLRWEAIE., ZOFIEE RSy 7 LT Tk, BT DR O & ik
(47 =) T E R TEFET,

ASA with FPS RS IEL K BATEND L 9IS, A ¥ —7 = A R &Y BRI x4 2851
AVE—T 2 A AFT V27 h, EF2 VT 4= Ivy B 7 LET, ASA with FPS f#%
KCIE, 77F8A ar ha— L RY T —ENATRY —FA X —T7 = A A4 (nameif) %
ffEFH L £ 9, Management Center TiX, TNHDORY o —IA L H—T =2 A A FT V=7 b
fEFHLEJ, & 512, Management Center ;R U 2 —|IA LV H—T = A A LT V=7 RO X
T N—FELET,

e X2 VT 4= A BE—T A AL, 1 DODEFXF2 VT 4 S —ICORBTH &
NTEFET,

A VHE—T 2 A AT N—T A Z =T =2 AIEEDOA =T = AT N—TIET
HT ENTEET,

Firewall 247V — /L Clid, EX 2V 74 V=0 BILOAS v F—T oA AT N—T A X —T =
A2 11 Ty B TEET, EFXFa VT4V = ERBFA =T oA AT N—TN
AUE =T 2 A ATy BT SNTOWDEE, DA F =T = AD~ v B2 713
JAT& £ AN, Management Center TIIFFAl S41EJ, Management Center D& F = U 7 ¢ /' —
YA UHE =T oA AT N —T DFEMIZOWTIL,  [Interface Objects: Interface Groups and Security
Zones] [HFE] ML TSV,

FIE

ATV [EX2 VT 4 =AU F—T 2 A AT NV—T~D~ v 7 (Map Security Zones and
Interface Groups) | B[ C, fFHARE/RA X —T =AM A, BX2 VT4V —0, BLOA
=T 2 A AT N—TEIERBLET,

ARTF9 T2 X2 VT4V —rBILOA H—T = A AJ)L—7"} Management Center [Z1F(ET D4,
F3EX2 VT4 V= XA T AT V= b E L TASAWIthFPS T 7 A MITAELE L,
ey 72y )2 NTHERAREREE., ZhbliA ¥ —T x4 A%~y B 7T 5103,
ROFNEEFEITLET,

a) [Ex=VUTF 1 —> (Security Zones) ] ¥ T, FDOA L H—T A ADEF2 VT 4/ —
CEERLET,

b) [ ¥ —T=A A7 /L—7 (Interface Groups) |5 T, DA H—T = A ADA L H—
Tz A AT N—TEFRINLET,
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B 5205 ¢)—2 b 8— T2 A RTL—TADASAWIFPS { B —T T4 ADT Y E LY
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X aT 4= A B —T oA AT N—T1F., FE Ty U7 T52 86 BEITER
THrZLLTEET,

X2 VT4V kA —T oA AT N —TEFEH Ty 7T 5121, ROFIEEZE
ITLET,

a) [ExX2VT7q4 Yy —rbf =T AT N—TDEM (AMSZ&IG) 127V v 27 LE
R

b) [EFX=2VT 4V —veAfA v F =T X7 N—TDBN (AMSZ&IG) 14 A T e TRy
J AT, B (Add) 127V v 7 LTHLWEX 2T 4~ FEidA v F—T =L
AT N—TwBIMLET,

¢) [EFx=VUT 1Y —r (Security Zone) 1 5NZtF=2UT 4 =2 AN LET, HHT
X DHRALTEIL A8 T, FRRIS, A v —T A AT N—TEBMTEET,

d) [PALD (Close) 1227 VU >v2Z LET,

ASA with FPS D#ITDI5HE :

X2 VT 4= H AT TASA] MoEXa VT 4 =0 HAT —F v R/AAL >
F KJ  (Threat Defense THAHR—K) ~OBITNHHR—FINTHET,

* Management Center |[L—E DX = U T 4 ¥ — 4 LT AR 28, Threat Defense
THR—=—FENDHLWEF= U T Y — 2 %R[E 70 ASA with FPS 0 Y — > & [[] U4 i
WD EiIETEERA,

« 515 JC Management Center (Zf77ET %, IR L 72 ASAwithFPS D3 X TD ASA ¥ A 7>/ —
ANTOWT, #H LW Threat Defense (Jb—7 > R/AA v F R) V=V N[V —r~vo B
7" (Zone Mapping) |-X—® Firewall 817> —/V IZ/ER &L E T, ASA 7> 5 Management
Center ~DATLIXE Y | ASAWIthFPS DY F U A TIX, B¥ =2 U7 1Y —LFPSAK
U =B EfFSvE T, Threat Defense amPE4: (ASA nameif) (ZHDWTIERR S LD 2
LiTHY FE A,

o A X —T A AJ)L—"|L Threat Defense w4 1 H L TBITE D720, NATIZIX
AL EH A,

[FPSY —> (FPSZones) 14 7 ATIE. ASAFRIIA L ¥ —T = f A Zv v B 7SN TS E
X2 TV —UREREINET,

Gx) ZDOHNT AT, BIR L7 ASAwithFPS T34 AV — U OHRNREREN., FNLEN
DA B — 7:4’1 IRLTYURMENET,

1 D™ ASA with FPS V' — 73, [6] U ASA with FPS 534 ZDEH DA v Z—T = A
ZIZEHEA T SN TWAEES, F0 Y — 13, Threat Defense THAR— FEh 522
D — NSRS ET,

X2 VT4 H =T 2 A AN =T ZHIERIC L > Ty B 7T 5120F, &
DFINEEEITLET,

a) [HBEMER (Auto-Create) ] %7 VU v/ LET,
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gatt. BavsumonRegiE ]

b) [BEMER (Auto-Create) | ¥ A 7T 2Ry 7 AT, [A ¥ —T A AT N—7 (Interface
Groups) ] 72X [V —r~ v B (Zone Mapping) ] DWW T E7-idli iz 4 1C L
7

c) [BENMER (Auto-Create) |27 Vv 7 LET,

Firewall 17> —/LE, 26D EF 2 VT Y — T ASAWithFPS A # —7 = A X LHA L
401 (outside X inside 72 &) ZAfFiF, AHIOHZIZ "(A)" £~ LT, Firewall 87> — /T
KoTEENZ e aRLET, A F—T = A A7 /L—7IZIL, outside ig X inside_ig 72
EO igY T4y 7 ABRBIMENET, o, X2 VT4t A U E—T A AT —
ZIZiX, ASAwithFPS f > 4 —7 = A ALELE—FRH Y £7, 7=& 21X, ASA with FPS
B S H—T 2 A ZAIPLIFT— ROBE, DA 2 —7 oA ZARIMER SN X2 ) T o
=B =T A AT N—T L3 E— RIZR Y £9,

ATFYTE TRTCDOA VHF—T oA AWt Xa )T 4 = b VB —T 2 AT NV—TITv v ¥

YU, [k~ (Next) 1227V w27 LET,

miEt. B1TT e DM & REE

1T L 7= ASA with FPS ##/ik %2 Management Center |27 ¥ =3 D RIIC, WA HEICHER L.
ZIDEY) T BB D T3 ADRERRNE & —BT 52 L AR LET, AL T
WHETIE, RO—HEDT 7y a b EFITTHMERNDDLZ L ERLTVET,

Z AU, Firewall 817 —/ LI, ManagementCenter (2§ CIZAF/ET DR ABG#EIL 27 2 (IPS)
RY =T 7 ANR) =2 PG L, BITTL7 7 A2y ba—b—/llth bz BhiE
sz encEEd,

T ANKY —=lE, VAT ANEKRNT 7 AR EO—BRE LT, Fy hT—7DF
Erp~ N =T E 7 7 A NV Z FATT DD T 5 #HORE T, Z OREMT
Wk, 778RA 3 bhm— N A= NDFEELE—ETDHRNT T4 TNDT 7 A LI S
WHENT, VAT LEFIMT 77 ANVERET DL DI £7,

FIERIZ, NT 7 4 v 7 BEEFEIZIMD D 2 & ZFFr] T DRIC, Y AT LO5EMEIHZ A & L
TIPSHRY > —ZHTEET, BARY O —1T, EF2 VT ERICETAS T 747D
RAEFFIEEZR L, 4> T4 VERTIE, BEOHD N T 74 v &7 ayl FREFEETDH
ZENTEET, VATABPRARY —%HHLTCRNT 7 4 v 7 23HMIT 256, VAT A
WEEEA T SN B HE Y FEFERALET, By NNOKRESOLEET, RAL—L T
WHEHINA2EEZERL, BETBIUSEEDIPT RKLAER—= 2B LET, AR > —
WZHAEEEMH LT, — 1AMl X O —REIZHHIP T RLAZRTZELT
xFET,

57 CREORRIER 2 MBT 5101, SO EEcH D7 1 —N RICEBL Z AN LET,
T—T NI T A VA LB S, RFEEIC BT HHEAOLBFEREINET,

)

G¥)

j—o

T 7V R TIE, [A T4 70—t (Inline Grouping) |47 ¥ a VRN ENHT/2> TWE
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B ssc. siavammorRe B

—

[k DI b, #ERRF L URAE (Optimize, Review and Validate Configuration) ] [Hi[fi C Firewall
BATY — WV EPAL S & TR RS, R TBITZ2BHTEET, ZOEEOHIIC
Firewall BT — V&AL 5 &, EITRUUIRTFESNET A, FITRICEENTAE LTEGE
[f v F—T A A< v BT (Interface Mapping) | H[fi2> 5 Firewall 1T — /L & FiELE) L
7

Firewall #17Y—JL ACL iBE{L DE

T, Ry NU—IHRRICEE R 52527, 774 T U4 —/v b—)b X— 205l
(=N £ 7-13HIER) TX 5 ACL BB X ODBET 2R — M2t L5,

ACL ffbid, D ACL A 7%V AHR—FLET,

« LR ACL : 2 2D ACL Ok & L— L D¥ » F3E DA, FEALSA O ACL 24k LT
bRy NU—=ZIZHEBIH XA, 2 2E 2200V —ARE LRy hU—7 ET

FIPBEXWIP b T 7 4 v 7 &AL, 77 AZEETHL—ANERZS N TRV
By BAIONL—VEHIBRTEET,

% K7 ACL : ik #]®D ACL 1Z, 2 ZBHD ACL DR EEEEICYY Ry 7 LET, 2
ODN—VIZERED 8T 7 4 v I I’ DA, 2/EDONL—IET 7R Y X FDHALI
TRENDT=ZD, EOM T 74 v 7ICbBHEINTERAL, 20DV —IVRN T T 4 v 71T
KLTHERDT 7 a b EZRELTWDLAEA, Vv NUuA 7SNl —LVz2BEd1 5
. WENDDONL— L EFRE L THERRY —42FETE £4, 2Lz, BEDXE
gELIFEEICH LT, BRAL—LTIP N7 74 v 752 ERL, V¥ RuA 7Sz
Jb—/VTCFTP N7 7 ¢4 v 7 ZFFa[ CEET,

X, ACL fifb O /v— L % el 3 D BRICIR D8 T A —F 2R L7,

A\

GE) TIZACP L— T 7 v g Ak LTt Tc& £4

o b X7z ACL VT, b 7 e A BRI ER A,

¢ EFILD ACL 1%, %925 ACE (1 T4 ) IZEBSNZ®%R, IRO/NRNT A —HZD
WTHBEhET,

BRI EsEED Y —
cHXfFEILEHED R Y FT—7
« FfEesde R — b

i

(il

ATV H bOREL
WOAT V27 MI, BT 7 et 2047V 27 hORBEKIZOWTEEEINET,

CcREBROAT V=7 b BITORMEIZ, RBROAT V=7 P E2BAT LRV L D ITER
TEET,

cHEHELIAT V=Y b AT V=Y N3 FTIT Management Center (Z/FET 254, EHE
LA 7V =2 MEfERT 2RIz, AU —NEMHINET,
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ATy T

ATy T2

siatt. w7y smmomRcni |

772 AREICIZRO 2 oD 7 a v 3H Y £,
« 7L 7 4 /L4 : Management Center (ZF1T X415 ASA ACL NFE/RINLET,
*ACP:FPS7 /&R av hr—/L R v—BLUOBET D3RR RS NET,

a—H SI7e . AR — FENTORWEEDESE. X9 5 ACL TV — Fxfgit &
LC~—27&NET,

FIE

(X7 ar) HEROR#E, MR X UMEE (Optimize, Review and Validate Configuration) ]
H[H T, [ACLOK (Optimize ACL) (%7 VU v 7 L Thkiifb=2— FESEIT L. LA TOERME
EIATLET,

a) FFESN ACL figli{b v — &2 F 7 va— RT3 512%, [V 2 —F (Download) ] %
7V w7 LET,

b) A—ERIRL, [FU 3> (Actions) |>[#E$h& L THEIT (Migrateasdisabled) ] £7=
I [#81T LA LY (Donot migrate) | ZEIR LT, W07 7 a2l L7,

o) [RTE (Save) 1227V v 7 LET,
BATHAEDS [B1T L7z (Do not migrate) ] 725 [ME%h & L TEAIT (Migrate as disabled) ] &
TIXZEDOMIIEDY £,

WDOF T a rBERLT, Lb—LO—FRRIREZFITTE £,
« [#81T (Migrate) ]: 7 7 4 /v bORETBITLE T,
s [T L72\ (Do not migrate) ]: ACL OB{TZ MR L £7°,

o« (S & L THAT (Migrateasdisabled) ]: [IR%& (State) 17 ¢ —/L RS [fE%) (Disable) ]
ICRRESNTWD ACL BT L £7,

s [F%h& LTBAT (Migrateasenabled) | : [IRFE (State) 17 «—/L R23[A%) (Enable) ]
WICRESNTWD ACL Z#BITLET,

fy

i, [ OMERR & MFE (Review and Validate Configuration) | [ C, [7 7 & AL —
JV (Access Control Rules) %27 U v 7 L, ROFIAZFEITLET,

Q) T—7NAHNDETL FUIZONWT, v v BT EERL, TNONRIELWT L 2R L £
ﬁ—O

BATSNTT 78ARY = — U, L7 4 v 7 RELTACLAZMBEHL, ThiZ
ACL V—NVEEZBENT 5 Z & T, ASAwith FPS 7 7 A MiZ~ v B 7 L3 < L
£9, 72L& 21X, ASA with FPS ACL D44 |17 "inside_access" D&, ACL D f]D/V—
v (7213 ACE) 17O il "inside_access #1" (272 Y 97, TCP %7213 UDP OFLAAD
. R —EAA TV s b FRIEZOMOEE TA— NV EJEET D VLEND D
&, Firewall BATY —/VIZARNCE S EY 7 4 v 7 ZZ2BIMLES, & 2F, FFar—
IWISBATDTDIZ2 DD N— VLR SN D56, LD D/L—/UIZI "inside_access #1-1"
& Minside access #1-2" & W) A HIAMHT HRVE T,
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b)

d)

Firewall #77Y—ILOET |
3

PR—=FENTW WA T V=7 bEETL—VOEA, Firewall BI1TY — VT4 I
" UNSUPPORTED" & \W9HH 7 4 » 7 ZA&BMLET,

1OULEDT 72 ZH Y A MR Y =BT LRWGEIE, ZUTDITORy 7 2
2L, [72 23> (Actions) |>[#1TL %ALY (Donot migrate) | ZiER LT, [fRAF
(Save) 127V v 27 LET,

BATLRWZ ERBIRLET_RTONL—UT, T— AT L —FERrINET,

Management Center 7 7 f VAR U o —% 1 DU EOT 7 A av ha—/L AU —IZi#EH
TLOHEEIE, LT HITORy 7 A%F AL, [TY 3> (Actions) 1>[Z 7 ALK
L — (FilePolicy) 1 &R L £,

[7 7 A /KR — (FilePolicy) 1#A 727 T, W27 7 ANERY o —Z3R L, 2R
L7 78A aryba— R Y —Z@H LT, [R1F (Save) 1227V v 7 LET,

Management Center IPS 7R U 2 —% 1 DL EDOT 7R 2> bu—/ R Y —(Z#HT 5
BaE, BETTORy 7 A% AL, [F2 a3y (Acions) 1>[IPSHRY &— (IPS
Policy) ] Zi#&R L £,

[IPS AR U >»— (IPS Policy) 1 & A 7 r 2T, @I/ IPS KR > —LkpihT oLty M &
WL, @IRL7=T7 782 a3y ho— R — @M LT, [R(F (Save) 1227 U w2
LET,

XL T NRENCRSTWBT VA ha— A —LOaXr 47y a v 2EFET
LHHEIE, AT HITORy 7 A=A 2L, [T 3> (Actions) 1>[B% (Log) ]
PN L F1,

[v27 (Log) 1 XA 7wl Tl #HEOBMKEELITKTR, £IXF0MGTA X2 b
DRFXL T HAMNITEET, BX U T 2GMNT 2581, #HA X F2ARD b
Ea—7F70X Sydog DWW Ty, EIEHEFICIEET D2 L2 BIRT HLERH Y £
T, B X2 b & syslog T — NZIE(ET 5 T & AR L7284 . Management Center T
TITHER S VTV D syslog AR U o —% [Syslog] R v XA A =a—n bR X £,

[7 7 A= hr—/L (Access Control) |7 —7 VHNOBITINZT 7EA=2 Y ha—/L
N—NDT Vv areBRBTL5EIF, ST 70Ry 7 A%+ 1L, [Fo2ay
(Actions) | >[JL—ILT7 % L3> (RuleAction) | Z#i®RL £,

[v—n7 27 a2 (RuleAction) | XA 707D [7 7 ar (Actions) | Ruy7Fxw
T, [ACP] ¥ 7 E /X [V 7 4% (Prefilter) | ¥ 7 &N TE ET,

*ACP: 77kAar ba—/LL— UIliX, VATLR—HTHRNT 74075 EDL

IR L, v 7Rk T 20N ERET L7 7 aryBDbVEd, 778X B
2—/LL—/ Uk L TR, B, =%, 7rvy 7, 3V ey MI&7a vy
DWTNINDT 7 a v FETTEET,

o Prefilter : L— /DT 7 allk-oT, —HBLIENTI 740 v 7 O E 0 VGO
ERREVFET, 77 AMRET o 7 B2ETTEET,

Cisco Secure Firewall #17'Y —JL % {# /A L 1= Cisco Secure Firewall Threat Defense ~ @ ASA with FirePOWER Services (FPS) 774 7
I DA —ILDBIT



| Firewall 77V —LDET

ATvT3

gatt. BavsumonRegiE ]

Evh TIEBRIUERBR— A= NITEZ T ENTWBIPSBLI Y7 7 A LDKRY v—
X, [FFAT (Allow) 1A 7' a U ZBRS TRTONA—AT 72 a s L CHEBI
WCHIBR S L E T,

[ACL/V—/v 777 = U (ACL Rule Category) ] : Firewall 17> — /L%, CSM v — K
ASAFERKD [/—/v (Rule) 1& 7 2 > %fkFF L, Management Center ® ACL 77 =V &
LTBATLET,

RY S —DF ¥ 3T ¢ LHIFEOEL - Firewall 817 — Wi, BIT L LV— L DOEEF

ACEI U N, =y N TFFy h 74+ —ALTHR—FENTW5S ACE #IfE & bl L

ESc N

Firewall 17> — /WZ O FEFIZEE SN T, BT &7z ACE ORREN L X WMEZ 2 72

BER, A= bTF AL ADYR—FENTWBHIRD L EWEIZESWTWHEE

X, RSO — a2 LEEX Sy —UERRLET,

JL—/VH[ACE 77 > b (ACE Count) 15I& 2 55613, kT 52 &b, BiTLZ

WZEERETHZELTEET, BIT2ETLTHL ZOMEHREZMA L T, Management

Center T v a2 LTHHETAETOMIZ, V—NEKELTHZ &L TEET,
(G¥)  Firewall BATY —/Lid, BHEICLPD0DOOLTBITEZ 70y 7 LERE A,

ACEZ D> Ma, FIE, BIE, &L, K, BIOVNv07 4 vz ) o FERY—

TFUATTANEZ) T TEDLLHITRDELE,

TANEY T Z 7 VT HI10E, [ZA4NVE D2 VT (ClearFilter) 1227V w2 L
£7

GE)  ACEIZESW= ACL Y — BEFIL, FroBLzHRE LTWET, ACL T,
FAELEEMIEICESW Ty 2 &nEd,

ROZTa27 Yy 7 L, HREAZHEELET,

« [NAT /b—/L (NAT Rules) ]

«[A7 V=2 K (Objects) | (77 EAVARNAET Y =2 (AcessListObjects) ], [F > b
J—27 47 =7 K (Network Objects) ], ["— h4+7 =27 & (Port Objects) ]. [VPN
47 =2 (VPN Objects) . BLO[EHIL— AT =7 K

(Dynamic-Route-Objects) ])

o[> %—7 A A (Interfaces) ]
« [/b— k (Routes) ]
o [ M VPN k> /L (Site-to-Site VPN Tunnels) ]

«[VE— 727 EA VPN (Remote Access VPN) ]

TR AY AT TV =7 ML, BGP & RA VPN T S 5884 ACL &353R ACL 3%
IRENET,
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B ssc. siavammorRe B

1L EDONAT V=V E 13— A VB —T =2 ZAZBAT LRWEAIE. 48T H1TOR v
I A%F AL, [T a3 (Actions) 1> [#1T LAY (Donot migrate) ] Z#R L T, [f&
% (Save) |27 VU wZ LET,

BAITLRWZ LRI LT RXTONL— L, T—T NV TT L —FKRrINET,

ATv74 (R MROMEETIZ, [fy NI —27F 7Y =2 | (NetworkObjects) 157, [R— A7
=7 b (PortObjects) 1% 7, £/IX[VPNATZ =2 k (VPN Objects) | ¥ 7 CT[F7HU 3
> (Actions) |>[&HAINZERE (Rename) |Z#E R LT, Xy NT—I ATV =7 b F— A
Tz b, FRIEVPN AT V27 NOARTEERET L ENTEET,

ZHIDEREINT-A T2l NeBRBT AT 7 BAL—LENATRY >—4, HFLWAT V=
7 NETEBENET,

ATv75  [BfL— 47 Y =2 b (Dynamic-Route-Objects) ] £ 72 = 2iE, BTSN DT XTOH
HehERTVWBAT Ve s FRFRSNET,

e ARY—U Xk

s VT 4w T AY AR
s)— b/
ca23a=74 UAFb
e AS /XA

T EAYZK

ATy T6 [L—F Routes) 7 vailid, RONL— bRERENET,
[AHET 4 v (Static) ]: TRTDOIPVEBIOIPV6 AXT 4 v 7 — b aERLET,
«[BGP] : T+ XCDHOBGP /L— F&F R LET,

ATy T1 [VE—FTZ7EAVPN (Remote Access VPN) | &7 > g Tlk, UE—FT 27 A VPNITxH
ST DT RTOLET V=7 MBRASANSERYE X —ITBITSI, ROXHIICERENET,

« Anyconnect 7 7 1 JL : AnyConnect /¥ - —3’ Hostscan 7 7 A /- (Dap.xml, Data.xml,
Hostscan Package) . M7 7 U /Xy r— L0 AnyConnect 7' 1 7 7 A JLIE, X(E
JCASA THA AMBEIGT D MERHY | o, BT TEO2XLERH Y £5,

BATHIOT 77 4 BT 4 O—8E LT, T3CTOD AnyConnect /X 7 — V& EFHtE L ¥ —
\Z7 v 7m—RLET, AnyConnect 7’11 7 7 A )LiE, BH L Z—ICHEET v T r—F
L729. Firewall BATY — b7 v 7 a— KL TEET,

BEE X — B EHS L7-BEfF D Anyconnect, Hostscan, F 72137 7 7 ¥ Xy Fr—
2R L E7, 1 DL ED AnyConnect /Xy 77— V2@ IRT 5L E RN H Y £, KfETD
RO ATRE 723581, Hostscan, dap.xml, data.xml, F72/3MNBT 7 7 F &8 IRT 5
MENRH Y F9°, AnyConnect 7127 7 A /UL A T T 9 »TI,

dapxml X, ASANSLHEELEZELWTZ 7 AL THLILERH Y T3, Mk, #k~ 7
A VTR PTEEZR dap.xml TEITSNE T, BGEEICHKLERTXTOT 7 A )VE2T v 7 a—
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| Firewall 77V —LDET

gatt. BavsumonRegiE ]

RLUTEBRTLZMERNH D 9, THICKINT D LR ER L ~—27 &4, Firewall B{7Y —
VIR ERIC A EH A,

* [AAA] : Radius, LDAP, AD, LDAP, SAML, B X Urn— /L LV AH A T OFEREY—

NR=NFERENFET, TXTOAAA P —_"—DOF—%2FH L £9, Firewall BTV —/b
3.0 LAF%, Live Connect ASA O FHFijA - — XA EICEFF X E T, moresystem:
running-config 7 7 A VZEA LT, BLIX—2E50EETOWKET v 7 u— 152
EHLTEET, ASAND Y VT T7X A MERTx—2 BT 5 B WL, [V E—
N7 27 A VPN O T] 2R LT 7Z30,

« LDAPS TiE, BHHtL L X —|Z KA A U BMETY, BEB{LZ A 7 LDAPSD KA A %

T o20ERHY £,

* AD #—/3— Management Center [Z1X, —EDAD 77 A4~ RAA UPMETT, —&

D RAL DB END & Firewall BITY —/VIZFRENET, BANROD->T28HA.
FTV 2l NEEFIZT vy 2T B0, —BOAD T ITA<Y RAAL U EANTTHHME
BHVET, AL EADTTA<Y RALVOREBIZOWTIE, TVE—FT 78X
VPN OFAT] 2R LT 7Z30,

«[7 RLAZ—/L (Address Pool) ]: 9XTCTD IPv4 7 —/L & IPv6 7 — /L3 Z ZIZFEREH

=7,

o [ N—TRY — (Group-Policy) ]: ZD&Z v ailid, 7747 a7 7 A,

BETSO Ty AN, VIAT L FEYa—, BIORT 077 A LDRNT L—FRY
V—mFZL I N—T R =R FIRENE T, I 1T 7 A L03 [AnyConnect 7 7 A L

(AnyConnectfile) &7 ¥ a VNTBMENTWAEET, FANCRIRSI KRB TERRS
hWEd, a—V—Tnr7ry401 ERTa7740 BLXOIVIFIA TV P EV2—L T
077 A NERIREITHIBRTE £,

s [BEi 7 2 7 7 4 /L (Connection Profile) | : ¥ XTCOEHR T 77 AV N IV T N—T

M ZICRTRESNET,

[N Z A FARA > b (Trustpoint) ]: ASA OEBEL X —~D N7 A MRA » FNERIT

PKI 47V =7 NOBITIZ, BITRIT 7T 4 BT 4 D—BTH Y. RA VPN OBITE IEH
AT T D DICARAIRTYT, [VE—FT7E®AX A% —7 x4 A (Remote Access
Interface) | #2273 T/ — 3L SSL, IKEV2, BLOA v H—T = AD FT A R
AV Newy B 7 LT, BITORDOTFIAIZHEARE T, LDAPS 7'u h a2 LRFHIT/-
TWABEA, 77— UL SSL & IKEV2 b T A RalRA > MIMETYT, SAMLA 7V =7
NMFET D84, SAMLIDP & SPDO M Z A RKRA Y M SAML &7 v 3> Tv oy
7 TEET, SPREHEIAT v 2 »TF, FHED bR A—TZONTHE, F TR
NRA U NaedA—NR"—F A RTHZLHTEET, A——TF 4 NS/ SAML 7 &
NARA > MBS E(E IC ASA THEHAIHEZR S A1, [SAML O A4 —/3—F 4 K (Override
SAML) |4 7Y a v TRIRTE £7,

ASA 7260 PRIGEHHO T 7 2K — MoV TIE, U E— h7 72 VPN OBAT) %
ZRLTLZS Y,

FE#E~ » 7 (Certificate Maps) | : Z ZIZFEHE~ v 7 RERENET,

—
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Firewall %17V —ILOET |

. BTSN D Management Center ~D 7y &2

ATvT8

ATvT9

ATy 710

ATvIN

(EE) 7'V v FNOSHERTEE OFtZ2 4 7 v a— RT5120F, [#vr—F (Download) ]
7 Vw7 LET,

WeBMN5E T L6, [MiE (Validate) 1227V v 27 LE7,

FRREF ., Firewall 51T — /L X Management Center (285t L, MEfFOA 7V =7 N &R LT,
FNODFT V2l VEBITASEA T V=27 POV AR LES, 727 b2
Management Center (23 CIZAFTET D856, Firewall BT —/WIZIRD Z & 2TV ET,

cF TVl FOLHTERERRDE UEA . Firewall 17 — WIIBEFOA T Y = 7 - & FHH]
FA L. Management Center (ZH LA T P =7 FEEMRLERA,

ATV =7 FOAHINFE U THRNRRD%E . Firewall 7Y — /T4 7Y =7 F O
BaWE LET,

KEFOEITIRMIZ = v Y — LV CER TE £,

RMGENTE T L, [MEEA T —# A (Validation Status) ] %A 7 0 7R > 7 A2 1 DU LOAT
YVl POPEPFRSNIZGE AT, ROFIMEEZIATLET,
a) [BEE O (Resolve Conflicts) [ %27 U 27 LET,

Firewall 1TV —/Vid, 7V =7 MOBEPHRE SINIZHBATIISE LT, [fy NU—2F
7Y =7  (Network Objects) | # 7 E£7/2F [R— A7 =2 b (Port Objects) ] X7 D
WTNNERZIWHICEET A a2FR LET,

b) ZTEIV VI L. AT NEHRLET,

) MAEMHIEA TVl hOZ U N ZER L, [722 32 (Actions) | > [FEDRR
(Resolve Conflicts) | #ER L £,

d) [BLA O (Resolve Conflicts) |V 4~ KU T, HET 7> a v EFITLET,

72 & 21, BEFD Management Center 472 =7 b & DA ERET D720, A7 V=7
NEZH T 4w 7 ZAEBINT 5 X D1 *@%hé%A#%Di¢OT7¢wh®#74y
JAEZTANNDD, MEDOY T 4 v 7 ATEESHA D ZENTEET,

e) [f#k (Resolve) %7V v/ LET,

) 27 LEOTRTOFT V=7 FNOFESEMRLIZO, [IRFF (Save) 1227V v 7 LET,

g) [MFFE (Validate) 1% 72 U v 27 L CHERR Z FERRGE L. ¢~T®ﬁ7/lab@ﬁ Z R L
T2 ERLET,

MEEDSE T L, [MREEAT —# A (Validation Status) ] 4 A 71 7' 7R > 7 A2 [Successfully
Validated] &9 A v B—URNEREINTZ D, BT SR D Management Center ~D 7"
va (54 —) TR FET,

1T S -4 B D Management Center ~D 7y & 1
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L DIRREIZ I E T, T X TOAT V=7 FOFEEEMR L TORWEAIX, BTk
ASA with FPS # 5% % Secure Firewall Management Center |27 > 3 = TX £ A,



| Firewall 77V —LDET
1T S 1=# LD Management Center ~D 7w < 1 .

BAT7 R ADZDRT v 7 Tld, BT I % Secure Firewall Management Center (2355
L %7, SecureFirewall Threat Defense 7 /3 A AZH&E A B LA, 7272 L. SecureFirewall
Threat Defense EDOBEFOHERIZZ D AT v 7 THEINFET,

\}

GE)  Firewall 1T — /L 3BAT S U7 #AK % Secure Firewall Management Center [Z 255 L T 5 i,
MR AET LD, T RZEEHLIED L2NTL S,

FIE

ATV 1 MRAEAT —H A (Validation Status) | A 7 0 7Ry 7 AT, MiEOMELE MR L £,

RTw T2 kD7 v = (Push Configuration) 1% 7 U w7 LT, 4T S 472 ASA with FPS 1Ak %
Secure Firewall Management Center {Z315(5 L &7,

Firewall AT — /L OB LW ECBEILIERE A E T2 & MR 7 V& 2 L TBITHRE R 211
HICRSTEET,

Firewall 47 —/Li%, CSV ¥ U v m— R&EM{LL, N—YEa—JLIlE 23T ~To
N—=NIZT 7 varz@lTos2LbTEET,

Firewall 217> — /W2, BITOEITIROMESF REINE T, 2> Y —/Z, Secure Firewall
Management Center |~ 7" > 3 = S TWD I U R—R 2 b OFEMAREITIRI AT 2 L ICFRT
xET,

AT9T3I BITNETLEDL, [LR—FDOX 71— K (DownloadReport) %27V v 7 LT, BirklL
R—trEX - RLTRIFELET,

BIARILAR— bz —%, Firewall BT —/L & R UEATIC & D Resources 7 4 /L Z 124
FEIhET,

ATy T4 BITRRILIZSGE1E, BITRLA— N, m2 77 A0, BLXOKRMNT 7 7 A VA EEICHR
LT, RBDOJFERZHEE L E7,
NZTNY a—T 4 TIZHONTE, AR — FF—AlZfnabEs 2 &b TEET,
BITOXRBOYR—
BATICKRIT 28581%, R — MZBRWAEDbELZEW,

1. [B175¢ 7 (Complete Migration) ]Hi[fi T, [ — K (Support) |RZ %27V v 7 LZE
R

/\}1/7047"7‘15‘— }&—yﬁ§%%émi¢o
2. [FHE— R FL (SupportBundle) |F = v 7Ry 7 A% AL LT, F7ru—RT5

W7 7 A VA TBIR L £,
GE) Ol 77 AL EDB 77 ANME, TN FTE T a— NHAICEREINTCWE
7,
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Firewall #77Y—ILOET |
B sosLt—rorzesrOoRT

3. [#vru—F (Download) 127V vZ7 LET,

PR—= bR R T 7 AME, B— BN RR | Zzipt LTHE R — RENRET, Zip 7+
NEEHHLT, 77740, DB, BLUMR T 7 A V2R RLET,

4. [BFA—NTOBMWEDLE (Bmailus) (27 Vv 27 LT, 77 =V F—AIEEDH
MEBFA—ILTEELET,
Fyrua—RLEYR— N7 7 A NVEEBFA—IVICHRMNTHIZELTEET,

5. [TAC <—ZB&) (Visit TACpage) | %27 Vv 7 LT, YAadDHKR— b= T TAC
r—AEERR L ET,
GE)  TAC 7r—RAiE, BITHICOWOTH IR — b= b4 =7 TEET,

BT LK— FORREBFTOET

BITHOLR—MIT, SFESFEARTTIDACL 7> b, ACL Filb. BLUOMER 7 7
ANTHEITEINRELO BRI B o —IZET 3R R RSN ET, SOV TIE, &
Wik, BATT AR OMER L EE (47 X—) BB LTI FE,

ATV =l bahER LU CHGEEL £,
- hFIY
« ACL /L — /L& it (BAT L DOMERL)
cBOEIE DRI G E B SN D ACL L—LDOAF, TUE. v RUERHY £7,

« k> ACL 7 7 v M. HE{LORIZRICH 7 &Nz ACL/V— /L O&FZE R L
7,

BITHICBITRLAR— 2y rn— RLENEBEIE. ROV 7 E2ERALTFya—FR
LTL7Z&EW,

BATHRLAR—FOX 7 m— R RARA b ¢ http:/localhost:8888/api/downloads/post_migration
summary html format

\}

GE) LAR— MiX. Firewall BT — IV OFEITHIZORK 7o a— R TEET,

FIE

ATy Tl BITRLKR— 22X o— RLEGANICBEIL £,
ATFvT2 BITHLAR— b 2lHE, TONKEZEEICHRL T, ASA with FPS BN ED L HITBITE
Nz BEELET,
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| Firewall 77V —LDET
sirgLt—rorresroxT

o [BATOMEE (Migration Summary) ] : ASA with FPS 7> & Threat Defense ~1E 5 (24T S 4
ToRERR O, A ¥ —7 = A A, Management Center KA "4 & RA AL X —4 v |
Threat Defense 7 /31 2 (YT 556) . BILOEFICBIT S WERESRICET 51
WNEENET,

s [BINAAR Y > —DFAT (Selective Policy Migration) ] : BT HIZEIRN S U7 5 E D ASA with
FPS BERE DML, [T /31 A#E#%AE (Device Configuration Features) . [F:A &% REE
(Shared Configuration Features) ], 3 X OV [Ai#{k (Optimization) 1D 32D A7 2 U NT
fEHTEET,

s [ASA withFPS{ > % — 7 = A A 7> Threat Defense~D~ » &> 2 ( ASA with FPS Interface
to Threat Defense Interface Mapping) | : IEFICBATINToA v F—T = A ZADFEME, ASA
with FPS ##§ kDA % —7 = A A% Threat Defense 7 /XA ADA VX —T = A A~ v ¥
YT LITE, IO~y B IR ERBY THhDH Z L et LE T,

GE) ZDv s v a it %65 Threat Defense 7 /31 A& LA2AWBIT. £721381T
WA DB =T A ADVBREINTWEWNESICITEH SN EE A,

s [Threat Defenset ¥ = V7 4 V=V BI O, LV H—T =2 AT NV—T~DJ —AA L H—
7 = A A4 (Source Interface Names to Threat Defense Security Zones and Interface Groups) ] :
EFICAT ST ASA with FPS fiilA v 7 — 7 = A A LARTOFEM, BLOZEnb %
ThreatDefense DEF =2V 7 4 Y=L oA U F =T = A AT N—TIv v B 7 LT L
N0~y B IIRHHGEERBY THLZ L AR LET,

GE) TFTOEREE) X FE NAT BRBITICBIREINTWEWNES., 207 v i
HHENEREA,

s [T V=7 MEEA OB (Object Conflict Handling) ] : Management Center O RE{7- D A4~
V=7 PEBELTOD LB Sz ASAWithFPS 47 ¥ =7 MO, A7V =2 b
DL T EREDFE CH4E . Firewall 1T — /L3 Management Center 473 = 7 bk % FF|
MLTWET, 7V =7 FOAFINE U THERARR D561, BHEDNENLDAT
VxZ FOARIEERE L TWET, TNHDAT V=7 M EEICHRE L, BA0S@ETIC
RSN Z L 2R LET,

[BATLIWT 7 BRAa > hr—/L/Lb—/L NAT, /— b (Access Control Rules, NAT, and
Routes You Chose Not to Migrate) | : Firewall 47> —/L TBAT L2V K D ITEIR L7 L—
NVDFE,  Firewall B1TY — /W Ko THEML S, BITSh ol InbDL—L %
MRLET, ZNOOITEMEL, BRLETRTOL—ANZDOEI a3 i) A RE
NTWLZEEHRLET, REISLT, ZNHON— /LA FEICHERTE 7,

o [EROTRICRAT S U724 (Partially Migrated Configuration) | : #EfiA 72 a2 72 L TH
=V ERBATTE DafliA 7Y a UAFE V=& Ete, —HDOHRBAT S 72 ASAwithFPS
=V DR, ZIH OITE MRS L, R4~ L 3 2 )% Management Center CH 7R — h
NTVLNEIDERLET, TR—FSNTWDIHERIE, ThbDF Ty a v & FH)
THE L £,

o [RY A — DL (Unsupported Configuration) | : Firewall 47> — /L2038 Z 4L 5 OREHED
BATZ R — R LWz, BTS20 572 ASA with FPS K EHE OREM, Zih
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Firewall %17V —ILOET |

B sosLt—rorzesrOoRT

—

OOITEMERR L. FHEEEN Threat Defense THAR— F SN TWENE I DEHERLET,
Z DA 1%, Management Center CZ 315 OFERE S TEH CHER L £ 97,

c[HEiET 7 A 3 hr—/L KR Y v — b—/) (Expanded Access Control Policy Rules) ] :
FTIEIZ L — D Point /L— /L 7> b #5LD Threat Defense /L— /VIZEHR X 4172 ASA with FPS 7
7R aryha—1RY — b—/LOFEM,

(TR b — A b— VT S H T 7 2 3 > (Actions Taken on Access Control
Rules) ]

 [BAT L7\ T 7 2 A/L—/L (Access Rules You Chose Not to Migrate) ] : Firewall 517

V=L TAT LN K D ISR L7z ASA with FPS 77 B X 2> b m—/L/L— L DgE
M, CHODITEMERL, BRLEZT_RTOL—ARNZDE7 a2 A MERT
WHZ AR LET, REIUSLT, ZNHDN— L& FE THKTE £7,

[V T I a ERIZL DT 77 A/L—/b (Access Rules with Rule Action Change) ] :
Firewall BTV — VY — L&A LT W—NT 7 v av] DEESNEZTRITOT
s ar ha—LRY — L— L OFFEM, L—T 7 a L OEIE, [FFA]

(Allow) ]. [{Z#8H (Trust) ]. [T=4% (Monitor) ]. [7 22 (Block) ]. [VE > b
ft& 7w w27 (Blockwithreset) | C%, ZNHDITEMRL, BIR LT XTONL—
NNZDEI7 L a NV APPSR TWDEZ EEHRLET, HESLT, Zhbo
V=% FEITHRTE £7,

s [IPSTHRY o — ¥ty "MBREHINTWALT 7 A3 hr—/L/L—/L (Access
Control Rules that have IPS Policy and Variable Set Applied) ] : IPS AR VU > —23 F &4
TNHTRTOASAWIthFPS 7 7B v hr—/L AR v— b—L O/, Zhb
DV— )V B EHEICHER L. 2 OFEEEDS Threat Defense THAR— F I TWVENE 97
THERLET,

[T ANKRY —RNEHINTWAT 77X ha—/L/L—/b (Access Control
Rules that have File Policy Applied) ]1: 7 7 A VR U I —0R@EH S TWAHTRTD
ASAWithFPS 77X av ba—)L R — Jb—)L DR, ZiLH D/ — /L& EHE
WZHERR L. Z OKEREDS Threat Defense TH AR — K I TWANE I NEHER LTI,

(BT DN—NVEENEREINT-T 78 A3 ha—//L—/L (Access Control Rules
that have Rule ‘Log’ Setting Change) | : Firewall 17> — /L& FEH LT la 73 E] »
ZHE ST ASAwithFPS 7 7Ry ha—/b— /L O, v 7 RREDEIL,
False, Event Viewer, Syslog T7, T OLDITZMER L, BIRL 7T X TO/L—/LMR
o7 va iV ARSNTND Z LR LET, LEISLT, ThbD—
N FEITHARTE £,

= DNy T FITH LT 7 A3 hr—L—/ b (Access Control Rules

that have failed Zone-lookup) ]: /b — kL 7 7 v 7HAEICRL . BITERLKR— RIS
ASJEi % ASAwithFPS 77 B2 3 hr—LL— /LD,  Firewall BT — /L
(. ERETHEROL— b FRII J O FRICE S TL— MLy 77 v TE
EEITL, T7RAL—MISEEEF 2T 4 — 0 2R ELET,
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IV I— L DFER,

(F) Y R=FIN TRV —ADBBITEINR N ST2GE ANER NI 74w IR 774
TU g mms HRENREELE T, ZD MT 7 1 > 778 Threat Defense (2K -
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GE)  [FE#E & MEE (Review and Validate) | ~X— TIPS £721%7 7 A V7R Y v»—% ACL IZ
BWHTIHERND DHEAIE. BITANCEH L X —CR Y U—%1Ek+ 2 2 & &25<
BEIHD LET, Firewall BT — /L I3 SN2 E B = bR Y — %2 TG T
7290, WURY —&FERLET, HLOART U—%2ER L TEEORY > —I2F
DETHE, RT3 —v U APMET L, 7y v anKiT oretEnrd v £97,

Management Center & Threat Defense TH A — b SV HHEREDFEMIZ OV CiX,  [Management
Center Configuration Guide, Version 6.2.3] [#3E] 2 L T 72 &0,

ATFv T3 BITRILAR— F%BAE . ThreatDefense 7 /341 A TFEH TBITT D MENH 5 ASA with FPS #
REHEAELET,

AT w74 Management Center C, RO FIAEZTFATL E T,

a) Threat Defense 7 /31 ZADOBAT SN/ MR AR L, REBGOLTXTOHEINDLL—L
BLOZEDOMOMERBEEDBBITINTZ L 2R L E T,

« 77 A Y A b (ACL)
« Xy hT—27 7 KL 2B
e AR—FBEORY VU= ATV =7 b
« JL— b
e AU H—TxAA
«IPSLAF 7 V=2 b
ATV NTN—T DR
« B R—2 04T V=7 b
VPN A7V =7 |k
« %A NE VPN b xov
cE L — h AT Y= b
b) —EBYE—FERTOS, FRE- RS TVARY, EBHENE, EEEShE, BE0
BIT SN o - _RTORRIER & L — LA kER LET,

INHOIEE V=V ERRT D HFIEOFEMIZ OV T, [Management Center Configuration
Guide] [3FE] 2L T 723V, FEMERDS LB B OF 2 IR L E T,
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FIE
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BITHILAR— F EBITE LA — FERTFT 25 E1E, resources 74X 28V ELY F721%
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274 Ay—ay

as 77 AL <migration_tool folder>\ logs

BATRIO LAR— b <migration tool folder>\resources
BT DO L R— <migration tool folder>\resources
KGR 7 7 A v <migration tool folder>\resources

ASAwWithFPS 7 7/ LD 7 v 70— FRED LS TIL
a—Tq4T
ASA with FPSHERR 7 7 1 LDHME TS5 —
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Firewall 17V —ILD K < HHE/M

Q. VU U—A3.0TlL, Firewall BT —/L THE— F STV D HHEREIZMT T,
A, U U—A30 Tk, ROERES TR — h S TOET,

« UE— 7 7 & A VPN
« 1 M VPN FHaiA 5 —o BBk

Q. VU U—2A251Ti&, Firewall BTV —/L THHR— b TV DHHEREITI T TT D,
A, U U —2251Tlt, ROENYR—FENTHET,

cHL— AT V= b
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[ E DEFTICARTE S 3L E 9, Cisco Success Network 238 207256 . 47T L 72 ASA with FPS #i%
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TAU Y ha T A AFRORDYIZe—h a7 A AFEREER LT Firewall B17Y — /L2 1
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ROEIZ, TUA T =ZRA b TOGRY, BLOF TR LET,
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F—8 KL b 588 B
IRV —TF 4 v VAT |Firewall BITY — V& EI T 54X —F 72 AT | Windows
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fFHTExET
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Mozilla/5.0, Chrome/68.0.3440.106, Safari/537.36 % & FH
TEET
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T—R R4k B ED I
Source Device Model Number ASA DETFINLFER ASA 5505-X
Source Device Version ASA with FPS ®/ 38— g o 9.2(2)
Source Config Counts EAETEAE R DITOEE 4K 504
Firewall Mode ASATHERL SV TWA 7 7 A 7 7 4 —/LE— | ROUTED
K:n—7vy FERIIFN T AT LU B
Context Mode ASADaLTHARE—R, ZHUE, v | o
TNaArTHEANERIIILVTarTHRA L
2720 £97,
ASA IR DRETER:
ACL Counts TIRATN—TIZT Z v FEZH TN D ACL |46
DI
Access Rules Counts T 7 2 )L— L OEEH 46
NAT Rule Counts NAT /L— v DEFH 17
Network Object Counts ASA THER SNT=Fy NI —o ATV = |34
IN2F"'¢
Network Object Group Counts ASADFXy KTO—2 3T h ZF)—716
D
Port Object Counts R— ATV xr PO 85
Port Object Group Counts R—= T T NN —T D 37
Unsupported Access Rules Count | 98— s KL TWRWT 7 & 2 L—LDEE3
4
Unsupported NAT Rule Count PR—F XN TWRWNAT 77 & &2 L—)L |0
DEFHK
FQDN Based Access Rule Counts |FQDN ~X— 2D 7 2 & & /L— /L D¥L 7
Time range Based Access Rule BRI — 2 DT 7 & A L— /L D¥K 1
Counts
SGT Based Access Rule Counts SGT X—ADT 7 & A )L—LDO¥k 0
Y—ILHET T EROVERITOBE
Unparsed Config Count PR—=H =T Ko TR S AR VWMERAT OH | 68
Total Unparsed Access Rule Counts | ffZ#fr K L7227 7 & A )L— L DA EK 3
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T—2 KA b BTl B
F DD ASA HEREEM
Is RA VPN Configured RA VPN 7% ASA THERR ST 570 & 5 7> | false
Is S28 VPN Configured A R VPN 28 ASA THEL S LT % & | false
5 D
Is BGP Configured BGP 78 ASA THEFRL SN TV D0 E 9 7 false
Is OSPF Configured OSPF 78 ASA THERK SAL TV DN E 9 false
Local Users Counts i ntnsdo—pra—HF ol 0

£ 4:4—4 v FEET/NA4 X (Management Center) 5%

T—R R4k ELE) ED
Target Management Version | Management Center (O % — /4" > k/3— 6.5 LI
Yarv
Target Management Type | % —/4w NEHT A ADHXA T Management Center
(Management Center)
Target Device Version B—FF ) NFENAL ADNR— g 75
Target Device Model B—1 s NFISAL ADETF I VMware [A] 1} Cisco Secure
Firewall Threat Defense

Migration Tool Version BATY —LDR—T g 2.34
=R 5 BITOME

T—R KAk 58 EnH
FUERav k=LK I—

Name TR aryhka—)LiRU T —DLH] FE L 72

l( N\

Access Rule Counts (FPS) AT & 7= FPS ACL L — /L DA EH 10
Partially Migrated ACL Rule Counts | #4512 1T X #L7- ACL L— /L DA 3K 3
Expanded ACP Rule Counts EAE ACP L— L D3k 0

NAT R1) o —
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F—8 KA b SEA EDH
NAT Rule Counts BAT S NAT L—L D AFHK 0
Partially Migrated NAT Rule Counts | #3452 B4 T S 4L7- NAT /L— /L DA 55k 0

Z D DFEATEEM

Interface Counts HHEINI-A v F—T = A ADE 0

Sub Interface Counts FH NV T A Z—T A ADE 0
Static Routes Counts HHL— O 0
Objects Counts B ENT-A 7Y =2 FO¥K 34
Object Group Counts ERENTA TV =7 NI N—T D 6
Interface Group Counts Bk SNl v B —T = A 2T L—7D% |0
Security Zone Counts B SNzt XV 74— 0 3
Network Object Reused Counts BRHBEINEZA TV 27 0¥ 21
Network Object Rename Counts LZHINEEINTEF TV =27 O 1

Port Object Reused Counts BAHSNIER = A7V =7 ¥ 0
Port Object Rename Counts LZHINEEINTER— T TV ok |0
Prefilter rule counts ASAMNDBIEEINEF LT 4 AEL—)LD |44

%

& 6: Firewall 1TV —IL N T+ —I VAT—4

P SINET: sl
Conversion Time | ASA with FPS HERAT OFRATIZ 7373 - T2 (59) 14
Migration Time | => K —=x > ROBITIZH D - T2 EFHER] (49) 592
Config Push Time | &40 7 & = (2o TR (49) 7

Migration Status

ASA with FPS %% > Management Center ~D #4170 A7 — & A | SUCCESS

i

Error Message Firewall B1TY — /Wl KXo TEREINDIZT— A - null
Error Description | o= 5 — 23584 L 7= BEpbds L OVE 2 S N AR RIS B4 %3 | null
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T LA ~1J) ASA with FPS 7 7 1 JL D15l

WA, BB xEd DB (2 ASA with FPS # k2 BT 25807 L A N T —2 7 7 A4 LD
Bz~ LET,

"Verbatim Comments": "Very good!",
"asa config stats": {
"Ipv6_access rule counts": 0O,
"Ipv6 bgp count": O,

"Ipv6 _nat rule count": 0,

"Ipv6 network counts": 10,

"Ipv6 static route counts": 3,
"access rules counts": 39,

"acl category count": 0,

"acl counts": 60,

"cert based auth": false,

"dm inline_applied": 0,

"dm_inline_ present": 0,

"dynamic crypto map": false,

"fgdn based access rule counts": 0,
"ikevl_count": 0,

"ikev2_count": 0,

"is aaa configured": false,

"is anyconnect configured": false,
"is bgp configured": false,

"is eigrp configured": false,

"is ipv6_configured": true,

"is multicast_configured": false,
"is ospf configured": false,

"is pbr configured": false,

"is ra vpn configured": false,

"is s2s vpn configured": false,

"is snmp configured": false,
"is_ssl_server_ version_configured": false,
"is webvpn configured": false,
"local users counts": 1,

"nat rule counts": 38,

"network object counts": 76,
"network object group counts": 10,
"no of fgdn based objects": 6,
"ospfv3_count": O,

"port object counts": 10,

"port object group counts": 26,

"s2s vpn tunnel counts": 0,
"s2s_vpn_vti": false,

"sgt based access rules count": 0,
"timerange based access rule counts": 0,
"total unparsed access rule counts": 3,
"tunneling protocol based access rule counts": 0,
"unparsed config count": 115,
"unsupported access rules count": 9,
"unsupported nat rule count": 2,
"vpn object count": 0

}I

"context mode": "SINGLE",
"error_description”: null,
"error_message": null,
"feedback score": "5",
"firewall mode": "ROUTED",
"log info_acl count": 0,
"migration_status": "SUCCESS",

"migration summary": {
"access control policy": [

[{
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"access_rule counts": 16,

"apply file policy rule counts": 1,
"apply ips_policy rule counts": 2,
"apply log rule counts": O,

"do not migrate rule counts": O,
"enable hit count": false,
"expanded acp_rule counts": 0,
"name": "Doesn't Exist",
"partially migrated acl rule counts": 9,
"time based acl count": O,

"total acl element counts": 98,
"update rule action_counts": 0

H]

]I

"interface counts": 0,
"interface group counts": O,
"interface group manually created counts": O,
"ip sla monitor_ count": O,

"nat Policy": [

[{

"NAT rule counts": O,

"do not migrate rule counts": O,
"name": "Doesn't Exist",
"partially migrated nat rule counts": 1
H]

]I

"network object rename counts": O,
"network object reused counts": 83,
"object group_counts": 10,

"objects counts": 90,

"port object rename counts": O,
"port object reused counts": O,
"prefilter control policy": [

[{

"do not migrate rule counts": O,
"name": "Doesn't Exist",
"partially migrated acl rule counts": O,
"prefilter rule counts": 44

H]

]I

"security zone_ counts": 8,
"security zone manually created counts": 0,
"static_routes_counts": 0,

"sub interface counts": O,

"time out": false

}I

"migration tool version": "2.4",
"mtu_info": {

"interface name": null,
"mtu_value": null

}I

"rule change_acl count": O,
"selective policy": {

"acl": false,

"acl policy": false,

"application": false,

"csm": true,

"fps_acl": true,

"interface": false,

"interface groups": true,

"migrate tunneled routes": false,
"nat": false,

"network object": true,

"policy assignment": true,
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"policy based crypto map": false,

"populate sz": false,

"port object": false,

"remote deployment enabled": false,

"route based vti": false,

"routes": false,

"s2s_vpn_flag": false,

"security zones": true,

"unreferenced": false

}I

"source config counts": 813,
"source_device model number": " ASAv, 8192 MB RAM, CPU Xeon E5 series 2600 MHz, 1 CPU
(4 cores)",

"source device serial number": "SA2EPUNLD80",
"source_device version": "9.6(3)1",
"source_type": "ASAFPS",

"system information": {

"browser": "Chrome/91.0.4472.124",

"operating system": "Windows NT 10.0; Win64; x64"
}I

"target device model": "Not Exists",

"target device version": "Not Exists",

"target management type": "6.6.1 (build 91)",
"target management version": "6.6.1 (build 91)",
"template version": "1.1",

"time": "2021-07-14 19:10:59",

"tool analytics data": {
"objectsplit 100 _count": 0

}I

"tool performance": {

"config push time": 6,
"conversion time": 34,
"migration time": 334

}
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Threat Defense 2100 ~0) DOFE1T : |

» 775 Firewall Threat Defense 2100 ~DO 4T : 1 (73 ~_—°)

M 5 Firewall Threat Defense 2100 ~D#21T : {5l

N

GE)  BITORETRIZA =Ty FT A ATETTELT A MHEZERLET,

CAVTFUAY 4 Y RUDRICRO S A Y ZFETTH (13 5—2)

CAUTF AT 4 RUPIZRD I A7 2 FATT D (15 =)

AVTFUARDA TV EIDRICRDERY #FR1TI B

&

1R BHHIIZ

Management Center 1 A b —/L L TR L TVWDH Z AR LET, MOV TIE, #
Y72 [Management Center Hardware Installation Guide)] [#:5E] 35 X OV#i¥) 72 [Management Center
Getting Started Guide] [FE] 2 L T IV,

FIE

BATT D ASA with FPS 7 /NA A E 72 iF 2 7 F A ~MZxf LT show running-config =~ > K%
L. ASA with FPS kD 2 " —Z (£ L £ 7, [View the Running Configuration] [k
ZZRLTLIEEN,

F721%, BITT D ASAwithFPS 7 /34 A FE 721X 227 % A MMIxt L T Adaptive Security Device
Manager (ASDM) Z#fEf L. [7 7 A /v (File) 1>[H LT 1 > RUIZFEITHENR Z ZRT 5
(Show Running Configuration in New Window) | Zi®&{R L T, #pk~7 7 A VEZHG L £,

G  ~wnATF a7 H A ASAwithFPS D513, showtech-support =~ > K& L T,
TRTOALTHANOREREE—7 7 A VICHIFTEET,
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/ref-cli.html#ID-2118-000000c8

Threat Defense 2100 ~ D17 : 5 |
B 1hreat Detense 2100 ~ > D777 -

ATFw T2 ASAwithFPS#ik 7 7 A L ZHER L £,
ATv7F3  Fv hT—7|ZFirepower2100 >V — X T NRA AERH L, A V¥ —T oA AL TT 7
FGAT U ADERES N LET,

FEMEIZ DUV TIE,  [Cisco Threat Defense for the 2100 Series Using Management Center Quick Start
Guidell [J55E] SR L T Z 30,

AT 74 Management Center |Z & > THEE X 15 Firepower 2100 & U — X T34 A& 5§ L E7,
FEARIC DWW TCiE,  TAdd Devices to the Management Center] [J€iE] &R L T Z S0,

ATy TH (fEE) %1570 ASA with FPS #RIZ AR — N F v XA & D 581L, #—7%" >~ I Firepower 2100
) — R FNRA ATHE— hF v 3/ (EtherChannel) #1ERk L E 7,
FEAMIZ DU TCiE,  TConfigure EtherChannels and Redundant Interfaces] [J5E] 2R L T E X
AN

AT wTF6  Firewall BTV — /LD N— a > % https://software.cisco.com/download/home/286306503/type
MoF L —RLUTEITLET,
FEMIZOWTIEL,  [Cisco.com 726 Firewall 1T — /DX T m— K (27~—2) | 258
LTL7EE0n,

ATvTT  Firewal BITY — VA EB) L, HE6iE/ 3T A — X 2488 T 2% A 1%, Management Center |2 5 %
L 7= Firepower 2100 3V — X 5314 A& 3R L £,
BRI OWTIE,  TFirewall BATY — LV O#GE/ T A —2 OfgE 35~—) | 25 L
TLEEN,

ATv 78 ASAwithFPS A ¥ —7 = A A% Threat Defense { > % —7 = A AZ~v 7 LET,

GE)  Firewall B17Y — /L TlX, ASA withFPS A > % — 7 = A A ¥ A 7% Threat Defense
VR=T A RAEA TSIy BT TEET,

7= & 21X, ASA with FPS 7R — b F ¥ /L% Threat Defense DA o Z—T7 = A A< vt
YITEET,
FEAMZ OV TCIE, T ASA with FPS ##/% & Secure Firewall Device Manager Threat Defense - > 4 —
TxAADI BT ] ZBRLTIIESN,

ATYTY AV H—T oA REeFa VT 4=y BT 5 X, [HEWER (Auto-Create) ]
%7 Vw7 LT, Firewal BITY— L THLWEXF 2V T4 =0 2T 52X 91CLE
T, MEOEX2 VT 40— 2T 5121, FHIT ASA with FPS A > ¥ —7 = A1 A
XU/ —ilwv B LET,
FEHCOWTIE, X2 UT 4V =0 LA H—T =2 A AT )L—T~D ASA with FPS 1 >
H =T 2 A ADY BT ZHRLTLIIEEN,

ATYTI0 ZOHA ROFIEICHES T, BATT DMK ZIEIZfEZRR L OMRGE L, #§5% % Management Center
W7y LET,

ATYIN BITHLR— 2R L, FEICHOMK%EZ Y~ 7 7 LT Threat Defense (Z/EBH L. B1T
T LET,
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| Threat Defense 2100 ~ D47 : I

ATvT12

AUFFURY 4 RhzRDE R 22555 [

IS OWTIE, TBATR VA= hORER L BITORE T (S6~—2) | 2L TIEEV,

BATOFHEIRFICAERL U727 A MaFE A L C. Firepower2100 ¥ U — X 73 2% T A R L
E3

AUTTFUORDA YV RDRIZRDART ERTTH

ATvT1

ATy T2
ATvT3

ATv74

ATy TH

ATvT6

ATy 17

ATvT8

Cisco Secure Firewall #17'Y —

1R BRI

AVTFF AT 4 RYDORNCETTALENH LT RTCOF AT NZET LTINS DL iR
Li#o%y%fyzv4ybv®m_&@&z&%£ﬁ¢6 (73 ~—2) LT
él/\o

FIE

SSH =1 Y —/L &4 L C ASAwith FPS [ZHfe L. A > ¥ —7 = A ZHRE— FICBI W B2 &
7

shutdown =< REEHA LT, ASAWithFPS f v ¥ —T7 =Af A& vy MU LET,
(f£#) Management Center (Z7 7 & A L, Firepower2100 > U — X T34 ZDEIIL—T 4 >
T ERERLET,

FEAMIZ DWW TCIE,  [Dynamic Routing] [HFE] #Z2 MR L T 7E S0,

AL F T A 7T A NTZF %D Address Resolution Protocol (ARP) &+ v =% 7
U7 LET,

DAL »F 2T A7 FAKNT 7 F %D Firepower 2100 >V — R T/ A X —T =
AADIP T R AIZx L CTHEANZ ping 7T A FEFITL, TZ7BAMRETH D Z L 2R L
£

Firepower2100 ' J — X T NA AL VX —T 24 ADIPT KLV AIZHTHLAYIN—T 1
T ISMEIRT IS AN FEARIN 72 ping 7 A M EFATLET,

Firepower 2100 ¥ U — X T34 ZIZH LWIP 7 R L AZHID 24T, ASA with FPS 7 /31 & (Z
Y THNEIP T FLAZEHAA LA2WGEIE, ROFIEEZFETLET,

1. IPT7 FLREZRT HERL— N EZHEH L, Firepower2100 > — X F /84 ZDIP T R L
AxtET L oI LET,

2. =Ty r7a bhariEFEHLTWLEEIE, A 73— Firepower 2100 & U — X 73
A ADIPT RLAZFTHENDIPHREDOR I A MAy 7T LTRBLTNDZ & MRL
\iﬁqo

WFE 727 A FNEHHE 2 54T L, Firepower 2100 7 731 A D% Bl Management Center N C 12 7' %
F=H VT LET,
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H4 FREIVPN k2R )LRERERET

o A4 R VPN ko R URERREREE (77 ~2—30)

A FTEiVP“I}\n/j&)Lﬁ%EEWU

ASA with FirePOWER Services i 7 7 1 ILHW LD ) 7 TX X Mg
TOEIFEEF—DOREF

ATy T

ATy T2

Cisco Secure Firewall 17V —

ASA with FirePOWER Services Tid, i%E L7z Faidag X —iIfE sz v o & LT
FanEd, LieRNoT, showrunz~> REHH L & &2, FATHERT, Fardtas—Nn
JVTTHXARNTERRINAZIEIETHY THA,

FHHA X —%2 7 V77 F 2 MR TERET 51213, ROFIEEZFATLET,

FIE

SSH = > ¥ — /L7 55 ASA with FirePOWER Services [Z#%#¢ L. more system:running-config =2~ >
REATTLET,

Zoa=wrRIcky, FEEAEXF—NIZ YT TR MERXTEREINET,

tunnel-group 27 > a VIZEBEIL T, T XTCO M RAET EZ U T TX A MEROK Faidt
Ax—EzfEtd LET,

ciscoASA# more system:running-config

|

tunnel-group 1.1.1.1 type ipsec-121

tunnel-group 1.1.1.1 ipsec-attributes

pre-shared-key <PSK-in-plaintext> <----- The pre-shared-key is now displayed in clear
text format.
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H4 FRIVPN ko LR |

. ASA with FirePOWER Services 1 7 7 4 JL & 1= Live Connect ASA 1 5 DEFT B F— D HERE

ASA with FirePOWER Services #8557 7 1 JL & 7= (& Live Connect ASA H
LNEIHAEFXF—DEHEEE

Firepower 417> —/1 3.0 1%, /5 7C2% Live Connect ASA Toh H 855, F£7-1% More System:
Running Configuration ®~7 7 A V37 v 77— RSN TWBH AL, I ME VPN I &
NTn2HEFEAEF—0ORSE2HE L L 5,

IKEV2 N—2A M VPN Ti&, v—HVGEGEF—& U T — baliEx —23F U TG aixy £ —
RRBREF — G S E T,

ASAwithFirePOWERServices H > M PKIZEBAZE D T 7 X 7R— b+ & Firewall
Management Center ~D A > 7R— k

ATy T

ATv T2

Firewall 17> —/L 2.4 TlZ, FEFAEX—A® VPN @ Firewall Management Center ~D T34
R—b&END LT E LI

ASA with FirePOWER Services Tl&, F 7 A FARA & MET AL LT, FEE 2RI IR
fFLET. FTAIRA L MEL GEAENMRFESND 77 FTT, ASA with FirePOWER
Services N 7 A RARA ¥ MIFK 2 DOFEAELZRFTE ET,

ASA with FirePOWER Services 1% 7 7 - /L.® ASA with FirePOWER Services b 7 A b1 > b
FITREAZEIZIEI ANy V2 BERE ENTWET, L7h > T, Firewall Management Center |2 [H.
BAUAR— b THZLIETEERA,

A >R — k5D Firewall Management Center T, BATRIT 7 7 4 7 4 ®D—E L LT, ASAwith
FirePOWER Services F 7 A bAoA > hE 721X VPN GEH#EZ PKI A7 Y =27 & L TCTFEITE
TLEY. TOT 277 487 113, Firewall BT —/v 24 L7-BAT 2 BT D RN EITT
HVENRDHY FT,

FIE

Wha<r REFEHA L, CLIZ/ L TA »AR— FItd ASA with FirePOWER Services 7> 5 PKI
EHEEZF—L L HICPRKCSI2 77 AV AR—F LET,

ASA (config) #crypto ca export <trust-point-name> pkcsl2 <passphrase>

PKI FF#H 3 % Firewall Management Center (21 >R — ~ LE 9T (A TPV FEHE (Object
Management) ]>[PKI &7 x4 b (PKI Objects) ]) .

SR OWTIE,  [Firewall Management Center Configuration Guide] [#FE] 22 L T 2 &
AN

FEICTIERR L7 PKI A7 Y= 27 M&, Firewall 17> —/L @ [VPN h > /L (VPN Tunnels) ]
Y7 va o R EFEE (Review and Validate) | ~X— Y T T 97,
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1 D

JE— 721X VPN DT

« AAA —_—F—DEHOHBIEL (79 X—)

+ ASA with FirePOWER Services # %> 5D 7 U 77 % A2 MEXTO AAA — _—F—DHL
5 (79 ~—)

* ASA with FirePOWER Services 75 @ PKI GEFHEDO =7 AR — K LEFBIE L H —~DA >
A—hk (80 ~<—)

» AnyConnect /N 77— L 7a 7 7 A LVOEE (81 =*—Y)

s RAAL U EAD T T4~V RAAL L OEMS (82 3—)

AAA H—/N\—FX—DEED BEt

Firewall 17—/ 3.0 1%, ©—#H /L2 —HF—_ Radius. 3 L\ Live Connect ASA @
LDAP/LDAPS/AD H— _—IZfifl &5 F— 05 % a4 57>, £721% moresystem:
running-config =~ K27 v 7 — N4 2555, £, I XTOF—2FBH)CRG L., [FHER
EHREE (Review and Validate) 1>[)E— k7YX (RemoteAccessVPN) ] D FdD [AAA]
I a AT HIEBTEET,

ASA with FirePOWER Services il Mo DY ) 7 TFXF X
X TD AAA H—/\—F—DEF

158 HHEIIZ

ASA with FirePOWER Services Ti&, & L7zX—1IR b SNz ny v b LTREFEESNE

T, 7272 L, showrun 2~ > REEH+ 5 &, ETHRTF—0n27 VT T7HF X FTRRIND
ZEEHY FHA, F—IiE, v—H L2 —H%—_ Radius & LDAP, LDAPS, F£721X AD ¥ —

N=lZfEHENET, Z7IVT7T7FA MEXRTEF—2BET 5121, ROTFIEEZFEITLET,
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YE—FF7HEAVPN OB |

B AsA with FirePOWER Services 2 >0 PKI SERB D T R K— b & EEE 2 Z —~DA LK— b

ATy T
ATvT2
ATvT3

FIE

SSH 2>V — /L% LT ASA IZHfi L 97,

more system:running-config =~ > K% A1 L %7,

aaa-server and local user 7 v a NZBEIL T2 V7 7% A MERXOTXTO AAA 5L & xf
IS D F—fEE RO ET,

ciscoASA#more system:running-config

|

aaa-server Test-RADIUS (inside) host 2.2.2.2

key <key in clear text> <o The radius key is now displayed in clear text format.
aaa-server Test-LDAP (inside) host 3.3.3.3

ldap-login-password <Z U 77 F A FD/NAT— K> <————- LDAP/AD/LDAPS "NAU—RKNZ U T FF Ak
ERTERINDLDITRY ELE,

username Test User password <Password in clear text> <----- The Local user
password is shown in clear text.

G wm—hIna—P—ORAT— PRSI TODEAX, SR T — RENEH TR
T A F7213 Firewall BITY — L TH LW A T — RE2HERE TX F4,

ASA with FirePOWER Services 5 5@ PKI ZEBHZ D T H X
R—rEEBEBEA—ADA R—F
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188 BRI
UE— F7 7 A VPNIZIL, KROGEFAENLETT,
« 7 —/3)LSSL a3
«IKEv2 7’11 | =t/b
o B —T = A AGEIAE
« SAML
ASAASA with FirePOWER Services TlZ, h 7 A FRA > METAZEH LT, FEBEZRER

WIRFLET, T A BMRA Y NI, GFHENMEEENS 277 TF, ASAASA with
FirePOWER Services b 7 2 hiRA > MIwxg K2 DOFFHEL{RFETEET,

ASAASA with FirelPOWER Services #i% 7 7 1 /L ® ASAASA with FirePOWER Services ~ 7 A k
RA Y PERITEAZEIIIN Yy V2lilREENTWET, LEER- T, TNLZ2EFE L 2 —
WCEHBEA VAR — T2 L3 TEERA,



| YE—F7H £ VPN ORBIT

AnyConnect

ATy T

ATy T2

ATy T
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AnyConnect /3y 7y —2 & 7077 1 LOWE .

A UR— NEDERYE X —T, BITRIT 7T 4 7 4 D—B & LT, ASAASAwithFirePOWER
Services F 7 A FARA  FEZIZVPNIFAEAZ PKI A7 V=7 & L TFBITHRITLET,

FIE

Wha<y REFEH L, CLLZ/ L TA »AR— Ftd ASAASA with FirePOWER Services 1%
5 PKIEFAAE A F— & & HI2 PKCS12 7 7 A M= ZAFR— s LET,

ASA (config) #crypto ca export <trust-point-name> pkcsl2 <passphrase>

PKIGEREZ B Z—If VAR—FLET (A7 V=7 MEEE (Object Management) ]
[PKI 47~ = 7 K (PKI Objects) ],

AR DUV TIE,  [Firewall Management Center Configuration Guide] [5%55] Z#Z M L T 2 &
U,

FETER L7ZPKI A7 Y =27 ME, [VE— 7 27X VPN (Remote Access VPN) ] D [ k
Z A RKRA b (Trustpoint) &7 ¥ 3 2H D [MeEad & FFE (Review and Validate ) ] ~3—
O Firewall B1TY — VT TE 2 X512V £ LT,

©) o~ O VA=
Nylr—28707 74 IILORIF
AnyConnect 7’12 7 7 A )WIIA T a »ThHY | BHtE ¥ —F 2L FirewalB{7Y — /L& L
TT7 vy 7r—RTXET,
1a s BRI

cEHEVX—DYE— T Z7EAVPNIZIX, 1 DL ED AnyConnect /N v 77— U N MLEET
j—O

o 1N Hostscan &AM 7 7 U R0 r = TR SN TWAEEIX. Zhboyir—
BT v 7 u—RTAHALERHY ET,

HBATHIOT 7T 4 €T 4 D—BE LT, T XCORy r—VEFHE X —5EINT 54
ERHY T,

* Dap.xml & Data.xml |Z, Firewall 17> — /L% L CGEMT 20 E R H Y 7,
FlE

WDa~y REMFHAL T, BB/ —T %5578 ASA 7°5 FTP £ 7213 TFTP H—/3—{C
a2 —LE1,

Copy <source file location:/source file name> <destination>

ASA# copy disk0:/anyconnect-win-4.10.02086-webdeploy-k9.pkg tftp://1.1.1.1 <---—- Example
of copying Anyconnect Package.
ASA# copy disk0:/ external-sso- 4.10.04071-webdeploy-k9.zip tftp://1.1.1.1 <-=—-- Example

A —ILDFEIT
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of copying External Browser Package.

ASA# copy disk0O:/ hostscan 4.10.04071-k9.pkg tftp://1.1.1.1 <----- Example of copying
Hostscan Package.

ASA# copy disk0O:/ dap.xml tftp://1.1.1.1. <-—-—- Example of copying Dap.xml

ASA# copy diskO:/ sdesktop/data.xml tftp://1.1.1.1 <----- Example of copying Data.xml
ASA# copy disk0:/ VPN Profile.xml tftp://1.1.1.1 <----- Example of copying Anyconnect
Profile.

Fyrma— Rl r—VEERe 2 =2/ VR— b LET (TP FEE (Object

Management) ]>[VPN] > [AnyConnect 7 7 1/ JL (AnyConnect File) ]) ,

1. Dapxml & Dataxml X, [#:2 &5 (Review and Validate) 1 >['JE— 7Y X VPN
(RemoteAccessVPN) ]>[AnyConnect 7 7 4 JL (AnyConnect File) 1 &2 2 3 > ® Firewall
BATY — A bEEE X —ICT7 v 77— T H0ERDH Y 7,

2. AnyConnect 71 7 7 A /WL, FHE X —IZHET v 70— N 250, F03 [HERER
ff (ReviewandValidate) 1>["J E— F 72 X VPN (RemoteAccessVPN) ]>[AnyConnect
774 JL (AnyConnect File) ] 2 ¥ a2 > ® Firewall 817V — /%ML C7 v 71— KT
TET,

FETTY v a— RN T7 7 A0 Firewall B1T7Y — LV CHEATE S L5120 £ L7,

AD 7543 KA DDEIF

578 LDAPS ISR E STV D AAA B —_"—DA . ASAILIP AR M EZIT R A A
VEYVR—RFLETH, BHEVY—IIFA NELIIRAAS > OHREFR—KFLET, ASA
FERIZARA MAETE R AL UREENTVBEHEAE, TNODREREINTERINET, ASA
ERKIZ LDAPS D IP 7 RUADREENTWAEEIX, [VE— K7 27 & A VPN (Remote Access
VPN) O FD[AAA] BV v a T RAAL Y H AT LET, AAAH—3—D 1P 7 K L R |Zfif
RTEDLRAAL L EANTDHLERDY 5,

S AT AD D AAA H—/3— (P — =% 1 71X ASA #% T Microsoft) DA, [AD 77
A~ U KAA > (ADPrimary Domain) |I¥& 8t ¥ —CHKT H4H7 4+ — /L RTT, ZOD
7 4 —/L RIX ASA TIIEBNZHERR X419, ASA @ LDAP-base-dn ##§k2> & S v E 9,

If the ldap-base-dn is: ou=Test-Ou,dc=gcevpn,dc=com

[AD 77 A4 ~1U KAA > (AD Primary Domain) ]I1%, 774~V FAA U ZFKT 5 dec.,
de=gcevpn, de=com TIEE D7 4 —/L R TT, AD 7T A~V RKAA L gecevpn.com (Z72 0 F
T

LDAP-base-dn DYV 7 )L 7 7 A )L :
cn=asa,OU=ServiceAccounts, OU=abc, dc=abc, dc=com:

Z Z T, de=abc & de=com 7% abc.com & L THEA 4L, AD 774~V RAAL UNERENE
—§—O

cn=admin, cn=users, dc=fwsecurity, dc=cisco, dc=com:

AD 774~V R AA X fwsecurity.cisco.com T,



| YE—F7H £ VPN ORBIT

yE—+72 22N 0BT |
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