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TDOHA RTIE, MEHDODA v Z—Fy NT 7B RAZEOROERRy NT—7 08355 2 & 2H]
BELTWET, T4 FTiE, BHA X —7 oA ATEBRICHEIRESIN TWET

N, T—EA L F—T oA AFIETRETILEND Y £,

FRERT NA ADEBA o H—T 2 AT ASA DWW EEZFEITLET, BT, (EEDT—X
A H =T A APSEREANCTHZENTEET,

~ ~ O = =
Ory—LOMNEtEY TV TDET
TAT LOFGE L EPRIZ Chassis Manager Z 3 5012, W< D OHMIERE X A 7 % FAT
TEHLERH T, PIMEREIX. 22 Y — R — N TEXOSCLIZ AT 55, 2y v—

VIEHIR—F~DSSHE vy a VEFEHAT N, HDHWVIIY vy —EHR— FTHTTPS &2 f#
HALTHEITTEET,

Jo5909FRALE D Yy—S 08y 7y TOEST
Vy— VBN — NI, DHCPZEA L TIPT FLAZEELET, #HIHERE T, Web7 &

T EFEHAL Ty —YDERREEZIT) 2N TEET, DHCP YV — =072 WEAIL., 4]
Wy N7y lcaryy—AR—  N2FERTAINERH Y 5,
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B ososssmLEY r— oty Ty TOET

\)

CE) ity F7 v a0 ETICE, CLIZBRD A~y Feif L TBHFOREEL TN THE
TOMEND Y £,
Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration
1RO BRI

ATvT1

ATy T2
ATvT3

ATy T4

ATy TH

by b7y T 27T THATLROEREZIE L ET,
T LWEBE SAT — R
HHIPT RLABIOY 7Ry b wRA7
S —hKhUxzAIPT RL R
«HTTPS & SSH 7 7 ¥ AZFFA[+ 507 % v b
e IRA NG E RAAL 4

*DNS H— "D IP 7 RL &

FIE

DHCP #—"—%HE L Ty v —VEFHR—MIIP T FLAZEID B TET,
¥ —YMBODHCP 7 747 PERICIIROERDPEENLTVETS,
EHA U H—T 2 ADMACT KL A,
« DHCP 473 = > 60 (vendor-class-identifier) : [FPR9300) (Zg%iE L £,
* DHCP #7733 > 61 (dhcp-client-identifier) : ¥ — DT IV TAFBZITHRELET, =
DI TNALEFIE V¥ — VD5 EH LY 7 THRBETCEET,

Yy —VOEREANET,

77 P TIRO URL # AT LET,

https:.//ip_address/api

DHCP #—"—Z Lo Tor —VEHA— MIFIV Y THONZIP T RLAZHELET,
=P —HENRT = ROAT RO BN H, ZhEivingall & chassis serial_number % A
LcTrr7A4 o LET,

chassis serial_number I, > ¥ —Y D7 IVT U N X T CTHERTE £,

T Mo TV AT AREEITWET,
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o NIRRT — KRR Y >—,
cadmin 77 FODOIRAT— R,
VAT LA,

¢ A= R=RNAPEHDIPv4 T KL ALY TRy b ~RA7 £ IPv6 T LR T L
TA T A,

«F T FNKHF =P A DIPvAT RLAEILIPV6 7 KL A,

*SSHT 7 EBANHFAENTWVWDEERANRY hT—7 T RLABIORy h~RA 7 /7
T AT A,

*HTTPS 7 7/ E AN SNDKANEXYy NTU—I T RLARLERy N~ RI /[T VT 47
X0

¢ DNS H— @D IPv4 £7213 IPv6 7 R LA,

T T HIE RAAL A,

ATw 76 [#EIE (Submit) 1227V v LET,

(S N “ w T Mm =i
CLITOYY—L0M8tEy b7y TDET
2 —)LCFXOS CLLIZHIDTT 78 AT B0, Fioidy v —FBAR— MIx L TSSH
vty valrEEATLEE, By Ty U 4 = RIZK o THEARN 2Ry NI BREEZRD
L7 T NRFRSN, vy — VEBLAR— R D Chassis Manager (HTTPS # i) F7-1%
FXOSCLI (SSH ) 27 7 v A T&A5 X120 £,

Ty —UEHR— MI, DHCPAZHEH L TIP T FLZZHS L E9, DHCP - — R—0N72 3
HBlE,. gy b v Iary =R — b EEHTALERD D £,

)

CE)  PIIRREZ#R Y KTIE, kOoa<wr RN L TBRFEOREZ T N THET 2LERH Y
B

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

LY o RsY: 1] b

By N7y T R VT N CHEMAT 2ROERENEL 7,
cHTLWEREZE AT — N
cEHBIPT RLABLOY T Xy b w7
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B cucovv—omsty b7y Ioms

ATy I
ATvT2

e —FrUxzAIPT KL XA
*HTTPS BLO'SSH 7 7 v A% &[T 5% 7T % v k
e ARA NGB E RAAL U4

*DNS #— "D IP T R LA

FIE

VY=V OEREANET,
B—=3FNTIalb—FEFALTYY 7 ar Y —R— NIk T 52 SSH 2 LT
T — VEHAR— MO LT,
Firepower 9300 {Z1%, RS-232-RJ-45 > U T/ ay Y — )L —T7URfE L TOET, B
X, = RRX=F "D Y TV -USB 7 —T NRUBEIZRDGENRH Y £9, ROV T
INITA=Z R LET,

*+ 9600 7~ —

87 —4 v b

e NUT 4721

1 AFy7 EYEH
A= P—H L RNAT = ROANZ RO LN H, £4E 4 admin & ciscol23 # AJjLTr 7
A LET,
Ta T MIES TV AT AEEEITWVET,
i

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of

the system. Only minimal configuration including IP connectivity to

the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration

and reboot system.

To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [y]: n

Enter the password for "admin": Farscape&32

Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access 1s not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]l: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y
Default domain name : cisco.com
Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y
Applying configuration. Please wait... Configuration file - Ok

Cisco FPR Series Security Appliance

firepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

firepower-chassis#
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. Chassis Manager ~(D A% o >

ATY s FHLTWAEAITa Y — LR — b8l L7z, SSHE v a v K TT A2 ENTE
\iﬁqo

Chassis Manager ~D O 45 4 >

ChassisManager Zff fl L T, A > % —7 = A ADHIMEMmELT A ADRBR Y, vy —
DREZITVET,
4RO HREIIC

s PAR—=FENDT T UFOFEMIHONTE, FHLTWAINN—=aDY U —RA ) — %
ZRLTLEEWN

(http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list. html
W)

s FADY =Dy BTy TRHIHRE LR O IP 7 R A ZROE I B a—
X B DF, Chassis Manager (27 7 B A T&E £,

FIE

ATV FAR—PENTWELT T UFEHEHLT, IROURLEZASLET,
https://chassis mgmt_ip_address

« chassis mgmt_ip_address : #IIEX ERFIC AT LTy v —VEBAR— MO IP T FL A E T2
RARLTT,
RTw T2 a—F—% admin EFHLWWIRAT— RE AN LET,
FXOS —H#—DiEM (22 2—) IZi->T, B TEBIZ2—PF—%2BINTE £7,

ATy T3 [mr A (Login) 127V w7 LET,
17 A 9% & Chassis Manager 233 & . [BE2 (Overview) | N—U R FoRENET,

NTP D% E

FECTHRZARET D22 L b TEETN, NTP I —"—2EHT5Z L 2HELE£3, ASA
BLO BB D5 & Device Manager D A~—h Y7 b =T T4y v ZIIEIE
UWWREZI S BT, BRI k3 285 & Management Center D35 571%, ¥ % — 3 & Management
Center O] TN —E L TWALENH Y 5, Z D4 1L, Management Center D4 &
F U NTP —"—% vy —CHEMATH 2 & AHELE L £9°, Management Center H & % NTP
==L LTHEHLRNTLZE N, ZOFETIR— RSN THEREA,
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&

ATy T2

ATvT3

ATvT4

NLETN |

1R BHHIIZ

NTP $—/N—DHR A N EHT 58613, DNS Y —_"—%2RETHLERH Y £ (Rl
Dy N7 v T TREROES) o [FTTv b I7+—LEERE (Platform Settings) ]1>[DNS] %%
LT ZE,

FIE

[FS5v b7+ —LERE (Platform Settings) 1> [NTP] Z:#R L £,
[FERI R (Time Synchronization) ]X— 7237 7 4 /L F TR S TWET,

INTPH— =% 325 (Use NTP Server) | A7 v ar R¥ %27V v 7 LET,

Overview Interfaces Logical Devices Security Modules IGENGIUEET T H

» NTP Current Time

SSH
SHMP
HTTPS
AAA Date: 03/07/2019 A (mm/dd/yyyy)

Set Time Source
Set Time Manually

Syslog Time: 12 |v| |32 ML ¥ (hh:mm)
DNS.

FIPS and Common Criteria Get System Time

Access List

MAC Pool NTP Server Authentication: Enable

Resource Profiles
Chassis URL © Use NTP Server
@ Add

NTP Server Server Status Actions

({EE) NTP H— R —TERRED M B 72 551%, [NTPH—/N—383E : %) (NTP Server
Authentication: Enable) | F = v 7 Ry 7 A% A4 LET,

NTP nmuﬁ%ﬁ)‘j T’Z): kiﬂ*ﬁ&b %ﬂ\iﬁ—o '?"“\“COD NTP -‘j_"_'/\"—‘:f‘:/ ] ) /Cpu_‘uEﬂF‘ @ 1D
LEELEETDHEE, [Yes]z2 U v 7 LET,

NTP "j_“—/\‘—nu HEE‘(Lj: SHAI1 @Aﬁ)ﬂ-ﬂ—’— ]\ éﬁ’biﬂ“
GEM (Add) 1227V vy 7 L, RONRNTA—ZEFZELET,
Add NTP Server 7%

NTP Server * 0.sourcefire.pool.ntp.org|
Authentication Key

Authentication Value

Add Cancel

« INTPH—,3— (NTP Server) | : NTP #—"—D P 7 KL AEIEHR A M4

o [#3FE*¥— (Authentication key) ] 35 & OF [FRAEE (authentication VALUE) ] : NTP H—/3—
NHFXF—ID EEZRG L ET, 72 & 21X, OpenSSL 2341 > A h—/L Z {172 NTP H—
N—3 3 428 p8 LR T SHAL ¥ —% 4T 5121%, ntp-keygen-M =~ K& AT L
Tatp.keys 7 7 A L TH—1ID LMEEZMHERLET, ZOXF—X, 7747 b —10
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B ~os1—s—oem

MHFIZH LT, AvbE—V XA T2 A NOHBEFIHEHT 23— HE2@mT 57D H
LET,
ATy 75 B (Add) 1227V v 7 LTH—"—ZBNLET,
NTP V- —_— Tk K 4 > TBEMTE £,
ATvT6 [fR1F Save) 1227V v 7 LTH—N"—%RFLET,

AT w1 [BUERZ] (Current Time) |27 U v 7 L, [# A LY —> (TimeZone) | RKe vy 77X U A
ERD Yy =T LT Z A b = ZEIRLET,

Overview Interfaces Logical Devices Security Modules JEL{Td Settingsl
* NTP Time Synchronization m

S5H

Current Time
SNMP
HTTPS Device Date: 03/07/2019
AAA Device Time: 1:32:05 PM
Syslog I i
DNS

NTP Status: 5
America/Belize

| save | | Cancel America/Blanc-Sablon
MAC Pool America/Boa_Vista
Resource Profiles America/Bogota
Chassis URL America/Boise
America/Buenos_Aires
America/Cambridge_...
America/Campo_Gra...
America/Cancun
America/Caracas
America/Catamarca
America/Cayenne
America/Cayman
America/Chicago

FIPS and Commeon Criteria

Access List

AT T8 [#1FE (Save) 127V w7 LET,

GE) VAT LA OELIZ 1057 D & HENYIZ = 77 7k ZFu, Chassis Manager
~OFR T A CPRBRBNTRY £

FX0S 1—H—mMiEm

Chassis Manager 33 X OVFXOSCLI = 7' A4 > O —H )V a—HF—% B L ET,
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xos 1—#—niem ]

ATYT1 [YRATL (System) |>[1—H—%HE (User Management) | 4R L £,
ATy T2 [m—H)2—H%— (Local Users) ] &7 VU v LET,
ATv T3 [2—FDEM (AddUser) 1227V v 7 LT [2—HDiBENM (AddUser) 1 A Tl Ry 7 A

ZRE 9

S'ECTUN Tools Help admin

Configuration

Updates User Management

ATy T84 2P L TERINHEREFEN LT, KOT7 4=V FICEEASLET,

Add User

User Name *
First Mame

Last Name

Ermail

Phone Mumber
Password

Confirm Password
Account Status

User Role

Account Expires

Expiry Date:

7%
admin2
John
Crichton
admin2@example.com
+ 3000000000
O Active () Inactive
Read-Only
Admin

Operations
AAA

All the user roles have read only role by default

5 (mmy/dd/yyyy)

Add Cancel

o [—H—4 (UserName) ]: K32 XFDL—HW—ZEHELET, =2—VE2REFELE
#%iZ, /A DDEEETEEFA, 2= THVL FEHIRL, L2 —F ThY
VN EERT ORERD Y £,

({tE) [4 (Firstname) ]: — W —DOAFIZHRK 32 XFTHRELET,
({ERE) [ (Lastname) ]: —WF—DHER K32 LFTHRELET,
(fEE) [BEFA—N Email) |: 22—V —DFEFA—1L T RLAEZHELET,

(f£:&) [#EF5% > (Phone Number) | : = — W —DEFHHF T EZHE L E7,
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¢ [NATU—FK (Password) B LN [/XA TV — RO (ConfirmPassword) ]: ZDT o
MZBEEMT BN TWDENRRAT— REFRELET, "AUV—RNBEF = v 7 2/ L
BaiE, 22—V — R T— REEERLDOICTHLERH Y £9°, FXOSITHET = v 7
BRI L CWRWARRAT— REER LET, MARNAT—= RO A RT7 A 12D
Tix, [EXOS a7 47—y ayry A Rl 28BRLTLEE N,

[THT > hAT—HZ (Accountstatus) |: AT —HZ A&[T 7T 47 (Active) |E7-I1%[FE
7277 47 (Inactive) JIZERE L F T,

s [—H—rm—/L (UserRole) |: 2—H—=7 7> MIHEIV L THHEREET 7 — /L2
ELET, TXTCO2—H LT 7 4 /b b TIE [#AHY HH (Read-Only) ] 7 —/LH3E|
DU THNET, 20— /WETERRERTE EHA, Hor—L 280 Y THL, Vg
VRYHNOu—ALE Y w7 LT, FOr—ARNBREERINSLIICLET, KD
a—PF— =L OWVTNNEEHTEET,

«[EE (Admin) ]: AT LAEKITHT L EERHARY L EZIALDT 7 A,

o [HEAELD B (Read-Only) ]: 3 AT LAREITHTDHAMY HERAT 7 & M, %
TLAREEEZEET HHERIIH Y A,

 [iEf (Operations) ]: NTP MF%7E, Smart Licensing ¢ 7= ¥ ¢ Smart Call Home D% & |
VAT AT (syslogth—/— b T —%ETe) 1Tk HHAIY EFHEALDT Y
T AN, VAT LORY OERIIICHT DRI T 7 A

3

[AAAFELE (AAA Administrator) | : =—%— m—/L BILOAAA REIZXT D
A L EBXIABDT I AME, VAT LD OESICRT DAY T 7 7 A
e,

o (BEE) [THhvr FAEZBIR (Accountexpires) ]: DT I s OARIMIRZRE L £
T, THUY ML, [BHIR (Expiry Date) ] 7 « —/V R CTHE S V2 B O%IZIEHE A
T&EFEHA, 2= T HT 2 MIAEMIREZRE L%, THOHIRZ L) ICHKEET D
ZLIETEERA, L, HHTEEFOAIWIRAMTT Iy NERETDHZ L
IXAMRETT, T 74V R TIE, 22—V =T h 7> FOFAHMIRITH Y /A,

o (EE) (AR (Expiry Date) ]: 747 7> MBHIIRGINIZ 22 B, B OB
yyyy-mmedd T3, ZD7 4 — )V ROKIGIZH LIV X —T A 2w )y 7 35E0
VU —IFE RSN, ENEEH L CHIRAZ®RTEET,

ATy 75 BN (Add) 1227V v7 LET,

A 23— 14RANDETE

T 7V NTiE, WEA o H—T = RTENZI > TWVET, FXOS T, A/ v F—T = A

2 BN L. EtherChannels ZBML T, VLAN YV 7 A L X —T =4 AZEBML. % —
T2 A ATONRT 4 BRETEET, /X —T A ABERATHIE, AV F—T = (A%
FXOS TWHRINCEINC L, 77U — g v T ENCT ALERH Y £,
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TVULA T TR R—FEFRETHITIL, [EXOSzar 74— ar HA R #8KBLT
< f;él/\o

A23—T AR BT

BEAVHE—T 2 AL, WOWTNDDOH A IR ET,

* Data : DT — &Jéiﬁﬁbiﬁ‘ TR A UH—T oA AT A AR THET D
ZLIETEERA, T2, HET AL ALy 7 T L= BN L TORELT /N1 R (2
ﬁﬁ*fé’kif’a‘it‘/\/ TR AR =T 2 AADNT T 4 v 7 DFH, TXTOD K
T 7 4 v ZIIROREET XA ACHFETHT-DIC, HDA v F—T 2 ATU Y —V &k
JHL, BIOA v H—T 24 ATRLIMNERH Y £7,

Data-sharing : DT —Z IMHEHLET, arTF A L AZ L ATORYR—FEh,
NEDOT =2 A B —T x4 A3 1 DEITEHOF fET/va/:I/Tﬂw’/xé?/x
(%9 5 518 Management Center BJf]) THATEX £4, HavTF A AF R
. 2O E—T =2 A A IEFETAHMOTRTOL AL RE RNy 7T L— R H
THETEET, HAA U F—T A AT, BEAFRER I T T A UV AZ U ADHITHEE
THZERDHVET, HA L F—T oA AL, TV P ITA—T A N— (o H—T =
AA(PTUART LY b E—FRERIFIN—T v FE—FR) . ATy b, RNuv
TAE =T 2 A, ITAE FET 2= NF ==Y 7 TiFHR—banEHE
oo

m@m:7?97~yay4yx&VX®%@Kﬁﬁbi?o:ﬂ%@4y&—714x
W, ANERAR A M2 T 7 B AT 5720121 D F 38 ORIT A XTi@ﬁTé’ri‘?‘o ﬁrm
BT NA AN, ZOA v H— 7I4X%ﬁbf A B =T oA A BT HIMOH
NARALBETDHZLIFTEERA, FMmlT N1 RATIE, A X — 7;4%%10
ETEOYTHENTEEYT, 77V r—var EEBICE> T, R TT—4 AV
H—T 2 A APLEBEEAINCCTEET, 2L, T X EHEAENCL-HTHEATS
TENBRNGAETH, BEHA VH—T oA AT A AZH DY THMERDH Y F
R

\}

G¥) BHA LA —T 2 A ABEETDHE, BT A APRHEE L F
T, 7=l 20, el/1 25 el IC1BIEF T3 &, #HET /A AR
FEE) LTI LWEENEH S ET,

« Eventing : Management Center 7 /3 2 & H] L7 BBASKT T 2854 v o2 1) E A
VHE—T AR LTHERALET, 204X —T oA AEERTHI20E, BT 5
Bifll CLITIP 7 RV AR EDNTG A—HZRET LMLERNHY ET, Io&2iF, A
N (WebA X2 k) MOEBRNT 74 v 7 2 TEET, FBlIZOWTIL, H’%EJZ
A= ﬁ%ﬁkﬁ/f RZ2ZB L T E &V, Bventing{ > & —7 = A AX, FHBAE R MZT
Y AT HEDIT I OFERITEE ORI T A ATHETEET, T A R T2 @4/
&~714x%ﬁbf4/& 7oA AEIHET HMOMILT A A LBETHZLIITT
TEHA, BTEHHAOT—ZA L F—T oA ZAZRETIHEE. BOAR b AV
A —T A AEMHTEEE A,
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Firepower 9300 > v — > DR E |

B 2= 5—oz1z08%

\}

GE) K77V r—var AVABADA A N—VIFIZ, AEA —
PRy b A =T 2 AA APFDETOHNES, TF U r—a
VISR N B =T = AEMH LGS, AR X —
7= A AFEHEZ T ORI Y £,

Firepower # show interface Vethernet775
Firepower # Vethernet775 is down (Administratively down)

Bound Interface is Ethernetl/10
Port description is server 1/1, VNIC ext-mgmt-nic5

* Cluster : 7 7 AXALEINIZGGEET A AD 7 FAXGHIEHY 7 L LTHERLET, 774
N BT, 7T ALY 713 48 FOR— b F v F v LICHBIRNCIER S L E T, 7
F A B %A 7L, EtherChannel f > % —7 = A ADHTHR—FENET, w/LF A%
BUATTREY U TDGE, TNARMTI TAZZAL T DA B2 —T = A A6
HZEIFITEERA, K7 TAEZDBRMEO T Z A L2HAY) 7 M TTEL X H1T, 7
Z A % EtherChannel {Z VLAN %7 £ ¥ —T = A A BINTEET, JTALA L H—
T2 A AT TA B =T = A AEBMLIESEE, TOA X —T A AEXAT 4TV
T AL T& £ A, Device Manager 3K WNCDO X7 7 AX U v 7 &R —FL
TWEHA,

ML T ANA A BT DA, FHA =T =2A XD EB1ODT =2 (FT2iTT—
ZIE) A B =T A RERETDHLENDHY £7,

MBS B —T 24 ADKRE

ATy T

A B =T 2 AW AEDB LI OMENCT I L, BIOS v X —T = ADHE &
T oLy I AEBRETDHENTEES, /X —T oA AEFEHTIITE, A0 ¥—T =
A4 A& FXOS THBRRNCAZNZ L., 77— 3 U CinBRICENC T A LERH D 97,
1R BEIIZ

9CIZ EtherChannel D A L N—TH B A X —T = A AIFEPICEE T EFHA, X —
7 = A A% EtherChannel (ZiBIT B HIZ, BREZIT-> T ZEW,

FIE

[ % —7xAA (Interfaces) | %7 U7 LET,

[TRTOA v H—T A A (All Interfaces) | X— TlE, EMIZBIEA A h—/LETW
DA H =T 2 A APEREINFREN, FEHORIZZENLDY A MBRFIRENET,

ATV T2 WETDIHDALHE—T A AD 27 Vw7 L, [ F—7 A A%mE (EditInterface) | ¥ A

TRIRy 7 AERHEET,

ATw 73 [A% (Enable) | F=v /Ry 7 A&t LET,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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EtherChannel (7R— k F v /L) DB .

ARTYTE A B =T A AD [H AT (Type) | RN HLERR L E7, Data, Data-sharing, Mgmt, F

721X Firepower-eventing

Edit Interface - Ethernetl/1 2 |
Name: Ethernet1/1 Enable
Type: data A
Admin Speed: data

mgmt

Auto Negotiation:

firepower-eventing

Admin Duplex: data-sharing

OK Cancel

GE) T—RIFEA T DA H—T oA AEFEHTDEAIL. HIR2AH Y 9, FEMIC

ST, TFX0S 2> 7427 L—ay B4 R] #8R LTI,

Firepower-eventing {22V TlX, Firepower Management Center 27 4 ¥ = L —3/3
VA REZHRLTITZEN,

AT9FTs (EE) A H—TxAAD[HE (Speed) ] ZEIRL £,

ATv7T6 (R AV ¥ —7xAAT[HBXI=— 3> (Auto Negotiation) ] 23 HHR— kI T
WAHSEEIL, [T (Yes) 1 E72iL Wiz (No) (A7 var RE2rar) v 7 LET,

ATyl (EE) AV ¥ =Tz AD[T a7 v A (Duplex) ] ZERLET,

ATy T8 [OK]Z7 V7 LET,

EtherChannel (7R— k F %JL) DB

EtherChannel (ZAR— hF ¥ L& HIEEND) X, RICAT 47X A T EFEORK16{HD A
VN A B =T 2 A AT FLR I ENTE, RACHEELT 27 Ly 7 RCEET HLERH D
F9, AT AT XA FTIIRIAS F2ILSFPOWT N TT, B2 47 @RET 743
DSFPEHRIESE DL ENTEET, REORKEZNWA U H —T oA ATHEL KK ETSHZ
LilkoTA L H—T 2 A ZADERE (IGBA v HZ—T A AL 10GBA VX —T = A AR Y)
FIRIESEDLZ LI TEERA,

A\

&M

(¥) ¥ % —37 EtherChannel % {Eik9 % & . EtherChannel i % [—FF5 1 (Suspended) ]iRAE (Active
LACP £— FO&H) £72iE [# 7 (Down) J4R#E (OnLACP E— ROBE) 220, Wit
VoI RT w7 L THMET AL RCED SR THETEOEFIZRD £,

FlE

[ % —7=xAA (Interfaces) | &7 U v 7 LET,
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Firepower 9300 > v+ — > O#M#HRE |
. EtherChannel (7R— b F v /L) DB

[T_TDA v FZ—7xAA (All Interfaces) ] ~—I TiL, EIIZBIEA A b —/L AT
HAUHE—T oA ADBFRINCER RS, FHORIZENSGDY A MPRRRINET,

ATy T2  [#FHIREM (AddNew) ]>[R— kF %)L (PortChannd) ] %227 V27 LET,

Add Port Channel 7%
Port Channel ID: |2 Enable

| Type: Data ¥
Admin Speed: 10gbps v

| Mode: Active -

| Admin Duplex: Full Duplex v

‘ Auto Negotiation: () Yes (@ No

Available Interface Member ID

| \ Search [£3 Ethernet2/1 @

[E2 Ethernet1/s [E5 Ethemet2/2 &
Ethernet2/1 [E5 Ethemet2/5 &
Ethernet2/2
Ethernet2/5

- Add Interface
[E3] Ethernet2/7

[E3 Ethernet2/s

ATw 73  [A—bFF¥R/ND (Port Channel ID) ]iZ, 1 ~47 DEEZ AL ET,
ATv 74 [B% (Enable) | T=v /Ry 7 A4 N LET,
ATFYTS AL B =T A ZAD[Z AT (Type) | ZBEIRLE£7,

s T—4
o [7—#3F (Data-sharing) |: 2> 7 FA AKX AD,
° MIE

* [Firepower-eventing] : Threat Defense 7,
[T AH (Cluster) |: 7T AX VT DA DI,
GE) TR IBFEAT DA F =T 2 2T 2HEE, HIRPH Y 4.
SWTIE, [FXOS 2v 747 b—yar HA R ] #2BLTIEE0,
Firepower-eventing {22V C{%, Firepower Management Center 2> 7 f ¥ = L — 3
VA REZRLTITEZSI N,
ATYT6 Fay7Hor JARNTAUN AU H—T x4 AD [Admin Speed] Z7%E L £7,

AT Tl FT=HERIT—HHEA L F—T = A AIZH LT, LACP iR— hF v /L [Mode]. [Active]
F/203 [On] 2N L E T,
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ATvT8
ATvT9

ATv 710

ATvIN

307+ A VREVAOVANY T v a—T x4 20 [

T —HEFT—HWFA L F—T 2 A ADYE B RIEFICT 77 4 7 TY, LACP k
T4 I ERNCT HUERSLGEUSMNE, 777 47 E— REMHTL0LERH Y &
ﬁ—o

Ky 7Zor VA INS BT 271 v 27 A (Admin Duplex) ] ##%E L £,

AU H—T 2 A R R— N F v XUBNT HI2IE, [EHARERA v ¥ —7 =4 A (Available

Interface) | YU A R TA U H—T A AEERL, [A v F—T A ZADBEI (Add Interface) ]
Vw7 LT, TDA v Z—TxAf A% [ALND (MemberID) |V A MIEEILET,

BRI1I6EOA v —T =2 A4 RAEEBMTXET,

Evk —BIEE DA o H—T oA AEBINTEET, BEOEBA o H—T A A%
W HIE, CrlF—ZMLARNLAMNDOA v 2 —T =2 A&7 ) v 7 LET, —
HOA L F—T 2 A ZAZTRT DHIT1E, ZOFPHDORA DA F—7 = A A& 18R
L. Shift 3 =2 LN ORKEDS X —T 2 A% 7 Vv 7 LTERIRLET,

He b F v RAMEA L F—T = A ZEHIRT HICIE, [A /3D (MemberID) ] U A b1
V=T A ZAOEMCHD B2V v LET,

[OK] %7 Vv 7 LET,

AVTFTFAVAZVADVIAN Y T4 U3 —TJ x4 XMDEM

ATy T

X —UNIER KRS0V T A v H—T 2 f AEBINTEET, YT A H—T oA AT
YTFAVAL L ATORY R —FENET, FERICOWTIE, BT AN ADT Y r—
Al AVARRUR AT FERAT 4T 8—=V) EBBLTLIEEN,

NTFA AR LA T TAEN T DGE, VITARARZEATDA L E—T oA AT A
B —T oA ZAZBINTHET T, F—F A Z—T A A LDV T A B2 —T =4 ATY
A= bhINEEA,

AEB—T 2 A ATEDVLANID IZT—ETHLHUERHV ET, avTF A AX U ANT
IZ. VLANIDIZEI W 4 TOHNZTRTOA U H—T 2 ARKRT—ETHILENRD Y 9,
Bipnbarsr A2 =Tz AZEV B THNTWDHRY, VLANID 250 A X —7 =
AALECTHAMATEEYT, 7L, ACIDEZFEHLTHTYH, & T A2 —7 A4 AW
RO T MRG0 £,

TV r—va N TA =T A AZBNTHZEHTEET, FXOSHT A v H—
T2 ARLT AV r—ar BT B —T oA ZABEHTAHAE A I T OEEMICHONTIE,
[FXOS o7 4 7 L—ay A4 K] 28R LTLIEEN,

FIE

[f > Z—7 =4 R (Interfaces) %27 YV v 7 LET,

[TRTOA v Z—7 A A (AllInterfaces) ] X— TliL, EHMICBAEA A b—/L & TH
HAE =T oA APBRNCR RSN, THORICENLLDY XA MRFRRINET,
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B 77 or5cz0nanyTr0 58— 4 20EM

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6
ATy 717

[Add New > Subinterface] % 7 U 7 L C [Add Subinterface] A 7 1 7R v 7 A% & £7,
AV HE—=T A AD[FAT (Type) ] ZEIRLET,

{ Add Subinterface 7] |
Type: Data b
Interface: Data

Data-sharing
Subinterface ID: 100
VLAN ID: 100
QK Cancel
cT—4
c T—AHE

[/ T A% (Cluster) |: VT AXA L HE—T 2 A AHTA L H—T A A%BIMLEY
B EDA B =T A RERAT 4TI TAZMMEHTEEE A,

Fe B =T 2 A ABIL VT —F G L H—T o f ADLEE XA 1L, BA 7 —
T2 ADZA TIHRIFLER A, 2220, T—XIFORLET—F VT A o H—T A A
ERETEET.

T—RIEFEEA T DA =T oA AEMHTHGEIEL. GIRAZH Y £7, FEHIZOVLTIL,
FFXOS v 74 7 L—ary iA R #28RLTLIEEN,

Ny 7Z s VA MNOEA 3 —T 24 R2BRLET,

BIERRPLT S AZE O Y THNTWAIYREA, L H—T =2 AZY T A o H— 7142%Lm
TAHZ LI TEEHA, BlOMMOY T A o 2 —T oA ANED B THRTWBAEES., TOHA
VHE—=T 2 A ABEPED Y TENTWARWREY , LW T A v F— 7:42%LMT%i
ﬁ—o

[Subinterface ID] % 1 ~ 4294967295 TA I L £,

Z® 1D i, interface id.subinterface id D X 12 A > X —7 = A4 ZAD ID IZBEMENET, 7=
LRIF Y TA L F =T = 2% ID100 TA—H2y b VLIZEBINT 256, 20V 7 A~
B —Tx A ZAIDIFA —H Ry M /110012720 FF, FUEEEZZE L T—HT 2L ICHET
HIENTEETN, ZOIDIZVLANID EFRIUTIEEHY £HA,

1 ~ 4095 OET[VLANID] Z#% € L £,
[OK] %27 Vw2 LET,
BALH—T A RAEREAL, TOTIZHLITARTOVTA v —T =2 A%FRLET,
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| Firepower 9300 < ¥ — > DEIHAEEE
Ik z7 A A—Snvr—vAn7yTo—F |

VIR DIT A *2A—PDovy—~ADF7yTA—K

ZOFNETIE, FXOSA A=Y DT v 77 L— NHERITF TR, HLWLEXOS BLOT 7Y
T—=varAA—TET v 7a— RTLHEICONTERALES, FaflcA A h—r s
A A=V PBREIRN—= 2 U TIERWIGEIE, Il A—T07 v a— RRKEIZRD Z
ERBHY ET,

1R BRI

« FXOS HAAMEN A K [9538] T, FXOS. ASA, BL O EBICK T DB ~—2 3 VRO
Ejﬁ i%ﬁﬁﬂ‘h Lij—o

s TR —RTHA AT — N A Ea— X THEHETHLZ LR LET,
Firepower 9300 O FXOS B L O\7 7 U r—ya v V7 by =7 2B+ 51213, kEBR
L/‘(<7L;él/\o

http://www.cisco.com/go/firepower9300-software

*HTTPS B> v a U HIZT v 7 a— RBpId 5 X 5127 5H1CiE, FXOS CLI THixf 2 A A
T RNEEETHUENDDLZ LN £T, MFZ A L7 7 MI60s (RK) THY .,
KPR T > 71— RIZIL 60 7L EDin 8560838 0 £9, #ixt & A4 27 7 b & i
THIIE, RO L IITATLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set absolute-session-timeout 0
Firepower-chassis /security/default-auth* # commit-buffer

FIE

ATY 1 BUUEDFXOS D/A—2 a3 U EFERT 21201, [EZE (Overview) | X—V &2 LT ZEW,

VTR Interfaces Logical Devices Security Modules Platform Settings

firepower-QBDD 10.89.5.14
Model: Cisco Firepower 9300 Security Appliance AC
WDOART 7T, Uy —VTHEMHARERT 7V r—rary A A—VEFRRTEET,
ATv T2 [VATL (System) 1> [E#H (Updates) ] 2R L 9,

[ ATREZ2 87 (Available Updates) 12— 12, FXOSDZ' T v 7 4 —L X2 RILDA A —
URT IV = a DA A=V DY A NBERRINET,

ATV T3 [ A—=VDT v 7ur—FK (Uploadlmage) %7V 27 LT, [ A=Y DT »7r—FK (Upload
Image) | ¥ A7 a0l Ry 7 A& ET,
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ATY T4 [Browse] &7 Vw7 L, Tv7a—RTH4 A—VFETBEHL GRIRLET,
ATy 75 [Upload| 27 Vw7 LET, BIRLIEA ANy —T v r—RanEd,

[ A—

YOT w7 u—1F (Uploadimage) 1 ¥ A 7 B 7R v 7 AITRBME R/ N—PNHRR S,

ARA=VDT v 7 —RPETTHE, Y (Success) | ¥ AT RIT Ry 7 ANRFRIINE

j—O

ATYT6 FXOSA A—LHT v 77— R4 5121%, UF2FETLET,

a) 7y 7L —RTHFXOS T Ty N7+ —L N RAD T w77 L— K74 ay (F)
7V v LET,

b) [V (Yes) 1 227 U w7 LT, AV AMIEFITTDHIEEMRLET,

Vy—yNYu—RLET, Ty TS L — R FavA3EE 20 ~ 30 5000 £19,

FX0S o & FE

Hhe4 N— | HEEER
=
AT I A AL A 2AL | R ERA B — T = A ZADER A FTREICT 572, FXOS T VLAN #7771 & —

TR S5 VLAN -
TA B —T A A

T A AEER L, BEHOA L AZ AT VB =T oA REHFT LI LN TE
ij‘o

GE) Threat Defense /3N—0 3 > 6.3 LIRSS MLEE T4,

BT SpL -
[Interfaces] > [All Interfaces] > [Add New] K v 7" & 7 A =2 — >[Subinterface]
BT/ H X 31U7- Management Center [H] [ :

[T/84 R (Devices) ]>[T/34 RAEHE (DeviceManagement) > [#&&E (Edit) | 7 A
ar >[4 —7 x4 R (Interfaces) ]

arrr A AL A
DT —HHA A —
T A A

24.1

TR P, B —T 2 A ADFEHEFREICT D720, BEDA o AH L ABTA v
H—T oA AeHEFETHILENTEET,

GE) Threat Defense /X— 3 o 6.3 LABE N MLEE T,

BRUAEE ST

[Interfaces] > [All Interfaces] > [Type€]
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rxos oEE [

HEES IN— | HBEEIER
av
FroE'— R TOT—% (241 | F—H2EIOFT —%HHF EtherChannel #7 7 7 4 7 LACP E— RE 72134 £— FiC
EtherChannel @ 7R — RETEXD L9127 £ L7-, Etherchannel DD X A 137 VT 47 T— KDOH %
§ PR—FLET,
HHR/ZE T SN EE
[Interfaces] > [All Interfaces| > [Edit Port Channel] > [Mode]
Threat Defense f > |2.1.1 | Threat Defense - > A > & b T EtherChannel Zfffl X5 L5122 £ L7,
Ay FTO
EtherChannel @ ¥ 78—
K
Threat Defense @D > |2.0(1) |Threat Defense 7 7 U 7 —> g TA LTIy hEREL, V7 AT — MeiE
VA B NI AN BH & Threat Defense (314 T A > v b AL /"—3 v 7% FXOS ¥+ —
AT — MuEYHR—F VICEELET, Voo AT —MeEIZID, A v TF7A4 0 By bDA UV E—T = A
AD1OWMEIELTEHA, VY —VIE, A v TA L A F—T A AT D2%EH
DAV HE—T A AL HEIEIELETS,
P/ETE Sz~ > K : show fault |grep link-down, show inter face detail
N R 2T XA 22 (20(1) [ N—FR T =T SNARRT, EBHRICN T T4 v I DA TA L A B —T oA A

Xy NI—0 T a—
JL DR — k Threat
Defense

TRITHRAET 5 2 LM LET, ZOMEER, Y7 b T ElidN—Fy =T
BEEORAERHI R v bY =7 Bz iR 120 TE £,

HTH/ZE ¥ X 37~ Management Center [ [ :

[T/31 R (Devices) |>[T/\1 A& (DeviceManagement) | >[4 Y2 —T7 x4 R
(Interfaces) | >[4 > 2 —7T =4 AD#wE (Edit Physical Interface) |

Threat Defense @
Firepower-eventing % 1
TA B =T A A

1.1.4

Threat Defense CfEMH 3 5 729IZ, Firepower X2 b & LTA U ¥ —7 = A AZEE
T&Ed, TDOA ¥ —7 A AL, Threat Defense 7 /XA ADE X VEBA
B =Tz AAXATT, ZDOA L Z—T A A%MHT %121, Threat Defense CLI T IP
T RUVAREDNRT A= EZRETHULERDY £3, & 21X, A~ (WebA
R RRE) DOEENT 7 4 v 7 B TE £9, Management Center i 7 A KD
VAT ABEEDEILHD EHA =T oA A] OB VarEBRLTIIEE
AN

BTH/ZS B X317 Chassis Manager B[

[Interfaces] > [All Interfaces] > [Type€]
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==
=% =R

Management Center T @) Threat Defense @
F& [

CHDEORRFE
Z OFTIX, ManagementCenter il L TAZ > K7 1 @ Ik 50580 faBhT /4 A
T D HIEICOWTHLES, @720 7 22 ZRHT 53551%,  [Firepower
Management Center 21>~ 4 ¥ o L —3a > HA K] 22 LTLEE0,
KBIEF > BT —7 ORI IBEATIE, BEROEHNGET A ANEy NT—T 7 A |k
WA VA=V EINET, BT AR, T 74y 7 ZHI#H, &, B, BXOOHL
T, ‘&P Management Center (2375 L £ 9", Management Center {3, —EXDEFE, o4r, L
R=FDEAT HFITTED Web A V¥ —T = A AuAf 2 TP EE 2 Y — Va4t L
H—HNRy NI =7 R LET,
H—F I I DPEOT A ADBNEENDF Y MU —27 Tk, Management Center D K 9
IREMERE D ZHERET NA Av 32—V v AT 203N 72 <, — (8D Device Manager % fifi
FT& £9, Device Manager ® Web X—ADT A Ay N7 w7 74— RE/HHLT,
INEBER y N — 7 OB ARG KSBEHSNDG Y 7 MU =7 OREARERELZRETEET,
TS3AND—RERT— kA2 b : Firepower 9300 (21 X8 AGRBITE ST AT T, FEMAYIZINE
THZEEHYERA, L, 2—F LR EORETIL., FAFRIEREZFEHTEET,
ZO8E . BREEERFR SNMP Off FHRFIZ, BERE DME AGEBIE R AR TE 2560750 £
R

ITUBHDANT (36 X—)

TV RY—Z U ROFE (363—)

« Chassis Manager : Threat Defense 7 /XA A DB (37 =—)

* Management Center ~D 1 7 A > (43 _X—)

« Management Center ® 7 1 & AOHF (43 ~X—)

* Management Center ~~@ Threat Defense D%k (45 <X—3)

AT X2V T AR - ORE (48 =)

s Threat Defense CLI ~®O7 7 & A (61 ~<—)

cRDAT w7 (63 °—)

« Threat Defense & Management Center DJEE (63 ~—)
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B scozm-

T C& BRI

Management Center T 0 Threat Defense DB |

Management Center D #IHIE% E % BB L CT51T L £ 7, Cisco Firepower Management Center 1600,
2600, and 4600 Hardware Installation Guide & 7213 Cisco Secure Firewall Management Center Virtual
AT A REZRLTITZEN,

ITURY—IVFDFIR

V=TI A AR L CHRET DL, ROX AT BB L TLTEE N,

Chassis @Add the threat
Manager defense
logical device

}

Management 2 Log in to the 5 Register the 6 Register the 7 Configure a
Center management mgmnt center threat defense basic security
center with the Smart —p  with the —p policy
Licensing management
Server center

!

Cisco @ Buy feature
Commerce licenses
Workspace

!

A

Smart @Generate a
Software license token
Manager for the
management
center
T—Y9AR=R | FIE

/.| Chassis Manager

Chassis Manager : Threat Defense i FE7 /341 ZADIBM (37 —) |

Management Center

Management Center ~D 1 7 A > (43 ~X—7)

| Cisco Commerce
/| Workspace

Management Center D 7 A & ZADHFG (43 X—) HEET A &
AN LET,

/| Smart Software
“—| Manager

Management Center D 7 A & > AD G (43 ~X—7) : Management
Center D7 A BV A N—7 U EERLET,
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| Management Center O Threat Defense O &
Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

D—9AR—=X | ¥FI&

5 | Management Center | Management Center @ 7 A £ > ZADHfF (43 X—) : A=— |k 7
A&7 Y—s3—|Z Management Center %8k L £ 97,

6 Management Center | Management Center <~ Threat Defense D&% (45 ~X—)

[ Management Center | JA 72 % = U 7 4 K U o —DRE (48 <—) |

Chassis Manager : Threat Defense FHIET/\A X DB

Threat Defense % %A 7 4 7 £72iZa T F TN A A HZ A L LT Firepower 9300 2>
HIEATEEYT, ¥Xa2 VT4 V2= TEIEEDa T A L AZ U ARRTEE
TR, RAT AT A VAZ L AF I DEF T, ETAIEDORRKaI VT A A 2K
WZOWTHE, WEET AL ADT IV r—yar A VAR A aryTFeRrAT 407 (8
R=) EBBLTLEEN, —HOES2a—LVTXAT AT AL ABZ L AEFEHL, 0
tOET2a—NTarsTF AV AX L AEEHTLI ENTEET,

A HAMERT 020 T A2 % BINT 586 1%.  [Firepower Management Center = 27 f ¥ = L' —
vary HA R #BRLTIZEN,

COFETE, 77V r—varyTHASNDG T — A NI v TRELE G, BT A 2D
FEZRETEET,

1R8O DRI

* Threat Defense & —HEICEAT2EHA L X4 —T =2 f AR ELET, /v X —T = A A
DFEE 24 3—2) EZBRL TSN, FHA VX —T oA APRKETT, 6.7 LI
T, BTT—H A X —T A ANLEBREAMCTCEET, 212 L, T—¥EHEH
LTI THERT 2 TEDRWGATH, BHA VX —T7 oA AEimBT A ZZEHIY
YCHDMENRHYET, ZOFHS X —T =2 XL, VX —VOEHOREHAIND
([f % —7 x4 A (Interfaces) | ¥ 7 D EHBIZ[MGMT] & L TERREND) vy —TF
HARA—KNEELTIEHY THA,

cFE AR EB NI ODT—F A F =T 2 A RAERETDHLERDHY 7,

cALTF AL RAL L ADERE, N Y —AEERT BT 740 b T a7 7 A VA
LWgEAIE, [Ty b7+ —LKE (Platform Settings) 1>[JVY—XFAT77AIL
(ResourceProfiles) | CTU Y —2 a7 7 A /LZBMLET,

e IALTF A UVAE U ADEE . N T A AR AR A A N—)LT DEREIIC,
TAARAIBIELWT A —< v MIRDEHC X2V T 4 EV2—)V ZFEYHET S
VENHY ET, ZOT 7T a UBRERGEIX, BT A R ERFTEERA, [B
Fal)T4EDa—IL (Security Modules) | #i&IR L, [t (Reinitialize) ] 7 A =
v @) %2V yrLET,
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Management Center T Threat Defense M & FH |
. Chassis Manager : Threat Defense RIE7 /N1 X DB

c ROEREMELET,
CZDTNAADA o F =T = A A1d
EHHA LB =T 2 AAAIPT RLVALRY NU—T <A
e~ AIPT FL X
 Management Center &R L 72 I[P 7" N L" A/NAT ID

*DNS #— "D P 7 KL A

FIE

AT w71 Chassis Manager C, [#PE7 /34 A (Logical Devices) | 3R L 7,
ATw 72 [EBM (Add) ]>[RE > K7OY (Standalone) 1 %27V v 27 L, RONRTA—ZERELE

R
Add Standalone i)
Device Name: FTD_Instance2
Template: Cisco Firepower Threat Defense V
Image Version: 6.5.0.1159 v
Instance Type: Container b2

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

QK Cancel

a) TNARBEANLET,
ZDOZENE, X — Y A= RN PREFHRE LT A H—T oA A&EY Y TH
2OIFERHLET, I 7T VA — a VERETHAINAT AL AL TIEH Y 45
/l/o

b) [Template] Ti. [Cisco Firepower Threat Defense] % 3R L £ 797,

¢) [Image Version] % E&4R L £,

dy [ AHZ L AH AT (Instance Type) ]:[=2> 7 (Container) | E72IL[RA T 147
(Native) | 2R L E9,
FAT AT AVAE LV ATEX 2T 4 TV 2a— VTV rDFTRTCOY Y —A (CPU,
RAM, BLOT 4 AV ERE) #ENT 272D, AT AT AL AZ A% 1 DDHA
AR—=NTEET, a0 TFAAZATIE, EX2 VT4 EVa— /T P00
Y=ADY Ty b0, RO T A A R, A =L TEE
D

e) [OK]%#7Vv2 LET,
[Provisioning - devicename] ¥ .t > RUBRF/RINE T,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| Management Center O Threat Defense O &
Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

AT w73 [DataPorts] AR L, T34 AZHV B TEHA v H—T oA AEZNETNI U v 7 LE
j—o

Overview Interfaces QCLIGEINVENTEER Security Modules Platform Settings System Tools Helg

Provisioning - FTD_Instance2
| Cisco Firep Threat D | 6.4.0.42

Data Ports. =

Ethernet1/2 <
- Ethermnet1/3

Ethernet1/3.2

Ethernet1/6

Ethernet2/1

Ethernet2/2

Ethernet2/3

Ethernet2/5

Ethernet2/7

Ethernet2/8

Ethernet1/2

—J ) =

Ethernet1/3.2 FTD - 6.4.0.42
Click to configure
L]

Ethernet2/3

[f % —7 A A (Interfaces) |"— Y TLURNIHAEMNI LT —F A F—T A RAET—H
HEHEA L F—T 2 A ADHREE VY THZ LN TEET, % T Management Center T AL 5 D
AVE—=T 2 A ZAEFMILTRELET, ZHITIE IPT FLADREDEENET,

AT F A VAR VAT EITERI0DT—HIEFA =T oA ABE VYK THI LR TE
T4, F. BT AN =T oA R T, BERAEOa T A AKX AIZEID Y
THZENTEET, F—F AL ¥ —7 = A Al%[Sharing] 7 A 2> (%) TRENET,

N= R 2T NARAFEOR— MIROT A 2 TERRSNET : @, FFEDOA X —

TxAREY2a— LTI, A ITA4 By AV F—T oA AT LTDHN—RT =T N
ANRABBEEZADNCTEET (M T7A4 2y FOFEMIIZOWTIX,  [Firepower Management
Center 27 4 Fal—al WA R] #58) . "= R =T SARR L, EERICTHZ

TAIITWATA AL E—T oA AXTHTHRNBT A2 2R LET, Z OBIEIL,

V7 MU T EF3N— R = TREORERICR Yy N — e iR T o2 0IcfEHTE
¥, N— R T T NARZARTOMIFDA B —T oA 2L HEND L THNTWARWES,

Y THERITHD Z L EAMHERT DEEA v E—URRRENET, N— T =T AR
2 REEH T D LI RV, DA v X —T =2 ZAEFE VB THZ LN TEET,

ATFY T4 WATROTFTASAA AT A a7 U w7 LET,

HAT TRy I ANFREN, JIHIOT— AN T o TREEITOZENTEET, Zhb
ORTE., PIHBEAER, £ 5 4P A% VAN HATT, @EOEATIZ, 77
r—3 9 CCLIREDIZEALDEEZETETEET,

ATv TS5 [fEH (General Information) ] X— T, WOFNEEZFEITL £,
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Management Center T 0 Threat Defense DB |

. Chassis Manager : Threat Defense RIET /4 X DB

Cisco Firepower Threat Defense - Bootstrap B
Configuration

General Information 5Settings Agreement

Security Module(SM) and Resource Profile Selection

SM 1 -0k ( SM 2 - Ok SM 3 - Empty

SM 1 - 40 Cores Available

Resource Profile: Default-Small -

Interface Information

a)

b)

f)
2)

Management Interface: Ethernetl/4 R
Management

Address Type: IPv4 only £
IPva

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

MNetwork Gateway: 10.89.5.1

[EX=2 VT 4EY2—/LDIRIR (Security Module Selection) ] D F T, Z DFmBhT /A &
FERT2EX2 0T 4 FEV2—NE7 ) I LET,

AVTFIDOA AR ATE, YUY—=RADTAIT7AILERELET,
BRTIEIFEFRV Y AT T 7ANEENVLECHE, A AX AR B—RE, =
DEAIEITKI S BN DZENHV ET, MELINT-NA TXATEVT ¢ XTE=1E7
TABDEGHN, Bl YA XDV Y —ATaT7 7 A NVEEDYTHEXFE, TXTDOA
YROPAZXARECTHD I EETEXHREITRIFERL TN,

[Management Interface] % 3 L ¥ 9,

DA E—T oA AL, GRET A AEERT ORI NET, ZOA X —
TxA AL, Uy —IVEHR— RO EDOTY,

BHA =T oA ABBIRLET, [7 RLAX AT (AddressType) ] : [IPv4DF (IPv4
only) 1. [IPv6®DZ (IPv6only) |, F7=i% [IPv4E L TPv6 (IPv4 and IPV6) 1.
[Management IP] 7 R LU A Z 3% E LE T,

TDAVE—T oA RT—EBDIPT RLAEZRELET,

[Network Mask] & 721 [Prefix Length] (Z A /] L £ 77,
FYRIT—=U F—boxA4 T RLAEZAILET,

RATY 6 [E (Settings) | ¥ 7T, WOEHEANLET,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| Management Center O Threat Defense O &

Chassis Manager

Cisco Firepower Threat Defense - Bootstrap

Configuration

General Information Settings Agreement

a)

b)

d)

Management type of
application instance:

Firepower Management
Center IP:

Search domains:
Firewall Mode:
DNS Servers:

Firepower Management
Center NAT ID:

Fully Qualified Hostname:

Registration Key:

FMC v
10.89.5.35

cisco.com

Routed =
10.89.5.67

test

ftd2.cisco.com

Confirm Registration Key: |esss

Password:

Confirm Password:

Eventing Interface:

AT 4T A AE L ADBEIE,

: Threat Defense SRET /31 R DB .

[TV r—yarv A VAR ADERI AT

(Management type of application instance) | K72 > 74 7> U A T [FMC] Zi®R L &

—g_‘O

AT A TAVAZ AL, v F—V % & L TD Device Manager H ¥R — K L TWE
To WM T N AL LRI A=V IA TEEETHILILTEERE A,

BB Management Center @ [Firepower Management Center IP] 72138 A v 2 AN L E
9, Management Center D IP 7 KL AN O LRWEEIX, 207 41—V REZEADE
F {2 LT, [Firepower Management Center NAT ID] 7 ¢ —/L R{ZXAT7 L —X& AL FE

R

FTIDSSH £y >3 vhbIFR/A—k E—F, [Yes],

F72IL[No) ZFFrfLES, =%

A— N E— RClE. S/ N Ty 2 —F 4 > 2|2 Threat Defense ¥ = /L6 7 7
A TEET,

ZOFTarTUEW (Yes) | ZHIRTHE, SSHEY Y aryhbaryTHAf U AH
VARCEBET VAT Ha— =R 28— NE— REFBTEET, [WE (No) ]
BN LA, FXOSCLINS Ay T A VAR VAT 78 AT Ha—P—DHN
THXAN— N E— REBMBTEET, A AHX U A O3BEZ LTI, [No] Zi&R
THZ L EBEIOLET,

~ =27 VOFIETRD 537284 . F 7213 Cisco Technical Assistance Center 7> 53R D 5
NG ED0H, TXANR—F E—FE2EALET, Z0OF— NE2HIET HI2iE, Threat
Defense CLI T expert 2~ RafHLET,

Hr<XYY U ANE LTI RAA L (Search Domains) | # AL FE T,
[Firewall Mode] % [Transparen] ¥ 72 (& [Routed] (23R L £ 7,

Jb—7 v K ®&— NI, Threat Defense Iy T —F7NDL—H ro 7L RAEINE
T =T 4 VT EITIKA LV E—T =2 AFRLL Y T3y b EIZHY 3, 5,
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. Chassis Manager : Threat Defense RIET /4 X DB

ATy 717
ATvT8
ATvT9

NFZVAXRT L N 7747 U4 —VE, [BumpIn The Wire] £721% A7 1R 77
AT T4+—V] ODEIIHETDHLATY2T7 74T U=V ThHY, BfIhicT A
ASDN—H Ry 7 E L TIER#EHINET A,

T7AT VAN ET— REIWHRERARICOZRELES, 77— A M7 v TORELH
HHT %G, ZOREFEHINEEA,

f) [DNS Servers] #7 ~XGIW DY A ~& LTANLET,

7= & Z1X. Management Center® 7~ A h 4, %45 E T 5554 . Threat Defense (% DNS % {if
LET,

g)  Threat Defense @ [Fully Qualified Hostname] % AJJ L 97,
h)  BEkIFIZ Management Center & 7 /34 A [ CIHA T 2 [Registration Key] 2 AJJ L £ T,

ZOF—ITE 1~ 3T LFOEFEDT F A FLFFN 2RI TE £, Threat Defense %
B4 % & &1, Management Center |[Z[F] U —% A LET,

i) CLI 7 7 2 A ® Threat Defense & #i=—H @ [Password] # AJJ L £,
j) AR NORFBIERT DA X T 4742 —7 x4 A (BEventing Interface) | %
BIRLET, BELRVWEAIL. A X —T oA ABMEHSINET,

DA B —7 A A, Firepower-eventing { ¥ —7 = A A& LTERT HLEND
DET,

k) T TAARZUAOYEIE, [y KU = 7K 5{t (Hardware Crypto) | % [ %)
(Enabled) | 721 [#%) (Disabled) 1 IZF%E L E7,
ZORECELY, "—=FU =T DOILSHEFLT 787 L—>a VAT D | FE X
ATDNTT 47 DONRTF—< 2 ANRALELET, sEMIZ-OVTIX, Firepower
Management Center 1>~ 4 ¥ o L —a ¥ A FEZRBLTIE I, ZOHEREIZxX
AT AT AVAZ U ATEYR—FENTHETAL, ZOA L RZ U RZEYETHHI
TWH =Ry =7 H5 k) Y —20EIG 2R3 5121%, show hw-crypto =~ > R %
AHLET,

[FIFHA (Agreement) ] ¥ 7 C, =v Ra—% JF 42X (BULA) %A T, AELET,

[OK]Z27 Vw27 LT, REXATRI RNy 7 AT ET,

[RTF (Save) 1227 U w7 LET,

VY —UiF BELEY 7 U aT NNV arvEFyrya— KL, TV r—va A AH

VAT = N A RN Ty TREEEEA AT 2 A AREE T v aTHI LT, T A

AHEANLET, [#WET/N\/4 X (Logical Devices) ]X— T, HLWIGRET A ADAT —

HAERR L ET, ST /31 AD [Status] 2° [online] & TRENT=H, 7Y r— 3T

X2 VT R —DREERBTEET,
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| Management Center O Threat Defense O &
Management Center ~DE 5 o > .

System Tools Help

& Refresh | | (&) Add Device

B7% (40 of 46) Cores Available

[ .'?s a

Status
@ online (_L_;:' #* (455

Management Center ~D O % A >

Management Center % {# f] L T, Threat Defense % & &+ L OEEMR L E7,

18 H B HEIIC
PR—=FENTWDET T U OFEMIHONWCE, T2 N—Ya D) ) —2 /) —F
(https://www.cisco.com/go/firepower-notes) %2 L C< 72 &0,

FIE

ATYT1 FR—FSNTWL T I UHFEMEHL T, RO URLEZASLET,
https://fmc_ip_address

ATFTYT2 2a—H—ZLXRAU—FEZANLET,
ATF9F3 [vr A4y (Logln) 1227V v7 LET,

Management Center D 5 1 > XA D ES

T RXTDT A XX, Management Center |Z & > T &FBUCK 205 (Z#2ftsnE 4, kO
TA B AZMATE LT,

cIPS: X2 VT 44TV Uz A EREAIPS
e TILY T TR - = v T = T

sURL : URL 7 4 L& U T
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Management Center T 0 Threat Defense DB |
. Management Center ® 5 1 2 > X DEF

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN D 7~

%+ U7 (Diameter, GTP/GPRS. M3UA. SCTP)

VAT A AOBEIZOWTIEREL <L, cisco.com/go/licensingguide & &M L TL 72 &1,

1a s BRI
* Smart Software Manager IZ~¥ A X —T7 H 7 F 2L ET,

FEET AT N EBRLTRWEAIE, Vo 2E27 )y 7 LTHLWT ATy REREL
TL 72 &V, Smart Software Manager Ti&, #ffkD~A X —Th 7 FEERRTE £T,

s BT IAT AT T EERLTAEMEEIND) HMEEFERAT I, ZFEHO
A—hN VT =T FARVUT T MTH#HNZRRE St (3DES/AES) 74t
VARBHTEALENDY £,

FIE

ATVl BEVWOR—K T4 BV T TAHTY M, MEBERIABUVAREENTND Z & %
RMLTLEEN,

TAB AT, VAIEIFREREIEDLLT AL ZAEWA LRI, A~— Y7 hy=T
TARD T TAT L MZY 7 SRTVWES, 7220, BETIA B A Z2BNT 255
b 551, Cisco Commerce Workspace T [Hfh & YV U = —3 3 O (Find Products and
Solutions) MR 7 4 — /W REEHLET, ROTA B APID B LET,

1: 514tV RBER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID B ROMNBRWEEIT, BENZTFETPID 2 BMTEE7,

«IPS, ¥ U =T Hiffl, BEUURL 7 A & 2ADMAEDE
* L-FPRIK-40T-TMC=
* L-FPR9K-48T-TMC=
* L-FPR9K-56T-TMC=
EREDOPID DWFNEESNIBINT 2 & ROWT DO PID I G 2 B~ — A D
VTR )T a v ERIRTEET,
* L-FPR9K-40T-TMC-1Y

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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| Management Center O Threat Defense O &
Management Center ~ (D Threat Defense 0 % §% .

* L-FPR9K-40T-TMC-3Y
* L-FPRO9K-40T-TMC-5Y
* L-FPR9K-48T-TMC-1Y
» L-FPR9K-48T-TMC-3Y
* L-FPR9K-48T-TMC-5Y
* L-FPROK-56T-TMC-1Y
* L-FPR9K-56T-TMC-3Y
* L-FPR9K-56T-TMC-5Y

* Cisco Secure Client : [Cisco Secure Client IEH A K] #SRL TL &V,

XX UV T T A
* L-FPROK-FTD-CAR=

ATy T2 FEREL T ARWEAIL, A~v—k 74t ¥ P —/3—(Z Management Center % &5 L
e

BERAIT 9 121X, Smart Software Manager THk h— 7 VAT 22X ERH Y £, 5EM7e
FINAIZ DUV TiE, Cisco Secure Firewall Management Center 7 R = A fL—y 3 > A R&EH
LT 7ZEEN,

Management Center ~0) Threat Defense & &k

KEmELT /3 A A % [A] U Management Center (ZfHE B2 2 Gk L £ 9,

1R BHHEIIZ

« Chassis Manager @ [F@#E7 734 A (Logical Devices) ]-<—3"C. Threat Defense Fm#i7 /3
A AD[AT—H A (Status) [N [A > T A > (online) [IZ72>TWNDH I & EMERLET,

» Threat Defense DD T — h A R T v TERETHE LIZROEHRZINE L £ ( [Chassis
Manager : Threat Defense @7 /3 A DB (37 ~—2) | #ZH) .

« Threat Defense DEHIP 7 FL A E7-13AR A M4, BLUYNATID
 Management Center ™ % §% % —
c6TUMETCERICT — 4 A 8 —7 = A A% HT 586 1%. Threat Defense CLI T configure

network management-data-interface =~ > RZ{EH L £ 9, FEMIZ-DUVTiX, Cisco Secure
Firewall Threat Defense 2~ > KU 77 LU AEZHHLTLEIV,
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Management Center T 0 Threat Defense DB |

. Management Center ~ O Threat Defense 0 & £k

ATy

ATy T2

FIE

Management Center C, [7 /31 A (Devices) |>[7 /A A& (Device Management) ] DJIEIZ

EIRLET,

GEM (Add) ] Fay X o URX RN, [7354 ADEN (Add Device) | Z3R L £,
Add Device (]
Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WRDINT A= R ELET,

o [ARA N (Host) ]:iBNI9 5 ThreatDefense D IP 7 KL AR A "4 % AL £, Threat
Defense OMD 7 — b A~ T 7 5% E T Management Center @ IP 7 KL A & NAT ID &

W HABELIZSEEIE. 207 4=V REZEOEFFICLTEL I ENTEET,

GE) HA BB TIiE. 5 D Management Center 73 NAT D% IZHDLE. 774~
Y Management Center D78 A I~ IP F 721344 /(72 L C Threat Defense % %§k T &
%9, 7272 L. Threat Defense % &% % U Management Center (2 8§k 95 (2

X, Threat Defense @ IP 7 KL AKRA M EFRETHLERH Y 97,

 [Z7”"4 (Display Name) | 7 « —/V KIZ, Management Center |23/~ 9 % Threat Defense 0

LT AT LET,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| Management Center T O Threat Defense O &R
Management Center ~ (D Threat Defense 0 % §% .

o [B$k¥— (Registration key) ] : Threat Defense Di#HID T — h A kT v T ETHRE LT
LD LRI B —Z AT LET,

[FAA Y (Domain) ]: ¥v/VF FAAL VEREZMEH L TWLGEIE. T4 A% —7 F
AL AZENY B TETS,

S [ZA—T (Group) |: ZN—THMHLTWABEAIT., 73 R —F 280 4T E
7T

«[77&®AaY hr—/LR Y ¥ — (Access Control Policy) |: #JH#iR U o —&@IR L £,
FEATAMERHDLZERDNOTNDEHAT A RFHLDORY) O —RNTTIlhHHrGE%E
BROT, [HT LW Y —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71y 7 (Blockalltraffic) | ##IRLET, BCINELELLTCRNT 74 v 7 ZFFA[T
LILENTEET, THENLOIB~D NT 7 ¢ v 7 OFFA (58 ~—2) | ZZHRL T
<&,

2: New Policy

New Policy (7]

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

s [A~— KT A A (SmartLicensing) |: BT HERBICHLERA~Y— TR L L
T, [V =7 (Malware) | (VT =T A AT v a w2l T 252 TEDEE) .
(%@ (Threat) | BAPHEZEHT L TFEOHE) . BLO[URL] (B 7Y X—2D
URL 7 A W E Y o T H2FATTHTEOEE) #F0 YU TET, F: 7 A X52BMNL
%, [YAT4L (System) 1> [T14 X (Licenses) | >[AY¥— k542X (Smart
Licenses) | X—U b X a7 7747 N UE— T Z7EAVPND T A X% H
TEET,

o [ B DONATID (Unique NATID) ] : Threat Defense DI 7 — kA b T v TR E CTHRE
L7 NATID ##5& L £7,

o /37 v b O#RE (Transfer Packets) ] : 7 /3A A 75 Management Center ~0D /37~ MR
AHFAILET, ZOF T a AL TIPS R Snort 2R EDA X bR U H—Ih
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Management Center T 0 Threat Defense DB |
B aswnexras Ry o—omE

T2 EE. T ARBERE LTA Ry R AFT—ZF# L~ b7 —# % Management
Center |25 LET, ZOF TV a VAN LicE1E, A 2 MEHRT 23 Management
Center 255 &L, N7y FTF—ZITEESINERA,

AT 973 e Register) | (BIOT A ZAEBINT DHEEIE [BIOT 34 A %846k L TBM (Register
and Add Another) 1) 27 U v 27 L, BB L2 L 2R LET,

BERNRINTH L, T AN A2 MaBmanEzd, RILEEGSIZ, =9 —A v&—UMN
FoRENF T, Threat Defense D3GR L7-HE01E, IROER R LT 72 &0,

» ping : Threat Defense CLI (Threat Defense CLI ~D7 7% (61 X—) ) [T 7 k&R
L. RO a~> KZ#iH L T Management Center IP 7 K L A~ ping & FET L £,

ping system ip_address

ping 23K L2V 51T, shownetwork =2~ > REHHA L Cry NI — 7 REEMHR L £
7", Threat Defense FHEIP 7 KL A2 H 3 % |21%, configurenetwork {ipv4|ipv6} manual
a~vy K& LET, Management Center 77 AT —H A U H—T = f A RE
L7=%41%. configure network management-data-interface =~ > F& i H L £,

NTP : Firepower 9300 O NTP #—/3—73 [ A7 L (System) > [f%7E (Configuration) ]>
[RFZI D[R] (Time Synchronization) | ~<— ¥ T & L 7= Management Center H—/3— & —
BLTWDZ Lol L ET,

BEk*—. NATID, 3L Management Center [P 7 KL R : [l 5 DT /A A TlA] UAHR

F—ZMHEHL TN ZEZ2MEL, EHLTWDEGIEINATID ZH L T\5 Z & &
B L EJ, configuremanager add =~ > K% {#H L T, Management Center THEk¥— &
NATID #5%ET 5 ENTEET,

N TN a—TF 0 7 OFERIZ- DUV TIL, https://cisco.com/go/fme-reg-error & 2R L TL 72 &
AN

EXMGEXa) T4R)O—DERE

ZIZTE ROREEMA L THEANREX 2V T AR —E2RET D HIECHOWTHA L
£7,

A v B —T A AL WA B —T oA A NE AV HZ—T 2 A AZAZT > 7 1P
T RLVABEID YT, AEA v H—7 = A AZDHCP 2 L F£7,

*DHCPH—/3—: 7 T A7 FORNEA »F—7 = A ATDHCP Y —"—ZfEH L £,
T T FINRN— b A B =T 2 AN LTT 7 AL M— FEBMLET,
*NAT : SN A v 2 —T = A ATA L F—7 = A ZAPAT M L £7,

T BRI br—b WEINBINA~D N T T v 7 BRI LE T

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K


https://cisco.com/go/fmc-reg-error

| Management Center O Threat Defense O &

AV8—T 14 RADEE .

EARB X2 V)7 0 RY —2RET DI, ROF X7 ZFTLET,

() | A Z =7 = ZAOBE (49 =)

\ |DHCP H— "—D3%E (53 ~—) |

(3) |7 7 AN = DB (54 ~—2)

(4) |NAT DFE (55 =—2)

WNE D BINEA~D N T 7 4 v 7 OFFA] (58 X—)

(6) |REDEM (59 ~—) ,

A3 —T A RADETE

&

BB T D0 A X —T oA AEFAMTL, TNLEEXF2 VT 4V —AZEID Y TT
IP7 RLAZRELET, BFIX, VATLATEKROHD N T 74 v/ 2B SES 1)1,
DI b 20D U E—T 2 A AERETILERNDHY £7, BEIF. Ty 7 AN —L4
N—BFEFZA L E—Fy MCE LA A v 2 —T A 2L, O3y NT—27 D 1oLk
FORNEHA 2 —T 2 A REFEHLET, ZHHDA U H—T A AO—HEHIE, Web P —/3—
REONRT Y T R ANARER Tty NEELET S [FEEME ) (DMZ) L% ERH
nE9,

— Iy V—T 4 T OIRPUE, WA VX —T 2 A ATAEZT 4 v I T RV RAEERR
45 LEFEZ, ISP2>5 DHCP 2/ L TCHERA v X —T = A AT RLAZESET 52 LTI,

WO T, DHCPIZELAARZT 4w 7T RL AL IL—FT v RE— RONHAL L X —T = A A
PHEALT, »—T v RE—FOHNFA v F—T =4 AEHRELET,

FIE

[T /34 A (Devices) |>[7 /A A& H (Device Management) [DIEIZEINL, 77 A T 74—
ND sy 7 LET,

AT T2 [A % —7=AA (Interfaces) | %27 U7 LET,
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B sz 1z08%

Management Center T 0 Threat Defense DB |

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v
Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
10.89.5.20 lwihucancely
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing l :: ii :: . Inline Sets DHCP
4, Search by name ,,%" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
[ etherneriy2 Physical e &
E® Ethernet1/3.1 Sublnterface Lz &
Ethernet1/4 diagnostic Physical E] y
Ethernetl/s Physical & Y
RTYT3 WMICHAT 24 2 =74 2D 22V v 7 LET,
L Soe —
[&f% (General) | ¥ 7 WFEREINET,
Edit Physical Interface ? X

m IPv4 IPv6  Advanced Hardware Configuration

b)
<)
d)

Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)
QK Cancel

48 LT F TO [4HT (Name) 1 Z AN LFET,
Lz A F—T x4 AT indde E WS &4ETEITET,

[£5%) (Enabled) | F = 7Ry 7 A% N LET,

[®E—F (Mode) 11X [72L (None) JIZEREL/-FFICLET,

[EX¥= VU7 ¢V —2 (SecurityZone) ] R v 77X U R RNNLEBEFONTEX2 Y T 4
= ERINT B0, [ (New) 1227 Vw7 LTHLWWEX2 U T 0 —2&BINL
£7,

7= & 21E, indde zone L WHLAFIOY —2FBIMLET, KA X —T = AL, ¥
VF 4= BILOA, B —T oA AT NA—FIZED Y THLERLY FET, (7 —
Tz A, 1O0EX2 VT4 —IZORETIHZEL, BEOA L Z—T A 2T
N—TETHEHTEET, Vv FERIIIN—TZESNTEXF 2T R —

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| Management Center T O Threat Defense O &R
A28 —T 14 ADHE .

A LET, &0, NEA v X —T = A ZAZBNE Y — 280 5T, AEpA v 2 —
T oA AN = AZEID B THZENTEET, ZOEGE. N 740 v 7 BNEND
NN CXALHICT VA a2y ha—L R —%B/ET A LITTXETRN,
SIS SNEICHNIT TUIRETE EE A, FEAEOR) O —i3tXFa VT 4V — DR
PE-RLTOET, NATEY v—, FL 7404 I o—, BLOQoS KU v —T,
V= FRFIA o H =T 2 A RATN—T R TEET,

e) [IPv4] Z 7. [IPv6] ¥ 7. £IEW T DX T %27V v 7 LET,

o [IPv4]: Ry T XU RIS [AXT 4 v 7IPEMHT S (Use Static IP) | &7
WL, IPT RVAREH TRy hwRTERAT v 2Kl TANLET,

7ol 2%, 192168112472 8 ATJLET,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP B
IP Address: 192 16/, 1 1|I|'2£‘| eg. 192.0.2.1/255.255.255.128 or
. - 192.0.2.1/25
« [IPv6] : A7 — F L ZAHBEREDSGA X [HEERE (Autoconfiguration) | F = v 7R v
J Ak A AT LET,

H [OK]z27 Uy LET,
ATy T4 A AT =T A 2% ) v LET,
(&% (General) | ¥ 7R RFINET,
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Management Center T 0 Threat Defense DB |
B s—ozrzoux

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

GE) FHT 72 AMCZDA v —T 2 AEFANIHEELTVDHAE, 1 ¥—T =

A AT T TIAHEPMFT SN TR, AL T FLARRENZET L TVET,
INODOHEARREIZEE LN TLEEW, BH$ 5 &, Management Center D45
M hrsnET, ZOEETSH, M@ r7 74 v 7RV —DtF 2T«
= ERETEET,

a) 48 LFETO [4nAT (Name) | Z AN LET,
7-E 21X, A v Z—7 x4 AT Toutside] & \WIARIEFHTET,

b) [F%) (Enabled) | F=v /Ry 24N LET,

c) [E— K (Mode) 11X[72L (None) JIZERELTEEIZLET,

d [ExX=VUTFT Y —2 (SecurityZone) | KRy 7 X7 U R MDLLEEFOINTEF 2 Y T 4
V= EBRIRT 50, i (New) 227Uy 7 LTHLWEXF2 YT 0V —r%BIL
£7
7= & z21%. Toutside zone] W) LRIDY —2 ZBIMLET,

o) [IPv4] X 7. [IPV6] ¥ 7. E1-EMHOX 7% 2V v LET,

* [IPv4] : [DHCPOffi ] (Use DHCP) ] Z#IRL, IROA T a v D/NT A —F iR IE
LET,

« [DHCP L CTF 7 /v k /b— K ZHf% (Obtain default route using DHCP) ] :
DHCP #—"=nbH7 74V b b— MBS LET,

* [DHCPL— kA NV » 27 (DHCProutemetric) |: 7 RI =AML —FT 47 75 ¢4 X
B REFE LI = MZEID HTES (1~255) . FEHLIEA—FOT 7+
VEDT RI=AML—T 47 T4 AZ AT 1 TT,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| Management Center O Threat Defense O &
phep H—i—nzE |

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — F L ZAHERREOSE 1L [HERRE (Autoconfiguration) 1 F = > 7 A v
J AEA AT LET,
) [OK]Z27 Vw7 LET,
ATy s [{RTF (Save) 1227V v 7 LET,

DHCP H—/\—DEXE

7547 FCDHCP 2 LT &ZBIZKT B8 MO IPT RLAZRETAHLHICTH
B41%, DHCP —_—ZFh LET,

FIE

ATY 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | Z#3RL, T34 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | ##R L £,

RTw T3 [H—\— (Server) | X—C, [18M (Add) %27V >7 LT, ROA T arzZHELE

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

[ H—T x4 R (Interface) |: R YT H T IURARNLA L Z—T =2 AR L F
7T

«[7 RLAZ—/ (Address Pool) ]:DHCP Y— S—2MEH4 5 IP 7 KL AD FALND
I EALOM O ZRE L ET, IPT FLAOFMIL, BRL/IA U F—T = ZL[FEL
BTy b BICHFETHIVENHY, A VX —T =2 AHFDIPT KL AEZEGEHHZ L
ITTEEHEA,
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B 7o+ —roeEm

RATv74
ATvT5

—

ATv T

ATy T2

Management Center T 0 Threat Defense DB |

« [DHCPH— "—Z 029 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A A D DHCP
= N—Z BN LET,

[OK] %27 Uv 27 LET,
[fRTF (Save) |27 U w7 LET,

T4 MIL— FDEN

T 74 hb— NMIEE ., A v F—T = A ADDEGERRER T v T A MU — AV —H E IR
LRLET, INTA ¥ —7 = A AIZDHCP T 2581X. 735 ANTTIZT 7 4V b
N—MEZELTWDHAREERH Y £3, FEITL— F%Lﬂﬂﬂ”é%\ﬁﬁi‘&)é%é\li\ WDOF
JEZ AT LET, DHCP Y — "—2206F 7 4 /b hb— M EZAE LTEHA, [T/A4 R
(Devices) 1>[T/31 AEH (DeviceManagement) |>[JL—T « /7 (Routmg) 1>[R%
T4 99—k (StaticRoute) 73— D [IPv4/L—  (IPv4Routes) ] £721%[IPv6/L— b (IPv6
Routes) | 7 —7 NMICERENET,

FIE

[T/84 R (Devices) |>[T/31 REIE (DeviceManagement) | Z3&IRL., T34 2% 27 U v
7 LET,

[JL—T 4 >% (Routing) |>[RE2 T4 vYI)L— b (Staticroute) | Zi®R L, [/b— hZEM
(Addroute) 1227 U 27 LT, DL HIIHELET,

| Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v
Available Network (5 (%] Selected Network
| - Search | = any-ipvd &
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)

Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| Management Center T O Threat Defense O &R
NAT D% 5E .

[ZAT (Type) 1:BINTDHAET 47— FDHF AT U T, [IPv4] F 721X [IPv6]
FTarRE U ET Y v LET,

(M ¥ —7xAR (Interface) ]: tH/1A v ¥ —7 = 4 AZRIN L E, BEITINLA
H—T A ATT,

s fEHAIBEZ2 %~ N U —72  (Available Network) ] : IPv4 7 7 /L b /b— h OBE 1T [ipv4]
ZBEINL, IPv6 7 7 4 /L b b— DA [any] ZER L, B (Add) 1227 U2 L
T[ERL7=% >y U —72 (Selected Network) ] U A MZBEII®HE T,

[F— b7 =4 (Gateway) ] E72IX[IPv67— T =4 (IPv6Gateway) ]: ZD/L— hDX
JANRYy T TCHLT— bV 2 AN—FH ANELITERRLES, IPT FLAEITIXR Y
ND—=V/RANAT V=l NERETEET,

e[A RV w2 (Metric) ]:58%% Y NT—27 ~DFRy 7O EANNTLET, FIMEDHF
X1 ~2557T, 7%/ MEIZ1TT,
ATFv T3 [0K]Z27 V7 LET,
N—F"BARZT 4y I N— T =T VIBMENET,

Overview Analysis Policies JIEUTLEN Objects | AMP  Intelligence Deploy , System Helpv admin v

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates

1 O . 8 9 b 20 You have unsaved changes B Save €3 cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF & Add Route
OSPFv3 .
Network Interface Gateway Tunneled Metric Tracked
RIP
N ﬂ.j BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1 &8

> [ Multicast Routing
¥ IPv6 Routes

ATY T4 [1FE (Save) 1227V v LET,

=L
NAT D& 7E
— B 72 NAT b— L Clid, WET RLRAENHA > H—T 2 A ZADIP T KL ADKR— MIE
LET, ZOXATONATV—NVDIZ tEA LA —T A AR—KT KL RZEH (PAT)
EIENE T,

FIE

ATFYF1 [T/AA R (Devices) |>[NAT] 22 U v 27 L, [#LLVRY S— (NewPolicy) ]>[Threat Defense
NAT] %227 U v 7 LET,
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B wozz

Management Center T 0 Threat Defense DB |

ATY T2 RV —ICARTEMT, KU o—2@HT 5710 ZZ2RIR L, [R{F (Save) 1227 Vw7 L

£7,

MNew Policy ? X

Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

24, Search by name or value |

=192.168.0.16

| Add to Policy |

| Save | | Cancel |

AN U 2 —7% Management Center |ZIBM S ES, l&fE, N —I— 2Bt 5058
BV ET,

ATv T3 PL—OiBEM (AddRule) 152V v 27 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ AT RT ARy 7 ANRKRINET,

AT T4 EALV—NOF T a BB ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Cynamic hd

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#R L £,
o [ZA47 (Type) 1:[#AF = >7 (Dynamic) ] 2R L £,

ATV TS [A X —T A A4 T =2k (Interface objects) |X— T, [HHAEE/RA VX —T =4 A

47V =2 b (Available Interface Objects) | fHIE O [ A > H—T = A A4 T V=7 b
(Destination Interface Objects) ] fEIKIZAMER Y — > 2 BIML 7,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



I Management Center C () Threat Defense O &
nat oz I
Add NAT Rule ? X
MAT Rule: Auto NAT Rule hd
Type: Dynamic hd Enab

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | o,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAd.d to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)
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Management Center T 0 Threat Defense DB |
B navons~o 574 v o0

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ 6 c:
[B] Policy Assionments (1)
B Fiiter by Device @  AddRule
r Pa N lated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules
E Dynamic @ any <4 outside_zone 2 al-ipwa ¥ Interface @ Dnsiraise P

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

NEBMN D IEBAD ST 4 v 7 DEFTE

BB KTT D5 ek LTI- L X2, RO [TRXTONTI T v 7% 7wy 2 (Blockall

traffic) | 727 8A ar bu— R —2{FRLIZHAE. T 2 2@RT5 8774 v
VT EHFAT DDA =l AV EBINTAMNERS Y £, IROFIETIEK, NEHY —
MBI — 2 ~D T T 4 v 7 BHFRA[THL—LEBIMLET, M —rBH 5613,
Wl ry NI—I~D T 7 4w 7 AT 50— L%BIMLTIEEN,

FIE

ATvF1 R — (Policy) 1>[7Y2RKRY — (AccessPolicy) [>[7V 2RKR — (Access
Policy) &R L, ZEICKT 25 IZED Y TonTWAT7 78R a v hr—/L R v—
D HI7V YT LET,

ZFy T2 [JL—ILEEBM (AddRule) 12727V w7 L, WDRFA—2&RELET,

Add Rule ? X
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > = i

m Networks VLAN Tags = Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name saa /& Inside_zone B sl outside_zone @

sau/dy inside_zone
Saa/th outside_zone

Add to
Source

Add to
Destination

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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zzorn [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

* 585 — > (Destination Zones) ] : [/ F[GE72 > —  (Available Zones) ] 7B —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,
OB EFZOEFICLTREEET,

ATy 73 [EM (AdD) 127V v 7 LET,
=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Enter Description
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Mone
Tz Inheritance Settings | [] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Logging  Advance d
8 Fiteer by Dav ) Show Rule Confiicts @ | (@ Add Category | () Add Rule | Search Rules
o Allow &8

in this section. Add Rule or Add Category
[ G |

ATy T4 [R1F (Save) 1227V v 27 LET,

1=
=% 7€ D BB
EDET & Bkt 280 (B LET, EEEZEHTIETE, T4 ALTEOE
BHLT 7T 470 A,

FIE

ATy £ EO R (Deploy) 1227V v27 LET,
X 3:[EF (Deploy) 1

Q ¢ # @ adminv Wl secuRe

ATY T2 [TRTEB (DeployAll) 127V v 7 LTTRTOT A AZEBT L0, [FEER R
(Advanced Deploy) 1% 7 U v 7 L CERIR LT A AITEHLET,

Cisco Firepower 9300 R 2 — + 7 v THA K .
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REDER

4: ¥ RTCEMRM

Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment £
node2 I Ready for Deployment =)

@ 5 devices are available for deployment iz

X 5: S ELRRF

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(] Device Modified by Inspect Interruption Type Group
> nodel System FTD
o | 1010-2 admin, System FTD
> | node2 System FTD
3 (] 1010-3 System FTD
> 1120-4 System FTD

Last Deploy Time Preview Status

May 23, 2022 6:49 PM [ I Ready for Deployment
May 23, 2022 7:09 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,
H6:BEART—2 X

es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks .:) Show Notifications
m 0 running 5 success 0 warnings 0 failures | . Filter

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s

[l Cisco Firepower 9300 2 % — + 7 v FH A K
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Threat Defense CLI~AD 7 Y X .

Threat Defense CLI~ND7 Y X

ATy T

ATy T2

BB KT BB CLIZ AL T, BHEA VX —T oA ANRNTA—ZEERT LD, T
WY a—T 4 T E{To7-0) T&ET, CLLIILT 7B AT A%, BFA L F—T 2 Af A~D
SSH Z{# -+~ 57>, FXOS CLI 2> H#5k: LE 4,

FIE

(F7va 1) BEICKHT A0 BB X —T 24 ADIP T KL A THEBESSH 8 L F
—éqo

BELIP T FL AL, ST XA ZAZRBE L ZICRELZ DO T, WIHEHEFIZERE L
7= Tadmin] 7D FERAT—REEHLTEBICHT A0 a1 LET,

NRAY = REENTEHAE, Yy —~F—V % Tl T A A &ffE L CTEETE £,
(A 7var2) ary =N EZIE Tenet #fi2EH LT, £ 2—/L CLLICHERE L £
R
a) BX2 VT4 BV VIR LET,

connect module slot_number {console| telnet}

Telnet #5525 -4 2 F 51X, B2 2 — VZRBFICER O v > a U ARETE, HiH
FENEL 7252 £ TT,

51

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) BEUCKIT LB 2 — i EE R L E T,

connect ftd name

BEOT TV r—ar A VAR AN LEEIL, AV AX L ADLEIZIRET D VB
NV ET, AV ARF AL EFRTHITIT, LEixfTFica~ry REANLLET,

1 -

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.

Cisco Firepower 9300 22— +7 v 744 K ||}



Management Center T (D Threat Defense 0 & |
. Threat Defense CLI ~D 7 7 £ X

Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to
bootCLI
>

c) exitE AN L, 77V r—raryary—n%s&T LTCFX0SEYa—/LVCLIIZEE L%
D

Gx) 6.3 LVRIONR—T 3 OgAIL, Ctrl-a,d E AT LET,

d) FXOS CLI DA —/ 8 LoULIZR Y £,
AVY—IILERTTHICE, UTEETLET.
1L ~&AH
Telnet 7 7V 7 —3 g D #b v £,
2. Telnet 7 7'V r—3a & T4 2I12iE, WeE A LET,

telnet>quit

Tenet v a H ERTTBICIE. UTEEITLET,
Ctrl],. L AJ

1

WIZ, BF 2T 4T 22—/ 1 O BBEITKT B0 (28 LTH 5, FXOS CLI D
A=A FL~YLICRE LB 2R L ET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| Management Center O Threat Defense O &

zozx7y7 ||
'connect module <slot> telnet' to connect to the security module.
Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI

> ~

telnet> quit
Connection closed.
Firepower#

O

RDAT I

Threat Defense DF%E & #HifT9 5121,  [Cisco Firepower K¥ = A > h—%& | [ZH B IBHE D
VI RT 2T A= gD T VEBRL T I,

Management Center O BT 2 1FHIZ- DWW TiX,  [Firepower Management Center = > 7 ¢
Fal—rar AR 22RLTIEEN,

Threat Defense & Management Center O & &

HeER N— | BEERR

=

ASA BEOHBICK |64 |ASA B LT HBISKT L5 #7314 2 Z[A U Firepower 9300 ETREITE % &
T 5P ZFC IR E LT

Firepower 9300 D 3l]D . N
. . GE) FXO0S 2.6.1 23 BT,
Y2 — L THHR— k SLETT
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Management Center T 0 Threat Defense DB |

. Threat Defense & Management Center 0D &

HEREA N— | BEEEIRER
=
Firepower 4100/9300 & 630 |H—DOEXza2 T 4P FERITEY 22— LT, FHRLE N Threat Defense = > 7 F

@ Threat Defense O~
INTFA L AH o ARERE

A VAR UAND HDEBOGET NA AERHTES L2120 £ Lz, DA,
—DIAT AT T TV r—vary f VAR AEZRBTEAREITTLE,

TRk, B —T = A ADFEA A AREIZT 5728, FXOS TVLAN Y71 # —
T x A RAEER L, HEEDA LA A TA U H—T oA AL HETHZENTE
FI, UV Y—REHCIE, BA VAT ADNNT —< 2 AERER AKX < A TX
7,

2EDOEBIDY v — ETCarTF A ARARZ U ARHH L CE R AR EH X F
T, FTAZY) U TEYR—FENERT A,

Gx) TINTFA AL AREREIE, EBEITE LR ETN, ASASILT ar T
Ak F— NIZELTWE$, Threat Defense TlE~/LVFaLTHF A RhE— K
EHATEEEA,

HTIR/ZE T X 1U7- Management Center [H[f :
« [T/N1 R (Devices) |1 >[T/31 REH (Device Management) | > [#w% (Edit) ]
TAary>[A 3 —7x4 R (Interfaces) | ¥ 7
FHL/ZE B S 472 Chassis Manager [H[ [ :
- [BIZ (Overview) ]>[T/\4 X (Devices) ]

[M252—T x4 R (Interfaces) 1>[FTRXTDA 2 —T x4 X (Alllnterfaces) 1>
[FTFREM (AddNew) | Fry 7 XU Ama—>[HhT A X —T = AR
(Subinterface) ]

[ 3—T x4 R (Interfaces) >[I RXTHDA B —T 4R (AllInterfaces) ]>
(247 (Type) ]

« [#@¥E T /34 X (Logical Devices) ]>[7T /34 XMiBS (Add Device) ]
[FT5Y b TA—LDHFE (Platform Settings) ]>[Mac7F—JL (Mac Pool) ]

[Ty b T H—LDHRFE (Platform Settings) 1>[JVY—ADTO T 7ML
(Resource Profiles) ]

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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Device Manager T @) Threat Defense O EFH

CDEOXMRHE

Z OFTIL, Device Manager Zfli ]l L TAZ > K7 v v ® BT 585 T A A%
BT 2 HFECOWCHALET, &7 2ET 584512, [Cisco Secure Firewall
Device Manager Configuration Guide| ZZM L T 72 &0,

Device Manager Tl&, /MR Y T —27 T b — A IS Y 7 b U = 7 OHARLERE
ERETEET, /2. ZUEZE < D Device Manager 7 /31 A& Gie K2 %> hU—7
ZHES 2 72 DITIB IR EIT A AD~ X =V v T H &R0, DT A X F
TEROENTEBDT AL A Gy FU—7 DEDIFICRFF SN TOET,
ZEOT A ZEFERLTWDIEE, FIX GBUCKT 5 THarsind. L0 EME
R ELHEHT 2561, 1V 12 Management Center ZffiH L £ 77,
TSAINO—UERXT— kA b+ : Firepower 9300 (21 ME A GBS ST RE T, FBMRAGIZINE
THZEEHYERA, 275 L, 2—F—HREORETIL. FEAFRIEREZFEHTEET,
ZO%E. REMEERSC SNMP O R, FEEDMEAGFRIEREERB TCEL2H5808H0 £
D

e LU RY—xV FOFIE (65 <—)

« Chassis Manager : Threat Defense R T /XA A DB (66 ~=2—3)

* Device Manager ~D 117 A > (71 ~X—Y)

c TABUVADRE (71 _X—)

KA EX 2 VT 4R —DFRE (78 X—2)

* Threat Defense CLI ~D7 7 & A (93 X—)

cIRDAT 7 (95 =)

s Threat Defense & Device Manager DJE/E (95 ~—1)

IVFY—IVFDFIR

VX — VT BB T LB AR L CERET DL, ROX A7 BB L TS0,
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Device Manager T @ Threat Defense 0 & |
. Chassis Manager : Threat Defense RIE7 /N1 X DB

Chassis @Add the threat
Manager defense
logical device

!

Device 2 Log into the 5 Register the 6 Configure a
Manager device threat defense, basic security
manager and enable —p policy
licenses
l A
Cisco @Buy feature
Commerce licenses
Workspace

!

Smart @Generate a

Software license token

Manager for the threat
defense

D=9 AR—R | FIE

("1 Chassis Manager | Chassis Manager : Threat Defense #1734 2 DB (66 5—)

2 Device Manager Device Manager ~D 1 7 A > (71 ~X—2) |

(3| Cisco Commerce | T A 2 ADFKE (71 <—) HETA B AZEALET,
/| Workspace

(| Smart Software TA B ADFKE (715—) : DeviceManager O 7 A £ A h—
\/| Manager 7 U EERLET,

Device Manager TABAOEE (71 ~<*—) : Device Manager % A~—hk 71
BT N ITRER L, BRET A BRI LE T

a

g |Device Manager | AR L ¥ 2 U 7 4K Y L—0DRE (78 <—D) |

Chassis Manager : Threat Defense SRIET/\A X DB

Threat Defense % %A 7 4 7 A > A% A& LT Firepower 9300 BB C& 9, =277
AVAZ AT R= S THEREA,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| Device Manager T @ Threat Defense 0 &4
Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

&R FPEAT &2 BI03 5 12i%, Cisco Secure Firewall Device Manager Configuration Guide & 2 i L
TLTEE Y,
1a s BRI

» Threat Defense & —FEIEATHEHA L X —T =2 Af AR ELET, /v X —T = A A
DFE 24 X—V) ZBRLTIEIN, HHA V=T oA ANKETT, ZOEH
AE—=T A AF, X —TOFERORMHIND (¥ —7=A A (Interfaces) ]
X2 7O EEIZ [MGMT] & L TEREND) vy —VEHA—MERELETEDH D THA,

cFl, AR EB I DDT—H A X =T oA AERET DLERDHY FT,
c ROEWRERELET,

DT NRALADAL B —T A A 1d

EBA A —T 2 AAIPT RLAL Ry NT—T <R

S —h VA IPT RL XA

«DNS #— D IP 7 RL %

e Threat Defense 7" A b4 & KA A U4

FIE

AT 71 Chassis Manager T, [fmZl7 /31 A (Logical Devices) | Zi&IR L £,
AT 72 [1BM (Add) ]>[R42 > KF7AY (Standalone) 1 %7 Vw7 L, IRONRTA—REZRELE

R
Add Standalone )i
Device Name: FTD_1
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.1159 i
| Instance Type: Native b

0K Cancel

Q) FNAARBEANLET,
TOBHNE, T — Y RS S FREERE R T o TA LA — T 2 A ARE Y YT
FOICHR LET, SIUET 7Y a VERECHASA TS A4 T D ) EH
P,

b) [Template] TiL, [Cisco Firepower Threat Defense] % iR L ¥ 77,
c) [Image Version] Z %R L ¥ 7,
d) [Instance Type] C [Native] Z 3R L £ 77,

a7 A A K AL Device Manager Tl AR — SN TWEHFA,
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Device Manager T @ Threat Defense 0 & |
. Chassis Manager : Threat Defense RIE7 /N1 X DB

o) [OK]ZZ U vz LET,
[Provisioning - devicename] 7 1 > RUDNEKRINVE T,

AT 73 [DataPorts] AL, 731 ATV L THSN v H—T oA REZNTh7 U v/ LE

R
Overview Interfaces JICLITEINEWILETN Security Modules Platform Settings System To
Provisioning - FTD-FDM2 M
St 1e | Cisco Firep Threat Defense | 6.5.0.1159
Data Ports -

Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Port-channel3

themett/s ||

Ethenet2/1 |
FTD - 6.5.0.115%
Port-channel3 Click to configure
Rnemetz/2 ||

PIRMZ[A > #—7 =A A (Interfaces) |"—Y THMNI LT —H A v H—T = A ADIHr%E
DY THZ ENTEET, 4T Device Manager TZIHDA U H —7 = A A HMI LT
ELET, ZHUTE, IPT FLAORESEENET,

ATy T4 BEHFROTANA AT A arwr) v 7 LET,

BATOATRy 7 ANEREN, PIIOT— b A M T v TREZITHOZENTEET, b
ORTIX., PIHBEAER, £33 42 Z VAN ATY, @EOEMTIL. #TT7r 7Y
r—39 CCLIRREDIZEAEDEELERETCE £1,

ATv TS5 [fEH (General Information) ] X— T, ROFIEZFEITL £,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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Chassis Manager

Cisco Firepower Threat Defense - Bootstrap ?

: Threat Defense SRET /31 R DB .

Configuration

General Information

Settings Agreement

Security Module(SM) and Resource Profile Selection

SM1-Ok | SM 2 - Ok SM 3 - Empty

5M 1 - 40 Cores Available

Interface Information

a)

b)

<)

d)

e)
f)

Management Interface:

Ethernetl/4 el
Management
Address Type: 1Pv4 only bl
IPv4
Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

(Firepower 9300 DIFE) [EX = U T 4 E Y 2 —/LDER (Security Module Selection) ] D
TC, ZOMBT AL RMEHT 28X 2V T4 EV2—AE27 Y v 7 LET,
[Management Interface] % 2R L F -,

DA E—T oA AE, WRELT AN RAEFEHTALDIFEHINET, 204 HF—
T A AL, T —IFFR— N EIIHOL DT,

BHA A =T oA AEBIRLET, [7 FLAZ AT (AddressType) ] : [IPv4D I (IPv4
only) ]. [IPv6D# (IPv6only) ]. F7=iZ [[Pv4I L OUPv6 (IPv4 and IPv6) ],

[Management IP] 7 KL A Z 3% E L £ 97,
DA VHE—T A A—EDIPT RLAZHZELET,

[Network Mask] & 7213 [Prefix Length] IZ AT L £,
FYLT—O F—broxzA4 T RLAEZATILET,

AT 76 [Settings] ¥ 7 T, IROTFNEZFEATL 7,

Cisco Firepower 9300 22— +7 v 744 K ||}
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. Chassis Manager : Threat Defense RIET /4 X DB

ATy 17
ATvT8
ATvT9

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Management type of LOCALLY_MANAGED W
application instance:

Search domains: cisco.com
Firewall Mode: Routed b
DNS Servers: 10.8.9.6

Fully Qualified Hostname: | ftd.example.cisco.com

Password:

Confirm Password:

QK Cancel

a) [Management type of application instance] K2 v 7*# 7 > J 2 F ¢, [LOCALLY MANAGED]
ZIEIRL 7,

AT 4T A VAL AX, v —Y ¥ & L TP Management Center & ¥R — kL T\ E
To WIRTNA ADEABIC A=V v A ERT DL REDHEI I, T3 23]
b x7,
by Hr~XEIDUARARELT[HHRHERNAA Y (Search Domains) ] # AJJLET,
c) [Firewall Mode] Tl [Routed] € — FDAHAV R — I TWHET,
d) [DNSServers]) # ~XPO DY A MELTANLET,
e) BIBUZx9 5B5E @ [Fully Qualified Hostname] # A7/ L £,
f) CLI 7 7 & 2AH® BRIk 505 & B2 —H D [Password] & AJ) L E T,
[FIAHA (Agreement) ]# 7T, = Fa2—H% JF 4k A (EULA) %A T, RELET,
[OK] %7 U7 LT, HEXAT TRy 7 AZHALET,
[R1F (Save) 1227 Vv 7 LET,
Yy —UE, MELLY 7 by T A=V arEZyra— KL, TV S—var A AR
VAT = hARNT  TEREEEEA LI =T 2 A AREE T v aTHI LT, BT A
ZEEALET, [RET/NM R (Logical Devices) ]-4— T, B LWGHET A ZAD AT —
XA EMER L ET, BT 3 AD [Status] 21 [online] & FnEIN=H, 77U r— 3T
X2 VT4 R —OREEFMBTEET,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| Device Manager T @ Threat Defense 0 &4
Device Manager ~D O 45 A .

System Tools Help

& Refresh | | (&) Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@Dnline (<4 ®)] #* (455

Device Manager ~D O A >
Device Manager |21 27 4 > LT &Rk 205 25 E LET,
38 BRI

« Firefox, Chrome, Safari, Edge. % 7213 Internet Explorer D/ N—2 a &2 H L £,

« Chassis Manager @ [f@#E7 /34 A (Logical Devices) ]<—3 T, Threat Defense Fmfl7 /3
A AD[AT—H A (Status) |23[A4 T A (online) JIZ/R->TWDHI L EMRALET,

FIE

AT Tl 77RO URL # A S LET,

« F B https://management_ip, 7 — FA N7 v TRECAN LA v E—T =4 ZADIP T
FL2AZ AL ET,

ATvw T2 22— —4% admin, Threat Defense DEBHIFIZERE L=/ XAV —FR 2L/ A4 LE

7,
Z2TY T3 90 HEOFMEF A Lo ACRIET D Lo ITkdbNET,

- -~ =JL ==

TJA 1 ADEKRTE
Threat Defense (X, 74 B ADBAB IV T A B A S —LO— BN AfER A~ — K V
Th =T IA RV EERALET,
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ATy T

Device Manager T Threat Defense D &R |

Uy — T EBET D L. Smart Software Manager |3 v — 3 & Smart Software Manager [ O i&(5
MO DAAELIITLET, /o, BWUREET I My —oREID Y ToRET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide Z &M L TL 72 &1,

Essentials 7 1 £ AIZABNICEENE T, A~v— T4 B ATIE, FEWAL TN
i OFERE % C% $£ 97, Smart Software Manager (28835 &, T <IZTA4 B ADFEH%
BltECEFET, Flh, B TIA B AZHMATLIZELTEET, ZNIZK - T, HIEDEER
BLOFEHNAREIC 2 | BIFEOEKBICLDBIEN 220 FET, WOTA B A &AL
TLTIEEW,

cIPS: EXaUT 44T Uz A LIPS

« TILY T TRAME - ~ v = TR

*URL : URL 7 4L & Y 7

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN O #

15 H B HIIC
* Smart Software Manager IZ~¥ A X —T B 7 a2 FLET,
FETHU U MeBRLTRWERIE, Vo222 7 LTHLWT AV MEREL
TL 72 &V, Smart Software Manager Tl flfkD~A X — T h o v F&EEHRTE £,

e o TIAT AT T T EMERA L TAIMEEND) BEEAFHT AT, TFEHO
Aw— KNIV T NO=2T T4V T T b Tl S{ (3DES/AES) 71 &
VAERFHATEANENH Y 9,

FIE

BHENDAY—F T4 T THY L M, RBERTABANGTENRTND Z L &l
LTI,

TAB AT, VATEIFRERBEIENLT A ZAEWA LRI, A~— Y7 by =T
TAR DT TAT MY 7 SRTWES, 722l FETIA B A 2BNT 555
MBd HYAETE. Cisco Commerce Workspace C [ & Y U o —3 a D% (Find Products and
Solutions) |#R#E 7 4 —/V KEFEHLET, ROT A& APID ZMmBELET,

R7:54 2R RER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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| Device Manager T @ Threat Defense 0 &4
sttvzoiz |

GE) PID B RONHRWIEEIT, HESUZTFEITPID 2 BIMTEE7,

«IPS. /LU = T4, BEOURL 74 &2 ADMAEDE
* L-FPR9K-40T-TMC=
* L-FPR9K-48T-TMC=
* L-FPRIK-56T-TMC=
EREDPID OWF N ZFEUTEMNT D & ROWVT IO PID K IE T D HEl~— A D
VTRV T a v ERIRTEET,
* L-FPRIK-40T-TMC-1Y
* L-FPR9K-40T-TMC-3Y
* L-FPR9K-40T-TMC-5Y
* L-FPRIK-48T-TMC-1Y
* L-FPRIK-48T-TMC-3Y
* L-FPR9K-48T-TMC-5Y
* L-FPR9K-56T-TMC-1Y
* L-FPR9K-56T-TMC-3Y
* L-FPRIK-56T-TMC-5Y

« Cisco Secure Client : [Cisco Secure Client ¥{EH A R 2B L T &0,

AT w 72 Smart Software Manager T, Z DT /XA A& BIMNT 2T 7 hOBFEEN—27 o E2ERL
Tav—LFE7d,

a) [Inventory] %7 U v 7 LET,
Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 T, [New Token] #7 U v 27 LE 7,
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AU ADEE

Device Manager T Threat Defense D &R |

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B4k h—72 »%A{ERL (CreateRegistration Token) %A 7 1 7R v 7 AT, LA FOREME
ADLTHrE [ h—2 »%&1ER% (Create Token) | %727 V v 27 LET,

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account

Virtual Account:

Description:

= Expire After: 30 Days
Enter the value between 1 and 365,.but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token @@

Create Token Cancel

+ [E%BA (Description) ]
s [AZhIR (Expire After) ] : #EL3EI1X 30 B T4,

[Z2D b= TGRS LT B Tl A PRBERE 2R T 9% (Allow export-controlled
functionality on the products registered with this token) | : &R 5{L23FF Al S LTV B [EH
DGETME 2 T IAT AT T T EENILET, ZOWEEENT L TEDY
By IOAT v are I ZTERTOLERDH Y £, B TIOMEEZAMICT LSS
BlE, TAA AZH LT B X R —THEERL, 731 A% U a— R4 5080
b ET, ZOFT v a URERRINRWGE. T U 2 MMIEHHBSIERE A AR —
FLTWERA,

h—2 3 A o _y MY ICBIMENET,

d) b= OFEMIHIRETAar %7 V7 LT[h—2> (Token) 1 XA 70 TR
J2AE, b= IDEZ Y v T R—=RIZar—CT& 5 X952 L%E$, Threat Defense
DBEGEN N7 L EICBEDOTFIETHEHT 272012, 2O M7 028 FELTBEET,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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8: =YV DERT

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlied Created By Actions
M]MEZJIHYTITZGOdOSDDY]KEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

K9: b—HDaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT w73 DeviceManager C, [7/3A A (Device) 127 Vv 7 L, [A~— KT A& A (SmartLicense) ]
DOY~< Y —T[FEEDF T (View Configuration) | %27 U v 7 LET,

[A~—]F T4 & A (SmartLicense) | X—VNFERINET,

ATy T b [FA ADBG (Register Device) 127V v LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90....

WIZ, [A~— K T4 AD%KEk (Smart License Registration) | %4 7 12 77K v 7 ADIF/RIC
WEsT, =27 ICHEO T £,

Cisco Firepower 9300 R 2 — + 7 v THA K .
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Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
uf_'J ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATy TS [T/3f 2Dk (Register Device) | %7 Vv 7 LET,

[A~— ]k T4+ A (SmartLicense) |"X—IZRYD £7°, T34 ABEFIIKRD A v —
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APIEFITRER S, N—VREHFIND L, ROE I ITFKRESNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

ATYT6 LEILUT, TNENOAT v ay T4 A0 [Fihb/h{t (Enable/Disable) ] 22> b
n—n&7 )y 7 LET,

[l Cisco Firepower 9300 2 % — + 7 v FH A K
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‘SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your network.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN

« [5%01t (Enable) ] : Cisco Smart Software Manager 7 47 7 > NI T A & Az &k L, il
SNTHERENENC RV FET, FA BV AL THIEIESNARY O—%/EL., BT
% 32—@‘0

o [#E5h{k (Disable) ] : CiscoSmart Software Manager 7 7 7 > kD T A & 2 A Z X8k fiha L .

HIEH S AU MEBENEENIC /2 0 97, HTLWRY O —DHREDRES . FOMREAL T 5
RV —DRERALTEEFA,

* [Cisco Secure Client] [RA VPN] 7 1 B> 2R ZFNZ LTEGAEIX. EHT 74/ 2D %
4 7 ([Advantage]. [Plus]. [Premier]. [Apex]. [VPNELH (VPN Only) . F72i% [Premier
& Advantage (Premier and Advantage) ][Apex and Plus (Apex and Plus) ] #3=N L £ 7,

Type QEGEREREIRS DISABLE

VPN Only

Premier

Premier and Advantage

B AT DL, TAHT Y MITA B ADRRWGEITAN— T % B LI R IR OIFHEL
AyE—VRFRINET,

Device Summary

Smart License

° LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

ATy 1 WHHERay 72T U2 RS [BEHEOFFY (Resync Connection) ] % 3K L C, Cisco Smart
Software Manager & 7 A & A fE@ A A <& £ 7,

Cisco Firepower 9300 R 2 — + 7 v THA K .
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B zxonexa05 0Ky v —omE

Go to Cloud Services

Resync connection

Unregister Device

EXHGEFX1) T 4R O—DHRTE

EARB X2V 7 0 RY —2RET DI, ROF X7 ZFITLET,

NA v E—T A4 ZADBE (79 —) |

WNEA v —T 2 A ACAEZT 4 7 IPT RLAZED LT, A F—T = A R
|Z DHCP Z#ffH L £,

| EX2 VT 4= ~DA U F =T = DB 81 X—Y) |

T 7 AR LB NEHB L OO 2T 4 —T, R v F—T = A &
CHERA v H—T A A BN L ET,

F 7 4V hb— OB (83 X—) |

SERDHCP Y — " =355 7 4 b b b— F B ZITE S 2 WAL, FEICEMNT 503
NhHFET,

) [NAT DFE (85 ~—) .

WA V=T 2 f ATA B —T =4 A PAT ZEH L £7,

WD BANEA~D 8T 7 ¢ v 7 OFR] (87 X—)
NENDANERA~D 8T 7 4 v 7 A LET,

(f£&) DHCP — _R—D&E (88 2—)
TIA T NOWNEA v H—T = A AT DHCP —_"—ZHLE7,

(EE) BHIT— M2 ADORELT —FA L F—T = ZADEHDFW (91 ~—
) o

EHS— N2 A BERT DN, T—H A F—T oA APLOERETAILET,

REDER (92 ~—¥)

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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AV8—T 14 RADEE .

A3 —T A RADETE

&

BN T OB A v X —T oA A AL, IPT FLAZRELET, @wiL, P27
ATEWOHD NT7 74y 72 BBMIELLINC, DR b 200, F—T =4 AEZRE
THMENDY £, BFEIX. Ty 7 A M) —2N—FF72031 X —F v Ml L7z A
VHE—=T A AL FHOR Y NU—T D1 DU LEOWNEA v H—T oA AEFEHLET, =
NooOA U E—T7 A AD—HE, Webh— =72 DTV w77 7B ANARERT £y b
ZELE D TEEHAT) (DMZ) E22A08H0 £1,

— Iy V—T 4 T OIRPUL, WA VX —T 2 A ATARAEZT 4 v I T RURAETERR
425 LEFZ, ISP 225 DHCP 2/ L THERA v X —T =2 A AT RL AR BT 52 LTI,
WOETiE, DHCPIC L AAX T 4 v I T RLAREINIA v X —T = ZA&FH LT, NEA
VHE—T A ARRELET,

FIE

[T /34 A (Device) |7 U w27 LThb, [ ¥ —7=AA (Interfaces) |V~ VU —IZH D
Voo &271)y 7 LET,

[ % —7xAA (Interfaces) | ¥ 7 N7 74/ b TRRSNET, /1 ¥ —T =AY A}
W2, BB B —T 2 A REZNTROLHET, T RLVA RENFERESNET,

ATy T2 AR T A v —T oA 2DfFET A2 @) 220 oy LET
AT T3 ROFBEEITNET,

Cisco Firepower 9300 22— +7 v 744 K ||}
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B sz 1z08%

Ethernet1/2

Edit Physical Interface

Interface Name Mode Status

inside Routed v O

Description

IPv4 Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask
10.99.10.1 [ 24

g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

10.99.10.2 /

b)

d)

[ % —7 A A4 (Interface Name) ] Z#&XiE L £7,

AV B =T A ADL4E] (K48 LT ZHELET, BRITNLFEZTLHLERSDY
£9, . [inside] £ 721% [outside], ARTZRELRWE, £ F—T = ADFKYD DFKIE
FEHENET, VT A X =T oA AERETLHEERE, A ¥ —T7 = A ATIF4
RIS EL T,

[£—F (Mode) 1% [/V—7 v K (Routed) 1IZ#ELET,

Wy TA U E—=T A AT 25E 1%, Cisco Secure Firewall Device Manager
Configuration GuideZ 2 L T 723\,

[AF—% % (Status) | AT A ¥ % [f%) (enabled) |3¢E (@) (oL £,
gE F7-. FXOS CA LV X —T =2 A AT HLERH D £,

(f£&) [#M (Description) ] Z#%&E L £,

FLIE 200 SCTFUIN T, SAITE AN TIC 1T TASILET,

[IPv47 KL A (IPv4 Address) | “X— T, AXT 4 v 7 IPT7T RLAZRELET,

[l Cisco Firepower 9300 2 % — + 7 v FH A K
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txayFqJ—vanqvs—7x420Em [

f)  (fEE) [IPv67 KL A (IPv6 Address) 1 %2727V w7 L, IPv6 % E L £7,
ATy 74 [OK] 227V 7 LET,

RFY TS SBAICHERT 54 v 24— 7 = A 20fET 42> (@) 22V v L, NEOHBAELFT
T4V RERELET, ZOA ¥ —T A ATiE, IPvd 7 KL A2 [DHCP] 3R L &
R

Port-channel1
Edit Physical Interface

Interface Name Mode Status

outside Routed v O

Description

IPvd Address . IPv6 Address Advanced

@ |f the DHCP server supplies an address on the same network configured statically for another
interface, this i ill be disabled. Ensure that there is no overlap between the network
addresses on this interface and the other interfaces on the device.

Type
DHCP v

Route Metric

Obtain Default Route using DHCP

GE) AZT 47 IPT RVAEMMT 256, £712IEDHCP 67 7 4 /v bb— b &
ZELBWEEIE. 774V M— M FEITRET D2LERH Y £3°, Cisco
Secure Firewall Device Manager Configuration GuideZ 2 L T< 72 &\,

LX) TFaIV—~"DA 3 —T 4 ANDIEM
X2 VT4 = I E =T 2 A ADTN—T T TT, S—E, b T T4 v T DE
FRLE SIS DX DRy U= 2B 7 A MISEILET, B0y - 2 EHRTEE
TN, GO H—T oA AFHE—~DY 2 OFIZORGFIETE ET,

Cisco Firepower 9300 R 2 — + 7 v THA K .
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B 207 v—nnros—7z1208EM

ZOFIATIE, WOFEFREY — A v F—T = A AZBMT 2 HEZHOWTHHLET,
s [inside_zone] : ZDOY — 0%, Wy N —2 %2R L ET,

s [outside_zone] : Z DY — L, A X —F v NN EOKIEIARFRE/ZIMT R v N U — 7 B
LET,

FIE

ATV T A7V x7 & (Objects) [Z#RINL, WIZBRNS [EF =2V T 1Y — (Security Zones) |%
BINLET,

A5 w72 [inside zone] @ [tk (edit) 174 2> (@) 22V vr LET,

Edit Security Zone -

Name

inside_zone

Description

Mode

(® Routed  (0) Passive

Interfaces

@ @ inside (Ethemet1/2) o “

(@] outside (Port-channel1)

-
innamed (Ethernet1/5) -

1 item(s) selected

Create new Subinterface CANCEL

ATYT3 (A% —7 x4 R (Interfaces) |V AT, ¥ %227V w7 L, V=BT HNEHA X —
T oA AEIERLET,

ATV T4 [OK] %7V w7 LTEREZRMFELET,

ATy TS HEA v H—T = A A% [outside_zone] (ZIBMT DX, ZNHOFINEAMBRY KL 9,

[l Cisco Firepower 9300 2 % — + 7 v FH A K
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Edit Security Zone -

Name

outside_zone

Description

Mode

@® Routed () Passive

Interfaces

ystic (Ethernetl/4) -

-

@ (&) outside (Port-channel1) o
innamed (Ethernet1/5) -
1 item(s) selected
Create new Subinterface CANCEL

FI74IL MIL— FDIEM

F 7 F v M b— MA@ INEBA B —T = A ADSEIEFRERT v AR — b — 2 &R
LRLET, INHA v % —7 = A AZDHCP AT 25812, 735 ABRTTIZT 744 b
N—FEZELTWDHAHEERH Y £3, FEITL— N2BNT20ERDLIGEIE, KROTF
6% 3247 L £4, DHCP ¥ — "= 5HF 7 4L bb— b2 %ZE LEEBEAIE. [T/ ADBE
(DeviceSummary) 1>[R AT 4 v IL—T 1 2% (SaticRouting) | X—IIZFKRINET,

FIE

RATY TN [TA A (Device) 1227V v 27 LTinb, Pb—7 47 (Routing) |~V —iZdHDdl 7
7V v LET,

[AXT 4 v V—T 47 (Static Routing) ] X—TNERINFET,

ARTFwT2 *F FF[AXT 47— bOVERL (Create Static Route) 1 %27 U > 7 LET,
ATFY T3 TN M= DT RT 0 EHRELET,

Cisco Firepower 9300 2 2 — + 7 v T4 K [}
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F I+ FIL— DB

Add Static Route

Name

default

Description

Protocol
@mwewa () ire

Gateway

gateway w

Interface

outside v

Metric

1

Networks

+

5 any-ipva

SLA Monitor Ay

Please select an SLA Monitor i

a) [4#7 (Name) | AJILET, =& 21T Tdefault)] & LFET,
b) [IPv4] E7-15[IPv6] T VARE L %7 ) v o LET,

IPv4 & IPV6 12 L CEBIDT 7 v b b— s ZERT AR H D £,

¢) [F—hU=A (Gateway) 1227 Uy 7 LT [FHLWFKy U —27 DOFERL (Create New
Network) %27 Vv 7 LT, Y= hUxzA IPT RLAZKRA N T V=2 & LTEMN
L‘i—é—‘o

[l Cisco Firepower 9300 2 % — + 7 v FH A K
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NAT D& E .

Add Network Object

Name

gateway

Description

Type

(@ Host

Host

10.99.12.5

d) Y= FrU=zAD[A % —7x4A (Interface) | (7= & 21X M (outside) ) ZIBIR L F
D

e) [ry hT7—27 (Network) ] ¥ 7 A4 2% 27Uy L, IPv4T 74 /L hb— FOEEIE
[any-ipv4] . IPv6 7 7 4 /b b )L— kDA [any-ipv6] 28R L E 37,

ATv T4 [OK1 227V vr LET,

— B0 72 NAT — L Clid, WET RV RAENTA > H—T 2 A ZADIP T KL ADKR— MIE
WLET, ZOXATONATNV—NVDZ tEA LA —T A AR—KT KL RZEH (PAT)
CIEONES, IPVOICA v X —T A APAT I3 TXEH A,

Fig
ATy 1 [RYU— (Policies) 127V v 7 LTHL[NAT| 27 Vv 7 LET,

RTw T2 FFT [NATV— L DIERL (Create NATRule) 12727V v 7 LET,
ATFvT3 ERL—NLDOF Ty g o EFRELET,

Cisco Firepower 9300 2 2 — + 7 v T4 K [}
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B wozz

Add NAT Rule X

Title o Create Rule for e Status
inside_to_outside Auto NAT v Q

Auto NAT rules trar e e or destination addre: f
packet. These rule
Placement Type e
Automatically placed in Auto NAT rules Dynamic v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface o
Any v outside v
Original Address o Original Port Translated Address Translated Port
any-ipv4 v Any v Interface N Any v

Show Diagram O

ORIGINAL TRANSLATED
Source Any outside Source
any-ipvd: Any bY . 9 D bY Interface: Any
Destination NAT Destination
Any: Any Any: Any

a) [#A v (Title) | Z&%ELET,

b) [IL—ILDEBRER (CreateRuleFor) 1>[BEINAT (AutoNAT) | Zi®IRL 7,
c) [#4 7 (Type) 1>[FA4F+ =2y (Dynamic) | ZEIR L £,
ATV T8 RONTy NEWA T v a ERELET,

a) [JtD %7 » & (Original Packet) ] C, [Jt® 7 KL A (Original Address) | % [any-ipv4] (T
HELET,
ZON—E AEBDA LV E =T A AMBFEESNDIT X TDIPVE N7 7 1 v 7 &
LET, A F—T7x2A AETT FLRAEHIRT2581E, FFEDO[EEILA ¥ —T =
A A (Source Interface) ] ZEIN L, [JudDT KL A (Original Address) 1I1ZIP 7 R L A %45
ETEET,

b) [EHaF s N v & (Translated Packet) ] T, [Bfiidc A % —7 = A A (Destination
Interface) | Z#AMTA X —T7 = A RATRELET,

[l Cisco Firepower 9300 2 % — + 7 v FH A K
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FIFNVRTIE A FZ—T 2 A AP T FUANREHELT FLAIHEHEINET,

ATy 75 (EE) [KoFr (Show Diagram) ] #7 V v/ LT, L—LDOEY 2T VEREF R LE
@—O
ATv7T6 [OK] &7 V7 LET,

NEBNSHEAD T T 4 v U DFFFA

TI7FNETE BF2 VT4 Y= MO NI T4y 73T ny 7 SRk T, ZOFIETIHE,
WERINSAMEA~D T 7 4 v 7 ZfFi T 55 RLET,

FIig
ATw 1 [[R) >— (Policies) |>[7 Y XHI{El (AccessControl) | Zi&IR L £,

ATFwT2 FELF[T 7 EAL—/VOIER (Create AccessRule) %27 U > 7 LET,
RATYT3 ARV NOF TV a v R ELET,

Cisco Firepower 9300 22— +7 v 744 K ||}
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B &=® owerv—ri—ome

Add Access Rule X

Order Title o Action

1 bt inside_to_outside E Allow v

Source/Destination Applications URLso Users o Intrusion Poh(:g.-o File policyo Logging

SOURCE DESTINATION
Zones e + Networks + Ports + Zones o + Networks + Ports/Protocols +
ﬂ Inside_zone ANY ANY a outside_zone ANY ANY

Show Diagram ()

SOURCE DESTINATION
Users Applications m
Neworks ) > @ O @ O [ B urLs [
Geolocations m ZONES 1 ZONES 1 Networks m
ALLOW .
Ports m v [;' — Geolocations m
v -9 E‘c PortsProtacols [

a) [#4 b (Title) 1 %&£,

b) [V/—A (Source) | C. [V —> (Zones) | ¥ 7 A%V vr L, WEY —rZ&ERL
£7

c) [#%sid (Destination) ] T, [V —Y (Zones) | ¥ 7 A2 &7V v 7 L, Y — 0 &3
RLET,

d (EE) [KoFER (ShowDiagram) %27V v 27 LT, W—LDOEY 2T VKELAZFRL
£

e) [OK]Z27 VU vr LET,

({£Z) DHCP H—/N\—DE&E

7547 N CTDHCP 2 LT &BIZKT B85 ML IPT RLAZESETAHLHIITTH
YA TE, DHCP — _—Z2 G LFET,

[l Cisco Firepower 9300 2 % — + 7 v FH A K
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z®) oHep ——oxzE [

FIE

ATy T [T314 A (Device) 1227V v 7 LThE, [VRATLERE (System Settings) 1> [DHCPH—
/N— (DHCPServer) | V2% 27V w27 LET,

ATwvF2 * F£7213 [DHCPY — X—DfEk (Create DHCP Server) 127 U v 27 LE 7,
AFY T3 = nR—DF T 4 EFELET,

Add Server P

Enabled DHCP Seruer()

Interface

inside L

Address Pool

10.99.10.5-10.99.10.25|

a) [DHCPH— N—%F%Z9 % (Enable DHCP Server) | A7 A X% 27 U w7 LT, Aohe#
wLEt @)

b) DHCP % — "—%HhZT D [ X —7 A A (Interface) | ZIRL T,
AV H—=T 2 A AFFHFNIP T FLAZFS> TV DIRERH Y £, A1V F—T = AT

DHCP % —N"—% 7T 5858, A1 X —T7 A AT RLUADOTHIZDHCP 2 H 35 =
LIITEEEA,

¢) [7 KL 27—/ (AddressPool) | Z# AL ET

IP7 RLAO&RIL, BIR LA ¥ —T 2 AR LY TRy b EICHEETIHLER S
N, AV Z—TxA AFEDIPT KLVA, Ju—Rxy A M T RLVRA, F72E TRy
MRy hT—27 T RVAZEHDH I EIXTEERA,

d) [OK1%Z7VUvr LET,

ATy T4 ({EE) [RE (Configuration) | Z 7% 27V v 7 LT, HEREBLO 0 — ViR E &R E
L/\i‘é—o

Cisco Firepower 9300 2 2 — + 7 v T4 K [}
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(f£E) DHCP H—/N\—DERE

Device Summary

DHCP Server

DHCP Servers Configuration

Enable Auto Configuration

From Interface

outside b

Primary WINS |P Address

Secondary WINS IP Address

USE OPENDNS
Primary DNS IP Address

Secondary DNS IP Address

DHCP HEIFRETIL, FEELIA v F—T = A ATHIEL TWADHCP 7 A4 7 > b6 B
L72DNS H— X RAA 4, BILOWINS —DOEHA, DHCP H— 3225 DHCP 7 7
A7 v MRt SN ET, @E. SMNBA 4 —T7 A ATDHCPZM I L TT R L A& Hi51
HZEAIITHBREEZHEMN LET2, DHCPEZ/ L CT RLAZRETHA X —T = A%
BT 22 CTEET, BEREAHEHTEARAVWEAIZIE, HERAF TV a &2 TEITER
TEET,

a) [HEEXTEZBEZNIZT S (Enable Auto Configuration) | A7 A4 ¥ &7 U 7 LT, AZhEFR
wLEy (@)

by 7I7AT VMR —N—FEEWKT DA X —T oA A% [T A L F—T = R

(From Interface) | K v ¥ 7 o A =2 —CT&EINLET,

) HERXEZADILRWGA, FREFHBREINTREL LEXT LTI, 128 ED
Ja—nNNVF 7 arEFRELET, THHOREIX, DHCP — _—%2 T3 59T
DA H—Tx2AATDHCP 7 747> MZERFESNET,

d)y [fRfF (Save) 127V v 7 LET,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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EB) BES— YA OBREET—21v8—T 11 20ER0HT [

(F8) EBY— IO AMDEREET—FAF3—T A ADEED

#

ATy T

Threat Defense # BT 5 & X2, HHT RLALHNHET — Y = A TR EFHTT, ROT
JECTIE, BHA o H—T 2 A ATERL T —FA L F =T oA A& LTy 7 7T L— kil
TEH NI 7 4 v 7 %2559 5 K 91T Threat Defense ZiRE TE £, ZDHA. HEHERR S
NEEHAR Y U —27 EI2W 58813 Threat Defense 2 FHECTE 42, oy U —27%
TOEHIN I 74 w713, BEHA =T 2 AA ATERL T —H A F =T = RINV—T 4
VITENET,

Fl2, T 7 ANV FTHE, BHEHA X —7 A A (DeviceManager £7-1XCLI 7 7 & &) ZJrL
TP Threat Defense ZEHTEE9, ROFIETIL, 1 DL EOTF—F A2 —T A4 AT
BHEANCTHILELTEET, BHA L H—T oA R T = Tz A1X, T—F A X —
7 = A A®D Device Manager ‘EEE ~ T 7 ¢ v ZIZITEEE KT LET AL, ZOHE, Threat
Defense TIZHlHE ON—T 4 7T —TAPMEHINET,

1R BHHEIIZ
A B =T 2 ADHRE (19 2—=) IrCT—Z A v X —T x4 AZHRELET,

FIE

TR A B =T 2 A ANLDOEET AL ET,

a) [T/ A (Device) 15227V 7 LThb, [YATLBRE (System Settings) 1> [EET
2+t X (Management Access) | V27 DJIEIZZ Y v 27 LET,

b) [T—H A% —7xAA (Datalnterface) | %27 U 27 LET,

o) F*EEI[T—HA X —T A ADERL (CreateDatalnterface) 1227V v 27 L, A4 X —
T2 A AT LTV —VEERLET,

Add Management Access

Interface

inside ke
Protocols
3

Allowed Networks

5 any-ipva

Cisco Firepower 9300 22— +7 v 744 K ||}



=
X

REDER

ATy T2

E D R

ATy T

Device Manager T Threat Defense D &R |

e[ X —T A A (Interface) |: BT 7/ B AZFHAITHA L H—T = A ABFEINL
i—a—o

o [7v k=L (Protocols) ]: /L—/LAAHTTPS (AN— F443) F£721LSSH (AA— K 22) |
FTEOW G A ERIRL 7,

s [fFAf &z v U —72 (AllowedNetworks) ]: VAT AIZT 7 EATE S IPv4 % v

RNO—27  IPv6 Xy NT =7 FTRERANEERT IR Y NT—I 4TV b
BIRLES, MEE] OF FLAZEET HITIL, [any-ipv4] (0.0.0.0/0) 35 L U [any-ipv6]
(::/0) IR L £ 7,

d [OK]%27VUvyZ7 LET,

F—B A H—T o AEHET B L) IEIS — by = ZRELET,

a) [T/ A (Device) 1227 U v 7 L, WRIZ[VRATLERE (System Settings) | > [EEAS
44— x4 R (Management Interface) | V> 27 %27V v 27 L%,

b) [T—HFAE—Tx2A A&7 — U xA & LTHMHTS (Use the Data Interfaces as the
Gateway) | Z#IRL £,

Device Summary

Management Interface

MANAGEMENT GATEWAY

The gateway determines how the system can reach the Internet to obtain smart
licenses, database updates (such as VDB, rule, Geolocation, URL), and to reach
the management DNS and NTP servers.

@ Use the Data Interfaces as the Gateway.

Use Unique Gateways for the Management Interface.

c) [fR1F (Save) |27V v 7 LCTEEEZFHA, [OK]ZZ7 Uy 7 LET,

RIEDEW & ZICkT D058 (B LET, EHEEEHT2ETE. A ALETEOE
EHLT 7T 4 7 FH AL

FIE

Web X—T D EIZH D [EFEDOER (Deploy Changes) | 7 A 2> %27 U w27 LET,
ZOTA i, BEHENTOWARWEERHLLEIC Ry b ~—27 THEAFRINET,
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| Device Manager T @ Threat Defense 0 &4

ATy T2

Threat Defense CLI~AD 7 Y X .

[fREHDZHE  (Pending Changes) |V « > K71IZ REDRBEN—T g v R T OLET L
DN RRINET, TNODOEEIL, ﬁﬂﬁ?éﬂtgfe BINEN-EE, EidmEIN
FEZARTEDICASTENTWET, BOBRIFICHOWTIE, V4 v RO AFIEZSRL T
TZ&EW,

EEANFICRER 20 GET (4T BB (DeployNow) 227 U v 7 LT, Ya7zd<IC
PRAGTE £

U4y RUIZEHPEITH CHLZ ENRINET, UV RUEALU L0, EI3EMANE
TI2ETRECEET, BEIEITHTOMICY 4 FUZBALTH, Ya 7IIFELEY
oo FERIT, ZF A7 VA NREAr V THRTEET, Var v FUZBWEEFRIZLESS
[JEBHERE (Deployment History) 1V > 27 %27V v 7925 LFERNFRINET,

Threat Defense CLI~D 7Y X

ATy I

ATy T2

BRI KT D5 CLIZEH LT, FEA X —T 2 A ARTA—REEFT LD, N TF7
WY a—T 4 T ETHT20 T&EET, CLIWCT 7 AT HI00%, BHA L H—T A A~D
SSH Zffi 42 7>, FXOS CLI 785 L £,

FIE

(AFal) BEICKHT 505 SHA L 2 —T7 A ADIP T R AIZEHESSH 55 L F
K

BHIPT FLAIZ, GBI NS ZAZBELZEZICRELTZDDOTY, YIHEBRRICHE L
72 Tadmin) 7D M ERRAU—REMEHA LT EBICHT D08 e 714 LET,

NAY = REeBENSEIE, Y r—d 3=V TRBl7T A AZiE L TEAETEET,
(AFvar2) ary — AR EIE Telnet e 2 LT, £ = —/L CLLICH:: L %
R
a) BEX2 VT4 BV VITERLET,
connect module slot_number {console| telnet}
Telnet #&f5t 2 3 HFAIE, BV 2 — /VICRFFICEBR O v 29 U ERETE ., #HitR
FENHL 70D Z & TY,
i)

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit
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Device Manager T Threat Defense D &R |

. Threat Defense CLI ~D7 ¥ £ X

b)

d)

1

Firepower-modulel>

BRI T D058 2 Y — W CBE R L ET,
connect ftd name

BEOT TV Ir—a A VAR AR DGR, A VAKX ADLRIEIRET D03
NHOET, AV AX AL EFRT DI, 4RieffTTIica~ry REATLET,

51

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to
bootCLI
>

exit EAN L, 77V r—varyaryy—nu2&TLTCFX0OSEY2—/LCLIIZEBHEI L E
ﬁ—o

G¥) 63 LVRIONR—=T 5 OEAIL, Ctrl-a,d & AT LET,

FXOS CLI D A —/34 ¥ L~YLIZRE D £97,
AVY—ILERTTBICIE. UTEETLET,
1. ~E AN
Telnet 77"V r— 3 G0 bV 97,
2. Telnet 77V r—va 745123, e A LET,

telnet>quit

Telnet vy a a8 TIBICIE. ULTEEFTLET,
Ctrl-],. £ AJJ

WIZ, EX 2 VT 42— 1 OB D058 128 LT o, FXOS CLI ®
A=A FLYUIZR DB &R LE T,
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RDATY

zoz7v7 I
Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '~'.
CISCO Serial Over LAN:
Close Network Connection to Exit
Firepower-modulel>connect ftd FTD_Instancel
ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.
To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.
Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI

> o~

telnet> quit
Connection closed.
Firepower#

O

J

Threat Defense DX E Z#HifT7 521X, [Cisco Firepower K= A F—E | [2H D BHE VD
VIR 2T NR—=V g O T Ve B L TLFEEN,

Device Manager O IIZBE 92 #HIZ O\ Tik, T [Cisco Firepower Threat Defense Configuration
Guide for Firepower Device Manager] | ZZ&M L T 72X,

Threat Defense & Device Manager D FEFE

tRe

N— | BRI

av

AT A TAVARE
A &M L 72 Device
Manager O 7HR— k

6.5.0 |Device Manager #ffH L CRXA T 4 T A LV AZ L AEREATE DL HI1Z720 E LT,
B LVYA T S U
[#RIET /N4 R (Logical Devices) ]>[T/\A4 AMi&f0 (Add Device) ]

GE) FXO0S 2.7.1 36T,
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B,
=% =R

CDO T Threat Defense O E [

CDEDHRFREE

AR T RTOFRL—F 4 U VAT L2 — V% MR T 2120%, TRz 7 7Y
r—rvarbvx—UxEEOFL5HE (1~—Y) ] ZBZRL TSN, ZOFEF,
Cisco Defense Orchestrator (CDO) @27 7 7 R#2{I5 Secure Firewall Management Center % {3 ]

T2 BT 205 x5 L L TuwWE 9, Device Manager OFEHEZ {4 L T CDO % H
FTB5IIE, CDO D~=aT LEZBR LTI EEN,

)

GE) 77U N Management Center (%, ZBUZ T 285 7.2 A A2 VAR —F LET, LIATDO
N— 3 2 ClL, CDO @ Device Manager #§fEAfHTE £, 727 L, T/ M A~vFx—Tx
T RNiE, ZOF— F2EA LT EBISHT 20 279 TICEE L TV SBEFD CDO = —
P—DHBPMEHTEET,

B BB T A X, T T 4 v 7 EHE, BE, BR, BEXUOSHTLET, CDO I,
P—E2ADEHRE AT B FEITTEDLWeb A v 2 —T7 oA AZi iz -EPERHa L Y — LA
L, m—Ahrxy bU—T BREFELET,

T7AT24—ILIZDLNT

N—= R =T TiE, BT D0 V7 =7 E7XASA V7 b =T HETTEE
T, BBITKT A & ASA ORITEI D B 2 1T 9 BRICIE. T3 ADFA A — b
W20 ET, BUEA VA P— L SNTWDLEDLITRRLY T MY =T =V a U PNLERY,
BHLHA A =R KETT,  [Cisco ASA 35 X O Firepower Threat Defense FFA A — AL AT A
N 22 TEEN,

77 A7 U —/LiL, Secure Firewall eXtensible XL —F ¢ 7 A7 A (FX0S) &EEE
DI LIRDARV =T A VAT M FATLES, 7747 U4+ —/LIEFXO0S Secure Firewall
ChassisManager # 7/ R— N L CWEH AL, N 77V a—T7 4 7HELTRLA CLIDA
DY R— SN TWET, FEHIZDOWTIE, Firepower 1000/2100 35 L UF Secure Firewall 3100 &
Firepower Threat Defense @ Cisco FXOS N7 7V a—7 4 7 HA REZHRL T 7EI,

TTAND—RERT— AV b 77 AT 04— /WA NBRHERITRE T, BB
ETH2LbbVEHA, EL, 2= AR LEORETIE, EABSIEREZHEHN TS
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CDO T Threat Defense DER |
B cooi= 5 5 Threat Defense &Iz DLV T

T ZOEE. BRIEFHERFC SNMP O HIRFIC, FHEDMEABLIE R AR TE 25606
nET,
+ CDOIZ &£ % Threat Defense & ELZOVNT (98 =X—2)
e RY—x ROFIE (98 <—)
e TA B AT D (99 RX—)
«CDO ~Da A (101 =—)
A AR=T 4T T4 = REFER LT A ADF R —T 47 (105 3—)
« Chassis Manager : Threat Defense Fw2E7 /34 2 DM (107 <X—)
c AR EX 2V T 4R —OKE (112 %—)
e Threat Defense 38 XN FXOS CLI ~D 7 7t A (125 X—7)
cRDAT w7 (127 =)

CDOIZ & 5 Threat Defense EIEIZDL\T

7 7 7 R Management Center Management Center (%, 4> 7 L 2 A Management Center
ERICHBEDZ S AL, ULy 7TV R7 4 — L%z TWET, CDOE 7T A~
~F—Tx & LTHRATHE. 427 L 2 A0 Management Center [0 DA T& £
9, A > 7L I AP Management Center L, KU T —DHERSLT v 77 L— RK&EHR—FLT
WEHE A,

Y

GE) CDOIZ, 2T T A VAR LARY T AZZYR—FLTHNERA,

IVRY—IY RDOFIE

F R —F 4 7 4 W — F&EH LT Threat Defense % CDO (24 R — K4 5121%, &kD
HAT BB T TEIN,
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I CDO T Threat Defense M B
sqtozemETs [

10: T KY—I 2 FDFIE

A
Cisco 1) obtain
Commerce ~ licenses
Workspace
CDO 2 Log into CDO '\3 Onboard the 3::15::'Configure a
device USing basic security
—» Fhe 0r_1b0ard- policy
ing wizard
N +
Chassis \‘_1, Add the
Manager logical device
:-f’i"\-. Cisco Commerce S AERETS (99 ~—) |
/| Workspace
5 | PO CDO ~Du 7 A (101 <—) .,
3) |CPO FUR—F 4 T T4 P = REMHA LT AL ADE U R—F 4 7 (10578—)

(4) |¥¥—¥ ¥F—T+ |Chassis Manager : Threat Defense w7 /34 2 DIEM (107 ~—)

5) |CDO BRI X2 VT A R) —ORE 48 X—)

SAL UV RERMBT S
FTRTOTA LU AIX, CDOIZ L > CTHBUCKIT DB IRt shE 3, A7 a T K
DIEFET A L AEBATEET,
«IPS: X2 VT 44T VT = ALK IPS
s RIIY T TR . ~ T = T
*URL : URL 7 4 LV Z U >
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CDO T Threat Defense DER |
SALEURERET S

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, % 7213 Secure Client
VPN D 7~

%+ U7 (Diameter, GTP/GPRS. M3UA. SCTP)

VAT A AOBEIZOWTIEREL <L, cisco.com/go/licensingguide & &M L TL 72 &1,

1a s BRI
* Smart Software Manager IZ~¥ A X —T7 H 7 F 2L ET,

FEET AT N EBRLTRWEAIE, Vo 2E27 )y 7 LTHLWT ATy REREL
TL 72 &V, Smart Software Manager Ti&, #ffkD~A X —Th 7 FEERRTE £T,

s BT IAT AT T EERLTAEMEEIND) HMEEFERAT I, ZFEHO
A—hN VT =T FARVUT T MTH#HNZRRE St (3DES/AES) 74t
VARBHTEALENDY £,

FIE

ATVl BEVWOR—K T4 BV T TAHTY M, MEBERIABUVAREENTND Z & %
RMLTLEEN,

TAB AT, VAIEIFREREIEDLLT AL ZAEWA LRI, A~— Y7 hy=T
TARD T TAT L MZY 7 SRTVWES, 7220, BETIA B A Z2BNT 255
b 551, Cisco Commerce Workspace T [Hfh & YV U = —3 3 O (Find Products and
Solutions) MR 7 4 — /W REEHLET, ROTA B APID B LET,

1M: 54t R &R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID B ROMNBRWEEIT, BENZTFETPID 2 BMTEE7,

«IPS, ¥ U =T Hiffl, BEUURL 7 A & 2ADMAEDE
* L-FPRIK-40T-TMC=
* L-FPR9K-48T-TMC=
* L-FPR9K-56T-TMC=
EREDOPID DWFNEESNIBINT 2 & ROWT DO PID I G 2 B~ — A D
VTR )T a v ERIRTEET,
* L-FPR9K-40T-TMC-1Y
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| ©DO T Threat Defense D ERA
co~ons(> |

* L-FPR9K-40T-TMC-3Y
* L-FPRO9K-40T-TMC-5Y
* L-FPR9K-48T-TMC-1Y
» L-FPR9K-48T-TMC-3Y
* L-FPR9K-48T-TMC-5Y
* L-FPROK-56T-TMC-1Y
* L-FPR9K-56T-TMC-3Y
* L-FPR9K-56T-TMC-5Y

* Cisco Secure Client : [Cisco Secure Client IEH A K] #SRL TL &V,

XX UV T T A
* L-FPROK-FTD-CAR=

AT w72 Smart Software Manager (Z CDO % %6k L £3 (F728E L TORWESR)

BEkZ1T 9 121X, Smart Software Manager THE$x b —2 U Z AT H2LE N H Y £, FELW
FHEIZHSWTIX, CDO D~==2T /LEZBBL T EEN,

cDo~DOov A >

CDOlZ. Cisco Secure Sign-On 27 A7 7 47 4 7/ A X —& L THEH L, Duo Security %
LR (MFA) (2 LEJ, CDO 121 MFA N ILEETY, MFA X, =2 —H%—T7 A4 F
TAT A RETLHEDOEX2 YT o 2L LET, MFA O—FTh 2 EHRFETIE,
CDOIZu A T 52— —DID ZMRT H72DIT, 200 R—32 NERITEREIH
T,

A DBER T —Y =4 L /RAT— T, 2% HOEIEL Duo Security 22H A 7~ R TA
RENDT B A LXAT—FR (OTP) T,

Cisco Secure Sign-On 7 L7 > ¥ ¥ L& N L7= 5, Cisco Secure Sign-On 4 v ¥ = 7R — K5
CDO (Zr 7' A > CT& £7, Cisco Secure Sign-On % v > 278 — Kb, FR— F STV 5l
DA A T HZELTEET,

» Cisco Secure Sign-On 7 7 7 > b ZBEFH DOEA1X, Cisco Secure Sign-On % i [ L 7= CDO
~DourzAr (104 =) IZHEAET,

» Cisco Secure Sign-On 7 1 7 7 R 372 5A1%, # L\ Cisco Secure Sign-On 7 7 7 2 kD
PR (102 ~—27) IZHEATLZE W,
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CDO T Threat Defense O &R |
. #1 L L) Cisco Secure Sign-On 7 177 > FDYERK

# L L\ Cisco Secure Sign-On 7 17 > ~DYERL

BV A v F T —r 7a—Z4BEEO Tt A TT, 4 BETRTEETTALERLY
i‘j‘o
1R BRI

« DUO Security @A > X b—JL : Duo Security 7 7"V 7r—3 3 U Z#EHEZERICA VA h—/b
TAHZEEZBEHIOLET, DuoDA v A M—LIZOWTZTEMLH 285481%. [DuoGuide
to Two Factor Authentication : Enrollment Guidel]] ZZ& M L T 72 &y,

cBEZDREE TS NT AL AEEA LTI 2 A BSAT— FEARLET, OTP Ik
MR—2Th DD, TALADI Oy I RYTAEA AERBILTNDZ L NEET
T, FARLADZ 0y 7 PNIELWVEGICRES N TWA Z L 2R LET,

« Firefox F 7213 Chrome O FH/N—V a U 2FEH L E1,

FIE

ATvF1 #HLLU CiscoSecureSign-On 7Ho v YA V7 v T LET,
a) https:/sign-on.security.cisco.com {27 7 A LE T,
b) [YA A (Signln) |EEHD FEIZHD [A T 7 (Signup) 15227V v 7 LET,
12: Cisco SSO~DY A V7 v F

i
CIsCo

Sign In

Username

Password

¢) [T hDOERL (Create Account) |4 A 77 D7 —)L RIZAS L, [Bik (Register) ]
Vv LET,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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ATy T2

ATvT3

#1 L L\ Cisco Secure Sign-On 7 17 > FDERK .

13: 7Hh o> FDOYERK (Create Account)

a ]
CISCO

Create Account

Evk CDO~Du T A NHHTDHTFEDEFA—NT FLAZAN L, &ta2RKT
Rk B L £,

d) [B#k (Register) 1227 Vv 7 35&, BERLIT FLRIZHER A — AR EESNET, &
TFA—NERE [THT L hOFPE (Activate Account) |27 U v 7 LET,

Duo Eﬁﬁﬁ LT%E%HIL nIE;&t v kT 7°L¥T

a) [ZEERFEDOE (Set up multi-factor authentication) | i T, [FXE (Configure) | % 7
Uy 7 LET,

b) [ty b7 v 7 DORAtE (Startsetup) 1227 Vw7 L, 707 MIESTT A A& EIRL
T, ZFDTFNRAAETHT L " ORT Y o T RMERLET,

FEAMZ DWW CiL,  [Duo Guide to Two Factor Authentication : Enrollment Guide] % Z [ L T
KTEEV, TRAALAZDw T 7V r—2a Vg TIZA VA =L ENTWBEAIE, =
@7ﬁﬁyﬁ®77?4N%95Vﬂ%Pﬁ%ﬁéhi?ommilm@Tﬂ42T@@
DT HTy et R—FLET,

o) VAV —ROFEHZT, [R7 A U %HiT9 5 (Continue to Login) 1427V v 7 LET,
d) TEEFEFEFEAfEM L C Cisco Secure Sign-On (21 74 > LE T,
(F=E) BMOA—t>Ta445—2ELTGoogleAr—toTar—2%%ELET,
a) Googled—t LT 47— LTV TFTHENAINT A ZA%ZFIRL, [k~ (Next) ]
Vw7 LET,
by By Ty T U4 —ROT T MIES T, Google A —ky T 4 —F &y hT v
TLET,
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CDO T Threat Defense O &R |
. Cisco Secure Sign-On Z{FA L1=-CDO~DO S 1 >

ATw T4 CiscoSecureSign-On7HhO U CDTHIU M) AN)DA T a3V E#BRELET,
a) [ NRTU—REENEE (forgot password) | OB EEIZZERLET,
b) SMSZMHLTCTY AV b2ty NI 570D THOEFHREFZRINLET,
) BEX2VT A4 A A—TEBRLET,
d) [vA4 7> bOER (Create My Account) [ %7 U v 7 LET,

ZHUT, Cisco Security Sign-On % v ¥ 28— RIZCDO 7 7' U r— 3 VDX A VPR RS
NET, o7 7V r—2a b FANBRRINDGENRHY £7,

ek B alR—RETHEANE R 7 L CUHNEZZD, AT HEERLTHA
NETN—T LT, ZTOLEEEE LY TXFE T,

X 14: Cisco SSO 5y & 1 :K— K
il . -
Cisco
Work +

CDO CDO (EU) CDO (APJC) CDO Docs SWC

Cisco Secure Sign-On Z{EA L= CDO~DB T A >

CDozu sl AL, FNRAZADF VR — REBEBREITNET,

4R8O HREIIC

Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On 27 A 727 47 4 T HR/NA X —
ELTHEML, 2EFERFE (MFA) (2 Duo Security 2 H L £,

+CDO (21 7' A >3 %|21%, £ Cisco Secure Sign-On T7 H 7> b &/ER L, Duo % 1{# ff
L CMFAZRET HMENRH Y £7°, H L1 Cisco Secure Sign-On 7 4 7 > b DERL (102
N—=V) ZZRLTIESN,

« Firefox £ 7-1% Chrome D EFH N N— 3 V2 FEHA L E T,

FIE

AT v T1 Web 77 U T, https://sign-on.security.cisco.com/% B & F 7,
ATv T2 [2—P—4 (Username) | & [/3AU— K (Password) JICAHILET,
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AoR—F 12T 9 P— FERLET A R0 k—F 15 [l

ATy T3 v 4> (Login) |27 U7 LET,

AT w74 Duo Security Z [ L CHIORAEEFRZZ T, v/ A U EHRLET, VAT AIZLST
17 A VDR S 4L, Cisco Secure Sign-On % v ¥ =R — R¥FoREINE T,

AT 75 Cisco Secure Sign-on % v = /R — R Tib)72 CDO X A V&7 Vv 7 LET, CDO XA V%&
U w74 % & https://defenseorchestrator.com [ZB#E) L, CDO (EU) # A V&7 Uy 745
https://defenseorchestratoreu ICBE) L £7, £7-. CDO (APJC) #A V&7 Y v 735 L
https://www.apj.cdo.cisco.com (ZRE) L £ 9,

15: Cisco SSO 5~y 11 R— K
ol am - -
Cisco
Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

ATYT6 WO —kr T4 r—2%RELTCWDIEEIE, A—tr T4 r—20ond%s ) v 7 LT
[Duo Security] 7> [Google Authenticator] Z E&4R L £ 7,

BREOT T NI TILa—Y— L a—FRboHEEIR, TOT T Mo A LE

9,
c TTILEE DT Ma——L a— BB IAEE1T. B D CDO 75 b &38R
TEFET,

cWEFEDOT U MZa—Y—1L a— RRRWEEIL, CDO OFEMEfERT 50, £ b
FGATNANT T "R TEFE T,

AoR—T 4T D4 F—REFERALETNNARXADA
w—Ta427

CLIB&kF—%2fH L. CDODA LV R—T 47 4% — K& LT Threat Defense % 74 >
A—RFLET,
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CDO T Threat Defense DER |

B Aot T - FEERLET A RO VK= T 4 v

&M

ATy T2
ATv73

ATv74

ATvTh
ATvT6

ATy 1

ATvT8

FIE

CDO D= a4 RUT[A XY (Inventory) 227 Vv 27 L, FADTT

ARH () %70 v s LTFNAL A% [ A—FK (Onboard) ] LET,

[FTD] # A V&R L ET,

[EBE— R]C, [FID] BNEIRINTND Z AR LET,

FHE—RNE LTCFID]ZERLIZEZITNDOTEH, [Av— 74 B ADOEP (Manage Smart
License) | %7 U v 27 LT, 7 A ATHEHAFRERAY— M IA BV AZEEH LD, BEFO
A= ITA B RAEER LY TEET, HHFTRERIA B AZO0WTEL, T4 B A%
B4 25 (99 =—2) 2ZMLTIEEN,

TR —T 4 7 HEE U T[CLIESF — %/ (Use CLIRegistrationKey) ] &38R L £,
16: CLI &8+ — %A

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more &'
Firepower Threat Defense
= =]
>
- FDM &
m Use CLI Regisf Use Serial
on device = e ik me

Manage Smart License

[7 734 A4 (Device Name) | # AJJL T, [IR~ (Next) 1227 V27 LET,

[V 2 —#Y 24T (Policy Assignment) 1 IZ2OWTiX, oy 7F oo A=a—%HHLT,

TNRAADT 7 8A Ay bp— R —2@8RLET, R —DBRESNTWRWVGE

. [T 74NV EOT 7R3y ha—/LAR Y v — (Default Access Control Policy) ] % 3&4R L &

7

[7 A2 VT aTF A+ A (Subscription License) ]2 DWW TiL, [EEFTDT /34 A
(Physical FTD Device) | A 7'V a v RZ %7 U v 7 LT, AT LEEET AL 2%

Fzv 7 LET, [Next] 27 Vw7 LET,

[CLIB$% % — (CLI Registration Key) 1122\ T, CDO L, BEkF— & ZDMD/RT A —H

EHEALCa~vy REEmRLET, Z0a~vr K& a b — LT, Threat Defense DHIHIFRE T

FERT20ER HY £,

configure manager add cdo_hostname registration_key nat_id display_name

Chassis Manager CiBE7 /N1 A % BB J 5 & Z|Z (Chassis Manager : Threat Defense @27 /3
A ZDEM (1072—) Z&MW) . cdo_hostname, registration key, nat_id D34y % [CDOA
viR— F (CDOOnboard) 13 X ON[CDOA »Rh— F##EEE (Confirm CDO Onboard) | 7 1 —
NV RiCae—LFET,

&1
Yo vavw R

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| cDO T Threat Defense O &R
Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

ATYT9 FUR—=T 4T TP —=RTR~ Next) 15227V 27 LT, T3 AOXREREIEL E
RS

ATV 10 ({EE) [ U (Inventory) [“X—YDW~_REZ &7 4 VHMBIIENLSOE D, T3

ATV EBIMLET, 0B AL, HFWITTARL () FERLES, TV
IZ. CDO ~DE AHENFRIZT A AZEA I ET,

RDEZRY

[f R R UIR=Unh BAYE LX) OF A AR, ARICH D [EHE] <A
VNEBRRENTWELT T g v OWTHZ2BIR L E9,

Chassis Manager : Threat Defense iHIET/\A X DB

Threat Defense Z A X > K70 DA T A TA L AXZ AL LT Firepower 9300 7> 5 R T
EET, CDO L, AT FTA L ARZ VAR T AL Y R—KFLTWERA,

ZOFETIE, TV r—varTHAENEZT— A NI v TREEEGT, WwHET /NA 2D
B ARECTEET,
1R BHHIIZ

s Threat Defense & —F&ICHEH T 2EBA L X —T 2 A AR ELET, /2 F—T =4 A
ORE 24 —) LTSN, BEA UV F—T oA ANRKLETT, £ TT—
BB =Tz AANLEREFEINCTEET, L, T—¥EFHEEHC LItk T
T2 TENRRNGETH, BEA V¥ —T oA AT A AZED Y THLERD
DET, ZOFBA L H—T 24 AT, VY —TOFEHORMEHEIND (¥ —T =
A A (Interfaces) |1 ¥ 7 @ ¥ [MGMT] & L TERIND) V¥ —VEHKR—FERT
TiEH Y XA,

cFEF, AR EB I DDT—H A L F =T oA AERET DLERDHY £7,
cROEWRAERELET,

cZDTNAADA U HF—T = A A1d

EHA LA —T A AIPT RLRERY NT—T <R

e F—=h U= IPT FL R

*CDO IZ X > THEM S 4172 CDO R A M4, BfkF—, BLUNATID, 4R —7 «
T4 = REERA LT AL ADOF R —F 47 (1058—2) BB TL
AN

*DNS =D P T KL X
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CDO T Threat Defense DER |

. Chassis Manager : Threat Defense RIET /4 X DB

ATy
ATvT2

ATvT3

FIE

Chassis Manager C., [##7 /XA A (Logical Devices) | Z 3R L £7°,
[(BN (Add) 1>[RE > K7OY (Standalone) | %27 U v 27 L, IRO/NRNTA—HEHELE
D

17: A2 2 K702 T84 ADEM

Add Standalone Loll
Device Name: |ﬁ3d1| ]
Template: Cisco Firepower Threat Defense b
Image Version: 7.2.0.1942 o
Instance Type: Native il

0K Cancel

a) TNARBEATILET,
ZOLAHNE, Yy — Y A= RN PRNERREEI T TA v F—T oA A%EIDH TS
EOHERLET, ZHUEIT 7 r—a VBRETHH SN T AL ZA4TIEH Y 4
/L/o

b) [Template] CiZ. [Cisco Firepower Threat Defense] % 3R L ¥ 9,
¢) [Image Version] Z 3R L 9,

d) [Instance Type] C [Native] Z 38R L £,

¢) [OK] %7V w7 LET,

[Provisioning - devicename] ¥ « & R U MMFRINLE T,

[Data Ports] SEI A BB L, 734 AZHIV B THA X —T = Af AEZNTh7 U v 7 LE
hd‘o

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| ©DO T Threat Defense D ERA

ATy T4

&

Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

Overview Interfaces QLTINS R Security Modules  Platform Settings System Tools Helf

Provisioning - FTD_Instance2

Standal | Cisco Firep Threat Defi | 6.4.0.42

Data Ports =
Ethernet1/2 <

- Ethernetl/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8
Ethernetl/2
Ethernet1/3.2 FTD - 6.4.0.42

Click to configure

Ethernet2/3

LARTZ [Interfaces] N— Y CHMNC LT —F A v X —T =2 ADRZHEEINV S THI LNTE
E9, BIFECDO TINOLDA v H—T = AEAMMILTHELET, IPT RLADRE
HITWET,

N R 2T R NRRAFEOR— MIRDT A 2 TERENET . &, BEDA L F—
TzAAEV2—NLVTiE, A1 T4 By b AU F—T 24 AZH L TDOIHEN— KT =T N
ANRABREEAICTEE T, "R =T XA RRF, EEBRCNT T I B™A T A
AUE =T 2 A A XTHETHAVEET D Z L 2R LET, ZOWEIL, V7 by =T 2T
N—= R =2 TEEORERIR y MU — Va7 2ol cEEd, N—Ru=7
NARAXT ORI DA 2 FZ—=T 2 A AL BED B THATHRWEE, HI HTHERKT
bDHEEHERTHEEA v E—VUNRFRENET, N— R =T AR EEEEHT S
ME TNz, DA VA —T oA AEFEI VB TH ENTEET,

BEHPRDOTNSA AT A ariEr )y s LET,

EATaTRy I ANFE RSN, IO T— AN v TEREFITHOIZENTEET, Zhb
DOFET, WHPEAEH, 72137402 % U BN HTE, @FEOEMTIE, B T77Y
r— 3 CCLIREDITFE AL EDEAEETXET,

[—f%fE# (General Information) ]-X— T, KD FINEEZFEITLET,

Cisco Firepower 9300 22— +7 v 744 K ||}



CDO T Threat Defense M &R |
. Chassis Manager : Threat Defense RIE7 /N1 X DB

18: &R EH

Cisco Firepower Threat Defense - Bootstrap Configuration Tlx

General Information  Settings  Agreement

Security Module(SM) Selection

5M1-0k 5M 2 - Ok SM 3 - Empty

SM 1 - 0 Cores Available

Interface Information

Management Interface: | Ethernetl/4 ¥

Address Type: 1Pv4 only b
IPva

Management IP: 10.89.5.20

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1|

OK Cancel

a) [BEX=UT7 4EY2—/LOER (Security Module Selection) ] D F T, Z DFwBhT /34 A
WERT28F2VT 9 EVa2a— V%22 v 7 LET,
b) [Management Interface] % &R L £ 7,

DA E—T A A, BT AN AEERTLEOIFERHESNET, ZOA X —
T A AL, Uy —VEELR— N EEBO L 0TI,

) BHA LA —T oA ABTIRLET, [7 RLAX AT (AddressType) ] : [IPvdD I (IPv4
only) ], [IPv6DZ# (IPv6only) ]. F7=iZ [[Pv4E L OUPv6 (IPv4 and IPv6) .
d) [ManagementIP] 7 KL A ZFE L £7,

DA E =Tz A—BDIPT RLAEZRELET,

€) [Network Mask] % 7= 1% [Prefix Length] (ZAJ) L E T,
) *YrI—OHF—brozA T RLAEANLET,

ATvT6 [RE (Settings) ] ¥ 7 T, WOBEHAEZALET,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| ©DO T Threat Defense D ERA

Chassis Manager : Threat Defense /¥ 7 /X1 X DiEM .

19:3%%E
Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7%
Cluster Information  Interface Information  Settings  Agreement
Management type of application instance: |CDO v
Search domains: cisco.com
Firewall Mode: Routed v
DNS Servers: 72.163.47.11
Fully Qualified Hostname: 9300-2.cisco.com
Password: sssssssnes Set: Yes
Confirm Password: sssssssses
Set: Yes

d)

g)

h)

CDO Onboard:

Confirm CDO Onboard:

Eventing Interface: None

OK Cancel

[TV r—var A AR ADEE S A7 (Management type of application instance) | K
oy YA KT, [CDO] Zi&IR L E7,

T = XEIY YA e LT[ KA A (Search Domains) | # AJ) LET,

[Firewall Mode] % [Transparen] ¥ 7213 [Routed] (23R L £ 9,

N—T v RE— KT, ThreatDefense | IR~ NV —27NON—F Ky P LRI ET,
N—TFT 4 TETIGA LV E—T 2 A RAFRE LT Xy N RV ES, —FH, FF
AXRT Lo N7 7AT 74— X, [BumpInTheWire| F721% (AT VAT 7 AT 74—
N DEIITHERET DA V27 74T U=V THY, HERINTZT A A~DNL—F
Ry 7 LTRSS EE A,

TrAT U F = E— NIIHHRHARICOZRELES, 77— AT v TORE & i
M 256, ZOoREIIEASnETEA,

ax A&
[DNS Servers] 7 o~ XV DY A & LTANLET,

72 & 21X, Management Center® AR X M4 A f5E 4 5451, Threat Defense (X DNS A L
£

Threat Defense @ [Fully Qualified Hostname] = A 71 L %7,

CLI 7 7 ‘2 A ® Threat Defense & #=—+ ® [Password] # AJJ L £,

CDO = L » TR &= a2~ % [CDOA > HR— K (CDO Onboard) |35 & U8 [CDOA
AN— FZffEi® (Confirm CDO Onboard) |1 7 4 —/L RIZa ' —L £,

CDO TIEHID [f X v A % —7 = A A (Eventing Interface) ] 23 %7K — bk I TR

2, ZOREFEH S NET,

Cisco Firepower 9300 22— +7 v 744 K ||}



CDO T Threat Defense DER |
B z2svnes07k0o—0mE

AT 771 [FIABK (Agreement) |¥#~7 T, = K=2—H F 14k A (EULA) %#mtA T, FELET,

ATy T8 [OK| %227 Vw7 LT, REXAT IRy 7 AEALET,

ATYT9 [fRT7F (Save) |22 U 27 LET,
VY=V BELLEY 7 Ny =T A=V arvEXyrue—RL, TV =Y a A ARH
VAT = RA NG TREEEBA LA =T A AREE T v aTHIET, w7 A
2AHBEANLET, [RET/NM1 R (Logical Devices) 13— T, H LWERET /A AD AT —
HAEHER L ET, fwmBlT /A AD [Status] 28 [online] & FnENizn, 77— 3T
X2 VT R —DREERBTEET,

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online CK:' .*t (455

EXNGEFX2) T 4R O—DHRTE

ZIZTIE ROBREEMA L TEANREXF 2V T AR —2RET 2 HECHOWTHI L
iﬁqo

cHNEA L B —T A ZAEHNHA B —T oA A NE A X —T 2 A AZAEZT 7 1P
T RLURAZEO YT, AL X —T = A AT DHCP Z#fEH L £,

*DHCP Y —/"—: 7 547 FOWEA »F—7 = A ATDHCP Y —"—Z M L £7,
T T AN RN — b INBA B =T 2 A AEHNLTT 74V Mb— b EBMLET,
«NAT : SMHiA v 2 —T 2 A ATA X —7 = A ZAPAT R L E7,

T RAA Fu—L s NN BAAND N T T w7 EFFALET,

HEARM X2 T 0 RV —%2RETDHITNE, ROX AT EFITLET,

() | A F =T =2 ZADFE (49 =)

() |DHCP #—=_—DFE (53 ~—=)

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



I CDO T Threat Defense M B
A8 —T 1A ADHE .

(3) |77 AN = OB (54 ~—)

(4) |NAT DFE (55 2—2)

(5) [NEDLAEA~D R T 7 1 v 7 OFFA] (58 %—)

(6) |REDRER (59 =) .

A 23— 124 ADKETE

BRI T D A X —T 2 AEHIL, TnbatXa VT 40— 2ED BT
IP7 RLAZRELET, @FIE. VATATERDOSD N T 7 4 v 7 2BBmIES X DI,
P b 20DA L EF—T 2 A AZRETHRLENHY £, @HEIX, Ty 7A M) —2A
N—BEIFA X —Fy MTHE LTEAMNRA 2 —T = A AL RO F Yy hT—27 D 1L
LEORNEA L H =T oA AEFHLET, TROHDA 2 H—T A AD—EIL, Web P —s3—
REDNRTY T IR ANHRERT £y NEEET D [FEEE (DMZ) &R 55A805
nEJ,

— R DN—T 4 T ORIL, NEA X —T 2 A ATAET 4 v I T RUARTERR
45 LEIZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RLAZHIGT 5 2 & TY,

WOHFITIE, DHCPIZ L A AZT 4w 7 T RL AL L—F v RE— ROANEA v X —T = A &
PHEAHLT, =7 v RE—FROWNEA v X —T =2 AZHRELFET,

FIE

ATy T [T/34 A (Devices) [>[T /31 AEH (DeviceManagement) |DNEIZIEIR L, 774 T 74—
ND 7Yy 7 LET,

ATFY T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy ,, System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 E,cance)
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing I==m Inline Sets DHCP
4 Search by name & Sync Device | | @ Add Interfaces -

Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical EHe< &
B9 Ethernet1/3.1 Sublnterface [E| &
Ethernetl 4 diagnostic Physical L&l &
Ethernet1/5 Physical E] y

AT T3 WNEIHEAT A v X —T =2 AD 27V v 7 LET,
[&f% (General) | ¥ 7HRFRRINET,

Cisco Firepower 9300 22— +7 v 744 K ||}



CDO T Threat Defense DER |
B s—ozrzonx

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 (64 - 5000}

QK Cancel

a) 48 LFETO 4T (Name) |2 AL ET,
Lz, A F—T x4 AT indde £\ S L4ETEITET,

b) [A%) (Enabled) | T =v /ARy I A4 NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
= HBIRT o0, [ (New) 1227 Uy 7 LTHLWEXR 2T oY —rZBIL
£7,

7= & 21X, indde zone E WHLHTDY =2 ZBIMLET, KA X —T =1 AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, ¥ —

TxAAF, 120X VT4V —IZORETDIZ L, BEOA X —T = A 2T
N—FBTHLHLTEET, Vv Fid i Nn—TIESNTEX 2V T 4R v—
ZEALET, eI WA v X —T7 = A ZAWNE ) —AZE ) ST, SMNA v H—
T oA AN —AZEID B THZENTEET, ZO8E. NI 74 v 7 BNEND
BB CE D LT 78R avrbo— L R V—2RETHI LT TE LT,

SN BENEBIZIENT TERETE EHA, FEALEDORY o—FF2 T 4 =2 DR
PR—FLTWET, NATRY v—, L7402 R — BEIRQoSHKY »—T,

V= FRFA S H =T 2 A RATN—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7V v 7 LET,

c[IPv4]: Ry 7FH T YA RNE [AZT 4 v 7IPEfEHT % (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v a R TANLET,

7o & 2%, 192168112472 8 AT L ET,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



I CDO T Threat Defense M B
A8 —T 1A ADHE .

Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| igﬁgg-?ég-"zﬁ255-255-'-23 or

o [IPv6] : A7 — M LV AHERREDH AL [EEFEYTE (Autoconfiguration) | F = v 77K >
I A EF AT LET,
H [OKlZZ7 VU2 LET,
ATy T4 THER) ERT A2 —T A 2% 7 ) v 7 LET,
[&f% (General) | ¥ 7 RERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Name: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

GE) FHT 72 ARCZDA v —T 2 AEFANIHEELTVDHAE, 1 ¥—T =

A ZNET TIZARIDHT ONTEY , AbET FLARRENRT T LTWVET,
INDDOEARBREIZEE LN TLEEW, EF 95 &, Management Center D45
Mg A hWrEnET, ZOMETSH, B 77 4 v 7R —DtFa YT 4
VU ERETEET,
a) 48T ETO [T (Name) | ZASLET,
T 2E, A F—T7 A AT Toutside] &9 ARTEAHTET,

b) [A%) (Enabled) | F=v /Ry 7 A4 LET,
c) [FT—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,

Cisco Firepower 9300 22— +7 v 744 K ||}



CDO T Threat Defense DER |
B oucry——omE

d) [BEXx=VUT Y= (SecurityZone) | K v 7 X7 ) A MSBFEONSEX2Y T 4
V=BT 0, [ New) 1227 U7 LTHLWEX=2 YT 40— ZBMNL
\iﬁqo

7= & z21Z. Toutside zone] L\W\HLEIDY —2ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

* [IPv4] : [DHCPOfEM (Use DHCP) ] # &R L. IROF T a o D/RT A —HF Zi&iE
L/\ijﬂo

« [DHCP Z i L CF 7 # /v b Jb— h ZHf5 (Obtain default route using DHCP) ] :
DHCP h—"—nH7 7 b b b— b EEG L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B AT U — MCEID S TET (1~255) ., 2B LI L— hDOF 7 4
WEDT RI=AM—=T 47 T4 AZ AT 1 TT,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)
« [IPv6] : A7 — b L AHBEEREDOL AL [BEHE (Autoconfiguration) 1T = v 7 R v
JRAEF AT LET,

) [OK]ZZ7 Vw7 LET,
ATwT5 [R1E (Save) 1227V v LET,

DHCP H—/\—DETF

7747 N TDHCP 2 LT &BIIxT D8 1P 7 RLAZEET L L5129 5
%A%, DHCP — _—Z2HhZ LE9,

FIE

AT9 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | #IR L, 71 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| ©DO T Threat Defense D ERA
Fornti—roen [

2Ty T3 [H—— (Server) |~<—2 T, [BM (Add) 122U v 2 LT, ROAFva v aRE L

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

(M —T7 x4 (Interface) |: Ny T H T Y X RNHA L F—T = AR F
o

«[7 KL AZ—/L (Address Pool) ]: DHCP %— "—3MEHT 5 IP 7 R L ADEK FALND
i PN OB OFHZRE L ET, IPT FLAOMHIL, BRL/IA v F—T = ZL[FET
7 Xy b EICHEETDIVERHY, A F—T 2 AHHDIPT RLAZEDDHZ &
IXICTEEHEA,

« [DHCPY— "—%HF0Z9 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A AD DHCP
Y= R—=ZHMNMLET,

ATYT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RFF (Save) 1227V v 7 LET,

FI74IMIL— FDEM

T 7 4V Rb— MEEE ., SN v H —T oA ADDEEFER T v T A N — A —H E
LRLET, SNA o #—7 = A AITDHCP 2T 25815, 73 ARTTIZT 74V b
N— EZELTWLAHEERH Y £3, FEITL— N2BNT2LERH LG5 IE, KOTF
iz 9247 L £ 3, DHCP %—/N—nb7 7 4 /b hb— NS LI2HG1E. [T/AM R
(Devices) ]>[T/ 1 A& (DeviceManagement) |>[/IL—F « % (Routing) ]>[R %
T4 vYIL—k (StaticRoute) |»X— D [IPv4/L—  (IPv4Routes) | F7=iX[IPve/L— k (IPv6
Routes) | 7 —7 MCERENE T,

FIE

ATYF1 [T/Af R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v
7 L/iﬁ‘o

ATYv T2 =T« 2% (Routing) |>[RE T« w9 I)L— bk (Staticroute) | ZRIN L, [/b— b ZEM
(Addroute) |#27 V27 LT, RODXIIZHEELET,

Cisco Firepower 9300 22— +7 v 744 K ||}
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B =o+1tr—roem

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v
Available Network (5 & Selected Network
y Search | == any-ipv4 @
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K Cancel

[ZAT (Type) 1: BT DHAZT 4 v 7 )— R DX A TG T T, [IPv4] F 721X [IPv6]
FTarRFEUEI VT LET,

o[ ¥ —T A A (Interface) |: HIA ¥ —T = A AN L £9, BEIIIETA >
H—T A ATT,

« [fEFFREZ2 R >~ N 7 —72 (Available Network) ] : IPv4 7 7 4 /L k JL— kD3G5 [ipv4]
IR, IPV6 7 7 4Lk b— FORAI [any] 3R L, B (Add) 1227V v 27 L
TR L%y U —72 (Selected Network) ] U A MZBEI X ET,

[F—FU A (Gateway) ] £721L[IPv67 — F T =4 (IPv6 Gateway) ]| : ZD/L— F DX
JARNRYy T THLTF— T2 AN—FEZANNELITEIRLES, IPT FLRAEIERY
ND—V/RANAT V2l NEfRETEET,

[ARU w27 (Metric) ]: %55y NU—27 ~DkRy FO¥ZE AT LET, ARMEOH
X1 ~2557T, 74/ MEIZ1TT,

AT9T3 [OK] &7 Vw7 LET,
N BAET 4 I — T =T VBEMESNET,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



I CDO T Threat Defense M B
NAT D% E .

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates

¥ou have unsaved changes | [=] Save 3 cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [(#17E (Save) 127V w7 LET,

NAT D% E
— %A 72 NAT b—/LClid, W7 RLRAENBA > H—T 2 A ADIP T KL ADKR— MIE
Bl EdT, ZOFATONATL—ILDZ b Z AL H—T A A R— KT KL AZLH (PAT)
LIEONE T

FIE

ATFv 1 [T/814 R (Devices) |>[NAT] %227 U 27 L, [#LLKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RAT9 T2 RN v—ZARTEMT, R —%2EHT 7354 A&, [(R1F (Save) 1227 U v L
£,
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B wozz

New Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

AR U =75 Management Center [ZIBIISNE T, SI&FEE, RY —I— 2B 203
N ET,

ATv T3 [—LDENM (AddRule) 1227V v 7 LET,
[NAT/L—/L DB (AddNAT Rule) | #A 70 7Ry 7 ANKRINET,

ATFYT4 ERLV—NDOF T a2/ ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z3&R L £,
[ZAT (Type) 1:[#AF v (Dynamic) ] N L 7,
ATFYTE [A v H—TxA A4 7Y b (Interface objects) |X—C, [HHAGERA X —T =1 A

47 =2 b (Available Interface Objects) ] fEINO [SeA v F—T = A AFT V=7 K
(Destination Interface Objects) | BHIIZAMER Y — 22BN L £,

[l Cisco Firepower 9300 2 % — + 7 v FH A K
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nat oz I
Add NAT Rule ? X
NAT Rule: Auto NAT Rule =
Type: Dynamic hd Enab

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | o,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAd.d to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)
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B niavonsors70vronT

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ 6 c:
[B] Policy Assionments (1)
B Fiiter by Device @  AddRule
r Pa N lated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules
E Dynamic @ any <4 outside_zone 2 al-ipwa ¥ Interface @ Dnsiraise P

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

NEBMN D IEBAD ST 4 v 7 DEFTE

BB KTT D5 ek LTI- L X2, RO [TRXTONTI T v 7% 7wy 2 (Blockall

traffic) | 727 8A ar bu— R —2{FRLIZHAE. T 2 2@RT5 8774 v
VT EHFAT DDA =l AV EBINTAMNERS Y £, IROFIETIEK, NEHY —
MBI — 2 ~D T T 4 v 7 BHFRA[THL—LEBIMLET, M —rBH 5613,
Wl ry NI—I~D T 7 4w 7 AT 50— L%BIMLTIEEN,

FIE

ATvF1 R — (Policy) 1>[7Y2RKRY — (AccessPolicy) [>[7V 2RKR — (Access
Policy) &R L, ZEICKT 25 IZED Y TonTWAT7 78R a v hr—/L R v—
D HI7V YT LET,

ZFy T2 [JL—ILEEBM (AddRule) 12727V w7 L, WDRFA—2&RELET,

Add Rule ? X
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > = i

m Networks VLAN Tags = Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name saa /& Inside_zone B sl outside_zone @

sau/dy inside_zone
Saa/th outside_zone

Add to
Source

Add to
Destination

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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zzorn [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

o 5645 — (Destination Zones) | : [ A[HE72> —> (Available Zones) ] 7B 4MHBY —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,
OB EFZOEFICLTREEET,

ATy 73 [EM (AdD) 127V v 7 LET,
=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Enter Description
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Mone
Tz Inheritance Settings | [] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Logging  Advance d
PR REC eIl © Acd Category | © acd rute | search Rutes

8 Fiteer by e

&8

o Mlow

b ez

in this section. Add Rule or Add Category oy T vu
ATy T4 [R1F (Save) 1227V v 27 LET,

1=
=% 7€ D BB
EDET & Bkt 280 (B LET, EEEZEHTIETE, T4 ALTEOE
BHLT 7T 470 A,

FIE

ATy £ EO R (Deploy) 1227V v27 LET,
& 20:[RR (Deploy) ]

Q ¢ # @ adminv Wl secuRe

ATY T2 [TRTEB (DeployAll) 127V v 7 LTTRTOT A AZEBT L0, [FEER R
(Advanced Deploy) 1% 7 U v 7 L CERIR LT A AITEHLET,

Cisco Firepower 9300 R 2 — + 7 v THA K .
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REDER

21: 9 XTEMH

Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment £
node2 I Ready for Deployment =)

@ 5 devices are available for deployment iz

2:EmETRRA

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(] Device Modified by Inspect Interruption Type Group
> nodel System FTD
o | 1010-2 admin, System FTD
> | node2 System FTD
3 (] 1010-3 System FTD
> 1120-4 System FTD

Last Deploy Time Preview Status

May 23, 2022 6:49 PM [ I Ready for Deployment
May 23, 2022 7:09 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,
R 23:BEART—42 R

es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks .:) Show Notifications
m 0 running 5 success 0 warnings 0 failures | . Filter

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s

[l Cisco Firepower 9300 2 % — + 7 v FH A K
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

ATy T

ATy T2

BB KT BB CLIZ AL T, BHEA VX —T oA ANRNTA—ZEERT LD, T
WY a—T 4 T E{To7-0) T&ET, CLLIILT 7B AT A%, BFA L F—T 2 Af A~D
SSH Z{# -+~ 57>, FXOS CLI 2> H#5k: LE 4,

FIE

(F7va 1) BEICKHT A0 BB X —T 24 ADIP T KL A THEBESSH 8 L F
—éqo

BELIP T FL AL, ST XA ZAZRBE L ZICRELZ DO T, WIHEHEFIZERE L
7= Tadmin] 7D FERAT—REEHLTEBICHT A0 a1 LET,

NRAY = REENTEHAE, Yy —~F—V % Tl T A A &ffE L CTEETE £,
(A 7var2) ary =N EZIE Tenet #fi2EH LT, £ 2—/L CLLICHERE L £
R
a) BX2 VT4 BV VIR LET,
connect module slot_number {console| telnet}

Telnet #5525 -4 2 F 51X, B2 2 — VZRBFICER O v > a U ARETE, HiH
FENEL 7252 £ TT,

51

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) BEUCKIT LB 2 — i EE R L E T,

connect ftd name

BEOT TV r—ar A VAR AN LEEIL, AV AX L ADLEIZIRET D VB
NV ET, AV ARF AL EFRTHITIT, LEixfTFica~ry REANLLET,

1 -

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.

Cisco Firepower 9300 22— +7 v 744 K ||}
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B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to
bootCLI
>

c) exitE AN L, 77V r—raryary—n%s&T LTCFX0SEYa—/LVCLIIZEE L%
D

Gx) 6.3 LVRIONR—T 3 OgAIL, Ctrl-a,d E AT LET,

d) FXOS CLI DA —/ 8 LoULIZR Y £,
AVY—IILERTTHICE, UTEETLET.
1L ~&AH
Telnet 7 7V 7 —3 g D #b v £,
2. Telnet 7 7'V r—3a & T4 2I12iE, WeE A LET,

telnet>quit

Tenet v a H ERTTBICIE. UTEEITLET,
Ctrl],. L AJ

1

WIZ, BF 2T 4T 22—/ 1 O BBEITKT B0 (28 LTH 5, FXOS CLI D
A=A FL~YLICRE LB 2R L ET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| ©DO T Threat Defense D ERA

RDATY

zozx7y7 ||

'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> ~

telnet> quit
Connection closed.
Firepower#

O

J

CDO % f# ] L 7= Threat Defense DFXE % HifT79 5 1Z1%. Cisco Defense Orchestrator 78— L ~X—
CHEESRLTLIEE N,

Cisco Firepower 9300 22— +7 v 744 K ||}
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=6~
=% =R

ASDM Z{#F L 7- ASA D&

CDEOHRSRE
TDETIH, Av—bF T4V TOREFERE, AZ L RT7 a0 ASA GGET /A A
ZIEBT D HIECOVWTHHALET, ZOETIIUTORBICOWTIIRY EIFTnEEAD
T, TASA a7 X2l —ary AR 28R LTLFEEN,

c JTGRKEY LT

o 7 o — )L — R —

« CLI RE

®$Ti\%$%ﬁt%;)74fj/—® REFMEICHOWCHMALET, LV EERE
HRHDHEEITRETA RESRB LT EEV,

TS3ANO—RERTFT— M A2 b Firepower 9300 (2B AGRBIE ST A T, FEMmBAYIZIUE
THIE %)X?; DERA, 270, 2= =L EOFETIE, BMAGEEREEH T ET,
ZOEA . BREMEERFC SNMP O R, EEEDNEANFIERZER T 2HARH 0 £
7

e T RY—x U ROFIE (129 <—)

« Chassis Manager : 7 A £ A h—_"—~D v v —OXFE (131 X—)

« Chassis Manager : ASA Fa¥7 /314 2D (135 ~X—)

* ASDM ~Dur 74 > (139 X—)

« ASA TD T A &2 AMERFH 5O E (140 ~—2)

« ASA DF%E (141 ~—72)

* ASACLI ~D7 7 A& (143 _X—7)

cRDAT w7 (144 R—7)

« ASA DJEIE (144 ~—72)

IRKY—IT2 FOFE

¥ —3TASA ZEB L CRETHITIE, ROX A7 2BBLTLIEEWN,

Cisco Firepower 9300 22— +7 v 744 K ||}
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ASDM %A L1- ASADER |
B -orv-—zorozE

:

Cisco \ 1 Obtain feature
Commerce licenses
Workspace

1

A4
Smart 2 | Generate a
Software license token
Manager for the chassis

v
< Ty
Chassis (3 JRegister the (4 )Add an ASA
Manager ~ chassis with ~ logical device
the Smart —»
Licensing
Server
|
- v = B
N P g
ASDM "\\5/,' Log into ASDM ‘\‘6/: Configure K]_/' Run wizards
) ~ licenseson ~ toconfigure
—»  theASA —» the ASA

1| Cisco Commerce Chassis Manager : 7 1 & 2 A PN DV — T DEGE (131 R—

/| Workspace D) L HERET AU RAEERGELET,
5 Smart Software Chassis Manager : 7 A £ A h—_"—~D ¥ —T OXEE (131 °—
Manager V) =Y DITA A =T U EAEKLET,

(3| Chassis Manager | Chassis Manager : 71 & 2 A Hr— 3=~y — 2 OXGE (131 73—
V) DAY= IRV T Al — YRR LET,

(2 Chassis Manager | Chassis Manager : ASA i#l7 /34 A0 (135 2—)

(5| ASDM ASDM ~Dm 7 A > (139 X—)
AN

A

ASDM ASA TDZ A & AMERRAT 5O E (140 X—7)

(o)

.f}"\. ASDM ASA OFRE (141 ~—)

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| AsDM % & L 1= ASA DERE

Chassis Manager : 514 2R $—/—~D v — 2 DEHF .

ChassisManager : 51 A B—/\—~D ¥ —L D&

ASAFA~S—F IA B AZMEMLET, BEOAY— I/ BT (M ¥ —Fy b
T RANKE) AENTEET, £t A7 IA VEBROYE, KT A B ATRIER
I% Smart Software Manager On-Prem (LAROH T Z A4 h—N) ZETEET, ZNHDOAT
F4 V?%‘nyﬁf@iﬁ’-lﬂ IZ2WTIE,  TCisco ASA 'V *—X@Hﬁ B4R BERL
TLEEY, ZOHA Ni@FDOA~— I ZICEmlEanEd,

VAT A AOBMBEIZOWTIEEE L <IL. cisco.com/go/licensingguide Z# S L T 7281,
Firepower 9300 £ ASA TlE, A~— N Y7 U7 T4V UTOREZ, vr— L
D FXOS & ASA IZE| S TnET,

« Firepower 9300 : 7 A & AFFER & DBEEAT O 12D D/RT A =2 &5 T, FXOSIZT
RTDODAY—=RKN VYT U x2T FABAALA VT TANT I F ¥ &% ELET, Firepower
9300 HIRIZIZENED /2D T A £ 2T0EH ) A,

«ASA : ASA DT RTDOTA L ZADMERMNEZHTELET,

Uy — U EEERT S L, Smart Software Manager (X7 7 - 7 4 —/L & Smart Software Manager
MOWBEMOIDIEAEZBITLES, £, ZUTOINN—FXYAT AV MNIT 7 AT U4 —
AHEID YT HLET, Smart Software Manager (28875 £ TIiX, RELEZITH Z LIET

ST BRI A RAEZLELE T HRES, BIBXZOMO RS TITRELZ T EEAL, T4
A SNAEERRDO LB Y T,

« Essentials
cetFX 2T 4 2THAL
¥+ U7 (Diameter. GTP/GPRS. M3UA. SCTP)

EEEZRFS{l (3DES/AES) : A~— T UL N CEERRESALDSFF AT STV,
BB RALOEANH R SN TWNA L 2 ad Nl L-GEe. BERER LTS A 'L X
Ty MCTFEICBEINTEET,

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, = 7213 Secure Client VPN
DI

Smart Software Manager 7> 5 ASA @y“ﬁ M= U HERTHGE, [2O =7 U &2FEH L TH
L= C= 2 AR — MAEREEE 2 FF AT (Allow export-controlled functionality on the products
registered with this token) | F = v 7Ry 7 A% A A LT, BAORESILOFERT A AN
WHENDEHICLET (ZHEHAOT I N CTEOERNTFAI SN TWARLERHY £T)
RANIREZALT A B AL, vy — v TRER N —27 U ZEAT 5 & JRLRDIBEROLE
HERICA ML SN D T OBIMOBAEIIRE T, A~v— T AU~ TR K BT AT
STV, BRI R BALDBERNBFF AT STV D & R a il L2 a, sk s
K748 RET Ty MNCFHTEMTEET,

Cisco Firepower 9300 22— +7 v 744 K ||}
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ASDM %A L1- ASADER |
. Chassis Manager : 54 2>V R H—/N\—~D v —DEEH

ASDM 7 7 & AZILTR I 7B BAL DS LB T,

1a s BRI
* Smart Software Manager IZ~¥ A X —T7 H 7 2L ET,

FETAHV MERBRLTROEAIZ, V7227 v 7 LTHLWT ATV REREL
TL 72 &V, Smart Software Manager Ti&, #ffkDO~AZ—Th 7 FE{ERRTE ET,

« WH=a T IA4T AT T EMHLTEMEEND) EREEEHT 212X, T
Smart Software Manager 7 % 7 o kTl /)72l 51k, (3DES/AES) 7 A B A& TE %
WERH D FT,

e FFETLTWVARWESIE, NTP ORE (20 2—) ZETLET,

s IR ERFIZDNS 2% E L2 o 285813, [Ty b7 —LERE (Platform Settings) 1>
[DNS] ~— T DNS —"—ZBNL £7,

FIE

AT TN THHOA~—F T4V AT AT MZ, BERIABUVADEGEENRTND (Dt
Essentials 7 A4 BV ANEGENTND) ZEZERLTLITEEWN,

T4 AF, VAT ELIFREREEN ST A A Z A LTZBRIZ, Smart Software Manager
T NI 7 SNTWET, 722 L, FETIA B REZBMNT 208N H H5E51T.
Cisco Commerce Workspace C [#fh & >V U = —3 3 > D% (Find Products and Solutions) ] 1%
BT 4=V REMEHLEST, KOTA L APID 2B LET,

R24: 54 o XBRER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

* Essentials 7 1 2 & : L-FOK-ASA=, Essentials 7 1 & A 3L CTFN, A~—K V7
N =T T4 THUY MTENTARERS Y £,

e 02T XA N T AR L-FIK-ASA-SC-10=, 2T X% A~ 74 B RITEBMHKTH
D, =—RBEbETEEDITA v AEBEALET,

+ %% U7 (Diameter, GTP/GPRS., M3UA, SCTP) : L-FOK-ASA-CAR=

o BN 5. (3BDES/AES) T A 2 Z : L-F9K-ASA-ENCR-K9=, 7 7> NI8R IG5
PERBINTWRWGEARICOBRNETT,

« Cisco Secure Client : [Cisco Secure Client FE{EH A Kl #&H L T 72 &V, ASA T,
ZDTA B ABREHZANILRNTLSTEE N,
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| AsDM % & L 1= ASA DERE

Chassis Manager : 514 2R $—/—~D v — 2 DEHF .

AT 72 Smart Software Manager T, Z DT /A AZBINTHET o NOBEN—27 E2FRL
Tav—L%7,

a) [Inventory] #7 VU v 7 L7,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 C, [New Token] #7 U v 7 L¥7,

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

ATTLTHS [ b—2 »%&{ERK (Create Token) 1 %7 U v 7 LET,

Create Registration Token -
This dialog will generate the token required to register your product instances with your Smart Account.

\firtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

« [5%B3 (Description) ]

« [EZhIBR  (Expire After) ] : #EXE{EIL 30 H T,

[ZD b= TGRS LT B Tl A BB RE 2 FF T 9% (Allow export-controlled
functionality on the products registered with this token) |: #2774 7 A 757

PHNCLUET,

F—=2 3 A X P UIZBIE N E T,
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ASDM %A L1- ASADER |

Chassis Manager : 54 2R H—/IN—~D v —SDEEE

d) F—27 OFMZHDIRET A% 2 )7 LT[h—2 2 (Token) | ¥ AT TRy
71%ﬁ%\F“?VD%7Uyff~FKZE~?%5i5KL$TMMA@§ﬁﬁ

MBER L ZIZHROFIETHEHT LD, 2O 27 2 HEL THBEET,
R25: b—9 oDRER

General Licenses Product Instances Event Log
Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens
The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Expiration Date Description Export-Controlled Created By Actions

Token
Actions

M]M3ZJ|7’]YT|TZGOA‘10$UDV]K2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed
.
E26: k—H>HaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cirl + ¢ to copy selected text to clipboard.

AT 73 ChassisManager T, [ R T L (System) >[5 4 >R (Licensing) |>[AYX—FS5 /4 EVR
(Smart License) | DNEIZEIR L 97,
AT v 74 [Enter Product Instance Registration Token] 7 4 —/L RIZ&&k h—27 v &2 AL ET,

* Smart License Welcome to Smart Licenses
Call Home Smart License is not set up in this product.To use smart license, first register this product with Cisco Smart Software Manager
Permanent License Smart License Product Registration
Enter Product Instance Reglstratlun Token:
ZGQYOWIIZmYEMTAWZCOOMMEILTKAZTUNM M3ZidmM200NZZKLTE INTUYNIU3%0ANTQ4QDREVCITVBKANTIQ

| MMPNTImMOSNOVRESYEDAOChEXYOFIkLEVXMUISY0AZFIMQT0% 3D %0A

If you don't have your product instance registration token, you may copy it from your Cisco Smart Software
Manager under the assigned virtual account.

| Register |

ATv TS [Register] 27 Vv 7 LET,

Firepower 9300 78 7 A & & AFRFERITBER L £, BERIDNITE DD 28 nH Y £7°,

N—VEEHF L TCAT —F AR LET,

[l Cisco Firepower 9300 2 % — + 7 v FH A K



| AsDM % & L 1= ASA DERE
Chassis Manager : ASA %227 /3¢ 20:am [

27 : B O EITHR
Smart License Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Confrolled Functionality: Mot Allowed

License Authorization:
Status: No Licenses in Use

28: EERICRRILE LT
Smart License Status

Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: Cisco SVS temp - reguest access through licensing@cisco.com
Virtual Account: Firepubs Main

Export-Confrolled Functionality: Allowed

Initial Registration: SUCCEEDED on Mar 15 13:16:35 2015 CDT

Last Renewal Attempt: Mone

MNext Renewal Attemnpt: Sep 11 13:16:34 2015 CDT

Registration Expires: Mar 14 13:11:32 2020 CDT

License Authorization:
Status: AUTHORIZED on Mar 15 13:16:39 2019 CDT
Last Communication Attempt: SUCCESS on Mar 15 13:16:39 2019 CDT

Blmnok o s i e b Arme 14 4134 £.730 9040 STNT

Unregister

Chassis Manager : ASA SRIET /N4 X DB

ASA XA T 47 A AL AL LT Firepower 9300 75 JEB T £7,

T2V F—R— NXT E LT T AF EBINT BIT1E. ASA O— R RERIEODa LT 4 X
L—yay HA RESRLTIEIND,

COFIETIE, TFVr—yarTHASNDGT—FA NI v TRELZEGT, WwFLT A AD
FMEERETEET,
1R BHHIIZ

cASA L —HEIHERTHEBA L X — T2 A AERELET, A VX —T A ADHE (24
R—=D) BEBRBLTLEEN, EHA L X —T oA ANRKETT, ZOFHAS L F—T =
A RE, VX —VOFEHORMEHIND ([ ¥ —7 =4 X (Interfaces) ] % 7 D LR
IZ[MGMT] & LTHRREIND) Vry—VEHEF—FERLUTEDY THA,

c ROEHREMELET,

Cisco Firepower 9300 22— +7 v 744 K ||}



ASDM %A L1- ASADER |
. Chassis Manager : ASA iRI2T /31 X DB

DT NAADA L HZ—T = A A1d

CEHALH =T 2 A AIPT RLALERYy NU—T <R
= hFUAIPT RL R

s BB BRE SAT — R/ X —T )V NAT— R

FIE

AT 71 Chassis Manager C., [imEET /3A A (Logical Devices) ] Zi&R L £,
AT 72 [EM (Add) ]>[RE > K7OY (Standalone) 1 %27V v 27 L, RONRTA—ZERELE

B
Add Standalone 2%
Device Name: ASA_1
Template: Cisco: Adaptive Security Appliance =
Image Version: 9.13.0.6 b
Instance Type: Native w

QK Cancel

a) TNARBEANLET,

ZOAFNE, X — Y AN N PRNEFERELToTA v F—T = ZA&FHIVHE TS
TODIEHLET, ZHUIT 7V r—ra VBETHEHINDGT A AL TIEH D £H
Ao

b) [Template] Ti%. [Cisco Adaptive Security Appliance] &R L £ 7,
¢) [Image Version] % Z&4R L £,
d [OK]&27 U w27 LET,

[Provisioning - devicename] ¥ > RUDNE RS NE T,

AT w73 [DataPorts] AR L, T34 RAZHV Y TEHA v F—T oA AEZNENT Y v 7 LE
j—o

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| AsDM % & L 1= ASA DERE
Chassis Manager : ASA %227 /3¢ 20:am [

Overview Interfaces QLIIEINVENTEER Security Modules Platform Settings System Tools|

Provisioning - asal » -
| Cisco: Adaptive Security Appliance | 9.12.0.59 BT
Data Ports -
Ethernet1/1

Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Ethemett/t ||

— 2
Ethemet2/a | | ASA - 9.12.0.59

I Click to configure
Ethemet2/6 | |

LLHIIZ [Interfaces] ™X— Y THIMNI LT —H A v X —T =2 A ADHEEIN ¥ THI LN TS
F9, BIZFEASDM TZNHDA v H—T oA AL THRELET, ZUix, IPT
RLVADOERELEENET,

ATy T4 BHEHPROTASA AT A arz27) v 7 LET,

BATOATRy 7 ANEREN, FIHIOT— b A N T v TREZITHIZENTEET, b
OREE, PIPEAFH, 737422 U AANYHTT, @FOEATIE, £ TT 7Y
r— 3 CCLIREDIFE AL EDEALEETXET,

ATw s [#IEH (General Information) | X— T, DO FNEEFATL 7,

Cisco Firepower 9300 22— +7 v 744 K ||}



Chassis Manager : ASA :RIET /1 Z DB

Cisco: Adaptive Security Appliance - Bootstrap

Configuration
General Information Settings

Security Module(SM) Selection

5M 1 - Ok | SM 2 - Ok { SM 3 - Empty

SM 2 - 46 Cores Available

Interface Information

Management Interface: Ethernetl/4 i
DEFAULT

Address Type: IPv4 only =
IPwva

Management IP: 10.89.5.21

Network Mask: 255.255.255.192

Metwork Gateway: 10.89.5.1

7

ASDM %A L1- ASADER |

[EX=2 VT 4EY2—/LDOIRIR (Security Module Selection) ] D F T, Z DFmBhT /A &

a)
WHEHT2E8X20V 740 FEVa— %27 v 7 LET,

b) [Management Interface] Z 3R L £7°,
ZDAE =T =2 A AL, BT A RAEERTLHEOICEHENET, 201 ¥ —
T A RF = VEHR—- R LI bDTT,

) BHA LA —T oA ABBIRLET, [7 RLAX A7 (AddressType) ] : [IPv4DF (IPv4
only) ]. [IPv6DZ (IPv6only) ]. F7=iZ [I[Pv4I L OUPv6 (IPv4 and IPv6) .

d) [ManagementIP] 7 KL AR E L £,
DA E =T 2 A AT—EDIPT FLAZHELET,

e) [Network Mask] & 7= 1% [Prefix Length] (ZAJJ L E 7,

) FYED—=U HF—boxA T RLAZANLET,

ATYT6 [RE (Settings) 127V v LET,

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password: sanssens

a) [Firewall Mode] % [Routed] & 7= (% [Transparent] [ZF57E L £,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| AsDM % & L 1= ASA DERE

ATy 17
ATvT8

b)

asom~oos 1> |

V=T v RE=FTHE, ASAIL, Xy b= OL—2 Ky T LRRENES, V=T 4
YIERITIEA VB =T A AFRBR LY TRy M RICHY ET, —FH. FTUAXRT L
Y F 77 AT U4 —ME, [BumpInThe Wire] £7201% (AT VA 77 AT 74—/ ] O
EOIHRET DL A2 7 AT U+ — L THY, BEINTZT A A~DNV—F KT
ELTERRE S ERE A,

T 7 AT U4 —/LT— RIIYHEHERHIOLARELET, 77— A N7 v T OHRE % Hil
HT 2546, ZOREIIMEHINNEE A,

EFHE L —Y—D [)SAT— K (Password) | Z AJJ L THER L, NAT—RZFHLE
hd‘O

HATRE S TND ASA BHF 22— —/ 2T — FB LA X — 7L N2 T — RjF/3R
U — ROEUERHICES B ET, FXOS 7 7 B ANARERES . SRV — REENT L X|Z
BHEL—YP— RAT—= A X —T N XAV =&k hTEFET,

[OK] %27 Vw7 LT, REXATRI Ry 7 AU ET,

[fR7F (Save) |27 U w7 LET,

Ty =V, BELEY 7 b T ARV arEFra—RL, T r—var A AR
VAT = FA NI TRELEHA LV —T A AREE T v 2T HI LT, TS
AHBEANLET, [RET/NM4 X (Logical Devices) 13—V T, HLWRHET A AD AT —
AR L ET, LT /S AD [Status] 21 [online] & #REN=bH, 77U r—2 3T
X2V T 4 R —DRELZHBETE E7,

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online CK:' .*t (455

ASDM ~DO 5 A >

ASDM Z#EEI LT, ASAZHRETE D LHIICLET,

1R BRI

« ASDM % EATT 5 7= DBELEIZ DWW TlE, Cisco.com @ [ASDM U U —=2 /7 — L] 2% W
LTL7Z&EW,
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ASDM %A L1- ASADER |
B ssacosqtzERts0RE

VX — v H =Ty O BT /N1 A (Logical Devices) | ~~— T, ASA OFaElT /A A
D[AT—H% A (Status) ] [A> T A+ (online) 172> TWVD I LAMERLET,

FIE

ATYT1 77 UHICRO URL # A LET,
« https://management_ip : 7 — F A 87 v TREICAN LIZEHRA V=T 2 A ADIPT K
LA,

G¥) http:// 0P 7 R LA (F 7 % /L MEZHTTP) TiE72< . 47 https/l Z#5E L T<
728, ASAE, HTTP U 7 = A k% HTTPS |Z HEIRYICHEIE L £H A,

[Cisco ASDM] Web — U N FRENE T, ASAIZGEHAENA A =L EN TR T2
TV OEX2 VT 4 BERERINDGZERDHD ETH, Tb0BETEHE L T, Web
R=DIT IV ATEET,

AT w72 EHATRE/2 47" 2 [Install ASDM Launcher] & 7213 [Run ASDM] DWW a7 U v 7 LE
R
ATY T3 BHEOHERICE> TAH T v a 2R L, ASDM Z#dE L £4,

[Cisco ASDM-IDM 7 > F ¥ — (Cisco ASDM-IDM Launcher) ] A& /RrENFE T,

ATYTE 2=V —ZEZEOEFICLT, ASA ZEALIZE ZITHRE LA X —T VAT — & AT
L. [OK]%&27 U >Z7 LET,

AL ASDM 7 4 > RURERINET,

ASA TODZ M 2V RAERMEDERTE

ASAIZTA B AZEIV B TEY, DPREBFEET A B REZEV Y TOHLERDHY 7,

4R8O HHEIIZ

* Chassis Manager : 7 A 7> A — R—~D v v —TOXEE (131 =X—2)
FIE

AT w71 ASDM T, [Configuration] >[Device M anagement] > [Licensing] > [Smart Licensing] M JIE|Z 4R
LET,

ATFYvT2 RONRTA—FEHFELET,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K



| AsDM % & L 1= ASA DERE
ASA DERTE .

™ configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard E
Context: 20

Enable strong-encryption protocol

Enable Carrier

a) [Enable Smart license configuration] 2 A4 2 L £ 7,
b) [#%EERE (Feature Tier) ] K w7 &Z v 2 k)b [Essentials] &38R L £,

{#i T % DI Essentials Jg 7217 T3,
c) (EE) [Context] 7A BV ADGHE, 2L TXANOEEATILET,

a2y THXFAMITA B AR LTHEATEEY, 20 TF A MORKEIL250 T, 7=
LzIE, BRRBEOa TR ANEFERTAICE., 20T FANOELELT20 2 A LE
T, ZOfHIZ, T D10 IBINENET,

d (EE) [+ VU7 (Carier) | ZMERLET,
ATY T3 [Applyl 227 Vv LET,

THY Y MIE R T A B ARG EIE, TA R AOEFEEZEMN TEEE A,
ATy T4 V= _"—D[Save] TA a2 %7 ) v LET,
ATwvT5 ASDM Z#T L, HE# L E7,

TARAEELT HGA, TSN EEEZ R T 5121 ASDM Z 2 LR H 1
F9,

ASA DEXTE

ASDM Z A3 D8R, FEAMERER KL OMERIERE DR EIC Y 4 P — FEEHTE £d, v ¥—
FIZEENTOWRWEREZ FEITRETHZLHTEET,

FIE

AT w71 [Wizards] > [Startup Wizard] DJIEIZEIR L, [Modify existing configuration] 47> 3 > R K & 7
Vw27 LET,
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ASDM {5/ L= ASADERM |

B rsaozms

@ Launcher File View Tools m Window Help
@00 Startup Wizard...
VPM Wizlirds
High Availability and Scalability Wizard...
| Unified Communication Wizard...
ASDM Identity Certificate Wizard...
{ Packet Capture Wizard...

I

Cisco

@ X . 1 -
(’»’ Configuration @ Monltot _ard‘ ? Help ‘T\fpe topid Go

Device List
% Add [ Delete & Connect

Find: Co

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:

New Password:

Confirm New Password:

AT w72 [Startup Wizard] TiE, FlEZE->TUTERETEET,
e A F—T NIRRT — R

e AU HE—T 2 Z (NEBLIUOIMNEDOA v Z—T 2 A AIPT RLADHRERA L H—T =
A ZADHME72 E)

CARET 4T — ]
* DHCP H—/3—
o ZDAh...

ATw 73 (EE) [Wizards] A ==2—b, ZOMOY 4 F— REFEITLET,

[l Cisco Firepower 9300 2 % — + 7 v FH A K



| AsDM % & L 1= ASA DERE

ATvT4

asac~n7s+2 ||

ASA OFRE & FATT 212X,  [Navigating the Cisco ASA Series Documentation] TY 7 k7 =7
N= g NG LT~ =a T VA2 LT IEEN,

ASACLI ~D7 VX

ATy I

ATy T2

ATvT3

RTvT4

ASACLI Z{H LT, ASDM Z AT HRDOVICASAD N T TNy a—TF 4 TRREEAT
I ENTEET, CLIIZT 7 B AT 5121, FXOSCLIN S LE T, B THEEDA ¥ —
Tz AAMBDSSHT 7 8 AZFHETEET, sEMIZONTIX, ASA O— IR BAEORRE
A RESRLTIEEN,

FIE

3 — Ve E 7213 Telnet B85 2 L T, FXOS 72 HE Y 2 —/L CLLIZHEHE L £7,
connect module slot_number {console| telnet}

Telnet B A AT A F) 5L, T2 2 — ICRBERCEE O v v a VA RETE . BEEEN
WL B ETT,

51

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

ASA =Y — VITEHE LT,

connect asa

Firepower-modulel> connect asa

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

Ctrlcaad EAA L, TV r—v gy aryy—)a&& T LTFX0S Y =2—/L CLLICKEI L
F7,
FXOS CLI D A — /334 B L~YULIZREY F£9,

aAVY—ILERTLET,

Cisco Firepower 9300 22— +7 v 744 K ||}
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B xozx7v7

RDATY

ASA O F& %

a) ~&AJ)
Telnet 77V 7r—3 3 20 Hb 1y £,

ASDM %A L1- ASADER |

b) Telnet 7 7V r—3a &K TTHITIE, REATTLET,

telnet>quit

Tenet £y avERTLED,
a) Ctrl-],. X A7)

il

WIZ, EX2UTF 4 EP2— L1 DASAICHESE L THD,

LAYUZR DBl & LE T,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

j:jP

FXOS CLI D A — /33 A #F

* ASA DR TEZHATT HITIE. CiscoASA ) —RXDOEME~ =2 T AOmNnG, BEWD Y
TR 2T A=V NS LT~ =a T VA BB LT E S,

HEEE IN— | B4
=
ASA BROV &I [912(1) | ASA 5 KOV & U3 2 Bl F@EhT /S A A % [A] U Firepower 9300 |- CREHTX % X

ERALZL A
Firepower 9300 D 3l]D
TV a— /L THR—

IR FE LT,
GE) FXO0S 2.6.1 2N LB,

[ CiscoFirepower 9300 2 4 — 7 v FH 4 K
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| AsDM % & L 1= ASA DERE

asaoiE |

HERE IN— |
ay

ASAGHEET /S A A | 910(1) | ASA ZEPHT 5 & XiC, FT AT LY MERIBA—T v FE— F2EETED
FUART Lk E— Kol L,
REREBHOY = GH) FXOS 2.4.1 BSULE T,

FTBL/ZE B S 372 Chassis Manager [T

[Logical Devices] > [Add Device] > [Settings] > [Firewall Mode] K2 v 7 &Z w2 U & k
Aw—hT—Vx 1 [96Q2) |Av—F 2=V FEINR=T a1 NER=Tar 16~T v 7L —RENE
DV ~DT T Lz ZOT w7 7L —Ri3AEETA B ATREYR—FT51F0, 4BV AT
V=R AT MIBUE SNTCHERRIZHE - T, mERE 51k (3DES/AES) 7 A & v AMERDF

EbYR—rLET,
FLOWEFY U T S48 (95Q) [HLWFx U7 T4 2ZEEAFD GTP/GPRS 71 & 2 & B X%, SCTP &

A

Diameter { > A7 3 > {7 — h L'EF, Firepower9300 D ASA D54, feature
mobile-sp =1~ R featurecarrier =~ > FIZHBIRNIBITL £,

WO AZEE ZfuE L7z, [Configuration] > [Device Management] > [Licensing] >
[Smart Licensg]
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