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Firepower Threat Defense Virtual (FTDv) (%, 3 A 2 ® Firepower IR 7 7 A 7 0 4 — LHKEE
PRAEEREICLTEO L, B0 5tX2 V7 o R —%2KBIL T, ¥, 8, 77
U ROBBRECDTc> T, £/ 7 U FET, V—7m—RZ{REL £,

ZDOETIE, Google Cloud Platform (GCP) BREENIZH51T % Firepower Threat Defense Virtual ¢
FEREICOW TR L, BREDOT AR — b, VAT AE M, A KT A4 2, HIRFHER EEFHAL
9, £/2. ZOETIIFIDY 2T H120ODOF 72 a A2 OWNTHEALET,
BB A BRI DN, FEHA TV a VEAHML CRBL Z EMNEETYT, FTDv OFH L EHRIC
I% Firepower Management Center % {#i F} T& £,

* GCP ~® FTDv D EBFIZHOWT (1 _—7)

* FTDv & GCP OaifesM: 3 =—)

*FTDv & GCP DA KT A4 BIOHIREHE (3 4—)

*GCP LD FTDv D% h U —27 R0 (4 ~2—3)

GCP ~® FTDv D ERH (DL T

Firepower Threat Defense Virtual (FTDv) (X, %P7 CiscoFTD LRI Y 7 U =7 2 FEITL
T BT +— 27 7 7 ZIZBWTHEIEF DX 2 U 7 ¢ BEREA Rt L £ 3, FTDviZ, ¥
7Y w7 GCPIZRHTE ¥, TORREEZITI 2L T, FHORBL L blcnr—a
AR, B, 37 M AEER IO T — 4t X —D U — I n— RERETE E
R

GCPT L B34 TDYHR—F
FTDv O =— X2/ HH T Google R~ v DX A 7LV X&F|IR L E4, BFE. FTDvIL,

A a—T 4 U EREGENTNAY Y L OREMES A TS N AR AT BRI
HCPU~I U HAT7TOWNTNLYER—FLTWET,
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GE)

PR—PSNDZV U IA 7L, PERSEESNDLZEDRDH Y £,

K1Y R—bESNBAVE2—TA Vv IBELIIVEAT

AVEa—T4 UIRELLT |BiE
B4 T
vCPU RAM (GB)

c2-standard-4 4 16 GB
c2-standard-8 8 32GB
c2-standard-16 16 64 GB
R2:YR—bSNBARAT 24T

AR~V 847 B

vCPU RAM (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highmem-4 4 32
n2-highmem-8 8 64
n2-highmem-16 16 128

« FTDv (21, 72 &b 4 ODA L F—T = Af ADBNETT,
o $R— b EN D vCPU O RET 16 T,

2—H—%, GCP TT7 v b &EIEK L. GCP Marketplace @ Cisco Firepower NGFW {42~ 7
A7 74—/ (NGFWv) GEZMEH L TVM A v AZ 2z EH L, GCP v ¥ A Faik

*R szj«o
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| Firepower Threat Defense Virtual & Google Cloud Platform 0 % FABft4
Frov & 6P oaiiagtt

FTDv & GCP D BMRSH

« https://cloud.google.com C GCP 7 & 7 > R &#1Ek L ¥,

+GCP 7y =7 FaEAMERLET, Google K= A h® [Creating Your Projectl] % ZH
LTL7EE,

* Cisco A~— h 7 7 > bk, Cisco Software Central (https://software.cisco.com/) THERK CTX
EJ RN

« Firepower Threat Defense Virtual ~0 7 A & > 2 f} 5,

* Firepower Management Center "HtEF 2 U 7 4 —EZADTXTDOT A & AEKE
RELET,

s TA VU AEEHT L HIEOFEMIZOWTIX,  [Firepower Management Center
Configuration Guide] @ T[Licensing the Firepower System| # &M L T 7230y,
e AU B —T = A ADFf

B A L H—T A A (2) :1-DIX Firepower Threat Defense Virtual % Firepower
Management Center [Z#%t 9~ 5 72O S E T, & O 1 DITZ2B BRI S,
Wi 77 oy ZIIIEHTE A,

N7 74wV £ H—T x4 A (2) : Firepower Threat Defense Virtual % PN D 74 A
FBEONRT Y v 7 Ry V=2 1Z8 T DO S ET,
CJEE/NA

» Firepower Threat Defense Virtual (27 7 E 2§ 572D /X7 Y v 7 1P,

* FTDv ® v A7 ABERIZ DTk, [Cisco Firepower Compatibility Guidel] &R LT 72
é l/ \O

FIDv £ GCP D HA F5 4 U E L UFIREIE

HR— b Ih D8R
+ GCP Compute Engine C ¢ B
o f Y AH L ABTY FK 16 i D vCPU
e N—F vy RE—R (F74+/1L 1)
« 74t A : BYOL D&% HHR— b

» Firepower Management Center 78— K D &,
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FIDVRAY— S4BV RADINT +—T O ABER

FTDvIE, EAZIZESNW TR D AV—T b LUL & VPNl R 2 f2 i 5 37 4 —
~ U ABEEMS A 2 Y R— L TWET,

& 3: FTDVIERT SIZE DL S 4 &2 X RO FIR

NITA—T AR | T/3 Rthk (3 L— +HIR (Rate RAVPN £ ¥ 3 Ul
7 [RAM) Limit) FR

FTDv5, 100Mbps 4 217 /8 GB 100Mbps 50

FTDv10, 1Gbps 4 =217 /8 GB 1Gbps 250

FTDv20, 3Gbps 4 =17/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 =7/16 GB 5 Gbps 250

FTDv50, 10Gbps 12 =7 /24 GB 10 Gbps 750

FTDv100, 16 Gbps 16 =2 7/32 GB 16 Gbps 10,000

FIDVT A AD T A B RAEWIGFT DA DT A K74 220 Tk, [Firepower Management
Center Configuration Guide] @ [Firepower ¥ AT LD T A 2 A | DEEZSBRL T EW,

)

GE)  VvCPU/AEY DEAZEET AT, HAUNZFIDVTAA ADERZF 71T HLERH Y £,

YR— kAR
* IPv6

* FTDv %A1 7 14 7 HA
« HEJ R r—)L
¢ "G UART LU MNAVTITA VN YT F— R

s VX U T L—A

GCP LD FIDv DRy kT—2 FARA DDA

WO, FTDv HIZ 4 SOV 73w & (FHL BWr. WIS, JHE8) 25 GCP WICERE STz
N—T v R 77T U4 —/LE—KDFTIDv OHLE AR r Pa R L TnEd,

[l Cisco Firepower Threat Defense Virtual X2 — k7 v 744 K (Google ¥ 57 K75 v k 74 —LlAIT)



I Firepower Threat Defense Virtual & Google Cloud Platform O F| B4

6eP Lo FIDv oy k7—5 bk sos [

1: GCP FEEAT®D FTDv D15l

) Google Cloud Platform
Project
Management VPC FW Rules 1
VPC Network MNetwork GCP Route Table
192.168.0.0/24 192.168.2.0/24 _l_@ Destination 0.0.0.0/0
T emol lathz Gig0/0 (Inside) : _@ |Nm Hop IP of eth2
:FTDv
VPC : § VPC FW Rules ]
Network ol it . Network GCP Route Table
192.168.1.0/24 192.168.3.0/24 J-@ Destination 0.0.0.0/0
—_. Diagnostics & GigO/1 (outside) Next Hop IP of eth3
o eth1 eth3 < ‘
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GCP _E @ Firepower Threat Defense Virtual @
F& ]

Google Cloud Platform (GCP) =T FTDv Z/EH T& £3, GCP L. Google 2342wl
DEWRA NRECTT 7 ) r—va v EFTTELRT Vv 7930 R ava—T 407
P—EATT,

GCP 2>V —nD[FvarR—FK (Dashboard) JIZGCP 7'y =2 MERNERINET,

s FEBRL TORWESIE, [y a/R—F (Dashboard) | TGCP 7' r ¥ =7 k% &R
LTL7EE0,

Xy aR—RIIT7 7 EATLHI2F, [FEF—Y 324 =a— (Navigation menu) ] >
[R—4L (Home) | >[# v aR— K (Dashboard) %7 U v 27 LET,

GCP =2 Y —uiZra 74 > L, GCP Marketplace C Cisco Firepower NGFW (A2~ 7 A 7 7 + —
/v (NGFWv) BUGRZMFE L, FIDv A v A X U 2B L £, WROTFIATIE, GCP REi %
Hefif L, FTDv A v A X o A% 8 LT FTDv Z &9 5 FiEIC O W THB L £,

¢« VPC % v hU—27 OfERL (7 2—3)
« T AT T F—— LDOVERR (8 =—7)
« GCP @D FTDv A > 2% ZADERE (9 ~=2—3)

VPC v b7 —% DERL

FTDv D ERIZIZ. FIDvEZ BT A4 oD%y N — 27 2ERTAMLERH Y £, R
FO—21 %D ERBY TT,

EBY T Xy OB VPC,
PZWr VPC £33 7 % v K,
s NEY 7 % >~ b ONE VPC,

« SN TR v b DINER VPC,
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B o7 7or—nn—norm

&

ATvT2
ATvT3
ATvT4
ATvT5

ATvT6

ATy 17
ATy T8

EHIZ, FIDvZER TS N7 74 v 7 7a—%Fad 5L 90— 7 —7 /L EGCP 7 7 A
TOd =N —VEHELET, V=T —TNET 7 AT Ur—/Lb—/iE, FTDv HIKIC
RESNTNDHEDETRNZ>TWET, BT 5%y hU—27 EHREIZIE U T, GCP/L—
NTF—=TNET 7 AT U F— = V4RI ETET, A K& LT, GCP E® FTDv @
Fy hU—7 bR Yol Z5B LT 7EE0,

FIE

GCP =Y — /)L C, [VPC v kT—% (VPC networks) | ##{R L, [VPC Ry kT—H D
M (Create VPC Network) [ %27 U v 27 LET,

[#81 (Name) | 7 4 —/V RiZ, FFEDLAHIZ AT LET,

P7T Xy MERE—RT, [ AFX L (Custom) 127 V7 LET,

HLWY TRy b T[LHT (Name) | 7 1 —/L NI, $FEDLRTIZ AT LET,

[#i (Region) | Ky 7F& 7 U R b, EEAICHE L7z #HlkA#IRLES, 4 DOy |
=273 R_RTRICY —Ya v RICHLHLENRD Y £7,

[IP7 KL A%ip (IPaddressrange) | 7 4 —/V KT, &HDOFx v hU—27 OH% 7 %~ k% CIDR
A (10.10.0.024 72 F) TATILET,

ZOMTRTOREFT 74V DOEET, [ERK (Create) |22V v 7 LET,

AT T 1 =T EBVIRLT, VD3I DD VPC Xy hT—7 Z{EKLET,

T27A4AT7 94— ILIL—ILDERK

ATy T

ATvT2

ATvT3

ATvT4

FTDv A V' A XV ADRERFIC, BEHA VA —T 2 A ADT 7 AT U —/Wb—LEEALE
J (FMC& @ SSH 3 J O SFTunnel {5 7[5 72%) o GCP LD FTDv A > 2 &% ZADAE
B (9 _—) ST EE, BERUT, NE, AR, BXOREA v % —7 =
AADT 7 AT I+ —NI—VEAERTHZ L b TXET,

FIE

GCP =2 Y —/L T, [#Y bT—F 24 (Networking) ]>[VPC®* v k—% (VPCnetwork) 1>
[Z7A4F7 24— (Firewall) 1Z#IRL, [Z74 T 74+ —ILIL—ILDYERL (CreateFirewal
Rule) 1227 Vv 7 LET,

[%81 (Name) 1 7 4 — /L RIZ, 77 AT U4 —A—LObLN) T WARTE AT LET
(f5] : vpc-asiasouth-inside-fwrule) |

[y FT—% (Network) | ey X T VR NNL, 7747 Ud—Nb—LEERT D

VPC * v U —7 D4R ZEIN L3 (f : ftdv-south-inside) .

[2—4v b (Targets) | Ku vy 7 X7 UA NN, 77 AT U4 —/Lb— U5 rTRE 722 A
Tare@RLET Bl Ry FT—OADTRTDOA > RXA A (Allinstancesin the

network) 1) .
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ATy TH

ATvT6

ATvF1
ATv78

GeP Lo FTv 1 > 24 w2045 ]

[E{ETIPEE (SourcelPRanges) | 7 4 —/L FIZ, ¥ETLIP 7 N L 2D % CIDR JEA T
AJILET (1 :0.0.0.000) .

o774 71F, ZNHDOIPT RLAGHANORETLHOOHRFRINET,

[FB kaLE&R— b+ (Protocolsandports) 1 FC, SN0 Fa)L&R— b+ (Specified
protocolsand ports) | # R L £,

TXa YT AL EENLET,
[fEfk (Create) 1% 7 VU v 27 LET,

GCP LD FTDv A R A 2V ADYERK

PLFOFRNEIZHES T, GCP~—4 v h 7 LA AL X415 Cisco Firepower NGFW (AR 7 7
A7 74— (NGFWv) ZH L TFIDv A v AZ L AE B TEE7,

ATy T
ATv T2
ATvT3

ATy T4

FIE

GCPayvy—pica A4 LET,
FTEF—= avAZa—0 >[X—4 vy b TLA4R (Marketplace) 127V v 7 LET,

~—% v N 7L A AT [Cisco Firepower NGFW {48~ 7 4 7 o 4+ —/ (NGFWv) (Cisco
Firepower NGFW virtual firewall NGFWv)) | Z#ZE L C, ®WHE2RNL £,

[fERk (Launch) 1227V v 27 LET,

a)
b)
c)

d)

e)

[BBi®& (Deploymentname) |: AV AX LV AD—EDOL4HIZHEE L ET,

[V—> (Zone) ]| : FIDvZEMT 5 — 2RI L 7,

[ 2847 (Machinetype) 1 : GCP ~> > 4 A 7OV HR—F (1 3—) (ZHSNT
ELWS o2 A THERLUET,

[SSH &— (SSHkey) | (#F>a ) :SSH F—XT7nHABF—%RE0 17 £,

=T, GCPARIFTH AT — &, 22—V —DRAFTIHIWEX—7 7 4 L THER S
NFET, ZNbZ —HERATEE, AV AF LV AZERITER TEET, T—T7 131
VAL ANDEHGIIME L IR DT, T EEHOGETICRE LTI E 0,

TDA VAR LRIT VAT HoDTa Y= NEIKOSSH¥ —Z Al 4507 1 v
7350 EEIRLET, Google K = £ b [Allowing or blocking project-wide public SSH
keys from a Linux instance] ZZ&M L T 72X,

[EIRY ) T+ (Startup script) ]: AV AZ U ARKENTH-NCHEE SN X A7
EIATT D7D, FIDVA Y AZ U ADRBAZ U7 N EERTE £7,

Wiz, [BEIRY ) Tk (Startupscript) ] 7 4 —/L RiZa & — LT Y 115 % day0 ko
lzr~ L ET,
{

"AdminPassword": "Cisco@123123",
"Hostname": "ftdv-gcp",

Cisco Firepower Threat Defense Virtual 22— k7 v F#H4A K (Google 7 5 K75 v k7+—L@T) [
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B ccrrormov s zs ok
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"DNS1": "8.8.8.8",
"FirewallMode": "routed",
"IPv4Mode": "dhcp",
"ManageLocally": "No"

}

Evk  FTTZT—ZBE<ITIE, JSONKRGEY — /L 2 H L T Day0 # ik 2 ML D LB

HYET,

g [y rIT—=U428—T x4 X (Network interfaces) ]: 1) &HE, 2) ZWr. 3) Wi,
4) INBDA B —T = A AERELET,

3.

GE) AVAZUABER LB TIE, A VAX LRIV E—T oA AL BINTXF

Bh, NEURA L H—T oA AR TA AL ZABERKR LIZBEIX, A A
S AZHIBRL, WERA v —T oA ARER CTEER T A LERH Y £,

[y FT—% (Network) | ke v 7Z U A Rovs, [VPCnetwork (VPC % b
7—72) ] (vpc-asiasouth-mgmt 72 &) Z 3R L £,
[#8RIP (ExternalIP) | Ky F &7 U 2 b, WUIRAT 7Ty a 28R LET,

BEHA L H—T oA A1, PMHBIP 2267 = A 7 /L~ (External IP to Ephemeral) ]
ZERLES, WEBIUIMTA =T = A XA TIE, ZHUEA T2 3 TT,

[58T (Done) |27 Vv 7 LET,

hy [Z7A4724—J)L (Firewall) 1: 77 A4 7 U4 — b —L&x#EHLET,

[AE—RY FDEDTCPR—F 2D 574 vV %HAITSH (SSHT7VER)

(Allow TCP port 22 traffic from the Internet (SSH access)) | T = v 7 R v 7 A& 4
\ZL T, SSH #7Frl L £,

A B—FY CHEDHTTPSD b5 T4 vy %&HAT 5 (FMCaccess) (Allow

HTTPStrafficfromthelnternet (FMCaccess)) | T = v 7 Ry 7 A% A 12 LT, FMC
B EOEHIRT A 20350 SSL I 5Li#fE F ¥ 1/ (SFTunnel) %M LT
HWETELLIICTLET,

i) [EHM (More) |27 VU v 7 LCta—%EL, [IPEZE (IPForwarding) 1234 > (On) ]
ICREINTWAZ L 2R L E1,

ATv 75 [JER (Deploy) 127V >vZ7 LET,

GE)

EEEEEIL. VY — 20 MR Y, SEEERERICL - TRARY 9, I81ER
SETTHETICTI~8 D ZENHY 9, FIHMBIZTR LT ZEn, f
Wrdné, 77747 AZHIBRL T, POV EIRITIIXR LRV XD
D E7,

[l Cisco Firepower Threat Defense Virtual X2 — k7 v 744 K (Google ¥ 57 K75 v k 74 —LlAIT)



I GCP L Firepower Threat Defense Virtual 0 &
6eP £ Fov 1 25 w20 fer |

RDBERY

GCP 22 Y —/L®D [VM A VA X A (VMinstance) | X— b A AKXV ADGEM % FoR
LET, AV AZ U ABEEBIOBAET2720ONEIP T KL A, AMBIP T LA, BX
Cay hr—AREREINET, WETIHEE. AV AZ AT HIUERDH Y £7,
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GCP _E @ Firepower Threat Defense Virtual
VARARBUOAANDT A

BEBIHIZ SSH (AR— bk 22 8B D TCP ki) =Rl 7D 7 7 A4 T U 4 —/Lb— /LB TIZHZ)
EENTNWAZ L 2R LET, ZEMICOWTIE. GCP D FIDv A v A% » ZDERL (9
N=) ZZRLTLEEN,

TDTFAT TN — LY FIDVA VY AZ U ASNDT 7B ANRAREIZRY . RO
EEHEHA LTS AR AR TEET,

o #L B IP  (External IP)

c ZDMDSSH 7 7 A4 T > hELIFY— =T 1 f Y — 1
e UT N —)b
*Gcloud 2~ K714

FEHEIZ DWW T, Google R = A F® [Connecting to instances] #ZM L T 7230,

GE)  Day0 Az BIML7eWEEIZ, T 740 hon 7 A A5#) (=2—¥—4 : admin, /XA T —
R : Adminl123) Z{#HH L TFIDVv A Y AX L R uZ A TxET, RO 7 A L RTH
WX AT— RERETDHLIIROONET,

c ANERIP 2R L7= FIDv A > A X o A~DHHE (13 ~=2—)
e TN — VBT Lz FIDV A VA X A~OEH (15 2—2)
e Geloud ] L7= FIDv A > A& > ZA~DHHE (15 =2—3)

SERIP Z{FER L1=-FIDv 4 > XA 2 AN

FTDvA A X L A%, NERIP &AM IP BB B CToHnFET, A IP 2 H L CFIDvA
AR AT I EATEET,
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console

GCP _E @ Firepower Threat Defense Virtual 1 > X2 Y X~ADT7 IR |

B osshzsEmLEDY 1 o8 2ADES

ATy

ATy T2

ATvT3
ATy T4

FIE

GCP 2> Y —) T, [AVEa—T4 25T P> (ComputeEngine) 1>[VM 4 VXA VX
(VM instances) 1% &R L 9,

FIDVDA Y AR L A% ) v 7 +5 8 [VM A VRE AN (VM instance details) ]
N=UNHEET,

[##8 (Details) | # 7 C, [SSH] 74—V RO Ry TH I A=a—%2s U v 7 LET,
[SSH] Fry 7H T A=a—nb, BROAFT v a V2L ET,
WD FEEMH LU CFTDVA VAR AR & £7,

« EDOMD SSH 7 T A4 7 v MEIFY— RX—=F 8>y — )L FEIZ OV T, Google N
X2 A h® TConnecting using third-party tools| ZZM L T &0,

SSH Z{#ERA L= FTDv 4 > XA 2 A~NDES:

ATy T

ATy T2

UNIX A Z A VD AT L6 FTDV A VA X AT 21213, SSHEFH L TA A H
vAIZa A LET,

FIE

RKOAT REER LT, 77 ANVOMEREZREL, BOTETNT 7 A VEGHrRns & 912
LEY,

$ chmod 400 <private key>

ZZ T,

<private key>lX, 77 ¥ AT HA VAL L AZBEMNT SNBSS —2ET 7 7 A LD
TNRA L ZBITT,

A VARB AT AT HITIE, RO SSH A~ FEfHLET,
$ ssh —-i <private_key> <username>@<public-ip-address>
ZZT.

<private key>d, 727 B ATHA VAL ACEEMNT ONTEF—2ET 7 7 A LD
TSR L ZHITT,

<username> X, FIDv A V' A X LV ADa—HF —4 T,

<public-ip-address>{t, IV —ANLEE LAV AX S ADIP T RLATTY,

[l Cisco Firepower Threat Defense Virtual X2 — k7 v 744 K (Google ¥ 57 K75 v k 74 —LlAIT)


https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

I GCP L Firepower Threat Defense Virtual f X2 Y A~ADT7 IR

1) 7I)L3a

5

ATy T
ATy T2

ATvT3

SUFLAYY—LEEALEFD A 2240 2~0EE [

U )—)LEFERLEFIDvA, VR 2 U RAADE

FIE

GCP a2V —NT, [AVEa—T4 TP (ComputeEngine) 1 >[VM 4 Y AZ VR
(VM instances) 1% &R L £7°,

FIDVDA VAR AL % 7 ) w7 +5 8 [VM AV RE 2V ADEM (VM instance details) ]

R—UNHEET,

[ (Details) | Z 7T, [V T2V —ILADESE (Connecttoserialconsole) [ %7V v
7 LET,

FEHIZOWTIE, Google RF¥F = A hd [T U7 )Laryy— LDV EY | 22 L T2
S,

Geloud ZEA L= FTDv 14 >V X4 2 ANDIERS

ATy

ATy T2

ATvT73
RATv74

FIE

GCP 2> Y — T, [AVEa—T4 25T P > (ComputeEngine) 1>[VM 4 VXA VX
(VM instances) 1% &#IR L 97,

FIDVDA v AZ L A% % 7 ) v 735 E, [VM A4 Y RE U ZADEM (VM instance details) ]
N=UNHEET,

[Z%# (Details) | # 7 C. [SSH] 74—/ RO Ruy 7 X A=a—%27 ) v 7 LET,
[gcloud 317 > &5~ (Viewgcloud command) ]>[Cloud Shell T%E4T (Runin Cloud Shell) ]
27y LET,

[CloudShell] # —X F /v T ¢ & RUMNBHE £9, FHMICOUVTIEL, Google KF¥ = 2> D Tgcloud
A RIA4 Y —nOE ] | B Tgeloud compute ssh] Z#Z ML T 7230,
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
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https://cloud.google.com/sdk/gcloud/reference/compute/ssh

GCP L Firepower Threat Defense Virtual 1 X2 Y A~ADT7 I R |
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4.
=% =R

Firepower Management Center Z{#F L 7-
Firepower Threat Defense Virtual ) & 12

CTDETIEH, FMCEZEA L TEHINDAZ L KT 0 OFTDvT NA A& BT 5 kI
WCRBH L $£97,

Y

() ZOFRFa2A2FTlE, &FTOFIDV A=Y a3 VOBREICOW T L 9, din—v g v
DT 2T 2R L THAESIT. BEVWOASR—a3 0O FMC a2 7 4 X2 Lb—3 g >
HA ROFEES L T IEE0,

» Firepower Management Center % {5 H L 7= Firepower Threat Defense Virtual {Z-DWNT (17 ~=—
V)

» Firepower Management Center ~D 1 7 A > (18 ~X—)

« Firepower Management Center ~D7 /A AD% gk (18 ~—)

cEARREF 2T 4R —0E 21 =)

» Firepower Threat Defense CLI ~D7 7 £ A (33 ~X—7)

Firepower Management Center % {§£ Fi L 7= Firepower Threat
Defense Virtual [ZTD UV T

Firepower Threat Defense Virtual (FTDv) (%, Cisco NGFW YV U =—3 3 OEEL =2 R —=x
¥ FTY, FIDviX, A7 — TNV T 7 AT U4 —/b, )b—7 142 VPN, Next-Generation
Intrusion Prevention System (NGIPS) . Application Visibility and Control (AVC) , URL 7 1 /L
LY mER~ALy =T B (AMP) 2 EORMNRT 7 AT U — AP —E A &L
T

FTDv Z 4 21213, BlIOY—"—ETETEND T IBEED VNV T TNA AR =T ¥ T
& % Firepower Management Center (FMC) ZffiH L £7, FMC DA > A h—/LOFEAIZ DN T
I%. [FMCgetting started guide] [#G5] ML T 7230,
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https://www.cisco.com/go/firepower-mc-install

Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
. Firepower Management Center ~() 0 %' >

FTDv iZ. FTDV R~ AZE O B CTHEEA X —T 24 A LD FMC 288k L ClfE L F
j—o

NG TNYa—T 4 TOBEBWT, BHA X —T7xA A LD SSH #fEH L TFIDCLIIZT
78 AF5HZ &b, Firepower CLI S FID IZHfi 752 L b T E 9,

Firepower Management Center ~(D O % 1 >

FMC ZfHA LT, FID #REB L OEH L 4,

1a BRI
PR— P ENTWDLT 7 UFOFEMICONTE, EHT L2 3—Ya o) V—2/—F
(https://www.cisco.com/go/firepower-notes) % &M L T 72 &0,

FIE

ATV FAR—PFENTWELT T UFEEHLT, IROURLEZASLET,
https://fmc_ip_address
fmc_ip_address X, FMC ® IP 7 KL AE7-13HR A MM EEEL T,

RTF9T2 a—HF—HERXRAU—KEATLET,
AT T3 v 4> (Loghh) 1227V w7 LET,

Firepower Management Center ~MD 7 /\ 1 X D& §%

1R BHHEIIZ

FTDv A~ oy, EFICEB SN TV T, BRAT I TEY, KO 7— FFIE%E
FATHEHTH DL Z LR LT IEE N,

GE)  ZOFMATIL, dayO/bootstrap A7 V7 M &MEH LT, FMC OBEIEFRPEE SN TNDH T &
ZAMEE LTWET, 2L, ZROORET X TIX, #2256 CLI T configure network =~
VREMFEHALTEETEEYT, FIDDOaA~ R 77 LU ZE2BR LTS,

FIE

AT9 1 [TINA R (Devices) |>[T/314 REHE (DeviceManagement) | Z 3R L £,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2

ATY T2 B (Add) | ey H o U R R0G,

INITA=Z 2 NJLET,

Add Device

Host:*

Display Name;
Registration Hey:™
Group:

Access Control Policy:™

Smart Licensing
Mahware

Threat

URL Filtenng
Advanced
Umique NAT 1D:7

Transfer Packers

o [ARA K (Host) ]:

ftd-1.cisco.com
ftd-1.cisco.com
LLL LR Ll
Hone

Irutinl Policy

4 4

ool 2Inat

Firepower Management Center ~0 7 /31 X D&%k .

[7 /34 2038/ (Add Device) ] ZER L, KD

Register Cancel

BINTAFRL ZDP T RLAE A LET,

« [#7~4 (Display Name) ]: FMC IZR T 57 A ADL4RTEZATILET,

o [BFk*¥— (Registrationkey) ]: FTDv 7 — F A 7 v 7R ETHRE LI H O & [ UEEk
F—2 AN LET,

s [RAA Y (Domain) |: ~/VTF RAAL VEBREZEHL CWDIHEEF. T4 A2 —T K
AA NZE Y TES,

s [Z—7 (Group) |: ZN—T%EHLTWDLIEARIL. T3 AT —72EID Y4 CTF

R

[TV AZY hr—/LRY 2 — (Access Control Policy) ]: #WI#IAR U o —&BR L E,
HHRTHOLENDDZ NP> TNDED AL~ A XFEHLDRY =R T TITHIHHE%
BRNT, [ LWAR U o —DFERL (Create new policy) | Z&INL, [TXTHO T 7 4 v 7
717 (Blockalltraffic) | Z@ERLET, R CINEEH LTI 7 4 v 7 ZFFAIT

LIENTEET,

(7 7 2HEOHTE 31 —) | ZBRLTLFEEN,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
. Firepower Management Center ~0 7 /3 X D&k

New Policy

Name: ftd ac palicy|
Description:

Select Base Policy: Mone S

Default Action: © Block all traffic Intrusion Prevention Network Discovery

Save Cancel

¢ [A~¥— KT A A (SmartLicensing) |: BT DHEREICHL TR A~ — T/ AL L
T, [ =7 (Malware) | (AMP vV =7 A VAT v a yEEMRT 5 TEDY;
) . [B (Threat) | (RABEIZERT 2 TEOHE) . BLO[URL] (BT TV _—
ADURL 7 A NWE Y T aFETLHTEOER) 2FHI0D Y TET,

[—E D NATID (Unique NATID) ]: FTDv 7 — b A b7 v 73R E THE L7 NATID %
BELET,

[/X7 > hO#5%E (Transfer Packets) | : 7 /31 A5 FMC ~D /N7 v MREZFFAI LE
T, ZOF T a rEAEITL TIPS R Snort 72 EDA X2 hS R U A — SN EA.
TNAAPREHE LTA XY MAZT—HERE Ny 8T — 2 ZFMCIZEE LET,
ZDOF T a v EEHIZUIZGEAIEL, AR MERIZITBFMCIZEGE S, 7y b T —
T ENE A,

ATw T3 Bk (Register) |27 Vw7 L, EFICBRERINT-ILE2MRLET,

BIKDRINT D &L T AR X MTBMENET, KELELEIE, =7 —A vy =R
FRINET, FIDv BBEERITKR LIS G, ROBEH ZHER L T ZE0,

e ping : FTD CLI ( [Firepower Threat Defense CLI ~®»7 7 & A (33 X—) | ) 177 +&
AL, kDa<y REFEHALTEMCIP 7 R L A~O ping #F/TLET,
ping system ip_address
ping BN L2V A 1L, shownetwork 2~ > REFEH L TRy UV —7 REE MR L E
o FIDIP 7 RLRAEZEHTT 5 UENH 55615, configurenetwork {ipv4|ipv6} manual
a~v s REETLET,

« NTP : NTP #—3—73 [ R T L (System) ]>[E&R%E (Configuration) ]> [EZIDEHA
(Time Synchronization) 1 ~X—Y® FMC %——% v M & —8T 5 Z L 2R L E T,

« BERF—. NATID, BLOFMCIP 7 RL A : i DT /34 2T UBERF—2 A LT
WHZLEMER L, ML TCOWDEAIINATID Z2H L TWL Z & 2R LET,
configuremanager add =~ > RZfEH LT, FIDv THEF —& NATID #3%ET 5H Z &
NTEET, £/2, ZOa~<w 2 RTFMCIP 7 RLRAEZEBRTHZ b TEET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
gxmntra) 7oy o—ngE ||

~ — o N =L
ERXKWLGEX1)T4R)O—DETE
ZITIE, ROBEEREH L TEANR X2 T AR —2RETDHHECHONTHHL
i—g—o
A v H—T 2 A ALHEBA L H—T 2 A NEA A —T 2 A AZAZT v 7 1P
T RLVAZED YT, A H—T = A A DHCP 2 L £,

*DHCP Y —/N—: 7 5347 FOWEA »F—7 = A ATDHCP Y —"—ZfH L £7,
T T HNIN— R A =T 2 AL TT T AV b— P EBINLET,
*NAT : M A v 2 —T = A ATA U F—7 = A ZAPAT M L £,

TR hr—v NI ~D T 7 v 7 ZFFAILET,

FIE

AT TN A H—T oA ZDFE (21 =)
AT w72 DHCP — —DFE (25 <—)
ATV T3 T4 ML— FOEI (26 X—)
AT9 T84 NAT OFE (28 X—)

RATY IS T ERHEORE (31 _—)
ATy T6 HEDOREE (322—)

A3 —T 4 RDERTE

FIDv A VA —T =2 A ZHH[GIL, ZNHE X2 T 4/ —ZE8Y YT, IPT KL A%
RELET, BFIL. VAT ATEROHD T 7 4 v/ liaSED L H1C, < Ed2
DDA VE—T oA AEHETHMLERHY £F, @FIX. Ty T AN —2—FFE13A
VHE—Fy MIE LTINS A v —T oA AL MOy RU—T D1 DL EORNEA >
H—T oA ABERHLET, ZNEDA U F—T A AD—FIL, Web F— =72 DT
Vo T 7 8ANRARERTY By ERET 5 [§EEHa] (DMZ) &R2560860 £7,

— B D N—T 4 T OARBIE, AV F =T 2 A A TAZT 4 v 7T RLURAEER
T 5 LA, ISP 225 DHCP /M L CAMI A v X —T = A4 AT RLRAZRET 52 & T,

WOFITIE, DHCPIC LD AXT 4 v 7T KL AL L—FT v RE—ROHWEA v HX—T = A A
PHALT, VT v RE—RFOWNEA v H—T = AEHELET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B sz 1z08%

FIE

RAT9F1 [T/ R (Devices) | >[T/31 REHE (DeviceManagement) | ZRIRL, T4 2% 27 U »
7 LET,
ATFY T2 [A v H—T A A (Interfaces) %27V v 27 LET,

ecis | AMP Intelligence

Device Mamsgoment  NAT  VPHY Qa5 Platorm Semtingr | FlaCondly  Cortficabe

Device  Rowuting m Inkine Sets  DHCP

Longtal e Trpe  Selnty Bests  MAC hiiderss {aatived Saselli) P bl Vel initer

miﬂmip&igs

AT T3 TRE AT A 2 —T =2 A% ) v LET,
[&f% (General) | ¥ 7 HERIINET,

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: inside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 = = R,

QK Cancel

a) 48 LFETO 4T (Name) | Z AL ET,
Lz A F—T x4 AT indde £\ S &4ETEITET,

b) [A%) (Enabled) | F = 7Ry 7 A%F I LET,
c) [F—F (Mode) Ji1Z[72L (None) JIZFREL-FFIZLET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
A8 —T 14 RADRE .

d) [BEX¥=VUT 4 —r (SecurityZone) | K v 77X 7 ) A MOBFEORNE X2 T 4
V=BT D0, [ (New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBML
id‘o

7= & ZI1X, indde zone & WO ARIOY — 2 HBIMLET, KA F—T =4 AF, EF=
VF 4 — o BIRA, B —T oA AT N—FIZE OB TCAELENLYET, (¥ —

TxARE, 120X VT4 —IWZORRETHIEL, HEOA L —T A RT
N—FIBTHZLHLTEET, Vv FRidIN—TIESNTEX 2T 4R v—
ZEALET, e 2IE WA v X —T = A AN —AZE ) BT, HMNBA v H—
T oA AEINE —ANZEO Y THZENTEET, ZOHA. N7 740 v 7 BNENS
ICBENCE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

SRS NERIZIHENT TERETE EHA, FEAEDORY o—FF2 VT 4 =2 DR
PR=FLTWET, NATRY —, LT 4 Z R Y — BELOQoSAHY I —T,

= FERFA =T oA AT N—T EEATEET,

o) [IPv4] Z 7. [IPv6] # 7. £ 13F DL T %20 v LET,
(F)  Google Cloud Platform 1 VPC v F U —27 3 IPv6 Z ¥R —F L TWEHEA,

«[IPv4] : v 7H DU ARG [AXT 4 v 7IPEM T % (Use Static IP) ] % i
WL, IPT RLALY TRy hv AT B AT v aRTL TATILET,

7= & 20, 192168112472 8 L AN LET,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.168.1.1/24| Tgé:agi'?égQSS'255'255';28 or

o [IPV6] : A7 — b VA HEEREDOH AL [BEHEE (Autoconfiguration) 1T = v 7 R v
I AEF AT LET,

f) [OK]Z27 Vw7 LET,
ATy T4 (45 (AT DA A —T=A A% ) v 7 LET,
[2M% (General) | % 7 RERRSIET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B sz 1z08%

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

a) 48 LFFETO [4HT (Name) | Z A LET,
e ziE, A FZ—7 x4 AT lToutside] &I LETEFIT £,

b) [£%) (Enabled) | F=v /Ry 7 A&A NI LET,

c) [F—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,

d) [BEXx=VT 4= (SecurityZone) | R v 7 X7 ) A MO BFEONTEX2Y) T 4
V= EBRIRT 50, i (New) 1227 Vv 7 LTHLWEXF2U T 0V —r%BINL
£

7= & Z21%. Toutside zone] W) LRIDY — ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,
(F)  Google Cloud Platform [ VPC > MU —2 [T IPv6 ZH AR — LTV EEA,
* [IPv4] : [DHCPOf#i [l (Use DHCP) ] Z#IRL, IROA T a v D/NT A —F iR E
LET,

« [DHCP ZfEH L CTF 7 4 /v b /b— h Z K45 (Obtain default route using DHCP) ] :
DHCP #—"—=nH7 7 4L b b— R &R L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
BUREFEH LI — MCHID Y TET (1~255) . FELIEA— DT 7+
WEDT RI=A =T 47 T A AL AT TT,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
phep H—i—nzE |

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w
Obtain default route using
DHCP:
DHCP route metric: 1 (1 - 255)
«[IPv6] : A7 — M L AHBEEREDH AT [HEERE (Autoconfiguration) | F = v 7 7R v

J AL N LET,

) [OK]Z27 Vw7 LET,
ATy TS R (Save) 127V v LET,

DHCP H—/\—DHE
A\

GE)  AWS. Azure., GCP., OCIZ2ED/RT7 VU v 7 757 REEICERET 25481, ZOFEEL A X v
ZLET,

7547 NCDHCP #H L TCFIDv/HIP 7 RLAZHET S L 91+ 5541%. DHCP
P R—THHILET,

FIE

ATY 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | #3RL, T/X1M A&7 U v
7 LET,

ZF w72 [DHCP]>[DHCPY—/\— (DHCP Server) ] Z3i&iR L %7,
27w T3 [H—sN— (Server) | ~X— T, [ (Add) |22V v 7 LT, ROA T ar2HELE

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B 7o 1rr—roem

[ H—T x4 R (Interface) |: Ny T H T URXRMNLA L Z—T x4 AR F
j‘o

«[7 KL A7 —/ (Address Pool) ]: DHCP ¥— "—2MEH 325 IP 7 KL ADH FALD
R EroMOEHEZRELET, IPT FLAOHEFIZ, BIRLIF-A v Z—T x4 ALFT
YT Fxy N EICFETIRERH), A V=T 2 A ZAAHDIPT RLAEEDDHZ &
ITTEEHE A,

« [DHCPH— "—% M9 5 (Enable DHCPServer) | : iR L7=A > % —7 = A A7 DHCP
A ek S E) | Nl D= S

ATy T4 [OK]Z27 V7 LET,
ATy TS5 [fRT7F (Save) |27 U 27 LET,

FI7A4IL MIL— FDIEM

F 7 IV b b— NMETEE, SNEA B —T = A ADBEGERRER T v S A R Y —LL—Z Z4E
LRLET, SMBA v % —7 = A AIZDHCP 2T 2551X. 735 AR$TIZT 744 b
N—MEZELTWDHAEEMENH Y £5, FEITL— FNZBNT 2 0ERH 55613, ROF
lE% 94T LEd, DHCP — =055 7 4L hb— b &ZE LIZ8HE1E. [T/ R
(Devices) | >[T/31 REHE (Device Management) ]>[JL—T « % (Routing) ]>[A %
T4 v7I)l—k (StaticRoute) ] ~<—® [IPv4)L— & (IPv4 Routes) | £7zi% [IPv6IL— k
(IPv6 Routes) | 7— 7 MiZFRENE T,

FIE

ATY 1 [T/INA R (Devices) |>[T/31 REHE (DeviceManagement) | #3RL, TX1M A&7 U v
7 LET,

RAT9 T2 [—T4>% (Routing) |>[RET 49U )L— bk (Staticroute) | Z&R L, [b— hZ&EM
(Addroute) 1 Z 27V w27 LT, ROEITHRELET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
Fornti—roen [

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v

Available Network (5 & Selected Network

E.._° Search | == any-ipv4 &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K Cancel

[ZAT (Type) 1: BT DHAZT 47— DX A TG T T, [IPv4] F 721X [IPv6]
FTFariRFE U EI VI LET,

o[ ¥ —T A A (Interface) |: HIA ¥ —T = A AN L F3, BEFEIIIETA >
H—T A ATT,

« MEFABE2 R v F U —2 (Available Network) ]: IPv4 5 7 /L b /L— h DEEIT
[any-ipv4], IPv6 T 7 A+ /L h/L— K DA [any-ipv6] Z 3R L 97,

*[F—F7U A (Gateway) ] £72IL[IPv67 — F 7 =1 (IPv6 Gateway) ]: ZD/L— F DX
JANRYy T THLT— bV 2 AN—F 2 ANELITRRLES, IPT FLAELITIXR Y
NTD—=Z/RANFT V27 NEBETEET,

[ARU w27 (Metric) ]: %55y N =27 ~DkR vy FO¥ZE AT LET, ARMEOH
X1 ~255T, 74/ MEIZ1TT,

AT9F3I [OK] %7 U7 LET,
N BART 4 I — T =T VBEMENET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |

B wozz

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence Deploy % System Help v admin v
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates
1089520 You have unsaved changes B Save Q Cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Interfaces Inline Sets DHCP
OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [{#fFE (Save) 127V w7 LET,

— XA 72 NAT L—/L Tk, NET RV AZANEHA v X —T = ADIP T RLADKR— MNIE
Bl EdT, ZOFATONATL—ILDZ bZ AL HZ—T A A R— KT KL AZLH (PAT)
LIEONE T

FIE

ATFv 1 [T/314 R (Devices) |>[NAT] %27 U 27 L, [#LLAKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RATw T2 KN v—ZARTEMT, R —%2EHT 7354 A&V, [fR1F (Save) 1227 U v L
£
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
NAT D& E .

MNew Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

521192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

AU =R EMCIZBEMENET, IERE, N = — A ZBMT 508 H Y £7,

ATv T3 [—n?EM (AddRule) 1227 VU v LET,
[NAT/L—/LDiENI (AddNAT Rule) | ¥ A 70V Ry 7 ANFKRINET,

ATy T4 EARLV—NDOF T g ZHELET,

Add NAT Rule
MNAT Rule: Auto NAT Rule hd
Type: Dynamic hd

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z3&IR L £,
o [# A7 (Type) ]:[#AFIv7 (Dynamic) | Z&EIR L FET,
AT TS A H—TxA A4 7= b (Interface objects) | 2— T, [HHAGERA X —T =1 A

F 7Y x 7 & (Available Interface Objects) | fEIKMN D [FB806A v H¥—T = A AF TV =7 b
(Destination Interface Objects) ] fEIBIZAME Y — 2 2B L £,
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Firepower Management Center % {3 Fi L 7= Firepower Threat Defense Virtual D& |

B wozz

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| _}, Search by name | ei‘outside zone ]
u:—.i‘inside zone
moutside_zone | Add to
¥ Source
Add to |
Destination |
QK | | Cancel
= ; AP i L
ATvT6 [£H: (Translation) | X—T T, ROA v araFELET,
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic v

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Translated Source: Destination Interface IP

Original Source:*

Original Port: TCP

« [JEDiE(EJC (OriginalSource) |1: 227 Y w7 LT, #XTCDIPv4 b7 7 4 7 (0.0.0.0/0)
DFAYy NI—IF 7=y bEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Cancel |

| Save

HEINAT V— L idA 7 V=7 NEZRO—#E L TNAT ZBINT 5720, VAT
LAEFZD any-ipvd 47 =7 b EFHATHIZ EIETEERA, 2. VAT AE
BOF TV NeiRETDHZEITTEEEA,

GE)
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