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RATw T2 NEF >y b T —2 % GigabitEthernet 1/1 A > % —7 = A ATk L £ 7,

ATvT3

FT7 VM TIiE, IP7 L AZDHCP 2 H L CEG LE 28, PIHIRERICAYT v 7
T RUVAERETDHIEHLTEET,

ST /S A 2 %58 D DR — b (GigabitEthernet 1/2 ~ 1/8) 128t L £,

TN ZADEFEZEA

ATy I

VAT LADBERIIDCEBRCTHIE I NE T, BERY JXHD A,

1R BHHIIZ

TNA AR L TREEEOSWVENZMGET 2 ENEETT (L 21E, BEEEREE
(UPS) %#fEM) . MWDV vy NE T U EITDRWTEARKbNS L, ERAE 77 A LVY
2T LOBEGEGISEZ TR H Y £T, Ny 7 7T 0 RTIEEICZHDO T nk 235
ITENTWT, BANRKbONDE, VAT LETLV—AT Ny y N T TEERA,

FIE

EBIR 77 7% DC EIFIZHCRR L7212 ISA 3000 [Z 86 L £ 37,

BIRT 7 7 OIE LWERFIEIZOW T, [hN— R = TREVA K] © [DCEIFR~DOHH
EHERLTLIZE N,

2T w72 ISA 3000 T34 ZADOFEHIZHH T AT A LED #HER L E T, HEICAIT L TWAESIE. &

R ZDBIFRBA>THVET, FAEICEBLTWAES, SXA RIT— T v 7 72—
JOVPOST (EIFRHAFFH 2T 2 b)) OIRRETT,

T _NTOFTNA A ISA 3000 ([ZTE LS SN TV D HERT D ICIE, [Hh— 7 = 7%E
A R] © THEEROMR] 22 LTI EI0,
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B &® wcossty ro—s8EozE

(FE) CUTOEEXRY FT—URENDEE

TNV EDOIPT FRLREZEATERWES (&2 T M REZBFORy NU—27 (T
BINTA2HE) . v Y — R —MIEHFLT, CLITH#IEY v 7 v 7 (EHEIPT KL X,
F=r Tz, BEOZOMOIEARR Y hU—7REDIRERE) #FEITTEET, FHA
B —T 2 ADHHEHFRETEET, WA v F—T oA ARIEA V F—T = A ATEETE
FHA, INHIFETGUI ZEHA L CRETE £,

Y

GE) REZZV7 (FExE AA—VEBERTL2ZEI2LY) LnwnEDY, CLIty b7y
T2 VT M EBVIRT ZEIETEETA, L, ZROORETXTUL, 75 CLIT
configurenetwork =~ > RZfiH L TZEZHE C& £9, Cisco Secure Firewall Threat Defense =~
YRV T 7L RAEZRLTLIEIN,

FIE

ATy T

ATy T2

BB RET DR a2 —b R— M LE T, FEMIC DOV TIE, Threat Defense CLI ~@
TIEA 35—=) EERLTIEIN,

admin 2—H —LF 7 3L hXZAT— KO Admin123 2L e 74 > L4,

GE) NATV = RBPFTTIERENTNT, NAT=FRDNLRVERIE, 731 2%
BAA—VIHLTARRAT—=RET 74V MUty M 2R0ERH Y £, FIHIC
DUNTCIE, [Cisco ASA and Firepower Threat Defense Device Reimage Guidel % 2R
LTL7EENY,

Threat Defense (]SO T /A F5E, = Fa—HF—F 4 28K (EULA) I[ZREIEL
TEHENATV—REERTL LRk NET, Z0%., CLIty 7 v 7 A7 U7 ER
FrRINET,

T 7 AV MEETZIFLAENC AT LTZER T v aNICERESNET, DENCAN LIEExZF 0 F
FHEHT 61X, Enter #H L 9,

RDOHA RT7A4 2L TIIZEN,

[BHA L H—T 2 A ADIPVAT 7 AN N — U =A% AJJLET (Enterthe [Pv4 default

gateway for the management interface) |: F#E)IP 7 N L A Z 5% E L2 HE 13,
ldata-interfaces) £7-137 —h 7 =AL—FDIP T KL ADOWTE AT LET,

data-interfaces #f%ETH &, TV MUV REHNT 7 4 v 7NNy 7 T L—f% T
EESN, T—H A E—T oA ABKTLET, TORET, A1 ¥ —Fy MZT 7 &
ATELMEBIDOERL >y N T = BRWGRITESL DL ET, BEA U F—T = ANDHIE
BEINDRNT 740 7100F, A X=Xy NT IV BRAEVLBELTHITA B ABGRET —
HAR—=ZADOFHNEGENET, data-interfaces Z T 254, BER v U — 7 ICEH
P L COIVIEE BRA o ¥ — 7 = A A TDeviceManager (F721XSSH) %5 &M T
TETN, FFEORY NI =7 FFHA DY £— MEEOEA X, configurenetwork
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ATvT3

~DnOoA

1 -

~®M 0% 4 >Device Manager .

static-routes 2~ > K& L CEL— 2 BINTH2MLERH D £3, T—X A X —
7 = A A TO Device Manager DEFFIE. ZOREDELZZ TN LITHEELTLE
&V, DHCP ZEMT 584, AT LIEDHCPIC L » TRt SN A7 — 7 =1 24
LEd, DHCP N7 — b = A R LZWVGEEIT, 74—y 7 XYy RELT
data-interfaces # L £,

[(Ry MU — 7 IERNEEL SNIGEITFER A LEIZ/ Y £3 (If your networking
information has changed, you will need to reconnect) ] : SSH C7 7 # /L hDIP 7 KL A |THE
LTV, ¥y hT v 7 TEDIPT RLAEEETLH L, it E
FTo BILWIP T FLRENZAT— RTHEHER LTIV, a2 Y — IR L%
T EHA

[T/ A%u—/VTEILETH (Manage the device locally?) ]: & 721% Device Manager
2T 2L [ (yes) 12 AN LET, W R (no) ] &SR % &, Management
Center 7 /3 ADEHIIFIA L TV IRAEITZ T U FEEEMENT 22 L2k £7,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkxkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

FLWEE P 7 R L A T Device Manager (212 27 A > L TL S0,

~Device Manager

Device Manager (212 74 > L C ZBUCKHT 205 2% &E L E7,

CiscoISA3000 R 5 — b7 v THA K .
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B oszzox7T 65u@)

4R8O SRS
* Firefox, Chrome, Safari, Edge. % 7213 Internet Explorer D/ N— a V2 H L £,

FIE

ATV Tl 77 U0VICRDOURL #ASNLET,

« HH : https://192.168.45.45, CLIE v N7 v 7 THEEIPY RLAZER LIZEEIX, 20
T RLAZANILET,

« (6A4LIHTDOI) NEB : https://192.168.1.1, EEDNESBVIA > % —7 = A A (Ethernetl/2
N5 1/4) ONEET L AICERTEXET, 6.5UKROEA, 774/ MiRETIET —Z A
V=T 2 ADEENEGRE S NEE A,

ATFw T2 2—F—% admin, F7 4/ hXAT— K Admin123 2L a1 LET,

RDBRY

* 6.4 LLRT DA« Device Manager &> b7 > 70 4 F— REFITLET, PIHEEDTE T

(6.4 LL7i) Qym~v)%%%bf<témo65uh®%é-mAmmik/%7/
T4 —REH R — L TWERA, HERICRERIZ2T 7 40 NERENEH I ET,
FID % F#E) Tk T 2121, PIEEDTE T (6.5 LK) (16 X—) ML T2
AN

MEAEREDSE T (6.5 LIEF)
DT ROEEREE BT SOV THI LT

*BVIIIPT RVA: TP ITN—TF A N— A H—T A AT T 7 4 v 7 DB
NBITIE,. BVIIIP T RLAZRETALERHY 7,

CTFRAATRIEEND N T T4 v I DT T4 Mb—h : TRTDA v H—T = A ZLT

Uy DTN—TDHTHY . NTFT 4y VBRI MACT KL ALy 2 7 v 7% L
Y, EEL FAAATRIEEND F T 7 4 v 7 OFAIE. T 74/ bb— hBKRET
T, S~ Y2 BT —HA B —T =2 RAEFET DL, ZOL— MIEBRA
A =T xA R T 74y 7 I ZbHHINET,

FIE

xTJj1cuﬁ/%7/7x7)7h((Eﬁ)me@ﬁﬁz/bv TEREDEE (143—) )
AL TWRWEES., ZOERNRMOEG THIUL, kRO a7 vRErREINET,
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pgazEnxT 6508 [

sy Ra—P—F 4B U AZNELMHRL T, NEIZFEELET,
e admin /XA U — RZZEH L ET,
+ 90 HEIOFHMEI 7 A B AZRIELET

AFv T2 BVIIIP7T FLAZRELET,

TNV TN—T A N— A =T 2 A AT T 7 4 v 7 BN DHIZIE, BVITIP T R
VAZRETDHDVLERH D 9,

a) [T/3%1 A (Device) | X—Y T, [ HF—7 A A (Interfaces) |V~ —iZHdDV 7
7V, [y Y7 —"7 (Bridge Groups) 1 &7 U 7 LET,

b) BVl 7V v ¥ /L—7ofikEr 12 (@) %2270 97 LET,
c) [IPvd7 RL A (IPv4 Address) | #7427 U7 LT, IPv47T RLAEZHELET,

[Z 47 (Type) 1 7 4=V RIHBROWTNNOF T a v E RN LET,

s [AET 4 w7 (Static) |: BEINLWVMERH LT RLAEZEID Y THEAIZX, =
DAFarvE@BIRLET, 7V v VA —TDIPT RLRAEY TRy h~vR 7 %
ANTLET, SN TVDHZY RRA Y MIT T, 203y NU—27 BICHFEET
HTEZRVET, TOT RLVARRy hT—27 ECTTIEHASN TV RN &%
e L £,

EAHMEEZREL, 2O F—T A4 ADHA ZE=Z—LTWAHEAIEL, R
THxy NEDAZUNAPT RUALRELET, AX LA, T RLRAL, AX
NRA TNRAATIDA VA —T =2 AZEVFERHENEST, AZ A IPT FL A
ERELRWEA, 77747 2=y MIFy NUV—7 T AR EHHLTAZ N
A A H =T oA AT TEST, Vo7 AT—h e bT v /952 L LTE
FEA,
[DHCP] : %~ hU—2 E® DHCP ¥ — =57 RLAZEST 25415, 204
ToarEBERLET, 7Y v P I —T Ok A T a rTiEH D £
A, BBIE U THRETEET, SaAHEEZRET L HE. 2037 a ViEfEH
TEERHA, BBIISLT, ROF T a v 2EHLET,

« [DHCPEEM L CF 7 4/ hb— b A Hif5F (Obtain Default Route Using DHCP) ] :

77 %/ hb— % DHCP r— =BG T 20 haRE L E4, @
X, TZFN OO T a o EERLET,

d) [IPv67 KL A (IPv6 Address) | ¥ 7 %27 Vw27 LT, IPv6 7 KL AZHELET,

« [IRRE (State) ]: 72— VL7 R AZRRE LRWGAIZ IPve B ZFEIZ L TY &~
Ja—HhT RURAEZHBPICRET DT, A7 8 %270 v 7 LCANILET
@) . Vo e—HL T RLREIA L F—T =4 ADMAC 7 KL % (Modified
EUI-64 FE) ISV AR INET,

GE) IPv6 DL TH, R IPV6 7 FLAZIEEL TRESN TV D
A B =T A A, FRITEHREDADN/R>TWNDAS o H—T = A A
D IPv6 ALBLI TN IZ 72 D 8 A,

CiscoISA3000 R 5 — b7 v THA K .
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B ossc0oxT 6508

ATvT3

[AET 4w T RLAETF VLT 7 A (Static Address/Prefix) |: A7 — kL A H#)
REMEH L RWGE, BRRALT 4y 7 Zu—sUbIPv6 7 RLA LRy fU—
7V T 4w I AR AN LET, 7o & xIX, [2001:0DB8::BA98:0:3210/48] D L H I
AN LET,

[RAZ i (SuppressRA) ]: /v—% T RAF AL XX FEIHIT 208 5 EHEE
LET, FANRN=FT XA ART T4 )V DO)N—F T RLRAEZAF I v 7R T
XD L9, BBICHT DI —2 T RARA AL XA NIBINTEET, T 74
VT, —H T RRZ A XA b AyE— (ICMPV6 Type 134) 1%, BREHFH*
DEIPV6 A ' F—T oA ATEMITEE SN E T,

=B T RRE A XA M —FBFEA v E— (ICMPv6 Type 133) 1Z5E LT
EEINET, V—FEFHEA v E—DIE, VAT LADORERFIR X FLEES LD
2, RA NI, WICAZ P 2—LENTWHIL—F T RARZAL XA N Ayt —
CEROZ LR EEBICHBRETE T,

BT D5 TNA A TIPV6 T L7 4 v 7 AT A VBN N, o —T =
AA WA B =T 2 A R ) T, ZThHDRA =V TE £1,

[AH L 3A1PT R L A (StandbyIP Address) |: @/ fMEZHEL, 2O X —T <
AADHAZE=Z VT LTWDEAIEL, RAUY 7 Xy N EICAZ 3L 1Pv6 T R
LALEELET, AZ UL T RLVARIL, RAZ N TNRALATIDOAfH—T =
A ALV EHENET, AZ AL IPT FLAZRELRWES, 7775747 =
=y MIFY NI —7 TRAREHEHALTAZ RN, f B —T o2 A TR TX
T, VT AT — e NT w7 THELNTEERA,

e) [OK]%27 VU vZ7 LET,

TNRAATHEEND NT T4 v I DT 74NV M—FERELET,

TRCDOA L E—T =2 A RF TV o ITN—TFDO—HTHY, NT 7 4 v V7EEICMACT R

VAN 2T w7 EERLET, L. XA ATEEIND N T 7 40 v 7 OEFEEF. T

T ANV = EBMETT, B~ N2 A BT —H A F—T A A (T74/VF) OF

FIZTDHE, ZONL—NMNIBFEHA L H—T A A NTFT T4 v Z7IZHBEHINET,

a) [T/3 A (Device) 1227 Vv 27 LTonb, =7 427 (Routing) |~V —IlcHsbl
I EIY I LET,

[AHXT 4 w7 V—T 17 (Static Routing) | X— TV NFERINET,

b) F ERIE[AFXT 4 v — FOIER (Create Static Route) 147 YV v 27 LET,
Q) TI7ANI— R DT ENRT 4 ERELET,

[l CiscolSA3000 R 5 — F 7y THA K
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Add Static Route :

Name

default

Description

Protocol
@ () Ipvs

Gateway

gateway v

Interface

bvi1 (BVI1) v

Metric

1

Networks

+

IFq any-ipv4

SLA Monitor Applicable only for IPvd Protocol type

Please select an SLA Monitor v

1[40l (Name) | Z AN LET, =& 2IF ldefault) & LET,
2. [IPv4] £72I1L[IPv6] 7 VA RZ %7V v LET,
IPv4 & IPV6 (2% L CIEBIDT 7 4V b b— R ZAERT D2 LR H Y 9,

3 [F—hrU=A (Gateway) |27 Uy 27 LTHhH [H LWy hT—27 OFERL (Create
NewNetwork) %27 U > 27 LT, = U xzAIPT RLAZFRAINET V7 heL
TEMULET, [OK] 227V v 7 LTAT V=7 FaBMLET,

CiscoISA3000 24— F 7 v 744 F I}
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B oszcoxsT 655

ATvT4

ATvTH

Add Network Object

Name

gateway

Description

Type
@ Host
Host

10.99.12.5

4. [f > #—7 x4 A (Interface) ] T[BVII] Zi& R L £,

5 [y hU—2 (Network) | ¥ 714 a>%27 Vv L, IPvdT 7 4/L hb— DA
I [any-ipv4] . IPV6 T 7 4+ /L b Jb— K DA [any-ipve] Z 3R L £ 5,

d [OK]ZZ7 V27 LET,
e) [OK]Z27 V7 LET,

(LE) CLITOEHX Yy NT—I7REOEL (14X—) ZHEALTHLWERIPT ML
AL =R Y2 A ZRELTORVGAIL, [T/AM R (Device) | > [V R T LERE (System
Settings) | > [EE A 42 —7 x4 X (Management Interface) ]"X—Y CTIP 7 KL A L 7 — |
VA EBETEET, 77UV EHEALTH LW FLRICHERT 20BN H Y £7,
Web X—Df LIZH D [EHEDRER (Deploy Changes) | 74 2> %27 U w7 LET,

ZOTAaVE, BREENTWRWEERLIEAIC Ny b ~— 7 THEAFRRREINET,

&

[REH DT (Pending Changes) 1V 1 ¥ RUIZIE, REDEN—Va v ERBETOEFE L
DN ERRSNE T, TODOERIX, HIFRSNZEFR, BINSEE, F3mESN
TFERERTEOICBTTINTWVET, AOBRIIIONTIE, V4 RUDBIESRL T
<IZ&EW,

AT 76 EENFEICHEN LW EEIT, [T <EB (DeployNow) 127U v 27 LT, Ya7a7 <z

Pt CTE £,

Il CiscolSA3000 22— +7 v THA K
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pmzoxT Gausn

Uy RUICRERBAPETHT TOHLZ LR ENFET, Vv FUZMAL L0, £ITRMDE
TTHE TR TEET, BANEITTOMIZU A FUEZHAL TS, Ya7i3skLEY

A/o

fERlE, 2 A7 VA MREED VTR TEET, Va vy FUERWZERICLIESEA,

[ERERE (Deployment History) 1| V> 27 %7 U v 735 LERBEFRENET,

RDBRY

T T A B ARG EEMAT L LB TEETR, T RAERBE LTI A%
BT 6Z 2B LET, 742V A0ORE 235—Y) 2R LTIEIN,

cF o, THRAADORELETINT S Z & HTEXE9, Device Manager (6.5 LAE) TOHFT
A ADFRE 28 X—) ZZRLTITEEN,

=JL = = o] 2
PEAREDSE T (6.4 LLAI)
WIWIER E & 52 T3 5121k, H&AIZ DeviceManager (20 74 > LTz Xty v T v 7w 40—
REFEHLET, By b7 o7 U4 F—=FRDETH, W ODPDOEARRY o —NEUICERE S
NIZHERE L TV D T3, AR ME T,

« 4856 (GigabitEthernet1/1) 35 X O\WHA > ¥ —7 = A A, GigabitEthernetl/2 ~ 1/4 |%, 7
Vol Th—TF AUNR—HNIZHY £,

cNIA VA =T A ALAA v H—T =2 ADEF 2V T 4 =1,
NP BN A~DTXTDNT T 4 v 7 Z2EHT L7 7 A LV—,

s NERA DA A~DTRTCDO N T T 4w T BN A X —T =24 ZADIP T KL ADEAFD
RN— "N ~EH S LA 7 —T =14 ANAT /L—/1,

s NEA > ¥ —7 = A A THERITSH TS DHCP H—r3—,

GE) (E&E) CLI TOEHA Yy FU—I7REDER (14 ~—2) OFIEZFTLIELEIE. Zh
BEOX AT DO—H, BARIITEIE RAT — ROET, BIWMNIA v ¥ —7 =1 2 LEHA
A =T 2 ADRENT TIZE T LTHDIFTTY,
FIR

ATYT1 = R a—F— T4 AZHELFATREL, FRERRAT—REEET L X 91KRD
bNET,
BATT DIZIE, ZNODOFIHEZETTHLERH Y £,

CiscoISA3000 R 5 — b7 v THA K .
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B oszc0x7 Gavm

ATV T2 WA H—T 2 A ABLOEHA VX —T 2 AR L TROA T > a v EREL, R~

ATvT3

ATy T4

(Next) 1227 VU7 LET,

G¥) [k~ (Next) |27 Vv o THE, BHEDT A RAERINET, 1 ¥—T7 =
A ADLHENE (9835 £ 720, Toutside zone] BF¥ =V T 4V —ITBMESNE
T, REMWENELWZ E&2MERLET,

a) [FMHAA > H—7 A A (Outside Interface) |: ZAUX, F'— TV = A L—FIZHRT HT2
DOT—=F K= TE, T35 ZOHMRRERHI DI A 7 —T = A Za@IRT 5 Z
LIXTEEHA, BHIOT =L AL H—T 2 A ABRT 74V hOIWRA v H—T =24 AT
7

[IPv4D%E (Configure IPv4) ]: #MiA > X —7 = A AHD IPv4 7 KL A9, DHCP %
T2, FRETEHTAYT A7 IPT RLA, 7Ry h~RA7 BIOF—h
VA B ANNTEET, 47 (Off) JZBIRL T, IPv47T RLAZFRE LRV E W) 38R
KbV ET, By b7 v 7Y 4P — RZHEH L TPPPOEZFHET D Z LILTEEH A,
AU B =T 2 A ANDSLET A, 7F—TIVET A, FTIXISP ~OMOBEGIZHEE S LT
B, ISPAPPPOE i L CIP T L AZEM L T 541X, PPPoE BN I|Z /2 585
EVRHVFET, U4 — ROFETHIZ PPPoE A ETE £ 7,

[IPv6 D% E (Configure IPv6) ]: /MiA > ¥ —7 = A4 AHD IPv6 7 KL ACT9, DHCP %
FHT D0, FEEFFFHTRAEYT 4V IPT RLVA, L7497 A BLOWY—Fo=x
AZANNTEET, 47 (Off) 1ZBIRL T, IPv6 7 RLAZHE LR E WD BT
%@iﬁ—o

b) [BEA 42 —T x4 X (Management Interface) |

[DNS#—/% (DNS Servers) |: A7 LADOEHT L AHOD DNS H—/3, £ FifiERHIC 1
DOLLED DNS —"D7 RL2&E AT LET, 7 74/ hE OpenDNS /37 V 27 DNS
=TT, T4 =V REREL., 774/ MIELZWEAIEL, [OpenDNSZ £ (Use
OpenDNS) %227 Vw7 325E, 74— /L NIZHEERIPT FLARY B — RRINET,

[Z77 AT U4 —/VRA 4 (FirewallHostname) |: VA7 AOEET RLADKRA ML T
hd‘o

VAT LA ERRE L, [k~ (Next) 1227 U v 7 LET,

a) [ZA LY —r (TimeZone) |: VAT LADH A LY/ — U BFRINLET,

b) [NTP# A L#—,3 (NTP Time Server) ]: 7 7 4/ h®O NTP h— & HT 50, AL
TWAHANTP Y —"DT L2 ZFEHTANTLEINERRLET, Ny 77 v 7HICERD
P REBITEET,

LE) VAT LDASY— "I BLUAEZRELET,

Threat Defense 7 /31 AZHEATH &, BEIFNZHEART S B AR WTEET, T XTHIE
MoA v RIAT g T,

A= IABVVADT OO FEREL, VAT ABNELTET A AT 205
NHYFET, HBPIL0 AEOFM A B A2 EHL, B TCAY— 74 BV RAEZRETE
i‘a‘o
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ATy TH

sttvzoiz |

TNA AT BET HIZIE. V27 %27 Y v 7 LT Smart Software Manager D7 7 7 > K
WA LET, 48 RA0ORE 23 X—Y) ZZRLTIEEIN,

P T A 2 A BT DI, EEETTI290 H ORI 2 BA469 5 (Start90 day evaluation
period without registration) ] %&£ 7,

[#7T (Finish) 1 #27V v 7 LE7,

RDBERY

cTHET A B A EGIEREMMATHZ L TEETN, T/ ALREL, T/ 2%
PRI ezR@oLET, 2ZRLTKESVTI A B RADKRE 23 X—Y) ,

* Device Manager ZffH L TT7 A AZRETHZ L HTEEJ, [Device Manager (6.4
LIRD TOZ77 A7 U4 —NADORE (30—2) | 2ZRLTIZEN,

SAtE U RADETE

BRI T A5 11X, A B ADBABIRNTIA B A F— L O— BN A RER S A o
A=K7 T T4V T EERLET,

Uy — T EBET D L. License Authority {2 L > T ¥ — 3 & License Authority [f] O 8{E (Zfif
MEN2 IDFEAERRITSNET, o, BURKRET VY MZyy—URED 4 THR
ij_o

EARITA B AZHBNICEENTT, Av— T4 BV 7T, FEBAL TV W
NSEE AT A Z SIXTEERTAN., ROFTT L 3 VT A & A &AL THEILT 5 04
ERH Y FT,

» Cisco SecureFirewall Threat Defense M IPS: X =2 U T 4 £ 7 U T = A & Cisco Secure
IPS

« Cisco Secure Firewall Threat Defense D < )L™ = FREE : ~/v 7 = 7 B
« Cisco Secure Firewall Threat Defense ® URL Z 4 LB >4 : URL 7 4 VX U 7

* RA VPN : AnyConnect Plus, AnyConnect Apex, ¥ 721% AnyConnect VPN B,

FROTA B RTMAT, 1, 3, FREFSEOT v 7T —NIT 7 BATDHRH, #%4TD
PBTRAI VT a v EHATLOILELHY T,
VAT LADTA BT TOFEMCOWTIE, [FDM 27 4 ZL—va > 4 K] #5801
LTLEE0Y,
IR HAETIC

» Cisco Smart Software Manager (Z~ A ¥ — T A7 NeFHLET,

CiscoISA3000 R 5 — b7 v THA K .


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://software.cisco.com/#module/SmartLicensing

Device Manager T Threat Defense D &R |
B >t xozx

FETAT U N EBRLTROWEAIE, Vo2 a 7 )y 7 LTHLWT AU Y hEEEL
TL 72 &V, Smart Software Manager Cli, #ffkD~ A X — T MEERTE £,

s (LT IAT AT T EERALTAEMEEIND) HiEaEAT 2i2iE, ZHEHAD
VAaAAw— VT NI 2T TA RIS T Y NTIRI 5 (3DES/AES)
FTABAEHRHATEALENRDY 7,

FIE

ATVl BEVWOR—K T4 vV T TAHATY M, MEBERIABUVAREENTND Z L %2
WMLTLEEN,

TAV L RE, VAT FERITRGERBEEN ST S RAEEA LRI, Av— Y7 huxT
FGAR T T MY 7 ERTWET,

AT 72 Smart Software Manager T, Z DT /A AZBINT BT o hOXEFN—27 o H2FRL
Tatv—LEd,

a) [Inventoryl %7 U v 7 LET,

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] ¥ 7 C, [New Token] #7 UV v 7 LE T,
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B4k b—72 »%&A{ERL (CreateRegistration Token) %A 7 1 7R v 7 AT, LA FOREME
ADLTHrE [ h—2 »%&1ER% (Create Token) 1 %727 V v 27 LET,

[l CiscolSA3000 R 5 — F 7y THA K


https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://software.cisco.com/#module/SmartLicensing

I Device Manager T @ Threat Defense 0 & Fd
stwvznzz |

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days
Enter the vaiue between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

« [BA (Description) ]
s (IR (Expire After) ] : #E5EEIL 30 H T,

[Z2D b= TGRS LB Tl A PR RE 25T 9% (Allow export-controlled
functionality on the products registered with this token) | : @R S{LFFAI S LTV S
DFETH 2L T ITA T VAT T T ERNICLET,

k=27 3 A v _v MicBEmEnE7,

b= OEMCHDRANT A2 %27 ) 27 LT[h—2 > (Token) | XA T RIHRY
I AERME, b= 1IDEZY vy TIAR—RIZat—T&s5LoCLET, BEICHTD
Bl OGN E 2 & ZIZHROTFINATHERT 272012, ZO =7 2 #FELTHEEE
7,

®3: b= DRT

d)

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions

MjMEZJIhYTITZGOdOSﬁOYjKZL@ 2017-Aug-16 19:41.53 (in 30 days) ASAFP 21101

Allowed Actions =

4: r—H2DaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

CiscoISA3000 24— F 7 v 744 F I}
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B st ozozx

AT w73 DeviceManager C[7 /XA A (Device) |%#7 U v 7 L, [A~—FT A& A (SmartLicense) ]
DY~ —T[HEDF (View Configuration) | %27 U v 7 LET,

[A<~—]F T4 A (SmartLicense) | X—TNERRINET,

ATV T8 [T AD% Gk (Register Device) | %7 UV v 7 LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

6 9 9 0 REGISTER DEVICE
days left.

WIZ, [A~¥—F 7A &2 A%Ek (Smart License Registration) | %A 7 2 7R v 7 ADFERIT
WoT. b= THED AT £,

Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

.2 On your assigned virtual account, under “General tab”, click on “New Token”
| to create token.

Copy the token and paste it here:

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v

(5) Cisco Success Network

Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware
of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

Il CiscolSA3000 22— +7 v THA K
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ssevzngz |

ATY TS [T/34 AD%4% (Register Device) | %27 U v 7 LET,

[A~— ]k FA4 A (SmartLicense) | X— VIR £7°, 731 ZAEEEHITKRD A vE—
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APIEFIORER S, N—VREHFIND L, ROE I ITFKRSNET,

Device Summary

Smart License

CONNECTED
SUFFICIENT LICENSE

Last sync: 10 Jul 2019 11:39 AM o
Next sync: 10 Jul 2019 11:49 AM

ATv 76 LELUT, TRENOLT v ay T4 A0 [FiMb/8eh{t (Enable/Disable) ] 22> b
a—nLx7 0y s LET,

SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: @. Intrusion Policy

URL License

ENABLE

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

ENABLE

Malware

This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
and block malware in files transmitted over your network.

Includes: D. File Policy

RA VPN License

Type PLUS v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Firepower Device Manager does not support any of the advanced features covered by the
Apex license.

Includes: RA-VPN

* [%h1t (Enable) ] : Cisco Smart Software Manager 7 7 7 > MNMI T A & A& EL, HIH
SNTHERENAENCRVET, FA B AL o THIEENDIRY > —%2REL., BET

TET

o [k (Disable) ] : CiscoSmart Software Manager 77 7 7 > kD T A & 2 A Z B Gk fiRhr L .
A S AU RERE N ERNIZ 72 0 £, HLWRY U —DEREDRTE S, T ORELZ T %

RYT—DREAS TEEEA,

*RAVPN 7 A B AZGM LIZGAEIE, AT 48 20X A7 ([Plus]. [Apex].
[VPN B4 (VPN Only) ]. 720X [Plus & Apex (Plusand Apex) ] Zi®IR L £,

CiscoISA3000 R 2 — + 7w THA K .
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. Device Manager (6.5 LIf#) TH T/ RDEE

Wl PLUS ~ DISABLE

VPN ONLY

PLUS
sle remo that
dvanced BREX the

APEX AND PLUS

e BT HE, THIY METFA B AR ITN— V% T 5 LTI RO IEUERL
Ayb—UNFREINET,

Device Summary

Smart License

LICENSE ISSUE Last sync: 10 Jul 2019 11
OUT OF COMPLIANCE Next sync: 10 Jul

There is no available license for the device. Licensed features con

GO TO LICENSE MANAGER Need help?

tinue to work. However, you must either purchase or free up additional licenses to be in compliance

AT TT HERe vy 727 RSN [ OFRS (Resync Connection) ] % 3R L C, Cisco Smart
Software Manager & 7 1 & > AfE# & A S & %9,

Go to Cloud Services

Resync connection

Unregister Device

Device Manager (6.5 LIf%) TOT/\Af RDEKTE

WOFNETIL, IBIEREOREOMELZFA L E4, SFEICOWTEMRIEREEFZRT S
X, RX=VDO~NNTHRE (?) BIY I LTLIEEN,

FIE

ATYTN TV oV IN—T ¥ —T oA ABBT DGEEIE, [T/3 A (Device) | ZiIR L, [
v H—7 x4 A (Interfaces) | DMEDY > 27 %7V v 7 LET,

BB —T 2 A ZADMET A3y (@) %70 9/ LTE—REREL, IPT7 FLARY
DHREETEFZ LFET,

WOBTIL, Web — =2 DT v 77 7 v AT REREEARE TS [HEEHhE)
(DMZ) ¢ LTHATA1-0DA 2 —T oA AL LET, 8T L7125 [IR1FE (Save) |
7 Vv LET,

[l CiscolSA3000 R 5 — F 7y THA K
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Device Manager (6.5 L&) TOD T /3 RDEHTE .

K54 8 —T x4 ADwEE

Edit Physical Interface

Interface Name Status
ae @
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static s

IP Address and Subnet Mask

192.168.6.1 24

RATY T2 [KRVU— (Policies) | #RINLTHy hT—2 DX T4 RU—%MkLET,

TNV ETIE, TRTOAS =T 2 A A TTRXTONT 7 4 v 7 PRFFRISNET, o
X2V T4 = EBINTAHAIE. TRODY — D NT T 4 v 7 BFFAITHL—LRN
T, BT, MHENMNEELTOIMREELTOIT, TOMORY > —Z25E LT, BN
P —E RO, TRV AV EWMHETCEET, RORY o—Z2RETEET,

+ [SSLiE%5 (SSLDecryption) ]: R A, ~/L 7 =7 72 EIZOWTH S b S -85kt (HTTPS
Y ERETLIHAIE. BEREEB LT ALERHY T, CowksEETIMEN
oL E IR DIZIZSSLIE SR Y —2fH L ET, VAT A%, MARIZH & P
L ET,

[ TAT T 47T 4 (dentity) ]: fHx DZ—WF—IZFy NT—7 T 7T 4 €T 1 & EAf
J5, Fria—Y—F e — I N —T DA NN— SIS T Ry N T—7
T AEHIET LHAIEL. FEDOY —AIP T RLAICE#EMT O TV D2 —H—%
PETDTeDITAT T 47T 4 R —2HEHLET,

c[BX=2 VT ATV TV A (Security Intelligence) |: 77 v 7 U A MNERERFH D 1P

7 RUVAETIFURL O# A -2 HIZ Fe y 74 512F, X274 407092
AR —FFERLET, BEAORIERYA b2T7 T v 7 VA MIBETIUL, 77ER
ay b= R —TENLEEET DMNENRL 72D FT, CiscoTE, EF%=2V T o
ATV ADT T v 7 VA RPEICEFRESND L2, BEHORERT RLASL
URLDEMEH 7 ¢ — Rt L TWET, 74— F&ElT2& 77 v 27 VA DA
HEBEMEZIZHIBRT 272012 R ) o—2mETLIMLERDH D THA,

¢ [NAT] (v RU—2 T KL AZH)  NERIP T R L RAENIONL—T ¢ T w[fE7RT R
L AR D72 DICNAT R Y o — 2 L £,

o [7 7 & Al (AccessControl) ]: > hU—7 ECHA[T HEEHDOIEICT 78 A a2
Fe— b RY o—ZEALET, EF2VT o0 V=2 IPTRLA, 7rbhan, K-

CiscoISA3000 22— +7 v 7H4 K I}
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. Device Manager (6.4 LIR) TD 774 74— ILDEEE

ATvT3

ATv74

k., 77U 4 —3 3>, URL, 2a—HP—F 73—V — I N —T 12k > TT 4 L FUFLT
xFT, T2, T RBABEA—NAEHFHLTRARZ 740 (AT =7) KU —%
WHLET, ORIV —%2FHLTURL 74V ) 7 aFEELET,

« [fZA (Intrusion) ]: BARY —ZHHL T, BEMOEZEERELET, 77 &Rl

N—VEFEHLTEARY O —2EALE TN, BARY V—2HEL TR EDRAL—
JVEITEIRINCAE D E IR ESIC TE £,

WOFITIX, 77 B AHIEARY > —THNEY —> & DMZ V' —>DORD N T 7 4 v 7 ZdFal4
LR LET, ZOBITE, [BDOHR% T (At End of Connection) | 23EER 4L TV 55
Ay [mF¥ 7 (Logging) | ZFRWTHOWT IO X 7 TH AT v a NIRESNERE A,

H6:7YVEXavbA—ILKRY—

Add Access Rule

Order Title Action
2 v Inside_DMZ B sllow v

Source/Destination Applications URLs Users Intrusion Policy File paliey Logging

SOURCE DESTINATION

Zones + Networks +  Pos +  Zones + | Networks *+  Pons/Protocols +
B inside_zone B dmz-zone

[7 /34 A (Device) | Z#BR L To2 6, [BH (Updates) | 7 /b—7 T [REDET (View
Configuration) 1% 27 Vw27 L, VAT LT —HZRXR—AQEHAT V2 — NV EFRELET,

BARY —ZHH L TWAEAITZ, V—/LE VDB OF — X RXR— 2 2 EMR B Z2RE L
9, X2 VT4 ERT7 4 — REFERATIHEE. TROOEFAF Va2 — NV EHELE
T, —HBHEUEL L TCEX 2 U T 4R —CHENEBEREFERT25H81E. 20T —F_—
ADEFHAY V2 — N AERELET,

A=a—O A (Deploy) |RZ %27V vr7 L, [543 <HEATS (DeployNow) | HR¥

o,

[ f 3$ r
=t

(=®) 227V v27 LT, BERNEZT A AZRALET,
BRI, TNOZRBETLETT A ZATHMNIRY FH A,

Device Manager (6.4LIEI) TD I 74 7O A4A—ILDEKE

[l CiscolSA3000 R 5 — F 7y THA K

WOFINETIE., IBIEREORTEOWMELZFHH L £, FFEICOWTEEMREREERT DI
X, RXR=VDO~NNVT HRE (?) BT YT LTLIEEN,



| Device Manager T @ Threat Defense 0 &4

ATy 1

Device Manager (6.4 LIBT) TD 774 74+ —ILORE .

FIE

A7V IN—=T A B =T = AEEBT D551, [7 /34 A (Device) ]| ZiEIRL T
[f X —7xA A (Interfaces) | OWEDOV > 27227V v 7 LET,

ff =T oA ZADRET A2y (@) 270 97 LTE—REBREL, IPT RLARY
DOREETEFRLET,

WOHITIE, Web V—_R—=72 DT v 77 7 v AARERBREAFLE T D [HEEHE )
(DMZ) & LTHHAT AL v 2 —T = AR LET, 58T LI26 [B-1F (Save) ]
7 Vv LET,

B7:408—J 14 ADHE

Edit Physical Interface

Interface Name Status
i ®©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static R

IP Address and Subnet Mask

192.168.6.1 24

ATVT2 HiLnA v E—T A ZAEMRT D561, [F7 =2~ (Objects) [ZFIRL, HRNOH[E

X2 U7 ¢ —> (Security Zones) | ZE#IRL 7,

MEE IV BEIE U TH LW = 2 ERLET, A F—T A ATIE L, X2

T A =BV TRY =R T DD, FA U H—T oA AT =R LT D
ENRHOVET, A F—T oA REEHT D56, V= IlA =T oA A%ELS ZEIET
EFEHA, ZOED, BLWA U H—T oA ZABER LR, £REBEEDOA v —T A A
DORAMELEFE LI-BICXEICY — A7V 27 FaRETHIHERH Y £,

WOHFTIZ, DMZA > B —T 2 A4 ZADF=DIZH LWDMZ Y — U BERT D HiEEZ TR LET,

CiscoISA3000 22— +7 v 7H4 K I}
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. Device Manager (6.4 LIR) TD 774 74— ILDEEE

ATvT3

ATvT4

H8:txalTasV—rFTPzH k

Add Security Zone

Name

dmz-zone

Description

Interfaces

@ dmz

W2 54 7> N TDHCP 2l L TF /3 2B IP 7 FLAEZEFET 2BE81E. [T/IAA R
(Device) 1> [V AT LEE (System Settings) ] > [DHCPH—/\— (DHCP Server) ] % #4R
LTH 5, [DHCPY—/\— (DHCP Servers) | # 7 #i®IR L £,

T TICNEA X —7 = A AFITHER SV TV D DHCP Y — =3B 0 30, 7 KL A 7—
NERELTZD, TNEHIRLEZVTHZENTEET, MONIA ¥ —T7 = A A% L
T29EE. TS DA v Z—T A A RIZDHCP Y —/ =%k v b7 v 7T 5002 —HEHY
T, [HEZV v 7 LTENEA v F—T = ADYP— =T FLAF— L 2R L ET,

[#%5% (Configuration) 1% 7 T2 74 7> Mg Ei15 WINS B L UNDNS D U A k Z a4
TAHZELTEET, ROWFITIE, 7 FLA 7 —/LdD 192.168.4.50 ~ 192.168.4.240 T inside2
A B —T 2 A A LD DHCP r—R—%RET DHHEEZRLTVET,

9:DHCP H—/\—

Add Server

Enabled DHCP Server o

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[T 734 A (Device) | #HIRLTHH, PL—T 17 (Routing) | 7 /V—7"T[REDFER
(View Configuration) | (E72X[BAIDAZ T 4 v 7 )— hZ{ERK (Create First Static Route) ])
7V w7 L, TN Rb— MERERLET,

T 7 AN b b— NMEIEE ., INBA v H—T 2 A RALUSINTFET DT v T A MY — A FE ISP
N—RERLTHET, T 74/ D IPv4 L— MIEED ipvd (0.0.0.00) . 77 4/ bD
IPv6 /L— MIEED ipv6 (::0/0) T, HHTHIP A=Y a T Ei— bEERLET,

[l CiscolSA3000 R 5 — F 7y THA K
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ATy TH

Device Manager (6.4 LIBT) TD 774 74+ —ILORE .

NEA B —T 2 A ADT R AOHFEIC DHCP 2T 4554, VERLFT 74/ K~ L— |
I TICH > TWAZ ERHY £,

G ZOR—VTERLIA— ML T ALY T 2 A AFOBTT, EHA
H—T 2 A AT BLEEA, [T/NM4 R (Device) 1> [V RATLERE (System
Settings) | > [BEEA 72— 4 X (Management Interface) | CEH /' — b U =
ALZRELET,

WOBNZ, IPv4d DT 7V h b— hERLET, ZOBITIE, isp7— FV = ALISP 7 — h
DxADIPT RLAEZHBNT DRy hU—2 A7V =7 FTT (7 RUATISP BT
HZRENRBHY ET) , [F— b =A (Gateway) | D FHO [H LRy T —27 Z{ERT 5
(Create New Network) | Ky 7% URXA &2 Vw7 LCZOFT V=7 MaAERT 5
ZENRTEET,

10: 77+ ML—F

Add Static Route

Protocol

@ 1Pva O 1pve

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

:.L-TJ any-ipvd

[R Y — (Policies) | ZEIR L THy hU—7 DXV T 4 RY —%HERLET,

FRAZA Yy T v 7 4P —RiZ, REY —r M —o DO T 7 4w 7Ja—%
ML EST, Fiz, A F—T =2 A RAEFATDIHERIC, BA LV H—T oA ATHT D
A =T 2 ANAT bANILET, LA U H—T oA AR LGS TEH, NED
S F Ty MGEMT AESITFNGICT 7' AHIEL— LA BRI SV E T,
=12 L, BEOWNHA v Z—T A ARHDHGETE. Wil — LN —~D T 7 1 v
I 7a—%FFHAT 5T 7 AL — A RNMLETT, otxa )T 4 S — A BNTAEE
X, ZNHDY = D NT T 4 v T BT H—ADBRETT, T OITRIEROZETIZ
AN/ S
B, MNP LT ARERESDL DI, FOMORY) —%2FELT, BIF—E2D
A, NAT B X7 78 A L— L2 WFHRECTCEET, RORY O —%2FRETEET,
* [SSL#E 5 (SSLDecryption) ]: 12A, v/ 7 =772 EITONWTHEB(L S 7o #fe (HTTPS
2 E) EHRETIHAIR. BRAE S LT ALERHY £9, CoBRAE ST HMEN

CiscoISA3000 R 5 — b7 v THA K .
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. Device Manager (6.4 LIR) TD 774 74— ILDEEE

HOEVEHMT DITIESSLEZRY U—2H L ET, VAT LI, BERICERZ A
b LU ET,

[TAT T 47T 4 (dentity) |: lHxDZ—Y—IZxXy NT—2 T 7T 4 €T ¢ ZES
5, Flia—Y—F i —Y—IN—T DAL NR— S ICESINT Ry NT—7
T 7w 2 EHEET H5A R, BED Y — X IP T FLAZEEMIT b TWE a—F—%
HESTDIDITAT T 474 RV —%HLET,

c[EX 2 VT 4 ATV Tz A (Security Intelligence) ]: 77 v 7 U A NEERHF A D IP

7 RUVAETILURL DA T2 HIZ e y 7751203, EFX207 104070V
AR —EHEHLET, BEBORERY A 2777 X MIBETIUX, 77 EX
a2 b=V R —TENDLEBETLXLENRL 72D ET, CiscoTlE, EX=a2UT 4
AT IV ADT T w7 YA MPRBHCEFIND LI, BBHMORERT FLAR
URLDOEMEH 7 4 — FEREELCWET, 74— F&2HTIE, 7707 U R OIA
HEEBNMELIFHRTDZOICRY U—%2HETIHILERD Y THA,

*[NAT] (ry RT—2 7 RURZHL) - NEIP T L RAZINBON—T 1 T Ha[REIR T R
L AR D7D NAT R Y o — & H L £,

o [7 7 A (AccessControl) ]: F v hU—2 ETCHRATHEEROREIZT 78R 2
fep— R —%ALES, E¥=2UT7 4 V=2 IPT RLA, v hail, R—
k., 77V 47—y a3y, URL, 2—V—F/ida—F— I N —T12 L > TT7 4 VX IHET
TET, Fe, 77 BAHENA—NVEERH L TRALTZ 7 AL (AT =T) R —%
HWHLET, ORIV —Z2FHLTURL 74 V&V 7 E2FELET,

o [ A (ntrusion) ]:BARY > —ZfH LT, MHOEZEEBELET, 77 & AHIE

W=V EHFEHLTRARNY O —2@H LE TN, RARY —2HE L TREDRAL—
VR BRINCA D L 21T ERIC T £,

WOBEITIZ, 7278 ZHIEHRY > —THEY — L DMZ V' —2 DD NF 7 (v 7 ZEFal4
LHEERLET, ZOBITIE, [#5OK% T (At End of Connection) | MBI STV 55
A, [PX 7 (Logging) | #BRNTHONWTNOX 7 TH AT v a VITREINEE A,

1M:79X3avrao—jLRY—

Add Access Rule

Order Title Action
2w Insicle_DMZ B slow ~

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones o Metworks + Ports + Zones + Networks + Ports/Protocols +
g inside_zone B ¢mz-zone

ATV T6 [T/34 A (Device) | Z#RINL T2, [EH (Updates) | 7/ /—7"T [REDFER (View
Configuration) | %27 U w27 L, YAT AT —HRX—ADHEHFAr P a—NVERELET,

Il CiscolSA3000 22— +7 v THA K
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ATy 17

Threat Defense CLI~AD 7 Y X .

RBARY —%MEH L TWEEAEIX, L—/b e VDB OF — & N— 2 & E {070 B & 3% E L
Y, EX 2 VT AR 4 — FEMEAT 56813, TNOOERA TV a— N E2RELE
T, —EEMEL L TEX 2 VT 4R Y — THIBMIEFEREZ N T 25813 207 —2X—
ADEHFAT Y a—NVERELET,

A=a2—0O[EA (Deploy) |R"Z %27 Uy 7L, [T <EATS (Deploy Now) ] RH

( ) 7V w7 LT, BERNEET A AZBEALET,
EHEIZ, ZNOEBEATLETT A ATHDITRY £HEA,

Threat Defense CLI~ND7 Y X

&

ATy T2

A< RNIA A H—T 24 A (CLI) A LTI AT LDy N7 v 7 BTV, FEARE
RYATIADN T TNy a—FT 4 T HT0VET, CLITYy > a v bR —2HRETHZ
LITTEERA, CLIICIE, v Y — L R— R NIEERELTT 72 TEET,

BT A TN, ZADEEA X —T = A AT SSH THEHE TX £4, SSHEHD A
VHE—T 2 A AEBHNTWAIES, T—H A F—T 24 A LOT RLAICHEHETE FT,
FeB B =T A A~DSSH T 7R3 TF 7 4V TN > TWET,

FIE

CLIIcr A LT, BHa L a—F&ay)—)LiR—F, RI45K—F, I=USBAHAR—Fk
DVFRNICHSRLET, THEHOFRXL—T 4 T AT NIRHERUSB Y 7 T4
REVTA VA P=L LTLEEN, ROV TAREELHEHALET,

* 9600 R —

87 —4 Bk

e NRUFT 4721

1 Abhy 7 Ev b
a—H—Fadmin, BLOWHEY 7 v TIFICRE LIS AT— R2#H L TEBICHT S
BifHl CLLICe 7' A > LET (774 /0 hME Adminl23) .

77 A %I, CLI CHEHFTRER 2~ > ROIEFMZ R T 2121, help 721X ? 2 AL E
I, M FAEOFEMIZ OV TIX,  [Cisco Firepower Threat Defense Command Referencel] Z &M L
TLIEEW,
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Device Manager T Threat Defense D &R |
B - 7or—rozr0us

T27AT7 A= ILOEIREDUIB

VAT LEMEEYNCY vy N T H T ENEETY, BMICERT T VA2 RN T 5 &

BHRRT 7 ANV AT AOREEZSIER T ZER™HVET, Nv 77T FTIEEIZEHK
DT EANETINTEY, BT 7 72BN, BRI LTV T5&, 7747
VA=V AT N T L —ATNYyy NI TERNWI EERATEBNTLSEEN,

ISA3000 > v — 12, SNBEIRAA >~ FiddH Y £ A, DeviceManager ZEH L T7 7147
U+ — NV OEREZLW T 57, CLIZfEHTE£7,

Device Manager Z{EFI L= 74 7O+ — LD ERD U

Device Manager ZfffH L CV AT A& WYY v~ NE T TEXET,

\)

GE) vy ML 702472+ THR— M X TWET,

FIE

AT w71 Device Manager L C7 7 AT U 4—NET vy hFU L LET,
a) [T/3 A (Device) 127 Vw7 LTD, [VAT LG E (System Settings) > [FFEh/
V¥ v FZ 2 (Reboot/Shutdown) 1V 7 %27V v 7 LET,
b) [¥vv &Y (ShutDown) %7 Vw27 LET,

ATYvT2 vy Moyt RreE=F—LET, T AZERTEX20WEAIT, H3 00> T
VAT ANy AT LT LR LET,

e V—)L A= AN T AT T A — VTR L TWARESIX. 7747 U+ —/b
Ny y NET LT HEXICV AT AT P eE=F—LET, ROT a7 MRE
IRENET,

System is stopped.
It is safe to power off now.

To restart the device, you must Power cycle to the device.

ATY T3 REIISUTERT 7 7 2H 0Ty vy — v bR EREZ IR A 2 LN TEET,

CLIICHEIFTAT 74724+ —ILOEIRDYIE

VAT LEWEUNI Y X v MU T LI ENEHETYT, BMICERT T S 2Rk T L.
BRBR T 7 ANV AT LAOBEGEFIER T ENHVET, Ny 77T 00 RTIEEIZEH
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| Device Manager T @ Threat Defense 0 &4

cuizs3277479+—roERoms I

DT R ARFITSNTEY , BRTT 7220, BRE LT 58, VAT L%
TVL—RAT Ny %y NI TERNI EERITEBWTL &V, ISA3000 & v — 121,
S AA » F b 0 EH A,

\}

GE) Tvy N ET7024/724 THFR— P ISR TWET,

ATy T

FIE

a2 — )L — MR L RIS DB CLIICT 7' A L, BB T D05 23 v v
rE T LET,
shutdown

&1

> shutdown
This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

Shutting down sfifd... [ OK ]
Clearing static routes

Unconfiguring default route [ OK ]
Unconfiguring address on brl [ OK ]
Unconfiguring IPv6 [ OK ]
Downing interface [ OK ]
Stopping xinetd:

Stopping nscd... [ OK ]
Stopping system log daemon... [ OK ]
Stopping Threat Defense

Stopping system message bus: dbus. [ OK ]

Un-mounting disk partitions ...

device-mapper: remove ioctl on root failed: Device or resource busy
[...]

mdadm: Cannot get exclusive access to /dev/mdO:Perhaps a running process, mounted
filesystem or active volume group?

Stopping OpenBSD Secure Shell server: sshd

stopped /usr/sbin/sshd (pid 3520)

done.

Stopping Advanced Configuration and Power Interface daemon: stopped /usr/sbin/acpid (pid
3525)

acpid.

Stopping system message bus: dbus.

Stopping internet superserver: xinetd.

no /etc/sysconfig/kdump.conf

Deconfiguring network interfaces... ifdown: interface brl not configured

done.

SSP-Security-Module is shutting down

Sending ALL processes the TERM signal

acpid: exiting

Sending ALL processes the KILL signal

Deactivating swap...

Unmounting local filesystems...

Firepower Threat Defense stopped.
It is safe to power off now.
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Device Manager T Threat Defense D &R |
B xozx727

To restart the device, you must Power cycle to the device.

ATY T2 BREITHT 0 BNy hE L, a2y =il 5T SICBR A 71075 LER
SNTEHAEE. HEIS U TEREZENTY Yy — U N EREEICEY AL ET,

. —_ o
RDRAT T
Threat Defense DR E % {13 521X, [Cisco Firepower R = A > & | (ZH D BHEVD
VI RT 2T A= g D=2 T VEBRBLTLIEEN,

Device Manager Off FIZBH 9~ B #HIZ >\ Tik, [ [Cisco Firepower Threat Defense Configuration
Guide for Firepower Device Manager] | &M L T 7ZEW,
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Management Center T @) Threat Defense @
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ZOFETIX, BBUCKT BB ORI E D J7 ik & Management Center ~D 7 /3A A DGk
HEIZDONT REﬁ LET, KRy hU—21CB1T5 ﬁ&"ﬁﬁﬁ@ﬁﬁf & EEOEHEE TN
A A%y NT—0 BT AL NMIA VA=V L, DOEDIINT T 4w I T F—1
. ‘&H Management Center [ZL7R—FLET, ZHIZED, ”‘ﬁ:fi\ . BLOVAEAE— K %
AT DFATIHEHTED Web A v F —T = A ADBHLEFEHRa L Y — LV EMFHTEET,

HB—F 7 Z I DPEOT A ADBRNEENDF Y T —27 Tk, Management Center D K 9
IR MERED BMERET NA A~ 3 — Y v 2T H MR /2, — KB D Device Manager % fiff
FCX £, Device Manager ® Web X—ADT A ALy N7 v 7 74— REMHEHL T,
MRy U =27 OB NI XISERSND Y7 MU =7 ORAREREZRETEET,

Cisco ISA 3000 TlX, ZEIIKIT D05 V7 FU =T ASA Y 7 b =T #FfT &£,
BT HPH & ASA ORI TEI D R Z 24T HBRIZIE, T35 ADFA A — AL HEIZ 72
D E£9, [Cisco ASA I X O Firepower Threat Defense 514 A — b A K| 25 L TLEE
A

TSANO—URERT— R A2 b ISA3000 (ZIEME AGRBIEBRITAE T, BEMBAIZINES S =
b EFA, L, 2= EOFRETIE, BAGRIEREZEHA T EST, 20
A, BETEERFSC SNMP Off ARG IC, FHEE DMEGRBIE R 2R TX 2580/ H 0 £7,

XU DHAENT (40 R—)

e LV RY—x 2 ROFIE (40 ~—)

« X v T — 7 RO (41 _X—)

« T ZDORHE (46 X—)

o TN ZADEPRFEA (50 X—)

o CLI Z{#i H L 7= Threat Defense #JHIEXEDIATOET (51 ~—)
s ~PD1 2 A Management Center (57 ~—3)

» Management Center O 7 A & > ADHfE (58 ~L—)

* Management Center ~~@ Threat Defense D& §k (59 =X—)
cHEAREF 2V T AR —ORE (62 X—)
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Management Center T 0 Threat Defense DB |
B scozm-

o Threat Defense CLI ~D7 7 & & (75 _X—)
c 77 AT U A —/LOEROUIMWr (75 ~X—)
cIRDAT v (718 =)

(FZ C®H B

Management Center D #JHEE E % BHH L CT5E1T L £ 77, Cisco Firepower Management Center 1600,

2600, and 4600 Hardware Installation Guide & 721 Cisco Secure Firewall Management Center Virtual
AMTA R LT IEEN,

ITURY—I2 FDFIR

% — 3 C Management Center Zffi ] L C &Ikl 3 5058 ZREETHI121E, ROX R T %
ZRLTLIZEN,

Ty Y F=
Pre- ’-.\_1_ /Review the \\?_/'Cable the '13 _/Power on the
Configuration network and device device
deployment —» —»
guidelines
1
v
Threat 4 Configure the
Defense CLI device for
management
o ¥ Y N e
Management ’:\5' )Log into the ’\7 Register the ':.\‘55_4," Register the 9/# Configure a
Center management management threat defense basic security
center center with —»  with the —p  policy
the Smart management
Licensing center
s
N
Smart '\\‘6’/'Generate a
Software ~ license token
Manager for the
management
center
C10 | FRIEGE F v MU — 7 EBOMRE (41 X—)
, S
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https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc-1600-2600-4600/hw/guide/install-fmc-1600-2600-4600.html
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| Management Center O Threat Defense O &
zv to—sEEoER [

4 Threat Defense CLI | CLI % {# Jf] L 7= Threat Defense #JHg% E D EITD52 T (51 ~2—
) .

(5 |ManagementCenter | ~ w27 >“Management Center (57 ~<—3)

() |SmartSoftware Management Center D 7 1 & > A OHfSG (58 ~<—3°) : Management
“=/ | Manager Center D7 A B A =2 U &AERRLES,

7 Management Center | Management Center 7 A & > A DHfSG (58 <X—) : A~— |
A&V H—,3—|Z Management Center & &8k L £,

( "'8"'\: Management Center | Management Center <~ Threat Defense D% gk (59 ~<—)

(g [ManagementCenter | JLAR 2t = U T 4 R =0 (62°—)

v bJ—0 BEDMHEE

BB DB X, BRI V=T = A ZApDh, FE 6T URTIET =2 A ¥ —
7 = A A7H Management Center 2 J] L CTHEHCTE £7, 7 7 4/L F Tld. Management 1/1

A B =T 2 A ANFHITIoTEY, IPT KA (192.168.45.45) BREISNTVWET, =
DA o H =T = A AlE, BAHNZDHCP H— =T LET, WIRRERICYR—Y v & LT
Management Center %3R3 % & DHCP % — —|ZWhic72 v £4, a2V — /K —FTD

ey N7 v THERC, BHLA ¥ —7 = A A L ManagementCenter 7 7 T A T —X A L H —
T oA AEFETEET, XTI D5 % Management Center (282t L 7= #4135, fthod A1 >
B =T A AEHETEET,
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Management Center T 0 Threat Defense DB |

6=

T—HA B —T = A AH 5O Management Center 7 7 & AZ1E, IROFIRENH Y £,

X=X T IR AEANITEDZIDIE. | DOMERT —H A B —T =2 f ADIHT
T, V7 A F—T A AL EtherChannel IZfEfH T £ A,

I DA UH—T A ATEHERHICTEEE A,
=T RA L E—T =2 A AT HV—T v K77 AT 74— /LE— RKDATT,

« PPPOE [T ¥ AR — F & TWEH A, ISP T PPPoE 2L EE /A 1%, PPPoE AR — 4%
J— B Ze BRI KET A L WAN BF LAORICEET 2 MLENH Y 7,

e A UH—T A AEWBETHNEND L DT 17— 3L VRF DAL TT,

CEEA U H =T 2 A REAR A =T 2 Au R 5 Z LT TE
hoe

s SSHIZT—H# A v #—T A ATIET 7 4V N THZ/R > TR 28, #% T Management
Center ZFH L CSSH # BN TAHAMLENRHY EF, /-, FHA L H—T = R F—
NT 2 ANT —H A B —T x4 RZEFEINDHT-H, configurenetwork static-routes =
~ Y R L CTEHEA ¥ —T7 = ZHOFHRL— R ZBMLRWRY . VE— Xy
N — I DBEHA VS —T = A AT SSHEHET 52 LIxTEEH A,

Ty U=\ BB T 2 TN AZEET D HIECOW TR, ROFR Yy FT— 7R
B ZZR L TIZSV,

BERNDEESRY FkT—2

Management Center & & BRI T D5 Ol CT, T4 B2 7 EEHEAT O IITEHND
DA B =Ry NT 7B ARLETT,

W ODIXIZ, ManagementCenter & &l > B o — Z NVEBLR v b U — 7 |8k L TV 5 ISA 3000
IZOWTEZDLNDF Y PY—7RAZRLET, BHA Y FNU—22F, F4B 7L
EHDIDODA o F—=Fy FADNRARDH Y £,
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BlE AT a THEA I =T A ADEA T I v DNS (DDNS) ZRETE £7,
DDNS (., ZEUZxt3 285 o 1P 7 KL X ﬁiﬁﬁéht T Management Center 73 5242 (&
fii EAA 4 (FQDN) T &BUIx$ 5P IZEZETE S J: T LET, BBUTKT 2 B
TTI7A4_X—=NIP7 FLRAZZETIHHAIL. ManagementCenter WZIENT7 Y w7 1IPT KX
ETNTBR MABBETT,
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EATOITUTEEN S DA X —Ry N T 7B ABUETT,

RO, Management Center 3 KON Z Ik 206 HEHAOA X —F v b F—Fv=x
A4 L LTHERET B35A D, ISA3000 D AR/ R N —J EHZRLTCWVWET, ZOTF U A
I, 26T O HMEERICOHEHTE ET,

ROX T, Management 1/1 Z LA Y2 AA v F &2 LTHHDOA X —7 = A AZHHT 5
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Management Center T 0 Threat Defense DB |
. CLI Z{# A L 7= Threat Defense #HAXEDRITDET

ATV T3 BT A T s A ot hE, o Ra—H—F 4o 28K (EULA) IZ[FE
LCEHENRSRATY—-REERETL I ckoontd, 0%, CLItky h7 v 727 U7k
MBERINET,

() BEEZ VT (TeexlE, AA—VEFEKRTDHZEICEY) LARWNEY | CLI
Ty N Ty U 4P = REBRVIRTZ LI TEERA, 2720, ZNHDORTET
Tlix. %725 CLI T configurenetwork =~ > &M L CTEETX £4, FID
av R 77 L ZAZZRLUTLEIN,

T 7 F /v MEFETZIELENC AN L72ER S v aNICERENE T, URICA LIZExF 0 F
AT 2HE1%, Enter 2L £,

G¥) 6.7LMK « 7 — X A Z—7 = A AT Management Center 7 7 £ A Z BN LG
TH, BEHA =T oA ADOREMEFSNET, L 2E T4 A F—
T2 AN L TRy 7 L=V BT —T 4 VT SNDEH T 7 4 v 713
T =4 A Z =T A ADNS —"—T(F7< | HFHA ¥ —7 =4 ZADNS¥—
N—Zffi i LC FQDN % figik L £ 7,

ROTA RTA L EZRLUTIZIN,

o [DHCP#EH F 71X FE) CIPv4 % 3¢ & L £ 973? (Configure [Pv4 via DHCP or manually?) ] :

6.7 LM HHA L H—T 2 A ATIEIRL T — X A ¥ —7 = A A% Management Center 7~
7 AHEATHEHGEIEL. [FE) (manval) (2SR LET, BEHA X —T oA X &HEH
Té?ﬂi?ﬁ‘ﬁb‘%{:\f% TITANXN—=R T RLRAREDIP T FLAEZHET HMEND
DEF, BHA X —7 oA ANDHCPIZRE SN TV 256, WHHAOT —2 1 ¥ —
T oA AGHRETDHILITTEEF A, T, data-interfaces Th HULERH DT 7 +
VR b= RBDHCP H— =M H%ZE Lic/— M CEEES SNDTREENRH D720 TT,

c[BHA X —T 2 A ADIPVAT 7 4V 87— F U = A % A7 (Enter the IPv4 default gateway
for the management interface) | : 6.7 LARE : & HLA % —7 = 4 2D Y |Z Management
Center 77 B AT — 4 A L X —T7 = A A&MHT 285H51L, 77— b7 = A % [data-interfaces]
WCRRELET, ZOKEX, ManagementCenter 7 7 B A T—H% f U H—T = A A%
TN—T AT TEDLEIC, Ry T V=V BN LTCEBR NI 70 v VB HELET,
Management Center 7 7 & ANZEHA 42— 7 = A A% HT 2551X. Management 1/1
Xy NT—=I T —=bUxAIPT RLRAZRET DLENHY 7,

e 2y NIV ERNEFRSN-HEITBERENDE  SSH THH L TV 5012, 18t v
%7/71%@m7kvxéﬁﬁﬁék\%m#wméniﬁoﬁbwm7bvz&ﬂ
2T — RTHEER LT EEW, 3 Y — L8852 4 A,

 [THA R —HLTEIL 975 (Manage the device locally?) ] : Management Center %
T 521X Tho) Z AL ET, yes& A1 %5 &, 1oV IZ Device Manager % fifi 9
VRl el QS BN

[T AT A —E— FEFKELETH (Configure firewallmode?) | : FIHIFRETY 7 1
T A== RERETDHIEEBEIOLET, YIMIRERIZT 7 AT U —/LE—F
EERSTLHE, FfTar7 4 Xal—TaryBHESNET, T4 A F—T AR
Management Center 7 7 £ A X, V=T v K 774 T U4 —/L E— FTOHLFR—FEh
HTEITERELTIEE N,
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I Management Center T () Threat Defense 0 & FH
CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

1 :

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****kkkx

Confirm new password: ****xkxxx%

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

ATy T84 ZO BT SR &4 FEY 5 Management Center % 857 E L £,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [EL.f 7 R L A$5E TX 72 WA,
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Management Center T 0 Threat Defense DB |

B cu %6 L 7= Threat Defense DR EDEFORET

ATy TH

DONTRESOLVE i L £4, F7=. natid bfEE L £3, WD SSL K 5{bi@(E

T FIVE2EDT SA ARNIHESLT D121F,. D7 TH 1 BLLEDT /1 X (Management
Center F 7213 BB xkIT D85 ) ICBEA[GE/RIP 7 RLVARMETT, ZDa<w KT
DONTRESOLVE Z##5ET 5121, BERRE/2 IP 7 R LA £/ 13HR A M0 B xtd
% BEfE (BT,

e reg_key : BB DA &%k 5 & & |2 Management Center CHIRET HILEDO Y
VHA DGR RRE LE T, BE 37 LTFUTICT20ERH Y £3, AR
FITUE, BT (A~Z, a~z, 0~9) . BROANA T () REBDHY £,

enat id : —HOMTEIEARE/RIP 7 RV AL IR A MABEE SN TORWEEAIX, &
B % D 5 % 86k 5 & & 12 Management Center ([ bR ET 2 EEDO—BFEDO T ¥ A
LXFHNERELET, ZOXFHE., Management Center Z DONTRESOLVE [Z3%7E L
TG BT REE T, NATID (37 CFLAFICT 20 ERH Y £3, AMARCFITIE, 53K
T (A~Z, a~z, 0~9) | BLXUONA T () REBRHY 3, ZDIDIEL, Management
Center [ZBEXT DO T A RZIFFEHTE A,

GE) BHICT =2 A =T = A R T 25813, B BB 5 P51
& Management Center D 5 CNATID {5 ETHLE R H D £,

1 -

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 28 NAT 7 /31 ZADEHRIZH H551E. WROBINIRZT L HIZ, —EHD NAT
ID & & HITEESF—2 ATIL, BmA DRIV IZ DONTRESOLVE ##5E L £1,

1 -

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

BRI D5 23 NAT 7351 AOERZRICH 25E1X, WROBNITRT LI, —ED NAT
ID & & %12 Management Center IP 7 KL A F 723K A M E AT LET,

&1

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

({EE)  (6.7LAF%) ManagementCenter 7 7 A DT —H A L X —T =4 AR ELET,
configure networ k management-data-interface
D%, T—FA L E =T A ADFERNIRR Y NI =T REEATO Lok 27w 7k
WERSNET,

GE) Zoavy REERT L2560, av Y — A R— NEHT20ERHY £5, F

HA U H =T oA AT SSH Z2MEHT 2 & e, =Y —/LR— R

BRI E L DA D Y £, SSHOREMAR A BN T, kE
ZRLTIIZEN,

[l CiscolSA3000 R 5 — F 7y THA K



I Management Center T () Threat Defense 0 & FH
CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

Zoa<y ROMERAIZOWTIE, ROFEMEZESRL T EE0,

CF B BT o AL T B A, TEOREA ¥ —7 = A A1 DHCP A ff
HAT&xEHA, Wity 7 v 7RRICIPT KL A& FECRE L7 > 72341%, configure
network {ipv4|ipv6} manual =~ > R ZfHH L TRRETE 5L HICR D E L1, HFEHA
B —T 2 A A — U A % data-interfaces|Zi%E LR o> 12581, 22 CZoa~vy
RTRELET,

o T —H A B —T x A AN D Management Center 7 7 & A 21, IROFHIR1H Y 7,

TR —=UX T VB AEEMITEHDIE, 1 DOMBRT —H A X —T = AD
BT, I A F—T A A& EtherChannel 12 T& £H A,

I DA VHE—T oA ATEHEHICTEEE A,

N—=Ty RA U E =T oA AEMHT ONV—T v T 74T U4 —/LE— FDORT
R

« PPPOE (VAR — F ENTWWEH A, ISP TPPPoE 2N LEEZR A1, PPPoE 7R — b
THN—F T IR B & WAN 7 LAORICEE T 5 LERH Y £,

AU H—T 2 AEEETDHINLENS D DT 12— 3L VRF DHTI,

CEEA U H =T 2 A REAR IR =T 2 A AERIRIHERT D LI TE
A,

¢SSHIZT —H A v X —T = ATIET 7 4/ b THD > T Wiz, % T
Management Center Z il L CTSSHZ AN T 20 ERH Y £9, £z, BFEHA ¥ —
T2 A AT = NIz ANT —H A H—T =2 AZER IS8, configurenetwork
static-routes 2~ R&EfEH L TERA V2 — 7 = A4 AHOF/L— R ZBIML7eWn
RO, VE—FXy U= DLEHA X —T = A AT SSH KT 5 Z I3 TE
FHA,

o BT KT 5 54 % Management Center (ZiB I 9% & . Management Center (31 > % — 7 =
AARE (S B =T =2 ZAHEIPT RV A, 7= FU = A ~DOFHL— b, DNS ¥ —
73— DDNS #— =72 &) Zhit U THERF L £9, DNS H— 13— EDFEAIZ DN T
1L, WEZSMR LT 72 SV, Management Center Cl, % C Management Center 7 7 & A A
V=T 2 f ARELEBEETEETN, B3I 5B F 721X Management Center 73
PRESGEIC KD NI A WGIT D KO RERZMA N E 51 LT3V, F R b
SNTHA . BBITKT B P5 [ZIXLLRTO R 2 %t 9 % configure policy rollback =~
Y EREENET,

DDNS ¥ —/3—H3§1 D URL Z 3 ET 5 & FBUZHT 2 P51 Cisco Trusted Root CA /X
Y RANLTRTOEE CA OFEHEEZ BEBNSENT 2720, BB 204 1%
HTTPS ##¢0 DDNS % — N —ZEAEZ ML T & £, ZBIIdT 585 1Z. DynDNS U
E— k APItE4£ (https://help.dyn.com/remote-access-api/) % {9~ % 3T DDNS H—
N R —FLET,

Zoavwr R, [T A F—T 2 A ADNSH—N—ZRELET, By T v
A2 Y7 T (F720% configure network dnsservers =~ > K& H L C) &%ELZE
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Management Center T 0 Threat Defense DB |
. CLI % {3/ L 7= Threat Defense ¥ {isX EDEITDET

FAIDNS r—_—i3, BHNT 74 v 7 IfERHENE T, 5 —% DNS —3—(%, DDNS
BRESNTWAES) FHIZZoA v —T oA AEHENAEF 2V T4 R o —
WA & E T,

Management Center Ci, Z O &K T 285 (ICHIV B TEHT T > b7+ —LKERY
=TT —H A —T7 xA ADNS I —/N—NFE I FE T, Management Center (Z FJE
(CRITDBE Z2Bd 5 &, v—UVREPHERFS L. DNS —"—3 77 v b 74—
ARRERY BN ESNEE A, 7272 L, DNSREE G ik 2B 2T
Ty h 74— LRER) —ZHVHTDHE, ZOREICL > T —UNVREN EFHEES
AUE T, Management Center & BB T D5 RIS 2121, ZOFREC—EHT D
EIEDNS 77w b7 —LREET VT A TIIRET DI L 2RO LET,

F£72. 7—A/V DNS B —3—F, DNS H— =23 GHPEE TR S NG A IZ D A
Management Center CRREFSNE T, 7L 2, BEHA VX —T = A ZAEZFEHALTT A
A X4 L. & C configure network management-data-interface =~ > K& H L TF—
A =T 2 AR ELIEGE, BRISHT D BE L —Bd 2 & 512, DNSH—
N—2% G Z N5 DOFRE DT T % Management Center CTE) TR ET 2L ENH Y £,

BHA VX —T oA AL, BRI DB % Management Center |28 6% L 721412, &2
AVE—T oA RAELFINOT —Z A L Z—T 2 ADWTINIET T ET,

Tty N T T 4P =R THRELTZEQDN N DA H—T oA AEAENET,

O RO—EE LTT R, AREEEEZ 7 VT TEET, Z0F 7T aii) vy
FUATHEHATEETN, Pty 7y 7R E OB LN T EEN,

T — X EH A NI DI, configure network management-data-inter face disable =~
Y REANLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl:

DDNS server update URL [none]:
https://jcrichton:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow FMC access from any network, if you wish to
change the FMC access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

&1

> configure network management-data-interface

Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]: internet
IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7
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| Management Center O Threat Defense O &

ATvT6

~NO45 4

ATy T

ATv T2
ATvT3

~ M 0% 4 >Management Center .

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:
Configuration done with option to allow FMC access from any network, if you wish to
change the FMC access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

UEE) (6.7 BEDTR v b U —2 E® Management Center ~DT —4 A X —T7 = A
AT 7 AZMHBRLET,

configure networ k management-data-interface client ip_address netmask

T 74N RETIE, TR_XTORY P =7 BT SNET,

RDBERY
7 /3A A % Management Center (25 &k L 77,

~Management Center
Management Center % {# f] L T, Threat Defense % i &3 L O L E5,

1R BHHIIZ

PR— SN TWDLT 7 UFOFEMIONTE, AT L2 3—Ya o) —2/7—F
(https://www.cisco.com/go/firepower-notes) » &M LT 72 &),

FIE

PR=PSNTWLT T UFEMEH LT, RO URL Z AN LET,
https://fmc_ip_address

a—P—H L R2AT—FE AN LET,
(2274 (Logln) %27V >yZ7 LET,
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Management Center T 0 Threat Defense DB |
. Management Center ® 5 1 2 > X DEF

Management Center D 5 1 > XD ES

T _TCD T A 2 AL, Management Center (Z & > T &I K D05 (cRESnE T, KD
TA B AZWMATEET,

CBE X2 VT ATV VxR LRI IPS
I T = T
“URL : URL 7 A L& Y v

* RA VPN : AnyConnect Plus, AnyConnect Apex, AnyConnect VPN @ %

VAT A AOBMEIZOWTITEE L <L, cisco.com/go/licensingguide B L T 7230,

18 H B HEIIC
* Smart Software Manager (Z~v AX —T 10 NaefibE T,

FETHU U MEBRLTRWERIE, Vo222 )y 7 LTHLW I FEaREL
TL 72 &V, Smart Software Manager Cl, #fkDO~AZ— T h vy MEERTE £,

s (=2 774 T AT T T EEHLTEMEIND) WEEEHEHT 212X, ZHFEHO
Aw—hN VT NoxT T4V T T UL TGS (3DES/AES) 74 &
VAR TEAMLEND Y 1,

FIE

ATy Tl BEDODAY—F TR0V T ThHT NI, BRERTA VU AREGENLTND Z L &
WL TLIZEN,

TAB AT, VAT ELEFRERBEE NG T AN, ZAEWA LRI, Av— Y7 hy=T
TAR DT TAT MY 7 SRTVWES, 72720, FETIA v A%2BNT 2 %E
o 5561, Cisco Commerce Workspace T [t & Y U 2 —3 3 O (Find Products and
Solutions) R ~7 4 —/V REMHLET, WOT A APID ZfMBELET,

B20: 54 o XEER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

G¥) PID N B OB 22WGEIL, FESNCFEHTPID 2BIMTE ET,

B, w27, BLOURL 74 &L ADOMAEDYE
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| Management Center O Threat Defense O &
Management Center ~ Threat Defense 0 % £ .

+ L-ISA3000T-TMC=
EFEDOPID OWT N EEUTIEBINT 2 & IROWT IO PID TR T 5 I ~— 2D
TRV T a v EBIRTEET,

« L-ISA3000T-TMC-1Y

« L-ISA3000T-TMC-3Y

+ L-ISA3000T-TMC-5Y

*« RA VPN : [Cisco Secure Client 3$1E 4 A4 Rl 2L T Z &V,

AT9 T2 FEHEELTWRWEARIX, A~¥— bk 7427 $—s3—(Z Management Center % 4% L
ij‘o

ek AIT 9 121X, Smart Software Manager THEk b — 7  Z BT DM ENH Y £, FEM7
FMEIZ-DUVTIE, Cisco Secure Firewall Management Center 7 KX = A hL—y 3> A N&EH
LTS 7ZE0,

Management Center ~ Threat Defense D& §%

TNAADIP T RUANKRA MMy LT, F8)T Threat Defense % Management Center |
BEkLET,

1R BHIIZ
» Threat Defense DY) DX E TR E LIZIRDIEHR A INVE L F97,
* Threat Defense DB IP 7 FL A E/213HR A M4, BLXUYNATID

* Management Center 0% §k % —

FIE

AT 71 Management Center T, [T /3A A (Devices) |>[7 /31 AEH (Device Management) | DJIEIZ
HEIRLET,
ATv T2 B (Add) | Faey 7 H oy URRNNL, [T 20BN (Add Device) | 23R L 77,
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Management Center T (D Threat Defense 0 & |
. Management Center ~ O Threat Defense 0 & £k

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WDIRT A =B EFELET,

o [RA N (Host) ]: iBJ19 5 ThreatDefense M IP 7 KL A AR A M4 % AJJLET, Threat
Defense D #] D E T Management Center @ IP 7 KL A & NATID Oifi 5% 5E L7=%
BlE, ZOT7 4=V REEOFFIZLTEL I ENTEET,

GE) HA Bg5% ClE. [ J7® Management Center 78 NAT D% IZHDHGH. 7I7A4~
U Management Center D78 A | IP £ 72 1344 /(72 L C Threat Defense % %§k C &

%9, 7272 L. Threat Defense % &% % U Management Center (28 $%9 5 (2
X, Threat Defense M IP 7 RL AMNAKRA NG ERET HDLENH Y £,

« [#7°4 (Display Name) ] 7 4 —/V KiZ, Management Center |Z37~x 3 % Threat Defense
SHiE ANTILET,

« &8k — (Registration key) ] : Threat Defense DD E CTHRE L7zt D & [A] LBk
X¥—&E AN LET,

s [KAA Y (Domain) |: ~¥/VTF RAAL VEREZEHL CWDIHEEX. T4 A2 —T K
AA NZE Y TES,
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| Management Center T O Threat Defense O &R
Management Center ~ (D Threat Defense 0 % §% .

[IA—TF (Group) |: FA—T M LTVBEAEIE. 7310 RS —F 2|0 YT F
j—O

[T/ AZ hr—/LRY 2 — (Access Control Policy) ]: #WIHIAR U o —&BR L F,
FHATLIVERD D Z EBDONOTNDH AL A RFHDORY =N TICHIHE%E
BT, [T LW Y & —D1ERL (Create new policy) | 3R L, [T XTDO T 7 4 v 7
Z7 w7 (Blockalltraffic) | ##IRLET, B TCINEEHLELTCRNT T4 v 7 &ZFFA[T
LTENTEET, [WEHNLOANE~D T 7 4 v 7 OFFF (72 3—=) | LT
<&,

[&] 21 : New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:
® Block all traffic
Intrusion Prevention

MNetwork Discovery

(o) (N

e [A~v— kKT A A (SmartLicensing) |: BT H2HEICKE R A~— T/ AL L
T, ["VvU =7 (Malware) | (VT =T A AT v a w2l T25TEDEE) .|

[ B (Threat) | RAEAZEHAT 5 FEDOHRE) . BLO[URL] (BT TV _X—ZD
URL 7 4 VB ) 7 2FATT HTEDOHE) 2RIV L TEY, F: 74 XZBMLEZ
#%. [YRTL (Sygem) [>[54 €Y (Licenses) |>[RY— kS 4V (Smart
Licenses) | X—U 05 AnyConnect 7 7 A4 7> b UE— KT 7 EAVPND T AL X%
WHTEET,

o [ EDONATID (Unique NAT ID) ] : Threat Defense DD E THE L7- NAT ID % 5
E [./ i ﬁqo

o [N v b DRk (Transfer Packets) ] : 7 /3A A 75 Management Center ~0 /37 v NiRk
EIHFALET, 2O T a AL TIPSO Snort 72 E DA X kS U H—& i
THalE, T ABRRER E LTA XY A Z T =25 E X v N — % % Management
Center |25 LET, ZOF TV a VBN LA, A X MERT 23 Management
Center [ZIXE S, N7y M —HZIFEEINET A,
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Management Center T 0 Threat Defense DB |
B aswnexras Ry o—omE

ATw T3 [BEk (Register) | (BIDOT A ZAZ BT 25E1E [BIOT SA ZA%%8k L TEM (Register
and Add Another) 1) #7 VU v 7 L, BRI L7122 & 2R LET,

BERBEEINT DL, TAALZANY X MGBIMENET, RRLEEGSIE. =7 —A v bE—U0
FRINE T, Threat Defense 23BFRITKMLIZGEIT, ROBEHZHER L T ZEV,
s ping : Threat Defense CLIIZ 7 7 A L, IkRD <> R&FH L T Management Center IP 7
KL A~®D ping ZFEITLET,
ping system ip_address
ping BEKEh L7241, shownetwork 2~ > REFH L TRy UV — 7 REEMER L E
9", ThreatDefense HEIP 7 N L ZA &8 3 5(Z1%, configurenetwork {ipv4|ipv6} manual

o~ R&EMHA L E9, Management Center 7 7 Y AfICT —H A U X —T =4 ZAERTE
L7-%&1%. configure network management-data-interface =~ > K2 H L 97,

ek —. NATID, ¥ LU Management Center IP 7 R LA @ [lj ) DT /34 A TR UB ek

F—ZHEALTVDZEa2MRL, AL TWDEAIENATID Z#EHLTWD Z & &
7 L9, configuremanager add =~ > RZffi /] L T, Management Center T $k¥ — &
NATID 3% ETHZ ENTEET,

T TN 2—T 4 T OFEIZ OV TIL, https:/cisco.com/go/fme-reg-error 2 M L TL 72 &
Uy,

EXNGEFXF2L) T 4R O—DHRTE

ZIZTIE ROBREEMA L TEANREF 2V T AR —%2RET D HIECHOWTRH L
iﬁqo

cHNEA v B —T A ZAEHHA B —T oA A NE A v HZ—T 2 A AZAZT 7 1P
T RLURAZEO YT, AL X —T = A AT DHCP #fEH L ¥4,

*DHCP Y —"—: 7 547 FOWEA »F—7 = A ATDHCP Y ——ZfEH L £7,
T T HNIN— b A L F =T 2 A RELTT 74V F— b ERBEMLET,
«NAT : SN v 2 —T 2 A ATA X —7 = A ZAPAT A L E7,

T RARI Fu—L s NN BAMA~D N T T v 7 A LET,

HEARK 22X 2T 40 R —%2RETDHITE, ROX AT #FEITLET,

() | A F =T =2 ZADFE (63 ~—2)

() |DHCP #—R—D@iE (66 ~—)

[l CiscolSA3000 R 5 — F 7y THA K
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| Management Center T O Threat Defense O &R
A28 —T 14 ADHE .

(3) |7 7 AN = OB (67 =)

/4\ NAT @E’X‘Lﬁiﬂ (69 ’\O_:/) °

(5) [WEDLAEA~D R T 7 1 v 7 OFFF] (123—=2)

(6) |REDRERN (73 =Y)

A 23— 124 ADKETE

BRI T D A X —T 2 AEHIL, TnbatXa VT 40— 2ED BT
IP7 RLAZRELET, @FIE. VATATERDOSD N T 7 4 v 7 2BBmIES X DI,
P b 20DA L EF—T 2 A AZRETHRLENHY £, @HEIX, Ty 7A M) —2A
N—BEIFA X —Fy MTHE LTEAMNRA 2 —T = A AL RO F Yy hT—27 D 1L
LEORNEA L H =T oA AEFHLET, TROHDA 2 H—T A AD—EIL, Web P —s3—
REDNRTY T IR ANHRERT £y NEEET D [FEEE (DMZ) &R 55A805
nEJ,

— R DN—T 4 T ORIL, NEA X —T 2 A ATAET 4 v I T RUARTERR
45 LEIZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RLAZHIGT 5 2 & TY,

WOHFITIE, DHCPIZ L A AZT 4w 7 T RL AL L—F v RE— ROANEA v X —T = A &
PHEAHLT, =7 v RE—FROWNEA v X —T =2 AZHRELFET,

FIE

ATy T [T/34 A (Devices) [>[T /31 AEH (DeviceManagement) |DNEIZIEIR L, 774 T 74—
ND 7Yy 7 LET,

ATFY T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy ,, System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 E,cance)
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing I==m Inline Sets DHCP
4 Search by name & Sync Device | | @ Add Interfaces -

Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical EHe< &
B9 Ethernet1/3.1 Sublnterface [E| &
Ethernetl 4 diagnostic Physical L&l &
Ethernet1/5 Physical E] y

AT T3 WNEIHEAT A v X —T =2 AD 27V v 7 LET,
[&f% (General) | ¥ 7HRFRRINET,

CiscoISA3000 R 5 — b7 v THA K .



Management Center T 0 Threat Defense DB |
B s—ozrzoux

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 = = R,

QK Cancel

a) 48 LFETO 4T (Name) |2 AL ET,
Lz, A F—T x4 AT indde £\ S L4ETEITET,

b) [H%) (Enabled) | F=v /Ry 7 A%F NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
= HBIRT o0, [ (New) 1227 Uy 7 LTHLWEXR 2T oY —rZBIL
£7,

7= & 21X, indde zone E WHLHTDY =2 ZBIMLET, KA X —T =1 AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, ¥ —

TxARAE, 100X 2 VT 4/ —VIIORBETLZ L, BEOA A —T A AT
N—TWETHIELTEET, Vv FERIIIN—TICHESNTEXF2 VT R —
ZEALET, eI WA v X —T7 = A ZAWNE ) —AZE ) ST, SMNA v H—
T oA AN —AZEID B THZENTEET, ZO8E. NI 74 v 7 BNEND
BB CE D LT 78R avrbo— L R V—2RETHI LT TE LT,

SN BENEBIZIENT TERETE EHA, FEALEDORY o—FF2 T 4 =2 DR
PR—FLTWET, NATRY v—, L7402 R — BEIRQoSHKY »—T,

V= FRFA S H =T 2 A RATN—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7V v 7 LET,

c[IPv4]: Ry X T YR RND [AZT 4 7IPEMEHT % (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v a R TANLET,

7o & 2%, 192168112472 8 AT L ET,

[l CiscolSA3000 R 5 — F 7y THA K
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Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| igﬁgg-?ég-"zﬁ255-255-'-23 or

o [IPv6] : A7 — M LV AHERREDH AL [EEFEYTE (Autoconfiguration) | F = v 77K >
I A EF AT LET,
H [OKlZZ7 VU2 LET,
ATy T4 THER) ERT A2 —T A 2% 7 ) v 7 LET,
[&f% (General) | ¥ 7 RERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Name: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

GE) FHT 72 ARCZDA v —T 2 AEFANIHEELTVDHAE, 1 ¥—T =

A ZNET TIZARIDHT ONTEY , AbET FLARRENRT T LTWVET,
INDDOEARBREIZEE LN TLEEW, EF 95 &, Management Center D45
Mg A hWrEnET, ZOMETSH, B 77 4 v 7R —DtFa YT 4
VU ERETEET,
a) 48T ETO [T (Name) | ZASLET,
T 2E, A F—T7 A AT Toutside] &9 ARTEAHTET,

b) [A%) (Enabled) | F=v /Ry 7 A4 LET,
c) [FT—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,

CiscoISA3000 22— +7 v 7H4 K I}



Management Center T 0 Threat Defense DB |
B oucry——omE

d) [BEXx=VUT Y= (SecurityZone) | K v 7 X7 ) A MSBFEONSEX2Y T 4
V=BT 0, [ New) 1227 U7 LTHLWEX=2 YT 40— ZBMNL
\iﬁqo

7= & z21Z. Toutside zone] L\W\HLEIDY —2ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

* [IPv4] : [DHCPOfEM (Use DHCP) ] # &R L. IROF T a o D/RT A —HF Zi&iE
L/\ijﬂo

« [DHCP Z i L CF 7 # /v b Jb— h ZHf5 (Obtain default route using DHCP) ] :
DHCP h—"—nH7 7 b b b— b EEG L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B AT U — MCEID S TET (1~255) ., 2B LI L— hDOF 7 4
WEDT RI=AM—=T 47 T4 AZ AT 1 TT,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)
« [IPv6] : A7 — b L AHBEEREDOL AL [BEHE (Autoconfiguration) 1T = v 7 R v
JRAEF AT LET,

) [OK]ZZ7 Vw7 LET,
ATwT5 [R1E (Save) 1227V v LET,

DHCP H—/\—DETF

7747 N TDHCP 2 LT &BIIxT D8 1P 7 RLAZEET L L5129 5
%A%, DHCP — _—Z2HhZ LE9,

FIE

AT9 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | #IR L, 71 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,

[l CiscolSA3000 R 5 — F 7y THA K
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Fornti—roen [

2Ty T3 [H—— (Server) |~<—2 T, [BM (Add) 122U v 2 LT, ROAFva v aRE L

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

(M —T7 x4 (Interface) |: Ny T H T Y X RNHA L F—T = AR F
o

«[7 KL AZ—/L (Address Pool) ]: DHCP %— "—3MEHT 5 IP 7 R L ADEK FALND
i PN OB OFHZRE L ET, IPT FLAOMHIL, BRL/IA v F—T = ZL[FET
7 Xy b EICHEETDIVERHY, A F—T 2 AHHDIPT RLAZEDDHZ &
IXICTEEHEA,

« [DHCPY— "—%HF0Z9 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A AD DHCP
Y= R—=ZHMNMLET,

ATYT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RFF (Save) 1227V v 7 LET,

FI74IMIL— FDEM

T 7 4V Rb— MEEE ., SN v H —T oA ADDEEFER T v T A N — A —H E
LRLET, SNA o #—7 = A AITDHCP 2T 25815, 73 ARTTIZT 74V b
N— EZELTWLAHEERH Y £3, FEITL— N2BNT2LERH LG5 IE, KOTF
iz 9247 L £ 3, DHCP %—/N—nb7 7 4 /b hb— NS LI2HG1E. [T/AM R
(Devices) ]>[T/ 1 A& (DeviceManagement) |>[/IL—F « % (Routing) ]>[R %
T4 vYIL—k (StaticRoute) |»X— D [IPv4/L—  (IPv4Routes) | F7=iX[IPve/L— k (IPv6
Routes) | 7 —7 MCERENE T,

FIE

ATYF1 [T/Af R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v
7 L/iﬁ‘o

ATYv T2 =T« 2% (Routing) |>[RE T« w9 I)L— bk (Staticroute) | ZRIN L, [/b— b ZEM
(Addroute) |#27 V27 LT, RODXIIZHEELET,

CiscoISA3000 R 5 — b7 v THA K .
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Add Static Route Configuration

Type: ® vt O 1pve
Interface™ outside

Available Network (5 ]

L, Search |

~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking:

[ZA4 7 (Type) ]:

Management Center T 0 Threat Defense DB |

Selected Network

== any-ipv4 @

0K Cancel

BT H5AZT 4y 7 b—RDOF A FIT U T, [IPv4] £721% [IPv6]

FFarvREZ LB ) v LET,

e[ H—TxAA (Interface) |: HIA v H—T7 oA A&EIR L E3, @FEIIINHA

H—T A ATT,

« [fEFFREZ2 R >~ N 7 —72 (Available Network) ] : IPv4 7 7 4 /L k JL— kD3G5 [ipv4]
IR, IPV6 7 7 4Lk b— FORAI [any] 3R L, B (Add) 1227V v 27 L
TR L%y U —72 (Selected Network) ] U A MZBEI X ET,

«[F—hFU A (Gateway) | £72IL[IPv67 — F 7 =1 (IPv6 Gateway) ] :

ZDON— DR

JANRYy T TCHDLT— bV = AN—FEZ ANEITERLET, IPT FLRAEZITR Y

ATy T3

NI =V /RA ATV =7 NEFRETEET,

[A NV w2 (Metric) ]: %8564y NT =7 ~DRy TOEEANTTLET, AMEDHIH

X1 ~2557T, 74/ MEIZ1TT,

[OK] %27 Vv 7 LET,
N BAET 4 I — T =T VBEMESNET,
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NAT D% 5E .

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates

¥ou have unsaved changes | [=] Save 3 cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [(#17E (Save) 127V w7 LET,

NAT D% E
— %A 72 NAT b—/LClid, W7 RLRAENBA > H—T 2 A ADIP T KL ADKR— MIE
Bl EdT, ZOFATONATL—ILDZ b Z AL H—T A A R— KT KL AZLH (PAT)
LIEONE T

FIE

ATFv 1 [T/814 R (Devices) |>[NAT] %227 U 27 L, [#LLKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RAT9 T2 RN v—ZARTEMT, R —%2EHT 7354 A&, [(R1F (Save) 1227 U v L
£,

CiscoISA3000 R 5 — b7 v THA K .



Management Center T 0 Threat Defense DB |

B wo

New Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

AR U =75 Management Center [ZIBIISNE T, SI&FEE, RY —I— 2B 203
N ET,

ATy T3 [—nDEM (AddRule) 1227 VU v/ LET,

[NAT/L—/L DB (AddNAT Rule) | #A 70 7Ry 7 ANKRINET,

ATFYT4 ERLV—NDOF T a2/ ELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [H#INAT/L—/L (Auto NAT Rule) | %34 L %7,

[ZAT (Type) 1:[#AF v (Dynamic) ] N L 7,

ATFYTE [A v H—TxA A4 7Y b (Interface objects) |X—C, [HHAGERA X —T =1 A

47 =2 b (Available Interface Objects) ] fEINO [SeA v F—T = A AFT V=7 K
(Destination Interface Objects) | BHIIZAMER Y — 22BN L £,

Il CiscolSA3000 22— +7 v THA K



I Management Center C () Threat Defense O &
MEEN |
Add NAT Rule ? X
MAT Rule: Auto NAT Rule hd
Type: Dynamic hd Enab

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | o,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAd.d to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT L —/Li3 A7 V=7 FEFRED—H#EE LT NAT 2Bt 5720, v A
T AERDany-ipvaé 47V =7 NeFERATLIZ LiIxTEERA, £, VAT
AERDA TVl NelETH LIFTEERA,

GE)
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Management Center T 0 Threat Defense DB |
B navons~o 574 v o0

o [ZEHa3 HDPEFTE (Translated Source) | : [F855A1 > ¥ —7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATy 1 [R1FE (Save) 1227V v 7 LTL—ZBMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ 6 c:
[B] Policy Assionments (1)
B Fiiter by Device @  AddRule
r Pa N lated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules
E Dynamic @ any <4 outside_zone 2 al-ipwa ¥ Interface @ Dnsiraise P

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

NEBMN D IEBAD ST 4 v 7 DEFTE

BB KTT D5 ek LTI- L X2, RO [TRXTONTI T v 7% 7wy 2 (Blockall

traffic) | 727 8A ar bu— R —2{FRLIZHAE. T 2 2@RT5 8774 v
VT EHFAT DDA =l AV EBINTAMNERS Y £, IROFIETIEK, NEHY —
MBI — 2 ~D T T 4 v 7 BHFRA[THL—LEBIMLET, M —rBH 5613,
Wl ry NI—I~D T 7 4w 7 AT 50— L%BIMLTIEEN,

FIE

ATvF1 R — (Policy) 1>[7Y2RKRY — (AccessPolicy) [>[7V 2RKR — (Access
Policy) &R L, ZEICKT 25 IZED Y TonTWAT7 78R a v hr—/L R v—
D HI7V YT LET,

ZFy T2 [JL—ILEEBM (AddRule) 12727V w7 L, WDRFA—2&RELET,

Add Rule ? X
MName |inside_to_outside Enabled Insert |inte Mandatory 7
Action |+ Allow > = i

m Networks VLAN Tags = Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name saa /& Inside_zone B sl outside_zone @

sau/dy inside_zone
Saa/th outside_zone

Add to
Source

Add to
Destination

[l CiscolSA3000 R 5 — F 7y THA K
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zzorn [

« [£4ET (Name) ]: ZDONA—/VICA4ETZAHTET (72 & 21F. insde to_outside) .

s [iIX{E£Y — > (Source Zones) | : [fEHFIHE/: Y — 2 (Available Zones) | 2>H N Y — 2
ZIEPLL, [HE5CI28 (Addto Source) 1527 U v 27 LET,

o 5645 — (Destination Zones) | : [ A[HE72> —> (Available Zones) ] 7B 4MHBY —
VEIRIL, [S85EI2BM (Add to Destination) 1 %727 U v 27 LET,
OB EFZOEFICLTREEET,

ATy 73 [EM (AdD) 127V v 7 LET,
=5 b=/ (Rules) | 7 —7 /WIZEBISILET,

System Help v

Overview Analysis SRR Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

ftd_ac_policy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Enter Description
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Mone
Tz Inheritance Settings | [] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Logging  Advance d
PR REC eIl © Acd Category | © acd rute | search Rutes

8 Fiteer by e

&8

o Mlow

b ez

in this section. Add Rule or Add Category oy T vu
ATy T4 [R1F (Save) 1227V v 27 LET,

1=
=% 7€ D BB
EDET & Bkt 280 (B LET, EEEZEHTIETE, T4 ALTEOE
BHLT 7T 470 A,

FIE

ATy £ EO R (Deploy) 1227V v27 LET,
B 22:[RE (Deploy) 1

Q ¢ # @ adminv Wl secuRe

ATY T2 [TRTEB (DeployAll) 127V v 7 LTTRTOT A AZEBT L0, [FEER R
(Advanced Deploy) 1% 7 U v 7 L CERIR LT A AITEHLET,
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REDER

23: 9 XTEM

Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment £
node2 I Ready for Deployment =)

@ 5 devices are available for deployment iz

X 24: 5 E TR

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(] Device Modified by Inspect Interruption Type Group
> nodel System FTD
o | 1010-2 admin, System FTD
> | node2 System FTD
3 (] 1010-3 System FTD
> 1120-4 System FTD

Last Deploy Time Preview Status

May 23, 2022 6:49 PM [ I Ready for Deployment
May 23, 2022 7:09 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment
May 23, 2022 6:49 PM B I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,
R 25:BREART—42 X

es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks .:) Show Notifications
m 0 running 5 success 0 warnings 0 failures | . Filter

© 1010-2 Deployment to device successful.
© 1010-3 Deployment to device successful.
© 1120-4 Deployment to device successful.
@ nodel Deployment to device successful.
© node2 Deployment to device successful.

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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Threat Defense CLI ~0 7 7 £ 2 ]

Threat Defense CLI~ND7 Y X

ATy T

ATy T2

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

BT A TR ADEBA X — T = A AT SSH THESECTX 3, SSHESHDO A
VE—T 2 A AEBNTVWAEE., T—F A F—T A A LEOT RLRICHEEHETXE T,
Fe B A B —T 2 A~D SSH T 7 R ITFT 7 4V N TN 72> TWET,

FIE

CLIicu /A4 LT, BHarva—F%2aV—niFR—hk, RI45K—F, T =USBHK—F
DOWFTINER LE T, THEAOF NV —FT 4 TV AT DZMERUSBT Y TV RTA
NREBTA VA=V LTLEEN, ROV TIVEEEMHEHL £,

* 9600 7R —

$8F—4 Ly b

e NRUT 472

1 AFy 7 EY L
a—HF—%admin, BLOWHE Y b7 > TRHIERE LT AT — FEEH L TEBICXTT 5
Biffl CLIICm 7 A > LET (77 4/0 MiE Adminl23)

27 A I, CLI THEFTREZR =~ > ROIFMZ R T 2121, help £721X? 2 AL %
Toﬁ%%®ﬁwK0wT@\FQ&MW@WWWW%HM%%Cmmmmwamwﬂ%ﬁﬁb
TLEE,

T7A 74— ILOEIRDYIE

VAT LEMEYNCY vy N H T ENEETY, BMICERT T 72K 35 &

BERR T 7 AN AT LAOREEFIEEITIEBHVET, N7 7T 070 RTIEFEIZEEK
DT aEANFETINTEY, BRT 7 7%k, BRZEOMLIEDVTLDE, 7747

VA=WV AT LT L — AT N Yy NI TERNWI EERATEBNTLS I,

ISA 3000 > v — 21, AMBEIRAA v F13H Y £ A, Management Center D7 /A AEHL
m—y%ﬁ%bf7ﬂ4x@ B AU 57, CLIZfEAT&E £7,

CiscoISA3000 R 5 — b7 v THA K .
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Management Center T Threat Defense M & FH |
. Management Center ZFFA L1774 70+ — LD ERO LI

Management Center Z{FFI L= 714 7V + — LD EIED LK

VAT LEBEYNCY vy MU T H I ENEETT, BMICERT T S E2kneh . EIRA
AVFEMLIEVT AL, BRRT7AN AT LAOBRELRSIXR-TZENHYET, Ny
77Ty RTCIEFEICZHO T a8 ANFATINTWT, BIRT 7 7 EHE\W0 | B Z U
Liz0d5E, 774 T T4 —INETL—A TN %y hETUTERNWI EEREZTBNT
TZEWY,

N

GE) T v ML 702472+ THR— RS TWET,

Management Center Z i/ L T A7 A& @MUNZT v v RF T TEET,

FIE

AT v 71 [Devices| > [Device Management] & ##R L £,

ATY T2 HEEBTIT NS ZAOICHIWRET A2 ) 27V v 7 LET,
AT T3 [F/34 A (Device) | #7 %27V w7 LET,
ATy T8 [VAT L (System) |7 v a v TCTF AL ADV Yy by TAay (&) 27) v LE
7,
AT TS Tur T ERERENTEL, TRALAADY Yy v M U EERLET,
ATYT6 VYyy Mot RrEE=F—LET, T AZEHRTEX20WEAIE, H3 00> T
VATFANR Yy N LD L ERERLET,
e =)L A= VI T AT U =R L CWADEARE. 77 AT U x—b
Ny NATUTHEXIIVAT AT et F—LET, ROT a7 bk
RENET,

Firepower Threat Defense is stopped.
It is safe to power off now.

To restart the device, you must Power cycle to the device.

ATY Tl LEIJSUTERT 7 7 2R Toy — v bR ER AR A 2 LN TEET,

CLIICHEITAT7 747 04— ILOEIRDUIE

VAT AEBMYNI Yy N U UT A EREETY, BMICERT T V2R T5 &,

BERRT 7 ANV AT AOBREEZSI SR ITIENHVET, N7 7T 00 RTIHEICEHK
DT ANFATENTEY, BRT 7 72k 0, BEEZUKLEZVTSE, VAT L%
TU—RATNT %y NI TERVWIEERZTEBW TSV, ISA3000 & ¥ — Ui,
INBEIA A >~ FITH Y £FH A,
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| Management Center O Threat Defense O &

\)

cuizs3277479+—roERoms I

GE) vy R UITT.024/72+ THFR— RS TWES,

FIE

RTFYT1 a3V —)LR— M

rNE 7 LET,
shutdown

1

> shutdown

This command will shutdown the system.
Please enter 'YES' or 'NO': yes
INIT: Stopping Cisco Threat Defense...... ok

e U C ISk AR CLUIC T 78 A L, BBk A5 23 v v

Shutting down sfifd...
Clearing static routes
Unconfiguring default route
Unconfiguring address on brl

Unconfiguring IPv6
Downing interface

Stopping xinetd:
Stopping nscd...

Stopping system log daemon...

Stopping Threat Defense

Stopping system message bus: dbus.
Un-mounting disk partitions ...
device-mapper: remove ioctl on root failed:

[...]

mdadm: Cannot get exclusive

filesystem or active volume group?
Stopping OpenBSD Secure Shell server: sshd
stopped /usr/sbin/sshd (pid 3520)

done.

Continue?

OK
OK
OK
OK

[ OK ]

[ OK ]

Device or resource busy

access to /dev/md0:Perhaps a running process, mounted

Stopping Advanced Configuration and Power Interface daemon: stopped /usr/sbin/acpid (pid

3525)
acpid.

Stopping system message bus: dbus.

Stopping internet superserver: xinetd.

no /etc/sysconfig/kdump.conf

Deconfiguring network interfaces... ifdown:

done.

SSP-Security-Module is shutting down
Sending ALL processes the TERM signal

acpid: exiting

Sending ALL processes the KILL signal

Deactivating swap...

Unmounting local filesystems...

Firepower Threat Defense stopped.
It is safe to power off now.

To restart the device,

interface brl not configured

you must Power cycle to the device.
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Management Center T 0 Threat Defense DB |
B xozx727

ATy T2 BEICKHT A0 Ny y hE T L, aryy—il (53 CICBRA A 70T 5] LFET
INEHEEIT, LEICS U CERZHKW T Yy — o b ERZWEMICE Y AL F7,

. —_ o
RDAT T
Threat Defense DFXEZ i1 521X, [Cisco Firepower R = A 8| |ZH HBHEVD
VIR 2T NR—= g0 D=2 T VEBRLTLLIEE N,

Management Center D FIZ B3 2 1 #H 2>V Cik,  [Firepower Management Center Configuration
Guide] ZZM LTI 7Z&EW,
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4.
=% =R

ASDM Z{#F L 7- ASA D&

CDEOHRSRE
CiscoISA30001%. N7 v/~ MO T 7 A T4 —/L T, ZOETIE, Xy hU—
712 ISA 3000 ASA % BB 2 5L L IR ED TFIEIZOWTHH LE T, ZOETIZLLTD
EEIZOWTIEERY EIFTWERADT, [ASA a7 4 FXalb—rary T4 R] 28K L
TL7EEY,

o 7 x— )L —/N—

=L

* CLI iX &

« (9.16 LLH) FirePOWER E3 =2 —/L

ZOETIH, BEANREX 2V T 4 RY V—OREFIEICOWTHEFHALET, L0 EERE
HWRHHGEIFRETA R L TIEIN,
ISA3000 N— R =7 CliX, ASAY 7 MU =7 &I T A58 V7 by =7 #5347 T
F9, ASA & FEICKT A5 L O T B2 21T I BRICIE. T3 ADFA A=)
VB2 0 47, [Cisco ASA 3 L U Firepower Threat Defense FA A — AL A N 258 L
TLTEEW,
TSANO—UERXT— A2 b ISA3000 (2 VEE NGBS I3 RE T4, BMmAICIET 5
ZELHVERA, EEL, 2=V PORETIE., BAEIEREFEHCTEET, 0
ey, SEVEZERFO SNMP O HIRFIZ, B EE DMEGRBITE RA B CEX 258050 77,

¢ ASA IZOWVT (80 ~2—2)

e RY—x v ROFIE (80 ~—3)

c Xy NT—JEELT 7 4L FIREDHER (82 X—)

c T AT U= D —T VR (85 X—)

o TNA ZADERKN (86 ~—)

e (LE) IPT7 RLADEHE (86 2—)

¢« ASDM ~Du 7 A v (87 ~2—3)

o (fFE) ASA 7 A4  ADEE (88 2—)

« ASA DF%E (90 =—2)

¢« ASACLI ~D7 7t A (91 _—2)
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ASDM %A L1- ASADER |
B ssazouc

c IRDAT 7 (92 X—7)

ASA [ZDLVT

ASA X, 1 DDOFNA A CEECAT— NIRRT 74T 74— UEEER L OVVPN 22> & >
hL—X —fEREA R L £9,

RONTNNDOvF—T ¥ ZHH L TASA ZEFHTEET,
«ASDM (ZDH A RTHH) : T34 RTHEENDHMDT NA ZAv R —T ¥,
« CLI
«CDO : V> FNIRYT T RR=ZADNVF TN, A 32— %,

« Cisco Security Manager : Bl —/N— LD /L FTFNA A v —T v,

ITVRFY—IVFDFIR

Uy —VTASAFZREI L TCRETDHIZNE., ROZRA7 2L T IEEN,
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| AsDM % & L 1= ASA DERE

v ry—1vroFE [

B26: T FYy—TY FOFIE

e N o\
Pre- '\1 _/ Review the ‘\2,' Cable the '\3/- Power on the
Configuration ~ network and ~ device ~ device
default config —p —>
v
ASA CLI 4 ) (optional)
Change the IP
address
4= l (6) o) /100
ASDM \5/ Log into \f_s/" (Optional) "\?_/’ (Optional) L Y/ Configure the
ASDM View the serial Apply the ASA
—p Number activationkey —p
to the device
A
N
Cisco '\7 '/ (Optional)
Commerce Obtain feature
Workspace licenses
Smart (8 ) (optional)
Software Obtain the
Manager activation key
(1) |FAEE Fv U EEE T T 4N FREOHR (82 5—)
AN
(2) | FRIRRE TrAT A —NADI—T U (85—
bt
(3) |FFHIRE TN ADEPFHEAN (86 2—)
>
4 |ASACLI (EE) IPT FLADEE (86 ~—) |,
(5 |ASDM ASDM ~D 11 7 A o (87 ~—3)
"/

CiscoISA3000 R 2 — + 7w THA K .



ASDM %A L1- ASADER |
B «oro—vEBeFoLrREORR

(6 |ASDM (EE) ASA 714 B ADHFE 88X—)  VUTAESFERRLET,
(") |Cisco Commerce ({EE) ASA 7 A B 2ADKRE B8 "—) HIETA L A LB LET,

—/ | Workspace

(g |Smart Software Manager | (L) ASA 7 A &> ADRE (88 <—) T/ F 4=y arF—2RHLE

To
(g) |ASDM (LE) ASA TA LV ADBE (88 X—Y) 1 T/ T A N—v gy X =T/ 2
~if L E T
10) |ASDM ASA DEE (90 ~—)
N

Y RI—OBEET 74 FEREDIESR
WO, ISA 3000 THEEINH Ry N —VEBEAZ R LET,
~

GE) ASDM 7 7B RIZF 74/ MNEHEIP T FLABFEHTX WA 1E. ASACLI CHEHIP 7 K
VAZRETEET, [ ((FEE) IPT FLADEE (86 2—) | #BBL T &,

(4 27:1SA 3000y ~T—%

BVI 1
IP address of your choice

ASA

outside1
GigabitEthernet1/1

—=— inside1
GigabitEthernet1/2

inside2
GigabitEthernet1/4

f Inside

outside2
GigabitEthernet1/3

management Router
Management 1/1
192.168.1.1/24

Router

Management
Computer (DHCP)
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| AsDM % & L 1= ASA DERE
1sa3000 07 74 L e ]

ISA3000 DT 7 4L FEETE

ISA 3000 O T3FHMHEDT 7 4 )L FEREIZ. RO LBV T,

s FSURRTFLURNIFATIA—ILE—F : NTF AT LU N T 7 AT Ut —/UE,
BumpInTheWire] £721% (AT NVAT 7 AT Ux—/v] OXIICEMETALA Y27 7
AT UA—NTHY, HEHINTT A ANDN—E Ky 7 LTI SN EE A,

-1?U;9ﬁﬁ4>9 TIAR T RTDANR—A L HZ—T =2 ZAFR LRy hT—
WHFELTOWET IP7 FLREBHIRESATOWERA, Ry FT—9¢E—HT 3

J: ) I:EE’E?' BDHENHYET) : GigabitEthernet 1/1 (outsidel) . GigabitEthernet 1/2
(insidel) . GigabitEthernet 1/3 (outside2) . GigabitEthernet 1/4 (inside2)

T RTORABELKUNEBA v ¥ — T = A AFMHABETEET,
B 1L AL H—T A X : ASDM 7 7 £ AD 192.168.1.1/24,
cHB DY AT MK % DHCP,

«ASDM 7 7 & A : HEIRA MIFFA S E T,

e N— R T TINAIRRFE, ROA > H—T = A AT THZ72> TV ET, GigabitEthernet
1/1 B LV 1/2, GigabitEthernet 1/3 3 XY 1/4

A\

GE) ISA 3000 ~DEJENUIR I3, N— R T =7 NARR £— R|Z
BITT DL, BRETELDIFILLDOAS o F =T A AT DHRIT
72 F£9, insidel & inside2 3 &L W outsidel & outside2 |TiE(E TX
RV ET, INHDA U E—T = A A OBEAF O T
TRONWET, BEPAHRASNDL L, ASARTr—%25 Efk<
72, B RS v E T,

DAy 4 Xal—rvgIRkOa<wy RTHEERINTWET,

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level O
no shutdown

interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown

interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level O
no shutdown

interface GigabitEthernetl/4
bridge-group 1
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ASDM %A L1- ASADER |
B saavo7or0rse

nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVIL
no ip address

access-list allowAll extended permit ip any any
access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management
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| AsDM % & L 1= ASA DERE

274 T7 94— LDy —TILEE:

28: 77 AT 0A—IDTr—TILIEE

Management 1/1
192.168.1.1

=
‘iseo’
GigabitEthernet 1/2| 152200
inside1
(Optional)

Console ports

Inside

T7AT I+ —ILDr— TV .

Management Computer
DHCP: 192.168.1.x

GigabitEthernet 11
outside1

‘ Router IP addresses on

GigabitEthernet 1/4

inside2

IP address of your choice

Management 1/1 f > % —7 = A AT ISA 3000 Z &P L £7,

FIE

BVI 1

r same network as BVI

 Outside -
|

4

| GigabitEthernet 1/3

outside?

AT 71 GigabitEthernet 1/1 Z 4Nl — Z (THeft L. GigabitEthernet 1/2 Z PNHR/L— 2 (ZHft L £77,
INHDOA B =T 2 A AL 2T RT =T NANAXT PR EINET,

AT w72 GigabitEthernet 1/3 & JU RSN/ — # 128kt L. GigabitEthernet 1/4 % TR NHL— & 28z L

i‘j—o

TNLEDA L H—T 2 AL S TA— R T 2T RARLTREREINET, 2hbDA v
2 —T A AL, MGTOXT TRENBELELGEICTER Y NV —7 22k LET, =
NH4DODT—H A LB =Tz AFT T, BRLEZFELRY NV —7 BITFELET,

BVIIOIPT RL A%, WEL—ZBLUINTL—Z LRICRy hU—2 EICEETH XL I

RIETDMENRDHY £,

AT 73 Management 1/l ZFHa L Ea—F (F72dxy hT—7) IC#ERLET,

CiscoISA3000 R 2 — + 7w THA K .



ASDM %A L1- ASADER |
B = zommEA

ATy T4 (FE) BHarvva—FEary—)LR— M LET,

BHIPT RLAZT 74V IO ERETIHIVNENDIGAIE, BHa L Pa—HFEar Y —
NR— M —TNVERTAILELHVET, [ (R IPT RLADOEHE (86 <—) |
EBRBLTLLEE N,

TNA ADEREA

VAT LAOBPRIEDC ERTHE SN E S, EIRAZ 13D FH A,

FIE

ATy 1 EBIETT 703 DC EBIFICHEARE L7212 ISA 3000 (255 L E 9,

BT 7 7 OIE LWEURFIRIZ OV T, [h— R = TREVA K] © [DCEIFR~DOHH
BB L TLIEE N,

2T w72 ISA 3000 T34 ZADOFIEHIZHH S AT A LED #HEER L E T, BEICAIT L TWAESIZ. &
R ZDBIFRBA>TVET, FREICEBLTWAEIES, S RIT— T v 7 72—
L OVPOST (BIREARFHCZWT A ) OIRRETY,

T _NTOFTNA AN ISA 3000 IZIE LS SN TV D HERT DICIE, [Hh— 7 = 7 %E
AR © TEHEOHE] 22 LTI,

(EFE) P7 FLADER

ASDM 7 7B AIZT 74V bDIP 7 RL AZFHTERWEEIE, ASACLI TEHA V¥ —
T2 A ADIPT RLAZZETXET,

\)

GE) ZoFETIE. T 7+ E%@xb BINLIZIPT FLALEELET, 207D, &
B2 ASA REICLEEZMAT- AT, ZOFEEZHEH LAANWTEEN,

FIE

ATV T1 ASA =Y —)LiR— NIEF L, Zu—)L a7 4 FXFal—yg Ly F—RIADET, 3
FZHOWNWTIZ, TASACLI ~DOT7 272 (91 2—) | BB LT EEN,
AFyT2 BRLEZIPT RLARZFEH LT 74V FREXELCLET,
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| AsDM % & L 1= ASA DERE

ATvT3

configure factory-default [ip_address [mask]]

&1

asom~nos1> [

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.
Verify there is a valid image on disk0:/ or the system will

not boot.

Begin to apply factory-default configuration:
Clear all configuration

Executing command:
Executing command:

interface managementl/1
nameif management

INFO: Security level for "management" set to 0 by default.
ip address 10.1.1.151 255.255.255.0

Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing

command:
command:
command:
command:
command:
command:
command:
command:
command:

security-level 100
no shutdown

exit

http server enable

http 10.1.1.0 255.255.255.0 management
dhcpd address 10.1.1.152-10.1.1.254 management

dhcpd enable management
logging asdm informational

Factory-default configuration is completed
ciscoasa (config) #

FIFNN AT 4 X2l —arEd 779 a AEVITHRELET,

write memory

ASDM ~D O 45 A >

ASDM Z B LT, ASAZRETED LI LFET,

ATy T

PR BHEIIZ
« ASDM % E47¢ 572 DOFARIT >\ T, Cisco.com ® [ASDM U U —2 /— K] # &M

LTLZENY,

FIE

77 WIZRO URL Z# A LET,
« https://192.168.1.1 : EFA L H—T = A ADIP T KL A,

CiscoISA3000 R 5 — b7 v THA K .
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ASDM %A L1- ASADER |

() ASAS AV ADHRE

ATy T2

ATvFT3

ATvT4

G¥) http:// °IP 7 KL A (57 #/L ME HTTP) Tid/a< . &3 https// ZFE L TL
72&W, ASA %, HTTP U 7 =% + % HTTPS [ HEIAICHizE L EH A,

[Cisco ASDM] Web — U NFERENFE T, ASAIZGEAEN A A h— /L ENTWNRWZHIZ,
TI70FOEXa2 VT 4 BERERINDGZERDHD ETH, Zb0BE TR L T, Web
NR=DWIT Vv ATEET,

fifi i A RE72 47" = [Install ASDM Launcher] % 721% [Run ASDM] W Nnzxz 7 U v 7 LE
D

[ OFFRICHE > TAT > a VA BR L, ASDM #iE) L £9,

[Cisco ASDM-IDM 7 >+ — (Cisco ASDM-IDM Launcher) ] B’#E RSN E T,
2P ENRAT—=RDOT7 4 — )V REZEOFEIZLT, [OK]EZ27 Vv 7 LET,
AA 2 ASDM U (¥ RUBRFRENET,

({EFE) ASA S A 2 RADEKRTE

ATy T

ISA3000Z1E, VEXLINTZN—T a3 IS U TEKRT A& A E I Security Plus 7 1 &£ &
WEENET, SecurityPlusT 1 £ ATk > T, DT 7 A4 7 7+ — /L4, VPN,
7 = — VA — " —HRE & VLAN kS i E 7,

T A & AO[MAICHIBRZ 1T 58541, Strong Encryption (3DESIAES) 74 &> 24,71
AV A= LES, ZOTA LA, T A DEREOHIEER Y o —I2k>T,
DOETIIMEHIEE TE ¥ A, Strong Encryption 7 A £ AIZX>T, VPN 77 4 v 778D
EEICHESILENTZ T 7 4 v I BNHFTSNET,

ZOFNETIE, BMOTA L RAZBGELTT 77 4 7T 5 HIECHO W TRA LT, #Hikl
TA B AERIF LRV RIE, ZOFIRCHE ) BERDH D EE A,

#EELD Strong Encryption 7 A4 £ A2 FE)TY 7 = A T 508N H DL 5GEIE.
https://www.cisco.com/go/license Z &M L T 72 &0,

VELZES U T, AnyConnect Plus £72 13 Apex 7 A4 B AZ AT H ENTEET, 07
A& RIZX 5T, AnyConnect VPN 7 7 A 7 > b OB BTl S E T,

BIND ASA SA B A% A A =T BHI21F, ROFIEEZEITLET,

FIE

[Configuration] > [Device Management] > [Licensing] > [Activation Key] %% L C, ASDM
TASA DV I TNANEFEGEZRSELET,

CiscoISA3000 R 2 — k7 v TH4 K
[ 88 |


https://www.cisco.com/go/license

| AsDM % & L 1= ASA DERE

ATy T2

ATvT3

ATy T4

ATy TH

®) AsasqtozoiE |

GE) TAR AR END Y TAFEFIE, = R =7 OAMINCEIR STV 5
VX =YDV I TNESEFRRYES, YOV TIVERIE, T =v
PR—FTHASN, T RAMERENERAL, T4 ADT Y TAES
ZFort 521X, showversion | grep Serial =~ K& AJ1 4575, ASDM O
[Configuration] > [Device Management] > [Licensing Activation Key] ~<— % & L T
<TEEWY,

PID (L-ASA-SC-5=) Z{EMALTC5EFXalT 1 2 TXA N T4 B AZHAT DT,
http://www.cisco.com/go/cew ZZ L T 720V, ASA 1L, PID (L-1SA3000SEC+-K9=) #fifi
HALT, KT A AL Security Plus 7 A B A&Ffo722 2503 THF A MEHR—ML
TWET,

AnyConnect 7 1 &> ADH4 . [Cisco AnyConnect ZiEA A Kl 8L [AnyConnect 7 A &
AL FEONSER (FAQ) ] ML TSN,

T4 AEWAT D L, WEFEGEF— (PAK) PRl E A —NVEZITRY, 714k
VAT I T 4= gy X —FRETEET, AnyConnect 7 A B ADFE, 22—V — 1 v
Ya v LT —NEERT HEEO ASA IZHEATE 5~ /L F 22— PAK % HY £7°,
BEICE > Tid, PAK PRE#EiSNTZE T AN EZITRADETHREPND Z ENH Y 77,

UTFDOTA|AWeb YA "NDT 7T 4 _X—2arF—%0FLET, https:/www.cisco.com/
go/license

Ta s NRFRRINTEL, ROBHREATILET,

« B FRAL % —

cASA DY TILEE

BT A—NLT LA
TIT 4=V a XN EHBNICAER SN, FBELZET AT RLRAIZEESNET,
ZOF—ITIE, KT A B AFCENE TR LIRS TR TEER TV ET,

ASDM @ [Configuration] > [Device M anagement] > [Licensing] > [Activation Key] ~2A > T, #f
LWPOTA4R—=230F—%2ANLET,

F—lT, SOOEHETHEREINDI6HEA N V7T, HFEBIIIODOAL—ATRI LN TV
9, LHO X BEFIIMEETT, TXTOMEN 16 L A shEzd, RICHEZRLE
—g—o

ASA0xd11b3d48 0OxaB80adclOa 0x48e0fdlc 0xb0443480 0x843fc490

[Update Activation Key] #7 U » 7 L £,
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ASDM {5/ L= ASADERM |

B rsaozms

AN —
ASA DX TE
ASDM 3 DB, HEARRER L OLRHBREORTEICV 4 VP —FE2FEHATEEd, v ¥—

RIZEENTWRWEIEEZ FEICRET DL TEET, Xy hUY—ZIZEDETBVILIP
T RLVABRETHVLENHY £7°,

FIE

AT F1 [Wizards] > [Startup Wizard] DJEIZEIR L, [Modify existing configuration] 47> 2 > R ¥ L % 7
Vw7 LET,

@& Launcher File View Tools m Window Help
ece ’ Startup Wizard... " Cisco
i @ Configuration [ Monitor VPN Wizlirds ard ‘ @ Hel ‘Type topi¢ Go
_ B 2 ' High Availability and Scalability Wizard... | - & "
[ECTNF TN | Unified Communication Wizard... |
000 Device List _ ASDM Identity Certificate Wizard... [
% Add [ Delete ¥ Connect { Packet Capture Wizard...

.|
| Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

5 w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

AT w72 [Startup Wizard] Tlx, FlEZB-> T FE2RETEET,
e A X —T N RAT— R
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| AsDM % & L 1= ASA DERE

ATv73
ATy T4

asac~n7s+2 ||

e A HE—TxA A (NEBIUONFDA L Z—T A AIPT FLADHBERA VZ—T =
A ADHFEMEIR E)

s AST 4 v 7 —F

« DHCP 4 —/3—

« ZOAh...

(EE) [Wizards] A ==a—0 6, ZTOMO Y P — REFETLET,

ASA OFTE A HiATT 51Z1%,.  [Navigating the Cisco ASA Series Documentation] T 7 b7 =7
NR=P g NG LT~ =a TV EBBLTLIEE N,

ASACLI~DT7 VX

ATy

ATy T2

ASA CLI Z{ LT, ASDM i 5D VIZASA D N T TNy a—TF 4 UV ITRREEIT
I ENTEET, CLIKIEX, a2 Y— NV AR—NMNBERLTT 7 EATEES, B TLEOA
VHE—T 2 A ATDASA~DSSHT 7B AZHRETEET, SSHT 7 BR|LT 7 4+ /L N T
725 TOVET, FEIZOW TR, ASA DRI BEORTEN A REBR LT EEW,

FIE

BHoaLYa—HFEaLr ) —)LiR— b, RI458”— M E772133 = USBAR— FOWF R HEp:
LET, THADOAL—FT 4 VT VAT LK RUSBY Y TV RTANRNELT A A h—
NLTLEEY, ROV TAREEZHERALET,

* 9600 7R —

$8F—4 By k

e NUT 472

1ALy 7 EYE
ASACLIIZHEE LE T, T 74/ FTlE, av Y — AT 7 v AN E R a2—F— T LT vy
MEH Y A,

¥ EXEC £ — NIZT7 7B A LFET,

enable

enable 2~ REBUIZAN LI X2, RRATU—RELEET L LHROSNET,
1 -

ciscoasa> enable
Password:
The enable password is not set. Please set it now.
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ASDM %A L1- ASADER |
B xozx727

Enter Password: ***#**x*
Repeat Password: ****x*xx*
ciscoasa#

RELSDT_RToOa~r Rid, FHEEXECE— R THATE £4, FHEEXECE— R b

Y74 FXal—varyE®T—RIADLILELTEET,

F¥FHE EXEC E— RA&#& T 51Ti%, disable, exit, £7ziT quit =2~ FEZ AL ET,
ATFYT3 o= a7 4 F¥al—arEF—RIT7 782 LET,

configureterminal

1 :

ciscoasa# configure terminal
ciscoasa(config) #

Ja—\) a7 4 FXal— g T— RNLASADOREERBTCEET, Fa—L o
TA4F¥alb—ra B RT3 5120E, exit, quit, £72idend =2~ RE AN LET,

RDATY T

« ASA DFREZHATT HITIE. CiscoASA ) —XDEME~ =27 LOHENE . Bifivo Y
TR 2T N_A= g NS LT~ a T V2B LTLLIEEN,
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