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HETTIE, EVERICE > TT =< AR KIEICH ELET,
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[2— W& H (ManageLocally) | % [1ZV (Yes) JIZa%ET DA, F7-1% Firepower
Management Center 7 4 —/b K ([Fmclp]., [FmcRegKey]. 3 X O [FmcNatld]) (Z1E#H % A
T2 enTEET, HHLTOWARWERE—RNTIX, 74—V REEOFFEICLE
j—o

DT 7 AT TF—IVE—R, PO 7 AT U4 —/ET—F (Jb—Tv FEiFhk
SURRTFT LU M) ZRELFET,

= — 71 L Firepower Device Manager (FDM) Z i L CREHZEHT 2 TEOHEIL.
T7AT U= E— NZI—TY ROHRANTEET, FIDMEZEH LTI AT
VR T7AT I — N E— ROA U F—T = A ATRETE EH A,

T TIAT UVANER Ry NT—7 TBETHIEEHFAITHERY NT—TRIE,
BOHOaL 74 FXal—ray 7y A VEHERETICERT 25451, EEIIZ Firepower

VAT AOYEBRTEERETHLERH Y I, FEz OV, [BOHDa 7 4 Fa L —
vary TrANEEALEWESR (153—) 122 LTI I,
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G¥E) Z OFITIHE Linux MEH S TWET A, Windows DEFICHREIEO2—T 0 VT 4030 £
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FleDHE
1. [dayO-config] &\»9H 7 F A k77 A /LT Firepower Threat Defense Virtual ® CLI 3% 7E % it
ALFET, Fv hU—27FE L Firepower Management Center D& FEIZ B3 2 1 #H A B0 L
\i @—O
2. TXADM 77 ANEISO 7 7 A WA L THAHCD-ROM Z AR L £7,
3. FlEZMVIKLT, AT HFIDv Z&IC—BDT 74V hRET 7 A VEERR L £,
FED

RATw 1 Tday0O-config] &\>5 7 F A k77 A /LT Firepower Threat Defense Virtual ® CLI % E#FEALE T, * v
kU — 27 ZE & Firepower Management Center D& HLIZBHJ A FH A48 ML £,

51

#Firepower Threat Defense
{

"EULA": "accept",
"Hostname": "ftdv-production",
"AdminPassword": "Adminl23",
"FirewallMode": "routed",
"DNS1"™: "1.1.1.1",

"DNS2": "1.1.1.2",

"DNS3": "M,

"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.44",
"IPv4Mask": "255.255.0.0",
"IPv4Gw": "10.12.0.1",
"IPv6Mode": "disabled",
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"IPv6Addr": "",
"IPv6Mask": "",
"IPV6GW": "™,
"FmcIp": ",
"FmcRegKey": "",
"FmcNatId": "",
"ManageLocally":"Yes"

7 — 71 )L @ Firepower Device Manager (FDM) %3 5i2iZ, FOHD > 7 1 X2l —var 77 AL
WNT[r—h g (ManageLocally) 1 LT iEvy (Yes) 1 &AL ET, F/=1E, Firepower
Management Center ® 7 4 —/L K ([Fmclp]. [FmcRegKey]. 3 d OV [FmeNatld]) IZASILET, FHLTW
RWEBA T a VOGEIE, TNHD T 4=V REZEHOEEICLET,

ATYT2 THADL 77 A% ISO 7 7 A WA L THAHCD-ROM Z AR L £7,

&1

/usr/bin/genisoimage -r -o day0.iso dayO-config

Ey e
i

/usr/bin/mkisofs -r -o day0.iso dayO-config

ATv T3 FEABVIKLT, BATAHFIDY ZEIC—BDT 74V NRET 7 ANVEEHRLET,

RDHBERY
e virt-install Z{FH L CW A AT, virt-install 2~ > RIZROITEBIM L E 4,

--disk path=/home/user/day0.iso, format=iso,device=cdrom \

« virt-manager Z i L T\ 5354 virt-manager @ GUI i L T{RAH CD-ROM % {ERL T
& %£9, [Virtual Machine Manager Z i f§ L 72##E) (13 2—27) | 2SR L TS0y,

Firepower Threat Defense Virtual 0 #Z &f
BARXRYV YT rEFERLI-ES

virt-install X—ADE AR U7 M &EHEH LT FIDv #i2#T& 9,

BRELCHRIER T A D Fx v B— REBRL AT =~ ARt T&E 52 &0k
BELTLKEES Y, lHTOX Yy v a2 T— R, T—FHEENRETINE I DICEELE
2. X v via FT—RETARTDONRT f—< L ATHEEBLET,

HZRKVM T AR T4 AT A Z =T = AT, RESNTZNTNIDOF ¥ v aE—F
(writethrough, writeback, none, directsync, F7ziX unsafe) ZfEETX £, writethrough -
XA v v v a2 ML F 7, writeback (ZFEAM Y /EEIALF v v v o Z iR
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7, directsync [IHE A b=V X v v 2w NA R LET, unsafe T TR COa T UV E
Xyvral, FANNDLDT T vy aBREBETHAGEERSH 0 7,

« cache=writethrough i%, 8 A N CZERDIEENRELTZHEDKVM T A M~y v O 7 7
A MR AR T & £9, writethrough & — RO &2 8D L7,

« 7272 L. cache=writethrough /%, cache=none £V 7 ¢ A7 1/0 EXIALNZ N2, T «
ALY T =< P ATHETLAEELDH Y £,

o« -disk &7 3 D cache N T A —Z HHIRT D56, 7 7 4V MMI writethrough (272 0 F
R

Xy v iat T arERELRNE, VMEERRT 5 72 DI B2 R & RHE L B &
n%%ﬁ%%wiﬁo:nﬁ\EVRMDaybm~§Ku?4X7%Vyvyﬁﬁﬁﬁ
BNWHDORHDZENFEKNTT, DD, T4 A7 X v v I EEHLT (
ache=none) . writethrough% 7 7 + /L MIRETDH &, 7T— &@ﬁ/\ﬁi%ﬁﬁﬁ%fé‘iﬁ“

e N—T 3 6.4 LIKETIX, FIDv X, FR#EAREZR vVCPU B L O AEY U Y —RZfH LT
ERENET, X—Yar 64 LVETONR— g 0 TlE, FTIDv 1. [EERERL 4vCPU/SGB
TNRAAL LTEBSNTWELE, £ FIDV 77 v 8 7 4 — AW A XD --vepus B LN
—ram /N T A —H THR— K EINTWAHEIZOWTIE, IROFBZSHR LTIV,

% 4:virt-install THR— b SNBVCPUB LU AT 18T A—4

--vcpus --ram FIDv 75y k74 —LDY A X
4 8192 4vCPU/RGB (7 7 # /L )

8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

ATw 71 Tvirt_install ftdv.sh] &9 virt-install 227 U 7" k& Bk L £ 7,

FHNVM@%%H\:@KVM$2%£@@@W@V&V’WM)£% BWT—EBTHDHZ ENKET
4, FIDVIZEKRI0EDO Ry T —2 A B —T 2 A Z Y R—FTEXET, ZOHFITIE, 40DA % —
T oA ZAEH L TWET, A NIC iZ Virtio TRIFHIER Y 8 A,

G¥) FIDvOT 74/ FEETIE, BHA L HX—T =24 R, BWIA X —T =4 A, BLOWNHA »
A —T A AIE LY TRy b EICEET D ERELET, VAT LATIEH, 7t 4004
VBT oA ANIEFICEIB T LMERH Y 9, RAENIC I Virtio TRITAUEe Y FH A, X
NI =T ~DA L H—T x4 ZADOFEID B TL, ROIEFETHD I EBMLETT,

s LEBA U H—T oA A (WIA)
2. WA v H—T oA A (WIA)
3ANEA v H—T oA A (W)
4 NERA X —7 = A A (W4ZH)
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5. (AT vayv) THAUHF—T oA A K6

51 -

virt-install \
--connect=gemu:///system \
--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio
-—-name=ftdv \
--—arch=x86_ 64 \
--cpu host \
--vcpus=8 \
--ram=16384 \
--os-type=linux \
--os-variant=generic26 \
--virt-type=kvm \
-—import \
--watchdog 1i6300esb,action=reset
--disk path=<ftd filename>.qcow2, format=qgcow2,device=disk,bus=virtio,cache=none \
--disk path==<day0 filename>.iso, format=iso,device=cdrom \
--console pty,target type=serial \
--serial tcp,host=127.0.0.1:<port>,mode=bind, protocol=telnet
--force

-

ATFw T2 virt install A7 V7 N EFETLET,
1

/usr/bin/virt_install ftdv.sh

Starting install...
Creating domain...

U4y RYREE, VMOS Y —ARERSNET, VMARBITThs - L 2R TE T, VMAE
BT % E TS0 £F, VMARBILE, 20 Y — @i CLL 2~y REFTTE £,

RDBRY
ROFNET, BIRLZEHE— NICL > TRRY T,

o [B— BT (ManageLocally) ] T [W 2 (No) ] 28R L7235& 1%, Firepower
Management Center Z {1 L C FTDv #%&# L £, [Firepower Management Center % {3 /]
L 7z Firepower Threat Defense Virtual D& E (290 X—7) | 2R L TLEEW,

o [B— VIR (ManageLocally) ] T [1XV (Yes) ] 28R L7-5HA1E, e sz
Firepower Device Manager %] L C FTDv # & B L £7, [Firepower Device Manager %
fif Fl L 7= Firepower Threat Defense Virtual D H (19 X—) | 28R L T 7ZE0,

BEAT Y a COBIRGIEOBMEINZOW T, [Firepower 7 /31 ADEBR 1L 2°—) |
EZRLTLLIEEN,
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Virtual Machine Manager % {3 /A L 1-#2 &) .

Virtual Machine Manager % {# F3 L 1=#2&)

ATy I

ATvT2
ATFvT3

ATy T4

ATy TH

ATvT6

virt-manager (Virtual Machine Manager & & FFEI D) A4/ L CFTDv Z#®) L £ 3, virt-manager
I, FA MR~ L B ERB L OEBT 5720077 7 4 v Y — T,

virt-manager ZZE L £3 (7 FTU4— 3> (Applications) |>[Y R TFLY—IL (System Tools) >
[MRfE< o< r—T+ (Virtual MachineManager) 1)

INAPR—= N FOBIN, BLUOL— 2T — FOANEZRDONAAEEMENH Y 97,

EEEBORZ %7 U w7 L, [VMOFHULERK (New VM) |7 4 — REHE ET,

R~ DOFMAE A LET,

a) ANV —T 4 T VAT AOLEE ., [BEFEOT 4 AV A A—T% A AR —F (Import existing disk
image) | Zi®R L £7°,
TOFETTF A AT £ A=Y (FEFICA VA =&l 7 — RS —F 4 T AT
LEGILNTNDED) AR —FTEET,

b) [k~ (Forward) 1% 7V v 7 LTHATLET,

FTAAT A A—=Vha— R LET,

a) [ZM.. Browse..) |27 Vw7 LTA A=Y 77 A VEHERLET,

b) [0S¥ A 7 (OStype) 121X [ILH (Generic) ] #ER L £,

¢) [k~ (Forward) 1% 27V v 7 U THHATLET,

AEFEUBIOVNCPUA TV a v ZRELET,

N— g 0 64 LIETIZ, FIDVIZ, FETRER vVCPUB LI ORAEY U VY —2 2 FEH L CTEBINE T,

N—=T g 64 LVHIDO/NR— 3 > TiE, FIDv X, EERAK 4vCPU/SGB 7 /34 A & L TR STV

L7, £FIDv 77 v b7 —L% A XD —-vepus BL W —-ram /X7 A —F THR— F I TWHEIC
ONTE, ROKREZZRL T EE N,

KRBT UIR—D Y THR—FENBVWCPUB LU AT INTA—4

CPU AEN FIDv 75y k7 —LDYA X
4 8192 4vCPU/8GB (77 # /v M)

8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

a) FTDv 77 v b7 4 — 2% A XZkHETHAEY (RAM) NI A—FEFZELET,
b) FIDv 77 > h 7 4 —L YA X T D CPURT A—Z 258 E LET,
c) [k~ (Forward) 1% 7 U v 7 LTHATLET,

[f ¥ A N—VANCERE R I AKX~ A X925 (Customize configuration before install) | F = v 7Ry 7 A%
FAZ LT, [4FT (Name) 1 ZFE LTS [528 T (Finish) 1227 Vv 7 LET,
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. Virtual Machine Manager % £ F8 L /=2 &)

ATy T17

ATvT8

ATvT9

ATv 710

ATy TN

1|

COBEEATO &L MOY 4 F— FRE, v DON— Ry = TREZEM, HIR, RETDHZ
EMTEET,

CPU 2D X HIZEFE L F9,

A D SF S [Fat ¥ (Processor) | #3ER L, [E&XE (Configuration) ]>[7RX FCPURER®D 3
E— (Copy host CPU configuration) ] %4 L £,

Tk T, WA X RO CPU BT/ ERENMUBE~ T IcEBHEINE T,

AT 4 A7 ZRELET,

a) FEOSRFANS [T 42271 (Disk1) &R L £,

b) [FEfA4 7L 2> (Advanced Options) | %727 U v 27 LET,
¢) [T 4 AZ /XA (Diskbus) ] % [Virtio] IZFXE L £,

d) [A L —F (Storage format) | % [qecow2] [Za%E L E T,

UTIN Ay — L ERELET,

a) ZEMID/SF 5 [ —/L (Console) | iR L,

b) [HIFR (Remove) | ZEIRLTT 74 /L b 2 Y —LEHIFRLET,

¢) [/"—FRU=7%iBM (AddHardware) | %27 Vv 7 LT UT I TA4 A&BMLET,

d) [T/31 A% A7 (Device Type) ] T. [TCP net console (tcp)] Z R L £,

e) [E—F (Mode) ] T, [—3F—F (/1K) (Server mode (bind)) ] ZiEIR L £7,

f) [AABF (Host) ]I iMoomkxﬁL IP7 RLAL—BEOR—FEFEZADLET,

g) [TelnetZfif (Use Telnet) | N> 7 A& A LET,

hy TNRARANRTRA—ZEFZELET,

KVMZ A RIS T ET230 Ty va LT e Mo DT 7 v a Y HET R I T—Snd L5 U4y
F Ry T TN RAERELET,

a) [/»N—RU=7 %M (AddHardware) | %227 Vv 7 LTCUFvF Ry T4 A&BMLET,

b) [FF /L (Model) ] T, [?71‘/1/]\ (default) ] ZZIN L F9,

¢) [77ar (Action) ] T, [FA FZ@EHIAIZY &~ & (Forcefully reset the guest) ] Z 3R L £,

IR b 4ODRBR Y NV —F A v A —T oA AZRELET,

[N R =7 OEM (AddHardware) %7 UV v 7 LCA X —7 oA A%iBAI L., macvtap #iRINT 5
n, HET AL AL ERELET (T v PAEMER)

(GE)  KVM EOFIDv TiZ, 83 C10EHDOA v F—T 2 A AP R —bFLFET (FHA L F—T =
AAXIH, BWiA L X —T =AM AXIl, T—F% b T 74 v XY U= A F—T =
AAXKKSM) . Ty FNT—=T DA U H—T A4 ADFE 4L, RONEFETHDHZ LN
%‘E‘G—a—o

vnicO : BHA X —T A A (

vnicl : ZWrA v Z—T7 = A4 A (WA

vnic2 : A B2 —T = A A (
vnic3 : WA v Z—7 =4 % (
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ATvT12

ATy 713
ATV 714

H0EOaL T4 ¥aL—vay v neEALELED [

vnic4-9 : T —X A L HE—T 2 A A (XT3 )
BE vnicO, vnicl, BL P vnic3 1X, TR ECY TRy M~y 7 T5LHICLTLIEEN,

BORDary74Falb—vary 7y AL TRAT 56, 1SO DR CD-ROM £ 1Fk L

7

a) [/ Ry =7 %iBN (AddHardware) %27V v 7 LET,

b) [A FL— (Storage) | IR L £,

c) [EFHFRFEIZFOMBETFD A b L — %8I (Select managed or other existing storage) | & 7 U »
7L, IS0 7 7 A VDGR L £7,

d) [7/3 A% A7 (Device type) ] T. [IDE CDROM] Z# R L 7,

W~ ON— Ry =T %25 E L%, [EH (Apply) 1227V v 27 LET,

virt-manager D [f > A b —/LOBi4G (Begininstallation) (%7 UV v 7 LT, HELTNN— KU = TRET
AR~ v v ERC L £,

RDBRY
WOFNEIL, BIRLTEHE— NIZX o TR 7,

e [2—HIZEFE (ManageLocally) ] T [\ 2 (No) ] &38R L7=3481%. Firepower
Management Center %l L C FTDv & B L £9, [Firepower Management Center % fifi Ff]
L 7= Firepower Threat Defense Virtual D& B (29 X—3) | #ZHL T E X0,

o [B— A VIZAE L (ManageLocally) ] T [1ZV (Yes) ] B L2561, Az
Firepower Device Manager /] L T FTDv & ¥ L £3, [Firepower Device Manager %
i L 7= Firepower Threat Defense Virtual DE# (19 ~—7) | SR LTI 7ZE0,

AT a L OBRINFGEOEIZOWTIX,  [Firepower 7 /314 ZADEFGE 23—2) |
LTS TEEN,

FOHDOYIAXaL—3y IJ74IILEFERALZVES

FHNTT?%TVXViW%4V5 7I4xﬁﬁwtw FBOADaL T 4 F¥Fal—g
VI ANEHERAETICEE LEAICE, CLIZER L CTRABRT XA A 2R IET D HNENH
D i—a—o

LS BBENTET A RS Ta A o358 &2, BEULAZFHATRET ADLENRD D
1, RIC, By vT v 7T Mo TEBARRT—REEFL, T34 ZADF v b
U— I REBL O 7 7 AT U —VE—RERELET,

Ty N7 v e T MRS BRIT, BEROEIUEN B A EM TR, IR (yn) o X H 1

FINCHENTRENET, 774/ MEZ, [yl DL IITKT v aNIZFIFE S E S, =R
AHEE T AITIL. Enter F— &L £,
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B zo50a 7 %1—vay 7 LemALEVE

\}

GE) Wity b7y TR THRIEET A ZTET 2 N6 OREEZEF T 5121E, CLI &M
TOMENRDY £,

ATw 71 FIDy Ca vV — L %M&F4,

AT w72 [firepower & 7' A > (firepower login) | 7’27 T, —H4 admin & /XA T — K Admin123 OF 7 4 )b
rOZ LTy TR A LET,

AT w73 Firepower Threat Defense > A7 ANBEENTLH &, By b7 v 7 74— K TU AT AOBREITNLERIRD
THHRDOANTIINRD HIVET,

o i HFFRAERN DR E
e LWEBE AT — R
o IPv4 F 7213 IPv6 DAERL
« IPv4 F7-13 IPv6 @ DHCP & T
cEHHAR—PFDIPVE T RL ALY TRy h~RAT | FIEIPV6 T RLVALET VT v T A
« VAT KA
T I FNITF— T A
*DNStEv b7 v
«HTTP Yu ¥
cFHIT— N (n— A /LEFLNLBE)
ATYTE By " T T U4 P —RORELMRLET, 774/ MEETZIZLENC AT LR D v 2 NIZFRR S
NEJ, UBNCASILIEEZZOE EMHHTH5E1L. Enter 28 L £,
ATFY TS Tar 7 Mo TV AT ARIEEITWVET,
RT9T6 22— firepower # 70 T MIRD & XD, RENEFIITONI-Z 2R LET,
2Ty 7T7 CLIZHIUET,

RDBERY
ROFMAL, TIRUIEHE— NI Lo TRARY £,

c[B—H N~ F—T v EHITT S (Enable Local Manager) ] C [\ %2 (No) ] Z3#R L
7255 & 1%, Firepower Management Center Z{i ] L C FTDv Z&# L £7, [Firepower
Management Center % {# ff] L 7= Firepower Threat Defense Virtual D& EE (29 X—3) | %%
LTS IE&EN,
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H0EOaL T4 ¥aL—vay v neEALELED [

s [B—HN=F2—T ¥ EAENZT S (Enable Local Manager) ] T [i&\> (Yes) ] &R L7z
AL, A STV D Firepower Device Manager Z{# L C FTDv 2 B L 97,
[Firepower Device Manager % fifi | L 7= Firepower Threat Defense Virtual D& # (19 ~—
V) 1 EBRLTIES N,

AT a L OBRINFGEOEIZOWTIX,  [Firepower 7 /314 ZADEFIE 23—) |
ZZRLTLEE0,
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B zo50a 7 %1—vay 7 LemALEVE
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Firepower Device Manager % {#F3 L /-
Firepower Threat Defense Virtual ) & 12

ZOET{E, FDM 2 L CTERIND A X F7 m @ FTDy 773 A & BBH$ 2 AT
OWTHMALET, @7 2R 25513, FDMORET A F2ZM| L TIEE,
« Firepower Device Manager % fii H§ L 7= Firepower Threat Defense Virtual {Z-2VNT (19 ~=—
V)

« IR E (20 ~—2)

» Firepower Device Manager C7 /3 A Z i ET 5 71k (22 ~—)

Firepower Device Manager % {& FH L 7= Firepower Threat
Defense Virtual [ZTDUNT

Firepower Threat Defense {42 (FTDv) (. Cisco NGFW Y U =— 3 a Ok a v R—xr
FCF, FIDviX, A7 — b7V T 7 AT U4 —/b, Jb—7 17, VPN, Next-Generation
Intrusion Prevention System (NGIPS) . Application Visibility and Control (AVC) ., URL 7 1 /L
ZYV T mER=AT =T (AMP) 72 EORMRT 7 A4 T U — - R R LE
D

FTDv D& BRIZ 1% Firepower Device Manager (FDM) ZfiH C& £9, Ziuk, —# D Firepower
Threat Defense €7 /WZFHAIAEINTUND Web XR—ADTNA Ay T v/ 7 4H—RT
¥ FDM Tid, /MRy bV =27 Tl b —RIICHEN SN D Y 7 T =7 OREAKRE 2 5
ECTEET, 7. ZHUEZE < O Firepower Threat Defense 7 /NA A & & T KM/ » h T —
7 Z S DI OICBARBET A AD X — VX ZHEAT 5 2 L\, B—OT /3 R
EFRONIZEDT AL A G Xy MU —2 ODITRHICEEI S TWET,

ZE DT NA ALEE L TV DA, F 721X Firepower Threat Defense THFA] S5, X 0 4
TRRBRECRR E A LW A X, FLAAZ D Firepower Device Manager O 1% ¥ |Z Firepower
Management Center 2] L TT /34 A &% E LT, sHMIZOWTiX,  [Firepower Management
Center % {1 ] L 7= Firepower Threat Defense Virtual D& E (29 X—2) | #ZB L T &,
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T72A4IL K

BIEY

=L

=

X &

Firepower Device Manager % {3 F L 7= Firepower Threat Defense Virtual 0) & #& |

N TN a—T 4 TOBEWT, BAf X —T A A D SSH ZfEH L TFIDCLLIZT
I A9 25 Z &Y, Firepower CLI 225 FTD IZHfe 52 &b T £,

=JL ==

ax &

FHN@77¢wb RETIE, BHA LA —T oA RALENEA v H—T = ZAFRCHT R
WCEREINET, Av—F 74 BV AE2HEHTIHEERCV AT AT —FARN—A~DEH T 1
77A%ﬁﬁ¢5 BT, BEHA VX —T oA AL VX —F v MERENLETT,

ZDO, T 7 4/ MEREIX, Management 0-0 & GigabitEthernet 0-1 (PNi8) i f5 % (K AE A
Ay FLEODRLTR Y T —=ZICHHTE L LI ITHFF SN TWES, 7740 FOEHT FL
AE, WEIP Y KL 22— oA L LTHERHLES, Lo T, BHEA VX —T A
ANINEA  H—T 2 A ABSFLTA—T 4 7 L, ZDh, INFA v H—T =2 A4 A%J LT
N—T 4T LT, A Z—Fy MIEELET,

Flo, AVE =Xy MIT 7 EATELRXY NT—Z ZFEHLTWAIRY, WA X4 —7 =
AZRIEHIN TS 7Ry b EIFRR D7 % > I Management 0-0 24557 5 2 &
HLTEET, Ry VT —ZITHEYREHRA VA —T 2 A ADIPT RLAL S~ T oA DN
EINTNDZ EZMERLTIIEEI N,

FTDv %, FIEEEFCA R b 40D A 0 —T = A4 ATEBRENF TR DIVENRHY £
7,

R~ ED 1 FZEHDA o Z—7 =4 A (Management 0-0) (X, EEA X —T A A
T

R~ ED2FHDA v H—T =4 A (Diagnostic0-0) 1%, WA ¥ —7 A AT
R

i~ EDO3FRDOA o # —7 =4 A (GigabitEthernet 0-0) (X, /MHA o H—T = A
ZTY,

i~ EDAFRDOA o # —7 =4 A (GigabitEthernet 0-1) (X, WA v ¥ —7 = A
ZTY,

T2 T T4y TRIZRK6 DDA Z—T A A%BIML, GEIT8ODT —X A ¥ —
T oA AEFATEET, BNOT—Z A H—T 2 AZHONWT, FETLRY hU—27NIE
LWSEEAR Y N —2 Iy vy B T &N, T —F A E—T A ANR—EDOH 7 xy £
IEVLANIZw v BV 7 ENTWAZ &R LET, [VMwaref X —7 = ADOHE] %
ZHRL T I,

FIDv OKfER % v P U —27 TIE L EIESE5I21T, WHIREEZE T THLENDH Y £7°,
Z Ui, t#1)747774’7/7«%x/]\7 JIFEAL T, A & —x%y hEidh
D ERITALE T DN —ZIZHH T DT OB R T RV ADOREN G ENE T, 2 2DFHIED
WD TU AT LAOMMIREEIT) ZENTEET,
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| Firepower Device Manager % {5 F L 7= Firepower Threat Defense Virtual 0 & &
Firepower Device Manager D#2E) .

*FDM Web o > % —7 = A ADOfEH (HELE) , FDMZ Web 77 UV CEITLET, 2D
A B—T A AEHEH LT, VAT LERE., B, T=FTXE T,

caw NI 4B =T A A (CLD) By b7 v P4 F—FEHEHLET (7
vary) , FDMOROVIZCLIOy N7 v 70 4 — ekl cE 7,
FIENT TN a—T 4 U TICCLIZEHTEET, VAT LOE, FH, BRI
i FDM{H L %9, [Firepower Threat Defense CLI 7 ¢ ¥'— NDEHE) (47> 3 ) |
EHRLTLIEEN,

KD NEY 7 TE, ZbDA B —T x4 ZAEFEH LTI AT AOHMERIEZIT S HiEklico
WTCRRBH L £ 9,

Firepower Device Manager D #Z &l

Firepower Device Manager (FDM) (2] Tra 7 A VT 5BEICIE, T A0ty N T v 77 ¢
Y= REMEAL TV RAT LOPMRELZE T LET,

ATy TN 77UV EME, FDMIZu /4 > LEd, CLI TOUMMBREZLZE T LTV RWEAIE, Firepower Device
Manager % https://ip-address THHE £9°, ZD7 FLAZRDOWFTANITR D £,

cHNEDT Y v TN—T A 2 —T = A AT STV D 5E 1S https://192.168.1.1,

* Management )81 o % —7 = A ZITHHE S LTV D 5E 1 https://192.168.45.45,

ATFw T2 2—%4 admin, BLOIATY—FAdmin12B 2L Ta /A v LET,

ATV T3 TRV ATLA~OPDTOa T AL THY, CLIty N7 v 7 U 4 F—FREHEAL WG E, =
Ra—HI 4B 28K EH A TERL, BEARART—RE2EFTITLH LR ONFET, BT DITIL,
INOOFEEZTTHLENDY £,

ATV T8 WAL E—T oA ABLOEHA L H—T oA R L TRDA T > a U Z2REL, [IR~ (Next) |1 %
7V w7 LET,

GE) [k~ (Next) 1227 Vw7 TDHE, BHEDT NAARIEHINET, 41 ¥ —7 A ADAHIL
MR E72 0 loutside zone] X = U7 4 Y —TBIMESNET, REMMNIELWT & %
BLET,

a) [PMA v #—7 A X (Outsidelnterface) ]: 24Uk, 7— bV = A E— REIINV—FIZERT DT
DOT —H R — K TT, T, AOYMRERHZHNOIA v 2 —T = f A RINTHZ LILTEE
Hho BRDOT—Z AL B2 =T 2 A ANT T 5V FOINA L F—T = A A TT,

[IPv4DFZE (ConfigureIPv4) | : #MERA X —7 = A A DIPv4 T KL A T4, DHCP 295,
FRETFHTAYT v IPT RVA, H 73y h~vR7 BT —bhUxzA ZANTEET, 4
7 (Off) JZBIRL T, IPVA 7T RLAEZRELBZVWEWIERELH D £,

[IPv6D#%E (Configure IPv6) | : #MilA > % —7 = A ZAHDIPV6 7 K L A T9, DHCP Z{E 9 570>,
FLEFFHTAYT 47 IPT FLA, L7497 A BIO®F— by =AM 2 A/JTEET, (7
(Off) 1ZBINL T, IPv6 7 RLAZFHELRWVWEVWIBRBIFELH Y 7,

b) [EEA A2 —T x4 X (Management Interface) ]

Cisco Firepower Threat Defense Virtual R 2 — k7 v FH 4 K (KVM [ () .



Firepower Device Manager % {3 F L 7= Firepower Threat Defense Virtual 0) & #& |
. Firepower Device Manager T 7 /31 R &{ET A%

[DNSH—/% (DNS Servers) |: ¥ AT LADEHLT KL A D DNS Y—3, Lk fic 1 2L ko

DNS #— D7 RL 2% AN LET, 7 74 /L & OpenDNS /X7 U »» 7 DNS #—_TF, 7 ¢ —/b
REfEL, 774/ MIELTEWEA T, [OpenDNSZ ] (Use OpenDNS) 1% 27 U v 795 &

T4 =)V RIZ#EWRIP T RLARY m— R ET,

(7747 74—/ A L4 (Firewall Hostname) |: A7 AOEHT RLUADKRA M TT,

G®) T 1M 2ty v 7 v7 U — K& L T Firepower Threat Defense 7 /34 A & ET 55
B T MRT U RELURT U RDRNT T 4 v IR LT AT LING 2ODT 7 4V
N7 7B AN—=ADPRESES, Mty b7y TRIC, ZhHEDT 7 B A ILITRE S
THRETE E T,

ATYTE VAT ARAEREL, R~ (Next) 1227 Vv 7 LET,
a) [#A LY —2 (TimeZone) |: VAT DX ALY — 2 ZBINLET,
b) [NTP# A A4 —,3 (NTP Time Server) |: 7 7 4/ h® NTP ¥ — &M HT 55, EH L T\ 5 NTP
P—=_OT FL2AZFEHTANT20E2RRLES, Ny 77 v PHICEROY— " ZBINTEET,

ATFYTl VATLDAT— I B AEBRTELET,

A= FA B ADT I FEFEL, VAT LARMNELTLI9 A4 22 BHATHILERNHY =3,
BUNZ90 HIORMETZ A o A%MHL, B TAY— A BV AERETE ET,

TNA A LT SBERT HITIL, V7 %27 Y v 7 LT Smart Software Manager (SSM) O 7 7 7 > hMZnw
TAY L Bl b= VEER LT, RERY 7 ACED h—27 vy Zat—LET,

P T A B AT DI, [BEETIZ90 B R ORI I 2 BiAs3 % (Start 90 day evaluation period
withoutregistration) | Z @R L ET, B TT A AERERK L, Av— T4 BV AZEETHITIE, A=a—
MHTNA ZADLHTE 7V v 7 LT [T/3 AF v 2R — K (Device Dashboard) ]IZiZx, [A~—FT
A ¥ A (Smart Licenses) | 7 /V—7DV 7 %270 v 7 LET,

ATvFT1 [#T (Finish) 1227V v 7 L9,

RDEZRY

» Firepower Device Manage Z i/l L T7 /34 2 %3 E L £ 7, [Firepower Device Manager T
TN RAEFETDHHE 2235—) | 28R LTIEIN,

Firepower Device Manager T7/\f R % ET D 5%

Ty N T YA P ROFET e, WL ODO IR Y SN BRI SAHIEL TS
T ABLETT,

CHNEf A v —T A RN F—T 2 ZADEXF 2T S —
s NEEDDAEEA~DTRTD N T 7 4 v 7 BEfHT DT 7 A L—),

. Cisco Firepower Threat Defense Virtual R 2 — k7 v FH 4 K (KVM [ ()



| Firepower Device Manager % {5 F L 7= Firepower Threat Defense Virtual 0 & &
Firepower Device Manager T7/\1 R 2/ ET 5% .

s N BN ~DTRTDO N T T 4w T EHNFA L Z—T =2 A ZADIP T KL AD[EAH D
R— F~LEH ST DA 2 —T =4 ANAT JL—/L,

CHEA v H—T A AETNET Y v T N—T THEITEI T D DHCP H—3,

WOFNETIE, BIMEREOREDOHMELHAL 9, SFINEICOWTHFHMREREFRTDHIC
X, R=YDO~NNVT RE (2) 7V w7 LTLTIEEN,

ATV T [T314 A (Device) | ZEIRL TS, [A¥— FT A2 A (Smart License) ] 7 /L —7 D [(REDFER
(View Configuration) 1 &7 U v 7 LET,

BHT 24T a o482 (& (Threat) |, [¥/v 7 =7 (Malware) |, [URL]) TENZEIL[H
z{t. (Enable) 1227 Vv 27 LET, By b7 v T HIZT NS ZA2BELIZHAEIEL. NEZLRRAVPN 71 &
VABLAMITEET, BRENEIDDLNRLRWESITL. 74 ADOMHEERLET,
BEELTWRWEGEEIE, ZOX—UNLRETEET, BEROENRK (RequestRegister) (%27 Y v 27 LT,
FIEZHENE T, Gl T A & AOFHARNEINDANIHEHE L T ZE0,

T 2, BB TA B AT X H 1T £,

1:BHHEBSA VR

Threat DISABLE

© Enat

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion policies in access rules, You also must have this licensa to
apply file policies that control files based on file type

Includes: 'T'. Intrusion Policy

ATV T2 MDA 2 —T 2 A ZAEFELEEEFE. [T/314 A (Device) | ZBIRLTHE, [ F—T=A A
(Interfaces) ] 7 /V—7" @ [XEDF~ (View Configuration) [ %27 Vv 7 LT, HA L H—T = A A%
*’:‘_E‘LihdAO
oA 22— A ZADTV v P ITN—TEERT D0, BlxORy NU—T ZRET H, £ ST
DAL DT ERETEET, KA LA —T 2 AD [ Edi) 742> @) 22V oL, 1P
T RUVABREOREEZTERLET,
WOBITIL, WebHh— "R EDNRT Y w77 72 AFRRERERELRET 5 [$EEHA) (DMZ) & LT
T 27004 02— A4 2R LET, T LD [fRfF (Save) 1227V v 7 LET,
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Firepower Device Manager % {3 il L 7= Firepower Threat Defense Virtual D& |

. Firepower Device Manager T 7 /31 R &{ET A%

B2:423—7 4 ADHEE

Edit Physical Interface

Interface Name Status
- ©
Description

IPvd Address IPv6 Address Advanced Options

Type

Static M

IP Address and Subnet Mask

192.168.6.1 ! 24

ATFYTI LA U H—T oA AEERTIHEIE. [F7 =27 b (Objects) [ FIRL, BRNS[ExF 2V T 4
v'— > (Security Zones) ] Zi®IR L F 7,

MEETIIMBEIISCTH LW —V BERLET, A X —T = ATIE L, EXa VT4 vV —IZ
HANWTRY V—2HRT DD, HEA L F—T 2 AI—IZBEB L TCWDYERH D FT, ¥ —
T xAf AEERTIHE, VA A =T 2 A AEEL LI TEERA, TOD, LA v H—
T A AR LI, ERIEBEDOA VA —T oA AO R ELEE L BIITEI o ATV 27 k
EmET HMENH Y 7,

WOBTIE, DMZ A > X —T = A ADT=DIZH LW DMZ V' — 2 BAERRT 5 HiEEZ R LET,
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I Firepower Device Manager % {5 F L 7= Firepower Threat Defense Virtual 0 & &

Firepower Device Manager T7/\1 R ZEXET 5% .

B3:txalTasV—rFTPzH k

Add Security Zone

MName

dmz-zone

Description

Interfaces
+
@ dmz

RTvT4 W7 747 NCTDHCPZMH L CT NS ANDLIPT RUAEBGT 25451, [T/34 R (Device) 1>
[V RTLERE (System Settings) | > [DHCPHY—/\ (DHCP Server) | #E4R L T/ 5., [DHCPH—/N
(DHCP Servers) | # 7 #3IR L £7,

FTTICHNE A o H—T = A AR SN TS DHCP 4 — 03B 0 £4208, 7 KL A F— L& fRE L
D, ZRZEHIRLIZDTHZENTEET, MONEHA v F—T oA AR LIZELAX. TRHDA
2 —TxAARIZDHCP =&ty N7 v 7 T50R T —KTT, [HE27 V7 LTEHERNEA
H—=T 2 A ADY—RET RLAT— )L EERLET,

[#%5% (Configuration) | %7 T2 74 7 MIIEEEI D WINS IS L ONDNS O U X M &S 52 & %
TEET, ROFITIE, 7 R AR F—/10D 192.168.4.50 ~ 192.168.4.240 T inside2 { > X —7 = A A LD
DHCP $r— &R ET 5 HiEE R L TWET,

4:DHCPH—/N\

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240
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Firepower Device Manager % {3 F L 7= Firepower Threat Defense Virtual 0) & #& |

. Firepower Device Manager T 7 /31 R &{ET A%

ATy TH

ATvT6

[7/3A % (Device) | ZBRL T 6, [/b—7 47 (Routing) | Z7/b—7"T [REDFER (View

Configuration) ]| (E721% [RHDAZ T 1 v 7 /b— FZAEAL (Create First Static Route) 1) Z#27 U v 2 L,

T 74 M— hEHERLET,

T 7 A b b= MIEE . A F—T = A RPSMNTFET DT v A Y — AT ISP Vv —F &

LTCWET, 774/ hDIPvd b— MIEED ipvd (0.0.0.0/0) . 7 7 4/ kD IPv6 /b— MIEE D ipv6

(:0/0) T, HEHTLHIP A=V ar ZE— FEfERLET, SMBA v F—T =2 ZADT FLADH

HZ DHCP AT 2856, MERT 74NV K b— a2 T TR TN ZER”H Y £,

GE) ZOR—VTERLEAV—MI, T2 A X =T oA ZAHOHRTT, FHA L H—T A AT
B LEYA, [T/INM R (Device) 1> [P R T LEERE (System Settings) | > [BEBA 42 —T
4 X (Management Interface) | CEHS — FU oA ZHELET,

WOFNZ, IPvdA DT 7 /v h Jb— &R LET, ZOFITIE, isp X — PV =AXISP ¥ — T =A D IP
T RUVAEZHRT DRy NT—2 727 FTT (7 RLAIKISP o BB T20ERH Y £7) .

[ — b7 x4 (Gateway) | D FEHO [H LWy NV —27 Z{E% T % (Create New Network) | K2 74
Ty VAN I L TCIDOFT V2T MERT D EMTEET,

B5: 774 FL—F

Add Static Route

Protocol

®) 1Pva ) 1pvé

Gateway

isp-gateway

Interface

outside

Metric

1

Metworks
ft: any-ipvd

[R Y — (Policies) | ZFIRL Ty hU—27 DXV T 4 R —%HERLET,

TNARAYY NT v 7 74— Rix, WY —> WY — DO N T 7 47 7a—2FhLE
T, Elo A v F—T A AEFEHTLGEIC, B —T oA RAIKTHA L F—T = A ANAT
HLEMILET, HrLOA L Z—T oA AR LIEHETH, WY = 47 V27 MBIt 254
IXFNHICT 27 ' AHIEL— L3 HEEICE SLE T,
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| Firepower Device Manager % {5 F L 7= Firepower Threat Defense Virtual 0 & &
Firepower Device Manager T7/\1 R 2/ ET 5% .

72720, BEONGA »F—T =24 ABRHDIEEIL. NEY —DOREY —> ~D T T 4w 7 7 a—
AT LT 7w AN — VRN KLETT, fhovx=2V T4 V= 2Bt 5881, Fhbny —»
EDRNT T4 BT D=V BMETT, ZILIERIEROEFTICRY F3,

IO, MBSV ELTARERELEDL DI, FOMORY) —%2EE LT, B —EXORMAL, NAT
BLOT 7 A V=N BB TEET, ORI U —RETETET,

* [SSLiE %5 (SSL Decryption) ] : RA, ¥/ T =772 EIZOWTHSAL S8 (HTTPS 72 &) %R
BT L5EE, BRAESETO20LERH Y £3, EOHEGEE ST H0NEND L0 E W 511X
SSLIEBRY —2HLET, AT LF, RERICEEZ B SLL £,

[ TAT T 4T 4 (dentity) |: fHxDL—WIZRxy NT—T T T 4T 4 ZEEAT D, 20X
2= ELF =T T N—T DAL NR—=2 S IHSNT Ry NU—7 T 7 v 2 &2HIET 55451,
FEEDY —AIPT FLARICEE#MT 6N TV D2 — W EHET LD TAT T 4T 4R —%
HHALET,

c[BEX=2VUT 447Uz A (Security Intelligence) ]: 77 27 U A NREFADIP T RLAET
IXURL DEEHi #7272l Fa vy 7951I00%, X2V T4 ATV V=2 AR —%FEHLET,
BEFIOARE/Z2Y A b2 T T v 7 VA MIBEITNE, 778A a3 be— LR —TENLEEE
THMENRRL D ET, Cisco T, EX2 VT4 AT VP2 ADT T v 7 A NREINICHE
FEND LT, BEHMOARIERT FUASLURLOEMEH 7 + — RERAE L TWET, 74— K&
fA342L, 7797 VA NOHEBZBMELIZTHIRT 2720ICR ) O—ZRETIHLERNDH D THA,

«[NAT] (% FU—2 7 RLUAZH) - NEFIP 7 KL A& DN —T 4 T HAGERT R L A
TAHEDIINAT R —%2 AL ET,

« [7 7 2 Al (Access Control) |: > NU—27 ETHATHEROWREICT 7 A 2 ha—/L R
Vo—%FEHALET, X2V T4 V=2 IPTRLVA, Furbal, R—F 77UV r—vz
URL, =2 —HVF/Hda—F /N —F Lo T T4 NV AMBETEET, /2, 77 B A#HfA— 26
HLTRARTZ7A40 (v o=T) R —%2@EHLEST, ZORY —%HHLTURLY 4 L&
Vo r7uadELET,

« {2 A (ntrusion) ]: RARIU o —%FEHL T, BBHOBREZKRELET, 77 &AL —/ %26 H
LTRARY U —Z2EMA L ETHA, BARY —%2HEL THEDR AL —/LVEEBRICAERE 21X
N TCEFT,

WOHITIE, 77 B AHERY > —THEY —2 & DMZ V' — 2 OO N5 7 4 v 7 23645 kLR

LE9, ZOBITIE, [BE5DORK% T (AtEndof Connection) ]ANER I TWDHEHA, [mF 7 (Logging) |
ERDWTHONWTNOZ 7T TH A7 v a VEREISNETE A,
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Firepower Device Manager % {3 il L 7= Firepower Threat Defense Virtual D& |

. Firepower Device Manager T 7 /31 R &{ET A%

R6:7otRavra—)LKRY—

Add Access Rule

Order Title Action
2 v Insicie_DMZ Bl atlow ~

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones : Metworks + Ports + Zones + Networks + Ports{Protocols .2
a inside_zone E dmz=zone

ATV T [T/34 A (Device) 1 &R L TH 5, [EH (Updates) ] 7 /L—7 T [BREDZF R (View Configuration) ]
IV L, VAT AT —ER—ZADERAr P 2a— L ERELET,

BARY —ZFHL TWAEAIE. L—LE VDBDT —Z RX— 22 EMREHF2RELET, BFa
V7T A EHRT7 4 — REMEHT2HE8E. TNOOFEFAF P a— L EHRELET, —HEREL L TEx=
V7 4R o—TCHENEFREMEHATI2H58F. TOT X X—ADOFEHAr P a—VEHRELET,

+
x%vjsx:;MD%%(mmm]ﬁ&y%auy7b\ﬁﬁ@%k#é(mmme]ﬁ&y(@;>%7
Uy 7 LT, BRERANEEZT A RZEALET,

ERIL, ZNOZEMTL2ETT A ZATEMITRY £H A,

RDEZARY

Firepower Device Manager |~ J. % Firepower Threat Defense A8 DO EEOFEAIZ OV TIX, [ [Cisco
Firepower Threat Defense Configuration Guide for Firepower Device Manager.] J & 7213 Firepower
Device Manager DA > 7 A L~V T BT E &0,
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4.
=% =R

Firepower Management Center Z{#F L 7-
Firepower Threat Defense Virtual ) & 12

CTDETIEH, FMCEZEA L TEHINDAZ L KT 0 OFTDvT NA A& BT 5 kI
WCRBH L $£97,

Y

GE)  AREFETIE, &HOFIDv N—Y a3 VOBRRZIY L ThET, BEEOZEEOFEMIZ DOV T
L. [Firepower Management % fifi § L 7= Firepower Threat Defense Virtual D& FLOJERE (44
N—=) | AZBRLTLIEIN, WA=V a0V 7 by =T E2ER L TWL5EIT, Bl
WDONR=T 2 D FMC REHA FOFIEEZZH LTI LS,

« Firepower Management Center % {# ] L 7= Firepower Threat Defense Virtual {Z-2UNT (29 ~—
V)

» Firepower Management Center ~D 1 7 A > (30 ~—)

» Firepower Management Center ~D7 /3 A A DX Gk (30 ~<X—)

c AR EF 2 VT 4R —Df%E (33 —)

» Firepower Threat Defense CLI ~D7 7 7 A (44 ~_X—7)

« Firepower Management % fii | L 7= Firepower Threat Defense Virtual D& B O JERE (44 ~—
)

Firepower Management Center Z &£ FH L 7= Firepower Threat
Defense Virtual [ZTD UV T

Firepower Threat Defense {48 (FTDv) (%, Cisco NGFW Y U = —3 a VO{Effka v R—x
FCd, FIDVIZ, AT — 7NV T 7 AT Ut —)b, Jb—7 42 VPN, Next-Generation
Intrusion Prevention System (NGIPS) . Application Visibility and Control (AVC) , URL 7 1 /L
L2V mER~ALy =T B (AMP) 2 EORMART 7 AT U — AP —E A &L
T
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
. Firepower Management Center ~() 0 %' >

FTDv ZEH4 21213, BOY— " ETIITSIND VVEED YNV T T AL AR =T % Th
% Firepower Management Center (FMC) Z i L E3, FMC DA > A h—/LOFEHIZ DUV T
I%. [FMCgetting started guide] ZZM L T 7Z X0y,

FTDv iZ. FIDv{RE~ > 2B B THEHA L X —T 24 A FOFMC 288 L CHEE LE
“9‘40

NG TN a—TFT 4 TOBEBWT, BHA X —T7 A A LD SSH #fH L TFIDCLIIZT
AT HZ L, Firepower CLI 5 FTD B2 Z L T £,

Firepower Management Center ~D O 4 A >

FMC #fE LT, FID #REB L VEH L E7,

1R8O BRI

FR=FENTNDT T TFOFEMCONTE, FHTEZ A=Y a 0 J—R/—h
(https://www.cisco.com/go/firepower-notes) ZZH L T 72 &0,

AT T AR —FINTWELT T UFEHEH LT, RO URL Z AN LET,
https.//fmc_ip_address

« fmc_ip_address : FMC @ IP 7 L A E 723K A M Z2HBE L £7,

ATFYvT2 a—PLHERZAT—FEANLET,
AT9 T3 [vr A4y (Logln) 1227V v7 LET,

Firepower Management Center ~M 7 /N1 X D& %

1R BHEIIZ

FTIDv (AR~ U2, IEFIZER SN TV T, EENSA VIR ->TEY, kPO 7 — FFIEE
FITEHTHDZ EEHR L TLIIEEN,

ATY 1 [TINA R (Devices) |>[T/31 REHE (DeviceManagement) | #34R L £,

ATv 72 B (Add) | Kay T XU RRnD, [T/34 20BN (AddDevice) [ #HIRL, KD/ T A —F %
ABLET,
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I Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2

Firepower Management Center ~0 7 /31 X D&%k .

Add Device (7]

Host:t

‘ ftd-1.cisco.com |

Display Name:

‘ ftd-1.cisco.com |

Registration Key:*

Group:

‘ None v |

Access Control Policy:*

‘ inside-outside v |

Smart Licensing
Malware
Threat
URL Filtering

Advanced

Unigue NAT ID:+
| natidse|

Transfer Packets

o [AAA N (Host) ]:BINT 25mEET A ADIPT KLAZASNLET, FID7—hA T v THET
FMCODIP7 KL A& NATID Oli FZE LT AIE. ZO7 4 — /L REZEOFFIZLTE N0
TEET,

o [ (Display Name) ] : FMC (ZERT DmELT A ZAD4HIZ A LET,

o B8k ¥— (Registrationkey) ]: FTDv 7 — h A b7 v 7BRETHE LI b D LR UB&HEF—E2 AT L
£
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
. Firepower Management Center ~0 7 /3 X D&k

s [FAA Y (Domain) ]: w/LF RAAL VEREZHBEHAL TWAELEIX. T3 A% U —7 RAA H

« [Z—7 (Group) |: ZN—T%EHLTCTWDEAIL. T/ AT )L—FZEN Y Y TET,

s [77EAT Fur—/LAKR U T — (AccessControl Policy) |: fJHAARY > —Z@IN L EJ, FHIT L4
DD EDRDLNS TNDHAE A RFEHDRY) —INTTIZHDHLEEERWVT, [HTLWAKRY >—
DYERL (Create new policy) | Z#HER L, [T XTDHORNT 7 4 v 7 %71 v (Block all traffic) | & 3R
LET, BTCINELELTI I 74 v 7 &FF T2 LNTEET, 1727 BRHIEORE (42
~N—=) | BBRL TSN,

New Policy ? X

Name: ftd ac palicy|
Description:

Select Base Policy: Mone S

Default Action: © Block all traffic Intrusion Prevention Network Discovery

s [A¥— 17 A A (Smart Licensing) | : BT DBEREICHNERAY— T/ B XL LT, [F/V
7 =7 (Malware) | (AMP ~/L D =7 A VAT v a L EERATHFEDOEE) . BB (Threat) ]
RABEZER T2 FEDOHA) . BELO[URL] (W7 TV XR—=ZADURL 7 4 VXV 7 % F2dE4
LTEDOEE) #F0 Y TET,

« [ ~EDNATID (Unique NATID) ]:FTDv 7 —h A+ T v 7RETIHE LT NATID 248 E L £,

Save Cancel

o [/37 v b D#ADE (Transfer Packets) |: 7 /34 A5 FMC ~O /37 > MRk ZFrI LET, 2047
T a VEANCLU TIPSR Snort 72 EDA X MR MU H—ENTEIE. T3 ARREAE LTA
R NABF—RIERE Ry NF—ZEFMCICEHELE T, 047> a U EENC LT 5E1E.
ARy MERIZT N FMC IZEFE S, N7y T —XIFEE S EEA,

ATw T3 [BEk (Register) |27 U v L, EFRICBEINTZ E2MHERLET,

BERNRNT D &, T ANT A MBIMEnET, KRLEGAIX, =7 —X vb—UREREINE
9, FTDv 23 ERIZRI L7255/, ROERH ZfER L T &0,

+ ping : FTD CLI ( [Firepower Threat Defense CLI ~D7 7 &Z A (44 X—) | ) 77k AL, RD
av 2 REFEHALTEMCIP 7 KU A~O ping #F4TLET,

ping system ip_address

ping 3P L2 WA, shownetwork =2~ > RAMEH L TRy MY — 27 @& ELXHER L ET, FIDIP
7 RV AZETTHHLEND DAL, configurenetwork {ipv4|ipv6} manual =~ > K& FE4T L £,

« NTP : NTP #— SR [ X T L (System) ] >[E’TE (Configuration) ] > [EZIDOEHE (Time
Synchronization) | X—Y O FMC — 1ty b —FHTHZ L 2R LET,

« BfkF—. NATID, BLOFMCIP 7 RL A : liF DT A A THCHERF—E2HEHLTnDHZ L%
B L, AL TOWAEAIEINATID Z2EH LT\ Z & 2R L £7, configure manager add =~
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
gxmntra) 7oy o—ngE ||

VREMHEALT, FTIDVv CBEF—ENATID AR ET A ENTEET, £/2. 2O~ RTEMC
IP7 RLABEEETHZ L TEET,

> i 2 > =1 —
ERXKWLGEX)T4R)O—NDETE
CITIE, ROBRTEEHEAL CEANR X2V T 4R =2 ET D HEICHOW T L
i‘ﬂ—o
A v A —T 2 ALHNHA L H—T oA A N A o H—T = A RZAXT 7 IP
T RLURZED YT, HEA X —T = A AT DHCP 2 L £,

*DHCP H—/3: 7 747 NOWNEA % —7 = A AT DHCP h— %M H L £7,
T T HNIN— R A =T 2 A RAENLTT T /b b— b EBIMLET,
e NAT : SMA v Z —T 2 A AT Z—T = A APAT ZfEH L £ 7,
TR b= NN A~D ST T w7 EFFALET,

AT TN A H—T oA ZADFE (33 2—)
AT w72 DHCP — O E (37 <—)
ATFYT3 FTTHNRA—FOEM (38 %—2)
AT Y T4 NAT OFE (39 ~<—)

ATV IS T ERHEORE (42 ~X—)
ATYT6 BHEDRER 43 ~X—)

A 23— 124 ADETE

FIDv A v 4 —7 = A ZA&HNMNZ L, Thortxa )T 40— B0 ST, IPT FL A%
BWELET, @I, VAT ALATEROLD N T 74 v 72 BRIEL LT, Dl tb2
DDA VB —T 2 A AEHRETHLERNHY ET, BFIT. Ty 7T AN —LL—FEITA
VHE—Fy MIE LTINS A v F—T A AL fAROR Y FU—T D 1 DL EORNEA v
=T 2A AR LET, TNOHDOA L FX—T A ADO—IL, WebH— 72 DT Y o
T 7 RARARER T By MEAEET S [§EEHE]  (DMZ) &850 0 £,

— RNy D —TF 4 T OARTE, NEA A —T 2 A ATAET 4 v I T R AR ERH
425 LEIFZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RLAZHIGT 52 & TY,

WOETIE, DHCPIZEAAEZ T 4 v I T RLRAENL—F v RE— RONPA v Z—T = A A
PHEAHLT, V=7 v RE—FROWNFA v X —T =2 AZHRELET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |

B sz 1z08%

ATYF1 [T/N4 R (Devices) |>[T/31 REE (DeviceManagement) | Z3&IR L, T4 2D %27 Vv 7 LET,

ATV T2 [ Z—TxAA (Interfaces) ] %7V v 7 LET,

Overview Analysis Policies JeEMGEEE Objects  AMP  Intelligence Deploy y System Helpv admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ concel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4 Search by name & Sync Device | | @ Add Interfaces ~
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical [F] c
B ethernet1/3.1 Sublnterface &
Ethernet1/4 diagnostic Physical E]
Ethernet1/5 Physical E]

AT T3 (WNE AT A v =T =2 AD %7 ) v 7 LET,
[£f% (General) | ¥ 7HRFRRINET,

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only

Description:

Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)

QK Cancel

a) 48 FETO [4AT (Name) | Z# AN LET,
ezt AV F—T7 A AT insde &\ ARTEATT £,

b) [A%) (Enabled) | T = /Ry 7 A& A NI LET,
c) [EF— K (Mode) 1iX[72L (None) JIZERELT-EFIZLET,

d) [E¥=UT 1Y —> (SecurityZone) | KR vy 7FX T A MMLEBEHFEONHEX 2 VT 0 — &%

RT 20, Bl New) 1227V o7 LTHLWEF 2T 0V —0ZBINLET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
A8 —T 14 RADRE .

7= & 21X, indde zone E WO ARTOY — 2 EBIMLET, A FX—T A AT, BX=2VT 4/ —
VBIXOA U E =T 2 A AT N—TIZEID LB TCHMERHVET, A X —T A AL, 1DODEF=
V74— ZDRBRTHZ e, O =T 2 A RTNV—TIRTHZ b TEET, V—
VERFIN—TICEASNTEXR 2 VT AR —FEHLET, e AIX A A —T A R
ENERY —CHI 0 YT, A v =T oA R =B Y THZ ENTEET, 205
Gy 7740 v PRI ANTICBEI CE AL OICT 78R ary b — L R V—ERETH L
IXTEETH, AL OREBICHEIT TUIRETETERA, FEALEDRY —3EXF2 VT 4 —
@#%ﬁ—bbfwiﬁomwﬁu/~\7v74w&fuv—\£iUQ®ﬁvy—f\f—yi
TFA =T 2 A AT N—TEEHTEET,

e) [IPv4] ¥ 7 [IPv6] X7, ETIElFEOX T %27V v 7 LET,

c[IPv4] : Ky T XTI LY A INE [RAET 4 v 7IPEfEHT % (Use StaticIP) ] Z3EIRL, 1P 7
RUVREHF TRy N AT EHRAT v aRLTANILET,

7ol 2%, 192168112472 8 AT L £,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP B
IP Address: 192 16/, 1 1|I|'2£‘| eg. 192.0.2.1/255.255.255.128 or
. - 192.0.2.1/25
o [IPv6] : A7 — F L AEHERREDL AT [BEFFHE (Autoconfiguration) | F = v 7Ry 7 Re4 v
ZLET,

H [OK]Z27VUvy2Z LET,
ATvT4 DB ERT DA =T = AA 2D %) v 7 LET,
[&M% (General) | % 7 RERINET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B sz 1z08%

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

a) 48 LFFETO [4HT (Name) | AT LET,
e ziE, A FZ—7 x4 AT lToutside] &I LETEFIT £,

b) [A%) (Enabled) | F=v /Ry 7 A%A L ET,

c) [F—F (Mode) Jix[7eL (None) JIZFZEL-FFIZLET,

d) [EF¥=UT7 Y —r (SecurityZone) | Ry I X7 U A MNLBEFONTEX 22U T ¢ V) — &%
I B0, FHl New) 1227 Vw7 LTHLWWEF 2V T 4/ —vZBMLET,

7= & z21%. Toutside zone] L\W\HLRIDY —2 ZiBIMLET,
e) [IPv4] Z 7, [IPv6] X7, £3W0oX 7% 70 v 7 LET,
* [IPv4] : [DHCPOfEH (Use DHCP) | #INL, IROA T a L DONTFTA—F R ELET,

« [DHCP i L CT7 7+ /v b /b— h ZHif% (Obtain default route using DHCP) ] : DHCP #—
RNINBT T 4V h v— N EREGLET,

« [DHCP/L— h A U w27 (DHCProutemetric) |: 7 RI=ARL—TFT 47 T 4 AKX U A%
BLIZ— MBIV Y TEST (1~255) , FEHLIEAV—RDOT 74V DT RI=A ML —
TAT T A AR AL TY,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
pHep 4—rosE |

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

«[IPv6] : A7 — M L AHEREOY AL [BEEE (Autoconfiguration) | F = v 7Ry 7 A& F
ZLET,
) [OK]Z27 Vw7 LET,
25y TS5 1 (Save) 127 U v s LET,

DHCP H—/\D&XE
27547 NCDHCP I L CFIDV S IP Y RLAZFET A L 51T 5541%. DHCP
P—NEHHLET,

ATYF1 [T/N4 R (Devices) |>[T/31 REE (DeviceManagement) | Z&IR L, T4 2D %27 U v 7 LT,
AT v 72 [DHCP]>[DHCPH—/\ (DHCP Server) | Z#R L £,
AT9 T3 [H—/\ (Server) | 2=, [BM (Add) 227V v 27 LT, ROE T arz@ELET,

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

s[> —T7 x4 R (Interface) |: R v T XTIV RARNLA X —T oA ABRLET,

«[7 KL AZ—/L (AddressPool) ]: DHCP — "WBMEHT 5 IP 7 KL ADH FALH B EALO M O
FHAERELET, IPT7 RLAO&EMIT, #RLIEA v F—T A ALFE LY TRy N EICHEET D
ENHY, A E—T 2 AHFDIPT RLAEZEGEHLHZ LITTEEE A,

« [DHCPH— "% H%h129 % (Enable DHCP Server) | : &R L7zA > ¥ —7 = A A@D DHCP H— "%H
Mz LET,

RTFv T4 [OK] %27V v 7 LET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B 7o 1rr—roem

ATY TS5 [R1F (Save) 1227V v LET,

—

T4 MIL— FDEN

T 7 A Mb— NMIEE ., INBA X —T = A ADGEIEARERT v S AR — b —Z &R
LRLET, SMBA % —7 = A AIZDHCP 2T 25813, 735 ARTTIZT 741 b
N— R NEZELTWDHAREERH Y £9, FHTL— N2 BMT2LERHL5E51E. ROF
E% 34T LEd, DHCPH— 5T 7 4L bbv— %25 LT25A1E, [T/84 X (Devices) 1>
[T/34 REH (DeviceManagement) |>[JL—T «4 >4 (Routing) |>[RE T4 v IL—Ft

(Static Route) ] ~—® [IPv4)L— k (IPv4 Routes) ] £7-1% [IPv6JL— k (IPv6 Routes) ]
T MCERRINET,

ATYF1 [T/N4 R (Devices) |>[T/31 RAEE (DeviceManagement) | Z3&IR L, T4 2D %227V v 7 LET,

ATv T2 [IL—T 4 >% (Routing) |>[RE T4 v IL—F (Staticroute) | 2R L, [/L— FZiBM (Addroute) ]
7V w7 LT, WDODLEIEELET,

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
, Search | == any-ipv4 @
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)

Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel

[ZAT (Type) 1: BIMTDHAXT 47— DX A TG U T, [IPv4] £721X[IPv6] A7 > 3 VR
goEI7V 7 LET,

e[ H—TxA A (nterface) |: HIA v H—T = A ZAERIRLET, @EIIHNEBA o H—T oA A
*@—a—o

s [ ATRE/2 %~ U —7 (Available Network) ] : IPv4 7 7 4 /L b /b— h DAL [any-ipv4], IPv6 T
7 AV Mb— s DAL [any-ipv6] IR L E 97,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
NAT D& E .

[F—FU=A (Gateway) ]| £72IL[IPv67 — F 7 =A (IPv6 Gateway) ]: ZD/L— DX T A MRy
TTHLT— b T2 AN—FEANELITRIRLET, IPT FLAELIEIRY NU—V/RA AT

Y/ NERETEET,
o [A RV v (Metric) |:5856Fy NU—2 ~Dk v FO¥AEANTLET, ARMEOEPIHIL 1 ~ 255
T, T 74V MEIX 1 T,

ATY T3 [OK1 &2V vr LET,
N—=F WBRAET 4 I N— T —TZBMENET,

Deploy s System Help » admin v

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence
Platform Settings FlexConfig Certificates

Device Management NAT VPN v QoS
1 0 - 8 9 - 5 . 20 You have unsaved changes a Save 9 Cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device [LIN.LT] Interfaces  Inline Sets  DHCP
OsPF & Add Route
OSPFv3 _
Network Interface Gateway Tunneled Metric Tracked
RIP
ﬂ.:] BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 fal 1 & @

> [ Multicast Reuting
¥ IPv6 Routes

ATy T4 [fRT7F (Save) |27 U 27 LET,

N —

NAT D& E
— XA 72 NAT L—/L Tk, N7 RV AZINHA v 2 —T = A ADIP T FLADKR— MIE
WLET, ZOXATONATL—NDZ tEA L H—T A R—KT KL RAEH (PAT)

LIFONET,

ATV 1 [T/IA4 R (Devices) ]>[NAT] %27 U > 2 L, [#HLWKRY — (New Policy) | >[Threat Defense NAT] %
79y 7 LET,
ATvT2 K —IZ4uiaffi, R o—%2FEHT57 310 A&RIRL, [IR1F (Save) 157U v 7 LET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |

B wozz

New Policy
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

4, Search by name or value | 521192.168.0.16

| Add to Policy |

| Save | | Cancel |

RY—NEMC IZiBMENET, glEfx, N o—l—1ZBNT530ERNHD £9,

ATv T3 [—LDENM (AddRule) 1227V v 7 LET,
[NAT/L—/LDiENI (AddNAT Rule) | XA 70 VR y 7 ANRFKRINET,

AT T4 ERLV—NDOF T arrEH/RELET,

Add NAT Rule
MAT Rule: Auto NAT Rule B2
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ] : [EHEINAT/L—/ (Auto NAT Rule) ] Z3&4R L %4,

o [# A7 (Type) ]:[#AF w7 (Dynamic) | Z&EIR L FET,

ATFY TS [A v H—TxA A4 7= b (Interface objects) | X—C, [HARESRA VX —T A ZAAT V=V
I (Available Interface Objects) |FEIR/D [FE5A > ¥ —T7 = A AA 7 =7 ;b (Destination Interface Objects) ]

R AN Y — 2B L F T,
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I Firepower Management Center % {§ F L 7= Firepower Threat Defense Virtual 0 &2
NAT ®%

%
H
-

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| _}, Search by name | ei‘outside zone ]
u:—.i‘inside zone
moutside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
= ; AP i L
ATwT6 [£H: (Translation) | X—Y T, ROA v araFELET,
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic v

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Translated Source: Destination Interface IP

Original Source:*

Original Port: TCP BV

s JEDOE(EIC (Original Source) ]: 227 Vw7 LT, T XTCOIPvE b7 7 1 v 7 (0.0.0.00) OF> b
I—0 A7 MeiBMLET,

New MNetwork Object ? X
Name zll-ipvd
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

HEYNAT V—MEA T V=7 PERO—EE L CNAT ZBINT 572, VAT LEHRD
any-ipva 47V x 7 NEERTHZLIETEERA, £, VAT AEROAF TV 2T N

MmET D LT TEEE A,

GE)

Cisco Firepower Threat Defense Virtual 2 2 — + 7 v 754 K (kM @3) [




Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B 7 txnmons

o [EHE A OE[ETE (Translated Source) ] : [FE5A > % — 7 =+ AIP (Destination Interface IP) ] % 3R
l./ \i TO

ATy 1 [R1FE (Save) 1227V v 7 LTL—&BMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v
Device Management ~ NAT | VPNv = QoS | Platform Settings | FlexConfig | Certificates

interface_PAT

vour 4 changes [[Esa Bc
[F] Policy Assignments (1)
#A Fiiter by Devica ©  AddRule
P Pa N T Iated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Sarvices

¥ NAT Rules Before

¥ Auto NAT Rules

PN Dynamic o any 43 outside_zone R allipva @ @ on Pr)

ATY T8 NAT X—TU T [RfFE (Save) |27 U v 7 LTEREEZREFELET,

792 RHHDBTE

FTDv % FMC IZ8Ek LT & X2, EARAD[TXTONT 7 4 v 7 %717 (Blockalltraffic) ]
TR aryta— R —FERLTESGEIE. TN AZEMT D NT T 4 v 7 &R
TLHOICRY ==V ZBINTHLERHY £, ROFIATIL, WEHY — 0 BIMET
= ~D T T 4y 7 EFFRIT AV EBMLET, I — R LA, w7
Xy NI—=I~D T T4y 7 HFAITHL—NEZBMLTIEIN,

SVBEREX VT A RELENV—NERETDHEIL. FMC ORETA K2R LT
éb\o

AT w1 [[RY)— (Policy) 1>[7Y AR >— (AccessPolicy) 1>[7 2 2RXKR1) L — (AccessPolicy) | #i#R
L. FTIDICED Y THNTWDET 7 A avrba— LR =D %7V vr LET,

ZFy T2 L—ILEBM (AddRule) 1%27 Vw2 L, RDNTA—2ERELET,

Add Rule 7 X
Mame |inside_to_outside Enabled Insert |into Mandatory hd
Action |« Allow h 4t

m Networks  VLAN Tags (. Users Applications Ports URLs  SGT/ISE Attributes Inspection  Logging  Comments

Available Zones & Source Zones (1) Destination Zones (1)

| }, Search by name amn /4y inside_zone a 5o/, outside_zone a

sau/d inside_zone
G v, outside_zone

Add to
Source

Add to
Destination
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I Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2

zzorn [

« [4H7 (Name) ]: ZDON—VIZA4RTIZAHTET (72 & 21E, insde_to_outside) ,

< [EET ‘f~ > (Source Zones) ] : [fEfAIHEZ2 Y — (Available Zones) |75 NI — L Zi®IN L,
({5 7CI2iBN (Addto Source) 1% 7 Y v/ LET,

* 585 — > (Destination Zones) | : [ A[REZ2 Y — > (Available Zones) ]7>HAMTY — 2 23R L |
565C1ZBM (Add to Destination) 1227 U v 27 LE7,

—
\Zr\Zr

fOREFZDOEFIZLTRBEET,

ATy 73 [EM (AdD) 127V v Z7 LET,
=5 b=/ (Rules) | 7 — 7 /WIZIEBISILET,

Overview Analysis SRR Devices Objects =~ AMP  Intelligence eploy y System Help v
Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v
ftd_ac_policy You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel
Enter Descriptio
Prefilter Policy: Default Prefilter Policy SSL Policy: flone Identity Policy: None

Ts Inhe Sets | [E] Policy A its (1)
m Security Intelligence  HTTP Responses  Logging  Advance d

W Fiter by Deviee I eRon RUS Conniei= @ © Add Category | @ Add Rule | Search Rules

Applications  Source Po... | Dast Ports

ot [ g |
ATy 4 [fRfF (Save) 1227 U w7 LET,

=
=% € D R’
ﬁﬁ@%E%FﬂwK@%Li#o%E%@%#éifﬁ\?N4XLTE®§E%77?4
T 8 A,

ATy 1 HEO[EB (Deploy) 127V v27 LET,

Deploy y System Help v

| £3 cancel |

ATv 2[RV —DEB (Deploy Policies) | A 707 HRy 7 ATT/NA A%ZEIL, BB (Deploy) 127 VU v
7 LET,

Deploy Policies Version:2019-03-05 03:17 PM ? X

| ' Device | Inspect Interruption  Type ' Group | Current Version o

i
f =r192.168.0.16 Mo FTD 2019-02-28 07:11 AM
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |

. Firepower Threat Defense CLI ~D 7 & 2 X

AT T3 BEPKLIZZ L 2B LET, BEOAT =X ZA2FRTHITIE, A=a2——0 [EH (Deploy) ]
RE L OFEMCHDTAarzr7 )y 7 LET,

Deploy || & || System Help v

Deployments O Health Tasks - ]

Show History

1 total 1 running 0O success 0 warnir 0 failures
™t 192.168.0.16 Deployment - Collecting policies and objects. 10s
@

Firepower Threat Defense CLI ~D 7 U £ X
FTDvCLI # i L C, WA L X —T 2 A ANRTA—REERB LY, NF TN a—F 4
VT EATHTEY TEET, CLILT 78X T 5I121F, BHA X —T7 A A~DSSH & 7
D0, VMware =2 Y — LB L ET,

(A7 a1) FIDVEHA LV Z—T 2 A ZADIP 7 R L A |ZEHE SSH #55 L £9°,

FBHEIPT RLAZ, IWE~Y U ZRBLEZEEZICRELEZLDTT, PIHEBARE
BT R NRRT—REFEHALTCFEIDvICRe 7 A LET,

ATv 1
CERELT ladmin) 7

(A7 a2) VMware 2> Y — )V &2BRE . PIHIBERRFICRE LT 72V bO2—% 4 Tadmin] 74

ATy T2
T RENRRT—=REFHLTCRE A LET,

FirepowerManagement % {i Ff L 7= FirepowerThreatDefense
Virtual D EE D EFE

HERER T3y bk HEREE %R
T+—L4L1)
I) —Z

FMC & # 6.0 WA R — bk,
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