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Firepower Threat Defense {48 (FTDv) %, A 2 ® Firepower IR 7 7 A 7 7 + — /LHEHE
FAMLEREICL 6 L, —EMoH X2V 7R o—%2FEBLL T, W, R, 777
ROBBREIZDIE->T, £$727 7V FMT, V—2n— &L £7,
ZOETIE, Oracle Cloud Infrastructure (OCI) EBREEPNIZI51T 2% Firepower Threat Defense AR &
BEREICOWTHFRL L, BERED Y AR — b, VAT LB A RTA v, FIRFHEREZHHL
£9, Flo, ZOTETEFIDY 2FHT L1007y g /2O THHHLET,
B Z AT DR, BEA T Y a VB TR ZENHETY, FTDv OE B &I
I% Firepower Management Center % {#i F} T& £,

* OCI ~® FTDv O EBHIZHOWNT (1 ~—2)

« FTDv & OCI DS (2 ~—)

*FTDv & OCI DA R 7 A B L OMIRRSEmR (3 <—2)

«OCI LD FTDy O F v hU—27 hRaYof] (3 ~4—)

OCI ~® FTDv D BRI DUV T

Cisco Firepower Threat Defense {48 (FTDv) %, #PEAY72 CiscoFTD &AL Y 7 b U =7 %52
ITLT, AR +— 27 7 7 ZIZBWTHEARFE O X 2 U 7 e 220t L £ 3, FTDvIZ,
N7V 7 OCITRMTEEY, TORRELZITI 2 LT, BHOKEE Lbltnr—a
AR, B, 37 M AEER IO T — 4t X —D U — I n— RERETE E
R

oClDa>VEaxa—TFa425x47

YaxA N, A VAR URZEN Y THEND CPUDE, A EVDOE, BIUOEOMDOY v —
ABRET DT T —FTT, FIDvIiZ, WO OCI DY =A T XA TEYFAHR—FLET,
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B o s oo osmzgs

R1I:THR—brENZAVE1—T 454 T FTby

ocl> A7 Bt A3 —T 14X
oCPU RAM (GB)

VM.Standard2.4 4 60 GB B, fk 4

VM.Standard2.8 8 120 GB /N4, Rk 8

«OCI TiE, 120 oCPU L2 2?D vCPU IZAHY L E T,
«FIDv (2i%, D7 b 40D U F—T = A APMETT,
2—HL, OCI TT A v F%&A{ER L. Oracle Cloud Marketplace ™ Cisco Firepower NGFW {518

T7 AT U+ —L (NGFWv) AR L Tarta—TFT 4 A v AZ 2 &BEIL, OCI
DY oA TEBFIRLET,

FTDv & OCl DRIIESH

« https://www.oracle.com/cloud/ T, OCI 7 v > M &ER L £9,

* Cisco A~¥— k7 17> bk, Cisco Software Central (https:/software.cisco.com/) THERK T X
i ﬁ‘O

» Firepower Threat Defense A2 ~D 7 A & o A} 5.,

» Firepower Management Center 7*H X 2 U 7 4 ' —EZADTXTDO T A & AEK%E
%&LE L/ij‘o

e TA B REEFEHRT B FIEOFEMIZOWTIE,  [Firepower Management Center
Configuration Guidel] ® T[Licensing the Firepower System| ZZM L T 7230,
A VH—T = ADTEH

B A H—T A A (2) :1 D% Firepower Threat Defense {48 % Firepower
Management Center |Z#%t 9~ 5 72 O S E T, & 9 1 DITZ2 K BsICEH S,
B N7 7 4 v IR TEEEA,

s N7 T4 vV £ H—T x4 A (2) : Firepower Threat Defense iAE % DR A K
BLOARTY w7 2y MU =T ITERHT LD INET,

< JBfENA

» Firepower Threat Defense (K18 (27 78 AT 57D /X7 Y » 7 1P,

* FTDv ® ¥ A7 KBSV TCiE,  [Cisco Firepower Compatibility Guidel] &R LT 72
é l/ \O
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| Firepower Threat Defense {48 & Oracle Cloud Infrastructure 0> {3 F B
Fiov & 00l o #« K54 vk vsiEsE [

FIDv &£ OCI DA A K54 B X UVHIPREIE

HR— hEh HHHE
«OCIfRARZ 77 K> U —2 (VCN) T EH
=Ty RE—F (F74/1 1)
« 74t A : BYOL DA% H R — b

» Firepower Management Center 78— k D 7,

HiR— b SR EEEE
» Firepower Device Manager % /I L7z & — I VB R — |,
* [Pv6

« FTDv * A 7 4 7 HA
« HE) R Fr—/1
s NTUART VU NA Y TA Ny T TR

«DHCP Z Ml LT=T — 4 A v X —T = A ARE

OCI LD FIDvD xRy FT—9 FRB DDA

KOKIE, FTDv HIZ 4 0¥ 7 x v b (FH, 2. NS, SN 23 OCI NICRRGE S vz
N—T 2 R 77 AT 04—/ F— RO FTDv OHELE R AR A2 R L TWET,
1:0CI L@ FTDv o) FEBH5I

Managemeant Inside VEN O:IIFW
VCN oy 0OCI Route Table
T 10/ 24 10.10.2.0/21 " T
Public IP Mgt 00 Gig 00 : ) Destination 10.10.3.0/24
cep ] » Inside —0 biext Hop IP of FTDv Gigh/o
) acI FW
Diag VCN =11 Outside VCN
- 14 Eules OCI Route Table
T 100,29
- / I 1183 9/20. 2] Destination 10.10.2.0/24
o N . &
e ——— Diagnostics Diag Ggon | | Outside & —@ Next Hop 1P af FTDv Gigf1

Open Ports
Management

22 & 8305
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Firepower Threat Defense Virtual ¢ 0ClI ~®
5

FTDv IZ. Oracle Cloud Infrastructure (OCI) (ZJEBACTX %9, OCILIZ. A7 7 At
TV 7R avta—T 407 —EXT, GAHEORZAT v RERETT 7Y 7r—
varEFITTEET,
WROFNETIZ, OCIEREZ Y L, FIDv A v A& v XA &8T5 FEICHOWTHHA L ET,
OCIR—#nizua 74 > L, OCIMarketplace T Cisco Firepower NGFW virtual firewall (NGFWv)
BMERBEL, A Ca—T 40T AV AZ L A%ERELET, FIDVOREIRIZ, FT7 1>
I OEEILEEREIIECT, N T T4 v 7577 AT U4 —VZEET L LI IT— T —
TNERET DHENH Y T,

A7 T KRRy hU—27 (VCN) DOFEE (5 ~X—)

«OCI ED FTIDv A > A% ADVERL (9 =—)

e AL H—T A ZADHER (10 2—)

o Bt S 72 VNIC Ob— Rb—L 3B (11 _—2)

REO S kkxry bT—% (VCN) DEETE
FIDv BB ORI 7 77 Fx v U —2 (VCN) ZREL £, 27 &b, FIDv DK A
VH =T A A1 DT, AFF4 DD VON BT,

ROFNUHES, FHVCON 27 T TEE T, KIT, [y U —F 27 (Networking) ]IZJHE
D, 2. NI, BIOSNEOEKA o #—T7 =4 2D VCN Z{ER L £7,
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B <o o exau70s—Tokm

)

1R BHHEIIZ

G¥)

ATy I

ATy T2

ATvT3
ATy T4
ATy TE

TS =Y aAma—nbP—EREERIRTLH L, AlOA=a—|Za L /N"— A Y R
MRAFTRENTT, X=X MIY Y —ZADOBHIIESLDL, U Y —A~DT 7 & A%l
LT RVEST, —bhaRX=FXA NI, THU IR TrEYa=vranbd e &l
OraclelZ X » CTE &N E 9, BHEIL, L—bar X—hAr MZEBIZEL Dar =}
AV REERR L, TZ7RBAL—LEZBMLT, EOa—FRNZNEDa L /R— kAL M EFER
LCT 7 araFITTednaelililcx 4, BTV T, Oracle® K¥ = A2k [=
V= h A2 FOERE (Managing Compartments) ]| 22 L T 72 &0,

FIE

OCLIZmr 7 A > L, MUz @RI L ET,

OCLIZHWZ ML= B ORI Bl S g §, Huskix, BimofA EMicErsnE
T, HOIHIEANOY v —2 %, BloHIRIZIZR RIS EFA, BROHIBENIZTFEEL TS Z
EEREMMICHEEE L T IZa 0,

[y kT—F>% (Networking) 1> RV 5> Kv kT7—2% (Virtual Cloud Networks) ]
Z®IR L. [VCN D/ER (CreateVCN) 1227 U v 7 L%,

(47T (Name) 112, VCN @020 LT WARTIZ AT LET (] : FTDv-Management) .
VCN O CIDR 7Ry o # A LET,

[VCN DERL (CreateVCN) 1227V v 7 LE7,

RDBRY

WOFNEIZHEL, BFVCNEZZETLET, BHVCNEZET L7256, 2Z2Wr. PER. B8 L U¥MND
DEA B —T x4 AD VCN EEK LET,

2 bRIT—=0 X2 Ta TIL—TDERK

ATy

Py hT—7 X2 UT 4 Z—71%, —HEOVIC &, WICICHEA IS —HEOEX=
T A4 — L TR S IVE T,

FIE

[y bT—F 2% (Networking) 1>k 5 K+&v k7—% (Virtual Cloud Networks) ]>
RIS KRy hT—- DM (Virtual Cloud Network Details) 1> [y b7 —% F% 2
)T 4 ZJ)IL—7 (Network Security Groups) 1%L, [y bT—9 X2 UT4 JTIL—
T DR (Create Network Security Group) 1 %27V v 7 LE1,
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1=y rr—rz10kR [

ATFY T2 [4HT (Name) [IZ, Xy hU—2 X2V T 4 ZL—T0Dbn) LT WARTEZ A LET
(f5] : FTDv-Mgmt-Allow-22-8305)
ATY T3 [Next] 227V v7 LET,
ATY T4 BXx2 VT 40— LEBIMLET,
a) SSH 7 7B AIZTCP A— b 22 #FFa[T 2 /L—LE2BMLET,
b) HTTPS 7 7 & AIZ TCP 7" — b 443 Z7Fr[ 4 5 /— /L& BN L £7,

FTDv (% Firepower Management Center /7 L CEFLTE 97, ZHUZiX, HTTPS ##i i
RNk 8305 ZBH < EDRH Y T,

GE) N0 xF2 VT4 N—NVEEHA X —T 2 A/VCN [ZEHA LET,

ATv TS5 [{EK (Create) 1227V v 7 LE T,

A3 —2y T —FrD 4 DIER

EHY TRy NEAWIZT 7B AFRIZT HICIE, AV F—XRy M= U = A PRLETT,

FIE

ATy [y bT—F 25 (Networking) >RSS5~ K& v k7—% (Virtual Cloud Networks) ]>
[R5 Ky D—- MHM (Virtual Cloud Network Details) >[4 &% —% v 45—k
7 x4 (InternetGateways) |ZEIR L, [41 V3 —Ry b7F— k24 DR (Createlnternet
Gateway) 1 %7 Vv 7 LET,
RATw T2 4T Name) 124 X —Fy M= R =2 OO RLTWARTIZATLET B :
FTDV-IG) .
ATYTI MU=y FF— bz A DK (Createlnternet Gateway) #7 V> 27 LET,
ATYT8 A F—=Fy M= U= ~DN—FEBILET,
a) [y FT—F2T (Networking) 1>[{R¥EV 5~ K&y kT—% (Virtual Cloud
Networks) 1>[{R#E2 5 kv kT —2 OF# (Virtual Cloud Network Details) 1>[JL—
F—7JJL (RouteTables) [%# &N L £,
b) /— ML= ZBEINTLIZE, T 74NV DO — T =TV T %) v LET,
¢) [JL— kIL—ILDEM (AddRouteRules) | Z7 VU v 27 LE1,
d [2—4 v b24T (Target Type) | Fa vy 7 X oot [A23—Fy bF—box A
(Internet Gateway) | Z3#&R L ¥,
¢) % CIDRO7my 7 &2 ASJLET () :0.0.0.00) ,
) [F—T v bAVE3—FRy N T—broxA (TargetInternet Gateway) | Kz 7 &7 )y
O, ERR L7 — b oA ZBIRL £,
g) [Jb—hkJIL—I)LDiEHN (Add RouteRules) 1 %7 VU v 7 LET,
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BTy FDER

ATy T

ATy T2

ATvT3

RTv74

ATy TH

ATvT6

ATy FT17

ATvT8
ATvT9

A VCONIZIX, D &b 1200 7%y bRHY £9, EFHVCNOEHY 71y b &2/ER L
9, £/, B VCN OZE 7 Ry b, NELVCN OREY 7 % v b, BILOYME VCN ©
AV 7 Ry P HMETT,

FIE

[y bT—F2%5 (Networking) |>[{R#84 52 K& kT—% (Virtual Cloud Networks) ]>
MREY S Ky FJ—S DM (Virtual Cloud Network Details) ]>[% 7% kb (Subnets) ]
ZEIRL, [ TRy FDER (CreateSubnet) |27 U v 7 L7,

YT Ry hOOLNLTWEEIEZ AT LET (F] : Management) .

[Ty 247 (SubnetType) |z L E3 (HELES DT 7 4L b O [H#hiis (Regional) ]
DEFIZLET) .

CIDR 7By % AJILET (] :10.10.0.024) , V7% hONEE GEABH) IP7 KL &
Z. ZOCIDR 7 v 7 b EEENET,

[JL—btF—7TJL (RouteTable) | ke v 7 Z oot DIANIER Lic/b— F T —7 LD
NipaBRLES,

BT Xy O [H TRy 7YX (Subnet Access) | IR L £,

BHY 77Xy FOGE, ZHUFNRTIV I TRY b THLIRLERH Y 7,

[DHCP # 7+ 3>~ (DHCP Option) | ZiE{R L £,
VBIMER L= [EF 2T« R (Security List) ] #3RL E9,
[Ty FOYERK (CreateSubnet) 1 %27V v 27 LET,

RDBERY

VCN (FBL, 2ZWr. Wi, 4N =T 5 &, FIDv ZLET 2 i AE NV E 5, FTDVVCN
HERRDFNZ DN TIEL, RO ESHR L T IES W,

B 2:FTOviRE Y 5o Ky bO—%

Virtual Cloud Networks in ftdv Compartment
m Stam VCN Wizard
Name State CIDR Block Detault Routs Table DNS Domain Name Created -
® Ay
L
Ay
® A
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ocl Lo Fiov 1 v 252 220k [

OCI LD FTDv A 2V RA DV ADYER

ATy T

ATvT2
ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

Oracle Cloud Marketplace @ Cisco Firepower NGFW {48~ 7 A 7 7 +—/L (NGFWv) Hf5h % ff
MLT, avCa—T 47 A AF A% L TCOCHIZ FTDY BB L £7, CPU DL,
ATV DR, Xy bU—=27 1Y =R EOREICE ST, RlER~y v = T2@ERLE
@—O

FIE

oCl F—xnjca A4 LET,

Huglx, EEOL ERICRRENE T, BROHBNIZFEL TWDH Z 2R L T EE
vy,

[R—7 v b TLA4 R (Marketplace) 1>[7 74— 3> (Applications) 1Z&R L £,

~—/% v 7' LA AT [Cisco Firepower NGFW virtual firewall (NGFWv)] %Rk LT, Hih

ERLET,

KGN B L, [Oracle DFIABIK & 38— b F =DM FMHLMBE L THELES,

have reviewed and accept the Oracle Terms of Use and the Partner terms and conditions.) | = v 7

RNy I A% AN LET,

[f > A% ADiLHE) (Launch Instance) | %7 U v 7 LET,

[4HT (Name) 112, A U AZ L ZAODNYRLTWARTZ A LET (] : FTDVv-6-7)

[xA4 TDZEE (ChangeShape) | #7 U v 7 L, FTDv 24372 CPU O3, RAM O &,

FOA =T =2 ZOEDPEE SNIZY =4 7 (VM.Standard2.4 72 &) Z 3R L E3 (OCI

~O FTDv DEBAIZHOWT (1 _—2) 23H) .

RS2 59 K4y kTJ—% (Virtual Cloud Network) | Ku v 7 # oo ink | [H VCN
(Management VCN) | Z 8RR L £,

HEIAD IR TWARWESIE, [Ty b (Subnet) | ke vy 7 X o rnG [EFHY 7 %> b
(Management subnet) | &R L £,

[y RT—=0 X2 T4 FIL—TEFALTES 71499 %5liEF % (UseNetwork Security

Groupsto Control Traffic) 1 IZF = > 7 Z Afl, HEHVCNIZRE LTcEX 2 )T 4 7 —7

B £7,

[INTUvIIPT7ELRADEIY HT (AssgnaPubliclpAddress) | 47> a R w71 v

7 LET,

[SSH £—?iEMN (Add SSH keys) 1 D F T, [AFF—®D8EY F1+ (Paste PublicKeys) | 4~

YarREZ 7Y 7 LT, SSHEXR—ZM VAT ET,

Linux N—ZADA Y AHZ L AX, NRAT—=RFORDOVIZSSHF =T ZfEHL T E— h=2—
PERIELET, F—XT 1%, WEX—LAAF—THRINET, 1 VR U RAEERT S
LEIC, MEF—Tarta—ZIRFL, AF—aRMELEST, T4 T A4 120 T
IZ. [Linux A >~ AH L A TOF—T7T O4E L (Managing Key Pairs on Linux Instances) J
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https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/Tasks/managingkeypairs.htm 2 2 i L T <
TZE,

ATw 13 [EHMA T 3 2DERF (ShowAdvanced Options) | V7227V w27 LT, A7 v a i@
BAL £,
ATy 14 [ A2 V7 (Initialization Script) ] FC, [Z 77 REIHHEAZ U7 DALY £11F (Paste
Cloud-Init Script) |47~ a v R¥ %27 Vv LT, FIDv ® day0 # &2 fiE L £ 7, day0
MR, FTDv OF)EEERFIC@EH S E T,
WIZ, [9579 B#EAIER 2 1) T+ (Cloud-Init Script) | 7 « —/L Kica e — L CAEY 175
ZENTED day0 OB 2R L E T,
{
"Hostname": "ftdv-oci",
"AdminPassword": "myPassword@123456",
"FirewallMode": "routed",
"IPv4Mode": "dhcp",
"ManageLocally":"No",
"FmcIp": "1.2.3.4",
"FmcRegKey": "ciscol23reg",
"FmcNatId": "ciscol23nat"
}
» FmcRegKey : Z UL, 7734 A % Firepower Management Center |2k 3% 72 O I &
% 1 EIRY OFGEEF—TT, BEF—I1L, 2—VPERORK 37 LTFOHEHFHE T,
« FmcNatld : ZAUT 1 RIRVEH SN D —EOXTFHTT (=—VREH) , =720, &
v — & Defense Center 73 NAT /34 ALV BEESHTWABEEIL., ZO—BE DB
F— L FEIFFIZ—EDNATID Z AT HMENH Y £7°,
ATy 15 [{ER& (Create) 122V v 7 LE7,
RDZERY
[#ERL (Create) |RZ v %27 U w7 Lizth, IREEN [ B E Y a =2 (Provisioning) ]& LT
FRENDFIDVA L AX L A%ET=F LET,
|
BEE X7 HFREE=HXTHIENEETT, FIDV A L AZ L ADREN [Fabeya=7

(Provisioning) ]72°5 [E1TH (Running) ]IZBAT L7266, FIDv 7 — b D35E T HHNTMEIC
Ji CC VNIC 286t D RERH Y £,

T4 ADERE

FTDv (X, 1 20 VNIC 238k SN 7ORBETIATRIBIZZRV £F ([AavEa—TFTa 2y
(Compute) ]>[4 > RHB X (Instances) | >[4 YR B U ADF#M (Instance Details) > [#
ftStLf= VNIC (Attached VNICs) 12 &) . ZiUE7 74~ U VNIC & FEEiL, &2 VCN
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ATvT1
ATvT2
ATv73
ATv74
ATvT5
ATvT6

ATy T17
ATvT8

AFvT9
ATy 710

EHInt-

ATy T

ATy T2
ATvT3

ATy T4

gmantwcoL—rr—ioemn [

W~y B 7 E3NET, FIDVRRMDO T — M EFZE T T HHIIZ, VNICAAFTDV CTIE L X
N2 Lo, BAENZER L7ofthod VEN 7 % > & (@, N, 4MTE) @ VNIC 2853 5
WVERH Y F97,

FIE

HULEE L7 FIDV A > 2 X v A ZTRIR L 77,

[#E#i S iz VNIC (Attached VNICs) ]1>[VNIC D€L (Create VNIC) (DIEIZEIR L E T,
[4H7 (Name) ]1Z. VNIC D00 LT WARTZ A LET (F : Inside) .

MR8 Z 7 K% v hU—2 (Virtual Cloud Network) ] K2 v 7 &7 )38 VON 284K L £

R

[v7 %> b (Subnet) | Ky XX o nbH 7 xry hEERLET,

[y bT—=0 X2 T4 FJL—TEFRALTES T4 v Y EH{HT S (UseNetwork Security
Groupsto Control Traffic) ] A4 12 L T, ERLZ VENHICRELT-EF =2V T 1 7 v—
TERIERLET,

EEI &S DT = v 7 % A% v 7 (Skip Source Destination Check) | ZA4 2 LE T,
(F7vayv) [FT7A4X—=HKIPT KL A (PrivateIP Address) | Z+87%E L£3, Ziud, VNIC
W2k L CTHREED TP ZBINT 258 12D AMETT,

IP ZfRE L72WGA, OCLIZY 7%y MIEIDVETHLN/ZCIDR 7y 7 NHIPT RL A%
ElD M CTET,

[A T DOLRT (Save Changes)] &7 U v 7 L. VNIC Z/Epk L £7,

ERETHELRAE VNICIZOWT, ZOFIEXEVIELET,

VNIC D JL— ~)L—ILDEN

W, NI, BLOSTOEZENL— T —T M — hTF—T A — L ZBIN L ET,

FIE

[y bD—F 245 (Networking) 1>[{RE2 5~ Ky bT—% (Virtual Cloud Networks) ]
ZIIR L, VONIZBEM T SN TWDET 7 40 hb— b T —7 L (NEFE72I34NR) 22 U v
7 LET,

[JL— kIL—)LDiEH (Add RouteRules) 1 %7 U v 7 LET,

[#—% > 2 AT (TargetType) | e v 7 X inG, [F7 A X— K IP (Private IP) | % i
RLET,

[485c% A 7 (Destination Type) | K12 > 7*Z 26 [CIDR 7 727 (CIDR Block) ] % i
WLET,
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B sssn-vweor—ri—roem

AT w75 [45 CIDR 7' 2 v 2 (Destination CIDR Block) 1 Z AL %9 (#l : 0.0.0.0/0) .
RATY 6 [¥—7 > MBI (Target Selection) ] 7 4 —/L KIZVNIC D7 Z A _X—KIPT7 RLAZ AN L
£7
VNICIZIP 7 KL A ZBIRAGIZEI D 4T TOARWEAIX, VNICOFEM (avEa—Fa 25
(Compute) >[4 AR 2R (Instances) | >[4 R A2 > ADFHH#M (InstanceDetails) | > [#&
- VNIC (Attached VNICs) |) THEMEID Y TEINZIP 7 RV AZMRTE £,

RATv 7T [Jb—FrIL—)LOEM (AddRouteRules) 127 U v 7 LE7,
ATy T8 BETHELARDHE VNICIZOWT, ZOFIEZHEYIKRLET,
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OCI LD FIDv A VABRZAVAANDT V1A

X7 = (SSH) #ERaFEH LT, FITHOA L AX R ITERTEET,

AFEAMEDUNIX AFANDY AT AN, T 74NV BTSSHYZ 94TV bBREENT
WE,

+ Windows 10 35 & 0¥ Windows Server 2019 > A7 AZi%, OpenSSH 7 Z 4 7 > bR EENT
WA WLEEN$H Y F9, Oracle Cloud Infrastructure (2 > CTAR & 372 SSH ¥ —ZfH L C
A VAR ABVER LTZ G A ICHEIZ 2D 7,

o ZDOfh?D Windows 73— a > DAL, http://www.putty.org 2> S HE(ED SSH 7 74 7
FTHD PUTTY 24 7V un— R TEET,

AR &M
A VAL RNTHER T DL, IROIERBLETT,
A VABADNRNT Y TIPT RVAR, T RLVRIE, 2V —NLVD[Af AKX ADFEM
(Instance Details) ] ~—YMNbfGTE LT, FEsr—TarA=a—%f&EE7, [3
FTA2UITSRANSYF+ (Corelnfragructure) |O FT, [AYEa—T4 % (Compute) ]
WCBEIL, [AVRA 2R (nstances) |27 U v 7 LET, KRIZ, AV AX U AZERL
F9, HDHWIE, =7 —E X API ® ListVnicAttachments 3 X U8 GetVnic #{/EZ i T
EJ RN

A VAR VADA—Y L L NRRAT =R, FEA VAF AR L EEITERALE
SSH & —_7 ORI F—E 3 ~D 7 VA ETTE D5,

GE)  Day0 #pkz B LARWEAIE, T 74V bonr A A4FH (admin/Adminl23) Zf#FEH LT
FIDv A Vv AHX L AlZua /A o T& %7,

BAIOB T A EATRIC R AT — RERET D LI RD BN ET,

« SSH Z{#HH L7 FTDv A > A X v A~DHEk (14 =*—)
« OpenSSH Zf#i [l L72 FTDv A > A X » ZA~D#g (14 ~—)
¢ PUTTY %Ml L7z FIDv A v A X > A~DEk: (15 ~<2—7)
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https://www.putty.org
https://docs.cloud.oracle.com/en-us/iaas/api/#/en/iaas/20160918/VnicAttachment/ListVnicAttachments
https://docs.cloud.oracle.com/en-us/iaas/api/#/en/iaas/20160918/Vnic/GetVnic

OCI EDFTDV A YRAVZAADT 7R |

B osshzsEmLEDY 1 o8 2ADES

SSHZ{FEALFIDv A VR B 2 AADEST

&

ATy T2

UNIX AZ A VDY AT L5 FTDY A VA X AT 5I1CiE, SSHZFEHRA L TA v A X
2lza A LET,

FIE

RKOAZ REEHLT, 77 ANVOMEREZREL, BTN T 7 A VaGiHriinsg & 912
LEY,

$ chmod 400 <private key>

ZIZT,

<private key>l¥, 77 BATHA LV AX LV ACBEMNT ONIZREX—%2EL7 7 A VD
TR A L AEITTY,

A VABLRIT VAT HITIE, RO SSH <> REHERLET,

$ ssh —-i <private_key> <username>@<public-ip-address>

ZZ 7T,

<private key>ld, 77 BATHA L AX L RAZEEMNT ONTREX—2EL7 7 A LD
TNNA LT,

<username> X, FTDv A v A X LV AD 2 —H 4TI,

<public-ip-address> %, 2>V —ANOLEEG LAV AX L ADIP T RLVATY,

OpenSSH Z{FEA L 1= FIDv 4 > R 2 > A~DEH:

&

Windows ¥ A7 L7926 FTDv A & A 2 A TS D121, OpenSSHZEM L TA A% A
i = R

FIE

ZOXF—XTEYO THEATIHGE81E. BTN 7 7 AV EGARND X277 A VO
[RARET DMLENDHY 7,
ROFNEEFEITLET,

a) Windows Explorer T, BEX—7 7 A MIBEIL, 77 A VELA27 Uy 27 LT[TRANT 1
(Properties) 1 %27V v 27 LET,
b) [EFa2U T« (Security) | # 7 T, [FH#IEXE (Advanced) 1 %2V v 7 LET,
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| OClEDFTDV A VR BV ZADTHER

d)

e)

f)

2)

PuTTY Z{ERA L 1= FTDv A > X 2 ¥ A~ D .

[#—7F— (Owner) | BB O2—YFT AT M ThDHZ EEZHERLET,

[MEDENIE (Disablelnheritance) 1 %27 UV v 7 L, [MERINHERZCDA TS
hDBRTREIAZHERRICZE RS S (Convert inherited permissionsinto explicit permissionson this
object) 1 R L £,

HoOa2—HF7H 0y N TIRHRWEHERT MY 23R L, [HIBg (Remove) 1427V v 7
LET,

BODa2—YT7Th o o7 71 ZAERMN [Z)La> B—)L (Full Control) ] TH5Z
LERERLET,

ERERAFLET,

AT T2 A RAZ L RITHERET HI121%. Windows PowerShell #B X, koo~ REETLET,

$

ssh -i <private_key> <username>@<public-ip-address>

ZZT
ZZ T,

<private key>lE, 77 EBRTHA L AZ U AICHEMT ONTREX—ZEFLT7 74 LD
TNRALARHITTY,

<username> X, FTDv A v A X LV AD 2 —H 4TI,

<public-ip-address> X, TV —IANOLEE LAV AX L ADIP T FLATTY,

PuTTY Z{FR L= FTDv M VA3 VU AADEL

PuTTY %/ L T Windows > 2T L5 FTDv A A X o AT H1Cid. OFNEE FE
TLET,

FIE

ATy 1 PuTTY & £,
ATy 72 [AT3T1) (Category) | A T, [Evya> (Sesson) | #EINL, KONFEZ AL E

7o

T RAMRFEEFIPTFLR

<username>@<public-ip-address>
ZZ T,
<username> (X, FIDv A VA X LV AD2—H 4TI,

<public-ip-address>i&, AV —ADOE&E LAV AZ L AD/RT Y 7 1IPT R
VAT,

e R—bk: 22
<RS2 4 T SSH
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OCI LD FTDv A YR2VZADT 2R |

B v zERLED L R8s 2 A0

ATv73
ATy T4

ATy TH

ATvT6
ATy 17

[AT731) (Category) 131 > C, [Window] ZEBH L, [Z# (Trandation) ] &R L £,
[VE—FXFEvY ;b (Remotecharacter set) | Ke v 7 &7 U X M T, [UTF-8] &R L E
o

Linux X—ADA L AH L ATT 7 /)L hDOnar—/)LiREIXUTF-8 T, ZhiZk v, PuTTY
BRIty — Va2 FRHTLLOICRESNET,

[hT7 31 (Category) 131 > T, [$#t (Connection) ], [SSH] DIEIZEEA L, [EBEE (Auth) ]
7y LET,

[BBB Browse) |27V v 27 LT, WEX—ZBIRLET,

[BA< (Open) 1227V v 27 LT, BEyvarzflthLET,

A VAR AITHD TERT DB, = "OFRA ST —RNL AR ICF vy v o &
TUWRUY (the server's host key is not cached in the registry) | &9 A v E—UNRRIND Z
ENRBHDFET, [IXL (Yes) 1227V v 7 LT, #akift LET,
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4.
=% =R

Firepower Management Center Z{#F L 7-
Firepower Threat Defense Virtual ) & 12

CTDETIEH, FMCEZEA L TEHINDAZ L KT 0 OFTDvT NA A& BT 5 kI
WCRBH L $£97,

\}

GE)  AREFETIE. BEHOFTDv N— a OMREZEY BT CnET, HEEOETOFEMIZONT
. [Firepower Management % ffi il L 7= Firepower Threat Defense Virtual DEFFLDOJEFE (34
N—=Y) ] EZRLTEIY, A=V aroy 7 o7 2HEALTCODEET, B
WDONR—=Ta YD FMCHEHNA FOFIEEZZM LTI ZE W,

« Firepower Management Center % {# ] L 7= Firepower Threat Defense Virtual {Z- 2T (17 ~X—
V)

» Firepower Management Center ~D 1 7 A > (18 ~—)

» Firepower Management Center ~D7 /3 A DX Gk (18 ~<X—)

c AR EF 2T 4R =Dk E (21 N—)

» Firepower Threat Defense CLI ~D7 7 &z A (33 _X—)

« Firepower Management % fii | L 7= Firepower Threat Defense Virtual D& B O JERE (34 ~—
)

Firepower Management Center Z &£ FH L 7= Firepower Threat
Defense Virtual [ZTD UV T

Firepower Threat Defense {48 (FTDv) (%, Cisco NGFW Y U = —3 a VO{Effka v R—x
FCd, FIDVIZ, AT — 7NV T 7 AT Ut —)b, Jb—7 42 VPN, Next-Generation
Intrusion Prevention System (NGIPS) . Application Visibility and Control (AVC) , URL 7 1 /L
L2V mER~ALy =T B (AMP) 2 EORMART 7 AT U — AP —E A &L
T
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. Firepower Management Center ~D 05 &

Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |

FTDv T 2120, MOV — R ETIITEND TNAMERRD Y ILVT T NA AR —T ¥ Th
% Firepower Management Center (FMC) Z i L E3, FMC DA > A h—/LOFEHIZ DUV T
I%. [FMCgetting started guide] ZZM L T 7Z X0y,

FTDv iZ. FIDv{RE~ > 2B B THEHA L X —T 24 A FOFMC 288 L CHEE LE
“9‘40

NG TN a—TFT 4 TOBEBWT, BHA X —T7 A A LD SSH #fH L TFIDCLIIZT
AT HZ L, Firepower CLI 5 FTD B2 Z L T £,

Firepower Management Center ~D O 4 A >

ATy T

FMC #fE LT, FID #REB L VEH L E7,

18 BRI
FR=FENTNDT T TFOFEMCONTE, FHTEZ A=Y a 0 J—R/—h
(https://www.cisco.com/go/firepower-notes) ZZH L T 72 &0,

FIE

PR—=FEINTWLT T UFEEA LT, IROURL Z AN LET,
https.//fmc_ip_address

fmc_ip_address (X, FMC ® IP 7 RL A E /2 IFA A M ERRELE T,

ATY T2 a—VHLLERAT—-REANLET,
ATFv T3 [vr A4 (Loghh) 1227V v7 LET,

Firepower Management Center ~M T /\ 1 A D& %

4RO HREIIC

FTDv i~ o nd, IEFICEBR SN TV T, BREAT VI TEY, kO 7— A%
FEITHEATHDHZ L EHRER LT EE,

G

ZDOFINETIE. dayO/bootstrap A2 V7 Mz LT, FMC OREKIFHRPFEESNLTNDH T &
ZHMEE LTWET, 2L, ZRODORET XTI, #2256 CLI T configure network =~
VREMBHALTERETEE Y, FIDODa~vy R 77 LU 228 LT EEN,

[l Cisco Firepower Threat Defense Virtual X2 — k7 v 744 K (Oracle 7 59 K A Y 25X k59 FvAlT)
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
Firepower Management Center ~0 7 /3 X D&%k .

FIE

ATY 1 [TINA R (Devices) |>[T/31 REH (DeviceManagement) | 3R L £,
ZAF9 T2 GBI (Add) ] Ra v FH U A Rind, [F34 ADEM (Add Device) ] %R L, %D
WRIA=ZEANTJLET,

Add Device L
Host:" ftd-1.cisco.com
Chsplay Name: ftd-1.cisco.com
Regustration Key:™ CTTTTT T
Group: Hone w
Access Control Policy:™ | Instial Policy w

Smart Licensing

Mahware
Threat
URL Filtering

Advanced

Umique NAT 1D:7

Transfer Packets

ool 2Inat

v

Register Cancel

s [FA K (Host) ]:BIMTHTNNAADIPT RLAZASLET,
« [#7~4 (Display Name) ]: FMC IZRKRT 57 A ADL4RTEATILET,

o [B$k*— (Registrationkey) ]: FTDv 7 — h A £ T v FEHETHE L2 H O & [ UEk
F—Z2 AN LET,

s[KAA Y (Domain) |: w/VF RAAL VEEEZEHAL TWAEAIE, TXAM X2 —T F
AL AZED HTET,

S [FA—T (Growp) |: I N—THMH L TWBEAIE. T30 X7 A —F 2|0 YT F
j—O

[T Az hr—/LRY ¥ — (Access Control Policy) ]: #IHIAR U o —&BR L E,
HFHATLIVERD D Z EBDONOTNDH AL A RFHLDORY =N TICHIHEE
BRNT, [T LWAR U o —D1ERL (Create new policy) ] Z&IRL., [TXTHO T 7 4 v 7
Z7 w7 (Blockalltraffic) | ##IRLET, B TCINEEHLELTCRNT 74 v 7 7R
HTENTEET, [T77BAHEOBRE (Gl ~=) ] 2ZMLTIIEEW,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
. Firepower Management Center ~0 7 /3 X D&k

New Policy

Name: ftd ac palicy|
Description:

Select Base Policy: MNone w

Default Action: © Block all traffic Intrusion Prevention Network Discovery

Save Cancel

¢ [A~¥— KT A A (SmartLicensing) |: BT DHEREICHL TR A~ — T/ AL L
T, [¥v7 =7 (Malware) | (AMP ¥V U =7 A UV ANT ¥ a 2+ 2 FEDY
) . [ (Threat) | (BABHZEMN T2 TEOHE) . BLO[URL] (7 TY X—
ADURL 7 4 )VE ) o 7 a2 B D TFEOEE) 2FD HTET,

[~E®D NATID (Unique NATID) ]: FTDv 7 — h A b7 » 73R E CTHE L7 NAT ID %
fRELET,

[/X7 > hO#5%E (Transfer Packets) | : 7 /31 A5 FMC ~D /N7 v MREZFFAI LE
T, ZOF T a rEAEITL TIPS R Snort 72 EDA X2 hS R U A — SN EA.
TNAAPREHE LTA XY MAZT—HERE Ny 8T — 2 ZFMCIZEE LET,
ZDOF T a v EEHIZUIZGEAIEL, AR MERIZITBFMCIZEGE S, 7y b T —
T ENE A,

ATw T3 Bk (Register) |27 Vw7 L, EFICBRERINT-ILE2MRLET,

BERBNT D &0 TAALANY 2 MaBMahES, KRLESAIE, =7 —AyE—UN0
FoRENE T, FTIDv NBGRHCKIG L725E013, ROTER 2R L T 2 &0,
e ping : FTD CLI ( [Firepower Threat Defense CLI ~®»7 7 & A (33 X—) | ) 177 +&
AL, kDa<y REFEHALTEMCIP 7 R L A~O ping #F/TLET,
ping system ip_address
ping 23 Eh L2 WIGA 1, shownetwork 2~ REH L TRy U — VR EZ MR L E
o FIDIP 7 RLRAEZEHTT 5 UENH 55615, configurenetwork {ipv4|ipv6} manual
avy REFEITLET,

e NTP : NTP #— "B [ X T L (System) 1>[5%E (Configuration) 1>[BZIDREEL (Time
Synchronization) | X—Y® FMC — 1ty b & —8$ 52 L 2R L £,

« BERF—. NATID, BLOFMCIP 7 RL A : i DT /34 2T UBERF—2 A LT
WHZLEMER L, ML TCOWDEAIINATID Z2H L TWL Z & 2R LET,
configuremanager add =~ > RZfEH LT, FIDv THEF —& NATID #3%ET 5H Z &
NTEET, £/2, ZOa~<w 2 RTFMCIP 7 RLRAEZEBRTHZ b TEET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
gxmntra) 7oy o—ngE ||

ERXWNGEFa)T4R)O—DERE

ZITIEE, ROBEEFTH L TERNREX 2 T 4R U—%2RET D BT OV THBAL

7
A L H—T 2 A ALINEA L H—T 2 A A NEA X —T =2 A AZAZT 4 v 7 1P
T RUAZEID YT, HNA v H—T = A AZDHCP 2 H LET,
*DHCP #—/N: 7 54T > hOWNEA L #—7 = A ATDHCP h—ZfH L E7,
T T HNRN— b A U F =T 2 A REFLTCTT 74V M— b EBEMLET,
« NAT : SMiBA v F—T = A ATA U Z—T7 = A APAT A L E7,
TR hr—v NI ~D T 7 v 7 ZFFAILET,

FIE

AT TN A H—T oA ZDFE (21 =)
AT w72 DHCP — DO E (25 3—)
ATV T3 T4 ML— FOEI (26 X—)
AT9 T84 NAT OFE (28 X—)

RATY IS T ERHEORE (31 _—)
ATy T6 HEDOREE (322—)

A3 —T 4 RDERTE

FIDv A VA —T =2 A ZHH[GIL, ZNHE X2 T 4/ —ZE8Y YT, IPT KL A%
RELET, BFIL. VAT ATEROHD T 7 4 v/ liaSED L H1C, < Ed2
DDA VE—T oA AEHETHMLERHY £F, @FIX. Ty T AN —2—FFE13A
VHE—Fy MIE LTINS A v —T oA AL MOy RU—T D1 DL EORNEA >
=T ABFEHLET, TNOLDA U F—T oA AD—FL, WebV— 72 EDNRT Y »
TR AN Ty NEBLET S [FEEHLE ] (DMZ) ARG E08H 0 £1,

— B D N—T 4 T OARBIE, AV F =T 2 A A TAZT 4 v 7T RLURAEER
T 5 LA, ISP 225 DHCP /M L CAMI A v X —T = A4 AT RLRAZRET 52 & T,

WOFITIE, DHCPIC LD AXT 4 v 7T KL AL L—FT v RE—ROHWEA v HX—T = A A
PHALT, VT v RE—RFOWNEA v H—T = AEHELET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
A —T A4 RADHKE

FIE

RAT9 1 [T/ X (Devices) | > [T/ 4/ REHE (DeviceManagement) | Z#RIR L, T/ AD %7
Uy 7 LET,
ATFY T2 [A v H—T A A (Interfaces) %27V v 27 LET,

ecis | AMP  Intelligence
vk r Mamagement AT W Qas Platform Saftingn FlaxCordsg Cortficates
FTD Virlua D e
Device  Rowuting m Inkine Sets  DHCP
v || 0 -

R Lo et Ty Selwity Sesns  HAK Medveas (atived Sassiby) 1P aabdress. Vertual énster

o - +

8 5

[ o

[ 5o

o

a W

[ 5o

AT T3 WNE) (EHTHA v H—T=AAD E7 ) v 7 LET,
[&f% (General) | ¥ 7 HERIINET,

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: inside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 = = R,

QK Cancel

a) 48 LFETO 4T (Name) | Z AL ET,
Lz A F—T x4 AT indde £\ S &4ETEITET,

b) [A%) (Enabled) | F = 7Ry 7 A%F I LET,
c) [F—F (Mode) Ji1Z[72L (None) JIZFREL-FFIZLET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
A8 —T 14 RADRE .

d) [BEX¥=VUT 4 —r (SecurityZone) | K v 77X 7 ) A MOBFEORNE X2 T 4
V=BT D0, [ (New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBML
id‘o

7= & ZI1X, indde zone & WO ARIOY — 2 HBIMLET, KA F—T =4 AF, EF=
VF 4 — o BIRA, B —T oA AT N—FIZE OB TCAELENLYET, (¥ —

TxARE, 120X VT4 —IWZORRETHIEL, HEOA L —T A RT
N—FIBTHZLHLTEET, Vv FRidIN—TIESNTEX 2T 4R v—
ZEALET, e 2IE WA v X —T = A AN —AZE ) BT, HMNBA v H—
T oA AEINE —ANZEO Y THZENTEET, ZOHA. N7 740 v 7 BNENS
ICBENCE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

SRS NERIZIHENT TERETE EHA, FEAEDORY o—FF2 VT 4 =2 DR
PR=FLTWET, NATRY —, LT 4 Z R Y — BELOQoSAHY I —T,

= FERFA =T oA AT N—T EEATEET,

e) [IPv4] # 7, [IPv6] # 7. ElEl 27520 v LET,

«[IPv4]: RayFH 7 ) ARG [AXT 4 v 7IPEEMT S (Use Static IP) | %1%
LU, IPT RLVAREY TRy bR EAT v aRil TATILET,

7L %1%, 192168112472 L A S LET,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.166.1.1/24| ';g-z'-agi-?égfﬁi255-255-'—28 or

o [IPV6] : A7 — F L AHBRREEDHAIL[H )
I AEA N LET,

7€ (Autoconfiguration) 15 = v 7 R v

e

f) [OK]Z27 Vw7 LET,
ATy T4 ) HERTAA A =T =2 AD 7 v 7 LET,
[ (General) | % 7 RERRIINET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B sz 1z08%

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

a) 48 LFFETO [4HT (Name) | Z A LET,
72 Z2IE, A v Z—7 A AT Toutside] & WD ARTEATITET,
b) [A%) (Enabled) | T =v /Ry 7 A4 N LET,
c) [F—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,
d) [BEXx=VT 4= (SecurityZone) | R v 7 X7 ) A MO BFEONTEX2Y) T 4

V= EBRIRT 50, i (New) 1227 Vv 7 LTHLWEXF2U T 0V —r%BINL
£7,

7= & Z21%. Toutside zone] W) LRIDY — ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

* [IPv4] : [DHCPDffi [l (Use DHCP) ] Z#IRL, IROA T a v D/NT A—F iR E
LET,

« [DHCP ZfEH L CTF 7 4/ b Jb— F Z 5 (Obtain default route using DHCP) ] :
DHCP #—/\Inb7 7 40 b b— b & B LET,

« [DHCP/L— kA U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 5 1 A
B AREB LT — MNZEID S TET (1~255) . W LA — DT 7 4
WEDT RI=A =T 47 T AL AT TT,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
pHep 4—rosE |

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

«[IPv6] : A7 — F L AHBREDLA X [HEERE (Autoconfiguration) | F = v 7R v
J AEANTLET,

) [OK]Z27 Vw7 LET,
ATy TS R (Save) 127V v LET,

DHCP +—/ D}
N

GE)  AWS. Azure., GCP., OCIZ2ED/RT7 VU v 7 757 REEICERET 25481, ZOFEEL A X v
ZLET,

7547 NCDHCP #EH L CFIDV 6 IP 7 RLAZEET A L 51T 58415, DHCP
P—REHMLET,

FIE

RATY 1 [T/AL R (Devices) 1> [T/ 1 AEHE (DeviceManagement) | # %R L, T/51 2D &7
Vw7 LET,

A5 72 [DHCP]>[DHCPH—/\ (DHCP Server) ]| ##&R L £,

ATY T3 [H—/\ (Server) |X— T, [0 (Add) 1227 Vv 27 LT, ROAT v aruEZELET,

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

(M F—T7 x4 (Interface) |: FR YT H T Y X RNHA L F—T = ZAEBRRL F
R
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B 7o 1rr—roem

*[7 RLAZ—/L (Address Pool) |: DHCP % — "MEFF 2 IP 7 KL ADH FOLH 5k
FAroORO®EBEEZRELET, IPT RUAOFEPHIL, #RLIcA v F—T A X EFELCH
T3y b FICGFEETDIVNERHY, A VX —T =2 ABHGDIPT KL AZEDDHZ LT
TEXEHA,

 [DHCPH— &2 4%h29 2% (Enable DHCP Server) ]: &R L72A > % —7 = A AD DHCP
P—RERMZLET,

ATy T4 [OK]Z27 V)7 LET,
ATv TS5 [{R1FE (Save) 1227 U w27 LET,

FI7A4IL MIL— FDIEM

T T H N Mv— MIEFE . MBS =T = A ADBEFEARER T v A Y — A —F &t
LRLET, SMBA v % —7 = A AIZDHCP 2 EH T 25613, 735 AR 4 TIZT 7 4L b
N—REZELTWAHAEENRH Y £3, FEITL— M2 EBNT20ERHLGEIX. ROF
IEZ 54T LET, DHCP Y — M HT 7 4V bb— M &[G LTS, [T/3M X (Devicss) 1>
[T/34 A& (DeviceManagement) ]>[JL—F « >4 (Routing) 1>[RE T4 vTIL—k

(Static Route) 1 =*—® [IPv4)L— bk (IPv4 Routes) | £721% [IPv6JL— k (IPv6 Routes) ]
T =T NMIERRESNET,

FIE

ATY 1 [TINA R (Devices) | >[T/3\1 REHE (DeviceManagement) | Z##IRL, T /N1 2D &7
Uy 27 LET,

RAT9 T2 [—T4 2% (Routing) |>[RE2T 4 vY)L— bk (Staticroute) | &R L, [b— b ZEM
(Addroute) 1Z# 27V w27 LT, WOEHITHRELET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
Fornti—roen [

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v

Available Network (5 & Selected Network

E.._° Search | == any-ipv4 &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K Cancel

[ZAT (Type) 1: BT DHAZT 47— DX A TG T T, [IPv4] F 721X [IPv6]
FTFariRFE U EI VI LET,

o[ ¥ —T A A (Interface) |: HIA ¥ —T = A AN L F3, BEFEIIIETA >
H—T A ATT,

« MEFABE2 R v F U —2 (Available Network) ]: IPv4 5 7 /L b /L— h DEEIT
[any-ipv4], IPv6 T 7 A+ /L h/L— K DA [any-ipv6] Z 3R L 97,

*[F—F7U A (Gateway) ] £72IL[IPv67 — F 7 =1 (IPv6 Gateway) ]: ZD/L— F DX
JANRYy T THLT— bV 2 AN—F 2 ANELITRRLES, IPT FLAELITIXR Y
NTD—=Z/RANFT V27 NEBETEET,

[ARU w27 (Metric) ]: %55y N =27 ~DkR vy FO¥ZE AT LET, ARMEOH
X1 ~255T, 74/ MEIZ1TT,

AT9F3I [OK] %7 U7 LET,
N BART 4 I — T =T VBEMENET,
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B wozz

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence Deploy % System Help v admin v
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates
1089520 You have unsaved changes B Save Q Cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Interfaces Inline Sets DHCP
OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [{#fFE (Save) 127V w7 LET,

— XA 72 NAT L—/L Tk, NET RV AZANEHA v X —T = ADIP T RLADKR— MNIE
Bl EdT, ZOFATONATL—ILDZ bZ AL HZ—T A A R— KT KL AZLH (PAT)
LIEONE T

FIE

ATFv 1 [T/314 R (Devices) |>[NAT] %27 U 27 L, [#LLAKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RATw T2 KN v—ZARTEMT, R —%2EHT 7354 A&V, [fR1F (Save) 1227 U v L
£
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NAT D& E .

MNew Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

521192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

AU =R EMCIZBEMENET, IERE, N = — A ZBMT 508 H Y £7,

ATv T3 [—n?EM (AddRule) 1227 VU v LET,
[NAT/L—/LDiENI (AddNAT Rule) | ¥ A 70V Ry 7 ANFKRINET,

ATy T4 EARLV—NDOF T g ZHELET,

Add NAT Rule
MNAT Rule: Auto NAT Rule hd
Type: Dynamic hd

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z3&IR L £,
o [# A7 (Type) ]:[#AFIv7 (Dynamic) | Z&EIR L FET,
AT TS A H—TxA A4 7= b (Interface objects) | 2— T, [HHAGERA X —T =1 A

F 7Y x 7 & (Available Interface Objects) | fEIKMN D [FB806A v H¥—T = A AF TV =7 b
(Destination Interface Objects) ] fEIBIZAME Y — 2 2B L £,
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Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| _}, Search by name | ei‘outside zone ]
u:—.i‘inside zone
moutside_zone | Add to
¥ Source
Add to |
Destination |
QK | | Cancel
= ; AP i L
ATvT6 [£H: (Translation) | X—T T, ROA v araFELET,
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic v

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Translated Source: Destination Interface IP

Original Source:*

Original Port: TCP

« [JEDiE(EJC (OriginalSource) |1: 227 Y w7 LT, #XTCDIPv4 b7 7 4 7 (0.0.0.0/0)
DFAYy NI—IF 7=y bEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Cancel |

| Save

HEINAT V— L idA 7 V=7 NEZRO—#E L TNAT ZBINT 5720, VAT
LAEFZD any-ipvd 47 =7 b EFHATHIZ EIETEERA, 2. VAT AE
BOF TV NeiRETDHZEITTEEEA,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
7oezsimnzE [

o [ D E(E T (Translated Source) | : [#E551 > % — 7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATwT1 [IR1E (Save) 1227V v 27 LCL—LZBMLET,
L=V’ Jb— b (Rules) | 7 — 7 WAERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence Deploy % System Helpv adminv

Device Management = NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT

# Fitar by Device ©  AddRue |
[ AN ¢ A
# Direction Ty Source Destinati original original original Translated Translated Translated opti
erface Objects rface Objects  Sources estinati Services Sourees Destinations ~ Servi ices
v N
v au
%  Dynamc 3 2 al-ip ¥ e @ &

ATY T8 NAT X—TU T [RfFE (Save) |27 U v 7 LTEREEZREFELET,

792 RHHDBTE

FTDv % FMC IZ8Ek LT & X2, EAD[TXTONT 7 4 v 7 %717 (Blockalltraffic) ]
TR arta— R —FERLTEGEIE. TN AZEMT D NT T 4 v 7 &R
THEOIZHRY ==V EBMTI2LENHY £9, WROFNETIL, NE — 2 MBI
V= ~DNTT 4 T EHFATHAL—IEBIMLET, M2y =R 25EE. )
Xy NI—=I~D T T4y 7 HFAITHL—NEZBIMLTIEIN,

FVmEREXF 2V TAREENV—NVERET DHAE. FMC ORENA FE2ZRL T2
0,

FIE

ATv 1 [R)I— (Pdicy) 1>[F7Y2RKR — (AccessPolicy) 1> [7 U 2RKR — (Access
Policy) ] #88RL, FIDIZEIV ¥ ToHNTWEHT 7R avybha— ALK v—D %27V v 7
LET,

ATw T2 [JL—)LZEEM (AddRule) 1227 UV v 7 L, IRO/NTA—ZERELET,
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REDER

Add Rule 7 X
Mazme |inside_toc_outside & Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| Z, Search by name | son /iy inside_zone B seuloutside_zone ]

a et
a /0 inside_zona
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

« [£4ET (Name) ]: ZDONA—/VICLETZAHTET (72 & 21E. insde to_outside)

[EETTY — (Source Zones) ]: [fEMFBE7e > — 2 (Available Zones) ] 7 HWNEY —
IR L, [EETI2EM (Addto Source) 1% 27 U w7 LET,

* 585 — > (Destination Zones) ] : [/ F[GE72 > —> (Available Zones) ] 7B —
VAN L, [FE5E1280 (Add to Destination) 12727 U v 7 L9,
MOBREFZOEFICLTREEET,

ATy T3 B (Add) 1227V v 7 LET,
=5 b— b (Rules) | 7 —7 /MBS VET,

Deploy

System Help v

1

Overview Analysis JIISEER Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel

ftd_ac pollcy

Enter

Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Hone

Tz Inheritance Settings | [] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Fiteer by Device

 Show Rule Confits @) @) Acd Cacegary | @ Add Rule | Search Rules

o Allow & @

ryer—
in this section. Add Rule or Add Category
[ G |

ATy T4 [1F (Save) 1227V v LET,

X TE D R

REDEF Z FIDVICER LET, BHAZEMRTLIETIE, A ALETEOERELT VT ¢
T2 EH A,

FIE

ATy 1 HEO R (Deploy) 1227V v27 LET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
Firepower Threat Defense CLI ~D 7 & 2 X .

Deploy y System Help ¥

| Q Cancel |

ATv T2 KRV —0DER (DeployPolicies) 14 A 707 HR w7 ATT A AZREIR L, B (Deploy) ]

Vv LET,

Deploy Policies Version:2019-03-05 03:17 PM
Current Version o3

Inspect Interruption Type Group

Device
Mo FTD 2019-02-28 07:11 AM

=#152.168.0.16

AT9 T3 BEABKIHILIZZ L 2R LET, BHOAT =X A2 HKRTHITIE, A=a— =0 [EH
(Deploy) 1R > OEBMCHDLT A a2 %7 ) v 7 LET,

& || System Help v

Deploy

&7

Deployments O Health Tasks

Show History

1 total 1 running 0 success O warnings O failures
™ 192.168.0.16 Deployment - Collecting policies and objects. 10s
@ Yo

Firepower Threat Defense CLI ~D 7 U + X
L RTTNYa—T g

FIDVCLI Z#fifH LT, WA L —T oA ANRTGA—Z R EH LIV
VT HLTolm) TEET, CLIWWT 7B AT HI1201%, BHA L X —7 A A~DSSH Z# 4
VMware = > Y — L BEEE L £,

VYA
FIE
ATFYT1 (7T a3 1) FIDVEHA L Z—T A4 ZADIP 7 R RTEHE SSH #F LE7,
BHIP 7T FLAL, A~V R L EICRELZLOTY, WIHIREICRE L
w74 LET,

ladmin] 7 Wy k&2 T — R&{&F LT FTDv
(A7 a2) VMware 2 Y — /)L &B& . WIMIRBEKFICERE LT 740 hO2—H4

ATvT2 3
fadmin] 7DV FENRATU—FREEHL T A LET,
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