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Firepower Threat Defense Virtual & OpenStack
DABZ—+LTvTHAR

OpenStack BR¥ED A B2 —F 4 7 ) — R THEITLTWVDE I —FR A= RADRHE~ >
(KVM) /~A 73—/3A T Firepower Threat Defense Virtual (FTDv) % P T& £9°,
» OpenStack ~® FTDv J&BHIZOWT (1 _—2)
* FTDv & OpenStack O RHESME (2 2—0)
« FTDv & OpenStack D7 A R 7 A > LHfilfREFHE (3 ~—)
» Firepower & T OpenStack DEA/f: (4 <X—)
* OpenStack TD FTDv D F% v U —27 hARa T Of] (5 X—)

OpenStack ~® FTDv ERHIZDUVT

ZDHA RTIL, OpenStack Befii TFTDv % B35 HFIEIZ DWW TR L £, OpenStack (3
BtOA—7 L BB D7 T T R av Ca—T 407 77y b 74 —ATHY, 1FEALE
DL, == —R—Z OO ) VY —RAEFHTEH LI
Infrastructure-as-a-Service (IaaS) & L CNT U w27 7T 7 KETTAX—K T T ROMHIZ
B L £,

ZDREBATIE, KVM A RNR—= A B o H L TRAEY) Y —AZ2FE L £3, KVMIL, K484k
JEAERERE (Intel VT 72 &) Z#HEHE L72x86 N — R 7 =7 E® Linux [f] 1} 5224 LY U 2— 3
> CY, KVMIE, a7k A v 79 A N7 7 F v it 30— NA[RER I —F L TV 22—
)L (kvmko) & kvm-intelko 72 EFD 7 a ¥ v Y EADEY 2 —/L TR I TWET,

KVM ZEH LT, EEEENTWARWOS 4 A—U%2FT L TV AEHOFRE~Y 23T T
XFET, FRB~NE, XY NTU— =R, T4 RT TTT 490 TETEZRED
TTA N MR AN~ R = T SR STV ET,

Firepower 7 /34 Z1X KVM /A 73— 3 FTFTITHHR— N STV 5728, OpenStack
K= N HNZT BI2DITREIRBIMND T —F NNy =R R A N Th 0 £H A,

GE)

OpenStack @ FTDv 1%, it Sz~ TF /— RREEICA VA R— L TEET,
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Firepower Threat Defense Virtual & OpenStack DR % — +7 v 7H4 K|
. FTDv & OpenStack D REI{Z &4

FTDv & OpenStack D RIS

» software.cisco.com 7>5 qcow2 FTDv £ A —T ZBfG L £797,

« FTDv |%, A —7" Y —A® OpenStack B&fii & Cisco VIM & H x4t OpenStack B T i
A AR—FLET,

OpenStack DA KZ A ZHE-> T OpenStack BRFEZ v N7 v 7 LET,
o A —7 YV —AD OpenStack NF¥ = A FEZZML T EEW,

Stein U U —A : https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/
overview.html

Queens U U — A : https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/
overview.html

* Cisco Virtualized Infrastructure Manager (VIM) OpenStack ® R = X > | (Cisco
Virtualized Infrastructure Manager D~ = =7 /L, 343 ~3.45) SR L TI7ZIW,
s Cisco A~— k717> bk, Cisco Software Central T{ERK T F 97,

* Firepower Threat Defense Virtual 7 A &2 X,
* Firepower Management Center 52X =2 U7 4 —EADTXTOT A B AEHKE
WiELET,
« TA B AEEHT L HEOFEMC oW T, [Firepower Management Center
Configuration Guidel] @ [Licensing the Firepower System| % 2 L T 72 &0,
e AU B—T A ADE:

BHA L H—T A A (2) :1-DIF Firepower Threat Defense Virtual % Firepower
Management Center |Z#%t 9~ 5 72O S E T, & 9 1 DIIZ2M BT S,
Wil ~T7 7 4 v IR TEEEA,

s WHA > H—T = A A LA A > % —7 = A A : Firepower Threat Defense Virtual % N
FBORANENRTY I A4 Z—T = A AT DO LET,

< JBfE/NA

» Firepower Threat Defense Virtual (27 7 E A 572D 7 a—7 7 1P,

o FIR— FENTUWA FTDv D/ X—T 3 v

e N—T 52170

* OpenStack D EEAFIZ-DUVNTIX, Firepower B T? OpenStack DEA: (4 ~—) ZHW
LTLEENY,
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https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://software.cisco.com/

| Firepower Threat Defense Virtual & OpenStack DR % — k7 v FH 4 K
FTDv & OpenStack D71 K54 > & KIREBIE .

« FTDv ¥ 2 7 A DEIZ OV T,
éb\O

[Cisco Firepower Compatibility] [#3E] # &ML C< 72

FTDv & OpenStack D 714 K51 > EHIEEIE

HR— b I SHEE
OpenStack @ FTDv [ZIR OBEREZ VAR — F L TWET,

« OpenStack FREE D A L B2 —F 4 7 ) — R THEITIN TN D KVM A 73— D
FTDv D EBH

* OpenStack CLI

eHeat 7> 7L — F_X— X DR

» OpenStack Horizon # » 3 = /R — K
=Ty RE—F (F7#/})

« 714 A : BYOL O&H% KR — |k
« FMC % fi [ L7z FTDv % B

« K743 VIRTIO, VPP, £ XU SRIOV

FIDV AT — FSA UV ADINT+—T 2 AEE

FTDvId, BABHCHSO TR S AN —T >y b LoyL b VPNEEEHIRZ 216 5 87 4 —
VUARBR T A AR — N LTVET,

R 1:FTIDVIERRT BIZE D 54 £ 2 ABEEDHIR

NITA—TRBER | T/ 1 Ritkk (3 L— +HIBR (Rate RAVPN t v & 3 Uil
7 /RAM) Limit) R

FTDv5 4 27/8 GB 100Mbps 50

FTDv10 4 27/8 GB 1Gbps 250

FTDv20 4 27/8 GB 3Gbps 250

FTDv30 8 =27/16 GB 5Gbps 250

FTDv50 12 =7 /24 GB 10Gbps 750

FTDv100 16 =2 7/32 GB 16Gbps 10,000

FIDVT A ADTA v A2 WGT 255D TA R7 A4 12250 TiE,  [Firepower Management

Center Configuration Guide] @ [Firepower VAT LD T A L A] OFEEZSRL T IZI0,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html

. Firepower BT OpenStack D E {4

HYR— bSO EaE

Firepower Threat Defense Virtual & OpenStack DR % — +7 v 7H4 K|

OpenStack ® FTDv |&, L FZ ¥R —F L TWEHA,

«c BEYR 7 —v

» OpenStack Stein Y U —2Z & Queens Y U — A LIS D OpenStack U U — A

* Ubuntu 18.04 /3—<" 3 > & Red Hat Enterprise Linux (RHEL) 7.6 LIAADF XL —F ¢ 7

VAT A

Firepower B T ® OpenStack D &4

OpenStack BgEE1X, VAR —FINTWOHIN—FNT =7 &V T MY =7 OROEAEITHER L T

DR DY £,

R2N—FITT7ELVYIT I T7TOEHR

HFIY

HR—bkEhd/N\—23 >

pETS

== Fu=T

UCS C240 M5

2 50 UCS — "—Z T L
%9, os-controller / — K &
os-compute / — R{Z 1 HBF D

<,

B3

VIRTIO, IXGBE. I40E

PR—FEINTWNDE KT AN
ITRD LB TT,

AR —T T VAT A

Ubuntu Server 18.04

ZHE, UCS H— " —TCHfedd
ERTW5 0S T,

OpenStack /N\—3 3 >

Stein U U — &

S F & & 72 OpenStack U U —
ADEEFIZHOWTIE, KD
URL 2 L T 7Z&0,

https://releases.openstack.org/

3 3: Cisco VIM Managed OpenStack D/\— F Oz 7 &7 bz TDER

A7 31 (Category)

HYR—bENEHNN—Tay

;i€ (Notes)

EARTA A e

UCS C220-M5/UCS C240-M4

os-controller / — K Z & 123
. os-compute / — KiZ2 &
U ET, 55D UCS —r3—

AHEREL £,

K< A 3 (Drivers)

VIRTIO, SRIOV, B XTVPP

PHR— R ERTND KT A
XKD LB T,
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https://releases.openstack.org/

| Firepower Threat Defense Virtual & OpenStack DR % — k7 v FH 4 K
OpensStack T0 FTov o v k7—4 bnvos [

A7 31) (Category) YiR—brEhd/8—2 3> |[iFEE (Notes)

F_RL—F ¢ A5 A |Red Hat Enterprise Linux 7.6 ZIHERE OS T,

OpenStack /13— 3 & OpenStack 13.0 (Queens V U — | & F X 72 OpenStack U J —
=) ADFERNZ DN T, KD
URL #ZH L T IZE 0,

https://releases.openstack.org/

Cisco VIM /X — 3 > Cisco VIM 3.4.4 Cisco VIM OpenStack @ K3 =
AV REZRLTIZEN,

OpenStack 75 v k7 +—L kROD

WOKIZ, 2 HD UCS H—,3—%fFf L T OpenStack C® Firepower DE & VR — 572
OOHELE N AR e UERLET,

1:0penStack 75y b7+ —L +ROD

B ——

I L

OpenStack TO FTIDv Dy T7—% RO DD

WD, FTDv FH? OpenStack (2R E S 4 >DH 7 xy b (BFE, W, NEL. BX W
SR R TN —T v R 77 A4 T 74—/ E—RDOFTDv DX > hT—27 hARaPofl%
ﬁ\‘ L/ihd‘o
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Firepower Threat Defense Virtual & OpenStack DR % — +7 v 7H4 K |

. OpenStack TO FTDv O b T—% RO DHI

2:0penStack T FTDv & FMCv %R L1z k7RA S D)

Glance

Horzon S\M“‘l ‘

Neutron

Neutron networks Neutron networks
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OpenStack ~ @ Firepower Threat Defense
Virtual O B R

o JRBADOHEL (7 R—2)
* OpenStack ~® FTDv A A —Y D7 v ua— R
« OpenStack & FTDv D% > U —2 L T T A T 7 F ¥ OIERE (9 ~<—)

* OpenStack T?D FTDv A > A% > ADIERL (9 =—)

(8 <—3)

EFEOME

VAT, FIDVZERMT 572004 7V OHeat7 > 7 L— F &#4t L T\ $£9, OpenStack
AVTTARNTIF DY Y —REERTLHFIHI, Xy hUV—2 73y b, BLOL—
BAHE—T 2 A ZAEAERT H7-0DIC, Heat7 7 L— b (deploy os infra.yaml) 77
ANVTHES SIVE T, FTDv OB FIHIERKENICROEBIICHEINET,

* FTDv qcow2 - A —3 % OpenStack Glance F—E A7 v 7Fu— R LE T,
XYy NT—=I AV TTARNT I F X HAERLET,
Xy hU—7
TRy b
N—H A H—T AR
*FIDv A A X U A%VEKR L £,
e 7L —N
ctFxF2 VT4 TNN—T
s 7u—7 47 IP

c A UAH A

WOTFNEZEAH LT, OpenStack {Z FTDv Z BB T& £,
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OpenStack ~® Firepower Threat Defense Virtual 0 & |
. OpenStack ~D FTDv f A —S D7y FO—F

OpenStack ~D FTIDv f A— D7 v JA— k

FTDvqcow2 1 A— % OpenStack = > h 12— / — N{Za ™ — L, A A—% OpenStack Glance
P—bERZT v e —RFLET,

B8 HHEIIZ

Cisco.com 705 FTDv qcow2 7 7 A /L& X 7> — R L, Linux 8 A MM L E9,

https://software.cisco.com/download/navigator.html
S

GE)  Ciscocom D 7 A o BLIOY AT —E XN NE T,

ATYT1 qecow2 £ A—V 7 7 A L% OpenStack 2> b —7 / — RliZab—Lx7,
AT w72 FTDv A *— % OpenStack Glance —E R |27 v 7 u— R LE7,

root@ucs-os-controller:$ openstack image create <image name> --public --disk-
format gcow2 --container-format bare --file ./<ftdv_gcow2 file>

RATY T3 FIDVA A—URIEFIZT v 7 r— RSN Z &R LET,

root@ucs-os-controller:$ openstack image list

i

root@ucs-os-controller:$ openstack image

list4==—=——— e fo e fommm +
| ID | Name | Status

| 4= e fo e fommm +

| 06dd7975-0b6e-45b8-810a-4££98546a39d | ftdv-7-0-image | active

| 4= e fo e fommm +

T o7 a—RLIEA A=V EFDARAT —F ANERINET,

RDBERY

deploy os infra.yaml 7 7L — 2L TRy U=V A T T AT 7 F ¥ &fF
EEL/E‘@AO
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I OpenStack ~ @ Firepower Threat Defense Virtual O &R

OpenStack & FIDv 4y k7—% 4 2752 +5 2 F v otes [

OpenStack E FTIDvD Ry T —D0 A VIS A SV F

D YER

1R BHEIIZ

Heat7 > 7L —h7 7 AV, Tb—3— Xy FU—7 FT Xy b =F A F—Tx
AR, X2 VT4 I N—TN—NgE Xy NT—T AL TTANT I F % & FIDVICHLE
pa R —R NEAERT BT DICLE T,

*deploy os infra.yaml
*env.yaml

FIDv N—Y 5 D7 7 L— MEIKRO GitHub U AL MU InH AFTEET,
* https://github.com/CiscoDevNet/cisco-ftdv/tree/Release-7.0.0/deployment-templates/openstack

BER

VAAREEMT AT L — NI —T V) —ZADOHE LTERELTHALDOTHY . mED
CiscoTAC AR — F O#FPFHN TITHbN TWER A, B & ReadMe D FNEIZ DWW TIL, GitHub
ZEMIMICHER L T &0,

ATFYT1 AV TTANT IV F Y Heat 7o FL— 77 A VEREBELET,

root @ucs-os-controller:$ openstack stack create <stack-name> -e <environment filesname> -t <deployment file

name>

51

root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml

RTVT2 AT TANT I F X AY v I BIEFITER I NN E D haiER LET,

root@ucs-os-controller:$ openstack stack list

RDARY
OpenStack T FTDv A > A% » A& {Ef L £,

OpenStack TD FTDv 4 > X 32 > A DYERL

FTDv Heat 7 > 7L — kD% > 7L 2 il L T, OpenStack |Z FTDv Z B L £ 7,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/Release-7.0.0/deployment-templates/openstack

B openstack co Fov 1 © 2 52 > 2R

1R BHHEIIZ

OpenStack ~® Firepower Threat Defense Virtual 0 & |

OpenStack T FTDv Z B9 5 (21%, Heat 7 > 7' L— F VBT,

*deploy ftdv.yaml

FIDv X— 3 DT 7 L— MIKRD GitHub U AT R B AFETEF9,

* https://github.com/CiscoDevNet/cisco-ftdv/tree/Release-7.0.0/deployment-templates/openstack

BE 2apkda7 oL —RMNIA—T L V—Z20fE LTI L TV A DO TH Y | slF D
CiscoTAC R — M D#EPFANTITHbN TWER A, B E ReadMe D TFNEIZ- DWW TIL, GitHub
ZEMIMICHER L T &N,

AT9 71 FIDvHeat7 7 L— b 7 7 A )L (deploy ftdv.yaml) ZEBIL T, ASAVA » AX UV AEAEK L ET,

root@ucs-os-controller:$ openstack stack create ftdv-stack -e env.yaml-t deploy_ftdv.yaml

i
B e e o +
| Field | Value |
B e e o +
| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | ftdv-stack
| description | FTDvtemplate
| creation_time | 2020-12-07T14:55:052
| updated_time | None
| stack_status | CREATE_IN_PROGRESS
| stack status_reason | Stack CREATE started
B e e o +
ATy T2 FIDv A% v 7 PRIEFEIMER SN Z L 2R L £,
root@ucs-os-controller:$ openstack stack list
i
| ID | Stack Name | Project | Stack
Status | Creation Time | Updated Time |
| 14624afl-e5fa-4096-bd86-c453bc2928ae | ftdv-stack | 13206e49b48740fdafcaB83796¢c6f4ad5 |
CREATE_COMPLETE | 2020-12-07T14:55:05Z | None
| 198336cb-1186-45ab-858f-15ccd3b909c8 | infra-stack | 13206e49b48740fdafcaB83796¢c6f4ad5 |
| None |

CREATE _COMPLETE | 2020-12-03T10:46:50%Z
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Firepower Management Center Z{#F L 7-
Firepower Threat Defense Virtual ) & 12

CTDETIEH, FMCEZEA L TEHINDAZ L KT 0 OFTDvT NA A& BT 5 kI
WCRBH L $£97,

Y

() ZOFRFa2A2FTlE, &FTOFIDV A=Y a3 VOBREICOW T L 9, din—v g v
DT 2T 2R L THAESIT. BEVWOASR—a3 0O FMC a2 7 4 X2 Lb—3 g >
HA ROFEES L T IEE0,

» Firepower Management Center % {5 H L 7= Firepower Threat Defense Virtual {Z-DWNT (11 ~=—
V)

* Firepower Management Center ~MD 12 7 A > (12 X—)

« Firepower Management Center ~D7 /A AD% gk (12 ~X—)

AR EF 2V T AR —ORE (14 =)

» Firepower Threat Defense CLI ~D7 7 £ A (25 ~—7)

Firepower Management Center % {§£ Fi L 7= Firepower Threat
Defense Virtual [ZTD UV T

Firepower Threat Defense Virtual (FTDv) (%, Cisco NGFW YV U =—3 3 OEEL =2 R —=x
¥ FTY, FIDviX, A7 — TNV T 7 AT U4 —/b, )b—7 142 VPN, Next-Generation
Intrusion Prevention System (NGIPS) . Application Visibility and Control (AVC) , URL 7 1 /L
LY mER~ALy =T B (AMP) 2 EORMNRT 7 AT U — AP —E A &L
T

FTDv Z 4 21213, BlIOY—"—ETETEND T IBEED VNV T TNA AR =T ¥ T
& % Firepower Management Center (FMC) ZffiH L £7, FMC DA > A h—/LOFEAIZ DN T
I%. [FMCgetting started guide] [#G5] ML T 7230,
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https://www.cisco.com/go/firepower-mc-install

Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
. Firepower Management Center ~() 0 %' >

FTDv I, FTDV{EME~ T NZE O B CTHEEHA X —T 24 A LD FMC 288k L CilfE L F
@—O

NG TNYa—T 4 TOBEBWT, BHA X —T7xA A LD SSH #fEH L TFIDCLIIZT
78 AF5HZ &b, Firepower CLI S FID IZHfi 752 L b T E 9,

Firepower Management Center ~(D O % 1 >

FMC ZfHA LT, FID #REB L OEH L 4,

4RO HREIIC

PR— P ENTWDLT 7 UFOFEMICONTE, EHT L2 3—Ya o) V—2/—F
(https://www.cisco.com/go/firepower-notes) % &M L T 72 &0,

ATV FAR—FEINTWLT T UFEFEHLT, IROURLEZ AT LET,
https.//fmc_ip_address

fmc_ip_address (X, FMC ® IP 7 KL A E721THF A M EIEE L £,

ATFYT2 22—V —ZLRATU—FEZ AN LET,
ATFvF3 [vr A4 (Logln) 1227V v7 LET,

Firepower Management Center ~M T /\ 1 A D& %

1R BHHIIZ

FTDv i~ o md, IEFICEBR STV T, BRERAT VI TEY, K07 — FFE%E
FATHEHTH DL Z LR LT EEN,

GE)  ZOFMETIE, dayO/bootstrap 27 V 7 h &M LT, FMC OBERIERMPFEE SN TNDH Z &
ZEMEE LTWET, 2L, ZRODORET XTI, #2256 CLI T configure network =~
VREMHALTERETCE XY, FIDODa~vy R 77 LU 228U TLEEN,

RAT9T1 [T/IAL R (Devices) | >[T/\4 REHE (DeviceManagement) ] ZRIR L £,

ATw 72 B (Add) | Kay 7 X7 U R NN, [T ADEHN (AddDevice) [ ZEIR L, IRD/XT A —H %
ABLET,
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https://www.cisco.com/go/firepower-notes
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
Firepower Management Center ~0 7 /3 X D&%k .

Add Device L

Host:* ftd-1.cisco.com

Dnsplay Name: ftd-1.cisco.com

Regustration Key:™ LT T

Group: Hone »
Access Control Policy:™ | Instial Policy a8

Smart Licensing

Malware

Threst

URL Filtering

Advanced

Umique NAT ID:7 cis0ol 2 3nat
Transfer Packets

Register Cancel

s [AA L (Host) 1:BMT DT AZADIPT RLAEZANLET,
* [#7~4 (Display Name) ]: FMC I[ZRRT D7 /A ADL4HTEZ AT LET,

o B8k *¥— (Registrationkey) ]: FTDv 7 — h A b7 v VBRETHE LI b D LR UB&EF—E2 AL
7

s [FAA Y (Domain) ]: ¥/VF FAAL VEREZMEH L TWDLGEIE, T/ A% ) —7 FAA IZH
DMTET,

<[ —=7 (Group) ]: ZNV—=T &ML TWLEEIE, T/ AT V—=TI2H D HTES,

[TV A Fr—/)LR Y 2 — (AccessControl Policy) |: fI#iAR Y o —Z@IN L E7, T LH4E
BHDLIEDBDOPOTNDEHAZA RFHDORY —RNTTIZHILEERNT, [HLVARY —
DOAERL (Create new policy) | Z#IRL, [TXTHONT 7 4 v 7 %7 v (Blockall traffic) | % 3R
LET, BCINEER LTI 7oy zifad 22 enTcexd, 77 exdlloRE (23
N=Y) ] ZBRLTIEE N,

New Policy T X

Name: ftd_ac p:lic\,«'|
Description:

Select Base Policy: None -

Default Action: © Block all trafic Intrusion Prevention Network Discovery

Save | | Cancel
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B zxonexa05 0Ky v —omE

s [A¥— T A X (Smart Licensing) ] : BT DHEREICHME R A~V —F TR E LT, [w/V
7 =7 (Malware) ] (AMP /LD =7 A VAT ¥ a V2T 5T EDOHE) o [ (Threat) ]
RABEEMERT D2 FEDHE) . BEIO[URL] (7 TV _X—ADURL 7 (VX 7 % Rik4
LTVTEDEE) #EIVYTET,

« [ ~E D NATID (Unique NATID) ]: FTDv 7 — h A N7 v 73RETHE L7Z NATID 245 E L £,

s [’ v b OliEE (Transfer Packets) |: 7 /34 A5 FMC ~O /3 v MREEZFRILET, Z0O47
va v EAMIZLTIPSRRSnort 72 EDA XY MR U H—ENTHEIE. TN ARKREHRE LTA
N R AL F=HIERE Ny FTF—HZFMCICERE LEY, 2037y 3 v 280 LIZHA,
A XY MERIZT R FMC IZEE S, Ty M —Z A EIhEE A,

AT9 T3 ek Register) |27V w7 L, EFICEERINZZ LR LET,

BRI T DL, TN ZANY A MIEMENET, RIMLEZEAIE., =9 — A vb—UREREINE
F, FTDv SEERITRI L 723580, ROIER 2R L T 7E &0,

« ping : FTD CLI ( [Firepower Threat Defense CLI ~D7 7 &7 A (25—3) | ) 7 7&®AL, kD
g~ RE@HALTFEMCIP 7 KL A~® ping ZFE(TLET,

ping system ip_address

ping 23K L72WGA X, shownetwork 2~ > RAEMH L TRy NV — V& EXfE LE T, FIDIP
7 R AZERTHMIEND HH5E1%. configurenetwork {ipv4|ipv6} manual =~ > R & 34T L £,

« NTP : NTP #——73 [ X T L (System) ]>[EX%E (Configuration) ]>[FZIDEH (Time
Synchronization) | ~<—Y® FMC #——Ft v b & 7925 Z L 2R L £,

« BfRF—, NATID, BELUFMCIP 7 KL R : i DT A A TRIUBERF—Z2EH L TWnWb 2 L%

B, HHLTWDEEIENATID 2 L T\ 5 Z & 28 L9, configure manager add =~
U RZEMEH LT, FIDVv CREF—ENATID A ETHZ N TEET, £/o, ZOa<w 2 RTFMC
IPY RLRAZERTHZ EHTEET,

~ — 4 > =
ERNGEEX2)T4R)—DEE
DT ROREEHM L THAR R F 2 ) 7 4R Y v —ERET BTV TR L
=75

A v A =T 2 f ALHNHA L HA—T oA A N A o H—T = RZAXT 7 IP
T RLURZED YT, AL X —T7 = A AT DHCP 2 L ¥4,

«DHCPH—/N—: 7 5347 FOWEA v ¥ —7 = A4 ATDHCP —N—%fEHL 7,
T T AN RN — b INBA L H =T 2 A RAENLTT 74V Mb— b EBEMLET,
*NAT : M A v 2 —T =2 AA ATA U F—7 = A ZAPAT ZEH L £7,

e TR hr—b NEDBINEE~D T 7 4 v 7 EFFRl LET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
A8 —T 14 RADRE .

AT TN Ao F—T oA ZDFE (153—)
ATw 72 DHCP — "—DFE (18 4—)
ATV T3 F7HNR— oM (19 2—)
ATY T8 NAT OFE (21 <—)

ATV IS T RRHEORE (23 <X—)
ATv 76 FHEDRER (255—)

A 23— 124 ADKTE

FIDvA VX2 —T =2 ZAHBHAIML, ZNoE2 X2 T 40— ICEHY YT, IPT KL%
HELET, BFIX, VATATEROLD N T 7 v 7 2@BmISEsL912, Dl L2
DDAV E—T 2 A RAERETLHMLERNHY £F, BFIX, Ty 7T AN —bL—FFTA
VE—Fy MIHE LTINS A v 2 —T = A R MOy RU—27 D 1 DL EOWNEA
=Tz AREFHLET, ZNOHDOA 2 F—T A ADO—EILX, Web r——72 DT
Vv T/ RANARERT Y bERET D TR (DM2) L22560350 £

— R DN—T 4 T ORIL, NEA L H—T 2 A ATAET 4 v I T R AR TEHR
45 LEIZ, ISP 225 DHCP /M L TCHERA v X —T = A AT RLAZEIGT 52 & TY,

WOETIE, DHCPIZEAAZ T 4 v I T RLRAENL—F v RE— RONPA v Z—T = A A
PHEAHLCT, =7 v RE—FROWNEA v X —T =2 AZHRELFET,

ATYF1 [T/Af R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, 1A 2% 27V v 7 LET,
ATFY T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

Intertace Longtal e Trpe  Selnty Bests  MAC hiiderss {aatived Saselli) P adress Vel initer

FEEEEEEE

AT T3 TNE WERAT A X —T = A% ) v LET,
[&f% (General) | % 7 RERRIINET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |

B sz 1z08%

Edit Physical Interface ? X

m IPv4 IPv6  Advanced Hardware Configuration

a)

b)

d)

e)

MName: inside Enabled Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)
QK Cancel
48 SLFETO [4HT (Name) | HZ AT LET,

Lz, A F—T x4 AT indde £\ S L4ETEITET,

[5%h (Enabled) ] F=v /Ry 7 A%t Nz LET,

[E—F (Mode) 11X [72L (None) JIZ&xEL-FFIZLET,

[E¥=VUT7 4> —>2 (SecurityZone) | Ky 7 Z 7R RNNLBFONEEX 2 7 4 — %%
WI200, FE (New) 1227V v 7 LTHLWEXF2 YT 4 —0Z2BMLET,

72& 21X, indde zone LW IHAFIDOY — U EEBMLET, FA v F—T oA A, BFX=2VT 4V —
VBIUOA A =T A AT N—FIZE O Y TCAHRULERHY ET, (X —T A AT, 1DODOEF=
V74—l RTHZE S, BEOA X —T 2 A AT N—TIIR/TH b TEET, V—
VERIIIN—=FIESNTEF 2V T ARV —F A LET, e xiE WA A —T A R
BN —AZEID ST, AN v F—T oA AEANEY = AZEID S THZENTEET, 20
G N7 4 v 2 BRRAHENOHICBEITEZA L7 78R arha— R V—2RETH &
ILTEETH, SAMTPOREBICHIT CIBRETEERA, FEALEDOR) V=XV T 4 —V
DHFF— K LTVET, NATHY o~ FL7 s K v— BIEQSHY v—T, Y —rF
TFA =T 2 A AT N =T A TEET,

[IPv4] ¥ 7', [IPV6] X 7, ET3lio4 7% 270 v 7 LET,

(G¥)  Google Cloud Platform 0 VPC %> F 7 —2 L IPv6 Z ¥ AR — L TWERA,
s[IPv4]: Ry FH 7 URANNG [AXT 4 v ZIPEfEfT 5 (Use StaticIP) ] Zi®IRL, IP 7
RLALEY TRy " AT HAT v aRid TANILET,
7=l ziE, 192168112472 8 L AS L £,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
A8 —T 14 RADRE .

Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.168.1.1/24| ig;ﬂeg.q@g;zsa255.255.:28 ar

o [IPv6] : A7 — M LV AEHERREDE AT [BEEFETE (Autoconfiguration) | F = v 7Ry 7 Aed
WZLET,
f) [OKlZ27VUvyZ7 L%ET,
ATy Ta (45 (AT HA v A —T = A A% ) v LET,
[&f% (General) | ¥ 7 HRERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

a) 48 LFEFETO [4H] (Name) | AN LFET,
72 ziE, A v F—7 A AT Toutside] &\ D &RETEMITET,

b) [£%) (Enabled) | F=v /ARy 7 A&A NI LET,

c) [F—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,

d) [EF¥=UT7 1Y —> (SecurityZone) | KR vy FX T A MMLBEFEONREX 2 VT 4V — &3k
WT 20, FR New) 127Uy 7 LTHLWWEXF 2V T 4 —0&2BMLET,

7= & Z21%. Toutside zone] W) LREIDY — ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7 ) v 7 LET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B oucry——omE

(F)  Google Cloud Platform [~ VPC x> FU—2 [ IPv6 AR —F L TWEEA,

s [IPv4] : [DHCPDOfE (Use DHCP) ] ZEIRL, IROA T a DRI A—FEFHRELET,

« [DHCP Zffifi L TF 7+ /L b Jb— b & H45 (Obtain default route using DHCP) ] : DHCP #—
N=OT 7/ — FEERLET,

« [DHCP/L— kA U > 7 (DHCProutemetric) ]: 7 RX=A N —FT 47 T 4 AFZ L A%F
BLIZA—MIEIVYTEST (1~255) . FELIEAV—FDOT 74V DT RI=A FL—
TAT T AAF AT TT,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — F L AHBRREDL AL [HBEIEE (Autoconfiguration) | F = v 7Ry 7 A&k 4
ZLET,

) [OK]Z27 Vw7 LET,
ATY TS5 [R1FE (Save) 1227V v LET,

DHCP H—/\—DEKE
A\

GE)  AWS. Azure. GCP., OCIZ2E D7V w7 757 REEICEBETLIHAIE. ZOFIEEL AF v
7L ET,

27547 NCDHCP ZH L CFTDV S IP Y RLAZFET A L 51T 585415, DHCP
P—R—ZHHLET,

ATFYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L., 1A 2% 27V v 7 LT,
AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | R L £,
AT9 T3 [H—i\— (Server) | ~—T T, 1B (Add) 227V v7 LT, ROATvarazZELET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
Fornti—roen [

Add Server ? X
Interface* inside 7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
0K Cancel

[ =T =xAA (Interface) ]: Ry T X7V RARNLA I =T AZBRLET,

«[7 KL 27—/ (Address Pool) ]: DHCP — _"—3MEHT 5 IP 7 KL AD g FAL 6k EAL O O
FAEEZRELET, IPT7 FLAOHPIL, BIRLIZA v H—T =2 RALRICY T Xy b EIZFET D
VERHY, A F—T 2 ABFDIPT FLAZEDHZ LT TEERA,

* [DHCPY— N—%H%hZF % (Enable DHCP Server) |: &R L7-A > % —7 = A AD DHCP H—/3—
ERMMTLET,

ATy T4 [OK]ZZ7 Vv 7 LET,
ATv 5 [fR1F (Save) 1227V w7 LET,

FI7A4IMIL— FDIEM

T 7 4V Rb— MIEE, SNRA X —T oA ADDEEER T v T A N — A — X E i
LRLET, SMBA % —7 = A AZDHCP T 25 61X. 75 ARTTIZT 744 b
N— R EZELTWHHRERH Y £3, FHTL— FNZEBMT20ERH L5581, ROTF
e 5897 L £ 9, DHCP $¥— N—nH7 7 4L bb— N a5 LIESGAIE, [TAM R
(Devices) | >[T/31 REHE (DeviceManagement) ]>[JL—T « >% (Routing) ]>[A %
T4 v Il— bk (StaticRoute) ] ~— D [IPv4)L— k (IPv4Routes) | £ 721X [IPv6IL— +
(IPv6 Routes) | 7— 7 /WZF R I NET,

ATY 1 [TINA R (Devices) |>[T/31 REHE (DeviceManagement) | #3iRL, T4 A&7V v/ LET,

ATFY T2 [IL—F 4 >4 (Routing) |>[RE2 T« w7 I)L—F (Staticroute) ] ZEIN L, [/b— bZBI (Addroute) ]
Vw7 LT, ROLSITHELET,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
B 7o 1rr—roem

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v

Available Network (5 & Selected Network

y Search | == any-ipv4 @

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K Cancel

[HAT (Type) 1: BT DEAZT 4 v 70— DX AT LT, [IPv4] 721 [IPv6] A7 > 3 R
g7 Uy LET,

e[ H—T7xAA (Interface) |: HI1A >V F—T7 =4 AZEIRL 3, @HFIINHBA X —T A R
T,

« [fEFATRE/2 % » b U —7 (Available Network) ]: IPv4 7 7 # /b b /b— h DA 1T [any-ipvd]. IPv6 T
7 4V hb— R OYAIE [any-ipv6] Z I L 97,

[F—FU A (Gateway) ]| £72IL [IPv67 — F 7 = A (IPv6 Gateway) ]: ZD/L—hDRT X FR v
TTCHHTF— I T2 A N—FEANERTERLES, IPT L AEREFRY NTU—J/RA AT
YVl MEREETEET,

“[ANYU w7 (Metric) ]:5BERy hT—27 ~DRy T OEANTILET, ARMEOHFAIL 1~ 255
T, 774V MEIZ1TY,

AT9F3I [OK] %27 U7 LET,
N BART 4 I — FT—TVTBEMENET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
NAT D& E .

System Help v admin ¥

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence Deploy A
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates

You have unsaved changes | E Save H Q Cancel |

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OsPF | & Add Route |
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
- (] BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 6} [j

» ] Multicast Routing
¥ IPv6 Routes

ATy T4 [{#17E (Save) 127V w7 LET,

NAT D% E
— %A 72 NAT b—/LClid, W7 RLRAENBA > H—T 2 A ADIP T KL ADKR— MIE
Bl EdT, ZOFATONATL—ILDZ b Z AL H—T A A R— KT KL AZLH (PAT)
LN E T,

ATvT1 [T/IAA R (Devices) | >[NAT] 227 U w27 L, [#LLAKJ — (New Policy) ]>[Threat Defense NAT] %
7wy LET,
RAT9T2 RV —IZ4miEfT, R o—%FEHT 57 30 ARV, [T (Save) 1527 Vv 7 LET,

New Policy ? X

Name: interface_PAT
Description:

Targeted Devices

Select devices to which you want to apply this poli

Available Devices

elected Devices

521192.168.0.16

}, Search by name or value |

| Add to Policy |

| Save | | Cancel |

ARY—NFMCICEMENET, Bl&HmE. NU = —LEZEBINT20LERHY £4,

OpenStack @1+ Cisco Firepower Threat Defense Virtual 22— +7 v 744 K [



Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |

B wozz

ATwF3 =B (AddRule) 127V v 7 LET,
[NAT/L—/L DB (AddNAT Rule) | ¥ A T R TRy 7 ANRKRINET,

RATFYTE ERLV—NLDOF T g ZRELET,

Add NAT Rule

MAT Rule: Auto MAT Rule N

Type: Dynamic hd

Interface Objects PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A 7 (Type) ]1:[#AF w27 (Dynamic) | Z&IR L E7,

ATYTS [f v F—T A A4 7 =7 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL T V=V
I (Available Interface Objects) ]I [585EA X —T7 = A A4 7T =7 | (Destination Interface Objects) ]

SR ANER Y — v 2 BIN L E9,

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| —4 Search by name | eLthside zone @
u:—. /8 inside_zone
oi‘outside__zone | Add to
¥ Source
Add to |
Destination |
| 0K || cancel
—_ . o SSem Y o N U
AT 76 [£H#: (Translation) | X—Y T, ROA T a v ZHELET,
Add NAT Rule ? X
MNAT Rule: Auto MAT Rule et
Type: Dynamic o

Interface Objects Tran!laﬂon PAT Pool Advanced
Translated Packet

Original Packet
Original Source:* Translated Source: Destination Interface IP
oneet Bldes UDjeees @l

w

Original Port: TER
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
7o zsimons [

s [JEDiE{EC (Original Source) ]: #7 U > 27 LT, $XTCDOIPv4 F 77 ¢ w2 (0.0.0.0/0) OF> K
U— 47V FNeBMLET,

New Network Object ? X
Nzma all-ipva
Description

Network i Range FQDN
0.0.0.0/0

Allow Owverrides

Save | | Cancel |

GE) HEI NAT L— Vi34 7V =7 PEFRO L LTNAT #2181 5720, VAT LEHED
any-ipvad 47V =/ NEMT S I LI TEE A, E, VAT LAEROA T V=Y b
WETHZLIITEETA,

o [BHaE A D IC (Translated Source) | : [5855A > % — 7 = A AIP (Destination Interface IP) ] % 3R
LE7,

ATFvT1 [IR(E (Save) 1227V v 27 LTA—AEBMLET,
J— L3 Pb— b (Rules) |7 — 7 WIERIESILE T,

Overview Analysis Policies JsIENISEN Objects | AMP Intelligence

Device Management =~ NAT | VPNv QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes | [5] Save | [ €3 Cancel |
Enter Descript

#h Filter by Devic
3 \ 7 Translated Y
Direction  Typ: Source Destination original original oOriginal  Translated  Transiasted  Transiated op
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinati Services
¥ NAT Rules Before
¥ Auto NAT Rules
L Dynamic @ oy <4, outside_zone 2 all-ipva @@ Interface @@ Dnsifeise P

¥ NAT Rules After

ATY T8 NAT X—IT[RAF (Save) 1227V v 7 LCERZBEFELET,

7 AHIHDEKTE

FTDv % FMCIZ& Gk L7 L X2, BRD [T XTONTF 7 v 7 %7 v v 7 (Blockalltraffic) |
TR arba— R = ER LTS EIE, T RAEBIRT D NT T v 7 EEFA]
THIOWCRY ==V EZBMT 208N’ Y £9, ROFIATIZ, NEY —2 BN
=D NTT 4w I EFFAT A= BB LET, M= RH DA, Y
Xy NT—=T~DKNTT 47 HFATHL—IVEBILTIZEN,
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Firepower Management Center % {3 Fi L 7= Firepower Threat Defense Virtual D& |

B 7 erxsmons

1|

SVEEREX 2T AREEN—NERTETIHHEIEL. FMCOZ 7 4 Fab—va B
A FESRBLTLEE N,

ATy [R)— (Policy) 1>[72 AR >— (AccessPolicy) 1>[7 7 AR — (AccessPolicy) | & %R
L. FIDIZEW U THLNTWAT 7R aryba— LRI —D 27V v LET,

AT9 72 [JL—IL%EEM (AddRule) |27V v 7 L, IRONTA—XERELET,

Add Rule 7
Mame inside to outside Enabled Insert |inte Mandatory B
Action |+ Allow w N8

m Networks VLAN Tags (. Users Applications Ports URLS SGT/ISE Attributes Inspection  Logging  Comments
Available Zones ¢ Source Zones (1) Destination Zones (1)
|_§, Search by name | sou /iy inside_zone f|  seuh outside_zone ]

a
sua /4 inside_zone
) g

aw/ 1 outside_zone

|' Add to |
Source

[ Addto |
| Destination |

 [4HT] (Name) ]|: ZON—WZ4AHTIZAITET (72 & 21X, insde_to_outside) .

o 3% %77:‘/*—‘/ (Source Zones) ] : [f A AIEEZ2 > — > (Available Zones) ] 7>5HWNHEY — 2 23R L,
[Z{E7CIZEM (Addto Source) 1227 U w7 LET,

« [584C > — > (Destination Zones) ] : [ FIEE72 > — 1 (Available Zones) | HAMHBY — 2 28R L,
[5B5C1ZBM (Add to Destination) 1 &7 U v 7 LET,

fOREFZDEFIZLTREEET,

ATy 73 BN (Add) 1227V w7 LET,
=L 3 b—/b (Rules) | 7 —7 /WTBEMSNET,

Overview Analysis [IIQSETl Devices Objects | AMP Intelligence Deploy = ©, System Help v
Access Control » Access Control | Network Discovery  Application Detectors  Correlation | Actions v
ftd_ac_policy You have unsaved changes [ /i Show Warnings | | Analyze Hit Counts | [ 5] Save | [ @ cancel
Enter Description

SSL Policy: None Identity Policy: None

Prefilter Policy: Default Prefilter Policy.
Tz Inheritance Settings | [F] Policy Assignments {1)

[EEE] sccurity IntelligenceHTTP Responses _Logging _ Advanced
88 Filter by Device

" Show Rule Conflicts &) @ Add Category @ Add Rule | Search Rules

lications ~ Source Po...  Dest Ports URLs ISE/SGT A...  Action

Name Source Zo... | DestZomes  Source Ne.. DestNetw.. VLANTags  Users

ection. Add Rufe or Add Category

ommnesn e e ar |
ATy T4 [#17F (Save) 127V w7 LET,
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| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
zzorn [

=
=% TE ) G
REDEE# FIDVICEMLET, BHEAERTLIETIE, A ALETEOERELT VT ¢

TN £ A,

ATy Ao BB (Deploy) 1227V 27 LET,

|_Q Cancel |

ATFw T2 [RYT—DER (Deploy Policies) | # A 727 Ry 7 ATTNA ZA&EIR L, B (Deploy) 127 U v

7 Li‘j‘o
Deploy Policies version:2019-03-05 03:17 PM ? X
Device Inspect Interruption Type Group Current Version 2o
=#192.168.0.16 Mo FTD 2019-02-28 07:11 AM

AT9 T3 BEBKIHLIZZ L 2R LET, BHOAT —Z A%2HKRTHIZIE, A==2——0 [JEH (Deploy) ]
REOFEMCHLTAarw7 ) v LET,

& || System Help v

Deploy

&7

Deployments O Health Tasks
1 total 1 running 0 success O warnings O failures Show History
10s

™t 192.168.0.16 Deployment - Collecting policies and objects.

Firepower Threat Defense CLI ~D 7 U £ X
NNy 2—T 4

FIDVCLI LT, BHA L X —T oA ARG A—FEZEHLZD .
VI EATHTEY TEET, CLILT 7B AT HI1I20%, BHA X —T = A A~DSSH & 4

Ay, VMware =22 Y — /L bR L E 7,

ATFYyT1 (A7 ar1) FIDVEBRA L X —T x4 ADIP 7 RL AIZEHE SSH #6 L £,
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Firepower Management Center % {§ A L 7= Firepower Threat Defense Virtual 0 &2 |
. Firepower Threat Defense CLI ~D 7 & 2 X

BHIP 7 RL AL, AR~ VAR L XICRELELO T, OIHEREEIZRE L7 ladmin] 7
BT RENRRAT—REFEHLTCFIDvICR /A LET,

AT9FT2 (A7 a2 2) VMware 2> Y — )V aE PIMEBRFHCRE LT 740 O —W—4 Tadmin] 7
Iy hERRT—REHFALTC e A > LET,
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