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1. FMCWeb A > Z—7 A AT, [ARY— (Policies) ]>[7 7 3 (Actions) ]>[EY =2—/L
(Modules) JIZBEL £,

2. [HLVWEY2—/LDA A h—)L (Installanew module) | XA 70/ Ry 7 AT, [77A/VDOER
(Choose File) 127V v 7 LET,

3. 27y 71 THA Y e—RLEBEES 2107 7 A IVERIRLET,
4. [Install (f A=) 1227 Uy 27 LET,

GE) TIRAZT=Avt—VERELESG, 27— Ave—V27 VT L, AT v 2%
ML ET,
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Al Firepower Management Center . . - i . o N -
CISCO Policies / Actions | Modules Overview Analysis Policies Devices Objects AMP Deploy Q @ % @ DC-North-South\ v

Alerts | Remediations | Groups
Installed Remediation Modules

Module Name Domain Version Description

Cisco 10S Null Route Global 1.0 Block an IP address in a Cisco 10S router ©
Nmap Remediation Global 2.0 Perform an Nmap Scan o
pxGrid Adaptive Network Control (ANC) Policy Assignment Global 1.0 Apply or clear an ANC policy for the endpoint at the involved IP addresses o
pxGrid Mitigation Global 1.0 Perform a pxGrid mitigation against the involved IP addresses o
Secure Workload / Secure Firewall Remediation Module Global \ DC-North-South 1.0.3 Achieve rapid threat containment of Secure Workload workloads o
Set Attribute Value Global 1.0 Set an Attribute Value o

Install a new module

Choose file |No file chosen
Install
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FMCIZA VA M=V ENTZEBEEEY 22— VERTET DHITIE,. ROFIEEZFZITLET,

2FwF1 FMC T, % hU—2ZN® Cisco Secure Workload 7 5 A% Z L ITEEE 2 — DA v AHE o A HERLL
N

1. [ VU — (Policies) 1>[7 7+ 2 (Actions) |>[A > A% A (Instances) | IZBEIL ET,
2 Fay 7 X VAP LEBEEEY 2— VAL, B (Add) 1227V v 7 LET,
3. [ AF A4 (Instance Name) | Z# AL ET (ZOF|TlL £mc-dev-remediation) .

4. Cisco Secure Workload —/X—®D P 7 KL A, API¥—, API>—7 L v b, BIXORIEN & 5 nhEME
DHBHEAINEEN &EFHEZATLET, [EHR (Create) 127V v 7 LET,
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Firepower Management Center

! ! Overview  Analysis
Policies ctions / Instance Detail

Al
cisco

Policies

BEESI—ILDETE I

Devices Objects  AMP Deploy Q@ 1 @ DO-North-South\ v

Edit Instance

Instance Name
Module

Description

Secure Workload IP

fmc-dev-remediation

Secure Workload / Secure Firewall Remediation Module(v1.0.3)

10.62.159.4

ATFYwT2 TIUREAEEFEY L —%
1.

Scope(must be  root scope,

efault) Default

APl key
Retype to confirm

API secret
Retype to confirm

Cancel Save

Configured Remediations

Remediation Name Remediation Type

quarantine-fmc Quarantine an IP on Secure Workload ’

unquarantine-fmc

o w

Unquarantine an IP on Secure Workload e
Add a new remediation of type| Quarantine an IP on Secure Wor v m

.

[BXE S TWAETE (Configured Remediations) | C, EED ¥ A 7 (ZDfITIL Quarantine an
IP on Secure Workload] ) R L, EM (Add) 127 Vv 7 LTHLWEBEZEBIMLET,

[M&#54 (Remediation Name) ] (Z Ol TlX quarantine-fme) % A L. [{E (Create) 1% 7V »

7 LET,

Al Firepower Management Center
€ISCo  Policies / Actions / Remediation Edit

Overview Analysis Policies Devices Objects AMP Deploy Q Qe £+ @ DC-North-South \ v

Alerts | Remediations | Groups

Edit Remediation

Remediation Name | quarantine-fmec

Remediation Type Quarantine an IP on Secure Workload

To quarantine a host

Description

WELTEENT =T NMCEREINET, [IRTF (Save) 1227V v 7 LET,

ELET (ZOHITIE, rem-policy) .

[ Y < — (Policies) ]>
D [k

r—®iEM (AddRule) 1227 U v 7 L, 4Ri (Z

[7 7 & A#il# (Access Control) | ZERL, 77 &A= ba—L R ¥ —
(Edit) | 7Aa2v%227 Yy 7 LTLV—ZBMLET,

DOF Tl block-ssh-add-tag) # AL FET,
[7 273 3> (Action) | T[7 v w7 (Block) | ZEIR L E7,

[R— bk (Ports) | ¥ 7 T, sieiR— b7 hajd—E»nb [SSH (SSH) [ #FIRL £,

[ B AA O 1 77 (Log at Beginning of Connection) ] % 34R L %9,

T I RAN—= L TaX o ITRENCRoTNWAZEEHERLET, 2Tk, FMCIiZA
Ry MEMEZIELET, R L6 BN (Add) 1227V v 7 LET,

[2X> 7 (Logging) 1% 7 T,
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6. [fRTF (Save) |27 U7 LET,

alvah, Firepower Management Center

€IS€O  Policies / Access Control / Policy Editor

Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ 1 @ Globall v

rem-policy Analyze Hit Counts_|

Enter Description

Inheritance Settings | Policy Assignments (0]

Rules  Security Intelligence  HTTP Responses  Logging  Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
Filter by Device | Y Search Rules X Show Rule Conflicts @+ Add Category  [REEIVELNS
Source Destin...
Source Dest Source Dest VLAN . Source Dest o " .
g Name Zones Zones Netwo... Netwo... Tags Ussrs Applic... Ports Ports URLs %’:;T'c Z"':;:S'c Acon B @ B 2 W oo

\ Mandatory - rem-policy (1-1)
1 block-ssh-add An 3 \ A SSH ) Any y @© Block Bosg
\ Default - rem-policy (-)

Add Rule or Add Category

Default Action Access Control:Block all traffic v

Displaying 1 - 1 of 1rules [< < Page|1 of 1> >/ C| Rules per page: 100 v

. V)

ATy 73 HEL—LERELET,

1. [V — (Policies) 1> [fHB (Correlation) ]>[/L—/L D42 (Rule Management) | (28 L £9°,
2. [Pv—/VDOIERL (CreateRule) 1% 7 VU w7 LE9,

3. [Pv—/4 (RuleName) |2 AL (ZDFITIE, quaran-rulel) . @il (A7 =av) #ALE

B

4. [ZONL—LDA Xy ~FZ AT DER (Select the type of event for thisrule) &2 2 3 T, [#Hfe A N
k>34 (a connection event occurs) | 335 KON [#56¢ D BHAGIF £ 72134 THF  (at either the beginning or the

end of the connection) ] Z &R L £,
5 [&fFE%&BEIN (Add condition) 1% 7 U v 7 L, HEF% ORNH AND ICEHE LET,

6. Fry7HZ T VRNT, [T7E8A2 hr—L—/% (Access Control Rule Name) ]. [I% (is)
ERIRL, AT v 72 CRELLT 7R ary ha—L b—LO4HIE AT LET (ZOHITIEL,
block-ssh-add-tag) .
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Al Firepower Management Center

Overview Analysis Policies Devices Objects AMP Intelligence Deplo Global \ v
€IS€0  Policies / Correlation / Rule Management v d 9 poy Q€ & @

Alerts | Remediations | Groups

Policy Management Rule Management Allow List Traffic Profiles

Rule Information Add Connection Tracker | [ Add User Qualification | [ Add Host Profile Qualification

Rule Name ‘ quaran-rule1 ‘

Rule Description ‘ ‘

Rule Group \ Ungrouped v \

Select the type of event for this rule

It | a connection event occurs v || atthe beginning of the connectic v | and it meets the following conditions:
[ Add condition l l Add complex condition l
‘ W | Access Control Rule Name v [ v | | block-ssh-add-tag

Rule Options | Add Inactive Period

Snooze If this rule generates an event, snooze for | 0 hours v

Inactive Periods There are no defined inactive periods. To add an inactive period, click "Add Inactive Period".

7. [RfF (Save) 157V v LET,

ATy T84 ML=, BEEY2—NVDOA VAZ L ARELE LTT Y =—LET,
1. [ VU — (Policies) ]>[fHES (Correlation) ]>[HR U T —D4&EE (Policy Management) [IZFE) L £,
2. [KRVU—DOEk (Create Policy) 1427V 27 LET,

3. [V —4 (PolicyName) ]Z# AJJL (ZDOFITIX, correlation-policy) . il (A 7T =)
EATILET,

4. [TA4 7N DT T AF VT 4 (DefaultPriority) ] KRy X0 YR Ehe, R —DF T A4
V74 ZBIRLET, [Z2L (None) |ZBIRL T, v —1NDTITAF VT 4 DIHMEHLET,

5 [L—®EN (AddRules) 127 U > 27 L, AT v 73 THRELIHEL—LVEZERL (ZOFITIX,
quaran-rulel) . [iB/ (Add) 1227 Vv 27 LET,

6. /L—VOREZH D % (Responses) |7 A %7V w7 L, —/MISE (ZOH|Tidtest_rem)
ZEIDYBCTET, [EH (Update) 1227V v 27 LET,

aluln F\repovyer Mana,gement Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q Qe ¥+ @ Global\ v
€Is€o  Policies / Correlation / Policy Management
——
Alerts | Remediations | Groups
Policy Management ~ Rule Management ~ Allow List  Traffic Profiles

Correlation Policy Information Cancel

Policy Name | correlation-policy |

Policy Description |

Default Priority | None v \
Policy Rules Add Rules
Rule Responses Priority
quaran-rulel test_rem (Remediation) Default v L]
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7. [#*fF (Save) %27 U7 LET,
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BEFISESERBATRUT 2R HD72D, WOFIEEZETL T, BEEREH L L
ZHERs LE7,

AT T BEEEY 2 —AREEMT DR TV DHBEL— IS TR H—ENictk, BEFEITORT —X 2% H
BLET, FMCWebA ¥ —7 = A AT, [Z74" (Analysis) 1>[#HE (Correlation) ]>[A7—4 A (Status) ]

BB L ET,
ATw T2 [fEHE AT —4 % (Remediation Status) ] 7—7 /LT, R —DITE RO, FERDOA v —I %R L
i‘ﬂ‘o

Deploy Q @ % @ DC-North-South | admin v

traints (Edit Search)

Table View of Remediations

Jump to.

quaran-rule-1

P 1 o1 Displaying row 1 of 1 rows

v )
T (|

ATV T3 EENRET LIS, ROFIEEFATLET,

1. Cisco Secure Workload =—H—A > & —7 = A4 2T, [A[fME (Visibility) ]>[A >~ UH&Z (Inventory
Search) | IZBENL £7,

2. BEYPLIEARANDIPT RLAZAS L, [R5 (Search) %7 U v/ LET,
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3.

eEorst |

[—H—7FI (User Annotations) ] T, EYL7ZHRA FDIP 7 KL AIZ [quarantine = yes] &
WO RPN TS Z &2l LE T,
Scopes and Inventory
Default Query _
m Quarantine-FMC ARy
Scopes No Draft Changes @ All Inventory @) Usages
© Filter Scopes... x © Enter attributes... X
38 Scopes and 29 Inventory Filters @
Services 0 Pods 0 Workloads o IP Addresses @ e

@ Default (internal) Inventory: 453

Showing 2 of 2 inventory

m Internet  Inventory: 266 Y Address Tl * Location 1! * Service T| * Quarantine 4
192.168.110.2 # Contractors K4 7 yes

@ loT-Devices Inventory: 0
192.168.10.35 # DC d 2 ves

@ Quarantine-FMC Inventory: 2

RDZERY
REESNT-ARA N2 7 V=0T v 7L, R Rol-b, ROWTHIDOT 7 a v rE
1T L CRRBE DR ZHIBR T £9,

(#£22) Secure Workload 2 L T,

[quarantine = yes| &\ ) FER%

[quarantine = noJ IZRLET,

1 =&z, BN o mRBES =R A F23172.21.208.11 T, 5 7 /v b OFipH
WTHIE, DX H72CSV 77 A VEAER L £,
IP,VRF, quarantine
172.21.208.11,Default, no

2. [7FU4— 3> (Applications) 1>[4 ARy b)) 7w 7A—F (InventoryUpload) ]

IZBHE) L., Cisco Secure Workload IZ CSV 7 7 A V& T w7 — KL £79, CiscoSecure
Workload |2 CSV 7 7 A V& T v 7' — RT3 FIEOFEMII OV TIL, BEEE (3
R=) OB varESHM LT IEEN,

FMCEEE Y 2 — /2 L ThRBED IR 2 IR L £7,

[y
EEX ZoHEE BX=2VT 4 LOEENG, EBBRry NTU—27 T
IHER S EE A
1L (TEEI BZ7 v arvDRT 71 25MR) REEHERY A 7OBEEERTH LW
BEEZBEMLET, FUA L AX U RAEREL, [HEINTWHEE (Configured

Remediations) ] CRREEMFERZ 4 7 DEE (Z OFITiX unquarantine-fme) %R
LGBEMLET,
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Configured Remediations

Remediation Name Remediation Type Description
quarantine-fmc Quarantine an IP on Secure Workload e i
unguarantine-fmc Unquarantine an IP on Secure Workload rd i

Add a new remediation of type | Unquarantine an IP on Secure W v ’

2. (IRE) B varoRTv72%22M) RHHEREREZ N T—F 27212
TELT778Ray hr—b—b (ZOF|Tliremove-tag) XA UARY T — (Z
DOFITIL rem-policy) (ZBILET,

3 (IRE] ¥Z7varvDRT vy F3%BM) 778RA=a br—L—I (ZOHIT
I% remove-tag) Z{EHT 2B/ —/ (ZOHFI Tl unquaran-rulel) ZEAIL
EJ e

4. (RRE] B v arOAT vy 7 AR 58 REHRERISE (Z 06Tl
un-quaran-rem) % fHEI/L—/L (Z OFITiXunquaran-rulel) (ZE| V4 TET,

5. ZON—/MI BT DL, WEERIREED ) T—Sh, REEOERAHIFR S L E
?‘O
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