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RAT9TN BYLET TV =2 a B HHRA NI, Ay N =7 ~OKBEEZFG L £, KRIL, Firepower 7 /3
A A (WEFETIXMEAR) THEITEIN TS Cisco Firepower Threat Defense (FTD) (k> TA T4 TT
vy 7 EINET,

ATw T2 BYCHTAERE GREAALRY ERK SN, FTD 2% B4 5 FMC IZHE S ET,

ATV T3 HBIZEL->T, FMC ELOBEEY 2a— AN R A—S, /=AU RAPIZMH LT, R LEAA
b [EEEd A XL 5 Tetration (2% L TERNELNFE T,

AT w4 Tetration X, EPELIZEHFA M EOTZ L T3 —A X b 2=V MNIREEEREZEET DL T B L
7T —ar DT — 7 a— RETIEREH TIADET,

BRI

o [BREfE) E WO FERBMHT ONTZARA MIMAV T LT XTORNT T4 v 7% Ky 7T
57T, TATHERIAR Y —2FpiER LET, WoREEZ2AET25451F, TATKY
V—ENAZTARALT, TRTCTIEBRL —HDOEATDNT T 4 v 7 OHREETHED
WCLET, FEHICOW T, TAGUI T—H% HA RESRLTIZEN,

e Tetration =—< = > hE, Linux, Windows 72 EDKRA N AXVL—F 4 7 L AT ANT

FITEND YT 2T T, T 754 —AAL T —V 2 bELT, A VA =L E
NTWDHHRA M LTI 7 AT U —/L = LERETHHEN SV £, Ri#T 5
Ry RT—=F RARMI, T TF—ARA ==V oA A M= LET, M
{22V TIE,  [Cisco Tetration Analytics for the Software Agent Installation Guide] % 2 L C
TZEW,

hd > M A
BEE &
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A4 >R =)L (Install)

e f A R— (3R—Y)

AR =L

Cisco Firepower Management Center Remediation Module for Tetration % % 7 > 02— R L TA &
P T BT, ROFIEEZFEITLET,

RATYT1 Web 77 UHEEHAL T, ZOBEEYa—LEXyra—RLET,
https://software.cisco.com/download/home/286259687/type

AT T2 FMCIZZOBEEY 2—NVEA A =L LET,

1. FMCGUI C. [R YU ¥ — (Policies) ]>[7 7 ¥ 2> (Actions) ]>[F Y =—/L (Modules) ]IZBEIL %
j‘o

2. UTFIRENTWD LI, [BHrLWEY 2—L1DA A h—/L (Install anew module) | %A 71/
RNy 7 AT, [77A/VDER (Choose File) 157 U w7 LET,

3. ATy 71 TH U= RNLEBEEY2—1D7 7 A VERRLET,
4, [Install (A1 A F—) (&2 Vw7 LET,
GE) TIEREAZLT Ayt —VEZELELGE, =79 — AvkE—Y%227UT L, AT v 72 %
DIRLET,

A VA RN—DBEET % &, Cisco Firepower Management Center Remediation Module for Tetration 73,
VA=A ENTVLHEEEY 2 —O—RHITFRREINET,
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A4 2R k=)L (Install) I
Bzt

Overview Analysis [CEIEERY Dev

s Objects | AMP Intelliges

System  Help v

Access Control *  Network Discovery  Application Detectors  Correlation  Acti

s » Modules
Blerts Remediations Groups
Installed Remediation Modules

Modula Nama varsion Deseription

Cisca 108 Null Raute Biock an IP address in & Cisco 10S rauter
Nemap Remediation

20 Perform an Nmap Scan
PrGirid Mitigation 10 Parform a pxGrié mitigation againss the involved 19 addresses
Set Attribute Valve 10 Set an Attribute Velue
[Fetrationseirepower Remediation Hodule 101 Achieve rapid threat containment of Tetration workioads | ]

Install a new medule

Choase File No file chosen

instal
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%% (Configure)

FMCIZA VA =V ENTEETY 2 — L Z2RET HI21E. FMC GUI TROFIEZFEITLE
T,

ATYv 71 Xy U —27NO Tetration Analytics (TA) H— T ELIEEE S 2 — DA U AX L ZABER L ET,
1. [A VYT — (Policies) |>[7 27+ a3 (Actions) |>[A > AX A (Instances) | IZBEIL £,

2. Ry 7 X UANNLEBEEETY 2—1%EEIRL, B (Add) 1227V v 7 LET,

Devices Objects | AMP Intelligence  Deploy  Syste

Overview Analysis Ja1IIa{

Access Control » MNetwork Discovery Application Detectors Correlation Actions » Instancs

Alerts Remediations

Canfigured Instances

Instance Name Module Name Version

Mo instances configured
Add a New Instance
Add

Select 3 module type | Tetration/FirePOWER Remeadiation Module(v1.0,1) ¥

3. [ A& A4 (Instance Name) | Z AJJLET (ZDOHITIL, rem-instance) .
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3% (Configure) |

4. TAV—DIPT7 FL A, APIF—, APIV—7 L v, BXOMEDOH D ATHEMEOH 58 A MG
NHHEHAEATILET, [1EK (Create) 1227 U v 7 LET,
GE)  APIF—Lv—7 Ly MI, ZORETIETA =N L THRGEESNE A, A MEH
FH. WA~ —YR—b, T3V —h Aa—F F—F—no— I, APIF—¢—7 1L v
b % TA THRAONZAERR L TR LE RSV £9, ZZTHEHATAEHREZ 2 —LET, 7RI
DWW i, [ TA API Configuration Guide] ZZH L T 72 &0,
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%% (Configure)

zz I}

Overview Analysis JRLDUMNEEE Devices Objects | AMP  Intelligence  Deploy  Syste

Access Control » Network Discovery Application Detectors Correlation Actions » Instanc

blerts Remediations

@ Success x

Created new instance rem-instance

Edit Instance

Instance Name rem-instance
Module Tetration/FirePOWER. Remediation Module(v1.0.1)
Description
Tetration Analytics IP 172.26.46.58
Scopele.q. Default) SBG
aPT kgl,.' EEEE R R R F R R R PR RN RN R R
Retype to confirm SRR R R RN RN R R RN RN R
AP secret EFEEE R RN R R PR RN SR RN R R RN
Retype to confirm T YT P T PP IR C LTSI
Save || Cancel

Configured Remediations

Remediation Name Remediation Type Description

Mo configured remediations available

Add a new remediation of type | Quarantine an IF on Tetration Analytics ¥ || Add

5. [XEINTWAHIEE (Configured Remediations) ] C, EE DX A 73R L (Z DOFITIEL, Quarantine
an IP on Tetration Analytics) . [JB (Add) 14227V v 7 LTHLWEEZEBMLET,

6. [(&154 (Remediation Name) ] Z AL (Z DI TiX, quaran-rem) . [{ERX (Create) %227 U v ¥
LET,
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3% (Configure) |
Overview Analysis JaUINEE Devices Objects  AMP Intelligence  Deploy  System
Access Control » MNetwork Discovery Application Detectors Correlation Actions » Instances
Edit Remediation

Alerts Remediations Groups

Remediation Mame

quUaran-rem
Remediation Type Quarantine an IF on Tetration Analytics
ITo guarantine & host
Description

Cancel

.Create. (|
RELTEEN T — 7 VISR RENET, [BRfF (Save) 1227V v 27 LET,
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%% (Configure)

Overview Analysis JRLUNEEE Devices Objects | AMP  Intelligence Deploy = Syste

Access Control » Network Discovery Application Detectors Correlation Actions » Instancs

Alerts Remediations GroL

Edit Instance

Instance Name rem-instance
Module Tetration/FirePOWER Remediation Module(v1.0.1)
Description
Tetration Anzlytics IP 172.26.46.68
Scopel(e.g. Default) SBG
aPT kE'," Ry R L R P R PR R R E T R
Retype to confirm R R R R RN R R R RN
AP secret R R LA R PR PR R A R A S LR I
Retype to confirm R R R R R R R R RN R RN
| =save || cancel |

Configured Remediations

Remediation Name Remediation Type Description
guaran-rem Quarantine an IF on Tetration Analytics To quarantine & host L[
Add a new remediation of type | Unquarantine an 1P on Tetration Analytics ¥ || Add |

ATvT2 77 RAHEAY —E2RELET (ZOFITIX, rem-policy)
1. [ARY T — (Policies) ]>[7 7 & AHil#l (Access Control) ]>[/L—/L (Rules) | IZB#EIL £,
2. [v—®iBEM (AddRule) 127 U2 LET (/=& 21E. block-ssh-add-tag) .

3. [77 a3y (Action) | T[7mr v (Block) ] Z&&IRLFET,
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3% (Configure) |

B ==

[R—F (Ports) 1 Z 7 T, seAR— b7 haro—E»nL [SSH] 2R L, B (Add) %7
Vw7 LET,
[fR1F (Save) 127 Vw7 LET,
[2¥> 7 (Logging) 1% 7 C. [##kifliid = 27 (Log at Beginning of Connection) ] Z8&R L £,
BE T RANL—NLTARF U TREN > TNDZEaRLET, 2L, FMCIEA X
v hNEEEZELET,
[R1E (Save) 1227 U v 7 LET,
Policies Devices Objects AMP Intelligence Deploy System Helpv testw

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

rem-policy (@ cance
for tetration testing

Prefilter Policy: Default Prefilter Policy 551 Policy: None Identity Policy: None
'5 Inheritance Settings | |_?I Policy Assignments (1)

m Security Intelligence  HTTP Responses  Advanced

|_| Show Rule Conflicts @ @ Add Category | @ Add Rule | Search Rules

#8 Filter by Device

Name source Zo. Dest Zones ... Dest, AN Tags Users Apps s dest Ports | URLs | ISE/... Action o y
w Mandatory - rem-policy (1-2)

i external-zone % internal-zone |, E i . - g " - . ™

1 remove-tsg s Bl G A A A " A & TCP (6):5000 Ar A o Allow NEsEo #£6
echonddot. ie Extemal-zone 3, internal-zone a ; = N 3 ~ @ [

Z EEereeiing & internal-zone %, external-zone © i K B B . o ) : S DATEe (&£

& external-zone ., internal-zone -
) i an An 3 A AR o Allow R 0
% internal-zone ;% external-zone I - i & @

3 allow-any

ATv T3 ML VERELET,

1.

2.
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[R U 2 — (Policies) ]>[FfHEY (Correlation) ]>[/L—/LDEH (Rule Management) ] (ZBE) L £,

[V—4 (RuleName) ]# AJ1L (ZOFITIE, quaran-rulel) | #if] (X7 ay) #ASLE

R

[ZDN—IDA X FF AT DRI (Select the type of event for thisrule) |27 o 3 T, [#Efi A X
D34 (a connection event occurs) ] 36 KU [#2#5¢ D BAAAHT £ 72 1344 THF (at either the beginning or the
end of the connection) ] Z R L £,

[S:t: %218 (Add condition) 1Z 27V v 7 L, A% OR 5 AND ([ZEE L £,

ey 77X DRXRNT, [T78RAar ba—A—n14 (Access Control Rule Name) ]. [IE (s) ]
BIEIRL, AT v 72 TRELLET Z7ER av ha—L b—LOA4RTZ AT LET (ZOHITIE,
block-ssh-add-tag) .




| 3% (Configure)

6.

zz I}

Overview Analysis JRGHIWEEE Devices Objects AMP Intelligence Deploy
Access Control » Network Discovery Application Detectors Correlation Actions »
Alerts
Policy Management White List Traffic Profiles
Rule Information | @ Add Connection Tracker | | @ Add User Qualification | | & Add Hos
Rule Name gquaran-rulel
Rule Description add tag
Rule Group Ungrouped ¥

Select the type of event for this rule

If @ connection event occurs ¥ || at either the beginning or the end of the connection ¥ | and it meets the fol

| @ add condition | | € Add complex condition |

| Access Control Rule Name v s ¥ | |block-ssh-add-tag
Rule Options | &
Snooze If this rule generates an event, snooze ford hours ¥
Inactive Periods There are no defined inactive penods. To add an inactive penod, click "Add Inactive Period”.

(77 (Save) 127V v LET,

ATy T4 FHEL—IC, BEEY 2—LOA VAR AERELLTT Yo —FLET,

1.

2.

[ U > — (Policies) 1>[fHE (Correlation) 1>[R VU > —DEE (Policy Management) ](ZB#E) L £,
[R Y > —DFERL (Create Policy) 1 %7V v 7 LE7,

[V —4 (PolicyName) 1Z# ASJL (ZDOHITiX, correlation-policy) . il (A7 =)
EANTLET,

[DefaultPriority] K2 v 7*Z 0 U A RS, RV —DFF7A4F VT 0 2RI LET, [Z2L (None) ]
ZERRLT, V=N DTFTAFVT A DHMEMLET,
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3% (Configure) |

5. Vv—/®iEM (AddRules) 127 Vv 7 L, A7 v 73 THELTHEL—LVEZEIRL (ZOHITIE,

quaran-rulel) . B (Add) %27V v 27 LET,

Overview Analysis QAU Devices Objects AMP Intelligence

Access Control » Network Discovery Application Detectors Correlation

Policy Management Rule Management White List Traffic Profiles

Deploy System

Actichs »

Alerts Remedia

Correlation Policy Information | Sawi

Policy Mame correlation-paolicy

Policy Description correlation policy for testing

Default Prionty Mone ¥

Policy Rules N
Rule Responses Priority
quaran-rulel This rule does not have any responses. Default ¥

add tag

6. IL—ILORZH D [JEZE (Responses) | 7 A 2 %7 Vw7 L, J— UIGEZED L TET (2O

TlX. quaran-rem) , [H# (Update) |27 V27 LET,

Deplay System

Overview Analysis QAGHGEEE Devices Objects = AMP  Intelligence

Access Control » Network Discovery Application Detectors Correlation

Policy Management Rule Management White List Traffic Profiles

Actions »

Alerts Remesdia

Correlation Policy Information | Savs

Policy Name correlation-policy

Policy Description correlation policy for testing

Default Prnonty Mone ¥

Policy Rules K
Rule Responses Priority
quaran-rulel quaran-rem (Remediation) Default ¥

add tag
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B

E% % (Configure)

zz I}

7. [#*fF (Save) 1 %27 U7 LET,
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3% (Configure) |

ol
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o WREE (15 ~2—2)

FREE
BEIIESFESEREH TR TAZ b AD, IROFIEEZFET LT, BENK LI &
PHER L ET,

ATy EEEY 2 — AREEMT O T DML —MZ L > T U H—Sh=%, FMC GUI TEHEETD A
T2 AR LET,

ATw 72 [38 (Analysis) 1> [#HE (Correlation) ]>[A7—# A (Status) ] IZBEHL £,

ATv T3 [EEAT —H A (Remediation Status) ] 7 —7 /LT, KU T —DIT&2 B, FEROA v —V MR L
£

Overview EEUENTEIEE Policies Devices Objects | AMP Intelligence Deploy = System Help v

Context Explorer Connections v Intrusions = Files » Hosts » Users v | Vulnerabilities »  Correlation » Status Custom v Lookup

Remediation Status I 2018-07-28 01:22:27 - 2018-07-28 02:41:38 (&

Table View of Remediations Expanding
No Search Constraints (Edit Search)
Jump to... ¥ y
~ Time * Remediation Name * Policy = Rule x Result Message * |
f | 2018-07-28 02:26:05 quaran-rem correlation-policy guaran-rulel uccessful completion of remediation
Page| 1 |of1 Displaying row 1 of 1 rows
View || Delete | N

ATy T4 EENRET LIk, TAGULIZBEI L £7,
1. [AIfEME (Visibility) ]>[A X2 b U R (Inventory Search) ] IZRENL £,
2. BYLTEARARDIP T RLAE AT L, [#5R (Search) 1 %7 VU v 7 LET,
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mit |

B ==

3. [=—VER (User Annotations) ] T, &Y L 72K A MDD IP 7 KL A|Z quarantine = yes &\ 9%
RABFTF N TS Z L 2R LET,

User Annotations

1. orchestrator system/service_endpeint =
2. quarantine = yes

Cancal

RDBRY

PREES L2 AR A RE 7 U=z L, B e 2o 7cth, TAGUI (HESE) ZEH LT
quarantine = yes &) £ % quarantine = no IZEE T 50>, F7/21X FMC BT
Va—VEFEHLTROLIICRHLZMRERLET (BX=2 V7 4 OREDOTD, EBE R K
U — 7 TIEIHED)

o (FRIE : AT v 7 1] W) RHERERZ A 7OBEZERT 28 LWEELBINL £
T FLA L AZ U AZREL, [REINTWHIEE (Configured Remediations) ] T, [
BEfRbR 2 A4 7 OB ZEIR L, BNLET (ZOHITIX, un-quaran-rem) .

Configured Remediations

quaran-rem Quarantine an IF on Tetration Analytics To guarantine a host Bl

&

un-guaran-rem Unguarantine an IP on Tetration Analytics To un-guarantine a host ., Ei

Add a new remediation of type | Quarantine an IF on Tetration Analytics ¥ H Add J
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i

o (IRRE : A7 v 72 228 RHRREREZ M) T—F 272D TE27 78X
oy ha— b—)L (ZOFITIL, remove-tag) ZFIUAKRY — (ZDOFITIL,
rem-policy) (ZiBMLE T,

e (BE AT v 73] 28) 778X arbe—n Lb—L (ZOHITIL,
remove-tag) &M 2HHE/L—/ (ZOFITIL, unquaran-rulel) ZEMLET,

o (IRE : A7 v 74) 258 RBEHRRICE (Z0fFITIL, un-quaran-rem) % FHR
—v (ZOFITIX, unquaran-rulel) (2D ¥ TE T,

Policy Rules

Rule Responses

quaran-rulel
add tag

unquaran-rulel
removing tag

un-quaran-rem (Remediation

« ZON—MZ—ET D L. RBEREREED N U T — S, REEEREIBR S E T
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