afran]n
CISCO.

" e
¢ l——-—l —
T e S A Sty

—— e,
_—

Cisco Identity Services Engine ') ) —X 337 v 745 L—FHA
N
RIREH : 202449 A 6 H

VRAVRATLRAEREM

T107-6227 HUABPEIX IRIR9-T-1 T v KA DY -« XU —
http://www.cisco.com/jp

BWSDLEE VR a ¥y heuX—
0120-092-255 (7 VU —=—/L f# - PHSETp)
EEE= I - S H 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/



[EE) YRR ZCFERICASEIIZ, RE2EDTE (www.cisco.com/jp/go/safety warning/) & CHERLFEE W, AEE, kEYRAaARITH
F1AVMOBEMRTT, VUIERICOETELTE, BARBRBERAT. ZEBRICT Y TT—AHY. YD IREDR—UHBHERSL
TLWBEENHYETLETTRSCLESL, HLETLBZEMRELYFETOT, EXLBRBITOVTIEREY A O FFa A Y FESEE
S, T, ZHEDRICDONTIE, BT/ NA— bF—. F£rld, BHELEICTERCESL,

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com
go trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any
other company. (1721R)

©2023 Cisco Systems, Inc. All rights reserved.


www.cisco.com/go/trademarks
www.cisco.com/go/trademarks

#

o

i

o

Short Description  ?

CiscolSED7 v FFL—F 1
CiscoISE 7 v 77 L— RO E 1
VD A/ A G WAV S
B~ v TCHR—SINDANL—FT 4 VTV AT L3
FAV L ADEE §
BT FI5A T ADFA LA 5
BETA® L ATH 5
ZOMDSEEE 6
WE, =X, BLOZOMONEHR 6
Cisco /N7 fsEY —/L 6

~=a T VT AT 40— RNy T 6

Ty TIL— DR 1
T 77— RO 8
SIVAF T 8
T w77 b— RHOR M E B/ NRICH 2 THRERRIET 572D0OH A K714 8
Ty T b= RFORBE T2 DT — 2 ORGE 11
T T L— Ry — DX T a— REET 12
URY MY OEREB LI URT N R — 12
T 7T b— R — L DT 13

7l U4 BT O SRl E R 2 AGBE A RN FET 25813, ARBEMAM O Z LTS5
14

Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K .



| EES

VMware ([REE~ S DS A N XL —F 4 7 VAT LEREOET 18
AR Y= N—=T4 035 I ASCI L FZHIRT % 15
HWEMICHAS BLERH L7 7 AT U4 —/LAR— 15
TIA~VEIR ) — R0 H D Cisco ISEREL LWEHT —F DNy 77T v 7 15
TIAIVER ) — RNV AT AT ORI T v 7 11
CAFEHHEF =—> 17
AEAEDFNMEDHERE 17
AEFIEAHIERT 2 18
AEERB LOWE X —O= 7 AR — K 18
19
Ty 77 L— RO PAN HEN 7 = — VA —N—b A7V a— Ny 77 v T OHHE 19
NTP H—/ N =D E & A HMEOMER 20
B~ DT T T L— R 20
InT7 A TREDLE A
Active Directory 35 X OWNHEBLE T 71 7 > F OB HEEROTT 21
T w77 L— REiOMDM X X —DT 77 4_X—hK 2
URY MY DOERBEIOT v 77 L— KX Frpabt— 2
FIRTTRET 4 A7 VA RO 23
10— RANT YR ORERS 23
2 7 DORFFE MnT N— T f A7 DY A ALH 23

23R TyvITTL—FEETLES., 25
J—=ROT7 w77 L— ROJEF 25
Ty T L— RIFIEDEN 28
Ny 7T w7 LG EAEMA LTz Cisco ISE BOT v 77 L— R 32
Ny Ty T EBTICE DT v 77— RFEOHE 32
Ny s Ty T EERICE DT v 77— FFat 2
THFY PANBLOED XY MnT / — RO CiscoISE U U —A3.0, 3.1 £721F3.2
~DT v T T L— K 34
tH XY PANBEIOMT /— RO CiscoISE V V—RA33~DT v 77 L—FK 34
AU —H—BERX/—RDCiscolSE V J—RZ 33 ~DHI 35

. Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K



foi

gx I}

774~ PANBELOUMnT @ CiscoISE Y U —A33~DT7 v /7L —FK 35
GUIL 225 ® Cisco ISE JBBHDT » 77 L — K 36

GUI 725 ® Cisco ISE EBHO T » 77 L— K 36

CiscoISE 128175 GUIR—ADT v 77 L —ROF S a 36
GUI "5 @ Cisco ISE BB 7 VT » 77 L— K 31

GUI 7>5 @ Cisco ISE BEHO 8T » 77 L— R 43
CLI 7*& @ Cisco ISE BEHDT v 77 L—F 49

T TL— Rk A 49

AB L RTRY ) —ROT v 77 L—F 49

2/ —REBROY »y 77 L—FK 50

SEBEROT v 77 L— R B2

Ty T L— R at RO 54

VUHID/R—2 g o~ a— LNy 7 5§

BHONYFDA VA =L 5]

"
o

CiscoISE Y7 b =T /3y F 5]
VI RNTxT NyF A AN=NDIA KF7 1 58
VI MU =T Ny FDOA A=) 59

V7 U =T Ny FOu—Ny 7 59
VTR =T NRyF a—NANy I DHA KT 60

NRoFDA VA R—=LBLORa—L Ny 7 OEBEOERR 60

TvTTL—FEDRARYDEIT 63

Ty T b— REDORE LK 63
FLWTG A B RAE A T ~DEH 63
AR~ o v OB TEDOMET 63
TI7U¥0kEy hT v 63
Active Directory DFf&E & 64
Wig|& DNS/L v 7T v/ 65
AEREOEIC 65

JL— K CAF-—2DOHERK 66

Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K .



| EES

OB NAC 67
SMNP #ELAR Y v —H—E R /) — RERE 67
w7y A47 74— RKHP—EZ 6]

IIA TN TarEYa=r7 68

FrTAHH 68

FT7TAHEH 68
W5 AL — 1 69
TV TBIRNNT TN a—T 47 69
Trustsec NAD (2% 5K Y > —OFH 69
FFVh s T Va=r S 4 PF—ROEH 70
TuT7 g ATy RRA L NIAHEORE/IVTY) r—2a 10

. Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K



Iflr1 =
5 2

CiscoISEDQD7 v 75 L—FK

cCiscoISET v 77 L— FOWE (1 =—2)

T ST L— KRR (3=

AR~ T R—FENDIFTRL—TFT 4 VTV AT L (34—Y)
e TABUVADET (5 —)

« ZOMDBEEE (6 X—)

cHE, Y—EX BIOEOMOEHR (6 X—)

CiscoISE7 v 745 L— FDBE

Cisco Identity Services Engine (CiscoISE) U U —2& 3.1 LA, 3T pxGrid #6ci3 pxGrid 2.0
WSS MENH Y £97, pxGrid 1.0 X—A (XMPP X—2) O#EAIx, VU —A 3.1 LD
Cisco ISE TIFENEL 72 < 72 0 £77,

WebSocket (2555 < pxGrid 73— 2 > 2.0 (X, CiscoISE UV U —RA 24 CEHAINE LT, e
DOHT B T2, oD AT 2 Z&FHE L C pxGrid 2.0 #ELNN—2 9 2T v 7 L— K9
L LaBEOLET,

ZDO~==2 7 )V TIE, CiscolSET 7747 L AB XM~ (VM) T CiscoISE ¥ 7 h
VT h VY —RA33IZT v T L— R L HFEICOWTHB LET,  ( [Ciscoldentity Services
Engine V)V —233 U U —2/—Fh] & [CiscolSE U U —% 33 OHFHERE] 2B L T EE
vy, )

Cisco ISE BFHEREE DT » 77 L — NIIEBEEO 7oA THY ., ZO~=aT7 LV THES
NTWBIEFTIEITTIVNENRH Y £, Z0O~v=2 T /L TRIN TV D HEE TSR % 446
LT, ADNBOF T2 A LTOT v 77— REGFE LT EEN, BEREICEENIHE
BoORY v—H— EX/~+50%N)ﬁ§ro@me7n~«°’ELXW\5%G~c7v/&4ﬂﬁ
WERELERA, 7Ty 77— K580 PSN TRIESN DTV RiRA v R0 Ek
X/ — K7 —7WNORID PSN TRE SN ET, =2 RARA VM \mﬁ@&%% FHeda

INT, Xy NU—I T 7B AENESNET,

A

be 3

ol

AH v RT7T e ERREEZIIE O PSNOALADORHREDOL AL, £TOPSNRT v 77 L —
RFENTWBME, TRTOBFECHF T XA ADRRETHAREMERH Y £,

Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K .


https://www-author3.cisco.com/content/en/us/td/docs/security/ise/3-2/release_notes/b_ise_32_RN.html#concept_qym_txq_4sb

CiscoISEQO7 v FTL—F |
B ciscorse 7o 7oL —romzE

A\

(GE¥)  CiscoISE VUV —R32URICT v 77 L —F+5E, — b CADOHERNT v 77 L—K7
o—TCHEMIIThbIET, LER-T, Ty 77 L —REDNL— F CADOBEARITNLESD D
FH¥ A,

SETFEREA TOER

cRAFZ L RTrY ) =R EFH R =P —ERABIOE=HF =V T DL FE Y
T HE—® CiscoISE / — K

e w/LF ) — NIER D ISE / — NIz X A5 8RR,

CiscoISED R A T4 TV 5 FERDEL

CiscolSET7 v 77 L —RU—r77u—X 77U RTTY N T7+—LIZRXAT 4 7TITEAE
72 CiscoISE A V A X L ATIEHHR— PN TWERA, FIHA VA F—LDOIBRYR—
ENTWET, L, BRET XDy 7T v 7 EHITITFEITTE £, CiscoISE DFA
T4 T REEERRIZTDHI TV RT Ty M T — A

1. Amazon Web Services (AWS)

2. Azure Cloud

3. Oracle Cloud Infrastrucure (OCI)

AWS DA CiscolSE UV U —Z32m6 Y J—R3327 v 77 L— KT 5121%, ROFIAZ
FATLET,

1. CiscoISE U U —RZ32AWS A U AX LV ANLEKET — X & v 7T v 7 LET,

2. CiscoISE Y U —A33 TAWS AV AX UV A% HFELET,

3. HULAERENTZCiscoISE VY —A33 AV AX LV ATRET — X &HETLLET,

IL—FCAFI—2DBEER

DA R "BFEELTGEIE, V= M CA T = —V ZHAERT HLERDHY £,
* PAN F721EPSN D KA A VA FETIFIA A MM OEH,
cHLWEBTONY 7T v 7D,
T T T L— REBIZHENT T A4~ PAN ZH LW 7 A~ U PAN IZ5H-45,

=k CAF =—rEHAERTHIZIE, KOLHIITGRIRLET,

1 CiscoISEGUI T[A=z2— (Menu) |7 A2y () 227V v 7 LTGEBRLET, [EH
(Administration) ]>[3 A7 A (System) |>[fEFIZE (Certificates) > [FEFIZDE B
(Certificate Management) ]> [RERIEE 4 3K (Certificate Signing Requests) ] DJIRIZEIR L

i TO

. Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K



| CiscolSED7 v TS L—F
VA7 A WAV .

2. [FEFAEZAER (CSR) DL (Generate Certificate Signing Request (CSR)) 127V v 7
l/ \‘i —a—o

3. [EMFEOMME (Certificate(s) will be used for) | ke v 77> U A k)i, [ISE/L— b
CA (ISERootCA) ] #®IRL ET,

4. [ISE/L— |k CAGEETF = — > OE Xz (Replace ISE Root CA Certificate Chain) | % 27
Vw7 LET,

Ty TTL—F/RR

UGN RTY T TYITITL—FR

ROWFNIDDY J—Ap6, CiscoISE U U —RA33CHEHET v 77 L— R TEET,
e CiscoISE V U —2 3.0
*CiscoISE J U —X 3.1

*CiscoISE U U —R& 32

2EEDT v T L—F

CiscoISE Y U—Z30 LV RFIDONR—T g VEBAFH L TWAEEIE, LD LD Y —
ADWTNNCT v 7 7L —RKLThn, V) —R331IZT7 v 7L — NI H0ERNHY £,

REIVTHR— b SNEIANL—TA VI VRAT A

Cisco ISE /%, Red Hat Enterprise Linux (RHEL) (Z3£-3< Cisco Application Deployment Engine 4
Nb—=7 4T AT A (ADE-OS) THEMEL £9, CiscoISE 3.3 Tid, ADE-OS /% RHEL 8.4
[ZHEEDWTWET,

WDFIZ, CiscolSE DS EEER A=V g o THEHAENS RHEL N—2 3 V2 LET,

= 1:RHEL ') ') —X

CiscoISE ') ') —X RHEL'Y ') —X
Cisco ISE 1.3 RHEL 6.4
Cisco ISE 1.4 RHEL 6.4
Cisco ISE 2.0 RHEL 7.0
Cisco ISE 2.1 RHEL 7.0
Cisco ISE 2.2 RHEL 7.0

Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K .



CiscolISED7 v FFL—F |
B re~oocvk—rshat L—F4250274

CiscoISE ') ') —X RHEL'Y ') —X
Cisco ISE 2.3 RHEL 7.0
Cisco ISE 2.4 RHEL 7.3
Cisco ISE 2.6 RHEL 7.5
Cisco ISE 2.7 RHEL 7.6
Cisco ISE 3.0 RHEL 7.6
Cisco ISE 3.1 RHEL 8.2
Cisco ISE 3.2 RHEL 8.4
Cisco ISE 3.3 RHEL 8.4

\)

(G£)  RHEL 8.2 PAR#IZ, KD VMware ESXi N — 2 V& H AR — R LTHET,

* VMware ESXi 6.7

* VMware ESXi 6.7 Ul
* VMware ESXi 6.7 U2
* VMware ESXi 6.7 U3
* VMware ESXi 7.0

* VMware ESXi 7.0 Ul
* VMware ESXi 7.0 U2
* VMware ESXi 7.0 U3

LT % T, RHEL 8.4 %, H#MDOH HH LV VMware ESXi X—Y a AR — L E
ﬁ‘o

CiscoISE V YV —2 33 1%, VMware ESXi 6.7 #HR— r T 2&KE%EDY U —AT9,

CiscoISE UV U —Z 3.0 LD UV — 2 TlE, VMware ESXi7.03 LIED Y U — R ICHEH+ 5 2
EAEHERLET,

VIPM T34 ZD3FAE1E., VMware ESXi 7.03 UUBED U U —R |27 v 7 7 L — KT AL R H

nE£9,

VMware R~ > (VM) D CiscolSE / — K& 7 v 77 L — RKTH5EIL. Ty 77 L—FK
%12, RHEL OV R—hENE2X=V g VIZF AN IR —FT 4 VT VAT LEEETT H A

ENRHDFET, TNEITHIE, VMOEREZAZIZL, FR— &5 RHELAX—Y 3 12
TFARNFN_L—FT 4T VAT AEEELTHS VM OBREZ AT EVNENRHD 97,

. Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K



| CiscolSED7 v TS L—F
stt220zE |

A\

() [ A h OSRHELS8 (GuestOSRHELS) ]33 XN [7 7—2A 7 =7 EFI (Firmware EFI) | Z3%&{R
L7=%E01E, [VM A7 > 3> (VM Options) | % 7 C[UEFI &% =27 7 — s O A%t (Enable
UEFI Secure Boot) |47 a VI >TWD I L EHRTHIMLENRHV I, ZOF7
varit, FAM AL —F 4 7 VAT ARHEL8VM TIIT 7 /L F THEZNZ /2> T\ E
9, CiscoISEVM @ [UEFL 2% = 77— b ®FZ%ht (Enable UEFI Secure Boot) |47 a
N ThHDZ EZMERLTIEEN,

RHEL AV —F 4 VT VAT AT v 77 L — Rl L72 CiscolSET v 77 L — KiZ, &
FWOT T —Rab AL LEEENRPEBEENRNH Y £9, F7-. OracleT —HF X— R
N=Va VIZEERS DG, AN —T 4 VI VAT A DT v 77 L— RERZH LW
Oracle /Ny r—VBA VA M= VENDTZD, T 77 L— RIZELIZREMB DN HERD
nET,

TJAEVADER
ZDIATIL, CiscoIlSE VUV —RA DT AU ADEESIZONWTHHALET,
Cisco ISE 7 A &2 ZADFEAMI OV TIE, ROEEEZI L T 7ZE0,
e Cisco ISE 1EAT A R
* Cisco ISE AT A F

¢ Cisco ISE 7 A & X FAQ

CiscoISEGUI TD T A B ADT 77 4 TALIZ DWW TIE,  [Licensing] &ML T 7ZE 0,

RET7ITSATUOADTA R

CiscoISE U U — A 31 LKKIZISEVM 7 A4 B 2 & PR — L TWET, Zaux, VU —231
PIENZ Y AR — F &R TV 72 VM Small, VM Medium, 3 X OV VM Large 7 1 > 2 12ftb 5 b

DTT, HLWISEVM 7 A AX, A7 VI AR EZ T 7 RREBOM 7D Cisco ISE

VM /J — RZExHRELTNET,

FEMIZOWTIE, U U —RIZxHET 5 [Cisco ISE Administrator Guide] @ [Licensing] (&
% TCisco ISE Licenses| #ZM L T 7230,

BEISAEURFH

FFED T A ATPHIL, MRk EF = U7 ¢ BT CiscoISE & Cisco Smart Software Manager

(CSSM) R D KA I8 3 7F Al STV R WG RICA~Y— M I A B A2 BT 57200
Aw—h 74V AFKTT, FFEDT AL AFHKITIL, CiscolSE / — R THED T A &
v AMERRE TR TEET,

Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K .


https://www.cisco.com/c/en/us/products/collateral/security/identity-services-engine/guide-c07-656177.html
https://www.cisco.com/c/en/us/products/collateral/security/identity-services-engine/ise-licensing-migration-guide-og.html
https://www.cisco.com/c/en/us/products/collateral/security/identity-services-engine/qa-c67-744190.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_licensing.html

CiscolISED7 v FFL—F |
B otos=as

FRITHEVLERDDTA B ADIA T EHAEATER L TRHEDTA B ATHIZ/ER L, Cisco
ISE/—RTCTRET 7T 47t LET, BELTTNEAENI LT CiscolSE / — FiZ,
A ADOHEREZE L, 48V AEEOa LTI T2 5MALET,

FEABIZ DWW T, [Ciscol SE Administrator Guide, Release3.3] @ [Licensing) #IZ& % [Specific
License Reservation] &M LT 72 &0,

ZTDHDSEEHR
WDV > 71ZiE, CiscoISE TIEXT H L EIHEHTE 2 EMDO Y Y —ANEENTWNET,

https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco ISE _End User
Documentation.html

Big. Y—EX. 8LV ZDHDIFR

s VRAMH A A LY — 7R BEEER A SIS X, Cisco Profile Manager CHA > 7 v 7

LTLEEN,
s HEREINIZ LV B R RN E 2B A B 2 H1Z1%, Cisco Services [HeFH]ICT 7 A L
TLIEEWY,

PF—ERY 7 =R MEE[FET HITIX, Cisco Support [FFE] IZT 7 EA LTSN,

ETHEEEADT U B —TFA R FZADT TV r—vay, fih YV a—va,
BILOY—ERAEE L TEET 5121, Cisco DevNet [FRFE] IZT7 7B AL TL &V,

—WBIR Ry NU—2 0 hL—=r 7 RBERMEO MY A ANFT HITIE, CiscoPress [5
RICT 7 EALTLSEEN,

« FrE ORI ETITRG T 7 I U ORFEFEHR A ST IZIEL, Cisco Warranty Finder (27 27 & X
]\/T < 7LL. é l/ \o

Cisco /\JTRZEY—IL

VAaANRTREY—v (BST) 1, ALY T by =T OREE & MEFREOEFERN R ) X
FEEHT LV AINT BN AT LA~DF— T = A T, BSTIZ, ®i Y7 =712
BT 2t 7ol fE e et L9,

I_aT7ICETET4— kv D

VAADENT =2 T MIET DT 40— RNy 7 2R 513 et oF T A R
X2 AL POFMDNA NZHHT 4 — RNy 7 T xr—Lhzffil LTI IEE0,

. Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K


https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/offer/subscribe
https://www.cisco.com/go/services
https://www.cisco.com/c/en/us/support/index.html
https://developer.cisco.com/
http://www.ciscopress.com
https://connectthedots.cisco.com/connectdots/serviceWarrantyFinderRequest?fl=wf
https://bst.cloudapps.cisco.com/bugsearch/

Ty T L— KO

o T w7 T L — RO (8 X—)

e ~JVAF v (§—Y)

« 7 v 77 L— Rh O & R/ NRICH 2 TRhRE R RILT DDA FT14 (8
)

s T T T L — RORMER S T2DDT —X OWKEE (11 =—)

6 U44 Bl O FRIE R T A ERREE R ET 25615, AREME 04 I EEE T 5
(14 =)

s VMware (KR~ U DT AN AN —F 4 07 VAT AEEREOER (14 X—)

AR =T =T 05 JEASCH XFaHIRT 5D (15 8—)

BERICAKBERDHD 7 7 AT U4 —/LR—K (15—2)

TIA~VEHR ) — KB D Cisco ISEmREBLOEHT =2 Oy 77 v 7 (15—

V)

TIARVER ) — LDV AT Ll Oy 77 v 7 (17 2—)

CAFEAETF = —» (17—2)

AEHEOFMEOMER (17 =)

AEAEZHIBRT S (18 ~X—)

FEAEB L ORMEX—0xT 7 2R —F (18 X—)

7 w77 L —FRHIDOPAN HE) 7 = — VA — =L 27 D a— )Ly 7T v 7 DL

(19 =—7)

o NTP $— "—DF%E & Al AEOfER (20 =*—)

B~ DT T T L — K (20 X—)

s Ty A TREDSK (21 X—)

* Active Directory 33 K U\WHEEBEE 7 7 7 v N OBEIEROIS (21 ~2—)

o T w7 T L —FKHIOMDM R X —DT 77 4 _— K (21 =)

RIS FNIDIERBLIOT v 77— KRR RLrdae— (22 3—)

« FIHFTRE R T 4 A7 YA ZDOfesd (23 ~X—)

o 1 — RANT U OMER (23 X—)

e OV DREEFE MnT /N— RF 4 A7 O A RZEH (23 =—)

Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K .



FyFTL—ro#E |
B 77 —rosm

7w I L— KO

T T T L—R7Tut RAERET AENC, IROX AT BT ERITLTIIEEN,

ANILA FTvY

Ty L— R AORHINT Cisco ISE BFEO~NNAF = v 7 2EITL T, Ty 77 L—F
DHET U HA DEG| ERBITAREMED H 2 ERLRBBELAZRFE L CTHILL T 7EEW, #FEflic-o

Wi, [ Cisco ISE Admin Guide ] @ [Troubleshooting| D24 % [Health Check| DIE%
ZRL TSN,

7w L— FhOBEE&/NRIZINZ THEZRKIE
TH5E=HO0HA K54

RDITA RTA WD & Ty T 7 L— RF v ARIHAET 2 aTREMED & 2 BITE DB D
IS TE £, ZHUCRY . BEMRT v 77 L— RO T 24 ARHIRS ., 2%
PEDSA B L F 9,

« T w7 L— ROBIEENC, BEEDONR— 9 U CRFIONNy FIZT v 77— R LET,

\}

GE)  CiscoISE Y U—RZ26 3y F 10 LUAEE 721327 30 F 4 LIEED Y
V=AML T w77 L—RKL, SSMA V7L I AP — _R—NKE
ENTWBEAIR., 7Ty 77— 7t 2%469 5H1ICSSM
T T VI A== YW T HVLERH Y 7,

cEBE Ry NI OT v T T L— KRNI, ATV U TRETCT v 7L —FRKET X b
L. 777 L —FORMEZEEL TEETHZ L 2BED LET,

o« F— A BARWT AIZIE. CiscolSERBENOTRTH ) — RRFEI Ly FLih b
ZEBRBETT,

\}

GE)  RBENDOTXTOD/ — FAFE L Cisco ISE N—T a VB LUV y
FNR—V g iz n4 . [ Upgrade cannot beging &\ 9 #45
Ay B—UNERENET, ZTOA =%, Ty 7T L—FR
BTy ZRECHL ZEERLTVWET, Ty 77— 7R
T AT BANC, BT RTO/ —ROA—Var (%4
THBHER Ay F A=Y a v EED) BRALTHS & Lkl L
£7.

. Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K


https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/admin_guide/b_ise_admin_3_1/b_ISE_admin_31_troubleshooting.html#Cisco_Concept.dita_d9a24c61-a668-4af8-b2b5-f15e04863c24

| 7vF9L—Fro%kiE

Ty 7T L— FhOREEZR/NMRICHZ THERERALET 20001 K51 .

< JBBAN D PSN 0¥ & ABOFHMEIZESWT, 7Ty 77 L— R 2 0E )R & 5 Cisco
ISE D& N—Ta A A b—/v L, FHO/y F WM LT, xhinREZ IR
WPRDZEMNTEET,

o MnT &2 7 2585 25815, MnT / — FICX L TRIRD X 27 2347 L, MnT / —
RELTHLOWERICSML £, =720, BfEn 7258+ 2 LENRWEAIL.
MnT / — REZHA A= L TCZDOFIEEL AR S TEET,

o EREIRE I ED W IILTF ) — FEEND 58555, CiscolSED A A h—/ L&
1ITLTEITTEET, ISE—"—%WHIZA A =T DL, FFZlFgiol J—
ADNRy I T v T EETEEH L TWAE, BRGNS ET,

o HT L WVERHIZ PSN Z3BIIL T, PAN 26 DOBER T a & AR EORY o —&2 X
va— RTBHZENRTEET, ISE DR & #HIkEOFFE Y — & H L, Cisco
ISE ORI I DB & Skig O B4 2 B L £,

el NB T ET AT L, ENLEHFLVEMICEXE LRV RSO LET, o
Mid, BT MT v — L2 ZET L5810, MnT TET SN fffn 73 e s ) —
FIZR S 2z T,

o SERISHANR AT 5250 F — 22— (DC) BNdhHBEEIE. Ny Ty
TDCET v 7L —RL, 794~V DC%7 v 77 L— I HENAEAB T A
FLET,

T T T L — RNz —h VIR N T v 7TV — Y7 v 2T a#F 70— KB
FOMRFEL., v AdEd b LET,

« FIFECiscoISE YV U —A30LIBEICT v 77 L— R LTWBHEAEIL, ~NAF = v 7 £720%
7 I L— R —/L (URT) AL T, 7y 77— R Fatv 2254 500
VAT LW EFITTEET,

« 7 77— R uv AN T v 77 L — R —v (URT) &fH L. &€
T—=2DT v 77— ROMEERIE L TEELET, ZEALDOT v 77 L— FOMEE
3. RET =X OT v 77 L— NORBEPFEKNTRAEL £, URTIE, AIERGEE, &
T7 v 77 V= NENCT —Z ZMGEL, MEZFFE, Wi, F723EIELE£3, URTIE,
T F VR ) — NELIIAZ U RT ey ) — RTEITTE LMo X T
m— RA[REZRAN P E LTHIHTE ST, ZOY—AERTT5DICH T Z A LT
ELFEHA, ROET AT, URT OFEHIFIEICOWTHII L ET,
https://www.cisco.com/c/en/us/td/docs/security/ise/videos/urt/v1-0/cisco-urt.html

A

BE TUIA~URY =B — FTIHURT 2T LARVTSEES
VW, URT YV — U, MnTEHT—XDT7 v 77 L — DI =
L—va I TVWER A,

cGUI ZMH L TCiscolSE&T v 77 L—FRITD8E, /— Kbz Takv A0 A L
7T MI4RETT, Ty L— RETERMD 4R EZB XD & Ty 77 L— RiZk

Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K .


https://community.cisco.com/t5/security-documents/ise-latency-and-bandwidth-calculators/ta-p/3641112
https://www.cisco.com/c/en/us/td/docs/security/ise/videos/urt/v1-0/cisco-urt.html

FyFTL—ro#E |
. FyvF7IL—FhOBHERMRICMA THEERKILT 520D HA K51

WLET, 7Tv 77 L — KRy —/L (URT) OF v 77 L— RIZ4REBL B0 B 85E
X, 207 e R CLI 2T 2880 LET,

REEBET DN, 2= RKRXT oV I T v T E2ERLEST, T 77 —FU g
Y RuHZa— RANZ 806 PSN ZHIBRL, 7 v 77 L— RZICHOEMNTE £7°,

HEIPAN 7 2 — LA —R—Z2HH LT RESNTWDIER) . Ty 77 L—FRfiZ
PAN D/ n— B — F 2RI L ET,

HEFORY = — A EHERL, H T, UER, BEHIN T RWnR Y =B XY
= EHIBR L ET,

ABpE= = ru Ly FRA U T =2 ZHIBRLET,

CWELENEOR T DN 7T v TEERK L, Ry BT =7 ISR ST RN BRI 7R
Y= N=TEIXTHLNTEET, Ty 7T L—FRus  FufidE—brfd 7
=0y hefEHTEET,

T I — RBICIRDOA T a o 2FER LT, MnT / — RIZEES NS v 7 o2 HIR
L., X7 x—~ L A&emLE3HrZ N TEET,

eMnT a2V 7 a7 4N (ZOU 42 RUEFRRTHIZE, [A==— (Menu) ]
TAay (=) 7Yy 7 LTGERRLET, [EE (Adminigtration) 1> [P X T A

(System) 1>[AF >4 (Logging) 1>[a LY a>T4qI)LR (CollectionFilters) ])
EHEMALT, AErl&27 40 Z V7L, AAARZ Ty FUBREBELRNVE D
WZLET,

cVE—bIRFUTE—TF Y b (ZOT 4 RUZRTTDHITIE, [A==2— (Menu) ]
TAay (=) #27 Uy 7 LCGERLET, [EE (Administration) > [P R T LA
(Sygtem) 1> [BF> 45 (Logging) |>[JE—+FBF2T42—4>  (Remotelogging
Target) 1) #ER L. xouX o rh 7 ) ZfEORX 72 —Fy N (Z0
U4 Y RUEFRRTLHICE, [A=a— Memu) [ T4y (=) 270 v 7 LTE
WLEF, [YRTL (System) [>[AF 24 (Logging) |> [BFFATTY
(Logging categories) |) [ZV—7 4 7 T&E T,

o [#0 IR UIAT L HEH &2 T (Ignore Repeated Updates) | 47 a v HhZ L%
T, 2OV 4 RUEERTDHIZIE, [A==2— Memu) | T A2y (=) 27U v
J L CEIRLET, [FE (Administration) |>[2 A7 A (System) |>[FX7E (Settings) ]
>[7'm k2L (Protocols) ]>[RADIUS] 7 4 > RUI\ZBENLC, MVIELEET DT
AT 47 DEF AL £,

T T TV — ROEHDOT v 77— KRNy KVvELyra— RUTERLET, 7k
RY—NLVTROZ TV EMHLT, Ty 77— FERL, A —7 U CEEFZOBER
B&%7 v 727 L—RLET, http://cs.co/ise-upgrade-bugsearch

o =P —FAEWS LB LOVERTT X TOMAFIZT X b L, ¥— 2 OfkkelE % ik
L/ibg‘o

. Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K


http://cs.co/ise-upgrade-bugsearch

| 7vF9L—Fro%kiE

7vITL—koxkER CooF—s0mi |

TYITTL—FORBE =D T—32 DIREE
Cisco ISE (21X, 7 v 77 L— N7 a2 & HIGT DRI

LT EDT v T T L— RORMER
B UETET A7 0ICETTELT v 77 L — F#f Y —/L (URT) HESHTWET,
FLAEDT v 7T L —RORRBIT., T—FDOT7 v 77 L — ROBMENERTRELET,
URT 1%, AJREZARREIE. M7 v 77 L — RN T — 2 M L, MEA T, e E2i3E
ET25 I &SN TVET,

URT i3, "A T AT VT ¢ LEED /) — NI 5MOREHAZFERT L7200 ¥
VEH ) — R, £3H— —FEHOAZ Ry ) — RTIATTELEMOX 7 v a—
¥ A,

RE[REZAR N RLE LTHHTEE T, 2OV —LE2FEITTAEE. ¥ U2 A4 NIV EHY
A
=L

AN
=N

B — FEOE

TIA<YRY) —FH ) — FTIXURT 2FEIT LRV TLEEN,
RO Z L ZITWET,

CiscoISE / — Rpza<wr R4 v 4B —T7xA A (CLI) 75 URT #FE{TTX£9, URT
1

Y R—=FINTWNBENN—=T 3D CiscoISE TURT BRETINTWNWANE I METF v 7
LEJ, PAR—FrENTWENRX—=g 0%, VU —230, 3.1, BXO3.2 T,

URT XA X K712 CiscolSE / — REFIFE o ZFV R —FH ) —F (Bho &
U PAN) TEITENTWENE I DEHERLET,
3.

URT N> RVOERBMEE NS 45 ARG CTHIME I a2 F v 7 LET, ZOF =y
713, BEHOURT ANy RAZEHLTWS Z & 2 MRT A - DIiThivET,

TRTCORMIREED SN TNENE I NETF =y 7 LET,
W ORHRLAFS URT I & » CTHER SN E T,

o N— 3 D HHE

NI TFTDF T

T A AR

\}

G¥) ry Iy I

[T 27 0B 2 2 0F) T, R TEEZ
TAAT YA REMRLET, T4 X7 A R OTHERH

AEAIL ISEEZFHA LA N—N L, BEDONY I T v 5EIT
LE7,

e NTP H—/3—

« AT

Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K .


https://www.cisco.com/c/en/us/td/docs/security/ise/3-1/install_guide/b_ise_InstallationGuide31/b_ise_InstallationGuide31_chapter_2.html#ID-1417-000000d9

FyFTL—ro#E |
B 777 —rgmy—nosyon—rexm

« VAT L EFHETE DAEMHE OREE

5 Wi T —H RXR—RAEHEBLFT,
6. BT v T T VL —RT7ANET v T T L — KA RLiza—LET,

N

GE)  URT Sy RN FRRWEES, HAEvwa 2R LET, ZHud. Ay bRy FDA A
~— VD E 5 72 @E T,

7. BRIENIEZT—FIR—ATAF—< LT —EDT v 7L — REETLET,

s BRINTET—HRX—ATT 77V — KPRl LIESE) 7y 77 L — RBR%ET
5 ETICES L TR 2R LET,

s (T T T VL= RS LTESE) BRENTET 2= 22 HIBRLET,

s (BREINTZT—FZRXR—RATT v 77— RRERBLTEES) VEpn 7 2INEE L,
a2 T — ROANERDL T T hE2F L, a7 FLEARKRL Tr—
HINVT 4 AT L E£9,

ToTTL—FRERY—ILOAIO— K EET
T w77 b— R¥E(FY —v (URT) X, 7 v 77 b— REEBRICETT DRICRET — ¥ 2K
FELTC, Ty 77 L— RORMEG| SR T ARt b LA FE L E T,
3R H B HIIC
URT OFATHIL, FRFZFIT LWL S ICLET,
T —HENy T v T ELIFELT D

N ks s CESG

ATV 1 URY FYDOIERBLOURT N Frdabr— (128—)
AT T2 777 r— R#EEY —LD3FET (13 =)

RS R DERBS LV URT /N KILOaE—
URY MY ZERR LT, URT N Fradar' —LEd, URY MY OERGTEICSW T,

[Ciscol EEEE A ] D AT F o ReE=H—) OEICHD TVRY M) OIEK] %
ZRL TS,

. Cisco Identity Services Engine ') ') —2 337 v J5 L—KHA K


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

| 7vF9L—Fro%kiE
7y IrL—rgEy—Lozi ||

RT F—< U ALEEMEZEZD B2, FTP 245 2 & 2HE L £, K WAN U
TENLIZVRY Y B EHLRNTLZEN, J— RIZBWIEICH 22— VR R
PRI L AHE L £,

1R BRI
UARY MY EOWIRIEEHENEHF CTHD Z E 2R L TLIEEN,

AT w1 Cisco ISE Download Software Center 7>5 URT /N> KL &aF 7o o— NLES
(ise-urtbundle-3.3.xxx-1.0.0.SPA.x86_64.tar.gz) ,
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LMWENROVET, 2OV 4 FUERRTHIZIE, [A=2— (Menu) |74 2 (=)
7V LTRIRLET, [BE (Admlnlstratlon) 1> [ R T L (System) | > [REFAE

(Certificates) ]>[SIBAZNEHE (CertificateManagement) |>[iEBAZELER (Certificate
Signing Requests) ] > [ISE JL— k CA (ISE Root CA) %R L %4,

SIEAZED B/ NEDFESR

Ty 77— R7rt R, Cisco ISE DEHTE DREHEE 1T AT LGEAEA 7 OFE
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Upgrade
A Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary
Je———
Checklist

Ensure the following tasks are completed, and then proceed to upgrade Cisco ISE nodes.
Backup ISE
 Configuration and operational data (Administration > System > Backup & Restore)
« Backup system logs (Operations > Troubleshoot > Download Logs)
« Export certificates and private keys (Administration > System > Certificates > System Certificates)
Software
* Review the ISE Upgrade Guide and Release Notes for upgrade information (http://cisco.com/golise)
« Confirm valid ISE upgrade paths. Ensure that a repository is available to store the ISE upgrade bundle (Administration > System > Maintenance > Repository)
« Download the ISE upgrade bundle and place it in the repository (ISE software is available at http://cisco.com/go/ise)
Credentials
* Make a note of the Active Directory join credentials, and the RSA SecurlD node secret, if applicable.

Operational Data Purge

* Purge operational data to improve upgrade > System > Mail >0 Data Purge)

License

« Convert your old licenses to the new license types through the Cisco Smart Software Manager (CSSM).

« Enable the new licenses in the Administration > System > Licensing window. Check the checkboxes for all your purchased licenses, and click Enable.

I have reviewed the checklist

Print Checklist

(AFvary) F=zyZ VA NESRACY Yy e— R, [F=v 27 U A NOHIR (Print
Checklist) ]&#27 Vv 7 LET,

Tyv77b—=RFRFzy 27 JAMIGRBEINTWLHADHERL T LI, [F=v 7 VX MR LE
L7z (Ihave reviewed the checklist) | F = v 7Ry 7 A& AL TR~ (Next) 227V 27 LET,
[7 v 727 L— RO (Prepare to Upgrade) ] 7 4 > RUNERRINET,

[UARY FYU (Repository) | Fu vy 7 X7 URA MM, 7Ty 77 L— RNV RUBREHIIL TS YR
R ERIRLET,

[N Kb (Bundle) | KRy XU URRNG, Ty 77 L— RNV RLVERIRLET,
FTRTONYF VY —=ZAR [Ny F (Patch) | Fay Xy R MIERENES, Ty 77— RT
% CiscoISE U U —ADEH D/ v F 2B 5 2 L 2L £,

[l O BA%E (Start Preparation) ] %2 U > 7 LT, XTD CiscoISE 2 R—F > M &aEL., B O
ViR— hEARLET,
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| 7v79L—rERITLET,

GUI 7 5 Cisco ISEEBID 7 L7 v T L—F [

2:[7v P L— FO#(E (Prepare to Upgrade) ]% T2/ — FEREFT BTV ITIL—KIo1 kR

il Identity Services Engine Home b Context Visibility

» Policy ~ Administration » Work Centers

~System | » Identity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment ~ Licensing  » Certificates  » Logging ~ » Maintenance ~ Upgrade  Health Checks  » Backup & Restore  » Admin Access b Settings
—

Upgrade

# Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary

Prepare to Upgrade

From the following drop-down lists, choose the required repository, upgrade software bundle, and

patch file. Then, click Start Preparation.

Repository* | 1 j
Bundle* ise-upgradebundle-2.6.x-3.0.x-t0-3.1.0.360.SPA XE j
Patch j

Download Report

Estimated time of Upgrade process: 4hr 26min

Repository Validation 33

| Bundle Download 33

| Memory Check 33

| PAN Failover Validation 11

| Scheduled Backup Check 11
»e

| Config Backup Check 11
»e

| Configuration Data Upgrade 11
(]

]

;)

181

CiscoISE %, T 7 7L —R7uabv APIZkROZ & 2R LET,

EHFzVvIURE

Bl

JARD b ORREE

URY FUBTRTO ) — FIZRESNTWDHNE
I MEHEER LET,

NUFLOFO—R

TR_RTH /) —RIZOWTT v 77 L— KR KLk
Xoroa—RFLTERTLIEIICLET,

AEY Fxvy

PAN F7713AZ L K7y /) — RT25% DAEY
FIAME HFTRE & 9 2y, BRI OO T XTH / —
RT1GB D AE Y FHIRIMEHATEED & 9 D% e
LET,

PAN @7 = — LA —/\—DI&:E

PAN DA T _AZE VT 4 WA TND
75)& 9 iR %Eﬁmubjﬁj}

T T L— ROBMERIZ. PAN O N T_A 5
BT o BN 5 T ENVEEE B INE
j—O
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TyvITL—FEEFTLET,

FRIFIVIVRE

Bl

AT a—)LiINw s Ty TOFESR

AT 2= I T TR o> TNEMNE

IMEMER LET,

GE) ZoF=v 7k, Tv7 7L —FR7atktR
TIMETIEIH Y £HA,

BRO/INY DTy TORER

DNy 7T TREITATON T2 E D I E iR
LET, 77 7L —FRF ez, NvrsT7v7
NETLTWARWEETENRETA,

BRT—2DT7vTIL—F

T — 2 _R—=AD T a— 2 THERT =2 DT v
TL—R&EFTL, T 77— REnhi=zT5—% 4
VTEERLET, ZOF v, NURLOF
U — RZICBIG S L E T,

TSy b IA—LYR—bFFzvy

BHTYR—FEINTWET T v b7+ — L& kR
LET, VAT A< L 12 27 CPU, 300
GBDON—KT 4 27 BLURI6GBDOAEY RNdH
LIEI MR LET, o, ESXiN—V = v
N6SLULETHLEIME D MBHERLET,

B ORI B — FoOREE (R LTV a0iETH ) %
R L ET,
DNS D f# iR vl RE % AARLLEIPT RLADER| X LB X 52MEL

iwg‘ao

ERER +7EAEDREE

B A b7 REES A DRI 2 a8 L £
‘a‘o

Y AT LEEBAE DIREE

K — RO AT AGFHEOKRIEZ MR L E9,

TARIBEFT VY

T I L — R av AT T D004y 702E
ZHEN N RT 4 AT ICHDINE I DEHER L E
T

NTP D EERTHEE & B ZIRDFER

VAT ALATHRESNTWANIPEZF =y 7 L, ¥
GRS NTP — =5 D DN E ) N ERER L
ij—o

AHTHF VY

BELFHBE T AT LAOAMEHERLET, BE
TX AR, 1. 5. 72131549 TT,

Y—EXRFLFTOERDEK

YP—ERELIT TV r—va VY OREE (FETHD
PEeERAED) 2R LET,
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| 7v79L—rERITLET,

ATy N

GUI 7 5 Cisco ISEEBID 7 L7 v T L—F [

T 7T 4 TlrarR—3xr bR LTza R R—3x 2 bBRHIEE., TNLIIRATEREINET,
Flo, NNV 2T o o ERVERINET, KWL Tca R b DT v ST L —RDTE
ST 4 (BERE) ICHESNWT, Ty 7T L— Rt 257258458, Ty 77 1L — RS et
EHED DT DICEE T D X )@ s na25808H 0 £,

[RECL7=F = v 7 OFH (Refresh Failed Checks) | 473 a %, RO THEMAELREINZEEOLEZF
FLET, Ty 77— REFETTIHANC, INOLOREAEETLILERHY £3, £ VB THE
FERENTEETIT, Ty 7L —F a2 3z LER A, 72720, 7Ty 77 L— RBIZEED
Cisco ISE HERBIZRZ BT D AIREMEN B W £97, HEEORICERRIND [HHT (Refresh) | 7 A 2 %7
Vwr4+bé, MBEOHRBICZNODOF =y 7 NEHFINET,

[EBA L C&R (ExpandtoShow) |7 A a2 %27 Vv rF56&, &£/ —RNEeZOAT—X XTEHT 5B/
HHRNFREINET,

[fE# (Information) | 7 A 2> %27 Uy 7 LT, £ KR—R FOFFEMEHERT LI b TEET,

Izl A —bhoabt—2 ST 2120%, [VR— DX m— K (Download Report) 1 %7 U »
7LET,

AT =T RBILOT v I 7L — Rt R0 M ERB 2R TE 9, Ziud, ROFRIZE
SWTHRESNET,

« X hU— 7 HE
o /— RORERL : 7uat v, RAM, BLUN—FRT 1 27 D%k
¢« F— B R—ZADFT —H YA X
« )= RIT TV =g == ZlZE# T D DITh Do T
(F) N PMroFyra— REEKRT =207 v 77— RERTXTOFEHMT =y 71k, VAT
LDORFEZ BRAG L TH D 4 RFREIERIC B ERYICHIREINIC 22 0 9,

TRCO) = ROFEFF = v I NET LIS, [AT—V 7 %k (Start Staging) | %27V v 7 LTA
F—Ur T uav ARG LET,

ToTTVV—=RDRT =7, ToT 7 —RENTEZT —FRXR—=ZAT7 7 A ABERBEOTTD /) —
Kizav—&n, BEROTRTO /) —RKRTHRZ 7 ANVBR 7T v 7ENET,
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TyITIL—REEFTLET. |
B cuncociscolsEEBEOILT v T L— K

3:TVITL—RRT=D T ERT TV TIL—FI24 VKD

alwili - |dentity Services Engine Home » Context Visibility » Operations » Policy

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment ~ Licensing ~ » Certificates  » Logging ~ » Maintenance  Upgrade  Health Checks  » Backup & Restore  » Admin Access b Settings

Upgrade
A Welcome 2 Checklist 3 Prepare to Upgrade 4 Upgrade Staging 5 Upgrade Nodes 6 Summary G Exit Wizard

Upgrade Staging

The upgrade bundle files are being transferred to all nodes in your ISE deployment,
the status of tr

Cisco ISE whil

Refresh Failed Nodes

Positron-vm-2.demo.local

[+] )
| Positron-vm-3.demo.local

(v} e
| Positron.demo.local

o [

J—=ROT v T T —RRAT =V IR LIEgGE, ETRRrEINET, FFED/ —KOT v 7T
L— RRAT =V IR AIE, RETERINET, 72, VI TNV a—T 0 0 TERLE
RENET,

(U7 Ly v alZR L7z — R (Refresh Failed Nodes) | 714 2 %27 U7 LT, KL=/ — KD
ToT T V= RAT =0 7%t ) —FERBLET,

ATy 12 [k~ (Next) 1227 V7 LT[/ —KDT v 77 1L —F (Upgrade Nodes) ]V 1 > RICHERFE T,
[/—FRDOT7 v 77 L—1FK (Upgrade Nodes) |V (> RUT, &KW T v 77 L— ROETRIE, B
BANDE ) — RDOAT —H AR TEET,

ATV T3 [k~ Next) 1227V w7 LTT v 77 L—R7 a2 %BthLET,
T L— RPENRETTHHEHAN, [VATLOT v 77 L—REBBLET, /77 FLTH
¥ 9, (The system is about to upgrade. Logging Out.) | BERINET,

ATY 18 [OK| %27V v7 LTHAITLET,
GE) ¥ ZUPANIZRZ A LELT, 7Ty 77 L — ROETIRREE=F—TZET,
TIAYPANDT v 77 L— R, E XU PANDF v afh— K67 74~ PANDT »

TPV —RAT—HABE=H—TEET, 7TAUVPANDT v 7T VL —RKNETLZL, 7IA4~
UPANZ v ¥ 2R — KNS T _RTDCiscolSE /) — RDT v 7L — RAT—H AT —T&ET,

Ty T =R ut R a2 —FDI2E, 777 1772 CiscolSEWEE T A B ANMETT, 7 v
T V= 7 A2RRT 51T, Cisco ISEFHli 7 A ¥ ATHGTE, 777 4772742 AR
FAELRWEG, Ty 77— R e R RRFETET=F—F 52 LITTEEE A, CiscoISE 71
T U ADFEMIZOWTIE, U U —RIZxHE9 % [Cisco ISE Administrator Guidel] @ [Licensing| # % 2
LTLIEEY,
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| 7v79L—rERITLET,
GUI 4 5 0) Cisco ISE EBID A E7 v 75 L—k ||

B4:7yvITIL—FRT—R2RERT TV ITIL—F/—F D12 FD

vvvvvvvvvvvvvvvvv

GE) 204 FUT[U4YP—FROKT (ExitWizard) (47> ar w27 ) v LIEEA. % T
(Summary) ]V 4 > RUZRRTEERA,

ATV F15 [/ —KDT v 77 L —FR (Upgrade Nodes) 1 7 4> KT [k~ (Next) |%27 U v 7 LT, 3CD
J—=FKBEFICT v 77— RENTEZNE I D EHERLET,

K LT2 ) — RS DH5EE. 0/ — RIZBETAHERERTEXA T O TRy I ANREREINET,
AT T16 KL= — FEBEH»OBRGMET DI, £A4T7 /Ry 7 AT[OK] 227 Vv LET,

Ty X L— R at ZAR%ET LS, M2 (Summary) |7 4 > RYCRERBOZET v 7/ L— KL
R— b 2R TFBIOF Y —FT&ET, FovZ VAL, ToF 7 L—ROW¥H, 777 L—R
LAR—=bF, BEXOV AT LAANNAOEKET =7 VA MARICEAT 252507 v 77 L— R¥~ U —
LR—h2HRLTH Y — RTEET,

GUI , 5 D Cisco ISE BEFDHEN7 v T L—FK

Cisco ISE Tl, HFHER—Z LN GUIR—Z2D—TbENT=T v 77 L— Rt S vk
T WET v T T L—RiL, 2= =D —ERE5|EHEEHHATEDL91C L5, Cisco
ISERBBHOT v 77 L— REAREIZTH~ILF AT v 77k ATT, Zdid, BEEDFE(T
W2/ — REBEECHAATED LI, 2y FU—7 F7230— RRT UV OEFENNBEIL 2D
BENHY 4, LEMEAN ESYE, X7 F A4 LAEHET L2012, FrLWSET v 7T
L— R 7L —AU—7MNCiscolSE VUV —R33UBETEBMNMENTWET, 5ET7 v 77 1L—
RTIX, /—FRZRoFIIHEIL, XRoFTELIT v 77— REBYVIKT LT, ¥uoH
A LEHIBPTEET, 2720, 20Tk R L, AT v 7T L—RL0 RN 556
& E9, CiscolSE VU —RA 323y F 3LIEND CiscoISE U U —R 33 LIEIZT v 77
L — RC&EFET,

FHLWGET v 77— KU =7 7a—|{2i%, ROFERH £,
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TyITIL—REEFTLET. |

B cunsociscolsE BB BT v T L— K

ATy T

ATy T2

ATvT3
ATvT4

ATvTH

ATvT6

ATy T17

ATvT8

cHATF v L. Ty 7L — RO#ITY = — XD T E T,
T —HZDT T L — KL, FpiF vl 72— AP TN ET, XY, T—H

T o T L= R AR ER SN, T—47 v 77 L— FORMENFRK TS AT A
ERRREIC 25 Y 27 NS E T,

*PSN & MnT / — RiZ. Z¥WIOKEBHAETE D AU PAN & & HITEIRTHZ LN T,
BKEDORBETT T4~V PAN EHIGRIRT A2 L TExFEF, ®IRL7 MaT / — RiZ,
TIAVERTEI X VICTEHIENTEET, B XU EEITT T4~ PAN
FEBNCT v T L— R T 50EIH Y FH A,

*PSN & MnT /— RiZ, RIUREO L L TERINZEXICHEFIZT v 77 L — R &
NAED, Ty 77 L— RN S SICEfBInNET,

Cisco ISE BBRD3E|T v 77 L — R&EFEITT HI21E, WOFIEEZFETLET,

CiscoISEGUI T[A==z2— (Menu) |71/ 2> (=) 27V vy 7 LTEIRLET, [BE
(Administration) 1>[> X T L (System) 1>[7 v 74 L—F (Upgrade) (DIEIZER L £,
[Upgrade Selection] 7 -t > K7 C, [SplitUpgrade] 7 U v 27 LET, T v 77 L—RZATE5ET v
T —RNIIERSND EFFIT oy 7 VR— IR VT INH L, FRiTF =y 7 FETEREB LW
= RAT =V TBEBETITISE Y — ARG ST 2 Z L 2" T 8EA v E—VUNRRRENE
T, [OK] &7V v 7 UTHEEERITLE T,

[Start Upgrade]l #27 V » 27 L¥7,

[£52% (Welcome) | V4 > FUT[R->THELLY (LetsDolt) |27 Uy 27 LT, Tv7 T L—
RU—r 7ua—%tLE7,

Ty T = Rt ZAROBIER ST T o H A LEEET 572912, [Checklist] 7 1 & R IR S 41T
WDHTRTDOF AT ZFE T IH TN,

(AFvary) F=zyZ7 VA MEZRAICKY Y a— R0, [F=yZ U X MO (Print
Checklist) =27 Vv 7 LET,

Ty7T T —=RFxy 7 A MIEBHINTWOLHEOHRNTET LEL, [Fov 7 UXMEHRLE
L7z (Ihave reviewed the checklist) | F = 7R v 7 A% A AL TR~ (Next) |27 U v 27 LET,

[/ — R (Node Selection) 1V «4 & RUBRFKRINET,
BUEOKETT v 77 L —RT5 /) —FOBICHDTF = v IRy 7 A F T LET,
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| 7v79L—rERITLET,

ATvT9

ATv 710

ATvIN

ATvT12

GUI 4 5 0) Cisco ISE EBID A E7 v 75 L—k ||

G¥) BB UFUPANIL, 7Ty 7T L— ROENOKETT 7+ /v FTRIRSNE T, HIOKIE
TIET 74~V PANZREIRTE EHA, £/2. HOTXTHO /) — KRBT v F 7L —REanb
M, ToT T —FRRRELTRIRENSE T, KETT 74~V PANZ®IRTHZ LIXT
TERA, BUOKETOT T A4~ MnT £720138 2 Z Y MnT &, EEDEKD PSN %1%
RTEET,

IO ETE I Z U PAN LSO ) — RRER EINTHE. BYIOKEIL2 2Oy FT
ThonEd, B F Y PANIIRHIONRN Yy FTT v 7L —REh, F0#%. RYIIDKED
—EE L CEBIREINZIRV O ) — RORIEFT v 77 L— R x 9,

*PSN & MnT / — KiZ, FORKETHLWITLTCT v 77 L —RT&FET,
T T L — Rt AFE, KEZLIZISUTO ) — FEBRIRTAZ Ea2BEIO L ET,

[k~ (Next) 1&%27 Vv 7 LET,

[7 v 77 L— RO (Prepare to Upgrade) 17 « > RUMNBE £7,

[UARTY MU (Repository) | KRy FX T URA NN, Ty 7 L— KAV RABKMHSNTND YR
VHhIEBIRLET,

GE) SFTPUVRY MV ZHEA L TWAEAIL. CLIZEA L TT_XTH /J — RIZESE A hF—Z B
THYLEND Y £3,

[XFv Bundle) | ey 7 X0 UR NG, Ty 77 L— RNV RLVERIRLET,
FTRTONYyF Y Y —ZAN [Ny F (Patch) | Rry 7 X7 R NMIFERESNES, Ty 77 L— KT
% CiscoISE UV U —ADEKHFD NNy FHiBIRT L2 Lo #HEEL 3,

[“Efi OB AR (Start Preparation) ] %#27 U w7 LC, §XT®D Cisco ISE 2 AR —F > M ZREEL, B O
VAR— FEARRLET,
CiscoISE X, 7 v 7/ L— R aEAHIZROZ L 2R LET,

GE) s [N R a— R (Bundle Download) i, WAIDKED T 7 A~ Y PAN Z5de, BN
ENTZFTRTO/—RTChIHT—SnFET, EYVOKETIE, [N FrF v ra—FK (Bundle
Download) JIH®EIR L7z / — RIZRLTORA NI H—ENFET,

(AT =Ny 7T T O (Scheduled Backup Check) | & [HERD /Sy 7 7 v 7 DR
(Config Backup Check) ]1%. mHDOKETORIEAL £,

EMFTVIURE &

YRS kY OREE VED FYRTRTO ) — RIZRESN TN S MY
I AR LET,

NYELOEYA—F FTRTD ) —FIZOWTT v 77 L— Ry Rk
Fyrn— R LCHRT 2L 91c LET,
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B cunsociscolsE BB BT v T L— K

TyvITL—FEEFTLET,

FRIFIVIVRE

Bl

AEY Fzvy

PAN £7213A X K7y /) —RT25% D AEY
FEIAME HFTRE E 9 2y, BRI OO T X To / —
KT 1GB D AE U FIEAMEH FTHED & 9 D& R
LE,

Ry F R RO F 77— R (Patch Bundle
Download)

IR L7 ) — ROy F R RLE AT n— R4
D DI HET,

PAN @7 £ — LA —/\—DREE

PAN O NA T _AZE YT 0 INFN /2> TS
ME I DEHER L E T,

T w77 L— ROBERIZ, PAN DA T XA 5
B U T NSRS 2 L NEEE I mam S E
KR

A= Ny Ty TR

AT 2= I T v TREN o> TnBEMNE

IMMEMER LET,

GE) ZoOF=v ik, Tv7 7L —FK7atR
TIIHAETIEED Y A,

BRO/INYD Ty TORER

WERR DN 7T THRETAITOITZ E D I iR
LET, 777 L —R7TawRit, No T v
NET L TWRWNWEEITENEE A,

BRT—2DT7vTTL—F

T — 2 _XR—=AD 70— THERT — 2 DT v
TL—R&EFTL, T 77— REhizT—% 4
VTEERLET, ZOF =y i, N RLOX
v u— RRICB S E T,

TS99 bITH—LYR—FFz vy

BHTYHR—FEINTWET T v N7+ — L &R
LET, VAT A< & 12 27 CPU, 300
GBON—KT 4 27 BILURI6GBDOAEY RNdH
LMEIDBIERLET, £, ESXiN—Va
N6SLLETHIMNE I MLERLET,

READIRELE B D, — Foikie (RELTWS0ETH0) &
WmLET,
DNS MR EIREE RARGETIP T RLUADIER| & L WG| & 28 L

i‘j_o

ERER b 7EEBAE DIREE

B A b7 REHEN ARG 2 8 L %
TO

Y AT LEEBAE DIREE

%/ — F‘@yx?béft%%@&éﬁ%ﬁﬁgg szj‘o
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| 7v79L—rERITLET,

GUI 7 5 ) Cisco ISE EBBIDHEI 7 v T L—F [

ERFIVvIURE ZRER

TARIBREFTVY T T T L— R av R EFITT D200 4y 707%E
TN N— RT 4 A7 HDEIMNE I D EERL £
—aAO

NTP D EZEmTHEME & BZIRDREER VAT ALATHRESNTWANIPEZF =y 7 L, ¥
GRS NTP — =5 Db DN E 9 A fER L
ESc I

BEFEHF vy BELFHEB T AT LAOAM AR LET, BT
TXAMMRIZ. 1. 5. £I1X 155 T,

H—EXRFHIETOERDKEK Y= REZIT T r— g COYREE (EfTH
FEEARAEDY) AR LT,

T I T 4T lrarR—3xr bR LTzarR—3x 2 "R3B IEE, TNLITRATEREINET,
Flo, NIV a—T o 7 ERbOERINE T, KRLTa A= b OT v ST L — ROV E
5 4 (BERE) ITESNWT, 777 L — R mv R 52T X588, 7Ty 7 7L — KK mtx
BHED DT OICEE R T AL )ICBHSNDIGERH D £7,

[ L7eF = v 7 OFFr (Refresh Failed Checks) | 473 = %, RO THEFAERINIZFEEO LT
HLET, Ty 77— REFTT IR, INOLOREALEETLIMNERLY 7, AL B TH
FERENTZEE TR, Ty —FF a3 LERA, HEL, 7y 77 L— FEICEED
Cisco ISE#EREIZRET D AREMEN H Y £3°, FBERX v —TVORICERSND [FH (Refresh) 7 A
avE7 VI35, MEOMRZIZIINODT =y 7 PEHINET,

[BBA L C&™R (ExpandtoShow) |7 A a2 %27 Vv rF56&, &£/ —RNEeZOAT—X XTEHT 5B/
BHRNFEREINET,

[1E# (Information) ]| 7 A 2% 27 Vw7 LT, &£ari—3r bOFEMEWRET L L TEET,

ERENTZ VA= Oabt—2EET 5121, [LAR— DX 72— K (Download Report) 1 %27 U v
& ]\/ij—o

Ty I L— RTa R MERMEZMER TEET, Jiud, ROERICESHTEHRINET,
* Cisco ISE DA A b — LIKf[H]
« /)= RDONAN—=Ry =7k ety RAM, BLUN—RT 4 27 D
c F— B R ADT —HHA R
o /= RT TV r—a Y — =%l #5 T 5 DI D o T2 R
((¥) [Bundle Download] & [Configuration Data Upgrade] ZFR< X TOHEFIT = v 7L, VAT LD
kA BHAG LT D 3 RIS B BIIC IR BIALIC 22 0 57,

RO, §NTHO /) — FTo—UVFiliF = v 7 NFTENET, 2L, BRDONKE
TIE, ThHDF =y ZREIRLT ) — R TOHRFEITSNET,
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B cunsociscolsE BB BT v T L— K

ATy 713

ATv 714

ATy 715

ATv 716

ATvT11

ATv 718

TRCD /) — ROFHT = 7 RET Lizh, [AT—Y 7 %BAlh (Start Staging) |27 UV v 27 LTA

F—U T a AEBELET,

[7 v 77 b= RDOAT— 7 (Upgrade Staging) 17V« > RURBHE £,

ToT T V= RODAT =V T, Ty 7T b—RENET—F_X—27 7 A LR E TR S -

TRTCO/—FRlZabt—3h, KETEBRINTZTXTO /) — RTHEK T 7AVB Ry 77 v 7 EE

TO

)= RDT7 I T = RAT =V IS L2 6 . M TRRINET, FED/ —RDOT7 v 77

L= RAT =V ZIRLTZGEIE, RETRRSNET, o, FIT7Ava—T 0 o 7IERbE

RSIVET,

(V7 by yalZRB L7/ — K (Refresh Failed Nodes) | 7 A 2% 27 U > 7 LT, RfkL7=/—FD

T T T V= RAT =V Tt ) —ERGLE9,

[k~ (Next) 227V w27 LC[/—FRDOT7 v 727 L—1F (Upgrade Nodes) |17 1> RV ERE T,

[/ —FRDT v 77 L—1F (Upgrade Nodes) ] 7 « > KU T, ®KNRT v 77 L— ROBEITIRIE ., B

BNDE ) — ROAT—H Ak TE £7,

[k~ (Next) ]2 Vw7 LCT v 77 L—R7avA&zfELET,

Ty T L— ROMEITIRIIEL, 774~ U PANDOT v 77 L— RjiiZh 4 Y PANGUI 06, B

YHZYPANDT v 77 L— FE7 I A~ U PANGUI P HE=H—TE£7,

GE) 777V —KR7avRAeE=4—7F5I20%, 777 1772 CiscoISE BEJg 7 1 £ ANRMLET
I, T 7L — R akv A& RTHI121E, CiscoISEFHMli 7 A v A THHTY, 77747
RIAVUANFELRWGES, Ty 7 7L — R A2 £ R/E L FET=F—FTHZ LT T
FH A, CiscolSE 7 A B ADFHEMIZHOWTIX, U U —RIZHET % [Cisco ISE Administrator
Guide] @ [Licensing] &SR L T 7ZE0,

DT 4 RUT[U AW —RFOKT (ExitWizard) |47 v a7 U v 7 Liade, % CHEE
(Summary) |V 4~ RUZRRTEEH A,

[/—FD7 v 727 L—F (Upgrade Nodes) 17 4 > R T[R~ (Next) 227 U 7 LT, §XTD
= RPEEFIT v 77— RENInE ) D a iR LET,

KL, = FRdo%Ea1E. €0/ — BT OERETRTIA TR IRy 7 ANRFRINET,
MEZ (Summary) |V > KU T, [T (Finish) 1227V vy 27 LET,

[Node Selection] 7 4 > K 7iZU %A L2 h&h, IROKEDTHIT ) — RERIRTE £,

TRTO/ =BT T 7= RENDLET, AT v T 8IPLAT v T 18 DY —7 L AT, IRD
RAE&RiAT LE T,

Tt AOREYIORE EERS T TOKIE T, [Configuration Data Dump Generation] Fiij 7 = v 7 3,
[Configuration Data Upgrade] FaliF = » 7 DO D ICEI TSN E T,

NET T T — R AOFETHICEBHOTXTO /) — KEaT v 77 L— RT20EEIH Y A,
BB DB DOREHR T IETE 908, FFL = /L)v5 CLI =~ K% application configureise > reset
upgradetables DIEIZEH L THLWEHO7Z Y T Lb—RKTF—JIE 7 VT T50LERH Y £9°,
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| 7v79L—rERITLET,
cU 7 50 Cisco ISE BBO7 v T L—F [

Ty T L= R ARET Lz, M2 (Summary) ]V ¢ R TRERBAOZKT v 77 L— R
R—heRRBLIOF Vo —RT&EET, Ty 77— RS/ — ROFBE~LVY 0 EfTShi
HHF v 7, BROTYTIL—FOERLETYTIL—RLR—bDOF =y 7 VA MEAREDH
D3 ME G T v 77— R~ — LAR— MG L TV rn— R TE X7,

Cisco ISEHIT v 77 L— REFEIT LGS, ek At &Y PANIZT 74~ U PAN IZH-4&
SN FET, Cisco ISE DEHH R — )L C, [Administration] > [Licensing] Z 34 L £ 9, [Cisco Smart
Licensing] =V 7 C, [Update] %7 U v 7 LET, FA BV AZHEHTHET, T4 BV AT T —LN0
Cisco ISE I[ZF/R SN E T,

CLI ™ 5 D Cisco ISE BRI 7 v T L—F

TwvIOL—FK78€EX
CLIZALET v 7L —R7Fat it BZAFICL-oTRRY 9,

AR RF7ay/ —KO7yv 79 L—FK

application upgrade <upgr ade bundle name> <repository name> =~ > N&EHEFEH L7720 |
application upgrade prepare<upgradebundle name> <repository name> ¥ X Of application upgrade
proceed 2~ REZEESNIZIEFIHEH L TAX L RT ey ) —R&T7 v 771 — K145
EHTEET,

BE, KU —P—t R, pxGrid, BEOE=F—V 7D~y FEHEYFTHAL L KT 1
v/ — R® CLI 7> % application upgrade <upgrade bundle name> <repository name> =~ > R
HFETTEET, ZOa~vy FREHEETTLIHA81E, a~vr FEeFTd 50V E— MUK
Y MUMBCiscolSE /) — RO —HNT 4 ATICT v 77 L— KRR Kvzae— LT, 7Tv
T — RORFMZREMET 22 & 2T L £,

> 1 12, application upgrade prepare <upgrade bundle name> <repository name> 2~ > K &

application upgradeproceed =~ > RZfifH4 25 Z & & TZ £ 7, application upgrade prepare
<upgradebundlename> <repository name> 2~ > R&fifHl3 5 &, 777 L— KX KR
XFyrua—REh, a—McitianEd, Zoa<v> NxUVE— AR F UG Cisco
ISE/—RKOu—INT 4 AZIZT v I 7L — RV Rrzat—LEd, /J—RET7Tv7 7
L— R4 2N T& 7= 5, application upgradeproceed =~ > K& FEfTLCT v 7/ L—FR

ZIEFIZE T LET,

LLUF C#iAA 9% application upgrade prepare <upgrade bundle name> <repository name> 35 L O
application upgradeproceed =~ > R ETT 52 & aBEIO L E T,

1a s BRI
[Prepare for Upgrade| DIED FEZ LT HA TL 7230,
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TyITIL—REEFTLET. |
B: —EBoroTioL—¢

AT a—INT 4 A7 OVRY Y BERLET, =& 20X, Tupgrade] W H URTY MU ZERTE £,
51 -

ise/admin# conf t

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are not replicated
to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services restart.
ise/admin (config-Repository)# exit

ise/admin (config)# exit

ATFw T2 CiscolSE a2~ KT A4 v A% —7=AA (CLI) 5. application upgrade prepare <upgrade bundle
name> <repository name> =~ > R&Z AL E7,

oAy NI Ty T L= R R ZEiOFIETER LIzr—HhL Y RY ~ Y Tupgrade] (2B —
L. MD5 & SHA256 = v 7 ¥ hE—ERRLET,

RTwT3 GE) 7Ty L— %, SSHfEH Tr 71 > L., showapplication statusise =~ > R& 4% = & T,
T T L— FOEITIRNEF R TEET, RORA vE—UNFRENET, [%NOTICE: Identity
Services Engine upgrade is in progress... |

Cisco ISE CLI 7%, application upgradeproceed =~ K& A LE T,

RDERY
T — Rk A0OME (54 2—)

2/ —FREDT7YTIL—F

application upgr ade prepare <upgrade bundle name> <repository name> =~ > N33 & UF proceed
avwy REMHLT, 2/ —RERZ7 v 727 L —RLET, FEIT/, — NOBEEMRL T,
FRETH2LEEHY E/A, Ty 77— RY 7 MU= TIZHBIIC, — REBRMER L.
BLWEBICBITLET, 2/ —REREZ7 v 77 L— T 256, BB X ) B —
N (/—RB) EdaT7 v 77 L—RTH0ERHVET, EH LX) ) —FKOT v 77 L—
REZTLichb, 794~V /—F (/—FA) 27 v 727 L—FLET, ROMIIFT LD
RIEROBREDG G, ZOT v 77 b— RFIEZKT 52 ENTETET,
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| 7v79L—FrERTLET,

2/—rEBo7vITL—+ |

5:CiscolISE2/ — REBEER

ISE Node A ISE Node B

Primary Admin Secondary Admin
:ae:;::::‘; Primary Monitoring
LY o RsY- 1] b
c TIAVER ) — FDOREBIOEN T =2 DA T~ RNy 77 v 7% FHTHE
TLET,
EHLE=LA =Y T OV FR BEAOETD ) — RTA X =TSN TNDH T &
e LET,

BTN T FTA<VEHR ) — R TOHA X—TNTHDIHE., Ty 77 —R7u
BRIV ZVER ) — REROIIT v 7L —RT5ZLB3RDENDDT, &
B ) — ROBEH~ILY F oA RX—T N LET,

/0% 2/ —FEHATIDOEH ) — FOLRHIH5E81L. BH XU ) — ROBREEE
RRLET, MTD /) —RKBRAX L RTay ) — RV FEST, Mo/ —RKea2xZ K
Tay/)—RELTCT v L —FRL, 777 L—FgIZ, Bzt y N7 v LE
7,

cE=H— Y TN FRTIOD ) — RORTA 2—T NVO%4E, WIZET NI / —
ROFE=Z—) o T ) F ol F—T NI LET,

ATYT1 CLInbEh o HY) )—F (/—KB) 7 v 771 —FKLET,
Ty 7T L—FR7utv AT, BRI — RBRERMOHIBRSHL, Ty 77 r—FREhEd, /—FKB
IEEET2E. 94~V ) —RIT v 7L —FRENnET,

AFYT2 TyvTTL—F)—FA,
Ty T L—RFakv AT, BEIMIZ ) — RABNERICEREGESN., Ty 77 L— RSNERETED &
U =Rz £9,

ATFYT3 FHOERT, J—FAZT T4~V ) —RIZHEESEET,
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TyITIL—REEFTLET. |
B se=mo7y 75—k

Ty T L= RBRET LIk, /—NIhWeE=Z2—J 7 n 7RG En2%546, Zhbd/ —RFET
application configureise =~ > RZE(TL, 5 (F—FZ X—ZADKFHEROEH) ZBIRL 7,

RDERY

T w77 L— K7 at A0 (54 =)

PREROT v T L—F

DT, BEH X VEBE ) —F (SAN) Z2H LW U —R 27 v 77 L—RKLET, &z
. ROMZFRT LI, 1 2OFTA~VEH ) —FK (PAN) |, 1 2OEh X VEH ) —
K, 42OKRY —H—ERX/—F (PSN) , 1207 T4~ F=F—J T J—N
(MnT1) . BEIR120HIZY E=F—V> 7 /)—F (MnT2) 2ETRENREY v T v
TINTWAHEE, ROT v 77 L— FRRICELZ ENTEET,

6:7 w79 L— KEID Cisco ISE ERA

Primary PAN SAN
Admin Node U @ U
Secondary
Admin Node

CH SO JO ST O

PSN1 PSN2 PSN3 PSN4 MnT1

\ )

GE) 7Ty 7 7 L— RO/ — R& TRy CEREMRER L 72\ C< 723\, application upgradeprepare
<upgrade bundle name> <repository name> =1~ > R L N proceed =~ R&EMHHA LT, #HL
WYY —RZT v 7T L—KLET, Ty 77— R7avRAXHEBMIC ) — &R
L. TLWEBRICBITLET, 7y 77 L — RORNZFEIT/, — FOREEX v LT 58
Bl Ty T T = RTa R AT S0, TIATVER ) — DI AR T 7 AV
DD EEMRLET, FRICZIOT 7 AN RNWEE (e 2E, v Aa8— hf—
H—Z ko TITA B ANRA VA M=)V ENT=HE) . Cisco Technical Assistance Center | Z 8%
LTL7EE,

4a & HREIIC

s BERICED U HFVEH ) — RRBRWEARIE. Ty 77— R etv X &BhET 2R, &
B FVER ) — RTBHR)—P—E R /) — K& 1 ORELET,
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| 7v79L—rERITLET,

ATy T

ATy T2

ATvT3

ATy T4

ntEmoryIsL—r |

« [Prepare for Upgrade|] DHDFNEZ LT 7, - TSV,

* & CiscoISE BEiZ 7T v 77 L — KT B5H81E. RAAL L F—L T AT L (DNS) OH—
N—figgh BV 7 T o TRIOWN Yy 7T v ) NWUETT, €9 TRWEE, T
7 L— RITRIR L ET,

CLINHSAN 7 v 77 L—RLET,

Ty T =R at AT, HEIPIZSAN DR L BRI, 7Ty L — RahvET, HiE#ET
HE. SANDBEHIERO 74~ /) — R 4, FRERHATE=4—V 7 /= Kpb7ltb1o
WBZ 2 B0, T w77 L —R7a® 23 WEB DY /) — RTHNIR > T Th, SANDE
==V TN FEENCLET, R =P =RV Y TR HWEBO SAN TEZITH - 725
B TORTITHHER~DOT v 77 L — R bR SN ET,

F=RZ—Y T ) —FD 1> MnTl & MnT2) ZHHERICT > 77 1L—FRLET,

HF) =S =V T )= RORNZ T IA~) €= =0T ) —=F&T v 77—y 52 L%
BEIOLET (WWRATT 74~ VB — BT 74~ == 7 /= FLLTHEEL T
D AIIEZAUIARARETY) o TIA <Y =2 =V 7 /= FBREBI L, FHEMANOr 72 IUEL
T, ZOFMIT, TIATVER ) —ROX v L a R — FpbFRRTEET,

HTWEBRTE=4—V 27 ) — KR 1 2L Fb25E51L,. 7Ty 77— RT5HH1IZ, HWEROT T A~

VEH ) —RFTHDLIPANDE=X—J L T FEAHNZLET, /— K-V FOEFEIZLD ., Cisco

ISE7 7V —yarRnNiiEELET, PAN RHEETL2ETCHLET, FilEMcE=4—V "7 /) —

KET7v7 7L —FRKT5E, ERAT—X2F LWERICBITTA2HLENS D722, o/ — X HEr

BR300 £,

FHREROT I A~ VEB /) —RKTHD/ —KBMH, TWERTA =TT =H—T T L

VFEEERNES, BEo A=V TNV FEF =TI LET, S — R UL Y FOEE LY,

CiscolSET7 7V r—rarnmiZg#Hh LET, 7IA4A~VEBR ) — KON EFHTIHIETHELET,

KIZ, RY v—H—E2E—F (PSN) #7 v 77 L—RLET, #HEOPSN Z[KHIT v 7/ L—RT

TFEITN, TRTCOPSNEZFEFICT v 77 L—RKLEHE, Xy NU—FI THEOUH A LR RAELET,

T o7 T L— RRRIZ, FHREHSANDO T Z A4 <1 /) — RIZPSNBEE S, 774~ Y /) — K0T —

BT RTCOPSNICER S NET, PSNTIZZO~LYF | ) — R L—TEH, BLOTr—T D71

TrA Y TRENPHREESNET,

HOWEBIC2EHDE=F =V 7 ) — FRHLIEAE, ROZ EEITHILERH D £,

a) HWERDO I~ )= RTHDLPANDE=F— T~y F 28 LET,
BECE=F—V 7 ) —Kigb7e< b 1 DUETT, GVEBNSE2OE=X—1) F /) —K
ATy T V—RTAEN, T4~ ) —FREHETIONVYFTEA RX—T /W LET, /— KX
WY FOEEIZLY, CiscolSET XY r—a v NBEHLET, Y54~V ISE /— FRHEET
LHETHLET,

by BAHFY) F=L2—D 7 =N WERNOHBRERICY vy 77 L—FLET,
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TyITIL—REEFTLET. |

B 77/ —rTntwzome

ATy TH

TIAVEHR ) — RERWT, o3 RTO /) — RBFHBEHICT v 77 L — RS TV A RERSH Y
\iﬁqo
BBIZ, TIOAVE ) —RET7 v 7 7L —RLET,

D) =Rk, BAUFVER ) —RE LT v L —REN, FHERICEBMENET, BHZ Y
BEL) — REHHEBIROT I A4 <) ) —RIZAKRSELZENTEET,

Ty T TU—RBRET LIE, 7Ty 77— RS Et=4—U 7/ — RZhwa ZBZEaEnsuasa.
application configureise =~ > RZEITL, N T 2E=F—V 27 /) — TS5 (F—FX—XDOHFFEH
DEF) BRI ET,

RDERY
T w77 L— K7 at A0WR (54 =)

Tv7JL— k70t XDHERE

JREAPHIFF SRV ITHEEET 22 L. BLOa2—F =Rt xy NV —27 DY Y =T 7
TATEL L ZMRTDHIODRY P —I T ANEFITTHZ LML £,

T — 2 RX—ADMETT v 77 L— RBRRRT DL, BREINZARDHEIICE—L
Ny ENFET,

T T U= RFBREFICET LENE I D EHERTHIZE, ROWTNIOF 7Y a v EFEITLET,

cadelog 7 7 A NVTT v 77 L — Rt AZER LE T, adelog 7 7 A V&K RT HIZIE, CiscoISE
CLIbIROD =~ K& AJ1LET : show logging system ade/ADE.log.?

STEP @ grep T7 v 7' 7 L— ROETRI A FR R TEET,
® info:[application:install:upgrade:preinstall.sh] STEP 0: Running pre-checks
® info: [application:operation:preinstall.sh] STEP 1: Stopping ISE application...
®* info:[application:operation:preinstall.sh] STEP 2: Verifying files in bundle...
® info:[application:operation:isedbupgrade-newmodel.sh] STEP 3: Validating data before upgrade...

®* info: [application:operation:isedbupgrade-newmodel.sh] STEP 4: De-registering node from current
deployment.

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 5: Taking backup of the configuration
data...

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 6: Registering this node to primary
of new deployment...

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 7: Downloading configuration data
from primary of new deployment...

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 8: Importing configuration data...
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| 7v79L—rERITLET,
LIBTIDN—S 3 oA@B—)LiNy 5 .

®* info: [application:operation:isedbupgrade-newmodel.sh] STEP 9: Running ISE configuration data
upgrade for node specific data...

® info:[application:operation:isedbupgrade-newmodel.sh] STEP 10: Running ISE M&T database upgrade...

® info:[application:install:upgrade:post-osupgrade.sh] POST ADEOS UPGRADE STEP 1: Upgrading Identity
Services Engine software...

® info:[application:operation:post-osupgrade.sh] POST ADEOS UPGRADE STEP 2: Importing upgraded
data to 64 bit database...

s ZOXFHNERE LT, Ty T 7L —RPRIH LI L 2R LET,

Upgrade of Identity Services Engine completed
successfully.

«showverson =<2 R&ZETL, BN RA—=Va v ERIELET,
- show application statusise =¥ > FZ AN LT, T X TOF—EANETINTND I L2l L E
j—O

LIBIDO/N—D 3 oA —)L/iNy Y

FNUZ, LHEION—=T 3 v DISOA A=V EEHL, Ny o7 v 777 AV bT —H %1 5T
$TAHZET, CiscolSET 7T A4 T LV ADA A— /%ﬁfﬁﬁkﬁ‘éb%ﬂ%é%/\#&)@iﬁ‘o
T—HEEI LRI, WERAZBREL T FWETITo e L o ic vy S EERNCT
TLENTEXFET, LERST, Ty b— Rt 2 E&#EET 5R1Z. Cisco ISE & fE:JﬁoJ:
WE=H =V T T BNy I T v T THIEEBEDLET,

REBIOE=F—) T — A X—AORBEICLVRELET v 77 L — ROEEIX, BE
FIZE— Ny 7 SRR ERB Y ET, OB BRETDHE, T—FX—ZARNa— Ly
ENRNWZ EEIRTIEME, Ty 7 L—FOEBRA v e—V L HIZZITHRDEST, ZDXD
Ry U AT, FEITURATLDA A=V HFEER L, CiscolSEZA A h—/L LT, &%
EBINE=F—) 7T =450 (F=F—V TV FRENRGE) THOLERD
nEF,

0 —/LX 7 £ 721XAE1E 21T O B2, backup-logs =~ K& L CHAR— X2 Rriadg
L, TOYR—= N Lz VE—M)RY M ICEELET,
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4.
=% =R

BEDINYTFDA R b—)L

¢ CiscoISE V7 b7 =T R F (57 X—)
e VT NI T RyFDOr— LRy (59 R—)

CiscoISEY D b x7/NyF

CiscoISE V7 "7 =7 O3y FITHIZRBINET, CiscoISE Tid, Ny F DA X h—/b
BXUOe—n "y 7% CLL £721X GUI b EITTEET,

JEBH @ Cisco ISE — _—Z/ 8y F oA VA =T 5EEI1Z. 7FA4~ VU PANDDHITH =
EINTEET, T4~V PANDPOL NNy T EA A M—/LTBHITIE, CiscocomMHT T7A 7T
VT ITOVEFEITLTCWVARVAT Ay FEE T a— R LET,

GUIMNO Ny F oA A =LV TL56, Ny FIIRINIT T A~ U PANIZHBEIJIZA A
= ENET, TOHK, P AT HIE GUIZY A RS TWDIEFT, EBENOMD / —
Ry Faf A=AV LET, /= FREHSNDIEFEZHET L Z i3 T s, Ny
FNA=YavEFHTA A=, B—ANy 7 BIUOEFTDHILHTEET, Cisco

ISEGUI T[A==2— Menu) |74 2> () 270 v7 LTERLES, [FH
(Administration) ]>[3 A7 A (System) ]>[A 27 F A (Maintenance) ]> [Ny FEHH
(Patch Management) 1,

CLINO Ry T oA A N—NLTH5E5E, /— FOFFHIEFZHCcExET, 2720, &)
T F7A~VPANIZNNyTFEHA LA N—NTDHEEHELET, VD /) —RKTOA R
M=V DIEFIEEfR S U A, o R EEmE LT 572012, Ny FEEED / — RIZ[FERE
WA VA=A TEET,

BEAEET v 77— RT AW DD ) — R TRy FEMEET 5854, CLL A2
HE, EBRLIE ) —FRTRYFEAS VA=A TEET, NuFEA A =1 T 5120, &
DOCLI <~y FEEHALET,

patch install <patch bundle> <repository that stores patch file>

FEMIZ DUV TIE,  [Cisco Identity Services Engine CLI U 7 7 L' > A H A R] @ [EXEC £— K
® Cisco ISECLI =~ F] OFEI(ZH D Ipatch install] DHAZHL T 7ZE VY,
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BHONRKyFDA VR =L |
B oroz70F oz b—nofiqrsa

MBI Ry FNR—=T g VEEHEA VAN AVTEIENTEET, & %L, CiscolSE2x %
i LCWT, CiscoISE2.x 78w F 5 & A A b—/L T 584, LIRTD/$»F (Cisco ISE 2.x
Ny F1~47E) #A A= L7 Th, CiscolSE2x /Ny F 5 ZEHEEA A M—/LT
XFET, CLITNyTF A=V 3 UERRTHITIE, ROCLIavy REHEHALET,

show version

BMELEYY
VT RT=2T NRyF AL AN=NDHA RTA 2 (58 3—)
VIR 2T RNyF a—nA w7 DHA RTA4 L (60 X—)
VIR =2T Ry FDA LA R—/b (59 —)
VTR 2T FOa— Ny 7 (59 R—)

JICDTT NIYF AR —=ILDHA KSA4 >

ISE/ — RNy FEAA LA M—=ILTBHE, AV A —LOETHIC — FRAEEEINET,
BOa /A o TEDREBIZRDET, BN BBV ET, AT F AT Ry
RN TFoH A A N—NTELICAT 2 — ) VFHE L, —IFR R L2 BT 5 2 &0
T&EFET,

A A =T BN TFN, Xy FT—T NIZEB I TUVW5D Cisco ISE D/X— 3 1256
INAHAEDTHAHI L 2R L TLFEEV, CiscolSEZINRNyF 77 A NDNN—2 g DOR—
HEHopdrT—%LAR—bFLFET,

Cisco ISE IZBIEA Y A h— L ENTNDHNy F LY HIENWAA—Ta DRy Fa A VA h—
NTEFERHA, FERIZ, HHN—Ta Oy FOET Lo — /LNy 7 LIS ELIZEXIZT,
ZTNEV HEEWAR—=T g Dy FINFE DK T CiscoISEIZA VA b —EHDGEIL, v —
WXy 7T TEER A, T2& 21E, 732 F 3 28 Cisco ISE Y —_"—{2 4 A h—LiFEBDBFE
W RNy F1LERIT2ZA A=A LIEED, NyF1ELIF2IEZR NNy 7T 52 LT
TEHA,

DEEHO—ETHLT T4~ PAN DL Ry FOA A M=)V EFLTT 5 & XL, Cisco

ISEICL»TEDNRyTFNRERNOT T4~ /) —FETRTOEI XY ) —FIZA A F—
NENET, NovFDOAL LA N—=ANT T4~V PAN THHh7T 5 &, CiscolSE XtV
J—=RTRyFDOA LA R—NERFITLET, 774 ~VUPAN TR LZEGEIT, 1A b—
MIEADEY ) — RiERLERA, ZEL, MOrOEBATEI S ZXY ) — KON TNNT
A VA MR LT85 A1, MERHT S, BEENOKROE A ZY ) — RTA A

F—ARFETSNET,

2/ —FRERO—{THDTT7A4A~IUPANDL/ Ny FDA A M)V EFE[TTH E XX, Cisco
WL TEDNRyTFREEANO T 74~ /) —Reeh o H) ) =R VA =L ENE
T, N TFDA LU AN—=NVNTT A<V PAN THRNIT 5 &, Ciscoldt XY /) — KTy
FDA VA=V EFITLET, 7714~V PAN TERBLEZBEEIZ. A A =T b
HU ) — RIEREEA,
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| &FoyvFO1UR =
vtz 7ivFosoz -1 ||

VIMDTTNYFDA A=)

1R BRI

e A= N—EHEE IV AT LAEHEOEHE L —ADNF O Y TOENTWALERH D F
R
*CiscoISEGUI T[A=z2— (Menuw) |72y (=) 27V v 27 LTERLET, [EE
(Administration) ]1>[2 X7 L (System) ] >[EF (Deployment) ]>[PAND T =—JL
#—s3— (PANFailover) [ICBEI L, [PANOHE 7 = — /LA — —%HHZ9 5 (Enable
PAN Auto Failover) | F = v 7Ry 7 ANRFT 712> TWAZ LEHELET, DX A
7 OEHFIE, PAN DHE) 7 = — /LA — N"—FEL BN T HLERH Y £,

AT 9 F1 CiscolSEGUI T[A==— (Menu) ]7A 2> (=) 27V v7 L CRIRLET, [EE (Adminigration) ]
> [V RTL (System) | > [A 2T F 2R (Maintenance) | > [/ FEE (Patch Management) | >[4
DR b=)L (Ingall) | Z&R L E£7,

ATy T2 [ (Browse) |27 U 7 L., Ciscocom NH X 7 — KLy FEBIRLFET,

ATV T3 [AA b= (Install) 1227 Vw7 LTRyTFEA A R—NLLET,
PAN CO/RyFDA VA R—IVRETT5HE, CiscolSENDHBNICR 7T U hEnEd, a4 v
TEL LR ETHGMFFOLENRH D £7,

GE) RNy FA AR VOM#ITHIL, [y FEHE (PatchManagement) [~— LOMRED > 6, 77 &
AT & % D% Show Node Status O AT,

AT w74 CiscolSEGUI CT[A==2— (Memu) |7 A 2> (=) #27 Vv 7 LGRRLET, [BEE (Adminigration) 1>
[ RTL (System) >[4 > TF 2R (Maintenance) |>[/8y FEE (Patch Management) | # 3R L
T, ["XvF DA A h—/b (Patch Installation) ]X—IZREYD 7,

ARTYTE AV AR LT TFOMOAT v arvRE 7Y v L, [/ — RAT—X ZA%F < (Show Node
Status) | %27 Vw27 LTA VAN —ANET LI LE2ERLET,

N O N

) b T7NyFORO—)L/INY D
BED ) — FOREHAO—ETHD PAN DL ANy FOa—L Ny 7 #FE T4 5L &%, Cisco
ISEIZ L~ TEDRYFNREEANOT T4~ ) —RET_XTOEHI L HY J—Rliia—nL Ny
7 ENnNET,
1R BHHEIIZ

e AN EHEFET IV AT LAEEEOEHEF 0 —ANE D Y TOENTWDIRERDH Y £
7T
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BHFORKyFDA VR b= |
B oroz7 07 0-nnvsoriqarsay

AT Y71 CiscolSEGUIT[A=2— (Menuw) |74 2 (=) 27V >y 27 LCERLET, [EE (Adminigration) >
[ AT L (System) | >[A > TF X (Maintenance) ] >[/\y FEE (Patch Management) | Z3R L &
@—O

ATV T2 BEAEO—INRNy I THRFR=TVa DT rarRF w27 v 7 LTHG, [B— Ry
(Rollback) 127V v 7 LET,

GE) Ny For—n Ny 7 OITHIL, [Ny TEB (PatchManagement) |~— Y LOMEEED > B, 77
& A TX % ?I% Show Node Status D # T3,

PANNS DRy FDOa—L Ny 7N T35 &, CiscolSENDHBIICR 77Ty hE&hEd, HU
04 TEDHEINTRDETEOMFFOMLERS Y 97,

AT T3 vrA4 %, X=YO—FFCHD[TT7—2L (Alarms) V> 727U v 7 LTa—L "y 7 #ED A
T—E A ERRLET,

AT T8 Ry TFOu—NNy 7 OETIRIEFRT D121, [/ FTEH (PatchManagement) |-X— T3y F % i
WL, [/— FAT—%X%F£K (Show Node Status) | %7 V27 LET,

RTYTE RNyFoFTvarvhRy w7V 7L, B Z Y ) —KRET[/)— AT —X A%F< (Show Node
Status) | %27 U v 27 LT, ZORYyTFHREBANOTXTO /) — Rhbua— ARy 7 IRl L 2R LE
D

ZORyFRa—= NNy 7 ISNTWRWED XY ) — KRHL5EI1E, 20/ — BB HTTHLZ L
AMERLTHD, 7utR% b ) —EREITLTEYVD /) — FhbEEEZn— Ly 7 LTI ZEW, Cisco
ISEiZ, ZONR=2a DRy FRA A=V ESNTND ) = FnbDHN Ny Faua—L "y 7 LET,

YTz T7 NNy FA—=ILI\VYOIDHA K514 >
JBBAD CiscoISE / — F bRy FEa— Xy 7351203, AU PAN DL EF 21 —/)L
Ny LET, THITKRIT D E, B XU ) — Koo Xy TFnn—IL "y 7 INET,
PANTHE— /LRy 7 7T av ANEKKLIEBREIT. B 0F) ) —FhboyFa—i_y s
TN EREA, 2770, WTFNLOEBLZ L FY ) —RTRNyFOa— Ny 7 BNEKELT
Y. BERNOKRDOED L ZY ) —Fhb0 Ny Foa— Ly 7 3k ES N ET,
CiscoISENWZ LA EH L ZY ) — RSOy Fu—n Ny 7 B3 ETHO L XY, 5% PAN
GUI > Hfhd Z 27 ZFEITTEET, BOUFY ) — Rk, e— ANy 7 %ICHLE SN E
@—O

INYTFDA VA F=ILEXIUVO—ILNNY I DEEDRR

AVAP=AEINTWOH Ny FIZEET 5 LAR— F2RRT5I20E, ROFIEEZFETLET,
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| 850 vyFO1 R =L
Ry FOL VR b—Lssbn—LAv s ozE0RT [

1R BHHIIZ

A=A LIV AT MEREOEHE 0 —ARNE D B TONTOOIRERDH Y £

Wy Fo A VA M—=/VEiEr— /Ny 73 5|21E, CiscoISEGUI T[A==2— (Menu) ]7
A2y (=) 227V vy 7 LTERLET, [EH (Administration) > [ A7 A (System) ]>
[A T F A (Maintenance) ]> [/ T H (Patch Management) ] 7V ¢t > K, EBEIHNO%K
)= RTHREDNNy FORAT—2Z ([ A M=% (installed) ], [EF (in-progress) 1.
[RA > A F—/L (notinstalled) ]) ZFERTEET, ZDOITIL, FFED/ Xy FEIFRL

[/ — KRAT—X4 Z%F~k (Show Node Status) ] R¥ %27 U w7 LET,

ATFYF1 CiscolSEGUI T[A==2— (Menu) |7 A 2> (=) #2270 v 7 L TCRIRLET, [#4 (Operations) ]>
[LR—k (Reports) ]>[EZ& (Audit) ]>[#&¥EEZE (OperationsAudit) ], 77 4/v FTiE, #@%E7 A
DL a— FRFRRENET,

ATF9FT2 [74% (Filter) | Ku v T E %2707 LC[ZA w7 7 4% (QuickFilter) | E7I1X[EERT ¢
/b4 (Advanced Filter) ] &R L, %E7R¥F—TU — K (] : patch install iniated) ZfEA LT, A& h—
NAEBD /Ny Fhmd LAR— b EAERLET,
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A %

B,
=% =R

TVITTL—FEDZRIDELT

JBEOT v 7 71— FEIZ, ZOTRICREMSNTWDH A7 ZFATLET,
« T w77 b— FEDRGE LR (63 ~—)

FZDERTE L HERK

CiscoISE D7 v 77 L — R#&IZ, RDHX AT H#FITLFT,

HLWSAEURRAS TADLEHR

» Cisco Smart Software Manager (CSSM) ZfEH LT, drWIA B RAEZH LT A A X
TIEHLET,

* Cisco ISE BEHEDR—Z L THLWIT A B AEHHZILET,

H LU CiscoISE 7 A &2 A ¥ A T OFEMINZ OV TIE,  [Cisco ISE Administration Guide, Release
3] 2L TLLES N,

REITDHRTEDIER

A~ > D CiscoISE / — &7 v 77 L— K4 54 1%, Red Hat Enterprise Linux (RHEL)
84 (64 Y F) ICFANARL—FT 4V T VAT LAEEF L TCHHZ La2MRLET, N
ZIT 2%, VMOEREA7IZL, ¥R—FSHDRHELNN—Y 9 UNIT A P ARV —T 4
VI VAT AEER L, BERBZIZ VM OBREF AT HLERH D F7,

RHEL 7 LAF&IZ E1000 B8 XL OV VMXNET3 % v NV —20 7 XX OB Y R—LET, Tv 7
T L— KT BRI, Ry NTV—=I T ETEDEA TH#EETAEZVLENRDY £,

IS990ty b7y

T v 7L — K%, CiscoISEEHERR—FNWIIT 7 BRATHENT. 7790 FDOFy v a
EIJUVTLCWAIEEHERL, 77U AT, HiLWT 70y a v E2EET,
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TyFIL—RE0s 29 0ET |
. Active Directory DE# &

Fo, V=R = NMIREINTODLYR— G770 FEHH L TWD Z & 2R L
%9, hitps://www.cisco.com/c/en/us/support/security/identity-services-engine/
products-release-notes-list.html

Active Directory D B 55

T AT T 4T 4 Y —AL LTHERH L TW5D Active Directory & OGN b= 54 1%
Active Directory &3 X T Cisco ISE / — & BRER ST 2MLERH Y £3, MENET Lz
BRI, BT AT T 4T 4 ) —ADa— LT —EFETLT, MEECHERLET,

« 7 w77 L— R1ZIT, Active Directory BEREZ 7 H10 > h ZfH L T Cisco ISE —H —A
VH—T xR T A LA, T v 77 L— RIFIC Active Directory DFE A 23 KoL
D20, vl A UPNKRBLET, CiscoISE (21 7 A > L., Active Directory & &7 512
X, WEHEBET o v Vel AT 20ERH Y £7°,

* CiscoISE~DEBLT 7 & A 2% L CREBAERN— A OFREEZ AN LTV T, Active Directory
ETATUTATAY—AELTHALTWAEE, 7y 77— RRIZISERZ A~
NR—=UEEBTEETA, NI T v 77 L— RHIZ Active Directory & DFEE R K
%72 T7, Active Directory & Oifti& 1803 2 121%, CiscoISECLLIZHEE L, IRD A~
VREMFEHLCE—T7E—RTISET U r—ra &L ET,

application start ise safe

CiscoISE 3t —7FE— RTEBILIZH, ROX AT ZFZITLET,
« NEREHLE T 7 b &EM LT CiscoISE 21— —A( X —T = A A2 AL
i—é‘o

RAT = REENTESAEERITIEHET I b v 7 SNTWAEAIT. EFE
NAT— K&y NTBHEICOWNT, FEEVA RO [CiscolSE~DEET 7+
2] EBRLTLIEE N,

« Cisco ISE & Active Directory ##55 L £,

Active Directory & OFEEOFEMIZ OV TIL, ROEHZSHL TS E 30,

Configure Active Directory as an External Identity Source

Active Directory TER SN SiEAEREM

Cisco ISE IZ, SAM & CN OW I udy, FIm SO BEEEMH L Ca—0—%2#5 L E 7,
CiscolISEV UV —RZ22/NvF5 L)U‘?E\ BILO23/Ny 52 ul‘r%{j:\ sAMAccountName Eﬁl‘i%’?7j‘
NMEDEMEELTHEMALET, ZRLETOY U —RTiL, SAM & CN OO REMHENT 7 +
VR THRBENTWE L, ZOEMEEXY V=222 Xy F 5K E 23 3 F 2 LIFET,
CSCVR21978 N TEITED—E L LTEREEINFE L, 26D Y U —ZTiE, sAMAccountName
BHEOARNT 74V NOREE LTERSNET,

FEREEOBREE THENZL U T, SAM & CN OWThdy, £72iX 5 2 /EH 3% K 912 Cisco ISE
ERETEFET, SAMBLUCN M S 554 . SAMAccountName JBPEDEN —E T2
U &, CiscoISE 1% CN BMHME S el L £ 97,
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https://tools.cisco.com/bugsearch/bug/CSCvf21978

| 7yF9L—FrD2 29 DER
#aizoNs Ly o7y T |

Active Directory 7 A 7 > 7 4 7 A BB D@L R IET H121E, ROFIEEZFATLET,

« 1[B¥E (Adminigration) ]>[IDDEE (Identity Management) ]>[4&8IDY—X (External
I dentity Sources) ]>[ActiveDirectory] Z &R L ¥ 9", [Active Directory] 7 t > K7 C, [J&
g —/L (AdvancedTools) %7 VU v 7 L., [EEH% (Advanced Tuning) ] 7% &R L F
T ROFEMEATILET,

+ [ISE/ — K (ISE Node) ] : Active Directory |25t IS4 5 ISE / — R&Z IR L £77,

o [£4f7 (Name) |: ZHFTHL U AR F—% AJJLET, Active Directory i 55 J& 14 %
PAL e Y e =

REGISTRY.Services\lsass\Parameters\Providers\ActiveDirectory\IdentityLookupField

EANLET,

oMl (Value) ]: 2—H—Zik5d 570 ISE THAT 2 EMEEZ A LET,
*SAM: 7T UTSAMDOAREMHALEST (ZOF T arBDT 74/ ETT)
eCN: 7= TCCNDOHREHFEHLET,
*SAMCN : 7= J TCN & SAM #{FEfH L £,

e[ A2 b (Comment) |: ZEENEETLERLET (& x1E 1574V bEIEEZ SAM

BLOCNIZEFE] ) .

« 2. [MEOFEH (Update Value) 1227 Vw7 LTCLPARNIEEHLET,

RNy T T ovT T4 RUBRKRENET, Avb—U%HEARD, BEEZZITANET,
ISE®D AD 2327 29— ZARHEH L £,

HE|ZDNS LY O Ty T

F_TODNS P — R — TR STV D T T D CiscoISE / — RiZxf LC, 5| & DNS
N I T o TNRRESNTNAZEEHRLET, THOLARNVWE, To7 7 L—FREgIZT 71
A A MEEREORIEN AT D AREMENH Y 9,

SERREDETT
PAN TOIIBREDE T

SEEBE T v L — KT AL RO T ORI SNFEAIE. 94~ V&) —
RD/L— bk CAFEHEIIGE T 3 EHEX M TIZEMENNEE A,

WU FVER ) — NIIFH LWERETY 74~ VEH ) — RIZAEKBINL TV,
ey arYP—ERFEHHY) )= R TT 4 —=T NI TS,

FEEDS A M TR WAL, BFE=7 — %A L, RO —NRAINDHAREERH D F
ERE

® Unknown CA in chain during a BYOD flow
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TyFIL—RE0s 29 0ET |
B r-roar—omsm

® OCSP unknown error during a BYOD flow

INHDAyE—UiE, KIRLTEEIED [7 4 7 a2 (Live Logs) [ -S— O [Fffll (More
Details) | V> % 2 ) w745 b dmsnET

TIAVER ) — FO/N— b CAGEAEZETT SIZIE, B L Cisco ISE /b— k CA FEW
EF 2 —FAKLET, CiscolSEGUI T[A==2— (Menu) |7/ 2> (=) #7 Vv L
TEIRLEJ, [BE (Administration) ]>[iEBEZE (Certificates) | > [EIBAZELRER
(Certificate Signing Requests) ] >[ISE JL— k CASIBAZF =z —DEEH X (ReplacelSE
Root CA certificatechain) [# 3R L £,

SRELX—FvHUF)ER/ —RTHERTT S

Y H U FVE ) — REEHAL TCWBERIE, 774~V E ) — K235 CiscoISECA FiERH
BLO®F—ONRN 77T ERE L, A XVER ) —RTHELTLET, XY, 77
A<V PAN IZFEENBEL, O X IVEHR ) —FE2T7 T4~ VER ) — NICEKT 56
2. B A VEH ) — R PRIV — b CA ST T{ICA & LTEWET A LD 12720 F

RS
FEE L X =Dy 7T v TB X OETICET 23MIC OV TE, ROEHZZRL TS
VY,

Cisco ISE CA iFHEB L VX —D R I 7 v 7 L1857

II—FCAFz—2DBER
BEDT v 77— RFIVFTIR, Ty 77— Rt 2058 T#HIL—FCAF = —
ERARTAOVLENS D FT, WOFIAIZKEST, V»—FCA T =—rEFHEKRLET,

1. CiscolISE A A A =a—5, [EE (Administration) | >[2 X T4 (System) | > [EEBA
£ (Certificates) | > [(EFAZDEE (Certificate Management) | > [ZEBAZE L ER
(Certificate Signing Requests) | DJIEIZER L E 77,

2. [REAEZAER (CSR) DAL (Generate Certificate Signing Request (CSR)) 1% 27 U v 7
LET,

3. [REFAEOEEAS (Certificate(s) will be used for) | Ku v 7 #7 J A NC[ISE /L— k CA
(ISE Root CA) ] &R L £7,

4, [ISE/L— bk CAGEET = —> OiE X #ix (Replace ISE Root CA Certificate Chain) | % 7
Uy LET,

RIIN—FCAFT—DBESF UL

TyvFToL—FKDIF)+ EF—FK
INT T — R ek B E AZ L RT7
NENT ST L— R ut R B L AZ R
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| 7yF9L—FrD2 29 DER
grpLzNac ]

FyITTL— RO+ F EF—K
T — 2 N—2DE LT 1t X 2 H RT o
J— ROFR¥ 58T 77— KT a2 %I, B XV PANEZT T4~ | B

PAN 25449 %

CiscoISE / — FD RAA VA ETIEHRA NLOER P

Ty T T = RTae A%, ROA XY SRRAET L AREERH Y 7,
1 A 70T —2RR0,

2. Fa—lrrxT—,

3. ~IVART—H AN AT,

4. —HD /) — PO AT IPEIFATE 5 AR 720,

Fa—U 7T —%fk L, E#REZEICT 511X, MnTDatabase 2 U & ~ L, ISE/L— |
CAFIFAETF = — U 2B DZMLERH Y 7,

Z R0 E NAC

B LEINAC (TCNAC) H—EREZEMMIL TWDEAIFX, 777 L— F#%IZ, TC-NAC
THETHDEERE LI W ATREME N B D £ 97, ISEGUI D [ 1. NAC (Threat-CentricNAC) ]
R=UNLT X T eHEMTLILERNHY T, 7T X EHEBRNT LI, TH T X &
WLT[HESR (Restart) 227 Vv 7 LET,

- = — O : N - ~ En e |
SMNP E#{ETRY) O—H—ER/ — FE&E
SNMP D% E T, FET[LDORY > —%—E R/ — K (Originating Policy Services Node) ] ™
EERELISE. CORELT v 77 L— FRZkbiuEd, SNMP&REZ HixET D0
N ET,
FMIZ OV TIE,
Network Device Definition Settings| @ [SNMP Settings| #ZH L T 723\,

JA77425 74— kY —EX
T TL— R Ta 7745 74— RSP —ERAFEH LT, HFOUINBA A F—L I
TWBEHIZLET,
Cisco ISE BHE HR—Z LG

AT w1 CiscolSEGUIT[A==2— (Menu) ]7A 2> (=) #27 Vv 7 LCERIRLET, [EE (Adminigration) 1>
[74— KH—EX (FeedService) 1>[FRT 745 (Profiler) &N LET, Ym77 47 74 —R
F—EAREDNENTNDZ L 2B LET,
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TyFIL—RE0s 29 0ET |
B /57> r7neva=vy

ATv T2 [T <HEH (UpdateNow) 27 U v LET,

9547 TJROEYa =Y
IIAT R Treyla= R =T HESNTWAIRXA T 4 T O TV a7y
ANEFzy 7 LT, ULV LASSIDAIELWZ L 2R LET, i0S T35 ZADEA., 1
XG> U — 7 NIEFIROYGA L, [I0SOFXE (i0SSettings) | =V 7 T[¥—F7 v hx v
U — 7 IERRIREZA 2 —7 /W2 T % (Enableiftarget network ishidden) ] F = > 7 K> 7 X%
T Az LET,

ISETCDOIFAT N Fubya=u T VY —2OHEG
oS4 UEH

AFYF1 CiscolSEGUI T[A==z— Menu) | 7A 2> () 227V w7 LGRERLET, [RU— (Policy) 1>
[V v —#5 (Policy Elements) 1> [f§# (Results) 1>[7 7A4 7> h 7meva =7 (Client
Provisioning) |>[Y Y —2A (Resources) | ZiERL T, 7 I7A4 T K Faeva=v7 UV —RAZHEL
i‘g‘o

ATv72 (B (Add) 1227V v LET,

AT9 T3 [ ARaYA FbDOT—Y = Y J—Z (Agent Resources From Cisco Site) ] 23R L £,

ATy T4 [VE—F)Y—ZADHF > a— LK (Download Remote Resources) ] 7 « > K7 T, Cisco Temporal Agent !
V—2 ;5_}55;%*){ Li‘a—o

ATy TS [fR1FE (Save) |27 Vw27 LT, Furua—KL7ZY Y—AR[Y Y—R (Resources) ] X—IICEREN
TWAZ LailLET,

7254 VEH

ATy 1 [RY— (Policy) 1>[RY T —%FH (Policy Elements) ]> [#55% (Results) |>[7 74Tk 7rbE V3
=27 (Client Provisioning) ]>[Y ¥— A (Resources) | Z&EINL T, 7747 s Freya=v7 1
V—RAERELET,

ATV T2 CiscolSEGUI T[A==2— (Memu) |7 A2y (=) 227Uy 7 LCGEIRLET, [KRY— (Policy) 1>
[R VU > —3F (Policy Elements) 1> [fEH (Results) [>[7 F7A T h 7ubya="7 (Client
Provisioning) ]>[V Y—A (Resources) | &R L T, 7 I9A4 T b FubVa=r7 JY—XEFHEL
£

ATv73 B (Add) 15227V vy 27 LET,

AT T8 [B—INT 4 A7 EDT—Y = b Y —Z (Agent Resources from Local Disk) ] 2% L £,

ATy TS [HT7T TV (Category) | K v 7FH UG, [V AanE: 4 % /%y 77— (CiscoProvided Packages) ]%
HEIRLET,
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| 7yF9L—FrD2 29 DER
g2z —+ [

T =
B 5 AAM—k
IS DFEIETE DR 57 % Cisco ISE IZxF T ARBAEIZME T2 HWIP 74+ o ED LT
V=T NRAARBDLEE. TNHDT A, AINERORE SR EMEHT 5729, FRARI AL
9, Tv 7T L— &I CmmSE#Vﬁ/—TA4X%M£T%5i9 T AT, RO
I [FFRTETnbD 7' k=L (Allowed Protocols) | DX EZE HEH LT 7ZE W,
ATYF1 CiscolSEGUI T[A==z— (Menu) |7 A 2> (=) #27 Vv 7 LGRERLET, [RUP— (Policy) 1>

[R1) >—EF (Policy Elements) ] >[#52R (Results) ]>[FBiF (Authentication) |>[EfAldh 270+
JL (Allowed Protocols) %R L £9°,

ATv T2 FHFASNTWLT e band—e X &ML, 3505 RNAZEAPICFFA[ T % (Allow weak ciphers for
EAP) | F=v /Ry 7 A AT LET,

ATwF3 [EE (Submit) 1227V v LET,

BErEY Y
Cisco Identity Services Engine UV ) —A / — |
Cisco Identity Services Engine * v bV —2 22 U AR— >~ O B

EFEZAR)UTBEV NIV a—Ta2D
e BT A—INHKE, BRICAYVLR—F, FT—FHIERELTHRELET,
BT AREEDT T — LD LEVMEE LT T ANV A EHERLET, T _TOT T7—4
. Ty 77— REBIZT 74V TS, 2= 2720 £,
s MENE L TCLAR—hE I AZA A LET, HWEMTLR—F 2T AX~ A X LT
Blx. MAEEEN, Ty 77— R FatvRlkoTEEXINET,
MNT /Ay 97w TDET

EHRNAER L7 MnT T —F DEAT— XNy 7 7o 72 ER LT, X7 v &ETL
9,

A OWTIE, IFZZRL T ZE0,

SEHZHOWTIE, [Cisco ISEEBEHA K] o Ty Ty Ty Ty Ty IRy 7 v E
E] BB L TLZ&E,

Trustsec NAD (2% T B7R!) O—DEH

WD o<y RERDONEFTEITL T, AT LD Cisco TrustSec s L A ¥ 3 A v F—T = A
AR =% —RLET,

®* no cts role-based enforcement

® cts role-based enforcement
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TyIIL—RFED2 R DR |
B s7ur ronevazo sy v—roEH

SJYh b TAOESIZ VT D4 H— FOEEH
HLWY ) =R T v 77— R348, £33y F2@EHAT258,. 700 s 7n
Va4 —F (SPW) IIEFHINEHA, SPWEFETEHF L, HrLVLSPW S
BID2H LWRAT 4 T BTV N TaTdrsANEHF LI TAT T ya=r
RY —2 BT HLENHY £, FTLWSPWIZISEX 7o m— RX—J T £,

JOJ7A45T 2 RiRA > bAREEDORB/IL TV r—Sa Y

CiscoISE2.7LIEDNR— g T v 7 L—R45L JEDIS7 L —A U —27 O—E L LT,
A— bk 6379 #EEANDTXTD / — FETHRW TN REEEZIT O LERH Y 9,
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