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ZH ]

exporthttp_proxy |HTTP e x> AL F9,
user: pass@host-or-ip: port

export HTTPS 7 %o TN ZFEH L ET,

https_proxy ,
user: pass@host-or-ip: port

exportno_proxy | 7'm % IAEA A HIER L £ 7,
export no_proxy="1localhost,127.0.0.1"

1
A2 L HTTP 1 %3

vi /etc/environment
export http proxy="myproxy.example.com:8181"

S X HTTPS Y1 X3

vi /etc/environment
export https proxy="ben.smith:bens-password@myproxy.example.com:8181"

ATy T2 Poa<v s Ry Ryl L CREXZHERLET,

env grep | proxy

FEROH

http proxy=myproxy.example.com:8181

ATV T3 ROWNWTNILDEY > g ATHELFET,
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docker --version
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TV oAV A=V LET,
ATvT2 VARV M EEHBIOT v 77 L —RLET,
CentOS 7 :
sudo yum -y update && sudo yum -y upgrade
ATY T3 epel VR RV &AL A=V LET,
CentOS 7 :

sudo yum -y install epel-release

ATy 4 (CentOS7 DF, ) Python3 A A h—/L LET,

sudo yum install -y python3 libselinux-python3

XTw S5 Ansible A A b—/L LT,
CentOS 7 3 X ¥ CentOS 8 :

sudo yum install -y ansible
AT T 6 Ansible D= a VR 29 LIETHD Z L EAMRLET,

CentOS 7 :

ansible --version

ansible 2.9.24

config file = /etc/ansible/ansible.cfg

configured module search path = [u'/home/admin/.ansible/plugins/modules’,
u'/usr/share/ansible/plugins/modules"']

ansible python module location = /usr/lib/python2.7/site-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.5 (default, Apr 2 2020, 13:16:51) [GCC 4.8.5 20150623 (Red Hat 4.8.5-39)]
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47" a > "C dynamic attributes connector T 7' 12 & L Offi &2 1EF 5121, /etc/environment
EWEL T o X R EEIRL £,
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docker --version

Docker 231 ' A b =L ENTW A AL, Ubuntu TP Docker =2 P DT A A b —)LOAIZHE -
TT A A =L LET,

VRS N ZFHLET,

RHEL 7 :

sudo yum -y update && sudo yum -y upgrade

RHEL 8 :

sudo dnf -y update && sudo dnf -y upgrade
epel URY R ZA A M= LET,
RHEL 7 :

sudo yum -y install https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm

RHEL 8 :

sudo dnf -y install https://dl.fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm
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ATvT4

ATy TH

ATvT6

FREHY 7 bz 704 R b= Ubuntu ]

(RHEL 7 ® 7%, ) Python3 %A > A h—/L L £,

sudo yum install -y python3 libselinux-python3

Ansible A A h—/L LET,
RHEL 7 :

sudo yum -y install ansible

RHEL 8 :

sudo dnf install -y ansible

Ansible DN— g U AfER L £ 9,

ansible --version

KICH 2R LET,
RHEL 7 :

ansible 2.9.24

config file = /etc/ansible/ansible.cfg

configured module search path = [u'/home/stevej/.ansible/plugins/modules’,
u'/usr/share/ansible/plugins/modules']

ansible python module location = /usr/lib/python2.7/site-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.5 (default, Mar 20 2020, 17:08:22) [GCC 4.8.5 20150623 (Red Hat 4.8.5-39)]

GE)  ATHOH IR RT X 512, Ansible 23 Python 2.x 22T 5 DITIEH T, ax7 XI5 &kix
Python 3 ZfEH] L £7,

RHEL 8 :

ansible 2.9.24

config file = /etc/ansible/ansible.cfg

configured module search path = ['/home/steve]j/.ansible/plugins/modules’,
'/usr/share/ansible/plugins/modules"']

ansible python module location = /usr/lib/python3.6/site-packages/ansible

executable location = /usr/bin/ansible

python version = 3.6.8 (default, Mar 18 2021, 08:58:41) [GCC 8.4.1 20200928 (Red Hat 8.4.1-1)]

RDARY
Cisco Secure B EMEa %7 Z DA VA F—b (11 =) THHIATWD L oic, ax
I BEA LA R—=ILLET,

27" 3 > "C dynamic attributes connector T 7" 1 % L O &2 42 1L 5 121E, /etc/environment
e LT X UM EHIR L 7,

BREHEY IOz 70DA X F—JL : Ubuntu

ATy T

Docker N A VA M= ENTWARWIZ EEHERL, A VA=A ENTWEEEIET VA v A M=V LF
ﬁ‘o
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docker --version
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TToA A= LET,

RATvFT2 VAV ZEHLET,

sudo apt -y update && sudo apt -y upgrade

AT v 73 Python DNN— 3 U EHERLET,

/usr/bin/python3 --version

NR=T 3836 LVETIOHEIE, N—Var36x&dA A= NATEHHERHY 7,
ATw T4 Python3.6 %A A h—LLET,

sudo apt -y install python3.6

ATFyTS @74 77 VA A=V LET,

sudo apt -y install software-properties-common

ATw 76 Ansible A A b—LLET,

sudo apt-add-repository -y -u ppa:ansible/ansible && sudo apt -y install ansible

AT w1 Ansible DX—2 5 U EFER L £,

ansible --version

RITHI 2R LET,

ansible --version
ansible 2.9.19

config file = /etc/ansible/ansible.cfg

configured module search path = [u'/home/admin/.ansible/plugins/modules’,
u'/usr/share/ansible/plugins/modules"']

ansible python module location = /usr/lib/python2.7/dist-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.17 (default, Feb 27 2021, 15:10:58) [GCC 7.5.0]

GE) giHOHEDNBRT L HIZ, Ansible 28 Python 2.x BT 25 DITIER T, 237 XI5l &k

Python 3.6 Z ] L £,

RDEZRY

Cisco Secure HIJEIMET R 7 % DA A b—/b (11 =) THHAIRTWD Loz, 2x
P REBA A=) LET,

27" 3 > C dynamic attributes connector T 7" 1 % L O Z4F1E T 5 1Z1E, /etc/environment
ERELTT X UEREHIRLET,
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MR ZFF O ——L L Cax s ¥ & VA M= ATH0ERH D T2, FEHER—F—L
LCaxs 4 aFTTEEd,
(F L& BRI
VAT DMIROFHESRMEY 7 b7 =T BA VA =L ENTNDZ L EHERL T EEW,
« Ubuntu 18.04 % 721 20.04
* CentOS 7 Linux £ 7213 8
* Red Hat Enterprise Linux (RHEL) 7 £721% 8
« Python 3.6.x
* Ansible 2.9 DA
TRCOANL—T 4 VT VAT LD/ N
« 4 {HD CPU
* 8 GB RAM

+ 100 GB fEHFIEE/R T 4 A 7 A I— R

vCenter BIEAZEAT 2EEIE. WL MLETT,

» vCenter 6.7
o AR~ 12, VMware YV —IV WA VA P—)LENTWARERH Y £,

BHRSMEY 7 b =T %A A M= D20, BESREY 7 b =T DA A =L (6
N—=) EZBLTLEIN,

Readme & ') ) —X / — FDERTR
B DA A M= UFRIZOWTE, LLFEZH LT,
Readme : https://galaxy.ansible.com/cisco/csdac

YUY —A/—h :CiscoSecure HIJEMaxrs ¥ JJ—R/— ]

BHEMEIRIZ YT b TORRE

EMEa R % VT N =T OFEHNA—Y a Y ERGT IR, ROoa~vry REFATLE
R

ansible-galaxy collection install cisco.csdac
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LZRB— (RE) Y—ERADA VA b=
LAL— () —r i, BB xR7 ¥ ORl4 T,
~/.ansible/collections/ansible_collections/cisco/csdac7 « L' 7 R UmBIROD A~ REFATLET,

ansible-playbook default_playbook.yml [--ask-become-pass] [--extra-vars " vars " ]

B DR

i
N

—ask-become-pass sudo /AT — K& ANT B L IICKDLENET, <> T sudo WA
725 TWADIGHRITMATT,

-—-extra-vars WROAT v a rOBEMERIZEY, BiEtEaxs & X 7ax T 2HT
XHEICRVET, ERHTAEIL. AHRESREY 7 N 2T DA A h—
(6 %—2) OFHICHE > THERL L 72 Jetc/environment DfE & — 7%
PVERH Y £7,

« csdac_proxy_enabled=true
» csdac_http_proxy_url=http://PROXY_URL
csdac_https proxy url=PROXY_URL
WOAT L a » OBMERIT, BIRENE= R 7 2 IZZEIHERT 57201

FHTEHCBAMEHELERLET, ZNODONT A= EHIKT 5
L. BB R Z 13T 7 4V FOFEAEEZEH L E T,

 csdac_certificate_domain

HENVERR SNIZFEHED KA A 4, 7 74/ MAlZ, mA SO BHE)
M SN 72A A 4T (ansible (2 X » THH &%)

« csdac_certificate_country _name

Two-letter country code. (7 7 4 /L MEIE us)
« csdac_certificate_organization_name

kA, (7740 MEX cisco)
« csdac_certificate organization_unit_name

< HREHNLA (77 40 MBI cisco) )

TIAIFDFERAZEFFERAL-M4 VX F—ILA
21X TOANENDE T T T RN 2T A A =T AT

ansible-galaxy collection install cisco.csdac

cd ~/.ansible/collections/ansible collections/cisco/csdac
ansible-playbook default playbook.yml --ask-become-pass

[ Cisco Secure BNIBIE IRV 2 11 R AHA K



| CiscoBtBHIRY52DA VR =L
Cisco Secure @17 207 v T L—F |

AT avDREEFRALI-A VA F—IL
e ziE, ATV arOFHERFEHALCY 7 N 2T B A VA =LA

ansible-galaxy collection install cisco.csdac

cd ~/.ansible/collections/ansible collections/cisco/csdac

ansible-playbook default playbook.yml --ask-become-pass --extra-vars
"csdac_certificate domain=domain.example.com csdac certificate country name=US
csdac_certificate organization name=Cisco
csdac_certificate organization unit name=Engineering"

FEHEZER LD, aRx 7 Z~DT 72 ZAHHT 25 Web 77 U WICFEHEE A
A= b Liffo FEBHE ~/csdac/app/config/certs ;/ﬁ% L7 ~U Kﬁzﬁkéﬂij}

AR =LA TDORTE
A VA R—=a ZIIIROBGETZH Y F7,

~/.ansible/collections/ansible collections/cisco/csdac/logs/csdac.log

SEBAE % {# A L 1= dynamic attributes connector ~ D5k

SFAEL X —NH L5 E81E. TNLERE~ D ~/csdac/app/config/certs5“\\4’ L7 hUIZ
BELE9,

IO X A Z#FAT LTth, RO~ K& AJJL T, dynamic attributes connector @ Docker =
YTl eEEB L ET,

docker restart muster-ui

ARy EA~ORTA Y
1. mmmﬁmﬂMm$T@%Eﬁ3*75KT??XLE?O
2. mJ7AULET,

Ea 7 A VDo —Y—4 % admin, /NA T — FNl¥ adnin T, flHOHTr I/ A Lizd &
W2, NMRAT—=REEHETLHEIROBILET,

Cisco Secure EIEMH AR 2D T v THL— K

ZDORE w7 T, CiscoSecure BB Ea X 7 "= g 1.0 BARA—V a3 1117 v
T 1L— R4 B FHEIZOWTHALET, 23— 3 2 1.0 1% Ubuntu 18.04 TORF|HARET - 7=
-, THOOFEREHINAAL—TF ¢ 7> 25 A% Ubuntu 18.04 7217 T,

ZDOME w7 TIE, LLAETD Cisco Secure BIf)JEM 2 % 7 ¥ ZBEDONR—Ta N7 v 77 L—
R4 2 FEICOWTHBALET, b0 H A7 1%, CiscoSecure i@tk a7 % dX—V 5
VRANRL =T 4 T VAT MR ETTEE T,

ATFYT1 Ty F T L—FRthr~v 4w A4 LET,

Cisco Secure EIfIBMEI RV 2 11 ERAH A F
I
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. Cisco Secure EIfIEMHE IRV 2 DT v T L—F

ATFwT2 kOoa<wr RFEAHLLET,

ansible-galaxy collection install cisco.csdac --force
ansible-playbook default playbook.yml —ask-become-pass
ansible-playbook default playbook.yml --ask-become-pass [--extra-vars vars]

BX DR

ul
&=

ATvT3
ATvT4

--ak-become-pass sudo/SA T — REZANTH Lok bnEd, v Tsudo AT -
TWBIBAITMETT,

-—-extra-vars WROAT > a OBMERIZEY, BiEtEaxs 2 R e v a2H T
5RO ET, HEHT LML, BRI 7 hU =T DA A =L
(6 =—37) OFBIINE > THERL L7z Jetc/environment OfE & — 925 M3
NdHYET,

» csdac_proxy_enabled=true

» csdac_http_proxy_url=http://PROXY_URL
csdac_https proxy_url=PROXY_URL

WD T > a rOBIEET. BINEMN X7 X ICERITERT 2 72DI1ICfE
HATEHEBAEAELENR LET, INODONNTA—XEEIETH L,
PRI R Z 13T 740 N ER S LE T,

« csdac_certificate_ domain

HEIAER SNZREBED KA AL 4, 774/ MAIZ, FAX SO &R
HENT2AR A M4 T (ansible 12X > THRE SN D)

« csdac_certificate_country _name

Two-letter country code. (7 7 4 /L MEIE us)
« csdac_certificate organization_name

M4, (T 740 MEIK cisco)

« csdac_certificate organization_unit_name

« MFRHALA (77 44 M cisco) )

T T T U= RRBRETTHETHLET,
T 7T L—RKoa ZIROBATICH D F£9,

~/.ansible/collections/ansible collections/cisco/csdac/logs/csdac.log

RDARY
fax 7 Z2OFEN (152—) | 22RBLTLEE N,

[ Cisco Secure BNIBIE IRV 2 11 R AHA K



syl

EL

3=
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=JL ==
ax AE

BB X 7 Z A VA M=V LT, axr &, BEET 4 VE, TETZERER L. T

7 ZHIENL— L THHATEL24 4TI v 7 Ry U —2 F—XF % EMC IZH#HE L £,

FERZOWTIE, RO PE Y 7 2B LTLEEW,
o X7 X OMERKR (15 X—2)
« T ETZOMER (28 =)
« BB YE T 4 V2 DVER

a1 32 DIERK

(36 =2—3)

ax g XX, VI RV —EATDA L H—T A ATT, aRx I XZF7T77 Rh—E 205

Xy b =7 FRERGET 5720,

WEMHTE £,

WY AR—hSHTVET,

FMCOT7 7t Zx ayha—/L R —TRy NU—7 1%

% 2: Cisco Secure Dynamic Attributes Connector '\—> 3 B KUV TS5y h T+ —LTHR— IR TWSIRI 42D

A+

CSDAC /N\—> 3 )T AWS. | Git- Google ~ |Aawe | Azure — |Microsoft |VMware
Sy kIA—L Hub |5~ g £ x4+ |Office365 |vCenter
N=a vl 7 s | | I HHIES | I RIS XFhis
LI A) Jix

N—=Ta 20 (A7 || ® IS | * IS SIS | i XIS PSS
LI RA)

777 FHA (Cisco | RS | RIS | XS SRS | SeFhES HEIE FERIIG

Defense Orchestrator)

FEHNZOWTIL, ROEEZZRL T 7ZE W,

Cisco Secure BitEME 0 2 111 F |
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. Amazon Web Services IR 9 % : A—H—EREA VA R—bFEh=T—2I12D0\T

AmazonWebServicesaA %7 4 : 1—H—EREA VU R—rahf=-FT—
RAZDNT

Cisco Secure Dynamic Attributes Connector £, 727 A 2> b —/L KU o —THEMAT L0
(2 AWS 705 FMC ([CE @ ez 1 > R— b L&,

14 oiR— kSN -EBMENE
AWS DB R OB BEIEE A AR — F LET,
e 27 AWSEQ2 Y V—AZEIFT A - DIfEH TE A2 —PF—FEHZEDOF— LHEDOT,

FEHZOWTIE, AWS R 2 A2 D TAmazonEC2 Y YV —AD X 7 1] BB L TL
72EW,

« AWS NI~ v D IP T RL A,

LER/IROHER

Cisco Secure Dynamic Attributes Connector (Z{%, 72< & . ec2:DescribeTags 3 L Y
ec2:Describelnstances GZ@JE’J@‘E@K VR— bk %%@ﬁ“&é N ) :‘/*‘%P}Ol%‘ﬁ‘%ﬁ)%\gf

R
Cisco Secure Dynamic Attributes Connector [Z%t L TE/NEDIER D AWS 1 —H —%
ERRLZET,
DX AT TR, BfEEE FMC IZIEET 2720 DR/ NMROMEIRZFFOYV— AT H T > K
ERETHHEZOWTHHALET, ZNODORMED Y X MOV TIL, Amazon Web Services
axy B a—P—HEREA VR —FENTZT —FIZONT (16 3—) 2R LTLES
W,
18 H B HIIC
Amazon Web Services (AWS) 7 H TV N TTICHESN TWAIXLERSH D £, ZhziT
D HEOFEMZONTIL, AWS R¥ 2 AV O ZOFRFEZHML T Z &,
ATvT1 EFHEo—LEFOL—YP—LLTAWS av Y —cn /A LET,
RTYvT2 HFyovaR—Fnb, [€FaVTa. PATUTAT14BKTESF (Security, ldentity & Compliance) >
[[AM]Z 27V v 7 LET,
ATv T3 [7UEREE (AccessManagement) |>[1—H— (Users) 127V v 7 L7,
ATy 74 [Z2—FDEM (AddUsers) |27V v 7 LET,
ATy T [2—H—4 (UserName) | 7 1 —/L K2, 2=V —%#BT 57004 H12 AT LET,
ATYT6 [TI78AXF—-TulTALDT 7 8A (Access Key - Programmatic Access) | %7 Vv 7 LET,
ATy F1  [HERORE (Setpermissions) ]~ —T T, 22—V —(2MbL 7 7 A ZFFAEFIZ [k~ (Next) 1 %7

Vw27 LET, ZHIEFETITVWET,

[ Cisco Secure BNIBIE IRV 2 11 R AHA K


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/

| Cisco Secure Dynamic Attributes Connector 0 % E

ATvT8
ATFvT9
ATv 710

ATy TN
ATvT12

ATv713
ATy 714

ATy 715

AT v 716
AT T11
ATv7T18

ATv 719

RTvT20
ATvTn
ATy T2
ATv7T23

Cisco Secure Dynamic Attributes Connector [} L THR/NRDIER ZHD AWS 1 —H—Z{ER L £ T .

VEZE U T, =W —lZ¥ 7 EBIML £,

[Create User] #7 U v 7 L £ 7,

[esvE X 72— R (Download.csv) |#7 Vv 7 LT, 2—H—DF—%aLta—F—|lF¥ U a—
FLET,

GE)  Zhp, 2=V —0F—z2 UG+ o0LENH HM— DT,

AL (Close) 1227V v 7 LET,

ERMOIND [TAT T 4T 4T 7 2AEH (IAM)  (Identity and Access Management (IAM)) ] ~—7
T, [7YERAEE (AccessManagement) | >[R!) &— (Policies) |#7 U v 7 L&,

[Create Policy] #7 U v 7 LET,
[R Y > —DfER (Create Policy) ]~X—YC, [JSON] %727 U v 7 LET,

1 ° 3 4 5

+ Set permissions

Copy permissions from Attach existing policies

({
"&‘ Aod user 1o grol M existing user directly

0

Create policy

T 4= RIZRDOERY) —2 AT LET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeTags",
"ec2:DescribelInstances"

] 4

"Resource": "*"

}

[k~ (Next) 127V w7 LET,

[LE=— (Review) 1 &7 U v 7 LET,

[R Y —Dfi (Review Policy) ] ~—C, LERFHRAEZAN L, [KRYU T —DEk (Create Policy) ]
Vv LET,

[R Y — (Policies) ] —Y T, BB 74—/ RIZHR Y —Z DT X TEIT—H#% A L. Enter ¥—
EHLET,

ER LR o—% 27 Vw7 LET,

[72 23> (Actions) |>[7H vF (Attach) 27V v 7 LET,

VEIJE LT, R 7 4 — /L FIZa—F—ZORMEIT—HEZ AT L, Enter ¥—% ML ET,
[RY—%7T % v (Attachpolicy) =27 Vv 7 LET,

Cisco Secure BitEME 0 2 111 F |
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B awsaxosonm

RDZRY
AWS 2 %7 X OERL (18 X—7)

AWS O %9 2 D{ERK
TDRAATTIL, Tr7®A aryba— LR —THEHATLHZH, AWS 25 FMC 157 —#
ERETHaARI X EFRTET D HEICOWTEHALET,
1R BHHEIIZ

Cisco Secure Dynamic Attributes Connector (2%} L T He/NEDHEIR 2 £F-> AWS == —H —ZAERL L
F1., (Q6~—) THHILHERULEOZ—F—ZFERLE T,

ATy T BEEax s 2ice 74 LET,
ATv T2 [2x27 % (Connectors) ] &7V v LET,
RT9T3 KOWTNNERITLET,

cHLV AR ZOBEM A 22U v s LThb, a7 X04FEZ Y v LET,

« AR ZOREFETZITHIR  More() 227V v 7 LTS, TOXRRBICH S [ (Edit) | £721% [H)
B (Delete) 1% 7 VU v 27 LET,

ATy T4 ROEREASLET,

{[E] SR BA
£ 81 (Name) (WH) Zoaxl X2 & B8 T 24812 AT LET,
£%BH (Description) S (FTvay) .,

ZILRERE (Pull Interval) (F7 40 MI308) AWSHHIP~ v o 7 2 BST 2R T,

1)—< 3> (Region) (WH) AWS ) —Ya v a—Fa A LET,

T EAX— (AccesKey) | () 77 BAF—H AN LET,

HWEF— (Secret Key) (W) wWE#z A LET,

ATV TS axy ZERFT LA, [TAR (Test) 1227V v 27 LT, TARMBEITLHZ 2R LET,
ATvT6 [fRTF (Save) |27 U w27 LET,
AT9 1 [AT7T—H A (Status) |FIZ [OK] BERINTND Z L E2HERLET,

RDRARY
THETHEDOIER (28 X—)

[ Cisco Secure BNIBIE IRV 2 11 R AHA K
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Aaure 375 % - 1—F—HREA VR— bashF—212o0T [

Azure AR R : A—H—EREAM Vi R— b EShf=-T—2I(ZD1LVT

Cisco Secure Dynamic Attributes Connector £, 727 & A 2> ha—/L KU o —THEMATLH7=0
2. Azure 7056 FMC ~BIR)EMEE A A R— M LE T,

A4 vR— b En-BHE%
Azure 2 BLIROEH @A A R —FLET,

BT YUY —R VY= N—F BIOY TR Y g CEEMNT bR
DT,

FEANZ DWW TIE, Microsoft FX 2 XA FDOZDOR—=U B LT ZE 0,

s Azure NORAE~ T D IPT RV A,

DEGE/NINROHER

Cisco Secure Dynamic Attributes Connector T, EifJEMEL A VAR — hF512i%, e b l)—
A —HER & Fi o — =P EE T,

Cisco Secure Dynamic Attributes Connector (2519 % & /NRDIER %D Azure 1 —H—D

323

AT 71
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvI1
ATvT8

DX AT T, BIMENE FMC IZEET 5720 0O/ NROMEREZF SV —EAT v |
ERETDHEIOWTHALET, ZnO0BMED Y A MZOWTIE, Azure 237 ¥ 1 2—
P—HERBE A VAR —FENTET—ZIZHONT (193—2) 2R LTI,

558 BRI

Microsoft Azure 7 4 7 > F B BEICEf > TV AMERH Y F3, B/ETAHITIL, Azure R¥F = A
YA RO ZONR=TESRLTIIZE W,

I

YT RN T v a rOFTEHEE LT Azure Portal (IZu /A > LET,

[Azure Active Directory] #7 V v 7 L¥7,

RIET HT 7V r—1 a3 O Azure Active Directory DA 2 A X 2 A% O£,

EM (Add) 1>[7TUT—a D& (Appregigration) | Z#27 VU > 7 LET,

(487 (Name) | 74—V RIZ, ZOT7 7V r—a v w#hlT 5200482 AT LET,
MBOMEZR LT, ZOXR—VIZZOMOEHRE AT LET,

[&Ek (Register) 1227 U v 7 LET,

WDN_X—=VT, 7I7AT 2 MID(T 7V r—varID EbMEENRD)ETFH U FID(T 4LV 27 RUID &
HIEIND) ZEHEEEOET,

WA R LE T,

Cisco Secure BitEME 0 2 111 F |


https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json
https://azure.microsoft.com/en-us/free/

Cisco Secure Dynamic Attributes Connector D% & |
. Cisco Secure Dynamic Attributes Connector (2%} 9 % R/NRDWER % 5 D Azure 1—H —DERL

= just-a-test <

0 Fearch (Cmd+7) « i Delete & Endpoints [ Preview features

L.} Ble ] @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer) —

Quickstart
#" Integration assistant A Essentials
Manage Display name just-a-test Client credentials : Add a certificate or secret
= ‘ Application (client) ID  : 44%af2cda " A" "0 . m f w32 Redirect URIs : Add a Redirect UR}

Branding & properties

Object ID Dot E NV . Application ID URI : Add an Application ID URI
D Authentication
ﬁ Directory (tenant) ID ScdSade me™ m e w hel™ ol ":97090 Managed application in |... : just-a-test

Centificates & secrets
Supported account types : My organization only

1I! Token configuration

ATvFT9 [GEHEFZZIZV—Z7 L v FZEN (Add a certificate or secret) | %27 U v 7 L¥9,
ATYFI0 [FHLWITF7A4T7> h—27 L b (NewClient Secret) 1 %27 Vv 7 LET,

ATy TN ZREhEREAS L, (BN (Add) 1227V v 27 LET,

ATV T2 Azure AX 7 B OREIMEIL R DD, V74T MEEZV Y v THR—Ricav—LET,

Deseription Expires Value @ Secret ID Copy to clipboard

Sample only 10/15/2022 r Wk " s ™l T "SOWMK. D o ha Bl s Pafaa Pa™gfa7sh1 D[]

AT w13 Azure Portal D A A L _X—IZREY | [V 7 AZ U7 3 (Subscriptions) %7 U7 LET,
ATV VY yTR=RZH TR Y T aryDaEab—LET,

ARTYTI TR VT arX—=UT, 727 VT arO4F%E7 ) v 7 LET,

ATy 16 [T 7 A (TAM) (Access Control IAM)) %7 U v 7 LE7,

ATy 717 [EBM (Add) 1>[E—/LEIY ZTDEM (Addroleassignment) 1% 27 U v 7 LET,

ATy 18 [V—%— (Reader) |27 Vw27 L, [k~ (Next) 1227 U7 L%,

ATYF19 [A =D (Select Members) 27 VU v 27 LET,

ATFYT0 X=VOHAIT, BELIET T =y a 4= Y v L, [ER (Select) 127V w7 LET,

[ Cisco Secure BNIBIE IRV 2 11 R AHA K
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Azure I 1D 2 DERL .

Microsoft Azure Enterprise > SEIECt members Y
Add role assignment

Select (0
}'ll? Got feedback? | just

. x : No users, groups, or service principals found.
Role  Members Review + assign

Selected role

Reader

Assign access to

'@) User, group, or service principal
O Managed identity

Members

t Select members

Selected members:

Name Object ID
Mo members selected just-a-test
Remove
Description
Optional
Previous | | Next

AT TN [#EEREEID ST (Review+ Assign) |27 Vw7 L, a7 MIt-> CHEIEEZE T LET,

RDHBERY
[Azure 2% 7 X DFERL (21 =) | LT &,

Azure a1 7 DYERK

TDAATTIX, T7®8A aryro—L R —THHT D702 Azure 7>5 FMC 25 —#
EIRETHarxs X EERT 2 HFECONTERALET,

4R HREIIC

Cisco Secure Dynamic Attributes Connector (2519 % fe/NRDOHERR 2 7> Azure = — % — DIERL
(19 <X—27) THPLIHERL LD Azure = —H—ZAER L £,

ATy BEEax s X s LET,
ATw T2 [2x27 % (Connectors) ] &7V v LET,

Cisco Secure HIFIE MR 2 11 BEHA K
I



Cisco Secure Dynamic Attributes Connector D% |
B rarev—cx853%0 5060

ATY T3 ROWTNANEFATLET,
-%Lwn*79®ﬁm:Awf+y%7uy7bfﬂ6\:*79@%%%7Uy7Liﬁz
« AXT X OREETITHIE  More() &2 Vv 7 LTD, ITORRBICH S [fRE (Edit) ] E721% [H)
b (Delete) 1|27 Vv 7 LET,

AT T4 ROEREANDILET,

& BTl

&A1 (Name) (WB) ZDaxy 4k — I+ 2481 A LET,

£%B8 (Description) W (FFvay)

ZILRERE (Pull Interval) (T 74V ME30F) Azure B IP~ v B 7 2B 5
kR T 9

Y TR 1) T 3D (Subscription Id) (WZE) Azure 7 A7 U7y a2 ID# AN LET,

77> FID (Tenant Id) (W) 7T hIDEASLET,

225472 kID (Client1d) W) 7947 NIDEATILET,

V2472 D= Ly b (ClientSecret) | (W2H) 7747 v by —2 Ly b ASTLET,

ATV TS AR 7 ZEFEFTHANS, [T AL (Test) 1227V v LT, Test connection succeeded N3 FE R S5 Z &
EHERLET,

ATvT6 [fR1F (Save) 127V w7 LET,
AT9 1 [AT7T—H A (Status) |FIZ [OK] BERINTND Z EZMHERLET,

RDERY
THETZDOER (28 X—)

Azure Y —E X245 2% 2 DIERK

ORI T, TR a—LRY —THEHT 5 FMC ~®D Azure —E A X 7
DaARy B ElERT 2 FIECOWTIHALET, oo JICEEMfTFONZIP T KL X
1%, Microsoft IZ L > CHBEEFINET,

FEARIZ DUWNTIE, Microsoft TechNet @ MEE R Y U —7 —EX X 7| 2B TLEE
/AN

ATy 71 BEtEax s e s LET,
ATw T2 [2x27 % (Connectors) ] &7V v LET,

[ Cisco Secure BNIBIE IRV 2 11 R AHA K


https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview
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office 365 7+ 2 D1ER [

ATV T3 KOWTINEFEITLET,
-%Lwn*79®ﬁm:Awf+y%7uy7bfﬂ6\:*79@%%%7Uy7Liﬁz

« AXY X OREFETITHIE : More() 227 Vv 7 LTD, ITORRBICH D [fRE (Edit) ] F721% [H)
b (Delete) 127 Vv 7 LET,

AT T4 ROEREANDILET,

& BTl

&A1 (Name) (WB) ZDaxy 4k — I+ 2481 A LET,

£%B8 (Description) W (FFvay)

ZILRERE (Pull Interval) (T 74V ME30F) Azure DB IP~ v B 7 2B 5
kR T 9

HJTRH )T 3D (Subscription Id) (WZE) Azure 7 A7 U7y g ID&# AN LET,

77> FID (Tenant Id) (W) 7T hIDEASLET,

225472 kID (Client1d) W) 77947 NIDEATILET,

D247 D= Ly b (ClientSecret) | (W2H) 7747 v vy —2 Ly b ASLET,

ATV TS AR ZEFEFTHANS, [T AL (Test) 1227 Y v 2 LT, Test connection succeeded N FE R S5 Z &
EHERLET,

ATy 76 [fR1F (Save) 127V w7 LET,
AT9 T [AT7T—H A (Status) |FIZ [OK] BERINTND Z L ZMHERLET,

RDERY
THETZDOER (28 X—)

Office 365 O R~ 7 X M{ERKL

TDAAI T, 778 Aarba—nLRY) v—TTHEHAT 720057 —4 % FMC IZEET
%, Office 365 # 7D a3y Z a BT B HEICHOWTHALET, 260X ZICBEM T
SNZIP 7 R AL, Microsoft IZX > CHBEENINET, T—HXE2MHTH=DICEHNE
M7 4 NBEERT A HLEILH D FH A,

FEANZ DWW TIE, docs.microsoft.com @ [Office 365 URL B LNIP 7 KL A#iH] 22 L T
<&,

ATy T @EEax 7 Zice 74 LET,

Cisco Secure EIfIBMEI RV 2 11 ERAH A F
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https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide

B oceneraxss RS UR— b EREF—RIZO0T
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ATw T2 [2x27 % (Connectors) ] &7 VU v LET,

RATY T3 ROWTIPEFTLET,

cHrLwvax s ZoiE : Add (+) 27V w7 LThb, axg 2047 ) v 7 LET,

« X7 ZOFEETITHIEE  More() 227 V) v 7 LT b, {TORRICH S [fRE (Bdit) ] E7213 (4]
fx (Delete) 1227 U v 27 LET,

ATy T4 ROWEHREANTILET,

[E]

Bl

%81 (Name)

(WZH) Zoaxy B —BIl# T 240802 A LET,

£%BA (Description)

Bl (A7vav) .

ZILRERRE (Pull Interval)

(F7 4V MI30W) Azure P HIP~ v Vo 7 2 BST ARBE T,

A—2X APl URL (BaseAPI URL)

(WH) 7740 b ERRBEEIL, Office 365 1 #i % iS4 % URL
Z AN LUET, FEMIZOWTIL, Microsoft K= A2 M A FD

[Office 3651P 7 KA L URL ® Web —bE 2] BB L TLFX
A

A4 2R3 R4 (Ingtancename)

(W) VAN A U AZ A% Y v 7 LET, dBlIZONT
I%. Microsoft R¥ =2 X ¥ A ~® [Office3651P 7 KL A & URL
D Web h—EZ ] LTI TEEN,

T3 nIPEENTS

(W42E) truek 7-ixfalsed A ),

ATY TS5 [R1F (Save) 1227V v 27 LET,

ATYT6 [AT—H A (Status) |FIZ [OK] BNERINTND Z L E2MHERLET,

RDBERY

T DIERKR (28 X—)

vCenter ARV A : A—H—4EREA VR— b EN=T—2IZDU\T

Cisco Secure Dynamic Attributes Connector (&, 727 A 2> ha—/L R Y > —THEHT LD
\Z. vCenter 2> FMC ~#jf)J@t%a A AR — N LET,

14 oiR— kSN -BMEHE
vCenter 2 LR OEIIEMEZ A AR — b LET,

e AR —TF 4 T VAT A

*MAC7T RL X

[ Cisco Secure BNIBIE IRV 2 11 R AHA K


https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

I Cisco Secure Dynamic Attributes Connector 0 % E
vCenter 2% 2 DL (CA) F = — > 0EE |

s IP7 LA

*NSX % 7

WER/IROER

Cisco Secure Dynamic Attributes Connector Tik, 472 < &b, BEMELZ A VAR — F TE 25HA
Y ERAMERE FF O —F—NNETT,

vCenter O *7 9 @nnb\nIE% (CA) 9: Ir— sJO)Hy?;Ef

ORI TIE, aRx I AEREFETHETXORGERT = — 2 BERICEET 5 HECOWD
T LE4, i/ F = — 0%, v— FEHAEE T XCTO TFLEEAZE T4, vCenter F7-1%
W T DM ERH Y £7, FMC

BEtEa 7 22k 0 | SEERT == 2 HBMICIUG TE £928, Mo600HETIOF
NEASEEEE L 72 W IGATE. BEER (CA) F=— O FEITORE B0—) 2L TS
AN

ATy 71 Ry Zicn 74 LET,
RT9T2 ROWNTNERITLET,
a) vCenter CA F = — & Ff33 5121, [3?\757 (Connectors) | %7 U w27 LET,
b) FMCT7 X 7% CA T =— % %ﬁ”é I, [THTH (Adapters) 1227 Vw7 LET,

o Add)z2zYU v LT,

RATY T3 [4AT (Name) | 7 4 —/V NI, ax 7 ZEET X7 X E2#HBT 5200402 AT LET,
ATY T8 [RA N (Host) 17 4—/VRIZ, ax I XEIT X T HDERARNGEIZILIPT KL A% A% — A (https.//
72E) L TANLET,

7= & 21X, myvcenter.example.com F 7% 192.0.2.100:9090

ADNTHRA MG EIILIP I, BRICHR T 2720 S5 CARERFOLES & eIl —FH L T
DWENRDH Y £,

FEHE CA F=— 2 BGT 272012, MOFHRIINESH D 8 A,

ATw 75 [Fetch| 27V v7 LET,
ATYT6 (X7 ay) iEHECA F=—r O ELREE L THRIEL 1,

451
&IZ. vCenter = % 7 Z DFEFAZE CA OEEICHIY LT-flZ R~ LE T,
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. vCenter 219 2 DIERL

Add vCenter Connector

MName’ o Ceriificate chain was successfully fetched.

. > oifFeml ow e - 3 certificates
Descri

Here are certificate detalls (priority order descending):

Pull Interval (sec)* | 30

Host* [ Bl B

User* |

Password* |

NSX IP |

NSX User |

NSX Type | Select..

NSX Password |

vCenter Certificate™ ‘ -----BFGIN CERTIFICATE-—

Updated /CCBmygAwIBAgIQQAF7DTknH4gBXbZ4/3ad

| Feteh | @

| Test |

| Cancel |

AA TRy 7 AD EEICH HFFAE CA F=— 0 Z RIS &, kD X 5 2R5EH

ERFRESNET,

ﬂ Cartificate chain was succassfully fetchad.

Here are certificate detalls (priority order descending):

% EH g N BN SN mEs - 3 cartificates
» noll "m i "
» HydrantlD Server CA 01

> IdenTrust Commercial Root CA 1

vCenter a1 X DIERL

IDHATTIER, T78Raryra— R o—CHATHEZ0OICT —Z 2 FMCIZEET S
VMware vCenter D = % 7 X ZAERKT 5 HIEIZOW AL 7,

188 BRI

FBEINTOWARWGERAZEZ M L T vCenter & 85T 2581, §RiER (CA) T = — > DOFHT

DHE B0 ~—Y) ZZRLTIZSV,

ATy BEEa s Zicn s LET,
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vCenter IR & MDYERL .

ATw T2 [2x27 % (Connectors) ] &7V v LET,
ATV T3 RONTNPEFEITLET,

cHrLvax s ZoiE : Add (+) 7V w7 LThb, axg 20407 ) v 7 LET,

« X7 ZOFEETITHIEE  More() 227 V) v 7 LT b, {TORRICH S [fRE (Bdit) ] E7213 (4]
fx (Delete) 122 U v 27 LET,

ATy T4 ROWEHREANTILET,

& e

&A1 (Name) (W) Zoaxy 2 & —gIl@ilT 24012 AT LET,

BTLL] EETHHEZAL LET,

JILRERR (Pull Interval) (77 4V ME30F) vCenter 225 1P~ v B2 7 & HifF4 5 MR T
R

R+ (Host) (W) ROWTrE AT LET,

« vCenter D5eEERfiHR A M

e vCenter ® IP 7 R L &

e (XFar) R—F
2% —2Ah (https:// 72 E) FTITRKEDAT v am ASjLn
TLEEY,

72 & 21X, myvcenter.example.com ¥7-/£192.0.2.100:9090

aA—+H— (User) (WZH) BAKRCHFEARY EH e — LV 2Rz —HF —D 2 —H—
BN LET, 2—FLITKRLF/NCFE XKL ET,

ISR J—F (Password) (MH) 22— —D AT — RE AN LET,

NSX'IP vCenter Network Security Visualization (NSX) ZfEH 3 2541%. £
DIPT FL2Z AN LET,

NSX1—4— (NSX User) HKIKBTHLEEA T =L EFFONSX 21—V —Da—F—Z4 %2 AL
i‘é‘o

NSX% 4 7 (NSX Type) NSX-T Z# A LET,

NSX/AZX T — K (NSX Password) |NSX 2—H#—D /2T —RR&Z AN LET,

vCenterfEBAZ (vCenter
Certificate)
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ATY TS ax I XERIFT DRI, [TA R (Test) 1227 VU w2 LT, Test connection succeeded NFE R I D Z &

R L ET

ATvT6 [Save] 27 VU v 7 LET,

RDZRY
THETHEDIERKR (28 X—)

73 T32DER

THETRL, Tr7vRAarba— R o—THEHTAZEDIZI T RE T2 Fhbpry
N — 758 E 7 v 23D FMC ~DE L7285 T,

FF. ATV a v TCRIFRT = — v 2B TEE9, Ziud, FMCIZLZ IR T 572012
‘/[Z‘EVG‘@‘O

SELRTF = — v OB MER S DI, FMC AR A MO T, TH X e 51213,
—W—Z NRAT—F BIOFOMOBFRNNLIETT,

ERYEE T R Y 2 D Firepower Management Center 11— — D E L

AT T1
ATvT2
ATvT3
ATvT4
ATvTH

dynamic attributes connector 7 % 7% FHIZHH O FMC — W —%Epli§ 5 Z & ZHERE L £,
FHFMC 2 =% —ZAFp 95 &, FMC22bDOFH L2V 77 & |7 SR Z [T & &
9, Z#LiE, dynamic attributes connector ¥ REST API 2 L CE#MICw 74 > L, #FHHEE
JOFEHENIZFATFTI v I/ AT V=27 PTFIMC 28 T 57-9HTT,

FMC = —H%—|2i%, &IERTHT 7 A EEHE (Access Admin) FESRZS VBT,

EEFMCICn 74 2 LTWAVEAR, 171 v LET,
System (%) >Users %27 U v 7 L7,

[ —H DIERK (Create User) 1% 27 VU v 27 LET,
R B Tl BB A LT

[—H—m— /LD (User Role Configuration) ] T, IRDT 7 4/ hm—ADWT i, £723F CHe
RL-NVDHAZ Do —N%EF =y LET,

« EIEE (Administrator)
T REBRE
sy FI—HEEE

ROBIH 27~ L TOET,
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ERIEME D 2~ 2 D Firepower Management Center 11—+ — D {Efk .

User Configuration

User Narme | csdac-sample |

Real Name | csdac-sample |

Authentication |:| Use External Authentication Method

Password

|
Confirm Password I | ‘
|
|
|
|

Maximum Number of Failed Logins 5 | = Un|
Minimum Password Length 8 |

Days Until Password Expiration Q | =Un
Days Before Password Expiration Warning Q |

| | Force Password Reset on Login
Options | | Check Password Strength
| Exempt from Browser Session Timeout

User Role Configuration

Administrator

External Database User (Read Only)
Security Analyst

Security Analyst (Read Only)
Security Approver

Intrusion Admin

Access Admin

Default User Roles

MNetwork Admin

Maintenance User

Discovery Admin

Threat Intelligence Director (TID) User

Cancel Save

RESTT 7 3 a v &fF Al D12 OIS+ IR & R0 2 2 hom—)b 123+ R 2 R ORI T 7
N — L EERT A B TEET, T4 b — L OFEMICONWTIE, 22—V =T v MY
AED [z—YP—m—)L] B> a 2B LTLITEEN,

RDBRY
TET DR (28 =)
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B zischns—rosmcons

sl (CA) F T — U DFENTOERF

WRERTF = — & HEIIZ HX%ELT%&N\ SN /)’2@77W%Iﬁ@ﬂ'ﬂIE@b‘ﬁ‘hﬂ%ﬁiﬂﬂL

. vCenter, NSX. F7-1Z FMC IZ &m#ét WZEH D

i‘d‘o
REHET = —1E, — MRS LT RC O AR E T

WIZHRET 212X, ZNDDOFIROWT NN EHHT 208N H D £5,

» vCenter F 7213 NSX

FEAETF = — 2 IS L

Azure 7213 AWS IZEHE T 2 72 OICGEAE T = — 0 2 G+ 2 4813 H 0 £ A,

* FMC

ZOFIEELEMNT LA, ROBFERF =— OHBEFICEAT 52873 V2R LT

é b\o
s vCenter 2 % 7 ¥ DIERL (26 X—7)
« THTZDIER (28 ~—2)

SERAEF 1 — 2 DEYE : Mac (Chrome & & U Firefox)

Mac OS C Chrome ¥ . O Firefox 77 U & #fH L CiEBHETF = —
NEZfERH L E T,

1. =37V U4 RUuzhl&EEd,
2. Woa~wr FaeANJLET,

security verify-cert -P url/[:port]

Z 2T, urlivCenter £72IXFMC ~D URL (AF—L % 5Hie) TY,

security verify-cert -P https://myvcenter.example.com

NAT F 7213 PAT Z{#H L T vCenter 7212 FMC 127 7 & 24 544

FABINTE £,

security verify-cert -P https://myvcenter.example.com:12345

3. MFHEFz—2EETL =0T F AN T A NMTBREFELET,

MR T XA N (T2 & 21X, FEREOLHEI. o («BIUS)

A M, BEOW» > ZHEREZRSNL X7,

4. vCenter & FMC OiF T, TN HDHX A7 Z#HOIKL £,
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FELER (CA) F z— > OFEHTOME .

SEBEF = — > DEF : Windows Chrome
Windows C Chrome 7' 7 VW& L CGGEHEF = — L 2S5 21215, ZOFIEAFHLE

B

vCenter % 721% Chrome ZfilH L CTr /4 L Ed, FMC

TIIFDOT RLAN—T, KA MOEMCHIry 2 %227 ) v LET,
[RERE (Certificate) 1 %27 U v 7 LET,

[REF D/ A (Certification Path) | # 7% 27 U v 7 L £,

Frz—r O AL (DFEY ., &) OFEEZZ Y v 7 LET,
SEEREDERRL VYV v/ LET,

[FEfll (Details) 1 #7427V > 27 LET,
[77ANMZae—32% (CopytoFile) ]2V v 7 LET,

Tu 7 M- T, iEAET = — 2 E2 ST CEREROGERAEY 7 A L EER L £
7,

T AR—= 77 ANERXOBIRE RO LN H, RORIZART L HIZ, [Base 64 — 2
21— K X.509 (.CER) (Base 64-Encoded X.509 (CER)) 1% 27 V v 7 L £,

*
& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary X.509 {,CER)
(®) Base-64 encoded X, 509 {.CER)
() Cryptographic Message Syntax Standard - PKCS 7 Certificates {P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Mext Cancel
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B z2zscns—osncons

10.
11.
12.

13.

RIS T AR— E5ETLET,

AEAEAZ T XA h=7 ¢ # THHEET,

F 2= NOTRTOFEHEIZH L TCZOT o A2 iKLET,

TH A NTT ¢ ZITAGEEE B A0 & etk F CIEFICAE Y (41 2 LERH Y £37,
vCenter & FMC O FCZNHDH A7 Z# DR L £,

SEBAEF = — > MEF : Windows Firefox
Windows F 721X Mac OS T Firefox 7 7 VW DFEHET = — ST 5I121%. ROFNEEfE

MALET,
1. Firefox ZfFH L C vCenter £72I1XFMCIcm /A4 > LET,
2. RANLOEMIZHA ARy 757 Y v 7 LET,
3. AXRH (o3t A £ R (Showconnectiondetails) ) #7 UV v 7 LE3, ROXKIEH
ZRLTWET,
Site Information for
Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details
Clear Cookies and Site Data...
4.  [Ff# (More Information) %727 U v/ LE7,
5. JEAEORTEZ VU v LET,
6. FROXATOIRY I AETR=U b DAL, i AL CAITRIET 5 2 7 ~—
CEIZV I LET,
7. [ Offi (Miscellaneous) |7 v a v EFTAZr—/LLET,
8. [# 7> r—FK (Miscellaneous) ]47® [PEM (F=—2) (PEM (chain)) %27V >»7 L

F£9, ROKIHZRLTHET,
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e 7 4 752 oiiEs ca) F r—onE [

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:AB:AB:B7:AAISA:BA:3C:CAF71:7D:BF:-DT'E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3
Download PEM (cert] PEM (chain)

0, Ty ANERTFELET,
10. vCenter & FMC O[fi 5T, ZNHDH AT &K L FT,

FMC 7% 72 MERAERE (CA) F = —2DEF

ORI TE, ax7 X ERETE X ORGERTF = — 2 % HEIICEST 5 HEICON
T LET, BiERF = — 0%, b— FEAEE T XCTO MMGEHAZETY, vCenter F7-1%
ICRBIZHH T DR ERH Y £, FMC

g x 7 212 h 0| FIERT = — A AEMICEE CTE ET0, Mor0BEBTIOF
NESHERE L 22 WA, FRFER (CA) F = — > OFEITORE 302—) 2BRLTLIEE
AN

ATy BEEax s e s LET,
RT9T2 ROWTNNEFRITLET,
a) vCenter CA F=— & HIGT 5%, [ ¥ (Connectors) | %7V v LET,
b) FMC 7 X7 4% CAF =—r %251+ 5(21%. [TX 7% (Adapters) 15227 U v 7 LT,

o Add ) EsYU v LT,
AT9 73 [4AET Name) | 7 4 — /L NIZ, ax 7 X EREZT X T X E2HT 5200401 AT LET,

ATV T8 [FAL (Host) | 74—V RIZ, aRx I HZEEIT X TXDORANELIZIPT KU A% RX%— A (https://
L) mMLTANILET,

7= & 21X, myvcenter.example.com ¥£77/3£192.0.2.100:9090

ANT HHRA METITIP I, BRICERT D201 SN D CAGEHF O @4 & EeIc—F LT
DMENDHY £,

SEHHE CA F = — U ZHET 572012, MOFRIIVNEDHD TH A,

ATw TS5 [Fetchl #27 VU v 7 LET,
ATFYvT6 (XS ay) GEHECA F-—rOIHELRERE L CHRIFLET,
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B rversisenmsans

51
WIZ., vCenter 217 ¥ DFEIAE CA OEFSHIZHRI L=l 2R LET,

Add FMC Adapter

Name"* o Certificate chain was successfully fetched. »
Here are certificate details (priority order descending):
> firepower - 1 certificate

L)L

Descri
> firepower - 1 certificate
Domai |
1P | firepower |
Port* [ 14733 |
User [ rest |
Password* | ........ |
Secondary IP | firepower |
Secondary Port [ 14833 |

Secondary User | |

Secondary Password | |

FMC Server Certificate” | updated 3IN GERTIFIGATE-—-- /|

| Test | ‘ Cancel |

AT TRy 7 A0 LIS HFEHE CA F=— BT L &0 RO X D 7iEM]
FERFRSNET,

o Certificate chain was successiully fetiched. W
Here are certificate details (priority order descending):
> firepower - 1 certificate

> firepower - 1 certificate

FMC 7 5 72 kY A%

ORI T, ¥4y 747 Y= b% dynamic attributes connector 75 FMC (27
a LT T EEERT D HEICONTHHLET,

15 H B HIIC
FJENE 2 % 7 ¥ O Firepower Management Center =—% — D {ERk (28 *—3) &ML TL
7230,
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me 7574 skmT o555 I

ATy BEEaxs e s A4 LET,
ART9 T2 [7TH74 (Adapters) 1 &7 Vv 27 LET,
ATV T3 KOWTINEFEITLET,

CHLWT AT EEEMLET, Add(F) 22U v LT, FPMC %22 U v 7 LET,

T X TR EREET TR LET, More() 22V v 27 LT, ITOKRICH S [fth (Edit) ] £721%
[HIBR (Delete) 1227 Vv 27 LET,

AT T4 ROEREANDLET,

1 BTl

£ 71 (Name) (W) ZOT X7 Z a2 T 272oD—E 04 Z AT LET,

BLL] FTarOTHETEOHH,

K24 > (Domain) B AF v AT Ve kEVERT % Firepower Management Center Virtual

FAALLEANTILET, 70—V RAAL NIHAF I I ATy
N EERR T BIZIE. 74—V REEEHOEFIZLET,

% : Global/MySubdomain

IP (#ZH) Firepower Management Center Virtual D78 A N E 721X 1P 7 KL
A ANTTLET,

AT HHRA METILIP L, BRICHRT 272D S5 CAGE
HEFEOILEA L TERIC—H L TV OIRERH Y 7,

R— bk (Port) (#78) Firepower Management Center Virtual 23# F3°2% TLS R— F & A
HLFET,
a—#H— (User) (WZH) RIRRTH Ry BT — 27 F I 0 — /L% £ Firepower Management

Center Virtual = —H%— D LRI 2 A LE T,

ISR — K (Password) (W) a—P =D 2T —REZ AN LET,

THUHYIP (SecondaryIP) | (& fAPED I, ) &A%V Firepower Management Center Virtual 07
ANMGELITIP T FLAZ A LET,

AT HRA NG EIILIP IR, REIERT D20 &5 CAFE
HEOLEA L ERII B LT OIRERH Y £,

THhUF)R—bF (Secondary | (& MDA, ) A &Y Firepower Management Center Virtual 73

Port) AT 5 TLS R— 2 AT LET,
thoF)1—H— (BATHMED S, ) BIRRTH Ry NV —7 EHE 0 — L EFFot v
(Secondary User) 4V Firepower Management Center Virtual = —% — D& fiE A L ET,
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Cisco Secure Dynamic Attributes Connector D% |

[ EREA
thoHY RRT—FK (@A AEDO R, ) 2= =D 2T —RFE AN LET,
(Secondary Password)

FMC H—/\—Ei[BZE

[BfF (Fetch) 1 &7V v 7 U CiEEL BEMICEUST 50, ZNHAAR
FTREZREAT. FRFER (CA) F=— 2 OFETORE (30 2—) T
HENTWD L ICFE CREZEZ TS L £ 9,

RTYTES TETZELGLFTHANS, [TAL (Test) 15227 Vw27 LT, TAMIEINT L LR LET,

ATYT7T6 [Save] &7 Vv LET,

BIRIRIET 1 ILF DIER

Cisco Secure BiJJEME a7 X MM L CEXRT HBHBMET 4 L 21E, 77 ®8A a3 br—
VR —THATERXAFIv I AT V=s hELTFMC TABRSNE T, =& xif,
MBS D AWS H—/3—~D7T 7 & X% Microsoft Active Directory TiEFE S L= 7 /L —
TDRAN=DRITHIPTE LT,

N\

GE)  Office 365, F721% Azure V' —E 2% 7 TIZEIMEMN 7 A VX ZERRTE EH A, 20D
DEATD7 T RFTV=y ME, MEAOIP T RLAZERMEL FT,

T 7' AL — VO OW T, BIMEMNE T o VX B LT 7 ' AL — L OFE
B (42 %—2) BZRL TSN,

1R BRI

RDHAT 2T T LET,

CHHESMEY 7 h =T DA A R—L (6 2—2)

o« IR ZOIERR (15 3—)

« THETZ DR (28 X—)

ATy 71 BEEax s 2ice /A LET,
AT 72 [Dynamic Attributes Filters (¥4 FI v 7 @74 0%) %7 ) v LET,

ATV T3 RONTNNEFEITLET,

CHLWT A AZOEN A () A2 Y v LET,
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wrEt 7 Laons [

« T4 VB ORREFETITHIR  More() 227V v 7 LTS, TORRBICH S [ (Edit) | E721% [H)
% (Delete) 15227 Vv 27 LET,

ATy T4 ROEFEREASLET,
HH S

B T7EAarybao—L R —BXOFMC 47
Vxl hvx—U % ([SMEBEM (External
Attributes) 1>[F A4 F 32 v oA TP o + (Dynamic
Object) ) TEIHT (LK% (XA F v s 4T V=
7 & L) BT 5720 0—ED4RI,

axyH VRIS, HHTI axZ7 204027 ) v 7 L
ij‘o

CHLWT A A X OB A EZ Y v s L
F7,

« 7 4 NVE ORREFETITHIR - More() &2 U v
7 LTS, ITORRIZH D [fRE (Bdit) 1%
7o [HIBR (Delete) 1227 U > 27 LET,

ATy 75 7 EBINEIEHRET DICE, ROEHREADLES,

IEH BrLL]

F— YA POFxF—%27 )y LET, F—ldaxs
MOERFESNET,

I ROWTNNZr ) v 7 LET,

o F—ZEICEMIC—EFIEDI1TiE, [ELWn
(Equals) .

cAEONT DO B —ET HLEIC, F—%

EIC—E=® 5121, [&T> (Contains) ],

fiE UEE (Any) 1 E720E 7T AID) 122U v7
L. VARPBIDLU EOEEZ 27V v 27 LET, [
D% B0 (Add another value) 1227 U v 27 LT,
7z YIMEZ B £,

ATYT6 [ Ea—%FER (ShowPreview) |27 Vv 7 LT, 72 VIZXoTRENZFy hT—27 F72X 1P T
RLADY A M aRRLET,

ATy T BT LD, R (Save) 1227V v 7 LET,
ATYFT8 (A7 ayv) FMCOXZAFI v I A7 V27 FatRLEd,
a) KEBTHLXY N7 EFHE o — L a2 fFFoa—P L LTFMCIZr A v LET,
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B ouEno L s06

b) [TV + (Objects) |>[# TPy bIR—T+ (Object Manager) 15427V v 7 LET,

c) MO~ A T, [4MEREM (External Attributes) >[4+ 3w 94T ¥ + (DynamicObject) ]
7V w7 LET,
PERR LB B = VX, A A F I v 4T7 V=7 M LTERRINET,

BRI 1 L7 DHI

Oy s T, BB T 4V E OFREFE N DI LET,

{51 : vCenter
WOBIE, 1 >OFEHEERL TWET : VLAN,

Edit Dynamic Attribute Filter

Name* Connector*

vCenter

Query* ‘ |

E%l network eq (any) myVLAN

> Show Preview ‘ Cancel ‘

TOFNL, OR THEENTZ 3 DOEEEZRLTWVWET, 7 UII3 2DOFRA MOWTHNnT
#ﬁbgﬁj‘o

Add Dynamic Attribute Filter

Name* Connector*

vCenter hosts vCenter

Query* ‘:|
eq (any] host-2868

- host-2869

I‘%I host host-3780

> Show Preview m‘
{5 : Azure
WOBNE 1 DOGMEERLTWET - b= N=BHBT 7V r—va b LTH 7 FiFsh
6 o

Cisco Secure HIFIBMHE AR 2 1B HA K
EEE |
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puEn7L2on ]

Add Dynamic Attribute Filter

Name*

Connector*
Azure Finance Azure
Query* [+
(21 Finance eq (any) App
L

> Show Preview Cancel ‘

{5 : AWS
WOBNE, 1 >OFEHEEZ/RLCWET : fE2Y 1 @ FinanceApp,

Add Dynamic Attribute Filter

Name *

Connector*
AWS AWS
Query* ‘:|
(21 FinanceApp eq (any) 1
L L

> Show Preview Cancel ‘

Cisco Secure BitEME 0 2 111 F |



Cisco Secure Dynamic Attributes Connector D% |

B ouEno L s06

[ Cisco Secure BNIBIE IRV 2 11 R AHA K



4.
=% =R

79X a2 rA—J)LRY)S—THDEFA
FIvHAFATOxH FOEHR

dynamic attributes connector Tix, 7 7 ¥ Zflfi/L— LT, ¥AFI v/ F 7= & LT
FMC IZRRENDXA T I v I 7 4V EEHRTEET,

« T IR AHBEN—NDEALF I v I F TVl MZONT (4] =)

CEIBIE T A NV F AT LT 7 AL — L DOERR (42 2—3)

7O ARG EHIL—ILDEZAFTIVvIOA Ty DL

e

BT A WV E a7 ZIRAFT DL XA T I v I ATV b EEEa R &
MBIEFEF H» 47 L 2 A Firewall Management Center £ 721X 7 ¥ 7 X |[CHEIZ T v o &
nEJ,

INHDEAFI v I ATV ME, BX 2T 4 S NV—TF %27 (SGT) Ok L FE
W2, 77 AREL— O (B BN (Dynamic Attributes) | ¥ 7 X— Y TEATE £9, #E
TR ERREER R E L CHX AT I v oA T FEBINTEET, e T2k
AHIEH T 7y 7 —LTiE, V= VAOMOREREIC T 547V =7 ML > THHE—
N—=~DT VAT oy 7 THERLELEE L B AT Iv A7V 2y MBIt
3

)

GE)  Office 365. E£721% Azure ' —E A% 7 CIX#HIEM 7 4 L Z 2B CTE £ A, 205

DEIATDr T ATV =7 ME, MEADOIP T L A2 L £,
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FOERAVRA—LRYS—TOEAFIv 04T ) +OfER |
B ovEno s sBRLET S RBBIL—LOER

BRRME T 1L F Z2ERLET 7 2 AHlEIIL—ILDOER

Oy TR FAFIv o A7 V=7 beALTT 72 2N — VBT 2 715
WOWTHHLET (ZhHDF AT Iy A7 V=7 M, BNSER L72BIREN T L &
Wb T SNET) .

458 HHEIIZ
BB L2 DR 36 =X—2) TSN TWD K5Iz, BIEMET v Z 2k L
£7,

\)

GE)  Office 365. F721E Azure ' —E 2% 7 TIZEIMEMN 7 A VX ZERTE £H A, 20D
DEATDI T T RATVxr7 M, MHOIP 7 FLRAZ#RAEL £4,

ATv 71 FMCltr /A v LET,

A5 72 Policies>AccessControl 27 U v 7 L%,

ATYT3 TR arbu— LK) —0ICHD Edit (£ E7 ) v LET,

ATy T4 b—1OiEN (AddRule) 1227V v 27 LET,

AT 75 [BfEM (Dynamic Attributes) ] % 7% 27V v 7 LET,

ATv 6 [EAFEE/EME (Available Attributes) 1227 > a > T, URA MDD [FA4F Iy 747V =7 ~ (Dynamic
Objects) 1227 U w7 LET,

ROKIH 27~ L TOET,

Add Rule Q
Name Insert
Enabled into Mandatory v
Action Time Range
Allow v B None |+
Zones Networks VLAN Tags Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Attributes (= + Selected Source Attributes (0) Selected Destination Attributes (0)
Q, Search by name or value any any

| Dynamic Objects

FinanceNetwork | Add to Destinatlon
W

Cancel |
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| 79€2 20 bA—LRYS—TOEAFIvIA TS Y FOFERA
DWENET < L2 EEALET 2 2 sEL— Lo [

HIOBIE. BIEIED %2 4 CIER SN BIRIE Y £ L # 1ZXHET 5 rinancenetwork &5 4T 4 A
Fv ATVl FERLTOET,

2F9TT1 HHOFT V=7 k% 570 1 e BB L £,

ATy T8 MBI LT, A MO S48 L E T,

RDZARY
['Cisco Secure Firewall Management Center 7 /S A AMERK AT A K] @ T7 72 2§l o0& (&
~DY )

Cisco Secure EIfIBMEI RV 2 11 ERAH A F
I


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html

FOERAVRA—LRYS—TOELFIv 04Tz ) +OfERA |
B suEso s sERLET Y £ RHEL—LOHER
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B,
=% =R

BHEMIRIV IO TN a—T1 Y
5

LI T3 Y — Lo 72 £, dynamic attributes connector CRIEZ T 7Ly a—T 1
73D HIE,

T — Ay —DRNT TN a—T 4T (45 =—)
s "I T N a—T 4T V=) (47 =)

« ZELR) (CA) F = — L OFBTOEE (49 ~—)

IS5 Ayte—LOrSTIVLoa—Ta29
FRE : BRTEIEY—ERANFTBHALEIS—

ZDZT—E, TETHERITarxs X0 — KRB~V AEEbEL L, V—NTF T L
LCERrINET, RIHEZRLET, EBEOFRREIIRZ2DGER/H Y T,

Error: [Ermo -2] Name or service not known

Error(‘k
BRE aR I A ERITE T EREL T, WEMHRLET,
e ARAMLDKEDAT v a
o (FMCTAHZFZ DI, ) RA NLDOEHEIZH D ZF—2L (il : https://)
e NRAT—RBRELWZ L 2iERT 5

« FMC 7 ¥ 7' % O34 [FMCH— 3—FEBE  (FMC Server Certificate) | 7 4 —/L KON
R LET,

FEIZOWTIE, RBRER (CA) F=— 2 OFETORMS (B04—) #ZRLTLEX
AN
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BB IF VA0S T a—TF T |

B =s—ve—vorsinva—s,04

RE%E : [X509 PEM lib]
ZOZT—F, axI XD T—REIITRAEEDEDL L, VAT v T E L TERINE
R

Status

Error: [X509] PEM lib (_ssl.c:3732)

Error@
1

RRE : ax 7 2 amEL, CATF=— U ZiER L ET, FEMiZO VT, #BFER(CA) T =—
YOFETORE 303—Y) 22RL TSN,

fiRE : ELL GV —HF—ZFLEFNART—F
ZOTT—F, ax7 ZoxT KRB~V REEbEL L, YA F v T L LTERSINE
j‘o

Error: (vim.fault.InvalidLogin) { dynamicType = <unset>,
dynamicProperty = (vmodI|.DynamicProperty) [], msg =
'Cannot complete login due to an incorrect user name or

password.', faultCause = <unset>, faultMessage =
(vmodl.LocalizableMessage) [] }

Error@
k

RRE  ax/7 2 EfmEL, 2P =R ELFI RV —FE2EELET,

I AV —IZRREE b —Y VROV FEA

ZDOTT—{L, FMCIZXT B2+ ERE /oW T X S a—HF—L D aT A ML XL
IETHEFRRENTET,

(=) Authentication token not found
in header: X-auth-access-

token

R : 7HTEDRA LTI FELRBRRBRATIS—

ZDOTT—E, THETEOTT—REIIv T RAEGDEDL L, VL TF v T E L TERRINE
7,

[l CiscoSecure BIMEM IR Y 2 11 MR A K



| BE‘I*I DRSS T -T2

b5Inva—s5s27v—0 |

Cannot connect to FMC:
HTTPSConnectionPool(host="firepowerasdf', port=443):
Max retries exceeded with url: fapifmec_platiormiv1/auth
fgeneratetoken (Caused by
MewConnectionErron<urllib3.connection. VerifiedHTTP

SConnection object at Ox7i7e86d60cié>: Failed to
establish a new connection: [Ermo -2] Name or service
not known',))

Adapter is not configured:
HTTPSConnectionPool(host="stave’, port=443): Max
refrias exceaded with url: fapiffmc_platformd fauth

Igeneratetoken (Caused by
ConnectTimeoutErmon<urllib3.connection. HTTPSConne
ction object at Ox7i440cd1cB28>, 'Connection to steve
timed out. (connect timeout=30)")

Error@

FRRE  ROTRTEIATLET,
cEHE LU —NETINTNDZ L ZMERLET,
o [FMCH— X —ZEB# (FMC Server Certificate) ] 7 4 —/V RONEBZ R L £7°,
* [IP] 7 4 —/V RIZAS LTS O @4, & IEHEIC—8 L T\ D Z L 2R L E T,

FEMCHOWTIL, FREER (CA) F=— OFEITOHRG 30 5—) 2BRL T &N,

SO a—TFT42T U—IL
BER NI TNy a—T 47 & CiscoTAC & DEHEZ TIETH7-012, RO MNT Ty a—

TAT Y= ERELTWET, 260V — L EMHT HIZIL, dynamicattributes connector
MEIT SN TS Ubuntu A A MUEEOZ—HF—L LT s A LET,

AVTFART—H ADHER

dynamic attributes connector Docker = > 7 F D AT —Z A fgh T H12i%, koa~v > R&x AT
LET,

cd ~/csdac/app
sudo ./muster-cli status

HOBlZRISR L ET,

CORE SERVICES
Name Command State Ports

Cisco Secure EIEIBIE I Y 2 1R A/ K
I



PUEMHIRIEDO I TN -T2 |
B sorca—75059-n

muster-bee ./docker-entrypoint.sh run ... Up 50049/tcp, 50050/tcp
muster-etcd etcd Up 2379/tcp, 2380/tcp
muster-ui /docker-entrypoint.sh runs ... Up (healthy)

0.0.0.0:443->8443/tcp, :::443->8443/tcp

muster-ui-backend ./docker-entrypoint.sh run ... Up 50031/tcp

CONNECTORS AND ADAPTERS

Name Command State Ports
muster-adapter-fmc.1 ./docker-entrypoint.sh run ... Up 50070/tcp
muster-connector-vcenter.l ./docker-entrypoint.sh run ... Up 50070/tcp

ERIEME R 2 Docker I VT FDELE, 2., F-IEHBEH

Jmuster-cli status 3 > T FBEIE L TWAZ 2R LTWAIES, £ MERRELE &
XWaryrrEREESTHICIE, ROa~vry REANTEET,

B 1E & P E) -

cd ~/csdac/app
sudo ./muster-cli stop
sudo ./muster-cli start

EEID FH

cd ~/csdac/app
sudo ./muster-cli start

TNy T OXTDEMILE CS TV a—TF 42T T7A4ILDER
CiscoTAC ) BHERENI-HEIE. T v 7/ aX o 72/ LT, ROLHIC T TNy a—
TAT TrANEABRLET,

cd ~/csdac/app
sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen

NI a—T 4 T T 7 A V4T tsbundletimestamptar T, [RIUT 4 L7k UICHERR S

nEJ,

WDOEIL, "T TN a—T 4T T7ANENT TN a—T 47 774 ANOT T D
WA R L CWET,

Ar—iay PSS

/csdac/app/ts-bundle-timestamp/info eted T— X R— ZNEHN T 7 A )L

/csdac/app/ts-bundle-timestamp/logs ayvrrua s 7y AL

lcsdac/app/ts-bundle-timestamp/statuslog| = > FF D RAF—FZ 2 RN—T g BIOA A—T
DAT—H R

[ Cisco Secure BNIBIE IRV 2 11 R AHA K



aits

BaLf (CA)

BHEMEIRIEAD S TN a—TFa0Y

iR A Fr—oFncons [

BAFI VAT y FORER

ARXTBETHTENRFMC TH T V=7 FEERL TS Z L E2MRT DX, FMC TEHEE
ZLLTkoa~y FEFEHLET,

sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

Bl LA TV =7 N OERL

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServicelmpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-10
** REST Request [ CSM ]
**% ID : 18b25356-fdéb-4cc4-8d27-bbccb52a6275
** URL: POST /audit
{

"version": "7.1.0",

"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",

"data": {

"userName": "csdac-centos7",

"subsystem": "API",

"message": "POST
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d%9ed49b625f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a

new resource being created",

"sourceIP": "192.0.2.103",

"domainUuid": "e276abec-e0f2-11e3-8169-6d9%9ed49b625f",

"time": "1629981695431"

}l
"deleteList": []
}

Bl KL TeA TV =7 FOMERL (ZO5E, T X T X = =T 3 RHERDB 2N T2 )

26-Aug-2021 12:47:50.440, [INFO], (DefenseCenterServiceImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-2
** REST Request [ CSM ]
** ID : 58566831-7532-4d61-a579-2bbc3c325b2f
** URL: POST /audit
{
"version": "7.1.0",
"requestId": "58566831-7532-4d61-a579-2bbc3c325b2£",
"data": {
"userName": "csdac-centos7",
"subsystem": "API",
"message": "GET
https://myfmc.example.com/api/fmc config/vl/domain/e276abec-e0f2-11e3-8169-6d9ed49b625f/
object/dynamicobjects/vCenter  CentOS 7 4 Forbidden (403) - The server understood the
request, but is refusing to fulfill it",
"sourceIP": "192.0.2.103",
"domainUuid": "e276abec-e0f2-11e3-8169-6d9%9ed49b625f",
"time": "1629982070404"
}l
"deleteList": []

Fr—2DFENTORSF
FEFRTF = — ZHEBMICEE TEARWESIE. ROT7ZUVFEEOFIEOWNTINEHER L

T, vCenter, NSX, F/IXFMC IZZEICHERTHT-OICHEHA SN AEAET = — v Z2TUE L
ESc
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PUEMHIRIEDO I TN -T2 |
B z2zscns—osncons

REET = — 0%, b— RREE & T TO FGEE T,
WICEERET 21213, ZNEDOFIEOWTNNZEHT OBERH Y £

« vCenter ¥ 7213 NSX

Azure F7213 AWS IZHKE T D12 DICGERETF = — 2 BISGT 50 BIEH D FH A,

* FMC
COFEAFEAT AN, WO F =— 2 OHFTEICET 27 a v 28BLTL T
S,

e vCenter =1 % 7 Z OVERL (26 ~2—)

o THTHZDIER (28 N—)

SEFAEF T — 2 DEE : Mac (Chrome £ & U Firefox)

Mac OS “C Chrome 3 L O\ Firefox 7 7 U &2 H L CGGEAETF = — 2 HE35121E, ZoF
JIEZfFEH L E9,

1. #—IF Vo FuEEEd,
2. koa<wr REANLET,

security verify-cert -P url[:port]

Z ZC, urlliXvCenter £721ZFMC ~D URL (AF¥F—21%&ETr) T, WICHZRLET,

security verify-cert -P https://myvcenter.example.com

NAT £ 7213 PAT #ff ] L T vCenter 721X FMCIZT 7 B AT AHE1T. RO L HITHR—
hEIBNCTE £9,

security verify-cert -P https://myvcenter.example.com:12345

3. FEHEF - RERETL— T XA N7 7 A MREFELET,

=

« MEARRT XX (2L 21X, GEAFOLHT, o («BLUS) IZEENDTF
AN, BEOWD > ZAKRERANALET,

4. vCenter & FMC Oli 5T, TN HDHX A7 VKL £,

SEEAEF = — > MERE : Windows Chrome

Windows C Chrome 7' 7 VW& L CGiEHET = — L ZBET A1, ZOFEEHEHLE
7,

1. vCenter ¥ 721 Chrome L a4 LE7, FMC
2. TV DOT RUAN—=T, RmAMNOLEMCHIZa %27 ) v 7 LET,

[ Cisco Secure BNIBIE IRV 2 11 R AHA K



| BMEHI*Y 2O ST a—TF a2y

o > W

10.
11.

12.

13.

FELER (CA) F z— > OFEHTOME .

[FEBIE (Certificate) 1 &7 U v 7 LET,

[FEBH /XA (Certification Path) | # 7% 27 U v 7 LE,
Frz—r O AL (DFEY . &) OEHEZZ Y v 7 LET,
SEBREDRRAL VYV v/ LET,

[FEf (Details) 127 %27 U v 7 LET,
[77ANMZar—42% (CopytoFile) ]2V v 27 LET,

a7 M- T, GEHEF = — 2R EET CERIEXOFEHEY 7 A LV E2ER L £
R

T AR— 7 7 ANVEROBEREZRD G726, IROMKIZRT X 92, [Base 64 =
21— K X.509 (.CER) (Base 64-Encoded X.509 ((CER)) ] %7 VU v/ L%,

*

& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary X.509 {,CER)
(®) Base-64 encoded X, 509 {.CER)
() Cryptographic Message Syntax Standard - PKCS 7 Certificates {P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Mext Cancel

BRI Ty AR— & T LET,

AEEEZ T XA b=T 0 X THREET,

F =V NOTRTOIERAFIIH L TZOT rE R &YKL ET,

TXANTT 4 ZICHFEAEE B DItk E CIEEFIC Y (1T 2 0ERH Y 7,
vCenter & FMC O FCZNHDH A7 2K L £,
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PBUBHEIRIAD STV a—TF427 |

B z2zscns—osncons

SERAEF = — > DELS : Windows Firefox
Windows & 7214 Mac OS T Firefox 77 U W OFEHET = — v # BT 5121, RO FIEZ

HLET,
1.  Firefox ZfH LT vCenter £72ILZ FMC I /' A > L1,
2. RANLOEMCH Dy 7 %7 Vw7 LET,
3. AXRH (oM%K R (Showconnectiondetails) ) #7 UV v 7 LE 3, ROKILH
R LTWET,
@ O https:/ ) or vsphere.core.inventory.se
Site Information for
Connection verified by a certificate issuer
that is not recognized b)' Mozilla. Show connection details
Clear Cookies and Site Data...
4, [£#f (More Information) | %7 U v 27 LET,
5. SIRRZEDRTFTEZ Vv LET,
6. MEROXAT TRy I AETX=URHHGEIE, I EAL CAICHIET 55 7 _—
CEIY v LET,
7. [%Dfth (Miscellaneous) |7 > a v EFTAZun— L LET,
8. [#wrnr—F (Miscellancous) 117D [PEM (F=—>) (PEM (chain)) 1227 VU v 27 L
F9, ROKNIHIZRL TWET,
Miscellaneous
Serial Number 50:E0:3D:46:00:C9:AB:AB:87:AA:OA:BA:3C:C4:1F:71:7D:BF:D1:E2
Signature Algorithm SHA-2586 with RSA Encryption
Version 3
Download
9. TIrANERFELET,
10. vCenter & FMC O 5T, ZHHDH A7 Zih ik L £,

[ Cisco Secure BNIBIE IRV 2 11 R AHA K



1 A

X2 T4EAF3—Y 7O ER

FEMEa R 7 X NI T R —E R T X —BLOFMC LBET 5 L xITHEMATS
URL DU & b

et X2 UT 0 B (53 3—)

s AU H—Fv N T EREME (53 3—)

tXal) T4 EHR

Cisco Secure BB R 7 ¥ #RH#ET DI, BREINTZNE R Y NT—2 2N EA VA
= LTS, #EEa s ZiL, fﬁﬂﬂjﬁ'éiﬁ‘ﬁ‘ EALR—bFDIBEMERLDOD
FEFFOLIICEESINTWETN, HBENBNETERVWE S ICHRTINENHD £7°,

B R Z & FMC AR L%y b U—7 FIZHFEEL TV AEAIT. FMC % BiRY)EM =
F7 B LRI URESNT-NER Y N — 7 8T 5 Z LN TE £77,

TTIAT v ADRBRGIEICERR L . VAT ARBEIIE S (LENET, TATH, SR
P —t 2RI (DDoS) RHMBEK R EDFETT 774 T L A O@BENTW., 7w,
FRIIHEA SN NI IO KA HMLENH Y 4,

1A

\I

=2y b TOEREH

T 74 N TIE, BIBEME R 1%, A — |k 443/tcp (HTTPS) T HTTPS Z#flEH L CTA
Z—% - MM T Firepower Y A7 A LEET 2 L 9 IR SN TWET, BIEME= R ¥
DA H =y MIEHET 7 EBA LWL T L0, Tax o — =2l T E

R

WOTERIZ LD . FMC B L O — "— L O@EIC BBt x 7 % NMEF$ 2 URL 2
WmHENET,
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tFaUFoEAVE—Fy bToER |
B travscecqva—xvr7oux

RIBUREEIRI 2 IMCT 7 REH

URL B

https://fmc-ip/api/fmc_platform/vl/ 23

auth/gener atetoken

https.//fmc-ip/api/fmc_config/ GETBXUOPOST XA F I v o477 b

v1/domain/domain-id/object/dynamicobjects

https://fmc-ip/api/fmc_config/ vl/domain/ <~ v BT EEBEMLET
domain-id/obj ect/dynamicobjects/
object-id/mappings?action=add

https://fmc-ip/api/fmc_config/ < v U EEIBELET
v1/domain/domain-id /obj ect/dynamicobjects/
object-id/mappings?action=remove

xR 4: BB RY 2 vCenter 7 £ R EH

URL HH

https://vcenter-ip/rest/com/vmware/cis/session | 243

A

https:.//vcenter-ip/rest/vcenter ivm VM A RE L E3

L
https://nsx-ip/api/vl/fabricivirtual-machinesy | {48~ 3 MBI #AHT H3L7- NSX-T % 72 Bs L5
vm-id

FUEMH IRV 2 AWS 7O REH

B R 7 XX, HAIAHDSDK A Y v REMFOH L TA v AZ A HFRETG L ET,
ZNHDA Yy RIFWNERIZ, BB k7 ZITHRES ALY —Y a L2k T, —1
AT RRA FURLEZZ U LET, ZUHIE AWS Web ¥ |k
https://docs.aws.amazon.com/general/latest/gr/ec2-service.html (2 3XEAL LTV E T,

FMEEIRT 2 Azure DT U REH

B EtEa R 7 2 1L, MAIABZDSDK AV v REMORH L TA A AERETGF L ET,
INBHDA Yy R, https:/login.microsoft.com (FRFEA) & https://management.azure.com (A
YARE L ANEHROBEH) ZPWEEICFEOM L E T,

[ Cisco Secure BNIBIE IRV 2 11 R AHA K


https://docs.aws.amazon.com/general/latest/gr/ec2-service.html
https://login.microsoft.com/
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



