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Create Decryption Policy @ X

@) A Decryption policy is not required only to perform application or URL
discovery; instead, you can use TLS 1.3 Server Identity Discovery on the
Access Control policy.

MName*
I |
Description

Outbound Connections Inbound Connections

How Outbound Protection Works
Outbound protection matches traffic based on the referenced internal CA certificate’s signature
algorithm type, in addition te any configured rule conditions.

8

| DECRYPTION EXCLUSIONS |
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Internal CA
A rule will be auto-created for the selected certificate uthority.
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Create Decryption Policy @ X

o A Decryption policy is not required only to perform application or URL
discovery; instead, you can use TLS 1.3 Server ldentity Discovery on the
Access Control policy.

MName*

| Multi=rule example |

Description

Outbound Connections f ) Inbound Connections

How Qutbound Protection Works
Outhound protection matches trafic based on the referenced internal CA eertificate’s signature
algorithm type, In addition to any configured rule conditions.

8

DECRYPTION EXCLUSIONS

@ 0—“—>6

SOURCE DECRYPT RE-SIGN DESTINATION
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A rule will be auto-created for the selected centificate authority.

& InternalADServer Associated: 2 Networks, 0 Ports
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Create Decryption Policy 9 X

o A decryption policy is not required to only perform application or URL
discovery; instead, you can use TLS 1.3 Server |dentity Discovery on the
access control policy.

MName*

| Inbaund |

Description

Outbound Connections rk Inbound Connections

How Inbound Protection Works
Protect internal services from axternal attackers.

o o o A

INTERNAL SERVIGE e SOURCE

Internal Certificates

A rule will be auto-created for each certificate.

Drag and drop to order
£ 1. InboundCertFacebook Associated: 2 Networks, 0 Ports
£ 2. InboundCertEverthingElse x Associated: 2 Networks, 0 Ports

Cancel Save

ATV T6 V= VOFEHEET v T r— RELITERN L ET,
FERAEZ LI 2O —ABERENET,
ATv 71 (LE) Xy MU—2 ER—ERBRLET,
FERIZOWTIE, REZRLTIZS0,
RV SV SUs
e Fv hU— 7 — 4 At

o e R L— L DS

ATy T8 [IR1FE (Save) 122V v LET,

RDERY

o JL— LR DBIN - 1E B L — L it

W Esry -


management-center-device-config-74_chapter66.pdf#nameddest=unique_821
management-center-device-config-74_chapter18.pdf#nameddest=unique_805
management-center-device-config-74_chapter18.pdf#nameddest=unique_808
management-center-device-config-74_chapter66.pdf#nameddest=unique_821

| #SRY>—

or—nrssavewmLasky s —okn [l

TN EDORY =T 7 aryOBM: BER) = DT Tx N T 7 ar (12
)
» Cisco Secure Firewall Management Center 7 KX =X hL— 3 > 54 K @ [Logging

Connections with a Policy Default Action) DFBIICHE>T, 774V FT7 7 v arorF
THTa v EFEELET,

FEHAR Y =7 a kT 4 ORE - EBERY —OFMA T ar (16 %—Y)

T 7 ZHA~DMO R Y — DA T ORI T, BEER) O —ET IR
Fa— RY S —Z a5,

RELE LR L ETRELHFORMESZML TIZS W,

MDIL—ILTHOavEFERLEZESRY O—DERK

ATy T
ATy T2

ATvT3
ATy T4

ATvT5
ATvT6
ATy 71
ATvT8

ATvT9

[#5 L72v (Do NotDecrypt) 1. [ 2 >7Z (Block) 1. [VE>Y FLTZ v v (Block With
Reset) ]. F7/-IX[T=%— (Monitor) |/V—/V7 27 ¥ a &l L TESLV—LVEIERT DI
E BERY V=2 ElEB L OwREL T, A—LzBMLET,

WERD —%ET 5 & &%, BHEO [E5 - B ¥ — (Decrypt - Known Key) ]/L—/1=°
D [1H5 - 84 (Decrypt - Resign) ] /V—/b7e & HEEBDO N — L ZFRRFICER TE £,

FIE

% 72 Management Center {22 27 A > L TCWaeWEEX, v/ A4 LET,
[RY) >— (Policies) | >[72 A3~ kA—)L (AccessControl) | >[5 (Decryption) ] %
707 LET,
[BTLWARY 2 — (NewPolicy) 1227V w27 LET,
[4FT (Name) IC—BEDORY > —H&E AL, A7 a Tl (Description) 124 Y 3 —
DA E AT LET,
WERY =4 OMICH S [fRE (Bdit) ] (£) 227V v LET,
V=L DEN (AddRule) (%727 VU v LET,
= VIZA T2 AT £,
FEAZOWTHE, [T7Z v a v (Action) YA RDBA—AT I arm 7y 7 L, IROW
Thhroktsvarz22RLTIIESN,
« B L—)L [#5 L7evy (Do Not Decrypt) | 77 v a >
EEN—ILDTa I T T g

Ml BN —I =T T a

[RAF (Save) 1227V v 7 LET,

w#sRY— I}


http://www.cisco.com/go/firepower-config
management-center-device-config-74_chapter40.pdf#nameddest=unique_794
management-center-device-config-74_chapter4.pdf#nameddest=unique_45
management-center-device-config-74_chapter66.pdf#nameddest=unique_2224
management-center-device-config-74_chapter66.pdf#nameddest=unique_1660
management-center-device-config-74_chapter66.pdf#nameddest=unique_2226

werRyv— |

B e=xve—o7Fornr7o0ay

RDZRY
L= VS DB L 5B — v S

e TN DR =T I arOBMN: BERI— DT 7N NT 7 ar (12
~—)

» Cisco Secure Firewall Management Center 7 KX =X hL— 3 > 54 K @ [Logging
Connections with a Policy Default Action] DOFBIIHMEHS T, T 74N NT 7 arOrF
THTva v ERELET,

FHERY =T aRT f OFRE B ERY —0FMA T g (16 °2—2)

T 7 AR~ OM DRV o —DORHEA T OBMBICHE - T, BEERY—ET 7 ERAa
ra—L RYU S —CBEAM T £,

RELE 2R LETRELHEORMZZML TIZSW,

BEERYS—DTIAILETO Y

HEERY —=DFTHN T 7 arid, RY —DFE=F—LSDL—LE—FLRNES
ARSI N T 7 4 v ZIZDONWTV AT AR ED LIS 20 &2 RELET, @51 —
AWNESTZSFENRWESZRY V=2 BT O56, £y bV —7 EOTXTOESAHE b
ST 4w OMBFEN, FIANRT Vv ary TRESNET, 74V T2 arTF
By 7 ENTHETAL N T 7 4 v 7S LT, Y AT AIODR DT A VAT v a b
TThRNZ LIZIEREL T ZE,

WERYV—DT 7))V T 7 v a s ERET D
1. 72 Management Center (22 27 A > L TWaWEAIX, v/ A4 LET,

2. [RYU < — (Policies) ]>[7#¥ A3 > kB—JL (AccessControl) ]>[{E5 (Decryption) ]
Vv LET,

3. HER) I —DLHORICH S [#RE (Edit) | (£) 227V v27 LET,

4. [T 74N 8T 7 ar (Default Action) 117 T, U A RMBIROWTNUNDT 7 v a %k
70y LET,

R1LEERIS—DFIAILETHISaY

TIHILETY BB T v II26LTITS 0NIE

av

Ty FNLLEDA L ART g N THOTICTLS/SSL vy v a v a7y 7 LE
(Block) 7,

B &Ry —


management-center-device-config-74_chapter66.pdf#nameddest=unique_821
http://www.cisco.com/go/firepower-config
management-center-device-config-74_chapter40.pdf#nameddest=unique_794
management-center-device-config-74_chapter4.pdf#nameddest=unique_45

| #SRY>—
mETEEVLS T v 0TI rEF TV )

TIHILETY |BEENS T v o120 LTITS 0E
vay

Block withreset | Z Ll FDA v AT 23 3T TICTLS/SSLEy v a v a7 my 7 L,
TCP#fex VY NLET, RT7 74w ZIZUDPO XIS Raxrsra R
7o haMEHESNAEAE. ZOF 7 a v ABRLET, Z05RE.
axyary AT a haickly, Uiy FEDE TR O BN
AL ET,

/-, ZOT 7Y arTE, TRy h 5 —LEFREND T
W, FEen T a7 SNl R —F— @M IS ET,

L7 (Do |T7E8A aryiie—Aa2EHLTHZLENT 70y 7 2RELET,
not decrypt)

BEETELHWNS D40 v O9DTI74ILFOEBA TS 3

R2EBTEGRWVWIRSITav o847

24T SRER FTI2AIE T |ERERRER T3y
g3y

JEfE S iz v a |TLS/SSL v ¥ a T — X EMEA Y v RE@H LE |77 4/L k7~ | Do not decrypt
> (Compressed 7, va v ERET | 5 o7 (Block)
Session) % (Inherit )
default action) | /&> PLTTZR>Y”Z
(Block with reset)
TIXIVKT I vay
Zik& 3% (Inherit

default action)

SSLv2Eviay |kByia i SSL A=V a0 2 THEE{LERET, 7 7 /v k7 2 | Do not decrypt
(SSLv2 Session) va rEMET | 5y v 7 (Block)

N7 4 w7 INEERREE 72D DI, ClientHello A v .
% (Inherit

T—UMNSSL20T, EENT 74 v 7 DFED MR SSL3.0 . P -
- &&’B‘E%L,“?gf’“éb\ 4 default action) |/ E>Y hLTTR>Z
A - ° (Block with reset)

FTIFNVKINT I a
kK35  (Inherit

default action)

| sty —



B e=<=nutrsocvroForarmErToa Y

werRyv— |

247 £ A TIAIbET | EREEEET I3y
o3y
REREEAAL — R | VAT ANBFETERWVWIES A A — FTT, =7 4L k7 Z | Do not decrypt
(Unknown Cipher vavEWREAT | 50y s (Block)
Suite) % (Inherit )
default action) |/ E>Y PLTTR>YZ
(Block with reset)

FIFNVNT Iav
Rk 9 5 (Inherit

default action)

PR—FENTWR | BRSNS A A — MRS EFTEZ, VAT AFY |5 740 b7 27 | Do not deerypt
WS A A — b A—HFLTWERA, Va s EkET v v (Block)
(Unsupported Cipher % (Inherit )
Suite) defaultaction) |/ E> hLTTH>Z
(Block with reset)
TIXIVKT I vay
Zik& 3% (Inherit
default action)
N IND S S TLS/SSLt v ¥ a > Ty va v OFMANAEMES| T 7 4/ 7 7 | Do not decrypt
F¥ v a (Session| TEBY., 7 IA4 T b —n"Nvy vz i#il+d |V aflkd w2 (Block)
not cached) fFoTEyva ZHMLLTWADIZ, AT AT |5 (Inherit )
Ty v a VTR Y v v a ShThERA, defaultaction) |/ EY FLTTHYZ
(Block with reset)

FTIFNVKINT I gy
% kA3 % (Inherit

default action)

N RV =2AT =
< — (Handshake
Errors)

TLS/SSLNN> Ry = 7 D3 IFv— g iz =T —
DHEAELE LT,

TIHNNT Y
va VR
% (Inherit
default action)

Do not decrypt

7 a7 (Block)
Jty L TTrYY
(Block with reset)
FTIFIVNT I g
Zik& 3 2%  (Inherit

default action)

BT —
(Decryption Errors)

T T4y 7 DE SR T =R EALE L,

A=Y/
(Block)

7 a7 (Block)
Tuyr (Vkyhbd
D)

WERY =% RN T 25 E, T 74V b7 7 v a v icho TRBSh A #REOR 7
. 7740 hTREMME SN TOWET, BEETERVENT 7 4 v 7 ORBETIEIT 7 4V 1T

B &Ry —



| #SRY>—

‘BETEEL

ATy T
ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

BETEHEVLS T v o0T I MuEERETS

JraryOouRELBAINDZD, HETEXRWN I 74w I DOT 7y ar TUEIND
Bgeou 7%, T 7 40 b TTIRESILE N TV ET,
T OYRERAEE = B LT — AR E AR T A EAT. R EICHEL
LTh, 2O T 74 w7 B EFTERNZ EICERELTLIEEY, FEMICHOWTI, E5
=)V OEBFHEHRFHEESR L T ZE0,
BErEYY

HWETERWEN T T4 w7 DF 73V MU EZRET D (15 3—)

— “ — En-"._l
S TJ7490DT 74 MLEBEERTET S
VAT DK DEGOREN TERWREX A 7O AL N7 7 4 v 7 BT 57012, 8
BECERWNT T4 w7 7 arw#@ER) — LYV TRETEET, BEEL—LEE
FRWVESRY —FRETAHRE. XY NT—7 FEOTRTCOEETERVESL N T 7 4 v
7 OB FIEL, HEETERWNTI T4 v 7 DOT 7 a AlloTRED £,
BETELRWIN T 7407 DXATITL-T, IROBIRDBTX FE 9,
R E T T,
ATy 7 L% Ty T4, By ey SNsETEREFIT LT D
UDP 2 EDaxria vy L AR TFa hardigs, 2OoF 7 ar2BED LET,
TR ay hu— A EHH LTINS 7 v 7 2B LET,

EBERV BT TN NDOT I a s EK L ET,
Fig

% 72 Management Center {22 27 A > L CWaWGEEIX, v/ A4 LET,

[/R1) &— (Policies) 1>[7# X3 > bO—JL (AccessControl) ]>[#EE (Decryption) ] %
7V w7 LET,

WERY L —DARORICH 5 [#REE (Bdi) ] (£) 22V y7 LET,

BWHERY) —x2F 4 X T, EHTERW\WT 7 3 (Undecryptable Actions) %727 U v LE
R

K74 —NVRT, BER)—DT 73V T 7y ayz@&RT 50, HETERWIAT D
774 v 7 LCEITTHHOT 7 v a VERBRLET, FFc oV, #E5TE2n
N7 47 DT 73 MURA T gy (13X=) EEBERI— DT 71V T
var (12=2) z2RL TSN,

[fR17 (Save) 1% 27V v 7 LCHRY U—&RIFLET,

w#sRY— I}


management-center-device-config-74_chapter66.pdf#nameddest=unique_1743
management-center-device-config-74_chapter66.pdf#nameddest=unique_1743

werRyv— |

B e=xv—ommrioay

‘'SR

RDBERY

MEETERVWNTI 74y DT 7 v a VTR ENAEHICET AT 74V haX o 7%
FE L EJ, Cisco Secure Firewall Management Center 7 KX =X hL—33 > A KD
l'Logging Connections with a Policy Default Action] & L T 72 &0,

REAF LR L ETRELEORMEZML T ZEN,

O—DHEHMEA T3y

BERY — O [FEMEXE (Advanced Settings) | ~X— 2%, A Y > —23EH Z 415 Snort 3
RICRE SN T X TOFEIEKNGET NA RAZHH SN D 70— VRERH Y £7,

BHERY — SR EIX, LT Z2FETTDEEMNGT A AT TEH I ET,
71 LVETIONR— g

* Snort 2

[ESNIZERTSHT70—%TAv-F % (Block flows requesting ESNI) ]

Encrypted Server Name Indication (ESNI (38 RDEE~D VU 7)) ) X, 7747 FBRERL
TWHNE%E TLS 1.3 — =252 5 15T, https://tools.ietf.org/html/draft-ietf-tls-esniSNI

ot TRY, Y AT ATEY— =2 B TE Rz, SNIEERIILEIZEE T
ny 7 TEET,

HTTPB 7 FNZ A XA D FEEMIZT S

IDOF T a s EERIRT D L, TCP ##t® ClientHello 7> HTTP/3 (RFC9114) 23HIBR i E
9, HTTP/3 X QUIC h T v AR— 7 haLd—#THY, TCP h 7 AKR—F7n1 b=
NTIEHY ERA, 7T7A4 T2 MTEDHTTPRDT RRXA VTR T vy 745E, QUIC
PHIZHLDIAE N TV D AIRENED & 5 BEECEIBEDO I TITN T D IR R S N E T,

EHETELRVWY—N—FIREZY A7V MIUEET S

ZHUE, [HE-FE4 (Decrypt-Resign) [/V—AT 7 a l—%TD T 7 4 v 7 IZORE
H é%’bi?‘o

ZOFTvarEREMNITDHE P AN—FEEMEEHIN TV RWGAID, FEXLT A
ADRFEF (CA) B —_"—OFEHECRDVIHEHENET, FBEIL TN ——
AIEBIE & 13X, Secure Firewall Management Center TfE#{T& 5 CA & LTU R F SR TWRWEE
HETT, (TP bk (Objects) 1>[ATP ¥y FEE (Object Management) ]>[PKI1]>
[{E#8TE ACA (Trusted CAs) ]) .

B &Ry —


http://www.cisco.com/go/firepower-config
management-center-device-config-74_chapter4.pdf#nameddest=unique_45
https://tools.ietf.org/html/draft-ietf-tls-esni
https://www.rfc-editor.org/rfc/rfc9114.html

| #SRY>—

wetyv—ommriva i

[TLS 1.37E 5 M A%H1t (Enable TLS 1.3 Decryption) ]

TLS 13RI CEB AN — V2T E S, 2O T a r EH I LEWESE, HEL—
MITLS 12 FD T 7 4 w7 izoHr@mAEINET, [TLSI3ESZORANT T 7T 4 A
(18 X—) | 2L TLIEIWN,

CERETLSY—/N\—F7 A T T4 T4 7A—T DAL (Enable adaptive TLS server identity
probe) 1]

TLS 1.3 508 ER 256, HEMICAENI/RY £, To—71F, ——L OEsH 7
TLSEiTH Y, ZOHMIIY — N"—fEAEZRE L Xy v 2952 TT,  GEHERN
TTICF Y v 23N TWDHEHEA, Te—T3MrSnEti, )

BERY O —REEMMTF LN TWAT 7R a2 bha—L K o —TTLS 1.3 $—_—T o
TUT AT AR5 TV DA, —"—Z4EE (SNI) OFEHANGRIT SN E 3235,
ZIEEERELS B FHE A,

WIS TLS V== T AT T 47 4 Tua—71%, ROV YV —2D X 51T TOERT
IERAERTT, KOWTIHLORMETRELET,

SEFAEORITE - 51—/ D DN b— /L5 THITHE DN OfER—H T 25612 —F L
iﬁ—o

SERNZOWTIE, B4 (DN) OA— LERE2 BB LTS,

REAEAT —H A B = TOTNPOFEREAT —Z AJMEN BT 2581 —%
]\/iﬁ—o

FEACOWTI, REBEARAT — X A0 HE L= LR ESR L T ZE0,

WNE/ANERERASE - NESRERI X, [E5-BEM D% — (Decrypt - Known Key) ] /L—/L7 7
Var CHAINDFEAELRATE T, MTREAER, EHEL— VL TRATE
i‘g—O

PR OWTIR, BB —ToES ERE NI 74 v ) BIXOGEFHAEZEDEZL—LVE
HasB LT EEN,

Ty —varyID: TR aryha— L RY—F I EERY L —DT Y —
va =G ERETEET,

HHNZOWNWTIE, T AU A — g U I— LSRR LT T &N,

cURL AT 3V : 77®RAaryba—LARY —DOURLLV—LEFEEERETEET,
SEHNZ DWW TIE, URL b— &R BB LT E &0,

w#sRY— I}


management-center-device-config-74_chapter66.pdf#nameddest=unique_1221
management-center-device-config-74_chapter66.pdf#nameddest=unique_2246
management-center-device-config-74_chapter64.pdf#nameddest=unique_2212
management-center-device-config-74_chapter66.pdf#nameddest=unique_2247
management-center-device-config-74_chapter66.pdf#nameddest=unique_2247
management-center-device-config-74_chapter18.pdf#nameddest=unique_807
management-center-device-config-74_chapter18.pdf#nameddest=unique_809

B nsiezo~zr759542

werRyv— |

\)

GE)  [ESHTLSY— N—TOMHE— FOH L (Enable adaptive TLS server discovery mode) |13,
AWS IZJEBH S vz £ @ Secure Firewall Threat Defense Virtual TH AR — b ST ERF A,
Secure Firewall Management Center CHE B S TN D Z D X 5 RF G T A AR D D54,

Bigi 4 X F PROBE_FLOW_DROP BYPASS PROXY &, T /3A AN — N —ZEHEDOHH]

B DTN L £,

TLS13EEDRRA TSV F 4 R

HEREIE

HMA T a v EENICTHEE

WERY—LT7 27X arbr—L RY —OFKFIT,

E D TBIFRAR <

AT g FRDO EBY T,
cHERY —
*TLS 137185

e TLS MG —R—DT A T T 4T 4 T —7

NI T 4y I BEESRTVDN
N7 T 4 7 ORBTRICRET DA T a v b £,

T A A a—L RY— TLS 13— =T A F T 4T ¢t

Tr7EA Ay b= RNY—EF, AU —BEL D bELSET,

ROREMP LT, AT LA T a v aRELET,

TLS &2
H—/N\—ND7
A TUT4
F470—7
BRE (EBR
) —)

TLS1.3 45—

N=TFATY
T4 T 4B
BRE (7Ot
A3y hko—
LR D—)

R

HEIN SRR

A%

T2

BERY —IE TR Y —
DFEMA T g (16 2—
V) THEEINTZWTLO
o= VRN E EL, DD

Y= N—FEER T Y v
ST RWGA IR

0—7NEEINET,

e TR ha—)L)L—
WNTT TV r—a 5
% 7213 URL &tk %1
[P QAYSNA

s NTT 4w EEELT
W3

P N—FERENF T v a
SNTWRWGESE, Tr—7
IR SN ET,

TRy ka—)L)L—)
\CURL &M E 720377V or—
Va VRN DBEITDH

AT S

B &Ry —



| #SRY>—

ns13@En~z +75557+2 |

TLS BEE |TLS13H— |#R HREIN LKA
Y—NR—DF7 |N=FATV
ATOTA4 | T4 T48E
T470—T |8BE (7t
BRE (#ER | Raviro—
)y<—) LR —)
B3 BN P R—FEHENF v v v 2 | LR
INTWRWGEE, Ye—>7
ITEICERFESINET,
7 2 Ta—73EEINEYA, | EAMIIERFICRESND,

N7 4y EEEET, T
s Aar ha—)LL—)L T
T =g A EIR
URL &AM H L7220 g&Ic
DOIHERT %

GE) F v v o I TLS — "—DFEAEL, € D Threat Defense D3 T Snort A A X
VATHHATEEY, Fv v alICLla~y R T U T T, T3 ADOFLENRC BB

W7 VT EnET,

SR

30 IRl

TZEW,

secure.cisco.com C TLS ——7 A4 77 4 7 4 HO#AEZ SR L TL

w#sRY— I}


https://secure.cisco.com/secure-firewall/v7.2/docs/ssl-policy#tls-server-identity-discovery

wRAY o —
B nsizEsoczxr73555742 e |

W Esry -



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



