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| wEL—%

ATvT3

ATy T4

ATy T5

FEL—8 £20 LTERY— A —li—T 1255 855% [

s [Name] : Z @il Tli%, VR-Warehouse T3,
* [Enabled] F= v 7Ry 7 A&F NI LET,
* [IPv4] T, [IP Type] & L T [Use Static IP] Z &R L £ 7,

 [IPAddress] : ZHOFE FIZLET, 2—HF—EROWENL—F & F1ER L TWH R0
72, VAT AL, BCIPT FLA (1030.0.124) ZEA LA v Z—T oA A%
ETDHI Eaa—F—IZHFTLERA,

©) [OK]%27 YU v2 LET,

d) [R%E (Save) #7 Vv 7 LET,

WRFEE P d L OMRE B P DL — 2 B L, ZENDA v F—T = A A%EID 4T

£7,

a) [T/34 R (Devices) |>[T/\1 A& (Device Management) | Z3%R L. Threat Defense
TNA A% wRELET,

b) [b—T 1 2% (Routing) 1>[{RE/IL—2 DEE (Manage Virtual Routers) | OJIEIZ IR
LET,

¢) [Add Virtual Router] %7 U » 7 LT, WRFEHMOIAENL—Z ZERR L £,

d) [Add Virtual Router] #27 V » 7 LC, REREHMOBAENL—F ZERR L £ 7,

e) REN—ZD Koy H 7 Hb [Sales] 34 L, [Virtual Router Properties] C. [Selected
Interface] & L C [VR-Sales] Z B L CTHRIFEL £,

) AEL—Z D RKu vy X725 [Warehouse] % 81 L, [Virtual Router Properties] C.
[Selected Interface] & L C [VR-Warehouse] Z B L CHRAF L £7°,

VR-Warehouse f > % —7 = A ADRTE % FHER L E7,

a) [Devices] > [Device Management] > [Interfaces] MJIIEIZEIR L £ 9,

b) [VR-Warehouse] 1 " Z —7 = A AIZ%$ 5 [Edit]) #27 U v 27 LE$, [IP Address] IZ

[10.30.0.124) L AN LET, A X —T = A AN 2 DD R D8N — 2 (fERNZE Y

BToHNITz®, VR-Sales IZAILIP 7 RLAZRETEDH LT E LI,

o) [OK]%7 Vv LT,

d [R’RE (Save) 27 Vw7 LET,

REAEHMOY — — (10.50.0.024) Oy NV —7 4TV xr b & RERERMD 7 —

F7 = A (10.40.02/30) OF > NT—0 AT V=7 NefERkLET,

a) [Objects] >[Object Management] DJIEIZER L £,

b) [Add Network] > [Add Object] DIEIZEIR L £ 4,

* [Name] : Z D Tl%, Warehouse-Server T9°,

* [Network] : [Network] Z#7 U » 27 LT [10.50.0.024] & ASJLET,

c) [R%E (Save) #7 Vv 7 LET,
d) [Add Network] > [Add Object] DIEIZER L £,

* [Name] : Z Ol TiL, Warehouse-Gateway T,

wEL—% I}



B cEL—ssaLcERmY— 1 —cL—F L UT B

wEL—% |

s [Network] : [Host] #27 V v 7 LT 110.40.02] L AJILET,

e) [R#%E (Save) 27U v 7 LET,

AT v F6 VR-Warechouse f > ¥ —7 = A A%RA 2 bT 5, Wi ToOL— ) —7 2 EHZLET,
a) [T/31 X (Devices) |>[T/\1 RAEHE (Device Management) ] Z 3% L, Threat Defense

TNA Az fRELET,

b) [/V—7 17 (Routing) | IR L ET,
) Fmry7HornbIRGEHRMORIEL— % 23R LT, [Static Route] 7 U v 27 LET,
d) [v— h%iBH (AddRoute) 1 %2 V >~ L£7, [Add Static Route Configuration] T, K ®D

HHAZEELET,

* [Interface] : [VR-Warehouse] % 3R L £,

* [Network] : Warehouse-Server 4°7 ¥ = 7 h &8I L £7°,

s [Gateway] : ZEHDOEFIZLE T, BIOREN—ZITV— &2 —27 T 555121,

T—=brU=AZBERLEEA,

Add Static Route Configuration

Typ

]

& IPv4 PvE
Interface*

VR-Warehouse v

Available Network C

Q, Search
.an',-—:pvzt

IPv4-Benchmark-Tests
Pv4-Link-Local

IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12 -

Gateway™

Metric:

Tunneled: | (Used only for default Route

Route Tracking:

e) [OK]Z7 Vv LET,
) [&’R%TE (Save) 27 U7 LET,

Selected Network

Warehouse-Server

L1l

AT T REREMMOBAIE/N—%Z T, Warechouse Router2 7 — F 7 = A R A > T 50— NEEFH

L/\i‘é—(]

B rEL—%



| wmEL—%

ATvT8

REL—52EN LCERY— —cL—T 1 255255 |

Re w7 X0 0 BARE A OV — & %8P LT, [Static Route] #7 U v 7 L&

j—o
b) [/b— hZEN (AddRoute) 1% 7 U v 2 LE£J, [Add Static Route Configuration] T, KD
HEZEELET,

» [Interface] : [VR-Warehouse] Z 3R L 9,
* [Network] : Warehouse-Server 47 ¥ = 7 b %&®IR L F7,

* [Gateway] : Warehouse-Gateway 47 ¥ = 7 & ®IN L £,

Add Static Route Configuration

o
Type: ®) IPv4 PVE
Interface®
VR-Warehouse v
Available Network C' Selected Network
Q, Search | Add | Warehouse-Server .
any-ipvd

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination
Gateway

Warehouse-Gateway v
Metric:

Tunneled: (Used only for default Route

Route Tracking:

fffff
S | m

[OK] %27 U w7 LET,
[R%E (Save) #7 U w7 LET,

A BRI D — S ~DT I E AEFATHT 7 AT B LR RTE

ixX fE Li‘a—o

TR ha— W b— L EERTHIZE, X2 VT4 V= EERTAOLERHD E

9, [Object] > [Object Management] > [Interface] % f# /i L %9, [Add] > [Security Zone] % i
R LT, VR-Sales I L X VR-Warchouse DX = U T 4 V' — 2 Z{ERk L £, Warehouse-Server
DXy NT—=rF TV =7 FAIC

([Add] > [Interface Group] Zi&R) .

. Warehouse-Server f > % —7 = A AT NV—THER L ET

wEL—% I}



wEL—% |
B zsvs7rixzmmemmLTroa—%y F PO ERERBRT B

AT 79 [Policies] > [Access Control] Zi&IR L CTT7 7t A3 ha— bb— L& E L, IIEHM DI
L —F DEETLA v H—T = A A5, 585 Warehouse-Server * v U —7 47 V=7 FdD
RSB RAREL— 2 ICEENDEA v Z—T 2 A ZA~D T T 4 v 7 HFALET,

7=& 0L, Sales DA X —7 = A AN Sales-Zone ¥ = U7 4V — 128 . Warehouse DA
VB —T7 = A AH Warehouse-Zone ¥ = 7 4 V=N H B, T/ Aa ba—)—
JIRO L DT £,

SalesWarehouse Analyze Hit Counts |
Enter Description
Inheritance Settings | Polic
Rules Security Intelligence HTTP Responses Logging Advanced Settings Prefilter Policy: Default Prefilter Palicy SSL Policy: None Ide
—
Filter by Device ¥ Search Rules X Show Rule Conflicts @ = Add Categ
Source S Dest VLAN Sou Dest Source e
Name o Dest Zones Pl Makrank T u Applicat... SO =zl URLS T Dest SGT Action & @ By S
¥ Mandatory - SalesWarehouse (1-1)
1 Warehouse-Rule Sales-Zone  Warehouse-Zone  Any 1050.0.5  Any Any Any Any Any Any Any Any © Allow &

BEEI ST FLRAERZFEHALTA UV 2A—2Y 79X ZRHT S
Ak
RN — 2 BT 2856, BOV—2IZHFET DA Z—T oA AR L TR LRy T —
JT7 RUVAEZRECTEET, 72ZL, FRIOREN—ZTL—T 4 T ENDHIPT RLRX
FUTHDH7, EB]D NAT/PAT 7 — V& FFo%K A L X — T = A AT NAT/PAT /v— )L % i

LT, VA=V T 74 v 7 MIELVSERICEEESND LT LET, 2ok, Ka
=% L NAT/PAT V— VB E LT, BEETHT NLAZEMEZEHTITFIELZ R LET,

7= & 2%, Threat Defense MDA > % — 7 = A A vrl-inside B £ X vi2-inside 1%, IP 7 KL &
192.168.1.1/24 45 L HICEFE L T, 192.168.1.024 v h T =7 NOKE T A kN ED
T RRA Y hEFHTEET, & 2E, RAUT RURAZEMZHERT 5 2 >OEL— % D>
DA UH =%y hT 7B AZFATHITIE. NAT V— L 2SR —F DA o H—T =
A AMEBNCE AT 2B N H Y F7, EBO NAT & 7213 PAT 7 — V2T 2 O AR
T, PAT ZfiH LT, VRI ®%ETLT FL 2% 10.100.10.1 IZZH L, VR2 DEETLT L
A% 10.100.102 IZEBTE E3, RO, A X —Fy MUDINTA > X —T = A4 AT
0=/ W—Z D—ETHHEADREEZ TR L TWET, BETA X —7 =1 A (vrl-inside
B LW vr2-inside) % BI/RAYICTER L C NAT/PAT L—/L 2 EFRT DMENH Y £, HE71A
VH =Tz A AL LT lany] Z2FEHTHE, RCIPT RVAR2 DO DA L H—T = A
ZNAET D ABEMENR B D720, VAT ANIELWEE L EHATE 2L 20 £7,




| wmEL—%

BHETS7 FLAEMERALTS v a—%y b7 25T o555 ]

B PaTwot0100101 A

192.168.1.0/24
192.168.1.0/24

A%F R

Inside Networks E IPv4 Public
S Internet

\ )

GE) BEETAZT7 FLRAZEMAZHEH LARWVMIEL—ZNIZ—E DA v 2 —T A ANHLHBE T,
EETA v E—T oA AEEE L TNATV— L EERZT AL TR T IN a—F 4 V7R
B2 A X —Fy NMIAAL V RENTARABNL—ZINED ST T 4 v 7 fEEICHEET
%ij—o

FIE

ATYT1 VRIDTNA ZADNEA V2 —T = A AR ELET,
a) [Dewces] > [Device M anagement] > [Interfaces] DJIRIZEIR L £ 7,
b) VRIIWCEID YU THA v H—T oA AEfRELET,

o [47l (Name) ]: ZOFITIX, vrl-inside,
* [Enabled] = v /Ry 7 A% A NI LET,
s [IPv4] T, [IP Type] & L T [Use Static IP] Z IR L 7,
«[IP7 KL A (IP Address) ]:192.168.1.1/24 Z A/ L %7,
) [OK]Z2 Vw7 LET,
d [R’R#E (Save) 27 Vv 7 LET,

ATYT2 VRROTNAADRNEA X —T oA A%RELET,
a) [Devices] > [Device Management] > [Interfaces] DJEIZERN L £ 7,
b) VR2IZEIV YU THA v H—T oA AfRELET,

o (40 (Name) ]: ZOHITIL, vr2-inside,

e [Enabled] T = v 7 Ry 7 A% AN LET,

* [IPv4] C. [IP Type] & L T [Use Static IP] Z 3R L £,

 [IPAddress] : ZZHDFEFFICLET, 2 —F—EROFRME/NL—F ZFTZAERK L TV
e, =B —[ZIFELCIP T N2 & Lf4 V=T oA AERETEET A,

) [OK]%27VYvZ7 LET,

wEL—% I}



wEL—% |

B zsvs7rixzmmemmLTroa—%y F PO ERERBRT B

ATvT3

d)

[fR7F (Save) #7 Vv 27 LET,

VRI BLXOAEA X —T = A A~DET 740 "— ) —0 ZRELET,

a)

b)

<)

d)
e)

[T/34 R (Devices) |>[T/31 REH (DeviceManagement) | Zi# L. Threat Defense
TN, 2 ufmE LET,

[IL—F 4 >4 (Routing) 1>[{RE/IL—2 DOEE (Manage Virtual Routers) ] DJIEIZIER
L9, [fE—% DB (Add Virtual Router) 1% 2 U v 27 LT, VRl Z/Ef% L £,
VR1 4, KAEEL—F O 7 w37 ¢ (Virtual Router Properties) | C. vrl-inside 2%V 4
TTHhRFLET,

[Static Route] &7 U v 7 LET,

[V— FZ3ENM (AddRoute) 1% 2 U w7 LE¥, [Add Static Route Configuration] T, KD
HEZEELET,

o[ #—T7 A A (Interface) ]: 7/ 02— )b—X DINEA X —T oA A&TRINL
iﬁ—o

e[y FU—72 (Network) ]:any-ipv4d 47 V=7 NERINLET, ZOFy hT—7
X, VRINTIL—T 4 VT TERWTRTDRNT T 4w 7 DT 7 F /b Fb— MNI7RY
i‘é—c

* [Gateway] : ZZHDOFEEIZLET, BOFEEL—ZIZV— &) =7 FTH5EIC
T A ZBEELERE A,



| wEL—%

ATvT4

f)
2

BHETS7 FLAEMERALTS v a—%y b7 25T o555 ]

Add Static Route Configuration (7]
Type: @ IPvd () IPvB

Interface*

| outside v |

(Interface starting with this icon [%gsignifies it is available for route leak)

Available Netwark C + Selected Network

| Q_ Search | any-ipvd

m

IPv4-Benchmark-Tests

L[]

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination

Gateway
| w %
Metric:
B |
Tunneled: [] (Used only for default Route)
Route Tracking:

v |+

[OK] &7 U w7 LET,
[R7E (Save) #7 V v 7 LET,

VR2 BL O A v X —T = A ADET 74V bL— ) — 7 2RELE T,

a)

b)

©)

d)
e)

[T/31 R (Devices) |1 > [T /31 REH (Device Management) | #34R L, Threat Defense
T A ERELET,

[JL—T 4 >% (Routing) ]>[{RIE/IL—2 DEE (Manage Virtual Routers) ] DJIEIZER
LEd, [ —Z BN (Add Virtual Router) 1% 2V v 27 LT, VR2 ZER L £,
VR2 O, [RAEL—F O 7 v s35 ¢ (Virtual Router Properties) | C. vr2-inside %%V 4
TTRFLET,

[Static Route] 7 U » 7 LET,

[/b— b ZEN (AddRoute) 1% 7 U v 2 LE£7, [Add Static Route Configuration] T, KD
HAZWEELET,

KEIL—% .



wEL—% |

B zsvs7rixzmmemmLTroa—%y F PO ERERBRT B

f)
2

£,

o[ ¥ —T7xAA (Interface) ]: 70— 3 b—F DA LV H—T = A AR L

s[> FU—7Z (Network) ]:any-ipvd A7V =7 FE@RIRLET, ZOFXy hT—7

X, VRN T —TFT 4 VT TERWTRTD T T 4w DT 7 )b h)b— R0

i—a_o

MY A ZERLEEA,

Add Static Route Configuration

Type: @® IPvd () IPv6
Interface*
| outside v |

(Interface starting with this icon [#signifies it is available for route leak)

Available Network C' + Selected Network

| Q  Search | any-ipvd

IPv4-Benchmark-Tests

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12

-

o/

Ensure that egress virtualrouter has route to that destination

Gateway
| v |+
Metric:
L |
Tunneled: [ (Used only for default Route)
Route Tracking:

v |+

Cancel | m

[OK]Z7 U v7 LET,
[(RF (Save) 27V v 7 LET,

* [Gateway] : ZZADE EIZLE T, MOFBL—ZIV— 2 =23 55813, 7—

RTFYTE T — s =B DN, A —T 2 A ATIPVAAZT 4T T T4 RL—~, DOFD
172.16.12 R E L £,

. REIL—4



| wEL—%

BHTHT FLAEMARALTA v a—%y r7o w2k d55% [

[T/314 R (Devices) |>[T/\1f XA EHE (Device Management) | Zi%fR L, Threat Defense
TR AL LET,

[IL—F 4 2% (Routing) |ZZIRL, ZF/e—Ll—2 D707 1 ZRELET,
[Static Route] #27 U v 7 L ¥ 7,

[b— hZEM (AddRoute) 147 U w2 LE£7, [Add Static Route Configuration] T, KD
HEAZEELET,

s[4 H—T A A (Interface) |: 7/ B —rN)b—F DHNERA 2 H—T = A AZEIR L
£

e[y FU—7 (Network) ]:any-ipvd 7 V=7 FERIRLET, iUk, EED
IPv4 N7 7 4w 7 DT 7 H I/ bA— MY T,

«[F— U x4 (Gateway) |: fERKSILTCWAEGAIL., Fay XUV nbARA N %E
BIRLET, A7V RELER SN TORWEESIE, B (Add) (227U v
J LT, AMBA v H—T A A2 (ZOFITIE172.16.12) ODF v NT—7 VT DK
SN HDTF— T2 ADIPT RLAIZK LTHRANE T V27 FEERLET, 4
TV NEER LD, [ — b x=A (Gateway) | 7 4 —/LV RTERLE T,

wEL—% I}
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Add Static Route Configuration

Type: e IPvd IPv6
Interface*
outside v |

Available Network -+

| Q_Search _ |W| [

| any-ipva
IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

| IPv4-Private-172.16.0.0-12 -

Gateway*
| outside-gateway v | +
Metric:
1
Tunneled: | {Used only for default Route)

Route Tracking:
v | +

e) [OK]%#27 VU vZ7 LET,
) [RE (Save) 27Uy 7 LET,

ATV T6  vr2-inside f VX —T = A ADHRELZ R LFET,

(Interface starting with this icon [#signifies it is available for route leak)

Selected Network

P—
\-..Lil-\.ue. | m

a) [Devices] > [Device Management] > [Interfaces] DJIAIZEIRN L £ 5,
b) vr2-inside £ ¥ —7 = A AT LT [fatk (Edit) 1227V >y 7 LET, IPT L X%

192.168.1.124 * LTHRELET, A v Z—T7 = A AN2ODEL LR/ —XF
NYTENTZTZ®, vi2-inside ICEICIP 7 KL 2%

) [OK]%27VYvyZ7 LET,
d [&R#E (Save) #7 Vv 7 L%,

2FvFT1  VRI ONEHSBIEA~D T 7 ¢ > 7 D 10.100.10.1 ~D PAT % FE1T7¢ 5 NAT b— /L Z1ERE

LE7,

a) [T/31 X (Devices) ]>[NAT] DNEIZER L E7,

b) [ETLULVRY >— (New Policy) ]>[Threat DefenseNAT] %27 U v 7 L %7,

B rEL—%

wEL—% |

(AN E

TEDHEIITRRVELE,



| wEL—%

©)

d)

e)
f)

BHETS7 FLAEMERALTS v a—%y b7 25T o555 ]

NAT 7R U 3 —4 & LT InsideOutsideNATRule Z A /) L. Threat Defense 7 /3A A &38R L
F9, [fR1F (Save) 127 Vv 7 LET,

[InsideOutsideNATRule] ~—C, [JL—/L DB (AddRule) %7 U v 27 LT, UUT%E
‘TLET,

« [NAT/L—/L (NAT Rule) ] : [FEINAT/L—/L (Manual NAT Rule) ] Zi&R L £ 7,
«[#A 7 (Type) 1:[# A4+ >v27 (Dynamic) | Zi&R L 7,

c[#fiA (Insert) ]: ZA F I v 7 NAT L— /L RFAET B AL [ (Above) ] & 134R
LET,

* [Enabled] #2 V v 7 LET,

s [A v F—T A AFT V=2 ; (Interface Objects) | T, vrl-interface =7 V=7 %
R L, [V —RIZEM (AddtoSource) [#7 Vw7 LET (A7 V=7 MR
Alx, [ 725 b (Object) 1>[A#T x5 FEHE (Object Management) >[4 >
A—T x4 R (Interface) | TAHZ V=7 FEERLET) . KIT, [FEEI2EM (Add
to Destination) ] C [#M# (Outside) | Zi&IR L F 7,

o [£#: (Translation) ] @ [Jt?DiX{E7C (Original Source) ] C. [any-ipv4] Z &R L F T,
[ #7515 0 (Translated Source) ] T, [BAN (Add) 1%27 U v 2 L. 10.100.10.1
ZIRELTHA AT Y =2 K VRI-PAT-Pool #EFK L £7, RO RIS TND
£ 912, VRI-PAT-Pool Z IR L F 77,

NAT Rule:
Insert
In Category v NAT Rules Before
Type:
Static v
Enable
Description:

Interface Objects  Translation ~ PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
any-ipvd v Address v
Original Destination: VR1-PAT-Pool v
Address v

Translated Destination:
Original Source Port: Translated Source Port:

Original Destination Port Translated Destination Port

wanee ‘ ﬂ

[OK]Z27 Uy 7 LET,
[REFE (Save) 27 Vw7 LET,

wEL—% I}
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ATY T8  VR2ZONEMNOHEE~D 8T 7 4~ 7 3 10.100.10.2 ~0D PAT % FE{73 5 NAT /L— L& BN
LET,
a) [T/3M4 R (Devices) ] >[NAT] DJAEIZER L £7,
b) InsideOutsideNATRule Z#H4E L T, VRZNAT L— /L2 EFZLE T,

« [NAT/L—/L (NAT Rule) ] : [FEINAT/L—/L (Manual NAT Rule) ] Z3##R L £,
s [#A 7 (Type) ]1:[#AF v (Dynamic) | ZEIN L F 7,

«[#EA (nsert) |: ¥ A F I v 7 NAT L— A NEET 2 BE1E (AR (Above) | % 5&4R
]\/iﬁ—o

* [Enabled] #27 V v 7 L¥7,

s [A v H—T A AFT V= b+ (Interface Objects) ] T. vr2-interface 77 V=7 h &
B L, [V —AIZEM (AddtoSource) 15227 Vw7 LET (A7 T2 RN
HBiE. 72k (Object) 1>[A#T> v FEE (Object Management) >[4 >
A—T7 x4 R (Interface) | CAH7 V=7 hEEKRLET) . &I, [FEEITEN (Add
to Destination) ] C [#M# (Outside) ] Z &I L F 9,

o [Z£#2 (Translation) ] [Jt?i%{E7C (Original Source) ]C. [any-ipv4] Z IR L F 7,
(£ a5 725570 (Translated Source) |1 C, [EN (Add) 1% 727 U > 27 L, 10.100.10.2
ZHRELTCHEA AL T Y27 k VR2-PAT-Pool Z & L £9, ROKIIRENTND
X 912, VR2-PAT-Pool ZiER L £,

NAT Rule:
Insert;
In Category «| | NAT Rules Before
Type
Static g
Enable

Description:

Interface Objects  Translation ~ PAT Pool  Advanced
—

Original Packet Translated Packet
QOriginal Source:* Translated Source:
any-ipvd v Address v
QOriginal Destination: VR2-PAT-Pool v
Address v

Translated Destination:

QOriginal Source Port Translated Source Port:

QOriginal Destination Port: Translated Destination Port:

o) [OK] %7V v LET,
d [R’RE (Save) 27 U7 LET,

B rEL—%



| wmEL—%

ATvT9

ATy 710

BHETS7 FLAEMERALTS v a—%y b7 25T o555 ]

vrl-inside 33 L W vi2-inside 1/ > % — 7 = A AMBHE A X —T = Af A~D NT T 4 v T %7
FTALT 78R arbhr— b R —EHETHITIEL, BX 2 VT 0 — B ERT DM
2 £, [Object] >[Object Management] > [Interface] ZfiH L £4, [:B1 (Add) ]>[t
Fal)T4YJ—> (SecurityZone) |% N L, vrl-inside, vr2-inside, 3L OGMNHA v ¥ —7 =
AADEF2 YT 4=V HERLET,

[R1) — (Policies) 1>[7 % A%l (AccessControl) ] Z##K L. vrl-inside-zone 33 L O}
vr2- inside-zone 7 & outside_zone ~D ~ T 7 4 v 7 ZFFRT 5T 7 & AHHL— VAR E L E
R

A B =T A ADLFIPMFT NI =V B LT DL, TXTDRNT T 4 v 73 A
VA =Xy NMIHEND Z L BT A EARL—VT, ROL DRV ET, ZOT 7Ry
fa—L AR =TT A —2 ZlATEET,

Add Rule
Name Insert
AllowinternetTraffic Enabled into Mandatory L
Action Time Range
S Allow v i
Zones MNetworks VLAN Tags M Users Applications Ports URLs SGTNSE Attributes

Available Zones C Source Zones (2)

Q, Search by name
Add to Dest

vr1-inside-zone

vl -insade-zone

vr2-inside-zone

vr2-inside -zone

KEIL—% .



wEL—% |

B rer—F o oTcmiiry FI—I~DRAVPN 72 £ R EHTT HH%

REIL—T 1 U TAREBRY FT—U~DRAVPN 7V 2R ZEFA] T

D&

&

RABN—F ¢ v TR T 34 ATIiE, RAVPNIZ, Zu— UL —& f v X —T = A AT
DHYR—FENET, ZOFITIE, EX2T7 277472 b 2a—F—RNa—HF—EFHZOMHE
N—B Xy NT =7 B TE D LT DFIEEZTRLET,

WOFITIL, RAVPN (BEX=27 27747 ) —%—7» 172.16.3.1 ® Threat Defense D4}
WA —T oA AR LET, 20— —{121% 192.168.80.024 D7 —)VIZE £ D IP
T RUANE DY ToENFET, 22— =%, Fa— VUL —X DLONE Ry NT—71C
TIEATEET, 2P —EROFRENL—F VRIOFXy hT—2 (-DF V| 192.168.1.0/24)
ERNLIZNT 747 70— T5(2F, Fa— LE VRI TRAZT (v 7 )b— hEiR
ELTA—bsEU—7 LET,

inside ,~——— 172.16.3.1
- outside

Inside Network

VPN POOL |
192.168.80.0/24

192.168.1.1 ;
VFi-nside  Threat Client
Defense

192.168.80.0/24

4r & HREIIC

ZOFITIX, TTICRAVPNAREL., (REELV—FE2TERL, AV —T oA AERELTHE
EI7p AL — 2 1B YT TWA D EERHREE LTWVET,

FIE

70— UL —Z IS 2= —TEED VRI ~DJL— U — 7 ZFE LT,

a) [T/34 R (Devices) |>[T/\1 REH (Device Management) | Z3%®R L. Threat Defense
TN AEMELET,

b) V=747 (Routing) (27 Vw27 LET, 774NV ETIE, Zu— L b—T 47
TanRT 4 D=V NFRENET,

c) [StaticRoute] %7 Vv 7 LET,

d) [v— h%iBEH (AddRoute) 1 %2 U > 2 LE7, [Add Static Route Configuration] T, KD
HHEAZEELET,

o[ % —7 AR (Interface) |: VRI WA > X —7 = A A% R L E7,

s[> FU—2 (Network) ]: VRIMEL—% X NU—7 ATV =7 FNE@RIRLE
T, [A7 V=7 FOiBM (Add Object) | A7 > arvzHHALTHT V=7 bEIERK
TEET,

s [Gateway] : ZZEHDOEFIZLET, BIOREN—ZITV— &2 —27 T 555121,
TF=hU A ZEIRLERTA,




| wmEL—%

ATy T2

e)

a)

b)

©)
d)

REL—F 1 VT TRERY FT—I ~ORAVPN 74 £ 2 £33 55% [

Add Static Route Configuration

Type: e IPva IPvE

Interface*

[ vri-inside v |

Available Network C Selected Network
Q. Search [nw-192.168.1.0
IPvd-Private-T0.0.0.0-8 |

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
|PvG-to-IPv4-Relay-Anycast

nw-192.168.1.0

- |

Gateway*

Metric:
1

Tunneled: || {Used only for default Route)

Route Tracking:

o I

J—h U =272k, VPN 77— /LANDIP 7 RLARE O L TCoHNZ X2 T 794 T

" |

. VR1{ABL—H D 192.168.1.0124 %> FU—JIZT7 7B ATE DL HI12720 £1,

[OK] %7 U w7 LET,
VR b7 a— 7R —F ~D— N — 27 & E LET,

[T/34 R (Devices) |>[T/31 REH (DeviceManagement) | Zi® L. Threat Defense
TN A fmELET,
[V—T+4>7 (Routing) |27 Vw7 L, FryZX7rnG [VRI] Z&RLET,
[Static Route] #7 U v 7 L ¥ 7,
b— R %&3E00 (AddRoute) 1 %7 U w2 L £ 7, [Add Static Route Configuration] T, KD
HEZEELET,

o [f v H—T7xAA (Interface) |: 70— L)L —HDHWERA L H—T = A AZBRINL

£,

T—=bU A ZBERLEEA,

e[y hU—2 (Network) |: 70— AL —% %y NU—27 3TV =7 b ai#
RLUET,

o [Gateway] : ZZEHOE EIZLET, MO —Z TV — &2 ) —7 T 5551213,

wEL—% I}



wEL—% |
B 5 rrveN cB s EMOREL— 2 DRy FT—2DBD RS T 1 vl ERET BHE

Add Static Route Configuration (-]
Type e IPu4 IPv6
Interface*
outside v
Available Network C' Selected Network
Q Search vpn-pool ]

-

outside-gateway
| vr1-inside
VR1-PAT-Pool
vr2-inside

VR2-PAT-Pool

Gateway*

Metric:
1

Tunneled: (Used only for default Route)
Route Tracking:

L 4

K=zl o

RESNIEAZT 47— RZXV, 192.168.1.024 %> NV —27 (VR1) O K&K
A2 NI, VPN 77— /LHDOIP 7 RUARE Y Y ToHNT BXaT 7 74T v b~D#HRE
R CTE F9,

e) [OK]%27 YU v2r LET,

RDEZRY

RAVPNT RL AT — L b a2 —PF—EZDRIENL—XDIPT N ANEBE L TWBIHEEITIL.
IP7 RLRIZK L TAXT 4 v NAT V— L5 ER L, w7 —F 4 v 75 G354
ERHVET, F0F, BELARWVWEIICRAVPN Y RLA S — LA BETAZ L TEXFE
To

Y4 FEVPNICEFLBHOREL—FDLRY FT—ODoD S
7497 ERETDAE

RN —T 4 T T A AT, A M VPN I o0 — UL — 2 A v X —T = A
ATOHRYR—FEINFET, 2= —EFZOEEN—XIIET DA F—T = A ATIIHET
EFEHA, ZOFITIEZ, VA4 FME VPN ZA LT, 22—V —EHBOREL—FNTEHRRA MEN

B rEL—%



| wmEL—%

ATv I

H4 FRIVPN 51 2EMDREL— 2 DRy kT—ohbD 571 v eRET 5% [

TWH 3Ry NU—2 L DORMOERZR#ET L2 FIHZ R L ET, o, 22—V —EROREL—
TAVTERy PU—INEEND LT, YA M VPN 2 B 2 468 b H 0 7,

TIFF T4 ARy NT—T ERMEFR Y FT =7 ORIZY A FE VPN B3GR E SN TN D v
TV AEEZTCHELLE D, 77 F A7  AD Threat Defense [ARBL—Z R H Y £9, =
DFHITIE, A FEVPNIX172.1631 DT 7 FF 7 4 ADNEA v H—T = ATERZIN
F9, ZOVPNIZIE, WA v Z—T oA ANRT 02— UL —Z D—ETHHHT-0,
BIIORER L THRERR v PV —727 192.168.2.024 W& ENET, 7277L. VR AEL—ZD
—HTH 5 192.168.1.024 * v NU—7IZH A M VPN —E R 2T 5121%, 72— VL
BLORVRI TRAEZT 4 v 7 — FEFEL T, VRI X NI —7 %%+ i VPN R EIZIBIN
LC, =2V —2FTH0ERHY 7,

192.163.2.0/24
192.168.1.0/24

19216811
vri-inside FTD

1R BHIIZ

ZOBITIH, T7TI2192.168.2.024 0 —H ) Fy FT—7 L 1721620024 A5 hT—27 D
BICH A FEI VPN 2R E L, (AN —X & TFFR L, A X —T7 oA A&ETE L TR R
J—ZIZE) BT TNWDZEZRREE L TWET,

FIE

70— UL — Z IS =P —EFED VRI ~DJL— U — 7 Z#E LT,

a) [T/3 R (Devices) 1> [T/ 1 AEHE (Device Management) ] %% L, Threat Defense
TR AL LET,

by V=747 (Routing) 1227 Vv 27 LET, 774/ MTHE Fr—Vb—TF 17
TuRT f DR—=URFRENET,

c) [StaticRoute] #27 U v 7 LET,

d) [v— k%I (AddRoute) 1 %2 U 2 LE7, [Add Static Route Configuration] T, KD
HAZHEELET,

o[ H—T7 x4 A (Interface) ]: VRI NI A > X —7 = A AN L F9°,

[y FTU—2 (Network) ]: VRI{RIENL—% Ry NT—0 A7V x7 FEERIRLFE
T, [A7 V=7 FOBEM (Add Object) 1 A7 > avazHHALTHT V= b EERK
TEFET,

s [Gateway] : ZHDOE FIZLET, BIORENL—ZIZN— &2 ) —7 T 55511,
T—=hU A ZERLETA,

wEL—% I}



wEL—% |
Y4 FEIVPN IZHE T EEHRDREIL—EZDRY FT—OM6D ST 4 v o 2 RETDHE

Add Static Route Configuration (-]

Type: e IPva IPvE
Interface*

vr1-inside v

Available Network C Selected Network

Q_ Search nw-192.168.1.0
IPvAd-Private-T0.0.0.0-8 |

L 1]

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
|PvG-to-IPv4-Relay-Anycast

nw-192.168.1.0

- |

Gateway*

Metric:

Tunneled: || {Used only for default Route)

Route Tracking:

o I

N—h Y=L, A FE VPNOANET (VE—F) = Nk THR#EI Nz
RARA > ML, VRIRIEL—Z D 192.168.1.024 % NI — 71X T7 7B ATEET,

e) [OK]%27 VU vZ7 LET,
RATw T2 VRIS 7o — B —Z ~D)— M) — 7 R ELET,
a) [T/NM4 R (Devices) | > [T /31 REHE (DeviceManagement) ] Z&{R L, Threat Defense
THNA A EfRELET,
b) V=747 (Routing) 127 U7 L, RrRy XU )h [VRI] Z#EIRLET,
c) [StaticRoute] %7 U v 27 LET,
d) [v— h%iBH (AddRoute) 1 %2 V 27 L£7, [Add Static Route Configuration] T, KD

HEZEELET,
o [f v H—T7xAA (Interface) |: 70— L)L —HDHWERA L H—T = A AZBRINL
i‘é—c
o[y FU—2 (Network) ]: 70— UEMEL—X 32y NU—F ATV i
RLUET,

s [Gateway] : ZZEEDE FIZLE T, HOFRBL—FIZV— &) —7 T 55121,
= Uz A ZERLERA,




| wmEL—%

ATvT3

e)

H4 FRIVPN 51 2EMDREL— 2 DRy kT—ohbD 571 v eRET 5% [

Add Static Route Configuration (2]

Type e IPud () IPv6
Interface*

| outside v

Available Network C' Selected Network

o

| @, Search external-vpn-nw
any-ipvd

defauli-ipvd

inside
IPv4-Benchmark-Tests

IPv4-Link-Local L

Gateway*

Metric:
1

Tunneled: | | (Used only for default Route)

Route Tracking:

o | I

TDARZT 4 —RMILED ., 192.168.1.024 %> hU—2 (VR1) FO= REA Lk
1L, ¥ A N VPN b zidild o8 e thcEx 9, ZofilTik, VE—hxz>
RARA > F3172.16.20.0/24 2 U — 27 R L TWET,

[OK1 %27 U v o LET,

192.168.1.0/24 x> NU—27 &% A ME VPN EH 70 7 7 A VBN L ET,

a)

b)
c)

d)

[7T/34 X (Devices) ] >[VPN]>[H4 FfE (SiteToSite) | L. VPN hAr U4
LLET,

[=> RAA >~ (Endpoints) ] C. /—FAZY RARAV FaefmELET,

[T FARA b OfEEE (EditEndpoint) |0 [fRi# S 417z~ F 7 —72  (Protected Networks) ]
T4V RT, HILWFRY hU—2 47V x7 OB (AddNew Network Object) % 7
Uy LET,

192.168.1.0 x> hU—Z CTVRI X v NI =27 47 V=2 FaBIMLET,

wEL—% I}



wEL—% |
B 7200 mEERLEY A FRIVPNICE T 2EHOEEL—E DRy FT—OHE0 FS5T ¢ v o ERET BH%

Network Objects []

Available Networks C'

Q, Search Selected Networks

nw-192.168.1.0
IPv6-Private-Unigue-Local...

-192.168.2.0

nw-192 168 2.0

i} =

outside

‘ Cancel |m

e) [OK] &7V w7 LTREERFELET,

FAFIIONTIZFERLI-YM FEIVPNIZETH5EHDOBIL—4%
DEYRT—IODWED T T4v I 5RETHAE

ISP X, BEMIT LR DB/ Ay MEENnF Yy NI —7 2o TCnEd, (RKEL—4 %
VERE L. VERR LTARMENL— 22 H A F 2 v 7 VTIZBEMNT T, Ry U= NOXAF I v
7 VTI OREZ YRR CTE £d, #AF I v 7 VILIZ, Zo— L FEizida—P—EREDIAE
JL— AT A 2 LN TE F9, B— Threat Defense /31 A%, /o — L E-iT1
U LD =P —EFROWIEN—F EF 2T A T I v I VTINT L LT cEx £, =—
P—EROEIENL—F % 1 DO AL ~—Fy NT—=7ZT 52 ENTEET,

N— b R=ZDH A FMHE] VPN 23 2 DO EO ARy N T —27 & 2 OBt D 3Ry b U —
7 ORIZHERINTWAREEZTHEL L 95, ISP @ Threat Defense HERETHH X A F I v
INTINTE, 200a—F—EROEL—F (VREZ U —2EVRFL v ) 2L T,
2ODEHEARMER Y P ZEHLES, ¥AT Iy 7 VIINTIE, UUTFORTY A M
VPN Z s L £9,

s BEEE1 (VRF 77U —2) BIUSA1 (SVIT AKR—7 1)
s BEEE2 (VRF Ly F) BIUKM2 (SVT2 AFR—7 2)




| wmEL—%

B4+ 2y o VT EEALEYA FRIVPN IS5 2EMOREL—2 DRy kT—ohoD 571 v s e8ET 5% [

ATy T

ATy T2

2:EBORBIL—F2EFAF IV VI EFERLI=YA LR VPN

Inside network DVTI Interface

i

unnumbered Interface

SvTI inside network
__&:—’Z‘%__ SPOKE-1
T
a
=1 —{la
svI
oamm—

VRF Green
Outside
Outside1 /-‘ '-
(VRF Green)

s

=
Outside2
inside network
__.4’__’2',1’?___ SPOKE-2 insi

Inside network DVTI2 Interface

unnumbered Interface

(VRF Red)

VRF-Red

WOBNE, XA F Iy 7 VIL 2T 2% FE VPN 250 L, RO —2 261 L T
Xy FU =7 ZRES DHTHEEZRLTNET,

FIE

NTWCEAFI v I VTIA v E—T = AFELET,

a) [T /34 A (Devices) |>[7 /31 A& B (Device Management) | #1341 L, Threat Defense
TNA A fmELET,

b) [ ¥ —7 A ADEN (Add Interfaces) |> [{AE h> FA % —7 = A A (Virtual
Tunnel Interface) ] Z &N L £ 7,

¢) [h¥ % A7 (Tunnel Type) 1 & LT [ZAF v 7 (Dynamic) | Z&INL E7,

d) A X—T7x2A A4 ELTDVIIH ZfEEL, ¥4I 07 VTIOT X TONRT A—H%
RELET,

e) [Save (R1F) 127 Vw7 LET,

) ATy la~eZHVIELT, "TD2FHDOXAFT I v 7 VII (DVT2) %%E L E
D

AR—=7 1 TAZT 4 v 7 VI i ELET,

a) [T /34 A (Devices) |>[7 /31 A& P (Device Management) ]| #1341 L, Threat Defense
TNA A xfmELET,

b) [ F—TxAADEM (Add Interfaces) >[4 h o R A ¥ —7 =4 X (Virtual
Tunnel Interface) ] Z &R L £ 7,

c) [FrrRNH A7 (Tumel Type) | & LC[AHXT 47 (Static) | RN L ET,

d) A Z—Tx2AALELTSVII AR—7 1 ZfHEL, AZT 47 NTILOTXTDHO/NRT
A—BERELET,

e) [Save (R1F) 127V v 7 LET,

wEL—% I}



wEL—% |

. L2V EZFERLEY A FEVPNIZE T 5BHDORBIL—E2D1Ry FT—I D574 v ERES HHE

ATy T3

ATvT4

ATy TH

ATvT6
ATy 717

) A7 v 7 2a~e&MVIRLT, AR—22 (SVTI AKR—2 2) I[ZAXT 4 v 7 VIl &
ELET,

NT L SVTI AR—7 1 OIZ— b =20 A M VPN 24 L £,

a) [T/31 A (Devices) ]>[%1 ki (Site To Site) ] Z#&IR L. [+H 1 FEVPN (+ Site To
Site VPN) [#27 U v 7 L&,

b) [hA B T4 (Topology Name) | 7 1 —/L RIZ, VPN hARu PO4RiZ AN LET,

c) [Pv— h—2 (VT) (RouteBased (VTI)) | ZZENL, *v hU—Z7 bFRa L LT[
77 RAKR—7Z (Huband Spoke) ] Z R L E T,

d) [=> RAA > K (Endpoints) 1 X7 %27 Vv 27 LET,

e) NTEAR—7 (DVTIBIURSVTIIAFR—7 1) BLOZENENONL—T 47 HRY v—

HELET,

f) MEIG LT T, VPN D [IKE]. [IPsec]. B L O[FEM (Advanced) 1A 7> a v a&RELE
7

g) [PR1F (Save) 1227 U v 7 LET,

hy A7 v 7 3a~g&@ViIEL T, ~n7 (DVTR2) & SVTI AR—2 2 ORIZ2 FHDO/L— |k
N—=Z2DOYA M VPN AR VEZRELET,

2ODIEN—Z R ELET,

a) [T /34 A (Devices) |>[7 /31 A& P (Device Management) ]| Z# 34k L. Threat Defense
TNA A ERRELET,

b) V=7 17 (Routing) 1527V 7 LET,

¢) [Manage Virtual Routers] =7 U v 7 L9,

d) [MEAEL—% @iBHN (Add Virtual Router) %27 U v 7 LET,

4%z TVRF 7V —r ) & LT, AL —2OfBHEZ A LET,
e) A7 v da~dEEVIKLT, VRFL v RERELET,
FTRTCOA L E—T oA ZAARIENV—ZIZHD B TET,
a) ey 77X YR IMOREL—F 2R E7,
b) [EAENL—% D7 v 37 ¢ (Virtual Router Properties) |-X— T, [BEAFRE/R A v ¥4 —7 =

A A (Available Interfaces) | > 7 A —ERRINTNDEA v F—T oA A&ERINLE
-é‘o

DA Z =T 2 A AL EBITEAFT Iy I VTIA =T = A Z%EH D HTET,

o [Add] &7V v2s LET,

VRF L'y FIZH LTAT v 7 5a~c &KL ET,

RN —ZDNV—T 4 o TRY) o—ZFELET,

a) ey 77X ROV —F 2R ET,

b) [A¥T ¢ v 7 /— | (StaticRoute) | E7XNVTNNDEAFI v I N—TFT 47 7k
anxzs V7 LET,

) N—T AV I NRTA=FEFELET,

B rEL—%



| wmEL—%

REL—T 4 2 TIZBVT2O0ERT 1Y FT—IRX AT IS 70 v I EL—T1 VT4 BHE .

d) [fRfF (Save) 1Z27 U7 LET,

RDARY

INT TV RAR—=T TN, ZA&@RINL, B (Deploy) 1227V v 7 LEd, BETLE, W
A MEBERY v 2R —F (EE (Overview) |>[Y¥ A MEVPN (SitetoSite VPN) ]) TVPN
Mo RNVEERTEET,

BN —2DE=HY 7 (19X—2) I[Z—ERRINTWDHa~vy FEEHL T, REL—
BuaFRL, NTTNVa—T 47T TEET,

REIL—T 4 TI28WT2DO0DEET SRy FT—UHRX FEITH
T4V EIN—T 4T TBhHE

FLxy hU—2 7 RLURAZFORENL—F FIZAR A M EfRTE £, A2 FOBEITIE,
TwiceNAT X ETEET, ZOHITIX, BEET IRy NT—F7 KA NEEHET 572D NAT
=NV DFREFIAEZ R LET,

WOFITIE, 22OOKRA N (FRAKMAEFRARNB) BERLAELV—4% (VRG (£ F—T =
A A vrg-inside) . VRB (A % —7 = A A vib-inside) ) IZZNENELTED, Y7 x> bk
(10.1.1.0/24) XA CTY, WMGDORAFPIBET 572D, VRG-Host 1 ' F—T = A A F
TVl "Ry T ENTENAT 7 FLZ (20.1.1.1) ZfH L., VRB-Host f ' X —7 = A A
FT 2T MR~y T ENTNAT 7 KL A (30.1.1.1) ZHT 25 NAT RY o —Z2{ER L%
T RERELT, AANAE30LLIZHEHLTAARB E@ELET, AANBIE20.1.1.1
EEALTEANAICEELET,

MNAT

20111 T~

| Outside | Internet

1721631\ )
|

1R B
ZOBITIEH, TTCIUTORENEBINTWDLZ EZHEE LTWET,

wEL—% I}



wEL—% |
. REL—T A 2 TIZBVT2O0ERT 1Y FT—IRXMAT IS 70 v I EL—T1 VT BH%

* vrg-inside 33 & O vrb-inside 1 > % — 7 = A A%, L —% (VRG B L' VRB) (IZZHh
ZHEEM TN TED, EH6DA( 0 F =72 AR EY TRy b7 FLA (10.1.1.024
72E) BEHLTHRESNATHET,

e A B —T xA AV — 2 VRG-Inf, VRB-Inf %, ZIZI vrg-inside 3 L O vrb-inside 1 >
H—T A A&HELTER SN TWET,

T 74N — Rz AL L Tvrg-inside ZfEHT 25 VRGDOARANA, 774/ F7r—h
7 = A & LT vrb-inside ZfEH 35 VRB DK A | B,

FIE

ATYT1 RAFNADPBEARNBAD N7 7 4 v 7 BAET 5 NAT b— L EER LET, [T/A1 R
(Devices) ]>[NAT]Z 2R L £,

ATv 72 [HLWAKRIY— (NewPolicy) ] >[Threat DefenseNAT] %227 U v 7 L £,

ATv T3 NAT R Y v —4 % AJj L., Threat Defense /314 A& TR L F 3, [fR1F (Save) 1227 VU v 7
Li‘é—c

AT w74 [NAT] X—2 T, Jb—LDEN (AddRule) 1227V v 27 LT, UTFTOHEBZERLET,
« [NAT/L—/L (NAT Rule) ] : [FFENAT/L—/L (Manual NAT Rule) ] Z3#R L £7,
s [Z# A7 (Type) |:[HH) (Static) | Z&INL £,
« A (Insert) ]: NAT V— /A RFIET D841 (Al (Above) | Z# R L £ 7,
¢ [Enabled] 7 V v 7 L7,

[ H—T A AAT =7 b (Interface Objects) ] T. VRB-Inf 47 ¥ =7 k&8N
L. [Y—RIZEBM (AddtoSource) 1527 Vw7 LET (A7 V=2 MRRWIGEIL, (4
J2x4 kb (Object) |>[A#TP ¥y FEE (Object Management) >[4 YA —T A4 R
(Interface) ]| TA 7Y =7 FEAERLET) o WIZ, VRB-Inf A7 ¥ =7 F&@RL T
(56551280 (Add to Destination) 1% 27 U v 27 L$7,

o [£#4 (Translation) ] T, A FAZRINLET,
» [JTtDi%{E7C (Original Source) ] C vrg-inside % &N L £ 5,

 [JLD%E5E (Original Destination) | T [GEAN (Add) 1227V > 27 L., 30.1.1.1 Zf8&E L
TAZ7 ¥ =2 b VRB-Mapped-Host # £# L £7, VRB-Mapped-Host &R L £ 7,

o [543 77%15 70 (Translated Source) | T [EAN (Add) 1227 VU v 27 L, 20.1.1.1 Zf5
ELTAHT7 Y =2 b VRG-Mapped-Host % iE£3% L £9°, VRG-Mapped-Host % 34 L &
7

o [ D565 (Translated Destination) ] T, RDOKII/R ST X 9 1T vrb-inside
IR L F7,




| wEL—%

REL—F 1 2T ICBVT2OOEMET 52y hT— R MET RS 7w EL—F 1253 5%5% ||

Add NAT Rule (1]

NAT Rule:
| Manual NAT Rule v |

Insert:

| In Category v | | NAT Rules Before v

Type:
| Static v |

Enable
Description:

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source

| vrg-inside v| t | Address v|

Original Destination: | WRG-Mapped-Host v| T
Address A

| | Translated Destination:

| WRB-Mapped-Host v| T | vrb-inside v|

Original Source Port: Translated Source Port:

| il | 7]

Original Destination Port: Translated Destination Port:

| il | z]

Threat Defense T 731 A T show nat detail =~ > K& E(73T5 L, ROLHIRHEAIREREN
iﬁ‘o

firepower (config-service-object-group)# show nat detail

Manual NAT Policies (Section 1)

1 (2001) to (3001) source static vrg-inside VRG-MAPPED-HOST destination static
VRB-MAPPED-HOST vrb-inside

translate hits = 0, untranslate hits = 0

Source - Origin: 10.1.1.1/24, Translated: 20.1.1.1/24

Destination - Origin: 30.1.1.1/24, Translated: 10.1.1.1/24

ATy TS5 [OK]Z27 V7 LET,
ATy 76 [{R%E (Save) 27V v 7 LET,
NAT /L— LR D L H 12720 £9°,

Host2Host EX

Enter Description

Rules

Filter by Device

Original Packet Translated Packet
4 e s Source Destination Original Original Original Translated Translated Translated
yp Interface Objects Interface Objects Sources Destinations Services Sources Destinations Services
NAT Rules Before
1 & Static VRG-Inf VRB-Inf By vrg-inside Fg VRB-Mapped-Host fl VRG-Mapped-Host By vro-inside

Auto NAT Rules

NAT Rules After

AR L, BEA vy E—URERSNET,

KEIL—%




wEL—% |
B oev s 2EERALEL—FYR I7 47 94— L E— FTOEREY A ¥ FOEESZ

\alidation Messages:

1 warning

ManualNat64Rule: Host2ZHost

between Virtual Routers without explicit route leak configuration whenever destination translation happens. If you intent to apply this NAT rule

v | Warning: [ManualNatRule 1] The NAT rule has source and destination interfaces belonging to different Virtual Routers, the traffic will be able to leak
even when destination translation is not happening, create a static route leak explicitly. The rule involves interfaces from [VRG] to [VRB]

BVI/f 3 —DJx A REFEALEIL—TFTYRKRI7AT794—ILE—FK
THDEHELEIT AV FOEEAE

BHOFEE R Y FT — 7 BICHE—® Threat Defense B mAICEBE LY. RCRy hU—7
DRA NN T 7 AT 74— NVZRETHIZENTEET, ZORBHEAEFERT I ICIT., A8
N—F T ELIZBVIZRELET, 2Tk, RBAL—% TBVI Z&ET D FIRIC OV T
LET,

BVIIL, lHDON—T v KA U H—T =2 AD X IZENET D, V—FNOEBEA ¥ —T =
AARATT, ZHETV v 7Y R—bFLERAN, V—FHNOLV—T v KA H—T = A
ANHET DTV VI N—TR2RKLET, TNHDOTV vV R X —T oA ATERFER
WERETEZTXTONRTy M, BVIA v H—T = A A& /RAZXL—LFT, BVIDA VX —
T oA AFFE, MBS =T 2 A ANRRET LTV v TNA—TDFEFTT,

ROFTIE, BVI-G 28 VRG TREINTH Y, Bridge Group | 2314 ¥ —7 = A X GO/1 B &
GO DN—T v RA v Z—T =4 A TT, [AFEIZ, BVI-BZSVRB TR E SN TH Y . Bridge
Group2 34 > ¥ —7 = A4 AG0BEBLNGO4DN—T v RV H—T A ATT, W5 DBVI
DEICIPH 7Ry h7 FLA (10.10.10.524) Z#FfoTn5 EEZZ TSN, AL —HIC
X0, Xy V=2 13IFY V=X ETHHESILET,




| wEL—%

BVIA Y A—J 1A REMALEL—TY K 774794 —L E— RToBEET > rogEsE [

Cf—:ernet B

B

172.16.1.0/24

- ——==———ll].]_ﬂ 10. :h"lﬂf

-—-———_...

E——

!dnma
s3plig

GO/1 G0O/2
]2 ‘ 2

G0/3 GO/4

Z dnougy
28pug

FIE

ATy 71 [T/ R (Devices) | > [T/ 34 REHE (DeviceManagement) | DJIEIZERIN L E3, SERT
WA 2 %MRELET,

ATY T2 [A v —7=xAA (Interfaces) | T, [41 V2 —T =4 ADEM (Add Interfaces) 1>[T v
CHN—T A48 —T AR (BridgeGroup Interface) | Z3&R L £,

a) BVI-G ODROFEMIGEHRE AT LET,
(480 (Name) ]: ZOFITIL, [BVI-G] .
o [7V v/ )—7ID (Bridge GroupID) ]: Z DT, 1) .

o [FIFAIHEZRA > % —7 =1 A (Available Interface) ]: f > ¥ —7 = A AZERN L E
R

* [IPv4] G, [IP Type] & L C [Use Static IP] Z 38R L 9,
«[IP7 KL A (IP Address) ]: [10.10.10.524] & AL ET,

KEIL—%
I
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Add Bridge Group Interface [+]
Interfaces IPv4 IPvG

MName:
BVI-G

Description:

Bridge Group ID *:
7

Available Interfaces C* Selected Interfaces
Q, Search GigabitEthernetd/1 M
GigabitEthernet0/0 : Add GigabitEthernetd/2 u

GigabitEthernet0/2

GigabitEthernetd/3
GigabitEthernet0 /4

GigabitEthernetd/5 S

Cancel |m
b) [OK]ZZ7 VU v 7 LET,
) [R#TE (Save) #7 Vw7 LET,
a) BVI-B OROFEMIE#REZ AT LET,
« [£4B7 (Name) ]: Z0#ITi%, [BVI-B]J ,
[7VU w7 N—TID (Bridge GroupID) ]: ZO#ITIX, 2],

o [FIFHATREZ2 A > % —7 = A A (AvailableInterface) |: V7 A V¥ —7 =4 AZ®EIN L
i‘é—‘c

* [IPv4] T, [IP Type] & L C [Use Static IP] Z IR L 7,

«[IP7 RL A (IPAddress) 1:220DA v H—T A APNEETHIPT FLAEZFEHSZ
EHBVATANHR LW, ZO7 4 — /)L NIFZEOFFICLET, HKEL—FT
IP7 RLVAZFHELI-KIZ, 7V v VI N—TICHET7®AL, RALIPT RLA
ERETDHENTEET,




| wmEL—%

ATvT3

b)
<)

{1

a)
b)

©)

d)

e)

BVIA Y A—J 1A REMALEL—TY K 774794 —L E— RToBEET > rogEsE [

Add Bridge Group Interface [+ ]
Interfaces IPvd IPvé

Name:

| BVI-B i

Description:

Bridge Group ID *:
E \

Available Interfaces Selected Interfaces

i Q, Search ‘ GigabitEthernst0/3

o =

GigabitEthernet0/0

GigabitEthernet0/4

GigabitEthernetQ/5

GigabitEthernst0/4

GigabitEthernet0/6

GigabitEthernet0/7 2

Cance! m

[OK]%#Z7 Vw7 LET,
[R7E (Save) 27V v 7 LET,

fr—4% (VRG) ZERL., ZOxy hU—27 L LTBVI-G #ER LT,

[T/34 R (Devices) 1> [T/3\1 A& (Device Management) | DJIEIZEIR L E 5,
FNRA A EEL, I—T 14 >4 (Routing) 1> [{REIL—2 DEE (Manage Virtual
Routers) | Z#8&R L £7,

[RAEL— & DB/ (Add VirtualRouter) 1427 U » 7 LEd, IEBL—X D4R TZ AT L,
[OK] %7 U w7 LET,

AR V—T ¢ > 7' D7 v /35 ¢ (Virtual Routing Properties) ] T, [BVI-G] Zi#{R L., [iB
m (Add) 1227V v27 LET,

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRG x WVRF Name:

Virtual Router Properties

OSPF Description:

oo | |

IPvd
o Select Interface:
Static Route

! Q, Search |

General Settings

Selected Interfaces

[®evi-c

Available Interfaceg

BGP

[PRAF (Save) 1227 VU v 7 LET,

KEIL—% .
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B zsv2x0 ro—vemERLEI—v—REORESS

ATv T4 [FEL—% (VRB) Z#{Ek L. £OFy hU—27 & LTBVI-B #®EIRL 7,

ATy TH

BET LY

a) [T/ 1R (Devices) |1 >[T/\1 REH (Device Management) | DIEIZEIR L £,

b) FTAA REREL, JL—T 4 >4 (Routing) ]>[{REIL—F DEHE (Manage Virtual
Routers) | #®IRL £,

c) [EAEN—%Z DB (Add VirtualRouter) 1% 7V v 7 LET, RKEL—FDARTZ AT L,

[OK] %7 Vv 7 LET,

AR N—TF > 7 D7 v s3F ¢ (Virtual Routing Properties) ] C. [BVI-B] Z##=R L. [1B

m(Add) 1227V v LET,

Device

d)

Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRB M VRF Name:

Virtual Router Properties

OSPE Description:

v BGP

IPvd
Select Interface

Q, Search
Available Interfaceg

General Settings
BGP

e) [fRfr (Save) 127V v/ LET,

BVI-B O EICHET 7 A LET,

a) [Devices] > [Device Management] > [Interfaces] DJIEIZEIR L 97,

b) BVIBA X —T7xARTKLT[fmkE (Bdit) 1227V vy 27 LEd, PT FL A%
[10.10.10.5/24) L¥EEL LT, A v F—7 = A A2 DDR B — Z [ ZfERNE
DB THNZTZD, BVIGIZFRIUIP 7 RLAZRETEH L O L,

) [OK]%#7Vvr7 LET,

d [R’RE (Save) 27 Vv 7 LET,

BVILEE 2 HMNCT 2581, Mv—2%2T 74V N — b=/ L LTHHALEYT, &
DOFEID X H 72 EE BVI DY) U A TlE, Twice NATHEILV—Z &7 — b oA & LTHEHAL
T.BVII NI 74 v 7 BN LET, TV vy TA—T DAL N—ZNAT % ET DHIT
. A=A B =T oA RAERELET, NATE2 T VoY I N—T A o H—T (R

(BVID) BIRIZERET D EIETEERA, TV vV ITN—T A NR—=DA X —T = A AR
TNAT #3775 L ZI2lE, FEOBLOY vy B 7 ENT RUVAEZEET HILERH D
FT, AV F—T A AL LT EE] ZETHZLITTEEEA,

Static Route

Selected Interfaces

(@ BVI-B

al

FO—V FFERALEA—Y—FADEEAE

R —T 4 7 TliE, IPREFL, 22—V —RNEHETHIEHOAEL— 2 R T&E £,
ZOFITIX, VRG & VRB I, IP (192.168.1.124) DNEHE L TWAIRBEL—F TT, 2 >DH
RAHRAAL v Oa—W—i%, BEETLHEY T —27 1P (192.168.1.20) IZHF/ELET, VRG

B rEL—%



REL—4%

&

BHT 5%y FI—y EALE1—v—REoREsE |

BLOVRB 22— % =034 9— 3= 172.16.10.X 127 7 B AT 554, V— MIZTa— UK
=2 ) =7 SHET. FFTNAT 2 LT, BET 5 1P 2B L EF, VRGBS L
VRB 2 —HF—nH07 7 & A% Hil#13 % 121%, Management Center ¢ — % —38GE % 3% E 9
HRBENH Y F9°, Management Center TlL, L /LA, ActiveDirectory, 74T VT 4T 4 Y —
A TATT AT AN— N ERY) =2 LT, 22— —ID BFRFES4LE T, Threat
Defense |Z(F—H —OFWFEIZRET 2 EENR2ZEN N2, 22— =T 7R IT 7 A
aryhr—nR) =B L TCORERINET, BEET 22— =060 T 71 v 7 %]
W Hi2iE, DAY =L —LEZHHALTT 72 ar be—L KU =2k LET,

FMC

172.16.32.X

172.16.10.X

~ Inside
Network N\

VRG-MAT 10.1.1.

E 192.168.1.x
20

Domain/User:
xyz.com/userl

Outside E

i

Domain/User: SR

abc.com/userl

VRB-NAT 20.1.1.1

3R BRI

ZOBITIE, ROZ EEFIRE LTHET,
* VRG BEL O VRB 2—H—F D 2 2D AD h——1H 5,
*ISEIZ2 DD AD h— "= BMEI N TS

FIE

VRG DT A ZADWEA v H—T =4 A&FRELET,
a) [Devices] > [Device Management] > [Interfaces] DIEHIZEIR L £7°,
b) VRGICEIV Y THA L HZ—T A ZAEMRELET,

o [47f (Name) ]: ZOHITIL, VRG-inside,
* [Enabled] ¥ = v 7Ry 7 A% A NI LET,
« [IPv4] C, [IP Type] & L C [Use Static IP] Z 38R L 9,

KEIL—% .
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B =572+ ro—vEERLEI—Y—RIORES®

ATy T2

ATvT3

«[IP7 KL A (IP Address) ]:192.168.1.124 Z A3 L E£7,

c) [OK]Z7 Vw7 LET,
d [RTFE (Save) #27V v 7 LET,
VRB OF A ZADONEA v H—T = A AR ELET,
a) [Devices] > [Device Management] > [Interfaces] DJIRIZEIR L £ 7,
b) VRBIZEID Y TEHA L F—T = AZMRELET,
 [44H1 (Name) ]: Z@f]TiX. VRB-inside,
* [Enabled] = v 7Ry 7 A% F NI LET,
* [IPv4] T, [IP Type] & L T [Use Static IP] Z &R L £ 97,

« [IP Address] : ZEHDOEFFIZLET, 2—WF—EROIIEN—F 2 FIZ(ER L T
e, 22— —ZFELCIP T RLAZFEHLTA U H—T 2 A AERETETERA,

o) [OK] %7V v LETt,
d [RE (Save) 27 U7 LET,

VRG Z— % =3l ¥ — 31— 172.16.10.1 |27 7 £ AT 572D 70— 0 )b—X ONE A

S =T A AT H VRG BLUFHNT 740 Fy— ) —7 R ELET,

a) [T/3 R (Devices) | > [T/ 1 AEHE (Device Management) ] %R L, Threat Defense
TR A RELET,

b) [b—T 1 2% (Routing) 1>[{RE/IL—2 DEE (Manage Virtual Routers) | DJIEIZ IR
LE9, [AiL—% DB (Add Virtual Router) 1% 27 Y » 2 LT, VRG ZfEmk L £7,

¢) VRGODOEAE, [HIE/LV—% D7 r 37 4 (Virtual Router Properties) ] T, VRG-inside % %Y
HBTTRIELET
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Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRG M VRF Name:

Virtual Router Properties

OSPF Description:
v BGP ‘
IPv4
X Select Interface:

Static Route

‘ Q_ search
General Settings Available Interfaces C' Selected Interfaces

(@ VRB-inside
[@)inside
(@] outside

d) [StaticRoute] %7 U v 7 LET,
e) [/V— h%&EBM (AddRoute) 1% 7 VU v 7 LE£7, [Add Static Route Configuration] T, KD
HELARELET,
o[f X —T7 A A (Interface) |: 72— 3L —HDOWNEA X —T =4 A%ERL
i‘g—o

o[y hU—2 (Network) ]:any-ipvd 47 V=7 MR L ET,

s [Gateway] : 22D FEFICLET, BIORIENL—ZIZV— b2 —27 T H551F, 77—
My =A ZBIRLERA,

) [OK]Z27 V7 LET,
g) [R#E (Save) #7 U7 LET,
RATYT4  VRBaA—H—IF == 17216.10x IZT7 7 B AT 572D 7 v — S b— 2 DNEA

B —T 2 A RZKTH VRBBLOFRNT 74V v — M) — 7 2R ELET,

a) [T/ M R (Devices) 1> [T/3\1 REIHE (Device Management) ] #3%4R L. Threat Defense
T A EfRELET,

b) [Jb—F« 2% (Routing) |>[{RE/IL—2 DOEE (Manage Virtual Routers) | DJIEIZ B4R
LET, [AEL—% DB (Add Virtual Router) 1% 2 U > 27 LC, VRB Z1ELE7,

c) VRBOHE, [HAE/L—% D7 137 ¢ (Virtual Router Properties) ] C. VRB-inside % |V
HTTRIELETS

wEL—% I}
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Device Routing Interfaces Inline Sets DHCP
—

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRB v

VRF Name:

Virtual Router Properties

OSPF Description:

v BGP ‘ ‘
IPv4
. Select Interface:

Static Route
| Q_ Search ‘

BGP
Available Interfaces C Selected Interfaces

VRB-inside (@ VRB-inside

d) [StaticRoute] %7 Vv 7 LET,
e) [/b— h%&iBI0 (AddRoute) 1 %2 U > 2 LE7F, [Add Static Route Configuration] T, KD
HAZEELET,
s[4 H—7 AR (Interface) |: 7/ @ —rL)b—FDONEA L X —T = A A% RINL
S

o [Fv hU—2 (Network) ]:any-ipv4d 47T =7 @R LET,

s [Gateway] : ZZEHOE FICLET, BORENV—ZIZN— 2 =TT H5E1F, F—
Fo A ZEIRL R A,

) [OK]Z27 VU >7 LET,
g) [RE (Save) #7 Vw7 LET,
ATw 75 VRB-inside f V¥ —7 = A ADFRE L FHRLET,
a) [Devices] > [Device Management] > [Interfaces] DJIEIZEIR L 9,
b) VRB-inside f % —7 = A ATk LT [fmtk (Bdit) 1227 Vv 27 LES, IPT7 L A%
192.168.1.124 L LTHRELET, A v X —7 = A AN2ODER DAL — Z (ZH BN E
DY THNZTZD, VR-inside IZRICIP 7 RLAZBRETEH L IRV E L,
¢) [OK]ZZ7 VU »7 LET,
d [R’RE (Save) #7 Vv 7 LET,
ATYT6 V—AATT=xZ b VRGEBIT VRB D NAT L—%BIMLET, [T/A1 R (Devices) ]>
INAT]Z 2 U w7 LET,
ATy F1  [FHLULAKRY S — (NewPolicy) ] >[Threat DefenseNAT] 22 U v 7 L £,

B rEL—%

d)




| wEL—%
BET o4y kT—v EEALE1—v—RiEoRESE |

ATv T8 NATARYU I —4% AJjL, Threat Defense 7 /A AZRINLET, [fR1F (Save) 1227V v 7
L/i—a—o

ATw T [NAT] =TT, b—rDiBEM (AddRule) 1% 27 U v 7 L, VRG DIRDEE T NAT % £ 7
LET,

« [NAT/L—/L (NAT Rule) ] : [FFENAT/L—/L (Manual NAT Rule) ] Z3#R L £7,
s [Z# A7 (Type) |:[HH) (Static) | Z&INL £,

o [N (Insert) ]: NAT L—/LDMFE(ET 285613 AR (Above) ] &I L £,

* [Enabled] 7 V v 7 LT,

[ H—Tx2AAAT = b (Interface Objects) ] T, VRG-Inside 772 = 7 b &R
L. [Y—RIZBI (AddtoSource) 1527 Vw7 LET (A7 V=2 MRRWIEEIL, (£
J2x4 b (Object) |>[A#TP ¥y FEE (Object Management) >[4 YA —T A R
(Interface) | CA 7Y =2 FZ&AEK L ET) . KIT, Global-lnside 477 ¥ =7 h &R L
T [565E12BM (Add to Destination) 1% 27 U v 27 L$7,

o [ (Translation) ] T, A FAZ®IRLET,
« [JEDEIEIC (Original Source) ] C VRG-Users & 341 L 97,

o [ZEHg A 5150 (Translated Source) ] C, BN (Add) %227 Vw2 L, 10.1.1.1 %
BELTAHT7 Y27 h VRGNAT #EHR L ET, ROKIIRSNTWD KD IZ,
VRG-NAT %% L F 9,

EIL—%
I
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Add NAT Rule (-]

NAT Rule:

Manual NAT Rule v
Insert:
p In Category v-! | NAT Rules Before v
Type:

Static v ‘

Enable
Description:

Interface Objects  Translation  PAT Pool  Advanced

I
Original Packet Translated Packet
Original Source:* Translated Source:
| VRG-Users v ‘ ‘ Address v |
Original Destination: i VRG-NAT v i
Address v ‘
Translated Destination:
o ‘ ..... ‘ v

Original Source Port: Translated Source Port:

Cancel m

ATy F10 [0OK] %227V vr LET,
ATy TN [NAT] =TT, b—LDiEN (AddRule) 1% 7 U v 7 L, VRB ODRDEIEIE NAT % EH
L/\gzbé—c

« [NAT/L—/L (NAT Rule) ] : [FENAT/L—/L (Manual NAT Rule) | Z7##R L 7,
[ZA 7 (Type) ]: [EFHY (Static) ] Z®IRL £,

s [FA (Insert) ]: NAT L—ADBFIET D561 [AIR (Above) | ZBEER L E 7,
*[Enabled] #27 U » 7 L £,

[ HF—T A AFT V=  (Interface Objects) ] T, VRB-Inside 77~ = 7 b &5
L. [Y—AIZEM (AddtoSource) |27 Vw27 LET (A7 V=7 FRRWEAIT, [4
J2xH b (Object) |>[FTPxH FEHE (Object Management) [>[4 8 —T 4 R
(Interface) | CAZ =2 F&AELET) o KIZ, Global-Inside 77 ¥ = 7 k& @R L
T [565E12iB0 (Add to Destination) 1% 27 U v 27 L,

o [£# (Translation) ] T, A FZEIRL ET,
s [JTED3%{E 5t (Original Source) ] C VRG-Users &3 L £97,




BHT 5%y FI—y EALE1—v—REoREsE |

o [E#as Hi51570 (Translated Source) ] C. [[BAN (Add) 1% 27 VU > 27 L, 20.1.1.1 &
FRELTAZ Y =7 b VRB-NAT ZE#£ LET. ROMITITFENTWD LT,
VRB-NAT % %R L 7,

Add NAT Rule

NAT Rule:
[ Manual NAT Rule v J

Insert:

[ In Category v } \ NAT Rules Before v

Type:
| static v ]

Enable
Description:

| |

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
[ VRB-Users v ] + [ Address v l
Original Destination: [ VRB-NAT _l 3
[ Address v]

Translated Destination:
| ot | )+

Original Source Port: Translated Source Port:
r

L r

Cancel m

ATy 12 [BRTE (Save) 27U v 7 LET,
NAT /L— U IRD L 512720 £,

KEIL—% .
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Rules

Filter by Device

Original Packet

o . i T Source Destination Original Original
irection ype Interface Interface Sources Destinations
NAT Rules Before
1 & St any any fg VRG-Users
2 & St any any Eg VRB-Users

Auto NAT Rules

AT w713 Management Center {2 2 DD—E D AD H—/3— (VRGEB LW VRB 2 —H%—TL(212) %
MUET (YRTL (System) 1> [#A (Integration) ]>[LJLL (Realms) | #34R L &
+) .

ATy T LWL A (NewRealm) 227 U w27 LT, 74—V RIZAHLET, &7 4 —L FOFE
HIZOWTIE, LLA 74— L FEBRL T &N,

ATw 15 VRGEBIWRVRB 2—H—nbHD7 7 & A %&HIH4 5121, 2 DD Active Directory % £ L £
9, [LV AT 4 27 F U (Realm Directory) |3 X OV[[AIH (Synchronize) ] 7 1 —/L K& &
LDAP L /b A F 721E Active Directory LV AR XLV AT 4 L7 MY OEREZSRL T 7ZS
AN

AT 716 Management Center (Z ISE Z B L E 3 ([ RTL (System) |>[#& (Integration) ]1>[7 4
TUT 4T 4Y—2R (Identity Sources) | ZiER) ,

AT w717 [Identity Services Engine] %7 U v 27 LT, 74—V RIZANLET, &7 1 —/L ROFEMIZD
WL, bV A EEER Lo — 3 — {8 ISE/ISE-PIC O EFiEEZ SR LTI ESW,

ATYT18 IDRY —E—LEERL, VRGEBIOVRBOOLOEBET 52— —0D7 7 & X &l
K0T VA ay bu— R U —EERLET,

BGP Z#FA L TIREIL—2 ZHEEHKT 5 HE

FTNA ATBGPREREEMER L T, (L —% (Fu— VB PR—P—EFZOMEL—F)
MoONL— 12— T&EH X1V £ L, EExELV—%DNV— % —%5 > I BGP
T =TI AR— N E N, RIZFROBEEL—X A v R—bENET, b—F~vv 7
I, 7= ULfiL— bR — P —EROMEL— & LIFT DI AT b, £
Db AEETT, BGPT — T A ~D/— hDA VR — hEE=s AR — MITRT, Fu—
SR — N a2y, 22— —EROBRMENL—F TR IS Z EITERLTIEI N,

THDOT7 7 AT U4 =T A ZAPROFAEN—Z A =T = ATHRSA TN D &L
i‘j‘o

B rEL—% |
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| wmEL—%

ATy T

BGP AL TlREL—4 2HEEGT 5% [

o o — UL — Z (T Inside (10.10.1.4/24) 3 XM Outside (10.10.0.5/24) THEK &N F
ﬁqo

¢ VR-S (E3) {RAE/L—Z % Insidel (10.10.10.7/24) 3 X O® Outsidel (10.10.11.7/24) THE
REnET,

« VR-W (BJE) (K48 — &% Inside2 (10.10.12.7/24) 3 L8 Outside2 (10.10.13.7/24) THE
RENET,

BlE (VR-W) OL— a2 #E¥E (VR-S) L7 a— L&l LTY—2 L., VR-S DAERA
H—T A AN—F e VRWIIZU—27FTBLLET, BRI, 77— —2DHEA
H—T A A)N— EEE (VRS) IZV—7T20ERHY T, ZOHITIE, L—FDH
H & BT 57200 BGP R FIEA R L TV ET,

3:BGP ZfER L =R IL— 5 DIEE

—

1 I I
| inside110.10.10.7/24 | | InsideZ 10.10.12.7/24
Outside1 10.10.11.7/24 l : Outside2 10.10.13.7/24 I

Export Inside2 and Outsidez

m g Export Outsidel

o
Export Global - Durside \ Export Inside2 and Outsidez
7 inside10.10.0.4/28 |
! outside 10.10.0.5/24 l
s e
LY O RY: 1] b

o AR — 2 DERY © VR-S 3 LY VR-W,
«BGP Z AT L, HRALV—& THf S a7z v — b O FldAn HIZ BGP 24k L £ 7,

FIE

N— b Z =5y NTH AT &l b— & VR-SIZZ 7 AR — F9 5 X 512 VR-W Z Mk L

7

a) [T/3M X (Devices) | >[T/31( REHE (DeviceManagement) [&i&IR L, T /31 R &
HLLTC—T 127 (Routing) | #7 %27V v7 LET,

b) L —Z D Ray 7 X TG, VR-W 2RI £,

c) [BGP]>[IPv4]>[JL— kDA »R— T XKR—F (Routelmport/Export) %2 U v 27
LET,

wEL—% I}
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