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BIRL7- Snort X"— a3V EDHEMNMEEZE DT, VAT AIEBE 7o AMIRY —RE
AL FET,

Snort2 DA XA LIPS JL—)L®D Snort3 ~D Lk

= RRX—=FT g X F—DNL— Ly FEFH L TWDEAIE. O —|0EE LT, £
DV—/L Snort 3 IZIEFICEM I ND 2 & 2R3 52, F720% Snort 3 IR A 7 1 7I2HE
iR o—nty NERIGLET, MBIIER LTI A X LV—L Db H551E.
ZEHARTIZ Snort 3 /L— /L OAERIZIENL TER < &, EHf% O Snort 3 Bt & k95 X 5 1c1—
NEBEHFTEET, Snort3 TOL—/VOIERDOFEMIZONTIL, ROV 7 #SZRLTLES
AN

* https://blog.snort.org/2020/08/how-rules-are-improving-in-snort-3.html

* https://blog.snort.org/2020/10/talos-transition-to-snort-3.html

Snort 3 /L—/LDFEMIZ OV TIL, https://blog.snort.org/ (23 DD T 1 7S L T 72X,

AT KAERPLD Y — LA L C Snort 2 /L—/ V% Snort 3 L— VIZEHT A I21E. RO TFIEE
ZMLTLEE,

e T RTHOBARY > —DFT_TD Snort2 B AHX LL— LD Snort 3 ~DZEHL (25 X—)

e H—DFARY 2 —D Snort2 B A X LJL—/L D Snort 3 ~DZEHL (25 ~=—7)
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| Snortz i Snort3 ~D#1T
TRTOBAKY S—0FXTO Snort2 H 24 Lb—L0 snort3 ~0xH ]

| o

EE Snort2 Xy FU—ZS5ARY > — (NAP) OfREZ Snort 3 ICHEANICa Y —4 52 L3 T
FH A, NAP#HEIL, Snort3 CFEICERTIMNENRH Y £7,

FTRTODEARYS—DTRTD Snort2 R4 LJ)L—)LOD Snort 3 ~DZ ik

ATV 1 [#T2xH + (Objects) |>[EBAIL—IL (IntrusionRules) | %27 U v 7 LET,
AT w72 [Snort3 DT _XTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vw27 LET,

AT9 T3 EMORAL T[T TONA—/L (AllRules) | BRI TWDHZ & 2R LET,
ATy T8 [HA7 (Tasks) | KRy 7 XA MNOEEZERLET,

s [Snort 2)L—ILDEHE A >7R— bk (Convert Snort 2rulesand import) ] : X THDRAKRY > —DF
~TD Snort 2 7 A K Ljb—/V% Snort 3 12 BENAYIZZEHL L, Snort 3 7 A & LjL—/ L & LT Management
Center |24 > R—hLE T,

«[Snort 2)L—ILDZEHE F > O0— K (Convert Snort 2rulesand download) ] : X THORARY >—
DFTD Snort2 7 AL Ljb—/ V% Snort 3 I HEHIICER L, ZNHE R —HNLI AT KX T
n—RLET,

ATy 75 [OK] &7 Vv 7 LET,

GE) s HIDOFNET [EH L TA > A —F (Convertand import) | ZER L7=513, BfEni=7
RTON—0, [@—H N L—) (Local Rules) ] D FIZH L ER Sz —v 7 L—
7 [TRTD Snort 2 & 7 12 —NLZ 44 (All Snort 2 Converted Global) ] O FIZ/R{F L E
D

AIDOFNET [EH L TH 7> m— K (Convert and download) | Z R L7201, —b
T AN ER—NWIRGFELET, ¥Uvrua—RKLE7 7 A VNOEEIEFHDIV— )L % fif
BLET, BTN TN—T~DH AL LN—LDEN (54 =) OFNEIZHES T
Tyl —RTxET,

BINOYFR—F EFERIZOWTIE, Snort2 /L—/L® Snort 3 ~DEHL] EF A AL T &,

RDBARY
RELRZRALET, RELHFOREA 28 ~—) ZZMLTIZEN,

B—DEARY)S—0 Snort2 H X2 LJL—ILOD Snort3 ~ND L

ATwF1 [RY)— (Policies) 1> [RA (Intrusion) ] ZEINL £,
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https://www.youtube.com/watch?v=7vNNYG5_k3Q

Snort2 A\ 5> Snort3 ~D1T |
B srort2 e snonzor—zKy v —ov v ELTORR

ATv T2 [[RAKRY — (Intrusion Policies) ] % 7 C. [Snort 3[FIH AT —H ADFE R~ (Show Snort 3 Sync status) ] %

70y LET,
AT T3 BARY =D [FH (Syne) 742> (F) 27U vr7 LET,
G¥) RARY =D Snort2 /13— 3 > & Snort3 /13— 3 VR STV A EE . [ (Syne) ]

TA AUPEED P TERRINET, BT DD AH LL—)LDB 7202 &%rbi#

ATy T4 Y~V —%gil, [HAX L)L—/L (CustomRules) | Z7 %27 Vv LET,
ATYTE ROELLNERIRLET,
o [BHLEDON—NVE ZDRY —IZA R — 35 (Import converted rules to this policy) ] : R AR Y

T —® Snort2 B A X LjL—/L % Snort 3 [IZZEHL L, Snort3 I A K L L—/L & LT Management Center (2
AVR—=FLET,

o [BHLEDONL—N DX 7 v — R (Download converted rules) | : R AR YU 2 —DSnort 277 A X LjL— )b
ZSnort 3ICAEH L, m—ANI AT HIF T m—FLET, FUrn— LT 7 A VNOEHE
DL—NVEHR L, BT v 7= 7 A arz/ )y LT T 7 ANET v 7 r— RRTEET,

ATw 76 [HEH (Re-Sync) 1227 U vZ7 L%,

RDERY
RELEZRALET, RELHEORERA 28 ~—) ZZMLTIZE,

Snort2 & Snort3 DAR—XR)O—DIVvEITDERT

ATwF1 [RY)— (Policies) | >[RA (Intrusion) ] ZERNL £,

RATw T2 [[RARY v — (Intrusion Policies) | ¥ 7 BIREZNTVDH Z & &M L E T,

ATYF3 [IPS~ 7 (IPSMapping) 127V v 7 LET,

ATv T4 [IPSKY v—~ > 7 (IPS Policy Mapping) | A 7 0 /Ry 7 AT, [wy T DOFR (View
Mappings) 1% 72 U v 27 L, Snort3 M5 Snort2 ~DIFARY —D~ v B T EFRLET,

ATy 75 [OK] &7 Vv 7 LET,

Snort2 M J)L—JL & Snort3 )[R EA

Snort2 D/ /N—T 3 VERTE & AKX LV — L BMRFFES U, Snort 3 125 ZHEN LS T D[R
AE7Y Management Center |Z X o TS ET, FMIT 52 & T, @EHH 738 F 2D
T TELTERITBMEINTWDAEEMENH D, Snort2 /L—/L DA —/N—F 4 REREE I AH
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I Snort2 5 5 Snort3 ~DFEIT

Snort2 M JL—)L & Snort3 D FIHA .

LL—)L%& Snort 3 N —V g U CEMTCEEY, ZOa2—FT 4 UT 11, Snort2 X—T 3 D
AU —FRE% Snort 3 X—T a LRI LT, FREOXSREFAE CHMGT D DIHEL L ET,
Management Center % 6.7 & W HiD/N—2 3 U InG 10 LIEDN—=2 a T v 77 L— 1%
L. BRENFEM I FE T, Management Center 2587 LW 7.0BATD/R—2 a v OE, L0 EW
NR=Da T v T T —=RTEETN, Ty 77— FhicarsoYizREnEtia,
TINA A% Snort 32T v 77 L— KT BHIZ, Snort2 /X— 5V TEEIMTbN-HEIL.
CDOa—FT 4 VT 4 &2FEHALTSnort2 N— 3 05 Snort 3 3N— 2 3 SZEF ORI AT S
I ENTE, FRoOxIG &M ClhTE £,

N

GE)  Snort3 ~OBATHHZ, Snort3 N—a L ORY —%BEICEH L, BEOEHE LTI
=T 4 U T 4 B LRN L EHERE L T,

| B

BZ e Snort2 V=)L DA —R—F A4 K& B AZ LL—)LDIHD Snort 3 122 B —XFL, Tk
{ThivER A, Snort2 & Snort3 DT XTDRAN—LD 1 %1 O~y B THREONE
ROGENRHY T, ROFIREZFETTDHE, MEFON—2 9 AAMHET H— LDV —
WNT 7 a KT DEENFE S ET,

c[HHAITIE, DAFLFERITV AT AL o TREES L B —b D L& WMl & Il OFR &1
Snort2 2> 5 Snort 3 ICBA TSN EH A

ATy F1 [R)I— (Policies) 1>[RA (Intrusion) ] Z&RL £,

ATv T2 [[RARY T — (Intrusion Policies) ] ¥ 7B IR SN TWDH Z L ZHER L £,
AT w73 [Snort3 DRI AT —H ADFK/R (Show Snort 3 Sync status) | %27 U > 7 LET,
ATV T4 FLTORWRARY —%2RE L ET,

ATy 7S [[A# Sync) 1742 * %27 Vw7 LET,

GE) BARY > —D Snort2 3— 5 & Snort3 3 — g VAR SN TV ARAIX

TAAUBRKED P TERRINET,

ATYT6 P~V —%fhH, VEIULL T —Dat—%2Fyran—RFLET,
ATv 71 [FHAEY (Re-Sync) 127U 7 LET,

. [F# (Sync) ]
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Snort2 5\ 5 Snort 3 ~DFE1T |

B =ez=0mm

GE) « A SUTERRE L, Snort 3 RAT VU NT A RTHH S, BB ) L T2 RIZ D A
BWHENET,

e Snort2 7 AKX LjLb— UL, AT LFEDY — LA L TCSnort 3 IZZE#2 T £, Snort
QHAR DIV— VN LHGANE, [B A X Lb—/L (CustomRules) | #7271V w7 L,
ORI TV— NV E BB L E T, FEHIC OV T, B—DRAKRY & —@ Snort2 7
A B L=/ D Snort 3 ~DZEHE (25 X—) SR T XN,

RDBRY
RELFLRALET, RELEOR 28 ~—) 2ZRL TIZEN,

E X E DR

REEERLRIC, WBEZTLT M AR LET,

)

GE) ZobEy7TiE REEELEMT2EANRFIRCONTHILET, FlEZED D
W2, e/ N— 3 @ [Cisco Secure Firewall Management Center Configuration Guide] @ [Deploy
Configuration Changes] Mt'v 7 Z#ZH L, ZR LR 2 L CTORMHESM & L PR L T

B LM HELET,

FE OBBRTABICY Y —REHERTDHE, W OPDONRT Y RRA VAR gL TRay S
SINDHZERHVET, Flo, —HOarT 4 Fal—TarrERETLE FTT 4w TD
A VAR arERWT S Snort Ve ANER LES, ZOHBHRIZ NI T v B Fay
TENDD, FNLUEA AR v a UIMTONTICZTEINDZNE, ¥—F v b T /Nf R
DT T 4w 7 &S5BS CTRRY £7°,

AT 71 Secure Firewall Management Center A = = —/3N—"C, [JEBf (Deploy) 1% 7 U > 7 L. [JEB (Deployment) ]

BERLET,
[GUI] =121, HIRUINOBREEZFFL, AT —X AN IR F (Pending) | DT /NA AD Y A FINFIR
SNET,
o [EEHE (Modified by) 15ICiE, RV v —FRFAT7 V=27 FaER Lza—F—D—ERERIN
T, FAARYARNEZRETSLE, R L=V A NTLORY =% EH Liza—F—BRREH

i‘j‘(}
6= HIBRENTEARY =B LA TV =7 hOa—HFH IR RINEREA,
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I Snort2 A 5 Snort3 ~DFBAT
arzranEs |

s[4 AT g OFW (Inspect Interruption) ] 121, BRHIFFICT NA ATRT 7 4 v 7 A AR
72 a Yy OFPREAET L RREERS HNE I DRI ET,
TNAADZ DR OT . b U NZEAOEEE, BEAKICEDT NAALETD N T 4 v 7 A AR
Ta PRI EERLET,

s IRAEAEEREZ] (Last Modified Time) ] 21E, ®EICREEE 2T TERFAE R L ET,
«[FLEa— (Preview) ]5ITIX, ROBEHADEREZ 7L E2—T&ET,
C[ATF—H A (Status) | FICH, FRBOAT— ¥ ARFRSNET,

ATYT2 REEFLRET D7 A AERE L TERLET,

« [R5& (Search) ]:[#% (Search) | R v 7 ADT A AL, XA T, KAV, TN—T FlzlTA
TR AR LET,

« JEB (Expand) ]: BT 257 A RA[EAORELEE 2R T 51T, BRXKE (EBKHE (expand
arrow) | 7 A 2> [JEBARH] (expand arrow) |7 7A 2Y) &7 VU w7 LET,

THARZADRRIZ DT = IRy I AR F U NITDHE, TAALRIIIMABIL, T3 ADTFIZY A b
ENTVETRTOEENERHAOT-DIC T vy va&8nFET, 2720, RYUD—DFIR (KR —DiE
P (policy selection) ] 74 2[R U T —DER (policy selection) [+~ 7 A 2>) ZHH L CET
Dl 2 DR =R E DR EZIRIR L, KV OLTIIRETTICRFTo 2N TEET,

GE) o[ AR Vg OFW (Inspect Interruption) [FD AT —4 A2 [HY (Yes) | &%
RETL, BRI K > THEBUSHT DM TN AT, AT vav e Balcko
T rTZ 74y 7 Rdlrahn s & xiE, BESNZY R MIXTEOIRIK & 72 - 72k
EOBENA VARG 3 oOFHER ([ A7 v a OF T (inspectinterruption) ]
TA AL [ AT ¥ a O (inspect interruption) 7" 74 22) TRENE
j‘o

A UE =T 2 A AT N—T X2 VT4V =, FIAF TV MIEERD D
Bh. B EZT 5T /34 A%, ManagementCenter TR E L CFERINET, I
DOEEREDIRD LT DL, ZhbDA =T = A AT NV—T &F=a
V74—, $3A 7027 bEaGHORI—b, TNOOEHE L & HITERT
LHMENDHY 3, wBEZZIT SR Y > —X, Management Center D [/ L B = —

(Preview) | _X—IZkghe L TRRSNET,

ATw 73 [JER (Deploy) 127U vZ7 LET,

ATy T4 BETLIEFICET LI T —0BEN AT ML > TR ENZ8AIE, [BEEA v &— (Validation
Messages) |V A > RUICZEDONENTRINE T, BEBFEMEIRT 510, BEEIET 7 —ORI1IC
HORATAav®2 7V v LET,

ROBIRIED o D £,
« B3 (Deploy) ]: EERIEZ MR TICRBZFUT L ET, AT LNT 7 — 2l LIz aidkitT
TEEEA,
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Snort2 5\ 5 Snort 3 ~DFE1T |
B =ez=0mm

*[FAC% (Close) ]: BEHETICHK T LET, =7 —BLOELRELMR L, REOFHREMZMAITL
\i‘g_(]

RDEZRY

REPICERHNKM LGS, TORENNT 7 4 v 7B 5 DARMERH Y £7, 72
7ZU. FPEDFRIMIC L > TR £7, REICHEDREEEND 556, RO XL -
ThI 74 v RSN ZENRHY 7T, FEMICONTIE, BFHi/3—Y 3 D [Cisco
Secure Firewall Management Center Configuration Guide] @ [Deploy Configuration Changes] @ k
'y 7 2B T TEEN,
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g
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|

Snort 3 TOEAREN & [

e Snort 31ZARY —EBIET DI (33 X—)
e L— )L EFH LIZBARY > —DfE (41 2—)
o Xy MU=V GG U R ABEOFEE (59 =X—)






==
=% =R

Snort3{ZARY —ZFFIRT BIZIE

ZDOFETIE, BARIEEDOTZ DD Snort 3IRARY > — &7 7 & AL — VEEEDE B
WCOWTHBLE T,

RARY —OWE (33 X—)

« Xy NT—=7 G ERARY —ORiHRESEME 35 2—)

o HAK L Snort 3IRAKRY —DERR (35 X—)

« Snort 3R AR YU 2 —DffFtE (35 2—3)

cRARY = DR—ARY —DEHE (36 X—)

cRARY —DFH (37 =)

cRAMIHEZFEITT 72007 7B Aay br— A b—LRE (38 X—)

BARY) O—DHE

BARY V—FEBBFHDORARTOEY FTHY, EX2 U T 4 EXIZOWTRNT 7 47
EREL., 174 VIEBBROLEX, BEOHDNT T4 v Ty Y ERIIEETLH L
NTEET, BARI V=X, 778X arbo— LR =l oTHORHEN, VAT
LD T A e LT, N7 74y 7 BSEICEIET D Z L2009 02 HEL
7,

BEARY L —0H L ADIL. BANL—LTT, L—ILE2HCTBE. —Nc—KT
HBETT 4o IR LTRALNRY FAERENET (S50, BREUWJSUTRT 7 4 v 7N
TuvZENET) A= AEBERITEE A VOLEMEE SN ET,

VAT LI Ko TREES N D WL OO ERIZ AR Y 2 —IZ XKV | Cisco Talos Intelligence Group
(Talos) ORBRAIEHATEXET, TNHOHRY > —TiX, Talos MRANL—ILEA L ANRT H
=V OMRRE (AR E T3S 25E L, MoOFEMERE O E BITWE T,
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B e tys—om=

Snort3 TORABRMERH |

EXb AT LARBEORARY =Ly NU—T AR Y —IZIEFR U & O RAFIBFIT BTy

FITN, BARDIFRENFTENTWET, =& 21X, [Balanced Security and Connectivity] % >

D —2 5381 U >— & [Balanced Security and Connectivity | {2 AR U o —JodifE L CENE L,
EHLLLRAN—ADT v 7T —FTHEFHTEET, 27ZL, Xy FT—I 0K »—iFE
R A 7 > a U EFEBR L, RARY =3 FEIBAL—LEZEFRLET,

AL BRARY =Bl 5 & LFE2FATTE £,

« =V BN E T D Z LA, B O/— VAR L TR L, B iR
50

c Xy hT—7 ETCHHENTARNL—T 4 VTV AT A, == BXOIITA T b
TV r—varrya harEEnbOBEARET HT-OICHEICEZIAE N L—L
WZBEE AT B 121%. Secure Firewall OHEIZFHRIE A2 L £9°,

RARY —3—HET 57y b Fny 7 LT, RASMXRV FPRERTEET, BAELIZ

TV Tutyh O Rey F—VERET DHITIE, LTORELZ [Ty 7 (Block) JIZEREL
ij‘o

HMEFHE LT, RARY =% 256 Flor—L 28 L GEINT 23548) | —
HORAN—ILTIE, YNFGEDHIETI T 7 4 v 7 %T a— REITRILET 2 0E RS
DET, BARY U—IZL o THREINDANT, N7y MIFy NT—7 5HARY 2 — D% E
WZHE> CRMLEE SN E T, MBERA VAT ZETNCT DL, VAT ATHBIIZBAEDRK
ECA VAR ZEEHLET, 2L, Xy NU—7 AR —D Web A 4 —T = A
ATUEA VAT X0 F FI1T00 9,

A

AR OALELBAA AT g VTHEFICEBRICEE L TV AT, BTy FERET D

Py NU—=I5AR Y = ERBARY —id, MHAMTET 2BENDY F9, BILEORE,
BRICEB DT AR oy NI — IR —2 L CRET 52 L3, BERZ AT
‘j‘o

HAL MMRARY U —%FE LR, TaE 12U EOT 78R a3 ba— b— L E720E
TR aryha—)L R —OFT TN N T aNIBEEMNTHZEIZE ST, WARH
LRARY —%2T VA3 ba—LFEO—ME L EATEEY, Zhick-T, v&
T AE, RESAGIETRNC, FEOHF T EINTZ N T 74 v 7 B BARY v—iZkoTHEL
9, Bty FERARY —LHMAEDLTHEATLZZEICLY, F—2 3y hT—7 L4

WAy NU—=2Z12MA T, LBIELC TRy hT—2 EOV—REIEMHICKMSE5 2 08T

TET,

F 74N N T, B S B — ROBAAL VAT Vg ATBLEINnNET, Zhicky.,
ZAA VAR a UREREENTWAT /A a2 ha—)L )Lb—)L LB b S -k
WBETHEOBBHENED L, X7+ —< A0 A ELFET,

BINOYHR— bk EIFRIZOWVTIE, TSnort3RBARY —DE] 5425 L TLES

Wy,
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https://www.youtube.com/watch?v=5IoE4-y-dUE

| snort3 TOR AL L Bt

wy ko—oam ARy v—omizzt |

2y b= 0 ERANRY O—DRRES

Snort iR T VU NMRABI YA T =T O N7 7 4 v 7 2B TE 5 L9127 51T
Threat Defense /34 AKX L TIPS A4 B AZHINITHNLENH D £97,

Fy FT—=7 558, RARY —2EH L, BITX A7 2F (745123, BHE2—Y—Th
LMEND Y £,

ARZ L Snort31RANRY O —DIERK

AT T1
ATvT72
ATvT3
RTvT4

ATy TH

ATvT6

[R1) — (Policies) ]>[#&A (Intrusion) ] #ER L 7,

[R VU —DfERL (Create Policy) 127 UV v 27 LET,

[4 07 (Name) ]IC—BEDL4HIZAN L, A7 a T (Description) ] AL £,
[f#E— K (Inspection Mode) ] Zi®IR L F 7,

BIRLIEZT 7V a3 ilioTC, BAL—LTTay 7 LTT 77— baREIEL) BHT—FR) . £7/=
77— EeREIELORIZTH) (BRHEE—F) BRED ET,

GE) PHfHIE— RZRINT 2A0Z. Z< OBRBHORK LDV — LV ERETEDL LI, Try”
N—IVDIZT T — NEREIELLENTEET,

[X—A7KR U — (BasePolicy) ] Zi®R L £,

VAT LREORY —FIFEFOR Y v—ER—AR Y =L LTHEATE ET,

[fR7F (Save) |27 U w7 LET,

FLWRY —ZERNR—2ARY =L R UHREEANEG EFINLTWET,

RDBERY

WY =% DAL~ A XF5HI2IE, Snort 3RARY —Dfftk (35 °—) LT
él/\o

Snort31RANRY —DIRE

Snort37R Y v —ZfRE L TWDHH, TN TOERZIHEICREFSNES, BELRFT DD
DEMOT 7 v a ATLEDHY £H A,

RDBERY
RELF LA LET, RCALEORE (28 X—) 2ZML TSV,
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Snort3 TORABRMERH |
B rovavonxuy

IL—ILTFTHO 3 oaxyy

Management Center 7.2.0 LARE, [1R A4 X b (Intrusion Events) | -X— D [ > T A FER
(Inline Result) 1101 <> M, A— UCHEASHZIPS 77 > a v L F UARTINER S
NLTD, V=T H T 74 w7 ICEHASNTET 7V a v EERTEET,

IPS 77 v 2 2 DWT, IROFIZ, [IRAA Xk (Intrusion Events) | X—Y D[ T A
FE9L (InlineResult) ]41& . [HiA =4 Xk (UnifiedEvents) ] —Y D [{EAA X2 k&
4 7" (Intrusion Event Type) | D [7 7 ¥ 3 > (Action) |FNIEREINDHA X haRrLET,

IPS742 13> (Snort |4 >S54 U#58R -ManagementCenter | 1 > 5 1 > #ER - Management

3) 7.1.0 LIAT Center 7.2.0 L%

77—k 2 (Pass) 77—k

A= Dropped/Would Have Dropped/Partially | Block/Would Block/Partial Block
Dropped

HIEE (Drop) Dropped/Would have dropped Drop/Would drop

75 (Reject) Dropped/Would have dropped Reject/Would reject

EXHz [FFA (Allow) ] EXH X

|

BE * [E#t (Replace) 147> a v DRVIL—LORG, EEHAT 7 2 3 X TWouldRewrite]
EFRRSINET,
o £72. [E#H (Replace) | A7 v a UNEEISN TSN, IPSAHK Y U —2HHE— RTh
BN, TNAANA L TA L TAPISy VT EB— RTHLIEAIC, ESMAT 72 0%
l'Would Rewrite] &F/RSIVET,

Y

GE) %I HEBMEOYS (Management Center 7.2.0 73 Threat Defense 7.1.0 7 /3 A AZFEH LTV 5) |
ShRENTWDA R ME, [T (Pass) 134X bD[T7 77— (Alert) ] & LTHEREN
57 7—RIPST 7V a iCOREMENET, fOTXTOT 7 ¥ a 50T,
Management Center 7.1.0 D X h 2V H S E 7,

(o] & (o]
BARY O —DARA—RRY —DEE
RIS AT MMEEEDOEY —F i Eh AZ A K B EAKY — b LCHATE £,

BRSODOHNAZALA R —%5F2— 2T A ENTEXET, 55009504 5OKRY —7T
FANAERENTZAR Y —NERR) o—L L THEA SN, 5OHDRY) —TU AT AIZL-
THRIEEINERY) —2_X—2 e U HERTA2LERH Y £97,
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| snort3 TOR AL L Bt

ATv71
ATvT2
ATv73
ATvT4

gaxyv—ozz I

[R1) &— (Policies) |>[&A (Intrusion) | ZER L £,

THEAKY —ORICh 5 [#RE (Edit) | (P 2200 LET,

[X—ARY T — (BasePolicy) | KRy 77X TR NGLRY —ZEIRLET,
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BT 5L, L—AOEEFED L EWEN EEHEE SNET,

[#F2 x5 + (Objects) [>[BAIL—IL (IntrusionRules) | %27 U v 7 L%,

[Snort3 DT _XTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vv LET,

BANV—ND [T 77— hi%E (Alert Configuration) ]#|T, [7eL (None) (V> 7 %27 Uv 7 LET,

& (Edit 1 (&) 22V vs LET,

[7 7 — Ra%E (Alert Configuration) ] 7 4> K7 T, [LXVMA (Threshold) | ¥ 7% 7 VU v/ LET,

(A7 (Type) ] Ry 7 Xy VA RNNPL, RETHLEVEDZ A T 2RI 77,
cFRESNTHM BT DA X b A 2 2HITEI A HIIRT 25513, [HIBR (Limit) ] 28841

LET,

FRESNTHM BT DA R b A UV AZ AT L@ T AR, [LEVWE
(Threshold) ] Z3®&R L £,

HRESNIA NS b A P RAZ L ARITZE LT T, WS- 0 1ROl z 24t 25613, [M
75 (Both) ] ZER L £,

[BBr%E (Track By) ] 7 4 —/L KT [%4E7C (Source) ] £7-1% [565C (Destination) ] R L, A~
M AZ L ADBWHZREFEITLIP T RVATITO N, SEDIPT RUATITODEEELET,
[77> bk (Count) |7 4 —/L RIZ, LEWVMEE LTHEHATHEAS RN M U AZ L ADOEEATILET,

(% (Seconds) 17 4 —/V FIZ, ANV hA U AZ U AZBHTHHH (BE) ZfREd 28mae AT
LETS

[f~1F (Save) 1227 U v 7 LET,

. Cisco Secure Firewall Management Center Snort3/8\—>3>72a> 74 Fal—3 3> A4 F



| snort3 TOR AL L Bt
grrrvrLzvEorTLER |

BIMOY R — bk EFRIZOWTIEL, TSnort3 DFIFI & LEWMHE] BT 422 TLIEE0,

RDEZRY
RELELEALET, RELEORMEZSRL T ZEN,

RAAARY FLELMEDRT EHIBR

=D L EVMEORBEF O E % FoRr £7213HIBRT 2 121%, V—/L O (Rules Details) ]
Ea—%2FHLT, LEVEOHEKEAXKELZRRL, TNUOLN VAT AIETINE S D%l
BLET, £ TRVWEEIT, FILOLEWELZEBINL CBEfFOEL FEXTHZ LN TEE
R

AT 1 [#T2xH b (Objects) 1>[BAJIL—IL (IntrusionRules) 1227V v 7 LET,
AT w72 [Snort3 DT _XTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vw7 LET,

ATY T3 [77— hi%E (Alert Configuration) | FNZF/REND LEVMERHE SN TNDHL—LEZBIRLET (7
Z— Fa%iE (Alert Configuration) 521X, L— DV 7 L L T[L&VMHE (Threshold) ] AFE RS E
ﬁ‘) o

ATy T84 L—LDOLEXWEZHIBRT AI1Z1X, [77— & (Alert Configuration) ]%1® [L XMl (Threshold) ] VU
Y7V LET,

A7y TS [k (Edi) ] (£) 227U v7 LET,

ATvF6 [LEVWHE (Threshold) 1% 7 %27 U v 7 LET,

AT TT [VEY M (Reset) |27 V27 LET,

ATy T8 [fR1FE (Save) |27 U w27 LET,

RDBERY
REAELZRALET, RELEOR (28 ~—) 2ZMRL T ZE,

RARY O—IHDEE

B EDIP T RLUAEZIXIP 7 KL ADHFPATA LV ART X DORFEDN—VE N H—1LT &
XORAARY MBEMAEMHI T ET, JUL, BREEZEEET ORI bET, ek
X, BEDO=I A7 aA hOEITHZ D3y FEREL TND A— )L —"NEET 5
Bl FOA— NP —RNIZL ST R H—E LTHERASNZA XY MIBET 54X bl %
Rl cEET, L= FTRTORTry M LT RY =L LTHERAEIRETR, KoK
BT oA N NETBRERINET,
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Snort3 TORABRMERH |
B erruo—masqr

BARY —FI2 1 T

1%)\4)’\‘/ }‘Tfﬂﬁﬂ”i\ Q,ZET{%ﬁﬁjﬂé ¢t 76\ L— kK X—2 @Jﬁ%ﬁjﬁﬁﬂ\ detection filter
F—U— R, BEIWMBRAALRY P LEVEBEOWT A EMAGDE THERTZ BT
HZEICEELTLEE N,

Je

EXh BAAXRU IOy b Ba—ANGHGIZENTEET, RAL—NLZT 4 ZX—T ([F
7219 b+ (Objects) ]>[BAJIL—IL (IntrusionRules) ]>[Snort3MFTRT®DHJL—JL (Snort
3AlIRules) ) @ [7 7— ha%7E (Alert Configuration) |4 ZfEH L C, MHEREICT 7 AT
HZEbTEET

Snort3 TORANRY O—DHIFIDETE
BARY 2 —D— Uk LT 1 2L Lol 2% ETE £7,

1R BRI

EETE IS EOMENZ BT AVERSH DXy NU—IFT V27 FEERLTHNDZ L
AHERLET,

ATy T [#TPxY b (Objects) 1>[BAIL—IL (IntrusionRules) [ #7V v 27 LET,
ATw T2 [Snort3 DT _XTD/L—/L (Snort3 AllRules) 1 %7 %27 V7 LET,
ATY T3 BAL—LD[TF7— Fi%E (Alert Configuration) 151D [7eL (None) (V> 27 %27V v 7 LET,
ATy 74 [RE Ediv ] (@) 22000 LET,
ATy 75 [0 (Suppressions) ] # 7T, IRDA T a L ORICHDHEBIMT A2 (+) 27V w7 LET,
HEELIZEEILIP T RLANGIRESIND Ty M X o TERSND A N M EIlT 2561,
[iBE75 v hU—7 (Source Networks) ] ZiER L £,

HRE LTS IP T RLRICEE END N7 v MKk o TEREND A X &2l 585451, 46
Jer v b7 —72 (Destination Networks) ] Z 3R L £,

AT9FT6 [fv hT—2 (Network) ] Ky 7 X7 VA RNNLT VY hxy NU—7 Z@IRLET,
RTvTT [fR1F (Save) 1227V v/ LET,

ATv 78 (TE) LESUT, KED3ISOFIEEZMED KL ET,

ATw 79 [77— hi%E (Alert Configuration) |7 1> Ko T [ (Save) 1227V v 7 LET,

RDBRY
RELFLEALET, RELEORM 28 ~—) 2ZMRL TIZEN,
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| snort3 TOR AL L Bt
mugeozrean 1

HFIEEDRR & HIBR
BEfF OISR 2 FoRm E2I3HIBR T2 2 b T 9, e xiE, A=Y =Rz s A7
A MDESITRZID Ty EEENPOEFL TWDHEWVWSEHEBT, 2O A—/L % —30D IP
T RUAMLEEENT Ay MCET ARy M@z if c& £4, To%, TOA—)L
B ARHEREIECRY, 2O T RUARBBIOKRZ MCHHD Y TENEL, ZORET
IP 7 RV AOIHGEMZHIBRT 208N H D £7,

RT9F1 [#TPxH b (Objects) 1>[RBAIL—IL (IntrusonRules) 1 %27V v 7 LET,
AT w72 [Snort3 DT XTD/L—/L (Snort3 AllRules) |7 %27V v 7 LET,

RTv T3 Ml TR ETIIHIBRT A — VBRI L E 9,

ATy T4 [77— Fi%E (Alert Configuration) |5 [#fi] (Suppression) 1% 27V v 7 LE7,
A7y 75 [fik (Edit) ] (£) &2V v7 LET,

AT w76 [0 (Suppressions) ] ¥ 7 &7V v 7 LET,

2Ty TT MHOBICHD [Z V7 (Clear) | (X)) 22U v LT, Ml &HERLES,
RATyT8 [RTF (Save) 122V v LET,

RDEZRY
RELFELRALET, ELEORM (28 ~—) 2ZMRL TIZEN,

BAIL—ILOO A FDEM

BARY) —DN—NZa A FNEBINTEET, ZOLICLTGEMENZa Ay MIFRY
V—HHOa X ERVET, LoT, HEIRARY —DNA—VTBM L2 A Y M,
MOFARY O —TIIEREN T A

RAT9F1 [RY— (Policies) 1 >[RA (Intrusion) ] Z#IN L £,

ATY T2 WETDHRY —OFRIZH D [Snort 3 /3— 3 2 (Snort 3 Version) %27 U v 7 LET,

ATV T3 TRTCOL—ANY A REINTWVEX=VOLAMT, AL MEBMTHL— L ERIRLET,

ATv T4 [2A2 1 (Comments) [FIOFIZHDaAA b ([ZAF (comment) 74 2> [2 A2~ (comment) ]-
TAaYy) w7 Uy LET,

RATwFE [72A |k (Comments) |7 4 —/LRIZ, L—aRr hEASLET,

ATYT6 [2A FEBI (AddaComment) |27V v/ LEd,

AT9TT [fRTF (Save) 1 &2 Y v 7 LET,
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Snort3 TORABRMERH |
B stz hx5 00— 00 Snon3 ~D T

e~k [Z2 A2 (Comments) ]¥|DL—LOFEIZ [22 A2 b (Comment) ] (-) DRI INET,

RDEZRY
WELF LA LET, RELEOREM (28 X—) 2ZML TSV,

Snort2 1 XX LJL—JL®D Snort3 ~D LA

BAZ BV— VR L T B84 1%., Snort 2 75 Snort 3 IZZ5H4 A RHijIZ. Snort 3 DJL—/L
ty NEEHTLIHEHEN TETCVDLI LZER LTI, = FX—=F g X F—D)L—
Nty FEEALTHWAEHEAEIT, FOXU X —ITEE LT, EDO/L—/L Snort 3 IZIEFITE
asNDZ & afERT D, £720E Snort 3 HIZHRA 7 ¢ TITER Sz i@ i — ity N4
B L x4, MBEICHER LIz AZ 2L—Lind H35A 15, ZBHRTIC Snort 3 /L— L DIERKIC
BTk &, BH% O Snort 3 R Z b3 5 X 91— L2 EHTEE 9, Snort3 TO
=)V DAERDFERIZ DN TIE, ROV 7 2B LTI EE0,

* https://blog.snort.org/2020/08/how-rules-are-improving-in-snort-3.html

* https://blog.snort.org/2020/10/talos-transition-to-snort-3.html

Snort3 /L— /LD FEAIZ-DUVN T, https://blog.snort.org/ IZH HMD T v 7 E B L T E W,

AT AMFEDY — VA LT Snort 2 /L — /L% Snort 3 L— VIZZEHLT A 121F. Snort2 B A
X INJ—) VD Snort 3 ~DZEHE (52 X—) AR LTI,

| &

BEE Snort2 %y FU—ZI 45 AR Y — (NAP) OFREZ Snort 3 IZHEIZaE—4 5 Z LT
FH A, NAP & EIL, Snort3 CFEICHERITIZIMLENH Y £,

FRTODBRAR)O—DTRTD Snort2 H X2 LJL—ILD Snort 3 ~
DL

ATY 1 [T b+ (Objects) 1>[BAIL—IL (IntrusonRules) 1227V v 7 LET,
ATw 72 [Snort3 DT XTPD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vw7 LET,
ATY T3 LEMORAS T[T _TONA—/L (AllRules) | DNBIRENTWDHZ 2R LET,
ATy T4 [XAV (Tasks) | Ky 7HZ U A S BEZER L £,
e [Snort 2)L—ILDZEH & A »7R— k (Convert Snort 2rulesand import) ] : X THORARY > —nD

T Snort 2 A AKX LjL—/v % Snort 3 |2 HEIJIZZEHL L, Snort3 4 A # L/L—/ L & LT Management
Center (21 > AR— K LZE7,
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| Snort3 TORARRE & B
B—DEARY o—0 snot2 H 22 LL—1Lo Snont3 ~0EH [

s [Snort 2)L—ILDEHEFH > O0— K (Convert Snort 2rulesand download) ] : T X TOIRARY > —
DFNTOD Snort 2 7 AKX Ljb—/L % Snort 3 [ZHBIICAHB L, T bz —AILY AT LIH T
r—RLET,

ATy 75 [OK] &7 V7 LET,

GE) s HIDOFNET [EHLL TA A —F (Convertand import) | 3R L7=51%, I 7
RTCO/—)V8, [B—HLb—/L (Local Rules) ] D FIZH L < B SNz —L 7 n—
7 [TRTOD Snort2 & 7 11—/ ZEHa (All Snort 2 Converted Global) ] @ FIZERTFE S E

D

s IO FNAT[EH L TH 7 a— K (Convert and download) | ZE&R L7=A01E, L—b

T ANER—NRFELET, ¥V —RNLiE7 7 A VNOERE D —/L %
BLET, BTL—NTN—T~DHAH L)L—)LDBEI (54 X—) OFIRIHES T
Ty 7 u—RT&EET,

BMOYFR—F EERIZOWVTIEL, Snort2 /L—/L® Snort 3 ~DOEHL | 54 2B LT E I,

RDBERY
RELELRALET, RELEORM 28 ~—) 2ZMRL TIZEN,

BE—NEATRYS—0 Snort2 H X4 LJL—ILD Snort3 ~DZ L

RFyF1 K1Y S— (Polices) |>[BA (Intrusion) ] &% LE T
ATv T2 [[RAKRY — (Intrusion Policies) ] % 7 C. [Snort 3[FIH AT —# ADFE K (Show Snort 3 Sync status) ] %

27Uy LET,
ATY T3 BARY—D[EE (Sync) [ 7A=2> () 22V v 27 LET,
GE) RARY =D Snort2 /73— 3 > & Snort3 13— a3 R STV A EA . [[AE (Syne) ]

TA AUPEED P TERINET, BT DD RS LL—)LDB 7202 &%rbi?

ATy T8 Y~V —%FA, [HAZLL—/L (CustomRules) | # 7 %227V v 7 LET,
RATYTE WOELLNEERLET,
c [BHEON—NVE ZDRY —IZA AR — 32 (Import converted rules to this policy) ] : R AR

2 —® Snort2 B A X L)V—/L % Snort 3 IZZEHL L, Snort3 7 A X L L—/L & LT Management Center (2
A vR—=hLET,

o [BHLEDON—N DX 7 v — R (Download converted rules) | : iR AR YU 2 —@Snort 277 A X LjL— /)b
ZSnort IICEH L, B—HILV AT AIE T a— R LET, Furo—RLiz? 7 A /VNOERE
DV—NVEMHR L, BT v 7= 7 A arz/ VI LTI A NVET v 7 r— RRTEET,
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Snort3 TORABRMERH |
B r—o—Fronzssr—nonem

ATy 76 [FHFRH (Re-Sync) 127 U7 LET,

RDEZRY
RELELRALET, RELEORM 28 ~—Y) 2ZMRL TIZEN,

IW—ILTIL—TADHRER LIL—ILDEN

Management Center TH A X L=V % T v 7Fu— N4 5L m—)VTER LT A S b —
JLINTRTOD Snort 3 L—/L DY A MIBEMENET,

ATy 1 [#TPxH b+ (Objects) |>[BAIL—IL (IntrusonRules) [ %2 U v 7 LET,

ATv T2 [Snort3 DT TD/—/ (Snort3 AllRules) | ¥ 7 &7V v 7 LET,

ATY T3 [FAV (Tasks) | Frmy XU R NA22 Y w7 LET,

ATv 74  [Snort3/L—/L DT v 71— K (Upload Snort3Rules) 1 %727 U 27 L&,

AT9 TS5 AER L7z Snort3 B AKX L)L—)LEETe txt £720E crules 77 ANE RT v I T R Rry 7 LE

ﬁ‘o
ATvT6 [OK]Z7 Vv r LET,
GE) BRLIZ T 7 A NMCE T =0 b 55EE, TR EERICEDRZ LIZTEEtA, =7 —T 71

NEXyrua—RL, T —%EELREZIZ[Z 7AVOER (ReplaceFile) (V7 %7 v
L, Z7ANDNR=a 27 v 7 u—RKT&ET,

ATFYTT = ENL— LT N—FIZEEMT T, FOT =T ICH L L— LB L £,

FLWA AL D=V T N—TEER L ([T LW A K LL—L 7 —T DFERL (Create New Custom
Rule Group) |V 2% 27 U > 7) ( HILWITA—TIZV—NLEBNTHI EHTEET,

GE) BEfF D1 — I Wb— )V T N—T N WIGE T, [T LW A Lb— )L 7 )V —T DFERK (Create
New CustomRuleGroup) %7 U > 27 L THiATLET, HLUVIAL—LT—T D[4 (Name) ]
ZASILT, R1F (Save) 1227V v 27 LET,

ATV T8 KONWTNNEZRIRLET,

s b= D~— (Merge Rules) 1%, BT 28 LV b—L & L— L7 — T NOBEFD/L— )L &
~—YLET,

[IN—=THNDOTXTONL—)VE T 7 A VONFIZER (Replace all rules in the group with file contents) ]
T, BEFOT X TOA— A ZBINT 28 LUL—/UICE#R L £,

GE) AIOFIRTEBDON— N TN —TZER LIZGE1E, FHTE 247 v a g pr— o~ —
¥ (Merge Rules) ] DAIZ72 0 £,

ATFYT9 [k~ (Next) 1227V v 7 LET,
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| snort3 TOR AL L Bt
HRE LL—LEEEL—LI L—TOBRARY o—~oem [

Y=l —ZMHEE LT, BINTA5H5H LW L— L ID 2R L., MBS U THE Y ryre— RLET,
ATFw 710 [#7T (Finish) 1227V v 27 L£7,

| &

BEE 797 u— RENETRTONL—LD)IL—)LT 7 g 3 EkElce > TnWEd, L—L
BT VT A TICT DD BERREBIZETTAILERDH Y £7°,

RDZRY

* Management Center CH A X L)L—/L %7 v 7 u— RT5 & AER LT A H LL—) L)
FT_XTO Snort 3 /b—/L DU A MIBEIMENET, TUNODHAZLNV—NVE NTT v
AT 5120, BERBEARY —TINHDONL—LZBMLTHEMNILEST, I A
B DNV — )V Gt =)L TN —T AR AR Y =BT D HFIECOW T, A A
N— L Ete =L T =T DRAR Y —~DBN (554—2) ZBMBLTLEEN,
AL D=V BN B IHEICOWTIL, Snort3 TO N AKX L)L—/LOEH (56

R—=) ESRLTLIIEE0,

RELAEZEMALES, RELEDORM 28 ~—) 2ZML TIEE,

HRABZLIL—ILEELIL—ILTIL—TDOEARY o—~
DFEY

VAT AT v T = RENTZHAZ LV—VERARY —THDZL, TNHDONL—ILE
N7 7 4w 7 ICEHT H0ENH Y £9, Management Center |25 AKX L)V—)VaT v 70—
FL7tR, BARY O—IZH LW A Y D=V EGHN— VT V—T 2B LET,

ATvF1 [RY— (Policies) 1> [RA (Intrusion) ] ZEINL £,

ATy 72 [REARY > — (Intrusion Policies) ] % 7 T, AR Y 2 —? [Snort3 73— 3 > (Snort 3 Version) | % 7
Uy 7 LET,

ATYT3 =7 N—7 (Rule Groups) |IFRAA—ORICH D GEM (Add) | (1) 227V v 7 LET,

ATy T4 D=7 —7DiEM (AddRule Groups) 1V 4> KU T, =T IL—TDRICHD[>] TA 2 %7
Uy 27 LT, == )—7 %R L E7,

RTYTS Ty Fa—RLEHAZ LV — VI N—T ORI TF = IRy 7 Ak A A LET,

ATYT6 [fR7FE (Save) |27 U w27 LET,

RDBERY
WELLZREALEY, RELEORE 28 ~—) 2ZML TS,
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Snort3 TORABRMERH |

B sosconzss—rnogsm

Snort3 TOARZFLIL—ILDEHE

ATv T
ATv T2
ATv73
ATvTa
ATvT5
ATv 76

ATy 17

ATvT8

ATvT9
ATv 710

VAT AT v — R LTI AS L=V EBZARY —IZBIL, b0 — L EHR)
WLThI 74w 7 ICHEATAIRERHYET, Ty a—RENZHAX L—UE, T
TORY O —THEMNCTHZ L, HxORY —TEIRL AT DB TEET,

WOFENEIZHE> T, 1 DU EDBRBARY > —THRAZ AL—LEAZNZLET,

[#72 x4 k (Objects) ] >[BAIL—IL (IntrusionRules) | #7 U v 7 LT,
[Snort 3 DT _XTD/L—/b (Snort3 AllRules) | ¥ 7 %27 U7 LET,
[ — A b—)L (Local Rules) ] % &R L9,
VBRIV — NV T N—T ZBIR L ET,
N—IV DR HDHF = IRy 7 A F A LT — LB @IR L £,
[L—n7 7 a3 (RuleActions) | KRy 7 X7 A MM [IRAKRY »—& (PerlIntrusion Policy) ]
B ET,
WOEL LN ERIRLET,
[TRTDOARY — (AllPolicies) ]: BT DT _XTONL—MI L TR CAL—IT 7 g %k
LET,
s [RAFRY —T¢& (PerlntrusionPolicy) ]: BARIY O —TLIZEBRAZNV—NLT 7 a v EZRELE
D

£

R

N—NT 7 arEZROLITERELET,

s HIOTFNAT[TXTORY >— (AllPolicies) % IR L7=H AL, [A—/3—T A RIREEDOZEIN (Select
Override state) | K2 v X7 U A WO RERV—LVT 72 a VEERLET,

cHIDFIETURARY > —T & (PerIntrusion Policy) ] Z#iEIR L7=HE1E, AU o —AIZ[Vy—AT 7
v 3 (RuleAction) [#ERLET, LAY —ZBMT 52, BIOKRY —0BEM (Add
Another) 127 U v 7 LET,

MBS C T, [ A2 b (Comments) | 7F A MRy 7 AZaA s hEBMLET,
[fR7F (Save) 1227 Vw7 LET,

RDERY
FNRAAEFZRBEALET, RELFORERM 28-2—) 2BRLTLIEE N, .

. Cisco Secure Firewall Management Center Snort3/8\—>3>72a> 74 Fal—3 3> A4 F



| snort3 TOR AL L Bt
CELC TN |

HRA LIL—ILDOHIE

ATY 1 [#T2xH b (Objects) 1>[BAJIL—IL (IntrusionRules) 1 %27V v 7 LET,
AT w72 [Snort3 DT _XTD/L—/L (Snort3 AllRules) | ¥ 7 %27 Vw27 LET,
RATw T3 LD~ A D [r—TL—/ (Local Rules) | ZEHH L £,
ATY T4 HIBRTH2V—NDOF =y IRy 7 At N LET,
ATY TS BRLIZTRTONL—LD)L—)LT 7 3 8 [#%) (Disable) | THDHZ &R LET,
MBS U TROFNECHEN, IR LI ON— AV DON—LT 7> a U 2N LET,
a) V=773 (RuleActions) | KRy FH TRy 7 At IRARY —IT& (Per Intrusion
Policy) ] Z&R L £,
b) [TXTDOARY >— (All Policies) | A7 > a vV ARHZ U #EBRLET,
c) [A—"—TF A NIREEDBEIN (Select Override state) | K12 v 77X 72U X kv [#8%)) (Disable) ] % i3
WLET,
d) [fRfF (Save) 1227 V27 LET,
e) HIBRTANL—NDF =y IRy I AA N LET,
AT9T6 b—/T 27z (RuleActions) | Kry 7 X o U Ron, [HIBR (Delete) ] 28R L £,
ATy T L= OHIBR (Delete Rules) 1Ry 77 v 7w 2 RUTIHIER (Delete) 1227V v 7 LET,

RDBRY
REAFELRALET, RELEOR (28 ~—) 2ZMRL TIZE,

IL—ILT IL— T DI

1R BHHIIZ

EWOETRTOBRARY > —OHIERT ALV T IL—T%2FN L FET, BARY —05
=L TN —TF E AT B FIEIZOWTIL, Snort 3 ARY > —DfRtE (35 2—) 25K
LTL7EEW,

ATY 1 [#TPx¥ b+ (Objects) 1> [BAIL—IL (IntrusonRules) 1227V v 7 LET,

AT w72 [Snort3 DT XTD/L—/L (Snort3 AllRules) | # 7 %7V v 7 LET,

ATv T3 ERMD~SA D [r—Hh— (Local Rules) ] % BB L £,

AT T4 YIRTAL— AT A—F R LT,

ATV TS FATTHENC. =T HNDOTRTCON—LD)—)LT 73 a 78 [#5%) (Disable) [ ICHESN TS Z
LEMERLET,
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Snort3 TORABRMERH |
B —o—Foum

WT DD L=V D—)LT 7 3 P [ (Disable) | LIANDGAE, L— 7 —T 1 THIBRTE 4

o MBS LT, ROFMEIHKES TTXTOL—ILDIL—LT 7 a rEBEHCLET,

a) V=T 727 ar (RuleActions) | Rry FH T YA RNDFICHLT =y IRy 7 A%F LT,
TN—THNOFTRTCONL— LR L ET,

b) L—nAT 7z (RuleActions) | KRy XKy 7 At RAKRY —I& (Per Intrusion
Policy) ] Z#IRNL £,

¢) [T_XTDHHRY — (All Policies) |47 v a L R¥ o Z@RLET,

d) [A——T A RIREEDBEN (Select Override state) | K12 > 7" # 7 2J 2 b [#5h) (Disable) ] % 3%
RLUET,

e) [fR1F (Save) 127 Vw7 LET,

RFYT6 =T N—T ORI S [HIR (Deete) 1 (W) %2V v LET,
ATy F1 =T —TOHIER (Delete Rule Group) | ARy 77 v 77 4 RUT[OK]| %227 U v 7 LET,

RDEZRY
WRELFLZEALET, RELEORE (28 X—) 2ZML TSV,
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B,
=% =R

v b= BEIZIG LR ARGEIORZE

Z OE T, Cisco Secure Firewall DHELE/L—/ L & | Cisco Secure Firewall #5E/L— /L D Ak & i
RIZOWTHHLET,

« LSP HH T Snort 3 /L—/LDEH (59 ~<—3)

» Cisco Secure Firewall #ELE/L— L OEE (60 ~<—7)

« X MU= ERARY —OREiREME (61 X—)

* Snort 3 TOH L1 Cisco Secure Firewall #E3EHIHD AL (61 ~=2—7)

LSP = T Snort3 JL—JLDEE

15 @ Snort 3 Lightweight Security Package (LSP) DO HHIZ, BEFD T AT AFEFRDIR AL —
ABFHLUVMBANL—NZEE BB Z ONDZE0NHV T, 1 DO — L NEEO L — VT E X
Bz b= FEIFEBOL—ANR 1 OO —LICEEZHZ N0 TAFRERH Y F
T, ZhuE, A ERIIEES NI LUK LT D BN FTRE A A A L &
T, BHAEM ESEL1-01IC, BMEOYV AT AERZLV—ILDO—EELSPT v 7T — hD—H &
LCHIBT b TEET,

LSPEHHFICA— =T A4 RENTZV AT LEFR/N—/VOEFIZET D% T D 121,
[HIEE X 4172 Snort 3 L—/b D —F F— 3—F 4 ROLEEE (Retain user overrides for deleted Snort
3rules) | F = v 7Ry 7 ANF NI TND & MR LET,

[HIER X 4172 Snort 3 L—/b D —HF F— 3—F 4 KOMEEE (Retain user overrides for deleted Snort
Srules) | F = v 2 Ry 2 ACBBT 501, [EE (Cop) | &) 22V v LT, [BE
(Configuration) 1> [RAR1) L—E&FE (Intrusion Policy Preferences) | #3&R L £,
TI74NVETIE, T2 IR I ART AN TWET, TOF v IRy I AN
D&, LSPEFO—H L L TBMENDH LWERRL— LD — L — =T 1 RPRFF S

iﬁo@ﬁ@\@EWQ@](ﬂﬁ@@K%éﬁﬁnmmmmmu74:y@Tm%éw
A7 (Task) | ¥ 7€ RSINET,
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Snort3 TORABRMERH |
. Cisco Secure Firewall #22)L— )L D E

Cisco Secure Firewall #%Z)L— )L D=

BANL—ILOWIREEAFEH LT, %y FT—27 THRIEESNTZRZ 7y MIE#EMNT O
TWAMEEFIEZ R RICTHZENTEET, ez, X —TFT 4 VTV AT A, =3,
IIAT N T TV =gy Fa balhFTd, KD, F= 2B OxRy U —
I DOREE=—RZEDLETRARY) —2RETx F7,
VAT AL, BRARY =T L IEBIOHERETEOE v FEERLET, ZHUSLD ., @E,
BT FA N N— L EHELT 27 N A— LD — VIRBEEOEFE /R I NET, 7277 L.
A VARG RRF a— X ONL—LOEELHEREI N TVET,
= VIRBEDHERRIE 2 AT 2580, T 74V biREEHEHAT 50, SR EAEE T
F9, FEMERE TR OBAIED FTRE T,

s VAT ADWEEIEEE =X TDHR Y NU—T EOKRA N EFERT D,

o J— )L F—R—y NICEEDSE VAT ANRMRET ZI L — VBB 2 5

=NV E BN T AHEREHE A AR T AINE I EREET D,

M A S LTI 570, I (B RUWBEZT B —L) EHER LT BETA
nNBZERTEES,

HESE L — IRFEZE 5 Z L 2 8INT 5 & HiAHY HH D Secure Firewall #EHE L 1 ¥ 232
ARY =TS NETH, % T, #HEL—IREBEFEH LW Z E2RINTHE, 0L
A ¥RHIBRENET,
BARY O — BT RIE SN RER I SWCHBINICHER 2 AR T A 720D X A7 & A
Y a—)LCTEET,

VAT AL, WOE D RTFECTHRESINTN—IIRELZEE LFEEA,
HEEZ AR T HENCHEE LTV — L OREERZ FEITRET D L. D%, VAT ALITZED
=V DIRREE LT TE 2D,

« HESRDERRRICHE Loy — L OREZ FETRIET 5 & T O —/LOHELRIRAED B3
TS,

EXb RARY — LaA— MO, KRR E B D — LIREEZ Ffo
W=D A aeFZhH I ENTEET,

HEE DL VAE NI [L—b (Rules) [— V& FRLTVWBETIZ, HAHNE, FEF—T 3
VORFNVETT [RY —1F# (Policy Information) | ~<—726 [/b—/L (Rules) ] ~<X—IZ
BEET 7B A LTI, FBIC, = REBERELY, =&Y — L), L=
(Rules) 13— TH[fERZ DMOEIE OL— L OIIHICNL—L L EWEDORER E) & FAT
THZENTEET,
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| snort3 TOR AL L Bt

A\

wy ko—oam ARy v—omizzt |

6=

Cisco Talos Intelligence Group (Talos) X, A7 AMI X > TREEIN LAY —TOHL—/L
DEGVRREEEZRE L ET, VAT ALK > TRESN IR =2 "—2R Y —& LTE
L. VAT LL—/ L% Cisco Secure Firewall DHELE L — WVIRBEIZER E TE 5 L K15 &
RBARY =D —E, Xy NU—7 Tty MRS NZRESE B LET,

2y bIT—=UDHERARY O—DHIREH
Snort i &=V UMMRABLO~YA T =T GO T T 4 v 7 BB TE D L HICT HITiE
Threat Defense 7 /XA AZkF L TIPS 74 B AZHNNTLHHENRH D 97,

Ty U= 50, BARY o—2EFH L, BT A7 2FTT 2103, BHE=2—V—-Th
DMEND Y T,

Snort3 TAOHr L L Cisco Secure Firewall #23EFEIE D) 4

2R Y 2 —?D Cisco Secure Firewall HESESFIH A L, 2 ZICE#i STV D FIEICHE- T,

HELE S U728 LU L— LR E % Snort 3 IZFERR L £ 77, L— /L DA — S—~~» KX, Snort3 T
BIRL7Z LEVHER Y =20 TEFa ) TaLANLE LTIRENE T, #ERRSnD T
Jvaryin, BIRLEEX2 U T 4 LoULZESHTNT, ZRBAR—AKRY —X 0 HEn
A, HEREESNDDITA Xy FOERKIE T TIEH Y XA,

Secure Firewall #E53 FIAZ R ET HR1IC, LTIV A RSN TWND3ODKRA > b b ER
NEHEICRBITWNEFZFRDOILERH Y 7,

A

REDOI  RA M T —HFR—=RT RO Mg SV TEMD L — L 2 F4hI

L, =NV EHBRNCEDSICLERA, ZHUTEY, —bEy FRKE L 2B AREMEN
%Di‘a‘o

AREDED KRR T —H RXR—=RT RO MaFFHEIZ SV TEMD L — L 2 F I

L. BEFEONL— LV EZESZLET, ZHICED., BEIHEMEHECL L TL—1r 0%
W Tx 7,

c LV EWEIR  BHEAN o T b L— ey EFEHAL, FARNT—HX—=ZATHED
MO ROMEIEDO L — VN LET, ZHICE Y., Ao —ity RN EL D
AREMENRH D F9,

WZHAS HIRT 7o g Ik LB Y T,

cHEREFEHAZRICENVES 2 )T 4 LVIGRE L, BIby— A DOF = v 7 BN LET,

s HEREHIAARICEWEX 2 U T 0 LoULICRE L, BRI b L— L 2R L E T,
cHEREIHAHBAEDEX 2T 4 L-YULICETE L., bl — L 2R L ET,
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Snort3 TOBABE £ |
. Snort3 TO#T L L) Cisco Secure Firewall #E2EED AR

188 BRI
Secure Firewall #E3EFHIE|C L, ROBEENDH Y £97,
MR AERTAIFRAND U AT LMMIFETAHZ L 2R LE T,

s HITRIHICRE S NTRE SN AR Y FT—71E, VAT AHFETHHRA MYy BV
TIHMERD Y T,

ATy 1 [RJ— (Policies) ]>[A (Intrusion) ] #&R L £,

ATY T2 ZFAKRY =0 [Snort 33— 3 > (Snort 3 Version) | RZ %27V v 7 LET,

ATy 3 [HELEEIE CREEA)  (Recommendations(NotinUse)) VA Y%7 U w7 LT, —/ /LOHIEHEIAZHE
F9, [Start] 7 V v 7 LET,

[Secure Firewall/L—/L OHELEFIH  (Firepower Rule Recommendations) | 7 « > K7 Cid, IROIAH Zi%ET
TET,

s [EF=2UT 4 LUL (SecurityLevel) 1: 7V w27 LT, EXa VT 4 LoULEBERIRLET, HEIDL
UC, Py— vz N 22517 AdLd  (Accept Recommendations to Disable Rules) | F = & 7
Ry A% AN LT, ANWExF2 VT4 L-ULBIOMR#ESNZ Ry b —7 THEDIZ/R > T
WA LRI TEE T, T T — hORRB DI — ity MR ) ST BB B D
By FREA VARV a v DORT p = VAR ESEDLUNERGH DPFHICOHR, ZOF T a v
fzﬁxﬂ LET, X2V 74 L-LEKROEEBY TT,

X2 UT 4L BRa VT 0 KD b EIEAESE (Connectivity Over Security)

#8732 L (No Impact) ]: 8 LVIL—LIZAERNC R B, BEFEOL—L BN FH A,
HEAEET DI, E0EVEF 2T 4 LoULEBIRL TS0,

[EX= U7 ¢ DK (Lower Security) | (F= v 7Ry 7 ANA L) I HA A N OEE
M7 Mgt 2 —% 3 % Connectivity Over Security /L—/L& v FD/L— /L &EFRE | TXTO/L—/LH
HENZ D £, ROVICN—ARY O—%2ET 52 L 2R L ET,

EX2 VT4 L2 NRNTADENTERMEL Y bEXF 2 U T ¢ S (Balanced Security
Over Connectivity)

[%ﬁﬁ“iﬁ L (NoImpact) ]:#1 LVL— WIIAMTR ST BEFOL—L NI R0 £ A, R
b 21, Ko EmntEF 2T 4 LA E@IR L TS ZE 0,

[& V&% (Higher Efficiency) ] (F= v 7Ry 7 A0RAY) R ENTZH A b OBER:
Masathlc — BT DBEFONL— V2 REFF L, 3y U —27 TR S e h o e MEsa ki B9 20—
I 2 [ =

X2 VT 4 LUV 3 B LD b2 U T ¢ 2SS (Security Over Connectivity)

[E% = VU7 4 DL (Increased Security) ] : Maximum Detection /L— /L& v MIHEDWT, MRS
MR A N OEAER 2 MEIINEIC — BT 2BMO N — L 2 N L ET,

X2 U7 ¢ (Focused Security) | (F= v 74 v 7 X734 ) : Security Over Connectivity
V=t MIHESWT, B S /zAR A FOMEgIrEI—Ed 2BMO L — L2 A0z L, Bt
TR A D OWHE 22 fasa i — B L 22 WEEFF OV — L &2 s L E T,
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| snort3 TOR AL L Bt
Snort3 TOH L L\ Cisco Secure Firewall #ERIED 4K .

X2V T 4 LUl 4 i KR (Maximum Detection)

[E¥= U7 ¢ DML (Increased Security) ] : Security Over Connectivity /L —/L& » NMIEESW T,
B S TR A N OEBTER 22 MEs PRI — 8T 2 BMMO L — AL ZH I L ET,

R = VT ¢ (Focused Security) | (F= v 7R v 7 AR A4>) : Maximum Detection /b—
Ny MIESWT, RSN A A hOEsEIC BT 2 BMOL—LE2HH L, RS
ToR A N OEEER 72 EFH I — B L 72 WEEF D L— )L 2 5 L7,

G¥) Maximum Detection /L — /VIZFEFICE L DIL— IV EZHNZTHT20, T —< 2 AT
AT AN DV £9, EREEREICEATIANC, ZOREELMRELTT A b
THZEEBEID LET,

s [fREES LR Y BT —72 (Protected Networks) | : E=HXXMRORy hU—7 72131~ DK A N &
ELT, HRFHLZHRET, Fey X UZXRNPL, 1 DU EDOY AT AETIIN AL LER
DXy NT—=0F 7= NeBIRTEET, 774/ FTHEL IPvARy hT—27 £72XIPv6 R v b
U—7 PERINET BRI TORNWEGES)

EE-3 Secure Firewall /L —/VOHEIEFIA X, * v MU —7BRHEICIEFELET, HR#ESRZx v b
=71, Fy N —=7RHERY O — TR SN C#HEN THRE SN T X TORR M
WHEET, FEMlc oW T, [Cisco Secure Firewall Management Center Device
Configuration guide] @ [Network Discovery Policies] DEAZZM L TL 72 E 0,

B+ (Add+) |RZ %2270 w7 LT, XA TNIHEAR (Host) JE£721E[*y b7 —2 (Network) ]
DFL WKy NI—=IF TV =7 MafE L., [IR1F (Save) 1227V v 7 LET,

AT T84 HERFHOAERN &

s[4k (Generate) ]: RARY & —OHERRHA AR LES, 2077 vad, #HERERL—L CRf
) (Recommended Rules (Notinuse)) | D FIZ/—nA DV A NEFRLET,

e [ZERK L CHE A (Generateand Apply) ]: (RARY o —OHERFEAAR L CGEALET, ZOT 73
E, [HEREL—L () (Recommended Rules (inuse)) ] D FiZ/L—/ DY A MEFRRLET,

HERHIEN EFICAERESNE Lz, T _XTOHERL— /L e Iin T 2HERT 72 a Uil LWHELRZ 7ok
IRENFET, V=T 7 a OEFRET 4 NVZIE, FTLOVHEREEICNZ T, 20X 7 THHATE
i‘j‘o

ATy TS HEFRHEAMRAL, TS CTHEAT S Z & a®IRTE 9,
s [ZIFAND (Accept) |: EMFEHDRARY L —OHEEFHEZEH L £,
« [EHr (Refresh) ]: BARY > —D /L — NHEREIEZ FHARB LOEH L ET,
o [ffE (Edit) ]: [#3297H (Recommendations) | %4 7 7 7R v 7 AL DT, #ELEATEE AT

U CHERRHIE A AR L7,
o [TXTHIER (RemoveAll) ]: @M SNT-HELTL— L ZRICTET 0, KUY —00HIBRL, #REX 7
ML £,
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Snort3 TORABRMERH |

. Snort3 TO#T L L) Cisco Secure Firewall #E2EED AR

[T_XTD/L—/ (AllRules) 1D Tz, HELEL— L A2 FKRT 5 [H#L5E/1—/LRecommended Rules] &7 & 3 >
N ET,

G¥)

BAN—IVDEFET 7S a %, —IVT 7 > a v OESENENMIZESOTHEA S ET, &IC,
JV—IVT 7 g v DERIBEMN 2R LUET,

V= DA —3—F A K (RuleOverride) ]>[4A% S 7= HESEHETIE (Generated Recommendations) ]

>[ZN—T DA —3—F 14 K (Group Override) |>[N—ARKV > —DF 7NV T 7 ar
(Base Policy Default Action) ]

HELERTE R ZN 72 > TV 5355, Management Center TIXEEDRIE (/' V—T DA ——F

A R N=2RY — BIOHROKRE) B"EESNET, 77 a OBSEIEMITRD &

B TT,

[/XA (Pass) 1>[7 7> 7 (Block) >[5 (Reject) 1>[RKm >~ (Drop) |>[EZ#x
(Rewrite) 1>[7 77—k (Alert) ]

RDBERY
RELFLZEALET, RCALEORE (28 X—) 2ZML TSV,
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s 1 o

Snort3 TOEFEMERY FT—0 0

e Ry MU= AR Y =R T 5121 (67 X—)






=6~
=% =R

2y T —=00HR) O—ZEFHET HIZE

ZOETIE, Xy MU= AR Y — 05, BiRSEMtE. By NU—7 R Y v—
DOEFEIZOWTHHALET, DAX LRy NT—T 5 ARY —DEk E Xy hT—2 5
HARY > —DOREICET DIER L T,

c X NU—Z R —OE (67 =—)

c Xy bT—=I MR —DEEH (68 X—)

« X NU— 7SR Y 2—0 Snort 3 DIEFE HFE (69 <2—)

« Xy hU—=Z G LIRAR Y —ORHRSRME (72 =)

eSnort3 DHE DI AZ LTy b T —T 53R Y —DER (73 ~<—)

* Xy R SR = ORGEL Ty v Ya SRIEE (100 ~—)

2y bIT—=O0HR) O—DHRE

Xy NT—=7 AR —3, 2EO T 7 4 v 7 OFHLEA 7> a U E2HIIL, 727 &8A =
Y hue— LR O E TR ENE T, Fy hT— 7 ST BT AT, &
X2 UT 4 ATV V2 AL DBRERSSL BB D%, BAELITT 7 A VA DBLE
ANZEITSNET,

77 4V b TiL. ¥ AT A% Balanced Security and Connectivity &~ b U — 27 Z5HraR U o — % fif
HALT, 77X a2 br— L R U—IZ Lo T INDTXTD T 7 ¢ v 7 ZRULE
LET, 2770, ZORMEEZETTH7DIZBOT 74V FOFy NT—7 5iR Y >—%
BIRTEXET, FHEEZNDZD, VAT AL 5> TOL ONOEERAFERFR v b T —27 5547
RY =M INET, ZNHDRY 2 —|L, Cisco Talos Intelligence Group (Talos) Z & -
TEXFa2 VT A BLOERO —EDONRT U ARENDL L I)ICTHEINTWET, I AX AR
HEEEMFHAL T, BAXL Xy N0 RY o—%1EkT252 b T,
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Snort3 TOFMAEFR Y FT— 54 |
B o ro—vamkys—ogm

Je

Evk

VAT LREDRARY =Ry T —2 5 *FFT Vo —IZIEF C & 5 2RI Hiv T

FTN, BB ENGENTNET, 7L 21X, [Balanced Security and Connectivity ] =

N — 27 55Hr7R U >— & [Balanced SecurltyandConnectIVItyJ BARY > — 3 U CEEL,
EHLHBRAN—ADT v 7T — FCTHEHTEET, 2EZL, Xy NT—7 R »—i3E
\CHTLERA 7S g V& EHL, BRARY U—FFEIRBAL—AVEZERLET, Ry FT—2 5

WT)/%E&KT)/%W FHL T I 74 v 7 2ELET,

BEOD AL LNFy NT—7 BHARY —%ER L, ZNOIZERRD T 7 4 v 7 ORiLEE %
BB TARZLICEY, BEDEX2UT 4 V—2r Ry hU—2 . VLAN HIZETLE A~

TarvEHETExFET, (7277 L. ASA FirePOWER VLAN | X AR A B4 2 2 L13T
XN Z EITHERELTLEEY)

2y RT—=00HAR) O —DEE

NNVF RAL VR TIE, TETEDBUED FAAL U TERSNTERY O —RERINET,
Fo, WETERWIEMR FAL U TERESNTEARY O —bRRENET, TLD RAA TR
RENIZARY =2 FRBLOWMET DITIE, TO AL YV EZET,

YV R —=Da—YP LD T, FHARER RAAL DOV Y —NERENET, RAAL %280
BEZHIIZ0E, T78ATDHARAAL VEERLET,

ATFYT1 Xy NT—I D9 EY —IcT7 78 AT A2, ROWTNDLONSNAEERLUET,

« [[R1) >— (Policies) ]>[7 ¥ Rl (AccessControl) ]. &

[y hT—2 538 AR Y >— (Network
Analysis Policy) 1227 Vv 7 LET,

« [Policies] > [Access Control] > [Intrusion], #X{Z [Network Analysis Policies]

« [R1) >— (Policies) ]>[&A (Intrusion) ]>[Rv kT —2 2R >— (Network AnalysisPolicy) ]

GE) NAZ La—HFa— i, ZIIZY A FERTWDEHDNZA~DT 7 & AHIIRN & 535613
DEBDONAEFEHL TR —IZT7 7 A LET,
ATvT2 2y MU= GHRY o—%2EFRLET,
o JLEZ : [AR Y > —Dk#k (Compare Policies) 1% 7 V v 7 L ¥, CiscoSecureFirewall Management Center
a7 4 X2 b—vay HA K [HGE] © [Comparing Policies] # &ML T 7Z&0,
GE) Snort2 AR Y ¥ — DA E I TE 7,

s ERK : T LRy NU—T WA ) o — & BT 256 1%, [RY > —D1ER (Create Policy) ] % 7
Uy 27 LET,

Fw NI =T 5HAR ) > —D 250 /3— 3 ([Snort2/3—3 = > (Snort2 Version) ]& [Snort3 /73—
¥z (Snort 3 Version) 1) 2MERK S ET,
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| Snort3 coEMiF Y FT—b 5iF
ty ko= 5Ky s—osnon3nrzsmE [

* Snort2 X—3 3 DAL, [Cisco Secure Firewall Management Center Configuration Guide] @
[ Custom Network Analysis Policy Creation for Snort 2] ZZ M L T 72 &0,
e Snort3 /N— = A2 DWTIE,  [Snort3 DEFED I AL LRy T —7 5HR U > —DOERK (73
=) ] wBRLTIIEEN,

CHIER . xy FU—Z MR Y —ZHIERT 25E1E, [HIEE (Delete) |74 2227 27 LT, KU
—OHIREERLET, T/EZ2arha— A RY P —0DBRLTWERY NU—T5HRY 2—

WEHIRTE £H A,

gy b= L RNROERENTHDEEE, RTEITME R AL VB L TEBY ., REEZZEF T HHERN
HYFEHEA,

s BEFOR Y VU= AR Y —EmET AL, [WE (Bdit) | TAa2rE27 Vv LE
7,

RHOVIZ[FER (View) | (@) BERINDIGE, RETLHEFAAS VIZELTEY, REEZER
THHERNDH D FH A

e LAR—hF:[LAR—hF (Report) ] 7142427V 27 LET, [CiscoSecureFirewall Management Center
Configuration Guidel] @™ [Generating Current Policy Reports] # &M LT 72 &0,

2y RIT—958ARY) —0 Snort3 DEE & FEE
WORIZ, Xy NT—T WA Y o—CHEH I DSnort 3OE& E HFEEZRLET,

R6: 2y FT—U R —0 Snort 3D EE & FAEE

Az B2l

A ARG HZ AVART ZE, Ny NEWET LTS
A2 TF (Snort27 U FuatvH EEER) .

NAHEA AR Z INA A ART ZL, FEDA AR
HIZT 7 BA L TEETHILERDDHAED
Ju—%EHRLET,

T T 4 TN, B AT B TIER
SINTZRMI—HT DL, TOA AT H
DAE/REDIHINERNT 2D F97,
FEICOWTIE, Snort3 DIFEDH A LT
N — 2 S5 ARY —DERKR (7133—) ©
(A B AT 2] BB TS
W,

Cisco Secure Firewall Management Center Snort3/8—> 3272374 FXal—3Y 3> A4 F .



B o ro—o84KY o —0 snon3 D L R

Snort3 TOFMAEFR Y FT— 54 |

Mz

B

STV N AN L

VTN A AR ZZE L ODA A
BUANEENTVET, TNHDA AR
TEF, NV T R A ARTEZDL D A
VAR ADEBMEYFR—FLTWERA,
VTN A AR ZEREX, BFED b
FT7 47T A NTIEHRL, FOAL R
R ZNZ—FHLTWD T 7 ¢ 7 BRICHE
HanEd,

FEIZ OV T, Snort3 DIFA DT AL Ky
NI =2 G5HARY =Dk (713 3—2) @
(o TN bhoA AT B ZHERBLTL
72 &0,

~“IVF A ANRT S

< IVTF b oA AT 2T, BEITS T
WETEXDEBDOA AL ARG ENL T
T, INOLDOA AT HIT, KXy FU—
7. A"— R, VLAN 72 EOFRFEDFRMFITES
SREZIR—FLTWET, ¥ R—FEh
TN —ROEELEA VAL L AEFOET,
FEIZ DOV TIE, Snort3 DBAEDI AL L3
RO =7 5N Y v —DfEK (135—2) @
[PV TF DA VAT H | BHRLTLE
S,

AF¥—=

A F—~ 7 7 A /1L OpenAPI JSON fHAR |2 &
SNTEY, TyXe—RFEhidydvra—
FLizarvroyamitLEd, Ax—~77
ANEZ a—RLET, 2077 AV,
Swagger =7 1 Z /¢ E DY — RX—F ¢ il
JSON=7F 4 # TR 2N TEET, AF—
VT 7 ANEERTHE, A AT X
ETEDLNRT A2 L LT D5 E, &
. BLOMEHT 2RI AR D 7 —
VEREBHITTEET,
FEMIZOWTIL, Fy N =T AR Y v—
DAL A X (19—=) 2R T
S,
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| snon3cosm@mry ko—s 5

ty ko= 5Ky s—osnon3nrzsmE [

Mz

B

77 ANDY LTI

i, A AT R EITRNLORR BRI
GENEEEOT L — KT,

Y TINT 7 ANTEENTWEREN 2S5
BLT, REZSUTEREZMZDZ ENT
=FE7,
FERCOWTIE, Ry U= AR Y v—
DHAE<A X (7192—) BB L T
U,

A AR BERERKEE 1 ODT 7 A4 VK
vom—KRTEET,

A VARY ZREIZET DT X TORFHRNZ
D77 ANVTAFTEET,

BIRFREIL, T 7 AV FEXE (Cisco Talos
\Z& D LSP B o—i e L TR &R
LNAP A LV ART ZREN~—T INTZHTE
<7,
FEMZOWTIE, Ry hT— I AR Y —
DHAZ<A X (719—) #BRLTLE
S,
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B < ro—ssmerARy o —omizgs

Snort3 TOFMAEFR Y FT— 54 |

Mz

B

F—N—=T A RENERE

X b T =75 AR Y 2 —~—? [Snort 3
/X—37 3 2 (Snort 3 Version) ] C. RO TFIJE
EIATLET,

e A —N—=T A4 RSINTHEEZGZALTND
JISONZ 7 A V&7 v 7 u— R4 51T,
[7% 3> (Actions) |>[7wvFO—F

(Upload) ] T [A—"—T A RS/
7E (Overridden Configuration) ] %7 U v
7 LET,

FR=T A RERTA VAT FRE
AU —RTL1I2E, [FoYay
(Actions) |>[#~>RA—F
(Download) | C[A—/"—F 4 F&hi-
%7€ (Overridden Configuration) %7 VU v
7 LET,

AVARY BEEF—"—F 4 RLT
WRWEA, ZOFT Y g TEIC R
NET, AT XEREEA—/N\—TF
A RTDE, 20T a I RNHEIC
BN, Forn—RTELHLIHIT
0 ET,

FEAMZOWTIE, Xy MU= AR ) v—
DHAB<A X (7192—) BB LT
Sy,

EENEYD

Snort3 DIFLAED AKX LFy BT —T R Y >—D1ER (73 X—)

Fy bT—=IGHR) —DHAZ <A X
Xy RO =GR =DV B

(79 ~—¥)

(76 ~~—=3°)

—_— N\ = 2 S ) 22 +8 A

2y RIT—=00ERARD O—DRIESEH
Snort RET L P UBNBRBABLIOL T 2T OO T 7 4 v 7 BUERTEX 5 X 91T D121,
Threat Defense 5 /34 AZK L TIPS A4 B AZHHNTTHLENDH Y £97,
Fy T =208, BARY U—%FH L, BITHY A2 2FTT 5121, EHE2—V—Th

DWENR DY £,
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| snon3cosm@mry ko—s 5

Sn

53

Snont3 DBADH R A Ly kI—s5H Ry v —0km [

ot3DNFEEDHRRLERY FT—D0 HR1) —D1E

T 74N RDFRy NI =GR Y =%, —ieRy U — 7 BEEE L, £, KiE
IRRT =< VU APELND XIS N TOET, @F., FEAYDOFR Y FT— T HEHT
TI7HNV DRy NT =I5 AR —THoThy, R —2 W AX~vA AT HMLELH
DEHA, ZFEL, BFEDOTR Y NU—T BN HGESC/NT +—~ U AZMEN D D55
3. 774NV DRy NT—=D R —% NAZ <A XTEET, Xy FT—=T0HARY
VDAL A RFEERRETHHD, B —F—F X A ap¥R— NESMIAT
AIBRNZ LIZERELTIEENY,

Snort3 DF v NT—27 3K Y U — O EIL, JSON & JSON R F—<(ZH-5< 7 — & BREj
TFILTT, AF—<I% OpenAPIIAEICEESNTERY . PR—FERTNWEA L ART H |

RIE, REXA T, BIOEDRMEEZHERTL2DIENEHET, Snort3 A VAT Zix, /8
iy MRS BT T AT (Snort2 U Ty Y LERE) o Ry hU—Z SR Y

U—OEIL, ISONEAXTH v — RTEET,

Snort3 TiE, A VAT ZLREDOY A ML Snort2 D7 Y Tty LREDY A L& 1%
I Ty B 7EnNTWERA, £7-. ManagementCenter Tl FIR[BEZR A AT X LERTED
BE, Snort 3 BHR— 5o L ANT Z EFRED—HTT, Snort 3 DFFANICONTIL,
https://snort.org/snort3 Z 2 L C < 72 &), Management Center Cffi i i]BE72 A » A~ X DFE:
FLZ-DUNTIE, https://www.cisco.com/go/snort3-inspectors & Z B L T 72 &0y,

\}

GE) * ManagementCenter & 7.0 U UV —R|Z7 v 77 L— R 582, vy NU—7 AR Y o—

D Snort2 N— g VT TEEFIZONWTIE, Ty 77 L — %S Snort 3 IZBITENE
A,

cBARY —LITRARY . Snort2 DRy U =TSR Y 2 —DFKE % Snort 3 [ Z[FIHAS
HA 7 a s idb FHA,

TIAILEDA VARG ZEH

Lightweight Security Package (LSP) DOFEHIZIX, B L WA AT X LTI FEDA A
HBREDEHHHA~DEENGENTWDIGEAENHD £, LSPOA A h—1%, H LA
VAR ZRTWH SN, Ry U= TR Y —® Snort 3 X—V g DA A
7B THHTEET,

NAVEFAL VARG A

A EA ANRT BT FFEDA VANRT BT 7B AL TEETDUENRDLGGDT
H—ZERLET, T T4V IPNA U E A AN ZTERSNIERMIC—BTDHE, £
DA 2 AR Z DIERREDHBANT/2Y £, WIHZRLET,
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Snort3 TOFMAEFR Y FT— 54 |

B srorsosannzssry Fo—o 5Ky S —0fERk

imap 1 > AT ZOEE N, U BET IR ATDMEND D & EITROFTEERLET,

DFEY ., ROLGAHETT,
o —E XN imap EZE LV,
e m—/Lany EFELLY,

INHDOFEENHTZ SN TWAEEIX, imap A 7 Z2HEHLET,

binder

"when": {
"service'": "imap",
"role": "any"

},

I|Lle2I.: {

“type": "imap"

UGN E A VARG R
UV R A AR ZIZEENTNDAL L AZ L RT1DOTT, ZNHDA AT H
. A TF R A VAR EDE I AV AB L ADBEMEYR— KL TWEEAL, Y7L

R AR BEREIT, BED N T 74w 787 A L TR, NF7 4 v 7 2KICHEM

SNhET,
RITHI 2R L ET,

{

"normalizer": {
"enabled":true,
"type":"singleton",
"data": {
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| Snot3 coitLRy FT—U B
Snont3 DBADH R A Ly kI—s5H Ry v —0km [

llip4ll:{
"df":true

TINFRA VARG A
< NVT A VAR ZITNE, MBS L THRETEDIEBEDA VAX L ANEGENTWE

T INHDA AT HiE, Fv NI —7 F— b, VLAN2 EORFEDSFKMFITEESHE
EYVR—=FLTET, PR—bSINTWE-ROBREEA LV AX L ALERET, T 741
DAL AZ A TH Y ETD, FEDORIFIZESNWTA VP AZ U RAEZBNTAHZEHLTEE
T T T4 I BEORMIC—KTDE, TOAL L AZ U AORENEA S NE T, THLL
HAOLGET, TT7AN A VAR AOREPEHINET, F/o, T 74NV AV AX A

DAFNIA AT ZOA4RTEF L TY,

“NF b A VAR ZDOBE, AT RENTA VAR AREET v 70— R4 5
L XL, JISON 77 A NVHNDEA LV AZ LV AD—FTHNA VB (L VAR BT 7+
AFENIMERT2VERND DBEOEM) bEDLIN, FREIERTIHILERHY £, £
Lane, 7oy7a—RE=I =l ET, LAV AF U REERTHZ EHTEET
N, =T —H[EET D00, VBT D2 TRTOF LAV AZ AT NS, B 2E
HTLIEEN,

WIZHl R L ET,

o T I FIVIA VAR VANERINT IV TF b A VAR H

{
"http inspect":{

"enabled":true,

"type":"multiton",

"instances": [

{
"name":"http_ inspect",
"data": {
"response_depth":5000

}

}

T ITFIVIDAVAB LV ALET T H IV MDA, U ERERINT-Z~LF b A VAR
2,

{
"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http_ inspect",
"data": {
"response depth":5000
}
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Snort3 TOFMAEFR Y FT— 54 |
B < ro—samrys—n<vesy

}l
"binder": {
"type":"binder",
"enabled":true,
"rules": [
{
"use": {
"type":"http_ inspect"
}l
"when": {
"role":"any",
"ports":"8080",
"proto":"tcp",
"service":"http"

}

S HAB DA VAR AL AT BN ERBIMENTZ~ VT RV ART H

{
"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspectl",
"data": {
"response depth":5000
}

]
by
"binder": {
"type":"binder",
"enabled":true,
"rules": [
{
"use": {
"type":"http_ inspect",
"name":"http inspectl"
by
"when": {
"role":"any",
"ports":"8080",
"proto":"tcp",
"service":"http"

2y bT—=URHR)O—DIVELT

Fy P =TSR Y 2 —D%4A . CiscoTalos i% Snort3 /13— g DR U 2 —IZ5%tH)59 5 Snort
QNR—=Va v ERDFHIEOIHEAT Iy B EREREA L E T,

T EUTIZED, Snort3/N—T g DR Y =M Snort2/N— g LRI D £9,
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| Snort3 ToRMERY FT—H 5
2y ko—oamtys—nvvessnxs |

2y bT—=0RHR)O—DIYETDRER

ATv 1 [RY) >— (Pdlicies) [>[&A (ntrusion) 1>[%v kT—2 547K 1) >— (Network AnalysisPolicies) ] (2
BEIL £,

ATw T2 [NAP~ > 7 (NAPMapping) 1 %27 U v 27 LET,

RATY T3 [vy BT DFER (View Mappings) ] DRAIZ BB L £,
Snort 2 [AI5 AR Y & —IZHEIIC Y vy B 7 S Snort 3 Ky T — 27 AR Y =3 FoR SR ET,

ATy T4 [OK]Z27 V7 LET,

2y RT—=09HAR) O—DER
BEFOTXTORy hT—T 58 ARY —Ii%, %9 % Snort2 /73— =5 T4 Snort 3 73—

¥ 2 2 T% Management Center CHETEET, LRy NT—I R Y > —%ElT 5
L. Snort2 /3—T = & Snort3 3—V 3 O TIERRESILE T,

ATwF1 [RY— (Policies) ]>[&A (Intrusion) [>[Rv kT—%2 2R >— (Network AnalysisPolicies) ] (Z
BEILET,

AT9 72 [RY T —DER (Create Policy) 127V v 7 LET,

AT 73 [4#7 (Name) | & [#8] (Description) JIZASLET,

ATy T4 FEHAEERERNEE S AT — F (Inspection Mode) ] Z 3R L 97,

o [fH (Detection) ]
* [FH1#l (Prevention) ]

ATwFT5 [X—AKY — (BasePolicy) | #ER L, [fR7F (Save) 1227V v 7 LET,

Gx) Snort3 B L ONSSLEZFE/IETLS —_"—=T AT o T 4T 4 2HHLTWDEAIE, BHiEE—
RCxy U= 5RY > — (NAP) R L £

LWy hT—Z 53R Y =, %Hhiad 5 Snort2 73— 3 > & Snort 3 23— 3 U THERK
IhET,

2y RT—=T0WKR)—DER

Ry FT=I AR Y = EE LT, 4Rl @, FRERN—ARY v —2 LR TE X7,

ATwF1 [RY— (Policies) 1>[&A (Intrusion) [>[Rv kT—%2 2R — (Network AnalysisPolicies) ] (2
BELET,
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Snort3 TOFMAEFR Y FT— 54 |
. [y bT—5 2R — (Network Analysis Policy) 1 R—CThDA VY ARYT ZDIRFE

ATY T2 &ul, i, BMET—F, 23— ARY v —2LEI5120F, [fWE (Bdit) 1227V v7 LET,

GE) Fw MU= 5R ) —D4 T, i, X—2ARY o— BLUOBET— NERETDI L.
FRENZIL Snort2 & Snort3 Dl T DO N—2 g VCEAESNET, BEONN—Y 3 v okEE—
REEET LT, TNEFNDONR—=2a 0 DOFRy N =TSR ) o —_R—=TU M B EETE
i—é‘o

ATy T3 [RAF (Save) 127V w7 LET,

[y kD —9 SR o — (Network Analysis Policy) ] R—THD A
VARG ZDRER

[*ry hT—27 53474 U — (Network Analysis Policy) ]X—3® Snort3 73— 3 " C, R
N—ZB#HT AT FANEANLTA VAR ZERBT HLERDLILGERHY £,

RATw 71 [RY— (Policies) 1>[&A (Intrusion) [>[Rv kT—% 3H7KR1) >— (Network AnalysisPolicies) ] (2
BEIL £,

ATV T2 X FU—=Z 4R Y ¥ —d [Snort 3 /73— 2 > (Snort 3 Version) ] (2B L £,

RATw T3 [F (Search) 1 N—IZ, MBT 24 VAR X OLAFETLIFEET 57 F A ME AT LET,

BRTHTHFAMEHT DT RTDOA VAT ENFRENET,

7l ziE, pop EANTDE, —HITDHEREL TR Y TA VAT X LN, U F A AT ZREEIC
HKRINET,

BMELEYY
HAL BF oy D=2 R 2 —ORER] (89 ~=—)
A VAR B F—R—=F 4 FOY XA NDFERR (85 X—)
F RO — 7 5HAR Y 2—@ Snort 3 DEFE EAFE (69 ~2—)
Xy NT—=I SR =D AE <A X (79 _R—)
REEA—NR—=F 4 RTEAL L ARTEZDA L TA e (83 2—D)

o =L o
AVARDZIEZEENDIE—
BEIRIS U T, Xy RT—Z5ARY > —D Snort 3 S—a DA VAR BB ELR A —
T&EFET,

ATwF1 [[R) >— (Policies) [>[BA (ntrusion) 1>[#®v kT—42 547K >— (Network AnalysisPolicies) ] (2
BEILE9,
ATV T2 X FU—=Z55HARY 2 —d [Snort 3 /3S— 2 > (Snort 3 Version) ] (28 L £,
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| snort3cos@iry FT—5 5
ryro—s oKy —0hzs31X |

ATV T3 [ AT % (lnspectors) | T, REZ AL —T DUENRDHDHA AT Z 2@ LET,

774V PBREFEMOINCEK RS, F—"—=TF A4 FSNLERETA AT 2O FOHEMOIN SR
ShET,

ATY T4 [/ v T R—=KIZa— (Copytoclipboard) 17 A 2> %27 U 7 LT, IROWTNEZITE T DA >~
ARG BEER TV v T R—RZav—LET,

« FEAOFN D [7 7 /v i E  (Default Configuration) ]

« HRDHND [F—/3—F A RS72#E (Overridden Configuration) ]
ATFYTE At =LA VAT ZFREA JISON =7 « ZIZHE 0 41T, MBS U THRE L £,

EELEY D
Fw NU—Z 53R —DH AR AR (79 =—3)

2y bT=ORHRIS—DHRETAX

Snort 3 N—a DAy FU—T AR —id, BHRIS LT RS~ A AT ET,

ATy 1 [R)I— (Pdicies) 1>[&A (Intrusion) ]>[Fv kT7—2 4#KR1) L — (Network AnalysisPolicies) ]2
BEHLET,
ATV T2 X2 FU—=Z55HARY ¥ —d [Snort 3 /73— 2 > (Snort 3 Version) ] (28I L £,
AT T3 [7 7 ar (Actions) | RKey 7 Xy A=a—%27 ) v 7 LET,
WO T a v nFoRmInEd,
¢« A% —<DFHR (View Schema)
cAX—wDE T a— FBIOYTINT A NT T L— R DE T — R
c ERHEDH 7 a— R
e F—N—=F 4 RENTHEDODH T A — R

T = NRN=TF A FENTHREDT v 7T r— R

ATy T8 [AX—~DF/R (ViewSchema) |27 UV v 7 LT, AX—~T7 7 A )NVET7TUFCHEERE LT,
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B« ro—vamkys—onza<ax

1 Firewall Managemem Center Overview Analysis Policies Devices Objects Integration Deploy Q 00 Eo N - ] w ot

(((((

Network Analysis
C—
Policies
Download

Schemas v

arp_spoof_snort.hosts >

s7commplus >
port_scan_snort.ip_proto.rejects >
iec104 >
stream_tcp_snort.require_3whs >

stream_ip >

ATYTS MBIGLTAF =T 7 AV, YU TNT 7 A NV/T T L— b, BRERE, i34 —1"—T 1 F&

CREEX T m— FTEET,

INLDOAT Y a Tk, PRI, #H, ~Z—r BFBLOT 740 b OA AT ZFGE, Rb W

[ZA— =T A R ERIA v AT ZRECHT 2RI E DR E T,

a) [RF¥F—TDHFo>O—F (DownloadSchema) |47 U v 27 LTAXF—~v 77 A VEX T rm—RLE
b@‘O
AR T A VAT v TR RERES T a— FLlar T oY ERELET, AX—< 774
NaeZyra—R L, b= =7 A BISON=T 4 Z 2 LT 2 LN TEET, AF—~v77

ANEHERT DL, AV ANT ZITRETE H/37 A= & JUST A E, #PH, 6 L O
LEICZT AN DN DY — il TE £,

7o & 2 IE, arp_spoof_snort 1 A7 X DAL, RARMERETEET, AA ML, MACT R
ALIPT RLADEREENET, AFXF—~T7 7 AL, ZHHOMEIZH L TZITFANLNDRD S
A= iR LET,

*mac : pattern: ~([0-9A-Fa-£f]{2}[:-]){5}([0-9A-Fa-£f]{2})$

*ip : pattern:
~([0-91{1,3}.[0-9]1{1,3}.[0-9]{1,3}.[0-9]1{1,3}(/[0-9]1{1,2}){0,1})$
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| Snot3 coitLRy FT—U B
ryro—s oKy —0hzs31X |

i7i] Firewall Management Center Overview Analysis Policies Devices Objects Integration Deploy O @& #+ @ v |t

Network Analysis
o
Policies
Download

Schemas v

arp_spoof_snort.hosts v [arp_spoof_snort.hosts v {
mac arp_spoof_snort.hosts.mac string
pattern: ~([0-9A-Fa-f]{2}{:-]){5}([0-9A-Fa-f]{2})$

host mac address

ip arp_spoof_snort.hosts.ip string
pattern: “([0-9]{1,3}\.[6-9]{1,3}\.[6-9]{1,3}\.[6-9]{1,3}(\/[-9]{1,2}){8,1})5

host ip address

A VAR BEBRELIEFIIA—NN—=F 4 RTEBH LT HIZIE, AF—~T7 741V TZIFANLN
HE, #PH, F— 0o TiE, #iH, NF— EIEETASLERHY T, FEELRNWE, =T —
Ay —UNERENET,

b) A VAR BBEIEN OB EWN G GEDOT T L— NEERT5100E, [T T 7 AT
vFL—brDHFHO0—FK (Download SampleFile/Template) | #7 U v 7 L%,

P TNT 7 ANMIEERTVDOIREFZSRL T, BEIDSCTERLMZ D ZENTEET,

¢) [EEHBEDA>O—K (Download Full Configuration) %227 U w27 LT, A v AT ZFREEK
Z1D2DJSON 77 A MZFx U ra— RLET,

A LAY Z N R 2RI, BRARELZY Y rn— FLTHEREREESZENT
EET, A VAR IREEHT LT X TOERPZDOT7 7 A VTAFTEET,

d) [F—"—54 FEhE=REDH Y >O—F (Download Overridden Configuration) 1% 2 U v 27 LT,
F—=R—=F 4 RSN VAR ZREEX T a— NLET,
ATV T6 BFEOREEA— =T 4 FTHI21E, ROFIEZFATLET,
ROFEEER LT, A VAT ZREC A= "=T 4 FTLHIENTETET,
+ Management Center CA > AT X DA > T A U & EEATVE T, [Cisco Secure Firewall Management
Center Snort 3 Configuration Guide] @ [Getting Started with Network Analysis Policies] D& (Z&H %
[Make Inline Edit for an Inspector to Override Configuration] bt > 7 # &R L T Z &,
s [7Z7¥ay (Actions) | Rey XU A=ma—%FHLTA—"—F 4 FShlear7 1 Fab—
ary ZrANET vy T a— RTLHBIEOFIREZHITLET,
Management Center T 7 A Uitk & [HHEAT > 725615, ZHLL EBUEOFNAICHE > HEITH D £H A,
ZNUSNDOGEIX. ZOFIRETRICETTOLERD Y £7,
a) [A A7 % (Inspectors) | T, 7T 74/ FREZA—N"—TA RTDLMERDH DA LV AXRT X %)’
Faﬁ L/iﬁ—o

T 74N MREFEMOINCEK RSN, A= =T A FRSNTZRETA AT ZOTFOLBOIN
RSN ET,

BRBAN—ICEET LT F R M2 AN LT, AV ART X 2R T HUENHLLERH D £,
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Snort3 TOFMAEFR Y FT— 54 |

B« ro—vamkys—onza<ax

b)

d)

e)

2)

[Z7 Vw7 AR—FRiZat— (Copytoclippoard) 1 714 2> %27 U7 LT, T4 NDA AR X
WEE7 Vv TR—Ficar—LFET,

JSON 7 7 A WaAERR L, 77 /v ha&EZ R0 AT £,

F—=N=F A RTDHA VAR ZREXRFF L, OTXTOREEL A L AX L ZA% JSON 7 7 A )V
MOHIERL 7,

[ TN 7 A N7 7 L— b (Sample File/Template) | ZfEiH925 &, 77 4V hEEE A —/3—
T4 RTHHEEHMBGEI L TEET, 2T, Snort3 DRy hU—I5ARY v—% B AX <
A XFTBHFEICOWTHAT S JISON 2=~y NEEah I L7 7 AL TT,

MENR LT, A VAR AR EICERTE M2 £,

EEERIEL, AF—~T 7 A /UIHERL TWD I EEHRLET, T b A VAT ZDOGA
. TRTOA VAF L ADNA U EGIERISON 7 7 A MZEENTND Z LA LE T, b
\Z DWW TClE,  [Cisco Secure Firewall Management Center Snort 3 Configuration Guide] @ [Custom Network
Analysis Policy Creation for Snort 3) K~ B> 27 @ [Multiton Inspectors] S L T 72 &0,

ST THN DA AR ZREZ AC—TFTLHLEIE, A—"—F 4 FRSNEREEZEALTND
BEED 7 7 A WNCEDA VAR AR EEBIMLET,

G¥) =LA AT ZEREIL., JSON BEHEZHERLT 2 LENH D £17,

F—NR—=F 4 FENT-ar T4 Fal—ay 774NV EVAT AMREELET,

ARTY T A—N—=F 4 RENEHREEELTVWDIISONZ 7 A V% T v 7 a—RKT5(21F, [727 a2 (Actions) ]
Ry FH T A= a—nb [F—"—=F 4 RSNTEREDT » 77— R (Upload Overridden Configuration) ]
IR ET,

x

= VERBERDH%T v 7Tu—RLET, = "=T A FRKEWICAT 4 v FITRDT2D, &’

EEEET v 7T a—RLARNnTL &, FOHEE, LSPEHFO—ELE LTHOT 74/ D%
ENKRT DHBEOEL ITEH S NEH A,

T7 AN RTT T RRay P T50, $720327 V97 LT, A—"—F 4 RENTZA AT X3
EEEGTL VAT MIEFESNTZISON 7 7 A VAR L E9,

o[ AR B F—N—F 4 RO~<— (Merge inspector overrides) | : FBD A > AT X RipnGE

X, Ty 7 v —RENz7 7 A NVORNEBRBEFOREII~—VENET, HEOA L ART R H D
BAIX, Ty ua—FREnz7740 GEaOA 2T 2H) OarT oY RLURioaryT 2 &
VIBEESN, ZNHDA L ART ZOLRTIORENE W2 bIvET,

o [A AR B A —"—F 4 FOiEHL (Replace inspector overrides) | : LARTO T X TOA—/"—F A R

FHIBEL., Ty 72— RENE7 7 A NAVHOF LWy F o viIcExz $9,

ped= ZOF T arwaBERT 5L, URIOA— "= A4 RRTXTHIBRSNLE T, ZoF 7T 3
YEEHLTREEZAS == 4 FT 50N, FoRERE/F/LZLETRELTIZS N,

F—=N=F A RENTA L AXT ZOT v 7 u— R T —=NEAELTELEIE, [(F——F4 Fahi-
WEZ 7ANDT v 7 r—F (Upload Overridden Configuration File) | 7R~ 77 v 7w 4 v Rz F —N)
FRINET, £, =T DL T 7 AN EX T B— KL IO T —2EEL T 7 ANVEHT ¥
Ta—RTHZ L TEET,
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ATvT8

ATvT9

BEEA—1"—51 FTH102~0401054 4% |

[(A—N—=T A RENTRET 7 A /VDT »7r— R (Upload Overridden Configuration File) 178> 77 v 7

U4 RUT, AR —"F (mport) 1227 Vv LT, —"—F4 NSNTcA VAR ZREET v 7

r—RFLET,

F—=N=T 4 RESNTcA VY ART BZRELET v T R—R T 5L AV AT ZORICAH L PBEOT A =

VRERREIN, AR —=T A RSNTA VAT ZTHDL L ERLET,

Flo, AVARTZDFD[A—/"—=F 4 RSN/ E (Overridden Configuration) 1FTiX, A —/—F A

NESNTAMERRRSINET,

Flo, BBA—OMIZH D [A—/3—TF A FDHZFHKR (Show Overrides Only) | F = v 7 Ry 7 XA & Af ]

LT, A=N"=FA4 RENTETRTOA VAR BZERRTHILEHTEET,

=3 WICA—N=F 4 FENTEREEZF U m— L, JSON7 7 A VBT, 207 7 A /iAo
VAR BRENHKT O LWEL/ A — =T RaiBMLES, 2077 varid, 4—
N=T A RENTHWRELZRKDLNEIIZT HTDITHETT,

(EE) LA VAR AREIZEREZMZ DRI, VAT A EOF—NR—F 4 RENT-ar 7 1¥=

L—2ay 77ANMDNRy I T v P /ER LET,

Evbh  AVARTERERA—A—TA KT EEE, Ry T v TREANERT 5 - & A AR L E
Er

MErEY Y
F—=N—=F A RLIEREDT 7 4V FREDE T (85 X—)
L UARY B EF—==F 4 FOY A FOFR (85—
[* > b U —2538r7R U >— (Network Analysis Policy) | ~X—TDA > AT X DR
(78 =*—2)
A AN BRED AL — (78 X—)

BEEA—IN—FA4 KT DA VARTIDA 54 Vig&k

&M

ATy T2
ATvT3

Iy T — I BSHARY S —@ Snort3 13— 3 U TlE, A VAT BBIEDA T4 URES
1TV, BHIIS U TCREEA—NN—TF 4 RT&ET,

FolE, [T 7 a v (Actions) | KRy T XU A=a—%FH LT, A—1"—F4 F&hic
AT 4 FKal—ary I rANET vy T —RTHZELTEET, I OVWTIEL, v
N =T 5 R) =D ALX~ A X (19 X—) 2L TLIEIN,

[R1) >— (Policies) ]>[RA (Intrusion) 1>[#v kT—2 534K 1) ~— (Network AnalysisPolicies) ] (2
BELET,

F b T =755 AR Y 2—@ [Snort 3 73— = > (Snort 3 Version) [ IZBEHL £,

[ > A2 % (Inspectors) | T, 7 74NV MREEA— =T A RTHULENDDLA AT ZEREEH L
£
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Snort3 TOFMAEFR Y FT— 54 |

B .5 semoxerozEsRRT

ATv74

ATy TH

ATvT6

T 7 AV PREFEMOINCFK RS, T—"—TF A FSNERETA VAT 2O FOLHMOIN SR
SHhET,

FHRDOFND [A—/3—F 4 FEj73%E (Overridden Configuration) | T, [ A7 ¥ Offtk (Edit
Inspector) | ($p%) 7 A a2 %7 Vw7 LT, A VAR ERECELELET,
[BREDA—/3—F 4 K (Override Configuration) |48 77 v 7RER RIS, LERWELITO Z LN TE
£
G¥) e F—=N=F A FTDEREDHEZRFFTDHLIICLTLIEE, REXFCEOEEIZTD
&L EDT 4=V FEAT 4 v FITRYVET, DFED . TOREINFK Talos (2 & - TE
BENTo L X2, BUEOERRFF SN Z L2 EWRLET,

e DAL DA VAR U A BINETITHIBRT 2581, TOA LV AZ L ADINA LV H)—)b
B U H A ANRY ZGEINT 20, E2FHIBRLET,

[OK]Z7 U7 LET,

JSON BRI > T2 T —=NRELLESGEIE, =7 —A v =V RERINET,

(17 (Save) 1527 U v 7 LT, BENEERELET,

Z5 978 OpenAPI A % — < {1 HEHL L CV 585515, Management Center CREE £ (R IFCX £3, LBt
DELEIX, [A—N—TF 4 FSNTZHEDORFHRICE T =24 LE L7z (Error Saving Overridden

Configuration) | R > 77 v 7RERIN, =T—0NRENET, =T —DbLT7 7 AN EX T m— T
HTEBTEET,

EErEYY
X NT—=I BRI =D AR~ A X (79 2—3)
A TA VRERNORRIFOEFE 2 LITR T (84 X—)
F—R—=F A4 RLIEZREDT 7 4V bREDE T (85 2—)
AR KTy NI =T R Y — DR ER (89 ~~—)

12054 ViRERORREDEREZRTICRY

ATy I

ATvT2
ATFvT3

A VAR BRELA—N=FA T4 T4 UEEIToTODHH, RIRFOLEHE £ ICIT
REZENTEET, ZOT 27 a3 T RRFEDOT N TOEREDPREITHRAF SIAEITR
DETH A AT ZOT T4V FREITITRED A,

[R1) &— (Policies) 1>[&A (ntrusion) ]>[v kT—2 4R 1) o — (Network AnalysisPolicies) ] (Z
BELET,

Fv BT =7 5HAR Y 2 —d [Snort 3 73— 5 > (Snort 3 Version) [ IZBEIL £,

[f > A7 % (Inspectors) | T, RIRFOEEZITCIZE T RENH LA LV AXRT 22 RBHLET,

T 7V PREFEMOINCR RIS, F—"—TF A4 FSNERETA AT 2O FOLHMOIN R
ShEd,
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1varpaet—ri—54 rouzrogs I}

ATy T4 HFRDFND [A—s3—F A4 REN7-3%E (Overridden Configuration) ] T, [+5 (Cross) ] (X) 7A 2%
Vw7 LT, AV AR ZORBAFOER Z LR LET,

Foid, [FrEL (Cancel) |27V v 7 LTEEEZX vy L LET,
A VARG ZEBEENCRRGFOEFE N WGE, ZO4F 7 v a  idErREhEtiA,

EErEYD
F—R—F5 4 RLEBEEDT 74V NREOET (85 —)
BEEA—N—F A RTEAL L AXTEDA T, HaE (83 2—2)

AVARD R EF—IN—FA4 FDJRX FDRTR

F—R=F 4 RENEZTRTDA VAT HADY A M EaERTEET,

ATy 1 [R)— (Pdicies) 1>[&A (Intrusion) ]>[+v kT7—2 24K L — (Network AnalysisPolicies) ] iZ
BEHLET,

ATFY T2 2y bT—Z55HAR Y > —® [Snort 3 /73— 3 > (Snort 3 Version) ] IZEIL £,

RATY T3 RBNA—DRIZH D [A—3—T A RDOFAZFER (Show Overrides Only) ] F = v 7Ry 7 A%A NI LT,
F—R—=F 4 RENTA LV ARTHZDY A N EFRRLET,

F—=N=T A FENTZTNTDA AT ZF, il LT WL D IZARTORMICA L PEaDT A 2 )

KRINET,
MELEYY
[F> BT —27 38R Y 2— (Network Analysis Policy) ] X—3TDA AT X DR
(78 =)

RELT—N—=F A4 RTHALARXTHDA LT A UHRE (83 X—)
Py NT—T /AR —DH AR~ AR (79 _—)

3 — > E I-.-I — E I_|_I . —
A—IN—FA4A FLEEEDT 74 FERENDETT
A AR BZDT T H IV SNRIEL T — =T 4 RT 1D T E R A2 RE T Z LN T
T, 2T variE, A—N—TF A4 FENTEZERBEEA VARXT XDT 7 /L FREICRE L
ij—o

ATy 1 [R)— (Pdicies) 1>[BA (Intrusion) ]>[+v kT7—2 94K L — (Network AnalysisPolicies) ] (2
BEILET,

ATV T2 2o FU—Z5HARY & —@ [Snort 3 73— 3 > (Snort 3 Version) | IZBEL £9°,

ATV T3 [ AT X (Inspectors) | T, A—N"—TF 4 RENTEHEZTCICRETHLERH DA AT X ERAL
£7
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Snort3 TOFMAEFR Y FT— 54 |
. Snort3 7K 1) S —DIREE

F—=R—=F A RINTeA VAT 2L, ARIORICA L D aDT 4 a U RERRSIET,

T 7 4V MRETEMOINCR RS, = =T A RENTREITA VAT Z O T OLHBDINEKR
SNET, HAUOHND [F—/N—TF A REITZE (Overridden Configuration) | T, [7 7 4 /b FaXEIZR
9~ (Revert to default configuration) ] (RHKH) 74 a2 %227V v 7 LT, A VAT ZDF—R"—F 4
NREINTEREET 7 4/ FREICR LET,

A VAR BDT 7 4V VREEEL LR 6, ZOXT v a AT £,

ATv 78 [TIZET Revert) 1227 Vw7 LT, INEEMELET,
RATv 5 [fRfF (Save) 127 Vv 7 LT, BEENEZRGFLET,

ERENEEZRG L72WEGEAIE, [Fv B (Cancel) [ E7201E[+HF (Cross) | X) TA=a2v%27 Vv r L
£7,

BMELEYY
AT A UHRERFORRAFOEE 2 LIRS (84 ~—2)
Xy NI =T G5HRY =D HAF <A X (79 =)
REEA—NR—=F 4 FTEAL L ARTEDA L TA HRE (83 2—D)
AL KTy KT =T B3R Y — DR ER (89 ~<—)

Snort3 /R o —MDIREE
Snort3 AR Y L —ZREFT A7 DI, 22— —NRAEFTEXLEKRFEROY 2 FE2RISTLET,

« BIED /N— 5 > D Management Center [ 848D B2 285 N— 2 V2 FHTX
ESC RN

* Management Center OBIED /N— = %, LLRETO/N— 3 O BT DB 7 /34
ANITHEHA TE RV NAP A AR — R L TWET,

« BITED NAP AR U o — L fdFE., BIEDNA—T 3 L O R — MIESWTHERE L £7,

s BFEIZIE, LAEIOAR—2 3 O BT D TIEE a7 oY REENDIGE
NHY FT,

e RY —HERDOLEE T, BIEDONA— 3 o THNRMER TH Y | BIFED Snort 3 /31 F Y
ENAP AF—<Z2HH L TET SN TWAEEICZIT AL ET,

« UHTDO/NR—2 3 O ZBICKTT 25 O5E . BEEIEPIZZ DR ED A= g O
NAP A% —< & Snort 3 NA F U AEMH L TEITINET, FFEON—Y 3 VAT
RUVER RS D 8E. 22— =12, BEDONR—Y a3 U THR— FENTORWVERITT
TuaA EINT, BYOEERNT A SN EWNIERELITEERRRINET,

ZOFETIE. NAPRY > —2T7 782 3y ha—/L R Y o —ZBEMT TT A 2R

TARELXIC, LT L= T ANEBREDL I RA L AT XA L TSnort3 R Y 3—
FREELF9,
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ATy T

ATy T2

ATvT3
ATv74

ATy TH

ATvT6

Snort3 /R 1) L —DIREE .

NAPHRY S—EREZ LEZTDHFIE: x> hT—25HHR Y >—D[Snort3 73— = > (Snort3 Version) ]
D [A A7 Z (Inspectors) | T, 7 74/ MNREEA——T A T HUEIRA AT Z &R L
EJae

T 7 4V PREREMOINCFK RS, T —"—=TF 4 FSNRETA AT 2O FOLHMDOINFE
RENET,

FRIOHND [F—"—F A RS E (Overridden Configuration) | T, [ > A7 ¥ O (Edit
Inspector) | ($8%) 7 A a2 %27 U v 7 LT, rate filter DX I 72 VAT X EERELET,

rate_filter 4 AT ZIZLBERIREZMA D Z ENTED [A——F 4 FENT/-i&E (Override
Configuration) | Ry 77 v FREREINET,

[OK] 22 U v 27 LET,
[fR1F (Save) 1&7 Vv 7 LT, BENEERIFELET,

F2X, [T727 v ay (Actions) | KRRy P XU A=a—%fA LT, A—R_—J4 R&hlar 7«
Xal—valry 774 NET v 72— RTH5ILEHTEET,

T T =755 AR U 2 — [Snort 3 73— 3 > (Snort 3 Version) ] D [7 7 ¥ 3> (Actions) ] K
THEOA 2= )y LET,

[7 v 7 r—FK (Upload) | C, [A—3—T 4 FEIT=&E (Overridden Configuration) %7 U v 7 LT,
F—R—=TF 4 RENFHEEELISON 77 A VT v 7 a— R TEE7,

EE VBEREBEEDOLET v 7 a—RLET, = "—F 4 RBKREHNIAT 4 v FITRD7=D,
BELEKRET v 7a— RLABNWTLEXN, 2084, LSP FHO—HE LTOF 741k
DOFENHRT HHBOEF LA SN EE A,

T7ANERT T T RRay 9250, £V 7 LT, A—_"—=F 4 RENT-A VAT X
RERETY AT DMRES NI ISON 7 7 A VA2 B L £,

(A AT BF—N—F 4 RD~— (Merge inspector overrides) | : HilD A AT Z R0
Bl Ty = RSN T 7 ANVORNEDRBFOREICY—Y SNET, HEOA AT Z)
bOGEIT, Ty Tr—REnk7Z 7 AN (T@DOA AT ZH) OarT Y RLEio a7
Y EVEBESI, ENEDOA AR ZOLMOBRENESMAZ ONET,

o[ AR X F—N—F A ROEH (Replaceinspectoroverrides) | : LARTO TR COA——F 4 K
EZHIBRL, 7y 7 m—RFEINET 7 A VHNOHF LWa T oV ICEEHRZ ET,

e =| COF T arEERRTLE, DHIOTRTOF—1R—F 4 FRHIRENET, FO7-
b, ZOFTvarEFEHLTCREEA——T 4 KT 5R1IC., +o%ERE2S- LT
PELTLIEE N,

F—=R—=F A RSNTeA VAT ZDOT v a— RPILZ T =L LTS EIEL, [F——F414 Rah
T2iRE7 7 A NVD7T v 7 m— K (Upload Overridden ConfigurationFile) 1R v 77 >~ 7w 4 > RoiZx=F —
MERINET, £, =T7—DOHLT77ANEZZ Y a— R RLTNbZ I —%2BEELTT 7 A V&
Ty 7u—RT52EHETEET,
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Snort3 TOFMAEFR Y FT— 54 |
. Snort3 7K 1) S —DIREE

RATy7T1 FOERaA A= RYS—ITNAPRY S—BERITHFIR: 727 A ar he—L K v—
TT 4 X T, [fEMEE (Advanced) %227 U v 7 L, [y hT—2 058 E12ARY & — (Network Analysis
and Intrusion Policies) ] &7 > a v OMEICH 5 [ (Edit) 1227 U v 27 LET,

ATYT8 [TT7HNVEIDF Y hT—7 38R Y v — (Default Network Analysis Policy) | Kv v 7% 7 U 2 ki,
T7HNVEORy NT =T 5AR Y > —%23IR L £ 7,

Z—HFRER Lo Y > — %R L7513, e (Bdit) 1227V vy 27 LT, Ly RUTKRY
V—ERETEET, VAT AL Ko TR SN Y T RETE ET A,

AT9F9 [OK|EZ Vv LET,

ATy 710 [’ (Save) 1227V v 7 LCHRIY U —2RFLET,

AT9IN FF, 7/ A b= RKY v— x5 ¢ X T, [FEMERE (Advanced) 1227 Vv L, [Fv b
T — 7 55T LR AR Y 2— (Network Analysis and Intrusion Policies) |27 3 a > ORI H B [RE (Bdit) ]
7V LET,

ATv 12 [L—ADEM (AddRule) 127V v 27 LET,

ATY T3 BMT254%227 0 v 7 LT, V= LOFEFEFRELET,

ATy 18 [ T =758 (Network Analysis) | #7427 Vw7 L, ZOLM—WI—FTH T 7 1 v 7 Ol
BUIZHERT D [ry hT—2 8K Y > — (Network Analysis Policy) ] Z 3R L £,

ATFw 715 B (Add) 1227V v27 LET,

AT w716 BB : Management Center A = =—/N—"C, [EB (Deploy) 127 U >~ 27 LT, [J£B (Deployment) ] %
HER L ET,

ATy TN REEFEREFT L7 ZAERELTRIRLET,

« [#58 (Search) ]: [Mi3R (Search) | Ry 7 ADTNA AL ZAT FAL v TV—7 £liF
AT =B AERBLET,

« [BH (Expand) ]: BRI 27 A RA[EAGOREE T 2 Frd 5121k, [EBHAH] (Expand Arrow) |
Vv LET,

T ADF =y IRy 7 AZRIRT 5L, T ADTIZERINTNDLT A ZADFT X TOE
ERT v S, BESHET, 2720, [FY 2 —DEN (Policy Selection) | =HEHT 2L, &
BT 2% DR O —F TR ITRELRBIRTEL L EHIT, R OETIIEMETICRETCEET,

MBI CT, [V r—0DFRFEIZIELR (Show or Hide Policy) ] Z=HH LT, BEENIF 5T
WAREEDORY —%RINL CER LY, EFRRIZLIZD TEET,

ATy 18 [EE (Deploy) 127V v7 LET,

ATY T ERTAIEEICET I T =GN 2T ML > T SN 8BE813. [HEEA v E&— (Validation
Messages) |7V« > RUICZEOWNERFRINE T, BRRFEMEZFRTDI10E, BEEITT T — 00
WCHDRENT A a7 0y 7 LET,

GE) Snort3 % bV —2Z AR Y =2, ZOEBIIKT DB N—2 5 TR e A A
I AFEFBEBERETEN TS Z e 2R TEENFRRINET., 205G, BYRREITRE
BHFFIC A v 7 aNE T, B A VAR XL, N—=TVa 71 XDFIOT A ZADOEEIT
D F [“rate_filter”] T,
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| Snort3 coEMiF Y FT—b 5iF
e Lxy ko—s iRy s—oxEs |

NRE LRy KT—=03HRY) —DEEEH

ZHiE, Snort3 DRy FT—T AR Y —F AL~ A XT D5 IFEICHOWTHAT 5 JISON
A=y NG TN T 7 A NTT, ROFEEERALT, £ AT XREE A —/3—
74 FT&EET,

* Management Center TA AT X DA T A URELXEHFITVES, RELA—/1—T
A RFTDAARTZDA T4 Utk 83 "—2) ZZMLTIIZE,

[727vay (Actions) | Rey Xy Ama—%FHLT, A—1_—J 1 F&hicar
TA4F¥alb—valrT7rANET vy T u—RNLET, Xy NU—=IGHRY —DH AR
VAR (19 ~=Y) EBML TS,

INEDAT Y aOWTUNEERT DRI, Ry NI =75 RY —DA == A F
ZIEHIZERT D DICRILOROFEMIER L Fl TN THRL T ESWY, VA7 EexT—%
EEES 572010, 22 TMAT 28 EZIERIT I FOUIEH A THET 20LENDHY £7,

[7273ay (Actions) | Ry FHE D A= a—nbA VAR BREL T —_"—F 4 RT5
BAIE. Xy NU—I5HRY) —DF—_"—F 4 RFADISON 7 7 A VZER L., D7 7
ANET v T — RTBHELENRDY FT,

Ry bU—=I5HARY —=TA VAR ZREEA—N—=T A RTDHITNE, REREEDOH %
Ty 7u—RRTORERHYET, A= "=T A FRRENIZAT 4 v FITRDTZD, REE
hzT v 7r—RFLARANTL S, ZOHAE, LSPEHO—FHL LTOT 7 4 /L MESHE
R DBt DA ITEH SN ERE A,

SFEIERVT IV AOFERITLET,

R=RKRY—DTITAIL EDRENENLZIZBEDSVTILEoA VARG ADEME

{

"rate filter": {
"enabled": true,
"type": "singleton",
"data": T[]

}

}

R=RARYS—DT T4 bORENENGGEEDL VTV oA VAR 2 DENIE
{

"rate filter": {

"enabled": false,
"type": "singleton",
"data": []

}
}

RNR=RKRY—DT T+ FORENENBIEZEEDIILF LA VAR ZDEHNE
{

"ssh": {
"enabled": true,
"type": "multiton",
"instances": []
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AR LRy FT—I BHRY S —DHEH

R=2RARY—DTITAI FORENENBEEDIILF b oA VAR 3 DEMIE
{

"ssh": {
"enabled": false,
"type": "multiton",
"instances": []

bo

"ieclO04": {
"type": "multiton",
"enabled": false,
"instances": []

UGN UA VARG EDREDREDT 74 MEDA —N—F4 F
{
"normalizer": {
"enabled": true,
"type": "singleton",
"data": {
"tcp": |

"block": true
}!
"ip6": true
}
}
}

TNF RV VARG BATDTIHILM A VRB VR (A VRB VRGNS VAR B A AT
E—HT D) OFEDRENH—N—31 F

{

"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [

{
"data": {
"unzip": false
}!

"name": "http inspect"

WELBTEEZELTIAIL MM VRRVDADINA V5 IL—)LDEM

)

GE)  FI7ANONAAL U EN—VIRETE A, FITREITBEMSNET,

{
"binder": {
"enabled": true,
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e Lxy ko—s iRy s—oxEs |

"type": "binder",

"rules": [
{

"use": {
"type": "http_ inspect"

}I

"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"

HFHLWARALALAVRA ADEM

N

GE) e T a3 A H—nxy M iE, R U EAL VAN ZTERTALENLY £,

{
"telnet": {
"enabled": true,
"type": "multiton",
"instances": [
{
"name": "telnet my instance",
"data": {
"encrypted traffic": true

}

]
}7
"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}7
"use": {
"type": "telnet",
"name": "telnet my instance"

UGN MUAVREVAR, RIVFRYTIAILEMAVREBVADFA—N\—54 K, &V
B—@DJISONA—/N\—S A4 FTOHLWLWIILF oAV RE VD ADER

B—® JSON A —/"—F 4 R TR EF T DHH :

VUM UA VAR ADE—R—F 4 K (normalizer A AT )
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AR LRy FT—I BHRY S —DHEH

cRNF R TTHN A ARZ L ADF—3—F 4 F (http_inspect { A7 %)

cHI LW ILTF R A LV AZ L ADVER: (telnet A v AT H)

"normalizer": {
"enabled": true,
"type": "singleton",
"data": {

"tcp": |
"block": true
}!
"ip6": true
}

}!

"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [

{
"data": {
"unzip": false,
"xff headers": "x-forwarded-for true-client-ip x-another-forwarding-header"
}!

"name": "http inspect"

]

}!

"telnet": {
"enabled": true,

"type": "multiton",
"instances": [
{
"name": "telnet my instance",
"data": {

"encrypted traffic": true

}

]
}7

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}!
"use": {
"type": "telnet",
"name": "telnet my instance"
}
}!
{
"use": {
"type": "http inspect"
}!
"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"

}
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e Lxy ko—s iRy s—oxEs |

GE) RAUHENL—ILTTFIHIN AV AZ L AD name BIHEFIEETALEITIH Y A,

arp_spoof D& E
arp_spoof DX EH :

arp_spoof A VAT HTiE, BIEDOT 7 4V MREEH Y FHA, WIZ, A—"—=F A K
HEETCELLAaERLET,
{

"arp spoof": {
"type": "singleton",
"data": {
"hosts": [
{
"ip": "1.1.1.1",

"mac": "ff:0f:£f1:0£:0f£:££"
}I
{

"ip": "2.2.2.2",

"mac": "ff:0£:£f2:0£:0f£:££"

]
}I
"enabled": true

rate_filter D% E
{

"rate filter": {
"data": [
{
"apply to": "[10.1.2.100, 10.1.2.101]",

"count": 5,

"gid": 135,

"new action": "alert",
"seconds": 1,

"sid": 1,

"timeout": 5,

"track": "by src"

}
] 4
"enabled": true,
"type": "singleton"
}
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Snort3 TOFMAEFR Y FT— 54 |
HRBLFRY FT—=0 3R —DEEH

RILFEERY bI—00HR) O—2FERATHBED/NN VT IL—ILDRE

ZOBITIE. FRU—IZH LWHRAZ LA VAR AEBINL, A o Z— LR T D
FiEERLET, " FL—WT ) 2 FELTERSNET, TO0, L—/LiZHBIIC
v —UENRWED, BRY —TIERBENTL—LERBIRL., 20 FICH Ly b— L 2 ERk
THZENEETT, FRY —THEHRRR AL Z L — i, 2L L TEDFHRIET
e

BTk A T, T 7 4V FD Cisco Talos AR U S — L — LR ZNED2—HF —FFHD
F—R—=F 4 FITBEMEShET,

HRYo—:

telnet parent_instance & W) AHTEXINT D/ U HIL— )L TH AL DA VAL A
EEFELE L,

{
"telnet": {
"type": "multiton",
"instances": [
{

"data": {
"normalize": true,
"encrypted traffic": true

b

"name": "telnet parent instance"

}
1,
"enabled": true
b
"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role" . "any"
: ’
"service": "telnet"
b
"use': {
"type": "telnet",
"name": "telnet parent instance"
}
}
]
}
}

FRYS—:

IDOFy NT—IBHRY —I2iF, R—ZARY T —L LTRIRDORY o —0nb 0 7,
telnet_child_instance L WO AHITH AL LA VAL U AZERL, ZOA L AF A
DNRAVENL—=IVHEERLE L, BARU =000, U ENL— )L Z ZIZat—d 503
NHYET, TORIZ, TRV —0D/NA U HN— U3 — VOISO Tl EER D SEEE
FRIIRRBIZEMTEX S L2122 £7,

{

"telnet": {
"type": "multiton",
"instances": [
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"data":

"normalize":
"encrypted traffic

}I

e Lxy ko—s iRy s—oxEs |

{
true,

"w.

false

"name": "telnet child instance"
}
]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any",
"service": "telnet",
"nets": "10.2.2.0/24"
}I
"use": {
"type": "telnet",
"name": "telnet child instance"
}
}I
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"

— R YR P VARG A BEDETE

ZATYANDBEDA—"—=F A FELET D54,
BEREZBETZENEETT, 2V, X—ARI —RBENRRD L |

<7
{

WA — =T A FTIHR<S, H

IEEINTWEEE

"list-attribute": [

{
"entryl":
"keyl":
}
}I
{
"entry2":
"key2":
}

}

{

"valuel"

{

"value2"

valuel % valuel-new [CAETHLE. ——F 4 ROXAL 02— RKIKRDOLH T F

D
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FELWAE:

{

"list-attribute": [

{

"entryl": {
"keyl": "valuel-new"
}
b
{
"entry2": {
"key2": "value2"
}
}
]
}
TEGHE -

{

"list-attribute": [

{

Snort3 TOFMAEFR Y FT— 54 |

"entryl": {
"keyl": "valuel-new"
}
}
]
}
ZOREZR RS DHIT1E, smep A A2 Z T alt_max_command_line len EMED KV
MMEZESLET, smtp A VAT HZDT 7 4L b (FER) R —RENKRD L HIZ7-
TWsELET,
{
"smtp": {
"type": "multiton",
"instances": [
{
"name": "smtp",
"data": {

"decompress zip": false,

"normalize cmds":

"ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO

EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MAIL
NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TIME TURN TURNME VERB VREY X-ADAT XADR XAUTH XCIR X-DRCP X-
ERCP XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE
XSTA XTRN XUSR",

"ignore data": false,

"max_ command line len": 512,

"max_ header line len": 1000,

"log rcptto": false,

"decompress swf": false,

"max_ response line len": 512,

"b64 decode depth": -1,

"max_auth command line len": 1000,

"log email hdrs": false,

"xlink2state": "alert",

"binary data cmds": "BDAT XEXCH50",
"auth cmds": "AUTH XAUTH X-EXPS",
"log filename": false,

"uu_decode depth": -1,
"ignore tls data": false,

"data cmds": "DATA",

"bitenc_decode depth": -1,
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"alt max command line len": [
{
"length": 255,
"command": "ATRN"

}I

"command": "AUTH",
"length": 246

"length": 255,
"command": "BDAT"

"length": 246,
"command": "DATA"
}
] 4

"log mailfrom": false,

"decompress_pdf": false,

"normalize": "none",

"email hdrs_log depth": 1464,

"valid_cmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO

EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MAIL

NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TIME TURN TURNME VERB VRFY X-ADAT XADR XAUTH XCIR X-DRCP X-
ERCP XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE
XSTA XTRN XUSR",

"gp_decode_depth": -1

}
] r

"enabled": true

}
ZZT. RO X HIZalt_max_command line len V XA MIZHIL2O0DAT V=7 M&iB
meE9,

{
"length": 246,
"command": "XEXCH50"

"length": 246,
"command": "X-EXPS"
}

HABZNFy NI =I5 AR Y —DF—"—F 4 RISONIFZRD L 5120 £,
{

"smtp": {
"type": "multiton",
"instances": [
{
"name": "smtp",
"data": {

"alt max_command line len": [
{
"length": 255,
"command": "ATRN"
}l
{

"command": "AUTH",
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B =525 0 ro—samKy o—nzEs

"length": 246

"length": 255,
"command": "BDAT"

"length": 246,
"command": "DATA"

"length": 246,
"command": "XEXCH50"

"length": 246,
"command": "X-EXPS"
}
]
}
}
] 4

"enabled": true

ILFRoA VARG ATERERY FT—0 0RO —MERINTVDIGEEDF—/\—
J4 FDOEHE

ZOBITIEH, FARY T —DREOA— =T 4 F&, v —VENTERENEDL A VAKX
VADFRY—THEHENLI 0 ERLET, TR —TERINTA— =T 1 NE, B
R —t=—UINFET, LA -T, attributel & attribute2 238HAR U o —TA——F 1

R &4, attribute2 & attribute3 28 7R U 3 —TH— =T 4 RE&NB L, v— TV INREIX

FRY =Bz £9, 2F D, attributel (BAY 2 —TEFE) . attribute2 (R Y T —7T
EF) . BLQattribute3 (FARY O —TER) BT A RATHESNET,

BRSO —

ZHVETIZ, telnet parent_instance EWIOAFITHAZ LA LV AZ U ABFER L, W
AB LA AH 2 AD normalize L encrypted traffic ®2 DDFEMAA— =T A
LELT,

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": false
}I
"name": "telnet parent instance"
}
]I
"enabled": true
}I

"binder": {
"enabled": true,
"type": "binder",
"rules": [

. Cisco Secure Firewall Management Center Snort3/8\—>3>72a> 74 Fal—3 3> A4 F



| Snort3 TOFMER Y FT—U 547
e Lxy ko—s iRy s—oxEs |

"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"

FRY)O—

ZOFy hU=I R Y v—iZid, N=ARY = LTHIROR Y =235 0 4, BlR
U v —inb @M encrypted trafficz 4 —/ 3 —7 A FL, H LW EM ayt _attack_thresh
bA—="=TF A4 FLELT,

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"encrypted traffic": true,
"ayt attack thresh": 1
}I
"name": "telnet parent instance"

}
] r

"enabled": true

}

EFDORY —ISONTIE, Ry hT—7 AR —2 BT L L, RO~—T EZ17-IJSON
DT R ATHESINET,

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true,
"ayt attack thresh": 1
}l
"name": "telnet parent instance"

}
]l
"enabled": true
}l
"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any"
. 14
"service": "telnet"
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"type": "telnet",
"name": "telnet parent instance"
}
}
]
}
}

RIS, ADALZ DTy MU =7 iR = OOz R LES, B CEIERT 7 4/ bA v
AL ATHRELEY, Elo, VTN oA VAT ZTHRRO~ =V ThRET,

2y RT—=I BRI O—DFTRTOA VARG BF—IR"—F 1 FOHIR :

FEDR Y NI =2 5R Y —DFT XTOAF—"—F 4 FEHIBRT 55513, 220 JSON %
Ty 7R —RT&EET, T—"=TA &7 v 7 u— R FTLBRIZ, [£ AT ZDF—/3—
Z A4 FOEH#: (Replace inspector overrides) ] 473 a V& ®RINL £7,

{
}

MENEY Y
Fv RO =27 WA U 2 — Snort 3 DIEFEE HFE (69 _X—7)
X NT—I BRI —D~ v BT (76 ~—3)
Snort 3 DIFAED AL LF oy v T —T 53R Y —DERK (73 ~<—)
[Fy RT—27 38R Y 2— (Network Analysis Policy) | X—3TDA AT X DIRFE
(78 =—7%)
A VAR ZFED AL — (78 _X—)
Xy NT—I BRI =D AR~ A X (79 2—2)
A VAR BZLF—N"—=F 4 KO U A FDFER (85 X—)

2RI —=00HR) O —DEFEEF YV aAaINEE
3l

HLWEy NI GR Y U—%1ERkT 5 &, ZORY U—ITITEARARY > — LR CEEN
frEEnxd,

X NI =7 AR Y — ORI, FRCA VAR X RN THEET, A VAT H
ERAN—IIZE ST, VT 74 v 7 BRFEDHFIETRINCT 22— REZITRILET 5 ME
NHHZEITEBELTLIEEN, WBRA VAR ZREHTH L, AT ATEERNIZH
TEOBRETA VAR ZEMFEHLET, 2720, X NU—I 0 EY >—D Web A > & —
T oA ATIEA VAR X IEHOEFIT/R0 T,

)

GE)  FIEERAAL VAR Vg VIEFICERBICBEEL WD), B—RXry NERET D
Fw NI =GR ) = RARY =X, HAEMTETL2HELRHY T, ATLEEOFHE,
BRICEBDOT AR oy NI — B R) —2 L ClET 52 L3, BERZ AT
j‘o
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Ry kT Ry v—0RELEF vy vashizE ]

VAT AL, 2=V TLIIoDFRy NI R v—FF vy v 2 LET, Xy hTU—
TOMAR Y = OFREFIZ, [EED A =2 —F TR DOR—T~DMD /SR IR L7254,
BENFIZFOR—TEHNTHEI AT A FY v alc EED F9,
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Snort 3 [/] [ @ Encrypted Visibility Engine

cEELENT AT Y (105 R—2)






/rh-7=:=
5 2

RSy (el 2

Encrypted Visibility Engine (EVE) %, TLS Wi 5t &2+ 2527 7947+ 77V r—va v
LT AT DO SN E T, I RE L, FEENRENTTY 7 v a &
FATL TR v —2#HATE 2L 21CLET, EVET 7/ av—iF, v AU =T OFFE EBHLIE
WHEHATEET,

* Encrypted Visibility Engine O (105 ~=—)
* EVE OfLfA (106 ~X—)
*EVE OFFE (107 =—)

Encrypted Visibility Engine D} &

b Sz Ttk P (EVE) 13, BE5Z20RELEPICHS bt v v a v O &
DB SNET, BHLSNIzE » v a ST BRI, ¥ 223 0lisstkr — ¥
N—Z (VDB) 1280/ =V ERTNB Y AADF—T 2 Y =254 75 VI ko THES
nNEY, 747701, EREHEELEyvarE2T7 o H—FV 2 NLTHO L, —HOBEM
DT 4 H—=TV U hERAELET, ZOBHMDOT 4> H—T V> hOFT—H~—2Z%, Cisco
VDB THIICT& £,

\)

GE)  ErabSnizalfitko o P OEEIX. Snort 3 & 384T L TV % Management Center % B xf 52
TNHRAATOHRYHR— hSINET, ZOHEREIL. Snort2 7734 A, Device Manager @& Hxf
GREBT NA A E721T CDO TIEHA— P SN TWEEA,

EVE OEEZREED — A2 KIR L ET,
«BVEDRLEMG LICERAEM LT, N7y 7 LTrr78Rrar hr— R v—
T varEFEITTEET,
« Cisco Secure Firewall IZ28 £ % VDB IZ1Z. EVEIC L » TEVVEBEME THRHE I -—E 0
Tt AT TN = a U ERID S TOHEENDH Y £, £2ld. ROBHBTHAZ L
TV r—vary T4 T 7 X EERTEET,
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Snort 3 [8] [+ @ Encrypted Visibility Engine |
B oeomas

+EVE TR EN-7n A 2H LWVWa2—HY—EFRT SV r—vaiivy 74
60

*EVETHHENET o RICT ) r—ya 2808 CA-DIERAENA T2t
AREFEMEDOMHIIAREE EEXT 5,

[Cisco Secure Firewall Management Center Device Configuration Guide] @ TApplication
Detection] D F|Z&H % IH [Configuring Custom Application Detectors] & [ Specifying
EVE Process Assignments] # S L T 72 &0,

*EVE IZ. BfBfb&i= T 7 4 v 7 TClientHello X% v NEERR L2 54T v FOF
R =T Y VT VAT EDIA T ENN—=T g B TEET,

* EVE IZ. Quick UDP Internet Connections (QUIC) "7 7 4 7 D7 4 H—TY v NL4y
HrehAR— bk LET, ClientHello /X7 v FxHOH— =2 1%, [#EkiA <>k (Connection
Events) | X—® [URL] 7 4 —/V RIZEREINFET,

[ ]

B  Management Center C EVE AT 212X, 731 RZHR: B 74 B ABKETT,
BT A ANRNGEA, R =l L > TEERFIRESN, BEIZHFTSLESEA,

N

() EVEIXSSLE v a DAL —T 4V T VAT ADIA T ENR—=D g VR TE£7,
TV —2 g oy =V 7 N2 T OFETRE, A —F 4 TV RT LD
WOMAIZEY, OSBRI R Y TW—SNHAREMERH Y £9, 774 7 b OS &R
T 51X, EVE N NVARE U ERENITHZ EITNx T, [RY) — (Pdlicies) 1>[Rv T —
D (Network Discovery) ] T[4 Ak (Hosts) | ZANCT 2 H4ERNHY 3, KA
IP7 RUVATHHAGERARL—T 4 VTV AT LDV A NEFRRT DT, [9H
(Analysis) 1>[RR k (Hosts) |>[®vy kT—4- < v (NetworkMap) 1 %27 VU > 7 L,
YT DHRANEEIRLET,

%

k=113

BEEY VY
EVE O#%E (107 ~—)

EVE D11

Encrypted Visibility Engine (EVE) %, TLS /~> K =4 Z @ Client Hello {73 & L T, 7
FAT L v A& L ET, ClientHellolE, Y — _R—IZEEENIEYOT—HZ /8y
FCYd, ZHUTKY, RANEDODIZTAT o N ARNIl b Ed, ZOT7 4 H—7
Vo hé, B IPT RLAREDMOT -2 BNABEDLEINT, EVEOT 7Y r— 2 Vil
BORBELRVEST, TLSEy v a VO THEDT 7V r—vary 740 H—7Y b
AT LT, VAT A IAT U N a v R L, W7 s v ay GEA/T
ey ) BETTHIENTEET,
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I Snort 3 [ [T ® Encrypted Visibility Engine

EVE DERE .

EVEIZ, 5000257 747 b7t A&l c&x £, VAT A% 77 & Afl#EL—
NOFHEL L THERT 72010, 2O N60TaRAE 7347 N T 7V r—va i
<o LET, TR, VAT ARTLSEEEZANICT LR, b7
Vor—va il LCHIET 22608 TEET, BMOEEDH LT abADT 4 o H—
VY haH3T5Z2 LT, BVEZ 7 /ay—%2fH LT, 7V MUY NESZHEHETICH
FEESNEEBEEDOHD N T 74y 7 &#BAIL T ny 752 L TEXET,

BweEE ML) 77 /7uay—2ky, 23T 102825 TLS 74—V k&
10,0002 5~V =TT NEmANE L, EVEY 4 > —7V > h&ZVERS I OVE B
LTWET, ZRHOFEHEL, F0%, v AaDlfegattsr — % <X—2 (VDB) Ny 7r—I%f#
AL TEBERRICEGE SNET,

EVE DL 7E

ATv 1
ATy T2
ATFvT3

ATvT4
ATvTH
ATvT6
ATvT1

[R1) >— (Policies) ]1>[7 2 X #ll{Hl (AccessControl) ] 2R L £,
WHET LT 78R arybo—L R —ORICH D [ (Bdit) | (£) 2270 v 7 LET,

N7y N7 a—{TORKIZHD [7El (More) | Ka v 7 X o U RHIND [FEfEEE (Advanced Settings) |
FERLET,

[Encrypted Visibility Engine] DREICH 2 [fRE (Edit) 1 (#) 227V 27 LET,

[Encrypted Visibility Engine] ~3—"C, [Encrypted Visibility Engine (EVE)] k7 /LR % v & H I L E 7,
[OK] %27 Uv 27 LET,

[fR7F (Save) 1227 U w7 LET,

RDZRY
REEHZRALET,

EVE /1 N> FDRR

ATy T
ATy T2

[Encrypted Visibility Engine] # B LT, 727 &R 2 ba—L K v—%REHTLE, &
AT LENLTCIAT N T T4 v 7 DEEERIETEET, v /TS N8~ b
1. [#55i 1 X b (Connection Events) | — Y TR TEEJ, #fiA v MIT 7 AT
% 121X, Management Center TR D FIAZ EIT L £ 7,

[5#7 (Analysis) ] > [#&#t (Connection) >[4 >k (Events) |DJEIZZ UV v 7 LET,
[BEi 1 X DT —7 /L ¥ =— (Table View of Connection Events) | ¥ 7 %27 U v 27 LE7,

[4387 (Analysis) | A ==—IZH D [EA > F (UnifiedBvents) & = — 7 (8 A N> N7 4 —/L R %&
RrToHZ b TEET,
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B eesosak—roms

T EAL SN AMET P Tld, a2 947 v Takv A, 7547 FDOS, DT
Ot RN T 2T REENTWANE I DEEETEET,

AT w73 [#iA < (Connection Events) ]-<—3""C, Encrypted Visibility Engine FIZiBI1 S 7=k DF| & FKx L
F9, UTOFNERRMICENCT D2HEN DL Z LICERL T EEN,
« (B b Sz Al 7 0 244 (Encrypted Visibility Process Name) ]
o K5 b STzl 7 v A DOEH A 27 (Encrypted Visibility Process Confidence Score) ]
o [ 51b S L7z AT B OIS (Encrypted Visibility Threat Confidence) ]
o« [ BAL SN =AM OIE4E A 227 (Encrypted Visibility Threat Confidence Score) ]

* [Detection Type]

INHDT 4 —b ROFEMIZ OV T, [Cisco Secure Firewall Management Center Administration Guide] @
lConnection and Security-Related Connection Events] ™ # ¢ [Connection and Security I ntelligence Event
Fields)] DHZZM L T TZEW,

GE) TuavRIT TN = a URED B THENTWAESA. [BEA <> ; (Connection Events) ]
R=T D [ % A 7 (DetectionType) 15NZiL, 7747 v 77V r— 3 VIREVEIZ L -
TRl s Z L 2T e b SN/ afifE—= > 2 (Encrypted Visibility Engine) ] 23/~ &
NET, TaBRL~OT TN r—a OB B THRRWEE, [MEZ A7 (Detection Type) ]
NI, 24T 77— a &l Lz Y U H ApplD Th 5 Z & %7~ [ApplD]
DERINET,

EVE4X v aiR— FOERT

EVEZSHHERIZ2OD L v v 2R — RIZERTEET, Xy vaRh—RIT7 7 ®vAT 5121,
IROTFNEEFEITLET,

AT 71 [Overview] > [Dashboards] (2 &) L, [Dashboard] 27 U »~ 27 L&,

ATw T2 WESF v 2R — K (SummaryDashboard) 17 > RUT, A v F Xy aR—KDOV 2% 7 ) w7
L. Ky ZH o Ry 7 206 [T7Y 7r—ya Uit (Application Statistics) | 28R L %9,

AT w73 [Encrypted Visbility Engingl % 7 &R L, D2 >OF v arh— ReFRLET,

s [ELDOTLS 7 4 o H—7"V > b THlHEN7=7 v+ A (Top TLS Fingerprint Discovered Processes) ][I
NOREFL SNzttt P T & 727 1 X (Top Encrypted Visibility Engine Discovered
Processes) ]: F* v hU—Z7 THHEIN TV EMIOTLS 7’ A4 L ERENFRENEST, 7—7
NDT v AL E7 ) v 735 & [BEiA X b (ConnectionEvents) |"X— D7 42 7 &R
T a—NRRINET, ZOEa2—F 7R E8AZTT7ANEZ Y T ENTHET,

o [TLS7 4 > W —7"V > b~ 7 =T RO (Connections by TLS Fingerprint Malware) ] [Rf 5l A4
Mo oV OB OEFEER O (Connections by Encrypted Visibility Engine Threat Confidence) ] :
AT =T OEFMEL VL GEFIZEW, EFITIERWR ) JlicEmsRRInNET, 7—7LHND
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I Snort 3 [ [T ® Encrypted Visibility Engine
BVES v ad—ros [

BOEE L~V E T U v 7358, kA< & (ConnectionEvents) |"X—T D7 4 V&Y TS
NIEE2—RFRINET, 2O a2—% BEHL VK-S TTZ A4V E ) 7SR THET,
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TLI72

. 8.
=% =R

IL77>h7O0—0DKH

T L7y h7u—E (G M) EFICREVWER 7 e —ThY, Ry FT—27 U
7 ECHEENATCP (F72iFfho7 v han) 7a—llo TREINET, 774/ KT
T, =77 h7ua— L 1IGBNOMEEAS 7 —TF, ZNHD7a—{X, Snort 27
TONRT —< AMEDFRKNE 20 FF, T 77 b7 —3ZEEL<HY FHA
2, —EHIRIZ DI > TE O RO AR 2552 O D R H Y £9, b7

—IX, CPUMEHFED LAy s Fa vy 7R EORJEIZ SRR 5 /RN H D £,
Management Center 7.2.0 LAFE (Snort3 7 /34 ZADAH) Tik, =L 77 b7 —HREAMH L
T, =77 h7e—Z2RHBIMEECEET, 2oL T 7V a VIV AT LA RLR
L. AR ORE A R D 7 DI b £,

e LTy 7 r—DRHEEREIZONT (113 X—)

ATV 2 N T TV —=2ay RANRANLOT LT 7 N7 —D7F v T L—

K114 ~—2)
e L 7y 7 a—ORTE (114 =)

foO—OBEEBEIZDNT

Ty 7 a— RS REEAEA LT, L7y b7 e—2 R L TEETEE T, kO
BE7Tr7vavEEATEET,

cIL 7 bT7A—FINAIINRT B :Snort f L AT g U EAALNRRTHLH | L
Tr U RN —RBETEXET, 20TV arRRESNTWVAEA. Snortiz= 1L 77
VhTa—mbRry NEZELERA,

cILT772b70—%2Z20Y LTS 7a—CL—MIRZEALT, 7o—0Bh#&s
AT CEET, 7r—L— MIBMIZEHE I, 7a—L— D 10% PHIBE S E T,
Snort I%, HIEFERE (7o —L—F B 10% D72 QoS 7 —) 277 AT Ut —/LT Y
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720 UEZFAT L TWAT A ZADEA, ACKY > — ([FE#%E (Advanced Settings) ] ¥
7) O[=v 757 h7a—iE (Elephant Flow Settings) |27 v a > Cx=L 7y h7r—
RELCHENT DHLERDH Y 7,

72.0 (L7213 LE) ~OT v 77 L— Rk, Snort3 73 Z&EH L T A6, =L 77
b7 =GR EX, [T VY= b T 7Y r— a3 3 RZE%E  (Intelligent Application
Bypass Settings ) [ £ 27 2 a b T, [2LV 77> 70— E (Elephant Flow Settings
) 17 v aryhb@BRENTEMSNDILD, =L 772 b7 o —MiREREICBITL TV
WE . ROBEHIFIZT NA ADT L7 7 b7 v —RElIkbitE 7,
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Management Center | Threat Defense ILI77>boO0—F=IXIABER
Management Center | Snort 2 /34 & IAB ORER #H S v E T,
70 £721% 7.1

Snort 3 7 /NA A IAB ORI S E T,
Management Center | Snort 2 /34 % IAB ORI SV ET,
7.2.0

Snort3 7 /34 A (7.1.0 LART) [IAB OAF AN H S v E T,
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fElEINE7e—, FRkedEink 7o — 3@ cEE¥A, =177 b7 —{Z Snort
ZEoThHRHZINA =D, =L 77y h7ue—BHEEE LI N T 7 0 v 27 1A S
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Elephant Flow Settings

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection «Q©

Generate elephant flow events when flow bytes exceeds ‘ 1024 ‘ MB and flow duration exceeds | 10 seconds
Elephant flow Remediation aQ 0

If CPU utilization exceeds | 40 % in fixed time windows of | 30 seconds and packet drop exceeds | 5 %
Then Bypass the flow «

All applications including unidentified applications

®) Select Applications/Filters (1 selected)

And Throttle the remaining flows [ @

[V 77> h7ua—fH (Elephant Flow Detection) | N 7 VAR Z LT 7 4V E THMZ /8> TWET,
Ta—nA b7 u—HHOMEERETEET, RELLMEEBADLE, =L 77 b7 a—A X2 h3
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1 [7r—% (/32T % (Bypasstheflow) ]: BRL7ZT SV r— g U Eid7 4 /L Z D Snort A > A
RI g ENANRATHINE, ZORZ U ERHICLET, ROLIBRLET,
s[[fRIESN TN WT U r—a v BELTXTCOT 7Y — 3 (All applications including
unidentified applications) |: X TOT SV r—ay N7 7 4 v 7 BNRARATHIZIE, ZOF
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GF) L7 7 o h7a—lxTAET I ay (Zu—0Rf XAt Ry L) OFELTIL. Cisco
Firepower 2100 'V — X T34 A TIEHAR— S TWEH A,

ATY7T6 [OK]Z27 V7 LT, TL77 2 N7 —RELRFELET,
ATvTT1 [R17F (Save) %27 U v 7 LTARY —Z2RFELET,
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REEHZRALET,
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e L7y 7 —MEE I TS (Elephant Flow Trusted)
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FEMIZ DUV TIE,  [Cisco Secure Firewall Elephant Flow Detection)] 22 L T< 72 &1,
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