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« [f55 L72y (Do Not Decrypt) | DXA NTFZ 77 4 A (34—Y)

« [{H 5-%E4 (Decrypt - Resign) ] & [ 5-BEA1DF— (Decrypt - Known Key) ] D~NA b
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TLS/SSLIL—IL RR k TS5H9F 4 R

ZDOETIE, TLS/SSL —/L 8D SSL A Y v —DflERL, YAIDNA NS T I7T 4 A
EHELREEIRICOWTEBLE T, 9. SSLARV v —¢LT7 78X v ba— L RY —0K
ENWZDOWTIEH L, RIZTXTOL—v, BLOKFED HIETL—IVEZIEFAHTT 5 2 & &4
[P ZHAEICOWVTHALET,

AP, ZOETHMAT S SSLAY »—7T9,
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SSL Policy Example

Enter Description

Rules

# Name

Administrator Rules

Standard Rules

7

DND internal source network

Decrypt test site

Do not decrypt low risk

Do not decrypt applications

Decrypt all but trusted categ

Block bad cert status

Block SSLv3. TLS 1.0, 1.1

Root Rules

Default Action

Trusted CA Certificates

Undecryptable Actions Advanced Settings

T Add Category T Add Rule Q Search Rules

Source Dest Source Dest VLAN Source . A

=ik Zonas Ntk Ntk Tags Users Applicati... Ports Dest Ports Categories SSL Action
Intranet Do not decrypt # i
¢ + Decrypt - i
Astrology (Any Resign rl |
Risks: Very Lov Do not decrypt 4 i
Facebook o
Facebook Mes Do not decrypt 4 | |

Facebook Pho!
Any (Except Ui * Dacrypt = 9
e Resign

1 Cert Status se @ Block U
3 Protocol Versi @ Block S u
Do not decrypt ~| B

TLI74I)LA2ET7O0—F 70— KIZEBEED/NM/VR

Prefiltering is the first phase of access control, before the system performs more resource-intensive
evaluation. Prefiltering is simple, fast, and early. Prefiltering uses limited outer-header criteria to quickly
handle traffic. Compare this to subsequent evaluation, which uses inner headers and has more robust
inspection capabilities.

Configure prefiltering to:

* Improve performance— The sooner you exclude traffic that does not require inspection, the better.
You can fastpath or block certain types of plaintext, passthrough tunnels based on their outer
encapsulation headers, without inspecting their encapsulated connections. You can also fastpath or
block any other connections that benefit from early handling.

» Tailor deep inspection to encapsulated traffic—You can rezone certain types of tunnels so that you
can later handle their encapsulated connections using the same inspection criteria. Rezoning is
necessary because after prefiltering, access control uses inner headers.

Firepower 4100/9300 23MEH FlBE 2 50 1d, KR 7w —F 7o — Rl T £4, 7r—
Fru—RiI, BETEXAN S 74 v JIRBET LD BN NASE TR T+ —< A%
EERLFETT, 2ExE, T2 Z—THh—N"—DONR I T v P HEEET DD
AcxEd,
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[85 L% Ly (Do NotDecrypt) IORRX TS U T4 R .

[{§5 L% LY (Do NotDecrypt) 1OAR TS F4 R

AR/ XY= ES2s)

ﬁ%mﬁ FLER L72\W [H 5 L72W Y (Do Not Decrypt) | /b—/ Uik, BELXIGRT /NA 2 TOHNER
IR B2, ER LW EZ2HEE L £9, W o TLS/SSL v—)L % A T a g%
ETDHHEEF. vX 7260 L T, —HITDNT 74 v 7 R TEDHLHIICLET,

BETELVWRSI T4 IDAAFSA4Y

Web U4 FEAENES TR0, F721E Web 4 FTSSL EVEOMNMEH S TWBIBRE,
HMEDRNT 74 v 7 e TERWEHITXET, SSLEVEHTIE, 75 UuHFicos—n
FREINDZ LR EEEINEY A hA~DZ—F—TF 7 & 2GR IE S E T,

ZDOESRYA POV XA MIRD KD ITEHENTNET,
» Cisco-Undecryptable-Sites &\ 9 £ i 054 (DN) 7 —7
cEVBOHINIEIREDT SV r—v a7 4

FF74 v 7 B MBLTHY, 2—F—BEBINEYA MNET 7 EA LI L ZICT T UHI

T T —=NEREINRNE DT HHEAIL. TLS/SSL L—/L O FHERIZ [1H 5 L 72\ (Do Not
Decrypt) |/V—/VERET H I &AL ET,

FEoBOEINREOCT 7V 74— a0 7 4 VEZOREHFZ RIS LET,

‘ Add Rule Py
Name Insert
l DND rule for pinned sites | Enabled inta Category v Standard Rules v
Action

Do not decrypt

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters Clear All Filters )X Awailable Applications (40) ¢ Selected Applications and Filters (0)
Q pin X | [ c search by name any
- oy o o e v
w Business Relevance (Any Selected) Airbnb
« Types (Any Selected) Apple Mail
= Categories (Any Selected) Chase
w Tags (1 Selected) Dropbox
ﬂ pinned certificate 40 Gmail
Google

Google Accounts Authentication
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. [E5-FE4 (Decrypt-Resign) ] & [ES-BEAD X — (Decrypt-KnownKey) IORX FFS5 0 F 4 R

[1E5-EE4 (Decrypt-Resign) ] & [E5-BEEND+—
(Decrypt - KnownKey) |ORX TS50 F74 X

ZOME Y7 TlE, [HE5-HE4 (Decrypt - Resign) ] & [1H5-BEEDF— (Decrypt - Known
Key) | DA NTZ T T 4 ZZOWTHA L E£9, TLS/SSL /L—/b

[1E5-FE% (Decrypt-Resign) |: SIAEDEVEBDIZKEIRA TSV T4 R

—EOT TV r—va Tk, 77V r—va YERICGEO = R—FEHED T 4 =T
VN EHDIAT, V2 S ERIEGIEY = VIR EIR S ER S E T, TLYSSL &
D=, [B5 - B4 (Decrypt-Resign) 17 7 > 2 > T TLS/SSL L—/L 3R E L= 551,
TV = a VINEERRT AN, AN E BB SNCREHEEZET 5 L. MEENKIL .
e3P S E T,

TLS/SSL DY U D IXT BB R AT A7 DI S 5728, BhikF 2 iXEEd 5 FiE
B FEHA, WORBIRERHY £5,

cZDT IV r—a VAT, [E5-FEE4  (Decrypt-Resign) ]/b—/L X0 BIEFARTO,
[+ L72\ (Do Not Decrypt) | /b—/LZ&2{ERR L E£9,

cWeb 7T UWEGEH LT 7Y r— a7 78X AL a2—WIciERLET,

FERAED B U D OFEMIZ OV TIL, Cisco Secure Firewall Management Center 7 /3 A A& A
A R® [SSLpinning] &7 > a V2SS LTIZE0,
[EE-BE5NDx— (Decrypt-KnownKey) 1ORR K TS5 F 4R

[18 5-BEA D *— (Decrypt - Known Key) | /L—/7 7 2 a 0%, NEH—A—2f729 k5
T4 ZWERT 2T 7 a sl T, v—v ([Fy hT—2 (Networks) ]/L—/L5:0F) 12
IT5EE Yy NU— 2 ZFIZBMNTA2MERH Y £7, ZORE, —"—2EEINTND
Xy NI—=2IZ T 74 vy 7 NEERESN, XYy NIV—27 LD NT 7 4 v 7 BEA LET,

&AIZHEES S TLS/SSL/)L— )L

Ty N DORPIDOENC T DN — N ERINCEE LE T, flé LT, IPT FLXE2SRT
L= ([Fv FU—2 (Networks) ]/L—/L54&AME) NdH 0 £,

ZIZEEYT S TLS/SSL/)L— )L

WDON— NS T o — IR BICRE T D HERNH Y 9, TDO LI R —LDOEE, &
ATACTHT 7 47 e RGMBRET O LERH D7D TT,

T r—va
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HIRAR)O—EIL—ILDRTE

HERERY o — L L— L DFRE (72—
«SSLARY v— OF%E (8 X—)
cTIEA Ay ha— L RY —DRE (9 =)

HESRAR) O—EIIL—ILDERTE
HLEDORY O —BETRD B Y TT,
«SSL KU v—
«FTHNNT I [ LA (Do Not Deerypt) ] T,
e XU T A X —T M LET,

* [SSLv2t& v = 2 (SSLv2Session) | & [ SiL7zt >~ 2 a > (Compressed Session) ]
DM T, [EBFARAIOT 7 2 a2 (Undecryptable Actions) ] % [7' & » 27 (Block) ]
ICRELET,

e AR Y U —DFEMEE T TLS 1.3 H T2 A LET,
« TLS/SSL /L —/v : [ 5 L72\» (Do Not Decrypt) | /V—/7T 7 L a UMEH S b 0—1

PR, TRTOAL— Lo V2 ENCLET, (ZHIEETT, EEIn T
WhT 7 4 v 7 BT 2R EFR T DHEEE. TOL—10uX L FHAMILET, )

T EAa  a—)LRY —

eSSLARV L — AT 7R arybhu—/L AR —CBERMITTET (BRI E2 LAy
LU SSLARY —r— THERE L S HA)

T T HNIDORY =T 7 vark [RAME : AT AORNTE X2 VT g LR

f¢ (Intrusion Prevention: Balanced Security and Connectivity) ] (ZF%E L £,

XA X—T W LET,
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HEARY) O—EIL—ILDRTE I
B ossucus—ome

MELEYY
SSL ARV v— DfgE (8 X—)
TLS/SSL /b—/L OFE (24 X—2)
TRy b= KU —DRE (9 =)

SSLARY o— DEXTE
SSL AR U o — [THEE S NLBIRDRA N T 7 T 4 AREDRET
T 7NV NT 7Y aiF 5 L7 (Do Not Decrypt) ] T,
XL T A =TI LET,

« [SSLv2t w3 = (SSLv2 Session) | & [[Efff S 4172 >~ 2 a3 > (Compressed Session) ]
DWW 5T, [ESFARA[DT 7 a > (Undecryptable Actions) | % [7 7 > 27 (Block) ]IZ8%
ELET,

RN L —DFEMIHRETTILS 13152 ANC LET,

AT w1 F£72 Secure Firewall Management Center (22 27 A > L CWa WAL, v/ A LET,

ATFwvF2 [KRYP— (Policies) |>[7¥ X3 kA—JL (AccessControl) [>[SSL]1 %27 U v 7 L¥7,
RTv T3 SSLARYT— ORICHD e (Bdit) 1 (£) 227V v s LET,

AT T4 RX=VOFEHD[T7HN DT 7 3 (Default Action) 1 U A hovn, [HH 5 L7V (Do Not

Decrypt) ] %27 U > 7 LET,
WROBIIHZ R L TWETS,

Default Action Do not decrypt

ATYTE  ITORET, [BX 7 (Logging) 1 () 227U w7 LET,
ATYT6  [BEEOKTHIZr X792 (Logat End of Connection) | F = v 7Ry 7 A4 LET,
ATy 71 [OK] %27V v LET,
ATy T8 [RfF (Save) 127V v LET,
RATY 7T [EEARAOT 72 (Undecryptable Actions) | % 7% 27V v 7 LET,
ATw 10 [SSLv2¥ > = > (SSLv2Session) ] & [JEffEit v 3 (CompressedSession) [T 7 v a i [7 a v
7 (Block) JIZRRET DI & #HELEL £7,
F v U =7 TSSIV2 Z#FAl LTS IEE W, JEMSNZ TLS/SSL b7 7 o« w7 i3 H A —FSh T
RN TRy I T LMERDHY T,
KA T2 a VO FEDFEMIZ OV TIX, Cisco Secure Firewall Management Center 7 73 AHERK AT A KD
[ Default Handling Options for Undecryptable Traffic] OtE 727 > a VB L T 7E &0,

WD FZ 7~ L TWET,
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SSL Policy Example

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—_—
Decryption Errors :“.B-Icr:k '. |
Handshake Errors " Inherit Default Action v
Session not cached Inherit Default Action -
Unsupported Cipher Suite [ inherit Default Action v
Unknown Cipher Suite 'mh-']herit De.f“ault Action v. |

S5Lv2 Session | Block v |

Compressed Session I Block v |

| Revert to Defaults |

ATy TN [FERE (Advanced Settings) | Z 7 X—V %27V v 7 LET,
ATw 12 [TLS 1.318 5O F %L (Enable TLS 1.3 Decryption) | F = v 7Ry 7 A4 LET,

Wiz~ L ET,

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings

——
Options available only on Snort 3 and devices on and above 7.1.0

() Block flows requesting ESNI

[ ] Disable HTTP/3 advertisement

Propagate untrusted server certificates to clients

Options available only on Snort 3 and devices on and above 7.2.0

Enable TLS 1.3 Decryption
Revert to Defaults

ATy T A=TDOLEHIIHD [frfF (Save) 127V v 7 LET,

RDBERY

TLS/SSL /L —/L D% E (24 ~<—) OtBAIZHEV, TLS/SSL /L—/L ZRE L., KL —/L%
HRELET,

T7O/AXarrO—)L KR —NETE
TIRA aryba—L R IR INDIRORA NS T I T 4 ARTEDKRE ST

eSSLARV Y —%T 78R arbu—LRY —ICBEMTEST M TELRNE,
SSLARY > —LL—LITHERE L S HA) o

T THNIDRY =T 7 ark [RABE : AT AOBNEX 2 U T 0 LB
(Intrusion Prevention: Balanced Security and Connectivity) ]IZi%E L £

TLS/SSL7.2 )L—)L D ERA & 45l .



HERYS—LL—L0EE |
B oexavro—nKys—ozE

XU T HEA F—T NI LET,

AT w71 F72 Secure Firewall Management Center (22 27 A > L CWRWEEIX, vr A4 v LET,
ATw 72 [R) >— (Policies) |>[7 Y ZRHIE (AccessControl) |27V v 7 LE9,
RTFYT3 TR arybu— L R —0ORICH D [ (Bdi) 1 (£) 227V v LET
ATy 74 (SSLARY—NEEREINTORWVWESIT, B TRETEET) .
a) WOKNIRT LT, X—=T D EEIZH 5 [SSLAR Y 2— (SSLPolicy) 1O#IZH S [72 L (None) ] &
WO HGEZZ Y v 7 LET,
AC Policy You have unsaved changes el - |

e o | Policy Assignments (0)
Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Palicy l SSL Policy: None l Identity Policy: None

b) UAEMNL, AT S SSLAY —D4HFTZ7 Vv 7 LET, ROKIIFIZRL THET,

S5L Policy to use for inspecting encrypted Q
connections

| SSL Policy Example v| s

Revert to Defaults | Cance! | m

o [OK]Z27 U vz LET,
dy =Y EEIZHD [R1F (Save) 1|27 U v 7 LET,

ATYTE =T DO FEIZH % [DefaultAction (T 74/ T 7 ar) 1UARNT, RAB#H : XT7 208Nt
&= YT ¢ L ¥ (Intrusion Prevention: Balanced Security and Connectivity) | %27 U v 7 L £,
ROKIFHF 2R L TOET,

Default Action Intrusion Prevention: Balanced Security and Connectivit » | = B

AFYT6 X7 (Logging) 1 (B) #2V s LET,

ATy T [HEHOK THIZn X 742 (LogatEndof Connection) ]| F = v 7Ry 7 A%&A 2L T, [OK]Z7 U v
7 LET,

ATy T8 [fRTF (Save) |22 U w27 LET,

RDZERY
TLS/SSL /b—/L 5] (11 ~2—3) #ZRL T &N,

. TLS/SSL7.2 )L— /LD R & 5l
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TLS/SSL JL— L 451

« TLS/SSL /L — L ffi] (11 ~2—73)

s TV T UNETHNT T 4T (11 =)

« WD TLS/SSL /L —)V : BFiED N T 7 4w 7 ZEE L (12 5—)

« RO TLS/SSL b—)L : BEEDT AN N T 7 4 v 7 &HZTTD (13 3—)

ARV AT OAT Y, VEaT—vay, FRETIVS—varEESLRY (148—
V)

T IV O [EF-FHE4 (Decrypt - Resign) | /L—/VDIERKR (15 =—2)

« Jcfh D TLS/SSL /L—/b : sEHEL 7o hawn—Ya v 27 uy s £3EBEHT5 (17
D)

« TLS/SSL /L —/L ORE (24 ~<—)

TLS/SSL JL— )L 51

ZOE T, TLS/SSLL—/L DflE R L, YAIDONRA NS T I F 4 ZAZHOWTEHBLE T,

TJLI24IWNETBERTITavYD

FLIZANRY o TIT 7 ZEHOBI D7 = — T, L0 U YV —Z2EHEDO KX VI %2 FE
ITT2ENATONE T, TV 74XV 7E, Wi~y X —& R Lz, L 0ERER A X
R g R AR AT B OFN & BT B &L T A omEE T, I EIT SN E
KR

TV 4 NZY U TNE, EF2 VT 4 D=—RE "N T T 47T a7 7 A ICESW TR
AEMBENRH BT, UTEXNRETHIRI O —L A VAT a U BBEANTAMNERB D £
ﬂqo

« Microsoft Outlook 365 72 & DO —BIENT 7V r— a9 >

e —NR—=Ry 77 v F7p DT L7 7 b 7 v —https://en.wikipedia.org/wiki/Elephant_flow
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TLS/sSLL—L 1 |
B soonsssii—n:BrEors 70 v EESLAL

=ADTLS/SSLIL—IL - FED S T4 v O Z1EFSLLE
LY

BIDOFID TLS/SSL/—/L TiE, Wik hU—72 (intrangt & L CER) ([ZA0D T 7 4 >
JI3EEINERA, 5 L7 (Do Not Decrypt) | /V—/v7 7 2 a > i, ClientHello 112
—ET 570, FEFICEHICUEINET,

SSL Policy Example
Enter Description
Rules  Trusted CA Certif Undecryptable Actions  Advanced Setting:
+ Add Categery + Add Rule Q, Search Rules X
vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv
Administrator Rul
Standard Ruls
ﬁ 1 onp twork Do notdecrypt # W
2 Decnptiestsie Astology (any Sl
3 Do not decrypt low risk Risks: Very Lo Donotdecrypt ' W
Facebook
4 Donot decrypt applications Facebook Mes Do ot decrypt 4 W
Facebook Phol
5 Decryptall but rusted categ iy (Except U Dt s
6 Block bad cert status 1 Cert St ©Block 4]
7 Block SSLv3. TLS 1.0, 1.1 3P i Versi @Block su
Root Rules
Default Action Do not decrypt v| @

\)

GE)  NEBDNS $— —n 5 NES DNS U VL) (Cisco Umbrella fRART 7°F A 7o A 72 E) ITED
INT T4 I RELGEIE. ENOED T T 4y I [HE L7V (DoNotDecrypt) ]/1—
NEBMTEET, WEEDNS = "—THAOr VB RE SN L5m6. Thox 7 L7 (L
2V R —ITEMT 528 TEET,

7eliZL, A F—Fy hb— hH—s3— (72 & 21X, Active Directory [ZFHA%IA F #1172 Microsoft
WESDNS U Y LX) ol A Z—xy NMZRENIDNS F 77 1 v Z7I12iE, [E5 L7 (Do
Not Decrypt) | /V— AR LT 4N EZ D o TERMFEH LN EABSHRELET, 0L o7k
LA, NI T4 v P EREEIIRET D), Try T EERMTALENRDD 9,
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Editing Rule - DND internal source network Q

Name
DND internal source network
Action

Do not decrypt -

Zones Networks

VLAN Tags

Available Network:

Q, Search by name or value

Enabled

Users

+

Applications Ports

Move

below rule v 1

Category Certificate

Source Networks (1)

Cert Status Cipher Suite Version

Destination Networks (0)

Logging

Intranet u any

Networks Geolocation

any
IPv4-Private-All-RFC1918
any-ipvd

any-ipvé

defaultgateway
insidesubnet

Intranet Enter an IP address

Add ‘ Enter an IP address

IPv4-Benchmark-Tests

RDTLS/SSLIL—IL : HEDTAMNNTI T4 v O ZEE
95

0BT, RON—NVFA T a T, TOL—E, BONLEZATDORNT T 4T %
BEBIOEHLTHL, Xy NU—27 FCHAT AT 258 IEH LET,

SSL Policy Example
Enter Description

Rules  Trusted CA Certificates

Undecryptable Actions  Advanced Settings

+ Add Category  + Add Rule @ Search Rules X

Source Dest Source Dest vLAN Source . N
4 MName oty Tire iz i T Users Applica. et DestPorts | Gategories | SSL Action

Administrator Rules

Standard Rules

1 DNDimtemal source network Intranet Donotdesynt # W

oammm—) :

» Decrypt - P

Astrology (Any Pt

Decrypt test site

3 Da not decrypt low risk Risks: Very Loy Donot decrypt # W
Facebook s
4 Do not decrypt applications. Facebook Mes Do notdecrypt # W
Facebook Phot
ecrypt al but trusted cate ny (Except Ur » Decrypt - P
5 Decryptall but trusted categ Ay (Except L Resign s
6 Block bad cert status 1 Cert Status se @ Block ‘v
7 Block SSLv3. TLS 1.0, 1.1 3 Protocol Versi @Block s
Root Rules
Default Action Do not decrypt - e

JL— VDR

TLS/SSL7.2 )L— LD R &




B zuxoon75y. LEaF—vay, FEE7TUS—va v ERRSLAL

Editing Rule - Decrypt test site

Name
Decrypt test site Enabled Move
Action
| £ Decrypt - Resign ¥ | with | IntCA v Replace Key Only
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN

Categories

Q. Search by name or value

Any (Except Uncategorized)
Uncategorized

Adult

Advertisements

Alcohol

Animals and Pets

Arts

Astrology

1€ < Viewing 1-100 of 125 > >|

BUROD

F—arvEESLEN

Xy NI—=2 ED T 7 4y 7 Z7HMEL T, ARV A7 D72 LEaT—var, i
TV =2 a Al—8TH 8770y 7 &ML, [fE5 L7 (DoNotDecrypt) 177 > =
YEEMALT, FNoD0L—LEBIMLES, M7 74y 7 OB LY 2 < ORI D
T2, T 6 O—/LEMo L BARR 7R [1575 U722V (Do Not Decrypt) ] /b—/L D% IZ Bl

LET,
WRITH 2R L ET,

SSL Policy Example

Enter Description

Rules

Trusted CA Certificates  Undecryptable Actions

y; | Mams Zones Zones

Administrator Rules

Standard Rules

1 DNDinter

2 Decrypt test site

Do not decrypt low risk

Do not decrypt applications.

5 Decrypt all but trusted categ

6 Block bad cert status.
7 Block SSLV3, TLS 1.0, 1.1
Root Rules

Default Action

JL—IVDEEH

. TLS/SSL7.2 )L— /LD R & 5l

Advanced Settings

VLAN

Tags Users. Applicati.

Cert Status

+ Add Category

Risks: Very Lo

aaaaaaaa

Facebook Mes.
Facebook Phot

Cipher Suite

Version

TLS/sSLL—L 1 |

Logging

Selected Categories (1)

Astrology (Any reputation)

+ Add Rule

DestPorts  Catagories

Astrology (Any

Any (Except Ur

-

h73dY)., LEaT—>3a>, £=E77Y

Q Search Rules X

ssL Action

Do not decrypt # W

» Decrypt - Pr
Resign .

Do not decrypt #

Do not decrypt # W

» Decrypt - s

Rosign L

1 Cert Status se @ Block s u
3 Protocol Versi @ Black ’u
Do not decrypt v |8



| Tus/ssLiL—iu i

AT3YD[ES-BEESL (Decrypt-Resign) ] /L—ILDIERL .

Editing Rule - Do not decrypt low risk Q
Name
Do not decrypt low risk Enabled Move
Action
Do not decrypt v
Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters ¢ Clear All Filters Available Applications (1483) Selected Applications and Filters (1)
Q, Search by name Q, Search by name Filters
+ Risks (Any Selected) 050plus Riska:Very|Low, Low L]
Very Low 538 181 Internet
Low 454 1-800-Flowers
Medium 282 1000mercis
High 139 12306.cn
Very High 70 123Movies
v Business Relevance {Any Selected) 126.com
Very Low 580 17173.com
1< < Viewing 1-100 of 1483 > |
Add Rule Q
Name Insert
Do not decrypt applications Enabled into Category v Standard Rules -
Action
Do not decrypt v
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters ¢ Clear All Filters 3 Available Applications (0) ¢ Selected Applications and Filters (4}
Q_pinn X Q faceb x Filters
v Risks (Any Selected) All apps matching the filter Tags:pinned certificate Filter:"faceb .
w Business Relevance (Any Selected) Applications
» Types (Any Selected) Facebaok L
v Categories (Any Selected) Facebook Message L
v Tags (1 Selected) Facebook Photos u

pinned certificate 0

Cancel | m

HhTIDMES-BFESZ (Decrypt-Resign) 1 /L—ILDE
DRy TEH, RPEOYA FERS TXTOYA MIxt LT, [E5-H5%E4 (Decrypt -
Resign) |7 7 2 a > &Ml LT TLS/SSL /L —/L 2T 2647 LEd, ZD/L—Tid,

[F—DH % EH (Replace Key Only) 147> a v 2R LET, [H7-HE4 (Decrypt -
Resign) [/V— /AT 72 a v TRRHICIOA T a v a2 HAT 2 &2 #fELE4,

TLS/SSL7.2 )L— LD R & .



TLS/sSLL—L 1 |

. W73 UD[ES-BEESL (Decrypt-Resign) ] /L—)LDIERL

ATy I
ATvT2

ATvT3
ATvT4
ATvT5
ATvT6
ATvF1
ATvT8
ATv7T9

ATv 710
ATy

AT 712
ATv713

[ — DI % E (Replace KeyOnly) 147 v a & HHTSH &, Qﬂg%iﬁﬁi%{ﬁfﬁﬁ“é
YA FEBRBLUIEZEES, Web 77 UV ICEx 2 ) T o BENFREND D, 2—P—
EE) T%“Cﬁ%nxéﬂfb\foéb”j‘/f FEBEEL TS Z EIZRMEET,

ZON—)VER FTEIWCRETDHZ T, MFOEFEIEHTE, L —1%R ) U —DORHIIEE
LG EERILE IR T 4=~ R BE G252 <, NI 74 v 7 %BEL, HE
WIS L THRAETEET,

F 72 Secure Firewall Management Center |22 71 > L CWRWEAIE, v7 A4 LET,

WHERFRAE/R (CA) % Secure Firewall Management Center ([AZ 72 x4 k (Objects) |>[# Tz y FEE
(Object Management) ]. WIZ[PKI]>[NERCA (Internal CAs) |) &7 v 7 u—RLET (£FE7 v 7
72— FLTWRWES) |

[/R1) &— (Policies) |>[7¥ X3 > kBa—JL (AccessControl) [>[SSL]1 %7 U v 7 L£9,
SSLARY v —DffIch D MR (Bdit) 1 (£) &2V v7 LET,
[L—L@DEN (AddRule) 1% 7 VU v LET,

(47 (Name) |7 4 —/b RIZL—L &P 24012 AT LET,

[7 2732 (Action) 1V A b, [H5-fFE4 (Decrypt-Resign) 1 %7 U v 7 LET,
[with] U A h235, NESCA O&4FRTE7 YV v 7 LET,

[F—D A% EHL (Replace Key Only) /Ry 7 A& A N2 LET,

ROBIH 2R L TVET,

Name

Insert

DR rule sample Enabled below rule - 8

Action

i Decrypt - Resign v | with | IntCA v | c Replace Key Only

[#7 2V (Category) | X7 X—T% 7 Vw7 LET,

[#7 =V (Categories) | UV A D LT, fEE CROEZFR<) (Any (Except Uncategorized)) | % 7
Uy Z LET,

[LE 27— 2> (Reputations) ] U A RT, [{E& (Any) 127V v 27 LET,

[Jb— B (AddtoRule) |27 U 27 LET,

ROKFIFZ2 7" L THET,

. TLS/SSL7.2 )L— /LD R & 5l



| Tus/ssLiL—iu i
BHEDTLS/SSLL—)L - EHEE TO RaLA—UavETav s 5aERTS

Editing Rule - Decrypt all except trusted cat Q
Name

Decrypt all except trusted cat Enabled Move
Action

7 Decrypt - Resign v |with [ IntCA v | C Replace Key Only

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Categories Reputations Selected Categories (1)

Q, Search by name or value Any Any (Except Uncategorized) (Reputations 1... §

Any (Except Uncategorized) L

Uncategorized 4 - Favorsble

Adult 3 - Neutral

Advertisements &= Questonchie

Alechol 1 - Untrusted

Animals and Pets
Arts

Astrology Apply to unknown reputation

1< < Viewing 1-100 of 125 > |

EDTLS/SSL/L—JL : SEBAE L A OL/N—D 3 Y
OOy F-IXERT S

Bt D TLS/SSL /L— V1%, &b BRI T b AAEE RS LBV — L D=, RIERAEAE L2
ETHRWTa hal =g VEBRERII Ty 7 3B —1TT,

SSL Policy Example m
Enter Description
Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
+ Add Category + Add Rule Q Search Rules X
Source | Dest Source Dest vLan Source
o | Name Sa e Sowce | e e Usors | Applicatl.. | SO DestPorts | Gatogories | SSL Action
Administrator Rules
Standard Rules
1 DND internal source network Intranet Do notdecrynt # W
JDecpt- gz
2 Decrypt test site Astrology (Any Resign s u
3 Do not decrypt low risk Risks: Very Lov Do notdecrypt # W
Facebook =
4 Donot deceypt applications Facebook Mes Do notdecrypt # W
Facebook Phoi
5 Decrypt all buttrusted categ Any (Except Ui +Decrpt= Su
Resign
e ¢ © ook badcert sats 1 Gt satus se @ ock i
e 7 ©biocksSLa TS 10,11 3Protocol Versi @ Block s
Root Rules
Default Action Do not decrypt -|B

JL— )V DFER

TLS/SSL7.2 )L— LD R &




TLS/sSLL—L 1 |

B v avExs—sxzemz-aI00 o35 TISSSLL—L

Editing Rule - Block bad cert status Q
Name
| Block bad cert status | Enabled Move
Action
| @Block - |
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Revoked: | Yes | No Self Signed: | Ves Revert to Defaults

Valid: \ Invalid Signature: | Yes
Invalid Issuer: | Yes | No Expired: | Yes
Not Yet Valid: | Invalid Certificate: | VYes
Invalid CRL: | Yes | No m Server Mismatch: | Yes | No m

pang

=3

Editing Rule - Block SSLv3. TLS 1.0 -]

Name Move

| Block ssLv3. LS 1.0 \ Enabled into Category | | Standard Rules v

Action

| @Block -

Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
TLS v1.0
[ Tsvia
[] TLswv1.2

[ Revertto pefauts

5l : SEBAZERT—A R ZEHFELIFTTOv I3 5 TLS/SSLIL—/L

B D TLS/SSL /v— i3, &b BARA) T LAAEE RSB L — L D=6 RIERFEHE &%
ATHRWT e hal_R—g U EERE -7 ey 745 0— LT, Z0BZ T g v 0f]
WX, FEAEDRAT —H R LT IT 74 v 7 #EREII T ey 7T FEE R LTVE
T,

. TLS/SSL7.2 )L—IL D EERA & i



| TLS/sSLL—)L )

ATvT1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

ATy 717
ATvT8

ATvT9

ATv 710
ATy 71

Bl SIRBRT—5 A EERELG IOV TETSSSLL—L |

\)

() [Wf5AA— b (CipherSuite) ] & [/3— 3 > (Version) |D/L—/L&H1X, [ 82 v (Block) ]
FE[VEyYy hLTTZr >y (Block withreset) | D/V—/L 7T 7 2 a UIMER I TWBL—
NTORERLET, ZNOHORMEEL—LVTHOL—LT 7 ar & e bIERHTLE &
AT 5O ClientHello LPRIZFHE L, FRITERWART 4 —< U ZARAE L H AR H Y £77,

F 72 Secure Firewall Management Center (272 7 > L CWeWEEIL, v/ A LET,

[R1) &— (Policies) ]>[7ZRXa > kO—)L (AccessControl) 1>[SSL] %7 U v 27 LE7,
SSL AR Y v —0OfiIch 5 [fi% (Edi) 1 (£) 22V v7 LET,

TLS/SSL /b—/L OFFICH 5 [t (Bdit) 1 () 227V v 27 LET,

L— L DEN (AddRule) %27V v 27 LET,

Ly— DB (AddRule) | XA 7 a 2Ry 7 AD [4#i (Name) | 7 4 —/L RiZ, —/LO4RTE AT
Lij‘o

[REFAEA T —H A (CertStatus) &2 27V v 7 LET,

BREHEZER T — X 23R OA T a v BH 0 7,
M T DREAERAT — X ANGFET D L EITBETHHEE, 1TV (Yes) 227V v 7 LET,
¢ U T DAHEAT —HX ANGFE LWV E XIZRET 2581, Wz (No) 127U v 7 LET,

=R T B E XK ERAX Y TTEHEEE (EE (Any) 227Uy 27 LET, 2F0,
HEE (Any) | Z2EIRT 5L, AFHERT =X 2OFEICEDLL T L—LT—HLET,

[7 27 ar (Action) 1 VA NT, [BEfH (Monitor) 1227V v 7 LTA—I—HTDHNT 747D
HEEGR L Tr 7GR 20, [7r v 27 (Block) 1E7iX [V >y hLTZ 1> (BlockwithReset) ]
IV LTChI 74wl % 7ay s L, REISCTH#ERE VY hLET,

W= ~DERERGET DI, X—=VOFHICH S [fR1F (Save) 127 Vv 7 LET,

RY = ~DEHEERAFT DR, =YD IZH D [PR(F (Save) 1227V v 27 LET,

il

#HAEI Verified Authority &\ 9 FBRER Z (58 L TV 77, #H##kI% Spammer Authority &
WO RRIERZEEL T EE A, VAT LEEEEIL, Verified Authority DFE# 36 &
N, Verified Authority D¥E1T L 72 FfH] CAGEEA T » 7' v — R L £, Verified Authority
DILARTIZFAT LIZRE B D 1 D& R ST /o . v AT LE 1T Verified Authority
MO ENT CRLEZT v 7' a— KLET,

WRORE, At EE T = v 7 T 5EERAT — X ZAONV— VG ERLTVE
T, ZAUT KV Verified Authority 2> HFEAT S 472725 CRLIZIFRH SN TE LT, H
WCHDYIMOBMGE EETHORBNICH 20 E 20BN TF oy 7 SET, 20k

TLS/SSL7.2 )L— LD R & .



TLS/sSLL—L 1 |

B v avExs—sxzemz-aI00 o35 TISSSLL—L

ETIE, TNHOIEHETH S(LENTZ N T 74 v 73T 78 A a3 ba—L2 Ly
HEBLOBEINET A,

Revoked: ‘ Self Signed: |
Valid: ‘ Invalid Signature: |

Invalid Issuer: ‘ Expired: |
Not Yet Vaiid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: ‘ Server Mismatch: |

WOKIL, AT —ZANFEELRWZ L a2 TF = v 7 TEHHPEBRAT —FZ 2D /)L—/L 5%
HERLTWET, ZOFRETIE., RG> TWRWGERRELZ A L TR 51k
ENTERT T4 w7 EBEL, FONT 74w P BFE=F—LET,

Revoked: | Self Signed: ‘
Valid: | Invalid Signature: ‘

Invalid Issuer: | Expired: |M‘
Not Yot valid: | Yes | No [N invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: ‘

WO T, R RITEOFEHE, HOB4 SN-iFHE, SRUAOFFHE, B
J O ENRERE N T 74 v 7 THASNTWASEE, b T 74 v 713200 —
AT —F L ET,

Revoked: | Yes m Any Self Signed: ‘
Valid: ‘ Yes “ Any | Invalid Signature: ‘
Invalid Issuer: | Expired: ‘
Not Yot valid: | Yes | No [N invalid Certificate: | Yes | No |||
Invalid CRL: | Server Mismatch: ‘

WORIE, FROSNI Y —_—ZIZ T 5. FIIXCRLBARTRWEEIZ
T AHHERT —F ZAD ) — VS E R L TWE T,

Revoked: | Self Signed: ‘
Valid: | Invalid Signature: ‘

Invalid Issuer: | Expired: ‘
Not Yot valid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: ‘

. TLS/SSL7.2 )L—IL D EERA & i



| TLS/sSLL—)L )

Bl: 70 rann—vaveERFREIOy o5 TsssLL—L

Bl O raN—Da3 UEERFELETIOY I3 S TLS/SSLIIL—IL

ATv 71
ATvT2
ATvT3
RATv74
RT975
ATv76

ATy T17

ATvT8
ATvT9

ZOFTIX, TLS1.0. TLS 1.1, SSLv3 XDt Xa T R Ini oty NU—7 |
DTLSEBIUSSL Y v barzray /7§25 FEE2 R LET, 206K, v hair—Ts
VL=V INED L D ITHEET DI HOWNTH D LA 5 72DIcE FNTWVET,

FEXaT727 0 haET XTIy X7 0 A FR[RERTZD. Xy U= LRI DM E
NHYET, ZOFITEH, kO I 0 F9,

¢ SSL b—/b @D [/X— 3 > (Version) | N—VZEFEHLT, —fHo7e harzryav s
THIENTEET,

e SSLV2IFHE AR L A& b7, SSLARY v —D[E5 A/ DT 7 a2 (Undecryptable
Actions) | ZfEALTC7 vy s TEFET,

o FIREIC, JEME TLS/SSL TV AR— R ENTWARWE=D, 7avy 7T 3 08N 1,

(G¥)  [K§5AA— b (CipherSuite) ]& [/3— 3> (Version) |O/L—L4&AHE, [7 1~ 2 (Block) |
FX[VEYy L TZr >y (Block withreset) | D/V—/L T 7 L a UIMERHINTWHL—
NTORMEFALET, ZNHOHRMEELV—AVTHONL—LT 7 a b BRI E, &
AT LD ClientHello LI FH L, PHITERWART 4+ —~v U ARNAE T LR H Y 37,

F 72 Secure Firewall Management Center (272 71 > L CWARWEAIE, v/ A4 LET,

[R1) &— (Policies) |>[7# X3 > kO—JL (AccessControl) ]>[SSL]1Z 27 U v 7 L£7,
SSL ARV > —0fIch 5 [k (Bdit) 1 (£) 227V vr LET,

TLS/SSL /b —/b ORIZ S % Mtk (Bdit) 1 (£) &2V v 27 LET,

Ly—/L DB (AddRule) 1227V v LET,

L= ®iBN1 (AddRule) 1 ¥ AT 027Ky 7 2D 45T (Name) | 7 1 —/L RIZ, L—/L D4 HTE AT
LET,

(77 ar (Action) |V A MNB[7ry 2 (Block) |£72X[VEYy RLTZRr > 7 (Blockwithreset) ]
27 Vw7 LET,

[/3— 3> (Version) | "™X—Y %7 U w7 LET,

SSL v3.0, TLS1.0, TLS117%4 ¢, X a7 Th{ o7 a baldF v IRy I A A N2 LE
T, FlEBmE T EARENTWAY e havDF =y IRy I A F 7 LET,

WDOEIIH E 7R LTV ET,

TLS/SSL7.2 )L— LD R & .



TLS/sSLL—L 1 |
B 17 =00 angomnaeBRELE IO S5 TLS/SSLL—IL

Editing Rule - Block SSLv3. TLS 1.0 Q

Name

| Block SSLv3. TLS 1.0| | Enabled Move

Action

@ Block v

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

S5Lv3.0
TLS v1.0
TLS vi1.1

TLS v1.2

| Revert to Defaults

ATY 10 VIS U T — L5828 L £,
ATy TN [R1E (Save) 227 VU v 7 LET,

T3 0l GIAEOHANAEEREIET 0y U9 5 TLS/SSL
JL—IL
ZON— L, P N—GEHEOBNAICESN T N T T v P B E I T ey V50
BIZOWTOT AT T a4 L, b2 LEEMICHAT 272DICEENTVET
Al L, Ea— R, s, MRk, d KON TRER C & 9, I 3dkiE4 AT
%Eizéﬂifﬁ fikili\ https://www.cisco.com@Eﬁfﬁ%@#\:@%&icisco.combt“jﬂo (7LC7LC
L., ZHIELFTLHHEMTIIS Y ¥ A, —RIBRARTE RO 2 I7EIZSW T, Cisco

Secure Firewall Management Center 7 /31 A4 4 K@ [Distinguished Name Rule Conditions |
I aryEZRLTIZSY)

7747 2 MEROURLDRA ML, = "=2fEE (SND) T, 7747 M,
TLS /N> R = A 7 OSNHEEZFERA LT, #5758 A My (7o & 21E, auth.amp.cisco.com)
EEELET, KIS, ——F, H—DIPT RLVATTRTOFEHAEEZRA M LAERS,
Pt A N2 DT DB R, RIS T DREF— LEHETF = — 2R L £ 7,

AT w71 F£72 Secure Firewall Management Center (212 7 A > L CWa WAL, v/ A LET,
ATFwvF2 [KRYP— (Policies) |>[7¥ A3 kA—JL (AccessControl) [>[SSL]1 %27 U v 7 L7,
RATFvF3  SSLARY T —0RICH D [ (Bdi) 1 (£) 22V v s LET,

ATy T4  TLS/SSL/L—/L ORICH 5 [ (Bdit) 1 (#) 227U v LET,

ATy FE  [L—/LDEM (AddRule) 1227V v 7 LE 1,

. TLS/SSL7.2 )L— /LD R & 5l


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://en.wikipedia.org/wiki/Server_Name_Indication

| TLS/sSLL—)L )

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

ATvIN

ATvT12

ATy 13

ATv 714
ATy T15

FTL a0l EREOBINLEERELETOv s TsssLL—L [

L= DB (AddRule) 1 #A 7 wa 2Ry 7 AD 4T (Name) | 7 4 —/L RiZ, — /L O4REIE AT
l./\ijqo

[7 27+ ay (Action) |V A b [7 > (Block) [E771E[VEy hLTZav 2 (Blockwithreset) ]
7y LET,

[DN]1 %227 Uv 7 LET,

[l F[HE72 DN (Available DNs) ] T, BT 2554 2R L £7,

Tl A AT V=7 FEEKRLTY A MENT512iE B CHRMICEBMTEES) | [EH
4272DN (Available DNs) ] U 2 b iz s Add () %2 U v 27 LET,

BT 2FRA ATV =7 MBI O V=T Mm% T 5121%, (EHATEEZ2DN (Available DNs) ] U
A RO EIZH D [ARTEZIIMETHEE (Searchbynameorvalue) | 707 b2 27 Vw7 L, A7V =
7 NOHMEITA TV NOEEATLET, ANTHE, VAMREHREINT KT H47
Tl MRERINET,

ATVl NERIRT DI, TOAT VT " e )y LET, TRTOLT V=7 NERIRT D
Wi, A7V v 7 LT [T _TEIR (Select All) | ZBIRL 97,

[h7 =7 MZEM (Addto Subject) ] F721E [FEATEICENM (Addto Issuer) | %227V v 7 LET,
Evk BN I2AT V2l Ve RT YT TR Rry 74528 TEET,

FETHEET SV 7 I NVEL EITFENA RS L5551, TnbxzBMLET, (7Y =2 kDN
(Subject DNs) | £ 7213 [¥8177C DN (Issuer DNs) ] U A b @D FiZd 5 [DN £721X CN D A Jj (Enter DN
orCN) | 7'ar 7 v 427Uy 7 L, @A FEITERAAEADLTCEEM (Add) 1227V vy 27 LET,

EHHDY A RMIH CN E£72/EDN ZBEMTEE T, [ 7= DN (Subject DNs) ] U A MZiBHN
T2 DN—RAITT,

=)V BINT B0, Mtz ket £,

KT LD, V= ~DEFERFL, X—YOTFHIZHD [IRTF (Save) 127 Y v 27 LET,

RY = ~OEFEZRETHITIE, X—Y0 EHIcH D [R1F (Save) 127V v LET,

i

ROMIL, goodbakery.example.com (25 L THAT S A7 FEH]E IS X U goodca.example.com
IZE > TRIT SNTREAEZ R T oA NV — A RE 2R L THWET, 2 b DFE
HETH SN T 7 0 v 7135 &N, 778 A ar br— X vfilsn
ij‘o

TLS/SSL7.2 )L— LD R & .



B nsssii—nomE

Subject DNs (1) Issuer DNs (1)
GoodBakery ™ CN=goodca.example.com
Enter DN or CN \ Add \ Enter DN or CN

TLS/SSL JL— L DERTE

TLS/SSL /V— /L IZHETREINARA N T T 7T 4 ARTEDRTEITIE,

TLS/sSLL—L 1 |

o/

TLS/SSL /L —/b : [#i55 L 72\ (Do Not Decrypt) | /V—/v7 7 ¥ a UM &b v— L & BR
<L ITRTOAL—LDOaFXF o TE2AMNILET, (ZHIEETT, #EE s Tnin ks
74y 7 AT LERER ST OHEIE. EOL—AOouF o T EEICLET, )

AT F1 %72 Secure Firewall Management Center {212 74 > L CWARWEAIE, v/ A4 LET,
ATwF2 [R) >— (Policies) |>[7¥+Xa> tA—)L (AccessControl) [>[SSL] 27 VU v 27 L7,
RATYT3 SSLARY v—0RiICH S [fie (Bdit) 1 (£) 227V vr LET,

AT v T4 TLS/SSL /V—/L OREICH 5 [fRte (Bdit) 1 (4) &2V v27 LET,

ATY TS5 [BX 7 (Logging) 1 ¥ 7 %27V vr LET,

ATYT6 [HEFROKTEICE X279 2% (Logat End of Connection) %27 U v 27 LET,
ATy T [R1F (Save) 1227 U w27 LET,

RT9T8 N—Uhg EHIcH D [BR1F (Save) 1 &7V v 7 LET,

. TLS/SSL7.2 )L— /LD R & 5l



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



